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METHOD AND APPARATUS FOR
PERFORMING CONCRYPTION

RELATED APPLICATIONS

This application is a continuation-in-part of U.S. patent
application Ser. No. 08/067,517, filed May 25, 1993 for
ENHANCED SECURITY FOR A SECURE TOKEN
CODE (the °517 application), now pending and of U.S.
patent application Ser. No. 08/213,951, filed Mar. 16, 1994
for METHOD AND APPARATUS FOR UTILIZING A
TOKEN FOR RESOURCE ACCESS (the *951 application).
The *517 application is a continuation-in-part of U.S. patent
application Ser. No. 07/923,085, filed Jul. 31, 1992 for
METHOD AND APPARATUS FOR PERSONAL IDENTI-
FICATION, now U.S. Pat. No. 5,367,572, and of U.S. patent
application Ser. No. 07/712,186, filed Jun. 7, 1991 for
INTEGRATED NETWORK SECURITY SYSTEM, now
U.S. Pat. No. 5,237,614. The disclosures of these applica-
tions are incorporated by reference herein.

FIELD OF THE INVENTION

This invention relates to the processing of data from clear
form to a compressed and encrypted form and to the
restoring of the data to clear form for utilization.

BACKGROUND OF THE INVENTION

One byproduct of the “information age” is the huge
amounts of data which are stored in various storage media
and which are transmitted over various transmission media.
In order to reduce the amount of storage media required, to
reduce the time required to retrieve data and to reduce
required transmission times and/or bandwidths, it has been
a common practice for some years to use some form of
compression on the raw or clear data before it is stored or
transmitted. Depending on the nature of the data, the accept-
able computation penalty and other factors, compression
ratios in excess of two to one can be achieved for relatively
simple systems, with far higher compression ratios being
available for more sophisticated compression techniques,
such as where two or more compression techniques are
chained. For example, when text data is to be transmitted, a
run-length encoding (RLE) technique may be utilized to
eliminate, or reduce the transmission bandwidth for all of the
white spaces around the actual text and the actual text may
then be further compressed by using a compression algo-
rithm such as Huffman encoding, Lemple-Ziv (LZ) encod-
ing, one of the many variations on LZ encoding such as
Lemple-Ziv-Walsh (LZW) or a combination of two or more
such compression techniques. When the data is retrieved
from memory, or at the receiving end of a transmission, the
data may be decompressed for utilization.

Another problem with the huge quantity of data currently
available, particularly where the computer systems storing/
utilizing the data are networked, is that data may be and
frequently is surreptitiously observed or obtained by unau-
thorized people or organizations. Where the data is stored or
transmitted in compressed form, the information obtained by
unauthorized accessing of memory or transmission media
cannot be utilized in the form obtained; however, compres-
sion algorithms which are usually publicly available or
specified in advance, do not therefore provide security for
the data. Even if compression algorithms were not known,
they are not secure since they work on redundancy and the
basis used for cryptographic code breaking is the detection
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pression alone, regardless of the degree of sophistication, is
not much of a challenge to decipher for experenced cryp-
tanalysts.

Therefore, it is desirable that valuable or sensitive infor-
mation which is to be stored or transmitted be stored or
transmitted in encrypted form. However, both encryption
and compression are time and computer cycle intensive.
Therefore, the independent, sequential performance of com-
pression and encryption as separate operations on clear data
before storage or transmission, and the reversing of these
processes to permit utilization of the data, places an added
burden on the data processing system performing these
functions which may significantly increase the response time
of the system to service requests and/or require the use of
more powerful and therefore more expensive processing
equipment. It would therefore be desirable if encryption and
compression could be integrated so as to be automatically
performed together as a single concryption operation, the
term “concryption” being sometimes used hereinafter to
refer to the integrated performance of compression and
encryption on data, with a performance penalty for the
combined operation which is reduced so as to be more
comparable to either technology being performed separately
than to that involved in performing the two technologies as
separate functions.

SUMMARY OF THE INVENTION

In accordance with the teachings of this invention, con-
cryption is performed on clear data by a data processing
device as part of a single operation rather than as two
separate operations. More specifically, once the data is
loaded into the data processing system, the operations of
compression and encryption are performed in an integrated
fashion as part of a single operation with reduced memory
and/or storage access. Since loading data from memory into
a computer and restoring the data to storage are time-
consuming operations, performing concryption with a
reduced memory and/or storage access results in a signifi-
cant reduction in the performance penalty for performing the
two operations without regard to savings which may also be
effected as a result of the algorithmic integration of these
operations.

More particularly, clear data is received at the processor,
for example as the result of being generated by the proces-
sor, of a memory readout or of receipt over a transmission
line, and a concryption operation is performed on the clear
data, which operation includes at least one compression step
and air least one encryption step, which steps are automati-
cally performed in a selected sequence. For preferred
embodiments, the compression operation is a multistep
operation with the encryption being performed on the results
of a compression step and/or on an element utilized in
performing at least one compression step. The concrypted
data may be outputted either by storing this data in a
memory/storage media, by transmitting the concrypted data
or by utilizing this data in another suitable manner. When the
concrypted data is to be deconcrypted to permit use thereof
in clear form, deconcrypting is performed utilizing at least
one decompression step and at least one deencryption step,
which steps are performed automatically in a sequence
which is substantially the reverse of the selected sequence in
which compression and encryption, respectively, are per-
formed during the concryption operation.

For preferred embodiments, the encryption key is a code
derived from a card or other token carried by an authorized
user. Techniques for providing enhanced security for a static
code or key stored in such token are discussed in some of the
parent applications. While enhanced security may be
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