
(12) United States Patent 
Harris et al. 

USOO8751801 B2 

US 8,751,801 B2 
Jun. 10, 2014 

(10) Patent No.: 
(45) Date of Patent: 

(54) 

(75) 

(73) 

(*) 

(21) 

(22) 

(65) 

(63) 

(60) 

(51) 

(52) 

SYSTEMAND METHOD FOR 
AUTHENTICATING USERSUSING TWO OR 
MORE FACTORS 

Inventors: William H. Harris, Woodside, CA (US); 
Louis A Gasparini, San Mateo, CA 
(US) 

Assignee: EMC Corporation, Hopkinton, WA 
(US) 

Notice: Subject to any disclaimer, the term of this 
patent is extended or adjusted under 35 
U.S.C. 154(b) by 2368 days. 

Appl. No.: 11/112,938 

Filed: Apr. 22, 2005 

Prior Publication Data 

US 2005/02681 07 A1 Dec. 1, 2005 

Related U.S. Application Data 
Continuation-in-part of application No. 11/050,549, 
filed on Feb. 3, 2005, now Pat. No. 7,730,321, and a 
continuation-in-part of application No. 10/435,322, 
filed on May 9, 2003, now Pat. No. 7,100,049. 
Provisional application No. 60/565,057, filed on Apr. 
23, 2004, provisional application No. 60/565,692, 
filed on Apr. 26, 2004. 

Int. C. 
H04L 9M32 (2006.01) 
H04L 29/06 (2006.01) 
G06F 2/3 (2013.01) 
G06F2L/42 (2013.01) 
G06F2L/35 (2013.01) 
G06O20/40 (2012.01) 
G06O20/12 (2012.01) 
U.S. C. 
CPC ............ G06F 2 1/35 (2013.01); H04L 63/0861 

(2013.01); G06F 21/31 (2013.01); G06F 2 1/42 
(2013.01); G06O20/40145 (2013.01); H04L 

BIOM 
3rd FACTOR 

st WOICE 
ISSUE CHALLENGE 
PHRASE, RECRESP 

COMPARE WOICE TO 
REGO WOICEPRN 

3rd 
NO f 

C 
THRFACTOR AUTHEN 
TCATON PASSE 

sts 

9/3231 (2013.01); H04L 63/083 (2013.01); 
G06O20/12 (2013.01); H04L 63/0853 

(2013.01); H04L 63/18 (2013.01) 
USPC ............................................... 713/168; 726/7 

(58) Field of Classification Search 
USPC ........................... 713/186, 201, 176; 382/125 
See application file for complete search history. 

(56) References Cited 

U.S. PATENT DOCUMENTS 

5,953,700 A * 
6,161,139 A 

9/1999 Kanevsky et al. ......... TO4/270.1 
12/2000 Win et al. 

(Continued) 

FOREIGN PATENT DOCUMENTS 

EP O476O929 
WO O118636 3, 2001 
WO O163878 8, 2001 

OTHER PUBLICATIONS 
Looi, M. ; Enhanced authentication services for Internet systems 
using mobilenetworks; Publication Date: 2001 vol. 6, on pp. 3468 
3472 vol. 6. 

4/2007 

(Continued) 

Primary Examiner — Philip Chea 
Assistant Examiner — Monjour Rahim 
(74) Attorney, Agent, or Firm — Ryan, Mason & Lewis, LLP 

(57) ABSTRACT 

A method for authenticating a user based on a plurality of 
authentication factors includes a step of receiving a first 
authentication factor from a first communication device of the 
user. The first authentication factor includes a password. The 
method includes a step of receiving a second authentication 
factor. The second authentication factor comprises at least 
one of at least one device identifier of the first communication 
device of the user and data transmitted to or received from a 
second communication device of the user. The method also 
includes a step of authenticating the user based on at least the 
received plurality of authentication factors. 

20 Claims, 6 Drawing Sheets 

612 
  

IPR2018-00067 
Unified EX1013 Page 1

f 

 

Find authenticated court documents without watermarks at docketalarm.com. 

https://www.docketalarm.com/


US 8,751,801 B2 
Page 2 

(56) References Cited 

U.S. PATENT DOCUMENTS 

6,389,542 B1 
6,401,125 B1 
6,632,248 B1 
7,353,396 B2* 
7,426,750 B2 * 
7,480,915 B2* 

2003/0051147 A1* 
2003,019 1949 A1* 

5, 2002 
6, 2002 

10, 2003 
4, 2008 
9, 2008 
1/2009 
3, 2003 

10, 2003 

Flyntz 
Makarios et al. 
Isaac et al. 
Micali et al. .................. 713, 176 
Cooper et al. ........ ... 726/26 
Costa Requena et al. ... 719/311 
Maeda et al. ... 713, 186 
Odagawa ...................... T13, 186 

2004/0017934 A1 1/2004 Kocher ......................... 382,125 
2005/0050322 A1* 3, 2005 Mizrah . ... 713,168 
2005, 0071673 A1* 3, 2005 Saito ............... T13 201 
2005/02099.74 A1* 9, 2005 OkunSeinde et al. ........... TO5.64 

OTHER PUBLICATIONS 

Written Opinion of the International Searching Authority, Oct. 5, 
2006, 3 pages. 
International Search Report, Oct. 5, 2006, 2 pages. 

* cited by examiner 

  

IPR2018-00067 
Unified EX1013 Page 2

f 

 

Find authenticated court documents without watermarks at docketalarm.com. 

https://www.docketalarm.com/


U.S. Patent Jun. 10, 2014 Sheet 1 of 6 US 8,751,801 B2 

150 r 

STORAGE STORAGE 

162 164 

172 

STORAGE 
INPUT 
170 

PROCESSOR 

176 160 

O OUTPUT 
174 AF/G, 1 168 

(PRIOR ART) 

A/G 3 FIG. 9 (E) 

CALLIESTABLISH COMM 
WITH MOBILE DEVICE 

FACT AUTH NEEDED 

REG/RCV/COMPARE 
USER ID, PASSWORD 

  

  

  

    

  

IPR2018-00067 
Unified EX1013 Page 3

f 

 

Find authenticated court documents without watermarks at docketalarm.com. 

https://www.docketalarm.com/


U.S. Patent Jun. 10, 2014 Sheet 2 of 6 US 8,751,801 B2 

SITE TO SITE TO SITE TO 
PHONE (TO COMPUTER PHONE TO USERTO 
USER) TO (TO USER) USERTO PHONE TO 
COMPUTER TO PHONE PHONE TO SITE 
TO SITE TO STE SITE 

A/G 2 

  

IPR2018-00067 
Unified EX1013 Page 4

f 

 

Find authenticated court documents without watermarks at docketalarm.com. 

https://www.docketalarm.com/


801 B2 U.S. Patent Jun. 10, 2014 Sheet 3 of 6 US 8,751, 

DD W 

(A) N2 (E) 

USER INPUTS SECRET, 
DEVICE (MTS TO SITE 

7 430 

STS RECEIVES DEVICE 

SELECT AUTH METHODI DSECRET 
XFER METHOD, THRD W 4.32 
FACTOR METHOD FOR Y YES 
SWCSELECTED -- (USR pSECRET MATCH d 

VNO a V 
A. 474 (C) af 434 (B) 

DEVOCE NONE USER REQUESTS DEVICE 
SECOND FACTOR do TO DISPLAY SECRET 

V7 436 
Rdi 416 

COMP PC ID WITH 

REGISTERED 

DEVICE, STE OBTANSI 
GENERATES NEW 

SECRET 
V 473 DR 43s 

DEVOCE DISPLAYS 

SECRET 
V7 440 

USR RETRWS, PROVIDES 
SECRET FR DEVICE GENERATED D-SHARED 

SECRET SECRET 
WRFY o 

URL ST"C GENERATE CHG/RESP 422 

STATIC SECRET 
V 

442 

PROMPT FOR, OBTAN/ 
GENERATE/RECEIVE 

SECRET 

SITE DISPLAYS SECRET, 443 446 

O 
D ASSOCOATES WITH 

DEVICE DENTIFIER (C)-D DISPLAYERROR 
AfG. 4A3 426 

() 

    

    

  

  

    

  

    

    

  

  

  

  

    

  

  

IPR2018-00067 
Unified EX1013 Page 5

f 

 

Find authenticated court documents without watermarks at docketalarm.com. 

https://www.docketalarm.com/


Real-Time Litigation Alerts
  Keep your litigation team up-to-date with real-time  

alerts and advanced team management tools built for  
the enterprise, all while greatly reducing PACER spend.

  Our comprehensive service means we can handle Federal, 
State, and Administrative courts across the country.

Advanced Docket Research
  With over 230 million records, Docket Alarm’s cloud-native 

docket research platform finds what other services can’t. 
Coverage includes Federal, State, plus PTAB, TTAB, ITC  
and NLRB decisions, all in one place.

  Identify arguments that have been successful in the past 
with full text, pinpoint searching. Link to case law cited  
within any court document via Fastcase.

Analytics At Your Fingertips
  Learn what happened the last time a particular judge,  

opposing counsel or company faced cases similar to yours.

  Advanced out-of-the-box PTAB and TTAB analytics are  
always at your fingertips.

Docket Alarm provides insights to develop a more  

informed litigation strategy and the peace of mind of 

knowing you’re on top of things.

Explore Litigation 
Insights

®

WHAT WILL YOU BUILD?  |  sales@docketalarm.com  |  1-866-77-FASTCASE

API
Docket Alarm offers a powerful API 
(application programming inter-
face) to developers that want to 
integrate case filings into their apps.

LAW FIRMS
Build custom dashboards for your 
attorneys and clients with live data 
direct from the court.

Automate many repetitive legal  
tasks like conflict checks, document 
management, and marketing.

FINANCIAL INSTITUTIONS
Litigation and bankruptcy checks 
for companies and debtors.

E-DISCOVERY AND  
LEGAL VENDORS
Sync your system to PACER to  
automate legal marketing.


