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Abstract

Human authentication is the security task whose job is to limit access to physical locations or computer network only to those
with authorisation. This is done by equipped authorised users with passwords, tokens or using their biometrics. Unfortunately,
the first two suffer a lack of security as they are easy being forgotten and stolen; even biometrics also suffers from some
inherent limitation and specific security threats. A more practical approach is to combine two or more factor authenticator
to reap benefits in security or convenient or both. This paper proposed a novel two factor authenticator based on iterated
inner products between tokenised pseudo-random number and the user specific fingerprint feature, which generated from
the integrated wavelet and Fourier—Mellin transform, and hence produce a set of user specific compact code that coined as
BioHashing. BioHashing highly tolerant of data capture offsets, with same user fingerprint data resulting in highly correlated
bitstrings. Moreover, there is no deterministic way to get the user specific code without having both token with random data
and user fingerprint feature. This would protect us for instance against biometric fabrication by changing the user specific
credential, is as simple as changing the token containing the random data. The BioHashing has significant functional advantages
over solely biometrics i.e. zero equal error rate point and clean separation of the genuine and imposter populations, thereby
allowing elimination of false accept rates without suffering from increased occurrence of false reject rates.
© 2004 Pattern Recognition Society. Published by Elsevier Ltd. All rights reserved.
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1. Introduction easily fooled. For instance, password and PINs can be shared
among users of a system or resource. Moreover, password

Today’s human authentication factors have been placed in @hd PINs can be illicitly acquired by direct observation. The
three categories, namely What you know, e.g password, se- Main advantage of biometrics is that it bases recognition on
cret, personal identification number (PIN); What you have, anintrinsic aspect of ahuman being and the usage of biomet-
such as token, smart card etc. and What you are, biomet- 1S requires the person to be authenticated to be physically
rics for example. However, the first two factors can be Present at the point of the authentication. These character-

istics overcome the problems whereas password and token
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of the public for the biometric usage is the privacy risks of as a portable storage for authenticator, such as ATM card,
in biometric system. If an attacker can intercept a person’s smart card, or an active device that yields time-changing or
biometric data, then the attacker might use it to masquerade challenged-based passwords. The token can store human-
as the person, or perhaps simple to monitor that person’s chosen passwords, but an advantage is to use these devices
private activities. These concerns are aggravated by the factto store longer codewords or pseudo-random sequence that
that a biometrics cannot be changed. When a biometrics is a human cannot remember, and thus they are much less eas-
compromised, however, a new one cannot be issued. ily attacked. Presently, there are quite a number of litera-
Besides that, the nature of biometrics system offers bi- ture reported the integration of biometrics into the smartcard
nary (yes/no) decisions scheme, which is well defined in the [8-10]. However, the only effort being applied in this line
classical framework of statistical decision theory, thereby is to store the user’s template inside a smart card, protected
provided four possible outcomes are normally called as false with Administrators Keys, and extracted from the card by
accept rate (FAR), correct accept rate (CAR), false reject the terminal to perform verification. Some are allowed to
rate (FRR) and correct reject rate (CRR). By manipulat- verify themselves in the card, whenever the verification is
ing the decision criteria, the relative probabilities of these positive, the card allows the access to the biometrically pro-
four outcomes can be adjusted in a way that reflected their tected information and/or operatiofisl]. Obviously, these
associated cost and benefits. In practice, that is almost im- configurations are neither a remedy for the afore-mentioned
possible to get both zero FAR and FRR errors due to the invasion of privacy problem nor reduce the probability of
fact that the classes are difficult to completely separate in denial of access with no expense of an increase in the FAR.
the measurement space. According to Bolle ef3l. the Most recently, Ho and Armingtofi2] reported a dual-factor
biometrics industry emphasis heavily on security issues re- authentication system that designed to counteract imposter
lating to FAR with relaxed the FRR requirement. However, by pre-recorded speech and the text-to-speech voice cloning
the overall performance of a biometric system cannot be as- technology, as well as to regulate the inconsistency of audio
sessed based only on this metric. High FRR, i.e. rejection of characteristics among different handsets. The token device
valid users, which is resulted by low FAR, is often largely generates and prompts an one time password (OTP) to the
neglected in the evaluation of biometric systems. However, user. The spoken OTP is then forwarded simultaneously to
this will give an impact on all major aspects of a biometric both a speaker verification module, which verifies the user’s
system as pointed in Reff4]. Denial of access in biomet-  voice, and a speech recognition module, which converts the
ric systems greatly impacts on the usability of the system spoken OTP to text and validates it. Despite of that, no at-
by failing to identify genuine user, and hence on the public tempt for the FAR—FRR interdependent problem is reported.
acceptance of biometrics in the emerging technology. Both  In this paper, a novel two factor authentication approach
aspects may represent significant obstacles to the wide de-which combined user specified tokenised random data with
ployment of biometric systems. fingerprint feature to generate a unique compact code per
Multimodal biometrics fusion i.e. systems employing person is highlighted. The discretisation is carried out by
more than one biometric technology to establish the iden- iterated inner product between the pseudo-random number
tity of an individual, is able to improve the overall per- and the wavelet Fourier—Mellin transform (FMT) fingerprint
formance of the biometric system by checking multiple feature, and finally deciding each bit on the sign based on
evidences of the same identifs]. Multimodal biomet- the predefined threshold. Direct mixing of pseudo-random
rics can reduce the probability of denial of access without number and biometric data—BioHashing is an extremely
sacrificing the FAR performance by increasing the discrim- convenient mechanism with which to incorporate physical
ination between the genuine and imposter cladées. tokens, such as smart card, USB token etc. thereby result-
Despite of that, multimodal biometrics is not a solution ing in two factors (token+biometrics) credentials via to-
for the privacy invasion problem, though the difficulty kenised randomisation. Hence, it protects against biometric
of attack activities may increase to certain degree. More- fabrication without adversarial knowledge of the randomi-
over, use of multiple biometric measurement devices will sation or equivalently possession of the corresponding to-
certainly impose significant additional costs, more com- ken. Tokenised discretisation also enables straightforward
plex user-machine interfaces and additional management revocation via token replacement, and furthermore, biohash-
complexity [4]. ing has significant functional advantages over solely bio-
The most practical way of addressing the privacy inva- metrics i.e. zero equal error rate (EER) point and elimi-
sion problem is to combine two or more factor authentica- nate the occurrence of FAR without overly imperil the FRR
tors. A common multi-factor authenticator is an ATM card, performance.
which combines a token with a secret (PIN). Combination  The outline of the paper is as follow: Section 2 presents
of password or secret with a biometrics is not so favorable, the integrated framework of wavelet transform and the FMT
since one of the liabilities of biometrics is to get rid of the for representing the invariant fingerprint feature as well as
task of memorising the password. As a user has difficulty BioHashing procedure. Section 3 presents the experimen-
remembering the secret, a token may be combined with a tal results and the discussion, and followed by concluding
biometrics. A token is a physical device that can be thought remarks in Section 4.
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Fig. 1. 2D wavelet decomposition of a fingerprint image: (a) 1-level wavelet decomposition and (b) 3-level wavelet decomposition.

2. BioHashing overview

BioHashing methodology can be decomposed into two
components: (a) an invariant and discriminative integral
transform feature of the fingerprint data, with a moder-
ate degree of offset tolerance. This would involve the
use of integrated wavelet and Fourier—Mellin transform
framework (WFMT) that reported in Ref13]. In this
framework, wavelet transform preserves the local edges
and noise reduction in the low-frequency domain (high
energy compacted) after the image decomposition, and

(b)

(horizontal edges). A similar interpretation is made on the
subbandsDyyersicar (vertical edges) an®1 pjqgonar (DOth
directions).

For fingerprint images, the ridge structure can be viewed
as an oriented texture pattern, which often runs parallel in
omni direction. According to wavelet theory, the wavelet
transform conserves the energy of signals and redistributes
this energy into more compact form. It is commonly found
that most of the energy content will be concentrated in low-
frequency subband, ; if compare to high-frequency sub-
bands,D;. Obviously D ;s are not suitable to represent the

hence makes the fingerprint images less sensitive to shaperidge structure because of their low energy content and its

distortion. In addition to that, the reduced dimension of the
images also helps to improve the computation efficiency.
FMT produces a translation, rotation in plane and scale
invariant feature. The linearity property of FMT enables
multiple WFMT features to be used to form a reference
invariant feature and hence reduce the variability of the
input fingerprint images; (b) a discretisation of the data
via an inner-product of tokenised random number and
user data, i.es = [dx [dx".a(x’)b*(x — x’) for inte-
gral transform functions:, b € L2 with enhance offset
tolerance. The subsequent sections will detail these two
components.

2.1. Invariant WFMT feature

Wavelet theory provides a multiresolution representation
for interpreting the image information with the multilevel
decompositiorj14]. Fig. 1(a) shows the decomposition pro-
cess by applying the 2D wavelet transform on a finger-
print image in level 1. Similarly, two levels of the wavelet
decomposition as shown iRig. 1(b) by applying wavelet
transform on the low-frequency band sequentiallyFig. 1,
the subband.; corresponds to the low-frequency compo-
nents in both vertical and horizontal directions of the orig-
inal images, making it the low-frequency subband of the
original image. The subban®1,,izonrq COrresponds to
the high-frequency component in the horizontal direction
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high pass feature that tends to enhance the edges detail,
including noise and the shape distortion whereas the sub-
bandL ; is the smoothed version of original image and thus
helps to reduce the influence of noise on one hand, and on
the other hand, it also preserves the local edges well which
helps to capture the features that insensitive to the small
distortion.

However, how well is thel ; can preserve the energy is
depend to the chosen Wavelet bases. In general, the orthog-
onal/biorthogonal and high-order wavelet bases are able to
preserve the energy efficiently in subbabgwhich is only
quarter size of the original imag#3]. In turn, the computa-
tional complexity will be reduced dramatically by working
on a lower resolution image.

In the fingerprint authentication, the varying position,
scale and the orientation angle of the fingerprint image dur-
ing the capturing time may severely reduce performance.
These alignment problems can be solved by transform-
ing a fingerprint image into an invariant feature. Various
translation, rotation and scale invariant methods such as
integral transforms, moment invariants and neural network
approaches have been propofEs]. These techniques pro-
vide good invariance theories but suffer from the presence
of noise, computation complexity or accuracy problg:®).
Among the various invariant techniques, integral transform-
based invariants—FMT is adopted as it is a relatively
simple generalisation of transform domain and performs
well under noise. In addition, mapping to and from the
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Fig. 2. Block diagram of generating the WFMT featurés,

WFMT Features

invariant domain to the spatial domain is well defined and it coordinate, thus
is in general not computationally heavy. FMT is translation
invariant and represents rotation and scaling as translations f2,; (0, 1) = 0*2_)"11,1(9 —o,r—n)), 5)
along the corresponding axes in parameter space.
Consider an imagéa(x, y) that is a rotated, scaled and  where/=log(r) andn=log(o). In this polar-logarithmic rep-

translated replica of1(x, y), resentation, both rotation and scaling are reduced to transla-
) tion. By Fourier transforming the polar-logarithm represen-
f2(x, )’) = fl(U(x Cosx + y sino) — X0, tations (5)’
(—x Sina + y cosx) — yp), (1)
_ 2. —j2n((n+E&A) .
wherex is the rotation angles the uniform scale factor, and Fopi €. &) =0""€ Fpi(€. 9. ®)

xo andyg are translational offsets. The Fourier transform of h
f1(x, y) and fa(x, y) are related by where
. 00 2n (EAED
Fa(u. v) = €790 6=2(Fy (0~L(u cos + v sina), A o= [ [T ap0.0e @O awda @
_1 . —o0 J0O

o ~(—uSino + v cosw))), (2)

the rotation and scaling now appear as phase shifts. This
technique decouples images rotation, scaling and transla-
tion, and is therefore very efficient numerically. However,
the result stated for the continuous case does not carry over
exactly to the discrete case in the actual implementation.
Some artifacts may be introduced due to the sampling and
truncation if the implementation is not done with care; this
is translation invariant. is due to the difficulty of numerical instability of coordi-

Rotation and Sca“ng can be decoup|ed by defining the nates near to the Origin. Here care has to be taken in se-

spectral magnitudes of; and f2 in the polar coordinates ~ ecting the starting point of the logarithm resampling, since
(0, r) as follows: lim,_,glogr = —co. Therefore, a high-pass filter is apply

on the logarithm spectrid 7],

where ¢, (u, v) is the spectra phase of the imagg(x, y).
This phase depends on the translation, scaling and rotation,
but the spectral magnitude

|Fo(u, v)| = 02| F1(6~ L (u cosx + v sina),
a’l(—u Sina + v Cosw)))| 3

fop(0,7) =072 f1,(0 — o, 7/). (4)
H(x,y)=(1.0— cos(nx)cos(ny)) (8)

Hence, an image rotation shifts the functif, (0, ) along (2.0 — cos(nx)cos(my)) 9)
the angular axis. A scaling is reduced to a scaling of the

radial coordinate and to a magnification of the intensity with —0.5<x, y<0.5.

by a constant factor?. Scaling can be further reduced And hence, the block diagram of WFMT feature repre-
to a translation by using a logarithmic scale for the radial sentation[” is shown inFig. 2.
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Fig. 3. BioHashing progression.

In this framework, FMT is based on Fourier transform algorithms are publicly available, to name a few, such as ad

theory, which has a linear property as below: hoc scheme—ANSI X9.17 generator, FIPS 186 generator
If f; € R2 aandb € C (i.e. complex domain), then and highly secure scheme: cryptographically secure pseu-
dorandom bit generator (CSPBG)—RSA pseudorandom bit
! ! generator, Micali-Schnorr pseudorandom bit generator or
Fpd) aifit =Y Fplaifi) (10) Blum-Blum-Shub pseudorandom bit generdd].
i=1 i=1 BioHashing is describable in terms of successive simpli-

T . fications on the following:
This implies that multipld " can be used to form a refer- 9

encel” and just only one representation per user needs to
be stored. The representation for each uBgt, can be for-
mulated as follows:

(a) Raw intensity image representatiore RY, with N the
image pixelisation dimension.
(b) Wavelet Fourier—Mellin representation in a vector for-
IR mat: I' € RM, with M, the log-polar spatial frequency
T >k, (11) dimension.
i=1 (c) Discretizationp € {0, 1}"

where F{ is the invariance feature of thgh view image The transition between (a) and (b) is vital in so far as good
of the ith person. Producing & from different training feature location and extraction can reduce substantially the
images, could relax various variability’s that occur during offset between two fingerprint images of the same person,
the acquisition process, such as sharp distortion and noise. and thus yield a set of highly offset-tolerant user specific
code b as will be vindicated through the experimental results

2.2. Biometrics discretisation in Section 3. _ ) _
The BioHashing progression can be illustrated as in
At this stage, the invariant fingerprint featus,e RM Fig. 3. . .
with M, the log-polar spatial frequency dimension, is re-  Achieving (c) requires an offset-tolerant transformation
ducing down to a set of single bib e {0, 1), with m by projectedl” onto each random pattern, and the choice

the length of the bit string via a tokenised pseudo ran- Of @ thresholdy to assign a single bit for each projection,
dom patterny e R™, which distributed according to uni- ~ Specifically letl” e RM

form distributionU[—1 1]. In practice, random number se-

quence,r could be generated from a physical device, i.e. (1) Use token to generate a set of pseudo random number,

USB token or smartcard. For a specific applicatioris frieRMji=1,_.. m).

calculated based on a seed that stores in USB token or(2) Apply the Gram—Schmidt process to transform the ba-
smart card microprocessor through a random number gen-  sis{r; € RM|i =1, ..., m} into an orthonormal set of
erator. The seed is the same as those users recorded during matrices{r |; € RMll =1,...,m}.

the enroliment, and is different among different user and (3) Compute{<I'|r ; > € [RI i=1,...,m} where(|)
different application. A lot of pseudo random bit/number indicates inner product operation.
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