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UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMlVHSSIONER FOR PATENTS

PO. Box 1450
Alexandria1 Virginia 22313-1450
www.msptogov

APPLICATION NO. ISSUE DATE PATENT NO. ATTORNEY DOCKET NO. CONFIRMATION NO.

13/237,184 11/05/2013 8577813 W0537—701320 7352

 

37462 7590 10/16/2013

LANDO & ANASTASI, LLP
ONE MAIN STREET, SUITE 1100
CAMBRIDGE, MA 02142

ISSUE NOTIFICATION

The projected patent number and issue date are specified above.

Determination of Patent Term Adjustment under 35 U.S.C. 154 (b)

(application filed on or after May 29, 2000)

The Patent Term Adjustment is 0 day(s). Any patent to issue from the above—identified application will include

an indication of the adjustment on the front page.

If a Continued Prosecution Application (CPA) was filed in the above—identified application, the filing date that

determines Patent Term Adjustment is the filing date of the most recent CPA.

Applicant will be able to obtain more detailed information by accessing the Patent Application Information

Retrieval (PAIR) WEB site (http://pair.uspto.gov).

Any questions regarding the Patent Term Extension or Adjustment determination should be directed to the

Office of Patent Legal Administration at (571)—272—7702. Questions relating to issue and publication fee

payments should be directed to the Application Assistance Unit (AAU) of the Office of Data Management

(ODM) at (571)-272-4200.

APPLICANT(S) (Please see PAIR WEB site http://pair.uspto.gov for additional applicants):

Kenneth P. Weiss, Newton, MA;

The United States represents the largest, most dynamic marketplace in the world and is an unparalleled location

for business investment, innovation, and commercialization of new technologies. The USA offers tremendous

resources and advantages for those who invest and manufacture goods here. Through SelectUSA, our nation

works to encourage and facilitate business investment. To learn more about why the USA is the best country in

the world to develop technology, manufacture products, and grow your business, visit SelectUSA.gov.
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Receipt date: 09/20/201 1 Application Number 13237184 ~ GAUZ 3621

Filing Date

 

 

INFORMATION DISCLOSURE First Named Inventor Kenneth P. Weiss

STATEMENT BY APPLICANT Art Unit |
( Not for submission under 37 CFR 1.99)

 

 

Examiner Name

Attorney Docket Number I W0537-701320

20090175507 I 2009-07-09 Schaffner, Edwin K.

   
 

 20060256961 I 2006-11-16 Brainard et al.
If you wish to add additional U.S. Published Application citation information please click the Add button. Add

 
FOREIGN PATENT DOCUMENTS REMOVE

Name of Patentee or Pages,Columns,Lines
Examiner Cite Foreign Document Country Kind Publication A licant of cited where Relevant
lnitial” Number3 Code2 i Code4 Date pp Passages or RelevantDocument .

“an 6 5 Figures Appear; .1 lit?
to clocumcn

J-M~5~/ 0986209 EP - Mitsubishi Electric Corp.
41/25/201 6

2 1081632 2001-03-07

3 2 382 006 2003-05-14

5

4 1992007436 WO 19920430 security Dynamics
Technologies, Inc.

1996036934 1996-11-21 Smart Touch LLC

6 2002014985 20020221 Kern, Daniel A.

If you wish to add additional Foreign Patent Document citation information please click the Add button Add

NON-PATENT LITERATURE DOCUMENTS Remove

     
351192.117 ALL REFERENCES CONStDERED EXCEPT WHERE 15mm §E©B®1GH /C.C./
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PART B - FEE(S) TRANSMITTAL

Complete and send this form, together with applicable fee(s), to: Mail Mail Stop ISSUE FEE
Commissioner for Patents
PO. Box 1450

Alexandria, Virginia 22313-1450
or m (571)-273-2885

INSTRUCTIONS: This form should be used for transmitting the ISSUE FEE and PUBLICATION FEE (if required). Blocks 1 through 5 should be completed where

appropriate. All further correspondence including the Patent, advance orders and notification of maintenance fees will be mailed to the current correspondence address asin icated unless corrected below or directed otherwise in Block 1, by (a) specifying a new correspondence address; and/or (b) indicating a separate "FEE ADDRESS" formaintenance fee notifications.

   
 

 
 

 

 
 

  
Note: A certificate of mailin can only be used for domestic mailings .
Fee(s) Transmittal. This certi icate cannot be used for any other acco ’ nanying

CURRENT CORRESPONDENCE ADDRESS (N016: Use Block 1 for any change ofaddFESS) apers. Each additional paper, such as an assignment or form : awing, must
Iiave its own certificate of mailing or transmission.

Certificate of Mailing or Tr - ;
37462 7590 07/01/2013 I hereby certify that this Fee(s) Transmittal '. neing deposited with the United

LANDO & ANASTASI, LLP Séaites Poistal Stfirvice vyith sufficient po « geggr first lglass mailbin an Envelopea resse to e Mai Stop ISS » EE a ress a ove, or eing acsimi e
ONE MAIN STREET, SUITE 1100 transmitted to the USPTO (57 3—2885, on the date indicated below.
CAMBRIDGE, MA 02142 (Depositor's name)
 
 

(Signature)
 
 

(Date)
 

 
  APPLICATION NO. FILING DATE F {ST NAMED INVENTOR ATTORNEY DOCKET NO. CONFIRMATION NO.

13/237,184 09/20/2011 Kenneth P. Weiss W0537—701320 7352

TITLE OF INVENTION: UNIVERSAL SECURE REGISTRY

 

APPLN. TYPE ENTITY STATUS ISSUE FEE DUE PUBLICATION FEE DUE PREV. PAID ISSUE FEE TOTAL FEE(S) DUE DATE DUE

$0nonprovisional SMALL $890 $300 $1190 10/01/2013

CHEUNG, CALVIN K 3662 705—076000

1. Change of correspondence address or indication of "Fee Address" (37 2. For printing on the patent front page, list
CFR 1.363).

3 Chan e of correspondence address (or Change of Correspondence
Address orm PTO/SB/ 122) attached.

3 "Fee Address" indication (or "Fee Address" Indication form
PTO/SB/47; Rev 03—02 or more recent) attached. Use of a Customer
Number is required.

1Lando & Anastasi, LLP
 

(1) the names of up to 3 registered patent attorneys
or agents OR, alternatively,

(2) the name of a single firm (having as a member a 2
registered attorney or agent) and the names of up to
2 registered patent attorneys or agents. If no name is 3
listed, no name will be printed.

 

 
  

3. ASSIGNEE NAME AND RESIDENCE DATA TO BE PRINTED ON THE PATENT (print or type)

PLEASE NOTE: Unless an assignee is identified below, no assignee data will appear on the patent. If an assignee is identified below, the document has been filed for
recordation as set forth in 37 CFR 3.11. Completion of this form is NOT a substitute for filing an assignment.

 

(A) NAME OF ASSIGNEE (B) RESIDENCE: (CITY and STATE OR COUNTRY)

UNIVERSAL SECURE REGISTRY, LLC Newton, MA

Please check the appropriate assignee category or categories (will not be printed on the patent) : '3 Individual E Corporation or other private group entity '3 Government

4a. The following fee(s) are submitted: 4b. Payment of Fee(s): (Please first reapply any previously paid issue fee shown above)
E Issue Fee 3 A check is enclosed.

E Publication Fee (No small entity discount permitted) 3 Payment by credit card. Form PTO—2038 is attached.
1] Advance Order — # of Copies E The Director is hereby authorized to charge the required fee(s), any deficiency, or credit any

overpayment, to Deposit Account Number 5 0/ 2 762 (enclose an extra copy of this form).

Page 2 of 4
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5. Change in Entity Status (from status indicated above)

3 Applicant certifying micro entity status. See 37 CFR 1.29 NOTE: Absent a valid certification of Micro Entity Status (see form PTO/SB/ 15A and 15B), issue
fee payment in the micro entity amount will not be accepted at the risk of application abandonment.

3 Applicant asserting small entity status. See 37 CFR 1.27 NOTE: If the application was previously under micro entity status, checking this box will be taken
to be a notification of loss of entitlement to micro entity status. 

3 Applicant changing to regular undiscounted fee status. NOTE: Checking this box will be taken to be a notification of loss of entitlement to small or micro
entity status, as applicable.

NOTE: The Issue Fee and Publication Fee (if required) will not be accepted from anyone other than the applicant; a registered attorney or agent; or the assignee or other party in
interest as shown by the records of the United States Patent and Trademark Office.

Authorized Signature /Matthew H- Grady/ Date October 1, 2013
  

Matthew H. Grady 52,957Typed or printed name Registration No.
  

This collection of information1s required by 37 CFR 1. 311. The information1s re uired to obtain or retain a benefit by the public which1s to file (and by the USPTO to process)
an application. Confidentiality1s governedby 35 U.S.C. 122 and 37 CFR 1. 14.TThis collection1s estimated to take 12 minutes to complete includi_ng gathering, prepar1ng, and
submitting the completed application form to the USPTO. Time will v eendin upon the individual case. Any comments on the amount of time you require to complete
this form and/or su gestions_ for reducing this burden should be sent to eC ief In ormation Officer U.S. Patent and Trademark Office U.S. Department of Commerce P.O.
Box 1450 Alexandgria, Virg1nia 22313— 1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents P.O. Box 14,50
Alexandria, Virginia 22313— 1450.
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid OMB control number.

Page 3 of 4

PTOL—85 (Rev. 02/11) Approved for use through 08/31/2013. OMB 0651—0033 US. Patent and Trademark OffHBRQWTWCOMMERCE
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Electronic Patent Application Fee Transmittal

Title of Invention: UNIVERSAL SECURE REGISTRY

_—

Utility under 35 USC 1 1 1 (a) Filing Fees

Sub-Total in

USD($)
Description Fee Code Quantity

Basic Filing:

Miscellaneous-Filing:

PUbI. Fee- Early, VOIuntary’ or Normal 1504

Patent-Appeals-and-lnterference:

Post-Al|owance-and-Post-lssuance:

Unified EX1002 Page 5
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Extension-of—Time:

Miscellaneous:

Total in USD (5) 

|PR2018-00067
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Electronic Acknowledgement Receipt

“—

——

Title of Invention: UNIVERSAL SECURE REGISTRY

——
——

Payment information:

 
Submitted with Payment yes

RAM confirmation Number 18227

Deposit Account 502762

The Director of the USPTO is hereby authorized to charge indicated fees and credit any overpayment as follows:

Charge any Additional Fees required under 37 C.F.R. Section 1.16 (National application filing, search, and examination fees)
  

Charge any Additional Fees required under 37 C.F.R. Section 1.17 (Patent application and reexamin .a 9

Unified EX102 Page 7
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Charge any Additional Fees required under 37 C.F.R. Section 1.19 (Document supply fees)

Charge any Additional Fees required under 37 C.F.R. Section 1.20 (Post Issuance fees)

Charge any Additional Fees required under 37 C. F. R. Section 1. 21 (Miscellaneous fees and charges)

File Listing:

Document . . File Size(Bytes)/ Multi Pages

221193

Issue Fee Payment (PTO-85B) -_|ssue_Fee_Payment_1.PDF e1fb5a769c40be6a8c5b6877fab0e733e6b
43944

Information:

Fee Worksheet (SB06) fee-info.pdf 2c56db932cef5c235bb13234eb1a03243a5
1426:

Information:

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO ofthe indicated documents,

characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

lfa new application is being filed and the application includes the necessary components for a filing date (see 37 CFR

1.53(b)—(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this

Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

lfa timely submission to enter the national stage of an international application is compliant with the conditions of 35

U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a

national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

lfa new international application is being filed and the international application includes the necessary components for

an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number

and ofthe International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning

national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of

the application.

 
lPR2018-00067
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UNITED STATES PATENT AND TRADEMARK OFFICE
UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

PO. Box 1450
Alexandria, Virginia 22313-1450
www.msptogov

 
NOTICE OF ALLOWANCE AND FEE(S) DUE

 
   

37462 7590 07/01/2013

LANDO & ANASTASI, LLP CHEUNG, CALVINK
ONE MAIN STREET, SUITE 1100
CAMBRIDGE. MA 02142

3662

DATE MAILED: 07/01/2013

13/237,184 09/20/2011 Kenneth P. Weiss W0537—701320 7352

TITLE OF INVENTION: UNIVERSAL SECURE REGISTRY

APPLN. TYPE ENTITY STATUS ISSUE FEE DUE PUBLICATION FEE DUE PREV. PAID ISSUE FEE TOTAL FEE(S) DUE DATE DUE

$0nonprovisional SMALL $890 $300 $1190 10/01/2013

THE APPLICATION IDENTIFIED ABOVE HAS BEEN EXAMINED AND IS ALLOWED FOR ISSUANCE AS A PATENT.
PROSECUTION ON THE MERITS IS CLOSED. THIS NOTICE OF ALLOWANCE IS NOT A GRANT OF PATENT RIGHTS.

THIS APPLICATION IS SUBJECT TO WITHDRAWAL FROM ISSUE AT THE INITIATIVE OF THE OFFICE OR UPON
PETITION BY THE APPLICANT. SEE 37 CFR 1.313 AND MPEP 1308.

THE ISSUE FEE AND PUBLICATION FEE (IF REQUIRED) MUST BE PAID WITHIN THREE MONTHS FROM THE
MAILING DATE OF THIS NOTICE OR THIS APPLICATION SHALL BE REGARDED AS ABANDONED. THIS
STATUTORY PERIOD CANNOT BE EXTENDED. SEE 35 U.S.C. 151. THE ISSUE FEE DUE INDICATED ABOVE DOES
NOT REFLECT A CREDIT FOR ANY PREVIOUSLY PAID ISSUE FEE IN THIS APPLICATION. IF AN ISSUE FEE HAS

PREVIOUSLY BEEN PAID IN THIS APPLICATION (AS SHOWN ABOVE), THE RETURN OF PART B OF THIS FORM
WILL BE CONSIDERED A REQUEST TO REAPPLY THE PREVIOUSLY PAID ISSUE FEE TOWARD THE ISSUE FEE NOW
DUE.

HOW TO REPLY TO THIS NOTICE:

I. Review the ENTITY STATUS shown above. If the ENTITY STATUS is shown as SMALL or MICRO, verify whether entitlement to that
entity status still applies.

If the ENTITY STATUS is the same as shown above, pay the TOTAL FEE(S) DUE shown above.

If the ENTITY STATUS is changed from that shown above, on PART B - FEE(S) TRANSMITTAL, complete section number 5 titled
"Change in Entity Status (from status indicated above)".

For purposes of this notice, small entity fees are 1/2 the amount of undiscounted fees, and micro entity fees are 1/2 the amount of small entity
fees.

II. PART B - FEE(S) TRANSMITTAL, or its equivalent, must be completed and returned to the United States Patent and Trademark Office
(USPTO) with your ISSUE FEE and PUBLICATION FEE (if required). If you are charging the fee(s) to your deposit account, section "4b"
of Part B - Fee(s) Transmittal should be completed and an extra copy of the form should be submitted. If an equivalent of Part B is filed, a
request to reapply a previously paid issue fee must be clearly made, and delays in processing may occur due to the difficulty in recognizing
the paper as an equivalent of Part B.

III. All communications regarding this application must give the application number. Please direct all communications prior to issuance to
Mail Stop ISSUE FEE unless advised to the contrary.

IMPORTANT REMINDER: Utility patents issuing on applications filed on or after Dec. 12, 1980 may require payment of
maintenance fees. It is patentee's responsibility to ensure timely payment of maintenance fees when due.

Page 1 of 4

PTOL—85 (Rev. 02/11) IPR2018—00067
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PART B - FEE(S) TRANSMITTAL

Complete and send this form, together with applicable fee(s), to: Mail Mail Stop ISSUE FEE
Commissioner for Patents
PO. Box 1450

Alexandria, Virginia 22313-1450
or m (571)-273-2885

INSTRUCTIONS: This form should be used for transmitting the ISSUE FEE and PUBLICATION FEE (if required). Blocks 1 through 5 should be completed where
ap ropriate. All further correspondence including the Patent, advance orders and notification of maintenance fees will be mailed to the current correspondence address as
indicated unless corrected below or directed otherwise in Block 1, by (a) specifying a new correspondence address; and/or (b) indicating a separate "FEE ADDRESS" formaintenance fee notifications.

Note: A certificate of mailin can only be used for domestic mailings of the
Fee(s) Transmittal. This certi icate cannot be used for any other accompanying

CURRENT CORRESPONDENCE ADDRESS (N016: Use Block 1 for any change ofaddFESS) apers. Each additional paper, such as an assignment or formal drawing, must
gave its own certificate of mailing or transmission.

Certificate of Mailing or Transmission
37462 7590 07/01/2013 I hereby certify that this Fee(s) Transmittal is being deposited with the UnitedStates Posta Service wi su icient osta e or irst c ass mai in an enve o e

LANDO & ANASTASI, LLP dd d 1 [h M _1 tsh ffSSUEpFEEg (id f b1 1b _ f _1 £1a resse to e a1 top a ress a ove, or elng acs1m1 e
ONE MAIN STREET, SUITE 1100 transmitted to the USPTO (571) 273—2885, on the date indicated below.
CAMBRIDGE, MA 02142 (Depositor's name)

(Signature)

(Date) 
 
  APPLICATION NO. FILING DATE F {ST NAMED INVENTOR ATTORNEY DOCKET NO. CONFIRMATION NO.

13/237,184 09/20/2011 Kenneth P. Weiss W0537—701320 7352

TITLE OF INVENTION: UNIVERSAL SECURE REGISTRY

 

APPLN. TYPE ENTITY STATUS ISSUE FEE DUE PUBLICATION FEE DUE PREV. PAID ISSUE FEE TOTAL FEE(S) DUE DATE DUE

$0nonprovisional SMALL $890 $300 $1190 10/01/2013

CHEUNG, CALVIN K 3662 705—076000

1. Change of correspondence address or indication of "Fee Address" (37
CFR 1.363).

3 Chan e of correspondence address (or Change of Correspondence
Address orm PTO/SB/ 122) attached.

3 "Fee Address" indication (or "Fee Address" Indication form
PTO/SB/47; Rev 03—02 or more recent) attached. Use of a Customer
Number is required.

2. For printing on the patent front page, list  
(1) the names of up to 3 registered patent attorneys
or agents OR, alternatively,

(2) the name of a single firm (having as a member a 2
registered attorney or agent) and the names of up to
2 registered patent attorneys or agents. If no name is 3
listed, no name will be printed.

 

 
  

3. ASSIGNEE NAME AND RESIDENCE DATA TO BE PRINTED ON THE PATENT (print or type)

PLEASE NOTE: Unless an assignee is identified below, no assignee data will appear on the patent. If an assignee is identified below, the document has been filed for
recordation as set forth in 37 CFR 3.11. Completion of this form is NOT a substitute for filing an assignment.

(A) NAME OF ASSIGNEE (B) RESIDENCE: (CITY and STATE OR COUNTRY)

Please check the appropriate assignee category or categories (will not be printed on the patent) : '3 Individual '3 Corporation or other private group entity '3 Government

  
4a. The following fee(s) are submitted: 4b. Payment of Fee(s): (Please first reapply any previously paid issue fee shown above)

3 Issue Fee 3 A check is enclosed.

3 Publication Fee (No small entity discount permitted) 3 Payment by credit card. Form PTO—2038 is attached.
3 Advance Order — # of Copies 3 The Director is hereby authorized to charge the required fee(s), any deficiency, or credit any

overpayment, to Deposit Account Number (enclose an extra copy of this form).

Page 2 of 4

PTOL—85 (Rev. 02/11) IPR2018—00067
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5. Change in Entity Status (from status indicated above)

3 Applicant certifying micro entity status. See 37 CFR 1.29 NOTE: Absent a valid certification of Micro Entity Status (see form PTO/SB/ 15A and 15B), issue
fee payment in the micro entity amount will not be accepted at the risk of application abandonment.

3 Applicant asserting small entity status. See 37 CFR 1.27 NOTE: If the application was previously under micro entity status, checking this box will be taken
to be a notification of loss of entitlement to micro entity status. 

3 Applicant changing to regular undiscounted fee status. NOTE: Checking this box will be taken to be a notification of loss of entitlement to small or micro
entity status, as applicable.

NOTE: The Issue Fee and Publication Fee (if required) will not be accepted from anyone other than the applicant; a registered attorney or agent; or the assignee or other party in
interest as shown by the records of the United States Patent and Trademark Office.

Authorized Signature Date
  

Typed or printed name Registration No.
  

This collection of information1s required by 37 CFR 1. 311. The information1s re uired to obtain or retain a benefit by the public which1s to file (and by the USPTO to process)
an application. Confidentiality1s governedby 35 U.S.C. 122 and 37 CFR 1. 14.TThis collection1s estimated to take 12 minutes to complete includi_ng gathering, prepar1ng, and
submitting the completed application form to the USPTO. Time will v eendin upon the individual case. Any comments on the amount of time you require to complete
this form and/or su gestions_ for reducing this burden should be sent to eC ief In ormation Officer U.S. Patent and Trademark Office U.S. Department of Commerce P.O.
Box 1450 Alexandgria, Virg1nia 22313— 1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents P.O. Box 14,50
Alexandria, Virginia 22313— 1450.
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid OMB control number.

Page 3 of 4

PTOL—85 (Rev. 02/11) Approved for use through 08/31/2013. OMB 0651—0033 US. Patent and Trademark OffHB RQBE‘PSLW COMMERCE
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UNITED STATES PATENT AND TRADEMARK OFFICE
UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

PO. Box 1450
Alexandria, Virginia 22313-1450
www.msptogov

APPLICATION NO. FILING DATE F {ST NAMED INVENTOR ATTORNEY DOCKET NO. CONFIRMATION NO.

 
 
   

13/237,184 09/20/2011 Kenneth P. Weiss W0537—701320 7352

37462 7590 07/01/2013

LANDO & ANASTASI, LLP CHEUNG, CALVINK
ONE MAIN STREET, SUITE 1100
CAMBRIDGE, MA 02142

3662

DATE MAILED: 07/01/2013

Determination of Patent Term Adjustment under 35 U.S.C. 154 (b)

(application filed on or after May 29, 2000)

The Patent Term Adjustment to date is 0 day(s). If the issue fee is paid on the date that is three months after the

mailing date of this notice and the patent issues on the Tuesday before the date that is 28 weeks (six and a half

months) after the mailing date of this notice, the Patent Term Adjustment will be 0 day(s).

If a Continued Prosecution Application (CPA) was filed in the above—identified application, the filing date that

determines Patent Term Adjustment is the filing date of the most recent CPA.

Applicant will be able to obtain more detailed information by accessing the Patent Application Information Retrieval

(PAIR) WEB site (http://pair.uspto.gov).

Any questions regarding the Patent Term Extension or Adjustment determination should be directed to the Office of

Patent Legal Administration at (571)—272—7702. Questions relating to issue and publication fee payments should be

directed to the Customer Service Center of the Office of Patent Publication at 1—(888)—786—0101 or (571)—272—4200.

Page 4 0f 4
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Privacy Act Statement

The Privacy Act of 1974 (PL. 93-579) requires that you be given certain information in connection with

your submission of the attached form related to a patent application or patent. Accordingly, pursuant to

the requirements of the Act, please be advised that: (l) the general authority for the collection of this

information is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited is voluntary; and (3) the

principal purpose for which the information is used by the US. Patent and Trademark Office is to process

and/or examine your submission related to a patent application or patent. If you do not furnish the

requested information, the US. Patent and Trademark Office may not be able to process and/or examine

your submission, which may result in termination of proceedings or abandonment of the application or

expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1. The information on this form will be treated confidentially to the extent allowed under the Freedom

of Information Act (5 U.S.C. 552) and the Privacy Act (5 U.S.C 552a). Records from this system of

records may be disclosed to the Department of Justice to determine whether disclosure of these

records is required by the Freedom of Information Act.

A record from this system of records may be disclosed, as a routine use, in the course of presenting

evidence to a court, magistrate, or administrative tribunal, including disclosures to opposing counsel

in the course of settlement negotiations.

. A record in this system of records may be disclosed, as a routine use, to a Member of Congress

submitting a request involving an individual, to whom the record pertains, when the individual has

requested assistance from the Member with respect to the subject matter of the record.

A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency

having need for the information in order to perform a contract. Recipients of information shall be

required to comply with the requirements of the Privacy Act of 1974, as amended, pursuant to 5

U.S.C. 552a(m).

. A record related to an International Application filed under the Patent Cooperation Treaty in this

system of records may be disclosed, as a routine use, to the International Bureau of the World

Intellectual Property Organization, pursuant to the Patent Cooperation Treaty.

. A record in this system of records may be disclosed, as a routine use, to another federal agency for

purposes of National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy

Act (42 U.S.C. 218(c)).

. A record from this system of records may be disclosed, as a routine use, to the Administrator,

General Services, or his/her designee, during an inspection of records conducted by GSA as part of

that agency's responsibility to recommend improvements in records management practices and

programs, under authority of 44 U.S.C. 2904 and 2906. Such disclosure shall be made in accordance

with the GSA regulations governing inspection of records for this purpose, and any other relevant

(i.e., GSA or Commerce) directive. Such disclosure shall not be used to make determinations about
individuals.

. A record from this system of records may be disclosed, as a routine use, to the public after either

publication of the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35

U.S.C. 151. Further, a record may be disclosed, subject to the limitations of 37 CFR 1.14, as a

routine use, to the public if the record was filed in an application which became abandoned or in

which the proceedings were terminated and which application is referenced by either a published

application, an application open to public inspection or an issued patent.

A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local

law enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or

regulation.
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Application No. Applicant(s)
13/237,184 WEISS, KENNETH P.

. . . ' ' AIA (First Inventor to

Notice of Allowability ExgmeéHEUNG Qgtsgn“ File) Status
No

-- The MAILING DA TE of this communication appears on the cover sheet with the correspondence address--
All claims being allowable, PROSECUTION ON THE MERITS IS (OR REMAINS) CLOSED in this application. If not included
herewith (or previously mailed), a Notice of Allowance (PTOL-85) or other appropriate communication will be mailed in due course. THIS
NOTICE OF ALLOWABILITY IS NOT A GRANT OF PATENT RIGHTS. This application is subject to withdrawal from issue at the initiative
of the Office or upon petition by the applicant. See 37 CFR 1.313 and MPEP 1308.

1. IXI This communication is responsive to 6/19/2013.

I] A declaration(s)/affidavit(s) under 37 CFR 1.130(b) was/were filed on
 

2. [I An election was made by the applicant in response to a restriction requirement set forth during the interview on ; the restriction

requirement and election have been incorporated into this action.

3. IX The allowed claim(s) is/are 1 and 4-28. As a result of the allowed claim(s), you may be eligible to benefit from the Patent

Prosecution Highway program at a participating intellectual property office for the corresponding application. For more information,n

please see htt :/'/www.us ‘to. ov/ atents/init events/r h/index.'s' orsend an inquiry to PPeredback’Ezbus tocov.
 

4. El Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f).

Certified copies:

a) I] All b) I] Some *c) I] None of the:

1. El Certified copies of the priority documents have been received.

2. El Certified copies of the priority documents have been received in Application No._

3. I] Copies of the certified copies of the priority documents have been received in this national stage application from the

International Bureau (PCT Rule 17.2(a)).

* Certified copies not received:

Interim copies:

a) I] All b) I] Some c) [I None of the: Interim copies of the priority documents have been received.

Applicant has THREE MONTHS FROM THE “MAILING DATE” of this communication to file a reply complying with the requirements
noted below. Failure to timely comply will result in ABANDONMENT of this application.
THIS THREE-MONTH PERIOD IS NOT EXTENDABLE.

5. I] CORRECTED DRAWINGS ( as “replacement sheets”) must be submitted.

I] including changes required by the attached Examiner’s Amendment / Comment or in the Office action of
Paper No./Mai| Date

Identifying indicia such as the application number (see 37 CFR 1.84(c)) should be written on the drawings in the front (not the back) of
each sheet. Replacement sheet(s) should be labeled as such in the header according to 37 CFR 1.121(d).

6. El DEPOSIT OF and/or INFORMATION about the deposit of BIOLOGICAL MATERIAL must be submitted. Note the
attached Examiner’s comment regarding REQUIREMENT FOR THE DEPOSIT OF BIOLOGICAL MATERIAL.

 

Attachment(s)

1. IX Notice of References Cited (PTO-892) 5. El Examiner‘s Amendment/Comment

2. IX Information Disclosure Statements (PTO/SB/08), 6. El Examiner‘s Statement of Reasons for Allowance
Paper No./Mai| Date 6/19/2013

3. El Examiner‘s Comment Regarding Requirement for Deposit 7. I] Other
of Biological Material

4. I] Interview Summary (PTO-413),
Paper No./Mai| Date .

/CALVIN CHEUNG/

Primary Examiner, Art Unit 3662

US. Patent and Trademark Office

PTOL-37 (Rev. 03-13) Notice of Allowability Part of Paper No./Mai| Date 20130624

|PR2018-00067

Unified EX1002 Page 14



IPR2018-00067 
Unified EX1002 Page 15

Application/Control No. Applicant(s)/Patent Under
Reexamination

13/231184 WEISS, KENNETH P.
Notice of References Cited Examiner Art Unit

U.S. PATENT DOCUMENTS

III—

III
_III
I_III
I_III
I_III
I_III 

FOREIGN PATENT DOCUMENTS

* Document Number Date . . .
Country Code-Number-Kind Code MM-YYYY Country Name Classification

III-__—

NON-PATENT DOCUMENTS

 
Include as applicable: Author, Title Date, Publisher, Edition or Volume, Pertinent Pages)

 
*A copy of this reference is not being furnished with this Office action. (See MPEP § 707.05(a).)
Dates in MM-YYYY format are publication dates. Classifications may be US or foreign.
US. Patent and Trademark Office

PTO-892 (Rev. 01-2001) Notice of References Cited Part of Paper No. 20130624
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ggggggiggaie: 06/19/2013 13237184 ~ sawogssg)
. . _ . . . Approved for use through 078112012. OMB 0651-0031

Doc description. Information Disclosure Statement (IDS) Filed us. Patent and Trademark Office; u.s. DEPARTMENT OF COMMERCE
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number.
 

 

 

 

    
 

 

 

 

 

 

 

 

 

 

 

 
 

Application Number 13237184

Filing Date 2011-09-20

INFORMATION DISCLOSURE First Named Inventor Kenneth P. Weiss

STATEMENT BY APP LICANT Art Unit |3662
( Not for submission under 37 CFR 1.99)

Examiner Name C. K. Cheung

Attorney Docket Number |W0537-701320

U.S.PATENTS Remove

Examiner Cite Kind Name of Patentee or Applicant Pages,Columns,Lines where
. . ,, Patent Number Issue Date . Relevant Passages or RelevantInitial No Code1 of Cited Document .

Figures Appear

1 7809651 2010-10-05 Weiss

2 6498861 2002-12-24 Hamid et al.

3 7805372 2010-09-28 Weiss

4 8234220 2012-07-31 Weiss

5 6950521 2005-09-27 Marcovici et al.

6 8001055 2011-08-16 Weiss

7 5971272 1999-10-26 Hsiao

8 7766223 2010-08-03 Mello et al.

If you wish to add additional US. Patent citation information please click the Add button. Add
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Receipt date: 06/19/2013

INFORMATION DISCLOSURE

STATEMENT BY APPLICANT

( Not for submission under 37 CFR 1.99)

 

 

 

    
Application Number 13237184 13237184 ~ GAU: 3662

Filing Date 2011-09-20

First Named Inventor Kenneth P. Weiss

Art Unit | 3662
Examiner Name C. K. Cheung

Attorney Docket Number |W0537-701320 

 
 

 
Publication

Number

Examiner

Initial” C'te N°

20030046540

20030229637

20120240195

2008012731 1

200501 13070

20030085808

20050238147

20130024374

20110258120

  
EFS Web 2.1.17

 

 
U.S.PATENT APPLICATION PUBLICATIONS

Kind Publication

Code1 Date

Nakamura et al.

Baxter et al

weISS

Yasaki et al

Okabe

Goldberg

carro

weiss

weiss

Name of Patentee or Applicant
of cited Document

Remove

Pages,Columns,Lines where

Relevant Passages or Relevant

Figures Appear
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Receipt: date: 06/19/2013 Application Number 13237184 13237184 ~ GAU: 3662

Filing Date 2011-09-20

 

 

INFORMATION DISCLOSURE

STATEMENT BY APPLICANT

( Not for submission under 37 CFR 1.99)

First Named Inventor Kenneth P. Weiss

Art Unit | 3662

 

 

Examiner Name C. K. Cheung   
Attorney Docket Number I W0537-701320

20090292641 2009-11-26

 

20080005576 2008-01-03

20070256120 2007-11-01 Shatzkamer et al.
   

If you wish to add additional U.S. Published Application citation information please click the Add button. Add

FOREIGN PATENT DOCUMENTS Remove

 
Name of Patentee or Pages,Columns,Lines

Examiner Cite Foreign Document Country Kind Publication A licant of cited where Relevant
Initial” Number3 Code2 i Code4 Date pp Passages or RelevantDocument .

Figures Appear

1 9207436

2 9636934

0

1992—04—30 Security Dynamics
Technologies, Inc

A

A 1996-11-21 Smart Touch, L.|.c

A3 0214985

1

1

2002-02-21 Kern, Daniel

2012-07-26 EggngiII—Slgcure

If you wish to add additional Foreign Patent Document citation information please click the Add button Add

NON-PATENT LITERATURE DOCUMENTS Remove

   
 

Include name of the author (in CAPITAL LETTERS), title of the article (when appropriate), title of the item

(book, magazine, journal, serial, symposium, catalog, etc}, date, pages(s), volume-issue number(s}, T5

publisher, city and/or country where published.

Examiner Cite

Initials" No
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Receipt: date: 06/19/2013 Application Number 13237184 13237184 ~ GAU: 3662 

 

 

 

Filing Date 2011-09-20

INFORMATION DISCLOSURE First Named Inventor Kenneth P. Weiss

STATEMENT BY APPLICANT Art U .. _ nIt |3662
( Not for submissmn under 37 CFR 1.99)

Examiner Name C. K. Cheung 
  
Attorney Docket Number I W0537-701320 

If you wish to add additional non-patent literature document citation information please click the Add button Add

EXAMINER SIGNATURE
3

Examiner Signature /Caivin Cheung/ (06/24/2013) Date Considered 0 1224/2013

*EXAMINER: Initial if reference considered, whether or not citation is in conformance with MPEP 609. Draw line through a

citation if not in conformance and not considered. Include copy of this form with next communication to applicant.

(‘3 

1 See Kind Codes of USPTO Patent Documents at www.USPTO.GOV or MPEP 901.04. 2 Enter office that issued the document, by the two-letter code (WIPO
Standard ST.3). 3 For Japanese patent documents, the indication of the year of the reign of the Emperor must precede the serial number of the patent document.
4 Kind of document by the appropriate symbols as indicated on the document under WIPO Standard ST.16 if possible. 5 Applicant is to place a check mark here if
English language translation is attached.
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Receipt: date: 06/19/2013 Application Number 13237184 13237184 ~ GAU: 3662

Filing Date 2011-09-20

 

 

INFORMATION DISCLOSURE

STATEMENT BY APPLICANT

( Not for submission under 37 CFR 1.99)

First Named Inventor Kenneth P. Weiss

Art Unit | 3662

 

 

Examiner Name C. K. Cheung

Attorney Docket Number I W0537-701320

   
 

CERTIFICATION STATEMENT

Please see 37 CFR 1.97 and 1.98 to make the appropriate selection(s):

That each item of information contained in the information disclosure statement was first cited in any communication

|:| from a foreign patent office in a counterpart foreign application not more than three months prior to the filing of the

information disclosure statement. See 37 CFR 1.97(e)(1).

0R

That no item of information contained in the information disclosure statement was cited in a communication from a

foreign patent office in a counterpart foreign application, and, to the knowledge of the person signing the certification

after making reasonable inquiry, no item of information contained in the information disclosure statement was known to

El any individual designated in 37 CFR 1.56(c) more than three months prior to the filing of the information disclosure
statement. See 37 CFR 1.97(e)(2).

|:| See attached certification statement.

|:| The fee set forth in 37 CFR 1.17 (p) has been submitted herewith.

A certification statement is not submitted herewith.

SIGNATURE

A signature of the applicant or representative is required in accordance with CFR 1.33, 10.18. Please see CFR 1.4(d) for the

form of the signature.

NameIPrint Registration Number 52957

This collection of information is required by 37 CFR 1.97 and 1.98. The information is required to obtain or retain a benefit by the

public which is to file (and by the USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR

1.14. This collection is estimated to take 1 hour to complete, including gathering, preparing and submitting the completed

application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you

require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, US.

Patent and Trademark Office, US. Department of Commerce, PO. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND

FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.0. Box 1450, Alexandria,
VA 22313-1450.
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Receipt date: 06/19/2013 13237184 ~ GAU: 3662

Privacy Act Statement

 

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your submission of the

attached form related to a patent application or patent. Accordingly, pursuant to the requirements of the Act, please be advised

that: (1}the general authority for the collection of this information is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited

is voluntary; and (3) the principal purpose for which the information is used by the US. Patent and Trademark Office is to

process and/or examine your submission related to a patent application or patent. If you do not furnish the requested

information, the US Patent and Trademark Office may not be able to process and/or examine your submission, which may

result in termination of proceedings or abandonment of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1. The information on this form will be treated confidentially to the extent allowed under the Freedom of Information Act

(5 U.S.C. 552} and the Privacy Act (5 U.S.C. 552a). Records from this system of records may be disclosed to the

Department of Justice to determine whether the Freedom of Information Act requires disclosure of these record s.

2. A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence to a

court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of settlement

negotiations.

3. A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a

request involving an individual, to whom the record pertains, when the individual has requested assistance from the

Member with respect to the subject matter of the record.

4. A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need for

the information in order to perform a contract. Recipients of information shall be required to comply with the

requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m).

5. A record related to an International Application filed under the Patent Cooperation Treaty in this system of records

may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property Organization, pursuant

to the Patent Cooperation Treaty.

6. A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of

National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(c)).

7. A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services, or

his/her designee, during an inspection of records conducted by GSA as part of that agency's responsibility to

recommend improvements in records management practices and programs, under authority of 44 U.S.C. 2904 and

2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection of records for this

purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall not be used to make
determinations about individuals.

8. A record from this system of records may be disclosed, as a routine use, to the public after either publication of

the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a record

may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record was filed in

an application which became abandoned or in which the proceedings were terminated and which application is

referenced by either a published application, an application open to public inspections or an issued patent.

9. A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law

enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation.
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Application/Control No. Applicant(s)/Patent Under Reexamination

Issue CIaSSification 13237184 WEISS, KENNETH P.

CALVIN CHEUNG

CPC Combination Sets

US ORIGINAL CLASSIFICATION INTERNATIONAL CLASSIFICATION

CLASS SUBCLASS CLAIMED NON-CLAIMED

705 76

IIIIIIIIIIIIIIIIH
CROSS REFERENCE(S)

SUBCLASS (ONE SUBCLASS PER BLOCK)
\lO U! 07 4; \l \l I\) \l (.0 \l4;

\lO U! \lU! \l 07 \l \l \l 0) \l LO

Total Claims Allowed:

26
(Assistant Examiner)
/CALV|N CHEUNG/

Examiner.Art Unit 3662 03/08/2013 O.G. Print Claim(s) O.G. Print Figure

(Primary Examiner) (Date) 1 1

 
U.S. Patent and Trademark Office Part of Paper No. 20130308

—IBRZCM£=OCI067—
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Application/Control No. Applicant(s)/Patent Under Reexamination

Issue CIaSSification 13237184 WEISS, KENNETH P.

CALVIN CHEUNG 3662

El Claims renumbered in the same order as presented by applicant El IZ T.D

Final Original Final Original Final Original Final Original Final Original Final Original Final Original Final Original

Total Claims Allowed:

 

 

 

 

 

 

 

 LOOJVOUI-bLON—t
 

O LOOJVOU'I-bwh)
 

O N 

LO 

N 4; 

07 UI 

\l 07

         

26
(Assistant Examiner)
/CALV|N CHEUNG/

Examiner.Art Unit 3662 03/08/2013 O.G. Print Claim(s) O.G. Print Figure 
(Primary Examiner) (Date) 1 1

US Patent and Trademark Office Part of Paper No. 20130308

—ieazcm&0cm067—
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Application/Control No. Applicant(s)/Patent Under
Reexamination

Search NOTES 13237184 WEISS, KENNETH P.

Examiner Art Unit
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US CLASSIFICATION SEARCHED
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Doc code: RCEX PTO/SBBOEFS (07—09)
Doc description: Request for Continued Examination (RCE) Approved for use through 071312012. 0MB 0551—0031u.s. Patent and Trademark Office; u.s. DEPARTMENT OF COMMERCE

Under the Papewvork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number.

 

REQUEST FOR CONTINUED EXAMINATION(RCE)TRANSMITTAL

(Submitted Only via EFS-Web)

Appllcatlon 13237184 2011-09-20 DOCket Number WO537—701320
Number (if applicable)

F'rSt Named Kenneth P. Weiss Examlner C. K. CheungInventor Name

 

 

This is a Request for Continued Examination (RCE) under 37 CFR 1.1 14 of the above-identified application.
Request for Continued Examination (RCE) practice under 37 CFR 1.114 does not apply to any utility or plant application filed prior to June 8,
1995, or to any design application. The Instruction Sheet for this form is located at WWW.USPTO.GOV

SUBMISSION REQUIRED UNDER 37 CFR1.114
 

Note: If the RCE is proper, any previously filed unentered amendments and amendments enclosed with the RCE will be entered in the order
in which they were filed unless applicant instructs otherwise. If applicant does not wish to have any previously filed unentered amendment(s)
entered, applicant must request non—entry of such amendment(s). 

|:| Previously submitted. If a final Office action is outstanding, any amendments filed after the final Office action may be considered as asubmission even if this box is not checked.

|:| Consider the arguments in the Appeal Brief or Reply Brief previously filed on

|:| Other

E Enclosed

|:| Amendmentheply

Information Disclosure Statement (IDS)

|:| Affidavit(s)l Declaration(s)

|:| Other
 

MISCELLANEOUS 

El Suspension of action on the above-identified application is requested under 37 CFR 1.103(c) for a period of months(Period of suspension shall not exceed 3 months; Fee under 37 CFR 1.17(i) required)

|:| Other
 

FEES

The RCE fee under 37 CFR 1.17(e) is required by 37 CFR 1.114 when the RCE is filed.
The Director is hereby authorized to charge any underpayment of fees, or credit any overpayments, to
Deposit Account No 50/2762

SIGNATURE OF APPLICANT, ATTORNEY, OR AGENT REQUIRED 

Patent Practitioner Signature

|:| Applicant Signature

 
|PR2018-00067

EFS - Web 2-1-15 Unified EX1002 Page 27



IPR2018-00067 
Unified EX1002 Page 28

Doc code: RCEX PTO/SBBOEFS (07—09)
Doc description: Request for Continued Examination (RCE) Approved for use through 071312012. 0MB 0551-0031U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the PapenNork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number.

 

Signature of Registered U.S. Patent Practitioner

This collection of information is required by 37 CFR 1.114. The information is required to obtain or retain a benefit by the public which is to
file (and by the USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.11 and 1.14. This collection is
estimated to take 12 minutes to complete, including gathering, preparing, and submitting the completed application form to the USPTO. Time
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PO. Box 1450, Alexandria, VA 22313—1450.
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your submission of the

attached form related to a patent application or patent. Accordingly, pursuant to the requirements of the Act, please be

advised that: (1) the general authority for the collection of this information is 35 U.S.C. 2(b)(2); (2) furnishing of the information

solicited is voluntary; and (3) the principal purpose for which the information is used by the US. Patent and Trademark Office

is to process and/or examine your submission related to a patent application or patent. If you do not furnish the requested

information, the US. Patent and Trademark Office may not be able to process and/or examine your submission, which may

result in termination of proceedings or abandonment of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1. The information on this form will be treated confidentially to the extent allowed under the Freedom of Information

Act (5 U.S.C. 552) and the Privacy Act (5 U.S.C. 552a). Records from this system of records may be disclosed to the

Department of Justice to determine whether the Freedom of Information Act requires disclosure of these records.

A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence to a

court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of settlement

negotiations.

A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a

request involving an individual, to whom the record pertains, when the individual has requested assistance from the

Member with respect to the subject matter of the record.

A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need

for the information in order to perform a contract. Recipients of information shall be required to comply with the

requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m).

A record related to an International Application filed under the Patent Cooperation Treaty in this system of records

may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property Organization,
pursuant to the Patent Cooperation Treaty.

A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of

National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(c)).

A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services,

or his/her designee, during an inspection of records conducted by GSA as part of that agency's responsibility to

recommend improvements in records management practices and programs, under authority of 44 U.S.C. 2904 and

2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection of records for this

purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall not be used to make
determinations about individuals.

A record from this system of records may be disclosed, as a routine use, to the public after either publication of

the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a record may

be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record was filed in an

application which became abandoned or in which the proceedings were terminated and which application is

referenced by either a published application, an application open to public inspections or an issued patent.

A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law

enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation.
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CERTIFICATION STATEMENT

Please see 37 CFR 1.97 and 1.98 to make the appropriate selection(s):

That each item of information contained in the information disclosure statement was first cited in any communication

|:| from a foreign patent office in a counterpart foreign application not more than three months prior to the filing of the

information disclosure statement. See 37 CFR 1.97(e)(1).

OR

That no item of information contained in the information disclosure statement was cited in a communication from a

foreign patent office in a counterpart foreign application, and, to the knowledge of the person signing the certification

after making reasonable inquiry, no item of information contained in the information disclosure statement was known to

El any individual designated in 37 CFR 1.56(c) more than three months prior to the filing of the information disclosure
statement. See 37 CFR 1.97(e)(2).

|:| See attached certification statement.

|:| The fee set forth in 37 CFR 1.17 (p) has been submitted herewith.

A certification statement is not submitted herewith.

SIGNATURE

A signature of the applicant or representative is required in accordance with CFR 1.33, 10.18. Please see CFR 1.4(d) for the

form of the signature.

NamelPrint Registration Number 52957

This collection of information is required by 37 CFR 1.97 and 1.98. The information is required to obtain or retain a benefit by the

public which is to file (and by the USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR

1.14. This collection is estimated to take 1 hour to complete, including gathering, preparing and submitting the completed

application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you

require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, US.

Patent and Trademark Office, US. Department of Commerce, PO. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND

FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria,
VA 22313-1450.
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Privacy Act Statement

 

 
The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your submission of the

attached form related to a patent application or patent. Accordingly, pursuant to the requirements of the Act, please be advised

that: (1) the general authority for the collection of this information is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited

is voluntary; and (3) the principal purpose for which the information is used by the US Patent and Trademark Office is to

process and/or examine your submission related to a patent application or patent. If you do not furnish the requested

information, the U.S. Patent and Trademark Office may not be able to process and/or examine your submission, which may

result in termination of proceedings or abandonment of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1. The information on this form will be treated confidentially to the extent allowed under the Freedom of Information Act

(5 U.S.C. 552) and the Privacy Act (5 U.S.C. 552a). Records from this system of records may be disclosed to the

Department of Justice to determine whether the Freedom of Information Act requires disclosure of these record 5.

A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence to a

court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of settlement

negotiations.

A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a

request involving an individual, to whom the record pertains, when the individual has requested assistance from the

Member with respect to the subject matter of the record.

A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need for

the information in order to perform a contract. Recipients of information shall be required to comply with the

requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m).

A record related to an International Application filed under the Patent Cooperation Treaty in this system of records

may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property Organization, pursuant

to the Patent Cooperation Treaty.

A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of

National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(c)).

A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services, or

his/her designee, during an inspection of records conducted by GSA as part of that agency's responsibility to

recommend improvements in records management practices and programs, under authority of 44 U.S.C. 2904 and

2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection of records for this

purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall not be used to make
determinations about individuals.

A record from this system of records may be disclosed, as a routine use, to the public after either publication of

the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a record

may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record was filed in

an application which became abandoned or in which the proceedings were terminated and which application is

referenced by either a published application, an application open to public inspections or an issued patent.

A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law

enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation.
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I hereby certify that this paper (along with any paper referred to as being attached
or enclosed) is being transmitted via the Office electronic filing system in
accordance with 37 CFR § 1.6(a)(4).

Dated: June 19, 2013 Docket No.: W0537-701320Electronic Signature for Matthew H. Grady: /Matthew H. Grady/

(PATENT)

 
IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

 

In re Patent Application of:
Kenneth P. Weiss

Application No.: 13/237,184 Confirmation No.: 7352

Filed: September 20, 2011 Art Unit: 3662

For: UNIVERSAL SECURE REGISTRY Examiner: C. K. Cheung
 

INFORMATION DISCLOSURE STATEMENT gIDSl

MS RCE

Commissioner for Patents

PO. Box 1450

Alexandria, VA 22313-1450

Dear Madam:

Pursuant to 37 C.F.R. § 1.56, 1.97 and 1.98, the attention of the Patent and

Trademark Office is hereby directed to the references listed on the attached PTO/SB/08. It is

respectfully requested that the information be expressly considered during the prosecution of this

application, and that the references be made of record therein and appear among the “References

Cited” on any patent to issue therefrom.

The applicant would like to bring to the Examiner’s attention the following co-pending

applications and patents that may contain subject matter related to this application:

Serial No. Filing Date Inventor Patent/Publication No.

13/621 ,609 17-Sep-2012 Kenneth P. Weiss US 2013-0024374 A1

11/706,732 08-Jun-2007 Kenneth P. Weiss 7,809,651

11/706,729 08-Jun-2007 Kenneth P. Weiss 7,805,372

09/810,703 16-Mar-2001 Kenneth P. Weiss 7,237,117

11/677,490 21-Feb-2007 Kenneth P. Weiss 8,001,055

1642321
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Application No.: 13/237,184 2 Docket No.: W0537-701320

12/393,586 26-Feb-2009 Kenneth P. Weiss 8,234,220

13/234,874 16-Sep-2011 Kenneth P. Weiss US 2012-0240195 A1

This Information Disclosure Statement, pursuant to 37 C.F.R. § 1.114(c),

accompanies the Request for Continued Examination (37 C.F.R. § 1.114) submitted herewith.

In accordance with 37 C.F.R. § 1.98(a)(2)(ii), Applicant has not submitted copies of

U.S. patents and U.S. patent applications. Applicant submits herewith copies of foreign patents

and non-patent literature in accordance with 37 C.F.R. § 1.98(a)(2).

In accordance with 37 C.F.R. § 1.97(g), the filing of this Information Disclosure

Statement shall not be construed to mean that a search has been made or that no other material

information as defined in 37 C.F.R. § 1.56(a) exists. In accordance with 37 C.F.R. § 1.97(h), the

filing of this Information Disclosure Statement shall not be construed to be an admission that

any patent, publication or other information referred to therein is “prior art” for this invention

unless specifically designated as such.

It is submitted that the Information Disclosure Statement is in compliance with

37 C.F.R. § 1.98 and the Examiner is respectfully requested to consider the listed references.

The Director is hereby authorized to charge any deficiency in the fees filed, asserted

to be filed or which should have been filed herewith (or with any paper hereafter filed in this

application by this firm) to our Deposit Account No. 50/2762, under Order No. W0537-701320.

Dated: June 19, 2013 Respectfully submitted,

Electronic signature: /Matthew H. Grady/

Matthew H. Grady

Registration No.: 52,957
John N. Anastasi

Registration No.: 37,765
LANDO & ANASTASI LLP

Riverfront Office Park

One Main Street Suite 1100

Cambridge, Massachusetts 02142

(617) 395-7000

Attorneys for Applicant
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INTERNATIONAL APPLICATION PUBLISHED UNDER THE PATENT COOPERATION TREATY (PCT)

WO 92/07436

30 April 1992 (30.04.92)

(51) International Patent Classification 5 :

H04K 1/00

(11) International Publication Number:

(43) International Publication Date:

PCT/USQl/03034 (81) Designated States: AT (European patent), AU, BE (Euro-
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(21) International Application Number:
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(30) Priority data:
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(7]) Applicant: SECURITY DYNAMICS TECHNOLOGIES,
INC. [US/US]; One Alewife Center, Cambridge, MA
02140-2312 (US).
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Published
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(54) Title: METHOD AND APPARATUS FOR PERSONAL IDENTIFICATION

(57) Abstract

A method and apparatus for providing improved security
for a personal identification number (PIN) in a personal ident-
ification and verification system of the type wherein a time de—
pendent nonpredictable code is generated at a device in the pos-
session of the individual (36), which code is unique to the indi-
vidual and this code is communicated to, and compared with a
nonpredictable code generated at a central verification compu-
ter (46). In this system, the PIN is mixed with the nonpredic-
table code before transmission of these values to the central ver-

ification computer (38). A nonsecret code (30) is previously
transmitted to the central verification computer and is used by
the verification computer to retrieve the PIN and independently
generate the time dependent appropriate nonpredictable code
for the user (74). These retrieved PIN and generated code va-
lues are used by the verification computer either (a) to strip the
PIN from the transmitted nonpredictable code (42) and the
stripped PIN and remaining nonpredictable code are compared
with the corresponding retrieved values in order to determine
verification (44, 46); or (b) to be mixed and then compared with
the mixed PIN and code which is transmitted to the verification

computer (144).
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AT
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BF
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BR
CA
CF
CG
CH

+

FOR THE PURPOSES OF INFORMATION ONLY

Codes used to identify States party to the PCT on the front pages of pamphlets publishing international
applications under the PCT.

Austria as Spain
Australia l-‘l Finland
Barbados FR France
Belgium CA Gabon
Burkina Faso GB United Kingdom
Bulgaria GN Guinea
Benin GK Greece
Brazil HU Hungary
Canada IT Italy
Central African Republic JP Japan
Congo KP Democratic People's Republic
Switzerland of Korea
Cine d'lvoire KR Repuhlie of Korea
Cameroon Ll Liechtenstein
(heehoslovakia LK Sri Lanka

Germany LU Luxembourg
Denmark MC Monaco

Madagascar
Mali
Mongolia
Mauritania
Malawi
Netherlands

7 Norway
Poland
Romania
Sudan
Sweden
Senegal
Soviet Union
Chad
T080
United States of America

Any designation of “SU” has effect in the Russian Federation. It is not yet known whether
any such designation has effect in other States of the former Soviet Union.
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METHOD AND APPARATUS FOR PERSONAL IDENTIFICATION

Cross Reference to Other Applications

This application is a continuation—in—part of

application serial no. 07/341,932 filed April 21,

1989, which is a continuation—in—part of application

serial :18. 802,579 filed November 27, 1985, issued
December 5, 1989 as U.S. Patent No. 4,885,778,

which application is itself a continuation—in—part

of application serial no. 676,626 filed November 30.

71984, now U.S. Patent No. 4,720,860, issued January

19, 1988. The disclosures and specifications of all

of the foregoing applications/patents are incor—

porated herein by reference as if fully set forth.
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Field of the Invention

This invention relates to methods and apparatus

for identifying an individual and more particularly

to methods and apparatus for providing improved

5 security for a personal identification number (PIN)

utilized in conjunction with such an identification

system.

Background of the Invention

Personal identification systems may be based on

10 something someone has. such as a card or badge.

something that someone knows, such as a PIN, or some

characteristic of the individual, such as his

fingerprints or speech pattern. Security for such

systems is enhanced by utilizing two or more of the

15 above in performing the identification.

For example, parent Patent No. 4,720,860,

discloses a personal identification system wherein

the individual has a card or other small, portable

device which contains a microprocessor programmed to

29 ‘ utilize a secret algorithm to generate a

nonpredictable number from a stored value unique to

the individual and a time varying value provided for

example by a clock. The nonpredictable value is

preferably displayed on the device. The individual

25 then enters his secret PIN into a central

verification system, either directly or over a

telephone line, causing the central system to access
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stored information corresponding to the individual

and to utilize at least some of this information to

generate a nonpredictable value at the central

computer utilizing the same algorithm as at the

5 individual's microprocessor. At the same time this

is being done, the individual is entering the number

appearing at that period of time on the display of

his device. The two values will match, signifying

identification of the individual, only if the

10 .individual has entered the correct PIN and if the

individual has the proper device so that the

nonpredictable code displayed corresponds to that

being generated at the central verification computer.

In other systems, such as those shown in U.S.

15 Patent No. 4,599,489 issued July 8, 1986, the PIN

may either be stored in the user's device, or may be

entered by the user. If the PIN is stored in the

device, it is read from the device by a suitable

reader and causes the central verification computer

20 to generate a unique challenge code to the

individual. This challenge code may either be

entered by the individual into his machine, or may

be automatically sensed by the machine, and is

operated on by the user's device to generate a

25 unique nonpredictable code which is then entered

into the central computer to effect verification.

One potential difficulty with either of the

systems indicated above is that an unauthorized
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individual may be able to obtain access to the

user's PIN by electronic eavesdropping, reducing the

security provided by the system. If, for example,

the PIN is transmitted over public lines, such as

5 telephone lines, from the user to the central

verification computer, it may be possible to tap

these lines and intercept the PIN as it is being

transmitted. If the PIN is stored in the device,

someone obtaining the device surreptitiously may,

10 through sophisticated means, be able to determine

the PIN stored in the device and thus defeat the

security of the system. Furthermore, any storing of

a PIN or password in the portable device for

comparison defeats the purpose of an independent

15 identification factor and reduces security to a

"thing" possessed.

A need therefore exists for an improved means of

communicating a PIN or other user identification

code to a central verification system such that

20 someone tapping the line over which the code is

being sent will be unable to determine the secret

identification number and someone obtaining

possession of the user device will also not be able

to obtain access to the user's secret identification

25 number from the device.
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Summary of the Invention

In accordance with the above, this invention

provides a method for personal identification and

apparatus for the practice thereof wherein a device

in the possession of the individual is utilized to

generate a unique, time varying, nonpredictable

code; the nonpredictable code generated at a given

time is mixed with a secret PIN for the individual;

the mixed output is communicated to a central

verification computer; and the verification computer

typically strips the PIN from the communicated value

and utilizes the stripped PIN and remaining

nonpredictable code to perform a verification

operation. Alternatively and equivalently, the

mixed output which is communicated to the

verification computer may be verified in the

verification computer without stripping of the PIN.

Preferably, before the mixed value is communicated

to the verification computer, a nonsecret

identifying code for the individual is communicated

to the verification computer; the verification

computer utilizes the nonsecret identifying code to

obtain the PIN and appropriate nonpredictable code

for the individual; and the verification operation

includes the PIN and appropriate nonpredictable code

obtained during the obtaining step being compared

with the stripped PIN and remaining nonpredictable

code. Alternatively the PIN may not be stripped
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from the mixed value, the verification computer may

utilize the nonsecret identifying code to retrieve

or obtain the PIN and appropriate nonpredictable

code, combine the retrieved PIN and appropriate

5 nonpredictable code. and perform a verification

operation between the mixed value communicated to

the verification computer and the combination of the

retrieved PIN and appropriate nonpredictable code.

The verification computer may also generate a unique

10 challenge value in response to the nonsecret

identifying code which challenge code is

communicated to the device in possession of the

individual. For one embodiment, the challenge code

is communicated to the individual and the individual

15 inputs the challenge value and the PIN.to his

device, the device includes means responsive to the

challenge value for generating the nonpredictable

code. During the mixing step, the device may

receive the PIN and the nonpredictable code and

20 generate an output which is a predetermined function

of the inputs. The predetermined function may, for

example, be_a sum of the inputs, for example the sum

of the inputs without carry.

The foregoing and other objects, features and

25 advantages of the invention will be apparent from

' the following more particular description of

preferred embodiments of the invention as

illustrated in the accompanying drawings.-
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In the Drawings

Fig. 1 is a semi—block schematic diagram of the

verification system of a first embodiment of the

invention.

Fig. 2 is a block schematic diagram of a second

embodiment of the invention.

Fig. 3 is a block flow diagram illustrating the

operation of the first embodiment of the invention

and alternative steps for the second embodiment of

the invention.

Detailed Description

Fig. 1 shows illustrative structure for a

personal identification system of a first embodiment

of the invention. In this figure, a user

verification device 10 is provided which is of the

type described in the parent applications. The

device is preferably of the general size and shape

of a standard credit card, although its thickness

dimension may be slightly greater than that of such

cards. The device 10 has a clock which generates a

time-dependent digital output to a microprocessor

which is programmed with a unique algorithm to

operate on the time-dependent clock input and on a

stored static value unique to a given user to

generate a multi—bit nonpredictable code. A

plurality of input areas 12 are provided on the face

of device 10. These areas are preferably each
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indicative of a numerical digit, for example the

digits 1 - 0 as shown in Fig. l, and may be

pressure—sensitive pads or otherwise adapted to

generate an electrical output indicative of the area

5 when the area is touched by the user. Spacing may

be provided between the individual areas 12 to

assure distinctive outputs. As will be described in

greater detail hereinafter, the user may input his

unique PIN on areas 12 which are mixed in the

10 processor in device 10 with the nonpredictable code

generated therein in response to the time—dependent

and static inputs to generate a multi—bit

nonpredictable code which is displayed on area 14 of

device 10. Area 14 may be a liquid crystal display

15 or other suitable display device for producing

numeric or alpha—numeric characters. Each area of

display 14 is adapted to display a different digit

of the nonpredictable code.

The user initially transmits a nonsecret

20 identifying code to verification computer 16 by

‘ keying this number into a telephone 18 at his

location. This number is transmitted over telephone

lines 20 to telephone 22 at the verification station

and through a modem 24 at this station to the

25 verification computer. The user may then use the

telephone 18 to key in and transmit the

nonpredictable code being displayed at that time on

display 14.
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Fig. 3 is a flow diagram illustrating in greater

detail the operation of the system of Fig. 1 to

perform a verification operation. Referring to Fig.

3, the first step in the operation, step 30, is for

the user to send his nonsecret code to verification

computer (VC) 16. As previously indicated, this is

accomplished by the user keying his nonsecret

identification number into telephone 18 for

transmission through telephone line 20, telephone 22

.and modem 24 to the verification computer.

In response to the user input of his nonsecret

code, the verification computer retrieves the user's

PIN and generates the nonpredictable code for the

user, using the same algorithm and stored static

value as user device 10, and using a time—related

value from a clock device at the verification

computer, which is maintained in synchronism with

the clock at the user device in a manner discussed

in the parent application (step 32). At the same

time that the verification computer is retrieving

the PIN and nonpredictable code for the user, the

user is inputting his PIN into his device 10 using

key pads or areas 12 (step 34). While the user is
inputting his pin, the user device is continuously

generating nonpredictable code values at its

internal processor in response to the clock value

and the stored static value using the unique

algorithm at the user device processor (step 36).
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The next step in the operation, step 38, is for

the generated nonpredictable code and the inputted

pin to be mixed by the processor in device 10 to

generate a new nonpredictable code which is

5 displayed on display 14. The mixing operation may

be a simple addition of the two values without

carry, or with carry, (a constant added to a pseudo

random number produces a pseudo random number) or

may involve a more sophisticated mixing algorithm.

10 During step 40, the user transmits the displayed
value by use of telephone 18 through telephone line

20, telephone 22, and modem 24 to verification

computer 16.

During the next step in the operation, step 42,

15 the verification computer uses the PIN for the user

which was retrieved during step 32 to strip the PIN

from the inputted nonpredictable code, the result

being a PIN value and a nonpredictable code value.

During step 44 the stripped PIN is compared with the

20 PIN retrieved during step 32 and during step 46 the

nonpredictable code remaining after the inputted

value has the PIN stripped therefrom is compared

with the retrieved nonpredictable code. If matches

are obtained during both steps 44 and 46 (step 48)

25 the verification computer signifies verification.

If a match is not found during either step 44 or

step 46 (step 50) then the user is rejected.
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Alternatively to steps 42, 44, 46, 48 and 50.

the PIN and nonpredictable code which are retrieved

in step 32 may be combined or mixed by the

verification computer during step 142 according to

the same mixing operation which was carried out by

the processor or user device 10 in step 38, e.g. by

a simple addition of the two values without carry,

with carry, or according to some other more

sophisticated algorithm. During alternative step

144 the separate results of the mixing operations

carried out by the user device 10 and the

verification computer 16 are compared. If a match

is obtained, step 148, the user is verified. If a

match is not found, step 150, the user is rejected.

A procedure is thus provided wherein user

verification may be obtained using the simple and

inexpensive procedure disclosed in the parent

applications while still providing a high level of

security for the user PIN. This security is

achieved since the user PIN is never available on an

open line which could be tapped except in the form

of a word which is a mixture of the PIN with a

nonpredictable code and which is virtually

impossible to decipher.

Fig. 2 illustrates an alternative configuration

in which the teachings of this invention may be

utilized. In Fig. 2, the user device 10 is of the

same type shown in Fig. 1. However, for this
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embodiment of the invention, the user device is

adapted to be used in proximity to the verification

station rather than from a remote location over

telephone lines. For this embodiment of the

invention, the verification station 60 includes a

computer 62, a display 64, such as for example a CRT

display, and an input device 66 which may. for

example, be a standard computer input keyboard.

Referring again to Fig. 3, the operation with this

embodiment of the invention starts with step 30,

during which the user sends a nonsecret code to the

verification computer 62 by, for example, keying

this code into input device 66. In response to

receiving the nonsecret code, computer 60 retrieves

the PIN and generates the nonpredictable code for

the user (step 32) and also retrieves a challenge

code for the user which is displayed on display 64

(step 70). The user inputs his PIN and the

challenge code in an order established for the

system to user device 10 using input pads 12 (step

72). During step 74, the processor in device 10

uses the inputted challenge code and the time

inputted from its clock to generate a nonpredictable

code which, during step 38, is mixed with the

inputted pin and the results are displayed on

'display 14 of device 10. From this point on, the

operation for this embodiment of the invention is

the same as that previously described with respect

to the embodiment of Fig. 1.
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Thus, with this embodiment of the invention, as

with the prior embodiment of the invention, the pin

in uncoded form is never transmitted in a manner

such that it could be observed and is not resident

in the user‘s device where it might, using

sophisticated technology, be retrieved.

As an alternative to the embodiment shown in

Fig. 2, the nonsecret code may be recorded in

machine—readable form on device 10 and input device

66 might include a card reader which the card is

inserted into to permit the nonsecret code to be

read into computer 62.

While the invention has been shown and described

above with reference to preferred embodiments, the

foregoing and other changes in form and detail may

be made therein by one skilled in the art without

departing from the spirit and scope of the invention.

What is claimed is:
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CLAIMS

1. In a personal identification system of the

type wherein a user is provided with a device

generating a unique, time-varying, nonpredictable

code, with a nonsecret identifying code and with a

5 secret PIN, the nonpredictable code at a given

instant and the PIN being provided to a central

verification computer to effect verification;

apparatus for providing improved security for the

PIN comprising:

10 means for mixing the nonpredictable code

generated by the device at a given time with the PIN

according to a predetermined algorithm to generate a

combined coded value;

means for separately communicating the

15 nonsecret identifying code and the combined coded
value to the central verification computer; and

wherein the central verification computer

includes means for utilizing the nonsecret

' identifying code to retrieve the PIN and generate an

20 appropriate, unique, time varying nonpredictable

code for the individual, and at least one of:

(a) a means for utilizing the retrieved

PIN, appropriate nonpredictable code and the

combined coded value in performing a verification

25 operation; or
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(b) a means for stripping the PIN from the

combined coded value received from the means for

communicating, the nonpredictable code remaining

after stripping of the PIN and means for utilizing

5 the retrieved PIN, and appropriate nonpredictable

code for performing a verification operation.

2. Apparatus as claimed in claim 1 including

means operative prior to the communicating of the

_va1ue from the mixing means for communicating the

10 nonsecret identifying code to said verification

computer.

3. Apparatus as claimed in claim 2 wherein

said verification computer includes means for

utilizing the communicated nonsecret identifying

15 code to retrieve the PIN and a unique challenge

value for the individual; and

means for communicating the challenge value

to the device.

4. Apparatus as claimed in claim 3 wherein

20 said challenge value communicating means includes

means for communicating the challenge value to the

individual; and '

wherein the device includes means for

permitting the individual to input the challenge

25 value and his PIN to the device.
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5. Apparatus as claimed in claim 4 wherein

said device includes means responsive to the

challenge value for generating the nonpredictable

code; and

5 wherein said mixing means includes means,

included as part of the device, for receiving the

inputted PIN and the generated nonpredictable value

and for generating an output which is a

predetermined function of the input.

10 6. Apparatus as claimed in claim 5 wherein

said mixing means adds the PIN to the nonpredictable

code.

7. Apparatus as claimed in claim 1 wherein

said device includes means for permitting the

15 individual to input his PIN to the device; and

wherein said means for mixing is included

as part of said device and is adapted to receive the

PIN inputted by the individual and the

nonpredictable code and to generate an output which

20 is a predetermined function of the input.

8. Apparatus as claimed in claim 7 wherein

said mixing means adds the PIN to the nonpredictable

code.
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9. Apparatus as‘claimed in claim 1 wherein

said verification computer includes a means for

mixing the retrieved PIN and appropriate

nonpredictable code generated by the verification

computer at a given time according to the

predetermined algorithm to generate a second

combined coded value.

10. Apparatus as claimed in claim 9 wherein the

verification operation comprises comparing the

combined coded value with the second combined coded

Value.

11. Apparatus as claimed in claim 1 wherein the

means for performing a verification operation

includes means for comparing the PIN and

nonpredictable code obtained in response to the

nonsecret identifying code with the stripped PIN and

remaining nonpredictable code.

12. A method for identifying an individual

comprising the steps of:

utilizing a device in the possession of the

individual to generate a unique time—varying,

nonpredictable code;

mixing the nonpredictable code generated at

a given time with a secret PIN for the individual to

generate a combined code; and
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communicating a nonsecret identifying code

for the individual and the combined code to a

central verification computer;

the verification computer utilizing the

5 nonsecret identifying code to retrieve the PIN and

generate an appropriate, unique, time—varying
nonpredictable code for the individual, and at least

one of:

(a) utilizing the retrieved PIN,

10 appropriate nonpredictable code, and the combined

code to perform a verification operation; or

(b) stripping the PIN from the

communicated combined code and utilizing the

retrieved PIN and nonpredictable code, the stripped

15 PIN and the remaining nonpredictable code to perform

a verification operation.

13. A method as claimed in claim 12 wherein the

verification

computer also generates a unique challenge value in

20 response to the nonsecret identifying code; and

including the step of communicating the

challenge value to the device in possession of the

individual.

14. A method as claimed in claim 13 wherein the

25 challenge value is communicated to the individual;

and
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including the step of the individual

inputting the challenge value and his PIN to the

device.

15. A method as claimed in claim 14 wherein the

device includes means responsive to the challenge

value for generating the nonpredictable code; and

wherein the mixing step includes the device

receiving the PIN and the nonpredictable code and

generating an output which is a predetermined

function of the inputs.

16. A method as claimed in claim 15 wherein

said predetermined function is a sum of said inputs.

17. A method as claimed in claim 15 including

the step of the individual inputting his PIN to the

device; and

wherein the mixing step includes the device

receiving the PIN inputted by the individual and the

nonpredictable code and generating an output which

is a predetermined function of the inputs.

_ 18. A method as claimed in claim 17 wherein

said predetermined function is a sum of said input.

19. A method as claimed in claim 12 wherein the

verification computer utilizes the retrieved PIN and
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appropriate nonpredictable code by combining them to

obtain a second combined code.

20. A method as claimed in claim 19 wherein the

verification operation comprises comparing the

combined code and the second combined code.

21. A method as claimed in claim 12 wherein the

verification operation includes comparing the

retrieved PIN and the nonpredictable code generated

by the verification computer with the stripped PIN

and the remaining nonpredictable code.
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Cross—Reference

The present application is a continuation—in—part of United

States Patent Application Serial No. 08/345,523, filed November 28, 1994,

which is incorporated herein by reference.

Background

.The use of tokens and credit cards in today’s financial world

is pervasive. A token would be any inanimate object which confers a

capability to the individual presenting the object. Remote access of every

financial account is through the use of tokens or plastic cards. Whether

buying groceries with debit cards or consumer goods with credit cards, at

the heart of that transaction is a money transfer enabled by a token, which

acts to identify an individual and the financial account he is accessing.

The reason for the migration from metal coins to plastic

cards is simple and straightforward: access to money in this money transfer

system is vastly safer and more convenient for both merchants and

consumers than handling large quantities of coins and notes.

Unfortunately, current technology in combination with this

convenient token-based money transfer system results in a system that is

prone to theft and fraud.

As verification of user identity is based solely on data placed

on the token, which can be easily reproduced and transferred between

individuals, such security must rely on both the diligence and the luck of

the aurhorized user and merchant in maintaining this information as

proprietary. However, by their very nature, tokens do not have a very

strong connection with the individual. Identification of the rightful owner

of the token through the token is tenuous at best. This is easily
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demonstrated by the fact that individuals other than the rightful owners of
the tokens have been using these tokens to defi'aud merchants and other
consumer goods suppliers.

The mammoth expansion of the consumer credit industry
during the 19805 brought with it large profits for issuers, and newfound

for consumers to acquire, it also became a target for criminals. Much as the
mobility ofthe automobile led to a rash ofbank robberies in the late 1920's
and early 1930's, so too did the ubiquity of consumer credit lead to vastly
increased opportunities for criminals.

Initially, the banking industry was willing to accept a certain
amount of loss due to fraud, passing the cost on to the consumer.

However, as criminals became more organized, more technically adept, and
as credit retail stations began to be manned by people who were more and
more poorly trained in credit card security matters, the rate of increase of
fraud losses skyrocketed. The staggering statistics on fraud and cost of
preventive steps, has forced the credit card companies in particular, to look
for other solutions to the problem.

Fraud losses in the credit card industry stem from many
different areas due to the highly vulnerable nature ofthe system, but they
are mainly due to either lost, stolen, or counterfeit cards. Credit cards
operate without the use ofa personal identification code (PIC), therefore a
lost credit card can be turned into cash if the card falls into the wrong
hands. While theft of a token constitutes the majority offi'aud in the
system, the use ofcounterfeit credit cards has been on the rise. Counterfeit
credit cards are manufactured by a more technically sophisticated criminal
by acquiring a cardholder‘s valid account number and then producing a
counterfeit card using that valid number. The counterfeiter encodes the
magnetic strip, and embosses the counterfeit plastic card with the account
number. The card is then presented to merchants and charged up to the
rightfirl cardholder‘s account. Another form of loss is by a criminal
merchant who surreptitiously obtains the cardholder‘s account number.
Yet another type of fraud is committed by the authorized cardholder when
the token is used for making purchases and thereafter a claim is made that
the token was either lost or stolen. It is estimated that losses due to all
types of fraud exceeds $950 million dollars annually.

2
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Generally, debit cards are used in conjunction with a
personal identification code (PIC). Counterfeiting a debit card is more
dificult as the criminal must acquire not only the account number, but also
the PIC, and then manufacture the card as in the credit card example.
However, various strategies have been used to obtain PICs from unwary
cardholders; these range fi'om Trojan horse automated teller machines, or
ATMs, in shopping malls that diSpense cash but record the PIC, to
merchant point of sale devices that also record the PIC, to individuals with
binoculars that watch cardholders enter PICs at A'I'Ms. The subsequently
manufactured counterfeit debit cards are then used in various ATM
machines until the unlucky account is emptied.

The financial industry is well aware of the trends in find

expense, and is constantly taking steps to improve the security ofthe card.
Thus fraud and theft oftoken have an indirect impact on the cost to the
system.

Over the last ten years, the industry has altered the tokens
because of counterfeiting fiaud, without any fimdamental changes in the
use ofthe credit transacrion system. The remedy has been mostly
administrative changes such as having customers call the issuer to activate
their card. Other changes include addition ofa hologram, a picture ID, or
an improved signature area. These type ofchanges in particular, are an
indication that the systems, susceptibility to fraud is due to lack oftrue
identification of the individual. It is estimated that this could double the
manufacturing cost to two billion dollars annually.

In the near fiiture, the banking industry expects to move to

an even more expensive card, called a "smart card". Smart cards contain as
much cdmputing power as did some ofthe first home computers. Current
cost projections for a first-generation smart card is estimated at

approximately $3.50, not including distribution costs, which is significantly
higher than the $0.30 plastic card blank.
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This significant increase in cost has forced the industry to
look for new ways ofusing the power in the smart card in addition to

simple transaction authorization. It is envisioned that in addition to storing
credit and debit account numbers, smart cards may also store phone

numbers, frequent flyer miles, coupons obtained from stores, a transaction

history, electronic cash usable at tollbooths and on public transit systems,
as well as the customer's name, vital statistics, and perhaps even medical

records. Clearly, the financial industry trend is to further establish use of
tokens.

The side efi‘ect of increasing the capabilities of the smart

card is centralization of functions. The flip side of increased functionality is
increased vulnerability. Given the number of functions that the smart card

will be performing, the loss or damage of this monster card will be

excruciatingly inconvenient for the cardholder. Being without such a card

will financially incapacitate the cardholder until it is replaced. Additionally,
losing a card fill] of electronic cash will also result in a real financial loss as

well. Furthermore, ability of counterfeiters to one day copy a smartcard is
not addressed.

Unfortunately, because of the projected concentration of

functions onto the smart card, the cardholder is left more vulnerable to the

loss or destruction of the card itself. Thus, after spending vast sums of

money, the resulting system will be more secure, but threatens to levy
heavier and heavier penalties for destruction or loss of this card on the
consumer.

The financial industry recognizes the security issues associated

with smartcards, and efi'orts are currently underway to make each plastic
card dificult to counterfeit. Billions of dollars will be spent in the next five

years in attempts to make plastic ever more secure. To date, the consumer

financial transaction industry has had a simple equation to balance: in order

to reduce fraud, the Cost of the card must increase,

In addition to and associated with the pervasiveness of

electronic financial transactions, there is now the widespread use of

electronic facsimiles, electronic mail messages and similar electronic

communications. Similar to the problem of lack of proper identification of

individuals for financial transactions is the problem of lack of proper
identification of individuals for electronic transmissions. The ease and
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transaction, largely by focusing on manipulation ofthe PIC to make such
code more fraud resistant. A variety of approaches have been suggested,
such as introducing an algorithm that varies the PIC in a predictable way
known only to the user, thereby requiring a difi‘erent PIC code for each
subsequent accessing of an account. For example, the PIC code can be
varied and made specific to the calendar day or date ofthe access attempt.
In yet another approach, a time-variable element is introduced to generate
a non-predictable personal identification code that is revealed only to an
authorized user at the time ofaccess. Although more resistant to fraud that
systems incorporating non—variable codes, such an approach is not virtually
fraud—proof because it still relies on data that is not uniquely and
irreproducibly personal to the authorized user. Furthemiore, such systems
further inconvenience consumers that already have trouble remembering
constant codes, much less variable ones. Examples of these approaches are
disclosed in United States Patents 4,837,422 to Dethlofi‘ et al.; 4,998,279
to Weiss; 5,168,520 to Weiss; 5,251,259 to Mosley; 5,23 9,538 to Panillo;
5,276,314 to Martino e: 3.1.; and 5,343,529 to Goldfine et al. all ofwhich
are incorporated herein by reference.

More recently, some have turned their attention from the use of
personal identification codes to the use ofunique biometrics as the basis of
identity verification, and ultimately computer access. In this approach,
authenticated biometrics are recorded from a user ofknown identity and
stored for future reference on a token. In every subsequent access attempt,

S
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the user is required to enter physically the requested biometrics, which are
then compared to the authenticated biometrics on the token to determine if
the two match in order to verify user identity. Because the biometrics are
uniquely personal to the user and because the act of physically entering the
biometrics are virtually irreproducible, a match is putative ofactual
identity, thereby decreasing the risk offraud. Various biometrics have been
suggested, such as finger prints, hand prints, voice prints, retinal images,
handwriting samples and the like. However, because the biometrics are
generally stored in electronic (and thus reproducible) form on a token and
because the comparison and verification process is not isolated from the
hardware and software directly used by the individual attempting access, a
significant risk of fraudulent access still exists. Examples ofthis approach
to system security are described in United States Patents 4,821,118 to
Lafreniere; 4,993,068 to Piosenka et al.; 4,995,086 to Lilley et al.;
5,054,089 to Uchida et al.; 5,095,194 to Barbanell; 5,109,427 to Yang;
5,109,428 to Igalci et al.; 5,144,680 to Kobayashi et al.; 5,146,102 to
I-Iiguchi et al.; 5,180,901 to Hirarnatsu; 5,210,588 to Lee; 5,210,797 to
Usui et al.; 5,222,152 to Fishbine et al.; 5,230,025 to Fishbine et al.;
5,241,606 to Horie; 5,265,162 to Bush et al.; 5,321,242 to Heath, Jr.;
5,325,442 to Knapp; 5,351,303 to Willmore, all ofwhich are incorporated
herein by reference. ‘

As will be appreciated from the foregoing discussion, a dynamic
but unavoidable tension arises in attempting to design a security system
that is highly fi'aud resistant, but nevertheless easy and convenient for the

consumer to use. Unfortunately, none of the above—disclosed proposed
improvements to the token and code system adequately address, much less
attempt to balance, this tension. Such systems generally store the
authenticated biometrics in electronic form directly on the token that can

presumably be copied. Further, such systems do not adequately isolate the

identity verification process fi'om tampering by someone attempting to gain
unauthorized access.

An example of token—based security system which relies on a

biometrics of a user can be found in United States Patent 5,280,527 to
Gullman et al. In Gullman's system, the user must carry and present a
credit card sized token (referred to as a biometrics security apparatus)
containing a microchip in which is recorded characteristics of the
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authorized user‘s voice.‘ In order to initiate the access procedure, the user
must insert the token into a terminal such as an ATM, and then speak into
the terminal to provide a biometrics input for comparison with an
authenticated input stored in the microchip of the presented token. The
process ofidentity verification is generally not isolated from potential
tampering by one attempting unauthorized access. If a match is found, the
remote terminal may then signal the host computer that access should be
permitted, or may prompt the user for an additional code, such as a PIN
(also stored on the token), before sending the necessary verification signal
to the host computer.

Almost uniformly, patents that disclose token—based systems
teach away from biometrics recognition without the use oftokens.
Reasons cited for such teachings range from storage requirements for
biometrics recognition systems to significant time lapses in identification of
a large number of individuals, even for the most powerful computers.

In view of the foregoing, there has long been a need for a
computer access system that is highly fraud—resistant, practical, and
eficient for the user to Operate and carry out electronic transactions and
transmissions expeditiously.

There is also a need for a computer system that is completely
tokenless andthat is capable ofverifiring a user‘s personal identity, based
solely upon a personal identification code and biometrics that is unique and
physically personal to an authorized user, as opposed to verifying an
individual's possession of any physical objects that can be freely transferred
between difi'erent individuals. Such biometrics must be easily and
non—intrusively obtained; must be easy and cost—efi‘ective to store and to
analyze; and must not unduly invade the users privacy rights.

7
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A firrther need in computer access system design is user
convenience. It is highly desirable for a consumer to able to access the
system spontaneously, particularly when unexpected needs arise, with a
minimum of efi‘ort. In particular, there is a need for a system that greatly
reduces or eliminates the need to memorize numerous or cumbersome
codes, and that eliminates the need to possess, carry, and present a
proprietary object in order to initiate an access request.

Such systems must be simple to operate, accurate and reliable.
There is also a need for a computer access system that can allow a user to
access multiple accounts and procure all services authorized to the user,
and carry out transactions in and between all financial accounts, make point
of purchase payments, receive various services, etc.

There is finther a great need for a computer access system that
afi‘ords an authorized user the ability to alert authorities that a third party is
coercing the user to request access without the third party being aware that
an alert has been generated. There is also a need for a system that is
nevertheless able to efi‘ect, unknown to the coercing third party, temporary
restrictions on the types and amounts of transactions that can be
undertaken once access is granted.

Funhennore, the computer system must be afi‘ordable and

flexible enough to be operatively compatible with existing networks having
a variety ofelectronic transaction and transmission devices and system
configurations.

Finally, there is a need for secured sending and receipt of
electronic mail messages and electronic facsimiles, where content of the
electronic message is protected from disclosure to unauthorized
individuals, and the identity of the sender or recipient can be obtained with
a high degree of certainty.

Summafl of the Invention

The present invention satisfies these needs by providing an
improved identification system for determining an individual's identity from
a comparison of an individual's biometrics sample and personal
identification code gathered during a bid step with biometrics sample and
personal identification code for that individual gathered during a
registration step and stored at a remote site wherein there is a data
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transactions and transmission in addition to traditional storing ofand
modification of data. Additionally, the computer can output the evaluation
ofthe biometrics- PIC ("personal identification code") comparison, and the
determination of an identification evaluation, or status ofany execution of
transactions or transmissions. Furthermore, the computer system notifies
and authenticates to the individual being identified that the computer
system was accessed, by returning to the individual a private code which
was previously selected by that individual during the registration step.

Preferably, the computer system is protected from electronic
eavesdropping and electronic intrusion and viruses. Further, the devices
used by the computer for gathering biometric samples and personal

appending ancillary information; c) at least one data entry device for input
ofa personal identification code whereby this data entry device is
integrated either with the biometric input device or the terminal device;
and, ad) a means for interconnecting the biometric input device, data entry
device and the terminal. The terminal device also has at least one display
device for displaying data and information. For additional security the
computer system uniquely identifies the biometric input apparatus, and the
counter party or merchant through a counter party or merchant
identification code relating to the terminal that is connected to the
biometric input device. It is also preferred that the biometric input
apparatus be secured fi'om physical and electronic tampering, and that in

9
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case of physical breach of the device, means be employed to physically
and/or electronically destroy components within the apparatus and/or erase
critical data fiom the device's memory modules.

In addition, the biometric input apparatus would have a

hardware component comprising: a) at least one computing module for
data processing; b) erasable and non-erasable memory modules for storage
of data and software; c) a biometric scanner device for input ofbiometric
data; d) a data entry device for entering data; e) a digital conununications
port; t) a device for prevention ofelectronic eavesdropping.

In order to protect the integrity and confidentiality of electronic
data sent between the biometric input apparatus, the terminal, and the
computer network, it is preferred that the data be encrypted and sealed.

The host computer network is also connected to and is able to

communicate with other independent computer systems, databases,
facsimile machines, and other computer networks through conventional
means.

The method ofthe present invention includes voluntarily
identifying an individual without the use of any tokens by means of
examination ofat least one biometrics sample provided by that the
individual and a personal identification code also provided by that
individual. During a registration step, the individual is to register with the
system an authenticated biometric sample, a personal identification code

and a private code. Thereafter, during a bid step the biometrics sample and
personal identification code ofthe individual is gathered and compared to
the ones registered during the registration step. A match of the personal
identification codes and biometrics sample will result in the positive
identification of the individual. In order to authenticate to the identified
individual that the real computer system was accessed, the individual's

private code, which was collected at the registration step, is returned to
the individual.

It is preferred that the method of the invention include a method

for examining the biometrics samples during registration and comparing
such biometrics with a collection ofbiometrics samples from individuals
who have been designated as having previously attempted to perpetrate or
who have actually perpetrated fraud upon the system.
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notifying authorities of the presence of exigent circumstances or that the
authorized user is under duress.

data be used to protect the data, including the digitized biometrics sample,
fi'om being revealed accidentally or unveiled from criminal elements during
transmission.

It is also preferred that the method include steps for the
individual to choose various financial accounts, and choose various modes
of electronic transmissions.

It is also preferred that the method include a method for
archiving of data and electronic transmissions, and retrieval of the archived
data using a tracking code.

personal identification code.

In one embodiment ofthe invention, the computer system can
allow individuals to select their own personal identification code (or "PIC")
from a group ofFIGS selected by the remote data processing center. This is
performed in a method whereby once the individual's biometric is gathered,
the data processing center selects several PICs at random which may be
conducive to being memorized. The data processing center then conducts a
comparison ofthe biometric gathered with those already in those PIC
baskets or groups. In the event the new registrant's biometric is to similar
to any previously registered biometric which has been allotted to any one
of those randomly selected PIC groups, then that PIC is rejected by the
database for use by the new individual and an alternative PIC is selected for
another such biometric comparison. Once the data processing center has
generated several PIC options without a confusingly similar biometric,
those PICs are presented to the new registrant from which the individual
may select one PIC .

ll
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In one embodiment of the invention, there is a method for

rapid search of at least one first previously stored biometric sample
fiom a first individual, using a personal identification code-basket that

is capable of containing at least one algorithmically unique second
biometric sample that is fi'om at least one second individual, and which

is identified by said personal identification code-basket, comprising,
firstly, a storage step firrther comprising: a) the selection of a private
code by a first individual; b) the selection of a personal identification

code by said first individual; c) the entering a biometric sample from
said first individual; d) locating the personal identification code-basket

identified by the personal identification code selected by said first
individual; e) comparison of the biometric sample taken fi'om said first

individual with any previously stored biometric samples in said selected
personal identification code-basket to make sure that the biometric

. sample entered by said first individual is algorithmically unique from the
previously stored at least one biometric sample provided by at least one
second individual, and; 1) storage of the entered biometric sample from
said first individual in the selected personal identification code-basket if

said sample is algorithmically unique from the at least one previously
stored biometric sample fi'om said at least one second individual. There

is also a bid step fiirther comprising: a) entering said selected personal
identification code by said first individual, and; b) entering a biometric

sample by said first individual. There is also a comparison step
comprising: a) finding the personal identification code-basket that is

identified by said personal identification code entered by said first

individual, and; b) comparison ofthe entered biometric sample from
said first individual with said at least one stored biometric sample fi'om
said at least one second individual in said entered personal identification

code-basket for producing either a successful or failed identification

result. There could also be: a) an execution step wherein a command is

processed and executed to produce a determination; b) an output step
wherein said identification result or said determination is_ extemalized
and displayed, and; c) a presentation step wherein on successful

identification of said first individual, said private code is presented to
said first individual.

12
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computer network similar to the type ofcommunications sent today
between merchants and credit card companies.

In a second embodiment the host system may also carry out the
fiinctions of the other independent computer systems such as debiting or
crediting a financial account. In this system, the computer system of the
invention carries out the firnctions requested by the individual without use
of external, independent computer networks. _

According to a firrther embodiment of the invention, a means is
provided for alerting predesignated authorities during an access attempt
during which the user has been coerced by a third party to request access
to the host computer system. In such an embodiment, an authorized user
would have a number of codes, most ofwhich would be recognized by the
computer system as the standard access codes, and others which would be
recognized as emergency codes. The comparison means of the computer
system of the invention would be configured to accept and recognize at
least one code per authorized user, and to activate the emergency alert
means whenever the code entered by the user matched an emergency code.
At the same time, the detemiination of an authorized identity for the user
would result in the user being afiorded access to the requested secured
computer system perhaps on an access level that has been predetermined to
be restricted or perhaps resulting in the display of misleading data (i.e.,
"false screens"), thereby preventing the coercing third party from knowing

13
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that an emergency notification had been entered by the user. The

emergency code would be entered as a part of or simultaneously with the
user‘s personal identification code or by selecting an emergency account
index during the access of the computer system. In either case, the
well—being of the user requesting access might be jeopardized if the
coercing party discovered that the user was attempting to notify
authorities. Thus, it is critical that the access procedure continue

uninterruptedly and that access be granted to an authorized user so that the

coercing party believes that everything is proceeding normally. Although
these features can be incorporated into the invention's host computer
network, it is also possible that an independent computer network can also
carry out the same or modified versions of the above-mentioned features.

The present invention is clearly advantageous over the prior art
in a number ofways. First, it is extremely easy and efficient for the user,
particularly where the user is accessing financial accounts, because it

eliminates the need to carry and present any tokens in order to access one's
accounts. The present invention eliminates all the inconveniences

associated with carrying, safeguarding and locating any desired tokens.

Further, because tokens are often specific to a particular computer system
that further requires remembering a secret code assigned to the particular
token this invention eliminates all such tokens and thereby significantly
reduces the amount of memorization and diligence increasingly required of
consumers by providing access to all assets using only one personal
identification code. Thus, in a single, tokenless transaction, the consumer

can efliciently and securely conduct virtually any commercial exchange or
electronic message, from withdrawing cash from a bank account, to
authorization his agreement to the terms of a contract, to making a
purchase directly fi'om television to paying local property taxes. The

consumer is now uniquely empowered, by means of this invention, to

conveniently conduct his personal and/or professional electronic

transmissions and transactions at any time without dependence upon tokens
which may be stolen, lost or damaged.

The invention is clearly advantageous from a convenience

standpoint to retailers and financial institutions by making purchases and

other financial transactions less cumbersome and more spontaneous. The

paper work of financial transactions is significantly reduced as compared to

14
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current systems, such as credit card purchase wherein separate receipts are
generated for use by the-credit card company, the merchant and the
consumer. Such electronic transactions also save merchants and banks
considerable time and expense by greatly reducing operational costs.
Because the system of the invention is designed to provide a consumer with
simultaneous direct access to all ofhis financial accounts, the need for
transactions involving money, checks, commercial paper and the like will
be greatly reduced, thereby reducing the cost of equipment and staff
required to collect and account for such transactions. Further, the
substantial manufacturing and distributing costs of issuing and reissuing
credit cards, ATM cards, calling cards and the like will be eliminated,
thereby providing further economic savings to merchants, banks, and
ultimately to consumers. In fact, the system ofthe invention will likely
spur economic growth since all of a consumer‘s electronic financial
resources will be available at the mere input ofhis fingerprint or other
biometrics.

The invention is markedly advantageous and superior to
existing systems in being highly fraud resistant. As discussed above,
present computer systems are inherently unreliable because they base
determination ofa user's identity on the physical presentation ofa unique
manufactured object along with, in some cases, information that the user
knows. Unfortunately, both the token and information can be transferred
to another, through loss, thefi or by voluntary action of the authorized E
user. Thus, unless the loss or unintended transfer of these items is realized
and reported by the authorized user, anyone possessing such items will be
recognized by existing security systems as the authorized user to whom
that token and information is assigned.

By contrast, the present invention virtually eliminates the risk of
granting access to non—authorized users by determining user identity from
an analysis of one or more ofa user‘s unique, biometrics characteristics.
Even in the very rare circumstance ofcoercion where an authorized
individual is coerced by a coercing party to access his accounts, the system
anticipates an emergency account index, whereby the authorized user can
alert authorities of the transgression without the knowledge of the coercing
party.

15
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The invention further enhances fi'aud resistance by maintaining

authenticating data and carrying out the identity verification operations at a

point in the system that is operationally isolated from the user requesting
access, thereby preventing the user from acquiring copies of the

. authenticating data or fiom tampering with the verification process. Such a
system is clearly superior to existing token—based systems wherein

authenticating information, such as personal codes, is stored on and can be

recovered fiom the token, and wherein the actual identity determination is

potentially in operational contact with the user during the access process.

It is an object of the invention therefore to provide a computer

access identification system that eliminates the need for a user to possess

and present a physical object, such as a token, in order to initiate a system
access request.

It is another object of the invention to provide a computer

access identification system that is capable ofverifying a user's identity, as
opposed to verifying possession ofproprietary objects and information.

It is yet another object ofthe invention to verify user identity

based upon one or more unique characteristics physically personal to the
user.

Yet another object of the invention is to provide a system of

secured access that is practical, convenient, and easy use.

Still another object of the invention is to provide a. system of

secured access to a computer system that is highly resistant to fi'audulent

access attempts by non-authorized users.

Yet another object of the invention is to provide a computer

access identification system that enables a user to notify authorities that a

particular access request is being coerced by a third party without giving
notice to said third party of the notification. '

There is also a need for a computer access identification system

that automatically restricts a user‘s transactional capabilities on the

computer system according a desired configuration provided by the user.

These and other advantages of the invention will become more

fully apparent when the following detailed description of the invention is

read in conjunction with the accompanying drawings.
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Brief Description of the Drawings

FIG. 1 is a diagram of the system ofthe present invention;
FIG. 2 is a diagram ofthe Data Processing Center (DPC) and

its internal data bases and execution modules;

FIG.»3 is a diagram ofthe retail point of sale terminal, the
biometrics input apparatus and its components, and the interconnections
between them;

FIG. 4 is a flow chart of the operation ofthe biometrics input
apparatus and the terminal for generating a request packet;

FIG. 5 is a representational diagram of the request packet and
the mandatory and optional data it contains;

FIG. 6 is a representational diagram ofthe response packet and
the mandatory and optional data it contains;

FIG. 7 is a flow chart depicting the data encryption and sealing
process at the biometrics input device;

FIG. 8 is a flow chart depicting the data decryption and counter
party identification process at the DPC;

FIG. 9 is a flow chart depicting the data encryption and sealing
process at the DPC;

FIG. 10 is a flow chart representing the registration of an
individual during the registration process;

FIG. 11 is a flow chart representing the process of

identification ofthe individual and returning a private code to the
individual;

FIG. 12 is a flow chart of the skeleton ofthe processes that
occur at the DPC and an execution step;

FIG. 13 is a flow chart of the emergency request and response
process at the DPC;

FIG. 14 is a flow chart of the overall operation of retail
transaction authorization execution at the DPC;

FIG. 15 is a flow chart ofthe overall operation of remote

transaction authorization execution step at the DPC;

FIG. 16 is a flow chart of the overall operation of ATM
account access execution at the DPC;
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FIG. 17 is a flow chart of the overall operation of issuer batch
modification execution at the DPC;

FIG. 18 is a flow chart of the overall operation of secure fax

submit and electronic document submit execution at the DPC;

FIG. 19 is a flow chart of the overall operation of secure fax

data and electronic document data execution at the DPC;

FIG. 20A is a representational diagram ofthe electronic

signature request packet;

FIG. 20B is a representational diagram of the electronic
signature response packet;

FIG. 20C is a representational diagram ofthe electronic

signature verification request packet;

FIG. 20D is a representational diagram of the electronic

signature verification request packet;

FIG. 21 is a flow chart of the overall operation ofelectronic
signature execution at the DPC; and

FIG. 22 is a flow chart of the overall operation of electronic
signature verification execution at the DPC.

Detailed Description of the Drawings

As noted, the main objective of this invention is to provide a

tokenless, secure, reliable, safe, and consistent, apparatus and method, for
identifying individuals'for the purpose of performing financial transactions

and non-financial transmissions, which can accommodate large numbers of

users. It is the essence of this invention that consumers have the ability to
conduct these transactions without the use of any tokens, credit cards,
badges or identification cards including drivers licenses. 'In order to be

functional it is important that the system operate at speeds required for
completing financial transactions such as credit card purchases and ATM

services, from multiple banks and credit accounts. The system must be

secure, such that individuals records and their biometrics information

remain confidential and safe, both within the computer sysrem that

identifies the individual and authorizes transactions, or during transfer of
data between the computer system and remote sites with which the

computer system communicates. Furthermore, the system must be reliable
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network, cellular telephone networks, telephone networks, Internet, ATM
network, or X25. FIG. 4 shows a representational diagram of the request
packet 19 and its method ofgeneration by the biometrics input device
software. FIG. 5 and FIG. 6 show a representational diagram of the
request packet and response packet with optional and mandatory data
segments. Furthermore, it is shown which parts ofthe packets are
encrypted and which ones are sealed. FIG. 7 is a block diagram ofthe
overall process for data encryption and sealing showing the use ofDUKPT
key data 20 for encryption of data before appending additional data before
sealing the request packet with a Message Authentication Code Key
(MAC) 21. FIG. 8 and FIG. 9 show the decryption and encryption
process at the DPC. FIG. 12 through 19 and 21 through 22 are block
diagrams of selected examples of execution steps carried on at the DPC.

Description ofthe drawings, diagrams, flow charts and the
description of the invention, including hardware components, software
components, execution modules, data bases, connection means, the data
transferred between them, and the method of the invention is described in
detail as follows.

1.1. Biometric Input Apparatus (BIA)

1.1.1. Introduction ,

The BIA is a combination ofhardware and software whose job
is to gather, encode, and encrypt biometric input for use in individual
identification. All actions of the BIA are directed by an outside controlling
entity called a terminal, which issues commands and receives results over
the BIA's serial line.

BIA hardware comes in four basic versions: standard, wireless,
integrated phone/cable television (or "CATV")/fa.x, and ATM. Each BIA
hardware variant addresses a particular need in the marketplace, and
because of the differences in construction, each variant has a different level
of security.

BIA software comes in seven basic versions: personal computer
(or "PC"), retail, ATM, registration, internal, issuer, and integrated remote.
Each software load provides a difi‘erent, use—specific command set. For
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instance, the registration’sofiware load does not accept requests to form
retail transaction messages. Likewise, the retail software command set
cannot send individual registration messages. To provide another layer of
security, the DPC knows what software package is loaded into each BIA'
any attempts by an BIA to send a message that it is normally not able to
send is rejected, and treated as a major security violation.

The ability of the invention to detect and combat

merchant—based fraud relies on the fact that the BIA's external interface is
strictly limited, that the construction ofthe BIA makes it extremely difficult
to tamper with the contents, that each BIA has its unique encryption codes
that are known only to the DPC, and that each BIA is only allowed to
perform operations limited to its designated firnction. Each biometric input
means has a hardware identification code previously registered with the
DPC, which makes the biometric input means uniquely identifiable to the
DPC in each subsequent transmission from that biometric input device.

The BIA is constructed with the assumption that the controlling

unencrypted biometric information. BIA models without display means
(such as LCD, LED, or quartz screens) must reveal selected information
(such as individual private codes) to the terminal for display, and as a result
those particular terminal-BIA combinations are considered to be less
secure.

Depending on the task at hand, BIA models are either partially
or fully integrated with the terminal. Partially integrated devices are
physically separate fi‘om the terminal, and they include wireless and
standard retail point of sale BIAs. Fully integrated devices are contained .
within the physical enclosure ofthe terminal itself; for instance, an ATM,
or a telephone.

No BIA ever discloses any secret encryption codes to any
external source.
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1.1.2. BIA Models _

Particular BIA hardware models have difl‘erent configurations.
They are introduced in briefhere:

BIA

Standard model has computing module (i. e., multichip
modules), biometric scanner (i.e., single fingerprint scanner), display means
(i.e., LCD screen), communications port (i.e., serial port), data entry
means (i.e., a manual data entry key board or PIC pad) encased in

tamper—resistant case, and electronic detection means (i.e., RF shielding).

BIA/Wireless

Standard model, but serial line replaced with spread-spectrum
wireless communications module using external antenna. Used in
restaurant point of sale.

BIA/ATM

Has heavy—duty scanner and serial port, along with a multichip
module. The fact that the LCD is part of the terminal and not the BIA
means lower security because it must reveal the private code to the
terminal. Used in ATMs.

BIA/Catv

Has light—duty scanner, otherwise like ATM. Used in

telephones, CATV remotes, and fax machines. Weakest security, both
because the LCD and PIC pad are part of the terminal not the BIA, and
because of the low—cost nature ofthe market.

1.1.3. BIA Command Set Messages

Each BIA software command set provides a different set of
operations. They are introduced briefly here:

BIA/ATM

Account Access
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BIA/Catv

Remote Transaction Authorization

BIA/Fax

Secure Fax Submit

Secure Fax Data

Secure Fax Tracking
Secure Fax Retrieve

Secure Fax Reject

Secure Fax Archive

Secure Fax Contract Accept
Secure Fax Contract Reject

Electronic Document Archive Retrieve

BIA/Internal

Individual Identification

BIA/Issuer

Issuer Batch

BIA/PC

Electronic Document Submit

Electronic Document Data

EleCtronic Document Tracking
Electronic Document Retrieve

Electronic Document Reject
Electronic Document Archive

Electronic Document Archive Retrieve
Electronic Signature Submission

Electronic Signature Check

Remote Transaction Authorization
Network Credential

Secured Connection
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BIA/Registration .

Individual Identification

Biometric Registration

BIA/Retail

Transaction Authorization

1.1.4. BIA Hardware: Standard Model

The Standard BIA hardware is a multichip module combined
with a single—print scanner, an LCD screen, a serial port, and a PIC pad
encased in a hard tamper-resistant case that makes attempts to penetrate
obvious while also providing RF shielding for the contents.

The following components are amalgamated into a multichip
module, called the BIA Multichip Module (a process for encapsulating
several processors in one physical shell, well known in the industry),
constructed to protect the communications pathways between the devices
from easy wiretapping.

0 Serial processor

0 PIC pad processor

0 LCD screen processor

0 CCD scanner A/D processor

- High—speed DSP processor containing both flash and mask
ROM

0 General purpose microprocessor
- Standard RAM

0 EEPROM

The following software packages and data are stored in mask

ROM. Mask ROM is cheaper than other types of read only memory, but it
is easily reverse engineered, and is not electronically erasable. As such we
only place the noncritical commonly available code here. (Mask ROM is
well known in the industry).

2“ |PR2018-00067
Unified EX1002 Page 88



IPR2018-00067 
Unified EX1002 Page 89

10

15

20

25

30

35

WO 96136934 PCT/US96/07 185

MAC calculation library

DUKPT Key Management library

DES (with CBC) Encryption library

Base-64 (8—bit to printable ASCII) converter library
Public Key Encryption library

Embedded Operating System

Serial line device driver

LCD device driver

PIC pad device driver

Scanner device driver

Unique hardware identification code

Multi—Language profiles

The following standard data and software packages are stored
in flash ROM. Flash ROM is more expensive, but it is much more dificult
to reverse engineer, and most importantly, it is electronically erasable. All
ofthe more critical information is stored here. Flash ROM is used in an

attempt to increase the dificulty of duplicating an BM (Flash ROM is
well known in the industry).

Unique DUKPT Future Key Table

Unique 112-bit MAC Key

DSP biometric quality determination algorithm

DSP biometric encoding algorithm

Random number generator algorithm

Command function table

The message sequence number, incremented each time a

message is sent from the BIA is stored in the EEPROM. EEPROM can be
erased many times, but is also nonvolatile — its contents remain valid

across power interruptions. (EEPROM is well known in the industry).
The following data is stored in RAM. RAM is temporary in

nature, and is lost whenever power is lost.

Encoded Biometric Register

PIC Register
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0 Account Index Code Register

0 Title Index Code Register

0 Amount Register

0 Document Name Register

0 PIC—Block Key

0 Message Key

0 Response Key

0 Shared Session Key

0 Private Session Key

0 8 General Registers

- stack and heap space

Each multichip module contains a "write-once" memory location that is
irreversibly set following the initialization of the flash ROM. Whenever an

attempt is made to download software to the flash ROM, this memory
location15 checked; ifit is already been set, then the BIA refiises to load.
This way, critical software and data keys may only be downloaded once
into the device, at the time of manufacture.

All registers and keys are explicitly zeroed when a transaction

is canceled. Once a transaction is completed, registers are cleared as well.

Once a "form message" command is executed, biometric, PIC, and account

index code registers are also cleared, along with any encryption keys that
aren't required for subsequent use.

It is important that the software not keep copies of registers or
keys in stack variables (known in the industry).

The following associated hardware components comprise the
standard BIA hardware module.

- BIA Multichip module

0 CCD single-print scanner

0 capacitance detector plate (known in the industry)
- lighted PIC keypad

0 2—line 40—column LCD screen

0 RF shielding

- tamper—resistant case
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0 serial connection (up to 57.6kb)

0 breech detection hardware (known in the industry)
I optional thermite charge attached to Multichip module (known

in the industry)

the software libraries. Specific breech detection methods are kept
confidential and proprietary.

In addition to protecting the contents, the case also shields the
internal operations from RF signal detectors.

Supersecure versions of the BIA exist whereby breech detection
methods are connected to a mechanism that physically destroys the
multichip module as well as the detection methods themselves.

1.1.5. BIA Hardware: Wireless Model

The Wireless version ofBIA hardware is identical to the

Standard model in construction, except that it exports a spread—spectrum
wireless communications module using an external antenna instead ofan
external serial port.

This version is designed to be used in restaurants, where
transactions are authorized at the customer’s convenience. I
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V In the following descriptions, items which are added to the
standard set are signified by the + character, while items that are removed
fi'om the standard set are signified by the - character.

Multichip Module:

— Document Name Register

— Shared Session Key

- Private Session Key

— Message Key

Components:

— Serial port

+ External antenna

+ Spread-spectrum wireless serial module (known in the
industry)

1.1.6. BIA Hardware: A'IM Model

The ATM version ofBIA hardware is a multich module
combined with a heavy-duty single-print scanner and a serial port. The
components are encased in a tamper—resistant case that makes attempts to
penetrate obvious while also providing RF shielding for the contents.

This version is designed to be retrofitted into ATM locations.
As such, the scanner pad is a heavy—duty sensor pad, and the entire

construction makes use ofthe existing screens and keypads present in the
ATM itself.

In the following descriptions, items which are added to the

standard set are signified by the + character, while items that are removed
fi'om the standard set are signified by the — character.

Multichip Module:

—- Amount Register

— Document Name Register

— Shared Session Key

— Private Session Key

— Message Key
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Components: ‘

— lightedPIC keypad

- 2—line 40—column LCD screen

Note that since the ATM has no LCD screen or PIC keypad, it
really has no need ofthose device drivers in the mask ROM.

1.1.7. BIA Hardware: Phone/CATV Model

The Phone/CATV version ofBM hardware is a multichip
module combined with a single—print scanner and a serial port. The
module is physically attached to the scanner, and the whole is encased in
plastic in order to make tampering more dificult. Some amount ofRF
shielding is provided for the components.

This version is designed to be integrated with telephones,
television remote controls, and fax machines. As a result, it makes use of
the existing keypads and LCD or television screens to enter or display
values. It also uses the communication facilities ofthe host terminal. For
example, the fax machine uses the built—in fax modem and the television
remote uses the CATV cable network.

This hardware model is (in comparison with other models)
relatively insecure, as it is intended that these devices cost as little as
possible, be lightweight, and integrate easily with existing low—cost
devices.

Ofcourse, higher—security versions with more complete
enclosures are possible and encouraged.

In the following descriptions, items which are added to the

standard set are signified by the + character, while items that are removed
fi'om the standard set are signified by the — character.

Multichip Module:

— Document Name Register

— Shared Session Key

- Private Session Key

— Message Key
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Components:

- lighted PIC keypad

— 2-1ine 40—column LCD screen

1.2. BIA Software

1.2.1. BIA Software Command Interface:

The external interface to the BIA is much like a standard ,

from the BIA to the terminal.

Each BIA software load supports a difi'erent set of operations.
For instance, a retail load supports only transaction authorizations, while a
registration load supports individual identification and biometric
registration.

All BIA data fields are in printable ASCII, with fields separated
by field separator (or "fs") control character, and records separated by
newlines. Encrypted fields are binary converted to 64—bit ASCII using the
base—64 conversion library (all known in the industry).

Some commands are not available in some configurations. For

instance, the ATM BIA cannot "Get .PIC", since there is no attached PIC
pad. Instead, the ATM BIA supports a "Set PIC" command.

Response Codes:

Out of time:

The time allotted for the command has expired. A message to
that efiem will be displayed on the LCD screen, if available. When time

expires for a given command, the BIA acts as if the cancel button was
pushed.

Canceled:

The "cancel" button has been pushed, and the entire operation
has been canceled. This has the side efi‘ect of clearing all information
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which was gathered. A message to that efi'ect
LCD screen, if available.

0k:

The command was successful.

Each command may have specific other response codes which
are valid only for it. These response codes will generally have text
accompanying the code, which will be displayed on the LCD screen if it is

as well as status messages.

Commands:

In the argument list of the commands below, the <> characters
surround individual arguments, [] characters surround optional arguments,
and the I character indicates that a given argument may be comprised of
one of the choices presented.

Set Language <language—name>

This command selects from one ofa number ofdifierent
languages encoded within the BIA for prompting for user input.

Get Biometric <time> [primarylsecondary]

This command requests the BB. to activate its scanner to get
biometric input from the individual, storing it into the Encoded Biometric

First, the message "Please place finger on lighted panel" is
displayed on the LCD panel and returned to the terminal. The sc

anner pad
is illuminated, prompting the individual to enter his biometric.
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A <time> value of zero means that there is no limit to the time
for biometric scan input.

When in scanning mode, a fingerprint scan is taken and given a
preliminary analysis by the print quality algorithm. If the scan is not good

5 enough, the BIA continues to take new scans until <time> seconds pass.
As time passes and snapshots of the print are taken and analyzed, messages
are posted to the LCD screen and sent to the terminal based on the

problems detected by the print quality software. Ifno print of appropriate
quality is forthcoming, the BIA returns an error code of time expired,

10 displaying a message to that effect on the LCD.

Once the print quality algorithm afirms the quality of the print
scan, the print's minutiae are then extracted by the print encoding
algorithm. Only a subset of the minutiae are selected at random, with care
taken to retain enough suficient for identification. These minutiae are then

15 ordered randomly, and are placed in the Encoded Biometric Register.
Then the BIA responds with the success result code.

If the [primarylsecondary] is specified (only available in the

biometric registration command set) then the entire minutiae set is selected,
not just the smaller subset. Likewise, primary/secondary biometric

20 selection ends up placing the encoded biometric into the appropriate
register.

Whether or not the operation succeeds, as soon as scanning has
terminated, the light indicating that scanning is in progress is turned off.

It is very important that the same biometric input yields
25 difi‘erent encodings, so as to complicate the task of anyone attempting to

discover the encryption codes ofa captured BM This is accomplished by
the selection ofa random subset and random ordering of the encoded

30 Get PIC <time>

This command requests the BIA to fill the PIC Register by
reading from the keypad.

First, the message "Please enter your PIC, then press <enter>"
is displayed on the LCD display and sent to the terminal, the appropriate

35 keypad lights are turned on, and then keypad scanning begins.
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Scanning terminates when either <timP number of seconds

runs out, or when the individual hits the “enter" key.

Note that the individual digits of the PIC are not displayed on
the LCD panel, but for each digit the individual types, a star ""‘" appears to
give the individual feedback. When the "correction" key is pressed, the last
digit entered is erased, allowing the individual to fix input mistakes.

When PIC input terminates, the keypad lights turns ofi‘.
Ifsuccessful, the command returns OK.

Get Account Index Code <time>

First, the message "Now enter your account index code, then
press <enter>" is displayed on the LCD and sent to the terminal. This

prompts the individual to enter his account index code. When each key is
pressed, that value appears on the LCD panel. The correction button can

be pressed to erase one of the values. When the "enter" button is pressed,
the Account index code register is set.

During input, the appropriate keypad keys are lit, and when
input is concluded, the keypad lights are turned ofi'.

Ifsuccessfial, the command returns 0K.

Get Title Index Code <time> _
First, the message "Please enter your title index code, then press

<enter>"is displayed on the LCD and sent to the terminal. This prompts
the individual to enter his title index code. When each key15 pressed, that
value appears on the LCD panel. The correction button can be pressed to
erase one ofthe values. When the "enter" button is pressed, the Title Index
Code register is set.

During input, the appropriate keypad keys are lit, and when

input is concluded, the keypad lights are turned ofl'.

Ifsuccessfiil, the command returns OK.

Validate Amount <amount> <time>

The Validate Amount command sends the message "Amount <amount>

OK?" to the terminal, and displays it on the LCD screen. Ifthe individual

confirms the amount by hitting the "yes" (or enter) button, the Amount

Register is set to <amount>. The <amount> value must be a valid number,
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with no control characters or spaces, etc. During prompting, the yes, no,
and cancel buttons are lit. Once prompting is complete, all the fights are
turned ofi‘. ’

Ifthe individual enters "no", then the transaction is canceled.

Enter Amount <time>

The Enter Amount command sends the message "Enter

amount" to the terminal, and also displays it on the LCD screen as well.

The individual must then enter the dollar amount himself. Each character

entered is displayed on the LCD screen. All appropriate buttons are lit. If

the enter button is hit, the Amount Register is set to .be the value entered

on the keyboard. Once entry is complete, all the lights are tinned ofi‘.

Validate Document <name> <time>

The Validate Document command sends the message

"Document <name> OK?" to the terminal, and displays it on the LCD

screen as well. If the individual confirms the document by hitting the "yes"
(or enter) button, the Document Name Register is set to <name>. The

<name> must be printable ASCIL with no control characters, and no

leading or trailing spaces. During prompting, the yes, no, and cancel

buttons are lit. Once prompting is complete, all the lights are turned ofi‘.
Ifthe individual enters "no", the transaction is canceled.

Assign Register <register> <text>

The assign register command sets the designated General

<register> to have the value <text>. This is used to set information such as

the merchant code, the product information, and so on. .

Get Message Key

The Get Message Key command causes the BIA to generate a

56—bit random key to be used by the controlling hardware to encrypt any

message body that the controlling device wishes to add to the message.

That generated key is returned by the BIA in hexadecimal format (known

in the industry). The message key are then added to the biometric—PIC
block.
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Form Message <type=identificationltransactionlaccount access...>
The form message command instructs the BIA to output a

message containing all the information it has gathered. It also checks to

make sure that all the registers appropriate to that specific message <type>
have been set. If all required registers are not set, the BIA returns with an

error. The specific command set software will determine which messages
can be formed by that BIA model; all others will be rejected.

Each message includes a transmission code consisting of the
BIA's unique hardware identification code and an incrementing sequence
number. The transmission code allows the DPC to identify the sending BIA
and to detect resubmission attacks.

The BIA uses the DUKPT key management system to select the

biometric—PIC block encryption 56—bit DES key fi'om the Future Key
Table. This key is then used to encrypt the Biometric—PIC Block using
cipher block chaining (CBC). In addition, a response DES key is also
generated randomly, and is used by the DPC to encrypt the portions ofthe
response that need to be encrypted.

Note: splitting the response key from the biometric—PIC block

key is very important, since each encryption key must be used only within
the context of its own responsibilities. That way, if someone were to break
the key encoding the private code, it would not result in the disclosure of
the biometric—PIC.

The Biometric—PIC block consists of the following fields:
300—byte authorization biometric

4-12 digit PIC

56—bit response key

[optional 56—bit message key]

Note that the message key is only present if the controlling
terminal has requested a message key for this message. It is up to the
controlling terminal to encrypt any message body attached to the

transaction authorization request using the message key._

Once all encryption is complete, the BIA outputs the body of
the appropriate request message (such as a Transaction Authorization
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Request message), terminated by and protected with the Message
Authentication Code (MAC).

The MAC field is calculated using the BIA‘s secret I 12— bit

DES MAC key, and covers all message fields from first to last. The MAC

assures the DPC that nothing in the message has changed effectively

sealing the message, while still allowing the plaintext fields to be inspected
by the controlling terminal.

When the Form Message command is done, the BIA sends the

message "I'm talking to DPC Central" to the terminal as well as displaying
it on the LCD screen, indicating that work is proceeding on the request.

The command returns OK in addition to returning the entire

formed message upon completion ofthe command.

Show Response <encrypted response> <time>

The Show Response command instructs the BIA to use its

current Response Key to decrypt the private code fi‘om the system. ~

After decryption, a chime sounds, and the private code is

displayed on the LCD screen for <time> seconds. At no time does'this

command transmit the decrypted private code to the controlling terminal.

Validate Private <encrypted validation> <time> ,

This command is used by a terminal during a secure network

communications session to ask the individual to validate a message from an

outside source. The message comes encrypted and

challenge, and the response.

in two parts: the

Upon receipt of a Validate Private command, the BIA displays
the text of the challenge message as in "OK <challenge>? " on the LCD

screen, but does not send this to the terminal. When the individual

validates the challenge, the response is encrypted by the BIA using the

Private Session Key, and then returned to the terminal along with the OK

response code. Ifthe individual does not validate the challenge, then the

BIA returns with a "failed" response code, along with the text "transaction

canceled at your request," which is also displayed on the LCD screen.

Note that the terminal is never allowed to see the plaintext of

either the challenge or the response.
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Reset

~ The Reset command instructs the BIA to clear all temporary
registers, the LCD screen, all temporary Key registers, and to turn ofl‘ all

keypad lights that may be on.

Set PIC <value>

This command assigns the BIA's PIC Register to be <value>.

Note that allowing a non—secured device to provide the PIC is a

potential security problem, because non—secured devices are much more
vulnerable to wiretapping or replacement.

Set Account index code <value>

This command assigns the BIA's Account index code Register
to be <value>.

Note that allowing a non—secured device to provide the account

index code is a potential security problem, because non—secured devices

are much more vulnerable to wiretapping or replacement.

Set Title Index Code <value>

This command assigns the BIA's Title Index Code Register to
be <value>.

Note that allowing a non—secured device to provide the Title

Index Code is a potential security problem, because non—secured devices

are much more vulnerable to wiretapping or replacement.

Set Amount <value>

This command assigns the BIA's Amount Register to be
<value>.

Decrypt Response <encrypted response message)

The Decrypt Response command instructs the BIA to use it's

current Response Key to decrypt the encrypted portion of the response

message. Once decrypted, the response is returned to the controlling
device, presumably for display on the ATM terminal's LED screen.
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Note that providing this decryption ability is a security problem,

as once the plaintext leaves the BIA, the terminal has the ability to do with
it what it will.

1.2.2. BIA Software: Support Libraries

The BLA software is supported by several difi‘erent software

libraries. Some of them are standard, generally available libraries, but some
have special requirements in the context of the BIA

1.2.2.1. Random Number Generator

Since the BIA is constantly selecting random DES keys for use

in the message body and message response encryption, it is important that
the keys selected be unpredictable keys. If the random number generator is
based on time of day, or on some other externally—predictable mechanism,

then the encryption keys will be much more easily guessed by an adversary
that happens to know the algorithm. In order to assure the security of the
encryption techniques used in the BIA, it is assumed that both the random

number generator algorithm as well as the encryption algorithms are both
publicly known.

A standard random number algorithm for generating DES keys I

is defined in ANSI X917, appendix C (known in the industry).

1.2.2.2. DSP Biometric Encoding Algorithms

The biometric encoding algorithm is a proprietary algorithm for

locating the minutiae that are formed by ridge endings and bifiircations on

human fingertips. A complete list of minutiae is stored in the DPC as a

reference, while only a partial list is required by the algorithm when

performing a comparison between an identification candidate and a

registered individual.

During both biometric registration as-well as identification, the

encoding algorithm ensures that enough minutiae are found before ending
the biometric input step.
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1.2.2.3. Operating System and Device Drivers '

The BIA is a realtime computing environment, and as such

requires a realtime embedded operating system to mn it. The operating
system is responsible for taking interrupts from devices and scheduling

Each device driver is responsible for the interface between the
operating system and the specific hardware, such as the PIC pad device
driver, or the CCD Scanner device driver. Hardware is the source for
events such as "PIC pad key pressed", or "CCD Scanner scan complete".
The device driver handles such interrupts, interprets the events, and then
takes action on the events. ,

1.2.2.4. DES Encryption Library

There are any number ofDES implementations publicly
available. DES implementations provide a secret key—based encryption
fi'om plaintext to ciphertext, and decryption from ciphertext to plaintext,
using 56—bit secret keys.

1.2.2.5. Public Key Encryption Library

Public Key encryption support libraries are available from

Public Key Partners, holders of the RSA public key patent (known in the
industry). Public Key cryptosystems are asymmetric encryption systems
that allowcommunication to take place without requiring a costly
exchange ofsecret keys. To use a public key encryption system, a public
key is used to encrypt a DES key, and then the DES key is used to encrypt
a message. The BIA uses public key cryptosystems to provide for the
secure exchange of secret keys.

Unfortunately, public key systems are significantly less well
tested than secret—key systems, and as such there is an overall lower level
of confidence in such algorithms. As a result, the invention uses public key
cryptography for communications security and short—lived credential

exchange, and not long—term storage of secrets. Both the end—user
individual and the bank are identified by the DPC to create the network
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credential. The network credential includes the end—user individual's

identification as well as the context of the connection (i.e., the TCP/IP
source and destination ports). .

1.2.2.6. DUKPT Key Management Library

The derived unique key per transaction key (DUKPT)
management library is used to create fixture DES keys given an initial key
and a message sequence number. Future keys are stored in a Future Key
Table. Once used, a given key is cleared from the table. Initial keys are
only used to generate the initial fixture key table. Therefore the initial key
is not stored by the BIA

The use ofDUKPT is designed to create a key management
mechanism that provided a difi‘erent DES key for each transaction, without
leaving behind the trace of the initial key. The implications of this are that

even successfiil capture and dissection ofa given filture key table does not
reveal messages that were previously sent, a very important goal when the
effective lifetime ofthe information transmitted is decades. DUKPT is fully
specified in ANSI X924 (known in the industry).

DUKPT was originally developed to support PIC encryption
mechanisms for debit card transactions. In this environment, it was critical
to protect all transactions. An assumption is made that a criminal records

encrypted transactions for a six month period, and then Captures and
successfirlly extracts the encryption code from the PIC pad. The criminal

could then manufacture one new counterfeit debit card for each message
that had been transmitted over that six month period. Under DUKPT,
however, the criminal's theft and dissection would not allow him to decrypt
previous messages (although new messages would still be decryptable if the
criminal were to replace the PIC pad subsequent to dissection).

In the biometric—PIC situation, the criminal has an even harder

time, as even if messages are decrypted, turning a digital biometric—PIC
into a physical fingerprint is much harder than turning an account
number-PIC into a plastic card, which is one of the significant benefits of
the tokenless system.

Still, if a criminal can decrypt, he can encrypt, which might
allow him to electronically submit a biometric-PIC to the system to
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authorize a fi'audulent transaction. While this is quite diflicult, it is still best
to restrict the options available to the criminal as much as possible, hence
the use ofDUKPT.

1.3. BIA Software Command Sets

1.3.1. BIA Software: Retail Command Set

The BIA/Retail software interface exports an interface that

allows specific retail point of sale terminals to interact with the system.
The BIA/Retail interface is designed to allow the terminal to

perform the following operation:

Transaction Authorization

In order to implement those operations, the BIA/Retail provides the
following command set:

Set Language <language—name>

Get Biometric <time>

Get PIC <time>

Assign Register <register> <value>

Get Account index code <time>

Validate Amount <amount> <timp

Enter Amount <time>

Fcan Message <type>

Show Response <encrypted responsp <tim9
Reset

1.3.2. BIA Software: CATV (Integrated Remote) Command Set

The BIA/CATV software interface exports a command set that

allows terminals integrated with a Phone/CATV BIAs to interact with the
system. The following operation is supported:

Remote Transaction Authorization

‘“ |PR2018-00067
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In order to implement that operation, the BIA/CATV provides the
following command set:

Get Biometric <time>

Set PIC <text>

Assign Register <register> <text>

Set Account index code <text>

Form Message <type>

Decrypt Response <encrypted response message>
Reset

1.3.3. BIA Software: Integrated FAX Command Set

The BIA/Fax software interface exports a command set that

allows terminals integrated with a fax BIA to interact with the system. The
following operations are supported:

Secure Fax Submit

Secure Fax Data

Secure Fax Tracking

Secure Fax Retrieve

Secure Fax Reject

Secure Fax Archive

Secure Fax Contract Accept

7 Secure Fax Contract Reject

Electronic Document Archive Retrieve

In order to implement these operations, the BIA/Fax provides
the following command set:

Get Biometric <time>

Set PIC <text>

Set Title Index Code <text>

Assign Regisrer <register> <value>

Get Message Key
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Form Message <type>

Decrypt Response <enctjrpted response messagv
Reset

1.3.4. BIA Software: Registration Command Set

The BIA/Reg sofiware interface exports an interface that allows

general purpose computers to interact with the system to identify and
register individuals. The following operations are supported:

Individual Identification

Biometric Registration

In order to support those operations, the BIA/Reg provides the
following command set:

Set Language <language—name>

Get Biometric <time> [pn'marylsecondary]
Get PIC <time>

Assign Register <register> <text>

Get Message Key

Form Message (type

Show Response <encrypted response> <time>
Reset

1.3.5. BIA Software: PC Command Set

The BIA/PC SOfi'WflI'e interface exports a command set that

allows general purpose computers to send, receive, and sign electronic

documents, conduct transactions across the network, and provide

biometric—derived credentials to sites on the network. The following
operations are supported:

Electronic Document Submit

Electronic Document Data

Electronic Document Tracking
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Electronic Document Retrieve

Electronic Document Reject

' Electronic Document Archive

Electronic Document Archive Retrieve

Electronic Signature Submission

Electronic Signature Check

Remote Transaction Authorization

Network Credential

Secured Connection

PCT/US96/07185

In order to support those operations, the BIA/PC provides the
following command set:

Set Language <language—name>

Get Biometric <time>

Get PIC <time>

Get Account index code <time>

Validate Amount <amount> <time>

Enter Amount <time>

Validate Document <name> <time>

Assign Register <register> <text>

Get Message Key

Form Message <type>

Show Response <encrypted response> <time>
Validate Private <encrypted validation> <time>
Reset

1.3.6. BIA Software: Issuer Command Set

The BIA/Iss software interface exports an interface that allows
general purpose computers to interact with the system to authenticate and
submit batch change requests. The following operation is supported:

Issuer Batch
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In order to implement this operation, the BIA/Iss provides the
following command set:

Set Language <language—name>

Get Biometric <time> [primaiylsecondaty]
Get PIC <time>

Assign Register <register> <value>

Get Message Key

Form Message <type>

Show Response <encrypted response) <time>
Reset

1.3.7. BIA Software: Internal Command Set

The BIA/Int exports a command set that allows general purpose
computers to interact with the system to identify individuals. The
following operation is supported:

Individual Identification

In order to implement this operation the BIA/Int provides the
following command set:

Set Language <language—name>

Get Biometric <time>

Get PIC <time>

Assign Register <register> <value>

Get Message Key

Form Message <type>

Show Response <encrypted response-2 <time>
Reset

1.3.8. BIA Software: ATM Command Set

The BIA/ATM software interface exports a command set that

allows AM to identify individuals. The following operation is supported:
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Account Access

In order to implement this operation, the BIA/ATM provides
the following command set:

Get Biometric <time>

Set PIC <text>

Set Account index code <text>

Assign Register <register> <value>

Form Message <type>

Decrypt Response <encrypted response message>
Reset

1.4. Terminals

1.4.1. Introduction

The temiinal is the device that controls the BIA and connects to

the DPC via modem, X25 connection, or Internet connection -— methods

well-known to the industry. Terminals come in difi'erent shapes and sizes,
and require difi‘erent versions ofthe BIA to perform their tasks. Any
electronic device, which issues commands to and receives results from the
biometric input device, can be a terminal.

Some terminals are application programs that run on a general

purpose microcomputer, while other terminals are combinations of special
purpose hardware and software.

While the terminal is critical for the functioning of the system as
a whole, the system itself places no trust in the terminal whatsoever.

Whenever a terminal provides information to the system, the system always
validates it in some manner, either through presentation to the individual

for confirmation, or by cross—checking through other previously registered
information. .

While terminals are able to read some parts ofBIA messages in
order to validate that the data was processed properly by the BIA

46

|PR2018—OOO67

Unified EX1002 Page 110

PCTIUS96/07185



IPR2018-00067 
Unified EX1002 Page 111

10

15

20

25

30

35

WO 96136934 PCT/US96/07185

terminals cannot read biometric identification information including the
biometric, the PIC, encryption keys, or account index codes.

‘ Specific BIAs export some security fimctionality to the
terminal, such as PIC entry, and private code display. As a result, such -

. devices are regarded as somewhat less secure than their entirely
self—contained counterparts, and as such have consequently lower security
ratings.

ATM (Automated Teller Machinery)

Integrated BLA/ATM with ATM software load provides
biometric—PIC access to ATM cash dispensers.

BRT (Biometric Registration Terminal) ,
Standard BIA with Registration software load attached to a

microcomputer provides banks with the ability to register new
individuals with the system along with their financial asset accounts and
other personal information.

CET (Certified Email Terminal) V
Standard BIA with PC software load attached to a

microcomputer provides individuals with the ability send, receive,
archive, reject, and track certified email messages.

CPT (Cable-TV Point of Sale Terminal)

BIA/catv with CATV software load attached to the CATV

broadband provides individuals with biometric—television (or "'I’V")
remotes with the ability to authorize television shopping purchases.

CST (Customer Service Terminal)

Standard BIA with Internal software load attached to a

microcomputer system authorizes employees to construct database
requests for the purposes of customer service.

47

, |PR2018-00067

Unified EX1002 Page 111



IPR2018-00067 
Unified EX1002 Page 112

10

15

20

25

30

35

WO 96/36934 PCT/USQ6/07l85

EST (Electronic Signature Terminal)

Standard BIA with personal computer sofiware load attached to

a microcomputer provides individuals with the ability to construct and
verify electronic signatures on documents.

IPT (Internet Point of Sale Terminal)

Standard BIA with personal computer software load attached to

a microcomputer provides individuals with intemet connections the

ability to purchase products from a merchant that is connected to the
Internet.

IT (Issuer Terminal)

Standard BIA with Issuer software load attached to a

microcomputer provides banks with the ability to send batched changes
ofasset accounts to the DPC.

I'I'I‘ (Internet Teller Terminal)

Standard BIA with personal computer software load attached to

a microcomputer with an internet connection provides individuals with

the ability to perform transactions with their favorite Internet Bank.

PPT (Phone Point of Sale Terminal)

BLA/catv with CATV sofiware load integrated with a telephone
provides individuals with the ability to authorize transactions over the

telephone.

RPT (Retail Point of Sale Terminal)

Standard BIA with Retail sofiware load attached to an X25

network or using a modem allows an individual to purchase items using
transaction authorizations in a store.

SFT (Secure Fax Terminal)

BIA/catv with Fax sofiware load integrated with a fax machine

provides individuals with the ability to send, receive, reject archive, and
track secured fax messages.
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1.4.2. Terminal: Retail Point of Sale Terminal

1.4.2.1. Purpose

The purpose of the RPT is to allow individuals to purchase
items at a store without having to use either cash, check, or a debit or
credit card.

The RPT uses a BIA/Retail to authorize financial transactions

from an individual to a merchant. In addition to being used to accept
biometric—PIC authorizations, the RPT provides standard debit and credit
card scanning functions as well.

Note that only the biometric—related transactions are described

in detail here. It is assumed that the RPT will also consist of standard
credit and debit magnetic stripe card readers, as well as optional smart card
readers too.

1.4.2.2. Construction

Each RPT is connected to the DPC by a modem, an X25

network connection, an ISDN connection, or similar mechanism. The RPT

may also be connected to other devices, such as an electronic cash register,
fiom which it obtains the amount of the transaction and the merchant code.

The RPT consists of:

0 an BIA/Retail

- an inexpensive microprocessor

o 9.6 kb modem/X25 network interface hardware

0 merchant identification code number in non—volatile RAM

0 a DTC serial port for connecting to the BIA

o magnetic stripe card reader (known in the industry)
0 ECR (electronic cash register) connection port

0 optional smart card reader (known in the industry)
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1.4.2.3. Identification

Two entities need to be identified for the DPC to respond

positively to an BIA transaction authorization request: the individual, and
the merchant.

The individual is identified by the biometric—PIC, and the

merchant is identified by the DPC, which cross—checks the merchant code

contained in the BIA's VAD record with the merchant code added to the

transaction request by the RPT.

1.4.2.4. Operation

First, the merchant enters the value ofthe transaction into his

electronic cash register. Then, the individual enters his biometric-PIC, his
account index code, and then validates the amount. The RPT then adds the

product information and the merchant code to the BIA, instructs the BIA

to construct the transaction, and then sends the transaction to the DPC

through its network connection (modern, X25, etc).

When the DPC receives this message, it validates the

biometric—PIC, obtains the account number using the index code, and

cross—checks the merchant code in the message with the registered owner
of the BLA Ifeverything checks out, the DPC forms and sends a

credit/debit transaction to execute the exchange. The response fiom the

credit/debit network is added to the private code to form the transaction

response message, which the DPC then sends back to the RPT. The RPT

examines the response to see whether or not the authorization succeeded,
and then forwards the response to the BIA, which then displays the
individual's private code, concluding the transaction.

1.4.2.5. Security

Messages between the RPT and the DPC are secured by
encryption and MAC calculation fi'om the BIA. The MAC allows the RPT

to review the unencrypted parts of the message, but the RPT cannot

change them. Encryption prevents the encrypted part of the message fi'om
being disclosed to the RPT.
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discourage BIA theft. Furthermore, because the RPT adds the merchant
code onto each message, replacing a merchant's BIA with a difi‘erent BIA
is detected by the cross—check performed at the DPC.

1.4.3. Terminal: Internet Point of Sale Terminal

1.4.3.1. Purpose

The purpose of an Internet Point of sale Terminal (IPT) is to
authorize credit and debit financial transactions from an individual at a
computer to a merchant, both ofwhom are on the Internet.

Note that the Internet simply represents a general purpose
network where a merchant, the DPC, and the IPT can all connect to each
other in real time. As a result, this mechanism would work exactly the
same on any other general purpose network.

1.4.3.2. Construction

The IPT consists of:

0 an BIA/PC

o a microcomputer

0 an Internet Shopper sofiware application

. an Internet (or other network) connection

1.4.3.3. Identification

In addition to identifying the individual, the IPT must also
identify the remote merchant who is the counterparty to the transaction.
The merchant must also identify both the DPC and the IPT.

The Internet Shopper program stores the hostname (or other
form of net name) of the merchant from which the purchase is taking place
in order to verify the merchant's identity. Since the merchant registers all
of his legitimate intemet hosts with the DPC, this allows the DPC to
cross—check the merchant code with the merchant code stored under that
hostname to verify the merchant's identity.
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1.4.3.4. Operation

First, the IPT connects to the merchant using the Internet.

Once a connection is established, the IPT secures it by generating and then
sending a Session Key to the merchant. In order to assure that the session

key is protected fiom disclosure, it is encrypted with the merchant's Public

Key using Public Key Encryption. When the merchant receives this

encrypted Session Key, he decrypts it using his Private Key. This process

is called securing a connection through a Public Key Encrypted secret key
exchange.

Once connected, the IPT downloads the merchant code, and

both price and product information from the merchant. Once the individual

is ready to make a purchase, he selects the merchandise he wishes to buy.
Then, the individual enters the biometric—PIC using the BIA/PC, the IPT

sends the merchant code, the product identification information, and the

amount to the BIA, and instructs it to construct a Remote Transaction

Authorization request. Then the IPT sends the request to the merchant via
the secure channel.

The merchant is connected to the DPC via the same sort of

secure connection that the IPT has with the merchant, namely, using Public

Key Encryption to send a secure session key. Unlike the IPT— merchant

connection, however, merchant—DPC session keys are good for an entire
day, not for just one connection.

The merchant connects to the DPC, securing the connection

using the session key, forwarding the transaction to the DPC for validation.

The DPC validates the biometric—PIC, cross—checks the merchant code

contained in the request with the merchant code stored under the hostname

that was sent in the request, and then sends a transaction to the credit/debit

network. Once the credit/debit network responds, the DPC constructs a
reply message including the credit/debit authorization, an encrypted private

code, and the address of the individual, and sends that message back to the
merchant.

Once the merchant receives the reply, it copies the individual's

mailing address out of the reply, makes note of the authorization code, and
forwards the reply message to the IPT.
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The IPT hands the reply to the BIA, which decrypts the private
code and displays it on the LCD screert indicating that the DPC recognized
the individual. The IPT also shows the result of the transaction as well, be
it success or failure.

1.4.3.5. Security

Since the system in general assumes that an adversary inhabiting
the network can hijack network connections at any point, all parties must
have secure communications during their realtime interactions. The main
concern isn’t disclosure of information, but rather insertion or redirection of
messages.

trusted source for the Public Keys. These trusted sources are called
Certifying Authorities, and we assume that such a source will be available
on the Internet in the near future.

1.4.4. Terminal: Internet Teller Terminal

1.4.4.1. Purpose

The Internet Teller Terminal (ITT) is used to identify
individuals for intemet banking sessions. The DPC, the bank's computer
system, and the individual are all connected to the Internet.

communications channel from the ITT to an intemet bank. The second is
providing unimpeachable identity credentials to the intemet bank. Once
both are accomplished, the ITT can provide a secure intemet banking
session. In addition, the BIA's challenge—response verification capability is
used to provide additional security for all high—value and/or irregular
transactions.
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1.4.4.2. Construction

The ITT-consists of:

0 an BIA (standard PC model)

0 a microcomputer

0 an Internet Teller software application

0 an Internet connection

The ITT accepts biometric identification using an BIA/PC

connected to the microcomputer serving as the individual's Internet
terminal.

1.4.4.3. Identification

Both the individual and the bank are identified by the DPC to

create the netvizork credential. The network credential includes the

individual's identification as well as the context of the connection (i.e., the

TCP/IP source and destination ports).

The DPC identifies the bank by cross—checking the code that

the bank sends to the ITT with the bank's hostname that the ITT sends to
the DPC. '

1.4.4.4. Operation

First, the ITT connects to the intemet bank, making sure that

the bank has the computing resources required to handle a new session for

the individual. Ifthe bank has suflicient resources, it sends back the bank
identification code to the ITT.

Once connected, the ITT instructs the BIA to obtain the

biometric—PIC and the account index code from the individual. Then the

ITT adds both the bank's hostname as well as the bank code. Using all this

information, the BIA is then asked to form a network credential request
message which the ITT sends to the DPC via the Internet.

When the DPC receives this message, it validates the biometric—

PIC, obtains the account number using the index code, and makes sure that

the bank code from the message matches the bank code stored under the
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to make sure that the account number returned by the index code belongs
to the bank as well. Ifall checks out, then the DPC creates a network
credential using the individual's account identification the time of day, and
the bank code. The DPC signs this credential using Public Key Encryption
and the DPC's Private Key. The DPC retrieves the bank's public key, and
the individual's private code, and with the credential forms the network
credential response message. The response message is encrypted using the
BIA response key, and is then sent back to the ITT.

Public Key register. Two random session keys are generated by the BIA
The first key, called the Shared Session Key, is revealed in plaintext to the
ITT. The I'l'l' uses this shared session key to secure the connection with
the bank.

The other session key, called the Private Session Key , is not
shared with the ITT. It is used for the BIA's challenge—response
mechanism, a mechanism that allows the bank to obtain specific validation
for non-routine transactions straight fi'om the individual, without involving
the (untrustworthy) I'I'I'.

After receiving the Shared Session Key, the ITT asks the BIA
to form a Secure Connection Request message, which includes both
session keys and the network credential, and are all encrypted with the
bank's public key. The I'I'I‘ then sends the Secure Connection Request
message to the bank.

When the bank receives the request message, it decrypts the

credential using the DPC's public key. Ifthe network credential is valid
and has not expired (a credential times out after a certain number of

high—value transactions, the bank may wish to ask the individual to validate
those transactions for extra security. To do so, the bank sends a
challenge-response message encrypted with the Private Session Key to the
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ITT, which forwards that challenge—response message to the BIA. The
BIA decrypts the message, displays the challenge (usually of the form
"Transfer of $203 1.23 to Rick Adams OK?"), and when the individual

validates by hitting the OK button, the BIA re—encrypts the response with
the Private Session Key and sends that message to the ITT, which forwards
it to the bani; validating the transaction.

1.4.4.5. Security

The system makes use of public key cryptography to both
provide credentials and to secure communications between the ITT and the
bank.

For this mechanism to function properly, the bank must know

the DPC's public key, and the DPC must know the bank's public key. It is
critical to the security ofthe system that both parties keep the respective
public keys secure from unauthorized modification. Note that public keys
are readable by anyone, they just cannot be modifiable by anyone. Of

course, any session or secret keys must be kept secure fi'om observation,
and those secret keys must be destroyed after the session has ended.

The extra validation step for non-routine transactions is

necessary because ofthe relative difliculty involved in securing personal
computer applications on the Internet due to viruses, hackers, and

individual ignorance. Banks should probably restrict routine money
transfers available to ITT's to include only money transfers to well-known

institutions, such as utility companies, major credit card vendors, and so
on.

1.4.5. Terminal: Electronic Signature

1.4.5.1. Purpose

The electronic signature terminal (EST) is used by individuals

to generate electronic signatures that cannot be forged for electronic

documents. The EST either allows individuals to sign electronic

documents, or verifies electronic signatures already on such documents.
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1.4.5.2. Construction

The EST consists of:

0 an BIA/PC

- a microcomputer

I a message digest encoder algorithm

' a modem, an X25 connection, or an Internet connection

O an electronic signature software application

The EST uses an BIA/PC attached to a microcomputer, with
events controlled by an electronic signature software application.

1.4.5.3. Identification

To create a digital signature without using some sort of

public/private keyed token, three things need to be done. First, the

document to be signed needs to be uniquely identified, the time ofday
needs to be recorded, and the individual performing the signature needs to

be identified. This links the document, the individual, and the time, creating
a unique time stamped electronic signature.

1.4.5.4. Operation

First the document to be signed is processed by a message
digest encoding algorithm that generates a message digest code. One such
algorithm is the MDS algorithm by RSA, which is well known in the

industry. By their nature, message digest algorithms are specifically
designed so that it is almost impossible to come up with another document
that generates the same message digest code.

Then, the individual enters his biometric—PIC using the BIA, the
message digest code is handed to the BIA, the name ofthe document is

added, and the resulting Digital Signature request message is sent to the
DPC for authorization and storage.

When the DPC receives the request, it performs a biometric

identity check and once the individual is verified, it collects the message
digest encoding, the individual's biometric account number, the current
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time of day, the name of the document, and the identification ofthe BIA

that gathered the signature, and stores them all in the Electronic Signatures
Database (BSD). The DPC then constructs a signature code text string
that consists of the BSD record number, the date, the time, and the name of

the signer, and sends this signature code along with the individual‘s private
code back to the EST.

To check an electronic signature, the document is sent through
the MDS algorithm (known in the industry), and the resulting value

together with the electronic signature codes are given to the BIA along
with the requesting individual's biometric—PIC, and the message is sent to

the DPC. The DPC checks each signature for validity, and responds as
appropriate.

1.4.5.5. Security

The BIA doesn't encrypt any of the data relating to electronic

signatures, so document titles along with specific MDS values are sent in

plaintext. The same situation holds true for signature validations.

Thus while signatures cannot be forged, some of the details

(including document names) are vulnerable to interception.

1.4.6. Terminal: Certified Email Terminal

1.4.6.1. Purpose

The purpose ofthe Certified Email Terminal (CET) is to

provide individuals a way of delivering electronic messages to other

individuals in the system while providing for identification of sender,

verification of both receipt and recipient, and assuring confidentiality of
message delivery.

The CET uses a BIA/PC to identify both the sender and the

recipient. Security is established by encrypting the message, and then by
encrypting the message key using the sender’s BIA during the upload, and

then decrypting the message key using the recipient's BIA during the
download.
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1.4.6.2. Construction

Both the transmitter and the recipient CET consists of:
o a BIA

- a microcomputer

0 a modem, an X.25 connection, or an Internet connection
0 the ability to receive email

0 a certified electronic mail application

A CET is actually a microcomputer with an electronic mail
application and a network connection which invokes the BIA to generate
biometric—PIC authorizations to send and receive certified electronic mail.

1.4.6.3. Identification

In order to guarantee delivery of the message, both sender and
recipients must be identified.

The sender identifies himselfusing his biometric-PIC when he
uploads the message to the DPC. Each recipient the sender wishes to send
the document to is identified either by biometric account identification
number, or by fax number, and extension. In order for a recipient to
download the message, he identifies himselfusing his biometric—PIC. This
procedure resembles a person-to—person telephone call.

1.4.6.4. Operation

5 Message delivery starts with an individual uploading a
document or message, and identifying himselfusing his biometric—PIC.
The individual then verifies the name of the document, and the email
message is encrypted and uploaded.

identification code that can be used to request the current delivery status of
the document to each of the recipients.

The DPC sends an electronic mail message to each recipient,
notifying them when a certified message has arrived.
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Once the recipient receives the notification, the recipient may at
his leisure either choose to accept or refuse that message or a group of
messages by submitting his biometric—PIC and having it validated by the
DPC.

Once successfully transmitted to all recipients, a document is

removed after a predetermined period, generally 24 hours. Individuals

wishing to archive the document, along with an indication of all of the

individuals to whom the message was sent may submit message archival
requests prior to the deletion of the message.

1.4.6.5. Security

In order to efi‘ect the secure aspect of the transmission, the

document is protected from disclosure en route. The CET accomplishes
this using the 56—bit Message Key generated by the BIA. Since the BIA

takes responsibility for encrypting the Message Key as part of the
biometric—PIC, the encryption key is securely sent to the DPC.

When an individual downloads the message, the message key is
sent encrypted along with the private code, to allow the recipient to

decrypt the message. Note that it is fine to have all recipients have this
message key, as they all receive the same message.

As with the HT, individuals must take care to secure their CET
application software from surreptitious modification, as a modified CET

can send any document it wishes to once the individual validates the
document name.

1.4.7. Terminal: Secure Fax Terminal

1.4.7.1. Purpose

The purpose of the secure fax terminal (SFT) is to provide

individuals a way of delivering fax messages to other individuals in the

system while providing for identification of sender, verification of both

receipt and recipient, and assuring confidentiality of message delivery.
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Each SFT uses an integrated BIA/catv to identify both the
sender and the recipient. Communications security is accomplished
through encryption.

1.4.7.2. Construction

Both the transmitter and the recipient SF’I‘ consists of:
c an BLA/catv

o a fax machine

0 optional ISDN modem

A SFT is a fax machine connected to the DPC via a modem.
The system treats faxes as just another type of certified electronic mail.

1.4.7.3. Identification

There are several difi‘erent levels of security for secure faxes,
but in the most secure version, the identity of the sender and all recipients
is verified.

The sender identifies himselfusing his biometric—PIC and title
index code when he sends his message to the DPC. To pick up the fax,
each recipient listed identifies himselfl again using biometric— PIC and title
index code.

In addition, the receiving site is identified by phone number.
This phone number is registered with the DPC. For secured— confidential
faxes, each recipient is identified with the phone number and the extension.

1.4.7.4. Operation

There are five basic types of faxes that an SFT can send.

1. Unsecured Faxes

Unsecured faxes are equivalent to a standard fax. The sender
enters the phone number of the recipient site, and sends the fax. In this

case, the sender remains unidentified, and the fax is sent to a given phone
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number in the hopes that it will be delivered to‘the proper recipient. An
.SFT marks the top line on all such unsecured faxes prominently as being
"UNSECURED". All faxes received fi'om non— SFI‘ fax machines are
always marked as being unsecured.

H. Sender—Secured Faxes

In a sender—secured fax, the sender selects the "sender—

secured" mode on the fax machine, enters their biometric-PIC followed by
10 their title index code. The fax machine then connects to the DPC, and

sends the biometric—PIC information. Once the DPC verifies the

individual’s identity , the individual then sends the fax by feeding the
document into the fax scanner. In this case, the fax is actually sent to the
DPC, which stores the fax digitally. Once the entire fax arrives at the DPC,

15 the DPC commences sending the fax to each destination. labeling each
page with the name, title, and company ofthe sender, along with the
banner of "SENDER—SECURED" at the top of each page.

III. Secured Fax
20

In a secured fax, the sender selects the "secured" mode on the

fax machine, enters their biometric-PIC followed by their title index code,
and then enters the phone numbers ofthe recipients. Once the system
verifies the sender's identity and each ofthe recipients phone numbers, the

25 individual then sends the fax by feeding the document into the fax scanner.
The fax is then sent to the DPC, iwhich stores the fax digitally. Once the
entire fax arrives at the DPC, the DPC sends a small cover page to the
destination indicating the pending secured fax, the sender's title and

identity, as well as the number of pages waiting, along with a tracking
30 code. This tracking code is automatically entered into the memory ofthe

recipient's fax machine.

To retrieve the fax, any employee of the recipient company
can select the "retrieve fax" button on his fax machine, select Which

pending fax to retrieve by using the tracking code, and then enter

35 biometric-PIC. If the fax is unwanted, the individual may press the “reject
fax" button, though he must still identify himself to the system in order to
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do this. Once validated as a member of the company, the fax is then
downloaded to the recipient's fax machine. Each page has "SECURED" on
the top of each page, along with the sender‘s identity and title information.

TV. Secured Confidential Fax

In a secured—confidential fax the sender selects the

"secured—confidential" mode on the fax machine, enters his biomenic- PIC
followed by his title and index code, and then enters the phone number and
system extension of each recipient. Once the DPC verifies the sender‘s
identity and each ofthe recipients phone numbers and extensions, the
individual then sends the fax by feeding the document into the fax scanner.
The fax is sent to the DPC, which stores the fax digitally. Once the entire
fax arrives at the DPC, the DPC sends a small cover page to each
destination indicating the pending secured— confidential fax, the sender's
title and identity, the recipient's title and identity, as well as the number of
pages waiting, along with a tracking code. This tracking code is
automatically entered into the memory ofthe recipient's fax. However, the
only individual that can retrieve the fax is the individual whose extension
code is indicated.

This individual selects the "retrieve fax" button, selects the
pending fax to retrieve, and then enters his biometric—PIC. Once validated
as the recipient, the fax is then downloaded to the recipient's fax machine.
Each page has "SECURED—CONFIDENTIAL" on the top ofeach page,
along with the sender's title and identity information.

V. SecuredConfidential Contract Fax

This fax is processed identically to the secured— confidential fax
in terms ofthe actual delivery ofthe fax to the recipients, except that the
fax is titled "contract" instead of secured— confidential. In addition, the
DPC automatically archives contract faxes. Any recipient may accept or
reject the contract through the SET subsequent to receiving the contract
fax. Hence with the option, the DPC performs the role of an electronic
notary.
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Any fax that is sent to the system and then forwarded to the
recipient may be sent to any number of recipients without tying up the
sending fax machine. Additionally, the tracking number of any fax sent is
entered into the memory of the fax machine; a status report on any ongoing
fax can be generated at the sending machine by selecting the "status"
button and then selecting the particular fax pending tracking code. The
DPC issues a report that is immediately sent to the sending fax machine
detailing the state of the sending for each recipient.

Wth any seemed or secured—confidential fax, an option exists
for either the sender or one ofthe recipients to archive the fax (along with
the specifics as to who sent and received the fax) for future reference. To
this end, any secured fax is retained for some time period (Le, 24 hours)
following successful delivery. An archival tracking code is returned to the
individual whenever an archive is requested. This archival code is used to
retrieve faxes and fax status reports archived with the system.

Archived faxes are placed on read—only secondary storage after
some time period (i.e., 24 hours). Retrieving an archived fax requires
human intervention, and may take up to 24 hours to per-Form.

1.4.7.5. Security

The SFT system works hard to assure the recipient of the
sender's identity, and it works just as hard to assure the sender that the
recipient aetually acknowledged receipt of the document.

between the sender and recipient, the fax terminal encrypts the fax using
the Message Key facility provided by the BIA Since the BIA takes

responsibility for encrypting the Message Key as part of the biometric—PIC,
the encryption key is securely sent to the DPC.

When an individual receives a secured fax ofany type, the
message key is sent encrypted along with the private code, to allow the

recipient to decrypt the message. Note that it is fine to have all recipients
have this message key, as they all receive the same message.

|PR2018—OOO67

Unified EX1002 Page 128



IPR2018-00067 
Unified EX1002 Page 129

10

15

20

25

35

WO 96136934 PCT/US96/07185

1.4.7.6. Notes

Sending secured faxes is very similar to sending electronic mail,
and reuses much ofthe same software.

It is possible to construct fax terminals that do not have
integral BIA/fax devices but that have a port suitable for attaching an
external BWpc and software appropriate for using the BIA

1.4.8. Terminal: Biometric Registration Terminal

1.4.8.1. Purpose

The purpose ofthe Biometric Registration Terminal (BRT) is to
register new individuals including their biometric—PIC, mailing address,
private code, electronic mail addresses, a list of titles and title index codes
used to send and receive electronic messages and faxes, and a list of
financial asset accounts and account index codes that they can access, all
using their biometric-PIC.

The objective ofthe enrollment process is to obtain personal
information from an individual at the location ofa responsible institution
where that information can be validated. This includes, but is not limited to
retail banking outlets, and corporate personnel departments. Each

employees who have been authorized to perform registrations. Each
employee is accountable for each individual registered.

1.4.8.2. Construction

0 - an microcomputer and screen, keyboard, mouse
0 an BIA/Reg _

o 9.6 kb modem/X25 network connection (know in the industry)
0 a biometric regiStration sofiware application

The BRT uses an attached BIA/Reg for biometric entry, and is
conneCted to the system by a 9.6kb modem or an X.25 network connection
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(known in the industry), Biometric registration terminals are located in

places that are physically secure such as retail banking outlets.

1.4.8.3. Identification

Three entities need to be identified for the DPC to respond

positively to an BIA/Reg registration request: the registering employee,
the institution, and the BIA/Reg. The employee must have been authorized
to register individuals for that institution.

to The institution and the BIA are identified by cross—checking the
owner ofthe BIA with the institution code set by the BRT. The employee

identifies himself to the system by entering his biometric— PIC upon
starting the registration application.

The institution uses its standard customer identification

15 procedure (signature cards, employee records, personal information, etc)
before registering the individual on the system. It is important for the

institution to verify individual identity as assiduously as possible, since the

registering individual will be empowered to transfer money fi'om those
accounts at will, and/or send electronic messages using the name of the

20 company.

1.4.8.4. Operation

During registration, the individual enters both a primary and

25 secondary biometric. The individual must use both index fingers; if the
individual is missing index fingers, the next inner—most finger may be used.
Requiring specific fingers to be used allows the prior fi'aud check to work.

The individual is encouraged to select a primary and a

secondary finger; the primary finger is given preference during the DPC

30 identity check, so the individual should present the most—often used finger
as the primary. Of course, the DPC could choose to alter the designation
ofprimary and secondary biometrics based on operations if it turns out to
be important to do so.

As a part of the biometric encoding process, the BIA/R

35 determines if the individual has entered "a good print." Note that there are

some individuals whose jobs result in the accidental removal of their
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fingerprints, such as individuals who work with abrasives or acids.
Unfortunately, these individuals cannot use the system. They are detected
at this stage in the process and informed that they cannot participate.

The individual selects a PIC of from four to twelve digits Born a

biometric comparison algorithm) , and that the individual being registered

A PIC ofO allows the system to assign a PIC to the individual.
The individual constructs a confidential private code consisting

ofa word or phrase. If the individual does not wish to construct one, a
private code will be constructed randomly by the terminal.

This list describes which account index code points at which account (i.e. 1
for debit, 2 for credit, 3 for emergency debit, etc). Note that this can only
occur if the registering institution is a banlg and only if the accounts are
owned by that particular banking institution.

Even afier registration, an individual is not actually able to
perform operations using the system until a prior fi'aud check is completed.
This generally takes a few minutes, but during times of high load, it takes
up to several hours. Only if the system finds no instance ofprior fraud is
the individual's account activated. '

1.4.8.5. Security

If an individual is found to have defrauded the system even
once, the DPC institutes a database—wide involuntary biometric database
search for the criminal. Several of these are performed each night, so
individuals who are particularly wanted by the system are winnowed out of
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the database by using atime consuming process during conditions of light
activity.

The employees performing the registration operation identify
themselves using biometric—PIC only when initially activating the
registration system. This is a convenience for the employee, but a possible
security problem for the system, as unattended or "temporarily borrowed"
BRTs could be the source for fraud. As a result, the registration
application exits afier a predetermined period ofno activity.

1.4.9. Terminal: Customer Service

1.4.9.1. Purpose

The purpose ofthe customer service terminal (CST) is to

provide internal DPC support personnel access to the various aspects of
the system databases. Support people need to answer inquiries by
individuals, issuers, institutions, and merchants that are having trouble with
the system.

1.4.9.2. Construction

The CST consists of:

' a microcomputer

0 an BIA/Int

0 ethemet/token ring/FDDI network interface

. a database examination and modification application

Each CST is connected to the system via a high speed local area

network connection such as token ring, ethemet, fiber (FDDI), etc. Each

CST has the capability to query each ofthe databases, and display the
results of these queries. However, the CST only displays fields and records

based on the privilege ofthe individual terminal user. For instance, a
standard customer service employee won't be able to see the encryption
code for a given BIA's VDB record, though they can see which merchant
or individual currently owns that BIA
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1.4.9.3. Identification

For the CST to allow access to the database, the individual and the BIA
must be identified by the system. In addition, the individual's privilege level
must also be determined, so that the database can restrict access
appropriately.

1.4.9.4. Operation

An individual using a CST starts a session by providing
identification by entering their biometric—PIC. The BIA constnicts an
Identification Request message, and send it to the DPC for verification.
Once the system verifies the individual, the CST application can operate
normally, though limited by the individual's previously assigned DPC
privilege level.

1.4.9.5. Security

For security purposes, the DPC will terminate a connection to
the CST application after a predetermined idle time period.

It is important that the database application cannot be modified
in any manner; either deliberately, or through an unintentional introduction
ofa virus. To that end, individual CSTs do not have any floppy drives or
other removable media. Furthermore, read access to the database
application executable is strictly limited to those with a need to know.

> In order to protect the communications between the CST and

the database from surreptitious modification or disclosure, the CST
encrypts all trafic between the CST and the database. To do this, the CST
generates a session key that is sent to the server during the login session
with the system. This session key is used to encrypt and decrypt all
communications with the DPC that occur during the period.

Even assuming secure communications and no modified

database applications, the DPC makes certain that DPC data fields that are
not accessible to the individual operating the CST are not sent to the CST's

database application. Likewise, at no time do any CST personnel have
access to or permission to modify individual biometric information.
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The DPC and the support center can be co—located, or because
ofthe fairly tight security surrounding the CST itself, the support center
can be split off on its owu.

1.4.10. Terminal: Issuer Terminal

1.4.10.1. Purpose

The purpose ofthe issuer terminal is to allow employees at
issuing banks to submit batch asset account modification operations to the
DPC in a secure and identifiable manner.

1.4.10.2. Construction

The IT consists of:

0 a microcomputer

- a modern, X25 network, or Internet connection to the system
0 an BIA/Iss

0 a network connection to the bank's internal network

The Issuer Terminal uses an issuer BIA to authorize mass
additions and deletions of financial asset information.

1.4.10.3. Identification

. In this operation, the bank must be identified, a properly-
authorized bank employee must be identified, and all of the individuals
whose asset accounts are being added or removed must also be identified.

The bank is responsible for identifying the individuals who wish
to add their accounts at that bank to their asset account list. As in

biometric registration, this is done by the bank using signature cards and
personal information. The DPC identifies the bank by cross—checking the
issuer code submitted by the IT with the issuer code registered in the VAD
record ofthe BIA/Iss. A biometric—PIC is used to identify the bank
employee actually submitting the batch.
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1.4.10.4. Operation .

In order to add a financial asset account, an individual gives his
biometric identification number to the bank (the identification number is

given to the individual during the initial biometric registration step) along
with the accounts that are to be added. After the individual is properly
identified, this identification code and account list are forwarded to the IT
for subsequent batch submission to the system.

Whenever deemed appropriate by the bank, an authorized

individual at the bank instructs the IT to upload the batched account
additions/deletions to the DPC. To do this, the authorized individual enters
his biometric—PIC, the IT adds a session key, adds the bank's issuer code,
and from that the BIA/Iss constnrcts an Issuer Batch Request message that
the IT then forwards to the DPC. The IT encrypts the batch using the
message code, and then sends that as well.

When the system receives the Issuer Batch Request, it validates
that the BIA is an BIA/Iss, that the BIA/Iss is registered to the bank
claimed by the issuer code, and that the individual identified in the
biometric—PIC is allowed to submit batch requests to the DPC for that
bank. If so, the DPC processes all the requests, keeping track of errors as

required. Once done, the DPC returns the individual's private code, along
with an encrypted batch containing any errors that occurred during
processing.

1.4.10.5. Security

Securing this transaction is critical for the security of the
system. A criminal intent on fiaud need only find a way to add other

people's accounts to his biometric identification code and can then commit
Band at will. Eventually the criminal is caught, and purged from the

Cross—checking the bank with the BlA/Iss means that both the

IT and the BIA must be compromised to submit false add/delete messages
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to the DPC. Thus, the bank must ensure that the IT is physically secure,
and that only authorized individuals are allowed to access it.

Requiring an individual to submit the batch provides for a
responsible human to be "in the loop" whose job it is to make sure that

, proper bank security measures have been followed in the construction and
submission ofthe batch.

1.4.11. Terminal: Automated Teller Machinery

1.4.11.1. Purpose

The purpose of the biometric ATM is to provide individuals

access to cash and other ATM functions without having to use an
Interbank card. It does this by submitting a biometric-PIC and an account
index code and retrieving a bank account number. For users of the

system, this replaces the Interbank card (known in the industry) + PIC
mechanism as a method for identifying the account and authorizing the
individual. It is assumed that all ATMs still continue to accept Interbank
cards.

1.4.11.2. Construction

0 a standard ATM

0 an integrated BIA/ATM (scanner only)
0 a connection to the DPC

The biometric ATM uses an integrated BIA/ATM to identify
individuals and allow them access to financial assets using a biometric—PIC

and an account index. An BLA/ATM is installed into the ATM making use
ofthe ATM's current PIC pad for PIC and account index code entry. The
ATM is connected to the system using X25 or modem.

The BIA/ATM is stmctured in such a way as to make

integration with an existing ATM network as simple as possible. This

results in a compromise between security and ease of integration.
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1.4.1 1.3. Identification

Three entities need to be identified for the DPC to respond
properly to an BIA/ATM account request: the individual, the banlg and the
BIA/AIM.

The bank is identified by cross—checking the A'I'M‘s stored bank
code with the BIA/ATMs bank code. The BIA/ATM is identified by
successfully locating the BIA/ATM in the VAD, and the individual is
identified through the standard biometric-PIC.

1.4.11.4. Operation

To access an ATM, an individual enters their biometric- PIC
into the BIA along with the account index code. The BIA forms an
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from the individual. This is less secure than if the BIA were performing the
operation, but as ATMs are generally physically robust, it can probably be
called a wash.

1.4.11.6. Notes

It is between the bank and the individual to specify the behavior
ofan ATM when the individual indicates he is performing a transaction
under duress. A particular bank may choose to limit access, or alter
balance information, or a false screen may be displayed. A false screen is a
display ofdata which has been intentionally pre—determined to be

inaccurate such that a coercing party will not illegally obtain accurate data
about an individual's financial assets. It is beyond the scope ofthe invention
to specify the precise behavior of an ATM under these circumstances.

1.4.12. Terminal: Phone Point of Sale Terminal

1.4.12.1. Purpose

The purpose of the phone point of sale terminal (PPT) is to

authorize credit or debit financial transactions from an individual using a
specially—equipped telephone to make a purchase from a merchant.

1.4.12.2. Construction

The PPT consists of:

0' an BIA/catv

- a rapid—connect digital modem [see the VoiceView patent
(known in the industry)]

0 a telephone (keypad, earpiece, microphone)
- a microprocessor

I a DSP'(digital signal processor)

0 a standard telephone line
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The PPT accepts biometric identification using an BIA/catv
connected to and integrated with a cordless, cellular, or standard
telephone. '

1.4.12.3. Identification

In order for the DPC to authorize a transaction, both the
individual and the merchant must be identified.

To identify an individual, biometric—PIC identification is used.
To identify a phone-order merchant, the merchant and all his

phone numbers that individuals will call are registered with the DPC. Thus
when an individual submits an authorization, he also submits the phone
number he called, which is then cross—checked with the merchant's listed
phone numbers.

1.4.12.4. Operation

Individuals call merchants that are selling their wares through
paper catalogs, newspapers, magazines, or other basic print media

mechanisms. The PPT uses a special modem that shares the telephone
voice line to exchange digital information with the merchant.

Each time the individual makes a phone call, the PPT keeps
track of the phone number that was typed by the user, in case the individual
decides to make a purchase. A DSP is used to deteCt dialtone, ring,
connection, and so on, in order to tell what the actual phone number
entered was, as distinct from extensions, or the navigation ofphone
message systems, and so on.

Once a call is placed to a merchant, the salesman for the
merchant digitally dowriloads all the relevant information to the PPT

including product, price, and the merchant code. Note that when in
operation, the modem disconnects the speaker.

When the product information is dowuloaded, the PPT then

prompts the individual for the biometric—PIC, the account index code, and
then asks the individual to validate the purchase amount. Then the phone
number and the merchant code are added. and the message is encrypted.
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The rapid—connect modem is again engaged to send the authorization
information to the merchant.

When the merchant receives the authorization information, the

merchant verifies that the price and product information are correct, and
then forwards the transaction to the DPC using a secured communications

channel using either the Internet or some other general purpose network.
The connection to the DPC is secured using Public Key Encryption and a
secret key exchange.

Upon receiving and decrypting a phone authorization, the DPC

checks the phone number against the merchant code, validates the

biometric—PIC, and then sends the transaction to the credit/debit network

for authorization. If authorization succeeds, the DPC appends the buyer’s
address to the response message and sends the response to the merchant.

The merchant receives the response from the DPC, copies the

mailing address, and forwards the message to the individual again via a
brief session with the rapid—connect modem. When the transmission to the

IPT is complete, a chime sounds, the modem disconnects, and the

individual's private code. (decrypted by the BIA) is displayed on the LCD

screen. The merchant's sales rep confirms that the individual's mailing

address is valid; if so, the call is terminated and the transaction is complete.

1.4.12.5. Security

One of the security concerns about phone transactions is the

security of the phone system itself. Apart from the biometric identification,
the central problem is making sure that the number the individual called

actually reaches the merchant in question.

Note that the communications link between the PPT and the

merchant isn't secured, so a purchase authorization from an individual to a
merchant could be intercepted. However, no financial benefit would result

from this, so it is not deemed to be important.

The security of a PPT is relatively low by necessity of price,

weight, and because of the problems inherent in splitting the responsibility
ofPIC entry and private code decryption and presentation.
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1.4.13. Terminal: Cable-TV Point of Sale

1.4.13.1. Purpose

The purpose of the CATV point of sale terminal (CPT) is to
authorize credit or debit financial transactions from an individual in front of
his television (or "TV") set to a merchant who is presenting objects for sale
on television.

1.4.13.2. Construction

The CPT consists of:

0 a BIA/catv

0 a television remote control with integrated BIA/catv

o a Cable-TV digital signal decoder

0 a Cable-TV remote control reader

0 an on—screen display mechanism

0 I access to a Cable-TV broadband two—way communications
channel

The CPT accepts biometric identification using an BWcatv that
is integrated with the television's remote control device. Theremote
control communicates with a television top box that itself communicates
with the broadband cable television network. The terminal consists of the
television remote logic that communicates with the BIA, as well as the
television top box that communicates over the cable broadband network.

1.4.13.3. Identification

In this transaction, the merchant and the individual must both be
identified to execute the transaction.

The individual is identified by the biometric—PIC.

The merchant is identified by a merchant credential, created by
the CATV broadcaster at the time the product is shown on television.
Each product broadcast has a merchant—product credential consisting of a
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Key Encryption and the CATV network broadcaster's private key. This
merchant—product credential can only be generated by the network
broadcaster. I

1.4.13.4. Operation

As a television advertisement, an infomercial, or a home

shopping channel displays a product, the Cable television network also

broadcasts simultaneous digital information that describes a short

description, price, as well as the merchant—product credential. This digital
information is processed and temporarily stored by the CPT, ready to be
accessed by the individual when a decision to purchase is made.

To buy something that is currently being displayed, the

individual selects the on—screen display function ofthe special television
Remote, which instructs the CPT to display text information on the screen

regarding the currently viewed product.

The individual is first prompted for the number of the items he

wishes to buy through the on-screen display. Then he is prompted to enter
his Biometric—PIC, and his account index code. Once he verifies that the

final purchase price is okay, the product, price, merchant code,

merchant—product credential, and channel number along with the
Biometric-PIC are used to consrruct a Remote Transaction Authorization

request message. The request is sent to the merchant for authorization by
way of the Cable—television broadband two—way communications channel.

Note that each merchant that desires to sell products in this

manner must have the ability to receive order information using the
broadband Cable television network.

Upon receipt of the authorization request, the merchant submits

it to the DPC using a secured Internet connection or an X25 connection.

Ifthe DPC-authorizes the transaction, it constructs an

authorization response that includes the current mailing address of the

individual in addition to the authorization code, and the encrypted private
code. Once the merchant receives the authorization, he copies the

authorization and the mailing address, and then forwards the authorization

back to the CPT, who then displays the private code to the individual,
terminating the transaction.
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1.4.13.5. Security

This architecture does not allow criminals to replay messages
intercepted from the Cable'I'V broadband, but they are able to read parts of
them. If this is not desirable, then the messages may be encrypted using an
optional CATV Center's public key, or other "link level" encryption
between the CATV set-top box (known in the industry) and the CATV
local oEce.

To secure a connection between a merchant and the DPC, the
connection uses a session key changed daily that has been previously
exchanged using a public key encryption key exchange system.

1.5. System Description: Data Processing Center

1.5.1. Introduction

The Data Processing Center (DPC) handles financial transaction

authorizations and individual registration as its main responsibilities. In
addition, the DPC provides storage and retrieval for secure faxes,
electronic documents, and electronic signatures.

Each DPC site is made up of a number of computers and

databases connected together over a LAN (known in the industry) as
illustrated in the DPC Overview Figure (number"). Multiple identical
DPC sites ensure reliable service in the face of disaster or serious hardware
failure at any single DPC site. Furthermore, each DPC site has electrical
power backup and multiple redundancy in all of its critical hardware and
database systems.

DPC components fall into three categories: hardware, software,
and databases. Below is a short description, by category, of each

component. More detailed descriptions appear in the following sections.

79

|PR2018—OOO67

Unified EX1002 Page 143

PCT/U596/071 85



IPR2018-00067 
Unified EX1002 Page 144

10

15

20

25

30

35

WO 96/36934 PCT/US96/07 185

1.5.1.1. Hardware .

FW Firewall Machine: the entry point ofthe DPC site.

GM Gateway Machine: the system coordinator and message
processor.

DPCLAN DPC Local Area Network: connects the DPC sites

1.5.1.2. Databases

IBD Individual Biometric Database: identifies

individuals from their biometric and PIC code.

PFD Prior Fraud Database: lists individuals who have

defrauded the system and can check if a biometric

matches any ofthese individuals.

VAD Valid Apparatus Database: stores information

required to validate and decrypt BIA messages.

AOD Apparatus Owner Database: stores information

about the owners ofBIA devices.

ID Issuer Database: identifies issuing banks that

‘ participate with the system.

AID Authorized Individual Database: stores the list of

individuals allowed to use personal or issuer BIA
devices.

RMD Remote Merchant Database: stores information

necessary to process transacrions with telephone and

cable television merchants.
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EDD Electronic Document Database: stores electronic

documents, such as faxes and electronic mail, for
retrieval by authorized individuals.

ESD Electronic Signature Database: stores electronic

document signatures for verification by a third party.

1.5.1.3. Software

MPM Message Processing Module: handles the processing of each
message by coordinating with the other software modules and

databases required to perform the message‘s task.

SNM Sequence Number Module: handles DUKPT sequence number
processing.

MACM Message Authentication Code Module: handles MAC

validation and generation.

MDM Message Decrypt Module: handles encrypting and decrypting of
BIA requests and responses.

PGL PIC Group List: handles the lookup ofPIC groups by PIC and
the configuration of database elements that depend on the list of
PIC groups.

IML IBD Machine List: handles the lookup of the main and backup
database machines dedicated to holding IBD records for a
given PIC group.
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1.5.1.4. Terminology

When defining database schema, the following terminology is
used for describing field types:

int<X> an integral type using <X> bytes of storage
char<X> a character array of <X> bytes

text a variable length character array

<type>[X] a length <X> array of the specified type.
time a type used for storing time and date

biometric a binary data type used for storing the biometric
fax a binary data type used for storing fax images

When describing database storage requirements, the term
"expected" means the expected condition of a fitlly loaded system.

1.5.2. Protocol Description

Terminals accomplish their tasks by sending request packets to
a DPC site. The DPC site sends back a reply packet containing the status
on the success or failure ofthe request.

Communication is via a logical or a physical connection-

on'ented message delivery mechanism such as X25 connections, TCP/IP
connections, or a telephone call to a modern bank. Each session holds the
connection to the terminal open until the DPC sends its response back to
the terminal.

I The request packet contains a BIA message part and a terminal
message part:

BIA message part

protocol version number

message type

4—byte BIA Identification

4—byte sequence number

<message specific data>

Message Authentication Code (MAC)
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Terminal message part

<terminal specific data>

The BIA message part is constructed by an BIA device. It

includes one or two biometrics, a PIC, authorization amounts, and the
contents of the general registers which are set by the terminal. Note: the

MAC in the BIA message part only applies to the BIA part and not to the
terminal part.

A terminal may place additional data for the request message in
the terminal message part. The BIA provides a message key to allow the
terminal to secure the terminal part data. The BIA automatically includes
the message key in the packet's encrypted biometric—PIC block when

necessary. The terminal performs the message key encryption itself;
however. i

The response packet contains a standard header and two

optional freeLforrn message pans: one with a MAC and one without:

Standard Header

protocol version number

message type

Optional FreeLform message part with MAC

<message specific data>

MAC

Optional FreeLform message part without MAC

<additional message specific data>

The message part with a MAC is sent to the BIA so that it may
validate that this part of the response has not been tampered with and to

display the individual's private code. The message part without a MAC is

used for transmitting large amounts of data, such as fax images, that are
not sent to the BIA for MAC validation as the BIA to terminal connection
may be of limited bandwidth.
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1.5.3. Processing Packets

In an embodiment of the invention with multiple DPC sites, a

terminal need only send its request to one of the DPC sites, typically the
closest, because that site automatically handles updating the others by
running distributed transactions as necessary.

When one of the DPC's Firewall Machines receives a packet, it
forwards it to one of the GM Machines for the actual processing. Each GM
has a Message Processing Module that handles the coordination between

the DPC components required to process the request and sends the
response back to the sender.

1.5.4. Validating and Decrypting Packets

All packets the DPC receives, with the exception ofthose not

constructed by an BIA, contain an BIA hardware identification code (the

BIA Identification of the packet), a sequence number, and a Message
Authentication Code (MAC). The GM asks the MAC Module to validate

the packet's MAC and then checks the sequence number with the Sequence
Number Module. Ifboth check out, the GM passes the packet to the

Message Decrypt Module for decryption. Ifany one of the checks fail, the
GM logs a warning, terminates processing for the packet, and returns an
error message to the BIA device.

Currently, the only message types that are not constructed by an
BIA is the Secure Fax Data request and Electronic Document Data
request.

1.5.5. Reply Packets

Each packet the DPC receives may contain an optional response
key stored in the encrypted biometric-PIC block of the packet. Before the

DPC replies to a request that includes a response key, it encrypts the reply
packet with the response key. It also generates a Message Authentication

Code and appends it to the packet.

The only exception to encrypting response packets applies to

error messages. Errors are never encrypted and never include confidential

84

|PR2018—OOO67

Unified EX1002 Page 148



IPR2018-00067 
Unified EX1002 Page 149

10

15

20

25

30

35

WO 96/36934 PCT/US96/07185

information. However, most response packets include a status or reply
code that can indicate whether the request succeeded or not. For example,
when the DPC declines a credit authorization, it does not return an error

packet, it returns a normal transaction response packet with a reply code
set to "failed".

1.5.6. DPC Procedures

The DPC has two procedures commonly used while processing
requests.

1.5.6.1. Individual Identification Procedure

For requests that require the DPC to identify an individual, the
DPC executes the following procedure: using the PIC code, the DPC
searches the IBD Machine Listfor the main and backup IBD machines
responsible for handling identifications for the given PIC code. Next, the
DPC sends the identification request to either the main or backup machines
depending on which is the least loaded. The IBD machine responds with
the IBD record for the individual or an "individual not found" error.

The IBD machine retrieves all the IBD records for the given
PIC. Using a proprietary biometric hardware device, the IBD machine
compares each record's primary biometric with the individual's biometric

arriving at a comparison score indicating the similarity of the two
biometrics. Ifno biometric has a close enough comparison score, the
comparisons are repeated using the secondary biometrics. If none of the
secondary biometrics have a close enough comparison score, then the IBD
machine returns an "individual not found" error. Otherwise, the IBD
machine returns the fiill IBD record of the individual, from which such

fields such as the private code, account numbers, titles, and so on may be
obtained.

1.5.6.2. Emergency Response Procedure

For requests that include an account index, the DPC handles the

case where the individual chooses his or her emergency account index. The
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GM processing the request immediately notifies the DPC customer support
stafl‘, logs a warning, and if the response packet has a reply code, sets it to
"emergency". It is the responsibility of the owner of the BIA device that

submitted the request to watch for an "emergency" reply code and provide
further assistance, such as the false screen mechanism described in the

ATM terminal section. The DPC also increments the emergency use count
of the individual's IBD record whenever the emergency account index gets
accessed.

1.5.7. Protocol Requests

The following sections describe each protocol request/response
and the actions the DPC takes to perform them.

The list ofprotocol packets are:

0 Individual Identification

0 Transaction Authorization

0 Registration

0 Account Access

- Issuer Batch

0 Secure Fax Submit

0 Secure Fax Data

0 Secure Fax Tracking

0 Secure Fax Retrieve

0 Secure Fax Reject

I 0, Secure Fax Archive

0 Secure Fax Contract Accept

0 Secure Fax Contract Reject

0 Secure Fax Organization Change

0 Electronic Document Submit

0 Electronic Document Data

0 Electronic Document Tracking

0 Electronic Document Retrieve

0 Electronic Document Reject

0 Electronic Document Archive
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0 Electronic Document Archive Retrieve

0 Electronic Signature

0 Electronic Signature Verify

0 Network Credential

1.5.7.1. Individual Identification

Individual Identification Request
BIA Part:

4—byte BIA Identification

4—byte sequence number

encrjptedeKPTkey) Biometric—PIC block:

' BOO—byte authorization biometric

4—12 digit PIC

56—bit response key
MAC

Tenm‘nal Part: (not used)

Individual Identification Response

encnptedfiesponse key):

private code text

individual name

biometric identification code

MAC

The Individual Identification request includes a biometric—PIC

block which the DPC uses with the individual identification procedure to
identify the individual. If the individual is identified, then the DPC

responds with the individual's name, biometric identification, and private
code. Otherwise, the DPC responds with an "unknown individual" error.
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1.5.7.2. Transaction Authorization

Transaction Authorization Request
BIA Parr:

4-byte BIA Identification

4—byte sequence number

encrypted(DUKPTkey) Biometric—PIC block.-

300—byte authorization biometric

4—12 digit PIC

56—bit response key

[optional 56—bit message key]
account index

price

merchant Identification

[optional free—format product information]

[optional merchant code (phone#, channel# + time, hostname)]

[optional send-address request]
MAC

Terminal Part: (not used)

Transaction Authorization Response

encr’xptedfiesponse key):

private code text

authorization response

authorization detail (autho code, transaction identification, etc)

[optional individual address information]

i reply code (fail, 0k, emergency)
MAC

There are two basic transaction authorization subtypes: retail
and remote.

For retail authorizations, the DPC identifies the purchasing

individual by the biometric—PIC block of the request. Ifthe individual

cannot be identified, the DPC replies with an "unknown individual" error.

Next, the DPC sends an external authorization request

(crediting the asset account of the BIA device's owner and debiting the
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individual‘s asset account) to one of several existing financial authorization

services depending on the type of asset accounts involved (such as VisaTM
or American Express”). Ifthe external financial authorization service

approves the transaction, the DPC returns the external authorization codes
and an "ok" reply code to the BIA device. Otherwise, the DPC returns the

reason why the authorization was denied and sets the reply code to

"failed". In either case, the DPC includes the individual's private code in
the response. .

When the DPC looks up the individual's asset account using the

account index ofthe request, the chosen account may be the "emergency"

account. Ifthis happens, the DPC follows the emergency response

procedure. The external authorization still takes place, however.

Remote authorization are generated by telephone, mail— order,

or cable television merchants. The DPC handles remote authorizations the

same way it does a retail authorization but with the following exceptions:
i) Remote authorizations include a remote merchant code which

the DPC checks against the Remote Merchant Database to validate

whether the packet's merchant Identification matches the one stored in the

database. Furthermore, the asset account credited is the remote merchant's
account, not the account of the BIA device's owner.

ii) Additionally, BIA devices that generate the remote

authorizations tend to be personal BIA devices. The DPC checks the

biometric Identification ofthe identified individual against the Authorized

Individual Database's list of individuals allowed to use the BIA device. If

the individual is not authorized to use the device, then the DPC denies the

authorization request.

iii) Finally, the authorization packet may contain a "send—address"

indicator. This indicator informs the DPC to include the individual's address

in the reply packet and is usually used only for mail order purchases.

1.5.7.3. Registration

Registration Request

BIA Parr:

4-byte BIA Identification

4—byte sequence number

89

|PR2018-00067

Unified EX1002 Page 153



IPR2018-00067 
Unified EX1002 Page 154

10

15

20

30

35

WO 96136934 PCT/US96/07185

encrypted(DUKPT key) Biometric—PIC block:

lOOO—byte primary biometric

IOOO—byte secondary biometric

4—12 digit PIC

56—bit response key

56—bit message key

MAC

Terminal Part:

encryptedmessage key):
name

address

zipcode

private code

asset account list (account index code, account #)

emergency account (account index code, account #)

title list (title index code, title name)

Registration Response

status code

encoptedfiesponse key):

private code text

PIC

biometric Identification code

list ofDPC chosen PICS (if original choice ofPIC

is rejected)

status code (0k, rejected)
MAC

. Individuals register with the DPC via a Biometric Registration

Terminal (BRT). The BRT sends the DPC a registration packet containing

primary and secondary biometrics and personal identification code, along
with ancillary data such as the individual's name, address, a list of financial

asset accounts, the private code, and the emergency account. Optionally,

the individual may include an electronic mail address, and a title list

including titles and the title index code, as well as an Social Security

Number (or "SSN"). The individual may choose his or her own PIC code
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or allow the syStem to choose it. In a modification step any previously
entered data can be modified or deleted.

At any given moment, only one DPC site acts as the registration
site, for implementation simplicity. Registration request packets received by

5 non-registration DPC sites are forwarded to the current registration site.

The registration DPC site performs the entire registration check, assigning
of IBD records to IBD machines, and the distributed transaction required
to update all other DPC sites.

The registration DPC site selects the PIC code for registration
10 requests that don't specify one, stores the IBD record on the main and

backup IBD machines (as specified in the PIC Group List), and checks the

PIC and biometric suitability of the registration packet before running the
distributed transaction to update the other DPC sites.

The DPC runs a personal identification code and biometric

15 sample duplication check step wherein the biometrics and personal

identification code gathered during the registration step is checked against
all previously registered biometrics currently associated with the identical

personal identification code. The DPC may reject the registration for the

following reasons: the PIC code is too popular, or the biometrics are too

20 similar to other biometrics stored under the chosen PIC. To aid the

individual in choosing an acceptable PIC, the DPC generates a short list of

PIC codes for which the registration will be guaranteed that'it reserves for

a period of time. The BRT then prompts the individual for a new PIC

which may be chosen from the good PIC list.
25

1.5.7.4. Account Access

Account Access Request
BIA Part:

30 4—byte BIA Identification

‘ 4-byte sequence number

encrypted(DUKPT key) Biometric—PIC block:

300—byte authorization biometric

4—12 digit PIC

35 56—bit response key

[optional 56-bit message key]
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account index.
MAC ‘

Terminal Part: (not used) .

Account Access Response

, encoptedfiesponse key) .'

pn'vate code text

[optional PIC]

aSset account number

reply code (fail, ok, emergency)
MAC

The account access request allows BIA—equipped Automated

Teller Machines to provide a safer and more convenient way for individuals

to identify themselves to the ATM.

The GM identifies the individual by the packet's biometric—PIC

and uses the specified account index to choose which asset account number
to retrieve.

When the GM looks up the individual's asset account using the

account index ofthe request, the chosen account may be the "emergency"

account. If this happens, the GM follows the emergency response

procedure. '

1.5.7.5. Issuer Batch

Issuer Batch Request
BIA Part:

4—byte BIA Identification

4-byte sequence number

encryptedeKPT key) Biometric—PIC block:

BOO—byte authorization biometric

4—12 digit PIC

56-bit response key

56—bit message key

issuer code

MAC

92

|PR2018-00067

Unified EX1002 Page 156



IPR2018-00067 
Unified EX1002 Page 157

WO 96/36934 PCT/US96/07185

Terminal Part:

encwtedfmessdge key) batch list:

add <biometric Id> <account index> <asset account> [<emergency flag>]
remove <biomett'ic Id> <accoum index> <asset aecount>

Issuer Batch Response

encwtedfresponse key):

private code text

reply code (fail, ole, emergency)
MAC

encrypted/message key) failed list:

failed <cornmand> <code>

The Issuer Batch request allows an issuing bank or other authority
to perform routine maintenance on the Individual Biometric Database. The

DPC logs a security violation warning if it receives any Issuer Batch requests
from non—issuer BIA devices, and it also refiises to process the request.

The DPC identifies the individual submitting the batch request by
following the individual identification procedure. The DPC then checks that

the individual is registered in the Authorized Individual Database to use the

BLA device embedded in the sending Issuer Terminal. I

The DPC also uses the issuer code in the request to look up the

apparatus owner Identification in the Issuer Database and compare it against

the apparatus owner Identification stored in the Valid Apparatus Database to

ensure that the issuer code is not forged.

The DPC then executes the add and delete commands in the

message-key encrypted batch list. The batch list is a newline separated list of
commands. Valid commands are:

add <biometn’c Id> <account index> <asset account> [<emergency flag>]
remove <biometric Id> <account index> <asset account>

The add command adds the asset account to the account list at the

specified account index. The optional emergency flag indicates whether the

particular account index is treated as the individuals emergency account. If the
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asset account currently stored in the account list does not belong to the issuer,

the command fails. This feature prevents one bank from adding or removing

asset accounts from other bank‘s customers without the individual's knowledge
or authorization.

The remove command clears the individual's asset account stored at

the specified account index in the account list. If the asset account currently

stored in the account list does not match the account the issuer is attempting to
remove, the command fails. .

For each command in the batch that failed to execute correctly, the

GM logs a security violation wanting and appends an entry to the failed list of

the response. The failed entry includes the text for the command and the error
code.

1.5.7.6. Secure Fax Submit

Secure Fax Submit Request
BIA Part:

4—byte BIA Identification

4—byte sequence number

encnptanDUKPT key) Biometric—PIC block:

300—byte authorization biometric

4—12 digit PIC

56—bit response key

56—bit message key

security mode (unsecured, sender-secured, secured, secured—confidential)
sender title index code

sender fax number

sender fax extension

recipient list

[optional archive fax indicator]

[optional contract/agreement indicator]

Terminal Part: (not used)
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Secure Fax Submit Response

encryptedfresponse key):

private code text

fax tracking number

MAC

When the DPC receives a Secure Fax Submit request, it identifies
the individual fi'om the request's biometric—PIC by following the individual
identification procedure. This identification, along with the individual's title
described by the title index code, is presented to the recipients so that the
sender of the fax is always reliably identified.

The DPC generates a tracking number for tracking purposes and stores it,
the sender's biometric Identification, the security mode, and the message key in
a newly created EDD Document record. For each recipient in the recipient list,
the DPC also creates a Recipient record. The DPC then waits for the sending
fax machine to'transmit the fax data encxypted under the message key.

Ifthe request includes an "archive fax" or "contract/agreement"
indicator, the EDD places a copy ofthe Document and Recipient records in the
archive database. Any subsequent updates to these records are also made to
the archived versions.

The fax data is sent in a separate step so that if the sender makes a

mistake entering his biometric and PIC, the system notifies him before he
wastes any time feeding the document into the fax machine.

1.5.7.7. Secure Fax Data

Secure Fax Data Request

BIA Part: (not used)

Terminal Part:

fax tracking number

encryptedmessage key):

fax image data

Secure Fax Data Response

status (incomplete, ok)
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The Secure Fax Data request allows a secure fax machine to send

the fax image to the DPC for delivery to the previously specified recipient(s).

This request does not involve any biometric identification and instead relies

upon the secret message key to securely transmit the image.

The fax image data is encrypted by the message key registered by

the Secure Fax Submit request. Once the DPC has received the entire fax, it

sends a Secure Fax Arrival Notice message to each of the recipient‘s fax

numbers. The DPC retrieves the list of recipients by querying the EDD for all

Recipient records containing the fax tracking number. The Recipient record

contains the destination fax number and optional extension. After sending the

Arrival Notice, the DPC updates each Recipient record's delivery status field to

"notified". Note: if the destination fax number is busy, the DPC marks the

delivery status field to "busy" and retries sending the notice periodically (i.e.,

every 10 minutes) until successful and at that time, updates the status field to
"notified".

The Arrival Notice is as follows:

Secure Fax Anival Notice (Fax message)

sender name, company, title, and fax number

fax tracking number

instructions on how to download the fax

The DPC only sends the sender a Status Notice via fax after all

recipients have either retrieved or rejected the fax. The sender may query the

DPC using the Secure Fax Tracking request (see below) to get the current

status of all recipients.

The Status Notice is as follows:

Secure Fax Status Notice (Fax message)

sender name, company, title, and fax number

fax tracking number

list of recipients showing:

name, company, title, and fax number

delivery date and status

contract/agreement status
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The DPC finds each individual's company and title information in

the EDD Organization table.

For individuals who are not registered in the system and hence

cannot receive secure faxes or for non—recipient secured modes, the DPC does

not send them a Secure Fax Arrival Notice. Instead, the DPC sends them the

fax directly. If the fax line is busy, the DPC retries every 10 minutes until it
, succeeds in delivering the fax.

1.5.7.8. Secure Fax Tracking

Secure Fax Tracking Request
BIA Part:

4—byte BIA Identification

4-byte sequence number

encoptanDUKPTkey) Biometric—PIC block:

300—byte authorization biometric

4-12 digit PIC

56—bit response key

56—bit message key

fax tracking number

MAC

Terminal Part: (not used)

Secure Fax Tracking Response

encorptedfiesponse key):

private code text

message digest for tracking response fax image

status code (0k, failed)

MAC

fax image for recipient status list

The DPC handles the Secure Fax Tracking request by retrieving all

EDD Recipient records for the fax and generating a fax message to display the

, records. If the individual making the tracking request is not the sender of the

fax document, then the DPC sets the status code to failed and puts an empty
fax in the response.
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The tracking response fax contains information describing the status

of the delivery of the fax to each recipient. This fax contains such status

information as line busy, fax arrival notice sent, fax sent, fax rejected, contract
accepted, and so on.

The Tracking Notice is as follows:

Secure Fax Tracking Notice (Fax message)

sender name, company, title, and fax number

fax tracking number

list of recipients showing:

name, company, title, and fax number

delivery date and status

contract status

1.5.7.9. Secure Fax Retrieve

Secure Fax Retrieve Request
BIA Part:-

4-byte BIA Identification

4-byte sequence number

encrypted(DUKPT key) Biometric—PIC black:

300—byte authorization biometric

4—12 digit PIC

56—bit response key

fax tracking number

MAC

Terminal Part: (not used)

Secure Fax Retrieve Response

encwtedfiesponse key):

private code

56—bit message key

status (incomplete, ole invalid recipient)

message digest for fax image

MAC

encryptedfmessage key):
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fax image

The DPC uses the biometric—PIC to identify the individual making
the retrieve request by following the individual identification procedure. Ifno

5 EDD Recipient record exists for the individual and for the specified fax, then
the DPC responds with an "invalid recipient" status.

The DPC retrieves the encrypted fax image from the EDD

Document record with the correct fax tracking number and biometric

Identification which it returns to the requester.

10 The fax image includes a cover page that displays whether the fax is
a contractJagreement and the senders name, company, title, fax number, and
extension.

When the last recipient has either received or rejected the fax, the
DPC sends a Status Notice via fax (see Secure Fax Data, above) to the fax's

15 sender and then schedules to remove the Document and Recipient records
from the EDD within a configurable time period. The time period is intended
to allow the recipients suficient time to decide whether or not to archive the
fax. '

20 1.5.7.10. Secure Fax Reject

Secure Fax Reject Request _
BM Part.-

4—byte BLA Identification

25 4—byte sequence number
encozpteaVDUKPT key) Biometric—PIC black:

' BOO—byte authorization biometric

4—12 digit PIC

56—bit response key

30 fax tracking number

” MAC

Terminal Part: (not used)

Secure Fax Reject Response

35 encorptedfiesponse key):

private code
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status code (01; invalid recipient)

MAC

The DPC uses the biometric—PIC to identify the individual making

the secure fax reject request. The DPC finds the EDD Recipient record keyed

by the request's fax tracking number and the individual's biometric

Identification. Ifthe record cannot be found then the request fails with an

"invalid recipient" status.

When the last recipient has either received or rejected the fax, the

DPC sends a Status Notice via fax (see Secure Fax Data, above) to the fax's

sender and then schedules to remove the Fax and Tracking records item the

EDD within a configurable time period. The time period is intended to allow

the recipients suficient time to decide whether or not to archive the fax.

1.5.7.11. Secure Fax Archive

Secure Fax Archive Request

BIA Part:

4-byte BIA Identification

4-byte sequence number

encoptedeKPTkey) Biometric—PIC block:

BOO—byte authorization biometric

4—12 digit PIC

56—bit response key

fax tracking number

MAC

Terminal Part: (not used)

Secure Fax-Archive Response

encozptedfiesponse key):

private code

status code (0k, invalid individual)

MAC

The DPC uses the biometric—PIC to identify the individual making

the secure fax archive request. The DPC finds the EDD Recipient record keyed
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by the request's fax tracking number and the individual'sbiometric

Identification. If the record cannot be found and the individual is not the

sender orone ofthe recipients, then the request fails with an "invalid

individual" status. Otherwise, the DPC copies the Document and Recipient

records into the EDD archive database. Any subsequent changes to these

records are also copied to the archived versions.

1.5.7.12. Secure Fax Contract Accept

Secure Fax Contract Accept Request
BIA Part:

4-byte BIA Identification

4—byte sequence number

encryptanDUKPT key) Biometric-PIC block:

300—byte authorization biometric

4—12 digit PIC

56—bit response key

fax tracking number

MAC

Terminal Part: (not used)

Secure Fax Contract Accept Response

encrwredfi-esponse key):

private code

status code (ok, invalid recipient)

. MAC

The DPC uses the biometric-PIC to identify the individual making

the Contract Accept request. The DPC finds the EDD Recipient record keyed

by the request's fax tracking number and the individual's biometric

Identification. If the record cannot be found then the request fails with an

"invalid recipient" status. Otherwise, the DPC updates the Recipient record's

contract status field to "accepted" and generates a Status Notice to the fax's

sender (see Fax Data, above). ‘
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1.5.7.13. Secure Fax Contract Reject

Secure Fax Contract Reject Request
BIA Part:

4—byte BIA Identification

4—byte sequence number

encryptedeKPTkey) Biometric—PIC block:
300—byte authorization biometric

4—12 digit PIC

56-bit response key

fax tracking number

MAC

Teminal Part: (not used)

Secure Fax Contract Reject Response

encoptedfiesponse key):

private code

status code (0k, invalid individual)
MAC

The DPC uses the biometric—PIC to identify the individual making

the Contract Reject request. The DPC finds the EDD Recipient record keyed

by the request's fax tracking number and the individual's biometric

Identification. If the record cannot be found then the request fails with an

"invalid recipient" status. Otherwise, the DPC updates the Recipient record‘s

contract status field to "rejected" and generates a Status Notice to the fax‘s

sender (see Fax Data, above).

1.5.7.14. Secure Fax Organization Change

Secure Fax Organization Change (Secure Fax message)

sender name, company, title, and fax number

list of organizational changes

Organization changes are submitted to the DPC via a secure fax

message. A customer support engineer enters the changes requested in the fax
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message, verifying that the individual submitting the request is allowed to

register individuals for that particular company. Since the faxIS a secure fax

the sender'5 identity has already been ascertained, as has his title.

1.5.7.15. Electronic Document Submit

Electronic Document Submit Request
BIA Part:

4—byte BIA Identification

4—byte sequence number

encryptedeKPTkey) Biometric—PIC block:

300—byte authorization biometric

4-12 digit PIC

56—bit response key

56—bit message key

recipient list

MAC

Terminal Part: (not used)

Electronic Document Submit Response

enmtedfiesponse key):

private code text

tracking number

status code (01:, invalid recipient)
MAC

When the DPC receives an Electronic Document Submit request, it
identifies the individual by following the individual identification procedure.

The DPC then creates an EDD Document record and assigns it a
unique tracking number. The DPC initializes the record's sender identification

code to be the biometric identification code of the identified individual and the

message key to be the message key in the request.

Next, the DPC searches the Individual Biometric Database for each

recipient and creates an EDD Recipient record for each one. Each record is

initialized with the tracking number, the recipient‘s biometric identification
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code, and a delivery status of "incomplete". Ifany ofthe recipients cannot be
found, the DPC replies with an "invalid recipient" status.

1.5.7.16. Electronic Document Data

Electronic Document Data Request

BIA Part: (not used)

Termina] Part:

tracking number . -

command (either abort or data)

[optional message ofi‘set]

completion indication

encrypted(message key):

message body

Electronic Document Data Response

status (incomplete, ok)

The Electronic Document Data request allows an individual to send

the document text (in one or more parts) to the EDD for delivery to the

recipient(s). This request does not involve any biometric identification, instead,
it relies upon the secret message key to securely transmit the document text.

The request text is assumed to be encrypted by the message key
stored in the EDD document record and is appended to the document text
already stored in the record.

, When the EDD receives a packet with the "document complete"

indicator, it knows that the sender has finished transmitting the document. The

EDD now sends an Arrival Notice to all recipients of the document via Internet

electronic mail informing them that they have a document waiting.

The Arrival Notice is as follows:

Electronic Document Arrival Notice (Internet E—mail message)

sender name, company, title, and e—mail address

tracking number

instructions on how to receive the electronic document
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The EDD also updates the status of the EDD recipient record to

"notified". When all recipients have either retrieved or rejected the electronic

document, the DPC sends a Status Notice via Internet electronic mail to the

document originator.

The Status Notice is as follows:

Electronic Document Status Notice (Internet E—mail message)

sender name, company, title, and e—mail address

tracking number

list of recipients showing for each

name, company, title, e—mail address

delivery date and status

The DPC finds each individual's company and title information in

the EDD Organization table.

1.5.7.17. Electronic Document Retrieve

Electronic Document Retrieve Request
BIA Part:

4—byte BIA Identification

4—byte sequence number

encryptanDUKPT key) Biometric—PIC b10ck:

300—byte authorization biometric

4-12 digit PIC

56—bit response key

tracking number

MAC

.Tenm'nal Part: (not used)
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Electronic Document Retrieve Response

encwtedfiesponse key):
pn'vate code

56—bit message key

status (incomplete, ok, invalid recipient)
MAC

encnpted(message key):

document text

The DPC uses the biometric—PIC to identify the individual making
the electronic document retrieve request by following the individual
identification procedure.

The DPC next finds the EDD Recipient record keyed by the
tracking number and the individual's biometric Identification.

If the record cannot be found, then the request fails with an "invalid

recipien " status. Otherwise, the DPC sends the document's message key and
the document (still encrypted by the message key) to the requester.

The EDD then updates the status of the EDD recipient record to

"retrieved". When all recipients have either retrieved or rejected the document,
the DPC sends a Status Notice via Internet electronic mail to the document

originator (see Electronic Document Data, above) and then schedules to

remove the Document and Recipient records (see Secure Fax Retrieve, above).

1.5.7.18. Electronic Document Reject

Electronic Document Reject Request
BIA Port:

4—byte BIA Identification

4—byte sequence number

encopteaVDUKPT key) Biometric-PIC block:

300—byte authorization biometric

4—12 digit PIC

56—bit response key

message tracking number

MAC

Terminal Part: (not used)
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Electronic Document Reject Response

encnptedfiesponse key) .-
private code

status code (01; invalid recipient)
MAC

The DPC uses the biometric—PIC to identify the individual making
the electronic document reject request. The DPC next finds the EDD

Recipient record keyed by the tracking number and the individual's biometric

Identification. Ifthe record cannot be found, then the request fails with an
"invalid recipient" status.

The EDD updates the status of the EDD recipient record to

"rejected". The DPC then follows the same notification and deletion procedure
as described in Electronic Document Retrieve, above.

1.5.7.19. Electronic Document Archive

Electronic Document Archive Request
BIA Part:

4—byte BIA Identification

4—byte sequence number

encryptedeKPTkey) Biometric—PIC bloc/c:

300—byte authorization biometric

4-12 digit PIC

56—bit response key

tracking number

‘ MAC

Terminal Part: (not used)

Electronic Document Archive Response

encwtedfiesponse key):

private code

status code (old invalid individual)
MAC
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The DPC uses the biometric—PIC to identify the individual making
the electronic document archive request. The DPC finds the EDD Recipient
record keyed by the request's tracking number and the individual's biometric

Identification. If the record cannot be found and the individual is not the

sender or one of the recipients, then the request fails with an "invalid

individual" status. Otherwise, the DPC copies the Document and Recipient
records into the EDD archive database. Any subsequent changes to these
records are also copied to the archived versions.

1.5.7.20. Electronic Document Archive Retrieve

Electronic Document Archive Retrieve Request
BIA Part:

4—byte BIA Identification

4—byte sequence number

encwtedeKPTkey) Biometric—PIC block:

300—byte authorization biometric

4—12 digit PIC

56—bit response key

optional title index code, sending fax number, and extension

tracking number

MAC

Terminal Part: (not used)

Electronic Document Archive Retrieve Response

encryptedfiesponse key):

private code

status code (ole invalid individual)
MAC

The DPC can receive an Electronic Document Archive Retrieve

request from either a Secure Fax Terminal or a Certified Email Terminal. The

DPC uses the individual identification procedure to determine the individual

submitting the archive retrieve request. The individual must be either the

sender or one of the recipients or else the DPC denies the request by setting
the status code to “invalid individual". However, if the archived document was
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a fax sent using a corporate title, the DPC allows additional individuals whose

titles are higher in the corporate hierarchy to retrieve the archived document as
well.

The EDD maintains an archive database, indexed by the document's

original tracking number, stored on oE—line media such as CD— ROMs and

tape that can take considerable time to search for the archived document. As a

result, the DPC does not return the archived document immediately, but

instead informs the requesting individual that the DPC has begun the search. At

a later date when the DPC finishes the search, it notifies the requester that the
archived document is ready to be retrieved through the standard document

arrival notification mechanisms - either via fax or email, depending on the
format of the original document.

The DPC creates an EDD archive request record to store

information about the requester so that when the search completes, the DPC
remembers to whom to send the document.

1.5.7.21. Electronic Signature

Electronic Signature Request
BIA Part:

4—byte BIA Identification

4-byte sequence number

encoptedeKPTkey) Biometric—PIC block:

BOO-byte authorization biometric

4—12 digit PIC

56—bit response key

I document name

document MDS calculation

MAC

Terminal Part: (not used)

Electronic Signature Response

encorptedfiesponse key):

pn'vate code text

signature string
MAC
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To process the electronic signature request, the DPC first performs
a biometric identification using the biometric—PIC. Then, the DPC creates an

ESD record, assigns it a unique signature identification code, and sets the

record's signature field to-the electronic signature in the request. The DPC
then returns a signature string that can be submitted for later verification:

"<Dr. Bunsen Honeydew> <Explosions in the Laboratory> 5/17/95 13 :00
PST 950517000102"

1.5.7.22. Electronic Signature Verify

Electronic Signature Verification Request
BIA Part:

4—byte BIA Identification

4-bvte sequence number

encwtanDUKPTkey) Biometric—PIC block:

BOO—byte authorimtion biometric

4—12 digit PIC

56—bit response key

signature string

MAC

Terminal Part: (not used)

Electronic Signature Verification Response

encwtedfiesponse key):

private code text

signature string

status (verified, failed)

MAC

The DPC performs a biometric identification, extracts the signature

tracking code from the signature string, retrieves the indicated ESD record,

and verifies that it matches the signature string. The DPC returns the private
code and the outcome of the signature comparison.
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1.5.7.23 Network Credential

Network Credential Request
BIA Part:

4—byte BIA Identification

4—byte sequence number

encryptecflDUKPT key) Biometric—PIC block:

300—byte authorization biometric

4-12 digit PIC

56—bit response key
account index

bank code

bank hostname

tenninalport and bank.port (TCP/lP addresses)
MAC

Network Credential Response

encwtedfi'esponse key):

private code

signed(DPC'sprivate key):

credential(time, acct, terminal.port, bankport)
bank's public key

status code (ok, failed)
MAC

The DPC identifies the individual using the request'5 biometric-PIC

and retrieves the individual's asset account stored at the specified index If the
account index15 the emergency account, then the network credential response
status code is set to "failed" and no credential is generated

The DPC constructs the credential using the current time, the
retrieved asset account, and the TCP/[P addresses of the terminal and the bank.

The DPC then uses public key encryption to sign the credential withits private
key.

The response also includes the bank's public key, Which the DPC
retrieves from the Remote Merchant Database.
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1.5.8. Customer Support and System Administration Messages

The DPC handles additional message types classified as internal

messages. The DPC generally does not accept these messages from non—DPC

5 systems. The messages are database vendor specific. However, the internal

network uses DES-encrypted packets to provide additional security.

The Customer Service and System Administration tasks are

implemented using the database vendor's query language and application
development tools.

10

1.5.8.1. Customer Service tasks:

0 IBD: find, activate, deactivate, remove, correct records.

0 AID: add or remove authorized individuals.

15 0 ADD: find, add, remove, correct records.

0 VAD: find, activate, deactivate, remove, correct records.

0 RMD: find, add, remove, correct records.

0 PFD: add, remove, correct records.

20 1.5.8.2. System Administration tasks:

0 Run prior fi'aud checks.

0 Modify the Valid Site List.

0 Summarize log information (warnings, errors, etc).

25 0 Modify the PIC Group List.

0 Performance monitoring.

0 I Run backups.

0 Crash recovery procedures.

0 Time synchronimtion for the DPC sites.

30 0 Change the primary registration site.

0 Change the secret DES encryption key.

0 Clean up old document tracking numbers.

0 Generate a list ofBIA hardware identification code, MAC encryption

key, and DUKPT Base Key triples. Store on” an encrypted floppy

35 for the Key Loading Device.
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1.5.9. Firewall Machine

1.5.9.1. Purpose

5 The FW Machines provide a first line of defense against network
viruses and computer hackers. All communication links into or out of the DPC
site first pass through a secure FW Machine.

1.5.9.2. Usage
10

The FW Machine, an internet—localnet router, only handles
messages destined for the GM Machines.

BIA-equipped terminals send packets to a single DPC site via

modem, X25, or other communication medium. The DPC relies on a third

15 party to supply the modem banks required to handle the volume of calls and
feed the data onto the DPC backbone.

For DPC to DPC communication, primarily for distributed

transactions and sequence number updates, the FW Machines send out

double—length DES encrypted packets. The DPC LAN component handles the

20 encryption and decryption: the FWs do not have the ability to decrypt the
packets.

1.5.9.3. Security

25 i A properly configured network snifi'er acts as an intruder detector

as backup for the FW. Ifan anomalous message is detected, the intruding
messages are recorded in their entirety, an operator is alerted, and the FW is

physically shut down by the sniffer.

The FW disallows any transmissions from the internal network to
30 the rest of the Internet.

1.5.9.4. Message Bandwidth

A transaction authorization request requires about 400 bytes and
35 registration packets require about 2 KB. To handle 1000 transaction

authorizations per second and 1 registration packet per second, the FW
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Machines are able to process about 400 KB per second (all known in the
industry) . i

Each DPC site requires an aggregate bandwidth of nearly three T1
connections to the third party modern bank and the other DPC sites.

1.5.10. Gateway Machine

1.5.10.1. Purpose

The GM Machine (GM), through the FW Machines, link the

outside world (BIA—equipped terminals and other DPCs) to the internal

components of the DPC. The DPC has multiple GMs, typically two.

1.5.10.2. Usage

The GM supervises the processing of each BIA request,

communicates With the various DPC components as necessary, and sends the

encrypted results of the request back to the sender. The software perfomiing
this task is called the Message Processing Module.

The GM logs all requests it receives and any warnings from

components it communicates with. For example, the GM logs any emergency
account accesses, sequence number gaps, and invalid packets.

Processing a request may require the GM to inform GMs at all

other DPCs of a change in the DPC databases. When this happens, the GM
runs a distributed transaction to update the remote databases.

Distributed transactions fall into two categories: synchronous and

asynchronous. Synchronous distributed transactions require the GM to wait for

the distributed transaction to commit before continuing to process the packet.
Asynchronous distributed transactions do not require the GM to wait for the

commit, and allow it to finish processing the request regardless ofwhether the

distributed transaction commits or not. Asynchronous distributed transactions

are only used to update data for which database consistency is not an absolute

requirement: sequence numbers and biometric checksum recordings may be
performed asynchronously, whereas creating database records, such as

Individual Biometric records, may not.
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When executing a synchronous distributed transaction, the
requesting GM only considers the entire transaction successfitl if all sites can
successfirlly commit the transaction locally. Otherwise, the GMs back out the
changes locally and reject the request due to a transaction error.

The list ofvalid DPC sites is normally all of the sites. In the case of

an extreme site failure, however, a system administrator may manually remove
that site from the valid site list. The most likely cause of distributed transaction

failures, however, are temporary network failures that are unrelated to any
DPC equipment. Requests that require a synchronous distributed transaction
cannot be performed until network connectivity is restored or the site is

removed from the valid site list. Before a site can be added back to the valid

site list, the system administrator brings the site's databases up to date with
those ofa currently active site.

1.5.10.3. Software Components

Each GM runs the following software components locally for
performance reasons:

Message Processing Module

Message Authentication Code Module

Message Decrypt Module

Individual Biometric Database Machine List

1.5.10.4. Message Bandwidth

The message bandwidth required by the GMs is similar to that

required by the FW Machines. A FDDI network interface provides 100 NflBits
per second and easily covers any bandwidth requirements.

1.5.11 DPC LAN

1.5.11.1 Purpose

The DPC Local Area Network (LAN) links the machines of the

DPC sites together using a fiber optic token ring. The fiber optic token ring
provides both high bandwidth and good physical security.
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1.5.11.2 Security 1

The network interfaces used by the machines on the DPC LAN

include encryption hardware to make tapping or intercepting packets useless
without the encryption key. The encryption key is the same for all machines on
the LAN and is stored in the encryption hardware.

A properly configured network snifi‘er acts as an intruder detector

as backup for the FW. If an anomalous message is detected, the intruding
messages are recorded in their entirety, an operator is alerted, and the FW is
physically shut down by the snifi‘er.

1.5.12 Message Processing Module

1.5.12.1 Purpose

The Message Processing Module (MPM) handles the processing for
a request packet. _It communicates with other components of the DPC as

necessary to perform its tasks. The presence ofan MPM on a machine brands
it as a GM.

1.5.12.2 Usage

The MPM maintains a request context for each request it is

currently processing. The request context includes the information necessary to
maintain the network connection to the terminal making the request, the BIA
device information, the response key, and the response packet.

1.5.13. Message Authentication Code Module

1.5.13.1. Purpose

The Message Authentication Code Module's (MACM) tasks are to
validate the Message Authentication Code on inbound packets and to add a
Message Authentication Code to outbound packets.
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1.5.13.2. Usage

The MACM maintains an in-memory hash table of 112—bit MAC

encryption keys keyed by BIA hardware identification code.

When the MACM receives a request fi'om the GM to validate a

packet's MAC, it first looks up the packet's hardware identification code in the

hash table. If no entry exists, then the MACM replies to the GM with an
"invalid hardware identification code" error.

Otherwise, the MACM performs a MAC check on the BIA

message part of the packet using the 112—bit MAC encryption key. Ifthe

MAC check fails, then the MACM replies to the GM with an "invalid MAC"

error. Otherwise, the MACM replies with a "valid MAC" message.

Ifthe packet contains a merchant code, the MACM also checks the

merchant code against the owner identification code in the hash table. If the

codes don't match, then the MACM replies with an "invalid owner" error.

When the MACM receives a request from the GM to generate a

MAC for a packet, it looks up the MAC encryption key using the packet's

hardware identification code. With the MAC encryption key, the MACM

generates a MAC and adds it to the packet. Ifthe MACM cannot find the

hardware identification code in its hash table, it replies with an invalid

hardware identification code error instead.

1.5.13.3. Database Schema

The MACM hash table entry contains:

MACM Entry:

hardwareId = int4

ownerld = int4

macEncryptionKey = int16

The table is hashed by hardware identification code.
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1.5.13.4. Database Size

' Assuming 5 million BIA—equipped devices in service, the hash table
requires about 120 MB of storage. For performance reasons, this hash table is

cached completely in memory.

1.5.13.5. Dependencies

The MACM only contains records referencing active BIA hardware

identification codes and active apparatus owners. Whenever an apparatus or

apparatus owner is suspended or deleted from the system, the MACM removes

any entries that reference the identification code. When an apparatus is

activated, the MACM then adds an entry for it.

The MACM also caches the MAC encryption key from the Valid

Apparatus Database. Since the system does not allow the encryption key of an

BIA to be changed, the MACM does not need to wony about receiving
encryption key updates.

1.5.14. Message Decrypt Module

1.5.14.1. Purpose

The Message Decrypt Module's (MDM) task is to reconstruct the

DUKPT transaction key and with it decrypt the biometric- PIC block of the

packet. It maintains a list of the DUKPT Base Keys that are required to
generate the transaction key.

1.5.14.2. Usage

The MDM constructs the DUKPT transaction key using the

packet's sequence number as the DUKPT transaction counter, the upper 22

bits of the BIA hardware identification code as the DUKPT tamper resistant
security module (or "TRSM") Identification, and the low 10 bits of the BIA

hardware identification code as the DUKPT Key Set Identification.

The DUKPT standard specifies how the transaction key is

generated. The Key Set Identification is used to look up a Base Key from the
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Base Key List. The Base Key is used to transform the TRSM Identification
into the initial key via a DES encrypt/decrypt/encrypt cycle. The transaction
counter is then applied to the initial key as a series ofDES

encrypt/decrypt/encrypt cycles to generate the transaction key.

For additional security, two Base Key Lists are maintained, one for
low security BIA devices and one for high security devices. The ivflDM chooses
which Base Key List to use depending on the security level of the device.

1.5.14.3. Database Schema

The MDM Base Key List entry contains:

MDM Entry:

baseKey = int16

The Base Key List is indexed by Key Set Identification.

1.5.14.4. Database Size

The MDM maintains an iii-memory list of the DUKPT Base Keys.
Each key requires 112—bits. The MDM maintains two sets of 1024 keys
requiring 32 KB total.

1.5.14.5. Dependencies

The MDM has no direct dependencies on any other DPC
component.

1.5.15. PIC Group List

1.5.15.1. Purpose

The PIC Group List (PGL), in conjunction with the Individual

Biometric Database Machine List, defines the configuration of the IBD

machines. The PGL stores a list of the PIC groups in the system which is used
to simplify the management of the MOS. A PIC group is a set of consecutive

PIC codes. A PGL exists on each GM Machine (GM).
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1.5.15.2. Usage

The PGL, when given a PIC code, searches through its list ofPIC

groups for the group containing the PIC code. The PGL maintains the list of

groups in order and uses a binary search to quickly find the correct group.

The initial configuration for the PGL is one giant PIC group

containing all possible PICs. After a threshold number ofPICs are assigned,

the giant PIC group is split in two. Thereafter, this process is applied to all
succeeding PIC groups.

When a PIC group splits, the PGL assigns a new main and backup
IBD machine based on available storage on a first—come—first serve basis. The

PGL coordinates with the IBD machines to first copy the afi‘ected records from

the old main and backup machines to the new ones, update the IML record,

and last remove the old main and backup copies. Splitting a PIC group is an

involved task. The PGL batches split requests to be run when the DPC is

lightly loaded, for instance, at night.

The system administrator may also change the main and backup

IBD machines for a given PIC group if the machines' free storage falls below a

level required for handling the expected amount of new registrations.

1.5.15.3. Database Schema

The schema for the PIC Group records are:

PICGroup:

lowPin = int8

highPin = int8

used = int4

Each PIC group is identified by a unique identifier. For convenience

the PIC group identification code is the lowPin code for the group, however

the system does not otherwise rely upon this fact.

The PGL is keyed by the lowPin field.
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1.5.15.4. Database Size

The PGL is expected to contain about 3000 groups (each PIC

group contains about 1000 active PICs, but may span millions of actual PICs).

The entire PGL requires about 72 KB of storage and is cached completely in
memory.

1.5.15.5. Dependencies

When PIC groups are added, merged, or split up, the PGL is

responsible for informing the IBD Machine List of the changes and for
directing the movement of IBD records fiom one IBD machine to another.

1.5.16. Individual Biometric Database Machine List

1.5.16.1. Purpose

The IBD Machine List (IML), in conjunction with the PIC Group

List, codifies the configuration ofthe IBD machines. The IML maps a PIC
code to the main and backup IBD machines storing IBD records for the PIC.

The IML is actually keyed by PIC Group (a set of consecutive PIC codes) ,

rather than by individual PICs because this greatly reduces the memory

required to store the list. An M exists on each GM Machine (GM).

1.5.16.2. Usage

When a GM processes a request that requires a biometric .

identification, the GM finds the IML record keyed by the biometric's PIC

group. The GM then knows the main and backup IBD machines to use for the
biometric identification.
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1.5.16.3. Database Schema

The schema for the IML list entries are:

MachinePair:

pinGroup = int8

main = int2,

backup = int2

The IML is keyed by pinGroup.

1.5.16.4. Database Size

The M is expected to contain about 3000 entries (the number of

PIC Groups). Each MachinePair record is 12 bytes requiring about 36 KB of

storage and is cached completely in memory.

1.5.16.5. Dependencies

Any changes in the configuration ofthe IBD machines are be

reflected in the Ill/IL. In addition, the [ML uses PIC groups for its keys so

when the PIC Group List gets modified, the IML are also updated.

1.5.17. Sequence Number Module

1.5.17.1. Purpose

_The Sequence Number Module's (SNM) primary function is to

prevent replay attacks by validating packet sequence numbers. Its secondary

task is to minimize'the efl‘ects of a resubmission attack by informing other

SNMs in remote DPC sites of sequence number updates and to periodically
update the sequence numbers in the Valid Apparatus Database.

The SNM maintains an in-memory hash table of sequence numbers

keyed by BIA hardware identification code codes to allow quick validation of

packet sequence numbers.
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1.5.17.2. Usage

When the SNM receives a validate request from the GM for a given
hardware identification code and sequence number, it looks up the hardware

identification code in the hash table. Ifno entry exists, then the SNM replies to
the GM with an "invalid hardware identification code'I error.

Otherwise, the SNM checks the given sequence number against the
sequence number stored in the hash table entry. Ifthe sequence number is less

than or equal to the stored sequence number, the SNM replies with an "invalid

sequence number" error. Otherwise, the SNM sets the sequence number in the

hash table entry to the given sequence number and replies with a "valid
sequence number" message]

From time to time, the SNM may observe a sequence number gap.
A sequence number gap occurs when the SNM receives a sequence number
that is more than one greater than the sequence number stored in the hash table

entry. In other words, a sequence number was skipped. When the SNM

discovers a sequence number gap, it replies with a "sequence number gap"
message to the GM instead ofa "valid sequence number" message. The GM

treats the packet as valid, but it also logs a "sequence number gap" warning.
Sequence number gaps usually occur when network connectivity is

lost: packets are dropped or can't be sent until the network is restored to

working order. However, sequence number gaps occur for fraudulent reasons

as well: malicious parties could intercept packets preventing them from

arriving at the DPC or they could even attempt to counterfeit packets (with a
large sequence number so that it isn't immediately rejected).

The SNMs secondary function is to inform other DPCs of the

updated sequence numbers. Quickly updating sequence numbers at all DPC

sites thwarts resubmission attacks wherein a malicious entity monitors packets
whose destination is for one DPC site and immediately sends a copy to a

difi‘erent DPC site in the hope of exploiting the transmission delay of sequence
number updates from one DPC site to another resulting in both sites. accepting
the packet as valid, when only the first site should accept the packet.

The SNMs send update messages to each other whenever they

receive a valid sequence number. If an SNM receives an update message for a
sequence number that is less than or equal to the sequence number currently
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stored in its hash table, that SNM logs a sequence number resubmission

warning. All resubmission attacks are detected in this manner.

A simpler way to thwart resubmission attacks completely, is to have

only one SNM validate packets. Under this scheme, there is no update

transmission delay window to exploit with a resubmission attack. Alternately,

multiple SNMs can be active at the same time provided none of them handle

sequence number validation for the same BIA—equipped device.

1.5.17.3. Sequence Number Maintenance

When the SNM boots up, it loads the sequence number hash table

from the sequence numbers for active BIA stored in the VAD.

Once per day, the SNM downloads the current sequence numbers

to the local Valid Apparatus Database (VAD).

The VAD is responsible for sending add—entry and remove— entry

messages to the SNMs for any BIA—equipped devices that are activated or

deactivated to keep the SNM hash table up—to—date.

1.5.17.4. Database Schema

The SNM hash table entry contains:

SNM Entry:

hardwareld = int4

sequenceNumber = int4

The hash table is keyed by hardwareId.

1.5.17.5. Database Size

Assuming about 5 million BIA—equipped devices in service requires

the hash table to be about 40 MB.
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1.5.17.6. Dependencies

The SNM depends on the Valid Apparatus Database. When an

apparatus is suspended or removed from the database, the SNM removes the

corresponding entry. When an apparatus is activated, the SNM creates an entry
for it.

1.5.17.7. Message Bandwidth

The SNMs require a transmission bandwidth ofabout 8 KB per
second to handle 1000 update sequence number messages per second. The
update sequence number messages is bufi‘ered and sent out once per second to
minimize the number ofactual messages sent.

1.5.18. Apparatus Owner Database

1.5.18.1. Purpose

The Apparatus Owner Database (AOD) stores information on

individuals or organizations that own one or more BIA—equipped devices.
This information is used to double check that the BIA devices are used only by
their rightful owners, to provide asset account information for financial credit

and debit transactions, and to allow identification of all BIAS owned by a
specific individual or organization.

1.5.18.2. Usage

Each AOD record includes an asset account to credit or debit the

owner when the DPC processes a financial transaction submitted by one of the
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1.5.18.3. Database Schema

The schema for the Apparatus Owner record is:

ApparatusOwner:

ownerId = int4

name = charSO

address = charSO

zipCode = char9

assetAccount = char16

status = intl

The status field is one of:

0: suspended

1: active

The Apparatus Owner Database is keyed by ownerId.

1.5.18.4. Database size

The AOD is expected to store about 2 million Apparatus Owner

records. Each entry is 130 bytes requiring about 260 MB of storage. The AOD

is stored as a bashed file keyed by owner identification code. A copy of the
ADD is stored on each GM.

1.5.18.5. Dependencies

When entries are removed or suspended from the AOD, any Valid

Apparatus Database records that reference those apparatus owners are marked

as suspended. In addition, the MAC Module and the Sequence Number

Module remove their entries for the suspended apparatuses.

1.5.19. Valid Apparatus Database

1.5.19.1. Purpose

The Valid Apparatus Database (VAD) is a collection of records

representing all of the EMS that have been manufactured to date. The VAD
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record contains the Message Authentication Code encryption key for each

BIA, as well as an indication of whether an BIA is active, awaiting shipment,
or marked as destroyed. In order for a message from an BIA to be decrypted,
the BIA must exist and have an active record in the VAD.

1.5.19.2. Usage

When manufactured, each BIA has a unique public identification

code and a unique MAC encryption key, both ofwhich are entered into the

VAD record prior to BIA deployment.

When an BIA is first constructed, it is given a unique hardware
identification code. When an BIA is placed in service, its hardware

identification code is registered with the system. First, the owner or

responsible party of the BIA is entered into the Apparatus Owner Database

(AOD). Then, the VAD record is pointed to the ADD record, and the BIA is

then set active. Requests fi'om that BIA are accepted by the DPC.

When an BIA is removed fi'om service, it is marked as inactive, and
the link to the ADD record is broken. No communications from that BIA are
accepted.

Each BIA type and model has a security level assigned to it that

indicates its level of physical security. When the DPC processes requests fi'om
that BIA, it uses the BIA's security level to gauge what kind of actions are

allowed. The DPC also provides the security level to external financial
transaction authorization services.

For example, a financial transaction authorization service can

decide to deny any request for over $300 fi'om low security BIA, requiring
individuals to use higher seCurity BIA to authorize such sums. The

authorization service can also use the security level as a guide on how much to
charge for the transaction, based on risk.

The security levels and the actions that they allow are determined

operationally. Basically, the cost to defraud the system must be higher than the

potential gain, so the security level is related to the cost to compromise the
device.
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'The schema for the Valid Apparatus record is:

Valid Apparatus:

hardwareId = int4

macEncryptionKey = int 1 6

ownerId = int8

mngate = time

inServiceDate = time

securityLevel = int2

status = int]

type = int]

use = intl

Possible values for the status field are:

0: suspended

1: active

2: destroyed

Possible values for the type field are (one for each type of terminal):
0: ATM

1: BRT

2: CET

3: CPT

4: CST

5: EST

6: [PT

7: IT

8:1‘1’1‘

9: PPT

10: RPT

ll: SFT
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Possible values for the use field are:

0: retail

1: personal

2: issuer

3: remote

The Valid Apparatus Database is keyed by hardware identification
code.

1.5.19.4. Database Size

The VAD handles about 5 million retail, issuer, and remote Valid

Apparatus entries. Each entry is 51 bytes requiring about 255 MB total. The

VAD is stored as a hashed file keyed by hardware identification code. A copy
of the VAD is stored on each GM.

The number ofpersonal Valid Apparatus entries number in the

range of30 million requiring another 1.5 GB of storage.

1.5.19.5. Dependencies

When a VAD record changes status, the MAC Modules and

Sequence Number Modules are informed of its change in status. For instance,

when an apparatus becomes active, the MACP and SNM adds an entry for the

newly active apparatus. When an apparatus becomes inactive, the MACP and

SNM remove their entry for the apparatus.

1.5.20. Individual Biometric Database

1.5.20.1. Purpose

Individual Biometric Database (IBDi records store information on

individuals, including their primary and secondary biometrics, PIC code, list of

financial asset accounts, private code, emergency account, address, and phone

number. The individual may optionally include their SSN and electronic mail

address. This information is necessary for identifying an individual either by

biometric or personal information for accessing account information, or for
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providing an address or phone number to remote merchants for additional

verification. ”

1.5.20.2. Usage

Individuals are added to the system during the individual enrollment

process at registered Biometric Registration Terminals located in retail banking

establishments worldwide, or in local system ofices. During enrollment,

individuals select their personal identification numbers, and add financial asset

accounts to their biometric and PIC combination.

Individuals may be removed from the database due to fiaudulent

activity reported by any issuing member. Ifthis occurs, the individual's

account information is moved fi'om the IBD to the Prior' Fraud Database (PFD)

by an authorized internal systems representative. The biometric Ids for records

in the PFD may not be used for records in the IBD.

The IBD exists on multiple machines, each of which is responsible

for a subset of the IBD records with a copy of each record stored on two

difi'erent machines, both for redundancy and for load—sharing. The IBD

Machine List, stored on the GM, maintains which machines hold which PICs.

1.5.20.3. Database Schema

The schema for the Individual Biometric record is:

IndividualBiometric:

primaryBiometric = biometric

secondaryBiometric = biometric

biometricId = int4

PIC = charlO

phoneNumber = char12
lastName = char24

firstName = char24

middleInitial = char2

SSN = char9

privateCode = ohm-40

address = charSO

zipCode = char9
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‘ publicKey = char64

checksums = int4[lO]

accountLinks = char30[10]

emergencyIndex = charl

emergencyLink = charl

privs = char] 0

enroller = int8

emergencyUseCount = int4

status = intl

The status field is one of:

0: suspended

1: active

2: priorFraud

The IBD is keyed by PIC.

1.5.20.4. Database Indexes

Each IBD machine has additional indexes on the individual‘s Social

Security Number, biometric identification code, last name, first name, and
phone number to facilitate access to the IBD database.

1.5.20.5. Database Size

Each IBD machine has 40 GB of secondary storage provided by
one or more RAID devices. Each IBD record is 2658 bytes (assuming the
biometrics are 1K apiece) allowing up to 15 million records per machine. The
IBD records are stored using a (perhaps clustered) secondary index on the

PIC. The index is stored in memory and requires no more than 64 MB (21 64
MB index handles about 16 million entries). To store records for 300 million

individuals, the DPC needs at least 40 IBD machines: 20 IBD machines for

main storage and another 20 for backup. The number of IBD machines is easily
scaled up or down depending on the number of registered individuals.
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1.5.20.6. Dependencies

The IBD machines, PIC Group List, and the IBD Machine List

remain up—to—date in terms ofwhich PICs are on which machine. When a PIC

group is reconfigured or main and backup machines for PIC groups are

changed, the IBD machines update their databases and indexes appropriately.

1.5.21. Authorized Individual Database

1.5.21.1. Purpose

For each issuer or personal BIA—equipped device, the Authorized

Individual Database (AID) maintains a list of individuals who are authorized,
by the owner ofthe device, to use it.

The AID exists for two reasons. The first is that it provides

restricted access to a terminal. For example, the Issuer Terminal can only be
used by an authorized bank representative. The second reason for the AID is

to prevent criminals from secretly replacing the BIA in a retail point of sale

terminal with that of a personal BIA from a phone Terminal and thus routing
all purchases to a remote merchant account set up by the criminals.

1.5.21.2. Database Schema

The schema for the Authorized Individual record is:

Authorized Individual:

hardwareId = int4

biometricId = int4

The hardwareId refers to a record in the Valid Apparatus Database

and the biometricld refers to a record in the Individual Biometric Database.

Whenever the DPC needs to check whether an individual is authorized to use a

personal or issuer BIA device, the DPC checks for the existence of an

Authorized Individual record with the correct hardwareId and biometricId.

Personal BIA devices are identified by a use field set to 1 (personal)

in the Valid Apparatus Database. Issuer BIA devices are identified by a use
field set to 2 (issuer) in the Valid Apparatus Database.
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1.5.21.3. Database Size

Assuming each issuer terminal has 10 individuals authorized to use

it and an each personal device has 2 additional authorized individuals with
1,000,000 personal devices in the server, the AID stores about:

10 " 100,000 + 2 "' 1,000,000 = 3,000,000 entries

The entire database requires about 24 MB of storage.

1.5.21.4. Dependencies

When Authorized Owner Database records or Valid Apparatus

Database records are removed, all Authorized Individual records referencing
them are removed.

1.5.22. Prior Fraud Database

1.5.22.1. Purpose

The Prior Fraud Database (PFD) is a collection of records

representing individuals who have defrauded member issuers at some point in
the past. The PFD also runs background transactions during periods of low

system activity to weed out individuals in the IBD who have matching records
in the PFD.

The system does not automatically put individuals in the PFD,
unless it detects that they are attempting to register again. Placing an individual
in the PFD is a sensitive policy matter which is outside the scope of this
document.

1.5.22.2. Usage

Before a new IBD record is marked as active, the individual‘s

primary and secondary biometrics are checked against each and every
biometric in the PFD using the same biometric comparison techniques as those
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used in the individual identification procedure. If a match is found for the new

IBD record, the IBD record's status is set to "prior fraud". If the prior fraud
check was executed as part of a registration request, the GM logs a
"registering individual with prior fraud" wanting.

It is assumed that the PFD will remain relatively small. The cost to

run the PFD is expensive, as it is an involuntary biometric search, so it is

important to add only those individuals to the PFD who have imposed a
significant cost to the system.

1.5.22.3. Database Schema

The schema for the Prior Fraud record is:

Prior Fraud:

primaryBiometric = biometric

secondaryBiometric = biometric

biometricld = int4

PIC = charlO

phoneNumber = charlz

lastName = char24

firstName = char24

middlelnitial = charZ

SSN = chm9

pn'vateSignal = char40

address = charSO

zipCode = char9

publicKey = char64

checksums = int4[lO]

accountLinks = char3 0[10]

emergencylndex = charl

emergencyLink = charl

pn'vs = charlO

enroller = int8

emergencyUseCount = int4

status = int]
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The status field is one of:

0: suspended
1: active

2: prior fi'aud

The PFD is keyed by biometric identification code.

1.5.22.4. Database Size

The PFD record is the same as the [BD record. Fortunately, the

DPC needs to store a lot less of them so only two database machines are

required to store the entire database, ofwhich one is the backup.

1.5.22.5. Dependencies

The PFD does not have any direct dependencies on any other DPC
component.

1.5.23. Issuer Database

1.5.23.1. Purpose

The Issuer Database (ID) stores information on banks and other

financial institutions that allow their asset accounts to be accessed through the

system. The issuing institutions are the only entities that can add or remove

their asset account numbers to a given individual's IBD record.

1.5.23.2. Usage

The DPC uses the ID to validate requests fi‘om Issuer Terminals by

searching the ID for a record containing the Issuer Terminal's issuer code. The

owner Identification stored in the record must match up with the owner stored

in the Valid Apparatus Database for the BIA stored in the Issuer Terminal.
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The schema for the Issuer record is:

Issuer‘Record:

issuerCode = int6

ownerId = int4

name = char50

phoneNumber = charlZ

address = char50

zipCode = char9

The Issuer Database is keyed by issuerCode.

1.5.23.3. Database Size

The Issuer Database handles about 100,000 entries. Each entry is

127 bytes requiring less than 2 MB. A copy ofthe ID is stored on each GM.

1.5.23.4. Dependencies

The Issuer Database does not have any direct dependencies on any

other DPC component.

1.5.24. Electronic Document Database

1.5.24.1. Purpose

The Electronic Document Database (EDD) stores and tracks

electronic documents such as fax images and electronic mail messages destined

for specified individuals. It also maintains corporate organizational charts to

provide the oficial titles of both sender and receiver. The EDD also archives

the documents at the sender or receiver's request and provides a neutral,

third—party verification of contract agreements submitted through the system.
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1.5.24.2. Usage

When the DPC receives a fax or other electronic document fi'om an

individual, it creates an EDD Document record to store the document until it is

picked up by the authorized recipients.

For fax documents, the recipients are 'specified by fax number and

extension. For other electronic documents, the recipients are specified by
electronic mail address. The DPC looks up an Organization record for each

recipient by fax number and extension or e—mail address. Ifthe record cannot

be found, then the DPC looks in the Individual Biometric Database but only if
the recipient is specified by e—mail address. For each recipient, the DPC creates

a Recipient record that references both the Document and the recipient's
biometric Identification specified by the Organization or IBD record if found.

The DPC allows recipients who are not registered in the system, but it cannot

then ensure delivery or confidentiality for those recipients.

The EDD is flexible enough to allow fax documents to be sent to an

individual's e—mail address and e—mail messages sent to a fax machine.

While no electronic signature is placed on the document by the

system, the system does guarantee through encryption that the message as
received (and decrypted) by the Certified Email or Secure Fax terminal was

sent by the individual.

Duly authorized ofiicers of the organization can submit secure faxes

or electronic messages to the DPC to assign title and fax extensions to new

members, to update a member‘s title or fax extension, or to remove terminated
members.

When an individual is removed fi'om the organization tree, the DPC

retires the extension number for a period of one year. This retirement period

allows the individual sufiicient time to inform confidants that he can no longer
receive confidential faxes at that extension and so that the organization cannot

mistakenly activate someone else at the extension who might then otherwise
receive faxes not intended for him or her.

The EDD maintains an archive database which contains copies of

Document and Recipient records when requested by the sender 'or one of the
recipients of the document. The archive database is periodically moved onto
CD—ROM.
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1.5.24.3. Database Schema

The EDD has three record types:
Document Record:

documentNumber = int8

senderId = int4

documentFax = fax

documentText = text

messageKey = int8

status = intl

Recipient Record:

documentNumber = int8

recipientId = int4

recipientFaxNumber = charlz

recipientFaxExtension = char8

recipientEmailAddr = text

receivedBy = int4

lastModified = time

deliveryStatus = intl

contractStatus = intl

Archive Request Record:

biometricld = int4

documentNumber = int8

requestorFaxNumber = chariZ

requestorFaxExtension = char8

requestorEmailAddr = text

Organization Record:

biometricId = int4

registeredBy = int4

company = text

title = text

faxNumber = char12

faxExtension = char8

emailAddr = text

activeDate = time

privs = int2

status = intl
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The Document record status field is one of:

0: incomplete

1: ok

The Recipient record delivery status field is one of:

0: incomplete

1: notified

2: rejected

3: retrieved

4: retrieved unsecured

5: busy

The Recipient record contract status field is one of:

0: none

1: accepted

2: rejected

The Organization record status field is one of:

0: active

1: suspended

The Organization record privs“ field is used to indicate what

privileges the DPC allows that individual:

0: registration

The Document, Recipient, and Archive Retrieve records are keyed

by documentNumber. The Organization records are keyed by biometricld. The

EDD maintains secondary indexes on the Document senderId field, the

Recipient recipientId field, and the Organization company name and title fields.

1.5.24.4. Database Size

The EDD's storage requirements depend primarily on the number of

fax pages it will have to store since e—mail messages are relatively small

compared to fax pages. Each fax page requires about 110 KB of storage.
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Assuming 4 pages per fang 2 faxes per person per day, and 30 million fax

machines, the EDD requires 24 GB of storage to spool one day's worth of
faxes.

1.5.24.5. Security

Documents are sent to and fiom the system encrypted using the

BIA encryption mechanism. However, the encryption key is stored in the same

database as the document. The document is left in its encrypted form to

prevent casual disclosure, but individuals concerned about security of

documents stored on the system should make some arrangement for additional

encryption themselves. ‘

1.5.24.6. Message Bandwidth

Each fax page requires about 110 KB which means that a T1

connection, with a throughput of 1.54 MBits/second, can handle about 1.75

fax pages per second.

1.5.25. Electronic Signature Database

1.5.25.1. Purpose

The Electronic Signature Database (ESD) authenticates and tracks

all electronic signatures created by the system.

1.5.25.2. Usage

Individuals who are members of the system submit a 16—byte

"message digest" for the document along with biometric—PICS and obtain a

"digital signature" which remains on file with the system in perpetuity. This

digital signature encodes the individual's name, biometric identification code,

the authorized signature record number, document title, along with the

timestamp at which the document was signed.
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To verify a signature, a message digest for the document are first

calculated (using RSA's MDS for instance) and sent along with the document's

signature tags, The ESD looks up the signature tags and validates the just

recently calculated message digest against the message digest stored in the
database.

1.5.25.3. Database Schema

The schema for the Electronic Signature record is:

Electronic Signature:

signatureNumber = int8

signer = int4

documentName = text

checksum = int16

date = time

The signer is the biometric identification code for the individual

signing the document. The electronic signature record is hashed by

signatureNumber.

1.5.25.4. Database Size

For each 1 GB of secondary storage, the Electronic Signature

Database stores 27 million records (each record is about 32 bytes).

1.5.25.5. Dependencies

The ESD has dependencies on the signer's biometric Identification.

Since these signatures remain valid essentially forever, ESD records are not

removed when the system deletes the signer's Individual Biometric Database

record. Note that this requires the IBD to never reuse a biometric

Identification.
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1.5.26. Remote Merchant Database

1.5.26.1. Purpose

5 The Remote Merchant Database (RMD) stores information on

merchants that provide goods or services over telephones, cable television

networks, or the Internet. Each order sent by an individual using a

properly-equipped terminal is routed through the merchant‘s order terminal to

the system.

10

1.5.26.2. Usage

Once an individual's remote transaction authorization is received

and the MAC validated by the DPC, the merchant code is compared against

15 the merchant code in the RMD. The merchant code, be it phone number,

merchant-product credential, or intemet address, exists in the RMD record

under the correct merchant identification code or the DPC terminates the

request and returns an invalid merchant code error to the sending BIA terminal
device.

20

1.5.26.3. Database Schema

The schema for the Remote Merchant record is:

Remote Merchant:

25 merchantld = int4

merchantCode = char16

merchant'l‘ype = intl

publicKey = intl6

30 The Remote Merchant merchant'l‘ype is one of:

0: telephone

1: CATV

2: Internet

35 The merchantld and merchantCode are both primary keys. No two >
RIVLD records have the same merchantId and merchantCode combination.
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1.5.26.4. Database Size

Assuming about 100,000 remote merchants, the RMD requires

about 24 bytes per record for a total of about 2.4 MB storage required.

1.5.26.5. Dependencies

The RMD does not have any direct dependencies on any other DPC
components.

1.5.27. System Performance

The key performance number is how many financial authorization

transactions the DPC handles per second.

In GM:

1. MACM checks the MAC (local)

2. SNM checks the sequence number (network message)

3. MDM decrypts the biometric-PIC block (local)

4. Find IBD machine (local)

5. Send identify request to the IBD machine (network message)

In IBD machine:

6. Retrieve all IBD records for the PIC (x seeks and x reads, where x is the

number ofpages required to store the biometric records).

7. For each record, compare against its primary biometric (y / 2 ms where

y is the number of records retrieved).

8. Ifno reasonable match, repeat step 9 but compare against the secondary
biometric (z * y / 2 ms, where y is the number of records retrieved and z is

the probability no match is found).

9. Update the best matching IBD record's checksumqueue and check for

possible replay attacks (1 seek, 1 read, and 1 write).
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10. Retum the best matching IBD record or an error if the match is not

close enough (network message).

In GM:

11. Authorize request with an external processor (network message)

12. GM encrypts and MACS the response (local).

13. Sends response packet back (network message).

Total Disk Costs:

x“(s+r)+y/2"(l+z)+s+r+w+5"n

=(x+1)*(s+r)+y/2"(l+z)+w+5‘n

[assumexi520,yis 30,zis 5%; s= 10ms,r=0ms,w=0ms,n=0ms]

=21 *10ms+15" 1.05ms

=226ms

=4.4TPS

[assumexis 10,yis lS,zisS%;s=10ms,r=0ms,w=0ms,n=0ms]
=11‘10ms+7.5 ‘1.05ms

=118ms

=8.4TPS

[assumexisLyis1,zi55%;s=lOms,r=0ms,w=Oms,n-‘=Oms]
=2‘]Oms+1/2*1.05ms

=21ms

=47'I'PS

The backup IBD machine also processes requests doubling efi‘ective TPS.

Worst case (with 2 machines in use):

Individuals per PIC TPS

3o 8

15 16

1 94
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Average case (with 20 machines in use):

Individuals per PIC TPS

30 88

15 168

l 940

Best case (with 40 machines in use):

Individuals per PIC TPS

30 176

15 336

1 1880

The above is just an example ofone configuration ofthe system as it could

be implemented in a commercially viable manner. However, it is

anticipated that this invention can be configured in many other ways which
could incorporate the use of faster computers, more computers and other
such changes.

1.6. Terminal Protocol Flowchart

The following set of protocol flows describe interactions between

specific terminals, the DPC, the attached BIA, and other parties such as the
credit/debit processor, and so on.

1.6.1. Retail Point of Sale Terminal

In this case, an RPT communicates with a retail BIA and the DPC

to authorize a transaction. The transaction amount is 452.33, the individual's

account is 4024—2256—5521—1212 merchant code is 123456, and the

individual's private code is "I am fiilly persuaded of it."

RPT —> BIA Get Biometric <20>

BIA/LCD: <lese place finger on lighted panel>

Individual places finger on scanner
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BIA —) RPT 0k

RPT —> BIA Get em <40>

BIA/LCD: <Please enter your PIC, then press <enter>>

Individual enters PIC, then <enter>

BIA -—) RPT 0k

RPT —> BIA Get Account Number <40>

BIA/LCD: <Now enter your account index code, then press <enter>>

Individual enters code, then <enter>

BIA —) RPT 0k

RPT —> BIA Validate Amount <452.33> <40>

BIA/LCD: <Amount 452.33 0K?>

Individual enters 0K

BIA —> RPT 0k

RPT —> BIA Assign Register <l> <123456>

BIA —> RPT 0k

RPT —> Form Message <transaction>

BIA -—) RPT (Transaction Request Message?

BIA —> RPT OK

BIA/LCD: <I'rn talking to DPC Central>

RPT —) DPC <1“ransaction Request Message>

DPC: validate biometric, retrieve account number —> 4024-2256— 5521-1212

DPC —> VISA <authorize 4024-2256—5521—1212 452.33 123456>

VISA —> DPC <ok 4024-2256—5521—1212 452.33 123456 autho—code>

DPC: get private code

DPC —> RPT <1"ransaction Response Mcssage>

RPT ." BIA Show Response (Transaction Response Message> <8>

BIA/LCD: (1‘ransaction ok: I am fully persuaded of it>

BIA —> RPT <Ok <autho—code>>

' RPT: prints receipt with audio—code on it

1.6.2. Internet Point of Sale Terminal

In this case, an IPT communicates with a standard BIA and the

DPC to authorize a transaction. The transaction amount is 452.3 3, the

individual‘s account is 4024—225 6—5 521—12 12, the internet merchant is located
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at merchantcom, his merchant code is 123456, and the individual's private
code is "I am fully persuaded of it."

IPT —> merchant.com <send me merchant code if resources availabl?

merchantcom —> IPT <ok 123456 merchant.com—public-key>

IPT generates session key, encrypted with merchant.com—public— key
[PT —> merchantcom <session key>

All subsequent communications with merchant are encrypted with session key.
merchant.com —> IPT <price and product information>

IPT/Sereen: displays price and product information

Individual: selects item "fruitcake, price 45.33"

IPT —> BIA Set Language <Eng1ish>
BIA -> IPT 0k

IPT -> BIA Get Biometric <20>

BIA/LCD: <Please place finger on lighted panel>

Individual places finger on scanner

BIA —> [pr 01:

[PT —> BIA Get Pin <40>

BIA/LCD: <Please enter your PIC, then press <enter>>

Individual enters PIC, then <enter>

BIA —> [PT Ok

IPT —> BIA Get Account Number <40>

BIA/LCD: <Now enter your account index code, then press <enter>>

Individual enters code, then <enter>

BIA —> [PT Ok

IPT -> BIA Validate Amount <45.33> <40>

BIA/LCD: <Amoun1 45.33 OK?>

Individual enters OK

BIA —> IPT 0k

IPT -> BIA Assign Register <1> <123456>

BIA —> IPT 0k

IPT —> BIA Assign Register <2> <merchant.com>

BIA -> [PT Ok

IPT —> BIA Form Message <remote transaction>
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BIA —> 11”!“ <Remote Transaction Request Messagp

BIA —> IPT OK -

BIA/LCD: <l'm talking to DPC Central>

IPT —> merchantcom <Remote Transaction Request Messagv

merchantcom —> secure-connect to DPC using DPC public key

merchantcom —> DPC <Remote Transaction Request Message)

DPC: validate biometric, retrieve account number —> 4024—2256— 5521—1212

DPC: validate interact merchantcom with code 123456

DPC —> VISA <authorize 4024-2256-5521—1212 45.33 123456>

VISA —> DPC <ok 4024—2256—552 1—1212 45.33 123456 autho— cod?

DPC: get private code

DPC —> merchantcom <1'ransaction Response Message)

merchantcom stores autho code

merchant.com —> IPT <I'iansaction Response Message)

IP'I‘ —> BIA Show Response <1"ransaction Response Message) <8>

BIA/LCB: (Transaction ok: I am fiilly persuaded of it>
BIA —) [PT <I'ransaction ok>

1.6.3. Internet Teller Terminal

In this case, an I'I'I‘ communicates with a standard BIA, the DPC,

and a bank's intemet server to perform routine and nonroutine home banking

operations. Note that the DPC isn't involved in actually validating any

transactions, but is only responsible for creating a valid set of network

credentials and securing the communications line to the bank.

I'I'I‘ —) bank.com <send me bank code if resources available>

bank.com —> I'I'l' <ok 1200>

I'I'T—>BIASetI_.anguage<English>

BIA—)I'I'I'Ok

I'I'I‘ —> BIA Get Biometric <20>

BIA/LCD: <Pleasc place finger on lighted panel>

Individual places finger on scanner

BIA —> [IT 0k

ITI‘ —> BIA Get Pin <40>

BIA/LCD: <Please enter your PIC, then press <enter>>
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Individual enters PIC, then <enter>

BIA —) ITI' 0k

RPT —>‘BIA Get Account Number <40>

BIA/LCD: <Now enter your account index code, then press <enter>>

Individual enters code, then <enter>

BIA —> ITI‘ 0k

ITI' —> BIA Assign Register <l> <1200> (bank code)

BIA-9 l'I'l' 0k

I'l'l‘ —> BIA Assign Register <2> <bank.com>

BIA —> I'I'l' 0k

I'l'l' —> BIA Assign Register <3> <I'I'l‘.port, bank.com.port> (TCP/IP addresses)
BIA —> I'I'l' 0k

111‘ —> Form Message <net credential>

BIA. —> rrr <network credential Rogues»
BIA —) 111' Ok

BIA/LCD: <I'm talking to DPC Ccntral>

111' —> DPC <network credential Request>

DPC: validate biometric, create credential(time, acct, bank)

DPC: get private code

DPC —> [IT <network credential Response)

111' —> BIA Show Response <network credential Response>

BIA decrypt response, check response

BIA/LCD: <Credential ok: I am fully persuaded of it>

BIA encrypt credential, session key, challenge key with bank's public key

BIA —> I'l'l‘ <Seeure Connection Request Message>

BIA ->_ 111' <Session Key>

BIA —> I'IT 0k

BIA/LCD: <Seeure connection to bankcom in progress>

I'I'I' -> bank.com <Seeure Connection Request Message>

bank.com decrypt with private key, validate credential, use shared key
bank.com —> I'l'l‘ <ok>

Further transactions over the HT —> bank.com connections are all

encrypted by the ITT using the ITT/bank session key.

Any transactions that the bank determines are non—routine must be

validated by the individual using the BIA's challenge—response mechanism.
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The challengebresponse mechanism is available only while the BIA remains in

the “secure connection" state.

bank.com —> IT!“ <validate <validation request>>

rrr -—> BIA Validate Private <encrypted validation request>

BIA decrypts challenge section, and displays it

BIA/LCD: <Please OK: transfer of 12,420.00 to 1023—3302— 2101-1100>

Individual enters 0k

BIA re—encrypts response using challenge key

BIA/LCD: <Secure connection to bankcom in progress>

BIA -—> I'I'I' <Ok <encrypted validation response>>

ITI‘ —> bank.com <encrypted validation response>

1.6.4. Electronic Signature Terminal

In this case, an EST communicates with a standard BIA and the

DPC to construct digital signatures. The individual's private code is "I am fully

persuaded of it" and the document to be signed is called "The Letter of

Marque."

CET -—> BIA Set Language <English>

BIA -—> CET 0k

CET -—> BIA Get Biometric <20>

BIA/LCD: <Please place finger on lighted panel>

Individual places finger on scanner

BIA —> CEI‘ 0k

CET -—> BIA Get Pin <40>

BIA/LCD: <Please enter your PIC, then press <enter>>

Individual enters PIC, then <enter>

BIA -—> CE’I‘ 0k

CET -—> BIA Validate Document <Letter of Marque) <40>

BIA/LCD: <Document "Letter of Marque" OK?>

Individual enters OK

BIA —> CET 0k

CET -—> BIA Assign Register <l> <document MD5 value>

BIA -—> CET 0k
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CET -> Form Message <signature submit>

BIA —> CET <Electronic Signature Request>
BIA -> CET OK

BIA/LCD: <I‘m talking to DPC Cennal>

CEI‘ —> DPC <Electronic Signature Requeet>

DPC: validate biometric, create signature, return sig text code

DPC: get private code

DPC —> CEI‘ <Elecn'onic Signature Responsv

CET —> BIA Show Response <Electtonic Signature Response> <8>

BIA/LCD: <Document ok: I am fully persuaded of it>

BIA —> CET <Ok <sig text code>>

1.6.5. Certified Email Terminal

In this case, a CET communicates with a standard BIA and the

DPC to transmit certified electronic mail. The individual's private code is "I

am fully persuaded ofit", and the document name is "Post Captain."

CET —) BIA Set Language <English>

BIA —> CET 0k

CET —> BIA Get Biometric <20>

BIA/LCD: <Please place finger on lighted panel>

Individual places finger on seenner

BIA —) CET 0k

CET —) BIA Get Pin <40>

BIA/LCD: <Please enter your PIC, then press <enter>>

Individual enters PIC, then <enter>

BIA —> CET 0k

CET —) BIA Validate Document <Post Captain) GO>

BIA/LCD: <Do¢ument "Post Captain" OK?>

Individual enters 0K

CET/Screen: <Recipient list? >

Individual enters <fred@telerate.com joe@reuters.com>

CET —> BIA Assign Register <l> <fred@telemte.com joe@reuters.com>
BIA —> CEI' 0k

CET —> Form Message <document submit>
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BIA —) CET <E1ectronic Document Submit Request>

BIA —> CET OK '

BIA/LCD: <I'm talking to DPC Central>

CET —) DPC <Electronic Document Submit Request>

DPC: validate biometn'c, create message, return message #001234

DPC: get private code

DPC —) CET <Electronic Document Submit Response?

CET —) BIA Show Response <E1ectronic Document Submit Responsv <8>

BIA/LCD: <Document ok: I am fiilly persuaded of it>
BIA -—) CET <Document ok <1234>>

CET —> DPC <Electronic Document Data Request, 1234, section 1, incompletP

DPC —> CET <Electronic Document Data Response, incomplete)

CET —> DPC <Electronic Document Data Request, 1234, section 2, incomplete>

DPC —> CET <Electronic Document Data Response, incomplete>

CET -> DPC <Electronic Document Data Request, 1234, section 3, incomplete?

DPC —) CET <E1ectronic Document Data Response, incomplet»

CET —> DPC <E1ectmnic Document Data Request, 1234, section 4, done>

DPC —) CET <E1ectronic Document Data Response, track 1234.1 1234.2>

DPC —) fred@telerate.com <emai1 1234.1 message arrived>

DPC —> joe@reuters.eom <emai1 1234.2 message arrived>

mailer@telerate.com —> DPC <received notification email for 1234. l>

DPC —) sender@company.com <emai1 1234.1 recipient notified>

mailer@reuters.com —> DPC <received notification email for 1234.2>

DPC —> sender@company.com (email 1234.2 recipient notified>

[At Fred's CET: Fred sees the "message arrived" electronic mail message, and

decides to go pick up the message]

CET —> BIA Set Language <English>

BIA —> CET 0k

CET —) BIA Get Biometric <20>

BIA/LCD: <Please place finger on lighted panel>

Individual places finger on scanner

BIA —> CET 0k

CET —> BM Get Pin <40> BIA/LCD: <Please enter your PIC>

Individual enters PIC, then <enter>
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BIA -—> CET 01:

CH —> BIA Assign Register <1> <1234.l>

BIA —> CET 0k

CET —> Form Message <document reuieve>

PCT/US96/07185

BIA —> CET <Elcctronie Document Retrieve Request>
BIA —> CET 0K

BIA/LCD: <I'm talking to DPC Central>

CET -—) DPC <Elcctronic Document Retrieve Request>

DPC: validate biometric, lookup 1234.1

DPC: get private code

DPC -—) CE’I‘ <E1eccronic Document Retrieve Response>

CET —> BIA Show Response <E1ecn'onic Document Retrieve Response) <8>

BIA/LCD: <Document ok: I am fully persuaded of it>

BIA —) CET <Document ok <message key>>

CET/Screen: decrypt, then show document

1.6.6. Secure Fax Terminal

In this case, a SFl‘ communicates with an BIA/catv and the DPC to

transmit secure faxes.

SFI‘ -—) BIA Get Biometric <20>

BIA/LCD: <Please place finger on lighted panel>

Individual places finger on scanner

BIA —> SFI‘ 0k

BIA/LCD: <Please enter your PIC, then press <enter>>

Individual enters PIC, then <enter>

SFT -—) BIA Set Pin <40>

BIA/LCD: <P1easc enter your Title Index, then press <enter>>

Individual enters. dd: index, then <enter>

SFI' —> BIA Set Title Index Code <4o>

BIA —> srr 0k

SET/Screen: <Reeipient? (add " for ext, # at end)>

Individual enters <1 510 944-6300‘525#)

SET/Screen: <Recipient? (add ' for ext, # at end)>

Individual enters <1 415—877-7770#>
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SFT/Screen: <Recipient? (add ‘ for ext, # at end)>

Individual cntersv<#>

SFI' —> BIA Assign Register <l> <15109446300‘525 14158777770>

BIA —> SET 01:

SFI' —) Form Message <document submit?

BIA —> SFI‘ <Secure Fax Submit Request>

BIA -> SFI' 0K

BIA/LCD: <I'm talking to DPC Cential>

SFI' -> DPC <Secure Fax Submit Request>

DPC: validate biometric, create message, return message #001234

DPC: get private code

DPC —> SFI‘ <Secure Fax Submit Response>

SFI' —> BIA Show Response <Secure Fax Submit Response? < 10>

BIA/LCD: <Document ok: I am fully persuaded of it?

BIA —> SFI' <Document ok <001234>>

SFI' —) DPC <Secure Fax Data Request, 1234, section 1, incompletv

DPC —> SF!‘ <Secure Fax Data Response, ineomplete>

SFI' —> DPC <Secure Fax Data Request 1234, section 2, incomplete)

DPC —> SFI' <Seeure Fax Data Response, incomplete>

SFI' —> DPC <Secure Fax Data Request, 1234, section 3, incomplete)

DPC —> SFl' <Secure Fax Data Response, incomplete>

SFI' —) DPC <Secure Fax Data Requesg 1234, section 4, done>

DPC —> SFI' <Secure Fax Data Response>

DPC —) connect-fax 15109446300

DPC —> SFI'6300 <fax—cover "Sam Spade" from "Fred Jones" 1234.1 4 pages waiting>

DPC e) disconnect

DPC —) connect—fax 14158777770

DPC —> SFI‘7770 <fax—cover "John Jett" from "Fred Jones" 1234.2 4 pages waiting>

DPC —) disconnect

[At Sam's SFI': Sam sees document fax cover arrive from Fred, initiates retrieval

ofdocument from DPC using tracking code 1234].]

SET —> BIA Get Biometric <20>

BIA/LCD: <Please place finger on lighted panel>

Individual (Sam) places finger on scanner
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BIA —) SFI‘ 0k '
SFI' —> BIA Get Pin <40>

BIA/LCD: <Please enter your PIC, then press <enter>>

Individual (Sam) enters PIC, then <enter>

BIA -> SFI‘ 0k

SFI‘ -> BIA Assign Register <l> <1234.1>

BIA -—> SET 01:

SFI‘ -> Form Message <document retrieve>

BIA -—> SFT <Secure Fax Retrieve Requeet>
BIA -—> SFI‘ 0K

BIA/LCD: <I'mtalking to DPC Central>

SFT 4-) DPC <Secure Fax Retrieve Request>

DPC: validate biometric, lockup 1234.1, verify biometric—PIC = Sam Spade
DPC: lockup private code in database

DPC -> SFI‘ <Secure Fax Retrieve Response>

SFI' -> BIA Show Response <Secure Fax Retrieve Response? <8>

BIA -—> SFI‘ <Document ok: I am fitlly persuaded of it <message key>>

SET/Screen: <Document ok: I am fiilly persuaded of it>

SFI'IScreen: print fax

1.6.7. Biometric Registration Terminal

In this case, a BRT communicates with a registration BIA and the

DPC to register an individual with the system.

BRT —) BIA Set Language <English>

BIA —> BRT 0k

BRT -—> BIA Get Biometric <20> <primary>

BIA/LCD: <Please place PRIMARY finger on lighted panel>

Individual places primary finger on scanner

BIA -> BRT 0k

BRT —) BIA Get Biometric <20> <secondary>

BIA/LCD: <Please place SECONDARY finger on lighted panel>

Individual places secondary finger on scanner

BIA —> BRT 0k

BRT -—> BIA Get P'm <40>
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BIA/LCD: <Plaase enter your PIC, then press <enter>>

Individual enters 123456, then <enter> .
BIA -—> BRT 0k

BRT —) BIA Get Message Key

BIA —) BRT <0k <message key>>

BIA —> <Regisn'ation Request Message>

BRT/Screen: <Name: >

Representative enters <Fred G. Shultz>

BRT/Screen:_<Address: >

Representative enters <1234 North Main>

BRT/Screen: <Zipcode: >

Representative enters <94042>

BRT/Screen: <Priwte code: >

Representative queries individual, then enters <I am fully persuaded of it.>

BRT/Screen: <Asset account list: >

Representative enters <2, 1001—2001-1020—201 1> (credit card)

Represemative enters <3, 1001-1002—0039-2212> (checking account)

BRT/Screen: <Emergency account: >

Representative enters <1, 1001—1002-0039—2212> (emergency, checking
account)

BRT -> Form Message <registration>

BIA -—> BRT <Registration Request Message>
BIA -—) BRT 0K

BIA/LCD: <I'm talking to DPC Centrai>

BRT appends message-key-enerypted personal information to request

BRT -—) DPC Registration Request Message> <encrypted personal infomiation>

DPC: verify PIC 123456

DPC —> BRT <Registration Response Message>

BRT —> BIA Show Response <Registmtion Response Messagv <8>

BIA/LCD: <Regisuation ok: I am fully persuaded of it, 123456)
BIA -—> BRT <Ok>
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1.6.8. Customer Service Terminal

In this case, a CST communicates with a standard BIA and the

DPC to verify the identity and the credentials of an individual.

CST —) BIA Set Language <English>

BIA —> CST 0k

CST —> BIA Get Biometric <20>

BLA/LCD: <Please place finger on lighted panel>

Individual places finger on scanner

BIA —) CST 0k

CST —> BIA Get Pin <40>

BIA/LCD: <Please enter your PIC, then press <cnter>>

Individual enters PIC, then <cnter>

BIA —) CST 0k

CST —> BIA Get Message Key

BIA —> CST <Ok <message key>>

CST —) Form Message <lndividua1 Identity Request>

BIA —) CST <Individual Identity Request>
BIA —> CST OK

BIA/LCD: <I‘m talking to DPC Cennal>

CST -—> DPC <Individua1 Identity Request>

DPC: get private code, individual's priv

DPC -—) CST <lndividual Identity Reply>

CST —> BIA Show Response <lndividual Identity Reply> <8>

BIA/LCD: <Identity ok: I am fully persuaded of it>

BIA —> CST <Ok <individuaJ-name priv>>

CST: check priv to see if sufiicient for CST use

1.6.9. Issuer Terminal

In this case, an IT cominunicates with a standard BIA and the DPC

to authorize and send a batch of account addition and deletion requests to the

DPC. The individual's private code is "I am fiilly persuaded of it", and the
bank code is 1200.
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_ rr —> BIA Set Language <English>
BIA —> IT OR

IT —> BIA Get Biomecric <20>

BIA/LCD: <Please place finger on lighted panel>

Individual places finger on scanner

BIA —> IT 0k

IT —) BIA Get Pin <40>

PCT/US96/07185

BIA/LCD: <Please enter your PIC, then press <enter>>

Individual enters PIC, then <enter>

BIA —> IT OR

IT —> BLA Assign Register <1> <1200>

BIA —> IT OR

IT —) BLA Get Message Key

BIA —> IT <message key>

BIA —> IT OR

IT —> BIA Form Message <issuer request>

BIA —> IT <Issuer Batch Request>

BIA —> IT OK

BIA/LCD: <I'm talking to DPC Centrai>

IT —> DPC <Issuer Batch Request> <message—key—encrypted issuer batch>

DPC: validate biometric, validate bank code 1200

DPC: get private code

vs. BIA identification

DPC: decrypt message using message key, execute issuer batch

DPC —> IT <Issuer Batch Reply>

11‘ —> BIA Show Response <Issuer Batch Reply> <8>

BIA/LCD: <Batch ok: I am fiilly persuaded of it>

BIA —> IT <0k>

1.6.10. Automated Teller Machinery

In this case, an ATM communicates with an integrated ATM BIA

and the DPC to identify an individual and obtain his bank account number.

The individual's account is 2100—0245—3778—1201, bank code is 2100, and the

individual's private code is "I am fully persuaded of it."
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ATM —> BIA Get Biometric <20>

ATM/LCD: <lese place finger on lighted panel>

Individual places finger on scanner
BIA -—> ATM 0k

PCT/US96/07185

ATM/LCD: <Please enter your PIC, then press <enter>>

Individual enters 123456 on ATM keyboard, then <enter>

ATM -—> BIA Set Pin <123456>

BIA -) ATM 0k

ATM/LCD: <Now enter your account index code, then press <enter>>
Individual enters 2, then <enter>

ATM —> BIA Set Account Index Code <D

BIA —> ATM 0k

ATM -—> BIA Assign Register <l> <2100>

BIA —) ATM 01:

ATM —) Form Message <account access>

BIA -—> ATM <Account Access Request Messag»
BIA —> ATM 0K

ATM/LED: <I'm talking to DPC Central>

ATM -—> DPC <Account Access Request Mossage>

DPC: validate biometric, retrieve account nutnbcr -—>2100— 0245-3778-1201

DPC: get private code

DPC —> ATM <Account Access Response Message>

ATM —> BIA Decrypt Response <Account Access Response Message)

BIA -> ATM <2100—0245—3778—1201> <no emergency> <I am fully persuaded of it>
ATM/LCD: <I am fully persuaded of it>

At this point, the ATM has the account number it needs to

continue, so it then retrieves the information associated with the account

number, and commences interacting with the individual.

1.6.11. Phone Point of sale Terminal

In this case, a PPT communicates with an integrated phone BIA

and the telephone merchant to download information and purchase items
securely using the telephone. The, individual's PIC is

159

1234, the account index

|PR2018—OOO67

Unified EX1002 Page 223



IPR2018-00067 
Unified EX1002 Page 224

10

15

20

25

30

35

WO 96/36934 PCTfUS96/07185

code is 1, the merchant's phone number is 1 800 542—223 1, merchant code
123456, and the actual account number is 4024—2256—552 1— 1212.

Note that the telephone strips the area code (1—800) from the telephone

number before handing it to the system.

Individual dials phone 18005422231

PPT —> connect merchant 18005422231

PPT —> BIA Assign Register 1 <5422231>

Sales rep answers. Individual selects item "fi-uitcake". Sales rep downloads info.
merchant -—> PPT <123456 fruitcake 43.54>

PPT —) BIA Get Biometric <20>

Phone/LCD: <Plasc place finger on lighted panel>

Individual places finger on scanner

BIA -—> PP’I‘ 0k

Phone/LCD: <Please enter your PIC, then press #>

Individual enters 1234 on keypad, then # or "‘ (enter)

PPT -) BIA Set Pin <1234>

BIA —) PPT 0k

Phone/LCD: <Now enter your account index code?

Individual enters 1, then <enter>

RPT —> BIA Set Account index code <l>

BIA -—> PPT 0k

RPT -—) BIA Assign Register <2> <123456>

BIA -—> PPT 0k

PhonelLCD: <Press # if amount 45,54 is ok>

Individual enters # (yes)

PPT -—) BIA Set Amount <43.54>

BIA -—> PPT 0k

PPT -—> Form Message <remote transaction>

BIA -—> PP’I‘ <Remote Transaction Request>

BIA -—) PPT 0k

Phone/LCD: <I'm talking to DPC Central>

PPT —> merchant <Phone Transaction Request>

merchant —> DPC secure-connect to DPC using DPC-public—key

merchant -—> DPC <Phone Transaction Request>
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DPC: validate biometric, retrieve account number —> 4024- 2256—5521-1212

DPC: validate merchant 5422231 has code 123456

DPC —> VISA <authorize 4024—2256—552 1-1212 43.54 123456>

VISA —> DPC <ok 4024-2256—5521-1212 43.54 123456 autho— code>

DPC: get private code

DPC —> merchant (1‘ransaction Response Message>

merchant examines response code

merchant —> PPT <l‘ransaction Response Messagc>

PPT —> BIA Decrypt Message (Transaction Response Message)

BIA —> PPT <0]: <1 am fully persuaded of it> <autho—code>>

PhoneJLCD: <chime> Transaction ok: I am fully persuaded of it

1.6.12. Cable—TV Point of sale Terminal

In this case, a CPT communicates with an integrated cable—tv BIA

and the Cable television merchant to download information and purchase items

securely using the cable television broadband network. The individuals PIC is

1234, the account index code is l, the channel is 5, the merchant code 123456,

and the actual account number is 4024—2256—5521— 1212.

Individual tums the television to channel 5.

merchant —> CPT <fruitcake 43.54 123456> (broadcast)

Individual hits "buy" on TV Remote

CP’ITI'V: <Buying fruitcake for $43.54>

CPT —> BIA Get Biometric <20>

CPT/TV: <Please place finger on lighted panel>

Individual places finger on scanner

BIA -—> CPT 0k

CPT/IV: <Please enter your PIC, then press <enter>>

Individual enters 1234 on keypad, then "buy"
CPT —> BIA Set Pin <1234>

BIA -—) CPT 0k

CPT/I'V: <Now enter your account index code>

Individual enters 1, then <enter>

RPT -) BIA Set Account index code <l>

BIA -—) CPT 0k
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RPT —> BIA Assign Register <l> <channe15, 15:30:20 PST>
BIA —> RPT 0k '

CPT —> BIA Assign Register <2> <123456>

BIA —> CPT 0k

CPTfI'V: <Press "buy" if amount 45.54 is ok>

Individual enters "buy"

CPT —-> BIA Set Amount <43.54>

BIA —> CPT 0k

CPT —> Form Message <Cab1eTV transaction>

BIA -) CPT <CableTV Transaction Request>
BIA -) CPT 0k

CPT/IV: <I'm talking to DPC Central>

CPT —> CTV Center <CableTV Transaction Request>

C'I'V Center —> merchant <Cab1eTV Transaction Request>

merchant —> DPC secure-connect to DPC using DPC—public—key

merchant -) DPC <CableTV Transaction Request>

DPC: validate biometric, retrieve account number —) 4024-2256— 5521—1212

DPC: validate merchant channel 5, current show has code 123456

DPC -) VISA <authorize 4024—2256—552 1—1212 43.54 123456>

VISA —> DPC <ok 4024-2256—5521—1212 43.54 123456 autho- code>

DPC: get private code, mailing address

DPC —> merchant (Transaction Response Message>

merchant examines response code, records mailing address

merchant —> CTV Center <I‘ransaction Response Message)

CTV Center —> CPT (Transaction Response Message»

CPT —) BIA Decrypt Message (Transaction Response Message)

BIA ——> CPT <0k <I am fully persuaded of it> <autho—code>>

CPT/TV: <chim9 Transaction ok: I am fully persuaded of it

From the foregoing, it will be appreciated how the objects and
features of the invention are met.

First, the invention provides a computer identification system that

eliminates the need for a user to possess and present a physical object, such as

a token, in order to initiate a system access request.
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Second, the invention provides a computer identification system

that is capable of verifying a user’s identity, as opposed to verifying possession
of proprietary objects and information.

Third, the invention verifies the user’s identity based upon one or
more unique characteristics physically personal to the user.

Fourth, the invention provides an identification system that is

practical, convenient, and easy use.

Filth, the invention provides a system of secured access to a

computer system that is highly resistant to fraudulent access attempts by
non—authorized users.

Sixth, the invention provides a computer identification system that

enables a user to notify authorities that a particular access request is being
coerced by a third party without giving notice to the third party of the
notification.

Seventh, the invention provides an identification system that allows

for identification of the sender and recipient ofan electronic message and/or
facsimile.

Although the invention has been described with respect to a

particular tokenless identification system and method for its use, it will be

appreciated that various modifications ofthe apparatus and method are

possible without departing from the invention, which is defined by the claims
set forth below.
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. 5. GLOSSARY

ACCOUNT INDEX CODE:

A digit or an alpha-numeric sequence that corresponds to a particular
financial asset account

All):

Authorized Individual Database: contains the list of individuals authorized

to use personal and issuer BIA devices.

AOD:

Apparatus Owner Database: central repository containing the

geographic and contact information on the owner ofeach BIA

ASCII:

American Standard Code for Information Interchange

A'IM:

Automated Teller Machinery; uses encoded biometric identity

information to obtain access to a financial asset management

system, including cash dispensing and account management.

BIA:

Biometric input apparatus; collects biometric identity

information, encodes and encrypts it, and makes it available for

authorizations. Comes in difi'erent hardware models and software

versions.

Biometric:

A measurement taken by the system of some aspect of an

individual's physical person.

Biometric ID:

An identifier used by the system to uniquely identify an individual's

biometric record (HUD — Individual Record ID)
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BIO—PIC GROUP:

A collection of algorithmically dissimilar biometric samples linked to the

same personal identification Code

BRT:

Biometric Registration Terminal; located at retail banking outlets,

BRTs combine biometric registration information with an

individual-selected PIN and selected personal information to register

individuals with the system.

CBC:

Cipher Block Chaining: an encryption mode for the DES.

CCD:

Charged—Coupled Device

CET:

Certified Email Terminal; uses BIA to identify sender, encrypts

document, sends to system. System retains, notifies recipient

of message arrival iii—system. Recipient identifies self, and then

document is transmitted to recipient. Notification to transmitter

once document is sent. Document is verified sent, secured by ‘

BIA encryption. Transmitter may inquire as to delivery status.

Both participants must be system members

COMMANDS:

A program or subroutine residing in the DPC that performs a specific task,

activated by a request message sent from a BLA-equipped terminal.

CONTRACT ACCEPT/REJECT:

The process by which an individual enters their BIO—PIC and instructs the

DPC to register said individual's contractual acceptance or rejection ofthe

terms contained within a document which had been sent by electronic

facsimile to that individual.
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CPT:

Cable—TV Point—of—Sale Terminal: combines an onscreen display

simulcast digital signal informing TV—top cable box ofproduct

mformation with product video, and an BIA controller remote which

5 performs the biometric-pin validation using the CATV communications

network. Order/autho/mailing—addressfttem—id forwarded to merchant.

Results ofauthorization are displayed on the TV.

CST:

10 Customer Service Terminals; provide system customer service

personnel with varying degrees of access (based on access privilege)

the ability to retrieve and modify information on individuals in

order to help people with account problem.

15 DATA SEALING STEP:

The conversion of plain text to cipher text (known as "encryption") in

combination with the encrypted checksumming ofa message that allows

information to remain in plain text while at the same time providing a

means for detecting any subsequent modification ofthe message.

20

DES:

Digital Encryption Standard: a standard for the cryptographic

protection ofdigital data. See standard ANSI X3.92—1981

25 DETERMINATION:

The status ofthe command processed during the execution step.

DPC:

A data processing center, namely, the place and the entity where the

30 hardware, sofiware, and personnel are located with the goal of

supporting a multigigabyte biometric identity database. A DPC

processes electronic messages, most ofwhich involve performing

biometric identity checks as a precursor to performing some action,

such as a financial transfer, or sending a fax, or sending

35 electronic mail, etc.
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DSP:

Digital Signal Processor: a class of integrated circuits that specialize
in the mathematical operations required by the signal processing
applications.

DUKPT:

Derived Unique Key Per Transaction: See standard ANSI/ABA
X9.24—l 992

EDD:

Electronic Document Database: central repository containing all

pending faxes and electronic messages awaiting pickup by
individuals.

EMERGENCY ACCOUNT INDEX:

The alpha—numeric digit or sequence selected by an individual which, when

accessed, will result in a transaction being labeled by the system as an

emergency transaction, potentially causing the display of false screens

and/or the notification of authorities that said individual has been coerced

into perforating a transmission or transaction.

ESD:

Electronic Signature Database: central repository containing all

MD5 and electronic signatures of all documents signed by anybody,
referenced by authorization number.

EST:

Electronic Signature Terminal; uses BIA to identify individual,

computer calculates checksum on document, sends checksum to system,

system validates, timestamps, saves checksum, and returns with

sig code. Uses Internet as transport. EST also verifies

signatures given a sig code and an MD5 calculation.

FAR (False Accept Rate):

The statistical likelihood that one individual's biometric will be incorrectly
identified as the biometric of another individual.
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FALSE SCREENS:

Displays of information which has been intentionally pre— determined to be

subtly inaccurate such that a coercing party will not illegally obtain

accurate data about an individual's financial assets, all the while remaining '
unaware of the alteration ofthe information.

FDDI:

Fiber Digital Device Interface: a networking device that utilizes a

fiber optic token ring.

FS:

Field Separator

FW:

Firewall Machine: the internet—local net router that regulates trafic
into and out ofthe DPC.

GM:

Gateway Machine: the main processing computers in the DPC; runs
most of the software.

IBD:

Individual Biometric Database: central repository for biometric,

financial asset, and other personal information. Queries against

the biometric database are used to verify identity for transaction

authorizations and transmissions.

ID:

Issuer Database: central repository containing the institutions

that are allowed to add and delete financial asset account numbers

with the system.

IML-

IBD Machine List: a software module in the DPC determines which IBD

machines are responsible for which PIN codes.

168

|PR2018-00067

Unified EX1002 Page 232



IPR2018-00067 
Unified EX1002 Page 233

10

15

20

30

W0 96/36934

INTERNET MERCHANT:

A retail account selling services or good to consumers by means ofthe
Internet electronic network

IP'I‘:

Internet Point—of—Sale Terminal: items and merchant code

from the intemet, BIA biometric-PIN for validation, sent to

system using Internet, autho/order/PO # forwarded to merchant.

System response using intemet as well, displaying results on screen.

ISSUER:

A financial account issuer for financial assets to be registered with the
DPC.

ISSUER BATCH:

A collection of "add" and "delete" instructions complete with biometric

1135, financial asset accounts, and account index codes verified and

submitted by an issuer to the DPC.

IT:

Issuer Terminals; provides a batch connection to the system for

issuers to add and remove (their own) financial asset account

numbers from specific individual's IBD records.

I'I'l‘:

Internet Teller Terminal; authorizes network terminal session using

encrypted credential obtained fi'om DPC using biometric ID.

LCD:

Liquid Crystal Display: a technology used for displaying text.
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MAC:

Message Authentication Code: an encrypted checksum algorithm, the

MAC provides assurance that the contents of a message have not been

altered subsequent to the MAC calculation. See standard ANSI X9.9—1986

MACM:

Message Authentication Code Module: a sofiware module in the

DPC that handles MAC validation and generation for inbound and

outbound packets.

MDM:

Message Decrypt Module: a software module in the DPC that

encrypts and decrypts packets fi'om or destined to an BIA device.

MPM:

Message Processing Module: a software module in the DPC that

performs the processing ofrequest packets.

NETWORK CREDENTIAL:

Both the individual and the bank are identified by the DPC to create the

network credential. The credential includes the individual's identification as

well as the context of the connection (i.e., the TCP/IP source and

destination ports). DPC creates a network credential using the individual‘s

account id, the time of day, and the bank code. The DPC signs this

credential using Public Key Encryption and the DPC's Private Key.

PFD:

Prior Fraud Database: central repository for IBD records which

have had prior fraud associated with them. Every new customer’s

biometrics are checked against all PFD records with the intent of

reducing recidivism.

PGL:

PIN Group List: a sofiware module in the DPC that is responsible

for maintaining the configuration of the IBD machines.
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PIN:

Personal Identification Number; a method for protecting access to an

individual's account through secret knowledge, formed from at least one
number.

PIC:

Personal Identification Code; a PIN formed fi'om either numbers, symbols,

or alphabetic characters.

POS:

Point—Of—Sale; a place where goods are sold.

PP‘I‘:

Phone Point-of—Sale Terminal; combines phone number with

merchant price and product information to authorize a transaction over a

BIA-equipped telephone. Order/authorization/mailing—address/PO

forwarded to merchant. Resulting authorization is displayed on phone

LCD, or "spoken", along with the individual‘s private code.

RAM:

Random Access Memory

'RF:

Radio Frequency: generally refers to radio frequency energy

emitted during the normal operation of electrical devices.

REGISTERS:

Memory reserved for a specific purpose, data set aside on chips and stored

operands to instructions

REQUESTS:

Electronic instructions from the BLA to DPC instructing the DPC to

identify the individual and thereby process the individual's command in the

event the identification is successful
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RMD: ,

Remote Merchant Database: contains all merchant identification codes for

merchant telephone and Cable TV order shops; indexed by merchant ID.

Contains per-merchant system encryption codes as well.

RPT:

Retail Point—of-Sale Terminal; combines encoded biometric

identity information with retail transaction information (possibly

from an electronic cash register) and formulates authorization

requests of the system using X25 networks, modems, etc.

SECURE TRANSMISSION:

An electronic message or facsimile wherein at least one party has been

identified by the DPC.

SFI‘:

Secured Fax Terminal; uses BIA to identify sender, sends fax either

unsecured, sender—secured, secured, or secured—confidential. The

latter two require recipients to identify themselves using

biometric—PIN. Uses "titles" (specified using a title index digit)

to label outbound faxes. Sender may inquire as to delivery status.

Both participants must be system members. Either sender or

recipient can request that the fax be archived.

SNM:

Sequence Number Module: a software module in the DPC that

handles the DUKPT sequence number processing for inbound

request packets. Sequence number processing protects against replay
attacks.

Terminal:

A device that uses the BIA to collect biometric samples and form request

messages that are subsequently sent to the DPC for authorization and

execution. Terminals almost always append ancillary information to

request messages, identifying counterparties and the like.
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TITLE INDEX CODE: .

Alpha-numeric sequence uniquely identifying an individual's authorized

role or capacity within the context of his employment

Token:

An inanimate object conferring a capability.

TRACKING CODE:

An alpha-numeric sequence assigned to data stored in or transmitted by the

DPC, such that said sequence may be used to recall the data or obtain a

report on the status ofthe transmission of the data.

TRANSACTION:

An electronic financial exchange

TRANSMISSION:

An electronic message other than an electronic financial exchange

VAD:

Valid Apparatus Database: central repository in which each BLA.

(with associated unique encryption codes) is identified, along with

the owner of the BIA. '
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I claim:

DJ

. A voluntary tokenless identification computer system for determining an individual's

identity fi'om an examination of at least one biometric sample and a personal

identification code gathered during a bid step, and comparison with previously

recorded biometric sample and personal identification code gathered during a

registration step, said system comprising:

a. at least one computer,

b. first gathering and display means for voluntary input of at least one

biometric sample, personal identification code, and private code from an

individual during the registration step, wherein the private code is selected

by the individual;

0. second gathering and display means for voluntary input ofat least one

biometric sample and personal identification code, from an individual

during a bid step;

d. first interconnecting means for interconnecting said first and Second

gathering and display means to said computer for transmitting the gathered

biometric sample, personal identification code, and private code fiom said

first and second gathering means to said computer;

e. means for comparison ofbiometric sample and personal identification code

gathered during the bid step with the biometric sample and personal

identification code gathered during the registration step, for producing an

evaluation; I

f. execution means within said computer for storage of data and processing

and execution of commands for producing a determination; and

g. means for output of said evaluation, determination, or private code from

said computer.

The apparatus of claim 1 wherein the computer comprises means for detecting and

preventing electronic intrusion ofthe computer system.

. The apparatus of claim 1 wherein the computer is placed remote from the gathering

and display means.

The apparatus of claim 1, the first and second gathering and display means further

comprising;

a. at least one biometric input means for gathering biometric samples further

comprising a hardware and sofiware component;

b. at least one terminal means that is functionally partially or fully integrated

with the biometric input means for input of and appending additional data;
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10.

11.

12.

l3.

14.

15.

16.

c. at least one data entry means for input of a personal identification code

where in said means is integrated either with the biometric input means or

the terminal means; and

d. second interconnecting means for interconnecting said biometric input

means, data entry means and said terminal.

The apparatus of claim 4 wherein said terminal further comprises at least one display

means for display of data.

The apparatus of claim 4 wherein the biometric input means has a hardware

identification code previously registered with the computer, which makes the biometric

input means uniquely identifiable to the computer.

The apparatus of claim 4 wherein the hardware component fiirther comprises:

a; at least one computing module for data processing;

b. erasable and non-erasable memory modules for storage of data and

software;

biometric scanner device for input ofbiometrics data;

data entry means for entering data;

digital communication port; and

means for prevention ofelectronic eavesdropping.

The apparatus ofclaim 7 wherein the computing modules are connected in a manner to

prevent monitoring of communications between said computing modules.

The apparatus of claim 7 wherein the hardware component further comprises display

means for display of data. '

The apparatus of claim 7 wherein the hardware component further comprises RF

shielding .

rupee

The apparatus ofclaim 4 wherein the hardware component further comprises a

wireless communications means.

The apparatus of claim 7 wherein the biometric input means is secured from physical

tampering.

The apparatus of claim 12 further comprising means for detection ofphysical

penetration of the biometric input means.

The apparatus of claim 13 further comprising means for electronic self destruction

whereby software and data stored within the memory module are erased.

The apparatus of claim 13 fiirther comprising means for physical self destruction

whereby the computing modules and memory modules are destroyed.

The apparatus of claim 4 wherein the hardware component further comprises means

for reading magnetic strip cards.
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17.

18.

19.

20.

21.

22.

23.

24.

25.

26.

The apparatus of claim 4 wherein the hardware component further comprises means
for reading a smart card.

The apparatus of claim 4 wherein the sofiware component resides in a computing
module and further comprises; I

a. electronically erasable memory module wherein at least one command

interface module, a first set of software and associated data specifically

configured for the intended use ofthe biometric input device and data are

stored; and

b. non-erasable memory module wherein a second set of sofiware and

associated data are stored.

The apparatus of claim 18 said software component fiirther comprising means for

encryption of data from plaintext to ciphertext.

The apparatus of claim 18 said software component further comprising means to

detect alteration ofdata further comprising;

a. a secret key; and

b. an irreversible one way transformation of the data that cannot be

reproduced without the secret key.

The apparatus ofclaim 18 wherein the first set of sofiware and associated data fimher

comprising:

a. biometric encoding algorithm; and

b. encryption code.

The apparatus of claim 18 wherein the second set of software and associated data

further comprising:

a. an operating system; and

b. at least one device driver.

The apparatus of claim 4 wherein said terminal is any electronic device and which

issues commands to and receives results from the biometric input means.

The apparatus of claim 23 wherein said terminal is selected from the group of facsimile

machines, telephones, television remote control, personal computers, credit/debit card

processors, cash registers, automated teller machines, wireless personal computers.

The apparatus of claim 4 wherein said second interconnecting means is means for
wireless communications.

The apparatus of claim 1 wherein said first interconnecting means is selected from the

group X.25, ATM network, Telephone network, Intemet network cable television

network, cellular telephone network.
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28.

29.

30.

31.

32.

33.

34.

35.

36.

37.

38.
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. The apparatus of claim 1 wherein the comparison means further comprises means for

encryption and decryption of data.

The apparatus of claim 1 wherein comparison means further comprises means for

identifying the biometric input device.

The apparatus of claim 1 wherein the computer system further comprises:

a. at least one independent computer network system; and

b. third interconnecting means for interconnecting said computer system with

said counter party computer system.

The apparatus of claim 29 wherein the third interconnecting means comprises an X25
network.

The apparatus of claim 1 wherein the execution means comprises at least one database

for storage and retrieval of data.

The apparatus of claim 31 wherein the data base fiirther comprises an individual
biometric data base.

The apparatus of claim 31 wherein the data base fiirther comprises a prior fi'aud check
data base.

The apparatus of claim 31 wherein the data base further comprises an electronic
document data base.

The apparatus of claim 31 wherein the data base further comprises an electronic

signature data base.

The apparatus of claim 1 wherein said output means is selected from the group of an

X.25 network, ATM network, Telephone network Internet netWork, cable television
network.

The apparatus of claim 1 wherein said private code is generated by the computer.

A method for voluntary and tokenless identification of individuals, and authentication

ofthe identification, said method comprising the steps of:

a. registration step wherein at least one biometric sample, personal

identification code, and private code fi'om an individual is gathered and

stored;

b. bid step wherein at least one biometric sample and personal identification

code fi'om an individual is gathered;

c. comparison step wherein the biometric sample and personal identification

code gathered during the bid step is compared with the biometric sample

and personal identification code gathered and stored during the registration

step, for producing either a successfiil or failed identification result;
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d. execution step wherein a command is processed and executed to produce a

determination; ‘
e. output step wherein said identification result or determination is

externalized and displayed; and

5 f. presentation step wherein on successfirl identification of the individual, the

private code is presented to the individual being identified.

39. The method of claim 38 wherein both the registration and bid steps further comprise a

biometric sample check step wherein the quality of the biometric sample is verified.

'40. The method of claim 38 wherein the registration step further comprises a personal

to identification code and biometric sample duplication check step wherein the biometrics

and personal identification code gathered during the registration step is checked

against all previously registered biometrics currently associated with the identical

personal identification code.

41. The method of claim 38 wherein the registration step further comprises an ancillary

15 data input step wherein ancillary data is collected.

42. The method of claim 41 wherein the ancillary data firrther comprises name and address
ofthe individual.

43. The method of claim 41 wherein the ancillary data further comprises a title of an
individual.

20 44. The method of claim 43 wherein the ancillary data input step further comprises a title

index assignment step wherein each title of the individual is assigned a code.

45. The method of claim 41 wherein the ancillary data further comprises a financial asset

account number.

46. The method of claim 45 wherein the ancillary data input step further comprises an

25 account index assignment step wherein each financial asset account number is assigned

an index code.

47. The method ofclaim 38 wherein the registration step further comprises a prior fraud

check step wherein the biometric sample gathered during registration is compared to a

subset ofpreviously registered biometric samples.

30 48. The method of claim 38 wherein the registration step further comprises an emergency '

mechanism setup step.

49. The method of claim 48 further comprising an emergency account index assignment

step wherein an account index is labeled as an emergency account where in the event

the account is accessed appropriate authorities are notified of the emergency.

35 50. The method of claim 49 further comprising a false screen display setup step wherein

there is assignment of false screen data.
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54.

55.

56.

57.

58.

59.

60.

61.

62.

63.

64.

65.

66.

. The method of claim 49 wherein access to various financial asset accounts is limited.

. The method of claim 38 wherein the registration step fiirther comprises a modification

step wherein any previously entered ancillary data can be modified or deleted.

. The method of claim 38 wherein both the registration and bid steps further comprise a
data sealing step to provide the ability to detect alteration ofthe data further

comprising;

a. a secret key; and

b. an irreversible one way transformation of the data that cannot be

reproduced without the secret key.

The method of claim 38, wherein the registration and bid steps fiirther comprise an

encryption step to convert the data from plaintext to ciphertext.

The method of claim 38 wherein the bid or registration steps further comprise a
transmission step wherein the data is transmitted.

The method ofclaim 38 wherein the bid or registration steps is further provided with a

unique transmission code having a unique hardware identification code and

incrementing sequence number which increases by one for each transmission.

The method of claim 38 wherein the registration step fiirther comprises choosing a

language for communication in a set language step.

The method ofclaim 38 wherein the bid step further comprises choosing a title in a set

title number step.

The method of claim 38 wherein the bid step further comprises choosing an account

number in a set account number step. '

The method of claim 38 wherein the bid step further comprises validating an amount in

a validate amount step.

The method ofclaim 38 wherein the bid step fiirther comprises entering an amount in

an enter amount step. ‘

The method of claim 38 wherein the bid step further comprises validating a document

in a validate document step.

The method of claim 38 wherein the bid step firrther comprises appending ancillary

data in an assign register step.

The method of claim 63 the ancillary data further comprising a counter party
identification code.

The method of claim 38 wherein the bid or registration step further comprise aborting

or canceling said step in a reset step.

The method of claim 38 wherein the bid step further comprises transmission of data in

a transmission step.
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71.
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73.

74.
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75.

76.

25 77

78.

3O

79.

80.

35

The method of claim 38 wherein the bid step furthercomprises choosing a language

for communication in a set language step.

The method of claim 38 wherein the comparison step fiirther comprises use of the

unique transmission codes to detect repeat transmissions.

The method of claim 38 wherein the comparison step firrther comprises a counter

party identification step using the counter party identification and unique transmission
codes.

The method of claim 38 wherein the comparison step comprises matching the

individual's personal identification code and biometric gathered during the bid step,

with the personal identification code and biometric gathered during the registration

step for positive identification of the individual.

The method of claim 70 wherein if there is no match of the personal identification code

and biometric gathered during the registration step and the personal identification code

and biometric gathered during the bid step, there is no recognition ofthe individual.

The method of claim 38 wherein the execution step further comprises a debit/credit

transaction step.

The method of claim 72 wherein the debit/credit transaction step further comprises an

address collection step.

The method of claim 38 wherein the execution step firrther comprises an archiving step

and a tracking code assignment step for archival of data.

The method of claim 74 wherein the data is sent through a message digest encoding

algorithrn step to produce an electronically signatured document.

The method of claim 38 wherein the execution step further comprises the retrieval of

archived data using said tracking code.

. The method of claim 38 wherein the execution step fiirther comprises a modification

step wherein the title index code, account numbers and account index codes are added,

deleted or modified.

The method of claim 38 wherein the execution step further comprises an account

number retrieval step where the account index code is used to retrieve an account

number.

The method of claim 38 wherein the execution step further comprises an emergency

activation step.

The method of claim 79 wherein the emergency activation step further comprises

recognition of the emergency code and identifying the entire transaction as an

emergency and notification of authorities.
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81.

82.

83.

84.

The method of claim 79 wherein the execution step firrther comprises a false display
step wherein previously designated, false accounts or false limitations on accounts are
accessible.

The method of claim 38 wherein the output step firrther comprises an identification
result notification step.

The method of claim 38 wherein the output step fiirther comprises a determination
notification step.

The method ofclaim 38 wherein the output step further comprises an emergency code
' step wherein authorities are notified.

85.

86.

87.

The method of claim 38 wherein the output step further comprises display offalse
screens.

The method of claim 38 wherein the presentation step fiirther comprises encryption,
extemalization, and decryption ofthe private code.

A method for rapid search of at least one first previously stored biometric sample from

a first individual, using a personal identification code-basket that is capable of

containing at least one algorithmically unique second biometric sample from at least

one second individual, and which is identified by said personal identification code-

basket, comprising:

a. a storage step further comprising;

i. selection ofa personal identification code by said first individual;

ii. entering a biometric sample from said first individual;

iii. locating the personal identification code-basket identified by the

personal identification code selected by said first individual;

iv. comparison ofthe biometric sample taken from said first individual,

with any previously stored biometric samples in said selected

personal identification code-basket, to make sure that the biometric

sample entered by said first individual is algorithmically unique from

the previously stored at least one biometric sample provided by at

least one second individual; and

v. storage of the entered biometric sample from said first individual in

the selected personal identification code-basket if said sample is

algorithmically unique from the at least one previously stored

biometric sample from said at least one second individual; and

b. a bid step further comprising;

i. entering said selected personal identification code by said first

individual; and
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ii. entering a biometric sample by said first individual; and

c. a comparison step further comprising;

i. finding the personal identification code-basket that is identified by

said personal identification code entered by said first individual; and

ii. comparison ofthe entered biometric sample from said first

individual with said at least one stored biometric sample from said

at least one second individual in said entered personal identification

code-basket for producing either a successful or failed identification

result.
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10 AUTOMATED PAYMENT SYSTEM

15

FIELD OF THE INVENTION

The present invention relates to computerized billing and payment systems. In

particular, the invention relates to an automated credit card payment system that matches a

20customer’s information, fingerprint, retina scan voice, or other biometric measurement and/or

a unique personal identifier (“UPI”) with financial account information consolidated from

multiple financial institutions and selects, or allows customers to select, a financial account for

use in paying bills, invoices and other obligations.

25

BACKGROUND OF THE INVENTION

Most companies that provide continual services can automatically bill their

"customers on a regular basis. To increase customer retention, as well as reliability in

payments, and also to avoid the need for repeated billings of past due accounts, companies
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increasingly offer customers the option ofmaking payments through the customer’s credit card.

However, the need for customers to retrieve the credit card they wish to use, coupled with the

customer’s perception that writing their credit card account number on a bill and mailing it is

not secure, hinders many customers from taking advantage ofthis convenient payment method.

5 Second, when a customer desires to purchase goods or services on the Internet,

they usually give the merchant their credit card information as a form of payment. Since there

are millions ofmerchants on the Internet, it is becoming increasingly difficult for the consumer

and for credit card organizations to control fraud. From the moment the consumer presses

“sen ” on the merchant’s website, their credit card is exposed. Their card number can be

lOintercepted by perpetrators en route to the merchant, or it can be “hacked” from the merchant’ s

database once it is received. In addition, the fact that there are millions of merchants and that

that number is growing exponentially , makes it virtually impossible to ensure that the merchant

is a legitimate company and not merely in existence to perpetrate credit card fraud.

Third, when a customer purchases goods or services with a traditional bricks—

lSand—mortar merchant, they must have their credit card with them, and they must give it to the

merchant so that the credit card can be processed. Given this conventional scenario, the

consumer is vulnerable when the credit card is lost or stolen. They are also vulnerable if the

merchant or any employee decides to use the credit card number in a fraudulent manner.

Thus, there is a need for a system that provides customers the ability to

20efficient1y match their financial account information with their UPI, allowing them to purchase

goods or services with their credit card or other financial account, without presenting the actual

card. The aim of this system is to optimize customer security and privacy interests.

SUMMARY OF THE INVENTION

25 The present invention is for a system and related method for payment of bills,

purchases, or other payments which compares a UPI or a merchant/biller’s database of

subscribers, customers, potential customers, prospects, or accounts receivables, sometimes

referred to herein collectively as “customers”, either with a consolidated database of financial

account information such as credit card account information, or with a plurality of non—

30consolidated databases of financial account information, -or with a combination of the two

types. Many types of financial account information may be used to make the payments,
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including, but not limited to, credit cards, charge cards, debit cards, smart cards, bank cards,

demand deposit accounts such as checking accounts, virtual payment accounts, virtual cash

account numbers such as those provided for commercial transactions over the Internet, wire

transfer networks, financial electronic data interchange (FEDI), E-check, Automated Clearing

5House (ACH), payment products from third party, non-bankhfinancial institutions such as

CyberCash and TransPoint (MSFDC), stored value tools such as VisaCash and Mondex, and

the like.

The system matches the customer’s UPI or the customer identification data

contained in a merchant, biller or payment processor’s database with the financial account

10information contained in the one or more financial account databases and selects which one or

more financial accounts to present when the customer is a holder of more than one financial

account.

The financial account or accounts selected are provided to the merchant or biller

for inclusion on a commercial communication, such as a payment stub, renewal form, invoice,

150r other marketing material soliciting payment or subscription. Optionally, the merchant/biller

need not know the particular financial account or number being used. For example, a

commercial communication may indicate the issuer of the financial account, such as a credit

card, and a particular financial account, such as a particular credit card account, for the

customer to charge the purchase to, but include the account number only in encrypted form,

20thus offering security and privacy to the consumer. Many forms of securing information are

known and may be used, including but not limited to the use of encryption techniques and

record locator techniques.

For example, in a transaction where the financial account utilized is a credit card

account, the customer can indicate his approval to use the credit card number provided in

25encrypted form and thus does not have to provide the information himself when paying by

credit card. The merchant/biller collects the invoices or other offers with the customer’s

indication or authorization of payment from the credit card account and, optionally, submits

it to a service bureau which decrypts the credit card account number and processes billing to

the selected credit card account. This helps preserve the customer’s privacy in his or her credit

30card and related information.

As shown in Fig. 2, the system of the present invention serves as an
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intermediary between a large number of issuers and a large number of merchants. As shown

in Fig. 2, issuers provide their account information lists to the central account management and

consolidation system of the present invention, which in turn receives customer identification

data from merchants, and matches and selects financial account information to provide to

Smerchants, as described above.

In some embodiments, the system includes a memory device which stores

consolidated multiple financial account information, such as a master financial account list,

which includes, for example, credit card account information from multiple credit card issuers.

A computer system or other processing unit matches customer identification data from the

10stored consolidated financial account information to a UPI or to a database of a

merchant/biller’s customer identification data in order to associate a financial account number

with a selected member of the customer database. The computer system or processing unit

selects one or more specific associated financial account numbers when more than one financial

account number matches the selected member of the merchant/biller’s customer database. If

15not previously encrypted, the associated financial account number; is encrypted and provided

to the merchant/biller for inclusion on the customer’s commercial communication, such as a

bill, payment stub, renewal form or invoice, which is then sent to the customer. ‘ After

selection and authorization by the customer, the system may also decrypt the encrypted

financial account number for processing payment to the merchant/biller from the selected

20financial account of the customer.

Alternatively, in lieu of including a master consolidated database of financial

account information, the system may be comprised of a plurality of databases of financial

account information either internal or remote, and a mechanism for searching the various

databases to locate a customer’s financial account information. The various financial account

25information databases may include databases of individual issuers and/or partially consolidated

databases containing information from a number of financial account issuers.

A method in accordance with one embodiment ofthe invention includes the steps

of consolidating multiple financial account information lists from multiple financial account

issuers into a master financial account list, receiving a UPI or a merchant/biller's customer

30database, and matching information from the master financial account list to the customer’s

UPI or to the master/biller’s database to associate at least one financial account number for
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each customer. In accordance with desired selection rules, one or more of the matching

financial account number(s) is selected, if more than one financial account number is found for

a particular customer. The selected financial account number is encrypted, or may be provided

already encrypted in the financial account databases. The encrypted financial account number

Sor numbers are provided to the merchant/biller for inclusion on the merchant/biller’s

commercial communication to the customer, thus providing the customer with a means for

authorizing payment for purchase to the associated financial account number, such as a

particular credit card. Payment for the purchase is processed and made to the merchant/biller

from the financial account of the authorizing member. Of course, a financial account number

10can be any unique encrypted identifier, even those including letters as well as numbers.

Alternatively, instead of consolidating multiple financial account information

from a number of financial account issuers into a single master financial account database or

list, the method may include consolidating some subset of financial account lists and searching

a plurality of such lists as well as lists from individual financial account issuers in order to

15associate at least one financial account number for each customer in the merchant/biller’s

customer database, or searching a plurality of individual financial account lists made available

by different issuers .
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In another embodiment, the present invention is directed to a system and method

for providing automated payments over a computer network, for example, over the Internet.

The system includes an automated payment server which is connected to various financial

institutions and which receives and compiles data from those institutions to create files of

5account information for various customers. When a customer desires to purchase goods from

a merchant’s web site, or to pay bills, the'customer is routed to the payment server, and is

presented with the account information as compiled by the payment server. The customer

selects one or more of the financial accounts, and the payment server transmits the appropriate

financial information to the merchant’s payment processor to complete the transaction. In this

10manner, credit card numbers are not transmitted over the Internet or stored on a merchant’s

site, but are only transmitted between the payment server and the payment processor,

preferably over a secure line.

BRIEF DESCRIPTION OF THE DRAWINGS

15 For a fuller understanding of the invention, reference is made to the following

description taken in connection with the accompanying drawings, in which:

- Fig. l is a block diagram illustrating the problems encountered in matching a

large number of financial account issuers to a large number of merchants/billers in an

automated payment system;

20 Fig. 2 is a block diagram illustrating the use of the present invention in

efficiently matching a large number of financial account issuers to a large number of

merchants/billers in an automated payment system;

Fig. 3 is a block diagram of a preferred {embodiment of an apparatus for

carrying out the automated credit card payment method and system of the present invention;

25 Fig. 4 is a flow chart illustrating the use of the apparatus of Fig. 3;

Fig. 5 is a block diagram of an alternative embodiment of the present invention;

Fig. 6 is a block diagram of an automated payment system used for billers in

accordance with one preferred embOdiment of the invention;

Fig. 7 is a flow chart illustrating the use of the system of Fig. 6;

30 Fig. 8 is a block diagram of an alternative embodiment of the present invention;

Fig. 9 is a flow chart illustrating the use of the system of Fig. 8;
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Figs. 10 and 11 are representations of an interface presented to a customer upon

accessing a payment server according to one aspect of the invention; and

Fig. 12 is a block diagram of an embodiment of an apparatus for carrying out

the automated credit card payment method and system of the present invention using a bricks—

Sand—mortar terminal and a biometric identifier and/or PIN.

DETAILED DESCRIPTION OF THE PREFERRED EMBODIMENTS

Preferred embodiments of the invention are now described with reference to the

drawings. Although many of the drawings and descriptions illustrate the use of the invention

IOwith credit card accounts for the sake of simplicity, the invention is in no way meant to be

limited to credit card accounts.

Referring to Fig. 3, an automatic payment system 50 according to one

embodiment of the present invention is ’shown. The system 50 may utilize any combination

of many types of financial accounts and is described with reference to credit card accounts for

15simplicity. The system 50 may be operated by a company, such as a service bureau, and

includes a database consolidation and sorting subsystem 55, a master credit card database 57,

an identifier matching and selecting subsystem 59, and an optional credit card account number

encryption subsystem 53.

The automatic payment system 50 is used in conjunction with n number ofcredit

20card issuers 600 to 60“. Each of the 12 credit 'card issuers 60 maintains on a computer system

its own credit card information list 660 to 66n in accordance with one of a number of

conventional format types known to those of skill in the art. These credit card information lists

66 typically contain account holder identification data, such as the name and address of each
account holder, as well as the associated credit card number, name of financial institution,

25account information and demographic information pertaining to each card holder. One skilled

in the art will recognize that although the preferred embodiments are described with reference

to the use of credit cards, other financial account information or devices, including but not

limited to smart cards, bank cards, checking accounts, and'virtual payment accounts used for

Internet and other on-line commercial transactions, may be used instead of or in any

30comb'mation with credit card accounts.

The automated payment system 50 receives credit card information lists 66 over
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a transmission medium 68 from the 12 credit card issuers 60. This transfer of information over

medium 68 may be achieved by many communications methods, including but not limited to

modem connections, high speed data lines, the Internet, or the physical transfer of storage

media, such as tapes or disks. This transfer is authorized by contractual relationships and may

Sinclude financial incentives. In order to increase the likelihood of locating customer credit card

information, it is preferable to include the credit card account information from as many credit

card issuers as possible. The database consolidation and sorting subsystem 55, which may be

in the form of a programmed computer system, sorts and consolidates the credit card

information 660 to 66n provided by the credit card issuers 600 to 60“, and the sorted and

lOconsolidated data is then stored in the master credit card information database 57. This

database may reside on a mass storage unit of the computer system. Of course, the processing

elements and information storage elements may reside on multiple computing devices to

provide for contingencies such as fault tolerance and load balancing.

The automated payment system 50 is used to provide credit card account

15information to one or more of m number of merchants/billets 700 to 70m. Each of the m

merchants/billers may maintain on a computer its own list 76 of customer identification data.

These lists 760 to 76m include customer identification data such as names and addresses of

customers or additional information, such as social security numbers and demographic

information. The automatic payment system 50 receives the customer identification data from

20a given merchant/biller 70x, and the matching and selecting subsystem 59 compares the

customer identification data supplied by merchants/billers 70x with the records in the master

credit card information database 57 to locate matching credit card holder identification data.

The matching and selecting subsystem 59 may be in the form of a preprogrammed computer

system which is either the same as the one used for the database consolidation and sorting

25subsystem 55, or separate therefrom. The process of matching customers from a

merchant/biller database to credit card account holders in the matching and selecting subsystem

59 may be performed using conventional matching algorithms as known to those of skill in the

art. .

If more than one credit card holder identifier matches a given customer (i.e. ,

30the customer has more than one credit card), one or more of the matching credit card

identifiers is selected or featured by the matching and selecting subsystem 59. This selection
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proceeds in accordance with certain selection and presentation rules. As an illustrative

example, a simple selection rule is used wherein the selected credit card is the one issued by

the issuer having the most credit cards in the database, i.e. , the most “popular” or predominant

credit card. Alternatively, in one embodiment, the selection is made on a pro rata basis or

50ther algorithm based on the total number of credit card accounts for each issuer in relation

to the number of credit card accounts for the other issuers and the total number of credit card

accounts in the master credit card database 57. Thus, for example, a credit card issuer which

accounts, for example, for 25 % of the total number of credit card accounts in the consolidated

database, will have its associated credit card account selected 25% of the time for customers

10who have multiple credit card number accounts including that issuer. Another method of

selecting one associated credit card account number from more than one matching associated

credit card account is to compare the selected associated credit card account numbers with

credit card usage information to determine the customer's primary credit card, based 011

amount of use, and selecting the customer’s most often used credit card. Yet another method

15of selecting an account may take into consideration the fees associated with financial

transactions and select the financial institution that charges the lowest fees. Alternatively, the

selection process may take into account historical data and select the financial institution that

yields the best results or success for a particular merchant/biller. Finally, the selection may

be made as a result of fees paid by the credit card issuer to receive priority in the selection

ZOprocess.

In alternative embodiments, more than one credit card, or all of the credit cards,

may be selected for inclusion, and the customer is given the option of selecting which one of

the cards is to be used for making payment. In this embodiment, all matching credit card

account numbers may be selected and presented to the customer. The selectedlcredit card

25accounts may be presented to the customer in a list with a check box, such as in the following

form:

Choose the card(s) with which you wish to pay:

CITIBANK VISA

DISCOVER

30 AMERICAN EXPRESS
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In a more preferred embodiment of the present invention, the selected credit card accounts can

also be ordered and presented to the user, based on similar criteria as that used by the system

to determine the selection of credit cards, e. g., the most popular card in the database, the

customer‘s most often used credit card, the card that charges the lowest fees, or the card whose

5issuer has paid the highest fee, can be presented above or ahead of other credit cards.

The selected credit card account number or numbers which are to be included

on a commercial communication are encrypted by a credit card account number encryption

subsystem 53. The particular method of encryption may include a finder number, record

locator, some form of high level encryption, or any other encryption technique. While

10encryption is an element of the preferred embodiment, the method of encryption may be any

method which achieves adequate security and the specific method of encryption does not

constitute a material element of the system and method set forth herein. Moreover, credit card

information may be encrypted and provided in encrypted form from the Credit card issuers 60

before being stored in the master credit card information database.

15 Fig. 4 illustrates the use of encrypted account information of the present

invention, and specifically, encrypted credit card information for the sake of simplicity. In one

embodiment, for each customer in a merchant/biller ’5 customer identification data database 76,

the encrypted credit card account number associated with the customer is provided by

merchant/biller 70X to the customer (step 80) as part of the communication to the customer

20from merchant/biller 70x. Alternatively, in a bricks-and—mortar embodiment of the present

invention where the bricks-and-mortar merchant does not have a “customer information

database,” the customer communicates directly to the central database 57 via a payment

process interface, e.g. , a terminal or computer. At step 90, the customer decides whether to

authorize payment by credit card. This authorization step may also include selecting which

250redit card(s) to use if the customer is presented with more than one. If the customer

authorizes such payment and returns the commercial communication to the merchant/biller or

other payment processing entity, the encrypted credit card account number is decrypted at step 7

100. The encrypted number may be sent by the system 50 to the credit card issuer, a payment

processor or merchant for decryption and/or payment processing. After decryption the credit

30card account number is used to process payment to merchant/biller (step 110) and payment is

made to the particular merchant/biller, along with any required payments for use of the system
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in handling the transaction. If the customer 90 does not authorize payment, steps 100 and 110

are simply not performed. 4

h It should be understood thatelements of the system and method of the present

invention described herein, such as in Figures 3 and 4, may be modified in keeping with the

5intended scope of the invention. For example, the consolidated credit card account database

has been described as containing account information from multiple credit card account issuers.

However, the merchant/biller’s customer identification data may alternatively be matched

serially against multiple databases, including individual credit card issuers’ credit card account

databases and/or one or more consolidated database. Each individual or consolidated database

lOrepresents some number of credit card issuers which is a subset of all the issuers.

Fig. 5 shows an alternative embodiment of an automated payment system 50’

according to the present invention. The system 50’ of this alternative embodiment includes a

serial matching subsystem 59’ and a selection/presentation subsystem 59”. The serial

matching subsystem compares customer identification data, received over transmission medium

1569 from a merchant or one or more customer databases 76 of a given merchant/biller 70, to

a number of credit card databases 66 of a number of issuers 60. The serial matching subsystem

may also compare the customer identification data with a consolidated database 58 containing

information consolidated from a limited number of issuers 60, in this case, issuers 3 and 4.

The serial matching subsystem locates matches ofthe merchant/biller’ s customer identification

20data with account holder identification data contained in the individual and partially

consolidated databases 66 and 58, as discussed above. Once a set of matching credit card

account numbers is located, the selection subsystem 59” selects one or more of the account

numbers, in accordance with the selection rules discussed above.

Referring now to Fig. 6, therein is shown a block diagram of an embodiment

250f the automated credit card payment system of the present invention as applied to

merchant/billers. In this arrangement, multiple merchant/billets 150 use a fulfillment house

152 and a service bureau 154 employing the system of the present invention to deal with

multiple credit card account databases 156, one or more ofwhich may be partially consolidated

databases as explained above. More than one fulfillment house 152 may be utilized to serve

30the various merchant/billers and/or groups of merchant/billers, or one fulfillment house 152

may be used for each biller 150. Merchant/billers .150 provide the fulfillment house 152 with
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each of their customer files 158 and outside lists 160 (e. g. , lists of prospective customers).

The service bureau 154 uses the system of the present invention to match the names on the

merchant/billers’ customer files 158 with associated financial account information. This

information, including credit card information, is consolidated by the service bureau 154 from

5multip1e credit card issuers 156 and is stored in a master credit card file. Alternatively, this

credit card information can be accessed serially from databases of the multiple credit card

issuers. "

After matching the merchant/billers’ customer files 158 and outside lists 160

with associated financial account information, the service bureau encrypts the matching credit

10card account numbers (block 162) and provides them to the fulfilhnent house 152. The use of

the located credit card information is shown in the flow chart of Fig. 7, where fulfilhnent

house 152 uses the encrypted credit card account information in marketing, billing and/or

renewal efforts (step 164), such as by placing encrypted credit card account numbers on

commercial communications. At step 165, customers authorize the use of their credit card,

15and optionally select which credit card to use if more than one is presented to the customer.

When customers place orders using the encrypted credit card account

information on the commercial communication, the orders are collected and the encrypted

number entered and consolidated into a consolidated order file (step 166). The encrypted

account numbers in the consolidated order file are then decrypted (step 170) and payments are

20processed (step 172).

Referring now to Figs. 8 and 9, there is shown another embodiment of the

present invention. In this embodiment, the system 200 is designed for use over a computer

network, for example, over the Internet, a LAN, WAN, ortthe like. The system 200 includes

an automated payment server 202 that includes a processing unit 204 and a customer database

25206 maintained by the processing unit, and is similar in many respects to the automated

payment system 50 described above. The database combines account information from various

financial institutions, as well as bill information from various billers.

The automated payment server 202 connects to a plurality of customers at

respective terminals 208, and interacts with those customers via a suitable customer interface

30210 (only one terminal is shown schematically in FIG. 8). The customer interface can be a

basic application used to select payment options, a method of viewing bills from various
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billers, and/or a full-service interface that combines those functions and allows the customer

to re—configure the account. It will be apparent to those skilled in the art that various forms

of interface may be employed.

The automated payment server 202 further connects to one or more merchant

Ssites 212 over one or more communication lines 214. Preferably, at least one of the lines 214

is a secure line for transmission of payment information, as is described in greater detail

below.

The automated payment server 202 is connected to various financial institutions

220 and to various billers 222. The automated payment system 202 receives account

10information, including updated account information, over a transmission medium from the

financial institutions, and receives billing information from the various billers, as described

above in connection with the automated payment server 50. For example, various utilities may

transmit bills electronically to their customers via the payment server 202. An automated

account information merge/purge subsystem 224 and an automated bill information

15merge/purge subsystem 226, which may be in the form ofprogrammed computer systems, sort

and consolidate the account and bill information provided by the financial institutions and

billers, and the sorted and consolidated data is then stored in the customer database 206 for

subsequent access, as is described in greater detail below.

The customer terminals 208 can take many different forms, and can access the

20automated payment server 202 in many different ways. For example, the customer may

transmit purchase requests via a brick—and-mortar terminal, E-mail, or over the Internet by

clicking on a banner on a web site, through interactive television, WebTV®, over the

telephone, by direct mail, or in any other suitable manner. In one embodiment, the merchant

site 212 may post a banner indicating that payment for a transaction may be conducted through

25the automated payment server 202. The customer can then click on the banner and be directed

to the automated payment server, as is described in greater detail below.

The customer interface 210 is preferably a suitable interface that allows the

automated payment server 202 to simultaneously communicate with multiple customers over

the Internet or other computer network.

30 Referring now to Fig. 9, the operation of the automated payment server 202 is

described in more detail. Operation begins at step 300, with a customer beginning the
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transaction by communicating with a merchant 212 and either placing an order or requesting

to pay a bill for goods or services. In one embodiment, the merchant site presents the

customer with a banner having an embedded URL of the automated payment server 202, or

alternatively the merchant site can automatically direct the customer to the automated payment

5server when the customer places an order. At step 302, the customer is linked to the

automated payment server 202, and at step 303 the server determines whether the customer is

registered with the server. If the customer is not registered, operation proceeds to step 304,

and the customer registers with the payment server. Registration can be conducted over the

computer network, over the telephone, through the mail, or in any other suitable manner, and

10involves receiving identifying information from the customer to verify the identity of the

customer for all subsequent transactions. For example, the customer may provide their name,

address, etc., along with their mother’s maiden name, a social security number, or the like.

The customer may also provide biometric information, e.g. , fingerprint sample, handwriting

sample, retina scan, or voice recording/pattern. Once the customer’s identity has been

15verified, a password is selected for the customer (either chosen) by the customer or randomly

assigned by the payment server), as is well known in the art.

If the customer is already registered with the payment server 202, the customer

inputs his or her user name and password at step 303, and after authentication or verification,

the customer is allowed to continue with the payment transaction.

20 The merchant 212 transmits order and/or payment data to the payment server

202, either automatically or after being prompted by the payment server, at step 305. The data

preferably identifies the customer, for example by including order ID data and/or a customer

UPI, which is also transmitted to the payment server when the customer accesses the payment

server. Alternatively, the merchant site may transmit the customer’s name or any other

25identifying data to allow the payment server to associate the customer with the particular order

or payment request.

The customer’s UPI or other identifying information is associated with the

customer’s financial account(s). The UPI can be in the form of a name, password, PIN, ID

number, or other unique identifier. Alternatively, the UPI can take the form of a fingerprint,

30retina scan, voice pattern, handwriting sample, or other unique “biometric” identifier. These

' biometric identifiers, in some cases, can be used in conjunction with a password or PIN. The
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recording, capturing, and storing of unique biometric identifiers such as retina scans, iris

scans, voice patterns, digital handwriting samples 'or digitally scanned fingerprints are

described in U.S. Patent Nos. 6,047,281; 6,038,334 and 5,991,408, the disclosures of which

are incorporated herein by reference. In one possible embodiment of the invention, the

5customer’s UPI is recorded and/or authenticated using prior art devices, such as digital

scanners, cameras or recorders, attached to the consumer’s computer or located at a bricks—

and-mortar or other merchant terminal as exemplified in Fig. 12.

Once the payment server has associated the customer with the order or payment

request, operation proceeds to step 306, and the payment server accesses the customer database

10to retrieve the customer’s account information, which as described above is in the form of

various credit cards, debit cards, smart cards, bank cards, demand deposit accounts such as

checking accounts, virtual payment accounts, wire transfer networks, financial electronic data

interchange (FEDI), Echeck, Automated Clearing House (ACH), payment products from third

party, non—bank financial institutions such as CyberCash and TransPoint (MSFDC), stored

15va1ue tools such as VisaCash and Mondex, and the like. Then, at step 308, the payment server

202 presents the customer account information to the customer (Fig. 10). The account

information identifies the various financial to the customer, without transmitting entire account

numbers to the customer. For example, some identifying information is transmitted, such as

the name of the credit card, the last several digits of a credit card, or the like (e.g., “AmEx

206543 "). The account information may include, in addition to identifying the various credit

cards and the like, available balance information, date of the last update to that account, date

of last payment, credit limit, transaction detail, and the like.

At step 310, the customer selects one or more payment options, and that

selection (or selections) is transmitted to the payment server via the interface 210. Thus, the

25actual account numbers are not transmitted between the payment server and the customer.

The customer may choose to split a payment between two or more financial

accounts, for example, two or more credit cards. In addition, the payment server can present

the accounts to the customer in some specific order, as defined by the customer, the financial

institutions, particular merchants, account usage, available balances, interest rates, and the

301ike.

In one embodiment, the payment server 202 presents the customer only with
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appropriate payment options. For example, if the purchase amount is $100, and the customer’s

checking account has a balance less than $100, the payment server preferably does not provide '

that as an option to the customer. Alternatively, the checking account may be presented to the

customer, but in a different color or font to indicate to the customer that such account is not

5suitable for the particular transaction, but can be used in connection with another payment

option to complete the transaction.

At step 3 12, the payment server 202 transmits a request for authorization to the

payment processor of the merchant site 2 12, which includes the payment option selected by the

customer. At step 314, the customer interface determines whether the payment option is

10acceptable. For example, the customer may have selected a credit card that is not accepted by

the particular merchant. If so, operation proceeds to step 316, and the customer is informed

that the authorization failed. Operation then flows back to step 308, to allow the customer to

select another payment option.

If the payment option is acceptable at step 314, operation proceeds to step 318,

15and the customer is notified that the transaction has been approved. Then, at step 320, the

payment server 202 transmits the approved order or Approval to the merchant site or to the

merchant’s payment processor 212, preferably over a secure line, and the merchant fills the

order by interacting with the customer 208. For example, the merchant site may request

shipping information if they do not already have it or other required information to complete

20the transaction. Then, at step 322, the payment processor accesses the appropriate financial

institution and transmits the payment information, so that the customer’s account is debited and

the merchant’s account is credited.

It will be apparent to those skilled in the art that the above steps may also be

carried out over a telephone network that allows for interactivity, such as those systems

250ffering voice recognition and/or dual tone multi-frequency (DTMF) tones. As is well known

in the art, the customer may enter a user ID and password by pressing the appropriate keys on

the telephone, with the payment server including the appropriate, well-known hardware to

interpret the DTMF tones to determine the corresponding numbers entered by the customer.

Thus, a customer may dial a telephone number, listen to a list of available goods, services

30and/or bills, and select one or more of the goods, services and/or bills by pressing appropriate

keys on the telephone. The payment server, through a well-known interactive system such as
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interactive voice response (IVR) or the like, then prompts the customer to enter identification

data, such as a user name and PIN number, or the like. Once the identity of the customer is

verified, the payment server may then present the customer with a list of credit cards that may

be Used to complete a transaction. For example, the IVR software may read “Press 1 to select

5your Visa account, press 2 to select American Express, ” or the like. The customer may simply

press the corresponding key on the telephone to signal the payment server of the customer’s

choice. The remainder of the process is the same as the computer network version described

above. Thus, in this manner the payment server 202 is available to customers over a telephone

network.

10 Alternatively, the present invention may be implemented through the mail, by

the customer returning an order form sent through regular mail and/or electronic mail. In this

manner, the payment server sends a preprinted order form to potential customers, listing

various goods, services and/or bills available, and also listing that particular customer’s

financial accounts as compiled by the customer database 206. The customer selects one or

15more of the goods, services and/or bills, selects a financial account for payment from the

customer—specific list printed on the form, and returns the order form to the payment server

202. An operator at the payment server then enters the data, or in the case of electronic

transfer such as email, the data is uploaded. The payment server forwards the data to the

appropriate merchant. If the payment option selected by the customer is not appropriate (e. g. ,

20the merchant does not accept that type of payment or the available balance is too low), the

customer is notified, either through the mail (electronic or regular) or via telephone, and may

select another payment option. Once a suitable payment option is selected, the remainder of

the transaction is completed along the lines of the computer network version described above.

In an alternative embodiment, the customer who receives the order form or bill

25may call a telephone number provided on the form and complete the transaction over the

telephone, in the same manner as described above.

In another embodiment, the customer at terminal 208 may access the payment

server 202 directly without initially accessing a merchant’s site. The customer then may be

presented with outstanding bills, as compiled by the automated bill information merge/purge

30subsystem 226 (Fig. 1 1). The customer may select one or more of the bills to be paid, and is

then presented with the account information, similar to the process described above with
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respect to Fig. 9.

It will be apparent that the system and method of the present invention allow

payment transactions to be performed over a computer network without requiring any credit

card numbers or the like to be transmitted directly between the customer 208 and merchant

5212, or between the customer 208 and the payment server 202. Thus, no account information

passes over a public network such as the Internet. The account information is transmitted over

secure lines between the financial institutions and the payment server 202, and between the

payment server and the merchant’s payment processor or the merchant’s site. In addition,

multiple merchants do not need to maintain a database ofaccount numbers , as such information

10is maintained at the payment server 202. Maintaining the database at one location rather than

at each individual merchant further reduces the likelihood of fraud.

Referring to Fig. 12, an automatic payment system 50 is shown according to an

embodiment that implements use of biometric identifiers and/or PINs. A biometric identifier

and/or PIN is collected at a bricks-and—mortal terminal. A bricks-and-mortar terminal may

15include a computer, digital camera, scanner, recorder or other device capable ofcapturing such

information. The automatic payment system 50 receives the biometric identifier and/or PIN

from the bricks—and~mortar terminals 84x, land the matching and selecting subsystem 59

compares the biometric identifier and/or PIN 88x with the records in the master credit card

information database 57 to locate matching credit card holder identification data. The matching

20and selecting subsystem 59 may be in the form of a preprogrammed computer system which

is either the same as the one used for the database consolidation and sorting subsystem 55, or

separate therefrom. The process of matching customers from a merchant/biller database to

credit card account holders in the matching and selecting subsystem 59 may be performed

using conventional matching algorithms as known to those of skill in the art. If a match is

25found in the master credit card database 57, then the PIN is validated.

As can be understood from the above description of the present invention, the

present invention provides a number of benefits to customers (such as credit card users),

financial institutions, merchants and billers. Benefits for the financial institutions include

reduced fraud, more credit card usage, higher retention rates, and increased fee income.

30Benefits for the customer include convenience, privacy, and efficiency. Benefits to the

merchant/billers are reduced fraud and theft, higher retention rates, less bad debt, savings on
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mailing expense, and better customer relationships.

The system and method of the present invention may also be used in conjunction

with a targeted marketing or coupon plan in which purchasing behavior can be identified and

recorded by the payment server. In one possible embodiment, consumers with financial

Saccounts (including credit card accounts) on the payment server can acquiesce in having their

purchasing behavior tracked and provided to a wide variety of businesses and industries.

These business and industries can then preferentially target various consumers for discounts,

coupons, or other marketing deals based on their past purchases.

Another benefit provided by the present invention is the security and privacy

10for consumers. Therefore, in accordance with the preferred embodiment of the invention

herein, a centralized organization or company is the only party, aside from the financial

institutions with relationships with the consumers, as well as the consumers themselves, that

has access to the specific financial account information. It should be understood that the

functions performed by the central organization may actually be divided between separate

lSentities. For example, one entity may perform processing, while another entity performs

encryption/decryption. As described above, only encrypted account information is provided

to the merchants/billers; however, it is within the scope of the present invention to provide a

system in which accounts are provided to merchants/billers directly, and the merchant/biller

or other company encrypts such account information for use in its billing materials. In such

20a case, once the merchant/biller receives the customer’s approval for charging a particular

account, it can proceed to decrypt and process the payment from the financial institution

directly.

Many other user functions known in the art can be implemented such as the

ability to allow a user to modify his user registration information.

While several forms of the invention have been described, it will be apparent

to those skilled in the art that various modifications and improvements may be made without

departing from the spirit and scope of the invention.
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WHAT IS CLAIMED IS:

1. A method for facilitating payment from a customer’ 5 financial account to

a merchant/biller or a payment processor associated with a merchant/biller, comprising the steps

of:

compiling in a memory financial account information for at least one

customer from a plurality of financial institutions;

receiving and storing transaction information relating to a particular

customer;

, retrieving from the memory the financial account information for the

customer;

presenting the financial account information to the customer;

receiving and storing a’ selection by the customer of at least one of the

financial accounts; and

providing the selected financial account(s) information either to the

merchant/biller or to a payment processor associated with the merchant/biller.

2. The method of claim 1, wherein said financial account corresponds to at

least one ofa credit card, charge card, debit card, smart card, bank card, demand deposit account,

checking account, virtual payment account, virtual cash account, Wire transfer networks, financial

electronic data interchange (FEDI), Echeck, Automated Clearing House (ACH), and stored value

tools.

3. The method of claim 1, further comprising the step of consolidating at

least two of said plurality of financial account information databases into a single consolidated

financial account information database and vvherein said retrieving step includes the step of

searching said consolidated database.
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4. The method ofclaim 1, further comprising the steps of selecting a subset

of one or more financial accounts fiom among a plurality of customer financial accounts, and

presenting the subset to the customer.

5. The method of claim 4, wherein the subset ofaccounts includes fmancial

accounts acceptable to the merchant/billet

6. The method of claim 1, further comprising the step of dividing payment

for a single transaction among more than one financial account ifmore than one financial account

is selected.

7. The method ofclaim 1, further comprising the step ofselecting the order

in which one or more financial accounts are presented to the customer before presenting the

financial account information to the customer.

8. The method of claim 1, further comprising the steps of encrypting said

selected customer financial account information prior to providing it to said merchant/biller, or

payment processor, and encrypting or truncating the financial account information before it is

presented to the customer.

9. The method of claim 1, further comprising the step of updating said

financial account information from at least one of said plurality of financial institutions.

10. The method of claim 1, further comprising the steps of determining

whether a customer is a registered customer; and

registering a customer if the customer is not yet registered.

1 l . The method ofclaim 10, wherein the step ofregistering a customer further

includes capturing a PIN and a biometric measurement of the customer.
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12. The method of claim 11, wherein the biometric measurement includes

voice patterns, fingerprints, retina scans, or handwriting samples.

13. The method ofclaim 1 1, further comprising the step ofcomparing the PIN,

biometric measurement, or both, against a‘ respective stored database of PINS or biometric

measurements.

14. The method of claim 1, further comprising the step of comparing a

transaction value from the transaction information to an available balance value from the

financial account information.

15. The method of claim 14, further comprising the step of presenting to

customers only those financial accounts with an individual or combined available fiind balance

equal to or greater than the transaction value.

1 6. A method for facilitating payment from a customer’ s financial account for

a bill selected from a plurality of bills presented to the customer, the method comprising the

following steps:

compiling in a memory financial account information for at least one

customer from a plurality of financial institutions;

presenting the customer with bill information for each of a plurality of

bills;

receiving selection information from the customer specifying a particular

selected bill which is to be paid;

retrieving from the memory the financial account information for the

customer;

presenting the financial account information to the customer; and

receiving selection information from the customer specifying a particular

account to be used to pay the selected bill.
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17. The method of claim 16, wherein said financial account corresponds to

at least one of a credit card, charge card, debit card, smart card, bank card, demand deposit

account, checking account, virtual payment account, virtual cash account, wire transfer networks,

financial electronic data interchange (FEDI), Echeck, Automated Clearing House (ACH), and

stored value tools.

18. The method of claim 16, further comprising the step of consolidating at

least two of said plurality of financial account information databases into a single consolidated

financial account information database and wherein said retrieving step includes the step of

searching said consolidated database.

19. The method ofclaim 16, further comprising the steps ofselecting a subset

of one or more financial accounts from among a plurality of customer financial accounts, and

presenting the subset to the customer.

20. The method ofclaim 19, wherein the subset ofaccounts includes financial

accounts acceptable to the merchant/biller.

21. The method ofclaim 16, further comprising the step of dividing payment

for a single transaction among more than one financial account ifmore than one financial account

is selected.

22. The method ofclaim 16, further comprising the step ofselecting the order

in which one or more financial accounts are presented to the ‘customer before presenting the

financial account information to the customer.

23. The method of claim 16, further comprising the steps of encrypting said

selected customer financial account information prior to providing it to said merchant/biller, or

payment processor, and encrypting or truncating the financial account information before it is

presented to the customer.
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24. The method of claim 16, further comprising the step of updating said

financial account information from at least one of said plurality of financial institutions.

25. The method of claim 16, further comprising the steps of determining

whether a customer is a registered customer; and

registering a customer if the customer is not yet registered.

26. The method ofclaim 25, wherein the step ofregistering a customer further

includes capturing a PIN, an IP address or a biometric measurement ofthe customer.

27. The method of claim 26, wherein the biometric measurement includes

voice patterns, fingerprints, retina scans, or handwriting samples.

28. The method ofclaim 26, further comprising the step ofcomparing at least

one ofthe PIN, IP address, biometric measurement, against a respective stored database ofPINs,

IP addresses or biometric measurements.

29. The method of claim 16, further comprising the step of comparing a

transaction value from the transaction information to an available balance value from the

financial account information.

30. The method of claim 29, further comprising the step of presenting to

customers only those financial accounts with an individual or combined available fund balance

equal to or greater than the transaction value.
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31 . A method for facilitating payment fiom a customer’ 5 financial account to

a merchant/biller or a payment processor associated with a merchant biller over a computer

network, comprising the steps of:

compiling in amemory at apayment server financial account information

for at least one customer, said information being received from a plurality of financial

institutions;

receiving over the computer network transaction information at the

payment server relating to a particular customer and storing the transaction information;

retrieving from the memory the financial account information for the

customer;

transmitting the financial account information over the computer network

to the customer;

receiving over the computer network a selection by the customer of one

or more of the financial accounts and storing the selection; and

transmitting the selected financial account information over the computer

network to said merchant/biller or a payment processor associated with the merchant/biller.

32. The method of claim 31, wherein said financial account corresponds to

at least one of a credit card, charge card, debit card, smart card, bank card, demand deposit

account, checking account, virtual payment account, virtual cash account, wire transfer networks,

financial electronic data interchange (FEDI), Echeck, Automated Clearing House (ACH), and

stored value tools.

33. The method of claim 31, further comprising the step of consolidating at

least two of said plurality of financial account information databases into a single consolidated

financial account information database and wherein said retrieving step includes the step of

searching said consolidated database.
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34. The method ofclaim 3 1, further comprising the steps of selecting a subset

of one or more financial accounts from among a plurality of customer financial accounts, and

presenting the subset to the customer.

3 5. The method ofclaim 34, wherein the subset ofaccounts includes financial

accounts acceptable to the merchant/biller.

36. The method ofclaim 31, further comprising the step of dividing payment

for a single transaction among more than one financial account ifmore than one financial account

is selected.

37. The method ofclaim 3 1, further comprising the step ofselecting the order

in which one or more financial accounts are presented to the customer before presenting the

financial account information to the customer.

38. The method of claim 31, further comprising the steps of encrypting said

selected customer financial account information prior to providing it to said merchant/biller, or

payment processor, and encrypting or truncating the financial account information before it is

presented to the customer.

39. The method of claim 31, further comprising the step of updating said

financial account information from at least one of said plurality of financial institutions.

40. The method of claim 31, further comprising the steps of determining

whether a customer is a registered customer; and

registering a customer if the customer is not yet registered.

41 . The method ofclaim 40, wherein the step ofregistering a customer further

includes capturing a PIN, IP address or a biometric measurement of the customer.
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42. The method of claim 41, wherein the biometric measurement includes

voice patterns, fingerprints, retina scans, or handwriting samples.

43. The method ofclaim 41, further comprising the step ofcomparing at least

one ofthe PIN, IP address, and biometric measurement, against a respective stored database of

PINS, IP addresses or biometric measurements.

44. The method of claim 31, further comprising the step of comparing a

transaction value from the transaction information to an available balance value from the

financial account information.

45. The method of claim 44, further comprising the step of presenting to

customers only those financial accounts with an individual or combined available fund balance

equal to or greater than the transaction value. .
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46. A method for facilitating payment from a customer’ s financial account to

a merchant/biller or a payment processor associated with a merchant biller, comprising the steps

of: '

compiling in a memory at apayment server financial account information

for at least one customer, said information being received from a plurality of financial

institutions;

receiving transaction information relating to a particular customer;

transmitting said transaction information to the payment server and storing

the transaction information;

retrieving from the memory the financial account information for the

customer;

displaying the financial account information on an interface;

receiving a selection by the customer of at least one of the financial

accounts and storing the selection; and

transmitting the selected financial account(s) information either to the

merchant/biller or to a payment processor associated with the merchant/billet.

47. The method of claim 46, wherein said financial account corresponds to

at least one of a credit card, charge card, debit card, smart card, bank card, demand deposit

account, checking account, virtual payment account, virtual cash account, wire transfer networks,

financial electronic data interchange (FEDI), Echeck, Automated Clearing House (ACH), and

stored value tools.

48. ‘ The method of claim 46, further comprising the step of consolidating at

least two of said plurality of financial account information databases into a single consolidated

financial account information database and wherein said retrieving step includes the step of

searching said consolidated database.
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49. The method ofclaim 46, further comprising the steps ofselecting a subset

of one or more financial accounts from among a plurality of customer financial accounts, and

presenting the subset to the customer.

50. The method ofclaim49, wherein the subset ofaccounts includes financial

accounts acceptable to the merchant/biller.

51. The method ofclaim 46, further comprising the step of dividing payment

for a single transaction among more than one financial account ifmore than one financial account

is selected.

52. The method ofclaim 46, further comprising the step ofselecting the order

in which one or more financial accounts are presented to the customer before presenting the

financial account information to the customer.

53. The method of claim 46, further comprising the steps of encrypting said

selected customer financial account information prior to providing it to said merchant/biller, or

payment processor, and encrypting or truncating the financial account information before it is

presented to the customer.

54. The method of claim 46, further comprising the step of updating said

financial account information from at least one of said plurality of financial institutions.

55. The method of claim 46, further comprising the steps of determining

whether a customer is a registered customer; and

registering a customer if the customer is not yet registered.

56. The method ofclaim 5 5 , wherein the step ofregistering a customer further

includes capturing a PIN, IP address or a biometric measurement of the customer.
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57. The method of claim 56, wherein the biometric measurement includes

voice patterns, fingerprints, retina scans, or handwriting samples.

5 8. The method ofclaim 56, further comprising the step ofcomparing at least

one of the PIN, IP address and biometric measurement, against a respective stored database of

PINs, IP addresses or biometric measurements.

59. The method of claim 46, further comprising the step of comparing a

transaction value from the transaction information to an available balance value from the

financial account information.

60. The method of claim 59, further comprising the step of presenting to

customers only those financial accounts with an individual or combined available fund balance

equal to or greater than the transaction value.

61. The method of claim 46, wherein the interface includes a terminal, smart

terminal, smart box, keypad, LCD display, cardswipe device or touchpad.

62. The method ofclaim 46, wherein only those financial accounts acceptable

to the merchant/biller are displayed on the interface.
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63. A method for facilitating direct bill payment by a customer, comprising

the steps of:

receiving and storing billing information from a merchant/biller or

merchant payment processor relating to a particular customer;

retrieving from a customer database financial account information for the

customer compiled from a plurality of financial institutions;

presenting to the customer a bill payment interface with one or more of

the customer’s financial accounts;

receiving and storing a selection by the customer of at least one of the

financial accounts for payment of the bill; and

providing the selected financial account(s) information either to the

merchant/biller or to a payment processor associated with the merchant/billet

64. The method of claim 63, wherein said financial account corresponds to

at least one of a credit card, charge card, debit card, smart card, bank card, demand deposit

account, checking account, virtual payment account, virtual cash account, wire transfer networks,

financial electronic data interchange (FEDI), Echeck, Automated Clearing House (ACH), and

stored value tools.

65. The method of claim 63, further comprising the step of consolidating at

least two of said plurality of financial account information databases into a single consolidated

financial account information database and wherein said retrieving step includes the step of

searching said consolidated database.

66. The method ofclaim 63, further comprising the steps ofselecting a subset

of one or more financial accounts from among a plurality of customer financial accounts, and

presenting the subset to the customer.

67. The method ofclaim 66, wherein the subset ofaccounts includes financial

accounts acceptable to the merchant/billet-
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68. The method of claim 63, further comprising the step ofdividing payment

for a single transaction among more than one financial account ifmore than one financial account

is selected.

69. The method ofclaim 63, further comprising the step ofselecting the order

in which one or more financial accounts are presented to the customer before presenting the

financial account information to the customer.

70. The method of claim 63, further comprising the steps of encrypting said

selected customer financial account information prior to providing it to said merchant/biller, or

payment processor, and encrypting or truncating the financial account information before it is

presented to the customer.

71. The method of claim 63, further comprising the step of updating said

financial account information from at least one of said plurality of financial institutions.

72. The method of claim 63, further comprising the steps of determining

whether a customer is a registered customer; and

registering a customer if the customer is not yet registered.

73 . The method ofclaim 72, wherein the step ofregistering a customer further

includes capturing a PIN, IP address or a biometric measurement of the customer.

74. The method of claim 73, wherein the biometric measurement includes

voice patterns, fingerprints, retina scans, or handwriting samples.

75. The method ofclaim 73, further comprising the step ofcomparing at least

one of the PIN, IP address or biometric measurement, against a respective stored database of

PINS, IP addresses or biometric measurements.

|PR2018-00067

Unified EX1002 Page 301



IPR2018-00067 
Unified EX1002 Page 302

OO\IO\
\O

10

11

12

13

14

15

16

#0»)

WO 02/14985 PCT/US01/25888

33

76. The method of claim 63, further comprising the step of comparing a

transaction value from the transaction information to an available balance value from the

financial account information.

77. The method of claim 76, further comprising the step of presenting to

customers only those financial accounts with an individual or combined available fund balance

equal to or greater than the transaction value.

78 . An apparatus for facilitating payment from a customer’ 5 financial account

to a merchant/biller or a payment processor associated with a merchant/biller, comprising:

a processor; and

a memory storing processing instructions for controlling the processor, the

processor operative with the processing instructions to:

compile in a memory financial account information for at least one

customer from a plurality of financial institutions;

receive and storing transaction information relating to a particular

customer;

retrieve from the memory the financial account information for the

customer;

present the financial account information to the customer;

receive and store a selection by the customer ofat least one ofthe financial

accounts; and

provide the selected financial account(s) information either to the

merchant/biller or to a payment processor associated with the merchant/biller.

79. The system ofclaim 78, wherein said financial account corresponds to at

least one ofa credit card, charge card, debit card, smart card, bank card, demand deposit account,

checking account, virtual payment account, virtual cash account, wire transfer networks, financial

electronic data interchange (FEDI), Echeck, Automated Clearing House (ACH), and stored value

tools.
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80. The system ofclaim 78, wherein the processor is operative to consolidate

at least two ofsaid plurality offinancial account information databases into a single consolidated

financial account information database.

81. The system of claim 78, wherein the processor is operative to select a

subset ofone or more financial accounts from among a plurality ofcustomer financial accounts,

and to present the subset to the customer.

82. The system of claim 78, wherein the processor is operative to select a

subset of accounts that includes financial accounts acceptable to the merchant/biller.

83. The system of claim 78, wherein the processor is operative to divide a

payment for a single transaction among more than one financial account if more than one

financial account is selected.

84. The system of claim 78, wherein the processor is operative to select the

order in which one or more financial accounts are presented to the customer before presenting

the financial account information to the customer.

85. The system ofclaim 78, wherein the processor is operative to encrypt said

selected customer financial account information prior to providing it to said merchant/biller or

to said payment processor, and to encrypt or truncate the financial account information before

it is presented to the customer.

86. The system ofclaim 78, wherein the processor is operative to update said

financial account information from at least one of said plurality of financial institutions.

87. The system of claim 78, wherein the processor is operative to determine

whether a customer is a registered customer, and to register the customer if the customer is not

yet registered.
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88. The system of claim 87, wherein the processor is operative to capture a

PIN, IP address or a biometric measurement of the customer as part of the registration.

89. The system ofclaim 8 8, wherein the biometric information includes voice

patterns, fingerprints, retina scans, or handwriting samples.

90. The system ofclaim 88, wherein the processor is operative to compare at

least one ofthe PIN, IP address and biometric measurement, against a respective stored database

of PINS, IP addresses or biometric measurements.

91. I The system of claim 78, wherein the processor is operative to compare a

transaction value from the transaction information to an available balance value from the

financial account information.

92. The system of claim 91, wherein the processor is operative to present to

customers only those financial accounts with an individual or combined available fund balance

equal to or greater than the transaction value.
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93 . An apparatus for facilitating payment from a customer’ s financial account

for a bill selected from a plurality of bills presented to the customer, comprising:

a processor; and

a memory storing processing instructions for controlling the processor, the

processor operative with the processing instructions to:

compile in a memory financial account information for at least one

customer from a plurality of financial institutions;

present the customer with bill information for each ofa plurality ofbills;

receive selection information from the customer specifying a particular

selected bill which is to be paid;

retrieve from the memory the financial account information for the

customer;

present the financial account information to the customer; and

receive selection information from the customer specifying a particular

account to be used to pay the selected bill.
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94. An apparatus for facilitating payment froma customer’ s financial account

to a merchant/biller or a payment processor associated with a merchant/biller over a computer

network, comprising: i

a processor; and

a memory storing processing instructions for controlling the processor, the

processor operative with the processing instructions to:

compile in a memory at a payment server financial account information

for at least one customer, said information being received from a plurality of financial

institutions;

receive over the computer network transaction information at the payment

server relating to a particular customer and storing the transaction information;

retrieve from the memory the financial account information for the

customer;

transmit the financial account information over the computer network to

the customer;

receive over the computer network a selection by the customer of one or

more of the financial accounts and storing the selection; and

transmit the selected financial account information over the computer

network to said merchant/biller or a payment processor associated with the merchant/biller.
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95. An apparatus for facilitating payment from a customer’ s financial account

to a merchant/biller or a payment processor associated with a merchant biller, comprising:

a processor; and

a memory storing processing instructions for controlling the processor, the

processor operative with the processing instructions to:

compile in a memory at a payment server financial account information

for at least one customer, said information being received from a plurality of financial

institutions;

receive transaction information relating to a particular customer;

transmit said transaction information to the payment server and storing the“

transaction information;

retrieve from the memory the financial account information for the

customer;

display the financial account information on an interface;

receive a selection by the customer ofat least one ofthe financial accounts

and storing the selection; and

transmit the selected financial account(s) information either to the

merchant/biller or to a payment processor associated with the merchant/biller.

96. An apparatus for facilitating direct bill payment by a customer,

comprising:

a processor; and

a memory storing processing instructions for controlling the processor, the

processor operative with the processing instructions to:

receive and store billing information fiom a merchant/biller or merchant

payment processor relating to a particular customer;

retrieve from a customer database financial account information for the

customer compiled from a plurality of financial institutions;

present to the customer a bill payment interface with one or more of the

customer’s fmancial accounts;
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12 receive and store a selection by the customer ofat least one ofthe financial

13 accounts for payment of the bill; and

14 provide the selected financial account(s) information either to the

15 merchant/biller or to a payment processor associated with the merchant/biller. ——.
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APPARATUS, SYSTEM AND METHOD ENIPLOYING A WIRELESS

USER-DEVICE

RELATED APPLICATIONS

This application claims priority under 35 U.S.C. § 119(e) to each of the following co-

pending US. Provisional Applications: Serial No. 61/384,146, entitled “APPARATUS,

SYSTEM AND METHOD FOR SECURE PAYMENT,” filed on September 17, 2010; U.S.

Provisional Application Serial No. 61/447,497, entitled “APPARATUS, SYSTEM AND

METHOD EMPLOYING A WIRELESS USER-DEVICE,” filed on February 28, 2011 and

US Provisional Application Serial No. 61/499,961, entitled “APPARATUS, SYSTEM AND

METHOD FOR EMPLOYING A WIRELESS USER-DEVICE,” filed on June 22, 201 1, each

of which are incorporated herein by reference in their entirety.

BACKGROUND

1. Field of Invention

Embodiments of the invention generally relate to apparatus, systems and methods for

identification, in particular, apparatus, systems and methods for identifying an entity for

computer and/or network security, secure authorization of a payment or for funds transfer and

for selectively granting privileges and providing other services in response to such

identifications. In addition, embodiments of the invention relate generally to apparatus,

systems and methods for the communication of information between a mobile user-device and

a point—of—sale device to securely provide authorization for a financial transaction.

2. Discussion of Related Art

Millions of financial transactions are conducted daily using electronic systems. Many

of these are conducted using traditional magnetic stripe readers while others are conducted
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using smart-cards, mobile phones or other handheld electronic devices. However, these prior

approaches all require that an account number (bank account number, credit card account

number, debit card account number, etc.) be provided to authorize the transaction. Because a

thief with access to an account number poses a significant financial risk and risk of identity

theft, financial service providers go to great efforts to try to communicate the account numbers

securely when conducting these transactions.

In addition, electronic transactions often require that a user provide information that

uniquely identifies the user to allow financial infomiation or other personal information to be

used in completing the transaction. This user-identification is generally static-information, that

is, the information does not change over time, for example, user names and/or passwords. In

addition, the user-identification information uniquely identifies the user. As a result of the well

documented risk posed by identity theft, business entities spend enormous amounts of time,

effort and money to protect this static user-identity information. The approaches implemented

by business entities include using secure networks to transmit the user-identity information,

and alternatively or in combination with the preceding, using various forms of encryption to

protect the user-identity information from electronic-eavesdroppers. Regardless, each of these

prior approach results in the transmission of the highly—sensitive user—identity information.

Further, traditional approaches to identity authentication rely on a verification process.

That is, the authenticator receives static user-identity information along with other information

such as a time(or event)—varying code. The authenticator employs the user—identity

information to establish the user that the entity purports to be. The authentic ator then employs

the other information to determine whether that information authenticates that the entity is who

they purport to be. Such approaches can include multi—factor authentication in which the entity

provides the authenticator with information including evidence of one or more of something

the user is (for example, a biometric), something the user knows (for example, a PIN); or

something the user possesses (for example, a token). In this example, static information (for

example, a user name or password) is used to verify the identity of the user to locate the other

information (for example, any of biometric data, the user’s PIN and/or a seed associated with
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the token) concerning the user which is stored by the authenticator. With a proprietary

algorithm and the current time, the authenticator generates a non—predictable code using the

other information that is associated with the user. The authenticator then determines whether

the time-varying code received from the user is the same as that generated by the authenticator.

That is, some existing token technologies use a verification process that requires the

user to supply a remote authentication system with a unique static index such as a user name or

email address. This static information is used to retrieve the user’s file, including a secret seed.

With a proprietary algorithm and current time, that seed generates the expected unpredictable

code. If the user sends the same code, the possession of the token is “VERIFIED.” With

today’s powerful computers, it is possible to electronically eavesdrop or otherwise obtain a

series of a particular user’s codes at different times, and then reverse engineer the algorithm,

and unique seed to counterfeit a token.

As mentioned above, however, the preceding approaches must begin with the entity

providing the authenticator with the user—identity of the user that the entity purports to be. The

security of these approaches can be breached because each requires the communication of the

static identifying information. For example, today’ s powerful computers can be used by an

electronic eavesdropper to reverse engineer the algorithm and the seed based on a series of

intercepted time—varying codes generated for a particular user. Such an attack would then

allow the eavesdropper to counterfeit the user’s token.

Because of the previously described shortcomings of current approaches, improved

identity-authentication is needed to provide sufficient security in view of the processing power

of today’s computers and the sophistication of today’s eavesdroppers.

SUMMARY OF INVENTION

According to some embodiments, apparatus, systems and methods employ tokens that

never send or transmit any abusable or exploitable static information. For example in one

embodiment, an unpredictable number, representing the satisfaction of all three identity factors,

is transmitted by radio frequency (RF) to a remote, secure server. In the background, the
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remote—server has been generating all non-predictable codes that are being generated on all or a

group of authorized tokens. If the transmitted code is matched against the constantly changing

database included in the remote server, the user is “IDENTIFIED.”

According to various embodiments, identity-authentication is achieved without

transmitting any exploitable static information. In one aspect, a system includes a processor

configured to generate a non-predictable code using multiple authentication factors for a user

in possession of a token. The system includes a secure authentication system (for example,

including a database and associated server) that stores multiple authentication factors for a

plurality of users, respectively. In one embodiment, the secure system periodically (for

example, every minute) generates the non—predictable code associated with each of the

plurality of users. When a non-predictable code alone without any static index is transmitted

from a user token and received at the secure system, the system operates to compare the

received code to all non—predictable codes valid at that time. When a match is found, the user

is identified. This approach is in contrast to prior approaches in which the user’s identity is

“verified.”

According to various embodiments, the token includes a mobile phone, a tablet or

iPAD device or other wireless user-device and the token wirelessly transmits the non—

predictable code.

Additional features can be included in combination with the preceding. For example,

in some embodiments, a PIN is not stored in the token. Instead, according to this embodiment,

the PIN is entered by the user and immediately integrated in an algorithm such that it is not

stored, transmitted or otherwise exposed. According to one embodiment, the algorithm

includes an exclusive-or operation performed on the PIN. Further, the non-predictable code is

generated without being exposed to the user and is transmitted from the token via radio

frequency (RF) so that it remains unknown to the user. These approaches increase security,

speed and convenience.

For example, according to some embodiments, the generation and transmission of the

non-predictable code in the preceding approach avoids constraints on the size of data that is
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transmitted from the token because the transmitted value is not manually entered by the user.

In addition, the potentially large size of the non—predictable value (for example, 20 digits or

more) can exponentially increase security while RF transmission dramatically increases speed

and convenience.

According to some embodiments, the non-predictable value provides evidence of three

factors including something the user is (for example, the biometric), something the user knows

(for example, the PIN); and something the user possesses (for example, the token with the

associated secret seed). Thus, in one embodiment, successful authentication of identity is only

achieved where each of the three factors is valid for generation of a non—predictable value

corresponding to the user.

The robustness of the system can be enhanced in some embodiments by addressing the

unlikely circumstance where the same non-predictable code is generated for more than one

user for a given time period. According to one embodiment, when the preceding occurs the

secure system delays the authentication until the occurrence of immediately subsequent non-

predictable code from the next time period to insure that the authentication proceeds based on a

unique identification. In some embodiments, the current code and several future codes may be

generated at either or both USR and the token for computational efficiency and instant

comparisons. According to one embodiment, the codes are generated at USR on a

substantially real-time basis.

To reduce the risk of a man—in—the—middle attack, embodiments can operate to have the

secure system confirm its identity to the token. In one embodiment, the token generates and

transmits a first non-predictable code (or portion thereof) to the secure system. This first non-

predictable code is not used to execute the authentication used to approve the requested action.

Instead, according to this embodiment, the secure system identifies the user based on the first

non—predictable code (for example, using a code matching algorithm as described herein) and

replies by generating a second non-predictable code (or portion thereof) that corresponds to the

code that would be generated by the token during the immediately subsequent time period.

'lhe token receives the second non-predictable code and determines whether it is correct by
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comparing the code to that which it generates. If so, the remote secure system has proven its

identity and the token then generates a third non—predictable value that is transmitted to the

secure system where it is employed to authenticate the identity of the user.

According to some embodiments, the systems and methods described herein provide

approaches in which the user device (for example, smart phone, tablet, or other form of token)

do not store information that can be exploited by a hacker to impersonate the user. In one

embodiment, the PIN entered by the user is not authenticated locally at the token. Instead, the

PIN is either immediately employed in the generation of a non-predictable value used by a

secure registry to authentic ate an identity of the user or is transmitted in a protected manner to

the secure registry as part of an authentication process, for example, by XORing the PIN with

the non-predictable value. Because the PIN is not authenticated locally, the PIN need not be

stored by the token. In one embodiment, the user device does not store information that can be

exploited by a hacker to impersonate the user.

Unlike prior approaches in which a non—predictable value is encrypted (either in a

consistent manner or a varying manner), embodiments described herein do not require

encryption of the transmitted non—predictable value because the non-predictable value is

transmitted without static identifying information. As a result, an eavesdropper gains no

knowledge of the identity of the user even where the eavesdropper intercepts the non—

predictable value.

In accordance with one aspect, a system for authenticating identities of a plurality of

users includes a network having at least a portion that includes a wireless network, a computer

coupled to the network, a handheld device configured to communicate with the computer over

the wireless network and a secure registry system including a communication interface coupled

to the network. In some embodiments, the handheld device includes a user interface

programmed to receive user input including secret information known to the user of the

handheld device. In addition, the handheld device can include a processor coupled to the user

interface where the processor is programmed to authentic ate the user of the handheld device

and generate a time varying non-predictable value following a successful authentication of the
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user by the processor based on the user successfully providing the secret information to the

handheld device. Further, the handheld can include a wireless transceiver coupled to the

processor and configured to transmit via the network a wireless signal including the time—

varying non-predictable value. According to further embodiments, the secure register system

includes a communication interface coupled to the network where the secure registry system is

configured to receive the time—varying non—predictable value and successfully authenticate the

user where the time-varying non-predictable value is matched to the user by the secure registry

system. Further, in accordance with some embodiments, a user of the handheld device is

permitted to operate the computer to access resources with the computer so long as the

computer periodically receives subsequent authentication information that results in a

continued successful authentication of the user for time periods subsequent to a time at which

the time-varying non-predictable value is generated.

In accordance with some embodiments the handheld device includes a biometric sensor

coupled to the processor where the biometric sensor is programmed to receive a biometric

input provided by the user and where the processor is programmed to authenticate the user of

the handheld device and can generate a time varying non-predictable value following a

successful authentication of the user by the processor. In one embodiment, the biometric

sensor includes a microphone configured to receive a spoken input provided by the user and

the user interface is programmed to display a multicharacter string including at least one of a

plurality of alpha—characters and a plurality of numeric—characters, and further where the

processor is programmed to authenticate the user based on the spoken input of the multi—

character string by the user. In accordance with some embodiments, the secure registry system

is programmed to randomly generate the multicharacter string and communicate the

multicharacter string by the network to the handheld device for display.

In accordance with another aspect, a method of authenticating identity using a secure

registry system is provided where the secure registry system includes a processor, a

communication interface coupled to the processor and database coupled to the processor where

the database is configured to store seed for each of the plurality of user respectively and the
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processor is configured to generate time-varying non—predictable values using the respective

seeds. In accordance with some embodiments, the method includes receiving at the secure

registry system a first time-varying non—predictable value generated by a first handheld device

in possession of the user the first time-varying non—predictable value generated using a seed

associated with the first handheld device and a first time. Further, the method can include

identifying, by the secure registry, the user based on the first time—varying non—predictable

value and generating a second time-varying non-predictable value with the secure registry. In

one embodiment, the second time—varying non-predictable value is generated using the seed

associated with the first handheld device and a second time where the second time is

subsequent to the first time.

In addition, in accordance with some embodiments, the method may also include

communicating at least a portion of the second time-varying non-predictable value to the first

handheld device. In these embodiments, the second time-varying non—predictable value is

employed by the first handheld device to communicate the identity of the secure registry

system by confirming that the second time-varying non-predictable value is valid when

generated using the seed at the second time. Further, the method may include authenticating

an identity of the user by the secure registry system using the third time—varying non—

predictable value generated by the first handheld device and received by the secure registry

system. In accordance with these embodiments, the third time-varying non—predictable value is

generated using the seed associated with the first handheld device and a third time subsequent

to the second time.

In some embodiments, a method of securing a computing device can include receiving

at the computing device a first wireless signal including first authentication information

wirelessly transmitted from a mobile device proximate to the computing device, processing,

the first authentication information to initially authenticate a user in possession of the mobile

device, the user, attempting to access resources with a computing device. The method can also

include temporarily allowing the user to employ the computing device to access the resources

when the initial authentication is successful and continuing to allow the user to employ the
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computing device to access the resources upon a continued receipt of authentication

information from a mobile device that is successfully authenticated. Still further, the method

can include automatically terminating use of the computing device by the user based on at least

one of: authentication information no longer being received from the mobile device and

authentication information received from mobile device no longer being successfully

authenticated.

BRIEF DESCRIPTION OF DRAWINGS

'lhe accompanying drawings are not intended to be drawn to scale. In the drawings,

each identical or nearly identical component that is illustrated in various figures is represented

by a like numeral. For purposes of clarity, not every component may be labeled in every

drawing. In the drawings:

FIG. 1 is a functional block diagram of a computer system configured to implement the

universal secure registry (“USR”), including a USR database, according to one embodiment of

the invention;

FIG. 2 is a functional block diagram of a first embodiment of a networked environment

including the computer system of FIG. 1;

FIG. 3 is a functional block diagram of an entry of a database forming the USR

database of FIG. 1 in accordance with one embodiment;

FIG. 4 is a flow chart in accordance with one embodiment;

FIG. 5 is a flow chart in accordance with another embodiment;

FIG. 6 is a flow chart in accordance with still another embodiment;

FIG. 7 is a functional block diagram of a system in accordance with some

embodiments;

FIG. 8 is a functional block diagram of a system in accordance with some further

embodiments;

FIG. 9 is a flow chart in accordance with one embodiment;

FIG. 10 is a flow chart in accordance with one embodiment;
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FIG. 1 l is a system block diagram in accordance with one embodiment; and

FIG. 12 is a system block diagram in accordance with one embodiment.

DETAILED DESCRIPTION

This invention is not limited in its application to the details of construction and the

arrangement of components set forth in the following description or illustrated in the drawings.

The invention is capable of other embodiments and of being practiced or of being carried out in

various ways. Also, the phraseology and temiinology used herein is for the purpose of
77 “

description and should not be regarded as limiting. The use of “including, comprising,”
99 ca 99 ‘6'

“having, containing, 1nvolving,” and variations thereof herein is meant to encompass the

items listed thereafter and equivalents thereof as well as additional items.

As used herein, “USR” generally refers to a secure registry, for example, a remote

secure registry. In some embodiments, USR is employed as a secure, central repository for a

variety of confidential personal information. In various embodiments, this personal

information can be used to authenticate an identity in support of any of the following activities:

Credit/Debit Card Purchases; Check Purchases; Wiring Funds; Accessing bank and other

financial records; transferring funds between individuals; transferring funds between an

individual and vendor and vending machine; providing a form of identification; unlocking and

starting a vehicle; unlocking and entering a home, office, hotel room or other secure physical

space; accessing secure physical facilities such as a military base or nuclear reactor;

completing applications for loans, mortgages, credit or jobs; accessing and/or logging into a

computer, a computer network or a secure server; and completing medical (or other types of)

forms.

In some embodiments, an information system is formed as a computer program running

on a computer or group of computers configured to provide a universal secure registry (USR)

system. The computer, in this instance, may be configured to run autonomously (without the

intervention of a human operator), or may require intervention or approval for all, a selected

subset, or particular classes of transactions. The invention is not limited to the disclosed
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embodiments, and may take on many different forms depending on the particular requirements

of the information system, the type of information being exchanged, and the type of computer

equipment employed. An information system according to this invention, may optionally, but

need not necessarily, perform functions additional to those described herein, and the invention

is not limited to a computer system performing solely the described functions.

In the embodiment shown in FIG. 1, a computer system 10 for implementing a USR

system according to the invention includes at least one main unit 12 connected to a wide area

network, such as the Internet, via a communications port 14. The main unit 12 may include

one or more processors (CPU 16) running USR software 18 configured to implement the USR

system functionality discussed in greater detail below. The CPU 16 may be connected to a

memory system including one or more memory devices, such as a random access memory

system RAM 20, a read only memory system ROM 22, and one or more databases 24. In the

illustrated embodiment, the database 24 contains a universal secure registry database. The

invention is not limited to this particular manner of storing the USR database. Rather, the USR

database may be included in any aspect of the memory system, such as in RAM 20, ROM 22

or disc, and may also be separately stored on one or more dedicated data servers. According to

some embodiments, cloud computing is employed such that access to the USR and associated

features and elements is remotely available to users and/or administrators.

The computer system may be a general purpose computer system which is

programmable using a computer programming language, such as C, C++, Java, or other

language, such as a scripting language or even assembly language. The computer system may

also be specially programmed, special purpose hardware, an application specific integrated

circuit (ASIC) or a hybrid system including both special purpose components and programmed

general purpose components.

In a general purpose computer system, the processor is typically a commercially

available microprocessor, such as Pentium series processor available from Intel, or other

similar commercially available device. Such a microprocessor executes a program called an

operating system, such as UNIX, Linux, Windows NT, Windows 95, 98, or 2000, or any other
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commercially available operating system, which controls the execution of other computer

programs and provides scheduling, debugging, input/output control, accounting, compilation,

storage assignment, data management, memory management, communication control and

related services, and many other functions. The processor and operating system defines a

computer platform for which application programs in high—level programming languages are

written.

The database 24 may be any kind of database, including a relational database, object-

oriented database, unstructured database, or other database. Example relational databases

include Oracle 81 from Oracle Corporation of Redwood City, California; Informix Dynamic

Server from Informix Software, Inc. of Menlo Park, California; DB2 from International

Business Machines of Arrnonk, New York; and Access from Microsoft Corporation of

Redmond, Washington. An example object-oriented database is ObjectStore from Object

Design of Burlington, Massachusetts. An example of an unstructured database is Notes from

the Lotus Corporation, of Cambridge, Massachusetts. A database also may be constructed

using a flat file system, for example by using files with character-delimited fields, such as in

early versions of dBASE, now known as Visual dBASE from Inprise Corp. of Scotts Valley,

California, formerly Borland International Corp.

The main unit 12 may optionally include or be connected to an user interface 26

containing, for example, one or more input and output devices to enable an operator to

interface with the USR system 10. Illustrative input devices include a keyboard, keypad, track

ball, mouse, pen and tablet, communication device, and data input devices such as voice and

other audio and video capture devices. Illustrative output devices include cathode ray tube

(CRT) displays, liquid crystal displays (LCD) and other video output devices, printers,

communication devices such as modems, storage devices such as a disk or tape, and audio or

video output devices. Optionally, the user interface 26 may be omitted, in which case the

operator may communicate with the USR system 10 in a networked fashion via the

communication port. 14. It should be understood that the invention is not limited to any

particular manner of interfacing an operator with the USR system.
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It also should be understood that the invention is not limited to a particular computer

platform, particular processor, or particular high—level programming language. Additionally,

the computer system may be a multiprocessor computer system or may include multiple

computers connected over a computer network. It further should be understood that each

module or step shown in the accompanying figures and the substeps or subparts shown in the

remaining figures may correspond to separate modules of a computer program, or may be

separate computer programs. Such modules may be operable on separate computers. The data

produced by these components may be stored in a memory system or transmitted between

computer systems.

Such a system may be implemented in software, hardware, or firmware, or any

combination thereof. The various elements of the information system disclosed herein, either

individually or in combination, may be implemented as a computer program product, such as

USR software 18, tangibly embodied in a machine—readable storage device for execution by the

computer processor 16. Various steps of the process may be performed by the computer

processor 16 executing the program 18 tangibly embodied on a computer-readable medium to

perform functions by operating on input and generating output. Computer programming

languages suitable for implementing such a system include procedural programming

languages, object-oriented programming languages, and combinations of the two.

As shown in FIG. 2, the computer system 10 may be connected to a plurality of

interface centers 27 over a wide area network 28. The wide area network 28 may be formed

from a plurality of dedicated connections between the interface centers 27 and the computer

system 10, or may take place, in whole or in pan, over a public network such as the Internet.

Communication between the interface centers 27 and the computer system 10 may take place

according to any protocol, such as TCP/IP, ftp, ()FX, or XML, and may include any desired

level of interaction between the interface centers 27 and the computer system 10. To enhance

security, especially where communication takes place over a publicly accessible network such

as the Internet, communications facilitating or relating to trans mission of data from/to the USR
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database 24 or the computer system l0 may be encrypted using an encryption algorithm, such

as PGP, DES, or other conventional symmetric or asymmetric encryption algorithm.

In one embodiment, the USR system 10 or USR database 24 may be able to

authenticate its identity to a user or other entity accessing the system by providing an

appropriate code which may be displayed on the user’s smart card, mobile device such as a

mobile phone, ipad, tablet, laptop, netbook, or on a desktop computer as some examples. A

comparison by the user or the code generator between the provided number and an expected

number can validate, to the user (or other entity) or a code generator included in the user-

device, that communication is with the database and not an impostcr. In another embodiment,

a challenge—response protocol is employed to authenticate the identity of the USR system

and/or the user to the other.

The database 24 shown in FIG. l has a USR database containing entries related to

persons l-n. The data in the USR database may also be segregated, according to data type to

enable individual computer modules to handle discrete applications on discrete data types.

Segregating the data in modules may make access to the database more robust by enabling

portions of the data in the USR database 24 to be accessible even when it is necessary to

perform maintenance on a portion of the database. However, storing the data in the USR

database 24 according to the scheme illustrated in FIG. 1 may make it easier for a user of the

database to make changes to multiple types of data simultaneously or in a single session.

There are advantages and disadvantages to each data structure, and the invention is not limited

to a particular manner of organizing the data within the database 24, data structures other than

the two shown also being possible.

As shown in FIG. 3, each entry 30 in the database 24 may contain multiple types of

information. For example, in the embodiment shown in FIG. 3, the entry contains

authentication information 32, access information 34, publicly available information 36,

address information 38, credit card and other financial information 40, medical information 42,

job application information 44, and tax information 46. The invention is not limited to a USR

containing entries with all of this information or only this particular information, as any
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information on a person or other entity such as a company, institution, etc. may be stored in

USR database 24.

If the database information is split between multiple databases, each database will

typically include at least the authentication and access information to enable the USR software

to correlate an authentication attempt with a valid authentication, and to enable the USR

software to determine access privileges to the requested data. Alternatively, databases may be

linked to permit information not in a main USR database to be retrieved, with successful

authentication for all databases accessed being done at the USR system.

In FIG. 3, the authentication information is information about the user of the database

to whom the data pertains and is to be used by the USR software 18 to validate that the person

attempting to access the information is the person to whom the data pertains or is otherwise

authorized to receive it. The authentication information may be any type of information that

will reliably authenticate the identity of the individual. For example, in some embodiments,

the information may include any of a secret known by the user (e.g., a pin, a phrase, a

password, etc.), a token possessed by the user that is difficult to counterfeit (e.g., a secure

discrete microchip), and/or a biometric information concerning a biometric, for example, a

voieeprint, a fingerprint, DNA, a retinal image, a photograph, etc.

The user’s authentication information may be manually entered or scanned at the

interface center. However, a variety of types of communication may be employed to

communicate the user’s identifying information from the user— device to the computer system.

For example, near field signal may be employed to communicate information between the

user-device and the computer system 10. According to one embodiment, the user’s

authentication information is included in (or entered via) the user’s cell phone where it is then

communicated to the computer system 10. In one embodiment, the cell phone is also

configured to receive information from the computer system 10 at the interface center 27.

In one embodiment, the user of the database will carry a user-device that allows for

secure access to the USR database without requiring the user to transmit any personal

information. In one embodiment, to access the USR database, the user-device retrieves a
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secret seed associated with the device and/or time varying value from memory and obtains

from the user a secret personal identification code. The user—device mathematically combines

these three numbers using a predetermined algorithm to generate a one-time non-predictable

code which is transmitted to the computer system 10. The computer system, specifically USR

software 18, utilizes the received one—time non—predictable code to determine whether the user

is authorized access the USR database and grants access to the USR database if the user is

determined to be authorized. The authentication information 32 in the database entry in the

embodiment of the invention illustrated in FIG. 3 contains information to enable the USR

software 18 to validate the user using such a card in this manner.

Alternative types of identification cards or tokens may likewise be used. For example,

other smart cards may be used which generate non—predictable single use codes, which may or

may not be time varying, or other access code generators may be used. An algorithm

generating such non—predictable codes may also be programmed onto a processor on user-

devices such as smart cards or other computing devices, such as a cell phone, pager, ID badge,

wrist watch, computer (for example, desktop, laptop, netbook, tablet), personal digital

assistant, key fob, or other commonly available electronic device. For convenience, the term

“electronic ID device” will be used generically to refer to any type of electronic device that

may be used to obtain access to the USR database.

Likewise, various types of biometric information may be stored in the authentication

area of the database entry to enable the identity of the user possessing the identifying device to

be authenticated at the point of use. Examples of the type of biometric information that may be

used in this situation includes a personal identification number (PIN), fingerprint, voice print,

signature, iris or facial scan, or DNA analysis. If desired, the verifying section of the database

may contain a picture to be transmitted back to the person seeking to validate the device to

ensure the person using the device is the correct person. Optionally, the identifying device

itself may also be provided with a picture of the person authorized to use the card to provide a

facial confirmation of the person’s right to use the card.
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Further, a challenge-response protocol may be employed in combination with or as an

alternative to the preceding to validate the person attempting to access the information.

Various embodiments may employ a challenge—response protocol with or without an

identification card.

In FIG. 3, the Access information 34 is provided to enable different levels of security to

attach to different types of information stored in the entry 30 in the USR database 14. For

example, the person may desire that their address information be made available only to certain

classes of people, for example colleagues, friends, family, Federal Express, U.P.S., and the

U.S. mail service. The names or universal identifiers for those selected individuals,

companies, organizations and/or agencies may be entered into appropriate fields in the Access

information to specify to the USR software 18 those individuals to whom the address

information may be released. Likewise, access fields may be specified for the other types of

information. For example, the individual may specify that only particular individuals and/or

companies have access to the credit card and other financial information 40, medical

information 42, job application information 44 and tax information 46. Additionally, the

individual may specify that no one have access to that information unless the individual

participates in the transaction (see FIG. 6).

As shown in FIG. 1, the USR software 18 contains algorithms for execution by the

CPU 16 that enables the CPU 16 to perform the methods and functions of the USR software

described herein. The USR software 18, in this embodiment, performs all functions associated

with validating an electronic ID card. If desired, a separate authentication software module

may be provided to validate electronic ID devices outside of a firewall segregating the

authentication information from other user information.

This algorithm comprising the USR software 18 may be used to implement, in one

exemplary embodiment, a USR system configured to enable selected information to be

disseminated to selected individuals in a secure and dynamic fashion. This information may be

used for numerous purposes, several of which are set forth below and discussed in greater

detail below.
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For example, the USR system may be used to identify the person, enable the person to

be contacted by telephone or mail anonymously, enable the person to be contacted by

telephone or by mail without revealing the person’s telephone number or present location,

enable the person to purchase items over the Internet or in a store without revealing to the

merchant any personal identification information or credit card information, enable the person

to complete a job application without completing a job application form, enable the police to

discern the person’s identity and any outstanding warrants on the individual, and numerous

other uses. The invention is not limited to these several enumerated uses, but rather extends to

any use of the USR database.

FIG. 4 illustrates a flow chart of a process 420 for identification of an entity employing

the USR. In the illustrated embodiment, the process 420 begins at act 422 where a user

registers with the USR. In various embodiments, the registration process can be accomplished

remotely over any one of or any combination of wide area networks, local area networks

including GSM, Bluetooth, near field communication and Wi-Fi, as some examples. The

registration process can include the communication of the user’s image, for example, a digital

photograph of the user’s face that is stored at the USR for use in authenticating the identity of

the user in various situations. Further, in various embodiments, the process can require that the

user’s image be periodically updated to make sure that the image remains current. Other

biometric information can also be provided by the user during the registration process, for

example, the user can speak the numbers 0—9 for later use in activation of a mobile device as

described further herein. This information can be stored with the authentication information 32

as illustrated in FIG. 3.

At act 424, an application, for example, a software application is communicated from

the USR to the user’s mobile device when the registration is complete. The application can

include any of a variety of software programs configured to operate on the user’s mobile

device, for example, applications programmed for, or using, any of the Java® Platform, Micro

Edition (ME), the Android® platform, Linux®, .NET Compact Framework, BREW (Binary

Runtime Environment for Wireless), the Symbian platform, the Qt framework, Windows
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Mobile®, Palm® OS, as well as applications developed for proprietary operating systems such

as Blackberry® by Research In Motion of Waterloo, Ontario, Canada, and iOS by Apple Inc.

of Cupertino, Calif.

At act 426, a digital seed which may be encrypted is communicated from the USR to

the user’s mobile device. In general, the seed is employed to generate a random number, for

example, a time varying random number that can be used to identify the user. In some

embodiments, the seed is combined with an electronic serial number (ESN) of the token and a

digital representation of the time interval. Thus, in accordance with some embodiments, the

seed itself is generated in a random fashion at the USR and then stored such that it is associated

with the user and can later be used to derive random or pseudo—random one—time codes that are

generated at the user device and also at the USR, as is explained further herein.

In accordance with some embodiments, the seed is generated in a random, relatively

non-deterministic fashion by the USR using one or a combination of the following non—

limiting examples: a real time clock; a counter included in the USR that measures an unstable

property of an element (for example, the settling time of an unstable phased locked loop

circuit) or the characteristics of a random external event; an analog signal (for example, a

voltage produced by noise or data) which is generated by or received by the USR; a random

number generator or cryptofunetion included in the USR (for example, a multi-stage random

number generator; an xorshift random number generator; a linear congruential generator

algorithm), the elapsed time of an external function (for example, a wireless message transfer

time), or a random number generator provided by an application programming interface (API)

included in the USR.

Communication of the seed can be completed over any of a wide area network or a

local area network or a combination of both wide area networks and local area networks. For

example, the seed can be communicated through a cellular network to a mobile device such as

a smart phone. In accordance with other embodiments, the seed can be communicated to the

mobile device via a wide area network such as the Internet to a user’s personal computer from

which it can be communicated to the mobile device via a hardwire USB connection or any
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manner of wireless connections such as Bluetooth communication. According to one

embodiment, the seed is communicated to the mobile device along with the application. In

addition, the seed can thereafter be updated as described below.

In accordance with some embodiments, for example, where USR is employed in a

system for proximity-based computer security using a wireless user-device (for example, as

described in association with FIG. 12) the computer can have a USR element that includes a

seed associated with each user authorized to unlock the computer to access resources. In these

embodiments, updates to the seed or seeds included in the USR element at the computers can

be updated as described above to maintain current information in the computer for the user(s).

At act 428, the user requests authorization from the USR for any of a secure payment,

authorization for other types of financial transactions, authorization for access to a secure

network or physical space, or authorization for any of the activities described previously for

which the USR can be employed to authorize the user’s action to a third party. That is, once

the mobile device is provided with the application and the seed is communicated to the mobile

device, the user has the elements in place with which they can employ the process 420 as

generally shown in FIG. 4 to identify themselves in a secure manner to a USR. Accordingly,

in some embodiments, the process 420 ends at act 426 for user registration and system

activation. Thereafter, the process 420 later begins at act 428, when the user requests

authorization to take one or a plurality of the listed actions.

Beginning at act 430, the process 420 illustrates a general approach employing the USR

to identify the user to authorize an action requested by the user either directly by the user or via

an intermediary, for example, a third party conducting a transaction with the user. At act 430,

the user employs the mobile device to generate a one—time code, for example, a one—time non—

predictable pseudo random code. According to one embodiment, the random code is generated

by employing a combination of time and the seed that was previously assigned to the user and

communicated to the mobile device. In some embodiments, the ESN is employed with the

preceding. As described further herein, embodiments can allow the time to be substantially

synchronized between the USR and the mobile device to provide a highly secure manner of
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identifying the user. Further, the seed that is assigned by the USR is stored and maintained by

the USR such that the USR has all the information required by which it can generate the

random one-time code that corresponds to the random one—time code generated using the

mobile device.

In accordance to some embodiments, the USR maintains a database for a plurality of

user’s where the database includes a random seed that is unique to each user where the seeds

are assigned by the USR server. As used herein, the term unique indicates that there is no

probability that the USR will assign an identical seed (that is, a seed having an identical value)

to more than one user for example, pseudo-random seed generation with the result compared to

all previously generated seeds and rejected if there is a match.

According to various embodiments, the random one-time code is a discrete value that is

generated by an algorithm that employs a combination of the seed assigned to the user via the

USR and at least one of time (for example, Coordinated Universal Time), an electronic serial

number of the mobile device, a SIM card number of the SIM card included in the device and a

PIN number provided by the user. According to some embodiments, any of the seed, the

electronic serial number, the SIM card number and the PIN can be stored in a secure element

provided with the mobile device. In various embodiments, the secure element can include a

microcontroller, memory or other electronic components that can be provided in the mobile

device. Further, in various embodiments, the random one—time code is generated by

employing a PIN in combination with any one of or any combination of an electronic serial

number of the user—device, a SIM number of the user—device and a seed associated with the

device.

In accordance with one embodiment, at act 434, the USR employs a code—matching

algorithm to locate a match between the random one-time code communicated from the mobile

device and the random one—time codes that are calculated for each of a plurality of registered

users as provided by the USR. That is, because the USR can host tens of millions or more

registered users, the USR is programmed to conduct code-matching searches by first

determining a current code associated with each user and then comparing the random one-time
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code received from the user by the mobile device with all the codes calculated for that moment

in—time by the USR. At act 436, the user is identified if a match is found. The USR then

reviews the authorization request to determine whether the identified-user has the permission

required to take the requested action, i.e., the USR determines whether the requested action is

consistent with those associated with the user.

According to some embodiments, registered users are organized into groups, for

example, based on the geography, to reduce the plurality of users that are processed with the

code-matching algorithm on receipt of a random one-time code. In one embodiment, location

information can be transmitted with the random one-time code from a user’s mobile device.

According to some embodiments, the approach illustrated in FIG. 4 can be employed

over periods of time for a variety of authorized activities requested by the user. Thus, at act

438, the mobile device and the USR are available for identification to support the user’s

subsequent activities as needed. In accordance with the illustrated embodiment, the process

begins again for a subsequent act at act 426, however, in some embodiments, the process can

begin at act 428. Where, for example, the same seed is to be employed in the subsequent

authorization request made relatively close in time to the first request.

FIG. 4 also illustrates an embodiment in which there are a plurality of ongoing actions

that can take place in the process 420. For example, at act 440, an updated seed is assigned to

the user by the USR and communicated to the mobile device. The preceding can be conducted

at a known interval (i.e., periodically) or in a more random nature that is sufficient to maintain

the level of security required of the process 420. 'lhus, in various embodiments, the updated

seed can be provided at act 440 on the frequency of less than one minute, between one and

fifteen minutes, hourly, daily, weekly, or at some other interval that is either a known

frequency or a variable frequency. In some embodiments, the interval can be established to

achieve a desired level of security, for example, where the more frequently the seed is updated

the greater the security.

As also illustrated in FIG. 4, according to some embodiments, the process 420 can be

used to assist a user in making payments and/or fund transfers from the user’s account which is
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maintained with the USR. As is described in greater detail herein, such an approach can

provide the user with a means by which the mobile device can be employed to transfer funds

between their account and the account of another authorized user after the parties have agreed

to the transfer and after the USR has been employed to identify the parties to the transaction.

In addition, the USR can be employed to maintain the accounts such that the transfer of funds

occurs within the USR from an account of a USR—account of the payer to a USR—account of the

payee.

According to one embodiment, the user can establish a fund’s transfer account with the

USR during the act of registration 422 or sometime thereafter. ln the illustrated embodiment,

the user establishes the funds—transfer account at Act 442. Further, the user can activate the

account by transferring funds to the USR, for example, such as electronically transferring the

funds, wiring the funds, charging the funds to an account or mailing a check to the USR

administrators. Once populated with funds, the account can be employed to make or receive

payments or otherwise transfer funds between their accounts and the accounts of other

authorized, registered USR users.

In some embodiments, authorized users (that is, payors or payees) are established on

temporary, real—time basis to conduct a one—time transaction. In further embodiments,

registered USR users are authorized by a payor for an anticipated series of transactions over a

longer period of time in the future.

Further, one of the ongoing actions illustrated in 420 includes the act 444 at which

automatic replenishment of funds can be applied to the user’s account. Such an approach can

rely on preauthorized transfers or debits from the user’s existing bank accounts or other forms

of electronic transfer funds such as a transfer of funds from a credit card or debit account. The

acts 442 and 444 are illustrated in phantom because they are optional in accordance with some

embodiments.

Referring now to FIG. 5, a process 460 is illustrated by which a user can employ a

mobile device to receive an authorization for one or more of the user’s activities. Some

embodiments include a process by which a user activates a mobile device for use in having
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their identification confirmed. According to one embodiment, the process 460 includes act 462

in which a user enters a PIN number in their mobile device and at Act 464, the PIN number is

communicated to the USR, for example, in an encrypted form. According to some

embodiments, at Act 466, the USR compares the PIN to PINS associated with a plurality of

users all stored at the USR, and where the PIN matches the identity of a user, communicates

the multi—character numeric value to the user’s mobile device. According to this embodiment,

the user’s spoken input of the numeric value is employed to authenticate the user to activate the

mobile device for use in an identification process with the USR. Thus, in accordance with one

embodiment, the user’s spoken input is communicated to the USR for authentication in order

to activate the mobile device. According to another embodiment, at Act 466, the

authentication of the user’s spoken input is accomplished at the mobile device. In other

embodiments, the mobile device can have limited functionality (for example, allowing a user

to make phone calls or browse the Internet) prior to device activation while preventing the

mobile device from being employed to execute secure transactions or take other actions that

require interaction With USR based—authentication until a device activation process is complete

(for example, acts 462, 464 and 466 of the process 460).

In some embodiments, entry of a PIN is not required. Instead, a selection of the USR

application results in the multi-character value being presented to the user in a display of their

mobile device. The user’s spoken input of the multi-character value is then authenticated at act

466.

According to various embodiments, the device activation portion of the process 460

(the acts 462, 464, and 466) can differ from that described above, for example, the PIN may be

used to derive a non—predictable value that is used to identify the user prior to communication

of the multi-character numeric value. In still further embodiments, the process 460 does not

include the acts 462, 464 and 466.

Although the process 460 is described a employing a multi-character numeric value,

other embodiments can employ a multi-character string that includes either or both alpha or

numeric characters. In some embodiments, the user interface of the mobile device (for
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example, the wireless user device 652, 735) is configured to display a multi—character string

including at least one of a plurality of alpha—characters and a plurality of numeric—characters

where a processor included in the mobile device is programmed to authenticate the user based

on the spoken input of the multi-character string by the user. In a further embodiment, the

processor included in the mobile device is programmed to authenticate the spoken input on a

character—by—character basis.

According to various embodiments, the device activation portion of the process 460

(the acts 462, 464, and 466) can be employed by a user to allow their identity to be confirmed

and their actions authorized in any of a wide variety of environments and situations. For

example, at act 468, the activated mobile device can be employed with the mobile device to

make a financial payment or credit/debit card payment or funds transfer using the USR. At act

470, the mobile device can be activated to make a direct personal payment and/or funds

transfer between accounts within the USR, including third—party accounts. In accordance with

a further embodiment, at act 472, the device can be activated to allow the user’s identity to be

determined and their actions authorized in a number of other situations, for example, to gain

access to a secure computer network, to perform other types of commercial transactions, to

proceed through security checkpoints, access physical facilities, etc.

Returning again to act 468 and the use of the mobile device with USR based

identification system, the process 460 can be employed at a point-of—sale. For example, a user

located in a store or other commercial environment at the point—of—sale. The transaction details

are communicated from the point—of—sale to the mobile device for review by the user. Such

transaction details can include information, for example, the purchase amount, the name of the

vendor, time and date, and even a list of the individual item or items that are being purchased.

This provides the user with an opportunity to review and approve the transaction on their

mobile device. At act 474, the user can elect to accept the transaction by, for example,

selecting an element in the user interface of the mobile device or cancel the transaction.

Where, for example, the user elects to cancel the transaction, the process 460 ends at act 476.

Alternatively, should the user accept the transaction, the process moves to act 478. At act 478,
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the mobile device generates a random one-time code as described, for example, in the

embodiments of FIG. 4. At act 480, the one—time code is communicated to the USR along with

the transactions details. In some embodiments, the transaction details can include a code

representing one of a plurality of accounts.

The communication with the USR can occur via the POS or independent of the POS,

depending on the embodiment. At act 482, the USR receives the random one—time code and

employs the code-matching search to identify the user. The user is identified when a match is

found between the random one-time code communicated to the USR and the USR-calculated

codes determined for the registered group or groups of users. This registered group or groups

of users can be those other registered users who also employ the identification approach

described herein. Alternatively, the various group or groups can be divided into subgroups of

users who may have some common association or identifying feature that USR can employ in

organizing and segmenting the data in the database to increase the processing speed of the

code-matching algorithm. Regardless of the size of the group, however, the USR employs a

code-matching search and identifies the user when a match is found between a USR-calculated

code included among a plurality of codes calculated for the plurality of users, respectively, and

the code generated with the mobile device.

At act 484, the USR determines whether the identified—user is authorized to complete

the transaction, for example, does the identified-user have a financial account with USR and if

so are they credit—worthy. At act 488, the USR communicates a denial of a transaction if the

identified user is not authorized to complete such a transaction. At act 486, the USR

communicates an authorization, for example, communicates the authorization to the point-of—

sale along with a digital image of the user if the identified user is authorized to complete the

transaction. The digital image may come directly from USR or partially from USR and

partially from the mobile device.

According to some embodiments, the random one-time code generated at act 478 is

communicated along with static identifying information at act 480, for example, where a

verification process is employed to authenticate the identity of the user of the mobile device.
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According to other embodiments, static identifying information is not communicated to USR

with the random one—time code generated at act 478, for example, where an identification

process is employed to authenticate the identity of the user of the mobile device.

In addition, a device activation process (for example, the device activation provided in

by acts 462, 464, 466) can be employed without the remaining acts included in the process 460

illustrated in FIG. 5. For example, the acts 462, 464, 466 can be employed independently in a

process that may not include any communication with the USR and/0r may not include

generation of a one-time code using the mobile device.

Referring now to FIG. 7, a functional block diagram of the USR is illustrated in

accordance with one embodiment. According to some embodiments, the USR 640 is

employed to identify a user from among a plurality of users based on the receipt of a random

one-time code from a remote system element. According to various embodiments, the remote

system element can include any of: an electronic device such as a handheld electronic device; a

point-of—sale device; a computer, server or other network device, for example, wireless user

devices 652 and 735 described herein. Accordingly, in some embodiments the remote system

element includes a mobile phone such as a smart phone. Further, in some embodiments, any of

the elements illustrated in FIG. 7 can be included in the USR systems or portions thereof

illustrated in FIGS. 1-3 either alone or in any combination with other elements described

herein.

In the embodiment illustrated in FIG. 7, the USR 640 includes a seed generation

module 642, a database of assigned seeds 644, a generation module 646, a time reference 648,

a comparison module 645, a first communication module 647 and a second communication

module 649. Other arrangements and system configurations are possible depending upon the

desired functionality. For example, the embodiment illustrated in FIG. 7 can be employed with

the USR system configurations illustrated herein. Accordingly, in some embodiments system

elements that communicate with the USR to execute the processes illustrated in Figs. 32, 33

and 34 can include any of the mobile device 674, the POS terminal 676, the interface device

682, the mobile device 652, the network access device 658, the wireless user-device 735 and
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the computer 736 as some examples. In some embodiments, one or more of the preceding

system elements can communicate with the system 640 via the second communication module

649. Further, functionality other than that illustrated in FIG. 7 can also be provided with the

USR. In particular, the USR illustrated in FIG. 7 can include functionality such as any or

select portions of the functionality described herein concerning other embodiments of the USR.

Further, any of the illustrated modules can be configured in hardware, software or a

combination of hardware and software depending upon the embodiment.

Accordingly, it should be appreciated that embodiments can include other modules

and/or modules configured differently than those illustrated. For example, the first

communication module 647 and the second communication module 649 can be included in the

same module; the comparison module 645 can include a database, data-table or data-tree to

store the current random one-time codes for comparison, or alternatively, a separate database,

data-table or data-tree can be included to store the current random one-time codes which are

provided to the comparison module 645 for comparison. In various embodiment 5, each of the

modules included in the USR 640 is coupled to others of the modules.

According to one embodiment, the seed generation module 642 is in communication

with at least the database module 644 and the second communication module 649. The

database module 644 is in communication with at least with the generation module 646.

Further, in the illustrated embodiment, the time reference 648 is in communication with the

generation module 646. In addition, the generation module 646 is in communication with the

comparison module 645, while the comparison module 645 is also in communication with each

of the first communication module 647 and the second communication module 649.

In accordance with one embodiment, the seed generation module 642 operates to

randomly generate (for example, without replacement) and assign seeds for a plurality of users

registered with the USR, for example, users l—N. Further, the generation module 642

communicates the seeds and their assignments to the database module 644 where the assigned

seed associated with each user for a given time period are stored in association with one

another such that they can be searched and retrieved. According to a further embodiment, a
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separate assignment module is included in the USR and operates to receive the seeds from the

seed generation module 642 and assign the seeds to the plurality of users. In accordance with

various embodiments, the database module 644 can include a relational database such as

relational database such as Oracle® Database by Oracle Corp. of Redwood Shores, Calif,

Advantage Database Server or SQL Anywhere, each by Sybase of Dublin, Calif, MySQLTM

by Sun Microsystems of Santa Clara, Calif, DB2® by IBM Corp. of Armonk, N.Y., or

InterBase by Embarcadero Technologies of San Francisco, Calif. In other embodiments, the

database module can include an object-oriented database such as InterSystems CACHE by

InterSystems Corp. of Cambridge, Mass, J ADE by Jade Software Corp. of Christchurch, New

Zealand, or FastObjects by Versant Corp. of Redwood City, Calif.

In accordance with some embodiments, the second communication module 649,

communicates seeds to the system elements including user-devices, secured computers and

other elements included in the USR system. In one embodiment, seed updates are performed

without requiring any user interaction. For example, in one embodiment, a seed in a user

device or remote USR element (for example, the USR element 768 illustrated in FIG. 12) is

updated in the background at a time when the device or registry element are in communication.

In a further embodiment, the update occurs without knowledge of the user. Thus, the systems

described herein can include automatic reseeding of remote end user devices and USR systems

elements.

In accordance with the illustrated embodiment, the generation module 646 receives a

time reference from the time reference module 648 and receives the assigned seeds and users

from which it generates random one-time code at the time T for the users 1-N and

communicates that information to the comparison module 645.

According to some embodiments, the comparison module 645 receives, via

communication module 647, a random one—time code from a remote system element such as

mobile device, POS device or the like and compares, using a code-matching search, the

received random one-time code with those generated by the generation module 646 to

determine whether a match exists. Depending on the embodiment, the communication of the
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random one-time code can be over a network such as the networks 28, 656 and 738 as

illustrated and described herein. According to some embodiments, the current codes of a

plurality of users are organized in a table, for example, a table that is organized numerically.

In one embodiment, the table can be searched using a search algorithm such as a binary search.

In a further embodiment, the search begins by comparing the value that is sought to the middle

item of the table. If the value matches the middle item, the search is successful. If the value is

less than the middle item, then the higher half of the table is eliminated from the search. If the

value is greater than the middle item, then the lower half of the table is eliminated. The

process is then repeated, for example, depending on the embodiment either iteratively or

recursively, within each remaining half of the table until a match is identified. According to

various embodiments, other search techniques may be used to search the table.

In other embodiments, the current codes of the plurality of users are organized in a tree

data structure. According to one embodiment, the tree can be searched using a search

algorithm, such as a binary search tree. For example, a tree can include a plurality of nodes

connected in a hierarchical tree structure, where each node to the left of a root node only

contains a value less than the value that is contained in the root node, and where each node to

the right of the root node only contains a value greater than contained in the root node. Using a

binary search tree, the search begins by comparing the value that is sought to a value stored in

the root node of the tree. If the value matches, the search is successful. If the value is less than

the value of the root node, for example, then the nodes of the left subtree are searched

iteratively or recursively. If the value is greater than the value of the root node, then the nodes

of the right subtree are searched. This process is repeated, descending the nodes of each

subtree, until a match is identified. According to various embodiments, other search

techniques may be used to search the tree data structure.

As should be appreciated, the USR 640 illustrated in FIG. 7 can be employed in

embodiments that use an identification process and embodiments that use a verification

process. Where an identification process is used, the random one-time codes received by the

first communication module 647 are received without any static identifying information. 'lhe
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comparison module 645 compares the received code with the current codes for a plurality of

users to authenticate an identity of the user. Where a verification process is employed, a static

nominal constant is included with the random one-time code, for example, appended to the

random one-time code as a suffix or prefix. Here, the comparison module 645 indexes the

database by the static number to verify an identity of the user by determining whether the

current random one—time code is associated with the user who is identified by the static

number. In some embodiments, the random one-time code is discrete and constantly changing

With each change from one period of time to the next.

It should also be appreciated that the system illustrated in and described with reference

to FIG. 7 can be employed with any embodiment described herein in which the USR is

employed to authenticate identity (using either an identification process or a verification

process) based on receipt of a random (or pseudo random) one-time code.

Referring now to FIG. 8 a system 670 includes a POS system 672 and a mobile device

674. According to some embodiments the mobile device 674 can include a wireless device, for

example, a tablet computer, netbook computer, laptop computer, a mobile phone, a PDA, a

smart card, electronic passport and the like.

In accordance with some embodiments, the POS system 672 includes a POS terminal

676, a credit/debit card interface 678, and a barcode reader 680. Further, according to some

embodiments, the POS system 672 includes a communication interface 681 which can include

a wireless communication device and/or a hardwired communication device. In accordance

with various embodiments, the system element of the POS system 672 can include

conventional system elements such as a conventional POS terminal, conventional credit/debit

card interface and a conventional barcode reader. In various embodiments, the system 670 can

include more or fewer elements than those illustrated in FIG. 8. However, in addition to any of

the preceding, the POS system 672 includes an interface device 682 which is integrated with

the POS system 672. In accordance with some embodiments, the interface device 682 includes

a processor 684, a memory 686, a display 688, a user interface 690, a wireless interface 692

and a hardwired communication interface 694.
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