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user device includes a biometric sensor
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the user from the plurality of accour
includes a communication link configu
with a secure registry, and a processor c
ric sensor to receive information conc
input, the user interface, and the conu
processor 1s configured to generate a n
and encrypted authentication informati
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“1. An electronic ID device configured to allow a user to select any one

accounts associated with the user to employ in a financial transactic
* abiometric sensor configured to receive a biometric input provided
* auser interface configured to receive a user input including secret i
to the user and identifying information concerning an account selectec
the plurality of accounts;
* a communication interface configured to communicate with a secur
* a processor coupled to the biometric sensor to receive information «
biometric input, the user interface and the communication interface, tl
programmed to activate the electronic ID device based on successful a
the electronic ID device of at least one of the biometric input and the s
the processor also being programmed such that once the electronic ID
the processor is configured to generate a non-predictable value and to
encrypted authentication information from the non-predictable value,
associated with at least a portion of the biometric input, and the secret
to communicate the encrypted authentication information via the com
interface to the secure registry; and
* wherein the communication interface is configured to wirelessly tra
encrypted authentication information to a point-of-sale (POS) device, :
secure reglstry is conflgured to receive at least a portion of the encryp

DOCKET I

A R M Find authenticated court documents without watermarks at docketalarm.com.



https://www.docketalarm.com/

Overview of the ‘813 Patent

SUMMARY OF INVENTION

There 1s thus a need for an 1dentification system tl
enable a person to be accurately 1dentified (“1dentifi
sometimes being used hereinatter to mean either ident
verified) and/or authenticated without compromisin;
rity, to gain access to secure systems and/or areas. L1l
there 1s a need for an 1dentification system that will e
person to be identified universally without requiring t

| inle & i dentifention.
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According to one embodiment, the USR 356 incl
secure database that stores account information for ap
of users 358. In a further embodiment, the USR 356
records concerning one or more accounts 360 for eacl
plurality users so that in effect the USR 356 in the |
creates a secure wallet that allows a user of the device
select a particular account from among a plurality of ac

associated wiath the user for use ina selected transactic
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