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The *813 patent provides improved systems, devices and methods that allow users to
. securely authenticate their identity when using a “point-of-sale” (“POS™) device; e.g., when
making a retail credit card transaction. Ex. 1001 (*813 patent) at Fig. 31,43:4-51:55. When
used in conjunction with|the patent’s Universal Secure Registry (“USR”), the claimed Electronic

ID Device can both securely identify the user, and separately authenticate and approvethe user’s

financial transaction requests made through a POS device. Id. at 43:4-15,Fig. 31. The USR

GOGQ 200
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(USR 10 in Fig. 1, USR 356in Fig. 31) includes a secure database that stores account (e.g.,

(56) Field of Classl
USPC e

Sox applicanion)

credit card) information for a plurality of users. Id., 44:39-53.
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According further embodiments, the multi-factor authen-
“Itication process can also employ the identification of the
account selected by the user for the current transaction. That
is, the system 350 can authenticate the user based on a com-
=« bination of two or more of something the user knows, some-
"""""""" thing the user 1s, something that the user has and an account
| selected by the user for the current transaction (i.e., the traps-
| action for which the authentication is being completed). For

example, in one embodiment, encrypted authentication infor-
| mation is generated from a non-predictable value generated
by the user device 352, identifying information for the
| selected user account 360, and at least one of the biometric
information and secret information the user knows (for
|example, a PIN). According to one embodiment, the authen-
tication information (for example, encrypted authentication
| information) is communicated to the secure registry for
authentication and approval of the requested account access
and/or financial transaction. In a further embodiment, one or
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