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EP 1 035 490 A1 

EUROPEAN PATENT APPUCATlON 

AT BE CH CY DE m~: ES fl FR GB f;f~ lE HU LU 
MC NLFT SE 

AL LT LV MK RO Sl 

Cl~: } t~ppfo.;~~nt Gr·aphH~ ~··H~M· t)fY~'~~or~n~f!nts 1Jn~lt~d 
Ouo!in 1 \tq 

(S?) A SljfV~~y :;y:~kxt~ GGfnprf~EBJS a mJp<.:~t;.,,~~~cr :si~~

tion { ·~) ar:d a f;;::~~pondi~ftt st~H<':r: (~ }. Th~~:-·~ ~r~~ k:,~f' •jls ... 
tinf.t .s~:..~f3~~s. in ·~'°·~~~c~~ ;3 t:~lJf'.h:.y ~s. {~rf:~3k':(1 f12). l$.~.l~~xi 

( )1-i). ~~:<~~ctit~2£j on tf·in re,;-}~'X)fl~j(!fl~ ;st~~t~nr: {:3 }1 frnpnrt~.-~j 

{ 'l ~j\ <srv(~ ~ff't~:~y-sf:d ( i ?:~. C)~;(~stk>H3 r~~~~~f;•,3 t<> $i~~i~~s pfQ·~ 
vkfa~g for quantit<::H·v~3 ff~:~pofl:)H::::. ::~f~d l'-'..J..'-'.tniro~ prcg:-Hn~s. 

<3fE: i~;=~a~Gd. 1l:E: fBSponti-E:iH's s~at~on ~xports U·:~1 =~"-ff'lBY 
:r_)f1~y ~,~ho.:::n corr:pMt"~<-i: srH.i ~ft'~ r.(~:spond.,~nt s~~t~nn ~.;~k~~s 

art HGfr .... ·~·~ n-:ch~3 m :·~~>ntrornn~~ th<~ rnannf:r ~n <.:-..1 ~-::tch ~Y3-· 

spo...:n$iJ.:~ ar~: f~(:~~h:·f~"j ;~nd re(:<Ho..."!~:d and~~ ~~i$iJ p~:ffQrn~'.:!: 

dy"n~:nYii.c i~~::;.ts on th~: d.3t<1:. 'Th~= (HJ~$t!on::;. =~r~~ -~n ~! $.h··:...H> 
tur0\.i H:o~i~~l fr:rl~-l<:t and ~t-ll~} a~inJ<,:V:), n-::.::~<~n~ngf:~~ :3nd ~J~~ar 
S!Jrv~~Y n~.~~··~~n~~ tQ n'~ o~JQ)~;u~x~ ki)n~ ~h\::: i~n~dysjs Stf~~3'~ 

(72} k~v0nt<)f'. MacRori: Strnt)n 
Memksl.own, Comity .Otibfa; {lE) 

(74} H::::pl':'::$if~-nt::·r~tvr~: ·~:s.t~h.'ion., }\fHchtt0i .. h1tl'h1S ~tat 

cfo Jc;!m O'~rien & Ass.och1l.es. 
Third Ffat1r, 
D{lnt~>:iini Ht'.>tl&fi, 

·14 Cmysfort ,<.\vemm 
Blaclu>..1ck, Co. f.!ubHn {lEl 

',,n•~~~•••»•~•»•••••••••••••• 

f-~~::::::::;~ 1 r~~~~11 

1.~,.\.~i_~:_,·:_.:._t_l : ~ : : :_:~:-. ...... ~· 
.~:.-.:·~"='"· .': .. ·:·::;:-:-: 

---.-'-·: .. ~--~~~-.. ~-:: 
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·'-: :;.:·:-;~-~:,~ :--· -\: :~-::: :-:·:.: x 
..-.:·.; ·.:;:..;. X·~~·~:;: .:',:>,,;.;,':'.·' :: S\-.:·.
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;NTR()LHJCTt(}N 

Fi~~id oJ t.h~~ ·in ..... ·~~n!.~~,::n ....................................... 

[tl-O!Hj T!";e ;nv~~r:t;m1 n:la!<~s to~' c,c:,m1x1irnhul i;;;rVH)" 

s~rstE:n1 ~~nd contfl)~ nH~lhod .. k: whj(,:~1 th(~ ~=~Hv~~Y ~.:y~t~~n-l 
<~(~ff:prisl::':~~) a ~.:up~n:'i:'SOt st~t~o~ wh~cfi ~)~n~~f'{j{~~s $ :~t:r .. · 
vny ~~J1~j Btit~~nqu~:nHy ~HE~·tys<:)~~ tn<::- n~spGns<::- and<~ ~-\'.~- 10 

sparH.~{~n~ ~-t~u~.)n ¥;.··n~<~h ro(·,~iv~:s f\:::~.por:tient ~-{~pH~:s. 

Prior }\n D~sC;.JSS~Ofm ------·------------·--·--·--·---------

(tXHl2J SUl"'.f-1 <'1 ;3.?'S~t:rn ~$~ df:~>c~r:.bf:d ~fi Un~te:-3 .St:::~11~8 -~s 

P~H.•~nt Sp~~d!k~;~tt<H1 n<>~ US58~~2·::~~5 ~Do~ph~n .${~fh)·i$f8 

~:'~~" Lt<t !~ ln tt1ls ~~yst~~ff: tt1\::: S!Jpervb;.·ot :::,t;.::Bon ts t;s~d 
as: an ~~uHx~f~ng ttx~i tn 9f:n,:-:r:.:3ix~ <·3 m-.:G{~f:~:;~;fon t~f ql~B:'3··· 

.~~(~n~ ~n prnvhj(~ ~~ ..:p .. ~E:~~~ionn.;3lfE$, Thi~ Hr:k~~ t:~~h~·~:E:ft 

q~;{~sfo.)ns ~::·{~ ·:~~}~n~::.r~te(.; {}$ u:~5y ~!n.$' ~1~;i_f:{){~{~, ~!f'j:fj t1t:'~ ~=i) 

qun:~ti<)f:S n:1ay· t:a;,,,··<::- s~r ... .:-~~r:3i d~fk:nH~t k):-n~;~~~~. Th<::
qt.:e~~t~nr:n~~ire i$ tf:3n~;.f':)!~ted H5 Bn ~~r~~ctrun~c rn::~!~ ~lo(:~~~ 

r:-H);~~t to Ba(;h r08.pondt:nt. '.:~'hl) ui~0s h~s :.)i" ~~f::f l~:·;n1~)u~-~r 

':1.~~ ~i r~::~~pond~.}n~ st~H~or:. t-\ c~GBe;-,);<):- in tf~e ~~u~~::-;.1:fsor 

st.;~tk~n ~Y.)~h~tE.!s f·~~~~por:st~:;:; a'.::. lhE:y ar~: f~c~:~'/t~d ~:nil :e's 
f:end~ n:rnindt~r8 :tt~ dt~:f~)yt~ :::~=:i:3.,~. ·rri:·~ r:urv·E"::y ~~3. tEH.atti .... 

v~ited by th~: ~~up~~f'-·'·is--..~rwt1en h fs t~z.Hev~~d ~h~:t s.uffident 
t~:~pi)r':S{:$ ~1'8V·e b~:(~n re(·,:;~~v\:::d 

trar:sn·::i~~sinr: nf ques·Hc~nn~~~FZS tn ~~ Jo,:Vki~~ \•'J;:iffeiy nf r~ . .}·· ~:<:· 

spond~nts, H(1~..,..~~···~3f. ;~ ~!pp;,.:::~::::~ U:~1t it '..•V(~t:~d bx::: difflcvE 
~o ~1~~an~fik=-~~ ~fik:-gfiiy Gf ti:~·~= ::c.::-spons·~~~~. it ==~~so app,:-:::ff:) 
ti·~a~ f; ·;.~'Gt:ki t;H dH~k:~J~t ~~nd lirn~:,,con .. ~;..~rnkt:'J ~{>t)'~:nerale 
US.f:fl;j f.UfV{:'):' f.~~~~JUS. h.:r :..~ k~NJ~~ t'::.)dy ~1§ t'\:~S.p.Oni..~t::nts. 

such ~~~·~ -srnpJ0y{,:=-~~s ln ~~ ~ar9n o:g:~n~~t<~;ion~ 

;~t the fi.Up:::r\··~~~Of S.tBi$Of~ gf:~nr:~3~jn~1 ct r.-~lH';~H~l {':f 

qt:(~~~uor:s, ~~nd tf:3n~:·fBhUng the {HJ0sti<Hl:s to th0 n~
~:ponl~0n~ ~t9t;..-Jr·i: 

<~t ~f~e n:~sponden~ st~~bHn ou4.">l~h~n9 t:h4::~ q;,.:~~~;=t~{~ns.: 

n~~b~n·~~ r~:~~p~")n~:{sS, .~nd tr~~f1"$.n:~Ufr1g U\e r~~sp-:}ns-. 
<:~~~ ~o ttit~ SU~':.·fH"c..'iS:..'H" st::~thL)n_. and 

8f th~~ 5vp~:c ... ·r:s.<.w staHor:: ;~r:"1~y:".)in9 H'1~: resp-cn50::$· 

:~r:d g<::-f:~n~~t1ng S\ffV·:~y n~:~u~t"Si c.f1arac~~3r~S·~~~j :n tl:~~~t 

ttH); qu~·~:8tion:~} 2ff:· :1"~fi.:"3{~!~~d ~:": fjn .. ':l~p;3. <~t' qt:..-.:~S..fif;n:g 

~Kcu~dk:g tG a :-n€J\.iE~t ~~":i1-/in~~ ~i fix€:.\.i ~~~n.i-c~~un::, :~nd 

a r~:$~~.)rl$~: ~$i.)~~~(~ oc.:n1p.dsin9 ~~n !n~~:rf;,::(;~~ for 
pror:·lpti:-1~3 reS;pon:..:ent s:::~t:l'~~jo:~ cA ;~ ql.:BnUt;;:::j<.t1~ 

..... ·;:d~~e (>f: il;~~ :?E.-:.':.::d~~ ~~' g;.2!n~in~~~~G 1\~r <;~::~ch quGst:on. 

.t~~<:~ supBrA:::i:t~f :~tatk}n i~>m.:0$: ~~ ~~Bn:'H~i tn tr:<::- ri:~-· 

s~x~ra .. ient ~~t<~~~on~ lhE~ =~t:r·n~y c:c.~n1pdsin9 th~: qu(~~-~ 
t{,Jn~ 6ti:d ~s$$OC~&tr~o :$C:~k:s .~nt! $ C.OPtr<~l pro9r.~n1: 

th~: ~~~~~pcnd~~nt s~~~t}";)n c·on;ro!~ ~:HJf¥·E-'Y OP{~f.attof: 

ar:d g:.:;ri~3r:..~~~);8 f(~~~jX)nd..-.:'::n: 1:!a~> 1:k:-s._. ~>nd rBtt~rn~~ :..::: 
c~Jrnph:.H::· S'ffV\:~Y on!y \.v·hen ~i!! ~~~~s~1<.:~':i:~~~j n:~~pond· 
(~nt:~ h~~vi~ rt~:~p(}flij~x~: 

~he· 3l:~H:.nfr:;<:•f ~~taH<)fl ~~n:3~\··:s~=-~~ r:-~~: f~~spon~es b~.:-· 

C;.;.1l'::;u~~~l~n!~~ {~ .:~~~!h$HC;~! '.cJ':~~UES f(W 9U \.'8Hd ;~m1:x ... ":n$5':8 

to H?:lcf: qt:\'.~f:~ton ~~n~j QUlput~ :);~.id va~~J<::- ~n ;h.:,:~ sur
'.J".'JY res~~ !t"$. 

(:{..in~n>!{{:d .;-,;;~phJi~~ ~~f Slff•l~~y rE:$·i.)(>nS~.3S b~H:.<~l:S·O ~he 

~·~uf:$;Hons. _:~re ~1en&f;~h::'{Lj ~r: a pdttf?.ff': ao;."'.~·:·rdh"~g tr; t~1~~ 

rnt.~dE:~ ~~<~;.~ln9 B f~>:ed ~;:~fl{Ct~~re~ tt·~ey n:?.i...'"=h i-~~iV>.2: .:3 re.~ 

s~x::n:$.\::: ~·c~1h~. ~ffKi the ::~t.:p-E~r ... +~:o:- .::;.t~~-uan is~;t.:·e~~ .a r;~)ni .. 
~3.lff'.:'i·:-:~~ :;y:;t0rn ;::nd C<X'i ~r·o~ r:if::t1of! V·.:t~~t:h plU'..'k°'E~L3 ~n~-- ·}i~ pk~ti::· ~K::-v~L3Y cornp:·~~dn?~ bt:c~h tf~n~roJ pro9ran~s <EfK~ th<~ 

prov€~J \.":o-·nrd~n:?.t:<}n for ~~ff.g<.:) bod~·~s of r€:.~pon~i<x·:t:s qt.t~s~k~n:s and re:sp<)nrn~ s~;:3~0. i\r:oUFzr .:n-~p~~rtnr:t 1.::s·· 
~.uc~~ ~~- sn-::~>~oy.:~~~- k~ =~ ~;::~rg~= DHJ~H1ls~~uon. 

{l}fJij5J .:.\t1l;'.":ith&f O~)J~t~ ~s. ti.) pn .. :v~tJ:-3 ~rn~·H'!)\.<'.~t~ fl:-3>:~~):.tit:_..• 

~n ti~·~: :3n::~~:\i'~~~ \.~i: ~~untE~y ~~~s'~~0nS·E:s ;o g-en~.ff;.?.t~: :$tff'lB)? 
r~~:~uih~; ;:~f<). ff5qUlff~ by ~3 :~up~~r·.h$.r:.<r: 

gXJtlfi] .!\ stil.i forthn object .is t•~' prnv;fJ<~ ~: <;urv(:y >;)":l

t~~rn wh~ch ~J~:u·:t*r~~ {jnd p.:-oc~=~'~"E:s '~~~{.;~ ~n ~: v~~ry :...··~(·:nt· 

pn~t'i~3nS.~l/~: fn;~:~ri:-~r_, sum:-~lBnt tn a<~t :::s. an fX~];~n~s.:::~ifr;n.· 
;~l d~::~gr:o~~~~~ pfni:!\'.~f (C)l.:l-F~} \·~h~Gt: rn~~{~{;!s bl'.~.h<~""iot:r <~r:d 

.:~ttitud~s o~ }-~~f's'C~nn,~l ln ~~ ~.;~r~~-~ (;•fg:;.:~n~satki:n, 

Pf~~~t ~~. th~it th~3 n~:~p~.)nd~·:1t ~:tat~)r: p~:rf .... :rn'ls ;?t~ act~v~: 
ro1{2' ~n !3n~~uring thBt tf·:n m.:f'lBY ha~~ t•nBn '~nn-:.p~~~:~:xi t:n-· 
J~1r€: {t is f~,~poned t)::~~~'k to ~he ~ll·pen...-:sc1r s.t:?.tlon. f~x 

-4~~ ;:'H1.:~Jygt::3._. ~Jif: 8Up~3i'Vts.r;,.: $~Btk:r-~ U$:~$~ t!'')~); n:'!S.ponS.(: 

3c;;:k=-~~ ~n ord~~r ~n '$<:)n~nit~~ <.:on3pn:-~~~<==-n~~h.:€:.i rr~eaningl\:t 

~ind '"~~:f·~3Bt•k~ :~\:fr..~t~y n~-st:~ts. 

sn f001 Ol Pr\:::ft~f:ab~y~ th~~ $W\.'-E~Y r~~suH·:; ;.-M~~ (.>Ul.puh•~ti ~n 

f~~PG·rts ::ff>:-X)ffHfl~/ tt~ lh::: t]:10fE:"31. 
{OU1-1l tn ~u:~Jth~:r Brnt~o<..iirnnr:t} thH s<:~~fr:. enn:prl30s 
:~i~S('.'.f~~t~~ rG~~pons~~ v~~!u~~s. 

(C~t)Jj / ... \c:·XJrt"$'t:ng tD ttH~ lf!·1.:·:·~n~k~n, tt~<~ff3 t:~ provffJ~·~ :3:~ 

rne;hod Qf (:<)nt~t~~!ing H ('::.)~1~p\.:t~:f~'.$0d ~a~f\"{~)" ~;:yHt~rn ~~,~' 

coff:pfis.~r:q .:3 !3.u~:f::n·~8.:..:r :1f~~~lt\f1 ~H·K; at j~3as.:t f.sn~:-: i~1~· 

[fJ{M 2] Pr~f(:tat~~y} tt}0· :::x~<~1~~ <.iG:B:) nGt ~nc:t\K~e H f:E:Xii · 

2.n ·v-.:3~\.:€~, 

fll!H ]l !fi ;H~(,~t1<~1' ;mib.f!dimf:Pl, tM0 '~lir'-'')Y ff:of>!XiNl0S 

::ff<~ stc-n~a t.')" U~<:~ supf~f'i~~~tn· J3tatto~1 jn a st<:tl~L~ d.~3:t;;::bBs0. 
~:nd th·-s an~~iy~=~~.= ~s f~.::rfcr:·nt.31...i ~:1vn~in~~C~<l!y t.is~ng da~;21 
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··; ... • 

r(}at! fn.",M:~ tr~n :~t;:;rnc~ ~i.at.::~~)a~f~ jr:: ·:.:1 p~~Jr.a~Hy <~t' c~y:·~~!?::8 :r:-' 
m~~hfil by a S\~p~rvfonf.. 
[0:0'l 4J h"'1 ~~ forth~~r ~:(nbodin~~nt ~hES ::~:...irvsy respon:3~~ 

t~ata ~s. i1Ut~.r~t"'! a:3 H l.~; :~rnpr~ft0tE to ~ht:. $;Up>::rr...··j~)Of ~:tattofL 

f0015] In m:<iU10r lim<lx;di;Min;, th<i' re:;p1.)nd0.-it ~;:\;>"' 

UQn ~HJ:~~)fn.~tk~my,. and tr.8:n~.pi~n~~nt!~· k) U-;e n~::;.pc:o~~d(:nt. 
t~.aph:r<~S- at:.x5Hary d~H~3 r:::!;::.t~r:9 tf~ tht2 n~HHrt: of lh0 r\:~· 
sp<.•ftl.~·E~nes ~:$-E: ~-...~r Ui•$ :·t~-s~~~(.)nd~~f::t st~~~~or:. 

[O:O'l HJ Pt(:f~~r~)~>iy~ th~: n~::;.p~.)r.(i~~nt st~~on .~t:torr:f~~i .. 

c.a!!i {~;~p'!un~s rE~p!y,· tin-~{2~~-
roo·rr] ~n ~ fu~·U:t~f -EH~1tx-;;i:--J~rr:~~nL Uv~ f'8~.ponr~e-nt s{a,,, 

tiofi ~~i;torn;~U<·.2!Hy t~f~ptur~:-:;~ dctt~~ r\:'·;l.::::$ng tt) t!'"::<:~ f<):;pond~· 
nnt l;~s;~ of.;~ hnt.p f~~dtHy, 

F~g. fi{~} i::) ~ t;n;,.~· {nct~1r~rn mu:~;tr~::mg :~ f:"J.f~:.~;~;:t~1f3 fof 
~n~pofHng ~~ \.X:·<np~(~~~fil s;..~r~.>ey ~<HO ;.h~~ s~~p·~rv~~;nr 

~.t~~t~(~n: i~r:d F~Q- t~{b) f~nd Fif:L 6~c) $f'~: ~1.:~:lQ·t·i~rr:~; i! .. 

F~g. ~~ ~~~ .:-> f:o-...v tH.:39r~>n1 shu· ... v:tng :~3n ar:aty~h~ $;::39f: 
f~~r fJ\::nE~f~it~on ~.'.>f .::~J .. ff~·e~1 rE~~~uns, 

Fig~. f~ tr~ i 2 ;~fn $i8n~p·if: d~S.f::t~>y S.tf!J-.~fif; 8hfN,.-'~ng 

$UP€~rv~s<~r h1t~~r~~c~f'-.,;f1y fr>i ;:::n::~i)-'Sls. 

~3on ."3Utfnr~:.:1tt.c:{:3H)' g~:~ .. H~fHl<~~ f<~s.pon~~'=~ ·v,::3~frj~ty· t"'!~3ta Bl>· -~s i)~·~·:~c:igH:-;n l'-'.cf tf:n .. ~:·rnbt'-'.~:-Jini~::n~~~ 

cord~<;g to l.h-E~ p~:-;:Ki<t'< t~~st~;·~ 

[OOtS] Pteft~~-.~b{y. Uw: q:i.}~~·~Uons ~nck::d;;;: r~~sp<.1ndtw:t 

profi~<~ quf:.~;:~:'in~ .. ~ff3:'3 Bs~;oC'J~t:':!d n~f;p<)f~He ~t~tl'~rfa-:x~s 

fQr P~~(.:~~~r:(i~nf-:l q~;~3nHta;jv\:: f:.;:sp~Jns~~ "·.;~k:·E~~- ~::-::d U;i~~ 

fOtJ24} Re.f;~nlr~~l ~nmaH:-1 for F~~l- ·1(a) ~ ~~ ~.tff\··~:y ~;y-~~t~~n: 
·1 i:3 must:·ak~d tF~nf:faH':l \-'Q:jih ~1UmT:Bfr ..... -::~~ ft~r p~fi'S <.")f th-:~ 

~.=y~=~~~r:-i :~.h<)~\"f~, t-\ su~j~.3r'!-··~t.:or $t3:~k.:n .2 t:~~n=~>d·.::;~s <~ 

;t5nalys~:s st~:.p ::~(':r{~~ :B{Jr''~~Y n:)St;·~ts ~C-·(A~.;r~ii1::;: to ~.f~~e<;~~d ~:i,.; n~;ff~b~~r c,.f ;:\·'Otk~.~-~~t~Or'i-5 J ci~>r::n~cte<i 'i~~: ;;~ r:f'~h,.. .. ··o;'k ~o ~! 

prom~~s. n-~~~in d23t~~bBs.:.:~ s~~r:'.."<:~r 4. ·Th~?. ~~up~~rvlB<)f ~~taH<)f: ~: ~f;~a3~-~s 

£002.0J ~n ~H~-t>tf:~2?r ~--n~botfor~·E~ni, U·1~~ !sst:-E~d s;,.n--.,"ey 1..i~~~ 

h:1 ~~~ ~n 11:..~!:t t:fn fO.:"fi·~;~~ ~~nt~ j~) f~J*.&lfi{~d ~n ~t:~3t fr;nY:{3t b:o/ 

the n:~~por~d~~nt St.:~t:on. 

f:on~p~e:~!}n t"Htf: :·~~Jntro~ hy ~K:~t"1tnath.:-a!~y· ~non:~~or~nq tt:f:: 
nun1hEff <~f ;..~s~)f ,-:~~~::~ fi!e~;: ~:re~~~e\.."':. 

~~ :$t:r:..rt~Y to r~~~~p(~ndHr:t s~<3hon5 whtch n1~:y· .~>:J~~ip~~se ~~ 
t":i~--.:':rH/;~\:":fV{~r :1)"$~t0n1 ~5 ·wt~iiJ~ r:1w1 tJ.~~ ~~:~HHY:f ~iX~.&l or r0·· 

rnc:•1~~, Th.::~ r0s.pondnnt stati<)n ~~ontf~)ts (~:p<-.::fati<)n ~i the 

:."'.i~efH \·-i.;or-~:E:H;:-:~k"'.•n:3 Y. l-\ :2'.:~Jrv0·i rnay ~~lE:>c:.t bt~ mm.:et~ fo ;:1 

\/Veb .s~2!rv~~r re~;=pond~~nt slBtk~n B. ~n \:):~"lic~t ~~ ser:..~e.r 9 
e.:-.:<~r:t.H~~-:;. tn~~ ~~i;f"/(~Y .~f~pHc.:~U .... :n us~n.~j \.Vtxk::~;.:att<:on:::;. ·to 

ft: fo!t:en~ navk:9 <.ini)icatHt3 r:·~a(~,..\~rlk~ acc\:~S~~ rigtHB tt:\ c•f lh0 t~~spt~r:d~~rrts. ~)~JGt: a n.:1~~Pfint:ent ::1t~~i3~x~ ~::1 h:npk~-

pro\•'ii.'~·E: ~~ct~d:.y. ~:<:· n:~~fH0d 1',:)·Hh JJ$V~~ ~~n~J tfff...1L <;<J\3~~ pr(~' ... 'h:Hn~1 \.i;...-:·~an~k; 

VV(~h PH:~~~~S. F~n:~Uy.. :& ~:·~~rvey rn~"/ b{3 iS$~J.~d k~ ~: ~-tanct .. 

f00:2:5l ln ~~u c:?.s~.1~~- t~~t~ resp<;•n~j:e~n. st~~:.lQn Gx-:x~u;0.$ 

B:k~f Df:~)C.fk:ti~1n8 t:,f ~:r~~) Dr&-...~•lf:q:.; fh>.:~ s.t.::\~0y:. ;:lf;tive~y rnn~:nor~~ {~or:·lp~<)ttf.~n t:~: r>:~$:pn:~l~l~ 

f°'~.23] ThE: :fnve:-·1t~Or: -:.""-:·m be n·~o!~~ dB~:dy ;..:ndt:',:rs·~o~:)(~ 
frnn~ the foJ;<)\·'J·inf~ d~~s:.-:.rtp*inr: i.)f BO)Y:n elnt.•fid.::rr:ents. 

:s~~ ~t:fH$, ~:km.;2:s tf3>J S~~fV~)Y·: ~~nd it i~~ ;h.::~~: hnpn~t~ffj jntn H~~~ 
-st:p~:1r.ris<~f st~~~~t::tn 2, 
{tll)2-ti} T~~0 n~ajri:· titBg~:2'.: ~r:: ~~ su~"V<~y c:-;n~ro~ l:·l~·~thod 

~tf~:'E~of:- glv~~n t.<i ~~-~3:{nf nxt~ff:pf:~ or:.~y )''~th n::\~~{:n.:}::~ ~o irnp~~nH?-r:t~~Ej b~·· th~ sy~~t€?-rn ·i Brn ~hc~v·.:n h': F'lg .. i(b) .. ~\ 
t°l"fi:~ ;,:icc:cn1p~H<~~in~~ i:1r$¥'dnqs in ~;,,t)i(',:~Y... St:rv•~y h; ~-fi~~·wd by· a n:od:...:ll;:: -: ~< ;:;:nd ls stof'1.::::d ~n ;~ da ... 

. ).,.~ lHha:)~·~ ·: :\ Cn:Btior: t)f tl.:t?. ~3.lff<.:-'~?.~~ :s <ff::tX)rd~ng tc• ~3 pa:--

Fig .. i{a) :s- ~~ ~Jh3gf;~r:-~ Hh~~~H~~Ung tf·H:. ;3n~h~;0(:t~~n~= Gf ~ern s-~::. bv :3 rnG~k=~ fi~~vfrF~ ~$ f:x.::::~3 h~~r<~r,;·t-~k:~~f ~~~n.i:ctur.::~ . 
. ~ ~.t~fv~y By'SY::~ff: Of U.,..i~~ i.fiV(:·nU(':n. {~r:d f~~). 'j (b) i:::; ~: A. n:(H'.h.~i~: ·: ~1 ~~.::?.·U~~::;, U·re Std'.;{~y, An ~n1p<...'":rtar:t ;3.:~p~:Ct (~{ 
(j~:39ran·~ iikisttBting th~~ n·~<~,!cr cotnpon~3nt~~ (tf ~h~~ 

s.:..ffvey ~;.y~~t~n-~ ~n fa:r ... y d~{~g~«~n~ Jon·n: 

~.his st~?.p ~~~ ~hat ii .is r!oi ju~H qun:-}Hons "~·t~Jch ~3r{:) :r~u-m•·· 

rn~tJed. b~;t ~~lso r:on~ c:onfi~$l:rabtE~ ~3S'So~j(H0d n~~~~pGnS·E:: 

.4~~ S.t~.~:tt;:~~ ~\·tli!~~~ pn)".ttd~~ for qlH3nt~t:::>ti\,)·<~ ~J8f:r r~):~p·t-:•n8-CS.. 

F~~l- :~ j:3 .::'l: t"'!~2'~9:-an~ ~:k~str;:-i:~~r~g a s:t.nJ:."..tur0 prov~t3in~i l~\notMt:r· ~n1portant ::~~;p~~.:..-:t ~s tti:3t a (:t~n~rt:cl prc.·grafn ~:} i~;--

~~ p~ttt~:n-~ f(if ~F2:n~~1~~~fr19 qi;•,}Sh<)n:~: ~.=u~.3(~ t~Jg~~!hi.::r ·~vw~ tt':~,} q~;~,2:stkin$ "S\..1 Ui;2:t ff ~3 fuH ~urvE:v 
~s i:~s.und., ;.:llk:\,-1,,,:·ffl'.:'J the r0sponder::t s.~HHon tn tak0 ;;n1 a:.;.

ti\"<::: ro~E~ Jn :~ontfot!ing th~: n~anner-· ~n "..·¥hk~t3 :rn:)pGn:;~·~s 
sn ~H<::: ~~h~~~r: by ~~ f'~:~ipo;~l1·E~nt ~:r~{j fr'i p:-ovki~n~j ~ (':>,.,:rnp;.;~ted 

:::~l:n~0y fr~f m.:.b$Hql.~~nt in~pi:.--.;:rt. /' ... H dat:.:~ ::-~: mx~ rt~~;por~d<~:~~ 

3h)Unn 3~~~~ ts in :<:~H Me fonn;;::t~ ktfj~:pendEJni of d<H~ib<33'~ 
H~chnO~(':~)~· 

f!J027j Tt~e n:$;pont"'Ef3nt s.tation on.~\l rf~B.:rn:) ~h~: t<~·

f{g~ 5{::~ J fo a ·Oo~~ \.i{.:~gn~rn m;..~st:-:al~ng 0X:·E:~~~.i:tion Qf ~~.~- SP<)H50$ ~¥hrn·~ H. c!<)~;.~~s t.h~~ ~~ur.t-E:y ::~n'i it~~;: ~hen lnH.mn"' 
a :.~u~\.··~y & n:":s.pons.t: :3t;~tk·-.,:r\ a(id F~:fJ. t1(~)) :s A :."!~a~ 

<.:1f:3n; of a u:)\:X !'3;:-i1<E fih~ ~:.··f:ff:ff ~:-3 9t:nxx~>k~t1: 

~Xi j~:t.o tht: $U~)X':f\"$:30f ~t~~~jDr: ;~by .d l.'r~f}dlH{'.:: ·ts. Th;_~ lffl~ 
r.-ort~r:q S1Hp irt·\"Oh.1 1~~s f:Her~rtg ~t':~'?. rt:spr,•n:-)<~ and gx::r:t~r-
~:ting .~~ st~~t~c th3t~~b~:S·E: ·H3. Th~s 1..i~~{ab~~$iS' ls :s.~BUc.: if~ th~: 
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$;f3n8J.:"': that tt'~e ~n'"'~POf~Bd ;lfR! 1-::t~J':f~xi !;~J:'"~".f3)" t!Bt::~ tk':f~.~~ 

n(~i ~~hJ::::r~g~ :~nd ~~~ ~:ff~~ct:v··~~~Y k~.d~:~(~~ MoY~·~~'·"':;}f, <~th0r da· 
t~ '-'\:'Mic~~ is re~(~:~d~~ fn~:lY c:t1B::~~36' ~,) :;orr:~:: (~:<t~:-r::L Oat~~ 

fs. ·df;~\·\:n frnn~ tht~ ::-;~>~k-= :·jat~3~)a&t: ~-fi.t)y an ;~nH~y·:)E; rnnd-' 
'~l~: ·~ 7 t(~ :9ef1.8r~~t.8 {)Uip,:t J:3t~~ p:3tt~Jfn~.: 'l 6 ~~C(~(f1\ik:g l<~ 
supervl.::;.of ~nstnJcUo(~S. 
[tl-0:,rnJ Peforrin9 now to Fig. ~~. lh<: mode! for 9:·m(:mt · 
h:-Q qu1:::~~~k.>ns !s ~ndk:Bti~d by u·~f:?: n~:r-nf:?:r~~~ 2f~.- h: th~~= 

str:uct~Jre. th~::{~ ~n~ s!x tack~r.:~ '.:\.'hie!: ln th~:; .err~bo<i~rr:.::sr::t 

r:uH:&t~> 

OSE·T .. C)DP 
~:'HZJ'f ~ ~, bS. ()f)P 

(X)t'y~~./: :::NTS. ()DP 

L()C!-\T~ON,(:QP 

ftll!3, ·l} h..,,~ .~;~np i.r:s t{1f: r<~$f:f)t::der:t ::);~:..:::tl-t;rl --~i~t?.;~~f:s; ~~Mn 

:.~;:-:Hf~:·} DlS~';~:~N.~~~).()f)p_ This ~S: a GOtHro~ f:i~?. \~h~ct~ ir:di·· 
c~:t~~:~ uw~ ~~~:.:~~~rs <~f -~ht: ~·~H\.'1:::y ~~nlj l,~fH~::-: E l:3 (',f~:at~~d, U<1::: 
m.:rvey n-::~y ht'?. ~:}x.0t:tH<X:! r,-n fh~: f~~:);pt-:,ndf:ntstath.-:\n. "ft1,~~ 

ti2:;~~~H to h\.:rr:ar: ~3~ouf-:;<:~ n1:3n<~t]<:~rr:~3n~ ar:.:.i t~~<:~ fa~;ior:} 10 pH.'l-gfBfft foe·s an~ cop~H~} ~ft st:;~p 44 :~n~j in ~S-i<:)p 4~1 H1~2 

f~f'~ Stn.:c~t:f{2:, C1o.~ts: H>.::::h:~Honstitps, C!-t·(fH"tt~,), Li~.;~:r...ier.-. rssponl'.'"i~~n~ st~~Hon ~re~~{~~:s l··~~:d n-ie r~t~.AJ)fv1E., T:XT.: 
~;h~~·\ .:~p:t! Pri:J<;f:S.~. ·t~Vifhi:~ -!'?.;~:..".:: cf ttH3 k~:·~:or~ U~f:r~~ :..~t{~ 

H~n~t?- Cif;~~r~<~. ~n Ut~~~ ~~n3l':(>C~frB(:nt U:n Go~:i fact<~i f'ta3 
Goa~ .. ~\gr~~lsrn~:nt, G·•.)~~l C!a;ity and Gt)~~! Fit i.:,:f'~t~~{i;~. F~n 

n;:1Hy~ t~Bch trH<:~-:-~t:•n h;:::B fr,·'<~ qu{~sth.~,n~3. T~~0 fa~i"~fof !:·~v'=~~ -~s 

~~~ ln<.·Jtc;~~~G\.i by· t~~e nun-:0f.Bl 2 ·1. th8 <;·d~-~~r:~~ !B\··~~~ b)~ U·1e 

nun-H:~:·.ai 2~~, .:;:'tf!.d H1t: G:,''.iff(~(~.U<::n !evi~~ b)1 'thi~ rn .. uner~~f 2~t 
i\r: f.:~<an~~~·lt~ qut~:3ho·n f$; 9.h.:{~t: fr': F~g. ~~ .~~nd B H~,s.pnn:30 

s:>~~h~ 2.~~ i$ .~~h~<) f!!u.::;~n~t*d- l\s ls cJE~ar froni F~9- 2. H1f~ 

f.60.32] FGt" S<:)~;~~tit~/ purpnB~~s} Hf0 s~~rv~~~/ ~s- ~~'~a~!~d ~is 

th.EH~: rtiafn ~-vk~·E3fS. l~- n~:~~n ~~·ppljc:&hor:: Me k~~(i~:sr fi=2!~. 

r~:~E:·j ;~rri:-~ ~·~x<:~tlH1~~ .a:..-:t:t~B::: r:igtlt::: on~y .. /.-\ fokit:r· fof ~nC<):Y:~ 
p~ele u:S~,;::- ~j~:t~~ rn•-SS ~~<~:$ n:ad: y,~di(:'}, <~r":d d0~0~~t B<:G~:~S 
f!!'J~~t&. f=jf:;_~!!y. ~3 tl)!d<~f f{W <~'):1·:.pj~~t~: t::);.f::f d:..~t~~ fill=~:$ h;:1~ 

~{;t3:'J ;:-:nt3 '>''fHJ.:~ ;,:1c~~~:3~3 rigtH:3 {~ntf~, Tt1i:; :-~n8.l:f<.:~S: ~t:Bi 

c~Jr~::pk~t~~li ~-~~i'Vt~Y t::~~s t~~nno~ be (~E~ii2;led, -Yhfo ·ts ~rnp'!2:r~ 
n~:~p:c1n$\~ sc~He f1~~~ -$tx: d~s,-)r~=te qi:..:$nt~~Hiv~~ \::&h.H~:'.~ ·~ to ~'.i) ~:nt ~4her-} ~~:\~ :~t.n·r..··<~y .f;~ iS!:~t~~d to~~ pi:..:tsHc .9i:x-:•~ss s~~-\~{~~~

t), T~) n;:sponfj °t(~· ;3 q~~~stk~n. H·:n n:.:!Ep<..)r:d~n~ ;)jrnply: se-· ;,.~·h~ch is {:~X:po~~"'x.i tn possiblH n~JS-·:.~se ~3nc~ <~~~d"!fo~r:t,:3! m~~ 

~~:;)1'$ Gfte Of ~h0S€~ '"2.h.~~:~ .. ~\n.e;;ther hnport~H1l ~~S~~Ct ~$ 
h'1~~ f~3ct. H~;~t U-:B:f~~ ~~ n>..f r.i~)l~H~)$\. ~n:..~s k~f:·~mg r0s.r:on:..'!-~ 

~)~:ts to tl:link f:)Gfl:"! :th<)rt.~t.:9h~)" ~~t~cnJ~ n~~~~5~:.~ns·~~s. :n ibis· 

qi.:{~&tkJn~); &t::tnss. H~~ f)1: tfH~ >.."'.(tt:·~rk~. 

[0029J H~:'f~:rdn9 now to .fl9. :\ ~: ~;-tHQ€~ :~(~ of -~~~~~~t~n~1 
~ $ur . .:-ey ~~- ~·th..ists"Bte-d. ~n ·~t~:p J1 ·v~~rk>US .::;\_:ri.:·f~Y \..'!·et~Hs 
Hr'°:~ f~:jji:<,:)(! S~H~h ~~~~ ~~K) t.i~~~n:;; t~f lhf: $~Br-.tf:.y .. Hv~ d:.:~:1~~ X)tt:. 

~~=d .~rs ~::?.&O~~;atf:d r(sSpoi1s9 (~l&y!;~: ... s to ff~'~'~~\Ni:: inf or ... · 
tn;:-:ti-c;n tBHafding .tf:n pn)f~~:;: .;,.")f ~J~n rn:}~10fEJ~xH .. Th.::~~;n 

<.l~~estk')n~ ~~f e ~nt~:n\.'~~:d to 8'~tt~Gr ~nforrnH~k~r~ s~~ch a::s :.h~~ 
gf:f'id\:"':r. ~3g~;. ~5rjtK{-1hor: ~('::\.'~)l. eurrf:~1f 0n'"'ip~nv:Y:f~n~ p-!J!;$~· 

~~a 1nklfn-:~:·uon. k~ t.>li~p 3~~. G\.Xf1nW:f~t:£; arE: .•~l.iitE:d. Ttll.}"S~~ 
a(Y?. to ;::Hthi-,,,1 ~, rt:$;pont~1~nt rn;~kf:: Hdd~tit~na! c<:ri"H':1f:n:t8 in 

<B}dmon tD r<.::s.pond1ng :n :.h{:: qun~tk")f1S in tf~n nKxinL 
Ft~rtr~~~r ~;e-Wn~~s <~r~~ pn.)v~d~~o h: ~-~e-p ~~~- ~n ~ .. ~f1ich t~~~~ :3t~ ... 

b~~ ~~~~th~~n:d. Typiral-~)~ <~ !n~~;3tton ~~~ ~~ rn~pc~nd<:)fit ~~:t:?.tl<)n. 

h1 ~) iar9E5 or:;F~n:::;.:~t:on ~it~s ·',,:\.'Ot~ld ~yp-~<~&Hy l~: ~~ r(~spon(i .... 
<.:~f~~ 1}.:orkS:l<3~k")n f~t- ·~ s.r.:~n··er '-'.-...-hi'd1 ca~e~-s fc~•r a nun1b~:r o-f 
resp~Jnd~:.nts G~~ch ~~sfn~1 his or hEff ~.-..·nrk.~;-t<~i~on it: .. ln 
B.t.~3p :~~5 ~h-.:: ::);~J})~3n.·:~s.:.. ... ,: s.t~3t~Of: C'.ff3~~tf:& the S.t;.~~jf::. t~~3i_;~-~ -4~~ 

b~~s~:. ·16 for ~iubs.::~q:J<::)flt~y f·~c.:::~V~f:afi~t.0n:~j t"f~~~p0n~;-~: da·· 
~a. Var:(>U-5 H!·-ss ~<fl~ wr~ttnn {n ~.=ti$p :)f.... !nc:hJd~o~~ ()S~;:~r. 
f)DP ;~rit~ SL.i.~:..~v-r.i,l\Tt\ r;r;P, :bl--:•l~-: of ·~~·~3ich are s.uti:80-· 

{)lt~33~ RBk:uj:1~1 r~:·;vi.~ ~n F~~1- ~).(.;~), f3X<:':<·.trt:Dr. of tht:~ sur-· 
vey on U::t:. n:~~po-:-Hj0n~ :.~~:.::.tk:>o j~ nG·~.:.., ~j(:-~~cr~b<:xL 

1..1t:y t!) b~: np<~r:ed ~n stt:p 52. Th.::.:: n~8Pl'"'.t~X~f:flt :::taunn us .. --
0-s t!::B p:-0~1:·;:~·n: {~!~: to $~~t up U:~ 'Stu:..:~"'{ ~a-:d jt re:?.d~;= the 
pr:_)fiM ;w~rni::::s. As :~ho~~,r~ by ~f1\~ ~~t~~P f::~~. H~~ ·rn-E~s • .. r~;(~d 
~ff~~ Pf:.~C!FlL~:.CJDf.':.< .. Cf)~\~f'..:n:~~'.ffSJJDP. Bnti o~;E.T. 

~w~c: ~t:~~ p~«)Ql'"~n·: -0::xit& W not .~v~::h:1t*~-- ~n st•~p t1f>, t:""'f~~ 

~~tati<)fl tfo::~etn~~n~~,s i:"' th<:) us<.:~r i:} ne:.~' ;:-:nd ff r:ot: ~n ~t~)P 
t~l H COP:t~nu<~S wiU: UH~ ·:;t_~n.·~~$·' by (;(;;ntr~.";;1Unq ;~(;{hS$ tr:;. ... 
!ng :..~ pn :);~);~\.'\.'{rd. '.N:1th1f$ ;~ fit::;.:,.· v,:);\:"':r d,;~k~- M~5. ;:1fid !).<~Hh1f$ 

n:c:r~: d~$t~*ll t•(~k.:'-'~.-

{tlO:l5} tr~ Bt:&f:< SB. ~he .~;~::~Uon disp!;:::y:·:: .::'l. ~u~/-.:::y mtrn~ 
ds..~clion -:md k~ 'StE~P 5~ H d~:$p!~~Y~$ Q~~~~slk)f'i:3 to prornp~ 
ln}~ut i:"tt" ~~~h{ prc;Mi~ ~ftfr>ffl~~~Hi::.~n ;3nd fr1 $~-'~P t)0 H.disp};~)·~~ 

f0Q3.6l Th•,;: s~q~Ji.::ncf: fQr ~~ad: <~f ~.h1::: nfr~~~ly q~~:>~$t~()ns 

or st~t~~nients !s mu:~tl'{)!>.$-C: H"~ s~<.$-p f;·: .. T~l~.$' ::;.~;t~Hon t~:K~f~ ... 
~~s H~~~ S~<~t~~n·~er:t frf~n-1 O~~ET.()DP ~n ~t{~P t~2 1 Sl;b~~~~

(~s..~ent1y r:;:{~~~~v~:s H n:si:.Xff:$~ .:u;:.,i ~~ulon~8tic~~uy· on·the .. 
fl~l i~~;~:yj~)8 C~t:~ ~3 r~~~r:..~dox t~):8( Tt'~f3 p~~r:..~do.x_ ·~n;);i: ~3{~'.~f:~ 

fron1 th~~ sta~ci~JF~ Df th<:~ :st~~t~~rn:;Jni p.~:ttern ~n Hl~H t~~r 

~:~~ch ~.::rtt~:f'~8 th~~rG ~$ ~: p:,unbt:f <~f Bt~~t:>~ffi~:nts {3nd thf~ 
:..;t-,flt:<.-:tl prcg:-an~ ~n the :.8sued s.u~\:ey rf':t:f;gnls.f:~; p;:1~";~.
dO;'<'S- :n ~u1s;.~·0r~ g~·•.:en to iG~Bte~j Qt~~~s;k:n~:=, S-l~~~p;s,;t re"' 

FC). ()f.)F> ls= i~~::~('·: ~~EH"1~:tat~:d fn)fH sut.:~~<~:_.~lH~ntty f•~c~~iv~~~:i sn sp<:,1nst~S .;~n~ fi;2:{~Qed a,::;. suet~. 
~t:fonn;:':.~k~n r\:~~F~r:.."iffl;~: tht:. $;.urv~y, A ftk~ C.i:SET. ~.)Of.':.< i""X)n-- tO:tl:l~Yj H-: ;~ddflfrX1: .. tttn f1~~·spnndf:nt m;:'l.tk,·n at:tG·fnaH--
t~~~n~~ th0 qt~e:~ti<.x~~i ~)·:t-~h::fl hl$"'/~: t:-~:~~~n g~~n~:rak~d. <ff:(~ 

;fh.$-S ~"}ROFHJS.S.(JDF~}, C:Oh~~.·~ENTS.(5DP. ,ar:d Lt)C.A .. 
·rK)N J)CJP t::ont~~~n ~R::""'"ny s·:;;ttjr:gs .. 
f0030] H~~f0rdn9 nn"~' l,\,: r- ~g. 4: ~~ ~;:~ag:e 1{-l) Qf jssuHt-:C(:'} ~~,~-

nf tht'} s.u~ .. V(~'1" j~) {~-B:S·G.:ibod. ;:~ B.'k:p 4 "1 :t:!"H) l"{~S.p~·::rK;.fH':t 

k-:-c~3ttot:~; aH~ l:pda~~?.d :~t~<~ rnn:3 {:.rt~;:':.~t2fi :ri :f~f: :·::~,agf?. 30 
~if.,~ (~;...:tpu~t~~d, ~n parh<:-ut:.::f:t:. ~h~: fQHO".:vhig mt:$· ;~r~:i' <su~~ 

CBHy rE:~>"Jrds th~: ttrn~.3 ;Bk~:n f;.,:r ~t:-.:: rE:spon~~: tG hE~ g~v~~n 
~<~$}r)HJ~nQ to ,a ·r{~~:i .t~rr:{:~ ck:ck. F:i1i~Hy~ lhs re::~~:n~·~{i~t1t 
S:tatio-n Bh3.o alitt•n1ahf;<3rty captlJr~::; <.i:.:~tB re~atk::q ~c· u&-
2..gt.: of ~:0\1~;:~: fBc;:ttitt~~~;= by H·1e rfr::s~':ondent 
ftll!3,S} C:..;rnn"1f:i~t;); :..:c:r,. pf{1nfpt.~3d tsy Ut(:: r::c~~,~:\.~E.1,rr~:; 

{)DP {~l·~} ~5$ ~ff<~~ ~~<~ptur~~.:.i ~n ~i{:~p €.'.~·~ Th~: pnP~r<~n~ ·~~:<HS 
lr~ ~~t~~P 6t~; whh ~~ ~h:,1;~ d!sP~B>' rn~:Bs{~f.Ji-S. 
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i:~rRsn<~s. or· ~::;·f~ccS:~}(~r:t6H.':l :'.~\/vttch~){; :.J'ff. 
[C~4fJJ R,-~f;;::rr~:-::g r:c~v ~o Fig, ~5{t~}.. ~hl;:: u~1~-~r ~·j:~tH t1tf: 
~'\-·hie~·: fo ·U8r:€~(:3't€:d b .. l th~~ respu;·x!~~nt St~~~kw: ls H!;..~strHl·' 

~ak~s f;t:mif: 9~~n{~ra~ inJt~~n:a~~o-n m.:c-J~ ;:=,s m.::~ :·;ur .... 'n)" -:..~i

ri'$'~~or.v and ¥~:fSit)f·:, g .;~~s<..> dat:.-:: ~ndic.:3:lh:~~ ~~~3-Grs r-~n 

sp:..:nd~rHs ~i-..1~1!Dh .~rs ~~!.:rr:~n9t•~tt i~~ro~~:(~ :.;~1t& ~::$ ~ndt1t!·6<i 

h: o;~ja·nh;f~Uon .. tfrn•~ in th<:~ i:;(ff:·{~n~ po~-~t:on .. ~~:'(n"k f:~··~<::. 

f:~kn~n:~t{~d dB~;~ .. ~~11~ f..1f:..:fne d2{'~$, i:1f1d tfH) S.t8l(}~Y:.~3nt f0·· 

:s~x~n;}e$. f':.(<:~~~p·:Jnd~~r:t tE;xt.t:"::J (:{i(Hf:iE~ni$ ::::::r€-?- .a~so re· 
cord~1 ~ri :3i:'I.' c~)rnn~(~nt {\)':.\:'$. 

t~:t;;::3:'$0 Of S':n..-~~y f~~~.;pQnS{~2S ·li~·t~~~J) h13V0 bE::~~n nJ~ere:j 

dun:ng ~iif: .t.:Ytp~;~i S.t~~"f~<~. Tfli~~ i:t~3t:~ fr; ·~t1\:~f: t:s.ed m ~w~ 

;:~naJys.:s. st<1g{~ ~1 i D :tHt~~:n~h~K~ :n F'~-gs. ·r . .8, ar:tj 9 H.::~fer

r:n~~ h:it:~dl~/ to F~g. 7.. ~~ uu~: ::H~f~:-E:ri h; cfo:..-p!;~y~~d h: $~;~p 
·:·:·: ;::nd tn stt?p:::. ·n:::• ~End ·n~:t ~]1X:<~ss i:~; con:rc:!!t:-:3 ;:-:c~ 

anti p:..:s.Wrsn k~Vf:L. Th.f3 :::.ur\:~3y 2H'1~N'·-'~3rs . .::>rf: {ji<.:-·~3r~ lri ~3n 
<nray o:.c s·:ng!~~ V":~h~e fOr ~~.;~ch ~~~s~x~nB<::~~ UF2! ...... -:~k~€~ l~:-k:g 
th~~~ -s~::E~f::t{~'~ <.1n th~~ ~;(.:::~if~ :24, -rh~~ ~a-~l h~<..> H~W1$ p:·ovidE~ 
d;:1ti3 :."'~-n the r::u~-:1her of tffn<~s ~~{~·tp :..1'.u3~::. f~·~qut~~;.t<:~tS frcn1 -~s 

i~2.ch ~t.;~tE~n1ent :~nd U::-E: ~in:~~ t:3k~~Vi t\.'~ ::~ns,.,.v<::-:-, 

d~~;.p~&y ·~ 2.s (s~..-.:~ F~~l 3) j:~ 'tHl}~~fr~t~3d . .t-':.~ t;::. c:e;~r frr~n'! 

U3js dt~~g·~·~ffn .. U3~~ v~~h~~$ l:hr ~:Heh nf U~~~ ,P(Ot1k~ ~~s~n~~ ~s 
Q~V~)n,. Tt'l~S. :r'ifr)rf'f~;~fo..).n !::~ n~i.rtt;:.v~~j fr;..>r{: lh-6 SUHVDi~'"' 

t","-\ .. (Jf.}P flj<~. /\fl jn~polt;:1nt ;_~Sp<X':.t cf U-n~; d~S~)l~3)! ;s. th.at 
~t ~i~k~;.·vs a :$':p~:~;.d$O( ~o S-E~~E:c: .. si..:b~;=~:t.s •)f U:~~ t"€~~~pcnS·E::$ 

[0041] A·n frnp:oft~:nt .~sp.::;Hj. (':f H1'~ t:ptff~~i~on ~)f ~hl: ~--~,,, 

~;.pc·ndHtil mafa."..•n i:~ :hat H p:~rfnnn~; conip~nHon rBt0 :..-::n:n--· 
~f(>~ ~1cc.:(~r~i~nfJ ~Q ;J:E~ pro~~f;~~1t t:t~~e: n~c~:tved ~nth~: Slff'-'"~~y. 

i..:k~ p~~rtfsnY!S a :z~c•on1 func~kH·t 
f004:5.! h: st~!p: '1'18 f0.P~~~t~~ ~n~ gGnE~f~=t~~"j ~n '"ark>u:~ 

·rh~::; ~$~vot"tE'5$ p~outr-i:~~ i:::i:>~-r:r.-~st_:(~'r'l r.:~t~=~- b:-/ rn~)i.:.~tor~n~~ ~:i,.; kn·r<"1$~S. J.'\n ~~-r:r:ort$~~t f:spi:~ct of u-::~: ~nv<~nhon ~:$. u:.e i.~ct 
coff:pk)t~c•n c~f d~~t.a ·m~:~~- ,;:.\j~<.), ·f:. sofis ;a~~~;~on3jn~1 to dn-· u~::H the nic-~fo~~ ~~t3~)Jo,:""ii:n ~r1 F1g . .2 prc~•iHk~s ;a structun~ "fur 
p2.rtrnent. or the· ~J:s~:r (r-E:~~pond:S?.n~) $0 th~~~ n~::ff::(j~1-E~f$ 

r:'"~;~y f:n~;.i_u-.~;- \.'.::..':f'f~pt..-.:":th.;n ~!c::.-::(;rcHn:·J b.) d-.:":;.~:·jl~r.~$. -rr~~s. l::~ 

':1.nnU"lEff :n-~p~~nant ~:.x~irflp~~ -of the }:iGUve rn~~nn€:r ~n 

v .. ~h!"2:h m~3 rt~:$.P<>ndi.:::·~~ s~~i~k~n <)P~~r~~t•s'B. 

p(~ft~ng the S\~Pl0 .. :f t<i U)~"'! '$,:p~~fV:S<Jf s;~:Uon f$ mu~tJ;:~t~\.i. 
Th~~ stag·~ ~s ~nstnJct~~d h: ~$.t.ep 8 t .;~wid ~: ijl:::x;:ts{(;;n ~:tE~P 

8~? ~n:3k-:;::.~i:-2$; :f ~~10rB ~s datH tt} pr:-)cx~s~t k'.i st0p B3 tt:n 

Ui:~: n~J~Y:t;(~r$ ·~".:·~~jc~1 ~!n~ cornp!~'tE5, ~nC(>n1p~~te ~nd <~n~~·p-.· 

~y. and <:)i:n-~!n~3l\'::d. "Th~~~ ~s PHft of ;:~ ·mt~~rfr-::g pro-cf:~~~~. 

Thes-E:: nnedn9 Qp-E:f:?.tton.s ~~f0 use-d t<~ ;..:pd.at~~ lhE: me~;: 
LOC,<\TlON.ODP mKl SURVlNFO ODP in ;;!op H4. ln 

frt,~~P 86 th~) mJPE~rvl:sor $t~~tinn f?>:1:n~ct;} ~r:s ~~ser :prornn 
d~~t~~ 'f~~r t~-1~,3 rH:SP<>n~j~::·~t l·\ \.i-E:~~i~fr.n1 st~:;·p 8fi !n<..ii<~~t·2:s ff 
~ht: qu<~S.t~f,n~::, fnf ':"'::i'.31~h ff:,'.;~p~X1:$'.-e ~~;~';/0. aH .bf:-!'?.n fXfJl>· 
H:)::~~d, r:n:~· ~2a<~h f\:)SpOr:<.i~:nt t~i\:~ f~~sponS<:) :f~~ <.:~X:~f.:3ct~:(j 

h: :s~~::p 07~ t~H~ ~frri'.:::: t3 €~>:tr~:c~~~;j ~n ~~t~~:P BB and .~t Lhe 

~~{~~:t::r~tk.>r~ {)"f ·:J-at~~ ~n .~ :-n-~~:nfr~9fu~ rn~innl:::x. Fof' ~sxi~n:-. 

p~r=~ ~Y~f<~ffing ~o Fi;·J n th{: r;;:;:s;po~~S{~.:~~ or~ ~.h~: B1~;~;~$. ~3rf: 

con~~nH~fo::t~~-~j ~~J ~~~v€:. fr1.1€~n~H n:suH:s aK€:r ~:ad: ~.::iit~~rl:E:. 

:e's Th:t:$ js 'Jf.~j~i ~rnport~~:t b(s::;~~t.~~.~) ~~ pn>vid(~:s. ~t:!~onn.~ttc•n 

&t ~3 g:~n:·~:·~. '.ivhk.t'~ h""lfn:--r-natk ... ,n ~:; ~1~f:~n~:ngft:.~ ar:tS :10r:er-· 
;stE:d ·~,vi~h -~x,;e~~·E:nt fnl~~udt:-:r b-E:c.;:~\:S-E~ -of u.s0 ~"'!f tt·~e sc.:a~0.$ 
Hnc: tt~~~ nK:d~~L .A.s ~.:t°'~fJ:\/vn ~n Ft·~j. ? . th~: d~spia:ys .~n~ 
t.:'3Bd~~ jn s:{~P l1~\ n:po:;m an~ printnd {fl stt:p ·1:=:•0 and 

y"Si:::; (~f)(~r~hc:n:~ f!r(~ ~>$ff(::n1~:.~3d ~r: 5~~~P: '1~~2. 

[0:0.4f~j ~n rnorH '~~3taH~ ~3 n!Jn~t3~~r ~)f tHff~x~~nt ~3n::~lys~~~ 

outpl:ts ;:;:t·i~ p(r~.~-~b!·S. A <frS.pk~~y· 12f1 (Sf:(5\"·lP ~n F~~~.· B} 
;3H0\1~·:::.. ~;;:;::te1~ffr):~ r:.lf r(;:$~pn~td~5nt pr:..:f:l{~-~; f(W ~>nct~y,s;~s. L}:-f~ 

:s~~ Jen:~(:;, ~:.nalys~s· ~~f<-,:) pBrfnn·n~$~i ~~nd dHf~~r~~n; ,;.~gput~~ 

g~:n.•~r~H1.:xi, Tl:i~ <>~;tput$ ~-nck:di~ fo:E~ ~Jraphs~ $.~~r~:~:Ki 

.~3n;::~y$;t$;, :·;.t;:-i;tit;t:tc~>~ _:~n~5~\-~>m, ~;.p:Y~;~d p:raf:nr~,g, atld corn~ 

pari"S-CJ!t$ .. 
t"{U}47} Th-E~ .::;crt~,;~n -:::~o o~ F~q. 9 ~-:?. ~~ d~:f~~JU an~:·:·;l~~i~~ 

a'.tf:ragn {",ak;u~~>i0f:. TtH~ f-l:;~;p it~:..,;\~j ~s t~>~~ra~·~~.z:xi i3:t :$$::·~p ·}i~ :;cr;;::.~~3n. Th~~ ;::~·"0f,:~gt~ t::rji<:~ttB p{~fDt?.n~;:-:g.z:~ ~?3 ~·jispl;:~ynd 

89. ~n '$.t<:~p.;) 67, 68 1 ;3nd f)9 ;;3:·~~ r<-,::pe:?.t.:::d ~::t n13(:h ~~t,:3t~::· r;.:,}r~: h: sL~ d~ff .. ,}rE.:nt $.~:r~~:-::5Jlh~.:, fron~ Stfo:v.;:h1 Gts~~Qr~1~~ 

rn~~;1t. V1,1'fi.en .~n ::;i.f:tsnw~nt::; h~:·\:'··t3 i)'~(:n pr~.)C9.~~.:~~(~ 

n·~e~3ns ar~:- ~~:3icl~i~ft~K~ f~n ~~ p.:.:x '~rH~:~ia bBsis in .:;i~p :~O 
and U!t~ dBt~i is;. $~~\'H\.i h) tt·~e .SUR\lD.t\T;\.ODP me h:: '$i'€:p 

~)farr~ ~~~q:.~er:(:.:;~ th~~n ~:oe.~ b~~c~ to ~$;~p .82: f~Jr ~h(~ n~~xt 
fespiJnd~~:nL VVh~=n ~h~: rE:s·p<)f~s~s fr~:- ~~u n$spon•.:iE~nb:: 

tlB~::. t:x~':"':n pn.'Jt::f:.~;:)1~d the S.l~pc~r\··~~;fJf :;.tattor. ·\Ji:·:jt0s. the 

pro<.':.z:~s~f:~j data tf~ H-:~~ f:·in:s: Z~UHVD.l'~Tl:\.(}DP, SUf~\/!N-· 

p:~)rt~ ng s~t3 g{~ Hnds fr: ;;t..-.:~p 94 . 
(0043] H~;;".~iTing ;o fig. 6{b), a SUi";(\i!NfO-ODP flle 
·l GO !s ~:l~!scr;.b~:d. As ;.::; desr fro:-r: H~i::~ (ft~:~~rf~n-:, U'11s ?;~{:'t 

f<.:Xx~rds ~nfc)fn~ahnn· {:cf ~~ <.:1~~n<:::-af n<~B.::·n ~3fBtir:1~j ~t1 U:B 

:F~~1· ·t~(!~),. .:~ SUHVT_ti~.Jl~ ()DF·~ fil':) '1 o~:; ;;s, Hkmt:;:lti:}:-3 

1\gam, :~ .._.,iW t.•:t~ cl<~<H" that tf':t~ data b;. :n qt:at::Hi3ttvf: f:~x

n-~<~~( n~ffn~::ty ~=n ~n;~:~~~~~ whk:·~~ :r~d;c:~t-E:~~ U'l~: ~oc~~i.~Qn: 

ti.> St:i:)n~~~'.-/ fo •. !~~f~,f.~. The p~f(·_)~nt~g~: \·'$hJ"~~. $(~ sMo-..·vn ~n 

bkx~k t~~rrnai ~~r:d :~:·H ~;~)jour ,:xx{B~) to tH:'!lp -:.:~a~<.:~ .:.1f v~n:..~'-· 

k~g .. i\ spr0;:~d ~-=:n::3!y:$~5 d~sp~H~·· i ~:..s ::s ~J·:oi;~-n ~f: F*g. ·l:O, 

:E:n~~{>~~$f~~ tjh~p:~~y 1.:~5 k: fj~1~ ·~:2., Th{:) ~~o:.::.i·'{s~s rr:o~~iu~~~ ·~? 
~~b~~ =~~n::.~l~~~n-E:t~-t.~siv <..~i.sp!ars ff~u!t.~plG r~:pl)ftl:3 .. <..):nH 0~1(.l; 
C.1f a m.::Ytt;,:~:~ ot" f~~H<~iY~nt pn."1fHf3:3. T~~;;:; :·30fHL:H: t''H~;pi;~y ~~i 

bkx~k an;:dy·~~1~~-

eg:~xit~.:> ~,,_...f':1tJ~ ht3't~·~ b~·~0r: s0lf:~·~l,~d ;~nfE tn::;.t:rtf:ti ::-::to ::: 

te:-npl"n·ary ~~:t;l~~ ~~n:~iys~s ff!H .. Thi~ pro~.)".3SS fa; ':~~Hd "for 

ix.1th ~ndu::;:v-.~ f!nd {~~(;h,,~~~v.e ~~:1~:~ys~~-·. 'Th~~ pf'o{::GS:'.$ SS 9:'$ 
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~F (U~f3l bf:ii.)r::9s. ~{)the f:~~f~~~1l1i)'' $~>:~~l'l~; tt~;~~ .:~f!'.:! t'~~..:r-, 
n~nUy s-E~l~:~ied) l·\ND {t:.~~~ongs to on~~ of th~:. G:-nt:p th~~t 

i~f~:~ .cvrn~:~Uy $.~:~ei)t~~,"!) "~.ND (8~:!(H~Q~. to U~~S :3~-;t'1'1 <E5)·') 

THEN 

<> i-\~j<.i ~hes~: usefes h> the ~fHP _ i:J~Jp -~~r:::~~y·~=~~;: h~~t 
ENC: if 

n'"'iDn~$. ;3:.:~d tti{~ fi:Xf!d f.f.3Bp:..":n~;~Y: fi.:--::~3~~Y: ~1~!:-:.::v,,.. ffi~· l-:r3t:'<~1r<}.· 

h~~f:s~-v~ ;-.::n::~!y3is of rE~~~Dns h1 ~-=. n:~:.:E:n~ngf~Ji an~j ve:-~~ame 

~n;~rm~~r. ~~~~ d~~:~.cr:t3S(i &t.i:OY''~- ~~J::s<.~.- tMs svt~"(5y iSSi~~-· ~~.;,;, .. 

~":G'Uti<)f':. ;~f':f-.l k:'lpf:Ht s~~·~p:::i .:::>H!)\·~ 0.~(f~:-3H:·~nt t'~:·)ntfO~ ~t ~hf: 

rE~~pond•~nt ski~~- TI'lis C;{.tntri:JJ ;:~~~hf·~v~~~;= bo~h :ri:.:prow~\.i 

jt;~{':fi:·t.t:/ ..-..~{ rB.~);Pf}~Ki:f:fl~ n~!f3hf3$ ;~:":{~ f}\i'{~f~3H :·-::t·;ntfO~ of Uf:l~ 
ing t:p tn lhE: s~:39f:·of ar:H~)··:'}fr} of <~H r~tt:rns. Th~: sur-fr~y 

lrn~.\ort ffHr~~t~on ~~nd staUc d~~t:~b~~s•2: <:<:10-tp.:E~t~on .:!~H0\":,1 ;21 
wi:d<~ vBr:-&ty nf :an:.:1ly~:.i:::; r-0port$i. -~~ '.,\:'m a~:30 be :.:1pprt1:·~~~ 

cH~<::-gor:.:.:~fi ~~d~c~~:~j (Lu. not }l:s~ or:.:.:: nf) 
(':.~~{~~~J!~tEs ~h~~ ~~·i~r~~q;~ ~)en)::::nt~9E"~ ~·~3:k~<:~ pi~r (;d~J~ ... 

r~~ fn.:rn {~&t'~t1 us.r~r: 

10 ate<.i U··:at ti:~~~ ~~~Eq\.:~~n~;G of SUfV<.::-~· G:"B~3UC'.iB, f:~;);.J~lflC~~-: <::-x: · 
:.:::x.'l~t:h-:Jr: ar:,~ ~rn~~ortin~~ h".JQ'~tt~er a~h:J~~v ¥(~rv c::crr~pf•~t~-en,,, 

~;hh~ t!Bt-;:1 r:.nph.::(~ f}nd fSn&~)'Sjs._. ~;~l~:c:.~'.:'::fil i:..: prr~v!d0 f~n 

Gft)~H~l31~t:on:~~ €j~:Ei9nc~$jS prorn~~r {ODP} '..·':hk:tl nKx~~~~s 
l.;~~~eg~.)f}" H,Gt:'t$ tn :b~: ~n(.:k~d~:d :n th\:: ~~na~y-sl-S. For ~=K~~ff~n t;~~~\~-...·~our ;.-:u~d '9tt:h .. :d~~~ (sf Pf:n$On~~~2t~ ln {~ h}:-9~ Of~F~n~--

pli:~, ff tt-~~3 m.:pf:r.l:tSOf Sf3~HCts '"~·ialf( Hnt5 v~\"l;::n;~9t~r::;''. :~1'.:~ -~s ~);~tk~n. 

pro~:H5:$ S<:;!'t-E:t:ts :?.H n:6pond,-snt~ ¥-.•lK~ ;!U\-S b(.tth n:<~!~ (1f'itJ 
r:1.anf~-~~{~r~~- On t~w: qther ~:an.ct ff U'b-~se ·opt~ons ~r:E} :'.~,;~ ... 
k~{·,~f:d for <:)X:G.h.ftHVB B:"1H~)":Si~;. i:hf~ prt~~-~~·~~3S. Sf!lf~~·~!.!3 aU ~-~--· 

spondGn~$ ·~vho ~~r~~ NC)rrflah:: f)H N~Jr {n;~n~~:Q\::rs, 
f{J:tl50J l.) .. '-l·O<~rr: pn.)(::es::~ r~~c;:~J'x~i~tes u:~) k~tf~! u~~ .. 1r ~'.i) 

co=.Jni p<:~r ~::<H<::.gnr;/ for H~~ c\.:n-~:-fH arn~J)'"S:~S· Pf~)fik:-} ~n 

¥-.•l'll~)h :$t:per:rts<~f :3~!ee;:Hon ;3 on ~=n ~~-~.ck~sh:e t•<3sls .. Tl1e 
rH'Of;(;{}~; {:o~\· l$. -:'3~) f.:..:HO\~''(>> 

(J);)51J ThE~ ~~f<.X~~~ss f\:X~~~lcuh:.tE::~~ ~he (:~~t€~~1ory· ~;~~~-r: tn·· 
~<~hs ~:.x<Jt~d~nt~ H::i~ :.).;~t-E~QQry ~~~~rn~~ H;:at h~~~·t::: b~=·on :;s.:~~ec.:~~ :e's 

t~.d f:..-·:r· 0:<c~U:~>inn wh.:·3n k': Zi.:on~ rnodt:. 

Cat\::=~~iJ-;y __ Prt.~~H~ __ ~f~rr:p ;.;3bk~ f~1:· !.b~~ n:~..,.~· {;~1~.\~~1c•f'y ~t~sn-i 

f:rn:·~ct~:d {\,Vitt: ~ypf: E:<f~U:}lvr~}. 

(J);)53J s~:t~:Dted Cai<:::·~~H!)' n~n-~~~ fr{>fn ~~na!y~~~ Pf':Jfik~ ~:{;· 

{J~r(1p ~abi~~ ~··A:(~{~ tf1{~ typi:~ ~:$ E.X(;h,}~~h."·~3. 

//E}(CtU.SiVE l~.n;:=!y:~ds 

FOF=; i:\:LL U~1E:r-s L('::OP 
n:: { ;.}$:fH' do~s n~')t b-ek:rJ·:1 tr:.• .. .:..\N\' of th0 ('..~J:h~gnry 

H~~~n~t in UF~ t€~rnp t~~hi!~) i\ND {aet<.)f:g$ t<) on0 o-f ~h·~ (1-rg :s~~ 

(:;~:-lJt.:p ~h~:t ~~{-t:: (.~tUrE:nu~, s~~l-E:ct;~(i) AND f8~~·~n~3~ ~.(·: lhfa= 

END If 

f()R ,P,Ll l.h.:.:~ D:3t~~g!,."':f~~::~~ LOOP 
f(1F~ ALL the C~4TEGC~R.Y JTER:JS in THE c,,~TE .... 

GOl'<:lE'S 

END l0()P 

rnf2ni an:3 prD'lki~:~~ .:3 d~~~p:~ay {~a3d1 ~~~~a pi·~~char(> of :h<:) 
pr(.>fX:rtfrJr: rc..r €~iK':h o~ thts ::~;;g_ p~.)SS~b!~~ an.'.S~v·~rG, sn 
[Cl-O~f:i} !n a stm f!Jrttier pror:~~ss, m0 nKxlu!i~ ovm"k;ye; 
n:~sw!is ff(Kfi ~~ nun-it~~~r nf dfff~~n~ni H~pc~HB ~~n(: d~~~ph::;'s 
-~h~ r~soHs ~\.·~.t~~ ffl th~: Un{~ gr~p·h f'...'":rf':<*t Of F~g_. ·1 ~. 

'.."~dE:~ ·E:.~ce!!·~n~ ,i~~t:21 ~nte.gdtv bec-:EHJ'.$¢ 1.)f ;h~~ dyn~3n·1ic ~~,~

h~s.ffi ~x~rf<)f"f11(":."! b~· tM0 f.6Gp:..":rhif:(~ ~t::1ttfH~ &~1d th~3 ~ux .... 

m~ry d;:HB \,'>/ftftJl j:} ~'t~CGn.·~Hd. 

f0057] ThE: nKXi~::~ ~'4h~d~ t~~ffn~n<~t~:s '.:v~th Ui~:;~ st~~t8~ 

7 

:..'if~~::crit:-t::d t~u~. n-l.=~y h~?. i/:..::"!rjBd ·~n :...._c.·n~::~n.!c~l$on ~3n:..'i :-j,~tsH 

wi:h~n ~~~,~· ~t:np<:~ nf tflt~ cJ;::.:n:~~-

·1. / ... \ n~(~tf'l:"J(i c.·f C()ntfr~mn9 :3'.! r:f;~~i~".·U~(}f·i~~K~ :8\.~fV~3y :8ys.-
~sn·l \.":<.)fnpr~~;~n~ .;3 s;..ipE~rvj:sor ~~~ati:c,_;r~ ~~fli"'i ;3t ~~~;:~~·;.~ f~ne 

n~:~pcsn~':i~!n{ ~~~9t_;,;r~~ tM~~ ir'.\~tMod ~::.·on·:pfiS.~r:~~~ th~~ 

~:;tep::: <)f'. ... 

;~t !hl::: :~BP~~rvl:sor ·:;tf~Hon. ~3~-s-n~ff:~hn;:5 a p;:...:r~~~i~V 
:;f q~~{~sUC' .. n:}, an:·j tr~3nsrt~~lHng :~~<.:~ qi.rx~s-Ut:cr:s tf~ 

ttt•~ rHsp<in·1t:::-.:t -st~~tfr~n. 

~3t th<::- f\::-spor:dent fi~~3Hon outpl:tbng ~h~~ qu<::-s -
n.ons .. rE~~::i::::h1 !n~1 n~.:~p:c>n::~'~s, ~"!n!:.; ~.ransn;:~tt~n~-: ~h~= 

~':f~~)p:..:r!·:~n:::;. b.) tht: :~)i...:pt:.nd:30f ~~tdtir:in. &mi 

0::::: ~~nd 9f~rH:'l-fBttn~1 ~tn .... f:.::y n~~::UU$i. c~~aract0r~ 

~~Gd kt ti~~~t. 

th~~~ quf~.:;Hi~)n~~ ~Er{:-... ger:{:"'.:fatf:fj ~n grolJp~~ t>f qun~; .. 
~k=n~~ ~F:,:;,.~:)rd~ng to(~ fftO·dB~ h~:vtng ~j frx~:d ~=ttuc;~ 

~vrf~~ ;?tH.~~ ~1 :-~~sponsE: sc·-:.:1t~ 'x.~r:1prlslr:~~ ;?{~ in~~r,,, 

·f::-~ce f{):- pn)rnpttng r:·~spGnd~H'"H ::}~~kx:UGn nf ~::. 

;~\mntit~~hv~~ v;?.hJ~: nn t~~B scBtE~ ~~;. g"2!n-E-ff;?.t~:~J k>r 
~s;:K~h .c~~Jt::::;~inn .. 

~f:~: ~~up~:--v·.fs(:r s:~~~tjQn ~ssut$:s. .t~ :~\::-r·.ff~.y k_) H·1ii?: re-~ 

~>pot:fk~nt s~;::.t~on, tht~ m.::'if3)" C<)fnpr~s~r:n ~hf: 

qu;sBt~ons ~nd ;ss~;-(~.~~Ht~!'d s:,);3~e~;- and a contfol 

t~-:-,3 fGS.poni.i·E:n~ $~allt>n C<)c:t.r<)~~;: ::2-\..ffc..~ey (.tp\::ra,, 
l~on ;~~·Kj nE3fl~t{~l~$ ff}$tX1rl(h~r:t <i~ts N~:$~ :&rn~ 

n,:~turn~~ B cc~·n~p:f~tn s:..ffv~y nn~y ~~·f·:i::n ~~H ass<.)· 

e;-~~~~-B<.i f:~spon\.i-E~nts ~-~::~v··~ ff~spon:jed: 

;h~: cnn1p~~:t0 'Suf:...1 ~y j$ ~n~pnlt~~€j h~t{) th~: ~;up€~r · 

~~~,.of st~~u~,)n~ _;jr:d 
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·1·1 

H~;,;'! :~n..:pf:r'...:~::::.or !::t.&tic•n f:n;~.!~:~:; .. f:S: H1't.:'! rQ&pons.l:~:r:i: 

tJy cak:i.d~~t~n'$ ~= rnt~:E:.n v~~h~~~ frH :~H v:Edki :-t$· 

spr.•n::;.~:,:: .. t,: ~~&tM que::~tiOr'1 .&nfi :t)t:t;.>Ut:~ th~~ 

2. _,a., r:-:.::;tt~~ .. xi a'.:; clR:rn~~c !n ~~~a~ff~ ·i ~· ~-.. .. h .. ~r.E~in th(~ n1:_xi~~! 
f:x..ut3 st:"uctun~ i::~ a h~f2ratl;h':/ -...v~th ql:Bsttof:~; 

9rc;~.J~~~d Bt ~--,3nn~n~::tion:$.. 

3~ i-\ :r:~")tt-H.xi :::~~ ~j!ai~n~;.d jn ~;~~3~r:1 ~-::. ">.:.~t~<:x€jn ~.::-~~: ~~un.""~:i 10 

r~~suH::; ~re Dt:tptlH~~f_; in ~·~~p~.1r~s a(~C:....~r1:ilP~l to th~: 

nHx'iet 

4~ .A, n·~i~~bod as da.irr:~~d in ~~n~" p;~~~~tidin-~3 G!~~fr:<,. ~vh\::fi~~ 
~fl r;c.ah.:: c:·;n1prjr;0s. fH~;1~rf:te re:::potl.:=;:·~ ",/;.:1h.3:·~~:; 

6. -~ n1i:~U:(;;d i~::~ cii~:~rr:~:::~J ~n .any p;rHX}(itr'ig ·CL:3$f:\. ::.·v~t~::.:~.... ~'.i) 

in t~~H ~u:-v:~y rn~ix:•n;)~S ::~~~=- st:)rf:~~ t:iy ;h\:~ ~~;_;:pE~rvl-· 

sof st;:~tinr: tn a st~~t.h:~ d::~t<~b-:~~;=~:-. ~~nd u-ff~ .:3n~~~Y2S~B !:% 

p~:~ .. k~f)n:_:~~l~~ d;.~nt:f'f~J<~~~~V u$jr:fJ d;~t;;s r<:~;.~d fn.)rn th~~ 

~~~;2rt:c:· dal~)t~H3(! k~ a pkff12:Jity (:of ~~yc~es :n~t~H~<::x~ by ~: 

1·~ A rn~~~hod H~ d<~:f:m~:-d :n ~H1)'' pi~~G~ding c:~~~n1, ":>·vhe:-e"' 
~n ·m.:~ ::i;.tir'"f~V r~:-s~K.1n~ . .r~ c~atfi ~~- t~~tr..:~f'B'i. :as :~ ::s ~r:-i-~K'tr~" 
'=~f:; ~o th~·~ sl:p\~r\.:isor ~~ ~ati<){~. 

ana~y;)j:s. :~i<::-p ~<~~~~m~.::~~~ ~~n:3rtt1in~1 rn:;por:~kxrt prorne 

~JBt~~ c~:pHJ:n~:d ,i,~dn9 the ~;=un ... ~~Y to <:f~~2.tE: s;..~b~~;.?.ts 
r:-f ~ht~ rf:$;ponS:.t5 {~&~;3 

9~ .»,, rn~:1~hod <~S d<~.frr:~:-d i:-:: ~~n>~ pr~~G~~dln.g (:·!~~fr:<( ·;:vh~:H~"' 
~n the ::Y~Bpon.d<:::-::t Bt~t:tnn <:1Uk~tnBt:-:.-:aHy .. :::~n<l tr::1r~~;~ 

p:ar<:~rt:t!y to '!~10 f<.:)spor:deni, captun~s ;au>:iH:'3ry ~ja~:a 
f{:~tstfrlQ to th~: natt.if.:i nf ~h1.:::: ri::?:S~"N.)nd1.::::nts !J·:;e (:of th~: 

f<:~s~~·ondt~ni s~~-3Jion. 

·1·1 ~ ~'!i, <netf,10:..i ~~~; c~ahn<:~~3 ~n .:..::t~~~n1:} 9 <ff i 0. ;.:-.:'h<.:)f€~jn :-~~-

"SPf~n(i~:ot st~.Uon ~~Ul(iH~.t~lk:~~Hy {:.($PtU{~:s dat~~ ~G!~:t~ 

.ing ~n the re~::pon:·}<::l:'H t:s~:: oi :.:1 ~H::~~'; fBciH~y. 

·i 2. _,a., n~(::~fl(H .. 1 ~~s= c:~~~~(n•~ti h: ;.::ny o.~ (:fa~~n:s ~1 tn ·i ·i, ;.~:hE$fl'.::" sn 
in lhE:: n~:>pot~d<~t:t st<Hk:n B:u~o~n~n~-~~Hy g.t~nf:r;:-:.~f:s 

r<.::-spons·E~ v.:3~kHt;' d;3t~~ accor~jh-:~1 to p::~:~i;dl:x tE~~~~3 .. 

in the q,~~~::;;~on~ ·:n~Jude rE:~~pond~~nt pE.:ifH~) {.1~~es·, ~~,~

th1n::;., ~rid .:3:~s.t:r..1~Hr:x.~ ~Y~~pc~1~::~~ ~nt::::rf&{;f::1 for :{'.;· .. 

con}in~1 qt:.:~r~:~li~th,..~°" ri·~spt~ns.:.:~ \.'<'~~O{!S.~ ant3 i.ht:. ~n"}at--
v:s.f:3 =~~l&p ~~}.:.rt~= ~u!\.·{:y f~:~-..~~n~~ acc<>fdh:g ~(~ B~::{:c~.-~,1 

14,. /> .. ni:2:th<.'t'°'! ~~ c~~:~rn~~ .;n ,;~r~)~· p:<~C~!din9 <·J&~r:-l·~ '.o).'hSf(:-
~n ttH~ :i::::::ut::·} ::::.H·<..-·<::~1 t~~,ta ~$i ~n f;a~ f~~t: kwn-::at an:."'! ff; 

f~)t~~ine<.i in th~~t f<:-fn:~~t by tt·:G r~~.s~X>f:Der~t st::i.~k3n, 

fr~ lhE~ r~~$p..:Jnd.•,3r:t ~{~~th:>n p~::-f\.:rnrs (::,)rnpk~~ic~n r.:3;.\:: 
t:{-;nhYJ~ t.·y ::1ut:·)n"t~Hfr~;~!.iy nHx1~tcri.:~fj ~he nun~bf~r cf 
U~i'.~~r d<3B~ "f1~~~s :~;r.::~~3~~d. 

1tt ~\ f!if!:h<)t~ ;:;!,s: :.'.~&h"'f3<:Xi :::P .ar·~y f't"<X':f:d$ng ..-..~J&~f:1, '.-Vh~~rr:-. 

jn U~~=· ~iU:f~'E~y ~3 tss~~~~ij in fr>t(~g~·s f3;3;,.:ing (~€~{HC:3t~~{j 

ff:~1rj1\.vrite ;~(;C-~5S!::;. ti~3~1t:$. tt• pr{)"-"~d-e ~ .. GDurtt:t 
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~*- ·-- "'-..._..._..._..._..._..._..._..._..._...._.,, . ._.._..._..._..._..._..._..._-..: ~:, - - ~ 

_______ ,.,.,,,,,,,,,,,,,,,,,,.,.,,.,...,,,,,,,,,,,,,,,,,,,,,,,,,..._, ... , ............................................. _,,._._ •• _..._.._,,,,_.._ •• , • ._.._.._.._-.._.._.._.._.._.._.._.._.._.._.._.._.._.._.._.._.._.._.._.._.._.._.._.._..._.._.._.._.._ •• .._._,.,,_., •• _-.,,,_.._.._.,,,_.._.._..._..._ • .._..._ ........ ?'-"-"-"-'•-'•-"-"'-"-"-"-"-"-"-"-"-"-~ 

Percent,:.:1qo Ana!ysi~> 

Unified Patents 
Exhibit 1002 

Page 999 of 2584



································· ···········----········ ············································· 
OOClJMEN'fS. CONS!DEREOTO 6E RELEVANT 

{ lMAGf ENGJN(~~~~!NG 
i (9'.!1 -'l.l•H8) 

~bstra£:t. r1aims 
P~~je -'"* , ; ~ r~~: 

S 842 195 A !BARWELL ?£T£R 
N~h'•?rn~~er 1998 Z .lS9~}-·-· 1 l.----24 ·; 

ET Al) 

!• abstra~t; c1a~ms 18--25~ figures 12--16 * 
I"' :':oh:~:1 l, 11ne t1 ¥ Vlhir.JP l.l, 11rw n * 
~-~~o 9~l ~;~657.l A (Ar & T Ct)Rf~) 
~lg ,J;Jt:e 1~~98 ( 1998-{:6 .... lB} 
~« ab£tract; c1a~ms 1~12 • 

~ [* pa~10 1. 11nt: H --· ~~~~i1E~ g, 11:·l~? -~s v : 

i ,, : PHKm~ J ( n .'\!.: ''!<:ESUl. T~ FROM THE n;<:'r lo '~ ! t~ l WORLV,..,i~!Dt: ~t:B USER ~URV£Y" .- .1.: •. ) ~ .. -- ... ·i ... I 
i 
' 

,:

,1 .... : I l~~:liiP'•~~-s~:,; i'.·,;;;:'~'" · ,,':;:~ rsC;{t;i~:,~t~-f.lt~-;~~------------------ -·i,, 

~ .. t;)\~·CMt: ::_'t 

l I·S-SN~ 0169---7552 

j ~,,,\'.~~~: a;~:i) ~(;l:,:mi L PM'3\F''l;:iti 2 

• G(:HJi~ ----- --- I 

j * p:}t~E~ 2. ~~O ... !.ita:"~ 1, p.:tf·~~~f.:iph 3 ,, 
jparagrapM 4: ta~1e ~ * 

...... ~ _,,._,,,,,,,,,,,,,,,,,,,,,,,,,,,,,._,,_ ---------,._,_, ______________________ -----·; 

·~M .~::·:-1'$.•:.~~ :;.;~"-r--~.~=~ ·~v;i."::: ~ .... ~~ .::.~sr--: :~:-.. '{;,,-..:n .i::: k::- ~1~ ~::;;,:.~~~):;, 

:~,,,,,,,,,,,,••n•~•••••••••••••n••~•••••••••••••••••••••••••••••....,...,"••••••••~•.......,,•••••••••••••••••~~---~~ 
: ,:~~~. ~~ ~~~·:;::!': · ~~·~.:-: '.:1:-~:;-,.-;x;:;,-~:·:i."': ~: :::i~ ~·:.:-.:-.~ ~x ..... "):::,-;.· 

:'.;·: 

~~: THE :HP.t~LlE l9 .~Bg·t~:·;t lg99 -G:~rdin0r .. A 
;~_.~: ---~ .............................. """"""'-.----·~._... .... ,,,,,,,,,,,,,,,,,,,,""'"'"'""'"""""""'' ......................................................................................................... _ ................................................... : 
~-..; : :,~.-\.: ~-~\.."%:~· r::~ ;._,";:':'~:::.·~ :,_~·;:;\.':,:.._(~,~l:'.:-.:':(;~ : . :_tx_:,x) .:.1·~~·.:::~~'..::V c..::X:~.:~·;~~ :·:N ::h•·::.;.·.:t-x~ 

~: j ,( . ,:.i.}:~::';;.~.::.:~:o:- ;-.;.i.:;.:,;.~::":;: :: ~~!\<;.:": ~~:;.:~ ~; · ~~~>~~ .. ;~;~~; ·;~;;~·r~~(. ::.·~'\ :~;,~~:-:.:;..."':~·~ -.'}:~- •X 

J ,l ~' . -:!~:~:·~;_~~:~~· •~V;.'~.:1:: :: '.~~::-::~~-~ ·;,·~N :-(:--.:~:.~} ~-.<. :i'-:•'.>:_,~~'-°":--;~ :,>:<\.-t~ ~1: ':~ ;:_~:f-"~:·~::_~iK"~'° 
'-::'.:>.:-~.:~vm ~~: :~~ Mi'l-'X> .::::m:•:j.::·r'i ::.. : .::.:::~.:;.:.:~:-:~ ~~::{.'\S :·~-:· ;:;.:~~.:~.- -c.;,-,:,~.;;:f% 

~ I~ ~ '~~:';~·~~;1·~:;~~ :;~.:~~~~:~"'-:~ ·-'- ' _.;:~;-.;~-·· :,_, ·:t....,_, ·::.:.~_·1:~ ·_,-~'.~~~;:~-~~,.~,~_,_··~:•····.~:xx,~x:::,..:,: 
~ ._ ............... ~~-~:~::~::~:::~~~~~~~~~~-------------------------------- ············-··-···---'~:~~:~:~~~~~~~~---·········-~~---··············: ................................ . 

.24 
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ANNEX lO THS EUROPEAN SEARCH REPORT 
ON EUROPEAN PATENT APPUCATION NO. 

Th::;,. :.::1.n:~'.&>' i:;;;.~$ :~':-$ :x~:i::~ :';.;r~=t~· ~-~·~';':~:::::.•<..~k .. :::~:~-x.~ ~':·th.::; ::.:.:~:t>')f':>: ..:t-::<:.._.,')!.:?,.;.~:;: ·::.:.:.::~~ _. .. , ~'!$ .:_.i~:_}~}--:~~·::f:~:-:...::":~'\$ :~~~n:-:;~:..:.~:~ :-::~::::·~-:~; ::<::":.::~":. 
n,.;. :":":;;:.:,r~:~.;;,·1·~:- ,:;:.,;:. -:._~-:: ::_):·~~~:::'.p:;:..j: ~:: tfw :~~~~:,_:.;.:.;;.~-.:n -::·.:::·s:~:- i):·~;~:-."5 E:>:~ ~fo ::n 
-~f:.:i! f:..~r,-.:~:,::n ~>,_q:.~:":~ O'h:::<": -S ::: ,•:.:. ·,'..·:3~· :.::-~~:~: '.·~:: '.::~:;~·~~ ~: . .:i:·:1.{..:~~K~f:=; ~.-.;~":;<")~ .:.::r·:c~ :;·::::~{.('~{~~~':.'~:'! ~.~:!· 1:~~ p-:._:~·}:"~-$~ :): lt::'<:l("<~~-..:..'1'".: 

:-; ~~~ ~~~~~~;~:~~: ;;:.~~~ -~ ............... ~- . ~~~~~~~-~~~.-~~~ ~;~~~:)~ .................... ·'~ ............ ,,,,,,,, .... ;:;;;;; ;.; ~:~~.~;~ :.~ -
~: . .:~l--.: :n :=:{:-~;sv:~j: ~i!{:.:..~c~ ·=~·:i•~:i. ::~~':-'~·:7!~~~·'.~;. 

.,-V-''r'''''~~~;~:;~~~~:~~~,_..,..,,_..,..,..,,_.., 

~ ~l'.!:~~ 
. --- -.-,- - --,._,~~,~~~~~~~ .. ..:!..~ ......................................... ........, ................. ~ ••••••• 

. ············~:;~~~.~-::~-~----=-·····----·--·'.~.:.·~~·~.~~?~.- -·""" .... '.'.?~·~·-~· .............. ~·~-- .. ·~--------~~~~-.... ~~-.. ::·:·::~1',,,:':. 
US 5842195 t~ ~~4-ll...,1.~j9B .~U ~~558l~S A 29--0 .. ~-~··t99fj 

WO 9608779 A 2l-Q3-1996 
CA 2199994 A 21~03--1996 

t3~}757~~ .~ )3 
S.89309::3 ~~ 

~~<}'"QS·~·1997 
05 .. ·04···1999 

;1 ----------.------------ I ':" '·••••••••••••••••••••••••••»n••»•••••••»••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••-•••••-----•-- • ••••• •------··---------- • 

_f ? ~:·~ m.,:' .. ~~ .j.:;,.~ws ~t.x;...,r ~~~:t (~··:~ . .:. : :::~~:~ O~X.>:.:::: ... : :.":1:.<t· ... ~~~ ·)~ :t.:~~ E.;;;~:'}-:-f:~ t": i:.< .. ~--~~~~ <:..::-:~'..._.._~. t'-;<~. ·; ::~~'{~~ 
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(19) JJ 1111111111111111111111.1111111111111111111111111111111111111 

f11) EP 1 072 994 A.2 

EUROPEAN PATENT APPL!CATlON 

(43} Da~~: f:lf p~~bfo.~~tlon; 
:3'LC!i.W01 f:hlll~tln :20\f1l05 

(51) Im. Cl:': GOGF 19/-00, A61B 5/00 

Al BE CH CY DE DK ES Fl FH GB GH !E rr u UJ 
MCNL PTSf. 

AL LT LV MK f!C1 S! 

(&1} Pr~or:ty·~ 2~.Jf(, 1~g9 US ~Sfl77 
ISU~;1mm us 47GG<l~ 

(? 1 ) .~\Ffi:i..--:~::nf:' 

Cai'rll~<. !nmHigence Ce<rpomtltm 
Sfil3l.tfo, Wmsl~lngt~m M~i9~)·301?' (US/ 

(12) W:\IY:nior: Bmcly, Gust H. 
SMttl(:, WA S.~t 'l l-3017 (lJS) 

H::inna, P~tN WlH!mn Clewk (:t al 
lQtnk.k~s & ()O~~ 
!~ Dmtm..,nth Ri?a<'l 

i 54) Systern imd method kn providing norm;-:1:li.;wd voic~ ie(.<dback from ~n lru:livklua~ paU~nt in an 
allt{"Smat*-~ eoll:E.<efo:m <~rid m;;~l~•sls patietst car~ system 

{57} .l; ~iy.s:t~~n~ ~~~)t'j ~ntj ::t rn<~tht.·d ~·t:r p~'t"'/V:t~!C:f3 n.c-:·· 
:-r::3j.].~·:~:~j \·t~>ice t't:€~<:jback f:c·n: rn:~ i·~cihidual paUet:t 1 ! 1n 
m-: auto:·r:at~<~ C{~!~:t.::i:.:::l:~,::n :m:d af:a~;-;j~~ patief:t ca:1~ sy~3.-. 

tt-:m H) ~re d:i::-:st'::ribed .. A set cf t-:t:-dh-:s:::~d mi?.as~if:rs:~ ~~n 

r::?;t)1iv~d fro:-:: » n:~:·~jk:;~~ cli:v~c:~: ·1 ~:'. }n~v~ng a se:'lsc-t tor 
n~o~Hi~:,h~g cH li:3;3,s~ Of):t:· phy~>i~;k}g:c~i r::t:~~~3~Jt·t: :::-f ~3n 

~ndfv~d~~~al patk:~n~ 1 ·1.. Th~ coli-~:?.Cted :1:i~ast::-~~::~ ~;~it 

tnduct~~~~ :nd~·:du~3.: i·n~3·:~sw·~3.B, ~~·-hi{;~~ :E~:tH~h re-~:~.t~: t~ 

pm~i:f!t:t :nfr;t-rr:-~niDJ": rt:·cDrdf:d by fh:e r:H3dic;3_J devk:e TnH 

C:;}H;:;~(J~:.d n~e:t!.$;!J:;:~s s:et 5~1 ;~~: ~rt.,.x::~·cl :r::t!'.:= ;3. pHt:.t:.:~f c::~n:: 

r&t">Otd fr.<r ~h0 ~nc:vk:u&~ ~at~~~r:t 't-Vith~n .::-.. d::1t~ttB~i1 -~ ·r 
Tn;s ~~~-rn:basa :s: ~:~_F~n:~:eti to st~·r0 on':2 o~ .. :r:ot.t~ p~~~:ent 
~;13r~~ r~~o:~:ds which ~~f~:·h :::K~~~~d-~:. ::~ plu::-ajj~y of ~h~~ c~J~· 

~::i:::t~~sj r·m<~Su~-~~~ ~;~~$. Vr~k.-:e· feedb~~Ck ~~ spt}ktff~ by tfw 
;no~v~ou~~ p~t~~nt ~n~·::: a t~n-~c.*~ dien~ : B eEW:bsti2.n·~iaiiv 
conteffl(-:Ot .. ~:.r';r.o:JS tc- the cc•Hection c.f ~n it:entfH~n~e 

~ff~Q a ::;~t ()'~ ~~t;~l]~y (;·f ~jfe rr:e:!~su~·~!S v:.d:k;h e~~t:h reiat<} ·tt• 
p~~tlr::rt s~li ·~~-~-~(:ssr0x::nt ~ntfa~;~tr;rn_ Th::3 ldr::nt~~:~d eel· 

Hfi3~~ ~~~t r::~~ reoei\.<0d ;:t:1fJ st:.}f~~d :ntD t~B3· pB~::0n~ cBr~: 

)·~~Gc~pj k::· t~H~ lndiv}dt:~:· p::~ti~~nt \>\o'l!hh H:e: d~~H~bast~- The 
~dE:ntme\.i o:.::i~i::c!;;3d d~:t.vh:::t::: :1:i:.::a~~~:·E2s $~t:. the quGJHy c.o~ 

m~::: n-:e:.:it;~Ees s~;;t~ ~~nti cnt~ ~J~ rnor·~ o·f ·ttt~::: e:~r!t~t.i1£:d 

dE·vjce rr:eas~~te~- s~H~ in ~he pa~~sn~ cat~ :·sc<n'd for ti-w 
}ncfr .... ~ti~~=~d pat~e-ni ~:~e ana~vze:..i re~at~ve t,.) orv~ or rn{)fe 

ofh:::tf ~x:4l~~:·;~~-..i :..tsi'/k:e ~n~;:;E:.ffe.s ~=:~ts;: st\.)~-~d ::nth~ <l:.=u'B ... 

~~::·~·::-:t !:y X·~~.:-.-..: ~~.::-\; :.~;..;::.-.: .. ~-:. X.:-::.::.:::-N 
;:"':, ... ~.;~ ~:·:::'.$~<': :': 
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S)-'$.tern &r:.d n~t:t~:::td. h.): pr~:·"''h.i:ng t\:.,)f~1~~iz00 \..•'f:.•:f::t.~ f~B<li':~c~: ~rorn ;::;n: ~f:dhitf,l:s;::;; p~~t!~:r·t :n :!{r: ~ utc·r:1~t0d cr;~:-!':.r-:t:·:Jr; .ant~ 

ar-:s::!ys;ts p23:~3~~~t c:s-~t~ syst~ff). 

(0002] A bro;sd do:tss of :-nedk;3! ~:Jb~:p,;cfa;!tiE;i;. inchiding c~:rdiD}:Jg!{. ~ndocrinoio(J:;t i·:E1''Jal<)!O(Jf nEmm:otw, g~;~;tr~~
Bt~tef1..)k~~'}( ~irl")~C9~'- 1.,)pht~~;~:F~lcto!~J>'~ :and ctc_,.~~3r-ynt1(_,.k,.fft: fi) n~!.n·~~ a fe~:. ~-~3:y (-r~1 ~K~:~::}f.;:'l:t~: ~~n{J tlrnsty p:~fo2:t·:t ~nfrJr·~Y:·~Ufr~:f~ 
ff·.1r :J$.r: m ~i<fr1~1 hea~fr: :·~~~·~~ prov~dc--:r~:; :~~ d1s:gnos:r:g ~:nd ~rt::r:tting di~:~::3:S.::~s ~nd :..i~s;:;:~Qe:~ .. ()ft:e:\ pr-cpRl. :l:c~:d~(.~~ di~g

:1.o;S':rs ~0qt{tr:S~:: i.r::tocrr:·afo)n on phy:..~ic:ogk"';&~ .~.v't:·nts ~f ~hot: dtd~3.t:,)n ~~nd $;~Jdd~fi O:i:Sl;:1t. y0t th0·s0 typi3.s :..1f 0v-::.nts ~:0 
~~~ of10r1 ~~o::ur tnfr~:-~>..;0:ct~y (~:1d v\(hh ~h~;~~ or t:~J w~3r::t:~g. For!m:~;::.ti:~y, s:..K.:f: p~3~3en:t hfr~rr~~::tth:·~n :~;3..n b{:. tJ~~;::.l.:"1.f:d ;,/~~3 ~:.x:~~rrw:i. 

:r:~ptsm!Bbl0 .. t:u~;:-:.:1~t-:i~H~, s.ut~c:1la:1t:.r.<us~ C!n~j rnanua! f:1~~dicat d~:::v::·~~:::s, ~snd c·o::nb:iictth.':.•n:~ tht::0c{ Fof exa:'t3f~k\ in :h0 

ar~~a cf ~:an:iiolog-:l k:lpi2~n·tHt~tf~. pulsE~ 90:·~~~:Btor~; (~FGs} arE~ :n.::xfi::~a! devkes ::~::~rnrn:.~r,:~·/ Bsed tc tr::·~;E:.t irr-&gt~t(ff fwan· 

b~at.s. K.nowr: a~~ afff~>(t~:n1}es. 1l:e;"e ~He th fee b:::$~c· typ~s oj ~ ~~<~s. GardfaK~ p~3:i:::err1~kHrs Bn~ used to rnan~~ge b)~dyc.:a:-.~ 
Qi·a, %r: ~ .. bnonY~aay sto·}V '):· 1:n-sguh::J :-~:;zartt•~.at E>r~dycanJf$. can cal~se svff1.~1t9:r:s st~ci~ BS tan~1ls~~ cHzz::n~ss) .and 

8:· fu:J::~tt~~J tt·np!s~)t~bl:t: :::~·ffd:<»l~:n.ac· c!·~~k"~:·f::~)'to~B {iC.C.~-s) :=.H-~: ~m~d t~:; t~'e~t t~~ch~tca:·(ii~~. h-:.1~tt r~~yt.hrn.$ ·tft:~t ::.i::-·~ ~t>:·w:r:i~~{~· 

~~~t $f~t: ~~ts thr~::<t~:ni:'1fJ. ·:-s~~t~~~.:~~~.rd:a: c::<r: :'~::?.·Wt in sud(i~:n card:.~c :~l~~.~th ~SC·D). F;r<~~~?·~ k::":pl~r~t~b~~ c.~~·:dl(.1'l$:.~·Ct!~~r 

rn~.:nl:.or~: ~r~c. tha~pa~:tc d~vk:~~:~ a:8 t:~:.*d ~<.1 ~r1C:"~!t'..>r a:fd tr:'.Sat ~;:~ftJ>...~ttffg:i prt::b;Bft:$ i:i ~f~lS }1~~.ut, ~.:ui::t< ~~;= )x:n~1e~:t1ye 

h~;.::.:t ~~H:. .. H·~~ as. \.Ven ~s. :hyth;Y~ prcbl~rtlS. 

[OtRl3] Pacen!ake~-s· ~!'ltl JC:D~\ as ~(.;~::~ ~~s otner t)~.,~~z cf ~r:n~:~a~ ... ~~abr~~ and e~::t~3rtit:J r:-~eci":tt!.t devk~,."3s. ij:n~ .~:q~;1p:..~:2:d 

~::.~: '.t)~M~ an 0r:-:lx)acd. ':l<>iat~je :T:c::no:~~, h: ~vhkh ~r:lt:.rnetc::;~d ;::ig:<a~s. can ~H:-:: sto:"t:~·J fr::r :a~t:~" r0tdB~1·rn -~:nd ::i:n<:·!y·s!s. lf't ad!lhk~n: 

i~ g1~Jwi~:9 c::a~;s {J} ca~diac :~r:~dic:s~ d~~·1.•k:~~:t~. ln\.":h.:rHn~~ ln~p::.:~:""l~<~bks h~B.n fBliu~·i:~ nx~n~tors: knpl;3nt~~t~ii:~ ~ven~ r:H.":nit:.)fB. 
c::~~d~)v-aE:.:-:t:t~:J :·non\to:-$: ~~nd ~hera~~\~( dE~\~k~:es~ fu·e be~ng ~:sf.'·:J to pn.~Y1dE~ ~;trn::~~:- ~:~!J:'etl .:..iE::¥~~~ h:for:l:;2~tlott The-se 
d·~Vk~:-.:: ;.:":::·~~ :~bt~ to ~~!f .. W~~ nv..~re H~~n ~h~f1'l t":~:frw!.~S o~-= pt:: :·:~~~~::tb~~·:~~ (faHa. 'f1'ptc2t~y, the t:2i:~~~H1~t~~f'$(~ s1g:-~<J;~~ ~~-1:1 p:·~J\~~ci~~ 
p-;:~!'ff~·n! dev:c-e :nf:)rTnari~~~ r-ecu:d{:d ~-P ~:t per h{:> .. =::1tbe~it~ bfnned ~vs:Bgs !J:~sh .. ~. or d~r1vl$d b<~::..~fs frt~~-~~ fr..>-t .z~~ffr~~.:i~3. ~s~r~::il 

3:~ ~i:.;."Ctr:.c::s~ :::tcth»i~\ ).·'ei"Ht~:..':u~a:· ete.ct~:c::3.~ ~~-=·ti~·:t-:i. n~:n:..ite V(~nm:~t:or\ ps~-:~nt f..~i~Uv1ty scor-e. C§ r\i1ac ~t:tp~..:t ~·~n~. rn;xsd 
'/{:-:ic·:.~s. t~:<yg~"$r. s:..-:cf~}~ c~f"..i~ov~t'3CL:i~:- pr-~s.s.u:» \C~(~:B:St:n~:s;. Hn:~e (>f (~~{'/. ar:d :3.n.y ·:: ... :t~rv"&~"'lti:on:~ 2tfH11:h~: rei~t~ve succ~:ss 
o~~ s;uch lnl"<$rv':C::r~tions.. ~n 21ctd~tbn. n~r:::ttv s.uch ~jev~c\"3s c~t: :Mnw~ rr~t~~tip!t: s~~r:so:·~,. rn' severi3l (~Bv}c~~s ca~ Y·ilo:~ }O·ge~h~'3r. 
~or ~-::-mn;~odttg diffB:-~:::~~ s~1es \.-:{:thiN (~. p;::.tieNt'~{ tJDdy. 

:::.:~ H c~l:'Hl-:: "':sH t:·r to~lo\,v:~~g ~ d~vi~£3 eve~L T:~e vo:w110 ot t'k1fr:-~ rr;:r:evt~d ·~:<xf1 a !~m9~0 ~t.Yk":t: :r:ti'.Srrngat:or: "·s~~~ps:h'7:tf'' t::~r: 
bt~ ts:::\~e s::1c p-f~pe:- it:te:·p:·\?.t~H~~!? ;::,na 2j~~~iy·s::s CB.:) t::3<pJi:·~ ~ign:r·ic;3.:)l ptiy:s~ct~n t:rne ~~1d ::-w!;~~l~3d s~~a~p'.:3c~;3~~}:' k~~O'.:Y~·· 
~cg~~ p·aftk~~~~2~r~?' by catd~~.,:..;.:_-eg:s~s {~.n.:_~· ~;:?Ht-:::ac ~k:cirophy~~·it·i-:.'tg~-s~s.- T'h.s -?~~.;3{~~~ent~2.1J ~o.gf~ng ~rnj ~~;J;y'.~~t~ 01' :~gtitw'iy 

sch~~d~~~:·~d :r:"t~in··o£m<~i~ns c~:J~ :::r~~t~~ ~~n t~p~x~rtt~n~ty iot r~~co.~J~~~~:h~g s~Jt~tit?- m~d kx:t~~1ief·1;;:~l ~"=hengt~-~.; fn pBtit:-,.n~ cc:·ndlti(:-t: 
oth~}-r..:~ise: ~md~~~ct~b:e by ;;:-.1:spectlor: cf .:::. :s.irt~1:e ~sr:apst:ot'.>o How~~\.:)~r .. pr~:~~t:~ Etppi .. o.~ch~:~~ to ~1ta. h~t~=ll'n·etaVor: and 

~x'? unQ~rst~u:cting and p?~.(,HC.c::j l~n~1:~~tk:r,~; :J;~ nrr:~ and p11¥'~;t(;-f{!t°'f S\··aijat"tHt~y :'l":{!K{~ suc~1 &nf~!y~;ts :~Y~pta(:tk~~:t):~. 

B chrr~.n~c yHl st~bl~: ·:]:sH~Sef.. ~::u~~h as. i..-:f.iJ"'l"tnc:~y ·a:i:e:-y d:BHase: .. k1 ~~ c:·ud~sl Hdjuntt H) asst!~~~f'!fJ pa~~t!nt '.:''HH:::s~ss =~r:d 
pr~Jgr~~~t&. r~~;wm .. ~::-, :.ff:t~k~~ in a tn~.d:t::orcrn ;;_":~~:l;~~3i .s0t~in~~· phys:c:a:ls. p;3.~t:e~pa:ing tn prc·-...<k·:nn~~ r{:r-:1ct.::~ p~3~ient .care ~3!"0 
n~t at1t~ t~ ~n~er~~~ 1..~EH: ~heir p<Hi~r:ts :n p~~n .. ::cn, Cof:$:~4t:-::::nt!1~< qtff~}fty ~f frf~ :1~e:.:rnt.:res: such <~shew th·e p~:i~n~· ;.,~u~}~c:· 

.-;~:· tiv·.sl).4' looks ~nci' h::~h~. '~'h*t:·~~t the p~t~i:~nt h~s sf-mttn~~s:s· C·~ t."f~:e~~th. c;sn wo-:"k~ i::~n .~l~-BP: h~ :;.,ie-pr>$BSed: :-s sex{.i~~~:y a-cti\·t0: 

c~n pm·f"}rrn ;.:i:ci~Vhf·S:S of dBi;}: m~~ .. 231"Xi $~~··'Jn. (:~f:nctb~~ irnplk~~~fy g;.=:ih~red ~n{t ~·~{':1;U~t~~\.i. 

(00061 
s6tttn~1 ·~s the ~iod~f 8790 Pt·:;~-;::-anvr~et n·~~rniactt;H}d by Mect~n:m:c: ~nc ... Minne~.._o::;Hs) MN .. Tt~is progr~n1n1er i2:Zn ~~~ 

U£:6d t(> r·etdeve dt~t~~ ~uct: as }J~~t~~nt e~e(:1!'<)'~~~·::Ho9r~~Yi anrj f:H"t)~ rn~.~Si...~r~d pr:is::o:or{km:~ (·.(i:ncnt:~>ns~ (·:cl;~cted: by ~h:c:~ 

~-;·) j~'"..tG fer cpco~t3afo'::n, d:sp:r~v ~nd ~.·rint:ng. Th~ rett1:2:V~t! dat~ is tfr~.p:tfY,(:'d .jr; (~hfono:o~~c~d .o:<~~·~ ~~rKi t:.:1a;yz~d :..~··la ph}1~

.s~~t&f:. C~rnp&t:1~>J0 pr:.t:;r ;:-:.:"! f.V~~t!3~~1S ::HY?. BVB.im~>~0 frf~·:n nt~<e:t f p{~ :l~r3.:i:..~t~Ef;tBre:~~5. -!1B:•J'; ;~s. thi: Mndt:t 2nD; P.:{:g:'f:i'Ttr:~~c 

n.soor~".k~r t-:.1::cnit'-)r. rr:::;:;::ut:~.-::t~..:n:~d by (:.::.~k~;;~m. Go:'pcf&tk1'rj:~ tn:i.i1&nr:ipQ~is. ~N .. wh:r:h $nc~Bde$: f'~ r:;~~:--j:t1V:r>b.~t"':! ik~r:py' d~s:.~·.:r:!M 

tn~ch~r:ltrn fc:- p:-3:~.t~·:)t d~~i.a si,~r;::.g~. T:1~:$E.t~. pr~c-~ ;3!'~ £"sysm:n(s lac:k :i:sn~t1ti3 ¢<):)1Ffl~~n:cations; f:::3d~~ti::~ ;~nct m~J!S~ f~~ t.,~~~:'· 

at~d wi:h th~: pat:e~~ preSten!'. T~)~3~~.:2: systeft1:es pre~:t?.m ;~ i:r:~t~~=d ?:ttta·t)~$fa of ;he ct~:~~~~:~..:;~3 d<f!B bas~:d ~)n <i ~;~nt~f~ .:_iev:ce 
:~~~ 1m~rr~J-gat~(:n 2snd {{~ck the capi~brnty re rec~J9n!2t: tH.sn<..1s t:·~ ~h'-S d•mB spannh-~9 :-rn . ...ii·:~p;~ ep~s·ode~ ove:-- t;rn-B or rt:l::~tNt: h:J' 

~~ d ~~~t~a se sp~~cmc P"'~:$r g ~t': :.~;:t 
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:r::..g~tc;:~~~r:g ~i:~1a ;:tr:d opi~·:;;":.t::-~~~ :r:s.tr~.Jcik~t:·s b<:::t~"i'e.E~r: ·~f:B i:·nplm:ted d~~vk:i:~ ~~n~j an i~xtan·(:a; pat~i~ft~ t->:~{nv·r~unk:<5r~~.Jns 

d~-:vk:~~:. Th~~ c~j~:n;-~l:..Jf1ic<~:!!~J:1;s de¥i<:e inck!d~-:-=-~ B. ~.>c)n·ffrlur:k:Bt:on ~~ttk H~ B ri:~rnct~~ fnBdkB._i st:ppo:t nrnwi-3r~~ <i gk~bBt po~i~ 
ik::n ing Sf~H~Wt~ :·t~c:i:~~\!E~t <5:nd :.:i ~.:a:t~~nt :.:K~·tfv"a~i~.:j ~:jr~k f0~- p.e~n~~ttlng F~~t~ent :ruUa~ed corrff:1;Jn~cRt:l):"·: )\~fl.Jo: th•~ :~~edic::E~t 8:..~p-

port ~:e·t~~·ork. P~tknt vck:e ~~-:'..v·rn:·t~~nh:.:at~on~ ;.hr:)t.:;:_~h th~ paH(:ri:~ link ~nd:.~de b1:.1~h ~ctt:~: p~1tt~~f}! -....·oice and: n:arw~;;y 
:~ :~ctl;:aff:~:d ~:ign:;.~~ing ~·'ih1ch rf~:r~v ccnvrF.~Y a.:~ ~~:·n)~r9fan(~y .:$:!:~1:..~t:on. T::1i~ p,::~hE:nt 'i\.;ke fa :::1;~1\:,,~xt~~d tv an at;d:,,.)· s\gn::~~= d~9; .. 

~i;:@..d, ~nt":{J·'"J~~I snd tr~u~_:3-.r:~ltte1 bv d:::cts bqs tr~ s sys~nn-:: t:t~~~V'::-.-He.t-. 

fOC6SJ F·lr:·J.~f~(.i ~)ti.Jr .~r: :·)~'~!!-:3:~1)S tor t~~rn.~tr~:l cc·m~)lHtk~:~ng wI~h ;?,t)~~ :~~-::~?.:v~~~g t1:~~~:r:h-s1~)ffi~ J3lgn~Js fr~t:-t » rn~cfk:N! 
~le'l:.:::e a~·€3 ~j·h~do:)~~ed ~~ U.S. P(~t~~nt Nos. ~\ -~ ·1 ·~:).~fiH (86~1) m~d S..33l1~~~~~fi {'24:.~}- :~ ttE3 }8C9 ~<~H3nt, ~n l~-r:pt;~nt~:d AfC:G 
rn~;.-:r:i1or c<~n be au-wn,~-::t:caHy inte:~:-cg<~t~::.d B.t pr-::n~t-31 fr:nEw of d;3:y to 1.::}l·E}ff:efer ou: ~~(:Cl:rn:.Jc~t~:3d dat.:~ .to ~3- ie:ep~H~nk ~):~m: · 

~.:.'1' n~:..~::k:~~~~.)) Of"(~: f~JF ~:j~~!Clt1.;·;~Jre n~crdrn;: T~ci.:: C~,'.;lT~~YRff:"k:<~H)r c~~n b{1 Bt~t~~cm;3.t~c-~i:~ .... ~::"if~fl~3n:~d ti) '8St~).~~t:Sf) ~~ tt:~!~:pho:t~C CO:"f!· 

:"f~;J:~kat:on tnk f~nd t:\:5n~:r:tt t~w ~~-~~Jn")tila!i~ti d~~·ta t·o Rr~ i:~Hk=>~ Of iJlnic ·u: tou~3h .;~ ~noi:J;~n-~. 1f! the ~24f} p-a:iefft~ 

~e=~~:pnf~~r:en3d ti~rt~3 is :..it~\.~·ntc:t~d~i to ~3. t:~r~F~f' c~r)~3C~t~~'. ~:::<Mn:~:i:~ {J:'.j;t& f"~~·::z~rd~:~ :t~nd t~ ~t)r~~,~~(>:ied ~') ~~ d~n~c lrnk:{; ~3.n ~:.:U~<'>· 

fjii"3Je:· }):r.d fan: r.1:..;tt~:r.'.. :.~p~r&t1t:~J :r: z: pe~~:r.i~~a: ;.~o:r·:plA~~f·b.ast:tj p:Y~gr·:~n-~·m,~:~:·:::~:'3rf~--:(gat~:~. Ho".!~ ... ~:.~·A;-·. tf:.t~ ~:rlG tr:fr~r;1e1~y 

tr~3nsc0:'./0:~. ~sE~.~$) cc-rrm·~lHt~c&ti.~•r1 and -~~ .. :":5 pff:1g.r~rr:ri"H3:r.~it:t~3n).-:•gatc-~ .. ;.~:y~. firnJMd tt"'-· ·f~lcHit~3'Hng co~--:J::":R:r~icatk)r: ~lnd tc!-lns -
}:'$. f~~n~~ of d::w~·nki<HiBd p~~H0n~ ~lBJ:a :e~r:d tk, n·0l i:n~;!.iB3e a:l Bhirny lt· t:\:..tti:-:f:~Bt:l-:;:diy tff3C~t r~t:t~gn~l:-~ .. art!'j ar-:t:~il~ n··er:tjt~ Jr; 

th~~ Oatd ~~~~)°3:t ~.lr.;~00~(:::r. U-:e ·~~"i1~ tt:k:f!l~3l:ry !;'"an~c.e:[v~t faic:~:~;::.tes pHt:ent vntt~,-3 corr:i~nunicaUan~~ f.h:t.,ug:h trBns:-n~ssion 
cf a di~]i:l.~:{;d aldio ;}!:gnal ar:~j cO~;~~ :let p~H·?c:-rn \~~J~i~{: r~~(~ogn:Do:1 O;'" ott-i.t·:~· precessing to th.::~ p{~~ii:::nt's v<::t<:~-

Pa~Bnt N~~., 6)~40,630 {'S3:t,} ano t.LS .. Paten~ 5~9B7~:352 {'$52} ln U:~ '$36. ~~tent, .~n ~n~~~:.v-asct:l;!i;r pr~~~~.ffe post:.ue 
~8) (~~t·sCt(>:~ ~!:cjwd~:s ~~t :~~.$.sl ~~N::; pt~~-$~. :.Jr~ :s~n~(>m 1n~pk~ntE~ti in dl~i~r~~nt pk~c~~; ~n tf~e i:~;;,\i:.c>·l:-~~~;G~~~e:~· .'.~)1.~:;i-en-~, ~;:..i:::~~ th~t dlt~ 

t~rs~~··.>:~s in pn~s.s.t::·~ w:th ch~~nges ~n po:~~-ut·e ::l~~! ,1;u~~~~~nti$~:y n1f!*$i))'~bt:t:::. H:~:::~ .. ~~vt~~, t.i:t: p~ijr;~ioi~)Qk~~d n1~~f:.u~un~::1'h'~-:t:ls. 

~ue l;~-e:~~ focan~~ \'"~~it~:~n ~.he d~v::C.-:·~~ o~ ~n ca:\~tsr:~::tiQT~ wfth :..~r~~/ kn9·fsnU:1b:e C~v.:c€, t.o eff:t.:c:t s thei-apeutK: t:e:;~trr:e:nt h~ th~ 
:2.~~~~ pB:~~r:t~ ai: tfvent rr:~.)n~1r..:r c~:.:n ir;d\_~de arJd~t~cntii .5ens.ors tor r(i::;:n;toi;::~g and r~co~·tifr~g prN.B:n:.c~gicBJ .siw~a~s d~H'ing 
~~n ... hyt~n1~a :::tr:d ~.yi1c~1p~~ ~v>S;1ts.. T~r:: r~cc?OOd s:g;·wH~. can b6 U:B~::i tcf dla9rcsts. ~·~:.s.earch t:t" t~h"3:'t:.p.ei.:t:c study, 

~~:: alH:~~::t:gh no s.~·s.tr:~?~;~.ti<~ ~ppr~C!f:·:1 to ~3naty/~.::~:g ·:hH;30 S~fFl~~~~>, p::!~i:k .. -:ular;y· ;1·ilth :~:$;p,3Dt it: pef:~ .. a~d g&ne:;3: pr~fK:f;3t:on 
gr::,i~Jp~, l~ p:"i~:fs:i:~nted. 

f.<.Kl1:0] Th:.~~;~ !h~ri~ i~~ <~. need f'.Jr a ~~)~~:;M:n: and n~E:t~-iO•J fu~ p::c)-.;:d:ng C(1nDnlK~w~ ~~~tr;:zv~~}. h"~in~~t~~.n~d~ ar:<J ~2c:..ftc;rnBted 
ar:~Vsis of rett~~~,,.~~d: :1'1~~d~c;~.t dt~'i,.~~ce lnf\..-:r:-:r1a!k~t\ ~h~t:il ~~s ·~i~~-~~n:e·~i~ted ~figrn~~h;, :·~~-tr1eved ·i~; ge:-ff~:"\? .. :i fr~n~ ~~ bn.)~~d c~-.=t.s-s 
::;f i~npk=t:'ft;:~bi;~: :Stnd ::~x~::?{n::.i! ffF~(ik.~13t: d(~V!C(~~" Prc:~fr~r.:i'<b~y_, th;::: ~~ut>.)n:~~t~~,,.j :JJ"":a~ys:s wo~~:.a :rl:::k~d~~ r.:::<:o~Jt~i;:::jng :::'t t=-~~nd h~di ~ 

::::> .-..~attn~~ disH=~se on:~{~t. pt.(1gr~:ss::0r\ ~-~=-~~r~s.~.bt: ~ s:~d st~:.-h.i:~ q;.~.0 a~K'i d~~t.;~~n·-,fr·~in~J ~':.ihet~s~~:" r:-~~~d:~~-:~~ i:'::le:--v~~;~Uor: :s r$~~Cl~:8·· 

sarv: 
fO{H 1] 
~J:r~m. both :e~~~}~..:a: a:rHj (.i:~~rlw.3~j( ·frD:T~ :11u~~Jpl€3 device i:'1tt::r::~g~t:o~s~ Th~~s~~ eDH~3~~l€<-i rtH3;lsurss::> scts c-ou~d ~he:: hi"3 CQ:"fl· 

p8.r~d ~nd &nai~,~~?hi B:~18.:t:$! s~~ort .:::.nd :~):1~~ t~rn~ P€!i .. :cd.s cf t"~f):~er:,,.~afic~ 

p~:nh~r.t to bt:> 2;~}f--:t':f~rer:c:e:~l a:lci crr.:.$~3--rf:fer{:-:r:ct:,;:_j fo S·irn:·:ar- t\: ,1:s.sin~:.~;::.r p:!Sti-~~~ts ~n-~3 :e: ~~-:.~ ~Je~~e:~i p-23H~~-~~t ~'lopui~lic·:l. 
Pn3k"}:1~biy~ ~i~t'°:' h:sk"}dt<~l co~~ected ~1':~:~s~~u~·t~~~ S\:"}ts 0f 2~n ~ndlv~d:...:a: p;st:e~t COlHd be cc~np2~:ed ~,:)d ati2~;~~.:-.:~d at~e.;~ns~ 

th:J::;f: o·f ~ .... ·:.he:- p;~t~enw k~ ~Jer~~~:~=tl or Qf ~~ d~s·:t~~~s~ E)..-:ecmc p::u:3r g:~)up k~ p;~r~ict~~~~~ . 

. ·m r.:y ar: ;r;.d~vl.dt_:~:.:: p:xr:et"~t \"'$h].Je {~n id~}nti!iabl~ ~:~t ot te~ern~~ter<::d :sfgn~:.:s ~s '~all,~ct~d by ~ ~rr:pttd1ta:bie :n~ct1<~«~ d~vic6. 
Prefor~~blv; t~e r.orrn~;:~~r::ct Vt)~t.e f0edlJ~~t~k ~ ~:ern.1~-qu~.nt1t~~ivt: :3e~f~-&:s.ses$.~:1eJ~t of &r: ~nd\v~d:J&~ p@j::::~;1fs phis.:ca! ~~r~a 
::3~"!1o~it.in~3.= \l-ls3~~ be~:19· 2~t .a t~::rw: :::i.:bstc::n}aHy· ennte:-r:p~nctn~:rnJs tG ~he c.t·Hf:t:tk.-n of the ~fl-:~~:T~e!,3n:cj ~;~:·Jnals 

:-naf)cn f~!r~~~¥$d fro:-n B:·~ knpl·ant~~t~tt~ n~edk:~{ d~vk;~2 lCr :el~·~tH€! p~~tiH:~1 cB;r:;?.. The p~~ti&nt dt~·{k:·e ~nfon-r·:atiwn :·e.~me$ to 
~n1.:fiv~1.:k~~! n~e~swres recatded by and ret:~~E:VE·d ~P;):Yi in1ph?.n!?~.bl;s rne:d:cat dev~:.::e~ 1 sws.~h as :F~G:s a:Ki nv.::n:1om. T~1-s 
pa.ti.er~t <3~"i1'c~ ~nt:~rr~·:·~Hcn is rec€:tved on $.. r6g:.J~ar-: ~\9·: d.BHJ~ b~~~;l$ a.~ se~B ct (.~(.:~l$Ct\~::i me&:st.n·~ ~'ihk::h $.~'€: s~ote~i 

:~ ... ~} elc.r:.g v\~~th oth~:r p&fc:2:~t recc.rdB fr: a ~~~t$b::<s.~. Th·e :~it-..)~'"ni;:1t~o~ can bt: an@.tv~:~:j h~ at1 a.:Jto::nate~ ·ft~shicn &::t: f~%3dback 
pn."":~~·tdt'"?fl f.<) tt!e patk:nt ~3.t a:~:v· ti:~-;e &r:d ~n ar:y ti".1t::<:tfr3n 

ro;.-ns3 Th~": f'.1 res~:r:t ~:'htr::.~~t:o~: ~~!.(::(.\ P~'f.,•'ih':k:·:·::: a Si'St~n: ~n~~ r:h~.f:ht~d fr):r p~o'v·:ct:ng ::(;n:J.f's~:if:tJ './O,iC1";; t:;~r:di"Ji).C~.; frr:.,:T. _$)~ 

ind.~vk:~ia! p,s~g~~r::t h .?Sn a~~~~m~atl:::d coH~~ct:o:l ~::-.\.i &:"'t~lys·:~~ p;3:t:0:--::t .Ct1r0 ~sy&i:r::m .. t.,is, b~i~~~~'?. .. p~~;~~~i. di::-~?~c:~ t(:~:~n~s:!li:3n hs 
~-?3~3i\.~3\.i: or: a re~}L~iar, e.g .. ~);?..:i~y. b;:t.sh3 ;3.s set~ ~i cDHH~~ted tt"mB.su:t~.~3 ;;.v:ll:eh ;3.:-t: 23:~;t~~d :tt~;ng :.'·i:th i;::~:her p;3f~f.3nt :·!.3C~}t·cl$ 

;.~~ h a ~t~t1:"'((;<5s~~. Vo·lci~· t-s~~db~:_-;~. spcrki~fl by ~~n hx.tvkju~~~ p:st1ent b p:·t~:o:..?~~>~>ed tr:t~,~ a ~~i:~t of q~B .. :tiy of i:i"ft~- n-~~~~~;f~~~wes t~y :~ 

r•2!:nc•W cHe~:t ~~ubst:..:=t~-:·t~Rl:~4'- c~on~~np~po~an~~Oi.Js ·to ~t1€ r~z;r .. ~ard<~tkm of ;::;.r~ ~de~~t~f~1bl·E=- ~~ei o~ Cs"..1lt~Y~-::t•~ti d.;~""v·k .. ~~ rnea~~!~:e-s: by 
the :.:npj~~nt~~!J~e n}~dlc~d device, The pt·oces:eed \1clc£:- ieedba(".:k .~n(~ :d~n1if;.~~bte col~ecte~j de'..itc~ rnea.:~:._tr~s s.e~ i.~re !J('<th 
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~s :·rmd1c2~J: dt~¥icE~ adf\O~~~:j 't:::.1 b~: 1~nplar:tt~d J:s co::t~c·wd. Tt;~ {:oll~xJ~fil d~~vfc:.t: tnE~~wt~r~"!S ~~EH ~neit:dtis jrn..i~vkk:f~i d•~vj~);~· 

rrmaE:...~r~}~; ~~·f{fc~t ·~:.s<:..-;b :-~~ia.::e to p~ti.~nt it'Yk)n-na:U::m :·eco:·'l·jed by ~h~ ~·ned!i:.:aJ devk.~ ac~~p!ed to b~ in~p:e.nt;Z:O ior ~h~ hKfr .. 
.:~ ~/~j:;,.~a: p~::~er:t. Tbs cc:tect~d d&\·i{;e ~r:e~~B(..:te~ s~A frfXi1 th~~ rn.:~tfa.;t:: ~j{~v;rx~ ~~d;.~pt~d k~ be frr~plmrt-E:d «t{~ p~~rk.itfa.":;.;-:tH~: 

:"B(:.<:;·l'--.•~d f:':VBr ~~ Gi..Xr:cn5.:nk..~;~fo .. ~n:.::: ~fr~k V"-."h~ch ::t :n~.~rf~a·*-d tt) ;:i; n::3~~V')~~k n<3fv~·:·. ·n·i~ ca~ler:t~a a~v~G~ rr~e~~.u:-B;~ set ·~~;e 

;3~0fBd ;nt.:...-; f~ pBt:~·nt t:f:.c~ :t:t:.t.\~·a t0r th~ ;:~t:tvkiU~3~ pB.tif~n:t w~tf:k: e C&~&h~siB B,~~"vtn~ ·Tr:t: Gat.~,,bgsi3 :"3,?,:Ve( ~s r.:rg&rnie~:C to 

~.tore cr18 Ot' rr:ore Pf!ttent !)a~·e :~-..~ords wh~cn ~a-..~h hccbde ~ piw'8::t)"' o:~ ·~f~e '"~oH&cted c.h:;vicf. H'i:~8.Slnes ::;ets. \lfJ.iC<B f9~:..i· 

b&::J< ~s sp~.)kei'1 t.y the ir:id~;...·:tJw~.l p:&th~mt ;n~o & :m·noh:: crier.f $Ubs.tant~8.:;y ~x.nternp .. '):~:h~<H.~& tD H~~ cc-He:::t~t·n r.:t ;;:f1 "tden .. 
~~) ~JfjHb~~~ c:evice :-r~~-:.~st::~:~ s~~~. Th~: vn;c~ f~e:dtmr.:k. ~~:. p:ocess~1d ;nto a s::::t ~)f q~~~Hty t1f m~1 n~<SaSW\'jS '.:\~hk:h ~;~ch te:B.t~ tt:, 

paf~t::n~ s-:3~~ .. ;:~~.;~t::2·~:rnent ::rt~Jk:(H~}rs .. Th<:: k:eNf~l,Ed t-Xt~~t:.ct~d d~~\_.1tce :::H3RS.tlft:-~> 23:!3i R~~~ u:~3 ql:a1f>)' ·Of He t1:t~~3siJrt~St s;.::t a:e 
:·ece~ved (~,.i~~~· tbe cc;t:"tl"f'l~ffdc2H.'~t~·:~;s ~jn~~ ini~:i2~t.-:.:s.-::t tc· t~l=1 n~tol-vork ~~1:-vet· r~s~-;~~c,tive:y fr\:,tir th~ ft'::~~itc~-:.: .cte\fk-:-::1 a~Japted f-c, 
bs- lrnph~~:"~t~·Zi f::nd t~)$ r~r~ot~= cfa:!nt TfY3 ~d~nti~fa~d '}c..:H~ct~:J (ievk:-t: rn~~~~·,$r~.8. s*t .'.~nd U~~ qt1a;:t:)o.r of fit.::,:· rn~~~ur~$. s~t 

~re ~totsQ ::~HlJ tt:t:· ;:;ail~nt care recor:j fc~r the ~ndh .. ·~dt..i'a~ pat}ent w~thh: t.t1e (l'ata~;a$~· s-erv~r. T~~$ kientfi~d co~:ect$d 
~~~ de\:K;e ff:easu;~s s~t.. tr~~ ~u~.my ct iiff: n:f:-::~sur·~:s. set. fH"H~ ~)ne o~· rnz>:"e .C>f the f~ci;~~terj (ievic;~ ·t"'rh~~stn·Gs s~ts m the 

p&:t1e:n care rocot~~i ~Qf H1~ ]qd1v~ctt:si p~~t:erit arB:- ~:51@~y~:.::3d :~:~8;ti~\1 ~o O:f:e ot :'"nore rs~f'::0:~' coll(:.Cf»O t!e~'h::e rn0:as.t~t::'3:;~ ~~~ts 
~-~~:ired l:: the d~3f;3b~~~t": :3Bl'i~c to dt:H·~rrr~icH~ ;3. pr:.tif~nt statu~~ l:><:ik'::at:.°':?~ ... 

back fron: ar~ }ndh..ridu~~ pBtier:t ~n ;.?..:-~ a:.Jt~)iT:ate"~ co~t~::.:t~on and a:·*a~)'~=is paths~:t i:._~re $=)"S:ten1. ~\ set ot coi:ect~d n:ea~· 
8:· ur~E ~~t:-~~~viiO 'JP a S\..ib:sJ{!:;f~~i~~.Jiy :·~·g::...:t<:::-:.r b~~~~s is p~rk.>df~.?8.;fy r~cdv~'1 fa~n1 ~ n-~~:o.:i:<:~~l d·::vtc..:~~ h~~~hng s: $t:-n.s!n· fer 

H'HJn:tr;f·;ng :r~l :*~S.t r;n:~ ~:.-:r~y'$~~)~( ... Q::~').ai n-~:e::~si_:~'e :>f ::in :r::1~~··J.tk:~l ;..:{~U18nL Tt~~ z:,):l~x=t~~d ;1:.:::as~.:~(;::~~ S1'.°3t :r<cl:...tt!~:s ~nc;:....lhi~_.:~~ 

rn~a~:....cre:s ~-...'h~ch ~;:lci1 F~~;~te to pati<t.~:t jqfcnpafo:::~) :'¢¢(>fd~d b\~ th~ rrh~dk?;:1~ cj~vk~~s, Tn~ C:·Cifl.t.:·(;t~(i (fh~;~st~t-~f; set ;~~~ 
stored 1~~tc ~:: pat~~r1t car~ r€COtt1 tl")rt:·H~ ;ncfa .. ·jQ:..t~~: p:af1~nt v·Ath~r: G. (i~ttibase. Tn\~ ct~~tab~s~ :s i)l'g~n:1.<:!ci tQ stor6 one or 

fTil"::~-e p~~t~er:t c~~r~ r~cc~YJs ).-vf!:r.h ~:acn incl.:Jd&· r:: pk:csHt;-/ o~· t1'"':~3 ccllect{:d ntl2!r:.$i_u~s ~e~s. \/~k":t: fo0db$Ck. ~$ spo~Gft ~1Y 
~::.~: tht: l:~~jh.t~~k:.a:. p2t~~:.nt i;"'\tf.~ ~~ :'f:tncte t-:~~et:t,. \:Vh~·~h can k:t~lutj~~ t~r: n-:et!k:a~ d~?.vk·~;~ :~~?30:i~ ~\·:hf:th:3r ~ff3pbntq:b~f:,, :·3xt~~rr:~~! ~~~r 

~J~h:e:::rwi~:it~~ ~:;~..:bst::~n~1<5l!y t·1:J.nhxnpvra~:~~·{tt:S to ~hB c::::)~iB<:~:o:; d ·~:-: h:J~~nt:f:a~~fo .d~vk."=~~ rrKt<~~s.~.n"e~; ~~E~t. Tf~t:?; voia.~ f~-c::~dbad~. 

~:s p:·o·~~ssed :r:to a ~~)zt ot qsmrny of i:~h~ n:ea::::~u~s. ~vh~¢h e~~c:~~ r.;~~at::~ l~~ pat1er~t s~i!t--ass~:::::::::·n~~r1t h~d:.c~~~o~-s. T~~~ k!i~nti1ie\j 

Ci~}ji~:i.::!-ed di~\•k:t~ n:ea~dH~S St"!-t and ti·w ql...l::~lify' ()f mt~ t?~e~).S:.H~B St"}t <~re f~.)~~iV~d ~f:d B~<)t"t~ti inl<~ it~~ pati~tm Ct.::':.r~ :.SCl)i"f.i: 

for th~ ~~·)::fr~fidu;:il :..~~··::ti'::~n~ w~th~n the· d;..'lt~~ba.s).;:!. T~~~~ 1.d<Snt:fte-d i:.:~);:1~~:.,;:;ed de.vice nx:aSLltes S{.::t~ the qt.:&."jfty 1.,1j m~ r:":::i~S~\~-OS 

3> _s,~t, RtK~ <Jn€ or;~;()~~ orm~~ (":::..~H~"":ted d~~v~c~3 ~·~~e~lSi:,H~S s~% :~·) :J~e p~~~s~nt cars 1"eco:-d ~o~·tf'~~ intfr:1~tk1~~ Pf3-~len1 f~~i:3: &:·~f~~ 
:)1Z.t:t§ ~·0~&th-'t: tr .. o~e Of mo::e ::tH'::0f coHt=-!-::!~ct t:r:\·':ce tn:,'3~.Sl~re::; s~ts stor:sd :~: tl:e .~jat::tba$~'?. $,~rv~:: f\') df:t6n-r::r::s 8 r.:::ttf&r:~
.statt.~-; l:HJ~c;~.tot. 

or: & trx:ti:1e t·as~s. 8::-ld ~:~&:vz.eti ·m S3n ~-:.~tcrn~?.0d rn~nn0r. Tf~~.is. tt:~ t1~.:rd:t::1 l')n phys.:<~i.B.ns. ar:.n tr&i~c~:d p~rs:::r-:rh'3~ tr; ~v~J .. 
:::.:~ UBte tt:~ VC~ur-::e:$; ~):~ :~~torn~:at~Ot: i~ Sif}mfJC;H~tly n1~t:"tm1i:i::1~3 \:V:1~:~~ th:::: br::.n.et~ts; t~~ p&t~~n~~~ ~f(°': ur~;{{t:y .:~nhaf:C!~~j 

itnpt;.=cnt~t~j~2· n:edh.-:~t d(:.:r..:J:t~~s ;..=cr:d qJJ&H~y o~.,; li~~ m~:..=i:.s~::·~~s ~.;pc~<:"!:) ~n :he p<~~.lt-:.nt·~ O'ol~·~1 WD~d~~. Voice r~cDgttWtHl !.•:3<.:hnc.t· 
Ofh~ <.:::"1abl·~~~ th~~ ~~pt..?~~·~n p:..:i:t~e:~t ~e~~db~i<....-;~. ·t~::· b~~ :"Wnr:0lt2ed t<. • ..,. ~~ B~;lnd::~tO~~:::::tJ s~$~ Llf ~;~H~1}.q:..~<~:n~~t~;.t:ve ··~w::::hy tif ~:fu 

n1t:t1J;~;res, t:tPr~:bV f:a~iJ::t~ting ~:c)listic c$rncte, .;:::._~tc.n1aY~::i peth-sr~t ·~:.re 

~:h~: fo!lowi~g ~j}3t8tHed desc~":ption:. ~~'hl"3-re·w: ~~~ d~:~c)"'jt.ect ~rnhod1n1e:"":ts cf the ~w._(J'.3n~iOt'": :Q)·· wt:y ot :au~;t:a.t:ng thG br:::$~: 

rncd~ ~x~:"'.:tt:r:1p~Bted for ~~Brr-yfng tiu~ th~3 irn:entit~n. A!) ,. .. _...:~j bt: n~~3;·t?:f::J~ ~~:e ::<\··t~ntit:n :s l~<!pBb:,~ ~;f :..:th~3r ~::nd fi~ff;3rt1:r:! 

-c:~:11t-cdirrmn:s 2:tnct ~ts s&\~f<~! fj~?;f.a~Ls :::.r~: cc~~Rbl::~ {~f nEJd:fk:;:-:,t:,:)r.::t:~ ·:c: 'l.'<~~ .. ~<Xi::: obv~{:·~~~> resp~:c~~ .. 23lt wttht~:Jt c~~::-:cs:t:ng tfcrn 
~he sp~:·it ~nd ~h~: ~~~pe r. .. f ~he preBe:{t tr:v~:nl\.":n, Ac·:.x:rd~t:9ly: tf:.!S dt<~·~~.:~n:;.~ and de~;:-:.~;<::d de:~cr\)t:on 2~:·e t:..-:.· b-s re-t~~rdeti 

.-;~:· ;;~s: ~~:l:·strafr.,..'~ hi n;;~tl~~:e :;~n\j not ~.rs r~stdct~h~·. 

(!)021] 

Ft<:~uRE -~ J~. ~ bk~d< d~agrm~ :~ho\~·::1g & s.v8.terr: ta: .. f~iJtoff:~~f..:xi co~;)3Ct::.~n arE~ ~~na:y.s!B :~f pRt~e:t:t tntorn~.attQr: 

(1$~rk:\.'r:d fr~':tts an irr:r.-:Jf!:rrt .. :tb~~~ f'{~e.a:ca~ dr:vk~~ f·.:q· ~y;.:rr~t~ p:"3ti0:~t r:-:~ro k: f~t;t.::'."";f'~f~:~cf~ w~~r. fr:e f'.lrr:sent :r=-v..-;;·:~.ti<H:. 

::·~GURE 2 is ~ bb~-:::l< {fi~-~l~"&tr:: shc~..:';r:g th~: h;lrd}~;'~f» ccr:-1~1n~10~ts. t•~ t~~e s~i··v»r s;~l'Sti::"::i'~ ot 'tt:i: ;;:y.s;~\Srn of ~:GURE ·:: 
F~GUHE ~~ ~2) ;:c b:ocX ::ffa~~f~:-..~1~ ~=·~)n:t:v}ns: Hm 23nfl~v;3re ft)OCkHe~; Df th~: st3rver :>y:>!~3n"1: :::-f :he SJ~stt~rn cf ~:-:}(i;URE- 1.: 

:~~~ r:~Gl.)RE'. 4 ~$ {~ bj~)\.~ {fo~g:~~~:n $h{)'{~.tk~9 ~he· an::~Jy~~·i~; rrn.;,i,~~~t Qj th~~ SB~Y0:" .?:;yntmn G·f r:GuMt. 3: 
F~Gur:~E 5 ~s ~~ da!.filia::::t~ SJ,;h~n·ff~ :S:howing~ by '::Vay of ~x;;:":.rnp;e. tr~e org{~n~~~;.tton of a cardiat.: p·~~!ii~nt c~ff)2: :·~~cord: 
st<)r~ :~-~ t~'1~ dat~b::tse of the syste~:~ of F~G~UnE t; 
FiGUf-.U.~ 6 :s. e. reco:·d v-1(~v~ .show;t~Q:. by r.;,1ay (ff ex~:/rtf.:*Z:. ~~ si:~t of part1aj C<~td1~~c; p~~tient c:.G.re re(~orcfa: sK~ted fn the 
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r-·::Gt .. ::t~E ? ~s a He~,.:- d~~g~·arn ~::-~c~ .. ~~r~9 a. nieth.od fr.~r au~on-:ate~J Cf,.~Hst~tii:-Jn: ;~r:d ·~n~~Jys~s of patief:t tnfo~q-:\S:tl:c)n 

n~tf~·ev'e.~3 ~t{):1~ .a:: h:1p1B~~t&btt: :r1edk~&t deV!(.:t: ~er r~~r:~ot~= pati~t:t c~r~ ·:~"": ~iX>O:'t~~~~l~B: w·:th the p:~.s:en~ i:~v~ntiar:.; 
F:.t;t.,;:flE. B ~s. a fh)~~· ctagraff~ snc\•\.rJ~~9 :~ ra~i:tn::1 tt~r .~n~uv:t:r:g ci:;.Het~ted rnea:3:~n-es se.V3; tor ~;s;;, in the rn13U~:..1d af F~(:~~ 

'' URE:?: 

FfGlJl~ES : ~1A ~r:d :-GE~ ~t?3 ~o~~· di~gn::x~1sr ~,;.t:ow;n~~ a ~~ol~nr:~: f~):· ~:o-nrparlng p~;t3r ccHet:tH\) n1~;23.:>lH'~S. ~~~:ts fc·:· !J:3~3 

!:nth~!: to:.~tlr~t~. •'.."tf f.lGURr a; 
~t) Fl:C-sURE 1 ·1' j.2:3 R f:ow d~a9rm~') ~~t~t-)W~r:~~ ;::. :"(j!Jih~e 'fo~ prt~~/id~ng fe~~tln3cf\ i'O~· u~>~3 ~n ~fm :neH·:~~~3 ot F:{:SURE l: 

Fit?dJ:RE ·12 i~ ;S; b:ock :.:Ha9r~s:l: sho·~·•f:r:g a ~;~t~i~~n~ lcr pr0vkHng r~::~~r:')a~i2~~~d "J·::Aci~ f~~.,~dbt~::::l< 1H.·wn ~i.n in~jj}td~Ja~ p:S;t::c:::n~ 
1f) ~j)l ~Utl")rr~~~t~Ki co~iec~J:.."tf: and ~~:-~:'.~.\t~~~~:: p.~~~::·~nt G:;;r.;~ syste:"r\ 

F'r::;u flE 1~~ J:~: B biock d::2tfJ?r::n1 $.f::J~/11':::.}j H'~:::':! S.t':f~"~'B}~~ r:1:1dt~t~.s. ~~t~ tf~~ ~~n~t:t.f:. cH6~~i: :.}f tr.~~ syst{:rf"i ci· F'K~LH~E 1 ~:; 
F i:GJ.JRS' ·t ~~ is & t~~·~jt~~k ti;~3g:·~rrl ~~h-..1w;:ng ~~~~ so1'Th\J&f:~~ rnodiJ~i:::.s of ~h~ s0:"\:'.tH syst~rrl c~ tt:t:. ~~}~~~n~ t"'Yf F:GUS~E ·~ 2: 

}:'$. FJ:GURE :f.~ ;~> B da:Bbasf: :BchHrna ~;hDV«'lr>g: b~.r ·{f<ty.' cf exa:-tlpt~·:,. thf: .:;rg<!:~~zaH:3n t·f :3. ql~2~l·~ly oJ :;f0 ~::·:.cf~rd fr~·r caf· 
~lim:: paf:t:nt c.a~e ~~fo:·~n B.s pct:t 0f }3: paH~n: G~3r~ ~<~o:~j ~n th:t: \3atab~~:.;;3 ·Of tn~~ sysJe:"fl ~-3f r:tf~URE 12: 

Fl.GU RES : l)f...-1 ~~.B <~!'€··no~<..< d~agn."' .. :'l!~; ~~.hc:.i.vi:ng ':) :-n~~jh:od for pfcvkfa':g ntJrr"r:<3;fzf:d vck:~ fE~~~dbB.ck 1(:"'t~f:l ;:tn ~~-:d~vki· 
u~"'::l pa!lt?.r~t :n ~n altto~nated c:eH~:d!~·Jn ::).ftd B~~a:"lB1s p::ft·ientca~~ sysierrt 
FJ:GUT~E 17 j3. a th)\>'<' tfragn~n·~ S·f1ov~.:-tn9 a t·owttn~ fu:· prooessing vck:e t-~·~~~jb~Gk ·~or tise ::·} Hj·:~ r:-;.eHjOd o·f F·lGUHES 

~8) 16A·iB6, 
FK:~l.H~E· is ~s {~ f!fJV~~ r.H.~.Q~'f~rn sf1<;':,,\:~P:Q: ~ t·~::t;·t]:n.~ k:t· r-equ~3st:rg a q:)ajf~~' {.:o~ ;~fs n<~&sLu~ tor ~~s:i:"3- ~r: fr~~ ro~;t.ji~~ cf FK~·· 

~~:: Fi:GURE ::~o is ct ~-~fr:\t-::k ~j~Bg:·c:r:1 ~;ho\·'tti:"(g thf3 so1~::~·N&rt3 n1oclBfr?.s. of th;?. SJ~r-.~:.:·' .s~·;~tefn in B. tt~rthf:t Hn1t:~:i~lh~0nt t.1f 1he 
~~y~rtE~rr: of t~GURE : 2: 
FJ·GU·flE ;;:1 l'.S ~ btock o.tag~{~:l: sho~~':r:g a ~~~l~~Wff:: ~or prQvkih~g :·~o~rn~i!ll·~~d vi:.~fci~ ~frectb&ck fr~);r~ ~~n ~ndvdwa~ :.J:..~t:e:-n 
:r~ :;:~:·t atH;..~n-::a~~~:j o•Ji~~~:~;j~ . .r~~ rS;t~·d :;:~r~2~;y~f~s ~h:"l.th~n~ t~ar<::~ syslet·f1 l~ acc(:·n3~i:x:~~ with ~"l. tt:rthe:· ~~t:li.10'-ih~·~~~rn: ti th-s 

pt·~se·~:rt :~~ventk•f~: 

:!::> Fi:GUF<E 22· i::; ::ct bh:'ICk difi~J~·\S:rn Sh(1":.>'.~:~~g t:~s ~~~~'lfysls ff:C..1f:i-:Jt~: Ci~ H~~ serv,:3r systet"'n at FtGl.F·~E 2~: 

Fh3URE 2:~) =~ & ctat;:-J.'}~s:e:: :>Cf':0:):~ B~~.O~'/ng,. by' \'t:~y~ ot 8:ilmrnpl·~ .. tn,~ org~n~zat:~)n of a ,{u;:-~:fty .of :~f,s &r:d ~>ym·~~tc,rn 
n~e~~w··Bs s.~:~ r:::-:ctdd k:~.r caf~3 of pati0ttts ;~to:-i:::d a$ p:Brt n~· ~ p8.~h:!r:: ca~e r{:t:i;.-:-:d ~t: H~e d~~ta0~2;~; of rne· s.ys.t~:rn of 
Fi:GURE ~~:: 
F1GURE ;~t i_s ~ i"~::cort: 1/~r:"'<..' &t:.o~~·:ng~ by wav <~t t::<f:f::ipt~~ .. a &.t:·~ ot ;.;a:H&1 c::--,~ .. n~~c pf,t~e::1t Q-s:y~ :'l~c::::n-3s stc·~·'f:t1 i:f H~& 

S$ d8!})bas.~ ~Jf th~~ S}''Stt::n) Q{ r::GtH={~. ~·n: 

Fl:GtJF~E ~:~~ is ~ Ven~) triDgra:1!: :Show·:r~g~ bV \NB"}"' ot ~>:~r=~p~E. ~'X:"}~~~ .. grf:cJ..:p ':i\'.'t:-::;~p b.et-..-~een ~.h~~ p~3rt~~~ p~~:iettt ct.:tr0 
f~~~;;::rd~ ~i ~·~G~JRE 24; 2~nd 
F1·GUR~S ~~'.t.tA-~?l~·Ei ~;,:-~~ ~k"t\>-.,.' d~~g::-a.~r:s sh(J\1-;:·J::~.g a n-:..:~·~t:1..1fj ·for pr~.~vfrifr~~ n:)rn~;:~:t:.?.sd .. K:.fcE~ r~~~dt.1~Hj,: f~ur: .. ~ a.n h~a:v:d-
u.::::; p~~t:er-t 1r1 ~~r. autnm.at~:d cc·ihsctJo~t (i(;0 ~~:ja~y·s:~ patie~'"~t c.B.;~: syst€H": h"'i ac~>');'d~rce -...\•ith a t~~rtter ernbt~dl'rn~·r'{t 

·~~> tbf: re:t:l€\N~d f:C3'':"t ~n lr.·~p!~:nteOle t~:e-(Hc~~ d~vh:::~ ior rern.sn.e p:$t~~nt i:.:-a::e ~f: ~cco:U~r:ce ~<}itf~ lhe p::es~m hv~nt:o~:. A 
p;;;;.ti~ffH ~ ~: fs a n:x.-:::~)~~fi~ of~:) ln~~~~af::2s~·:JG· :·r:~~dk:~j <.ievk:e : ~~\ s:.K:h P:S, by way of Gx;:1r=·~p:!Bi'. ~~~ !Pt; ::-~r a t:~.~r~ fcslJ~sre t~,l" 

~~,l~nt n"}o~:ito~~ wHh ~ .s~t 0~ lt:Bd$ ~Kt~~n·::Hng h~o h1s or her :r,~arL ~rhe :r:-lp~~~m;?.b!e i:-nedk:~:.: df.Yk~ ·12 :nc·:~:d~s c!:~u~iry· 
tor :ec·ord!:ng ~:·:tc.• a shott,,te~n:. V(d:zct~~e :-rH~·:ff:ory te:emeter~d s~~1~:~~s~ wt:tcti ai·e sto:-$~:i as· a set of ~x~nected rr:e~s:w .. ~s 
tor, ~~ter :-et~j€N$,l. 

p;3:ti:~r:t :r:f~Jr:·r:~~~~oi-~ ret-:.t:i:{ied t.in ;3. ~e; h~3;3_:1~~<:-cat~ t: 7!tt~H?.d ave~~sge or t~~3rfvet"": t:~s~}:~ t3nd rt:~f!t:n:'J t.:.Y atr~~~~ i~?.h3c~:r~c&~ at~Xt'.-<~t~.t 
.. i;;;~~":tdc~.;i».r ~::!:ec~f~Cct~ (:~·t7.tht1ty. ~Y::r):J~it ..,_,;;;~nt:!r:tk.1!'\ p&t~f:t;:: aoth.:~ty sr;Q{"i.~: "~~~r'.~j~}::c outp1;t $<.~or~"3, n-::lx~t: vr:nc:.~s ,~x:y~)r:n».tk)}~ 

~CCt'~~ ·:::~nfo:;!VaSL~u::s~· p:ess:.tf~ n:~'::'.;3.:~~..::-~:.~. t:~~~: ~f t:fa~"'f:, th~ flBr:~l")i::: ~r:~j t~ii)i:~ of ;u~»rVi:fHkns ~E3\'.ie~ ~3n(i th» f~f.Bfi~~1 

s~~t:~:i:~;~.;. ~Ji° :~t:~1 ir:t~3rver:t~O!'l~~, pkis H::~3 :~t~:::ttm ~.Jf th~: tn3~ter~t:.:> R:1d p:·ogf'.m-::~:"t:i;~j .setfo:f~;. Ex~ffnµ~es. of p?3C<::r:·mk~:.:~~ .Sl:it · 

[_~~ ~b:~~ fo~· l,(Sf!: lf! ih.c::~ pn:::s~~~:~ 1nv~n~:oH lr:ciu:de· t~:~::. o;;~i::~s_r;,:nr;t Hn:.:~ cf :pat.:en:f~KE~t~;, n~anufacft.:':"~~d by Gt~kiant Co:pcrf~~h:-?n.: 
fr~:JiB~~f:.:~;o~f~~> it{ f::xf~rnpj,:~.Q. (~r tCD~ ~~~~t:::.=:b:e for ~:s~~ in th~~ p:resE~nt invi~:$tk1n hx~:t:di~ the GE~:·r; ~k~i~ ("~ tGD.s. n1r~r::.~~f~~:K~:~~d 
by ~,•1e'o'~.J<.,nfr; Corp~)r~fr.Jri~ Mjnne.ap<JHs~ ~:iN .. 
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:Bnf~i~: :::~f :-t~.;~~r~d fn1p:::~s:t<~:b~~ tm~d!cal dBvk~Bs -~~rE~ t:s0\.i h: 0~he: at~"!~s cf n:edk:~·:'lti :::.nd ~~ 9:-0\..ving nt.imb~u- of thti~~i~: 
d~-. .. dces a:·0 <~is~~ {~Bpat.1t~: ~.Ji r:·~t:·a::;url:~~~: B~:d tB<.":Otd1ng pat!~~n~ ~ntonr:_:: .. ~:uon 3vr tatt~r reB·:ev::~L These knphsr~t~t~t: :r~0dk:~~~ 
d•~v~~·~:s hch.:di~ trn.:tr~~toting and :hBrap•~t:tic di~\.'~{:f~~; ~Of ~~~"! fr: rni~tabc,!l::::::-n.., endoc:fhoicg>'~ htn·~~afo:og}': :·wu::t...">1ogy"{ n·~:..Js~ 
c:.~~fff dl~·J~·dsrs,. ~~:f~S'tFJe:·:.-Wtt~iq1>'~ t::·oit,"'QY. i'.Jphtl"~;:~fr?1chJg;t. cto:~~~y~:gok~~~v~ ~:1tth~:·p~dk":s( ~-·:.f~d ~~kn:f~a:· n:~:dk:::{i ~H~b·a:peciat. .. 

.:~ ti~~ .. C>ne s:k::::ted ~n th~ f~rt w·1..1~:tct ~~3·atiH~· r~c-og~1~z& th~ ~ppiJ(;:abH;~y of tlT•~ prG~:;N~t ~ff·Je~-i-~bn to friez:i:J tet~~ti3d in~p~i.:{:")tabll3' 
rn~dk~·~: :..'ievt:..-:es. 

w~~y of ~.>G·:-.xnpl:t~. ;?.. ptD~:::·~~rn:1~er ·14 c::~r: be :Js~:·d to i·~3B·:0ve tt;e tele~;~3fern~l s~s1~a~s, Ht·v.,,rt~ve~~. mr·/torm o·f progf22n~~Yu::r~ 
:r:t~~n··ofjt~:cr: :~~cv~·dt~:~ n·~(>f:1t~J:: or !•~hsn·~~~!isr~Ri ~;ign:~h; :n:"=.n~~(~t~~Yt~:· s~::t~~t~~:tt fi-:tr co:·r:n~rn"!:cat~~:g ·\..~.ltU1 BJ"! :~"t~pi<~nh~=b~e :n~~d-

~~) ~ce~! d~3v~c~3 ·12 coukJ be ust:~1, Rs ~:s kr~-o~~·n. ~:~ H)~3 ;?..r:.. in ::~dd;~ion .. ;:~ pt~,~-so~<~~ i::on:pti~t::: Of ~3ln~nsi d~~tH pro(~~~::~::~~J:· ccu:id t~i-: 

:nt~~r1aced tc ~h~ irnpf;:~ntBb:t~ n:H:xik:a~ devk~~ ~ ~~. t~lti·H~~· dk~".ily <~r vh~:. a tek;xr~~te:-i:~d 8:gna~t~ tr::m*~l.:-e.~vi~:· c:i:.'.nf~g;.J~·:t~d to 
co~--r:r:·n.w.i·r::~~~~::;'.: with "the trn~·'.l:~~nt~~b~e r:-i~·dk.~~~t :J~~..,;tce 'f2, 

C:c-s-es tr:: r,3~)'.p<.'}n&t~ tc H:e }":·~~t-:~n;-c;;~nt ~if ~::. \>,-<"~3.n:d :.:") ~-.:tv!3r tht: t.~,c~3Hon t~f m0 :n~pk1n?~=:.b:e :T:~·~ti~:·~;3.i d0\...-ic0 1 ~~. Th:~ p~cg:~rn-· 

~~~ fn(~f ·14 c~~:r:rnt~::it:<~tHS 'fi~t!t ~}":e iIT1p~;:t:~t<~b~t~ :"f:~::~lkaf d~~-...·k-:~ 'l;?. V~21 r~F :>iqn;:-:Js f:~tf:·~3:n9~d thrm.:9h fhe ;,,~~c~nd : 8. Pro· 
9:~3:r:n~~:~g t-:: l:1ter:ng~tcnq ]·nmr:..~ctit-:.:rm ~3:.r~ S.(:nt- to ~:ht: :r-rtp~~3n~;~blf: rn:~d.tc;:l: <.i:::1v:C0 J ~~ <:nd t:if: ro:n:{:':d tl;::~f:.mBt&H3d ;~;tJna~s 

ar~~ d~\'vnk:~3.cfoci ~~1to ~hB prcg:·cffnn~~~f 1·4, Onc::s d~~v..tr:h:~atied .. :h<:~ ~~~i.:::r~~~l{~ted ~~1~-.fH::.;JS .>:i.n; s<:x~t v~<~ -;.~:l i::--n~rn6::.~~~~rk. t5. 
s:.~c~c a.s the lr:t~tr:e·t~ t>J a .s~~r~re~ sy~~ten~ 16 ':;':th~c:·~ !)~!k'!ct:cany r~~::..;e~}.'t:S and sto:-:?.?-~ ~he t~fornete:-.ed :signals k:: ~~ d~W·i:::a$e 
tl:-: aa: t.:rtf~~r d$Sl:r;bed tJ~!c~v \Vl!h refs~'enc~ l·:) ~-~·K1Ufl~- 2. 

n~i.)•)~li$t' M()ni~O~~ rt:-~~r:qf~Ctt::·~ct b'i C:«u:t::.rtnt Gcrp::Jf'.'.~tk:~l~ in<fo:~t:6fX}i:~; Ft v,,:f~ict~ ~nc[pr.,i~$ t~is ca:pabmty tQ st~)m 

i·~j:rh?.ve..:i ~.e]:err:e-~:Bted s~~n~t-~ (5:-l a p'.:"(~·pde-:t~:y :·a~: .. ~(}~·~~l?~* HQPP'l iJ:lsk~tJ.~. The t:'.S~srnetN·~~ s:gni~k~ ':,.(n .. :!~i ~~tB::· t.~s *~Bcc'
trt~n$caty' tran.stea~d using a p6n~t:~":a~ co~~Ptiter er s~~·nH-::'U' p~·cc~?ss;ng de~1k::e -to the int~?rrit:tvJ~')t'k ·i 5, .as is knU'tr\fft ::~ tne 
mi. 

,::f [lWLS_l 
~~tBC"EHl sl·;ena!s c~~~ .. \j:j bE} t•~tdt~\.'t~d ~r•":J~?) ~i-::t~ frnp~:s~":tat~~t~ n~edlc-al d~vil.~ t2 a:ld. t:-i:Eit:~trcnk:f~Hy t:-.:~nsfe:·f~~d ~t~ ~he intE~n~e.:}t· 

WO:"k ·15 l:s:~-:g Hv2! co:·nci~~;;tttcn of ~ r~~nV.)t~~ i~Xt~~·n·~at prcg:-{~nv-ri~~r ~v~d <~nRl'f~e:· ~H1~) ~} r;~n-:o~>.z. te~ephor~ic 'i":.;;.)n-im~u1ic:ator: 

Hw sH."tr:::~d 1.~1V.sn-::::1t}~r{:":d ::::{sr~a~ i~'l'.Jt:k: bi~ r~tr::iib-~ti ~vKi r~~rnt:l{.:ly d1)}"-J'rth")a\..i.ed to fr::e seP .. "'~-~- sy-st.ern ll~ t:s~n~~ ~ ~-J·:)rid-·wk:{:": 
3:~ p:~ttetit i<}(~~t~cn ~lnd d~l!.r3. t&~ern~~~ri ~y~tii{:1, st.ch ;3;3 d&scrlb,:J<i k: U_$" P-~n)~:-~t No. 5~7'S2:'97E~. ths d=.~d.:-)~i~lre :<)f wh~:.:h iB 

"H:cr.irpr.,:;::.tt:t~ h~rt::r: by ~-&fe:en"~~:. 
{lKt?9l Th0 r;s;)0iv0d t0Mrnatm0ct :>ifJt•;~:r, am <m<i!'f'i':;:>J ~)'{ t~;,-, "'''''V;>t '1)"(ltm1: -: f>, wb:ci: gm:emh-,s a pm~:e:it :>:;l!\>S. 

~nd~~~:~to:·, The fet:dbRc~, ~~:; :h~"}:~ pN}V~ded t~(s:~k H~ rh~"} p~~th=~n; ·: 1 througt; a '-'<~rtety· of rn€R:"1S~ By ;,,~~3~: >:~j €>!ll~"f~ph::,. HB31e-ed
b&ck f:f:n be ,serlt 8.S a~ ei:0G.t:Y.-:r.~c r.~BtH n:f::s;:s:age g&n~"3r.B;tfr3 :s.L:t::-H11:st:c~::y l'))" th:e se::'v~~r svst~~"":1 ·: tJ t:.;r ~r0;r1srn:~.s:iat:. t:=v~::f· 

:::.:~ t!11"2: :J~ten~0t\.~'o~~: ·1 ~5 Tr~~ 010.,-:t~:c~~:c ~~)au ff:~:.£~::age :.s :·::::~-:t:)\/t:ti ~~Y ;:t r~:r:oti;: dteut ·~ f,. s:..ith m3 ;?. P·~:(~:>~)r.al cotrlpB~e: .. {PC~;. 
s:tua~ec ?o~· ~t)r::e~:~ 2S:~:)'::!SS:S by th~~ pBt:<::nt ·: ~. i~:tt:.rncHiv~~~)( th~ ~::s<::dt:·::sck c~n b::: s::~nJ th:·£'ji,.;gh ~ t'.Bh3pht,:~e ~nte:rfb!-~:: dev:ce 
·t~ :l::)'. <Hl <~utor~~~<H;:.::d v.:_"t;~·::.s tn~=i:.:~ tn.s;,,:::;.::\;":.g~ to a t<::i~:~")h0~~e ~~:~ o:· ~":.s >.:~t) k":.:..itJ:.1:tr:k~t~tJ f«tl;:~1tnHl;:~ :rw~~2-s.:Jge fo ~ fBc2.s·frnH~~ 

r:m~:h1n~ 2?. bot~1 ::,:tt~~o sit:..ia;_•~d f:)t tt~c~::.: f~(:c~.:?~=~.f~ by t:~~~ pa~:<.:"}nt -~ 1, ! n ~)dd~tk~n to a r~Hn~te cl:~:n~ ~ n~ ~.;:3l~ph:~}n~ ;~'.·~) an'~ 

f'B:C$Jnt~~e n'"~r~()~;ne ~:·:,<, fS;2:dtJack :~c·:.;~ct he s~nt to o~her J:"el.&t6ci <:ievic~s .. ·:nciodmg a : .. :*N·'-Otk co.:"r:pute~ .. ~ ~-..,t:s!~~.$~ <:orr:pu~· 

~x'? ter. p~rs:7)H~~ d~~t$ $.SS~St¢f1t: tE::~&1;t~sh:.1n~ Qt tfi~flt::1! ($$t~ prOC8~~$':')t. r:.•r·~:~EH'&Pt~~ !~~>& t~:{:!~b~ck i~~ pr,~)·i/tded ~n ~ tiet'6<j tr::.shk~r:: 

;~~ tl.~li:h~:r descr~~:H3d b~kiw \'-!:11M. ret~~~3~~c~ h) F~GUHE :3 .. 

01~ F-:GUi-iE ·t T~f£· ~(E~:\~i2:~· ~:]l~-ne:.rn :e .;.~o:::s~sts ~~-f t:lf~::::. :.n~h.':-dt~'3l .$<:X'YY:m~ :li~-:work si:~~v~r ~l~ ., ti<H;..~ba~~i:. :s~~rv:tff ~~4, and 
QppH.:;atiot: s~~:v:::::· ~~fa. Th~~~~ ~:~;--v:er,.-s {~re :nt~ff~:.>:.:n::~f:·r~d vk~ ::.~:) ::1tr:sr:::::~h'ft"::fk 2.:J. :r-1 ~h·s desc6be.ti ~n"1bt:cd~rnetH. ;h·~ ~-u~t· 

--;~:· tiorfam~i wf ~he s~rv*r systen) 16 :s c:stdt.::Wt~d ->:~rfl~ng tf1~s€:. th:-~~ ~:s:{·v~r~ for ~~fid~.m.·y ;:..~;d proces$h"!-g s~p~0d, ::~ittF~s...~gi": 
frH~ -r-~u:c!i.~·~n~1::tv· ,--:o~~td ;1b::: l~i: p-:?:rfnrn-:~d t)y ~l sir:g~i~ $i:tve:· f~:· c!·~~s:~f:r of s:~ff¥er~. 'Th~~ fl!?:Pi'.:crk ~~~~rver 31 h~ fr~::~ p:irnary 
h-:t~rface c~f t:)~ s~~-1;.<~t z;:y-$ten: 16 wnk) H1~ :nt~:r:·~~h~lork 15, T~~~~ :nE~h~ie>tk ser~1er 3·t p~:tr1octc~d;y r~-t':Blve~ t:·1~ co;lecfed 
~el~n·~~~~red :s}gnals sent bi ~·e~·note ~n~plantaLl·i~ rn~-citc~f '~·ev1ces= over the intet·net\:..i~;.'trk ·l S .. The net\.¥·o:·.~~ ':3e·t\/er 3~ i~ 

:tw:terT:~c~:d to t~~e ~nte~n~hvcrk : ~~ thn.Jtif:th Bt :.outer 32. ·ro ei:$-ut"e ~·::~f~~k)·ie t:t~ta e::<ch~~ng;~,- t~~e netw·ork :~e:\:·~r .3·~ fmpl0-~ 

~"!-·) nt~ci.ts .'.3. Tc:::/~~ ... P~'ot~x·,QJ. st&ck~ r::tt:ie:Jg~- :other fcffr~s ot r::etwe.-:~~ ~:rct(~ccl st;::~c\$. t~Je st.-:~tt'~t:l$, 

&;,,":¢~~ss tt~ ~nk1!":~1;::~t:~w.{r. hdd i:~ th~:~f:·~ ::-~-.~OtY.t> .. ~~ ht~~:-:- ,,g~:~~:ne \.':t ch~:». ir: tJ~~ t.)~·rn ot Got:~~'~t~:d t"r.~&st:t·e·s ,3ets fr(:i-f"'r: .irsd;vid\.;a~ 
p;~tie:)t& Is ~~cei\1ed~ Th.$: d;ltaO~.s!:~ ~e:\~~1· :* fri:)0$ ~h~ ~~eh~·ork :~3.~"}:····.,;s:· ~3i fro:u h;:-~v:n9 tf:~ ~;3t0g.s:~:ti3' ~nd ;3f.O:"fi frt0 ~:)di· 

v:o::..12~i c~~-i~~::t~t~3\.i :-r~t::a~~~.::·t-~; ~;.~3~~> tr: the appt€:tpda~:t3 pat:e:-:~ i:~t;re r~~co:-tt 
=~~~ [0:032"] Ttti~: :~ppi::catt(>t: ~~i~-r·./0: 3-~i .:,::p~~rates n-tf~n:sgen_·~i~Pt a,op!k~a![~Jns Br~d pi.~l'f.orn-:E da~a an~"!.:yshs n~ thtt p-ari€:?.ntc~!~~· 

:·~~(':(?~tis~ f~.S f·;J~·~h·~r d~~:~i.)dbt~d bi2!k:v:l \.V~th n~fr~tenct~ t:.~ F:~GUflE 8. '"1Lhe appfo:~~tk1r: -s~H\N~r 35 (~:J:n·i::·ni~:Jk.";:ates f~:~idb:ad< to 
the :~-divldU9) p::ttlenfa: ~ithec· fhtOUfi1 etectronic n-:~il se:·Jf bac~; O'ier ~he ::rrterne~wor~: ~ 5 v1~ ~h~ ne~W·D!"~ . .ser¥·e: ;31 {)r i.~g 
~~Ut<>fY:e:t~~-~j vo~ce t·na~i or ~~c:~;·:n·1~:0 ~ness~1es tl1rou~~h the tel.~~phc:~n~~ ~ntE~rface ds>~k:e : St 
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k~~t!~n·eh':.~(~t~. :~3~ ~·K"t~~;.e ~Ji \Vhi<.':h C(~n hx::ud~~ pe(~ph~~<it dmll.c~3S, s~xJ~ ~3S ~) prh~·~~~r 3?, Tf1i:: ~~~~r~ta:tk~n~3 3t~ a.re ~v~· use 

by ttm daW r~::~~nagernt~~1~ :.:~r:d p~·~~ir~~rr~f!'{h1g ~:ta.ft n-:.:f.-E~frg staff. ef::c:.t: sfaft! ano otft}_s~· cGnf.~~~1~1r~t~~ a~~d <EJ:-hodt~t~d ~}~~::'-· 

~:::.:nnel .. 

!0')~41 

n,~,~\.)td:s :s::nd r~:.~t*r§ h~8!~h t~:G :r:f-:-n~'1.:23t;~n P~"'B~~rah~~I'\ tns d:3~J~l)~S~ i l is 1;,-::.nnr.:9,~r~d ~.s a ~~~t 0f r~=~~:::-·sp~~·d~ M!gr: 
cs:pB!:)~}y !'ls::rj· dtt\~·~~~~ ~ucr:. ~s. ~1rgr::c·t;:i:3d. ~nt({ 8t RS?Gt.:r~ci~nt Arn3:l of h~~xpi:.n~i~·~ D.~:;:ks ~P~AiD} v.~thirn0. H~:,-t..<.i'::-:1:-~€:t. ~r:~;e 

f<:)rfn of vo:ame sto:--2~.qe; no~··\.>t:,J·afr~~ ~;to~:i..g~::. rt3n~ov;3:L~le stott390: fh;.~3d BB)ran~:. tm~<lc-rn :c~ct::.-!~:~> stt~~ .. ~ge-; . .sequ~:·:lt~;::.: 
{~C(~i~~~~ ~to:-::~~~·~·- pi'2:-n·~::H~Bn"t ~~h:)~afj~~. B:"a~~ab;f~ sto:-a~~B: <~:~;.) tf:~-3 iij~~ \.~~"::Jld b~ EH~~Ri~y :S{..iita;~~~~~. "f~~t~ \}:"fj<~nt~:ai~c:·~ {~f th~~ 

:~:s~}ns~ :~3f =~ cen:.~·B: pn .. 1ce.ssk:~~ uf1~~ (C~tY}: {an<3cvn :..~'.::t.:€:ss ~"'n-:~~:·nc.:;r:i {fl . .'.\~·~\ :·N.):f·i,vo:(~d:.;~ s€:cc.:or~d:..~ry :~'..O~"&~:f~~- st:ch ~~-B :~ 

h;::.rd (k:v;:; nr GO H(>~~: tjrhi;:;_. r.<::~:~of:~: infe:~!C~3~~ ans.; per:pri-::~r~11 dt~1.1:C<3:s. ~t"~t:H.!.dinq ~~$.;:~:-: i:<tf::1:33 .. ~:n9 rne:&tt&_ .. ~·u~~h ~$; ~ 
k0Vbf:,~lrd ~r:.d cfa.::p:ay. Prc9:~:n ~-.~cd~~ k:~iudfn~?. ~::o~Tu-..."&rt:. p.n::-nra:11s:, «n{! dat~3 ;;:r~ lo~~ded :~tt, th'3 R .. z\M fer t:><oc-~~th.-:1n ~3.nd 

}:'$. pn~c.:t:Bsir:t~ by n:~:. C;Pu c~nd fi:B~JHs ar~:. ger::e:·rat~::ei inr d~f:p;c~y. mJ1put. 1n~r-:~;f~~hlHt: t·t stotafJ<:~. ~r-: 1h0 d:·~:'}!~:::b::~d ~~n"::b{~fii· 
:i:~~r~l. thG ~nd~v~at:al S0:'\if?-:S &ti"~ !r:!~~j :::.i:t:nfk:.t"'::'c·~~~3S.Bd ~~~~rvef ;~yst0:1--:~~: m.:ch a:3 ava:t;ib:0 fro:-n o~~~l c~)r::1p:m~:rs. At:st!n_. 

T.;:;>::~,$, c,:· Co:-r:p::N.! C{~:np:.~tt~:s, Hou~~.t~n. 1':£?:tt~~.:;. Each syst::~,iTt ls prE~for~3b~y ~ff~lJ~ppE~d \~l:h :~~8~~2 RvqM., 100G8 h&rsj 
dt~V\?: C'2'.pad~Y: data ba~kup ~acHm•:"?.S. anci :··el·::~Wd h~:.:-d~"<~:·e ·~o:· :nt~tct~nnEe:ti0n to ~~1e :n~r~~neU:~·ork ~3 ~u:d ~r:ienH::~l{Cd{ 
16. ~n ¢.:Gd:t:on~ the 'No~·k$t~ii-Jn:s 36 a~~ a:so ~nt~!: Penrkirn--ba.sed pen~or:a: con1p;,.~te:r- "..."Ir ~~'o:·~:stanon systen1s:, als1) Bvail--

~~'!) ~t:·~~ f~Cff~ Gt:H c~.:·n-:pUtl~l''S: .AUs~~r:. T~:~S.?..;, <~!' C•)t·r:p~q CC)fn~~,:-~:::T~. rli)~J'$t,x1~ TeR.i::~.:, Ea(:h ~)1-\.lff~~;tat!l'.):1 ~$ ~x•st;sr~bji 

BqUipp~d ·~'#~1t'~ B4~~8 Ff>~M. ~G:C~B h~~rd dr:vl'3 <~*Pa(:H.y .. ~t·~i~J t·x-::$Wd h~r(i~v-.B.~··~= f~):· lr:ter~?ar::h"31'.::~·!on h> th~ k:tt·an:eTh-vcrk :3:3. 
Otf!*r typ.:?:S (}f ~~rver ~n.(i v .. ~{;~kst~!it:(H~ ey,~ta~-:-~~~~ ~nD:~i;(~ing PB'1.~(..):~s.; --~Qrnpt:tBrS: Hifn;-~Q:~1:p-~::!~rs; ~-r\~lt<'fraJna 1.xxnp:..~ters~ 

:superco~Y~put~r~.: p~.r~~::~:: t;{)tnpute:s. workst::~tions, cfig~tfd data prOi'::--esso~·s ant: th.~ l*~~ ~vouk~ :b6 .. equaHy .swt~1b;~. &S; :s 
~~~o) .. ~~~ ~n th~1 .art, 

~~:: fOO:J-t~] Th::: t0:0n:.t:i:tGrf:tj sig~r:~& are co:T:~r=t:pic~::.tr:d ove:r ctf: intt:n~0l:\.~·:c~f~~ 1~\ such as th3: ~ntern~~t ~·-kt~Vf:Vt:r; ar:y 
typt~ c:~i ~~·i~:?.f,::tronk: cc,::!"nrnt;n~c:atk:ms link. f~~.sutd b~ UH~~~.( lnch..~ct:nf~ an inh1~n~~h~·or~ :h~k: ~~0rh~l i~nh. d;-3.t~l t~~~t~phcn~~ fo·~k~ ~;::~~-· 
~~im~~ Hnk. ~~~d~o··1n~quency Hn~;,~ }nir~i~"~ct ::r:k: f~b·~t (:.pt;c Hr~~,, c,o~~xiaj (~.ab~e :tnk) tei~~~ .... ;;.~1on hnk~ ~ifr·'..i th~~ jikf~:- as ~s knO~\'n 
h th~* arL /S-Jso: t~:·~ nehtf:)f~. :se:·~l~~t· :~~ is; iw_~~r:ac-~}d ~.IJ th~~ in~.e:-:vst'.:~·ork ·:5 1..:s:ng i-'- .. G~'l ~:.~~;~:i..~:.~rk E .. ~:..tt~~r 3X\ &:.IC~~ ~-1.~:: n):.?~t1·· 

ufa~.~ .. ~t: .. :r::~d by C.is<:o 8$:-:s-t.B~rn~. lnc,~ Sa.n J:o$'.S, CaHf'Jrn~~i, Hcw~v;sr~ <iny ~:yp~ of ~r;v~da::.:1n~~ d{:\':ce s·:.JiWtb~e ·f:'): :nt::H•~or:~ 
::z,• ne:Cti:o~~ :..~: s:~n\'gr tt~ 8. n~.::{~1.ti\°):-·k coG~d b"~ :..:s&d~ j~·i::::h..:{Jng ~: d~:t:~ ~n~··i~sn:: cat:~G n1Ud&fti. net~"o:-:l-: ini:G!:-tf~C8~ s~~rt~: 

:-::r.:~~nt::ctitHf. d2:ta po~t hub_. fra:':.::t: r~t~r·. d~gttfi~ :~'SK .. ~nd ~f::t: fike, :sI:: Ls J..;n.o\.~in ~n ~}H~ &rt 
ftXKt-71 fl(~URE ~J ~s. .a b:ock d!a~~r:?t:1: sj~o'*v:~g :h~ s:::f~wHr~ n-:odt:t~~' 01' :he $ie:\H~r :>y·m~::n'1 ·i ~; t~f ~3~~ ~;y~:~~;-r~ 1(1 of 
F~(hJRE ·l .. Each n~od~J~<:3 h·3 :J: ~~crtpu"t~r pc'Cg:1~n1 wr:~tet1 :;~t: ~;curti:: D~3~3<~ in a C~(~:ivt::~i:o~a~ p~~~)gr:;~nw:;.:~g ~:;~ng~Jag~:. ~;u~~h 

~& t~~& c. ot ,.:av:a pr-..)g:sr:'t:-r~k:g ~$.ngu.~gE":s_. a:~d ;s ;::·r~:::ent~d k·f &~&ttit:on lYi the CPU ~:> ob~(:-Cl: o~ .. bytf: cc·dt:~ as is 
S5 ~.~~ow~~ ~~ ·:nG ~tts_ T~)l"2: var:i1;.;.s :~~);_)l~rnGr.:t~t:t-:n:.s 01~ th~ sot~rce .:..iC-1:.!:-:1 ;~~l.'~ nbject 8:1<) li·yii: ~::nd~$i tHr: ~~e h~jd on ~~. co:11-

~)~~:.~sr-·:e&a~.b~::s st>..)t·~:.g.e m~ct:u::~ r.:~· w-~bo::ftet:.i ~):':. ~ ~rar:s:~Yli~!:k:r: :1:e'.:ih_:r:"l ~r: ;3 car:ie:· >~~~v~. ·T~f~:·e ~te tt::ee· ~:.f!::1~:t~ :;cft· 
\•V2Sf0 t:H:;d:..H~t:~ ~r..~t;k:tl it::~ct:onaFy d;;.::~·:r.:~~ !'h;;.:: ~1d~~~a:y ~p0::;.,_;j0ns f.•s:.?::iO:-'tne<l by ~he $::~:v~r s;ys!~~:l1 16: ·'Jat~t:;~·~s~ ~~)Od~ .. :k~ 

51. >.::.n:.::dyf:~s :~K:tide 5:~. ~:1d f•:.::·sdbas.~k fBCdtiW t~~i .. fr1 !his t"i~:~;i:dbed t~i~~hoc-Ht~J>$r:( tr;~1.~e ~~~od\Jes ;::~r.:;,:i: <:":-..'\OSCt:tc:~d: if: :::t d~s. 

tr~t.~ut~d c:~):11p:..1tcr:.~~ ~i1v1r~::.~m~~:t aifi!ot..:~f1 ~ :sitt~~=~ ~er.,.,.~r or t~ clush~t .of ;;,;~JVt::s cou!ti al~.:o p~tfonYi th~ tt:r:ct::·(}n.~my ot 
.·m th~ tnor.ki;~s .. The :':~r>r.l~J~e tuncH0ns ar~ f\irth~~· d~S1:~t'tb~:c] t}e~O'# k: ~T:tOP& d~t~ll bef~f:Hting 'Nith :·1t~1~~rtmc~1 te: r:1GURE I. 

fOO:J6} F~):' e~~~~h pc-~t:t:nl b~:~r:~1 ~tti;:d~1~~ r~rnct~ pafi5n'.~ ca:\1, the ~~B-t\i(':t syst}3n~ -~ t~ pe~ .. %od!Ci3Ji~l ret:~:ves ~ (~eU~3c~:Ba 
n~ea&~}rHs set ~~o wh~ch ~33 fr:tr\,~2.Jd£K~ tQ U!.f?. datr:t}i~!:;H n"'::t.•ciBfr3 ~; ~ k·:· p:-t-,c~~!:;!:;1n~·J ThH dat;:!b~3$.0 ~·r1tEl~.d0 ~~: f:1~gar:L::t:::'! t~~~-~ 

~ncHv~cH.iai ~at€~:n c~rt: recc~r~js s~of~?;d i:":: tf':~:. datc~f;.~3se ~1~~ ~3nd p~·ov:dE$ t:E~ i·~:.<':.H.~fi~s. ior ~~ftident~t s'!>:~t~r:g af!~j ~~ccessing 
!he (~~li~~~t~ti :11~"':2'3~:..cre-s ~·mB ;5.0 ~:Jti p~tj~"::1i cl~~'~ :r::a:~t<~~~~l-sd k: ~~K:se t:2~-;;cr~is;. Ar: ~~:e::11plary {jatc~l1:3~~ ::-:chern2l io:- ~s~ 

·~i~ h1 st 1J~~r9 C."i1H~.cE~d n-~~.&3~s..~re~ .$~::::~~ 6·0 ln a p-atl~n~ t..-:-a:··$ r·~~;:)rd l:$3 descdo~~i befo.iis'~ by'. '{·t~~Y of ~~~n~pt~~ )<..4tt: rl$ter~nce to 
F~GtJRE ~~, Tt~~~ d~!tt&bE~;~ S0fY"{':·r 34 {sh~~)\<f: ln rjG:JRf? 2) p~n·Gr:-t::s ih~: f;..:nctk~nHf~fy ~~~ tf·t~ <.iat::~bBse rtF)~jt::e 51. Any 
t~<p~ C·f ci~~ta.ba~~~. orf~an~:.:ation c~~S.\!:d b~ ~J:;~~z~d. hdiJd::~~J ~~ f:.:~t M~ syst~n:} h~e:~:.r::::hk:~~i d)!:.tahas~, ="H~a:i~,)ni?\: d~~!ab~~~;~~-· 

or d~$tf~b,:teci dataoaae. s: . .tch e.s PF~v~cted OJ1 dat~bas=~ \~~ndors .• swch as c.:.:-ad~ C}~tpor~frot1~ Hedwc.oo St1:,Jre~=) G~l~f.o~--
nfa., 

:~"'~} f003~l1 

ta:t~.{:-;d b~' ~}~& t1-:::ab~s~.:. ~r:c.a~~~~~ E.i: !:":: thi:-:: n:xt~b2l$~ 5:?,, ·rh:-t~~Jgh th» \.:Se ti ;N;'.!; cot~ected !r:kcr:-rtts:fr:m, ~h8 ~.~na.l\~s::S ~~)Od· 
(~{€: 5~S C:.?El co!'1finua~~~.;.ly ~oHo}~/ ~he n1€:d~~a~ \..<./etl bei:)~i of :c~ pa~}m~t ;it<tj c::~n r~3cogt:~l~ a:-ty tt-!3nds h~ :h.e ~~o:ft3cted 

;.~~ hk::-~n:~t:o:~ tt:(~r: :l:tgh:t w·.:~nB..:~~ :·n~d:ca~ lnt-.:~n •. •t::.~~fh;r}~ ThB ~ff:<~;y~~i~~ :-::J:.J(k:1t} 5~'3 cDn~pag~s lntih .. ~d~:~d :·rn~{~Sl..:rt~~~ :,:~:Kt 

di~·r~v~d :Y~i~as\.::·i~~~ 1')btaintHJ: frorr~ beth "t~Ei~: c~:t~·~~ F2!ccrd~~ fr~:· th~~ if:Qlv[d;Ja: paU~~nt and th·~ c~ni ~~co:-d.s 1r..1r a d~s.~:.~~s;~ ~pe ... 
c11ic 9n)LlP i:)f p~tient:~ or Hl~ p;~t1en! poptH~;tion fr~ {~~nefa;, "fhe ana~yt~c op.~n.i:tion.s p£~torrned by 'tf~f' analy~;s fft<.(it.:fe 53 
at"~ fu~iher de$tdt:eti b$W~\' ~v:th n?.ie:·eq ... ~ to F~Gt:nE <t The .appfa::~t:on s~~ti/ef ;~5 (~::tiown in r:~GUf·~f:': 2~ p{:?.rfo:n:s the 

MSLV_lN\/ 002832 

Unified Patents 
Exhibit 1002 

Page 1008 of 2584



st~h.~: :n:-:iica10~, 54. As; (3Bs~-::r:b~::-:i B.b;,,.)V*l tMB ~~3~dbac~ cuu~d b~ hi t:l~-efrotJ.:t: n1~H er by~ &u~ornatt!t1 \~~)hA3 r:~aH :)f fscs:.m~· 
:te. :~>teferab~J\ the ~eedb.=K~X. js pn..-:.\~ded fr-: a ~::e~-:e.d ~-:1:~r':r:e.i". : n ~he <~~scr~bed Bn-::bodFn~ent~ taur ~~vels. (~t auti:)n:ated ~Be;...i· 

.:~ b::"tck ~3{~"': p~<..)'/id~:d. fo.t ~ fff>~t i{!~v01:. :2~:·~ i:-::t~:rp•'t:·taH<):1 ~i th:~: ~~~i·&nt :::.tatt:.s j;~Ok~a~o~· -~~.4 i.s p:,0v·:tfr:.<L At :2': ~~!?-'f::'):-::a ~6v:t::~ a 

:1{tHHca'Do:: f:{~ pot~:::i!l~3~ rn~C::t'":{{l et':,nc<3:'n ~).&$.&tJ {tn th~ f>B~iB:ct ~t~hJS intfa.":<~t\1r ~~4 ~: provi:::i~~d. Tl":::~ -:"t:~dt°}2.:~--:k tsv~~ C:t)~~Jtj 

also t~tS CC·l~P~E:·:j :._.~·!th h:...t:·r:n~ Oz.'}:)~<~·:: bv sp~tl2tHy trah~<..i ti:c~~nkl~:G~s ·Of :::~0dk::<·!l fF3rS·Oi":rf,"3.~. i"~ ~~ th~t'.j .~»v~L H;~ r:~nlfk:::~·· 

~l€3n o~< pntenU2~~ rn.:2:-t.iic;::.i: cor1:et?:tc ·is ft,:::vt:~rdt::d to ::~~3(jk~3~ p(;?Sc:;th)net2! b·:~:3t0d ~n H~e p::~~h3nt's get~~}rapt:b~~ are~, ~-:h~a::~( 
::!t B. f~;.-:;.;rth ~evE~~: ;~ ~~.i~t o~ :1~p~·(>f3::~rn~n~n~~ h~~tn..:ctk:~w ba$~~d on t~w p~~b:;?;nt ~~~;~f:t:s 1nd~c;~to:- 54 cot~ld be tr~~~mn~~~'.:B\."~ 

~~) ~_jj·:·ect:y to ~h~ h'lp1::ff:!ab~~ :-::-wtiicaf d~vi~~~ to :"fE->:llfy the pN;g:-<~mn~ktf~ ;:;s;l'\~(~th>n~; i).'Jntal:~~~d fhereln. /..~; ~~ l~urn~.)n-iat}I'' i.t: 
trm fBBctica: \2t::-!E. ihE~ t>asi::: ·t~:tffBct ft!'E~db~ck :s•~h€ff:i~ v~~ou;d b~ rnodi!f~d in t:·w ~~".:·::H~! 1Jl ~xx:<~ T·ftie n·:.~:dk~c~t t~n~e:rf~8r:\.~y·, The 
~~t~p!k:?::tk)n se~,v~:-t <1~) {~:-h ... ".'t:.{',m he FiGURE 2) ~~~~n(~~-rr~; tr~~~ h.:nctk.i~<~~~h.v t~~ u,~~~ ~~:.~df):~ck :1·:ofk~:,~~ ~)5-

::-::.:::c~ly~~ts ~nodtH~~ ~;~:; c~:-:tr~la~n~ :\~~to: i":..H:i.-:tion;:-..: s~~t~n·~,x~t~.~~s: c<.~r:-::}-:·:=~r:son n~:..~:..1·:3:.~~ u~: ~snd ~J<:::rh«&t:it:·n n:f:.·dl:.i-:s t).:~. llH; pt~:~ 
~~~ p~~s0 of tM~:. ~;cr:~p~~rtBcn 1T:o·(;~.::0 t~? is t~ f:t~:r:pat~~ h~c or :-r3m·:~ 1:""~tlivh."',j~)~3.:! i"ne:.:~f:lJr0s~ &1U'h~:.r eo::<:x":t~~cl ~~r d&ti·-..:~t:d The pt::-· 

p0~'.tt': Df tht:. defi'v~:J~-:-:n n:t~d;;~e t~~~ ~~; ~~} dr:!£5rmlnH a t:~:.::v~3d ::R:.Bs:..ff:~ bast~d <):1 t~tH~ or ninr:~ colt<~cter-3 ni1:~~$;U~~~s \:Vhid~ 

i~; ~h~;;n :.~s~~d by ~h€ co:·flp!.~t·~so~-: fn!:)dtd~~ 6~?. r-:-or- i:~~~~:$.nCe; a n~w and h1"tp~ov.::x..i 1:""~dk~{~tcr :,,)f knp~.ndk:9 he-::)fl fB.H:H~""} c::a~J,:·j 
b~ ciB~·:ved ba~·::::O o:; t~~e· t:Xt:fBP·~a:·y C:{~:d:~"':.c coHectw:J rneBs~i:-f?:s s~t ces<:dhed ~i{·ith re·f~~tenc·~ ·t0 F~GUF~E 5. The >?\na~~~~;;~s 
rnodUt$ 5:3 can cpetai~ e&~~st h~ a bali..~t·~ :·node of cpe:·auon w~~ereln patient st~tws ;p(i~cztors arE: fJenerated 'ka ~ se·t of 

8:· :nd~,.~:d~~s..; p~~t~~!''\ts. ~·-~t· ~:·t ~":. ctvn~~:-nk:. ::-~c:.,::-J~i ¥ihe:r«~;:h-i a patf~~f~t ~tah.:~; ~n::ik~at(.'f 1$ tFSr:~::-a~~d on t.h:e !fy for ~~n ~;1dh.,,.ldl~~~~ 

p::<th::nt 

[!Xl42J 
p~e: coth~cted ~e~st::·\~B s~ts 61} ::-tr:d sH:::~i':"'iQ i)o:h~ct~d nt~~StH"€S :s~~ . .c··:. :~dtf~.ough h: pr.~ct:c~. t~f~ ct:Hect~~d n~et~~;u:~s 
s .. et~3 .;~fe s~o~'ed on $ p~:: $81J1~ft~m~1 O&.s·is. ~)e~:~ <.:>o~j~ted rn~~~J.::·es ~;(:t$ t~Z~ (:7'.)nt~~n h:dlv:d:_.:a~ ·cotlt:ctt:d ff~~:asu:\ss ~.ir:ts 

~::.~: that BH r&i:&te ~o thr: :~3n'::~ fy'p~5 <)t pa~.~~5n.t 'tri:fr.~n~:c:·:il-:-n, :for ~n~~t~3~~ce: ~3tr:a: e1r:t:t:k~~3) .::-i.ctiv11.y, hut ~Nf't~c.t: h;,.~:H .bt:t~n perkd--
1c~~~t~.:' c~Jili~~t·~ct ov~~:-"tirrm. Sk~t:nf~ co~l~ck:d ?)'lea~~t~fBS set~; B~ c:ont:~h1 :ndh.,.~ch~~~; co·lected :11e~wl~tes S·~~w '!ht:"rt i~lat~: UJ 

dif~E~rer:ttyp~~~ Qf p0"t~:t~r:t ir;ft:~·:--rn~fr.:-:r:: nut ;~•hicl:: n::a.}.:- h~~v~: t$~~::zn cone<:t~id at th~~ ~:~un~ th:·:-t~ :::H om~:-~~ni t~rn~~~~- tn p~:~ct:ce: 
~he <..:ol:ectt~d n1e:;:~$w·~s sets ate {-iot t;t~p~r-..:.Hi~:!y ~~t;.J~·ed <~t~ ')x~~~:"' <~nd "sibt::)rt n-it:<~~~tF~~~·- ~-:~2~~h~r, {;'}~wt.: 'fn-dl·v~d:..::~~ ~>~"::.~it~t!!

c.~~i~$ rE:t;-.-.?rd ~t'.!~·e~~ nR:~~pte s.st~s of ~~ft:.:!:r~~~ ~=o~~~.:..:ted :~1eaf..:ut-es, :he ~J~s~-fn>..~rJ.: ... 1n t~~z~w.;~en P''~e:· l'..~.; ... 1H•~t.~;.ed n~efaSl;r•.:::.E sets 
3> 6G ~~nd &ibl:{~~1 c6lt€.:..;t9~:j :r:€~S::;r·~s set~ E~~ ~'.~ ftgthei" (i~~;t:r1b.~d belo·~~.f ~::th r~~1~t-ii:~~(~~ to F~GUHE ~ 

[fJ043"j 
:·"t:quests ft~)~:"t th~ co:11fn3rtsor: :nod~~~~= fJ2. -·n~e d~riv(:!d :··r:mt'3ufi?~ 6-18:0 d8~er~t.thr::d by pe{fo::r:"t:n.~1 ~1r:n~3r ~nti :-::0::1-Hn" 
€-?.at· :~na1he:1~e3itcB.~ opt:n::tio:"ts; {~n S€·l€<:ted peer n-ie~~~~u :es. l)C ;?3nd ~f~t~lin:g n~e~stu~s l)1,. :3s h> known if~ ~hlS a:-;. 

:::.:~ :eoor·:j s~o:"t::~i :to ~t: n)~ ct~ta~)::-::.s.~~ ·:.1 o-:- tt1:~3 ;3y:3!en: ·to or FJGURE : . z-~ni)~ th~: ·t~'1~~~r:'1:HH'.)n p~::t&if'.i~ttu ~o cot:e-.-:tt~ti rne~s:· 

ur~35 s!Sts ar-:e s~-:O'{)'.':"l~ Eatf! p;::.tie:'."tt c23re ~>scci·t~: ~~...-~td~j a:so c~n~;3in nf::,:n:<i! 1dt3nttf;~n9 <ind t:·e~~rr::~n: pr:.":~fi~t: hkcr:~:<sti;:)~\ 

<~~; Wi~:jj c~s r:1~dk:al :~:sto:y ~~-id otho:-.::r ~-:~~rti~e.m- d;.:":.ta (:K~i show~). Eui:.:h p;:-::.t:o~~ t~<~re ff2--.:.~rd s~:::o::es k":, rtw ~tth..ide of coll-ectt~.i:j 
r:·ff~i=r~: .. :rf1S ~}~~t:s k~r ~tr~ ~nd:i~l1d~~:~~ pat!erH. Fae~: ·fn<fr..,.·j(,1:.1~~~ ~.st r~~pres~::m~s ~~ rE~~~i:·tdE~d ~:napshot i:;.f rdm-:-~E~t~.:?.rE~d ~)fgni~l~ d~k:":.. 
v· .. ~h~ci!. ~~~:s. ret.~):det:~ tor instftrtt:{:. p~r h(:·artbem ,)r b·:r:nsd $¥6~6 bt:.s:~. by t~je tr·r:pl~~r:t~b~e rn~t:k·:td d~v;~-::B : 2, For 

~x-: BJ<i:~rnp~~. ~r $ c.artt~~c p~tj~r:t~ th~ foHo:.,:o.;~~~g ~ntt:rt-:::&t:cri ·w1,)U~d t>e t·ec~Jn.,"!.eti a;~.~ C':)!t~~t{~d ff~e{:..SUl'"~S set ~Hti~1 ~;·ectt·K;·~~ 
~cthi~V ?1: v~3ntnt;u1ar e~ectrk~1i ~~.ct!\1~ty ?~:~ t:m0 of day ?8 .. ec~iv~ty l$V~3f l4 .. t:;::::di~~c outp;i l6~ o);yger: :e\~: )·t:.~ c~;"d~o~
V'f"!{~c:.~~:3r pr0ss:.~ff5 :T:-t::~H~\.::Y:f: T?~ ~::u:n~of!.~H)( fnH:~stff!~!:: ?~\ ;r:ter..··13nt:ottti l'n:~l1e t~)·· thi~3 in"':pl::-3n~~:-i.b1f: n~,0dk:.;::.! d~5v~:~~ ?g. 
:~f":fi ~h0 ::-~:0:~23fJv.z SlK:c~-;ss c~f ;3~~y :n:tf:rv.z:~t~ou~; n-~~::ct~~ S:C. :~ :.:~ddit~of'i .. n~e in~p.:anf::tb1e fflff<.i.ic::l: d~'/k:~~ :~:., W:':3t:id a:·st~ t:~tn .. 

tm..:nlc:..::.~~ a~v~c~ specllc it:f·:::ir::r123~l~::w:: ~nduc:ng bau~~ry· t:ta~~s a: and prc·g~J?.J)"i .sei.t::1ti.':-:: U2. OthiH. typ{}.s i:::·f coHecteli 
.-;~:· rn~a:$: .. :re~ e:i~·e ~~-trss~bi:s~ l :-~ ~ddit:o:\. B v~€H-·dc~1:·s.mienwd $et ~~f defr·.'~'i n-·:~.~;s;Jr~s ~~~1 t.m Oet~fni::1~tl bas:ed en t~~:,.~ cc·~·' 

~~:-c?!-=~d :·r1:t::i~1.J:-;o;.!.;:. :1s~ h} knov~n~ ~:~': t!1~ a::-t 
(OMSJ F!GUnE;;, is;> r<irn:d 'A&w srwwkl;~. by w;,~y of &:<m11p:,,, & ;;;it of F<~rth;! rnn:%::: pa!i;int c:&r~ :·&rnrds ~:w:~d 
~n ti~e Qat~OasfS f.7 SJf th~ sy:$i~n·~ ·: ~J {)f FtGlffiE ,: ~ Tt::·ee p3tiet)·t ~~~re ~ecord~ B(e .s}~owr~ ·fo~ ~---~tienf ~· ( .1-:.~NBnt 2.( .and 
P~ti'ent 3. For e~ch pat~nt thre~~· &~ts (l (f!.~:~e,:std~·s a;·.~ s~to~~·n,. x·, r: and .Z. T:1~ tr:l;;:~~su:'es BJ0 o·:·gan~;;:et: l:f~C sGts :.{o.:m~ 

~-;·) Seto r~3pt:t:·~.{:·:1t;ng sib~1ng ;c-1.eaB:.;r~:,s rnr::·de ¢:·~ & r~·t~t'~3n~>s t;:)t{:: f'.::::0, ShY~l:ta:·!y: .s~:t n,~~~1 s~t n~-1 (tM·d Set n ·e&(;h :l'3t:S~~:S~3n~: 
.s:t:.tk:fj n~e::ts.ur<3·:~ :'::":e!dH ~t t2-tBr ~y~f>:~-:'~:nf;H t:n1~s r~~ f:-.~? ~ r~:; n-- i' ancj f ~ n ~ ~-e~t".;:~~i~,u~~Y-

~:J~h ;?~tt n~B·2ittH~ ::<.'~ ~J'E: pe~t t'"::1~t~?Sur~~$!. ·l:)~,:~·i:.:: ar~~ f~~~2~s;~J~~$~ ;,,~'hkh (~f'3 :~:m~~to:·ff~j :>'..~~i" tin~i: lr. a ~3~!S»as~·rn~::tch~tJ 

peer gtt~up. ~{\!i t:H3;?..s~a-i:~~> rep:~set:t-~n·~~ c:1~·e:·:t:.nt ~~·tP~~~ t·f p;3-t:er::t inf~)rtnB~5~>:)~ suth ~3;; r:1e::~.m-~re~ .?( )··~, ;?3nd .Z, B.:-t: ;::Jb~Ir:t~ 

:~~~ Bl€~3:St~H$S. Th:~:se ar~~ n::~~;:~~~;J)"E!S w:-dcl"i ar:c:::- c~if;{~ :1'lea~~"~B3d G'.."EH. Hn"'l~~~ ·h~t ~~·hk:~-:: :--r;~ghi ::i·a·d::~ fn>r~(~tc~::y s~~v·d:cant n1~::.~~ft· 

:r:g ~ .. ~~1~n CCJrf~p:~r~~d to i~:~~ch c;th·~~· ... ~·:tf~b a: singl:t3 ~~)zL Each of ihE~ rne~~s~ue~ .. X.! Y~ c~~~d Z: co·:..;;.;j bi~ •.?.hh~:; ~).:);ii~:Ct<2:d Of 

d;;:,1·i~-e::i measc;rns 
[00471 n-:e an~~~~'$iS nv.:-:~ksl$ 53 \:?.f~own ~n r-:v.:ur-;E :~} p9ri(~rn1B t-No f:J~~~jt:; fon:·fs ol CQr1:pati.s.on. F:rgt~ indt'Adt;a~ 
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:r::.:~a~~w·-es ·f:)f B. g~v(:;:rt pal:ent c~~:l b~~ cor:~p~~r~~d to ~~ther ~nd;v~~j;JB.: ~-:-~~~asur::~~~ ~tJ:· t~mr .~~Brn::~ p:ste:·tt The~~i:~ l'.~~):r:par~~~.:ins 
:·r:~ght b~~ peer-to--p~et· t'HE:::tS'ff~3$ p:·~::j~'3Ct~d ~-:<vrn··tin·t~:~ ~nr l:-istance: x:n: X~.:~1~ X~!·?·. X~): C~t ~foHng:to·s~b~ing r:·m;3.:-)~J:·~m 

for a ~~~~=~i-~ snap.f;~F.:t( ~·br jf~~~;:3~:c:::~~ x:i.i: }":wand .l~~: c:.~· prc•}:.'.iC{~d cs·~l~H t~me: fc:•t in~fRnc::.:~~ .·'(m ~-~~::Zr~· _Xn·1-) ~··~.:--i: 2\ .. ~~ x· .. :" 
2~ Y:-:-::?= z;.i·2~ ... XD, ?"o· Zo·· Sez-::ond. indh;~(il::::~} :·nf.a.mJre~~ fi:.:t * gh.··*n pi:?:tie·N~ ::.·<~n b~-: (:{~fnp~;,:·,:~3'j io ol~1.;~r tndhli(}~.mi rnef~S .. 

{~. ur~3S ti..1t -a {jro~:1p i)1 o"thi~~· ps:ti~3r:ts ~J~sdnsi "tf~~3· ~:::r:·i~ d~~)~ase-~speci~i~~ <~:h~:·a("terlstks e::r t'~ H~~~ ~&,t:en~ popula~~~:n ln H§fr· 

nr:&~ .~\g.c~:·n~ i:h~·~;n i..X:r:·~p~r~scr:~;· n~:-gr:t b~ pn~r·~~>pe.~r- r:·inhY~i.~:·n.~ pn.:.i~i:;ted (.:.v~:, ·t:rr:~. tor :ns.t&n-c::::~ .~'_.1 , }>'11-·~ )(,:~·~ };'n,~, 

.:~·t).n Xr:.-;·\ Xn.~?~ )(n-2".· .>.:~a.":?': .... ~-.;,. x·.:.-::-. .-~~.y, Ct c.nrnp&dn{~ t'.'11'3 ~nd:\/:dual ;.1d~~ent:5 n:t!ast:~,e~I to ~n ~!V&fBg.& fn .. )~"n th~ 
grctip. S~rr:H&r1y~ thesB ccrnp~(~sons rr:l~~:lt !?~ s~bHn~J~to·;"3~nHn9 ~Y~e~s:..;rf!s tt:· smgtB sn:Et}..,~Jlot'3~ f<)t i:~$t~:ni:~~. X:-:: ):.:~r·~ X,-: \ 
~'(,;. )"~·: ,.·~·~··: snd .Zr:,~ 2~.r~ .Zn-''~ C·t prcj0Ct~~t~ 0v~1~·t:rne .. for :n:~~~d1C~~~ x~, x~~ ... X.:s~·, '(,,, Y-r;·: \"~~"· ;:_"",;,:, .-:..~·~{.- .l;t' .. :-::tf~i~ x:~~-·.t·~ .>(;, 

~.:.) f'. :~"':.;~~' YI~--~'; \ .. ~~ .. 1'~ .(~~--; .. l,1;~~'.· .t;; .. ~'·', X~; .. 2· .>(~.~: ... . Xri...:.:", Y~+· r-:.;-.~::•· .. Y~...;.;', Zn~2.· z~f·'2'1 ;:~:.:~2·· -~··(~·. }{r.. X~y. ).l(~ .. \"~);~ Yu", 
;:n:ti zi.:· ;?~:Y~ Zv·"· ot=~~ff fc:-trn3 ct· cornp;:t:iswn:t; ;:i:nE {i;;;;3~3;bl~3. 

~icr. re.tri<":\:e~ fro~Y) Br. h"':pl:5rt~abh:~ t:~1'3dica~ ch:vk .. :t! ·~ ~:~ tt:r re~:1ot-t~ pr::h3nt l':i:r~ k: ~::ccr.:nj~nc~?. w~t1~ thf~ p~Y~::.~t :.:1vet1t:c1n. 

Th-E: ffH3tt-:od 90 ~s ~rr:r.·d~-n~G:')t~~j ~s. ~~ !~c:;-...:0~b::•:1:s.~ cornpafer prog~B.n~ ~:-:1r f.::<e:.;utit·n by: Hli? ;~·e-rv~:r sys~~fn : H ($;+lc-Wn: t:: 
}:'$. F~GtJRE ·l }-. ABB p:{:-p~~rcE·~:tr~· st&p. !h(:-:- pat~~:nt ~~~~.:-~ r~~co:-d~~ an:1 i::tga:--,1z.ed ·~f3 :he da~::~b;:$-& ;: '7 ·~"'"~th a l-Jn:q:.w pat:~3:--~t c~t~~ 

f~~D~~~rd ;::13s:g.ned ~:o i"3B.Ch 'ir:fjjvj~j)J::tl p~3t3e·nt {bkx.X n: ~-- N~:<t i:ht: coH<:x-::teci :T(~ctf:Ul"\:~S. ~;:e1:3 fer ;:-:.n indiV~{h.:a: patti~·:{t Bre 
~·~~~t~~?:\.·'-:?-d frorr: th:i:-:: ~:1:pi-an"fk1.b~~~ rn~::,~jj;ca; devk~~~- ~2 (tJ~~J~~k ~12} D.sin9 :3 progr:sn~:T:rn··._ ·1r:t~rrr~9;::..tor, ti::!~:rn.::~t&f~?-d ~~-~§!lB.:s 

·ttans<.~ei\ter, ::H~G the Hke, Th·~ ~·~tt~~v~ia (:oHect~ci rnei?~s·ur.es ;:}~ts ~:n2: sent, on~~ swbstE~n~1B!f~y: H2:9t:l0.r b8.s~s. over tr~~ k:~e~·· 
net¥::·o~k. 16 ot ~jrn~lar c:)rrnnl:t~lC'.~Hon~ l~n~. tb:c-ck 9:3) and per1odicarny n~ceived t.•y Hve se:·ve:· syste-r"f': -l6 (block 94). The 

~8) c~:.Ht:'ckXi n·,-~s~!...~~-e~: ~;si~S B~·~ ~;~Q:-ed bt0: th~ p~~~~{:t <·~~r~ r~c1'.;rd h U1~ d~~ab::::._s~: · ~ 't ~or tf:.~~ lnd:v~(!ua.i pt.tU~=~:t (blv·..;~; 86), 

Ck~~= or n~:i.)~·r:i :.Jl 'tt~~ (:o:::t.::(.-te<i n·~e~3~ur~:s ~~st:s f(.1r tt:~~·~ _t~at:~nt f!t~ f~n~~~~·ti3(i (l:3~9Ck S't~\ &s fi_.rtf'ist ttsscti.P.ed t.~kwi .. ' ~~·ith 
re~e:-srK~* to F·:GUF~~~ 6. F1.~1f~~\:~ ~et?.t~t;~.(* bas~d {Jn U":B ~:::rm~y$:~~.= fs .~er:t t9 th~~t :.::~~tt·$f:t cve~· tt1e fr~!Bt':·1:::{W(Hk. 15 *S {~n 
er:"ia~~ n~e~:~~~e~ vL~ t~~epl'H)ne n~:e ~s ~n tu~to.rr:~.::tGD voice rnsi~ 01' ft°ic:.5·:rnfa::: rne:.::.sa~J6~ or by G~"r;if.ar f.&E~t.ib~~K~k cc~Y:t~,1w11-· 
c~~Hons H:1k {bk.:r.~~ ~fl). ~~z tun he~· :i>3:$J~;iberj b:2:k~:~·{ ~~·-;t~~ f·ef\~renc~ tc r--~!(::URE ; ·! _ 

:r::t~UE.:td of F~G.l.:;:us 7"-, the p:..irpnst~ (}f :hi.~s :C·l£t~n~::: b ti:~ ~rnske ~:~ a~~h-3r:-n1rnsije:n c~{ gm~eraf p:~ji~e:·lt wt~J:(~E?~W ~~H~~·~d en G(>:"f!·' 
p::~frsc:w ::~nd t-~~~:Jti~;tk~ "tF~nd~:: .:~n~iyEes ::A the rn~~ist:i'€s~ botf~ -r.::otiect~:{} ar:d de~·:··/ed.~ in ·th~~ pa~et·i-~ ca~~~ re:~o:·~:t:~ ln th:::i 
d\:;,t~~t~:~~~~ t?. /> .. ~~~m~ ·:.::• . .rii·~ ... :t~-t..i :1:~~~:::stff~~s ~;·~i i~ l3-s~ected ~: ~:i :a :Ja~:t~n~ t':!jr:·> :·~co:·d ·in ~he d<~t;~b~~s~i ·: /'1 {bh:~~-k. ~ '.:)}]. ~f ti')•~ 

:-n~:.::ts~.}:"SS • .. ~crnpa.r~~or: is to~-~ r:~ad~ {O ::-the~· rr:~::::~Eur~~~ ,.:.ntgt:-~;:::~;ng tr1)n~ tbE~ p:~n~~r~t c::::te -~"fi't,~ .. -.:rd ·fr)f the ~~an!~ :ndi:-l:d:..mj 
:!::> :..:atisnt (t>~::Jck :(H\ 8. sec(.~nd ca~~~~t&d ~·ne&:::~t;;es &~ti~:: f.;)~~{~ct~d frt•:rt~ th&t ~:.:.~t:~nt CB.P2: fi~(~\..1rd (bk:c~ i;)Z}. Ctf~\~~~·'AB;~\ 

3 grcu.p rn&&$.-Ur~s con1par:_sot: :s l·h:-:ir::g n\~d~: (bh-::ck ·t fJ 1} f:f1d B: .SB-CQf:~l cr.:~:-6:-)h~d :Y:e~m; ~·es s&"t :s s.&tS!t.terJ ~n~::1 anoth~:r 
p(Hi~~r~t r.~:e ~1cc:·d ~n th:e?. (.i«~(~.::::ase ·:: 7 (t~iod~ ·: 0:3}. Not::~ th0 ~fa.-::£Jnd tt~~~ectBd ~:m3:Su:·i:::> s,~t tt1uk3 afa.o ~::c~ntai·n 21v~?.~·· 

Bge{j :l~e·asm:es ~-=o:- s gti~!Jp o~ t.f~!€~:1se s~m:t..::Wc p:~Her~ts t~t-i{)r :he ~~;e~t~m~t pt·p~..:i;3ttor·: 1n ~Bfl~~-:~~i~. 

S$ n~e«~H~~!"\2:$ $i:::U3 ~s Pt:riOft}l\2:('i (~)iC·Ck ii)Ej)., B.$ :\~:rt:"lei~ ct~$;'.':ffb~~d t.J0fO\·~ )}')':th reteu~n:..;0 :n FiGUME :9. ~~~t1~Hm··:y~ :~::::. pe~:l"' 

:'fi~1surt":-~: cc~)p:2~:i~Ct':: ~s tc- be r:'l~di:s {t.;~\)Gk ~ ~)6}~ ~ :c~~nr:e fo:· t:t:•mpari:Mg .s.~bi.ir:g cc-Hec:t-e..:3 ~~;~astJ~·es. s:~!~ -i~ p~rfotn~e~ 
{b:-ock 107}: .:~;:: ?ur~~vsr di~:;·~:::r:bed b~k.':\oV w~frt :-t~f€8!'0~t::~ ;o r:-~GU~TE~~ -~Oi:\ and -1c:B. 
p:ws 1] r:n ~~~l't, ;~ pet-~~ n ~ ~~ :.2~;l: s h~ c~i<:~it~.: r ~s f::F:::r: e ~ ~H~d O:.tk•t.~~~ 1 O*.~} .. By W?3Y ~1f {n:~:n-:p !.~.:: ... c:srdi~~i: o~.npt:t c Otitd (~ :ct:r: ::~ri ly 
b~: ~Pr-~rox~rn&teJy fa .. G ~it~rs p}3r m1nt;t~ \;.t~~ a ~1.a.:<ct~~rct di3v~at~o:~ oi t l .G. An ~ct:c,.na.b~e :m~d~C<1,t p~-;..s;:(~m~nor: ro:.;~d 

.·m a;~cc.;r \.Vh~}n m·~ C$trdiac c.:..rt~,.~ut of :x p~tfer:t js :.t ~?- .. G·4, o .s.taf·:tla~\i -di:1\~iat!o:'1S cu~ oi ~he t:orn ... :. A cornpat,~sc~"l c>f the c&~-..:~iac 
cutr:n.;t fr.1~,~~Sf.;·re.s 1f:. ~shown in ftG;..JHE Ej} fo~ an k:d:v·tdua.f pat~{:~:::~ .aga1r:st prt:v~cus c-tu-·di&c t>~:>tp:..~t rne.a.surt:s "lb wo:..~ki 
::3st:::.bHsh t~,~3 pn3;~(~nc~ r;j ar:y ~yp<:.: ~f dO\-"fn~\·:~::d hea~r~l ~ff:r::·j a~ tn thf: par:jc:uh3r pm-~~3nt. l\. c.u~"npart~u:~ of HH3 car~il~3~~ 
c.:-i~lp't.:t r:H:::::.s:..ff~~s ~~5 ~::f th~: p;:::r-:::c~.~:::~r pa!~!:::r:t tfJ th~~ t:<~rd:aG ol:~ptit :n·~~rm~:"=~s '?S ci· ::~ gr~H~p .:)t p~3~~e:x~t~~ ·>4-"t~Ulfj 0st::~t.:lsh 

lo"..:'heli"::~~: th~ p;slient iS ~:end"tr:-_g C·:Jt •:i th~ rn:Jfffi. frof!"~ th:s type of c~~~i::~}y~;~s;~ !he· c~n~~y:>i~ fr:ock:tt~ 53 g~·ner~~t~t; ;s p~!h"':ni 
·~~> s:taPJ~ in(.~ic~to: St~~ and o~~\~;-- n-:i,-:.~~-:<:s of p~t:l$n~ .. N~H:--~Effi:ti~ a~ h~ kno~-v:l: k: ~he -::::rt 

kt !h~ c·(:.s.nh~e af rcGu:iE B. S~bHnf~ rr:.e<~sw:·es Cff~·~;m.~tE~ frcr:·( ~h~ p~~t!enl. CBlH rec.'.(~fdS for ar: :n-cfo/d:JHl p~~tler:t. Th~~ ~s.~~-. 
P')S·$ l2f th:s rc;.,~tine ~$ $fU:s:'" to c~:r:p~re sH>tit:fi ci~1iv-e{: rn$a:S~l:·13s k~ stbfh-:g de:·:ved rn~BSl:re.s {bt·:>C:k'S i '! ·1-- :~ i 3} o:- $~P·.

u:~g cc.n~ct0t: rnea.~~m~s t(.: s;b~in9 C•)~j~:cted n:-~asut·es {btoci<:s i l ~:-·i 1 l). T~W;$~ if aer:"':"e-d n~~a~l~t~~ ar~ t.~in:g ccrnpate~i 
:~"'~} g:t:-tJCK ·-t : o;= rne&su.rB:$ ~t~3 ~-3~l~ted fn)n~1 ~3a~~h cc1:~ctt:d rn~asures s~t ~bh-::<:~~ ~ 1: }, F1rs~ and ~;~{..:ond ct~r.1v~3d n:i:?:;asu~·~:s 

B:rc~: t3!~ri\10d tr:·n~1 th:e Sf~i$~d0d fn!~B.su~12s {b:ock ~ 1?) ~;;~~ng ti-'1t3 de:.:ivctt:o:~ n11.~f.!.~)j:~ t:s {s.r:m·<i•:·n m ~:1GtH:.tE 4} .. T:--·H3· ?h-st ~n~l 
$.~~t;:r:.•:~,.;j d~"'::r~'h::~j n1~~~.:;LH·~~& :t::e U:ir:.~'°":' cc~~c~:~:.,·;~<~ (l')tccP; --: i ~~} B:>ir:g thr:: cvr:1pe::;;:.o~~ ~Y;::·;d\.~l~ ~~2 {&t:~Q ~~k:,:..:-..:·n ~r- F{GlJHE 4}. 

T~~~~ :3t~p~ ct ~~=:~~dh~g: d~t€:tn~·:r:ir':~1- }:'..:t~§ co:·r:p;s~ng {bloc~s ·~ t l .·1 ~ 3) ~?~:"£: t:t.:fH:S;::.te~J \.ff1t:t ~~o t~rt~~;r f.>:(r-:pad~i:·n:> ~~-s 
~-?~q:t.:i:'€Ed {b~ock: -~ 4\ ~\'ht?.retip~:tn ti)~: rotHk:t:: retu:ns 

rr:odw;~ 62 faJ$o sho~~·n ~n r:fGUF~E .-n, ·~·he steps 9T :~..zt~ctk:g an:d cornp<~tkig {bk~ck~ } i5~: ~6) a1·e :t·$peBte~~ ~ntU no tur .. 
tt1er con1p8:·~son:'.~ ;2tre requ~red {b·~i-]~~~( ~ 17J, w~1ersupo~·: ·tt:~~ rowt;ne t€lt;rn.s. 
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ft>OMJ 
i 07' for :..~sw !r1 ~he rt.?~JHne of FR.::U~iE 8. P~~~=r n~~~~s~.n·es otlgh~;3.t~~ ft on~~ p;jih1~"!t c::u~ r~~t:~J:Us ·for ~jEj{1~~~~H p;;).·U~HH~;. ind~Jd·
ing g:-oups c.:f l~·:se:.:ffit~ Ep~dHc patli:~:nts or th:t~ pftti£~m pcp:..Hatii.:~~~ ~r1 g~rwfat TH~~ p:..ffpc~~;t~ cf·~~~i::i to~mn~ hs t{~ ct~n1p·::~ri:~· 
p9~:~· 1...·h:;:fr,..;f~ij rr:-ea~~~·-e.s t:) p~~~· dst~v~d rrma:.~ur0f~ ~bl~~~j~f'! : ~:~: ~ 125}, P'~-e~· d~~~:v/$d t"fmaEur~~ ~~) pe~::" l:-Jh~ctied r:-:~~~~l.~:-es 

.:~ \b:o{:ks ~ 2R· ~ 2~;t p~er C{1ji~3:(.~l'Sd ~neas~g{~.'.s to p;s~:- d~rh..~i:d rr:e-~iS'.;t~·~: il-:tock 13t··134).. of p$i:5t c:-0l:&cU~(~ rn§aSLti~\s t(:· 

p::3~ ~~ C(.1l :ec~ ~)j n:e t,su r~s. :J;~~)eks ·: :'3~~ · i ~?.?). r hU.$.: :f ~ ~1~ firs.~ rrJ.~£3.8 :JrB b a: ng f:(>fnp:~u·~d :;:'3 B. d~ :-~v:=3 d n"::'2=~~8i ;n?. (~;~~·1ck -: 2G) 
~~:d ·the ;3~C:..)f:ti rn~&s.ur~ b~h:s1 cDr=-::p~~:~ct ~3 &ts{.)~ th::·rlv~d tr:easti:e (b~ock 12 i \ ~ne&sures &r6 s)~:,~~ted ·fr'O:Y: ~acn c~·)f· 

:ectB(j rn:::.a;3,u:-~es :'3et {blc·cX. i 22.} .. H;·s.t anct ~ecanct ctsriv~a :·nea~.~.-ffBs. ~:r-~ d~riveti -~rorr: the SG:~53'r~t~d n~east~f$3~3 {bJ·ock 
r {':~)J ll:Si:\1 tht} dt:t~VS3t3o:n: :):(.11~.::e l~~~. {Bj~own ~~ fjGlJRE ~~)- Th~"3 t:rst f:!1d 8ecc~:a deriv~ci rn&f':&tH',~s ::~~J~"3 th~:r: co:l'::p&:}}0 

~~) {b:o<:fx 1~':4) l:s:ng tt:~ CO~YtpHriS0:'1 :1:,::tdu~0 t~~:: ~also S.ht·'..~~r: ·:f~ F:GURE 4) _ ·r~~0 $t1::f.~ nf !~i~t)~C~~:~fj, d~~~:e~.,:>~~nk~g: ~n~j CCffl· 

parh19 {b:c-cks : ~~~t· i ~~4) ~:tnE rt:p.::~;.:t.ted· UNt~l no f~_::·tht3r c·mr:p:2~~~k;o:)S ~~rt~ n~qlJi:e~ tt~~iX~k: -1 : ~)), -~yf)~~reupt·n tt:~:· :·Gufine 

p<.tf~3d ~s. a f .. f:il~t:.t~ :Sd n.:t:Bm...:rf: ~b:oek 1 ~: ·q. & ·fjr~~~- rn~~~ ~Jre ~s. &f::!i::c~~~d ft~~n~ th~-~ Hrst Gi.1Hf:tJ~~1 r:-::t,.:3:~)~Jrl=1S. s.J:"2.:· {block 1 ~:6.). 
~~~ A fo~t ~i-:~rived t:H~as:..ff~~ ;t; dedv~~d frorr: th~~- ii:·s~ s~:tf:CtBd r:~t;tmurf: {.bfrx:~ ·1 ;?."?) ;JJS~ng tht:. ~3,~rh•at!t•n tJ-:odl~f~~ ~.:i~~ \,sht·v··,fr: i·r: 

~iGURE 4}. Tf~e ffr;~l cl~5riv0d ~3:-~d :>r::co:~d coHect~d rne<t$;.~J:1:~s ~3rf: ~J~et: co~1"~p~3rei;.1 {btci.-:k ·~;?.B) :...~s\ng th~ ~x~.n~p2:rh>.,.}~~ 

HlC-dHt~~ £~~ u~!;)C ~hov~·n in F:.QtJRE 4~. Tfu~ ~~t:t:.~s ~i .:~el:::c~h>g .. d~~:!:2.~·:·n-i~--3~ng., ~3nd c:x:lp~dng (b}cc~:s 12fi:.1 ~~g) ~fi~ 

:·~p~~:,t~d lmt::: rm f:JrH:B~· ca~np~\:·~s~ns ;3,:·E;: :·equ'tt~d ~b~ock 129)~ ·wher~:wpon ttle rc;:wUne r~:?:~l:n:s. 

8:· p~~-t'Sd ~:?. :=~ d~rl·"t> .. ed trte~~$~Ue {t.:~u-r:+~ : :30)~ ~ ·~ec<.·nd :-r:-t:~~~~~1.s :~ :!;¢:fr~c~~x~ fr~)ff: t~~~ s~con~~ ci:)~~B(;t.ed rn~~.~~Sl;r~:s ~f~~ ~t~lo~:k 
~ :3~ ~, A ~:r:co:~d d:3rjv·~'-i ~~~sAAu~-e ;~ d~~rtv~d f:,1fY~ tni'3 ~i.~<x~r:d ~ei:3d.~,...; rn~"3.~s~~~·e {L1~f~(:k 1-32) l:~~n~3 ·H';~ ct(:~!"··~~ti<'.f:: ;Y-:<~:#.;if3 

63 tsh.o~·r.: 1t~ FiGUHE ·~). T~1* ~$:·.s~. C(.)tlacte~·J an~i setx;r:d der:~··~fj ~;:·:-~astJ:·N;= a~-e th~t: CQ:tr:p-~~rad fb;\..;ck i-3:'?.} ~~::::.i:'~f~ U:e 
con,:paf'~$t:r: ~11CdW~: t~2 ~&tsc sho\~:~~ it:· F·lGur.:;E -·~}. Trw ~3t~t:~· ot ~;6~~t-:;tin~1, d~~t~~·rn;n:ng'. an~ cc.n~;...:t:.rLqg fb;c··~ks 1 ::n ~· 
-~3~~.; r~r~ t~3p0&t~~d Uf:tH r:o ft:r!ft\'3!:' t.-~>:T.p&rts.ons :xfe r%qui:~-c-t {:::fee~· : 3-·~\ \~hen3upcr: ~he fOVt1n~ ~i3tur~~s, 

~::.~: (no5~~l tf ~~H~ t:rst :1:~-3~3:~t:re b)~-~~1g CQ~··nr);::.:~:d ~s a C!::liB!~~Bd :c:e;,.;~u:~~ {b:oc.k 1.2n) a:1d thH sBcor:cl ::11eas.ur~~ t~e:::-~g t-:~rn-
p:sred 1~ a:so {~ co~lBck::d :1:~)a~~(~t~ ~bj~~·~;~ 1~;f;). ~-:-~~~<~~~~re::~ a:,e ~~i:~l~cfed f:u~~·~ .~sBch ci:~fi~~cted :-r~~:?:::3.st::-i:~.:~ J:Se~ (b;~Jek 1~t)). 

T~F~ first :anti :s:t.·<;:on~j co~l~cted rneastg~~s are then c::-~:fl!J .. i:~":.·:·i~d {block: ·:;36} us.fn~~ th~~ c·orr::pf~:-is~~n rrwd~J·~ 62 {~.:iii:;"') sho~\·t~ 

ln FlGUflE 4). Tt:~ ~t~!p~ cf t~~~!i~t-::~lng &nd <.":0:~1pBr~n:g {bk.:.ckB ·::~-S- ·::3.6} .1~re 1~1$p~~~iv.so unm nc~ f~ru~~r t):~;n~p0:rf::~c:.n:~ ~~~ 
:·~~qutred tb:oGk 137~~ ~~tr~st~l;.p~:n ~l-:t;1 tz-niti::""m rc"til:n-:::':. 

l. ·Th~: p:.;rpos~:. r.:t ~his ~'t:-Uf.ine :B to prov: de ~::0~'i:·1 f~:.edb~c~~ b~~e<~ t:n tne p<rt~ern s~;s..t:Js i:c:J:catnr t::-odr i~}v~::;-s or f~0ab~C~t: 
a:·~ p:·~v'icl~~j wl~h i:~Cf~;~»:ng ~eve~s. l'.i patt:::'!t:~ ;:1v~jjv~:.:·ne~t ~r:d :~1~1dic~: c«r:~ h-:ter:.:~~~r.tlot:. A~ 8 Hrst ie~-/el (bfr)ck ·H50}. }~.~: 

~n:~3rpc<::taH~~t:: c·f tt:B part~~rn- stat~m -~n~j~_.;:-j~_o:- S.:l; pn3fu.:·ab~y phr<Wt3ti :n l::~y tBr-:tf:"~Giogy. and ~~~~!8ted health care ~:')·fon~1a· 
tion ·~s s;~:nt to tr.-~:. iJ~dh::d:...~r::!: pg_t:0nt (b~cck H~: ~ us~ng t:-1:3 te&ObiB.<'~k :-r:t.t(h;h~ ~~6 fsho\Nn h: FlGURS- :1) .. ~t & st::cond ~~v0~ 

:::.:~ {b~oc~ i ~~-~~). :2~ :"tot:~·:c::tt:on of pcn-~-nttaJ f1")~~Q:ca: CQt:c::e~n\ tm.:s.e~ n~: 'h':t? ::tr::a:v$lS <1nd hi:::~r~t:c ~f~Bnds ar:~~~y:~:.s. l:S ~1nt to 
th~~ j~,n~vkh_:a: ~)2Hl~':ni. {bk-~t.:2~ ·l ~:~_;; usf:~·g th~~ fe::'.sd.b2~ck rnc:d~~le ~:--fJ. }\i a tf!::tn .~-:svi:s.~ tt':-~~tk -: fi4}~ ~h~s t)t-{:fo::~t1~r. o{ ;)t:•t:Sr~t:a~ 
tned.ica.:: cor1.c~:;--::t fa, ft~.n>l:~=trdt~d 10 tt1~2 phys:d~~~ ri2·;·~po:)s:b:0 f:>t th:::: ·~ndlv'1d;..;},::..: p<i{f~~ni or s1rni~c~: h~~<1;th {:{:"!.:'~~ profr~~S(~~r1:2:}~S 

(t.i·;oc.:k ·~ ~3~1) ~~~2sing n~s· ;··~edt;~~ck rno:..i~i~~i 5~~- ;::~r!a~ly.:. ~~~a f~)W'th :<~VE~l ~bl··.:::~~~--~ ~~l~). rE~p-:cg:"<itlnn:ng ~n~;:P\K:~k:.Es ~rt:~ ~~~~rn: ir:
th~ :rnpi6.:~tab:.(:l met::ca: d~v~crj 12 tntock 1S'?J uslng ~"'=·6 ii.~et:bac~~: rr~t:t:~um E~t~. 

•ii? (!Xl59j 
\.·:d:J&t ~:~u~r::n~: 1 ~ tr: ~u1 @:_::tofn~~t~ C1):~etHt.,n ~3nd ~nE~fys·:~ ~;aHnnt Ct!:~ ;B.ysten\ sue~~ r::.;;::. th~ S)PSt~:::. ·:o of r.~~GURE 3 _ Th0 
~i::-~:aU3 d~f3:-:t 1 B tnc-.h.~dH~~ B. nc~crf{~hone ~~0·1 s:r:fi B. sp0akf:.: ~~U.:? l)'Vf:h.~t: ·i~ lntff·i·a(·:.ed 'tr:tf3tr:·53:;:y ~Nitf:':tt th~?; r"f:f~K:t0 cH~~·!"lt 1 S 
to ~~c~·und r~:.c:crd::rn~:m ar1t~ r0prcdt~Gt~c~r:. n;ir:t:-i~,(;.~<~:e .. Tn-2 p::~t~tHl: : 1 p:ovkiE~s ~~~E);~en ~·e(:dt3:3ck ~nto U·i:-: rn.:crt:pho:;e ~~0: i~; 

::espor:~)-2 ic· 'loice ~~t~n-~ph~: :epr·:::<duced t·y the :~"::r-:cte Gl:et,~ 1 ~~ or1 ~h~ .speak~r 20~~ . . =s~ fDt:hercl:S;):-:~r:b::~d b~;o\~· '>~i:h ref· 
.-;~:· er~nce ~'.J FK1URE 1:3~ Th~ r&Vf ~P~~<fi.n fe-~·Llbeck ~s pr{·:cesse-d ink~ a n<xn~~-....i~;£ed ~~~! <i q.wBfay ot fff~ :ne::ff;Ut~s wh·ic~~ 

~~:3:ch r--::h~t~~ P~ \ff:g~~·:rn {;~::ff .. ass~~~;~~rn:f::nt k:)J:i.·~2:t~o:~~ .. B:S f\fffr::·~:r dE'-"f;{;ribed b·'3k:v .. ~ w~ih r•~fe:t~n~"':(~ tw S::'tGURF 15. Att:::·::-::a· 

2(1$ ws~ng a st~n·:jarQ: te~ephone 2~):J{ :nc:l:·dh!J a. con~'t:-nHon~:J ~·f:~-eci te:ep~Km·e o:· B. )~1lr$1Sss tetept:one: $=uch a;s a :::~I· 
kfa:H te~ephcr:·~~ ~s h.~~·~t:~r de::?;:.)rlt;~d o~~·~O\~: with n?~te:·1'3nce t~') FiGUHE 20. :nth~ aescr:bed .~rn.bvd:r~e.n1( tt:~ rn~crc--

~!-·) p}'":<cY1r::· ~:{r: &r:~i tt1~: :Spe&k~:: ~:{}2 ~r$ .st::<r:da.t'd: ott-,tM»~·sf:t::f <~orr~pcnet:ts ccn"::t:1o~-:~y ;r)cluct~~d ~¥1t~< t{)n~s~;n""tt:~ .. p·et·~·3:::)~~~~ 

Cl:•rnp:..ft:t:r svst~::t::;: B:~ k> k_t~o~·n k: t~1~3 &r! 

fO:otO.l The ~yst~':r:--: ~:on cc·nt~nu:~:tws~y ~~1~'.::--:1 !t(.:f$ ~~!id C\.')::~ ... ~~s ~::·~~~ ot ~1~-::vlt;~:, n;:~~f~:'Sl;,~·e~ fro~): ?h0 h1 ... ~pl~6~';tctbk :".t;~d~~a~ 

d~vk-::~ ·::2, 'To augr"r~-ent t:\"3 cn·~J~~ng n-ttm~:cr~:"l~J fH·oooss ·w~~h a pt{:r;.~n~~:> ~~E-a:;;,s~~$JLJ~~~t of phyS'ifo~! ~::n »n{Otti)t::al '>~r:.H· 
beh:t;, ;=:_ quali:y ~)f lJe ::·::e3m3l_::·t:~;. ~3~31 c:~~ tH3 :·~crn··(.i~~tj t>)'' ~he ~~m~~t~!~3 cHm-:t 1 S ~r:~pt.:t:t~r;;;y; ~:a~~h q~~<~:Hy ~:tf m~3 r:":~m~;~s:es 

:~~~ s~t ~~ f~-l":Oti:l~ct s:..~b~:;~anfo~.Hy c~.:tnt~~rf:µcran~cus t(; ~r~~~ s..~~lt~~c;k~n of ~H: h:.ier:t:t:ed c-0~lttcl~<l tievk~e r:·~tH~~urE~~~ S·E~t The d~~~i~· 
~~nd t}n-~t! of ':l:~y at ':.:Vhk:f~ thi:2! qt;a~~ty ::~:f Efr~ rnea~~~ites set -._.~-as :-et;onJ>~:i cBr~ t~e used t{~ ,.~or:-.e;::~te "t~~~~ ·Quat:ty -c~f ~if~~ ft~;z.~s·' 
:L~res: se1 t::: the co-j!ec~ed: dev:ce ~ne::tsU·f~'.~ .'.~et re<>ord:::d t~jos~:3~ ln t::--ne t-:-:~ th.~ "'~.s.;a~ity< cf :~~e tne..~,'.~t~t'GS s>;:t. Tt~e .oa\rk~g (_)t 

H~e q:Jahty ('<~ Hf~ (nea~.u~'~S .set anu at~ :dent~~~ied: co~l~c~:t9..-j dev:cs rneast:t'e·~ S..-=3t pi"o\:~de:s n~i:~:::iicat µracntior:e~s wm1 ~~ 

iO 
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rr:o:-~~ co:'flp;~?;t{::- p!:k!Ln·~~ cf ~h~~ p;mj~~nt'~ rr:i~~jk~;:lt st~~w~~ by o:~:r:b::·~::-~H phys~o:of~k:a~ t'4ha:,·r n1~K:Mne--:·fa:~Jn.ied da:t<~· Vl~!-h 

s~~n~}-q:..~<~!:fh;3.ti\H:: ·:s(ii~ ~n~~i~nt·p~·ovidt:d Dat2~. 

F~GU~~E 1:2. l'J-...s w~th ·r~:{?I s(~ft\{;'8:e rn0d:J~es ~'.:"f the s:y:etenl ~Oat FlGU}~t. ·-1. eacr~ rr:o~iu:e. hi:::-::·0-: ls ~::~u a cDn:pwter p~·t:.· 
{~. gr~~n':: v·;dtter w~ SOtff:::::~ <.>Qd~: :r: 8 ::::cnv*r:tk·~·:"H3.~ p:\:~Farr:fn:n~~ :.$.:'::gd:»g& .. ~.U(:~~ ;:t.~ th~ G ~):- ,j;~VH pr~·j~Jn:1f:-m·~in~;~ i::1flfjd~3.Q~S; 

B~~d ~$. pr~'3B¢nt~-d ~~::~· ~X~f.t~t:~·n b)i t:t~: (~PU ~s 0~~1~:..-:t f~:- bvt.~ :..-:f~t'.j~"3.: as is k.:~~-:~-:..~n ·:n tr-~ &rm. Th~~~ &~"~ h:\1~; basi-c $Ott\.<i$:t~ 
:r:~-;.:ju.:es.. v~,.1Mic~-M f:.~ttcfitdH~C~y {i::~ftr:~ th~ pi·itr..:2l~V ~'3p~'3:r~h~·n;s pstto:·~11ed t:ty~ tf'l~ r0:'l:r:.~i» c:i,N"'.lt ·1 H 1u pr~-:~vid~i'°'~g i-::c-t;:n~Lted 

·: . .:nlGs3 teedb;3.ck ~~~di~} p:·-c~n~pt~:r ;?10 :lr:d ~pt~~3ch t!r:ulne 2-:~~- The :-t::nott! dh;::~~ 1H ·~nd~B3es :a ~!HG~)nd:c~n,. :,)l·o:«~q\3 ~~-13, 
~~u~~h ;:-:.s a h~rd .::Mv.c::~; <~·CD R.Of"t:i p:~ty~~t ~r:d :h~ :~k-B, ~o.,'ithl-r:: wh1ch h> :stof~~.d da!:j US·E~d by th::~ ~>cft~~i.3.:"~:3 ~nc<~L~it~s. Ger: -

~.:.'1- {;~~·ywa:i~Y~ ~h~-3 \to~~"=e repH.-:<.~·,K~~on ;::.nd r~c~~·~~n;1J;:)r: f~~nci~<)n:s p<~{fi~.r~"c~~tJ by t~;t3 (H~~f~) prm~~pt:rn·· ~~-1: (~ <~n~j s:p~:t~~-.:h e:tglrns 
~~14 (:an t;~ des<:r~t;~~d s~:-pan~t~:~·, bt:t tho~•.::-= sacnt~ f'._mctlon~; t~J~ld ~:.:so t;::~ perfrHr:·wd by i:3 sing:~~ vo·::c:~i pro(:t~sslr:g f!1Cd .. 

uie: i)S ~~~ kn:..-:\~·~~ h t!"i::3 :~:u-L 

s~~~;:lk~r ~:~u2, E&l..-:~:- -voi:ce pro-mp~ ~s ·i::.: th~~ jo:'ITl of ;1 qlJi:3.stiot: <)~· ph:-a$;:'? set,k~t::fj to deve:op ;.., s;~·;:f.;.=tss·e-ss~"}t~~:n. of the 
}:'$. p;::.ti::~r:~'« ~;hys:cB.l Bnd .t:-rr:otbna~ w·e~: b~?;~ng, Fof <:":..~.a:-..::pl.!::. tfl:·: P'HlHnt ·~ : n-1~9ht be protnpt0d ~vith, ''i\.~ .. e y~u s:ia:t ~:c~ 

brGatl'r;·•· The V~}j:;,~ p:o:i:rt::: 2~~{') &tH ei~~~!H frort: a wd:l<:::~ ~>~;r:pt ~:'2G rep:odl~t:{::·J by :3p0t::..-:h sr·r<-~he.~>lzt:·:- ~~·n rn· µ:\::
~-~K~ocd~~ ~;p~ec~~ ~:·~~1 p~ayad }H3.c~ bV p{ayt~a.;.-:~\ :r:oduif: ~~-: 2. Tf1~~ ·~~.;filj ~n ~~~~dpl 220 ~~~ :~:c~~:d v~i~thh) thfi .:3:B\>:::ndHcy stor
~Q~ 2i S er~d c~ns~sts o·~ ~~<fl~teJ~ qwsH:y of ~:te rn~8-St:re req:w~sts .. S~n::h?..d~'\ tfw pr~· r~~carded sµeec·:·l ~~2 i :s ::dso ~!n~·ea 
wlth;n t~~~: secondat)~ ;$tc~-ag:s 219 and cor:·S·~sts of 'SO~~nd >t~ft;.s'S" ot :-~\Gord~d quanty i..'}~~ me p;el!wl.:t·e H?.(l:.w::.:ts ln eit!-':$·!' 

~~'!) ~~r;~~o9 0t 1j~g:t~~ ·f~;n-:·:·~~~-

{HP~=~} T;1~ ~{>~'~':h 8n:gh:~: 2:1.:~ ~-~c~~"'i~s \"t)i(;~: r-ssp.ons~s 2~?'? sp::::ke~~ by th~ ps.t;1'~r~t ·~: l ~r~to frix: ff~i<;n::pnr;:~~ 201. 

The \_,·~:.k~$ r:::;s.:pt{~":S~~: ~~;-~~~7 (;~~~ b~ ':nstn..tcU.~r~d, rmttira~ ;.;~r~}1l~~.g~ p.hra.$::~$ ar~d .s:~H:t~ni£K A '1-'t~-:~¢ ~Jt*·(fHn~~· ~~1~?.2 ptt) .. 

i/d~:s ~~ h3>:~c:a~ s~r:;,.:cturlnQ f:)~ :.rs.~! ·:c:. [}0,t~~rninin~~ tril-3 n:~:t.in~~\-1c,f1'.~~ch ~:p(:•~~;8n voic~ :·{~:~pon.se 22.l. Th~ ¥t:i1r:e ~}raiY:rn~r 
2.21.": a:tc1:rvs U":-e sp~~th .en£:t-::e ~~·~.:~to :-ino~w1@Ez:~3·~~h(: \i(J~.C(:: r\~spr.msi--s.s 2~:-7 :ntc r~:tfsgn:~::~ qu~3~i~y ct ~~fe n~~a.sur\ss ~:~~8, 

~~:: ~r:di·vfri:;;:li ::~poken ~~.lof~j;~ ;n !5;:: .. c..-:_!{ vo~ce re~~pc:1s.t: ~~~~l Bra iB~}·:::grfrz.f:t.i hy (~ $:p~3:ech r~~~~~;gr<~ttor: ITHXhJlf: ~~·t~ ~3J-;d t:(}J"H~h3:1:ed 

~nio wr~tWn \~'f-?rck;, ln h1n~~~ ~h·~ \.~':-:tt~f: ~"-1 c,:n:=:s B.:1~: p:$rSE~d ifuo ~ok-E:-fw t~y <~ pa~'1~~~t 2~1.1... A .~eb~ca~ ::3n~~t!'ZE~f ~~ 17 armiyzt~~~ th~ 
-to·~~ns a-s corflp!:•~h:: ph~~'$:t.\s in f~ccord~inc~~ wjth a vo~c~"! gt<~tr:n~<~t22~":: sforE:d wnt~1n the ~:~~c1:J:1o~~t-y stcr~9e ~~t1~t FinB~~y, 
;f ~~i::~c:t~~~~~~ty, tht~ lndiv1:~.:h.:a: ~·,.)~-d~ ~:::-oz nl">f:lW~i::li:d t~ t:n:form t~ulr1:S t.~y ~ :,x~kup rn:Yh~k~ 21 B. t:..,~hk~h :-~~tr~:Vi!S ~:y:')~;.nyn-:s 

rrE .. ~int~'!:i:x:<.J :~s a ¥oc~b:..th::ry ~~~~'.:! s:t::H~d ~~.::tr~:r~ th~ S(:.c;on'j~:~y -~~tcra::__~~ 21 H. For ~~:,_'\r:~pb, ~P r:::~$ponse t~; rJ-~e Q:LJ<'~·~;.< :-. .. "\re 
::z,• y:)t: ~fi~:wt 0f b-rE.,~lff~?:oe :.~ p~!ti·e:{~t ;"n1Qt~t ~·~ply, :-:i cs~·: h~::·(Hy br-2·S.th .. x ~~ ~fft: pat:t:n~~.{> or:-: ~f'n bt·s:ath!e~s:: Th8 ~:;,~ech :-,~:'..>

r.:gnmor: :r~odu:t: -;;.: t~~ ~s>tiu::~j ;r.t.0rprt:t th0s& pt::ra&&s~ to ~rnpl)• dyspne:~ t~~"if: a 10')rr~"3~por:dt:1Q cp.{~l~ty nf Hh"3 nt~~r::i.H·~~ ·mdi· 
c::1t~n~] a~ BV.!Bretw.:s;s l~V th~ pz:!l~nf ,~f ~bt:nmcG~ breath~ng .. ln th8 ctes:tr;b~~ct ~::rr:bodk:mnt. th~ V:)tce r\~~1r<~dl~Cti.or: a:-::d 
)"ecog:~l~inn hH~cficns ~.:(~::; bt~ pe.rfc,:rn~~d by tl'!:t3 v:arlou,:;- natutB.t vok:e s~3f1~~B~~: pr(ign3.n~·:s 1~ct::rH>£li. t~y D:B.got: S~/S~i:tn~>-, 
~r:c.~ N~"3\~'!(:~\ ~v1.A, A:t.0rnr::.t~\1~i:y: fj~0 WfJ::t~:.;\ s:...--:ript 220 .. vt~:t.~ gt"fif:1:1~.8:f 2;~b.~ .. ~u1d vocabul:sry- ~~2:~ 'X):.:~d b\:; e;.:pres..~r::d && 

S5 :~ scri~)t v~/:--m~)"': ~n ;:.. vok.e P<~9e r~"l~t~~JP ::a:":gBBge ~or ·t~?r::tr.~:\;~tt:t:n~1 >::y ;?,_ '.Jo:c\;~ l~i"'~3~}.:'-~f~~· 0~1i:::;:tt:~'lg i;,-:.n H10 :-t:tnct~ c~ie:tt ·:a. 
-i~·o ~x:en~.:p;ary 'ic-~c~ page ci~~:t~:ip~::on !:?l:f![:teage.s ~rt:::k~t~~ ~f"l::: Vo:>:~~L f·:i:~rk::.~p ~~ngl~at~e~ lk:en;;sea by ~4~Cto:-~~~. h-:c-~ C;\i· 
-:.~;.=tgo~ ~L. ~.nd ~l·SSGri·b:2~~j ;.=tt hHf-r//\.'l\.':.:'\>,..,_\1~KtnL·:x.rn\ ~ft~~ H~e '..!otf:e e~Xt:::.n~~R~fo M~=-~{t~.p Lannuag~ (VX~.!'.1L), Cl~~·to::":n~fy· L)~~lng 
j(>~n~iy ('i~v·~~·:.~pE~d by AT~~.T M•.::to:-c:j~~. Luc,~H1:t TB'--:h~ok:·~ie::s. ~··:.r:d 18~\1~ ;;-,.:-::d &sc:-:t~~s:.-:1 a~ h~4.."!J/w·1;o~..,~~.vxn~~t~x'i~fft.z.-:oc-n~ Th~~ 
rt":".°"Jdf.;j~s tt:ncHcr$ &:~ ~~~rtt;,sr d"3:scdbed ~~h.::'# ~ft n1or~ d$t~;f p~.q:rming wlf~":: :~t~s~t:nC!:1 tc r-·~GURE:S 1l~A··-}fi8_ 

.·m t<~OS4j Fl(:.uRE 14- :s a bii~cl,: d1:&g~"fi:·n S~(N;th1}1 'th~ sc-fuv~u~~ ;Y:(;;iJul)~s ~f ~t:~ s~~-r..··~~r syst~:tr: :· 6 cl th~ ~.yst~rn 2<.10: ~>~ 
F;G~.JRE ~~~. T~f: ~~ta-t.t~~sr::· ;1:.o~j~_;::~ ~~-~~ pt~:'/tcu~3~y ~~l$sc~ib(:·ti ab~)V~ \~1:tri ~·~fa::i-1~ct: to p::tGUF-~E ;3 .. e.:so ~ce~ves tM~3 coj
~i5!~~0d qiH3J:~y of Hfe ITH5~3.S\.~f.t?B :::et ~:~~g i:'t"'~:n ~.ht: :m~~:.Jte di.eni: -: 8~ \~·hkh tht: datatx~:.3~3: ~·r1t1 ~)~;~0 ~~: ~;,:nrt:s ::::tf; ~.h~ ~pp:'f".1· 

pt~:~re pH~~~::nt ::~at~ ri~cf:,rd ~:: t:1!~:: data~.H::.se l~~~. "rhf:. ti;.""'t~ <~nd tkr:~~ l~f a<~Y <~:~t~ ~s:h~Jwn jn ;: t(~lJ ~~E 1 ~~) c~· tf':f~ q\.::~:J:ty ot nte 
:r:e«s:~;res s::"':! ~"28 ~ rnat~t:~d ~i:-~ th~ dat~ 2:lr:(~ t~ff~~ of d;;1)" ?3 {s:M~i:Wtl ~n :::~GURL 0) f:.•f th::~ ~~!~ec~ed ~~ne;;~sur~~~ set :S:) 

-~~> f:Sc.:.-m:j~J ck.:sest :.n tkn~ to 'th~ ttli:al:'t~' of ~H~ fne;:~s~H':S~ ~et 22~1 .. Th~- rn~~ti:.:-hTng c:o:·iectE~d :~1e;;~s~:.H-es set 50 j{: ~ci~r:tlH<::d b 
~h-:~ ~~23.li£nt c:H:e r~~~~>·.:rd :$nd tHn b~=- ~~!F3Jy:.u::·1 w·:th th~~ q~~;:~'!Hy ~.:~ .:H1~ rn~-::~s,~r~:~: ::c~-~~i 2:?.S by th~~ ~3n~1tys~s ni:)i;.i~~!:~?: 53_. Fw.:::h 

~s d~_scrb~d l?h(~~·~ ~<oift~: :"e"f~~n~t:(:e ~l'.~ FlGtJ~:~E ~L 

2~~,n tor card:~~(;· pat~~nt ca~6: .$t\.1r$d as P*}t or~~ pat~ent cfr:·e re(::of'd h~ tf"'i~ d.~tat.,as~~ 17· .c>t ft"!~ systen-:: 200 (:·f :::iGU~iE ~ 2, 
:~"'~} ,A q: __ ~:E"tttty ct t~·t~ ;s,~cr$ is ~l S$rD}--qu.r.:.n~tatJY~ se:f .. ~a.$;.Bi-1.s.s:1::t:t1f ot ;:1:-·: ~~"':tjh:-~dua~ p&t~~~ .... ~r~: p:--ws:t:ai t"~nd ..s:Y:.:".'sHon.~.;: \.-'\-rl3tt o~;r.g. 

f~,:Jn--ctn:J!l!0fClC!l~ n<)n-prop:fr~lary ~3f~3.:~d2?·d:;~0d 2t:t~:::n1at-t~d quf~ftty :·3i Hfi'."~ ;3cot·:r:;~ B):'Bf0~·rts; ~:r0 ~::B.('Hfy a\:;::.:;;3:bl-e. s.t~t':t': BB 

~':rcvid0(i by tr.0 Duk~~ _.-\,"::th..,.:t:·~s S?J~t:.J~ ~rsdiM~~ot ::·er .-;:~<f~t"r.p:0 .. f..:~: a r;::1:·c:,3.o ~~::1t::?r.t; th:F~ <.p .. u1~il;:l r:f nt:·: f:;~;.;ord ;~:(~0 ~t(;~-~~$: 

H~~ fc-t~cwYi:~g Ir:f~:n·r::snfrJn'. h~~!::h t:-~,~~;:~~ss ~:~~:, ;:~:lct~i'H3!3S ¢t b1 .. »~tf1 ~~~~2; ~t:~~·gy i~v-0i 2~~3, chest ::-D~:.;:~~~t¢rt ~~3~5, t~c-:. .. :~ ~~ 
d(~y 2~~4. ;3.:"ld ()ttmr ql~23f~t)'' {)~~ m~: n::e(U!.U!es <~~3 W~)l:l·d be Kn,-:~v.:-:l tc- ~)t)~~ 2>k;H:::d .~n th~~ a:t 0!~~0:" ;ypes: ~)f qu·e~:nly ct me 

;,~~ n~~~a~;~-n~s arB po~~f;~($!~~~ 
{<f066] A r~~~B!ity o·f kft~ f~~~jk~atcr ~s <~: v~t;i{::e thrct:gr-: whi,~h a path~:r:t can r~~nvJtt~l)~ Gc:.rnr1:t::-l:{;-ate to tt~e: p~(tit:nt .-.:::Bre 
sv:~tern ho\~· he or she :s ~;·~St;j$C~.~\-~·iy ~e~l1ttS1· The ql~a;.:!y ot tite ~ndtc~t{);'S (;~~n ~tK~'is.;de ~;yrnptorns of dig~~:se. \blhen ti~d 

to· ;-:-~~t:f:jne~r~(~ord~~·ct p~t~,·sk:fo~~lc.a!: n-16a:~m·:3s~ a quamy of Uf9 h;d:ce:t~)f ::~n p:-ovfde ¥-eksat~i~~ a1:i,jitk:m~~: ~n~orrnaHo~"' to 
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rnedk.;a~ pta{:~~;j~"tn.c:;~m (~:-td th~ ::~i.J~{-:-r1·~~~!€;?;\.i C(:-i:~{:;.ctiort f~nd ;sn~~ty~;:s p::it1~~:1t Ck .... r~~ ~~y~~ti~H": 200 noi cth~i:i:r-.:~~~e dJ~~;srnit~{~t ~f:th
out havi:ng t:·w pBtk::r~t phy~;k~a.~~y pt~se:t~. FC:- frwl~~nc~ .. ;:t scodng systern u.~::;ng -=t sc::ths~ (~f ·1. G to ·:o. G COl~ld t~n u:-);;3:c_i w·~tt-: 
-~ G.0 kdK~fHif!9 no:-f:Hd w-~!:lr:·•$SS ~3r1~i 1 ~~) ~nd~• .. -::3Hng SE~1tt::-~~ he~t:th ptvb:ern~~- Upon tht~ c:o:-r~pl~hcn of at~ initt~~~ G-b:~•$~Vf.ith'.',:r: 
p::Hk1d: ~~- }>at;e~~t rr1:9!"H ind~·:.-:ate a. hef~tm ':;~,~~jness seer~ ~:31 of fiJ) ar~d .~ cR:-i:J1a,1:..": o~.:'~~HJt $<.":o:-~z of 5.(~, Afte:"!:" Qne fnQ:1it: 

.:~ of r~n1:...~te pBti:er:t c$r~~ t~~e p:~Hent r~·l]·~1ht ·~~~>~n ~nd:c:.titf: a f:eaJtft \-v·.:~;~r:esg s.-c,~r~i 2:31 -:;f ~to ~nd a c:~::·d:.ac ot:tp:Jt .::;c<.~~·~ <)~ 
4. 0 =~nd 3 '~'~r.k ~i!l.~:er :::vJk~-B~~ & ~~E:lt:1 v· .. ·~~ln.es.s. s.:..":t:-:·r. 2:3 i of ~1. 5 ~~mJ ~ c;;;;r~fa(~ ();.~tput ~~i:->·>:·~ ~,f J ~~. ~~~se.ci (:n ;;: i..~')~-·np~:·. 
:so·:1 t~f th0 he.:::.;~h ~~·0Hr:0~.s ~.t:.or~.s 2s·1 and tf;~ cctrc:ai:-:: outpt:t s.cor~3s" t~:t sys~m--:":: 20(: '.i~o~dd k~enttr & t:}~nt: :r:~j~cBHng 

tn~ ttecess:ty· of pctentia~ n:ed~csi ~ntetvenHcn ~·'}'h\J:.e a C{>n~pat·lso:< t:f ~t1~ cai·diai:-:: ci..~~..:J~Jt s.~:.")res a~():H:: :·night f':o:t ~$~i..1 t~.) 
th~: san~0 progt:(.\s:~ .. 

::~r~ ~ndivfriL~~.t p~~t:tH!~ ·] i :r: ~~r~ f5L~torrm~~~d co:~~<:tion f5~~d ~-·:.r~a:~y~~:s pati~~;t c~i.:-~~ sys:~:11 .200. A~:~ ~~':th ·~h~ ff:tiU!l'ttj 90 o·f FK~~-· 
URE l~ ~.hh~ ~y~g~.h:...~d· ~~ ~3.i~;\") ~P~pi~:ffi•~n1~~d :.1s f~ c~;nve;~Honm cotnpi-3t>~f (}{O~J:·~1rr~ ~~nd pE:r1of:·f::~:: th~: ~:~~n1e !'.~~!l: i)~ st~~p~~ ;~~ 

d~?~r.r:b.r:d v:;:iH; ~,sf0~~~:n~~:- t(.• F':G.u;~[ l ),~-v~~h U:!'? toHo~v.ing :-s{:ditiof·::-si tur:::.-:t:r.,:H3J~fy. Ftr-~:;t~ vok~~ fr~f:'db<:f:k ~poker: by th.r: 
p~th::·rn : 1 ~:{tf:, !h\3· :·i;::rnot& ~~lent ·~ ~ ~.:: prof.,.:{~-~:t:ti into a q ~J~3~hy cf Lif;:s ncf:~3~~:Jr0s. s.t:t ~?~::B {btf:.·cf:: ~~40L <::~ f~ntt-:::r d.f:s:.~t~bf:d 

~~~ t)!5~CV'l w3:h :y:.fr:.ref!~:f:. to FK')Ur~t. 1 T ThH '·./o:c0 ~~~.t:.~lb;~c.k :s spt~~~~n s:.~t-.t·nant:;::.:iy corH.-mr~pC?r~~nao~.m fo th:'~ co:;~~cHo:;: t,f 
a.::: kfr~ntif:0a tjf5V~Cf~ n1~(~s::ures. ~i;::-~ ~]G. 'The 8ppnJpr:ate t:r~~~t:t::t~:d t'.'(:\i~:..~t:. n10asur<:'$ set SO caf1 b!~ n::c~tch<:'ld tn ~n~d ·~drn·l
~i~Jed ~v~rh {nGt ;>howr~) ~he qu:a:ii~y ~f Hfe n~aa~~ures s~*~ ~~zg eit~~:t:r· by :-r:a~~h;~;g th~:i~· n:f:p::sci~w~ datt:~~ and fo1:~~:~ ~jf dav or 
by' ~~~:-n~~~~t n~eans, eit:-m: by H:·~ rt:n'tcte tH$nS 1 S i:~t· tfl~ ::'!.erver :sy~ten·~ ·~ 6 .. The qu::lEty cf l:fe rne~:.st:res set ~::~~ft B.nd !.he 
~O.z:nt:t:ect -..~F-zc~ed tne:?~::.:un~s S$t 50 are sent aver tnt: lntern~t.-vo:t 15 t·o tfh~ se~-;.."t::r sys:~e:n1 iO {b:oc:K 240, No~e t~~~· 

8:· qUi:~/~t}~ 01 Me nv~a~-:uH~:E Si:t 22t~ ~-Pd tri~~ ~dent~f:ed cdl1:;)_::ted ff~~~~$Ut~~ $-et :50 biJ~h n~~'~ r:11'.)i b-e ~~·~nt c~v:::r thi~ interr:·~~~ 

l;:VOd< if:: ~t tr..e ~~:r-·~ tlrn9~ sc lc.:n9 a~. U:.~ t~~·~) B•~ts ~~t\~ t:ttkn8!s~ly pt~fr(~·d t;a:s<~ct or\ ft):· ~xarr~ph"2', t'k:~t::~ ~nd t;rn~ :)f ijt~Y 

T~!* q_:..j~;ft~:l c~ m~ n:~~*";~.~~es se.~ 22l~ ~n<j th~ $d~r1Ut~~'-~ Ct,)ltec·~sd ~Yi:t.a:~~.:~'e:?; .$;"~t EK~*~~ r~csiV*iJ t~~' th*~-:~:'/~( SJ'~;:tsn1 16 
{b:c(;k 24~?) ~nd ~tr~r~d m ~h~! ~pp\·optl~tf: p~t1~r~t <?E.f~= reco·r·n i.r~ tr.~~ t!~~~abast~ E-2 (b~(;·c~: 2l;~)}, F:naa~:. t:-1~ qu~!~t'/ of t:fe 
m>::a$~t~1::s $~:t 226~ :der:t:f:~:~i cottetJed n":e~::s~.:;~::S· s~t SO, t~nti ~.)n~~ .or ft10t'~ ccHected ~n~;!~~.tn..,~.s s.ew ~~o ~:l;~· 0:1~dy·z~d 

~::.~: {b:~.ck ~~44) at:fi if~0dt)r:t;k~ :~dufiing a pr:tif~~~t s~:a.tus ~nci~t:<!~~;r ~;4 (!~hown :~ r-:-;('}UR~. 14)~ i~; p:ov~d~ci t~; lhe f1<~fr~·r,) \b1.o:.::k 

24S}. 
[lXlt<SJ 
~:!i F;GURES i 6./v 1 t~B- Tht! ~~E .. ~nx.;~~-~ c~< thj~~ n.Jti~ir::t. i~ io f.:ici1:~:2~~~ ~~ "i(:~k~~ 1rne:<ic~;io;-~i .~1$SB~~n w:t:·~ ~~~e pat;.~nt 1: dt:dt~g 
wh:ch f~;; d{:vc:op~~:..i a nof.n1t~.frz~d s~.:?! of qtsaifty of t:fe n~e-a~;Uf<8S. Tht.~~} li:e :,erno;/$ :'.':~:(:n~ ~ S r(:qSl~sts a qt~~tt)l o1 t:fu 

3:~ nleas:~r"e .... ::ta f: ~ok:s p~·t:rnp~ {bk::{;·k :?5~)}: pls:y9i:j c~n t~:s ~:p.:~"~k'2:r 2{~2 (~:f~\..111~;.;1 i:'t ~:·ic;Uf·~£ 13), as h.:rther de:s..-~r:beci bek.1\-'.-' 
}':-1tU: n~t~:r}~:~c& to F:G.URf. i3. Th~? remotf: c::r:nf: 16 :{~·eht·es th)~ spn~·~I~ t&edf)~k: frr.:rn ::h~ p&~ien~: :-1 tbtock ~":51) vir:. 
the: :l~i::::rophnr~e ~'01 ~s~1:~;;..vn h~ ~:."JGURE 1~~} Th~ :·:t::r~nte t~i::~ttt ·1 s .:~::cogr:~~~::: in(ilvj~ju.ai WOf'I~> ~r th(: ~>r.:~)k.en foe?.~jback 
-2~:1<."i t:<HH>l:B1es t:10~.:t2. ~.:..1~~:\is ~nto ~~·:-"~tH-::n :,.."''~:}rds{ ~bl.~-3~~~~ ~~fj::2)~ a~~ fur~f:.Br <.i~~~~cr1b~d t":"~~kN~/ w:t:) :-t:f~3r-ef:ct:. :c FlGUHE ·: ~l T~:i: 
:··~)dtine :"t:!L:tr:s;: ~t thf: ~~nct ti th& v:..)tt~: int~:-rattht& s~s·:tHt 

:·w:.JthH: ~:4.c~ »~ ~:-!GU HE -~? -rhe p:..irpose ~f :h~ :·o:..ffir:e it tLl pr~~~~:~t a V¢tc-e pr~cn~pt :::~~(]to tf:E u~e r· '/ia t~::? ~P~-:-..ke:· ~~c:;~. 
!Slti"w:· ~ff~ -t~:.::co.:·d~d ~p:~2ech ~'.2! er ;~p~<::c~~ sy~1t~~i;:~~~."tz:i;:~d "f~tfn1 <~ ,-:f(itts::~~ ~cr;p~ 220 t<Hl h~~ :.~t:~d. Tht.:s: ~f sy~~t:-w~~~.?::~tj 

sp~~~~.::h h •;?;n-:p~o:~r~~d by th(:: :-~n~ot~i cfi~~w ·1 ~~ {t:·b~::k ?tiO), ~~ w·~~n.sn s-.c~·~p:.. st:ch a~~~ ·w.•1t:i:;;? n;~~:-kwp ~;:::nguag<:: sc:·~pt spBG--
~fy~ng question$ ~r:d phrases ~~·~~ch i.Ni~h to :eq:..n~:,st qt~a~ftV ot M~ l:1eas:J~·ss is s~cr.it:d {bl-..~ck ~~~t~-:; or: tng ~~\-s:ccr:d(~f':·' stc.:v 

~x'? f~fje 2~ ~) <i tt-:.e t't:t~1Qtl~ cn~r:t -: .8, EB:Ch ~~·r:tten GU~litty ~)f ;it8 ;'t:~~asw't! request fs :·.it:t:-:~~V$(i by ·m~~ ;'{~i"'not~ •.}1k:~"l"t ·: .8 {tcloCk 
2l1~~! ar;~i sy~th~s;2>3<:i :c-Hc ~.pe~"3c~ for pl.s)-'tt~~ct~ tt: ~:he p~ti·e~"'~t l 1 ~l:~t.'(;k 2t13). ~~~~r::n"':~3f~ve~y, ~f P~"f::·-·f~3CO:rti~d sp~$ch ts 
:e~~~p~oyed by the tf~:nott: c~~ml 13 (~;fnc~; 2t~O), pre-:t:.t.--:t::d~d VY~~t::!~ J\i.;~t~:B"' afe stol~:-~j {b~t'l--:k ~~fi4} t~n the $~:c:")ndafy ~>to:·
a~F:· ;~ ~ H of thf: :~x-r:t•B?: cH!:::r:t ~ B. E~3cb pf!8--fi?.~>or{~~:ti q u:::~Hty f~~ ilf~ rr:i::a~>iJn: t€qtit:B: ~~-> n~ttj~~Vi3d by tne ri:-~.rnot~: t:l~e;:t ·t ~~ 

{b~cc~ 2i~5) and pk~y·2d t~ac~ fc H"w pati€nt 1 t {b~~f:t~ 2q;G}. 1l~e ro:.i:::i·fl~ ~hen tet~ffn~,-

2:~'32 for :Js~~ i:~ Hw ro~~t~n~ ~\::U) ;:.:~· r;GUR F 1 ·r Th-::: p~~tp-ot~ cf ·U:f~~ ~<.:):.~t1t:e ::s to t{:x:~::v-8- <ind :nt~:~pt~~ a f:~)~:~f-::,:·0-1 <v"ok:f: 
:"~.;.:pcr:s~ <~~:_·; frt·rn 1}-:e ut~·r '..·d::;, t~m rnk:~·ophone <~01 .. r·k~~~. a ...... <.~~ce -gran:(r:<~:- coc~s~st:rlg ~; ~~ ~ex~c2.t stru~t~r::·1g ~Jf ww:Us: 
ph~-as~s. ~nd S'i$nfe~~ces ~s $Wred (b;oc~ 210} on tne seconda:v s·~or~~1·e 2·{ 9 o·~ the rerncte c:ne:-~t ·i 8.. Sin~H~.r:y: a voc~o~ 
u::~~r)" ()f fncth~~d!..~:&.~ ·#<.~rd$ ~r:d thek ccnv:~~on~y etccept~O ::;;ynl'.,:.r-:y:1'$ ;.:~ :sto:·ect (b~ook 2!'1 ~ oi-: tn0 :s~:ond~lV :~t~)r~,9~ 21~) 

~-;·) of: tf:e rernt.<tr:: d!~3nt 16 ... ~tt~:r ~ndi"V~d:..i¢:l ~~(c~Yi:::> h ~i~e vo~')-e te~clu.~ck .~fS rect:~1:1i~~sd {b~o{'.;k ~:}·~~~. tf':.~3 l:1ti1v1d~-;~t -..~\~r;;t::s: &r~ 

rm:rs:::t3 ~n~.o tt~ki;::n:» (b~Ot''.k 2 l~.}. The: ·~'t:,l.r.:t:· f~3edb~~d~ ~$; t~~""}n :t:Kk-:~~1\' ~3:H~~y~:~:xi us::r:;~ t~e ti·)N~'3ns. a:1d ~n at:t:t·:d.ant;t: ~~~(itt:

thi;:~ \tr.~_,)~;::: g~'l: ... ~:'":,~rr~;;'::t" ~~I:~~ (bki\.~k ~~74) tr:.-: d;;;~~~:-rnh:~~ t~~~ ~Yi::·1~~1hg ct tf':·~·: '..•'\")k~·,.~ t~;t:db&:..~k-. 1f ~~~:..~~$.&~·y. rh':;"; "lt~t::rj:b~.:~1"3J''/ ~~;:•·::~ 

·is c~h~t:t':?~~c~d ~€:~ ~"::ic~l~P ~y:r:~c~~y~~'ls ~f tt~0 ~n:divtci-t~:~~ ~~·:::: .. rds (bbd~: ~'..?~~)..'Hf~ r::-..-u:;n~ t=-~~:~ ~~t~Jn--::s. 

:~~~ ~i "tl"~i~: syst~::·n 200 ct FK1URE~ 1 ;~. Th~} ~~.n1ct:on::~~~ty ~j tr;~ :·~~tnot~~ .dis:~t ~a tn pn)vtt.....::~1g nc:·n~;s.:t::~~d V"{~.fG~~ i-Bedt:~~c}~ ~~ 

:rK:{Jrpo:·~~tBd dit•2!ctty hto th•2! s~~~w~r systen1: 16. The ~~~:tEffn 20:) 1:.1r ::·~GU~1E: 1~: ~"t~q~~1P.~s t~~e p:f:.tlE~n: i 1 to pr::.;~.t:dt~ ~~PC·' 
k~3:n fuedb;~ck ~l}:~ ~ l(.(:a!~' ~~Hust~O :·sn1ote d:~m ~ft Ho~Ye'Jer~ ·m~ sys~e-:-n 2.80 enabl-~s a patient 1 t to altetnat~v~~V pro---

12 
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~{;;::{::ph~:-:<:1*=: ·:-:<r ~ -:.:\·ke~e~~~~ rek::p~~f~TH3: ~~Uf .. ~h <~~~ a c:t~:!k~!<H ~i:~:1.~~pi·wn~3. The f~t~.:v<Sr ~)~~~;.ern ·~ 6 .f~; ~u~~rn~~nted to ~ndu.~je th~ 
~n~tik~ pr~.nr:pte::· :~1 O·. ~he ~tp€8~ci: ~w~h<:: 214._ and ;he dmB stoN::d in !h<:: s.e-c~~nd;::ry ~.m~r::tf~t~ ~?.l ~\ A ~elBphor:k: ~n~€~rface 
2l'!·O irn•~rfact~B :.h~: ~~~~rver syf;~i~:P1 ~ 5 !~.:r tht~ t•~iephor~~ ntftt\ll'.Hk :2:0:~ ;~nd ns:c~~:vt~s voict~ ~espof~t~!~~ ~'.2"? <~nd S<M~d~~ vok-:<~ 

prcn·)p~.a ~:~'.6 ~Q :~nd fr,;r:~ ~he se:·v'i~:r sy~tern 16. T0~0phcn:c :ntii:Tu1ch~~~ d~v1t.':_-t~'.$ Hrii .~ .. ~cn·:~-r~f;.iily ~,nown ::Y!h~ erL 

pB.ti~f:t :r: ~::c ~.:.itt.<mBt~~ f.f:·t~t°!(:::r:,n ~r:<~ ~~»~y:>k1 p~NiB ~1t c~r~"3 :1J':1t~:-rt ~~0~; ~~~ !3;0CO:'J.j~nc~ w~th a tt~~th:~:r ~ntl)r.-tiif':h~nt 0f tr1~ 
pt-$S~:1t ~t:V:SE'"~~ic·n T~~B· sySi~~:m '2.0G prov:d~:t: :·~:-nt.·~~1 p:!ltt~u: ca:~: jn .~ m:s~~n~~f :;;l:r:.i~~~r tt· ~h\~ syst~m 2DO '.)f ~lC~URE 12.,. 
bt:t \1,,,:~t~ >3-•:kfitlt-n:!l~ ~\a:c!i~:tn;:::::fv fo: dt2:ifflost~~.g ~3nd n~nnlto:.,~n9 rnuWp~~:: sites w~thln a p;:tt=·er~rs bccty HBlnq <:t v.;3rie~/ n1 
p<Hi!.3~~t ~~~~·:l?SO:"t{ kt:· diHgnos~:'"~g on~~ er :'.l'~:c..:r~~ d:so:·d~r The p::3t:0r~t 3{:i c:~n i::JS-~ t:1~~ ~t~cfp~~~ni of Rn ::rnph3r~t~~t.:{~ )·n~~cHc:::~! 

~.:.'1' de\.t:ce ac2, ~.$ dt!~!C~ibed ~~t~CV!~, o:· t~a\·'-t8 BC'\ t:Ktt~:nal t11t~~3kn.~ ®v:ce ~1D:'=E. Rtta::~t:i-3C.: S·:..iCf~ {-3-2-! :3 H~)H0·~· rnm:H:·or-~j~~t~ d~vic~-s 
·br n::c..:nf~n:ing E~~t~ctn.>c~~:di~grarrn-;. h: ~!.ddWon~ cn·E~ o~ :?1~xt~ ~.~te£ h or <itct:nd th~ paf~tinb~ t~vo\rct::!.n t:.e :r:o.::iton~d t:sing 

rr:Ult1p~}~ ~~{~:nsot~~ :$G'*~~ SKI..:.'!'~~ .B,•Jt";h ~~~; desc~·~b~d h U.$~ Ps~>~nt~~ <k~~~n)$97~ 5~~)~':.t\5:3(t fi,: 1 ::.l.85~~: ~~r}~j 5 1 ~1<_):7~::~~~2~ ~-~'.:e 

f~i:>do:>>.::'t'":~~ ~~·i )..:vh:oh &~~3 i;~c0~)'")0~~t€d ht'"::ei~{ by ?~'3f<:!::'f:.r~cB. (J~f:: r::.:Jtt:iiH3te:.1 B)~:t.~.r:n &ritj n~f::thcd 1Q~'" :~oih3c}jr.g ~:!~3 .&~~
~rz.ing :~tr~·r:.:;-::.ti ~"i~H]:'3nt ·cr:fr)r.Y::tnbn ~u:t-~;::;;€ fr~c· :Js~ w~h t~~ pl't2:;~-:snt ~n'-.-t:ntk.~n ~~ d0S<'::fit.~~~<.i ~f: ii-::e: r-.s:3;tt:f.3. Gon::~ncn:y · 

}:'$. ~;\:-~·n0d Eu:cop€:<Hl P~~ter:~ ;~.ppfo._-:.<~t!~~·n, tq..">p~::e:a~~on Nn. , t:nlhh'~d "Sy$~!:~~n i\:-~ci M&th:Hj F!:tr .~\u-~t·· 

:11a!€d GoHectk~n And AnBiy:is Oi r1e9~~~~c3y R.~~fri·ev0d Pati'0t:: h-::fonr:a·Unn F"-<x ;:lt:n~oi:f: Pattern C::He.:·· f.h0 d":sdosmn::- of 
whk:h :;s ~rcorpc·:-~Hed hf:?·e:n t~y ?·0-fe-r~~nc~). CthBr ~y:p:::S o:( d:f~Vk~-:JS v.,'ith pt~y~~tott-g;~~~l n~0<tt~u~.::: S~ff::~~rs: t~~~h h.~~te~-ogt:

ne~')\.:$ ::~nlJ ho{n:ngeni:.E .. ~s. coutd b:~ used. either wfHfrn th~ ~an:E:: d~vk.~ er ~~:arkh:g ::·~ ::::onj~nct:On )'\:~n: \?,~:_ch oHv~r: ~~ j~; 

~,now~~ iti th* art 

w·haff~ ~~:~nGt~ p$~.:~nt c:~r~ ::s f>~~n~~ pri...~vMecL [&,':!h. ~J.:;::!3)~'::t c::ar~ ~:~'-1Nj ~~05 (>r ... ';r:tr~ms t'N.:rn<~~! p:atl~::1t llji:"3nr)fjc&tj·o~: ~:3.n(i 

treatrne:1t pr(:rn~· 1Prot·r~~a~to:"~~ ~~~ ~ .... ~~i~ ~s ~netfo.::a: h1~h.):·v1 ~n~~:¢*t:on;3 t~k.en~ ~ii{igt<t and ~:'-'i{ight 1:"tr1(j ~)the:· p~rtfr·,snt dat~ 

\net. ~3tK~w n}. Th~: pr~~ir:-r~t ca~·r~ reccrtis 30t~ conB:~~ pr·;rn~:·ny :o1 :r1<n~~t:or1ng .8-e~ ~~of; sfo1~n~J d{~Vice and tler;v€d r;'::~~:!i~;~H·es. 
{D,S:DM; se~. 3f)7 ~:~~i qHanty of ~ifr:: ::<r:d :~yrnptt~m nw:~1$~}r-es ~Q(::U\·~) s€tts ~~OS :-~c.ord~:d a:r~ct di3t~frn~n€td th~3r~=~~ft>3r (.q1 

~~:: a :egu~s3~, cor:ti·n:Jo:Js tH3.sh~. TM.H Qrf~~3.:1~2'.a~tr~n o~· ~ .... ~f?. d~"/icr: Hnd {k:1l~Vf:fj n1e<!BDr:::s: s~:fB ~K:~) f·of ~;m t~xt:fnph3ry cm··d~2!t"'.. 
pat:~~r:! i:.~ar,:~ n~ccrd i~~ d~~sc:;~bt~i:..t :sbov~~ w:t:-~ r-.s1~r~~::c-;.~ k~ r:;GURE 5, Th:E} ::::o:g~iJ!~zat;on ,~fn.:.-;s ~l:~~Uty oi Hfo <~rnj :syn-19t~:~n: 
tt;;~asuri~S ,s~ts ~108. ~ f:.;r~her d~~;:;;:-::--lbt~d be~ow With :-~rfer~~nce. ~o r:;G~UHE: 2:~. 

d~~·;,>jc;~~: ~~:-t<.J d~frv'~,::::j f~i{::·~~:~~~ fH~E:.S·:.~~·~s ~;0-t~ $ i 0 ttnd q:ua~f~y cf i1J'.B t:!.ni:.i ~wnp~Dtl': rn~t:"::SlSt'~S ~~st:; $1 i re;::op-je:j a:~ci 

::z,• tR:t~~·rn:nsd ctLJr:n~ ::~n inifo.~_t obSf~·~w~tb{: per:(~::i~ :Slscn :~s d{~i~~~b~d h1 tni:-3 H':'.~~~!;3~1 .catrnl':on~)''i)~i;n1~d EU~(:·pefg'"~ P·::~M·nt 

~pp~::eat"tan, Ar;:pHcaf3~')~~ No. .. ~ftt'tt~ed l·~~>tst.ern fo.~'"":ri ~\i~thcd For 00te:n1inir~f~ A net.f:te:~:..':~ 2i&St:· 
~i~~e r)f jnd:ht)~ju:a~ ~:<~3~~~"3nt Stat~~~ F~r Use ~::t t~.:~ ABfort:a!~3d c~)f:,"3ctior: Ar'(d An:a~vs:~s. ~:~1fosnt C::iJ~: Svs:ti::1~""n,"; ttw ~l~sd:e:·;~:.Jre 
;-,)f whk:h ~s lNC~J::por:'lted t:~.3r~~~n by re~~EN3~:ce, 01h~3r 'fan:~s ot ~);.==.t<~tJ~3!3~ ofg;3n:2.::~·~fon e3n:~ fn:3BE.)~~. 

S5 n~e:jk~~: s;f:nt:ce.s pt~vf~j\2::· ~~·~::~ :Js.~:-::g ·~=·~3db~t:k t:~»Bns. sin::~i~r fo tf:tH ~.:$.;;~~ tr.c r~o~~i t~i?~ pat~em. :4:$ s~~$cri::rr:ti :~b·ove .. H~~ 
fef:.~)back cc,;uid be by f:.!~::c~ronh:: t:'.E~J~ c~· t..;y 2l\JtOn::~:ed 'iOk"!~ rr:ai~ or f~~"~5h"nim. ~~-rn·th~:n-~t·te, tht'?. ~pok.-en v\;i(~e f€S~db~d< 
frotn th€: p~;,_tietH l.::'"l..:"~d H:e f(:\:":-tits~~ck pr~'lfd€..::;j b~t :he systt~r-n ·20G ca~ be c-.J~~~~~ni.~t:h_-.:~i!-t::<.i t~y n1e~n~ cf ~r ;r: (:0lT~b:f'm!J•:.):; 
\.'\:·ith ~h;s ~":"itf\'Jit ... ~~~~ devke :ts<:::~.:: w~~~;h~:· frnp~:~imt~~~·it~, .S:?~;;srnnl ~x ~Jr.he:·s\•ls-e~ 

.·m p~~~· coifec.ti'3:::i rn~~:;u;~s s~ts 60 .:=:.nd s::tJ::r:£j cr.H~~~t::~d t"'i:li~~s.ut·l'.% .sets s--: \"?~r: b$ ot~3a:1iz~~~· ~::~to g~te sp.~~cil:c ~Jr·')U~.,:nf=-1S 
ba~:~3d. on tM~3 :s:r::n$cr fro~1·~ }~·~,it.:! thB:y or:~}~n~~-t~. tt:{!~ l~;: ltnpfr::.nt~bhs rtl~tfo~;~: d~?.vlc~3 :302~ ~·xt~:rr.~~:: r~ed;ca; {i~v:c'$" ~~G(-:.~ c-r 
n~l~ltip~e s::.r:n~~c:~ ~)04::\. ~~n4b-. The fiH1cHc:1~hty ~f fh0 <!n!3.~y:;:h~ ntoclufr~ ~;~~ 1s .m.:g:i"rentea tt; :t0:~!W thfm.:gh ·a piu:c:l:"tt"i :~i 

s:tH f:pBcmc ~r1·&~~~wre.s s~~t~: .:l: ~i· Ht:d on~~ ~;r :;:fJre cHsord<:~:-~;. 
[O\l77J 1\cs descl"':trn~ ;above:. "ilS ;si1 adjw,cl to :-emot~' p;siieci\ >::tire tr:ro:.igh ;he :;;oni;crlf':g cii me"il~wrei:i phy~i·:ilmJic;.~: 

-~~> d~n~ ¥~~:; knphurt:;~tii:~ rne;:.,~~~~ -:leyk-:e :)~)l.( e1<t~n":a: :-r:~\.ik-:at d~· .... ·~:::~ :303 m;d rntdi~p~e s~H:~crs $Q·~h:.: $(k~b, q~\~ii::.y o-~ me 
m:d ~~<:·npiorn ITH3:>?\s:.n-~~ ~ets 308 ~:3:)': also ~s ~~ic.r~~o in !}-:{:) ci~3~z~b~~~'E': ·~ ~~ ~1::-:; p"2~rt ::;;f t.h<.=: rw:..rnl~or~n~] .2'S.!~ts 306. A quHii;y- ~1~ 

~i:<e n~~as:jw~ i$ a ~;.e·n-:: .. qucsnt:t::~k-:~~ s8;f.·ass~~,~~ffE~n1 c·f an k~dl·vid~~;._: p~~:1ent'~ p~~ys:c:af &~Ki ~~rne:t.io(~ai \·VE~H,b~;ng and a 
n:~c:.oPJ o~ s~~~npt():l:s .. $.;..\ch as: provided by the Du:.\e Act:v~iles Stat:.~~= ~ nd~cator, 1~:~~=~ scorh~g s~(st'Ztr:s can LJ~ pn:;~~k.ie•J 
f(.:t' :..:se b"/ tr:e p;::~t:ent. 11 <)nm~ p.e~S'Ot~;::~: (;(J:~np!..ih:: -:g {~;:"'iOV·Ut in F:(H .. .:::~c: ·: J to reco:·o r~i.~ or :"Wt' ~u~Hty Cf .1r::e S(;C.:r0s tc:-: 

:~"'~} b(".l't~ ~njt1a1: &~d ~f:od~:~ d.ow:{i:o&d ~o "th:t:· S$Pi~t· systen-~ 1 t=>. 

k:- FlG·U F~t:· ·~ 5· &r:d :'.">hO\'\:~ng .. ~~fy' W~:)' ot ex.arrf."~~::, fh0 t~t"gar::z,":~.;:~~:">~~ :.,)t (~ quaUty r~f rtf~; Erld $.y~:--,i:ptorr: ~:~"3:&$t~r~:.s :r>~t ff:(;Cfd 

:~~!O f-.)r ¢;l:·~ ti pat:~-;r:ts ~tcr0~J s~:.s pan cf' a p~~j,t-:::ni i:~Br~ tiSCOHj ~o~~ ~n thiS d~t~f~i3S.B ~ 7" f.tf ~h~ s~~St1=~~:-: :30G t··f F:l~;URE 2-::. 
Th{:: f~j;j:ow-ing t~xernpl;:-.ry ini;ofn1at~t: t~3 N3CO·:l§€3~j k..-: <i P<~t;Bnt t;v,sra~: heatth '..'.·v~3.~lnes.s ~S~i 1, µsychologk~<~~ ~;l:lt(:: ~~t~2 .. 

;.~~ ~-..~h(::st d1~~.>:Jn:fo:t ~1~~S, :oca~fon o-f chest d!~~ctsn~fcrt ~~24., pa{pit<~tlm"!S ~'3~'°':!5; sta:trtr~t~-~;~; o1 breath 32B. 0x0~l.:1St~ tch::,:<~:K~ 
:~2r co~;gh 32t'3~ ~~p;..,1Urf~ p!·od~Jct1o~: 32:~). ~pl:ttffn (;;-)lor -3:10 .. erw·FJ;l :E}'/:t:t a3:. S)~ncopt~ .332, l"H~·.ar 8yt:cop~ ;3~·~\ r:2'tise~i 

~~3,4~ ~:fa~.pt:t)r~s}s :3:30~ ttm~ of day 9 l,. and othet quanty of Hte anti .::;vn~pton"'( n:e~Stffes as ~oukl b-e kno~t·l ·~o f)ne skW~a 
lnHl<?.<Y1:. 
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{Offl9j Otf~~t type~~ {~·f Ql~{~Ht>l ~~~ lEi::: ~r~d ~~ynlptorn nH~-.:~stff~S (~H3 po*::*~~t:.i·E~.- .;~~J~~h ~3.s tf:G:;:;e tndicati:~·d by :-~~~;pcr:s~s W: 
t!"m t\1i.inrt~~:2-::i:J~;3. U'/itt9 ~v~fr~ HecH·t F23i!~Jre Q!J~st:on~:{~]te d.~~-~~~:::bed h~ E Brm.uw:njl\J .. ~~d., ·:H~~art Dis:~~as;~s·-A Te.xtbaJ:Jk ~)'f 

G{5E''f~k)\tRtK~:..~lar ~~~t~~jj·drn~/' pp .. 4S:~'.-4b4, \fV.~l B(5£.;nd~~:-~~ C-n. (::~~!!}. thi~· ti~scfcsu:-t~ <..~f wr~tt .. 'f~ ~s tncorpo:-a;eti r~i:~n:}~n by 
:·~·f-:::~·enc~. 5}t:~~i:;.."~·~< ·f~H:f: .. :;.j~)n~:J c~assHk:a!k~ns (J~ili~ti c;.r; the n~~~H~onsh:p b~n"'·e·er: sy:T:t-:-.:~i'~~ns an{j tt1~;i: ,;KrEJtmt ~J.f ~ni:J:·t 

.:~ ~·equfred: t:) pto''i{)k~ H::e~·n car: ::;.efVS. i.~:;. tTusf:-~, of Hf~3 '.~nci ~y:·nptor(: n1e~:~~sr~~~. $~:.t."!h a;; th~ :....:B .. ~V ... lor}:. i.~;-e(:;rt A~:)Ci:~uior: 

(N~·'HA.l :.."'}:~ss:i·i:CB.t~Dr:~· 1:- H .. n: ~)pj ~\l~ B:i~~o j~Sc~H~:j kt jj)fr"j 

pl·~3:1~-e~Har~' ci{~:f;::. to ~h~3 cie\.~k:~ ~~:~ti d:t:·:-~~3ti ff1.~3;:t.s::.:.:"t:.;: ~'~~s ~3ff? ~1nci the s~"w~~~tm~'ls du:h~g lht3 sh>·n:k:UB3 wR:K to qu:~E!.y 
·Of ~~f~~ {Hld· syfnpH.:tn~ rr:~:?.RSt::"i:?..:~ m~ts :1GB. 

:n. tt:i:~ dRtab:s.~~ i '! i:Ji th:tt f;~lsli:~:n~ :;Qi) :.:ti F~GUR.E: 21. Thn~~ p~~t:~~:1; c~1~~ t"*C:{~fdB R~~ aga::·~ *;r:iJWn 3or PiS.ti~~nl ~ { Pa;'ie.nt 
2: ~in\.i P~::!i.ent s ~~·:t~f "3&(::h ~:-:: th~~s~~ fE~Cf;{tiS C':»n~.:~k'{k1~1 ~::;t~' 'SJJl2:c-:fk: (n~.~Sl._!.t"$;~ sets :3-: s. QN)l~p.si:-J ;?.S frs~lo~~.!!'.~. r:~s~, ·tr-~8 

p~3:i~0nt t~C!re r:t:.(.::""1r<..i tt":r l;·i..:.?tient f :r:.(.·:u~j~·s Ucff~<:: s:,i'fe spef;::fo.; ~Yi:::~3.s:..~ff::~:: :>~3ts A. e ar:ci (.:, co~~",3spQ~'"':din9 tQ tf':re~ sit;:;~ f~n 
,f..~~3tj0nt '!~; bocty S~:?~Jj23r:~:, th~ fE3'f:~0nt f::are fBCC:"d fr;r P.:~~ient 2 :n:..;k~tfo::·~ ~V~·'{: site $ip.~:,dfic :-r~0~rnu:0s &;;;1~':, A ~nd e, \.~{-:\::. 

~~~ :0spor:~lbg t~ t~'.i'O s~t'=:s .· t*o?h o{ ",<ih~ch B.~: h th~~ f::~j~1~0 r.~-:~~~tive pt:~;·~r~ons {):°1 P~~tf~''?llt° ;'?'s bt~~·jy as. lh:·s sh<:~s fC:r .R~fie.m~ J. 

Rr:r:,~~y tr,H pc:t~~?:~~t cc::,~ f~~c~;rd fr;:' P~?W~!nt S ;ndudes ti<,..:o Bh'~~ spt:f~i{:t :r:0as~:res s~H) .. 4 a:--:cl .D .. ~3k-::f~ con"~~~3por:di:1g t~ 

~w~:' F~~dl-c.-:a~ a~~ .. l~C::~ s;~~f:rn:::rs: (K:Iy Cff:~ ci"~'.i'h~ch: S~!~ A. 1s k: th~ ;}B.:T!i! :~k.~t:v.::~ p:::-f;:~fo=~·n a:s S~t~~ A fr~.: :P-1ati~nn~ 1 and 0~u~·?.:il~ 
2. 

8:· p:~H}:c~) t~·~~ ind~V~du~d :·n,~~st.::·~i~ for~~ giv~H p~::t~ent. !:o (~t~~i~~- tr:di~V:d~~al n1e-t~e:i:~ t"~:::s t(>f t;~at ~~un~ p.titi~ nt ,"!:· t~J cth~~ indh~~d-· 
~J8tt rn~:;~l~\.J~t:~- f(.'~- ~~ Qr{>tm (J t:t!"l~r p;::~t~er:~;~ ~~~&r1:ng H~~ s~r:1s (~!s)~ast:,sp~df~)' ·d~ar~~ch~rlsth..:s 0r to th~ p~Jth:sr:_t p:.Jp.W~:itir..:r: 

fr:. g~·ne:·~~t Fh-st~ H!e hc(f:v:d:..I~3~ nw=~~~:..if~s cc:·res~.\C)ntitrg t(> ~.~-ch b(Hiy ;~;t~ R):- .~;c k:di'ii:d:..~~~-; pat~et"i·t t~a~1 be i:x~n1:Jar~d k) 
~")th~~r indh .. +ct;.n~d ;:~~t:asu~-e~. fo: that s~:n1~ t~al~~n!~ ~ p~~r group .::H· a g~:n~rt:.~ p~it·Gnt populah:-.:1_. AQ.~in .. th.Gs~ co.rnp~~dsr.r~s 
ml:1ht be pe~?,·tc,p~et· n1et~stn~s ~.,rcj~cted {::-vr::r t:~11r::, ~·or lr-'st~'.1C~:. ccn~~:~u"[ng ~-·ne~s.u:"~3S 1'?~,·s~-::h ~.Ut=~ .·~~ B ~nd c;. le? 

~::.~: P..~3ti)~nt ·~ , 

x ,t" x x .X,," x x ; ,:r ,,..:,, x 
X-·)~., .< ''{ ·:~ ... !.:~., "'Y 

r x x .Y x .. r x .Y,,,. x y x. 
!_.:· ' ' ' . 

' ...... : .~ -·~ --s '!. :~ "'l', ~~$ '-'.>." 
,_. 1.: ... .r,.-.~ ... -

x x x. ){ t' ,Y,,,. x~ x. 
~··· ~:. •' .•'"Iv~:. ' 

, 
~ .. ··: .. r,--.. ~.r' .·~ .... .. •.•,:· ~~:-

..'( 
;•, "! .~ 

x. 
:;,, 

or corr:p2Sri:·~g H:f:! in~:ih:i~jl:~l p~t~~:n~J-E r:1e0.~·~ff\SS !c {?\r1 ~V·$f.::3~1e fron~ t:~~ tff:O'l.i,:.), S~n-:fo~:·t:..' .. lh~~~~ c~~·n~pari~on~ rr:;~~t~t b~ $:b· 
nng~!Ur$ibHn9 rne::~~~~~te$ for srn~~~t:· $n~~~:shot$., fur b~~t::~ncei cwn~p~~dn~) con~p-.1fab:l~ fn~~~s:.Kt-?:S tor S~~~ A ff .. n the th:ee 
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~? .. ,\':",, x x r;:,, (. y. and z,,,, :T l,;· ' , ,)'_, {j:~ 
'} ~·: .. ·,{ ",• n,, .... ~ ~~"~ 

---~ 

}:'$. ~::?er:f:fi i:: ~:.:~.ch: ca.xii a~; pB~~e-r:~ fHCO:"fj can b0 ~oglca::y gn::·~J:p<:-:d :nto ~~n~~as:.~r:-~~:: relatk19 B) :>p'=x-:,mc c~sord:·~rs. ;1nd d1sr:f·~:>}~~>, 

k:f ~::~~c::nf>;~-. CfJnges.Hve he~:~: f<~fiure .. :T::\~ocaf~lla! :~farc:i~;J~. res.~~·~n~tory .:.··Hst:~~~~::. am-j <!i:1Ht f:b:i~lBfk~~- Thr: for-:-~i_~oin~~ 

~t-:rnp:a::iscn. op€:"~Hic·nB p~H'fc:·fn~?:d b~/ :h€ ~fi!3ly~;i:t~ f:1cddi::~ 5:1 at<:~ f~3:t:·:e:· d~!f:·c:~b<:~d b~~cw w~:h ~?:f~n~n:e.~?: to F~GUR[S 
28/),,-.:;ic~~. 

{OOa4} 
~8) (;~H;s reccrds ~~C-5 Q:f ~~C:;.U~~E 24 Ear}~ ~.:&~i<;:nt t?ar-~ r~:c:~)r{i :305 }'.1ch .. H,i·::=:$ ch~r~i:;t~::-·:stk:s d$~!~ 35'(~. 351. 352 .. ir:ckH .. ~!n~i 

p~::·sot:a: tr{:.~t~-: d~:~~-;1c.9~~,f~~;e.s~ ~"":-~»<~j(~a; :"HE:t:Cri. snd :~;~t~:d p.~~-r:sor:~~: d~tf~,. ~~C>f p~.t~,~~::t~: ·t 2. ~u~d 3. :~s~w:cttvety, ::.·c·r 
$:<s.ncp.t~: th~ {~h:..~}~M:~-sri~;t:cs d~ts .:~(fi·O for p::?..ti~~:t ·i :11~~1r;:t ~nt:~~Jd:e pi5~:s,~~-}...~f ·~ratts 1~v~1~c;": k:i:.::h..:d~ ~Je~:~fa;~· =~r~d 8.~:l~ .. st:(;h s.s 
tf:i::il$ ~r~d ~~n ~q~ b~tv~~*en ~-~n~~1t~: ~~ ci~~~:o:~ra:..:h:r: ~f ::e6;(~et:t ot N.~w YOrK CJtv~ ~ind-~ ff~.eri1o.a~ ~1;~~tory con_:s;s1m::;:- ct ~~i)!~·~ 
rior r.::yot;~~rd;.:3.~ ·ir:fr&ct~or:~ Ct:f:~}~Stbl$ M}3;3.tt i·~uw·.9 &1""~d d:t~bB:~t:~ .. s·~~~ilBJlV~ th~~ C~8:a.1')'.~e~"i.S'tk~ d~:t{~ &)·t tee pat~s3nt 2 

~~:: n::fJht· ~ncit:cie td:t:nt~c~3.: per5.;;tna~ tt~:ft5. :h0:-f3~:ty res.:.~t~~f:fj 'in p;::.r-~i~s~ (~v~::rtap :~E.~·a Qf tz·h~3ra:..-:.t:e:.1st1~~:.:: i·3a~<! ~~so and ~iS: Strn · 
~Jc~r <:hHf~.ctE~:-fotk:t~ Q'h:~~h~:p ~~54, ~365. ;J5t) c·.:~r: ~xjt~t b;st-"'¥een t:3Rch ~t~.spect:ve p<~fft~nt Th:s ovet<iii pa;i;snt ~~{~P~->h~t:on :'3f..~)':

~'i{(>«kJ int~bd·~~ !he l~fH\f~Hs~ o·f ~~H f~".:hi2t~~~ct'2:~istks d::t::<~. /!-:..~; rhe rnon ltcdn·g popul.:~Uor: grt:ws, t:·-w nti~·nt:.et (~f p~~t~en:t~:i- 'iftitr·i 

p~11~on~"!.: t:·~~i~~~ n~~tch~ft~ ;.hose cA the :·n~J~1~k"l·:'ii<l p~"!.~l·t~rn t:vm gt ow. lnrre~i~jn_g ~he ..,,.~~h.~~~ ci p~~~~ ·g:-~)UP r.~f~r~~ttchg.. La~~J·~ 

p~~~~- g:ct:p~i~ ~·eH ~;:taY ... ~h~d a::.:.n .. ~ss ~d~ n·~:)f11~oroci r:K~~:.s·ur.:~:.s:. win t~st::t :~~ & w~H kn~;wn n~1t~~ral hh~:~ory .:..,"tf d:1:s~ase ~n:...i ~·~!·jj 

::::> *Hb't-'.>' fo:· :'r-:c.J'"(~ &.G"t·u:.::.~te pr;Sd:ct:on (~t tnf~ ,.~Jin k~'\:: ct-;t.~m;~ nf the :3a~:~j:nt ~)(~:nQ :-'{~()~~i~:...--::·)~J t·~ the :-Y;p:...:~::tb.Jn of- pfit~~~-n~s :s 
r~~~t~v~~~/ s.:-r:aJl r.:r::v so:~:~ tn~~ts. ~~5f:. wi~: tJ» :.~r:·~rar:n:y pr:e..~~::nt ~r: any p:2trf~rn;::s~- p~~::r gro~~P- t:.=)/0ntl}Bhy: p:6~?~· g::Ol.:P& .. tt.,r 
~~stat~~e~ r.t~:r:~pos.ed: of -i OQ ~Jr rnr:r~ pattent:s e~:::l:. wnul<l :3vdw3 tH:tler ~~!1r~·di~~:orr~ h~ V)'f~~ct~ :f.et:3 :..vo:.i~d b€ c:c,:r~p:ete 
;-,)\~~:-:r~::~p ~.Ji ~>~Jbs:t::H1:t~:8:~Jy :i~l'! ~;Hnt:n~ d;~ta. th~:"'t:b}·' f~;n-:_~k~fj a po\~erh~l ~~un~ t~3f£.n:~n~A3 grcEJp fer any n£~v p~8t1ent t~:t::~ng rn0r1· 
~tt:rr~d 

S5 fOUS.5} i.:. :G:.JRES ~:\1.:\ .. ~:~)B ~~re fo)~(;.• ~1mg:".:H1't> B~~ow:r~g e3_ :·f1e-:hod ·fnr ;::-i~~)V~d:ng :H;rff:8i:~:e~3 vo:ce 1~-:Bdback tccrn an 
~:)dtv~d~~~2~J p;:-~ti·:;;-:nt °i:) ~r~ a~~HJ~":att":d tx:c;~sciio:~ ~t!:~:t ;sna~~f$~S pah~~f <::a:Y: ~~}~t;sn~ ~H~O h~ accco:-~J;s.~x:·::~ w·ith ~ fBrtMsr ~:~:tJCd· 
;n:~<::~~ ~~~f ti~~ p:·<::set:t itr·;-~.::ntton, .·\s ;:v:fh. tt:~~: l'~""::ett:0d ~~~~n-:.·4 FH3U~1E:(~ -~6A ;snd ·:6B~ thl~ tr:ent.-::NJ :~ a:so tn-::pbnH:-:r.t~~d ;s,~ 
f~ :.x,~r:'..l*:~ntbn~3~ {:o:·r;p: . .tt*:~: p:-c;~~:~:..:'n t=md p~rbn-:~:s: th~ $~~:"~~;$ s~~t -'~f ~-~~~~r..ns ::~s d~s\.;rlb::FJ whh r;~~e:r~~E~):S to r.:GURES 'H~~A 
&r:d l 6ti. ~;.ttth !h~: f,~)lh.)~·:A;:Q ~Qcnticr:a~ f~~rct~o~fd:ty As b~s~or.~~~ th~ p$H~~nt ta:rg r·~:(.~)l<.~s &te Q;~J~rf<::gd i;( t:'":e dB.t&basi"S 1-.< 

.. ·m ~~':tr·i a un:~-qu~ p~t1~~;-1t ca:~ t~(::or<i &~~~~~n~:d to ~:;"tch ir:df\/td~u~~r pat~i&nt {bloc:.:: ·~6 ~). ~\.h~'<t .. th~ k:d: .. /:~ua:f rnea~un~s for etiCl"i 
s:~:~ f'~r(::· ;f%~'t::t~ve!:)·' obi.'.:'t}q~d :r., a Hrztp~"01"::$BSfng loop (b~~~~~ :3t~~~ .. 3tfl) ~~nd eactl d~~~ord~:~s l'w~·&t:ve\< &t""~~~ry::-:~:·d ::n ~~ s~-c-
D~~.d process.ing l:i.-:\np (fJJ.t:,ck~: Sf.iH·3~~o;. ()!her f.;;rn-r·:s t:,;f fio\-'l:' ~~or:t~ .. <:~t a:-.e fHas:b:e .. fr:ducilng :~:c:urs·ivi~?; prnc~~m::lr:g 

v~.d1..:2J ~~·<~t~~nt ~:e f~tr~eved fro:·r: the rned:c.::::: d::":"v~c:::~ ~r s::~tlscr k~a;·ed <H the l:~n-~tjf- s)ie {bkck '3~~~~·) :.ls:~g a: pf:i:::(g;--arr:·· 
-~~> :"fi~r: ~nt-;i:~-rogato:\ ;e:~rr~~~~r~d si~:~~::~!s :n.~:1sc:~h<~f~ and the .!~k~, .. ~!"!.~ .r~~r:eved i:;;:..-.ji~:-:..~;~<l r:~~~i.s::.u--~$-B S·$·ts ar~ ~·~nt: il:~ ::~ 

~:Jbstar:!.i23~!y :\~.guta: basis, ov0-:- ~h~ :nt~tnet\.~{'')rk 15 <.)f ~1~nnf~~- '":<.xr1r:}~3nlc;;"!.t:.:.x1~ fo·,:k {bk(--:};. .. j94) :~r:(l ~">f:dcd:cany 

f~OOht~d t~y th~ $ef\Jt:r $'/$t~~:"'fi 16 (bh:J:·~k .365). T!~~ cof~~iC!~d :·ne:3.St:ft:-S ;}~ts ~)re sto:-ed ~nto th~ P~it~~nl. c~:/~~ :~o~d 3·05 
~n t~~~ dat.~t.:as~ f! fs:~r tt::at hx~ivkk~a~ p:it:erlt {b-tock GOt~L .'\nv vo:c.e f$~'.iback spoken ".:;.:•'./ tt:e p~t~ent i ~ tnio t~~$ re:-nl)t-s 
c:·:en~ 1: 8 1s pt·oc$.~~ed h:to $ qu~~nti (-"f r:t* rn~~si..:t·Gs S€t i2a {bloc~ 2~~-G). &$ dGSC(bed ~~t-~')v~ *\:1th r.efrH·~~"iC.e to F·~GURt..: 

:~ .. ~} fl, Th~: v· .. ..)JC{: f~Gdback J.s s.pc~~~n s:.Jbstar:tianv r.:o:'1t~:r:~po~t~n-eou,s ~o th.e t()::t~:ct:on 6t a::~ ~~i~i~~t;et: dGvk::e ~1:·e~st::·B:::; :s.e~ 
r;G. T~e approp:~B.te c.~.-t!t:r.tf3~j dt:v~ce f:H~;3_s:..fff3::: m::t ~~o c~3n b{::. :r:at<'J~t~:1 t<) <tn-~j .]dEH1tttf:~·j f.:~.nt~~ {r:t:,~ Bhc~·{n:) mB qur:;~~fy' ~~ 
n~0 ~·:<~~&St~t-~$ ~~~t ~:~:-8 ;;;';itf':t~:.r by r.t~~tc:VJ~n~~ tJ-:•>:S:r r.s.sp~<:.;fr·1~ d~k=~ a~\d fr~:~:$! c~r- d&f ~~>r by :~irn:~,:~f r:'l;:;';&i"'f..~~ ~:t:c~~r by th;;;'; 

r0:··nn~~ c~;~~'::t 13 ~..tr th~~ :S:;i:-3r..t0r .sys;:t~:~":: 1 ~- Th0- qt~;ll;t)~ ~f .~l~~3 r(~~~S!~):'·E:'$ s~t ~~~8=j &nd :h<$ id~utlf:ed cc:: :ect~ci rt:~;3.SU~$:; 2:.~i 
5tl ;:tw: ~·}~~nt 01.,.··er th.:~ ·m:~:-:n:t::tiv~~rk 1 :S k'} t~:~:: ~>e:·v~:i~ sy~3;e~~·~ ·: fJ {t~lt~~;k ;~41 } . ... r~~; ~~U::).i:'Ql c~:f m~: n~ea~HH'es set ~:\~:tH (~nd the 

;,~~ ;d~t::tW~~t~ cc.H~<:t~~d n)~~,~~EJ)"E!S s~:?.t 50 ~"'!:re ri~i~::.i1.»i~:d bJ' the ~~i~:ve:- sy;.s~~~-~ 16 (b.~ock 24{?} <H~d ==~t~ ... '(:e-d in t[m approprli5!.~ 
~J::~ti~nt car-~ :"(~1--~J~"d in !h~ dat:ilif~s~:- fi2 (t~bck ~~4:3). 
l0~)37} D:.~r~n9 eac~~ 1.t~ratitm '7l t:1e second p:oe~ssing :cop {l?focks ~36B~370t the quality of frfe. n1ea$~n~~s set 22·e~ 
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~he ~:~HTE~~:~ d:so:"tk=~· (~:re· am~~yiB:c..~ (b~cck 244). Fktal:y~ ~;sedt~ack b~~~ii:~d or·: ~he <~na:ysh; tis s::H:~ to that paHen·~ {~i.·'i~r t~ti~: 

:ntt~~n-Eft\.VO-f~~ ·1 ~3 B.s art t:rrn~H :nessaf;i:·. ~··ia t~~h3phon~ ;[r:~3 B~ ;?~:"1 .::"<U!or:-i:atB~j vck~~ n~.::):ll O:" fc~c:~ifni1t: n1<~ss;:=,~3i::. or by ~;~:r:ih~r 
~!~dbae:k \.~crnrrE.~r~kRtiotm ~ink, {t~jo~i: :245) .. ~n addl::i~~n.: U~•$ rn~~18~u~2s ::::t~~t~ c~1:·~ be f;Jrih•~r ·~;.~~luattK~ ~~nd rna.'t{:~t~~~j W: 

diagnose spt"S\.~i.fk( r~~~d1~:~~i dh~c:-d~rs= su·c~1 as Ci'Jf~~1\'.~~:thti: h~~":.n fajksr~. rr:yc·t~Htfi~~: i:;t;~~"Ctto:\, r~!~~p1rato:·y ~~str\'.~~;s·, and 
~:: ;~tr~:;"~{ fibr:H:Mk::·~) as ~j~~'.::.~<~rlbf~d ~n f{-2::;..{t~ci~ •.>nrnn~('::niv·-oWnEHj U.S. P:;i!~nt ~-P1-.1H:..'.:alk~n~~ SE~fr~l No. t)~·:.;l.·t: .623~ p~r'db~J. 

~:~ed N~~:i...~~: .. r:bsr i 6~ J '.';$99:; S9r~&~ N:..:. ~)~; .. ~.:-~.1 J~d .~\ p~:1::itn9~ rnea :~·~°>).!~:-r::~>&r : 6 .. -~ 99§:: Se:i~:;;:: ~j .... J 09/4.:i~\ ·1:2,5 .. psndh'tf~~ 
W~·d N{)\'i°!tnb&t -~ l~ .. ·;.9f:!-9; 8nct S&r:~: No. O~l/,~4-1. t~·: 3~ pe~ ... :d~nq. r::ed No-v)3n"1bt:r ~ 6i : S1~)9~ the djsck:.1s~.::·e~ or w-~~ :ch t3tB

~c:corpl.lt.?t~d here~n by tef·~rencB. ~c: act~:mion) n-:u:tlple near-.$~nlu~tane(}:..~$ d~s0tae~s car: be ordersd &nd pnodt;z~·ct e~ 
p:&rt i)f tMt: p~t:·t:r?: Krn!~;,s ir:d~c23tc·r B.S ,j::~.scribt:d i:~ mB -~~t&t&~~~ corrm~or:iy·.nW:h~d U.S. PB:tf:~1t &pp~i.~:Hon, St:t~~l No 

~~) ~Y~i4-:i-: ,<;G~~ .. pi~r.d::'{g .. h~d :-1joven:t~~r H\ 19H~). ~J~e ~:fi::::c1o::::t~:e ;'."if ·:.·vMlc~l fr~ h1CO(pnrat~-~3 f'lerB~n by f:?~f~~r~t:f)!1. 

a:...~~~ss ·tf3 ex~:e~-~: i·t~f~~:..ik~;_xt c~~~e ~~t ;.~ry iin~~ :tU~(i ln :~ny pi~3C~3. ~--:{::r ~~x~3n;pte .. ~~J~:er ~~s~&~)::sh~i-:·~~~ :~nd :'f:·~~~l~rt~3dnn ·f~;~· ~'~~.ct~ 

p~l~e~1t &rl spprr.•pri.&tE b$»€l;ne s.:::t ~frn:'?~S:..ff~::~, ~~~e data:Ji:::,,s~ se~:v~rG:.)t~:cltt.,nta:~< & vi:~tB»J:y ~~p-h:,·d&tf: p.a~::1~nt h~st1..~:y. 

\;-~.\h:ch ~s ~v&H&Ut: :·c nct:~j~~3~ pr\..~·'./td.t':r:.~ tor H-:0 ff~n~oh: ·3~~3gn:.1~~s. ~snd pti·?.v~?.n~iot: ~~f s0:~~-:,lJ!~ Wrh'3:S» :·f:tJF~rd~~~~ ~1f the :}~J.-

~~~ c~Hv~~ k~c.:~tior: ~)f thf: p-~~li0nt o~· t:n1f:. cf· da~/ 

{noa»J ~ ... 1~)r&t1Vt:r, tMB tJ~fr~~~r~r:q <E.nd ~~-!~rctgt: Qf n1:..~Wptf: sets o~· c:iti~~~:d ~~lH<:-int ;nfo:-r:1B.t:on obt::~h"l~?.d ~'3n s: :<.-:1utln0 
bJ~.st;~ ~r:·Hk~~~~ pc:s:s1bi-:s tr~~:~f~~ltff:! n·mthcdo~og~~~~~ b;:::sed on >::.n <3!gor~th:nk >::.na~y~~is t•f ~h.::~ Gi:~H~:ctm:i ~·fa~t::-~ :s~ts. E;~ch s~~,:· 

ces~~:ve iH~roduc:iwn ~f ~"':.- f:•'i:-W co:te(:ted ~n~a~w.res ~3~t tnto ihe ~j~;,t~~ba~~ s;·~rv.er wo8l0 lmfµ to ccnt:nl~~~!~y fn1prov~ !Jee 

aC'.)u~·ac.'.}1 and e~fs-cii\1s·ness ot the ~~gc::~ithrn$ ;.,~~~d. in addtt~:\ the p~·ese~~t inventlc:·i ~~t~n·n~~ly ~n.ab~es t:·~t? ctetecth:.'-f!. 
8:· pt.~ve:cHt-:.:·~, ~nd cut.-.s o~ pr~:~~)U3l~· w~kn{.>-e~r: fr:.n'":-~$ o~ :j~~or(iet'S bi:;s~(i <>n :~ t:-f. nt:B ~ff:aiy:~i~= .~nd t~y ~ cros~=--t~:·ft!r.~~1,-::h-:~~ 

&.t)pro~ch ·t:) (~"f'-ef~t~ (':{fnt~:~~uo·c)$l·v in~prr;\.~ing p~:ef'·{~(Oup t~~~~,-~~rH~~~ d~(~~bas~~:. 

n1ated ~~,:t~l'¥'S:s of~~~~ t:u::e(:teci ;~1e:r~su;~s; ~-t:tf;. Th:s t~,;p·r. Qt ~~db$:(:k :sy-st€:r":1 is S{;;t~b~e fo: :Jse k:, tor ~=;i{~~t"'r:;pJ>3:. ~ :$.Ub~· 
s.cdpgort b~s~:d n~~.;t:1 care ~ .. en~:c:0_ At ~~ b$s·::c ~~\:~~:. inf(l;~":1a.tk~r::af f~:edb.8:cX: ca:c b~ pi"ovl:~~gd by ~v~ry of <': s].:1:~.1 lt: 

~::.~: :n.terp~·t:taHon f.1f thf: ~~c~.l~~·cfed d:::.t&. The f~~dt-::~~~~: c<x~ld bH hdltt t:p :~; pt(:vfrl~3: <! gr-<!t~~f0ci :e.spun~>~?. t~ ~he p~3tt~~·11t .. fr::r 
~~)'.arnp~~~~ t~.:t r:::>t~f~·· ~hB p~~tl~~nt 'tf'mt he {~r she ·1~~ H"Bndbf~ ink~ a pot~ffHial frc.\.l~ble ~?or~t~. Hun~ar~ int•JrtK:Uor: cot:1d bi~· ;n1r::>
duo'z'J, both by :·i~:O'.:~Y~::1)l ~~~t~~;~tect fif~'J hJ{;~:J :·nf~·,J~~.?:~i pr::ict~t~oners~ Fhw~:~y. ~h~} ·ffredb"1ck c:::-;w;d indt:<J:E~ dhect lri-ttHver::t~ve 

tne~::s~~tf:S.: s:..~ch <~E )t::11~t~ty rt~prl'>gran-H~t~n>J ~ p~H·~~~n;l~~ lPG. 

3> fr;:i:~~k~r: G">f p:1_y.B:.i(}k)~1k-...:~t ~-r~~i~-~:..i~-E~~ t:y thek :t·np~§.:~t&bl~:· :"{~;2:dlc:.{~ tk~~vk:.~~- Tht: \'ok:-~~ fi~;.~t:b::~Ck ls n{~:rn$H~-e(~ ::c ~: 2t:.=~nd:~rd~ 

·:z~:d set ~)f q~m.i:ty t:=~- ~:t0 rn~:.a~:.~ft:is wf;:cr~ tan f)e ~n.a:y:z~~d ·:r: a t~~~note. B.l.~tt1.tJ\:3.tf:t~ ts.s-h:i:...')r:. "Tf:t:· vck<:: fa:edback l~:...~tilt3 

al.so t1~:: cr:l:p:ed: ;~·~tt: \.:'l.SHBl f0edb2~ck, =~~:;c~) as.. t~:::o:J~h ~3~9:l;?~: pht"":tjogft3pt:y o:· v:i:j6n, ~o p~~~)V~~je a rnnr~; t) .. :.·~~npiete pictu:e 
;:if !jw pa!.ienrs ptiyi;W1;! ~~«::!-bi3h~g, 
[nf~9Z.} \~'h~:0 tM~:: :r.ventt~n ~;&s b~::\S:1 parttc~~lf:c~y !Sf;own: and d~sc:ibect -~s r~f.:-:.r1~nt.~·a to frh~ f::-r:bcdirr:~:1t» 1h&t~:.of. 

:::.:~ tnose ~kme~ ~n th:e:. an \~~=H l..:n~-:-e~:s~ar:ti th::~t fh:::: ~cn:gtt;:~~;: ann :)~~1~::t· en;~nges ~r. ttdn~ 8Bd ij~·}t;~-i: :'l:szy- })0 ~~n;::.d~ H10:1::r: 
.._...._.\~H~-out ~jep~tt:ng frcrn H::~ spi(~t <~n<.i. scop~': ct tftt: l~w-~=~~1.ior~, 

C!alms 

~x-: ~ A ~;)·'-~;tm1~ 2CO ~er pt·ovt::Hng norn1~di.Z.¢d °V{)i(;{~ fe~·db~:.~k r:·~·)rr: ~u1 ~nd:vfQ;,._t~:: ~:~:~{$nt ~ 1 :ti an .~:..:ton~:;xted coiwc.-tl:::-n ant~ 
an~~ly$h; pat~er:t ~~~~{\7?: ~.ystm·~~ -: t\ COt'(tpcisi:l~T 

;3. :r:.t:.~llcai d~~r:clS· 1 a t::~v~ng k1 s~~f:~~·~g tor :?-:on:ton~ng ;:-=.t l~~<~:;:: c~1.::~ ~Hly~~to:o9~~~:3~ n~{:1<~:t::fr··e of (3:1 ~r:d:\~d~la~ p<~!~~?:nt. 

th~~ coHectt~d ~-ne::~~s.i:·es st~~ ·::.~cn{~~·f~~jn~] :ndfvhj~ff~-! ~~ne>!1swms ·~{hicf·l t~t~ch ~~ta~e tt~· p:s.t:.::-:n~ h~ik~r:-rlalk:n :~':c~rd~li 

by ff~€~ n~~cfo;~~! u~,~~,:':~~~ 
~~· :"€~t~V~tE! Ci't{::nt : 8- prDt:;::~~;sjng '/C~k:€: ie::~dt:·?j>~k ;?D'1 ~nto ~3 ~~~:! of ql.::2:.:ily l:'f m~~ :1:::::~3S,H'f::S V.thk:f: ~:ac~: :~~~~2~~-$ ~i;-~ 

patf~nt sei1~::~s~{~S.sE1ent i:-dk:::Ho~-s, th~ 'lt~k~ -f~.~db~:.c:k.2:0·: hBvh~~1 b~f.n spok:::n tsytt:~::: ;ni.:Hv~du~i.l' paHf.fH ·~ ·1 Jnto 
a ~·ernote cne:-tt '16 std)$rtantlaHy Wfft~n1poraneols$= to the f~f!e~~t;s.rr o·~ an k:e:~tmabfe cte\~ce :·neasln·~s ~et~ 
~~ n~t· .. ~10t:< :$;t~:v~r ~ 6 f.V6t \i')'hksh ls pe~fc.-dl•.s~~iy rece·:.,ied a s~t oft:('>Hec:ted n~-t:~~sure:s retr·~:sv~~ on a .s~Jb:st~~:-~tL;~~ty 
r~~~ufar basl~ frcn1 thB: :~~\sd~c::<~ ::3G\:k::B -~~~~ tf':-E3 iden~i~:e<l co:i.ecwd dev~ce r~ea:~uf$:S .s~t ~s ~~-C:3~ved t~crn th~ 
f?1}3(ii.czJ th:-:vk~e 1 ;~. &r:d H~e qu~3-~~~y nt ~ife rnt~~3m.::·t=~~ Bl~!· .~~~:s t~> r&Ct!~Vf:ci fr:..~rn t~~e r~3n1ot~: cl":$::nf Ht 
a d::1t~base i ~r (X.1L>pi~d tr~ th~ n~h\'Or~~: $~:rv;;:r l:t~ ~ ~'l::i s1,-:~·:r.g t;-u: t;~w..1l!.:;·:·::;~,zd n;::::(;j:r.~~J-~';;:'"":~ S;;:'"":t. t~1;; i~~:t:fif:!"j (X:t;J.(:r.::~~d. 

d!"?.Vl~:: n":~:23sur~:~ ::st~t ~~no th~~ quBF!~' <.-:.f n~: n~~:~s; ur~~s s~::t ~ntt:~ a ~::Bti\~nt c;sr~ r~tt':·~ .. <) f.~: th8 ::;-:jh.~idu~l p-a.th:-:r:: 
\·v;:h:n ;:~ d;~t::~t~2;s~3 or·9R~ized :~; stor~~ otm c~· ::~t3re fJB~h~t:t ~::~3re :ecor-tls ".:)'hk::h ec~crl co~·npr~!30 ~ pl~~r&ll .. l of ~he 
{:DiiE~C!~~\.i. :·ni~:aSU:"E~~~ ~~:i:~L~: ~~nd 

an ~~pp::ce:~1on ~~··~rv~~t cct:pl~~d f:o th~.2: da~~~:ba:;e ~~nd at~<i}y2ing tf~t~ 1d•zr~t:f:~~d (;.-)1;0:.;ied d;~v~c~.?- n-w<~.~wr~~~: ~:mt St\ 
V1e quaHty o:\ n~ rr1-east; res: se~ 226·= and O·ns {x rnore o~ the co::ect$i:J device ffJea,;.:Jf.$-$ S$!S ;n the p~~fo3:t'tt c-~r~ 

t·ec<:•rO fo~ t!1e ~nd:\l:dual patier:t :·~t~~t~ve to one Oi' ;":-ior-e ot~$et coUected ::J~~\:[C$ n1e:?J.~.ures seU-; stur·;z;j tr: the da.t:.x-. 
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:~ ti::t: n::::tr~·-~rk ~~:~:...tt:r r~:pC!~Sth::diy :·:t:.(;i:~l:r:~} on~: .:):' :-n.::::~~ i:;,):J,~~i:&d :-r~e~~.ur'~~ ~.t:'~~; v..··hii:;h i"d·;:~ eB~;:J ~t:(;:t~t{..it:d· t.y ~~ 

~~1t~:,~Or "'':r,iil".::h mon~~f:.,:B ~t :~~~-t 0r~e- pr.1J''{;"tok-:.,:1i::.'":;~~l n~~~&t~~r~-; o{ 1~"~ :.n::t~Vkhm~ p~t:~)nt 13~<:~< s.i.~t':h ssm~C~' f!f(cn:i~oi~. 

ii~g ~: :Sh·::: '..:V~ihi~~ U:~$ ~~~d:\t~d:..i~~ ps~fi·:~nt t~n~q~_:e ~~>-;rn ttH3 :S~fB :~~,~~~h~;:-f2'.~ by atty u·!h0r .s::sd~ s.\?.ns~:.: 

the d(H;:tbase stto::ng ~:(~ch (:.:):J~3cted t:H3;::.Bl~rt;~3 ~!~3f o:-gm~t2ed t~~<'. spH.df:t ~~~tt:· ~n:n H~e pafie.,~t c~t~3 recor;::j iC·t th~3 
:~-~cfhl:duai p:::..tk:~r:~ wlthi:1 th:t~ d:3t::~t~.:~s~;::: :;,.=i..::1d 

:.he :app::c;=ttk:.r~ :=>Gr'lt:t a~:(~~yt~!:g on~:?. or n~otn c·f fh0 ~>;B3 spt:cm~~ ~~~;~l~3cfed n~e~~su:·es ~~~~~B ~n HH3 p;2~~·~:;~nt CHt~ 
:1~:ccrd ~:.:tr t~a·ch site ~·vit~ii:rt OH~ indh:~dua~ p~~tl·t~nt :·E~:at~\!·::i fc {~f:e or ~nc-rt~ cthEH' ~he sp::ic~fk: t1-Jfit~s.i~d ff!~~·2~ur·~~s 

~t .A ty::~tt~ITl z.c-co~yjJn~ t;.) c:.a~r:: ~:. wh~r~-;~n ~~~3 en~ i.1~ n"1:or~~ :s:le spf!t"':~fo."':: c:::-·:1~i.-::ti:2.:3 ;-n~a~ur<:~s s·~t::::; <.!rld thf: ~nf: or rnvr~-; 
}:'$. 0thHr ~~t€: ~=:p·:~di~!; ~;c~lHcted tn\~·&S:..:tfHS s0:~s he:.·:h .stor.!·: n1~<!B~Jr0~ t:t~~!:t:{:{:t:~j ftt):n-:: th{: ~;·a:ne r{~h3.th.~0 s.:t~'), 

~t A sy?}1€rH <~~x::u:-dir~g ti:J Ciah':-: 2: wh~;r~;:ln t:~~~ t·n:; er rnm:·~~ :ti.it:::. ~:pecmc cc:l~c~"Bd ~TE;;3.sutt:B ~3~ts ;.=:n:d ~he c:--~t~ orrnc~t~ 
cth~t site :::~cmc :::LJ~l~t:t~d ff·t~as:Jrtm ~~i~~s bot~~ ~tore rn~as~He:s coUect:~d fror-n a d1tte~ent slte. 

a \~·du en sc~·:pt ~~2(~ cornp(s}ng a p~:..ffanty of qu~~:n.'l of me rnE~a-3.ur~~ ~equ{~~::ts ~:~tor'Bd ·\.vlth:n tb:1. ~~tnot{z diE~nt:: and 
:.he ;~t:::fo) pH~n~ptt~t 2·1 G f~ .. ~;--~~:~~r i:~~rr:prj~:;k~:J ~i ~p~:i~ .. :.~h ZJ~n~hes~ier rno::iu;.~ :.<·i ·t ~~ett"~~~ving ~~::n.-::h qu~~m:r' c\f tlf·~ 

f">~·:.:r~n::~:i-~ fr~xn ;.h~ s:t::;~ed w~1n:~~~ S·Cdp~ Q.V~th BfK.:r~ ~·Jch r•~tr·f~~~ed qt.:Hllty iA lH~. rr~0u.s:.~sffE:· r~q~se~;t l':..~ .. ·m-::pd~:~n9 C~"}e 

::z.• .~uch voice; ~~:'Off-~pt 226 ~)V .. i ~y·r~~bi:~s.i1.:n~1 &p~.~i-:~h ~ut- p:f.:XWJ::tr:k kt:n1 ths r"<2!tri~iv9d (F.J$~ity bf ~;fa~ r~:q.~•(~~t 

pr~::--~--ec!::rde1 sp0~cf: ~?~~·: C;.)rl:pri:s;ng {t p:ural.i~y <)t q u~Hty ct :if,~ n~eam.:r:& ~·~q~~~~s s.t:")ff:t: w~tri: M ~f-.e :t:mct~ t"Ji · 

~r~t:. s:.nd 
n::i::: ;: .. ucfii~ p:·~rnpte:- 21 o f~>rtt:~r t'.1.-:!tr~p(iS~nfi B. p~ayt~~f~~i: rnocitJ:e :21 ~~ rt~tth1~~lrf9 e~c:n q:..~~:tty ~tf Life :·:eq\.:<.::.st fr'-:n: 

a sp'==;r:ch ~3nff:r-:t?. ?14 re·oo~r-l:::::It:fJ lndiv;dt:at wo~ .. :·3:' tn th:~ :3pokf:n \.·Ysfr~f~ fef:db~3c~ H:"K"i :rans~atiEfJ ~i~e h:~if,tk-iu~3.: 
spi~-k~::J '..:\.·ere~~~ :r:-H; wr~tt~:n ~:id:\ddua~ ~s·or'.J:}. 

~ vc:ce ~-:n~~nn:::v .22~? ~~~.::red ~vhh:n the rE~frn)te d!Hnt: fr=~~ \··o~ce g~·afntn;:v co:·r:pfr~~n9 a ph.n~~Ht;/ oi· .speec:-: 
ph:-a:$.e~ eKpt~ssed ln ~ nahsn~! ~ar~g:;.,~a~:e: €BCf~· -~~ecf~ phrs~,e corres:pon'i~ng io a norn:anz:ed i~.uB.frt)~ of nte 
n~e~s.t:~$:: 

~ pBtff::(:'-r ~:: 5 pZtrf~:r:.g r.11._~ wr1~\3r, ktd!Vki~:~~ v~··(;i"d$. ~r:t·::: ~.-:.)l:<;;~r:~; ~nd 

~ ~~~k-;::!l~ ~r:::lt);-~:i~r ~! 1 7 p~~f~"::·!":Y{ift~J ~ !~~>~Jc~J ~~~~~~y»!:5· Of i:hf: p~t:S~3d t·~)~0~$ ln: t::~-;:t:{rd~t:~1 ~"}:f:h th0 VS-."t~·:>1 

9r.:t:11:)~;? .. :· :D lde:~tU~/ 0:1e s:...tct~ norrna}h.:t:~j q~~<i!i~y Df m~:. n::~:2~2~~.n~~, 
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th~ s:pi~:~~ch ~$f:~ine <~·: 4 :\uthf~f c<.~rnprh~~rtg .:~ ki:okt.:p ·modt~h:~ 21 H pe:-fi:~n1~k~f~ ~::. loi:~k·tJp of ;he ~"·U1Hen k~dhddua; 
\.'-:'o:·d~; fro:1: ~he voc~it~ui:a)y $W:<:~d w:trc~n ~he ~·i;n~ote di~HB. 

i.1 ~ fo. sy~:~13iT~ f:.C~}t):{ij:1~1 tc C~a;n1 i ! t~H::· rern<)i:e c~~e.r::t ·ft;; rt~~@r ct!n-':p:":s~nfj: 
~:: wh~~~e~~: th~: t'~:fn!:)~* }::ii~:·nf c.::<n':·~)~~:s:t:s &t :~~~1$.t c)n~: ot ;::, P"~:~t:~na: l:·'.):7~pl.~tt~r, t:n t:UC.l<) :rn;;~:'f?~c~~~ ~:mj ~: t&~~p:H):1v 

1~t l\ n~ethc•d tor pro\t:c:::)g nrn·-;::~sn~::t:·d vnk-:{3 feed~JB.ck fratn ~3r:: ::1d~vfdu;3f pat:en~ ;:l ;3n au:nrn:atn~j co:~ectton ;:~r:d an~~Y· 
~~~~t pa!k~:·~t C<5~B s.'./St~~fn. c~>fftp:l:s;ng: 

pf$f~~.:tdkally :·f~c~~·l-;,.~fr:{J 94 (5 S!~t oi c~J·~ii:~·c!!~d :·~w"i:3-~;..:n:~~ :~tf~e'Y:-ed on a Eub~:t:cu~~~=~Hy n::~~jutar bat~s fr on~<~ n1edk:a~ 
devi("S"~ h:t~~1~-~r~ ~3. CB1'.~~1S.~)f fr)r ~-:·~~~f~i~ .... )rfi·)~~ ;3.~ t~*st or1i:::r physk'!h.)rfc:~~i cr~,:~~~suri:::r (~1 &~·1 jnd:vfr.k;~~t p~:.ti.~t~t. a·:E~ co;:.ectfK~ 
~~!~~.as:..i(·~·?;:> $.t':t ~10 c:..;\:~pf~:r.g :~d::.-...~:d:..r&: r.1<":2:.~'HH'.:;:")S ~vr;~~~'! f:~,,_-:;h l\~:at{: t:.) pat'tl2::1f ~f:dt•l"r"n<:t:.~·:~:; ~ .. r:::co:tj::d t<y thf: 

n".~i:jJ~-:·2s~ dBvk::f:: 
~~tt\ri;':g »fi !h0 cr.iHf~C!-Hd tTN~~s.ur~~s &~H :nta- ~~ p~:ll:~~':t t:art~ rece:td. frj:: th~~ i~:..··fivk:!~:~~j p::::h~:nt w·mt~f': a .~·j~,f.&b<ff:f: 

0("f,F3nized tt1 ~-::t~~rt: ~:H~ or rn~xe p~,t·~~~n:t c~re r~::-::..-:•:<.t3 \~tf~ich &<!ch ~~~)J':<pr~:;:~ H p::..ff-,;~llti ~)f fh:~ t":t~fit:t::ted n':.e~~u:es 

prl~·:..'$SS~ng :~t40 \.'Ck'$ f~-~db~:::k into a ~~e·t' of qt~a!:fty of Hf€ fn~~:.stH.BS ~~~?8 w·f-i!::::h ew::t; :·a;Hre tc pall~nt sejf~ 
a~s~ssn~ent indlc~tc;t·s\ tt·:~: vo~ce f~:~db~ck r:.~vlng tJ~~n spoke:-~ by th~ in,i'i\i~d~s~! pat:ent lnto a t~rnote c!i~f:t 
SlH:::...~ta:1t~afr~t ;,._:or:t$i:)})(J:·¢:~e(-'~~~ t.Q: th.:::; i~({H>i:r)~iQ:P (~1 an ~d~~~.~tmab;~: d~:vk:~: :-f;~~ast.::~f.:;~ :~~t~ 

r·~~.}~:lvtr:~s 2 ... 1;:.: tn~-s· id.~t':t~fJ{:::i i:~<):ie~~t~d c~~~c.:~ t~::~:t~Uf~s :$-e~ so f:.nO th~: qu.~mv ot t~t~: rn~~::<stu·e~ .s~~t 2213:; 
st(Jdr:9 24:1 th~ ~tkint.m~ct coi~(~~~ct d~·v~(..::::: rr:¢~~~:a;~~; ~~8t ~~nd t~~$ ~:u~~g~y ot' Me ~T':*~~$U~*s &~~- ~r:to H~e p·i:!:fr9:r:t 

C..&~'f~ :~-~Ct"tl fQ~" thi3· ~ntHV~dUird patl~r:t ':i~'iU"Hn U~e dat:abf:.S$ .fi2.:: ~H10 
an~t~,·zir.g .~:4..:.i H~~ 1d:entm~d ~~oH~tt~:·d :i~--..·;G~ ~~~~:asures s~~ f,~O, t~ ... i~3 q:...:~nr;~ ~f rtfu n-:)~a$J...it~.s .8~"$'t ~~~~B~ .~nc~ {)nB: o~ .. 
n1Qf'~~· O~ !h0 :..~:..)~~~~h:d deVk":0 f?H~~3.S.:..:fff?B S0tS in ~thH p2r·i~~n~: C<!~ .. ~~ '.~:cord ·ff:ir tht:. ]nd1\"~dt:at f.'~~ti~~~<t i"'HlHt:\.lH t~ t:':•n<::: 

i:~r n'\(>fB ctf~::~~ •.>~t}Bch::xi d;.;::~1kt~ n~~;,:~s:..t~·:::~ ~;~$1E s10:1~d ;rl il':B-datab~~~~==~ ~o dett~nr:h":e ~~ p.:~t.J~nt s.tatu~:; ~ndic:~.stc:· 54. 

3> ~~psB.ied:y :·~~:i~:::.:in~1 tJ(:~~ o:· ~~1tx~ (~;,.-:H~:..':t~:d :·:~~"~asdl"(~S set~ v .. ~rs~cJ~ Rr~ "~«ch 1°"~Ctffd~~:j ay a sel1soi" wh:(~~~ n1-:;ni~ 

tor.s al ::r:-~s! {_"}:~~: phy$~~")fr;9k:;~J ~~:i:a;~~;:~: nf the ~nd:v':t~Lm:: pa~:en~, ~~th sB<:f~ sensor n~tinl~cring ~ ~;~,~ ~N·ithii'( th:E: 
h~<frli0:..~8~ p;~fre:::t :H1i~u~ f:o.r.c ~h~ .s~te rr:nr~H:cn::":d by .~r:y r.c~he:· :such set:$in::: 

·14, 

'*'? 

15, 

·~:'::' i6~ 

~atH·:rg e;3.c~c c~;~i:~~:;~ed :~-;eas:ttE'SS ~m: o(·gBn:z~d by s.p~~dfk: ~31t~ ::<ti:~ ti~e p::).tien:t cB.:"B :·t::t)tJr<l fDr th0 l:-~dhllciua~ 
pattt:nt ':-l~~-h~n th:t:· ~::=atat-as~"3: &r:d 
Hm~:y:z-jng or::t:. f:t: n~c:·\"2: or tf:f:· ~~:h~ :sp<:x.:f:c (:c:j?~:)fB.:.i :"11.t:.~~!~~~f~.:s ~.:~fs fn ?be ~?Bt::3~1t c~:·i~ :ecof~~ ~~>~· e~·cri mt:e w·tttrn: 
ih:2~ k:~f:v·Jd~1ai patfon~ ~·e~~fr·i:2: t~ ci-::e ~:- ~~)C-t:S ct:~::~~~ !Sl~e sp~i:.-:W::: c:oHe~te~j n)e~s;~res s~~~ $~~rE~d fr~ the .:.iat~:~~ase 

.A. :·neF~cd .~ccon:Hng to c;a;r~ ·t 3. Wf":t:r~~n th'-S: (.i:h"S :o: ;Y:or~ $l't6 :SP~:c:f:c COH6C~~ct r:~\~&$.u:·\~,S ~:€:~$ .~n:d th~ Of~~ or 
n~c:·$ other $~t~ ~.pecff~c coi~ect~d ~Y~t::OSW'(:.f; S$t-~ bot~f stOfE: P'lea~.lnes coth~:ctf:c1 fro(~ the ~.~~n:e r~:~ati:..~e :8;t~. 

J..\ rn~thDd Bf:;~~~;rd~nf3 to Ctr::rn 1 ~t wJ~eff::h th:e ont: or n~ot:t:. si':~~ Bf30C:f1<..": :.'.:on~t:t~~.d :--:~f.t":.BJ3t::·~:.$; ;3<:")~S ~~nd ·t~H3 or:!~ or 
rnc:·~: {tH':~f ~)~~:; sp::K~~·~c c0t~~G't~~j n1~~a~:.~H0s s~Hf: both ~~to:-e :-:J::'~;::.s:..K~?::3: cc:f~~cf~x~ fron-~ 23 d~ffB:(:nt .sife. 

N~l:i$:\ltt:f~ ;::b'2 $~.23:.:::h que~;J:y· ~-:f :~jB ::-~=··:{t;~~st f:crr~ tt» ston3d "'°"~rttt-m~ scr~p~t ~·~to \.V:ith ~3i3Ch st~~".:h rBtd8~'H~l q:..1-:.drty ti 
t~i~3 l~"lt:<~;·;ure rec.:th:::m t:;~)n~pr~ts~ng (>:'1~:· 2;uch voice p~~v?~tpt ~i2~i; ~~:~d. 

:~~~ ~~yr1;h0s~ztng C:GS sp~~~~c:h 1c:- playb~c};. fr~J~n the t;:s:h·f::~v::~d qua~i·ty ~Jf lif~- rEKFJi-~!.S~. 
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;S:tcd:-:~~ ~~64 p~~~··:"i:::t-::~Jrd~~rJ spe·~~cl"~ C{~n1pds1r~~~ ::i p:ju~~~H·~ of qtJ:s~hy \)j" iif~ rn:t~:CiS~Jre i'"i:?:qt.:e~~~*~ \.Vht"1ln U~~~ r<:::·no!~ {:fj-
ef!C 

rt:trk.~\.•k::g 265 e~ch :qu.~:~1y c·t lit~ ~'f:~ues.ttrn:n. ~h~ strn·'f:d pre·r0c::-:~-rJB{~ spe~3cf~ v .. ,m~ eat;f": ~ucf1 r&trlevBr; (l:\..~f:H~l 
0f :~~~ tneasure ri~QL~est ~;mT:pt·isln9 or:e such v1):cB: p:·(~~ .. n~~; a=~d 
ptay\rtf~ 2f}l~ u-~~~ pre· ~·f:t:~.);d(::d ~ri~~Bch t:con~ t:-h·3 )·etd,;~Vi~i.~ qusH~y (l·f Hf,~ reql~es.t 

p;:-:.~~~Hf} ~!7~~ lhB ~lritt~~n ~nd~ .... ~~d:.i::d ~'/Ottis hto tok~~n:s~ <fft-:j 

pe:to-nn~n.g a ;IB):fca~ ':"'::n~~y~fs ~~·7~~ l'.~f t:·m p~1r~~f.d tok~ns k: ~(.,~~~\i~u:~~ \:V~~h th~ \'o:ce g~-.~.:-nn~ar HJ :oent~fy one 
~uch non~·~akz:ed' qt.:a::'t'l of nf$ tr:e~s:.ue, 

stcdn9 -~:r-~ th~ v:.-•rittr:-n :;1ti1'lldu~1i ·w0rds. ~~- i:"i v::-;;ca.b;.J:f~:\: ;i~·ith;n tt:.:; ~~tYft:t~ cH\~::t:; and 
pGth::?n.t~n~~ G fookup ~~?fj t~f tf~~ ~Vf.;itt~n i~Oi~...-:a,:~d '<-V~.)rQs tt·orn ~f':.e. vo~~1.Puh~H·y stof~3Q v-::~th;p tr~· retnotB ci:r::-:1t 

22., .~\ n-:-Ei~~:~Jd ;.=~J..":CO:""~Jbg tc C}:31n-: 1" ~~- 'f:-;f:~~:·t:in Hw: t~~~Y~{.<l:t~ cif~~nt ccrnpdE.;~~E B! ks}::.st on8 'i'J1 B p0rs0r::Ri con·~pt~:.·~~·: ;,:i:n ::~w.lk"t 
1:nt~:rfa~C"2!. ar~d a te~t~pf:(-:~~Y ~n.stn2rnt~nt. 

23 .. A c~;rnp:.:tm· ~:c·t~~~~{::ff: pn..-:-::fr.:c~ stQrufJ :-:tn >::":. c:):nputE::- ~ .. ns=~~biE:· :·n~~dkffn cornpr:~;:ng cl'.'.:.n~Pll'.~s.: road:..:::.hie pl";_:t~yarn ~nE:a:ts 
::::> ·k>r t:aus::ng a z:crnp:)tec· 1:0 t::~nv :...~l:t the rn9th:Jti st~P-~ at a~~v (n1e f.:l c~:.:.~~1~·~~ i 2 K-:: 22 . 

. ·m 

19 
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l ,. __________________________ :! ______________ ~ 
' ' i R~ve ool~"400 m$al$WelS 
1 '$$W tiwn implarlt®le ro$iicai • 
J d~v~~ ~- <m ~1(§l1<'id\.l~ pa!ioot ~ 

=-~==L~~= 92 
! 

~ roi~oo meaw~$ ~ts L 
Ol<'\'Sf wmm1#'!~~ns llnk ! ~ 

' \ 
------------------------1-·--------------------J 93 

\ 

Pcer~~~~ily !'~\i~ t:Ol'lecl~ l 
ml*lwres $tlS over t--. 
(.'-O:OlmsJrt!c:atio>"l$ ijnk j \ 

--------~----------------j 94 

~------------------.·------J ____ , _____ _. __ _, ____________ _ 
I l 

l ~!ore._·.· -oo~oo rt1e~.s.l..!r~is._ $:els .l 
mt-o a pa~t ~re~ tor r---" 

i ti-lat ~ti~"lt m a d<!tab:;ise j \ 

:,~==~I=~::: 9~ 
! l ~('OOW!M.~ ! !' 
i 1co~~=~~~~fof'I _) 

l 
rr·~-!~ b;;_::;;·~--i---i 
! l - I 

1.-ro !!lat••'""'"""' I J 
Jr:::~":":L~ 
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patient care rewru !11 tlm r" 

[ ~abase j 103 

.. ., .... -..... -------c-----~~~~=~~~=~~·--·--····--.. --................. J 

1~~~ r~~-TI 
<..._ """':~"'"'·"" ',.,.,. »<> ;,..._.Ye../ ! cclWcted m.aa$Ul'eS i !·--1 " ~~~~""~;(~'°" / ~ ' .. -...,· :_.......- I! oots i!i 

' ./.. ! ! ! ! I 
.......... ,/' "'•A·-~·''""""""'"'"-'"'"-w••'»"'"""A'•~ i 

} ! 
~kl ! 
. I 

.l.. . ... -~-107 ! 
1 l)6,....._./·· .,,"' rr--------~-----·""-·--·---·-----·-~ ... :.~···,\,', i 

..... / "-.. Ii '"'"""''"'''"''"""""' i / Peer . ..._, . . I "'.u,,,,..""r.; ,...~.,r ' ' ! 
( · · >--'fees~ eol'Weted fnt$$Ufe$ j ,l---< 
'· m&$Ure~? // 11 1 ! ·1' "-., / , sets \! 1 

-....,, ... / ~ 1 t ~ 
"''~~/ ~..-..~-----~---,w.,......,. .... ~-..> i 
~ i 

" ................... ~J~~~~=-~~~~'~,~=~----------------...... , ......................................... ._ ... J 

B~erot~ p~t statt•~ 
mdk.at~ 

FIGURES 

/ \ 
! Ratum ! 

.......................... ~--....,..,...~~/ 

27 

MSLV_lN\/ 002852 

Unified Patents 
Exhibit 1002 

Page 1028 of 2584



FIGURE t1 

i 
·-··--.J 

MSLV_lN\/ 002853 

Unified Patents 
Exhibit 1002 

Page 1029 of 2584



c~~=)-,\ 
! 101 

12\£·--... . ..t.. •:\'1 
__ ./ '"~ :-.;;~-..>?,. ..... '· .......... 

.... / """' .......... ~...... ....... ~ ·~· , '<"$/C(;;lCJ ., < ff!¢~Si..'ti; )----··--···ti<>-··----"°<.. flWaSl;!e '.~-flc-·- /-"\ 
··-... .. d~~\"f:<."!? _ .. /" ·-....., ,:JM;,·~~'? .... /' ""'1,,::_) 

......... ..,// "'··~_/ ..... ..... 
~ : 

""" 131--... t i,---"---... ._.._.._.._.._.._.._.._._...,.,...,._.._....__...., .. ..,,.,, 

./' S~ ~W&.~ll"!{s~} \ 

·--·~·-/ ~ &e\.~".l:t'>:! \ 

\,, ~"i:?~j ,., ..... / 
!11¢~~$$~! 

\ l "·--·-------·-·r .... _ ................. ..,,. ... ",,. 
: 

,,.,. ............... ! ....... ~-

! oei:eimii\~ see<:<fl~ I 
) <l'eri'<'!!>~ me,a-.>!lre f1<:>m ! 

I ' s.<>!!':'<.'~ "'!!<l•"re<:s'i : 

i 1~2 ~-:1:·---~-"----~-: __ j 
~ i 

'fos t 

! ................ .!~-----·-----; 
[ C¢1l1$W<S fkst >::<.ii!:;:<..iQ<J [ 

.A .~~ea~t!S tt) ~-~~~~ i 
I ! dm~ i"\'":e<>&a~ I 
i L ........................... _._ .............. -.. -·.----·-----.-........ -. .J 

~~33 l 
134---.., ... 

! ,.-·--····---" .. ,.," 
\ __ ,..... Mt>~ ......... 

"""'-C~il~Wn~? .. ~···/ 

".., .. ".../···/'/ 

I 
l<$:.< 

MSLV_lN\/ 002854 

Unified Patents 
Exhibit 1002 

Page 1030 of 2584



FiGURE 10!3 

MSLV_lN\/ 002855 

Unified Patents 
Exhibit 1002 

Page 1031 of 2584



FIGURE ii 

MSLV_lN\/ 002856 

Unified Patents 
Exhibit 1002 

Page 1032 of 2584



32 

f\P'' \' vL !_lN\/ 002~J::\"l' v ....... ~ .! 

Unified Patents 
Exhibit 1002 

Page 1033 of 2584

mm»mmmmfik

Page 1033 of 2584

Unified Patents

msgfixhékzflfiwgé?

9:3 A2
)

“‘13EP‘iG?‘
99a

am

i ”M
M

mmT35???\Ni.s:i:i::§i§::  
 
   MANN$3.13.gN.

a§§§\§\§\\\§§i\i\\i\\Iiitiig‘k;‘ 
\hége

h.N,

is$333ma;m. \w««¢~



MSLV_lN\/ 002858 

Unified Patents 
Exhibit 1002 

Page 1034 of 2584



MSLV_lN\/ 002859 

Unified Patents 
Exhibit 1002 

Page 1035 of 2584



~ lTl l} ! 
~ l 

t~~~~~_._.,._.._~ .. ~,.~~=-~J 

• 
• 

<$} • <'"i 
<N l 

\ ! ~ 

~ 11 vi 
u 

~· N L--~-----i 
\ I , 

IQ \ l ~ j I ..,.,. 

l ~ • I U..l 

J1 ·"' : ~ 
~I 'i- I ::;, 
(~~ ........................... 0 
1 I i lt: 

\1 ~* I l ~,3 I 
t{ l I 
<N ~--····················! 
! ! 1l I 
\. i ~= I 
~ ~~ I {§~ I 

~~ ~ 

f ':'o'" .s:;., ! 
i'~ ~' I ~ _____ , 

! I 
0 .. 

I 
>;<'.) ~; N 

-~i 
""'s: 

35 

MSLV_lN\/ 002860 

Unified Patents 
Exhibit 1002 

Page 1036 of 2584



/----------------....,, 
! Start ~ 
'~•:» ....... .,,. ....... -. ...... """""""-··H•~·"' ••. i \ 

l 239 
r-·-· i ---·---------
l I 
j Or9:<1nlz~ t-~!ierit earn records l 

L ______________ '.:.:.:~:-~:: ______________ r,d1 

FIGURE 16A 

MSLV_lN\/ 002861 

Unified Patents 
Exhibit 1002 

Page 1037 of 2584



,..,~ 

(c,; 
'-r' 

l 

r--·---·-------------------t... . ----. l Recelve ~ua!lty onife I 
i f')emiure.$ $~t ~fltl idanmled t 
j wUectM me~l.:es ~t 0>1er ("""-,.,,'\ 

l ~~mun~~~~-'.'.~ _______ J 242 

i·-w'-••··--·----.---l_.,._"·~-..........._ 
i Stora quality of ltte ~~1r~s i 
t set and ~en!ffiOO ~ i 

t 
m~a~~i~ set !nto a pati\ri i' 

care·~~· .! \ 
------------~-------.. r·-- _ _ t 243 

--~-~-!...----------------.,, 
Ana~.ze i;iua!ify of !!ta maasures [ 

$et, IOOntifted ccl!MtOO [ 
m~sures ~t, and orie w more~-'""\ 

ccliected measures seta for \ 244 
tt\...~ patient ____ _j 

37 

f'~GURE 166 

MSLV_lN\/ 002862 

Unified Patents 
Exhibit 1002 

Page 1038 of 2584



_.,-240 
t~" 

··"'"'Pioc;i$L~ 
{ • f ) 

\ Feedback / ..... _________ T __________ _ 

,~------------~-!.. __ _ 
i ! t ~--
11 R~ue$t_ qual!tY of ~fu j ~ 
i ! measure v~ vo;:ce prompt i <')lltn 
l t . ! .s.vv L_L ______________ 

1 
_______________ , _____ Li 

-~ ........ _. -··. --*------~---. -···· "') 
F!GURE 17 

Ret~ive ~pcl<e.~ food*!\: from ~\ 
patient ! 25·1 . I 

'--------·-------------------T_. _______________________ J 

ri----c---i·~--~~ 
l Roc-.Jgnile ind. Mdtruf woo:is j h"'-
! ifl ~k-en foodback and I l 1 
i i translate spoken words !nro l l 252 
j i wtifum wonfa l ! 

i 
,.----------l--... --._, 

t' \ 
~ R$tunl ; 
' ~/$ 

MSLV_lN\/ 002863 

Unified Patents 
Exhibit 1002 

Page 1039 of 2584



FIGURE 18 

MSLV_lN\/ 002864 

Unified Patents 
Exhibit 1002 

Page 1040 of 2584



/-252 
l 

.. -·'"'''"'"'•~LL..CLLLH••i.-., 

r1iet::e<gnil.e al).}, 

"'T"'l'"· ) 
~ ........................................... _._... ..... -.-.... ...-...... .,.~ 

:ll r-...,._. 
, Stonns a vok.e i \ 

I ~rnmmar ! 270 
L __ J 

l=~~=~ht1 ! 
""'"""""'"-T"'"'"'"""·------·' 

! 

MSLV_lN\/ 002865 

Unified Patents 
Exhibit 1002 

Page 1041 of 2584



I 
! 
! 
' ~· 
l '···---·---·····----·---------·--·······--------------·-------·········---------------------------------····' 

41 

MSLV_lN\/ 002866 

Unified Patents 
Exhibit 1002 

Page 1042 of 2584



s: (j
) r- <
 

l.,,
,, z:
 

<
 

0 0 N
 co
 

m
 

··-
-l 

..,, N
 

M
J;Q

 
. .-

-
-
-
~
 ........

 ___
__ ~

:
i
 

"'-
--

--
-. ·
-
.
 --~

-· 
1 

0
0
~
 

-,,
,,,

 
:O

at
a 

_,,,
_,,,

,,,,,
,t 

l 
h 

; 
>;.~

'ktn
.t G

a.
 rl!I

: 
. 

·--.
., 

1
. 

1 
,.,

,..
 

· 
·~
os
 

'l 
f~C

>,)
n:l

$ 
" 

, 
f 

R
e

fe
re

n
ce

 lr·
t"'· 

J 
I 

se
~a

tt
ne

 
. 

., 
,/

,,
 .. ,

..,
,\ 

·.I. 
l{~-·o·.· -. i ·m

 
___ -~ ... _._. 1 . .

 J
:os

 

A
r 

-~!!
,,, .

. ,~ 
"i

riJ
 j

 
·~

 (a
O

L
M

 
l 

...
. -
~
,
.
,
 

''I
 1

 
···m

1S
 

l 
t1

1 
-~·

-·-
···

·· 
! l 

l 
.31

1~ 
I 

I l 
•! ii

 .. ~
km.

 itor
ln

g 
...

.. ,
 .

 i 
l 

Se
t~

 
\ 

ll 

m?l
 f

 o
;;:!

A 
J 

300
Jl' 

.r; 
r--·

aoi
i.r·

 1 
I 

~
 

'~2
03 

. 
3 ~ 

-
'1

 
~ 2

0<
 

=i
-

' 
lao

•l:
; 

· 
_,,

, 
="

', 
,; 

: 
•• 

"
(
 

::: 
~
 

19
 
'
-
-
-
-
-

~
-

Jo 
1.-:

i 
L 

:!'
\ 

-
3l

2.
 

F
IG

U
R

E
 2

1 

m
 

'<.
1 "" 0 ~
 

;.:1
3 ~
 

P
 

N
 

Unified Patents 
Exhibit 1002 

Page 1043 of 2584



"\ 
l 

M 

F!GURE22 

MSLV_lN\/ 002868 

Unified Patents 
Exhibit 1002 

Page 1044 of 2584



s: (j
) r- <
 

l.,,
,, z <
 

0 0 N
 co
 

0
)
 

w
 

..,, .$
>.

 

,_ 
c:

:=
~~

!,
,,

,.
C.

.~
~~

--
--

3
2

3
 

32
4 

__
__

 _:
_~

~-
:?

.,
,,

__
c:

32
~,

,.
.,

,e
::

:,
~~

7 
(
"
"
! 

i 
l 

; 
i 

i 
! 

I 
i, 

J 
l 

t.Q
oo

W
ri 

(}
f 

j 
. 

. 
l 

i 
l H

~
 

i 
Pi

yl
.';

tV
...

 
i 

{";
)\~

!. 
I C

fle
oS

f 
?!

i!1
1)

it&
O

O
M

 
i m
i
@
~
~
~
 

. !'
:.m

ol'
f.<

~ 
i 

I 
WW

.!
r-

-4
'~

 
) 

l0
9!

c,
a!

 ~
is

~ 
) 

Ol
e.<

s.;
om

fu
rt 

f'J
i$

¢!
)rr

;fu
ft 

· 
1 

B
r
~
f
u
 

r c
m

rw
u:

-a
 

i 

j 
___ ,, _

________
__ j _

_
_

_
 J,,,

,,,,,
,,,.,

,, ...
.....

. ,_
_

 
l 

l 

az
o-<

... 
~"
o 

3"
'j1

 
s~

z 
"l 

r·--
---

--.c
= ~

3 
c 

'.-
~--

-~.
.c:

::.
:.~

r-:
_ ____

___ :;
: __

 ,,:;,
=.=

-..J
.:_.

.::;:
..,:_

__L
j 

! 
I 

i 
! 

I 
I 

l 
l 

J 
.S!

l~t
m 

r 
IZ

!'.<
!>

lfd
)I 

j 
ry

nC
<l

P0
 

i 
N~

 
l 

N.3
V~M

 
019

~hM
~l!

a 
! 

l 
C

if-
<>

r 
I 

!,,
e>~

i$l
 

~ 
! 

Sy
r1

<:
!.l

fm
 

j 
I 

. 
l 

I 
1 

\ ... ____
 [._,,,

,,_. 
..,,, ....

. ! .......
.........

........ L
 ....

....
....

....
 ,,,

-1
,,,

,, _
__

__
__

_ J
 ___

___
___

 _ 
• 

• 

F
!G

U
R

E
23

 

r-
-·
~2
8 

c:
::

3
2

9
 

! 
Co

>..
a>

;;ih
 

• 

Sp
•J

t>
lm

 
j 

Pi
oo

ix
:ll

4n
 

i f 
_

J
 

-a
ae

 
,, .

. ,,
.,,

 ....
 L

,,
,,

.1
 i i 

T'
itt

m
 c

l O
i&

y 
i I 

, . .,
,.

,,
.,

,,
,,

_,
,,

,,
.,

,~
 ...

 ,..,
.,..

J 

m
 

'"<
.1 ... ~ ;.:1
3 ~
 

P
 

N
 

Unified Patents 
Exhibit 1002 

Page 1045 of 2584



s: (j
) r- <
 

l.,,
,, z:
 

<
 

0 0 N
 

co
 

·--
-J 

0 

..,, <;
)'>

. 

P
at

ie
nt

 ·1
 

,,,
,§

J!
tQ

,,l,
,_

J,
_J

 __
_ L

S
et

 n~
2.

 
t S

e
t n

-1
 

j 
S

et
 n

 
S

it
e

 A
 

x 
.. 

,, 
., 

,. .
 

i 
·
-
y
-
~
~
r
·
-
-
x
-
-

((
} 

J 
x 

YJ
-'"

'2;
 

] 
,..,

_ 
~---

~4 
1 

~'~ 
-
-
.
 -
-
-
-
-
-

-
-
-
·
-

,,
,,
,,
,,
,,
,.
,,
,,
,,
,,
,,
-}
.,
.,
~·
·~
··
·~
--
--
I.
,,
,_
,,
,,
,,
,,
,,
,,
, 

f,
 

.
,
.
.
 

y 
'Y

.
 

l
y
 

. «
,, 

.,,.
.-z

, 
! 

. ,,
 .. ;,,

 
J 

;<_
, 

~
-
-
-
-
-
-

... -
r
 ......

.. -
-
-

Z
 

• 
.. 

.. 
Z

 
I 

Z
 

I 
Z

 
. ..

_,._
..._

~_..
,...

.,..
,...

....
....

,.__
..._

.,.-
--_ 

~.
.,
.-
1 

*"
l&

 
{ 

)1
-.

...
 ~,~

 
~ 

«...
.c 

---
---

--_
;.-

3)
·--

---
---

;-·
 -

TI
;--

·--
;-

___
 ;~~

§; _
_ @

. ___
 T 

__
__

 -:-·
---·

··r·
-···

·~--
----

-···
 

-----
~!:~-

~----
--. -

----
---

----·.
 ----

---
-----

~::..
::~-~

-~---
---i _

_____
 :::

::~!
 .....

. 4
 _____

 !!._
~! .. _

__ _
 

Y.
 

• 
• 

" 
}'.

 
' 

y 
•• 

~4
 

fl•
·/)

:~ 
~ 

• 
q 

...
 -;: 8

 
J' 

<I:
~ 

----
;_:;

-
" 

·-;
-

" 
z 

; 
';( 

,.,,, 
k'

Jp
-

... 
« 

.... 
~z
 

i 
..c

.~p
,,w

;~ 
_.

z;
,n

b 

~
-
-
-
-
·
 
-
-

-
S

it
$

 C
 

x:
~~

i-
-·

;-
-i

=~
--

. r---x
_.-

_·:
~:-

--_
-··

r·-
·x:

~;·
---

-.-
r ... ·x

·:·:-
-·--

--· 
•.

 
''
 

.('
: 

• 
(:

 
••

'¢
 

--
-y

:-
-.

 • 
.. 

<> 
r 

. 
r-

--
·v

-,
~ 

y 
(l<

,; 
. 

?.
····

1:
; 

1 
~ 

.....
 .(.

 
'°<

• 

7 
! ..

 1
.,

 
l .

. !
 

z 
' 

z 
! 

z 
A.-

1<1
, 

1 
"'

l'i
.-

.1
¢ 

~ 
..: 

,-,.
,...

.t,;
 

. Y
.1

: 

tim
e·

---
? 

F
H

3l
JR

E
 2

4
 

P
a

t!
e

n
t2

 

·-
-~
Lf
tJ
,_
J 

! 
! S

e
t n

°2
 .
L§
~L
!?
:J
 .. J
.,

,§
:~

 (!
_

 
S

it
e

A
 

. 
-
-
x
-
-
~
T
;
i
-
-
:
-
·
r
-
·
-
-
-
-
.
;
;
-
·
"
'
-
-
-
·
·
-
~
i
-
-
x
-
-
-
~
r
-
·
·
x
·
·
·
:
 .. ,,

,,,,
, 

{j.
~ 

J 
$ 

~ 
, 

...
-.o

r.Q
_ 3~

 
~ 

.s
.~

-(
,:

 
j 

s.
x~

 
····

--·
.--

---
--.

---
··.f

·--
---

-1
---

--·
+ 

. 
-~

--
-~

 ...
...

...
 _ • .,

,,.
,,,

,,,
,,,

, ..
.. _

_
 .o

..
_

. 
Y

. 
I 

.. 
i 

" 
i 

,. 
Y

 .
. 

I 
Y

 
. 

i 
y
, 

<
l, 

! 
t 

l 
<>

··'2
 j 

l 
.. -

i..
 

l 
"•

 
-,

.,
,,

,~
,.

,.
 

* 
~
 

~ 
~
 
, 

~
 

~
 

'··1
····

-·-·
·-·-

·--.
......

. _
 ......
......

. , ...
......

.... r ...
... ~
-
-
-

,,,,3
!!,_

_ 
! 

l 
~ 

! 
~~!

,,,
, !

 
z ., .

. 1~ 
l 

!!._
':.1

 ....
 .,, 

Si
te

 fJ
 

----
-£>

 
.i 

,,. 
1 .

, 1
 .. ·r

--:y
·--;

:·--
--r·

 x
 ,

, 
--r

··~
r::

·:·
··-

---
'
/
,
 

~ 
I 

: 
r
f
 

~~
 ,l

:: 
I 

:X-"
"~_t

. 
~ 

jl
}(

i 

-
~-

l "
 !

 •
 
-;

-
""y

 
., 

il 
r 

. --
-r-

---
y-

-, -
11';~

 
~ 

/ 
_

_
_

 fl:~
!,.,

.,._
._.,

.h 
.,
.,
..
.,
.,
..
,.
~J
..
-_
,.
~.
~~
~-

1••
mv

 
z..

 
j 

,,. 
i 

~ 
• 

:z. 
. 

z 
. 

i 
z 

. 
\l

g
 

~ 
i 

. 
-~
f·
,.
~~
 

...,
. ..

.. ?
 ~ 

~ 
r"

iy
 

tlr
ne

--
>

 

P
~
U
e
n
t
3
 

S
et

 0
 .L

.J
 ... ,.

 .. L
 .... L

:~
~~

t n
-2

 J
 :§

~1
,r
:;
j_
J 

S
et

 n
 

S
ite

-A
 

... ..-
....-

.... ~..
-.

.-
.-

..
-.

.-
..

-n
T"

"·
~·

1 
9 

} 
)!.

-
t 

P'
 

..._
_. ..

.....
.....

 ~r
u·

··
,·

.·
·:

-
~ 

.X
 <i' 

! 
1 

I 
' 

)i
 

i'
 

f 
X

 
t 

! 
X

 •
 

.-.....-
..-.-..

 -.-.,.-,
_;~-,.

.-., ..
 4 .

.. ...,
..... ~

 
,,,.~

;:..,
 ,,( 

f 
.~-

--~
4 

4 
..... ..-.

.. ,., ....
 ,,.~

'!.
 .....

.....
. 

Y
. 

I 
"' 

I 
• 

~ 
ty 

. 
Y

 
, 

l 
f 

., 
·--

--z
~"-

·--
+-:

;-;
 . 

• 
z.:-

;:,l_
 ___

_ -
---;

 ..
 l., 

·t'·-
----

;:: .
.... _

 
,. ...

 u~
~?

.1
~.

~-
-i

 
-.,

~,.
-~:

:?;
 ·~ 

f:·--
~~ 

,..,.
. 
- 11.

~~
.~
~ 

S
rt

e 
D

 
·---

x:l;
, 

1 ~
T;
T-
·-
x:
:~
~-
--
T-
--
~·
,,
.:
i;
 

I x
 ;;·-

-·-

r
~

; .
. --

r--
-;·

T'
'"-

y·
-· 

I 
y 

-
·
r
-
-
-
~
 

~ 
' 

.-..
.." 

·~ 
~ 

.f
 

... 
~
 

J,,,
,J,.

,,,,.
.T!

. 
*

''
-'

>
 

.,,,
.,..

,,._
':.:

?:.
. 

I 
~,, 

m
 

Z
 

,. 
; 

.--
1 

~ 
z· 

,,.,. 
j 

.• 
' 

: 
' 

-·
 

j!
, 

f 
L.

 
. 

1}
1)

 
; 

i 
~-
·~
9 

,,.
 ....

 
~· 

~{
~ 

H
m
&
~
 

m
 

"<.
1 .... 0 ~
 

;.:1
3 ~
 

P
 

N
 

Unified Patents 
Exhibit 1002 

Page 1046 of 2584



MSLV_lN\/ 002871 

Unified Patents 
Exhibit 1002 

Page 1047 of 2584



flGURE 26A 

47 

MSLV_lN\/ 002872 

Unified Patents 
Exhibit 1002 

Page 1048 of 2584



,, ...... ~;'\ 
~ ...... ~ l ,_ ./ 

r·--~~~=~~=.~:...·i~.--:---h 
collected ~.asu:te$ s~t over 

o:immuo~tiofls ~n~--' 242 

_________ 1 .. .-......... -... -~"'-·' 
Ii Store quafuy of Hfu n~asuras •• i 
~ $.')<l Jdei~ °'~m ! 

i ~~Rir~ set into a patlant ~ 
• l ) l care racord l ? 

:-=--~1=~ 443 

L end do r siw ~l . .J-""' -·r--·----- '\ 
, .............. , ............... !. ... , ............ .-....... "" 

l.... Fi:ir ea® disordef, oo ~ ............ 

=mmmmm]mmm=mmm'. ~ 
Arialyz~ ~w~!it~1 of life ~surM! 

~et, itkmt:ffied CO~j I 
mea~ure$ sel, a:oo o~~ or more h 

ccltectoo mea~res seis fur ! 244 
lhat~nt i 

--····-----~····-r-·--------------------.l 

t 
FK3URE26B 

MSLV_lN\/ 002873 

Unified Patents 
Exhibit 1002 

Page 1049 of 2584



Pi\TENT ABSTitA.(~TS ()Jf Ji\PAN 

(5 I }Int.Cl. GOBF L~/00 

GOtS!' 17 /00 

G06F 17/30 

(2 J )A.ppHc.ation number : 20tH.PU45 ~ 6 
{22)Dah~ of filing : Hl .02.inno 

(7l)Applicant: .• fOSHlKA\VA KAZUTAKA 

(72}1nventor · 'VOSHlKA "\VA, KA.IJJfA.KA 

.... ,·. Q· 1l'8''S"!'l."')Nll.:'' ~ ffil:J' .,~'S"!'E'.\* i'H :s:'S,"'8'l()N~i ~ snr srn,,;,s:'R ~ "&.'!) ('()~·1.01···T'l~'n· l3"'..$.} __ :s)g,~ ..... tl~.: ·~:~ .. ~~-tr'\.:.; ~J:',. ~.l' .. : '1.~ ~~.-:.t,,.i... ~.t. t ·r·~u~.i.l"\1~'" ... 1~.:l"\.~~~ .. ?- f~.~~i~ ... ~,.- § l.} :a:F..:f'\'"" 

READAHl.JC fUX:'ORDlNG MEilWIVf HA VlNG PROGRAl\l FOR EXECUTING 
PROCESSING OF QUESTIONNAIRE SERVER RECOlU1ED THEREON 
{57}/\bstni,;:.t· 
PROHLEl\J TO BE SOLVED To providi:;.: a 
questionnaire sy::-:km for di::;playing the reply reception 
~cre*.:n of design matching \Vi th the image of a. inail 
magazine. 
SOLUTION: From a questionnairt: i:;,~xecuter tertninal 
200 w a questionnaife ri;.:gistrmion means 1 lO, questiom"> .. 
choices and des~ign in±1JrTr1:ation are transn1itt{.~·d. '1'h.e 
qtB~~~tionna1re regjstration ~~Yleans 11 O ~tores the dt~i~gn 
in_fi)rrnati(}H in a qu{~stionn;:1ir:e e.:-{ecuter ~t.~tt1:.t1g 
infhrniation storage nwan;;.; l 5L. issues URLs differ.:.:nt 
fbr the re.,;pective choices and notifies the questionnaire 
ex(:tuter ternlinaJ 200 .t-\. z1uesti{)n.nairt) executer 
transinits the URL::; to questionnaire replier lerrnlna!s 
300 th.rr.~ugh a in.a.~tl .n1agazine distr.~buti{>U st:rver and 
qtw~tionnaire repliers >:.lick the URL com .. :sponding tl) a 
suitable choice A. reply n:ception rneans .l 20 perforrns 
thi:;,~ i;;ount,up processhig of tl:K'. nurnber nf repik~> .. r<:.:a.ds 
th.;.'. <.::ksign infhrrnation froni the questionnaire eXJ.'.Cuter 
setting infrm1nti.on storage mean.5 152, prepan:>:> tlK~ 
reply recz~ption screen based on it and displays it at the questionnain:.'. :replier terminals 300. 
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I.H:TAlLED DESCRJPTJON 

rooo 1) 
[Fit:ld of the lnvcntionjThis invention relates to a questionna(r>;.: systern. 
[0002] 

!T),,.;;c1+~1<nt1 "-it"' ti'F~ n,--j,.,,. ;.\· n':j-r!-1f· -<1p il i'l':-><>«iz· ;i''' ( ''" 'l' "'' \ ' ' 'l'<"d· <1.;; •!1"' t'~''.h111· '1'l'' "-it' ,·list1·1·~)n•i ,,<,. . .l ........... '-J-'"'<'-•.o,, ''- ,_ ~·~,'y.: f ~ ..... ,.~ " '- .... l .... ,... _\._,,:t·~ .. ,.._.\i;,:t-b ...... ~·l ~ ....... "' ....... {~ ........ '-~- ~ ~-'-· ,,.,,.h ·~ _ ....... _....,.,.,_ ... - \, \, ...... ,,_ <:,.._~.,,,, ~ ........ ~-·d.;':~ 

information etc. using t}w E~nrnd. A:> pubhdy krnJ\Vn nwil nwgazirw distribution sen/ice, there 
are "'''''i'"'x•x•x·x·", "1\{acky" .. "CLlCK 1NC01\1E", "KAPt.JRAJTO", i:.:tc. 

f(l(ln·~·jBv •!1"' \.V:'\V iq nrd••i· •r< .;,;t.-," :> \..'°jllf'.;;ti<')'1''1'''l.°"'' l-,., :> '!"'"l' ''>" tll'' .f l)i•>n>~·i ·•j·i« "'''l'':.>t.:«)1>1>:=<1'!"' t·--·-_,•._, ..... _ ..... •·' ~ .......... , ......... ~ \.\., ~ ............. :._. ~ .... "'"'"""1;..""· ,~. .... ..... -. ..: ... ,:. ... ~ .. ~ :. ..... ,, .. ~. <t-.......... \..,1.( .... "' \,\,..,,.>.,.i:,..•\.:, ~ ,,....,, "i~-~ ...... -~·,...~.~w.. ...... 

e:<.<:.~cuting person needs to indude a questionnaire anS\V<:.~r prograrn in th1:~ sen.'t:'.f ·\.vhi;:.:h CHK~sdf 
rnanages_~ <.tnd needs to notify· a us<.~r t)f '~arrying out the qu(:;stionnaire. 
!·nnn .. ..;]·~·:· . ..._. · 't :_,, •'.i.l'"' tl .... -:i.. "'«~ ...... ,-) ·:i-.., .. }",;:."'\ ~i ·1·~~l- ·-'.!- ... ~ ·\--~---!~ .. , .. :... ........ ,:....,-~~--1· ''f .... ,.~,..,.,.,,.~ :...·· ·)"t *l·'~;. --.-~·)·'t; .. .,).)" ~-~·:... .'·"-''·''t .'\it>\\'., l . t:> <1. ~<.:i "''" :.;,c..>.ti<.:. «~ \.\· ·'""" '" l) '''·' nuc+,o.< .. .:.<l:.- _Fl.t:h b k.· 1,.,:d l ,(::.:-, 'ti , ''-· t_(l.t<.:.<:> .:<..>.! .! ,JlJ <_:. 

for readt:'.fS, a quei>tk.rnnaire ans\\'(~r reception prognun is inclurk~d in !.ht:'. servt:T >vhk:h orie~~<:.:lf 
1nauagt~s, a_nd reader~ are notified in the rnai:l rnagazinc paper r.rf carr5.-ing out the: qt.Bi~5;t.l\.rnnaire. 
Tht.:: knm:i...k:dge of CG1 is usually needed tbr inchision l)f t.hi-,; qrn.~$tionnair1:: ans\ver reception 
program. Firnt of all, it does not have advarn.:ed kno\vl.edge and does not ai.hpt itself to the 
charncteristic of tfKo inatl magazine that ~, * can ali\q be pubfoiherL Even if it has the knrnvledge of 
CGL in \.'.<.lrrying out a qut'.Stimmaire frequt'tltly, t'.Hfr)rcBn1ent preparations of a l.'.Juestionnaire 
must he made nnd it takes tin:H.> and effort (~ach tim.c 

!·r\t\r'']"!'l,·'1«" ·-·1",_ ..... :-., ··1,, ·~··{·~1,·"""""t"" 1 '~{'-.,:-.. '"'·t""··)--c.,··~ ... t ·-.,:··>! <.··<· ... ~>ri·,,,l., ·:-..;;._.·.:~ .... ~,t·i~ .. ,)"' ···~r···~1 .. ,.~ '\··· ., _ .. ..,_ ....... \·"1'!..:~·{ ~~~-...._{ . .,, .... 1,1~1· .'·"·"-'··· .. >.I:.·<,:-,><~·>:.· t. t.V; .. ~<t '-'""":li-<1:.- <1 . .::-,,.<'t::-t .U«< <'><.·« \.,t ::> l:.·.·'-<-·<AL <.-<>. :-,.:; •. ~-:<>, •• \:.· v;d.::> ~>.t\., · -'· <.-h .hi>. :.t,:' 

rna:.%azin-e pubbshcrs, the fr}Uov":·Ing Sy$terns ,.\,..ere able t:c} be tonslder(~rL i\ questi~Jnna.l·r(~ 
executing· rn:.~rs.nn trar~stn:~.ts at least ont~ cltcdc'~ to a questirn1na.ir(~ ser,;·er~ and a qu~stionn.aire 
~crvG publisht:s difft'.rem 1JRL ibr said every (hoicl?., and notifarn <l qucstionna.ifl?. ex{:ctiting 
persztn of it. /\. questionnaire exe<.~.uti:ng, person nz)tiflt:s n respt>ntltnt to ~.l questionna.1re of said 
URL with a choict:, and a n.~spmKknt to a questionnafre ac;:.:t~sst.~s an applfrable choke and 
corresponding URL. /\ fJlKc:>tionrni.ire s<:.:rver counts and l.fo>pbys tht:'. acCt:'.SS nurnber lbr <:.:very 
tLRL. 

service operator d.;.;frned bef}.lrdian<:l and :night diffr~r in the designs (a colo1« a layout, a fbnt, a 
tbnt size, etc.) of the reply rcct.::ption ~•crcen fron:t tlw inuige of the c-,zine \:vhic.h <'l. qtwstionnain' 
ext.::cuting person publishes. For m>.<mtple, prob1b1y it \Vas des\rn.ble to use tht; cdor of a red 
syswrn, \vhen it was a tnail nmgazin\:.: on llK~ thenK'. of lo\ .. (\ but it \.Vi.ls not Ht:'.CB:>swi!y a syskrn on 
which the reply n.;:t,eption scr<:.cen suitable for tlw irnagt' of an ;;.~.zinii.'. ~::;displayed Even \\·hen hvo 
or more mail tn<.:igazitK publisher$ us;:::d, the design of the reply n.:~ception scn:~t.::n \v.a:> comrn()rt, 
and \\/hen replying to the qu(:stkmna.ire crffrkx! out using this sy-,;tem, it \\·as a systtm on which 
vv·bich rn.aB r.r1agazine carries out and h. disp!ay·s tht~ reply rec{~ption scre~~n of that nrtd the sarr1e 
de~>jgn, Therdhre, there rnight be a case on which a <lii1ei:rnt reply reception ~creen froin the 
image of the mail rn.agazin<:. \::..·foch carries out a qutstionnaire is display(xL 
f0007JTlit.::n th1,.~ 1st purpose of this invention is f()r a questionnaire ~:;xecuting person slack mail 
nw.gazine publisher to provide a quesfo:.Htna.ire systein which can speedy a de::;ign of a H.:ply 
rect.~ption scret~n, 

! 0001.P-N·-~\V !'1"'"l'!"'l1)·'"'lt ,.,f si•t'h ,.~,,,.,"tl.'''l1!1"i"<~ ""f"'l·,~,-, !)1~'\'° !Y' .,.,~~ili·'''~d ·i,,,, <•rh ... ,·:r1·is'r~<'' ·""V'''""~ ........ j~ "'-~· •: -~ .... ~··-~(·,.t>'· - '·-~·~· , ...... -•"-·~- "-.t .... •'-·-)·. ,_ . . <~~-·:.-'-;lo,.· .. ~ , . ...._ .... ~, .. ~·"'-·!I- ........ -'~·<;,,-' t.~~ ~.(.._._ '~. \__"\.).··-\;.:: .~,.·~~~-~<..~ ..... -
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from a sponsor. rt is thought that it not only can publish an adven:ist.'.ment to a reply· ft.;ception 
scrz~en. but rnore advertising printing spaces an~ securabk twcause tk.'. service operator hin:isdf 
publish,:s ~· rnai! nwg<•1zirw. ThHt is, it i~; desirabk on syst~~m rnimag,:ment frir a questionnaire 
si;.;.rvici;.; operator to publish a mail magazine 'Nhich i:-; carrkd out using a questionnaire S'/Stem 
and which au introduces S<.Yme qrn'.;St\onnaire::; In tbl::; ;;:ase, tht.; :-;arne qUii.'.Sft()flflaire \Vill lx~ 

published by plurality of u mail niagazine \.vhkh a questionnaire ~:xecufrng person publishes. and 
a tr~aB. rriagaz~ne \vhlch a cp .. testir~nnaire ~(ervh:.~e tJf-H}ratr}r pubhshes. ln a n1ail rnng.azir1e v'!><hicJ1 a 
q-1.H.~stionnaire strvict.; operator publish(~$ S.1nce a qu{~:;tionnaire which hvn or rnore que~Honrmhe 
(~xeciJting pi.::'.rsons carry ont is published, when read(;n"> C()ntinue and ro;:'.ply to these 
questionnair~~5, in a sy5km by which the l st purpose wa;,; HH~:iiiKxl, a reply n.~,;eption scr,:en of a 
~;cattering design \vhich i:-; not unified wiH be di:-;played. 
f(l(lnqi·-('lv>1·1 t1"' 7,"~ '.)ll"'''.V',;;;" nt''t!,l\ ll'l''''''l'l·l'r<l'l r<>r"''V•"'<· i' n>ni,,.- i"<''-"'"·-l ')'1 ,, ''1)''l'l ""~<)«"»;P<'' \~Cj1;,~}i '' t·-·'·--··-•',•". ),\V .\~ .,,)......, ,,,,.~),.._,~ ~-· .... ~~~- .... ~;-.-.... '" ~~) .. ) ......... : ..... ,\\,.,.,_•\...!- . ..,...,. ,,:l )"'-::vi-3 ~ .. ·ot.>'-~ ..... w ,,_\, .. -:. ~-~ <.~- }~),.,·5·"-'- ... ~· ... ~ ..... - ,>t -~'-·~~ '" 

questir.H1na..lre exett.iti.ng pt.~r~on pubbsht~S .. \;\/h_Ue dit~pia.yir1g a reply re<>eptir~n screen by H (ieslgn 
specified by a questionnaire ('.xecuting p.::•rson, it is displaying a reply reception scn.'.en by a 
t.k:~•ign specified by a questiomi<:i.irzc servke op<5:rntor to a reply based on a mail Jnagazine w·hiz~h H 

quc~ti()Hnalre S(~f\:·ice operator publi~~.h{~S.. 

!·r)t}lffjD,, i\1•0 \..~,.,,.,. ;:><»,·1"'.-;1!!v Sl.'l'~''· "l'' <>~·y1'i1" nl',l)l;,<i·1,.1- ·",-'.'")•.;; ;:;tn'•i-<n!-=· ,-,~;vlei-•'< 1':1') ,·yf':><1 '~~;'1·.,.l,~ .'- \. .. , . . r.)} ... ~ ,, , • \.-t·}, ~...,,..· .-.. ...... 5 "'"'" •. ' '.; ,..,· 5. , • ..._.~ii..-.'- ~ .... , . .t' · · .!-,...,~ ...... -... .. .., ;io\ 'li.'t·) ~ • ._, .. -.~'-·' ":~~- )" o:_·..._.,.,_.._t..; • ...,._, ._.l.o:. J· ">-• • .;, \.·O . ..._, > •• . <:. ......_, 

\vhkh oneself has published to increase, it i~• prefr;n-ed to disphy subscription f()rm of a. 1rn.1il 
irwgazin<-~ dlh:tivdy in a reply reception screen. 'Then, the 3rd purpose; of thh~ invention receives 
a reply based on a rnail inagazine which a qui:.~~tionnaire executing person publishes,. \\/hik 
displa,dng a repl:( f(~ceptio·n screen contait1ing ~ubscriptl(>.n fr}rrn frf a rn~riJ rnaga.z:in{~ "vhi<:h a 
qtH;stionnaire ;,;ervice op{:rator publishes, lt is disphiying a reply re(eption screen Gonta:ining 
subscription fbrm of'"' maH nu1gazine whi.ch a. qi.wstionnaire i:.~xecuting persrn1 publishes to u 
rz~ply based on a maH rnagazirw w"11ich cl questionnaire :-;ervice operator publishes 
!.i\f\ ! ' 'jl)" ii,,,, "'''"' ., h« !ll .,, »•i' ''>t' !''l; n"' ""'-"l. ,.,,, ··'!'"i·-.,,l· ,·,i· '''i1··1 (>.,1; ,-i· ·i1-i1-·1-<' '"·d' ,..,,,.,+1· ,,; ·""" ~·,;, ''"''1·· ''" lv, .. · _V1..)' ~ ~. ~-} >..~-tv l-"'i11...<t· •• ·, S.L •. ,... ".~ ....... ..._..._,~, ''· ~·. ~.>,,~ . .- ~' .......... ~ ,. '-""' \.Jt"'-" (.) :1,..J• . .._.,:..,, .•. ~..,.._:.t ·"'-" ,... t-1"' v...._-~ S. .... ~.bA~;:; ~ .-.,,.. v-......·5 ~~\.." . .! 

displaying an advertiscnwnt effectivdy. ·nK;1\ the 4th purpos'i..: of this invention relates an 
a>:h't::rtiser;s advertisement inf()rnw.tion 'Nlth a suitable CHt:did.ate fbr ~'!.dverti;,;ing printing (every 
choke, t~very question, and evi;,~ry qtK~::>tionnaire enh)i-ct:nwnt >'h~irw), and rnernorizcs it, a.nd lt is 
performing an advertising di:>pby based on h. 
!"f'.~fi-:::· .... ~i ·~ ·.· {-".., ~ ~~-~··,('•~"'t'·-'1·"; ....... , . . .3:.:...j~-~---:...~.· .,f·t~"':... .. l"'l"'l'' .. ~ .. ·~~'\\'· i+ ~., ·f·:..."~· .. .::io.1----.i-:... .~ .,,-t t .. , ; .... -t··:.-1..-...;.·"';,n:... ~ ..... ~'it'· -f.,., , .... 1 ... , '.'\.' 1,;, ·''-$ iUl ,,l.t\'>.'l :),cJ~;, <.l\.'.· i>-1.>l y ''' .il\;. l ><lo~ $<...i l~.· , <t. ,::; t.X·$d,iVi<..'.· L\t>l. \.\,.> .•cH~·> <i>.-o(::. l-'"· \.,.> <'.!•$\..> 

nlake * * a8 .f~)r .a. qut~stionna.ire ~~ervice o·perator h.) rea~ titr~e ac.i.).)f(H.ng tr} qtH~stionnah ... e 
rngistration (or he hHs no time fog as po~>sibie} Thi:.~n, the 5th pnrpos(~ of this invt~ntkrn is for an 
ad\·erti~KT to providt~ a systein vvhich can carry out advertising registration by its lerrnina! 
handling. 
[00.UJTlK: 6th purpose ofthi;,; invl'.:ntion \;;that a u::>er \vho has not received a reply· request oflhis 
question m;;quires a question and a choice, and enables it to mainly arrnwer by a \V\V\V browser 
b.Y {~~rnaB about the sa.n-1e questlt\n ati \vhat carried f_~ut the reply requ{~St by e---n1a.iL 

!!\l"ll)" f~·,· "'~!\';'']>" 'Y'···,l11 ·><"~T!<' Y"'l''f''' "t+";,, .,,.l;'~ J "t l~'l'"'<·N> th·' ;.,y.·c'11'':'~'" ').''•'\)".,!:.,,. t°" ··•l··,;n1 ,·.\;-< .. ':e<.( .. , ::>L>.'"'6}-1\A.•l:.·>hJ.l.\'. .. \'-.>\:.· ''-'<l-\.<l-•.i\$.<.•.<-\ .':e< ,-·'·'.\-!,.l::>i..., \;.·o.,\·\: ... lH, .. d<'-.·\-· ''--'b'<~~ '.>\.·.<<.• 

l is a q1wstionnaire syswm provided \ViHl the fi.1Hcnving requirements. 
(b) Have a questknmafre s,;.~rver with which a qut.$tionnaire st.~rv\c(~ Qperator has a royalty, a 
qlK~stionnairc t::xecutin.g person wnnbal 'Nhkh a questionnaire executing lWfS(Xn operates, and a 
respzlndent~t{)."ay.q1~estit1:ru:H1ire t«:-::rrn.in~:-d \Vhich a res.ponder~t tc) a qtJesti·nn.n.air(:: op~~rat~~s. 
(''*) .:\ qlwstis.mnaire executing per:-;on terminal ::;}mold lrmtsrnit at foast oiie choice corresponding 
to a que~tion to a que;tionnaire ~~t.~rver 
(~;~) \Vhen ymi receive said choice, a questionnaire server sboutd publish difft'.rent VRL 
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(Uniformed Resmir;;:.e Locator} frjr every t.hoke,. and should transmit to a questkinnah.;; 
ex~:~cuti ng person ternYinal. 
c~·) .'\ CjlWStionnaire \~Xf.:cuting person {(~rminal should tnmsmit H choice to a respondent-to-a .. 
questionrrn.lre terminal with URL corr.;;~:;pon<ling to lt directly or indirectly. 
r~'~) A re~:;porn:.l.:.~nHo--a-questionnairt.'. tt.Tminal should <K<.~t.'.ss sdd URL by a n.'.~;porn:knt's to a 
qt~~~stic~nnaire. ·e>peratitfn~ 

('~'~.l Consider thttt <tCCt'.% is the reply to a choicr: corresponding to said URL, ~tnd a questionnaire 
sent.~r shoo!d process H, whi:.'.n there b access to said URL from <l respondem--to-a .. questionnaire 
termjnaL 
c~·1 A questionnain.~ server ~;houkl use ~lS a r;;.:spondt:nHo-a.-questiormafre tennina! ~;(TCOl 
direc.tiorrn hy <i d.;,:sign 1.vhich H questiorm.aire ext=.~c.uting fX'.nlOn defined befbrdw.nd, \YfWH there is 
aci:est; t<.) ::>aid URL frmn a respondent--to-a--qu.;.~tit!ommire terminal. 
f[){) ! ')'j!i·i fln1••i· t··, <•<-j-,,;" "-";.J ·/,id ''l''n)'"'''" l·li<> '"1V•"1·i·i<··1,., q,'.'')'"1.-';i·1rs l.-) ,-.i.:,1«1-.) ; .. '! "W<'~<·j;n1·11·i:>!i-e l · .. ·,~ .>.. .... , ~- ~. ~ 'i..h ... · ~l.• ,._u ..... i:.d ... l ... :...>..~~tJ. .....:) ,,_.._ 1.< .} .... 1.-t...•:..'l':.,. .. , .;.. '\. .. •.~·-", .._ .......... t .. : ... h--:, .. A,,.,,'.,5. ~:> ..... .':'.:" ,,,, .r...·.>..(-}. i;_ .> .......... ~~ .,,_ l{"-4~·· .. ,,,-, . ._)..__.. ... \.~·-'·''Ao' 

system provided \>/lth the fr>lkn.ving requin.::n-ients. 
(b) .Have a questionnaire server with \Vhich a questionnaire ~erv\ce operator has a royalty, a 
qu.;,:stkHnmire executing person tenninal 1.Aihich a questirmnafr.;., ext=.~cuhng p.;,:r::;on operates .. and a 
n.~:>poiKknt~to-a--questionrrn.in.~ krrninaJ which a rt;spondt•nt to a questionnaire operates. 
{*~').'\.questionnaire executing person terminal should. transmit ~it !east one choice corresponding 
to a qut;stinn to a qut::stkmnaire server. 
(''""') When you receive said chniC.;.\ a qut;st\rnnmire St=.;rver should publish diffenmt VRL (URL 
lbr a questio;wa!re t'.xecuting person) for every choice, and should trnnsmit to <l qi..wMionnaire 
0xecuting person term in.al. 
(*"} A questionnaire t;xecuting person H.~rminal should transmit a choice to a respondent~to-a
qu(::•tionnaire terminal \\:h:h URL i'br said questionnairt.'. .;,•xecuting pt=.~rson corn;.csponding to it 
directly nr indirectly. 
c~·') A questknma.in..~ server is differrnt URL fbr .;.:very dwh.:e, and pub!lsh difforem URL (URL 
fbr a questionnaire S{:rvice operator} fi·on1 URL fbr t«~id questionnaire ex.{:cuting person. 
{~'"') /\ qlwstknn!<1irf server ::;hould trnnsmit H choici;.~ lO a rt=.:spondenHo--a-que:'>tionnaire tt=.:nninal 
\Vith URL frn said questionnaire service opl'..;rmnr (X.lH.;.:sponding to it directly or indinx:tly. 
('''') A n .. :spondentAo .. a--que~tionnaln .. ' tennina! should acc;;.'.SS said URL by a respondent's to a 
qu.estionnalre operation. 
C '~)Consider Hmt actx.~% is dK' reply to a choic(' corr.;.$ponding to said URL, and a questionnairt=.: 
servi;.;r should process it wh>:.:n then~ i~ access to said URL from a respondent--t(H1-qm~:>tkHHwire 
terminal. 
c·~'} \.Vhen then:; is acces;,; to said URL from. a re::.pondent--to-a-qut.:stionnaire tenninHt a 
questionnaire serv;;.:r, \Vhcn LRL \Vtth this <H.:cess i:> URL frJr a questionnain: exi~'.cuting person, 
while using as a respondenHcH.1~questionnaire tennrna! scwen directions by a design which a 
qtwstionnaire executing person d.etln;:::d befr>reh.and, In bdng URL for a questionmiirn service 
opt:'.rator, use as a rcspondem .. to-a-questionnaire terminal screr.r1 dir(:ctions by n cksign \vhid1 a 
questionnaire st=.:rvici:.~ oix:fator ddfoed bd~)relw.nd. 

!·rv< l t;-jl«i <'>n~'~" JI) •>H•>;,.l ~:>id ·1 l"'1 f"lf'fV)\'' ·ij·1·'' 1· n· , .. ,,,.1''l"''i ,~;~er<1·J· 1«11.x ! ... , '~l<>-;l"'l ·1 1<; •> <"'1l <'<~t1·· 'l!l'l""l-,.", _\}\),,._>.). ,,-.,,J: .... ) .,.,,.r.}.>.!.(,} ... ~. ~ ... { .... ..,.. ....... i:..Jt1>- t1"> ... -...,}. -.... . ..,,.)\,.~,},,,), ,,. . ..,,.-,..., .. ;i;,~ .~.·\,..hot)>.,, .~ ... (,}.,,,~~ ..... ~·~..:tv\.• )~>"-' 

system pn.witkd \\·ith the fr>ifowing rnquirr.nwnts. 
(b) Have a qiwstionnaire si:.:~rver <,.v\th \!.:hid1 a questionnaire servici:..~ operator h.a.s a royalty, a 
questionrrn.la: executing person lent1ir.wl 1vhich a qu{,~;;tionnuirn executing person nrx~rnks, Hnd a 
respondent~-tz)~a.---q1~estionn.a)re tern1ii1a} "'.-> . ...-hi(h a re:ipond.ent to a fllJe~Oonnair~ <)perates. 
(';~).A questizmmdre c><(:~cuting tKrson tenrdnHl should transmit <.U kast one choice (Orresponding 
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to a question to a questionnaire serv.;.~r_ 
(~'~') \Vhen you n.>cdve said d1oic~\ n questionnaire server should publish diff(:~n:.:nt URL (L!RL 
fb:r a q1.wstionmti1\~ executing penon) frw every choice., and should tnmsrnit to a questionna.in: 
e;<.ecuUng person terrnhu.d. 
{'~'~)A qLwstkmnaire exe{:uting person terminal shot~ld trnnsn-iit a choKii.'. to a respondent-to--a-
qu~;stionnaire terminal \vith URL l'(x said qtH.:stionnaire 1°:x.:.-x:uting person corn:sponding to it via 
an e...,z.int: distrlt~utir~g ser\.:-:er. 
(**)A questkmnairt.'. sen'.;.'.r is different URL for every choice, and publish dlfferem LlRL (URL 
1hr a qu;;:'.stkmnaire service op<::'.r<.{tor) from URL fr>r said qu(~sti.onnaif('. executing p;;:'.n;on. 
c~·) /s,. questionna.in.: server ~;houkl trnnsrnit a choiCl'..'. to a n~spondent4o~a~questionnaire terminal 
with LBJ. frn said questionna.ire service operator con(:sponding to it via an e-zirw distributing 

(:-:<:>:.:) /\ r:espondent.-.tr: ... a-... quest1or.tnaire ter.n1i.naJ shc~uki accest~ said lJTlL .. lJy a. respor:a:le.nt~s tr} a 
qu€:stlonnair<.~ <>peratlon. 
('"'"J Consider that access is the reply to a. ch(>ic,;:: corre~p(>nding to said lIRL, ;1nd a questionnaire 
serv1~'.r should proce:~s it. livhen then.~ i::; access to :mid URL from a respondenHo-a-queHionnaire 
tt.,rrni naL 
{*~')When there h< acce% to ~•aid URL from a respondenH(Ht--queBtionnaire terminal, a 
quesdonnain:: sen'>:::r, Vllwn URL \vtth this access h; l.FRL for H questh>nnafre executing p;rson, 
\vhile using as a respondent-t(h.Hluestionnaire terrnhwJ scn.,en din.x.:tkms i;.'.oni<Iin\ng subscription 
registration fonn of a mail magazine 'which a rjl.itstionn.aire st:f\'.tce opt~rator publishes, tn being 
lJRL f()r a questionnaire service qx:rator, use as a responch:.::nt--t<:.Hl"questionna.ire terminal screen 
directions ,:.:ontalning suhscrlptinn registration. fonn of a mai1 magazine vihidi a questionnaire 
<'.~xecuting person publishes. 

!.(\!\ 1 Tjh1 ,-,, .. -!,~!' 1«) ·>H•o. i•1 '"' ;, . .£ 4t\\ i·)> 'l.'lY"~"'. <·!"~ i«l'"~i·iti,·)"' "'~'''<)r·'h·n1) i>,-, ,.,·i,,; ''"l .-j i· >< :> "j"~"::t<·i'Wl''l·!''~ .V1..)' ........ s_ ....__,_ •. l...Jv .... ,. <:4.1.,,~<:?:•-)._. :.:o-... ~.: ... • • .J ,,...L. ·.•{~• ._.'it_. .... ..._.,~ ..... :-...... .._>-.:tv . ......... >:. x;r:.\..~·X-~_t.)..._).l.~ .... ,_, .-...J .... \ .. :•~-· ~ .... '\.O:- l-<:.-~~·:.Y·-~.)~-~·-~-•.oi.?. \; 

~ystem provi\.kd \.Vith th;;; f<1Howing rt.:quin,:nKnts. 
{b) Have a questionnaire Sl'..:rver \.Vith \-1..hich a questionnaire service operator h<.:is a royalty, a 
quesdonnalw executing lXTson terrnirwl \Vhkh a q1Kstiomrnire executing person OJ.K:rntes, <rnd a 
respondenH:tHi-<r;x:::;tfonnnirn terrn.inal \.vh.k:h a respondent tn a questionnaire operates 
('''') A qu('.stiommire exeeuting person terniinal should transmit at !east one <.:hoke corrl'..~sponding 
to a question to a questionnaire server 
C '~) \Vhcn you rec•dv(~ said choke, a questionnain'. serV('.r shodd publish diffor('.n( URL fix 
(~very choke, and should transmit to a questionnain.' executing person krminal. 
(*~'}-'\questionnaire ex0cuting person terminal should transmit ~l ch()ice to a respon\.knHo--a." 
quesdonnairt; tt;rminal ~vith URL i'..\)rr~::sponding to it drn.::(.tly or indirectly. 
('''') i\ qu('.Stknmaire server should rdate an advertiS('.r's advertlsernent inkrnnatinn \vith tiw 
candidat;;:'. fr.ir advertising priming, and shouid memodze. it. 
(~~::~) ;.\. respondent··to-~ri,.~qucstionna~re t{.~rn:~inaJ should. acc-f..~ss: sa~d "lJ.RI. .. by a reopondenfs to a 

•' ' ~ 

qu~:~stJonn~:t]f(~ operation~ 

(*")Consider tbJt ac.c{:s~~ is tk' reply to the c.hoke corresponding m said URL, and a 
que~>donrn1ire ~>erver r;hould process it, w11en them iJi, >.Kcess to said URL froi:n <1 respondenH<.H.l
qlK~stionnaire terminal. 
{*:*_) .. '\ questionn.a.irt~ ser'.f<.~-r shou:Jd tts.t..~ as a f{:Sponck:~.nt.-..to~a"'quesH(}nna.ir{~ t{~Trnina.! the scre:e-n. 
ditetdnrrn including the i.Klverthernem rnen1odz.ed by relating 1vith this choice, \.vhen them is 
access to ~><'I.id URL from a respondent--to-a--qU('.~>ttomm.ire terminal. 

! 00l1'PTh•~ <ti''"'lll'inn <irt;nrt•o•\,·~ l·.,., el;:.ip1 "; !·"~ "h··' ,.1'\'''S•l''l'l'"'<r,~ s•:-<ztr'n' ''•f'l'.nFl;r,tt tr• <ll'l'' nr<' <'if -·- :··-j _ ... _.,. ~ .......... -~- --·~.~ 11. ............ ,._,.E .. •.·!··v , .. -:-,- .. -~. :i: ....... t .... ~....._. 'J'~'-··~~ , .. :i: :i: ............... ")~· '-·~·-~.i:.+-:··, .. ._ ... 11\,_~J.. •. ~::';:~~ ·.-_...,. '\,\_•,:~ ....... ~ .... , ••. 
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cl<Iirns l to 4, and is a questkmrrn.\i"('. system provii:kd \V.lth at ka$t {V<'O questionnaire executing 
pz:;:rs(1n tern1]:nais. 
[nn·{ C):"jii'\ [~,,,..._.,..l.:,.l' +., .:1{·-11-·.;_~~· .. 1 i:-•..;~-j' '.-rh f'll"'""t')•""\~':-. t~\l:<. ~'<:")'~':-.t--i~~-"\.t"'\ .-l .... , ... ,,-~.;-.... ~~~)'t""' +-·--~ --• .'~n~ .... ),'°'I {<- ·i·~· •:\ ··1·;1,::.,:-t~'"-:i:' ..... i:' .... q].!":::i.. 
. '"'·' ·' .·. ' ' <.•, \)>;.. l.l.· n l,.,,_l v<'H\l .. · •... •. i·'. > !"'·'·''·" .·'-"··· '-' \'\,., U\h> ( .\.·\.«h «li.- 6 \.\ .. \.MH." .. ) ·-' {>. '-," ~"'' '''"'-"'~' . :, •. 

syskm provided with the fr>lknving requirement$. 
(b) flHV('. a questionnHirt:'. $erver \Vith whkh a que$tkirmair('. serYke opt:'.ratcir has a royalty, a 
qtH;stionnaire e::<\'Cuting person terrnimil \:vhich a qu<:.-~stionnain~ executing person operak~s, a 
rt:spom.k:m~IJ.H1¥questionnairt: t;:,:rmina1 \'\i'hich a responckm to a qiwstionnaire operates, and a 
sponsor krminal \vhich an advenist:'.r 01x•nrk~>. 
(**)A., questionnnir;::'. .;,'xecuting pt:'.rson h'rminal should tnlnsmit at lea::::t one choiC'.e corresix11Kiing 
to a qtwstion and this question to a questionnaire server. 
c·~·) .A questionnaire server :;;hould mernorize said question and a choice. 
r~'~) ;\ ()LW~•tkmnaire ~•t:'.rver should tnlnsmit ~lll or a part <.)f S<~id mernoriZ('.d question and d)okt:'.S 
lo a sponsor ten.ninal, and ur;::w specification fi.n <idvo;,~rtising printing tu h. 
(''''J Rd.att' a qJJ.;.:st!onnaire s.;,'.r\:\~·r '<-Vith a candidate for adverth'>ing printing Vihich had an 
adverti;.;e:t"s advertisement information specified, and mem.orize it 
C '~) A questionnairt'. sfrvi~'r should ust'. as a n.~spo.ndent-trHi~questionnaire tenninal scr\Yn 
directions including <'!dverti~iernent irrfnn:nation ndated with thi$ chnict\ \Vhen there is a reply to 
said choice from a respondenHCHl·questionnaire terminal. 
rnn··}n-i··-l""l-'";. ~''"1·'' :-.i'\-t ~!I''"' ·:,. .... , .... ).f.,.:10,~, ..... ·~ t ... , ... j ...... ~"'l"i; .• ., .. ~ .. -:~ '"~' ·:i. "'{J"'l)l)~>~i~ :\ ··>t····{··:i.rl' 1·'r-·· .... v~ ·~ :-.·~ \~--~"·!·) t; .... 1 :-. t·'...,.·:1·-·'\)"-i ?.··i:' l'''''"'\ .\ n-•. >.h\·C." ,_,!,. ""<-·\..'./ ,,.,,tg '" \..-.<'l.l> > ! l~ ,~ '-.l''~'~' \..· m. C ~J~l~- , .1 U,,_,,.e\: .,.,.\ .-L<t. ~nU"''.'1<(':, 

requirernents. 
(b) Have a que$tionrn.1ir>:.~ ~ervi:.'r ;vith which a questionnaiw servke operator has a royalty a 
qt11:.;stionnain.> executing person terminal \vhich ~i questionnaire ex.ecuting p•;::rson operates, a 
rnspondt.:nt-tl.Hi.,questionnaire H.:rminal \Vhich a respondent to a questionnain.': operates .. and a 
sponsor h.ormirml which an advertiser orwrnks. 
(*'~)A qnestionnaire executing p>:.'.rson terrninal should transmit at !easl one choic.:e corresponding 
to a question to a qucstiormait\~ scrvi..~r. 
(*~'}When you receive said choice., a questionnaire server shou!d pubhsb ditfon.'nt URL f()r 
every dKijce, and should tnuHHnit to a qtK~stknmaire ex(;cming person terminal 
('""') /\ questkmnaire executing person terminal should lran~m1it a t:hoil:.:e to a respondent-to-a~ 
qtwstioimaiH' krminal \Vith URL corresponding wit directly or indirectly, 
('"'~J A. quest1onnalre server should trnnsmit aU or a pan ohhc question and choices \vhkb 
l"t~cel\led tion1 the riuestiorinair{~ ex(~c:ut1ng pt.:r~(H.l t{-wrniJtal to ;::_ spr}r.u~or· t·errnina1~ and urge 
specification fr.ir adv(~rtish1g printing tn it. 
(*~'} Rdak a questionnaire server \Vith the candidate fbr advertising printing ''vhich had an 
advertiser's advertisenKmt inthrnu1tion sp~;cifkd, and tn{:mod.ze it. 
('''') i\ respondent-tr.Hr-questinnnaiiT krtninal should ac<:ess said lJRL by a ri.:'.srK:>ndent's to a 
questinnnair\~ operation, 
("''~J Consider that access is the reply to the choice corresponding to said 1JRL, and a 
qu{:stionnaire sen,,.-er should process it, \vi:ien tkre is access to said URL from .a n.'.sponcknt .. tcH~·· 
questionnaire tennina! 
C *) A quesbonnairn server should nst'. as a respondenHCHH)uestio.nnuire terminal the $Creen 
dir{\:tions including th!:'. adv~~rtbement information rdated 1vith this choict\ when ther<:.-: is access 
to said URL froin a res:pondent-tz.HHflll'.~stionnaire terrninaL 
!titi) ! ·i·r·i-1<> i'r•\·'"'l';l',v-, ""'.'·~q«d<{1<":• •o <".l><,i<1·i 8 1··'< $• n<i>~'-l·i',,·1i·ii''>l'l.t' '-v«1·»'1·1 ,_,.;\-'t'l' <i·i ·(~l•<.i 0·i ,,·; <"'.<i' ,~,,·,!1•>1· ')l''' '" ......... ·" .. f~ .... ............ ,.., ...... ~.\ :i..;.,_..,....,,_.,._) ,~ ........ C' ... - .............. ,. ' .. :...... ... ~, .................. )'\:.C· .... ··~f ......... ~> .\ ~'::>" ...... ) ,. - ..... ~){ ..... ' ......,.: .... ~,.,,. '\.,.,. 

7, and is a questionnaire $ystem ~wving at lem;t hvo quesHormairr ex~cudrig perszm terminals, 
and having at least two spon::>or terminals. 
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!·qo?">·j-I<1'""'J,,1·1·.-) .,if_,;,,,;,:>!.-{ r~tl, i·ilti·i·'\'"'""° th'' i'1'"'·1·1ti,·)·n ·.>.-'e<)n'frnu h) ,..-i,.;,,., Qi'",, rj''"'Si"·<n,·1,·i·>'"'' ·' "·'""'""""-·') ..... q .... J;.,,,.., ....... , {.).\,..{-} ... ~ .. ).,:\~.; ......... .. _ ....... i .. . ...... ,... .. ·,>,}'" ... ~ .. ;c ...... ' ........ ~~ .... ~ ........... , ............... ~-t;:.":"' ............. ~ . ..., ... ,; .. ~~ ....... , ""· ...... -w. ..... ;...~·.\.-...·~ ... ~ ... o:-e.o;~ .... .. 

system provided \Vith th~~ fi)!.kwving i\;quirements. 
{b) !hive a qiwstionnalre S('.rver. the lst n~spon.dent40-a-qrn.:stionn>:1ire tenninal that the ! st 
respondem to a quesHonml.irr openi.te::;, i.md HK~ 2nd respnnderrH(Hl-que::;.tio.nnaire terminal that 
the 2nd rt~spond.t_~nt to a qu(:sti<>nn.aire operates. 
c··~.1 A questionnaire server should mernorhe at least om: choic;;.: corn.~sponding to a question and 
tJ1is qtH.:~tion. 
("'"')A questkmnalrt.'. servt.'.r should pnbllsh diffewnt URL for e·,/efy chok::e, and should tram.mit 
to tht.'. l st respondent··to-<H\uestionnafre terminal by F-m<Hl ditt:'.Ct!y or indirt.'.ctl.v 
C''.) Consider tbu access is the reply to a choice corresponding to said URL, and a qiwstionnaire 
~;e:rver :;,hou!d pn:_icess iL w-b.ni there is access to said URL from the J st re:;pom.font-h.HJ:y 
questionnaarf h.'.rminaJ. 
('""') /\ qut.'.Stkmnaire server :>houki 1.fo>pby a choice corresponding to a question and this qw;Mion 
on a \V\V\:V bn)\Vser of the 2nd respondent-t<:.HH!Uestlonnain.~ h:.~rrnim;I, nnd should ckmand 
se]{~ctlon f)\)111 the 2Bd rt:~sp~Jndtnt to a lp.H.~sti".)nnaire 
C '~) \Vhen sekctf.cd choic1~'. infnrrnation is l\X'.eivf.'.d frrnn the 2nd respondcnHtHH.:ruestionnaire 
tf.'.ITninaL i.:.:onsider that a questionnaire servr.'r is HK~ reply to this choice, and process it 
[0023]1'1-H~~ invention ac.c\Jrl.h.ng to cJairn. 1 O is a q.uestion-nairt~ ser\/er in the qu[:~~t1onnaire systf.~n1 
according to any C>ne of daims J. to 9. 
f [)f(>4!1'\l''' ;,.,)if.'!';'l,-"l"' ''f'{~,.)j·«i,H·; 't. ' '· ,-,1,i; 'l.! ·i ·i i«· '' J«N·,,-,l-.-ll. 'l<Y l.'"~,-1;, 'l.l'l \:·..-11·i ···h l"<'"'··)n{,,.-J ·:i i«1·nrp·:i•1·• f,)j. l..,,.,, ....... .... -~"'·' .'.L ... ~ ..... h, "·' .>.. ,:_x .. --...~\.· \,,~--"-:. ... ~ >..i \,. ............ ,. !<:. ~-:.· ~ ... _,,,.- ..... tl x.b -'-~·\,...-t.Jo.!- .... ~ 't tv.d, ,.,,. ..... .,,.\..).'\..~- ...... }.._, \.· :t"" '"".;::::.·'-" )_ ;._ .>..\..· 

performing processing of a questionnaire server rn the que.'itionnaire ::,_vstem m:.:cording to any one 
of duirns I to 9 a:nd in \-vhich l'.\)n:-:puter reading is possible. 
!·00·'.1\]Hv •IK: \V'·l~' :~ <.:i:~fv{:r in which 'l ('l't~:,;tirnn~ain.> \;t~'V'f'.i:' ont~r·.unr is rt~f.{:iviru-' lnrll~ bv '~ rt~n!a! . . . ..... ~ .. - . ..,. ... ... J :- "- . .. . . ~ .. . .... . .. 1 .,._ ·. '· ... . . ... .. . . . . ... ... ... . . l" . ... .. .... . . ' • . . ' . .:.:~ ............... ~ .. , • . . 

servfi· de. is contaiiwd not to mention a S\~rvr.:r <.vhich a qiW'.>tionnaire service operator nv,·<l.'i 
king toiHained >.:vith ''a que~tionnairf.'. sef'ili.'.r v,..-ith which a questinnna,!re service operator has n 
royalty" 
rnn·--,.l~·!It " .. t .. ,:ii!l ,. .. .., ..... .;.l~i:-.1 ·~~··:"' -.... -~ .... -:i- 1·'l it .... ,t1 ....... :... .. - ,..,,.;;.,,.~+ k- 1- 1~ ~ ,- ... ...: .. ~ .:..,,, ... l~~,"':!~'",r,·:0.."'"""t ~ 1 ... ~ ..... ·:-..t'}'·)~ .... -;i., 'il,-1,,._i, ~~it.; ... 
l '''·'-'~·'-'. h ,«Ju. >...\.>dl'" '·': <>.\;)\, \.v_,,\.:. < '. }"'' ;)Sl.:-S ,.vJ:>d>. >-t• > •• <J l.:·>..J. ''ol-" <>\:.·ll. \ l \,::,., ,,·\.:.>.-<> ,,,. ""''' < .• <::> 

indirect",. and ev1~'..n jf [ al! J it \Vill become hmv irmny also wfam it passes wJmt kind of p(;r:;,on's 
operation and. Requirement("''') in Claim. 9 does nN necessarily .tnea.n that a questinnnairr 
server tnrnsmits an E .. mail. 1t is sufficient if a. c<:.~rwin equiptm.~nt \Vhich inten·en.::~ in bet\veen 
transmits an E--inail to thq:: l st respondem"to--H--quest!onnaire tennirnd. 
!'(\(l·"'.>'7] 

\)\)...;...,. ~ 

!·~d')'~'' i·.;,,. <'.~~n·,,;l.l" n<it. i 11•' ir•v«1'tlin1·0 j1'1·iis ''l'!ll),-vjil''1'''l' <'\f-' <-h" l.ll''''il'°l°,·)''' ,,· <: ,,·j.;>"r.1·il'><'<1 .i'' '.H:!·ir.11.•!J._.l"' ;< .. ~J ..... ..._~..._. '-··'-~ v'i.-v-".'-)'li ~ ..,..\,,. ·,.J , ...•.. .;., ~· .... · .. <..• _.._ · ' ..._._ ...... ~ -...1-. ... • .•. ....._,_} "-··'- t-.-:.!-\,.- ~,.·L~l- -...,.,_ ~-· .,,.,,..,.,.,._. , .v,,.L ~ ~ ~ Ji.:::-,)"-·'-

doinain name -;,vhich finisi~l{'.S it ;;is ''xx.jp" does not exist re;;illy, it h~ n~<ed fi,)r explanation First, H 

.l st <i.:mbodiment of this 11wemion is described Prn.1-'<'ing.Jjs a block diagram sho\ving a 
questionnaire system. of a l st einbnditnnH a quesliormain; S}··~tem ~, the questionnafr<;.; serv\~r 
l CH), the questionnaire .'iervke operntor terminal 400, and the questionnaire executing person 
terminal 200,20! .. mxl the respondent-to-->:h.lt.testinnna.ire terminal 300301 ""it ha~; . and each 
is conn~x~wd to the internet ahvays or if n~xx!ed. The questionnair~; serv1:.'.r 100 has the 
'-J11t!Stionnalre registration .nH.:·ans -~ -~ 0;. tht~ rt~·ply rect~i\'°ing .n1e·ans 120:- tht~ (p.H}~~tionn~t)re 

intbnn<H:ion acquisition means UO,. tht.~ quc~.i.tionrn1ire infonnalion memory measure 15 l, the 
qlK~stionnaire t::x\xutiri.g person setup information mernory m<:'.asure 152, and the questionnair<:.~ 
service op(:rntor setup infr:irmation memory nK'.asure l SJ. 
f titr>Rj .•\ nq<>~fir1'")'l;l··~ i !)l.-<v·1'1>«·i' "" f11,, i· ~ l"''i•r>v1,·i·,··t~'~ i·;,J ·t· i,,,. 'l"'li,,,.,; ''il'l)''l'i··~ ;1,fr.,1·1·q«t1··)•1 i-<v•<))'·-.,1·,,. l,,_..,,,....,..,,_ ·" 'l\,...,y.,.,S,,,,.,~.~ lo.) 'Ir.•· · '-··"} M{ ,,)!•·.IV'.••' "• ).C ......... ~'-··'-"·''""'-...) •) j~,._. ,..._).. .._..,.,),,·'-· ~ . ... -t. ~;;.,.) ),-...,. ),:)...~··•'-,>--• ,.~.Vl -..., . .) 

rneasun.~ 151. /\ qw:.~s!ir.mnaire infr.nnrntlon file is c:reatf.'.d fr:ir evt.•ry question,, and nw.h:s <t 
qu~::stion code a file name. A. data structure is shown in ~1rn\Ying2 The number of replies fr:ir 
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every qw.:.~stkm, (hoict'., and ;;;hok~~ is m.;.~morL<:ed. 
rnn,~)i_)'!~~ -····:.~t;-.i:'·i:' .. ~~~." :..~··-::...,~~ ·.' ·~ '\:::-.. --'.•'\ -.:-::..-.."' "\ ·r~*-~'\'"'' .-+~-y~ ... ·t';:~.·~ ~~ ·~· ·),,~· ... '\ ..... ;.~.:-:.i $..)\•' '·l ·> !. "'"·':. ·'. n. 1._tt«:.,. o\J.1,l,:lll o.; .. t. ~<.; ..... U.Uflb f,;;XS•..,n ~<.:AlJ.- L. .. ,, .. ' i1M1.i1..." .i.1~ .. ,,. o..:11...·>L<O> ,z,,..t, !.·/ t l<.;. 

questiomrnir~; (:xecufrng pen;on setup infrnmation memory .nH.:asti.ri;.: 152. /\ questiorm<lire 
e;..;.ecuUng person ~;;dup i.n.fr:irnwtkrn fih.'. is created for i.'.Very question, and makes a quest.ion code 
a fih.~ mnne . .i\ data structurt'. is sho<vn in drn:<N[ngJ. The bai;;kgrmmd color and character color 
\.vhich the questionnain:~ ex(:cuting person sd up ,:ir;;:: rn.emorized in RGB fbrm. 
!-f\fl·~~l5 ]lt -'l" :..··i·-.;-~~~i-·i·~;r··..:" -·.-;:..-r-·-:. .. ~·-".·:'I. .,, . ..,=~~").t··i, ... "'·:....e,,,.,_l ~1·i·>-:---.'('--... -l,.>-~-:,...,l' 1·:--:1., 'i·, ri"'\·:>.1'"'~1--·_,.....~·;:--·>···: h·:i:. .. ..:-!.,,,~"' ···11~·-:-.··:j:·.;-~"~l''l"·i·r·,;:;; .'·")·''-'.··"\ ll ·'t ... s -<td. UH~.:,_., .. ,'"'"'''·· uvt: ... w.! .. • M.·>.Ll.!.• ". l.Liii .. rns.l<. .. ·' .l. ~-. s . >~.·.d.t!oJ.<..t.t .. '-'/ \. "··' .... S<.<!.d. >.<> ..... 

senice opemtor setup jnfrmrn1tion memory measure 153. A file is usually mw pk~ce. A. data 
structure is shovvn in ~in1\.1,:jng.''L Th(~ ba~.kgrou.nd tcdor and ~hi1racter color whith th0 
questionnair~~ servic(~ opq·1:1tor set up are mernori?.ed in RGB form. 
[0031JA pro<xdure of questionnaire regis.tni.tion is <:.;xpfa.ined. Lr:>L. a questionnaire executing 
person explain~; as what operate$ UK questionnain.'. execufrng person H.~rminal 200 The 
questir.mna!re registration rne~n.ts l l 0 transrnh~> questionnaire:.~ registration frnrn to HK~ 
quc:stionnain' executing person ten:ninal 200. A queio.<tionnair(~ registration f()rm scn.~:n and an 
input exarnpk are sho\vn in ~iD\'.\'.'.ing.5. A questionnaire ;;.:-,,:;ccuting person operates a ten:nimd. 
in pub a question, a choke corresponding lo this, and design infonna.tiort and trnnsrnits to HK~ 
questionnaire rtgis.tt}ttit)n .nH.~ans 1·~0 .. ·rht~ <p.J(~·stionnaire registratir:nJ 111ea.ns ·i 10 \.vhjch rect~i\··ed 
thest:: publishes a question code, and creates a questionnaire \nfrirmmion fik w·hkh makes the 
question code a fik n.aine to th,:._: q1.wstiomw.irn information nh' . .:n1ory rne;1sure l 51. TlK: nwnber of 
replies to a questiot\ a dH>ke,. and each chofr:..e (\.vbolly [in a questkmnaire regiMratinn stagt.'.] 
zero) i::-. tecorded on thi~ qwi.'Stionnaire inf!:)rmation file. 
·i·nn -~~ ".?:) .~ ·-o ~ ~ .. !' .: ·- ... •"' ·~:l,... ._. ·>...;..-· ·~ .... -"t-l. l"" ·) l.-. . .:->l"}" .-,.f".t' -~ ~" l '' 'i, .. .., .::."".--.,t··'"V\·~ t -~ 'l'"'" f:::~ ·~ -..--..· ~".!'!• ·' 1·'\ .1'.., ,, l ... . ,,,, 1··l'\ ·~ '1' . ·:.. ··:-"-? ..,, ""' ., .-~~i· ~, ·:>. vv ... ,, • .'"\ tiv.es H.lHdu. ll::. <.: ... x>;.-\..·!.l!. >.b }\;.. '"·· < ::«(::.tt l·' ,.,h.».b <h.\Lil l.\l\.~· •·>"!< \..·> lo<\K\.:.(> . ,1..: <.. U<..~·::>l>C'Lt \..>,.-\.~.: t, 

file name i~ cH;at<:.:d to th(: qiwstiom1aire exe,;;uting person sd·up inf<.>rrnation memory meHsi.ire 
l 52. Design infr.innation is recm{k~d on thi$ questionrrn1rf infnrrnation file. Diffr:rent URL fnr 
every choice is publistwd and it is made to display on a questionrrnire executing person terminal 
A display exampk is sho~vn in 5in\~Y.lH.K.~\ Explaiwtkm ofl..!HL i::; shov.rn in \iHnY.\!W . .L 
roo33·!· lTHl .. \Vhic.h .a. ciut::~~tio:nnairc e_~(e)..:;utlrH~~ ·oerson rec.t~iv"(_~d ·-·-a c.hoice ·--·--·the res~)ond-ent---t{}·--H·--l . . ..... ". ~ t 

quesdonnalw t('.nninaJ 300,301 -- il trnnsntits to Ev(:n iftran::;mission at this tiHK'. hi based on 
e,1nad sofrware induded ln tlw questinnnain.'. (~xecuting person tfrrnina! 200, A thing using the 
a.bove··inemioned mnil magazine distribution service or an HT\.fL docunK'.nt is uploaded to a 
\.\/eb ~~t~r\'{:~f:- a resprn1dent to a qt1estit)nnair'3..: tn.ay 11~ tn.ade to a.z~-cess~ or the either n1a.:'}: use tvvo or 
more n1erhods together. 

!fV\~,i·!u,,.,,"" '~ rvcnn1·1 1·l.;~01t· t'> :~ !''"'""ti1.·i<w\·:<1'1·<> qd'""l·i· .. ,,,, "'Yt.)1"'1·1:>i1.n1·i· 'ls '·"·!1·:.l· fl'.l'"''~·t·,,~ t. ''e _,_;;,) ..... ·...-. r_t'"~'·) , ..... ...... :~t··· .... _ .... J: ...... ~ ... .... , ...... ~5.~ ....... ~ .... )-u ... .c..)- ,. \. ........ :i:<.,. \..·\,... .... :s.: ... (·r·'"s: ... ~ ..... "-' . .,:. ..... -.') <.-3-l .·. ~· ,.,,..-:, ... .,,, . .;., Lt...,. 

respondent"t()-a"quf::~<tionnaiH~ tennirn:d 300. The respond.ent4o--a"questionnaire tenninal 300 
receives URL corresponding to a choice.~ and (:ach of a question 
irir1·i-;.l,1: i's ::<kn •v)ssihJ,, ;n ,,l,,o 'l~" .,. \!<r~!\H h,-,.·,\.V<;{'l' fr)i·t1·i\s F'•''-"1·1•,1'()!1 ~~"d tn 'lS'~ "',·F"~'l l "'' •,, .... .... ' .. ... -J...,., ...... }·'-·~. '• ......... ,,.,,.. 5..~. ,{- ..... ~ ........ "'-• {:J; \ , •. ): .'~ ................................... _.... •. ................ .... ........... -... , ......... ~-....• .,,_ ........................ ....-... 

soihvare ;\ qu<:.cstionnaire addressee reads a question and a choice, operates the questinnnain.' 
a-d-d:res~ce terrnina1 300 and ac(~·esse~ lJf.tt .. corresponding h) a:n <~:p·pHed c.h<)ice. ll:is ace.es~ 
opt:'.ration can be mad<:: easy by the dick of a mmis-::;, YVhen a hyperlink is set as URL, hut ;:::vcn 
\.\·hen that 1;; not right, it can be nw.de by copy and paste lo <~ URL input <,vinckrw of a \'V\VW 
bf{}""l·/5::·ii.':f .. 

[0036]rn this \Vay, if a r1:.'.spondrnt t\) a questiomuiire <Ktess(:S URL. the J\:ply n:\x~iving nKans 
L20 v~ ... i11 rez:t-::h:/c a question c.otk.\ a cho.ice co·de:- and a n-H:d.i~:t C{H:k.~- /\ f1le '-'··hi\}h rna.kes a. file 
name a received question code is read in the queslicnnrnhe irtfr)nnation m.en.iory rneasure 151, 
and tbe nu.mbtr of replies cont.'sixnlding to a choice colk~ is <.Kkk~d one, and h; oven.vrltten. The 
r~:pl~/ judges \;vith .a th.ing l'a.s.ed on.;:~ n1tdiun1 v~.d1lc.b a qut::~tionnaire e:~<e,:;uting perso:n _pubHshz~.s 
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from a n1i;.;dia code, The cont.;.;rlts of a design which thl::; questionnaire executing per:-;on set up un~ 
read in tfo~ qi.u:'.stionnaire cx.:.:x:uting person setup int(xrnation memory m~:-.asun.:~ ! 52, and a r~:ply 
!\~ception screen ·which appb~~d it is tnmsmitt~~d to the respondent-to--a·questionnain~ tenninal 
300. A di::;play .;.~xai.npie of a respondem--to,·<.H)l.W~>tionnaire tennina.] hi ~:.ho\vn in Q.u1i-.Yix1gJ.t 
inn-~TJ.'\1~:>.-i fi·n'1' i·.; . .., ntl'""·t«\"'"'~·<r.<· "'''l'"'l.'''': <\!'""">Jt<'lt' \"'l"'f.'''"-'·~·~ ·ij·1t.· «)"'''><•1·,v><u<in~ "'""·'!·,,,, tYn•'i··>i,-,,,· t·--'·-~· ... ,• , , ~· .. -}.\'>,- ... ~ ... .-~.{ t, .e..,l 'l -'\..-. ~\.- .... !> .... ~{..,!>.,..._, ~.v ·:,: "'"'· '·t·'"~'"' .,.,., ,• .. ,.,.,,_,;,<t.',.,..,•;.,.•'),. ,._,... ""':~';..~-.,..·~,~ '·~~.§.v.-\.'·"'"-' >;_;>.~·~ \ \.•::..• vt•v 0:-C-V-..·~ 

terminal 400, and giv{:s a demand to the qtii:.:stionnaire informaHon acquisition m{-:ans l 30. The 
(.p.it:stionnaire infonnation acquisition rn.oms l :;o is asked,. acquires a ch{)ics.: from the 
q-1.H.~$tionnaire infonnafo:m rn.;_crnory rnea.surn l 5 l ,. publishes difil~rent URL for ever>/ choice, and 
is mm.:k to display it on the qi.K'Stionnafre servic(; op.;.'rator terrnina! 400 ln respom;t:'. to a demand. 
A display {:xan1pk is shovn1 in ~1nn\jng.:'.~ A m{.".dia crnk: of this tJRL is 2 and can be 
distinguisht~d frorn URL publis!K'.d for a i.jlK:~;tionnaire ex<:.:cuting person. /\ qus.:stionnaire ss.:rvice 
operator transmit~; to the respondent--l:o-a--qu(;~jtionrniire tenn!na! 300 lih'. the above .. mentioned 
questir.mna!re executing pcr::>on's case. /\t this tlme,. there rnay be a rt.'.spondent .. trH~-queshnnnairi;,; 
*•"·r•nirn1! Y>.ibich .,.,,",,~;v,~s "'f'''''srnis.•+'>•' ih'«~' r lv11·h j ·01 •1t1·~s.:t''V'"Rirf' "X'~''.i«in•_.-) _iw·n;nn f<·,.1n1 ,,, ~ ........ \.\ ,..... . .... , .. ,.-.... .... ·~,~ ... ~~·\"-.:· .... ,~-....· , .. ~. _, -.... -~.~ L .,.... ~ '~ ..... ~. ~.,.~_.._.~""'""· ~, ...... ~ ............ c _,.(.., ..... _. . .. , .. "" 

qu1:;stionnaire service opt:rntor about the same contents o:f a question, and there rnay be a 
n:i:~powknt-h.Ht~quesUonrmfr.;.~ t.;.:rrnirml \.vhich nxx~i~"e:'i trnnsn1i::>::;ion only frorn dtht:~r 
[0038]/\s shnilar!y as tht.'. point, if a respondent to a qut:'.Stlormaire aceesse~, URL tt\!.:.; n.:p!y 
t'0ceiving jneans l 20 1,.vifl receive a qrn.~$t!on c.ode, a choice cock:, and <.l media code ,.::\ file v/hid1 
irw.kes a file namt: '"' :n.~:.dved qtH.:stion ('.Ode is read in the questiomw.ire informaHon m•:::nKwy 
measure 15 l, and the nurnber of rqdii;.;::> C(HTesponding to a dKiice eode h added orH.'..\ and is 
ovenvntten. The Hcply judge::; \.Vith a thing basi:.-.d on a rnediurn \Vhicb a questionn~tire St.Tvici;.; 
operator pub.lishes from a rnedia cod(\ The contents of a design which a, questionnaire service 
op·erator ~~et up ~-J.re r~;,,:ad in the questir:H1nairt: ser~dc.e operHtor setup intlYrrnutiz).n rnen1ory n1t~asure 
l 53, and a reply H.~ception scrt:;en v,·hich applied it is transrnitted i<i the respondenHo~a .. 
questionnaire terminal 300. A (fopby ;;,-.xmnp!e is sho\vn in ~irn\xing.JQ. 
[0039}Next, a 2nd embodinH .. :nt of thi$ invention is th.:st:rib(~d. Pnlw.\n.gJ.Us a block diagram 
shovving a questionnaire system of a 2nd ernbodimem. a questionnaire system .... the 
quesdom1a!w SO\·fl· ! 00,. th~ qu<:stionnaire s<;.:rvkx~ operator lerrnin11l 400, and the qu(~::>tionnaire 
e:<.<~cuting person tennfoa! 200,20 l . , and the r.;.'t>pondent-trHM'.lnesbormairt.'. terrnirrnl 300)0 l 
and the sponsztrter:m!nal 500,5Cll .. and the t~ .. z\ne distributing serH:r 600, [have and] Ea.ch is 
Ct>nnccted to tbz~ Internet always or i.f ne<.:dcd The que§tionnaire ~;erver lOO has tbe quesdonnairf.: 
registration means 1 lt\ the questionnaire inforniation a.cquisilion rneans l 3C\ ffK~ reply· recdving 
means ! 20, the adv(:rtislng regdration n:K'ans 140, the rqily fbrm prtparjng means ! 4.\ the 
quz~stionnaire infbrmation memory measm\~ J 5 J, and the adverfrwmenl !nfbrm<.:ition storag£: 
irwans 154. 
f {)f1d.flj .<\ 'l'l<'<;"!l'1'''"';,.,, ; "l·.;,,.l"l::•ti" ")'l fil,,. ;" l"li>n'\.'1"; '"''~ hv t" 'l'" 'l'li>'-<:•in'"'"l'll. rr• ;1·• 1,'l,1·1·11·,-.j·i,·)p l''1'"l''"""'" l..,,.,, '""', ... '~''\'"'"· .. , ..... ~ .... ,1'..oi.).{(... ~ ... ).\. ..... lo.,,. .... '\_,) . •. -"-':>..• ).~.· 5 . .......... ~ ..... ~ .. -~ ...... -.,.-.>- .·.) l ..... \, ~ ..... ~.~-•'"--'·{).{ \.·.• .... ) j;_ '-·'· -~ _ ... ,..,,, .. , ,_ ............ ,_ )'..'-'-.) 

rneasur~'. ! ) l. i\ qu~'.stionnaire information file is <::reaH'.d fr.ir every questioi\ and makt.'.S a 
qtwstion code a file name. A. data stn..icture is s:h1..wvn i.n .~h-~l\\'i:ngJ::~. The nun:iber nfrq'.!lies: fr)r 
~:~very question~ choi~~e., .and chcrice and an a.d.veni~ing code for every cho]ce are rnernorizt:~d.. 
\fogazirw tD of an e~z.ine whid1 a questionnaire e;.zecuting pernon publishes is also memor!zed. 
I 'l :> 1~l· tnl<'<> '" ···!·i :><":l<"'h>r "'T:i·n;;- "1!"' '' l'<"'i·l1 ;l.l'-'" ,,})().<.>:« ·<!·i:>·i :><1 ,,,~' ···<>1-<·1··" .... '1"10'l'l1 i~· '1"'.; "'~!.>.; •'t """~(\ ;,l~ "< .; fi,, >.). \:-t· L .:.~"' > .._."'.' <.}. \... :..;~:>.,..:._~ . ._ ........ , .~t.~ ... )~~ (_, .d'-J'- >. ,::;:, .. ~~- ,. ,, ~-, ). •.A:-~ ...:-t·> . ..;(.,~ ~ \..:. ~ ,){.;.~,., ........... 0. ,,,,_ :i;. \./S.. ·""'-~)._"".>.,.~·-'""''"" .0.). ~J· .. · S..,.~.i;...· 

c~holce. 

[0041 JAn advenis{:nient infbrmation file is rnemorin:d by the advertisement information stora£.:w 
nwa.ns ! 54. An advenis(~merH iriforrnation fifo b ;;:.mated fhr every advertisenwn!, and .makes an 
adverti::;lng code a file name .. A thta structure is ::;hClW!l in 4rn\~jJJgJJ. URL ofa c!w.rncwr ::;tring 
used as .an advertising manuscript and the point \Vhkh sets ;;i hyperfrnk as it is memorized. 
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[0042JThe l;.'.·Zine distributhig s:etver 600 has the mail tn.msmh>sion means 610, the reader 
~Yta.nat;~enlent tool 620" Hnd. tht: rn.a:U r~ddre~s storage rneans 630. 
[004J]GctK~raHy tlw mail tnmsrnission means: 6 l 0 transmits an e-zint: manuscript tr;:-msmhtzx! b,v 
e-zine puh!lsher to addressing to a reader addn::~is: of this e--z..ine nkrnorh:ed hy the mall address 
storage nK'.ans 630. Genfrnlly, according to a zformmd from a ut~tr, the realkr rnanagi;.'.rnent toOl 
620 registers a user's rnail addr~~S$ into tl:K: mail addn.:ss storage means 630, or is ddeu:d. A. nKiil 
address stz)ragt~ fl!e .is sto:r1~d in the rn~a.U a.ddress Ht.orage .nH.:ans 630 . .. ~\. n1ail add.res~ storage .fiJe is 
cn.'.H!t.'.d for evtry e--:diw., and mak(c$ rn.aga2.ine 1D a fik nmne. A n:ader mail address l$ 
memorized for z'very e-zinc'. ... A dnta structun.' i~> shov/n rn dEl\~jngJA, 
[nr~:~.:~-il"1'~.· ,, .... ! .... -::i.. ... ,.:···:'\,. ·::i....,··,,:;;""• ,~t' ·:i-~1 ·'!"'··:<....-·~i ... :·-,i ... ,....__r~-fh·> ·::-. ........ ;"'" ..... > -~·1··tr·1'~"'' .. ..:.;,.,~.·r ... :-."'·~,·,::i..r· ..:: .. J~'·) ~~ .. ;'t' .. }H .. <'··>·-.. n ... ..:>•~1..;· ·.;; .. ,··i·t~ ...... ,. 
.'·''"h'h'_.UJ l>\: .. """")°·, l:,.i~·h·'· ;:o. t>J~:.. . ..,:t(, ,,.<.< LO\;.\; .. ~..:.o.t\;.\> ~. vdLo.ti;::-,;,,.,.\'\: l,.,,.\,. '"' o.l ''o'\:-\:.·<>hd.l ,., ... b,;, 

question.na:lrt.! ser-\ric.e t)p.erat.or~ he doe~ not ha\:t;.~ to do. /\ que~tionna.lre ex:ecu.d.ng person and a 
questionnaue servk'.e operator do U::\('. registration {t.>zine first pub! !cation proc(~durn) of thi;.'. z~-

zine distributing s.ervi~T 600 hefon.~hand., and acquire rnagazirw ff) :tvbgazine JD of an e~zine 
\.Vhich a questionnaire exz~cuting person publishes pn.'.suppos:es that 1t h:; mOOO 1, and magnziiw ID 
of an e-.. zlne \~/h~.c.h a qth:.~~t~onnaire: ser,.:ice operator publislles presuppz)~es tha.t ~t is n10002 
!fV\i "-] ;) l'ff'l"'iNl-,l"'' ")*' "!.' "";;tinn,·~-> l"'' ''""'l, Sfl''li;nl' 1' » ;><·'''.}l 'l;,.~,,,.J ·i:(; r:.>t ''' "l' l'm<·'l""""'ll, "'' 1'" ,,,.,l.'' inn .\)\) · .-.· .. ··.~ l ...... ,.. ~ .......... ~-~"') ...... '···"- ""~"'""''~' ................. ~· .... (-} .... ~ '-· .._,,c ... · ,.:t~ .... • .... ) .:1 .... ,,_·,r- '·-'-~ ..... ,,,, .. ,J .. -~ ~ ...... { "<-J< \.. ~- ~-.;:lt- ~--)~)~( · .\ ..... ,. ,~,_ ...... , •. -(,..,, .e.,_ .:~v-

pNSOH ex.plains as what operates the qlitstimmaire ext.'.Cuting P"-'rM:in ten-riinal 200. The 
questionnaire registration mea.ns J J 0 tn1nsn1it~; qrn.~stionnni.re registration form to the 
que:=;donnairt) execttting persc~n tern:1inal 200. /\ quesdon.nairt) reg~]strat~fH) ·fi)rrn scn~en a:nd an 
input exarnpk are sii<xw·n in {lrft\Yin.gJ .. 2 A qu<:.~stionnaire executing person O]X'.nri.i~s a leiTninal 
inputs a qt;i;_'.StKm, a choice corresponding tn this, and t.'~zine irlthnnation, and transmits to the 
qtH;stionnain.> regbtrntion nK:~H'lS 110. E--zin;::: information consists of mag,-i.zins~ l.D in an e--zine 
(,fo;tributing server. This information is ne.~ed<.:d. in order lo display subscription registration fr.irrn 
of this e_ ... z}ne later. 

!'i'\l\4f;·1·l'J1<· ,·o 'f'Sl··,,)''1"1'°'l.l"~ "'"oi::>ti':'il. •''tl'l P'l''''l''( 1 ·1 {I \"!·11· <~h !"'Y'.<'·o'''""l ·i i·1»'''' '')' i')!l. >;l''·'"\ '< '1'l'~"''''''' ,.'.<'<<'!>' .V1..) , .... ....,. {...~5·~ ,...,:-., ._ ... _ ~-·~_.{..,_ \.. -~·....._'~?- ........ ~ .... <1..• •• ~ •. ".a.·<.i. ~--- ~ ~· , t ._ "'~·-•- __ ..._-.........,, .• _ ~ -.....-... ~~- . .._-..... .. )~. ~ '!... 'I._ ~- .) ..... '~- ('.:). , \. v .... ;;.~>..'-·'-•.!1- , . ._,,.,__ ....,.:-: 

~Hld cn.~ates a qucstknmain~ inf\mnarion fik: \vhkh 11uikt:s the question ;;.:ode a fik nmnc to the 
questlonnaire inforn:1at~on rnen1ory rneasure 151. ·rht~ :nu:s:rtl)er o~f repEes to a qucsd·on.~ a chzYice:-
'l'l'-"l '';"',1) .,_.-·hni<'.f' {<.>."l1nll'." 1· it' ·:i "l' l'>~'~l· •')'ll.l";n, !"'"_,.: «;«··:«·in,·i Sf'l'-'i' ·1 .,,n·, .. )\ -~"vl .," .,,.J ,,..,,,~;,!, 'l'." ,.,,.,,.J,, '"·!I- ..._, ... _ ... -(,,,·~ ..... \ ....... ,. 'N '~ ................. )' ....... ) (- ... ~- ........... :,. ,,'.' .• ~ ... ~ ......... ,. .... • .":)·'-•·:l~ ').~ .... ·. ~. '· .. ~ ....... : ... _.,,) •. .> ( ............... (~-.... ~ ,~ .... J " ....... !-.~-. '-·::::. '(,,.• .... ,J,, 

i>·~+1pl}".! [ j·!.' i< '1"'~«;t. ;<'<l'll'jO!Cl''' n~ui<'iT':ltl'•')'1 ><:t•:'('i". } ll"Yt!·ll, 'l<X\ fi·<l' '>'.""l'\:' ,.·,,!-,,-,,!·<'.;< i<\'f< 1'••1'.")f'<i<>ft ''I" t1·,·i~ \ -., ....... n. / .'. .. ), '~\.-?'-·'-· )"" . 1;. >. -:...· !1--...;.~.~:i; ··""'- ).._ \. ..... ,,.,)..(..)._::::;'-' . \.d-. !I- 5} ...... -..... , .r,,. .... __ , .....,.L>J;. .. ,.,.,.. · .. ».. ..., • .,.,,..._,, \.-.-..... ...... \. •. d ,,._ !1-.o;..,;io 

cpJ€:stionnait"<.~ lnfiJrn1ation. file. 
!0047)Different URL for every choice is published ~md it is m~td~) to display on a questionnaire 
executing person l('.rminal A display exinnpk is shmvn in duJ:~>::in_gJ§ 
!·r)t)48'jN•~Yt '~ nnw'''l' !''» <'l.' '''lv·»i·ti· ,i1>0 1·,:-<»o"<t',"·:il1· nt: ; " "'X"IL•i' w>d ,\· "' '"':lV''"t.; !>f.'" ;1'1"""'1<''.t<;> i· .'-' '.·''-(""~~ ... -) ,..,. t-·~ ................. 1.-~ ..... -1 ... ~., ...... - .-..... ~o .-....·~"':>·""· < ........... ~ ........ ........ k,·""'5 .. ~·'-""~· ~ ·.~),..,,., ....,,.,. ~ ........... .,._.._ .._,~.,.~ ..... ,,,.. .... . 

operating the spom;or terrninal 500 and displ.aying a list of a question and choices on the 
advertising registration ineans l 40, and J a ckman.d. \\'bile reading \.vhether an advenis<::ment in 
\vhich the advt:rdsing registrntion HR'.ans l 40 corn.~:>rx.nKls \.Vitb a qiiestion,. a choiee, zmd a choic(~ 
fiorn the que~tinnnairt~ infl}rrnati~)n tnen1t}f)·· i.rlt~a.su.re 151 in respo·nse tr~ ct detnand :ts alrea.d_y· 
n::gistered and nrnking it displ.ay on the sponsor ten:ninal 500, specification of a choice \:vhic.h 
\VislF.'.S advertising printing is urge(L A display example is $ho-i;vn in i;kJo\\Yh:tgJ_L An input 
exatrip1e is s.hz)\Vn in ~11~~!1:~:ing __ ~J.fi . .i\n adverti~-)er i~ an fnternet br.HJksh_H{~ and this e-:G1rnplt~ is a 
case \\·here he v,..-oukl like to carry out advertising ddivi;.'..ry of Uw nH1nwKript of the user who 
often re.ads a book at ~l target An advertis~::r sp;;;x:ifit$ a choke which 1whlishes an ~H.tvertis1:.'.m;;;:nt, 
and inputs an advz~rtising rnanuscript (text senwnce character} and ad.vertfat;r horne page URL, 
and transrnih to tht.~ advertising r-egisiration r.neans 140 The w:h't.~i.tising registration mem.is !40 
publish{~& an ad·vertising ~:c"de~ Cr{~~rte:::. an a.d\ .. ert:isernent int1'Jrrnatit\n t1le '\vhich rnak~~s an 
advertis~t\f:~ code .a t1h:~ narne to the ad·vertisen1ent infbrn1atlon sto-ra~;<.~ :n1ea:ns 154~ and \Vrites in 
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an m:lverUsing manus>.::rtpt and <.dV(~rtber honK~ pagt'. URL. The qut:.;stkmmdre infr)rm-aUon 
m(:rnory n>(~asur(: 15 l is accessed, it repbc<.:~s \vith a charnct<.:~r of nothing about a choice spz'.cified 
as a camfa:Late for advertising printing, and an advertising i:.:ode is \NritN.:n in lt is notifil'::d tn thi:: 
sponsor tennina! 500 that <.dvertising i:t.:gistration was com.p!ett'.~d 
i nrq_q j-N,•yi <l 't"'-·)iv t''ri•v'<:<r !-;\' "t'·1 ,, __ "l't"' ,,,!1i"~h ,, r1i «'·<:<t<n1·111·0• i,-,, ''''t"'<'·ti·tii·"~' ~~•'l."<"Y!' i1qhl i· "!'''" 1·" t·--··--· ·· -· ... ·:..·.··'l.,.'.: ·"-\. . ....... ~~.: ... .,.,.,.~, ... "'-';~ .. - L· .. ~ i .. v ~-..., .~'-" .<~. '--~~ ,~ . .,, ,...).,.. ...... -~ .......... "-~> .. !>,.· ...,_~;... ............ j.~ ~,/-...· ,,._. -t -~,,._..,,,.._ ...... ~..._.,, ;~ 

t~·xph~-~:nc{L .. •\ questic~nnairc e.\\~cuttng person stic,ks l.LR1-, etc ·\\.~hich ·\vere pubHshed like the 
point_ and dnnvs up an c-zinc rn.am.iscript A. questionnaire executing person operates the 
q-;.H.~stionnaire exe1;;uting person tt:.'.nninal 200, and tni.n:>rnifa magazine ID and Ml e--zine 
manuscript to thi;,: mal! transmb~;ion mean$ 61 O. From tht rnai! address ~;torage nK~ans 630, the 
mail transmission m(:ans 6 l 0 acquires a mail Rddrcss corresponding to magazine 1D, and 
transrnit:; an <:>zin(: rnarn.isc.ript to the ;.;.ddressing to a rnail address by e~rnaiL ln a transmission 
destination, it is assunK:d that the respondent--to--a--qu(:t>tionnaire terminal 300 is inclw.:k'.d. 
{005UjA n~sponderu to a questionnain.'. operate:; the respoiidenlA(H.HJUt.'.Stkmnairt~ terrnina! 300, 
and rt:ceives said. mail by e .. n--w.il >:.<ofrware. A question a:nd a ;;.:hoice are r{:ad, \vhut is appJied out 
of a choice is d-1.osf.:n, and URL correq:ionding to it i~< click.,;.:d \vith a nKmse. 
!·r}r)<\ i ]hi ,il!·,~ '"''''V 1'·1·' 'l l""<:l-,\.-,,,.,<"1<''"l- t<) :1- nl'''»ti'nri,·i·:ii·l-'' 'l<"Y''''<'-i•''<; r f"Rl- -;•ii:· l~''!·,k· 1"'"~'"l,''"'l·1.-_; l'"l"''~'l'-i .\.\.~.·• • .\.) .... ~ ..,, Yl-C.~-.~~· .. -.:;. <,..,·,.'~ .• ·'-"- ....... .:.~ ._.,, ...... yj__._..,,,,._ · -,,,,. ~ ... (.. , .. -.., . ..,. . .,._,,,·, ............. ~-·· ··':• i3 . ..,. -,..,.•~•} <...·-...·':>..• '·'·'•·";:::-·) .,..,. ..... ._. . ..,,.. 

~ 20 \viH rei:.eivt.~ a <pJ(~Stio.n cnrh:\: a choice co·de~ and a n·Jedia end,~. i\ :file \.vhich r:nakt..:s a t1lt~ 
name <'l rt:ceiv.ed question code is re~id in the questimm.ain::: infr>nnation memory :irwasure l 5 l, 
and Hw nwnbt;r of replies !'..\)rrespon.ding to a. choicl'..: cock 1s added one, and it; o;,.·er\·~··rltten. An 
advt~rtislng code corresponding to tk'. dioice 1~> acquired, ;:idveititK'.rnent inforrnation 
con\~sponding to the a<lv&.'.rti~ing code is <Kquired from the advi:.~rtisement inknmation storage 
means 154, and it is 1::onsidered as nn a.dven:it;cment displayed z)n a repiy reception ~;creen. The 
advert.isenK:n.t sets a byperl?nk as ad-vertiser horne pagt) URL The r(:p!y judges \Vi th a thing 
basi;.:d on a mediurn Ydiieb a que~»tionnaire t:'.xecutlng person pub!ishes from a n1edia cock, and a 
reply r&.'.cepti<:m screen containing sub$tription r&.'.gistrafom f-brm oLm e--ziiK which<.~ 
questh)nnairc service operator publishes is tnmsmia.d to the rt:spond•tnHo--a~questbnnnirc 
terminal 3C~O. A display examph:.: of a respondent--t<>--<H)uestionmiire terminal is sllo\.vn in 
drgydng'"L?-- Jf a re::-;pondent to a questionnaire inputs 11. irmd ''i.ddres::-; into a rnai1 address input 
colurnn of thi:> screen and pushes a "transrnitting;; button. a prnp:.nt that it fa "(not being 
"ddetion") registration", i"nagazirn.~ ID, and a mail w:ldn:ss .,_,.,.-i!J. b(~ trnnsmittt:d w the read(~r 
managcmt:n.t tot>l 620. ln response, the reader management tool 620 performs registrn.tion 
f.ffi.)C('.S~:H ng .. 

!·r\r\.c;·~>"j .~ n,,, ... fr-,,,,.l- 1'<· :> .-,,.f.'c<-i .. ,,.~,.,,, i ,-<> c,,.,.,_..i· ,.,.,_, .-,n,"•·-:>-i .. ,l .. .->n<>»·:<i' '''- <-1"' n:«>d l. ···,l-'l'"' ;,.,, "'"·<;;·!· , .• ,, '''!"''l''l•ni· _,.l',.i'~·-·. i"'t·.,:_ .. ~ ~ ·'~'-·'"~ L; . ...;.{. l-~'-'"'·..;tt .... ~ ... ~·.d . .;.._.}.,).-..;· :.:.-.;....·" \: .. ~·"'' '--'F"'-'·"'~.)..)._, '"t'v:.(..)..;..\,..· .... Lb,.· 'f""""''·-:0" l.• > > . ...;~ ..... ~,.,. •• ,d .. t..·v '·' _, . ....,, .,:.,.!;.,.• 

terminal<!{~(\ and gives a dernand to the questionnaire information acqnisition nwans .l 30 The 
quesdonnaiu; lntbrnrntion acquisition nwans l 30 i~ asked, acquires a choice from the 
questionnaire inthrmation meirinry nwasure l 5 l, publishes diffeg,nt URL for (every cbob\ and 
is made to display it on the que:stionnaire servite ope:rntor t\'.'.nninal 400 in ri:.•sprmse to a lkmand, 
A display exampk: is shc_rwn in ;.;ln'l\:Yi.ng](,l. A rnedia code of this URL 1s 2 <.md CHl be 
distinguishtd fro:m URL publislwd fbr a questionnHire exentting person A qlK~stionnaire sz~rvic\:.". 
operator transmit::-; to the respondent-to-a-questionnaire H~nninal 300 via Hn e-zirw distributing 
server like the ubovevmentione<l questkmrrnin' executing person's c<Ise. /rt thi~;; iirne, tht'.re may be 
a respond<.:~nt .. to-.a .. qutstkmnairc terminal \Vhich receives transmission frmn !: both J .a 
questi()n.naire ~xectit~ng r>er~ori l'to.n1 a question.n.air{..~ ser\/iee operator about th·e sarn(~ C.{}nte:nts of 
a question, and there may be a respondenHOv<Hiuestionnaire tenninal which receivi;.:s 
lrammisskm only from either. 
! nn-, •1, ') .:\ r :-.. ~-r'I{-... ~"':l' ,•::0.j''t -"-,') ...... ···:t~ .:... -~l·-.~ ,. , .. .. "i•) ;r ·~ ....... ~) ''f''l'· •::>. ·~ .;·i· .... •::>.. r~::.. ·-: rv"' ~"' .. .s .:::..i>t l'· ."' -~" 'll" -1"1 -.t; ....... '\ ... '\~} ~ !~,,.::-.. :-',,.:-.'("<;·"'"'~ ~ .... .., 'l•j: •"} q!..- ... '-"-'---·'J' - ,t.::::..v,_,1>., v '- ''-·· ,~ <-i _,t;.)< .,t}d><«-' <:.\..>~I..--<>-'--~ t_,, __ 1v::::..v'-''"!.v c _ .. <._,·,1 .. 1.. .i\.:.~-'l..><><><-d. v <v>>'->'-'••- l .)1_.,_1, 
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and receives said n-mil by ~>-mail :K)Jtwan.'. A question and a choici;.~ aft read, what fa app!k'.d <:Y>Jt 

of <'l. choict~ is chosen, and UHL corresponding to it is clickixl \Vi th <.'l mouse 1n this \vay, if a 
!\~spondz~m' to ~i qlwstionna!rt'. !-l.ccess:es: URL, the repty receiving means 120 \vill rz:ceive a 
question codt., a choke code, and n nK~din ixde. A file \-vhkh makes a file name a n.Keh·ed 
question codf ls read in th(~ questiormalr~'. infl.)rrmltion memory :neasure 151, and tbe nurnber of 
1Tplit;s corr(:sponding to a choice co>:h.'. is added. one, ar1d is ovenvrith;n .i\n adveni::;ing cock 
corrt~sponding to the c.holc:.e ]s acqu.ir~:d.: ad,/e-rt.lset11~.:.~nt ]nf~)rn-i.ation co:r-responding tr_~ tilt~ 
adverth;ing code is acquired from the advtrtisement fofonw-itton storagt means 154, and it is 
cons:ic.k:red as an advertisi:_mwnt displayed on a rnply rt,.'.<.X~ptfon ~:;creen. The advertisemi;.'.nt :wt~:; a 
hypcrfrn.k as H(:h't;rtiser hz.mi'i.". p0.ge URL The repty judgrs v;?ith ;i thing based on a n:wdium \cvhkh 
a qut~stionnairt~ ser\,·ice operator pubiish.es fror.n. a n.H.~·dia c.ode~ a_nd a rep:!y· rt=.!Gepti(J:n ~creen 
containing sub$i;;ription rtgistration fnrrn of an e--zine which a qi.wstkmnaire exei.:::uUng pernon 
publisht~s is lransrnitted to the .respondent ... tc~ .... a.'°'qu{:stionnaire terrniiui.J 300. /\ d1sphty e·:<.arnplt~ of 
the resporHJent-to'"a··<1u~:st~<)nn.aire t.ern1inai 300 is sho\~/n h1 \l~!~f\\'.~ng . .-~J .. lf a respondt.~nt to a 
qu1:;stionnaire inputs a marl a.ddt\:':St; into a m<~H address input c.okmrn of this ~;creen and pu~hes a 
"trmrnn1itting" buitrm, a purport that fr i:;; "(not being "deletion".} regi;;;trahon", 1nagazine ID, and a 
mail addr('.$S wiH be tnmsmiui:.~d tn tl-w n~ader inanagz~mem tool 620 1u r~~spm1::K\ the reader 
n1anagerncnt -tooi 620 perft~r-.n-ls reg-istrtttif_Ht processing. 
[003AJNext, the case \vhere a qtK~;,<tion, a choke display, and a reply are ca.rried out using t'l. 

\~./\A/\V brcn.vser is explain('.tL By this (:xp!anatlon, a re:>p(HKknt to a questionnaire shall operate 
the respondentA<.HH1uest!oniutire terminal 301. Hy a respondent's: to"' questionnaire nfH:.'.rHtion, 
the respond.ent-·t()'-~a-·zp.H:.stl<.>nnaire tern~~i.:nHJ 30'! gives the dcnta.nd. (tf a reply f()rn1 display to the 
rnply i'(xrn preparing ineans 145. The r(~ply forrn preparing means l 45 vd1ich received the 
<J(~nHlTld ret1ds l\ne questif.n-tnaire InJ}:)rn·iation file fi.-c~rn the quesUr.~n.na.h~t~ i11fl)rrna1io.n r.nernory 
measure l 51 suitably, creates a fl:.mri screen, and is made to display it on the respondenHcH.~-
questh)nnairc terminal 301. A display {.:;-;.ample i~ she>'Nn in ~trn~\jng__J,f. This f(.xrn has a question 
code and a media code in the hidclen field. A. c.hoice C'.Ode is dec.ided by the ~<dec.ted choke. A 
resplinderJt lt} a questi.on.na.irt~· operate~ the r~~spondent-to-a~qut~:$tio:nnaire tz~rrriina~ JO l 7' cl1oos,es 
an apphed cholct:.\ and chcks a ~~tran~nn.itdng~t buttntl \v.ith a .nir}use. 
!0055jln this way, tht, n.'.p!y receiving :m.'.an-, ! 20 receives a qu{.~::;,t!on code, a chokz: code, and a 
media code The fik which m~ikes a file name the recdved question code is rf::ad 1n the 
que:>tkHnmire infixtnatton nKcrnory rneasun: l 5 l ,. and dK: m.nnher of replies 1;.:orresponding !o a 
c:hnkx'. c:-odi:.'. is addi;.'.d <:HH\ and is ovenvdtten. The advertising i::ode corresponding to HK~ choic(~ is. 
acquired, the advertisement infbnna.t\on corresponding to the zid.vertising code is acquired fh.)m 
the advenisernent infc1rrnmion storn.ge nwans .! '.'-4, and it is considered as the advertisern.ent 
dispbyt:'.d on a reply reception screen TlKc itdvertisenKmt sets tbe hypt~dink as mlvertber honw 
page lJRL A. reply f~'.cepti()n screen is created and it is made to display on the rbpnndent-tn-a
qi.wstionnaire termina.l 30 l. A. di;,<play example is shov·d1 in ~lrn,':Yi.ng)}. At this time, subscription 
n~gistration [both or either one of] the s1ibs:cription registration fbnn of an ~><:ine \Vhicb a 
q11estionnalre f::}Z"ecuting person publ.i~he~ or the fi:Jrrn. \,:vh.ich a questionnaire ser'-{ice opt.~rator 
publishes of an e~zine may he dispkyi:.~d. Since the respondent to i.l. questionnairn who rtphed to 
this qu1;:stion \vith inkr(:st is considered that a pnssibi.lity of carrying out subscription registration 
of the e...,zine \:vhic.h a .qt~t:-::~tionna.ire e.~<"ecutlng. pt~rson pukdishes is h.igh" it is pret;~Tred to display 
the subscription H.~gislration form of an e~zine \:vhich a questkmnaire e;,ecuting per:;on pubbhe:;. 
The re:;pondent to H questkmrrnirn lmsatisHictory to a qtlestionrrnire ans'.:ver ~>hou!d _just do a forrn 
display req1.1in~ment to the reply form prepuring n1~::ans l 4.5 again 
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[0056]/\bout Miid l&t-2.nd <.'.mbodirnent the th!lowlng appliC<'>Hon is possibk. 
!'IV\<) Tjl"n "'' i -~ i "t ·'rr 1'··~,~ :.,1··,nt ··ih ""'f""'i-' -~,,..;,," :"f·'rnPt;c 'l \.:; ''n'!'"l ., t··> tr·m;;"r;., <:>i »·'1' k"··1 ·,··r is!\' i_ "''" . .1. !. ;:>,:; <..i > ::>. <,: ... ''"'·'"·"' >-· . , ,: .-.r,_. -'t> ' U<.·~ i·Y·' :.-i. \.• "· .,,.h l, , ''· \.. '" . ' . ··" .!o, , .. Ld .. 1.;t.<\L\.\ .. •t .. , ·'/ 

with a question and~' choice at the time of qun<tionns.ire registration, it nwy not nect:~sr:u-ily be 
sinn.iltaiK:rnrn. i\ qut.~stionnaire exei;;uUng person may he nrn.dt: to do use registration lx:Jbrehi.md, 
design inf\)rtnatlon may tw .made tci H'.gister in this ca~K\ an ~>·2lnr.'. c.rn:k (pass\vord) may he 
published, and it may manage nov.,.· Design information may be i:nade to transmit a.Her 
cp.lt:~ti~)nn;1]re registration. 
[0058]In ~:;aid 2nd trnbodhnent, ;;i.lthough e--xiiK information i:> madt.'. to trn.nsmh si.muita1x'.ou::;!_,,.. 
\vith il question and ;:1 choice at th(' tinJ.e of questionnalt\~ regi~~traJion, it rna_y not necessarily be 
-,;itm.dtans.:ous. i\ questionnain.~ ext:~c.ming rx~rson may be nw.ck to do US(~ rq~istrntion beforehand. 
e~zine infmrn.mion nwy bs.: nwde to rq;ister i.n this urn<;.:, an e-zint=.~ code (pa::>s•vord) rnay he 
publbhed, and it may rnanage no\V. E--zinr.'. infl>rrnation irnry be madt'. to transmit afrer 
questir.mna!re registration f n said 2nd eir1bndin1(cnt, at HK~ timt.'. of advertising registration, 
although advertist:'.nK~nt infrirmation is ffHl:tfo to transm.it simuhaneous!y "vith choict:: 
spedfic.ation, it inay not :necessarily be sintt.dtani'x;us. A.n advertiser nwy be nrndi~ to do use 
registration l}e.t{)rehanzl, ad\"Crtisen1e.ni inf(}f_n1atir.H1 .u1ay· bt.~· nJade. tf} rt:~gistcr .ln this case~ an 
advertising end;.:, (pass\vord) may be pub!bhed, ~tnd it inay numage no\.v ,-\dvertisr.~nK·mt 

infl)rn1ation rn.a~y be rnadc to transrnit after cho~ce specif1cation. 
[0059JA.lthough setting out of only <l background color mid a cfo1rn.cter cdor of a reply reception 
screen is t~nab~ed about a t:l(~:;1g.n in said 1. st err1bod1.n1{:nt, It ;.r.tay (~nable it t~J set up a \:.nJor of 
other portions. lt may ,;.,rn.i.ble it to set up fonts {!\.:lincho~ a b!oc.k letter_ de} H rnay enabk• it to 
set up a font size. Jt :may 1:.:nab.k it to S\~t op a layout o:f the \Vho1e reply :t\'>:.eption scn::en. 
[0060]Although thne is not taken into com;ideratkm, a questionnair(~ (~xecufrng person may hi;; 
made to s1x~c.U\ reply ,foadfaie tiirw in said each en:tbodiment. In this case, \vhs.~n deadline thne 
inthrmation is meinorized and there ~:vas reply npt:'.rntion by th.: questioirnaire Hk'mory measure 
l 51, tht: n.~piy n.:ct:iving rnean:.< 120 may read that infbrmatimi, and it jnay be judg1:~d \Vht:ther ~l 
deadHne ha$. ·passed 
f()qr.; ! "jl!) ~<:j,.J ,,.,,l'~'l >~fl"'i~n«li"·1•'rl· 'l l'''nl\' l\··;u ~<-qri11i.-' l"'l'"l:t'!-<· JH"V 1-v' !)"'".:rn"l +~'!"·h<>r 'l'ld '"h" '"''.nlv l '-• ......... ;;, ..... ~,.~ .... ... J ........... ,.! ....... >.~ ......... .... ~ .... -:..• ). ·:;·... ......t, ·~· . ··~ '· t, ......... ~ ,. ..... .:: ....... , ... ·•·'-(.} . .' .·. ':>...• ,,,i; '"::·'"'·''·.,.. .... -) :t .... \.··· ') ~. t.•.~\.· ·'''i• ·~· 

recdving ini;.;<.ws l 20 rnay record an W address of reply dah.c tinK\ a qu<.oStion code, a choict.' c:odi~;, 
a rn.edia code>; and a respondent .. tt)··<l··questlo·nnaire tern1inaL etc. }\ repJy k)g 1:He rnay be created 
for e\/t:ry qut:stlz)n C(}de. i\. q.tH .. :stionna~re t:::}<.ecutirlg person rnay be prov1ded \V1th the c.ontents of 
lht~ r{~ply .iog. 
[0062]tn said each <.cmbocfo:nenC although URL which the questionnaire server ! 00 pubhshes i;.'.an 
unzkrsrn.nd a mi.::aning at a glance, it may pubfo;h URL i;::ndphered ab()nt a dMa part transmitted. 
to: the reply f{~c.e~\.'lng n)z:::~1ns 120·. 
f {)f1r.;·:11 ,1 !"l c-,·•1' ,J '"''C\lj P<J"<l·,,.,,.ll' '"'''l"!j· :i··i '"'l''l"'·' f""'l"' .. ,!".' .,, ,··.ni·q•1··i:·1·1i l""'"' 1"" «li'!"'l'"'f' 1:l {j "·~he•<" ; !' '" r<>i·•!v l..,,.,,._,,.._., . '""·' ,,3. NX{ ~. '-"-·) ) . . '\..•-.l .-..!< .......... ·'-··;· i...-} ...,,,_ }. )' .... '.,''.>.'.> .. •. '" (..} ...... ..__. :i;.,:i;, ·'-"'' \.· .'.~:...-..} t_, ...... , ..__ '-'·' :.> ,._,."$ ""''- .l...·~.U ~ .... >.....,·) b.,. ... ~ )\,.•~·"}' 

recr.cptlon scre>:.~n, and an input nf ~l comment rn!eva.ni to a them;.:• of a qut.'.Stirmnaire .i.nay b(~ 
demanded from <'l respondent to a queStionnaire 
!0064)111said2nd embodiment, it\$ good a.tso as paying a part or all of advertising re\rcnue that a 
questionnaire :;;i;.;rvict=.~ oix~fator got to a qi.Kstionnaire t=.~xecuting person The 1.n.noum of money to 
pay m.ay be ddermined based on th>.:.~ rn.i.mber of times as \vhkh an adv~rtbernent ~vas di}>p!ayed 
on a reply reception scnx.:n <>fa qtN~stkmnaire which this qucstkmnain:~ executing p<;.rson cmrkd 
out, the nurnber of tim(:s which an advertisei:nt:nt \Vas clicked and '>'¥'a~ jumped to an advenist:~r's 
homepage, sale proceeds based on m.t w:.foi;.;rlisement, de. An advertising: display in case a media 
code ls. 1 may be evabated more heavily than otht~r things, and an amount paid may bt.'. 
ckk:n11ined. 
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!·qnt;-::, ·i· I<1 ,,,, 0/1 '/ ~"{ '""1lvv~ < --~·u"t'; ·=< 1" i·\(ll' o !·1 '\ "'l';".;;t· i· \·'""l" '' <i·e '"Y''"'l'·"l' "o· 'V""'n,·i ,,,,,.l '' ,--i: ""'' <>·ir't"> ;.,-,,. ·' .............. _.,) .. ,.o:..:..o.·~ ......... .,.,,,._ . .,,,.~) _.,.-..b.~ ........... ~i:-- J..:1',~ii ... , . .. ~ ... (, -.,.} ..... "' .. .-o ,....,~.;i; ,.. ....... ,"':> . ...._·'-" .. ~ .u.:":":· :t..._ ........... ~ ... ~ ...... u .. ~.._ ,;i;."l:""_,. ....... , ......... v: ....... , ..... .e..d--..·· 

setvke operator us~~ the s<.~me '-~"z.ine distributing server, they mRy diff('.r. l)iffoJ\~nt e";:<:iw:: 
distributing st~rvers may be USt'.d r:ibout two or more questionnaire execming persons Infbrmation 
frir :-;pecifying an e--xine distributing ~>fi.~rver rnay be mi.Kk~ to choose or input in qLw.stionnaire 
reghnratlon .fi>rm that it should corrfi:'.~>pond to thi(> m addition to magazine lD. T\vo <.Jr nK)re e-
zine distributing servers may be used about the same e-ziiK;. 
[0066 ]l.n said 2nd embodirnent, although an advertising nianrn;cript presnppofo'.d that it is a text 
semt.'.nC!i.'. chani.cter, h is good aho a:~ an i.mage picture. 
rnn,,.1Tj 1r 5"'l,<"1 '7:v1 "111'~(\'rl'"lV""l. ;:> 1·lh;:w.,;h S<lV"''-'t'1'··~,>iin'1 t>-11· '"s<'lv<'·Mi'f<l'"<,. nh1'il-iti<:r Is ,.,1.,,Cl,,. «·itc\ l'·"v ., .l-~ ..,(~ ,.J .. .., . .__.......,. ..., .. (. . ....,.-..~.~._,..,...u ., ;;~J:t.~..:,..,._._;;.··)·~·'- .... ~_..,_.,,.i ,.,.:.,, .. .,.,,.~ .... ._,._ -t->'V} '\..!>~ : .. -"'~;:;.~. ~-..·~· . ..,._,,._~ .. )-"' ~ ... '(.~ ...... ~ ...... - .... ~ .. ~-·-...,• 

'\;very choke", it is good also as "every question" .and "~:\·\:;ry qtwstionnair<-~ enfrJrc~;m~:nJ ~>zi1w '! 

"Every choice" is further subdiv(ded by a rnedia code,. and it!~ niark: to perfr.inn specification for 
adv(Wtislng printing:. 
! 0068j ln said (:.ach emhoditn(cnt dK: re::;pondent·lci,a-questlonnaire lerrntna! rnay not nec(:~sari1y 
be a persona! computer (personal computer) /\ respond;;:mt .. w.,a,quesdonnain:.: t>.:.:nninal may be a 
c.efluh1r phone \\<'hiclt c-a.n access th.e lntertH.~t. l3y the rep.t~y rece:h.dng; :tneans l 20=- ~t jud:~;es 
w-lwther a r(c!:>pontknt,!o-a-questionnair(c wrmirniJ is a cdlu!ar phone, and \vhen it is a cdlular 
phmw, it nmy lK: made to di~play a n:.'.ply rectption si.::rNm fi.H i.::eiJular ph(nW~~-
[1Ylf)9'jfn :;·~·id '~~ich ernl~, .. , .. jin·,ent 'lltbnw41 '~ thinu \t1 n~~di·:~iii:~r t'/-,r whi''.b re;;r;<)q<J"'1t to a ..... '-•.... . • . .. ~~ '.;.. \. • • . .......... ~.\ ~ )~ \. .~ •• ~~:=- ... ~ -(:~· •. ~ ,t:· d ... ..... ~ ~.\. ~ .... _. .... .•• " - ~ t'" , ..... 'i., ........ ~..... ~ 

quesdonnain; same about the §anw question perf(;rms muhiple-tin:H;s reply operation is nN 
fhrbkkkn, \dK:n an kkntk:aJ person dr.K'.S tnulliple-tim(~:\ reply operation at Hw sai.ne qw.:'.stion, it 
is g(lod also as not counting about a thing of the .2nd hentefbnh il:> accepting it (lnce and be)ng 
able to ans\ver \Vhat is caHed Cookie may be u.sed frx this pro~:cssing 
[OO?O)b said each ;;;mbodiment, an another qliesth-m ;rnd a chokt: nury be displayed in a reply 
Rteption sz:reert and a reply may hi;.: urged. 
!.(\(\""! 1 ·1 

V\.)' .I ~ 

[Efft:ct of the !nvemionjA.t:.:c.ordlng to thi..~ qu.:::sdomwirc syskm of this imentfon, th~re is the 
tb.!kw.dng effect. 
... ·'rhe r(~ply reception. scr(~en of tlH} d.e~ign suitabt{.~ .fl)r the i.n:.tage of the :trHlH rr~agazine ls 
displa:/·ed 
·· The rq:l!y n::cept!on screen \Vhi(h is \.:'O<Ki..'.rned and unifkd into design S{:fting out of the e .. z!ne 
\vhich is (:'l.rrying. out the qu(:~;tkmnaire to the reply based on the media \.Vhich a qtH.:~;tionnairn 
servlce :operator pubHshe~\. and a. questionnair~~ service npt~ralor sets up is displayt~d 
... 1~he iJ1creasi.~ in a readt.~r is e.~::pected about both tht~ e-..zint~ \vhich a questica1nairc .ser-~·/·ic.e 
operator publishes, ancl the e-zine ~vhich a questionnaire exN~uting person publishes. 
- /\H effedtVI'.": <1dverdsing display ('.Htl be p~>rfhrnH.:d by Spl'..:cif~'ing the candidate for advertising 
printing 
- According to questionn;:dre registn:Hinn, advertising rngistn:.fam is mostly nKi<k <.l.S for an 
adv<.~rt.i<;er tc• rea.i tinK 
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f'.LAli\JS 

[Claim(s)] 
[Claim I]A questiommire system provided \Vith the foikrv .. ing requin.~nient:;. 
Cb) Uavt.'. a questionnairn ser-vt'..r 'N.ttb whkb a qnestionnaiw service operator has a rnyalt_y, a 
questionnaire (~X{'.Ctrting person terminal ,.vhkh a questionnaire <:.~x~~(uting person OlWraks:, ~md ~l 
rf:~spond~;nHo-a-qu<::~stionnaire H::rn:iina1 vvhich a respondent to a qm:stionnaire operates 
('~''~.l A questionnaire ~;xecuting person krminai should trnnsmh at ler::.st one choice corresponding 
to a questio.n to a questio.n.naire seJ·\?{~r. 

C *) Wh(~ll you rncdve said choke, a questionnair('. servfi· should publish di.ffert.'.rit URL 
(Utfrformed Rt:S(mn::e Locator) fbr evt'.ry choKto,. and t;houid tra.nsrnit to a questionnain.: 
executing person krrninal. 
(H} .<\questionnaire executing person terminal should. tnmsmit ~l cb·.ice to a respon\.knHO··<:l." 
questit-m.naire terni1nal \Vith URL corn:sspond.ing to fr direc.Hy or indirectly. 
(. :-:·::-:-:) /\ respondent-z.n ... a.-..questio.n.naire ter.n:11.na1 ~hc~uki ac<.:.es~ said l.H~L .. by a. r~~spon.de:nrs t.o a 
questir)rlna.ire operation. 
(''''} Consitkr that ac!;.'.ess is the reply to a d1oi!;.'.e corresponding to said URL, 1-i.nd a questionnaire 
si:.~rver shotild :pn.>cess !t, \vhen thert is access to !.<ald URL from a. f(~s:pondent·to, .. ;;Hltwstionnain~ 
tenmnaL 
C '~) A quesdonnalre serv1~~r should use as a respondent-toya-questionnaire tenninal scret.~n 
directions by a design \Vhich a questionnaire t.'.xe<:utrng person di:.~fined befrrrehand, \vhen there is 
m.:c.i:.~ss to s<.~id URL from a n .. ~spon{.knl-·ttHl:··questionnaire H.'.rn:iinal. 
[Claim 2]A questionnaire system provided \\lth the following requirenH.n1ts. 
(b) Have a. quf.~stionnaire server \.vhh \:vhkh a questionnaire ser-vke operator has a royalty, a 

questionnairt; executing person terminal \Vhkh a qu(:stiomw.ire (~xecudng person op{:rntes, a.nd a 
respzJndi.~Ht·-cff~ .... a~(.}1Jt:stic::r.H1aire tern1inuf \>..thich a re:::.pondent to a questinn.nairt.~ <Jpcratcs. 

("''') /\ qut.cstkinnaire exi:.~euling person tenninal should lran:Hnit at foast oni.:.'. choi<:i.:.c corri.:.csponding 
to a qtii:.'.stion to a qtii:.'.stionnaire si:.'.rver 
(''''J V/h1)n you receive said <.'.hoice, a. questionn.aire server sh.odd publish different 1JRL {URL 
frn a questionm~.lrn executfrig person} fbr t_:very choke, ;:.md should trnns.mit w 11 questionnaire 
(~xecuting person ti.:.Tminal. 
(**)A qnestionnain;.'. <executing ptrson terrninal shouid transmit a choice to a rt.'.spondenHo-·a· 
questionnaire terminal \NJth l..!RL for S<~id questionnair('. <executing ptrson com.:sponding to it 
dirt'.ctly or irn:linx~tly 
(*~') /\ questionnain.'. server is diffr~rent URL fbr ".'.Very choke, and publish different 1JRL (URL 
fbr a questimmt:ire st:rvic.i;.: operator) from tJRL frir said questionnaire exec.ming person. 
(*"} /\ que,;tionnaire server ~ihould transmit a cho~ce ki a rn::;pondent-trHH}uestio.n.naire terminal 
with URL fl:)r said quesHonnaire st'.r<.·k.e op('..rntor coff{'.~~porn:ling to lt directly or indire(tly. 
(~~:;~.} .~\ respon~:h:~nt-~to·,t~uquestionnaire tern:~inaJ shcn.dd. r~cc{~Ss said lJ.ftL .. by a r~spondt~nfs to a 

, . , 
qt~e§tto:r1na]:t\~ operat1on_ 
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sel"\'t.'.r should process H, when then.~ i::\ access to said URL from a respondem--to-·a--que3tionmtire 
terminal. 
c~') When thi..~r~; is HCC\.:~SS to ~<aid tJRL from 8. respo:mknHO·(:H.JUestiomiain: ti..:rminal, a 
questionnaire server, \Vhen LRL 1-vith this i.u:.:<.:ess i;,> URL fr:;r a questionnaire executing p(:rnon, 
while using as a re:o;pondenHo-·a--questiomw.ire tenn\na! scrt.'.en dire<:'.tkms by a des.ign which a 
questionnaire ext~cuting p~~rson d.et1ned t·.H;.~.fl)rehand~ ln be1ng l}l{L .. ft)r a questionnaire ~;ervic~ 
op1N·ator, usi..~ as a n~_,spondent--to·<l·questionnaire terminal scn~\C'.n directions by a design whk:h a 
qu{,stionnaire sen-'ice opf::rator defined bet<.)rehand. 

! . .f...,,j·~S~·-i'\ .~(] ,'\ ···i·:..·~,:.·l-'"'fl'l··'i~··~ "'):'~....-~·;.l'.l l'\'.:"\"";;;j<>·l' n·;-~tl '.~"<'> f'c-.,~t ...... n'~"''": ·.,-.·-···1~(~<-""">"'l"\,')t.<;-Y.f··· .'-· ,,,.,_' 3. ·''~ q .((::.~'"<. '·'. '· ,1 .•.t. ~</M.t. >. ~·· ", .. ,,, ic.{ ,.,.,s.l. H•'-· h.1.1_,u,·;U.it:. '"''' t~b.t.!. ''~·Ht·S. 

{b) Have a questknn.iaire SO:.'.fWf w)th \-Vhich a qiH.'.Stionnaire SO:.'.rvice operator has a royalty, a 
que!\dontu1ire executing person tcnninal \vhich n (fUi.)stfr.1nnain: ext:~ci.rdng pt.:r::;on opl)rntes,. and a 
respondent~kHl··questinnnaire knninal which a n.:~>pi:md;;.:nt to a questionnaire op;;.'.rates. 
{**)A questionrn1irt'. i..'.xecuting person terminal should transmit ~it least one choke ('.()!Tes.ponding 
to a question to a questionnain.' server. 
c~·) \Vhen you receive fw.id choic~\ a questionnaire server should publish different URL fURL 

fbr a qm~stionrn.tire executing person) fr.if ev<;.:ry choitx~ .. and skiuld trarrnrnit to a qu(:stknmain} 
e:<.(~tuting person tenmna! 
("';') .A qi)tstioimaire executing person terminal should trnnsmit a thoict to a respondent·-t<.Hl·· 
qucstionn1iire terminal \~ith UHL f.:)r s.aid qi.wstionnaire t)xecuting person corresponding to it via 
an c-z.ir.t(: distr~buting. ser'.tt}r. 

('~'~}A twestionnain.:.'. setvt.~r is difh.~n'.nt URL frn every choice. and publish diffenmt VRL (URL 
fr.if a que;o;.tkmnaire service operator} from URL for said questh)nnain.'. (~xecuting persorL 
(* *) i\ questi~}n.naire servt.~r sht)Uld t.ran5n·}it a cht)1Ct.~ t:o a respo·nd(:r1t ... tt) ... a ... qut5.sti.:J1111aire terrninai 
with URL for said questionnairf:'. service operator z:orresponding to h via an e··zine distributing 

questinn.na..lrt.: operatiort 

(";'} Consitk'.r that access is the reply to a d1oice >:.:orresponding to said URL, and a qui..'.Stionnaire 
server shou.ld pn .. xess it, \vhen then; is acc(::ss to said URL from a n.~sp<:)nzknt4o-a-·qtwstionnafre 

' ' tenmnuL 
(* ''} \Vhen there is access to said URL from a rn~;ponde.~nt-h.H'l·questionna\ri~: terminal, a 
questionrmire ~K'.rver,_ \Vhen URL \Vith this access is URL fbr a questionnaire executhig person. 
wbi!e using as a n.'.spnndt.'.nt,t(H!--questinnnain.' wnninal si:::reE;n direcdons containing subscription 
registration ~form of ~l mail riulg<n.in\C'. <-vbk:h a questionnairt.'. service operator pubbhes, In bdng 
URL for a questionnaire service operator, use as a respondent--to-a--questionnaire terminal scn:.'.en 
dinxtions containing subscription registration forrn of a mail nrngazine \.vhich a questionnaire 
executing person puhfoihes. 
!Claim 4]A que::;tionna\n'. S}'stem provid\C'.d with th\C'. fr.illo\ving requlrt.'.ments, 
Cb) HH'it.'. a questionnair;;.'. serV('.f \V.d-l whk~h R qnesdcinrrnir('. service operator has a royalty, a 
questkmnaire extcuting person terminal '<Vhi>::h a qLi<::stionnaire <:;xecuting person (.)~KTaks, and ~1 
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re$p(mdent-t<.H1-·questionn<~.fre terminal \vhich <'l rt$pon<lent to a questionnaire opt.~n~tes. 
('*"')A questionm~irt t.~xecuting pen;on tt.'rminal should trnnsmit at least one c!wite corresponding 
to a tjut;~tion H.) a fJUt;~t.ionna.iri.:.~ se:r~/er. 

c·:o:·) \~/.hen y~<)U receive sa1d <.:ho ice .. a qut~~tionnaire ser,/er s11t)tdd p1~bHsh different lJftL, f})r 
every dKrke, and shod<l tn.msmit to a qu.;.~~>tkrnnaire exei.::uting person terminal. 
e~') ;\ qut.~stimmaire exei.:::udng person terminal should tnurnmit a cho.ke to a respzmdent-to-a-
questionnairt.' h'.iTninal with URL corr<;,>sponding to it directly Cff indirectly. 
{ ::~::~) ;.\ qut~sti~:J.n.naire server sht!U:ld rel at{.~ an ad~Jertiser~s ad~,/ertise:n·1ent i.n.f{)r~Ylation \\dth a 

candidare lbr advertising printing, a.nd shmild memorize iL 

(B*) i\ responder1t..-to.--a .... t:,JU{:·~;ti<.rnnaire tetrnlnaJ sho·uld access :iuid lJftL, b.;/ a re~pondenfs to a 
que~ti()nnnire npt~ration. 

(~'*)Consider that <Kcess i~> the repiy tn a choice corn.>~>pon<ling to said UltL .. and a questionnain.'. 
server should proc:ess it, when there is acce§S to said URL from a respondenHo--a·qu-estionnaire 
tt~rminal. 

c~·) .!\ questiormaire server ::<hould US('. H& a r<.:::<pond<::nt-to--a"questi.onnain_: t<.:rrnina.! screen 
dir-t'.ctiorrn induding an advertisenK~nt rnemoriz<.:.~d by rdadng vvith this choice,. '.When then:: is 
access to said VR.L from a re.-;poudent~t(H1--qtK~stimmaire tern1inal 

!··1"'!,,;i-,, ,;;·l ·'\ '~'i<~"<l. 1·ni·1i·i:>'ti'"' S\t"t'~'"l u+;,.'.i'·1 ;, t!·i,~ rl'"'·st;n1··11·1»or•~ §\t"t'~''"1 ,,,.,.r,, . ..,,-,~;·"n t,1 '"''V pnf' r/' ,_, .,.tJ,j;} ~· .. 'i~~- ...... ~~ . .,_, .... ~ .. ,, .; .... , . ....:· . ._...(} :r~ .<., ... ""~ .. '\... ...... ~;i;.,: ....... ~..... .;,:t ••. ,. ".-.' ._} • ._...(;-. .• <,~,.,..,.", ...... ~1';;.::- ... \.. '-~''"~ .. i ,.,,•~•,.· ... l 

daims l to 4, and is characterized by having at 1ea~;t t<vo questionnaire ex<;'.:cuting pt;rnon 
. ' ternnimls. 

!.('l:>«,"i fi.!..'\ ,."'f.'"'.;'~"">'l·"'~ ""·'"l.'"'" r<»n\-'l····j,<>,.\ '<"l·t.li 1)',," i-,>)li<)\Pi"" ,.,,,·1i•i<'<~"'l"'·'1l·s .. · X~·.\. J: '>...... ~tt-.~ ...... 3l--t-...• ).t)-t~-). .•.v "~) ..... -:...-·~)( t·'~ .... '\. ·<..... • ~ • ._ .. • ·' • .• .•• ,, , 't '·'!-:;::, !- -.,•\.- ._.:1-,)..v-)-t ..._._-..., ··· 

(b) Have a questkmnaire st.:rver with \.vhich a qtwstkrnnaire st.:rvkt.: operator has a r<.)ya!ty, a 
q1K::;tionrn1ire executing person tt:rminal \\ltieh a questionnain; (~xecut1ng p.;.:rnon operntes,, a 
respondent-to--a-·questionnaire tennina1 which a n.:spondt.:nt to cl questionnaire opt.'.n~tts, a.mt a 
spe>n~~or terrnina1 which an ttdvertiser operates 
\''·'')A questionnair~~ exN~uting person terminal should trnrrnmit at k-:ast one choice nxrespcmding 
to a question and thb question to a qm~stionnaire server. 
( :..~>~) i\ qu,~stH}~lnaire st.~rv·er shfn .. dd Jnt~u:1~Jtize said questif}n and a choi<:.ef 
('''" J A. questionnaire server should transmit ai1 or a pan <.)f said memorized qrn.~stic•n and choices 
to !:t sponsor terminal, ;:.md urge ::<pe.':cificatkm fbr adveni~;ing prinf\ng to it. 
(* ''} Rdatt: >:t que:»tionnuire :»er'\t<.:.:r v<ilth a can.did ate for udve.':ni.sing printing <vhkh had an 
advertis<.:.'.r':> advt.:rtisement inf<.innaiion specified, and rnemoriz.;., it 
C'*) A qne.-;tionnaire server shodd use m; a respondenHCHl~questionnaire tenninal screen 

directions in>.::lwJing adverHs-t'ment infl:.inna:tion n:'.lated '<Vitb thi~ choict.<, wht.'.n ·tht.'.re ts a reply to 
said choio:.x~ from a respondenHo··a-questionnaire terminal. 
[Claim 7JA questionnaire system provided \Vlth the fo1l.n<ving requirenin1t<:<. 
\b) Hav<.:.~ a questionnaire serv<.:.~r with \.vhkh a ques1ionnaire service nperator has a HY/Hlty. a 

qtJestionnaire ext~cuting p(~rtion tertninai ,.v·hh;::h a questionnaire t~.x-e~cuting persfH) <)perates~ a 
res.pondent~-to'"a."~1uestioi1r1.aire tern1ii1aJ -.;l..thi(~b a re~pondent lo a questionnaire operates~. and a 
::>pomor terminal >Nhicll an advertiser operntes. 
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. . . 
to a ques:tmn to a questionnaire server. 
c~') When you n'cz.;iv~; said ~:hoice. H qu~;stlonnaire S~XV(~l' should publish differGlt URL frx 
every dioke, and '"hould transmit to a qui;.:stionnaire exf.;cuting pen;;on termim.d 
e~') ;\ qut.~stkmnaire exei.:::udng per::;on terminal ::;hould tnurnmit a cho.ice to a re::;pondent-t<.H1-
quesiionrmht: krminaJ with URL corH~spnn<ling to it dire<.:fry or indirectly. 
('''').A qtK~~wizmnaire ~~erver should trnnsmit itH or a part of a qu~'.stizm und choices \vhk~h received 
fi\)ln. a. questi~:J.n.naire t-::.Ket:titin.g person t~~rn:linal to a sr~onsor t.errn.inaL; and urge spz~ciflc:ation fi:Jr 
advertising printing to it. 
(**)Rd ate n que:-;tiorrnafrt.~ servfr with a candidate for advi;.,rfoing priming v,.hich had i.m 
advz:-.rtist.•r'!\ advt.~rtiserrn::-.nt informa.tinn specifi(~(L ;1nd men1f.1ri2f.~ it 
{**) i\ respondent~to--.a~lp..:e:stionnaire tertninat sho·uld a(>cess ~aid t.ntL. b.:/ a re~pondenfs to a 
questl·onnaire operation_ 
{* *) Consider that ncc<.~ss is tlw reply to a choice corn~sponding to said URL, and a quesdonna!re 
server should pn.Kess it, when there is aecl'.:ss to said URL from<~ r{:spondem--to-a--questionnaire 
tenninal. 

C''"} A qui;.~stionnaire st:.~rver should u::;e as a respondent-t<.HHjut.:Stionnaire tern)h:i<1! semen 
directions inc.ludin1; a.d\lerth.~entf..:nt inf()rn:1at~on related \:\/ith this choi):~e .. ·v.lhen thert.~ is ac-c;ess to 
said t!KL from a respondenHo-a--questionmiire tenninaL 

!·,,·:i''lP) i:p /) ,·p ''''.1./lO'"l'',.li"" "S'·'"-1"'""' 1v~•no ·:i ,··1i.1<~<.;\j,\"il"l"l.•F:· SV!-;'";"l"' '·'i,\-''''.l"l ir·· f'l ·:(!W• r; qr ,~;,.h<>r \."'-!·" 7 .'"'-· -...t .... ot .-.J."\;;,_f~-""'·'·t .... )t)<>- ·"'".}'··..._~,.(L""·"•'·"c" "'·""··"·· ... .._,~·"·"' ··~··'·~'""·.._¢;.. ...... ~ ...•. ~'\ .. >..<·~ •.•• ~,.-(. •• '~):t._.,,, >- '7'-

ctnd having at iea:.;t two qucstkmnaire executing ~WPKm tennina!s, and having at kast two sponsor 
wrnrinab 

(b) Have a qutsti<:mnaire si;.:rver .. Hw !st respondent--to-a--qw:.~$tionn;:dre ten:ninal that the ! st 
n~spondent to a questionnaire operates, and the 2nd rcsp<rndeni.-t(HH:p.u .. ~stionnaire t(:~nninal that 
th{~ 2nd respondent tel: a qttt.~8tionnairt.~ operates 
('"') /\. qtKc:;tknmaire :;erver ::;hould rnetnorize at kast one choice corresponding to <'1 qut:!\tion and 
this question. 
('''"J A. questionnaire server should pub.lii.<h difierent tJRL for every choice, and shz)u!d tnmsrnit 
to the l st respondenH\HHp.wstiornw.ire terminal by E-mail directly or indirectly. 
(* ''} Consider tbH· acc(:ss is the.: rep1:-/ to a dmicx~ corresponding to suid URL, :1nd '" questionnuire 
servi~;r should proce:';S 1t. when thert~ l:;; access to said URL from tlx; ·i st lTspondenHTHl
questionnaire terminal. 
(* *) A., questionnafrt.'. :-;ervt.~r sh0tdd dispfay a choke torresponding to a qrn:.'.sth:.m nnd this question 
on a \VVl\V brnws~:r of the 2nd r>:'.sponcknt·+.:H1·questionnaire terminal, and should demand 
i.<t:foction from tht: 2nd respondent to a questioimaire. 
('"') \Vhen sdected choice infonnalion b rect+ved froni the 2nd respondem-to-a-quesiionnairt.'. 
terminal, con:-;kkr fo<1t a qt.K'::>tizmnaire St'.rver is the tf.'ply to this ;;.:hokt.\ and prnce:-;s it 
! Claim l O]A questionnalrt.~ server in tlw questionnaire systern acz~f.~n:hng to any one of daitm 1 to 
9. 
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!.('l·> <~" 11 J ·'\ , .. ,,.,')'"'"'''·i,-, ''"'«d· l.l"'.1 "'' 1'l. ,,l, , .. "'°''··i·,-1e·-l ·=< <).,".,,,.,..,,i·i· 1 •~·,i· i><>d~·)n>•.i"1" i·~i.,··w·"'i"'l. ''""° ,.,-t '' . ,.. ..:;~ ..... ~~~ ~-"' ~.,...~~'.)\.l>-h;::;. ;d;., . .,.,. ob:.<~~ v~t ,.,:c;,, .. c~ .i;....,.,.{,,.,, °""' t~'-'.:~~~ i~ .. t··v:>..· .... ~H$. > .;,~ .) .i:,, . .,.,.~, •• :_... .\~..:..~ .i:. .. ~ S'.->.. 

qu(~Stbnnairc server in the questionnaire system according to any OH(' of claims 1 to 9 and in 
\~vhiz:.h c.ttn1puter reHding is poss.ib1e. 

MSL\l_IN\l 003560 
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Pi\TENT ABSTitA.(~TS ()Jf Ji\PAN 

(5 I }Int.Cl. GOBF 1 '7 /00 

GOtS!' 13/00 

G06F 17/30 

{22)Dah~ of filing : OJ.03.2000 

(7 l )Applicant : SHARP (~ORP 
(72}1nventor · OZA \VA Y"/\Srn 

{54) lNFORMATlON rROVlSION HEVlCK 

( 5 7 }Abstract 
PROBLETv1 TO BE SOLVED: To i.rnprove a recovery 
rate h a questknmaire survey or th.;.: like performed on-
line through a nt:~hvork 
SOLVT10N: This infbtrnation provision di:.'vici;.: l 00 is 
provid.;.:d \vith a nz>t\:vork control ix~rt l \ 0 for 
transmitting questkmnaire nrnil to ;::ustomer terminal 
equiprnent 300 on th~ ba:.;i~~ of individual data and 
reci;.•iving questionnaire n~sponse nrnil from the customer 
terminal t..~quipment 300 and transmitting statistic data on 
the basis of the qnestionnair;;:: response mail to a 
cr:.~rnpany l\~rrnina1 t~quip11le.nl 4f}fJ \\;·h.ich is the client of 
th~ qut.'.Stkrnnaire stirvt:~y, the cu::;t<nner terminai 
\~quipn1ent 300 \:vhich is a r<:;sponder \)f the 
questionnaire, a CPU l 02 for ciphering the individual 
data rt:{.-:eived f}·orn the c,ustrH1Jer terrninal equiprnent 300 
and generating the stati::;tic data on the basis of Hie data 
of tht~ received qt~e~tionnaire respon~e fn.aiL and a 
i'..'.trntc,n:wr data storage devk'.e .l 20 frir storing the data. of 
the~ qut.'.~tkrnnaire responst:":, mad r<:.:ceived frntn the 
custorner terrninal tqnipn-it~nt 30<) or the Ek-e .. 

f '.·~··;;~~li¥F\,. ff· ........ ,,., .. ._ .. r·· ..................... .. 

~· ~HL __ , ______ , ____ --
L.:'.~.:~-~~;~~;{::~:i~::?~~:~L..,, .... , .... ,"--"'""") 

~ .: ... .-; .... ·-.:: .... , r··· .. ~ ~ ... %~ 
\ ~~~l ~6 
\. .~ ... _,,_,,·: N~ ~ 

~; ................. ~~~~~· 
< 
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DETAlLEO DESCRIPTION 

r.1::·;,,1.-i ''>t., t1V' I>1\w1>·•i''>".h h'< i· 0 v·''"1t1"·'·P '~t\'.'lT"' ·tht.' d::1r'1 ''sr.v''°'l. '1l 1 v !""\""';,~,,,.~ fr,.·'l" th'' <Y"Y\!~' lt>'·i· ,,.;.,, l ~'"-'.W ,~. ·~·'"-' ~l; • ...,. l;)..,,.: .. ~J'-·l;,,, ~.t ...... ·~., ,,,( v , ...... ,., ~.:,., ....... .,.. ... { ... "'···}·'-·'· i .. :.t_, . .ol; .-·"'''"~'"'"'~ ..... ,_. j{ . ..,~ ...... ·v·-.... ... \,),,,·oi;, . ........ , '.t·~'-

the net\vork in the st~rver about the technology of providing a compukr \Vtth data via a net\:;,·ork, 
and rdatt~s i.o the technology in vd1ich H servz~r tnm:>mits data according to the dernand of otlwr 
cornputen~. 

[0002·1 
[Description of tht: Prior Art]Corwentionally, th<.:re is infornrntion disclosure equipment indicated 
by JPJ::T8-255 l50,.A as {:quipni<3.'nt 'Whk.h provides inti.;rrnation via a netwz)rk Tht: data storage 
,,·i·i·r···;·. ",-i",.l.'' i Hox ;1, 1~·), .. l,.l,,i!··•1·1 '~'"''i'>'"ll"f.' ''r!'!l.Pl'l<'l't l""".''·'1•·i '">'"' ; i,,, ,.<,i•:, .. ,r <l •)..,,,.~,.t""''"')·;-p,, .. i ...._, . ..,•\,..} ... ~ "'"'~)¥' ,, \..{ • ..,, ~ {;t,.,..,} {.'I. ... ·\.)),,. ,0. \,~··"-'""'~''·""'>;i,,.. ,.., ....... ..., .. -.., f') ~. ,...,,,},, )~\,.~ ... :·\,.,o.,,\.,,.,•..,"'> '\..,}~,._ ..... ~.~~{...,.,.. ~.·~ ').._'\. ~-:>.V''.<.~''••·'·"'~~~.~.{'-"w 

!nf'<.rnnatinn fonrt The infoi'tnation retrieval clrcuit \vhich St'.i.HdK'.S· t!K: data stored in the data 
storage circuit, and the demand. n.>:ception circuit for n.~ceiving the demand ()f intbrnwticin 
disdosure from an infbrni.atiotH\>:quin.~rnents pernon, The t\)sponse ruk ston:: circuit v.,-hk.h stores 
lhe pt.~rsrn1a.l~rt~lations infbrrnatic~n about the charact>;.~ristic pt~r~ona1 relations het\~/ct.~n th.e user o.f 
tht' inh>rmatkm provicfor side \x.d1n OV\'llS tfo.: cotn1non kno,dedge and data frir generating the 
re;:;ponse according to an infornwtion--requirerncnts person, and the tiser ·of the infbrmation·· 
requirements person ~:.!de, HHsed on the knmvkxlge mid personal-relations information \vhich 
answered the dernand retx:ived h:'l the rkrnand reception circuit and «ven'. stored in th!i.'. I{'.i>f.KlHS(~ 
rule store circuit, The responS!i.'. plan creafom circuit vvhith plans the re:«.ponse thr showing an 
infhrnHtion--requirements pernon the d~:.tH produced by the infr.irnmtion retrieval circuit by 
seaxching tht~ dH.ta stored l:n the d{~ta storage~: circu.~t~ ~:tnd th(: re:SJ)Onse g:en~~ra.t~ng c]rcu~t \Vhjch 
g(~nerates the rt~spons{.~ to an inf{)rt.r:.atir:~n ... requ.iternent~'} person accr.n\ling tn a plan lr} lutve been 
Cf!i.'.<.Ht.'.d by the respome pbn cn.'.ation circuit are induded. 

!~.nnn ·~ '! ., ....... ·~r .. ~ .. ! !" ') t ... ·t·!? :... ~ "'if'., .. , ..... ,~~, ... ~ .,t .... A~ ....... ~ ·i ··s ~""· ·.> '!'.."!' l~ "''"." ·)."'l+ ~ ~ ..... ~ ~ ...... t ·!\ -~ l·,, . t·!·i ~ ·:\ h .,~ ~ .,., '(· ....... ~!'\".{ ·-· ,,,,. ~ -~ ., .. , .. , .•. } f").C\...>,.. \.\ 'b .\) <t· ,i,n ... ! ,,,.,H\..fal <.~>"-<\..·,tt ::;," \.:.\.::·\.~+"»I.:.> '· ,.,ll«\..d \.:.-';.' ··Y t· (;.<1<...o1·\.::·">Ll\::·.>b.l.>:.te\.t 

gazette, H response rule store circuit stores the personal .. rdations informatiz)n <'lbout the 
character.dk personal rdatlnn'.'\ het'.:Ve{;n tht:~ u3;;:r of the infbnnadon provkkr skk vdm o\vns Hw 
coinrnon kranvledg:e and data fix generating the response according to ;:m inJhrrnation
ri:.~quirements person, and the u':<er of the infr>rnuition-requiretnents pz>:rson side . . i\ ref.ponse plan 
creation circuit ans\vers t.ht) dernand receh><:..d hy the demand reception circuit, The respom~>~ frir 
showing an inJbrnwtion-n:~quirements pt'.rSon HK'. data produced by i>{;arching tht:~ data stored in 
ti·w data storag{~ c.ircuit hy nw intbrniation rt:trieval circuit based on the kno\:vledgt'. and JWrs<ina!
reiatlons inf~)rrnatlon. \!r.Jtic·h \}./ere stored in the response rttlc:.~ ~tore circuit ls p1anned. 'fbereby~ the 
infnnnadon to rdtYtSe can be changed based on th\'..: personal--refations informadtxi. betwl'..~en an 
!nfrrnnatinn provider and an infrinn:.nion~requiretnents person. As a result, according to this 
rnf()rmatinn disdo~aire t~quipn:wnt, personai infbrrnation can be np,;.'.ned only to a :«.uitabk' partner, 
or only required infbrmation can be re.leased. 
!0004 ]A questionnain:.: can be perfr:irnxxl \'i;:i a network using thls infrxnrntion disclosure 
equipn-wnt, and dw content:~ nf the questionnaire amwt:~r data i;-vhich ;,;tores qi.wstionnaire ansi;vt.'.r 
data in a data storagt' circuit. and es.hibib it u.m be nui.dt:.'. to change based on per'.'iom.d reb.tions 
t~h> 
f(\(\t\-''l t ....................... , 

!Problein to be solved hy tht:' iiwention]Ho\vevt:~r, in lhe iitfr>nnatic)n (fo~dosure equipment 
iiKlkawd by the above-nH::'nti<.Hwd gazette. Ev!i.'.n if it is a case vvhere individual data is contained 
in questionnaire a:nsvvcr data, th<) q1H:stionnaire lWS\V~~r data itsdf \.vhich it is only having 
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changed quesdonnalr~: amnver datc1 bmwd on pt:.'.rsc1nal rdationti et;;;,, and was stnr('d in the data 
storngi.'. circuit is not chang~~d The equipm;;::rtt indicated by the nb)ve.,nKntioned gazt~lW do('.S not 
niake a que::;tionnaire <ms\v<;.:r give positivdy tlw questkmnaire candidate \vho is an information 
provider_ 
f (!{l{l(;,l ,<\1·,, '"1 :> ,o <' i•1 '" rrl•~!· t"lv~~ -i hi'<~ 't''1\'f'l' i !, Pl' l''l :~ >-' '; <)h:,-, >' !.,\,.\V''' ·-'''\''l'ht)1H>J· np)l)\"<l'P -:<1·,_,.l -ff1e t ._,•._,•,_.•·.._,, , . ~· )~,,~.,~ ......... ~ ... ,_ ..... "~""-' -. ..:~<.. .. } )..~ ........ . ~.:<( ,... ... ~ ....... "-. :.:,,..J h''·" <.-:...· or;.s.L· .. ..._, ... i..,,. ,s.,. ... ,.. .~,. r-·· ,, .. .i:..· .... ~, {.:,.. ~u :t.~ ....... 

purpGS(\ lt i::; providing tht~ infrm1wtion providing d.:-:vice vvhosi.: arnount of offers of infrwrnation 
can do th;;,; motivation of a >.p.H.:stionnaire ans\v<;.:r, whose recovery rate of a qus.:~l'ionnafre 
improves,, and irK:reH303 hy folly pr<)tt:cting privacies, :;udi <~s a respondent etc. oftbe 
qu(~Stionnaire pi:rfi.xtn('.d on--line, via<\ n('t\vork. Other purpos.;_>s are to provid.;,: ·tl-1i;:'. infr.irmatkm 
providing dev\(:(: \;vho~;~; amount of offen; of i:nfbrmation u1n do th.:-; motivation of a questionna.in: 
;,.uiswtx,. whose recovery rate of a questionna.ire hnproves, and increases by treating infonnabon 
providen>, such as a respondent 10 a questicinnairt:.'. of a cp.:iestiormaire, favorably. 
{0007] 
f!\-lea~ns tbr solving prob1ern]TlK infrirmation providing device torncerning the l st invt:ndon 
nxeives the infbrni_ation coma.ining the personal daH\ \'vhich can specif\ an individual th>n:l an 
infi.)rnuHion provider via a network, /\re an infrinnalion providing devizx: \vhk:h prmilks 
infr~rmation according to an infr.1nnation~requiremt'.nts \X'n~on\ dt:.:.rnanil it is connected to ;;i 
nd'Nork, and inforn:rntion i;; received from. an i.nfbrmation provider, The int{>n:nat!on ston\~W 
irwans for enciphering the pen::.orn11 data crnita\ned in the rtX{,ived information, and rnemorizing 
int~.H111a.tir.H1'.> 1'he re{ruet~l recepbon 1neans f~-H- rece]:v~ng: the data \Vl"tich requires the arb.itrar_y 
rnf()fn1ati~)n ·\=vl~~ch \vas c.ot1nect(~d to th(~ H(~tvvc~rk and n·ie.n-1rJrized b_y the inf()r.n-1ation £t()f:.'..\.%e 
means from an infbrmation--requiremems p~::n;on, lt h; cotlfH::C-ted to a net\\\)rk. an information 
$tora.g.e rneans.:- and a. r.\:qut.~st r·eCeJ)tlr~n rneans'.> an infl>rrnat]z)n storage rne.an~~ .nH.~rno:rizes.~ and the 
infhrrnation trnnstnission nwans for transinirting tht:'. inJhnnatfon denianded hy the infr1rmatkm
requirements pt:'.rson to an infl:.mrmtkirHequin.'.mems person is included_ 

!·nnn:-rj 1-\''.i'nrdi!)'} t<'i ·t!F~ l <:.l invei"t. in•i "''' ; i-;f~>ri1Htinn stnr;'<:"~ n1e;'r": 1~pci-•)h»r<:. tb1~ iyy<;l)ffit zi<it;i _ • .,. .... ,. \._. - -1. ·'-'·'\.-' (o_ 0 ..... ~ ..... ~ ....,,~~. ~ ... ·l: ':' ... ~.~ ~.~~ ........ -~ .... .:,. - ....... ·~ ... :t·,:~\.. ·•-:-., ... :t._ .~:-.,:. -y -"?<-''•~ , ......... _ ..... ;- "- ~-'-· -·""" ~~ ..... 

~vhich receivf:: information from an intlxrnation pro-vider and a:re contained in the received 
infonnaHon via a nd\!\,'Ork, and lnem.orizt~s infonnaHon. A reqi.iest reception means recdves the 
data \vhkh requires the arbitrary i11f.>1otnatlon nwn1orized by Hw infnrrnation ::>turnge rneam; fron1 
an lnforn1ation--~requiren1ents person via. a :nt~tV·r"ork. i\n "infi)rn·lation tra~}Sfn~ssion fneans is 
meinorized. by the infonnation storage rn.eans, and tnmsrnits the information demanded by the 
infi).rrnation---requ1ren1ents ru~.~r~on to a.n ~n_f(}f_n1atir.H1-r{~ftUir·t.~-rnent~ person .. 'fher(~bY:: since th(~ 
p(~rsona! data in the inJbrrnation provided h.Y the inJbrrnation provider <.H\: entip!wred and 
n-wmorizcd, they c:an raise protection ofpriv;:icy, As a result, since a.n informatio.n pn:rvlder can 
provkk information in cor:nfon, the infbrniatkm providing {kvice \vims~; amount of offors of 
!nfrrrrnatinn increas<;.:s can be provid(:d. 
1 Of if l<lj'J'l1~> <ri*'t··,i·ti' '"'''''l' ')''{''"!. ,.il-l") tl<'· vi,.,;,, <''''l"''-"ri·ii·ll <r tl·i'" 7i-l'~ ;l.lV<'·" 1; 't''•l'l i <'<''.1,,, .• i l-ll'>' *'t'i·•-i"""' •-h,• t·-'·-··-"'. , ...... ~,~ .. ~-· ,.d-\.:t.;;.~'''·~~-~-1. ,J ~.:.~'"-·"-'-' ....... ·~'""''-'· .. !--" ...... . -::. ..................... ~~ ......... ~ .... ):.··~'-~-~ ...... ~ .. .,.,J b~·5 ~-.d-'\,.~ t-. ...... 

identitk:atkm data creating means for generating the kknHfication daui. defined fhr every 
inf()rmation pnwidt:r in addition to the 1 ~t composition of\nv~mtlon an infixmation storage 
>ne;nis, The means fr:.r nknKirizing the infonnatinn \vhich enciphers the personal zhm~ \.Vhfr:h 
rec:elve lnfc~r.n1aU011 .fiorn an lnf-{)r.n1at.t(lH przYvider ar1d art~ c-ontained in the r(~c.e1ved infiJr1n.ation 
b~isz~d on idcmWc.atfon data, imd contains tlK cnciphen::d personal data is indudd 
fOOIOJAccording to the 2nd invention, an identification data creating mearrn gem::rati.'s tk'. 
identifiemion data defined for evt~ry inf.)nnation provider. /\n information storage .means 
memorizes Hw inthrrnntion whk:h (:.nciphers th~'. p.;,~niona! data contairn~d in tht:.'. infr)rrnatkm \vhic.b 
n;ceh·\:od infonnation frznn the infr:>nrndon provider based on ickntificMion data, and contains the 
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encipkwred personal data. TlK~r('.by,. sinC('. tht'. j)('.rnond data in the infrnmaJion provided by the 
infrirmati(>n provider are enciph.;;;red ;'md niemodztxi based on kkntification d~:rui, they can :raist; 
protz~.c.tion ():f privar5l 
!n{} i $ ·i1nr} i { ·i ·1·~ !·i:)'\.; h~~i··'H'),_,; * $ •'"',of)j1<':t.~~·t'\~"<)})" ~·h<~ 1 ni i~)°l;°)~·n·~~j);.~ 

~~ .- ·" .'>.. ~~ ·- ·" ·"'.,. \ .'>.:·L • ....... \.J\' . ._ "'-'-· ·'"""'·"·".\ ... ~~.:":":' :_; . .._, ..... "'>--..."" .... .\ .. ¥.\~},,,.,.,. 

A providing devici;.> in thi:.~ 1st ;;::oinpo:'i.ition of invt'.ntkm in addition, a requt'.St receptkm mean~~, 
''~ ''~ :;< '

1
' '* * fbr a.n inf(>nw1.tion tnmsmi%ion means to choose an infbnna.tion provider bas~xi on a 

narrt)\Ving-do~vn factor and per,,,onal darn including the means for receiving the date\ for requiring 
.; l·,.~ ; "i·:;.-,..,,., .,.,.; ··"' ,·'l''""i''" h ,, Sf'"{ ··11·\ l. ~'f.< 'F"'d· "'l. ''i·i·" <1-i f.•d·· ,,..,1·1···1v ,..;,.!. ,.,. •. rln\.\,.·<> 1··\r<·,._, .. ,;[1n< <l •·1e:·sn1-i :> l ,,q~~, :u: .. ~· ~.d ....... \, ... .,.0:0l·.~·~,_.:;)~ ...._, ~ ....... , ....... ,)~ .. ,,:t ........... \,, ~-· >t .... ~ >'-· 'i;,:. , .. .u~ . ........ .1<;i;C>-- ~-· :,:>;i; ~~ -...;>'-' • ~~ ,;i;.,.·:t ..... ,•.o. <->. .......... ,..,. ~ ............... h-t·.\ ,{.,.,.,.~ .. {· 

from an lnformation-requirt:'.nWnt~> person. 
1st s\+x:tion DE for reading an infornwtion provider\ infbrnrntkm that the selecting mz~ans and 
the inforrnation provider sele<:.ting means \.Vere se.k:c.ted from an infrnrnatbn smragt: me<Ins, and 
tra:nsn1ittl ng: to an Jn±1·.:rn1at1on-.-requirenl(~nts per~on. 

! 00 l 2j Ac(ording to the 3rd invention, a r\~quest r;;:'.C.\Ttion •m~ans receives tlw data for requiring 
the information chosen based on the predetermined na.rrn\i.,.ing-do\vn factor about personal data 
frcnn an infonnation-requirt~n1ents person. ,An inJbrrnation provider sdecUng r.nt~ans ;.:;hoo:,Kcs an 
infr~rmation provider based on <'l narn.1\vingydnw11 foctor and iwrsona! data. The 1st select data 
trnnsrnitting means reads an information provider's inf!)rtnMion that tbe irtform<.:ition provider 
sekcdng means \Vr:ts ~:.de,::.ted from an information stornge n1eans, and transmits to an 
!nfi.mnatir.myrequlr(cments person. Thereby, the infnrrnation~requirerrw.nts per:><.n1 can obtain the 
rnf<)rmatinn to need based on the rmrrovving~do1vn infhrmation which self ri;.'.f!l~in.~d. 
[00 l 3 ]in addition to the 3rd O)mpositizm of im>{:ntion, the infr)rmation providing device 
concerning the 4th invention is connected to H net\vork, an infonnatio.n pr1.ivider sde<:.dng nK:ans, 
and an infonnation storage mearrn, and an infnnnation provider's information that lh(~ 
inthrmation ptovider sdecting n:u.'.<rns \va:-; selected is read from an inthrmation storage means, 
Tlw 2nd ;;;1.;kc.t data transmitting mean;;; fbr transmitting to an information provider '-\lth the 
sek:cted inforrnation provi(kr sdecting n1Nms is included tlirther. 
{00I4JAccording10 tk 4th invt:.~ntinn, the 2nd select data t.rnn::;initting means re:ids an 
inf'<.rrmatinn provider\; infonrmtion that the h1fr.>t1na1ion provider :K~!ecdng 11ieans \Vas ::;elected 
from a.n infixmation storage im~ans, and trans;nits to an infbrrna.tion provick:r. Tlwn::by, the 
infhrnw.tion pi\w\der can obtain information based on the narro\ving.-do\vn information fh)m an 
infi.)rnuHion~requirernents yKrnon .. As a result,. it be<:.:om(~S the nKitiv«rlion of an ofH~r of 
infr~rrnation that information can b>:.: obtained fr.ir an infonnation provkkcr, and the infi.innation 
providing de\.'lCf:' 1vhose amount of offers of infbnnation increases can be provizkd. 
f{l{l ! ')'l!.'(l(l j ')'j 1t !.):><; h·~!··~'?.' '~'~ "'.')<1··',~·nyif\U ih<> ")tj·> l. '":»'ol'<·\fl1'l l ... '· ,\ -. , l ... '· ·'- -. , .:t... ,\.{~. "-· ~. }., ,.-.,, "-·'-·~·•'-'""··'" '-• '-• .:._:':· '-~·•'-' · "- < >( ~ "" >.L .... • · 

Statistics DE frir a providing device to GH1)' oul Hie statistic.al v\/Ork of an inlbrrnatkin provkfor':> 
rnf()rmatinn that the rnfr:i:rn-rntion transmission mean:::; \Vas chosen by th;;.'. information provider 
~wkcting means in addition to the composition of the 3rd inv{:ntion or the 4th inv(~JH:ion 
l st statistk's DE fr:ir transmitting tl11::~ statistical darn generated by· the ci\;ating means a:nd the 
stafotie<Jl-data. ;;,:reating means to an inlbnnatfrHH(:quirernent.'.~ person. 

[00 l 6]According to the 5th invemh)n, a statistical--diita c:reating nKcans ;:,:arries out the st.atistical 
~:;,:·ork of a:n infbrmation provider's information that the inf\.m:nation provickr sdecfrng means was 
sdec.kd. The 1st st<1ti~tic1Jydata tra.nsrniHing m(;;u:s tra.nsn1tts the statistical data genen\ted by tht.'. 
srntistkal--data ;;::reaUng mt.~ans lo an informatkm-·requirt'.nK,rHs per:'i.On 'nwreby, the inlz!rmatkm 
provider can <:)btain the statistical data to ned ba.s{~d. on the mirnn:>.:"ing--do,vn infbn11ation whid·i 
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self required. 
[00 i7]l'n <tddition to the 5th composition of inven:tion, tfw infi:.Kmation providing zk;vk1:_~ 
C()fH .. ~er:ning th~~ 6th .invt~ntkJn is connected to a n~tv~.?ork .. , a:n. ~nff~rn~~ation p:n)~/.ich .. ~r s·eJ~~cti:ng rnea.ns~ 
and a statiMica!.data creating n1eans, The 2nd statistical-data tn~nsrn.ining rne<ins fbr transmittlng 
the ~;tmi~tlcnl dat<t gtmerated by th\".: statbticakfarn creating rnearn; to an infr··rmafton provkkr 
\vith the selected infrmnation provickr s1.:~lecting means is incluchxi fi.irther 
[00 l 8]/ux:.ording to the 6th invention, trK: 2nd siatistkal-data tnHrnmitting means trnnsmits the 
stalistk:a! datn geiK~rnted by the stati~•tical--data i:::iw.>ting nK~ans to an infi)rmatinn provider \Vith 
tht:'. selected inf()rnntion provkkr ::;eke.ting nm:ms. Thereby, the inforrnatkm provkkr can <:.!btain 
H stati-,;tica! data bas~xi on the n.:,irrov,iing~do\:1.-·n inJbrniatkni from an inJbrma.ticnHt:quin.~ments. 
person As a result, it becom.es the motivation of an offor of infonnation that a statistical data can 
be obtained fo·r an mtbrmntion providc.T, and th.~ lrrforrnation providing dt:'.Vtce \.\·hose ani.ount z;f 

oUers of infrinnatinn increa~><:.:'.> can lx~ pnwkkd. 
· , .. , ' Yj · 1· ! · · · l l • · .,. ' ' . f' . . . . . . { 1.Ki ! <., .. In ac c rtton to tl:le ''1ti1 c.omposilwn ot rnventiC>t\ tix~ Hl orrnrttion pro\·htrng C!.evice 
>:.t>iKerning the 7th invention inducks fi.1rt!H..:r ~m input ineans fr>r an infonnation provider to input 
·1h1:'. pr;;.'.detennined rrn.rrmving-dmvn fri.ctor about personal data, The 2nd sd('.·Cl data trnnsn1itting 
means rt:'.ads an inJbrrnation provider's infi.'>rmation that Hw inh)rniation provider sek:cting means 
\vas selected from an infbrrnation storage mea.n;,,;, and conHiins th..::~ means fr;r trnnsm!tting to fhe 
infr.1nnadon provider 1vho inputHxi the n<HTO\ving--do\Nn factor into t!K-: input means. 
f (){(~flj .<\ "''~')!'<'lJ. !"jt·< "fl i 'l"' 7,:t~ OqVt'l'iJ' np "'<l' ;l"!'l"'•"l''l:'ttl" <)'1 \"'<lTl\.'l" 'l''l' l'ln'!"!>;; <·1'<~ '10'P(l;><·;"cnl"ll' 'l'°'-l l..,,.,, ............ .. '\.(...•-...,:";. "' j":':. :!'..~. \.~ ')...• • ;;.~ .... -'-~·"'" ""''-'-'-··'-·'•·'-' (.} .... ~ ~-'" - \.<-'-)"" · \..-'. •• • "-' \. 'v: .... ~-:·-·.a..·'-·( ..... ~'\.- t··'-'~"' vl·"-~l ~ . ) '\.-<:.-> 

nnrr<.Y~vmg--\.kr\.vn fri.ctor about personal data imn an input means. Tb.'. 2nd sd<.~d datci. transmitting 
means read::> an infbrni.a.tion provider's information that tho information prnvid~~r selecting rnei~ns 
\"-·"HS sde,::.ted from an !nfonnalion :;torage in~)<l!l:'~, and transinits to tht.: intbrnw.tion prnvider \vlm 

inputted tl:u;.~ narrov·,cing-down factor into the input means llK~rnby, tiK~ in±hrmation provider can 
obtain the inJonnHtion tn ne(:d bas<.:d on the nanO'-'-··ing-(.knvn inf:.mmi.tkin 'vhich sdf requir!i.'.d. As 
~l result, it becomes the motivation of an offer of \nfonnation that the ::K~!f infonnation to net:d can 
be obtained for an infon:nation provid(~r, ~md the infr>n:nation r;rov!zhng device \.vhose Hff<Oi.mt of 
ofH~rs of infonnation lncn.~crn<;.:::> can h.~ provkkd. 
{U021Jln addition to the 6th composition of invention,, tlw information providing device 
c<>ncerning the Sth invention indude~ fbtihff an input means for an infrmrnition provider to input 
the predetern1i:ned nHrrZ)\Vlng.-·do\vn t:1ctor ab\'.)Ut. per&\'.)t:a·1 da.ta, 'l'he 2nd statis-tic.aJ .. ~data. 
transrnhttng nK:ans corHairrn the nwans for transmitting the statistical datH gelK'.rnkd by Hw 
statisticai~data me.::.m::; to th\".: ink)rnwtion p1·ovkfor vvho inputt<.:d Hw narnm'-ing>dO\vn fatdor into 
-the input rneans" 
[0022]A.ccon.ling to tht; 8th invention., a:n inforniation provider inputs the prer.k~tennined 
rn.irrowing-do\vn fri.ctor about personal data lntn an input ;ne;~tn~>. Ttw 2nd statistical-data 
tnmsmitting means traminhs Ht(' ::;t~Hisdcai data geiwrnted by the st<ltistital-data nwans to th<e 
infbrnrn.tion provider v:/110 inputted the na.rro\ving-dovm fa,~tor into the input means Tlwreby, u·w 
inf()rniation pnwid1:.:r can obtain the stHtistkai d;:ita to m;ed based on th1,: narro\ving .. down 
inJl)rrnation \.vhich self rt.~quired. /\s a res.~.dt:; It beconH;~~ the .n1otivation of ;,n1 f}.ilt~r-· .o.f' in.ft)rrnation 
that the self statistical data to ne,;,,d can he obtained for an infrinnatinn provil.br, and the 
idhrmation providing device \\:hose arnmmt of offers nf information increase.s can be provided 
f0023]l'n addition to the <:::omposition of inv<.:ntion of dther the 3rd - the 6th invention, it is 
connected to a network and an inthrmahnn provider sek~cting meam,. and the infr:wination 
prnvidlng device coni;;eming the 9th inv~~ntkin irK.!udes further the rmrrowing"<:.fown factor 
transmitting nwans fi:Jr trnn::>tnitting the data in Yvhich a nnrro'>ving .. down factor is shmvn to an 
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infbnnation provider with foe S\:.'.k~ted infr.1nnation provider ~>ideding nK~ans. 
[002..:!]According to tht~ 9th invention, a narrowing~dowr( factor tnms:mitting means trnns:n1its the 
data in which .ff narrtn,ing-do\vn factor is shown to an infbrmation provider with the sekcNxi 
information provider se1ecting rnearrn. Thereby, if z:hrn>(~n as an infbrmatfr.m provider, the 
nHJTO\\fog--<.fown factor which is the sdected Reason wiH be tnmsmitu.~d. As a n~'..~~ult, it bt.'.C<>m·i'..'.S 
the motivation of an offer of infbrmation that \vhy tlK~ inf(;.rn:iation provider \Va~~ chos\~n can be 
obtained,. and the infonnation providing devict;~ '''hose amo1.1nt of offers of infonnation increases: 
can be provided. 
r{)()")<;'jir ,,,~,;i"i<")t' 1'<) f'<)<>·11·~,·)<t·tl,''>l' nf il1\·'f<l'l. ini·1 <)f <o•i>i1f.<0' t!V' l M ·th<' <.itl1 '•'''V'"'fl'')'1 ;,,f~v·:'·'·:d'ln>-1 <'l.f' l'·'-··-...:-~·.l.-t,-t.,~,L~ .... ,,}( .,.,, .... , .... ~-..... ~· ... ·h· '· ~ -.,.·~· ........... ~--~· ,._.: .,.. .... s_~.: .... ., ... l_..,._, .._;,;:i-~ ... i·'-' ....... _. _,~_\...!ll.~- '·"'· ~-'-~_ .. ,.~ .... ~;.(.-}..,._,._,,,.~_ ... ,. 

Hn infonnalion providing di:.~vke concerning the l 0th invention is qo.cstionnaire information,. an 
information pro\·ider is a respondent to a questionnairi:, and statistical information is the 
~>tatisticd inf()rmation gent.'.Hlkd bas.;.'.d on questiormaire bfonn<.~tion <;:.oHeo:::ted via a !Kchvork. 
f[){)')t'l·'\,-,,~\-v!·'jl",-jt., "'fl ;<l'' "i(Hh oqvs•r1i1'·-~r< ;,: l·,. "l"!"'J·,.,h,'·l·"'j ''"ij' .,, <"<'>,<}0f1'l'•l-l1.><.: fn '' rj'""d·;, .. ,1-p·q<u• l ·,. .,, ....... ._~' . ._'",...(..•V .J ).., -t j°':':. ~-~. ~~ ':>.,.• ~ \.i•U ..... . •.~·-'-, ;r,,.._.._ .._ ) •. •~.'-~ ~·'-· ,;. '\,. •. '\...,,' -:·-· 1''-V ~., <..:.- . .:.!<' (..} !< , • ..,.,l·· ~.· \. >;.,;. ~· ·'·' 5.,,, •• \;{· ..,,_ .,,...l- . ._·.:>'l.J.'l. ,..>,.L>...,,..,...~,.,..... 

p~~r.,,onal data are memorized. by inf<:.Kmat\on storage means. A questionnaire ;::and:idate is: 
na:rrow·~:d dnv,,:n based on kl mHTO\ving··dm:vn factor, and a nan\w,-ing-dovvn foctor is trnnsmitted 
to a queshorrnaiiT ;;:.andidak. ff h replie:i to a qu.;.,~tionnaire, a mtrro\vtng-dcnvn factor can be 
inputted into an input means and infbnnation or a statistical data based nn a n~sult of a 
questionnaire \J..:ill be transn1itted to a respomfont to a questionna.ire as a result of tl·w inputted 
quesdonnain; ;.vhk:h is: depeiKk:d .for muTmving d.mvn. \,\..!lition \vhich that a candklate of a 
questir.H1na..h-e fuH~y receives pf(rtt.~c:t~t!.n of prlvac):' tends t:o be~.(!irte the H"lf}tivatlon \Vh.ich rep Hes 
to a questionnaire by this, and it is going to nns1ver to a ques:tionrnlire increase~,, and an 
infhrma.tion providing device whose rerov1..~ry rnte of a questionnaire irnprnves can be provided. 
ft beconK:s the motivHtion of ~:t questionnaire am>\ver that i1 respondent to H questionnaire can 
obtatn a result of a qiK:Mionnaire etc., volition vvhkh it it> going to ::.ms,ver lo a qtB.:.~stionna\n.~ 
i_n.c:reast~s .. and an in.t~~.~ftnation t)roviding de~~d,:e \$lho-se r~~c(rvf.~f.Y rate c~f a z1uestionnai_re in1proves 
can bt~ provicled. 

referring tn Dra'Ntngs fo the fo!lnwing expbnation, Hu:.~ sa~ne nuuk is given to the sarne parts 
Those nanies and functions: an~ also the '>ame. Th.;.'.ref()re, a rq}i'.fitkm of the cktailed \~xp!anation 
about them is orniHed suitably 
[0028]Tht~ infornwtkm providing devic.;.: l 00 applied to an er.nbodi<nent of the invention \Vlth 
n.~ference to {lU.U~ing,J .. \s an inforn1ation providing device \vhich rec.:.~ives a qu<:.:stionnaire arbw.;.T 

and prnvidf:S H questionnaire rnsult via the Internet 200 according to a ckmand of the cornpnny 
\Vhich is an informatio:n-requireJnents pi:.:rson from the custrnner \Vho is ct respondent tc, a 
queslionnahe. The tonsumN premises .;.~quip<ru.~nt equiprndit 300 by the skle of the custoiner 
who perfrirms a questionnaire ans1ver, and Uw corporatkm terrnina1 equipment 400 of the 
company ~xhich perfonm; a rcqueSt of a questionm:.ire are conrH::cted to the lnH:rnet 200 lt is usf:d 
displRying the qut:stionnaire i\;sult tnin:>n1iwxi to the corpornt1on tenninal equipment 400 fi·o.m 
the inf()rmation providing device l 00 by trw ;:,k~mand from the business infr:.-rnrntion {:quipmem 
400 in the business information terminal 400. or rnendnu it \vith tht.~ data which Uw business 

•• ...... 1 ..... 

inf~)r1nation tern1inal 4\)0 ·nas n-1~:~n:l(~rized, 
fl);')~>i)'jf1)1)'.)i)'j ~,~,~·*** !,;;; !''fl')\+-1 1~,.'l ,.v;1·h ·th<~ t>dln<vinu l '"· "'"· -'"~ .. l ""· "'"· -'"~ .. · ~--· ~' ~· ( ... .;. -· 'l " ....... . ·•·'-'-· ·"'-· '·' ' C':" 

The net\vork which ~'" l 00 is connected to the friientd 200 and controls the darn 
commnnic:atlnrrn bet<.ve.:.~n the id(xrnatl<m providing devic(~ !00, tht <.'.Ofrnumer pwmh>t5 
{:~quiprnent equipn1<:~nt 300.: and the cortJ:oration tern1in.a.t eqHif>roent .·:lOO \/ia th(~ Int\~rnet 200. 
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En;;.~iplK'r thi:.; p<)rtion oft he p(;rnomil datci contained in the inl(.!:rrrwtkm which it was cxmrwckd tn 
the part l l (_) and the net<vork contro! ;:;ection 110, and was n::ceived, or. CFU \\'hi(.h n.arrO\\··~; 
dow·n H questiommir,;.; candidate from customer inforn:11:1_timi based on the received nmI"<)\Vin_g~ 
dO\·Vn data~ ge-r1t~rates a stat~~tical data ·bas{~:Cl (Jn the data {rfth(~ recei·ved qut~.sti<)nnaire ans·\vt~r 
mait or tontn)ls operation of t:'.<.Kh part of thh infr>rmatkm providing device l 00 (Ci:.;ntrnl 
Proct:ssing Un) 
'The account of customer information \vhich memori;'~'~" the cu.stomer infonrmtion \vhich :ls 
cunnected to 102 and CPU l02 and contains pern<mcd data, or mmnorlzes the data et;;::_ of tbe 
qu(~Stionnaire anS\Vfr mall re~::dv;;:;d from 1h;;:; con~;urner prenlis;;:;~-; equipment equipnwnt 300. 

r·-··" ... j.I'' .. l , .. _.,, ll :l ·'")'''''"' ' 'l'' tUUjU,. J.te net\vork cr}ntro sec.tlon ~ ~v nn.rHta y eorrnt.~c:t.s.:.:-l tf} t.f t.! lU~ o:/ r1us~ · .·ne rnern .. or~f part 
l 04 whkh memori;::e:;; the ink~rnKtlhth:; <.bta in the program 'Nhkh per{bnns the program and 
CPUl02 \Vhich CPU!02 performs, etc, UO control unit 106 '<vhidi <:untroh the input/output 
devices l 30, such as a h:yboard, and th\~ entern~il memory control section 108 v"11icb controls tlx~ 
externaJ storar:se J20 are C.<.)n:ne{,~fi .. ~:eL 

l·oo 1 l ]'-l'l-"' rn,i·o, . .-,·wl-- rn.!)' 1-,··)] !-:•·'<'.tl··n,1 l l n !-,, "'')'1't'·oHe,-1 1)<..- <"'f) 1 t 'j ll'! 'l'ir1 !''''"'.'"!._"'"' (1'"-""!. ~·-"!)!"!;!"" • - • •·' > • • .'.' ... ~· L\. .... •.\. <;' ....... \..\. ;>,,•-...). ... • • ;, ,,,., ... , • ._,j. .\. .\. ·,.' \.• >;.~'"-•-'-•· ~ -,·, ~.\. ..... <;_._.._ l,} "-..•. ~-' \.• _.....~, X. .) .J ..... ~ .............. ~ 1',.0 ~.,..~,.· ..... } ... ) .. )\_ .) '(....• 

ctrlS\ver mail fron1 the c<)nslmwr premises t.'quipint.'.nl t.'quiprnent 300, or, Rect.'.\v<;.: Uw narrrnving~ 
dz.wm data for 1w.rro,ving tkw,m a questionnaire candidr::te frorn Ctt$ton1er in!brmation from the 
corporation terminal equipm.ent 400 etc .. or. -rhe data of thi:.: qtH}stionnaire ans,:vf.:r ma.il received 
from th~ <x>nsunK:r prernlses <:.:quiprnenl equlprm~nt 300 is tran~rnitted to the corporation tennimd 
equiprnent 400 de., or nan·oiving~down data is transrnitted to a custo1ni:.;;-'s consum<:r premises 
equipnwm equipment 300 \1.-hich ,,_~is able to be narrmved doi:vn. 
!• ('~(~ ,..~ "?] ~+ ( J:'> f{-•"'l 1 'i· .. °'1 ~'tt :.., '~ ...... , tlj: :.., ~ ~) 1··"-'-Yl''l •:i ')-!~ .''lo,<C'l l' 1•.'"\ \ : ~i ,•l i' 1~ •. ·~ °>'\ ~~: '" <!> 'l i)n +'i·· "* "?) t1-s .. ~ N "'\.!"~'\. "'\.!"lt~ . ..._.~.., ...... ~t''(•W, ~ ·~-., "'l l .'-"-'--·"-·."->~,_..,_Ji:'\ 1>.1_.C\,o t,, _,,t,. ". U.<, ''-' '·" I-',_,,.>.. _,g \.:~.,:-\.-·>.- ,,.,,.,Uh _._,_,_. <-·'-.>. <'''· ,,_:\..<." ,,_.,,,_,"'"-

(~tjUlpU-Wn( 400 and the cons:uini::.:r pt<:.'niis\:s equiptnent equipment 300,. or the mtrrowingydr_nvn 
data fhr narn:_i\Ving do-.:vn a questionnaire candidatt.' is inputted from the input/output device l 30 
of the infbrmation providing i:h:.vi(e 100. Questi.onnain.~ t\~$tdt inai.l is tran;:;miued to the 
corporation terminal equipm.ent 4Ci0 and the conm.tmer premises equipment equipment 300. 
Qw~'.stionnaire result nmil contains: the data of quesHonrmtr\; nns:w\~r rmdL. and dw statistical dma 
gen(~rated based on the data of questinm1afr<: ans:1_ver mail 

!. t'.~fi ·~ ·~ .j'\i ,...lth .;-- :-;.t''":... .. i~~:-..~· ... ··} ·::... t· ' -~f'l\> ,·~ ·~ ·1• ·"'r 1 ,i:; ·:i. t~"· ::... ..... ~ ·'.)·..: ···. ·~'"' ·::...ri. .... ··) .... ~ ·:.· ·:-.~! i.._ 1 ,. +\·~ ·::... ..... l ,~+ '"').·"" .,., .; 1t·;..,.;' 1"' ""''¢" ~ ·-....n 
'-''-':-· :.• '¥ -'-' '~- t; .. ,:, »-·~· {.> l,;_ •. ~--:~:i_:_+,A __ < . .-"!.._}, .ilt:- <)<>-><:\ lin;:.o t>,.l ,.U,'.-\. \.-'_>" 1. '-~· L' l}<t{.>L• •l-! .d ~_,l l ><hl<..io 

managemt:n.t table in the cuM.on:wr infonnation memory storage 120 contains customer ID 
{id.e11tif-}cation) .. p(~r~onal dala~ a11d qttt~~tionna.ii\~ ans\v~~r data. ~~crsoiu1l data .lns::lude tf1,e 
transrnis:sion destinatkm address of a custoff;i::.:r's name .. agi:.' {data l), 5<;.:x {data 2), and an E-mail, 
etc_ Questionn<'lire W\S\ver data contain:> the data indicated to the questionnaire answer mai.l 
\Vhich the customer a:nswi;;rtx1 to the que.~stionnaire carried out to the customer. 
f {)t1·Uj ,1 i i's •·i-ie >r)ll;'!'~" 1i l-,;i<;>"'1 fl"'1 :li» nq<;S""ni-,-1 \''!-ii' c'1·-, l. l'l'' "l!''<''•'-)n"'' i' "f~'lt.t 0'd ., 'l~'!~1» 1-1-,,, rl:it· ·:1 ·i ,. tl-l.F' l "'' •,, .... ", ........... _ ......... ~. b . .,.,. ....... , t ......... , ......... ,~. '· !>- "- ...... t'~ .......... ~~ <..• (. ....... ~ ..... _.. ..... .......... ,} ...... ~'"·~· -"-~t'"'" ~ .............. <..}. l .... ..,l.) ..... ~ ..... ) .... ~ • ... .i ...... ,. . . .... 

data 2, etc. whi>:.h ;:ire pi::.~r~.ona1 dat<'> as customli.'.f lD in the consurner premises equip;n<:nt 
equipnwm 3f.Hl and \Vas enN::red \Vlth refer,;;ne-e to 4rn_~y_ingJ_{B) frorn the pHSS\:vord or the 
inptrt/output device 130 transmitted to tlK~ infonnation providing dt:vic{: l 00, Some personal d.ata 
could be dl'.'.Cl)Vkd like ~lnndng,;;&jC) and drns~jn¥,-2.JD) in thl'.;se enciphered personal data. ln 
this case, company !Dis received from the corporation tenniru.d equiprnerH 400, and so.me or aU 
ofpersonal data th<.n \vas \..~rn:::iphered is decrypted based on the data disdos.t:d information which 
\:;,:'as made to correspond to company lD bcfi)rdumd \Vith company ff_\ and w·as s.et up Tl:w 
personal data and qui::.~stionnaire ans~vli'.f data i;-vhich Wt'.re decrypted are tnm::;mittd to the 
corporation term.ind i;.;qci.ipnwnt 400. The elKryption itself is perf<:)nnt.'.d by the publicly kno1;v.n 
public key system ew. 
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!-rirn" ·i··r,·l·' .,. ,.,,., .. ""l.,,,,., ·"' · ,,. .. ,, t. "<l· · "1··1 !·1 t. h,,. i· i·«·~·,1·1·1' <\·>i· '"l" 1·'1""'';' ·~';·n.o ·-l .,., .-i· •• , ·" l ."v''\·r-•·.-.·_ ~;I;:;,~··~<:."~ <.·"·"H t,:-,\,,.·l;.A.~· ·'v 'J:;<). .-. H._.,· q.e,_, • .-.i;i...,}, , • .-,~ •' ,,_}'~ ~\~- ... H~ -t_._<.:C'~ },..,_.~~ .. 

~i:rn\\)ngJ.has the !bl1owing nrntrot structure a.bout customer infhn:nation registration proo:.~ssing. 
[OOJ6]h is judged \:vlwther at Step (a skp is tH.~reafrer abb-.:.wiaH.:d to SJ 100. CPU l ()2 receiv~~d 
the cq.;;inrne<·\ ner«mn! t:h.lp f-i·''''l lhe '~O'l'-'Hr'i.'f r'ffenli"e" l.O:">llJl.'"''e"l ·'"(lUJ!"'r''eHt 1(1fl Vi" iJie ),, '"" "• \,,·~. ) •• t '-P• ( ~oi;,,, ... <, ... \,_._ .. :. ... \.,.: ~. !> "' \,. ,I.. » :··' • ' '" ... ''~ .

0
•..' } ... ~ ·.d ....,, ~ _ .' ),., r "" • • -1):._l, 'i. 

nehvork 1::ontrol section l l O and thi.'. fnterm.~t 200. ff a custoiner'~; personal data <~re rec.fr·<'t.'.d fr;)m 
the consumer premises ~~quipnH.:nt i:..:quipment .~00 (it is YES at $302\ przx.:essing will be moved 
to S .t 02 On tht: other hand,, if a customer\< pz~rsomd data are not nxdved fhJm the consmner 
premises t.'.qnrprnenl equipment 300 (it is NO ;Jt Sl02} pn:>i.X~~>sing will be returned to SlOO and 
\vil! \\'ait frir reception of a custonH.'.r\; personal data from tlw consunH.'r premises t.'.quipmt.~nt 
eq1.1ipment 300 .. A q1.1t:stionmdre is cank:d out by narrowing do\vn a qut;stionnairz~ candidate 
based on the pt:rsonal data \.Vhk:h regi:;.ter a rm~jority of these personal data, and »vs.:re regis:wred, 
and trnmmiuing ;;:p,.W~>tionnaire rnai! to thi.'. tn~mn1h>slon destination addrt.'.SS oftht.'. E--mai! 
contaiiK:d in personal data tKi that it niay nK:ntkm hter. 
ioo·~7jln <:.; lfr/ CP1 ., .. jff/. !pzl,:)»:'; \.Vhf•tl1»r the ''V'f:';i)''~·:.i d:~H ,·,fth•>: <'.lJ<;ll){llf.'l' ~vh<' re<~>'iV'':fi sinn ,,in.' i • •v' • '.-..• '•"-"-'! .._.'io. '·' ~·-'u~t,.~ •;:::;.'I.,•-.. ._, \. ...... ··-~·• f-............... ~ .. ~ji. .;..,>o;:t. ~ '}' '-' .\,. .... _ .. >.\.. 'io.&•\ ' -...,_.! ............. • \..,.>. '-,.' .. • >.~' 

n::gisten:.:d into the custoi:ner inf<xmfttion memory storage 120. ProC{'.%ing \Vil! be ended if the 
pi:..:rsona! data of the customt:'.f \Vho rt:T\:i ved mi:.: regi~tered into the i.'.U::>tonwr tnfr.mmltion mernory 
storagt.'. 120 (it is YES at S l 02). On tlw other hand, if tlK~ persona! <fata of tb;'. i,:UStorner who 
received are not registered into the cu;;tom;;::r infonnation memory st.:.1ragi'.:: 120 (it is NO at S 102), 
processing wiH be mo\»:xi to S l 04. 
{OOJ8Jln S104,. CPU!02 (Teak~> a colurnn ofcustomer inhxnmtkm corTesponding to personal 
data received on a customer~relation:.::...ttKi.nagi:::rni:..ont rnbk'. sbO\\Tl in ~irn~:>:J.ng..2..(A) In S 106, 
CPU .!02 creates ;'.l customz~r's customer U.\ For exm-:nple, this custon:ier lD C<~n b,; made into a 
nurnerkal. value as shown \n ~i.rn~'<i.iJig.2 .. (A) ln a ct.rntoni<.:r-rdations-managernent tahle of the 
c:ustomer infrinrmtion n'.u::uKH)' stnrage 120 of llK' intbrmation providing device 100, one 
customer um be specified by this c.ustnrner ID. 
[0039]ln S l 08, CPU l 02 diech an in.put of a paSS\VOn.!. This fXl.5::>'<-vord is a pass\.vord '<Vhich ;vas 
received '<-'·ith a customer's personal data from the consutner prer:nises equiprnem equipment 300 
and »vhidi \Vas set up for every cust<Jm.t~r,. or is a password sd up fr.H· ev~~ry operator of fix~ 
inf'<.rrmatinn providing dt.'.viCt.'. 100 inputted from the input/output device 300. 
inn.·iJ\j,..'Pl f 1 (;':> ,,.,,,;.,1,"'··· 'l ''l''".'r'·"r ... n·'"s·-)r<> 1 'l·»··i S l l n h·-··· .,,i ·yn th,, .. ,., .. <''\' y--j ,v<··<·-h .,h,,..,L.,,.< !'.'\.''.\/ '<,.. --'·'''-" •• l>v>}'·'V·':,, < <,.· k\>,. be\,•.:,!,.<;.,,>,. I«·'\.<.>·«,_ ... l,.ol.:>t." '... ·"'V :t·'-'·:,,,h•.'\J\. , . .'>"\..-. \..·. \_.·l.,\h.·\.I 

the input by the custoirwrn ID and S l 08 v<'ho genernkd in S l 06. The data of the customer
rdations~managernent tabk ~>hn'Nn in i.;huxin.~.L.2.JA) changes 'ivith thest:'. i:..:ncryptio1\ as shmvn in 
s,lrn~>:ing_;_. CB l. 
[004 l ]In S 112, CPU l (}2 \Vriw; a customer's personal ;;bta enciphered. SJ .!O in the customer 
information in.emory storage i.20 
f {)f14!.!1'l1e '!<>"f"O<i<d {h,<·,, nj··· t!·!'" ,-,q;;.<·\..,,,.,,,,,. 9'l'\."! h«;•oi1·1,"'S l. ll" ''l ''-<'ni·q;~J· l. q f~)i·q·\~d·<,·)r< q·\f<>"<l()n.-l "'' •,, L ....... _,,, .. }•'•• ,,.,, ...... ,. .... , _._, ... .).:i;.',._o(. '·'· •" ·"-' <;.>''.,...-~.·:t· .... ~ ............... \\ ... ~ < , ............ ,, .... """''- ....... ,, ,~ .... ),.<,..• ·"-•''" ) .• : ... -...• ............ ~'i,J.'{. L'>.. .\~ .... -..... {);.~ .•)} 

storage ! 20 \.vith the c<.mdidati:..: of a tjl.ii::.:shonnain; i.ts tnentioned above Ht\~ <.K'.cumu!ated \:V!wn th;;.'. 
n::quest darn of a qucstionna.ire is transmiHed to the information providing device l 0(} from the 
(:'orporntion terminal equipment 400 aft~~r accumulatkm of jJ{~rsona1 data, the i:nformation 
}Jf(J\··id.ing device J Of\ J\ questionnaire cax~didate is narrcrv .. ..-ed dt)~·vn fron1 the custorner 
intbnn<H:ion memorized by the cush.nner inJbnnat\on memory storage 120, and questionnaire 
mai! is transmitted to the nmTO\V(~d-·do\.vn questionnain:: candidate. A qw:.stionnaire is perfr1rnwd 
\vhen the inf;J:r:n1.ation prtV·/·iding tk.:v]c,c ·J 00 rec~;i\/es the questionnairf~ ans\:i./er rnaH to 
questionna.lw mail froi:n the consum.er -pi:emi$eS equiprnem equiprnent 300. The ddails of thi~> 
qn;"- ···i·< ····1·11·1-> ;, ... , p<···•c .,.,";l.l'' "" ., <>vi·•!"·< l'l"''~ !."J ·vo.- '\. (·····q 't , .. .,,,; ··ij''1l.; ·vo ··,<-' r<>1·>:;··Y<1·:.! ,·hi" '" ··1;,..,_,.,t <>i·i·<p.-""t"'.}...._,~ .... )-1:. .• >. .:_.},.,~~ tn -... ·t'..~ .... ) & .,.._.,.:.t;; V.:).._ .- (~~ ~.,~. L-~ ...... t\.~ n· · .:. .......... ..:!< • i "t:~.i'.">., 1'.i,; ·.t\.l'H \. .. ~ ~..'"\.:• ,,\.J~ <.·>- {....\,,_~{..,.,..;.,".' <.->- 'hh.~~'''v·, "\.:• ~-;>,)' 

may be carried out not fron1 Internet 200 course hut from the input/output ckvi~~e J 30 
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~i:rn\\)ngJ.has the !bl1owing nrntrot structure a.bout questicmna!re pr<.K>:.~s:s:ing. 
rrinAXjin ~·"JOO ('PI: HY"! ;"<'<r1=;s \Vh·~ther tht~ r;::n'l'~'t ,-l,~t·" ,.,r •·h» n1i-~-;;;~;,..,nnn;1·t:: \.V'·l' N; .. ~0iv·»d fr··-.,rn l'-·"'"·' '. "· ... .,,,..' ':- _.,·.'ii.'-: •• .• ,;..-}'-·'-.>-::;.;.•• ·'-•·• -"- .•. -.;._. •''""'-~' '-••· \_A\., .. ~:fo.},,). l .... -.,.. ',}."''••-·'1.:) . ...._ . ........ , .... ·_ ~-·-· ·~'·'V• ,._. ~- '-"'"··• 

the corporation terrnina! equipment 400. The reqw.:st data CJf this qt.ieMionnaire is provl<l\O.~d 1.vlth 
the fi)lj()\-v1n~g. 
Questionnaire data 
·~~~arr·.;Jv .. .-ing,.,,dov~/n data :tlJr .narr(J\\?ing do\\Tt a questionn.airt~ c.andidate. 
Transrnbsion destination data of qnestklnn<Jirf,.'. r~sult rnai ! . 
Dma in \vhich the kind of data irH;lu<lt:'.d in q1.K'5tionnaire r;;:'.su!l mai! is shown. 
The n.~qi.w-,;t data of a q1.wstiommire contRi:ns the option data. of the data etc. in \.vhid1 the 
necessity of tJK: stati:'>tic.a! \A-·ork based on the data in which the rK:c{~:>sity of proce::>sing \Yhkh 
perf<.1rnrn the notice u~~\O.'.d at> a questlormair.;.' objt.'.ct to a que;tkmrrnire candidau: is shown, and the 
data of questionnain.'. ans1-ver rmtil is shown. Rcc{:ptlon of the n.:quest datzi of a questlonrmire '.vii! 
move processing to S300 (it is YES at S200). On th.;.: oth.:r hand., if the request data. of a 
qu1:;stionnaire is not received (it is NO at S200}, processing will be returned to S200 a.nd \vii! 1.vait 
fr~r rect~ptir.H1 of the reqt~cBt data r~f a quesdon.nairt:~ 
[0045]{n S300, this infonna.tion providing device 100 flt'.rfbnm qu<:.cstionnaire candidat.;.; 
muTm,,.'ing,·dcnvn proc<.~:s:sing This processing narrows dm:vn a que::>tionnaire cHndid.<.:ite ba::>ed on 
the persona! data mf;modz.ed by tht; custorner infr.irm.ation tnemory storage 120 ;1nd the 
rn.in-o'..ving-do\vn data nx:eiv<:.'.d in S200 
f(}fj··i1~j!>"< ~4· (~{} ("'j:l"f ·: 1· {)') l!•rh:•P<' ,,,!.l.'·t"l'Pl" -;i·1,:< ''\flvl·'~"' ·<)·<',-)t'.'"•<'><il"j(>" '~'·\ '1 "l"'"d;nl"q·j:>«">< i'_,~,,d;.·l·'<<·,~ !·,, t ·.- '.-°"t .. -' .... ;:.) ... _. ·'-·'·:-: __ ._,._ <,._,. -.•..,;.,.. J-~-.... ~~·~·..;} ~~~ .~' }l·~- ... S..~·.'-'.'>.• ~· .... ~.·!.. ........ !'- ,.\. ..... .... ~ ... :r<·._1!< ... ~ '\..l.• (..;. ....... .)_· ..... ,~::'>\.)' .... • ~-... >..-l·.1-~ ...... ................. ~~, ... .:.:~ .... (-,1..t'\.. .::-

rnquired based o.n the option data received in S200. lf it is judged that notice proce~sing is 
n.:quired (it is \"ES .at S400J, processing 1.vill be moved to SSOO. On the otlK:r lw.nd, if notice 
pfOCt.'.Ssing i~> requirt~ti, t~:visls and i3 judg{~d {it i3 NO al S400) .. processing <vil1 he movt~d to S600 
!.N,4Tjh1 S .;nn •1)'~ 1·,1f{y<'•1·•,'ii1'·\i··1 r\r•>vidi ''<r ,·~»vi··'p 1 t)<") n•~"Flri1·1s ,,,.,:,.;i"'" 111-rv'<~;;sin<Y n+'" .V1..) '.""- .., .,..., ~· ~·, ~--•. '° > "· - ,.,. .\ ... :: ..... ·-· .- t·· '-· · .<;..,~·."-~:::;:; -:....~.._. .......... .._. ~\..·'\.· t~ ..... '"·-"- )-. ·-" ~_:.\. ..... _~,.,,.·;,,.,· _. ~.-.. ........... ,.,. ... ~ .. -.";) ,-.·~ "'"-

quesdt)nnaire ~:.andida.te to the questionnaire t:andidatc v·/ho n~HT"\Y\·\:ed do\:vn S3()(}. ·rhis 
processing notifo .. '::> the purpose etc of the Rea.son which became a questionnairf:: object to Hu.~ 

quesdonnaiw candidate, and th1~ que5tionnair\O.~ 
{0048Jln S600,. via the lntemd: 200, the infoi·n:mtion providing {k:vice !00 transi.nits 
qi.K=stioimfaiH' mail t(l the consun:1.;.:r pn:~mises equipm;;;nt equlpnwn1 3f.H) by E-.rnaiC and perf(>rms 
cdkction pro{:essing of the que5tionrniire am;wer mail corresponding to quesdommirt d;:,ta from 
lht~ (;z1nsurner pren1ist~s eqttiprncnt {.~quipir.tt.~.nt 300. 
!·r)t)4<i"jl"n Si<:5n ('Pl [j{f/ inrk·<><; wlii•t1·i<><" ,., r1;·,>d ;'<O<:>j>·<it"vnt"'v:h<>t!v"· .;-:;Y<Vl <·\,·n.<>'<.: li;<vi'o<r n·:,;:;v>,·l .'- \. . .- . X).t o,.. ~·,.· -.·.,. .... l .. . \.,.... .. ~\...},;:.~_....._,. . . ...,, "·" '-'·!< ..;.t. !< •• ~ ..... ~~ .._.~i;,,..)...;,.t. l~~· ,.' '--' ,._ .• .. ·\,.-,.~).'°'·-~. ~A .. 1;- ....... ..._ .t-.~!.o.:).....,• ~.• ~ ... ~ .~A~°'::· ~· <.~-........... ·<,-,,1. 

si:tKf: transmission of qm.~so:ionnaire mail and. questionnaire mail \:\ere received. If fix-ed tirne 
passes since transmission of qtH.'.stionnuire rnail or a fhwd quantity of questionnaire n:1;:li ! is 
recdved (it i:> \'ES at S650}, processing \viH be tnov{:d to S700. On tbe other hand, if fixed tirne 
does not pass ~ini:.e transinbsion ofqu;;:·stionnaire rrnli! and a fixed quantity of questionnaire mail 
is not rec1:.;i\·ed. (it b NO Ht S650), prOC(~ssing is returned to S.650, and. it '"'ill st.and by umH fixed 
time passes since trnnsmis:s:ion of questkmnafre mail or it receives: a fixed qtrnntity of 
'-PJestionnalre rnaji_ 

!f}(}'\ffjio c·>nn (·'pr 'ji)'/ ;",~'Y<><;, \-""ll"l·h,><· :> ><-~,,i·i'>::,~;,~·=<! \\i··'i·k· !·,. ,,,,..jlJ!.l''>'l h,,,,,_ .. ~ nri .;·;1,, ,··in~1··,,11 rl:>h 
.'- ',...,. v - >.).{ .. ? l ,.. ,..~ .·~. '-· ............. J'..:. .... ~ .. ~.-...·.. , ~· ... ~ .... :. ..:..c- ... )..._-}. ... ... }.:\,..i:-;i.. . \..• . ,.;, ~ ........ .. ....._,~ {,•..:-t-........... ! ':..•,,\ S..~-~<;..· - td- \.- -~ ..... ~,,·:~~ 

n.~ceived in S200 lfh is judged that a statistical work is n~quired {lt is YES <H S700\ prc•ce:s:sing 
~:;.:·ill b~'. tnov~xi to S800 On the other hand, if it is judged th;,it a statistk.al \Vtxk is not H~quircd (it 
is NO at S700} pmces:~ing, vvill b.;.; m.oved to S9Wl 
>nni:;<jfi, 'Rtiri .;;,~, ;,.1fr,l.,.'1''ti.'>'1 l"i···•\.'l"~'r«; ,-\,,",·'·'.''~ ltiti o,;i·i·'""''t"'' ·=< ,_,.,,~1'<.:i;, . .,,1· d<~h> !··"~"-'·"d qr1 ill"· l'~'-~ .. · .'>.. ~) ,..,.,(,.\.\-':: S..~.~, .. ){ .. -..». {)v:s'.,.,., '-·>• .. t.• \,~·.-,,,,~ -.,..,\-....;:t-~v.·\.. .-.~•\• ~V ...._.-":;:_..,_.~.~. {..), ~.{i\,.oi;·~ ...... •;3,,, . .._{ . ...,..,.~~· • .;{. ,.,.,.,,.>;.....,.\,.,.. ~ .•. ~ \, .,. 

data of the questionnain:.'. an:S:\\'<::~r nmil rf:c.i:::ived in $600. 
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qnestionnain:: n::sult in the daw of th::~ questio11r1aire ;:msYver mail re(.i::iv\~d by S600, or SBOO to the 
corporation tz~rrninal tX}~lipment 400. 
! nn>;·~·i·r);~('."")'''"''"' n-f't·h·~ n~a01»c;·l ;iq<-:> nf·iht' tlll'''>t;il!1l1""!.t"'" ;l1 ;;:·"){)<) ;<; ;:<j<.;n l"'"'°''"'\·''~hl .. qoi ;)i)h' i··h·"'1 ~~· ........... \.-:.., ...... o;...·t->.) .... .t>- .... ;>. .;;,,\.. _.,.....,._,..~>.~ ....... ~ ...... ,., .. ~ . .,;~. c·~ ~ .......... -:...~..,_.._..._. ... ,,,~.... ·W.. ....... { ,;>_._,,. ~ •. ~+ , .... · ....... ,.. ........ >..~ ..... , •. ~v >.. ............... ~ .~.'5. ·''-'-t) 

the corporation. terminal t:'.quipm;;.'.nt 400 but tht.'. <:::orn;umer premh;r,:'.S equipmem equipnK'nt 300, fo 
tn.:insmitting procf.:ssing of the questlormairf.: result in S90t\ u transmission destination can .a.lso bf:: 
taken .not only as the corporntion tenninal equipment 400 but as the corrnumer premist:s 
(~quipn1t.~nt l~qu.iinnent 300, ]~bus~ it be(:c~rnes the n1oti \'1tti{)n of a questi~:.:nnairt~ ans\~./er tbat c.an b.e 
made to pt.'.rfbrm tlK' requt.'.~>t of a questionmun;, or lw lf('als favorably tht.'. (US:tomer who is a 
rz:~spomknt to ~i qut~stionnairf' ~-s the custom(:x of tlK, r"f.~SfKml.knt-N.i-a-qtwstionnairf:: si<k can 
receivl'.: a questionnaire result: and a questionnaire n~:overy rate is raised. 
f OO'S4jf}> ""'t;,.'<>·p·:<;!.'' <':"rid· id :>te 'l'''rrn'.\i~l't'-"··'''''1\-"!1 nr<Y~"""-l. l1l$ ts·~()()\ t1i'~ •y,i<···,, qr,··"'·''"'<i·pi) n•' '" l•_,._,..,. '" -....: .. t--'"''""""J-.~·•))~.~(.:H, '\.- ........ ,.J.,,\ ..,,..,.,~>,,..,. },(.~ . ..,,,..,,.~. ~'·b --.~-... . . -c f''' ,, ...... ....,.,'h. ~ \:-... .... - ., '"}:: .... v ~.\,.• ... ;i;~,..._. l°'_ .. ...._,,...._\,;,,,..~.~C .... .-t ~ 

questir.mna!re (:.andkfate {S500), the qtH:.:stlonnain.~ dlspatdi collection pn.Kes::;ing (S600\ 
statistical int\mmition gem.~ration prncessing {SSOO} and que::<tlonna.!re result trnnsrnitting 
proces~~ing ($900) in which it explained \Vith reference to ~it~~Y<:\!:W .. J.are f.~xpla1ned in detail 
bdow 

with refr'.reiK-e to 

proc.~~ss~n~:~· 
! .- .- - .. · i ! <' ., .. ) ., .--.· '"' y i· .... .., . l k . . . . . i" l . ' . . ' . >' ' . .,.,. tUU)f). ~-n :.) ... ~l.:J:.:: t:rt.: U.:::: c lee "Sa q1H.~st~o.n.na1re caJlGH~ a1(~·s na.lT(>~\.:~ng.-.no\vn entr_y en. Gata ·1 h{.~ 

check of this narrowmg-do1vn ('rltry nf data is perfonned by having r('.CelV\~d rn.HT<)\\··ing-down 
data via the internet 200 and the network control secth)n l l O frorn the c.orporntio:n terminal 
equipinent 400 or the G.Hlsutnt:r prernises e.~quipm.em equiprnent 300 Wh>:.:n narrmving-do\Vll data 
is inputted from the input/output device UO, tlw <.:heck of a narrn\.vingydo\vn entry of data is 
perfbrrne<l by having inpufa.:d i:rn:r:·o\ving-do\vn data from the input/output device ! 30 lkre, it 
BaffO'\.VS tb~vn and daU is datH of! ~;ex l 26-JO years \.lid in a man and. aw~\ for e~aunpk, 
[005 7JLn S304, CPU l f.r2 mads a customer's personal data from the (.uswrner infbrmation mernory 
~torag~~ 120 \.~la the entern~.d snen·tory control 3~~ctir.H.t 'I 08. Jn S.306:- (~1~ff..J .l 02 decr_\"pts .a cuslorncr's 
read personal data based on a customer\ ID and a pat.;s>vord. 
! 0058Tln S3US, CPtn 02 judgz~s: \\ hetlwr the lst pe:r">onal data are in agre\:me:nt \\'ith the 
na:rrow·1ng-·dmvn. data \:Vhic.h checked the input in $302. l.f persona! data are in agreeirwn.t ;.vith 
narrowing-dmvn data (it is '\TS at S308), lH(lC(:ssing \Vi1! be lTioved to S310 On the other hand, 
if p<:.~rsonal data iJf\~ not in agr\~(:n:l.<:.:nt with nano\ving-dcnvri data (it is NO at S308), protxcssing 
\v!H be :mov•.xi to S3 U\ 
[0059]ln $310, CPU l 02 saves eongruous personal d.at;:t temporarity at Hie nK:mory pan I 04 In 
S3 l 2, CPV 102 judges \Vhether rnstonK~r infnrtnation \Vas cornplz~ted. !fit is judged that custorner 
rnf()rmatinn w«ls con1plded {it is YES at S312J, prr:i.:-:essing '"ill be nioved to S.114. On the other 
hand, if it is judged that customer infonnafo)n is not ':ompfoted (it is NO at S312J, !t \ViH be 
judged vvh{:ther processing is moved to S308 and its fr}!lov·<ing personal data correspond w~ith 
narrowing-down <.fata 
!.i}(}t>ffjio -=-·~ l. 4,' (·'pr 'l i)'/ is n.:6·•t$''1 i" '"!';~ <''llSi°')'1"'""" j'nfro·n1-1•·1«v1 i·o1<'~j1·ir1n.: s'·')·r·:'\i.><:> ·1 ?f} '·>i·i<li _'- 'vv_ >.).{ .. ? .... •. ~ .·~. \. ... '.,, . ..,... "•'• ~-\'..,(S..,_...,._,,, ,>,} ~ ).,,,_, ..... '·"·'-·-'·•·""""·>.. .().~ .. .-~~.' .• ~ .. ~ ,,:i;, >.,·\,.· ,.\-..•\ -~ •• t ....... ~\.'..."::":v ~-\. '.<-·,,>. 

nmn:n.ving .. dO\Vn data by using as ques:ticmnain:: candidate darn the pt'.rsona! dma temporarily 
~aved in $3 l 0 at the me:mory part 104 
! ,, ,- ... ·i·r-- ~ . t , , .. , . • • • •. . , , ·1 .,,, . , i-- l 
UU() .t .. tie progn.nn ii.ox:ecutezi wHJ1 tne u1.tonnanon provKtrng >:.K,vice u~.· »vitn re ·ewnce 10 

dEt'!YlU.!L~iJ1m> the tbllowing control stnicturt' about the nolk.e processing of a questionnalrn 
nwdidaH.'. ln th~~ option data in tht request data oLt qtH~stionnaire, notkc pr<.Ktss:ing \sf a 
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q-;.iestionm\ire c<.mdidak sho1:vrl bek.i1.v is p;;;rfbrnH.~d. only \.Vhen it L;; o;.:hosen that tht.' notict.' 
processing of a qu1::stionnaire candidatr: is requii\xi. 
[0062]fn S502, CPlJ l 02 n.:~ads a questionnair<: candidate's fK:rsom1.1 data \vritten in the custonwr 
information nwmory ~>tornge 120 ln S314 ln S504, CPlJ.!02 reads Ow 1Htno\ving--dow11 data 
wdtti;;n in tht.'. customer inforrrntion mern.ory storag<.~ 120 in SJ 14. 
[006J ]ln 3506, CPl.!102 cho:.:ks that the questionnaire purpose ~::tc ha\·\:~ been inputtetL This 
(.p.it:stionnaire purpose rneans the purpost: frir iwrfonning a qut.:~;tion:nain\ ths.: purpo::;e of using a 
q-;.H.~~tionnaire result, '.~tc. rt can bte<.Hnt.'. the motivation of <1 qut.'.stionnaire answer to H<)tii\ a 
qu{~Stionna1re .c·and1datt..~ of th ts qut~stionnfaire })Urpose:: and a. questi~)nnaire re\\}very· rat(~ can bf..~ 

raised Tk~ data airrwd at obtaining [ this I a qucstiomwire etc is inputted via th,;.; lnternd 200 
and the :nd\York control St~ction 1 l 0 from the corporation tenninal equipment 400 and the 
consumer premises <.'quipm('.l'lt eqmpmt.'.nt 300, or i~; h1putted from the h1put/outp;.rt devic<.~ 130. 
f f)nr.;,:fj 1 i·i S '~;r·iR f''Pl T 1· ((:i ;{;.o-.. ·,i·'.'llh· ·:t ,~, •«t. r"-~"""" ,.,,,p,,·l'l'"! ···1:it""' l""l"""l "!' ... , ,,,,.'"'!"'1',l' JI) ''l . .,.i " l .... ,,• "-·' .. , ~- ... , .... <;.,.. <... :· ~ •. -x ,. •. · -.• ...... ,.,e., .. ,. .':' J· ..... ;. 1.~ '-'".c.-_,.... ..n .... ~'--•!< ,). i··· ":>..• ........ ~- ~ -t.4 ,..J,. (.\. . ;.e: .... '\..t. '·'· ~ \., ... ..,....;,~- ... >. ) '\,.. . . . .~).. .'.-..l ~ .... 

paS&\VOrd fn SS 10, CPU l 02 tnmsrnlts narn:.hving--dox,vn data, the data aimed at obtaining fa 

qu1:.:stionnaire, me. to the transmission destination ;:HJdress of th!'.: E--mal! nk~HK>rlzt~d. by the 
(k::r:.ry·p1t~d persona! data. 
!·r)t}f~ -C. "!"!' 1Tr· nrnnr·:.,,., <>'«•t'<l h>t\ '"l'·i j··, t. },,,. l· l.l''l-.1·1·" q<:l. ''>!', i··11·ov;,,~ i<>o ;~<>vi·"''> ! 'vi"·ti·.1 r';>·;'.t.'._r<>.'1<~.t.'. ·>r_) .'- \. v~.· .. ix ..... t·'""·';:':':'"<.4.dJ:. ""'·"'' . ...,., ... ..,,,."J.J .~)., ... )i ..... · .~·<i..• .'.~·\..,,.~ "-·. ;·' ·~. • ~.,~ ..... ~.l~ -.,., .. ......,, . ...._ . ......_,. ~ .. ~ )V~-~.......:)~-.. - ;._.._ 

.~h1\\Y.\ngJ_has th(: :fo!knving control stn.ictt.n-e about questionnaire dispatch collection processing.. 
[0066]ln S602, CPU l 02 reads H questionn<l.irn candid<'lte's fK:rnonal dau1 from t!w customer 
!nfrmnation int.'.rnory stnrnge 120. 1n S604,. CPLH 02 decrypts a custmner's 1x:r~Kma! data ba:;;ed on 
custom!i'.f ff) <'<nd <'<password. in S6fJ6, CPU 102 transmit::; quli.'Stionnaire data to the transmission 
ck:~<tinatkin nddres::; of the E--inai.l memorized by the decrypted personal dnw .. URL {unifZ.)rn1 
rnsm.ir(:dot:.aton:;) of the hornepHge a~; \vhich questi.orm.afre dm·a is displayed is transmitted instead 
of !ransmitting qut.'.Stionnciire data by I>mail, A. qw~stinnn;~fre candidate rnay be rnm:k to obtain 
thii.'. questionnaire data stored in the setVt.'.i· by the ho:nt.'.page_ 
!"(l(lf)7'!T"j·'i'' nq».::tin·t'·t><>;!''~ ,~ c>t1,·11' rl ·~h> i)F d)P ,.,_,·)t1<;lll'''<'r ·<)•'"i'n'l, ,,.,, <"•"1«!' n·'l1f'"'. '"'1' l!, f1!'l1'~·t)< ·;n() _, ...... \. . .' _ l .,._, ";.1\..,-....,•V •'-·"'L\~M~. V ......, .... { .• ~~ .'1.,,-!-(....'.a-...• -... • ..!i. {..i. ..._ •. \..\..• ·•-. .. ~ ):(~'• ~.~ ..... > .,.,.·., • ...,.''-f"~·t"''~'··"'·u_{ V\. '... t~'. \..~' ~ ~·'-"'· 

trnnsrnits the questionnaire ansYver rnail to qu<.:stionrufrre data to tlK~ inforn:wtion providing device 
I 00 \.'ja the fotenK~t 20010 dw que~tionnaire darn tram.rnitted to th~ ques!ionnah'.~ candidate as 
nK~ntion<.:d. above 
! 0068Tln S6US, CPtn 02 judg(~S \\ hetlwr questicmna.ire ~mS\V<.~r mail \Vas recli:\ved from the 
Ct>nsurner premi~;es equipment equipment 300 via the Internet 200 and the net\vork control 
stx::tkm 110 Thi::> quesHnnrrn.ir-.;.: i.ms>ver rm.ti! l:::ontai.ns q'!:.K::;;tio.nnaire an;;\.ver data and cu::>tnrner JD. 
Reception of questionnain.'. am;wer n~ail will irlo\.'t.'. ~noces:>ing tn S6IO (it is \'ES at S60S) On 
the Z)ther hand, if questionnaire mlS\ver mail is not recet\'Nl (it h; NO m S60S), proce::;si:ng wit! be 
returned to S608 a.nd \'-.-ill v-n'l.it fhr reception of questionnaire an:,;\i,:er mai.l. 
{G069Jln S610,. CPU l 02 reads the cuslorner infonrmtinn applk:abk w custoiner ID v,:!frc:.b 
reCt.'.l\'<.~d S608 from thii.'. r.ustnnier information mi::'.mory storage 120. ln S6 ! 2, CP!J! 02 decrypts 
the persona.I zfata of the customer infbrmaHon read in S6 JO basd on customer ff) and a 
pass\vord In S614, CPlJ l02 ndds the data of the qi.iestionnilire ansV·/<:cr mail collected to custonwr 
inJhrmation .. At this time,. the data of the collected qu<;.;~tionrn1ire answer nrnd can b<;.: cenainly 
added to c:w>trm1er lnfornmtion by coi.w.::.idlng Hw Qfigiiu.~tor Htklrt.'.SS of tht.'. qu~stionnaire <.H1S\Vt.~r 
mai! nx:eived in $608, and the trnnsrnission destination <lddress of the E--m<li! of the pen;onaJ data 
decrypted by S6! 2. 
!titotijln <:J;·i·; ri::•r:i·n·; ,,.,,,..1"nl1"1·~ ,, ··"';.;'·'~'"'"'!·"-' >v"iv·,i·i:'l '~"t'~ !·"~~''"·~ n'l '':•1<·i·)•1"1'"'" jT) .,.,v1 ., ...... ,, .· .. ,._ ..... o •'·''' $ . .-·-:; '\,_ ....... ,_, .......... V-·)~~· t• .,;.; ... ..:~ ,.,. ..... .:., ... ~ ......... )( ........ ~·"-' .. ~.· o,;:;i:' ,.h .......... ..... ,.,,_ .......... .} ·~-·) ""' .>\·\..d •. \~·>. 3. .. <~.\ .... {. <~ 

password. In S618. CPtH 02 vvrites tht.'. ix~rsorrn:l data ern.:-:iphii.~rnd S6 J 6 and the data of 
qu~::stionnairz~ .~WS\ver mni! in th~:: customer information rnemory stor<.~gz~ ! 20 As nwntioncd 
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above,. ln 5650 of \JDH',:JggJ, prot.essing of tht.~~;,~ S608--S620 is repeatedly perfr1rmed unU! fixed 
tiniz~ passes since tr<~ns.mission of questionnair~~ mail or 1mti! it re;;;eiv~;s a constant rat;;: of 
question.nairt~ .a.n~rv .... "Z~r rna~.ls 
!nrn ! 'l'J'l1:,> <)<'f)OT<'H) ''Yi':''.> 't·''"~ \Vj'j·h •·h;> i' 'l r;.,_,.l'•" •:<l·i'\.'<l'' ')j'<)V,,.,,t''" d•'Vl' ''"' -1 :,·v-1 w·«h 1·,,,i···~-f'"l""''' 'n ~~··.-' •• :> ... • ,..,,,· t·>- .... ·::-:.>x"~·' ·').,.-•'"'.>-.,...., ..... ~.._ ..._.,~. ' , . ..,, ~.,,.-.,,..· ) .o,,..t) . .-,(-}, .• .._ }· ....... .:.i:....:.~ ... ,.;::; • ..,..._..._. ..._..._. ..... • )~ . ..,~ ~·. v~ :..- :i-:..._-....._, ~ ...... 

dnn:,,jug}_has the fblk1wing control ~;tn.1cturt.'. about $t<'>lh~tic<~l inf(1nnatkm generation p!\){X'S:'>ing, 

b t1w option datH of the request data nf the questionnaire received in S200 shown in ~tnEY_ipg,A, 
swJi:>t:ical infhnnation generation pn)cessing shrnvn hdo\v is performed, only vdien it is choss.~n 
that ~>tatistical infbnrmUon gent.'.ratkm ptoct:.'.S:>ing h> required. 
[0072]fo S8(t"?., CPU l 02 n.>ads the ;;;m;tonwr information answered to tht:~ qu.;.'stionnaire from tbe 
o.istorner infbrmatkm nwmory srnntge l 02. ln S804, CPU102 d~xrypt~; the personal data qf the 
Gusrmner infhrnw.tion read in S802 based on customer lD and a passwi:.nd_ In S806, CPU102 
geiK~rntes a statistical data based on the pt:.'.rsonal data of cw;torner inN>nnatKHt and 1ht:'. data of 
questir.mna!re .an::m··er nmi1- Here. the :itatistical d<ita refers to \vhat analyzed HK~ data of 
qtwstionnfaiH' ans~ver mail by agz~ or S(~X. ln S8Ci8, CPU 102 >..;.,;rites the stafr,;t!cd data generated 
$806 i:n the custon1er infi.m11~ition memory storag.;; 120. 
!. '' -v1 ., ]''!'l - l , ' -· !' ' ' l" l . ' ' " - l . _, ·'_1~}1 ,) . _ -_ie prognun e:-::t:cute( \'iltn an mtorm.auon provmwg r t:~V.Kt: \N_ttn rek~rence to _UA~'OJUfY 
has the folh)\,ving t.ontrol structure ahout: qucsti~:Jr:tnaire result transrn.ltting prnt:essing. In the 
questionnaire restdl trnnsirlitti.ng proces::>ing sho\\Ti below, A trnnsmission destination and the 
data to transrnit a.re detennined based on the daw_ in \:vhich th!'.: kind of data contained in the 
l:rmis.rnission destination data of qtit.'.Stknmaire resuh nmil and questknuiaire result rnatl 1,vhkh <ff(c 
rnc.~uded in the _n.::<luest data trftht~ questi(>ilnaire rf.~ceived in S200 t)f ~~1r~1y~:ing_4 __ is ~ho\·~._.:n, 
[0074 ]in S902, it is judged \:Vhether CPlJ l 02 is the company \vhkh n.>qt.Hi::sted "vi-·wther the 
transmission desttnatlon of a qi.wstio:tmaire result is the custome.:r \.vho replitxi to the 
qu(::•tionnain\ <md a questionrrnirc. This judgrnent is performed based on th(: content::; nfthe 
option data kitked to the ni.'.quest data of the questionnaire n.'.ceived in S200 of •;ln;mjn_gA 
[0075]lf a tntnsmission destinatkm is judged to be a ;:.:ustom\..'.r (}K is a z:uswmer at $902), 
processing \oiill !x~ ffloved to S904. On the other hand, if a transmission destim1tion h judged to 
bz~ a company (it ls a cotnpany at $902}. proc(~~,:;;ing \Vil! be moved to S910 

!f1()7t-ij-,!!-l S91)4-· r'fH T !- (}/ n->::'t'l" 'l- l'<-':snrii·i·,-l;-':ll-t'" 1·q .,, <111•~:'>tl,'l'l'l:'tin> '~'l'>':,·~"-lf~i- 1·1·1fr11-rq<-,ti<)q ->'i-,·in1 tl·l'~ ......... · ···· "- ::~.- .... ~ .. ........ : .. -.....~.-.-.., ...._··t·'· ,,.).,,.. )-.-. .... ,.(.,_).,,__t __ .,.-:..,._.,,.,.~ .• x, ........ ~,..l .. d_,.,, ... . -.. ..... "·'""'-<;-~,_,,: ... ~-l_,..,.,_ ,~ 

cu~tomer inforrn.Htion rndnory ~tornge l 20. ln S906, CPU 102 dt:crypts the personal ifata of the 
custon:wr information rnad in $904 based on cuswrncr ID and a pass'<vord. l'n $908-, CPU l 02 sets 
tht'. trnnstn1:->sirm destination Hddn~~ss of que~;;tionnafrt~ rt'sulr rrntil as HK' trnnsrnission (kstinatkm 
address of the E~mail nwn1orized by persona! data based on ti-w )X'rsmud data decrypted S9fKi, ln 
S9 l U, CPU l 02 set~ the trnnsmi::>sion destination address of questionnaire result rnail as the 
tram~rnission destination address of the E-tnail cont<l.ined in the rl'.~quest data of a qw:;stioniw.ire. 
! G077Jln S920,_ CPU l 02 judges \Vhdhcr t!-w data CQfflatrK'.d in tht:.'. que:->tionnaire rt:.'.SUlt rnail to 
tnmsmit is data of questionnaire ans\v.;,:r mail, nr it h~ a i>Hilisticd data. Tfos judg:n.cnt is 
p>::rtbrnwd based on the contents of the option datH in the reqJ..wst data of the qJ..wst\onnairn 
n~ceh'\~d \n S200 of d1:;1yj_n_gJ. lf send data is judged to b~~ data of questionnaire answer mail (it 
is a quesrionnaht: at S920), proce~~sing ~viH be nioved to S920 ()n die oHwr hand, if the data to 
tran~rnit iB judged to be a staH~itical data (it is a sta6stical data at S920\ proce~>sing <,.v!U be 
mov€.:d to $924. 
f0078]In S922, CPU l 02 reads the customer information ans\.ven::d to HK'. questionnaire from the 
c-ustotrH:~r ·in.fl).rrnati<_Hl rnernory ~(()fage l 20~ and. ,;:;ets th{~ data :of qtH:.~~~tlonna"i.re ans\vt.~.r tr1aB o.f the 
read c~Jst{Jrner lnf<)rtl1ation a~ send data, ln S924;. (~Pl.rt 02 reads. a statistical data ·tir.nn the 
~::ustomer int(lrmation memory storage l 20, <'md sets the read statistical data as send data. 
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!fl<!rO·j-I<1 "\07(;, enr !j tr/ ,.,.,,11s,~11't;; •he '"''_,.i,,,;,,l.l''l'l.""'l '1·=<t:' ''ei •ii·• i·i~ S9")? ''fl" "()·/j. vi·" ·fl·'"' ,.,,,,,,,.,."',:L _,Ji,.,.·'_.\) .............. _,,,.,,. , ... ~ '·· .......... i- ... 'i.<t· ... -::. .... -~.· :r..i ......... v} ..... w ...... ~ ...... ) > .... -:., • ......,. ,Jc.:i;..,:i; . ... ?:,.,..., ..... •• $. , ... -- ............ , ............ (.,. s.. ... , ..... ~ .... ~·,-"t'-........ ~t:-... 

control section l 10 and the !nt.:.:~rn;;.:t 200 to the predetennincd transrniss!on destination s~~t up in 
$908 or S9l0. 

!nn::o:ni1 n ~rng CPL' 1 {)')_ l\ l(,G("> 1.-'·'l"l·'"t h(<l' tr(p-J;;rPit1"l'l" ''''C'Ce"'-'''l" \'''1''; COH'!~let~(i Thi~ ii.i<:.k·rn•'«~t ~,. __ ..,_.,,_ ................ ,:: .·>-·-· ~·-}_..._,.. .. ~ . ..._ ·' ....... ~ ............... 1 • ....... ~o~~ ... .-· ......... ~~.(< .. >:.·' ........... .. ). ~;..~ ......... ... 

b pi;,<rfbrrned ba~ed on the history of th(' .iudgrnem in S902 and S920, and the contents <)f HK 
option data in dw n'quest dat:i of the questicmna\n.: received in S200 ot\'lnn\drigA That i~, .a 
judgment in $902 a.nd $920 i~; rer:H.:au.:dly nHKk: until it frllfilb the conwnts of option data 

!.{\() p l ·1··r'l·'1<" •";'"!o'r-:>~l· ')" .. ,,c' .; h;, l· l·li-~-;l'l"'"~''l' <)t'. j")!''"l"i· -~ ''1G_ d ''" .. ! ,.,.., l i'i() iy"'<"<l· , . ..,,, '>()()' ..-;> ,,,.,., "' .. ;, ,,. '''' <>»ll n "<'.' .' _\..>'\.() ~ _ .:....- i._,.l"°~""'~·~ \..$..~ i._,.~ :U.h . .,• ~.t..• .o,:(.,.i '-".>.:· ··• ~,.- ~ :~.,:.,.;:..,~ "rl-(::·~ .\\..•V ~- \• L•C-). .. ~...,. \. •. \~ .,{. · , \ v .. ~t .. ~ .,,}·..,.·s..~ ... ~ ·:....- ... ~ '~~'-~'- .,>.i._ .. <;,\ 

charts i~; exp!aint:~d. 
roo:s21rcustonwr information n.~gist\~r onerahoni Tlw nn.ict~ssiiw: which re&-:ish~rs custon:wr l - l ~,.,,. } .~ .. .,.,. ""'' 

information to the inti:::rmation providing device t 00 is explained from the consmner pn.:mises 
equipment equipment 300. ff the tram~m.lssion dt:'.~;frnation address etc. of the narne v,-hh:.'.h is a 
custorra:.~r\> persomd data, age., ::;ex, and an E~inail art:~ trnn:;rniHed lo the infr.innation providing 
device l 00 via the interni;.'.t 200 from thi;.'. consumer pri;.'.m\:>(~s equipment equipment 30(\ tht 
~nfb:rlJH1tion providing devic.e 100 \.>..· .. :Ul rei.);:i~/e a c.ush.)n~ter\~ pz~rsonaJ data (it is -~:{E~S .at S 100). 

!·r}r)8 ·~]Ii'' •11•' 1·<>c;''\·''''d rJf<i">Vr-1·"! ,J,l; ·:1 :.•i·e ,·1nt 1·;>;;ish"'Prl 1'i·•t<1 tl·i·-' ,-,q;;<·,--.,,~1''!' lrd~--,i·i-11 :i·•i''" ,-'l'"'•.""'l'\·' .\. \. \.~-' • .Ii.. ,J_ "'-" ....... -,,,, . .._~'.\ . ...., . ..,_v ~- -..•.'i.•. l. ~ ... (-}. ,,J:.,,.S,.{. ~-'- ,,.. ~ .. -... , .. \,...·~,.,_.,.,..;~ ''"' . ·"- .,. ,, ·'-•' .,,., •• ..,.~.··t,.'{) ,.. .. \ •. d-..• .. 'i. >;, S .• , .. 'i.~ L, ,,,i;. _..,,_, ~· 

storagt~ 120 (it is NO at S l 02), a n<:.:w column \Vi!l be created by the cu~.torner in±hrmation 
.management table (S l 04), and cu§tomer tD \vill he created (S l 06) The pass\vord entered. 
befort'.ha:nd is ch·:x~ked (S ! 08) and a custrnner\; personal daHt are enciphered ba~;ed on custom.er 
ID and a passv,·ord (S 1 lO). /\ customer\ enciphen;d persomd data are \Vrilten in the r:ustorru:.~r 
rnf<)rmatinn mi;.;rnory stotage 12.f} ./~J this tiffK\ custoiner inthnnation contains custon1er If) ;:ind 
the persona.l"d<'lta part \vhich an:'. shmvn in ~lP:\Wing_:S (A} Questionnaire answ<.~r daw. has not bez'n 
n)etnorizt~d yet by custotner jnfbrn:1ati{..!n. 
[0084][~- the person fbr a questionnain.'. narrows dov.,,-n ~~l of openttkm ~~ bdhre pi;,;rfonning a 
questionnaire, the opetaticm which narnJ\vs do\vn the questionnaire candidate \\·ho perfr)rms the 
quesd()nnaire ls explaim.'.d. 
[0085]If <.'l qtH::~<tionnaire candidme'~• .tuirrmving"dmvn entry <.)f chta is ;~arried out frotn the 
corporation tenninal t~quipinent 400 etc. (S302\ a custoffi.er'~, personal data wm h~ read .froin tiK~ 
custorni:.~r infhrrnation nKWnory storage 120 (S304J. His judged whether a i;;ustnnK~r's personal 
data an.'. decrypted based on cu~t<.)trn;:~r ID and a password {S3fJ6} and the del..'.rypted personal data 
are in agreer:nent 1,vith :narrov,.'ing"down data. \</hen personal data an:~ in HgreemenJ ;.vitb 
narrr;\.ving: .... dt)\:vn d~_tta (it is )··]~.Sat S3\f8):- cong.rtH.}US persrHH.d <.:.lata a.re ~avel] tcrnporarHy· to the 
meinory pan l 04 (SJ l 0). Then., tht'Sc opnations m:f repi;.;akdly perkxmed until all the c:ustonKor 
inforrnHtion is comp1etezt An end of cm<ton:ler infr:irmati<.>n ,,_..m wTite the data saved temporarily 
at tht: rn.e:mory pmi 104 !:n the c.ustotri(:r inf<.xr:nation rnem.nry stornge ·i 20 'Nlth n.affO\\·'lllg-dm.vn 
data as questionnain.~ candkbte (fata (S314} (it it> YES at S312) 
i 01 i x1~ l in, w"-1·i .. ,,,,,··ii·,,,~ {':·"1·1· t 1i' ,.., qh• ,.\ .-,i- i· l·,·1 ""·'"H ')" ·="'.·H,·-i-,_J r··i·, ._, .-·11 ·s·d·1· .-,1·• l., :•; ,,,, <'. ··i· i··.,,1 i' ,i ,,. "' ; " 11 ··1· i-i',·i'.',..,~,-i l .- '·· ..,_ .,_, l ..... ).. ..... ...:~ .... '\.1:i.:tJl.C. ,. ..... v.w. ..... 1 .... ~ ....... :\,>).... ~ ..... ~·-· ... ~·{~-!-.~·,, .... ~· .:.~ ...... !-.}'\.<• .... J .' - 1'.~· ...... ,. ........ :0 ... ~-· ... ..... ~o:.:i. .... "'" ,. ... 3 ... ~i:. ... :e.~ . .... :, -~. l~. ~ ....... ) ...... ~ 

do'\v~n, btu_:;ed. zm option data., it wirl be reported that it '\vas chosen as dH.: questionnaire candidate 
to the questiomrnire candidate {~k-. 
[0087]A questii.:.innair{~ candidate's per::;onai data are read from the custonkr infr.innatinn meniory 
ston.tge 120 (S502\ and narrowing~do1.-\·n data i::;. mad from the c>.istomer inJbrm;Ition memory· 
storage 120 (5504). Thz~ questionnaire purpose etc. are inputted 'Nht:n noti!\'ing a qucstionnain .. '. 
ca.ndidate of th~:~ questionnaire rn1r1:-~os.t..~ t!ther than na:r:rov:.tint~ ... d~)~:vn data" (~tc. (S50.6)_ .. Narr(n.\?in2;~ 
down data i:.~tc. are tn.ummitted to the trnnsrnis::;.ion destirrnlion addw;;s of the E-mail \Vhkh the 
questionrmirt c.andrdate's personal data read from tht:.: ctxstom{;r irrfr.irmation memory storage 120 
'l·VO\:: dt'.Ct~ypted has~::d on c.ustom~~r LD and a p;:\55\:~·\Wd (S508}, and was mt:morized by the 
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Mcrypled personal \:b~ta. The tra1~s.miU('.d E--maiJ is disphyed in the o;.:onsurner premises 
equipment equipnH::nt 300, and it is nodfied to a customer that the purposes of a questicmnairz'., 
et, .. art~ having b{"={~n chos{\n a~ tfH.: q:ut~stion:nair{~ t~andidat.f~ and narrtl-:,},.:ing-d(}\.Vn data. 
! nn::o:Kj ! C\, ,~,~,.;..,.,,, '"l. ,.,, ,~; <;.t)<~., .. :"- .. ,,.,!!'"'~-;;_ t''1· 0')''.1.,,.;;,,'\i,·1 .-\· · "!' l'";'·'n'F1.,, 1-·,.,, ""' l'1u·l; ,,i,,+,,' ,, •)>>···",·)•'" i +"l_,, 

~~· ·.-' ..,_ ..,_. ''{'.)...,,,.,...,:d,.,~\))0.H~ ) \.- ..._{_.·"'·f·~·.,~).,.,.,o.:. ).,.,..-.....- ...., . .._.~i .... ~.°'=::- '· ~· ,.._. ..;~,~:-.... .... ~} .1 ~-~- l'n·~.'b:,. } . .,} . .,(->. >.v .._..,.:,:_._, ... ~ ... ,:.,o;.;,.~. ,.,.'l' t-·-...~ , ....... >,~~ .. ~ \.~<.-+ .:(oi, 

are read from li'K'. (UStorner inf<:)rmadnn n1t..'.mory ~;tnrnge no after tlK noliC<:.". pnxx~~">$ing of a 
qtH;stionnaire candidate {$602\ and a customer's read personal data Hfi..'. de.:::rypted bast:d on 
customer ID and a password (S604}. Questionnaire data is trnnsniitwd to t~w tra.nsmissinn 
<:.kstination addres.s of the E-mail nK'.rH<)rized hy thf'. d('.Cfyptt..'.d JX'.nKmal data (S606). Thus, the 
qu(".Stionnaire anS\Vfr mall lo qu~'.stionnaire data is transmitted from the consunK'.r pn:ffilses 
eq1.1ipment equipnwnt 300 to the trn.nsmitted queshnrmain.: data Ren)ption of questionnain:: 
<.HlsWtX mail \Vill read the custom.er infbrniatkm of nrntomer lD applicable based on cm:tonwr ff) 
which recdved frorn the customer inf(>rmatlon nwmory w.irage .l 20 (S6 t 0). (tt b YES <.n 5608) 
A customer's read personal data an.'. {kcisp·ied baSt'.d on custo1ner ro and a pasw<'ord (S612} and 
the data of the q1.wsfronnaire ans\V<:.~r mail collected t\) ;;.custom;;::r information is addtd (S614), 
Based on (Ustoiner ID a:nd a p;;1ssvvord, ~lo customt::r't; penonul data are enciphi.:~red. (S6 J 6) <rnd the 
pt:rsonal data and quc::;tionnain~ arrnwu data \vhieh \VeH; enelpi'wred are v,Ti!kn in tht~ OBiTffner 

infr~rmation ruemory storage l :?O {S61 S }. 
[0089][Stntistical infornrntion generation operntion] A.frer carrying out fixed time laps£: fro:m 
t-ransn1lss~on c~r= thz~ sent quest·ionnaire data~ ()f aft~:r re(~<:)ivlnt:~ a fi.:-<cxl quantity {Jf questionn . .airt:~ 
result tnails, statistical irrfonnation gi;.:neration opi;.'.ration is performed based on option data. 
f(lfl9i'ij'J'1'1» <'.i•xt·n.,.,,,.,. l.<1fr'!''"l''-i'J·nn <{''''-'''"'l'<>d i'n l-)1<> '"'l'~'-t.'rq·1r1·:>i·1-~' ·<s ~·»;irl l'·'i·''\'~1 ll>•> <'.>::<;.;(i<)'«>·i· t··-'·-. •.· . ~ ...... ¥·~~ ... ,_~()'\,.~ ~ ...... -....} ).~ .... {-l>\.·.,·.•~ ..... \,.<,.}(..._ .<-...· ......... ~ ............. ~ ...... \.1\. ... \,..,_ !>· ... ~ ...... ..;.;i: •. ;r;,... }._ ........ ,,.,. ......... ,,_ .. ~ .... ~ ..... -....1.-..... s._._.~ ,. ...... . 

infhrmation memory swmge l 20 {SS02), and a cu:,;t<.rnK:r's. J.Krsonal data are decrypted based on 
nrntorner fl) and a pass\Vi.ml (S804). Ha~;ed on a customer's per::;,onal datu and questionnaire 
answer data which \.Vert~ decrypkrL a statistical data is gf:nerated {5806) and th(~ gerwrakd 
statis.tical data is \vTiHen m the Clisiomer inJbrrnatwn memory s.torngt.'. ! 20 (S808). 

!·nn91·11·n1 «~stinn1'1"lff' r>'s>ih '"~·1\."l 'wtin•1J -'\f1«~r r.:·"Pl'-"irw 'l th:»d ntnnti•~.- ,..,f(111~:;;n'ir)·>1n~:.i1«~ M)Swf:r _ • .,. .... _. ' - _·<._\-~ ....... ,~ ..... ,,~ . .,._, _, .... ~ ... ~ ............. ~ .. ~ .................. ~.~ • - -''''"-· ~'i:-,·-:a.• ~-"· -e.· ... ................. ':t· >;... . ·.\...,} .... _, (> .... ~ ........ , ....... ~ •• \ ..... \,. .... " .... ~~(.. 

mails a.fo.~r fixed time lapse from trn.nsmi.ssion of questionnaire data, a questionnaire result ~;end 
action is rx:rfonm~d. Hast~d on the option data ohhe ri;,~quesl data of a questkmna!n:.:, the 
transmission de:4inmion of questir.mrmlH: result mail,. \Vlwn it it> HH.~ corporation tenn!nal 
equipment 400, th<:.~ trnnsrnis~<ion destination address of company) and a questionnaire result is set 
as the trn.nsmission destination address included in the request data of a qtit::stionna.1re in fS902 
(<:;.9J O' Ori fi·i"~ otl""'f h:in'l 1yl·i,,,n •+v~ 1ri~1''-ffllS''l"'ll'l 'l"'<tl. >i:"·ti··)11 q·1' '1l''"'iinmri 0ffc F~"l dt· r>r11 ~s 'iF' .... ~-· .. } .~ .. ~ .... -t.. ..... )\,.~ ,\; -·'"" :· ,;r_ '-~. t. ............. i.. ............. . _ ... , .. _ .............. ) ............ ~>. ,, .... J. \,.} ~"-·-' .... . ............... "'"'"'~- ·-~ l>:.{. ~ ...... ...... 

c:ollt->urner pti;.crni~KcS equipment equipment 30(\ in {S902 Cus.-totner} Th~ p~:rsona1 data of the 
customer who replied to the questionnaire me read from the customer infr:irmation memory 
storage 120 (S904)~ ··-rhe read pers:c,.;n.aJ data are d.ecrypted \~·1th c.ustz)n1er lf) and a pass\\/Of(i 
(S906), and the transi.nission destirrnlion ;:tddn:s:> of quesiionnaire ri;.'.su!t nmil is set as the 
tnmsmission destination addrns~~ of the E~.mail nkmorized by personal dat~l (S908). 
[0092]Based on thf..: contents of the option datJ:l in the request data of a qtwstionnaire, Vv'hen send 
data is questionnaire result data, th;;:: ;::ustome.r inkirmation ansv.,-ered to the question11;0lire h; re;1d 
from q1.1es1'ionnaire} and the custz)mt:r information rnernory storag.;.~ 120 in (S920, and the data of 
quem'.101uu1ire a.thwi;;r 1nail b set as st:md data (Sn:n On Ow othi:.~r hand, wht.~.n s.end data is a 
statistical <.bta, a statistical data h; read from statistk:aJ .. cbtal and nw customer infhnnation 
mernory storage ! 20 in ($920 and it is set as send data. 
! f)fl9·~·_l-'\'<).,,.f. '~ <··:"'.H»:,<r-1i~<(j,";T' ;~;~<;.[·j'l.J'>[·j'•:'\l'j i'l·j'·:·l <"i~j>"l •''l,>_[.$' '.lj't~ <;.>~t .,,n nf"'"J"§<i<>rr,1h)'"~ "!>«·;> 1';;; .. , .. , ' ,J .~ ~ :t........ .. .... l.>.. ),,~l.h.~ .• A •. ...:f ... , A .•. { -..,.}...._.·.. ...:.c. ... . ».. ... J: ,")...._. (',.,, ... J:..:( ·+.A. ,.. ................ >.<r-·;. r-· ...... t.~ ......... ~ • .......... ·:>.-\.l ~ ..... ~.J.\:( .. 

tnm:::mittt.'.d to <l. predderm.ined tnm~~mis::;ion >:.b>timttion {S926). When there l$ a Request to Send 
of another trnnsmis$ion destination or anothtr (fata (his NO <~t S92'8), a transmission ckstination 
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and send data an.'. set 11p again, and predetermined d<.~ta h> tnuBrriitH.<d to tl pred<:.'tennlm>-J 
transmission destination. 
[0094]Tlw information providing de\ice applied to this ~mbodirnent. as mentioned above, tn 
order to t.'.ncipher and n1e1nodze tht.~ questionnaire anS\Vt:r data de. in v,.hich individual data i~:i 

contained vb a nenvork ln th<:.>. questiormain.'. de. "Nhi1:.h ari'.'. pt.'.rfbrmed on-line, Inf<.mnatinn 
providers, ':<Uch as a respondent etc of the questioimair{: f-K~rformed on-lin~\ can fhlly n:Teive 
protection of privacy. Thl~ Rt~ason \.vhich b<;.:cmne a '-Jl.K:Miomw.ire omdidate, questionrrnin.: result 
data or a st<ttfatkal <.fat<\ etc. C<'>n bt.'. trnm:rniHed t<) inf()rnrntion provkkr~>- such as a f{~spomkmt to 
a questionnairt~ of a questionnalr(~, i\.~ a. r~·suit:. th(~ re(:overy rat(~ of a qu~~stionnaire itnprzJves 
tKX'ause a qtH.:~;tionnaire candidat<:: g(~h the motivation of a qu;:.:stionnaire an;,;wcr, th~ data volunw 
o.f f.Jl.lS.!~tionna.ire result data i.nc.reast.~s~ a.nd th.e infl)r.1r1ation prov.idin{~ devic{~ ·.\:\-'.ht)se reHahH~ty of a. 
~>tatistkd data alsn improves can hi.'. provided. 
{0095j\Vith aH tht.c point~, an t.':rnbodirnent .indicated this time is mu~tration and should be 
c{>nsidered not to be resttjcti\.-\~ .. ·rh~: range o~f this inv{:.ntion is shO\:\--n b}' ab<.)\'e-~rnentioned not 
explanation but Cla!:ms, and it is rneant that Clahns, an eqtia.1 rnea.ning, and al! the change in 
>vhhin the !irnhs are included. 
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f'.LAli\JS 

[Claim(s)] 
l_Cl>•i <)l fl i< '' <·;·•t~·wri,:>·i·;,.':" ·11n;,..-i·.,-1i·110- ,.i.~v\,.,,, \.'-""1'!·,·'.l) r'"''">iv'~" J.l'l··>i<·i·i·><•:*i'~'l ,..,...,,)i"'';";'lo tV'"'Jl')'ll "l"1l°'' l.,,__,_._-).,,.\, .... ._·\., .... \ .... .r,.., ... ).\,0,)-..,..() _,}'..,, .'i. "~~.r;.,.\ol',..,.'-')..;'iro ,l~."h .... . ':>.- ........... b •• ).-... ..... (Ml,,-.... .... W'\., ... '10:).;.'1, ... i.\l.c~·"-'·) ......... ~h ~o:_'I,._{ 

which can specify m1 irn:.lividmli fr<Ym an irrfrirmafa.in pl\h'ider viu a nt.tvvork, and provide$ said 
information according to .an int(xin;~.tion .. n;:'.quin.~nH~ms person's dcrn<lnd, C<>mprising; 
.An i:nfonnation .storage i:neans fr.ir being connected to said nttwork, {'.nciphedng said personal 
data w·hich n:x:eiv{; sHid infr.n·nrntion from said infr:irnwtion provider, and Hf\'. contained in said 
nx::eived info11nation, and rn.en1orizing infr.nrnation. 
/\ tt.;quest rec~ption nwans f<)r rnceiving dnta whkh rnqutn.;s arbitrary inkxmahon whlch was 
connectt.'.d to said -iwt\vork and memorized by said information swni.gt.'. tneans from said 
infrH"mation-requirements person. 
.An infbrrnation transmission means for trnnsmitting i.nfi>rmation \.Vfrich \-'·as connected to said 
network, sald im'zxmatio:n storage nH..:ans,. and said n.:quest nx.eptkm means, "'·"i:B mernorizid by 
sakl infonnarion storage means, and \Vas demanded by said inlbrm1Hion-requirements pt.;rson w 
said inf()rtr1ath)n ... rt~qu.lrt:rnents person 

!Cbirn 2]Said im\)rmat!on providing de'>·ic(\ induding f\.mher an identifi\'..ation dat<l ;::reating 
n)et:.ns fcH~ g:enerat~ng ~dentif1cation data dt)tlnt:d f~:)r s.aid e\··ery infor1l1at~on p:ro·vider said 
inJbrrmHion storage nK:a.ns, The inf\:.innatir.>11 providing lkvict:: accordfrig to dairn l \vhidi 
li.mciphi;,cr5 said personal data. v;"hich ri;;.•ceive said infon1u1fo.m frorn an in!bnnatkin provkfor and 
an:.'. <.'.ontained in said n:.'.C(~ived inf<)rmation based on ~wid identification data., and contai11s a 

m{:'.ans for rnemorizing intbnnation conrnining said endphen.:d. ~Krszmal da.t~t 
[Claim 3JThe information providing device comprising £i.c.cording to dairn l • 
Said request reception mean;:; datR fbr nxpiring inforrnation c.ho;,;en ba~wd on a predetermined 
narrmv.ing-r..knvn factor about said pz:rsom1l darn, .An infrinnahon provkfor selecting rne:-1ns for 
said inf()nna.tion trarrnmis.sion mt.:ans to chra1s(~ an infr.H·rnation provjder based on thi.:.c 
afzxememioned narrowing-dov .. m fhctor and said personal data including a me<.rns frn rec;;,:lving 
from said inf:.)fftrntizm--requiremcnts person. 
The !st sdect data trnnsmfrting fftt;ans for reading a.n infbrmHtion provider\ jnfhrnwtion that suld 
ini"hrnuition provider sebcling fftt.'.ans \Vas sded:ed from said infr)rmatkm storage HK'.<lllS,, and 
transmitting to said infz)rffHHtmH:equiremems pt'.rson. 

!'{''!:>;"'' ,i·!:-:,;"; .. 1· ;,_,,f:.,l''l':>·•'<"'l'' ''<''""'"''~;·<';-> tl•'"_;l·,.,., 1''' ,., .. ,,1;-;,c,.,fr,.~ ~ .. , ,,,,;tl. "''h'.'•"">J"k·. ''''~"'1 ;11t'}l."l~"i•1''''1 f,, ... ,~._uu "'i_: ..... -.. ... H . ..: _\L"-~\~~· Ld'\,~-~i,,L\ ~ ... ~ .... )?~'-.<.tH,-;_; ..,..;'(,..•\: ...... c, ·.::·-....·). ... ~-d.:~ ..... ~·).,.,_.:t..,:. }-\):~,~-:I:.;,. H'"·b-,<;·~,.· - '-. .:--...1~(~~ i . ..... ~ _d.,..\.~- 'Vi 

provider selecting means, and said infr:irmation storage means, and an infr}rmation provider's 
infrnmation that said inforrnation provfrk~r sekcting ine;:;.ns \Vas selected is read from said 
intbrmalinn storagi.:.' rnem1s,. 'Ow infornrntion prr>viding device according to daim 3 '.vhich 
includes timber the 2nd sdect dat<.l trnnsrniuing mean$ for tnmsmitting to an inh)rmatkm 
provider \~dth sa~d S(~l{::Gt<:~d i·nft)rn1ation pro~/ider select~ng. rneans., 
[Claim 5).A statistical~zfota treating mi:.~ans fix said inlbrnwtion tnmsmi%ion nwans to ca.rry out 
the statistical \V:ork of an infornuition providZ:~r's information that said information provider 
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selecting rneans wa& ::;eh.'.cled, The infr)nrntion prov~ding dt'.\··i('.f'. according to dafrn 3 or 4 
including th!:'. l st st<.~tistkal-data tn.i:nsmhting rneans for tran~mitting a statistical data gent:nued 
by said swtistk.(il-data creating means to said infbrmatiorH;;.:quiremems rwr~on 
[C!aini 6]Said infonnation providing devict; is connected to said nen.vork, said infrnrnation 

provider sek'.cting means,. and said &tatrstkal-data creating nK'.ans, The infr.inrmdon providing 
"j"''<.r< ""~ "''.(•n,.d·"i'~" l'"'\ ,.;!·:.i· ,,-1 ') . .,,h;<.."l·• <1·,,,1,, .. ~,,,, l"~'ri·)><>i· if"' ·/i"l ''t''">;t;,.~·~i_,~,,i.,~ i"'"""-'~·1;1-t·;"o- <>«:"-''~'" -<'.·n-...,, ....._,,, )~ ....... ...... f, ........ , .. { { ~ .. ".':"'.' .,, \_ .. (->. : .. ~., ........ .\}.\. ) ) .......... }_{";..~ ......... ) ,.;:.. ...... (~· \ {":>.--.. {",....._ -..1'.i,,;-t·~~ .. . ~ ..... {.~~ \,f~, ., .... -~'0-t»>.~-~,_ ... ~~)i>::;: )ot)~~( .. ~~-. ~l:, .• , 

trnnsn1hting a statisticaJ di:1ta i~~~nerated by s~~id stah,sticaj,,_.da.ta '~reatin_g n1e,u1s to an inforrnati<)n 
prnvkfor \Vlth said selected information provider selecting means. 
[Cbirn ?]Said information providing devke a predet.ermined nmn)\Ving-dmvn fi1cmr about ~aid 
penKmal data, induding an lnpnt rnearrn tbr ::;a~d lnfrirmation prr~videt to input fi.idwr said 2nd 
sdect data trnnsmitting mt~im::;,. Thi:~ infornu1tion providing device according to cfaim 4 ·~vhich 
reads an infonna1ion provider's inforniadon that said tnfonnation pro,.,..idi:~r selecting means was 
seh::cted from said inforrnmion storage means, i1;ld contains a nH.~ans fr>r transrn1Wng to an 
intt)rrnation provider \vho inputted a nan\)h'ing<·(knvn fi1ctor into <:.<aid inptlt means. 
[Claim 8.]Sak! information. providing devict~ ;1 prelfotermirH.~d narn:J\.ving-dov-in factor about said 
personal diH<l., including. an input ineans for sa.id infrinrrntion provkkr tn input litnher said 2nd 
:>tatistical-data tnmsmitting rnean::;, Th~ information prnviding devi>.:.:e <.Kxordmg to claim 6 
containing a nwans fbr tnrnsmittlng a statistical data. g;o;'.neratd by said statistkal--data means to 
a.n information provider 'Nho inputted a n<i.rroviilng--dmvn factor into said input ineans 

!·,,·:l''lP) 9]"l'k·~ i ');.;;)"")"·:d·in" l)r.'.'}\.';'ll.l'U .-j"'·"i··'.''. ''l<...'.''.')n{ino i") :~'1:"° \''>!'·'~ n·i·' ;~l ·~ i-"')S -~ t, .. , <\ \.V~'~''.l'i !'l"l'({ .'"'-· -.,.{ .... ~ • ~ . ~:>.. ..... -. .ot-, ..... ~ -t{).c .... ~-{ ~·""'· n.. '·~' '~ ... ,., ~ .... , ..... , ........ c~ ... ,, '•·"-·} ..... , . .i:: ••• ,. oe ...... ~_{ . '· .. ~. ,, ~ ~{),. , '"'-l'- ~ 

infhrrnation providing tfovice is <:nnnected to said iK~t\cvnrk and ::;aid infrinnation provider 
selecting means, and indude~> fwther a nancJwhig~dO'Nn factor transmitting means fix 
transn1itting data in vvhich thi:.: afbrenwntioned narrmving-do\vn factor is shown to an information 
provider \vith '.'iaid sdecu~d infl.)rrnation provider sekcting means. 
[Claim IO]Said information \;:; ques:tiorrnaire infr.irrnation. 
Tlw information prov!ding dev.ke according to m1y on<} of daiins l to 9 s~iid \vhose lnJb.rnw.tion 
provider is a ri~~spondent to a qu<:stionnaire and in whith said statistical infonnation is HK: 
statistical inh.1rmation gen('.rakd baS<'.d on questionnarre tnfi'.lnnation cn!kcted via '.'ii.lid network. 
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(5"1} REAL TU\lE ON-LINE SUR\?KY S'fSTEJ\·t 

{57)/\bstract· 
PURPOSE: To answer to a questionnaire in n;al Hrne by 
readmg questionnaire sotlware desigimted from plural 
qu(~Stionnair sotlwan.~ stz>red in a host computer \n a 
ho!dlng t«::rmlrrnJ ~ystt.:m by using a tek~phone lln~\ and 
answering to the questionnaire. 
COJ\iS'HTUTION: The quest\onnain.: sothvan.~ st<>red 
mi.ct~ in memory in a terrnhud rnain. body l is further 
r,,;::ad in the tennirn.d main body 1 via boot ROE 5, and is 
<tnalyzed \Vith an oiwrntion signal SB inpuHi;.'.d to the 
terminal main body l via a control pad 3 by a uS!i.'.f, and a 
monitor ;::.ontro! signa.1 is generated, and i'< sent out to a 
tdevfofrrn monitor 4, thereby .. Hw control of picn.in.~ of 
the tele\~~sio_n t-nonitrn .4 ls perfi:.n1l1ed. ~rh(~ user read3 
audio vismd infhrmation obtained from th;:,'. td{'.V:sion 
monitor ,,l <~'<the content of tix~ questio:rn.airi::•, and lnpms 
a qm:stionnafre input ~jgnal to the t{~rrninal main body .l 
by operating the control pad 3, and an amn.ver to the 
questionnaire is issued. fo such a WS(\ <.lccess to a host 
compnt('r Si" perfrmncd vi~i a mo<km 6 and a telephotx~ 
ilne nd\\.'ork 7. fo such a \\.'ay, tht'. qu<;.~stkHuwii>e can b~~ easily t:'.xecuted. 
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Abstract of KR 20020006393 {A) 

PURPOSE: ft\ qu(~shonnaire and rnark~~t researd·i rnd:hod using a wireless mobile 
comrnunication network is provided to precisely anti efficiently nbt~ln a survey researc!1 
resuit at a !ower cost ln a short time by iinking the Internet and a motii.!e network 
CONSTITUTION: If an Inti:::rnet user accesSE'.S a survey research server and trusts the server 
with survey research, the survey research ~-;;:;rver makes out a questlcnnaire{S100), The 
sutvey resean:i1 server grasps the type of si .. irvey objects and downloads the rnobde 
nun1bers and PE'.rsonal infornwtion of survey objects, based on the grasped type, from a 
rnotiiie service provider(S110), The survey n?sean:h server transmits tfw pn?pared 
qw2sbonnaire to ead1 survey ob:i12d's W'AP tenn;nai and execut(~S surw~y research{S120), 
T!:en tl'H? survey resean:i·i server provides a swv~w research result to the cilent{S130), 

Summary 
Tl1i2 pn;;sent invention relates to a method for U112 survey, particularly thi2 IntHnet and 
rnotiiie networks in conjunction with an accurate survey is !ess than the c:ost of orw trilllon 
Four to get the n.-:sults invnediately using a wireless n1Cibile networks on !1ov.; to survey and 
rnarketing research wii! 
;1:.\ccording to ti1e present inv:~ntion, the user receives from the survey,. o::irnn1issioned the 
first phase; 'o'<ihO comrnissioned the ~>tnvev determined the type of person a~:cording to the 
survey 
Jeonghago_, deterrnined ac:con.Hng to the survey questionnaires of those types of subjects, 
including the number of terminals to provh:le persona! information, mobile cz)nm11.inic,:~tions 
business 
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Now th~~ second step a request to the s~~rv~~r; th~ \.:arri~~rs fro.rn tht~ server b<'J~,~~d on th~~ type 
c.if sur>/ev ~;ubjec:ts r1andset number of those questiorrnain~ 
Enter the recipient that includes personaBy kh:::ntiflable infr:irrnation third stage; the input 
terrninal nun-iber of the person receiving U1e: survey questionnaire to transfor the fc.io . .ntl1 
stage 
,: i\nd re.<:elves a response to a questionnaire survey on the statistical data are cak:ulated 
after the cak:ulated tiata provide the user 
Inciudin!J the fifth stage \<Vith a ;..vireless rnobUe i::ornmunh:aUon netv.,·!':gk ls provided by 
surveys ;:ind marketin~J resecirch methods. 
l\ representatJve 

To cia~rn 
Surveys, !ntemet, vnipdanrnal, 

Specification 
BRIEF DESCRIPTION OF THE CH~.il.,V\llNGS 

1 is also in acc.ordanc.€: ~·vith an embodlrnent of the i:iresent lnventk:in using a 'Nlreless ;-riobile 
networ~::s, and marketing survey research rnethods of ind!c:at1ng the status of the 
mangJe<ipsok 
.Aspe.ct., 
FIGS 2a 2g also used in the pn~sent invention is a drav,ling that represents the screen, 
3 is also in accot·dance with an embodiment of the present invention using a wireless rnobile 
cornmunication network is a f!ovv chart of survey and marketing research methods, 
4a is a flow chatt of figure 3 is the process of creating the survey. 
4b 3 is also the sub_ject of the survey ls a flov11 chart of the process of acquisition of the 
terminal number, 
3 is also c:i survey of 4c is c:i fiovv chart of the process. 
"Drawings of the sign on the main part of the descdption > 
HOa 'v HOn: User 120: Internet 
130: Survey Si2rvi2r 131: Survey Datab<.'l:se 
140: earache carrier server 141: i.iser datatia~>e 
150: wapseobeo 160a "' 1600n: wap~janff»:.11 

DETAILED DESCRIPTION Of' THE INVENTION 
Field of the Invention 
Technical Field The. invention beiongs to the prior ,3rt 
The present invention relates to a method for the survey, parUculc;ir!v the Internet ~ind 
motiile networks in conjurn::tlon iNith ,~m accurate survey is iess than the cost of (me trillion 
Four to get the resi.ilts irrnnechately using a wireless rnotii!e net>-vorks on tH;Jvv ti:> survey and 
rnarketing researdi wii! 
in general" wnventional survey rnethods to extract U1e ~;ubjec:t of an 1nvestlgation by the 
random walk up th~: phone and call or investigators sul:ijects 
.Any per~;on with infonnation to tl112 sutvev questions in person, and of those re~>ponding to 
the s1 . .n-vey results, based on information on hov.,: to clean up the four 
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''ltx19handa, 
In this ... vay, t!1e con<.,··entionai survey Larger ntJmbizrs of subjects and costly irwestigat1on, a 
nurnber of subjects in the survey of one person one triWon 
Becau~>e you can not defeat the hon .Alf investigator to parti<:ipate in generaL and becausi9 cif 
this ... each investigator according to the characteristics of the five 
May cau~>e tMe car, 
In atkHUon, if a professional survev firm, for each S\Jl"i/€V to extract th€ appn:mriate subject 
poptilation, and accon:'llng to the s\.irvev, the characteristics of sub,iects 
In order to analyze the results,. subject to person,:il questions atx)ut the nature of this 
prernlse is the hassle-free. 
1n thesf:: cases, subj~~cts ~~re usually ~~sh:d qu.,,~stions wr~ fr.:f::i uncornfortabk~ if you do riot 
cooperf.1te in UH.~ survey bEK~l~i;:;.e tYlQSt. invesUgf1tors 
!f '{OU do not work pmperlv due to the investigaUon "Nere Meanwhile,, the muse.Jes, including 
the computer a few years the rapid development of inforrnation and comrnunication 
technology, white the number r.>f people 1Nho use the Internet exp!oslon is less 
Has been increased, Especially sin(e 1993, the \iVeb (Web} technok)gy, as advertise(i,. 
previous!y w~~s the dornain of professionals and advanced users of 
Di2u!egedo the pub!ic rntmn~~t the spre.ad w~1s the instrurnenL 
On the lnternet, as wel! as Vv'VV'>f'>i,. e-rnaii, We transfer" rernorn <"Kcess, because the rich 
foatures and capabWties, such as contemporary society" 
Position as an in-iport:,:::int means of commuriicaticffl are becoming, Especi;:::i!lv in the case of 
Web-based graphical user-friendly lnter· 
Pace with the nurnber of its users by improving the cornmunicaUon speed is expanding 
explosively, 
Presented by this nev'" information and cornmunication technoiog>y' and data collection in 
social re~~e~m:h the po~;s\t)ilities of how to give a new [iirnenslon is open, 
rntemH~based data coHectlon as V•H?.H as faster and cheaper data processing and analysis 
cfu1 be done quickly >.tohen the 
The next statement is expected to signifa .. :ant!v !ncrease its leverage, 
These techno!ogin~I advances as v<Jeil ~:is external factors of social rese<'Jrch in the ~~rea inside 
UHz pressur·(: for new \Nays to pn2sent 
Came,. In particular,. the !1uge costs of research tn-vavva answer contact with the target of the 
investigation, the normal challenges of increased security limits 
Shot,vn, In these crcurnstances, one trillion postai or telephone surveys, w1~>tead of 
interviews have been spread rapidly. 
In p,3rtlcuiar, computer-assisted telephone interliew (C.AT'f) or cail i-andom numbers (RDD) 
survey of the cost of the advertisement as containing significant savings 
With a !ot of possibilities h,;we b:;en proposed. 
However, the telephone survey is impossible and the use of visual materials anr.l 
investigations ()f the limited ~Hnount of resEmrch Is still not oven:.:orne the Hm!ti~tlons 
ls not. 
These changes in the Intemet--based soci<~l nese,;~rch shovvs the rHW<' possit~illties,, but the 
n~ality is still a Ian;;.,_: part of its 1·1,vado~~ 
Can not support 
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SUMMARY Of THe lNVENTlON 
As mentioned above,. the present inventil::in to solve the same problern as anchuldoen 
gec:iteu, internet and mcibde networks in conjunction with a smaller 
The exact cost of the survey results to be obtained in a short tin-ie, an effective s1..irve'l and 
rna.-keting nesearch to provide the resources to 
Aims, 

DESCRIPTION OF THE lNVENTION 
To achleve these objectives, accon:iing to the invention, th€ user receives frorn the survey, 
comrnissione(i the first phase; z:tirnrnissicn1ed the survey received 
Dt0:b2rmin~~ Ulo;.~ typi~: ol' person according to t:h~::: survE.W,, and deterrnlno;.~d accordin9 to the 
stJrviey qtJf:Jstionnfjires of Uwse types of s~1bjects, induding t1"1e perst:.>rfs handset number 
Carriers to provide persona! inforrnation to the server to request a second stage; the 
carriers from the server on the type of survey sut;jects 
!%sed survey that indudes a number of those terrrnnt:i!s to enter personal inl'onnaUon to 
receive the thir(~ stage; surveys of those v,,tH) enter the terrnirwl time 
Enclosed in a fm.1rth step to transfer the StH\ley; and receives a r·esponse to a questionnaire 
survey on U'H~ statistical data an2 ca!cu!ated after the calculated 
The data provided to the user,. inciud!ng a fifth step is characterized In U-iat take~> place. 
Nowl E~ven less than 1 Referring to the drawings a preferred ernbodir0ent of the present 
invention vvW be described in detaiL 
1 ls also in accordance wlth an embodiment of the present invention using a wlre!ess ;T:obile 
nE'.tworks, and marketln9 survey research methods of indicating the status of the 
mangjeopsok 
Aspect. 
Referrin9 to Hie draw"ings, the present invention, accordin~,l to an ernbozilrnent of the 
wireless mobile communication nehvork using the nehvork status of surveys and marketing 
resef~rcr1 rnethods, me number of 
Internet users (110a ···~· 110n) Internet (120) through a surv12y server 130 is connected to. 

And, the survey server {130) cHfferent types c:f surveys and statistical processing of survey 
d~':Jta for H1e store 
T!w ~>urvey databasi~ (131) are equipped wlth rriobi!e cmnmunicat1on users' personal 
inforrn,3tion database 11wahayeo 
Save the tJser database (141) carriers that are eqtilpped w·ith a server (140) is connectect 
to. 
MeanwhHe., the survey server 130,. the wapseobeo (150) ti1iTiugh the rntiltlple v.iapdamYia! 
(160a ,,_, 160n) can prnvlde services to the sv1,iap, 

In less than an emtKKlimEmt of' tr1e invention according to the network using We survey 
method wiH tie described in detaiL 
First of aH, Internet user (1 lQ;;i ·''" 11.0n) of' the survey server 130 tiv connecting to, also as 
shown in FIG 2.a trnnsrnits the !ogin screen 
Carn~N«'l takes the ID and passwcird and click the OK button you c;:in log ln by, Internet users 
do not sub~)t::rtbt~ to ttle rn:ernbers 
(110a , ..... 110n) an:er joining the rnembe:rship should be logged, 
.And rnternet users {110a ,,,_, HOn) as illustrated 1n flG 2b, creating the frametvork forthie 
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qw~:sUonnaire survey to transf'~~r a web pag(O: 
Selec:t a c:au:gory and fiil out que~;tionnaires after the subject b'i pn~s::;lng tt-ie button" and 
then yciu can start 111/dtlng the questionnaire infonnat!On. 
Thi~ i>t.wvev provide~; Information for c:reating 'tleb pages is an exarnple of a 2c 1s in tl"1e city" 
and Internet users ( 110a ·""-' 110n) f1G .. 
Content of Web pages cached prornpt question~> {210), enter the inforrnatlon in thie 
questions and check boxes, select the tvpe of questions {21'.l.) the type of questions in 
Select the Ne"l>:t blJtton (212) by pressing the si:::!ection screen ,':llso bzsgisu of 2d GFl be sent. 
Ne.xt, you can see tmglsu Internet users in the selection screen (UOa ""'' 1 iOn) if selected, 
also the Si~rne vie\:~ e~nd ~nput screen 2e 
wm prQvizfa rnt~~rnet uso;.~rs (110a ''" 110n) to t~nter th~~ vi~~w .. as the survey also vi(O:>v and 
edH; scre~ms_, such ~is 21' is provided. 
View and edit survey seolmuntteui t-·1odifv !;utton on the screen {220),, and add a button to 
survey questions (221.), t'md the survey is provided. internet Users 
( 110a ... ,. 11.0n} viewing screen for tr1e survey Gm be found througr1 the survey 1n!'ormatinn, 
Meanwhile, the survey server (130) Internet users {110a , ..... 110n) cornmissione(1 Hie 
survey, the rnobile oper~.1tor server (140) butterfly 
Beli:mg to t11i~ survey r·equin?d i.lfJi~ .. - sex, occupation of U'lE~ mobile users to tr.:.msfer persona! 
information is requested . 
.Ancl, thE~ survey server 130 of the i:::atTier SE~rver 140,. frorn the age, sex, occup.;ition privacy 
of rnobiie users 
.After receiving the transfer, the transfer of rnobne phone users recelved wapdanrna! (16Q,;i 
,. ... 16011) is transrnitteci to the survev" the survev includes the transfer 
There was also an example oi' the screen are shown in 2g. 
Afterwards, the survey server ( 130) is wapda nma! (160a .. , .. 160n) in response to a user 
sut-vey to conect responses and sern .. l:::~ back a response via 
rntemet users after the calculated mechanical data (UQa "' UOn) Villll prnvl1.je. 
3 is ~~l$O !n flCC<..:irt1ance vvH:h an ernbodiment of the present invention using ~~ vvirel€S$ rnob!le 
cornmunk:ation network is a flO\N chart oi' survey and marketing research methods. 
First, if me Internet user survey, uw survey commissioned by writing (step S100),, surveys 
to h:1entify thi2 type of pi2rscm., idi?nW'ied 
According to tt1e type of terrnina! nurnbers of subjects, induding survey lnforrnatii:.m, 
personal carriers are provideij from (step S110). 
Next.. the written questionnaire survey of the petson performing the ~;urvey and 
wapctamYi.;:slro transfer (step S120}" the results of a survey to sponsors 
Should provide (step 5130). 
4a is a flow chart of Figure 3 is the process of creating the ':H.irvey. 
first, login to access the internet when the user (step S210), create a vveb page survey 
provides the framework. necessary' to create ,:; survey fr,sme 
\\lriting to enter tiata to the survey frame (step $211), 
Next, th~~ written surv~w questionn<~ire in order to crnate a frarne1,·¥ork for o;.:ntering survey 
inforrnation to create a web page to provide users of Hie lntemet 
Offers Inh:rnd: us(O:rs information from the survey is to cornp!~:h: qu.~:sUonnalrns (Step 
5212). 
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.Aftenvards, th~~ qi.H.~stionnair~~ and d.;~terrnlm~ if rmxHfications (~:,:ttw S113), to modH\' the 
quesbonmiire to u1e survey if you h~~ve to modify (step S214). 
4b 3 is also me subject of the survey ls a flovv chart or uw process of acquisition of H1e 
terminal number. 
first, the survey bv ldentif\ting the tvpe of person {step 5220), according to the si_ffve)' 
identified the type of personal information, including tl1i:: number of those terminals 
.Asks t!1e carrier (St<e:p 5221), Wi·iat type of survey vvhere .20 subj•:::cts_, age 30, indudlng the 
tvpe, M 
NOV'/., a woman's sex type, occupatkH1 type, and refors to rrianv. 
Next .. the survi.2y :Subjects .. inciuding the personal inJorrnation of the terrrilnal number of 
earners an.2 provided from (step S2.22). 
3 is also ,;1 survey of 4c ls ,;~ flo\N chart of the process, 
First, a large number of questionnaires sent "vapdanrna! a (step S230), ~-vapdanrnal are sent 
frorn the user,. so the answer to (but 
Total 5231), At tl1at point, nxigh!v 40 percent re:sponse rate Ii> e:xp1?cted to be: 
Next, th12 received que~>tionna1re rnsponses hwahay~~o database (step 5232), th<:c~ statistic.al 
anal)isis of the datab;:is:e (step 5233), settinQ 
Research cornrniss1oned by the door offers Internet users. 
Hh:m using the: pre:fom2ij e:rnbodirnent of the invention described in deta:il but the scope of 
the invention is iirnited to a particular embm:Hm.;mt ah 
Nimyeo, by the appended dairns should be interpreted, 
The effect of the inventlon 
According to the present invention,. in conjunction 1.·\1lti1 lntemet .3nd mobile networks is !<e:ss 
than the cost of short-accurate: survey resu!ts 
The amount of tirne to get into e:l'fi:::ct. 

( 5?), the daims 
Clawn L 
Receiving <'J request frDrri a user StHvey_, the first step; 
Who con-itrih;sioned the 5lH'VE'./ to determine the type of per9:;n .3ccording to the survev, and 
determined according to ti1e survey questionnaires of those tvpes of devices subJ<e:ct 
Pn::ivlde per'Son,3! information,. including nun1ber of carriers to request a second stage; 
The carrier according to thE~ type of PE~rson from a survey Qliestlonnalm t11at lndtides a 
nui-nbet of those t:h;;vices ;pryeokbat persona! inforrnation 
Tl112 third stage; 
Ent•.2( U':i.2 terrnina! number of U1e person rec<e:h.iinfi tl1e survey questionnair<e: to transfer tl112 
l'ourth step; and 
Receives a msponse to a questionnaire sw ... vev on tt1e statistical data are calculated after the 
tiata ~v,;~s determlne(1 to provide the user 
Step 5 consists of survey:> and marketing research methods; hciuding: 

The m<e:thod of dairn 1, 
The first step, 
Logwi to access the Internet users, the survey provides the framework to create a web page 
step 6.; 
The t1ousing survey frnm Internet. users enter the dd<~ required t.o create a framework to 
crt:~Jtt:~ a 7 step rec..:.~ivin9 survev; 
VVritten survey questionnaire in order to create a frarnework for entering survey inforrnaticii1 
to create a v .. »<e:b page that provides Intern<e:t users step 8 
.: .And 
The Internet offers us<e:rs information from the SL>rv<e:y QL•estionnaires, !nduding th<e: steps to 
create the ninth made tile surveys cind rnarketing research 
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Methods. 
Copyright. 2004.,2010 FreePatentsOn!ine,corri. 

Thi? fifth St.iH;J<e, 

In ti1e fourt!1 step of transmittin9 a respon~;e sent questionnaires received nu:nerous 
wapdarnnalrobuteo stiep 10; 
Thie first step 10 questltmnaire responses received from the datatiase hwahaneun Step 11; 
anci 
The elieventh stage of the d;:itab.35e by ped'orrning a statisticai anah/sis to calculate the 
survey resu!ts, including tr~e steps. rnade by the 12th 
Gene surveys and marketing research rnethods, 
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) 

~ilETHOD AND APPARATUS FOR COMPUTED 

RELEVANCE MESSAGING 

TECHNICAL FIELD 

OESCR!PT!ON OF THE PRIOR ART 

t 5 The alrn of a corn:rnun!cafa.ms process \s to rday inforrnation bE>tW\~en pairs oI 

provlder and an inforrn;:.:.tior: consumer. The followlng l:xleflr discusses the 

c:onc€HT;s en ea.ch party. 

Th~O! intonnatlon provider knmvs of piec:::<s ot lnforrnatkin and oi corresponding 

situations in w!·dch c>?.rtain ccmsurners would find triose pieces of .ini\:irmation 

interesting, useful, Gr va!\.iab!e, For example, such plecEn~ of Information may 

25 concern probk~rns consurni::rs who have particular attributes rni9M be interested 

in Sf;:iving or that concern opportt.mi1!es oi lnterest to consllfTlers. having such 

particular attributes. T!-&1 pn)Vlder wishes to dlstrlbute the lrdonnatic,n to lhose 
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10 

h princip!<:.:, an inforrnaJion provider might know ot thousands or mHllons ct 

conditions about vvhkh it can offer iniorrnation, The awJ:ence for such conditions 

only a sma!l fraction ot the consumer base, but where this small fraction 

nevertheless amounts to iarge nurnber of consumers. 

A chailang!n9 but very important cas(O: occurs •vhen verifying vfr1en t!1e oondit!cms 

r:Jeta!fed information about tlw consumer, his concerns B.nd affiliations., or his 

property, Thi(>: informatior) rni9ht be considered ver)1 sEms!tlve by< cons1..n1!e1·s, \ivho 

15 would not want to participate in a process that required disclosure ol' the 

information to the prov!cler. Therefore•, lt might s~}em impQssible to target the 

information to consumers because on!y the consurners hav,s aGcess to the 

lnforrnation required to make the determination that the inforrnation applies to 

them, and they are unwilling to expend the effort fo make a d~>termination 

ma.ke the determination on their behalf, 

25 The consumer is an !nd!V1dua1 r.n organization that kno~vs of lnforrna:Uon pmviders 

vvho have inkmnation of potenHai benefit tt:' thern. The com>urner rm~y in bet 

~~:no\tv of tens or hundreds of such providers. Typica!!y, at any g!v:::wi moment, 

oniy a sman fraction ot the lnformatk:in being offered by the intmmafo::m provider 
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fri:.:1 inton-nation 2_vallab!e from the information pn.:ivirier- He wouid prefer to see 

the subset cont~i~~tln9 ot information, 'Nhich ls rdevant to thEi consumer. 

Typh:.:a!ly, the information which thE> pmv!cier is offorlng changes \•Vith titrii;; and 1he 

5 conditions experienced by th$ consumer are changing with time. The Gonsumer 

woukl prefor no~ to have lo track cl"'»1nges c:ontinualiy in !1is own status a.rid n1e 

status of thEl infon-,<iation prcviijcr's offorings, He wouid also prfll'er nc·t tc iwve to 

rernernber th~~t pieces of information published some Hrne before couid havG 

m.iddeniy becon-m applicabte. 

20 

The consumer <Nou!d prefer that a i::n-ocedure:i be availablo for autom.•~tlca!iy 

detecting th0 exwtElnce ct applicable infommtion as lt bt~carrm appitc.:~b!t~, either 

because the consi..trner's siti..mtlon i1<:i_d changed, because t!1e information 

prcwidt'1r's offerings had chang:e(j, m because the conditions for applicability of 

consumer \iVOu!d prefer net fo reveal to the providor information about his identlly 

or 'lhe details of hls !nt~::wsts, preferences, and possessions. Rather, the 

consumer would prefer to roceive inforrnation ln a form \:'.there he may carefuHy 

study it before. using it 

The const.ffner \Nou!ct a!so preter to have a method to inform hlrnsE:!f about known 

problem;:, vvilh an inbrmatinn provider or wlth a certa1n piece of !nk~rn-i<:It:on 

t1efrm.;! using me infonnation, Typically, the consumer would praier that if H1e 

deds!on to us;z a piece ot inforrnatk1n is rnad~:, the applicatlon of thE: lnformafo:m 

25 is paln!ess ;,~nd essentially autornatic, The consumer '>vould preier to be lnst.i!ated 

frorn tf·it:~ prosp(ici oi damage:: caused by incorrect lntorrnation, 

It '•NOtiid th&H"0fori; tie advantagE:ot:m to provide a cnrnrnunicatlons technlque that 

addressed each of the atiove concerns 1;vlth regard to both the information 

3 0 pmvider and the inforrnat!on consurm}r. 

3 
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\\'O i}(l/.l3l1:1 

Tf'·H.:} inv·ention disclosed he~re~n en~ibies a .coHechon of computers and assocjat~~d 

...., cornn1unicatfons jnfrastructure to oth;;r a rH~;.;v con1rnunicahons process~ This 

proci::ss aHows infon11;~fo:in providers to broadcast inforrnatlc-n to a poputation of 

hforrnation c:onsumers, The inforrnation rnay be targ<O\ted to these consumers 

bas,;:;(! on irli")rrnation which is inac:cesslb1e to oth<~r communk;afo:,ns protocols. 

1 Cl for exarr;p!e bec<~use under other protocols th0 targ•Jting requires each P(*~ntiai 

recipinnt to rev1:;a! sensitivE~ information, or becausG under otl'H9r protocols thE: 

after t~xiHnsive calculations usin9 dat,~ avaHab!t~ oniy upon intirnat<9 knowledge of 

frw consumer cornputm, its contents, and local Emvlronrnent. 

The t;~wgietin9 also inch.itk:s a tirne eiE.:rnent lnforrna!ion can be brnu~1ht !{~ the 

attention of the consumer precisely wh~N'l it has become applh:::able, which may 

occur imn-iediat:.;!y upon rE~csipt of the message, but may also occur !ong after 

the message arrivE;s. ..t\gain, this is a h'mture inaccsssfols under other 

20 GCirnmunication pmtoccls, where the time of distribution of information and the 

t!nw of cons!.irner notifkation are closE>ly ilnked, 

The cornmi..mications process may operate wltf-iout intruding on consumers who 

do not rrx:r)ibit thr:i pn.:ds(s!y·spedlied neect for the Information, and H may operate 

2 5 \1Vlthout compromisin£! the s1:;curlty or privacy ot the consumers vvt10 partidpate, 

For example, Jn one !rnp!ernentatlon, U1f..: information provlder tk:i1~s not kiarn the:: 

identity or attrlbtHes c,f th€> !rn:ilvidLWJs wrw receive !nis inforrm~Hon. 

This process c.:nal:iies efficic.wit soiutions to a varh::ty of pmb!ems in modern iife, 

3 O including the ;$.Utornated technical support of modem cornputers, in the technical 
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support application, th~i disc·losed invention aHo\>vs a provider to re;~ch precisely 

those specific oompulers in a br9t~ consumer population '>Nhich E~>:hibit a sp;;;dttc 

combination of hardv,;arn. sctiwMe, syst<.:iro settlng~>, data, and locai etwircnrnent, 

and to offer the users of tl'1ose coniputers appropriate mn1Edies to correct 

Ttw presEmt!y preferred ernbod!ment of the ifi\h'.:>rition is spedaliy H.m•Jd to 

ao\fress frl;:; conc:erns of consumers and provh::le:·s !n ·'3. tc.»:::hnk;a! ~>upport 

l O in\tentlon are also c~escri:bed hl::re.in. 

(i) Hurnardy-interpretable cont;3nt, such as text and rnultimE.ld!a; 

20 

advisory may b€.~ relErvant to a consumer, by referring to properties of the 

2 5 environment of the consurne~r corriputer interpreting the rnessa~w, suGh as 

syshml ccnfigwrntion, foe system contents, attached peripherals, nr rernotely 

accessibie i:1ata. Th0 h1.mwnly"'intetpretfibk~ content in an advisory rnay describe 

the condition that triggf..ired the relevance determination iMXJ propc-s€~ an action in 

response to th~~ condition, which cculd range from !nstarnng software to chang~q~ 

J 0 system settings tC\ purchasing information <1r sofhvme. Tha computer· 

5 
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interpretable content rnay inciude software which pe::rforms a ct:.:rta.in cornputafa:m 

or effects a certain change in t!:i? system environment 

Advisories are communicated by a process of publication/subscription over a 

··' \to'idEHtre<'l network such as the interni:::t. Advfaories are pla<:ed by tl"H::ir i' .. mthors at 

~~s advice re.:~ders running on "lhe c:ornputers nf tH..ivke ci-msur:ners pedodkal!y 

obtain advisories frr>rn advic<:: servers which opGrate at advicfl srtes .. 

.l O .Advice readBrs process the rr:essages so obtained and autornaticatiy inhwpmt 

the relevance i::laUSE!S. They detenr1irw ·whether a given message is rEi!fvant in 

tM environment defined by the ~:on~>1.1mer's compl!tE~t and ass<:iciatt~d d1.::vk:;es, 

The user !s iru?n notified of thoM~ messages 'Nhich are relevant, and the user 

may rEiad thB relew.ml advisories and invoke tt:e recornrnendt:.:d actions. 

l 5 

Relevance e\."~thJ("1tion i~:; conducted by p.~~rs~ng reie\la.r:c.e b.:in~~uagr~ c!auses into 

constituEwit method dispatchE\S, These dausE:s hwoki? spt.:~dfic inspectors whic!1 

can rt:tum specific propertiEis of the computer, its conligtiration, its rne systetn, or 

other cornponmn of interest. ln effect, the list of properties of the env!ronrnent 

20 vvh!ch may be referred to in the rek:-:cv"-3nce languagE: and vEfflfod by thEi advlce 

n~$ad~~r is deterrnined b~/ the contents of the in.specter library ~nst<1Hed at n .. n1~th11.e .. 

ThB e:>::istence o! stanc.l<~rd :nspector Hbrcirh:::s provides the advlce pmvi(kir wlH1 a 

rlch vocabulary for describing thfl statfl d t~ie consumer i:~ornpt)ter ~ind H;:, 

25 environme:nt. In one imp!errH:intatiort thB col!eClion of inspector libraries can be 

dynamically :.::!xpandBd by advice providers. 

Advlce readers operatB continuaily in an auiornatic mod-e, gattH::rin9 advic~~ frorr~ 

rn1.tny advice prov!den> distributt.~d across public n~tworks sucr1 as the Internet, 

3 0 <JJld d~agnosing relevance- as a occurs. 
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PCTftiS9W1{}75l 

Anonymous Exhnustive Update P~·otocol, rnay operate in a manner \iVhlch fuHy 

•·aspects the privacy of the comp..iH:;r's 01vner. information resu!ting frorn the 

5 relevanc~? d;;itermination, i.<?.. information obtairH?d trorn the canswner computer, 

does no1 ~ea~{ out to the s~rver. inte:·nnati.on on the consum~r cornputer stays on 

very different gatherin9 protocds. vmy diffBrent securlty and privacy attributes, 

vmy different rndhods Qf de:o.;coriblng tl:e consurners lo whom a message may be 

(c~,g. rnaster-siave retationsMips). The disdosed invenlion is shtW.'n to !:1e capati!e 

Fig. 1 is a block d\agrarn si·1owin9 tt1e process of matchlng at!visories to 

20 consurners according to the invention; 

30 

Invention: 

inver.tbn; 

Fig. 4 is a now 1jia9rarn shO\'\.'lng a tsz~r1n~cai support app!!cation according to the* 

invi?ntlon; 
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15 

PCT/US9W1975l 

Fig. 5 is a b!ock diagram shtlwing an advice site accon:fa19 to the hvention; 

Fig. 7 is a b!oGk dia9nm« sho<ving <.::onsurrwr rnsponse to relevarn.::e notlfication 

acc:ording to the invention; 

Fi~l a is a d;ata structure sr11:iwln9 an advisory according to the invention; 

Fig. 10 b a flov./ diagram showing expr~~ssion tree generation according to be 

invenfax:; 

Fi:g. 1 i ~s a b!ock cHagrarn sho\\~~ng narned property rn~~thod dispatch accordtng 

to the invention; 

Fig, 12 is a Hov« diagram showing an object evaluation model w.::cord:'ng to the 

20 invention: 

Fig. ·i 3 is ''l fk.iw dbgrarn showing an d:ijact hierarchy according to the in%intion; 

Fig. 14 is a flo\:V diagrarn s!·10'Nin9 a new Gornponenl of an ob,ied hierarchv 

25 accon:Hn9 to the !nvenilon: 

F19. 15 ls a d':'lti.'l stnwtut€> ,st11:1w·ing the r:onh::rits t>f fm inspector libraty accordin!~ 

lo ~he invention: 
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Fig, 17 is a block diagram showing sirnulatm.i conditions according to the 

inventitin; 

5 Fig. ·18 is a block dbgrarn showing a commodity rnark•::it according to th€~ 

fig, 19 is a flovv r.1i;~grmn showing a rnlevance--adaptet~ document according to 

10 

invention: 

Fig·, 24 is a f!ovv tfa.i.grar-n showing a further rnandatory advict:i variant a(:cording to 

the invention; and 

25 

invention. 

9 
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The iriver.tic,n irnpfemBnts a proc~.ms of cornmunication 1Nhich svsiemat1c~·dy 

solves t!w problem of Unking an infon-natkm provlder lo information consumer, 

devices connected by cornmunicatlons nmv,:ork$. Jn actual practice, the~>e 

devici~s could range frorn tr2Witiona! large-scale ccirnputers to persori::.~! 

computers to h·~ndheld personal infrmnah:m 1r1anagers to 1::rnbi:.,dded 

l 0 <:~pp!!anu:::s such as terrn'.:<te controls cmd smart TVs, c>r other cornmon 

computationa!!Yydense envlronm0nt~>, such as transplxt;~fam V€:,hicies, The 

cmnmunic<:.tbns rnechani<>ms could lnclutle a rnod~:rn or other \<V.irt~d rneJia, or 

\-Vire!ess communications, uting the intamet or other protocols, and could include 

l 5 the discussion herein, the computational device si1a!l bci referred to as a 

computer and tht:, comrnun!c:atlons infmt>tfucture shali be ref.erred tc as a 

nBt\;VOrk. Typic:al €:1xan1p!es of such infrn.structure include intra nets (private 

compukr nel'Norks), and th& !nt-mnet thB large public eornputer net«vork that 

20 

probiem, The specific units d information to be si·mr~:d honcdorH1 are referred to 

as ph?ces of ?QY~~§'. (see Fig, 1), The ~>pedal \.li9Hal documents conveying &dvk:e 

2 5 are rnfermd lo as gdvlsorle~:. An a~h::J.Q~ ... QI;(}!.~r!filI i O is an c.;i·ganiz.ation or 

individual which offers infcrrnat\on in the form of actvlsories 12a· 12d. The 

prov~der ls representi:;d by a servi~:r computer in a cornmunicahng: network of 

cornputers. An @:;l.\{)i;.::~ __ qQl.J.~wner 14a-14c ls an organ!zatbn or individual 'Nhil::M 

fe{~ei\res information in the form of advisories, Tl"le consurner is rnpresi::nted by a 

1 0 
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!1 !s helpful to think in concrete terms, and to suppos,;i fr:at the ;3dvice provider is 

5 ln fact a large organization runnin9 a bf~;Je-scale %!rve.r ccirnpuler; that the advice 

consurner is in f(:ic:t an individual represented by <:l sin9le persona! computer, 

srna<t T\/, persona! information manager. or oiher persDnal c:ornputationa! deviCE!; 

and to suppose thm H-ie netv»ork of computers may communicate according to a 

protoci:i! similar w the TCP/IP protocol now in use by th$ !ntemet. ln a.dual 

JO practice, many w1rlations can be expected. For example, an adviee provider may 

ccmstitut•:> cH'i ind!viduat represent~;id by a personal computer, an advice cons\1rner 

15 

lfaing this tx:rrninoiogy, it ls now possibk: to describe a key purpos.;.: r::f tb~ 

invention The inventic·n allows one to relay advisories from advice prov!ders to 

<:dvicf: c::.irisurriers.. Th·~: cornrmJnicmion~> protocol aHo\vs narrn\Niyyfocused 

targellng by automatica.!!y matching advisories witl1 ::::ons.umers. fr;r \•Jhom those 

2 0 advisorh"s <:tre relevant 

fie~H'·lf:t:1ce det~rroinaHon (see F~g, 2} l.s c~arded out by ah appHcaHons prograrn~ 

ra'ftoirred to as ihe w:,lv!ce rea~ig>r ;?Q which n.ms on the cons~nner cornputer and 

may automaticaHy ovait..w.ts relev.:~nce based on a patentiaHy complex 

25 cornbinatlon of cond!tiom:;:, indudin~r 

.. Han:.ivv~1re attributes. These are, for exampl~\ the type d computer on ~,vh!ch 

th(;;l evaluation is petforrnect, the type cf i1anj~van~ configuration 21. the 

capacity and u~•BS of the ht:trd\<va:-e, the tvpe of peripherals aH~lched, and the 
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* ConHguration attributes. Those a.rt::. for example, values of settinqs for 

*' Database .nttrlbutes. Thsse gms. for exi.~rnple, attributes of flies 23 and 

databases cm lhe i::omputer whew evaluation is pertonned, which may 

~ Environmental ;.:ittributes, These am, for exampie, attributes whid\ can be 

l S of thernrnL <'ti:.:m.ist;c, z1ptica!. geographic positlonlrq, <.:mci othi?r measuring 

d>.- Cornpuled attritmtes. These an.:~, for 1;.:x.:1ffiple, attribute~> which can b~:~ 

cleitem-iined aJter <.:ipproprlati.::: computa!lons basfJd on knowl~~dge <>f hatdw·are, 

20 configuration, and database and !'3nvironrnentai attrlbuzes, by c.;pplyh·:g specific 

mathematico"!ogical formuias, or specific cornputatkina! algorlthrns. 
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15 conf;guration ol ih~ invention 1::1.nd l{H9 existence oi c•::irtaln advlsori;;.is or types 

subject of relevance dEiterrni:)<)tion, 

only frorn several advice sites 33a·33c, ~'>O that the consurner is not burdened 

\V!th the task of reading irrdevant <'Jdvisories, ln thls way advisories may provlde 
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an automatic diagnosis 34 to any prnblern which a reievwiz~e clause may 

.Advisories BJ!o.l d!gita! docu«nents which may contain an io:xpianatory ccmpcment, 

5 descrihinG in hmm~ the consumer c&n eas1iy understand the reason that the 

advlsory ls relevant and the purposts and effects <.it thEi action which is being 

rncorrnm.~nded to the consumer. Th<::ise digital c~oc~iments may a!~;o contain, as 

anoH1er compom'lnt exec~itab!e computer prngran-n~, or links to executHbte 

computer progrn.rns tn this \·Vay advisories rnay provide an automatic solution !Cl 

!n short, the invention posits a situation where proactive f.tdvic1'~ providers identify 

situations of interest to ccir;sumers and provide advice about dealing with such 

l 5 situations, 

To make the above grmern.Hties more concrete, a pc.Hticu!ar appHcation arEia is 

2 0 described wh~re this comrnunications process rnay be of (X.:insidi~rable utility (see 

Fig .. 4), 

ln the technical support application, th~~ a.dvlce provider otters a cornputer-rel<:l.ted 

product or service, such ;a:;~ han:lvvare, software, !ntemel service, or data 

25 processing service, The advicf:l provider ha.s a potentially large, pcitentiaHy 

widely distributed customer base 40, ln pa.rt frc:;i11 user input 42:, the adv!ce 

provhjer Knows c;f prot,k:rnatlc ~>itua.tlons 41 which may affect cert~~ln cornputi:;rs 

betongin9 lc the cuslmners. The ad,ilce provldE:r klentifie~~ thf~Sf~ prcb!ematic 

situations 43, which n-iay indudt':l the use of outvof-date versions of solt.1.·vare, 

3 0 improper system setHngs, c:onflictln!~ combin<.~lions ot softwam applications, 

1 4 
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attributes wi·iich :nay· signal the sltuation. Ths advtce provider may know a 

10 

A propo~'>al to upgrn.de to a new software vBr$lon; 

.. 

15 ~ A proposal to run a ce:taln script 10 effect a ~~olubt:>r1; or 

sltuat!on. 

2{) The advice· provk:ler autht)rS an adv~so~·/ 45~ v~·t~~ch ~s then preferabf~l tested 4t)~ 

prnvlder can use inVf}ntion to roach thE.1 consumer poptdati(ln eftlclenHy. Th€} 

provk.ler packages the infmrnaUon about !he spedfic situation as a tmrnal 

i~dvlscwy concerning. 1l1\$ situation. Thls digital document rnay include: 

situa:hon occurs; 

5 
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5 

·1' Exp!mu:uory information intendi?d ior c:DnsunkffS who are in the givBn 

s!tuafo:in, clescritdng to thc1se consun1ers the situation they are in, the 

implications of the situation, ;;u-d the providers proposed actions w correct the 

<!' Digital content providing autornaiic solution or response. 

The advice provider publi~>.hes the advisory 4G over frw Internet or an him.net 

through an advk:e ><erver runnlr1g at the provlder'&, advice sh~:, For sxarnp!s (see 

1 ::.i The ai:tvks consumer is a u~=,er of the products and smvict"s of thi?:? advice 

providi"r \•Vho kno\~'S of lhe advice provid&r'~> advice site aml generaHy trusts the 

provider's org.anization and the advice that it authors. The advice cr.:nsutrier has 

avaiiab!e on h!s computer the advice m~1der ~'pplication. The advice consumer 

20 provider. 

The «idviee reader ~'.O (see Fig, 6), at schedqled intervals or under u:ser marnJa\ 

control vb ,:?, user interface E)ff, gathers advisories to '1Nhich the ust:;r subscdb&s. 

2 5 ieast in part on intorrnatit·n in various us.er s.lte definition fikas G8, Advisories are 

gafrierEH:l from the- advice provr(~er's a>:lvice sites 33a-3~3b using a gatherer GO, 

The reader then parse~· the ;;i,dvist:irieg using an unwrapper 61 and ;;i,dds these 

advisriries to any already existing body cit tHiVisorie$, Advisories may be 

provided to the reader via any of several sources, including alternate input 

30 streams 62, ThEl advice reader determines the relevance of any of the existing or 

l 6 
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15 

and a display and manar~ernent sysiern 66 that d!sp!ays H3!evant advisories for 

/;,., typic:a! ro!evant advisory !s reported to a consumer as follows: 

settings. Cornputers with this comUnatirm have frequently been reporting 

a partk~u}ar protl!ern. Our company !1as a scAution. It will ohmge your 

computer S€~ttingt» !f you <'J.Cl~ept lG use tf1is solution, your pn:ib!i:>rn 'NH! go 

on th<S advisories ii 0, for exarnple by ignoring the advisory iii. Otheiwlsa, the 

20 user potentially cMiberates, \Nhich doHberation rnay include informing l1irnseif 

iurttH.~r aboui the advisory or its auU1or 1 ·12, lnforrn!ng others of the advisory' 113. 

or taking 5orr10 other offHne actim1 114 and then, dE:ipending on the outcome of 

the deliberation, he approvo.s or den!es approv<~L 

approval, an automatic so!utku1 may result, \Nhich rnay involve ~ \1ariety ot 

2 5 activitiss. incll.Jding software aownload!n9 72, installation, and execution 7~, ;~n 

automatic efectronk response 73, or the purchase or order of a digit.a! object 70. 

This patticu!ar appiicafon area s.hm·vs ho\v irwent!on can be used to diagnose 

and fix prob!erns on a cornputi:H' autornaticaliy, There are many other appHeat!ons 

7 
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than fixing computer problerns, or offering new forrm~ c;f private communications, 

5 

1 O uirge Scale Communications, :n common with other compliter--mediated 

reach a large number of consumers <rnd convey to them a large tioi:ly of 

l ~ Automatic Operation. Trti::; matcbln9 of information to consumers is donB \•vithout 

appropriate consumers. The provk~er can guarantee this by carcifui\y specify\n~i 

25 
not possible under other protocols because other protocols require disdom.ire of 

this infonrw.tion to the provider to determine if a piece d lnbrmahon ls relevant 
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5 Automatic Unattended Operntiori- The invention is an automated mi;:ssaging 

subscribes 11:.1. This pn:H.:~ess rn<>1y be fuliy automatic (manual intervention is also 

available). The databases tii <:u:lvh:;e r·osident on the consumer computer may be 

consurner only see~~ :nformation relevant to his pt\:;cise attributes. lnduding 

l 5 attributes derivable frorn the contents oi Mis c;:imputer, associated peripherals 

and affiliate() cornpulers. 

Tirnely Provision of informath:in ln a typical mode of operat!on, a p:e(:e of advice 

may i?nter the ccmsumer cornpmer and remam resident for .~n extended period of 

20 time before becomlng reievant infornH.liion is displayed when it kis becorne 

applicable, not before it dc·es, 

Opportunity tor DeHbemtion. Typically, the advice r~'lader does not autornaHcally 

apply a recommended solution operator, Rath0r, trK< advice reader gives the 

specfa:.! aspects to the deHberatlon process avaHab!G in invention: 

~ D!sdostsrn of Potential Rlsks. By exp!olting known user interface tYiet!1ods, 

30 sw::h a.s HTML. disp!a.y ~·.1ith hypertext !inks. the invention f:?rW.biss <sdvice 

l 9 

MSLV_lN\/ 00f751 

Unified Patents 
Exhibit 1002 

Page 1137 of 2584



PCT IOS'J'lil 975 t 

pn:.fviders to inform consume:·;,: h.diy about potential risks associated vvith 

fol!o\vlng a c~:Hi~1in recornm\.~nded course ot acfa:::-n. 

s as the BBitl'H Advic~~ Eun:iau) consumers rnay uSE.~ thE~ E.Klvi~~ory mez':-han!srn to 

inforrn thernse!vl.% about the exlshO!nce ot kno\>vrt and foreseeable privacy f.md 

bBfore accepting pn:ipnsed solutlons. 

their o<ovn ·faulty advice. An im:tance ol this ls the UrgentAdv!ceNet 

mechaJ1!$ff\ ( discus~><..><j b,::;!ow) k.ir rapidly d\striouth9 advisories to the 

invention popufation. 

way that the advice reatfor cHers it tc the user to apply t.~ n::icomrnenaed so!utlon 

operator autcrnaticaHy after th1a user has giV<Sn approvs.L Thus, the invention 

ofter~~ an automated solution to the users condition under user guidance, 

20 ln short. tl"!e invention provides a n1ect·1ani~>rn to match consumers wlth highly 

specific relevant advisories efflciEntly in a comn-iunicmions structum whic!-i is 

msponsive to consumer ccrn:;erm~, 

25 
The discbsed invention GffE:rs a. corriprehensiv~~ prc>m.'J$S h}r cmnputed-relev•:~nce 

messaging. Tri!s is <> brm.~d idea, 'Nith many- pc:sslble $pplieatk)ns. !n Gt'Jrtain 

20 
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5 

(see Fig. ~3). For a concrete instance, consider the technlcai suppc·rt app!ication 

(discussed '"'bove), 'Nhere; 

* Communication must take plaoz over public nt::tworks such as the Internet; 

functions. as if it had intimate knowledge cf thE~ cc·mrnrrH3r's computer ~rnd its 

contE:nts~ Thes~::: conc~;;rns ar'e fe-~Jitkr1ate tH3Ca.use the intt.~rnet ts V·l~d·~~dy k.nov~~n as 

an ins:Jcurf:• corn:tr1un~catlor!s mediurn. :t--1ence: syst:;:rns \."'~·hich h1ten:lct \{\~dth th~~ 

The invention <'Kldrnsse~::: this problem by pn::~·posing a rrmthod of interncfam 

bet\<Ve€ff\ !f"!Ei consumer computer <'md ti·i£-:i intt~rm~t which prott~cts the consumer's 

pr!v;~cy. Thls rnechanisrn n€iE:d nc·t be used in other sethngs. For example, in 

2 O cert(J.!n private computer nehvGrks, cornrnoniy refr.~rn;;;j to as intranets, H"ifJ 

;nvention has a variety of applkations. In such settings, ~rncmity and pri\/acy are 

com~ic:h:;red ~1u~mmt<o;l.o:d by physical control of tb;_: computer and comrnunicatlons 

lntmstructwre involved, and pos~~ibly by coniracts creating obli~}~tir.ms on the 

25 

The lnvention employs a special protocol for subscdpt!on and gathering in the 

security and privacy critical setbr19. Fcir purposes of the cllscussion herein, this 

setting is refe;-red to as the Anon;.-'rnous Exhfaust!v<:; Update Protocol (,!.;,,EUP). The 

intention of this interac\lon protocol is to create a one-v-v>ay membrane, ¥vhere 

2 .l 
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inlmrnation about the consumer does not leave the consurri€ff computer unlElSS it 

The .AE\JP protocol !s describi;::ij as the def auH protocol of thB lnvenHon, The 

5 r,;.:ascm:;:; that this protccoi offers consumers privacy is dlsc:wssed bek:ivv, This 

document also describes many applications vvhere security and privacy are rml 

critkc-d to aCC(O!ptance by the consurner. Thus, lt ls p1J&sib!e to provide a certain 

degree d secwity and privi:u:~y prntectit:H1 V\.d!hout u~~ing this protocol See beiow 

l 0 Update~ Protocol (ASUP). 

~The invenhon addresses: 

15 1'< Consumer Pdvaey Concerns. The h1vE~nt!on full;{ respects consurner privacy 

20 

concen1s. i.n an imp!ernent;:,ltion offering AEUP, consumers may bern::fit from 

mmowlyvfargeted aclvk~a without ever needlriq to reveal meir ldentity, nor anv 

ct the attributes n:~tt w~mi chec~~ed !n cleterrninlng rci!evance, nor the fact of 

relevance itself. 

~ Consum0r initiative, !n a typkai rnode of operatlon, no advice is rc*celved 

by the advlce readE.H' unless the consurner inltlated trie subscription. Thb 

protects U;s consurner from 1.mwanted ccirnmtmications, 

25 <!> Ptivaoy of A.t.itomatk Operations, Under AEUP, thH opt~ration of 9athering 

advice from sites, the c.:·1:n:.;rahon ol' evaluating relevance, and the operation 

of displaying rekwant adv\ce to the consumer need not result ln the 

dlsdosurn of consumer data to the advice provider. 
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• Frustration of intrusions. Cetialn ernJ:iodln'!ents of the invention contaln 

mechanismt\ described below. !o prevent comi:.m::i>T1is1?s of privac:y even in 

case of certain H!ega! eavesdropping actlvifa~s 

5 .. Consurn~:H· Sizcurity Concerns. The inventlon h.dly respects consumer security 

: .. ~ 
.-.\.1 

.l5 

20 

25 

• Harmlessness d ,<\:.<tc.i:11aUc Operntions, TyplcaJly, the process of 

~ptherin9 and evduahng sdvisories h;:ls no noticeable effects on the 

" 

methods. such as HHAL display wlti1 hypertext ilnks, the invention enable 
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ffieohf.H1isrn disciosecl herein H.i inform themselves about the existence ol' 

knov·.m and foreseeable privacy and scicwity risks as~>ociated wiu·i ~">pecific 

advisories and/or advice prcvidi~TS before at~cepting proposed soiulions. 

S • Correctkm of }\nown Defer:ts. Thi;,: invention aik;w·s advicH providers to 

retract their own fau!ty advice. it ai!a\<vs other people to criticize an m:ivk:e 

providers foully <~dvice. 

~ Automated Solution. The advice provides typically authors an advisory in 

J 0 such a vvay th<:lt the advice reader offers t<:i apply a recc:wnmended s.oiuHon 

operator a:1tomatica!ly t<:: the user systern after the user has Qiven (O!pprovaL 

Thus, the invt:~ntion pn:ividE~s ~' rm,,chanisrn br e!ficiently n-iatching consurner \.Vith 

highly ~~pecifb relevant advisories in a con-n:'!urdca'lions structUt'E\ whid-i is 

The ;::m.::;sEmt dc:n::urn1?nt describes cornputtld relevance m•::issaging from many 

2 O viewpoints, i.e. from one extr.;::·rw ol a gBneral ccimmunicafa)ns proces~> tci the 

C>ther extmrne of a set ot spsdflc protoccAs that have been impl>:.:rnented by 

Unl\ier:se Gornrnur:icm\ons, lnc. Qf Berkefay. California. it ls v,rorthwhHe to dassi~/ 

the several !ayers 0!' th~~ invention as des<:rlbsc! herein: 

25 Relevance Guided k!essaging.. The general cornmunications :pmce~~s used by 

con-tputeff, its conti::int~'>, or environment which >:::<Jn be autornaticaHy evaluated 

30 by oon:paring the asc<ertion >Nilh tht" consumer computer's actual state, 

24 
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genera! description of th~ advisor'/'$ subject rnatteL 

l 0 reguiar synchronization. 

1,"-:;1vimnrnent, by· comparing them with H>B actuai state Di the environment, 

and diecking if these point towards or awa.y frorn reh::vance. 

trie invention provides a detailed too! for tapping into very hi~Jhly defined targets, 

which other protoc:.:iis for targeting !nforrnation cannot rnatct1 because they do not 

c:arnpt.itt:.:r netw·or\~ in a secure network si,1c!1 as a corporat~1 intranet ln another 

2 .5 
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!mpiementation, the five--part mode! !s run on a public computc:r network sud1 as 

the !n1errmt. Certain com::erns that affect the public setting (e,g. security and 

It is important t\.l note that thls fiv<;>part tTKKiel may havf-' embodiments !n wi1ici1 

th€'se five pi.vts are not imrn~.:idiately i?vident Potential \rnp!t:::mentaHo% <vhicr1 

10 rnak~~ it dear that then.:.: c~~n be many supetiicialiy d.iffon::::nt way.s of <'lCfiieving this 

cornrnunkated sirnu!taneous!y ln a different embodiment, the relevance ~J~mrded 

n-iessctf.18 can be corrnnunicated in tvvo stages, where the first stage sends a 

part Conceptually', the same useful effect can be obtained using either of these 

20 F\eievance Guarding with Sr:icurity and Privacy. Owin9 to the tremendous 

importance of public networks, suGh as the Internet an irnpkirnentation of the 

25 becon"~£": a sect~re antt private gystern over pubHc net~vorks ~s an in1portant 

ernbodirnent of the disclosed !nven1ion, !t is potentiaiiy helpful for the broad 

consurneff acceptance of con1puted relevance messaging. 

Preferred Ernbodiment ot the !iwention, The presi:ntly preiem;:d embodiment of 
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15 

carefuHy designed to ff;ee! the goais underlying this systern, Th;:i many 

subsystE~rns iHustri'1te the potemlal of the invention tn the technb~J support 

appiicaticrL Thosci skit!ed in the art \.'Vil! appreclate that ttH.::rH are rnany oth.~r 

applications to \~1t1ich tt-lt:.i invention rrn~y be put 

Variant !mp!ementations, The specific implernantatlon was arrived al aftizr a long 

series elf dlHerE~nt appHcaflon M€.,as 1.Nere e}:;amined and carefully studied. Thls 

docurnent describes in consizjerab!e detail a iarge nurnix1r ()f variant 

irnplernentatiorts rnodify the tni.$!C operation of th€;: central !rnp!err:E>ntath:in for 

of low cornm1.inications band1:vidth is important and privacy is unhnportant A 

The folto~v~ng (Hsc~ussjon: desGr~bes the k£:~y corrq:HJrH=.:nts in ·~\ ... ~~1~:1t ls currenHy 

rngartled at~ the t:est rnode of implen:i:mtin9 the disdm>e\:l !nvernion. !n thls 

lmptmnentation it ls assun1;;Kl that comt-rmnic>~tions are via st<.:ind<.:H'd lnterr1et 

techniques, and that the advice provider and o.:u:Jvict:.i conslimer are both relyln9 

20 upon standard network connecte-J ccrnputers. 

Thf:: fd!mving is a Hsting of 1:;om1:.Kment n;.:.irnes, fr:iHowed in var!!:.ius subsecH:::ins by 

2 5 a brief di~>cussion of eac;h compcinent 

.3 f} 
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.. site descrlpt!on me 

5 * inspecttff Hbrary files 

on tht':l use of !r;iern~~t cornn·iunicafams protocols, Those sl<ilkd in the art wiH 

advice site 

15 

certa\n TGPif P rnql!Bsts fN infotrnation, 

The soft~vare associated v<'!th th0 rmrver rnay perforrn the funcHons of an HTTP 

25 stt>red in the directory using we!!·hncv1N1 comrnun.ic:atkms protocols, The sofbva,re 

These protoco!s ma.y inctucle: 
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s. Tlle abiHty to serve a directory rnessarw dE!SCrib!ng the content>. of the site 

directory,. including filenames, slzes. and date~~; 

5 s. The ab!Ety to sE~rve an abstract message which die~sctibes 1n abtm.~v1att':!d form 

L5 

the contents nf the hk% in the directory; 

.. 

authenticity; and 

s. Trie ability to rr:ettw traffic througt1 the s1te, and compute sumrnafies of trnrnc 

levels. 

The functiein of advir.:e site sel'\"9r software is tc process certa\n requr.:·sts rnade 

by an advici;;: reader n..:nning r:in a consumer cornputer Ti·':e w:ivice reader may 

request information about the directory d the site, may a.sk for .~bs1rncts of 

advisciri;;.1s, and may ask fot contents of indiv!duai advisc,ries. The transact!on 

20 between adv!ce server and advlce reader il~ desc:ibed further below. 

The <:idvisodes ln an <:icivice site are digital files. Advisories typically !1;;i\le some of 

2 5 the following components: 

A rnievance precondition 'vr!tten In a formal rei<.~\··ance i~~n9ua9H, 1.ivhich is 

used to describe attributes of a cornpi..ner and/or its contents and/or !ts 

environment For more information on fr1B relevance !enguaw.~, smi belo1.<'<'· 

29 
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A< A hurnanly-!nteUigible component which may surnrnmlze the purpose of the 

ianguag<:.~. am1 n1ay i::.:xplain the solution in hurnan langua.ge. 

problem. ln the currently undemtood best method fot· thi~~ implementation, an 

advisory is Zt specially formatted AS,Oll me built using the ~A!ME internet 

10 standan:ls track specifica!it1n documented in RFC 1521 et seq. (sE~e N. 

currently used tor transport of Internet rnaH: rt contalns headers documEw1ting 

1 5 the sender of the n:ess~~ge and its subject (_md m.;.ichanisrns br including 

25 

d!~iita! signature~~. A fv1if'.~E fi!e is t:.:w::;i!y '.ransporti?cl over th<:.> !nt;;irnE:~t and is 

easi!y broken into its constituent components using parsing algonthms well~ 

kno\tvn in the Internet corr:mwnHy, The advir.ory rne forma1 ls di::.:scnbed further 

30 <~dvice pn:.widm. 

30 
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(URL), the sit::.: name, and site security characteris1ics, such as whether the site 

<'>Vows only advice which has been di~1itally signed. H ah;o pn:wk.ies various 

t 0 example, the re;::oinrn;;:mded frequency of syncnronization, <-rnd the type of 

1 5 site!. This public key is needed to verity signatures on aijvice authored by the 

site, 

of thls site ;:tm~cription rne. For example, it may be signe(l by advisotiesxom or 

20 the Better Advice Bureau: si:::e below, 

The SDF rnav abn contain a ratin9s block. pn:.Nid~z~ by a trusted ratings se:\ilce, 

25 
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inspector libraries an;; mJraries of sp;3ciai purposB executable code. which may be 

E.u::cessE:d by advice readEH'S for the purpose of axtt.~nding the capab!!ities of the 

1 0 The contt.::rits of frie advice sit~~ dtscussed so tar play irnport::.~nt roles ln frH?. 

on:Hns.ry z::ondud d the inventlon. ln one typlcal lmplE.~rnentat!on, miditionaJ Wes 

rna.y bG r,reser>t in the advice site dlrectory. !n $UCh an impiernentation, dattt and 

appHc::.~tions rn~'s V\ihich 1jo not play a role in 11·ie condud of the invention per se 

inay tir,: inciuded in H1f:> advko slte <1irecto:y. ThBse files a.re d!stri.t:iuted as mi:.: 

15 other Wes at the advice site. This irnple:lH.1ntat\on 11Bows the distribution of 

installers, uninstaHer$, shell scripts, JAVA, and \ilsw:d Baslc programs, i.e, in 

Q€W1€wal, pack.a9es of data, ari>!k:atlorn.~. and other resotffci:is, that rnay play a 

supportirig roi1:? in GV<'J.!uating and toliowing advice issued at the site. For 

ex(~rnp!e, sucri additional NE>:> may play a roie as ctatabal;.">% s;~~arnhed by the 

20 a.<:ivics provider's 01Nn inspector Hbmries or as appHcaHons used in lmp!emE:riting 

25 The following is a listing of con-iponent names from the advice ccms;..n-ner 

perspective, followed in various ~;ut?sect!ons by a briHf discussion d each 

30 
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~ inspectors 

10 

l ~ user, The adviee reader maintains a directory o! Wes on the conswm(~f cornputer, 

usr;;ci/rnanaged in ihe course of advice reader operation, 

33 
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.. 

10 

The process is described in det<:lii belmv. 

15 The advicB reader maintains a database of subscription 1ntorn1ation wr1ich a!!ov.-s 

cornponent. The subscription daJabase contalns lntorrnatlon about the 1'.tth:trE>ss of 

the advice site: information and recomrnendations provided by the advlc~~ ~~ites 

and infr:irm~i.tion associated with the users experience 'Nlth the advice ~'>iiB, 

various advice sites. These rnay be indexed according to the site from which they 

oltier pt'inciples '<Nhict1 would be helpful to the consumer or to the author, 
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Th~ advice reader may or~;aniz.e advice into pools of advicE> whk:l-1 share a 

con-imon basts for treatment. Exarripies of thi~~ principle indude a poo! of adv!ce 

specia!iy tsrgeil?d to the con(~erns of one user ot a muiti··user consumer 

cornputer, a pool of adviGe sci1edu!ed for manual relevance evaluation only, ;:J.nd 

5 a pool of ar.hlice scrteduied for nightly evaluation c:,t a cGrtaln timr::;. 

The advice reader maintains a special fo1~ or i\kis containlng data ;Nhich h<'we 

l O been obtained horn interviews \Nith 1-he l1ser. deduced frorn his actions, or 

deduced from the properties of th~~ c:crnputEif <ir its environrnent Such data rn;;:i_y 

de:::::cdb{~ HH3 cornputer or !ts enviromnsnt, and rnay also describB preferences, 

hten:-:sts. requirernerits, eapa-b!!ii!es. and pOl'>St~Ssions and pl~ms d the user, 

indudinq things unre!atei:i !c: cornputer OfH:lmtlons. 

reader m; part oi the relevance ev<:duation process. !nspectms can exarnine 

properties: of t!'ie comwrner compi.Jter, storage dovic1i!s, pE:dphomls, environment, 

2.5 or r1:irnote aifinated computers. ThEise are furfrmr cjescribed below. 
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Solution '""·izaro't~ support the process of autornakd so!ulion. They fire 

applications whkh can peiiorrn sten?o1yped functions that am freqliently of use 

5 for sohdng prob!erns on cornputer~. These a.re doscribed further beb1N. 

The foil.oiN\ng disom:~skm <:le~;crH:ii;:is the bas\c rn~;d\'.lt for an lnt1;>n\E::t··based 

1 O transacHon using the u-1v\=mtion. 

and asso.r;iated advice site(s), tor e.x:;;i1Tip!e, ~>s part of installing a nmr.' harch:vare 

or soft1ivare product on his compiJter, or as ~ rnsu!t of advert\slng, or sharing 

experiences \•vith other con~,un-iers. The consurrn::r, after poler.Haily infrHming 

himse!i about the klnd of advk-:.e being offered at that sltE: and its rellabllity-, makes 

2 O a decisiori to subscribe, Thi-,, ct::ins.;;Jrner, intern.cHng with a piece of the advice 

readEH' called U1s subscription rnanager 67 (see Pig. 6), configures the a.dvice 

reader iz1 subscrib~~ to the given advk:e site, by supplying rt 1;vith eifoer the 

corresponding ~>He descripbon tlle GB, or wlth a pointer to such a rne. or \•./it!'! a 

pz)inter to the site it~~.e!f whk:!1 contains <'.l.n insi<:1nce of si..ich a fi!f:.l. The consumer, 

25 attt:ir studying tr~e leffnS of intr,iracl\on recommended in tht~ SDF, configures Hm 

parameteffs assocl<:ited with the subscription, which control hovv freqlmnt!y advice 

from the-$ srtH 1s lPfrien~d. 
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F'efflodica!!y, under the \Emns of the s:ubscriptit::n, or rnanual!y under user control, 

the advice nsa(~er initiates a slh> sync:hmnizaUon, i\ component of frH.: a.c1vice 

.S 1·eader, rE:ferred to as th•:: g,;itherer, has ti1e duty to synchronize the consumer sile 

irna9e with the curre~nt irnage of the advicr:.: sitiJ. These states can be different if 

the B.dvke site has retracted advice or authored ne"<V advic0 since the most 

recent synchron!iation. The gathernr rnakes sure that tf'H::lre is a one·tCH)nE: 

correspondence t<eh•,/een advlsorles at thE: advice $ite and advisories in the 

1 o consumer rna.Ghin£L ThE! gather~01r opens a connection to ti1e ciirnmtory message 

server at the advice site. After an optinn.a! security handshake to verify the 

authenticity ot the advit:ci reader ari::! sen:er, the g<::itherer quedes the server for a 

directmy rnessaqe, The 9;;Hherer ins:pf.$Gts the respons~~ cmd checks whethGr the 

~>He directory has chang-ed since the pn:.wh::,us sym::hmnlzation. if not, then:; is no 

l c, need to obtain any mes frnrn the advice slte, and the session m;.3.y ::.mtL if the 

directory has changed, or if this is tht:: fas! synchronization ever. the gatherer 

Initiates FTP t.:.mi"or HTTP and/or foe server access to t~w new f Jl\%, The gatherer 

also d<?letes any advk>ones on thi3 consu1r1er cornpwter 'Nh\ch no longer 

c:orrespond to advisories on the server, and this terminates the svncMmnization 

20 of the consumer slte inv:i;ge with the trL«;: site im~1.ge, 

Tht:} proto~::d just described ls U1e /..\EUP protticoi t11at is described <'1bov~~, Th"'~ 

gatl'imer is a!!owed, by the advict~ server, to gather ail the flies at the aclvlce site 

anonymously or. at any rate, aH mes vvhich have not pmv!ous!y been gathered, 

2 5 The intent lo!) ls that the advice slored on the consumer rnachin•;) consists at any 

given rnonmnt of au the advi~mries offered at the ;gdvlce site at the time of the last 

synchronization, othi;.ir than those th~H the user l"1<1s spadlica!ly deleted, Honce, 

there !s no sek~ctive gathering, Rather, ~J<~thering is exhaustive, i,e. every piece 

ot advlce ls gath1'.:rE~d. Th>~ irnplicatlons of this protocoi and alternative protocols 

30 are dlsGussed fJe~ov~~. 
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.As described beiO\.v, an advisory fiie ls a potentlaHy cornplex hierarchical 

5 structure, 1,,vhlch may conh:lin am:.; or morn than cne n-iessags. ThB advki~ reade-r 

unpw::ks <:l!i fr10 components of thls structure. Cornpon~ints of t!1e stwctwre rnay 

be si9n.,-;cl usinq s dlgita! signature rnethod, U:J, at unp~wklng time thosf.i 

s!gnatuH:is are vedfied, After unpacking, the ach.r!sorles GJfi l'.mtered ln a pooi ()f 

an a.dv\ce, o!d and new, to be evaluatect ln one typlca! impkinK:ntaHon, the 

l 0 lnvention may suppres~> E'>ntry into tl1B system d unsigned advlsorles or of 

advisories whos(: sigm~HHes cannot t<:: ver!fo;,d, 

15 As <'J rnatter sep<-i.rnte trom 9athering, the pco! of ail w.:i'-lice to be twakw.ted may 

be processed, either continw:ius!y, or according to a consumer-defined schedule, 

or <:tn frrnnediate user request., or some specified trigger ev,snt (see Fig. 9). The 

advice reader parses th1:: ;nz1ividual message and id;,:~ntifkrn the clauses 

deterrnlrling rek:vano.~. ThesE; clauses are expressions in the torrna! rn!evance 

2 0 language ~vhit:.:h !s described below The advice rew:h:.:i, parses the claus£:s using 

an exprassion !rt% penemtor 91 into a trc:e d olEHY1nn1ary subexpressions (se~~ 

Fig. W) ~:ttKl then ~ivakiatos each B:Uh!.~xpm;:.:slon of the tree \Jslng an e>:pmssbn 

tree e\m!tmtor. if evf.i.!uation i,xo<::eei::.is successfu!l':f and results in a value oJ True, 

th.ci m.cis~v:~ge is deerned rdevant 93. A disp.:itch method 94 ls then used to 

2 5 consume the aclvisoiy '<Nrik~h may lndude a me system inspector that idantifie.s 

appropriate director/ and file nw1)e rnferenc.es 96 in various user volurnes 97,98:. 

a rnglstry inspei::tor 99 that inspocts an operating system re9lstry l 20; an 

operatin~1 system inspector i~~i that Inspects various system d0m.foints 122: or a 

hun:iwcHT! d13vicc.' inspector ·123 that inspects varlmis systern devices 124, 

30 
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lnsoectcr:?_ 

Evah.iatlon of subexpressions !s performe>d by' methods cal!ed inspectors {see 

consumer cornplitE~r,. its crmfiguration, or contents ol ;ts stora:ge devices. 

After relevance r1as been deckleZl tor an it~';'>fil in the advice pool, a relevant iterr1 

ma.y offt:n- the user to <.h~pby the 0xp!anMory contBnt of !ndlvldua! advisories. 

expL~nations. or may contain more elaborate multimedia explanath:ins. 

Dependin9 on tne advisory, the explanatkm may klentlty the situat;.on whk:h 

3 0 recommended action or actions to take at this point, the anticipated effects of 
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5 

10 

tai-:.ing those actions or of rh:it t<~king them, or the experiences: of oth•Jr users or 

ot!icff organizatiom< vdth thi;: propos~;:d actions. The user studies thls exp!anatory 

content perhaps performing B.dditionn! researnh (for example studyint~ H1e 

/\s part ct the dlspiav of a r~)invant <lz.h<isory, the user is typically offer€d the 

possiblMv of an action in respons8 to the sitt.mtion. Possible outcomes include: 

1j~:;::ii:les ~:e i:ioe.s not vvls!1 lo pursue it. :gnot .. es th::, content 'ind dElii:Jtes the 

acivlsor</. 

* consurnt~r- ls entertained. The consumer reviews Uw advisor:.:, or sorne other 

document it refo.m; to, or ~~orna multimedia content it Ct.)nlains, or some 

20 rnuHimed!a content il refers to, ar:ij ls exposed to a stimulating presentation. 

25 

~ cnnsurner forv,,iards intmrnatlon to anothcir. Tl-ils rnay include trionds. fo.rnHy, 

coHEH~9ues. or assi:K:iates. Fcn·v,,;;trc.Hng rnay involve off !lne tmnspmt or 

e!ectronic transport such as s-ma!L 

" consurner initiates cormsponcic:nc:~'' 1,;viH-1 provider or other. Thrs may !ncluda 

cont<~ct by mail, pl·ione, fax, m- 0,rnaiL This: trH'.ly also include participation !n 

an informatlon :;:m:hant1e, •nduding ior techrdcal support trainlng, or market 

40 
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interaction. 

cornmerce mode. 

l O ~ consumer fHls out ~ forrn. This may include a fonn rendered by a \!Vet> 

15 action ranging frorn actions associatr;d \Vi!h the computer modify!nfl the slate 

2 o *' consumer modifies system setting c·r data fie!d on c:ornputer. This may 

invc!vs ths consum1;;r ($>:;ecutin~~ a series of manua! operations on t11e 

consmner c!icking on a button in the adviCt$ rnader, loHO\·Ved by <.:u1tornatk:: 

execution t)f a sequence of downbadikistallhmlnstalilevicute steps, or ii may 

require the conswnr::r to access physlca1 media such as floppy t.Hsk or CD·-

ROM to p0tiorrn an inst;.::.li under direct Sl<perv;sion. It may involve automatic 

4 1 
' 
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execution, or execution under user controL follo~ving lnstrw::tions incfo::at(:.>d for 

5 instructions h a high"'level systern~affr:icting langua90, such as .1-\ppieScript, 

DOS She!L UNlX SheH, Visual Basic, whl<:h trKs consumer w expected to 

siore as a foe and then pass to a standan::J Interpreter {e.g.. App!eScript Editor, 

DOS Gornm•:xnd Urie interpreter, UNIX Shel! Cornrnanri Une Interpreter, or 

\tistiaf tasic lnterpreter}. This action may a!ternatlv~!y lnvo!\/e the consunwr 

1 O executing a Bt~N.~s c:,f manual operations on the cc.imputt::r that invt1lve typin9 

in commands one by one in a certain \·vindm·v z;f ;::>: certain appllcation. 

The advisory file forrnat PHWides a mechanism to enc::odEi one single advisory or 

several advisories tor transport f~cross computer networks anct other d!9ita! 

20 rnatariai, The btlo\\ilng discussion describes th:;> cornponents of an ad,Asorv !n 

25 

30 

general torms and d~:scribes trie currently understood best met!1od for 

implementing advisories using f<.1ilME. 

The rnost elementary advisory may havt' t!wse logical components (si::e Fig. 8}: 

*' Wrappor, Cmnponents de$igned to package the information for fransport. and 
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Frorn Une, Comp(xmnt identifying 'lhe advice au!hc:r 

specifying the condltfons undm which the advisory could be r~!evant 

(!: tv1essa£!B Body Cornp1:1nent providing E~xplanatory n<:ateriu! poH.:ntia!!y 

t::~xplalning tc:: the user vvhat oondit!on has bt:::.t:Hi found reiev<'1nt, why the user is 

(!: Acth)n Button Component prnvlding the usi::ir the atillity to !twoka <:Wi 

automatic exeGt.!tion ot t:-1e recommendt::~d action. 

i. The advisr>!Y may contain an t'J:x:pireSANhen dause, This is an expression in 

20 the format re!evance languago wi1ich causes lhe rnessage tD expire if it 

evaluates to True. 

The advisory may contain ~m evaluat•:H\'tiGn dauSft This is an HXpression in 

the forrna! relevance language \vhich causes the rnessagt! to be Bva!uated for 

25 r·el~wance it H evaluates to True. 

"' The advisory may contain an requires~!ns:pectcir--Hbrary cifWSfl. This may g;\<'e 

thf.l nam~~· of an inspector i.lbrary and c:, URL where it can be found. Th~s 

43 

MSLV_lN\/ 00f775 

Unified Patents 
Exhibit 1002 

Page 1161 of 2584



PCT!US99i\9751 

evaluated cmrm:t!y, 

<i The advisory rnay conta:n a refers-to cmuse, glvin~1 keyword labeling o'f 

5 systerM referenced by thi;; condition associated \>Vith the advisory. 

~ The advisory rnay contain a soli..Jtion-afk~cts clause, g.iving keyvvord !abe!ing (lf 

possible effects of the n:.ii:::ornmended response. 

1 O Oiher l,'<Hiatons may be recognized as us.~::ful in the h.iture. Such variations am 

not ox duded from tho scope of fae invention. 

20 

Text, Thf:' E.!>:p!anatory ffi<:.ttst'la! may be an unconstrained ASCH tE>xt docun-10.nt. 

This has no ernbE~ddGd variations in presentation style (,s,g. no changes h font 

and/or no hypertext. referen>::es to outsi~j(i dtX~lffnents). 

HT!'v1L The expianatory rnat£H'la! n1aking up the rnessane bod:,1 tT1i'J)i be an HHAl 

doct.in'lent. This is fornil!ar irorn Web browsers. HTML docurnents rn;.:;,y contain 

VHriations in the presentatii:xi of text, may cont~1in t:;ibles and visu.t:i! formatting 

foaturns, rnay contain references to externai docutnents, and ffl<:'ty contain 

25 reforencEis to E*XiernaJ graphics fll.es, 

3() 

TE!Xt/HTML, The 0xp!ariatcry rnateriai making up th1'3 message body may b0 

given in both text and HTML forms. The advicB re;,1der h~s the option of using 

vvii!>::hever form is rnore appropriate to the usH, 
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Further vadations in i-nessagr.,: content including audio and video content m£> nol 

excluded from the scope of the itwention. 

The rnessa90 body may have dlglt~:1! authentication features appE:nded to the 

me:'>sHge to insure its lntegrity and a~.itheritk::ity, 

A diglt3.i digEist may be appl~nded t:i th€ rnessage to ensure message integrity, 

1 0 At the fane that the rnes~>age is cornpiled by th€'i author, a sp~~daH2ed functbnai 

15 

;:/ the m€ssage body may be cornputi::d and appended to frie rnes.sag;;.:. The 

nadpient of the message can verll'y H12 inte9rity ot tho rt)eSs<~9e by ccmputing the 

same functionai and verlfy!ng that it prnduce~~ th~~ same rE:isu!t as that appended 

to the n--iessage. Known exc1mples oi digital dige(~ts include CRC, MD5, and SHA. 

Digit<'t! dige(~ts arn fominar in thio~ t:orrn:iuter prn~~rnrnrnlng con1rnur;Hy t.mder the 

narne hashing, The idea is that certain m.athi;n-naticai operations t:<:tsed on 

modular adthrnetic am applied to a nurnerlcaJ representatlon ':°lt a body ot text, 

pmducing a numerical output nH19!ng in magnitude: from a smali nurnber to a 

of me dig~~st mechanism. ThesE; arithmetic open::.tions typica!ly produce an 

output which depends on the ori9inal body of tBxt in a discontinuous wE:ty wh!ch is 

not easily inverHbte. That is, sUghHy diHerent messages tend to have very 

ditfornnt digests, .A!so, it may be difficult to find any two ffH'.msa9es with the same 

2 5 digest <v1d if one of the two ~ni~s~rn~ws is pn.~viously spe:dfled, it is pariicu!ar!y 

difticuH to find another message \:Vhich happens to have the san-iE:'i digest 

The practic;~i !mp!i.c.ation is that a transmission or recording error which causes 

thE~ advisory doci...itnant to be moditled in some way from Hie aut~KHS od9ina! 

30 intent does not typically resu!t in a modliied documi::nt tl1at generates the 
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appropriat~~~ di£1lta! dlqest. !n this ~vay, modified docum,,,nts can be iaentiHed and 

suppresssci from consideration. 

5 authenticity (see C. PHeeg<:ir. $.Q~urity 1n GP!.IU?.:.~Klrrg, Second Edition. PrnnHce· 

Hall (1985); and f'.ilf.!_4.0 Lfa.ers tv1antJiiL PGP Pretty Good Privacy, lnc. {i997)). 

This is a rBfinernt:.wit of the dioitai di9~-;,st idea, rendedng the digest secur£,; against 

rnaJldous tampering. 

l 0 Di9itai signature$ genera.Hy 1Nork as follows; At the fan0 thm the mei;sage is 

compih:'?d by the suthor, a. dlgltal dqest of the rnessag<':.? is caJcui~1tod. The ;;:iig<?St 

is 1}ien encrypted using an ~mcrypUon scheme that is \Ve!! known and \Nide!y 

associated with thi:.~ advic\:} site. The encrypted di9est is considerea' 1hB advic1:: 

site's signaJur,;,: on the~ rnes:sage, and !s appc,nded to the rnesS<l9B itsdf, iabe!ed 

15 a.s a signature. 

n:e advice reader, in seeking to Vcfflfy' the signature of the ~'>ite, attempts to 

ck~crypt thE~ signature using the weli-kno\>vn decryption aigorithrn associated vvith 

the advlce site. A succs·sstul decryption proch.iGes .s dlglta! dlgest \"Jhlch agrees 

2 0 with thf.l vatUE> Hu>.t the advice: rnader calculates directly from frie message. .A.n 

unsuccessful decryption pr(lduce8 a result tllat does not agree \Vith thE~ digital 

digest of the received rnessage. 

H !s commonly aceept1";;;1 (see C. Pfleeger, fowurity in Gmngutirv;a, Second 

2 5 Erfaion. Prentb>HaH (1996): and .EGF ~J/. .. t.l;;;.§g:§ ... t~t~lm.J.~), PGP Pretty Go(ld 

Privacy, ln(~, (1997}) that this approach, when used in con.ilmction with certain 

wel!·know encryption sy~~tems, prcduc:es a secure digital docume::nt That ls, it is 

accepted that a rna!k:ious a9ent C<:tnnct easiiy rnotM\; a glven valkj advisory to 

pri..1du::;e a.n impostor advisory 'Nhich produce a succ:esstul dec1~lption. 

30 
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Indeed, !o deceive this system succ1::iS$fuHy it is necessary for the impostor to 

5 assumed that he is not able to oncrypt 1.:bcuments at> if he were the advlce slfo, 

The ftmdament::i.l f~ssumpfion of n1odern cryptogr<:.q:.fr1y systerns a~> <'>pplied to 

public corn(nunic::ation ls that certain encryptionh1ecryption algorithms can have 

wklely ~nO'fin dEKiryption a\gcrithrm> and kt~Klp the enmyptkm alg·:ir!thms secret 

t O Untii this fundarnenta! assurnption is disproved, 1he: dlgital signature ffH'::chanis.m 

15 !n the current!y understood best nwthod for structurin9 advice for !ntemet 

valid instanc~ of M!ME l:!e (see N Borensisin, f'.L Fre:sd, MJ.MJ; .. .fM!A:tfp_q_rp~2%lg 

tn1~m~LMgiLEAQD.~i9J2.~l.P.@J1Jd.n!l;_Jvlech a nisms for Qilgisjfytn~Lg_t14. Describing 

the FQ.nrt§L.QicJDtemet MeS.%f\SfilJ:iQt!l:©.~, lntemet Standards Traci\ RFC ·152! 

20 ("19£~3)). Actua.!iy, only a special subset of the fuil M!ME format is used, Special 

standard commonly mf€.~rred to as RFC 82.2.. The MHv1E format is wideiy used ror 

25 Internet transport ot electroniq malL It has tour features Df particular usefulne.ss in 

Hemier Unes. MlME spedt!es that a rnessage body may be preceded by an 
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5 

and rnlate<l commentary, Some of th<as1~1 lines can be easily adapted to serve the 

purposes ol thEf hvemtion. F~-;r exarnpie, the From Line and Subji:.;ct UnE1 

components cf an advisory can bB irnplerm'nited by the Fmm: and Subject 

header lines that are alre;:1dy part oi ths MnviE standan:L 

ExtensibW.ty, M!ME pn::rvides a rnethod for creating ne\>V rnf.:ssage lines in 

mes:sages. This lndu;-.kis <:i rneth<:id for embedding the ne\·V rnest?age ilnes ln 

rness.agos. and a method for reglst1'$rin9 thE: new line vvfth tht;; l1Al~v1E autriorit!as, 

Key invi~ntk1n c:onstruc1s rei.evan~-whi:.m and oxpirBS·"Nhen may therefore eas\!y 

l O be a.ij;:led to the M!r>.M5: langLw.q~o; in that fashion. 

Alfornatinn. MlME provid€f$ a methc·r:L u?. MulhparlyAJternate, for ottering hvo 

different versions of thr~ same message, vvith the destination picking the 

appropriate display rnothod, Therelore, tne invention construct of transrn!tting 

l 5 cine or rnort~ >NafS to dispiaf the sarne !nforn~«:ttlon rnay ;,;;asily be irnph:.;rnented 

using the M!ME ~;t,~ndard and Jts MultipartyAHt~rnate feature, 

Digesting Mechanism, f\mAE provldes a welhnH::h:.:rstood rnechanisrn, i.e., 

Muhipa:t.imb:ed, for p;~cklng SO'>/i?ita! compll.,te M!ME. messages into a ;>;ing!e flla 

20 for Internet transpc\rt. MllV1E poslts a n;;cursiv;,;; dig<::ist '.'.Otructure. ln •Vhich ;} 

rr1assa9e can have sew~ra! ro!ate::.i cmnponen1s, and m~Gh C(Xnpt:irH~nt c;;~n itself 

b~ a MlME me inserted verbafarL Uslng thls featur<:.i. a Ml~.AE fih.:.: can t.H;; used to 

dl9est many O)n1ponent advisories, or9ani<~ed in a tree strvcttire reminisi::ent oi 

the branchirlt"t stmctme o! a rnodern personal compwtet foe system, 

25 

Thus, M!ME becotnes a tot:i!, not for packai;1lng e--rnaH, but instead for packaging 

a nevv klncl of document, /t.'1, the advisoty, ro avoid conftis.itm, it should be 

appreciated that an advisory is unilke -e--rnali bE:causi3 an advisciry does not have 

an intended redpient or list of recipients, Rather, it 1s a broadcast nwssage. .An 

.30 advisory typicai!y has relevance and related clauses, and an advis~)rv typically 

48 
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has active cont1~:nt. E-rnaH does not have rc:i!evance and related clauses. ,:>,rid 

doe~> not typically have active content The advisory is part !Jf a r:e:N form of 

comrnunkatk')ns vvh;cr1 can be lmpl:.:.HT!S!"lted vviH1in the MHv1E standard. Thc:i 

advl¢<ory apptic;atlon of f1AHvlE addresses <~ dHierent prob!ern ihan \HT1aii by 

::> ornilfing ci:orialn l\AiME dauses vih!ch ;Nere used for eH1Viil, and by adding new 

speclalized clauses which are usod ln lhe relevance determination and t~dvic&. 

management process \ri a cetialn sense. the reh::itionship of advisories to (:Hnai! 

Is cornpar<'!t)l.e to tfi£: relatk.mship between USENET and e-maiL Both advisories 

and USENET n1.?V\1~~ sy~~terns use M!tvlE as a packa9in9 rnecr1anh,~m. Ho1.visver, 

l 0 both offer m::.:ans of corr1murncattons ~vhich arE< distinct from EHnalL 

Ahhough ~;l!t.,1E is a convern~int method o! realiz:in~1 thH forrn \)f an advisory, then~ 

is no necessary cor:nEiction of th£i invention to ~.;!llv1E There arn many otr1er 

cornmon formats in thiE Internet ;eor!~:t. such as .Xtv1L, wi11oi1 rnay be used for 

l 5 mpresen!ing advisories. !n this ciiSGiosure, only the currently unden'>tood best 

meth.::..Ki for impft~rnenting the advice file is discussect 

25 

3{) 

Date: Sco.t Mm 21 1993 17:06: 12 +oaoo 
Fwtn: Jeti3miah Adviser <jeremlah@advlsorie$>-com> 

f'AtiviE· \iers!on 1,0 

Or~Janization: Uni\mrse Communk:otlons, Inc. 

Subject: .A better version of the azi1.m::e reader ls no1:v avsdlab!e 

re!ev<mt'·When: version of application "adv1ce.exe'' < version "SJr 

<HTML><BODY> 

49 
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.A better version ot the advice reader is av.m!able. 

C!ick to ''(.,\ HREF,,,"hHp;//w1.rvw,advisodes,cnrniv11lnt-18iadvice50.exe"> 

<iBODY><:iHTML> 

tvHt>.AE components; 

10 

• From Une. From; ,J~remlah .Adviser ·" 

.. Subject Un<.a. Subject:;\ bet!Br version of ... 

15 il' !\fo(>~>ag!:: Body. An HTML frngrnent beginning <HTML>- <:ind ending 

</HTi'<.11L>. 

~ .Action Button. Not present in this advisory, The :.1Ctive component of the 

mes~>age (dov>'nioading) is i1anclled by the HTML HREF !ink. The user ~;e~~s 

20 the word Dow·nload and typieal!y -,.mderstands that a mousi:: c!!ck on HKi.t word 

\::auses the indicated action, 

25 !r1 an a.ddltiona! variation, it is pos:;;ible l'or an advlsory to zxmtaln rat!n9s blocks 

containing lnforrnation rating the advlsor>1 according to critE:ria such as privacy, 

security, and u~idulnEiss, There exist st:;i:nd~.rd torrnats tor suvh ratin9$ blocks 

(SeE1 KJ1arE~, Hohlt, Digital Sign1.ture Label Architecture. The Worir.l \1VidE~ \/Vi?b 

,JournaL VoL 2. NurntH?r :i, pp, 49-64 Orellly< {S~irnmer ~ 997), 

50 
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5 

.Advisories have a tormat resernbllng trie format ot ::Hl1a!l rnessa.ges, with rnany 

15 

Imply the relevance of H certaln advisory .. 

20 !n the currtint!y lffldorstood best rnethcd for implementing the invention .. the 

address. 

in comrnon with traditional !anguages. trH3 relevance language Gl".mtains a few 
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expressions such as: 

5 

The meaning of a typ:cai subexpressbn, e.g. l+~~' is apply rnethod + to the pair 

of objects msulting from evaluating the two .subexpressions 1 and .2, The pair of 

ob.iects in questrot) arn objects of type lnteg-ecr having values of 1 and 2, 

Unlike tnH~it:cma! iangw.:iges, Hw rele,nrnce !angua~ie contain.s an abstract dala 

computer on vvhich tht~ relevance clause is evaluated, This object has 

properfa.~s. These propetiies yield objects of various types, and tl1eSE! obj;:;cts 

2 0 V\lor!d is a data type- that~ dependin~~ on the specHh: irnp!ernentation and on the 

of typH systern foUt'H', Ths• assm:sor method for the GPU property ot clat·~ type 

\<Vor!d returns an object ot type GPU. Th~Sti' derived objects, in turn, have 

30 co!iection of properties sud1 as $peed, rnanufacturer, rnodel, MMX, and cache, A 
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PCT/l!S9Wl ~Yl5l 

rnethod corresponds to ead1 cf these propert.lc.:s wl1kh, when applied to the 

obji?ct of type CPU, rnturns a rEisult. For sake of discussion, it can be assumed 

that speed results in an integer, manufacturer resulH> in a strlng riarrnng the 

:·nanufaclun'H·, model resufts also ln a strin~l: naming the model typE!, and fvH\·~X 

propertles of tlie consurner computer is identical to !he se1 of properties d data 

type Vlorid and the set of prcperHes derivable frorn Wor\d by repeated 

l O ·~pplk:ations or asking far properties of an oojed derived from World (see Fig. 

'.4}. ObjeclVVotld gives ;~n idea ot the richness of ti1e object wmld derivab!e in 

this way in the t>.:::r:hnica! suppm1 f.lpp!lcation. 

2{} 

25 property of any object, which returns the Boolean True if tne Dbj(;)ct exists. !f the 

application named Photoshop cannot be found by' H1Ei rnethod implementing the 

;:i,pplk;atlon properly. tht~n the result is a nc,n--existent object, for 1Nhich exists 

returns the Boo!e~~n P:a!sEi. 

<: ~ .. -.' _) 
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5 The intent ot this fragn1ent ls that Qgf1trnl Panel is a property· of the VVorld which 

Control Panel named MacTCP cannot be found by the method lmphwnsntin9 the 

Ct.lntfol Panel propBrty, then the resu!t is a norl'-Oxistent obJecl, for which :?'.?I.lli.t11 

is not an 8-Ho\NE~d property, and evaluation foils. If tiw Contn:i! Panel named 

!ead~~ to invocation of a method '.Vhich retu:T;s an ob;ect of type verslon 

containing the version number of that Control Panel. recorded ln a particular 

format This resull is compared wlth ti1e result of $Ubexpreission version "2;;}2''. 

Thi~> tirne H~rnlon refers to a. propetty of \JVorid, wr-ik;l"t tak:::~~ an extra string 

l 5 paranwter and returns an object of type version. lf ev<.:duation succeeds, thB 

result of this comparison is Boo!eari: eith'";r True or r::·aise. 

20 refevarit-Vlhen; 

11:; greater than tlmt:: "·! O January i ~197 i 2::34:56 +0800" 

1..vhbh takes an extra stnn{l parameter and returns an obj$ct of type PrH)fos.hop 

25 Pkig!n, H the Phntoshop P!u9!n narneti Pict1.ireiEnhancer cannot be found by thEi 

exic,tent object, for which !Tl'-l~tUJ.QJl1l~m.JJrn_§.j_~ __ _not ;:..i.n allowed prz1perty, i'md 

evaluation faiis. if the PMtoshop Piugln na.med Plcturi:::Enhancsr is found, then 

rnodificatirm time, beirl~~ an aliowable property of a PhotostK>p Plugln, ieads to 
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\VOUll/Ul2l 

~~n object ct type tin-ie, !f eva.luation succeeds, the result ot thb v·,:hoii;;: expnasslcri 

is Boolean: either True or Fa!S<:J, 

from the consurnEff, whethe~· the advisory is relevant to the consurner. 

!n the currently understood best--rm~thod. the re!evf1nce lan~Fm9e ;s irnplemenled 

15 subexpressions. The tree of swbE:xpressbns can be unrierstood as an abstract 

20 

This tree !s rnpresented using a starKlard notation in corr<puter sdenc~:: 

{node (expr~ 1} {expr--2) .... (expH1}) 

where node g!ves the narne of the rr11Jthod to be app!led, anti (sxpr--~;} stands for 

the k·th subexpt<:3Ss~on to bo f\.imished to the rnethod. For ex~rnpie, the 

expression: 

(2346 -~· (~'1234)/(1 + 2)) > 0 
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PCTitiS99/i 975.l 

can be parsed into U:e eKpression tree: 

(+ 

(/ fl nteger ~· i 23·4} 

5 

(lnteger O) 

!O 

l 5 can bo ptffSOd into: 

20 

(application "Photoshop")) 

The ;;,:xpression version of Control Panel "MacTCF" ls version "2,0Z' parses into: 

(is (version (Control-P<:inei "!v1acTCP")) 

(version (~~tring "2.0:?.")) 

2 5 Finaily, Hm expres..-sion: 

rnod!flcatkm time of Photoshop Plugln "Pictum Enhancer" ls great1;;r than 

th'n<::.i '' 1 O ,Jmwar:l i £~9 7" 

3 0 parses into 

56 
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(rnoditication-tirne (Photoshop--Plugin "Picture Enhancer")) 

5 

applied, Prc-cedurns for parsing contexHr~s grammars into expression trees are 

.L5 

[Minus] The character ~ 

[SurnOp] The characters +-, 

2 O [PrdOpJ Ths characters '/ and the stnng mod. 

or ~snot 

25 

57 

MSLV_lN\/ 00'1789 

Unified Patents 
Exhibit 1002 

Page 1175 of 2584



productions c1f a grnrnmar. !n the currently understood best rnethod, frl'~ 

10 

<Unary> 

<lJnary> :.~ [~v1inusJ <Unary> 

15 f.UnyOpJ <Unary> 

20 

25 

[Phrase} <Restrict> 

30 number of <Referenc·e> 
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it 

!n th!s display, \NDI~i stands for a reserved 'NOn:l ln ihe langu<.VJe, fPhmsej stands 

for a phrcise <'lS <:.k.ifined in thB discussion of lexicai analysis on the prev~ous page, 

driven finite state autornaton that recognizes ~he grammar. The table is created 

dirnct!y frtirri fr;<:.: production forrns above, mid <J.!so by hand genBratkin of 

.l .5 recurslve de~icer:t parsers bas~d on rnirnicking the productions of thi? prarnmar in 

production~~ of tt1e ~~rarnrnar. 

2 O time, and cornpared with thfJ current state and also with a tabla givlng allowable 

of an expression tree ... A typkal actlon is that assodmed witl1 H1e production: 

$$ ""($2 $1 $2) 

30 
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2 {} 

JO 

Thk;: is interpret~~d as foHmvs: $$. refo~rs to the reslllt Gf the production, $1, $2, 53 

"MacTCP'') and t~rnt associated witf1 tho right subexpression, $3, has 

Associated with each production ls :.:u-~ action of appmpriate form which dc'scribes 

how the tree is bui!t !n certain irnpl:;:rnentations, the lree may only be bi...@ up 

impHdt!y. 

relevant 

vaUd rnethod is a!ready knovvn to thB parser at p;:>.rse tirne, UnlikE: sorrii::: other 

ianguages, parslng c<~n f<-1i! if a clause is syntactically correct but uses phr8ses 

~hat name currently unkno"ivn rnethnds, 

60 

MSLV_lN\/ 00f792 

Unified Patents 
Exhibit 1002 

Page 1178 of 2584



PCT/lJS9W19!5l 

Each mBthod ls known at parse time to work with c~maln comblnafa:ins cif data 

so, the piece of advice may be declan?d riot relevant 

l 0 ;n essence of a coi!ection of method invocations am.i associated argurnents and 

precess ot performing the appropriate rnethod dispatching ln the appropriate 

1 i:;. Evaluation can be successful, or it C<'!n faiL lt can ta!L tor ex~miple, frcm 

in obtaining a resource, or for some other reason, Successful evaluation can 

20 successful, the value \Vas Boolean, and is true, 

forbidd0n data types, or H tne subexpn:::ssbn cannot currently be evaluated, the 

25 whole expression can taH, and the advice is autornatlcaHy declared not reievant 

6 l 
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Th~ purpose o.f frl!? relevance language 1s to describe prncise!y the state ot a 

computers are used to represent consumEH'S in new problem areas, for eimmple, 

in persona! finance, management of cornmunlcating devices in the home. or 

other area.s, 

Consequentiy it !s not possitiie to de!lmit in advance t11e components af state thm 

reievance lan9L:age to give future Bwthors the ability to t:::xtend tht~ mlevance 

language to express concepts about system state that have not yet been 

i. 5 conceived. 

in one implementation of the invention, the vocabulary of trH3 relevance !<Oinguage 

may be extendi;:;d by the authorities and by authors at individual advice sites, 

20 ln that imp!ernentafo:m, the relevance language is exteinsible by devek:iping 

dynarnk:<~iiy loaded libraries \·Vhicr1 acid ne'>"<' voc:ab~iiary and s<:irtiantk:s: to the 

!anl!lffWe arid/or rnodil'i E!Xlstlno vocabu!mv and methods, These are referred to . ~~ ...._., ' ~~~ ~1 ... 

herein a.s ir:sp6ctor libraries and may be downloaded frorn an advlce s;te and 

insta.Hed on a given cxmsumer computer, thereby changing the lN;\aning of the 

re!f.wance !an9tm.g~ on th>:ict cornputer, ana aHo~ving new bodies ot advice to be 

interpreted on that computer. 

which rnust be added to the !an9uage, of the nev« propmiies associated \Vith the 

62 
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5 

l .·~ 
\j 

access to the properties, 

Ur.Hke n1~my languages t,,we.d in connection with the operntion and/or 

rnaintEmance of computers, the relevance language does m·.1t need tt) be 

procedurnL That is, il need not specify how to rnanipulate the contents of various 

necessary to em~b!e traditional procedurai servlo~s, swch as loops, assignments, 

and conditionais, 

On the contrary, making these services ava!!ab!e in an expansive fashion may 

pose various security and pril/acy threats, by ma.king it easy for carelessly written 

15 or ma!lcicusly written advisories to consume E:xcess<Ve resources at evaluation 

In the currently understood best method of implementing the invention, 

procedural services: sre not made avails.bl~ in the relevance language. As 

2 0 inspection of the above grammar descdptkm shovvs the ltJ:nguage has.: 

25 

ll no function calls, or at least no -axpllclt function calls vvith var!ab!~\ arguments 

'* no !oops or conditional execution 
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5 

10 

15 

PCTilJS99/.l975l 

These diiterences in appe<:trarn.::e b,;;tween the relevance languagi:: and other 

common langua9es clre rootei:l ln the fo!iowing vimv: 

Because of concerns about unattended evaluation, the language sh<:1uld 

ich::a!i)" have no side effects on the computt~r cit i3nvironrni3nt 

To inspire consumer confidence, consumers fnust havi.? t)~) able to see for 

tl1ernse!ves that ii-ie !angu~~9e has no etfi:.~cts on the computer or environment 

ln short, the strw::ture of the langua9B <>nd the visible limitafr::im: shouid 

con-in1unic::ate a mes:c;a9e of seGmity to the const!rr;er, 

Th13 kd!owing discussion addresses two k.cly differences of the rn!ev·ance 

language trnm procedural !ang<.n~ges: 

Function Calls. The~ re!evance lan~wage has method dispatches which 

20 cz1rre:c;pc:md to function ca!ls in some:: other languages. but they are of .:1 rnorE.! 

ti~1hUy constrain.:;d fonn_ 

25 can be thouqht of as um~ry or blnary function c<:dls, but they <:;rn of a very 

restricted forrn, irnpk~wnenting well understc>od rnethods that t/pically pose Htt!e 

Second. there a.re unnamed propertiEiS such as rnod!flcation tirne. 

30 
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The unn;:l.mod prapi~rties can bi~ though! of as function calls applied to an object, 

but very bland ones, because no pararnet<~~rs are 1nvc,lved. Typicai!y, a property 

5 is ci:imputed by extractin9 a certain value from a certain slot of a data stnJdllrG, 

They typic;;~Hy pose HWe danger or resource burden. The rw.med properbes niay 

be thought of a.s two·v;:n-iablo function cal!s. The first vadab!Ei is th1?: obj1~t:t an>:i 

tb.:i secr;rK1 object !~; lhe slrlnG nan1e~sp~~cdfier. However, these also a.re not \Nff'J 

gE~t\(Hal operations b;~cause the string narrH:;--sp,;::cifa.~r, in one irnp!ernentation. 

of calcu!ations that c<=m be specifred in this way am tightly conslr£dned. Again, 

typicaHy a. narned prrJpe·rty ~s. cotnput(~d by t:?xtr-achng a certain \f~:due frorn a 

certain s!ot of a data stn1cture, so it pos<~s little danger tX msource tiurden, 

The rdevance language has no t.'!L Y-d:tll§, or if stat;:3n-1ents, but it does have a 

!irnited abUity to pe:form iteration. lt does thls using a c:onstn.<et n?for-red tc:1 as 

plmai prcpertles. !n the reh:wancf: language there can be both singular and plural 

2 0 properiie.;;;, e.g. bofr: entry and entrh,-,s propi-::irtles., th$i first rekmin9 to ;;( rE\S.U!t 

which mu(->t tie a sint~!etnn anzi tt1e socond rell:H"ring t<;) a re~~ult which may be a 

piura!ity, Typically. pluralities are further qua.Hfl&c! by thE~ ~isEi c::f th'" V.{b!:!ii~: () 

25 8y th<;> pitga!~singu!ar dichotomy., certain fine distinctk.ins d meanin9 nmy N~, 

rnaintaini?<L For 0xarnpiE:: 
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lO 

exists applications "Photoshop" whose\ v€:irsion of lt is version ''4,0") 

has the meaning that there exists one or rnore than one appl.icatk>n caHect 

in the second example, an iteration is implicitly performed over the collection of 

ail applications called Photoshop" en the system in questlon, so the effoc! of' a 

loop .is obtained wiiMout t.ising tradi!lonai procedural pmgrnrnming, 

Nevertheless, the language is designed tc be powedu! in mat H is intended to be 

higM!y expressiv~, A few· vvords in this language ptovide access to ansvvers 

l 5 about the system state which wcu!d bi;.i impossible to otita!n in traditlona! 

ptocedt.~ral langw.'.lges short of writing hundreds of lines of code and lnvokirig 

many spedalizi~K1 !unctions iii system !iorar!es, 

If an apparent need sr~ould arise for the kind of services ttmt tradtionaHy· an.~ 

20 handl.ed by procedural langua~1es, it may typically be satisfied by extending the 

relevance i~nguage using the lnspector library mecnanlsm mentioned earlier, 

and described ln mom detail be!ow, This has t\··v.o advantages: 

[Efficiency} Including netiv inspectors by this extension mechanism, rather than by 

2 5 offering procedurai services ln the relevance langua~F~, leads to more efficient 

exect.itkm, lnsp!!ctors typicafly make .(',ivailable efficient cornpUed methods of 

execution, minirnlzing burden on sys.tern resources at relevance 0v.rdt.1atlon time 

\,\ll1i!e the relevance lar1guage ls interpreted, whlch is typically slower-
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[Security} !nclud!ng ne~<\<' inspectom by this e:x:tension rnechanlsm allows one to 

correct protilematk:; situations, !fa certain complex expression is used in many 

equivalent piece of code ls included as: an inspector library, then one can identify 

-:? the problematic i:ode by using the relevam~e language to fdentlfy \Vhether that 

krnpector is !nsta!!<ai:.J on the user c::irt':lputer. This rnakes 1t possible to write 

10 

counter advisories against advic~ that depends on inspector ilbrarh~s. 

The raievancE: language controls the execution of a system on a pO!Eintial!y vast 

number (~f cornputers. !t is highly desirable. though not strictly n~cessary, tor a 

reh.:ivance clause to be scnTiething whkh, In principle, a consurner cm1ld react and 

form m1 approxirnate understanding or, thotigh faw users may choose to do this 

15 in most cases, 

In the currently t.mderstood best rnethod of imp!ement!ng the invention, the 

syntax of the relevance language resembles the Sy'fWiX {'.>f plain English, with key 

roles: in the language p!11yed by dauses formed from articles such as gl, £lit, 

Tne higr1ly conslralned nature of the language fosters consumer und~~rstancl!ng, 

The language avoids constructs which assume a cornputor programrn!ng 

background by supprnssir.g concepts such .:~s array~~., bops, and conditkmal 

2 5 ~waJuat!on, 

$URS11TUTE SHEET (RULE 26) 
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5 Pars!n9 o! a ciaus~~ in frB3 relevance l>~nguage resu~ts, conceptually, in the 

9enern.tion of a (ist of method dispatches (s:ee Fi9, 11), in which certain methods 

are caHed in a. certain order with certain arqwnent lists. Thls eva!u;:ttion is a 

appropriate order.. Method dispatches are an important aspect the relevance 

l 0 proces~<. 

An inspector m::irary is '"' con~~cfo'.:ln of methods (see Fig. 15) and associati:::d 

lntertaces wr1!ci1 a.Hmvs for the installation of riwthods into this advic;e wader, 

l S library rnay contaln sorne cA the follovdng cornponents: 

20 

* Declaration of a [Phrase] tc be used in the rn!evance language. 

* Os,ciarntlon of the calling prototype of the rriethtH:.L This includ~~s the m.nnber 

and the requin;;d data types of lM s:trguments H:: be supplied to the rnethod. 

* Dec!amtlon of the r2:su!t data type of the rnetht)d. 

& lrnp!ementation of that method in e:<t:~cutable form. 
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15 

O:;:c!aratkm of spsc:lai hooks assoc!a.ting code to bi? caBE•d on events, such as 

reader main <.Na!uation !oop, and em~ing of advice r:;:acter rnaln evc.duation 

~ lrnp!ementatk.in of spEwiai event rnethmis and cache rnethods ;n a;<.ecutab!e 

These declarntions affect t\.vo fundamenta! data structures of tho system. The 

first is :;i syntax table giving an a!lo'->ved phrases and the associated data types on 

'h'hlch they may opamte and the assoG1ated dat<'J types that result This is use(j at 

lexical analysis time. The secoM is a method dispatct1 table, glvlng a systematic 

2 0 vvay to determine frH:.! associated executable rrH::thod for a glver: phras13 <:md data 

type-s, This is used at ~waluatlon time. 

phrases have a certain me;3'ning when appiiBd to certain data types, and of 

69 

MSLV_lN\/ OOH101 

Unified Patents 
Exhibit 1002 

Page 1187 of 2584



PCTflJS99il9'7ST 

copy-constructors, and clestruc!orn, am ways oi ddinlng certain initialize tirne 

anti tBrrninate tlrrKi code bodies, 

15 ln short, the relevance languagE: rnay be dynarnicaUy c.:onstituted. In one 

irnpiernentation, inspector 1lbrnrl~% may be crB<Jted by advice providers and 

dc>wn!oaded it) thE: consmner cornputsr as p;~!'t of the site synchronizsHon. Such 

librarlBS may be rnena~~ed by the advice reader. for BX£trnpk:, by storngi~ in a \Nell 

knO\•Vn !ocatkm. such as ;;:, s1Jbdirectory of the overnH d\ractory managed by the 

20 advice reader. The inspector !ibraries ln this dirnctoty may be link>:.:d into the 

W'hen thls linking happens, dedarat!on routines are irYvoked, Installing new 

(P'hrnssjs in the lexical analysis tab!E: of tht~ r$lev<=ffice language, and assoclciting 

25 thes•? [PhraseJs to ce11a!n method invocations, The !anguag<? expands in this 
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The rnh.:~vance !<:111~~1.•age may therefore be r>pen ended, buiH up in !ayer t.ipon 

fayer of extensions, ~-h~r'lce, to understantl a completely installed system is tt~ 

5 understand the !ayers \'Vhich have been 'nstallGd, and to tmdt~rstand frKi methods 

1[> Bast~ Layer. Contains frie bash:: mechanics of clause evaiuatk:in: a mJrnber of 

basic built-in phmses and assodated n1ethods. 1t is expec;ted that the base 

1 n layEH' tS the same on every ::::onsurm~r cornput~H canying the advice reader, 

• Systern~Spedlfo Layer- This consists of a layer asS(Jciated v\l·!th a certain 

operating syst1llrn, giving !nfonnafo:m about the charactef1stics of a certHiti 

famHy of computers and their attad1ed d<.wices ~tnd er:v\ronmenL Fer 

.15 exampie. such c.:. layer, in tine irnptenwntation, provides methods to g~~t th~i 

system date and time, thi:: sizio:s Z)f varii:ius f!les, thEi contents of the PR.AM, or 

the names of c-cttached pedpherai devices. 

~ VenclorySpeclfic Layers, This collectlon of potentially a large number of 

2 0 extensk:H1s layern is typlcally prod weed bv thkd parties, g!vinq special access 

to the intomais d Ci;:Hialn !·w .. rdwarn dEvkes amj software prodtK:ts.. One ca,n 

think of potential m.ithors rnnglng a .span of products horn hardi,vare producers 

(e .. g, d carJle mc-derns) to scittware producers {e g .. of Pbotostwp and plug

lns) to ser,/lce providers (e,g. »'C\rnerica On--Line) .. 

25 

30 

The fo!kiv•Ang is an example of an inspector for the version 1:noperty of data type 

Application under the Macintosh OS. This inspector declams thi:~ follrw·«in~r 
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~ .A new data type, VEffSton, 1:vhich nas already been rnterrnd to in severni 

1?xarnp!es abow;: 

5 

t1Mnor F\evisiort The secondary numerk: held of the revision m .. nnbec 

Stage, A String, such as Alpha, Bsta .. 

15 

String1. A String. 

properties by opening the resource fork of thfl applk:atlon., extmdlng the 

., A new namec:i property of World, version, which casts a string property 

Upon installation. this inspector rnakes aval!ab!e tci the systern a series :.:if data 

types and properties whlch may l:iB as (lepicted in Hg. 14. As an exampie, to 
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and Mlnor R~wlslon of application "Netscape Navigator'' ls 99 

and Ma}or Revlslon ot appHcat!on "Netsca.pe Navigatc,r" ls O 

consequences, fGr examp1e, as described in the foilovvlng: 

attached devices and other sut,systems. 

The fol\rn\i\ng is an example of a valid fragment 'NTltten for use with the Maclntosh 

2 0 OS inspector library: 

The intent of thls fragment i~~ to check if this ls the type of fvlaclntcsh hav!n9 a 

25 decHca1e;j modern pori, which ls \o be dlsUnguished from a Modem/Printer Port 

The propet1y of \Nmkl reterred to as serial device potentially rnatebes several 

(iifforent dev!c;;;s. Th•:;: qmdifiet selects from among those ti1e one which has the 

name ''Modem Port" !f there are any such diwic.:es, the phmse evaluates to 
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The lntent of this fn:1grnem is to chech if the modern pori is using the standard 

serlai driver for that port. The speclf!c property of \Nor~d rcderrod t> as serial 

5 device ''fv1od;;wn Port" is an object ovith property input n;:>JrH;,:, Tl·11:: frt:igrnent 

c:hecks to s;;:e it this is equal to Ain, its usuf.11 value in tht.~ Mac OS, 

l 5 

Exarnp!es of ofrmr properties and data typ1::is avaliabie in the l\facmtosh OS 

Logical FlAl'vL Property cf Worh:t lnteg(~r,v<:t!Ued: nwr1t)er of bytes of installed 

R.-'\Jv1 rr:emorv and vitiual mem0rr" 

Virtual tvkwnory. Prop1;;rty of \t1krkL Boolean-va!ued: True if thE: 1,drtuai rnen1tH)' 

option is enabled. 

• Systern V(ffSk>n, Propot1y of World. Data iyps:verskm. Version of system 

Vihkh ts cunentfy inst,~~Hed. 

is currently in:~tal!i$d. 
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machines h~wing, for exm·np!e, a sma!i arnoum ot !'rlE:moiy, outdated ROMs, or 

15 

The !ment of the fragment i.s to enter the l'Aa.cintosh name rsg\stry, find entry 

The reqish'y may contain a vasz amount of inforrnafo:in about th~~ computer on 

2 5 which it op>?n:ttes. The reg·!stry· inspector rnakec~ t.~H th ls infonnatlon accessible to 
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Typictil application programs on modern computeffS, such as Net:;cape and 

Microsoft \i'../otd, have special i:!atabases. referred to as preferences files. w'hlch 

"' r.;;cord a considerabh~ amount of information about the ::::onflgurnfa)n cA a certain 

progrHrn .. A pri:;ferenc;.~n~ inspector is an inspe:ctor library which, vi;hen instaHed in 

the advice reader, enabks thf! n.?lev.ance langua:ae to refer to and evaluate 

properHes of the pr$ferenc:es We of a specific application. 

Supposf.' that the \Ve:b browser ~~pplic<ltion Netscape Navigator has a 

pn.~ler<-mce::; foe, vvhtch assodates t:::i varfous content types. A helper application 

kncws hm-'«' to process th~lt content type. For example. a hizlper application 

l 5 associated wilt~ a graphics tile> of tVfH? JPEG rniGht be JPEGViBw, .~nd a helper 

appHcatlon associated -.vith type x~pri-realaudio rnlght be F~i:.H:i:lAudio Play€n·. 

Suppt'..lse that an advkw provkler called ReaU\udio w;:cmts to author ~1dv!sor!es 

\Nhlch target users l!Vhose Web browsers are misconl;gurnd, and to provide them 

20 w·lth automatic corrections to th~~ ccnflguration. 

25 

Suppose that there is avaiiab!e <:t Nets:Gape N<:tvlgaior Pr(:forsncos inspector ;;-:.nd 

that a.fter installation of that insq.:it~ctnr in the advice reacler, Netscape f\bivigator 

Prnforenc<::s becomes a property of World, 

This provider couid then targ€it corisurnern with RealAudin products, but 

knproperly conhgut'(3d Vveb bt·ov;.'sers, by atithot'inf1 an advisory with relevance 
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exists applicatkm "Rea!l'•,udkl Player 4.0' 

and exists appllcaUon "Ni;.;tscape Navi~VC\tor" 

and { (helpm rmme of entry "X··pn-rna!audio" of entrv "H~~!per Table" 

of N1;;tscape Naviga\Or Preferences } 

5 is not "Real.Audio Player 4.C.l" 

The intent of the lragrnont is to act~ess the Netscape Navigator P.-eferences file, 

find entry "Heiper Table'', look for tho entry "x~prHea!midio" within tl1a1, and 

l 0 extract the associated helpi::r name. Tht.:i ri::isuHing tmtry is a; strrng which ls 

ci:nnparnd with "Rea!Audio P!ayer 4,0." 

The pt<?femnces H::i of a nKK1ern sott•vme appHcatlon contains a considerable 

amount o! information aboul tt'n3 working of tha application, and a praterenGes 

l 5 inspeetor makes al! this information accessible to the n;!h?vance !anguagEL 

Many c.onsumer computers contain, eithi"r i::ixpHclHy or knplicitly. a comrnercii'.t! 

20 date<base whic:h stores infornwHon abou1 !he con&tm1er. Examples include; 

25 

"" Databases associated W'lth personal finance progrn1ms, Consmm:;rs who use 

Check Free, Quk:ken, and sin;H~~r programs lmp!lcitly hav..::~ databases on their 

machn1;;i, 

ll' Databases assoc!ati::d with srnall oiiice t>uites, Consurners who arn runnin~1 

small businesses have custom~~r databases. supplk;!' databases, and 

accrn.mting databas~s on their rnachin9:;;, 
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of Fo;.:Base 

''PersorwJ DBF" < 0 

The intent of tl1is fragment is as follows: The advice provkfor is attempHng to 

FoxBase k;rm;;.1.t, and the numeric fieh:l \Vith field name.: CURRENT 8,t.:LANCE is 

20 Note that if the consurn~~r does nm have a dat<:tbase of the indicated type, the 

P;3Jse tirne faHum could occur because the consumer cornput~~r does not have 

25 the FoxBase Database h$:<pector lnsta!led. Evaluation time failure couid occur 

An application ct tl'lis technok::·gy is in the technical support arena. Suppose that 

30 manages a database, and the provid€>!' would !fke to help ermsurners keep the 
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database weil updated, The advice provider could author ;;i.dviscir!8s whic:h target 

problems to the attention of consumers who have tl-iern, as "Neil as specifying 

The invenb:m rnaintahs a ffo.:: or files oHednq a us~:;r profile, consisting (:.f certain 

reader and which enables the relevana: ianouaqe to refer to data stored in the ,.. ,. 

1 5 enabled by the clatabase inspectors or registry inspeGtors, only v,11th a diflarent 

As an (;)xamp!s of how ~wet) an inspector might be used, suppose it vvas desired 

lo reach users wi1h Zlp Codes of th$ forrn 94l:X:K Supposing that the user profile 

947 "' (1/akw of variabie "Zip Code'' of User Profile 2s inte9er)/100 

may be comparE:>d to 94 7, 
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new variables added as advice providers need them, A rnechanisrn is provided 

so that an advice provider c:an author a template fil<': which describes a coHectinn 

of variabk~s lo wrne!·1 the acMce provldEH' plan~" to refer iri acivlsories antl would 

5 like the consumE.H' to spedty. The ternplate fHE~ ls placed at the ac.h'ica site and is 

an edi.ting trH.'.:ldu!e on the consumer cornputet which presems th>:< user a Hst d 

h~we rn:it previousiy been defined. The user can then fHl in tr1s bifar\k fields aruj 

be brnu9ht to the attention of the user and edited. 

The portion ~;f the user profHe associated with the specific advic-e s.lt-e in this way 

is ca!h~d the sit1::: profi!e. The advisory with reievance clause: 

15 

advisory showld have, as hurnarHnterpretab!e content, a rnessage '·Nhlch 

20 indicates that the actvicB provld~'H would Hkf.~ the usN \c tm out the user prorne 

30 

shouk:l have ;~s cornpuler interpretabie content an invocation of an editing 

rnodule which uses the ne'ov tet11pit~te to present the user s·Vith choices for editing 

a new user prol;!e, 

Modltlcation Tirne ~A TernpialH fHe of site Profile 
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10 

invocation ot an editing modu!!:: which usi~:s the new tarnpiate and fr1e old profile 

1o present th;:; user wi1h choices for editing, 

l 5 those devic8s can rmH:isure, the inforrnafr::in posslt:!y to lnclud£; position, 

20 

• Reml:Jte CorriputatiorL Ask other co:r1puters for the roswit ot a cakwlatkin, for 

the inspeetor, 
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~ Remote relevance Invocation. Pass a relevarn.~e dause to another cornputer 

and obtain the f'e(C;U!t as Eovaluated by thioi other computer in that cornputer's 

environment 

5 The fo!!o'win9 is an example d a remote pnyslca! measuretTH:::nt. Supp;;:;se t!;ere 

i~> an insp{:~ctc'r library which deflnes a pn:.lperty of th~; World c~tHed internet 

morrdc dock and wh!ch has the at)i!Hy to make: quortes to <'tn atlthoritati'..llr: 

timekeeper by lnternet protocols that can return the result as a rcdevance 

!angt.mge fane data 1ype. Suppose that \t al$O defams a prnpeiiy oi the \Nodd 

1 0 referred to as syskirn Gre•€H1V'llch Time '#hich 9ives Hie Greemvich Mean Tirne 

equivalent cd H~1t: system dt)t:::k. -n,e fo!lowlng rei0vanc~ clause targets 

abs((Greenwich Time of !ntern€.it Atorn!c Clock)~ System Greenwlch Time) 

The !oHovving is an exarnme of a rnmc::-te dio:vk:e query, Suppose !here is an 

inspector library which defines a propsrty of the Vi/odd caHed nehvork Postscript 

printer and which l1as tht.; ablnty to make querles to the currently S€>lected printer 

20 to deterrnine if it is properiy configurt.d. A valid reievance dause is; 

Model of Network Po~~tscript Pdnter is "Laser.k:it 5" and 

ROM Vers.ion of Network Postscript Primer--,; version "2JJ" 

The folfowing is an example ot a ternote database inspector. Suppose tllat H1e 
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relationship via security handshaking vvith tf·i~:se srnal! devices, Suppose that tho 

arnpbyees use nrga.nizationaJ data which is accesslble via a Ugbtweigr:t 

directory AccoS$ Protocol fLOAP) database ::;erver access.ible over !ntemet i,see 

5 lnt~~met Stanciards Track RFC 1777(199.5)}. The advice provider would like to 

s0rve up ;:~dvkx: which c.tsserts conditions ;;.ibout the ernployees assi~1ned pr<>ject 

v\111\ch is not avaHab!e on th0 hand he!d rnachlne, but insfaad ls avall<~bte by 

LDAP queries to the LD.t\F) .server, ln additicn, it asserts conditions about the 

employei~s status vA1ich ar0 only av;:J.llab!e on the hand Mi;.:Jd machine, 

lO 

20 

30 

se.rver.t ar~d an in.sp6ctor library \,Vh~ch can Ctccess data nn the hand ~ie!{~ dc~vice, 

Suppose that ihf!i inst~~nation of these inspectors Includes steps to conii9urn the 

LO.AP queri~:s w·!th appropriate pass»Nords and appropriate usernames, A valid 

~~ponsor of m>signed project of Ernployee LDAP record is ''LLS. 

GovEH'nmsnt" t:md (per diorn charges of current daHy expense ol Emp!oyee 

Handheld record > 35) 

T!:e intent Gf nw;; fra9ment is for a ct:;rtain entry to be.~ extracted from the LDAP 

database associat~~d ~";ith this empk>ye•?, and 1he sponsor nanie compared to 

''U .$. Goverrunont" !f that condHwn holds, the current travel ~~xpense record is 

queried for a per di?.tr1 ciairn. 

This approach provkles ;~ way of anonyrnot1siy and proactive!v targeting 

employees liste~j in the oqanizatbnal datab<:.ts(o; Z\S subJect to a per diern rate 

iow·Br than the expemses the\/ are 9em~rating. Thus. tl'K: invention provid~s a 

method of checking expfJnstC\ claims during travt~L well before submission. 
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!rnportant issues arise in the specilkation of thi) interfaces with remote systems, 

One ~~spect ls that there must be a trust rnlat1onship betvveen the consumer 

computi:.:r t·equesUn9 the remote ;;,;;;,:rvk:e and the other device o:- con•putE;r 

fu!f!lhng the request to c.~ilow <'rntor:1at.!c t~va!uat!on of relevance, The 

5 comrrn .. fflictitions m~ist be encrypted in some (:ases Tht'> degree of resource use 

must be rnonilorncL Digital &iAhenUcatlon must be avaHab!e .in some cases, 

These i~re au detans that can be handled by well·kni')v,ir1 rnechanisnm .. 

The provislon of a pro;::ess whereby an advice prnvlder can author a,dvisodes 

1 0 wl1k!1 rekn- not only to properties of the c:onsum:.:.:r cornputt0:r and its envimnrnent, 

but a!so to properties acce.sslb!e by query frorn the consumer cornputer, creates 

a iv:wi cornrn.unh::ations p:otocoi ijescrlber..l belo-.•i, f,t?. the petsonal inbrmatk.m 

c.u~cas:~ protocoL 

Many computer softv>"are app!lcc.ttlons and processes maJntain a !c-g tHe cir files 

the contain t:i ref:.on,'i t)f the history ot exE~cut!on of the appHcation or process, 

Standard ~xarnpies of this ine!ude transaction logs kept by mail servE.ffs and by 

20 bgin daemons, backup logs kept by backup sof1wml\ and error logs kept by user 

A pmgrarn log inspector is an inspector !ibrar/ that can be insta!led ln the advlce 

reader and which enables the relevance lang\P~ge to refer to data stored In a 

fwnction tha.t is €Wn~bled by· database inspectors, registry inspectors, or US€'ff 

profile inspectors, oniy wilh a differeint database being inspected. 

Suen an inspector lit:m.~ry d~~fines acci3SS methods tht~ a!k.i'N one to obtain key 

3 0 data lterns from log files, 
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5 

Gmphmakt::n· contained an error ent1y with error code 9345!3-

Suppose tho:.:-t this error code indicates thai a certaln PostScdpt printer V>.''31$ 

instai!ed in the ;:tdvi\::r:i roaaer, Graph~Aah::r et't<Jr log k> a pn::.periy of Viorkt 

.A.ssum1;.i that Gmphfvtaker enw log has a pn;perty re!erred to as entry, and that 

the result of such a property is an object of t'/pe Graphfv1aker ermr 10~1 entry with 

15 prop..:ii·ties error code and error me.:ssage, yieiding h1teger ancl string data types, 

respectively, Then, thi::ire: 

93456) 

20 

provkles the nmxfod functionalHy. Tl·1i;.i intem of thls els.use: is as tol!ows: ·he me 

enMes are exarnirn:ld to deiermirw lf any of them is ~ssodate(t \.'Vlth an i?.rror code 
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5 

• The product is devebped so that •?xceptional cond1tlons are identified an<l 

!ogged; 

*' Advice !S authored 1,vhich inspects thB !og tc, identify and coned problernatk 

T!:e advke reader rnainlwns subscription inforrnatlori, pcic_;ls of adv!Sorie~~ an<l, !n 

15 one hYip!en•entation, iogs that indic~Ja tht~ ~1iste:ry of relevance evaluatk>r1 and of 

automatic sdtJlion oper<:.1l!on, 

An ndvke system inspector is an inspector !lbrary that can be instalied in the 

advice n:::w:i<:Jr and tvhich <?nables the relevanc"' language to refer to data stored 

20 <'Jnd rnf.maged by the advice reader !tselt At a hlgt-l !eve! of abstraction, this is the 

same type ot function th<;tt is enabled by <lataba~~e irispedors, mgistry inspectors, 

t)r user pt·ol!fe inspectors, only with a tlitfernnt database bt;:in9 lnsp-ect-ed, 

Such an insrx~ctc-r library i:.h.::fines acc,=:iss rn€thods the a!low one to obta!n key 

25 data items from lmp;"Jrtani cornponents ot the systern: 

~ The subscription database: Existt:inc0 or norrnix!stom::e of certain 

subscriptions, address of advlce sites associatf.Kl with certain subscriptions, 

synchmniz~tion sd•e<.hile associated wHl• c,srtaln ~>ubscrlptlrms, digrtai 
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m.ithenHca!!on information associated with certatn subscriptions, other 

~ The advice database: Existem~e or nonexistenci;:: ot c,;niain advisory in the 

5 advice databi.);Se. Relevance or irrelevance of certs.ir: advisory ln the advice 

database. Existence or nonexistence of c~eittin au\hor .in th~: advice database. 

*' The advice readers log mes: Existence o! a subscription to a ceiiain $he 

l O scimotlme in the past. Existence or nonex!ste:nce of certain diagnostic 

son1e Hme in tha past /\oceptance by user nf an autornaHc so~ution oporator 

As an exf::.mp!e of how such an inspector ls used, suppose that in Jr:inur:try 1998 a 

2 O ~•pedal piece of patch code was released w!1ic~1 rnodified the appHcatkm 

Graphrnaket. Suppose~ tl1r:it most cnnst.irnem wht) insta!!ed this patch ~earned of it. 

through the advisory rxocess descrlbed herein. h b desired to reach usorc 

A cc.irnprehonsive strategy f m this sltuatlon forrrH .. da-tes several r:-tdv!sorles .. The 
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earlier. HO'<Never, a cornprt:.:hensive strategy also fcir:-nuh:ttes thn::e other 

tldv!sories intended u!tirnately for other users: 

First the strat;;::gy !onnuh~tes an advisory tor usi::rs who no longer subscribe to 

5 lhe advice site,. bul who may have done so at sorm~ Hrr:e in the past. Ti-:e 

<.'H.ivisory is distributed by various rneans outside the normal subscription 

mecrurnism oi the invention, for example through a %:rvice, e.g. 

UrgentAdviceNeL Thk>. advisory looks 10 see ii Graphtv1aker ;s installed, 10 Sf.~e if 

there is no active subscriptk:n'i to the Gr>9'Pht>ilaker a>::.ivice site, HM then at thH tog 

l O foe ger:erate<:i b}' the advice reader to see If Grnphrna.ker advisory "HB/1/0i:l- ·1 ·' 

'>''<Hts rn!evant al some time in the past ''md if the user hao aci:1;-:pted the proposed 

solution. Anv consurner for whmn this is rEiievant is notified, flml mat they should 

resubscribe to the site if posslbk:i, and second that whEin fr1ey do they get 

instructions: about updating the patched cocle. 

15 

advisory cheicks if the affocted V<S-fsion of Grn.phMaker is installed, and then sees 

if the current subscription database shows no act\\1€ subscriptlon, and aiso if the 

20 log shows no form::c)r!y activ~~ subscription, .4n.y c:c.ins:urner for wh<.•rn this is 

relevant ls notified. first tria.t th~~y s1·10L1ld subscribf:~ to the site if possible, and 

second that vvhen they do tht;!J' 9et instrucfo:ins about updating thr:\ patcr1ed code. 

Third, the strn.tWJY formulates a counter-- advisorv for users who have sornehow 

25 obta!nt%:l a copy of the forrm:;:1· advisory t~y means 01!1er than subscription, and 

W'hich is somehow ~;till acHve in the advice database, Such an advi~:ory is imt 

autorna.tic,::.!l'y' dek:ted by site synchronii:ation because it is not <:issodated 'Nith 

the originatin9 aov!ce she. The advisory itk~ntiHes: the existence h the advice 

database of the o!d advlsory, Any consumer for whom this is re!0vant ls not!fied, 

30 first that thi~~ active advisory is no longEir avcNH3d by its author, second that the 
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consmner shnwid subscribe to trK: s.ite if possiblt:i, and third th~t ''-'·hen they ijo 

they get instrucfr::ins about updabn9 H1e patched •:::oi:li:.~, 

5 set <)f rn~~thods associated vvith thP~e centrai data types~ referred to as advk~eNet 

subscrlptlon Inspector. adviceNet advlcE~ inspector, and advkBN0t \·:!story 

1nspeclt1r. 

With such inspectors one may target conm,ffners who rn;:1:y have adopted the 

B::<isls appfo:.:at1on "Graphtv~aker" vvhos\:}l\iersion of it i;~ VtO!nm.m "i ,Qi"} 

and not E:Ddsts <?ntry ''GraphMaker' of adviceNet Subscription im">pector 

and (3Xists entry "re!evant" Gf advb.iNet History inspector 

1 :J \Nhose (author of it is "Grnphfvlaker" and 

\ 1\"lth such ir!spectors one rnay also hH9st consurners who have never 

20 subscribed: 

25 

exists a,pp!icaHon "Graphf<Aakor" who~~e(vr::rsion of !tis verslon "1,01 ") 

anc.i not exists entry "Subscription'' of :~dvk:sNet HislDry lnspector 

\Vhose (narne of it is ''GraphMaker") 

\Nlth such ins~mdors orie m¢y also tar9et consumers who receivBd th~ advlce by 

other ma ans than subscription: 
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exists application "GraphMaker" whose(version of it is version"~ .01 ") 

anct exists entry ''Advisor'./ ;;:if advbsNi:~t advic:~~ Dzrlabase 

vvhose {author of it is "Grnpr1Maker" am~ ldentifier of lt ls ''£H3/0i/08·1 '') 

5 Thes.f: insp:::t:tcrs enabit:: a techr:irn! support organization to (fo3v;:::k:lp a process 

for maintenance of bodies of :;idvlsorlr::s and to adapt to the ccns(~quences oi 

adopt.ton/ntJn ... adopt!nn ot prevk;us ad\t!sQ:rfes, 

,ti,, second type of examp!e is provk.h.::id bV U-10 case where ~~n aclvke provider 

i 0 HE~atAudio vvants to <~uthGi' an advisory checking \l'.ihethe;- "\ cert.:tin inspe1::tor is 

insta!!ed and is the correct version. for ex~wnple, becauS('Ol ach1ice i:~epends Gn 

this. Assurne th<'lt there is .:rn inspector Hbrary which, whsn instai!ed, adds 

advici~Net configuration as <'l property of V<iorkL RealAudki could serve up r1dvlce 

at its s!tE~ \<Vitti trkr rdevan;::e clause: 

l 5 

alio\.vln9 (me k~ check th.;)t an 1nspe:ctor library i,.vas not instalil?d, Ths hurnanly 

int<?rpn:::tab!e contEmt of the associated message is an exp!anatk;n that for 

2 O FieaLtsdc.1tlio advice to work propeH'ly, the user should 9t)t the appropriate int=>pectcir 

from the Netscape s.ite, in addition, it couh::l serve L.!p adviee qualiiled by: 

25 

V\:.:rsion of inspector library ''Netscape Preferences" of f.:.dvk~eNet Configuration 

is not version "1.0'' 

advlce reader is correctly G(!rtflgured to use the advk:E: provided by that 

3 0 organizatiorL 
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So far, the discussion hr;;roin hw.> centered around a slngh::: rnechanisrn for the 

transport of <:~dvlsories. \n h:Jd, there are many shuatiorm w!'1ere otMr means of 

l O • aclv!.ci:: by physical transport ,An advisory rri.:ry <::irrive at th;;i consurner 

cornpuh~r by me owy from a floppy disk, CD~ROf\A, or sirr;Uar physlca!!y 

transportable rnedbrn. 

~ advice b''f' EHY:aH. An advisory rnay arrive as part of an e-rnrJi! rnessar4;.;1, 

.l ~) routed from another consumer, or from an <'ldvfce provider, 

20 

• advk:e by USENet. An advisory may <:uTive as part of a tH?.Ws rm:::~ssage 

distributed according to the USE.Net prt)toco!, posted by another consumer, or 

• advice by propdE~tary protocoL An advisory may ardvi?. as part cif a 1Y1essage 

distributed according to a proprietary prott>COL 

• advice by file transter. An advisory may be obtalnetl by file tmnsfor trom 

25 ctrmther machine, where said transfer uses an app!kr:ifa:m other than the 

ac.lv!ce reader. For exampki, a user mi9ht dir~1ct a VVeb brows,03r to download 

an advk>:oty fi!.e that is fK>inted to by a hyperte;<t link Or, an ~~ppHcatkin rnight 

direct tr1e do\:vnioadlng ot an l:Hiv!sNy< without user control, using FTP or 

some file sharing protocrsL 
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these routes: 

5 ~ Adding to advice data,base. The a(Nice is added to the existing database of 

advfr:ie being tested :.::ontinualiy for rei~w<ffiCe, 

~ SHuatk:irmJ GV<>;iuaHon Tr1e advicB is eva!uat<.~d for relevance wi1,;~n opened, 

bt.it not enterEid lnto any perrnanently rnainta\ned p:ioL VVhen doseti, the 

l O advisciry has no intt~r,~;:)tion v•1lth the systen:, This type of a;dvice ls part of a 

tnar-wOiJ chei:.:k, for exainp!e, \n a once only situation. 

!5 

Stockpil!ng. The ;~o\lic:e is Nored on the consumer computer's storage tlevice 

for futun~ wse. This means that at some future time it is added to the at1vice 

database or clt some fwture fane !t ~mdergoes one·for1e evaluation. 

The possibl!ity ot situational evaluation, u~- shuatkmal advicEi, bears spedai 

notice (see Fig. H3). This can bs usf.ni to create rather complex digests of 

advisories '"'hich are opem~1.1 by the consumer only when speciai needs or 

2 0 situations a rise, 

The toHcwlng are examples of alternat;9 trnnspt:iii. rnech('m1sms applied ln t.he 

technical support appficatbn area: 

25 $> adv~ce before purchase, An Hdvice digest arrlves at the consurnsr cornpuwr 

as part of the shopping proees.s tor a r%31N place of software or han:lv\l'ese on 

th~"' conswner cr_-1rnputer. Tt1ls co!h~ction may anlve by physical transport of 

media or by i;;!ectronk transfer, tor axarnpie, ti1e consumer rrHW obtain the 

digE:st from a \Neb site devoted to sl1oppin9 The d19est, when processed by 
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the consurner about hs suitabihty for vadous poss~bie purchases. Th~? 

prcicess is typically n.m on!y once. 

cotr:puter as part of the instal!afo:.m process for a now pi~~ce of softwm-e (1r 

hardwari:i on the r::cm~<l.H"n<er cot11ptHer, T'n!s piecc:o of soih"<«'l.re may have 

arrived by phys;'.cai transport of rnedla l 61 m by electronic transfer ·j E:l2, The 

new advisories may be added as parl nf an ai.it~xnatlc lnltializ."tHon process.< 

l 0 when.:}by a subsi.:.:r!ption !~>: autornaticaBy inhiated and the \"{;:ivlsories are placed 

notified d various advlsorles which apply to this speGitic situation <~nd 

hard~vare/st:iHvvare/sethngs configuration. After the episode is over, the 

~~dvice ls doseid, pEirhaps to be reopened at somo later time for possible 
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Adv:sories can be prEn">ented to the usf.H :n otl:er ways than throuqh the usual 

advice mmfor interface For 0x2<rnpl0; 

5 " Vi:.:i Nc,Hfy Box in Other Appiic;~tions, The US{it rnay be notified ot the 

lO 

eKistence of a relevant advisory <t-thiiE: using anott1er application. rfotificaHon 

uses a. mechanisrn appropnate !o that app!lcatlon. For exarnpki, the 

cons\.lrnm !$engaged in another activity, t$.g. vievv!ng a vldeo. and is notified 

.. Via Desktop/Scresn Saver, The usor may bo notified c,f the exlskmce of n 

fi'J!e1.H.int f.l(ivismy 1,-vhen tw is not usin9 <'m application. Notification wse~s <"> 

mechanisrn appropriate lo thE~ ddault prn~>errtation, For example, the desktop 

has an animati:::n icon dep:cting the exis1encei of relevant advisones . .Another 

l 5 ex-Smp!e, a scrnHN1savet' presents an anirnaH?d presentation \·vhos.e state 

• Vla ~Hria.iL ThE> usen- rnay be notilled of the existence of <1 relevant <.ldvi~~ory by 

e~!ectronlc messHg:n9 using f.H11i1il. This includes textual summariE>S indicating 

20 the number and type of relevant ac~visorles and the number tlnd type ol 

>i. Via mess,;~ging. The user rnay be notifletl ot the existence of <> relevant 

<.H:ivisory by electronic messaging drivlng other niodalities oi inforrnatlori 

"! "1 transmis~~ion. Thls rnay lndude standard rneam> of cornmunicahon, such <1S 

pager, pr~it,n\:.~, and fa:x; ttarrnrn!ssion. For exampte, in an onvirornmmt \<;,·here 

1..xmsurner appliancE>S am cc,nneded ia <~ computer in the home, the invention 
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with tr1e eft<i:3ct that if the ternperaturn: were oxcessive!y hi~Jh or !ow, an 

advis~xy is reievar:t. t~sHnning that tne relevance notifb~tion is S>zt up to ust:: 

a!phanurneric paging, trw consumer ls pa.god to indlcate that the temperntme 

in the ho·use v)(~as out of norrna~ .bi)Urnis~ 

reader .A. typical irnplen1er.tation contirn)aliy evaluates al! advice in the advico 

l O dat.~base for reievanci::\ rnet;;.:ring total CPU rnsGut-z;e u~:age. and keepir.9 

resource consumption rm::asured ov.:H· intervals of, e.g, 1 second, belovv a. certain 

fraction of available CPU Urne. 

l5 

First, by afiowing the user to set pataffBJ::tt:rs contrnmn9 th(l frac:tion ol CPU 

resm.irce used >:luring continuous t'Jva!uation. 

20 flVcdlmtEKl a.ccordin@ to a difierin9 sdie<lules. For ,,-,xarnp!e, a manu;;d pool is 

eva!umeci on!y under rnanuai evaiuatlon, \·V!'lile a nig!1ti·y- pool is evaluated only at 

.;:i ceib!n user specified time in the ~ivt:=nin9. 

Third, by aikw.'ln9 th~~ us~'ff to schedule relevance evah.iatlon for an individual 

25 pieced advks manualiy, overriding all pool rnernbership pararndms. 

There aro a vH.rir.:ly d important vadafr::ins on ihis approach; 

* Skipping evaluatkm, In certain settings, it rr;a}« be desirable not lo evaluate 

3 0 c~ach pi1?ct:i of a.civic;;: in a pod with each pass through thi? pool. For example. 
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5 

skippE!d, or sk.!pped bas$d on the CPU us.~ge of other applications running on 

the' consumer computer. ..6.. piece of adv:ce <-vh!ch is uneva!u.:lted retains the 

reievanct:: status of the previous eva:!uatiort 

<l' Scheduling based on &\.ithor cornrnents. ln one irnp!ementatkm, the ~~uthor oi 

the advisory cnn spec:fy the schedu!h:Q of rel.:;.:vanc<? C!valuarion H~~ includes 

in the adv1sory me. an Eva!uate·V>fh~~n lirm tr1at specifies iJetai!s of Eiva\ua.tion 

scheduling. Op1;ons may \nc!ude ehhor a penodic sctu:::dule for re\ewmcn 

l 0 evalu.atlon, a condition for re!evnnce ~~vi:duation, or rnmr1bership in a \VeH 

" Schedulin9 based on advice re.oder <'!.n<:liysis. The process of e1,la!uatin~1 

n~!evance may tH:: vii.::vved as analogous to the process of running various 

l 5 processes in a cornputsr opt?,ratlnt~ s)rstern, Using tradHlorw.! oparnHn~'l 

systems schedldin~~ ideas, it is posslblG to allocate pric-ril!es to tH::ivlsories and 

to ;:i_ssif;n lower priorities to c,;::rtaln pt·ocasses. A spaciai case of this is the 

pmcedurn skippin9 eva!uatlon, dh>cusse<:l above, 

25 

Blmu\att::d Conditk::·n:'>, ln t~artair: sltuations (sE:n:.: Fig, 1'!), \t is useb\ tc~ the 

cons:..an;3( to sirnulate ,_;::valliat!on of advice !n <::in environrnent other than the one 

!n one irnp!en~entmi;::.n of the ('u.:ivke rnader, a rnethod is provlciei:1 to sirnulate 

conditions whd·i d<:; not in fact ob lain. Such an advice reader has a modlfo:::ation 

to thio:: method invocatk:in dkwatc::her of the advb~ reader. ln this modlflcation,. the 

name of the method and the involved dma types are cornpared with a sknulation 

3 0 tabkl 17'2 in a proxy iay(:~r '173 bi:?for-0 a rnethod dispatch occurs, The simulation 
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table contents are ~iser editable 1 :n, !f them is nc) match, dispatch occurs as 

suspended, and instead the value of the rnethod is obtained by !ook·Llp lnxn the 

::.< associated (:GU of the simulation table. The result in either ca.se is passed t:iy the 

proxy layer to the system, e.g. to frie fla system insp~:c!cr 176 or registry 

currently unn~a~~hable; 

20 become irte!eve<nt} if c:E~rtain modifications to the c:::;nsurner Gomputer are 

~ Determine if the installation of a product causes certaJn advisories to becorne 

There are mani other appHcatlons of this approach. 

User filterin:} H has been t;3:Cit!y assurnf~d that <J. user typically wants to ~me 

all re!Eivant advi:~odes from an sites. ln practice, a uscir might be interested in 
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certain pooi, focusing 00 advisories wh!d1 exhibiting cenain keyw·on:l labels !n 

ti1e Refers-to or ScJlutii:.Jt'H\ffects 

2 0 proteGt and enhance its reputation, 

insecurity of pubHe: notworks, and to offer took; so that consumers and prov!.ders 

25 

trusted providers, and to thls end, ths invention provides technolo~iy supporting 
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JO 

the t:ivaluation ol trust'Northiness by consurners arid main1€.ffiance of trustV•iorthy 

status by provldl~rs ... 

intent to snoop or pry, and havin9 both an lntont to i.;;(H.t,p privat;:;; and being 

carnfuily designed and respons!\Jiy rnalntained to rnaintain that intent 

20 having no lnt;:;nt to go to wide populations of users as '>NOU!d a bn:iacicast 

rnsponslb!y maintained to achieve that intent 

25 

Th0 invenbon offers a numb<?.r ot technoloqical tools facintaHnti OP€.~n . . . . . ¥ . w . 

comrnunicatic·n bst\•veen consumer and provider which lead to proper attdbmions 
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disGtirninate behveen trustworthy and untnJsh'·.tC>rthy providers: 

10 

L5 

accon:l<'lnCe with the consumer spedflcatizms. 

too 
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Interpretable cornponent ct t~w message, the poti.:Jntia! effect~; of advicf.>, about 

5 th~> exp~~rlencBs ci the advice provider in t;;::~!in9 or frcrn UtEff feedback. 

By using :.H:lvf:lra! methods of dlsc!csurn, an ad"/ice provider can gain consumer 

trust and visibility. 

l 0 in one irnpimY1\'1ntation, <-J. morn forrna! method of docurnenting ami rnorntoring the 

effects. of the a1jvi::::c.} is otfernd, enabling an advice prov\<:.ler to disclose names of 

potnntia! eHects through stemotypeti ki3yvvon.is. 

15 keyv>'ords whici1 are used to descdbe the sutJsystems ot thi.:.: user computer or its 

2() 

1;.:nv!ronrnent 'Nhid: ma'./ t)e afh~icted by thE: prc:·p:.:.;sed solution, or the effects of 

the proposed so!ution on pern;:inal privacy, An advice provider, fn authoring 

Consumer' ease of us,~ may be bolstered, ln on0 lrnpierm<ntation, by aHGwing 

25 Vflfl<;.1:..is kinds of user $Ide filtering based ~xi these keywords, For example,. ,:~ 11s.er 

plagued by enormous rH.lrnbers of advlsodes whenever he ,::letached the CD· 

ROM drive ternpor<:irHy ccu!d us$ tr:is !'ea.turn to slmpilty his ilf0, He \'Voukl 

dadare ineiff\i::'lnt a!! advisodes refordng to the Ct>FK)fv1 drive in their keywcrds 

fields, and then aftC.ff\Nards d'-':lach the CD-ROM drivi''- ln this way, '':ven lf there 

30 \<Vere advisories ordinarHy triggemd by the non-ex.ish:mce of an attached CD· 

l u 1 
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see th€~ discussion of sin-:u!a.tea conditions above, 

Consurner eonfidem;e may also be bolsten:K~ by a!!owing sw::h kinds of useM>ide 

matter of poHcy doE-1s rnJt p:;:'\rtldpate in S\.ifVeys and similar information gathedn9 

advisCiries zx-;uld ~:pec;il\t that ail advisories which contaln<'.:td this k:eyword si·Kll.lid 

impact~; of a piece of advice before deciding to apply th•? mcomrnend•:Jd so!uHon 

op;:3rator, Some d this may almai:ly be done :..min~1 existing htomet teci1ndogy, 

The consumer can query oth~';lt VVeb sites and search engines to see 1! there is 

The i.nventkm extends this mt:!dHnisrn tl'lrou9h ~> special lmernet S•~!"\'er , referred 

to as the Better Aci\ilca Bureau, ThB Bett€H' Advice Bureati serves as ~ centr<~l 

clearinghouse for hfonnation about thE: effects: and skle effects of advkx.'°. Th0 

i (\-") 
J. \} :>.... 
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!n a typica! implementation, thEi advict, consumer can provide feedback tc' the 

advic:e provider and to other consumers descrit)lng usfJr experience with a piece 

:) of advice. Sorne of thh>: ma'/ a!n'1acly be <:lone using e·).;isfo19 intemt>t techno!ogy. 

ThE< consumer can use e.--rnaH and USE.Net ne1;vssiroups to notily others aboul 

experience} v,'ith a certain ~\dv!sory. 

!n one lrnpiernentation, the in\lGntion e>.:tenrh:; this rnechanisrn thrnu~Jh a special 

l O lnternet servE~r referred i{) a.s the Bett~:r Arhtice Surf.H'"\U. The Better Advice 

skle effo.:cts of advice. Th~J user can at any time submit to th~> Bet1er .1.\dvice 

Burea;;.< VVet:! site (describf.:d below), rocordin9 corn:nents about the sp;.0~cmc 

2,d1.1isory or U1e specific site. The.; 8E:tter Adv;ce Buremi can re.lay those comment:; 

.l .5 to the adviCE.! prov!dm-, wr10 can respond to th$;:m. ln one irnpiernentat!on, 11·ie 

BE}tit;;r _,l!.,dv!ce Bureau protects the ideritHy of the const.irner by strlppin9 off 

identifiers before mailing or posting. The 8ettEff Advice Bureau complies al! the 

Information submitted ty consurneni. and provider t'<X~pons,;;s, into a database 

ava.iiab\e for queries over the network. 

20 

In one implementation. H·i.:::~ advice reader offers a {limct access tci tti!s feattirt~ by 

tnch.i;.:Ung an easy way to create <~ rnessage cH .. itornatical!y about i$ certain 

advisor/ in the standard adv.isory dlsplay, <:tnd address H to the authorities at 

Better Advice Bureau, For exarnple, a butti:in ls pl.aced as part or the advicE* 

send!n9 and recipient addrssses, and w!"lf1 ·the advi~mry nurnber and subjec1 

akeady supp!it~CL lhe 11ser !s then ah-vHys one dick away from being ab\e to 

r~cord a commentary about certain advice. 
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In a tvpka! irnpiernentation, tho a.dvici:.i provider can disc\vn <:tdvice ttiat it has 

po~n~~d !n error, This is ciOn>o: by rernoving the advisory from the provider's atlv!ce 

S slte. Ovt:n tkne, as subscribing advice readers sy'nchrcniw with tht3 pwvkler's 

site, the advisory automatlc<:dly disappears fmrn those consumer computers, 

!n certain settings:, tr1is is not a swtf!C!ent!y proa.ctlve soiuJicm. For ex;;unple, 

certain advfaorit)s rn<~Y be distributed by means other than thB usual the advice 

J. O reader/advice site rnodeL To the extent that certain constu-r1::::rs may have sue!: 

<J:dvisot'ies in their advice poo!, bui \>Vitrim.it assocb.tlng thern with a subscription, 

they ne:::<c! to b:::i dealt with by<~ counter advisory, Thls is an advfaory vvhicl1 acts 

as advice against another pie-cB of advice, Uslng an advice inspector library as 

described above, it b possibie to \:vrite an z~dvisory that is relevant wr1€n tiw 

.l :'.:< consumer computer has a certain a;:jv!sory in lts main adv.ice pooL Such fH1 

ar.Nisory ls typically mi follows: 

20 

The advisory 4013~?. wl1ich Wf; rttleasBd on S/3i/9$ has been 

recaUed, and ~ve recorntnend that you deiet<n it frorn your 

ad'liice sv£<terr. imrnedlately. 

!f you agree tn this, click the <Dolt> bwttc.>n below, 

(signed} <Authors Name>. 

1.5 Such counter advice is distributed by s1.ibrnitting it to UrgentAdvlceNei, a speGh~I 

advice site to ~,vhich al! advice readers subs:cribt.>, The piece of advice is rapidly 

d}ffus(-:;d to users. 

!n sun:rnary, the invention oHern th13 following process for <Jea!lr.g with fau!ty 

30 advice: 
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5 

* \Vritin9 a cot.onter advisory and ~'>Ubrnl!llng it to UrgentAdviceNet. 

P!adng the bdter adviscay at U-1e provkler$ advice site, 

One fochnique to further c1::insume~· acceptance:: oi the us<::i of aovisories ~~nd the 

assoc!at(id solutions .is to ren111vEi sorrKi of the burden for determining th;.:i 

trushvcrthiness of messages fron1 the irn.Hvidual conm;n-H:H·. .A, rnethod to <:lo this 

certifies advice as t1eing in accord <,>vlih cert<:i.in publicly lmo\-vn privacy and 

security standards. Und~::r existing W1?1J protoc(·:-ls (see Khaff:l. riohit. Digitai 

Signature U~bei A.n ... ~hit6'Ciure>. The Workl v\iide V'.h~b Journal, VoL 2, Number 3, 

pp. 49y6-4, Oreilly fSun-nT~er 1997) http://wvvw.w3.org/DSlG) then.:i ls a n-11;;thod for 

2 0 the establl$hrw~nt of URL ratings servici?S, via a rnessa9e bloGk thm can reliably 

certify that ~) certain ratings agency asm~rts th~t certain inforrnatJ.;;:w1 resources 

have certain propertl0s. The crndib!Hty of such assertions, i.e. that the Fidvice is 

actually being ceHilned by the: service ,~nd not by an impostor, is bast~d on 

dep!oyrnent of standard authi::.mtlcatkm and encryption devices. Applying this 

25 t~~ehno!oqy, a ratings seHvice can be estabHshed at a central site, s .. g, Better 

Advice 8ureai.i,or9 as dsscnt~ed be!ow, to certify that certain advice operates in a 

fashion generally >:lGc:epteij as appropriate for the advertised task, is used h a 

1 05 

MSLV_lN\/ OOH137 

Unified Patents 
Exhibit 1002 

Page 1223 of 2584



rni:::ssag:e indicating that the message is ass•.?rted by the authority to have certain 

.'> attributes. 

in one ernbodknent of the inventk:in, tlw ccmsurner is offered the optlon of making 

lntegral •.Jse of on€.i or more ratin9s ser\1lce.s. Thls functh:ins a~> follows:· 

l 0 i.. A ratings S1.?tvice us.es a weH knov,T• forrnat such as PlCS (see Kham, Rohil, 

15 

25 

advisc~r~es. 

The ratings sBrv!c:e pub!ish~~s a list of descrlpiive K.eyvvords USEH:! in fr1e 

ratings syst1::i1T:, such as BAB~Privacy--Standards··Cornpli<'lnt or dOt'1S not 

affect !He system. 

The ratings se(v1ce i<:tbeis individual advisories using its O•vn deflrH,::ti 

labeling syst1.?rn, inssr!int1 these labels lnto the advlsories .as ratings blocks 

acct)rding ta a siElniJ&rd labeling ft:H'f'tl<Olt, such as PlCS. 

Th& r<:iHngs servico iabe!s indlvldual advic•9 sltes by attaching labels t;;:1 site 

desi;.:ription file$ using its. 01.·vn defined lat:eHng system, insel\ing these 

!<:.tbeis mto fr:a ~o;ite tjescdptlon tlh~s <H ratings blocks: according to a 

stant!ard !abe!irig format. such a~~ PlCS. 

l06 
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cryptographic signature mechtinisff1 asscJc.bted with the service, <'J:nd part 

of the ra.Hn9s !ab0!inq standard. 

l 0 ;JJe not certdlcH:! by Biztter Advb~ Blneau as BAB-Privacy"Stanciards· 

Cmnpil::mt thembv ob!Hinin9 .;,:i m1~asure Df confidsnce that advisories us\O:d in 

his system i:io not violate his priva.cy by nwealing infonnation to !he outside 

• E!idtinq User Dt=mires. 'fhe certification manager plays a rols ln lnitia.Hz:lng the 

cef1ificalion prnc~~ss, !t n1akt.0:s ava.ilable to the. user a !\st of poter:t!ai ratings 

20 certification rnc.:.nager oi:>talns frorn thc:i nrtlngs servic~fl URL a list of the 

defined ratings key'Nords, and allows H:e user to deslgn a filter basod on 

:1pe·oifying that certain key.,Nords or combinations ot keywords rnust be 

parse and v<:ddato the mHngs m~sodf~ted \>Vlth lndlvkh1a! rnes~ages, and 

biock t.he evai\.iafam of uncenffa.:::d rnessagE3s, m· t:<f C•3rtlfkid rnessagE~s not 

1 ·07 
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immune system, 

reader sottwart::~, This <:dlows usBrs f;'om all OVfff the 'NOrld to obtain intorrnaHon 

and updates a.bout the system, z_bout the advic~: reader, and any ~<pdates to the 

15 ~t is aiso a trusted s\te for the d!sMbutlon of subscription inkmric1tion. Olgitaliy 

advice siti:;s on the lnt>:::rni::t. These sile descnphon Hies are signed with a digital 

reaciEff. Th\s st:.:rves an irnportant security function. As describod in the sectlon 

20 on ~H::cur!ty below·. H is veP/ irnportl':mt that there be a 'Nell kno1:vn and trusted 

degree of ct)nfaience that he is 9ettl11g ;~ccurate subscription inforrnation anti is 

25 

coordination of certain authoring specific 
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TO 

advice fHJfr1ors to d!sc!ose descriptions •A potential €:;ffects oi advice on the 

ccnsurnen.: cornputer or poss:.:.:s.s!()ns or environment .A. current listing of adopted 

kEiyvvords rrwy be made avai!ab~e at advisories.corn site. 

new var~ab!es may be added to the t.m:er prdila by different adv!c~i providers. A 

available at advisories.corn site. 

Bc:ttcir Advice Bureau.org is both a Web slte and an acivice site (ln the Internet H 

k~ a site dedkated to the maintenance of the ct:Jrnff•unicaHr.ms protocol as a 

l S civilized rn.eans of cornn:1unlcatlon, 

~~ecurlW and privacy, H descnbes known risks and teGornmenaed pn:x~edums for 

for resE,arch <:ibout the expedencecs associated vvith an :;ldvisory that they .::1J~$ 

contempl<~HnH to <~pply, 

25 The: Better Advice Bur€.~au.mg w:ivh::e site is an adv·ice site tt1 which al! r:-otdvice 

readers subscribe, l1 ~ssues wh<~t is reterred to s5 meta-advice or counter~ 

advice, in the form of advisories against bad advisorles, or against bad sites, 8y' 

this dtwice, consumers become t1wam of situations wi!hin the advicE> process 

v1hich me dangerous frorn tho standpoint of seGurity or privacy, and they can 

3 0 then_ t<lke corre>::tive measures. 

109 
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f'CT/V SilcWl 'Fl5 l 

It is a!so a sit& for the distdbutlon of r<:\tin~1s information, in partic.ular, pubHcalion 

rnethm:!s for ratint1 r;o,sources on me Web acv::w.lln9 to c.riterb prOV!d&d by a 

5 tat!ngs service (see:· Khare, Hohlt, Dioitai Signature Utbef Architecture, The \/Vorid 

Wide vVeb JournaL Vol. 2, Nurnber 3, pp. 4SH54, Oreilly (Summer 1997) 

hitp:/iwww.w3.or~111DS!GL The Better Advice Bureau, in one implement.;.'\tizm, 

.., A iist of descripHve keywords uscid in the ratings syswm, such as BAB~ 

1 5 Privac.y'·Standards·Cornpiiant or Dt:.H3:.~ Not Afied ma Sy.stern . 

20 

25 

.., Public key infonilatkin associated with the certification process, 

UrgontAdvkeNm serves to distribute advisorii~s rapidly to all advisory 

significant numbers ::if USlHS, In one irnp!erMntation,. it h<O<S a high priority in 

in this document so far, thee inventbn h~~s be;;in described in connedlon ,,vith tht.;~ 

technicai support <:-:i:pp!i>.:ation. The loliowlng is a partiaJ list of other applications to 

3 0 ¥vhlch the invi;;ntion rnay be put 

!O 
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.An i\lr Ticket consoHdator ptirchases a block of 50 seats on a Wght from Nevi« 

5 ''(ork to London for August ~W, The consolidator 'Nants to r~'lsel! H1ose sGats to 

travelers, The C\)nso!idator mainb:tins i:t rGl~:itionshlp with zi variety of trave\ 

agents. 

The cr>nsol!datr::r uses the inv£:;mtion to market its product mrm~ eh'.icit~nl!y. ·nm 

i 0 ccms(didator 1unctions as <O\dvk:e provider, and authors an advisory whos0 

rr:i!avance line a~·serts the exish:ff1ce of a consumer in H%: have! agency custorner 

databa%: whci hth~ rt:3se!"ved a ticket to 90 to trom Nevv York to London on that 

date, or ne•~r that ijate The advico prc.ivkfor plf1ces the advls~xy ,::it his advice site. 

l 5 Aclvlce consumcn'S, !n this case the varbus travei agenc.ies working with th;:; hcket 

conso!ldator, have their reprnsent;~tivi? i:.xirnputen=:; set !o subscribe to the 

consolidators advice site, They a!s.o install .=i. spedai inspector in their computer 

\~-<hict-i searches thr~ tn1vei ;:~9.:.mcy custi'Jfl1E!i' databas1? for custom&rc~ V>iifh G&rtain 

travel p!ax1.s. Advlsorii:.~s flow to their cornputers and are a.utomatlcaHy im<pectec.i 

20 for relevcmce. Here relevance n-ieans a poti3ntial travs!er wh0 has pians to travE:L 

ccnist>hdalor, The conso!idator then rnah:es a saie and !ht~ travd agsnt a 

cc.1rnrniss!on. Ali pmtidpants win, 

A large airline frequently has las! minute opportunities for travel at bargain rates, 

The airHne vvants to match the tlckeh~ to consurners vvith a continuin9 interest in 

\ac~t rrdnute tff.rvel to certain c!tles. Tl1ls alr\ini::i can us1.:: the irwsntlon 10 mar!~$t lts 

30 product morEi ::.:ftidi.::ntiy. T!·ie <:iirllne functions as advice prov.icier a.rid authors 

l l J 
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ndvisorles 'Nhtx>:e :-e!evanc;~ line asserts the existence, in the USN profile, of an 

ad\ljsory at his advice site. 

~weci<>i internst ki their user proh!es indicating citl.:_~s they an:_: w!liing k.1 fly to on 

short notico. Adviso6es flow to th€dr oornputers and are automatica!ly inspected 

l O notice, 

15 could bt.d!d as a resu!t, such sites as CheapCom:.erts.com and 

E:-:tEmding this point it is rxx>sibls to run a nev·: typt:: of cornrnodity n1nrkot using 

the inver1tlorL ln one mode! (see F!g, HJ), there is a central site mfened to as 
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~· Relevant advisories conC€fn objeds meeting thelr iriter~:ists. The pn:icess 

5 frorn Corncdily.com H33. R•?lEivanc:.~:; evaiuafo:m ls peifonned Hl5 in 

accori .. ianc€ with ;~ U$er profile 190, ar; inspecw::d by a US•?r prt':>filt.:i im~pec1or 

i 86. The user vi0'N th c, n:::iev<.:mt cornrnocjihes 187 and acts on !he intormatlon 

in the world of finarn::iai servk~es. there are rnany cornpani<.~s tf)~U attempt to 

rnarl\Bt specific services to custOffB?ts d!md1~,1. These inci~;;:ie credit C;:vds with 

The attempt to roach ccmsumers is <.:iXp€.lnsive and r.!ften difficu!t. Certain 

oonsurnern, ;,vho rnight othi;;rwise be intBrested ln the Hnancial benefit(~ of the 

service, do not a.How telephone or m1ail contacts. Ot!«er consumers do not 

20 disclose senshiv;:; inforn-mtlon over the phcne, v,ihlch is typb~lly req1..iired to 

participate. 

The following is an i;;xample of a financial services otfer through use of the 

1nventwn. Thh> Em·1bodirne11t of th;:: invention is described as a ci;:ntraiized 

*' Offerer submits .:u:ivisorv to BaianceTrnnsfer.oorn otforlng b<:dance tnv:sfor to 

thos'"' wiU1 suf!id>.:ffit babnces and lm:ornes. 

l .U 
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* E.\aJanceTrans.fer .. corr~ a<:ivice site staff ezj~ts a~jvisorles ant~ posts. 

"' User subscrib~;:is w BalanceT:·ansfer.corn. 

5 * User fills out information abo!Jt cn:.Klit card bala:net~, existin9 interest rate on 

balance. and income for Us1::r Prome. 

There a.re rnany variations on t~1ls kind of advice. Horne reftn;:mcin9 operates in 

l 5 s~d::ishmHaHy< th.:i saffn:.: VW:.l.y_ The advisory 1s written memkinlng var\abies 

associated with frie principsJ, current in!ere~~t anc term Qf am ax!stin~1 !oc:m, An 

There~ is tH::< te."1son vA1y thb service rnust b.s globally centraHzt:::d. ln a typical 

2 n variation, individual mortgage brokers offer their own ~~dvice sites. 

The inventlon can be used fc,r a varioty of consumm prnduc:t v,.'amin9s recalls, 

25 and safa>ty c.t<:.lv.isodes. Ti'1e io!lmvlns.1 is one <:.~xarnple. 
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5 

lO 

15 

·{ t\ 
L \) 

25 

PCT/0599/l 975t 

'* The FDA and other organi.:r.at:ons, e.g. pharmacE~uticai n-1&mufacturEffS and 

consumer organizations, subrnit infr::-rrna.iion abmJt inlern.ctions and sk:h:.; 

customers wit!'; activ8 prescriptions for drugs '<Nith a hnovvn potentially 

pharmadst that he has such an interaction in his client bas-t:i, and urges 

fl Pharmacy subscribes to the site. /\s part d subscription inifo:ttion, the 

ii; Relev:;~nce evaluation 9enernles queries to pharrnacy cus!orner database 

inspector, 

! l 5 
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Them an, many variations on this i::irnbodiment of the invi3ntlon. ,r:;, simHar se.:rv1ce 

fr.1r physicians ls made.: availabie frirough a physici>~n pafamt database inspector 

for lhose priys!c!ans v<'ho keep track of paHent subscriptions on their office.: 

computers. ,·~ simlh:i.r service for patients >s made avai!able through an indlvidual 

;; hi:;a!th n;,cord dalabas;~ inspe.:otor for those !ndivkluals who enter tr1eir own 

subscriptions ;n the user prorne. One v·«1y· to sin1pnty H1i.s is to have an 

k1forrnation exchange progrnnt ali(iv,dng a use.:r ti.::- rernote!y query the ph<:trmacy 

databa.s1.? ior mfc-nYiation about hlrmH3lf. 

Suppost> there ls a group G of indhiicluais \Vho wish to have an <.HV)n)(ffH::<i.Js 

communication ~vith <'.!provider P. The individuals in Gare wide!y distrlbutE:d and 

do not kno1tv NKh other. There is a 'Nay to use invention to set up a sih$ for t\tVt)-

l 5 \<VH'>/ anonymous communication of this kind. 

20 

25 

Suct1 corrimunkahons are made w1t~ely avai!abls and ·~m usod by many perstms. 

For the anonymity of the partieipants, H is important that the system bi.~ used by 

many different persons from many ciifforer.t ~;roups. 

address lws its identity stripped and is posted at the advice ~>ite, Such an advic\~! 

sitH operates cotnplt~l£ilv autoniatlGally. This sHe may bi:: referrerj f.o a~~ 

Secretf riends ,org. 

Tht~~ site may t1e used in con.ium;tion wilh privat~~,pub!1c key cryptosysterns, 

Seel.ire: off ,line refers to a systen-1 where an agent ell' G ,:i_i-ran~tes with P for <:t 

convem:~Hon The a9ent delivers to P a pubilc-key whkh is created for G for the 

purpose of conducting this dlscusskm. Thls key is nt)t actually public. it is a 

3 0 secret knovm only to G and to P. it is only reforreij to as a public kEiy !)i:;cause it 

1 6 
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private key systerns. The key is oniy de!lvernd to P. S!rnllany. the agent retums a 

.>\uthor\ng rnessages which are rel<:want only to triose holdlng the 1..iecrypbon 

key they have rr-;leased. 

advice reader synchronizes w!th Secre!Fri.;'>nd~'ux9. Potentlaily, a great number 

20 thtm decrypted and mad. 

Thls approach provides anonymity under the AEUP protocol becaust~, assuming 

messages belng piacei:.i there, and only a tiny fmcHon snd up being of inteire,st to 

25 a given reader, Because of the stwctlm.: of AEUP, no one '>'Vatching the process 

! "1 
. ' 
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WOO<l/13111 

A variant en the 9roup anonymous !W:3ssaging ernbo<lirrH~nt, it~ a specific setting, 

ls provided as an inforrnat!on service for consumers of pnxiuds who do not '<Ni'mt 

5 it knmt,rn that they use the indicatod prodw::t F1::ir exarrip!e, users of antipsychotic 

rnedicatbn or those tmdergc.iing cancer treatment. 

Ust=-:rs ct the s1::m.dtive pwduct ~m:: glven a numerical c~xle wlth the purchase of 

the product which serves as th1? (sBcret) publ!c key. The users then subscrlbe to 

l 0 a C(Htaln advice slte, arrang€::d ln aavam::e, >-vhich Is, for oxample, 

Secrnihiends.org, cir an indlistryw·ide <~om:ortlum slte, for exarnpte Dru9tnhorg. 

The 1.<sers lnd1cate in their subscription the {s~~c:ret) public key. Th0 advice 

reader perlocilca!iy svnchrnnL~e$ \:v\th the site, and brin9s in advlsories, sorne Gt 

which n-iay concern the product The others do not concern the product. Only· 

15 the £KiV\:'£;orles associated \\11th the sp€iclfic m-edlcatlon pass the digita! signature 

test and bc.icorm.: relevant 

20 \i\lt~<:H1 the invention disckised herein is imp!emen~ed :as descrlbed above and 

depkiyed in the ledmicat support application, 1t may be operatln9 in a secwrit'.l 

and pdvacy critical setting. Tho iinplernented systern is tho:ri typica!ly inten~cting 

mitomaHc:aHy \Vlth the ;nternet, and obtaining and using resource::.1 tnm1 remQte 

cornputen:; without d!rect human oversi9ht These resources rerna!n resident or. 

2 5 the consumer computer, t;'plcally ovEir an m<:tondc.:d period of 1lrne. being 

eva!uatetl. periodk;aHy for rr-Jlevarwe, When relevant advisories are identified. the 

r·B!ewlni advi$ory. Thls exp!anatorv content may propose to the consumer 

actions v<th!ch rn<:1y have effects on the i::r:.iT1putet, on atta(:hed devices, or 

118 
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WOllH/UlZ.l PCT/US~Wl~7Sl 

carrhxl out autornaticaUy. 

ln short, the.: <1dvice reader introduces into th€~ consumi:::r computt::r docwmmts 

.::"! that are processed autornatica!ly and that after processing may propose to the 

user polanliaHy permanent modificatkms to the compt.iter or its environment The 

~\<faximurn Security, Sarns.net Pub!lshing, lndianapol.is; Oaks, S. (W98}, Jav,~ 

20 

mainly- to advic;:: from large concerns w'hich manufo.cture goods cw!d services 

2.5 of interest to tr1e consurner such Q~>., ior exarnple, a cornputer mfwufacturnr, a 

nibstantial orga.n!zatlons of this type is a reasonably secure practice, Such 

organizations hI'i.ve an interest in provldin9 trustw·tHihy ;3dvice so that they 

rm~lnt<:dn mpport v,,;lth their consW'<")ers. l! ls ;;u1tidpated thm v0ry few· risks are 
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concerns, 

., Better Advice Bureau. The Better Advice 8ureau.or9, whk::h is described 

lnventkln users subscribe to this site. This site ccwnplies c<n.mter advice. 

cin:;ulrJlng, The Bdter Advice Bureau fundions in some respects a.s a:ri 

1 0 situations. Urgentf\dvlceNet is anotrier slte to '.Nhich all usQcrS sub~~ctibe.. It 

25 

The ld!mNing discussion of security ct)nsiders some of the rnore we!! knm.,,,'n risks 

ot Internet i.ntc:ffacfa:in and thH) expla!ns why t!w~se 1..veil knovvn risks actually do 

not adse under the bvention ·when used 111 a iypkal irnp!ernenta.tion .. 

Break,ins: Kevin Mitnick. Over a period of years ~i1!tnick used the internet 

delib::;~rately to c~~u-se some to crash Ot to !m~e data pem1Hr)ently, Whi!e it is 

supposed th,;lt fAitnich vvas ~>orne sort of evil genius tht:> truth ls that sites on 

120 
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inforrnation Me could, L<:. fact access classified DOD cornput~rs and cause 

penr:anent da:-m~ge to files, 

• Attacks. The Internet currently rnakE>S sotwan':< tools available for free which 

5 allow their u&ers to attack other peoples computers over the Internet, causing 

those cornpi.item to crash, The baslc strategy is to connect to various TCP/!P 

por.: ser</ers on the intendr:.d victim computer ,::.1nd flood it vvith 1-·equests for 

~iaNice, (Anonymous, Maxknurn ;:iSlQ.W'.ih!, Sarns,Net 1997) 

.t 0 ~ \:Vomw,: Rob~o:rt Morns, Jr. ln a we!!~known i 988 eplsodt.\ Mon-ls re!eaSE>d a 

worm whicri spread rapidly acros.s the Internet, lfH>ta!ling ltseif in many 

mactl!n~>s, ~~nd \:vhHe 1n exBcution on those rnachines, spread its.off tc.1 C>th•..>r 

machines. in fact, Morris V'ias att~~rnpfaig nn more trian a prank. The rapid 

and pervasive spmad ot the worn'\ surprised him, as did U1e enorrnous 

l 5 ammmt d time required to erndic~~te the worrn and regaln fuB capablllties of 

the aflectE~d computers. The po'.t»'Hffully disruptive nature of the Viwrm >,,vas 

c<HJSed by its <'lbHity to spread automatically, and nm auton1aticaliy on 

whatever rnad"iine lt reached, This case dramatizes the r1sks that can arise 

thwu9h the autornat!c ~•preading ot exe<:utabie code across the !nternet 

20 (Pfk,egEff, SJi2£!.H:thdtl.::~Q.tnR~11tng, Prentice Ht1ll 1996) 

The advice readE~r does not expose the consurner to addlt\onal risk: frorn thE!SE} 

2 5 high profil~ sourC\'1~~ beyond the baseline risk he suffers now. 

The advice'.! reader is not vu!nerab!e to bn.:.iak,in bi.oicau~;~) it does riol otter any kind 

d interactive shBH offering 1~1-in access, as the teirn bn;:ak--lri n::quin::is. 

1 2 .1 
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Ti1e advice reader doEis not ~xpose the consurne:- cornputer to any ~~xtrn. risk of 

The 11dvlce reader adds no risk because it does not make available.! any 

5 perpetuaHy open TCPilP port which c.:m be flooded \.'!ith requests, There is 

nothing the outside '.Vo.rid can do to trv to talk to or initiate an interactkin v'liH• the 

1 G typical conf19un;iH0n, the systern does not offer any !TH.~che.nism by which 

l '{ Consider the vu!nembH!ty ct the inV€H'ition server to active threats. A si:Hver using 

thE! invention, as with c:tny !ntemet·based s~>rYer, exists for the purpose of offering 

serYices to the outsid;a worlr:L lt is visib!e on the Internet and open for business, 

typk<:d!y around the clock 

access, as the term break-in implies, However, the server can be tloot!€}ci with 

such rnquest fkKKls, and professional Web site operators knew abt;-ut tt:err:, The 

typical confi~Jtm~tion, tha system does not offer any rnez~hanlsrn by -,,,vhich 

anythlng can spread from advice reader to advice server, (ir bv vvhich anything 

1 22 
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5 

other than an extremely narrow range ot functions C<'.tn be performed by th€! 

server. 

Tt'HHe is :~ certain sflrnm in which the invention actually can ha!p protect agakist 

w·orrns:« break··ins, and attacks. The advice de,livary :-rKichanisrn atlow·s nehvork 

l 0 Th(::i <.'.i.dvice deilvery rnecnanlsm also aUQ\JVS network secmity personne! to author 

!r: etfoct, the invention interactk,n is rn.';:ver cotnpk:tei•/ unsupervised, The advice 

reader oniy interacts with advice sites that havo t'leen subscribed to by the user. 

The user is H!EH'c!fore, in his choice of subscriptions., exortlng a kind of PE.ffff:anent 

20 high lei.tel supervision. lt the ~iser ~wbscribes only to sites offered by 

force the introducfon of that advice into <'lny given advlce reader. 

attack by spoonn9. !n U1is cat0gory faHs spoofing of internet locatlons, i.e, tne 

user think.s h~~ is communicating vvith a certain trusted site, tmt actually ls 

programs vvhich appear lo be &tanda.rd applications tiut which actually arn not, 

123 
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such as H1e site ot MlcroComp. However, the impostor site also contains harmful 

DNS spoofing provides a way tor the irnpostor slte to appear lo certain users on 

the netv·lork as ii it i\'t:He actually the popu!ar and tn.Jsfod site of MicmComp. The 

to a rnachinE} on the Internet v.;hk:h is physically located in a position to 1ntercepl 

l 5 sorn:;.! of the domain name resolution requests intended for a cetl&iin Dornair> 

Name Server (DNS}. The irnpct,tor prograrns t!1e lP routing logic to inspect Hie 

intBrcepted req1.io;;sts looking tor those vvhich refer to MicroCornp and, \Nhen such 

a request is found, to return an incorrect TGP/W address, the rc-;tumed address 

sh{>»t by perpetrating ONS fraud, them is a way for an attacker to introduce 

darnaglng .$dvice direcHy inlo one or many cornputers, 

This typ~ of tnwd is reportedly rare (see ,Anonymous {H197) Maxirnwrn Security, 

Sams.net Publlshlng, \ndianapoiis, !n adciitlon, a pi.arpetrntor a.ble to carry r::ff thi8 

typEi of fraud rrnght find systerns using the irwem1on lo b€i !ess ~~ttrnc:tive than 

3{J other t<1r9ets. For example, DN~{ spoc-ting of lar9B ek!ctronlc commerce sites 

l25 
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sucoessfui. !ndei?d, the perpetrator could olic}t a Web sit::: ptcitencHng lo be the 

We'o ~>ite of a certain rnerchant otferln9 up vVeb pages \:Vlth thE! c,arrw genera! 

5 v!sua! appe<'.u-ance as Web pages fron: the C()rrect site. The fake VVeb site 

contains forrn;o; \:Vh!d: the user fHis out to exeCtJte the trarn'><Kth.:in, In re<~litj« those 

forrns are used ti:; capturt: infonnation about credit card rwmbers or other 

s0nsitivH financi<ll data, This seerns & rnore di:'ect way for a parpetrator to 

benetlt frnm a DNS spoofing schern~~-

10 

Thk:; sort oi <~ctivity affects only a subt>et of the users of a largsi pub!ic net'1vork 

such as the Internet For Eixampk~, at>Slrrnlng tb~t <~Hi indlvkiuaJ C(.>nsurner en,k)ys 

a secure connection to a DNS smver, and assuming also that ti1~ lniorrnatkiri on 

the DNS ls maintained <~m~utely, DNS spcmfing is not a rnati)tfa! !hreat tor lhai 

l 5 paiticular consume:, !n mo;::<t rnoderati))y large corporn.te envlronrnenls, DNS 

services tffe providecl ~·Athin thi;:: corporate 1ntr:::u1et Assurning U1at th6' impostor is 

outside the corporation, then for advtce consurr1Brs within t!'IB (:.()rporation, this 

spv(lfing thrt~at is stymied by the standard security a~w'lces tor intranets, i,e. 

fin~walls, Gerta.in noncorporate ativ!ce consumers ~~njoy Internet access thnxiqh 

20 !ntemi.?t service providers offo~ring DNS servers located on the lnternet in dose 

physical proxirrnty to their modem ba,nks, Assuming tr1at trH.~ impostor is not 

inside the pi·wsical domain of the lntem1~t S$tvice provld$r's offices. consun1ers 

who use Sl•Ch ONS s\:}rvlces rnay alC"<O be secure against DNS sµ;.::iofing, 

2 5 h~t effect~ spoof~ng ts. on!·y a thrBa.t tor adv~ce teaders rei\(i:ng on !nse{~ure 

connections to fr~Bir DNS, in future net'Nork protocols, DNS cc.mrH?.r.:tlnns rnay be 

d!g:taiiv authenticate(!: and the spoofing thteat ls styrriie(l b such settings as we!L 

iJn\H iN.H tlrne, the inv;,;ntkin has a wa;'y' to styrnie tills threat under the current 

regime using dig!tai aut!:enticaticn C)f advice itsel!. D!g!tal authentication Gf 
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because advk:e may be distributed, \n some implemontatlor:s, by insecure moans 

ln a typical !mpiementat!on of invention, the h~mi di[Jlta! authentication refers ta 

th~ \JH"l of existing cH9Hal sltinaturn rnechanlsrns bassi:.! on so ca!!eij public· 

1 0 validity, 

key/private-key pair, of which ths pnvate ~tey is a se.cre! known only to the 

.l 5 pmvk!er. The pn::.vi>:lBr lakes steps, descrl!::i0d below, to publicize the correct 

20 

publk key. The provider, knowing both l<hys of the pair. attaches: tc.: each 

advisory a si~111etum block whlch ls suo~:essiuHy interpreted by an advice reader 

~vhich knows the corn:.ct p~<l)lic kisy, The ability to int(~rpn~t the block is 

consk!ered by the advici::? reader proof that the author knew both keys, v;hich is 

considered µroof that the author is in tact ~AkroComp. 

signature b!ock is successfully interpreted by usin~1 the known pub!k hey. 

25 The invention's mechanism for protection from the DNS spoofing thmat invt1!ves 

actions bi both the consurt10r .and the provh:iec The provider authors a site 

30 a disk or CD,RO.M, as part of the dlstributk:·n cf a sr'.>ft\i.vi~m product offered by 

.; ....... ,._.,. 
l . ..::. i 
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ivHcroComp. in this ¥v<w, many consurners obtain copies of the site descr!ption 

fl!e by sen1re means. A consumer initializing a subscription to MicroComp 

presents to the advice t'ei).der's ;>;Ubscripb::n tni.U1i:tger the slte descrip!bn foe for 

MicroCornp. The provkJor. whenever auth0f!n9 an advlsr:ny attaches a dlglta! 

checks that the digltat si.gna.ture is successfu!ly inte.-preted using U-1e pub:'ic key 

known to the reader to correspond to t.'1!croCornp. Un!es.:::; the advisory passes 

tMls tee-:t the advice reader refuses to evaluat1~ 1ile acivice tor rdevance. The 

To see why this approach protects against DNS spoofing. it is irnpi:;rtant to 

underslami a basic feature of the pi.iblic~ke-y~iprivate-key systern. It is cormnonly 

l 5 accepted th~"lt <'l,n impt:istor faces <~ very difficult time trying to fok1? th•? dlgita! 

s!gnattffe of ~AicroComp.Con<. Thls C<:>nciusion res.ts on tho assumption that the 

impostor must rnake a successful taki? slgnature us!ng cniy the pubildy ava.Habie 

intorrnah.m assodated with the s·ncrypfion schen-.e; i.e. that the \rnpostor does 

not have access directly to tvHcroComp,Ccn1's private:~ key, lt is. cornputation;:)i!y 

20 an extremely difficult task fr;.r an impostor to fake a digital signature correctly from 

pubHc!y avaHab!e data (see C. Pfleeger, S©..Q_i..!.r.t\~Urr .. (~Q.O:U'l.lliing, Secorn.1 Edition, 

Pmntice-HaH(1 ~196}; and 2:GEAJJJJ.~l~f§ __ ~'t@DtW.L PGP Pretty Go<::id Privacy, lnc, 

( 1997)), It is an ~~quivalent computational task to th~~ task of factoring an integer 

with hundreds or thousands of diglts hit<> its pdrne factors. Usin~1 netvvorks of 

25 many thousanijs of cornputer vvorkstmions over periods C·f many n1onths, it has 

been possible to factor indlvldua! numbers with about 150-200 digits, Hovvever, 

thi~; has been acr1taved only by a k!nd of w~st sdentil'ic collab(1rntlve enterprise. It 

!s unlikely that an impostor has access to the rnqukecd rG:~sources for mountin9 an 

effort that ~vcu!d succeed on inte9ers of tht:~ IE:~n9ths comrnonly used in ~.<ignature 

3 0 a!gc:irithms. 1vk.irt:.KN€ff, t!1erE! is an easy remi:.J:dy, f E« doublE: thei number of d!9its d 

l 2 8 
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the keys. putting tho factorizal!on task beyond reach oi any currently ccnceivable 

5 signature V'lhich is inte!li9ible using the correct !\·~lcn:iComp put>ik~ kej», Un!c}Ss thB 

impostor can do u·11s, the .:u::lvlci:'> reader refuses to evaluate. the advice fc;r 

.1 G 

25 

an incoffed public key fc·r t,AkroComp., i.e. a kay which is not the correct key for 

M!croComp, but is Instead the pub!ic key of a publ!c~key/private-key pair owiwd 

For key spc~d'ing !o occur, the consumer's subscriptil">n must be initiated using a 

odg!nai sdtware installation frorri physical media. The impostor must author fake 

silt" descdption files and distribute these on the Jnternet. 

are three rnechanisms tor H1is. anv combination of which rnav be effective; 
' • ~ ' .J 

ti!~;s may inclt.id1? a diglta! signature by a centra\ authority, the Better Advice 

Burna.u, testifying that the slte description Ne purportlng to tH:~ auttiorecl by 
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Bureau is han.i wired into tl'Hz advice reader, thereby avokhng the possibility of 

spoofin9 the 8E!ttEH' Advice Bureau certification .. 

• SpooH'roof Key Verifo:;at1on. A 1yptc<:ii impiementatlcm oi the subsct'ipfax1 

5 manager pi:.nforms key verifo::ation prior to recording 1:\ subscriptior1- H 

contains hard 1,•,;ired information enabilng it to maf,.e a direct TCP/IP 

connection to a t1::Fd 1,vired iP al".kirnss of a key awh::mticatkm server- Such a 

server verifies that ct given organizatkms public hey is as H is S<'lid to be .. 

Because the contact address of the server is hard l<vired into the progn:im, 

l 0 acce~~s to the hey server Gannot be DNS spoofed. 

(> CountEff-advice, tf a certain site .is ~~uccessfoily spooied. lt may submit to 

Better Advice Burem.uJrg ~m ndvisciry \>Vhich goes out to aH <:l.dv1c1;: n::r;u:iers 

because Better .Adv(ce Bureatu.)r9 is a buHHn subscription. The advisor/ 

15 asserts the value of the correct public key ;~ssodated '>·vith thE~ sHe. Those 

25 

30 

users vAth incorrect pub!!c keys are notined \Vith the relevant advisory, \Vhich 

explains the ris~·rn 1nvolvE:d. lf the issue is parHcdar!y urgent the site 

UrgentAdviceNet is employed. 

configured, lh£~ <~dvlcs consumer is protected hor:n spoofing when the advir:.t~ 

provider digltc:;!iy' signs his advisories. 

DNS Spoofing, while a signliicant threat to Internet security, is not me.re of a 

threat k) the invE~ntion than to other z~ornponants of the internet especial!y 0·· 

comrnercs. The 8elter Advice 8urnau.O(~~ and UrgentAdvlceNot ~re impoti>:'lnt 

devices to he!p suppress spoofing of aetv~ce. 
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Better Advice Bureau.org and UrgentAdviceNet am important devices to r1e!p 

swppress spoofing tA au Internet aotivitk~s, By tf1e use of this: combinatkm, the 

!nternets Sl..<~>ceptibihty to spooling ~r:ay be reduced, and the ;:lttm~ctiveness nf 

spoofing in ofr:t::r Se!ttings, outsldt:: of lnvenfa::n are reduced. 

Another potential heh in the inv13ntion's security syt>tam is the possibility U:at a 

r:or..rt ot the f.~xecutab!e binary ot a legitimate s.dvke rea.d<::lr is acquired by an 

l 0 attat:ker, and then is systerm~i1caHy a!tered to lniroduce various ner11v behaviors, 

Th;;;: reSLl!tant i!iegitirnate rE~ader is thE\n rn;disttibuted on th~) lntern~=t whi3rn it 

rnasquerades as a !e9Hlrm>te copy of the advlce reader, cind ls t_iovvnloaded am1 

used by unsuspecting consrnners, Nothin9 can stop the creation of suc11 

15 displaying Vf3P/ darnaging behavior, This is we!! understood by the community ct 

20 

lntt":rnet users world\''<"lde, i\nyone '-Nho download~~ sort'1·vate ov€H' the lnternet 

from sites vvhich an;: not authE~ntic providers of trusted softvvarB e:x:poses himself 

to thE: sarne dsk, whether thE: so:ftwarE: is a word prnci:.:ssor, a spn:.:adsheet, a 

\Neb bn-x<Nser,. or the advice reader. 

Ho;.ve\/1)r, of concern is th~= possibiHty of ilieg!timata rno!~~ readers \>Vhos<::l goal is 

r,ot to {::at•C:•E"* damage but lo compromise th€} security ani:l prhn;1cy of the user. 

Such mo\r-1 rr,,i;:.H:iers contain ~>Ubt!e foaturns escaping detection by casual 

observation but aHo~ving for subtie Effiects on the user's i;:nvironrnent or for tfie 

2 5 gathering and kxwardirig (Jf irqx'Jfi.a.nt infnrrnat!on about the u.sat, Again, the 

invention is no mom vuhwrab!e to this kind of modification than any otlier piece 

of sdtv~'are, Hr.r,,vever,. the typical lmp!ementatlon of the invention contains two 

rnechanis:ms \lvhlch can kfontlfy the axlstsnce of mole 1;-;nftwar~~ and help correct 

t!1e situation. 

30 
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*' Server-GhaHenge. This is .impi~~rrn~nted as part ot thf.~ invBntior1 servE.!NeadBf 

interac:Hon protocoL A typic:.:d implementafa!n of the Se!fWit be9ins its 

trnnsactk:.m with an advice reader through a !:ani::ishakin9 sBssion, in 1;vhkh 

the ser,,.er challf:riges tb2 rnadi?r to prove that it is a valid version :A an advice 

5 reader- ln a typical impfementatkin, the advlco reader is wrHfan to create 

c:ertain dahl. blocks with knovm pn)perties dynarnlcally in rnomory >"-t kno\vn 

location otrzets frorn the beginnln9 of the progran-i. The inethod by which the 

data was created and the purpose ot the cr~>ation are 9uar·ded secrets. The 

server seiects mndom blocks of this. data and asks the reader tor the corrn·ct 

l 0 digita! di~v~st associated 'vlth such a block. if the program is a!ternd, it is 

dlffic\.llt for tha executable code to 1:u1swer tt1e c1'mHenge correctiy. !f the 

server receives an unsatislaotory ~msvvHr, the se:ver then transrnlts <1dvice to 

reader appears liiegitimate. The advice reader may also refuse to interact 

15 with s;~rvers that dn not pass a dlghal authentic<:ttlon te.:st 

>$> Advice,Cha!lenge. Tho invention, at Bt:i:tter .Advice Burea\J.org, offers advlce 

\NYwse \ntsnt is tci verify that <'l vaHd configuration of the inverition ls instaHerL 

Ti'H'J advlc1:.i, which may chan:;ii:: dally, asserts that certain blocks of the data ln 

20 the CPU mernory \lvhHe the advit~e reader is running have ceiiain di.gltal 

dlg1:.ists. The bfocks arn ct:r:isen randoni!y by the Better Advice Bunzau.cir9 

authority, cir according to design, when a certain well hnown rno!e is to be 

diagno.set! from a speclfic motif in the binary data at <~ specific !oc:atkm. 

25 ln surnrnmy, invention diagnoses rnoles and notifies t.Jsern abou~ then;, 
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Moies, Vilhile a potentia11hreat to Internet security ar.i:i pdvacy, are not more of a 

threat 10 the invention than to other ct::-rf1ponen\s of the Internet. especially e~ 

Advlce Bureau,org and UrgewltAdvlceNet an.~ lrnporl:ant ch:!vlces to help suppress 

moie applications unifonniy. By the use .of these devices, the !ntemet's 

susceptlbWty to mole activities may be redticed, and the attractivem~ss of mole 

.A tllrnat is cat..ised tiy dett::ctive fH:lvice offered :n good la.1th by usually ltushr'>10rthy 

15 authors, Advice authors hawJ r~'3pi.itaHon incentives whlch tend to make then'\ 

vvant to provide good advice. Advice provldcH"S in orn~ core appfo:::ation, e.g. 

technical support, are part of sophlst!catec! organ!zations whlch have the ablnty to 

ac things ln a di£dplin0d way. Tr:ey undarstand that advlce should bl'.l t;;.:sted for 

salety and sffecllveness and be released ln a deliberate, staged marmer. 

20 Becm.iss of thlB, lt is likely thm very few piec1:;s oi advlci~ in th{~ technicai support 

applications ar~:.:a are ddectiv~\. Nevertheless, there am occasional probl~ms 

25 

Second, there are risks posed by the solution process, u~, by the wsers re~;ponse 

to a relevant advisory- vvhich offers the user a solution to a problem. This second 

30 type of risk ls by far lhe more serious one. When the usm agmes to a soiution, 
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advice n:i~:Hier is not able to provide any hind of protection against tht~ effects of 

a.pplylng flavn~d or maiic1ous solutions. ln::•tead, the burden of securhy must fall 

on the user, whc should aiways !irnit subscdpl1ons to we!! knr.»Nn, trusted sites, 

5 and shou!d always careb!!y ci1eck the Bxp!anatlon ,:md th~'J authenticity of 

authorship bekm.:~ accepfai9 a solution proposed tiy an aavlsory. In its typical 

config1.iratlcn, invention does not autornatlcally <~pp!y ~w!utlon opm.ators, precisely 

because of lhe need for wser stiperdsion. 

l 0 As for the first kind o! risk, that from g<rtthering and ~:vah..wtic·n, the 1nvention is 

specially d~!signed to Hmit risk, 

!t ls true H1at the invention is typically used in a rnocje o·f .autornatic unattended 

operatk;rL !n this mode. <'.Klvisorles am gathered from external advice sHes 

1 S \rVithout user intervention and are autornatlcaBi evaluated for relevance 1Nithout 

:.Jser Intervention. l\s mentioned earlier, thci consenst,.is of lnternet experts ls that 

automatic unattended openition ovs:r thE> lntemet poses sedous risks, 

However, the invention do~s not download arbitrary n:asotm::es, nor does it 

information can llmN into the ~~cmputf.>r autornatical!y, and on what dft~cts 

automatic evrd@fam c.:m rurvs. These constraints are specifically imposed to 

avoid the knmvn risks of um~ttended operation. 

2 5 ln !ts typical conHguration. !ha invention does not automaticaHy f.ipply soluHon 

operators, even when performlng autornat\c uria:ttsnded cp-srntion, !n that typical 

ct;nf!9urnt!on, the effects of mJtornatie unattended operation on the system Hrn 

not direct dfccts, i.e. H>e advice r~i<:tder does not enable rnodify access lo <:i 

spedfic piece of the system snvironrnent The effects are instead indirect, .i,e, 
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5 

side em.~cts GI consurrdng too many rnsoun::es: durtn~1 the dovvnloading and 

eva!uatiDn of advk:e. The skfo effects to be cone.x::>n"iBd with are of three t/pes: 

(;:1) Advice gathenng might. monopolize i~H network banchvicith. 

{b) ,<.\dvice gathering might fi!l up the local storage d;;::vlce, 

l O Problems (a} and (b) arn solved by resource rationing. Tl:e h1tom1ation that can 

flovv into tr1e nxnpwer consists of ASCll te:xt files. By irnp·osing resource quotas 

at dmvnload time, the system protect~:; against the possibility that over!y rnany 

mes are dO\\inioaded lmo me machine, exhaustlng U1e capacity oi frw proces~:;or 

!. 5 or storage d€}vice. Prob!em (c} ls also part!y soived b)" resource rationing. By 

rnete!"irig CPU usa~~e and irnposin9 resource quotas, the invt~ntlon can address 

the problem. 

20 

2 5 The relevance languago is an exarnp!e of rnobHe code.- Such code ls written by 

r.rn a.uthor on on€} computer for !ntEH"pr:;;:tatlon on anc~1her cornputer. RecenUy, 

there has been cons!dernb!e interest in the ziev~~lopir:ent of safe languages for 

mobile codini; (see 8. Oaks, J_Sl\'.g ... ~~-~~Q1!Xl1y, OreWy(1998}; and N. Borenstein, 

3 0 http://rninsky.med.Virg!nia.edu:80lsdn17g/Projects:/Pythonisafo·tcV}. ,Java anri 
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Safe-TCL are examp!i;}s or so called safe languages, .iJ:.<. the>y are conshjerec.i to 

provide a de9fee of safoty that trac.Htlonal langua9es such as C and C++ cannot 

offeir. 

!eve.I of security protection tn excess of thB current norm ot the lntern~~t business 

comrni...mity. REih~vance Language lnterprwta1ion is inhrM>£intly safer ttmn satto~ 

!~rnguages for mobiJ(:"< coi:le, ~>.uch as Java and TCL. Java, TCL, and mtated 

!ang1.mg€R'> are procedur.-:1! \<:uv;iuages.. They contaln c;::.ntro! features such ;:ts 

l 0 !oops. recursion, and branching statements \Vhich, if abusett can consume largB 

fa~d!!ties vvhich, if abused, can potentlally consurrie large fract\oris of system 

mmnory resources. Remote unattended operation of cotie from these languages 

obtained over the !ntern€.!t can in foct be dangerous, despite the labeling as safo. 

15 !n fact, these mobile code ianguages me typically only used in atti:mded 

ope.,mtbri_ For examp!B, n:obi!e Java i:x:de is typically used in 'vVeb brm~·st.'1rs, 

><Vi1h a human watching lhe scn?i?n as the code runs. It is implicitly undernkiod 

that the human is supervis1ng the e)<ec:ution of the pmces~~. 

15 

lan~1ua9e, lt describes a stats of the computer and iis e.wivkomrH':.:T1t Relevsni:~e 

•?v.::duation is a process of tieterrnlning \-vheHmr this state holds or not. Thi~'> 

de~w.:ripHon of the state uses a !angua~w that does not e:~l1ibl1 tradHiona! control 

structwrEis, such as bops, nor does it have traditional storage a!loc"~tion taciHHes. 

In fac:t. the relevance !an9uage Is so 1lght!y constrained that it is not Turing-

cmnple1e, it does net suffer fro.rn the famous Turin£i halting problem, W'hlch ls a 

typical property of procedural languages, The Turing h>~Hlng problem ls fo decide 

'Ni1ether a given computer progr<1rn ever f1~dts tir not. f\..fost pmcedural iunguages 

30 me undecidable. They contain programs, peri1aps -even s.irnp!e ones, for 'Nhich lt 
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can never be kno'.\'n in advance whether the pt'ow1un must aiways halt .Java 

and TCL pr('9fi'Jrns can be undecidable. ln stark i:::ontra,st, statements expressible 

in the relevance language are dedd<;tt1le, i.e, they halt, This is an adtiit!onal ievt~! 

of security that goes weH beyond the securlty guaranteEiS of mobile code 

5 ianguaqes. such a~> Java and TCL. 

An addltlona\ security fEiat'Jf(; of the lnv~~ntion i~> the hurnan inteHlgt;iHty of the 

10 re!e\iance !an~juage. The relevance language lias an appearance which is 

reminisc\::nt of ordinary English, .A consurrH":r· \.\'ho reads English can form an 

plain text ct the advisory, in thi~> way, consumers ;'\n::< brought into the prncess of 

understanding the advisories sent to thB!TL \Nhlle it i:~ true tt1at untru.stworthy 

disguise ti'leir intentions, the rrKire irnpottant point is that trustworthy advice 

provlcic.:rs are ab!e to rnake frieir lnten!ions dear to conm.11T1ars, and thereby gain 

and cultivate trust 

The invention off>:..m~, in om~ lrnp!em~witation, a mechanism to encourage advice 

pro\«iders to l~~bel their at~vlsories dearly for lmenijed effects and thereby provide 

the public an accurate understanding of the dsk<'> associakid with a 9ive11 solution 

2 5 operator-s, 

ln this imp!arnentaHon, the Betti:.'r Advlce Bureau defines and rnaintams a list of 

special labels. •Vhlch indicate the effects of a cmi>':'!in solution operator, for 

example,. the subsystems affected, the.; extent to which effects are mversitA~, and 

30 the avai!ab!iity of further docurnentat!on exp!alnlng the proposed change. The 
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published by the prc-vidE~r. The advice reader uses this i<=1belin9 mechanism as 

extrerne eHects and to cad attention io advice vvith no labeled eflects., The 

15 unbbe!lect or to subscribe lo s!tes which ;~uthor unlabelk:>d opera+:xs, 

Trwre am several iilegat activith~s that threaten tlw StseurHy elf the consurrw::r-

20 Ho;.vEi\<\:>r, in every instance, the system has been designed wlth an dfi:;ctive 

rneans ti defense. The im'entkwi does not expose li"m usEn- to level.s o.f risk in 

dan-tag!ng advice, The systern is designed to contain and com.~<.-:t s1.<ch sltuatlons. 

access tci only a limited complement or systern resQurces, e.g, disk storage and 
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Advice Bureau and UrgenlAdvkeNet tht$ lnv~:-:nti·~)n contains rnachanisms to 

5 correct security problerns m.itomat;ca!ly as they ads1;:. 

th~ interncfo:ins of hat computer with devices in the irnmedlate ;;;n,l'in:Jmnem. To 

the extent that the const.H!H?r stores information about his financial. personal. or 

n:edical affairs on the computer., typ1ca! lrnplmr:entations of the advice reader are 

able tG acci:::ss that inkirrnalk.m, for example bank i:lalarnx:s :.:md prescription dru~;l 

15 infcmnafa:m. To HKi sxtent that th;;; consumer computer has ;~ccess to neh'vzxk 

rm.Kier is abie tG access !nforrnation about tht.it environrnent for exarnp!e ¥vh~r.ther 

certain devieos am: pross·nt in the env·in::inmr:3n1, wheth~'1t· they are operatin9, and 

what their' ce>r1dl1ions oi operatk:in are. Enabling thi~ lnvention to access this 

v-,.1hich C>~n klEH"itrry pn.:d::i!emauc s:tuf.!,tions flnr:l call them to the attentkm of the 

consurm~r. 

Much of 1he ir:forrn>~th:m that invenfo;:;n has acc~~ss to is potentlf.iily sensilive, and 

2 5 ffinst consum\:.:n.~ wou!d not knovvin91y perrnit such data to !::Je 1jivui9ed to 

str.::ixigers, Any syslern w·h!ch can access such sensitive inforrnation must also 

protect thEi infon-n<.~Uon. As explaim~d t1e!ovit, the advice reader acts to prE~serve 

the privacy cf lhe consumer. 
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15 

The invention is designed lo prob~c:t user privacy, offering a levt:=I of protection !t.:.r 

!ntemet mediated activiti(is, such as Web bro\>vsing and on-ilnE.! cornnK~rce, ean 

n;;su!t in ~he dlsclosure to Web sEirvers of !ntorrnation about t\l~! brow·slng 

consumer shopping or browsing interests. There is no slng\e accepted standard 

inforrnath:m about consurn~m; from fri.~lr Web lntemchons and sharing among 

The invention offers a mi:::thoc1 vvnicr1 meets or exceeds the le~vel of inf;:mr1atitH1 

privacy ;:.fosind by consumer groups, while provlding the fine grained tar9eting of 

rnessages to recipients dcis!rnd by industry group::-<. 

provided tJe!ow. 

25 {fa~) Cornplete!y Ethical 

\Eb} ivlerely Ethica.! 
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(Ed) Crfrnina~ 

Complet0ly 0thicai behav1Qr of an intonrn:itlon provider is defined as full respect 

of consumer ptivacy and of the intended pLirpose <::rf trH3 !nvemticn 

5 communications protocoL A completely ethical provlder V/OU!d "' 

10 make no E:tk.nis to infer from server act!vity the identity or attributes of any 

make no efforts lo infer frorn n&twork activitv the attributes ol any 

consurner, and 

15 

number of Gonsurners pa.sslvely receiving messages. 

2 0 * ful!y disclose le ~:;onsurners the existenCE.\ arid purpose of data gathodng 

efforts: 

d1sc!osed purpose of the inforrnafo::in gatherln9 e!fort; 

25 
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Cornpli:ttely ethical tiehavk.ff is a st<'tndard mwch hi9her li1r.rn trwt obeyed by rnany 

tictors :n the current !nte:net business cornrr,unlty, The internet busines~:; 

comrnunity at the mon1ent contains a wich.o ran~)~:; o! attitudes <.md behavior~~ 

h:iv•nm:is consurrn.:ff privacy. T!':&re are many instances of behavior that c;1n be 

5 dassifaJd as mereiy ethical, or merely k::gaL 

Meroly <?thical rm"'ans that the behavior of inferring user identity or attributes frnrn 

htemet. ac:tivity, ~vhile providing some smt of notice that privacy comprornl%'S are 

takin9 place. respects the provkii;.ir--consumer n:ilationshlp by not using the 

10 infonnr,tion tci initiate unwanted contacts ~vitr1 consurnen:; and not shark~{! the 

information V1/!th other t:usirmsses, ln etii::ct. men::ly E>thical behav\01 restriGls the 

use of inlormatlon ~i;s~ther!ng to inten-1a~ re~~~~arch and planning p1.Jtposes, in rnu<:::h 

frlf s<:-irne- v:.ray that ethical cornpani!;:s currently use information gatherer.1 frorn 

product regislmtion cards. 

15 

lvfomiy !egai rne<'U'1S that the behavior of infoidng user identity N <~ttr!butes itom 

Internet activity, providi;;s only rnln!rnal notice that some sort of privacy 

of the gathered inforrnation under Gurrent laws, which \nduck>s systematica!!y 

20 ~J1aring Hm information with oth<:>r bus!nt~sses and inliiat\ng l<n'Nantad contacts 

with consurrii::rs. T!·i:z standard of many Internet based information gathering 

t$fforls is a;t preds1:ily the ievel of mers:ly k:gaL Ccmpanles whlch are collE;ctin9 

information about HH~ consumer reiy zm the WEib browser to notify the user that 

an lnseG\JrEi process is taking place, They do not n1;"<ki any separat>~ notice of 

25 their ov•m, exp!aininQ \rvhat inimrna.tlon ls being gathered or hO\N lt is usad. 
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the l..1ser has subscribed, .Assuming th;1t security problems, such as spoofing and 

motes Bre not an issue. Hw rlsk of G(!H1prornising privacy' is ti1erefore focused on 

th<;o int<?mctbn between ;::.or.sumer and tn.Jsted advice pmviderc As described 

bek;\·V, the invent.ion's cornmunications protocol divides the: advisory 

5 wmrnun!cations process inlc n1;;: foilovdng stag~3s: 

l 0 from the site. 

relevance. 

1 5 (ACP-dl Explanation. The consurner's advlce reader dispiays a document 

authon:::d by lhe advic;;i pn:.i\,..iclor, e:x:phlnin~1 \>Vhy ~~ certain advlsory is relevant, 

and proposing a so!utlcniresponse. 

(AGP~e} Scitlltion/Response. The consurner evaluates the docun-;i;:}nt and, 

2 0 potentially\ ao~epts the proposed solution/response, potentialiy interacting with 

the wm!d as a resuit .. 

The inventkin, operating with the ,,~EUP cornrnunicafa::-ns protoco!. makes ~=teps 

(ACP"aHi\CP--d} cornpietely private and lm::all.zes Hie information shi'.::ring 

25 pokntia! to step (ACP~e), 

Open:i:tional!y, a cornpl0tely ethicRi advice provider never seeks to viobte the 

pdvw .. ~'i pn:lt(-::ction of steps (!\CP-aHACP·d) of ttH? protocoi ln particular, ;.:\ 

comp!eteiy ethical provldi::r never seeks to perform covert identifa:ation or 

30 swvr:diance of a consurner cormnunity using the invention. There are no efforts 
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to info!r from se:ver activity Hie Identity or attrloutes of <3.ny usec There are no 

There ;;iJe no dforts to use the inventlon as a pme brom'k~ast advE:rtlsing 

rnsdiurn, creating advk'>ories which rria~;e unsolicited contact with a!! or ;:1 very 

5 large mirnber of consurnen.t il.ny €ffDrts to use the invention to gather inkmnatlon 

l .-~ u 

in easily understam:lat:i!i:; tenns, of the types of lntorrnation being g<~thf-3red, ()f the 

!nforrnath:m so ri~ceived in ways unrelated tc:: the disdosed purpose~ of the 

information g1;i1hedng i;:;ffort. The:·e arc no efforts to use~ lnfC:HTnation gathered 

from such a questionnaire to correlate wlth ilHum StHver activity. 

!n one typica! irnpknnentati~)n, the lnv<?.ntlon encoura.ges providers to ixi!1mrn in a 

15 comp!eteiy ethical way. Ths invention rnay provldE> rn~3chanisrns to encourage 

20 

kncr .. v!EH:!ge of the standards kept by 1ndlvidua! pmvid;:irs, The invention contains 

!n a typtca! !rnp!ernentation, tl"H'J invlffition has severn! n1et:hanisrns ta promote 

and edorce completely ethical behavior. 

First by enrn::111r-~gir~g subscr!ptbn to trusted aclvlce ;;~!tes, t·1e systt?m encourages 

25 users to bE'* <.h">;are of tl1e Qt.m!ity of a site. One trnpoitant c:ornponent of qualhy k~ 
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to consumers and provki;~~rs ti-H; t:rrpes of behavior \Vhlch resu!t in counter 

adv!sorle~>.. in this 'Nay, providE,rs rece!v·~ ~Widance ai:.K1ut 1Nhat constituti:.~s 

5 Third, frH3 inventitm :nay frustra:tl:.3 attetr1pts to violate the privacy int;;.int of ti1e 

pmtccoL As descrli:ied below, all ie9aJ threats to the proti:.ic1:il have eHedive 

respons·~s from the invention, an;j a provider must ~~ng~~9e .in crimlnat activity to 

violate the comrnunicatlons protocol. 

The invf.~ntiGn uses a protocol (/..\EUP; for information excrmnge ovEff open public 

nE:tworks which knpcxms a much higher standa~·d of irn'orrnation ethics lhan the 

currnnt industry stam.1ard. In additlon, thf.~ protocol protects against certain 

l 5 outdqht ciimina! beh<~vior, 

20 

25 

3t) 

That 1s, in1c-rmation about the conMg-ner's computer or its environment which has 

been acc$,s:::;rn.l hy invention is rKit di.stributed tc cutsld1::l parties without (~xp!icit 

consent ln phys.ieaf tem1~<, AEUP provides a one way msrnbrnne betvveen the 

oons1.1mer cornput•::r and the outside world, During \Jnatten(h?t! opsrmion: 

!nformation fkmn::. in. but no information f!O\NS out d the consumer 

Thls d~~sign constraint is expressed in four princip!~s: 
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attributes. 

attributes . 

.l 0 th~r user's identiiy or <-1itributes. 

1 5 (PR!V ·d), 

Und1;;r AEUP, the information th·~t a certain user is subscribing to a certain advice 

which a ustH identifies t1lrnse!f to a provider as a subscrlbec Und€H' AEUF\ there 

obtains from the user the se!eeHon of advice sltes of intomst and s!c.m.% those:~ on 

the user'~' computer or:i;l as part of a daL':'lbase maintained locally by the 

30 subscription rnam~ger Gcmpor;ent of thB advice reader. Th<-1t database controls 
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l 0 

periodically from some sites and not from others, Subscription is <'l private 

matter. 

from the tact that the subscriber'$ advice rnader frBquent1y gathers information 

from the sHe, However, in typical irnpiementations, thE~ only thing that can !:le 

15 n-iade from a certain lP address. Under current notwork protocols most 

address and identity· is weak, !as.ting typical!:/ a few minutes Hence, the 

which certaln iP cllenH;erver transactions are rep!aced by a U1ree-party c!i£~nt--

proxy--server lmeractbn, with t!1e proxy n.:questlng data of the sE:rver and routing 

it anonymously to the dient To the server, it appears that the proxy is the dient. 

contact bet\\ilOKm the si?rVE:r and client The server never obtains the identity of 

lhe dienL La. its lP rn.irnbeL 

The invention, in one irnp!ernentaticn, ls configured tci offer unlvernai proxy 
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means of connf~ct~on. th:;.i use d such a server. ln such an irnplernentaHon, 

Better Advice 8wreau.o;g or anothar central autllcnty offers an anonyrnous 

strips them of rntum addresses, routes thEffn to advice.> sites. and fon~'fffds the 

5 returned information to the usec Tnis rned"i<mh:;rn conceaJs thio: !P ;;i:ddre~;s of thi;; 

user .. 

Trn;: m':t cf ~~athering rnay b~~ tr,ought tt'J ;.iivu!ge information because the 9ath~$rer 

selects t.:<nly cert<:.:.in documents from among thosH available at the advici:.: site. 

1 O This objection is based on a misunderstanding ol AEUF\ In a typical 

impiernentaHon, the advics gatherer alway~> ('.i.cc:ess<as ali doo..imffflts a>/aiiable at 

a certain site, wl1ich are not airn.:~dy p;-esent on the consumer machine. No 

se!ection of ~~ny kind is pertorrned at gathering time,, Relevance is deterrnlned 

only after all the advfoe has been gathered and stored on the conswrner 

.t 5 cornp1.1ter- The onty wrrec\ inference 'that can be maiji;) fo::im thw behavior of th€.! 

This approach is very differ1::int from ounem!y popular appn:iaches to obtaining 

relevant infon-M~tion using lntemet in the currently popu!ar approach, th1;: user 

20 m1,-,; out~ frmn expressing, for exarnp!e, prnfernnces, charncteris!.ics, and system 

conH~iurntk;ns. This form is sent to the server. The server then tespond~> ti:,? the 

consumer in a focused '>"<'<'.':/, based on the !nkmnation tnat vvas contained in thl$ 

form. 'T'hts :>.tandard process mvea!s inforrnf.i.tlon about th~' consun~il'H to the 

25 

30 

in the invention's approach, the consumer's preferences and cr:irif.i~1t.irations are 

kept confidential on the consumer's machine, A<il of the ativice offered by thE~ s\tEi 

!48 
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15 

The rn!evance or !rre!evanci? of a given pit~ce of advice can signa! a gmat deal ct 

information about an advice consumer's computer and its •?nvironrnent ;..\ very 

sern.::us b>:H.:ause many thcusands of adv\~~odes are being evaluated fer 

r1-:<levancE.:. if theH3 is <:'l rt~0chanism for systematlcal!y discovr:.,ring the reiev~'>nce 

of an arbitrary coHechon of many pieces of advice, a compiete profile about the 

as its oniy r:.ixternally observable effect a resulting change in the stat13 of thB user 

rn\ew.H1t and that !s aH. !n a typical irnplernentation, the slrnph~ fact ~hat 

wht:wi ri.::imoto inspectors are Bval!ah!e. See below. 

Readin9 a ti:.:xt tile in H1e pdvacy of one's o""m interaction wlth one's o\Nn 

computer does nc,l ofh~r &ny braf.ich ot privacy. No one- in thiJ outside world need 
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5 

opened by the careless offering of HTrAL or otr1er ilyperHnked rnedi<~ as a vaiid 

type of advisory contem in the explanatory cornpc·nent of the advisory. The 

dh'>.cussion be!mv describes the hole and its consequences, and (:Jescribes why 

the invention, in a typka! implemEintatlon, does not leave thls hole opEin .. 

The fin>:d step in the advice processing chain is the appllcatlon ot a 

mcornrnended ~<t:lution op{;::ration, Bec<H.lc'>e this nperatk:;r1 can be an essentially 

l 0 arbitrary operation, his not pos.slb!e for the invention to control tbJ effects d this 

operntion. In p2,rHcui<'l.r. the rncommended operation includes electronic 

correspondence wlth the ,;K1vice alithor, divuigirq ldentlty and attribute:.> .. For this 

reason, then~ is ~l design constraint 

In typical !mplementatlons, th£! advice reader does not app~y 

user approved, 

Because Df the V'iide-oper. rial!..lfe of solufa:m operators, the consurner plays an 

20 important roie In prot~x.ting t·ib own privacy, Thi~ act cit applying a rEKX.:<mmended 

sdut!on opEwation ma~« dlvultW the zxmsumi:.'l(S \dentity or attributes, whether the 

consurner knovvs this or not An une!hk:al advice authqr cun croato rno!B solution 

qpf.lrators vvhich, wl'dle ciairning to do one sort ot operafa)n, G{:H.<!d ~n fact be 

conductin9 B};~(:tmnk; corn~spondence covertly, vvit!1out infr:;rming H'w consurner, 

25 The consumer sht;.u!d only agree to apply solution operations which corne from 

~uthors hE} trusts to behav~~ In an ethioal fashlon. 

} 5 0 
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!n on& imi::Hermmtaticin, there ls a potentlal violation of the privacy of the 

relev~~nce evaluation process, based <.m the assmnption that a.avica reader 

reader is running, A carn!ess i.rnpien1entation of a n3rr:t)te inspector cre:iates 

network activity that k~ r>bservable to the owtskie world, and from which acfrnty 

l 0 thi:: value of cert.~in n;::ievance ciauses is inferred, Inspectors ~vhich cause:i 

nehvork activity ,~re by no means Ct)ntrai to the inventlor1, f1nr.j t~1is p;,~rticular 

ptlvacy thrE*at themfo:-e affects on!y certain irnpiernentations of the inve~ntbn. 

1 S Consider an eavesdropper who wou!d !lke to ll?arn about the value of a 

relevance clause R when evaluated for relevanco on a cermln advk:e consumer's 

machine, Suppose that the eavasaropper operates an advice site vvi·iich it~ 

trusted by the c:onsumer and subscrrbed to by the advice reader, sc:i lhe 

eavesdropper can introduce advice onto H11? rnar.frline. Suppose that the 

20 eavesdropper knows that the advice reader contains an inspeetot which, v .. tien 

hvoked via clause !. gem.osrntes network ,~ctlvity acrnss a piece of the !nten:et 

under contK'"l of the eavesdroppi~r. For exarnple, sz.ippose that the tnwesdropper 

consumer rnachine and a destlnation machine that is qlmried as a result of a 

25 ()erta!ri !nsp€>ctc.ir caH. The eave:si;lroppe.r ls then in a position tQ program the !P 

trati.sport logic i:l.:t the node under his crmtwl to takei note of the existence of !P 
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!r: this hypothdical situation, the eavesdroppc~r ls 1n a position to author advice 

assening B and I and to pub!!sh th~:: advicc-:i at his advice slti~, After this c)dv!ce is 

9athored i:<y the ccinsurner machlne, It ls evalmHed autornatk~nl!y for reievi:uice, 

5 ln one implernentatkln of tho advio;; reader, the evalu~tion of a clause A and 8 

stops irmned;ate!y as soon as A is deterrnined to l"m fa!se becaus<:i it is not 

necas$a.ry to kno\,v the va!tm of 8 to tlnisri the evaluation of the ptva_se, As soon 

as A i~~ determined to be l'alse, 1!1e phrase A and 8 ls known to !1ave the vall.ie 

F<:d.se. Thls schBme is refom.>d to as conditional evaluation. There are 

l O irnp!ernenta.Hons of the aclvice reader that tfo not peifonr: conditional evah.iation. 

15 

Thesi;: schfirnes ah.,vays evaluats al! subexpressions of an exprE;ssion b€.fotE> 

interring the value of the expression. The decision to use conciit1onal evi".duation 

in m1 imp!f:lrnentation is basod on pofiormance considen3-Uons. i'.\dvk::e readers 

using conditional eva!watlon typically run taster. 

.Assuming H·H:tt ths advbe reader lrnplernents cor'KlHkmal evaluation as described 

above, then the netv~'ork c\ctivHy prompted by thE~ dause l oniv oct~l.JrS if the 

clause R evaluates to Tn..it\ Tra~ eavesdropper ls ln .~ position to observe thls 

netvvork activity, and hence to lnfor- that c!awse H evaluates tc True, !ntormatlon 

?,O about 1hB cons1.imer has leaked out of the consun'<EH''s computer due to the 

relevance evaluation, 

!n dis(uss!n9 this hypothetical sltwatkm, !t shciu!d be notc'd that eavi;~sdropping 

activity of thG sort described umstituks a form of ~di~cln:.mk: @~H<ing and may bB 

eavesdropper, engaging in conspiracy vvlth the ~avesdropper, or doe~< not act t.:_) 

prevent unauthorized m:.lvk.:~i horn beln9 inje<,~tE:d ln his name, for exwnpb by 

signing his mivice. The advice consumer rn.ay protect himself from this threat by 

subscribing to trushvorthy sites only, f,e. sites meeting the stani:ian::l of cornp!E;teiy 

3 0 ethical behavior. 
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domain where he has physic~l! control. ln extreme cases, tbls rrH::ians timit!ng 

5 reievance to check t:onditions verifiable only on th,;,: rnach;ne whern the advice 

iO 

Th~$r~O! am presently four rnechanisrrrn: ·wr1ernby the azMce reader can aHow 

network activity and yet prott.d a9ainst this type of eavesdropp!ng. 

evaluation is revealed by frm existence of observable nehvork ar::tivily 

bet\<veen consumer and destination. 

* Randomly reorder stJbexpn;:sslcns for ccnditionaf eva!uaHon. in evakm:tic.n ot 

a clause A and B, the par,'Ser randomly retiuws the clause to tl1e equiva!EJ'nt 

of (& A B) wlth prcbabWty 1/2, ancl to pedorm (&. 8 A) 'Nlth probability 1/2. 

20 oi the dause Fl and I ln1pHes that elthei- a fair coin was tossed heads or that a 

30 

Activity <ovhich is set in case tho inspector causes activity off the machine 

n..J;)ning th0 inspector. The advice reader, in parsh9 a relevance ciaus£1, 
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* DE:coupi"' network activity from re!evance i~vaJuation. Inspectors witr1 the 

<:tttrtbuw~ Rernote-Actrv1ty are constr~~ined to v~o•k only on cached data, using 

queued requests, to a pr~%pec1!i0d !ocat!on or coHect!on of !ocat!ons. This 

means that an inspector, when rsceivlng a request for an attribute 

5 determinable only remote!v, can check a local cac!1e, if tht~ answer is found 

in ti~1e each~~. it r~~sponds with !he answer. !f thi::: answer is not !'m1nd !n the 

cache, irh~ mqlH.~st is pla.ct:id ln tht~ queµe for future eva!ua!iort lndapendenH)r, 

l 0 processes ail roquasts thot hHve been cached in the lasi d<-~Y- !n this way-, 

schedu~ed activity .. 

An appropriate combination ot these tned-i;~~nisrns can safe9wwd the privacy of 

15 rebvanct:: ew>kmtion. even in the hdlcated context of crirnina! eaves:dri..1pping, 

Thi? fina! appearance of a typical modern HHv1L document is the prnduct of 

2 0 severaJ fHc.!S mther than a single one. The HTML document l!selt glve~i a kind of 

iogkal sketeton of the display. and <otn inv~~ntory z;f the textual cornponent, and a 

co!lecti:on of hnl<s to various waphics and n)Ultimedla Wes, which provide the 

visual components, in traditional Web browsing pn~ctlcfl, ~l w~~b bro1,NSBr 

constructs the rendered lmage in a series of st~~ges. First the HTML H!B ls 

25 gathered and the skE~!E~ton of the document is rendered. !f the Hn,i1L document 

refors to rnmoteiy iocated rnu!timedia rnes, then the Web bro\:vser b(agins t() 

gathr;r those files:. After the iikis arrive, they am used t<:i forrnat and render the 

MSLV_lN\/ OOH186 

Unified Patents 
Exhibit 1002 

Page 1272 of 2584



:3uppose that an adv·ice provider has authore(i an advlsory containing an HHAL 

We rnfiking reference~> to files tocated on the advice providers server ln its 

Bxp!anatory componc:mt Suppose ~+m that the advice reader behaves as a 

tn:iditlona! Web brn~vser 1t1 rendering HTML. At the momEwit that the conswrner 

5 reads the advisory, the und1~rlyin9 gmphir.:~> Wes tS gaiht:,rnd from the advice 

server, ln other 'iivord&•, there is noticeable activity at the advice ser·ver caused by 

th>? fact of no:adinq an advisory. lt the advisory is lrrel;;:;vant the HT~11L is nc:it 

rendered and, becaiJsc:i the unrE:ndered HTML never !eads to a gathering of the 

rnult!triedia We, tht:: server can lnfor frorn this acthiity ti'Hlt an advlsmy t~vaiuateci 

l 0 to relevant This ccmstitutes a ief1k of inforrnatlon through the one way 

membrarwi, back from consi.uner to provlder. 

A cornp!ete!y eth!ca! advice pr•::ivider mwst not tt~k$ t~ny notice ot this actht!ty. 

How(oiver, a rnfm~!y ethical advice provider cou!ci, in prindp!e, exploh this fact to 

l 5 learn something atm.it the consurner population. lr:deENt such an advlce provider 

can author an advisory reforred to a specit:tl nrnltirnedia fi!e, pointed to on!y by 

this advisory. GowntinG frit'J number of references to the mul!irnedia rne, and 

dividlng by the number of gathi~rs of thi2 advlsory itsei( one cm1 obtain ~m 

estimate of the fraction (.)f the consurrH:ir popuiation \:Vhich t~Xhiblted a certain 

2 0 combination of circumstances, 

Hoi.vevir.r the invention. !n c} typk:ai impiementation. tak£:s steps to trustrat~ this 

sort of activity, inducing leaks of thls kind is consictered kn:;~> than cornp!ete!y 

t~lhica! t.iecause, combined >:vith (>ther tmethic;;i,j beh>'li/ior, lt can cmnprornise 

25 indlvldu.:d privacy, 11 is ttw~ that such .!eaks have fH1 innocer1t and useful 

app!k)ation, As kmg as no correlation is madE: tet\iv<aen the inforrnation ieaking 

back and irKHvidua! identity, one could arg1..1e that the leak can be made to si::rve 

a consHuctive purpose of informing the advice provider about the user population 

in gt~nernL Ho<vever, the existence ot si.ich ;~ !eak cr~iat•?S a temptation to f.:.H;:tiorrn 

3 0 such ti correlation, vvhicri !eads to serious privacy abuses, 
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·wo {){j/lJ 1 :u 

There is another mechanism availablG by '»Vhich the invention offers similar 

fr:;edback to advice pmvidem '>·vhHe protectin9 lndivkl!Jal privacy, l.e, randornized 

re~iponse, To discourage attetnpts 10 i?xp!oit leaks causf:d by HTML, a typica! 

HTML-A Ptc:<y ;>orver. By ~Noti<ing exclusively through a proxy server, the 

advice rf.HH.ier can destroy' ail correlation whk:h might ofr1(-:irwise be visible at 

ihe advice site between identity of gatherer and tact of gatherintJ. In effect the 

l 0 advice reader is rnquestinq the muitlmedla tile from the proKy setvBr rather 

than the orlglna! sHe. ln one irnpk>rnsntation, the pmxy server caches tfie 

rm.dtirnedia me iocal!y and so serves many requests for the rnultimed!a me 

whl!a only s.skh1g for the foe once. frorn the advice site . .Advlce sites may fini:l 

this arrangement adva.ntagE:cn.is because It minirniz~~s the load on their own 

.l 5 server. ln return, they lose the ablllty to make population r:.tttdbute prevalence'.! 

studies, or to rnakia corn.:l!aHon between kl-sntity and attributes. 

* HTML~B !mmediate!y gather al! multirnedia. ln one irnp.iementation of the 

invention, the gatht)r!ng process lndudt>S the autcrnatic downloading Of aH 

20 rnuit!rnedia mes referred tn in the HTML of an advisory. This \Norks as 

toHows: p., pre!imina.ry parsing of thE: advisory lm·ds to a listing ot all 

multirnedla flies refotred to ln the HT~,AL source of the explanatory comporH3nt 

of the advisory. The advice gather\)r gath~rs tho:s$ file~> irnrm:;:dfane!y, 

ensuring !hat if the advi~~tXY ever becomes relevant, the tile ls avai!ab!e 

2' 5 !ocaJly, For this irnp!ernentation of invention, thera is no connection between 

thi? fact that a fl!e 'Nas gathen;id and the poss!bl!lty that a certain adv;sory 

rna.y be relevant 

i'v1echa.nisms {HTtv1l~A) anij (HTML,B) may be used ~~imult<>.meously, That !s, a 

:10 proxy servBr rnay 9ather advice on beha!t of a client and t-tlso aJl multimedia Wes 
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mforred to in any HTfv1L source contained within that advice. ThEi ec.insumer 

a>:ivke n%1ch3r initially gets only the adv~sory foes, and rioi all the mumrnedia files. 

At the proper time, the rnuiHrnEdla fikis are gathen3d from tha proxy ~><3rver. !n 

ti:is ViHJ.y, there is again no connection between the tact that a me was gathered 

5 and the possibHity that a cer~aln advisory rnay be relBv&mt 

invenHon, the gathering process lncludes the random c.k1vvnload!ng ot ~~orne 

mu!tknedla fih~s mforred to \n the H"f}.AL of some adv\sorlE:s. Thls works as 

I 0 follov:ls: A preHrninary parsln~; of the advisory leads to a Hstirig of al! 

rnuHlrnedia files rnten·Bd to ln the HTl\>1L soun .. ~e of tho E:xplanatoty component 

selecti?.\':1 mes frorn that ilst. This ensures that for any adv1'sory that an advice 

author pubr!shes, a large fracfa:m of lne mult1rnedia files are accessed, rK>t for 

l 5 reasons of relevance, but c.lue to out::::ornes pure chance experirnents, 

ParUaUy·. this ensur~3:S tha.t arnong th.osH custon1ers \rVt~~ere an actv~sory 

becomes relevant, tor many of thEH1i the fik: !s already available ioca!ly, 

Under this irnp!ementation: c<! the invention, there is no logical ccinnection 

between the tact that a file ls gathE,rEH:l and the pc•sslb!Htv thal a certain 

2.0 advisory 1s mh:!vant VVhatever connection them may be ls probablllstic and 

could be rnade rather 'Neak by approprlate choice of the frequency of rnni::lorn 

downloading, 

25 
There ar<':I three mela~prlnciples in thi:! invention wh!ch help to Emforc1::l inforrna.fa:m 

ethics. 

* Eti1ic<1! sites. GonS\.m'iers should oniy subscnbe to advk~e site~'> kno\ivn to 

30 behave in an ethicai fashion. Man~' consumers config:uro thelr- advice reader 
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\VO i.illil.3111 

to subscr!b0 ma!n!y to acivlce frorn 1arge ccncerns which rn,;mufacture goods 

and services of interest to the consumer. For example, a computer 

Subscription to subsh:~ntia! organizations of thi:~ type is a reasonably secure 

5 practice, Such organ!zafa:ms have an lntemst in prcivlding tn.n~tworthy ai.:lvice.~ 

so that they maintain rapport 'Nlth their consumers, Few risks are posed to 

advice consumers W'hO sutiscrlbe to advice authored tiy such concerns, 

C.lear deiinHton of ethics, The Better Advice Bureau \s :;i fundarner~tai too! for 

encc.~uraqino ~~thica! behavior of authors, AH users s~it~scribe to this site, Thfs 
- v . 

solution operator as UfH3thiCHl if it fnvo!ves divulging !ntorrnat!on to the author 

\Nlthc·wt first inforrnin9 the user that infon1'lation is to be divulged or without 

1 5 informing the user accurately about tr1t~ nature ot the'.! lnfomiatkn that ls to bi? 

divulged. !f pieces of rno1e advice are drculatin~1 vvhlch behave uneth!ca!iy, 

and they corne to the attention of Better ,A,dvicB Burnau,org, H rmxy release 

counter advisories againsi them. Hence, !tie Better Adv!ce Bureau functions 

2 0 the correction of unethica! situations, 

• Gh;ar labeling ot side effet~ts. TQ make the cfofo1ltk:.H1 of ethicad behavior dear, 

and deviation from ethical behavior dear, the 8eHer Advice Bureau describes 

25 effects of solution operator's. These labels indicate: 

sobfo:m. 
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Vv'hether information rnay be rnvBaied by using trw advisor/s proposed 

so!u1ion. 

VVhat types of !nforrnaticn rnay be so revealed 

marketing/rnaiHng. 

10 

grounds fo.r a cm.inter advlso~1 if an ar.lvkmiy is mislabde(L Persistent concerted 

15 efforts to rnisinform are considered by BettE~r A1jvic.e Bureau grounds for a site: 

20 A key component of thB invention is the synchronization between consumer and 

prc·vh:.ler site rrnages. This happans accor-ding 10 A.EUP. Ho1iv-0ver, then~ are 

both an<::lnymous as in the AEUP. !·k>"'NEniar, the update process is seieci!ve 

rather than exhaustive. 

30 
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PCT:'US99/l9'751 

Ur:i:Ier .~.SUP, i;.:l'tt:h advisory messc.190 is abstracted into a sh{nt forrn consisting 

of at IE~ast a nwss~~9e identmm mierrlng to th€i origin12~l advisory, the relevance 

5 clause of the original advisory and, potentia!ly, other information, SliCh as a 

subject nne. Under this protocol, the advice server, in addition to directory 

rnessages and who!e advisory fil13:;z, also serves tn the advice reader the 

abstracts of one of· rnany advhwries. 

l 0 Under ,.\SUP, the 9~d.twring process changes. The <:.tdvk.:t:; reader., instead of 

enst.uing that it has th·~ enfas body c:<f &i:H::h advisory of tht:i advice site, ensures 

that it has at least lt:e atstrnct for each rnessagac. lt d!Jes lhis by issuing 

requests tor al! lhe ahstn)ct:~ of HH the aziv!sc-r!es that art:.i nm,v since the previous 

synd1romzanon. 

15 

Under .ASUP, thl:.~ advice datab;;lse changes, The database contalns two ~;irids oi 

entrii?s: fuH advk'>ories, c:.:.nd advisory abstracts. 

Under ASUP. Um advice reader schedules r;;>levano;; 1.:::valuation tor all the 

20 relevance daw.<E!S it hI'i.S obtaini?d, both those clauses contained in fuit advisories 

and those clauses contained in abstrach>. 

Under ASUP, a reh:::vant advisory oan tti9ger a new round of zxmtact tetV"-<een 

advice reaijer and advice sit~~- Depending on the configuration, the t'ldvke 

25 reader, either- tr. antldpatkm of fr1e user wanting the ful! advisory or after a cHrect 

user request. establishes a connection vvith the azMce site, and reqi .. H?sts tr1e 

tiodies d certain advisories. 
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The resu!t of th!s protocol is that, whereas u·1B consurmH's at1vice reader 

accesses f1nd evaluates aH the pub!!shed relevance clauses, it dcH::is not 

dow'n!oad a!l the publlshiad advisorles. 

l 6 ! 
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Thi~ prctoco! can be advanta90ous if th~~ pub!ished advisories consume 

considerably more storage than the <>Jbstrm~ted advisories. H saves the consurne.ff 

5 time in accessing a large body or advlsork;s and saves the provider time in 

servlng requests. A potenHa! dta\>vbac:k of this protocol ls the posslbl!lty of 

t~ornpromises ot consumi;)r privacy. Under the A.SUP protocol. a is conceivable 

that an ad\/lcfl provider attempts to make lnl~rences about the consumer basez1 

on observing the advisory files requested ancl not reqt.Hoisted by the advlcE' 

l 0 reader. l.f the protocol is implemented exactly as ctescrlbed above, the consumer 

never requests the m1hni advismv \Nhen the clause k~ nnt rehsvant and .al.ways 

request the entire advisory when tt1e dause l.s reievant An advice provider 

'Nhcise intent is to iea.rn hltormatlt:in abowt a spedfo:: cons1.ur-1er, in principle, 

correlates server requests for fu!l advisorii:~s ~vith lP addre~~ses frorn which they 

20 

on the corresponding computer. H the lP address is permanently asslgned to a 

certain consumer computer, the provldm in principle corre.!ates such requests 

'Nlth consumer identity. in this way, inforrnatbn about the consumsr may leak 

back to the server. 

<(> Random gathering, The potential l'or information leaks ls reduced by having 

the advice reader rl:.K'll!est kill advisory bodies for some a<Msorles whose 

25 n$!evan\~e c!auses are not relevant Thls is done by ~ randomi:w.tion 

mechanism. Each fuH advisory bcdy is requested with a probability p, where 

pis a specified number. 
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masks to tht" advit~e site !he ldentitv of the reque~~ler. A centralized proxy' 

ser;1or, tor exarnp!(3 l<)cate<.l at the Better Advice Bureau or m ad.v!sories.c1.1rn 

is made ava!!ab!e for t!1is purpose, 

the invention protocol does not 10 make t:nrrela!ion betw~>en consumers and 

ths advisories they request ;~nd also dtH:::s not \c-9 the requests, ;,:ind lf the 

l 0 use'ffs of the: server softw<~re (jo not attf)fTlpt to frustr<0.~te the intent of the 

,~SUP. 

l 5 The supp~y of s1.?rVEff sofbvarn can be restricted by modifying the r;;;?ader/s1:.:irvt~r 

interaction so that a csrtairl si?i::urity hanzfaha~~e is mandatory 8y using digltai 

ern:.:ry·ptlon technclo9y $.S part ot the secmity hand~>;hai~:e and by restricting 

access to the appropriate sm~urlty handshake ~mys, ono n;;strlcts accE~ss to the 

abHily to build server s.oft'Nate, 

20 

Prohibitfr.ms against eavesdropping on c!ienh~erver interactions can be enforced 

contr;:u::tualiy. VaHd s~~rver software may be made a.vaitablo only on condition 

that recipient~; do not eavN>i:lrop. 

lr1 certain ~;etHngs, the concept o1 anonyrnz)us subscription ls not w·orkabie, for 

30 exarnple because advisories ;:>re made available only on a lmc.pay basis, and the 
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readBr/server interaction includes a 1·1andsrHike se9ment ln which the reader 

must qualify hrnse!f as a paying custom.;H·. A variant cm this seen ado is in 

prO'·.tid!n~j advice to rnernbc.~rs o·f t:l ctub~ VJhare mt~mbe.rs are nc~t in any n~tn·c·V-i 

sense p;~ying tor the advice s@scdpt!on itself, but nE!E:d to be rnembens to qwJ!ify 

The non,anonymc.n..is exhaustlve upc!ate protocol (NEUP) \s applied ln a non~ 

anonym::..ii . .is setting whE:n.:} a. subscriber exhat.istively updatos downloading al! 

new advisories at each synchronization. Under NEUP. tile consurner's privacy 

l O is protected in th~~ 1oHo..,v!ng sense: \<Vhih.:} frl·E' tact of the ctmsurner's subscrlption 

!s known to the provkier. fr;~~ routine act ot gat1wring advice and evaluating 

rE:levance does not reveal inforrnation about the consurner to the provider. 

l.5 

!n certain settings, lhe concept of aru::,nymm1s subscription is not workatile and 

the use of exhaustive updating is not ~vorkable, eithi?r ta~c::ause the:r;::i is a vr:nv 

large body cf potentially n:;d:;,:vant advisories to consider er each ad\.«lsory is rather 

large in s!z.e, ~=irH:i very !ew of the advisoriE!S are likely to be relevant, so 

20 cc.msurners and providers aw not wilhng to devote extensive resources to 

exhal1stive updating. 

The non~anonyrnous salectlon update protocol {NSUP) provides this non.-

anonymolJ~> setting whBre the advice re<lder selectively updates, obtakilng first 

25 abstracted advh>orles, ev,~!uating rE:levance, and later tjownloads re!ev~u1t 

at~vlsodes. 

The NSUP by itself gh1es the consumer no ptmrantoes privacy frorn the provider. 

The fact of the consumer's subscription k~ ~'\nown to the provider and the routine 

3 O act of gathening advice and ev;:lJuating relevance rnv~'>ah:: t(l the pn::<videt \o..<'hich 
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h~:lp!ng to protect c.:onsurner privacy, e,g. randomization, prcixy server, and 

single site ;~ctuany consists of a colkxtion t::-f computers mirrorlng each other's 

l 5 functbns and Ct:lntenfs, 

f; Privacy. This anangernent prevents providers trorn learning abcnJt tho identity 

20 or about any re~evance attributes of any ct::-nsumms by insulating consumers 

from prnviden:t !n part!cuku« the ASUP profocol ls sate in such a seHin9, 

standards lrnposed by tho rnntra! server management by restricting the 
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The cBntraHzed s:te a!lows "'dvico providers to update the contents of their sites 

on the cE~ntrn!izi;.:d server by use of st~ndard methods, Si.K;h as FTP or related file 

trarmJer methods . 

. '.'l· C>mtra!ized Proxv Serv~r 

!n one embodiment, a singh>: 01.:::ntrnii.:.rnd site is <lVHiieble lo act as a Proxy server 

for ai! advice reat1ers., There is a \Vldely distributed base of advice site~~

However, many users do not go to those sites iridhddualiy, !nsteait they 

1 O confi9ure their advice reader to get ail advisories via the cnntralized pro:x:y 5erver. 

This is particularly true of users 1::oncemed about privacy violatiom~. 

The centralized proxy smver caches the .:~dvi>:::€:< offered by inany different advice 

provklms, i\dvice rm~ders en consumer cwrnputers request the proxy server to 

l 5 make availab!e resources, sue!'< as advisories, from certain advics:: sites. if those 

resoun::es are avaiiable on thEi proxy sit;;::, lhey aroi.~ served immediately to the 

user .. lt t1'1ey are not avaHabie, the odginal site is queried for the resouxes, whlch 

are both kmvarded anonymo1..1s!v to th;~ user, and also piaced in the proxy s\te 

cache. The advice site includes a niethod ft) signal the centra\lzed proxy site 

20 when the ori9ina! site is chan9ed, indicating that lt is tirnE, to fiush thi:: ca.<:hG? {see 

Hal!arn-8aker, PhHHp M. (Hl9i'.i} Not!fication for Proxy Caches, \Norl<Fli\Hde-Web 

Cor:si::xi.iurn Techn icai R0cpo;i, http :/1\<,i'~'N<'. 1rv3. NgiTA/WD-proxy), 

This arrangernent <'H.:.ldre~>ses ccmsumer privacy concems, By lnsulating 

25 consumers from providers, frils ananfv.:irnent prevent> providers from learning 

about the identity or about any rBievance attributes ot any corrnurners, in 

particular, even the ASUP protocol ls safe !n such a setting, provided the central 

advice sbe does not !og or analyze reader,stO!rver !ransaGtions, 
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ln one embodiment advice distributlon opern.tt.:}S by the use of lntemet !Mriai! 

transport routed through a Gentralized remai!er ty the use of anonymous rn.~Hing 

5 lists.-

¥Vifie!y distributed base (A advice sites. Many readers tlo not contact thVie sites 

directly, lnstead, they qet advice by .:u1(inymous maiL ln thh> imp!ernent.aHon, 

1 0 advice sites e-mail their rH:l':.N adviscu-ies to the central rerna.Her site, '-Ni11ch in tum 

(M-nai!s. them to a m;::i.Hing iist which is kept oonfa:lentia!, consrstlng ot individua!s 

who h~we cont~~e.:ted the central site anc.! established c\ subscription ml.ahonship, 

ln this irnpiementation, there is a new form of advis(;ry specially designed for 

retraction. Advice sites handle retraction of ac1vica by €HT1ai!in~1 retractlon 

.15 advisories \"z! the central remailer sl!e, wh!ch !n tum e-malls them to the mailing 

hst 

Ui1der this arrangemf.ir1t th~.;: advlce reader cocperntes with the e:.tr1ail read>3r en 

the oorisun-ier c:ornputer and with the consumer's e-rnai.! reader configured to filter 

20 advice au10maticaliy into a rna!lbo::<. designati""d fr::-r <:H:ivii:.:-e n:lader access. The 

a,ijvice reader performs site synohn:mlzaHon, not by contactln9 the original B3.:lViC€} 

slt;3, but inste~d by interpreting the contents of the rnailboK lhat have arrived 

since the previous synchronb:ation, 

25 This appmach is paiiiw!arly s.uhed for ''-"Vorking w"iH) POPS !nte-met mail servers, 

This arran9ement ls essentially· M1 lrnplerm~ntation of the AEUP protocol using e·

maiL Meith€}f the folct that a c:.:.:rte.in ccms.Uff\Bt has ct subscription nor the fac:t ot 

a certaln advisory is re!ev~mt is genemHy aval!ahie to the advice provider, 
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Under thls ;;1rmng~.;ment the one way rneir;bran(;, that AEUP provides is madH 

partic~ifady elem lo consumi3rs:, Gom'>umers urt1erstaru:l that the aclvbe site m~ied 

niJt know that they subscribe to the site and that there is never direct JP b:i:fflc 

betw·een the consumi:ir mcwhine and the advice site. They can .SEH~, ty insp€icting 

5 the plain te.:<t of the maiL 1h<:ii advl.$ories are not corning to them directly lrnm the 

advice slte, but instead are transferred anony'rnously to them frorn the centra!izEd 

advice rnmai!eL 

A potential weak spot h t!·!is arrangement \s foe exlstenco ot ii secret malling k~t 

1 O W'r)OSe tmcrecy is cornpwrnise;:L To lnsp;re cc·nsurnm eoni!dence, H ls best that 

thB centralized mnrn.iie.~r is operated by a trusted consumer n:irH:lBd <.3,Utl1odty. 

By lnsu!at!nq consumen> Hewn: providers, this arran9ement prevents providers 

in::irn !saming t1boiJt the identity or about any· nelevanc€> atttibuh~s d any 

l 5 consumer who participates in th~s ~uranqement and vvho do not choose to 

disclose anything to the providers voluntarily, 

20 !none ernbodirn1;;nt, advice d!stdbutlon e·perates via USENET news tnanspoti, 

The advice si~e architecturo doscribEd above ls maintained, There is a widely 

dls1ributeid basec o! advice sites. However, rnany readers do not contact tt'H)S·E' 

sitecs directly. lnsti::ai:t they get advice by USENET .. !n this lmpiernentatkm, a 

25 whole oo!!ection of USENET ne'»vswt>ups ls created, e.,;r one p1,e:r advice sitei. 

The advice site, from tirne to 1lrne, posts new advisories to USENET which, in 

tum, cause the ne~v postings to be distributed w.~)rklwidfl to an rna.chif~es thm 
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Under this arr<:m9ement lhe advlce reader then pertorrns site synchronlz;:Hion, 

not rJy contacting the orlg\nai advic0 slti.?, but instead ~is!ng USENET protocols to 

contact a nevvsgroup server and access n£H·V postings in cortain nevvsgroups. 

5 This arrangement is esscwitia!\y an frnpkirnentation of the AEUP protoco} using 

USENET, Neither thE: foct that a certain consurner h<.>,s a subscrlpticw1 nor th;;; 

fact of .~~ certain <~dvisory's being reh~vant is: g€;ne:raJly availabl0 to the advice 

provlder. 

1 0 Under this arrangement, th:::: one: 'Nay rnembrnne that i\EUP provides Is rnade 

particular!v dm.:.ir to consumers. Consurners undc.H·stand that the ~~dvice site nsed 

fl()t knovv th;~t they ~<l.!bscribe to tne site and that there is never direct !P tt'aitlc 

bet-.veen the czmsumer rnachine and the advice sit~1. !n frwt because ti'ie act of 

rc'.!ceivin9 ni:.;v•ls via USENET is anonymous, there is nest 1;.:vc.:n a mamng !lM 

15 anywhere and so friere is no centralized information base linking u·iem to frie 

20 !n posslbk~ en-iboi.:liment, advice di~~tf1buh.!n operates by the use cf 1,vhat <Ue 

cornmon!y r~1terretl to as ch<'1nrH,Hs by push provlc.lers, suc!1 as Back\"-'eb, 

Marimba, and Pointcast {see Ellerman, Gastedo (1997) Charmei Definition 

F{)rrnat; Technical Report. 

http://\v'<vv.•.v•<i,mgrrR/NOTENCDFslJ~:m1ltJ1trnf). !n anotf1er embodiment, advh:cc} 

25 distribution operates by thti use of e--maH rnaHln9 lists, !n either Ga;:<e. the 

distdbl.tfain method ls referred t<.) as a channel. Th~~ !oglwl rela1tionships are the 

st:u-ne, Nothing of importt:mc.e dian9es tiekw,,i if every· occurrence of the word 

cr~arn1el !s r;:!1ang€'*d to rnail!ng !ist 
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Tt11S m:!vk::e site <0lrc:hitBctum discussed above is maintaira~d. Tt1t~re is a widely 

sites directly ln:~Head, they receive advisories through channels, ln this 

implementation, a who!e colk~ction of chanrwls ls created, ped1aps one per 

5 advice site. The advice site trorn time to tlrf'le pu.SFB:.:s new advisories to its 

rnac1·1ines that subscribe to that channeL 

Under this ~rrangement, the advice reader p&rform site synchronization by 

advisones as Hley arrive. 

This arrangement is ess€WitiaHy an knplementatkin c.f the NEUP protocol. Under 

some in:p!erri~:ntat!ons of d1anne!s, the fact that a user has a si..ibscripUon is 

.l 5 known to the content provider. Typical!:/, !.he fad a certain advisory ls relevant is 

Under this arrangement frie one way rnembrani;; that AEUP provides is made 

partk:u!arly d~~ar to consumers, H cr1annel providers offer truly one-way channels 

20 and explain this to consumeri:.L For exampk.i. rrn:ulin~~ lists are wel! understood by 

understand that communication only bocorries \WC.H'WX'/ when the consumer 
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mav not be abie to c:u:eept thai there i:?xists a purely technGiogical solution to the 

5 privacy probiem, and those cons:urners may suspBct frwt any technologk:aJ 

solution ini?vitably ha,s frti!ings, i,e, leaks from tirne to iifne, Such consumers 

worry about what happens H a l!Jak occurs, and are not persuaded by 

techno!i:::gisf s assuraf\Cfo~S thai no leaks can occur. Such consumers might be 

more reassured by e:<plicit pll'idoe~:; on the pa.rt of advice providern ~hat ieaks 

l G would not be expio!t.ed by thE: providers. 

A ~ ... n.--s.y to address consurn~~r concerns abt)Ut )~d\tice provider ~ntenUons Ls to 

restrict the popt.Jation of advice provldsrs to just those providers who have 

s191ed and \•Vho are tulfi!Eng a contract to tH:ihave in V1'ay'S w!1ich offer consumers 

1 5 guarantees, This has thme components: 

• Ethical Standards. A fundarnentai document is rnade available providing a 

weH knD\iVll definition of ethical beh;\Wior- Certain advice provlders have 

signed this document and deposited !t with a central authorily, such at~ Better 

20 .Advice Burnau, which pl1bl!sh0s the identities of slgners, 

• User Interface. Users are given an option to restrict \nteractkms ,tust to 

pn:ivkbrs who are knci\<Vn to foHovv the ethlcal standards. 

2 5 • Restriction of ServBr Priviiege~>., The reader/server interaction ls protected by 

<'l propdetary handshake rnechanisrn, and access to tt>e appropriate 

reader/server handshaking s$cr&t r..:odes is licensed only to those \•Vho i·iavs 

signed the agreement on ethics, The1;2 an: hvo natural -.vays thls is done; 
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functioning restricted by a handshaking rm~chanism so that they can only 

int<.~ract \:vith a centraiized advice serve:·, sarvlng advice only fn::rn ti'HJSE~ 

sites knm.vn to be obn;iated to follow ethical standards nnd known to be in 

5 comp Hance. 

handsrwke is known onl.y to servers at ethically bound advice sites. 

10 

n~stri.ct actvice f€~ader access to those providers. 

15 

20 In 10?ffoct, .:i relevance clause ls an assertion about t~ie slate of a computer or of 

its t$nvironment or d the state and environment of computmkmal devk:e-•s 

The advice reader and the e.ssociated lnspedor librarkis giv(i a V•iay to compare a 
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.An ailemate method r;if state d<escripticn might nrily on a r.:orrimunity of watchers. 

i.e. spGda!ized applicaticns, each potEintiaHy \Nm1 lts C\:\'n un!que concerns and 

environment Such an c<,pp!ica.tion is r.;;:forred fc, as a watcher. 

Consicjer a file watch~r appiics.tion that i,vatohes to see if certain Wos had 

appmpriatEf attributes. Thh; appilcafo:m rnaintains a database of assertions. Each 

l O entry narnes a rne or directory, a list o! the spedfiod attributes Qf the oh!ect. a 

spedfa.:d ¥\.«,.1tchin~:,i frequGncy; and a po!nter to a rnassage anij action associated 

with failure of the assertior.. Exarnples of speclfa:lble attribt.ites indude existence. 

m~rne, version .. .size, and checksurn. Th<e file system watcrHH, rur:ninp continuanv, 

at scheduled times, or und<er user control, goes through :ts dat<.tbi.~se of 

l 5 assi;.:rt!ons and checks that each entiy has the asserted st<~tus, e.g. each file !:as 

the specified attributes. If it finds an entry th.9t does not have the rn~quired status, 

then it µasst-,,~'> information about the failure of the assf.H1ion, along with th<-.> 

rriE>ssage and <'lctions associated with th0 ass.::~rtion, lo a user lntsrfaz:a module. 

The user interfM.:e moduie, a part of the M.~tchar application, arnj an application 

20 used in common <~cn:.:-ss Hw whole system. pn.:.>sents to the user infc.rrnation M.iOU! 

faiit.we of the asserted condition and re!a}tS the as;:KK~1atecl message and 

recomrnE~nded response. 

A foe 1..vatcher tlppHcat!on aiso interprets rnes.sages rnaking new assertions about 

2 5 the state, or revokes old assertions, The receipt of suer> a r:nessage causes the 

file wateher to update its databast'J of M.>sertions to include entries making the 

new assertions or to delete i:mtries making the revoked asserth:m;: .. The file 

watcher !ts~df receives these rnessages from a n-iessaging moduli':\ ~vhich is pm1 

of the 1Natcher application or an application usEid in cornrnon across the W'hole 

30 system. 
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!5 

25 

an entry, using a key\r,,'c·rd kmguag€ or other humanly interprets.bk~ descriptive 

d!gital transfer mechanism, Such a package Is distributed tc consumer rnachlnes 

Sorne potE>ntiai advantages of thi$ approach include: 

than several, thereby saving disk operations. l1 is possible to ~wok! certain 

op&.<rations if lt is known what 1he outcome is based on certain ea.rHer 

them sirnultaneiously. ln addltion, if frie watGrH~r acc1~pts lnstruc~ions in a 

prBdeflned format that s.vo!ijs the m~ed for parsing, it z;an evaluate assi;,::rtions 

Language, that l,:mguage 1s designed to lncorporate ,,veil proven useful idbms 

from other systerris, Thus, in UNlX, vvi!d c~.rds ", [a,z}, ? and n;,-,lated 
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constructs are useful in efficiently desz;ribing properties oi file systEH'HS, for 

exarnp!e, in reforrin9 to a !ar9e coHection of files \Vlth similar but not identical 

names. A file system \\<'akher rr:akes use of such a specii"1l1ied idiom vv1thoul 

irnpactin9 the d(:::sign of the inlerfaci:.~s of other 'l</tnchers in the comrnunity of 

~ Specialized ~>ch1'3duiin9 a!gmlthrns. />.. watcher. because it is spec:ia!lz.ed. is 

written to sched11!e execution c,f the specialized task set that it addresses 

appropriately. For example, a file systl3::rn watch~:r opemlin9 in cont\nuous 

1 0 W•~tch mode toUows & specia!iwd ~>diedt.iiin~J a19orithrn vvhich is dlfferent from 

the a!gorithrn used fm a system settings vv.:itcher. !n c~:rtain opernting 

systems, for exampki, th0 me sy<~tern itself maintains information about 

wr1efher mes or dirnct,'.:!ri;:,:s changed. v,'hich b used to defr:t evaJuaHon ot 

assertions because it is known that th~ state of the assertions has not 

• Spedaiixation yiefdin9 securlty and privacy. A watche:r, because it !s 

sp13CiaHzed. '~' \>Vritten to b!ock certain dangerous or rnvi::allng assenions. For 

exampk~. a me system watcht'.!r has vadous tJS~,,. i:x:.nfigurab!e se(:utity and 

20 privat:v setttn~1s, etH'-'lb!ing the user to contro! the accc:iss t;::i certahi mi:.~s or 

e!ernants ~vifri!n mes. 

The r::o!!ecfam of wak~rien< is ~arge. ln addHi<:in to Wo s:yst~rn watchers anij 

system settinfi~• watchers, flies suc.:h as sed~~i device watchers, printer watchers, 

25 and netwmk v~1atchers am provided. 

The community ct watchers approach is a va.rla.tion on the lrwent!orL There are 

30 tvvo vv~rys to understand th~s po~nt, 
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As an !mplementaliori layer. Notk:e that ln the inventk")n, the inspector libraries 

have their actua1 irnp!ementatlons carried out by variations of such specific 

'-<Vatchers, For example. a We systern w·atcher Is buiH to )Natch various 

5 cha.ractetistics cf various tiles. This is then exploited by the advice reader, as 

fo!!mvs: Fi!e rs-!ated method dispatches in the advice reader are imp!ernented 

as qued\:-is to the We system watcher. The We sys1ern \;Vatcher answers each 

query and H'KX'lrds the query In lts database of assertions. The next time the 

same dispatch occurs, the fiie system vvatcher usBs its spedaHzed cach!n9, 

1 0 scheduling, and ophm!zafrons to get the answer more cheaply, where 

feasibte. f n this '-1' .. ,ia.y, th=:: commi...mity of watchers is an 1n1pfamentath:in !ayer 

for inspectors and ttit: user interface/mossag!n9 soft.\,·Vam ot the community of 

1ivatchers is tho advlce reader software, 

15 As a variant implementation. Another way to see that the community of 

watchers is a related invention is to notlce that the features whfch seem most 

attractive about the watcher approach, such as enabHng specla.!ized idioms 

for specialized 1asks, are providod und$r both approaches, The UNIX 

patterning idioms are implemented by creating a narned property of \Norld 

20 referred w as located files which accepts UN!X~sty!e pattems as !he narne-

not exists Located tnas "",.mat" whose(crnator cf it ls creator "MATL>\B") 

25 which asks for a rne }n UN.!X notation is provlded within the hwention's 

langt1age through an inspector for the p!ura:l property iocated mes UNlXY 

pattern. 
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The cornrnunity of \\iatchers approach to state de:>cr1ption artlculates thei concept 

cit forest of concerns, Each :nternsted aut!ior formulates a com~ern about the 

5 stat€.~ of the constirne?t computer, these concerns are rt~layed t:> the computer. 

anct ~he state oi the i:~omputer is contlnually rsvi6>W6>d and compamtl "<Vi1h those 

From an effk.:iency and schedu!lng vi~w.«point 1t is good to organize the process 

1 O ot state'l description around the concept elf a forest of eleffientary concerns ra1her 

than around the concept ot relevanGe clauses. tvtany pieces of advice m.:w have 

subdauses independentiy. For exarrip!e, consider a pod of five pieces of advice 

\Vith n~levanc::.: clauses making :~ssertions about the directory Acii:1be Photoshop, 

15 ·rhe first ~s~ 

exists Folder "Bn.ishes <.md Patterns'' of 

2 0 The second is: 

exisir"; Folder "Calibration" of 

Foider cc:mtaining ,A,pplicafoJr\ "Adobe Photoshop 2S 

25 The third is: 

exists ~c-!der ''Ci:ilor Pa!1.;ittss'' of 

Folder containin9 AppHcat!on "Ar.lobe Pr1ctoshop 2.5'' 
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5 

l 0 

The fourth is: 

Folder containing Application "Adobe Photoshop 2-5" 

The fifU·: is: 

Fokier contalrdng Application "Adobe Photoshop 25" 

phrase folder containing Application 'l\dobe PhotostK~p 28'. !n short these flve 

clauses do ~he same ~·:iork five times. 

1 5 !t is possible to org>~niz:e U1ings dlfforently, with thf: surface expre~'Esions being 

anaiyz.ed into a minima! col!ectlon of subexpressions, The col!ecfon of these 

~'Eubd~)uses are then \.\-'a.tched in nonredum:l•:mt fasi1!on. More concretely; a pool 

of re!evam:::e clauses schei:.kiled tor joint evaluation is parsid lnto its forest of 

associated expression trees. This collection cf trees is analyzed into its maximal 

20 subtrees. Two sutmees Br<3 squlvalent H tlley am Htsrdly the sarn.9, Us. the same. 

method dlspatci·ie:is '~!'~! apphed tG the same argun'\~nts, or are rn.iarrnn9ed una~r 

va!id appHcahons of cornrnutativHy· and assodati\dty to be th~ samo. .An 

expr$ss:fo0. subtree is the child \)l another subtret_~ ff the asf<;ociate~i expression 

A subtree is maxima! if elther 

30 (b) if lt has at !east hvo parents and the parsnts are inequivalent <Sx:pressions. 
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\\'0 tlO/UU..l PCT!US:9M975l 

5 {exists (Folder "Brushes and PattE~ms" 

(AppHcation "Adobe Phc::-toshop 2-5''} 

10 

The s.econd into: 

{exists (Fo!df:l'r "Calibratton" 

.l 5 

(f'l>,pplication "Adobe Photoshop 2,5") 

The tMin:& into: 

(Fo!der--Coritafnin9 

25 {Application ''Adobe Pr1otos!v:)p 2.5") 

' l 
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WOO\llBUl 

The fourth into: 

\exi~>.ts (Folder "Plug-Ins'' 

f Fdder·Containing 

5 (AppHcath:m "Acit)be Pholoshop 25") 

l. 0 The flfth into: 

i5 

25 

(Folder-Containing 

(Application "Adobe Phoioshop 2-5") 

{Folder·Contahin:g 

{Applic~tion '' .. {\dob0 Photos.hop 2 .. 5"} 

A watchor organized around th€l rnaxirnal expressions opernti:3 in a nomedundant 

fashion as foUo-..vs.: 

1 s.o 
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iabe!e.ld rnaxima! subexpressmns. 

1na.x.irna! sobexpression. fast check ihls storage to see if a va!ui;: ls alrnady 

recorded. 

l 5 rec:ording the resu!tlng value in tl·1e storage .. 

in rnore delaH, this works as fo!iows: For the pool of five relevance clauses 

20 {Foider-Containina ' ~ 

(Appk::atlon ''i\dobe Photosr1op 2S') 

case of the first of the relevance d~~uses lh!s 1Nod<s <0ts follmvs; 
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5 

{exists (Folden· "Brushi:.:s and Patterns" 

(1\,1axima!~Subexpression 1 

(qucite {Folder-Containing 

(,l\ppHcation "Adobe Photoshop .25") 

PCl'iUS.99119751 

argwnent ;,vhich is a qw:;..ted-e:q:iression, This quot:;:!ci expression !snot evaluated 

15 prior to the invocation d the wrapper rnethoi:t instead lt ls parsed into an 

expression for conditional evaltmtion which is to he passed to the v,rrapper 

2 0 method asks to evah..iate the subexpression which lt has been passed. Upon 

Suppose that this reievance dause is the fast evah..iated subexpression in a given 

recon.:!ing of tb.~ value of the Sl1bexpress!on in posliion one of the maxima!· 

No~v cc.msider the second Hem in the pool., in its transtorme:d term; 

30 
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