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Transmit Traffic Descriptor: | VBR-high [V][  Add Traffic Descriptors... |
Receive Traffic Descriptor: [ VBR-high ] Lgsar
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8l Add | 808 |~ 898d
Device List
On-Line Device
T s98g
OK | Cance! || Delete
FIG. 6B
|AddDeleteDeviceDlg IX|
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Please select a Module X

Please select a Module from the list

. —~— 896h
16 Port OC3 Universal Port @
OK Cancel
. /
896 _/
FIG. 6J
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UPGRADES OF MODULAR SOFTWARE
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BACKGROUND

The majority of Internet outages are directly attributable
to software upgrade issues and software quality in general.
Mitigation of network downtime is a constant battle for
service providers. In pursuit of five 9s availability or
99.999% network up time, service providers must minimize
network outages due to equipment (i.e., hardware) and all
too common software failures.

Service providers not only incur downtime due to failures,
but also for upgrades (i.e., deployment of new or improved
software and/or hardware) or software and/or hardware
patches that are needed to correct current network problems.
A network outage can also occur after an upgrade has been
installed if the upgrade itself includes undetected problems
(ie., bugs) or if the upgrade causes other software or
hardware to have problems. Data merging, data conversion
and untested compatibilities contribute to downtime.
Upgrades often result in data loss due to incompatibilities
with data file formats. Downtime may occur unexpectedly
days after an upgrade due to lurking software or hardware
incompatibilities.

Often, the upgrade of one process results in the failure of
another process. Sometimes one change can cause several
other components to fail; this is often called the ripple effect.
Typically, the software is assigned a version number and
each time the software is upgraded it is assigned a new
version number. To avoid compatibility problems, different
versions of the same software are not executed at the same
time.
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Most computer systems are based on inflexible, mono-
lithic software architectures that consist of one massive
program or a single image. Though the program includes
many sub-programs or applications, when the program is
linked, all the subprograms are resolved into one image.
Monolithic software architectures are chosen because writ-
ing subprograms is simplified since the locations of all other
subprograms are known and straightforward function calls
between subprograms can be used. Unfortunately, the data
and code within the image is static and cannot be changed
without changing the entire image. Such a change is termed
an upgrade and requires creating a new monolithic image
including the changes and then rebooting the computer to
cause it to use the new image. Thus, to upgrade, patch or
modify the program requires that the entire computer system
be shut down and rebooted. Shutting down a network router
or switch immediately affects the network up time or avail-
ability. To minimize the number of reboots required for
software upgrades and, consequently, the amount of network
down time, new software releases to customers are often
limited to a few times a year at best. In some cases, only a
single release per year is feasible.

In addition, new software releases are also limited to a
few times a year due to the amount of testing required to
release a new monolithic software program. As the size and
complexity of the program grows, the amount of time
required to test and the size of the regress matrix used to test
the software also grows. Forcing more releases each year
may negatively affect software quality as all bugs may not
be detected. If the software is not fully tested and a bug is
not detected or even after extensive testing a bug is not
discovered and the network device is rebooted with the new
software, more network down time may be experienced if
the device crashes due to the bug or the device causes other
devices on the network to have problems and it and other
devices must be brought down again for repair or another
upgrade to fix the bug. In addition, after each software
release, the size of the monolithic image increases leading to
a longer reboot time. Moreover, a monolithic image requires
contiguous memory space, and thus, the computer system[Js
finite memory resources will limit the size of the image.

Unfortunately, limiting the number of software releases
also delays the release of new hardware. New hardware
modules, usually ready to ship between major software
releases, cannot be shipped more than a few times a year
since the release of the hardware must be coordinated with
the release of new software designed to upgrade the mono-
lithic software architecture to run the new hardware.

An additional and perhaps less obvious issue faced by
customers is encountered when customers need to scale and
enhance their networks. Typically, new and faster hardware
is added to increase bandwidth or add computing power to
an existing network. Under a monolithic software model,
since customers are often unwilling to run different software
revisions in each network element, customers are forced to
upgrade the entire network. This may require shutting down
and rebooting each network device.

Dynamic loading is one method used to address some of
the problems encountered with upgrading monolithic soft-
ware. The core or kernel software is loaded on power-up but
the dynamic loading architecture allows each application to
be loaded only when requested. In some situations, instances
of these software applications may be upgraded without
having to upgrade the kernel and without having to reboot
the system (i.e., “hot upgrade”). The software applications
are often assigned a version number to track the changes in
each application. The assignment of a version number is an
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administrative task that is generally completed by the person
changing the application and is a procedure prone to errors.
If an application is changed and a new version number is not
assigned or an incorrect version number is assigned, the
application may not be recognized as an upgraded applica-
tion and, thus, not hot upgraded with other upgraded appli-
cations. This may cause serious errors, including a network
device failure.

Unfortunately, even for dynamic loading, much of the
data and code required to support basic system services, for
example, event logging and configuration remain static in
the kernel. Application program interface (API) dependen-
cies between dynamically loaded software applications and
kernel resident software further complicate upgrade opera-
tions. Consequently, many application fixes or improve-
ments and new hardware releases, require changes to the
kernel code which, similar to monolithic software changes,
requires updating the kernel and shutting down and reboo-
ting the computer.

In addition, processes in monolithic images and those
which are dynamically loadable typically use a flat (shared)
memory space programming model. If a process fails, it may
corrupt memory used by other processes. Detecting and
fixing corrupt memory is difficult and, in many instances,
impossible. As a result, to avoid the potential for memory
corruption errors, when a single process fails, the computer
system is often re-booted.

All of these problems impede the advancement of
networks, a situation that is completely incongruous with the
accelerated need and growth of networks today.

SUMMARY

The present invention provides a method and apparatus
for facilitating hot upgrades of software components within
a telecommunications network device through the use of
“signatures” generated by a signature generating program.
After installation of a new software release within the
network device, only those software components whose
signatures do not match the signatures of corresponding and
currently executing software components are upgraded. Sig-
natures promote hot upgrades by identifying only those
software components that need to be upgraded. Since sig-
natures are automatically generated for each software com-
ponent as part of putting together a new release a quick
comparison of two signatures provides an accurate assur-
ance that either the software component has changed or has
not. Thus, signatures provide a quick, easy way to accurately
determine the upgrade status of each software component.

In one aspect, the present invention provides a method for
operating a telecommunications network device including a
modular architecture, comprising operating the network
device using a first set of software components from a first
release, receiving a request for a hot upgrade to a second
release, determining if signatures for software components
in the first set of software components match signatures for
corresponding software components in a second set of
software components from the second release, continuing to
operate the network device using software components in
the first set of software components having signatures that
match the signatures of corresponding software components
in the second set of software components and operating the
network device using software components in the second set
of software components having signatures that did not match
the signatures of corresponding software components in the
first set of software components.

In another aspect, the present invention provides a method
for operating a telecommunications network device includ-

10

15

20

25

30

35

40

45

50

55

60

65

4

ing a modular architecture, comprising operating the net-
work device using a first set of software components from a
first release, receiving a request for a hot upgrade to a second
release, opening a first packaging list from the first release,
wherein the first packaging list includes a list of software
components in the first release and a list of corresponding
signatures for the software components in the first release,
opening a second packaging list from the second release,
wherein the second packaging list includes a list of software
components in the second release and a list of corresponding
signatures for the software components in the second
release, comparing, for each software component, the sig-
natures in the first packaging list to the signatures in the
second packaging list, continuing to operate the network
device using software components in the first set of software
components having signatures that match the signatures of
corresponding software components in the second set of
software components and operating the network device
using software components in the second set of software
components having signatures that did not match the signa-
tures of corresponding software components in the first set
of software components.

In yet another aspect, the present invention provides a
method for generating software for a telecommunications
network device including a modular architecture, compris-
ing creating a set of software components, generating a
signature for each software component using a signature
generating program, appending the signature for each soft-
ware component to each software component, generating a
packaging list including a list of each software component
and a list of the signatures for each software component and
building a release including the software components and
the packaging list.

In still another aspect, the present invention provides a
telecommunications network device, comprising a modular
software architecture including a first release, including a
first set of software components, for operating the network
device, a second release, including a second set of software
components, for operating the network device, a first process
capable of receiving a request for a hot upgrade from the first
release to the second release, a second process capable of
determining if signatures for software components in the
first set of software components match signatures for cor-
responding software components in the second set of soft-
ware components and a third process capable of continuing
to operate the network device using software components in
the first set of software components having signatures that
match the signatures of corresponding software components
in the second set of software components and capable of
operating the network device using software components in
the second set of software components having signatures
that did not match the signatures of corresponding software
components in the first set of software components.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 is a block diagram of a computer system with a
distributed processing system;

FIGS. 2a-2b are block and flow diagrams of a distributed
network management system;

FIG. 3a is a block diagram of a logical system model;

FIGS. 3b and 3d-3d are flow diagrams depicting a soft-
ware build process using a logical system model;

FIG. 3c is a flow diagram illustrating a method for
allowing applications to view data within a database;

FIG. 3g is a flow diagram depicting a configuration
process;
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FIGS. 3/ and 3j are flow diagrams depicting template
driven network services provisioning processes;

FIGS. 3i and 3k—3m are screen displays of an OSS client
and various templates;

FIGS. 4a-4z, 5a-5z, 6a—6p, T7a-7y, 8a-8e, 9a-9n,
10a-10i, 11a—11k, 11n-110, 11s and 11x are screen displays
of graphical user interfaces;

FIGS. 111.-11m are tables representing data in a configu-
ration database;

FIGS. 11p—11r and 117~11u are tables representing data in
a network management system (NMS) database;

FIG. 11v is a block and flow diagram representing the
creation of a user profile logical managed object including
one or more groups;

FIG. 11w is a block and flow diagram of a network
management system implementing user profiles and groups
across multiple databases;

FIGS. 124 and 13a are block and flow diagrams of a
computer system incorporating a modular system architec-
ture and illustrating a method for accomplishing hardware
inventory and setup;

FIGS. 12b-12¢ and 14a-14f are tables representing data
in a configuration database;

FIG. 13b is a block and flow diagram of a computer
system incorporating a modular system architecture and
illustrating a method for configuring the computer system
using a network management system;

FIGS. 13¢ and 134 are block and flow diagrams of an
accounting subsystem for pushing network device statistics
to network management system software;

FIG. 15 is a block and flow diagram of a line card and a
method for executing multiple instances of processes;

FIGS. 16a-16b are flow diagrams illustrating a method
for assigning logical names for inter-process communica-
tions;

FIG. 16c is a block and flow diagram of a computer
system incorporating a modular system architecture and
illustrating a method for using logical names for inter-
process communications;

FIG. 16d is a chart representing a message format;

FIGS. 17-19 are block and flow diagrams of a computer
system incorporating a modular system architecture and
illustrating methods for making configuration changes;

FIG. 20q is a block diagram of a packaging list;

FIG. 20b is a flow diagram of a software component
signature generating process;

FIGS. 20c and 20e¢ are screen displays of graphical user
interfaces;

FIG. 204 is a block and flow diagram of a network device
incorporating a modular system architecture and illustrating
a method for installing a new software release;

FIG. 214 is a block and flow diagram of a network device
incorporating a modular system architecture and illustrating
a method for upgrading software components;

FIGS. 21b and 21g are tables representing data in a
configuration database;

FIGS. 21c-21f are screen displays of graphical user
interfaces;

FIG. 22 is a block and flow diagram of a network device
incorporating a modular system architecture and illustrating
a method for upgrading a configuration database within the
network device;

FIG. 23 is a block and flow diagram of a network device
incorporating a modular system architecture and illustrating
a method for upgrading software components;
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FIG. 24 is a block diagram representing processes within
separate protected memory blocks;

FIG. 25 is a block and flow diagram of a line card and a
method for accomplishing vertical fault isolation;

FIG. 26 is a block and flow diagram of a computer system
incorporating a hierarchical and configurable fault manage-
ment system and illustrating a method for accomplishing
fault escalation.

FIG. 27 is a block diagram of an application having
multiple sub-processes;

FIG. 28 is a block diagram of a hierarchical fault descrip-
tor;

FIG. 29 is a block and flow diagram of a computer system
incorporating a distributed redundancy architecture and
illustrating a method for accomplishing distributed software
redundancy;

FIG. 30 is a table representing data in a configuration
database;

FIGS. 31a-31c, 32a-32c, 33a-33d and 34a-34b are
block and flow diagrams of a computer system incorporating
a distributed redundancy architecture and illustrating meth-
ods for accomplishing distributed redundancy and recovery
after a failure;

FIG. 35 is a block diagram of a network device;

FIG. 36 is a block diagram of a portion of a data plane of
a network device;

FIG. 37 is a block and flow diagram of a network device
incorporating a policy provisioning manager;

FIGS. 38 and 39 are tables representing data in a con-
figuration database;

FIG. 40 is an isometric view of a network device;

FIGS. 41a—41c are front, back and side block diagrams,
respectively, of components and modules within the network
device of FIG. 40;

FIG. 42 is a block diagram of dual mid-planes;

FIG. 43 is a block diagram of two distributed switch
fabrics and a central switch fabric;

FIG. 44 is a block diagram of the interconnections
between switch fabric central timing subsystems and switch
fabric local timing subsystems;

FIG. 45 is a block diagram of a switch fabric central
timing subsystem;

FIG. 46 is a state diagram of master/slave selection for
switch fabric central timing subsystems;

FIG. 47 is a block diagram of a switch fabric local timing
subsystem;

FIG. 48 is a state diagram of reference signal selection for
switch fabric local timing subsystems;

FIG. 49 is a block diagram of the interconnections
between external central timing subsystems and external
local timing subsystems;

FIG. 50 is a block diagram of an external central timing
subsystem;

FIG. 51 is a timing diagram of a first timing reference
signal with an embedded second timing signal;

FIG. 52 is a block diagram of an embeddor circuit;

FIG. 53 is a block diagram of an extractor circuit;

FIG. 54 is a block diagram of an external local timing
subsystem;

FIG. 55 is a block diagram of an external central timing
subsystem;

FIG. 56 is a block diagram of a network device connected
to test equipment through programmable physical layer test
ports;
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FIG. 57 is a block and flow diagram of a network device
incorporating programmable physical layer test ports;

FIG. 58 is a block diagram of a test path table;

FIG. 59 is a block and flow diagram of a network
management system incorporating proxies to improve NMS
server scalability;

FIGS. 60a—60x are tables representing data in a configu-
ration database;

FIG. 61a is a block diagram representing a physical
managed object;

FIG. 61b is a block diagram representing a proxy;
FIG. 62 is a screen display of a dialog box;

FIG. 63 is a block diagram of a network device connected
to an NMS;

FIG. 64 is a table representing data in an NMS database;

FIG. 65 is a block and flow diagram of a threshold
management system;

FIGS. 66a—66¢ are screen displays of a graphical user
interface;

FIG. 67 is a screen display of a threshold dialog box;

FIGS. 68, 69a—69b, 70a—70b and 71 are tables represent-
ing data in a configuration database;

FIG. 72a is a front, isometric view of a power distribution
unit;

FIG. 72b is a rear, isometric view of the power distribu-
tion unit of FIG. 72a without a cover;

FIG. 73a is a rear, isometric view of a network device
chassis including dual midplanes;

FIGS. 73b-73c are enlarged views of portions of FIG.
73a; and

FIG. 74 is a block and schematic diagram of a portion of
a module including a power supply circuit.

DETAILED DESCRIPTION
Modular Software

A modular software architecture solves some of the more
common scenarios seen in existing architectures when soft-
ware is upgraded or new features are deployed. Software
modularity involves functionally dividing a software system
into individual modules or processes, which are then
designed and implemented independently. Inter-process
communication (IPC) between the processes is carried out
through message passing in accordance with well-defined
application programming interfaces (APIs) generated from
the same logical system model using the same code genera-
tion system. A database process is used to maintain a
primary data repository within the computer system/network
device, and APIs for the database process are also generated
from the same logical system model and using the same code
generation system ensuring that all the processes access the
same data in the same way. Another database process is used
to maintain a secondary data repository external to the
computer system/network device; this database receives all
of its data by exact database replication from the primary
database.

A protected memory feature also helps enforce the sepa-
ration of modules. Modules are compiled and linked as
separate programs, and each program runs in its own pro-
tected memory space. In addition, each program is addressed
with an abstract communication handle, or logical name.
The logical name is location-independent; it can live on any
card in the system. The logical name is resolved to a physical
card/process during communication. If, for example, a
backup process takes over for a failed primary process, it

10

15

20

25

30

35

40

45

50

55

60

65

8

assumes ownership of the logical name and registers its
name to allow other processes to re-resolve the logical name
to the new physical card/process. Once complete, the pro-
cesses continue to communicate with the same logical name,
unaware of the fact that a switchover just occurred.

Like certain existing architectures, the modular software
architecture dynamically loads applications as needed.
Beyond prior architectures, however, the modular software
architecture removes significant application dependent data
from the kernel and minimizes the link between software
and hardware. Instead, under the modular software
architecture, the applications themselves gather necessary
information (i.e., metadata and instance data) from a variety
of sources, for example, text files, JAVA class files and
database views, which may be provided at run time or
through the logical system model.

Metadata facilitates customization of the execution
behavior of software processes without modifying the oper-
ating system software image. A modular software architec-
ture makes writing applications—especially distributed
applications—more difficult, but metadata provides seam-
less extensibility allowing new software processes to be
added and existing software processes to be upgraded or
downgraded while the operating system is running (hot
upgrades and downgrades). In one embodiment, the kernel
includes operating system software, standard system ser-
vices software and modular system services software. Even
portions of the kernel may be hot upgraded under certain
circumstances. Examples of metadata include, customiza-
tion text files used by software device drivers; JAVA class
files that are dynamically instantiated using reflection; reg-
istration and deregistration protocols that enable the addition
and deletion of software services without system disruption;
and database view definitions that provide many varied
views of the logical system model. Each of these and other
examples are described below.

The embodiment described below includes a network
computer system with a loosely coupled distributed process-
ing system. It should be understood, however, that the
computer system could also be a central processing system
or a combination of distributed and central processing and
either loosely or tightly coupled. In addition, the computer
system described below is a network switch for use in, for
example, the Internet, wide area networks (WAN) or local
area networks (LAN). It should be understood, however, that
the modular software architecture can be implemented on
any network device (including routers) or other types of
computer systems and is not restricted to a network switch.

A distributed processing system is a collection of inde-
pendent computers that appear to the user of the system as
a single computer. Referring to FIG. 1, computer system 10
includes a centralized processor 12 with a control processor
subsystem 14 that executes an instance of the kernel 20
including master control programs and server programs to
actively control system operation by performing a major
portion of the control functions (e.g., booting and system
management) for the system. In addition, computer system
10 includes multiple line cards 16a—16s. Each line card
includes a control processor subsystem 18a—18#, which runs
an instance of the kernel 224—22# including slave and client
programs as well as line card specific software applications.
Each control processor subsystem 14, 18a—18#n operates in
an autonomous fashion but the software presents computer
system 10 to the user as a single computer.

Each control processor subsystem includes a processor
integrated circuit (chip) 24, 26a—26n, for example, a
Motorola 8260 or an Intel Pentium processor. The control
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processor subsystem also includes a memory subsystem 28,
304-307 including a combination of non-volatile or persis-
tent (e.g., PROM and flash memory) and volatile (e.g.,
SRAM and DRAM) memory components. Computer system
10 also includes an internal communication bus 32 con-
nected to each processor 24, 26a—26#. In one embodiment,
the communication bus is a switched Fast Ethernet provid-
ing 100 Mb of dedicated bandwidth to each processor
allowing the distributed processors to exchange control
information at high frequencies. A backup or redundant
Ethernet switch may also be connected to each board such
that if the primary Ethernet switch fails, the boards can
fail-over to the backup Ethernet switch.

In this example, Ethernet 32 provides an out-of-band
control path, meaning that control information passes over
Ethernet 32 but the network data being switched by com-
puter system 10 passes to and from external network con-
nections 31a-31Lxx over a separate data path 34. External
network control data is passed from the line cards to the
central processor over Ethernet 32. This external network
control data is also assigned a high priority when passed
over the Ethernet to ensure that it is not dropped during
periods of heavy traffic on the Ethernet. In addition, another
bus 33 is provided for low level system service operations,
including, for example, the detection of newly installed (or
removed) hardware, reset and interrupt control and real time
clock (RTC) synchronization across the system. In one
embodiment, this is an Inter-IC communications (I>C) bus.

Alternatively, the control and data may be passed over one
common path (in-band).

Network/Element Management System (NMS)

Exponential network growth combined with continuously
changing network requirements dictates a need for well
thought out network management solutions that can grow
and adapt quickly. The present invention provides a mas-
sively scalable, highly reliable comprehensive network man-
agement system, intended to scale up (and down) to meet
varied customer needs.

Within a telecommunications network, element manage-
ment systems (EMSs) are designed to configure and manage
a particular type of network device (e.g., switch, router,
hybrid switch-router), and network management systems
(NMSs) are used to configure and manage multiple hetero-
geneous and/or homogeneous network devices. Hereinafter,
the term “NMS” will be used for both element and network
management systems unless otherwise noted. To configure a
network device, the network administrator uses the NMS to
provision services. For example, the administrator may
connect a cable to a port of a network device and then use
the NMS to enable the port. If the network device supports
multiple protocols and services, then the administrator uses
the NMS to provision these as well. To manage a network
device, the NMS interprets data gathered by programs
running on each network device relevant to network
configuration, security, accounting, statistics, and fault log-
ging and presents the interpretation of this data to the
network administrator. The network administrator may use
this data to, for example, determine when to add new
hardware and/or services to the network device, to determine
when new network devices should be added to the network,
and to determine the cause of errors.

Preferably, NMS programs and programs executing on
network devices perform in expected ways (i.e.,
synchronously) and use the same data in the same way. To
avoid having to manually synchronize all integration inter-
faces between the various programs, a logical system model
and associated code generation system are used to generate
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application programming interfaces (APIs)—that is integra-
tion interfaces/integration points—for programs running on
the network device and programs running within the NMS.
In addition, the APIs for the programs managing the data
repositories (e.g., database programs) used by the network
device and NMS programs are also generated from the same
logical system model and associated code generation system
to ensure that the programs use the data in the same way.
Further, to ensure that the NMS and network device pro-
grams for managing and operating the network device use
the same data, the programs, including the NMS programs,
access a single data repository for configuration information,
for example, a configuration database within the network
device. Referring to FIG. 24, in the present invention, the
NMS 60 includes one or more NMS client programs
8502-850n and one or more NMS server programs
851a-851n, The NMS client programs provide interfaces for
network administrators. Through the NMS clients, the
administrator may configure multiple network devices (e.g.,
computer system 10, FIG. 1; network device 540, FIG. 35).
The NMS clients communicate with the NMS servers to
provide the NMS servers with configuration requirements
from the administrator. In addition, the NMS server provides
the NMS client with network device management
information, which the client then makes available to the
administrator. “Pushing” data from a server to multiple
clients synchronizes the clients with minimal polling.
Reduced polling means less management traffic on the
network and more device CPU cycles available for other
management tasks. Communication between the NMS client
and server is done via Remote Method Invocation (RMI)
over Transmission Control Protocol (TCP), a reliable pro-
tocol that ensures no data loss.

The NMS client and server relationship prevents the
network administrator from directly accessing the network
device. Since several network administrators may be man-
aging the network, this mitigates errors that may result if two
administrators attempt to configure the same network device
at the same time.

The present invention also includes a configuration rela-
tional database 42 within each network device and an NMS
relational database 61 external to the network device. The
configuration database program may be executed by a
centralized processor card or a processor on another card
(e.g., 12, FIG. 1; 542, FIG. 35) within the network device,
and the NMS database program may be executed by a
processor within a separate computer system (e.g., 62, FIG.
13b). The NMS server stores data directly in the configu-
ration database via JAVA Database Connectivity (JDBC)
over TCP, and using JDBC over TCP, the configuration
database, through active queries, automatically replicates
any changes to NMS database 61. By using JDBC and a
relational database, the NMS server is able to leverage
database transactions, database views, database journaling
and database backup technologies that help provide unprec-
edented system availability. Relational database technology
also scales well as it has matured over many years. An active
query is a mechanism that enables a client to post a blocked
SQL query for asynchronous notification by the database
when data changes are made after the blocked SQL query
was made.

Similarly, any configuration changes made by the network
administrator directly through console interface 852 are
made to the configuration database and, through active
queries, automatically replicated to the NMS database.
Maintaining a primary or master repository of data within
each network device ensures that the NMS and network
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device are always synchronized with respect to the state of
the configuration. Replicating changes made to the primary
database within the network device to any secondary data
repositories, for example, NMS database 61, ensures that all
secondary data sources are quickly updated and remain in
lockstep synchronization.

Instead of automatically replicating changes to the NMS
database through active queries, only certain data, as con-
figured by the network administrator, may be replicated.
Similarly, instead of immediate replication, the network
administrator may configure periodic replication. For
example, data from the master embedded database (i.e., the
configuration database) can be uploaded daily or hourly. In
addition to the periodic, scheduled uploads, backup may be
done anytime at the request of the network administrator.

Referring again to FIG. 24, for increased availability, the
network device may include a backup configuration data-
base 42' maintained by a separate, backup centralized pro-
cessor card (e.g., 12, FIG. 1; 543, FIG. 35). Any changes to
configuration database 42 are replicated to backup configu-
ration database 42'". If the primary centralized processor card
experiences a failure or error, the backup centralized pro-
cessor card may be switched over to become the primary
processor and configuration database 42' may be used to
keep the network device operational. In addition, any
changes to configuration database 42 may be written imme-
diately to flash persistent memory 853 which may also be
located on the primary centralized processor card or on
another card, and similarly, any changes to backup configu-
ration database 42' may be written immediately to flash
persistent memory 853' which may also be located on the
backup centralized processor card or another card. These
flash-based configuration files protect against loss of data
during power failures. In the unlikely event that all copies of
the database within the network device are unusable, the
data stored in the NMS database may be downloaded to the
network device.

Instead of having a single central processor card (e.g., 12,
FIG. 1; 543, FIG. 35), the external control functions and the
internal control functions may be separated onto different
cards as described in U.S. patent application Ser. No.
09/574,343, filed May 20, 2000 and entitled “Functional
Separation of Internal and External Controls in Network
Devices”, which is hereby incorporated herein by reference.
As shown in FIGS. 41a and 41b, the chassis may support
internal control (IC) processor cards 542a and 543a and
external control (EC) processor cards 542b and 543b. In this
embodiment, configuration database 42 may be maintained
by a processor on internal control processor card 542a and
configuration database 42' may be maintained by a processor
on internal control processor card 543a, and persistent
memory 853 may be located on external control processor
card 542b and persistent memory 853' may be located on
external control processor card 543b. This increases inter-
card communication but also provides increased fault toler-
ance.

The file transfer protocol (FTP) may provide an efficient,
reliable transport out of the network device for data inten-
sive operations. Bulk data applications include accounting,
historical statistics and logging. An FTP push (to reduce
polling) may be used to send accounting, historical statistics
and logging data to a data collector server 857, which may
be a UNIX server. The data collector server may then
generate network device and/or network status reports
85848581 in, for example, American Standard Code for
Information Interchange (ASCII) format and store the data
into a database or generate Automatic Message Accounting
Format (AMA/BAF) outputs.
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Selected data stored within NMS database 61 may also be
replicated to one or more remote/central NMS databases
854a-854n, as described below. NMS servers may also
access network device statistics and status information
stored within the network device using SNMP (multiple
versions) traps and standard Management Information Bases
(MIBs and MIB-2). The NMS server augments SNMP traps
by providing them over the conventional User Datagram
Protocol (UDP) as well as over Transmission Control Pro-
tocol (TCP), which provides reliable traps. Each event is
generated with a sequence number and logged by the data
collector server in a system log database for in place context
with system log data. These measures significantly improve
the likelihood of responding to all events in a timely manner
reducing the chance of service disruption.

The various NMS programs—clients, servers, NMS
databases, data collector servers and remote NMS
databases—are distributed programs and may be executed
on the same computer or different computers. The computers
may be within the same LAN or WAN or accessible through
the Internet. Distribution and hierarchy are fundamental to
making any software system scale to meet larger needs over
time. Distribution reduces resource locality constraints and
facilitates flexible deployment. Since day-to-day manage-
ment is done in a distributed fashion, it makes sense that the
management software should be distributed. Hierarchy pro-
vides natural boundaries of management responsibility and
minimizes the number of entities that a management tool
must be aware of. Both distribution and hierarchy are
fundamental to any long-term management solution. The
client server model allows for increased scalability as serv-
ers and clients may be added as the number of network
managers increase and as the network grows.

The various NMS programs may be written in the JAVA
programming language to enable the programs to run on
both Windows/NT and UNIX platforms, such as Sun
Solaris. In fact the code for both platforms may be the same
allowing consistent graphical interfaces to be displayed to
the network administrator. In addition to being native to
JAVA, RMI is attractive as the RMI architecture includes
(RMI) over Internet Inter-Orb Protocol (IIOP) which deliv-
ers Common Object Request Broker Architecture (CORBA)
compliant distributed computing capabilities to JAVA. Like
CORBA, RMI over IIOP uses IIOP as its communication
protocol. IIOP eases legacy application and platform inte-
gration by allowing application components written in C++,
SmallTalk, and other CORBA supported languages to com-
municate with components running on the JAVA platform.
For “manage anywhere” purposes and web technology
integration, the various NMS programs may also run within
a web browser. In addition, the NMS programs may inte-
grate with Hewlett Packard’s (HP’s) Network Node Man-
ager (NNM™) to provide the convenience of a network
map, event aggregation/filtering, and integration with other
vendor’s networking. From HP NNM a context-sensitive
launch into an NMS server may be executed.

The NMS server also keeps track of important statistics
including average client/server response times and response
times to each network device. By looking at these statistics
over time, it is possible for network administrators to
determine when it is time to grow the management system
by adding another server. In addition, each NMS server
gathers the name, IP address and status of other NMS servers
in the telecommunication network, determines the number
of NMS clients and network devices to which it is
connected, tracks its own operation time, the number of
transactions it has handled since initialization, determines
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the “top talkers” (i.e., network devices associated with high
numbers of transactions with the server), and the number of
communications errors it has experienced. These statistics
help the network administrator tune the NMS to provide
better overall management service.

NMS database 61 may be remote or local with respect to
the network device(s) that it is managing. For example, the
NMS database may be maintained on a computer system
outside the domain of the network device (i.e., remote) and
communications between the network device and the com-
puter system may occur over a wide area network (WAN) or
the Internet. Preferably, the NMS database is maintained on
a computer system within the same domain as the network
device (i.e., local) and communications between the network
device and the computer system may occur over a local area
network (LAN). This reduces network management traffic
over a WAN or the Internet.

Many telecommunications networks include domains in
various geographical locations, and network managers often
need to see data combined from these different domains to
determine how the overall network is performing. To assist
with the management of wide spread networks and still
minimize the network management traffic sent over WANs
and the Internet, each domain may include an NMS database
61 and particular/selected data from each NMS database
may be replicated (or “rolled up”) to remote NMS databases
854a-854n that are in particular centralized locations.
Referring to FIG. 2b, for example, a telecommunications
network may include at least three LAN domains 855a—855¢
where each domain includes multiple network devices 540
and an NMS database 61. Domain 8554 may be located in
the Boston, Mass. area, domain 855b may be located in the
Chicago, Ill. area and domain 855¢ may be located in the
San Francisco, Calif. area. NMS servers 851a—-851f may be
located within each domain or in a separate domain.
Similarly, one or more NMS clients may be coupled to each
NMS server and located in the same domain as the NMS
server or in different domains. In addition, one NMS client
may be coupled with multiple NMS servers. For example,
NMS servers 851a—851¢ and NMS clients 850a—850%k may
be located in domain 8564 (e.g., Dallas, Tex.) while NMS
servers 8514-851f and NMS clients 850m—850u may be
located in domain 856b (e.g., New York, N.Y)). Each NMS
server may be used to manage each domain 8554-855c¢ or,
preferably, one NMS server in each server domain
856a—856b is used to manage all of the network devices
within one network device domain 8552-855c. A single
domain may include network devices and NMS clients and
servers.

Network administrators use the NMS clients to configure
network devices in each of the domains through the NMS
servers. The network devices replicate changes made to their
internal configuration databases (42, FIG. 24) to a local
NMS database 61. In addition, the data collector server
copies all logging data into NMS database 61 or a separate
logging database (not shown). Each local NMS database
may also replicate selected data to central NMS database(s)
8540-854n in accordance with instructions from the net-
work administrator. Other programs may then access the
central database to retrieve and combine data from multiple
network devices in multiple domains and then present this
data to the network administrator. Importantly, network
management traffic over WANs and the Internet are mini-
mized since all data is not copied to the central NMS
database. For example, local logging data may only be
stored in the local NMS databases 61 (or local logging
database) and not replicated to one of the central NMS
database.
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Logical System Model

As previously mentioned, to avoid having to manually
synchronize all integration interfaces between the various
programs, the APIs for both NMS and network device
programs are generated using a code generation system from
the same logical system model. In addition, the APIs for the
data repository software used by the programs are also
generated from the same logical system model to ensure that
the programs use the data in the same way. Each model
within the logical system model contains metadata defining
an object/entity, attributes for the object and the object’s
relationships with other objects. Upgrading/modifying an
object is, therefore, much simpler than in current systems,
since the relationship between objects, including both hard-
ware and software, and attributes required for each object
are clearly defined in one location. When changes are made,
the logical system model clearly shows what other programs
are affected and, therefore, may also need to be changed.
Modeling the hardware and software provides a clean sepa-
ration of function and form and enables sophisticated
dynamic software modularity.

A code generation system uses the attributes and metadata
within each model to generate the APIs for each program
and ensure lockstep synchronization. The logical model and
code generation system may also be used to create test code
to test the network device programs and NMS programs.
Use of the logical model and code generation system saves
development, test and integration time and ensures that all
relationships between programs are in lockstep synchroni-
zation. In addition, use of the logical model and code
generation system facilitates hardware portability, seamless
extensibility and unprecedented availability and modularity.

Referring to FIG. 3a, a logical system model 280 is
created using the object modeling notation and a model
generation tool, for example, Rational Rose 2000 Modeler
Edition available from Rational Software Corporation in
Lexington, Mass. A managed device 282 represents the top
level system connected to models representing both hard-
ware 284 and data objects used by software applications
286. Hardware model 284 includes models representing
specific pieces of hardware, for example, chassis 288, shelf
290, slot 292 and printed circuit board 294. The logical
model is capable of showing containment, that is, typically,
there are many shelves per chassis (1:N), many slots per
shelf (1:N) and one board per slot (1:1). Shelf 290 is a parent
class generalizing multiple shelf models, including various
functional shelves 296a—2967 as well as one or more system
shelves, for example, for fans 298 and power 300. Board 294
is also a parent class having multiple board models, includ-
ing various functional boards without external physical ports
3024-302n (e.g., central processor 12, FIG. 1; 542-543,
FIG. 35; and switch fabric cards, FIG. 35) and various
functional boards 304a—304% (e.g., cross connection cards
562a—-562b and forwarding cards 546a—546¢, FIG. 35) that
connect to boards 306 with external physical ports (e.g.,
universal port cards 554a—554h, FIG. 35). Hardware model
284 also includes an external physical port model 308. Port
model 308 is coupled to one or more specific port models,
for example, synchronous optical network (SONET) proto-
col port 310, and a physical service endpoint model 312.

Hardware model 284 includes models for all hardware
that may be available on computer system 10 (FIG.
1)/network device 540 (FIG. 35) whether a particular com-
puter system/network device uses all the available hardware
or not. The model defines the metadata for the system
whereas the presence of hardware in an actual network
device is represented in instance data. All shelves and slots

Apple v. Uniloc, IPR2017-2202
Uniloc's Exhibit 2003, page 278



US 6,880,086 B2

15

may not be populated. In addition, there may be multiple
chassis. It should be understood that SONET port 310 is an
example of one type of port that may be supported by
computer system 10. A model is created for each type of port
available on computer system 10, including, for example,
Ethernet, Dense Wavelength Division Multiplexing
(DWDM) or Digital Signal, Level 3 (DS3). The NMS
(described below) uses the hardware model and instance
data to display a graphical picture of computer system
10/network device 540 to a user.

Service endpoint model 314 spans the software and
hardware models within logical model 280. It is a parent
class including a physical service endpoint model 312 and a
logical service endpoint model 316. Since the links between
the software model and hardware model are minimal, either
may be changed (e.g., upgraded or modified) and easily
integrated with the other. In addition, multiple models (e.g.,
280) may be created for many different types of managed
devices (e.g., 282). The software model may be the same or
similar for each different type of managed device even if the
hardware—and hardware models—corresponding to the dif-
ferent managed devices are very different. Similarly, the
hardware model may be the same or similar for different
managed devices but the software models may be different
for each. The different software models may reflect different
customer needs.

Software model 286 includes models of data objects used
by each of the software processes (e.g., applications, device
drivers, system services) available on computer system
10/network device 540. All applications and device drivers
may not be used in each computer system/network device.
As one example, ATM model 318 is shown. It should be
understood that software model 286 may also include mod-
els for other applications, for example, Internet Protocol (IP)
applications, Frame Relay and Multi-Protocol Label Switch-
ing (MPLS) applications. Models of other processes (e.g.,
device drivers and system services) are not shown for
convenience.

For each process, models of configurable objects man-
aged by those processes are also created. For example,
models of ATM configurable objects are coupled to ATM
model 318, including models for a soft permanent virtual
path (SPVP) 320, a soft permanent virtual circuit (SPVC)
321, a switch address 322, a cross-connection 323, a per-
manent virtual path (PVP) cross-connection 324, a perma-
nent virtual circuit (PVC) cross-connection 325, a virtual
ATM interface 326, a virtual path link 327, a virtual circuit
link 328, logging 329, an ILMI reference 330, PNNI 331, a
traffic descriptor 332, an ATM interface 333 and logical
service endpoint 316. As described above, logical service
endpoint model 316 is coupled to service endpoint model
314. It is also coupled to ATM interface model 333.

The logical model is layered on the physical computer
system to add a layer of abstraction between the physical
system and the software applications. Adding or removing
known (i.e., not new) hardware from the computer system
will not require changes to the logical model or the software
applications. However, changes to the physical system, for
example, adding a new type of board, will require changes
to the logical model. In addition, the logical model is
modified when new or upgraded processes are created.
Changes to an object model within the logical model may
require changes to other object models within the logical
model. It is possible for the logical model to simultaneously
support multiple versions of the same software processes
(e.g., upgraded and older). In essence, the logical model
insulates software applications from changes to the hard-
ware models and vice-versa.
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To further decouple software processes from the logical
model—as well as the physical system—another layer of
abstraction is added in the form of version-stamped views.
A view is a logical slice of the logical model and defines a
particular set of data within the logical model to which an
associated process has access. Version stamped views allow
multiple versions of the same process to be supported by the
same logical model since each version-stamped view limits
the data that a corresponding process “views” or has access
to, to the data relevant to the version of that process.
Similarly, views allow multiple different processes to use the
same logical model.

Code Generation System

Referring to FIG. 3b, logical model 280 is used as input
to a code generation system 336. The code generation
system creates a view identification (id) and an application
programming interface (API) 338 for each process that
requires configuration data. For example, a view id and an
API may be created for each ATM application 339a-339x,
each SONET application 340a-340#n, each MPLS applica-
tion 342g-342n and each IP application 341a-341n. In
addition, a view id and API is also created for each device
driver process, for example, device drivers 343a—343n, and
for modular system services (MSS) 3454—345n (described
below), for example, a Master Control Driver (MCD), a
System Resiliency Manager (SRM), and a Software Man-
agement System (SMS). The code generation system pro-
vides data consistency across processes, centralized tuning
and an abstraction of embedded configuration and NMS
databases (described below) ensuring that changes to their
database schema (i.e., configuration tables and relationships)
do not affect existing processes.

The code generation system also creates a data definition
language (DDL) file 344 including structured query lan-
guage (SQL) commands used to construct the database
schema, that is, the various tables and views within a
configuration database 346, and a DDL file 348 including
SQL commands used to construct various tables and SQL
views within a network management (NMS) database 350
(described below). This is also referred to as converting the
logical model into a database schema and various SQL
views look at particular portions of that schema within the
database. If the same database software is used for both the
configuration and NMS databases, then one DDL file may be
used for both.

The databases do not have to be generated from a logical
model for views to work. Instead, database files can be
supplied directly without having to generate them using the
code generation system. Similarly, instead of using a logical
model as an input to the code generation system, a MIB
“model” may be used. For example, relationships between
various MIBs and MIB objects may be written (i.e., coded)
and then this “model” may be used as input to the code
generation system.

Referring to FIG. 3¢, applications 3524-352n (e.g.,
SONET driver 863, SONET application 860, MSS 866, etc.)
each have an associated view 3544354 of configuration
database 42. The views may be similar allowing each
application to view similar data within configuration data-
base 42. For example, each application may be ATM version
1.0 and each view may be ATM view version 1.3. Instead,
the applications and views may be different versions. For
example, application 352a may be ATM version 1.0 and
view 354a may be ATM view version 1.3 while application
352b is ATM version 1.7 and view 354b is ATM view
version 1.5. A later version, for example, ATM version 1.7,
of the same application may represent an upgrade of that
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application and its corresponding view allows the upgraded
application access only to data relevant to the upgraded
version and not data relevant to the older version. If the
upgraded version of the application uses the same configu-
ration data as an older version, then the view version may be
the same for both applications. In addition, application 352x
may represent a completely different type of application, for
example, MPLS, and view 354# allows it to have access to
data relevant to MPLS and not ATM or any other applica-
tion. Consequently, through the use of database views,
different versions of the same software applications and
different types of software applications may be executed on
computer system 10 simultaneously.

Views also allow the logical model and physical system to
be changed, evolved and grown to support new applications
and hardware without having to change existing applica-
tions. In addition, software applications may be upgraded
and downgraded independent of each other and without
having to re-boot computer system 10/network device 540.
For example, after computer system 10 is shipped to a
customer, changes may be made to hardware or software.
For instance, a new version of an application, for example,
ATM version 2.0, may be created or new hardware may be
released requiring a new or upgraded device driver process.
To make this a new process and/or hardware available to the
user of computer system 10, first the software image includ-
ing the new process must be re-built.

Referring again to FIG. 3b, logical model 280 may be
changed (280" to include models representing the new
software and/or hardware. Code generation system 336 then
uses new logical model 280' to re-generate view ids and
APIs 338 for each application, including, for example, ATM
version two 360 and device driver 362, and DDL files 344
and 348'. The new application(s) and/or device driver(s)
processes then bind to the new view ids and APIs. A copy of
the new application(s) and/or device driver process as well
as the new DDL files and any new hardware are sent to the
user of computer system 10. The user can then download the
new software and plug the new hardware into computer
system 10. The upgrade process is described in more detail
below. Similarly, if models are upgraded/modified to reflect
upgrades/modifications to software or hardware, then the
new logical model is provided to the code generation system
which re-generates view ids and APIs for each process/
program/application. Again, the new applications are linked
with the new view ids and APIs and the new applications
and/or hardware are provided to the user.

Again referring to FIG. 3b, the code generation system
also creates NMS JAVA interfaces 347 and persistent layer
metadata 349. The JAVA interfaces are JAVA class files
including get and put methods corresponding to attributes
within the logical model, and as described below, the NMS
servers use the NMS JAVA interfaces to construct models of
each particular network device to which they are connected.
Also described below, the NMS servers use the persistent
layer metadata as well as run time configuration data to
generate SQL configuration commands for use by the con-
figuration database.

Prior to shipping computer system 10 to customers, a
software build process is initiated to establish the software
architecture and processes. The code generation system is
the first part of this process. Following the execution of the
code generation system, each process when pulled into the
build process links the associated view id and API into its
image. For example, referring to FIG. 34, to build a SONET
application, source files, for example, a main application file
8594, a performance monitoring file 859 and an alarm
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monitoring file 859¢c, written in, for example, the C pro-
gramming language (.c) are compiled into object code files
(.0) 8594', 859b' and 859c¢'. Alternatively, the source files
may be written in other programming languages, for
example, JAVA (.java) or C++ (.cpp). The object files are
then linked along with view ids and APIs from the code
generation system corresponding to the SONET application,
for example, SONET API 340a. The SONET API may be a
library (.a) of many object files. Linking these files generates
the SONET Application executable file (.exe) 860.
Referring to FIG. 3e, each of the executable files for use
by the network device/computer system are then provided to
a kit builder 861. For example, several SONET executable
files (e.g., 860, 863), ATM executable files (e.g.,
864a-864n), MPLS executable files (e.g., 8654—8651), MSS
executable files 866a—866xn, MKI executable 873a¢-873n
files for each board and a DDL configuration database
executable file 867 may be provided to kit builder 861. The
OSE operating system expects executable load modules to
be in a format referred to as Executable & Linkable Format
(.elf). Alternatively, the DDL configuration database execut-
able file may be executed and some data placed in the
database prior to supplying the DDL file to the kit builder.
The kit builder creates a computer system/network device
installation kit 862 that is shipped to the customer with the
computer system/network device or, later, alone after modi-
fications and upgrades are made. To save space, the kit
builder may compress each of the files included in the
Installation Kit (i.e., .exe.gz, .elf.gz), and when the files are
later loaded in the network device, they are de-compressed.
Referring to FIG. 3f, similarly, each of the executable files
for the NMS is provided separately to the kit builder. For
example, a DDL NMS database executable file 868, an NMS
JAVA interfaces executable file 869, a persistent layer meta-
data executable file 870, an NMS server 885 and an NMS
client 886 may be provided to kit builder 861. The kit builder
creates an NMS installation kit 871 that is shipped to the
customer for installation on a separate computer 62 (FIG.
13b). In addition, new versions of the NMS installation kit
may be sent to customers later after upgrades/modifications
are made. When installing the NMS, the customer/network
administrator may choose to distribute the various NMS
processes as described above. Alternatively, one or more of
the NMS programs, for example, the NMS JAVA interfaces
and Persistent layer metadata executable files may be part of
the network device installation kit and later passed from the
network device to the NMS server, or part of both the
network device installation kit and the NMS installation kit.
When the computer system is powered-up for the first
time, as described below, configuration database software
uses DDL file 867 to create a configuration database 42 with
the necessary configuration tables and active queries. The
NMS database software uses DDL file 868 to create NMS
database 61 with corresponding configuration tables.
Memory and storage space within network devices is typi-
cally very limited. The configuration database software is
robust and takes a considerable amount of these limited
resources but provides many advantages as described below.
As described above, logical model 280 (FIG. 3b) may be
provided as an input to code generation system 336 in order
to generate database views and APIs for NMS programs and
network device programs to synchronize the integration
interfaces between those programs. Where a telecommuni-
cations network includes multiple similar network devices,
the same installation kit may be used to install software on
each network device to provide synchronization across the
network. Typically, however, networks include multiple
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different network devices as well as multiple similar net-
work devices. A logical model may be created for each
different type of network device and a different installation
kit may be implemented on each different type of network
device.

Instead, of providing a logical model (e.g., 280, FIG. 3b)
that represents a single network device, a logical model may
be provided that represents multiple different managed
devices—that is, multiple network devices and the relation-
ship between the network devices. Alternatively, multiple
logical models 280 and 8874—887n—representing multiple
network devices—may be provided, including relationships
with other logical models. In either case, providing multiple
logical models or one logical model representing multiple
network devices and their relationships as an input(s) to the
code generation system allows for synchronization of NMS
programs and network device programs (e.g., 901a—901x)
across an entire network. The code generation system in
combination with one or more logical models provides a
powerful tool for synchronizing distributed telecommunica-
tion network applications.

The logical model or models may also be used for
simulation of a network device and/or a network of many
network devices, which may be useful for scalability testing.

In addition to providing view ids and APIs, the code
generation system may also provide code used to push data
directly into a third party code API. For example, where an
API of a third party program expects particular data, the
code generation system may provide this data by retrieving
the data from the central repository and calling the third-
party programs APIL In this situation, the code generation
system is performing as a “data pump”.

Configuration

Once the network device programs have been installed
on-network device 540 (FIG. 35), and the NMS programs
have been installed on one or more computers (e.g., 62), the
network administrator may configure the network device/
provision services within the network device. Hereinafter,
the term “configure” includes “provisioning services”.
Referring to FIG. 4a, the NMS client displays a graphical
user interface (GUI) 895 to the administrator including a
navigation tree/menu 898. Selecting a branch of the navi-
gation tree causes the NMS client to display information
corresponding to that branch. For example, selecting
Devices branch 898a within the tree causes the NMS client
to display a list 898b of IP addresses and/or domain name
server (DNS) names corresponding to network devices that
may be managed by the administrator. The list corresponds
to a profile associated with the administrator’s user name
and password. Profiles are described in detail below.

If the administrator’s profile includes the appropriate
authority, then the administrator may add new devices to list
898b. To add a new device, the administrator selects Devices
branch 8984 and clicks the right mouse button to cause a
pop-up menu 898¢ (FIG. 4b) to appear. The administrator
then selects the Add Devices option to cause a dialog box
8984 (FIG. 4¢) to appear. The administrator may then type
in an IP address (e.g., 192.168.9.203) or a DNS name into
field 898¢ and select an Add button 898f to add the device
to Device list window 898g (FIG. 44). The administrator
may then add one or more other devices in a similar manner.
The administrator may also delete a device from the Device
list window by selecting the device and then selecting a
Delete button 898/, or the administrator may cancel out of
the dialog box without adding any new devices by selecting
Cancel button 898i. When finished, the administrator may
select an OK button 898; to add any new devices in Device
list 898¢ to navigation tree 898a (FIG. 4e).
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To configure a network device, the administrator begins
by selecting (step 874, FIG. 3g) a particular network device
to configure, for example, the network device corresponding
to IP address 192.168.9.202 (FIG. 4f). The NMS client then
informs (step 875, FIG. 3g) an NMS server of the particular
network device to be configured. Since many NMS clients
may connect to the same NMS server, the NMS server first
checks its local cache to determine if it is already managing
the network device for another NMS client. If so, the NMS
server sends data from the cache to the NMS client. If not,
the NMS server using JDBC connects to the network device
and reads the data/object structure for the physical aspects of
the device from the configuration database within the net-
work device into its local cache and uses that information
with the JAVA interfaces to construct (step 876) a model of
the network device. The server provides (step 877) this
information to the client, which displays (step 878) a graphi-
cal representation 896a (FIG. 4f) of the network device to
the administrator indicating the hardware and services avail-
able in the selected network device and the current configu-
ration and currently provisioned services. Configuration
changes received by an NMS server—from either an NMS
client or directly from the network device’s configuration
database when changes are made through the network
device’s CLI interface—are sent by the NMS server to any
other NMS clients connected to that server and managing
the same network device. This provides scalability, since the
device is not burdened with multiple clients subscribing for
traps, and ensures each NMS client provides an accurate
view of the network device.

Referring to FIGS. 4f~4/, graphical representation 896a
(i.e., device view, device mimic) in graphic window 896b
may include many views of the network device. For
example, device mimic 8964 is shown in FIG. 4f displaying
a front view of the components in the upper portion of
network device 540 (FIG. 35). The administrator may use
scroll bar 926a to scroll down and view lower portions of the
front of the network device as shown in FIG. 4g. The
administrator may also use image scale button 926b to
change the size of graphic 896a. For example, the admin-
istrator may shrink the network device image to allow more
of the device image to be visible in graphic window 8965,
as shown in FIG. 4/4. This view corresponds to the block
diagram of network device 540 shown in FIG. 41a. For
instance, upper fan tray 634 and middle fan trays 630 and
632 are shown. In addition, forwarding cards (e.g., 546a and
548¢), cross-connection cards (e.g., 562a, 562b, 564b, 5664,
568b), and external processor control cards (e.g., 542b and
543b) are shown.

GUI 895 also includes several splitter bars 895a—895¢
(FIG. 4f) to allow the administrator to change the size of the
various panels (e.g., 8965, 897 and 898). In addition, GUI
895 includes a status bar 8954. The status bar may include
various fields such as a server field 895¢, a Mode field 895f,
a Profile field 895g and an active field 895/4. The server filed
may provide the IP address or DNS name of the NMS server,
and the profile field may provide the username that the
administrator logged in under. The active field will provide
updated status, for example, ready, or ask the administrator
to take particular steps. The mode field will indicate an
on-line mode (i.e., typical operation) or an off-line mode
(described in detail below).

Device mimic 896a may also provide one or more visual
indications as to whether a card is present in each slot or
whether a slot is empty. For example, in one embodiment,
the forwarding cards (e.g., 546a and 548¢) in the upper
portion of the network device are displayed in a dark color
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to indicate the cards are present while the lower slots (e.g.,
928a and 929¢) are shown in a lighter color to indicate that
the slots are empty. Other visual indications may also be
used. For example, a graphical representation of the actual
card faceplate may be added to device mimic 896a when a
card is present and a blank faceplate may be added when the
slot is empty. Moreover, this may be done for any of the
cards that may or may not be present in a working network
device. For example, the upper cross-connection cards may
be displayed in a dark color to indicate they are present
while the lower cross-connection card slots may be dis-
played in a lighter color to indicate the slots are empty.

In addition, a back view and other views of the network
device may also be shown. For example, the administrator
may use a mouse to move a cursor into an empty portion of
graphic window 896b and click the right mouse button to
cause a pop-up menu to appear listing the various views
available for the network device. In one embodiment, the
only other view is a back view and pop-up menu 927 is
displayed. Alternatively, short cuts may be set up. For
example, double clicking the left mouse button may auto-
matically cause graphic 896« to display the back view of the
network device, and another double click may cause graphic
896a to again display the front view. As another alternative,
a pull down menu may be provided to allow an administrator
to select between various views.

Device mimic 8964 is shown in FIG. 4i displaying a back
view of the components in the upper portion of network
device 540 (FIG. 35). Again the administrator may use scroll
bar 9262 and/or image scale button 926b to view lower
portions (FIGS. 4j and 4k) of the back of the network device
or more of the network device by shrinking the graphic
(FIG. 4i). These views correspond to the block diagram of
network device 540 shown in FIG. 41b. For example, upper
fan tray 628 (FIG. 4i), management interface (MI) card 621
(FIG. 4i) and lower fan tray 626 (FIG. 4k) are shown. In
addition, universal port cards (e.g., 556/, 554a and 5607,
FIG. 4)), switch fabric cards (e.g., 570a and 570b) and
internal processor control cards (e.g., 542a and 543a) are
also shown. Again, graphic 8964 may use a visual indicator
to clearly show whether a card is present in a slot or whether
the slot is empty. In this example, the visual indicator for
universal port cards is the display of the ports available on
each card. For example, universal port card 5544 is present
as indicated by the graphical representation of ports (e.g.,
930, FIG. 4)) available on that card, while universal port
card 558a (FIG. 41b) is not present as indicated by a blank
slot 931.

Since the GUI has limited screen real estate and the
network device may be large and loaded with many different
types of components (e.g., modules, ports, fan trays, power
connections), in addition to the device mimic views
described above, GUI 895 may also provide a system view
menu option 954 (FIG. 4m). If an administrator selects this
option, a separate pull away window 955 (FIG. 4n) is
displayed for the administrator including both a front view
955a and a back view 955b of the network device corre-
sponding to the front and back views displayed by the device
mimic. The administrator may keep this separate pull away
window up and visible while provisioning services through
the GUI. Moreover, the GUI remains linked with the pull
away window such that if the administrator selects a com-
ponent in the pull away window, the device mimic displays
that portion of the device and highlights that component.
Similarly, if the administrator selects a component within the
device mimic, the pull away window also highlights the
selected component. Thus, the pull away window may
further help the administrator navigate in the device mimic.
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Device mimic 8964 may also indicate the status of
components. For example, ports and/or cards may be green
for normal operation, red if there are errors and yellow if
there are warnings. In one embodiment, a port may be
colored, for example, light green or gray if it is available but
not yet configured and colored dark green after being
configured. Other colors or graphical textures may also be
used show visible status. To further ease a network admin-
istrator’s tasks, the GUI may present pop-up windows or
tool tips containing information about each card and/or port
when the administrator moves the cursor over the card or
port. For example, when the administrator moves the cursor
over universal port card 556f (FIG. 40), pop-up window
932a may be displayed to tell the administrator that the card
is a 16 Port OC3 Universal Port Module in Shelf 11/Slot 3.
Similarly, if the administrator moves the cursor over uni-
versal port card 556e (FIG. 4p), pop-up window 932b
appears indicating that the card is a 16 Port OC12 Universal
Port Module in Shelf 11/Slot 4, and if the cursor is moved
over universal port cards 556d (FIG. 4q) or 556¢ (FIG. 4r),
then pop-up windows 932¢ and 932d appear indicating the
cards are 4 Port OC48 Universal Port Module in Shelf
11/Slot 5 and 8 Port OC12 Universal Port Module in Shelf
11/Slot 6, respectively. If the administrator moves the cursor
over a port, for example, port 933 (FIG. 4s), then pop-up
window 932¢ appears indicating the port is an OC12 in Shelf
11/Slot 4/Port 1.

The views are used to provide management context. The
GUI may also include a configuration/service status window
897 for displaying current configuration and service provi-
sioning details. Again, these details are provided to the NMS
client by the NMS server, which reads the data from the
network device’s configuration database. The status window
may include many tabs/folders for displaying various data
about the network device configuration. In one embodiment,
the status window includes a System tab 934 (FIG. 4),
which is displayed when the server first accesses the net-
work device. This tab provides system level data such as the
system name 934a, System Description 9345, System Con-
tact 934¢, System Location 9344, System IP Address 934¢
(or DNS name), System Up Time 934y, System identification
(ID) 934g and System Services 934%. Modifications to data
displayed in 934a-934¢ may be made by the administrator
and committed by selecting the Apply button 935. The NMS
client then passes this information to the NMS server, which
then writes a copy of the data in the network device’s
configuration database and broadcasts the changes to any
other NMS clients managing the same network device. The
administrator may also reset the network device by selecting
the Reset System button 935 and then refresh the System
tab data by selecting the Refresh button 935c.

The status window may also include a Modules tab 936
(FIG. 4f), which includes an inventory of the available
modules in the network device and various details about
those modules such as where they are located (e.g., shelf and
slot, back or front). The inventory may also include a
description of the type of module, version number, manu-
facturing date, part number, etc. In addition, the inventory
may include run time data such as the operational status and
temperature. The NMS server may continuously supply the
NMS client(s) with the run time data by reading the network
device configuration database or NMS database. Device
mimic 8964 is linked with status window 897, such that
selecting a module in device mimic 896a causes the Module
tab to highlight a line in the inventory corresponding to that
card. For example, if an administrator selects universal port
card 556d, device mimic 8964 highlights that module and
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the Module tab highlights a line 937 in the inventory
corresponding to the card in Shelf 11/Slot 5. Similarly, if the
administrator selects a line in the Module tab inventory,
device mimic 896a highlights the corresponding module.
Double clicking the left mouse button on a selected module
may cause a dialog box to appear and the administrator may
modify particular parameters such as an enable/disable
parameter.

The status window may also include a Ports tab 938 (FIG.
4u), which displays an inventory of the available ports in the
network device and various details about each port such as
where they are located (shelf, slot and port; back or front).
The inventory may also include a description of the port
name, type and speed as well as run time data such as
administrative status, operational status and link status.
Again, device mimic 8964 is linked with status window 897
such that selecting a port within device mimic 896a causes
the Port tab to highlight a line in the inventory corresponding
to that port. For example, if the administrator selects port
939a (port 1, slot 4) on card 556¢, then the Port tab
highlights a line 9395 within the inventory corresponding to
that port. Similarly, if the administrator selects a line from
the inventory in the Port tab, device mimic 8964 highlights
the corresponding port. Again double clicking the left mouse
button on a selected port may cause a dialog box to appear
and the administrator may modify particular parameters
such as an enable/disable parameter.

Another tab in the status window may be a SONET
Interface tab 940 (FIG. 4v), which includes an inventory of
SONET ports in the network device and various details
about each port such as where they are located (shelf and
slot; back or front). Medium type (e.g., SONET, Synchro-
nous Digital Hierarchy (SDH)) may also be displayed as
well as circuit ID, Line Type, Line Coding, Loopback, Laser
Status, Path Count and other details. Again, device mimic
896a is lined with status window 897 such that selecting a
port within device mimic 896a causes the SONET Interface
tab to highlight a line in the inventory corresponding to that
SONET port. For example, if the administrator selects port
941a (port 2, slot 5) on card 5564, then the SONET Interface
tab highlights line 941b corresponding to that port.
Similarly, if the administrator selects a line from the inven-
tory in the SONET Interface tab, device mimic 8964 high-
lights the corresponding port. Again, double clicking the left
mouse button on a selected SONET interface may cause a
dialog box to appear and the administrator may modify
particular parameters such as an enable/disable parameter.

The System tab data as well as the Modules tab, Ports tab
and SONET Interface tab data all represent physical aspects
of the network device. The remaining tabs, including
SONET Paths tab 942 (FIG. 4w), ATM Interfaces tab 946,
Virtual ATM Interfaces tab 947 and Virtual Connections tab
948, display configuration details and, thus, display no data
until the device is configured. In addition, these configura-
tion tabs 942, 946-948 are dialog chained together with
wizard-like properties to guide an administrator through
configuration details. Through these tabs within the GUI
(ie., graphical context), therefore, the administrator then
makes (step 879, FIG. 3g) configuration selections. For
example, to configure a SONET path, the administrator may
begin by selecting a port (e.g., 939z on card 556¢, FIG. 5a)
within device mimic 896a and clicking the right mouse
button (i.e., context sensitive) to cause a pop-up menu 943
to be displayed listing available port configuration options.
The administrator may then select the “Configure SONET
Paths” option, which causes the GUI to display a SONET
Path configuration wizard 944 (FIG. 5b).
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The SONET Path configuration wizard guides the admin-
istrator through the task of setting up a SONET Path by
presenting the administrator with valid configuration options
and inserting default parameter values. As a result, the
process of configuring SONET paths is simplified, and
required administrator expertise is reduced since the admin-
istrator does not need to know or remember to provide each
parameter value. In addition, the SONET Path wizard allows
the administrator to configure multiple SONET Paths
simultaneously, thereby eliminating the repetition of similar
configuration process steps required by current network
management systems and reducing the time required to
configure many SONET Paths. Moreover, the wizard vali-
dates configuration requests from the administrator to mini-
mize the potential for mis-configuration.

In one embodiment, the SONET Path wizard displays
SONET line data 9444 (e.g., slot 4, port 1, OC12) and three
configuration choices 944b, 944¢ and 944d. The first two
configuration choices provide “short cuts” to typical con-
figurations. If the administrator selects the first configuration
option 944b (FIG. 5¢), the SONET Path wizard creates a
single concatenated path. In the current example, the
selected port is an OC12, and the single concatenated path
is an STS-12c¢. The wizard assigns and graphically displays
the position 944¢ and width 944f of the STS-12c¢ path and
also displays a SONET Path table 944g including an inven-
tory having an entry for the SONET STS-12c¢ path and each
of the default parameters assigned to that SONET path. The
position of each SONET path is chosen such that each path
lines up on a valid boundary based on SONET protocol
constraints.

If the administrator selects the second configuration
option 944¢ (FIGS. 5d and 5e¢), the SONET Path wizard
creates one or more valid SONET paths that fully utilize the
port capacity. In the current example, where the selected port
is an OC12 port, in one embodiment, the second configu-
ration option 944c¢ allows the administrator to quickly create
four STS-3c paths (FIG. 5d) or one concatenated STS-12¢
(FIG. 5¢). The user may select the number of paths in
window 944s or the type of path in window 944r. Windows
9445 and 944r are linked and, thus, always present the user
with consistent options. For example, if the administrator
selects 4 paths in window 944s, window 944 displays
STS-3c and if the administrator selects STS-12¢ in window
944y, window 944s displays 1 path. Again, the SONET path
wizard graphically displays the position 944d and width
944f of the SONET paths created and also displays them in
SONET Path table 944g along with the default parameters
assigned to each SONET path.

The third configuration option allows the administrator to
custom configure a port thereby providing the administrator
with more flexibility. If the administrator selects the third
configuration option 944d (FIG. 5f), the SONET Path wizard
displays a function window 944/. The function window
provides a list of available SONET Path types 944: and also
displays an allocated SONET path window 944j. In this
example, only the STS-3c¢ path type is listed in the available
SONET Path types window, and if the administrator wishes
to configure a single STS-12c path, then they need to select
the first or second configuration option 944b or 944¢. To
configure one or more SONET STS-3c paths, the adminis-
trator selects the STS-3¢ SONET path type and then selects
ADD button 944k The SONET Path wizard adds STS-3c
path 944/ to the allocated SONET paths window and then
displays the position 944¢ and width 944f of the SONET
path and updates Path table 944g with a listing of that
SONET path including the assigned parameters. In this
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example, two STS-3c paths 944/ and 944m are configured in
this way on the selected port. The administrator may select
an allocated path (e.g., 944m or 944n) in window 944; and
then select the remove button 9447 to delete a configured
path, or the administrator may select the clear button 9440
to delete each of the configured paths from window 944;.
Moreover, the administrator may select an allocated path
and use up arrow 944u and down arrow 944v to change the
position 944e.

In any of the SONET Path windows (FIGS. 5¢-5f), the
administrator may select a path in the SONET path table and
double click on the left mouse button or select a modify
button 944p to cause the GUI to display a dialog box through
which the administrator may modify the default parameters
assigned to each path. The wizard validates each parameter
change and prevents invalid values from being entered. The
administrator may also select a cancel button 944¢ to exit the
SONET path wizard without accepting any of the configured
or modified paths. If, instead, the administrator wants to exit
the SONET Path wizard and accept the configured SONET
Paths, the administrator selects an OK button 944

Once the administrator selects the OK button, the NMS
client validates the parameters as far as possible within the
client’s view of the device and passes (step 880, FIG. 3g)
this run time/instance configuration data, including all con-
figured SONET path parameters, to the NMS server. The
NMS server validates (step 881) the data received based on
its view of the world and if not correct, sends an error
message to the NMS client, which notifies the administrator.
Thus, the NMS server re-validates all data from the NMS
clients to ensure that it is consistent with changes made by
any other NMS client or by an administrator using the
network device’s CLI. After a successful NMS server
validation, the Persistent layer software within the server
uses this data to generate (step 882) SQL commands, which
the server sends to the configuration database software
executing on the network device. This is referred to as
“persisting” the configuration change. Receipt of the SQL
commands triggers a validation of the data within the
network device as well. If the validation is not successful,
then the network device sends an error message to the NMS
server, and the NMS server sends an error message to the
NMS client, which displays the error to the administrator. If
the validation is successful, the configuration database soft-
ware then executes (step 883) the SQL commands to fill in
or change the appropriate configuration tables.

As just described, the configuration process provides a
tiered approach to validation of configuration data. The
NMS client validates configuration data received from an
administrator according to its view of the network device.
Since multiple clients may manage the same network device
through the same NMS server, the NMS server re-validates
received configuration data. Similarly, because the network
device may be managed simultaneously by multiple NMS
servers, the network device itself re-validates received con-
figuration data. This tiered validation provides reliability
and scalability to the NMS.

The configuration database software then sends (step 884)
active query notices, described in more detail below, to
appropriate applications executing within the network
device to complete the administrator’s configuration request
(step 885). Active query notices may also be used to update
the NMS database with the changes made to the configura-
tion database. In addition, a Configuration Synchronization
process running in the network device may also be notified
through active queries when any configuration changes are
made or, perhaps, only when certain configuration changes
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are made. As previously mentioned, the network device may
be connected to multiple NMS Servers. To maintain
synchronization, the Configuration Synchronization pro-
gram broadcasts configuration changes to each attached
NMS server. This may be accomplished by issuing reliable
(i.e., over TCP) SNMP configuration change traps to each
NMS server. Configuration change traps received by the
NMS servers are then multicast/broadcast to all attached
NMS clients. Thus, all NMS servers, NMS clients, and
databases (both internal and external to the network device)
remain synchronized.

Even a simple configuration request from a network
administrator may require several changes to one or more
configuration database tables. Under certain circumstances,
all the changes may not be able to be completed. For
example, the connection between the computer system
executing the NMS and the network device may go down or
the NMS or the network device may crash in the middle of
configuring the network device. Current network manage-
ment systems make configuration changes in a central data
repository and pass these changes to network devices using
SNMP “sets”. Since changes made through SNMP are
committed immediately (i.e., written to the data repository),
an uncompleted configuration (series of related “sets”) will
leave the network device in a partially configured state (e.g.,
“dangling” partial configuration records) that is different
from the configuration state in the central data repository
being used by the NMS. This may cause errors or a network
device and/or network failure. To avoid this situation, the
configuration database executes groups of SQL commands
representing one configuration change as a relational data-
base transaction, such that none of the changes are commit-
ted to the configuration database until all commands are
successfully executed. The configuration database then noti-
fies the server as to the success or failure of the configuration
change and the server notifies the client. If the server
receives a communication failure notification, then the
server re-sends the SQL commands to restart the configu-
ration changes. Upon the receipt of any other type of failure,
the client notifies the user.

If the administrator now selects the same port 939a (FIG.
5a), clicks the right mouse button and selects the Configure
SONET Paths option in pop-up menu 943, the SONET path
wizard may be displayed as shown in FIG. 5f or
alternatively, a SONET Path Configuration dialog box 945
(FIG. 5¢) may be displayed. The SONET Path dialog box is
similar to the SONET Path wizard except that it does not
include the three configuration options 944b-944d. Similar
to the SONET Path wizard, dialog box 945 displays SONET
line data 945a (e.g., slot 4, port 1, 0C12), SONET Path table
945g and SONET path position 945¢ and width 945f. The
administrator may modify parameters of a configured
SONET path by selecting the path in the Path table and
double clicking the right mouse button or selecting a Modify
button 945p. The administrator may also add a SONET path
by selecting an Add button 945k, which causes the SONET
path dialog box to display another SONET path in the path
table. Again, the administrator may modify the parameters
by selecting the new SONET path and then the Modify
button. The administrator may also delete a SONET path by
selecting it within the SONET Path table and then selecting
a Delete button 945m. The administrator may cancel any
changes made by selecting a Cancel button 94571, or the
administrator may commit any changes made by selecting
an OK button 945r.

The SONET path wizard provides the administrator with
available and valid configuration options. The options are
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consistent with constraints imposed by the SONET protocol
and the network device itself. The options may be further
limited by other constraints, for example, customer subscrip-
tion limitations. That is, ports or modules may be associated
with particular customers and the SONET Path wizard may
present the administrator with configuration options that
match services to which the customer is entitled and no
more. For example, a particular customer may have only
purchased service on two STS-3¢ SONET paths on an OC12
SONET port, and the SONET Path wizard may prevent the
administrator from configuring more than these two STS-3¢
SONET paths for that customer.

By providing default values for SONET Path parameters
and providing only configuration options that meet various
protocol, network device and other constraints, the process
of configuring SONET paths is made simpler and more
efficient, the necessary expertise required to configure
SONET paths is reduced and the potential for mis-
configurations is reduced. In addition, as the administrator
provides input to the SONET path configuration wizard, the
wizard validates the input and presents the administrator
with configuration options consistent with both the original
constraints and the administrator’s configuration choices.
This further reduces the necessary expertise required to
configure SONET paths and further minimizes the potential
for mis-configurations. Moreover, short cuts presented to the
administrator may increase the speed and efficiency of
configuring SONET paths.

If the administrator now selects SONET path tab 942
(FIG. 5h), GUI 895 displays an inventory including the two
STS-3c¢ paths (942 and 942b) just configured. The SONET
path tab includes information about each SONET path, such
as SONET line information (e.g., shelf, slot and port), Path
Position, Path Width, Ingress Connection and Egress Con-
nection. It may also include Path Type and Service (e.g.,
Terminated ATM, Switched SONET), and a Path Name. The
SONET Path configuration wizard may automatically assign
the Path Name based on the shelf, slot and port. Parameters,
such as Path Name, Path Width, Path Number and Path
Type, may be changed by selecting a SONET path from the
inventory and double clicking on that SONET path or
selecting a Modify button (not shown) causing a dialog box
to appear. The administrator may type in different parameter
values or select from a pull-down list of available options
within the dialog box.

Similarly, if the administrator selects an ATM Interfaces
button 942¢ or directly selects the ATM Interfaces tab 946
(FIG. 5i), GUI 895 displays an inventory including two
ATM interfaces (946a and 946b) corresponding to the two
STS-3c paths just configured. The SONET Path configura-
tion wizard automatically assigns an ATM interface name
based again on the shelf, slot and port. The SONET Path
wizard also automatically assigns a minimum VPI bits and
maximum VPI bits and a minimum and maximum VCI bits.
Again, the ATM Interfaces tab lists information such as the
shelf, port and slot as well as the Path name and location of
the card. The ATM Interfaces tab also lists the Virtual ATM
(V-ATM) interfaces (IF) count. Since no virtual ATM inter-
faces have yet been configured, this value is zero and Virtual
ATM Interfaces tab 947 and Virtual Connections tab 948 do
not yet list any information. The administrator may return to
the SONET Paths tab to configure additional SONET paths
by selecting a Back button 946/ or by directly selecting the
SONET Paths tab.

Referring to FIG. 5j, instead of selecting a port (e.g.,
939q, FIG. 54) and then selecting a Configure SONET Paths
option from a pop-up menu, the administrator may instead
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select a path from the inventory of paths in SONET Inter-
faces tab 940 and then select a Paths button 940a to cause
SONET Path wizard 944 (FIG. 5k) to be displayed. For
example, the administrator may select line 949a correspond-
ing to port 941a on card 556d and then select Paths button
940a to cause SONET Path wizard 944 to be displayed. As
shown, SONET line data 9444 indicates that this is port two
in slot 5 and is an OC48 type port. Again, the administrator
is presented with three configuration options 944b, 944¢ and
9444.

If the administrator selects option 9445 (FIG. 50), then the
SONET Path Wizard creates a single STS-48c concatenated
SONET Path and inventories the new path in Path table 944g
and displays the path position 944e and path width 944f. If
the administrator instead selects option 944¢ (FIGS. 5m—50),
the SONET Path wizard creates one or more valid SONET
paths that fully utilize the port capacity. For example, as pull
down window 944s (FIG. 5n) shows one single concat-
enated STS-48c path (FIG. 5#) may be created, four STS-
12c paths (FIG. 5m), or sixteen STS-3c paths (FIG. 50) may
be created. Instead, the administrator may select option 944d
(FIG. 5p) to custom configure the port. Again, function
window 944/ is displayed including a list of Available
SONET Path types 944 and a list of Allocated SONET
Paths 944;. In this instance where the port is an OC48, both
an STS-3c and STS-12c are listed as available SONET Path
types. The administrator may select one and then select Add
button 944k to add a path to the Allocated SONET Paths list
and cause the wizard to display the path in Path Table 944¢g
and to display the path position 944e and width 944f. In this
example, two STS-3c paths are added in positions 1 and 4
and two STS-12c¢ paths are added in positions 22 and 34.

Now when the administrator selects SONET Paths tab
942 (FIG. 5¢), the inventory of paths includes the four new
paths (942¢-942f). Similarly, when the administrator selects
ATM Interfaces tab 946 (FIG. 5r), the inventory of ATM
interfaces includes four new interfaces (946c—946f) corre-
sponding to the newly created SONET paths. Instead of
selecting a port in device mimic 8964 and then the Configure
SONET Paths option from a pop-up menu and instead of
selecting a SONET interface in the SONET Interfaces tab
and then selecting the Paths button, the SONET Path wizard
may be accessed by the administrator from any view in the
GUI by simply selecting a Wizard menu button 951 and then
selecting a SONET Path option 951a (FIG. 5¢g) from a
pull-down menu 9515. When the SONET path wizard
appears, the SONET line data (i.e., slot, port and type) will
be blank, and the administrator simply needs to provide this
information to allow the SONET path wizard to select the
appropriate port. If the administrator selects a port in the
Ports tab prior to selecting the SONET path option from the
wizard pull-down menu, then the SONET wizard will appear
with this information displayed as the SONET line data but
the administrator may modify this data to select a different
port from the SONET wizard.

To create virtual connections between various ATM
Interfaces/SONET Paths within the network device, the
administrator first needs to create one or more virtual ATM
interfaces for each ATM interface. At least two virtual ATM
interfaces are required since two discrete virtual ATM inter-
faces are required for each virtual connection. In the case of
a multipoint connection there will be one root ATM interface
and many leafs. To do this, the administrator may select an
ATM interface (e.g., 946b) from the inventory in the ATM
Interfaces tab and then select a Virtual Interfaces button
946¢ to cause Virtual Interfaces tab 947 (FIG. 5s) to appear
and display an inventory of all virtual interfaces associated
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with the selected ATM interface. In this example, no virtual
ATM interfaces have yet been created, thus, none are dis-
played.

The Virtual ATM Interfaces tab also includes a device
navigation tree 947a. The navigation tree is linked with the
Virtual Interfaces button 946g (FIG. 5r) such that the device
tree highlights the ATM interface (e.g., ATM-Path2_ 11/4,
FIG. 5s) that was selected when the Virtual Interfaces button
was selected. When the Virtual Interfaces button is selected,
the NMS client automatically requests virtual interface data
corresponding to the selected ATM interface from the NMS
server and then the NMS client displays this data in the
Virtual ATM Interfaces tab. This saves memory space within
the NMS client since only a small amount of data relevant
to the virtual ATM interfaces associated with the selected
ATM interface must be stored. In addition, since the amount
of data is small, the data transfer is quick and reduces
network traffic.

Instead the administrator may directly select Virtual ATM
Interfaces tab 947 and then use the device tree 9474 to locate
the ATM interface they wish to configure with one or more
virtual ATM interfaces. In this instance, the NMS client may
again automatically request virtual interface data from the
NMS server, or instead, the NMS client may simply use data
stored in cache.

To return to the ATM Interfaces tab, the administrator may
select a Back button 947d or directly select the ATM
Interfaces tab. Once the appropriate ATM interface has been
selected (e.g., ATM-Path2 11/4/1) in the Virtual ATM Inter-
faces tab device tree 9474, then the administrator may select
an ADD button 947b to cause a virtual ATM (V-ATM)
Interfaces dialog box 950 (FIG. 5¢) to appear.

GUI 895 automatically fills in dialog box 950 with default
values for Connection type 950a, Version 9506 and Admin-
istration Status 950c. The administrator may provide a
Name or Alias 950d and may modify the other three param-
eters by selecting from the options provided in pull down
menus. This and other dialog boxes may also have wizard-
like properties. For example, only valid connection types,
versions and administrative status choices are made avail-
able in corresponding pull-down menus. For instance, Ver-
sion may be UNI Network 3.1, UNI Network 4.0, IISP User
3.0, IISP User 3.1, PNNI, IISP Network 3.0 or IISP Network
3.1, and Administration Status may be Up or Down. When
Down is selected, the virtual ATM interface is created but
not enabled. With regard to connection type, for the first
virtual ATM interface created for a particular ATM interface,
the connection type choices include Direct Link or Virtual
Uni. However, for any additional virtual ATM interfaces for
the same ATM interface the connection type choices include
only Logical Link. Hence the dialog box provides valid
options to further assist the administrator. When finished, the
administrator selects an OK button 950e to accept the values
in the dialog box and cause the virtual ATM interface (e.g.,
947¢, FIG. 5u) to be inventoried in Virtual ATM tab 947.

The administrator may then select ADD button 947b
again to add another virtual ATM interface to the selected
ATM interface (ATM-Path2_ 11/4/1). Instead, the adminis-
trator may use device tree 947a to select another ATM
interface, for example, ATM path 946¢ (FIG. 5r) designated
ATM-Pathl_11/5/2 (FIG. 5v) in device tree 947a. The
administrator may again select the ADD button or the
administrator may select port 941a on card 5564, click the
right mouse button and select the “Add Virtual Connection”
option from pop-up menu 943. This will again cause dialog
box 950 (FIG. 5¢) to appear, and the administrator may again
modify parameters and then select OK button 950e to
configure the virtual ATM interface.
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To create a virtual connection, the administrator selects a
virtual ATM interface (e.g., 947¢, FIG. 5v) and then selects
a Virtual Connections button 9474 or a Virtual Connection
option 951c¢ (FIG. 59) from wizard pull-down menu 951b.
This causes GUI 895 to start a Virtual Connection configu-
ration wizard 952 (FIG. 5w). Just as the SONET Path
configuration wizard guides the administrator through the
task of setting up a SONET Path, the Virtual Connection
configuration wizard guides the administrator through the
task of setting up a virtual connection. Again, the adminis-
trator is presented with valid configuration options and
default parameter values are provided as a configuration
starting point. As a result, the process of configuring virtual
connections is simplified, and required administrator exper-
tise is reduced since the administrator does not need to know
or remember to provide each parameter value. In addition,
the wizard validates configuration requests from the admin-
istrator to minimize the potential for mis-configuration.

The Virtual Connection configuration wizard includes a
Connection Topology panel 952a and a Connection Type
panel 952b. Within the Connection Topology panel the
administrator is asked whether they want a point-to-point or
point-to-multipoint connection, and within the Connection
Type panel, the administrator is asked whether they want a
Virtual Path Connection (VPC) or a Virtual Channel Con-
nection (VCC). In addition, the administrator may indicate
that they want the VPC or VCC made soft (SPVPC/
SPVCC). Where the administrator chooses a point-to-point,
VPC connection, the Virtual Connection wizard presents
dialog box 953 (FIG. 5x).

The source (e.g., testl in End Pointlwindow 953«) for the
point-to-point connection is automatically set to the virtual
ATM interface (e.g., 947¢, FIG. 5v) selected in Virtual ATM
Interface tab 947 when the virtual connection button 9474
was selected. The administrator may change the source
simply by selecting another virtual ATM interface in device
tree 953b, for example, test2. Similarly, the administrator
selects a destination (e.g., test3 in End Point 2 window 953c¢)
for the point-to-point connection by selecting a virtual ATM
interface in device tree 9534, for example, test3. If the
administrator had selected point-to-multipoint in Connec-
tion Topology panel 952a (FIG. 5w), then the user would
select multiple destination devices from device tree 9534 or
the wizard may present the administrator with multiple End
Point 2 windows in which to select the multiple destination
devices. In addition, if within Connection Topology panel
952b (FIG. 5w) the administrator had elected to make the
VPC or VCC soft (SPVPC/SPVCC), then the user may
select in End Point 2 window 953¢ (FIG. 5x) a virtual ATM
interface in another network device.

The virtual Connection wizard also contains a Connec-
tions Parameters window 953¢, an End Point 1 Parameters
window 953f and an End Point 2 Parameters window 953g.
Again for point-to-multipoint, there will be multiple End
Point 2 Parameters windows. Within the Connections
Parameters window, the administrator may provide a Con-
nection name (e.g., test). The administrator also determines
whether the connection will be configured in an Up or Down
Administration Status, and may provide a Customer Name
(e.g., Walmart) or select one from a customer list, which may
be displayed by selecting Customer List button 9534.

Within the End Point 1 and 2 Parameters windows, the
administrator provides a Virtual Path Identifier (VPI) in
window 9534, 953; or selects a Use Any VPI Value indicator
953k, 953/ If the administrator chooses a VCC connection
in Connection Type window 952b (FIG. 5w), then the
administrator must also provide a Virtual Channel Indicator
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(VCD) in window 953m, 953n or select a Use Any VCI Value
indicator 9530, 953p. The administrator also selects a Trans-
mit and a Receive Traffic Descriptor (e.g., Variable Bit Rate
(VBR)-high, VBR-low, Constant Bit Rate (CBR)-high,
CBR-low) from a pull down menu or selects an Add Traffic
Descriptor button 953¢, 9537 If the administrator selects one
of the Add Traffic Descriptor buttons, then a traffic descrip-
tor window 956 (FIG. 5y) is displayed and the administrator
may add a new traffic descriptor by providing a name and
selecting a quality of service (QoS) class and a traffic
descriptor type from corresponding pull down menus.
Depending upon the QoS class and type selected, the admin-
istrator may also be prompted to input peak cell rate (PCR),
sustainable cell rate (SCR), maximum burst size (MBS) and
minimum cell rate (MCR), and for each PCR, SCR, MBS
and MCR, the administrator will be prompted for a cell loss
priority (CLP) value where CLP=0 corresponds to high
priority traffic and CLP=0+1 corresponds to combined/
aggregated high and low priority traffic. The traffic descrip-
tors indicate the priority of the traffic to be sent over the
connection thereby allowing parameterization of quality of
service. The administrator may select a Use the same Traffic
Descriptor for both Transmit and Receive indicator 953s,
953 (FIG. 5x).

Within the Virtual Connection wizard, the administrator
may select a Back button 953u (FIG. 5x) to return to screen
952 (FIG. 5w) or a Cancel button 953v to exit out of the
wizard without creating a virtual connection. On the other
hand, if the administrator has provided all parameters and
wants to commit the virtual connection, then the adminis-
trator selects a Finish button 953w. The NMS client passes
the parameters to the NMS server, which validates the data
and then writes the data into the network device’s configu-
ration database. The data is validated again within the
network device and then through active queries modular
processes throughout the device are notified of the configu-
ration change to cause these processes to implement the
virtual connection. GUI 895 then displays the newly created
virtual connection 948a (FIG. 5z) in a list within Virtual
Connections tab 948. The administrator may then create
multiple virtual connections between the various virtual
ATM interfaces, each of which will be listed in the Virtual
Connections tab 948. The administrator may also select a
Back button 948b to return to the Virtual ATM Interfaces tab
or select the Virtual ATM Interfaces tab directly.

The Virtual Connections tab also includes a device navi-
gation tree 948c. The device tree is linked with Virtual
Connections button 9474 such that the device tree highlights
the virtual ATM interface that was selected in Virtual ATM
Interfaces tab 947 when the Virtual Connections button was
selected. The Virtual Connections tab then only displays
data relevant to the highlighted portion of the device tree.

As described above, the SONET Paths tab, ATM Inter-
faces tab, Virtual ATM Interfaces tab and Virtual Connec-
tions tabs are configuration tabs that are chained together
providing wizard-like properties. Both the order of the tabs
from right to left and the forward buttons (e.g., ATM
Interfaces button 942¢) and back buttons (e.g., Back button
946/) allow an administrator to easily and quickly sequence
through the steps necessary to provision services. Although
device navigation trees were shown in only the Virtual ATM
Interface tab and the Virtual Connection tab, a device
navigation tree may be included in each tab and only data
relevant to the highlighted portion of the navigation tree may
be displayed.

In addition to the SONET Interface and SONET Paths
tabs, the status window may include tabs for other physical
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layer protocols, for example, Ethernet. Moreover, in addi-
tion to the ATM Interfaces and Virtual ATM Interfaces tabs,
the status window may include tabs for other upper layer
protocols, including MPLS, IP and Frame Relay.
Importantly, other configuration wizards in addition to the
SONET Path configuration wizard and Virtual Connection
configuration wizard may also be used to simplify service
provisioning.

Custom Navigator

In typical network management systems, the graphical
user interface (GUI) provides static choices and is not
flexible. That is, the screen flow provided by the GUI is
predetermined and the administrator must walk through a
predetermined set of screens each time a service is to be
provisioned. To provide flexibility and further simplify the
steps required to provision services within a network device,
GUI 895, described in detail above, may also include a
custom navigator tool that facilitates “dynamic menus”.
When the administrator selects the custom navigator menu
button 958 (FIG. 4x), a pop-up menu 9584 displays a list of
available “screen marks”. The list of screen marks may
include default screen marks (e.g., Virtual ATM IF 958b and
Virtual Connection 958¢) and/or administrator created
screen marks (e.g., test 9584d).

When the administrator selects a particular screen mark,
the custom navigator shortcuts the configuration process by
jumping forward past various configuration screens to a
particular configuration screen corresponding to the screen
mark. For example, if the administrator selects a Virtual
ATM IF screen mark 958b, the custom navigator presents
the Virtual ATM Interface tab (FIG. 5u). The administrator
may then select an ATM interface from device tree 9474 and
select Add button 947b to add a virtual ATM interface.
Similarly, the administrator may select a Virtual Connection
screen mark 958¢, and the custom navigator automatically
presents Virtual Connection wizard 952 (FIG. 5w).

Moreover, the custom navigator allows the administrator
to create unique screen marks. For example, the adminis-
trator may provision SONET paths and ATM interfaces as
described above, then select an ATM interface (e.g., 946b,
FIG. 5r) in ATM interfaces tab 946 and select Virtual
Interfaces button 946g to display Virtual ATM Interfaces tab
947 (FIG. 5s), and as described above, the devices tree 947a
will highlight the selected ATM interface. If the administra-
tor believes they may want to return to the Virtual Interfaces
tab multiple times to provision multiple virtual ATM inter-
faces for the selected ATM interface or other ATM interfaces
near the selected ATM interface in device tree 9474, then the
administrator would select a screen mark button 959 to
create a screen mark for this configuration position. A dialog
box would appear in which the administrator enters the
name of the new screen mark (e.g., test 9584, FIG. 4x) and
this new screen mark name is added to the list of screen
marks 958a. The custom navigator then takes a “snap shot”
of the metadata necessary to recreate the screen and the
current configuration position (i.e., highlight ATM-Path2
11/4/1). If the administrator now selects this screen mark
while another tab is displayed, the custom navigator uses the
metadata associated with the screen mark to present the
screen shot displayed in FIG. 5s to the administrator updated
with any other configuration changes made subsequent to
the creation of the screen mark. As a result, the administrator
is provided with configuration short cuts, both default short
cuts and ones created by the administrator himself. Many
other screen marks may be created through GUI 895, and in
each case, the screen marks may simplify the configuration
process and save the administrator configuration time.
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Custom Wizard

To provide additional flexibility and efficiency, an admin-
istrator may use a custom wizard tool to create unique
custom wizards to reflect common screen sequences used by
the administrator. To create a custom wizard, the adminis-
trator begins by selecting a Custom Wizard menu button 960
(FIG. 4y) to cause a pull-down menu 960a to appear and
then selecting a Create Wizard 960b option from the pull-
down menu. The administrator then begins using the par-
ticular sequence of screens that they wish to turn into a
custom wizard and the custom wizard tool records this
sequence of screens. For example, the administrator may
begin by selecting a port within device mimic 8964, clicking
the right mouse button and selecting the Configure SONET
Paths option to cause the SONET Path configuration wizard
944 (FIG. 5b) to appear. The custom wizard tool records the
first screen to be included in the new custom wizard as the
SONET Path configuration wizard screen 944. After filling
in the appropriate data for the current port configuration, the
administrator presses the OK button and the SONET Paths
tab 942 (FIG. 5h) appears. The custom wizard records the
SONET Paths tab screen as the next screen in the new
custom wizard. The administrator may then select Virtual
ATM interfaces tab 947 (FIG. 5s) to cause this tab to be
displayed. Again, the custom navigator records this screen as
the next screen in the new custom wizard.

The administrator may continue to select further screens
to add to the new custom wizard (for example, by selecting
an ATM interface from device tree 947a and then selecting
the Add button 947b to cause the Add V-ATM Interface
dialog box 950 (FIG. 5¢) to appear) or, if the administrator
is finished sequencing through all of the screens that the
administrator wants added to the new custom wizard, the
administrator again selects Custom Wizard menu button 960
(FIG. 4y) and then selects a Finish Wizard option 960c. This
causes a dialog box 9604 to appear, and the administrator
enters a name (e.g., test) for the custom wizard just created.

To access a custom wizard, the administrator again selects
Custom Wizard 960 menu button and then selects a Select
Wizard option 960¢ to cause an inventory 960f of custom
wizards to be displayed. The administrator then selects a
custom wizard (e.g., test), and the custom wizard automati-
cally presents the administrator with the first screen of that
wizard. In the continuing example, the custom navigator
presents SONET Path configuration wizard screen 961 (FIG.
42). Since the administrator may start a custom wizard from
any screen within GUI 895, SONET Path wizard screen 961
is different from the screen 944 displayed in FIG. 5b because
SONET line data 9614 (i.e., slot, port, type) is not provided.
That is, the administrator may not have selected a particular
SONET Path to configure prior to selecting the custom
wizard. Hence, the SONET line data is blank and the
administrator must fill this in. After the administrator enters
and/or modifies the SONET line data and any other data
within the first screen, the administrator selects a Next
button 9615 (or an OK button) to move to the next screen in
the sequence of screens defined by the custom wizard. In the
next and subsequent screens, the administrator may also
select a Back button to return to a previous screen within the
custom wizard screen sequence. Thus, the custom wizard
tool allows an administrator to make their provisioning tasks
more efficient by defining preferred screen sequences for
each task.

Off-Line Configuration

There may be times when a network manager/
administrator wishes to jump-start initial configuration of a
new network device before the network device is connected
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into the network. For example, a new network device may
have been purchased and be in the process of being delivered
to a particular site. Generally, a network manager will
already know how they plan to use the network device to
meet customer needs and, therefore, how they would like to
configure the network device. Because configuring an entire
network device may take considerable time once the device
arrives and because the network manager may need to get
the network device configured as soon as possible to meet
network customer needs, many network managers would
like the ability to perform preparatory configuration work
prior to the network device being connected into the net-
work.

In the current invention, network device configuration
data is stored in a configuration database within the network
device and all changes to the configuration database are
copied in the same format to an external NMS database.
Since the data in both databases (i.e., configuration and
NMS) is in the same format, the present invention allows a
network device to be completely configured “off-line” by
entering all configuration data into an NMS database using
GUI 895 in an off-line mode. When the network device is
connected to the network, the data from the NMS database
is reliably downloaded to the network device as a group of
SQL commands using a relational database transaction. The
network device then executes the SQL commands to enter
the data into the internal configuration database, and through
the active query process (described below), the network
device may be completely and reliably configured.

Referring to FIG. 64, the network manager begins by
selecting Devices branch 8984 in navigation tree 898, click-
ing the right mouse button to cause pop-up menu 898c¢ to
appear and selecting the Add Devices option causing dialog
box 898d (FIG. 6b) to be displayed. The network manager
then enters the intended IP address or DNS name (e.g.,
192.168.9.201) of the new network device into field 898e
and de-selects a Manage device in on-line mode option
898k—that is, the network manager moves the cursor over
box 898/ and clicks the left mouse button to clears box 8981.
De-selecting the Manage device in on-line mode option
indicates that the network device will be configured in
off-line mode. The network manager then selects Add button
898f to cause dialog box 898d to add the IP address to
window 898g (FIG. 6¢). However, in this example, box
898m is blank indicating the network device is to be con-
figured off-line.

Referring to FIG. 6d, the new network device (e.g.,
192.168.9.201) is now added to the list of devices 898b to
be managed. However, the icon includes a visual indicator
898n (e.g., red “X”) indicating the off-line status of the
device. To begin off-line configuration, the network manager
selects the new device. Since the NMS client and NMS
server are not connected to the actual network device, no
configuration data may be read from the network device’s
configuration database. The network manager must,
therefore, populate a device mimic with modules represent-
ing the physical inventory that the network device will
include. To do this, the network manager begins by clicking
on the right mouse button to display pop-up menu 8980, and
selects the Add Chassis option to cause a device mimic 8964
(FIG. 6e¢) to be displayed in window 896b including only a
chassis. All slots in the chassis may be empty and visually
displayed, for example, in a gray or light color. Alternatively,
particular modules that are required for proper network
device operation may be automatically included in the
chassis. If more than one chassis type is available, a dialog
box would appear and allow the network manager to select
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a particular chassis. In the current example, only one chassis
is available and is automatically displayed when the network
manager selects the Add Chassis option. Again, the cursor
provides context sensitive pop-up windows. For example,
the network manager may move the cursor over a particular
slot (e.g., 896¢, FIG. 6¢) to cause a pop-up window (e.g.,
896d) to appear and describe the slot (e.g., Empty Forward-
ing Processor Slot Shelf 3/Slot 1). The network manager
may then select an empty slot (e.g., 896¢, FIG. 6f) to cause
the device mimic to highlight that slot, click the right mouse
button to cause a pop-up menu (e.g., 896¢) to appear and
select the Add Module option. In this example, only one type
of forwarding card is available. Thus, it is automatically
added (visually indicated in dark green, FIG. 6g) to the
device mimic. This forwarding card corresponds to forward-
ing card 546a in FIG. 41a. The network manager may also
remove a module by selecting the module (e.g., 546a),
clicking the right mouse button to cause a pop-up menu 8967
to appear and then selecting the Remove Module option.

If there are multiple types of modules that may be inserted
in a particular slot, then a dialog box will appear after the
network manager selects the Add Module option and the
network manager will select the particular module that the
network device will include in this slot upon delivery. For
example, while viewing the back of the chassis (FIG. 64),
the manager may select an empty universal port card slot
(e.g., 896), click the right mouse button causing pop-up
menu 896g (FIG. 6i) to appear and select the Add Module
option. Since multiple universal port cards are available,
selecting the Add Module option causes a dialog box 896/
(FIG. 6j) to appear. The network manager may then select
the type of universal port card to be added into the empty slot
from an inventory provided in pull-down menu 896i (FIG.
6k). Once the network manager selects the appropriate card
and an OK button 896j, the device mimic adds a represen-
tation of this card (e.g., 556/, FIG. 6/ and see also FIG. 41b).

Typically, a network device may include many similar
modules, for example, many 16 port OC3 universal port
cards and many forwarding cards. Instead of having the
network manager repeat each of the steps described above to
add a universal port card or a forwarding card, the network
manager may simply select an inserted module (e.g., 16 port
OC3 universal port card 556/, FIG. 6L) by pressing down on
the left mouse button, dragging an icon to an empty slot
(e.g., 556i) also requiring a similar module and releasing the
left mouse button to drop a similar module (e.g., 16 port
OC3 universal port card 556g, FIG. 6m) into that empty slot.
Similarly, the network manager may drag and drop a for-
warding card module to an empty forwarding card slot and
other inserted modules into other empty slots. The network
manager may use the drag and drop method to quickly
populate the entire network device with the appropriate
number of similar modules. To add a different type of
universal port card, the network manager will again select
the empty slot, click on the right mouse button, select the
Add Module button from the pop-up menu and then select
the appropriate type of universal port card from the dialog
box.

Once the network manager is finished adding appropriate
modules into the empty slots such that the device mimic
represents the physical hardware that will be present in the
new network device, then the network manager may
configure/provision services within the network device. Off-
line configuration is the same as on-line configuration,
however, instead of sending the configuration data to the
configuration database within the network device, the NMS
server stores the configuration data in an external NMS
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database. After the network device arrives and the network
manager connects the network device’s ports into the
network, the network manager selects the device (e.g.,
192.168.9.201, FIG. 6n), clicks the right mouse button to
cause pop-up menu 8680 to appear and selects the Manage
On-line option.

The NMS client notifies the NMS server that the device
is now to be managed on-line. The NMS server first recon-
ciles the physical configuration created by the network
manager and stored in the NMS database against the physi-
cal configuration of the actual network device and stored in
the internal configuration database. If there are any mis-
matches, the NMS server notifies the NMS client, which
then displays any discrepancies to the network manager.
After the network manager fixes any discrepancies, the
network manager may again select the Manage On-Line
option in pop-up menu 8980. If there are no mis-matches
between the physical device tables in the NMS database and
the configuration database, then the NMS server reconciles
all service provisioning data in the NMS database against
the service provisioning data in the configuration database.
In this example, the network device is new and thus, the
configuration database has no service provisioning data.
Thus, the reconciliation will be successful.

The NMS server then instructs the network device to stop
replication between the primary configuration database
within the network device and the backup configuration
database within the network device. The NMS server then
pushes the NMS database data into the backup configuration
database, and then instructs the network device to switcho-
ver from the primary configuration database to the backup
configuration database. If any errors occur after the
switchover, the network device may automatically switch
back to the original primary configuration database. If there
are no errors, then the network device is quickly and
completely configured to work properly within the network
while maximizing network device availability.

In the previous example, the network manager configured
one new network device off-line. However, a network man-
ager may configure many new network devices off-line. For
example, a network manager may be expecting the receipt of
five or more new network devices. Referring to FIG. 6o, to
simplify the above process, a network manager may select
an on-line device (e.g., 192.168.9.202) or off-line device
(e.g., 192.168.9.201) by pressing and holding the left mouse
button down, dragging an icon over to a newly added
off-line device (e.g., 192.168.203) and dropping the icon
over the newly added off-line device by releasing the left
mouse button. The NMS client notifies the NMS server to
copy the configuration data from the NMS database asso-
ciated with the first network device (e.g., 192.168.9.202 or
192.168.9.201) to a new NMS database associated with the
new network device and to change the data in the new NMS
database to correspond to the new network device. The
network manager may then select the new network device
and modify any of the configuration data, as described
above, to reflect the current network device requirements. As
a result, off-line mode configuration is also made more
efficient.

A network manager may also choose to re-configure an
operational device in off-line mode without affecting the
operation of the network device. For example, the network
manager may want to add one or more new modules or
provision services in a network device during a time when
the network sees the least amount of activity, for example,
midnight. Through the off-line mode, the network manager
may prepare the configuration data ahead of time.
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Referring to FIG. 6p, the network manager may select an
operational network device (e.g., 192.168.9.202), click on
the right mouse button to cause pop-up menu 8980 to appear
and select the Manage On-Line option, which de-selects the
current on-line mode and causes the GUI to enter an off-line
mode for this device. Although the GUI has entered the
off-line mode, the network device is still operating normally.
The network manager may then add one or more modules
and/or provision services as described above just as if the
GUI were still in on-line mode, however, all configuration
changes are stored by the NMS server in the NMS database
corresponding to the network device instead of the network
device’s configuration database. Alternatively, when the
NMS server is notified that a network device is to be
managed off-line, the NMS server may copy the NMS
database data to a temporary NMS database and store all
off-line configuration changes there. When the network
manager is ready (i.e., at the appropriate time and/or after
adding any new modules to the network device) to download
the configuration changes to the operational network device,
the network manager again selects the network device (e.g.,
192.168.9.202), clicks on the right mouse button to cause
pop-up menu 898a to appear and selects the Manage
On-Line option.

The NMS client notifies the NMS server that the device
is now to be managed on-line. The NMS server first recon-
ciles the physical configuration stored in the NMS database
(or the temporary NMS database) against the physical
configuration of the actual network device stored in the
internal configuration database. If there are any mis-
matches, the NMS server notifies the NMS client, which
then displays any discrepancies to the network manager.
After the network manager fixes any discrepancies, the
network manager may again select the Manage On-Line
option in pop-up menu 8980. If there are no mismatches
between the physical device tables in the NMS database and
the configuration database, then the NMS server reconciles
all service provisioning data in the NMS database (or the
temporary NMS database) against the service provisioning
data in the configuration database. If any conflicts are
discovered, the NMS server notifies the NMS client, which
displays the discrepancies to the network manager. After
fixing any discrepancies, the network manager may again
select the Manage On-Line option in pop-up menu 8980.

If there are no conflicts, the NMS server instructs the
network device to stop replication between the primary
configuration database within the network device and the
backup configuration database within the network device.
The NMS server then pushes the NMS database data into the
backup configuration database, and then instructs the net-
work device to switchover from the primary configuration
database to the backup configuration database. If any errors
occur after the switchover, the network device may auto-
matically switch back to the original primary configuration
database. If there are no errors, then the network device is
quickly re-configured to work properly within the network.

Off-line configuration, therefore, provides a powerful tool
to allow network managers to prepare configuration data
prior to actually implementing any configuration changes.
Such preparation, allows a network manager to carefully
configure a network device when they have time to consider
all their options and requirements, and once the network
manager is ready, the configuration changes are imple-
mented quickly and efficiently.

FCAPS Management

Fault, Configuration, Accounting, Performance and Secu-

rity (FCAPS) management are the five functional areas of
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network management as defined by the International Orga-
nization for Standardization (ISO). Fault management is for
detecting and resolving network faults, configuration man-
agement is for configuring and upgrading the network,
accounting management is for accounting and billing for
network usage, performance management is for overseeing
and tuning network performance, and security management
is for ensuring network security. Referring to FIG. 74, GUI
895 provides a status button 899a-899f for each of the five
FCAPS. By clicking on one of the status buttons, a status
window appears and displays the status associated with the
selected FCAPS button to the network administrator. For
example, if the network administrator clicks on the F status
button 899¢, a fault event summary window 900 (FIG. 7b)
appears and displays the status of any faults.

Each FCAP button may be colored according to a hier-
archical color code where, for example, green means normal
operation, red indicates a serious error and yellow indicates
a warning status. Today there are many NMSs that indicate
faults through color coded icons or other graphics. However,
current NMSs do not categorize the errors or warnings into
the ISO five functional areas of network management—that
is, FCAPS. The color-coding and order of the FCAPS
buttons provide a “status bar code” allowing a network
administrator to quickly determine the category of error or
warning and quickly take action to address the error or
warning.

As with current NMSs, a network administrator may
actively monitor the FCAPS buttons by sitting in front of the
computer screen displaying the GUI. Unfortunately, net-
work administrators do not have time to actively monitor the
status of each network device—passive monitoring is
required. To assist passive monitoring, the FCAPS buttons
may be enlarged or “stretched” to fill a large portion of the
screen, as shown in FIG. 7¢. The FCAPS buttons may be
stretched in a variety of ways, for example, a stretch option
in a pull down menu may be selected or a mouse may be
used to drag and drop the boarders of the FCAPS buttons.
Stretching the FCAPS buttons allows a network adminis-
trator to view the status of each FCAP button from a distance
of 40 feet or more. Once stretched, each of the five OSI
management areas can be easily monitored at a distance by
looking at the bar-encoded FCAPS strip. The “stretchy
FCAPS” provide instant status recognition at a distance.

The network administrator may set the FCAPS buttons to
represent a single network device or multiple network
devices or all the network devices in a particular network.
Alternatively, the network administrator may have the GUI
display two or more FCAPS status bars each of which
represents one or more network devices.

Although the FCAPS buttons have been described as a
string of multiple stretched bars, many different types of
graphics may be used to display FCAPS status. For example,
different colors may be used to represent normal operation,
warnings and errors, and additional colors may be added to
represent particular warnings and/or errors. Instead of a bar,
each letter (e.g., F) may be stretched and color-coded.
Instead of a solid color, each FCAPS button may repeatedly
flash or strobe a color. For example, green FCAPS buttons
may remain solid (i.e., not flashing) while red errors and
yellow warnings are displayed as a flashing FCAPS button
to quickly catch a network administrator’s attention. As
another example, green/normal operation FCAPS buttons
may be a different size relative to yellow/warnings and
red/errors FCAPS buttons. For example, an FCAPS button
may be automatically enlarged if status changes from good
operation to a warning status or an error status. In addition,
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the FCAPS buttons may be different sizes to allow the
network administrator to distinguish between each FCAPS
button from a further distance. For example, the buttons may
have a graduated scale where the F button is the largest and
each button is smaller down to the S button, which is the
smallest. Alternatively, the F button may be the smallest
while the S button is the largest, or the A button in the middle
is the largest, the C and P buttons are smaller and the F and
S buttons are smallest. Many variations are possible for
quickly alerting a network administrator of the status of each
functional area.

Referring to FIG. 7d, for more detailed FCAPS
information, the network administrator may double click the
left mouse button on a particular network device (e.g.,
192.168.9.201) to cause device navigation tree 898 to
expand and display FCAPS branches, for example, Fault
branch 898p, Configuration branch 898g, Accounting
branch 898z, Performance branch 898s and Security branch
898r. The administrator may then select one of these
branches to cause status window 897 to display tabs/folders
of data corresponding to the selected branch. For example,
if Fault branch 898p is selected (FIG. 7¢), an Events tab
957a is displayed in status window 897 as well as tab
holders for other tabs (e.g., System Log tab 9575 (FIG. 7f)
and Trap Destinations 957¢ (FIG. 7g)). If the administrator
double clicks the left mouse button on the Fault branch, then
device tree 898 displays a list 958a of the available fault
tabs. The administrator may then select a tab by selecting the
tab holder from status window 897 or device trec 898.

Events tab 957a (FIG. 7e) displays an event number, date,
time, source, category and description of each fault associ-
ated with a module or port selected in device mimic 896a.
System Log tab 957b (FIG. 7f) displays an event number,
date, time, source, category and description of each fault
associated with the entire network device (e.g.,
192.168.9.201), and Trap Destination tab 957¢ (FIG. 7g)
displays a system/network device IP address or DNS name,
port and status corresponding to each detected trap destina-
tion. Various other tabs and formats for displaying fault
information may also be provided. Referring to FIG. 7h, if
the administrator double clicks the left mouse button on
Configuration branch 898¢, then device tree 898 expands to
display a list 958b of available configuration sub-branches,
for example, ATM protocol sub-branch 958¢, System sub-
branch 9584 and Virtual Connections sub-branch 958e.
When the device branch (e.g., 192.168.9.201), Configura-
tion branch 898¢ or System branch 958 is selected, System
tab 934, Module tab 936, Ports tab 938, SONET Interface
tab 940, SONET Paths tab 942, ATM Interfaces tab 946,
Virtual ATM Interfaces tab 947 and Virtual Connections tab
948 are displayed. These configuration tabs are described
above in detail (see FIGS. 45—4z and 54-52).

If ATM protocol branch 958¢ is selected, then tabs/folders
holding ATM protocol information are displayed, for
example, Private Network-to-Network Interface (PNNI) tab
959 (FIG. 7i). The PNNI tab may display PNNI cache
information such as maximum path (per node), maximum
entries (nodes), timer frequency (seconds), age out (seconds)
and recently referenced (seconds) data. The PNNI tab may
also display PNNI node information for each PNNI node
such as domain name, administrative status, ATM address
and node level. The PNNI cache and PNNI node information
may be for a particular ATM interface, all ATM interfaces in
the network device or ATM interfaces corresponding to a
port or module selected by the administrator in device mimic
896a. Various other tabs displaying ATM information, for
example, an Interim Link Management Interface (ILMI) tab,
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may also be provided. In addition, various other upper layer
network protocol branches may be included in list 9585, for
example, MuliProtocol Label Switching (MPLS) protocol,
Frame Relay protocol or Internet Protocol (IP) branches,
depending upon the capabilities of the selected network
device. Moreover, various physical layer network protocol
branches (and corresponding tabs) may also be included, for
example, Synchronous Optical NETwork (SONET) protocol
and/or Ethernet protocol branches, depending upon the
capabilities of the selected network device.

If Virtual Connections branch 958¢ is selected, then
tabs/folders holding virtual connection information are
displayed, for example, Soft Permanent Virtual Circuit
(PVC) tab 960« (FIG. 7j) and Switched Virtual Circuits tab
9605 (FIG. 7k). Soft PVC tab 960z may display information
relating to source interface, Virtual Path Identifier (VPI),
Virtual Channel Identifier (VCI), status, date and time.
Switched Virtual Circuits tab 960b may display information
relating to interface, VPI, VCI, address format, address,
status, date and time. The information in either tab may be
for a particular virtual connection, all virtual connections in
the network device or only those virtual connections corre-
sponding to a port or module selected by the administrator
in device mimic 896a. Various other tabs displaying virtual
connection information, for example, virtual connections
established through various different upper layer network
protocols, may also be provided, depending upon the capa-
bilities of the selected network device.

For detailed accounting information, the administrator
may select Accounting branch 898r (FIG. 71). This will
cause one or more tabs/folders to be displayed which contain
accounting data. For example, a Collection Setup tab 961
may be displayed that provides details on a primary and a
backup archive host—that is, the system executing the Data
Collection Server (described above). The Collection Setup
tab may also provide statistics timer data and backup file
storage data. Various other tabs displaying accounting infor-
mation may also be provided. For example, a tab may be
created for each particular customer to track the details of
each account.

For detailed performance information, the administrator
may select Performance branch 898s (FIG. 7m) and double
click the left mouse button to review a list 958f of available
sub-branches, for example, ATM sub-branch 958¢, Connec-
tions sub-branch 9584, Interfaces sub-branch 958i, System
sub-branch 958j, and SONET sub-branch 958%. Selecting
Performance branch 898s or System sub-branch 958j pro-
vides general performance tabs in stats window 897, for
example, System tab 962¢ and Fans tab 9620 (FIG. 7n).
System tab 962a may provide graphical representations of
various system performance parameters, for example, an
odometer style graphic may be used to display CPU Utili-
zation 962¢ and power supply voltage level 962¢ and 962f
and a temperature gauge may be used to show Chassis
Temperature 962d. Fans tab 962b may provide graphical
representations of the status of the network device’s fans.
For example, fans may be colored green and shown spinning
for normal operation, yellow and spinning for a warning
status and red and not spinning for a failure status. Various
other graphical representations may be used, for example,
bar graphs or pie charts, and instead of graphical
representations, the data may be provided in a table or other
type of format. Moreover, the data in the other tabs displayed
in status window 897 may also be displayed in various
formats including graphical representations.

If the administrator selects ATM sub-branch 958¢ (FIG.
70), various tabs are displayed containing ATM related
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performance information, for example, ATM Stats In tab
963a, ATM Stats out tab 963b (FIG. 7p), Operations Admin-
istration Maintenance (OAM) Performance tab 963¢ (FIG.
7¢9), OAM Loopback tab 963d (FIG. 7r), ATM Switched
Virtual Circuit (SVC) In tab 963e (FIG. 7s), ATM SVC Out
tab 963f (FIG. 7f), ATM Signaling ATM Adaptation Layer
(SAAL) In tab 963g (FIG. 7u) and ATM SAAL Out tab 9631
(FIG. 7v). The data displayed in each of these tabs may
correspond to a particular ATM path (e.g., ATM-Pathl 11/
2/1), to all ATM paths corresponding to a particular port or
module selected by the administrator in device mimic 8964
or to all the ATM paths in the network device. ATM Stats In
tab 963a (FIG. 70) and ATM Stats Out tab 963b (FIG. 7p)
may display, for example, the type, description, cells, cells
per second and bits per second for each ATM path. OAM
Performance tab 963c (FIG. 7¢g) may display, for example,
VPI, VCI, status, session type, sink source, block size and
end point statistics for each ATM path, while OAM Loop-
back tab 963d (FIG. 7r) may display, for example, VPI, VCI,
status, send count, send trap, endpoint and flow statistics for
each ATM path. ATM SVC In tab 963¢ (FIG. 7s) and ATM
SVC Out tab 963f (FIG. 7¢) may display, for example, type,
description, total, connected, failures, last cause and setup
Protocol Data Unit (PDU) data for each path, and ATM
SAAL In tab 963g (FIG. 7u) and ATM SAAL Out tab 963%
(FIG. 7v) may display, for example, type, description, errors,
discards, begin PDUs, begin acknowledge, PDU begin and
End PDUs for each ATM path. Various other upper layer
network protocol sub-branches may also be displayed in list
958f, including a sub-branch for MPLS, Frame Relay and/or
IP, depending upon the capabilities of the selected network
device.

If the administrator selects Connections sub-branch 958/
(FIG. 7w), various tabs are displayed containing connection
related performance information, for example, ATM Con-
nection tab 964a and Priority tab 964b (FIG. 7x). ATM
Connection tab 964a may include, for example, connection
name, transmit, receive cell loss ratio, cell discard total and
throughput data for particular ATM connections. Priority tab
964b may include, for example, connection name, Cell Loss
Priority (CLP) 0 transmit, CLP1 receive, transmit total,
CLPO receive, CLP1 receive and receive total data for
particular ATM connections. The data in either tab may be
for a particular selected ATM connection, each ATM con-
nection in the network device or only those ATM connec-
tions corresponding to a particular port or module selected
by the administrator in device mimic 896a.

If the administrator selects Interfaces sub-branch 958i
(FIG. 7y), various tabs are displayed containing interface
related performance information, for example, Interfaces tab
965. Interfaces tab 965 may include, for example, slot and
port location, description, type, speed, in octets, out octets,
in errors, out errors, in discards and out discards data for
particular ATM interfaces. The data in the tab may be for a
particular selected ATM interface, each ATM interface in the
network device or only those ATM interfaces corresponding
to a particular port or module selected by the administrator
in device mimic 896a.

Referring to FIG. 84, if the administrator selects SONET
sub-branch 958k, various tabs are displayed containing
SONET related performance information, for example, Sec-
tion tab 966a, Line tab 966b (FIG. 8b) and Synchronous
Transport Signal (STS) Path tab 966¢ (FIG. 8c). Each of the
three tabs displays a shelf/slot/port location, port descriptor,
status, errored seconds, severely errored seconds and coding
violation data for each port. The data may correspond to a
particular port selected by the administrator, all ports in a
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selected module or all ports in the entire network device.
Various other physical layer network protocol sub-branches
may also be displayed in list 958f, including a sub-branch for
Ethernet, depending upon the capabilities of the selected
network device.

Referring to FIG. 84, if the administrator selects Security
branch 898, various tabs are displayed containing security
related information, for example, Simple Network Manage-
ment Protocol (SNMP) tab 9674 and Configuration Changes
tab 967b (FIG. 8¢). SNMP tab 967 may display, for
example, read and read/write community strings and a
command line interpreter (CLI) administrator password for
the network device. Configuration Changes tab 967b may
display configuration changes made to the network device
including event, time, configurer and workstation identifi-
cation from where the change was made. Various other
security tabs may also be provided.

Dynamic Bulletin Boards

Graphical User Interface (GUTI) 895 described in detail
above provides a great deal of information to a network
administrator to assist the administrator in managing each
network device in a telecommunications network. As shown,
however, this information is contained in a large number of
GUI screens/tabs. There may be many instances when a
network administrator may want to simultaneously view
multiple screens/tabs. To provide network managers with
more control and flexibility personal application bulletin
boards (PABBs, i.e., dynamic bulletin boards) are provided
that allow the network administrator to customize the infor-
mation they view by dragging and dropping various GUI
screens/tabs (e.g., windows, table entries, dialog boxes,
panels, device mimics, etc.) from GUI 895 onto one or more
dynamic bulletin boards. This allows the administrator to
consolidate several GUI screens and/or dialog boxes into a
single view. The information in the dynamic bulletin board
remains linked to the GUI such that both the GUI and the
bulletin boards are dynamically updated if the screens in
either the GUI or in the bulletin boards are changed. As a
result, the administrator may manage and/or configure net-
work devices through the GUI screens or the dynamic
bulletin board. Within the dynamic bulletin boards, the
administrator may change the format of the data and,
perhaps, view the same data in multiple formats simulta-
neously. Moreover, the administrator may add information
to one dynamic bulletin board from multiple different net-
work devices to allow the administrator to simultaneously
manage and/or configure the multiple network devices. The
dynamic bulletin boards provide an alternative viewing
environment, and administrators can, therefore, choose what
they want to view, when they want to view it and how they
want to view it.

Referring to FIG. 94, to open a dynamic bulletin board, a
network administrator selects a Bulletin Bd option 968a
from a view pull-down menu 968b. A bulletin board 970a
(FIG. 9b) is then displayed for the administrator. Instead, a
bulletin board may automatically be opened whenever an
administrator logs into an NMS client to access GUI 895.
Once the bulletin board is opened, the administrator may use
a mouse to move a cursor over a desired GUI screen, press
and hold down a left mouse button and drag the selected
item onto the bulletin board (i.e., “drag and drop™). If an
item within a GUI screen is capable of being dragged and
dropped (i.e., posted) to the bulletin board—that is, the
bulletin board supports/recognizes the GUI object—, a drag
and drop icon appears as the administrator drags the cursor
over to the bulletin board. If no icon appears, then the
selected item is not supported by the bulletin board. Thus,
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the administrator is provided with visual feedback as to
whether or not an item is supported by the PABB.

Referring to FIG. 9b, as one example, an administrator
may select ATM Stats In tab 963a corresponding to a
particular network device (e.g., system 192.168.9.201) and
drag and drop (indicated by arrow 9694) that tab onto
bulletin board 970a. Since this is the first item dropped into
the bulletin board, the ATM Stats In tab is sized and
positioned to use the entire space (or a large portion of the
space) dedicated to the bulletin board. Instead of selecting
the entire ATM Stats In tab, the administrator may drag and
drop only one or only a few entries from the tab, for
example, entry 963, and only those entries would then be
displayed in the bulletin board. An item in bulletin board
970a may be removed by clicking on delete button 971a.
The size of the bulletin board may be increased or decreased
by clicking on expand button 9715 or by selecting, dragging
and dropping a bulletin board boarder (e.g., 971¢-971f), and
the bulletin board may be minimized by clicking on mini-
mize button 971g.

The administrator may then select other GUI data to drag
and drop onto bulletin board 970a. Referring to FIG. 9¢, for
example, the administrator may select ATM Stats Out tab
963b also corresponding to the same network device and
drag and drop (indicated by arrow 969b) that tab onto
bulletin board 970a. The bulletin board automatically splits
the screen to include both the ATM Stats In tab 963a and the
ATM Stats Out tab 963b. Now the administrator may view
both of these screens simultaneously, and since the bulletin
board and the screens it displays are linked to GUI 895, the
ATM Stats In and Out tabs are automatically updated with
information as the GUI itself is updated with information.
Thus, if the administrator changes any data in the items
dragged to the bulletin board, the GUI is automatically
updated and if any data in the GUI is changed, then any
corresponding screens in the bulletin board are also updated.
Again, instead of selecting the entire tab, the administrator
may select one or more entries in a tab and drag and drop
those entries onto the bulletin board. Also, the administrator
may delete any bulletin board entry by clicking on the
corresponding delete button 971a, and change the size of
any bulletin board entry using expand button 971b or
minimize button 971g.

The administrator may then select other GUI data from
the same network device (e.g., system 192.168.9.201) to
drag and drop to the bulletin board or the administrator may
select a different network device (e.g., system
192.168.9.202, FIG. 94) in navigation tree 898 and drag and
drop various GUI screens corresponding to that network
device to bulletin board 970a. For example, the administra-
tor may select ATM Stats In tab 972¢ and drag and drop
(indicated by arrow 969c) that tab to bulletin board 9704,
and the administrator may then select ATM Stats Out tab
972b (FIG. 9¢) corresponding to system 192.168.9.202 and
drag and drop (indicated by arrow 9694) that tab onto
bulletin board 970a. Consequently, the administrator is able
to simultaneously view multiple screens corresponding to
different network devices. The administrator may also
choose to drag and drop related screens. For example, ATM
Stats In and Out tabs 963a, 972a and 963b, 972b,
respectively, may represent two ends of an ATM connection
between the two network devices, and viewing these screens
simultaneously may assist the administrator in managing
both network devices.

As shown in FIGS. 95-9¢, when new items are dropped
onto the bulletin board, the bulletin board continues to
divide the available space to fit the new items and may
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shrink the items to fit in the available space. Many more
items may be added to a bulletin board, for example eight to
ten items. However, instead of continuing to add items to the
same bulletin board, the administrator may choose to open
multiple bulletin boards (e.g., 970a-970xn, FIG. 9/).

An administrator may wish to view an item dragged to a
bulletin board in a different format than that displayed in the
GUI The different format may, for example, have more
meaning to them or provide more clarity to the task at hand.
For instance, after dragging and dropping ATM Stats In tab
963 to bulletin board 970a (FIG. 9g), the administrator may
then move the cursor over the ATM Stats In tab and double
click the right mouse button to cause a pull-down menu 973
displaying various format options to appear. A normal for-
mat option 973a may cause the item to appear as it did in the
GUI—that is, ATM Stats In tab 963a will appear as shown
in FIG. 9g. A list format option 973b may cause the data in
ATM Stats In tab 963a to be displayed as an ordered list
974a as shown in FIG. 94. A graph option 973¢ may cause
the data in ATM Stats In tab 963a to be displayed as a pie
chart 974b (FIG. 9), a bar graph 974¢ (FIG. 9j) or any other
type of graph or graphical representation. A config option
973d may cause the data in the ATM Stats In tab 963a to be
displayed as a dialog box 974d (FIG. 9%) displaying con-
figuration data corresponding to a selected one of the ATM
paths within the ATM Stats In tab. The data in a bulletin
board entry may be displayed in a variety of different ways
to make the administrator’s tasks simpler and more efficient.

Referring to FIG. 9/, an administrator may wish to view
an item dragged to a bulletin board in multiple different
formats simultaneously. For example, the administrator may
move the cursor over ATM Stats In tab 9634 in the bulletin
board, press down and hold the left mouse button and drag
the cursor (indicated by arrow 969¢) over a blank area of the
bulletin board (i.e., drag and drop) to add a second copy of
ATM Stats In tab 963a to the bulletin board. The adminis-
trator may then move the cursor over the copied ATM Stats
In tab, double click the right mouse button to cause pull-
down menu 973 to appear and