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Securing the Information Superhighway

Kerberos: An Authentication Service for
Computer Networks

When using authentication based on cryptography, an attack-
er listening to the network gains no information that would
enable it to falsely claim another’s identity. Kerberos is the
most commonly used example of this type of authentication
technology.

B. Clifford Neuman and Theodore Ts’o

Access Control: Principles and Practice

Access control constrains what a user can do directly, as
well as what programs executing on behalf of the users are
allowed to do. In this way access control seeks to prevent
activity that could lead to breach of security.

Ravi S. Sandhu and Pierangela Samarati

Network Firewalls

Computer security is a hard problem. Security on networked
computers is much harder. Firewalls (barriers between two
networks), when used properly, can provide a significant
increase in computer security.

Steven M. Bellovin and William R. Cheswick

Key Escrowing Today

The objective of the U.S. Government’s Escrowed Encryption
Standard and associated Key Escrow System is to provide
strong security for communications while simultaneously
allowing authorized government access to particular commu-
nications for law enforcement and national security purposes.
Dorothy E. Denning and Miles Smid

Toward a National Public Key Infrastructure
Reliance on electronic communications makes information
more vulnerable. Public key cryptography will play an important
role in providing confidentiality, message integrity, sender
authentication, and sender non-repudiation.

Santosh Chokhani
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and integrity of the components and interfaces of those
critical structures.

Henry M. Kluepfel

Topics in Lightwave
Q() The Hidden Benefits Of Optical Transparency

The optical fiber amplifier will bring about network trans-
parency and reductions in manning levels, interface prob-
lems, software and operating costs, while improving
reliability and performance.

Peter Cochrane, Roger Heckingbottom, and David Heatley

08 All-Optical Signal Processing in Ultrahigh-Speed
~ Optical Transmission
The coming broadband era will require very high-speed
technologies that can handle more than 100-Gb/s for both
transmission lines and transmission nodes. Novel all-optical
signal processing technologies that offer unsurpassed
performance are urgently required.
Masatoshi Saruwatori
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Network Firewalls

Computer security is a hard problem. Security on networked
computers is much harder. Firewalls (barriers between two
networks), when used properly, can provide a significant increase
in computer security.

Steven M. Bellovin and William R. Cheswick
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works at AT&T Bell Labora-
tories, where he does research
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Much of this article was
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omputer security isa hard problem.
Security on networked computers
is much harder. The administra-
torof asingle host can—with a great
deal of care and attention to details,
luck in the choice of vendor soft-
ware, and a careful and educated user community
— probably do an adequate job of keeping the
machine secure. But if the machine is connected
to a network, the situation is much difficult.

First, many more entry points to the host than
a simple login prompt must be secured. The
mailer, the networked file system, and the database
servers are all potential sources of danger. Fur-
thermore, the authentication used by some proto-
cols may be inadequate. Nevertheless, they must
be run, to provide adequate service to local users.

Second, there are now many more points from
which an attack can be launched. If a computer’s
users are confined to a single building, it is dif-
flcult for an outsider to try to penetrate system
security. A network-connected computer, on the
other hand, can be reached from any point on the
network — and the Internet reaches tens of mil-
lions of users in every part of the globe.

Finally, networks expose computers to the prob-
lem of transitive trust. Your computers may be secure,
but you may have users who connect from other
machines thatare lesssecure. This connection—even
ifduly authorized and immune to direct attack—may
nevertheless be the vehicle for a successful penetra-
tion of your machines, if the source of the connection
has been compromised.

The usualsolution to all of these problemsis afire-
wall:abarrier thatrestricts the free flow of data between
the inside and the outside. Used properly, a firewall
canprovide asignificant increase incomputer security.

Stance

Akeydecisionwhen developing a security policyis the
stance of the firewall design. The stance is the attitude
of the designers. It is determined by the cost of fail-
ure of the firewall and the designers’ estimate of that
likelihood. Itis also based on the designers’ opinions
of their own abilities. At one end of the scale is a phi-
losophy that says, “we’ll run it unless you can show

me thatit’sbroken.” People at the other end say, “show
me that it’s both safe and necessary; otherwise, we
won’trunit.” Those who are completely off the scale
prefer to pull the plug on the network, rather than
take any risks at all. Such a move is too extreme, but
understandable. Why would a company risk losing
its secrets for the benefits of network connection?

We donot advocate disconnection for mostsites.
Our philosophyissimple: there are no absolutes. One
cannot have complete safety; to pursue that chimera
is to ignore the costs of the pursuit. Networks and
internetworks have advantages; to disconnect from
anetworkis to deny oneself those advantages. When
all is said and done, disconnection may be the
right choice, butitis a decision that can only be made
by weighing the risks against the benefits.

We advocate caution, not hysteria. For reasons
that are spelled out below, we feel that firewalls are
animportant tool that can minimize the danger, while
providing most—butnot necessarily all—of the ben-
efits of a network connection. However, a paranoid
stance is necessary for many sites when setting up
a firewall.

Most computing professionals realize that most
large software systems are buggy. If the system is
security-sensitive — that is, if it provides any sort
of network service at all — one runs the risk that
the bugs will manifest themselves as security holes.
The most practical solutionis to run as few programs
as possible, and to make sure that these are as small
and simple as possible. A firewall can do this. It is
notconstrained to offer general computing services
toageneral user population. It need not runnetworked
file systems, distributed user name databases, etc. The
very act of eliminating such programs automatical-
lymakes a firewall more secure than the average host.

We also feel that any program, no matter how
innocuous it seems, can harbor security holes. (Who
would have guessed that on some machines, integer
divide exceptions could lead to system penetrations?)
We thus have a firm belief that everything is guilty
until proven innocent. Consequently, we configure
our firewalls to reject everything, unless we have explic-
itly made the choice — and accepted the risk —t0
permit it. Taking the opposite tack, of blocking only
known offenders, strikes us as extremely dangerous:
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Furthermore, whether or not a security policy is
formally spelled out, one always exists. If nothing
clse issaid orimplemented, the default policy is “any-
thing goes.” Needless tosay, thisstance israrely accept-
able in a security-conscious environment. Ifone does
not make explicit decisions, one will have made
the default decision to allow almost anything.

Host Security
Tosome people, the very notion of a firewall is anath-
ema. In most situations, the network is not the resource
atrisk; rather, the endpoints of the network are threat-
ened. By analogy, con artists rarely steal phone ser-
vice per se; instead, they use the phone system as a
tool to reach their real victims. So it is, in a sense,
with network security. Given that the target of the
attackers is the hosts on the network, should they
not be suitably configured and armored toresist attack?
The answer is that they should be, but proba-
bly cannot. Suchattempts are probably futile. There
willbe bugs, either in the network programs orin the
administration of the system. It is this way with com-
puter security: the attacker only has to win once. It
does not matter how thick are your walls, nor how
loftyyour battlements; if an attacker finds one weak-
ness — say, a postern gate, to extend our metaphor
—yoursystemwill be penetrated. And if one machine
falls, its neighbors are likely to follow.

Types of Firewalls

W edefineafirewallasacollection of components

placed between two networks that collectively

have the following properties:

° All traffic from inside to outside, and vice-
versa, must pass through the firewall.

° Only authorized trafflc, as defined by the local
security policy, will be allowed to pass.

° The firewall itself is immune to penetration.

We should note that these are design goals; a fail-
ure in one aspect does not mean that the collection
is not a firewall, simply that it is not a very good one.

That firewalls are desirable follows directly from
our carlier statements. Many hosts—and more like-
ly, most hosts — cannot protect themselves against
a determined attack. Firewalls have several dis-
tinct advantages.

First, of course, a firewall is likely to be more secure
than an average host. The biggest single reason
for that is simply that it is not a general-purpose
machine. Thus, features that are of doubtful secu-
rity but add greatly to user convenience — Net-
work Information Service (NIS), rlogin, etc. — are
not necessary. For that matter, many features of
unknown security can be omitted if they are irrele-

vant to the firewall’s functionality.

Asecond benefit comes from having professnona[
administration of the firewall machines. We do
notclaim that firewall administrators are necessarily

DOCKET

_ ARM

more competent than your average system admin-
istrator, but they may be more security conscious.
However, they are almost certainly better than
nonadministrators who must nevertheless tend to
their own machines. This category would include
physical scientists, professors, etc., who (rightly)
prefer to worry about their own areas of responsi-
bility. It may or may not be reasonable to demand
more security consciousness from them; never-
theless, it is obviously not their top priority.
Fewer normal users is a help as well. Poorly
chosen passwords are a serious risk; if users and their
attendant passwords do not exist, this is not a
problem. Similarly, one can make more or less

arbitrary changes to various program interfaces if

that would help security, without annoying a pop-
ulation accustomed to a different way of doing things.
One example would be the use of hand-held authen-
ticators for logging in. Many people resent them,
or they may be too expensive to be furnished to
an entire organization; a gateway machine, how-
ever, should have a user community that is restrict-
ed enough so that these concerns are negligible.
More subtly, gateway machines need not, and should
not, be trusted by any other machines. Thus, even if
the gateway machine hasbeen compromised, no oth-
ers will fall automatically. On the other hand, the
gateway machine can, if the user wishes (and decides
againstusing hand-held authenticators), trust other
machines, thereby eliminating the need for most
passwords on the few accountsitshould have. Again,
something thatis not there cannot be compromised.
Gateway machines have other, nonsecurity advan-
tages as well. They are a central point for mail and
FTP administration, for example. Only one machine
need be monitored for delayed mail, proper header
syntax, return-address rewriting (i.e., to firstname
.lastname@org. domain format),etc. Outsiders have
a single point of contact for mail problems and a
single location to search for files being exported.
Our main focus, though, is security. And for all
that we have stated about the benefits of a firewall,
it should be stressed that we neither advocate nor
condone sloppy attitudes toward host security. Even
ifafirewall were impermeable, and even if the admin-
istrators and operators never made any mistakes, the
Internetisnot the only source of danger. Apart from
therisk of insider attacks and in some environments,
that is a serious risk — an outsider can gain access
by other means. In at least one case, a hacker
came in through a modem pool, and attacked the
firewall from the inside [ 7]. Strong host security poli-
cies are a necessity, not a luxury. For that matter,
internal firewalls are a good idea, to protectvery sen-
sitive portions of organizational networks.
Afirewall,in general, consists of several different
components (Fig. 1). The “filters” (sometimes called
“screens”) block transmission of certain classes of traf-
fic. A gateway is a machine or a set of machines that
providesrelay services to compensate for the effects
of the filter. The network inhabited by the gateway
isoften called the demilitarized zone (DMZ). A gate-
way in the DMZ is sometimes assisted by an internal
gateway. Typically, the two gateways will have more
open communication through the inside filter than
the outside gateway has to other internal hosts. Either
filter, or for that matter the gateway itself, may be omit-
ted; the details will vary from firewall to firewall. In
general, the outside filter can be used to protect the
gateway from attack, while the inside filter is used
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