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In the preferred embodiment, SPU 500 uses three general
kinds of memory:
(1) internal ROM 532;
(2) internal RAM 534; and
5 (3) external memory (typically RAM and/or disk supplied by

a host electronic appliance).

The internal ROM 532 and RAM 534 within SPU 500
provide a secure operating environment and execution space.

10 Because of cost limitations, chip fabrication size, complexity and
other limitations, it may not be possible to provide sufficient
memory within SPU 500 to store all information that an SPU
needs to process in a secure manner. Due to the practical limits
on the amount of ROM 532 and RAM 534 that may be included

15 within SPU 500, SPU 500 may store information in memory
external to it, and move this information into and out of its secure
internal memory space on an as needed basis. In these cases,
secure processing steps performed by an SPU typically must be
segmented into small, securely packaged elements that may be

20 "paged in“ and "paged out® of the limited available internal
memory space. Memory external to an SPU 500 may not be
secure. Since the external memory may not be secure, SPU 500
may encrypt and cryptographically seal code and other information
before storing it in external memory. Similarly, SPU 500 must

25 typically decrypt code and other information obtained from

external memory in encrypted form before processing (e.g.,
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executing) based on it. In the preferred embodiment, there are
two general approaches used to address potential memory
limitations in a SPU 500. In the first case, the small, securely
packaged elements represent information contained in secure

5 database 610. In the second case, such elements may represent
protected (e.g., encrypted) virtual memory pages. Although virtual
memory pages may correspond to information elements stored in
secure database 610, this is not required in this example of a SPU
memory architecture.

10
The following is a more detailed discussion of each of these

three SPU memory resources.

SPU Internal ROM

15 SPU 500 read only memory (ROM) 532 or comparable
purpose device provides secure internal non-volatile storage for
certain programs and other information. For example, ROM 532
may store "kernel” programs such as SPU control firmware 508
and, if desired, encryption key information and certain

20 fundamental "load modules.“ The "kernel” programs, load module
information, and encryption key information enable the control of
certain basic functions of the SPU 500. Those components that
are at least in part dependent on device configuration (e.g., POST,
memory allocation, and a dispatcher) may be loaded in ROM 532

25 along with additional load modules that have been determined to

be required for specific installations or applications.
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In the preferred embodiment, ROM 532 may comprise a
combination of a masked ROM 532a and an EEPROM and/or
equivalent "flash® memory 532b. EEPROM or flash memory 532b

is used to store items that need to be updated and/or initialized,

(9]

such as for example, certain encryption keys. An additional
benefit of providing EEPROM and/or flash memory 532b is the
ability to optimize any load modules and library functions
persistently stored within SPU 500 based on typical usage at a
specific site. Although these items could also be stored in

10 NVRAM 534b, EEPROM and/or flash memory 532b may be more

cost effective.

Masked ROM 532a may cost less than flash and/or

EEPROM 532b, and can be used to store permanent portions of

15 SPUT software/firmware. Such permanent portions may include,
for example, code that interfaces to hardware elements such as the
RTC 528, encryption/decryption engine 522, interrupt handlers,
key generators, ete. Some of the operating system, library calls,
libraries, and many of the core services provided by SPU 500 may

20 also be in masked ROM 532a. In addition, some of the more
commonly used exeentables are also good candidates for inclusion
in masked ROM 532a. Items that need to be updated or that need
to disappear when power is removed from SPU 500 should not be
stored in masked ROM 532a.

25
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Under some circumstances, RAM 534a and/or NVRAM 534b
(NVRAM 534b may, for example, be constantly powered
conventional RAM) may perform at least part of the role of ROM
H32.

SPU Internal RAM

SPU 500 general purpose RAM 534 provides, among other
things, secure execution space for secure processes. In the
preferred embodiment, RAM 534 is comprised of different types of

10 RAM such as a combination of high-speed RAM 534a and an

NVRAM ("non-volatile RAM") 534b. RAM 534a may be volatile,
while NVRAM 534b is preferably battery backed or otherwise
arranged so as to be non-volatile (i.e., it does not lose its contents

when power is turned off).

—
o

High-speed RAM 534a stores active code to be executed and

associated data structures.

NVRAM 534b preferably contains certain keys and summary
20 values that are preloaded as part of an initialization process in
which SPU 500 communicates with a VDE administrator, and may
also store changeable or changing information associated with the
operation of SPU 500. For security reasons, certain highly
sensitive information (e.g., certain load modules and certain
25 encryption key related information such as internally generated

private keys) needs to be loaded into or generated internally by
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