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Abstract

Java applets, Netscape plug-ins and ActiveX controls
have led to the popularization of a new paradigm: extensive
downloading of executable code into applications to en-
hance the functionality of the desktop. One of the problems
with this paradigm is the need to control the access rights of
the downloaded content. In this paper, we describe a system
for downloading content from the Internet and controlling
its actions on a client machine. Our system generates a
protection domain for the downloaded content dynamically
using the content’s requested domain and a policy database
that describes the user’s trust in the content’s manufacturer
and type. Our system ensures that this protection domain
is enforced throughout the execution of the content. We
have modified the Java Virtual Machine to implement our
security model. Our implementation, called Flexxguard, is
freely available at http://www.alphaworks.ibm.com.

1. Introduction

One of the promises of the World Wide Web is the ability
of users to download content from arbitrary servers and then
execute that content on their machines. From the viewpoint
of a user, this paradigm is powerful because it decreases
the amount of software that must be stored on the his/her
machine and enables the creation of applications that can
use custom components from vendors selected dynamically.
From the content provider’s viewpoint, it is easier to distrib-
ute content; all one has to do is put the content up on a
web page. A web browser that supports the downloading of
Java applets, Netscape plug-ins, or ActiveX controls is an
example of this new computing paradigm.

A significant concern with this approach is that the down-
loaded software may be malicious and may damage the
user’s machine. The downloaded content can inflict dam-
age on a user’s machine when it has unrestricted access to
the file system, network hosts and multimedia devices on the
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user’s machine. One solution to this problem is to regard all
downloaded software as hostile and to isolate it from all the
resources on the user’s machine. For instance, the current
Java’s solution is to either distrust all Java applets and dis-
allow access to most resources on the user’s machine and
the network or completely trust the Java applet and allow it
access to all local system resources and network hosts.
These two alternatives do not provide the level of flex-
ibility required by emerging Internet applications, such as
electronic commerce, groupware, workflow and games. Not
only would each of these applications require access to dif-
ferent sets of resources on the user’s machine, the user would
like to personally configure the access an application has
to resources on his/her machine. This is a classic engi-
neering problem of mechanism versus policy: ideally, the
user should be provided with the infrastructure necessary to
support the secure execution of downloaded content, while
being free to program a specific security policy. This model
of security would be more flexible than the ones being cur-
rently supported by various interpreters and browsers and
would enable a larger class of useful desktop applications.

2. Problem Definition

We assume an environment where an application down-
loads content from a potentially untrusted server over an
untrusted network. A downloading principal is the princi-
pal that downloads, receives and executes the downloaded
content. Downloading principals do not typically trust con-
tent manufacturers to not tamper with the system resources
on their machines. For example, downloading principals
would like to prevent content from: (1) reading private files;
(2) writing executable files; (3) limit access to their system’s
CPU; and (4) prevent arbitrary remote communication from
their system.

In addition to malicious content, attackers may also be
present. An attacker is a powerful adversary that can read,
modify, and delete any message sent between the content
manufacturer and the downloading principal. Since an at-
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tacker can generate spurious messages, it must be possible
to verify the source and integrity of the messages received
by the downloading principal. In particular, the integrity of
the messages containing the downloaded content should be
verified. Since it is also possible for an attacker to eaves-
drop on the communcations between the manufacturer and
the downloading principal, privacy content messages may
be required for some applications, such as electronic com-
merce. Finally, there should be some means of enforcing
non-repudiability, that is, ensuring that a manufacturer can-
not disavow its responsibility in producing the content.

The flexible control problem is to define and enforce a
limited protection domain for downloaded content commen-
surate with its resource needs and the downloading princi-
pal’s trust in the content’s manufacturer. There are three
facets to the control of downloaded control:

o Authentication: Verify the security requirements of
the communication have been met such that the iden-
tity of the content’s manufacturer and content can be
determined or assume the content is generated by an
untrusted source

¢ Domain Derivation: Derive a protection domain for
this content

¢ Enforcement: Enforce the content’s domain through-
out its execution

Authentication is necessary to determine if the security re-
quirements of the content message communication are ful-
filled (e.g., integrity preserved). If the content message is
authentic, then the sources of the downloaded content and
the identity of the content can be determined. Alternatively,
the content can be assumed to have been generated by an
untrusted source.

Next, the protection domain for the content must be de-
rived. For downloaded content, this domain can depend
on: (1) the trust in the actual manufacturer and raters of the
content; and (2) organizational policies. Finally, the con-
tent interpreter must be able to enforce the specified domain
when the content is being executed.

3. Solutiocn Overview

In this paper, we describe the design and implementation
of a system that can flexibly control downloaded executable
content. Flexibility is provided by: (1) the ability to exe-
cute both authenticated and unauthenticated content; (2) the
ability to use statements about content made by trusted third
parties, such as content rating services; (3) the ability to de-
rive a protection domain dynamically for even new content;
and (4) the ability to enforce different protection domains
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and resource limitations on different content executing si-
multaneously.

In our system, content can be delivered in encrypted
form and with signed stamps provided by its manufacturer.
A stamp is used to: (1) identify the manufacturer of the
content and the principals involved in its distribution; (2)
verify that no attacker has tampered with the content; (3)
ensure that the manufacturer of the content cannot disavow
his/her role in creating the content; and (4) enforce that no
unauthorized eavesdropper can recover the content from the
messages. We use public—key cryptography[20, 15], digital
signatures and encryption to enforce this.

The stamp include information about the content’s iden-
tity, purpose (e.g., using PICS ratings), and the resources it
needs to execute on a user’s machine. Content rating ser-
vices can provide additional stamps that downloading prin-
cipals can use to determine whether the content should be
executed and the protection domain that the content should
be granted.

A difficult challenge in these systems is to derive a “least
privilege” protection domain for content. In our system, we
permit a downloading principal and/or a systems administra-
tor to configure a policy database with maximal protection
domains for different content. Using the content identity
information in the stamp, a maximal protection domain can
be derived. This domain is compared to the requested do-
main provided in the content stamp to determine the con-
tent’s actual protection domain. A downloading principal
may optionally change the domain through a user interface
(within limits).

The content’s access to the resources on the client ma-
chine 1s regulated at runtime by a protection domain en-
forcer. It determines the content associated with the access
and authorizes the access using that content’s protection do-
main. Some denial-of-service attacks can also be prevented
because the enforcer can monitor resource consumption.

4. Architecture

We propose a novel architecture for controlling the exe-
cution of downloaded content. In this architecture, down-
loading principals retrieve content and content stamps that
attach descriptive information to content in a secure manner.
Our architecture uses these content stamps to authenticate
content and derive its protection domain. The content oper-
ations are then restricted to the derived protection domain.
We define the following concepts in our architecture.

o The downloading principal: the client who is down-
loading the content and subsequently uses it.

e The manufacturer of the content:
manufactured the content.

the principal that
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Figure 1. The Architecture of the System

e The content server: the server that delivers the content
to the downloading principal;

The certifying authority: A principal that manufac-
tures public key certificates. These certificates bind
the identities of principals to their public keys. The
public key of the certifying authority is well-known.

e The policy distribution service: a principal that dis-
tributes policy databases to the downloading princi-

pal.

e The content rating service: a principal that rates con-
tent.

The stamped content usage system (see Figure 4):
(1) an analysis module that authenticates content and
creates protection domains for content; (2) a content
interpreter that interprets the content, (3) a policy data-
base that holds the maximal domain associated with
each principal; (4) a dynamic security enforcer that
enforces access to system objects at runtime and (5)
an access rights table that holds the capability lists
associated with content.

The trust model of the architecture is defined from the
perspective of the downloading principal. The download-
ing principal trusts certifying authorities, content rating ser-
vices, the policy distribution service and the stamped content
usage system. It does not trust the content server and the net-
work. It has a varying degree of trust in the manufacturers
of software.

We make the following assumptions about the environ-
ment in which our architecture is used. First, we assume that
principals use a key distribution service that enables them to
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securely obtain another principal’s public key. Next, we as-
sume that all system 1/0 operations can be identified. This
assumption depends on Java being a type-safe language.
This has not been formally proven, and researchers have
found errors in the verification and loading mechanisms that
have enabled the type-safety to be circumvented[6]. How-
ever, we assume that the verifier enforces type-safety prop-
erly and do not address it further. Lastly, we assume that the
operating system can be trusted. This is necessary to build
a secure stamped content usage system upon it.

Our architecture solves the flexible control problem as
follows (see Figure 4):

1. The manufacturer and content rating services upload
content and/or content stamps to a content server,

2. The analysis module uses the content stamp to au-
thenticate the downloaded content,

3. The analysis module uses the content stamp, the
downloading principal’s policy database (obtained
from a policy distribution service), and perhaps some
user intervention to derive the content’s protection
domain (set in the access rights table), and

4. The protection domain enforcer enforces the content’s
derived protection domain on any controlled opera-
tion performed by the content,

The content stamp specifies the authentication informa-
tion and execution requirements of the content from the
manufacturer’s and/or rating service’s viewpoint. The ar-
chitecture is designed to utilize such information, as well
as user input, to determine the content’s protection domain.
The domain enforcer must determine which content is be-
ing executed and enforce the appropriate protection domain
upon it.

The subsequent subsections detail how the architecture
performs the tasks listed above.

4.1, Content Stamp

Manufacturers and/or content rating services may create
a content stamp to annotate content with authentication and
execution information (analogous to PEM[2] or BETSI[16]
certificates). Figure 2 shows various fields of the content
stamp. In general, the content stamp is divided into two
parts: (1) the authenticator which provides information for
authenticating the stamp and the content and (2) the tag
which provides descriptive information used to determine
how to execute the content.

The authenticator consists of two fields. The first field,
security credentials list, includes a hash of the content, a
list of stamp signers, and their signatures of the stamp.
These credentials are used to: (1) verify that the content
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Content sign their stamps as well. Multiple content rating services
may create stamps for the same content. For example, one
Security Credentials List may provide values for diffe?ent'rating at.tributes than the
adherticator ([T Samp other. .A .contgn.t rating service is essentl‘ally a cevrtlfymg
Cortfcate Lit authority (i.e., ¥t is trustACd by the dowploadmg principal), so
the content rating service’s stamp with the same fields can
Cintd """"" be used to prove the same facts as a manufacturer’s stamp.
ontentdescrpton Therefore, only the content rating services stamp needs to
Tag | peeeeeeceoceeeeeas be verified if both can be obtained.
Requested Domain . .
4.2. Content Authentication
Stamped Content

Figure 2. Structure of stamped content

was created and distributed by the principals whose creden-
tials occur on the list; (2) verify that the content has not
been altered after it was stamped; and (3) ensure that manu-
facturers cannot disavow the content that they have created.
The separate content hash permits stamps to be downloaded
separately from the content itself, if necessary.

The next field, certificate list, of the stamp contains a
list of public key certificates (e.g., X.509) of the signer(s)
of the stamp. For example, a stamp may be signed by
a manufacturer and one or more content rating services.
A public key certificate binds the identity of certificate’s
principal to its public key. A certifying authority signs such
certificates.

The tag also consists of two fields. The first field, content
description, contains information that describes the identity
of the content, such as the name and version number of the
software, the manufacturer’s name, and the target execution
platform. The second field, requested domain, specifies the
protection domain that the content requests for executing
the content. Content may need access to the following
types of resources: the file system, memory, CPU, remote
principals, and the downloading principal’s display. Details
of the protection domain specification syntax appears in [1].

When manufacturers create content, they may create a
stamp for that content that binds their signature to the con-
tent’s identity and requested domain. Downloading princi-
pals can use this stamp to verify that manufacturer signed the
stamp, the content is unmodified, and that the manufacturer
is the principal that vouched for the content and its requested
domain (if the signature and hash verifications succeed).

Content rating services may sign manufacturer’s stamps
or create their own to annotate or revise the information
in the manufacturer’s stamp. For example, the content
rating service may provide PICS rating information (see
http://www.w3.org/pub/WWW/PICS/) about the content or
revise its protection domain. The content rating services
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The downloading principal requests the content by send-
ing a message to a content server. The content server re-
ceives the request and, if required, encrypts the stamped con-
tent (i.e., content and stamp) using either shared symmetric
key, if one has been obtained (e.g., using Kerberos[17]), or
the downloading principal’s public key.

If areply is not received from the content server within a
specified timeout period the downloading process is termi-
nated by the analysis module. Once the encrypted stamped
content has been received by the downloading principal, the
stamped content usage system’s analysis module (see fig-
ure 4) authenticates the content to verify its integrity and
source. It then decrypts the encrypted stamped content us-
ing the private key of the downloading principal. The public
key of the manufacturer of the content or content rating ser-
vice can be extracted from the public key certificate included
in the stamp’s certificate list or it can be obtained using the
assumed key distribution service. The downloading prin-
cipal uses the public key to verify that the stamp has not
been modified. The analysis module computes a hash of
the downloaded content and compares it to the hash in the
stamp to verify that the content has not been modified. The
identity information may also be used to verify that the con-
tent has the expected content name, version, platform, etc.
If a stamp is provided, but cannot be verified, the associated
content is not executed. Content that does not have a stamp
is assumed to be from an untrusted principal.

4.3. Domain Derivation

Once the content has been authenticated, a protection
domain must be computed for the content.! The protec-
tion domain determines the access rights the content has on
the downloading principal’s machine. We define protection
domains using the following access control model. Access
rights of a principal are a defined by a set of domain rights
and exceptions.

e A domain right is a tuple <system-object,allowed-
ops,limit> This states operations that are allowed on

! The system allows content that has no stamp to run in a highly restric-
tive domain.
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an object and the limit on the number of such objects

General

the operations are permitted upon, File: Amp st
e An exception is a tuple <system-object,disallowed-
ops>. This specifies operations are not allowedona
system object.
1BM Organization
A protection domain for principal is authorized to per- "“’Ia”” Netscape Gms‘"m
1

form an operation on an object if: (1) at least one domain
right permits the operation; (2) no exception exists that pre-
cludes the operation; and (3) the limit for the number of
operations has not been exceeded.

The following inputs are used to derive content protec-
tion domains: (1) The requested domain (from the content
stamp) (2) The maximal domain (from the policy database),
and (3) User dialogue.

The following procedure is used to derive a content pro-
tection domain. An access right in the requested domain
of the stamped content is added to the content’s protection
domain if it is within the maximal domain for the content
as specified in the policy database. Other access rights may
be approved by the downloading principal using a graphical
interface. The protection domain in which the downloading
principal may approve access rights for content may be re-
stricted as well. The downloading principal may make these
changes permanent by updating the policy database.

4.4 Policy Database

The policy database stores the mappings of content de-
scriptions to default maximal protection domains. The
analysis module can retrieve the default maximal protection
domain for any content by supplying its description to the
policy database. The policy database is organized to support
partial matches of content descriptions to database entries,
so default maximal protection domains can be retrieved for
incompletely specified content and new content.

As Figure 3 shows, we use a three-level hierarchy for our
policy database: general, manufacturer name, and content
type. The general entry applies to all content. A manu-
facturer name entry applies to all content from the same
manufacturer. A content type entry applies to all content of
the same type from the same manufacturer or any manufac-
turer. Given D, ;. as the user’s protection domain, the pol-
icy database represents the following relationships among
protection domains: Dyser 2 Diype 2 Dmanufacturer 2
Dyenerar. Additional levels, such as content name, can be
added to extend the policy database. Also, different hierar-
chies can be specified for different users.

A default maximal protection domain is the union of the
database entries whose key matches the content description.
For example, the default maximal protection domain for
IBM Games content is the union of the protection domains
specified for the general, IBM, and /BM Games entries.
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Admin
File: any

Figure 3. An example policy database hierar-
chy

However, the default maximal protection domain for IBM
Financial Services content would be the union of the general
and IBM entries only. Therefore, default maximal protec-
tion domains can be derived even for new content. Users
can then extend the domain of the new content interactively.

A policy distribution service is defined to enable central-
ized management of security policy by system administra-
tors. The service stores the policy database and responds to
queries for default maximal protection domains and database
modifications by users. We envision the policy distribution
service being run on a secure machine. A secure channel is
required to prevent unauthorized modification of the data-
base. Access control to the policy database is enforced by
associating ACLs with each database entry that specify who
can perform read, write, delete, and specialize (i.e., create a
child entry) operations.

When the stamped content is executed on the client ma-
chine, all operations on system objects are mediated by the
protection domain enforcer. The protection domain enforcer
authorizes such operations using the content’s protection do-
main and monitors the resources consumed by the stamped
content.

The protection domain enforcer stores the protection do-
main and resources consumed for all content in an access
rights table. The access rights table has an entry for each
stamped content that maps its execution identifier (e.g.,
thread id) to a tuple containing the content identifier at-
tributes, signers, capability list, and runtime resource con-
sumption (for limits). The identifier attributes and signers
are used to recover the content identity. The capability list
stores the access rights entries that comprise the content pro-
tection domain. The runtime resources consumed contains
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