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Ei The coding in the HTML files tells your browser how todis-
play the text, graphics, links, and multimedia files on the
home page. The HTML file your browser loadsto display the
home page doesn’t actually have the graphics, sound, multi-
media files, and other resourcesonit. Instead, it contains
HTML references to those graphics and files. Your browser
uses those referencesto find the files on the server and then

display them on the homepage.

ry The Webbrowseralso interprets HTML tagsaslinks to other
Websiles, ur Lu ulher Web resources, such as graphics, mul-
timedia files, newsgroups,orfiles to download. Depending
on the link, it performsdifferent actions. For example,if the
HTML codespecifies the link as another home page, the
browser retrieves the URL specified in the HTML file when
the user clicks the underlined link on the page. If the HTML
codespecifies a file to be downloaded, the browser down-
loads the file to your computer.

Manytypesoffiles exist on the Internet that Web browsers can’t display.
In particular, this pertains to many kinds of multimedia files, such as
sound, video, and animationfiles. Still, there are often references to

these typesof files on Web pages. To view or play thesefiles, you need

whatare called helper applications and plug-ins. You must configure

your Web browseror operating system to launch these helper applica-
tions and plug-ins wheneveryou click an object that needs them in order

to be viewed. Helper applications and plug-ins also can be used for dis-

playingvirtual reality pages, for chatting on the Internet, andiforperform-|
ing otherpepieroettasks.= : _1me

 
not

  The meaningsof tags are easily decipherable. Every HTML tag, or
instruction, is surrounded by a less-than and a greater-than sign—<P>.

Often tags appear in pairs, the beginning tag and the ending tag. They
are identical except for a simple slash in the end tag. So, a paragraph of
text frequently is surrounded by tags such asthis: <P> Paragraph of

text.</P>. Also, tags arenot case sensitive. <P> equals <p>.
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What CommonBrowser

Error Messages Mean
Server Does Not Have aDNS Entry When
you type a URLin your browserto visit a
site, your computer contacts a server called
a Domain Name System (DNS)server. The
DNSservertranslates the URL into the IP

number that computers can understand—
and after it does that, your browser can go
to the site. (For more information about

DNSservers, see Chapter 5, “How Internet
Addresses and Domains Work.")if you get
an error messagetelling you the server
doesn’t have a DNSentry, it means that the
server doesn’t havea listing for the URL you
typed. This usually means either you typed
the URL incorrectly or something is wrong
with the DNS server. Check the URL and

retypeit.

  DNS Server

503 Service Unavailable This is a catch-all error

message for a variety of problems, but all of them
mean that the Website has been incapable of being
contacted by your browser. The problem might be
that the site’s server has crashed because of too

muchtraffic or that there’s network congestion.  
403.9 Access Forbidden. Too Many Users Are

| Connected. Some Websites recognize thatif
they get too muchtraffic al once, the entire site
can be brought down and no onewill be able to
visit. Those sites put a limit on the numberof
people who can come tothesite at once—that
way, the site is always available, even if every-
one whowantsto visit can’t get in. If you get this
“Too Many Users Are Connected” message,it
usually meansthat the Website is up and run-
ning, but you can’t get in because the maximum
numberof people are already on thesite. Keep
trying—whenonepersonleaves, another can
comein, and it might be you. 
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CHAPTER 22 HOW WEB BROWSERS WORK 139

Spinning hourglass This isn’t an error
message your browser displays—instead,
your Windowscursorturns into a spinning
hourglass. The spinning hourglasstells
you that your browser is trying to make a .
connection to a Website. If it keeps spin- =>
ning and a connection is never made,it .
can meanthat an Internet router some-

place between where you are and where
you're trying to visit has crashed and you
can’t make the connection.It can also

mean that you've lost your focal Internet
connectionfor.same reason.

Web Server

 
Firewall

404 Not Found Whenyougetthis
message, you've arrived at the correct
Web site, but the specific page you're
looking for can’t be found. That spe-
cific page might have been deleted
from the site or moved—or you might
have typed the location incorrectly.

ar,
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Web Server

401 Unauthorized and 403 Forbidden If

you geteither of these error messages,
you're trying to enter a Website that
allows only certain people in—andit’s not
allowing you to enter. Typically, these
types of Web sites are password pro-
tected and also mightallow onlyvisitors
whoare from certain domains, such as

zd.com., If you've entered a password,
you might have entered it improperly, or
you might not be in a domain that’s
allowed to enter the Website.

Router

%—   
WebServer
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software how to display and manage a Web document, muchlike written music scores are instructions that

4/P languagesare the road signs of a Web page. Theyare sets of directions thattell the browser

tell a musician how to play a particular song. These instructions (called tags or markups) are embedded in

the source documentthat creates the Web page.

Tags reference graphic images located in separatefiles, and they instruct the browser to retrieve and

display these images within the page. Tags can alsotell a browser to connect a user to anotherfile or URL

whenheclicks an active hyperlink. So each Web page has everything it needs to be displayed on any

computer with a browser that can interpret the markup language.

Youroriginal text will probably have headings, multiple paragraphs, and some simple formatting. A

Web browser will not understand all these layout instructions because the original text isn’t formutted

with HTML,the language of the Web (discussed later in this chapter). Paragraplis, carriage returns,

indents, and multiple spaces will be shown instead as a single space if no HTML markupis added.

Markup languages should not be confused with programming languages, such as C+ or Pascal.

Programming languages are used to write complex applications, such as word processors or spreadsheets.

Markup languages, in contrast, are much simpler and describe the way information should be displayed—

for example, by defining when text should be boldface. In markup languages, tags are embedded within

documents to describe how the documents should be formatted and displayed.

Hypertext Markup Language (HTML)is the markup language of the Web.It defines the formatof a

Web documentand enables hypertext links to be embedded in the document. You can use any text editor

or word processor to add HTMLtags to an ASCII text document, although a numberof shareware and

commercially available HTML editors can assist Web page authors as well.

The Web evolves daily, and HTMLalso expands and changes along with it. The newest changes to

HTMLare a group of technologies that together are termed Dynamic HTML (DHTML). These technolo-

gies allow HTMLto be more thana static language, and they enable HTMLto perform animations and
become more interactive and flexible.

The eXtended Markup Language (XML) promises to bring even moresignificant changes to the Web.

It’s dramatically different from other markup languages because it separates the content of a page from its

presentation. Rather than doing things such as giving instructions ontextsize, it tags different types of

content and then has other technologies such as templates and style sheets determine how that content

should look. For example,if a hook were to be presented on the Web,it would tag chaptertitles, chapter

numbers, chapter text, and so on. It could then use style sheets to define how chaptertitles, chapter num-

bers, and chapter text should look. Doing this means you can build the content of a page once and present

it to many different devices, and in manydifferent ways, without doing much extra work.

155



156

 

How HTML Works

& To display Web pagesin any browser,fom i , You must add HTML
lays Lo your original text. This processis called tagging.
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Text

 
Hyperlinks
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Hyperlink

Bb Use HTMLto give your text structure. All HTML 3 The finished HTML documentwill be the
files begin and end with the HTML tags. Headings source pagefor any browser on any com-
are marked as such, as are paragraphs,line puter. This simplicity of HTML makes
breaks, block quotes, and special character cross-platform compatibility easy and reli-
emphasis. Any carriage returns or indentations able. The more complex and specialized
within the source text do not affect the browser's the HTMLtagging, the longerit will take
display of the page. HTML tags needto be putin to download and display the document.
if they are to be displayed in a browser.

<html>
<head>
4titledHow Tha Internet Horks</title>
<meta http-equiv="Content-Typa" contant="text/htmls charset=iso-8859-1"></head>
<body bgcolor="*FFFFFF" Link="®6666CC" vl ink="#666666">
4div id="Layer1" style="pogitiontabsolute; left:6@!px; topi-G6px; width:t8@px; height:320px; z—~index:1"><img src="rack.gif” width="217" height="372"></div>
<div id="Layer2” style="position:absolute; left:G; tops; widthiz@apx; haight:352px; z-index:2"><img sre="rtside.gif” width="1Z5" height="450"></div>d
<div ide"Layer3" style="pogitiontabsolute} left:1@6px; topidpx; widthi494px; height!162px; z-index!3"><img src="title.gif" width="545" height="173"></div>

ae id="Layard? stylerbes Clerirabeo uae laftiGipx; topi13apxs when eee iNeaa z~index:4; background-color? *CCCCCC; Layer-background-color: ®CCCCCC; border: fpx none #&iv ide =" DO: IN :abso 3 ou . 3 top: 5 wi : $ : 3 27] +53 = a a * qj = 7m iF : a
at ‘asiieegnat Eyerareleneebee Lee ierelisee topiaaton Bhanceaeeachevehteeabnn laseeeaonng color? “FFCC99; Loyer~background-color: 8FFCC99; border: ipx none #0a<p><font size="3" face="Verdana, Arial, Helvetica, sans-ser! ft" SBa jou ever wonderwhat's happening behind the screan wbhen wou ddive iivite tthasweby2¢fbettydpp><p><font size="3" face="Verdana, Arial, Halvetica, sans-serif" >Have you thought

about creating your own HéB gite, but Just urwni'L sure where to stara?<ffontraips<p><font size="3" face="Verdana, Arial, Helvetica, sans~serif">Is the Internet
all magic and madness ta you?</font></p><p><font sizes"3" face="Verdana, Arial, Halvetiea, sana-serif">Well then you
hava come to the right placal This Web site is dedicated te taking the mystery
out of the Internet and explaining in clear terms How the Internet Works! </font></p>

<p>&nbspj </p>
<p><font face="Verdana, Arial, Helvetica, sans-serif" sizea"3"><b>You will learn

about:</b></font></p>
<p><b><font face="Verdana, Arial, Halvatica, sans-serif" size="3"><a hrefs"pt85_ch2192 html ">The

Anatomy of @ Web Si te</a></font></b></p><p><b><font faca="Verdana, Arial, Halvetica, sana~serif"><a href="ptel_chdiat .htmi"><font size="3">Tha
Architecture of the Heb</font></a></font></b></p>

<p><b><font face="Vardana, Arial, Halvetica, sang~serif"><a hraf="pt@7_ch3205 -html"><font size="3">Emarging
Technologies on the Wab</font></a></font></b></p>

<p>&nbsp} </p>
<p><font facas"Verdana, Arial, Helvetica, sans-serif" >Get raady to SURF! </font></p><p><font face="Verdana, Arial, Helvetica, gans~serif">As you cruise around this

site you will algo find lots of hyparlinks to other sitas all across the World
Wide Web.<//font></p><idiv>

<div id="Layer?” style="positioniabsolute; leftiSt?px; top:198px; width:!39px; haight:631px; z-indexs7">

<p><font colareaseskeen size="2" face="Verdana, Arial, Helvatica, sans-serif"><a hraf#"index -htmi"><font oaCgHEfatUgXtoriRSHCanEHE?<p><font color="#geg9CC"><a href="intro html" ><b><font sizaz"2" face="Verdana, Arial, Helvetica, sans~ser!f">INTRODUCTION</font></b></a>< /font></p>
<p><font color="#999999"><b><font size="2" face="Verdana, Arial, Halvatica, sans-serif" >PARTVbr>

<a href="pt@istort html" shat is the Intarnat?</a></font></b></font></p><p><font calor="#999999"><b><font size="2" face="Verdana, Arial, Helvetica, sans-serif” >PAATtt<br>
<a hraf="partOZstart.htmi">The Internet's Underlying Structure</a></font></b></font></p><p><font color=“9999999"><b><font size="2" face="Verdana, Ariat, Helvetica, sans-ser! f">PARTSti <pr>
<a href="part@3start -html">Connecting to the Internet</a></font></o></font></p><p><font color="#999999"><b><font size="2" face="Verdana, Arial, Helvetica, sans-serif" >PARTI¥<or>
<a hraf="partOdstart html" >Communicating on tha Internet</a></font></b></Tont></p><p><font color="#999999"><b><font size="2" face="Verdana, Arial, Helwatica, sans-serif" >PAAT¥<br>
<font colors""6666CC"><a hrafe"partaistart.htmi" >How the Wortd Wide Web Horks</a></font></font></b></font></p><p><font colore"#99G990"><b><Tont size="2" face="Verdana, Artal, Helvetica, sans-serif" >PARTVi <br>
<font eolors"#6666CC"><a hraf="partabstart html">Common Internet Toals</a></font></font></b></font></p><p><font colors"#999000"><b><font size#"2" face="Verdana, Arial, Helvetica, sans-serif" >PART¥I1 <br>
<font color="*8668CC"><a href="parta7start html" >Hultimedia on the Internat</a></font></font></b></font></p><p><font color="#999999"><b><font size="2" face="Verdana, Arial, Halvatica, sans-serif" PRAT¥EL{ <br>
<font eolor="86B656C0"><a hraf="portabstort .btml">intranets and Shopping on
the Intarnet</a></font></font></b></font>< /p>

<p><font eolor="8999900"><b><font sizas"2" face="Verdana, Arial, Halvatica, sans~seri f">PART(X<br>
<font color="*6666CC"><a hraf="par tadstart .tmi">safaguarding tha Internet</a></font></font></b></tont><./p><p><font cotor=""999999"><b><font size="2" face="Verdana, Arial, Helvetica, sans-serif"><a href="index html"><font color="#G84G00">Returnto <br>
Tohle nf fantenbad/font></ar¢/font><sb>¢font></p><poSnbsps <ép><po&nbsp; </p>

<fdiv>
<div fde"Layeré" style="poxltiontabselutes left:251pxj top:368px; widthi{20px; haighti1S2px; z-index:8"><img grc="bot.gif" width="151" height="154"></div>
<div id="Layer9" style="positiontabsolute; left:i2@px} top:622px; widtht??px} heightt68px; z~index:9"><a hrefs"map.-htmi"><img src="map.gif" width="83" height="983" border="6"></a></di<div ide"Layer1@" style="positiontabsolutes left:21Spx; top:623px; width:65px; height: ?6px; z~index:18"><a href="searchHIW.html"><img src="seorch.gif" width="83" height="83" border='

pane id="Layert?" style="poattiontabsolute; laft:3i2px; top:622px} widthi67px; heighti1G@1pxs z-indextl1"><a href="helpme.htmi"><img sro="help.gif" width="83" height="83" border="6">:</body>
<fntml>

 

 

B Most Web browsers enable your documentto retain its structural integrity when you display, or parse,
it. Headings will appear in a larger font size than text within paragraphs, for example, and block quotes
will be uniformly indented. However, the look might vary from browser to browser. Note that browsers
determine the exact font, size, and color. Also be aware that the relative importance of the elementsis
always keptintact.
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How Dynamic HTML Works

 
  

Dynamic HTML (DHTML)differs trom traditional HTML in that it enables Web pagesto be
changed on-the-fly, after they’ve been downloaded. In plain HTML, after a page is down-
loaded,it is static and can be changedonly whena user takes an action of some kind. But
DHTML,for example, could cause an animation of a rocket to fly across your browserwin-
dow several secondsafter the page has been downloaded—without your doing anything.

=
ROCKET SCIENCE

Welcome to the international home rocketry club!

CLICK HERE TO LEARN MORE}

™a VY
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Rocket
Science!

a

VOCtuTn ay
aleeCCH
Cmts
club!

a DHTML doesits work without having
to contact the serverafter the page
downloads, so it can perform some
interactive functions more quickly
than other technologies that have to
contact the server. The instructions

for performing the commandsare in
the HTML commandsthatare in the

page itself.
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CHAPTER 23 HOW MARKUP LANGUAGES WORK 145

6 Although DHTMLis often referred to asif it were a single technology,it is, in fact, a general term used
for a group of technologies that can work together or by themselves to change a Web pageafter the
page has been downloaded to your computer. These technologies are the Document Object Model
(DOM), Cascading Style Sheets (CSS), and client-side scripting languages, such as JavaScript.

Elements of DHTML Plain HTML Dynamic HTML

. How

Document Object Model (DOM) > DHTML  -
orks Wintke

4 The DOM defines every object and element on a Web page and enables those objects to be manipulated
or accessed. This includesfonts, graphics, tables, and visual elements, as well as elements you can’t
necessarily see, such as the browser's version number andthe current date and time. Without DOM,all
the elements on a pagearestatic. So on the simplest level, DHTML could use the DOM to changethe
font of every fetter, individually, on a Web page.

Plain HTML Dynamic HTML

Cascading Style Sheet > DATML
Works  

5 Cascading Style Sheets are, in essence, templates that apply formatting and style information to the
elements of a Web page. They're called cascading because any single page can have more than one
style sheet associated with it. Additionally, Cascading Style Sheets enable imagesto overlap one
another. This enables animationsto be created easily on a page.

Plain HTML Dynamic HTML

e e e e : How | dow
Client-Side Scripting DRTML | pene

Gj Client-side scripting languages perform much of the work of DHTML. These languages access the DOM
and manipulate its elements, and they do the sameto Cascading Style Sheets. They perform the actions
of DHTML. Soa script, for example, could turn a word a different color when a mouse movesacrossit,
or it could create easy-to-use collapsible navigation on every page on a Website.
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How XML Works
XML solves several a major
problems for Weh develop-
ers. Withoutit, to deliver

Web pagesto different
devices such as computers,
cell phones, and wireless
Palm devices, a developer
must create and maintain

three separate Websites,
with special coding for each
device—HTMLfor the com-

puter, WAPfor the cell
phone, and what's called
Webclipping for the wireless
Palm devices.It’s an expen-
sive, difficult, and time-
consuming proposition. And Cellular
evenif a developeris build- Telephone
ing a site only for computers,
every time the design
changes,all the pages must
be recoded—again, an
expensive and time-
consuming proposition.

HTML a 
Web Clipping

Handheld

WAP 
b With XML, a developer can create the Website just once.

Thenit can be automatically formatted to several types of
devices, such as Internet-connected computers, wireless
Palm devices, and cell phones using WAP. And evenif
the site is being built for only
computers, when there is a 4
redesign, with XML,all the
pages need not berebuilt.

<Sale Flyer> \
<Offer>Get It While It's Hott</Offer> 1

<Promotional Copy>
You can’t miss this one!

One-time offer only ~
gaming systems at prices
you won't believe! </Promotional Copy>
<Product> Sony PlayStations</Product>

<Price> $159.95</Price> azSale ends <End Date> May 15
</énd Date>

<ale Flyer>

 
wW

XML ry SLT
3|The most important concept to understand about XMLis that the languageis used only to convey informa-

tion about content, not about the presentation of the content. So, for example, it doesn’t give instructions
on whatsize text should be. But it uses tags to define the type of content on the page. Thenit uses other
techniques, as you'll see in the next steps, to display those pages. In that way, a single page can be dis-
played manydifferent ways, without having to go back and alter the original page—only the designs, which
are separate from the content, need to be changed.
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 Gg After the site knows what kind of deviceis visiting,it

takes the XML, and using XSLT, changesit into the
proper format—for example, a WAP documentthat
the cell phone can view with its WAP microbrowser
or an HTML documentfor a computer.  

 Whoare you?

‘VmaHandheld.

Here is your clipped Web page.

 
I’m a cellular phone.

 
?

G Whena device visits a site built with XML, there Who'arenyaul
needs to be some wayfor site to know what type of
device it is— a computer, for example, or a cell
phone. Common GatewayInterface (CGI) scripts can
detect which device is contacting thesite.

Here is your WAP.

ameRha tou

You can’t miss this ane!
One-time offer only —
gaming systems at
prices you won't believe! |i

When XML content is posted on a Web
site, different designs need to be applied

/ to that content so that it can be viewable

Sale ends May15by devices connecting to it—for example,

 
cell phones. eXtensible Style Language

HTML Transformations (XSLT) can be applied to
the XML. XSLI can take XML and apply
different designsto it or changeit to
other forms of XML—for example,it can
take the XML andturnit into a WAP page
that can be viewed by a cell phone and
take the same XML and turnit into a

HTML documentwith a different design. 
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IN the late 1960s, a computerscientist named Ted Nelson introduced hypertext, a conceptthat lays the
foundation for the World Wide Web and its connections between documents, or pages.

Nelson wanted to create a new wayof exploring information. He wanted to provide the reader with a

spontaneous meansof accessing more and more in-depth information about somethingthat sparked the

reader’s interest when reading text on the page. Rather than reading a documentfrom beginningto end,

digesting the material in a sequential order, the reader could highlight a word and receive more information

on the meaningof that word, for example.

Nelson imagined that you could read the United States Constitution, come across the term “electoral

college,” and then open another documentthat explains how theelectoral college works. From that docu-

ment, you might open another ducument that lists the votes of the electoral college from its founding to the

present. From there, you might choose to open a document about William Jefferson Clinton, then another

about the First Cat, Socks, then another about the care and feedingoffelines, and so forth. Ultimately, you

could find a subject that wasn’t even remotely connected to the Constitution, but which you wouldfind

interesting or entertaining.

This hypertext concept was obviously on Tim Berners-Lee’s mind when he began thinking about how

researchers could share their work across the Internet. He envisioned a system in which a documentcould

be linked to other documents, enabling researchers to easily find more and related information simply by

following a link from one documenton the network to another.

Typically, hypertext consists of a hyperlink that appears onscreen as a highlighted word,icon, or graphic.

By moving a mouse cursorover the item, or object, and clickingit, you easily navigate to additional infor-

mation. On the Web,that information can be located at any other place on the Web,be it on the same host

server or one across the globe. A linked object can be various media, such as text (linking from one charac-

ter to a whole document, for example), a graphical button (such as direction arrows that move from page to

page), or still images (photos, icons, or a comicstrip), for example. The documents and objects that are

being linked to can be on the samesite as the original documentor on an entirely differentsite.

Hypertext links are embedded into a Web documentusing Hypertext Markup Language (HTML). A

text link usually appears onscreen as an underlined word or phrase and is sometimes rendered in a different

color from other text, depending on how your Web browserinterprets the HTML codes. When youplace

the mousecursor on this underlined text and click the mouse button, youinitiate a request by the browser
for anew Web page or—if the text references an internal link to information in the same document—direct

your browserto scroll to another, specific point within the same document.

Images or icons can also act as hyperlinks. When you move the mouse cursor over the icon or graphic

and click the mouse button, you launch the request to retrieve the linked information.
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THEE Web pages andthe hosts that make up the World Wide Web must have unique locations so that your
computer can locate and retrieve the pages. The unique identifier for a host is called the Internet Protocol

(IP) address, and the unique identifier for a page is called the uniform resource locator (URL). A URL

functions muchlike a postal or e-mail address. Just as postal and e-mail addresseslist a name andspecific

location, a URL, or Web address, indicates where the host computeris located, the location of the Website

on the host, and the name of the Web page andthe file type of each document, amongother information.

A typical URLlookslike this:
http://www. zdpress.com/internetworks/index.htm1/

If you were to interpret the instructions in this URLfrom left to right, it would translate to: “Go to the

host computer called zdpress (a coumuncial business), in a directory called internetworks, andretrieve a

hypertext docuert with the filename index.html.” The URL,or address, tells the browser which docu-

mentto fetch and exactly where to find it on a specific remote host computer somewhere on the Internet.

Thefirst part of the URL indicates what type of transfer protocol will be used to retrieve the specified

document. The most common requestis for a hypertext document that uses Hypertext Transfer Protocol

(HTTP).

The second portion of the URLrefers to the specific host computer on which the documentresides,

which is to be contacted by the browser software. This part of the address is also called the domain name.

See Chapter 5, “How Internet Addresses and Domains Work,” for more information about domains.

Thethird part of the URLis the directory on the host computer that containsa specific Web site or

multiple Web sites. This is always located after the first single slash in the URL andis essentially the sub-

directory on the hard disk that houses the Website. Subdirectories might also be indicated in this part of

the address. For example, if the previous URL were changed to http://www. zdpress.com/

internetworks/partone/chapters/chapte.htm1l there would be two subdirectories—part one and chapters.

In the preceding example, the filename is chapte.htm1. This is always the last portion of the URL.If

you see an address without a filename, it is assumed that the filename index.html contains the requested

Web page. Therefore, the default document a Web serverwill deliver to the client when no otherfilename

is listed is index.html. (Note that sometimes the last portion of the URL mightnot be a filename—it could

be other types of information required by a Webserver, such as codes required to log on to the Webserver.)

The illustration in this chapter shows the process necessary to request and retrieve a Web document.

When a request for a documentoccurs for the first time in a Web-browsing session, the host computer must

first be located to find thefile. After that, the specific subdirectory and documentare retrieved.
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154 PART 4 USINGTHEWORLD WIDEWEB

How URLs Are Structured
Thefirst part of the URL
indicates which type of
transfer protocol will be
used to retrieve the spuui-
fied document. The most

common request fs for a
hypertext document that
uses the HTTPprotocol.

3|The third part of the URL is the directory on the host
computer that contains a specific Web site. A host
computor can house multiple Websites. This third
segment of the addressis essentially the root direc-
tory that houses the HTML document, CGI, image,
and so onthat is being requested. Subdirectories
mightalso be indicated in this part of the address.

 

 
http://www.sample.com/samples/sample.html  

23) The second portion of the URL is the spe- gy The last segmentof the URL
cific host computer on which the docu-
mentresides, which is to be contacted by
the browser software. This part of the
addressis also called the domain. Domain
names end in a suffix that indicates which

type of organization the domainis. For
example, .com indicates a commercial
business, .edu indicates a college or uni-
versity, .gov Indicates a governmentoffice,
«mil indicates a military facility, and .org
indicates a not-for-profit organization. The
suffix also can indicate the country in
which the host computerIs located. For
example, .ca is in Canada, and.auis in
Australia.
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is the filenameof the specific
Web pageyouare request-
ing. If no filenameis indi-
cated, the browser assumes

a default page, usually called
index.html.
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How URLs Help Retrieve Web
Documents

The Web browser installed on your 23 The HTTPserveris the portion of the host
local computer sends your TCP/IP soft- computerthat runs HTTPserver software.
ware a signal thatit is ready to request TCP/IP makes and maintains the connection
a document. TCP/IP makes a connec-
tion with the host TCP/IP software.
After the connection is established,
your browser makes a requestfor a
document by sendingits URL through

this way. The browser can use HTTP to send
requests and receive pages through the
host’s Web server software. This software
enables the host to communicate with the

the two-way connection maintained client browser, in HTTP, over TCP/IP.
by TCP/IP to the server.

 
TCP/IP

GB The browser on your local 4 If the documentis found, the
computer reads thefile type.If host checksits file type (usually
it is an HTML document, the either x-html or x-text) and
browser examinesthe con- sends this information to the

tent, breaking it down into client with the requested page.
meaningful parts. Two general Whenthe client receives the
parts include text, whichis page,it first checks thefile type.
displayed by the browser If the type is oneit can display,
word for word. The other part it does so; otherwise,it prompts
consists of HTML markup the user to see whether she
information called tags, which wantsto saveit to disk or open
are not displayed but display it using a helper application.
formatting information, such The x-html file type is by far the
as normal text, bold headers, most common one used when
or colored hypertext. The transmitting Web pages.
results are displayed on your
monitor.
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HTTP Server

File Type?
x-html 

E The server then receives the
transmitted URL and responds
in one of three ways.It follows
the directory path given in the
URL; the serverfindsthefile
on its local hard disk and

opensit; the server runs a CG}
script or detects an error (such
as file not found) and gener-
ates an error documentto be

sent backto the client.
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GRAPHICS called image maps and functions called interactive forms demonstrate two of the more
commonand helpful uses of HTML. Image mapsare static images that have been turnedinto clickable

images with various clickable parts. Interactive forms are HTML-based pagesyoufill out by providing

information such as your name, e-mail address, and similar information. Both image maps and interactive

forms are created using Common Gateway Interface (CGI), a communications protocol by which a Web

server can communicate with other applications. (For more information about how CGI works, turn to

Chapter 35, “How CGI Scripting Works.”)

Image maps can be thoughtofas fancy hyperlinks. However, instead of a word, an entire icon, or an

image linking to another page, an imageis divided into different segments, or coordinates, that link to dif-

ferent HTMLpages. Thatis, image mapslink to another document through a predefined hot area within an

image. As soon as you click your mouse on a hot spot, a CGIscript and special image map coordinatesfile

with the suffix .map go to work. A CGI application reads the mapfile to match coordinates of a mouseclick

with a corresponding URL.For instance, imagine an electronic map of the United States in which you click

Washington, D.C. In the HTML code forthat page, the electronic map is surrounded by a tag and an

attribute called ISMAP. The code looks somethinglike this:

<A HREF="some.server/maps/clickable.map>

<IMG SRC+"clickable.map" ISMAP>

</A>

The x,y coordinate of your mouse click is sent to the server. The coordinates are received by the server

and then redirected to a CGI application. The CGI application scans the file for matching coordinates and

then forwards the corresponding URLto theserver. Lastly, if the Web page resides on the sameserver,it

delivers that Web pageto the client browser. If not, the server returns the URLto the client browser, which

in turn sends a request to the correct server for the page. You then see the page about Washington, D.C.

begin to load on your browser. Behind the scenes, the server passed your mouseclick coordinates to a CGI

application via the CGI. Then, the CGIapplication matched those coordinates to its URL in a .mapfile.

Finally, the URL sent the URL back to the server, which redirected the client browser to the new Web page.

Forms work differently, although they also use CGI. In a form, when youfill in information on a Web

page, that information goes to the server for processing. Next, the server redirects the information to a CGI

application that is called by the form submit. (CGI scripts are activated by the server in response to an

HTTPrequest from theclient.) Lastly, a CGI application might send form data to another computer pro-

gram, such as a database; save it to a file; or even generate a unique HTML documentin response to the

user's request.
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How Image
In this map example, the
user clicks Seattle. The x,y
grid coordinateis 75, 25. In
the HTML code, the browser
recognizes the ISMAP image
tag attribute. The mouse
click activates the browserto

send the x,y coordinate of
the click to the server. The

location of the National.map
file is also sent to the server.

B The serverhandsoff the coordinate and
mapfile data to a CGI application. The CGI

| application matches the coordinates to the
URL that has been requested by the user by
clicking that portion of the map. This URL is
handedbackto the server, and the server

sendsthe pageto theclient.

B The Web documentis either
served up(if it resides on the
same server)or the client
browserif forwarded to the
new URL.

 

 

 4 The client browsereither
displays the returned
pageor (based on the
returned URL) sends a

request to the correct
serverfor the page.
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In working with an interactive form, the
user clicks a data-entry submit button.
The datain the datafields is sent to the

server with the request.

 

 
 
 

 
 
 
 

 
  

 
 

 

Login to Download
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Name
Email

Gostel — == cca =Soda

Notify mae of updates

Platform of product you ara
downloading:

ju using for:ae

|
Do you own another product?

SELECT. |
Do you own a Palm OS davica?

By Whena form submissionis
received by the server,it

 
activates a CGI application,
a program,or a script that
interacts with a Web server;

it then passesthe resulting
information to a Web form.

(The application could add
the form data to a datahase

or compareit to a password
list of eligible users, among
other tasks.) The program’s
output goeseither to
another program, such as a
database,or into a unique
HTML document, or both.
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TO serve up pages, Websites need a host—a computer—andserversoftware that runs on the host. The host
manages the communications protocols and houses the pages and the related software required to create a

Website on the Internet. The host machine often uses the Unix, Windows NT, Linux, or Macintosh oper-

ating systems, which have the TCP/IP protocols built in.

Theserver software resides on the host and serves up the pages and otherwise acts on the requests sent

from the client browser software. The server is not responsible for TCP/IP communications—the host

operating system does that—butinstead the server handles the HTTP requests and communications with

the host operating system.

Different types of server software (database servers or network servers, for example) exist that perform

various types of services for various typesof clients. Specifically, a Web server is an HTTPserver, andits

function is to send information to the client software (typically a browser) using the Hypertext Transfer

Protocol (HTTP).

Usually, the client browser requests that the server return an HTML document. Theserverreceives this

request and sends back a response. The top portion of the response includes transmission information, and

the rest of the response is the HTMLfile.

A Webserver does more than send pages to the browser, however. It passes requests to run Common.

Gateway Interface (CGI) scripts to CGI applications. These scripts run external mini-programs, such as a

database lookup or interactive forms processing. The server sends the script to the application via CGI] and

communicates the results of the script back to the browser, if appropriate. Moreover, the server software

includes configuration files and utilities to secure and manage the Website in a variety of ways.
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  How Web Server

Software Works

Client (browser) software sendsits request b Included inthe browser's
for data to the host, where the Web server requestare the desired
software processesthe request. information and thefile

formats the browser can
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Ei If the browser
asks for an HTML file,

the Web serverretrieves the : SSL
file, attaches a headerto the file, and 7
sendsil lo (he browser.

  A computerwith a single IP addresscan host several types of servers. This
meansthe address might require a port number to identify the correct server

if it is as the les etait server. Each Port is associated with a panes
 

 
    types, such asFTP servers convention giventhesamenumber b 
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Request
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Request
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4 If the browserhas asked for specific database information, the
Web server passes a request through CG] to the application,
which performs a database lookup, for example. The CGI script
returns the results to the Web server, which in turn attaches a
headerto the data and sendsit to the browser.
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Port #70
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Telnet Server
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  ©
WAIS Server
Port #210

 

  
The host computer must have a unique IP
addressto send and receive information

across the Internet. Because raw IP addresses |

are very intimidating, they are assigned a
unique domain name,whichis less daunting.
The domain nameis part of a hierarchical
lookup system called the Domain Name
System (DNS).

  
  
  

  
 
 

IP Address =
83,382.1.838
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ONEofthe most useful applications of the Webis its capability to link a Web site with a database so
Web surfers can search for information. In essence, the Web page becomesthe front-end for database

applications, enabling you to select search criteria and execute even complex searches of a database that

resides on the host computer.

A well-knownand widely used example of this type of linking between Web sites and databasesis the

popular Yahoo! Website (www. yahoo.com). The Yahoo! site serves as a front-end to an extensive database

of Web site descriptions, which can be searched according to keywords. The Welcomepage includes a

search dialog box in which you enter a keyword that represents the subject matter you are looking for.

Clicking the Search button sends a request from the browser to the Webserver to bring backalist ofall

Web sites that contain your keyword.

Furthermore, not only can the Web serve up data, it can also collect it. For example, many Websites ask

users to “register” their names, addresses, and other demographic information that is captured and stored in
a database.

But how doesthis all work? You don’t have to be a corporate giant—or for that matter even an able

programmer—to link your Website to a database.In fact, linking a Website to a database canberelatively

simple. The database can take just about any form and can beas simple as a FileMaker Pro databaseoras

complex as an Oracle SQL database. The bridge that brings together Websites and databasesis the

Common GatewayInterface (CGI).

Ontheclient side of the database, you see a Web page that includes a form in which you enter your

search terms. When you execute the search, the Web server passes your search information to a CGIscript,

which then searches the database. So a search on the Yahoo! site for public relations firms lookslike this:

http: //search. yahoo.com/bin/search?p=public+trelations

When the Webserver receives this URL,it identifies the URL as a trigger for a CGIscript (called script

in this example) andpasses it along with the search criteria (“public relations,” in this example) to the

miniprogram using CGI. The CGIscript then sends the search to the database, receivesthe results of the

query, and passes it on to the Web server to be sent back to the client. That’s a lot of handingoff of requests

and data, but typically even a search of a large database is very fast because the majority of Unix and

Windows NT databases—the types most often used—can perforUhese tasks simultaneously, All ofthis

happens behind the scenes, of course—you won’t necd to do any kind of databasc work orscripting yourself.

Instead, the Websites you visit have easy-to-use interfaces that take care of interacting with databases;

you'll have to type only what you’re looking for.
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||166PART4USINGTHEWORLDWIDEWEB

How the Web Works

with Databases iaaeeeineoaaet
terms and HTML codesto execute a CGI

script. The browser might pass the data
to the Web serverin a querystring. The

| query string contains the nameof the
CGI script in a directory called cgi-bin.
This directory is followed by a subdirec-
tory that includes the search terms, often
separated by a question markor slashes.
The HTML code mightlooklike this:
<a href="cgi-bin/search?prestontgralla/'">.

  
4|The database returnsthe data to

the Webservervia CGI in the

form of a new HTML page. The
server then sendsthe page back
to the client browser as a new

HTML page.
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4 Whenthe Web server receives the URL with the embedded search
terms, it sends the information through the CGI program to the
database. Typically, the program is stored in a unique directory

that containsall the CGI scripts serviced by the Web server. Database Server
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3 The database retrieves the record or

records that match the searchcriteria.

The database record might contain text
and numeric data as well as references

to graphics or other data types.
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SOME people believe that in the not-too-distant future, muchof the software you run won't physically be
found on your computer. Instead,it will be located, at least in part, on an Internet server somewhere, You'll

turn on your computer, it will have instant, high-speed access to the Internet, you’ll choose software to run

fromaserver, andit will always be up-to-date because the companyin charge will continually updateit.

To a certain extent, this type of Internet-based computing has a Back to the Future kind offeel to it. In

the days before the advent of the personal computer,all software was run on a mainframeor large mini-

computer, and people accessed it via a dumb terminal that had no processing poweritself. In some ways,

Internet-based software goes back to that model. Thedifference is that instead of dumb terminals, people

have powerful computers that canstill do a lot on their own. And not many people expect that all software

will he run this way.

No matter what the future holds, today some software is already being run that way. The softwareis

being provided by application service providers (ASPs), which havea variety of waysof letting you run soft-

ware over the Internet. The most common wayis one in which youvisit a Web site, and the software runs

inside your browser. But there are variations as well, such as services that run Web servers, while you or your

business runsclient software that requires the use of those servers.

You might already be using an ASP withoutrealizing it. For example, Web-based e-mail services, such as

HotMail, in fact are forms of ASPs—in essence they allow you to run an e-mail program from within your
browser.

Corporations turn to ASPs because they enable them to do business more cheaply. Rather than having

to build a large infrastructure of internal servers or have a large support staff for installing and trouble-

shooting software and hardware, they contract with an ASPandlet the ASPbearall those costs.

It’s not only corporations, though, that eventually might turn more to ASPs. Microsoft has announced

its vision for the future of software in its .Net plan, and that plan includes ASP-like features. At this point,

the details of Net are quite hazy. But what’s comeoutso far indicates that a goodpartofit will include a far

tighter relationship between the software on your computerandservers on theInternet, and it might even

include software running similarly to ASPs.
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How Application Service
Providers Work

There is no single, standard way that ASPs enable people and
companiesto run software over the Internet; many variations
exist. In one common way, however, a corporation contracts
with an ASPto provide servers for the entire corporation for
client/server software that the corporation uses—for example,
the Lotus Notes workgroup and e-mail program.

 
 
 

 
 
 Corporation

 
Lotus Notes Server

Bi In this setup, the client software runs on each person’s
computerin the corporation and isn’t handled by the
ASP. However, the client software needs to access

servers to work—for example, for sending and receiv-
ing e-mail or creating and accessing corporate data-
bases. The ASP is in charge of the servers and the
software and data on the servers; the corporationis in
chargeof the client software on people’s desktops.
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ActiveX

4 The Website delivers the es The software runsinside the person’s
software to the person's browser. Depending on the software,it
Web browser. The software might allow the personto save data to
can be created using many her own PC,or she might be required to
kinds of taols, such as save it ta the Weh site. When the person

Personal Finance ActiveX or Java. leaves the Website, the software stops
ASP Server running, andit leaves no traces behind

on the person's computer.

G Another type of ASP requires someone to download
a small piece of software to her computer.It’s a kind
of “helper” software—it’s not the application itself,
but instead helps the application run.

bd After the person downloadsthe helper, she
chooses the actual application she wants to
run—a graphics program, for example, or a
piece of personal finance software. The
helper application goes out to a Website
and downloadsa corepart of the application

to the ae hard disk.
ideas Ei The person now runs the application oneeown computer.
Notes If she needs other elements of the application other than . downloads
Server the core that was downloadedto her computer, the helper = and then

application goes out and gets it. When the person stops . launches.
running the application, the helper program deletesit from
the hard disk, leaving behind no trace.

  Application
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 “enormous amount of information and entertainmentis available on the Internet, but
how do you access it? Although using the Internet gets easier every day,it’s still not quite as
simple as turning on your television or reading your daily newspaper.

Thesolutionis to use a variety of Internet tools. These tools enable you to tap into the colos-
sal resources of the Interuet. Some of these resources, such as the World Wide Web,are quite
well known, Others, such as FTP (file transfer protocol) are used quite often and sometimes
people use them without even knowingit. Still others, such as Telnet, are not nearly as popu-
lar, although theyare still uscful. Many of these Internet tools predate the Web, but they are
still useful today.

For many people, the term “Internet” really means the World Wide Web, but as this sec-
tion of the book shows, a world exists well beyond the Web. (Turn to Part 4, “Using World
Wide Web,”for information about the Web—thefastest growing and mostvisible part of the
Internet.) And this section of the book also shows you some of the advanced underlying tech-
nologies that make the Internet and the World Wide Web a richer, more interactive, more
entertaining, and more productive medium. Manyof these technologies have changed the
very nature of the Internet and have turned it into a truly interactive medium—onethat
people can navigate efficiently. The technologies also enable Web publishers and Internet
developers to more effectively present information to people.

‘his section looks at how the most common and useful Internet tools work.

Chapter 30, “How Telnet Works,” covers one of the older Internet technologies, and one
thatis still in widespread use—Telnet. Telnet enables you to take over the resourcesof a dis-
tant computer while sitting at your own computer. What you type on your keyboardis sent
across the Internet to the distant computer, the commandsare carried out by the distant com-
puter, and the results of your commandsare sent to your own computerscreen. It appearsas
if you're sitting at the distant computer's keyboard. Telnet is used in many ways, notably by
libraries making their catalogs available over the Internet. When you log in to a distant com-
puter using Telnet, you often use a menuing system.

Chapter 31, “How FTP Downloading Works,” covers one of the most popularuses of the
Internet—downloadingfiles. Generally, files are downloaded from the Internet using FTP, the
Internet protocol. Not only will you look at how FTP works, but you'll also look at howfiles
are compressed and decompressed on the Internet. A compressed file takes less time to be sent
overthe Internet to your computer. You might not know it, but many times when you’re on a
Web site and downloada file, you’re actually using the FTP protocol.

Chapter 32, “How Internet Searching Works,” examines Internet search engines. The
Internet contains such a vast amountof information thatit’s often impossible to find exactly
what you want. Search engines look through the entire Internet—not only Web pages, but
othersites such as newsgroups—andfind information you’re looking for, based on keywords
you type.

Chapter 33, “How Agents Work,” looks at agents on the Internet. Agents are programs
that do your bidding across the Internet automatically, without you doing anything. They can
find the latest news and download it to your computer; they can find you the best deal on the
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CD you want to buy; they can perform important Web maintenancetasks; and more. They
are becoming so complex that systems are being developed to enable agents to interact with
one anotherso they can perform jobs cooperatively.

Chapter 34, “How Java, ActiveX, and JavaScript Work,” examines three other types of
technologies that are transforming the Internet—Java, JavaScript, and ActiveX. These three
technologies might do more to transform the Internet than almost any other technologies
currently available. These technologies add multimedia and interactivity, but more impor-
tantly, they begin to treat the Internet as if it were an extension of your computer. In essence,
they enable your computer and the Internet to interact as if they were one large computer
system. This enables things such as newstickers, interactive games you can play with others,
multimedia presentations combining animations, sounds, music, graphics, and much more.

Java, a computer language developed by Sun Microsystems, enables applications to be run
from the Internet. The programs run inside your Web browser. One benefit of Java applica-
Lions is Uiat Khey can be run on any computer, such as a PC, a Macintosh, or a Unix work-
station.

ActiveX, a competing technology from Microsoft, can also essentially turn the Internet
into an extension of your computer. Similar to Java applets, ActiveX controls are downloaded
to your computer and run there. They can do anything a normalapplication can do and can
also interact with the Web, the Internet, and other computers connected to the Internet.
To run them, a browser that supports ActiveX, such as Internet Explorer, is necessary.

JavaScript, which despite its nameis notreally related to Java, is simpler than Java and
ActiveX and can be written by people who don’t have substantial programming experience.
JavaScript is commonly used to create interactive forms, site navigation, and similar features.

Finally, Chapter 35, “How CGI Scripting Works,” examines CGI] (Common Gateway
Interface) scripting. This might appear as one of the more mundane Internet technologies,
but withoutit, very little Web interactivity would take place. CGIis a standard way in which
the Web interacts with outside resources—most commonly, databases. You’ve probably run
CGIscripts many times without knowing it. If you’vefilled out a form on a Web page to
register to use a site and then later received an e-mail notification with a password for you
to use, you’ve probably run a CGIscript. CGI enables programmersto write code that can
access information servers (such as Web servers) on the Internet and then send the informa-
tion to users.
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OWNEofthe more remarkable features of the Internet is the way it lets you use the resources ofa distant
computer somewhereelse in the world. From your own homeoroffice, you can log onto another computer,

issue commandsjust as if you were at that computer’s keyboard, and then gain access to all the computer's

resources. You do this with an Internet resource called Telnet. Telnet follows a client/server model, which

means that you run a piece of software on your own PC (the client) to use the resourcesof a distant server

computer. This distant computeris called the host.

The host allows many clients to access its resources at the same time;it isn’t devoted to a single user.

To use Telnet and the host’s resources, you must know the address of the Internet host whose resources you
want to access.

Whenyou use Telnet, before you can take over che resources of a Lost computer you typically lave to

log onto the host. Often, you can use the name “guest” to log on. Somesystems require that you also give

information about yourself, such as your name and address. And some might require that you choose a user-

name and a password that you will use the next time you log in.

You can access many hosts on the Internet by using Telnet. They are all different computers, so many of

them don’t work or look alike. For example, some might be Unix-based systems, some might be NT-based

computers, and some might be Macintoshes,as well as a variety of other computers, and they all work and

look different from one another. As a way to make things easier, many hosts use a menuing system that gives

you access to their resources.

Telnet gives you a way to use those menuing systems by using somethingcalled terminal emulation.It lets

you use your computer to emulate the type of keyboard and computerthat each ofthe different computer

systems expect. Different computers often require different kinds of terminal emulation, but one common

kind is called VT-100 emulation,so if you use Telnet software andtell it to use VT-100 emulation,that’s a
safe emulation to use.

Telnet clients are available for all the major operating systems, including Linux, Unix, Macintosh, and

all versions of Windows.If you use an Internet shell account instead of a SLIP/PPP connection, you'll

typically use a Telnet client by simply typing the word Telnet followed by the Internet address of the

computer you wantto access. For example, if you wanted to gain access to a computerrun by the federal

governmentcalled Fed World that lets you access a great deal of government information, you’d type

Telnet fedworld.gov.

A Windows- or Macintosh-based Telnetclient is easier to use than a DOS- or Unix-based Telnet client

because the former remembers hostnamesfor you. With clients, you can often keep an address book of host-

names so you caneasily revisit them.
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Understanding Telnet
To use Telnet, you need to know the Internet
address of the host whose resources you
wantto use; your Telnet client contacts the
host, uslng Its Internet address.

PC Running
Telnet Software

192

y,

b Whenyoucontact thehost, the distant computer
and your computernegotiate w they will com-
municate with each other. They decide which termi-
nal emulation will be used. Términal emulation

determines how your key rd wilftransmit infor-
mation to the distant computer and how informa-
tion will be displayed on your screen. It determines,
for example, things such as howcertain keyslike

the backspace keywill work,WT-1 is the most
commontypeof terminal emulation. 
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Ei Whena client and a server communicate, they use the Telnet protocol. The Telnet protocol assumesthat

each end of the connection—theclient and the server—is a network virtual terminal (NVT). Each NVT has a

virtual “printer” and a virtual “keyboard” The keyboard sends data from one NVTto the other. When you
type text on your keyboard, you're using the NVT

Network Virtual Terminal—Keyboard. The printer is not really a printer at Network Virtual Terminal
all—it receives and displays the data on the com-

Printer puter screen. Whena distant Telnet connection Printer
jisplay it on your screen,

isplays the information.

—
Keyboard Keyboard

  
3 Typed text in a Telnet session accumulates in a buffer on your computer. When a complete line of data

is ready for transmission, or when you give a commandto transmit data (such as pressing the Enter
key), the data is sent across the Internet fram your NVT keyboard. Along with the data is the host's IP
address, which ensures the packet is sent to the proper location.

To: fedworld.gov

 Nee from: 137.42.9.68  
5 Your IP address is also sent, so that information can be routed backto you. Additionally, specific Telnet

commandsare sent that the other NVT usesto decide whatto do with the data or how to respond to
the data. For example, when data is sent from one NVTto another, and certain information must be
sent back to the originating NVT for a process to proceed, the Telnet Go Ahead (GA) commandis sent.

Gg The Telnet host receives the data you've sent. It processes the data and returns to your screen (your
NVTprinter) the results of using the data or running the commandonadistant computer. So, for exam-
ple, if you type a series of keys with the letters dir and press Enter, the distant computer carries out the
dir command. That computeralso returns to your screen the dir commandandsendsthe results of
running that commandonthedistant computer.

 
kd Because packets must go through manyInternet routers in each direction between your computer and

the host, a delay might occur betweenthe time you send a commandandthetime you seethe results
on your own computerscreen.
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 « of the most popularuses of the Internet is to download files—thatis, transfer files from a computer

on the Internet to your computer. Thesefiles can be of many types: programs that you can run on your own

computer; graphics you can view; sounds and music you canlisten to; or text files that you can read. Many

tens of thousandsoffiles are downloaded every day overthe Internet. Frequently, using the Internet’s File

Transfer Protocol, commonly referred to as FTP. You can also use FTP to upload files from your computer to

another computer on the Internet.

FTP, like many Internet resources, works on a client/server model. You run FTPclient software on your

computer to connect to an FTPserver on the Internet. On the FTPserver, a program called an FTP daemon

(pronounced “demon”) allows you to download and uploadfiles.

To log on to an FTDsite and downloadfiles, you tiust Lype in an account number (or username) and

a password before the daemonwill allow you to enter. Somesitcs allow anyone to enter and downluad

files, but an account number(or username) and password muststill be entered. Often, to get in, you use

anonymousas your usernameand your e-mail address as your password. Because ofthis, these sites are often

referred to as anonymous FTPsites. Some FTPsites are private and allow only certain people with the proper

account number and password to enter.

FTPis fairly simple to use. When you log on to an FTPsite, you can browse through the available files

by changing directories and seeinga listingofall the files available in each directory. Whenyouseea file

you want to download, use yourclient software to instruct the FTP server to send youthefile.

As the World Wide Web gained popularity, downloading software became eveneasier. You can use your
Web browserand click links to files. Behind the scenes, FTPis oftenstill downloadingthe files. FTP

remains the most popular way to download files from the Web and the Internet. The HTTPprotocolofthe

Web can be used for downloading files from the Web, butit’s not as efficient as FTP, so it isn’t used as fre-

quently.

One problem with downloadingfiles over the Internet is that somefiles are so large that it can take a

tremendous amountof time to download them;especially if the connection is made via modem. Even at

56Kbps, downloadingfiles can be slow. As a way to speed upfile transfers and save space on the FTPserver,

files are commonly compressed, or shrunk in size using special compression software. Many different meth-

ods are used to compressfiles. Depending on thefile type, files are usually compressed from 10%—50%. After

downloadingthe files, you'll need to run the compression software on your own computer to decompress the

files so you can use them.
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How an FIP Session Works

FTP, like many other Internet services, runs on a client/server model. To use it you'll
needclient software on your computer. To begin an FTP session, run the FTP client suft-
ware and contact the FTP server from which you want to downloadfiles. You can get
FTP clicnt software in hundredsof places on the Internet, such as ZDNet Downloadsat
www. zdnet.com/downloads. A command-line FTP program is also included on Windows-
based computers, but is much harderto use Lhan these FTPclients.

ftware archives
‘specific, Gq Large mirror sites1 ame:any homesites

PersonalFIP Sites  

Please Log In

BI The FTP daemonruns on the FTP server. This
daemonhandlesall FTP transactions. When an

FTP client contacts a server, the daemonwill ask

for an account number(or username) and pass-
word. Many FTPsites let anyone log on lo them
to downloadfiles and software.This is called

anonymous FTP. With anonymousFTP, you
often use anonymous for your account number
and your e-mail address for your password,
Note that some FTPclients will automati-

cally log on to the FTP server for you
when you connect so you won't be
asked to log on.

Command Link
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User Account: Anonymous Password: Swordfish@sf.com

‘
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¥v 7 A a FIP Server
Vv ” s 2 3|Whenyoulog on to

s the FTP server, a connec-
Vv ui tion called a commandlink is

opened up between your com-
puter and the server. Your computer

usesthis link for sending commandsto
the server, and the server usesthis link

for sending messages and information
back to your computer.
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When you wantto changedirectories
on the FTP server, your client soft-
ware sendsaninstruction to the FTP

daemonusing the commandlink.
The daemon changesdirectories and
then sendsbacka listing of files on
that directory via the commandlink.
On your client software, you'll see a
listing of files in the new server
directory. When you want to down-

a load a file, the request is issued over
the commandlink.

 
CommandLink

Send mgulttce aif
a

a

= Go When you issue a command to downloadafilo, you opon a
> second connection called the data connection (also called

the data link). This connection can be opened up in oneof
two modes: the ASCII modeor the binary mode. The ASCII
modeis used for sending text files and alters things such as
line feed and carriage return; the binary modeis used for
sending binary files and lets files through untouched.

Data Link

Sending File Alice.zip

p > & _ |

ay. yl. <~ ~g
Command Link

 
G Thefile is downloaded from the

server to your computervia the
data connection. After thefile is

downloaded, the data link

closes automatically.

 
¥

v
¥

CommandLink 7 When thefile is downloaded andthe datalink
closes, the commandlink stays open. You can
then changedirectories or download more
files. After you’re done, log off and the com-
mandlink closes. You‘re no longer connected

Log meoff. to the FTP server. 
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How File Compression Works
Compression programsuse a/lgorithms—complex mathematical formulas—to shrink files.
In the first step in the process, the algorithm examinesthefile to be compressed and looks
for repeating patterns of data.

token£

tokenB
ey Whenthe algorithm finds patterns

of data that repeat, it replaces the
patterns with smaller tokens. Ina
file that has many repeating pat-
terns, many tokensare used to
replace data so the compressedfile
is much smaller than the original
file.

 

 
 

tokenJUncompressed
File

tokenNV

tokenA
[a,b3~q,]+c4~cosineb—I4

token£
File Analysis

~ 32,196 «token A

Compression 7 - 254 » token ‘
Software 73 * token C 2

“1,093 «8

Compressed
File "

tokenA
EI A headercan also be addedto thefile as

it is compressed. This headercontains
information aboutthefile, such as the

filename, the file size, and the compres-
sion method used. This information is

used to help reconstructthe file whenit
is uncompressed.

tokenT

  
bd File extensions, the letters

that appear after the period Usually MS-DOS
at the end of a filename,tell

you whetherand howa file
is compressed.

File.pak File.arj File.zoo

File.zip File.1zh File.pak
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  4 Some compression
software, such as

PKZIP for the PC, can alsc
archivefiles by combining
several compressedfiles.
The Unix command Tar can

also combine manyfiles into a
single archive.

5 Whenyou wantto use a compressed
file you find on the Internet, transfer
it over the Internet to your computer.

 
Gg To usethefile, you'll need decompression

software on your computer. The decom-
pression software looksinto thefile’s
header and examinesthe tokensin the

file. The decompression software uses a
decompressionalyorithm to reconstruct
the original file which you can then use on
your computer.
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 much information is available on the Internet, but there is so little organization to the Internet thatit
:

can seem impossible to find the information or documents you want. A numberofsolutions have sprung up

to solve the problem. The two most popular ones are indexes and search engines.

Indexes present a highly structured way to find information. They enable you to browse through informa-

tion by categories, such as arts, computers, entertainment, sports, and so on. In a Web browser, you click a

category, and you are then presented withaseries of subcategories. Under sports, for example, you'll find

baseball, basketball, football, hockey, and soccer. Depending onthesize of the index, several layers of sub-

categories might be available. When you get to the subcategory you’re interested in, you are presented with

a list of relevant documents. To get to those documents, you click the links to them. Yahoo!

(Llp: //www. yahoo.com/) is the largest and most popular index on the Internet. Yahoo! and other indexes

also enable you to scarch by typing words that describe the information you’re looking for, You thenget a set

of search results—links to documents that match yoursearch. To get the information, you click a link.

Anotherpopular way offinding information is to use search engines, also called search tools and sometimes

called Web crawlers or spiders. Search engines operate differently from indexes. They are essentially massive

databases that cover wide swaths of the Internet. Search engines don’t present information in a hierarchical

fashion. Instead, you search through them as you would a database, by typing keywords that describe the

information you want.

There are many popular Internet search engines, including Google, Lycos, Excite, and AltaVista.

Althoughthe specifics of how they operate differ somewhat, generally they are all composed ofthree parts:

at least one spider, which crawls across the Internet gathering information; a database, which containsall

the information the spiders gather; and a search tool, which people use to search through the database.

Search engines are constantly updated to present the most up-to-date information, and they hold enormous

amountsof information. Search engines extract and index information differently. Some index every word

they find in a document, for example, and others index only the key 100 words in each document. Some

index the size of the document; some indexthe title, headings, subheadings, and so on.

Additionally, each search engine returnsresults in a different way. Some weigh the results to show the

relevance of the documents; some show thefirst several sentences of the document; and someshowthetitle

of the document as well as the URL.

Manysearch engines and indexes are on the Internet, each with its own strengths and weaknesses. ‘lo

cast the widest possible net when looking for information, you should search as many of them as you can.

The problem is that doing so is too time-consuming. So a type of software called meta-search software has

been developed. With this software, such as Copernic, you type a search on your own computer. Thesoft-

ware then submits the search to many Internet search engines and indexes simultaneously, compiles the

results for you, and then delivers the results to your computer. To visit any resulting site, just click the link,

the same as if you were on an index orasearch enginesite.
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Database

Ei The indexing software receives the documents and URLs from
the agent. The software extracts information from the docu-
ments and indexesit by putting the information into a database.
Each search engine extracts and indexes different types of infor-
mation. Some index every word in each document, for exam-
ple, but others index only the key 100 words in each; some
index the size of the document and the numberof wordsin it;

someindex thetitle, headings and subheadings, and so on, The
kind of index built determines which type of searching can be
done with the search engine and howthe information will be
displayed.  
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Ga Whenyouclick a link to one of the documents that
interest you, you’re sent straight to that document. The
documentitself is not in the database or on the search

enginesite.

5 The database is searched, based on
the criteria you've set. Results are
returned in HTML pages. Each search
engine returnsresults in a different
way. Some weighthe results to show
how relevant the documentis to your
search; some showthe URL, as well
as the first several sentencesof the

document; and some showthetitle

a of the documentand the URL.

 
   
 

E When youvisit a search engine and want to
searchthe Internet for information, you type
words on a Web pagethat describe the infor-
mation you wantto find. Depending on the
search engine, more than just keywords can

be used. For example, you c search by date
nd hearer withs search engines.

Server
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How Meta-Search

Software Works
Meta-search softwareis software that

sits on your computer and enables you
to search through manyInternet search
engines simultaneously and to view and
use the results. When you wantto search
for something on the Internet, you type
descriptive words or a search term into
the meta-search software.
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 resultsof the search, ranking each hit by the likelihood thatit contains the information
. you requested.It figures out the ranking by examiningthetitle of the site found, the

Results headerinformationin thesite, and the words on the site.
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Bi The meta-search software sends
many “agents” out onto the Internet
simultaneously—depending on the
speed of your connection, usually
from 4 to 8, but it can be as many as
32 different agents. Each agent con-
tacts one or more search engines or
indexes, such as Yahoo!, Lycos,or

="3
The search enginesreport the results of the search to each agent. The results

typically include the URLof each site that matches the search,and often a
summaryof infarmation found onthesite, the date the site was last updated,
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 The agents are intelligent enough

to know howeach search engine
functions—for example, whethera
particular engine allows for Boolean
searches (searching by using AND, OR,
andothervariables). The agents also
know the exact syntax each engine
requires. The agents put the search
terms in the proper syntax required at
each specific search engine and submit
the search—they don’t havetofill out |
forms, as users normally do at
search engines.
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aa You browse through the results

mo in the meta-search suflware.
Whenyousee a page you're
interested in, you double-clickit.
You then are sentto thatsite.
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{HE Internet has grown so quickly and its resources are so vast that we need help navigating aroundit.
We can now use special software called agents to help us access the Net’s resources.

Although there are a lot of technical definitions for agents, put simply, agents are programs that do your

bidding automatically. Many of them run over the Internet or on individual computers every day. Agents

can find the latest news for you and downloadit to your computer; they can automatically monitor Internet

traffic and report onits total usage; they can find you the best deal on the CD you wantto buy; they can

perform important Web maintenancetasks; and they can do far more. They are becoming so complex that

systems are being developed to allow agents to interact with one another so they can perform jobs coopera-

tively.

On the Internet, agents are commonly called spiders, robots (often shortened to “bots”), and knuwbuts,

among other terms. Those used tor searching automatically create indexes of almost every resource on the

Weband then allow people to search through those indexes to find things more quickly. Commonsearch

tools such as Lycos, Infoseek, and AltaVista use spiders in this way. This specialized use of spiders is discussed

in Chapter 32, “How Internet Searches Work.”

All these agents are software programsthat are invisible to the user. You just determine the task you

wantdone, and behind the scenes the agent automatically goes off and performs that task. A variety of

programming languages can be used to write agent programs.

Agents might well alter the way weall use the Internet in the future. Not only do they respond to our

requests, but they also “learn” from our requests the types of tasks and information that interest us. They

then go off on their own and perform those tasks and get that information, even before we make these

additional requests. As we use these types of agents more, they'll become even smarter and more efficient.

Robots and agents can cause problems for some Websites. For example, they can overload Webservers

by swamping them with too many requests in too short a time. That meansusers whotry to get access to

those Web pages will be denied access, or access will be exceedingly slow.

Another problem has to do with the way Web sites make money. Many Websitessell ads to support

themselves and charge advertisers based on the numberof pages that have been viewed. If many of those

pages “viewed”are in fact never seen by people and are instead accessed only by a computervia a robot,
both advertisers and the Website suffer.

Several ways exist to solve these problems and limit robot access. One way includescreating a file called

Robots.txt that describes the areas that are off limits to robots, which the robots would automatically read,

adhere to, and notvisit. Anotheris to use a technology that automatically detects whether a robot or a

humanhasvisited a page and forgo charging advertisers whenever robots visit.
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Agents on the Internet

 

 

(Gfweer

Weather

Politics
é

A simple Internet agent is one that gathers newsfrom a variety of sources while you’re not using your
computer or while you are using your computer for another task. News agents can workin several ways.
In the simplest example, youfill out a form saying which type of news you’re interested in and on what
schedule you want your news delivered. Based on that information, at preset intervals, the news agent
connects to newssites around the Internet and downloadsnewsstories to your computer, where you can
read them as HTML pages.

“Get best price”

sbest “t
Bi Shopping agents let you search throughall of the Internet for the best bargains. On the Web,youfil! out

a form detailing the product you want to buy. When you submit the form, the shopping agent launches
programsthat search through a variety of shopping sites and databases on the Internet. The agent
looks into the databasesof those sites and finds the best prices. It then sends back to you thelinks to
the sites so you can visit the sites with the best prices and order from there.

 
“Get best
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4 Whenrobots and spiders do their work on a remoteInternet site from whereoowerelaunched, they

can put an extra load on thesite’s system resources—for example, by swamping the serverwith too
many requestsin too short a time. Becauseof this, some system administrators are interested in ways
of excluding robots in certain circumstances, such as not allowing robots into certain Web directories.
A variety of ways have been devised to limit robot access, including creating a file called Robots.txt that
describes the areas off limits to robots, which the robots would read, adhere to, and notvisit. But there is

nothing that guarantees the robots mustadhereto this rule.It’s up to the good faith of the person writing
the robot to adheretoit.
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RESULTS * AeBad Links: 42 out of 714

Missing graphics: 12 out of 1142

x+

 Problemsidentified,

corrective measures suggested.

Create log file of all results?

Y-N 
EI Webrobots called Web maintenance spiders can perform important Web maintenance chores. On Web

sites, particularly large ones, very often HTML pagescan include Jinks that become outdated. in other
words,the object being linked to has been takenoff the Internet. Whenevera userclicks the link, an error
messageis sent. A Web maintenance spider can look at every link on every HTML page on a Website and
trace each link to see whether the linked objectstill exists. It then generates a report of dead links. Based
on that report, the system administrator can rewrite the HTML code, getting rid of the bad links.
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‘THEInternetis no longer a place that you visit with your computer and merely look at documents or
gather information—increasingly, it is an extension of your computer. You can now run programsthat

reside on the Internet rather than on your own computer, and tools have been developed that enable your

computer and the Internetto interact as if they were one large computer system. This allowsfor all kinds of

things never before possible: newstickers that flash breaking news; interactive games; multimedia presenta-

tions combining animation, sound, and music; and much more.

The three most important programming tools associated with Web technology are Java, ActiveX, and

JavaScript. Java, a computer language developed by Sun Microsystems, enables applications to be run from

the Internet—the sameas word processing and spreadsheet programsthat are run on your computer.It is

similar to the C++ computer programming language and is object-oriented, which means programs can be

created by using many preexisting components instead of by a programmerwriting the entire program from
scratch. Although most Java programs are run from the Internet, they don’t have to be and can be runjust

like any other type of program.

Java programs run inside your Web browser if you have a Java-enabled browser. Most browsers are Java-

enabled. When Java programsare run inside a browser, they are called applets. You don’t need to do anything

to run a Java applet. When youvisit a Web site that has a Java applet on it, the applet is downloaded auto-

matically from a Web server and then run automatically in your browser. Java applets can be run on any

computer, such as a PC, a Macintosh, or a Unix workstation.

ActiveX, a technology from Microsoft, enables Internet programmers to create programs—commonly

referred to as ActiveX controls or components—that can essentially turn the Internet into an extension of

your computer. Similar to Java applets, these controls are downloaded to your computer and run there. They

can do anything a normalapplication can do, in addition to interacting with the Web, the Internet, and

other computers connectedto the Internet. To run these controls, a browser that supports ActiveX, such as

Internet Explorer, is necessary.

Onebenefit of ActiveX controls is that they are written as components, which meansthey can be put

together, muchlike building blocks, to build larger and more complex applications. Anotherbenefit is that,

because you have already downloaded a component, you won’t ever need to downloadit again. So, when

you visit a page with a complex ActiveX application on it, you might need to download only a small portion

of it because you might alrcady have the other components on your computer.

JavaScript is a scripting language that is less complex and therefore mucheasier to learn than Java and

ActiveX. People without substantial programming experience can write scripts with JavaScript. It’s also an

interpreted language, which meansthat its commandsare executed by the browser in the order in which the

browser reads them.It’s commonly used for things such as creating drop-down boxes, navigationalaids, and

interactive forms,although it can be used for creating more complex applications, as well.
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How Java Works
Java is a compiled language, which meansthat after a Java program is written, the program must be run
through a compiler to turn the program into a language a computer can read. Java differs from other com-
piled languages, however. In other compiled languages, computer-specific compilers create distinct exe-
cutable binary codeforall the different computers an which the program can run. In .Java, hy contrast, a
single compiled version of the program—called Java bytecode—is created by a compiler. Interpreters on
different computers, such as a PC, Macintosh, or SPARC workstation, understand the Java bytecode and

| run the program.In this way, a Java program can be created once and then used on manytypes of com-

Conventional

Program

00101001001001 SU
10100100100108 UAUUWUu)
110001000001001 | WUE
DLOOLIETPOOOUN( (i Ah
01000010000100( Hiiwith

 
 

Java Program

{4000101001001 + WAL 
  

 
 OOLOLOO1OO1O01! MAAN!

00100010000010)J\UiN'ti! 
DIO1OOT 111/000

| 1010000106001

ULL

VUUUTUU

-

PC

Compiler

SPARC
Compiler

Macintosh
Compiler

Java PC
Compiler

Java
SPARC

Compiler

e

Java
Macintosh

Compiler

puters. Java programs designed to run inside a Web browser on the World Wide Webarecalled applets.
Java-enabled browsers contain

Java bytecodeinterpreters.
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3 Whenyouvisit a home page with a Java applet on it, the applet
downloadsto your computer. To run the Java applet, you need
a Web browser that has a bytecodeinterpreter that can run
Java applets. Many browsers, such as Netscape Navigator,
have theseinterpreters built into them.

After a Java pro-gram is compiled Gg The Java applet is run;
into bytecodes,it because it ee forani-
is put on a Web mations and interactivity,

: server, it Opens many other 
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verified, they are put into a

Sr restricted area in your com-puter’s memoryand run. By
‘4 putting the appletinto this

special area of your com-
puter, further care is taken

4|Because Java that no virus can harm
applets are pro- your computer.
gramsthat run on
your computer, theo-
retically they could
carry a virus justlike
any other computer ,
program could. To help
ensure that no viruses
infect your computer,

when a Java appletis &
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# r Gg After the bytecodes have been
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computer, the appletfirst =
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bytecodes can be run
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“ First, a programmer creates an ActiveX cotI A varietyof' i programming tools can be used to creato oBtrolehs,such as

' ,  y Visual Basic or the C programming =reamAcontrol canbe[. as tormplex as a program that checks uter f + vituses
f and then eradicates them, or as simple owing‘aWebsitein an outline view. After the control is created,ititisposted onaWebserver, and informalabdut the controlis codedintothe

Webpagethroughuse of the HTML <object> tag.
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3|SomeActiveX controls need more
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than a single control to work. In that
event, the HTML page contains multi-
ple references to ActiveX controls
needed to run the control on that page.
The controls can be located on the

sameserver, on a different
server on the same Web

site, or on anothersite
and server on the
Internet.
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£3 Using the information in the <object> tag, the browserstarts to down-
Ps load the ActiveX controls. If you have set your browserto a certain

ae level of security, you get a message asking whether you want to
- download the control. Ta enstire even more security, ActiveX controls

can be digitally signed bya digital certificate authority, such as
VeriSign. | his signing assures you that the control you want to run
waswritten by the person to whomit is attributed. If a problem occurs i
with the control, you will be able to contact that person. 
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ActiveX Control

If you have low security set on your browser,orif
you give the okay to download the control, the con-
troj and its related ActiveX controls are downloaded

to your computer. Some of the controls already might
be on your system, so you won't need to download them.
After the control is downloaded,thefile is decompressed(if it
was compressed), information aboutit is put into the Windows
Registry, andit is installed on your computer. The control then runs.
An ActiveX control can do anything any other program can do.It can
interact with your computerand with any Internet resource, such as the
Web,FTP, Telnet, or virtually any other Internet resource.It can also
directly use the Internet’s TCP/IP protocols so that it need not ride on top
of another Internet resource.
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How JavaScript Works

JavaScript is an object-oriented language, which méansthat it works by manipulating objects on a Web
page, such as windows,buttons, images, and documents.It groups these objects into hierarchies, which
enables programmers to manipulate them moreeasily. It’s also an interpreted language, which means
that its commandsare executed by the browserin the order in which the browser reads them.
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Seeneenee b JavaScript commandsare putdirectly <HTML>
Window into the HTML file that creates a Web aati

page. Dependingonthescript being run,
Document the commandscanbeputinto several <SCRIPT LANGUAGE=

Elements placesin the file. Often, the commands “javascript”>
Button are put near thetop of thefile. Special <!--Hide Script from
Check Box codesset off the commands,alerting the older browsers
File Upload browser that they’re JavaScriptcom-  — | x rPassword mands. If the commandsare put before LUkL
Radio the HTML <body> tag at the top ofthefile,

_ the script can start executing while the
HTML pageisstill loading.

Saaseene EI The heart of the way JavaScript worksis to take
actions on objects. These actionsare called

window.open methods. Using this basic concept, JavaScript
then | can be used for a wide variety of sophisticated,
document.write interactive features, but we'll look at a simple
then script that opens a new browser windowto a
window.status= specified size, puts a specific Web pageinit,
“these are the times and namesthe window.In the basic syntax

that try men’s souls” of JavaScript, first the object is named,
then and then a period appears, followed by the window.open

action taken on the object—the method.
So, the commandto open a new window
in JavaScript is window. open. In this instance,
window is the object, and open is the method.
This command opens a new browser window.
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, How JavaScript Works

window.open (“http://
www.howitworks.com/

jscript.html",
CaeNCRoaAgCee
“height=1750,
width= 150") 

Ei You can add furtherinstructions to the window.open command. You do this by adding parametersafter
the command. Ouput all the parameters insideoneset of parentheses, put each individual parame-
ter insidequot tionm ,and then separate the parameters by commas. So, the command
window. ope cee -howitworks. om/j script. html", “HowJavaScriptWorks", “height=1750,width=150")

_* onghe Soet browse indow 1750 pixels high and 150 pixels wide with thei http: / /www owitworks.com/jscript. nee it.§ 4 ‘

 

Blank Window
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| you browse the Web for very long, you are sure to comeacross the term CGI, or Common Gateway
Interface. CGIrefers to the communications protocol by which a Web server can communicate with other

applications. For example, a CGI application, sometimescalledascript, is often used to enable Web users to

access databasesor to get information from forms people fill out. CGI can also be used to create agents that

do things such as check a Web site to see whetherit has any broken links.

Essentially, CGIis a standard way in which the Webinteracts with outside resources. Often, that outside

resource is a database. You’ve probably run CGIscripts many times without knowingit. For example,if

you've filled out a form on a Web pageto register to use a site and thenlater received an e-mail notification

with a password for you to use, you’ve probably run a CGIscript. In that case, the CGIscript probably took

the information youfilled in on the form and performed several actions on it, including putting the informa-

tion in a database, automatically creating a password, and then sending you mail.

CGI and CGIapplications are often confused. CGI applications receive data from the server and return

the data via the Common GatewayInterface. CGI applications usually are written in a programming

language called Perl (Practical Extraction and Reporting Language), although they can be written in C,

C++, Pascal, AppleScript, or others as well. CGIitself is a standardized means of communicating between

a CGI application and the HTTPserver. It’s the “doorway”of sorts through which the Web server sends

requests and the CGIapplication collects and returns data.

In the example of providing information on a Web page designed to accept user input, CGI performs

manytasks. First, you submit unique information—suchas a nameor e-mail address—to theserverfor

processing. Next, the server redirects the information to a CGIapplication thatis called by the form

“submit.” CGI scripts are activated by the server in response to an HTTP request from the client. Lastly,

a CGI application might send form data to another computer program,such as a database;saveit to a file;

or even generate a unique HTML documentin response to the user’s request. This is knownas an interactive

form.

In the illustration that accompanies this chapter, we’ll look at a CGI program that enables someone to
search a movie database for information.
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People whodial into the Website don’t need to
know programming to access CGI programs.
Instead, a programmerwrites a CGI program. A
numberof languages can be used for CGI, such as
C or C++, FORTRAN, Visual Basic, and AppleScript.
An application written in a programming language
such as C must be passed through a program
called a compiler before it can be run. The com-

Search
Database

Program

 piler turns the application into a language CGI can Compiler
understand. Other languages,called scripting lan- Program
guages, do not need to be compiledfirst. CGI
scripts tend to be easier to debug, modify, and
maintain than compiled programs so they are used
more frequently. Perl is probably the most popular
Janguage used for writing CGI scripts.

Complied
Search
Database

Program

On theT
Infor

ey After the program is written and compiled, or the script is
written, the program is put into a special directory on the
Webserver, such as /cgi-bin, whereall the CGI programs
are stored and maintained. The person in charge of the
Webserver determines which directory should hold CGI
programs. If someone writes a program and doesn't putit
in the proper directory, it won't run. This is a security fea-
ture. If there were manydifferent directories people could
use to store and run CGi programs, keeping track of them
all would bedifficult, and someonefrom the outside could

create and post a program that could be dangerous to the
software that's already there.  
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Gg The CGI program receives the data from the database and for-

mats it in a way that will be understandable to the user. For
example, the program might take the information and putit
into HTML format so the user can read it using her Web
browser. The CG! program sendstheresults in
HTML format to the user, who displaysit in
a Web browser. The user can then

access that HTML page. She can
click links to visit other

pages,print pages, an
view graphics and
multimedia
files.

 
 
 
 

 
 

5 The CGI program contacts a database
and requests the intormation the user
is looking for. The database sends the

information to the CGI program. The Whenyouvisit the Website andclick
information can be in a variety of for- the URL, the CGI program is launched.
mats, such as text, graphics, sound If the CGI program allows you to search
and videofiles, and URLs. a database, for example, it sends a

form in HTML format. You thenfill out

the form detailing what you wantto
find. When you finish the form and click
Send, the data from the form is sent to

the CGI program.
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 the most dramatic and remarkable part of the Internet is the multimedia con-
tent and entertainment you can find there. You can listen to music, sound clips, and live radio
stations from your computer. You can share your favorite music files with others all over the
world. You can watch astronauts live while they’re on the space shuttle. You can watch video
clips of the news and other events. And you can even have live videoconferencing with
people from all over the world.

You can do all that with the Internet’s audio and video capabilities. You won’t need
specialized hardware and software to do it—and in many cases, you won’t even need a very
high-speed Internet connection. An ordinary dial-in connection to the Internet will do,
although the sound and video quality will be better at higher speeds. And you'll only need
free or inexpensive software, and a sound card and speakers that ship with most computers,
or that are available separately.

TheInternet’s multimedia capabilities go beyond mere playing of audio and videoclips
and listening to Internet radio stations. You can participate in virtual worlds and join in
virtual chat sessions in which you build your own online persona, called an avatar, which
communicates with other avatars. The Internet enables the creation of remarkable online

multimedia content, combining animation, sound, and programming via technologies such
as streaming audio and video, Shockwave, and MulticastIP.

This section of the book discusses how every aspect of multimedia and entertainment on
the Internet works. Chapter 36, “How Music and Audio Work on the Internet,” covers audio
and music. You'll see how audiofiles are sent to your computer and played. You'll look at how
streaming audio works in detail. Streaming audio enables you to play sounds and music on
your computer while the audio file is being transferred to your computer, so you don’t have to
waitfor the file to download.

Chapter 36 also looks at the hottest new type of music on the Internet—music that can
be downloaded and then played on a computer using a format called MP3. MP3files are near-
CDquality soundfiles, yet are small enough so they easily can be downloaded. This chapter
also shows how Internet radio broadcasting works. Increasingly, radio stations broadcastlive
over the Internet so you can listen in using special software or just your browser. Many of
these stations are Internet-only stations that broadcast only online, although manyreal-life
radio stations around the world also broadcast over the Internet.

Chapter 37, “How Napster and File Sharing Work,” looks at one of the most controversial
uses of the Internet—the way music files can be shared with others. It shows you the inner
workings of Napster, thefile-sharing software that enables anyone to download their favorite
music from other music lovers.

Chapter 38, “How Video on the Internet Works,” details how video works. You'll learn
how streaming video works, which (like streaming audio) lets you watch a video whileit is
being downloaded to your computer. Today, you’re able to watch news broadcasts, music
videos, and evenlive launches of the space shuttle through streaming video technology.

Chapter 38 also examines videoconferencing. Videoconferencing enables people from var-
ious parts of the world to see each other and talk to each other—all through their computers.
The voices and images are transferred over the Internet.
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In addition, Chapter 38 coversa lighter topic: how NetCams work. NetCamsare cameras
on the Internet that broadcast a photograph ordigital animation at regular intervals.
NetCamsareall over the world, from the top of Pike’s Peak to the streets of Hong Kong.

Chapter 39, “How Multicast IP and the MBone Work,” looks at Multicast IP and the
MBone. Multicast IP is a technique that enables videos to be broadcast to many thousands
of people simultaneously, without clogging up the Internet’s backbone. And the MBoneis a
high-speed Internet backbone used for transmitting Multicast IP video across the Internet.

Chapter 40, “How Virtual Reality Works,” examinesvirtual reality. Virtual reality enables
the creation of virtual worlds—3D creations on the Web through which you can walk orfly,
interacting with your surroundings. As the bandwidth of the Internet increases, these virtual
worlds might become increasingly popular.

Finally, Chapter 41, “Animation on the Web,” looks at some of the most popular types
of animation technologies, from the very simple to the very sophisticated. You'll learn how
client pull and server push technologies enable the easy creation ot simple animations. You'll
also look at Shockwave, an extremely sophisticated way in which animation, audio, and
other types of interactive technologies can be used to create powerful multimedia presenta-
tions on the Web. You’ll even learn about the newest and most powerful kind of Web
animation—Flash—which goes several steps beyond the capabilities of Shockwave.
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 CUNDi voices, and music are now an everyday part of the Internet. Through the Internet, you can
listen to radio stations, interviews, music, sound clips, and much more.

You can listen to all this music and sound by downloading audiofiles—files that have been digitized so

that a computer can play them. You'll find many musicfiles and soundclips in a variety of sound formats
online. Each of these formats has a different extension associated with it, such as .WAV, .MP3, or .AU. To

play these files, you’ll first have to download them and then have audio-player software play them on your

computer. Netscape and other browsers have someofthese software players built in, as do many operating

systems. For additional formats, you'll have to find and downloadthe player and then configure your browser

properly to play the files—or run specialclient software that can play them.

Mostsoundfiles tend to be quite large—even after being compressed. For sume Lypes uf suuud files, you

won’t beable to listen to them until you download the entire file, and this can take quite awhile.

Downloading a soundfile that has less than a minute of sound in it may take 15 minutes.

A far better and neweruse of audio on the Internetis called streaming audio. It handles audio in a much

more clever way. With streaming audio you don’t have to wait until the entire audio file is downloaded to

playit. Instead, you listen to the audio while it downloads to your computer. A variety of technologies allow

for streaming audio. For all of them, you'll need to have the proper audio playerfor each specific kind of

streaming audio. This chapter looks at the most popular audio streaming technology, called RealPlayer.

Other kinds of streaming technologies exist, such as that used by the Windows Media Player. However,all

streaming technologies work similarly.

Oneproblem with streaming audio is that the sound quality generally isn’t nearly as good as a music CD.

However, MP3, a popular kind of audio file type, offers CD-quality audio. Furthermore, the MP3files them-

selves aren’t that large—usually less than 4MB or 5MBper song. With other kinds of computer music tech-

nology, these songs can take up 20MB and more. Technologies have been developed that enable MP3files

to be streamed so that you canlisten to them as they download to your computer. This technology gives you

the best of both worlds—high quality sound without having to wait for the wholefile to download.

Oneof the more intriguing new audio usesof the Internetis the ability to listen to radio stations from all

across the world. An increasing numberofradio stations stream their live broadcasts over the Internet, and

you can listen right from your browseror use software such as RealPlayer or the Windows Media Player.

Entirely new radio stations have sprung up that broadcast only over the Internet.
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How RealPlayer Streaming
‘Audio Works

Whenyou use your Web browser andclick a link to a RealPlayer sound clip an a home
page, the link doesn’t lead directly to a soundfile. Instead, yaur Web browser contacts
the Web server, which then sends a file called a Rea/Player metafile back to your
browser. This metafile is a small textfile that has the true location—the URL—ofthe

RealPlayer sound file you wantto play. The metafile also has instructionstelling yourJ Ave b browser to launch the RealPlayer sound player, which is required to play theclip.

 
 

Web Server

 
d

pe bi The metafile launches the RealPlayer sound
_.. Player, which contacts the URL containedin
| the metafile. The URLit contacts is not on the

Webserver; instead, it is on a different
RealPlayer server designed to deliver
RealPlayer soundclips.

 
5 The packets are sent to a buffer on the receiving computer. When the packets exceed the capacity of the

buffer, they,are sent to the RealPlayer player, which then plays the soundfile. RealPlayer allows you to
jump ahead.or back in a sound or music clip. When you moveto a different place in the clip, the
RealPlayer player contacts the server andtells it to start sending the file from that new placein theclip.
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4] The RealPlayerclip is compressed and encoded. The soundfile is

too large and takes too long to send and playif it is not compressed.
Theclip is sent in IP packets using the UDP (User Datagram
Protocol) instead of the Internet’s normal TCP (Transmission Control

Protocol), Unlike TCP, UDP doesn’t keep resending packetsif they
are misplaced or other problemsoccur. If packets have to keep
being re-sent, the sound player on the receiving end is constantly
interrupted with packets and can notplaytheclip.  

 
 
 

RealAudio
Server  
 

 

This damaged packet
will be discarded.  
 
 
 
 
 
 
 

 
 

 

EI The RealPlayer server and the RealPlayer
soundplayer “talk” to one anothersothat
the server knows at what speed the useris
connected to the Internet. If the connection

is a low-speed connection, a smaller
RealPlayerfile is sent that contains less
data. This fife is of lesser quality thanafile
sent via a high-speed connection.If a high-
speed connectionis used,a larger, higher-
quality soundfile is sent. This provides for
better sound quality. —

28.8Kbps
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How MP3 Music

Files Work

One of the most popular waysto distribute music
on the Internet is through the use of MP3 music
files. The files use special algorithms that shrink
the size of the files while retaining CD-like qual-
ity. Before MP3 files can be posted, however, the
music has to be recorded. The music is recorded

no differently than any other kind of music and is
then put on a CD.

oi The music from the CD has to be convertedto
the MP3 format so that it can be posted on the
Internet. A typical way to convert the music is to
use a ripper—a piece of software that takes the
music from the CD and convertsit to MP3 for-

mat. The software uses special algorithms that
shrink the size of the file dramatically so that a
typical song is under 3MB andstill maintains
high quality. (In earlier kinds of PC music for-
mats, those files would be 20MB and more.)
This mix of small size and high quality is what
sets the MP3 standard apart from other Internet
music formats.
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Gg One issue with MP3files is that they can
violate an artist’s copyright—for example,
if the file was created and posted without
the artist’s permission. In some
instances, an MP3 player won't play an
MP3file if someone whodidn’t get the
artist’s permission rippedthefile from a
CD. in other instances,thefile will play,
but may contain copyright information
about the MP3file. However, in many
instances,the file can be played and
does not include copyright information.

3 When someone wants to down-
load the MP3file, he visits the
Website or FTP downloadsite
and downloadsthefile to his

computer.

[a After the file has been con-
verted to an MP3 format,it’s

posted to a site on the Internet
where people can downloadit. Web Server
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kA The MP3files can also be transferred from
~ a computerto a portable MP3 player—a

small audio device that can play music in
the MP3 format. The MP3files are stored

on a memorycard in the device and can be
erased or overwritten with new MP3files.

Gi After the file is downloaded,it
can be played with a special
piece of software called an MP3
player. Some software and
Internet servers can stream the

MP3file—play it while it’s being
downloaded. in most cases,
however,thefile is first down-

loaded and then played.
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How Internet Radio

Broadcasting Works
Two main typesof radio stations broadcast
over the Internet—traditional radio stations
that also broadcast over the airwaves as

well as Internet-only broadcasts. In both
instances, the radio station plays music,
news,or offers other kinds of broadcastsin
much the same waythat a normal radio
station does.
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b To be heard overthe Internet, the
radio broadcast needsto be altered

into a format that computers can read
and play. A numberof different for- El An internet server hoststhelive
mats exist—most notably RealPlayer broadcastin the RealPlayer or
and Windows Media Player. Software Windows Media Player formats.
turns the normal broadcastinto one or

both of those formats. (To get the
RealPlayer, go to ww.realnetworks.com.
For the Windows Media Player, go to
www. microsoft.com.)

232



233

 
 
 
 
 
 

 
 

G The client software now plays the
broadcastlive on the perg6n
computer. The broadcast be
controlled like a radio broadcast—
the sound can be lowered or

raised and, depending on the soft-

wareused, the cual of the
sound can be altered. Generally,
the higher the speed of the con-
nection between the PC agd the

Webserver, the higher theaudio
quality of the broadcast.

anitical iiaiMdtiaa

5 Whenthelinkis clicked, the client
software contacts the server. The

server sendsthe broadcast to the PC

in a steady stream.

“ah
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en someone wantsto listen to a

radio broadcast, he launchestheir

client software radio player, such as
RealPlayer. If he has Internet
Explorer 5.0 or higher, he can also
launcha radio toolbar that sits near

the top of the browser window.
From this toolbar, he can choose
radio stationsto listen to. To fisten

to a radio station, someoneclicks a

link in the player or in the browser.
He can alsovisit a radio stationsite

andclick a tink on thesite.
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 /Y once in a while a new feature or application takes the Internet by storm and notonly changes the
way many people use the Internet, but, at times, even changes the world beyond the Internet’s borders.

Several years ago that’s what Napster did. Not only did it change the way that many people used the

Internet, but it also threatened the multi-billion dollar music industry. Napster forever changed the way

people thought of and listen to music.

It did all this by putting into effect a very simple idea—letting people share their music with each other

over the Internet. Despite all the hype, technology, and lawsuits, that’s what it all comes downto.

People can makedigital copies of their CDs by using a piece of ripping software that can turn CD tracks

into digital files that can be played on a computer—most commonlyfiles in the .MP3 music format. Napster

isn’t a ripper. Instead,it lets people find music in .MP3 format by searching through the music collections of

thousands of other people. When someonefinds a song he wants, he can downloadit to his computer from

another person. Then he canlisten to that song on his computerby transferring it to an MP3 player and

listen to it there, or burn it onto a CD andlisten to the song in a CDplayer.

The music industry cried “Foul!” and brought Napster to court on copyright violations. Napster was

ordered to figure out a way to stop alleged copyrightviolations, while still allowing people to share music.

Thelegal and technical fights continue, and it’s unclear whether Napsterwill survive, and,if it does,
whetherit will remain free.

But no matter what happens,the genie is out of the bottle. Other software such as the Gnutella file-

sharing network—software that lawyers and judges can’t pursue—enables people to do the samething.

This kind of technology, which enables people to share files directly with one another, is called

peer-to-peer. Peer-to-peer has gone far beyond allowing people to share music—people can share any kind

offiles from spreadsheets to movies.

A whole new kind of application has sprung up in Napster’s wake: business peer-to-peer software. The

most notable example is called Groove—software that enables people in corporations to create their own

private workspace where they can sharefiles, messages, and software. Multi-billion dollar corporations have

already signed on andare using the software.Ironically, a technology that started as guerilla music-sharing

software mightfind fruition as a corporate Wiainislay.
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How Napster Works
f To use Napster, download and install ithw © errson yaur computer. After you've installed

Napéter, it compiles a database ofall the
music on your computer.
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Bi Whenyou connectto the Internet and launch
Napster, Napster contacts a Napster server.It
tells the serverall of the musie an your com-
puter, the location on your computerof that

ff music, and your name andIP address.

6 You choose the song you want to
download and from whose com-

puter you want to download. You
bypass Napster’s servers and
download the song directly from
the person’s computer.
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| Napster
puts this infor-
mationinto a data-
base. The databaseis

huge and contains this
information on every Napster
user currently online and
running Napster.
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B When you eer search for music,
type in the artist and song title for

which you're looking in Napster. F

BH The Napsterclient contacts the Napster
server. The server looks in its database

and finds the artist and song title for
which you're looking. The server then
sendsa list to you of every copy of
every artist and song and shows you
on whose computer you can find each.

 

 
  



238

 
238

 
How Video on

the Internet
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‘HE Internet began as a way for people to share text-based information such as e-mail, discussion groups,
andfile transfers. Today, however, the technology has advanced far beyond text. Currently on the Internet,

you can have video conferences in which youtalk live with someone and see them live on your computer

screen. You can use whiteboard applications that let you see and talk to other people at their computers, and

you can also work onafile together live on your computer screens. You can watchlive video footage of

astronauts from outer space. Plus, you can watch taped videos whenever you want—notwhena national

broadcaster says you must watch them.

To understand howall this works, you must understand three types of technologies. Thefirst is called the

MBone (Multicast Backbone); it’s a special Internet high-speed backbone capable of sending vast amounts of

information. Many video transmissions—especially live unes—are sent across the MBonc becauseofits high

bandwidth. Turn to Chapter 39, “Ilow Multicast IP and the MBone Work,” for more information on the
MBone.

The second technology is called streaming video. Streaming video solves a long-standing problem of

sending video signals across the Internet. Videofiles tend to be extremely large because they have so much

information packed into them. Because of that, sending video was never very practical—it could take hours

to send a single video file to someone’s computer. The person on the other end would have to wait until the

entire file was downloaded and then play it—andit might play for only a few minutes.

Streaming video solves the problem in two ways.First, it compresses the video file dramatically so it is

much smaller as it is transmitted across the Internet. Secondly, streaming video lets the receiving computer

start playing the video while thefile is being transmitted. So if you receive a streaming video file, you watch

the video as you receive it—nowaiting for the entire file to download. Streaming videofiles are not usually

live broadcasts. Instead, they are often files created ahead of time and then posted on the Internet. You can

watch the video by clicking its hypertext link. You need a special player to watch the video. A number of

ways exist to send streaming video across the Internet and watch it as it comes to your computer.

The third piece of technology is videoconferencing. It lets you use your computer to havelive videoconfer-

ences across the Internet. Videoconferencingis donelive, although the technology can also be used to

broadcast taped videos as well. NASA, the National Aeronautics and Space Administration, sometimes uses

the technology to broadcastlive from the Space Shuttle and also to broadcast taped videos about space

exploration.

Webcams,also called digital cameras, are anotherintriguing use of video technology. A Webcamis a

camera attached to the Internet that automatically broadcasts photographs of moving images at certain

intervals. Photos can be downloaded or browsed with your Web browser. There are hundreds of Webcams on

the Internet, sendinglive pictures from all over the world.
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| ~How Streaming Video Works
Streaming video réfers to video you can play Jive on the Internet—you don’t have to wait

‘ until the download is complete to see the video.Instead, you can play the video whileit
See __ is being sent to your computer.*

  
 

 

ital Video Input
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o Before the videofile is posted on the Internet, it is compressed
and encodedin a special codec (coder/decoder)—analgorithm
(mathematical formula) that compressesthe video to a small
size. This algorithm is required because withoutit, the video
file would be so large that it would take an enormous amount
of time to sendit across the Internet.

 

 

Compressed
Streaming
Video Files

 
 

User Datagram Protocol
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BE} Whenyou send a requestto see the
 
 
 
 

 
 
 

video by clicking an icon or a link ona
World Wide Web page, you are sending a
message from your computerto a server ask-
ing for the video file. The server sends thefile
to you in packets across the Internet, using
the IP protocol. It does not use the normal
Internet TCP, though. Instead, it uses the
User Datagram Protocol! (UDP). Unlike
TCP, the UDP doesnot constantly
check to see whether data has

beensent, so it results in a

more uninterrupted file
transfer.

 
 

By The video packets are sent to a buffer in your computer—an
area of memorythat ranges between 5KB and 30KB. The
server can tell by how fast the buffer fills up which speed
connection you haveto the server. At higher speeds,it
sends more video data and you get a smoother, more
lifelike video. At lower speeds,it sends less data,
which causesthe video quality to suffer.

GB Whenthebufferfills up, which takes onlyra
few seconds, a videoplayer is launched on
your computer. You can now watchthe video
on the player. As you watch thevideo, video
packetsarestill being delivered to your buffer.
Data from the buffer is continually sent to the
player so you can watch an entire video. When
all the video data has been sent, the video stops.
The videofile does not stay on your system; each
section of Lhe file is discarded-after itis played.
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How Videoconferencing Works
There are a variety of ways for people to videoconference acrossthe Internet.
Most require client software that enables people to send and receive video
and audia signals. Also involved are special types of server hardware and sult-
ware (somelimescalled reflectors) that host the videoconference and send the
signals to everyone connectedto the server.

 
 

  
 
 

 

yo a¥ideo Conference Software
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Bi Whenoneperson wantsto videoconfer-
ence with someoneelse, he uses client software to
log into a reflector. A reflector is an Internet computer that
hosts manylive videoconferences people can join. When you log
into a reflector, you can join any conference that exists. When some-

one is loggedinto a reflector, a signal goes out regularly
from the person’s computerto the reflector, telling

everyone connected to the reflector that
getee the personis loggedin and available

a videoconferer

 
 

 
 
 
 
 

c*i 
Ei To be a live participant in a videoconference,

you need a video camera and a microphone on
your computer, (Sometimes the microphoneis
built into the camera.) The camera converts

ee your video imageinto digital data. The client
4. | software then compresses and encodesthat

; “ r) data, enabling it to be sent acrossthe Internet.
If the data were not compressed and encoded,
it would be too large to be sent. 
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Gg You and the person
who waiils lu see

your image both
need the sameclient

software. The soft-
ware decodesthe

video imageanddis-
plays it as video on
the person’s screen.

“b% Bee
Sha

Go The video data is sent across the Internet
using UDP, which is moreefficient than TCP
whenyouare sending video data.

 

Sometypes of videoconferencing software also

provide a wayto videoconference without having
to go through a reflector. If you know the IP
address of someone whowants to videoconfer-

ence, you can connectdirectly to that person with-
out having to go through a reflector. in this case,
you can participate only in one-on-one confer-
ences rather than group videoconferences.

St
UDP Packets

 

gg As another wayof cutting

243

down on the amountof
data that needs to be sent

across the Internet, some
kinds of client software

send only part of the
screen and notthe entire

video image. They send
only the part of the image
that has changed. So,for
example, if someone
movesher head,it trans-

mits only the head moving
and not the background,
which hasn’t changed.

blotters’video
frame
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How WebCams Work

 

 

: Whensomeoneclicks the link, the picture is sent to her Web
browserand displayed. Some Webcamsappear to send live video
images, which means the Webcam image on your computer isn't

a photograph, but instead appears to be a moving image.In
fact, the “moving image” is a series of photographs sent

every few secondsthat give the illusion of movement.
Whenyouclick the link to the image, the images

automatically are sent to your Web browseras
the video camera updates them.
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A video camera is connected to a computeron the Internet. At
regular intervals, one frameof the video is sent to a computer.
It can be updated once every several seconds or once a day.

Video Camera

 

 
Bb The picture is sent to the computerattached to the Internet.

A video capture board or other hardware captures the
image by convertingit into binary format that computers
can read. Typically, the picture is converted into the JPEG
format—a graphics format that compresses the image while
still retaining a high level of detail.

 
Computer with
Video Input

E} The JPEG imageis linked to a specific URL ona
Web homepage.Thelink stays constant, even
though the imageitself changes regularly. That
means whenever someoneclicks the link, that

person sees the most recent picture that was
taken by the Webcam.

Web Server
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TO a great extent, the Internet oftodayis still in its infancy. Although multimedia elements can be found
on theInternet,it’s still largely made up of text andstatic pictures. These text and static pictures individu-

ally take up very little space—an entire Web page madeup of text andpictures, for example,is often only 50

kilobytes (KB) orless.

The Internet of tomorrow, however, will be made up of a wide variety of multimedia elements: sound,

video, animation, 3D objects, and more. Web pageswill becomeinteractive, and video-based shows might
be broadcast over the Internet.

All this will cause serious congestion on the wires and networks that make up the Internet.(Infact, at

times this congestion already occurs.) One more problem exists as well—there’s no practical way for broad-

casts to be sent out over the Internet becausethetiles clog up the Internet. Suppose, for example, Ural
someone wants to broadcast a telecast of a concert. Thesize of the file that contains that broadcast might be

50 megabytes (MB). Now imagine that 10,000 people want to watch the concert. That 50MBfile needs to

be sent individually to each of those 10,000 people. As you can imagine, that single broadcast could easily

clog entire sections of the Internet, which would prevent the broadcast from being delivered.

A potential answeris on the horizon, however, called the Multicast Backbone, or the MBone. The

MBoneis a high-capacity Internet backbonefor transmitting broadcasts using the IP multicast protocol. The

MBone enables broadcasts to start out as a single transmission instead of, for example, 10,000 transmissions.

Inside that single transmission are the addressesofall the people who wantto see the broadcast. Asthefile

is sent across the Internet, it eventually makes copiesof itself when necessary and delivers the broadcast to
the networks and individuals who wantto seeit.

Suppose that 100 people wantto see a broadcast of a 50MBfile. Fifty people who wanttosee it are con-

nected to the Internet via the WorldNet Internet service provider, 25 people are on a corporate network at

zd.com, and another 25 use the Internet Access Company Internet service provider. When the broadcast

goesout, it goes out as onesingle file, not 100 separatefiles. The file then splits into three parts: One part

goes to WorldNet, one part goes to zd.com, and one part goes to the Internet Access Company. After the

file is on each of those separate networks, it is delivered to the people inside the networks who wantto see

it. The key here, however,is that instead of 100 files of 50MBtraveling across the Internet—5 gigabytes

(GB) of data—only three 50MBtiles travel, or 1SOMBofdata. As you can see, Une MBonecan cut down

tremendously the amountoftraffic traveling across the Internet.
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How Multicast IP Travels

Along the MBone
The MBone (Multicast Backbone) is a high-speed Internet backbone
capable of sending live video and audio broadcasts.It’s a network
of host computers that communicate with one another using a
technique called IP (Internet Protocol) Multicast. An MBone multi-
cast begins whena video signal is digitized and compressed so

Video that it can be sent over the Internet. Without compression,the sig-
Gantera nal would be too large and take too long to deliver.

2|The compressed,digitized signal is sent in packets using the IP
multicast protocol instead of the Internet’s normal TCP protocol.
The multicast protocol enables the signal to be sent to a number
of sites on the Internet simultaneously. Normally, the Internetis
unicast, which means that each signal can be sent only to a single,
specific location.

 
IP Multicast Protocol MBone

OOOOOCOCOCCOSoO CO

3 A major advantage of the multicast protocolis that when
the video packets are sent—for example, from Europe to
the United States—they are sent only one time even
though they might be sent to many destinations.f

TCP would haveto send separate video: =
packets for each destination. The mult
cast protocol solves the problem by
putting information about the
many Internet destinations into
one packet. Later in the trans-
mission, the video signals will
be delivered to each of the
destinations.
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network that understands
the multicast protocol. ’

 
 

MBone &

{[P Multicast
Protoco! Tunnel

 
a The MBone understands the multicast protocol, but

most networks and routers on the Internet do not.

However, the MBone networkoften requires that
data travel along normal Internet routes. To soive the
problem, the MBonedata travels in tunnels through
existing Internet networks and routers. At one end of
the tunnel is a Unix workstation that runs software

called mrouted (multicast routing demon). This soft-
ware encapsulates the multicast protocol packets
inside normal TCPpackets. To the Internet, the data
now looks tike normal TCP packets, and the data can
be properly routed.
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IP Multicast
Protocol

6 Based on the address
information in the pack-
ets, the video informa-
tian is delivered to a
numberof different
hosts on the Internet.

individuals connected to

the host computer can
view the video andlisten
to the sound.In certain

applications, such as
teleconferencing or
whiteboard applications
in which people can
work together on the
samefile on both their
screens, users can

respond via video and
audio as well.
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 >: the Internet as a place where you could walk through three-dimensional worlds, pick up

objects, examine them, and go to other Internet locations by flying or walking through doors. Picture home

pages that were more than flat, two-dimensional surfaces that you could only read. What if you could be

inside them, just like you can walk throughacity or a building?

That’s the promise ofvirtual reality (VR) on the Internet. In fact, it’s more than just a promise—VRis

already here. You’ll find many virtual worlds you can explore on the Internet. You can walk through a giant

computer, explore bizarre art galleries, visit outer space, go to thesites of what seem like ancient ruins,

explore inside the human brain, and much mote.

Virtual worlds are created using a computer language called Virtual Reality Modeling Language

(VRML). This language instructs computers on how to build 3D geometric objects. Programmers atid atLists

use the language to build complex worlds from these geometric objects. A VRML wuild is created by an

ASCIItextfile containing VRML language commands—andforgreater realism, graphics files can be added

to this world as well. Because the virtual world is only an ASCIIfile, with perhaps a few graphicsfiles, it can

be downloaded quickly to your computer from the Internet, although some worlds with many graphics in

them can belarge.

Whena virtual world is created, it is posted on an Internet server. When you wantto visit that world,

you eithertype in its URL orclick a link to it, just as you do to visit any other location on the World Wide

Web. To display the virtual world, you need a program capable of displaying the world—either a separate

virtual reality browser, or morelikely, a plug-in player that configures itself to your normal Web browser.

The VRMLfile describing the virtual world downloads to your computer. This can take a few minutes,

or well over half an hour, depending on thesize of the world and your connection speed. Afterthefile is on

your computer, your CPU computes the geometry of the world, based on the VRML commandsinthefile.

Again, depending on thesize of the world and the speed of your CPU,this can take only a minute or two, or

up to ten minutes or more. After the world is computed, you can walk throughit, fly through it, examine

objects, and spin them. You canalso visit other virtual worlds or places on the Internet by interacting with
the world.

VR on the Internetis being used for far more than just creating virtual worlds people can walk through.

For example,it has been used to create views of the brain and of molecules. It has been used by astronomers

to show the rotation of molecular gas in a galaxy undergoing active star formation. Finally, as with every-

thing else related to the Internet, VR will be eventually used for things that today noneof us can imagine.

Despiteall its appeal, one major problem with VR worlds is that they can be very large. Because of that,

they can be very slow to load and interact with due to the current limited bandwidth ofthe Internet. As

bandwidth increases, those problems might eventually go away.
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How Virtual Reality Is
Created by VRML

Whensomeone wants to

create a virtual world, she
usesthe Virtual Reality
Modeling Language (VRML).
VRML lets people create 3D
worlds not by drawing
them, but instead by using
the VRML computer lan-
guage to describe the geom-
etry of a scene. VRML files
are much smaller than

graphicsfiles. VRML files
are simply text files that
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} Separator { t \ ‘
| DirectionalLight { .--?T ——

direction @ @ -1 # Light shining from viewer into scene \ .
} Z
PerspectiveCamera{

position -8.62.15.6
orientation -@.1352 -2.9831 -8.1233 1.1417
focalDistance 10.84

 

}
Separator { # The red sphere

Material {
diffuseColor1@@ #Red

}
Translation { translation 3 @ 1}
Sphere{ radius 2.3 }

}
Separator { # The blue cube

Material {
—/ = diffuseColor 91 # Blue

fA }
Transform {

translation -2.4 .2 1
rotation 11 .9

»
Cube {}
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Gg For greater realism and detail, graphics files can
be “painted” on virtual reality objects—for exam-
ple, to show paintings in an art gallery. When
these graphicsfiles are painted on objects, they
must be downloaded along with the .wrlfile as.

.gif or .jpeg files. When the browserdisplays NS
the virtual world,it shows those graphicsfiles _, ‘ :
on top of VR objects so they look like part of //
the scene. if

EH Objects in the virtual world can belinks
to sites on the Web,to other virtual worlds,

and to animations. So, for example, if you walk
through a door, you might be sent to a home

pageon the Internet or to anothervirtual world.If
you're sent to anothervirtual world, that virtual world

must be downloaded from a Weh serverto your computer so your
browser can compute the new world and you can interact withit.

f 

“fe Q Asthe file downloads, the VR plug-in is faunched.It doesn’t run
ie separately from your Web browser. Instead,it takes over your

\ Web browserwhile you're in the virtual world. After the file is
downloaded, your VR plug-in creates the virtual world by taking
the VRML commandsin thefile and having your computer com-
pute the geometry of the scene.After the computation is done,
the scene appears on your screen. The VRMLfile contains three-
dimensional information that enables you to “walk” or “fly”
through the scene using your browser. Depending on the com-
plexity of the scene, your computer might have to do computa- '
tions as you movethroughthe scene. 
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ANIM AT ION on the Web worksnodifferently than animation anywhereelse. Just like in a flip book,
animationis a series ofstill images displayed in succession to create an illusion of fluid motion. Thefaster

the frames advance, the more fluid the animation becomes. Unfortunately, the Web can be a very slow

place, and an animation that should run quickly often crawls across the screen unless special technology is
used.

A numberof different ways exist for creating Web animations, including client pull, server push, ani-

mated GIFs, and the Shockwave and Flash multimedia plug-ins. In client pull, an HTML pagegives the

browserinstructions to request and load another documentautomatically, similar to a slideshow. Web

pages are displayed one after the other with a specified time delay in between. This feature is useful for

step-by-step instructions. But clientpull is slowed by the need to load a whole pave rather thana single cell

of animation, which prevents theillusion of fluid animation.

Client pull requests are embedded within the HTTP response header of a Web pagethatthe server sends
back to the client. The <META> tag inserts meta-information into a response header. Meta-information helps

parse a Web page, but the browser does notdisplay it. A response header is the beginning of each HTTP

response that a server sends back to a client with the requested Web page.

Server push is a complementtoclient pull, although server push is the more complex of the two. Server

push requires a Common Gateway Interface (CGI) script that tells the server when to automatically serve a

new documentor image. It also requires the client browser to be capable of recognizing the MIME-type,

multipart/x-mixed-replace. This MIME-type enables multiple documents to be sent within one message.

To understand how server push works, imagine an e-mail message with text, hypertext, a digital movie, and

sound, You can see how multiple “documents” (media types) can be sent within a single message. The multi-

part message is simply a series of images that displays one image right after the other. The server sends, or

pushes, each image. In this way, a small animation can be embedded amongthe text and imagesof an other-

wise static Web page.

Animated GIFs are a series of graphical GIF images thatroll up into a single image—muchlike the flip

book seems to animate a series of drawings as you thumb through the pages. The animated GIFs load into a

browser just like any GIF file, however, they load inaseries to give the illusion of motion. Animated GIFs

have the benefit of speed because images are cached on the client PC and loaded from memory rather than

fromthe Internet. They represent an easy solution to adding motion to Web pages.

More complex multimedia animation has become possible using Macromedia’s Shockwave and Flash

plugs-in. Shockwave plays multimediafiles that are created with Macromedia’s popular Director and

Authorware programs, whereas Flash uses its own special tools. You mustfirst download andinstall

the Shockwave and Flash plug-ins before you can view any Web pages that have Shockwaveor Flash
animations.
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Web Works

Client Pull

Client pull is executed by the Refresh command. A refresh commandis 
written into an HTML documentusing the <META> tag. The contents

of the <META> tag are added to the header’s meta-information that the

server sends along with the HTTPresponse. Duringa client pull

sequence, the browser reads this header information thatinstructs it to

use your PC’s internal clock to keep track of the time elapsed between

pages retrieved. When the time has elapsed, the browser requests and

displays the next page.

   
 

 
 

 
 

 
  

 
 

 
 

   

refresh:5 refresh: 10 refresh:2 refresh:5 refr
http://www.server.com/ http://www.server.com/ http://www.server.com/ http://www.server.com/ http://wwy

fol fofolder/pageB.html falderpagec:html folder/pageD.htmi ider/pageE.htm folderip
ae

| PAGE E4 i
; | |

i
|
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Each pagein a client BE) If the next document 3|Whoeverwrites the The Refresh command does
pull sequence can be to load also has a HTML source code two things.First, it indicates
located anywhere on Refresh command can specify how the time before the next page

ea Web, The URLfol- in theheader, the long it will be until requestis sent or the same  

 
owingtheoany browsersimph therequestforthe  —_ page reloads. For example,

peeue ustra

rOollows.

A client pull sequence might continue for as manyor as few

| pagesasthe site designer wants. The last page will simply
not have a Refresh commandin the header. A user can stop

the process manually by clicking the browser’s Stop button.
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CHAPTER 41 ANIMATION ON THE WEB 243

Server Push

Server push is more complicated than clientpull,
Mie.

but it enables inline animation that does not require 
 
 

 
HTML PAGE an entire Web page to load each animation frame.

<HI>Page Heading

Chapter 1</HI>

<IMG SRC="http://

www.some.server/

The HTML source code for a server push anima-
tion is deceptively simple. The <Ima> (image) tag
references the animation justlike a static picture
or icon.

| animation.cgi>

<P> 2|; ;Whenthe browser recognizes the <Ima> tag,it
a Start body bene here... | makesa single request to the server fora file. But

rather than retrieving an imagefile, the HTML
reference tag <IMG SCR-URL> gives directions to a
CGI script that runs the animation.

Ei Whenthe request arrives at the server, the CGI
script is opened and executed. (Recall that a pro-
grammer mustwrite a CGI script—similar to
authoring other kinds of software.)

CGI SCRIPT

multipart/x-replace

file: frame| The CGI script takes advantageof the
multipart /x-mixed-replace MIME type. This
enables the CGI script to send, or push, a series
of still images from the serverto the client asif
it were transferring a single file. In this iflustra-
tion, the animation has four frames, and each

frame is a separatefile. Each new framethat
arrives at the client replaces the old one, which
givestheillusion of fluid movement.

-boundary-

file: frame 2

-boundary- Framesofanimation
file: frame 3

-boundary-

file: frame 4

etc.

— —= SS =

The server and client make one connection that is open for as
long as the CGI script runs. You can manually end a server push animation byclicking the browser’s Stop button.
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How Shockwave Works )
Thefirst step in a Shockwave animation happensin a multimedia-
authoring program such as Director or Authorware. An animation
designer must gather the raw materials, such asstill images,

music, an sound effects, necessary far a short and compellinganimation.

video
’ ripe

music pictures
sound eflects eTett ataLe

‘lined Internet Delivery
script RUSIC _

by The authoring program ty arp 4 Com A Next, the moviefile

 

 

 then helps arrange the
elements frame by
frame along atime
line. It also enables

the designer to match a
soundeffect with a

particular action in the
animation.

eo must be converted
; and compressedinto

a a small file that can

be quickly down-
loaded to a user’s PC.

Director Software
from Macromedia

 
Converts Director File

to ShockwaveFile

032 082 ———_—_—-032 ——]]
932 ————032

| 

  

et — Whenthisstepis
: done, the complete

animation is saved
BieooIS-O-Director or an

Authorware movie
 Ouzsisa—Oae
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WebServer

kA The
Shockwave

plug-in on
your PC
plays the
Shockwave
file asit

arrives at

your

computer.

 

 

Web Paga 5 Thefile is put onto a host
sire server and referenced by
aa the <EMBED> tag in Internet

= Explorer and the <oBJEcT>
tag in Netscape Navigator.

HTML
Web

Page

G To view a Shockwaveanimation, you must. have downloadedthe
ShockwavePlayer(a third piece of software from Macromedia)
to your PC's hard drive. After you’ve downluaded the playerand
requested a page that is “shocked,” the browser displays the text
of the HTML page, makes further requests for other graphics
referenced by the HTML, and downloads the Shockwavefile.

E} The Shockwave Player displays the final
product as an inline animation. The
player also reads any sound informa-
tion and simultaneously sendsit to your
PC's audio hardware. Shockwavecloses

whenit is no longer needed.
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How Flash Works
Flash is an animation program that enables designers,ta add animation, sound, and interactivity to Web pages.
Flash uses vector graphics instead of bit-mapped graphics. Vector graphics are mathematical descriptions of a
shape, while a bit-mapped imageis an actual pixel‘by-pixel representation of the image. Not only are vector
graphics smaller and more suitable to the Web because of reduced download time than hit-mapped images,
but, unlike bit-mapped graphics, they can also be zoomed in on without any degradationin quality.

Vector
Avo   

10x Magnification 10x Magnification

Sound FX:4, 3, 2, 1, 0 Sound FX: BLAST OFF! ‘Sound FX: zoooooom!
/ ‘,

By To create a Flash movie, a designerusestra-
ditional animationsechniques. He draws a >
picture in a frame, draws anolher picture
slightly different’than the first, then a third

Slightly different op the second, and so on.ae j i

 
 
 

  

 
ae j

 
 

   

j The art can change between frames wees effects and more!

3 f i, . o até A a .
These pictures are all places on a Flash timeline and are ne ie anoth pearing to move.Ieanil ator pasicontrclovasthe Sp¢ed at v E frameprin:sanates merate.
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Gg When someonevisits a site with an HTML ref-

erenceto the .swffile, the Flash movie begins
to play. If the person doesn’t havethe Flash
player, he is prompted to downloadit for free
from the Macromediasite. The movie begins
to play. A big benefit of Flash is that it streams
content, which meansthat the movie can

begin playing while the rest of the movie
downloadsin the background. This means
that Flash moviescanstart playing very
quickly evenif they are very long ones.ey, eo

8 is 28
 

Web Server
Web Browser

5 Whena designerfinishes making a
i movie, it is compiled into a file with an
i we -swf format and posted on a Website.

> Anyone whoviewsit needs a Flashplayer, which is available for free and
~ is bundled into many versions of

= browsers.

whe

» . Flash ~|*<
swf FileToolBar 

 3 The timeline is used not just for images, but for sounds as well.
To play soundsat specific times, the animator drops the sound
into the timeline. The Flash movie can also includelinks to Web

pages, JavaScript commands, and otherkinds of interactivity.
Again, all theseare droppedinto a timeline.
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 © Internetis no longera self-enclosed club with no connection to the outside world.It
has becomeintimately tied to the way welive and work,andit will become more so with
each passing year. At work, for entertainment, to get information, and to shop—theInternet
is increasingly becominga part of ourdaily lives.

The Internet might have its roots in the military and in academia,but its dramatic growth
has been fueled in large part by business and consumers. The Tuternet might become one of
the primary places in which businesses operate, and where hundredsofbillions of dollars in
goods andservices will be bought and sold every year. In fact, already billions of dollars are
spent every year in online shopping, and the use of the Internet has becomea wayoflife at
just about every business in the country.

Thousandsof businesses use the Internet to market andsell their products, and many
people buy things from home and from their places of business through the Internet instead
of at retail stores. You can use the Internet to browse through catalogs and make purchases
online; to buy andsell stock, mortgages, and insurance; and evento participate in online auc-
tions. Companies are figuring out ways not only to sell online, but also to hook those online
transactions into their internal computerandbilling systems.

This part of the book looks at the various ways the Internetis used for business and shop-
ping online. It covers how the Internet is being used by businesses as their primary corporate
networks and how business and commerce are being conducted onthe Internet every day.

Chapter 42, “How Intranets Work,” covers intranets. Intranets are private networks set up
by companies for their employees, using Internet technology. They’re used for many purposes,
including e-mail, group brainstorming, group scheduling, and access to corporate databases
and documents, amongothers.

Althoughintranets use TCP/IP networks and technologies, the network and its resources
are used only by the businesses and are not available to people outside the company.Intranets
are separated from the Internet byfirewalls that don’t allow unauthorized access to the
intranet. People who work in the company can access the intranet and useits resources,
but intruders are kept out by the firewalls.

This chapter also looks at one of the most important parts of an intranet—workgroup
software. This type of software ties together everyone in a corporation and enables them to
work together better. Among other things, it enables people to sharefiles and information;
to cooperate moreeasily on projects; and in general, to work together in ways never before
possible. It allows people to go beyond simply communicating and enables them to work
together on shared documents.

This chapter also examines a varicty of workgroup software. It covers messaging software
that enables people to publicly participate in group discussions. It also looks at whiteboard
software, which enables people to see what is on other people’s computers and work together
on documents. Several people could look at a spreadsheet together, for example, and one
person could mark up the spreadsheet while everyone else sees what is being done.
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Chapter 43, “Shopping on the Internet,” covers what has become one of the most popular
parts of the Internet—shopping online. Today, shopping on the Internet accountsfor billions
of dollars a year in revenue, and every year many morebillions are spent. In fact, you can’t
turn on your television set or open a newspaper or magazine without being confronted by
advertising for a variety of online shoppingsites. Although manyof the original shopping
sites have gone out of business, they’ve been replaced by the very businesses they expected to
supplant—existing retailers. So, today you'll find stores such as the Gap and Wal-Mart—so
called bricks-and-mortarstores, or bricks-and-clicks—with big online shoppingsites.

This chapter shows you what’s going on behind the scenes when you shop online.It
shows you how online shopping carts work—a technologythat lets you gather together goods
you’re thinking of buying into a virtual shopping cart and then go through a checkout with
them and payby credit card. This chapter also details one of the newer and moreintriguing
shopping technologies—eWallets. When you use an eWallet, you don’t need to put in per-
sonal and credit card information on the various sites where you shop; you justfill out the
information once, in your eWallet, and that information is automatically sent to the shop-
ping site when you want.Finally, this chapter covers one of the most popular ways to shop
online—buying at online auctions. Every day, millions of people buy andsell millions of
items through auctionsites, such as the popular eBay, and through a variety of auctions pow-
ered by technology developed by a companycalled FairMarket. You'll see, in this chapter,
how technology enables auctions to work.
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BUSINESSESincreasingly use Internet technologyto create private corporate networkscalled
intranets. These intranets are used for a wide variety of purposes, such as e-mail, group brainstorming, group
scheduling, access to corporate databases and documents, videoconferencing, and the buying andselling
goods andservices.

Intranets use TCP/IP networks and technologies as well as Internet resources such as the World Wide
Web, e-mail, Telnet, and FTP. However, the network andits resources are used privately by businesses and
are not available to people outside the company. Anintranet is separated from therest of the Internet by a
firewall—a hardware and software combination that prohibits unauthorized access to the intranet. People
who work in the companycan access the Internet and useits resources, but firewalls keep out intruders.
Turn to Chapter 44, “How Firewalls Work,” to learn more aboutfirewalls.

Intranets use a combination of off-the-shelf software, such as Web browsers, and customized software,
such as database querying tools. Because intranets are based on Internet standard protuvols,it will always be
possible to quickly update them with the latest in network technologies.

In the long term, companies will make the most use of intranets in workgroup applications—software that
enables people to work cooperatively with their computers. Many kinds of workgroup software exist. These
programs enable peopleto participate in discussions and videoconferencing across the country and across
the world, share databases, track documents, and much more.

The key to workgroup software is that it enables people to go beyond simply communicating andlets
them work together on shared documents.

Oneof the mostbasic pieces of workgroup software is messaging software—programs that enable people
to publicly participate in group discussions.

What makes intranet messaging software especially useful is the way it integrates with other Internet and
intranet technologies. For example, some discussion software allows the use of Hypertext Markup Language
(HTML) embedded inside messages. This means that from within a discussion, someone could embeda link
to a Web pageorother intranet resource.

A moresophisticated workgroup application is desktop videoconferencing. This application requires that
everyone involved have computer-linked video cameras as well as hardware and software that enables com-
puters to send and receive voice and sound. Whilesitting at computers, people can see and speak to one
another.

A related technologyis called whiteboard software. Whiteboard software lets people see what is on some-
oneelse’s computer on an intranet while sitting at their own computers. This means people on the same
intranet—whetherthey’re on opposite sides of the country from one another—caneasily comment on one
another’s work.

Document managementsoftware and workflow groupwareare useful for intranets in companies that
have complicated work procedures, or where many people must cooperatively put together a single
document. These types of software streamline the way that work flows through a company and enable
businesses to operate much moreefficiently.
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Using an Intranet Within
a Company

 
 
 

EJ Corporate databases with
important information
can be made available

over the intranet via Web-
based HTML documents

and searchtools. Typically,
searching those databases
will require the creation of
CGI scripts or Java pro-
grams. These databases
will be available only to cor-
porate employees,andlike
the rest of the intranet, the

firewall! protects them.

 
 

Anintranet is separated from the rest of the Internet
by a firewall—a hardware/software combination that
protects the corporate intranet from snooping eyes
and malicious attacks. The firewall enables corporate
employees to use the Internet and also enablescer-
tain parts of the intranet—such as areas designed for
electronic commerce—to be accessed by outsiders.

Corporate
Database Mail Server

Bi A key componentof an HX
intranet is an internal e-mail

system. The e-mail system
worksjustlike Internet
e-mail. IL can use normal

internet e-mail clients, but it
is designed to routetraffic
within an organization, so
the e-mail need nottravel

outside the intranet. internal
routers and mail servers

send the mail to other corpo-
rate employeesvia the
intranet. E-mail that travels

to and from the Internet

from the intranet must go
through thefirewall.

 
gi An intranet enables people to collaborate on their work electronically using groupware. Groupware enables

people to have online brainstorming sessions, schedule group meetings, work on documentsand plans
together, create common databases, and perform otherkinds of cooperative work.
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kA Corporations can enable customers
to buy goods and services from them
on the Internetby linking the corpora-
tion’s sales systemsto the Internet
through the intranet. Users can browse
through catalogs on the company’s pub
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2 intranet to submit bids for projects, send
invoices, and even receive electronic pay-

ment for services. Similarly, employees
of the corporation can order parts and

services from other businesses.

This is done via the Web,

which sends requests
through thefirewall

to the Internet.
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yiness locations, it can create
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videoconferencing—something
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the wider Internet.
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Yostcall Hybrid Engine‘A combination gas and
dectric engine with & i ny
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‘weight ratio while
still delivering unique

Document Sharing Blocked
(Document Opened By
Another User)

Discussion software enables people from within a corporation
to exchange workand ideas. Links to ulher intranet resources
are includedin the software. From within a discussion, people
can link out to a Web page on theInternetor intranet, or even
link into intranet databases, servers, or shared applications.
Additionally, software can replicate intranet discussions onto
Internet newsgroups. From one discussion area, people on an
intranet can hold discussions with people from within their
company or people out on the Internet.

Document managementsoftware and workflow groupware
enable intranet administrators to create systemsthat track

and control access to documents through every aspect of
their creation—for example, allowing only one personat a

time to check a document out of a

BUSINESS PLAN library. They can provide a version his-
areas tory of every documentso anyone can
aanee, see who has worked on a document
ahaan along with the changes that person
Becreiacae made. The administrators can also

give certain people the right to lock the
documentso no further changesare
allowed.
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Gg Whiteboard applications will
be a popular workgroup use of
intranets. In a whiteboard

application, two or more
people can see andtalk about
whatis on each other's com-

puter screens across the
intranet. Additionally, they can
mark up whatis displayed on
each other’s screens.

0 With intranet groupware, videoconferencingcanfinally
be a corporate reality. Desktop-conferencing software
enables two or more people to see and talk to each

other on their computer screens as long as they have
cameras connected to sound-equipped computers.

Becauseintranets can be built using very high
bandwidth connections, having a video-

conference across an intranet is possi-
ble, although doing so across the

Internet can be much morediffi-
cult because of the lower

bandwidth of the Internet.

H Groupware can allow for desk-to-desk chats. People cansit at their computers
and directly communicate with otherssitting at their computers by typing on
their keyboards. What one person typesat the keyboard shows up on

another person’s computerscreen and vice versa.
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Bi LLIOSofdollars are spent every year shopping on the Internet—andif think tanks and market
research firms are to be believed, that’s only the beginning. The Internetwill eventually revolutionize shop-

ping in the same wayit’s revolutionized working, getting information, and communicating.

Online shoppingis possible through the use of encryption techniques—theability to scramble information

as it’s sent through the Internet so that no one canread it except the intended recipient. Encryption is used

to scramble credit card information—the primary way that people pay when buying online. (For moreinfor-

mation about encryption, and to see how encryption works, turn to Chapter 48, “Cryptography, Privacy, and

Digital Certificates.” To see how encryption can keep e-mail private, turn to Chapter 16, “How E-mail

Works.”)

Most of what you see when youvisit a shopping site on the Internet is contained in databases on Web

servers. These databases have information about the products for sale at the site—and they're alsu used to

automatically generate the HTMLpages that make up the shoppingsite. So, for example, when a new prod-

uct becomes available, information about that productis put into a database, and CGIscripts and a Web

server then work with the database to create a new item on a Web page describing the product. You,in turn,

can look at that product and decide whether you wantto buyit.

Databases and cookies are also used when youuse virtual shopping carts—portions of a Web site where you

place items you’re considering buying. Before buying, you can take items outof the cart or can put new

items in. Cookies track everything you put into and take out of the cart, and then databases work with the

cookies, CGIscripts, and Web servers to complete the transaction when you want to buy something.

Web databases are also used to complete the shopping transaction when you buy. When you decide you

want to buy something fromasite, fill out a form, and send in yourcredit card information, that information

is sent to a Web database. The database, in turn, checks the validity of your credit card.Ifit’s valid, the

database sends a confirmation to you and then sendsoff an order to a warehouse or other distribution

methodthat ships the product to you. Databases can’t doall this by themselves—they work in concert with

CGIscripts, Web servers, and cookies.

This chapter looks at how online buying and virtual shopping carts work. This chapter also examines

one of the newer shopping technologies—electronic wallets, or ewallets. Finally, you’ll see how one of the

most popular kinds of buying sites work—online auctions.
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How Online Buying Works

Most shoppingsites are built on top of databases, so when customersvisit a Website
and browseor search for a product, they're actually searching through a database
that is searched from the Web.
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Monitors

bi When customers see a product they wantto buy, they'll
usually pay by credit card. Beforefilling out a form with
their credit card information, they’re usually sent to a
secure section of the Web site where encryption will be
used to scramble the data.
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order, and using CGI
scripts, the Web page
refreshes and displays
a page that the cu:

 
 

 

 
 
 

Ah iPoer.

¥ sites also follow

up by sending an
e-mail message.

ial After customersare in the secure area, f ll:
they fill out a form that includes a request . |for their credit card information. As they fill - =.
the formsout, their information stays on
their computers and isn’t yet sent out over
the Internet.
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[4 When theform is filled

out, the customer
clicks a Submit

button, or

something
similar, to send
the informa-

tion from the
customer's

ttalta tosecure tr Cc

tion server. As

the informa-
tion is sent out
over the

Internet, it’s

encrypted so that
it’s nearly impossible
to read, except by the
site itself.

fy

5 The transaction server receives the encrypted infor-

Transaction Server

 
 
 

 
 

 
  

mation and decryptsit. It then checks with the credit
card companyto ensurethatthe card is valid and
can be used, in a similar way to howa retail
stores checks that your cardis valid, except
thatit’s usually done overthe Internet. .

—

br The transaction server sends
an order to the warehouse or

other designated areathatfills
the order, and the order is

 
Ok to ship completed as any other order
the goods. is, by shipping via the mail or

_ express mail service.
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Shopping Carts Work

===

How Online

“= b Whenthe person completesthe registration form,it’s
= sent to the Web database. The database creates a

record for that person and sends the person a cookie—
a small piece of data that sits on the person’s hard disk
and can be usedto identify that person.
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‘comestra. coe/regtstration, hem

 
 

a a =The Webserverin turn writes a new piece of data to
the cookie, which identifies the item that the person
wantsto put in his shopping cart. More than one item
can beput in the shopping cart in this way.

 
 
 

 
Ready :

5 Whenthe personis ready to check
out his items, he goes to a Web
page containing his shopping cart.
When he goesto the page,the
cookie tells the Web server what

items to display on the page.  
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Before a shopping cart can be used, a person must
register with thesite byfilling out such information
as name, address, and otherpersonal information.
Sometimesa credit card numberis required as well.

802m 3Dest inctian ntip:wm.store.covregtstrationhtat

Registration

    Database Server

 
 
 

 
 

 
hen shopper thinks he wants to buy

omething, licks it, which putsit in his
shopping cart. When he clicks an item, that
information is sent to the Web server.

2205 aOastinotion Hag ome mebiiurl TuerLier few beet

elit Form

 

VVhen someonedecidesto buy the itemsin
the shopping cart, he sends in credil card
information. When the items are bought,
the server updates information about those
itemsin the cookie. Whenthepersonvisits
his shopping cart, it is empty because the
information about his purchases was
deleted from the cookie, or else the cookie

wasdesigned sothat it would expire after a
certain amountof time.
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How Electronic Wallets Work

Electronic wallets enable you to store information 2 After installing the software, you
about your credit cards and similar information enter a username and password that
so that you don't needtofill out forms every time must be used to access the eWallet.
you want to buy something from a Website. This That way, No one else can get at your
illustration shows how onecalled eWallet works.

eWallet is a piece of client software that runs on
your computer. (Someelectronic wallets, though
not eWallet, run on Internet servers.) Typically,
people either download eWallet from an Internet
site, or it might be sent to them when theysign
up for a credit card. Thefirst step to using
eWallet is to download the softwareandinstall it.

credit card information. After entering
a usernameand password, you enter
information about the credit cards

you'll be using to pay online.

  ry iaf a) ey ey

Mitlaotion Wepre. store.co

 
Web Server

Download Wallet

By Whencustomersare at a shopping site and want to use eWallet, they
go to the page on thesite where they must enter information about
themselves and their credit card information. They open eWallet and
drag the nameof their credit card onto the Web page. eWallet recog-
nizes where information needsto befilled in, such as name, address,

and credit card information.It puts information into the form just as
if the form werebeingfilled in by hand. While the customerisfilling
out the information on the form,it is still local on the customer's

computer; the information hasn‘t yet gone out overthe Internet.
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3|All the information in the eWallet is
encrypted andstored locally on the
computer. That way, no one can getat

the credit card and personal informa- Pex#ihal Data and
tion except someone whohasthe user Credit Card Info
nameand passwordfor the eWallet.

ration.btm  
 

Encryption

 
  

 Encryption

5 After the form is filled out, the customerclicks
a button to place the order. As the credit card
numberand other information is sent over the

Internet, it’s encrypted by the shoppingsite so
that no one can readit asit’s sent. Only when
the encrypted information is received by the
shoppingsite canit be read.

Beesa ByDestination nttp:emy. solestuff .comlist/orderforn.htat
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riseLE‘ame: Noel Voskuil
Bleedi Graves St
na 3 Yer en
Fa)LyTia CA Before someone can put something up for sale

Sr iisrad "9¢!@boogie.nay or bid on an item, he has to register by filling
AUCTION it out a form on the auction site. Whenhefills out
Lats Corer that form, the information from the form is sent

to the auction site’s database, which creates a
unique record for that person.

 
 

py

Eng p, shite
nd bidding. . saatTs)aa

(¢] Week,

Will sell antique watch.

b Whenthe person wants to put an item up for sale, the
site checks whether he’s registered. This can be done
via a piece of information put on the person’s computer
called a cookie. It can also be doneby asking the person
to enter his username and password. Whenthesite
confirms the personis registered, the person puts an
item up for sale byfilling out a form detailing the item
to be put on sale. When he doesthis, a new recordis
created in the auctionsite’s database.

5 A program or script takes information from the database FOR SALE Antique Pocket Watch
. . Reserve: $75 ($5 incremental bids)

and automatically creates a Web page on the auction Seller: noel@boogie.net
site, which describes the item up for sale and informa-
tion aboutit. The Web page is nowavailable to anyone
on the auctionsite looking to bid on an auction. 
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Sold for $125. 6 Whenthe auction closes, the database checks to see which bidder
4 has the highest bid. The database automatically sends an e-mail

oe to the highest bidder notifying him that he has won andgiving= 5 him contact information for the seller. The database also sends an
‘ e-mail to the person selling the item that gives the seller the name
i ; and contact information for the highest bidder. After the bidder

and seller have each other's contact information, it’s up to them to
finish the sale. Payment and delivery of the goods are usually
arranged privately betweenthe seller and the highest bidder with
no input from the auction site. However, at somesites, the auction
site itself does the selling, and people paythesite directly.

Auction
Database
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| bid $90

5|The Web page describing the auction is
again automatically updated—byscript-

$95 ing or similar technology—to reflect the
new bid. New bidders keep comingin

| bid and adding newbids. Every time a new
$85 bid is placed, the databaseis updated,ss

and the page is updated sothat | —
the newestinformationis ,
alwaysavailable. ;

 
 
  B When someone sees

the item and wantsto

bid on it, he makes
his bid byfilling out a
form. Whenhefills

out the form,it

updatesthe auction
record in the data-
base.
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~\ |= very nature of the Internet makesit vulnerable to attack. It was designed to allow for
the freest possible exchange of information, data, and files—and it has succeeded admirably,
far beyondits designers’ wildest expectations. However, that freedom carries a price: Hackers
and virus writers try to attack the Internet and computers connected to the Internet; those
who wantto invade others’ privacy attempt to crack databases of sensitive infurmation or
snoop on information asit travels across Internet routes; and distasteful and pornographic
sites have sprung up on the Web and on Usenet newsgroups.

This section of the book looks at a variety of security-related issues. You'll see how various
tools have been developed to make transactions on the Net more secure and to help compa-
nies protect their sensitive data. You'll examine the thorny issue of pornography versusfree
speech andsee how software can block children from visiting obscene sites or getting obscene
materials. You'll also learn about some of the more controversial technologies on the Internet,
such as cookies, which enable Webservers to track you as you move throughtheirsites.
This section also takes an inside look at an even more controversial technology, the FBI’s
Carnivore program, which enables the federal governmentto do things such asread thepri-
vate mail of people it’s investigating. You’ll also look at how viruses work and how hackers
attack Internet service providers (ISPs).

Chapter 44, “How Firewalls Work,” looksat firewalls. Many companies whose networks
are connected to the Internet have a great deal of sensitive information on their networks
and wantto ensure that their data and computers are safe from attack. The answeris tu use
firewalls—systemsthat allow people from inside a company to use the Internet but also stop
people on the Internet from getting at the company’s computers. This chapter also discusses
personal firewalls—software people can use at home to ensure that hackers can’t invade their
own computers.

Chapter 45, “How Hackers Can Cripple the Internet and Attack Your PC,” looks at
attacks launched by hackers that can cripple Internet service providers and attack your com-
puter as well. In a smurfattack, also called smurfing, a hacker targets an ISP and floodsit with
so much “garbage”traffic that none of the ISP’s customers can use the service. Smurfingis
one of the most commontypes of hacking attacks on the Internet. This chapter also examines
the various ways hackers can attack your PC.

Chapter 46, “How Viruses Work,” looks at viruses and how they are detected. Any pro-
gram you download from the Internet has the potential for being infected with a virus, andit
could, in turn, infect your computer. You’ll see just how these nasty data-killers work and look
at antivirus tools that can detect and kill them. This chapter also examines howa special type
of virus called a Trojan Horse works. Trojan Horse viruses are becuminy increasingly common
on the Internet, so you'll look at one of the most recerit Trojan Horse vituses—Melissa—and
howit affected the Internet. Asof this writing, Melissa is the most famous Internet Trojan
Horse ofall time.

Chapter 47, “How Internet Sites Can Invade Your Privacy,” explores controversial tech-
nologies that enable Websites to track what you do when you’re online. It covers cookies,
Web tracking, and Web Bugs as well as a technology that can help preserve people’s
privacy—Internet passports. Some people worry that cookies and Web tracking can invade
their privacy. Others disagree, saying that cookies and Web tracking can help customize the
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Webto users’ interests. Cookies are bits of data put on a hard disk when someonevisits cer-
tain Websites. That data can be used for many purposes. One commonuseis to makeit
easier for people to use Websites that require a username and password bystoring that infor-
mation and then automatically sending the information wheneverit’s requested. Passports
enable people to decide what type of information about them can be tracked by Websites.
Web tracking enables those who run Websites to see how people usetheir sites. Web bugs
are another techniquefor tracking people’s Internetuse.

Chapter 48, “Cryptography, Privacy, and Digital Certificates,” examines cryptosystems
and digital certificates. An enormous amountof information is sent across the Internet every
day—everything from personal e-mail to corporate data to credit card information and other
highly sensitive material. All that information is vulnerable to hackers and snoopers. Because
the information is sent in packets along public routers, the possibility exists that someone
could intercept and decipherit. As a way to ensure that the sensitive material can’t be looked
al, sophisticated cryptosystems have been developed sn that only the sender and receiver
know what’s in the packets.

The chapteralso looks at digital certificates. On the Internet, no face-to-face communi-
cation takes place, so knowing whether people really are who they say they are can bediffi-
cult. Digital certificates are used to absolutely identify someone. If someone sends you an
e-mail, for example, a digital certificate will let you know that the person is who hesaysheis.

Chapter 49, “How the FBI’s ‘Carnivore’ Program Works,” details an extremely controver-
sial program that enables the federal governmentto read people’s e-mail and follow their
Internet activity without people knowing aboutit.

Finally, Chapter 50, “Parental Controls on the Internet,” takes a detailed look at the
issues of pornography and free speech on the Internet. Explicit sexual material is posted on
the Internet, and some people would like to fine andjail people and organizations that allow
such material to be posted. Passing those types of laws raises a host of constitutionalissues
about free speech. As a way to solve the problem, companies create and sell software for
parents that enables them to block their children from seeing obscene and violent material
on the Internet. In this chapter, you’ll see how oneof the most popular pieces of parental
control software works.
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VERYtime a computer is connected to the Internet,it faces potential danger. Corporate Local Area
Networks (LANs) connected to the Internet, as well as PCs at home—especially those connected to a high-

speed cable modem or DSL modem—arelikely targets for hackers.

Due to the Internet’s openness, every corporate network connectedto it is vulnerable to attack. Crackers

on the Internet could theoretically break into the corporate network and do harm in a numberof ways:

They could steal or damage important data; damage individual computers or the entire network; use the

corporate computer's resources; or use the corporate network and resources as a way of posing as a corporate

employee. The solution isn’t to cut off the network from the Internet. Instead, the company can build fire-

walls to protect its network. These firewalls enable anyone on the corporate network to access the Internet,

but they stop crackers, hackers, and others on the Internet fiom paining access to the corporate network and

causing damage.

Corporate firewalls are hardware and software combinations that are built using routers, servers, and a

variety of software. They sit at the most vulnerable point between a corporate network and the Internet and

can be as simple or complex as system administrators want to build them.

Oneof the simplest kinds of firewalls utilizes packet filtering. In packet filtering, a screening router exam-

ines the header of every packet of data traveling between the Internet and the corporate network. Packet

headers have information in them such as the IP address of the sender and receiver, the protocol being used

to send the packet, and othersimilar information. Based on that information, the router knows what kind of

Internet service—such as FTP or rlogin—is being used to send the data, as well as the identity of the sender

and receiver of the data. (The command,rlogin,is similar to Telnet, which enables someoneto log into a

computer. It can be dangerous because it enables users to bypass having to type in a password.) After this

information is determined, the router can bar certain packets from being sent between the Internet and the

corporate network. For example, the router could block any traffic except for e-mail. Additionally, it could

block traffic to and from suspicious destinations or from certain users.

Proxy servers are also commonly used infirewalls. A proxy server is server software that runs on a host in

a firewall, such as a bastion host. Because only the single proxy server (instead of the many individual com-

puters on the network) interacts with the Internet, security can be maintained. Thatsingle server can be

kept more secure than can hundreds of individual computers on a network.

Home PCs connected to the Internet via high-speed cable modems or DSL modemsaretargets as well

because if hackers can break into them, they can use them as launching padsfor their attacks, while cover-

ing their tracks. Personal firewalls have become popular—software and hardwarethatsits on a home com-

puter and protects the home computerin similar ways to how corporate firewalls protect corporate LANs.
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3|Based on the information in the headers,the
screening router allows certain packets to be
sent or received, but blocks other packets.
For example, it might not allow someser-
vices, such asrlogin, to be run. The router
also might not allow packets to be sent to
and from specific Internet locations because
those locations have been foundto be suspi-
cious. Conceivably, a router could be set up
to block every packet traveling between the
Internet and the internal network except for
e-mail. System administrators set the rules
for determining which packets to allow in
and which onesto block.

Firewalls Work “See The firewall shields the internal cor

porate networkfrom the Internet.
The internal network works as net-
works normally do—servers pro-
vide internal services such as

e-mail, access to corporate data-
bases, and the capability to run

_ programs from servers.

Internet Router

(Choke Router)

bi When someoneon the
corporate networkinside the firewall wants

ta access the Internet, the request and data
must go through an internal screening router

(sometimescalled a choke router), This router exam-

ines all the packets of data traveling in both directions between the corporate
network and the Internet. information in the packets’ headers gives the router
important information, such as the source and destination of the packet, the
kind of protocol being used to send the packet, and other identifying data.
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Internet : 5Gg An exterior screening router (also called an access router)
screens packets betweenthe Internetand the perimeter network.
The exterior-screeningrouter adds an extra level of protéction
by screening packets based on the same rules as the intefnal
screening router. Fhis protects the network even if the internal
routerfails. However, it might also add morerules for screening
packets specifically designed to protect the bastion host.

 
 

Screened
Subnet
Firewall

Internal Network

Exterior Router

(Access Router)

oi Thebastion hostis placed in
a perimeter networkin the
firewall, so it is not on the

Bastion corporate networkitself, This
Host further shields the corporate

networkfrom the Internet. If
the bastion host wereon the

normal corporate network,
an intruder could conceivably
gain accessto every com-
puter on the network and to
all network services. Isolating
Titpastion server from the
corporesapetwork by putting
it in a perime@¥eepetwork pre-
vents an intruder Tem gain-

 
 

 
 
  

 
 
 
 
 
 
 
 
 

a A bastion hostin the firewall
is the primary point of contact for con-
nections coming in from the Internet for ser-
vices such as receiving e-mail and allowing
accessto the corporation’s FTP site. The bastion hostis
a heavily protected server with many security provisions
built in and is the only contact point for incoming Internet
requests.In this way, none of the computers or hosts on the
corporate network can be cantacted directly for requests
from the Inlernet, which provides a level of security.

Bastion hosts can also be set up as proxy servers— ing accessto the interna
servers that process any requests from the corporate network—even if ~
internal corporate networkto the Internet there is a server break-in.
such as browsing the Web or down-__
loading files via FTP. See the
illustration later in this

chapter for an expla
nation of how proxy servers work.
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+ RQ ow Personal Firewa or™~

People who use high-speed connections such as cable moden home might be prone to
SS : hackers’ attacks because computers connectedto the Interne wayare more vulnerable
S and more enticing to the hackers. To protect home compute people have turned to

personal firewalls—softwarethat runs on the computer and
Internet attacks. To understand how personal firewalls work
concept of Internet ports. An Internet port isn't a physical de
way between your computer and the Internet. When you mak
of these virtual connections are opened up, and each has
its own number and purpose. For example, e-mail soft-
ware usually uses port 110 on a mail server to get mail and
uses port 25 on a mail server to send mail. FTP software
usually connects to FTP servers using port 21.

 the computer against
rst need to understand the
atherit’s a virtual entrance-

jternet connection, many

 
    
 

 

eiBle vs PORT 31338 tyvey PORT 117
ia —

 Personal FirewallPi Bo Personal firewalls work by examining data packets your
uy | j computer receives. These data packets have a great deal

\ Q of information in them, such as the sending computer’s IP
| 0.h address, your computer’s IP address, the port over which

the packet will be transmitted, and otherpieces ofinfor-
\ | mation. Firewalls can filter out packets being sent to cer-

tain ports. For example, a firewall can block all packets
being transmitted to port 21 so that an FTP program can’t
be used to attack your PC. Firewalls can block every single
port to your PC, or they can block them selectively—for
example, only blocking ports that are commonly used in
hacker attacks, such as blocking port 31338, which is often
used by the infamous Back Orifice Trojan horse.

{ 7

Ei One waythat hackers can attack your computeris to plant
a Trojan horsein it. That Trojan horse can then connectto
a hackeron its own, which would give him complete con-
trol of your computer. Personal firewails can tell you when
programs from your PC attempt to connectto the Internet,
and then only allow programs you knowaresafe to access
the Internet—for example, your e-mail software.  
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4 Firewalls can also block specific IP addresses

from contacting your computer. For example,if
you knowtheIP of a hacker whohasattacked
you before, you can have your firewall blockit
from getting through to your computer.

FORBIDDEN IPs

123.54.12.0| am

  112.98.12.34  
 

 
 
 
 

 
 

 

Personal Firewall

PORT 32 PORT 1338 PORT 21 me = ai —

  

    
NAT G Manypersonalfirewalls keep a running

yn log of every attempt madeto attack or
probe your PC.Theselogs can be sent
to your ISP, which can use them to try
to track down the hackers and shut
them down.

Translation)

G Many home netwo
personal firewall t
using a technique ¢
(NAT). With NAT, y:
the Internet—it can

cation outside your |
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s include a hardware-based

ts you from the Internet
twork Address Translation
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etwork. In esserive, it’s

ed by hackers.
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ystem administrators can set up proxy servers to be
used for many services, such as FTP, the Web, and Telnet.
System administrators decide which Internet services
must go through a proxy server. Specific proxy server
software is required for each kind of Internet service.

 
  

 

  
  

  
Server

When a computer from the corporate =

network makes a request to the >

a

Internet—such as to get a Web page
from a Web server—it looks to that

computerasif it were connected

directly to the Web server on the |
Internet. In fact, however, the internal i, fcomputer contacts the proxy server |with its request, which in turn contacts te mo
the Internet server. The Internet server

sends the Web pageto the proxy

server, which then forwards the page }
to the corporate computer. : . i
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oi Proxy servers can be usedas a wayto log the Internet traffic between an internal corporate Internet
network andtheInternet. For example, a Telnet proxy server could track every single keystroke _Telnet
in every Telnet session—andcould also track how the external server on the Internet reacts to S5¥stem
tho eystrokes. Proxy servers can log every IP address, date
andi time of access, URL, number of bytes downloaded, and
sO This information can be used to analyze any Proxy RecordKayshenneD
att Telnet

Server— against the network.
<< RecordKeysttoken> 

 

 
 Audit Log

J.
y Proxy servers can do more than simply relay requests back and forth between a

f _eofnputer on a network and a server on the Internet. They can implement security
’ Schemesas well. For example, an FTP proxy server could enablefiles to be sent

from the Internet to a computer on a corporate network, but not enable files to be

FTP Server

al sent from the corporate network out to the Internet, or vice versa.

i r Proxy
ce FTP

- Server 
fs] Proxy servers can also be used to speed up performance of someInternet services by caching

. data—keeping copies of the requested data. For example, a Web proxy server could cache
= many Web pages. Then, whenever someonefrom the internal corporate network wanted to

get one of those Webpages, that person could getit directly from the server at a high speed
instead of having to go out acrossthe Internet and get the pageat a lower speed.

 Proxy
Web

= Server

Web Pages Web
a Server

det -
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HACKERSare equal opportunity attackers—they attack individuals as well as Websites by using a vari-
ety of software and malicious programs. Among hackers’ manytargets are Internet service providers (ISPs)—

companiesthatsell access to the Internet. A hacker might target an ISP for several reasons: He might be

angry at the ISP or at someoneusing the ISP, or he might attack the ISP for the mere thrill ofit.

One of the most commonattacks against an ISP is called a smurf attack, or smurfing. (Smurfing is a kind

of Denial of Service, or DOS attack. There are several ways that a hacker can launch a DOSattack; smurf-

ing is one of the most popular ones.) In a smurf attack, a hacker floods the ISP with so many garbage packets

that all the ISP’s available bandwidth is used up. The ISP’s customers can’t send or receive data and can’t

use e-mail, browse the Web, or use any otherInternetservice.

In a smurf attack, hackers exploit a commonly used [niternet service—ping (Pocket Internet Groper).

People normally use Ping to see whether a particular computeror server is currently attached to the Internet

and working. When a computerorserver is sent a ping packet, it sends a return packet to the person who

sent the ping, which in essence says, “Yes, I’m alive and attached to the Internet.” In a smurf attack, hackers

forge the return addresses on ping requests so that, instead of going back to them, the return packets go to

the hackers’ target ISP. The hackers are able to use networks attached to the Internet as a way ofrelaying

their ping requests and magnifying each ping request many times. In this way, a hacker can use networks

attached to the Internet to flood the ISP with so many return ping packets that the ISP’s customers can’t use

the ISP’s services. Hackers can use multiple networks attached to the Internet in a single smurf attack.

ISPs havedifficulty fighting smurf attacks because the ping answering packets comefrom legitimate net-

works and not from the hacker. The ISP has to track down where the ping answering packets are coming

from and then contact each of those networksto ask it to turn off the ping answering packets. Making this

moredifficult is that when an ISP goes down,often its customers will send ping requests to it to see whether

it is alive and connected to the Internet. The ISP hasa difficult time separating the legitimate ping packets

from the smurf attack packets.

Smurf protection features and software have becomeavailable for ISPs and to put on Internet routers.

But few companies are using those features and software because they have yet to gain widespread accep-

tance and not everyone recognizes how big a problem smurf attacks have become.

Hackers don’t just target ISPs, of course. They attack individuals as well. As you'll see in theillustration

later in this chapter, hackers can take over people’s computers to delete andstealfiles, steal personal

information and passwords, and even use the person’s computer as a launch pad for attacks on ISPs and
Websites.
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nurfAttacks and
crack 5 V ork

|» In a smurf attack, or “smurfing,” and a denial of service, or VOS attack, a hacker targets
" an Internet service provider (ISP) and floods it with so much garbage traffic that none

of the ISP’scustomers are able to use the service. Smurf attacks have become one of
the most popular kinds of hacker attacks on the Internet. The attack starts when a
hacker sendsa series of ping (Packet Internet Groper) packets to a network attached to
the Internet. Ping uses the Internet Control Message Protocol—a widely used protocol
for, among other things, determining whether a particular computeris attached to the
Internet and working properly. The network being pingedis not the target

_ of the attack. Instead,it will be used as a wayto attack the ISP.

 

 
 

{- ping! Ping Request Packets eeping

gre oC lianes Bi The hacker forges the return address on
the ping packets. Instead of having his
address, it has the addressof the ISP

that the hackerwill be attacking. This
serves two purposes:It attacks the ISP,
andit also shields the hacker from

being caught becausehis addressis not
on the ping requests.

Are you there?

 

; gf:
“To make the attack even more devastating, the
hacker can send similar forged ping requests
to other networks—each of which can flood the

target ISP with more than 5 megabytes (MB) of
packets per second.

 

Network Server 2
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EI The ping requests are sent in a constant stream to the net-
work's directed broadcastaddress. This address,in turn,

sendsthe ping requests to every computer attached to the
network—whichcan be several hundred or more computers.

Directed Broadcast Address
' fo

= i Bi Each oneof those several hundred or more com-
puters responds with answerpackets to each ping
request. The computers send the answerpackets
to the target ISP whose addressis on the ping
request. The answerpackets aren't sent to the
hacker because he has forged the return address
on the ping request. 

 

hing! ry
a \.aHetwo 

  
A The target ISP is flooded with tens of

thousandsof ping answerpackets per
second—easily more than 5MBof data
per second from a single network.

Ping
Answer

  
ig! Packets 503

Yadte
EVELEL(3

ting!ping!
igh———— ! | eS g! Ca— Pingee pire eae 4 Bikinga EA the ISPis flooded with | a

= : so muchdata streaming
a ——Pine : Tt into it every secondthat
tae a Sp ping! the iSb’s userscan’t

A send and receive data
becausethe ping pack-
ets take up all the ISP’s

 ping! i ' pl ning) pin bandwidth. They won'tre ! 0 oOBingping! ping! be able to send or
{ ing! / receive e-mail, browseping ing!P g ping! the Web,or use any

ping: a, ping! other Internet service.
in e s i:ping! ee ping!

ping!
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How Hackers Can Attack

Your Computer
Hackers notonly attack big Web sites and corporations, but also individual computers in homesor
businesses. Hackers can do damage and use your computer in many ways.As a start to many of
hacker's nefarious deeds, they need access to your computer. One commonwaythey gainit is
throughthe use of a program called Back Orifice. Before the hackers can use the program, you haveto
get it on your computer. You can unwittingly get a copy of Back Orifice on your computerin manydif-
ferent ways—for example, you can opena file in an e-mail message and it can be installed to your
computerwithout you realizing it, or you can be sent it when you useInternet's IRC chat protocol.

Virus 
Hacker

23) Hackers have automatedtools that scan thousandsof different computers to see which ones have Back
Orifice running on them.These tools send out port probes—packetsthat look at a specific virtual ports that
all computers have when connected to the Internet. Back Orifice uses port 31337, and ifit’s running on a
computer, it will open that port. A port probe will alert the hacker that port 31337 is open so that he knows
he can take control of your PC.

2, Ave you eure you wir to removethefolder Personal data’ and moveailite contents to the Aimayole Bin?

“\ |
mt _ ey The hacker can do manythings when he takes control of your computer—in

(Ye) essence,it’s asif he’s sitting at your keyboard and monitor without you
knowing about it. He can, for example, copy or delete all the files, data, and
software on your computer. 

Ly He canfind out personal information about you by
looking through your files. For example, he might be
able to gain access to your credit card number, bank
account, and social security number, and then use that
information illegally.  

Amex, 101-1 1-33
$15,000 please.

 
Hacker
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Gi He can gain accessto all your passwords, which

would enable him to pose as you on Websites
and break into data on your computer that
you'vetried to protect with passwords.

 
Hacker

 
——

bd Often, hackers use access to someoneeise’s computer

QO He can upload anyfiles to, or download anyfiles from, your
computer. For example, he could use your computerto store
copiesofillegally copied software and could even enable
other hackers to then download thoseillegal copies.

  
Pirated

PhotoShop

 
Hacker

You

 
 
 

 
 
 

to faunch attacks against corporations or Web pages.
The hacker could Jaunch an attack, and when the
attack was traced, it wouldn't lead to the hacker's
computer—it would lead to yours, and it would
appear that you werethe culprit.

Hacker
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| / Internet,just like the rest of the world,is not a perfectly safe place to visit. If you downloadfiles from
the Internet, there is a chance—a very small chance, but nonetheless a chance—that your computer could
becomeinfected with a virus.

Viruses are malicious programs that invade your computer. They can cause manydifferent kinds of dam-
age, such as deleting datafiles, erasing programs, or destroying everything they find on your hard disk. Not
every virus causes damage; somesimply flash annoying messages.

Although you can get a virus from the Internet by downloadingfiles to your computer, the Internet is
not the only place where viruses can be picked up.If you'vesentfiles via e-mail or on your company’s inter-
nal network, you can get viruses that way as well. Instances have occurred when commercially bought,
shrink-wrapped software has contained viruses.

The term virus is a somewhatgeneric term applied to a wide variety of programs. Viruses are written for
specific kinds of computers, such as PCs or Macintoshes, because thefiles they infect run only on one kind
of computer.

Traditional viruses attach themselves to programsor datafiles, infect your computer, replicate them-
selves on your hard disk, and then damage yourdata, hard disk,orfiles. Viruses usually attack four parts of
your computer:its executable programfiles; its file-directory system that tracks the location of all your com-
puter’s files (and without which, your computer won’t work); its boot and system areas that are needed to
start your computer; and its data files. At one timeit was believed thatdatafiles could not be infected by
viruses, but recently, viruses have been written that infect datafiles too. For example, some viruses attach
themselves to Microsoft Word macros inside a Word datafile and are launched whenevera particular
macro is run.

Trojan horses are files or programs that disguise themselves as normal, helpful programsorfiles, but in
fact are viruses. For example,if a program purported to beafinancial calculator, but really deleted everyfile
on your hard disk, that program would be called a Trojan horse. The most famous Trojan horseofall,
Melissa, was disguised as a Word documentsent via e-mail—and it wreaked enough havocthatit crashed
many Internet and corporate mail servers by making use of the Outlook and Outlook Express e-mail pro-
grams.

Wormsare programs designed to infect networks such as the Internet. They travel from networked com-
puter to networked computer and replicate themselves along the way. The most infamous wormofall was
released on November2, 1988. The worm copieditself to many Internet host computers and eventually
bringing the Internetto its knees.

The best way to protect your computer against viruses is to use antiviral software. Several kindsof anti-
viral software exist. A scanner checks to see if your computerhas anyfiles that have been infected; whereas

an eradication program will wipe the virus from your hard disk. Sometimes eradication programscankill the
virus without having to delete the infected program ordatafile, while other times those infectedfiles must
be deleted. Still other programs, sometimescalled inoculators, do not allow a program to be run if it contains
a virus and stop your computer from being infected. Malicious e-mail programs can sometimes be stopped by
disabling a built-in capability to run scripts in e-mail software.
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A virus hides inside a legitimate program whereit remains dormant until
you run the infected program. The virus springs into action when you
actually run the infected program. Sometimesthefirst thing the virus will
do is infect other programs on your hard disk by copyingitself into them,

 
Newly Infected File

infected Application
 

bi Someviruses place messages called v-markers
or virus markers inside programsthat they infect,
and these messages help managethe viruses’
activities. Each virus has a specific v-marker grassociated withit. If a virus encounters one of V-MARKER :
these markers in another program,it knows that
the program is already infected so it doesn’t
replicate itself there. When a virus cannotfind
more unmarkedfiles on a computer, that signals
to the virus that there are no morefiles to

be infected. At this point, the virus
might begin to damagethe

computerandits data. |

 
 
 
 
 

 

Virus Marker
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3 Viruses can corrupt program or datafiles so that they
work oddly, not at all, or cause damage whenthey do
run. They can destroyall the files on your computer,
changethe system files that your computer needs
whenit is turned on, and causeother types of damage.

DamagedFile
or Application

Z3 Software programscalled scanners checkfor viruses and alert you to the viruses’
presence. They work in manydifferent ways. One methodof detection is to check
your programfiles for telltale virus markers that indicate the presenceof a virus.
Other methodsinclude checking to see whether a program’sfile size has changed.
Some typesof antiviral programs run con-
tinuously on your computer and check SCANNING FOR VIRUSES
any program for the presence ofa virus
before the program is run or downloaded.

DETECTED

 
 

Nim fl t
raery bt
 

 GO Eradication programsdisinfect, or remove,
viruses from software. Sometimes they

. can eradicate the virus without damaging
the program that the virus has infected.In

a other instances, they have to destroy the
program as well as thevirus.

fece
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How Trojan Horses Work
Trojan horses are programsthat disguise themselves as normal, helpful programsorfiles, but in fact are
viruses. The most well known Trojan harse ofall time, called Melissa, used e-mail to spread itself, and
damaged manyInternet and corporate mail servers. Here’s howit did its work.

    
  
  
  
  

 
 

 
  
 

Bi Melissa arrived in people’s e-mail inboxes—
disguised as a normal e-mail message—with 2500 Possible
a Microsoft Wordfile as an attachment. The Infegeions seb Hesse
subjectline of the e-mail read, “important = d Melisa
message from,” followed by a person’s
name—and that name might have been the
nameof a friend, acquaintance, or co-wa9
of the person receiving the message
body of the e-mail read, “Here is
ment you asked for...don’t shov
else.”

50\Possible
Infégtions ,

 
 

Heliaa

SendMelissa

 Microsoft e-mail program. resent, th sro Was! 2 any damage.
DOOK

madea copyofitself and mailed i
was happening. The e-mail sent to eachof aif c
son received: The subjectline of the email ready.4i from,” followed by the
nameof the person who had beeninfected by: Melissa.Itappeared that the infected person
was sending out a personal message.

Without the per: 
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5 Each of these 50 people, in

turn received the infected
erriail and attached Word
document) When he

opened the attachedfile,
Melissa did thesame thing
to him—automatically sent
itself.to 50 more people.

The volume of e-mail being sent
quickly becameso great that
internet and corporate e-mail
servers were unable to keep up
with the demand for sending and
receiving messages—and manyof
them crashed. ManyInternet and
corporate mail servers were over-
whelmed by the huge demandfor
sending and receiving e-mail, and
so normal mail—notjust Melissa-
related mail—couldn’t be sent or

received. The problem wasfinally
resolved whenanti-virus software

was updated to include features
that could detect and kill Melissa.
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PRIVACYissues are a big concern on the Net. Much information can be gathered about people when
they use the Net, andit’s not always clear whowill use that information or howit will be used. In particular,
three technologies that concern people are cookies, Web tracking, and Web bugs. Cookies and Web track-
ing both serve useful purposes, but many people worry that there is a “Big Brother” aspect to them. Web
bugs, on the other hand,can be used for nefarious purposes. One technology, Internet passports, might
enable people to ensure that their privacy isn’t invaded while still enabling Web sites to gather information
that can be used to deliver specialized services to Websurfers.

Cookies are bits of data put on a hard disk when someonevisits certain Web sites. The most commonuse
of this data is to make it easier for people to use Websites that require a username and password. The cookie
on the hard disk has the username and password init, so people don’t haveto log in to every page that
requires that information.Instead, the cookie sends the information ta the server, and the person canvisit
the page freely.

Cookies can contain virtually any kind of information, such as thelast time a person visited the site, the
person’s favorite sites, and similar, customizable information. They can be used to track people as they go
through a Website and to help gainstatistics about what types of pages peoplelike to visit. Although some
people view them as invaders of privacy, they can also make the Web a muchbetterplace to visit by doing
things such as makingit easier to conduct electronic commerce.

Although cookies can be used to track how people use a Website, many other methods can beused,as
well. In one method, Webserver logs are examined in detail. This would make it possible, for example, to
identify the most popular pages on thesite, the sites people havejust visited, how many pages people read in
a typical visit, and similar information. Other methods include using software sniffers that examine every
packet cominginto or going out of a Web site. Webmasters can use this tracking information to help create
better sites—but they can also use it to assemble demographic informationto sell to advertisers. The second

illustration in this chapter shows the functionality of Web tracking software from a companycalled Accrue.

Web bugs can also trace people’s paths through a Website. Web bugs get their name not in reference to
an error in a program,but instead from the term to bug as in “to wiretap.” More dangerously, Web bugs can
be included in e-mail, and they can actually enable people to view someof your e-mail, as you'll see in the
illustration later in this chapter.

To allay people’s privacy concerns, a variety of technologies and standards are being developed. They
include the Platform for Privacy Preferences (P3P), the Internet Content and Exchange standard (ICE), and
the Open Profiling Standard (OPS). Generically, we'll call these Internet passports. These Internet passports
let people control which information about themselves they'll allow to be released to Web sites and how
that information can be used. Andthey let people control what type of information can be gathered about
their surfing and how that information can beused,as well. In general, the more information that people
allow to be gathered about themselves, the more specialized services they'll gain on the Web, such as cus-
tomized newsfeeds.
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;
3) If no cookie is associated with the

How Cookies Work

Cookies are pieces of data placed on a computer's hard drive by a Webserver; they can be used for a
variety of purposes. They can store usernames and passwords,for example, so that people don’t have
to cantinually lng on to a site that requires registration; or they can enable people tofill alactronic shop
ping carts with goods they want to buy. Cookies also store the nameofthe site that placed the cookie.
Only that site can read the cookie information, so information from onesite can’t be shared withinfor-
mation from anothersite. Cookie information is put into a special file on a hard disk. The focation and
files vary according to the type of computer and the browser. On PCs using Netscape, for example, the
informationis put into a file called cook1Es.TxT. That single text file holds all the cookies, and each
cookie is oneline of data in thefile.

 
 
 

WebServer

www. buyshe

lt Hetweape BTTP Coekle FileW http2//wonetscapeconsnewsrer/std/cookie_spec.htal‘This is 2 generated filet Oo nat edit,
TT hasssala) com

res
Buyshop.com

cookie?
‘Prmcruepniectins Foca. ekaktees Ad-upuser

ad-UP. COR U: 125184iwes.ego.con ‘teqh-pin/pbeat o Ar BnaunknownapE<AbeZEEMIBEEé FALSE 500494

 
 

 

 
 

visit a site,
browser examines

the URL you'revisiting
and looks into your
cookiefile. {f it finds a
cookie associated with

that URL,it sends that
cookie information to
the server. The server
can now usethat cookie
information.

URL, the server places a cookie
inside the cookie file. Somesites

mightfirst ask a series of questions,
such as name and password, and
then place a cookie on the hard disk
with that informationin it. This is

typical of sites that require registra-
tion. Commonly, a CGI script on the
server takes the information the user
has entered and then writes the
cookie onto the hard disk.
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£3 As you travel through a Website, more information might need to be

 
 @ 

put into your cookie. On a site where you can purchase goodsonline,for
example, you might put goodsinto an electronic shopping cart. Every
time you did this, new cookie information would be added,detailing the
goods you wanted to buy. When new cookie information is put in, a CGI
script deletes the old cookie information and puts in a new cookie. When
you leave a site, your cookie information remains on your hard disk so
the site can recognize you the next time you decide to visit—unless the
cookie has specifically been written to expire when you leavethesite.

 

The server takes actions based on your
cookies—for example, displaying your elec-
tronic shoppingcart.If the site enables you
to buy online, it might have asked for your
credit card number. For security reasons,
that numberis not stored in your cookie.
Instead,it is stored on a secure server.

Whenyou decide to buy something, you
enter a secure area with your browser. Your
cookie then sendsan ID to the server that

identifies you, and the server then displays
your credit card information, enabling you
to buy online.

Gg After you order something from your
Relate electronic shopping cart—orafter you

Be Peer Lie decide to delete something out of the
ieae shopping cart—a new cookieis put on

your hard disk; this one does not include
the goods you boughtor decided to take
out of your shoppingcart.

WebServer

7 Because some people don't like cookies to be
 

 

 
 

The server wihay.amazon.com
eines ( ddlioerctiaerial been placed on their hard disks, browsers give
to any serverinthe domain amazon.com people control over whether to accept cook-
Sere ies, to not accept cookies, or to ask each time

a cookie is being placed on the hard disk.
Pictured is the message youget if you’ve
asked to be told each time a cookie is placed
on your harddisk.

This cookiswif psrsist until Mon Jim 23 03:55:00 1999

Doyou wish toafow thecupkiatn bs set?
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296 PART 8 PROTECTING YOURSELF ON THE INTERNET

How Web Tracking Works
Accrue’s software doesn’t rely on
analyzing Weblogsto flgure out
how a Website is being used.
Instead, a sniffer sits on the Internet
and analyzestraffic to the site. This
sniffer is a compuler that runs soft-
ware that examinesall the TCP/IP

packets comingin andout of the
| User Website. 

Cookie  Packet
Sniffer   Web

Server

Bi To track traffic through a Website, the sniffer mustfirst
identifywho is coming to the site, Accrue can do this
in a numberof-ways. If the site uses cookies, the soft-
ware uses the cookie as a way to identify someone.
Accrue can also use the Open Profiling Standard (OPS}
information stored on a person’s Web browser. OPS
enablespeople to determinethetype of information
about them that can be madepublic. !f no cookies or
OPS information are present, the software uses the
person's IPaddress.

User 
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ffer examines packets as they comeinto and go outof thesite.It notes any time an
aken, such as when someonerequests a Web page, and whenever that action is

ed, such as when thefinal packets from the pageare delivered. It tracks whois mak-
e requests, where they are coming from, wherethey are going, and similar information.

his information is contained in the TCP/IP packets. The sniffer discardsall the intermediate
ketstransmitted during each action—only the beginning and ending packets are neces-

It discards all the intermediate packets because they provide no useful information.

Fi

i 4 Information is sent from the
sniffer to a database, whereall

- s ; a the informationis stored.
a

T |é

~ [

 
Database

Average Session Depth

 
 
 

 
 

 
eeveLngs amount of time

; the average numberof
eadpervi he most popular pages

ite speople havejustvisited, sites
ng to visit, and other information.
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How WebBugs Can Invade
Your Privacy
 
 
 
 
 
 
 

 

 
 
 

 
A Web bugis a piece of HTML code placed on Web pagesorin
e-mail messages that can be usedto silently gather informa-
tion about people, track their Internet travels, and even allow
the creator of the bug to secretly read a person’s e-mail. In this
illustration we'll look at Web bugs usedin e-mail. E-mail Web

nm bugs can beplaced only in HTML e-mail, so the person creat-
iad to email ing the bug must create an HTML-based e-mail message.
Ontente

Focy
ENE Dody i

ML Bi In the HTML codefor the message, the person
puts in a small piece of JavaScript code that
has the capability to read the entire contents of
an e-mail message.

in}

 

 
 
 
 

<img src="http://ad.doubleclick.net/

ohatllLal 3 The person sendsthe e-mail
C="http://media.preferences. message. Therecipient opens

iping? ML_SD=MySiteTE_MySite_Ix1_ the messagein an HTML-

Site_An diafer=4831-C2F8- enabled c mail reader, such asRevent=reghome&group=register , a99.10.37.20.5 6.37"> Outlook. (Note:If the recipient
doesn’t have an e-mail reader,

the Web bug won't work.)

 

  
E} The person also puts a Web bug into the e-mail message. The Web bug is an HTML

reference to a tiny graphic—the smallest possible on a computerscreenis onepixel
by one pixel—thatis transparent so thatit can’t be seen.This tiny graphic is also
called a clear gif because gif refers to a common Webgraphics format. When some-
one reads her HTML message, her computer gets the graphic from a server—and
that server then can get information about the person’s com ;

i ais ee ews _— oe
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Hi The JavaScript runs and reads the entire e-mail message. The person’s

e-mail software contacts the remote server to get the clear gif. it does more
than get the gif, though—it also send identifying information about the
computer, such asits IP address and the time the messageis
being read. It also sends the contents of the e-mail mes-
sage, as taken by the JavaScript. At this point, that
doesn't really matter because the senderof the
message knowsthe contents of the mes-
sage becauseshecreatedit. But the
sender now knowsidentifying
information about the recipi-
ent of the mail.

IP .23.4
read 0/13/02i

“gi 6 The server sendsthe gif, but can also send a cookie along withit.It
can match this cookie with the identifying information send via the
Webbug,and with those pieces of information track a person’s use of
the Internet. For example, if the piece of mail that set all this in motion
wasa piece of junk mail, the sender would be able to know who
respondedto the offer, and track what he did in response—visiting a
particular Web pageor buying specific products, for example. That
information could then be kept in a database.

— |

 

 

 

 
 
 
 

 
 
 

 

 

EA If the recipient of the mes-
sage sends the messagealong lo
someoneelse, and sends a message
along withit, the whole processstartsall
over. Now, however, when the Web bug sends the
contents of the e-mail message,it contains the per- tg Fi

son’s comments—so the mail has effectively been wire- y
tapped. This can keep continuingso that every time a y

sontinues, ‘
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How Internet

Passports Work

By Whentheuservisits a Website,
the information in the profile
the person hasputinto his
passportis sentto thesite’s
Webserver.

 

a
onJohnson..

a:a

"Welcome Jon Johnson

EI The server examines the information in the
passport. In this instance, the profile includes

INTERNET PASSPORT Ud a username and password—so the username
and password are sent to the Website, auto-

OK - News Sharing matically logging the personin to a special
is portion of the site that allows only those who NO - Buying Information Ca havealready registered

fot =e at the site. The server

might then send a wel-

vanities come eee to the
ei, person loggingin.

| Passwort{IF Web Server

‘ Reads Sports Scores
Passport 4|While on thesite, the person reads

newsaboutthe latest sports

Internet passports are designedto let people decide whatper- scores, then buysanelectric razor
sonal information they will allow to be released to Websites. A and a book aboul sailing. The Web
variety of technologies are involved with Internet passports, site puts into the person’s profile
including the Platform for Privacy Preferences (P3P), the Internet that he has read sports scores, but
Content and Exchange standard (ICE), and the Open Profiling not that he has boughta razor and
Standard (OPS). The passport lives inside a Web browser. A user

fills out a profile in the browser,determining whatinformation filexsaidlitapeuldallaevinformation
can be madeavailable to Websites, such as name, address, occu- Beutnliret — dpation, username and password, and age. The useralso decides SOC WE SS Stories eAyees
which type of information about his surfing habits can be shared to be shared but not information
among Websites—and whichcan't. In this instance, the person about whathe buys.
has decidedthat information about what newsstories he reads

can beshared, but not information about what products he buys.

a book—becausethe person’s pro-
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[I The personvisits another Website. The information in the profile the person has put
into his passport is sent to the site’s Web server. The server sees that the person has
recently read a story about sports scores, so it sends to him a daily digest of thelat-
est sports news. Becausetheprofile doesn’t have any information about what the
person has bought, it doesn’t send any information about special sales on thesite.

eee oe a
Web Browser 
 

* iu

Web Browser =
Utah: 107 =
Chicago:103

,<2 wy af  
NewsSite

O The person now surfs to a different Website. This site allows
in only people who haveagreed,in their profiles, to allow their
online buying habits to be shared amongsites. Because the
person hassaid he doesn’t wantthat information to be shared,
the personis not allowed onto thesite.

Buying Site
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VEInternetis a notoriously insecure network. Anything you sendacrossit can be easily snooped upon.
Thisis of particular concern when highly confidential information, such as corporate data and credit card

numbers, is transmitted across the Internet. Unless there is some way to protect that type of information,

the Internet will never be a secure place to do business or send private, personal correspondence.

Anotherrelated concern is that knowing that the person sending the information across the Internet,

such as credit card information, is really who he says he is can be impossible. There are ways for people to

forge identities and steal credit card numbers, and financialinstitutions and other businesses require ways to

know that the person sending information really is who hesays heis.

Several ways have been developed to solve these problems. At the heart of them is encryption—a way of

altering information so that to anyone other than the intendedrecipient it will look like meaningless garble.

Whenthe recipient gets the information, tt needs to be decrypted—thatis, turned back into the original

message by the recipient, and only by the recipient. Many complex cryptosystems have been created to

enable this type of encryption and decryption.

Cryptosystems use whatare called keys—secret values computers use in concert with complex mathe-

matical formulas called algorithms to encrypt and decrypt messages. If someone encrypts a message with a

key, only someoneelse with a matching key will be able to decrypt the message.

There are two kinds of commonencryption systems: secret-key cryptography and public-key cryptogra-

phy,also called asymmetric cryptography. Public key cryptography is what is commonly used on the
Internet.

In public-key cryptography, two keys are involved: a public key and a private key. Every person has both

a public key and a private key. The public key is made freely available, whereas the private key is kept secret

on the person’s computer. The public key can encrypt messages, but only the private key can decrypt mes-

sages the public key has encrypted. If someone wants to send a message to you, for example, she would

encryptit with your public key. But only you, with your private key, would be able to decrypt the message

and read it. Your public key could not decryptit.

Digital certificates use encryption to verify that the person sending information—suchas a credit card

number, a message, or anything else over the Internet—really is who she says she is. The certificates place

information on a person’s hard disk and use encryption technology to create a unique digital certificate for

each person. When someonewithadigital certificate goes to a site or sends e-mail, that certificate is pre-
sented to the site or attached to the e-mail, andit verifies that the user is who she claims to be.

Digital certificates are issued by certificate authorities. These certificate authorities are private compa-

nies who charge either users or companiesfor the issuance of thecertificates. You might be familiar with one

suchcertificate authority, called VeriSign. Digital certificates contain information such as your name, the

nameofthe certificate authority, the certificate’s serial number, and similar information. The information

has been encrypted in a way that makes it unique to you.
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How Cryptosystems Work
Gabriel wants to send a confidential message over the
Internet to Mia. Mia will need some wayto decrypt the mes-
sage as well as a way tn guarantee that Gabriel—and not an
imposler—has actually sent the message. First, Gabriel runs
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his message through an algorithm called a hash function.
This produces a number knownas the message digest. The
message digestacts as a sort of “digital fingerprint” that Mia ‘
will use to ensure that no onehasaltered the message.
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Gabriel now useshis private key to encrypt the mes-
sage digest. This producesa uniquedigital signature
that only he, with his private key, could have created.

3 Gabriel generates a new random key. He usesthis key to

rt 4 Gabriel encrypts this new random key with Mia’s public key.
This encrypted random keyis referred to as the digital
envelope. Only Mia will be able to decrypt the random key
because it was encrypted with her public key, so only her
private key can decryptit.
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J her private key and outof it gets the random key Gabriel
used to encrypt the message.

ary
—

=

cigs Suit aia +} PRIVATE E eid 7 \ G Mia gets the message. She decryptsthe digital envelope with
a
al
7

 sla A mee EMAIL, MESSAGEat of iayTo wom|fooactsse bd Mia uses the random key to decrypt Gabriel's message. Sheartat Dab F-“TSTTEOa can nowread the confidential message he sent to her. How-
ever, she can’t yet be sure that the message hasn't been
altered en route to her or that Gabriel wasdefinitely the
sender.

Mia now uses the random key and Gabriel's public key to
decrypt his encrypted digital signature. When she doesthis,
she gets his message digest, the message’s “digital finger-
print.”

 
 nttseUsUTSRAaoieae Mia uses this messagedigest to see whether Gabriel indeed

sent the messageandthatit was notaltered in any way. She
takes the message she decrypted and runsit through the
samealgorithm—the hash function—that Gabriel ran the
message through. This produces a new messagedigest.
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7 masnesta Mia compares the message digest she calculated to the one
/ 3 ste she got out of Gabriel’s digital signature. If the two match
T= precisely, she can be sure that Gabriel signed the message=| : ; ,

ite | es and thatit was not altered after he composedit. If they don't
match, she knowsthateither he didn’t compose the message
or that someonealtered the messageafter he wroteit.aaloe Aa.
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How Digital Certificates
Ensure Internet Security

A digital certificate is used to guarantee that the person who sendsinformation or e-mail
over the Internet or who makesa financial transaction really is who he saysheis. Digital
certificates are issued by certificate authorities (CAs). To get a digital certificate, you
typically visit a CA site and request a certificate. You then provide information about
yourself, such as your nameand other identifying information.

Friadca —4

 
 

 

  
E] You are issueda digital certificate, which has

beendigitally signed to guaranteeits authenticity.
The certificate is data unique to you andis put on
your harddisk, along with a private key.

 
Ei The digital certificate is composed of information

such as your name, the nameof the CA,the unique
serial numberof the certificate, theversion number

of the certifiales theexpiration aig By the peteaes\ lic. 3 |
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CHAPTI 

Gabe Gralla Requests Certificate 
 

4. Whenyou wantto send e-mail to someone and
have her knowfor certain that it is you and no one
else who hassent the mail, you attach the digital
certificate to your e-mail message. One of the
things the certificate does is sign the message
with a private key that you were given aspart of
the digital certificate.

E-mail

5 The person to whom you're sending e-mail
gets your digital certificate along with your
e-mail. The key is used to read the private Pw Gy
key’s signature. That signature matches
information found in the digital certificate,
so the receiveris assured that the message
really came from you.
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THEmost controversial law enforcementtoolrelated to the Internet is the FBI’s so-called Carnivoresys-
tem. Carnivore is the Internet equivalent of a wiretap—it allows FBI agents to examine everythingthat a

suspect does on the Internet, from sending and reading e-mail, to browsing the Web, sending and receiving

files via FTP, and,in fact, anything else someonedoes.It literally allows agents to examine and keep copies

of every bit of information sent to and from an individual.

Just as a special warrantis required for a law enforcement agency to obtain a wiretap, so is a special war-

rant required for the FBI to obtain a Carnivore tap.

With Carnivore, the FBI places a Pentium-class computer at the Internet service provider (ISP) of the

target of the investigation. It then taps into the line of the ISP and examinesall the ISP’s Internettraffic,

using filters and software to get copies of the target’s traffic and discarding the rest. Depending on the

warrant, the FRI might target only portions of the target’s Internet usage—for example, e-mail but not FTP.

Although no public records about specific the use of Carnivore exist, indications are that law enforce-

mentofficials are increasingly asking for warrants to examinetheactivities of Internet users. Between 1997

and 1999, for example, an increase of more than 800% occurred in warrants served to America Online by

state and local investigators investigating the online activities of America Online subscribers.

Civil libertarians and those concerned with privacy issues have criticized Carnivore. They worry that it

can easily be abused, and they argue that the simple fact of tapping into someone’s Internet usage is an inva-

sion of privacy.

Chief among the concernsis that there is no way for people to ensure that Carnivoreisn’t being abused.

The system can in fact examine every Internet packet of every subscriber in a given ISP. That means the

federal government could have access to everything you see and do online and could keep a record ofit. The

FBI counters thatit will not abuseits system and thatit will adhere to the warrantsit asks for. It claims that

it asks for a Carnivore tap only in extreme circumstances, and that even in those circumstances, it limits the

tap as muchaspossible.

Butcritics worry still. They point to the numerous problems the FBI has had in recent years—among

them, not revealing thousands of documents it was required to by law in the Oklahoma bombingcase. And

they point to the FBI’s past history of abuse of power in the 1960s and 1970s. The FBI says, however, that

those incidents are deep in its past and that without the power to use Carnivore, it won't be able to protect

the country against criminals andterrorists. In the end, it will be our country’s usual democratic system of
checks and balances that will determine how, when, and whether Carnivore will be used.

323



324

 

How Carnivore Can

Invade Your Privacy
The FBI’s system for tracking people’s Internet use,
including reading their e-mails and seeing what Web
sites theyvisit, is called Carnivore. The data-gathering
portion of Carnivore is a Pentium-based system, on
whichthe Carnivore packet sniffing software runs. No
keyboard or monitoris attached to the computer, so no
one at the ISP can make useofit.

 
 
 
 

 
Dedicated Phone Line

b The computer is attached via a dedicated
phoneline and a 56K modemtothe FBI offices.

The FBI runs anoff-the-shelf program called
PcAnywhereto enableit to contro/l the Carnivore

software and computer remotely. The dedicated con-
nection is not connected to the Internet, andall data is

encrypted, using both PeAnywhere’s encryption and other
encryption programs.
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Keepall packets to and from
168.2.9.100. Discard the rest.

5 The Carnivore software examines every

 
 

 
 
 
 
 

0 An Ethernet tap is placed at the
Internet service provider (ISP) of
the target. This tap allowstraffic
to flow through the ISP asit
would ordinarily. But it also takes

isP a copy of every packet flowing
Traffic through the ISP and sendsit to

the Carnivore computer.
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packet and discards those that are supposed
to be filtered out. The remaining packets, the
onestargeted by Carnivore, are stored ona
removable 2 gigabyte Jaz drive.

The removable drive is delivered to the FBI

offices, and data from it is examined using
two pieces of software:
Packeteer and CoolMiner.
Packeteer reassemblesall the &

packets and puts them into a
form that CoolMiner can use.
CoolMiner is used to examine

the information—for example,it
can betold to look only at e-mail
messagesor only packets sent using
the HTTP protocol. With CoolMiner, the
FBI can reconstructall the target’s COOLMINE ©
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THE very nature of the Internet—the wayit allows the free, unfettered flow of information among
people—hasgotten it a lot of bad publicity. Much has been madeof the fact that erotic and pornographic

information is available on the Internet, everything from pictures to discussions about subjects many people

find objectionable. Thetruth is, that kind of content makes up a very small part of what’s available on the

Internet. Furthermore, the objectionable contentis not exactly in public view—you haveto doabit of

diggingto findit.

However,just the fact that this type of information is available to anyone who wantstosee it, including

children, has made people uncomfortable. In fact, Congress and otherlegislative bodies have tried to take

steps to ban certain types of content from being available on the Internet. As a result of these efforts, a con-

troversial law was passed against online pornography. Thelaw is called the Communications Decency Act,

which the Supreme Court ruled unconstitutional.

Thereal answer to the problem, though, doesn’t lie with legislation. The answerlies with technology—

software that enables parents to ensure that their children are not seeing objectionable material. A number

of companies make andsell software that will do this, such as SurfWatch, CyberNanny, and CyberPatrol.

They each check sites for content and then bar children from getting to those sites containing content that

is unsuitable for them. Somerouters used for home networks also include filtering capabilities built into
them.

Online services such as CompuServe and America Online have a variety of ways to block access to

objectionable material on the Internet. Someallow parents to block children from using services such as

the World Wide Web, chat, or newsgroups completely. Others, such as America Online, license technology

from software makers, such as those that manufacture SurfWatch, to enable anyone ontheir service to block

Internet sites they don’t want their children to visit.

Onegroup working on theissue is Platform for Internet Content Selection (PICS), whichis trying to

give parents control over the type of material to which their children have access. The group is trying to

develop industry standards for technology that would allow the contentofall sites and documents on the

Internet to be rated accordingtoits suitability for children. Additionally, the group would create standards

to enable software to be developed for blocking sites based on thosesuitability ratings.

Businesses are also concerned with the type of Internet material their workers are accessing over corpo-

rate networks. There is a feeling that getting at and displaying sexual material could be interpreted as sexual

harassment. Furthermore, some companies simply don’t want their workers accessing that material on com-

pany time. Some companies now lease the same software parents are buying. Instead ofinstalling the soft-

ware on individual computers, though, the software is installed on a server, and it checks all incoming

Internet traffic to every computer in the company.
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How Parental Controls Work
The SurfWatch module examines

the URLof every address coming
toward the TCP/IP stack. It looks

specifically for five types of URLs:
https, nntps, ftps, gophers, and
IRCs. It takes each of those five

types of URLs andputsit in its
ownseparate “box.”It allows the
rest of the Internet information

comingin to go through.
SurfWatch checks for these types
of URLs because they are the ones

 
 
 
 
 
 
 
 
 
 

Bi SurfWatch softwareis installed on a
computer a parent wants to monitor
to ensurethat children can’t get to
objectionable material on the
Internet. When a child launches

software to get onto Lhe Internet,
SurfWatch latches onto Winsockor

MacTCP, depending on whether a
PC or Macintoshis being used. A
SurfWatch software modulesits “in

 
 

  
 
 

front” of Winsock or MacTCP

(which we'll generically call a TCP/IP
stack) and monitors the TCP/IP data

stream coming to the TCP/IP stack~

Nor the Internet.

that are the mostlikely to contain
objectionable material. Stack

SurfWatch 

 
m3 Every URLin eachof the boxes is checked against a database of the URLsof objec-

tionable sites. If SurfWatch finds that any of the URLsare from objectionable sites,it
doesn’t allow that information to be passed onto the TCP/IP stack, blocking the site
and preventing information from being viewed.It alerts the child that the site has
been blocked. SurfWatch checks thousandsofsites and lists in its database the ones

that are found to be objectionable. 
 

If the URL is not in the database, SurfWatch does another check of the URL. This is called

pattern matching. \t looks at the words in the URL and checks them against a database
of words to see whether any of them indicates a request for objectionable material.
Often, people creating objectionable material put representative wordsin the URL to
draw attentionto thesite. If SurfWatch finds a matching pattern, it doesn’t allow that
information to be passed on to the TCP/IP stack, blocking the site and preventing infor-
mation from being viewed.It also alerts the child that the site has been blocked.

Thereiis another way that SurfWatch eventually might check for objectionablesites. A
 
 
 

ether objectionable material can be f
s that the URLisof a site containi

nation to be passed onto the TCPA
eing viewe  
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g \f the URL is not found to be of be BecausetheInternet is grow-
an objectionablesite after the ing so quickly, and so many
checks have been completed, newsites are being created

every month, the SurfWatch
database of objectionable sites
could becomeoutdated. To

solve the problem, SurfWatch
automatically updates the data-
base of sites every month. That
way,thelist of sites is always
kept current.

the URL is passed to the TCP/IP
stack and thento the Internet

software, wherethe child can
view it and interact withit.

SurfWatch doesall the checking
practically instantly, so there is
no apparentdelay in getting
material from the Internet.

 
 
 
 
 
 

 
 

New SurfWatch Data

Ey Parents aren’t the only people who want
to filter out objectionable sites. Many
businesses also might want to ensure that
their workers aren't accessing objection-
able sites over their corporate networks.
Instead of having a copy of SurfWatch
installed on every user's computer, the
softwareis installed on a network server

through whichall Internet traffic must
travel. At the server, the SurfWatch soft-

ware checks for objectionable sites in the
same wayit doesat individual machines.
However, when SurfWatch is on a server,
the softwarefilters all Internet traffic for

the entire company.
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ActiveX A technology for Microsoft Internet Explorer that enables programs to be downloaded and run in
your browser.

Address AnInternet location, such as a URL, an IP address, or an e-mail address.

AgentApiece of software that goes out across the Internet and does a job for you—for example, finding
the best prices on a product you wantto buy.

Application service provider (ASP) A service that enables you to run software over the Internet without
installing it on your computer. Many ASPs enable the software to run inside your Web browser when you
visit a Website.

ASCII characters Plain-text characters that you get by pressing keys on your keyboard.

Attachment SeeFile attachment.

Audiofile A file you can download or play from the Internet that has music or soundsinit.

Avatar A picture that represents you in picture-oriented chat rooms.

Bandwidth A measure of the amountof data that can be sent across an Internet connection over a unit

of time.

Bluetooth A wireless networking standard that allows devices of many different kinds to communicate in

a peer-to-peerfashion, that is, without having to use a server or other hardware to connect them.

Bridge A device that connects local area networks with each other.

Broadband connection A very fast Internet connection, such as via a cable modem,or DSL.

Browser See Web browser.

Buddy list In instant messaging software, a list of friends you create so that you are alerted whenever one
of your “buddies” comesonline.

Cable modemAdevice used to connect a computerto the Internet at very high speeds over cable TV
lines. The device isn’t a true modem, though, and uses a network card inside the computer to connect to
the cable line.

Cache A place on a computeror server that temporarily stores items such as Web pages and graphics so
they can be more quickly retrieved.

Carnivore An FBI hardware and software system that can be used to read people’s e-mail and track every-
thing they do when theyare on the Internet.

Chat A way that two or more people can communicate in real-time by typing messages on their keyboards.

Chat room A location in cyberspace where people go to chat.

Client A piece of software running on a local computer or device that communicates with a central server.

Client pull animation A Web animation technique in which the Web browser requests a series of images
that, when displayed one after another, appear to be animated.
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Client/server architecture A model of computing in which clients on local computers
cooperate with distant servers to compete tasks. The Internetis largely based on client/server
architecture.

Coaxial cable The type of cable used for cable TV connections. It can also be used to pro-
vide high-speedaccess to the Internet, via cable modes.

Common Gateway Interface (CGI) A conmuunications protocol that enables Web servers
to communicate with applications, such as databases.

Cookies A bit of data put on your computer by a Web server that can be used to track what
you do when you are on the Web.

Cryptosystems Systems used to encrypt data and then decrypt data so that only the
intended recipient can read it.

Decryption A method of unscrambling encrypted data so that it can be understood.

Digital certificate A key used to encrypt and decrypt information;it can be used to guaran-
tee that you’re the sender of a messageor to verify the authenticity of a person sending you a
message.

Digital signature An encrypted electronic “signature” that identifies you as the sender of a
message—and that can’t be forged.

Digital subscriber line (DSL) A wayof giving a computer high-speed access to the Internet
using existing phone lines. A DSL modem is required.

Domain Anarea of the Internet owned by a companyor person, such as zdnet .com.

Domain nameserver A server that translates Internet addresses, such as www. zdnet.com,

into their IP addresses, such as 128.42.23.68, and vice versa.

Domain Name System (DNS) Thesystem that translates Internet addresses, such as
www.zdnet.com, into their IP addresses, such as 128.42.23.68, and vice vetsa.

Download Totransfer information orfiles from the Internet to your computer.

Dynamic Host Configuration Protocol (DHCP) A protocol used to renew an IP address
or provide a new IP address to a computer whenit connects to a server. When you connectto
the Internet using an Internet service provider, you usually are given a different IP address
every time you connect.

Dynamic HTML (DHTML)Aeroup of HTML-related technologies that allows for greater
interactivity and animation on Web pages.

Dynamic IP address An IP address delivered via DHCP; with a dynamic IP address, the IP
address of a computerwill be different each time it goes onto the Internet.

E-mail filter A way of automatically sorting incoming e-mail so that some are automatically
routed to certain folders or deleted, based on the sender and the content of the message.
E-mail filters can be used to cut down on spam sentto you.

E-mail reader A piece of software used to send and receive e-mail.
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Encryption A method of scrambling data so that it can be read only by its intended
recipient.

Ethernet The most commonlocal area networking standard.

Ewallet An electronic wallet that contains your credit card information or electronic
moneyso that you can useit to easily shop at many online shoppingsites.

eXtensible Markup Language (XML) An extension of HTMLthatseparates the content
of a Web page fromits display. It can be used to allow designers to easily create Web pages to
be displayed on manydifferent devices, such as computers, cell phones, and PDAs.

File attachmentAfile attached to an e-mail message or a newsgroup posting. Any type of
file can be attached to e-mail or newsgroup postings.

File compression Shrinking thesize of a file down so that it can be transferred more quickly
over the Internet.

File extension The letters on the endof a filename that are used to identify the typeoffile
it is. For example, files with .doc extensions are Microsoft Wordfiles.

Firewall A hardware or hardware/software combination that protects computers on a
network from being attacked by hackers or snoopers.

Flash movie An animated movie played over the Web, created using Macromedia’s Flash
software.

FTP (File Transfer Protocol) A way of downloadingfiles on the Internet. See also
Download.

GatewayAdevice that connects local area networks with each other and can translate data
from one network to another.

GIF (Graphics Interchange Format) A common graphics format used on Webpages. Files
in this format end in.gif.

Helper application See Plug-in.

Hops The numberof times a packet of information needsto be sentto different routers

before reaching its destination.

Host See Server.

HTML(Hypertext Markup Language) The computer language that formsthe basis of the
World Wide Web. Web browsers interpret HTML commandsand display Web pages based on
the HTML commands.

HTTP(Hypertext Transfer Protocol) An Internet protocol that defines the way Web
browsers and Web servers communicate with each other.

HubAdevice that connects several computers to one another on a network.

Hub/Router A combination of a hub and router that connects computers, routes data
among them,and provides access to the Internet or other networks. Home networks com-
monly use a hub/router.
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Hyperlink A link on a Web page that sends you to another Web page or resource.

Hypertext Text that, when clicked, sends you to anotherpiece oftext or location.

Image mapAstatic image that has been turnedintoaclickable image with different
clickableparts.

Instant message A chat-like message sent to another individual in a private, one-on-one
conversation.

Instant messaging software Software that enables people to know whentheirfriends are
online and lets them send person-to-person messages.

Internet-enhanced TV Theuseof Internet technologies to add interactivity and Web links
to television broadcasts.

Internet service provider (ISP) A companythat provides dial-in or some other type of
access to the Internet for a monthlyfee.

Internet telephony Theuse of the Internet to make telephonecalls.

Intranet A private network inside a corporation that uses Internet technology.

IP address An Internet address thatis a series of four numbers separate by dots, such as
155.40.112.23. Every time you go onto the Internet, you use an IP address; without it you
can’t do things such assurf the Web.

IRC (Internet Relay Chat) A standard that enables people to chat with each other over
the Internet. You need special IRC software to chat via IRC.

ISDN (Integrated Services Digital Network) A methodof establishing a high-speed con-
nection to the Internet using telephonelines. Special lines and modemsare needed for ISDN.

Java A programming language used to create programs that can be run inside Web browsers
or on a variety of computers. The strength of Java-written programsis that they can be writ-
ten once and can then run asis in a variety of computers.

JavaScript A technology that enables Web designers to use a variety of interactive features
on Webpages.

JPEG (Joint Photographic Experts Group) A commongraphics format used for Web
pages. Files in this format end in .jpg.

KeyApiece of data used to encrypt or decrypt information.

Lightweight Directory Access Protocol (LDAP) A protocol that enables the creation of
Internet white pages, which let people look up other people’s e-mail addresses.

listserv A type of software that manages sending and receiving e-mail broadcasts and discus-
sions. The term often is used generically to describe an e-mail broadcast.

Local area network (LAN) A network that connects computers to each other so they can
easily communicate.

MacTCP Software for Macintosh computers that interprets TCP/IP commands.
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Mail header Thepart of an e-mail message that contains the subject line, the sender, the
receiver, and similar information.

Mail server A serverthat delivers or receives e-mail.

Mailing list Seelistserv.

MBone(Multicast backbone) A high-capacity Internet backbone used for transmitting
broadcasts using the Multicast IP protocol.

Message board A public area online where people can read and send messages.

Metasearch software Software that can search through many search engines simultane-

ously and report back theresults.

Microbrowser A browserthat a cell phone or similar device uses to browse the World
Wide Web.

Microsoft Outlook A popular e-mail program.

Moderated newsgroup A newsgroup in which all postings first have to go through a moder-
ator before being posted.

MP3file A special music format that’s of almost CD quality, but that producesfiles that
aren’t very large and so don’t take a long time to download.

Multicast IP A protocol that enables video and audio broadcasts to take place, while using
a minimum of bandwidth.

NameserverAserver that translates Internet addresses, such as www. zdnet.com, into their

IP addresses, such as 145.45.23.45.

Napster A popular program used for sharing music files in the MP3 format with others.

NetCam_ A video camera that attaches to a computer and often is used for Internet video-
conferencing or videochat.

Network address translation (NAT) A technique inalocal area network that provides an
internal IP address to computers inside the network, while masking the IP address to the out-
side world.It also enables several computers on the local area network to share an external
IP address.

Network card An add-in card put into a computer so that it can get onto a network,

Newsgroup A discussion area on the Internet.

Newsgroup reader A piece of software used tu read Lewsgroups.

Node_Aportion of a network through which many computers are connected.

Online auction Just like a real-life auction, except thatit’s done online.

Opt out A policy that lets you say you don’t wantto receive junk mail or similar
information.

Packet A piece of data that has been broken downinto pieces for transmitting over the
Internet or another network.
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Packet switched network A network in which there is no unbroken connection between

sender andreceiver; instead data is broken into packets, sent, and then reassembled when
received. The Internet is a packet switched network.

Palm Query Application (PQA) A small piece of software on a wireless Palm device that
enables it to get information from the Internet using Web clipping.

Palmtop computer A small computer, such as the Palm,thatfits in the palm of your hand
andis often used for keeping track of schedules, to-dolists, and a calendar; it also can be used
for wireless communications.

Parental controls/contentfiltering A feature of America Online, some routers, and some

add-in software that lets parents decide where kids can go on America Online and the
Internet and how they can use America Online and the Internet.

Passport A technique that enables people to determine what information to give to Web
sites and what information to keep private.

PasswordAsetof private letters and numbers or words you type in to give you access to a
service or site.

Peer-to-peer network A network that enables computers or other devices to connect
directly with one another without havingto use a server or other hardware to connect them.

Personal Digital Assistant (PDA) A small handheld computer, such as a Palm device or
Windows CE device.

Personal firewall A hardware or hardware/software combination that protects an individual
computer from being attacked by hackers or snoopers.

Piconet A network formed by the connection of two or more Bluetooth devices with one
another.

Plug-in A piece of software that installs in a browser or works in concert with a browser,
suchas for displaying different types of video.

Point-to-Point Protocol (PPP) A protocol for computers to connect to the Internet using
dial-up modems.

POP3 (Post Office 3) A communications protocol used by e-mail servers to deliver e-mail.

Pretty Good Privacy (PGP) A program used to encrypt and decrypt information.It’s espe-
cially useful for sending out private e-mail that only the sender and recipient can understand.

Private key Someone's key in an encryption schemethat only one person can use. It’s used
in concert with that individual’s public key to encrypt and decrypt information. See also Key
and Public key.

Proxy server A server located between a client, such as a Web browser, and the server the
client is trying to contact, and whichtries to fulfill the request before sendingit to the server.
For example, a proxy server could be used to speed up the delivery of Web pages.
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Public key Someone’s key in an encryption schemethat anyone canuse.It’s used in
concert with that individual’s private key to encrypt and decrypt information. See also Key
and Private key.

RealPlayer A popular piece of software that plays video and audiofiles.

Registrars Private companies that accept payment from companies and individuals who
buy Internet domains.

Router A piece of hardware that sends packets to their proper destinations on the Internet.

Routing table A database in a router that details the various paths packets can take en
route to their destinations.

Search engine A Website that lets you perform searches throughout the Internet.

Secure site A site that encrypts your credit card information asit’s sent across the Internet
so the credit card number can’t be stulen.

Serial Line Internet Protocol (SLIP) A prutuculfoi computers to connect to the Internet
using dial-up modems.It’s not as effective as a similar protocol, called PPP.

Server A computer that performs some task for other computers, such as sending or receiv-
ing e-mailor delivering Web pages.

Server push animation A Web animation technique in whichaserver sends a series of
images to a browser that, when displayed one after another, appear to be animated.

SET (Secure Electronic Transactions) The electronic encryption and payment standard
that a group of companies, including Microsoft, Netscape, VISA, and MasterCard, is pushing
to becomethe standard for doing electronic commerce on the Internet.

Shockwave An animated movie played over the Web, created using Macromedia’s Director
software.

Shopping cart A list of items someone wants to buy whenat a onlinestore.

SMTP(Simple Mail Transfer Protocol) A communications protocol used to send e-mail.

Smurf attack A method hackers use to attack Internet service providers or Websites.

Socket Software that understands and interprets TCP/IP commands.

Spam Junk e-mail sent to people who haven’t requested it. Most spam are commercialoffers
and can also be fraudulent.

Spam filter Software that can filter out spam beforeit is received.

Spamoflauge The act of hiding of a spammer’s truc e-mail address so that the true sender of
the spam can’t betraced.

Spider Software that gathers information from the Web andputs it into a large database
that can be searched by search engines.

SSL (Secure Sockets Layer) A technology that scrambles informationasit’s sent across
the Internet so hackers can’t read it.
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Static IP address A fixed IP address that never changes. Unlike a dynamic IP address,it is
permanent, so the IP address of the computer never changes wheneverit goes onto the
Internet.

Streaming audio See Streaming media.

Streaming media A technique that enables you to view andlisten to audio and videofiles
from the Internet while they’re still downloading to your computer. With streaming media,
you can view and listen to audio and videofiles only a few seconds after you click them.

Streaming video See Streaming media.

T1 line A high-speedline that can carry data at a rate of 1.544Mbps.

T3 line A high-speed line that can carry data at a rate of 44.746Mbps.

TCP/IP (Transmission Control Protocol/Internet Protocol) The communications proto-
cols that underlie the Internet.

TCP/IP stack See Socket.

Telnet A wayof controlling a host computerfrom your own computer over the Internet.

Trojan horse A malicious program that appears to be benign, but in fact is doing damage to
your computer. Some Trojan horses can give hackers complete access to the computers of
people who run them.

TRUSTe A companythatsets voluntary standards for privacy on the Internet and that
gives out “seals” that companics can post on their Websites if the companies adhere to those
privacy rules.

Uniform resource locator (URL) An address on the Internet, such as www. zdnet.com, that

enables computers and other devices to visit it.

Universal Serial Bus (USB) A technology that enables many devices to connect to a com-
puter, such as NetCams, scanners, and digital cameras. The devices can be attached to one

anotherin daisy-chain fashion, allowing many to be connectedat once.

Unmoderated newsgroup A newsgroup in which postings don’t have to go through a mod-
erator before being posted.

Upload Totransfer a file from your computer to another computeror to a server.

Usenet AnInternet service for newsgroups.

Videoconference A conference amongseveral people in which they can talk to one another
and see each other using video cameras over the Internet.

Virtual Private Network (VPN) A encryption technique that enables people to connect
to their corporation’s network over the Internet, while protecting the data from being seen by
anyoneelse.

Virtual reality (VR) The simulation of reality on a computerscreen or over the Internet.

Virtual Reality Modeling Language (VRML) Thelanguage used to create Virtual reality
Websites.
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Virus A malicious program that attacks a computer.

WAPTransaction Protocol (WTP) A communications protocol, part of the Wireless
Access Protocol (WAP), that is the equivalent of the Internet’s TCP/IP protocols and
enables cell phones and similar devices to access the Internet.

Web browser A piece of software that enables people to browse the World Wide Web.

Web bug A technique that enables Websites or people to track people’s activities when
they visit the Web or use e-mail.

WebCamAvideo camerathatsendslivestill or video images to a Website.

Web clipping A technique that enables Palm devices to get information from the Internet.

Web page template A preformatted design for a Web page that includes colors, fonts, lay-
out, and other elements. Templates make creating Web pages easy—you only haveto put in
your own words, pictures, and content.

Web tracking A technique used by Wehsites that tracks what people do when theyvisit a
Website.

WebTVAproduct that lets you get access to the Web on yourtelevisionset.

Web white pages Web sites that contains information that can be searched through,for
identifying information such as e-mail addresses, phone numbers, and addresses.

Whiteboard In videoconferencing, an application that enables several people to work on
the samescreen simultaneously.

Winsock Software for Windows that interprets TCP/IP commands.

Wireless access point A device that connects wireless devices, such as a computer
equipped with a wireless network card, to a network.

Wireless access protocol (WAP) AnInternet protocolthat defines the way cell phones
and similar devices can access the Internet.

Wireless Markup Language (WML) A markup language related to HTMLthatis used to
create Websites that cell phones and similar devices can visit.

WMLScript A scripting language that enables interaction between cell phones and the
Internet.

Workgroup software Software that enables groups in a corporation to work more closely
and effectively with each other and does things such as route documents among people and
allow people to run whiteboard applications.

World Wide Web The most popular portion of the Internet, it allows you to view pages
that include text, pictures, video, sound, and various formsof interactivity.

World Wide Web Consortium (W3C) The group that develops standards for the evolution
of the World Wide Web.
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