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(57) Abstract: A method of protecting a computer program (16) running on a computer apparatus (10) from piracy. The computer 
program (16) includes a code module (18) which performs an application and code which defines a plurality of blockades (20). Each 
blockade is associated with a parameter which determines activation of the blockade. Once activated, each blockade changes the 
functionality of the application compared to that pertaining prior to activation of the blockade. Blockades activate at different times. 
Each blockade requires at least one program update to be executed to deactivate that blockade. Updates can be installed manually or 
automatically. Preferably, the computer program is authorised as being a genuine copy of the program before receiving a program 
update. 
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Protection of software from piracy 

This invention relates to protection of software products. 

The computer industry loses a significant amount of money to software piracy. 

5 In software piracy a so-called 'pirate' obtains a piece of software, copies the software, and 

then distributes illegal copies of the software for profit. Where software includes some form 

of copy protection, a pirate may take steps to remove, or disable, the copy protection before 

making illegal copies and distributing them. 

Various forms of security measures are known which attempt to protect 

10 software from piracy. In client-server systems it is possible to arrange for part of the 

software code to be executed by a client and part of the software code to be executed by a 

secure remote server. In this type of system checks can regularly occur between the client 

and server and in the event of a security concern with a particular client, the server can stop 

executing code for that client. While this is a secure solution it has a disadvantage of 

15 requiring the software supplier to provide processing capability at the server for each 

software user. 

A majority of software is executed in a stand-alone manner by terminals. 

Although the terminal which executes the software can have access to an external network, 

such as the Internet, the terminal does not require a continuous connection to a remote server 

20 for the software to function. It is this kind of set up where it is most difficult to protect 

software. 

It is known to provide software which requires a user to enter a security 'key' 

(typically a code supplied with the product) at the time of installing software. The software 

product is only unlocked when the correct key is given. However, this can be bypassed by 

25 ensuring that any illegal copies of a software product are accompanied with this key. An 

additional security measure is to ask a user to register their product with a registration 

authority. A user can register their product by sending details by mail, phone, fax or, more 

typically, by allowing their terminal to electronically exchange data with a remote server. 

The registration process sends a key which uniquely identifies the copy of the installed 
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product, in an attempt to prevent multiple registrations of the same software product installed 

on different terminals. The registration process may also collect details of the hardware 

configuration at the terminal where the software has been installed. US 6,243,468 describes 

a system of this kind. Registration is often not compulsory, and so it is still possible to use 

5 pirate software without registration. 

It is known to provide software on a trial basis with a time-dependent 

blockade. After using the program for a particular time (e.g. operating the program ten 

times), the user is required to purchase a key to continue using the product. If the correct key 

is not provided, the program is rendered unusable. US 5,014,234 describes software of this 

kind. 10 

In spite of these various security measures, software piracy remains a 

significant problem to the software industry. 

The present invention seeks to discourage software piracy. 

15 

Accordingly, a first aspect of the present invention provides a method of 

protecting a computer program running on a computer apparatus from piracy comprising, at 

the computer apparatus: 

executing at least one code module of the computer program to perform an 

application; 20 

executing code of the computer program which defines a plurality of 

blockades, each blockade being associated with a parameter which determines activation of 

the blockade, wherein each blockade, once activated, is arranged to change the functionality 

of the application compared to that pertaining prior to activation of the blockade, and wherein 

activation of a first blockade is arranged to occur at a different time to that of a second 25 

blockade; 

receiving a program update, and 

executing the program update to deactivate one of the blockades, 

wherein each blockade requires at least one program update to be executed to deactivate that 

blockade. 30 

Providing a plurality of blockades which activate at different times forces the 

computer apparatus which executes the program to install program updates at different points 

in time to deactivate the blockades and continue using the software. Preferably a blockade, 

once activated, is arranged to stop the application from operating, or to cause the application 
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to operate with reduced or incorrect functionality compared to that pertaining prior to 

activation of the blockade. 

Pirates are discouraged from distributing illegal software as users of 

illegitimate software continue to be dependent on the pirate for updates. This increases the 

5 operating costs of the pirate and, because the pirate has to keep in contact with the customers, 

it increases the risk of the pirate being discovered. If a pirate chooses not to support users of 

the pirate software, the pirate copies of the software will terminate, or operate with reduced 

or incorrect functionality, when the first blockade is reached. 

In addition to deactivating a blockade, the program updates can include code 

10 to fix a breach of a security mechanism which may have occurred since release of the 

computer program. Program updates can additionally, or alternatively, include code to 

implement additional blockades and code to fix other bugs which have been discovered in the 

program. By incorporating the blockades, a user is required to install a program update if 

they are to continue using the program with at least the functionality pertaining originally. 

The program updates can be installed manually by a user or, more preferably, 

the updates can be installed automatically before a blockade becomes active. This can occur 

as a background process which does not interrupt the normal operation of the program. The 

updates can be retrieved by a user or automatically by the program. In all cases, it is 

preferred that the copy of the computer program is verified as being an authorised copy 

20 before a blockade is deactivated. 

15 

A program update can be installed before the activation time of a blockade. 

This will have the effect of deactivating the blockade and will ensure that the effects which 

are scheduled to occur at the time of activation (application stops operating; application 

operates with reduced or incorrect functionality) do not occur. However, it is preferred that 

the update can only be installed during a limited window of time preceding the activation 

time of the blockade. This prevents pirates from supplying a copy of the program with 

updates already installed to deactivate the blockades. 

Legitimate users do not need to be inconvenienced by the blockades as the 

software can automatically contact the server to deactivate the blockade at an appropriate 

time. 

25 

30 

Preferably, the code which implements the blockades is buried within the code 

module (or modules) of the application to prevent the blockade code from being readily 

identified and altered. 
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