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REMOTE UPDATE OF COMPUTERS BASED ON PHYSICAL DEVICE 

RECOGNITION 

[0001] This application claims priority to U.S. Provisional Application No. 61/220,092 which 

was filed June 24, 2009 and which is fully incorporated herein by reference. 

BACKGROUND 

Field of the Invention 

[0002] The present invention relates to computers and, in particular, to methods, apparatus 

and systems for maintaining appropriate configuration updates to software/hardware 

configuration through the use of physical device recognition to tailor configuration updates. 

Description of the Related Art 

[ 0 0 0 3] Monitoring changes and updates to the plurality of computer pro grams resident on a 

client device is a difficult task for the typical user to consistently perform. In addition, the latest 

update from a vendor may not be appropriate considering the hardware, software or 

physical/geo-location of the client device. Thus, there is a need in the art for a tool that will 

automate the program configuration update process and optimize the suggested updated program 

configuration to match the environment of the client device. 

[0004] The present invention is directed toward a system, method and apparatus for remote 

updating of the configuration of a computer. One embodiment of the invention is system for 

remote updating a computer configuration, comprising: a client device configured to load a 

computer program to perform a remote update; a processor, at the client device, configured to 

perform physical device recognition on the client device to determine machine parameters, 

wherein unique device identifiers are generated for the client device, at least in part, based on the 

determined machine parameters; a transceiver configured to send the unique device identifiers to 

at least one of an auditing server and an update server via Internet; an update server configured 

to collect the unique device identifiers from at least one client device; a processor, at the update 

server, configured to analyzed the unique identifiers at the update server, wherein the analyzed 

unique identifiers determine an updated program configuration; and a transceiver, at the update 

server, configured to deliver the updated program configuration to the client device via Internet. 

1 

APPLE EXHIBIT 1002, Page 5 of 1044



[ 0 0 0 5] In accordance with one aspect of the embodiments described herein, there is provided 

an apparatus for remote update of a program, comprising: means for loading a client device with 

a computer program configured to perform a remote update; means for performing physical 

device recognition on the client device to determine machine parameters; means for generating 

unique device identifier based at least in part on the determined machine parameters; means for 

sending the unique device identifier to at least one of an auditing server and an update server; 

and means for receiving an updated program configuration from the update server. 

[ 0 0 0 6] In accordance with another aspect of the embodiments described herein, there is 

provided a method for remote update of a program, comprising: collecting unique identifiers 

from at least one of an audit server and client device at an update server; analyzing the unique 

identifiers; determining an updated program configuration for the client device from the 

analyzed unique identifiers; and delivering the updated program configuration to the client. 

[0007] In accordance with another aspect of the embodiments described herein, there IS 

provided a tangible computer readable medium having stored thereon, computer-executable 

instructions that, if executed by a computing device, cause the computing device to perform a 

method comprising: loading a client device with a computer program configured to perform a 

remote update; performing physical device recognition on the client device to determine 

machine parameters; generating unique device identifier based at least in part on the determined 

machine parameters; sending the unique device identifier to at least one of an auditing server and 

an update server; and receiving an updated program configuration from the update server. 

[ 0 0 0 8] In accordance with another aspect of the embodiments described herein, there IS 

provided an apparatus for remote updating of a program, comprising: means for collecting 

unique identifiers from at least one of an audit server and client device; means for analyzing the 

unique identifiers; means for determining an updated program configuration for the client device 

from the analyzed unique identifiers; and means for delivering the updated program 

configuration to the client. 

[0009] In accordance with another aspect of the embodiments described herein, there is 

provided a tangible computer readable medium having stored thereon, computer-executable 

instructions that, if executed by a computing device, cause the computing device to perform a 

method comprising: collecting unique identifiers from at least one of an audit server and client 
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device; analyzing the unique identifiers; determining an updated program configuration for the 

client device from the analyzed unique identifiers; and delivering the updated program 

configuration to the client. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0010] FIG. 1 is a schematic diagram of a system for remote updating of a client device by an 

update server in accordance with an embodiment of the invention. 

[0011] FIG. 2 is a flow diagram of a method for remote updating of a client device m 

accordance with an embodiment of the invention implemented on the client device. 

[0012] FIG. 3 is a block diagram of an apparatus according to the invention that may be 

configured as a client device, or as a processor or similar device for use within a client device. 

[0013] FIG. 4 is a flow diagram of a method for remote updating of a client device m 

accordance with an embodiment of the invention implemented on the update server. 

[0014] FIG. 5 is a block diagram of an apparatus according to the invention that may be 

configured as an update server, or as a processor or similar device for use within an update 

server. 

[0015] FIG. 6 is a block diagram of memory allocation for a unique device identifier used in 

the various exemplary embodiments of the invention. 

DETAILED DESCRIPTION 

[0016] In accordance with the present technology, there is provided a system, method and 

apparatus for the remote update of computer software licenses through the use of physical device 

recognition. In particular, FIG. 1 shows an exemplary schematic diagram for a system for 

remote updating of at least one client device 100 by an update server 120 in accordance with an 

exemplary embodiment of the invention. In particular, FIG. 1, shows an exemplary system 

having at least one computing/network client device 100 that is in operative communication via 

the Internet 102 with an audit server 110 and an update server 120. While only one client device 

100 is illustrated in FIG. 1, it will be understood that a given system may comprise any number 

of client devices and use any number of apparatuses and methods of the invention as described 

herein. Further details regarding the system of FIG. 1 are provided below. 
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[0017] FIG. 2 provides an exemplary flow diagram of a method for remotely updating a client 

device. In particular, in step 210 of FIG. 2, the loading of at least one client device with a 

computer program for remote updating is performed. Physical device recognition of at least one 

of a software, hardware and geo-location environment of the client device is performed to 

determine machine parameters in step 220. Step 230 involves generating unique device 

identifiers, at least in part, from the determined machine parameters. The unique device 

identifiers are sent to at least one of an audit server 110 and an update server 120, as shown in 

FIG. 1, in step 240. In step 250, the client device 100 receives an updated program configuration 

from the update server 120, as shown in FIG. 1. 

[0018] FIG. 3 illustrates an exemplary apparatus that may be configured as a client device, 

comprising: a transceiver 304, a processor 306 and a memory 308; or as a processor 306; or as a 

similar device for use within a client device 100, as shown in FIG. 1, which provides the means 

for implementing the method, as disclosed in FIG. 2, on the client device 100. In particular, 

apparatus 300 may comprise means for loading 320 a client device with a computer program for 

performing a remote update. In addition, the apparatus 300 may comprise means for performing 

320 physical device recognition of one or more machine parameters of the client device. The 

machine parameters may comprise a combination of at least one user-configurable parameter and 

at least one non-user-configurable parameter of the client device. Further, the apparatus 300 may 

comprise a means for generating 340 a device identifier for the device based at least in part on 

the collected one or more machine parameters. Furthermore, apparatus 300 may comprise means 

for sending unique identifiers to at least one of an audit server and an update server. Moreover, 

apparatus 300 may comprise means for receiving 360 an updated program configuration from the 

update server. 

[0019] In addition, apparatus 300 may further comprise a means for determining the geo

location code for the device and for associating the geo-location code with a unique device 

identifier; and a software identifier to generate an audit number. The geo-location code may 

comprise, but is not limited to an Internet protocol (IP) address. 

[0020] The apparatus 300 may further comprise a means for generating a device identifier by 

implementing or executing at least one irreversible transformation such that the machine 
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parameters cannot be derived from the device identifier. Additionally, at least one of the 

irreversible transformations may comprise, but is not limited to a cryptographic hash function. 

[0021] It is noted that apparatus 300 may optionally include a processor module 306 having at 

least one processor, in the case of apparatus 300 configured as computing device, rather than as a 

processor. Processor module 306, in such case, may be in operative communication with means 

for determining the geo-location code; means for generating a device identifier by implementing 

or executing at least one irreversible transformation and components thereof, via a bus 302 or 

similar communication coupling. Processor 306 may effect initiation and scheduling of the 

processes or functions performed by means for generating a device identifier by implementing or 

executing at least one irreversible transformation, and components thereof. 

[0022] In related aspects, apparatus 300 may include a transceiver module 304 for 

communicating with means for generating a device identifier by implementing or executing at 

least one irreversible transformation, and components thereof. A stand alone receiver and/or 

stand alone transmitter may be used in lieu of or in conjunction with the transceiver 304. 

[0023] In addition, apparatus 300 may optionally include a means for storing information, such 

as, for example, a computer readable medium or memory device/module 308. Further, the 

memory device/module 308 may be operatively coupled to the other components of apparatus 

300 via bus 302 or the like. The computer readable medium or memory device 308 may be 

adapted to store computer readable instructions and data for effecting the methods of FIG. 2; 

and, as shown in FIG. 3, the processes and behavior of means 320-360; means for determining 

the geo-location code; means for generating a device identifier by implementing or executing at 

least one irreversible, and components thereof; or processor 306 (in the case of apparatus 300 

being configured as a computing device) or the methods disclosed herein. 

[0024] In yet further related aspects, the memory module 308 may optionally include 

executable code for the processor module 304 configured to: (a) determine machine parameters 

of a client device, the machine parameters comprising a combination of at least one user

configurable parameter and at least one non-user-configurable parameter of the device; (b) 

generate a device identifier for the device based, at least in part, on the machine parameters; and 

( c) determine whether an Internet connection is available for the client device. One or more of 
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steps (a)-(c) may be performed by a processor module in lieu of or in conjunction with the means 

described above. 

[0025] FIG. 4 shows an exemplary flow diagram of a method for remote updating of a client 

device in accordance with an embodiment of the invention on the update server 120, as shown in 

FIG. 1. In particular, in step 410 the unique identifiers are collected by update server 120 from 

at least one of the audit server 110 and the client device 100, as shown FIG. 1. The unique 

identifiers are then analyzed on the update server in step 420. Step 430 involves determining an 

updated program configuration for the client device from the analysis of the unique identifiers. 

The updated program configuration is delivered to the client device in step 440. 

[0026] FIG. 5 shows an exemplary apparatus that may be configured as either an update 

server, or as a processor or similar device for use within the update server. an exemplary 

apparatus diagram that may be configured as an update server comprising: a transceiver 504, a 

processor 506 and a memory 508; or as a processor 506; or as a similar device for use within an 

update server 120, as shown in FIG. 1, which provides the means for implementing the method, 

as disclosed in FIG. 4, on the update server 120, as disclosed in FIG. 1. In particular, apparatus 

500 may comprise means for collecting 520 unique identifiers from at least one of an audit server 

and at least one client device with a computer program for performing a remote update. In 

addition, the apparatus 300 may comprise means for analyzing 530 the unique identifiers that are 

determined, at least in part, from the machine parameter. The machine parameters may comprise 

a combination of at least one user-configurable parameter and at least one non-user-configurable 

parameter of the client device. Further, the apparatus 500 may comprise a means for 

determining 540 an updated program configuration for the device based, at least in part, on the 

collected one or more machine parameters. Furthermore, apparatus 500 may comprise means for 

delivering the updated program configuration for the client device 100 from the update server 

120, as shown in FIG. 1. 

[0027] It is noted that apparatus 500 may optionally include a processor module 506 having at 

least one processor, in the case of apparatus 500 configured as a computing device, rather than as 

a processor. In related aspects, apparatus 500 may include a transceiver module 504 for 

communicating with means for generating a device identifier by implementing or executing at 
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least one irreversible transformation, and components thereof. A stand alone receiver and/or 

stand alone transmitter may be used in lieu of or in conjunction with the transceiver 504. 

[0028] In addition, apparatus 500 may optionally include a means for storing information, such 

as, for example, a computer readable medium or memory device/module 508. Further, the 

memory device/module 508 may be operatively coupled to the other components of apparatus 

500 via bus 302 or the like. The computer readable medium or memory device 508 may be 

adapted to store computer readable instructions and data for effecting the methods of FIG. 4; 

and, as shown in FIG. 5, the processes and behavior of means 520-550, and components thereof; 

or processor 506 (in the case of apparatus 300 being configured as a computing device). 

[0029] In yet further related aspects, the memory module 508 may optionally include 

executable code for the processor module 504 configured to: (a) collect unique identifiers from at 

least one of an audit server and client device; (b) analyze the collected unique identifiers; ( c) 

determine an updated program configuration for the client device; and (d) deliver the updated 

program configuration to the client device(s). One or more of steps (a)-(d) may be performed by 

a processor module in lieu of or in conjunction with the means described above. 

[0030] FIG. 6, discloses, for one or more embodiments described herein, an exemplary format 

for a unique device identifier 600, which may further include two components: (1) a variable key 

portion; and (2) a system key portion. The variable key portion may be generated at the time of 

registration of client device 100 by reference to a variable platform parameter, such as, but not 

limited to: a reference to system time information, location and/or other parameters that are 

variable in nature may be utilized in other embodiments. The system key portion may include 

the above described parameters expected to be unique to the client device 100, that are for 

example, but not limited to: hard disk volume name, user name, computer name, user password, 

hard disk initialization date, or combinations thereof. The variable key portion and/or system 

key portion may be combined with the IP address and/or other platform parameters of the client 

device 100. It is noted that unique device identifiers, or portions thereof, may be encrypted to 

add an additional layer of specificity and security. 

[0031] With respect to the system, method and apparatus of the invention, the following 

paragraphs provide additional detail regarding the implementation of each of the embodiments 

discussed above. 
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[0032] The machine parameters may further include, but are not limited to: user account 

information, program information (e.g., serial number); location of a user within a given 

application program, and features of the software/hardware the user is entitled to use. As shown 

in FIG. 1, block 107, the updated program configuration delivered to the client device may 

include, but is not limited to: binary, executables, paths, dlls, miss or assets. 

[0033] The client device 100 may be, but is not limited to, a personal computer, a server 

computer, a laptop computer, a tablet computer, a personal digital assistant, a mobile phone, a 

wireless communication device, an onboard vehicle computer, a game console, or any other 

machine/device capable of communication with a computer network, such as but not limited to 

the Internet. In related aspects, in wireless communications, Over The Air (OTA) Push or the 

like may be implemented to download onto or upgrade (e.g., configuration/settings, etc.) client 

network devices. OTA Push involves the use of wireless phone numbers (MS-ISDN) rather than 

IP. 

[0034] The client device 100 may compnse software (e.g., an operating system or other 

applications) that requires a license to be authorized for use. The client device 100 may further 

comprise an auditing tool or application. The auditing application may be any program or 

application that collects identifying information regarding the client device 100 and/or software 

on the client device 100. The auditing application may comprise a stand alone application or an 

applet running within a web browser on the client device 100 (e.g., an applet comprising 

executable code for a Java Virtual Machine). 

[0035] The auditing application may be embedded in or associated with another software 

application, including, but not limited to software. For example, the auditing application may be 

embedded in or associated with a tool bar of a software application, for example, but not limited 

to a web browser. The auditing application may prompt the user to register with an online 

software registration service, or may run in the background with little or no interaction with the 

user of the client device 100. 

[0036] The auditing application may include a registration routine that collects information 

regarding client device 100 by checking a number of parameters which are expected to be unique 

to the client device environment. The parameters checked may include, but are not limited to: 

hard disk volume name, user name, device name, user password, hard disk initialization date, etc. 
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The collected information may include, but is not limited to: information that identifies the 

hardware comprising the platform on which the web browser runs, such as, CPU number, or 

other unique parameters associated with the firmware in use. The system information may 

further include, but is not limited to: system configuration information, amount of memory, type 

of processor, software or operating system serial number, etc. 

[0037] In the alternative, or in addition, the parameters checked may include, but are not 

limited to virtual machine specifications. Examples of virtual machine specifications may 

include, but are not limited to: information relating to virtual processors, virtual BIOS, virtual 

memory, virtual graphics, virtual IDE drives, virtual SCSI devices, virtual PCI slots, virtual 

floppy drives, virtual serial (COM) ports, virtual parallel (LPT) ports, virtual keyboard, virtual 

mouse and drawing tablets, virtual Ethernet card, virtual networking, virtual sound adapter, etc. 

[0038] Based on the collected information, the auditing application may generate a device 

identifier that is unique for the client device 100. In the alternative, or in addition, the auditing 

application may gather and send the device parameters to a remote server, such as audit server 

110, which in turn generates the device identifier. The device identifier may be stored in a 

hidden directory of the client device 100 and/or at a remote location, such as the audit server 

110. The device identifier may incorporate the device's IP address and/or other geo-location 

code (e.g., GPS data, cell site triangulation data, or the like, or combinations thereof) to add 

another layer of specificity to client device's unique identifier. 

[0039] An application (e.g., auditing application) running on the client device 100 or otherwise 

having access to the hardware and file system of the client device 100 may generate a device 

identifier (e.g., a unique device identifier) using a process that operates on data indicative of the 

configuration and hardware of the client device 100. The device identifier may be generated 

using a combination of user-configurable and non-user-configurable machine parameters as input 

to a process that results in the device identifier, which may be expressed in digital data as a 

binary number. 

[0040] Each machine parameter 1s data determined by a hardware component, software 

component, or data component specific to the client device 100. Machine parameters may be 

selected based on the target device system configuration such that the resulting device identifier 
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has a very high probability (e.g., greater than 99 .999%) of being a unique identifier of the client 

device 100. 

[0041] In addition, the machine parameters may be selected such that the device identifier 

includes at least a stable unique portion up to and including the entire identifier that has a very 

high probability of remaining unchanged during normal operation of the client device 100. As a 

result, the device identifier should be highly specific, unique, reproducible and stable as a result 

of properly selecting the machine parameters. 

[0042] The application for generating the unique device identifier may also operate on the 

collected parameters with one or more algorithms to generate the device identifier. This process 

may include at least one irreversible transformation, such as, but not limited to a cryptographic 

hash function. As a result, the input machine parameters cannot be derived from the resulting 

device identifier. Thus, each device identifier, to a very high degree of certainty, cannot be 

generated except by the suitably configured application operating or otherwise having had access 

to the same client device for which the device identifier was first generated. Conversely, each 

device identifier, again to a very high degree of certainty, can be successfully reproduced by the 

suitably configured application operating or otherwise having access to the same client device 

100 on which the device identifier was first generated. 

[0043] The auditing application may operate by performing a system scan to determine a 

present configuration of the client device. The auditing application may then select the machine 

parameters to be used as input for generating the unique device identifier. Selection of 

parameters may vary depending on the system configuration. Once the parameters are selected, 

the application may generate the device identifier. 

[0044] Further, generating the device identifier may also be described as generating a device 

fingerprint and may entail the sampling of physical, non-user configurable properties as well as a 

variety of additional parameters such as uniquely generated hashes and time sensitive values. 

During a standard operating lifetime, the process of passing electricity through the various 

switches causes a computer chip to degrade. These degradations manifest as gradually slower 

speeds that extend the processing time required to compute various benchmarking algorithms. 

Physical device parameters available for sampling may include, but are not limited to: unique 

manufacturer characteristics, carbon and silicone degradation and small device failures. 
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[0045] The process of measuring carbon and silicone degradation may be accomplished by 

measuring a chip's ability to process complex mathematical computations, and its ability to 

respond to intensive time variable computations. These processes measure how fast electricity 

travels through the carbon. Using variable offsets to compensate for factors such as, but not 

limited to: heat and additional stresses placed on a chip during the sampling process. This 

approach allows for each and every benchmark to reproduce the expected values. 

[0046] In addition to the chip benchmarking and degradation measurements, the process for 

generating a device identifier may include measuring physical, non-user-configurable 

characteristics of disk drives and solid state memory devices. Each data storage device has a 

large variety of damage and unusable data sectors that are nearly unique to each physical unit. 

The ability to measure and compare values for damaged sectors and data storage failures 

provides a method for identifying storage devices. 

[0047] Device parameter sampling, damage measurement and chip benchmarking make up just 

a part of device fingerprinting technologies described herein. These tools may be further 

extended by the use of complex encryption algorithms to convolute the device identifier values 

during transmission and comparisons. Such encryption processes may be used in conjunction 

with random sampling and key generations. 

[0048] The device identifier may be generated by utilizing machine parameters associated 

with, but not limited to, one or more of the following: machine model; machine serial number; 

machine copyright; machine ROM version; machine bus speed; machine details; machine 

manufacturer; machine ROM release date; machine ROM size; machine UUID; and machine 

service tag. Further, the device identifier may also be generated by utilizing machine parameters 

associated with, but not limited to, one or more of the following: CPU ID; CPU model; CPU 

details; CPU actual speed; CPU family; CPU manufacturer; CPU voltage; and CPU external 

clock. 

[0049] The device identifier may also be generated by utilizing machine parameters associated 

with, but not limited to, one or more of the following: memory model; memory slots; memory 

total; and memory details. Further, the device identifier may also be generated by utilizing 

machine parameters associated with, but not limited to, one or more of the following: video 

model; video details; display model; display details; audio model; and audio details. 
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[0050] The device identifier may also be generated by utilizing machine parameters associated 

with, but not limited to, one or more of the following: network model; network address; 

Bluetooth address; BlackBox model; BlackBox serial; BlackBox details; BlackBox damage map; 

BlackBox volume name; NetStore details; and NetStore volume name. Furthermore, the device 

identifier may also be generated by utilizing machine parameters associated with, but not limited 

to, one or more of the following: optical model; optical serial; optical details; keyboard model; 

keyboard details; mouse model; mouse details; printer details; and scanner details. 

[0051] The device identifier may also be generated by utilizing machine parameters associated 

with, but not limited to, one or more of the following: baseboard manufacturer; baseboard 

product name; baseboard version; baseboard serial number; and baseboard asset tag. Moreover, 

the device identifier may also be generated by utilizing machine parameters associated with, but 

not limited to, one or more of the following: chassis manufacturer; chassis type; chassis version; 

and chassis serial number. 

[0052] The device identifier may also be generated by utilizing machine parameters associated 

with, but not limited to, one or more of the following: IDE controller; SATA controller; RAID 

controller; and SCSI controller. Further, the device identifier may also be generated by utilizing 

machine parameters associated with, but not limited to, one or more of the following: port 

connector designator; port connector type; port connector port type; and system slot type. 

[0053] The device identifier may also be generated by utilizing machine parameters associated 

with, but not limited to, one or more of the following: cache level; cache size; cache max size; 

cache SRAM type; and cache error correction type. Furthermore, the device identifier may also 

be generated by utilizing machine parameters associated with, but not limited to, one or more of 

the following: fan; PCMCIA; modem; portable battery; tape drive; USB controller; and USB 

hub. 

[0054] The device identifier may also be generated by utilizing machine parameters associated 

with, but not limited to, one or more of the following: device model; device model IMEi; device 

model IMSI; and device model LCD. Moreover, the device identifier may also be generated by 

utilizing machine parameters associated with, but not limited to, one or more of the following: 

wireless 802.11; webcam; game controller; silicone serial; and PCI controller. 
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[0055] In one example, the device identifier may also be generated by utilizing machine 

parameters associated with, but not limited to, one or more of the following: machine model, 

processor model, processor details, processor speed, memory model, memory total, network 

model of each Ethernet interface, network MAC address of each Ethernet interface, BlackBox 

Model, BlackBox Serial (e.g., using Dallas Silicone Serial DS-2401 chipset or the like), OS 

install date, nonce value, and nonce time of day. 

[0056] Further, with reference once again to FIG. 1 the auditing application may also include a 

registration routine that collects or receives information regarding the software on the client 

device 100 by checking information which is expected to be unique to software, for example, but 

not limited to the software serial number. The collected software identifier may include, but is 

not limited to: the software serial number, product identification number, product key, etc. The 

collected software identifier may include, but is not limited to: information regarding where the 

software was sold or distributed, who the buyers, sellers, and/or distributors were, which stores 

the software was sold in, etc. 

[0057] The software identifier may be unique to particular copy of software, such as when the 

software is licensed to a single user. In the alternative, or in addition, the software identifier may 

be unique to particular type or group of software, such as when the software is licensed to a 

defined group of users. 

[0058] The embodiments described herein comprise an auditing application that collects the 

software identifier for software on the client devices. However, it will be understood that the 

systems, methods and components described herein can be adapted to collect one or more types 

of software identifiers for a plurality of software applications. The software identifier may be 

stored in a hidden directory of the client device 100 and/or at a remote location, such as the audit 

server 110. For example, in one approach, the software identifier, device identifier, and/or 

combinations thereof may be hidden in multiple locations on the client device 100 and may be 

crosschecked for tampering, corruption, etc. In another approach, the software identifier, device 

identifier, and/or combinations thereof may be hidden in multiple locations, including one or 

more remote locations/servers, and may be crosschecked with each other to verify the integrity 

of the identifiers. 
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[0059] The auditing application may also include a registration routine that collects or receives 

information regarding the geo-location code of the client device 100. The geo-location code may 

comprise, but is not limited to: the IP address, GPS data, cell site triangulation data, or the like 

for the client device 100. 

[0060] Auditing application may electronically send the device identifier and the software 

identifier to the auditing server 110 or directly to the update server 120 via the Internet 102. In 

the alternative, or in addition, a geo-location code may be associated with the device identifier 

and/or the software identifier and may be sent to the auditing server 110 or directly to the update 

server 120, via a secured network connection or via the Internet 102. Further, the client device 

100 or the auditing server 110 may encrypt and store the data, such as the device identifier, the 

software identifier, and/or the geo-location code, received from the client device 100. In 

addition, the auditing server 110 may receive such data from a plurality of client devices and 

store the received data in an audit database. 

[0061] In one embodiment, the auditing application may generate an audit number by 

associating the software identifier with the device identifier and/or geo-location code, and may 

send the generated audit number to the audit server 110 or store the audit number in the client 

device 100. 

[0062] In another embodiment, the auditing application may send the device identifier, the 

software identifier, and/or the geo-location code to the audit server 110 in a piecemeal manner. 

The audit server 110 may in tum generate the audit number. The audit server 110 may receive or 

generate audit numbers from a plurality of client devices 110 and store the received audit 

numbers in the audit database. 

[0063] It is noted that the audit number may be generated from the device identifier, the 

software identifier, and/or the geo-location code via any number of suitable approaches. For 

example, the software identifier may be concatenated or linked with the device identifier and/or 

geo-location code. It is also noted that the audit number may be stored in a hidden directory of 

the client device 100 and/or at a remote location, such as the audit server 110. It is further noted 

that the device identifier, the software identifier, and/or the geo-location code may at a later time 

be extracted from the audit number. 
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[0064] When a user of a client device, including but not limited to client device 110, installed 

with auditing application, attempts to run software, the auditing application in response may 

transmit the software identifier associated with the device identifier and/or the geo-location code 

(or an audit number generated from such data) to the audit server 110, which in tum may store 

the received data in the audit database. 

[0065] With reference to the embodiment of FIG. 1, the audit server 110 may be in operative 

communication with an upgrade server 120, which may be any device, for example, but not 

limited to: personal computer, a server computer, a laptop computer, a tablet computer, a 

personal digital assistant, a mobile phone, or a wireless communication device, that is capable of 

communication with a computer network, such as the Internet. The upgrade server 120 may 

comprise a remote update application, which may be any program or application, such as a stand 

alone application or an application that is embedded or associated with another software 

application, such as an applet running within a web browser on the upgrade server 120. 

[0066] The remote update application may be adapted to allow a user, for example, but not 

limited to a software manufacturer or distributor, to view the data collected and stored in the 

audit database of the client device 100, audit server 110 or that is collected from the client device 

100. The present embodiment will be described in the context of a software manufacturer 

utilizing the remote update application. However, it will be understood that any user of the 

remote update server 120 may utilize the remote update application. 

[0067] The remote update application may present the data in the audit database or that which 

is collected from the client device 100 in a manner that allows its user to better understand how 

its software is being used, legitimately or otherwise. 

[0068] While the present invention has been illustrated and described with particularity in 

terms of preferred embodiments, it should be understood that no limitation of the scope of the 

invention is intended thereby. Features of any of the foregoing methods and devices may be 

substituted or added into the others, as will be apparent to those of skill in the art. It should also 

be understood that variations of the particular embodiments described herein incorporating the 

principles of the present invention will occur to those of ordinary skill in the art and yet be within 

the scope of the invention. 
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[0069] As used in this application, the terms "component," "module," "system," and the like 

are intended to refer to a computer-related entity, either hardware, firmware, a combination of 

hardware and software, software, or software in execution. For example, a component can be, 

but is not limited to being, a process running on a processor, a processor, an object, an 

executable, a thread of execution, a program, and/or a computer. By way of illustration, both an 

application running on a computing device and the computing device can be a component. One 

or more components can reside within a process and/or thread of execution and a component can 

be localized on one computer and/or distributed between two or more computers. In addition, 

these components can execute from various computer readable media having various data 

structures stored thereon. The components can communicate by way of local and/or remote 

processes such as in accordance with a signal having one or more data packets (e.g., data from 

one component interacting with another component in a local system, distributed system, and/or 

across a network such as the Internet with other systems by way of the signal). 

[0070] It is understood that the specific order or hierarchy of steps in the processes disclosed 

herein in an example of exemplary approaches. Based upon design preferences, it is understood 

that the specific order or hierarchy of steps in the processes may be rearranged while remaining 

within the scope of the present disclosure. The accompanying method claims present elements 

of the various steps in sample order, and are not meant to be limited to the specific order or 

hierarchy presented. 

[0071] Moreover, various aspects or features described herein can be implemented as a 

method, apparatus, or article of manufacture using standard programming and/or engineering 

techniques. The term "article of manufacture" as used herein is intended to encompass a 

computer program accessible from any computer-readable device, carrier, or media. For 

example, computer-readable media can include but are not limited to magnetic storage devices 

(e.g., hard disk, floppy disk, magnetic strips, etc.), optical discs (e.g., compact disc (CD), digital 

versatile disc (DVD), etc.), smart cards, and flash memory devices (e.g., Erasable Programmable 

Read Only Memory (EPROM), card, stick, key drive, etc.). Additionally, various storage media 

described herein can represent one or more devices and/or other machine-readable media for 

storing information. The term "machine-readable medium" can include, without being limited 

to, wireless channels and various other media capable of storing, containing, and/or carrying 

instruction(s) and/or data. 
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[0072] Those skilled in the art will further appreciate that the vanous illustrative logical 

blocks, modules, circuits, methods and algorithms described in connection with the examples 

disclosed herein may be implemented as electronic hardware, computer software, or 

combinations of both. To clearly illustrate this interchangeability of hardware and software, 

various illustrative components, blocks, modules, circuits, methods and algorithms have been 

described above generally in terms of their functionality. Whether such functionality is 

implemented as hardware or software depends upon the particular application and design 

constraints imposed on the overall system. Skilled artisans may implement the described 

functionality in varying ways for each particular application, but such implementation decisions 

should not be interpreted as causing a departure from the scope of the present invention. 
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CLAIMS 

What is claimed is: 

1. A system for remotely updating a program configuration, comprising: 

a client device configured to execute a computer program to perform a remote update, the 

client device comprising: 

a first processor coupled to memory storing the computer program which, when 

executed by the processor (i) performs physical device recognition on the client device to 

determine machine parameters, and (ii) generates unique device identifiers for the client 

device, the unique device identifiers based at least in part on the determined machine 

parameters; and 

a first transceiver configured to send the unique device identifiers to at least one 

server via Internet; and 

an update server configured to collect the unique device identifiers from at least one 

client device, the update server comprising: 

a second processor coupled to memory and configured to analyze the unique 

device identifiers at the update server, and to determine based on the analyzed unique 

device identifiers an updated program configuration; and 

a second transceiver configured to deliver via the Internet data representing the 

updated program configuration to the client device for storage therein. 

2. The system of claim 1 wherein the unique device identifier comprises a hash code. 

3. The system of claim 1 wherein the computer program when executed implements at least 

one irreversible transformation such that the machine parameters cannot be derived from the 

unique device identifier. 

4. The system of claim 3 wherein the at least one irreversible transformation comprises a 

cryptographic hash function. 

5. The system of claim 1 wherein the unique identifiers further comprise software identifiers 

and geo-location identifiers. 
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6. The system of claim 5 wherein at least one of the geo-location identifiers comprises an 

Internet Protocol address of the client device. 

7. The system of claim 1 wherein the machine parameters comprise information regarding 

at least one of: a machine model number, a machine serial number, a machine ROM version, a 

machine bus speed, machine manufacturer name, machine ROM release date, machine ROM 

size, machine UUID, and machine service tag. 

8. The system of claim 1 wherein the machine parameters comprise information regarding 

at least one of: CPU ID, CPU model, CPU details, CPU actual speed, CPU family, CPU 

manufacturer name, CPU voltage, and CPU external clock. 

9. The system of claim 1 wherein the machine parameters comprise information regarding 

at least one of: optical model, optical serial number, keyboard model, mouse model, printer 

model, and scanner model. 

10. The system of claim 1 wherein the machine parameters comprise information regarding 

at least one of: baseboard manufacturer, baseboard product name, baseboard version, baseboard 

serial number, and baseboard asset tag. 

11. The system of claim 1 wherein the machine parameters comprise information regarding 

at least one of: chassis manufacturer, chassis type, chassis version, and chassis serial number. 

12. The system of claim 1 wherein the machine parameters comprise information regarding 

at least one of: IDE controller, SATA controller, RAID controller, and SCSI controller. 

13. The system of claim 1 wherein the machine parameters comprise information regarding 

at least one of: port connector designator, port connector type, port connector port type, and 

system slot type. 

14. The system of claim 1 wherein the machine parameters comprise information regarding 

at least one of: cache level, cache size, cache max size, cache SRAM type, and cache error 

correction type. 
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15. The system of claim 1 wherein the machine parameters comprise information regarding 

at least one of: fan, PCMCIA, modem, portable battery, tape drive, USB controller, and USB 

hub. 

16. The system of claim 1 wherein the machine parameters comprise information regarding 

at least one of: device model, device model IMEi, device model IMSI, and device model LCD. 

17. The system of claim 1 wherein the machine parameters comprise information regarding 

at least one of: wireless 802.11, webcam, game controller, silicone serial, and PCI controller. 

18. A method for remote update of a program, comprising: 

collecting, at an update server, unique identifiers from at least one of an audit server and 

client device; 

analyzing the unique identifiers; 

determining an updated program configuration for the client device based on the analyzed 

unique identifiers; and 

delivering the updated program configuration to the client device. 

19. The method of claim 18 wherein the determining step comprises the update server 

comparing each analyzed unique identifier to known identifiers stored in a database to determine 

whether a match exists. 

20. The method of claim 19 wherein the determining step further comprises the update server 

generating the updated program configuration as data representing all matches yielded by the 

comparing step. 
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ABSTRACT 

A system for remotely updating a program configuration includes an update server in 

communication with a client device configured to execute a remote update program. The client 

device includes a first processor coupled to memory storing the program which, executed, 

performs physical device recognition on the client device to determine its machine parameters, 

and generates unique device identifiers based thereon, and a first transceiver configured to send 

the identifiers to the update server. The update server is configured to collect the identifiers from 

the client device, and includes a second processor for analyzing the identifiers and determining 

an updated program configuration based on the collected identifiers matching known identifiers, 

and a second transceiver configured to deliver data representing the updated program 

configuration to the client device for storage therein. 
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Application Number: 

Filing Date: 

Title of Invention: Remote Update of Computers Based on Physical Device Recognition 

First Named Inventor/Applicant Name: Craig S. Etchegoyen 

Filer: Sean Dylan Burdick 

Attorney Docket Number: UN-NP-AD-037 

Filed as Small Entity 

Utility under 35 USC 111 (a) Filing Fees 
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This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents, 
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a 
Post Card, as described in MPEP 503. 

New Applications Under 35 U.S.C. 111 
If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR 
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this 
Acknowledgement Receipt will establish the filing date of the application. 

National Stage of an International Application under 35 U.S.C. 371 
If a timely submission to enter the national stage of an international application is compliant with the conditions of 35 
U.S.C. 371 and other applicable requirements a Form PCT/DO/E0/903 indicating acceptance of the application as a 
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course. 

New International Application Filed with the USPTO as a Receiving Office 
If a new international application is being filed and the international application includes the necessary components for 
an international filing date (see PCT Article 11 and MPEP 181 O), a Notification of the International Application Number 
and of the International Filing Date (Form PCT/R0/1 OS) will be issued in due course, subject to prescriptions concerning 
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of 
the application. 
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DocCode - SCORE 

SCORE Placeholder Sheet for IFW Content 

Application Number: 12818906 Document Date: 6/18/2010 

The presence of this form in the IFW record indicates that the following document type was received in 
electronic format on the date identified above. This content is stored in the SCORE database. 

• Drawings Other than Black and White Line Drawings 

Since this was an electronic submission, there is no physical artifact folder, no artifact folder is recorded in 
PALM, and no paper documents or physical media exist. The TIFF images in the IFW record were created 
from the original documents that are stored in SCORE. · 

To access the documents in the SCORE database, refer to instructions developed by SIRA. 

At the time of document entry (noted above): 
• Examiners may access SCORE content via the eDAN interface. 
• Other USPTO employees can bookmark the current SCORE URL (http://es/ScoreAccessWebD. 
• External customers may access SCORE content via the Public and Private PAIR interfaces. 

Form Revision Date: February 8, 2006 
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Date: U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE 

Under the Paperwork Reduction Act of 1995 no persons are required to respond to a collection of information unless it displays a valid OMB control number 

PATENT APPLICATION FEE DETERMINATION RECORD Application or Docket Number 
Substitute for Form PT0-875 12/818,906 

APPLICATION AS FILED- PART I OTHER THAN 
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NIA (37 CFR 1.16(0), (p), or (q)) 

TOTAL CLAIMS 20 . x 26= x 52= (37 CFR 1.16(i)) OR 
INDEPENDENT CLAIMS 2 . x 110= x 220= (37 CFR 1.16(h)) 

If the speciflca1ion and drawings exceed 100 
APPLICATION SIZE sheets of paper, the application size fee due is 
FEE $270 ($135 for small entity) for each additional 

(37 CFR 1.16(s)) 50 sheets or fraction thereof. See 
35 U.S.C. 41(a)(1)(G) and 37 CFR 

MULTIPLE DEPENDENT CLAIM PRESENT (37 CFR 1.16(j)) 195 390 
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I- AMENDMENT PAID FOR FEE($) FEE($) 
z w Total . Minus .. OR 
::!!: = x = x = 
c (37CFR 1.16(i)) 
z Independent . Minus ... = x = x = w (37CFR 1.16(h)) OR ::!!: 
<( Application Size Fee (37 CFR 1.16(s)) 

FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM (37 CFR 1.160)) NIA OR N/A 

TOTAL TOTAL 
ADD'T FEE OR ADD'TFEE 
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z w Total OR ::!!: . Minus .. = x = x = c (37 CFR 1.16(i)) 
z Independent . ... w Minus = x = x = 
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<( Application Size Fee (37 CFR 1.16(s)) 

FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM (37 CFR 1.16(j)) NIA OR NIA 
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ADD'T FEE OR ADD'TFEE 

• If the entry in column 1 is less than the entry in column 2, write ·o· in column 3. .. If the "Highest Number Previously Paid For" IN THIS SPACE is less than 20, enter ·20· . ... If the "Highest Number Previously Paid For" IN THIS SPACE is less than 3, enter "3" . 
The "Highest Number Previously Paid For" (Total or Independent) is the highest number found in the appropriate box in column 1. 

·This collection of information 1s required by 37 CFR 1.16. The information 1s required to obtain or retain a benefit by the public which 1s to file (and by the 
USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.14. This collection is estimated to take 12 minutes to complete, 

.including gathering, preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any comments 
on the amount of time you require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent 
and Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS 
ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450. 

If you need assistance in completing the fonn, call 1-800-PT0-9199 and select option 2. 
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GRPART 

UNIT 

2447 
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CONFIRMATION NO. 8831 

FILING RECEIPT 
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Date Mailed: 07/02/2010 

Receipt is acknowledged of this non-provisional patent application. The application will be taken up for examination 
in due course. Applicant will be notified as to the results of the examination. Any correspondence concerning the 
application must include the following identification information: the U.S. APPLICATION NUMBER, FILING DATE, 
NAME OF APPLICANT, and TITLE OF INVENTION. Fees transmitted by check or draft are subject to collection. 
Please verify the accuracy of the data presented on this receipt. If an error is noted on this Filing Receipt, please 
submit a written request for a Filing Receipt Correction. Please provide a copy of this Filing Receipt with the 
changes noted thereon. If you received a "Notice to File Missing Parts" for this application, please submit 
any corrections to this Filing Receipt with your reply to the Notice. When the USPTO processes the reply 
to the Notice, the USPTO will generate another Filing Receipt incorporating the requested corrections 

Applicant( s) 
Craig Stephen Etchegoyen, Irvine, CA; 

Power of Attorney: The patent practitioners associated with Customer Number 96051 

Domestic Priority data as claimed by applicant 
This appln claims benefit of 61/220,092 06/24/2009 

Foreign Applications 

Permission to Access - A proper Authorization to Permit Access to Application by Participating Offices 
(PTO/SB/39 or its equivalent) has been received by the USPTO. 

If Required, Foreign Filing License Granted: 07/01/2010 

The country code and number of your priority application, to be used for filing abroad under the Paris Convention, 
is US 12/818,906 

Projected Publication Date: 12/30/2010 

Non-Publication Request: No 

Early Publication Request: No 
** SMALL ENTITY ** 
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Title 

Remote Update of Computers Based on Physical Device Recognition 

Preliminary Class 

709 

PROTECTING YOUR INVENTION OUTSIDE THE UNITED STATES 

Since the rights granted by a U.S. patent extend only throughout the territory of the United States and have no 
effect in a foreign country, an inventor who wishes patent protection in another country must apply for a patent 
in a specific country or in regional patent offices. Applicants may wish to consider the filing of an international 
application under the Patent Cooperation Treaty (PCT). An international (PCT) application generally has the same 
effect as a regular national patent application in each PCT-member country. The PCT process simplifies the filing 
of patent applications on the same invention in member countries, but does not result in a grant of "an international 
patent" and does not eliminate the need of applicants to file additional documents and fees in countries where patent 
protection is desired. 

Almost every country has its own patent law, and a person desiring a patent in a particular country must make an 
application for patent in that country in accordance with its particular laws. Since the laws of many countries differ 
in various respects from the patent law of the United States, applicants are advised to seek guidance from specific 
foreign countries to ensure that patent rights are not lost prematurely. 

Applicants also are advised that in the case of inventions made in the United States, the Director of the US PTO must 
issue a license before applicants can apply for a patent in a foreign country. The filing of a U.S. patent application 
serves as a request for a foreign filing license. The application's filing receipt contains further information and 
guidance as to the status of applicant's license for foreign filing. 

Applicants may wish to consult the USPTO booklet, "General Information Concerning Patents" (specifically, the 
section entitled "Treaties and Foreign Patents") for more information on timeframes and deadlines for filing foreign 
patent applications. The guide is available either by contacting the USPTO Contact Center at 800-786-9199, or it 
can be viewed on the USPTO website at http://www.uspto.gov/web/offices/pac/doc/general/index.html. 
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(37) Abstract

A registration system for licensing execution of digital data in a use mode. said digital data executable on a platforsm (12),
| said system including local license unique 1D generating means (14). and remote licensee unique 1D generating means (14), said

system further including mode switching means operable on said platforh which permits. use of said digital data in said use mode
on said platform only if 2 licensee unigue ID generated by said local licensee unique ID generating means (14) has matched a

| licensee unique [ID generated by said remote licensee unique [D generzling means (14).
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SYSTEM FOR SOFTWARE REGISTRATION 

FIELD OF THE INVENTION 

This invention relates to improvements in systems for 

software registration and, more particularly, to 

improvements in arrangements where software is transferable 

by media such as magnetic di.sks, CD ROMS and the like. 

BACKGROUND ART 

Much commercially available software is provided at 

time of purchase (or licence) on a magnetic medi~, 

10 typically a floppy disk. Frequently the only security 

feature attached to the software is a simple registration 

number stored on the media. This re.gistration number 

identifies that particular copy of the software and it is 

often required at the time of installation of the software 

15 onto any given computer that the installer mu~t provide the 

registration number independently to the jnstallation 

routines. 

However, such simple security arrangements for the 

distribution of software ~n media suffer from at least two 

20 disadvantages (1) each copy of the software made on any 

given media at the time of manufacture must include an 

individualt unique number, programmed into the media and, 

( 2) thie; arrangeme.nt does not p·revent copying of the 

software~ once installed on any given computer, to another 

25 oomputer by means of file transfer (as opposed to 

t'eifistallation). 

WO 92/09.160 t~ Tau Systems Co~poration discloses a 

regiatra~ion system which is relatively sophisticated which 
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relies for its security on a requirement that an intending 

software licensee must obtain from a remote location by 

file transfer significant and essential portions of the 

programme which the licensee desires to execute. The 

arrangement disclosed in WO 92/09,160 suffers from a number 

of deficiencies including:-

(a) the shell programme which the intending licensee 

initially executes requires a unique identity 

embodied within the shell prior to distribution 

10 of the shell programme; 

15 

20 

(b) the shell programme is not, itself, a functional 

programme - that is, it does not include all of 

the code which the intending licensee wishes to 

execute. That programme must be obtained 

remotely with all the delays; inconveniences and 

possibilities o,f corruption during transit that 

that entails; 

(cl the prior art system appears to require and 

indeed, rely on, encryption to ensure that the 

programme material which is communicated from a 

remote 1ocatiofi is not intercepted for 

utilisation in an unauthorised manner; 

(d) it is unclear whether the system can accommodate 

and react appropriately to the sit~3t1on where 

the progra~me, once registered, is transferred in 

its entirety from one platform to another so a~ 

to avoid the requir~ment for payment of a further 

r$gistration fee. 
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U.S. 4,796,220, assigned to Pride Software 

Development Corporation, discloses a system for unique 

recognition of a platform on which licensed software is to 

be executed. However, U.S. 4,79€>,220 does not contemplate 

or disclose utilisation of information which is unique to 

the user or intended licensee as part of the registration 

process which is to be distinguished from identification of 

the platform upon which the software is proposed to be rua. 

U.S. 4,688,169 to Joshi broadly discloses the same 

10 principles as U.S. 4,796,220 in that it discloses a 

computer software security system whieh relies for jts 

security on a "machine identification code unique to the 

machine" upon which the software to be protected is to be 

run. Again, the disclosure is limited to identification of 

15 the platform and there is no suggestion or contemplation of 

linking platform identification with unique user 

identitication. 

Also this arrangement does not allow the flexibility 

of transfer of copies of the programme from platform to 

20 platform which can be run in a demo·nstration mode. 

It is an object of the present invention to address 

or reduce the abovementioned disadvantages. 

DEFINITIONS 

Throughout this speclfication the term 11 soft:ware 11 is 

2$ to be interpreted broadly so as to include all forms of 

digital data which are executable on a platform {as to be 

later defined}. Th~ digital data comprising the software 

ca~. for example, be code comp~ising a word processing 
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programme adapted to run on a PC or the like. The software 

can also, for example, be digital data stored on a CD ROM 

adapted for playback as music on a CD ROM audio drive. The 

digital data can be displayable information or information 

which is otherwise usable by a licensed user. 

Throughout this specification the term "platform" 

denotes an environment to be associated with a computing 

device such as a microprocessor or other data processing 

device which permits ~xecution of the digital data {to 

10 which reference has previously been made in relation to the 

term "software") whereby the computer can perform functions 

on input and output devices associated therewith. 

In some circumstances the "software" or digital data 

may itself be the operating system environment. Typically, 

15 but by no means exclusively, examples of operating system 

envirQnments include the Microsoft DOS operating system. 

the IBM OS/2 operating system or the Macintosh System 7 

environment. In the degenerate case of microcontrollers 

operating from ROM the operating system envi:i:-onment may be 

20 the microcode of the microcontroller which enables the 

microcontroller tp execute machine code. 

In this specification "use mode" refers to use of the 

digital dat8 or software by its execution on a platform so 

as to fulfil the seller's/licensor's obligations in 

25 relation to ~he sale or license of the right to execute the 

digital data or software in the use mode. The use mode is 

to b@ distinguished from what might generally be termed 

unlicensed modes of operation {which is not to say 
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unauthorised modes of operation} as typified by the 

demonstration modes later described in this specification. 

DISCLOSURE OF THE INVENTION 

In broad terms the system according to the invention 

is designed and adapted to allow digital data or software 

to run in a use mode on a platform if and only if an 

appropriate licensing procedure has been foilowed. In 

particular forms the system includes me~ns for detecting 

when parts of the platform on which the digital data has 

10 been loaded has changed in part or in entirety as compared 

with the pla~form parameters when the software or digital 

data to be protected was for example last booted or run or 

validly registered. 

The system relies on digital data or code which forms 

15 part of the digital data to be protected by the system. 

This portion of the digital d;;i.ta which preferably is 

integral to the digital data to be protected has been 

termed the code portion 38 elsewhere in this specification. 

The code portion includes an algorithm adapted to generate 

20 a registration number which is unique to an intending 

licensee of the digital data based on information supplied 

by the licensee which characterises the licensee. 

The algorithm in the code portion is duplicated at a 

remote location on a platform under the control of the 

~S licensor or it~ agenta and communication between the 

intending license@ and the licensor or its agent is 

required so that a matching ragistration numbe~ can be 

generated at the remot~ location for subsequent 
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communicati-0n to the intending licensee as a permissive to licensed 

operation of the digital data in a use mode. 

Preferably the code portion is integrar with the digital data and can 

be identical for all copies of the digital data. It is the algorithm embedded 

5 within the code portion (and whkh is duplicated at the remote location) 

which provides a registration number which can be "unique" if the 

information provided by the intending l'icensee upon which the algorithm 

relies when executed upon the platform is itself "u.niqu:e". 

In any event in particular prefet1'~d forms a serial number (see further 

10 on) is included in the registration ~er generation algorithm which 

introduces an additional level c:lf 'iltniqu.eness into the registration number 

calculation process . 

15 

20 

Accordingly in one broad form of the mvention there is provided a 

registration system for licensing execution- ~,f digital data in the use mode, 

said digital data executable on a platform, sald system including local 

licensee unique ID generating means and remote licensee unique ID 

generating means, said system further including mode switching means 

operable on said platform which permits use of said digital data in said use 

mode on said platform only i·f a licensee unique ID first generated by said 

local licensee unique ID generating means has matched a licensee unique ID 

subsequently generated by said remote licensee unique ID generating 

means; and wherein said remote licensee unique ID generating means 

comprises software executed on a platform which includes the algorithm 

utilized by said locaf licensee unique ID generating means to produce said 

25 licensee unique ID. 

Preferably said system further includes platform unique ID generating 

means~ wherein $aid mode switching means will permit said digital data to 
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run in said use mo.de in subsequent execution of said digital data on said 

platform only if said platform unique ID has not changed. 

Preferably said mode switching means permits operation of said 

digital data in said use mode in subsequent execution of said digital data 

5 only if said licensee unique ID generated by said local licensee unique ID 

generating means has not changed. 

Preferably said mode switching means includes part of said digital 

data. 

Preferably the information utilized by said local licensee unique ID 

10 generating means to produce sai'd licensee unique ID comprises prospective 

licensee details, contact details and name. 

15 

20 

Preferably said platform unique ID generating means forms part of 

s,aid digitaf data. 

Preferably said platform unique ID generating means utilises hard disk 

information and/or other computer hardware or firmware information to 

determine said platform unique ID . 

Preferably said platform comprises a computer operating system 

environment . 

Preferably said digital data comprises a software programme adapted 

to run under said operating system environment . 

In a further broad form of the invention, there is provided a 

registration system attachable· to software to be protected, said registration 

system generating a security key from information input to said software 

which uniquely identifies an intended registered user of said software on a 

25 computer on which said software is to be installed; and wherein said 

registratiO'n system is replicated at a registration authority and used for the 

purpos.es of cheeking by the registration authority that the information 
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unique to the user is correctly entered at the time that the security key is 

generated by the registration system. 

Preferably said security key is generated by a registration number 

algorithm. 

Preferably said registration number algorithm combines information 

entered by a prospective registered user unique to that user with a ser:ial 

number generated from information provided by the environment in which 

the software to be protect.Jd is to run (eg system clock, last modify d<;lre, 

user name). 

Preferably said registration means checks at the time of boot of said 

software as to whether it is a first boot of the sc-ttware to be protected or 

a subsequent boot. 1-f a subsequent boot is detected then @nvironment and 

user details are compared to determine whether the programme reverts to a 

demonstration mode and a new user registration procedure is to 

commence, or a full version run. 

Preferably said environment details comprise one or more of disc 

volume name·, user name or computer, initialisation date of hard disc, 

hardware identifier (eg. ROM cheksum) or other elements which are 

generally not user-configurable on the pratform . 

In a further broad form of the in.vention there is provided a method of 

control of distribution of software, said me~ch()"d comprising providing mode

switching means associated with said software adapted to switch said 

software between a fully enabled mode and a partly enabled or 

demonstration mode, said method further comprising providing registration 

2!5 key generating means adapted to generate a registration key which is a 

function of information unique to an jntending user of the software; said 

mode-switching means switching said software into fully enabled mode 
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only if an enabling key provided to said mode-switching means by said 

intending user at the time of registration of said software has matched 

identically with said registration key; and wherein said enabling key is 

communicated to said intending user at the time of registration of said 

5 software; said enabling key generated by a third party means of operation 

of a duplicate copy of said registration key generating means . 
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intending user at the time of registration of said software has matched

identically with said registration kay: and wherein said enabling key is

communicated to said intending user at the time of registration of said

software; said enabling key generated by a third party means of operation

of a duplicate copy of said registration key generating means.
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BRIEF DESCRIPTION OF THE DRAWINGS 

Embodiments of the invention will now be described with reference 

to the accompanying drawings wherein:-

Fig. 1 is a schematic diagram of the relationship and interaction 

between an intending registered user and a registration 

authority of software on media secured according to a 

first embodiment of the invention, 

Figs 2a, 2b, 2c are segments of a flow chart of the procedure to be 

Fig. 3 

• 
followed during registration of software by a user 

according to a first embodiment of the invention, 

is a flow chart of al'ternative boot processes acc.ording to a 

~econd embodiment of the invention, 
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Embodiments of the invention will now be described with reference

to the accompanying drawings wherein:-

Fig. 1 is a schematic diagram of the relationship and interaction

5 between an intending registered user and a registration

authority of software on media secured according to a

first embodiment of the invention,

Figs 2a, 2b, 2c are segments of a flowchart of the procedure to be’

followed during registration of software by a user

10 according to a first embodiment of the invention,

Fig. 3 is a flow chart of alternative boot processes according to a

second embodiment of the invention,
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Fig. 5 

Fig. 6 

Fig. 7 

Fig. S 

Fig. 9 

-11~ 

is a personal information dialogue boy. 

relating to the procedure of Figs. 2a, 2b, 

2c in acco,rdance with a third embodiment, 

is a schematic diagram of a system 

according to a fourth embodiment of the 

invention, 

is an implementation of the fourth 

embbdiment of Fig. 5 in relation to a CD 

ROM drive, 

is a logic flow chart in relation to the 

decoder box of Fig. 6, 

is a block diagram of a generalised system 

a·ccording to a fifth embodiment of the 

invention, 

is ~ block diagram indicating one 

particular example of generation of a 

registration number for the system of Fig. 

8 and 

Fig. 10 is a schematic diagram of a sixth 

20 embodiment co·mprising a particular example 

of the generalised system of Fig. a. 

MODES FOR CARRYING OUT THE INVENTION 

It is to be understood that, in its various 

embodiments, the invention is for the protection of digital 

25 code/software by control of permission to use the digital 

code/software. A har.dware platform and a remote 

registration station implemented at leas~ partially by 

means of electronic hardware are ~equired by the various 
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embodiments. 

The code/software to be protected requires at least 

some adaption to be useable with the invention in its 

various embodiments. The adaptation can be universal for 

all copies of the code/sofware to be protected. 

1. FIRST EMBODIMENT 

With reference to Figs. 1 and 8 the system acco~ding 

to embodiments Of the invehtioh is designed and adapted to 

allow digital data 39 or software t0 run in a use mode on a 

10 platform 31 if and only if an appropriate licensin~ 

procedure has been followed. In particular forms the 

system includes :means fo.r detecting when parts of the 

platform 31 on which the digital data 39 has been loaded 

has ehanged in part or in entirety as compared with the 

15 platform parameters when the software br digital data to be 

protected was for exampl~ last booted or run or validly 

registered. 

The system relies Oh digital data or code 38 Which 

forms part of the digital data to be protected by the 

20 system. This portion of the digital data which preferably 

is integral to the digital data to be protected h~s been 

termed the code portion 38 elsewhere in this specification. 

The code portion 38 includes an algorithm adapted to 

generate a registration nu~ber 66 or local licensee unique 

2$ ID or registration key which is unique to an intending 

licensee of the digital data 'based on information supplied 

by the license~ whieh eha~acterises the lieens~e. In this 

ins~anse the local licensee uniqu~ ID gene~ator which 
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generates the registratjon number comprjses the execution 

of code 38 on platform 31. 

The algorithm in the code po,rtion is duplicated a.t a 

remote location on a platform 67 under the control of the 

licensor or its agents and communicatjon between the 

intending licensee and the licensor or its agent is 

required so that a matching registratjon number or enabling 

key can be generated at the remote location for subsequent 

communication to the int~nding licensee as a permissive to 

10 licensed operation of the digital data 39 in a use mode. 

Execution of the duplicated code portion on platform 

67 csmprises, in this ins~ance, the remote licensee unique 

ID generating means. 

Mode switching means can comprise executj.on of the 

15 code portion which addition<;tlly perfor-ms a comparison of 

the locally and remotely g,enerated registration numbers. 

Preferably the code portion 38 is integral with the 

digital data and can be identical for all copies of th~ 

digital data. It 1$ the algorithm embedde4 within the code 

20 portion (and which is duplicated a.t the .remote location) 

which provides a r-egistration number which can be 11 unique 11 

if the inforrrtation pro'1id&d by the intending license& upon 

which the algorithm relies when ex$cuted upon the platform 

is itself "unique". 

25 In any event in particular preferred forms a serial 

number (see furth•r cnJ is included in the registration 

n.umber gerieration algorithm which introduces an additional 

level ot uniqueness into the registration n~mber 
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calculation process. 

With particular reference to Fig. 1 a programme 

comprising digital data protected according to a first 

embodiment of the invention is supplied r~corded on a 

magnetic disk 10. 

Included as part of the softwar~ on that disk 10 is a 

registration and re ... registration routine which executes 

whenever the programme protected by the arrangement of the 

first embodiment 0 boots 0
• 

With reference to Fi.gs. 1 and Figs. 2a, 2b and 2c the 

operation of the security routine will be described on the 

assumption that the programme on the disk 10 protected by 

the registration routine has not been registered on the 

platform or is otherwise being loaded for the first time. 

The prospective new user 11 inserts di5'k 10 into the 

user PC 12 so as to be read by PC 12. 

As part of the software installation procedure the 

registration routine is activated causihg a serie~ of 

dialogue boxes to appetar on the dis,play 13 of the user PC 

20 12. Having cheeked to ensure that the software has not 

previously beefi registered o-n the PC 12 a dialogue box A 

(in Fig. 2a) is displayed which pl'ovide9 the user with a 

choice of either seeing a de~onstration of the software 

(which typically has features such as save and/or print 

25 disabled) or alternatively 

an .invitation to register ownership/license of the software 

(after which all features of the software are made 

available tc the user). 

APPLE EXHIBIT 1002, Page 63 of 1044



WO 94/07204 PCf /A U93/00483 

-15-

If the register option js selected or if the user 

cancels the demonstration in favour of registration then a 

contact dialogue box B (in Fig. 2a) is presented on the 

display 13 which provides a list (stored on disk 10 as part 

of the registration routine) which provides for example, 

names and contact numbers of the software publishing 

company together with other general product information. 

Following the user's indication of agreement during 

display of license detaj ls (box Bl) to pro.ceed to register, 

10 the user can contact the re-gistration centre aftei• filling 

out the registration dialogue box c as detailed below. 

After selecting "continue", the registration routine begins 

the first step in the generation of a security key which 

will be unique to the current copy of the software and to 

15 certain features of the environment in which it runs. 

As shown in Fig. 2b, the first step in the generation 

of the security key comprises ~he generation o.f a serial 

number ge.nerated from the curr~nt time on the system and, 

.in this example, the last modify date of the software and 

20 other information from the computer environment. The 

serial number is encrypted and rearranged and then 

presented as a number in the registration dialogue box on 

the display 13. 

The registration dialogue box c (in Fig. 2b) prompt~ 

2a the user for details unique to that user (including, for 

example. name, compa.ny ~ address. state, contact number) 

together with financial details for payment for the purpose 

of becoming a registered uaer of the software protected by 
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the registration routine (for example Mastercard or 

corporate account number details). This information, 

unique to the user, is passed through a registration number 

algorithm 14 (represented symbolically in Fig. 1} which 

generates a registration number or security key from the 

information unique to the user together with the serial 

number previously generated. The registration number or 

security key is not made available to the user of the PC 12 

by the PC 12. 

10 An identical regist~ation number algorithm 14 resides 

on the registration. authority PC 15. As an integral part 

of the registratJon procedure the prospective new user 11 

communicates the information unique to the user which was 

entered by the user on the user PC 12, along with the 

15 serial number generated by the user •·s algorithm, to the 

reg,istration authority 16. The registration authority 

feeds this ihformation into the registration authority PC 

15 wherein the registration number algorithm 14 should 

produce an identical registration number or security key to 

20 that produced by the user PC 12 ,lL_ the details communicated 

to the registration authority by the prospective new user 

11 match with the details that have been entered on the 

us~r PC 12. Optionally the user can communicate the 

information to the reglstration authority elect?'onically 

2.5 eg. by fax or modem or tone phone. 

As a final stage in registration (refer Fig. 2e) the 

registration authority 16 provides the registration number 

generated by 'the :regictrat.ion authority PC 15 to the user 
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11. The user 11 enters the registration number into the 

user PC 12 where the registration routine checks to see 

whether the entered registration number matches the 

calculated registration number. If the two match then a 

valid registration has taken place and access is provided 

by the registration routine to a full operating version of 

the software protected by the registration routine. lf 

there is no match and a preference file (which stores the 

user details} does no~ exist then a dialogue box D (Fig. 

10 2c) appears on the display 13 of us.er PC 12 providing the 

prospective new user 11 with the opportunity to check 

his/her details or sw,i.tch to the demonstration version of 

the software protec,ted by the registration routine, 

Again, the registration authority PC 15 can provide 

15 to PC 12 the reg..istration number which it generates by 

electronic means such as modem communication. 

It will be evident that it is not obvious tn the 

prospective new user 11 that the registration number which 

unlocks the full version of the software protected by the 

20 registration routine is, in fact, generated from an 

algorithm residing on the magnetic disk 10 and that it 

forms part of the software to which access is desired. 

In. this manner "the registration ,p:l:'ocedure out.lined 

above ensures that exactly the same details entered by the 

25 prospective new user on his/her user PC 12 are those 

details recorded by the registration authority 16. It will 

also be evident ~hat the procedure does not require each 

magnetic disk 10 containing a ~opy of the software to be 
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protected to have a unique registration number recorded on 

the disk at the time of distribution of the disk. Each 

copy has exactly the same registration number algorithm 

located upon it. A unique registration number or ''security 

key" is generated only at the time of registration from the 

details supplied by the prospective new user 11. 

The registration routine behaves generally as follows 

where any copy of the protected software boots. In this 

situation, the registration routine checks at the time of 

10 boot to see what registration details are presen,t for that 

particula,r copy of the software. If no details are present 

then it is assumed that the PC is booting from a newly 

distributed magnetic disk and registration is to occur for 

the first time. The registration proced.ure in that case is 

15 that followed in respect 0£ Figs. 2a, 2b and 2c. 

In the event that registration details are present 

then the registration routine checks a number of parameters 

which are expected to be unique to the environment in which 

the software to be protected operates. In this embodiment 

20 the parameters cheeked are hard disc volume name, user 

name. and computer name and user password and hard disc 

initialisation date (not generally user configurable on the 

Apple Macintosh computer). The registration routine then 

checks these parameters against the corresponding details 

25 that it finds from the 01>erating environment of the 

computer on which th• s~ftware is running. If a designated 

combination ot these details matches then it is assumed 

that a p:roperly a\ilthorised and rE!gistered copy of the 
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software is running and full access to the software is 

allowed. 

In this manner, it is quite in order for users to 

provide other users with copies of the software protected 

by the s.ecurity routine. The security routine attached to 

the software to be protected determines from the 

environment in which it operates whether an additional 

registration fee is required. If it is determined by the 

registration routine that this is the case then the 

10 registration routine has the capability to provide a fresh 

15 

registration number as part of an authorised registration 

procedure pending which the protected software reverts to 

demonstration mode. 

2. SECOND EMBODIMENT (Auto re-registration) 

According to a seco.nd embodimen,t a more sophisticated 

procedure suitable for checking at first boot and at 

subsequent boot is shown in flow chart form in Fig. 3. 

This procedure incorporates redundancy to cope with 

situations where the key tile containing th~ information 

20 trom which the current use has been authorised may have 

been deleted or does not exist on a subsequent boot. 

Th& distinction as against the first embodiment is 

that a "key file" is created at the time of regi$trat1on of 

the software and a duplicate key file is also created at 

25 the same time~ '!'}'le duplicate key file is arranged to be 

stored on the computer at a location separate f'rom th~ 

programme to be protected. ln the case of the Apple 

Macintosh computer the duplicate key file can be stored in 
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the "system" folder. 

Both the key file (stored with the software) and the 

duplicate key file are encrypted and both contain identical 

information. The information contained comprises: 

1. The user registration details including the 

serial number, 

2. The environment details of the computer, and 

3. Details of the application protected by the 

security routine for which registration is to be 

or has been obtained. 

With reference to Fig. 3 whenever the protected 

application boots a check is made by the registra.tion 

routine to determine whether registration details exist in 

the key file of the protected apJPlication. If they do a 

15 comparison is made by the registration routine between what 

is stored in the key file and the environment to determine 

whether a change has taken place to the environment as 

compared with what is stored in the key file. If no change 

is detected then the protected application is permitted to 

20 run normally. 

If there are no reQistration details present in the 

key file or if the above referenced c:om.pariaon between the 

key file contents and the application does not show a match 

then the re-registration routine of Fig. 3 looks for the 

25 existence of a duplic~te key file within the environ~ent. 

If a duplic:at~ key file l!!!Xists then the information 

contained within that duplicate key file is copied to the 

application key file and comparisons as previously 
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described as between the key file details and the 

environment and application are made, If the comparison is 

positive then the protected application is allowed to run 

normally. If the comparison proves negative then the 

protected application is permitted to run by the 

registration routine in demonstration mode only. If a 

duplicate key file is f9und not to exist at all and the 

internal key file if present brings a negative result then 

the protected application is allowed to run in 

10 demonstration mode only. 

15 

This arrangement provides improved durability for the 

registration routine in the sense that it is less likely 

that the protected application will be caused to run in 

demonstration mode for incorrect reasons. 

3. THIRD EMBODIMENT - TRACKING SYSTEM 

With reference to Fig. 4 a modified form of the 

dialogue box C of Fig. 2b is shown which includes provision 

for entry of 11 your user number" in box 21. 

At the time a prospective new user enters his/her 

20 details into the other boxes comprising the dialogue box C, 

there is an option for the· user to enter a usel:' number into 

bo,: 21. The user number is provided by the registration 

authority lt> as a number unique to that particular 

registe~ed user. If the box 21 has the user number details 

25 inserted into it then the registratiOft routine, when the 

next copy of the protected application is made, will 

~ransfer the user number details from box 21 to the "last 

\Iser number" bo>t 22.. A simila:r t:ranafer will 'take plact" 
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when next a copy is made of the protected application if 

and only if the person wishing to register the next copy 

enters their user number details in box 21. If they do 

not, then the last user number details in box 22 remain as 

before. In this manner a tracking system is available to 

the registration authority in the form of a tree where any 

given copy is identified by its ancestry based on current 

and previous usel;' number as entered into boxes 21 and 22. 

4. SELF SERIALISATION 

In a particular embodiment a process termed "self 

serialisation" can be utilized to produce the serial number 

50 which is displayable to the user/licensee as illustrated 

in Fig. 4. 

The serial number 50 is disguised by use of a random 

15 or pseudo random number input to the algorithm which 

generates the serial number at the time of first boot of 

the s.oftware as part of the initial registration procedure. 

For ~xample the serial number, when generated by the self 

serialisation process, can be generated by a random number 

20 routine forming part of the registration software or it can 

be generated by the registration s.aftware with reference to 

data which is available in a widely varying fashion on the 

platform on which the s0ftware is located - for example a 

time reference on the platform. The serial number 50 

25 generated by the self serialisation process can be a 

required input to the registration algorithm from whieh the 

registration number is generated. Clearly the serial 

number 50 as determined and displayed to "the user wil1 then 
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be required to be communicated to the registration 

authority for input to the registration authority's 

registration number generating algorithm. 

It: will be observed that a serial number 50 generated 

in this manner is likely to be displayed as a different 

number on each platform on which the software to be 

protected is to be run and comprises a randomised input to 

the registration algorithm which is determin~d and 

determinable only at the time of registration. 

5. FIFTH EMBODIMENT 

With reference to Fig. 5 there is shown in schemati~ 

form a microprocesso~ 30 adapted to ope·rate und:er an 

operating system or upon a platform 31 such as, for 

example, Microsoft DOS or Macintosh System 7. The platform 

15 31 allows relatjvely high level commands to be used to 

cause the microprocessor 30 to interact with input/output 

devices such as keyboard ~2, monitor 33~ loudspeaker 34, 

memory 35 and magnetic or CD ROM disc 36. 

By way -of example a word processing programme 

20 comprising a length of code or qigital data 37 has been 

copied onto disc 36. 

The digi~al data 37 includes registration code 

portion 38 and use code po~tian 39. 

The digital data ~7 is arranged in sueh a way that 

25 when microprocessor 30 seeks to first execute the digital 

data 37 by way Qf operating system or platform 31 the 

digital data comprising the registration code portion 38 1$ 

caused to e;t•cut:e first in a manne:fi' previously described 1n 
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reference to the first embodiment of the invention. The 

execution of the digital data comprising the registration 

code portion 38 in conjunction with the eperating system or 

platform 31 comprises a mode switcher which will permit the 

microprqcessor 30 to execute the use code portion 39 of 

digital data 37 only in a demonstration mode unless and 

until registration involving reference to an external 

registration authority is first completed successfully. 

This registration procedure is as previously described with 

10 reference to the first embodiment. 

The dig1ta1 data 37 can comprise, for example, a word 

processing programme such as Wordperfect 5.1 available from 

Wor~perfect Corporation. The registration code portion 38 

is integral with the digital data 37 comprising the word 

15 processing programme. The regdstration code portion 38 

includes the algorithm for calculation of the registration 

number as previously described in respe~t of other 

embodiments of the invention. 

!t will be ap~reciated that the registration code 

20 portion 38 effectively forms simply a pairt of the software 

or digital data 37 to be protected/registered and that the 

digital data 37 will be or can be identical for all copies 

of the word processing programme produced. The 

registration code portion 38 allows a unique link to be 

:25 made between the digital data 37 and an individual 

authorised or licensed to use the digital data 37 by way of 

initial e~ecution of a copy of the digital data compr1s1ng 

registration code portion 38. 
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With reference to Figs. 6 and 7 a specific 

realisation of the fifth embodiment will be described. 

With particular reference to Fig. 6 a decoder 51 is 

interposed in the data path from the CD in CD player 52 and 

a digital to analogue cemverter 53. The digital to 

analogue converter 53 is the device by which digitally 

encoded ,musical or videci i'nformation resiging on CD ROM 54 

is converted to analogue form suitable for playback on 

current mass produced television sets (video) or hi-fi sets 

10 (audio). 

The decoder 51 comp,rises part of the platform upon 

which the digital data 37 is executed and includes means to 

interpret the code portion 3•8 of the digital data 37 

whereby the registration system is implemented such that 

15 the digital data 37 and, more partieul~rly, the use code 

portion 39 of that digital data 37 can be executed on the 

platform in a use mode only if the registration procedure 

to which reference has been made in respect of previous 

embodiments has been performed. 

20 The registration code portion 38 can include .a 

preview o,r demonstration related to a subset of the balance 

of the digital data on the CD 54 which can be executed by 

the platform without license. 

The decoder 51 includes LCD display 55 and keypad 56 

25 whereby the licensee can enter information Via keypad 56 

and receive information via the LCD display 55 for the 

purpose df the registration procedure. 

ln addition a smart Gard (SRAM} 57 is recei~able by 
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the decoder 51 for the purpose of customising or amending 

operation of the decoder 51. 

With reference to Fig. 7 the registration procedure 

following insertion of CD 54 into CD player 52 is as 

follows. The user operates the play control and decoder 51 

reads from CD 54 code portion 38 of digital data 37 located 

thereon and executes this code so as to determine wnether 

the digital Q.ata j,.s already licensed for the platform. If 

not, a dewaonstration is commurdcated via digital to 

10 analogue converter 53 whilst the user determines whether to 

register as a licensee of the digital data 37 in the manner 

indicated in the flow chart of Fig. 7. 

6. SIXTH EMBODIMENT 

With reference to Fig. 8 there is shown a blo.ck 

15 dia~ram of a system according to a further embodiment of 

the invention which is to be read in the context of the 

earlier generalised description in respect of Fig. 1. 

The system illustrated in Fig. 8 operates in the 

ma·nne1" generally descrihed in respect of previous 

20 embodiments and as generally outlined in the diagram. In 

the context of the block C illustrated in Fig. 4 and with 

reference to fig. 9 the algorithm which generates tho 

unique user identification ana which is resident both as 

the registration code portion 38 in digital data 37 

25 integrally bound to use code portion 39 for execution on 

local pla~form 31 and also as remot~ algorithm 61 attached 

to ~egiatration databaae p~ogramme 62 fo~ eK~cution on the 

remote platform 63. 
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The algorithm, in this embodiment, combines by 

addition the serial number 50 with the software product 

name 64 and customer information 65 and previous user 

identification 22 to provide registration number 66. 

As discussed earlier all of the items to be summed, 

namely items 50, 64, 65 and 22 must be communicated to the 

~emote licensee unique ID generator 67 by the intending 

licensee whereby algorithm 61 causes the production of a 

reg·i~tration number 66 which matches identically with the 

10 locally .produced registration number,. When mode switcher 

68 verifies the match then the mode switcher 68 allows 

execution on platform 31 of the full user programme 39. 

Prior to allowing execution of the full pro~ramme 

mode switcher 68 will also check whether plat~orm ro §9 has 

15 change.d as provided to it by platform unique ID gene~atdr 

70. 

In this embodiment serial number 50 is comprised of 

two components, namely system information 71 and a variable 

key portion 72. The variable key portion 72 provides the 

20 characteristic of self serialisation described earlier in 

the specification and, ifi this embodiment 1 is generated at 

the time of registration on platform 31 by reference to a 

variable platform parameter, in this case ~eference to 

system time inform:ation al though other parameters which a-.re 

25 varjable can be utilised in other embodiments. 

System information 11 can include informa~ion which 

identifies the hardware eompr,frsing the platform 31 on whi(!h 

the us•r progra~m@ 39 i~ to be executed such as. for 
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example, CPU number (where available}, or unique parameters 

associated with the firmware in use. The system 

information, optionally, can further include system 

configuration information such as amount of memory, type of 

processor etc. 

It will be noted, therefore, that serial number 50 

will appear to an intending licensee when it appears on 

screen as per box c in Fig. 4 as an apparently random 

variable havipg no obvious link to the platform 31 or the 

10 user programme 39~ 

aowever, when the serial number 50 is communicated to 

the remote licensee unique ID generator 67 a secondary 

algorithm complementary to the algorithm Which generated 

the serial number including va~iable key portion 72 and 

15 system infor~ation 72 is able to "decode" or otherwise 

strip away the variabl~ key portion 72 so as to make use of 

the system information 71 if ~llowable and desirabl~ in the 

circumstances. 

Whether the sy,etem information 71 is utilised or not 

20 the serial number SO generated in this manner provides an 

input to the algorithm which generates registration number 

60 which presents as an apparently variable parameter 

thereby rendering "cracking" of the software registration 

system more difficult and unlikely. 

25 7. SEYENTH EMBODIMENT 

The schematic diagram ct Pig. 10 illustrates • 

substantially hardware implementation of the 1n~ention 

applicable. fo~ ex4~ple, f~r implementation of the CO 
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arrangement of Fig. 6 or the more generalised arrangemen~ 

of Figs. 8 and 9. 

In this embodiment a prospective user 80 of digital 

code 81 on media 82 by its execution on platform 83 firstly 

inserts the media 82 into an appropriate digital code 

reading device within platform 83 (eg a floppy disk drive 

or a CD ROM drive). 

Customer information c is provided by user 80 both 

direct to local encoder/decoder 8'4 and also to local adder 

10 or summer 85. 

Additionally product information P derived from media 

82 {typically via platform 83) or eAse via the ifitermediary 

of the user (signified by the small man symbol) is provided 

to encoder/decoder 84 and to summer 85. 

15 Finally, a serial number s derived from platform 83 

is supplied either directly or via the inte~mediary of user 

80 to encoder/decoder 84 and to summer 85. 

Summer 85 acts as a local licensee unique !0 

generating means by combining, by addition, customer 

20 information C, product information J? ahd sarial number S in 

order to ~rovide a local licensee unique ID here designated 

Y. 

Encoder/decoder 84 transmits the serial number S1 the 

c:us't'Om$t' information C and the product infot'mation I? via 

25 modems 86, 87 over the public switched telephone network to 

a remote e.ncoder/decod~r SS which, in turn, aupplies 

signals s, e and P to the inputs of remote summer 89. 

Remotl!t swnmEU' 89' combines these si~n•l• by addition 
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(thereby acting as a remote licensee unique ID generating 

means) so as to provide a summed output here termed X which 

represents a lice,nsee unique ID or enabling key which 

should match identically w,tth the local licensee uniq-..ie ID 

or registration key or registration number Y if inputs S, C 

and P to summers 85 and 89 are iqentical. 

The licensee unique ID termed X is transmitted back 

via encqdel:'/decoders and modems 84, 86, 87, 88 to 

com,parator 90 which outputs a high signal if X equals Y. 

10 This condition corresponds to the local licensee unique ID 

matching with the licensee unique ID generated at the 

remote location by the remote licensee unique ID generating 

means generally comprising summer 89. 

Digital code 81 on media 82 comprises code identified 

15 as a demonstration portion D together with code identified 

as a use portion U. There may be othet" kinds of code 

designated Oas well. 

Code 81 is ex~cuted on platform 83 (for example a 

microprocessor or a substantially hardware baS.ed, dedicated 

20 playback device such as a CD drive with the code being 

passed through a mode switcher comprising first gate 91 and 

seccmd gate 92 together with relay 93. 

Firat gate 91 energises relay 93 so as to per~it 

execution of code of type D but not code of any other typ~ 

25 such as ot type U. 

Second gate 92 permits execution of any kind of code 

by closure of relay 93 provided only that the output of 

comparator 90 is ,high (which is ~o say that X equals Y or 
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that the local licensee unique ID matches with the licensee 

unique ID generated by the remote licensee unique ID 

generating means comprising summer 89). 

Comparator 90 together with gates 91, 92 and relay 93 

comprise one particular form of mode switcher or switching 

means suitable f·o.r reco.gnizing and allowing execution on 

platform 83 of varieus kinds of code such as the code of 

types D and U. 

INDUSTRIAL APPLICABILITY 

The afo.rementi oneq may be applied either in dedicated 

electronic hardware or by means of' more generalised digital 

computation devices such as microprocessors and the like in 

order to ~~gulate u~e of digital code. 

The above describes only some embodiments of the 

15 present inventic:>n and modifications, obvisus to those 

skjlled in the art, can be made tt:ie:reto without: departibg 

from the scope and spirit of the present invention. 
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THE CLAIMS DEFINING THE INVENTION ARE AS FOLLOWS:-

1. A registration system for licensing execution of digital data in the use 

mode, said digital data executable on a platform, said system including 

local licensee unique ID generating means and remote licensee unique tD 

generating means, said system further including mode switching means 

operable on said ptatform which permits use o'f said digital data in said use 

mode on said platform only if a licensee unique ID first generated by said 

local licensee unique ID generating means has matched a licensee unique 10 

subsequently generated by said remote licensee unique ID generating 

means; and wherein said remote licensee unique ID generating means 

compri~es software executed on a platform which includes the algorithm 

utilized by said local licensee unique ID generating means to produce said 

licensee unique ID . 

2. The system of claim 1, wherein said local licensee unjque ID 

generating· means generates said loeal Mcens·ee unique ID by execution of a 

registration algorithm which combines information in accordance with said 

algorithm, said information uniquety descriptive of an intending licensee of 

said digital data to be exec..:~ted in said use mode . 

3. The system of claim 2, wherein said mode switchin~ means permits 

operation of said digital data in said use mode in subsequent execution of 

said digital dat.a only if said licensee unique ID generated by said local 

licensee unique ID generating means has not changed. 
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THECLAIMSDEFININGTHEINVENTIONAREASFOLLOWS:-

1. A registration system for licensing execution of digital data in the use

mode, said digital data executable on a platform, said system including

local licensee unique ID generating means and remote licensee unique ID

generating means, said system further including mode switching means

operable on said platform which permits use of said digital data in said use

mode on said platform only if a licensee unique !D first generated by said

local licensee unique ID generating means has matched a licensee unigue ID

subsequently generated by said remote licensee unique ID generating

means; and wherein said remote licensee unique ID generating means

comprises software executed on a platform which includes the algorithm

utilized by said focal licensee unique ID generating means to produce said

licensee unique ID.

2. The system of claim 1, wherein said local licensee unique 1D

generating means generates said loca! licensee unique ID by execution of a

registration algorithm which combines information in accordance with said

algorithm, said information uniquely descriptive of an intending licensee of

said digital data to be executed in said use mode,

3, The system of claim 2, wherein said mode switching means permits

operation of said digital data in said use mode in subsequent execution of

said digital data only if said licensee unique ID generated by said local

licensee unique ID generating means has not changed.
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4. The system of claim 3, wherein said local licensee unique ID 

generating means comprise'S part of said digital data when executed on s.aid 

platform. 

5. The system of claim 4, wherein said mode switching means 

comprises part of said digital data when executed on said platform. 

6. The system of claim 5, wherein the information utilized by said local 

licensee unique ID generating means to produce said licensee unique ID 

comprises prospective licensee details including at least one of payment 

details, contact details and name . 

7. The system of claim 1 , said system further including pl.atform unique 

ID generating means, wherein said mode switching means will permit said 

digital data to run in said use mode in subsequent executio.n of said digital 

data on said platform ohly if said platform unique ID has not changed . 

8. The system of claim 7, wherein said platform unique ID generati·ng 

means comprises part of said digital data when executed on said platform . 

9. The system of claim 8, wherein said platform unique ID generating 

means utm2es hard disc or other platform information to determine said 

platform unique ID. 

10. The system of claim 1, wherein said platform comprises a computer 

operating system environment. 
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11. The system of claim 10, wherein said digital data comprises a 

software program adapted to run under said operating system environment. 

12. A registration .system attachable to software to be protected, said 

registration system generating a s.ecurity key from information input to said 

software which uniquely identifies an intended registered user of said 

software on a computer on which said software is' to be installed; and 

wherein said registration system is replicated at a registration authority and 

used for the purposes of checking by the registration authority that the 

information unique to the user is correctly entered at the time that the 

security key is generated by the registration system. 

13. The registration system of claim 12, wherein said security key is 

generated by a registration number algorithm . 

14. The registration system of claim 1 3, wherein said registration 

number algorithm combines information entered by a prospective registered 

user unique to that user with a serial number generated from information 

provided by the environment in which the software to be protected is to 

run. 

15. The registration system ·of claim 12, wherein said registration system 

checks at the time of boot of said software as to whether it is a_ first boot 

of the software to be protected or a subsequent boot, and, if a subsequent 

boot is detected, then environment and user details are compared to 

determine whether the program reverts to a demonstration mode and a 

new user registration procedure is to commence or a full version run. 
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16. The registraticm system of claim 15, wherein said environment 

details comprise at least one element which is not user-configurable on the 

platform. 

1 7. A method of control of distribution of software, said method 

comprising providing mode-switching means associated with said software 

adapte-d to switch said software between a fully enabled mode and a partly 

enab~ed or demonstration mode, said method further comprising providing , 
registration key generating means adapted to generate a registration key 

which is a function of information unique to an intending us~r of the 

software; said mode-switching means switching said software into fully 

enabled mode only if an enabling key provided to said mode-switching 

means by said f.ntending user at the time of registration of said software 

has matched identically with said registration key; and wherein said 

enabling key is communicated to said intending user at the time of 

registration of said software; said enabling key generated by a third party 

means of operation of a duplicate copy of said registration key generating 

means . 

18. The method of claim 17, wherein said registration key is a·1so a 

function of the environment in which said software is installed. 

19. A remote registration station incorl?orating remote licensee unique ID 

generating means, said station forming part of a registration system for 

licensing execution of digital data in a use mode, said digital data 

ex:ecutabte on a platform~ said system including local licensee unique 10 
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generating means, said system further including mode switching means 

operable on said platform which permits use of said digital data in said use 

mode on said platform only of a licensee unique ID generated by said local 

licensee unique ID generating means has matched a licensee unique ID 

generated by said remote licensee unique ID generating means; and 

wherein said remote licensee unique ID generating means comprises 

software executed on a platform which includes the algorithm utilized by . 

said local licensee untque ID generating means to produce said ticensee 
' 

unique ID. 

20. A method of registration of digital data so as to enable execution of 

said digital data in a use mode, said method comprising an intending 

licensee operating a registratfon system for licensing execution of digital 

data tn a use mode, said digital data executable 'on a platform, said system 

ihduding local licensee unique ID generating means and remote. licensee 

unique ID generating means, said system further including mode switching 

means operable on ,said platform which permits use of said digital data in 

said use mode on said platform only if a licensee uni~ue ID generated by 

said local licensee unique ID generating means has matched a licensee 

unique ID generated by said remote licensee unique ID generating means; 

and wherein said remote licensee unique ID generating means comprises 

software executed on a platform which includes the algorithm utilized by 

said focal licens~e unique ID generating means to produce said licensee 

unique ID. 
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21. A registration system for licensing execution of digital data in the use 

mode substantially as hereinbefore described with reference to the 

accompanying drawings. 

DATED this 3rd day of January, 1997. 

UNrLOC CORPORATION PTY LIMITED 

by their Patent Attorney 

PETER MAXWELL & ASSOCIATES . 
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Description 

FIELD OF THE INVENTION 

5 [0001] The present invention relates to systems and methods for generating a compact hardware identification 
(CHWID) for a given computer system. The compact hardware identification (CHWID) may be used to control the use 
of software on the given computer system depending on the degree of hardware changes to the computer system. The 
compact hardware identification (CHWID) may be electronically transmitted over limited bandwidth media, such as a 
telephone. 

10 

BACKGROUND OF THE INVENTION 

[0002] There has been considerable effort in recent years to prevent or minimize the unlawful use of computer software. 
Due to its reproducibility and ease of distribution, piracy of computer software and illegal use of computer software 

15 beyond the scope of a license agreement are common occurrences, which significantly hurt software manufacturers. 
[0003] Methods have been developed in an effort to reduce the occurrences of computer software piracy and illegal 
use of computer software beyond the scope of a license agreement. However, such methods often cause problems for 
legitimate software purchasers and users in the form of consumer inconvenience. For instance, a user who has upgraded 
his/her computer should be able to legitimately reinstall the software product on the upgraded machine. However, 

20 presently available methods may either (i) not allow the software to be installed, or (ii) force the user (who is now 
disgruntled) to call the software manufacturer for assistance. 
[0004] Accordingly, there remains a need for improved technology solutions to piracy and illicit use, but which also 
recognize and accommodate the needs and practices of a legitimate software purchaser and user. 

25 SUMMARY OF THE INVENTION 

[0005] The present invention addresses some of the difficulties and problems discussed above by the discovery of 
an improved hardware identification for a computer system. The hardware identification of the present invention provides 
a method of minimizing or preventing software piracy and the illegal use of computer software beyond the scope of a 

30 license agreement, while allowing for machine upgrades by legitimate software users. 
[0006] The hardware identification of the present invention, referred to herein as a "compact hardware identification" 
(CHWID), identifies (1) a number of component classes typically used to build a hardware configuration for a computer 
system, and (2) a single component device or instance within a given component class for a particular computer system. 
By taking into account a single component device or instance within a select number of component class, a secure and 

35 reliable compact hardware identification (CHWID) for a particular computer system is generated, while enabling a degree 
of tolerance for component changes to the hardware configuration of the particular computer system. 
[0007] The compact hardware identification (CHWID) may be used when a limited amount of space is available to 
identify a particular hardware configuration when initially loading a software product onto a computer. The compact 
hardware identification (CHWID) may be stored for future use, such as (i) when the same software product is launched 

40 on the same computer or a variation of the same computer, or (ii) when the same software product is reloaded onto a 
variation of the same computer or a completely different computer. For example, when the same software product is 
launched on the same computer or a variation of the same computer, a second compact hardware identification (sCHWID) 
is generated and compared to (1) a previously stored compact hardware identification (iCHWID), or (2) a previously 
stored verbose hardware identification (VHWID) described below. If a desired number of matches exist between com-

45 ponent classes of the second compact hardware identification (sCHWID) and corresponding component classes of either 
(1) the previously stored compact hardware identification (iCHWID), or (2) the previously stored verbose hardware 
identification (VHWID), the method of the present invention allows the software product to be launched. However, if a 
desired number of matches do not exist between component classes of the second compact hardware identification 
(sCHWID) and corresponding component classes of either (1) the previously stored compact hardware identification 

50 (iCHWID), or (2) the previously stored verbose hardware identification (VHWID), the method of the present invention 
will not allow the software product to be launched due to changes to the original hardware system beyond a desired 
threshold. 
[0008] Accordingly, the present invention is directed to a compact hardware identification (CHWID), and a method of 
generating a compact hardware identification (CHWID). The present invention is further directed to a method for pre-

55 venting the use of software on a computer system if an attempt to launch the software product generates a new compact 
hardware identification (CHWID), which is out of tolerance when compared to either (1) a previously stored compact 
hardware identification (iCHWI D), or (2) a previously stored verbose hardware identification (VHWID) due to one or more 
hardware changes to the original computer system. 
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[0009] These and other features and advantages of the present invention will become apparent after a review of the 
following detailed description of the disclosed embodiments and the appended claims. 

BRIEF DESCRIPTION OF THE FIGURES 

[0010] 

FIG. 1 is a flow diagram of some of the primary components of an exemplary operating environmentforimplementation 
of the present invention; 

10 FIG. 2 depicts an exemplary hardware configuration containing eight component classes and a total of 19 component 
devices or instances distributed within the eight component classes; 
FIGS. 3 depicts one possible verbose hardware identification (VHWID) and a corresponding compact hardware 
identification (CHWID) for the exemplary hardware configuration shown in FIG. 2; 
FIGS. 4-8 are a flow diagram showing exemplary steps in determining a compact hardware identification (CHWID) 

15 tor a hardware configuration; and 

20 

FIGS. 9-10 are a flow diagram showing exemplary steps in determining whether a software product can be used 
on a computer hardware system by comparing a newly generated compact hardware identification (CHWID) to 
either (1) a previously stored compact hardware identification (iCHWID), or (2) a previously stored verbose hardware 
identification (VHWID). 

DETAILED DESCRIPTION OF THE INVENTION 

[0011] To promote an understanding of the principles of the present invention, descriptions of specific embodiments 
of the invention follow and specific language is used to describe the specific embodiments. It will nevertheless be 

25 understood that no limitation of the scope of the invention is intended by the use of specific language. Alterations, further 
modifications, and such further applications of the principles of the present invention discussed are contemplated as 
would normally occur to one ordinarily skilled in the art to which the invention pertains. 
[0012] The present invention is directed to a method for identifying a hardware configuration of a given computer 
system by a compact hardware identification (CHWID). The present invention is also directed to a method of generating 

30 a compact hardware identification (CHWI D) by identifying a single component instance within each of a selected number 
of component classes. The present invention is further directed to a method of using a compact hardware identification 
(CHWID) to determine whether a software product can be used on a computer hardware configuration. 
[0013] The compact hardware identification (CHWID) may be generated for a computer system comprising a variety 
of hardware components. An exemplary computer system may comprise a number of hardware components, which are 

35 grouped into classes including, but not limited to, hard disk drives, optical disk drives network cards, display adapters, 
read only memory (ROM), random access memory (RAM), and a basic input/output system (BIOS). An exemplary 
computer system and exemplary operating environment for practicing the present invention is described below. 

40 

Exemplary Operating Environment 

[0014] Exemplary embodiments of the present invention will hereinafter be described with reference to the drawings, 
in which like numerals represent like elements throughout the several figures. FIG. 1 illustrates an exemplary operating 
environment for implementation of the present invention. The exemplary operating environment includes a general-pur
pose computing device in the form of a conventional personal computer 20. Generally, a personal computer 20 includes 

45 a processing unit 21, a system memory 22, and a system bus 23 that couples various system components including the 
system memory 22 to processing unit 21. System bus 23 may be any of several types of bus structures including a 
memory bus or memory controller, a peripheral bus, and a local bus using any of a variety of bus architectures. The 
system memory includes a read only memory (ROM) 24 and random access memory (RAM) 25. A basic input/output 
system (BIOS) 26, containing the basic routines that help to transfer information between elements within personal 

50 computer 20, such as during start-up, is stored in ROM 24. 
[0015] Personal computer 20 further includes a hard disk drive 27 for reading from and writing to a hard disk, not 
shown, a magnetic disk drive 28 for reading from or writing to a removable magnetic disk 29, and an optical disk drive 
30 for reading from or writing to a removable optical disk 31 such as a CD-ROM or other optical media. Hard disk drive 
27, magnetic disk drive 28, and optical disk drive 30 are connected to system bus 23 by a hard disk drive interface 32, 

55 a magnetic disk drive interface 33, and an optical disk drive interface 34, respectively. Although the exemplary environment 
described herein employs hard disk 27, removable magnetic disk 29, and removable optical disk 31, it should be ap
preciated by those skilled in the art that other types of computer readable media, which can store data that is accessible 
by a computer, such as magnetic cassettes, flash memory cards, digital video disks, Bernoulli cartridges, RAMs, ROMs, 
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and the like, may also be used in the exemplary operating environment. The drives and their associated computer 
readable media provide nonvolatile storage of computer-executable instructions, data structures, program modules, and 
other data for personal computer 20. For example, one or more data files 60 (not shown) may be stored in the RAM 25 
and/or hard drive 27 of the personal computer 20. 

5 [0016] A number of program modules may be stored on hard disk 27, magnetic disk 29, optical disk 31, ROM 24, or 
RAM 25, including an operating system 35, an application program module 36, other program modules 37, and program 
data 38. Program modules include, but are not limited to, routines, sub-routines, programs, objects, components, data 
structures, etc., which perform particular tasks or implement particular abstract data types. Aspects of the present 
invention may be implemented as an integral part of an application program module 36 or as a part of another program 

10 module 37. 
[0017] A user may enter commands and information into personal computer 20 through input devices, such as a 
keyboard 40 and a pointing device 42. Other input devices (not shown) may include a microphone, joystick, game pad, 
satellite dish, scanner, or the like. These and other input devices are often connected to processing unit 22 through a 
serial port interface 46 that is coupled to the system bus 23, but may be connected by other interfaces, such as a parallel 

15 port, game port, a universal serial bus (USB), or the like. A monitor 47 or other type of display device may also be 
connected to system bus 23 via an interface, such as a video adapter 48. In addition to the monitor, personal computers 
typically include other peripheral output devices (not shown), such as speakers and printers. 
[0018] Personal computer 20 may operate in a networked environment using logical connections to one or more 
remote computers 49. Remote computer 49 may be another personal computer, a server, a client, a router, a network 

20 PC, a peer device, or other common network node. While a remote computer 49 typically includes many or all of the 
elements described above relative to personal computer 20, only a memory storage device 50 has been illustrated in 
FIG. 1. The logical connections depicted in FIG. 1 include a local area network (LAN) 51 and a wide area network (WAN) 
52. Such networking environments are commonplace in offices, enterprise-wide computer networks, intranets, and the 
Internet. 

25 [0019] When used in a LAN networking environment, personal computer 20 is connected to local area network 51 
through a network interface or adapter 53. When used in a WAN networking environment, personal computer 20 typically 
includes a modem 54 or other means for establishing communications over WAN 52, such as the Internet. Modem 54, 
which may be internal or external, is connected to system bus 23 via serial port interface 46. In a networked environment, 
program modules depicted relative to personal computer 20, or portions thereof, may be stored in the remote memory 

30 storage device 50. It will be appreciated that the network connections shown are exemplary and other means of estab
lishing a communications link between the computers may be used. 
[0020] Moreover, those skilled in the art will appreciate that the present invention may be implemented in other computer 
system configurations, including hand-held devices, multiprocessor systems, microprocessor based or programmable 
consumer electronics, network person computers, minicomputers, mainframe computers, and the like. The present 

35 invention may also be practiced in distributed computing environments, where tasks are performed by remote processing 
devices that are linked through a communications network. In a distributed computing environment, program modules 
may be located in both local and remote memory storage devices. 

40 

Implementation of Exemplary Embodiments of the Present Invention 

[0021] As described above, a computer system typically comprises multiple classes of hardware components. Further, 
the computer system may comprise multiple components (e.g., two disk hard drives) within each class of hardware 
components. 
[0022] The compact hardware identification (CHWID) of the present invention takes into account a single component 

45 device (also referred to herein as an "instance") within each desired class of hardware components used to determine 
the CHWID. The compact hardware identification (CHWID) of the present invention may also take into account the 
absence of a component device within a given component class of a computer hardware system. For example, a 
determination of the component classes to be used to identify a given computer hardware configuration may be made 
prior to examining the given computer hardware configuration. The computer hardware configuration may or may not 

50 contain a component instance for each of the selected component classes used to produce the compact hardware 
identification (CHWID) of the computer hardware configuration. 

55 

[0023] An exemplary method of the present invention for generating a compact hardware identification (CHWID) is 
given below. Further, an exemplary method of the present invention for using the compact hardware identification 
(CHWID) as an anti-pirating tool is also described below. 

!. Generating A Compact Hardware Identification (CHWID) For A Computer System 

[0024] A description of the components of an exemplary compact hardware identification (CHWID) is given below. 
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A. The Compact Hardware Identification (CHWfD) 

[0025] The compact hardware identification (CHWID) of a given computer system desirably comprises two distinct 
parts: (1) an optional version component and (2) a hash component. Each of the possible compact hardware identification 

5 (CHWID) parts may be derived from the hardware configuration of a given computer system. An example of a computer 
hardware configuration and the instances within each component class is shown in FIG. 2. 
[0026] As shown in FIG 2, the exemplary computer hardware configuration 20 comprises 8 distinct component classes 
21-28 having a total of 19 component instances 200 distributed among component classes 21-28. CDRom component 
class 21 contains 4 component instances; IDE component class 22 contains 2 component instances; drive component 

10 class 23 contains 1 component instance; display component class 24 contains 1 component instance; SCSI component 
class 25 contains 2 component instances; disk component class 26 contains 6 component instances; network card 
component class 27 contains 1 component instance; and processor (i.e., cpu) component class 28 contains 2 component 
instances. Row 29 in FIG. 2 depicts a string of numbers, which represent the number of component instances within 
each of the 8 component classes 21-28. 

15 [0027] It should be noted that the number of component instances within a given component class may vary from 0 
to as many as required to represent a given hardware configuration, although an implementation may arbitrarily limit the 
number of component instances per component class. Typically, a given hardware configuration contains from Oto about 
6 component instances per component class. As described below, even when a component class does not contain a 
component instance, the absence of a component instance within the component class contributes a piece of information, 

20 which is incorporated into the compact hardware identification (CHWID). 
[0028] An exemplary compact hardware identification (CHWID) is shown in FIG. 3. The exemplary compact hardware 
identification (CHWID) 35 of FIG. 3 is one possible way to identify the computer hardware configuration shown in FIG. 
2. As discussed above, the compact hardware identification (CHWI D) 35 desirably comprises two separate components: 
version component 31' and hash portion 33'. Each of the two separate portions of compact hardware identification 

25 (CHWID) 35 is depicted in FIG 3. 
[0029] Version component 31 O of header portion 31 identifies a particular version of the verbose hardware identification 
(VHWID) 34 and its corresponding compact hardware identification (CHWID) 35 used to identify a given computer 
system. For example, a particular version (e.g., version "I") of a verbose hardware identification (VHWID) or compact 
hardware identification (CHWID) may vary from another version (e.g., version "2") of a verbose hardware identification 

30 (VHWID) or compact hardware identification (CHWID) by using one set of parameters to create version 1, while using 
a separate, different set of parameters to create version 2. A variety of parameters may be used to create a given version 
of a verbose hardware identification (VHWID) and its corresponding compact hardware identification (CHWID). Suitable 
parameters include, but are not limited to, (1) the number of component classes represented in the compact hardware 
identification (CHWID) 35; (2) the maximum and/or minimum number of component classes used to create verbose 

35 hardware identification (VHWID) 34; (3) the maximum and/or minimum numberof component instances to be considered 
within a given VHWID component class; (4) the first hash function used to produce hash values for each component 
instance in the verbose hardware identification (VHWID) 34; (5) the length of each hash result used to form the verbose 
hardware identification (VHWID) 34; (6) the maximum length of the verbose hardware identification (VHWID) 34; (7) 
the maximum and/or minimum number of component class hash results used to create the compact hardware identifi-

40 cation (CHWID) 35; (8) the second hash function used to produce second hash values for each component instance; 
(9) the length of each second hash result used to form the compact hardware identification (CHWID) 35; and (10) the 
maximum length of the compact hardware identification (CHWID) 35. 
[0030] Some component classes cannot have multiple component instances and are known as single-instance classes. 
Total system RAM is one example of a single-instance class. The data for a single-instance class is hashed and truncated 

45 if necessary, then stored in the truncated numerical portion 312 of the header part 31. Each single-instance class 
represented in the header will have an associated truncated numerical portion 312. 
[0031] Desirably, version component 31' of compact hardware identification (CHWID) 35 has a fixed length, which is 
consistent for all compact hardware identifications having a particular version type (e.g., version 1 CHWIDs). 
[0032] Count portion 32 comprises a string of n numbers, which represent the number of component instances within 

50 each of the n component classes used to prepare the verbose hardware identification (VHWID) 34. As shown in FIG. 
3, count portion 32 comprises the string of numbers: "4 2 1 1 2 6 1 2", which corresponds to the component instances 
within component classes 21-28 shown in FIG. 2. It should be noted that if a component class does not contain a 
component instance, count portion 32 contains a "O" for the particular component class. 
[0033] Hash portion 33 used to create verbose hardware identification (VHWID) 34 comprises a concatenated string 

55 of first hash values representing each of the 19 component instances within component classes 21-28 shown in FIG. 
2. Each separate hash result may have a length of up to about 160 bits. Desirably, each separate hash result has a 
length of from about 1 Oto about 20 bits, more desirably, about 16 bits. 
[0034] Hash portion 33 of verbose hardware identification (VHWID) 34 typically has a length, which varies depending 
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upon the number of component instances within n component classes of a given hardware configuration. The total length 
of hash portion 33 is equal to the number of component instances times the desired hash result length for each component 
instance hash result In this example, the resulting hash portion 33 of verbose hardware identification (VHWID) 34 has 
a desired total length of 304 bits (i.e., 19 x16 = 304). 

5 [0035] Hash portion 33' of compact hardware identification (CHWID) 35 differs from hash portion 33 used to create 
verbose hardware identification (VHWID) 34. In one exemplary embodiment of the present invention, hash portion 33' 
of compact hardware identification (CHWID) 35 comprises one component instance second hash value per component 
class, resulting from a second hash function performed on one component instance first hash value per component 
class. The component instance first hash value is selected from one or more of then component classes used to create 

10 hash portion 33 of verbose hardware identification (VHWID) 34. The method of choosing component instance first hash 
values within hash portion 33 to be further processed through a second hash function may be (i) by a random selection 
procedure or (ii) by a predetermined method. One exemplary predetermined method comprises selecting the first instance 
within each component class as shown in FIG. 3. 
[0036] The resulting hash portion 33' of compact hardware identification (CHWID) 35 comprises a concatenated string 

15 of component instance second hash values (v'x) resulting from performing a second hash function on select component 
instance first hash values of hash portion 33. Each separate component instance second hash value may have a length 
of up to about 16 bits. Desirably, each separate component instance second hash value has a length of up to about 8 
bits, more desirably, from about 3 to about 6 bits. Component instance second hash values (v'x) are shown in FIG. 3 
and are derived by performing a second hash function on the following string of first hash values: v 1 , v5 , v7 , v8 , v9 , v 11 , 

20 v17 and v18 to produce component instance second hash values: v' 1, v'5 , v'7 , v'8 , v'9, v'11 , v' 17 and v' 18. 

[0037] Hash portion 33' of compact hardware identification (CHWID) 35 typically has a length of less than about 64 
bits. The length of hash portion 33' may vary depending upon (i) the number of component instance first hash values 
used to create hash portion 33', and (ii) the second hash value length for each individual component instance second 
hash value. 

25 [0038] As shown in FIG. 3, verbose hardware identification (VHWID) 34 may be represented by a concatenated string 
of header portion 31, count portion 32 and hash portion 33. Similarly, compact hardware identification (CHWID) 35 may 
be represented by a concatenated string of version component 31' and hash portion 33'. An exemplary method of 
determining a verbose hardware identification (VHWID) 34 and a compact hardware identification (CHWID) 35 for a 
computer hardware configuration is described below. 

30 [0039] It should be noted thatthe compact hardware identification (CHWID) of the present invention may only comprise 
one of the above-described portions. In one exemplary embodiment of the present invention, the compact hardware 
identification (CHWID) 35 of a given computer hardware configuration comprises hash portion 33' alone. In this embod
iment, the compact hardware identification (CHWID) 35 does not contain version component 31'. 
[0040] Regardless of the components used to create compact hardware identification (CHWI D) 35, compact hardware 

35 identification (CHWID) 35 desirably has a total length of less than about 256 bits. In one exemplary embodiment of the 
present invention, compact hardware identification (CHWID) 35 has a total length of from about 32 bits to about 64 bits. 

B. Determining A Verbose Hardware Identification (VHWID) For A Computer System 

40 [0041] The VHWID of the present invention may be determined by an exemplary method as shown in FIGS. 4-6. The 
steps of the exemplary method may be performed by software code within a software product on a customer's computer, 
similar to computer 20 described above with reference to FIG. 1. As shown in FIGS. 4-6, an exemplary determination 
of a VHWID for a given computer hardware configuration (referred to herein as "HW1 ") begins with step 401, wherein 
a number of component classes, n, is chosen to identify a given computer hardware configuration HW1. As discussed 

45 above, a given computer system may include a variety of hardware components and classes of hardware components. 
Exemplary hardware component classes include, but are not limited to, hard disk drives, logical disk partitions, optical 
disks, network cards, display adapters, read only memory (ROM), random access memory (RAM), IDE devices, sound 
cards, video cards, processors, SCSI devices and the system BIOS. Desirably, n, the number of hardware component 
classes, is a whole number ranging from about 2 to about 16. In general, it is desirable for n to be as large as possible 

50 in order (i) to more precisely identify a given computer system, and (ii) to more accurately measure the degree of tolerance 
of a given computer system. 
[0042] After choosing the number of component classes, n, in step 401, each component class is identified in step 
402. The component classes may include any of the above-described component classes such as the class of disk hard 
drives. An exemplary list of component classes used to identify sample hardware configuration HW1 is given below in 

55 Table 1. 
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Table 1. Exemplary List of Hardware Component Classes Used To Identify Sample Hardware Configuration HW1 

Component Class No. Class Description Class Identifier 

1 Cd Rom CdRom device identifier 

2 IDE devices IDE device identifier 

3 Hard Disk Drive Drive partition serial number 

4 Display adapter device Identifier 

5 SCSI devices SCSI device identifier 

6 Disk Devices Disk device identifier 

7 Network Card MAC address 

8 Processors Processor device identifier 

[0043] As shown in Table 1, in this example, n equals 8, and the identified hardware component classes include: (1) 
a CdRom class; (2) an IDE devices class; (3) a drive class; (4) a display adapter device class; (5) a SCSI device class; 
(6) a disk class; (7) a network card class; and (B) a CPU processor class. 
[0044] After each component class is identified in step 402, all devices or instances within each hardware component 
class are identified in step 403. The "count" (i.e., the number of component devices or instances within each component 
class) is also determined in step 403. Desirably, each instance within a particular component class is identified by the 
most unique identification string associated with the instance. For example, the hardware configuration may contain a 
CdRom manufactured by NEC Corporation and having an identification string of "NEC CDRW24 S15." Any available 
method for determining the most unique identification string of a given instance may be used in the present invention. 
The step of assigning an identification string for each component instance is shown in step 404. 
[0045] Once an identification string for each component instance is assigned, the header portion of the verbose 
hardware identification (VHWID) is prepared in step 405. In step 406, a particular version of the verbose hardware 
identification (VHWI D) is inputted into the header to form header portion 31 O (as shown in FIG 3). As described above, 
the version number may represent one or more parameters used to determine the verbose hardware identification 
(VHWID) and its corresponding compact hardware identification (CHWID). 
[0046] In step 407, a component class to be represented in the header is identified. Typically, component classes 
capable of having only a single component instance, or single instance classes, are represented in the header portion 
of the VHWID. Suitable component classes, which may be represented in the header portion of the VHWID, included, 
but are not limited to, a memory component class, a computer dockability component class (i.e., whether the computer 
is dockable or not), the system BIOS, or a combination thereof. In one exemplary embodiment of the present invention, 
the header portion of the VHWID comprises information from a single component class of the hardware configuration. 
[0047] From step 407, the method proceeds to decision block 409. At decision block 409, a decision is made as to 
whether the identification string of the component instance used to form a portion of the header is subjected to a hashing 
function. The identification string may be subjected to a hash function or truncated to a desired number of bits. Although 
not shown in FIG. 5 as an option, it should be noted that the identification string could be used verbatim as long as the 
identification string has less than a desired maximum of characters, typically less than about 1 6 bits. 
[0048] If the identification string is to be subjected to a hash function, the method proceeds to step 411, wherein a 
hash function is performed on the identification string of the component instance and truncated to a desired bit length. 
Desirably, the hash result is truncated to a length of about 16 bits. In step 412, the truncated hash result is inputted into 
the truncated numerical portion 312 of header portion 31 (as shown in FIG. 3). If the identification string is not subjected 
to a hash function, the method proceeds to step 410, where the identification string is truncated to a desired length and 
inputted into the truncated numerical portion 312 of header portion 31. Desirably, the identification string is truncated to 
a length of less than about 16 bits. 
[0049] Once a truncated hash result from step 412 or a truncated identification string from step 410 is inputted into 
truncated numerical portion 312 of header portion 31, the method proceeds to decision block 413. At decision block 
413, a decision is made whether to add details of another component class to header portion 31 of the VHWID. If 
additional details of another component class are to be added to the header portion 31 of the VHWI D, the method returns 
to step 407 and proceeds as described above. If no further information is to be added to the header portion 31 of the 
VHWID, the method proceeds to step 414, where the count portion 32 of the VHWID is prepared. As discussed above, 
the count portion 32 of the VHWID comprises a numerical string of n numbers, which representthe number of component 
instances within each of the n component classes used to form the VHWID. (See count portion 32 of FIG 3.} 
[0050] In step 415, a first hash function is performed on the identification strings for each component instance repre-
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sented in the count portion 32 of the VHWID. If a given component class does not contain a component instance, a 
special first hash result may be generated for use in the VHWID, wherein the special first hash result indicates that a 
given component class did not contain a component instance. Alternatively, no first hash value may be stored and the 
part of count potion 32 corresponding to the missing component class will be set to zero, indicating that the component 

5 class is absent. The first hash results for each component instance may be truncated to a desired length. In one exemplary 
embodiment of the present invention, each of the first hash function results are truncated to a length of from about 1 o 
to about 20 bits, more desirably, about 16 bits. 
[0051] Any known hash functions may be used in the present invention as long as the hash function is capable of 
accepting an identification string of arbitrary length and producing a hash output or result having a fixed length of less 

10 than about 160 bits. Examples of suitable hash functions include, but are not limited to, hash function algorithms HA VAL, 
MD2, MD4, MD5, and SHA-1, all of which are known to those of ordinary skill in the art. Suitable hash functions and a 
description thereof may be found in Applied Cryptography by Bruce Schneier, published by John Wiley & Sons (ISBN 
#0471117099), the disclosure of which is incorporated herein in its entirety. 
[0052] In one embodiment of the present invention, a "salt value" may be added to the component instance identifier 

15 prior to performing the first hash function for a given component instance. In this embodiment, adding a salt value enables 
the production of different VHWIDs based on the same computer hardware configuration. Different VHWIDs for the 
same hardware configuration may be beneficial when running different applications or different passes. One example 
of a situation where different VHWIDs for the same hardware configuration may be beneficial is discussed below. 
[0053] For example, if a user activates multiple software packages from the same vendor, it may be possible to use 

20 the VHWID to relate the separate activation records to build a picture of the software purchasing habits of the user. To 
guard against this, different VHWIDs from the same machine may be made to appear unrelated by constructing each 
separate hash using a hash function such as hashx = MD5[(salt value)x + ID string] where the salt value is different for 
each software package. 
[0054] In step 416, the first hash results for each component instance are concatenated to form hash portion 33 of 

25 verbose hardware identification (VHWID) 34 (as shown in FIG. 3). In step 417, the final verbose hardware identification 
(VHWID) 34 is assembled by concatenating header part 31, count part 32, and hash part 33. 
[0055] In step 418, the resulting verbose hardware identification (VHWID) for hardware configuration HW1 is stored 
for future use. The verbose hardware identification (VHWID) for hardware configuration HW1 may be stored locally (e.g., 
in the registry, file system, or secure store), at an accessible remote location (e.g., database), or transmitted to a 

30 clearinghouse server for license acquisition. 

35 

[0056] Although the exemplary method described above produces a verbose hardware identification (VHWID) con
taining header part 31, count part 32, and hash part 33, in some embodiments of the present invention, the verbose 
hardware identification (VHWID) for hardware configuration HW1 may only contain (i) hash portion 33 alone or (ii) count 
part32 in combination with hash portion 33, such as a VHWID comprising count part 32 concatenated with hash portion 33. 

C. Determining A Compact Hardware Identification (CHWID) For A Computer System 

[0057] The compact hardware identification (CHWID) of the present invention may be determined by as shown in 
FIGS. 7-8. The steps of the exemplary method forforming the compact hardware identification (CHWID) may be performed 

40 by software code within a software product on a customer's computer, similar to computer 20 described above with 
reference to FIG. 1. As shown in FIGS. 7-8, the exemplary method for forming one possible compact hardware identi
fication (CHWID) for hardware configuration HW1 begins with step 420. 
[0058] In step 420, a second hash function is performed on one component instance first hash value from each of the 
q component classes selected from one or more component classes, n, used to create hash portion 33 of verbose 

45 hardware identification (VHWID) 34. As described above, the second hash function may be performed on one or more 
component instance first hash values, wherein the method of selecting component instance first hash values from one 
or more of the n component classes is accomplished via (i) a random selection procedure or (ii) a predetermined method. 
Desirably, one component instance first hash value is selected from at least (n - 5) component classes, more desirably, 
from at least (n - 3) component classes, even more desirably, from at least (n - 2) component classes. In one exemplary 

50 embodiment of the present invention, one component instance first hash value is selected from all of the n component 
classes to form corresponding component instance second hash values. 
[0059] As with the first hash function used to form the hash portion 33 of verbose hardware identification (VHWID) 
34, any known hash function may be used in the present invention as long as the hash function is capable of accepting 
a component instance first hash value of up to about 160 bits and producing a component instance second hash value 

55 having a fixed length of less than about 32 bits. Examples of suitable second hash functions include, but are not limited 
to, hash function algorithms HAVAL, MD2, MD4, MD5, and SHA-1, all of which are known to those of ordinary skill in 
the art as discussed above. 
[0060] In one embodiment of the present invention, a "salt value" may be added to the component instance first hash 
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value prior to performing the second hash function for a given component instance first hash value. In this embodiment, 
adding a salt value enables the production of different compact hardware identifications (CHWIDs) based on the same 
computer hardware configuration. Different compact hardware identifications (CHWIDs) for the same hardware config
uration may be beneficial when running different applications or different passes. One example of a situation where 

5 different CHWIDs for the same hardware configuration may be beneficial is discussed below. 
[0061] For example, if a user activates multiple software packages from the same vendor, it may be possible to use 
the CHWID to relate the separate activation records to build a picture of the software purchasing habits of the user. To 
guard against this, different CHWIDs from the same machine may be made to appear unrelated by constructing each 
separate hash using a hash function such as hash"= MD5[(salt value)x + ID string] where the salt value is different for 

10 each software package. 
[0062] In step 421, the component instance second hash values are concatenated to form hash portion 33' of compact 
hardware identification (CHWID) 35 (as shown in FIG. 3). 
[0063] In step 427, the version component 31' of the compact hardware identification (CHWID) is concatenated with 
the hash portion 33' of the compact hardware identification (CHWID) to form the final compact hardware identification 

15 (CHWID) for hardware configuration HW1. The method then proceeds to step 428. Returning to decision block 425 
described above, if the compact hardware identification (CHWI D) does not comprise a version component 31 ', the 
method proceeds directly to step 428. 
[0064] In step 428, the resulting compact hardware identification (CHWID) for hardware configuration HW1 is stored 
for future use. The compact hardware identification (CHWID) for hardware configuration HW1 may be stored locally 

20 (e.g., in the registry, file system, or secure store), or at an accessible remote location (e.g., database) as described below. 
[0065] As discussed above, in some embodiments of the present invention, the compact hardware identification 
(CHWID) for hardware configuration HW1 may only contain hash portion 33'. 

25 

II. Using A Compact Hardware Identification (CHWID) To Enable The Use Of A Software Product On A Computer System 

[0066] The present invention is further directed to a method of using a compact hardware identification (CHWID) to 
enable the use of a software product on a computer system having a given computer hardware configuration. In one 
embodiment of the present invention, the method of using a compact hardware identification (CHWID) to enable the use 
of a software product on a computer system having a given computer hardware configuration is initiated (i) during any 

30 installation of the software product on a computer other than an initial installation, (ii) during launching of a software 

product or application already existing on a component of a computer hardware configuration, or (iii) both. An exemplary 
method for using the compact hardware identification (CHWID) is described in FIGS. 9-10. The steps of the exemplary 
method may be performed by software code within a software product on a customer's computer, similar to computer 
20 described above with reference to FIG. 1. 

35 [0067] As shown in step 501 of FIG. 9, a software product is either loaded or launched on a computer having hardware 
configuration HW2. Computer hardware configuration HW2 (i) may be identical to hardware configuration HW1 used to 
produce an initial verbose hardware identification (referred to herein as iVHWID) or an initial compact hardware identi
fication (referred to herein as iCHWID) or (ii) may be a completely different computer. 
[0068] In step 502, a new compact hardware identification (referred to herein as nCHWID) is generated for computer 

40 hardware configuration HW2. The new compact hardware identification (nCHWID) for computer hardware configuration 
HW2 may be generated as described above and shown in FIGS. 4-8. Once a new compact hardware identification 
(nCHWID) is generated for computer hardware configuration HW2, a stored verbose hardware identification (VHWID) 
or a stored compact hardware identification (CHWID) is retrieved in step 503. Typically, the stored verbose hardware 
identification (VHWID) is the initial verbose hardware identification (iVHWID), which was generated on a first computer 

45 hardware configuration HW1 during an initial software product installation onto HW1. Similarly, the stored compact 
hardware identification (CHWID) is typically the initial compact hardware identification (iCHWID), which was generated 
on a first computer hardware configuration HW1 during an initial software product installation onto HW1. 
[0069] In decision block 504, a determination is made whether the previously stored hardware identification is a stored 
compact hardware identification (CHWID). If the previously stored hardware identification is a stored compact hardware 

50 identification (sCHWID), the method proceeds to step 505, wherein the new compact hardware identification (nCHWID) 
of hardware configuration HW2 is compared with the previously stored compact hardware identification (sCHWID) of 
hardware configuration HW1. If the previously stored hardware identification is a stored verbose hardware identification 
(sVHWID), the method proceeds to step 509. In step 509, the new compact hardware identification (CHWID) is compared 
to the stored verbose hardware identification (VHWID). A second hash function is performed for each of the first hash 

55 values in each component class of the stored verbose hardware identification (VHWID) and the results compared to the 
second hash value associated with each component class in the new compact hardware identification (CHWID). The 
method then proceeds to decision block 506. 
[0070] At decision block 506, a determination is made as to whether the number of component class matches equals 
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or exceeds a required number of component class matches, m, needed to enable the use of the software product on 
hardware configuration HW2. If the number of component class matches equals or exceeds a required number of 
component class matches, m, the method proceeds to step 507, wherein the method enables the use of the software 
product on hardware configuration HW2. If the number of component class matches is less than the required number 

5 of component class matches, m, the method proceeds to step 508, wherein the method disables the use of the software 
product on hardware configuration HW2. 
[0071] In step 505, the comparison of new compact hardware identification (nCHWID) of hardware configuration HW2 
with (1) the previously stored compact hardware identification (CHWID) of hardware configuration HW1 or (2) the pre
viously stored verbose hardware identification (VHWID) of hardware configuration HW1, collectively referred to herein 

10 as "the hardware identification (HWID) of hardware configuration HW1 ,"may involve one or more rules for determining 
whether or not there is a match for a given component class. Desirably, the method of using a compact hardware 
identification (CHWID) to enable the use of a software product comprises one or more of the following rules fordetermining 
the number of component class matches between a newly generated compact hardware identification (nCHWID) for a 
hardware configuration HW2 and the compact hardware identification (CHWID) or verbose hardware identification (VH-

15 WID) of hardware configuration HW1: 

(i) each component instance second hash result within new compact hardware identification (nCHWID) representing 
select component instances within one or more component classes of hardware configuration HW2 is compared 
with each component instance second hash result within the corresponding one or more component classes in the 

20 compact hardware identification (CHWI D) or derived from the verbose hardware identification (VHWID) of hardware 
configuration HW1; 
(ii) a match exists between a component class of hardware configuration HW2 and a corresponding component 
class of hardware configuration HW1 when one second component instance hash result within a component class 
of new compact hardware identification (nCHWI D) for hardware configuration HW2 matches any one of the second 

25 component instance hash results within the corresponding component class of the compact hardware identification 
(CHWID) or derived from the verbose hardware identification (VHWID) of hardware configuration HW1; 
(iii) a single match exists between a component class of hardware configuration HW2 and a corresponding component 
class of hardware configuration HW1 when one second component instance hash result within a component class 
used to form new compact hardware identification (nCHWID) for hardware configuration HW2 matches two or more 

30 derived second component instance hash results within a corresponding component class used to form the verbose 
hardware identification (VHWID) of hardware configuration HW1; 
(iv) no match exists between a component class of hardware configurations HW2 and a corresponding component 
class of hardware configuration HW1 when the component class in hardware configuration HW2 does not contain 
a second component instance hash result, and the corresponding component class in hardware configuration HW1 

35 does contain a second component instance hash result; 
(v) no match exists between a component class of hardware configuration HW2 and a corresponding component 
class of hardware configuration HW1 when the component class in hardware configuration hardware configuration 
HW2 contains a single second component instance hash result, and the corresponding component class in hardware 
configuration HW1 does not contain a second component instance hash result; and 

40 (vi) a match exists between a component class of hardware configuration HW2 and a corresponding component 
class of hardware configuration HW1 when the component class in hardware configuration hardware configuration 
HW2 does not contain a second component instance hash result, and the corresponding component class in hardware 
configuration HW1 does not contain a second component instance hash result; and 
(vii) the number of required component classes matches, m, between hardware configuration HW2 and hardware 

45 configuration HW1 may be predetermined and embedded in code on a given software product. 

[0072] The number of required component class matches, m, is chosen depending on the degree of tolerance desired 
for hardware configuration component changes. The number of required component class matches, m, may be (i) as 
great as n, the total number of component classes considered during the determination of a verbose hardware identifi-

50 cation (VHWID), or (ii) as great as q, the total number of selected component classes considered during the determination 
of the compact hardware identification (CHWID), or (iii) may be as small as 1. As m increases, the degree of tolerance 
to computer hardware configuration changes decreases. For example, if the total number of component classes n is 
equal to 10 and m is equal to 7, 7 out of 1 0 component classes must match at least one component instance to enable 
the loading or running of a software product. If the number of component class matches is less than 7, the software 

55 product will not run or be loaded onto the computer hardware configuration. 
[0073] The number of required component class matches, m, may be predetermined by a software manufacturer and 
encoded into the software product code used to generate a compact hardware identification (CHWID). In one exemplary 
embodiment of the present invention, m is desirably equal to (n - 3). More desirably, mis equal to (n - 2). In another 
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exemplary embodiment of the present invention, m is desirably equal to (q - 3). More desirably, m is equal to (q - 2). 
However, as indicated above, m may range from 1 to n. 
[0074] The method steps described above and illustrated in FIGS. 4-10 may be performed locally or at a remote 
location. Typically, a customer purchases a software product that can run on a given computer, such as computer 20 

5 shown in FIG. 1. The software product may be a shrink-wrap product having a software program stored on a transportable 
computer-readable medium, such as a CD-ROM or floppy diskette. Alternatively, the software product may be delivered 
electronically over a network, such as a local area network (LAN) 51 or a wide area network (WAN) 52. The customer 
loads the software product onto the computer 20 as a program stored in system memory 22. 
[0075] During a software product installation, the customer is typically prompted to enter a portion of the software 

10 product identification (PID) for the software product into computer 20. The PIO may be derived, for example, from a CD 
key printed on a label of the shrink-wrap package. The customer enters the PIO, which is associated with a software 
program of the software product. The PID is stored locally on computer 20 and/or remotely at an accessible location, 
either on a local area network (LAN) 51 ora wide area network (WAN) 52with athird party, such as an activation authority. 
[0076] As described above, during installation or activation of the software product, a verbose hardware identification 

15 (VHWID) and/or compact hardware identification (CHWID) is also generated using code within the software product or 
triggered by the installation of the software product. The verbose hardware identification (VHWID) and/or compact 
hardware identification (CHWID) generated by the method of the present invention is associated with the software 
product identification (PIO) and stored along with the software product identification (PIO) locally on computer 20 and/or 
remotely at an accessible location, either on a local area network (LAN) 51 or a wide area network (WAN) 52, such as 

20 with a third party activation authority. 
[0077] As part of the installation process, the customer may be required to activate the software product with an 
activation authority. This authority might be, for example, the product manufacturer or an authorized third party. The 
activation process is intended to force the customer to activate the software product (i) for installation and use on a 
specific computer or (ii) for installation and use according to terms of a product licensing agreement. Such an activation 

25 process is described in detail in U.S. Patent No. 6,243,468, assigned to Microsoft Corporation (Redmond, WA), the 
contents of which are hereby incorporated in its entirety by reference. 
[0078] The verbose hardware identification (VHWID) and/or compact hardware identification (CHWID) generated by 
the method of the present invention and the software product identification (PID) may be stored locally on computer 20 
and/or remotely at an accessible location, either on a local area network (LAN) 51 or a wide area network (WAN) 52 

30 with an activation authority. Desirably, the software product (i) stores (a) the verbose hardware identification (VHWID) 
and/or compact hardware identification (CHWID) and (b) the associated software product identification (PID) on computer 
20, and (ii) sends (a) the verbose hardware identification (VHWID) and/or compact hardware identification (CHWID) and 
(b) the associated software product identification (PID) electronically over wide area network (WAN) 52 to an activation 
server. Desirably, the software product automatically displays a graphical user interface (UI) dialog window when it is 

35 first launched, which prompt the user to initiate a connection with the activation server to activate. The activation server 
maintains a database to store (a) received verbose hardware identifications (VHWIDs) and/or compact hardware iden
tifications (CHWIDs) and (b) the associated software product identifications (PIDs). 
[0079] The verbose hardware identification (VHWID) and/or compact hardware identification (CHWID) and the asso
ciated software product identification (PID) for a given software product may be stored for an indefinite period of time 

40 until the software product is re-installed onto another computer or launched on the first computer (Le., the computer 
used during the initial installation). When the same software product is re-installed onto another computer or launched 
on the first computer, code on the software product initiates a method of generating a new compact hardware identification 
(CHWID) according to the present invention. The software product also retrieves the previously stored (a) verbose 
hardware identification (VHWID) and/or compact hardware identification (CHWID) and (b) the associated software prod-

45 uct identification (PID) of the software product either from local computer 20 or from a remote location via a local area 
network (LAN) 51 or a wide area network (WAN) 52. A comparison between the new compact hardware identification 
(CHWID) and the previously stored compact hardware identification (CHWID) is made as described above. 
[0080] In an alternative manual case, a customer provides a service representative with a compact hardware identi
fication (CHWI D) over the phone and the service representative provides the customer with a confirmation identification 

50 (CID) based on the compact hardware identification (CHWID). The customer enters the confirmation identification (CID) 
via a UI window. 
[0081] When the use of a software product is denied due to significant changes in the hardware configuration of a first 
computer (Le., the computer used during the initial installation), a dialog box may be provided to the customer indicating 
that the use of the software product is being denied, and that further information regarding future use of the software 

55 product may be obtained from a given source. 
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Ill. Other Uses of A Compact Hardware Identification (CHWID) 

[0082] The compact hardware identification (CHWID) of the present invention may also be used for other purposes 
than those described above. In one embodiment of the present invention, the compact hardware identification (CHWID) 

5 is used to create semi-unique installation ID to track the machine. In another embodiment of the present invention, the 
compact hardware identification (CHWID) is used on a clearinghouse server when granting licenses to use software on 
a customer's computer. 
[0083] While the specification has been described in detail with respect to specific embodiments thereof, it will be 
appreciated that those skilled in the art, upon attaining an understanding of the foregoing, may readily conceive of 

10 alterations to, variations of, and equivalents to these embodiments. Accordingly, the scope of the present invention 
should be assessed as that of the appended claims and any equivalents thereto. 

The following is a list of further preferred embodiments of the invention: 

15 [0084] 

20 

25 

30 

Embodiment 1. A method of generating a compact hardware identification (CHWID) for a first computer system 
having a first hardware configuration, wherein the method comprises: 

selecting n component classes; 

identifying all component instances within each of the n component classes; 

generating a plurality of component instance first hash results, wherein the plurality of component instance first 
hash results comprises a first hash result for each component instance and at least one first hash result for the 
n component classes; 

generating a plurality of component instance second hash results, wherein the plurality of component instance 
second hash results comprises second hash results resulting from performing a second hash function on select 
component instance first hash results within one or more select component classes; and 

concatenating the plurality of second hash results to form a hash portion, wherein the hash portion forms the 
compact hardware identification (CHWID) for the first computer system. 

35 Embodiment 2. The method of embodiment 1, further comprising: 

concatenating (i) a version component and (ii) the hash portion of the compact hardware identification (CHWID) 
to form the compact hardware identification (CHWID) for the first computer system. 

40 Embodiment 3. The method of embodiment 1, wherein n is a whole number up to about 16. 

Embodiment 4. The method of embodiment 2, wherein the version component comprises a version number. 

Embodiment 5. The method of embodiment 1, wherein at least one of the n component classes contains two or 
45 more component instances. 

Embodiment 6. The method of embodiment 1, wherein each of the n component classes contains from 0 to 14 
component instances. 

50 Embodiment 7. The method of embodiment 1, wherein each component instance first hash result is truncated to a 
1 6 bit number. 

55 

Embodiment 8. The method of embodiment 1, wherein each component instance second hash result is truncated 
to a number having less than 8 bits. 

Embodiment 9. The method of embodiment 1, wherein the compact hardware identification (CHWID) for the first 
computer system has a length of up to about 256 bits. 
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Embodiment 10. The method of embodiment 9, wherein the compact hardware identification (CHWID) for the first 
computer system has a length of from about 32 to about 64 bits. 

Embodiment 11. The method of embodiment 1, wherein the method is initiated during a step of loading a software 
5 product onto the first computer system. 

Embodiment 12. A computing system containing at least one application module usable on the computing system, 
wherein the at least one application module comprises application code for performing the method of embodiment 1. 

10 Embodiment 13. A computer readable medium having stored thereon computer-executable instructions for perform
ing the method of embodiment 1 . 

Embodiment 14. A method of determining whether a software product can be used on a second computer system 
having a second hardware configuration, wherein the second computer system is identical to or different from a first 

15 computer system having a first hardware configuration, the software product being initially installed on the first 
computer, wherein the method comprises: 

20 

25 

30 

35 

40 

45 

50 

55 

generating a second compact hardware identification (sCHWID) for the second hardware configuration; 

comparing the second compact hardware identification (sCHWID) for the second hardware configuration to (i) 
a first compact hardware identification (fCHWID) for the first hardware configuration or(ii) a first verbose hardware 
identification (NHWID) for the first hardware configuration; 

if a number of matches exists between component classes of the second hardware configuration and corre
sponding component classes of the first hardware configuration, and the number of matches equals or exceeds 
m, a number of required component class matches, loading the software product onto the second computer 
system; and 

if the number of matches is less than m, preventing the software product from being loaded onto the second 
computer system. 

Embodiment 15. The method of embodiment 14, wherein the second compact hardware identification (sCHWID) is 
generated by a method comprising: 

selecting n component classes of the second hardware configuration; 

identifying all component instances within each of then component classes of the second hardware configuration; 

generating a plurality of component instance first hash results, wherein the plurality of component instance first 
hash results comprises a first hash result for each component instance and at least one first hash result for the 
n component classes of the second hardware configuration; 

generating a plurality of component instance second hash results, wherein the plurality of component instance 
second hash results comprises second hash results resulting from performing a second hash function on select 
component instance first hash results within one or more select component classes of the second hardware 
configuration; and 

concatenating the plurality of second hash results to form a hash portion, wherein the hash portion forms the 
second compact hardware identification (sCHWID) for the second hardware configuration. 

Embodiment 16. The method of embodiment 14, wherein the first compact hardware identification (fCHWID) is 
generated by a method comprising: 

selecting n component classes of the first hardware configuration; 

identifying all component instances within each of the n component classes of the first hardware configuration; 

generating a plurality of component instance first hash results, wherein the plurality of component instance first 
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hash results comprises a first hash result for each component instance and at least one first hash result for the 
n component classes of the first hardware configuration; 

generating a plurality of component instance second hash results, wherein the plurality of component instance 
second hash results comprises second hash results resulting from performing a second hash function on select 
component instance first hash results within one or more select component classes of the first hardware con
figuration; and 

concatenating the plurality of second hash results to form a hash portion, wherein the hash portion forms the 
first compact hardware identification (fCHWID) for the first hardware configuration. 

Embodiment 17. The method of embodiment 14, wherein the first verbose hardware identification (fVHWID) is 
generated by a method comprising: 

selecting n component classes of the first hardware configuration; 

identifying all component instances within each of the n component classes of the first hardware configuration; 

generating a plurality of component instance first hash results, wherein the plurality of component instance first 
hash results comprises a first hash result for each component instance and at least one first hash result for the 
n component classes of the first hardware configuration; and 

concatenating the plurality of first hash results to form a hash portion, wherein the hash portion forms the first 
verbose hardware identification (NHWID) for the first hardware configuration. 

Embodiment 18. The method of embodiment 14, wherein a match exists between a component class of the second 
hardware configuration and a corresponding component class of the first hardware configuration when one second 
component instance hash result within a component class of the second compact hardware identification (sCHWID) 
for the second hardware configuration matches any one of the second component instance hash results within a 

30 corresponding component class of (i) the first compact hardware identification (fCHWID) for the first hardware 
configuration or (ii) derived from the first component instance hashes of the verbose hardware identification (NHWID) 
for the first hardware configuration. 

Embodiment 19. The method of embodiment 14, wherein a single match exists between a component class of the 
35 second hardware configuration and a corresponding component class of the first hardware configuration when one 

second component instance hash result within a component class of the second compact hardware identification 
(sCHWID) for the second hardware configuration matches two or more second component instance hash results 
derived from the first component instance hashes within a corresponding component class of the first verbose 
hardware identification (fVHWID) for the first hardware configuration. 

40 

Embodiment 20. The method of embodiment 14, wherein no match exists between a component class of the second 
hardware configuration and a corresponding component class of the first hardware configuration (a) when the 
component class in the first hardware configuration does not contain a component instance, and the corresponding 
component class in the second hardware configuration does contain a component instance, and (b) when the 

45 component class in the first hardware configuration contains a single component instance, and the corresponding 
component class in the second hardware configuration does not contain a component instance. 

Embodiment 21. The method of embodiment 14, wherein a match exists between a component class of the second 
hardware configuration and a corresponding component class ofthefirst hardware configuration when the component 

50 class in the first hardware configuration does not contain a component instance, and the corresponding component 
class in the second hardware configuration does not contain a component instance. 

Embodiment 22. The method of embodiment 14, wherein m equals (n - 3), wherein n represents the number of 
component classes within the second hardware configuration used to form the second compact hardware identifi-

55 cation (sCHWID). 

Embodiment 23. A computing system containing at least one application module usable on the computing system, 
wherein the at least one application module comprises application code for performing the method of embodiment 14. 

14 
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Embodiment 24. A computer readable medium having stored thereon computer-executable instructions for perform
ing the method of embodiment 1 4. 

Embodiment 25. A computer readable medium having stored thereon computer-executable instructions for perform-
s ing a method of generating a compact hardware identification (CHWID) for a first computer system having a first 

hardware configuration, wherein the method comprises: 

10 

15 

20 

25 

selecting n component classes; 

identifying all component instances within each of the n component classes; 

generating a plurality of component instance first hash results, wherein the plurality of component instance first 
hash results comprises a first hash result for each component instance and at least one first hash result for the 
n component classes; 

generating a plurality of component instance second hash results, wherein the plurality of component instance 
second hash results comprises second hash results resulting from performing a second hash function on select 
component instance first hash results within one or more select component classes; and 

concatenating the plurality of second hash results to form a hash portion, wherein the hash portion forms the 
compact hardware identification (CHWID) for the first computer system. 

Embodiment 26. The computer readable medium of embodiment 25, further comprising: 

concatenating (i) a version component and (ii) the hash portion of the compact hardware identification (CHWID) 
to form the compact hardware identification (CHWID) for the first computer system. 

Embodiment 27. The computer readable medium of embodiment 25, wherein n is a whole number up to about 16. 

30 Embodiment 28. The computer readable medium of embodiment 27, wherein the version component comprises a 
version number. 

35 

Embodiment 29. The computer readable medium of embodiment 25, wherein at least one of the n component 
classes contains two or more component instances. 

Embodiment 30. The computer readable medium of embodiment 25, wherein each of the n component classes 
contains from o to 14 component instances. 

Embodiment 31. The computer readable medium of embodiment 25, wherein the compact hardware identification 
40 (CHWID) for the first computer system has a length of up to about 256 bits. 

Embodiment 32. The computer readable medium of embodiment 25, wherein the method is initiated during a step 
of loading a software product onto the first computer system. 

45 Embodiment 33. A computer readable medium having stored thereon computer-executable instructions for perform
ing a method of determining whether a software product can be used on a second computer system having a second 
hardware configuration, wherein the second computer system is identical to or different from a first computer system 
having a first hardware configuration, the software product being initially installed on the first computer, wherein the 
method comprises: 

50 

55 

generating a second compact hardware identification (sCHWID) for the second hardware configuration; 

comparing the second compact hardware identification (sCHWID) for the second hardware configuration to (i) 
a first compact hardware identification (fCHWID) forthe first hardware configuration or (ii) a first verbose hardware 
identification (NHWID) for the first hardware configuration; 

if a number of matches exists between component classes of the second hardware configuration and corre
sponding component classes of the first hardware configuration, and the number of matches equals or exceeds 

15 
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m, a number of required component class matches, loading the software product onto the second computer 
system; and 

if the number of matches is less than m, preventing the software product from being loaded onto the second 
computer system. 

Embodiment 34. The computer readable medium of embodiment 33, wherein the second compact hardware iden
tification (sCHWID) is generated by a method comprising: 

selecting n component classes of the second hardware configuration; 

identifying all component instances within each of then component classes of the second hardware configuration; 

generating a plurality of component instance first hash results, wherein the plurality of component instance first 
hash results comprises a first hash result for each component instance and at least one first hash result for the 
n component classes of the second hardware configuration; 

generating a plurality of component instance second hash results, wherein the plurality of component instance 
second hash results comprises second hash results resulting from performing a second hash function on select 
component instance first hash results within one or more select component classes of the second hardware 
configuration; and 

concatenating the plurality of second hash results to form a hash portion, wherein the hash portion forms the 
second compact hardware identification (sCHWID) for the second hardware configuration. 

Embodiment 35. The computer readable medium of embodiment 33, wherein the first compact hardware identification 
(fCHWID) is generated by a method comprising: 

selecting n component classes of the first hardware configuration; 

identifying all component instances within each of the n component classes of the first hardware configuration; 

generating a plurality of component instance first hash results, wherein the plurality of component instance first 
hash results comprises a first hash result for each component instance and at least one first hash result for the 
n component classes of the first hardware configuration; 

generating a plurality of component instance second hash results, wherein the plurality of component instance 
second hash results comprises second hash results resulting from performing a second hash function on select 
component instance first hash results within one or more select component classes of the first hardware con
figuration; and 

concatenating the plurality of second hash results to form a hash portion, wherein the hash portion forms the 
first compact hardware identification (fCHWID) for the first hardware configuration. 

45 Embodiment 36. The computer readable medium of embodiment 33, wherein the first verbose hardware identification 
(fVHWID) is generated by a method comprising: 

50 

55 

selecting n component classes of the first hardware configuration; 

identifying all component instances within each of then component classes of the first hardware configuration; 

generating a plurality of component instance first hash results, wherein the plurality of component instance first 
hash results comprises a first hash result for each component instance and at least one first hash result for the 
n component classes of the first hardware configuration; and 

concatenating the plurality of first hash results to form a hash portion, wherein the hash portion forms the first 
verbose hardware identification (NHWID) for the first hardware configuration. 

16 
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Embodiment 37. The computer readable medium of embodiment 33, wherein a match exists between a component 
class of the second hardware configuration and a corresponding component class of the first hardware configuration 
when one second component instance hash result within a component class of the second compact hardware 
identification (sCHWID) for the second hardware configuration matches any one of the second component instance 

5 hash results within a corresponding component class of (i) the first compact hardware identification (fCHWID) for 
the first hardware configuration or (ii) derived from the first component instance hashes of the verbose hardware 
identification (fVHWID) for the first hardware configuration. 

Embodiment 38. The computer readable medium of embodiment 33, wherein a single match exists between a 
10 component class of the second hardware configuration and a corresponding component class of the first hardware 

configuration when one second component instance hash result within a component class of the second compact 
hardware identification (sCHWID) for the second hardware configuration matches two or more second component 
instance hash results derived from the first component instance hashes within a corresponding component class of 
the first verbose hardware identification (fVHWID) for the first hardware configuration. 

15 

Embodiment39. The computer readable medium of embodiment 33, wherein no match exists between a component 
class of the second hardware configuration and a corresponding component class of the first hardware configuration 
(a) when the component class in the first hardware configuration does not contain a component instance, and the 
corresponding component class in the second hardware configuration does contain a component instance, and (b) 

20 when the component class in the first hardware configuration contains a single component instance, and the cor
responding component class in the second hardware configuration does not contain a component instance. 

Embodiment 40. The method of embodiment 33, wherein a match exists between a component class of the second 
hardware configuration and a corresponding component class ofthefirst hardware configuration when the component 

25 class in the first hardware configuration does not contain a component instance, and the corresponding component 
class in the second hardware configuration does not contain a component instance. 

Embodiment 41. The computer readable medium of embodiment 33, wherein m equals (n - 3), wherein n represents 
the number of component classes within the second hardware configuration used to form the second compact 

30 hardware identification (sCHWID). 

Embodiment 42. A computing system containing at least one application module usable on the computing system, 
wherein the at least one application module comprises application code for performing a method of generating a 
compact hardware identification (CHWID) for a first computer system having a first hardware configuration, wherein 

35 the method comprises: 

40 

45 

50 

55 

selecting n component classes; 

identifying all component instances within each of the n component classes; 

generating a plurality of component instance first hash results, wherein the plurality of component instance first 
hash results comprises a first hash result for each component instance and at least one first hash result for the 
n component classes; 

generating a plurality of component instance second hash results, wherein the plurality of component instance 
second hash results comprises second hash results resulting from performing a second hash function on select 
component instance first hash results within one or more select component classes; and 

concatenating the plurality of second hash results to form a hash portion, wherein the hash portion forms the 
compact hardware identification (CHWID) for the first computer system. 

Embodiment 43. The computing system of embodiment 42, further comprising: 

concatenating (i) a version component and (ii) the hash portion of the compact hardware identification (CHWID) 
to form the compact hardware identification (CHWID) for the first computer system. 

Embodiment 44. The computing system of embodiment 42, wherein n is a whole number up to about 16. 

17 
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Embodiment 45. The computing system of embodiment 43, wherein the. version component comprises a version 
number. 

Embodiment 46. The computing system of embodiment 42, wherein at least one of then component classes contains 
5 two or more component instances. 

Embodiment 47. The computing system of embodiment 42, wherein each of then component classes contains from 
0 to 14 component instances. 

10 Embodiment 48. The computing system of embodiment 42, wherein the compact hardware identification (CHWID) 
for the first computer system has a length of up to about 256 bits. 

15 

Embodiment 49. The computing system of embodiment 42, wherein the method is initiated during a step of loading 
a software product onto the first computer system. 

Embodiment 50. A computing system containing at least one application module usable on the computing system, 
wherein the at least one application module comprises application code for performing a method of determining 
whether a software product can be used on a second computer system having a second hardware configuration, 
wherein the second computer system is identical to or different from a first computer system having a first hardware 

20 configuration, the software product being initially installed on the first computer, wherein the method comprises: 

25 

30 

35 

40 

45 

50 

generating a second compact hardware identification (sCHWID) for the second hardware configuration; 

comparing the second compact hardware identification (sCHWID) for the second hardware configuration to (i) 
a first compact hardware identification (fCHWID) forthe first hardware configuration or (ii) a first verbose hardware 
identification (NHWID) for the first hardware configuration; 

if a number of matches exists between component classes of the second hardware configuration and corre
sponding component classes of the first hardware configuration, and the number of matches equals or exceeds 
m, a number of required component class matches, loading the software product onto the second computer 
system; and 

if the number of matches is less than m, preventing the software product from being loaded onto the second 
computer system. 

Embodiment 51. The computing system of embodiment 50, wherein the second compact hardware identification 
(sCHWID) is generated by a method comprising: 

selecting n component classes of the second hardware configuration; 

identifying all component instances within each of then component classes of the second hardware configuration; 

generating a plurality of component instance first hash results, wherein the plurality of component instance first 
hash results comprises a first hash result for each component instance and at least one first hash result for the 
n component classes of the second hardware configuration; 

generating a plurality of component instance second hash results, wherein the plurality of component instance 
second hash results comprises second hash results resulting from performing a second hash function on select 
component instance first hash results within one or more select component classes of the second hardware 
configuration; and 

concatenating the plurality of second hash results to form a hash portion, wherein the hash portion forms the 
second compact hardware identification (sCHWID) for the second hardware configuration. 

55 Embodiment 52. The computing system of embodiment 50, wherein the first compact hardware identification (fCH
Wl D) is generated by a method comprising: 

selecting n component classes of the first hardware configuration; 
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identifying all component instances within each of the n component classes of the first hardware configuration; 

generating a plurality of component instance first hash results, wherein the plurality of component instance first 
hash results comprises a first hash result for each component instance and at least one first hash result for the 
n component classes of the first hardware configuration; 

generating a plurality of component instance second hash results, wherein the plurality of component instance 
second hash results comprises second hash results resulting from performing a second hash function on select 
component instance first hash results within one or more select component classes of the first hardware con
figuration; and 

concatenating the plurality of second hash results to form a hash portion, wherein the hash portion forms the 
first compact hardware identification (fCHWID) for the first hardware configuration. 

15 Embodiment 53. The computing system of embodiment 50, wherein the first verbose hardware identification (fVH
Wl D) is generated by a method comprising: 

20 

25 

selecting n component classes of the first hardware configuration; 

identifying all component instances within each of the n component classes of the first hardware configuration; 

generating a plurality of component instance first hash results, wherein the plurality of component instance first 
hash results comprises a first hash result for each component instance and at least one first hash result for the 
n component classes of the first hardware configuration; and 

concatenating the plurality of first hash results to form a hash portion, wherein the hash portion forms the first 
verbose hardware identification (fVHWID) for the first hardware configuration. 

Embodiment 54. The computing system of embodiment 50, wherein a match exists between a component class of 
30 the second hardware configuration and a corresponding component class of the first hardware configuration when 

one second component instance hash result within a component class of the second compact hardware identification 
(sCHWID) for the second hardware configuration matches any one of the second component instance hash results 
within a corresponding component class of (i) the first compact hardware identification (fCHWID) for the first hardware 
configuration or (ii) derived from the first component instance hashes of the verbose hardware identification (fVHWID) 

35 for the first hardware configuration. 

Embodiment 55. The computing system of embodiment 50, wherein a single match exists between a component 
class of the second hardware configuration and a corresponding component class of the first hardware configuration 
when one second component instance hash result within a component class of the second compact hardware 

40 identification (sCHWID) for the second hardware configuration matches two or more second component instance 
hash results derived from the first component instance hashes within a corresponding component class of the first 
verbose hardware identification (fVHWID) for the first hardware configuration. 

Embodiment 56. The computing system of embodiment 50, wherein no match exists between a component class 
45 of the second hardware configuration and a corresponding component class of the first hardware configuration (a) 

when the component class in the first hardware configuration does not contain a component instance, and the 
corresponding component class in the second hardware configuration does contain a component instance, and (b) 
when the component class in the first hardware configuration contains a single component instance, and the cor
responding component class in the second hardware configuration does not contain a component instance. 

50 

55 

Embodiment 57. The method of embodiment 50, wherein a match exists between a component class of the second 
hardware configuration and a corresponding component class ofthefirst hardware configuration when the component 
class in the first hardware configuration does not contain a component instance, and the corresponding component 
class in the second hardware configuration does not contain a component instance. 

Embodiment 58. The computing system of embodiment 50, wherein m equals (n - 3), wherein n represents the 
number of component classes within the second hardware configuration used to form the second compact hardware 
identification (sCHWID). 

19 
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Important Note: 

[0085] While the attached claims relate to a preferred aspect of the present invention, the applicant wishes to reserve 
the right to file one or several further divisional applications at a later point in time for other aspects disclosed in the 

5 application. Those further applications will be divided out from the present divisional application. By this statement, the 
public is herewith informed that more divisional applications relating to different subject matter may follow. 

10 

15 

20 

25 

30 

35 

40 

45 

50 

Claims 

1. A method of determining whether a software product can be used on a second computer system having a second 
hardware configuration, wherein the second computer system is identical to or different from a first computer system 
having a first hardware configuration, the software product being initially installed on the first computer, wherein the 
method comprises: 

generating (502) a second compact hardware identification for the second hardware configuration; 
comparing (505, 509) the second compact hardware identification for the second hardware configuration to (i) 
a first compact hardware identification for the first hardware configuration or (ii) a first verbose hardware iden
tification for the first hardware configuration; 
if a number of matches exists between component classes of the second hardware configuration and corre
sponding component classes of the first hardware configuration, and the number of matches equals or exceeds 
m, a number of required component class matches, loading (507) the software product onto the second computer 
system; and 
if the number of matches is less than m, preventing (508) the software product from being loaded onto the 
second computer system. 

2. The method of Claim 1, wherein the second compact hardware identification is generated by a method comprising: 

selecting n component classes of the second hardware configuration; 
identifying all component instances within each of then component classes of the second hardware configuration; 
generating a plurality of component instance first hash results, wherein the plurality of component instance first 
hash results comprises a first hash result for each component instance and at least one first hash result for the 
n component classes of the second hardware configuration; 
generating a plurality of component instance second hash results, wherein the plurality of component instance 
second hash results comprises second hash results resulting from performing a second hash function on select 
component instance first hash results within one or more select component classes of the second hardware 
configuration; and 
concatenating the plurality of second hash results to form a hash portion, wherein the hash portion forms the 
second compact hardware identification for the second hardware configuration. 

3. The method of Claim 1, wherein the first compact hardware identification is generated by a method comprising: 

selecting n component classes of the first hardware configuration; 
identifying all component instances within each of the n component classes of the first hardware configuration; 
generating a plurality of component instance first hash results, wherein the plurality of component instance first 
hash results comprises a first hash result for each component instance and at least one first hash result for the 
n component classes of the first hardware configuration; 
generating a plurality of component instance second hash results, wherein the plurality of component instance 
second hash results comprises second hash results resulting from performing a second hash function on select 
component instance first hash results within one or more select component classes of the first hardware con
figuration; and 
concatenating the plurality of second hash results to form a hash portion, wherein the hash portion forms the 
first compact hardware identification for the first hardware configuration. 

55 4. The method of Claim 1, wherein the first verbose hardware identification is generated by a method comprising: 

selecting n component classes of the first hardware configuration; 
identifying all component instances within each of the n component classes of the first hardware configuration; 

20 

APPLE EXHIBIT 1002, Page 122 of 1044



EP 1 637 958 A2 

generating a plurality of component instance first hash results, wherein the plurality of component instance first 

hash results comprises a first hash result for each component instance and at least one first hash result for the 
n component classes of the first hardware configuration; and 
concatenating the plurality of first hash results to form a hash portion, wherein the hash portion forms the first 

5 verbose hardware identification for the first hardware configuration. 

5. The method of Claim 1, wherein a match exists between a component class of the second hardware configuration 
and a corresponding component class of the first hardware configuration when one second component instance 
hash result within a component class of the second compact hardware identification for the second hardware con-

10 figuration matches any one of the second component instance hash results within a corresponding component class 
of (i)thefirstcompact hardware identification forthefirst hardware configuration or(ii) derivedfromthefirstcomponent 
instance hashes of the verbose hardware identification for the first hardware configuration. 

6. The method of Claim 1, wherein a single match exists between a component class of the second hardware config-
15 uration and a corresponding component class of the first hardware configuration when one second component 

instance hash result within a component class of the second compact hardware identification forthe second hardware 
configuration matches two or more second component instance hash results derived from the first component 
instance hashes within a corresponding component class of the first verbose hardware identification for the first 
hardware configuration. 

20 

7. The method of Claim 1, wherein no match exists between a component class of the second hardware configuration 
and a corresponding component class of the first hardware configuration (a) when the component class in the first 
hardware configuration does not contain a component instance, and the corresponding component class in the 
second hardware configuration does contain a component instance, and (b) when the component class in the first 

25 hardware configuration contains a single component instance, andthe corresponding component class in the second 
hardware configuration does not contain a component instance. 

8. The method of Claim 1, wherein a match exists between a component class of the second hardware configuration 
and a corresponding component class of the first hardware configuration when the component class in the first 

30 hardware configuration does not contain a component instance, and the corresponding component class in the 

second hardware configuration does not contain a component instance. 

35 

9. The method of Claim 1, wherein m equals (n - 3), wherein n represents the number of component classes within 
the second hardware configuration used to form the second compact hardware identification. 

10. A computer readable medium having stored thereon computer-executable instructions for performing a method of 
determining whether a software product can be used on a second computer system having a second hardware 
configuration, wherein the second computer system is identical to or different from a first computer system having 
a first hardware configuration, the software product being initially installed on the first computer, wherein the method 

40 comprises: 

generating a second compact hardware identification for the second hardware configuration; 
comparing the second compact hardware identification forthe second hardware configuration to (i) a first compact 
hardware identification for the first hardware configuration or (ii) a first verbose hardware identification for the 

45 first hardware configuration; 
if a number of matches exists between component classes of the second hardware configuration and corre
sponding component classes of the first hardware configuration, and the number of matches equals or exceeds 
m, a number of required component class matches, loading the software product onto the second computer 
system; and 

50 if the number of matches is less than m, preventing the software product from being loaded onto the second 
computer system. 

55 

11. The computer readable medium of Claim 10, wherein the second compact hardware identification is generated by 
a method comprising: 

selecting n component classes of the second hardware configuration; 
identifying all component instances within each of then component classes of the second hardware configuration; 
generating a plurality of component instance first hash results, wherein the plurality of component instance first 
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hash results comprises a first hash result for each component instance and at least one first hash result for the 
n component classes of the second hardware configuration; 
generating a plurality of component instance second hash results, wherein the plurality of component instance 
second hash results comprises second hash results resulting from performing a second hash function on select 
component instance first hash results within one or more select component classes of the second hardware 
configuration; and 
concatenating the plurality of second hash results to form a hash portion, wherein the hash portion forms the 
second compact hardware identification for the second hardware configuration. 

10 12. The computer readable medium of Claim 10, wherein the first compact hardware identification is generated by a 

15 

20 

method comprising: 

selecting n component classes of the first hardware configuration; 
identifying all component instances within each of the n component classes of the first hardware configuration; 
generating a plurality of component instance first hash results, wherein the plurality of component instance first 
hash results comprises a first hash result for each component instance and at least one first hash result for the 
n component classes of the first hardware configuration; 
generating a plurality of component instance second hash results, wherein the plurality of component instance 
second hash results comprises second hash results resulting from performing a second hash function on select 
component instance first hash results within one or more select component classes of the first hardware con
figuration; and 
concatenating the plurality of second hash results to form a hash portion, wherein the hash portion forms the 
first compact hardware identification for the first hardware configuration. 

25 13. The computer readable medium of Claim 10, wherein the first verbose hardware identification is generated by a 
method comprising: 

selecting n component classes of the first hardware configuration; 
identifying all component instances within each of then component classes of the first hardware configuration; 

30 generating a plurality of component instance first hash results, wherein the plurality of component instance first 
hash results comprises a first hash result for each component instance and at least one first hash result for the 
n component classes of the first hardware configuration; and 

35 

concatenating the plurality of first hash results to form a hash portion, wherein the hash portion forms the first 
verbose hardware identification for the first hardware configuration. 

14. The computer readable medium of Claim 10, wherein a match exists between a component class of the second 
hardware configuration and a corresponding component class of the first hardware configuration when one second 
component instance hash result within a component class of the second compact hardware identification for the 
second hardware configuration matches any one of the second component instance hash results within a corre-

40 sponding component class of (i) the first compact hardware identification for the first hardware configuration or (ii) 
derived from the first component instance hashes of the verbose hardware identification for the first hardware 
configuration. 

15. The computer readable medium of Claim 1 0, wherein a single match exists between a component class of the 
45 second hardware configuration and a corresponding component class of the first hardware configuration when one 

second component instance hash result within a component class of the second compact hardware identification 
for the second hardware configuration matches two or more second component instance hash results derived from 
the first component instance hashes within a corresponding component class of the first verbose hardware identi
fication for the first hardware configuration. 

50 

16. The computer readable medium of Claim 1 0, wherein no match exists between a component class of the second 
hardware configuration and a corresponding component class of the first hardware configuration (a) when the 
component class in the first hardware configuration does not contain a component instance, and the corresponding 
component class in the second hardware configuration does contain a component instance, and (b) when the 

55 component class in the first hardware configuration contains a single component instance, and the corresponding 
component class in the second hardware configuration does not contain a component instance. 

17. The computer-readable medium of Claim 10, wherein a match exists between a component class of the second 
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hardware configuration and a corresponding component class ofthefirst hardware configuration when the component 
class in the first hardware configuration does not contain a component instance, and the corresponding component 
class in the second hardware configuration does not contain a component instance. 

5 18. The computer readable medium of Claim 10, wherein m equals (n -3), wherein n represents the numberof component 
classes within the second hardware configuration used to form the second compact hardware identification. 

19. A computing system containing at least one application module usable on the computing system, wherein the at 
least one application module comprises application code for performing a method of determining whether a software 

10 product can be used on a second computer system having a second hardware configuration, wherein the second 
computer system is identical to or different from a first computer system having a first hardware configuration, the 
software product being initially installed on the first computer, wherein the method comprises: 

15 

20 

generating a second compact hardware identification for the second hardware configuration; 
comparing the second compact hardware identification forthe second hardware configuration to (i) a first compact 
hardware identification for the first hardware configuration or (ii) a first verbose hardware identification for the 
first hardware configuration; 
if a number of matches exists between component classes of the second hardware configuration and corre
sponding component classes of the first hardware configuration, and the number of matches equals or exceeds 
m, a number of required component class matches, loading the software product onto the second computer 
system; and 
if the number of matches is less than m, preventing the software product from being loaded onto the second 
computer system. 

25 20. The computing system of Claim 19, wherein the second compact hardware identification is generated by a method 
comprising: 

30 

35 

selecting n component classes of the second hardware configuration; 
identifying all component instances within each of then component classes of the second hardware configuration; 
generating a plurality of component instance first hash results, wherein the plurality of component instance first 
hash results comprises a first hash result for each component instance and at least one first hash result for the 
n component classes of the second hardware configuration; 
generating a plurality of component instance second hash results, wherein the plurality of component instance 
second hash results comprises second hash results resulting from performing a second hash function on select 
component instance first hash results within one or more select component classes of the second hardware 
configuration; and 
concatenating the plurality of second hash results to form a hash portion, wherein the hash portion forms the 
second compact hardware identification for the second hardware configuration. 

40 21. The computing system of Claim 19, wherein the first compact hardware identification is generated by a method 
comprising: 

45 

50 

selecting n component classes of the first hardware configuration; 
identifying all component instances within each of the n component classes of the first hardware configuration; 
generating a plurality of component instance first hash results, wherein the plurality of component instance first 
hash results comprises a first hash result for each component instance and at least one first hash result for the 
n component classes of the first hardware configuration; 
generating a plurality of component instance second hash results, wherein the plurality of component instance 
second hash results comprises second hash results resulting from performing a second hash function on select 
component instance first hash results within one or more select component classes of the first hardware con
figuration; and 
concatenating the plurality of second hash results to form a hash portion, wherein the hash portion forms the 
first compact hardware identification for the first hardware configuration. 

55 22. The computing system of Claim 19, wherein the first verbose hardware identification is generated by a method 
comprising: 

selecting n component classes of the first hardware configuration; 
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identifying all component instances within each of the n component classes of the first hardware configuration; 
generating a plurality of component instance first hash results, wherein the plurality of component instance first 
hash results comprises a first hash result for each component instance and at least one first hash result for the 
n component classes of the first hardware configuration; and 
concatenating the plurality of first hash results to form a hash portion, wherein the hash portion forms the first 
verbose hardware identification for the first hardware configuration. 

23. The computing system of Claim 19, wherein a match exists between a component class of the second hardware 
configuration and a corresponding component class of the first hardware configuration when one second component 

10 instance hash result within a component class of the second compact hardware identification forthe second hardware 
configuration matches any one of the second component instance hash results within a corresponding component 
class of (i) the first compact hardware identification for the first hardware configuration or (ii) derived from the first 
component instance hashes of the verbose hardware identification for the first hardware configuration. 

15 24. The computing system of Claim 19, wherein a single match exists between a component class of the second 
hardware configuration and a corresponding component class of the first hardware configuration when one second 
component instance hash result within a component class of the second compact hardware identification for the 
second hardware configuration matches two or more second component instance hash results derived from the first 
component instance hashes within a corresponding component class of the first verbose hardware identification for 

20 the first hardware configuration. 

25. The computing system of Claim 19, wherein no match exists between a component class of the second hardware 
configuration and a corresponding component class of the first hardware configuration (a) when the component 
class in the first hardware configuration does not contain a component instance, and the corresponding component 

25 class in the second hardware configuration does contain a component instance, and (b) when the component class 
in the first hardware configuration contains a single component instance, and the corresponding component class 
in the second hardware configuration does not contain a component instance. 

26. The computing system of Claim 19, wherein a match exists between a component class of the second hardware 
30 configuration and a corresponding component class of the first hardware configuration when the component class 

in the first hardware configuration does not contain a component instance, and the corresponding component class 
in the second hardware configuration does not contain a component instance. 

27. The computing system of Claim 19, wherein m equals (n -3), wherein n represents the number of component classes 
35 within the second hardware configuration used to form the second compact hardware identification. 

40 

45 

50 

55 

28. A method of generating a compact hardware identification for a first computer system having a first hardware 
configuration, wherein the method comprises: 

selecting n component classes; 
identifying all component instances within each of the n component classes; 
generating a plurality of component instance first hash results, wherein the plurality of component instance first 
hash results comprises a first hash result for each component instance and at least one first hash result for the 
n component classes; 
generating a plurality of component instance second hash results, wherein the plurality of component instance 
second hash results comprises second hash results resulting from performing a second hash function on select 
component instance first hash results within one or more select component classes; and 
concatenating the plurality of second hash results to form a hash portion, wherein the hash portion forms the 
compact hardware identification for the first computer system. 

29. A computer readable medium having stored thereon computer-executable instructions for performing a method of 
generating a compact hardware identification for a first computer system having a first hardware configuration, 
wherein the method comprises: 

selecting n component classes; 
identifying all component instances within each of the n component classes; 
generating a plurality of component instance first hash results, wherein the plurality of component instance first 
hash results comprises a first hash result for each component instance and at least one first hash result for the 

24 
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n component classes; 
generating a plurality of component instance second hash results, wherein the plurality of component instance 
second hash results comprises second hash results resulting from performing a second hash function on select 
component instance first hash results within one or more select component classes; and 

5 concatenating the plurality of second hash results to form a hash portion, wherein the hash portion forms the 
compact hardware identification for the first computer system. 

30. A computing system containing at least one application module usable on the computing system, wherein the at 
least one application module comprises application code for performing a method of generating a compact hardware 

10 identification for a first computer system having a first hardware configuration, wherein the method comprises: 

15 

20 

25 

30 

35 

40 

45 

50 

55 

selecting n component classes; 
identifying all component instances within each of the n component classes; 
generating a plurality of component instance first hash results, wherein the plurality of component instance first 
hash results comprises a first hash result for each component instance and at least one first hash result for the 
n component classes; 
generating a plurality of component instance second hash results, wherein the plurality of component instance 
second hash results comprises second hash results resulting from performing a second hash function on select 
component instance first hash results within one or more select component classes; and 
concatenating the plurality of second hash results to form a hash portion, wherein the hash portion forms the 
compact hardware identification for the first computer system. 
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Description 

TECHNICAL FIELD 

[0001] This invention relates to deploying and receiv
ing software over a network. 

BACKGROUND 

[0002] One of the quickest and easiest ways to add a 
new, bare server (a server not having an operating sys
tem) to a network is to plug it into the network and use a 
deployment server on the network to deploy an image of 
the operating system to the bare server. The bare server 
can save this image to its hard disk drive or equivalent 
storage and then reboot. Once it reboots, it can be run
ning with the newly deployed operating system. 
[0003] Operating systems deployed to bare servers 
with an image are often out of date, however; they need 
current updates to be optimally secure. A server with an 
out-of-date operating system, if it is linked to the network, 
can acquire these updates through the network, usually 
from an Internet site or an intranet server having current 
updates. 
[0004] But the network, even if it is an intranet, may be 
susceptible to malicious communication, such as a virus 
or other network-based attack. Because of this, the serv-
er often cannot acquire these updates before being at
tacked by malicious code via the network. In the amount 

connecting the server to the network. Manually installing 
an operating system and updates, however, is also time 
consuming and tedious; it can takes hours for each serv
er. 

5 [0007] There is, therefore, a need for a secure way to 
deploy an operating system and updates to a server over 
a network that is susceptible to malicious communication. 

10 

SUMMARY 

[0008] Systems and/or methods ("tools") that enable 
secure deployment and/or receipt of an operating system 
and updates for the operating system to a bare computer 
across a network are described. In one embodiment, for 

15 instance, the tools securely deploy an image having an 
operating system and enable secure receipt of an update 
for the operating system, both via a network that is sus
ceptible to malicious communication. In a second em
bodiment, for example, the tools deploy to a computer 

20 across a network an operating system that, when run by 
the computer, prohibits the computer from receiving ma
licious and/or unsolicited communications via the net-
work. In a third embodiment, for instance, the tools enable 
a bare computer added to a network to have an operating 

25 system deployed to it and updated via the network before 
the bare computer is subjected to malicious code com
municated over the network. 

BRIEF DESCRIPTION OF THE DRAWINGS 
of time between when the server is first running with its 30 

operating system on the network and when it has down
loaded and installed current updates, malicious code like 

[0009] 

a virus or Trojan horse can attack the server. This is a 
real danger, as many malicious programs take less than 
a second to corrupt a server running an out-of-date op- 35 

erating system. The MS Blaster virus, for instance, can 
corrupt a server without an appropriate software update 
within tenths of a second. 
[0005] To partially combat this problem, a bare server 

Fig. 1 illustrates an exemplary architecture having 
exemplary servers, a network susceptible to mali
cious communication, and bare computers. 
Fig. 2 sets forth a flow diagram of an exemplary proc
ess for creating a locked image having an operating 
system. 
Fig. 3 sets forth a flow diagram of an exemplary proc
ess for deploying and receiving a locked image and 
updates via a network susceptible to malicious com
munication. 

[001 OJ The same numbers are used throughout the 
45 disclosure and figures to reference like components and 

features. 

can be connected to a deployment server without being 40 

connected to a network, such as by manually plugging a 
cable into both servers. Through this cable, the deploy
ment server can deploy an image having an operating 
system to the bare server. The server can then be re
booted with the operating system. Once this is done, up
dates can be installed, usually by hand with compact 
disks, to make the operating system optimally secure. 
Once updated, the server can then be plugged into the 
network. This partial solution may reduce the server's 
vulnerability to attack, but it is time consuming. An infor
mation technology specialist can spend many hours con
necting bare servers directly to a deployment server, de
ploying images, installing updates, disconnecting the 
servers from the deployment server, andthen connecting 
them to the network. 
[0006] Also to partially combat this problem, the oper
ating system and updates can be manually installed on 
a bare server, usually with many compact disks, prior to 

DETAILED DESCRIPTION 

5o An Exemplary Architecture 

[0011] Referring to Figure 1, an exemplary architec
ture 100 is shown having a reference server 102, a de
ployment server 104, an update server 106, and a server 

55 rack 108. The reference server, deployment server, and 
update server are shown as three separate servers, 
though they can be combined into one or more servers 
in any combination. The deployment server comprises 

2 
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computer-readable media capable of performing one or 
more of the processes described below. These media 
can comprise a deployment application 110 and a locking 
application 112, for instance. The locking application is 
shown as part of the deployment application, though 
each can be separate or combined. The update server 
also comprises computer-readable media, here capable 
of deploying software patches, fixes, and the like, such 
as to update an out-of-date operating system for improv
ing its operation, e.g., its security capabilities. 
[0012] Three exemplary bare computers are also 
shown, a bare server 114 in rack 1 08, a bare stand-alone 
server 116, and a bare desktop 118. Each of the bare 
computers has a software or hardware application suffi
cient to enable the bare computer to request, receive, 
and follow basic instructions, such as from the deploy
ment application 110. 
[0013] The architecture 100 communicates across a 
network 120. The network is a communication network 
susceptible to malicious communication, such as net
work-based attacks. This network can comprise an in
tranet in communication with an insecure source, such 
as the Internet or a corrupted computer within the intranet 
capable of sending malicious code across the network. 

Building a Locked Image 

[0014] Referring to Figure 2, an exemplary process 
200 for building a locked image is shown. This process 
is illustrated as a series of blocks representing individual 
operations or acts performed by deployment server 104, 
such as with locking application 112. This and other proc
esses described herein may be implemented in any suit
able hardware, software, firmware, or combination there
of In the case of software and firmware, these processes 
represent sets of operations implemented as compu
ter-executable instructions. 
[0015] At block 202, deployment server 104, using 
locking application 112, instructs reference server 102 
to prohibit communications with untrustworthy sources 
but permit communication with at least one trustworthy 
source, such as the deployment server. The prohibited 
communications can comprise all communications that 
are not solicited by the reference server or all communi
cations, solicited or not (other than those permitted from 
the trustworthy source). 
[0016] In one embodiment, the locking application se
lectively prohibits communication by instructing the ref
erence server to enable a firewall prohibiting communi
cation with any port other than the port used by the de
ployment server. In another embodiment, the locking ap
plication does so by instructing the reference server to 
enable one or more protocols, such as IPSec ("Internet 
Protocol Security"), which can prohibit communication 
with any computer other than the deployment server 
(and, in some cases, update server 106). In both embod
iments, the reference server is instructed to alter its set
tings to operate securely but permit communication with 

at least one trustworthy source. 
[0017] These settings are stored in the memory of the 
reference server. Because of this, an image of the refer
ence server's memory can comprise the operating sys-

5 tern and these settings. A bare computer booting up this 
image can run the operating system having these set
tings, thereby prohibiting potentially dangerous commu
nications but permitting communication with a trustwor
thy source. If the bare computer that is to receive the 

10 image is a desktop or other non-server computer, the 
reference server can be a reference desktop or other 
non-server reference computer. 
[0018] At block 204, deployment server 104 receives 
an image having an operating system. In one embodi-

15 ment, the deployment server performs blocks 204 and 
206 and in another embodiment performs blocks 202 and 
204, as set described below. This image can be received 
from the reference server of Figure 1 or another reference 
computer (not shown). If the image is locked, such as 

20 resulting from the actions of block 202, the deployment 
server does not proceed to block 206. If the image is not 
locked, the deployment server proceeds to block 206. In 
another embodiment, the deployment server waits to lock 
the image until after the image has been saved to the 

25 bare server but before the bare server reboots (not 
shown). 
[0019] At block 206, the deployment server, through 
locking application 112, edits an image having an oper
ating system. This editing can comprise locking the im-

30 age by altering a security setting to prohibit unsolicited 
communications except from at least one trustworthy 
source, such as deployment server 104. The prohibited 
communications can comprise all communications that 
are not solicited by the computer running the operating 

35 system or all communications, solicited or not (otherthan 
those permitted from the trustworthy source). The locking 
application can do so by editing the image's security set
ting(s) to add or turn on a firewall like the firewall de
scribed in block 202. The locking application can also do 

40 so, for instance, by editing the image's security setting 
(s) to comprise I PSec protocols, such as those described 
in block 202. Thus, the locking application locks the im
age to prohibit potentially dangerous communications by 
a computer running the software in the image but permit 

45 communication with a trustworthy source. 

Deploying a Locked Image and Updating an Operating 
System 

5o [0020] Referring to Figure 3, an exemplary process 
300 for securely deploying, via a network susceptible to 
malicious communication, an image having an operating 
system and enabling secure receipt of an update for the 
operating system is shown. This process is illustrated as 

55 a series of blocks representing individual operations or 
acts performed by deployment server 104, such as with 
deploying application 11 O. An exemplary process 302 for 
securely receiving the locked image and updates to the 

3 
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operating system is also shown_ Process 302 is illustrat
ed as a series of blocks representing operations or acts 
performed by or to bare server 114. 
[0021] At block 304, a bare computer is connected to 
network 120. In the ongoing embodiment, bare server 
114 is plugged into the network via rack 108, though other 
bare computers can instead be connected to the network, 
such as stand-alone server 116 or desktop 118. 
[0022] At block 306, the bare server communicates 
across the network, requesting an operating system. 
Without an operating system, the bare server often is not 
yet vulnerable to malicious code on the network. 
[0023] At block 308, deployment server 104 receives 
the request for an operating system. At block 31 o, the 
deployment server, through deployment application 110, 
securely deplays a locked image having an operating 
system to the bare server. At this block, the deployment 
server can, in some embodiments, also deploy software 
updates. The locked image can be the result of the proc
ess 200. In the ongoing embodiment, the locked image 
is one that, when run by the bare server (which will then 
no longer be bare), will not permit receipt of unsolicited 
communication from any source other than the deploy
ment server or any port other than the port used by the 
deployment server. 
[0024] At block 312, the bare server securely receives 
the locked image via the network and saves it to memory. 
By securely receiving the locked image, the bare server 
can receive the locked image without its being subject to 
malicious communication during transmission. Secure 
communication of this locked image can also prohibit it 
from being intercepted or monitored by a third party. In 
one embodiment, the bare server also receives updates 
with or as part of the locked image. At block 314, the bare 
server communicates that it has received the locked im
age. At block 316, the deployment server receives the 
communication from the bare server indicating that it has 
received the locked image. At block 318, the deployment 
server, through the deployment application, instructs the 
bare server to boot the locked image. 
[0025] At block 320, the bare server reboots, thereby 
running the image with the operating system and its se
cure settings. The bare server, now no longer bare as it 
has an operating system, is running in a secure mode. 
The bare server, because of settings and/or software in 
the image, can prohibit untrustworthy or potentially ma
licious communications. The bare server can operate se
curely even though it is connected to network 120 and 
potentially is operating with an out-of-date operating sys
tem that could otherwise be vulnerable to malicious com
munication sent over the network. 
[0026] At block 322, bare server 114 informs the de
ployment server that the operating system is running 
and/or that the boot was successful. 
[0027] At block 324, deployment server 104 receives 
this information. At block 326, the deployment server, 
through deployment application 110, instructs the bare 
server to securely receive and/or install updates. In the 

ongoing embodiment, the deployment server instructs 
the bare server to initiate communication with update 
server 106. In another embodiment, the deployment 
server securely sends updates to the bare server's op-

5 erating system and instructs it to add these updates with
out use of a separate update source like the update serv
er. In still another embodiment, the updates are received 
along with or as part of the image received at block 312 
and sent at block 31 O_ In this embodiment, the deploy-

10 ment server instructs the bare server to install the already 
received updates. The updates received in any of these 
embodiments can be effective to update the operating 
system or other software on the bare server, and can 
comprise software patches, fixes, and the like. These 

15 updates can improve resistance to various malicious 
code later received by the bare server, described in great
er detail below. 
[0028] At block 328, the bare server receives the in
struction to securely receive updates. In the ongoing em-

20 bodiment, the bare server receives the instruction from 
the deployment server. 
[0029] At block 330, the bare server initiates secure 
communication to securely receive updates. In the on
going embodiment, the bare server solicits communica-

25 tion from update server 1 06. The bare server's security 
settings are configured to prevent receipt of unsolicited 
communication, but the bare server is permitted to solicit 
communication from the update server. By so doing, up
dates and other information from the solicited update 

30 server can be received by the bare server running the 
operating system. Other, unsolicited information, can be 
refused by the bare server because of its security set
tings, thereby protecting the bare server from unsolicited, 
malicious code while enabling the bare server to receive 

35 updates. 
[0030] At block 332, the bare server securely receives 
and applies updates to its operating system. These up
dates can be received via the network from the update 
server solicited at block 330 or from the deployment serv-

40 er directly, for instance. This secure receipt of updates 
enables the bare server to have an updated operating 
system via a networkthat is susceptible to malicious com
munication without first being vulnerable to malicious 
code communicated over the network. 

45 [0031] At block 334, the bare server communicates 
that it has updated its operating system. At block 336, 
the deployment server receives this communication. 
[0032] At block 338, the deployment server instructs 
the bare server to commence potentially malicious com-

50 munication. Because the operating system is updated, 
the bare server is better capable of defending itself 
against malicious code and attacks communicated 
across the network. In one embodiment, the deployment 
server sends and/or instructs the bare server to install a 

55 firewall or IP Sec protocols to furthersecurethe bare serv
er's operations before commencing potentially malicious 
communication. 
[0033] At block 340, the bare server commences po-

4 
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tentially malicious communication over the network, such 
as by commencing a production mode of operation. The 
bare server can do so by opening particular ports, for 
instance. If the bare server is to be a webserver, for in
stance, it can open port 80 to enable it to communicate 
with other servers across the Internet. 
[0034] In the ongoing embodiment, most if not all of 
the acts of the deployment server and the deployment 
application can be performed automatically and without 
user interaction. This enables a user to connect a bare 
server or other bare computer to a network and, without 
further interaction, have the bare server operating with 
an updated operating system without having to subject 
the bare server to malicious code via the network before 
the operating system is updated. 

Conclusion 

5. 

5 

6. 

10 

7. 

8. 
15 

The method of claim 1, further comprising instructing 
a reference server having the operating system to 
prohibit unsolicited communication via the network 
other than from the secure source or via the secure 
port. 

The method of claim 5, wherein the act of instructing 
the reference server comprises instructing the refer-
ence server to enable a firewall. 

The method of claim 1, wherein the bare computer 
comprises a bare server. 

One or more computer-readable media having com-
puter-readable instructions for performing the meth-
od recited in claim 1. 

[0035] The above-described tools enable secure de
ployment and/or receipt of an operating system and up- 20 

9. A system comprising meansforperformingthe meth
od recited in claim 1. 

dates across a network that can be susceptible to mali- 1 O. A method comprising: 
cious communication. Although the invention has been 
described in language specific to structural features 
and/or methodological acts, it is to be understood that 
the invention defined in the appended claims is not nee- 25 

essarily limited to the specific features or acts described. 
Rather, the specific features and acts are disclosed as 
exemplary forms of implementing the claimed invention. 

receiving an image having an operating system 
and a security setting via a network susceptible 
to malicious communication, the security setting 
effective to prohibit unsolicited and potentially 
malicious communication via the network; 
booting the image, effective to run the operating 
system at the security setting; 

Claims 

1. A method comprising: 

receiving a locked image having an operating 
system and security settings, the security set
tings effective to prohibit unsolicited communi
cation via a network that is susceptible to mali
cious communication other than from a secure 
source or via a secure port; and 
securely deploying the locked image to a bare 
computer via the network. 

2. The method of claim 1, further comprising: 

instructing the bare computer to securely re
ceive a software update. 

3. The method of claim 2, wherein the software update 
is capable of improving the operating system's re
sistance to malicious code. 

4. The method of claim 2, further comprising receiving 
an indication that the software update has been ap
plied and instructing the bare computer to com
mence potentially malicious communication via the 
network. 

30 receiving an update to the operating system; and 
applying the update to the operating system. 

11. The method of claim 10, wherein the security setting 
is effective to permit unsolicited and secure commu-

35 nication from a secure source or via a secure port. 

12. The method of claim 11, wherein the act of receiving 
the update is via the network. 

40 13. The method of claim 10, wherein the act of receiving 
the update comprises receiving an instruction to so
licit communication from an update source and so
liciting the update source for the update. 

45 14. The method of claim 10, further comprising: 

permitting unsolicited and potentially malicious 
communication via the network. 

5o 15. The method of claim 14, wherein the act of permitting 
comprises altering the security setting to permit un
solicited and potentially malicious communication. 

16. The method of claim 1 0, wherein the acts of receiving 
55 the image, booting the image, receiving the update, 

and applying the update are performed without user 
interaction. 

5 

APPLE EXHIBIT 1002, Page 142 of 1044



9 EP 1 637 961 A2 10 

17. A system comprising meansforperformingthe meth
od recited in claim 1 0. 

18. A method comprising: 

securely deploying a locked image to a compu
ter over a network susceptible to malicious com
munication; 

5 

and the acts of instructing are communicated via the 
network. 

29. The method of claim 18, wherein the network com
prises an intranet capable of communicating with the 
Internet. 

30. One or more computer-readable media having com
puter-readable instructions for performing the meth-instructing the computer to boot the locked im

age; 10 od recited in claim 18. 
instructing the computer to solicit communica
tion to receive a software update; 31. A system comprising meansforperformingthe meth

od recited in claim 18. receiving from the computer an indication that 
the software update has been received; and 
instructing the computer to permit potentially 
malicious communication over the network. 

15 32. A method comprising: 

19. The method of claim 18, further comprising instruct-
ing a reference server to prohibit unsolicited com
munication via the network other than from a secure 20 

source or via a secure port and receiving the locked 
image from the reference server. 

20. The method of claim 19, wherein the act of instructing 
the reference server comprises instructing the refer- 25 

ence server to enable a firewall. 

21. The method of claim 19, wherein the act of instructing 
the reference server comprises instructing the refer-
ence server to add I PSec protocols. 30 

securely receiving a locked image having an op
erating system via a network susceptible to ma
licious communication; 
booting the locked image, the locked image hav
ing security settings effective to prohibit unso
licited communication other than from one or 
more secure sources or via one or more secure 
ports; 
receiving instruction from the secure source(s) 
or via the secure port(s); 
following the instruction to securely receive a 
software update via the network; 
applying the software update effective to im
prove the security of the operating system; and 
permitting potentially malicious communication 
via the network. 

33. The method of claim 32, wherein the locked image 

22. The method of claim 18, wherein the locked image 
is capable of prohibiting communication sent across 
the network that is unsolicited and potentially mali
cious. 35 and the instruction are received from a deployment 

server via the network. 

34. The method of claim 32, wherein at least four of the 
acts of securely receiving, booting, receiving instruc-

23. The method of claim 18, wherein the locked image 
is capable of prohibiting unsolicited communication 
other than from a source from which the locked im
age was deployed. 40 tion, following the instruction, applying, and permit

ting are performed without human interaction. 
24. The method of claim 18, wherein the software update 

is effective to improve an operating system's resist
ance to malicious code. 

25. The method of claim 18, wherein the computer com
prises a bare server. 

26. The method of claim 18, wherein the act of instructing 

45 

the computer to solicit communication comprises in- 5o 

structing the computer to solicit communication from 
an update server over the network. 

27. The method of claim 18, wherein the indication indi
cates thatthe software update has been successfully 55 

applied. 

28. The method of claim 18, wherein the act of receiving 

6 

35. A system comprising meansforperformingthe meth
od recited in claim 32. 
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Description 

Field of the Invention 

[0001] The present invention relates to methods and 
systems for connecting customer communication devic
es to a virtual private network and in particular, but not 
limited to, methods and systems for connecting commu
nication devices to a multi-point virtual private network 
(mpVPN). 

Background of the Invention 

[0002] Virtual private networks allow predefined cus
tomer communication devices to be interconnected 
across a public network to enable private communication 
between devices which belong to the same VPN. Virtual 
private networks can be configured and implemented in 
a variety of different ways. For example, VPNs may be 
implemented using a link layer protocol such as TDM, 
FR (frame relay) or ATM (asynchronous transfer mode). 
These protocols allow point-to-point connectivity be
tween two customer communication devices by forming 
a direct private connection or dedicated virtual private 
circuit (VPC) between the two devices, each connection 
being configured manually. However, VPNs based on 
these protocols are not generally implemented to allow 
multi-point connections, i.e. direct connections between 
all devices on the same virtual private network, with the 
service provider providing meshed connectivity. 
[0003] A multi-point VPN is a service that implements 
an Ethernet LAN over a virtual layer 2 or layer 3 VPN in 
the carrier's domain, and typically connects numerous 
end-customer sites. 
[0004] When configuring a virtual private network, it is 
important to ensure that only the intended subscriber 
equipment is connected to the VPN so that the network 
privacy and security of each customer is maintained. 
VPNs based on TOM, FR or ATM are less vulnerable to 
improper connection or misconfiguration as they are 
mostly point-to-point in nature and typically involve 
uniquely configured or custom dataequipmentatthe cus
tomer premises. This implies that random misconnec
tions would not result in an operational link and would 
very likely result in network alarms or "trouble tickets". 
[0005] In contrast, configuring multi-point VPNs cor
rectly and maintaining the configuration as customer 
drops are added and removed from the VPN instance 
can be error prone as it involves a number of configura
tion steps on carrierequipmentthat is shared across mul
tiple end users, both at the physical layer (shared CPE 
or data terminating equipment) andthe Operational Sup
port System (OSS). The new generation of Ethernet/IP 
mpVPNs that interconnect customer CPE equipment uti
lize widely used and well standardized protocols and in
terfaces so that unwanted connections or "joins" to an 
mpVPN could easily go undetected and could provide a 
viable connection to an unintended party. Since the serv-

ice provider would likely offer mp VPN services to a great 
number of clients such as enterprises and institutions, 
the risk and adverse consequences of inadvertently con
necting the host node of one client to another client's 

5 mpVPN cannot be overlooked. 
[0006] U.S. Patent Application Publication No. 
2004/0093492 describes generating a digital certificate 
defining a VPN by aggregating configuration parameters 
from both a service provider and the customer. The digital 

10 certificate is used by the VPN service provider or the VPN 
customer to verify the VPN configuration or associated 
configuration logs by comparing information contained 
in the certificate with data stored at a customer worksta
tion or in the service provider database. 

15 [0007] When a customer communication device is to 
be connected to a VPN, there is a possibility that the 
physical connection of the device interface and the pro
vider edge node will be incorrectly implemented so that 
for example the customer device becomes connected to 

20 the VPN of another customer. Although the methods dis
cussed above may allow such a misconfiguration to be 
detected, none of these methods prevent a customer 
communication device from being initially connected to 
an incorrect VPN to thereby prevent any communication 

25 between the device and the incorrect VPN. 
[0008] U.S. Patent Application Publication No. 
2004/0088542 (Daude et al.) describes a method for in
terconnecting different VPNs. An interconnection device 
analyzes information contained in digital certificates to 

30 identify VPN properties of a device being connected and 
compares these properties to those contained in another 
digital certificate of another VPN. 
[0009] The interconnection device implements the 
VPN rules from one or both of the interconnecting VPNs 

35 which are necessary to establish a secure interconnec
tion. The interconnection device implements secure in
terconnection between VPNs without the need for a com
pletely centralized decision-making process. 
[001 OJ Draft-I ETF-BON ICA-13VPN-AUTH-03.txt "CE 

40 to CE Authentication from Layer 3 VPNs", June 2002, 
and Draft-IETF-13VPN-13VPN-AUTH-OO.txt "CE to CE 
Member Verification_for Layer 3 VPNs" September, 
2003, are concerned with the problem of VPN miscon
figurations. A customer equipment-based verification 

45 mechanism is proposed in which each customer VPN 
site sends a "magic cookie" or token to the provider edge 
(PE) router that supports it. Upon receiving the token, 
the PE router connects the site to the VPN and distributes 
the token to other customer sites on the VPN, which verify 

5o the validity of the token. If the token is not valid, an alarm 
is raised at the customer VPN sites, and in this way mis
configu rations are detected and indicated to the custom
er. As an optional variant, the first of these references 
describes an authentication process in which a PE router 

55 that receives a magic cookie from a CE transmits an au
thentication request which includes the magic cookie to 
a customer controlled server. If the server explicitly re
jects the authentication request, the PE routerterminates 

2 
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the authentication process and will neither accept traffic 
from the CE nor send traffic to the CE. However, if the 
customer controlled server cannot be contacted or sends 
no response at all, the PE router nevertheless joins the 
CE to the VPN. On the other hand, in the CE to CE based 
verification method disclosed in the second of these two 
references, there is no customer controlled authentica
tion server and the PE simply connects the site to the 
VPN and immediately distributes tokens to other custom
er sites on the VPN. 
[0011] A shortcoming of both of these proposals is that 
they are incapable of ensuring that a connection of non
VPN member equipment to a VPN is always prevented. 
Instead, they allow misconfigurations to be detected, and 
require customer interaction to rectify a carrier error. 

Summary of the Invention 

[0012] According to one aspect of the present inven
tion, there is provided a customer equipment communi
cation device comprising signal forming means adapted 
to form a virtual private network membership signal for 
transmission to and use by service provider equipment, 
wherein the signal includes an identifier for identifying 
said customer equipment as a member of a predeter
mined virtual private network, and is conditioned to cause 
said service provider equipment to verify that said com
munication device is a member of said predetermined 
virtual private network. 
[0013] According to another aspect of the present in
vention, there is provided an apparatus for controlling 
connection of a customer communication device to a vir
tual private communication network, comprising means 
for receiving a signal from a customer communication 
device, determining means for determining from the sig
nal whether or not the customer communication device 
is a member of a predetermined virtual private commu
nication network, and controlling means for controlling 
connection of the customer communication device to the 
predetermined virtual private network based on the de
termination made by the determining means. 
[0014] According to another aspect of the present in
vention, there is provided a method of controlling con
nection of a customer communication device to a virtual 
private communication network, comprising the steps of 
receiving at service provider equipment a signal from a 
customer communication device, determining at the 
service provider equipment whether or not the customer 
communication device is a member of a predetermined 
virtual private communication network based on informa
tion contained in the signal, and controlling connection 
of the customer communication device to the virtual pri
vate network based on the result of the determination. 
[0015] Advantageously, in this arrangement, a cus
tomer communication device, such as a switch, router or 
host transmits a signal containing a customer identifier 
to service provider equipment responsible for configuring 
one or more virtual private networks. The configuration 

section of the service provider equipment determines 
from the customer identifier contained in the signal 
whether or not the customer device is a member of a 
predetermined virtual private network before connecting 

5 the communication device to the VPN. Advantageously, 
this arrangement enables an incorrect physical connec
tion of a customer communication device at a provider 
edge node to be detected before data communication 
between the device and the virtual private network is en-

10 abled. 
[0016] Furthermore, as the authentication process is 
performed by equipment under the control of the service 
provider, rather than requiring a customer controlled au
thentication server, a customeridentifierbelongingto one 

15 VPN is not passed to the customer of another VPN, so 
that each customer identifier can remain secret as be
tween one customer and another. 
[0017] Moreover, this arrangement allows the service 
provider equipment to verify whether or not customer 

20 equipment should be connected to a VPN so that, unlike 
the prior art methodologies, the service provider equip
ment can always ensure that a connection is prevented 
if the authentication process fails. 
[0018] In one embodiment, the authentication process 

25 is performed autonomously by the service provider net
work elements, for example, provider edge nodes, which 
are connected directly to customerequipmentfrom which 
the VPN request is transmitted. Advantageously, this ar
rangement removes the need for element, network, or 

30 OSS management systems to partcipate in or orches
trate the authentication process thereby removing the 
need for modifying element, network or OSS systems to 
conform to a specific implementation of the authentica
tion process. The simplification provided by this embod-

35 iment thereby makes the authentication process more 
robust and reliable. 
[0019] According to another aspect of the present in
vention, there is provided a method of requesting con
nection of a customer equipment communication device 

40 to a predetermined virtual private network, comprising 
the steps of: forming at said customereq uipment, a virtual 
private network membership signal for transmission to 
and use by service provider equipment, wherein the sig
nal includes an identifier for identifying said customer 

45 equipment as a member of said predetermined virtual 
private network and is conditioned to cause said service 
providerequipmentto verify that said communication de
vice is a member of said predetermined virtual private 
network, and transmitting said signal from said customer 

5o equipment communication device to said service provid
er equipment. 
[0020] According to another aspect of the present in
vention, there is provided a method of controlling con
nection of a customer communication device to a virtual 

55 private communication network comprising: monitoring 
at service provider equipment, receipt of a p redetermined 
signal from a customer communication device, and con
trolling connection of said customer communication de-
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vice to a predetermined virtual private communication 
network based on whether or not said predetermined sig
nal is received at said service provider equipment within 
a predetermined time. 
[0021] In some embodiments, where a connection be
tween the customer communication device and the vir
tual private communication network is previously estab
lished, the step of controlling comprises disabling the 
connection if the signal is not received within said pre
determined time. 
[0022] In some embodiments, where a connection be
tween the customer communication device and the vir
tual private communication network is previously estab
lished, the step of controlling comprises continuing to en
able the established connection if the signal is received 
within said predetermined time. 
[0023] In some embodiments, the controlling is per
formed as part of a virtual private network configuration 
process at the service provider equipment. 
[0024] According to another aspect of the present in
vention, there is provided an apparatus for controlling 
connection of a customer communication device to a vir
tual private communication network comprising: means 
for receiving a signal from a customer communication 
device. determining means fordetermining from informa
tion in said signal whether or not said customer commu
nication device is a member of a predetermined virtual 
private communication network, and controlling means 
for controlling connection of said customer communica
tion device to said predetermined virtual private network 
based on the determination made by said determining 
means. 
[0025] According to another aspect of the present in
vention, there is provided a method of detecting member 
equipment of a virtual private network comprising the 
steps of: receiving signals which originate from customer 
equipment communication devices, the signals each 
containing a customer identifier and a virtual private net
work identifier, detecting the identifiers in the signals and 
recording information based on each detected identifier. 
[0026] According to another aspect of the present in
vention, there is provided a customer identification device 
comprising: a non-volatile memory for storing a customer 
identifier, signal forming means for forming a signal con
ditioned for transmission to a virtual private network con
figuration section of a predetermined carrier network and 
for causing said configuration section to verify that said 
device is a member of a predetermined virtual private 
network, the signal containing said customer identifier, 
and connection means for connecting said device to a 
customer communication device. 
[0027] According to another aspect of the present in
vention, there is provided a method of controlling con
nection of customer communication equipment to a vir
tual private network, comprising the steps of: receiving 
at service provider equipment a predetermined customer 
identifier associated with a virtual private network from a 
customer equipment communication device, subse-

quently receiving another customer identifier, determin
ing whether the other customer identifier is sufficiently 
similar to said predetermined customer identifier that 
both identifiers belong to the same customer, and con-

5 trolling connection of service provider equipment based 
on the result of said determining step. 
[0028] According to another aspect of the present in
vention, there is provided an apparatus for controlling 
connections to one or more virtual private networks, com-

10 prising receiving means for receiving from a customer 
equipment communication device a predetermined cus
tomer identifier associated with a virtual private network, 
and for receiving subsequent to receipt of said predeter
mined customer identifier, another customer identifier, 

15 and verification means for verifying whether the other 
customer identifier is sufficiently similar to said predeter
mined customer identifier that both identifiers belong to 
the same customer, and connection control means for 
controlling connection of customer communication 

20 equipment to said virtual private network based on the 
result of the verification by said verification means. 
[0029] In some embodiments, the customer identifier 
comprises a field of characters which is common to all 
customer equipment of a predetermined customer to be 

25 connected to the virtual private network. 
[0030] The characters of the field may be selected by 
the customer. 
[0031] In some embodiments, the range of characters 
from which each character can be selected and/or the 

30 number of characters in the field, is sufficient to cause 
the probability of any virtual private network customer of 
the service provider selecting the same sequence of 
characters to be less than a predetermined value, for 
example less than 1 in a 1,000,000. 

35 

Brief Description of the Drawings 

[0032] Examples of embodiments of the present inven
tion will now be described with reference to the drawings 

40 in which: 

45 

Figure 1 shows a schematic diagram of a communi
cation network in which an embodiment of the 
present invention is implemented; 

Figure 2 shows an example of a customer identifi
cation packet according to an embodiment of the 
present invention; 

5o Figure 3 shows a communication network in which 
another embodiment of the present invention is im
plemented; 

Figure 4 shows a communication network in which 
55 another embodiment of the present invention is im

plemented; and 

Figure 5 shows an embodiment of a customer iden-
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tification device according to an embodiment of the 
present invention. 

Description of Embodiments 

[0033] Figure 1 shows a schematic diagram of a com
munication network in which an embodiment of the 
present invention is implemented. In particular, Figure 1 
shows first and second customer communication devices 
3, 5 which are to be connected to a virtual private network 
7 over a carrier network 9 which is managed by a network 
management system 11. The customer communication 
devices may comprise any communication device con
nectable to a network, for example, a workstation, a host 
computer, a switch or a router. A device 13, 15 is con
nected to each customer communication device which 
contains an identifier for the customer. The identifier is 
transmitted from the customer communication device to 
the carrier network 9 and is used by the carrier network 
to verify that the customer communication device is a 
member of the virtual private network 7. 
[0034] In one implementation, the carrier network 9 is 
adapted to verify, using the customer identifier transmit
ted from the communication device, that the communi
cation device is a member of the VPN before the carrier 
network connects the customer communication device 
3, 5 to the VPN 7. Alternatively, or in addition, the cus
tomer identifier may be transmitted from the customer 
communication device to the carrier network after the 
customer communication device has been connected to 
the VPN to verify that the communication device is an 
authorized member of the VPN, and the signal may be 
transmitted periodically. 
[0035] The customer identification device 13, 15 may 
comprise any suitable device that can be connected to 
the customer communication device for transmitting, or 
causing the customer communication device to transmit, 
a customer identifier to the carrier network. The device 
may include a memory for storing the customer identifier 
and may further include a signal generatorforgenerating 
a signal which includes the customer identifier for trans
mission to the carriernetwork. Alternatively, the customer 
identification device may be adapted to transmit the cus
tomer identifier to a data communications processor 17, 
19 of the customer communication device and the proc
essor may generate a signal containing the customer 
identifier for transmission to the carrier network. 
[0036] In this embodiment, the network management 
system 11 includes a virtual private network configuration 
section 21 which is responsible for the connection of cus
tomer communication devices to one or more virtual pri
vate networks. The VPN configuration section 21 in
cludes a table 23 containing customer identifiers and an 
identification of each virtual private network with which 
they are associated. 
[0037] In one implementation, a message or packet 
(or token) 25, 27 addressed to the VPN configuration 
section of the carrier network is formed at the customer 

communication device, which includes the customer 
identifier recorded in the customer identification device 
13, 15, and is transmitted from the customer communi
cation device to the network management system 11. On 

5 receiving the message, the VPN configuration section 21 
checks the customer identifier against the list of customer 
identifiers stored in the table 23, and if a match is found, 
the VPN configuration section permits the customer com
munication device identified in the message to be con-

10 nected to the VPN associated with the customer identi
fier. However, if the customer identifier in the message 
does not match any customer identifiers contained in the 
table 23, the VPN configuration section prohibits connec
tion of the customer communication device to any VPN. 

15 [0038] In another implementation, the packet 25, 27 
transmitted from the customer communication device 
may contain a request for the customer communication 
device to be connected to a particular VPN. In this case, 
the packet contains the VPN identifier identifying the VPN 

20 to which the customer communication device is to be 
connected, andthe customeridentifierwhich may include 
a group identifier and/or an identification of the customer 
communication device, such as its network address. On 
receiving the request packet, the VPN configuration sec-

25 tion 21 checks the VPN ID and the customer identifier 
contained in the packet with those stored in the table 23 
and if a match of both parameters is found, the VPN con
figuration section 21 allows the customer communication 
device 3 to be connected to the VPN, otherwise connec-

30 tion to the VPN is denied. 
[0039] Advantageously, this arrangement, in which an 
authentication signal is transmitted from a customer com
munication device to a carrier network, allows the carrier 
network to verify reliably whether or not the customer 

35 communication device is a member of a predetermined 
virtual private network before the device is connected to 
the VPN, and therefore prevents VPN misconfigurations. 
Furthermore, the customer communication device may 
be adapted to periodically transmit similar packets con-

40 taining the customer ID to the carrier network to enable 
the carrier network to periodically check that the custom
er communication device continues to be a member of 
the virtual private network after being connected thereto. 
[0040] In one embodiment, if a customer communica-

45 ti on device becomes disconnected from the VPN, and its 
reconnection to the VPN is subsequently required, the 
customer communication device transmits a reconnec
tion request and the customer ID (either separately or 
together) to the carrier network equipment responsible 

5o for VPN membership verification and connection. On de
tecting the request and customer ID, the carrier network 
equipment authenticates the customer equipment as be
longing to the VPN using the customer ID before allowing 
reconnection. 

55 [0041] The customer identifier may comprise any suit
able identifier and may include several parts. In one em
bodiment, the customer identifier may simply comprise 
the name of the customer or another identifier which is 
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unique to the customer. The customer identifier may 
comprise a common or group customer identifier which 
is used by customer communication devices all belong
ing to the same customer, and a second identifier which 
additionally identifies the particular customer communi
cation device. The customer identifier may or may not 
also be encrypted. 
[0042] An example of a VPN membership verification 
packet is shown in Figure 2. The membership verification 
packet 41 includes a destination address which enables 
the packet to be transmitted to the VPN configuration 
section of the carrier network. The packet also includes 
a number of fields 45, 47, 49 which, in this embodiment 
contain the VPN identifier, a group identifier for the cus
tomer, and an identifier identifying the particular commu
nication device to be connected to the VPN. Together 
with an appropriate query (e.g. one or more commands) 
the customer communication device will transmit an ap
propriate response containing the verification packet as 
shown in Figure 2 enabling the customer communication 
device to be verified by the service provider. 
[0043] In other embodiments of the present invention, 
authentication of a customer communication device to 
be connected to a particular VPN may be performed by 
network devices of the carrier network other than the net
work management system. For example, authentication 
may be performed by network elements or nodes of the 
network such as a provider edge (PE) node of the carrier 
network. An example of such an implementation is de
scribed below with reference to Figure 3. 
[0044] Referring to Figure 3, a carrier network 125 in
cludes a plurality of PE nodes 127, 129, each of which 
serves as both ingress and egress nodes to customer 
communication devices 131, 133 connected thereto. 
Each PE node 127, 129 includes a VPN configuration 
section 135, 137 for configuring one or more virtual pri
vate networks and which also authenticates customer 
identification devices to be connected (or reconnected) 
or which are already connected to a particular VPN. 
[0045] Each customer communication device 131, 133 
includes a customer identification device 139, 141 con
nected thereto which transmits or causes transmission 
of a customer identifier from the customer communica
tion device to a PE node of the carrier network 125. 
[0046] When first configuring a new VPN 107, a record 
identifying the VPN and a customer identifier associated 
with the VPN is created and stored in the VPN configu
ration section of a PE node of the carrier network 125. 
This record may be created in response to a VPN con
figuration request transmitted from one of the customer 
communication devices to be connected to the VPN. The 
request may include the customer identifier and also a 
VPN identifier which is to be created. Alternatively, the 
VPN identifier may be detennined by the carrier network 
and transmitted to the customer communication device. 
On receipt of the request, which includes the customer 
identifier, the PE node stores the customer identifier to
gether with the VPN identifier and transmits both param-

etersto one or more other PE nodes of the carrier network 
125. 
[0047] Each additional customer communication de
vice which is connected to the VPN is provided with a 

5 customer identification device which causes a message 
or packet containing the customer identifier to be trans
mitted to the PE node of the carrier network to which it 
is connected to enable the PE node to authenticate the 
customer communication device as a member of the 

10 VPN. The customer identification device connected to 
each customer communication device may be similar to 
any of the embodiments described above in connection 
with Figure 1 and may operate in a similar manner. 
[0048] The customer identifier generally includes an 

15 identifier which is common to all members of the VPN 
and may also include an additional identifier which 
uniquely identifies the particular customer communica
tion device. The customer identifier signal transmitted 
from each customer communication device enables the 

20 PE node to which it is connected to verify that the cus
tomer device is a member of the VPN group before al
lowing the connection, and this arrangement therefore 
prevents incorrect communication devices from being 
connected to the VPN. Furthermore, this arrangement 

25 uses PE nodes to verify whether or not a particular cus
tomer communication device should be connected to a 
VPN without involving the element management, net
work management, or the Operational Support System 
(OSS), and therefore does not involve and is independent 

30 of higher layers of software applications. This arrange
ment is also more robust as it does not rely upon the 
success of communications to and from the OSS or upon 
the OSS operating properly, orto have been so modified, 
to provide the required verification. This arrangement al-

35 so does not require any pre-configuration regarding the 
association of a group customer identification to a spe
cific VPN. 
[0049] Customer identification devices may be provid
ed to the customer for connection to the customer com-

40 munication devices when the customer subscribes to a 
virtual private network service. For example, a quantity 
of customer identification devices may be issued to the 
customer by the service provider of the virtual private 
network service and distributed to each customer site 

45 which is to be connected to the service. A customer iden
tification device is connected by authorized personnel 
such as IT staff, to customer equipment at each site that 
is to be connected to the VPN service. Each customer 
identification device causes a customer ID signal to be 

5o transmitted to the VPN configuration application or proc
ess of the carrier network, which can then verify that the 
customer equipment at each site should be connected 
to the VPN before allowing the connection. 
[0050] In an alternative embodiment, customer identi-

55 fication devices may be preinstalled in the customer com
munication devices, for example by the manufacturer or 
system integrator, rather than at a later time after the 
communication devices have been installed at the cus-
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tomer site_ When a VPN service is required, the customer 
identification devices could be activated to transmit or 
cause transmission of the customer ID to the configura
tion process of the carrier network. Knowledge of the 
customer ID is independently passed to the configuration 
process of the carrier network to allow verification that 
customer equipment should be connected to a VPN. 
[0051] Since, in this embodiment, the group identifica
tion may be known to a third party, Le_ the manufacturer 
of the communication device with the preinstalled cus
tomer identification device, the customer identification 
signal may be suitably secured by any appropriate tech
nique such as encryption techniques, of which public key 
infrastructure (PKI) techniques are one example. In this 
case, a key or customer signature is provided to the car
rier network to allow the carrier network to read and au
thenticate the customer ID contained in the signal. If the 
customer key or signature matches, the configuration 
process of the carrier network allows the connection and 
enables data communication, otherwise the connection 
is denied. 
[0052] Preinstallation of customer identification devic
es in customer equipment advantageously eliminates the 
need to separately distribute special ID devices that are 
limited to one customer, thereby reducing inventory and 
distribution concerns. 
[0053] In another embodiment of the present inven
tion, the customer may provide the service provider with 
information that enables the service provider to query 
and uniquely identify valid equipment before allowing 
connection to the mpVPN. For example, the carrier net
work may be provided with the MAC (Media Access Con
trol) addresses of each customer communication device 
to be connected to a specific VPN instance, together with 
an appropriate query (e.g. one or more commands) which 
causes the customer communication device to transmit 
an appropriate response containing data which enables 
the customer communication device to be verified by the 
service provider as a valid member of that specific VPN. 
The response signal may contain a unique customer 
identifier and optionally other identifiers such as the VPN 
identifier to which the communication device is to be con
nected. In addition, the response signal may be secured, 
for example, by encryption. On receipt of the response 
signal by the VPN configuration process of the carrier 
network, the configuration process uses the signal to ver
ify against its own verification data whether to connect 
the communication device to the VPN instance and per
mit data communication. 
[0054] In other embodiments of the present invention, 
when commissioning a new virtual private network for 
the first time, the service provider equipment (e.g. net
work management system and/or network elements) 
may be arranged to connect the customer communica
tion device to the virtual private network from which the 
customer identifier associated with that VPN is first re
ceived by the customer equipment. Advantageously, in 
this arrangement, the customer equipment needs no pri-

or knowledge of the customer identifier associated with 
the VPN. On receiving subsequent requests from cus
tomer equipment to be connected to that VPN, the VPN 
configuration section of the service provider equipment 

5 simply verifies whether the subsequently received IDs 
match the first received customer ID and, if so, the con
nection is allowed, otherwise the connection is denied. 
[0055] When a new VPN is first commissioned, the 
VPN configuration section may record the first received 

10 customer ID for future use in verifying subsequently re
quested connections. The record may be stored perma
nently or temporarily for a limited time and then deleted. 
In cases where no record of the customer ID is retained 
by the service provider equipment, and a connection to 

15 the VPN is subsequently requested, the service provider 
equipment may be adapted to request the customer com
munication device from which the customer ID was first 
received, to retransmit the customer ID to enable the VPN 
configuration section to compare this with the customer 

20 ID in the subsequent request to determine whether to 
allow the new requested connection. 
[0056] Alternatively, the customer communication de
vice first connected to the VPN may repeatedly transmit 
the customer identifier to the service provider equipment 

25 to enable the VPN configuration section to use the re
transmitted customer ID in verifying a subsequently re
quested connection. 
[0057] Advantageously, either of these two arrange
ments obviates the need for the service provider equip-

30 ment to maintain a record of the customer identifier or 
even needing to know what the customer ID is, thereby 
significantly reducing the risk of the customer identifier 
being revealed to unauthorized parties through the serv
ice provider equipment. 

35 [0058] The above-described VPN connection verifica
tion process is based on a comparison of customer iden
tifiers received from customer equipment communication 
devices, ratherthan with any record of a customer iden
tifier maintained by the service provider. The customer 

40 identifier may be generated either by the customer or the 
service provider. Advantageously, if the customer iden
tifier is generated by the customer, the customer identifier 
need never be retained by the service provider equip
ment, as the service provider equipment simply performs 

45 an equivalency check between two customer identifiers 
it receives. This also assists in making the customer ID 
accessible to service provider personnel. 
[0059] In any of the embodiments described above, 
the customer identifier may comprise a plurality of char-

50 acters in which the range of characters from which each 
character can be selected and/or the total number of 
characters in the customer identifier is sufficiently large 
that it would be improbable for any other VPN customer 
of the same service provider to choose the same cus-

55 tomer ID. For example, the range or number of characters 
can be selected so thatthe probability is less than at least 
1 in 50, preferably less than at least 1 in 1 000 and more 
preferably less than 1 in a million. This allows the cus-
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tomer ID to be selected by the customer, rather than by 
the service provider, in a similar manner to selecting a 
PIN (Personal Identification Number) or password. 
[0060] In any of the embodiments described herein, 
the customer ID may comprise several parts, including 
a predetermined field which is common to all equipment 
of the same customer to be connected to a particular 
VPN. In this case, the service provider equipment may 
only need to compare this predetermined field of one 
customeridentifierwith the corresponding field of another 
customer identifier. In this way, the customer equipment 
need only check that two customer identifiers are suffi
ciently similar to one another, andthere is no requirement 
for the whole customer identifier to be the same as an
other nor any need to check equivalency of the whole 
customer identifier. The field or portion of the customer 
ID selected for comparison must be that portion which is 
unique to each customer. If the customer ID is selected 
by the service provider, or otherwise verified as unique, 
the field may be relatively short. If the characters of the 
field are selected by the customer, the field shall be suf
ficiently long to ensure its uniqueness, as described 
above. 
[0061] In embodiments of the invention, more than one 
customer identification device may be connected to or 
installed in a customer communication device to provide 
redundancy in case one customer ID device fails. This 
is particularly beneficial when the continuation of an al
lowed connection of a customer communication device 
to a VPN, once a connection has been established, is 
dependent on the continued transmission of the custom
er identification signal from the customer equipment to 
the carrier network. In this case, where failure to send 
the signal would otherwise cause the carrier network to 
disconnect the customer equipment from the VPN, the 
provision of one or more additional customer identifica
tion devices would allow continued transmission of the 
signal and thereby prevent disconnection of the customer 
equipment should one customer ID device fail. Trans
mission of the signal may be monitored by the CPE equip
ment so that failures can be detected and the auxiliary 
or backup customer identification device activated, as 
necessary. 
[0062] Figure4shows an example of a communication 
network in which a customer communication device has 
a plurality of customer identification devices to provide 
redundancy. The components of Figure 4 are similar to 
those shown in Figure 3, and like parts are designated 
by the same reference numerals. In this embodiment, 
each customer communication device 131, 133 compris
es a first customer identification device 139, 141 and a 
second customer identification device 151, 153. The first 
customer identification device may constitute the normal
ly active device which provides the customer identifier to 
the service provider network, and the second customer 
identification device may constitute the redundant device 
which is activated if the first customer identification de
vice fails. 

[0063] Figure 5 shows a schematic diagram of a cus
tomer identification device according to an embodiment 
of the present invention. The communication device 201 
comprises a memory 203 (e.g. a non-volatile memory) 

5 which stores the customer identifier used by the service 
provider equipment to authenticate whether the custom
er equipment is member equipment of a predetermined 
virtual private network. The memory may also contain 
other data such as an identification of the virtual private 

10 network to which the customer belongs and/or the ad
dress of the service provider equipment which controls 
authentication and connection to VPNs. The customer 
identification device may also comprise a processor 205 
for generating a packet or other signal containing the 

15 customer identifier used for authentication. A communi
cation port 207 is also provided to connect the customer 
identification device to customer communication equip
ment at a customer site so that the signal generated by 
the customer identification device is transmitted to the 

20 service provider network. The port may comprise a uni
directional output port ora bi-directional input/output port. 
The customer identification device may be powered by 
either an internal or external power source, and in the 
case of an external power source, the customer identifi-

25 cation device may be provided with suitable power re
ceiving terminals and connectors. 
[0064] Another embodiment of the customer identifi
cation device may comprise simply a memory storing the 
customer ID, and possibly other data as indicated above, 

30 and a suitable port for connection to customer equipment. 
The memory may comprise a non-volatile memory, so 
that data can be held therein withoutthe need for a power 
source. In this case, the customer equipment is adapted 
to generate a suitable packet (or other signal) containing 

35 the customer ID for transmission to the service provider 
network. 
[0065] Advantageously, the embodiments described 
herein enable a physical connection of a customer com
munication device to a virtual private network to be de-

40 tected before data communication between the device 
and the VPN is enabled. For example, an incorrect con
nection may occur when VPN provider personnel phys
ically connect a customer communication device intend
ed to be connected to that customer's VPN to the VPN 

45 of another customer, by for example, connecting the 
communication link to an incorrect port. However, before 
data communication is enabled, the VPN configuration 
section checks whether the customer identifier transmit
ted from the customer communication device corre-

50 spends to the customer identifier for the VPN associated 
with that port, and as the customer communication device 
is connected to the incorrect port, the verification section 
will deny the connection, and rnay also provide an indi
cation of the denied connection to the VPN provider per-

55 sonnel so that the misconfiguration can be rectified. 
[0066] Changes and modifications to the embodi
ments described herein will be apparent to those skilled 
in the art. 
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Claims 

1. A customer equipment communication device com
prising signal forming means adapted to form a vir
tual private network membership signal for transmis
sion to and use by service provider equipment, 
wherein the signal includes an identifier for identify
ing said customer equipment as a member of a pre
determined virtual private network and is conditioned 
to cause said service provider equipment to verify 
that said communication device is a member of said 
predetermined virtual private network. 

2. A communication device as claimed in claim 1, 
wherein said identifier comprises at least one of an 
identifier uniquely identifying said customer equip
ment and an identifier used to identify a group of 
equipment belonging to said virtual private network. 

3. A communication device as claimed in claim 2, 
wherein at least one of said unique identifier and said 
group identifier is encrypted. 

4. A communication device as claimed in claim 1, 

wherein said identifier includes an identifier of said 
customer equipment and an identifier of said prede
termined virtual private network. 

5. Acommunication device as claimed in any preceding 
claim, wherein said signal forming means is ar
ranged to condition said signal for transmission to 
service provider equipment adapted to configure 
said virtual private network. 

6. A communication device as claimed in claim 5, 
wherein said service provider equipment comprises 
at least one of a service provider network manage
ment system and a network element at the edge of 
said service provider network. 

7. Acommunication device as claimed in any preceding 
claim, wherein said signal forming means is adapted 
to form said signal at least one of before and after 
said communication device is connected to said vir
tual private network by said service provider. 

8. Acommunication device as claimed in any preceding 
claim, comprising signal transmission means for 
transmitting said signal to said service provider 
equipment. 

9. A communication device as claimed in claim 8, 

wherein said signal transmission means is adapted 
to transmit said signal at least one of before and after 

wherein said signal transmission means is adapted 
to repeatedly transmit said signal periodically. 

11. A communication device as claimed in any preceding 
5 claim, further comprising a second signal forming 

means adapted to form said virtual private network 
membership signal. 

12_ A communication device as claimed in claim 11, fur-
10 ther comprising detection means for detecting a fail

ure of transmission of said virtual private network 
membership signal from said customer communica
tion device and for causing a virtual private network 
membership signal to be formed by said second sig-

15 nal forming means in response to said detected fail
ure. 

13. A communication device as claimed in any one of 
claims 8 to 12, further comprising second signal 

20 transmission means for transmitting said virtual pri
vate network membership signal to said service pro
vider. 

14. A communication device as claimed in claim 13, fur-
25 thercomprising detection means for detecting failure 

of transmission of said signal by said signal trans
mission means and means for causing said signal 
to be transmitted by said second transmission 
means in response to detection of said failure. 

30 

15. A communication device as claimed in any preceding 
claim, wherein said signal forming means is one of 
(1) pre installed in said customer equipment commu
nication device before said communication device is 

35 first delivered to said customer and (2) connected to 
said customer equipment communication device af
ter said communication device is first delivered to 
said customer. 

40 16. A communication device as claimed in any preceding 
claim, wherein said signal forming means comprises 
a customer identification device which contains said 
customer identifier. 

45 17. A communication device as claimed in any preceding 
claim, further comprising receiving means for receiv
ing a predetermined signal from service provider 
equipment and wherein said communication device 
is adapted to transmit said virtual private network 

5o membership signal to said service provider equip
ment in response to said predetermined signal. 

said customer communication device is connected 55 

to said virtual private network. 

18. A method of requesting connection of a customer 
equipment communication device to a predeter
mined virtual private network, comprising the steps 
of: 

10. A communication device as claimed in claim 8, forming at said customer equipment, a virtual 

9 
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private network membership signal fortransmis
sion to and use by service provider equipment, 
wherein the signal includes an identifier for iden
tifying said customer equipment as a member 
of said predetermined virtual private network 5 

furthercomprisingthestep of monitoring at said serv
ice provider equipment receipt of a subsequent pre
determined signal from said customer communica
tion device, and controlling connection of said cus
tomer communication device to said virtual private 
communication network in response to said monitor
ing. 

and is conditioned to cause said service provider 
equipmentto verify that said communication de
vice is a member of said predetermined virtual 
private network, and transmitting said signal 
from said customer equipment communication 
device to said service provider equipment. 

19. A method as claimed in claim 18, further comprising 
the step of connecting a customer identification de-

24_ A method as claimed in claim 23, wherein the step 
10 of controlling said connection in response to said 

monitoring comprises disabling said connection if 
said further signal is not received within a predeter
mined time. 

vice to said communication device to form said virtual 15 25. A method as claimed in any one of claims 20 to 24, 
private network membership signal. 

20. A method of controlling connection of a customer 
communication device to a virtual private communi
cation network comprising the steps of: 

receiving at service provider equipment a signal 
from a customer communication device, 
determining at said service provider equipment 
whether or not said customer communication 
device is a member of a predetermined virtual 
private communication network based on infor
mation contained in said signal, and 
controlling connection of said customer commu
nication device to said virtual private network 
based on the result of said determination. 

21. A method as claimed in claim 20, wherein said cus
tomer communication device initially is not connect
ed to said virtual private communication network, 
and wherein the step of controlling connection com
prises enabling connection of the customer commu
nication device to said virtual private communication 
network if, by said determining step, the customer 
communication device is determined to be a member 
of the virtual private communication network. 

22. A method as claimed in claim 20, wherein said cus
tomer communication device is previously connect
ed to said predetermined virtual private communica
tion network, and the step of controlling connection 
comprises at least one of (1) permitting continued 
enablement of said connection if, by said determi
nation step, the customer device is determined to be 
a member of the predetermined virtual private com
munication network, and (2) prohibiting a connection 
of said customer communication device to said pre
determined virtual private communication network, 

wherein said service provider equipment comprises 
at least one of a network management system and 
a provider edge network element. 

20 26. A method as claimed in any one of claims 20 to 25, 
further comprising the step of transmitting from said 
service provider equipment a customer identifier 
identifying said customer and a VPN identifier iden
tifying said predetermined virtual private network to 

25 one or more provider edge network elements if, by 
said determining step, said customer communica
tion device is determined to be a member of said 
predetermined virtual private network. 

30 27. A method as claimed in any one of claims 20 to 26, 
wherein said determining step is performed as part 
of a virtual private network configuration process in 
said service provider equipment. 

35 28. A method as claimed in claim 20, comprising receiv
ing at said service provider equipment a signal re
questing reconnection of a previously connected but 
subsequently disconnected customer communica
tion device, and subsequently performing said de-

40 termining and controlling steps in response to said 
signal containing said information. 

29. A method as claimed in any one of claims 20 to 31, 
further comprising the step of providing said custom-

45 er with a customer identification device for use in 
generating said signal from said customer commu
nication device. 

30. A method as claimed in claim 18, further comprising 
5o providing first and second independently operable 

customer identification devices each capable of 
forming said virtual private network membership sig
nal, monitoring said first customer identification de-

if by said determining step, the customer communi
cation device is determined not to be a member of 55 

said virtual private communication network. 

vice from said virtual private network membership 
signal if said first customer identification device fails. 

23. A method as claimed in any one of claims 20 to 22, 

10 

31. An apparatusforcontrollingconnection of a custom
er communication device to a virtual private commu-
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nication network comprising: tamer communication device and said predeter-
mined virtual private network to continue if said pre-

means for receiving a signal from a customer determined signal is received within said predeter-
communication device, mined time. 
determining means for determining from infor- 5 

mation in said signal whether or not said cus- 37. An apparatus as claimed in claim 35 or 36, further 
tamer communication device is a member of a comprising indicator means for providing an indica-
predetermined virtual private communication tion to an operator if said predetermined signal is not 
network, and received within said predetermined time. 
controlling means for controlling connection of 10 

said customer communication device to said 38. A customer identification device comprising: 
predetermined virtual private network based on 
the determination made by said detemnining a non-volatile memory for storing a customer 
means. identifier, signal forming meansforforming asig-

15 nal conditioned for transmission to a virtual pri-
32. An apparatus as claimed in claim 38, wherein said vate network configuration section of a prede-

controlling means is adapted to enable connection termined carrier network and for causing said 
of said customer communication device to said pre- configuration section to verify that said device 
determined virtual private network if said determin- is a member of a predetermined virtual private 
ing means determines that the customer comm uni- 20 network, the signal containing said customer 
cation device is a member of said predetermined vir- identifier, and 
tual private communication network. connection means for connecting said device to 

a customer communication device. 
33. An apparatus as claimed in claim 31 or 32, wherein 

said controlling means is adapted to prohibit connec- 25 39. A method of controlling connection of customer com-
tion of the customer communication device to said munication equipment to a virtual private network, 
predetermined virtual private network if said deter- comprising the steps of: 
mining means determines that said customer com-
munication device is not a member of said predeter- receiving at service provider equipment a pre-
mined virtual private network. 30 determined customer identifier associated with 

a virtual private network from a customer equip-
34. An apparatus as claimed in any one of claims 31 to ment communication device, 

33, wherein said information comprises at least one subsequently receiving another customer iden-
of (1) a customer identifier, and (2) an identifier iden- tifier, 
tifying said predetermined virtual private communi- 35 determining whether the other customer identi-
cation network. fier is sufficiently similar to said predetermined 

customer identifier that both identifiers belong 
35. An apparatus for controlling connection of a custom- to the same customer, and 

er communication device to a virtual private commu- controlling connection of service provider equip-
nication network comprising: 40 ment based on the result of said determining 

step. 
monitoring meansformonitoring receipt of a pre-
determined signal from acustomercommunica- 40. A method as claimed in claim 39, wherein said pre-
tion device, and determined customer identifier is the first customer 
controlling means for controlling connection of 45 identifier associated with said virtual private network 
said customer communication device to a pre- to be received, and connecting the customer equip-
determined virtual private communication net- ment communication device from which said first 
work based on whether or not said predeter- customer identifier is received to said virtual private 
mined signal is received within a predetermined network. 
time. 50 

41. A method as claimed in claim 40, wherein said other 
36. An apparatus as claimed in claim 35, wherein said customer identifier is received from another custom-

controlling means is adapted to at least one of (1) er equipment communication device, and connect-
disable a previously established connection of said ing said other customer equipment communication 
customer communication device to said virtual pri- 55 device to said virtual private network if said other 
vate network if said predetermined signal is not re- customer identifier is determined to be sufficiently 
ceived within said predetermined time, and (2) permit similar to said predetermined customer identifier. 
a previously established connection between a cus-

11 
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42. A method as claimed in claim 40, wherein said other 
customer identifier is received from another custom
er equipment communication device, and denying 
connection of said other customer equipment com-
munication device to said virtual private network if 5 

the other customer identifier is determined to be in-
sufficiently similar to said predetermined customer 
identifier. 

ceiving subsequent to receipt of said predetermined 
customer identifier, another customer identifier, and 
verification means for verifying whether the other 
customer identifier is sufficiently similar to said pre
determined customer identifier that both identifiers 
belong to the same customer, and connection control 
means for controlling connection of customer com
munication equipment to said virtual private network 
based on the result of the verification by said verifi-

43. A method as claimed in any one of claims 39 to 42, 
further comprising requesting the customer equip
ment communication device from which said prede
termined customer identifier is received to send said 
predetermined customer identifier to said service 
provider equipment again in response to said service 
provider equipment receiving said other customer 
identifier, and wherein said determining step is per
formed based on the retransmitted predetermined 
customer identifier. 

10 cation means. 

51. An apparatus as claimed in claim 50, wherein said 
connection control means is adapted to connect to 
said virtual private network the customer equipment 

15 communication device from which a customer iden
tifier associated with said virtual private network is 
first received by said apparatus. 

44. A method as claimed in any one of claims 39 to 43, 
comprising repetitively receiving said predetermined 
customer identifier which is retransmitted from said 
customer equipment communication device and 
wherein said determining step is performed based 
on a retransmitted predetermined customer identifi-
er. 

45. A method as claimed in any one of claims 39 to 44, 
wherein said predetermined customer identifier in-
eludes a field of characters which is common to all 
customer equipment of a predetermined customer 
to be connected to a predetermined VPN. 

46. A method as claimed in claim 45, wherein the char-
acters of said field are selected by said customer. 

20 

25 

30 

35 

52. An apparatus as claimed in claim 51, wherein said 
connection control means is adapted to connect a 
customer equipment communication device from 
which said othercustomer identifier is received if said 
verification means determines thatthe other custom
er identifier is sufficiently similar to said first received 
customer identifier. 

53. An apparatus as claimed in claim 52, further com
prising transmitting means for transmitting to said 
first connected customer communication device a 
request for said predetermined customer identifier 
in response to receiving said subsequent customer 
identifier and wherein said verification means is 
adapted to verify whether said other customer iden
tifier is sufficiently similar to said predetermined cus
tomer identifier transmitted from said customer 
equipment in response to said request. 

54. An apparatus as claimed in any one of claims 50 to 
53, wherein said customeridentifiercomprises a field 

47. A method as claimed in claim 45 or 46, wherein at 
least one of (a) the range of characters from which 
each character in said field can be selected and (b) 
the number of characters in said field is sufficient to 
cause the probability of any other customer selecting 
the same sequence of characters to be less than a 
predetermined value. 

40 of characters which is common to all customer equip
ment of a predetermined customer to be connected 
to said virtual private network. 

48. A method as claimed in claim 47, wherein said pre
determined value is 1 in a million. 

45 

49. A method as claimed in any one of claims 45 to 48, 
wherein said determining step comprises comparing 5o 

said field with a field contained in said othercustomer 
identifier. 

50. Apparatus for controlling connections to one or more 
virtual private networks, comprising receiving means 55 

for receiving from a customer equipment communi
cation device a predetermined customer identifier 
associated with a virtual private network, and for re-

12 
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METHODS AND APPARATUS FOR SECURE 
DISTRIBUTION OF SOFTWARE 

Background of the Invention 

The present invention relates to secure methods for distributing software and 

data objects, as well as to access-controlled software and data objects, and 

computer systems which practice or utilize any of the foregoing. 

Commercial distribution of software and data (such as media files and reports) 

by data communication is a very rapidly growing form of commerce. It is both 

efficient and convenient as compared to traditional distribution methods. 

Distribution of software and data on a "Try and Buy" basis permits the user to 

run or "demo" the product before committing to buy it. This assumes that the 

15 software licensor or media distributor somehow exercises control over the use of the 

product at least until the recipient buys the right to use it. The widespread availability 

of data communication, especially via the Internet, also emphasizes the need for the 

software licensor and the media distributor to exercise control over their products. 

One technique for controlling access to executables involves "wrapping" the 

20 executable to be controlled within a second program, termed a "wrapper". In effect, 

the executable to be controlled and the wrapper are joined into one executable, in 

which the wrapper is executed first and controls access to the wrapped executable. 

However, conventional software protection systems based on wrapping are 

easily circumvented by class attacks which destroy the security otherwise afforded 

25 by a given type of wrapper. This is achieved through a modification of only a single 

part of the wrapper which is identical in all wrappers of that type. Generic 

unprotectors can easily be obtained via the Internet. 
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Another form of attack is the so-called "dump attack" in which the attacker 

waits for the wrapped application to be decompressed and/or decrypted in memory, 

and then dumps it to a hard disk in its original, unprotected state. Programs to carry 

out dump attacks also are easily obtained via the Internet. 

A widely used security device injects new code into an existing executable in 

order to control access to the latter. When the executable is run, a specially

designed DLL executable is loaded for controlling access to the existing executable. 

The presumed "security" afforded by this scheme is circumvented by eliminating the 

call to the DLL or by modifying the DLL itself. 

It has been proposed to package data objects with executables which carry 

out such control functions. 

A dedicated user program is required to decrypt, decompress and format the 

data for display by a monitor and/or an audio reproduction device. Consequently, it 

is necessary to provide a different user program for each data format which may be 

15 encountered. For example, a different program is required to play an avi file than is 

used to display a bmp or JPEG file. 

It would, therefore, be desirable to provide methods, software and computer 

systems which control access to data objects, but do not require different programs 

to display or present objects in various formats. It would also be desirable to provide 

20 methods, software and computer systems which control access to executables but 

which are not subject to class attacks or dump attacks. 

Summary of the Invention 

As used in this application, the following terms shall have the indicated 

meanings: 
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Software: includes both data and programming instructions. 

Package: any software to be stored, accessed, loaded, assembled, prepared 

for transmission or received as a unit. 

Object: any software to be run, utilized or displayed as a unit. 

Feature: a "feature" of an object is any function, instruction, capability, or 

information included therein, or controlled or enabled thereby. 

Computer System: includes a single computer or multiple cooperating 

computers, and includes one or more PC's, mainframes, digital processors, 

workstations, DSP's or a computer network or networks, or a computer internetwork. 

Wrapping: joining one executable with another executable in a package, one 

of the executables (termed the "Wrapper") being executed first and controlling 

access to the other executable. 

Watermark: includes information in software which either enables 

identification of an owner, licensee, distributee or another having rights in or an 

15 obligation in connection with the software, or enables identification of a version or 

20 

copy of the software. Usually, but not necessarily, the watermark is imperceptible 

and preferably is difficult to remove from the software. 

Padding Area: a space within a software object or package which does not 

contain required code or data. 

In accordance with an aspect of the present invention, a method of securely 

distributing software with limited usage rights is provided. The method comprises: 

supplying software for distribution to a user, the software including an access control 

object for preventing at least some usage thereof on a computer system without the 

use of a first access control code; producing the first access control code based on 
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selected information characteristic of the predetermined computer system; and 

supplying the first access control code to the predetermined computer system to 

enable the at least some usage of the software. 

In accordance with another aspect of the present invention, an executable 

5 object is provided, comprising: a first code portion comprising first predetermined 

instructions; and a second code portion comprising loading instructions required for 

loading the first code portion in a memory of a computer system to be programmed 

thereby, the second code portion being operative to control the computer system to 

erase the loading instructions from memory upon loading the first code portion in 

10 memory. 

15 

In accordance with still another aspect of the invention, a software package is 

provided, comprising: a first executable object, and a wrapper for the first executable 

object, the wrapper being operative to erase predetermined software from the first 

executable object when it has been loaded in running format in memory. 

In accordance with a further aspect of the present invention, a computer 

system is provided, comprising: a processor; a memory; an instruction input device; 

and an executable stored in the computer system, the executable having a first code 

portion comprising first predetermined instructions for execution by the processor, 

and a second code portion including loading instructions, the processor being 

20 operative upon receipt of a predetermined instruction from the instruction input 

device to load the second code portion in the memory, the processor being 

operative under the control of the loading instructions to load the first code portion in 

the memory and operative under the control of the second code portion to erase the 

loading instructions from the memory upon loading the first code portion in memory. 
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In accordance with yet another aspect of the present invention, a software 

package comprises: a first object providing a first set of a plurality of features; a 

second object providing a second set of a plurality of features including some, but 

less than all, of the features included in the first set; and an access control portion 

5 affording selective access to the first software object and/or the second software 

object. 

In accordance with still another aspect of the present invention, a software 

package is provided, comprising: a first executable object, and a wrapper for the first 

executable object, the first executable object being operative, while running, to 

10 access a feature of the wrapper; the wrapper being operative to supply the feature to 

the first executable object when the feature is accessed thereby. 

In accordance with yet another aspect of the invention, a software package is 

provided, comprising: a first executable object, and a wrapper for the first executable 

object, the first executable object being operative, while running, to access a feature 

15 of the wrapper; the wrapper being operative to supply the feature to the first 

executable object when the feature is accessed thereby. 

In accordance with yet another aspect of the invention, a software package is 

provided comprising: a first executable object, and a wrapper for the first executable 

object, the first executable object being operative to call a predetermined feature 

20 external thereto; the wrapper being operative upon a call of the predetermined 

feature by the first executable object to transfer program execution control to a 

predetermined address within the wrapper to control access by the first executable 

object to the predetermined feature. 
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In accordance with a still further aspect of the present invention, a computer 

system is provided, comprising: a processor; a memory; an instruction input device; 

and a software package stored in the computer system, the software package having 

a first object providing a first set of a plurality of features, a second object providing 

5 a second set of a plurality of features including some, but less than all, of the 

features included in the first set, and an access control portion; the processor being 

operative to load the software package in the memory, the processor being further 

operative to request access to a selected one of the first and second objects in 

response to a predetermined instruction from the instruction input device, the access 

10 control portion being operative to selectively control access to the selected object. 

In accordance with still another aspect of the present invention, a software 

package is provided, comprising: a first object providing a first set of a plurality of 

features, the first object being encrypted; and a second object providing a second set 

of a plurality of features including some, but less than all, of the features included in 

15 the first set, the second object being unencrypted. 

In accordance with yet still another aspect of the present invention, a driver 

executable is provided, comprising: first code for accessing a requested file from a 

storage device; second code for detecting the presence of a predetermined identifier 

in the accessed file; and decryption code for decrypting at least a portion of the 

20 accessed file in response to detection of the identifier therein. 

In accordance with a still further aspect of the invention, a software package is 

provided, comprising: a software object having a first set of features and a second 

set of features, the first set of features being encrypted and the second set of 
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features being unencrypted; and a signature readable by a predetermined 

executable serving to control access to the encrypted first set of features. 

In accordance with a yet still further aspect of the present invention, a 

computer system is provided. The computer system comprises: a processor; a 

5 memory; an instruction input device; a storage device storing a file; an operating 

system; a driver executable; and a device driver serving to control access to the 

storage device; the instruction input device being operative to input a first request for 

access to the file; the operating system serving to control the processor to direct a 

second request for the file to the driver executable in response to the first request for 

1 o access; the driver executable being operative in response to the second request to 

control the processor to direct a third request for the file to the driver; the driver being 

operative in response to the third request to control the processor to read the file 

from the device to the memory and thereupon return control of the processor to the 

driver executable; the driver executable being operative upon return of control 

15 thereto to control the processor to examine the file in memory to detect the presence 

of a predetermined identifier in the file and to decrypt at least a portion of the file in 

response to detection of the predetermined identifier therein. 

The foregoing, as well as further aspects of the invention and advantages 

thereof, will be apparent in the following detailed description of certain illustrative 

20 embodiments thereof which is to be read in connection with the accompanying 

drawings forming a part hereof, and wherein corresponding parts and components 

are identified by the same reference numerals in the several views of the drawings. 

BRIEF DESCRIPTION OF THE DRAWINGS 
25 

Figure 1 is a block diagram of a computer system having a single CPU; 
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Figure 2 is a flow diagram illustrating a method of producing software in the 

form of a package including a first object, a second object produced from the first 

object and usage authorization information governing use of the first and second 

objects; 

Figures 3A through 3C illustrate image objects to be included in a package 

and produced in multiple versions each including a respectively different amount of 

information, produced by varying the amounts of noise therein; 

Figures 30 through 3F illustrate multiple versions of the same image object of 

Figure 3A in which the amount of information in each version is varied by removing 

1 O lines and/or portions of lines from certain versions; 

Figures 3G through 31 illustrate multiple versions of the image object of Figure 

3A in which the amount of information in each version is varied by filtering certain 

versions; 

Figures 3J through 3L illustrate multiple versions of the image object of 

15 Figure 3A in which the amount of information is varied by encrypting portions of 

certain versions; 

Figure 4A is a spectral diagram of a segment of an audio signal to be included 

as a data object in a package, while Figure 48 is a spectral diagram of another 

version of the segment having relatively less information than the segment of Figure 

20 4A; 

Figure 5A illustrates a data format for use in storing usage authorization 

information governing the use of various objects in a package, while Figures 5B and 
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SC are tables providing examples of the types of data included in such usage 

authorization information; 

Figure 6 is a diagram illustrating a package produced according to the method 

of Figure 2 wherein a first object whose use is restricted is encrypted; 

Figure 7 is a flow diagram of another method for producing software in the 

form of a package, wherein multiple objects are watermarked, compressed and 

encrypted and usage authorization information is watermarked and encrypted; 

Figures SA through SO are used to describe methods for watermarking 

software carried out in the method of Figure 7; Figures 8A and SB schematically 

10 illustrate a portion of an executable object and a portion of a code section, to be 

watermarked; Figures SC and 80 schematically illustrate methods for watermarking 

executable objects and code sections of the type illustrated in Figures 8A and SB; 

15 

Figures 9A through 91 are used to describe methods for compressing and 

encrypting software carried out in the method of Figure 7; 

Figure 10 is a diagram of software in the form of a package produced by the 

method of Figure 7; 

Figure 11 A is a diagram of software in the form of a package including first 

and second executable or program objects; Figure 11 Bis a diagram of an 

executable notifier included in the package of Figure 11 A, while Figure 11 C is a 

20 diagram of the compressed program objects and access control information of the 

package of Figure 11 A; 
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Figure 12 is a flow diagram of a method for secure distribution of software by 

data communication; 

Figure 13 is a flow diagram of a method for secure distribution of software 

stored in a storage medium; 

Figure 14 is a schematic diagram illustrating the use of a driver executable for 

controlling access to predetermined data objects in a computer system; 

Figure 15 is a flow diagram of a method of printing a data object to which 

access is controlled; 

Figure 16 illustrates the software package of Figures 11 A th rough 11 C when it 

10 is first loaded in the memory of a user's computer system; 

Figure 17 illustrates portions of the software package of Figure 16 after the 

executable notifier has loaded a selected one of the program objects in running 

condition in the memory of the user's computer system; and 

Figure 18 illustrates a method for controlling the usage of a given program by 

15 means of code in the executable notifier. 

DETAILED DESCRIPTION OF CERTAIN PREFERRED EMBODIMENTS 

With reference to Fig. 1, a computer system 100 is illustrated schematically 

having one or more central processing units (CPU) or processors 110, a display 120, 

other input/output (1/0) apparatus 130 (such as a network or internet connection and 

20 a keyboard and/or mouse), and a memory 140 in which executable files 150 and 

data files 160 may be loaded for execution or use by processor 110. The computer 
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system 100 also includes a non-volatile mass storage apparatus, such as a hard disk 

drive (not shown for purposes of simplicity and clarity). 

Computer system 1 00 functions to produce software and to distribute the 

produced software to users, as well as to produce and distribute various other types 

5 of executables and data for controlling access to the produced software and carry 

out associated license purchasing transactions with users' computer systems. The 

manner in which system 100 carries out these functions will be apparent from the 

following discussion in connection with the associated drawings. 

Figure 2 illustrates an exemplary method for producing a software package for 

10 distribution either on a record medium or by data communication, for example, via 

the world wide web or a dial-up service. The product thus generated includes 

multiple objects which either are data objects, such as media or multi-media objects, 

or are executable objects, such as games, applications or utilities. The method of 

Figure 2 is especially useful for generating try-and-buy packages. 

15 In the method of Figure 2, a first object is used to produce one or more 

20 

second objects in a step 210. In certain embodiments of this particular method, the 

one or more second objects are produced by removing features from the first object. 

In certain other embodiments, one or more first objects instead are produced from a 

second object by adding features to the second object. 

Various embodiments of step 210 are illustrated in Figures 3A through 3L in 

which a first data object in the form of a digitized picture is used to produce multiple 

second objects having progressively less picture information. 

In a first embodiment, a first picture object 310 shown in Figure 3A is used to 

produce a somewhat degraded version 316 as shown in Figure 3B by the addition of 
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noise to object 310. A further degraded version of object 31 O is illustrated in Figure 

3C as picture object 320 which is produced either through the addition of noise to 

object 310 or the addition of further noise to object 315. 

A second embodiment of step 21 O is illustrated in Figures 30 through 3F. 

5 The first picture object 310 is shown again in Figure 30 and is used to produce the 

moderately degraded version 325 as shown in Figure 3E by removing lines or 

portions of lines from the data object 310. A further degraded version 330 of object 

31 O shown in Figure 3F is produced by removing a relatively greater number of lines 

or portions of lines from object 31 O or by removing still further lines from version 325. 

10 In still other embodiments the degraded versions are produced by removing multiple 

contiguous lines. 

A further embodiment of step 210 is illustrated in Figures 3G through 31 in 

which the object 31 O is subjected to low-pass filtering in order to remove fine details, 

such as the edges of objects. A moderately degraded version 335 as shown in 

15 Figure 3H is produced by low-pass filtering of object 31 O with a relatively high 

frequency cut-off point, while a further degraded version 340 shown in Figure 31 is 

produced by low-pass filtering of object 310 with a relatively lower frequency cut-off 

point. 

Yet another embodiment of the step 21 O is illustrated in Figures 3J through 3L 

20 in which the object 31 O is used to produce a somewhat degraded version 345 shown 

in Figure 3K by encrypting groups of contiguous horizontal lines with a first 

encryption key. When the object is displayed without decryption, it will appear as 

version 345 as shown in Figure 3K in which the encrypted portions are displayed as 

noise. Additional portions are encrypted to produce the still further degraded version 
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350 as shown in Figure 3L, the additional portions being encrypted with a second 

key or with the same key used to encrypt the portions shown in Figure 3K. 

Differently defined regions, such as blocks or vertical lines or regions, or else 

arbitrarily defined regions, may be selected for encryption. 

5 In still other embodiments, either one, three or more degraded versions of a 

first picture object are produced. 

In yet still further embodiments, further versions of a first picture object are 

produced by adding features thereto. For example, new elements can be added to 

the first picture object from other sources. 

1 o In other embodiments, the further versions are produced by substituting pixels 

having further information, such as finer detail or additional picture elements. 

An embodiment of step 210 for producing multiple versions of an audio object 

is illustrated in Figures 4A and 48. Figure 4A provides an exemplary spectral energy 

distribution 410 for a segment of a first audio object. A modified or degraded version 

15 of the Figure 4A segment is illustrated in the spectral energy distribution 420 of 

Figure 48. In Figure 48, the hatched-line frequency bands 430 represent portions of 

the energy spectrum which are removed, for example, by filtering, by removal of 

certain energy bins from an FFT transformed version of the segment, by removal of 

certain coefficients from a discrete cosine transformation of the segment, or 

20 otherwise. In still other embodiments, subbands of the audio signal in MP3 format 

are easily removed or encrypted to produce a degraded version thereof. 

In the case of an executable object, step 210 is carried out in any of a number 

of ways. In one embodiment, the overall coding of a first executable object is 

modified to produce a modified executable object lacking one or more features of the 
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first. This may be done by removing the routines necessary to perform the 

disenabled features or bypassing such routines. In another embodiment, only one 

section of the first executable object is modified. For example, executable objects 

often are provided with resource sections which are readily modified to enable or 

5 disable its functions. 

In the method of Figure 2, once the first and second objects have been 

prepared/obtained, the first object is encrypted to provide one means of controlling 

access thereto. In a try-and-buy transaction, as will be seen in greater detail below, 

the user is permitted free access to the second object having fewer than all of the 

1 o features he needs, in order to assess his interest in acquiring rights to the first object 

which has all of the features he requires. Encryption is a relatively strong protection. 

The encryption step 220 is carried out so that a unique key or decryption executable 

is required to decrypt the first object. The key or decryption executable is produced 

by a server using selected information characteristic of the user's computer system, 

15 so that in order to decrypt the first object, both the key and decryption executable as 

well as the selected information are required. This key or decryption executable is 

stored in the system 100 and is not included in the package produced in the method 

of Figure 2. Rather, once the user has purchased the right to use the first object, the 

system 100 transmits the key or executable to the user's system which stores the 

20 key or executable in a package other than that of the first object. 

In Step 230 of the Figure 2 method, data specifying permitted uses for each 

object and their price, if any, are produced and assembled according to each object. 

That is, for each object included in the package (or external to the package and 
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referenced thereby) and for each permitted user thereof, a record 510 such as that 

illustrated in Figure SA is produced or accessed from storage in the system 100. 

In a first field 520 of the record 510, data is provided identifying the object to 

which the record pertains. In a second field S30, the particular usage of the object 

5 for which the record is provided is identified. Examples of various usage types which 

can be identified in field 530 are listed in the table of Figure SB. 

A third field 540 of the record S10 specifies the extent of the permitted usage 

for the price specified in a fourth field SSO of the record 510. As indicated in the left

hand column of the table provided in Figure SC, the extent of usage may be 

10 expressed in various ways, for example, by duration of use or numbers of usages. 

15 

20 

The price specified in the fourth field SSO corresponds to the authorized extent of 

usage, as can be seen from the table of Figure SC. For example, if the extent of 

authorized usage is N times, the price may represent a specified amount of money 

for each time or for a number of times. 

In step 240 of Figure 2, the first and second objects, and the usage 

authorization information are assembled in a package with a notifier section and, in 

packages having data objects, a signature. An exemplary structure for the package 

thus produced is illustrated in Figure 6, wherein the notifier, indicated as element 610 

is arranged as the first section of the package. 

The notifier 61 O can take the form of one or more data objects or an 

executable object, depending on the type of package. Where the package contains 

data objects in the form of media objects such as digital images, video data or audio 

data produced in a standard format, the notifier includes at least one unencrypted 

and uncompressed image to be displayed to the user, as needed. As will be 
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explained in greater detail below, packages having data objects in standard formats 

preferably are accessed in the user's system by means of a driver executable in 

accordance with one aspect of the present invention. The first (or only) image stored 

in the notifier provides a message to the user that he needs to download the driver 

5 executable in order to make use of the data objects in the package. The notifier can 

also include a version of an object in the package having less information than such 

object, but which is unencrypted and readily displayed by the user's system. Once 

the driver executable has been downloaded and installed, it presents a dialog box to 

the user indicating the available objects, their authorized usages and the prices of 

10 each. 

The driver executable is able to detect the type of accessed package as one 

including data objects requiring access control by the driver executable based on the 

package's signature which, in the embodiment of Figure 6, is appended at the end of 

the package. Where the driver executable detects that the accessed package has 

15 no recognizable signature or instead includes executable objects, it simply passes 

such packages on to the operating system without exercising any form of access 

control. 

Packages including executable objects have notifiers including executables 

which serve both to control access to the executable objects in the package and to 

20 display necessary images to the user. These functions of the executable notifiers 

will be described in greater detail below. Since the driver executable is only required 

for accessing packages having data objects, there is no need to include a signature 

in a package having only executable objects. 
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Figure 7 illustrates another method for producing a software package 

including data or executable objects. In a first step 71 O of the Figure 7 method, it is 

assumed that first, second and third objects, as well as an appropriate notifier and 

usage authorization information have been provided. In step 710, a watermark is 

5 placed in each of the foregoing objects, notifier and usage authorization information 

to provide a means of identifying the licensed user if any of these should be 

redistributed by him without authorization. 

Data objects may be watermarked by any of a number of known methods 

which add data to the objects or modify the original data in order to embed the data 

1 o of the watermark. However, watermarking of executable objects has, until now, 

been impractical, since any change to the code in the objects will interfere with the 

proper operation of the executable, and will likely render it inoperable. In addition, it 

is necessary for any such watermarking methodology for executable objects to 

enable the production of many variations in the watermark (at least one for each 

15 user) and, thus, in the anatomy of the executable, but wherein each variation of the 

executable is semantically equivalent to all other variations. 

A further requirement is resistance to collusion attacks in which two or more 

dishonest purchasers combine their versions of the executable to derive one copy 

from which the watermark has been eliminated. To be considered resistant to such 

20 attacks, the number of different buyers whose individual revisions are all required to 

produce a watermark-free version or a version in which the watermark is useless, 

should be made impractically large. 

In a further aspect of the present invention, watermarks are embedded in 

executable objects so that the watermarks are highly resistant to collusion attacks. 
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Advantageous watermarking techniques in accordance with certain features 

of the invention are illustrated in Figures SA through SD. In general, the method 

comprises: determining a location of at least one padding area in an executable 

object, and inserting a predetermined watermark in the at least one padding area. In 

5 certain embodiments, the watermark is encoded. A particularly advantageous form 

of encoding the watermark comprises including a plurality of software portions 

copied from the executable object or which mimic the same in the padding area to 

represent the encoded watermark. 

Example of padding areas are provided with reference to Figures 8A and 88. 

10 Figure SA schematically illustrates a portion of an executable object in a storage 

medium, the object including a header 810, an executable code section 820 and a 

data section 830. The executable object of Figure 8A is formatted so that each 

section begins at a predetermined boundary. For example, the formats of an 

executable in the Win 32 platform would align the beginnings of the sections 820 and 

15 830 at a 4 Kbyte boundary. Similar alignment conventions have been devised for 

other software formats, such as the Common Object File Format (COFF) used in 

UNIX and the Portable Executable format (PE) which is an extension of the COFF 

utilized in Windows™ platforms. The technique of aligning the beginning of each 

section at a predetermined boundary is convenient for programming purposes. 

20 As a result, padding areas 812, 822 and S32 are formed between the ends of 

the sections 810, 820 and S30, respectively, and the following boundaries. 

The padding areas either contain code or data which is unimportant or are 

simply empty. 
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Padding areas also exist within sections. With reference to Figure 88, a 

schematic diagram of a code section is illustrated having instructions 1, 2, 3, ... , n, 

(n+1), .... 

In this example padding areas are located after instruction 1 O as well as after 

5 instruction (n+ 1 ). Such padding areas may be produced, for example, by a compiler 

which is designed so that each routine or calling point is arranged according to 

cache-line size. Codes designed to run on Intel™ processors include sequences of 

opcodes O x 90 (NOP) in these padding areas, so that it is relatively easy to locate 

such areas. 

10 There are a number of ways to include watermarks in the padding areas as 

shown in Figures 8A and 88. In certain embodiments, the watermark data is 

inserted in the padding areas in an unencoded form. Less knowledgeable users and 

licensees are not likely to take steps to locate and remove such watermarks. 

However, in more secure embodiments, the watermark is generated as a random 

15 number or selected as a pseudorandom number so that it is not easily recognized in 

order to remove or alter it. 

However, padding areas associated with executable code sections or routines 

normally are filled with code which is not to be executed but rather serves only as 

filler. To substitute a random number for such codes would likely arouse suspicion 

20 by a would-be software pirate. Accordingly, in particularly advantageous 

embodiments, the watermark is encoded in software which mimics software present 

in the object before the watermark is inserted. An efficient way to carry out this 

method is to copy portions of the preexisting software (code or data) to represent the 

watermark. In certain embodiments the copied code is modified to encode the 
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watermark. Preferably, however, the copied portions are unmodified, but rather are 

selected to replace the existing contents of the padding area in a sequence 

representing the watermark. This is carried out in certain embodiments by selecting 

the copied portions according to their parities, so that a predetermined watermark 

5 can be recovered from the watermarked object simply by calculating the parities of 

the objects' contents until a known random or psuedo-random number constituting a 

predetermined watermark, is found. 

Examples of this encoding technique are illustrated in Figures 8C and 80. 

Figure SC illustrates a technique for inserting watermarks in the padding areas S22 

1 O and S32 in the executable of Figure SA. Once the padding areas 822 and 832 have 

been located, their contents are substituted with software from the adjacent 

segments 820 and 832 to encode the watermark. In order to encode the watermark 

in padding area S22, the parities of various code blocks from the code section 820 

are determined. Then the blocks are inserted in the padding area 822 based on their 

15 parities, so that when the parities of these blocks are later determined, they reveal 

the watermark, preferably a random-generated or pseudorandom number. 

As an example, if the watermark to be inserted in area S22 is 1011, a block 

823 is selected having a parity of "1" and is inserted in area S22. Then a block 824 

having a parity of "O" is inserted in the area 822, followed in turn by blocks S25 and 

20 826 having parities "1", and "1", respectively. Similarly, blocks S33, 834, S35 and 

836 are inserted in area 832 to continue the watermark. 

Figure 80 provides an example of a method for encoding a watermark in the 

padding areas between routines in a code section of the type illustrated in Figure 88. 

Routines 0, 1 and 2, also identified by reference numerals 850, 860 and S70, are 
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separated by padding areas 852, 862 and 872. The watermark is inserted in the 

identified padding areas 852, 862 and 872 by copying portion of the sections, 850, 

860 and 870 and inserting these in the padding areas. In the example of Figure 80, 

an initial portion of routine 0 is inserted in a first portion of padding area 852 and a 

5 concluding portion of routine 1 is inserted in a final portion of padding area 852. 

Similar selections and insertions are made in padding areas 862 and 872. In this 

example, the watermark is encoded in the selection of the portions of the routines 

inserted in the various padding areas. 

Various other encoding techniques are available. In other embodiments, NOP 

10 opcodes are replaced by opcodes having the same effect, just in case the NO P's are 

actually executed. For example, opcodes such as [mov al, a1], [mov c1, c1] [mov 

ah, ah] and [fnop] have the same effect as an NOP opcode and may be substituted 

therefor in order to encode a watermark. 

In still other embodiments, the lengths of the blocks and/or fake routines are 

15 selected to encode all or part of the watermark. 

In a subsequent step 720 of the method as illustrated in Figure 7, the first, 

second and third objects are compressed in accordance with still another aspect of 

the present invention. In a third step 730 of the method as shown in Figure 7, each 

of the blocks and assembly information representing the compressed first, second 

20 and third objects, as well as the Usage Authorization Information is encrypted. 

Preferably each is encrypted using a respective, unique key. The keys are not 

included in the resulting software package, but are retained to be distributed 

subsequently to authorized users. 
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The inventive compression technique carried out in step 720 of Figure 7, as 

well as the encryption step 730 thereof, are illustrated in greater detail in Figure 9A. 

As shown therein, software objects I through n, identified by 910, which may take the 

form of separate software packages, are subject to an inventive macrocompression 

5 method 920 to convert the objects 1-n into one or more blocks 937 and assembly 

information objects 935, one for each object 1-n, each indicating how to reconstruct 

the various strings of the respective one of the objects 1-n from the one or more 

blocks 937. In summary, the macrocompression method 920, (1) produces matches 

of reference strings within the software objects 910 with comparison strings therein, 

10 the reference strings and the comparison strings having a predetermined minimum 

length, each comparison string within the same package as a matching reference 

string being separated therefrom by a predetermined minimum distance within the 

package, (2) expands the sizes of matching strings by including adjacent, matching 

software therein, and (3) forms compressed software objects comprising at least one 

15 software block corresponding to a selected one of the expanded, matching strings 

and assembly information indicating how to reconstruct others of the matching 

strings from the at least one software block. In certain embodiments, the software 

objects 910 comprise data. In other embodiments the software objects 91 O 

comprise executables. While Figure 9A shows multiple objects 1-n, the 

20 macrocompression method 920 also serves to compress a single object in certain 

embodiments. 

The macrocompression method 920 is illustrated in greater detail in Figure 

98. String matching is carried out on the contents of the 1 through n objects 910, as 

indicated in a step 932. In certain embodiments, the string matching step is 
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facilitated by producing a hash head table grouping possible string matches together 

according to their hashing functions. 

A hashing function of a given string calculates a hashing value based on the 

values of the bytes in the string. In certain embodiments of the present invention, a 

5 minimum string length of n bytes is employed and a hashing function is selected to 

calculate a hashing value for each string of n bytes. In general, the hashing value for 

each string of n bytes in each of the objects to be compressed is carried out, 

although this is not essential. In the general case, the hashing function is carried out 

for each string in the object [Po. P1 •... , Pn-11. [P1. P2 •... ,pc], .. [p;, P;+1. Pi+n-11. etc. 

1 o where P; represents a value of the i'th byte in the object. As the hashing value of 

each string having an offset j is determined, its offset j is added to a hash head table, 

indexed according to its hash value. 

An exemplary hash head table is illustrated in Figure 9C and stores data 

identifying each string of n bytes in three objects M1 , M2 , and M3 indexed according 

15 to the hashing value of each string. As shown in Figure 9C, all strings having a 

hashing value h equal to zero are identified by offset and object numbers in an initial 

record of the hash head table, and so on, until a final record is provided to identify 

those strings whose hashing value is a maximum among all hashing values in this 

case, hmax· It will be appreciated that the maximum possible number of different 

20 hashing values in this case will be (L1-n) + (L2-n) + (L3-n) which will occur in the event 

that each string yields a different hashing value. Accordingly, this is the maximum 

possible length of the hash head table for which memory space need be set aside in 

memory 140. 
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A particularly advantageous hashing function calculates the hashing value of 

each string of n bytes as a summation of their values: 

i+n-1 
h(j) = -- . p,, 

5 i=j 

Wherein h(j) represents the hashing value of the jth string in the object and P; is the 

value of the i'th byte of the object. One advantage flows from the commutative 

property of this function. That is, the function is commutative since it may be carried 

10 out using the byte value p; in any arbitrary order. Consequently, in certain 

advantageous embodiments, once the hash value h(j) has been calculated as above 

for the string (pi, Pi+ 1 , ... Pi+n-1), the hashing value for the next string is determined 

using relatively fewer operations (and processing time) as follows: 

H(i+1l = h m - Pi+ Pi+n 

15 Also, the contents of most objects yield hashing values which are clumped, 

that is, unevenly distributed over the range of hashing values. This tends to reduce 

the usefulness of the hashing function as a means of separating strings which do not 

match from those which possibly do match. Where the invention implements a 

hashing function of the type: 

20 j+n-1 
h(j) = - p,, 

i=j 

in certain embodiments utilizing this function, clumping is reduced by increasing the 

25 range of hashing values. That is, where the hashing function is carried out in the 

form illustrated above for the strings of length n bytes in an object having a total of L 
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bytes, the maximum number of different hashing values is (L-n). In the presently 

described embodiments, the hashing function is modified so that it takes the form: 

h = K 1 h1 (bytes a) + K2 h2 (bytes n-a), 

wherein (bytes a) are the first (a) bytes within the string, so that a<n; (bytes n-

5 a) represents the following (n-a) bytes within the same string; a selected one of K1 

and K2 is equal to 1 and the other of K1 and K2 is an integer greater than 1; the 

function h, is calculated: h1 =_(bytes a); and the function h2 is calculated: h2 = _ 

(bytes n-a). 

In a particularly advantageous form of this embodiment, memory space is 

10 conserved by assigning the value (255a+1) to the other of K 1 and K2 . so that the 

maximum value of h 1 , which is (255a), immediately precedes the minimum non-zero 

value of K2 which is (255a+1). As a consequence, there is no wasted memory 

space between these two possible hashing values. 

Still other types of hashing functions may be employed in place of the above-

15 described summation function. In particular, other commutative hashing functions 

are similarly advantageous. For example, an appropriate commutative hashing 

function h can take the form: 

20 

h(j) = Pix Pi+1 x • · · x Pi+n-1 • 

or the form: 

h (j) = Pi EEl Pi+ 1 EEl ... EEl Pi+n· 1 . 

Since these functions are commutative, they can also be implemented in a simplified 

fashion as 

H(j+ 1) = h(j) (inv_op) Pi (op) Pi+n• 
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where (op) represents a selected commutative operation (such as addition, 

multiplication or exclusive OR) and (inv_op) represents the inverse of such 

operation. 

As noted above, the hash head table produces records containing possible 

5 matches. So, once the table is produced, the string matching process continues by 

searching for matches within each record of the table on the condition that, to qualify 

as an acceptable match, two matching strings within the same package (such as 

strings from the same file) must be separated by a predetermined minimum distance 

within the package. The following Table 1 provides an example of a possible 

1 O sequence by byte values within a given package wherein each row of byte values is 

a continuation of the preceding row of values: 

TABLE 1 

Column 
1 2 3 4 5 6 7 8 9 

Row1 3 2 5 1 7 9 10 5 7 

Row2 10 11 31 2 5 1 7 9 10 

Row3 9 21 24 0 0 0 0 X1 X2 

15 

19 

From Table 1 it will be seen that four different strings of five bytes each have the 

hashing value h(j) = 24 where 

j+4 

20 h(j) = - p,, 
i=j 
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where (op) represents a selected commutative operation (such as addition,

multiplication or exclusive OR) and (inv_op) represents the inverse of such

operation.

As noted above, the hash head table produces records containing possible

a) matches. So, once the table is produced, the string matching process continues by

searching for matches within each record of the table on the condition that, to qualify

as an acceptable match, two matching strings within the same package {such as

strings from the samefile} must be separated by a predetermined minimum distance

within the package. The following Table 1 provides an example of a possible

10 sequence by byte values within a given package wherein each row of byte values is

a continuation of the preceding row of values:

TABLE1

Column 

 

  
     15

From Table 1 it will be seen that four different strings of five bytes each have the

nashing value hij) = 24 where

je

20 h@)= 2 P.
i=]

ae
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namely, (a) the string (a) from row 1, column 2 to row 1, column 6 having the values 

(2, 5, 1, 7, 9), (b) the string (b) from row 2, column 4 to row 2, column 8 having the 

values (2, 5, 1, 7, 9), (c) the string (c) from row 3, column 3 to row 3, column 7 

having the values (24, 0, 0, 0, 0), and the string (d) from row k, column 2 to row k, 

5 column 6 having the values (2, 5, 1, 7, 9). While strings (a) and (c) have the same 

hashing values, they clearly do not match. Also, since to qualify as an acceptable 

match, the matching strings must be separated at least by a minimum distance if 

within the same package, strings (a) and (b), while matching, will not qualify if the 

minimum distance exceeds 11 bytes. Typically, the minimum distance will be 

IO substantially greater than 11 bytes in order to provide the ability to compress further 

through microcompression, as explained in greater detail below. If it is assumed that 

the matching strings (a) and (d) are separated at least by such minimum distance, 

therefore, strings (a) and (d) form a qualifying match. 

An example of a search for matching strings in multiple packages is now 

15 provided with reference to Figure 9C. Packages M,, M2 and M~ are illustrated therein 

having two types of exemplary strings of length n bytes, strings A and B. Where 

matching strings are contained in different packages, as in the case of strings B in 

packages M, and M3 , there is no need to require a minimum distance between them, 

as they would not be matched in the subsequent microcompression process. 

20 However, if it is assumed that the minimum distance between strings is q bytes as 

shown in Figure 9C, then the two strings A in M, will not form a qualifying match as 

they are offset by less than q bytes. However, the two strings A in M2 will form a 

qualifying match as the strings of this pair are separated within package M2 by more 

than q bytes. 
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Once all of the qualifying matches of a given type of string have been found, 

their identifiers are collected under a common group designation. When all of the 

qualifying matches of each type of string in the package or package being 

compressed, have been found and so grouped, the sizes of the matching strings are 

5 expanded by including adjacent matching bytes therein. An exemplary string 

expansion technique is explained in connection with Figure 90 which is a schematic 

illustration of a portion of a package or object having various types of strings K, L, P 

and Q, in which the matching process has located three qualified matching strings 1, 

2 and 3 of type K. In order to expand these strings in one embodiment, each of the 

Io strings 1 , 2 and 3 is expanded to the right by one byte and then the various 

combinations of matching string pairs (1 and 2, 2 and 3, 1 and 3) are compared for a 

match. If a match is still found for a given pair, the strings of the matching pair are 

repeatedly expanded by one byte and compared until a match is no longer found. At 

that point the identity of the pair and its matching length is entered in a table of the 

15 various string pair combinations, as shown in Figure 9E. 

In other embodiments, the matching strings of each group instead are 

expanded to the left, while in still other embodiments the matching string are 

expanded in both directions. 

Once the expanded matching pairs have been entered in the table of Figure 

20 9E, they are removed from the hash head table. 

When all of the matching strings have been expanded as explained above, 

the software blocks and the assembly information constituting the compressed 

package or packages are produced in a step 935 of Figure 98. Preferably, 

representative ones of the largest expanded, matching strings are selected as the 
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software blocks, represented schematically at 937 in Figure 98, and copied as 

indicated in step 939. Then the assembly information is produced as information 

referencing the remaining strings to all or a portion of each of the software blocks, as 

their contents correspond. This step is illustrated by the example of Figures 9D 

5 through 9F. As described above, in this example, the matches for each pair of 

strings (1, 2), (1, 3) and (2, 3) as seen in Figure 9D were separately expanded to 

produce the data shown in the table of Figure 9E. From Figure 9E it will be seen that 

the largest expanded, matching strings are strings 2 and 3. In this example, string 2 

is selected as a software block for reference in reproducing each of the expanded 

1 O strings 1, 2 and 3, since the contents of each is either contained in or corresponds to 

the contents of expanded string 2. The assembly information necessary to 

reconstruct strings 1, 2 and 3 is arranged in the table in Figure 9F. For example, 

string 1 is identified by its offset in the original package or object and its contents are 

reproduced from string 2 (software block) as the source, based on the offset within 

15 string 2 at which its contents is located (the source offset) and the length of such 

contents within string 2. In this manner, relatively large blocks of data from the 

original, uncompressed package or object can be represented as only a few bytes 

within the assembly information in the compressed form thereof, resulting in 

substantial reductions in the amount of data required to represent the package or 

20 object when it has been compressed according to the macrocompression method of 

step 920. 

Where it is desired to remove information from a given package, for example, 

in order to produce images such as those illustrated by Figures 3E and 3K, or a 

sound segment such as that shown in Figure 4B, a technique as illustrated in 
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Figures 9G and 9H is advantageous. In Figure 9G, it is assumed that a segment B 

is to be removed from a package P and substituted with zero values throughout, or 

else by some other constant or by noise. As shown in Figure 9G, the segment Bis 

located at an offset 2 and has a length L6 Segment B is flanked by a segment A 

5 located at an offset 1 and a segment C located at an offset 3. 

The desired result is illustrated in Figure 9H wherein the segment B is 

replaced by zero-value data, represented by double cross-hatching. The resulting 

package P' is achieved by specifying the source for each of the three segments, as 

shown in the table T of Figure 9H, wherein the source for the segment at offset 2 

1 o extending for a length L8 is specified as the constant value zero, which thus replaces 

the original contents of segment B. 

Once the new package P' has thus been specified, macrocompression is 

carried out only for the first and third segments at offsets 1 and 3. This is achieved 

preferably by constructing a hash head table only for the strings in the first and third 

15 segments A and C, and prohibiting the use of any strings in the second segment in 

producing the hash head table. Thereafter, both the macrocompressed segments at 

offsets 1 and 3 and the uncompressed segment at offset 2, may be compressed by 

microcompression as discussed below. 

This technique is useful not only in producing degraded objects and 

20 packages, but also for preparing a partially compressed package or object having an 

uncompressed portion which is thus readily modified. 

Returning to Figure 9A, after the macrocompression method 920 has been 

carried out, the resulting blocks and assembly information are further compressed by 

microcompression, as indicated by step 950. As used herein, microcompression 
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identifies a software compression technique which compares strings having a 

predetermined maximum size with other strings of the same size which are located 

no more than a predetermined distance or window from one another in the same 

package, in order to eliminate redundant strings. An example of a microcompression 

5 executable is the PK ZipTM utility. The result of microcompression is further 

compressed assembly information Al* and software blocks BLKS* as shown in 

Figure 9A. 

Preferably, the window used in the microcompression process is smaller than 

the minimum distance between qualified matching blocks in the macrocompression 

10 method of step 920. In this manner, different strings are compared in the two 

compression techniques, thus affording more effective compression. In accordance 

with another aspect of the invention, a method of compressing software in one or 

more packages comprises: producing first compressed software by matching strings 

selected so that matching strings within the same package are separated at least by 

15 a minimum predetermined distance within the package, and producing second 

compressed software by matching strings of the first compressed software within the 

same package and within a maximum predetermined distance of one another. 

Preferably, the minimum predetermined distance is greater than the maximum 

predetermined distance. 

20 The further compressed assembly information Al* and software blocks BLKS*, 

along with the Usage Authorization Information, are then encrypted in a step 960 so 

that the Usage Authorization Information and the assembly information Al* for each 

object 1 through n, is encrypted using a respectively different encryption key. 

Preferably, each of the blocks BLKS* is also encrypted with a respectively different 
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encryption key. As will be explained in greater detail below, each encryption key is 

produced based on information characteristic of the user's computer system, and so 

that decryption requires the use of both the encryption key and such characteristic 

information. This ensures that the encrypted information and software cannot be 

5 decrypted using a system other than the user's particular system. 

In accordance with a further aspect of the invention, a method of encrypting 

software representing a plurality of compressed objects is provided. The software 

includes at least one software block and assembly information for each of the 

objects, the assembly information for each object enabling the reconstruction thereof 

10 from the at least one software block. The method comprises: encrypting each of the 

software blocks with an encryption key; and encrypting the assembly information for 

each object using a respectively different encryption key. Preferably, a respectively 

different encryption key is used to encrypt each of the software blocks. 

The encrypted assembly information Al** and the encrypted software blocks 

15 BLKS**, together with the encrypted Usage Authorization Information, are formed 

into a single composite package 970. 

20 

In a final step 740 of the method as shown in Figure 7, an appropriate notifier 

and signature (if necessary) are added to the encrypted blocks, assembly 

information and usage authorization information to complete the software package. 

An advantageous format for the software package is illustrated in Figure 10, 

wherein the notifier 1010 is placed at the head of the package. Where the package 

includes data objects, placing the notifier at the head of the package will result in the 

display of the correct image when the package is first accessed. Where the package 

includes executable objects, the first portion of the package may simply be a header 
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indicating the entry point for an executable notifier located anywhere in the package. 

Packages including data objects have a signature 1020 appended thereto. Placing 

the signature at the end of the package enables the executable driver to readily 

locate the signature in order to determine if it is to exercise access control over data 

5 objects in the package as well as perform other functions, such as decryption and 

decompression of the data objects. Although the signature 1020 is shown appended 

at the end of the package, in the alternative, it may be located elsewhere, such as at 

the beginning of the package or after the notifier. 

Between the notifier 1010 and the signature 1020, the encrypted sections 

10 1030 (indicated by cross-hatching) are arranged in a predetermined order to be 

accessed by the driver executable or the executable notifier, as the case may be. 

Figures 11 A through 11 C illustrate the structure of a software package 

including multiple program objects. Figure 11 A provides an overall view of the 

software package illustrating the arrangement of an executable notifier 1110 at the 

15 head of the package, an optional signature section 1120 at the end of the package, 

with encrypted and compressed program objects 1 and 2 and encrypted access 

control information 1130 arranged between the executable notifier 111 O and the 

signature section 1120. 

The executable notifier 1110 is illustrated in greater detail in Figure 11 B. As 

20 shown therein, the executable notifier 1110 includes a header section 1135 at the 

beginning of the software package, followed in turn by an executable code section 

1140 and a data section 1145. The data section 1145 is followed sequentially by a 

resource section 1150 and an import table 1155. The resource section 1150 

supplies various resources which may be employed by the executable code of 

APPLE EXHIBIT 1002, Page 198 of 1044



W000/67095 34 PCT/US00/11545 

section 1140, such as dialog boxes or menus. The import table 1155 includes links 

to various routines supplied by the operating system, such as print, copy, readfile, 

createfile, etc. 

Figure 11 C illustrates the encrypted portions of the software package, 

5 including the encrypted access control information 1160 and the compressed 

program objects in the form of N blocks 1165 and respective assembly information 

sections 1170 for each program object. 

With reference again to Figure 11 B, the executable code section 1140 of the 

executable notifier 1110, in general, exercises control over access to the program 

10 objects 1 and 2 and performs certain ancillary functions, as follows: 

(1) When the user's system first loads the software package in memory, the 

executable code section 1140 runs a setup routine utilizing displays and dialog 

boxes supplied from the resource section 1150. The setup routine performs normal 

setup functions, such as a display of the relevant user license and securing the 

15 user's agreement to the license terms. The executable code section 1140 refers to 

information in the operating system of the user's computer to determine the 

language (e.g., English, French, German) in which the displays and dialog boxes are 

presented. 

(2) The executable code section 1140 solicits and evaluates the user's 

20 requests for access to the program objects. This is achieved by displaying a dialog 

box when the software package is accessed by the user. The dialog box explains 

the user's options, such as which programs and/or program options are available 

without charge, which are available for a fee and which of the latter have been 

purchased and are still available to be used. To provide such a display, the 
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executable code section references both the access control information section 1160 

(after decrypting section 1160) and a purchase status file which is produced when 

the user purchases rights to use one or more objects. 

(3) Where a requested use is either free, or already purchased, if not free, the 

5 executable code section 1140 decrypts and decompresses the relevant program or 

data object, and then loads it in memory to be run so that the requested use may be 

carried out. The section 1140 prevents access to unavailable uses by hooking the 

functions referenced in the import table of the running program object to control 

routines in the executable code section 1140, as explained below. 

10 (4) The executable code section 1140 serves to deter dump attacks by 

erasing from memory certain necessary information from the program object when it 

loads the program object in running format in memory. Consequently, even if the 

decrypted and decompressed program object is somehow copied from the memory 

to some storage device, it could not be reloaded in running format in memory and, 

15 thus, is useless after a dump attack. 

It will be understood that the executable code section 1140 functions as a 

"wrapper" or access control executable but without being susceptible to various 

types of attacks that prior art wrappers have been subject to. 

Fig 12 is a flow diagram of a method for secure distribution of software by 

20 data communication. For the purposes of Figure 12, it will be assumed that a user's 

computer has been connected to a server computer by a data communication 

channel, such as the internet. According to an initial step 1210 in Fig. 12, the server 

sends a software product, which is either an executable object or a data object, to 
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the user's computer, in response to a request sent to the server from the user's 

computer. 

If the software product is a data object, the user's computer will require a 

driver executable in order to make use of the data. If the user's computer lacks the 

5 required driver executable, the user's attempt to access the data object will result 

only in the display of a notification to download the driver executable from the server 

computer. When the server computer receives such a request, it responds as 

indicated in step 1220 by sending the driver executable to the user's computer where 

it is installed to operate between its operating system and the appropriate disk or 

10 other mass storage driver thereof, as explained below in connection with Figure 14. 

Then, at step 1230, and in response to input from the user, an access control 

executable portion of the software product (if an executable object) or of the driver 

executable (if the software product is a data object) causes the user's computer to 

transmit a purchase request for partial or full access to the software product, and the 

15 server receives the purchase request. Step 1240 follows, at which the server sends 

to the user's computer a program which generates system identification information 

based on data that is specific to the user's computer. For example, the data used to 

generate the system identification information may include serial numbers of such 

components of the user's computer as the hard disk, the network interface card, the 

20 motherboard, and so forth. The user's computer then sends to the server the 

resulting system identification information, as well as information, such as a credit 

card number, which is required to complete the transaction. This information is 

received at the server, as indicated at step 1250. 
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Following step 1250 is step 1260, at which the server validates the credit card 

information and generates a decryption key and/or a decryption executable program 

on the basis of the system identification information received from, and specific to, 

the user's computer. According to one method of implementing the invention, the 

5 required decryption key is split into two parts, of which one part is calculated in the 

server, and the other is calculated in real time in the user's computer, using the data 

which is specific to components of the user's computer. The decryption key and/or 

decryption executable program are then transmitted to the user's computer from the 

server, as indicated at step 1270. The decryption key and/or decryption executable 

1 O program are then used in the user's computer to decrypt the software object to which 

the user has just purchased usage rights. In certain embodiments, a watermark is 

added to the software object to store data indicative of the transaction in which the 

usage rights were purchased. 

According to certain embodiments of the invention, the software product sent 

15 at step 1210 includes three objects, of which a first object has all of the features of a 

second object plus at least one additional feature. A third of the three objects has all 

of the features of the first object plus at least one additional object. Access to the 

second object is free, but access to the first and third objects requires two separate 

payments. If a payment arrangement is made for both of the first and third objects, 

20 the server computer provides different access control codes, such as different 

decryption keys, for the first and third objects, respectively. The different control 

codes are based on different respective information characteristic of the user's 

computer system. 
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Fig. 13 is a flow diagram of a method for secure distribution of software stored 

in a storage medium. 

According to a first step 1310 in Fig. 13, software which is distributed on a 

storage medium is acquired by the user of a computer and installed on the user's 

5 computer. This step 1310 may have taken place a substantial period of time prior to 

the subsequent steps. Next, at step 1320, a server computer receives a request 

from the user's computer to purchase partial or full access to a software object which 

was installed on the user's computer in step 1310. It again is assumed that the 

user's computer has been connected by a communication channel to the server. 

10 Preferably the information received by the server at step 1320 includes an 

identification code (such as a CD serial number) which identifies the particular 

storage medium on which the software was distributed. 

Following step 1320 are steps 1330, 1340, 1350 and 1360. These steps may 

be identical to steps 1240-1270 which were described above in connection with Fig. 

15 12, except that the decryption key generated by the server at step 1350 may be 

based in part on the storage medium identification code. In view of the previous 

discussion of the corresponding steps in Fig. 12, no further explanation of Fig. 13 is 

necessary. 

Fig. 14 is a schematic diagram illustrating the use of a driver executable 

20 controlling access to data objects stored in a computer system. The software 

architecture illustrated in Fig. 14 includes a media player application 1405 which is 

provided to read or play data objects such as images. Also included is a 

conventional operating system 1410 and a driver executable program 1415 of the 
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type referred to in connection with step 1220 in Fig. 12, or which is distributed on the 

storage medium referred to at step 310 in Fig. 13. 

Also illustrated in Fig. 14 are a conventional driver program 1420 which is 

provided for managing a storage device, and a storage device 1425 on which one or 

5 more data objects are stored. 

Fig. 14 also illustrates a process by which a data object stored on the storage 

device 1425 is accessed by the media player application 1405, as well as a process 

for requesting printing of the accessed object. 

When the user of the computer system enters an input to request access to a 

1 O data object stored on the storage device 1425, a request to that effect is passed from 

the media player application 1405 to the operating system 141 O, as indicated at 

reference numeral 1430 in Fig. 14. In response to the request 1430, the operating 

system 141 O passes a second request (represented by reference numeral 1432) to 

the driver executable 1415. In response to the request 1432, the driver executable 

15 1415 passes a third request (reference numeral 1434) to the storage device driver 

1420. In response to the request 1434, the storage device driver 1420 retrieves the 

desired data object from the storage device 1425. The desired object is then passed 

from the storage device driver 1420 to the driver executable 1415 either in encrypted 

form, as indicated at 1436, or in unencrypted form. If the user has satisfied the 

20 condition for access to the data object (e.g., by paying the purchase price tor 

access), then the driver executable decrypts the encrypted data object and passes 

the decrypted data object to the operating system 1410, as indicated at 1438. The 

decrypted data object is then passed from the operating system to the media player 

application, as indicated at 1440. 
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If the user wishes to print the data object, then a request 1442 is passed from 

the media player application to the driver executable, which then passes another 

print request 1444 to the operating system. 

Fig. 15 is a flow diagram which shows additional details of a method of 

5 printing a data object to which access is controlled. In response to input from the 

user of the computer, the media player transmits the print request (reference 

numeral 1442 in Fig. 14), as represented by step 1510 in Fig. 15, to the driver 

executable. The driver executable then examines the object to determine whether 

identifier data such as a signature is present in the object to indicate that printing of 

10 the object is subject to some restriction (step 1520). If at step 1520 no such identifier 

is found, then, as indicated at step 1530, the driver executable provides the data 

object in an unmodified form to the operating system. 

If at step 1520 the driver executable finds the signature which identifies the 

object as one for which access is controlled, step 1540 follows. At step 1540 the 

15 driver executable saves or modifies the target address in the media player 

application to which the application directs calls for a print routine. Consequently, as 

indicated at step 1550, when the media player calls a print routine, the call is 

directed to the driver executable. However, if step 1540 has already been carried 

out as a result of a previous print request from the media player, this step need not 

20 be repeated. 

At step 1560, and in response to the call for the print routine from the media 

player application, the driver executable determines whether the customer has 

satisfied the conditions required to authorize printing of the data object. If not, the 

driver executable causes the computer system to display a suitable notice to indicate 

APPLE EXHIBIT 1002, Page 205 of 1044



W000/67095 41 PCT/US00/11545 

to the user that printing is denied, and to invite the user to purchase the right to print 

the data object (step 1570), as described hereinabove. 

If at step 1560 the driver executable determines that printing is authorized, 

then the driver executable calls the print routine provided by the operating system 

5 (step 1580). 

Fig. 16 illustrates the software package of Figs. 11 A-11 C when the software 

package is first loaded into the working memory of a user's computer system. As 

before, the executable notifier 111 O is made up of a header section 1135, followed in 

turn by a executable code section 1140, a data section 1145, a resource section 

1 O 1150 and an import table 1155. 

15 

Following the executable notifier 1110 are the encrypted and compressed 

program objects and encrypted access control information, all indicated by reference 

numeral 1130, and the signature section 1120, which were referred to above in 

connection with Fig.11 A. 

If the user requests access to one of the program objects, say object 1, and if 

access to the object has been authorized, then the executable notifier decrypts and 

decompresses the program object and causes the program object to be written in 

executable form as indicated in Figure 17. As seen from Fig. 17, the decrypted, 

decompressed program object includes a header section 1710, followed in turn by 

20 an executable code section 1720, a data section 1730, a resource section 1740, and 

an import table 1750. 

After the program object has been written in memory in executable form as 

shown in Fig. 17, the executable notifier modifies the program object in a manner to 

defeat dump attacks. This is achieved by erasing or modifying certain portions of the 
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program object after it is written in memory. In certain embodiments, one or more of 

the program object's relocation information, directory pointers or its entry point 

pointer are erased or modified for this purpose. In other embodiments, one or more 

of the references to exterior routines in the import table of the program object are 

5 modified to enable the executable notifier to control access to such routines. This 

modification of the program object is referred to as "hooking" routine calls by the 

program objects. This is done by modifying the import table 1750 so that routine 

calls are routed through the executable notifier instead of directly to the operating 

system. Details of the "hooking" process will now be described with reference to 

1 o Figure 18. 

As indicated at 1810 in Fig. 18, the executable notifier erases portions of the 

import table that identify the routines to be called by the corresponding virtual 

address such as "read file", "create file", or "print". Instead of addresses to the 

operating system routines, the executable notifier inserts virtual addresses in the 

15 import table which cause jumps to the code section 1140 of the executable notifier. 

The code section 1140 is programmed to interpret each jump to determine the 

particular routine requested by the program object. The executable notifier then 

determines whether the user has satisfied the conditions to perform the function in 

question. If so, the executable notifier calls the appropriate routine in the operating 

20 system. To elaborate details of the "hooking" process shown in Fig. 18, the 

executable notifier stores in an address record portion of the import table 1750 

addresses within the executable notifier in place of the addresses of the relevant 

routines in the operating system. Instead of erasing part of, and making 

substitutions for, the import table 1750 of the program object, the executable notifier 
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may erase and substitute for other portions of the program object, such as relocation 

information, a directory pointer or an entry point pointer. 

The above description of the invention is intended to be illustrative and not 

limiting. Various changes or modifications in the embodiments described may occur 

5 to those skilled in the art. These can be made without departing from the spirit or 

scope of the invention. 
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CLAIMS 

1. A method of securely distributing software with limited usage rights, 

comprising: 

supplying software for distribution to a user, the software including an 

access control object for preventing at least some usage thereof on a computer 

system without the use of a first access control code; 

producing the first access control code based on selected information 

characteristic of a predetermined computer system; and 

10 supplying the first access control code to the predetermined computer 

system to enable the at least some usage of the software. 

2. The method of claim 1, wherein the step of supplying software 

comprises supplying the software to the predetermined computer system, the 

software having a first object and a second object, the access control object 

15 comprising an access control executable controlling access to the first and second 

objects by referencing the first access control code and the selected information in 

the computer system. 

3. The method of claim 2, wherein the step of supplying the first access 

control code comprises supplying a usage authorization package including the first 

20 access control code and information identifying authorized usages of the software, 

the access control executable being operative to reference the usage authorization 

package in controlling access to the first and second objects, the software being 

operative to store the usage authorization package apart from the first and second 

objects. 
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4. The method of claim 2, wherein the first object provides a first set of a 

plurality of features, the second object provides a second set of a plurality of features 

including some, but less than all, of the features included in the first set and the 

access control executable is operative to prevent access to the first object in the 

5 absence of the first access control code and the selected information but to enable 

access to the second object without reference to the first access control code or the 

selected information. 

5. The method of claim 4, wherein the software includes a third object 

providing the first set of a plurality of features together with a third set including at 

10 least one feature not included in the first set, the executable being operative to 

prevent access to the third object in the absence of a second access control code 

different from the first access control code and further selected information 

characteristic of the predetermined computer system, the second access control 

code being produced based on the further selected information, the method further 

15 comprising: 

20 

supplying the second access control code to the predetermined 

computer system. 

6. The method of claim 2, wherein the access control executable 

comprises a wrapper for the first and second objects. 

7. The method of claim 1, wherein the first access control code is a 

decryption key produced from the selected information. 

8. The method of claim 1, wherein the first access control code is an 

executable required for decrypting at least a portion of the software. 
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9. The method of claim 1, wherein the first access control code is a 

watermark in an object supplied to the predetermined computer system. 

10. The method of claim 1, wherein the software includes transaction 

information relating to a transaction by which the software is supplied to the user, 

5 and the access control object is operative to prevent the at least some usage of the 

software in the absence of the transaction information in the software. 

11. The method of claim 1, wherein the transaction information is supplied 

as a watermark in the software. 

12. The method of claim 1, further comprising the steps of storing the first 

10 access control code at a location in the computer system apart from a location at 

which the software is stored therein. 

13. The method of claim 1, further comprising receiving at a server a 

request from the user to purchase rights to predetermined usage of the software, 

receiving at the server the selected information characteristic of the predetermined 

15 computer system, obtaining payment information from the user assuring payment for 

the rights and supplying the first access control code from the server to the 

predetermined computer system in response to receipt of the payment information. 

14. The method of claim 13, further comprising supplying a system 

information collection code from the server to the predetermined computer system, 

20 the system information collection code being operative to obtain the selected 

information characteristic of the predetermined computer system. 
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15. The method of claim 13, wherein the software includes data defining a 

notifier which the software causes to be displayed by means of the predetermined 

computer system, the notifier conveying information required by the user for ordering 

rights to predetermined usage of the software and enabling entry of first transaction 

5 information required for the purchase of the rights, the software being operative to 

obtain the selected information from the predetermined computer system in 

response to entry of the payment information and to cause the predetermined 

computer system to transmit the selected information and the first transaction 

information to the server. 

10 16. The method of claim 15, wherein the software is operative to reference 

information in an operating system of the predetermined computer system identifying 

a language selected for providing outputs to a user and to cause the software to 

provide such outputs in the selected language. 

17. The method of claim 15, wherein the software is supplied as a software 

15 copy on a storage medium for distribution to the user, the software including an 

identification code identifying the software copy, the software is operative to transmit 

the identification code to the server, the server being operative to produce the first 

access control code based on the identification code. 

18. The method of claim 15, wherein the software is supplied by data 

20 communication from a server to the predetermined computer system in response to 

a request, the request including second transaction information, the server being 

operative to insert transaction identification information in the software based on the 

second transaction information. 
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19. The method of claim 18, wherein the server is operative to insert the 

transaction identification information in the software as a watermark. 

20. The method of claim 18, wherein the server is operative to produce the 

first access control code based on the second transaction information. 

5 21. The method of claim 20, wherein the server is operative to supply the 

first access control code with an identifying watermark. 

22. The method of claim 1, wherein the software comprises a first data 

object. 

23. The method of claim 22, wherein the first data object includes a first set 

10 of features and a second set of features, the first set of features being encrypted and 

the second set of features being unencrypted, and wherein the step of supplying 

software comprises supplying a driver executable to the predetermined computer 

system, the driver executable including first code for accessing the first data object 

and decryption code for controlling decryption of the first data object. 

15 24. The method of claim 22, wherein the first data object is encrypted, the 

step of supplying software including supplying a driver executable to the 

predetermined computer system, the driver executable including first code for 

accessing the first data object and decryption code for decrypting the accessed first 

data object. 

20 25. The method of claim 24, wherein the driver executable is operative to 

receive a request for the first data object from an operating system of the 

predetermined computer system and to transfer the request to a preexisting driver of 
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the predetermined computer system, the driver executable being further operative to 

receive the first data object from the preexisting driver, to decrypt the first 

predetermined object and supply the decrypted first predetermined object to the 

operating system. 

26. The method of claim 25, wherein the first data object includes a 

predetermined identifier therein and the driver executable includes second code for 

detecting the presence of the predetermined identifier in the first data object, the 

decryption code being operative to decrypt the first data object in response to the 

presence of the predetermined identifier therein. 

10 27. The method of claim 26, wherein the driver executable is operative to 

transfer a file from the preexisting driver to the operating system without modification 

in the absence of the predetermined identifier in the file as received from the 

preexisting driver. 

28. The method of claim 24 wherein the first data object provides a first set 

15 of a plurality of features, the software further comprising a second data object 

providing a second set of a plurality of features including some, but less than all, of 

the features included in the first set, and a usage authorization package including 

information identifying authorized usages of the first and second data objects, the 

driver executable being operative to selectively enable usage of the first and second 

20 data objects based on the usage authorization package. 

29. The method of claim 28, wherein the driver executable is operative 

upon a first request for access to the first or second data object to return a dialog box 
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object for displaying a dialog box to the user, the dialog box providing the user with 

options for accessing the first and second data objects on a pay and/or no-pay basis. 

30. The method of claim 29, wherein the driver executable is operative 

upon the first request for access to the first or second data object to reference 

5 information in the operating system identifying a display language selected for 

producing displays to a user and to provide the dialog box with text in the display 

language. 

31. The method of claim 22, wherein only a portion of the first data object 

is encrypted, and wherein the step of supplying software comprises supplying a 

10 driver executable and a usage authorization package to the predetermined computer 

system, the usage authorization package including information identifying authorized 

usages of the first data object, the driver executable being operative to access the 

first data object and to transfer the first data object to an operating system of the 

predetermined computer system, wherein the driver executable selectively decrypts 

15 the portion of the first data object before transferring the first data object to the 

operating system based on the usage authorization package. 

32. The method of claim 22, wherein the step of supplying software 

comprises supplying a driver executable to the predetermined computer system, the 

driver executable including first code for accessing the first data object in response 

20 to a request from an operating system of the predetermined computer system and 

being operative to determine whether a requested action utilizing the first data object 

is authorized, the driver executable being operative to block execution of the 

requested action when the same is not authorized. 
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33. The method of claim 32, wherein the driver executable is operative to 

block execution of the requested action by hooking a routine of an external 

executable required for performing the requested action. 

34. The method of claim 22, wherein the software comprises a second 

5 data object, wherein the method further comprises producing the second data object 

from the first data object by reducing the information content of the first data object. 

35. The method of claim 34, wherein the second data object is produced 

by eliminating data from the first data object. 

36. The method of claim 34, wherein the second data object is produced 

10 by adding noise to the first data object. 

37. The method of claim 34, wherein the second data object is 

produced by filtering the first data object. 

38. The method of claim 34, wherein the second data object is produced 

by encrypting portions of the first data object. 

15 39. The method of claim 22, wherein the software comprises a second 

20 

data object, and wherein the method further comprises producing the first data object 

from the second data object by adding data to the second data object. 

40. The method of claim 1, wherein the software comprises a first 

executable object. 

41. A software package comprising: 

a first object providing a first set of a plurality of features; 
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a second object providing a second set of a plurality of features 

including some, but less than all, of the features included in the first set; and 

an access control portion affording selective access to the first software 

object and/or the second software object. 

42. The software package of claim 41, wherein the first and second objects 

are executables. 

43. The software package of claim 41, wherein the first and second objects 

are data objects. 

44. A software package, comprising: 

10 a first object providing a first set of a plurality of features, the first object 

being encrypted; and 

a second object providing a second set of a plurality of features 

including some, but less than all, of the features included in the first set, the second 

object being unencrypted. 

15 45. A driver executable, comprising: 

first code for accessing a requested file from a storage device; 

second code for detecting the presence of a predetermined identifier in 

the accessed file; and 

decryption code for decrypting at least a portion of the accessed file in 

20 response to detection of the predetermined identifier therein. 

46. A software package, comprising: 

a first executable object; and 
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a wrapper for the first executable object, the wrapper being operative to 

erase predetermined software from the first executable object when it has been 

loaded in running format in memory. 

47. The software package of claim 46, wherein the predetermined software 

5 comprises an import table. 

10 

48. The software package of claim 46, wherein the predetermined software 

comprises relocation information. 

49. The software package of claim 46, wherein the predetermined software 

comprises a directory pointer. 

50. The software package of claim 46, wherein the predetermined software 

comprises an entry point pointer. 

51. The software package of claim 46, further comprising usage 

information defining at least one permitted use of the first executable object, the 

wrapper being operative to reference the usage information to control usage of the 

15 first executable object. 

52. The software package of claim 51, wherein the first executable object 

is operative to access a file external to the software package and the wrapper is 

operative to control usage of the first executable object to access the external file 

based on the usage information. 

20 53. The software package of claim 52, wherein the external file is 

encrypted and the wrapper is operative to control decryption of the external file. 
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54. The software package of claim 51, wherein the wrapper is operative to 

detect an unauthorized request for access to the external file and upon such 

detection to control the display of a dialog box to a user soliciting payment for the 

requested access. 

55. A software package, comprising: 

a first executable object; and 

a wrapper for the first executable object; 

the first executable object being operative, while running, to access a 

feature of the wrapper; 

10 the wrapper being operative to supply the feature to the first executable 

object when the feature is accessed thereby. 

56. The software package of claim 55, wherein the first executable object 

is operative to access a print control feature of the wrapper, and the wrapper is 

operative to control execution of a print feature in response to access of the print 

15 control feature thereof by the first executable object. 

20 

57. The software package of claim 55, wherein the first executable object 

is operative to access a copy control feature of the wrapper, and the wrapper is 

operative to control execution of a copy feature in response to access of the copy 

control feature thereof by the first executable object. 

58. The software package of claim 55, wherein the first executable object 

is operative to access a read-file control feature of the wrapper, and the wrapper is 
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operative to control execution of the read file feature in response to access of the 

read-file control feature thereof by the first executable object. 

59. The software package of claim 55, wherein the wrapper is operative to 

control execution of a decryption feature in response to the access by the first 

5 executable object. 

60. The software package of claim 55, wherein the first executable object 

includes at least one record storing an address of the wrapper, the first executable 

object being operative to access the feature of the wrapper by transferring program 

execution control to the address of the wrapper. 

10 61. The software package of claim 60, wherein the wrapper is operated to 

15 

supply the feature by calling an executable routine external to the software package. 

62. A software package, comprising: 

a first executable object, and 

a wrapper for the first executable object; 

the first executable object being operative to call a predetermined 

feature external thereto; 

the wrapper being operative upon a call of the predetermined feature 

by the first executable object to transfer program execution control to a 

predetermined address within the wrapper to control access by the first executable 

20 object to the predetermined feature. 
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63. The software package of claim 62, wherein the first executable object 

stores an address record for an address of software providing the predetermined 

feature, and the wrapper is operative to store an address of the wrapper in the 

address record. 

64. The software package of claim 63, wherein the first executable object 

stores the address record in an import table including a plurality of address records 

for calling a plurality of routines external to the software package, the wrapper being 

operative to resolve the addresses of the plurality of routines and to insert a 

predetermined one of the routine addresses as the address record in the import 

10 table. 

15 

20 

65. The software package of claim 64, wherein the wrapper is operative to 

insert each of a plurality of the routine addresses in a respective one of the plurality 

of address records in the import table. 

66. A software package, comprising: 

a software object having a first set of features and a second set of 

features, the first set of features being encrypted and the second set of features 

being unencrypted; and 

a signature readable by a predetermined executable serving to control 

access to the encrypted first set of features. 

67. The software package of claim 66, wherein the software object 

comprises an executable. 
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68. The software package of claim 66, wherein the software object 

comprises a data object. 

69. The software package of claim 68, wherein the data object comprises 

music data. 

70. The software package of claim 69, wherein the music data is encoded 

as a plurality of frequency coefficients produced by a discrete cosine transform, the 

coefficients including relatively low frequency coefficients and relatively high 

frequency coefficients, the relatively high frequency coefficients being encrypted and 

the relatively low frequency coefficients being unencrypted_ 

71. The software package of claim 69, wherein the music data is arranged 

in a plurality of subbands, at least some of the subbands of data being encrypted 

and others of the subbands being unencrypted. 

72. The software package of claim 69, wherein the music data is frequency 

domain data, at least some of the frequency domain data being encrypted and other 

15 of the frequency domain being unencrypted. 

73. The software package of claim 68, wherein the data object comprises 

image data. 

74. The software package of claim 73, wherein the image data is encoded 

as a plurality of frequency coefficients produced by discrete cosine transform, the 

20 coefficients including relatively low frequency coefficients and relatively high 

frequency coefficients, the relatively high frequency coefficients being encrypted and 

the relatively low frequency coefficients being unencrypted. 
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75. The software package of claim 73, wherein the image data comprises 

color components, at least some of the color components being encrypted. 

76. The software package of claim 75, wherein at least one of the color 

components is unencrypted. 

77. The software package of claim 75, wherein the image data further 

comprises an unencrypted luminance component, and wherein all of the color 

components are encrypted. 

78. The software package of claim 73, wherein the image data comprises 

line data, at least some of the line data being encrypted. 

79. The software package of claim 73, wherein the image data is arranged 

in a plurality of lines, at least portions of some of the lines being encrypted and at 

least other portions of other lines being unencrypted. 

80. The software package of claim 73, wherein the image data is arranged 

at least in part as a plurality of blocks, at least one of the blocks being encrypted. 

81. An executable object, comprising: 

a first code portion comprising first predetermined instructions; and 

a second code portion comprising loading instructions required for 

loading the first code portion in a memory of a computer system to be programmed 

thereby, the second code portion being operative to control the computer system to 

20 erase the loading instructions from memory upon loading the first code portion in 

memory. 
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82. A computer system, comprising: 

a processor; 

a memory; 

an instruction input device; and 

an executable object stored in the computer system, the executable 

object having a first code portion comprising first predetermined instructions for 

execution by the processor, and a second code portion including loading 

instructions, the processor being operative upon receipt of a predetermined 

instruction from the instruction input device to load the second code portion in the 

10 memory, the processor being operative under the control of the loading instructions 

15 

to load the first code portion in the memory and operative under the control of the 

second code portion to erase the loading instructions from the memory upon loading 

the first code portion in memory. 

83. A computer system, comprising: 

a processor; 

a memory; 

an instruction input device; and 

a software package stored in the computer system, the software 

packing having a first object providing a first set of a plurality of features, a second 

20 object providing a second set of a plurality of features including some, but less than 

all, of the features included in the first set, and an access control portion; the 
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processor being operative to load the software package in the memory, the 

processor being further operative to request access to a selected one of the first and 

second objects in response to a predetermined instruction from the instruction input 

device, the access control portion being operative to selectively control access to the 

5 selected object. 

84. A computer system, comprising: 

a processor; 

a memory; 

an instruction input device; 

10 a storage device storing a file; 

an operating system; 

a driver executable; and 

a device driver serving to control access to the storage device; 

the instruction input device being operative to input a first request for 

15 access to the file; 

the operating system serving to control the processor to direct a 

second request for the file to the driver executable in response to the first request for 

access; 

the driver executable being operative in response to the second 

20 request to control the processor to direct a third request for the file to the driver; 
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the driver being operative in response to the third request to control the 

processor to read the file from the device to the memory and thereupon return 

control of the processor to the driver executable; 

the driver executable being operative upon return of control thereto to 

5 control the processor to examine the file in memory to detect the presence of a 

predetermined identifier in the file and to decrypt at least a portion of the file in 

response to detection of the predetermined identifier therein. 
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MANAGEMENT INI'ERFACE AND FDRMAT FDR LICENSE MANAGEMENT SYSTEM 

BACKGROUND OF THE INVENTION 

This invention relates to methods of operation of computer systems, and 

more panicularly to a method and system for managing the licensing of software 

executed on computer systems. 

In U.S. Patent 4,937,863, issued to Robert. Chase and Schafer and assigned 

to Digital Equipment Corporation. the assignee of this invention. a Software 

Licensing Management System is disclosed in which usage of licensed software 

may be monitored in a computer system to determine if a use is within the scope 

of a license. The system maintains a database of licenses for software products, 
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delivering the license document may be in the form of a network, or may be a 

phone line using modems. or may include physical delivery by disks or CD RO Ms, 

for example. Likewise, the method of delivery of the software products being 

licensed, i.e., the applications programs 17 to be executed on the CPUs 16, is not 

material to the license management facility of the invention; the products are 

delivered by some appropriate means, e.g.t the communications link 30 and the 

networks 21 and 22, by CD ROMs or disks physically distributed. etc. 

Although shown in Figure 1 as operating on a distributed system, in the 

simplest case the license management facility of the invention may be operated 

on a single CPU. The license management program 11 and the applications 

program 17 may be executing on the same CPU, in which case the license 

document would be stored in a database 23 as before, on this CPU, and the calls 

from the unit 18 to the license server would be local instead of RPCs. As in the 

distributed system. however, the licensed product would still not have access to the 

license document, but instead could only make inquires to the server program, 

even if all are executing on the same CPU. 

In operation of the distributed system of Figure 1, the producer 28 gives the 

issuer 25 authority to grant licenses on its behalf (the producer and issuer can be 

a single entity or multiple entities). The license document generator program 26, 

under control of a user (a person), generates a license (usually the result of 

negotiation between the user of program 26 and a user of the server 10). This 

license is called a product use authorizatiofit and it is transmitted by the link 30 

to the server 10. The license management program in the server 10 stores the 

product use authorization in the database 23t and, if delegation is an authorized 

option, may distribute pans of the authorized use to the delegatee servers 13, 

« 
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where it is likewise stored in a database. Thereafter, administration of the license 

is only in response to inquiries from user nodes 16. When execution of a program 

17 begins. the unit 18 is invoked to check on the availability of a license for this 

particular node. The unit 18 sends (as by an RPC) a request to the license 

management program 14 (or 11 if there is no delegatee ), where the product use 

authorization stored in database 23 is checked to see if use is authorized. lf so, 

a return is sent to the user node 16, granting permission to continue. When the 

program 17 has finished executing, the unit 18 again is invoked to signal to the 

license management program, again by an RPC, that the authorization is released, 

so the license management program can take appropriate action, e.g., log the use 

in log 24, etc. 

To implement these operations, the license management program 11 or 14 

contains several functions, including a client interface 31, a database interface 32, 

a management interface 33, and an interserver interface 34 for communicating 

with the delegatees 13 (if any). The client interface 31, as described below, 

handles the requests received from the user nodes 16, and returns resulting from 

these requests. The database interface 32 handles the storing and retrieval of 

license information in the database 23, and logging license usage activity to log 24, 

and retrieval of this data. The management interface 33 handles the tasks of 

receiving the product use authorizations from the issuer 25 and maintaining the 

database 23 via the database interface 32. The interserver interface 34 handles 

the task of communicating with the delegatee servers 13, including transmitting the 

assigned parts of the product use authorizations, or communicating with other 

license servers that may be separately executing the license management function; 

for example, calls for validating calling cards may be made to another such server. 
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If there are no delegatees or no other license servers, then of course the 

interserver interface 34 has no function, and is idle. 

The license document or "product use authorization" forming the basis for 

the license management activity of the program 11 on the server 10 may be 

illustrated as a data structure containing the information set forth in Figure 2; in 

actual practice the product use authorization is preferably a more abstract data 

arrangement, not in such a rigidly structured format as illustrated. For example, 

the product use authorization as well as similar documents stored in the database 

23, or passed between components of the system of Figure 1, may be of the so

called tag-length-value data format, where the data structure begins with an 

identifying tag (e.g., PUA or product use authorization) followed by a field giving 

the length, followed by the value itself (the content). One type of data treatment 

using this tag-length-value format is an international standard referred to as ASN.1 

or Abstract Syntax Notation. In any event, the document 35 illustrated in Figure 

2 is merely for discussing the various items of data, rather than representing the 

way the information is stored. Some of the fields shown here exist at some times 

and not others, and some are optional; the product use authorization may also 

include additional fields not shown or discussed here. Also it should be noted that 

copies of pans of this type of document are made for the delegatees, so this 

representation of Figure 2 is a composite of several documents used in the system 

of Figure 1. The document 35 includes fields 36 identifying the software product 

by product name, producer, version numbers, release date, etc. The issuer 25 is 

identified in field 37, and the licensee (usually the owner of the license server 10) 

identified in field 38. The essential terms of the license grant are then defined in 

fields 40-46. The start date and end date are specified in fields 40: these store the 

exact time (date, hour. minute, second, etc.) when the license becomes valid and 
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when it ends, so licenses may be granted to start at some future time and to end 

at a particular time. Note that the previous practice has been to specify only the 

ending date, rather than also a start date as employed here. Each of the nodes, 

including issuer 25, servers 10 and 13, and user nodes 16, maintain a time value 

by a local clock referenced to a standard, so inherent in the license management 

facility is the maintaining of a time standard to compare with the start and end 

date information in the fields 40. The units granted are specified in field 41; the 

units are an arbitrary quantitative measure of program usage. In a delegatee 

server 13, the units field 41 will have some subset of the units field in the original 

product use authorization. As units are granted to users 16 or delegated, the 

remaining units available for grant are indicated in a subfield 42 in the copy of the 

document used by the server. The management policy occupies fields 43-46, and 

includes style, context, duration and LURDM (license use requirements 

determination method), as will be explained. The style field 43 specifies whether 

the licensed units are controlled by an "allocative" style or "consumptive" style, or 

some other "private" algorithm. where styles are ways used to account for the 

consumption or allocation of the units. The context field 44 specifies the location 

and environment in which product use or license management occurs, i.e., a CPU 

or an individual user or a network, etc. Duration field 45 indicates whether the 

license granted to a user is by assignment, by transaction, or immediate. The 

LURDM field 46 indicates the license use requirements determination method, 

in some cases using a license use requirements table (LURT) seen as field 47, as 

will be described. 

Additional fields 48-54 in the product use authorization 35 of Figure 2 

define features such as delegation authorization, calling authorization, overdraft 
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authorization, combination authorization, token, signature. checksum, etc. These 

-will be described in the following paragraphs. 

If the delegation field 48 is true, a license server 10 may distribute license 

units to multiple servers 13. A time limit may be imposed, i.e .• units can be 

delegated to other hardware systems until they time out. Delegation allows an 

administrator to distribute units to improve response time and increase the 

resilience of the system. For example, the communication network 21 may include 

a satellite link to a remote facility where the local server 13 has a number of 

clients or users 16. in which case the calls to the server 13 would be completed 

much quicker than would be the case if calls had to be made to the server 10. 

Also, delegation may be used as a method of allocating licensed units within a 

budget for administrative purposes. Usually the delegation authorization is a 

feature that is priced by the issuer, i.e., a license granting 1000 units with 

delegation authorization is priced higher than without this authorization. 

The field 49 contains a calling authorization and/or a caller authorization. 

If the caller authorization in field 49 is true, the product is permitted to receive 

calls from other named products requesting use of the product, and if conditions 

are met (identified caller is authorized) the server can grant a calling card, as 

described below. If the calling authorization is true, the product can make calls 

to other products. If neither is true, then the product can neither make or receive 

calls using the calling card feature. Referring to Figure 1, if product 17a wishes 

to make a remote procedure call to a feature of product 17b running on a 

different user node 16, it makes a call to its server 13 including a request for a 

calling card, and, if permitted, the return to product 17a includes a calling card 

49a. The product 17a then makes a call to product 17b in the usual manner of 
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RPCs, sending along the calling card 49a, which the product I 7b then verifies by 

a call to its server 13 before executing the called procedure and issuing its return 

to product l 7a. The feature of calling cards is important for distributed 

applications. For example, if a product is able to execute faster in a distributed 

system by assigning tasks to other CPUs, then the issue is presented of which 

license policy is needed, i.e., does every node executing a part of the task have to 

be licensed and consume or receive allocation of a unit, or just the one managing 

the task? This is resolved for most applications by use of this calling card concept. 

The product use authorization for such a product has the calling authorization 

field 49 enabled, so calling cards can be issued. This feature is typically separately 

priced. 

The combination authorization field 50 of Figure 2 determines whether or 

not license requests from a user node 16 can be satisfied by combining units from 

multiple product use authorizations. It may be advantageous to purchase licenses 

with different policy values, and use units from certain product use authorizations 

only for overflow or the like. Or, for other reasons, it may be advantageous to 

"borrow" and "lend" units among delegated servers or user nodes. This function 

is permitted or denied by the content of field 50. 

The overdraft field 51 determines whether or not a requested allocation 

from a user node 16 will be nevertheless granted, even though the units available 

field 42 is zero or too small to permit the requested use. Overdrafts can be 

unlimited, or a specific overdraft pool can be set up by a server 10, for a 

customer's internal administrative purposes. That is, the overdraft value may be 

unlimited in the original license, but limited or zero for internally distributed 

copies of the license. Thus, the product use authorization sent by the issuer 25 to 
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the customer may have overdrafts permitted by the field 51. but the customer may 

deny overdraft permission for its own budgeting purposes. In any event. if 

overdraft is permitted, additional fees have to be paid to the issuer at some 

accounting period, when the logged usage from log 24 indicates the available units 

have been exceeded. If overdraft is denied, then the units 18 of the user nodes 

making request allocations are structured to inform the products 17 that a license 

grant is not available. The intent is not to prevent the application program from 

running; the license server merely informs the application whether or not the 

license manager determines that it is authorized to run. The application can itself 

be structured to shut itself down if not authorized to run. or it can be structured 

to shut down certain functions (e.g., ability to save files, ability to print, etc.), or 

it can be structured to continue in a fully functional manner. The purpose of the 

license management facility is not that of enforcement, nor that of "copy 

protection", but instead is merely that of license management. 

An optional token field 52 is available in the product use authorization 35 

of Figure 2. This field can contain comments or other information desired by the 

issuer or user. For example, a telephone support number may be included in the 

token field. then when the product 17 shows its "help screen" the number is 

inserted. This number would be part of the argument. i.e., data transmitted to the 

user node 16, when the server 10 makes a return following a request allocation 

message from the user. This field may also be used to store information used in 

a "private" style, where the information from this field returned to the user node 

is employed by the application program 17 or the stub 19 to determine if the 

application can be activated. 
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The signature field 53 in the product use authorization 35 is a part of a 

validation mechanism which provides important features. This field contains a 

digital signature encoded to reflect the data in the license itself, as well as other 

encoding methods not known to customers, so it cannot be duplicated unless the 

encoding algorithm is known. In a preferred embodiment, a so-called 

"public/private key" system of encoding is used for the signature field 53. The 

encoding algorithm used to generate the signature 53 is known to the issuer 25, 

using a private key, and anyone knowing the public key can decode the signature 

to determine if it is valid but cannot determine the encoding algorithm so it 

cannot produce a forged signature. So, if the server 10 knows the public key 

which is unique to the issuer 25, it can determine if a license document 35 is 

genuine, but it cannot itself generate license documents. However, if the server 

possesses a valid license document that gives it the right to delegate, then it will 

be assigned its own private key (different from all other issuers or servers) and its 

delegatees 13 will be able to determine if a valid delegated license is delivered to 

them as they will be given the public key for the servers 13. The field 53 will 

thus contain both the original signature from the issuer 25 and the license server's 

signature when delivered to a delegatee 13. The decoding algorithm using a 

public key for any signatures is thus used by the license server 10 or delegatee 13 

to make sure a product use authorization 35 is authentic before it is stored in the 

database 23. Related to the digital signature 53 is a checksum field 54, which 

merely encodes a value related by some known algorithm to the data in the 

product use authorization 35 itself. This field may be used merely to check for 

corruption of the data as it is stored, recalled, and transmitted within the system. 

That is, the checksum is used for data validation rather than security. 
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Two concepts central to the license management system implemented using 

the license document or product use authorization 35 of Figure 2 are the "license 

units". specified in field 41 or 42 and the "context", specified in field 44. License 

units are an abstract numerical measure of product use allowed by the license. 

When a product 17 (or a function or feature of a product) makes a license

checking request, the license management program 11 on server 10 computes how 

many license units are required to authorize this particular use of the product, and 

this is the license units requirement, in some cases using the LURDM field 46. 

A "context" is a set of tagged values which define the location and environment 

in which product use or license management occurs. Context values may be 

specified in field 44 of the product use authorization 35 of Figure 2 to restrict the 

environments in which the license may be managed and in which product use may 

occur. A context template may also be specified in the field 44 to indicate which 

parts of the complete context of product use (sub-contexts) are significant in 

differentiating product uses for the purposes of unit allocation; when this is 

specified, it allows separate product uses to share license units in a controlled way. 

The two general types of policies specified in field 43 are allocative and 

consumptive. An allocative policy grants to the holder a specific number of 

license units (field 41) and specifies the policy which must be used to account for 

the allocation of these units. A software product 17 which is being managed by 

an allocative license will require verification that the appropriate number of 

license units have been allocated to it prior to performing services to the user. 

Typically, this allocation of units occurs either at the time of activation of the 

product 17 or at the time that product use is enabled on a particular platform 

(user CPU 16}. The units typically remain allocated to the product 17 throughout 

the period that the product is running or is enabled to run. Cpon termination of 
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processing or disabling, the allocated units are deallocated and made available for 

allocation to other instances of the software product 17 (other users 16 activating 

the product). In general, as long as any license units remain unallocated in field 

42, the holder of the license is contractually authorized to increase his utilization 

of the licensed product. The usage does not deplete the license, however, as the 

units are returned to the units-available field 42 after a user is finished, and can 

be granted again to another user. 

A consumptive unit based license, indicated in policy field 43, grants to the 

holder a specific number of initial license units (from field 42) and specifies the 

policy used to account for the consumption of those units. A software product 17 

which is being managed by a consumptive license will cause an appropriate 

number of license units to be consumed to reflect the services provided by the 

product. Once consumed, units cannot be reused. Thus, the number of units 

available for future use declines upon every use of the licensed software product 

17. This may also be referred to as a "metered" policy, being conceptually similar 

to measured consumption of electricity, water, etc. When the number of available 

units in field 42 reaches zero, the license may require that further use of the 

product is prohibited, or, the agreement may permit continued decrementing of 

the number of available units; the result is the accumulation of a negative number 

of available units in the field 42. It is anticipated that most consumptive unit 

based licenses will consider negative units to represent an obligation of the license 

holder to pay the license issuer 25. The transaction log 24 maintains an audit trail 

for providing a record of the units used in a consumptive license. 

Referring to Figure 3, the major elements of the management policy are 

set forth in a table, where the possible entries for the fields 43, 44, 45 and 46 are 
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listed. For the style entry 43, the possibilities are allocative and consumptive as 

just described, plus a category called "private" which represents a style of 

management undefined at present but instead to be created especially for a given 

product, using its own unique algorithm. It is expected that most licenses may be 

administered using the named alternatives of Figure 3, but to allow for future 

expansion to include alternatives not presently envisioned, or to permit special 

circumstances for unique software, the "private" choices are included, which merely 

mean that the product 17 will generate its own conditions of use. It is important 

to note that, except for the "private" alternative, the license management is totally 

in control of the license management program 11 on the license server 10 (or 

delegatee 13 ), rather than at the product 17. All the product 17 does, via the unit 

18. is to make the request inquiry to the server 10 via the client interface 31, and 

report when finished. 

The context field 44 specifies those components (sub-contexts) of the 

execution-context name which should be used in determining if unit allocations are 

required. License data is always used or allocated within, or for the benefit of, 

some named licensing context, and context can include "platform contexts" and 

"application contexts". Platform contexts are such things as a specific network, an 

execution domain. a login domain, a node, a process ID or a process family, a user 

name, a product name, an operating system. a specific hardware platform, as listed 

in Figure 3. Applications contexts are information supplied from the application 

(the product 17), such as may be used in a "private" method of determining license 

availability. The context name can use several of these. in which case the context 

name is constructed by concatenating the values of all subcontexts into a single 

context name, e.g., a VAX 3100 platform using VMS operating system. 
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The duration field 45 defines the duration of an allocation of license units 

to a specific context or the duration of the period which defines a valid 

consumptive use. For durations of type 'i\.ssignment," the specification of a 

reassignment constraint is also provided for, as discussed below. There are three 

types of duration, these being "transaction," "assignment" and "immediate" as seen 

in Figure 3. 

The transaction duration type, when specified for an allocative policy, 

indicates that license units should be allocated to the specified context upon 

receipt of a license request and that those units should be deallocated and 

returned to the pool of available units upon receipt of a corresponding license 

release from a user node 16. Abnormal termination of the process or context 

having made the original license request will be semantically equivalent to a 

license release. On the other hand, when specified for a consumptive policy, this 

duration type indicates that license units should be allocated to the specified 

context upon receipt of a license request and permanently removed from the 

available units pool (field 42) upon receipt of a license release which reflects 

successful completion of the transaction. Upon receipt of a license release which 

carries an error status or upon abnormal termination of the processor context 

having made the original license request, the allocated units will be deallocated 

and returned to the pool of available units (field 42). 

The assignment duration type in Figure 3 (field 45 of Figure 2) imposes the 

constraint that the required units must have been previously assigned to a specific 

context. The sub-contexts which must be specified in the assignment are those 

given in the context-template. A "reassignment constraint" may be imposed, and 

this is a limitation on how soon a reassignment can be made. For example, a 
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reassignment constraint of 30-days would require that units assigned to a specific 

context could not be reassigned more often than every 30-days; this would prevent 

skirting the intent of the license by merely reassigning units whenever a user of 

another context made a request allocation call for the product. Related to this 

assignment constraint. a "reallocation limit" may also be imposed, to state the 

minimum duration of an allocation; where there is a context template of process, 

the intent is to count the number of uses of the software product at a given time, 

but where software runs in batch rather than interactive mode it may run very 

quickly on a powerful machine. so a very few concurrent uses may permit almost 

unlimited usage • by imposing a reallocation constraint of some time period, this 

manner of skirting the intent of the license may be constrained. 

The immediate duration type {field 45 of Figure 2) is used to indicate that 

the allocation or consumption of an appropriate number of license units from the 

pool of available units (field 42) should be performed immediately upon receipt 

of a license request. Receipt of license release or abnormal terminations will then 

have no impact on the license management system. When specified as the 

duration for an allocative policy, the effect will be simply to check if an 

appropriate number of license units are available at the time of a license request. 

When specified as the duration for a consumptive policy, the effect will be to 

deduct the appropriate number of license units from the available pool at the time 

of a license request, and, thereafter, abnormal termination, such as a fault at the 

user CPU 16 or failure of the network link, will not reinstate the units. 

The LURDM or license unit requirement determination method, field 46, 

has the alternatives seen in Figure 3 and stores information used in calculating the 

number of units that should be allocated or consumed in response to a license 
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request. If this field specifies a table lookup kind, this means license unit 

requirements are to be determined by lookup in the LURT (field 47) which is 

associated with the current license. If a constant kind is specified, this indicates 

that the license units requirements are constant for all contexts on which the 

licensed product or product feature may run. A private LURDM specifies that 

the license unit requirements are to be determined by the licensed product 17, not 

by the license management facility 11. The license unit requirements tables 

(LURTs) provide a means by which issuers of licenses can store information 

describing the relation between context (or ra.N selector) and unit requirements. 

The license units requirements determination method (LURDM) must specify 

"table lookup" for the LURT to be used, and if so a ra.N selector must be 

specified, where a valid row selector is any subcontext, e.g., platform ID, user 

name, time of day, etc. An example of an LURT fragment is shown in Figure 4, 

illustrating the license unit requirements table mechanism. In this example, the 

raw selector is "platform-ID" so the platform-ID value determines which row is 

used. The issuer of this LURT of Figure 4 has established three unit requirement 

tiers for use in determining the unit requirements for that issuer's products. The 

reason for the tiers is not mandated by the license management system, but the 

issuer 25 (actually the user of the program 26) would probably be establishing 

three pricing tiers, each reflecting a different perspective on the relative utility of 

different platforms in supponing the use of various classes of product 17. The 

first column in Figure 4, Column A, specifies the use requirements for a class of 

products whose utility is highly sensitive to the characteristics of the specific 

platform on which they are run. This can be seen by observing that the unit 

requirements are different for every row in Column A Products which use the 

second column (Column B) appear to have a utility which is more related to the 

class of platform on which they run. This is indicated by the fact that all the PC 
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platforms share a single value which is different from that assigned to the VAX 

platform. The final column (Column C) is for use with a class of products which 

is only supported on the VAX platform. Figure 4 is of course merely an example, 

and the actual LCRT created by the license document generator 26 and stored 

in the license database 23 (as field 47 of the product use authorization 35) can be 

of any content of this general format, as desired by the license issuer. 

Instead of always selecting the rows in LURT tables according to the 

platform ID of the execution platform, in order to handle the breadth of business 

practices that need to be supported by the license management facility, the LURT 

mechanism is extended by providing a "row selector" attribute in the LURT class 

structure. No default is provided although it is expected that the normal value for 

the row selector attribute will be "platform ID." 

In the system of patent 4,937,863, a concept similar to that of the LURT 

of Figure 4 was provided, with rows selected by the platform ID and columns 

selected by some arbitrary means, typically according to product type. The system 

of this invention allows flexibility in the selection of both LURT row and column 

while continuing to provide backwards compatibility for licenses defined within the 

constraints of patent 4,937,863. 

Some examples will illustrate potential uses for the row selector attribute. 

A customer may only want to pay for the use of a product during one or two 

months of the year; the product may be FORTRAN and the reason for this 

request may be that the company has a fairly stable set of FORTRAN subroutines 

that are given regular "annual maintenance" only during the months of May and 

June. To handle this customer's needs. the FORTRAN product would generate 
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an application subcontext which would contain a value representing the month of 

the year. Then, a LURT table would be defined with twelve rows, one for each 

month of the year. In some column, probably column A. a negative one ( · l) 

would be placed in each month except for May and June. These two months 

would contain some positive number. The product use authorization would then 

have a LURDM field specifying a LURT for use to determine the units 

requirement, and would name this custom LURT table. The effect would be that 

the PUA could only be used during the months of May and June since negative 

one is interpreted by license managers to mean "use not authorized." This 

mechanism could also be used to do "time of day" charging. Perhaps charging 

fewer units per use at night than during the day. Also, if a subcontext was used 

that contained a year value, a type of license would be provided that varied in its 

unit requirements as time passed. For instance, it might start by costing 10-units 

per use in 1991 but then cost one unit less every year as time passed, eventually 

getting to the point where the unit requirement was zero. 

Another example is font names. A specific customer may purchase a 

license giving it the right to concurrent use of 100-units of a large font collection; 

some of the fonts may cost more to use than others. For instance, Times Roman 

might cost 10-units per use while New Century Schoolbook costs 20-units per use. 

The problem is, of course, making sure that charges are properly made. The 

solution is to build a LURT table with a specified application subcontext as its 

row selector. A row is then created for each font in the collection and in Column 

A of the LURT, the number of units required to pay for use of the font would be 

specified. The print server would then specify the name of a font as the value of 

the application subcontext whenever it does an lm_request_allocation() call. This 

will allow charges to be varied according to font name. 
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A further example is memory size. Some products are more or less 

valuable depending on the size of memory available to support them. A software 

vendor wishing to determine unit requirements based on memory size will be able 

to do so by building LURT tables with rows for each reasonable increment of 

memory (probably 1-megabyte increments). Their applications would then sense 

memory size (using some mechanism not part of the license management facility) 

and pass a rounded memory size value to the license manager in a private context. 

Other examples are environment and operating system. Some products 

may be valued differently depending on whether they are being run in an 

interactive mode or in batch. This can be accomplished by building LURT rows 

for each of the standard platform subcontexts that specify environment. 

Regarding operating system, it has been considered desirable by many to have a 

single product use authorization perm.it the use of a product on any number of 

operating systems, this conflicts with some yendors policies who do not want to 

have to create a single price for a product that applies to all operating systems. 

Thus, if an operating system independent license were offered for a C compiler, 

the price would be the same on MS-DOS, VMS, and/or UNIX. Clearly, it can be 

argued that the value of many products is, in part, dependent on the operating 

system that supportS them. By using a row selector of operating system (one of 

the standard platform subcontexts), license designers could, in fact, require 

different numbers of units for each operating system. However, it might be more 

desirable to base the raw selection on a private application subcontext that 

normally had the same value as the operating system subcontext. The reason for 

this is that the license designer riiight want to provide a default value for operating 

system names that were unknown at the time the LURT rows were defined. If 

this is the case, the product would contain a list of known operating systems and 
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pass the subcontext value of "Unknown" when appropriate. The LURT row for 

"Unknown" would either contain a negative one (-1) to indicate that this operating 

system was unsupported or it would contain some default unit requirement. 

Another example is variable pricing within a group. One of the problems 

with a "group" license is that there is only one unit requirements field on the PUA 

for a group. Thus, all members of the group share a single unit requirement. 

However, in those cases were all members of the group can be appropriately 

licensed with a constant unit requirement yet it is desired to charge different 

amounts for the use of each group member, a LURT can be built that has rows 

defined for each group member. The row selector for such a group would be the 

standard platform subcontext "product name." 

Many different types of license can be created using different combinations 

of contexts, duration and policy from the table of Figure 3. As. examples, the 

following paragraphs show some traditional licensing styles which can be 

implemented using the appropriate values of the product use authorization fields 

43-46. 

A "system license" as it is traditionally designated is a license which allows 

unlimited use of a product on a single hardware system. The correct number of 

units must be allocated to the processor in advance and then an unlimited product 

use is available to users of the system. The product use authorization would have 

in the context field 44 a context template for a node name. the duration field 

would be "assignment" and the policy style field 43 would be "allocative". 
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A "concurrent use" license is one that limits the number of simultaneous 

uses of a licensed product. Concurrent use license units are only allocated when 

the product is being used and each simultaneous user of the licensed product 

requires their own units. In this case the context template, field 44, is a process 

ID, the duration field is "transaction" and the policy style 43 is "allocative". 

A "personal use" license is one that limits the number of named users of 

a licensed product. This style of licensing guarantees the members of a list of 

users access to a product. Associated with a personal use type of product use 

authorization there is a list of registered users. The administrator is able to assign 

these users as required up to the limit imposed by the product use authorization; 

the number of units assigned to each user is indicated by the LURDM. It may be 

a constant or it may vary as specified in a LURT. The context template is "user 

name", the duration is "assignment", and the policy is "allocative". 

A "site license" is one that limits the use of a licensed product to a physical 

site. Here the product use authorization contains for the context template either 

"network name" or "domain name", the duration is "assignment" and the policy 

style field 43 is "allocative". 

Generally. a license to use a software product is priced according to how 

much benefit can be gained from using the product, which is related to the 

capacity of the machine it will run on. A license for unlimited use on a large 

platform such as a mainframe, where there could be thousands of potential users 

at terminals, would be priced at a high level. Here the style would be "allocative", 

the context template ="node", the duration= "assignment" and the LlJRDM may 

be "Column /\' - the units, however, would be large, e.g., 1000. At the other end 
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of the scale would be a license for use on a single personal computer, where the 

field values would be the same as for the mainframe except the units would be "1". 

If a customer wanted to make the product available on the mainframe but yet 

limit the cost, he could perhaps get a license that would allow only five users at 

any given time to use the product; here the fields in the product use authorization 

would be: units = 5; style s allocative; context template = process; duration = 

transaction; LURDM = constant, 1-unit. This would still be priced fairly high 

since a large number of users may actually use the product if a session of use was 

short. A lower price would probably be available for a personal use license where 

only five named persons could use the product, these being identified only in the 

license server 10, not named by the license issuer 25. Here the fields in the 

product use authorization are: units = 5; style = allocative; context template = 

user name; duration = transaction; LURDM = constant, 1-unit. 

An additional feature that may be provided for in the product use 

authorization 35 is license combination. Where there are multiple authorizations 

for a product, license checking requests sent by user nodes 16 may be satisfied by 

combining units from multiple authorizations. Individual product use 

authorizations may prohibit combined use. Thus, a licensee may have a license 

to use a product 17 on an allocative basis for a certain number of units and on a 

consumptive basis for another number of units (this may be attractive from pricing 

standpoint); there might not be enough units available for a particular context 

from one of these licenses, so some units may be "borrowed" from the other 

license (product use authorization), in which case a combination is made. 

The interface between the program executing on the client or user 16 and 

the license server 10 or its delegatees 13 includes basically three procedure calls: 
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a request allocation, a release allocation and a query allocation. Figure 5 

illustrates in flow chart form some of the events occurring in this client interface. 

The request allocation is the basic license checking function, a procedure call 

invoked when a software product 17 is being instantiated, functioning to request 

an allocation of license units, with the return being a grant or refusal to grant. 

Note that a product may use request allocation calls at a number of points in 

executing a program, rather than only upon start-up; for example, a request 

allocation may be sent when making use of some particular feature such a special 

graphics package or the like. The release allocation call is invoked when the user 

no longer needs the allocation. e.g., the task is finished, and this return is often 

merely an acknowledge; if the style is consumptive, the caller has the opportunity 

via the release allocation call to influence the number of units consumed, e.g., 

decrease the number due to some event. The query allocation call is invoked by 

the user to obtain information about an existing allocation. or to obtain a calling 

card, as will be described. 

The request allocation. referred to as Im request allocation(), is a request - -
that license units be allocated to the current context. This function returns a grant 

or denial status that can be used by the application programmer to decide whether 

to permit use of the product or product feature. The status is based on the 

existence of an appropriate product use authorization and any license management 

policies which may be associated with that product use authorization. License 

units will be allocated or consumed, if available, according to the policy statement 

found on the appropriate product use authorization. The product would normally 

call this function before use of a licensed product or product feature. The 

function will not cause the product's execution to be terminated should the request 

fail. The decision of what to do in case of failure to obtain allocation of license 
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units is up to the programmer. The arguments in a request allocation call are the 

product name, producer name, version, release date, and request extension. The 

product name, producer name, version and release date are the name of the 

software product, name of producer, version number and release date for 

specifically identifying the product which the user is requesting an allocation be 

made. The request extension argument is an object describing extended attributes 

of the request, such as units required, LURT column, private context, and 

comment. The results sent back to the calling node are a return code, indicating 

whether the function succeeded and, if not, why not, and a grant handle, returned 

if the function completes successfully, giving an identifying handle for this grant 

so it can be referred to in a subsequent release allocation call or query allocation 

call, for example. 

The release allocation, referred to as lm _release_ allocation(), is an 

indication from a user to the license manager· to release or consume units 

previously allocated. This function releases an allocation grant made in response 

to a prior call to request allocation. Upon release, the license management style 

38 determines whether the units should be returned to the pool of available units 

or consumed. If the caller had specified a request extension on the earlier call to 

request allocation which contained a units-required-attribute, and the number of 

units requested at that time are not the number of units that should be consumed 

for the completed operation. the caller should state with the units-consumed 

argument how many units should be consumed. The arguments of the release 

allocation are: grant handle, units consumed, and comment. The grant handle 

identifies the allocation grant created by a previous call to request allocation. The 

units-consumed argument identifies the number of units which should be 

consumed if the license policy is consumptive; this argument should only be used 
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in combination with an earlier call to request allocation which specified a units 

requirement in a request extension. Omission of this argument indicates that the 

number of units to be consumed is the same as the number allocated previously. 

The comment argument is a comment which will be written to the log file 24 if 

release units are from a consumptive style license or if logging is enabled. The 

result is a return code indicating if the function succeeded, and, if not, why not. 

The query allocation. or Jm _query _allocation(), is used by licensed products 

which have received allocations by a previous request allocation call. The query 

is to obtain information from the server 10 or delegatee server 13 about the 

nature of the grant that has been made to the user and the license data used in 

making the grant, or to obtain a calling card (i.e., a request that a calling card be 

issued). Typically, the item read by this query function is the token field 52 which 

contains arbitrary information encoded by the license issuer and which may be 

interpreted as required by the stub 19 for the licensed product software 17, usually 

when a "private" allocation style or context is being employed. The arguments in 

this procedure call are the grant handle, and the subject. The grant handle 

identifies the allocation grant created by a previous call to request allocation. The 

subject argument is either "product use authorization" or "calling card request"; if 

the former then the result will contain a public copy of the product use 

authorization. If this argument is a calling card request and a calling card which 

matches the previous constraints specified in that request can be made available, 

the result will contain a calling carci. If the subject argument is omitted, the result 

will contain an instance of the allocation. The results of the query allocation call 

are (1) a return code, indicating whether the function succeeded, and, if not, why 

not. and (2) a result, which is either an allocatio~ a product use authorization or 

a calling card, depending on type and presence of the subject argument. 
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Referring to Figure 5, the flow chart shows the actions at the client in its 

interface with the server. When the software product 17 is to be invoked, the unit 

18 is first executed as indicated by the block 60, and the first action is to make a 

request allocation call via the stub 19, indicated by the block 61. The client waits 

for a return, indicated by the loop 62, and when a return is received it is checked 

to see if it is a grant, at decision block 63. If not, the error code in the return is 

checked at block 64, and if a return code indicates a retry is possible, block 65, 

control passes back to the beginning, but if no retry is to be made then execution 

is terminated. If the policy is to allow use of the product 17 without a license 

grant, this function is separately accounted for. If the decision point 63 indicates 

a grant was made, the grant handle is stored, block 66, for later reference. The 

program 17 is then entered for the main activities intended by the user. During 

this execution of product 17, or before or after, a query allocation call can be 

made, block 67, though this is optional and in most cases not needed. When 

execution of the program 17 is completed, the grant handle is retrieved, block 68, 

and a release allocation call is made, block 69. A loop 70 indicates waiting for the 

return from the server, and when the return received it is checked for an error 

code as before, and a retry may be appropriate. If the release is successfully 

acknowledged, the program exits. 

Referring to Figure 6, the actions of the server 10 or delegatee server 13 

in executing the license management program 11 or 14, for the client interface, 

are illustrated in flow diagram form. A loop is shown where the server program 

is checking for receipt of a request, release or query call from its clients. The call 

would be a remote procedure call as discussed above, and would be a message 

communicated by a network, for example. This loop shows the decision blocks 71. 

72 and 73. lf a release allocation call is received, a list of products for which 
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authorizations are stored is scanned, block 74, and compared to the product 

identity given in the argument of the received call, block 75. If there is no match. 

an error code is returned to the client, block 76, and control goes back to the 

initial loop. If the product is found, the authorization is retrieved from the 

database 23. block 77 (there may be more than one authorization for a given 

product, in which case all would be retrieved, but only one will be referred to 

here) and all of the information is matched and the calculations made depending 

upon the management policy of Figures 3 and 4, indicated by the decision block 

78. If a grant can be made, it is returned as indicated at block 79, or if not an 

error code is returned, block 80. If a release allocation call is received. indicated 

by a positive at the decision block 72, the grant handle in the argument is checked 

for validity at block 81. If no match is found, an error code is returned, block 82, 

and control passes back to the initial loop. If the handle is valid, the authorization 

for this product is retrieved from the database 23 at block 83, and updated as 

indicated by the block 84. For example, if the license management style is 

allocative, the units are returned to the available pool. Or, in some cases. no 

update is needed. The authorization is stored again in the database, block 85, and 

a return made to the client, block 86, before control passes back to the initial 

loop. If the decision block 73 indicates that a query allocation call is received, 

again the grant handle is checked at block 87, and an error code returned at block 

88 if not valid. If the grant handle matches, the authorization is retrieved from 

the database 2.3, at block 89, and a return is made to the client giving the 

requested information in the argument, block 90. 

The basic allocation algorithm used in the embodiment of the license 

management system herein described, and implemented in the method of Figures 

5 and 6, is very simple and can handle a very large proportion of known license 
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unit allocation problems. However, it should be recognized that a more elaborate 

and expanded algorithm could be incorporated. Additions could be made in 

efforts to extend the allocation algorithm so that it would have specific support for 

optimizing unit allocation in a wider variety of situations. Particularly, sources of 

non-optimal allocations occurring when using the basic allocation algorithm are 

those that arise from combination and reservation handling. 

The first step is formation of full context. The client stub 19 is responsible 

for collecting all specified platform and application subcontexts from the execution 

environment of the product 17 and forwarding these collected subcontexts to the 

license management server 13 or 10. The collection of subcontexts is referred to 

as the "full context" for a particular license unit allocation request. 

The next step is retrieval of the context template. When the license 

manager receives an Im_ request_ allocation(), it will look in its list of available 

product use authorizations (PUA) to determine if any of them conform to the 

product identifier provided in the lm_request_allocation() call. The product 

identifier is composed of: product name, producer, version, release date. If any 

match is found, the license manager will extract from the matching PUA the 

context template. This template is composed of a list of subcontexts that are 

relevant to the process of determining unit requirements. Thus, a context 

template may indicate that the node-ID subcontext of a specific full context is of 

interest for the purposes of unit allocation. The context template would not 

specify any specific value for the node-ID; rather, it simply says that node-ID 

should be used in making the allocation computation. 
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The next step is masking the full context. Having retrieved the context 

template. the license manager will then construct an "allocation context" by 

filtering the full context to remove all subcontexts which are not Listed in the 

context template. This allocation context is the context to be used in determining 

allocation requirements. 

Then follows the step of determining if the request is new. The license 

manager maintains for each product use authorization a dynamic table which 

includes the allocation contexts of all outstanding allocations for that PUA (i.e., 

allocations that have been granted but have not yet been released). Associated 

with each entry in this table is some bookkeeping information which records the 

number of units allocated. the full context, etc. To determine if a recent 

lm _request_ allocation() requires an allocation of units to be made. the license 

manager compares the new allocation context with all those allocation contexts in 

the table of outstanding allocations and determines if an allocation has already 

been made to the allocation context. If the new allocation context does not 

already exist in the table, an attempt will be made to allocate the appropriate 

number of units depending on the values contained in the LURDM structure of 

the PUA and any LURTs that might be required. If an allocation context similar 

to that specified in the new allocation request does exist in the table, the license 

manager \!trill verify that the number of units previously allocated are equal to or 

greater than the number of units which would need to be allocated to satisfy the 

new allocation request. If so, the license manager will return a grant handle to 

the application which indicates that the allocation has been made (i.e., it i3 a 

"shared allocation" - the allocated units are shared between two requests.) If riot. 

the license manager will attempt to allocate a number of units equal to the 
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difference between the number previously allocated and the number of units 

required. 

The step of releasing allocations (Fig. 6, blocks 84-85) occurs when the 

license manager receives an lm_release_allocation() call; it will remove the record 

in its dynamic allocation table that corresponds to the allocation to be released. 

Having done this, the license manager will then determine if the allocation to be 

removed is being shared by any other allocation context. If so, the units 

associated with the allocation being released will not be released. They will 

remain allocated to the remaining allocation contexts. Some of the units might 

be released if the license manager determines that the number of allocated units 

exceeds the number needed to satisfy the outstanding allocation contexts. If this 

is the case, the license manager will "trim" the number of allocated units to an 

appropriate level. 

In summary, the two things that make this algorithm work are (1) the basic 

rule that no more than one allocation will be made to any single allocation 

context, and (2) the use of the context template to make otherwise dissimilar full 

contexts appear to be similar for the purposes of allocation. 

The license designer's task, when defining basic policy, is then to determine 

which contexts should appear to be the same to the license manager. If the 

license designer decides that all contexts on a single node should look the same 

(context template = node-ID), then any requests that come from that node will 

all share allocations. On the other hand, a decision that all contexts should be 

unique (i.e., context template = process-ID) will mean that allocations are never 

shared. 
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and stores a unit value indicating the number of licensing units for each product. 

\\'hen a user wishes to use a licensed product, a message is sent to the central 

license management facility requesting a license grant. In response to this 

message, the facility accesses the database to see if a license exists for this 

product. and, if so, whether units may be allocated to the user, depending upon 

the user's characteristics, such as the configuration of the platform (CPU) which 

will execute the software product. If the license management facility determines 

that a license can be granted, it sends a message to the user giving permission to 

proceed with activation of the product. If not, the message denies permission. 

While the concepts disclosed in the patent 4,937,863 are widely applicable, 

and indeed are employed in the present invention, there are additional functions 

and alternatives that are needed in some applications. For example, the license 

management system should allow for simultaneous use of a wide variety of 

different licensing alternatives, instead of being rigidly structured to permit only 

one or only a few. When negotiating licenses with users, vendors should have 

available a wide variety of terms and conditions, even though a given vendor may 
-

decide to narrow the selection down to a small number. For example, a software 

product may be licensed to a single individual for use on a single CPU, or to an 

organization for use by anyone on a network, or for use by any users at terminals 

in a cluster, or only for calls from another specific licensed product, or any of a 

large number of other alternatives. A vendor may have a large number of 

products, some sold under one type of license and some under others, or a 

product may be a composite of a number of features from one or more vendors 

having different .license policies and prices; it would be preferable to use the same 

license management system for all such products. 
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Distributed computing systems present additional licensing issues. A 

distributed system includes a number of processor nodes tied together in a 

network of servers and clients. Each node is a processor which may execute 

programs locally, and may also execute programs or features (subparts of 

programs) via the network. A program executing on one node may make remote 

procedure calls to procedures or programs on other nodes. In this case, some 

provision need be made for defining a license permitting a program to be 

executed in a distributed manner rather than separately on a single CPU, short of 

granting a license for execution on all nodes of a network. 

In a large organization such as a company or government agency having 

various departments and divisions, geographically dispersed, a software license 

policy is difficult to administer and enforce, and also likely to be more costly, if 

individual licenses are negotiated, granted and administered by the units of the 

organization. A preferred arrangement would be to obtain a single license from 

the software producer, and then split this license into locally-administered parts 

by delegation. The delays caused by network communication can thus be 

minimized, as well as budgetary constraints imposed on the divisions or 

departments. Aside from this issue of delegation, the license management facility 

may best be operated on a network, where the licensing of products run on all 

nodes of the network may be centrally administered. A network is not necessary 

for use of the features of the invention however, since the license management can 

be implemented on a single platform. 

Software products are increasingly fragmented into specific functions, and 

separate distribution of the functions can be unduly expensive. For example, a 

spreadsheet program may have separate modules for advanced color graphics, for 
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accessing a database, for printing or displaying an expanded list of fonts, etc. 

Customers of the basic spreadsheet product may want some, none or all of these 

added features. Yet, it would be advantageous to distribute the entire 

combination as one package, then allow the customer to license the features 

separately, in various combinations, or under differing terms. The customer may 

have an entire department of the company needing to use the spreadsheet every 

day, but only a few people who need to use the graphics a few days a month. It 

is advantageous. therefore. to provide alternatives for varied licensing of parts or 

features of software packages, rather than a fixed policy for the whole package. 

Another example of distribution of products in their entirety, but licensing 

in parts, would be that of delivering CD RO Ms to a customer containing all of the 

software that is available for a system, then licensing only those parts the customer 

needs or wishes to pay fees for rights to use. Of course, the product need not be 

merely applications programs, operating systems, or traditional executable code, 

but instead could also include static objects such as printer fonts, for example, or 

graphics images, or even music or other sound effects. 

As will be explained below, calling and caller authorizations are provided 

in the system according to one feature of the invention. in order to provide 

technological support for a number of business practices and solve technical 

problems which require the use of what is called "transitive licensing." By 

"transitive licensing" is meant that the right to use one product or feature implies 

a right to use one or more other products or features. Transitive licenses are 

similar to group licenses in that both types of license consist of a single instrument 

providing rights of use for a plurality of products. However, transitive licenses 

differ from group licenses in that they restrict the granted rights by specifying that 
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the licensed products can only be used together and by further specifying one or 

more permitted inter-product calling/caller relationships. Some examples may 

help to clarify the use and nature of a transitive license: the examples to be 

explained are ( 1) two products sold together, (2) a give-away that results from 

narrow choices of licensing alternatives, (3) a client licensing method in a 

client/server environment, ( 4) impact of modular design, and (5) the impact of 

distributed design. 

A software vendor might have two products for sale: the first a mail 

system. and the second a LEXIS™-like content-based text retrieval system. Each 

of these products might be valued at $500 if ,purchased separately. Some 

customers would be satisfied by purchasing the rights to use only one of these 

products. others might find that they can justify use of both. In order to increase 

the likelihood that customers will, in fact, purchase both products, it would not be 

surprising if the software vendor offered his potential customers a volume 

discount, offering the two products for a combined price of $800. The customers 

who took advantage of this combined offer would find that they had received two 

products, each of which could be exploited to its fullest capabilities independently 

from the other. Thus, these customers would be able to use the content based 

retrieval system to store and retrieve non-mail documents. However, from time 

to time, the vendor may discover that particularly heavy users of mail wish to be 

able to use the content based retrieval system only to augment the filing 

capabilities provided by the standard mail offering. It is likely that many of these 

potential customers would feel that $800 is simply too much to pay for an 

extended mail capability. The vendor might then consider offering these 

customers a license that grants mail users the right to use the content-based 

retrieval system only when they are using mail and prohibits the use of content 
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based retrieval with any other application that might be available on the 

customers system. This type of license is referred to below a "transitive license," 

and it might sell for $600. 

Another example is a relational database product (such as that referred to 

as Rdb™) designed for use on a particular operating system, e.g., VMS. This 

relational database product has two components: (1) A user interface used in 

developing new databases, and (2) a "run-time" system which supports the use of 

previously developed databases. The developers of the database product might 

spend quite a bit of effort trying to get other products made by the vendor of the 

database product to use it as a database instead of having those other products 

build their own product-specific databases. Unfortunately, the other product 

designers may complain that the cost of a run-time license for the database 

product, when added to the cost of licenses for their products, would inevitably 

make their products uncompetitive. Thus, some mechanism would be needed that 

would allow one or another of the vendor's products to use the run-time system 

for the relational database product i!1 a "private" manner while not giving 

unlicensed access to products of other vendors. No such mechanism existed, prior 

to this invention; thus, the vendor might be forced to sell the right to use its run

time system for the database product with its proprietary operating system license. 

Clearly, this combined license would make it possible for the vendor's products to 

use its database product without increasing their prices; however, it also would 

make it possible for any customers and third-parties to use the database product 

without paying additional license fees. However, had the system of the invention 

been available, the vendor could have granted transitive licenses for the run-time 

component of its database product to all the vendor's products. Essentially, these 

licenses would have said that the database run-time could be used without an 
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additional license fee if and only if it was used in conjunction with some other of 

the vendor's products. Any customer wishing to build a new relational database 

application or use a third-party application that relied on the vendor's database 

product would have had to pay the vendor for its database run-time license. 

A proposed client/server licensing method provides yet another example 

of a problem which could be solved by transitive licensing. Typically, a client is 

onJy used by one user at a time, while a server can support an arbitrary number 

of clients depending on the level of client activity and the capacity of the machine 

which is supporting the server. While traditionally, server/client applications have 

been licensed according to the number of clients that a server could potentially 

support, this may not be the most appropriate method for licensing when the 

alternatives afforded by the invention are considered. The business model for the 

proposed client/ server method requires that each client be individually licensed 

and no explicit licensing of servers is required to support properly licensed clients. 

Such a licensing scheme makes it possible to charge customers only for the specific 

number of clients they purchase. Additionally, it means that a single client can 
-

make use of more than one server without increasing the total cost of the system. 

The solution to this transitive licensing problem would be to provide a mechanism 

that would allow the clients to obtain license unit allocations and then pass a 

"proof' of that allocation to any servers they may wish to use. Servers would then 

support any clients whose proofs could be verified to be valid. On the other hand, 

if a client that had not received a proof of allocation attempted to use a server, 

the server would obtain a license allocation for that client session prior to 

performing any services. Such a solution has not been heretofore available. 
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As the complexity and size of the software systems provided to customers 

increases, it is found that the actual solution provided to customers is no longer 

a single product. Rather, customers are more often now offered solutions which 

are built up by integrating an increasing number of components or products, each 

of which can often stand alone or can be part of a large number of other 

solutions. In fact, a product strategy may rely almost exclusively on the vendor's 

engineering and selling a broad range of specialized components that can only be 

fully exploited when combined together with other components into a larger 

system. Such components include the relational database runtime system 

mentioned above, mail transport mechanisms, hyperinformation databases, 

document format conversion services, time services, etc. Because these 

components are not sold on their own merits, but rather on their ability to 

contribute to some larger system, it is unlikely that any one customer will be 

receiving the full abstract economic value of any one of the components once 

integrated into a system. Similarly, it can be observed that the value of any 

component once integrated into a larger system varies greatly from system to 

system. Thus, it may be found that a mail transport mechanism contributes a 

large part of a system whose primary focus is mail, however, it will contribute 

proportionally less of the value of a system that provides a broader office 

automation capability. As a result of these observations, the job of the business 

analyst who is attempting to find the "correct" market price for each component 

standing on its own. is more complex. In reality, the price or value of the 

component can only be determined when considering the contribution of that 

component to the full system or solution in which it is integrated. Attempting to 

sell the components at prices based on their abstract, independent values will 

simply result in overpriced systems. 
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Transitive license styles are particularly suited to dealing with pricing of 

modular components, since component prices can be clearly defined in relation 

to the other components or systems which they support. Thus, a vendor can 

charge a price of $100 for the right to use a mail transport system in conjunction 

with one product, yet charge $200 for the use of the same mail transport system 

when used by another product. 

In addition to the "business" reasons for wanting to support transitive 

licensing, there is also a very good technical reason that arises from the growing 

tendency of developers to build "distributed products" as well as the drive toward 

application designs that exploit either tightly or loosely coupled multiprocessor 

systems; the availability and growing use of remote procedure calls has contributed 

to this tendency. This technical problem can be seen to arise when considering 

a product which has a number of components, each of which may run in a 

different process space and potentially on a different computer system. Thus, 

there might be a mail system whose user interface runs on one machine, its "file 

cabinet" is supported by a second machine and its mail transport system runs on 

yet a third machine. The simple question which arises is: "Which of the three 

components should check for licenses?" Clearly it must be ensured that no single 

component can be used if a valid license is not present. Thus, the answer to the 

question will probably be that all three components should check for licenses. 

However, the question is then presented: "Where are the licenses to be located?". 

This can become more complex. 

Increasingly, the distributed systems being built are being designed so that 

it is difficult to predict on which precise machine any particular component will 

run. Ideally, networks are supposed to optimize the placement of functions 
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automatically so that the machine with the most available resource is always the 

one that services any particular request. This dynamic method of configuring the 

distribution of function servers on the network makes it very difficult for a system 

or network manager to predict which machines will run any particular function 

and thus very difficult for him to decide on which machines software licenses 

should be loaded. 

Even if a system manager could predict which machines would be running 

the various application components and thus where the license units should be 

loaded, the situation would still be less than ideal. The problem arises from the 

fact that each of the components of the application would be independently 

making requests for license unit allocations. This behavior will result in a difficult 

problem for anyone trying to decide how many license units are required to 

support any one product. Given the mail example, the problem wouldn't exist if 

it were assumed that all three components (i.e., user interface, file cabinet, and 

transport system) were required by the design of the mail system to be in use 

simultaneously. If this were the case, it could be simply assumed that supporting 

a single activation of the mail system would require three units. However, in a 

real mail system, it will be inevitably discovered that many users will only be using 

just the user·interface and file·cabinet components of the system at one time. 

Thus, there will be some unused units available which could be used to authorize 

additional users. This situation might not be what is desired by the software 

vendor. 

The problem of providing license support to multi-component products 

which are dynamically configured could be solved by viewing each of the product 

components as a distinct licensable product and by treating the problem as one 
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of transitive licensing, but a mechanism for accomplishing this has not been 

available. Essentially, a single license document would be created that stated that 

if any one of the components had successfully obtained a license to run, it could 

use this grant to give it the right to exploit the other components. Thus, in the 

example above, the user might start the mail system by invoking its user interface. 

This user interface code would then query the license management facility for a 

license allocation and once it has received that allocation. it would pass a proof 

of allocation to the other mail components that it uses. Each of the other 

components would request that the license management system validate that the 

"proof' is valid prior to performing any service; however, none of the other 

components would actually require specific alloc~tions to be made to them. In 

this way, the complexity of licensing and managing networks of distributed 

applications can be significantly reduced. 

SUMMARY OF THE INVENTION 

In accordance with one embodiment of the invention, a license 

management system is used to account for software product usage in a computer 

system. The system employs a license management method which establishes a 

management policy having a variety of simultaneously-available alternative styles 

and contexts. A license server administers the license, and each licensed product 

upon start-up makes a call to the license server to check on whether usage is 

permitted, in a manner similar to that of patent 4.937,863. The license server 

maintains a store of the licenses, called product use authorizations. that it 

administers. Upon receiving a call from a user, the license server checks the 

product use authorization to determine if the particular use requested is 
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permitted, and, if so, returns a grant to the requesting user node. The license 

server maintains a database of product use authorizations for the licensed 

products, and accesses this database for updating and when a request is received 

from a user. While this license management system is perhaps of most utility on 

a distributed computer system using a local area network, it is also operable in a 

stand-alone or cluster type of system. In a distributed system, a license server 

executes on a server node and the products for which licenses are administered 

are on client nodes. However, the license management functions and the licensed 

products may be executing on the same processor in some embodiments. 

The product use authorization is structured to define a license management 

policy allowing a variety of license alternatives by components called "style", 

"context", "duration" and "usage requirements determination method". The style 

may be allocative or consumptive. An allocative style means the units of the 

license may be allocated temporarily to a user when a request is received, then 

returned to the pool when the user is finished, so the units may be reused when 

another user makes a request. A consu~ptive style means the units are deducted 

from an available pool when a user node makes a valid request, and "consumed", 

not to be returned for reuse. The context value defines the context in which the 

use is to be allowed, such as on a particular network, by a particular type of CPU, 

by a particular user name, by a particular process, etc. The duration value (used 

in conjunction with the style component) concerns the time when the license units 

are to be deducted from the available pool of units, whether at the time of 

request, after a use is completed, etc. A usage requirements determination 

method may be specified to define or provide information concerning the number 

of license units charged in response to a license request from a user node; for 

example, some CPU platforms may be charged a larger number of license units 
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than others. A table may be maintained of usage requirements, and the 

determination method may specify how to access the table, for example. The 

important point is that the user node (thus the software product) can only make 

a request, identifying itself by user, platform, process, etc., and the license 

management facility calculates whether or not the license can be granted (that is, 

units are available for allocation), without the user node having access to any of 

the license data or calculation. There is a central facility, the license server, 

storing the license documents, and, upon request, telling the licensed products 

whether they can operate under the license terms. 

An important feature of one embodiment is that the license administration 

may be delegated to a subsection of the organization, by creating another license 

management facility duplicating the main facility. For example, some of the units 

granted in the product use authorization may be delegated to another server, 

where the user nodes serviced by this server mak~ requests and receive grants. 

The license management facility cannot create a license itself, but instead 

must receive a license document (a product use authorization) from an issuer of 

licenses. As part of the overall license management system of the invention, a 

license document generator is provided which creates the product use 

authorizations under authority of the owner of the software, as negotiated with 

customers. Thus, there are three distinct rights in the overall license management 

facility of the invention: -(1) the right to issue licenses, (2) the right to manage 

licenses, and (3) the right to use the licensed products. Each one of these uses the 

license document only in prescribed ways. The license issuer can generate a 

license document The license manager (or license server as referred to herein) 

can grant products the right to use under the license, and can delegate parts of the 
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licensed units for management by another server, as defined by the license 

document; the way of granting rights to products is by responding to certain 

defined calls from the products. And, the licensed products can make certain calls 

to the license server to obtain grants of rights based upon the license document, 

inquire, or report, but ordinarily cannot access the document itself. 

As explained above, transitive licensing is an important feature of one 

embodiment. This is the provision of a mechanism for one user node to get 

permission to use another software product located on another user node; this is 

referred to as a calling authorization and a caller authorization, using a ''calling 

card,'' and these are examples of the optional features which must be specifically 

permitted by the product use authorization. A user node must obtain permission 

to make a procedure call to use a program on another node; this permission is 

obtained by a request to the license server as before, and the permission takes the 

form of a calling card. When a calling card is received by a second node (i.e., 

when the procedure call is made), a request is made by the second node to the 

license server to verify (via the product use authorization) that the calling card is 

valid, and a grant sent to the user node if allowed. In this manner, all nodes may 

have use of a program by remote calls, but only one consumes license units. 

Another important feature of one embodiment is a management interface 

which allows a license manager to modify the license policy components of a 

license document maintained by at a license server in its database. Usually the 

license manager can only make modifications that restrict the license policy 

components to be more restrictive than originally granted. Of course, the 

management interface is used to make delegations and assignments. if these are 

authorized. 
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The license document interchange format is an important feature, in that 

it allows the license management system to be used with a wide variety of software 

products from different vendors, so long as all follow the defined format. The 

format uses data structures that are defined by international standards. 

An important function is the filter function, used in the management 

interface and also in the client interface to select among elements in the data 

structures. 

BRIEF DESCRIPTION OF THE DRAWINGS 

The novel features believed characteristic of the invention are set forth in 

the appended claims. The invention itself, however, as well as other features and 

advantages thereof, will be best understood by reference to the detailed 

description of specific embodiments which follows, when read in conjunction with 

the accompanying drawings, wherein: 

Figure 1 is a diagram in block form of a distributed computer system which 

may be used to implement the license management operations according to one 

embodiment of the invention; 

Figure 2 is a diagram of the content of a license document or "product use 

authorization" generated by the license document generator and stored by the 

license server in the system of Figure 1; 
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Figure 3 is a diagram of the alternatives for license style, context and 

duration making up the license management policy implemented in the system of 

Figure I. according to one embodiment of the invention; 

Figure 4 is a diagram of an example of a fragment of a license use 

requirements table (LURT) used in the system of Figure 1, according to one 

embodiment of the invention; 

Figure 5 is a logic flow chart of a program executed by a user node (client), 

in the system of Figure 1, according to one embodiment of the invention: 

Figure 6 is a logic flow chart of a program executed by a license server, in 

the system of Figure l, according to one embodiment of the invention; and 

Figure 7 is a diagram of the calls and returns made in an example of use 

of calling cards in the system of Figure 1. 

Figure 8 is a diagram of an LDIF document identifier, according to an 

standard format: 

Figure 9 is a syntax diagram of an LDIF document; 

Figure 10 is a diagram of an LDIF document structure; 

Figures 11, 13, 15, 17, 18, 19, 21-28 and 31-43 are syntax diagrams for 

elements of various ones of the LDIF data structures; 
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Figure 16 is a diagram of a license data structure; 

Figures 12, 14 and 20 are examples of descriptions of data elements using 

a standard notation; 

Figures 29 and 30 are examples of context templates used in the license 

management system; 

Figures 44 and 45 are tables of attributes specific to filter and filter item 

type; and 

Figure 46 is notation in a standard format for an example of a filter. 

DETAILED DESCRIPTION OF SPECIFIC EMBODIMENTS 

Referring to Figure l, a license management facility according to one 

example embodiment of the invention is centered around a license server 10. 

which typically includes a CPU located in the customer's main office and executing 

a license management program 11 as will be described, under an operating system 

12. The license server 10 communicates with a number of delegatees 13 which 

likewise include CPUs in departments or divisions of the company or organization, 

each also executing a license management program 14 under an operating system 

15. The license management program 14 is the same as the program 11 executing 

on the main server 10; the only difference in the functions of server 10 and servers 

13 is that the latter have a delegated subset of the license units granted to the 

server 10, as will be described. The CPUs 13 are in turn servers for a number of 
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users 16, which are CPU nodes where the licensed programs 17 are actually 

executed. The programs 17 executing on the user CPUs 16 are applications 

programs (or operating systems, etc.) which have added to them units 18 and 19, 

according to the invention, allowing them to make inquiry to the their server 13 

(or 10) before executing and to report back after executing, using a client stub 19 

in the manner of remote procedure calls, in one embodiment. A user node 16 

may have many different programs 17 that may be executed, and the various user 

nodes 16 would usually each have a set of programs 17 different from the other 

user nodes, all of which would be administered by the license management 

program 14 or 11. The terms "program" and "licensed product" are used in 

reference to the element 17, but it is understood that the products being 

administered may be segments of programs, or functions or features called by 

another program. or even merely data (such as printer fonts), as well as complete 

stand-alone applications programs. The license server 10 communicates with the 

delegatee servers 13 by a network 21, as is usual in large organizations, and the 

delegatee servers 13 each communicate with their user nodes 16 by networks 22; 

these networks may be of the Ethernet, token ring, FDDI types or the like, or 

alternatively, the user nodes 16 may be merely a cluster of terminals on a 

multiuser system with the delegatee being a host CPU. The particular hardware 

construction of the user nodes, server nodes, communication networks, etc., and 

the operating systems 12 or 15, are of no concern regarding the utility of the 

features of the invention, the only important point being that the user CPUs 16 

of the software products 17 in question can communicate readily and quickly with 

their respective server nodes 13 or 10. In one embodiment, remote procedure 

calls (RPCs) are used as the communication medium for the interfaces between 

components of the system, handling the inquiries and grants as will be described. 
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users 16, which are CPL nodes where the licensed programs 17 are actually

executed. The programs 17 executing on the user CPUs 16 are applications

programs (or operating systems, etc.) which have added to them units 18 and 19,

according to the invenion, allowing them to make inquiry to the their server 13

(or 10) before executing and to report back after executing, using a client stub 19

in the manner of remote procedure calls, in one embodiment. A user node 16

may have many different programs 17 that may be executed, and the various user

nodes 16 would usually each have a set of programs 17 different from the other

user nodes, all of which would be administered by the license management

program 14 or ll. The terms "program" and "licensed product” are used in

reference to the element 17, but it is understood that the products being

administered may be segments of programs, or functions or features called by

another program, or even merely data (such as printer fonts), as weil as complete

stand-alone applications programs. The license server 10 communicates with the

delegatee servers 13 by a network 21, as is usual in large organizations, and the

delegatee servers 13 each communicate with their user nodes 16 by networks 22;

these networks may be of the Ethemet, token ring, FDDI1types or the like, or

alternatively, the user nodes 16 may ‘be merely a cluster of terminals on a
multiuser system with the delegatee being a host CPU. The particular hardware

construction of the user nodes, server nodes, communication nervorks, etc., and

the operating systems 12 or 15, are of mo concern regarding the utility of the

features of the invention, the only important point being that the user CPUs 16

of the software products 17 in question can communicate readily and quickly with

their respective server nodes 13 or 10. In one embodiment, remote procedure

calls (RPCs) are used as the communication medium for the interfaces between

components of the system, handling the inquines and grants as will be described.
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A remote procedure call is similar to a local procedure call but is made to a 

procedure located on a remote node, by way of a communications network. 

The function of the unit 19 is that of a client stub, in a remote procedure 

call sense. The calls to the license server 10 are made through this stub 19, and 

returns are received by the stub 19 and passed on to the program 17. The stub 

19 is responsible for obtaining the network addresses of other nodes on the 

network, such as the server 10. Also, the stub 19 is responsible for determining 

the context (as defined below) for passing on to the server 10. The unit 18 

functions to execute a "private" type of license availability determination if this is 

used, rather than this task being done by the application program 17, but if the 

ordinary method of determination is employed (using the license server) as is 

usually the case, the unit 18 is merely code that starts the execution and passes 

calls and returns back and forth between the program 17 and the unit 19. 

The license server 10, using the license management program 11. maintains 

a license data file 23 comprising a number of license documents or licenses 

(product use authorizations), and also maintains a log 24 which is a record of the 

usage activity of all of the user CPUs 16 of each of the licensed programs. The 

delegatee servers 13 would maintain similar license databases and logs. The 

license server 10 has no authority to originate a license, but instead must receive 

a license from a license issuer 25. The issuer 25 is again a CPU executing a 

license document generator program 26 under an operating system 27. The 

license issuer 25 may be under control of the producer 28 of the programs or 

software products being licensed, or may be controlled by a distributor who has 

received the authority to grant licenses from the producer or owner 28. The 

communications link 30 between the license issuer 25 and the license server 10 for 
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This mechanism permits the system of the invention to dispose of the 

cumbersome, explicit support of license types having different scope such as the 

cluster licenses, node licenses, and process licenses found in prior license 

management systems including that of patent 4,937,863. Instead of defining a 

limited set of scopes (cluster, node, etc.), the system of this invention provides a 

general mechanism which allows an effectively unlimited range of allocation 

scopes to be defined. 

Transitive licensing, as referred to above, is supported by the system of the 

invention by ( 1) calling authorizations, which are statements made in field 49 of 

the product use authorization 35 for one product (the "caller") to permit that 

product to call another product (the "callee"), and, (2) caller authorizations, which 

are statements made in field 49 of the product use authorization for one product 

(the "callee") to permit it to be called by another product (the "caller"). 

If calling or caller authorizations are to be exploited by products, then 

whenever one product calls another product, it must pass the callee a calling card 

49a. This calling card 49a is an encoding of an identification of the caller as well 

as a statement by the license management system that a license unit allocation has 

been made to the caller which is passing the calling card. This calling card is then 

passed by the callee to the license management system for validation and, if the 

either the product use authorization of the caller carries an appropriate calling 

authorization or the product use authorization of the callee carries an appropriate 

caller authorization, the use of the callee by the caller will be authorized without 

requiring any additional license unit allocations. 
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This mechanism permits the system of the invention to dispose of the

cumbersome, explicit support of license types having different scope such as the

cluster licenses, node licenses, and process licenses found in prior license

management systems including that of patent 4,937,863. Instead of defining a

limited set of scopes (cluster, node, etc.), the system of this invention provides a

general mechanism which allows an effectively unlimited range of allocation

scopes to be defined.

Transitive licensing, as referred to above, is supported by the system of the

invention by (1) calling authorizations, which are statements madein field 49 of

the product use authorization 35 for one product (the “caller"} to permit that

product to call another product (the “callee”), and, (2) caller authorizations, which

are statements made in field 49 of the product use authorization for one product

(the “callee") to permit it to be called by another product (the “caller").

If calling or caller authorizations are to be exploited by products, then

whenever one product calls another product, it must pass the callee a calling card

49a, This calling card 49a is an encoding of an identification of the caller as well

as a statementby the license management system that a license unit allocation has

been made to the caller which is passing the calling card. This calling card is then

passed by the caliee to the license management system for validation and,if the

either the product use authorization of the caller carries an appropriate calling

authorization or the product use authorization of the callee carries an appropriate

caller authorization, the use of the callee by the caller will be authorized without

requiring amy additional license unit allocations.

APPLE EXHIBIT 1002, Page 303 of 1044



5 

10 

15 

20 

25 

W092/20022 PCT/US92/03812 

-· 49 -

Referring to Figure 7, the intercomponent interactions that occur when 

either calling or caller authorizations are being used are illustrated. This figure 

shows a license management server 10, a caller product l 7a named "Product-1" 

and a callee product 17b named "Product-2". When Product-I starts to run, it will 

make an lm _request _allocation() call to the license management server 10 to 

obtain a grant handle for an allocation of some number of units of the Product-1 

license. Either immediately, or at some later time, but always prior to making a 

call to Product-2, Product-I will call lm_query_allocation(), passing the grant 

handle received earlier and specifying that it wants a calling card for the product 

named "Product-2." If the field 49 of the product use authorization 35 used to 

satisfy the grant represented by the grant handle carries a calling authorization in 

field 49 naming "Product-2," the license manager will create a calling card 49a 

which includes the statement that a calling authorization exists and pass this 

calling card back to Product-I. If the calling authorization does not exist, the 

calling card passed to Product-I will contain a statement to that effect. 

Once Product- I has successfully obtained a calling card 49a from the 
-

license manager, it will then make a call to Product-2, passing the calling card 

along with any other initialization parameters that would normally be used when 

starting Product-2. Product-2 will then pass that calling card to the license 

manager as part of its lm_request_ailocation() call and the license manager will 

determine if the calling card is valid. Note that calling cards become invalid once 

the process which received the calling card makes an Im_ release _allocation() call 

or terminates abnormally. If the calling card is valid, and it indicates that a calling 

authorization is present, the license manager will verify this statement and if found 

to be true, will return a grant handle to Product-2. If, on the other hand, the 

calling card carries an indication that no calling authorization is present, the 
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license manager will attempt to find a product use authorization for Product-2 that 

contains a caller authorization naming Product-1 as an authorized caller. If the 

caller authorization is found, a grant handle will be passed back to Product-2. If 

not, the license manager will ignore the calling card and proceed with the normal 

lm _request_ allocation() logic. 

The requirement to be passing calling cards between products requires that 

both the caller and the callee be "aware" of the fact that calling and caller 

authorizations may be used. This is one of the few examples of a requirement for 

a product 17 to become actively involved in the licensing problem when using the 

licensing management system of the invention. However, since the use of 

calling/caller authorizations if a fairly "sophisticated" and powerful feature, it is 

considered acceptable to impose this burden on application coders. 

MANAGEMENT INTERFACE 

Referring to Figure l, the license management program 11 executing on a 

server 10 includes a license management interface 33 which functions to allow a 

user at a console for the server 10 CPU or at a remote terminal to implement 

certain necessary operations. The management interface 33 is essentially the tools 

or mechanisms available to the license manager at the licensee's site to (a) load 

the various licenses received from issuers 25 into the database 23 and make them 

available for request allocation calls from the users, (b) remove the licenses from 

the machine when expired, (c) to make delegations if permitted, (d) to make 

assignments, ( e) to make reservations, etc. Whatever the license manager is 

allowed to do to modify the license for his special circumstances (within the 
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original grant, of course), he does it by the mechanism of the management 

interface 33. Some licenses are not modified at all, but merely loaded. In a 

multiple machine environment, as on a network, there is considerable modifica

tion, as it is necessary to make sure the correct number of units are distributed 

onto the correct machines, the right people have access, other people don't have 

access, etc. Thus, in a network environment, there is extensive use of the 

management interface 33. 

In reference to the terminology used in describing the management 

interface, as well as the license management system in general, it is helpful to note 

that the documentation conventions, data declarations, macro declarations, etc., 

for the object management used in one embodiment of the invention are 

according to the standards set fonh in OSI Object Management AP! Specification, 

Version 2.0, X.400 API Association and X/Open Company Limited, 24 August 

1990, a published document. 

The specific operations available to the management interface 33 are to 

allow a manager to open and close a management session, register (load) objects 

in the license database 23, obtain a list of objects in the license database 23, and 

control a cursor (a cursor is a movable pointer to a member of a list of items). 

Once an object in the license database 23 is identified with the cursor, certain 

changes may be made in the object by a write function. For example, certain 

fields of a license document of Figure 2 or an LURT of Figure 4 may be changed 

in only specified ways as will be explained. 

The operation of opening a session goes by the name of im open session() - -
and is used to establish a license management service session between a 
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management diem and the service. Opening a session also creates a workspace 

to contain objects returned as a result of functions invoked within the session. 

Object management Objects can be created and manipulated within this 

workspace. Objects created within this workspace, and only such objects, may be 

used as Object arguments to the other license management service management 

functions used during the session established by a call to this function. More than 

one session may exist simultaneously. 

The arguments that go with a lm_open_session() call are (a) the binding 

handle, which is binding information that defines one possible binding (a client

server relationship), and (b) a comment which will be inserted in the log file 24 

if logging is enabled. The results from a Im_open_session() call are (a) a return 

code indicating whether the function succeeded, and, if not, why not, (b) a session, 

which is an established license management session between the management 

client and the license management service, and (c) a workspace that will contain 

all objects returned as a result of functions invoked in the session. 

The close session call is referred to by Im _close _session() and functions to 

terminate the lm session. This function terminates the license service manage

ment session and makes the argument unavailable for use with other interface 

functions. The arguments that go with alm_close_session() call are (a) the session 

which identifies the established lm session between the management client and the 

license management service, and (b) a comment which will be inserted in the log 

file if logging is enabled. The result of the call is a return code indicating whether 

the function succeeded, and, if not, why not. 
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The list function returns a set of selected objects in the license database 23, 

and uses the name Im list licenses(). This function is used to search the license 

database 23 and return a cursor which represents the first of one or more objects 

which match the specified filter. The specified filter will be applied to each object 

in the license database 23; all objects for which the filter evaluates true will be 

included in the object list accessible by the set_ cursor function. The arguments 

that go with Im _list _licenses() are (a) session which identifies an established 

session between the management client and the license management service, and 

(b) a filter which is an object used to select license database 23 objects; license 

database objects will only be included in the object list headed by the cursor if 

they satisfy the filter - the constant no-filter may be used as the value of this 

argument if all license data objeets are to be included in the object list. The 

results of the lm_list_licenses() call are (a) a return code indicating whether the 

function succeeded, and, if not, why not, and (b) a license list upon successful 

completion of this call containing a cursor which represents the first of one or 

more objects in the current license database 23 for which the specified filter 

evaluates true. 

The register function is to register objects in the license database 23, and 

uses the name Im_ register(). This function is used to register (i.e .• load or create) 

new objects, or modify existing objects, in the license database 23; the objects 

which may be registered include only those which are subclasses of the license 

data class or history objects. The arguments are (a) session, which identifies an 

established session between the management client and the license management 

service, (b) license data object which is to be registered; if this argument is 

omitted, the comment argument is a required argument and a history object 

containing the comment will be registered in the license database 23, and ( c) 
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comment, which will be inserted in the log file if logging is enabled. The result 

is a return code indicating whether the function succeeded, and. if not. why not. 

Tne errors possible when it does not succeed include data-expired, duplicate

object. no-such-session, memory-insufficient, network-error, etc .. indicated by this 

return code. 

The set cursor function establishes a new cursor, and is called by 

lm_set_cursor(). The arguments are (a) session, which identifies an established 

session between the management client and the license management service, (b) 

forward, which is a boolean value indicating if the direction in which the cursor 

is to be moved is forward or reverse, (c) filter which is used to eliminate cursors 

from the search for the next cursor that are not wanted; a new cursor will only be 

set if it satisfies the filter - the constant no-filter may be used as the value of this 

argument if any cursor is to be considered as the target cursor, and ( d) the cursor 

which is to be used as the starting point in searching for the new cursor. The 

results are (a) a return code indicating whether the function succeeded, and. if 

not, why not, and (b) next-cursor, which is the requested cursor. The error codes 

in the return code may be end-of-list, not-a-cursor, etc. 

After a session is opened, and an object such as a product use authorization 

or a LURT has been identified by the cursor, using the functions explained above, 

the management interface 33 is able to execute certain object management 

interface functions such as write or copy. By this mechanism, the management 

interface can modify certain limited attributes. None of these attributes can be 

modified in such a way that they reduce constraints established by corresponding 

attributes in the license data objects. The more important attributes which can 

be modified by the management interface 33 using this mechanism are: 
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comment, which will be inserted in the jog file if logging is enabled. The result

is a return code indicating whether the function succeeded, and, if net, why not.

The errors possibie when it does not succeed include data-expired, duplicate-

object, no-such-session, memory-insufficient, network-error, etc., indicated by this

return code.

The set cursor function establishes a new cursor, and is called by

im_set_cursor(). The arguments are (a) session, which identifies an established

session between the managementclient and the license managementservice, (D)

forward, which is a boolean value indicating if the direction in which the cursor

is to be moved is forward or reverse, (c) filter which is used to eliminate cursors

from the search for the next cursor that are not wanted; a new cursor will only be

set if it satisfies the filter - the constant no-filter may be used as the value ofthis

argument if any cursor is to be considered as the target cursor, and (d) the cursor

which is to be used as the starting point in searching for the new cursor. The

results are (a) a return code indicating whether the function succeeded, and, if

not, why not, and (b) next-cursor, which is the requested cursor. The error codes

in the return code may be end-of-list, not-a-cursor, etc.

After a session 1s opened, and an object such as a product use authorization

or a LURThas been identified by the cursor, using the functions explained above,

the management interface 33 is able to execute certain object management

interface functions such as write or copy. By this mechanism, the management

interface can modify certain lirmited attributes. None of these attributes can be

modified in such a way that they reduce constraints established by corresponding

attributes in the license data objects. The more important attributes which can

be modified by the managementinterface 33 using this mechanism are:
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(a) assignment: an assignment of some or all of the units granted on 

the associated product use authorization; 

(b) reservation: a reservation of some or all of the units granted on 

the associated product use authorization; 

(c) delegation: a delegation of the right to manage some or all of 

the units granted on the associated product use authorization, or if the 

associated license data is not a product use authorization, the delegation 

is of the right to use that license data; 

(d) backup delegation: a statement of the right to manage some or 

all or the units granted on the associated product use authorization: this 

right is only active at times when the delegating server is not available; 

( e) allocation: an allocation of units to a specific context; 

(f) allocation period: the minimum duration of a single allocation -

all allocated units cannot be allocated to a new context until a time period 

equal to the allocation period has passed since the .units were last 

allocated; 

(g) termination date: a date which is to override the value specified 

as the end date of the product use authorization 40 - this date must be 

earlier than specified; 

(h) delegation permitted: an override of the delegation permitted 

flag of the associated license data; 

(i) overdraft: the current overdraft level; 

U) overdraft logging: an override of the overdraft logging attribute 

of the associated product use authorization; 

(k) comment: a comment created by the licensee; 

(l) extended info: information not defined by the architecture which 

may be of use in managing the license data. 
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It will be noted that an assignment and a reservation are identical, the only 

difference being that a reservation is something optional, while an assignment is 

something that is required. If the duration is Assignment in the policy declaration 

of Figure 3, the license manager ~ assign some or all of the units before units 

can be allocated. Reservations, on the other hand, are made bv the license 

manager using the management interface, regardless of the policy. 

Thus, there are certain attributes that can be changed by a license 

administrator using the management interface at the server 10, but none of these 

can result in obtaining more extensive rights to use than granted by the product 

use authorization. In each case, the license administrator can limit the rights 

which will be allocated to users in some way that may be appropriate for the 

administrator for control purposes. 

UCENSE DOCUMENT INTERCHANGE FORMAT 

The major structural components of an ASN.l encoded document which 

conforms to the specifications for the license management system discussed above 

Yrill be described. The object identifier that is assigned to this data syntax, 

according to one embodiment, is that specified in ASN.1 as seen in Figure 8. The 

International Standards Organization or ISO, as it is referred to, defines how bit 

patterns are chosen to uniquely identify an object type, so the bit pattern set forth 

in Figure 8 would preceed each document used in the license management system 

so the document could be identified as being a document conforming to the 

prescribed License Document Interchange Format. 
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A document encoded according to this format is represented by a value of 

a complex data type called "license document interchange format document" of 

LDIFDocument, in this embodiment. A value of this data type represents a single 

document. This self-describing data structure is of the syntax defined in the 

international standard ASN.l referred to above. The X/Open standard referred 

to above defines the conventions that must be used in employing this syntax, while 

the syntax itself is described in an OSI (Open Systems Interconnect, a standard 

administered by ISO) document identified as X.409 (referenced in the X/Open 

document identified herein). 

The LDIFDocument data type consists of an ordered sequence of three 

elements: the document descriptor, the document header, and the document itself. 

Each of these elements are in turn composed of other elements. The overall 

structure of the LD IFDocument data type will be described, and the nature of the 

document descriptor and document header types. Then, the document content 

elements will be described in detail. as well as the various component data types 

used in the definition of the descriptor, the header and the content. 

The LDIFDocument represents a single license document, with the syntax 

being shown in Figure 9 and the high-level structure of an LDIF document in 

graphical form being seen in Figure 10. The DocumentDescriptor of Figure 9 is 

a description of the document encoding, the DocumentHeader contains 

parameters and processing instructions that apply to the document as a whole, and 

the DocumentContent is the content of the document, all as explained below. 

Referring to Figure 9, what this says is that an LDIFDocument is composed 

of (:: = means "is composed of') a number of elements, the first thing in an 
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LDIFDocument is a bit pattern (tag) according to an international standard, 

indicating a certain type of document follows, which is indicated here to be 

"private" or vendor selected, the number 16373 in this case. Following the bit 

pattern which functions as a "starting delimiter" it is "implicit'' that a "sequence" 

of elements must follow, where a sequence is distinguished from a set. A 

sequence is one or more of the elements to follow, whereas a set is exactly one 

of the elements to be listed. Implicit means that any file identified as 

LDIFDocument must have a sequence data type, rather than some other type. In 

the case of Figure 9, the sequence is document-descriptor, document header and 

document content; the document-content is mandatory, whereas the first two are 

optional. If an element in the sequence begins with a "O" it is a documcnt

dcscriptor, "l" means a document-header, and "2" means it is a document-content. 

Again, it is implicit that the data following is of the format DocumentDescriptor, 

etc., in each case, and these are defined in Figure 11, Figure 13 and Figure 15. 

Each file is in the tag-length-Yalue formarmentioned above, and also each 

element of a file containing multiple elements is of the tag-length-value format. 

The data stream could be examined beginning at any point, and its content 

determined by first looking for a tag, which will tell what data structure this is, 

then a length field will say how long it is, then the content will appear. These 

structures are nested within one another; a document containing several product

use-authorizations would be an LDIFDocument of the format of Figure 9, with a 

number of DocumentContent elements of Figure 15 following, with the length 

given for the LDIFDocument spanning the several PUAs, and the length given for 

each PUA being for the one PUA 
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In Figure 11. the elements major-version and minor-version are seen to be 

"implicit integer". This means that because the element is of the type major

version, etc .. it must be an integer. Various other implicit types are given in other 

syntax diagrams, such as character-string, boolean, etc. 

In Figure 15, the license body is identified as being of the type "choice" 

meaning it can be one of PUA. LURT, GroupDefinition, KeyRegistration, etc. 

Thus, knowing this is a license-body does not mean the data type of the object is 

known; it is a bit further where the kind of a license-body becomes known. The 

defintion of a license body is not implicit, but instead is a chioce type. 

The contents of the various data elements will nO'N be described in detail 

with reference to Figures 11-43. Using these detailed descriptions, the exact 

format of each of the elements used in the LDIF can be interpreted. 

The license document descriptor or DocumentDescriptor consists of an 

ordered sequence of four elements which specify the version level of the LDIF 

encoding and identify the software that encoded the document, with the syntax 

being shown in Figure 11. An example of the way a product called PAKGEN 

Vl.O is expressed in the DocumentDescriptor encoding is shown in Figure 12. 

The fields in the DocumentDescriptor syntax are major-version, minor-version, 

encoder-identifier and encoder-name. The major-version field is the primary 

indicator of compatibility between LDIF processors and the encoding of the 

present document; this major-version field is updated if changes are made to the 

system encoding that are not backward compatible. The minor-version field is the 

revision number of the system encoding. The encoder-identifier field is a 

registered facility mnemonic representing the software that encoded the document; 
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the encoder-identifier can be an acronym or abbreviation for the encoder name -

this identifier is constant across versions of the encoder. The encoder-identifier 

should be used as a prefix to Named Value Tags in Named Value Lists to identify 

the encoder of the named value. The encoder-name field is the name of the 

product that encoded the document; the encoder-name string must contain the 

version number of the product. 

The document header or DocumentHeader contains data that pertains to 

the document as a whole, describing the document to processors that receive it; 

the syntax is shown in Figure 13. An example of a document header is shown in 

Figure 14, using the hypothetical product PAKGEN Vl.O of Figure 12. The 

private-header-data contains the global information about the document that is not 

currently standardized; all interpretations of this information are subject only to 

private agreements between panics concerned, so a processor which does not 

understand private header data may ignore that data. The Title field is the user

visible name of the document. The Author field is the name of the person or 

persons responsible for the information content of the document. The Version 

field is the character string used to distinguish this version of the document from 

all other versions. The Date filed is the date associated with this document. Note 

that the nature and significance of the Title, Author, Version, and Date fields can 

vary between processing systems. 

The content of an LDIF document is represented by a value of a complex 

data type called DocumentContent. An element of this type contains one or more 

LicenseData content element using a syntax as shown in Figure 15. There are no 

restrictions on the number, ordering or context of LlcenseData elements. The 

structure of a LicenseData element is represented in Figure 16. No restrictions 
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arc made on the number, ordering, or context of LicenseData elements. The 

license-data-header field of Figure 16 specifies that data. common to all types of 

license data. which describes the parties to the licensing agreement, the term of 

the agreement, and any constraints that may have been placed on the management 

of the license data encoded in the license body. The license-body is an element 

that contains one content element, including: product use authorizations, license 

unit requirements tables, group definitions, key registrations, and various forms of 

delegations. The Management-Info is an element that contains information 

concerning the current state of the license data; this element is not encoded by 

Issuers. 

The license data header, called LicenseDataHeader, is represented as a 

syntax diagram in Figure 17. The license-id field provides a potentially unique 

identification of the encoded license data, so issuers of license data can generate 

unique license-ids to distinguish each issuance of license dat~; however, the 

architecture does not require this to be the case, since the only architectural 

restriction is that no two objects in any single license management domain may 

have the same value for license-id. The licensee field identifies the party who has 

received the rights reflected in the license data; there are at least two parties 

involved in all transfers of license data, first, the issuer of the license data, and 

second, the licensee or recipient of that data - it is anticipated that individual 

licensees will specify to those issuing them licenses what the licensee fields on 

their license data should contain. the term field identifies the term during which 

the license data may be used; the validity of license data can be limited by issuers 

to specific time ranges with given starting and ending dates, which are carried in 

the term element • attempts to use license data or products described by that data 

either before the start date or after the end date will result in conforming license 
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managers denying access to the license. Management-constraints identifies 

constraints placed on the right to manage the associated license data; these 

constraints can include (a) limiting the set of contexts permitted to manage the 

data. (b) limiting the set of platforms which may benefit from that management. 

and (c) limiting the right to backup and delegate the managed data. The 

signature provides the digital signature used by the issuer to sign the license data 

and identifies the algorithm used in encoding the signature. Issuer-comment is a 

comment provided by the issuer and associated with the license data. 

The IssuerComment is of an informational nature and does not impact the 

process of authorizing product or feature use. This field is not included in the 

fields used to generate the signature for a license, thus, even if specified by an 

issuer, the IssuerComment can be omitted from a license without invalidating the 

license. If specified, the IssuerComment should be stored in the appropriate 

license data base with the associated license data. The IssuerComment can be 

retrieved by products which use the system and may be of particular utility to 

products in the "Software Asset Management" domain which are intended to 

extend or augment the administrative or accounting facilities or basic system 

components. Some examples of potential uses for this field are order information, 

additional terms and conditions, and support information. For order information. 

some issuers may wish to include with their loadable license data some indication 

of the purchase order or orders which caused the license data to be issued; 

licensees may find it useful to include this data in their license databases to assist 

in the license management process. For additional terms and conditions, the 

system will never provide automatic means for the management of all possible 

license terms and conditions, and so some issuers may wish to include summaries 

of non-system managed terms and conditions in the comment as a reminder. For 
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support information, the IssuerComment could be used to record the phone 

numbers or addresses of the responsible individuals within the issuing organization 

who should be contacted if there are problems with the data as issued. 

A product use authorization as previously discussed in reference to Figure 

2 is used to express the issuance of a right to use some product, product feature, 

or members of some product group. As such, it records the identity of the product 

for which use is authorized and specifies the means that will be used by the 

license manager to ensure that the licensee's actual use conforms to the terms and 

conditions of the license. Figure 18 illustrates a syntax diagram for a 

ProductUseAuthorization. Product-id identifies th~ name of the producer of the 

product or product feature of which usage rights are being granted as well as the 

name of that product; in addition, issuers of product use authorizations may 

specify a range of versions and/ or releases whose use is controlled by the specific 

product use authorization. Units-granted - Contains the number of units of 

product use which are granted by the license. Management-policy defines the 

policy which is to be used in managing the granted software usage rights; this 

definition specifies the Style, Context-Template, Duration, and License Unit 

Requirements Determination Method which must be used. The calling

au thorizations and caller-authorizations are as explained above in reference to 

calling cards. The execution-constraints field identifies constraints placed on the 

characteristics of execution contexts which may be authorized to benefit from the 

units granted by this Product Use Authorization. The product-token filed contains 

product specific data not interpreted in any way by any processors conformant 

with the architecture; software product producers 28 use this array to augment the 

capabilities of conformant license managers. 
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Some anticipated uses of the token field include language support. detailed 

feature authorizations, and product support number. For language support, a 

token could be constructed which contains a list of local language interface 

versions whose use is authorized; thus, if a product were available in English, 

German, French and Spanish, a token could be constructed listing only English 

and German as the authorized languages. For detailed feature authorizations, 

some license issuers will wish to have very fme control over the use of features in 

a complex product; however, they may not wish to issue a large number of 

individual Product Use Authorizations to "turn on" each feature, so these vendors 

could construct tokens which contain lists of the features authorized or whose use 

is denied. For product support number. some issuers may wish to include on the 

product use authorization, and thus make available to the running product, some 

information concerning the suppon procedures for the product; for example, an 

issuer might include the telephone number of the support center or a support 

contract number, and the product could be designed to retrieve this data from the 

license manager and display it as pan of Help dialogues. 

The LURTs or license use requirements tables of Figure 4 provide a 

means by which issuers of licenses, whose LURDM is dependent on the type of 

platform on which the product is run, can store information describing the 

relationship between the platform type and unit requirements. A syntax diagram 

for a LURT is shown in Figure 19. In Figure 20, an example of how the LlJRT 

of Figure 4 might be encoded is illustrated. Lurt-name specifies the name by 

which the LURT is to be known to conforming license managers. The rows field 

models a list of multicolumn lurt rows. Platform-id identifies the platform for 

which this LurtRow provides license unit requirements. The lurt-columns field 

provides a list of one or more lurt column values; the first value provided is 
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assigned to column-1 of the lurt-row, the second value provided is assigned to 

column-, etc. A lurt column value of -1 indicates that use of the product or 

feature is not authorized, while a lun column value of 0 or greater indicates the 

number of units that must be allocated in order to authorize product use on the 

platform described by this lun-row. All unspecified columns (e.g., columns whose 

number is greater than the number of column values provided in the lun columns 

element) will be considered to contain the value • 1. 

In reference to Figure 19, to use the row-selector feature mentioned above, 

the platform-ID element would be replaced with row-selector which would be 

implicit of Context. Also, in Figure 34 described below, in the lurdm-kind 

element, row-selector would be included if the row-select feature is to be used. 

As discussed above, Figure 4 provides an example of a hypothetical LURT, 

illustrating the LURT mechanism, where the issuer of this LURT table has 

established three unit requirement tiers for use in determining the unit 

requirements for that issuer's products. Figure 20 provides an example of how the 

LURT presented in Figure 4 might be encoded. 

A group definition is used to define and name a license group. Once so 

defined, the name of this group can be used on product use authorizations in the 

same manner as a product name. Since a single product use authorization 

specifies the management policy for all members of the group, the members of 

that group must be compatible in their licensing styles, i.e., a personal use type 

product can not be mixed with a concurrent use product in the same group. 

Figure 21 shows a group definition syntax diagram. Group-name is the name 

which must appear on Product Use Authorizations for this group. Group-version 
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specifies the current version of this group; the requirements for matching between 

the version information on a product use authorization and that on a specified 

group definition are the same as those rules which require matching between 

produce use authorizations and the Release Date data provided by products. 

Group-members lists those products or features which are components of the 

named group. 

A key registration is used by a producer 28 or issuer 25 who have been 

registered as authorized license issuers and provided with an appropriate public 

and private key pair. The key registration identifies the public key which is to be 

used by conforming license managers 10 in evaluating signatures 53 created by the 

named issuer 25 or producer 28. A key registration syntax diagram is shown in 

Figure 22. Key-owner-name provides the name which must be used in either of, 

or both, of the Producer and Issuer fields of license data generated by the issuer; 

the key-owner-name must be identical to that specified in the Issuer field of the 

header record. Key-algorithm identifies the registered algorithm that is to be used 

when producing digital signatures with this key. Key-value identifies the public 

key. 

An issuer delegation is typically issued by a producer 28 and authorizes the 

named issuer 25 to issue licenses for products produced by the producer. An 

issuer delegation syntax diagram is shown in Figure 23. Delegated-issuer-name 

identifies the name which must appear in the Issuer field of any Product Use 

Authorization generated using the License Issuer Delegation. Delegated-product

id identifies the products whose licenses the named issuer is authorized to issue. 

Delegated-units-granted, if specified, indicates that the use of this IssuerDelegation 

is to be managed in the style of a consumptive license; the value of this attribute 
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gives the number of units for which license documents may be generated (i.e., if 

granted 1000 units by a Producer, an Issuer can only issue 1000 units.) Template

authorization provides a "template" Product Use Authorization whose attribute 

values must be included on any Product Use Authorization generated using this 

IssuerDelegation; in the case of attributes which have a scalar value (i.e., Version, 

Release Date. etc.), the Issuer may issue licenses with more restrictive values than 

those specified on the Template Authorization. Sub-license-permitted indicates 

whether the Issuer identified on this IssuerDelegation may issue an 

IssuerDelegation for the delegated-product-id. 

A license delegation, as shown in a syntax diagram of Figure 24, is used to 

delegate the right to manage license data. Such delegations are created by the 

licensee (by the license manager), if authorized by the issuer 28. A backup 

delegation, also shown in Figure 24, is used by one license management facility to 

authorize another to manage the delegated rights in the case that the delegating 

license manager is not running. The delegated-units field specifies the number of 

units whose management is being delegated; this may only be specified when a 

product use authorization is being delegated. Delegation-distribution-control 

defines the mechanisms by which the distribution and refreshing of the delegation 

will be accomplished. Delegatee-execution-constraints identifies any constraints 

which are placed on the execution-context of the Delegatee; these constraints are 

applied in addition to those which are a pan of the delegated License Data. 

Assignment-list identifies any assignments of the delegated units that must be 

respected by the delegatee. Delegated-data stores a copy of the LicenseData 

received from the issuer that is the subject of the delegation; the delegated data 

is not provided when the LlcenseDelegation element is included in a 

DelegationList. 
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The management information or Managementinfo element records 

information concerning the current state of the LicenseData with which it is 

associated. A syntax diagram of the Managementlnfo element is shown in Figure 

25. The assignments field identifies a list of one or more assignments which may 

be outstanding for the units on the associated product use authorization. 

Reservations identifies a list of one or more reservations which may be 

outstanding for the units on the associated product use authorization. Delegations 

identifies a list of all outstanding delegations. Backup-delegations identifies all 

outstanding backup delegations. the allocations field provides detailed 

information about outstanding allocations which involve units from the associated 

product use authorization. Registration-date is the date on which the LicenseData 

was registered in the license database. Registrar is the context which caused the 

LicenseData to be registered. Local-comment is a comment field. Tennination

date means a license defined date after which the license data may not be used; 

this date must be earlier than the end-date specified in the license datas term 

record. The extended-info field allows additional information concerning the state 

of the LlcenseData and its handling by the license manager that is not 

standardized. 

are: 

The defined types of elements will now be described. These defined type 

Allocation 

Assignment 

Context 

DistributionControl 

ExecutionConstraints 

IntervalTime 

ManagementPolicy 

Member 

NamedValue 

Named Value List 

ProductID 

Signature 
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ManagementConstraints 

Term 

Version 
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The allocation element records the information concerning a single unit 

allocation, and is shown in a syntax diagram in Figure 26. Allocation-context 

specifies the context to which the allocation was made. The allocation-lur field 

specifies the license unit requirement which applies to the allocation-context; this 

license unit requirement is calculated without consideration of any allocation 

sharing which may be possible. The allocation-group-id field identifies the 

"allocation-group" for the current allocation. in which an unshared allocation will 

always have an allocation group id of O; allocations which utilize shared units will 

have an allocation group id which is shared by all other allocations sharing the 

same units. 

The assignment element is shown in syntax diagram in Figure 27. 

Assigned-units identifies the number of units which are assigned. Assignment· 

term identifies the stan and end of the assignment period. Assignee identifies the 

context to which the assignment is made. 

The context element is shown in syntax diagram in Figure 28. The 

SubContext-typc field identifies the type of subcontext, and this type can be either 

standard or private; if standard, the type value will be taken from the standard

subcontext-type enumeration: (a) network-subcontext means the subcontext value 

identifies a network; (b) execution-domain-subcontext means the subcontext value 

is the name of the management domain within which the caller is executing; ( d) 

login-domain-subcontext means the subcontext value is the name of the 
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management domain within which the user of the caller was originally 

authenticated or "logged in"; (d) node-subcontext means the subcontext value is 

the name of a node: (e) proccss-family-subcontext means the subcontext value 

is an implementation specific identifier for a group of related processes; {f) 

process-ID-subcontext means the subcontext value is an implementation specific 

process identifier: (g) user-name-subcontext means the subcontext value is a user 

name; (h) product-name-subcontext means the subcontext value is the same as 

the product name found on the Product Use Authorization; (i) opcrating-system

subcontext means the subcontext value is a character string representation of the 

name of the operating system; U) platform-ID-subcontext means the subcontext 

value is an identifier that describes the hardware platform supporting the context. 

The subcontext-value field is the value of the subcontext. 

As discussed above, license data is always used or allocated within, or for 

the benefit of. some named licensing context. This context name is constructed 

by concatenating the values of all subcontexts into a single context name. A 

Context Template specifies those components of the context name which should 

be used in calculating license unit requirements. The management system 

determines the need to perform a unit allocation each time license units are 

requested. The full context on whose behalf the allocation should be made is 

obtained for each requested authorization. The system will mask the full context 

to exclude all sub-contexts not specified in the context template and then 

determine if the resulting context already has units allocated to it. If not, units 

will be allocated according to the specification of the LURDM, otherwise, the 

units previously allocated will be shared by the new context. Thus, if a given 

product authorization contains a context specification of NODE + USER _NAME, 

each context which requests license unit allocations and which has a unique pair 
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of NODE + USER _NAME subcontext values will require an explicit grant of 

license units to be made. On the other hand, any contexts which share the same 

pair of NODE and USER_NAME subcontext values will be able to "share" a 

single allocation of license units. The requirement for specific allocations of units 

and the ability to share units is exhibited in Figure 29 which attempts to provide 

a "snapshot" of the units allocated for the product FOOBAR V4.1 at a particular 

instance. It is seen from the figure that although presented with five unique full 

contexts, only four of them are unique when looking only at those ponions of each 

context which are described by the Context Template (ie: NODE + 

USER_NAME). A unit allocation must be made for each of the four instances 

of unique contexts, when masked by the Context Template. The fifth context can 

share allocated units with another context. Thus, the total requirement to support 

product use as described in this example would be 40-units (ie: four allocations of 

ten units each). Significant changes in the unit requirements can be achieved by 

making small modifications to the Context Template. Figure 30 shows the same 

contexts as in Figure 29 but a Context_ Template of NODE. The total unit 

requirement for this example would be three units (three allocations of ten units 

each) rather than the forty units required in the previous example. 

The distribution control clement defines the mechanism that will be used 

for distributing the subject delegation and records some status information 

concerning the distribution of that delegation. A syntax diagram of the 

distribution control element is shown in Figure 31. Distribution-method identifies 

the means by which the delegation will be distributed, and the alternatives are 

refresh-distribution, initial= distribution-only, and manual-distribution. Refresh

distribution means the license manager shall be responsible for the initial 

distribution of the delegation and for ensuring that refresh delegations are 
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properly distributed. Initial-distribution-only means the license manager shall be 

responsible for the initial distribution of the delegation, however, distribution of 

refresh delegations will be made by some other means. Manual-distribution 

means the distribution of the delegation will be under the control of some other 

mechanism (perhaps a license asset manager). Current-start-date is the time that 

the last successful initial or refresh delegation distribution was performed. 

Current-end-date identifies the last date on which the most recent delegation 

distribution was performed. Refresh-interval identifies the period of time between 

attempts to refresh the delegation; the refresh-interval may not be longer than the 

maximum-delegation-period and should normally be less than that in order to 

ensure that refresh delegations arc distributed prior to the expiration of the 

previous delegations that they are replacing. Retry-interval identifies the amount 

of time to wait for an unsuccessful distribution attempt to try again. Maximum

retry-count identifies the maximum number of times that an unsuccessful 

distribution attempt may be retried. Retries-attempted records the number of 

unsuccessful retry attempts which have been made since the last successful initial 

or refresh delegation distribution was performed. 

The execution constraints elements place limits on the environments and 

contexts which may receive allocations. A syntax diagram of the execution 

constraints element is shown in Figure 32. Operating-system contains a list of zero 

or more operating systems on which the use of the subject license is authorized; 

if no operating systems are specified, it is assumed that license use is authorized 

on all operating systems. Execution-context specifies a list of zero or more full or 

partial context names which identify the contexts within which products described 

by the license data may be executed; if no context names are specified, the 

licensed products may be executed in any context controlled by the licensee. 
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Environment-list identifies those environments within which the licensed product 

may be used. 

The interval time element is defined by the syntax IntervalTime 

UTCTime. 

.. -

The license ID element uniquely identifies the license data it is associated 

with. and is described by the syntax diagram of Figure 33. Here issuer uniquely 

identifies the issuer of the license data as well as the name space within which the 

LlcenseID Number is maintained. While the issuer name will typically be the 

same as the name of the issuer's company or p~rsonal name, this is not a 

requirement. For instance: The issuer name for Digital Equipment Corporation 

is "DEC," an abbreviation of the corporate name. Valid contents of the Issuer 

field are maintained in the an Issuer Registry. The serial-number provides a 

unique identification or serial number for the license data. The amendment field 

is an integer which is incremented each time license data is amended by its issuer, 

with the first version of any license data carries the amendment number 0; an 

amendment can only be applied to license data if that license data has identical 

Issuer and Number values and an amendment number less than the number of the 

amendment to be applied. 

The license units requirements determination method or LURDM element 

is shown in syntax diagram in Figure 34. The combination-permitted field 

indicates whether conforming license managers are permitted to combine together 

into a common pool the units from different product use authorizations if those 

produce use authorizations have the same product record value; for example, if 

combination is permitted and a single license manager discovers in its database 
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two 500-unit authorizations for the use of DEC Cobol. the license manager would 

be permitted to combine these two authorizations into a logical grant of 1000 

units. The overdraft-limit modifies the behavior of a conforming license 

management facility in those cases where it is found that there are zero or fewer 

license units available for use at the time of a request for the allocation or 

consumption of additional license units. Operation of overdraft is different 

depending upon whether allocative, or consumptive style is being used. In using 

with allocative style, an allocation is granted even though the remaining units are 

zero or less, up to the overdraft-limit. In using with consumptive style, the license 

is authorized to accumulate a negative balance of license units, up to the 

overdraft-limit. Overdraft-logging-required indicates whether all license grants 

which arc the result of overdraft use must cause a log record to be generated. 

When the allocation-size field is non-zero, then all unit allocations and delegations 

must be made in sizes which arc whole number multiples of the allocation-size 

value. Lurdm-kind identifies the method by which license unit requirements will 

be calculated once the requirement for an allocation has been discovered, the 

permitted alternatives being (a) LURT which specifies that license unit 

requirements are to be determined by lookup in the LURT which is associated 

with the current license, (b) Constant which specifies that license unit 

requirements are constant for all platforms on which the licensed product or 

product feature may run. and (c) Private-LURDM which specifies that license unit 

requirements arc to be determined by the licensed product, not by the license 

management facility. The named-lun-id specifies the name of the LURT table to 

be used in determining license unit requirements if the LURDM-kind is specified 

as LURT; if the LURDM-kind is specified as LURT and no table is explicitly 

named. th~ name of the table to be used is constructed from the issuer name on 

the product use authorization. Lurdm-value specifies the LURT column to be 
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used when LURDM-kind = LURT; however, when LURDM-kind = Constant, 

the Lurdm-vaiue field contains the precise number of units to be allocated or 

consumed. Default-unit-requirement specifies the unit requirement value to be 

used when the appropriate LURT does not have a row corresponding to the 

appropriate platform ID; when specified on a product use authorization with 

Style = Allocative, the context template will change to Process + 

Product_Specific and the Duration will change to Transaction in cases of 

unrecognized Platform ID's. 

The management constraints element is shown in a syntax diagram in 

Figure 35. The management-context field specifies a list of zero or more partial 

context names which identify the specific contexts within which the license data 

may be managed. If no management contexts are specified, the license data may 

be managed within any context controlled by the licensee. The contexts used in 

specifying Management Context Constraints may only contain the Network, 

Domain, and Node subcontexts. Specifying a list of management contexts does 

not effect whether or not the license data can be used within other contexts. For 

example, unless otherwise restricted, license data with a specified management 

context can be remotely accessed from or delegated to other nodes in a network. 

The management-scope field defines the maximum permitted size of the license 

management domain within which the license data may be managed or distributed, 

these being single-platfo~ management-domain, or entire-network. Single

platform constrains the license management domain for the subject license data 

to be no larger than a single platform. Management-domain constrains the license 

management domain for the subject license data to be no larger than a single 

management domain. Entire-network constrains the license management domain 

for the subject license data to be no larger than a single wide area network; that 
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nerwork which contains the platform on which the license units were initially 

loaded. Although technology may not exist to detect the interorganizational 

boundaries of a wide area network (i.e., what is on the Internet as opposed to 

being on a company's own network), the assumption is that interorganization and 

internetwork sharing of licenses will normally be considered a violation of license 

terms and conditions. The backup-permitted field indicates if the Issuer has 

authorized the use of backup delegations for this data. Delegation-permitted 

indicates if the Issuer has authorized the licensee to delegate this data. 

Maximum-delegation-period identifies the longest interval during which a 

delegation may be valid; by default, delegations have a life of 72-hours. 

The major elements of the management policy specification are shown in 

Figure 3, as previously discussed. A syntax diagram for the management policy 

element is shown in Figure 36. For the Style fiel~ three fundamental styles of 

license management policy are supported, allocative, consumptive, and private

style, as explained above. Only one of these styles may be assigned to any single 

product use authorization. The Context-template specifies those components (sub

contexts) of the execution-context name which should be used in determining if 

unit allocations are required. The Duration defines the duration of an allocation 

of license units to a specific context or the duration of the period which defines 

a valid consumptive use. For durations of type ·~ignment," the specification of 

a Reassignment Constraint is also provided for. Three types of Duration_ Kind are 

supported, these being Transaction. Assignment and Immediate, as explained 

above. The lur-determination-method stores information used in calculating the 

number of units that should be allocated or consumed in response to a license 

request. The allocation-sharing-limit identifies the largest number of execution 

contexts that may share an allocation made under this management policy; an 
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allocation-sharing-limit of 0 indicates that the number of execution contexts that 

may share an allocation is unlimited. The reassignment-constraint specifies a 

minimum duration of assignment; although there is normally no constraint placed 

on how frequently granted units may be reassigned. an issuer may constrain 

reassignment by specifying this minimum duration of an assignment, in which case 

reassignment of assigned units will not be supponed until the amount of time 

specified in the Reassignment Constraint has passed. If an assignment of some 

particular set of units has been delegated and the delegation period for that 

delegation has not terminated, cancellation of the delegation must be performed 

prior to reassignment. 

The member element identifies a specific licensed product which may be 

part of a calling authorization or group definition. and is shown in syntax diagram 

in Figure 37. Member-product identifies the product which is a member. 

Member-signature is constructed from the product and token fields of the called 

member structure as well as the product and issuer fields of the calling product. 

Member-token provides the data which should be used as the product token for 

this member. 

Named values are data elements with a character string tag that identifies 

the data element, and have a syntax as shown in Figure 38, which also shows the 

syntax for ValueData and named value list. A named value list models a list of 

named values, with an example being shown in Figure 39. In Figure 38, Value

Name uniquely identifies the value; no standard value names are defined, and the 

period character can be used as a part of the value name to form a hierarchical 

tag registry at the discretion of the issuer. Value-data is the data that has been 

named; data types are selected from the possible Value Data types, seen in the 
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Figure. Value-boolean means the named data is a boolean value. Value-integer 

means the named data is an integer value. Value·text means the named data is 

a StringList value. Value·general means the named data is a stream of bytes in 

any format. Value-list means the named data is a list of named data values. 

The product lD explicitly identifies the product which is the subject of the 

license data with which it is associated, with the syntax for ProductID being shown 

in Figure 40. The version and release date fields provide a mechanism for 

defining which specific instances of the licensed product are described in the 

associated license data. The Producer field is a registered name which identifies 

the producer of the licensed feature; in the case of Group Names, the Producer 

is always also the Issuer of the group. The Product·name identifies a licensed 

software feature. The First-version identifies the earliest version of the product 

whose use is authorized. The Last-version identifies the latest version of the 

product whose use is authorized. The First-release-date identifies the earliest 

release of the product whose use is authorized. The Last-release·date identifies 

the latest release of the product whose use is authorized. Conforming license 

managers are required to interpret the contents of these fields in the most 

restrictive way possible. Thus, if a license is issued with Last-version = 3.0 and 

a Last-release-Date of 1-Jan-199~ then the use of version 2.0 of the licensed 

product would be unauthorized if it had a release date of 2·Jan-1991. If either a 

First-version or First-release-date is specified without a matching Last-version or 

Last-release-date, use of the produce is authorized for all versions or release dates 

following that specified. Similarly, if either a last-version or Last-release-date is 

specified without a matching First-version or First-release·date, use of the produce 

is assumed to be authorized for all versions or release dates prior to that specified. 

Issuers should typically only specify one of either First-version or First·release-
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date. This is the case since it is anticipated that these fields will typically refer to 

events which occurred prior to the moment of license data issuance. Thus, it 

should normally be possible for the issuer to state unambiguously with only one 

of these two fields which is the oldest implementation of the product that is to be 

authorized. The architecture does permit, however, both fields to be used in a 

single product authorization. 

The signature element is used to establish the integrity and authorship of 

the license data with which it is associated. A syntax diagram for the signature 

element is shown in Figure 41. The Signature-algorithm field identifies the 

registered algorithm that was used to produce the digital signature. Signature· 

parameters are the values of the algorithm's parameters that are to be used; the 

need for and syntax of parameters is determined by each individual algorithm. 

Signature-value is an enciphered summary of the information to which the 

signature is appended; the summary is produced by means of a one-way hash 

function, while the enciphering is carried out using the secret k~y of the signer 

(Issuer). 

The term element defmcs an interval during which the license data is valid, 

and is shown in syntax diagram form in Figure 42. The fields are stan-date and 

end-date. Start-date identifies the first date of the term; if not specified, the 

license data is considered valid on any date prior to the end-date. End-date 

identifies the last date of the term; if not specified, the license data is considered 

valid on any date after the Stan-date. While the Stan-date is always either 

omitted or specified as an ab::olute date, the End-date can be either absolute or 

relative. If the End-date is specified as a relative or "interval" date and the Start

date has been omitted, the date of license registration will be used as the effective 
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start date in computing the valid term of the license data. [t should be noted that 

the system does not specify the mechanism by which system dates are maintained 

by platforms supporting system components. Instead, the system always accepts 

that system time returned to it as correct. Thus, the reliability of the management 

of license data which specifics terms is dependent on the time management 

function of the underlying platform. 

The version element identifies a four-part version of the licensed software 

product or feature. A syntax diagram of the version element is shown in Figure 

43. The schematics of each of the four parts is not detailed, but it is required that 

producers who wish to permit version ranges to be specified on product use 

authorizations ensure that the collating significance of the four parts is maintained. 

When comparing versions, Part-1 is considered first, then Part-2, then Pan-3, and 

finally, Part-4. Part-1 identifies a major modification to the versioned object. 

Part-2 identifies a modification to the versioned object which is less significant 

than a modification which would cause a change in the Part-1 value. Part-3 

identifies a modification to the versioned object which is less significant than a 

modification which would cause a change in the Pan-2 value. Part-4 identifies a 

modification to the versioned object which is less significant than a modification 

which would cause a change in the Part-3 value. 

FILTERS 

An important feature is the use of filters in the license management 

program 11. including the client interface 31 and the management interface 33. 

A filter is used is select items in the license database 23. for example. Various 
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selection mechanisms are used in picking out or doing lookups in database 

technology; filters are one of them. The filter engine used in the license 

management system 11 of Figure 1 is generally of a known construction., with the 

exception of the select filter item type as will be described, which allows a 

complex rather than a flat data format to be selected from. The feature that is 

of importance to this embodiment is the way of specifying items as an input to the 

filter function , rather than the filter function itself. Thus, there is described 

below a template for specifying input to the filter engine. This is as if a form 

were used as the input, with blanks on the form; by filing in certain blanks these 

would be the items selected on. the blanks not filled in would be "don't care". 

An instance of the class filter is a basis for selecting or rejecting an object 

on the basis of information in that object. At any point in time, a filter has a 

value relative to every object - this value is false, true or undefined. The object 

is selected if and only if the filter's value is true. This concrete class has the 

attributes of its superclass - Object - and the specific attributes listed in the table 

of Figure 44. 

A filter is a collection of simpler filters and elementary filter-items together 

with a Boolean operation. The filter value is undefined if and only if all the 

component filters and filter-items are undefined. Otherwise, the filter has a 

Boolean value with respect to any object, which can be determined by evaluating 

each of the nested components and combining their values using Boolean 

operation (components whose value is undefined or ignored). The attributes 

specific to filter as shown in Figure 44 are (a) filter items which are a collection of 

assertions, each relating to just one attribute of an object, (b) filters which are a 

APPLE EXHIBIT 1002, Page 336 of 1044



5 

10 

15 

20 

25 

W092/20022 PCT/US92/03812 

.. B2.-

collection of simple filters. and ( c) filter rype which is the filters type, of one of the 

following values: And. Or. Not. 

An instance of the class filter item is a component of a filter. It is an 

assertion about the existence or values of a single attribute of a license data object 

or one or its subobjects. This concrete class has the attributes of its superclass -

object - and the specific attributes listed in the table of Figure 45. 

The value of a filter item is undefined if: (a) the Attribute Types are 

unknown. or (b) the syntax of the Match Value does not conform to the attribute 

syntax defined for the attribute type, or ( c) a required Attribute is not provided. 

The attributes specific to filler item as shown in Figure 45 are (a) filter item type 

which identifies the type of filter item and thereby the nature of the filter, and its 

value must be one of 

equality 

inequality 

greater or equal 

less or equal 

less 

present 

select 

request candidates 

greater simulate request 

(b) attribute type which identifies the type of that attribute whose value or 

presence is to be tested; the value of All Attributes may be specified, ( c) match 

value which is the value which is to be matched against the value of the attribute, 

(d) filter which identifies the filter to be used in evaluating a selected subobject 

of the current object; the filter is ignored if the filter item type is not select or if the 

specified attribute type is not present in the object, and upon evaluation of the 

filter the value of filter item will be set to that of the filter, ( e) initial substring, if 

present, this is the substring to compare against the initial portion of the value of 
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the specified attribute type, (f) substring, if present, this is the substring(s) to 

compare against all substrings of the value of the specified attribute type, (g) final 

substring, if present, this is the substring to compare against the final portion of the 

value of the specified attribute type, and (h) license request, if present, this is 

license request against which the appropriate license data objects should be 

evaluated; this attribute may only be specified if the value of the filter item type 

is either Request Candidates or Simulate Request. 

An instance of enumeration syntax Filter Type identifies the type of a filter. 

Its value is chosen from one of the following: (a) And means the filter is the 

logical conjunction of its components; the filter is true unless any of the nested 

filters or filter items is false, or if there are no nested components, the filter is 

true; (b) Or means the filter is the logical disjunction of its components; the filter 

is false unless any of the nested filters or filter items is true, or, if there are no 

nested components, the filter is false; (c) Not means the result of the filter is 

reversed; there must be exactly one nested filter or filter item, and the filter is 

true if the enclosed filter or filter item is false, and is false if the enclosed filter 

or filter item is true. 

An instance of enumeration syntax Filter Item Type identifies the type of a 

filter item. Its value is chosen from one of the following: (a) Equality which 

means the filter item is true if the object contains at least one attribute of the 

specified type whose value is equal to that specified by Match Value (according 

to the equality matching rule in force), and false otherwise; (b) Inequality which 

means the filter item is true if the object contains at least one attribute of the 

specified type whose value is not equal to that specified by Match Value 

(according to the equality matching rule in force), and false otherwise; (c) Greater 
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or Equal which means the filter item is true if the object contains at least one 

attribute of the specified type whose value is equal to or greater than the value 

specified by Match Value (according to the matching rule in force), and false 

otherwise: (d) Less or Equal which means the filter item is true if the object 

contains at least one attribute of the specified type whose value is equal or less 

than the value specified by Match Value (according to the matching rule in force), 

and false otherwise; ( e) Greater which means the filter item is true if the object 

contains at least one attribute of the specified type whose value is greater than the 

value specified by Match Value (according to the matching rule in force), and 

false otherwise; (f) Less which means the filter is true if the object contains at 

least one attribute of the specified type, whose value is less than the value 

specified by Match Value (according to the matching rule in force ),and false 

otherwise: (g) Present which means the filter item is true if the object contains at 

least one attribute of the specified type, and false otherwise; (h) Select which 

means the filter item is true if the object contains at least one attribute of the 

specified type which has an object syntax and when the Filter is evaluated against 

the attributes of that object the Filter is true, and false otherwise; (i) Request 

Candidates which means the filter item is true if the object against which it is 

evaluated is one which ~ be used to provide some or all of the units requested 

by the specified License Request; the evaluation is made independently of any 

outstanding allocations or preallocations; and (j) Simulate Request which means 

the filter item is true if the object against which it is evaluated is one which ~ 

be used to provide some or all of the units requested by the specified License 

Request. 

The Request Candidates and Simulate Request filter item types are of 

special use in testing and prototyping of systems by a license manager at a 
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or Equal which means thefilter item is true if the object contains at least one

attribute of the specified type whose value is equal to or greater than the value

specified by Match Value (according to the matching rule in force), and false

otherwise; (d) Less or Equal which means the filter item is true if the object

contains at least one attribute of the specified type whose value is equal or less

than the value specified by Match Value (according to the matching rule in force),

and false otherwise; (¢) Greater which means the filter item is true if the object

contains at least one attribute of the specified type whose value is greater than the

value specified by Match Value (according to the matching rule in force), and

false otherwise; (f} Less which means the filter is true if the object contains at

least one attribute of the specified type, whose value is less than the value

specified by Match Value (according ta the matching rule in force),and false

otherwise; {zg} Present which means the filter item is true if the object contains at

least ont attribute of the specified type, and false otherwise; (h) Sefecr which

means the filter item is true if the object contains at least one attribute of the

specified type which has an object syntax and whenthe Filter is evaluated against

the attributes of that object the Filter is true, and false otherwise; (i) Request

Candidates which means the filter item is true if the object against which it is

evaluated is one which could be used to provide someorall of the units requested

by the specified License Request; the evaluation is made independently of any

outstanding allocations or preallocations; and (j) Simulate Request which means

the filter item is true if the object against whichit is evaluated is one which would

be used to provide some or all of the units requested by the specified License

Request.

The Request Candidates and Simulate Request filter item types are of

special use in testing and prototyping of systems by a license manager at a
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licensee's site. For example, the license manager can simulate the effect of 

potential assignments, the effect of a population of certain types on a network. etc. 

As an example, Figure 46 shows how a filter may be constructed to identify 

''.All Product Use Authorizations issued by Digital for the Product J\.mazing 

Graphics System' which contains a calling authorization for Digital's 'Amazing 

Database' Product". This example is in the international standard form.at referred 

to as X.409 as mentioned above. 

Filters can also used in a request allocation, being specified in a request 

extension as explained above. That is, a filter is one of the optional items in a 

request extension. For example, if a user wanted to use a version of WordPerfect 

with French language extension, and there were version with and without on the 

network, his request allocation would have a request extension that specified a 

filter for "French" in the token field. In this manner, a product can describe itself 

more richly. The filter in the request extension can be a Required filter or a 

Preferred filter, meaning the feature such as "French" is either absolutely 

necessary, or merely the preferred. 

While this invention has been described with reference to specific embodi

ments, this description is not meant to be construed in a limiting sense. Various 

modifications of the disclosed embodiments, as well as other embodiments of the 

invention, will be apparent to persons skilled in the art upon reference to this 

description. It is therefore contemplated that the appended claims will cover any 

such modifications or embodiments as fall within the true scope of the invention. 

APPLE EXHIBIT 1002, Page 340 of 1044



W092/20022 PCT /US92/03812 

WHAT IS CLAIMED IS: 

1 1. A method of managing use of licensed software items, said 

2 software items separately executable on a computer system or 

3 

4 

5 

6 

7 

8 

9 

10 

11 

12 

13 

14 

15 

16 

17 

18 

19 

20 

21 

22 

1 

2 

accessible by said computer system, the computer system including 

a processor and one or more nodes, comprising the steps of: 

maintaining by said processor a store of license 

authorizations for said software items; each license authorization 

including an indication of license management policy for a software 

item, said indication having a plurality of sets of policy 

components, said sets of policy components. granting al.ternati ves of 

specified restrictive rights to selectively access and execute said 

software items in said system; said indication of license 

management policy being in the format of an encoded document of a 

data type consisting of an ordered sequence of elements; 

accessing said store by said processor to modify in said store 

one or more of said specified restrictive rights of said policy 

components of an identified license authorization; 

accessing said store by said processor using a filter to 

obtain information from said license authorization for a selected 

software item, in response to a request from a node, and 

comparing an identification of said node and said software 

item with said information, to produce and send to said node a 

grant or refusal of said request. 

2. A method according to claim 1 including the step of 

receiving said license authorizations , for storing in said store, 
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1 from a license granter external to said processor, and wherein said 

2 step of accessing said store to modify in said store one or more of 

3 said specified restrictive rights employs management functions 

4 executable on said processor but not on said nodes or said license 

5 granter to identify a license authorization in said store. 

1 3. A method according to claim 1 wherein said indication is 

2 in the format of an encoded document of a data type consisting of 

3 an ordered sequence of three elements, the three elements including 

4 a document descriptor, a document header and the document content. 

1 4. A method according to claim 1 wherein said filter 

2 specifies one or more of said attributes and a Boolean operator for 

3 

4 each selected attribute. 

1 5. A method according to claim 2 wherein said step of 

2 accessing said store to modify one or more of said policy 

3 components is to allow grant of rights to use which are more 

4 restrictive than said specified restrictive rights. 

1 

2 

6. A method according to claim 2 including the steps of: 

3 sending a request by a user of one of said software items to 

4 obtain permission to use said software item; said request 

5 identifying the user and said software item; 
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1 accessing said store to obtain information from said license 

2 authorization for said software item, in response to said request, 

3 and comparing said identification of said user and said software 

4 item with said informationr to produce a grant or refusal of said 

5 request for sending to said user. 

1 

2 

3 

4 

5 

6 

1 

2 

3 

4 

5 

7. A method according to claim 6 wherein said store is 

maintained by a license server, and said request is sent to said 

server and wherein said request is in the form of a remote 

procedure call, and said grant or refusal sent to said user is a 

return of said procedure call. 

8. A method according to claim 7 wherein said license 

authorization is a data arrangement specified as a product use 

authorization, and said product use authorization is received by 

said server from an issuer, and wherein said server and said users 

are nodes on a computer network. 

1 9. A method according to claim 2 wherein said policy 

2 components include a termination date, and said management 

3 functions can modify said termination date to an earlier 

4 termination date and wherein said policy components include a right 

5 of delegation of a right to grant said requests to another server 1 

6 and said management functions can modify said right of delegation 

7 to remove said right of delegation. 
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1 10. A method ace\ :ding to claim 2 including storing in 

2 association with said license authorization a number of management 

3 attributes, and said management functions being able to modify said 

4 management attributes. 

l ll. A method according to claim 10 wherein said management 

2 attributes include a reservation of units of license use granted by 

3 said license authorization so that said units will not be granted 

4 to a user in response to said request, and wherein said management 

5 attributes include an allocation of units of license use to a 

6 specific context. 

1 12. A method according to claim 10 wherein said management 

2 attributes include an alJ.ocation period which is the minimum 

3 duration of an allocation of units, and wherein said management 

4 attributes include permission to enable a backup delegation of the 

5 right to grant said requests. 

1 13. A system for managing use of licensed software products, 

2 comprising: means for maintaining a store of license documents, one 

3 for each said product; each license document including an 

4 indication of license policy having plurality of sets of policy 

5 components granting specified restrictive rights to use said 

6 software products, said policy components in each set providing 

·7 alternatives; 

8 a management interface for accessing said store to modify 
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1 selected ones of said components of an identified license 

2 authorization. 

1 14. A system according to cl.aim 13 including: 

2 means for sending a request from a user of one of said 

3 products to obtain permission to use said product; said request 

4 identifying the user and said product; 

5 means for accessing said store to obtain information from said 

6 license document for saidproductr in response to said request, and 

7 for comparing said identification of said user and said product 

8 with said information, and with constraints imposed by said policy 

9 components, to produce a grant or refusal of said request and send 

10 said grant or refusal to said user. 

1 15. A system according to claim 13 wherein said management 

2 interface can modify said selected ones of said components to allow 

3 grant of rights to use which are more restrictive than said 

4 specified restrictive rights and wherein said means for 

5 maintaining, and said means for accessing and sending to said user 

6 are all located at a server on a distributed network, and said 

7 means for sending a request is located at a user node on said 

8 network. 

1 16. A system according to claim 14 wherein said request is in 

2 the form of a remote procedure cal.1., and said grant or refusal sent 

3 to said user is a return of said procedure callr and wherein said 
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1 license document is a data arrangement specified as a product use 

2 authorization, and said product use authorization is received by 

3 said server from a license issuer. 

1 

2 

17. A system according to claim 13 wherein said policy 

components include a termination date, and said management 

3 functions can modify said termination date to an earlier 

4 termination date, and wherein said policy components include a 

5 right of delegation of a right to grant said requests to another 

6 server, and said management functions can modify said right of 

7 delegation to remove said right of delegation. 

1 18. A system according to claim 15 including means for storing 

2 in association with said license authorization a number of 

3 management attributes, wherein said management functions are able 

4 to modify said management attributes and wherein said management 

5 attributes include a reservation of units of license use granted by 

6 said license authorization so that said units will not be granted 

7 to a user in response to said request. 

1 19. A system according to claim 18 wherein said management 

2 attributes include an allocation of units of license use to a 

3 specific context. 

1 20. A system according to claim 18 wherein said management 

2 attributes include an allocation period which is the minimum 
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1 duration of an allocation of units, and include permission to 

2 enable a backup delegation of the right to grant said requests. 

1 21. A method according to claim 3 wherein said document 

2 descriptor includes an encoding method version number, and encoder-

3 identifier and an encoder-name, and wherein said document-header 

4 includes a title, an author, a version and a date for the software 

5 item. 

1 22. A method according to claim 3 wherein said document 

2 content includes at least one of the following: 

3 a product-use-authorization; 

4 a license-use-requirements-table; 

5 a group-definition; 

6 a key-registration; 

7 a delegation. 

1 23. A method according to cl.aim 3 wherein said document-

2 content incl.odes a l.icense-data-header, and said license-data-

3 header describes the parties to the license document, the te.rm of 

4 the agreement and constraints that may have been placed on 

5 management of the license data. 

1 24. A method according to cl.aim 3 wherein said document-

2 content includes management-info, where the management-info may 

3 include at least one of the following: 
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an assignment; 

a reservation; 

a delegation; 

a backup delegation; 

an allocation; 

a registration date; 

a registrar; 

a comment; 

a termination-date. 

25. A method according to claim 3 wherein: 

PCT /US92/03812 

1 

2 said document descriptor includes an encoding method 

3 version and a date for the software item; 

4 said document content may include at least one of the 

5 following: a product-use-authorization, a license-use-requirements-

6 table, a group-defination, a key-registration, and a delegation; 

7 said document-content selectively includes a license-

s data-header, and said license-data-header describes the parties to 

9 the license document, the term of the agreement and constraints 

10 that may have been placed on management of the license data; 

11 said document-content may have been placed on management 

12 of the license data; 

13 said document-content selectively includes management-

14 info, where the management-info may include at least one of the 

'15 following: an assignment, a reservation, a delegation, a backup 

16 delegation, an allocation, a registration date, a registrar, and a 
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1 comment. 

1 26. A method according to claim 3 wherein said store is 

2 maintained by a license server, and said request is sent to said 

3 server, and wherein said server and said users are nodes on a 

4 computer network. 

1 27. A method according to claim 3 wherein said request is in 

2 the form of a remote procedure call, and said grant or refusal sent 

3 to said user is a return of said procedure call, and wherein said 

4 license authorization is received by said server from an issuer. 

1 28. A method according to claim 3 including the steps of: 

2 sending a request by a user of one of said software items to obtain 

3 permission to use said software item; said request identifying the 

4 user and said software item; 

5 sending said grant or refusal to said user. 

1 29. Apparatus for managing use of licensed software items, 

2 comprising: 

3 means for maintaining a store of license authorizations 

4 for said software items; each license authorization including an 

5 indication of license management policy for a software item, said 

6 indication being in the format of an encoded document of a data 

7 type consisting of an ordered sequence of three elements, the three 

8 elements including a document descriptor, a document header andthe 
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1 document content; 

2 means for sending a request by a user of one of said 

3 software items to obtain permission to use said software item; said 

4 request identifying the user and said software item; 

5 means for accessing said store to obtain information from 

6 said license authorization for said software item, in response to 

7 said request, and comparing said identification of said user and 

8 said software item with said information, to produce a grant or 

9 refusal of said request; 

10 means for sending said grant or refusal to said user. 

1 30. Apparatus according to claim 2 9 wherein said document 

2 descriptor includes an encoding method version number, and an 

3 encoder-identifier and an encoder-name, and wherein said document-

4 header includes a title, an author, a version and a date for the 

5 software item. 

1 31. Apparatus according to claim 2 9 wherein said document 

2 content includes at least one of the following: 

3 

4 a product-use-authorization; 

5 a license-use-requirements-table; 

6 a group-definition; 

7 a key-registration; 

B a delegation. 

9 
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1 32. Apparatus according to claim 29 wherein said document-

2 content includes a license-data-header, and said license-data-

3 header describes the parties to the license document, the term of 

4 the agreement and constraints that may have been placed on 

5 management of the license data. 

1 33. Apparatus according to claim 29 wherein said document-

2 content includes management-info, where the management-info may 

3 include at least one of the following: 

4 an assignment; 

5 a reservation; 

6 a delegation; 

7 a backup delegation; 

8 an allocation; 

9 a registration date; 

10 a registrar; 

11 a comment; 

12 a termination-date. 

1 34. Apparatus according to claim 29 wherein: 

2 said document descriptor includes an encoding method 

3 version number, and encoder-identifier and an encoder-name; 

4 said document-header includes a title, an author, a 

5 version and a date for the software item; 

said document content may include at least one of the 

following: a product-use-authorization, a license-use-requirements-
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table, a group-definition, a key-registration, and a delegation; 

said document-content may include a license-data-header, 

and said license-data-header describes the parties to the license 

document, the term of the agreement and constraints that may have 

been placed on management of the license data; 

said document-content may include management-info, where 

the management-info may include at least one of the following: an 

assignment, a reservation, a delegation, a backup delegation, an 

allocation, a registration date, a registrar, and a comment. 

2 35. Apparatus according to claim 29 wherein said store is 

3 maintained by a license server, and said request is sent to said 

4 server, and wherein said request is in the form of a remote 

5 procedure call, and said grant or refusal sent to said user is a 

6 return of said procedure call. 

l 36. Apparatus according to claim 29 wherein said license 

2 authorization is received by said server from an issuer, and 

3 wherein said server and said users are nodes on a computer network. 

1 37. A method of storing license documents by a server for a 

2 license management system, comprising the steps of: 

3 maintaining a store of license documents for software items; 

4 each license document including an indication of license management 

5 policy for a software item, said indication being in the format of 

6 an encoded document of a data type consisting of an ordered 
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1 sequence of three elements, the three elements incl.uding a document 

2 descriptor, a document header and the document content; 

3 accessing said store to obtain information from a selected one 

4 of said license documents for a software item, in response to a 

5 request, and referencing said indication of license management 

6 pol.icy, to produce a grant or refusal of said request. 

1 38. A method according to claim 37 wherein said document 

2 descriptor incl.udes an encoding method version number, an encoder-

3 identifier and an encoder-name, and wherein said document-header 

4 incl.udes a title, an author, a version and a date for the software 

5 item. 

1 39. A method according to claim 37 wherein said document 

2 content includes at least one of the following: 

3 a product-use-authorization; 

4 a 1.icense-use-requirements-table; 

5 a group-definition; 

6 a key-registration; 

7 a delegation. 

1 40 . A method according to claim 4 wherein said step of 

2 sel.ecting by a fil.ter may select on one or more of the attributes: 

3 issuer, producer, product name, product use authorization, call.ing 

4 authorization, and wherein said store is maintained by a license 

5 server, and said request is sent to said server. 

1 41. A method according to cl.aim 4 wherein said request is in 

2 the form of a remote procedure call, and said grant or refusal sent 
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1 to said user is a return of said procedure call. 

1 42. A method according to claim 40 wherein said license 

2 authorization is a data arrangement specified as a product use 

3 authorization, and said product use authorization is received by 

4 said server from an issuer, and wherein said server and said users 

5 are nodes on a computer network. 

1 43. Apparatus for managing use of licensed software items, 

2 comprising: 

3 means for maintaining a store of license authorizations for 

4 said software items; each license authorization including an 

5 indication of license management policy for a software item, said 

6 indication being an encoded document containing a number of 

7 attributes defining said license policy; 

8 filter means for selecting from said store, said filter means 

9 specifying one or more of said attributes and a Boolean operator 

10 for each selected attribute; 

11 means for sending a request by a user of one of said software 

12 items to obtain permission to use said software item; said request 

13 identifying the user and said software item; 

14 means for accessing said store to obtain information from said 

15 license authorization for said software item, in response to said 

16 request, and comparing said identification of said user and said 

17 software item with said information, to produce a grant or refusal 

18 of said request; and 
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1 means for sending said grant or refusal to said user. 

1 44. Apparatus according to claim 43 wherein said filter means 

2 may select on one or more of the attributes: issuer, producer, 

3 product name, product use authorization, calling authorization, and 

4 wherein said store is maintained by a license server, and said 

5 request is sent to said server, and wherein said request is in the 

6 form of a remote procedure call, and said grant or refusal sent to 

7 said user is a return of said procedure call. 

1 45. Apparatus according to claim 43 wherein said l.icense 

2 authorization is a data arrangement specified as a product use 

3 authorization, and said product use authorization is received by 

4 said server from an issuer, wherein said server and said users are 

5 nodes on a computer network. 
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W092/20022 

61 

60 Execute 
Unit 18 

Make Call 
Lm_Request_Allocation ( ), 

Arguments: __ 

3/32 

64 65 

Check 
~N~.i Error 

Code 

66 Store Grant 
Handle 

,------. -------, 
I 67 : 

I 
I 
I 
I 
I 
I 
I 
I 

Make Call 
Lm_Query_Allocation ( ), 

Arguments: __ 

Receive Return 

EXECUTE 
PROGRAM 17 

~ 

PCT/US92/03812 

I • 
L ______ ·---------

FIC.S 

Retrieve Handle 

Make Call 
Lm_Release_Allocation () 

70 
Receive 

Return Ack. 

68 

69 
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APPLE EXHIBIT 1002, Page 358 of 1044



N 

en Yv I c 
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(f) LICENSE ~ 
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~ CALLER 
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Object Identifier Value : = = { 

} 
Object Identifier Encoding : = = { 

} 

iso( 1 ) 
identified-organization(3) 
icd-ecma( 12) 
member-company(2) 
dec(l 011) 
data-syntaxes( 1) 
cda(3) 
ldif( 1 7) 

Ox6, Ox8,0x28, OxC, Ox2, 
Ox87,0x73, Ox1,0x3,0x11 

FIG. 8 LDIF Object Identifier 
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LDIFDocument 
document-descriptor 
document-header 
document-content 

FIG. 9 

.. _ .. -

} 

[PRIVATE 16373) IMPLICIT SEQUENCE { 
[0] IMPLICIT DocumentDescriptor OPTIONAL, 
[ 1] IMPLICIT DocumentHeader OPTIONAL, 
[2] IMPLICIT DocumentContent 

LDIF Document Syntax Diagram 

LDIFDocument 
------ I I -

DocumentDescriptor DocumentHeader DocumentContent 
major-version title LicenseData 
minor-version author ·license-data-element 
encoder-identifier version 
encoder-name date 

FIG. 10 

I c§ense-data-eleme6!) 

PrivateHeaderData 
value-name 
value-data 

• . . 
LDIF Document Structure 
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DocumentDescriptor 
major-version 
minor-version 
encoder-identifier 
encoder-name 

··.. -

} 

SEQUENCE { 
[OJ IMPLICIT INTEGER OPTIONAL, 
[1] IMPLICIT INTEGER OPTIONAL, 
[2] IMPLICIT Character-String OPTIONAL, 
[3] IMPLICIT Character-String OPTIONAL 

FIG. 11 Document Descriptor Syntax Diagram 

Pakgen DocumentDescriptor :: = { 

major-version 1 , 
minor-version 0, 
encoder-identifier "PAKGEN", 
encoder-name {Character-String "PAK Generator V1 .O"} 
} 

Fl G. 1 2 Document Descriptor Example 
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DocumentHeader 
private-header-data 
title 
author 
version 
date 

··.. -

} 

SEQUENCE { 
[0) IMPLICIT NamedValuelist OPTIONAL, 
[1) IMPLICIT Character-String OPTIONAL, 
[2) IMPLICIT Character-String OPTIONAL, 
[3) IMPLICIT Character-String OPTIONAL, 
[41 IMPLICIT UTCTime OPTIONAL 

Fl G. 1 3 Document Header Syntax Diagram 

example-header document-header :: = { 
title {Character-String "PAKGEN Licenses with Associated LURT data"} 
author {Character-String "Tom Jones, Foobar, Inc. License Department"} 
version {Character-String "V0.1 "} 
date "198801021100-0500" 
} 

Fl G. 1 4 Document Header Example 
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Document Content :: = SEQUENCE OF LicenseData 

LicenseData :: = SEQUENCE { 
license-data-header [OJ IMPLICIT LicenseDataHeader, 

(1) CHOICE { license-body 
product-use-authorization 
license-units-requirements-table 
group-definition 

[0) IMPLICIT ProductUseAuthorization, 
[ 1) IMPLICIT LURT I 
(2) IMPLICIT GroupDefinition, 
[3] IMPLICIT KeyRegistration, 
[4) IMPLICIT lssuerDelegation, 
[5) IMPLICIT LicenseDelegation, 
[6] IMPLICIT BackupDelegation 

key-registration 
issuer-delegation 
license-delegation 
backup-delegation 

management-info 

FIG. 15 

}, 
(21 IMPLICIT Managementlnfo OPTIONAL 

} 

Document Content Syntax Diagram 
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LicenseData 
I 

I--~-- --1 
LicenseDataHeader LicenseBody (one of) Managementinfo (optional) 

license-id 
licensee 
term 
management-

constraints 
signature 
issuer-comment 

FIG. 1 6 

LicenseDataHeader 
license-id 
licensee 

product-use-authorization 
license-units-requirements-table 
group-definition 

key-registration 
issuer-delegation 
license-delegation 
backup-delegation 

License Data Structure 

: : = SEQUENCE { 
[OJ IMPLICIT LicenselD, 

assignments 
reservations 
delegations 

backup-delegations 
allocations 
registration-date 
registrar 
local-comment 
extended-info 

term 
management-constraints 
signature 
issuer-comment 

(1] IMPLICIT Character-String OPTIONAL, 
[2] IMPLICIT Term OPTIONAL, 
[4] IMPLICIT ManagementConstraints OPTIONAL, 
[51 IMPLICIT Signature, 
[6] IMPLICIT NamedValuelist OPTIONAL 

FIG. 1 7 License Data Header Syntax Diagram 
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ProductUseAuthorization 
product-id 
units-granted 
management-policy 
calling-authorizations 
caller-authorizations 
execution-constraints 
product-token 

: : = SEQUENCE { 

} 

[OJ IMPLICIT ProductlD, 
[11 IMPLICIT INTEGER, 
[2] IMPLICIT ManagementPolicy, 
[31 IMPLICIT SEQUENCE OF Member OPTIONAL, 
[41 IMPLICIT SEQUENCE OF Member OPTIONAL, 
[5) IMPLICIT ExecutionConstraints OPTIONAL, 
[6] IMPLICIT NamedValuelist OPTIONAL 

Fl G. 1 8 Product Use Authorization Syntax Diagram 

LURT : : = SEQUENCE { 
lurt-name [OJ IMPLICIT CharaCter-String, 
rows [11 IMPLICIT Rowlist 

Row list 

LurtRow 
platform-id 
lurt-columns 

FIG. 19 

} 
:: = SEQUENCE OF LurtRow 

:: = SEQUENCE { 
[OJ IMPLICIT Character-String, 
[ 1 J IMPLICIT SEQUENCE OF INTEGER 

} 

License Unit Requirement Table Syntax Diagram 
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Example LURT : : = { 

} 

lurt-name { Character-String "Example LURT"} 
rows { 

} 

LurtRow { 
{Character-String "PC-0"} 
{{10} {230} {-1}} 

LurtRow { 
{Character-String "PC-1 "} 
{{12} {230} {-1}} 

LurtRow { 
{Character-String "VAX 621 O"} 
{{158} {300} {150}} 

FIG. 20 Example Encoding of LURT 
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Group Definition 
group-name 
group-version 
group-release-date 
group-members 

:: = SEQUENCE { 

} 

[01 IMPLICIT Character-String, 
[11 IMPLICIT Version, 
[2) IMPLICIT UTCTime, 
[31 IMPLICIT SEQUENCE OF Member 

FIG. 21 Group Definition Syntax Diagram 

KeyRegistration 
key-owner-name 
key-algorithm 
key-value 

:: = SEQUENCE { 

} 

[OJ IMPLICIT Character-String, 
[1 J IMPLICIT Character-String, 
[2) IMPLICIT OCTET STRING 

FIG. 22 Key Registration Syntax Diagram 
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lssuerDelegation 
delegated-issuer-name 
delegated-product-id 
delegated-units-granted 
template-authorization 
sub-license-permitted 

:: = SEQUENCE { 

} 

(0) IMPLICIT Character-String, 
[1] IMPLICIT SEQUENCE OF Member, 
[2] IMPLICIT INTEGER OPTIONAL, 
[3] IMPLICIT ProductUseAuthorization OPTIONAL, 
(4] IMPLICIT BOOLEAN DEFAULT FALSE 

Fl G. 2 3 Issuer Delegation Syntax Diagram 

LicenseDelegation :: = SEQUENCE { 
delegated-units 
delegated-distribution-control 
delegatee-execution-constraints 
assignment-list 
delegated-data 

} 

(0) IMPLICIT INTEGER OPTIONAL 
[11 IMPLICIT DistributionControl, 
[2] IMPLICIT ExecutionConstraints OPTIONAL, 
(3) IMPLICIT Assignmentlist OPTIONAL, 
[4] IMPLICIT LicenseData OPTIONAL 

FIG. 24 License Delegation & Backup Delegation Syntax Diagrams 
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Managementlnfo 
assignments 
reservations 
delegations 
backup-delegations 
allocations 
registration-date 
registrar 
local-comment 
termination-date 
extended-info 

FIG. 25 

: : = SEQUENCE { 

} 

(OJ IMPLICIT Assignmentlist OPTIONAL, 
[ 11 IMPLICIT Assignmentlist OPTIONAL, 
(2) IMPLICIT Delegationlist OPTIONAL, 
(3) IMPLICIT Delegationlist OPTIONAL, 
[4] IMPLICIT Allocationlist OPTIONAL, 
[5] IMPLICIT UTCTime, 
[6] IMPLICIT Context, 
[7] IMPLICIT NamedValuelist OPTIONAL, 
[8] IMPLICIT UTCTime OPTIONAL, 
[9] IMPLICIT NamedValuelist OPTIONAL 

Managementlnfo Syntax Diagram 

I-' 
Cl'\ 

" w 
N 

~ 
\Q 
N 

~ = = N 
N 

8 
@ 
\Q 

~ 
= ~ 
00 -N 

APPLE EXHIBIT 1002, Page 371 of 1044



~ 
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Allocation List :: = SEQUENCE OF Allocation 
\C 
N ...... 
N = Q 

Allocation :: = SEQUENCE { 
N 
N 

allocation-context [OJ IMPLICIT Context, 
allocation-lur [1] IMPLICIT INTEGER, 
allocation-group-id [2] IMPLICIT INTEGER OPTIONAL 

} 

FIG. 26 Allocation Syntax Diagram 

en c 
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Assignmentlist :: = SEQUENCE OF Assignment 
N 

en 
:c 
m Assignment : : = SEQUENCE { 
~ assigned-units [OJ IMPLICIT INTEGER, 

assignment-term [1 J IMPLICIT Term, 
assignee [2] IMPLICIT Context 

} 
"ti 

FIG. 27 Assignment Syntax Diagram 
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Contextlist :: = SEQUENCE OF Context 

Context :: = SEQUENCE OF Subcontext 

Sub Context 
sub-context-type 
subcontext-value 

:: = SEQUENCE { 
[OJ SubContextType, 
[1 J ValueData 

} 
SubContextType :: = CHOICE { 

standard-subcontext-type [OJ IMPLICIT INTEGER { 
network-subcontext( 1 ) , 
execution-domain-subcontext(2), 
login-domain-subcontext(3), 
node-subcontext( 4), 
process-f amily-subcontext(5), 
process-id-subcontext( 6), 
user-name-subcontext(7), 
product-name-subcontext(8), 
operating-system-subcontext(9), 
platform-id-subcontext( 1 0) 

private-subcontext 

FIG. 28 

} 
[11 IMPLICIT INTEGER {first(O),last(255)} 

} 

Context Syntax Diagram 
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Units 

10 

10 

10 

10 

FOOBAR V4.1 Allocated Units 

Context Template Full Context Specifications 

Node User Name 

BLUE WYMAN ENET, AA Cluster, BLUE, PID-1 ... , WYMAN 

RED OLSEN ENET, BB Cluster, RED, PID-1 ... , OLSEN 

RED WYMAN ENET, BB_Cluster, RED, PID-2 ... , WYMAN 

GREEN WYMAN ENET, AA Cluster, GREEN, PID-1 ... , WYMAN 

GREEN WYMAN ENET, AA_ Cluster, GREEN, PID-2 ... , WYMAN 

FIG. 29 Only unique contexts require explicit unit allocations. 
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FOOBAR V4. 1 Allocated Units 

Units Context Template Full Context Specifications 

Node 

10 BLUE ENET, AA_ Cluster, BLUE, PID-1 ... , WYMAN 

10 RED ENET, BB_Cluster, RED, PID-1 ... , OLSEN 

RED ENET, BB_Cluster, RED, PID-2 ... , WYMAN 

10 GREEN ENET, AA_Cluster, GREEN, PID-1 ... , WYMAN 

GREEN ENET, AA_Cluster, GREEN, PID-2 ... , WYMAN 

FIG. 30 Modification of Context_ Template impacts units requirements. 
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DistributionControl :: = SEQUENCE { 
distribution-method 

refresh-distribution( 1), 
initial-distribution-only(2), 
manual-distribution(3) 

current-start-date 
current-end-date 
refresh-interval 
retry-interval 
maximum-retry-count 
retries-attempted 

} 

[OJ IMPLICIT INTEGER { 

}, 
[ 1 J IMPLICIT UTCTime OPTIONAL 
[2] IMPLICIT UTCTime OPTIONAL, 
[3] IMPLICIT lntervalTime OPTIONAL, 
[4] IMPLICIT lntervalTime OPTIONAL, 
[5] IMPLICIT INTEGER OPTIONAL, 
[6] IMPLICIT INTEGER OPTIONAL 

FIG. 31 Distribution Control Syntax Diagram 
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Execution Constraints 
operating-system 
execution-context 
environment-list 

EnvironmentKind 
batch(1), 
interactive(2), 
loca1(3), 
network(4), 
remote(5) 

:: = SEQUENCE { 

} 

[OJ IMPLICIT SEQUENCE OF Character-String OPTIONAL, 
[11 IMPLICIT Contextlist OPTIONAL, 
[2] IMPLICIT SEQUENCE OF EnvironmentKind OPTIONAL 

:: = INTEGER { 

} 
FIG. 32 Execution Constraints Syntax Diagram 
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License ID 
issuer 
serial-number 
amendment 

:: = SEQUENCE { 

} 

[OJ IMPLICIT Character-String, 
[1 J IMPLICIT Character-String, 
[2) IMPLICIT INTEGER DEFAULT 0 

FIG. 33 License ID Syntax Diagram 

N 
w 
'w 
N 

~ 
\0 
N ;::; 
= Q 
N 
N 

8 
fi3 
~ 
~ 
tN 
QC -N 

APPLE EXHIBIT 1002, Page 378 of 1044



CJ) 
c: 
(0 

~ 
=i 
~ m 
(fJ 
:I: 
m 
~ 

LURDM :: = SEQUENCE { 
combination-permitted [OJ IMPLICIT BOOLEAN DEFAULT TRUE, 
overdraft-limit [1 J IMPLICIT INTEGER DEFAULT 0, 
overdraft-logging-required [2] IMPLICIT BOOLEAN DEFAULT FALSE, 
allocation-size [3] IMPLICIT INTEGER OPTIONAL, 
lurdm-kind [4) IMPLICIT INTEGER { 

lurt(1), 
constant(2), 
private-lurdm(3) 

named-lurt-id 
lurdm-value 
default-unit-requirement 

} 

}, 
(5) IMPLICIT Character-String OPTIONAL, 
(6) IMPLICIT INTEGER OPTIONAL, 
(7) IMPLICIT INTEGER OPTIONAL 

FIG. 34 License Unit Requirements Determination Method Syntax Diagram 
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ManagementConstraints : : = SEQUENCE { 
management-context [0] IMPLICIT Contextlist OPTIONAL, 
management-scope [1] IMPLICIT INTEGER { 

single-platform( 1), 
management-domain(2), 
entire-network(3) 

} OPTIONAL, 
backup-permitted 
delegation-permitted 
maximum-delegation-period 

} 

[21 IMPLICIT BOOLEAN DEFAULT TRUE, 
(31 IMPLICIT BOOLEAN DEFAULT TRUE, 
[4] IMPLICIT lntervalTime OPTIONAL 

FIG. 35 Management Constraints Syntax Diagram 
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ManagementPolicy : : = SEQUENCE { 
style 

allocative( 1 ) , 
consumptive(2), 
private-style(3) 

context-template 

duration 
transact ion ( 1 ) , 
assignment(2), 
immediate(3) 

lur-det ermination-method 
allocation-sharing-limit 
reassignment-constraint 

} 

(OJ IMPLICIT INTEGER { 

} I 

[11 IMPLICIT SEQUENCE OF SubcontextType 
OPTIONAL, 

[21 IMPLICIT INTEGER { 

} OPTIONAL, 
[3) IMPLICIT LURDM OPTIONAL, 
[41 IMPLICIT INTEGER OPTIONAL, 
[51 IMPLICIT lntervalTime OPTIONAL 

FIG. 36 Management Policy Syntax Diagram 
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Member 
member-product 
member-signature 
member-token 

:: = SEQUENCE { 

} 

[OJ IMPLICIT ProductlD, 
[ 1 J IMPLICIT Signature, 
(2) IMPLICIT NamedValuelist OPTIONAL 

Fl G. 3 7 Member Syntax Diagram 

NamedValue 
value-name 
value-data 

ValueData 
value-boolean 
value-integer 
value-text 
value-general 
value-list 

NamedValuelist 

:: = SEQUENCE { 
Character-String, 
ValueData 

} 

:: = CHOICE { 

} 

[OJ IMPLICIT .BOOLEAN I 
(11 IMPLICIT INTEGER, 
[2] IMPLICIT SEQUENCE OF Character-String 
[3] IMPLICIT OCTET STRING, 
[41 IMPLICIT SEQUENCE OF ValueData 

:: = SEQUENCE OF NamedValue 

FIG. 38 Named Value, Value Data & Named Value List Syntax Diagrams 
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Examplelist NamedValuelist :: = { 
NamedValue { 

value-name {Character-String "Purchase Order"} 
value-data {INTEGER 154493} 

} 
NamedValue { 

value-name {Character-String "Telephone Support #"} 
value-data {Character-String { + 1 (999) 555-1234} 

} 
} 

FIG. 39 

Product ID 
producer 
product-name 
first-version 
last-version 
first-release-date 
last-release-date 

FIG. 40 

Named Value List Example 

:: = SEQUENCE { 

} 

[OJ IMPLICIT Character-String, 
(11 IMPLICIT Character-String, 
(2) IMPLICIT Version OPTIONAL, 
(3] IMPLICIT Version OPTIONAL, 
(4] IMPLICIT UTCTirne OPTIONAL, 
(5) IMPLICIT UTCTime OPTIONAL 

Product ID Syntax Diagram 
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00 
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N ...... 
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Signature 
signature-algorithm 
signature-parameters 
signature-value 

:: = SEQUENCE { 

} 

[OJ IMPLICIT Character-String, 
[11 IMPLICIT NamedValuelist OPTIONAL, 
[2] IMPLICIT OCTET STRING 

FIG. 41 Signature Syntax Diagram 

Term 
start-date 
end-date 

FIG. 42 

:: = SEQUENCE { 

} 

[OJ IMPLICIT UTCTime OPTIONAL, 
[ 1 ) IMPLICIT UTCTime OPTIONAL, 

T errn Syntax Diagram 
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Version 
part-1 
part-2 
part-3 
part-4 

: : = SEQUENCE { 

} 

FIG. 43 

[OJ IMPLICIT INTEGER, 
(1 J IMPLICIT INTEGER DEFAULT 0, 
(2) IMPLICIT INTEGER DEFAULT 0, 
(3) IMPLICIT INTEGER DEFAULT 0 

Attributes Specific to Filter 

Value Value Value Value 
Attribute Syntax Length Number Initially 

Filter Items Object(Filter Item) - 0 or more -

Filters Object(Filter) - 0 or more -

Filter Type Enum(Filter Type) - 1 -

FIG. 44 
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Attributes Specific to Filter 

Value Value 
Attribute Syntax Length 

Filter Item Type Enum(Filter Item Type) -

Attribute Type Type -
Match Value any -
Filters Object (Filter) -
Initial Substring String(*) 1 or more 

Substring String(*) 1 or .more 

Final Substring String(*) 1 or more 

License Request Object(License Request) -

FIG. 45 

.. ~ 

Value Value 
Number Initially 

1 -

1 -

0-1 -

0-1 -
0-1 -

0 or more -

0-1 or -
more 

0-1 -
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Filter { 

} 

Filter-Type AND 
Filter-Item { 

} 

Filter-Item-Type SELECT 
Attribute-Type Product-Use-Authorization 
Filter { 

} 

Filter-Type AND 
Filter-Item{ 

} 

Filter-Item-Type SELECT 
Attribute-Type Calling-Authorization 
Filter{ 

} 

Filter-Type AND 
Filter-Item { 

} 

Filter-Item-Type EQUALITY 
Atribute-Type Producer 
Match-V~lue "Digital" 

Filter-Item { 

} 

Filter-Item-Type EQUALITY 
Attribute-Type Producer 
Match-Value "Amazing Database" 

Filter-Item { 

} 

Filter-Item-Type EQUALITY 
Attribute-Type Producer 
Match-Value "Digital" 

Filter-Item{ 

} 

Filter-Item-Type EQUALITY 
Attribute-Type Issuer 
Match-Value "Digital" 

Filter-Item { 

} 

Filter-Item-Type EQUALITY 
Attribute-Type Product-Name 
Match-Value "Amazing Graphics System" 

Fl G. 46 Example Filter Value Notation 
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LICENSE MANAGEMENT SYSTEM AND METHOD 

BACKGROUND 

Field of the Invention 

The present invention generally relates to 

5 systems for managing licenses of· products such as 

computer software, video games, CD-ROM information, 

movies and other video products, music and other audio 

products, multimedia products, and other systems for 

up-to-date recording of actual usage of such a 

10 licensed product to enable efficient billing therefor. 

Description of Related Art 

Licenses for information products such as 

computer software, music, video products and the like 

usually provide licensees with limited rights. The 
15 licenses may restrict sites of use, duration of use, 

or number of concurrent uses of the products. The 
licenses also may limit the use of the products 

depending on currentness of licensee's payments. 

However, enforcing the conditions of the licenses is 

20 difficult, because, in general, the licensed products 

may be easily copied or "pirated" and used without the 

licensor's knowledge. 

Compliance with limited license rights has been 
encouraged with copy protection. Rnown methods of 

25 computer software copy protection include putting a 
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physical hole or mark on_ the diskette containing a 

product, or placing data on the diskette in a location 

where no data is expected. A disk with an illegally 

copied softwa~e product usually would not contain the 

marks. At the beqinning of its operation, a copy

protected, but illegally copied software product would 

search its own diskette for the marks. Upon failing 

to detect the marks, the software would abort from its 

normal procedures. 

10 Most software products sold today do not have 

such copy protection, partly because copy protection 

renders legitimate duplication of copy protected 

software difficult, but not impossible. Copy 

protection frustrates the making of legitimate copies, 

15 while not eliminating unauthorized copying. Many 

software publishers have experienced higher sales by 

eliminating copy protection schemes. 

Another method for enforcing limited licensing 

rights of computer software is described in U.S. 

20 patent No. 4,932,054 to Chou. Chou describes a "coded 

filter" hardware device which is plugged into a port 

of a computer. The "coded filter" outputs an 

authorization control code 

control code is sent to it. 

when a predetermined 

The licensed software 

25 functions properly only if the "coded filter" 

transmits the correct authorization control code to 

the software. 

While devices such as described by Chou have 

existed for several years, they have not been well 

30 accepted by the market. Since the device is attached 

to the outside of a computer, it can easily be lost or 

stolen, preventing the use of licensed software. In 

addition, if a licensee purchased a number of software 
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products, each of which used Chou's protection scheme, 

the licensee would collect a stack of "coded.filters." 

Hershey, in U.S. patent No. 4,924,378, describes 

a method for limiting the number of concurrent uses of 

5 a licensed software product. Each workstation of a 

network has a license storage area in its local 

memory. License Management system (LMS) daemons are 

provided in the network in a number corresponding to 

the permissible number of concurrent uses of the 

10 software product. To use the software, a work station 

stores a daemon in its license storage area. If all 

daemons are in use, no further work stations may use 

the software. 

Robert et al., in U.S. patent No. 4, 937, 863, 

15 describe a similar invention. This invention includes 

a license management facility which accesses a 

database of license information related to licensed 

computer software programs. When a user attempts to 

use a licensed proqram, the license management 

20 facility first checks the database. Access to the 

licensed product is prevented if licensing conditions 

related to the product are not satisfied (e.g., 

expiration of licensing dates, etc). 

While the Robert et al. and Hershey patents show 

25 effective techniques for controlling licensed computer 

software, each also reveals components that cannot be 

easily managed by an average user. A.system manager, 

or someone with special access privileqes to the 

internals of a machine, must install the licensed 

30 software. This hinders the distribution of the 

software. 

Licensable products other than computer software 

have not generally been copy-protected. For example, 
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video tapes can be easily. copied by anyone with two 

VCR machines, and audio tapes and music CDs can be 

easily copied to tape. Computer CD-ROMs can be copied 

to magnetic disk; however, their large information 

5 storage capacity relative to that of magnetic disks 

makes this a very expensive proposition. The 

introduction of digital audio tape is being delayed, 

because some view its ability to easily produce very 

high quality copies as a threat to music royalties. 

10 Hellman, in U.S. patent No. 4,658,093, describes 

means to bill by usage. This is accomplished via 

communication of an encrypted authorization code from 

a licensor to a base unit at the licensee's site. The 

encrypted authorization code contains information 

15 related to an identification of the base unit, a 

number of uses requested, and a random or non

repeating number; however, implementation of Hellman's 

scheme requires a 0 base unit 0 , such as a computer, 

video game unit, record player, video recorder, or 

20 video disk player, with a unique identification 

number. The requirement is difficult to satisfy, 

because, at the present, only a fraction of such 

systems on the market have an internally readable 

serial number for identification. In addition, 

25 vendors of these systems provide no guarantees for the 

uniqueness of any given device's serial number. 

Furthermore, an internal serial number can change when 

hardware maintenance is performed on the device. 

Also, Hellman's approach requires that an identical 

30 copy of each software product be stored at the 

authorization site. These copies are used in the 

generation of unique keys. The unstated assumption 

that all copies of a specific version of a software 
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product are identical is unrealistic. Minor-bug fixes 

to software are often made without generating a new 
version of the product. Also, some software products, 

such as those which run on Macintosh computers, are 

5 self-modifying. 

While Hellman's invention counts each use of the 

software, it does not monitor the duration of use. 

Thus, Hellman 1 s system wou-ld not be able to bill for 

extensive use of licensed software if the software 

10 were continuously operated. Finally, while Hellman 

suggests the inclusion of an automated communication 

system as part of his invention, he does not disclose 

how this communication system could be implemented. 

Instead, he mentions non-automated use of telephone 

15 and mail. In summary, Hellman's patent is an 

interesting discussion of cryptographic techniques, 

but it does not provide a practical, real-world 

implementation of those techniques. 

Shear, in U.S. Patent No. 4,977,594, describes a 

20 system and method to meter usage of distributed 

databases such as CD-ROM systems. The method 

describes a hardware module which must be part of the 

computer used to access the distributed database. 

This module retains records of the information viewed. 

25 Once the module storage is filled, the module must be 

removed and delivered to someone who will charge for 

the usage recorded therein and set the module back to 

zero usage. Like Hellman's method, this method 

requires a hardware module which must be incorporated 

30 within the computer so the system can control user 

access. No database publisher will be able to use 

this method until there are a very large number of 

uni ts containing such modules. Hardware manufacturers 
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will be hesitant to include the module in the design 

of their computers until there is sufficient demand 

from customers or publishers for this system. The 

method and apparatus according to the present 

5 invention can be implemented entirely in software and 

hence does not require special, dedicated computer 

subsystems. 

SUMMARY OF THE INVENTION 

It is an object of the present invention to 

10 provide a license management system and method which 

can ensure that a licensed product is used only on 

machines under which it is licensed. 

It is another object of the present invention to 

provide a license management system and method which 

15 may terminate access to a licensed product once its 

license has expired. 

It is yet another object of the present invention 

to provide a license managelDent system and method 

which may terminate access to a licensed product when 

20 payment for a license is overdue. 

25 

It is a further object of the present invention to 

provide a license management system and method which 

can limit the number of concurrent uses of a licensed 

product. 

It is yet another object of the present invention 

to provide a license management system and method 

which can bill licensees for the duration of actual 

usage of a licensed product. 

The present invention provides an advantageous 

30 feature of quickly and effectively implementing 

license agreements between a licensor and licensee. 

APPLE EXHIBIT 1002, Page 398 of 1044



.. 

W093/01550 PCT /US92/05387 

- 7 -

The present invention provides another 

advantageous feature of allowing logic used to control 
licenses to be easily changed. 

The present invention provides yet another 

5 advantageous feature of detecting, at the licensor's 

site, many types of attempts to alter the license 

management system. 

The present invention provides a further 
advantageous feature of permitting anyone without 

10 special access privileges to install a licensed 

product. 

In the present invention, a licensed product 

generates request "datagrams," messages transmitted 

over a communications network. The request datagrams 

15 are sent to the licensor's site. At the licensor's 
site the datagram is compared to information stored in 

a license database. After the comparison, a reply 

datagram is sent to the licensee. Upon receiving the 

reply datagram, the licensed product reacts in 
20 accordance with the instructions therewithin. For 

example if a reply datagram contained a "denial," the 

licensed product would display an appropriate message 

to the user and then suspend further execution of its 

programs. 
25 In the present invention, the licensed product 

is implemented on a network node attached to a 
communications network that includes the licensor. 

The network node may be a computer, a CO-ROM player, 

a tale-computer or other multimedia machine, or any 

30 other appropriate device. The node may also be an 

intelligent type of consumer electronic device used 

for presenting information, such as an intelligent 

television, VCR, videodisk player, music CD player, 
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audio tape player, telephone or other similar device. 

FUrther, the communications network may be any two
way network such as a computer network, telephone 

network, a cellular telephone network or other 

5 wireless network, a two-way cable TV network, or any 

other equivalent system. 

Should the user detach the node from the network, 

the licensed product will fail to receive reply 

datagrams. Upon several failures to receive reply 

10 datagrams, the licensed product will generate its own 

denial. 

After a request datagram has been sent out, a 

user may be permitted to use the licensed product for 

a limited duration. This feature may be necessary 

15 because of the delays in network colIIJilunications. When 

networks are sufficiently fast, use of a licensed 

product can be postponed until the reply datagram is 

received. 

In the pref erred embodiment of the present 

2 o invention, licensees' network addresses are used to 

identify the licensees. Other embodiments may use a 
licensed product serial number or hardware serial 

numbers for the identification. 

A licensed product as in the present invention 

25 generates a request datagram after each period of 

product use. The number of request datagrams received 

by the licensor can be used to bill the licensee. For 

example, if datagrams are sent after every hour of 

product use, the licensee will be billed for the 

30 amount equal to the number of request datagrams 

received by the licensor multiplied by the hourly 

rate. 
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The embodiments of the present invention may 

incorporate a query system at a licensor's site for 
reporting on prob1em dataqrams. This would allow the 

licensors to take appropriate actions in acc::ordance 

s with problems associated with each datagram. 

BRIEF DESCRIPTION OF THE DRAWINGS 

These and other objects and advantages of this 

invention will become more apparent and more readily 

appreciated from the following detailed description 

10 of the presently preferred exemplary embodiment of the 

invention, taken in conjunction with the accompanying 

drawings, of which: 

FIGURE 1 is a general block diagram of the 

preferred exemplary embodiment of the present 

15 invention; 

FIGURE 2 shows representative diagrams of the 

contents and formats of data at licensee's site, 

contained in datagrams, and at licensor's site; 

FIGURE 3 illustrates a sequence of representative 

20 operations executed at the licensee's site and at the 

licensor's site, together with required inputs for the 

execution of the operations and with outputs produced 

therefrom; 

FIGURE 4 illustrates a sequence of representative 

25 operations to send a request datagram, together with 

required inputs for the execution of the operations 

and with outputs produced therefrom; 

FIGURE 5 illustrates a sequence of representative 

operations when a reply datagram is overdue, together 

30 with required inputs for the execution of the 

operations and with outputs produced therefrom; 
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FIGURE 6 shows a sequence of representative 

operations to process a reply datagram, together with 

required inputs for the execution of the operations 

and with outputs produced therefrom; 

5 FIGURE 7 shows a sequence of representative 

operations to generate an authorization code, together 

with required inputs for the execution of the 

operations and with outputs produced therefrom; and 

FIGURE 8 shows a sequence of representative 

10 operations to send a reply datagram, together with 

required inputs for the execution of the operations 

and with outputs produced therefrom. 

DETAILED DESCRIPTION OF THE 
PRESENTLY PREFERRED EXEMPLARY EMBODIMENT 

15 As shown in FIGURE 1, a licensed product 1 is 

located at a licensee's site. Product 1 may include 

a data portion lB and a functional portion lA such as 

computer software product or any other kind of 

information product used to control use of data 

20 portion lB. If data portion lB is CD-ROM database 

information, functional portion lA should enable the 

licensee to search indexes and display text. If data 

portion lB is video information, functional portion lA 

should control the display of the video information. 

25 For audio information, functional portion lA should 

play the audio information. If data portion lB is an 

electronic book, functional portion lA should display 

and turn pages. The above examples show some of the 

ways functional portion lA can control data portion 

30 lB; however, they are hardly exhaustive. 

By including in product 1 both information and 

software which controls the information, product 1 is 
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an executable product. .Non-software information in 

product l is preferably encrypted so that it cannot 

be easily extracted.from the product. 

License check monitor 2 sends license datagrams 

5 3 to the licensor and also receives license datagrams 

3 from the licensor. License check monitor 2 also 

prevents further use of product 1 when a datagram 3 

containing a "denial" message is received. 

License datagrams 3 are messages that describe 

10 information related to the use of licensed product 1. 

Datagrams 3 are sent over a communications network 

between the licensee and licensor. Initially, the 

licensee sends a request datagram 3 over the network 

to the licensor. The licensor then returns a reply 

15 datagram containing either an approval or denial. It 

is also possible to implement the present invention by 

having the licensor transmit a reply datagram only for 

approvals. 

At the licensor's site, license control system 4 

20 makes licensing decisions by comparing request 

datagram 3 with license records 5. After the 

comparison, control system 4 stores information 

related to request datagram 3 into history of license 

datagram record 6. It is noted that request datagrams 

25 3 are periodically sent while product 1 is in use. 

Thus, the history of license datagrams in record 6 

provides means for measuring the.duration of use of 

product 1. 

Representations of data and records stored at the 

30 licensee's site, contained in datagrams, and stored at 

the licensor's site are illustrated in FIGURE 2. At 

the licensee's site, network service 7, which handles 

delivery and transmission of datagrams 3, supplies 
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network address 8. It is by this address that license 

control system 4 identifies a location of use of 

product 1. 

Licensed product record 9 is contained within 

5 monitor 2. Within the license product record 9 is an 

identification record 10, which contains the following 

two items: licensor's network address 11, and product 

model number 12 that identifies product 1. When a 

licensor has only one product, or uses different 

10 licensor network addresses 11 for each product, 

product model number 12 may not be needed. 

Datagram sent record 13 stores information about 

the last sent datagram 3. It includes a datagram 

number 14, which uniquely identifies the last 

15 transmitted datagram 3, and the date and time 15 when 

the last datagram 3 was sent from the licensee's site. 

Licensed product record 9 also contains control 

parameters record 16, which is used for controlling 

the timing of key events in the communication of 

20 license check monitor 2 with license control system 

4. Send interval 17 specifies a time interval between 

each transmission of a new datagram 3 from the 

licensee to the licensor. 

25 

Wait interval 18 is the length of time that 

monitor 2 waits to receive a reply datagram 3 before 

resending the same request datagram 3. The duration 

of this interval depends on the speed of the 

co111D1unications network being used to deliver datagrams 

3. 

30 Disconnect allowed interval 19 is the duration 

of time that monitor 2 allows product 1 to be used 

without a reply datagram 3 from the licensor. The 

duration of this interval depends on the reliability 
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of the communications network. The interval must be 

long enough to take into consideration network 
downtime. For example, suppose a message was sent 

from the licensor and the network went down just 

5 afterwards. Disconnect allowed interval 19 should be 

long enough to allow the network to resume its normal 

operation and successfully deliver datagrams 3 from 

the licensor; otherwise, the licensee would be forced 

to stop using product 1 until the network was 

10 operational. 

License datagram 3 contains header 20. Header 

20 is used during execution of low level communication 

protocols within the network. Source network address 

21 is the network address from where datagram 3 is 

15 sent. Destination network address 22 is the network 
address to where datagram 3 is sent. Additional data 

may be included in header 20 if required by low level 

protocols used in delivering datagrams 3. 

Data 23, a part of datagram 3, conveys a message, 

20 and contains a number of fields. Product model number 

24 and datagram number 25 identify product 1 and 

datagram 3, respectively. It is noted that 

retransmitted datagrams have an identical dataqraln 

number. Duplicate datagrams must be identified at a 

25 licensor's site so that they do not all contribute in 

billing a licensee. 

Each datagram number 25 is unique for each 

request datagram 3 transmitted from the licensee, 

except for retransmitted datagrams. This allows a 

30 reply datagram 3 received by a licensee to be verified 

as an actual reply to a request datagram 3 from that 

licensee, as explained below. 
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Number of processes running 26 is the number of 

concurrent uses of product l at the time datagram 3 
is sent. Authorization code 27 is used on reply 

datagrams 3 to indicate an approval or a denial. 

5 Message text 28 contains a message which will be 

displayed to the user upon a denial. 

License database 29 at the licensor's site holds 

records of information about customers, licenses, and 

license usage. The types of information within 

10 license database 29 of the present embodiment are 

shown in FIGURE 2. However, a specific license 

management system may require its license database to 

hold types of information other than those in FIGURE 

2. For example, licensee name and address may be 

15 incorporated as a part of a license database 29. 

License record 5 contains information on 

licenses. Licensee network address 30 identifies a 

precise network node which is licensed to use product 

l. If request datagrams are received which do not 

20 originate from known licensee network addresses 30, 

reply datagrams containing denial messages are 

transmitted. Product model number 31 is the model 

number of a licensed product. Termination date 32 is 

the expiration date of a license. When the license of 

25 a product is issued for an unlimited duration, 

termination date 32 should reflect a date very far 

into the future, relative to the licensing date. 

The present embodiment allows licenses to be paid 

for in a lease-like or rental fashion. If a licensee 

30 were to rent or lease product 1, paid through date 33 

would reflect the date through which the licensee has 

paid for usinq the product. Grace period 34 is the 

time interval for which the licensee is allowed to be 
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delinquent before services are disconnected. Grace 

period 34 would reflect a very large time interval if 

the license is not of a lease-like or rental type. 

When the license provides for a limit on the number of 

5 concurrent uses of a product 1, number of processes 

licensed 35 contains the limiting number. When the 

license does not provide for such a limit, number of 

processes 35 should be a very large number. 

History of license datagrams 6 is an archive of 

10 datagrams 3 received from the licensee. 

FIGURE 3 illustrates operations executed at the 

licensee's site and at the licensor's site. An 

overview of the processing at the licensee's site is 

described by steps 101.0 to 106.0, and an overview of 

15 the processing at the licensor's site is described by 

steps 101.0 to 110.0. 

At the licensee's site, at step 101.0, product 1 

invokes monitor 2. This is accomplished by first 

establishing monitor 2 as a handler for a timer 

20 expiration interrupt signal and for received datagrams 

3. Next, a timer is set with a very short time to 

cause an initial call to monitor 2. At step 102.0, 

monitor 2 computes a time 36 since the last datagram 

was sent by determining the difference between the 

25 current date and sent time and date and time 15 that 

a datagram was last sent from the licensee's site. 

When product 1 commences execution, datagram sent date 

and time 15 is set to "null." Thus, time since send 

36 is very large at the beginning of the monitor's 

30 execution. At step 103. o, time since send 36 is 

compared to send interval 17. If time since send 36 

is greater than send interval 17, then a request 

datagram is transmitted, per the steps described in 
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FIGURE 4. Step 104.0 first checks if a reply to the 

last datagram has arrived and if wait interval 18 has 

expired. If a reply has not arrived and the wait 

interval has expired, steps 104.1-104.3 (FIGURE 5) are 

5 executed. step 105.0 processes authorization code 27 

in a reply when the reply is received, in accordance 

with steps 105.1 to 105.5 (FIGURE 6). At step 106.0, 

product 1 resumes normal execution of its programs 

until the next interrupt signal is generated. 

10 At the licensor's site, license control system 4 

receives and processes datagram 3, in accordance with 

steps 107.0 to 110.0. Step 107.0 receives request 

datagram 3. Step 108.0 generates authorization code 

27, per steps 108.1 to 108.8 (FIGURE 7). Step 109.0 

15 creates reply datagram 3 and transmits the datagram to 

the licensee via steps 109.l to 109.5 (FIGURE 8). 

FIGURE 4 shows the procedure which monitor 2 

follows for sending request datagram 3 to the 

licensor. Step 103.1 sets source network address 21 

20 in datagram 3 to the network address 8 of the 

licensee's location on the network. Step 103.2 sets 

destination network address 22 to licensor's network 

address 11. Step 103.3 encrypts product model number 

12 for datagram 3. Step 103. 4 assigns a unique number 

25 to datagram 3, encrypts the number, and stores it as 

datagram number 14. This number is altered when an 

entirely new datagram 3 is sent. Datagrams which are 

retransmitted have the same datagram number 25 as the 

original. As already explained, this allows license 

30 control system 4 to identify duplicate datagrams. 

Step 103.5 counts the number of processes using 

product l, currently running, encrypts the count, and 

stores the encryption as the number of processes 
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running 26. In the UNIX operatinq system, this 

procedure. could be performed using the command "ps" to 

obtain a list of current processes, the command "grep" 

to extract the processes of product 1, and "we" to 

5 count the num.ber of processes. Step 103. 6 sets 

authorization code 27 to number 255 and encrypts the 

number. 

Number 255 indicates that datagram 3 is a request 

for authorization. such an indication is needed to 

10 guard the present system against the following steps 

for circumventing the present invention: intercepting 

outgoing datagrams; and inputting the intercepted 

datagrams to monitor 2. 

Step 103.7 stores the current date and time as 

15 sent date & time 15. This date is needed to compute 

when to send the next datagram 3. Step 103.B assigns 

a value to send interval 17, which sets an alarm for 

invoking monitor 2 to send the next datagram 3. step 

103.9 sends datagram 3. 

20 In the present embodiment a datagram is 

transmitted via a connectionless datagram service. 

Methods for transmission are well documented for some 

networkinq systems. For example, TCP/IP (Transport 

Control Protocol/Internet Protocol) includes a con-

25 nectionless protocol called UDP (User Datagram 

Protocol). A method for sending a datagram using UDP 

protocol from a SUN Microsystem computer is documented 

in a SUN manual titled, Network Programming Guide, in 

section 9 titled "Transport Level Interface 

30 Programming." 

Step 103.10 sets another alarm usinq wait 

interval 18 for retransmitting datagram 3, if no reply 

datagram has been received. The alarm causes monitor 
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2 to be invoked for checking whether a reply datagram 

3 has been received. Monitor 2 will transmit a 

duplicate of the previously transmitted datagram, if 
no reply has been received. After the execution of 

5 step 103.10, "Send License Datagram" procedure returns 

system control to step 104.0 in FIGURE 3. 

FIGURE 5 shows the operation of the "Reply 

Datagram is Overdue" procedure. Step 104.1 compares 

time since the last datagram was sent 36 to disconnect 

10 allowed interval 19, which, as described above, is the 

interval that product 1 is allowed to operate even if 

a reply is overdue. If time since send 36 is smaller 

than disconnect allowed interval 19, datagram 3 is 

retransmitted via executing step 103.9 in FIGURE 4. 

15 step 104.2 "disconnects" product l from further 

service, if time since send 36 is greater than 

disconnect allowed interval 19. 

Step 104. 2 comprises a sequence of sub-steps 

104. 2. l-104. 2. 3. Step 104. 2 .1 assigns number 5 to 

20 authorization code 27 in the current datagram being 

processed. Value 5 is interpreted by monitor 2 as a 

denial. Step 104. 2. 2 sets message text 28 to the 

following: "A reply from licensor to numerous 

authorization requests was never received. This 

25 product must be connected to a communications network 

in order to function." Step 104.2.3 transfers system 

control to step 105.3 in FIGURE 6. Step 105.3 

processes the current denial datagram J as if it were 

just received. 

30 Through the execution of.steps 104.1-104.3, the 

present system permits the use of product 1 for a 

prescribed period of time. After the prescribed 
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period of time has elapsed, the present system 

qenerates a denial. 

FIGURE 6 illustrates the steps which monitor 2 

follows in processing a reply datagram 3. Step 105.1 

5 decrypts all encrypted data in the received dataqram. 

Step 105.2 compares datagram number 25 with datagram 

number 14 associated with the last datagram. If 

datagram number 25 is not equal to datagram number 14, 

step 105.2 ignores the current datagram and transfers 

10 procedural control to step 103.9 {FIGURE 4) in order 

to resend the last transmitted datagram. After 

disconnect allowed interval 19 elapses, monitor 2 

generates a denial. 

In essence, step 105.2 guards against the 

15 circumvention of the present invention via: (1) 

intercepting a reply datagram 3 (from the licensor) 

containing an approval (2) storing the reply datagram 

3; and (3) inputting the stored datagram to monitor 2. 

If the execution of step 105.2 does not transfer 

20 its procedural control to step 105. 3, and if 

authorization control 27 is not zero (indicating an 

unqualified authorization has not been received), step 

105.3 processes authorization code 27 via steps 

105.3.1 to 105.3.3. Step 105.3.1 retrieves message 

25 text 28 from datagram 3. If message text 28 is null, 

then the current datagram 3 is ignored, and monitor 2 

resends the last transmitted datagram 3. Step 105. 3 .1 

further protects the present system from attempts to 

generate fake datagrams and to feed the fake datagrams 

30 to monitor 2 by checking for a proper authorization 

code of zero. 

If message text 28 is not null, step 105.3.2 

presents the message 28 to the user on an output 
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device such as a CRT screen. Step 105.3.3 terminates 

the current use of product 1. This step may be 

implemented by subroutine or function call to a simple 

exit that saves any current user data to a file. 

5 Alternatively, product 1 may be designed so that, upon 

being directed to terminate further execution, it 

first gives the user an opportunity to save their 

data. 

If authorization code 27 is zero, step 105.4 

10 allows further use of product 1. Step 105.5 returns 

procedural control to 106.0 on FIGURE 3. 

FIGURE 7 shows a sequence of operations within 

the "Generate Authorization Code• procedure. The 

procedure produces appropriate authorization code 27 

15 when a request datagram 3 is received at the 

licensor's site. 

Step 108.1 decrypts all encrypted data in the 

received datagram 3. Using source network address 21 

and product model number 24 in the datagram 3, step 

20 108.2 searches the license database 29 for matching 

licensee network address 30 and product model number 

31. If license database 29 does not contain a record 

of product model number 24 of the product 1 being 

licensed to the licensee, step 108.3 sets 

25 authorization code 27 of its repl.y datagram 3 to 1 

(i.e., the sending node is not a registered address) 

and authorization is denied. 

Step 108. 3 prevents copies of product 1 from 

being installed on multiple nodes independently of 

30 whether they are within or outside the licensee's 

organization. Step 108.3 also prevents the licensee 

from transporting product 1 from one node to another 

node without the licensor's approval. This is 
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important because the two nodes may have different 
processing capacities, and they may be billable at 
different rates. 

If the date a request datagram is received is 
5 later than 1 icense termination date 3 2, step 108. 4 

sets authorization code 27 to number 2 (i. e., license 
has expired) • Step 108. 4 allows the licensor to fix 
licensing periods, or to determine free trial periods 
for the use of the product. The licensing period may 

10 be extended by resetting license termination date 32 

at the licensor's site. 
If the date when the datagram is received is 

later than the paid through date 33 as extended by the 
grace period 34, step 108. 5 sets authorization code 27 

15 to 3 (i.e., payment is past due). 
If the number of processes running 26 exceeds a 

licensed number of concurrent uses of product 1 (at a 

particular node), then step 108.6 sets authorization 
code 27 to 4 (i.e. concurrent process usage limit is 

20 exceeded). 

25 

step 108.7 sets authorization code 27 to o 
indicating processing can continue. It is noted that 
steps 108.3-108.7 are a part of a 

IF (xl) then (yl) 
ELSE if (X2) then (y2) 

ELSE if (x3) then (y3) 

statement of a procedure (e. q., FORTRAN, PASCAL, c, 
etc). Thus, only one of the steps 108.3-108.7 is 
executed. Step 108.7 sets authorization code 27 to o 

30 (indicating approval of further use) only if steps 
108. 3-108. 6 do not execute the THEN portion of each 
step. Step 108.7 also stores the received datagram 3 
in history of license datagrams 6. 
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Step 108. 8 is the last of authorization 

processing rules 108.1-108.7. After the execution of 

steps 108.3-108.7, step 108.8 returns procedural 

control to step 109.0 in FIGURE 3. 

5 FIGURE 8 illustrates the steps which license 

control system 4 follows to send reply datagram 3 to 

the licensee. 

step 109 .1 encrypts authorization code 27 and 

writes the encrypted code into datagram 3. Next, step 

10 109.2 writes message text 28 corresponding to 

authorization code 27 into datagram 3. 

step 109. 2 may be replaced with the following 

method for relaying proper messages to a product user. 

Proper messages corresponding to each authorization 

15 code is stored in monitor 2 at each licensee's site. 

Upon reception of a reply datagram 3, monitor 2 would 

locate within itself the proper message corresponding 

to the authorization code, and use the message for 

various purposes. This method would reduce the size 

20 of reply datagrams 3. However, if the licensor wanted 

to implement new denial codes, each product would need 

to somehow incorporate the new message associated with 

the new denial code into itself. The list of 

messages, one of which may be written as message text 

25 28, are as follows: 

30 

AUTHORIZATION 
CODE 

1 

TEXT MESSAGE 

This product is not licensed to 
run at this location. Please 
contact the licensor to either 
license this product, or move an 
existing license of your 
organization to this location. 
Use of this product at this 
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location is discontinued until 
this problem is resolved. 

Your license on this product has 
expired. Please contact licensor 
in order to have your license 
extended. Use of this product is 
discontinued until this problem is 
resolved. 

Payment on this licensed product 
is over due and past your grace 
period. Please have your 
accounting department send payment 
in order to continue your license. 
Use of this. product is 
discontinued until this problem is 
resolved. 

Your current use of this licensed 
product exceeds limits for the 
number of uses your organization 
has licensed. Please try again 
later. 

A reply from licensor to numerous 
authorization requests was never 
received. This product must be 
connected to a communications 
network in order to function. 

Authorization is OK. There is no 
message. 

Step 109.3 swaps source network address 21 and 
30 destination network address 22. Step 109.4 transmits 

datagram 3 back to monitor 2. 
At step 109.5, a communications network delivers 

datagram 3 to monitor 2. Subsequently, procedural 
control returns to step 107.0 in FIGURE 3 to process 

35 the next datagram 3. 
Although only a few exemplary embodiments of this 

invention have been described in detail above, those 
skilled in the art will readily appreciate that many 
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possible in the 
materially departing 

preferred 
from the 

novel teachings and advantages of this invention. For 
example, product 1 was described as sometimes 

5 consisting of information as well as software which 
controls the information. This approach provides the 

greatest flexibility, but it is also possible to 
include the software which controls the information in 
the networked machine at the licensee's site. In this 

10 case, product 1 is split, with part of it on media and 

part on the licensee's machine. By doing this, some 

space can be saved on the media containing product 1, 

but the capabilities of these products will be limited 

by the standard functions available on these machines. 

15 Also, the presently described embodiment includes 
a product 1 which is at the licensee's site. This 

implies that product 1 is on some physical media such 
as diskette, tape, or co. However, product 1 can be 
electronically delivered over communications lines to 

20 the licensee and therefore might exist in the memory 

of the licensee's machine, rather than any physical 
media. In the case of a product such as music, radio 

programs and the like, product 1 may even be broadcast 

to the licensee's site for playback; thus, the product 
25 1 would not even be "resident" in the licensee's 

machine. 
The presently described embodiment allows the 

licensee to access the licensed product concurrent 
with the sending and receiving of datagram 3. In this 

30 way, the present invention does not inconvenience the 
legitimate licensee; however, for sensitive licensed 
products such as confidential information, the license 
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check monitor 2 can prevent access to the· product 1 

until an authorization reply datagram 3 is received. 
Further, monitor 2 could be realized as an 

integral part of product 1. Monitor 2 could also be 

5 implemented as: 1) a separate process which is the 

parent process of product 1 (Such a parent process 

would have the authority to cancel the use of product 

1); 2) a single system level task which controls 

license checking of all products at the licensee's 

10 site; and 3) custom logic in a digital integrated 

circuit (the present invention could be implemented 

as hardware instead of software). 

Also, though the above embodiment has been 

described as being implemented on a computer system 

15 network where operator messages are provided on a CRT 

monitor or the like, the invention may be practiced 

on other hardware platforms by incorporating 

appropriate changes known to those of ordinary skill 

in the art. For example, in an alternative hardware 

20 embodiment such as a music or video playback device, 

monitor 2 is invoked by the licensee's action of 
pushing the "play" or similar button, and in a 

broadcast music application or similar system, the 

monitor may be invoked simply by turninq the device 

25 on. The processing of monitor 2 is as described in 

the presently described embodiment. However, when a 

denial message is received or generated, monitor 2 

must be able to switch "play" to "off". 

The presently described embodiment is designed 

30 to be used in conjunction with a connectionless UDP 

(User Datagram Protocol) in the TCP/IP protocol suite 

as an underlying protocol. However, the present 

invention could also be realized using a slower, 
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connectionless protocol such as electronic mail or a 

variety of connection protocols (e. g., File Transfer 

Protocols (FTP), Telnet). 

It is noted that protocol suites quite different 

5 from TCP/IP could be used, such as ISO (International 

Standards Organization) protocol. In addition, 

datagrams 3 could be sent over telephone systems with 

communications protocols such as those specified by 

CCITT (Consultative Committee on International 

10 Telephony and Telegraphy) . In this case, telephone 

numbers could serve as network addresses 21, 2 2 • 

Communications protocols for wireless communications 

such as cellular telephone can also be used to send 

the datagram 3. 

15 Accordingly, all such modifications are 

intended to be included within the scope of this 

invention as defined by the following claims. 
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WHAT IS er.AIMED IS: 

1. A method for monitoring the use of a 

licensed product, comprising the steps of: 
generating, at regular time intervals, 

5 datagrams including an address in a communications 

facility, said facility address identifying a 

lic.ensee; 
automatically sending said datagrams from 

at least one licensee's site over said facility to a 

10 licensor's site while said licensed product is in use; 

receiving said datagrams at said licensor's 

15 

site; 

storing an indication of receipt of each of 

said datagrams; and 

counting said datagrams from each licensee 

as an indication of the use by the licensee of said 

licensed product. 

2. A method as in claim 1 further wherein: 

said generating step includes the step of 

20 incorporating a model number of said product in said 

datagrams; and 

said counting step includes the step of 

separately counting datagrams for each product model 

number for each licensee. 

25 3. A method as in claim 1, ·wherein said 

generating step includes the step of automatically 

obtaining said facility address that identifies said 

licensee from said facility without any data being 

provided by said licensee. 
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4. A method for controlling use of a licensed 

product comprising the steps of: 

generating a request datagram including an 

address in a communications facility, said facility 

5 address identifying a licenseej 

10 

automatically sending said request datagram 

from at least one licensee's site over said facility 

to a licensor's site while said licensed product is in 

use; 

receiving said request datagram at said 

licensor's site; 

comparing said received request datagram 

with rules and license data at said licensor's site to 

determine if use of said licensed product is 

15 authorized; 

sending a reply authorizing datagram to said 

licensee's site if use of said licensed product is 

approved; and 

receiving said reply authorizing datagram at 

20 said licensee' s site and denying the use of said 

product when no reply authorizing datagram is 

received. 

5. A method as in claim 4, wherein: 

said generating step includes the step of 

25 incorporating a model number of said product in said 

datagram; 

said comparing step includes the step of 

comparing said rules and license data for a particular 

model number; and 

30 said sending step includes the step of 

transmitting said reply datagram for each product 

model number. 
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6. A method as in claim 4, wherein said 

generating step includes the step of automatically 

obtaining said facility address that identifies said 

licensee from said facility without any data being 

5 provided by said licensee. 

7. A method as in .claim 4 further comprising 

the step of sending a reply denial datagram if use of 

said licensed product is not approved as determined in 

said comparing step, said step of automatically 

10 sending said request datagram from a licensee's site 

including the step of resending said request datagram 

if neither a reply authorizing datagram nor a reply 

denial datagram is received from said licensor's site 

within a predetermined time from sending said request 

15 datagram from said licensee's site. 

20 

25 

8. A method as in claim 4, wherein said step of 

automatically sending said request datagram from said 

licensee's site includes the step of sending a request 

datagram at regular time intervals. 

9. A method as in claim 4, wherein: 

said generating step includes the step of 

providing a datagram identification code within said 

datagram; 

said reply datagram sending step includes 

the step of inserting the same datagram identification 

code in said reply datagram; and 

said reply receiving step rejects said reply 

authorizing datagram if the datagram identification 

code included in said reply authorizing datagram does 

SUBSTITUTE SHEET 
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not match the datagram identification code included in 
said request datagram. 

10. A method as in claim 4, wherein: 

said comparing step includes the step of 

5 comparing said facility address that identifies said 

licensee with a list of valid licensee addresses to 

determine if said facility address is a valid address; 

and 

said reply authorizing datagram is not sent 

10 if said facility address that identifies said licensee 

is not valid. 

11. A method as in claim 10 further comprising 

the step of sending a reply denial datagram if said 

facility address that identifies said licensee is not 

15 valid. 

20 

12. A method as in claim 4, wherein: 

said comparing step includes the step of 

comparing a license expiration date with a date at 

which said datagram is received; and 

said reply authorizing datagram is not sent 

if the license expiration date is later than the date 

at which said datagram is received. 

13. A method as in claim 12, further comprising 

the step of sending a reply denial datagram if the 

25 license expiration date is later than the date at 

which said datagram is received. 

14. A method as in claim 4, wherein: 
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said comparing .step includes the.· step of 
checking currentness of payments from said. license; 
and 

said reply authorizing datagram is not sent 
5 if payment is overdue. 

15. A method as in claim 14, further comprising 
the step of sending a reply denial datagram if payment 
is overdue. 

16. A method as in claim 4, wherein: 
10 said generating step includes the step of 

incorporating in said datagram data indicative of the 
number of processes currently using said product at 
said licensee's site; 

said comparing step includes the step of 
15 comparing the number of processes using said product 

at the licensee's site to an authorized number; and 
said reply authorizing datagram is not sent 

if said number of processes using said product exceeds 
said authorized number. 

20 17. A method as in claim 16, further comprising 
the step of sending a reply denial datagram if said 
number of processes using said product exceeds said 
authorized number. 

18. A method as in claim 4, wherein said sending 
25 step includes the steps of sending said reply 

authorizing' datagram when use of said product is 
approved and sending a reply denial datagram when use 
of said product is not approved, said receiving step 

APPLE EXHIBIT 1002, Page 423 of 1044



W093/0ISSO PCT/US92/05387 

- 32 -

denying use of said product when said reply denial 

datagram is received. 

19. A method as in claim 18, wherein said 

receivinq and denying step denies use of said product 

5 when neither a reply authorizing datagram nor a reply 

denial datagram is received within a predetermined 

time after said request datagram is sent. 

20. A method as in claim 18, further comprising 

the step of indicating, at a licensee's site, a reason 

10 for denial when said reply denial datagram is 

received. 

15 

21. A method as in claim 4, wherein: 

said licensed product 

portion and a data portion; 

said method further 

controlling use of said 

executable portion. 

comprises an 

and 

comprises a 

data portion 

executable 

step of 

with said 

22. A method as in claim 4 further comprising a 

step of allowing use of said licensed product before 

20 a reply datagram is received. 

23. A system for controlling licensed product 

comprising: 

a communications facility to which at least 

one licensee having a license for operating a licensed 

25 product from the licensor is connected; 

monitoring means, connected to said facility 

at a site of each said licensee, for generating a 

request datagram including an address of said licensee 
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on said facility and · transmitting said request 

datagram over said facility to a site of said 

licensor, and for receiving and processing a reply 

datagram; and 
5 controlling means, connected to said 

facility at said licensor's site, for receiving said 

request datagram, comparing said request datagram with 

rul.es and license data to determine if use of said 

licensed product is authorized and sending a reply 

10 authorizing datagram to said licensee's site if use of 

said product is approved; and 

said monitoring means including means for 

denying use of said licensed product when no reply 

authorizing datagram is received. 

15 24. A system as in claim 23, wherein: 

said monitoring means sends request 

datagrams at regular time intervals during use of said 

licensed product; and 

said controlling means further comprises 

20 means for counting said request datagrams received at 

said controlling means and means for computing an 

amount to be billed to said licensee in response to 

said counting. 

25. A system as in claim 23 wherein: 

25 said monitoring means incorporates a model 

number for said product in said request datagram; and 

said controlling means comprises means for 
counting datagrams for each product model number for 

each licensee, in order to compute an amount to be 

30 billed to each licensee. 
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26. A system as in claim 23, wherein said 

monitoring means automatically obtains said facility 

address of said licensee from said facility without 

any input from said licensee. 

27. A system as in claim 23, wherein: 

said controllinq means sends a reply denial 

datagram to said licensee's site if use of said 

product is not approved; and 

said monitoring means resends said request 

10 datagram if no reply authorizing datagram and no reply 

denial dataqram is received within a predetermined 

period of time after said requesting datagram is sent. 

28. A system as in claim 23, wherein said 

monitoring means transmits request datagrams at 

15 predetermined time intervals. 

29. A system as in claim 23, wherein: 

said monitoring means incorporates a unique 

identification code in said request datagram; 

said controlling means incorporates the same 

20 request datagram identification code in said reply 

authorizing datagram; and 

said monitoring means rejects any reply 

authorizing datagram which does not include the same 

identification code as included in said request 

25 datagram. 

30. A system as in claim 23, wherein said 

controlling means compares said facility address of 

said licensee with a list of valid licensee facility 

addresses and does not generate a reply authorizing 
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datagram if said facility-address of said licensee is 

not valid. 

31. A system as in claim 3 o, wherein said 
controlling means sends a reply denial datagram when 

5 said facility address is not valid. 

32. A system as in claim 23, wherein said 

controlling means compares an expiration date of a 

license of said product with a date at which said 

request datagram is received by said controlling 

10 means, and does not generate a reply authorizing 

dataqram, thus denying use of said product, if the 
license expiration date is earlier than the date at 

which said request datagram is received. 

33. A system as in claim 32, wherein said 

15 controlling means sends a reply denial datagram if the 

license expiration date is earlier than the date at 

which said request datagram is received. 

20 

25 

34. A system as in claim 23, wherein said 

controlling means generates a reply authorizing 

datagram, thus denying use of said product, if a 
payment for the use of said product is overdue. 

35. A system as in claim 34, wherein said 

controlling means sends a reply denial datagram if 

payment for the use of said product is overdue. 

36. A system as in claim 23, 

said monitoring means 

request datagram data indicative 

wherein: 

includes in said 

of the number of 
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processes, at a licensee's site, currently usinq said 

product; and 

said controlling means does not generate a 

reply authorizing datagram, thus denying a use of said 

5 product, if more than a predetermined number of 

processes usinq said product are running at the 

licensee's site. 

37. A system as in claim 36, wherein said 

controlling means sends a reply denial datagram if 

10 more than said predetermined number of processes using 

said product are running at the licensee's site. 

38. A system as in claim 23, wherein said 

controlling means sends a reply denial datagram if use 

of said product is not approved. 

15 39. A system as in claim 38, wherein said 

20 

25 

monitoring means denies use of said licensed product 

when no reply authorizing datagram and no reply denial 

datagram is received within a predetermined time from 

the sending of said request datagram. 

40. A system as in claim 38, further comprising 

means for indicating, at a licensee's site, a reason 

for denial when said reply denial datagram is 

received. 

41. A system as in claim 23, wherein: 

said licensed product comprises an executable 

portion and a data portion; and 
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further comprises 
said data portion 

means 
with 

for 
said 

42. A system as in claim 41, wherein said data 
5 portion controlling means is disposed within said 

executable portion. 

43. A system as in claim 41, wherein said data 
portion controlling means comprises a first partial 
controlling means disposed within said executable 

10 portion and a second partial controlling means 
disposed within said monitoring means. 

44. A system as in claim 23, wherein said 
monitoring means includes means for permitting use of 

said licensed product before a reply datagram is 
15 received. 

45. A system for monitoring product comprising: 
a communications facility to which at least 

one licensee having a license for operating a licensed 
product from a licensor is connected; 

20 monitoring means, connected to said facility 
at a site of each said licensee, for generating 
datagrams including an address of said licensee on 
said facility and transmitting said datagrams at 

periodic intervals over said facility to a site of 
25 said licensor; and 

control means, connected to said facility at 
said licensor's site, for receiving said request 
datagrams, storing an indication of receipt of each of 
said datagrams and counting said datagrams from each 
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licensee as an indication-of the use by the licensee 

of said licensed product. 

46. A system as in claim 4 5, wherein said 

monitoring means automatically obtains said facility 

5 address of said licensee from said facility without 

any input from said licensee. 

47. A system as in claim 45, wherein: 

said monitoring means incorporates a product 

model number in said request datagrams; and 

10 said controlling means separately counts 

15 

request datagrams for each product model number for 

each licensee. 

48. A method for monitorinq the use of a 

licensed product comprising the steps of: 

generating, at regular time intervals, 

datagrams including an address in a communications 

facility, said facility address identifying a 

licensee; and 

automatically sending said datagrams from at 

20 least one licensee's site over said communications 

facility to a licensor's site while said licensed 

product is in use. 

49. A method as in claim 48 further wherein: 

said generating step includes the step of 

25 incorporating a model number of said product in said 

datagrams. 

so. A method as in claim 4 B, wherein said 

generating step includes the step of automatically 
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obtaining said facility address that identifies said 
licensee from said communications facility without any 
data being provided by said licensee. 

51. A method for controlling use of a licensed 
5 product comprising the steps of: 

qenerating a request datagram including a 
facility address that identifies a licensee in a 

communications facility; 
automatically sending said request datagram 

10 from a licensee's site over said communications 
facility to a licensor 1 s site while said licensed 
product is in use; and 

receiving a reply authorizing datagram at 
said licensee's site and denying the use of said 

15 product when no reply authorizing datagram is 
received. 

52. A.method as in claim 51 wherein: 
said generating step includes the step of 

incorporating a model number of said product in said 
20 datagram. 

53. A method as in claim 51, wherein said 
generating step includes the step of automatically 
obtaining said facility address that identifies said 
licensee from said communications facility without any 

25 data being provided by said licensee. 

54. A method as in claim 51, wherein: 
said reply datagram is one of at least a reply 

authorization datagram and a reply denial datagram; 
and 
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said step of automatically sending said request 
datagram from a licensee's site includes a step of 
resending said request datagram if neither a reply 
authorizing datagram nor a reply denial datagram is 

5 received within a predetermined time from sending said 

request datagram from said licensee's site. 

SS. A method as in claim 51, wherein said step 
of automatically sending said request datagram from 
said licensee's site includes the step of sending a 

10 request datagram at regular time intervals. 

56. A method as in claim Sl, wherein: 
said generating step includes the step of 

providing a datagram identification code within said 
datagram; and 

15 said reply receiving step rejects said reply 

20 

25 

authorizing datagram if the datagram identification 
code included in said reply authorizing datagram does 
not match the datagram identification code included in 
said request datagram. 

57. A method as in claim 51, wherein: 
said generating step includes the step of 

incorporating in said datagram data indicative of the 
nmnber of processes currently using said product at 
said licensee's site. 

58. A method as in claim 51, further comprising 
the steps of: 

receiving a reply denial datagram; and 
displaying, at a licensee's site, a reason for 

denial when said reply denial datagram is received. 
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59. A method as in claim 51, wherein: 

said licensed product comprises an executable 

portion and a data portion; and 

said method further comprises a step of 

5 controlling use of said data portion with said 

executable portion. 

60. A method as in claim 51 further comprising 

a step of allowing use of said licensed product before 

a reply datagram is received. 

10 61. A system for controlling a licensed product 

comprising: 

a communications facility to which at least 
one licensee is connected; 

monitoring means, connected to said 

15 communications facility at a site of each said 

licensee, for generating a request datagram including 

an address of said licensee on said communications 

facility and transmitting said request datagram over 

said communications facility, and for receiving and 

20 processing a reply authorizing datagram; and 

means for denying use of said product when no 

reply authorizing datagram is received. 

62. A system as in claim 61, wherein: 

said monitoring means sends request 
25 datagrams at regular time intervals during use of said 

licensed product. 

63. A system as in claim 61 wherein: 
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said monitoring-means incorporates a model 

number for said product in said request datagram. 

64. A system as in claim 61, wherein said 

monitoring means automatically obtains said facility 

5 address of said licensee from said communications 

facility without any input from said licensee. 

65. A system as in claim 61, wherein: 

said monitoring means resends said request 

datagram if no reply authorizing datagram and no reply 

10 denial datagram is received within a predetermined 

period of time after said requesting datagram is sent. 

15 

66. A system as in claim 61, wherein said 

monitoring means transmits request datagrams at 

predetermined time intervals. 

67. A system as in claim 61, wherein: 

said monitoring means incorporates a unique 

identification code in said request datagram; and 

said monitoring means rejects any reply 

authorizing datagram which does not include the same 

20 identification code as included in said request 

datagram. 

68. A system as in claim 61, wherein: 

said monitoring means includes in said 

request datagram data indicative of the number of 

25 processes, at a licensee's site, currently using said 

product. 

69. A system as in claim 61, wherein: 
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said monitoring means denies use of said 

licensed product when no reply authorizing datagram 

and no reply denial datagram is received within a 

predetermined time from the sending of said :request 

5 datagram. 

70. A system as in claim 61, further comprising 

means for indicating, at a licensee's site, a reason 

for denial when a reply denial datagram is received. 

71. A system as in claim 61, wherein: 

10 said licensed product comprises an executable 

15 

portion and a data portion; and 

said system further comprises means for 

controlling use of said data portion with said 

executable portion. 

72. A system as in claim 71, wherein said data 

portion controlling means is disposed within said 
executable portion. 

73. A system as in claim 71, wherein said data 

portion controlling means comprises a first partial 

2 o controlling means disposed within said executable 

portion and a second partial controlling means 

disposed within said monitoring means. 

74. A system as in claim 61, wherein said 

monitoring means includes means for permitting use of 

25 said licensed product before a reply datagram is 

received. 
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75. A system for monitoring a licensed product 

comprising: 
a communications facility to which at least 

one licensee is connected; 

5 monitoring means, connected to said 

communications facility at a site of each said 

licensee, for generating datagrams including an 

address of said licensee on said communications 

facility and transmitting said datagrams at periodic 

10 intervals over said communications f~cility. 

76. A system as in claim 75, wherein said 

moni taring means automatically obtains said 

communications facility address of said licensee from 

said communications facility without any input from 

15 said licensee. 

77. A system as in claim 75, wherein: 

said monitoring means incorporates a product 

model number in said request datagrams. 

78. A method for monitoring the use of a 

20 licensed product comprising the steps of: 

receiving datagrams at a licensor's site on 

a communications facility having at least one 

licensee's site thereon, said datagrams being 

generated at regular time intervals and including a 

25 facility address that identifies a licensee in said 

communications facility; 

storing an indication of receipt of each of 

said datagrams; and 

counting said datagrams as an indication of 

JO the use of said licensed product. 
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79. A method as in claim 78 further wherein: 

said datagrams include a model number of 

each product; and 

said counting step includes the step of 

5 separately counting datagrams for each product model 

number for each licensee. 

80. A method for controlling use of a licensed 

product comprising the steps of: 

receiving a request datagram at a licensor's 

10 site on a communications facility having at least one 

licensee's site thereon, said request datagram 

including a facility address identifying a licensee 

and being automatically sent over said communications 

facility to said licensor's site while said licensed 

15 product is in use; 

comparing said received request datagram 

with rules and license data at said licensor's site to 

determine if use of said licensed product is 
authorized; and 

20 sending a reply authorizing datagram if use 

of said licensed product is approved. 

81. A method as in claim 80 wherein: 

said datagrams include a model number of 

said product; 

25 said comparing step includes the step of 

comparing said rules and license data for a particular 

model number; and 

said sending step includes the step of 

transmitting said reply datagram for each product 

30 model number. 
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82. A method as in claim so further comprising 

the step of sending a reply denial datagram if use of 

said licensed product is not approved as determined 

in said comparing step. 

83. A method as in claim 80, wherein: 

said datagrams 

identification code; and 

include a datagram 

said reply datagram sending step includes 

the step of inserting the same datagram identification 

10 code in said reply datagram. 

84. A method as in claim ao, wherein: 

said comparing step includes the step of 

comparing said facility address that identifies said 

licensee with a list of valid licensee addresses to 

15 determine if said facility address is a valid address; 

and 

said reply authorizing datagram is not sent 

if said facility address that identifies said licensee 

is not valid. 

20 85. A method as in claim 84 further comprising 

the step of sending a reply denial datagram if said 

facility address that identifies said licensee is not 

valid. 

86. A method as in claim 80, wherein: 

25 said comparing step includes the step of 

comparing a license expiration date with a date at 

which said datagram is received; and 
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said reply authorizing datagram is not sent 

if the license expiration date is later than the date 

at which said datagram is received. 

87. A method as in claim 86, further comprising 

5 the step of sending a reply denial datagram if the 

license expiration date is later than the date at 

which said datagram is received. 

88. A method as in claim so, wherein: 

said comparing step includes the step of 

10 checking currentness of payments from said license; 

and 

said reply authorizing datagram is not sent 

if payment is overdue. 

89. A method as in claim 88, further comprising 

15 the step of sending a reply denial datagram if payment 

is overdue. 

90. A method as in claim SO, wherein: 

said datagrams include data indicative of 

the number of processes currently using said product 

20 at said licensee's site; 

said comparing step includes the step of 

comparing a number of processes using said product to 

an authorized number; and 

said reply authorizing datagram is not sent 

25 if said number of processes using said product exceeds 

said authorized number. 

91. A method as in claim 90, further comprising 

the step of sending a reply denial datagram if said 
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number of processes using said product exceeds said 

authorized number. 

92. A method as in claim 80, wherein said 

sending step includes the steps of sending said reply 

5 authorizing datagram when use of said product is 

approved and sending a reply denial datagram when use 

of said product is not approved. 

93. A system for controlling a licensed product 

comprising: 

10 a communications facility to which at least 

one licensee and a licensor are connected at a 

licensee's site and at a licensor's site, 

respectively; and 

controlling means, connected to said 

15 communications facility at said licensor's site, for: 

receiving a request datagram, said request datagram 

including an address of said licensee on said 

communications facility and being transmitted over 

said communications facility to a site of said 

20 licensor; comparing said request datagram with rules 

and license data to determine if use of said licensed 

product is authorized; and sending a reply authorizing 

datagram to said licensee• s site if use of said 

product is approved. 

25 94. A system as in claim 93, wherein: 

said request datagrams are sent at regular 

time intervals during use of said licensed product; 

and 

said controlling means comprises means for 

30 counting said request datagrams received at said 
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controlling means and means for computing an· amount to 

be billed to said licensee in response to said 

counting. 

95. A system as in claim 93 wherein: 

5 said datagrams include a model number for 

said product; and 

said controlling means comprises means for 

counting datagrams for each product model number for 

each licensee, in order to compute an amount to be 

10 billed to each licensee. 

15 

96. A system as in claim 93, wherein: 

said controlling means sends a reply denial 

datagram to said licensee's site if use of said 

product is not approved. 

97. A system as in claim 93, wherein: 

said datagrams include a unique 
identification code; and 

said controlling means incorporates the same 

request datagram identification code in said reply 

20 authorizing datagram. 

98. A system as in claim 93, wherein said 

controlling means compares said facility address of 

said licensee with a list of valid licensee facility 

addresses and does not generate a reply authorizing 

25 datagram if said facility address of said licensee is 

not valid. 
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99. A system as in claim 98, wherein said 

controlling means sends a reply denial datagram when 
said facility address is not valid. 

100. A system as in claim 93, wherein said 

5 controlling means compares an expiration date of a 

license of said product with a date at which said 

request datagram is received by said controlling 

means, and does not generate a reply authorizing 

datagram, tl'ius denying use of said product, if the 

10 license expiration date is earlier than the date at 

which said request datagram is received. 

101. A system as in claim 100, wherein said 

controlling means sends a reply denial datagram if the 

license expiration date is earlier than the date at 

15 which said request datagram is received. 

102. A system as in claim 93, wherein said 

controlling means generate a reply authorizing 

datagram, thus denying use of said product, if a 

payment for the use of said product is overdue. 

20 103. A system as in claim 102, wherein said 

controlling means sends a reply denial datagram if 

payment for the use of said product is overdue. 

104. A system as in claim 93, wherein: 

said datagrams include data indicative of 

25 the number of processes, at a licensee's site, 

currently using said product; and 

said controlling means does not generate a 

reply authorizing datagram, thus denying a use of said 
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product, if more than· a predetermined number of 

processes. using said product are running at the 

licensee's site. 

105. A system as in claim 104, wherein said 

s controllinq means sends a reply denial datagram if 

more than said predetermined number of processe~ usinq 

said product are running at the licensee's site. 

106. A system as in claim 93, wherein said 

controlling means sends a reply denial datagram if use 

10 of said product is not approved. 

107. A system as in claim 93, wherein: 

said licensed product comprises an executable 

portion and a data portion; and 

said system further comprises means for 

15 controlling use of said data portion with said 

executable portion. 

20 

25 

108. A system as in claim 107, wherein said data 

portion controlling means is disposed within said 

executable portion. 

109. A system for monitoring a licensed product 

comprising: 

a communications facility to which at least 

one licensee and a licensor are connected at a 

licensee's site 

respectively; and 

and at a licensor's site, 

control means, connected to said 

communications facility at a licensor's site, for: 

receiving request datagrams, said request datagrams 
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including an address of said licensee on said 

communications facility and being transmitted at 

periodic intervals over said communications facility 

to said licensor's site; storinq an indication of 

5 receipt of each of said datagrams; and counting said 

datagrams from each licensee as an indication of the 

use by the licensee of said licensed product. 

110. A system as in claim 110, wherein: 

said request datagrams include a product 

10 model number; and 

said controlling means separately counts 

request datagrams for each product model number for 

each licensee. 
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METHOD FOR PREVENTING 
USE OF SOFTWARE ON AN UNAUTHORIZED COMPUTER 

The present invention relates generally to the 

prevention of unauthorized use of software. More 

particularly, the present invention relates to the 

preventing of a computer program from being executed on 

5 a computer system or computer network, other than one 

which has been previously authorized. 

As computer systems and software have 

proliferated, the problem of software piracy has also 

increased. A computer program is typically installed in 

10 a computer with a fixed disk or hard drive by 

transferring the program from a floppy disk or CD-ROM 

(purchased from a software publisher) to the fixed disk 

for subsequent use by the computer system. While the 

program may have originally been legitimately purchased, 

15 the purchaser may thereafter make copies for use by the 

purchaser or others in other computer systems or may 

simply use the floppy disk to install the software in 

other computer systems, without permission of the 

software publisher, thereby depriving the software 

20 publisher of the additional revenues of sale of 

additional'software packages to which the publisher is 

entitled. Although back-up copies of software are 

normally considered desirable, it is also desirable for 

the financial health of the software industry that such 

25 11 piracy" be stopped. 

Various techniques have been proposed for 

elimination or reduction of software piracy. Many of 

these techniques are described in U.S. patent 5,113,518 

to Durst. Jr. et al, which is incorporated herein by 

30 reference. Unfortunately, these techniques have met 

with only limited success as procedures have been found 

by the 11 pirates 11 or "hackers" for circumventing these 
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techniques. Some of these techniques may also be so 

inconvenient as to deter the customer from purchasing 

the software. For example, one such technique utilizes 

hardware in the form of a device called a "dongle" which 

5 is connected to the computer, and the software must 

confirm the presence of this device by means of a coded 

response before it can be activated. Such a device is 

described in U.S. patents 4,446,519; 4,562,306; 

4,685,055; and 5,182,770. However, this undesirably 

10 requires the purchase by the customer of such a device 

for each new software package which is purchased. 

Further, this technique can be defeated by discovery the 

correct coded response and providing it through a 

modification of the program. 

15 As pointed out in Durst. Jr. et al, the 

problem is not so much in the act of copying the 

software package as it is in the use of copies of the 

software on various computer systems without 

compensating the publisher for the right to use those 

20 copies. It is therefore a primary object of the present 

invention to prevent a computer program from being 

executed on an unauthorized computer system. 

Durst. Jr. et al discloses a technique for 

preventing a computer program from being used by a 

25 computer system other than a designated system. The 

values of certain characteristics exhibited by the 

designated computer .system first are stored, and then 

the values of those same characteristics exhibited by 

the computer system which is intended to use the 

30 computer program are measured and compared to the stored 

values. If the compared values are substantially the 

same, the computer program may be executed. However, if 

they are different, the computer system which was 

intended to use the program is inhibited from executing 

35 that program. These characteristics are disclosed to be 

one or more, and preferably at least two, of the 
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following: an identification of the processor included 

in the computer system, the clock speed of the clock 

generator included in that system, an identification of 

the ROM normally provided with the processor, the wait 

5 time assigned to the processor for accessing a RAM, the 

actual rotary speed of a disk drive normally provided 

with the computer system, the access speed of that disk 

drive, and the sector interleave value of that disk 

drive. 

10 Inherent characteristics such as proposed in 

Durst, Jr. et al have a tendency to have no current 

uniqueness (although perhaps unique at one time, 

standardization may have resulted in non-uniqueness, for 

example, there is now a standard disk drive speed) , or 

15 the characteristics may change over time undesirably 

making the software unavailable on the computer on which 

it is originally installed. Furthermore, the values of 

the characteristics are stored in the software to be 

compared with the values of characteristics of a 

20 computer on which the software is to be used. This has 

the disadvantage of being easy to circumvent since the 

values are stored in a known location in all programs, 

thus being accessible to every level of programmer. 

U.S. patent 4,740,890 to William discloses the 

25 use of a remote computer to provide unlocking codes 

derived from master lists or algorithms. In the field 

of radio-frequency transmission of data, data security 

has been maintained by the use of coded transmission 

utilizing a pair of numbers wherein a plurality of 

30 randomly-generated digits in one number has a 

mathematical relationship to the other number so as to 

yield a prime number for coding the transmission, and 

the same prime number is used for decoding the 

transmission. 

35 As discussed in U.S. patent 4,319,079 to Best, 

various encryption systems have been developed to 
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provide data security within data processing systems. 

However, computer-aided techniques for breaking codes 

are becoming more sophisticated. 

Techniques have also been proposed for 

5 activating software remotely. For example, U.S. patent 

5,222,134 to Waite et al discloses such a technique 

wherein a computer is provided with a registration 

shell, and a data link is established between the 

computer and a registration computer. By providing the 

10 registration computer with various information, a 

potential licensee can register to utilize the program. 

Once the registration process is complete, a 

tamper-proof overlay program is constructed at the 

registration computer and transferred to the user's 

15 computer. The overlay includes critical portions of the 

main program, without which the main program would not 

operate. This process undesirably requires a modem on 

the user's computer. 

U.S. patent 5,199,066 to Logan, which is 

20 incorporated herein by reference, discloses a method and 

system for protecting a software program recorded within 

a storage medium for use with or transmission to 

computer or processor based hardware. A hardware code 

uniquely associated with the particular hardware and a 

25 first software code uniquely associated with the 

particular embodiment of the software are inputted. The 

hardware code is stated to be the numeric serial number 

of the hardware upon which the program is to operate. 

It is further stated that, in the case of some computers 

30 and some storage media, the program may have the ability 

to recall or otherwise obtain and input the software 

serial number and possibly the hardware serial number 

without any specific action by the user. A first 

predetermined operation is performed upon the hardware 

35 code and the first software code to produce an 

intermediate code. A unique activation code obtained 
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from the software supplier is inputted and a second 

predetermined operation is performed upon the 

intermediate code and the activation code to produce a 

second intermediate code. The second intermediate code 

5 is compared to a second software code uniquely 

associated with the particular embodiment of the 

software and stored in a hidden location within the 

software. The use of the software is enabled only if 

the second intermediate code and the second software 

10 code are identical. By a formula, the hidden software 

code changes each time the software is copied, for 

example, by the addition of 7 each time. To obtain the 

activation number, the user must provide to the software 

supplier the serial numbers of the hardware and the 

15 software and the number of copies which have been made. 

The software supplier may have a "hot line" phone to 

permit the user to obtain the activation code. 

The Logan method relies on hiding a software 

code in a hidden location within the software. Thus, 

20 this code undesirably is within access by the user to 

allow formulation of an activation code (without making 

a telephone call to legitimately obtain it} and 

subsequent installation of the software to be achievable 

if the hidden code is located and the process then 

25 reverse-engineered. The hardware code which is used to 

generate the activation code is actually whatever number 

is inputted by the user and given to the supplier by the 

user. Since the software is not required to confirm 

that the activation number is based on the serial number 

30 of the specific computer to be authorized, the 

activation code which is supplied will allow 

installation of the software on any computer. 

Various other techniques for preventing 

unauthorized software use are disclosed in U.S. patents 

35 4,829,296; 4,866,769; 4,593,353; 4,683,553; 4,796,220; 

5,263,157; 5,287,408; 5,311,591; and 5,293,422. 
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The above software-protection techniques can 

either be circumvented or rely on codes that can be 

broken or are so inconvenient to the customer that the 

competitive position of the software publisher suffers. 

It is accordingly an object of the present 

invention to provide for authorization of a particular 

computer system or network by means of a technique for 

uniquely identifying the computer system or network so 

that the identification doesn't change over time whereby 

10 the software does not become unavailable on the 

authorized computer system or network. 

It is a further object of the present 

invention to provide an easy and convenient means for 

activation of a software package on a particular 

15 computer system or network by a customer. 

It is yet another object of the present 

invention to provide activation of a software package on 

a particular computer or computer network by means which 

cannot be discovered and copied by even computer-aided 

20 reverse engineering. 

It is a still further object of the present 

invention to provide activation of a software package on 

a particular computer inexpensively and quickly. 

In accordance with the present invention, a 

25 method is provided for preventing use of software on an 

unauthorized computer wherein the software is programmed 

to generate and output to the user of a computer a first 

or validation number derived from one or more of the 

following computer characteristics: serial number of 

30 the hard disk, the BIOS data from ROM, the number of 

sectors per track of the hard disk, the number of heads 

of the hard disk, and the number of cylinders of the 

hard disk. A second or activation number derived from 

the first number is encrypted by operation of a second 

35 computer at a remote location inaccessible to the user 

for input to the user's computer to allow use of the 
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software on the user's computer. The second .number 

includes one or more randomly generated digits which, 

when a predetermined mathematical operation is performed 

thereon and on at least one of the digits of the 

5 validation number, yields a derived balance number. 

This derived balance number is used in the user's 

computer to encrypt a thumbprint of the computer 

characteristic including a preselected signature and a 

productprint. When the computer program is to be 

10 executed, the software decodes the thumbprint and 

productprint using a predetermined balance number. If 

the derived balance number is equal to the predetermined 

balance number, the program will execute. Otherwise, it 

will not execute. 

15 The above and other objects, features, and 

advantages of the present invention will be apparent in 

the following detailed description of the preferred 

embodiments thereof taken in conjunction with the 

accompanying drawings wherein the same reference 

20 numerals denote the same or similar parts throughout the 

several views. 

Brief Description of the Drawings 

Fig. 1 is a perspective view of a personal 

25 computer and a floppy disk within which is stored a 

computer program wherein the computer is to be 

authorized for use of the program therein in accordance 

with the present invention. 

Fig. 2 is a generally diagrammatic view 

30 illustrating the hard disk drive therefor. 

Fig. 3 is a generally diagrammatic view 

illustrating the software activation process which 

embodies the present invention. 

Fig. 4 is a block diagram of the process. 

35 Fig. 5 is a flow diagram therefor. 
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Fig. 6 is a flow diagram of a process for 

generating a validation number therefor. 

Fig. 7 is a flow diagram of a process for 

generating from the validation number an activation 

5 number. 

Fig. 8 is a flow diagram for execution of the 

software. 

Fig. 9 is a flow diagram of the entering of 

the activation number by the user. 

10 Fig. 10 is a flow diagram of generation of a 

thumbprint in the computer. 

Fig. 11 is a diagranunatic view illustrating 

the thumbprint format in the computer. 

Fig. 12 is a view similar to that of Fig. 11 

15 illustrating the productprint format in the computer. 

Fig. 13 is a diagranunatic view of the 

thumbprint/productprint areas illustrating scrambling of 

the thumbprint. 

Fig. 14 is an enlarged view of the thumbprint 

20 area of Fig. 13. 

Fig. 15 is a view similar to that of Fig. 3 

illustrating an alternative embodiment to the present 

invention. 

Fig. 16 is a flow diagram similar to that of 

25 Fig. 6 illustrating an alternative method of generating 

the validation number. 

30 

Fig. 17 is a flow diagram similar to that of 

Fig. 7 illustrating an alternative method of generating 

the activation number. 

Detailed Description of the Preferred Embodiments 

Referring to the drawings, there is shown in 

Fig. 1 a typical personal computer 10 of a type well 

known in the art and commercially available from a 

35 variety of manufacturers, for example, IBM Corporation. 

The personal computer 10 includes a standard keyboard 
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12, a standard cathode ray tube (CRT) or screen 14, and 

a pair of floppy disk drives 16. The keyboard 12 is 

employed to facilitate communication between an 

individual user, illustrated at 40 in Fig. 3, and the 

5 computer 1·0 in a manner which is generally well known in 

the computer art. The CRT 14 also functions in a manner 

well known in the computer art for displaying 

information inputted through the keyboard 12 as well as 

information outputted by the inner workings of the 

10 computer 10. The disk drives 16 are employed in a 

manner well known in the computer art for receiving one 

or more floppy disks to facilitate the loading or entry 

of computer software or programs stored within a floppy 

disk into the computer 10. A typical floppy disk 18 is 

15 illustrated in Fig. 1. As used herein, the terms, 

"program," "computer program," "software" and "software 

program" are interchangeably used to mean a series of 

instructions which are used to control the operation of 

computer hardware or other computer-based or 

20 process-based hardware. The reference numeral 18 will 

be used herein to ref er interchangeably to the floppy 

disk as well as the program contained thereon. 

While in the present description of a 

preferred embodiment of the invention, a personal 

25 computer 10 is shown and described, it will be 

appreciated by those skilled in the art that the present 

invention may be employed in conjunction with any other 

type of compu~er, including standard computers such as a 

microcomputer, a mini-computer, a main-frame computer, a 

30 computer network, and/or special purpose computers. In 

addition, the present invention may be employed in 

connection with any other type of computer or 

processor-based hardware such as computer or processor 

controlled machinery or equipment. By "computer 

35 network" is meant a plurality of computers which 
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communicate via a client server, peer-to-peer; or the 

like. 

Likewise, while in connection with the 

description of the presently preferred embodiment, the 

5 computer program or software is illustrated as being 

stored within a floppy disk 18, it will be appreciated 

by those skilled in the art that the program or software 

could alternatively be stored in any other type of 

storage medium, for example, a different magnetic 

10 medium, such as a CD-ROM drive, a hard disk drive, 

magnetic tape, etc.; a semiconductor based storage 

medium, such as a random access memory (RAM), a read 

only memory (ROM), a programmable read only memory 

(PROM), etc.; or a nontraditional storage medium, such 

15 as a digital audio or video tape or disk or network of 

storage devices. Accordingly, it should be clearly 

understood that the present invention is not limited to 

the particular computer hardware 10 or storage medium 18 

used to illustrate the preferred embodiment of the 

20 invention. 

Referring to Fig. 2, there is illustrated at 

20 a fixed or hard disk drive for computer 10 which 

includes a multiplicity of platters 22 rotatable about a 

hub 24. Each platter 22 contains a plurality of 

25 concentric circular tracks 26 each containing a 

plurality of sectors 28 used for storage of digital 

information. Although there are physically fewer 

sectors 28 in the tracks 26 closer to the hub 24, the 

hard drive controller, illustrated at 32, manages the 

30 space so that, as seen by the computer 10, there are on 

average typically 17 sectors 28 per track 26. Each 

platter 22 is two-sided and has on each side a 

read/write head 30 which magnetically stores onto and 

reads digital information from the platter 22. 

35 For a track 26, there is a similarly situated 

track on the opposite side of its platter 22 and on each 
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of the sides of the other platters, which multiplicity 

of tracks together is defined herein as a cylinder, 

illustrated at 34. A cylinder 34 is a logical ordering 

so that the controller 32 can simultaneously write to 

5 both sides of each of a multiplicity of platters 22. 

Referring to Figs. 3 and 4, in accordance with 

the present invention, when a purchaser 40 of a 

publisher's software package 18 wishes to use the 

software on the computer 10, the software requires that 

10 it first be authorized. The software 18 is embedded 

with a program which prevents use of the software (or 

copies thereof) on a computer unless authorization is 

obtained for use on the particular computer. In a 

computer network, a maximum number of concurrent users 

15 may be authorized for use of the software, as described 

hereinafter. 

The program 18 encrypts from one or more 

computer characteristics, as indicated at 42, a first or 

validation number, as indicated at 44, which appears on 

20 the computer screen along with instructions for 

obtaining a second or activation number for inputting to 

the computer 10, as indicated at 46, for executing the 

software 18, as indicated at 48. 

In order that there be minimal inconvenience 

25 to the user 40, he or she is preferably instructed to 

call an "800" or the like phone number at an activation 

center, illustrated at 61, at another location (remote 

location) which is provided as a service to the 

publisher of the software 18. Thus, phones 52 and 54 

30 respectively are used to orally communicate the 

validation number (and other information to be described 

hereinafter) over phone line 56 to the activation center 

operator 50 who then inputs via keyboard SB the 

validation number to a second computer 60, which may be 

35 similar to computer 10 or another suitable conventional 

computer. This number is then used by the program 63 in 
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computer 60 to generate and encrypt an activation 

number, as indicated at 62. The reference numeral 63 

refers to a hard disk drive in computer 60 as well as a 

program stored thereon. The activation number is 

5 generated to be related to the validation number so that 

a number, herein called a "derived balance number," may 

be derived therefrom, as hereinafter discussed. The 

activation number is then provided by the operator 50 to 

the user 40 over phone line 56, who then inputs it to 

10 computer 10 by means of keyboard 12. The software 

program 18 then utilizes the validation and activation 

numbers, as indicated at 64, to obtain the derived 

balance number. If the validation and activation 

numbers have been correctly generated and inputted to 

15 the user's computer, the derived balance number will be 

equal to a predetermined balance number. This derived 

balance number is then used to encrypt a thumbprint of 

the computer characteristics including a preselected 

signature (TP) and a productprint (PP) , as indicated at 

20 65. For the software to be executed, as indicated at 

124, the program is loaded to the hard disk 20, as 

indicated at 120, and the thumbprint and productprint 

are decrypted using the predetermined balance number, as 

indicated at 67. It is envisioned that, with CD-ROM or 

25 some other medium, the software program may not be 

loaded to the hard disk. If the preselected signature 

is retrieved, the program 18 proceeds with execution of 

the software, as indicated at 48. 

As used herein and in the claims, a 

30 "predetermined balance number" is a number which is 

embedded in the software 18 or otherwise provided to 

decrypt the preselected signature, and a "derived 

balance number" is a number which is derived 

mathematically from the validation and activation 

35 numbers for encrypting the signature. As used herein 

and in the claims, a "signature" or·"preselected 
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signature" is information in the form of a preselected 

set of digits or characters which the software 18 is 

programmed to recognize or locate upon use of a 

decryption process using the predetermined balance 

5 number in order that the software be authorized for use. 

Therefore, if the derived balance number is the same as 

the predetermined balance number, the signature will be 

correctly encrypted and can as a result be decrypted by 

the predetermined balance number to yield the 

10 preselected signature whereby the program may be 

executed. Otherwise, the preselected signature cannot 

be found and the program will not execute. 

Referring to Fig. 15, there is illustrated an 

alternative embodiment wherein person-to-person phone 

15 communication over telephone line 56 is replaced by 

modem-to-modem communication. Thus, modems 53 and 55 

may be provided for computers 10 and 60 respectively for 

transmitting and receiving the needed information. 

Fig. 5 illustrates in greater detail at 65 the 

20 process for activation of the software 18. As 

illustrated therein, the user 40 begins the process by 

inserting the diskette or CD-ROM or the like containing 

the software 18 in the respective drive 16. 

Alternatively, the user may have previously down-loaded 

25 (by modem) an embedded software package from a computer 

bulletin board service or other electronic distribution 

service. In this case, the software will be residing on 

the hard disk drive, awaiting activation. In all cases, 

the user selects the "activate" or "install" option. 

30 The software application code then checks for previous 

activation of this software package 18 on this 

particular computer system 10, i.e., is there a valid 

thumbprint/productprint (TP/PP) for this product. If 

"yes," the program may proceed with installation or re-

35 installation of the software 18 without a call to the 

activation center. If "no," a first screen appears 
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which greets the user 40 in the publisher's name and 

prompts the user to exit or to proceed with software 

activation. 

If the user elects to proceed with software 

5 activation, the application code reads the system 

characteristics, which will be discussed hereinafter, 

and a second screen appears showing the publisher's 

name, product and version, customer identification, and 

product identification. The user is then requested to 

10 enter the publisher's product serial number after which 

it is validated for transcription errors. The user is 

requested to have basic demographic information 

available before making a "1-800," "1-900, 11 "DDD," or 

the like telephone call to the activation center 61 and 

15 is then requested to call the activation center 61. 

At the activation center 61, the operator 50 

requests the customer's identification number, the 

product identification number, and published product 

serial number and displays the customer screen. The 

20 operator then receives and enters this information in 

the activation center computer 60. The last two digits 

of each of these numbers are check digits, determined in 

accordance with principles commonly known in the art to 

which this invention pertains, by means of which the 

25 program 63 checks whether the numbers are valid numbers. 

The operator may then receive and enter demographic 

information from a new customer or updated demographic 

information from an existing customer. The program 18 

then proceeds to generate from the system 

30 characteristics a validation number which then appears 

on the screen. The operator 50 then requests and enters 

the validation number in the activation center computer 

60, and the program 63 in the activation center computer 

proceeds to generate an activation number, as described 

35 hereinafter. This activation number is then relayed by 

phone from the operator 50 to the user 40, who then 
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enters the information in computer 10. As previously 

discussed, this information may alternatively be 

transmitted back and forth by modem-to-modem 

communication. After deriving the balance number, the 

5 program 18.then "writes" the product identification, the 

computer characteristics, and the preselected signature 

in the form of a thumbprint/productprint {TP/PP) 

encrypted by the derived balance number, as described 

hereinafter, to the hard disk drive 20. If the 

10 activation number is not a correct number to generate a 

derived balance number which is the same as the 

15 

predetermined balance number, then the TP/PP will be 

encrypted and written using a different number, and the 

preselected signature will not be found when 

subsequently applying the decryption process using the 

predetermined balance number. As a result, future 

efforts to execute previously authorized computer 

programs on this computer system will be unsuccessful. 

The screen will then prompt the user to proceed with 

20 installation of the computer program or to exit. If the 

user selects "proceed", the publisher package 

installation proceeds, and, when complete, the user 

system returns to the operating system prompt. 

If the system characteristics on which the 

25 validation number is based have a tendency to change 

over time or are not sufficiently unique, as are the 

characteristics disclosed in the Durst. Jr. et al 

patent, then authorization of a computer may be 

unreliable in that the authorization may be lost if the 

30 characteristics change or the software may not reliably 

be prevented from use on an unauthorized computer 

system. Thus, the characteristics of the computer 

system on which the validation number is based are 

chosen to be unique and unchanging so that subsequent 

35 program execution on the same computer system is 

seamless yet attempts to execute the program on a 
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different computer system will result reliably in the 

program being prevented from executing without a further 

authorization from the activation center. A suitable 

set of computer characteristics (32 bytes), which are 

5 available on standard industry hardware by accessing 

various interrupts and direct read functions in "C" 

language, using principles commonly known to those of 

ordinary skill in the art to which this invention 

pertains, are the serial number of the hard disk 20 (20 

10 bytes), the BIOS data from ROM (read only memory), i.e., 

the date (MM/DD/YY) the system board for computer 10 was 

manufactured (8 bytes), and disk information consisting 

of the number of sectors 28 per track 26 (1 byte), the 

number of heads 30 (1 byte), and the number of cylinders 

15 34 (2 bytes) . It should be understood that the set of 

characteristics may be less than the above as long as 

the desired uniqueness is obtained. For example, the 

serial number of the hard disk 20, which includes a 

unique manufacturer identification number, may be 

20 sufficient. For another example, the combination of the 

BIOS data and the hard disk information may be 

sufficient. 

Hereinafter, specific processes for generation 

of the validation and activation numbers, along with 

25 examples, will be provided. It should be understood 

that various variations may be made in these specific 

processes. Thus, neither the specific process steps nor 

the examples should be viewed as limiting the present 

invention but are instead to be taken as exemplary 

30 thereof. 

Referring to Fig. 6, after the program 18 

retrieves internal characteristic information, as 

indicated at 70, these 32 bytes of information are 

reduced to 4 internal random bytes (for example, A.!0), 

35 as indicated at 72, by the conventional technique of a 

recursive modulus 256 check-sum procedure, a technique 
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commonly known to those of ordinary skill in the art to 

which this invention pertains. Each of the four bytes 

correspond to numbers between O and 255, for example, 

61, 128, 85, 40. The reduction in the number of bytes 

5 is primarily to reduce the volume of information to be 

transmitted over the phone by the user and operator. 

However, with modem-to-modem communication, as 

previously discussed relative to Fig. 15, it may be 

unnecessary to reduce the 32 bytes to 4 since 

10 convenience of the user and operation would no longer be 

a consideration. 

As indicated at 74, 5 check digits are 

calculated from these four bytes by a conventional 

weighted technique wherein the summation of the products 

15 of the bytes and weighted numbers, using the weighting 

2, 3, 4, and 5 respectively, is divided by 10, and the 

remainder is the first check digit D1 • Thus, D1=2 as 

follows: 

20 [5(61)+4(128)+3(85)+2(40)]/10 
115, remainder 2 

Check digit D1 is appended to the four bytes, i.e., 61, 

25 128, 85, 40, 2, for calculation of check digit D2 , and 

the summation of the products of the bytes (with D1) and 

numbers 2, 3, 4, 5, and 6 (shifted to the right) 

respectively is divided again by 10, and the remainder 

is the second check digit D2 • Thus, D2=0 as follows: 

30 
[6(61)+5(128)+4(85)+3(40)+2{2)]/10 

147, remainder 0 

35 The remaining check digits D3 , D4 , and D5 may be 

calculated similarly with "shifting to the right" 

occurring for each check digit. As illustrated at 76, 

these check digits are placed in an intermediate storage 
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buffer to await the generation of 5 random digits, as 

hereinafter discussed. 

'Meanwhile, as indicated at 78, the program 18 

generates the 5 random digits R1 to R5 • As indicated at 

5 80, these random digits R1 to R5 are added respectively 

to the check digits D1 to D5 ( and any resulting digit in 

the 10s column dropped) to obtain a set of digits C1 to 

C5 • For example, assuming D1 to D5 = 3, 5, 1, 9, 2, and 

R1 to Rs = 8, 3, 6, 2, 5, C1 to C5 are calculated as 

10 follows: 

3 5 1 9 2 D1 to Ds 
.ft ~ Q 2. .2. R1 to Rs 
1 8 7 1 7 C1 to Cs 

15 

As indicated at 82, the digits C1 to C5 and the 

random digits Ri to R5 are assembled as R1 ••• Rs, C1 ••• Cs, 

i.e. I 

20 
8 3 6 2 5 1 8 7 1 7 

As indicated at 84, two check digits C6 and C7 

25 are calculated similarly as discussed for check digits D1 

to D5 • Thus, C6 is calculated by summing the products of 

the 10 digits and 2, 3, 4, s, 6, 7, 8, 9, 2, 3 

respectively and dividing by 10, the remainder being C6 

which, in this example, is 6, as follows: 

30 . 

35 

[2(7)+3{1)+4(7}+5(8)+6(1)+7(5)+8(2)+9(6)+2(3)+3(8)]/10 
= 22, remainder 6. 

Using the resulting 11 digit number and shifting to the 

right, check digit C7 ~ 8, as follows: 

40 [2(6)+3(7)+4(1)+5(7)+6(8)+7(1)+8(5)+9(2)+2(6)+3(3) 
+4(8)]/10 = 23, remainder 8. 
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As indicated at 86, random numbers ·R1 to R5 , 

digits C1 to C5 , and the check digits C6 and C7 are 

assembled into the validation number R1 ••• R5 , C1 ••• C5 , 

C6 , C7 which, in the example, is: 

Validation no: B 3 6 2 5 1 8 7 1 7 6 
8 

Thus, the resulting pseudo-random validation 

number generated by the program 1.8 in the user's 

computer 10 comprises digits which are meaningless to 

the user and have no meaning relative to the computer 

characteristics, except that the computer 

15 characteristics can be derived therefrom by means of a 

program which traces backwardly the validation code to 

the original 32 bytes. Since the process is pseudo

random, the derivation of such a program by a hacker is 

not envisioned. By re-calculation of check digits C6 and 

20 C7 , the activation computer 60 can confirm that the 

validation number provided by the user 40 is a correct 

and not a fabricated or incorrectly given validation 

number. 

Referring to Fig. 16, there is illustrated an 

25 alternative method of generating the validation number 

which allows the authenticity of the customer and 

product identification and the product serial no. to be 

checked for relational correctness and whether the 

information given over the phone corresponds to what is 

30 entered in the computer 10. Often, the product 

identification and product serial numbers are within a 

range of numbers, permitting a further check on their 

correctness. 

As indicated at 200, the customer and product 

35 identification numbers, the publisher's serial number, 

and the preliminary validation number (including check 

digits) are first assembled into a number (customer 
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ID .... C7 ), the preliminary validation number in this 

embodiment being defined to be the same as the 12-digit 

validation number previously discussed. This assembled 

number is then used to generate from all of the bytes 

5 thereof two check digits C8 and C9 , as indicated at 202, 

in a manner as previously discussed for generation of 

check digits. As indicated at 204, the resulting number 

with these check digits appended (customer ID .... C9) is 

then summed. Two more check digits C10 and Cu are then 

10 generated based on the sum, as indicated at 206, again 

using similar principles for check digit generation. 

The check digits C8 , C9 , C10 , and C11 are appended to the 

preliminary validation number to obtain a final 

validation number (R1 ••• R5 , C1 •••• C11 ) , as indicated at 

15 208. 

At the activation center, the check digits C8 

to C11 will be used to determine if the information given 

by the user checks, i.e., the activation center will 

double-check to determine if the user really gave the 

20 correct information. 

25 

Unless otherwise noted, the term "validation 

number 11 will refer in this specification to the 12-digit 

validation number but may refer in the claims to either 

validation number or another suitable validation number. 

Referring to Fig. 7, there is indicated the 

process of generation of the nine digit activation 

number A1 to ~ by program 63 in the remote activation 

computer 60. As indicated at 90, after the validation 

number is inputted, the check digits C6 and ~ are re-

30 calculated and compared with the corresponding digits in 

the validation number as supplied over the phone by the 

user to confirm the validation number as a correct one 

which has not been fabricated or incorrectly given by 

the user. 

35 As indicated at 92, the sum of the digits of 

the validation number is calculated, this sum being a 
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number which is defined herein as "Balance 1." Thus, in 

this example, 

Balance 1 = 8+3+6+2+5+1+8+7+1+7+6+8 = 62 

It should however be understood that Balance 1 may be 

obtained from the validation number by any other 

suitable mathematical process. 

10 As indicated at 94, digits ~, ~, and A7 are 

calculated from the validation number as follows. Ai is 

set equal to the unit's value of balance 1, and~ is set 

equal to the ten's value thereof. Thus, in the example, 

A2 = 2 and ~ = 6 . The digits R1 • • • Rs, C1 • • • Cs are 

15 multiplied respectively by 1, 2, 4, 8, 16, 32, 64, 128, 

256, 512 (hexadecimal weighting, i.e., the digits being 

multiplied respectively by a set of numbers with each 

being double the preceding number, beginning with 1), 

and the summation of the products is divided by 10, the 

20 remainder being A7 • Thus, A7 = 4, calculated as follows: 

25 

[1(8)+2(3)+4(6)+8(2)+16(5)+32(1)+64(8)+128(7) 
+256(1)+512(7)]/10 = 541, remainder 4 

As indicated at 96, three random digits a, b, 

and care generated by the program 63. A number d is 

calculated as a(b)+c, as indicated at 98. As indicated 

at 100, if d is greater than or equal to a predetermined 

30 balance number, d is subtracted from Balance 1, 

giving e. Otherwise, d is added to Balance 1, giving e. 

As indicated at 102, if the result e is not equal to the 

predetermined balance number, a new set of 3 random 

digits is generated and steps 96, 98, and 100 re-applied 

35 until a set of 3 digits a, b, and c is randomly selected 

such that e is equal to the predetermined balance 

number. The number d for those three digits (wherein, e 

= the predetermined balance number) is defined herein as 

"Balance 2," and those three digits a, b, and care set 
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equal to A:,, Air and As respectively, as indicated at 104. 

It should be understood that Balance 2 may be obtained 

from the three (or other suitable number) of 

randomly-generated digits by any other suitable 

5 mathematical process. Thus, Balance 2, in this example, 

is equal to Balance 1 less the predetermined balance 

number, i.e., Balance 2 = 62 - 5 = 57. 

It is pref erred that the predetermined balance 

number be a prime number such as, in the example, 5, 

10 since a factorable number is weak mathematically so that 

the code may be more easily cracked. More preferably, 

the prime number is a higher number such as a 2, 3, or 4 

digit prime number since more digits of information are 

involved, making any effort to determine the 

15 predetermined balance number even more difficult. 

With e = 5, a random set of values for a, b, 

and c may be 7, 8, and 1 respectively whereby A11 A3 , and 

As are 8, 7, and 1 respectively. This is because 

Balance 2 = 7(8) + 1 = 57, and 

20 e = Balance 1 - Balance 2 = 62 - 57 = 5. 

As indicated at 106, a determination is made 

whether Balance 1 is greater than or equal to the 

predetermined balance number e. If Balance 1 is less 

than the predetermined balance number, 5, then~ is set 

25 to a random number of 0 to 4, as indicated at 108. If 

Balance 1 is greater than or equal to the predetermined 

balance number, 5, as it is in the example, then ~ is 

set to a random number of 5 to 9. For example, ~may be 

set randomly to 6. 

30 As indicated at 112, the digits A1 to A7 are 

35 

then assembled, as follows: 

8 2 7 6 1 6 4 

Similarly as check digits C6 and C7 were 

calculated for the validation number, check digits A8 and 
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~ are calculated for the activation number; as indicated 

at 114, except the multipliers of Ai to A7 and then Ai to 

Ag begin with different digits, i.e., 7 and 8 

respectively. Thus, in the example, A8 = 6 as follows: 

[?(4)+8(6)+9(1)+2(6)+3(7)+4(2)+5(8)]/10 
= 16, remainder 6 

10 ~-6 as follows: 

15 

20 

[8(6)+9(4)+2(6)+3(1)+4(6)+5(7)+6(2)+7(8)]/10 
22, remainder 6 

As illustrated at 116, the activation number A1 

to A; is assembled and displayed on the screen to the 

operator 50, as follows: 

8 2 7 6 1 6 4 6 6 

This number is delivered over the phone, by modem, or 

25 otherwise to the user for inputting to computer 10. 

Referring to Fig. 17, there is illustrated an 

alternative method of generating the activation number, 

which allows a greater check on the authenticity of the 

digits thereof. After assembly of the preliminary 

30 activation number, as illustrated in Fig. 7 and 

indicated at 116, this assembled number is then used to 

generate from all of the bytes thereof two check digits 

A10 and A1p as indicated at 250, in a manner as 

previously discussed for generation of check digits. As 

35 indicated at 252, the resulting number with these check 

digits appended (A1 •••• A11 ) is then summed. Two more 

check digits A12 and A13 are then generated based on the 

sum, as indicated at 254, again using similar principles 

for check digit generation. The check digits A10 , A11 , 

40 A12 , and A13 are appended to the preliminary activation 

number to obtain a final activation number, as indicated 
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at 256. When the final activation number is inputted to 

the user's computer, the program will utilize these 

additional check digits to determine if the activation 

number is a correctly generated number. 

Unless otherwise noted, the term "activation 

number" will refer in this specification to the nine

digit activation number but may refer in the claims to 

either activation number or another suitable activation 

number. 

As with the validation number, the resulting 

pseudo-random activation number generated by the program 

63 in the remote computer 60 comprises digits which are 

meaningless to the user and have no meaning relative to 

the validation number, which is also meaningless to the 

15 user. If, however, the user were to successfully 

generate an activation number which would cause the 

TP/PP to be encrypted and written, the TP/PP cannot 

thereafter be decrypted to retrieve the preselected 

signature for execution of the software unless the 

20 random digits were also selected to give a derived 

balance number which is the same as the predetermined 

balance number. 

The activation number is given over the phone, 

modem, or the like to the user 40 and inputted to the 

25 computer 10 being authorized. The program 18 then 

generates a derived balance number and causes the 

customer and product identification, computer system 

unique characteristics, and the preselected signature to 

be written on the hard disk drive 20 as the 

30 thumbprint/productprint (TP/PP), encrypted by use of the 

derived balance number, as described hereinafter, 

preferably in several locations to facilitate data 

integrity/recovery across all operating systems, i.e., 

DOS, Windows, OS/2, and the like: (1) one or more 

35 locations in the root of the hard disk drive 20, i.e. a 

non-hidden file in the directory, (2) track O of the 
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first cylinder 34, i.e., a hidden file, and {3) several 

(perhaps 3) locations on the diagnostic cylinder, i.e. 

hidden files. By "hidden files" is meant that there is 

no directory in the system which indicates their 

5 existence. The information is also written to several 

different locations as a back-up, i.e., in case it gets 

inadvertently deleted at one or more locations. There 

are situations where it may be desirable to recover the 

information. For example, during unloading and 

10 reloading, the "non-hidden file" and its root directory 

will be recovered, i.e., rewritten. Therefore, it is 

desirable that the information be written to the root 

directory even though it is not a hidden file. 

Referring to Fig. 8, for execution of the 

15 software package 18, the user 11 runs 11 the software, as 

indicated at 120, and the "executable" code portion 

thereof checks for whether a valid 

thumbprint/productprint (TP/PP) exists on the hard disk 

drive 20, as indicated at 122. If a valid TP/PP has 

20 been written to the hard disk drive 20, the software 

executes, as indicated at 124. A wrapper in each 

software package may have several "enabling" function 

calls to the embedded, encrypted "code." However, if a 

valid TP/PP does not exist, then the software causes the 

25 computer screen to display a message prompting the user 

to insert the activation/installation diskette, CD ROM, 

or the like medium in order to activate, as indicated at 

126. If the medium is inserted, the activation process 

begins, as indicated at 128. Otherwise, the program 

30 tenninates and a return to the Operating System occurs. 

Referring to Fig. 9, after the activation 

number A1 to ~ is inputted to the computer 10 by the 

user 40, as indicated at 130, check digits A1
8 and A1

9 are 

calculated (in the same way check digits As and ~ were 

35 calculated) and compared with digits A8 and Ag, as 

indicated at 132 and 134 respectively. If As = A1
8 and 
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~ = A1
9 , then the program proceeds to a calculation of 

A1
2 , A1

6 , and A1
7 (in the same way A2 , ~, and A7 were 

calculated) and a comparison made with Ai., ~. and A7 , as 

indicated at 136 and 138 respectively. If Ai = A1
2 , 

5 ~ = A1
6 , and A7 = A1

7 , then A11 ~' and As are extracted 

from the activation number, Balance 1 is set equal to 

the sum of the digits of the validation number, and 

Balance 2 is set equal to A3 (A1 ) + A5 , as indicated at 

140, 142, and 144 respectively. A.. is abstracted from 

10 the validation number. If A.. is greater than or equal to 

5, then the derived balance number is equal to Balance 1 

less Balance 2, as indicated at 146. Otherwise, the 

derived balance number is equal to the sum of Balance 1 

and Balance 2, as indicated at 148. 

15 Referring to Figs. 10 to 14, the derived 

balance number is used to encrypt and write to the hard 

disk drive 20 the thumbprint in a thumbprint format, 

indicated at 209 in Fig. 11, and the productprint 

(containing the publisher's product identification 

20 number in a productprint format), illustrated at 221 in 

Fig. 12, contained within a cluster of perhaps 4 sectors 

28 (2048 bytes), as seen in Fig. 13. The thumbprint 150 

is contained within one of the sectors (512 bytes) . 

As indicated at 160 in Fig. 10, the program 

25 first checks for whether a thumbprint 150 exists. If it 

does, it is then updated for a new productprint, as 

indicated at 161, and a random number generator is run 

to determine randomly a "pointer" start position, as 

indicated at 163. If it doesn't, a thumbprint 150 must 

30 be generated. This is done by running a unique random 

number generator for the "pointer" portion 154 (right 

side 256 bytes) of the thumbprint area 150, as indicated 

at 162, running a non-unique random number generator for 

the "data" portion (left side 256 bytes) of the 

35 thumbprint area 150 and the 3 sectors for productprints, 

as indicated at 164, and running a random number 
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generator to determine randomly a "pointer" start 

position, as indicated at 166. 

Referring to Fig. 11, the thumbprint is 

assembled in the area 150 in a format, indicated at 209, 

5 of perhaps 35 bytes including (1) the authorizer's 

signature (16 bytes), illustrated at 226, (2) the 

customer identification number (4 bytes), illustrated at 

210, (3) the number of products for this customer number 

(2 bytes, based on how many productprints have been 

10 written), illustrated at 212, (4) a productprint 

encryption key (2 bytes, a random number used to encrypt 

the productprint by a suitable conventional process) , 

illustrated at 214, (5) the 4-byte internal machine 

characteristic data, illustrated at 216, (6) four 

15 pointers (1 byte each), illustrated at 218, used for 

recovery of the TP/PP in track zero since they identify 

4 particular sectors previously allocated by the 

operating system therefor, and (6) a check sum (3 

bytes), i.e., which is derived by the modulus 256 

20 process as previously discussed, illustrated at 220. 

Referring to Fig. 12, the productprint, 

encrypted by encryption key 214 and then XOR'd to 

reverse bits in accordance with principles commonly 

known to those of ordinary skill in the art to which 

25 this invention pertains, is assembled in the area 152 in 

a format, illustrated at 221, of perhaps 11 bytes 

including (1) product identification (2 bytes), 

illustrated at 222, (2) "try & buy" indicators (3 

bytes), illustrated at 223, (3) network indicators (3 

30 bytes), illustrated at 224, and (4) a check sum (3 

bytes), illustrated at 225. The "try & buy" and 

"network" indicators 223 and 224 respectively will be 

discussed hereinafter. It should be understood that 

these indicators 223 and 224 are optional and need not 

35 be provided if the software package is not to have these 

features. 
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In order to determine if a software program is 

authorized or "maximum" users in a network are exceeded, 

the embedded software about to execute on a "node" is 

progranuned to communicate back to the client server or 

s peer-to-peer node to obtain authorization prior to 

executing. Character 6 in the "network" indicator 224 

is a "type of network" designator, i.e., perhaps using 

the characters "N" for Novell, "B" for Banyan, "W" for 

Windows, "L" for Lantastic, and "A" for "not 

10 applicable." Characters 7 and 8 contain the maximum 

number of users allowed concurrently. If character 6 is 

"A" or another character indicating that the software 

contains no provision for network use, then characters 7 

and 8 are random digits. 

15 The thumbprint 209 also contains the 

preselected signature (16 bytes), illustrated at 226, 

which is a set of characters which are the same for each 

item of software 18. The preselected signature 226 may 

be determined randomly or in any other suitable way. 

20 For example, the signature may be generated by beginning 

with 28 and adding 91 (if the sum is greater than 255, 

then 255 is subtracted to get the number) until the 16 

characters are generated. It is this signature which 

must be retrieved by the program 18 before execution of 

25 the software is permitted. 

Referring to Figs. 13 and 14, the numbers 

generated in the pointer portion 154 of 256 bytes are 

random and unique, i.e., each number appears only once. 

Thus, in the example of Fig. 12, .the first 6 bytes 

30 randomly contain unique numbers 56, 1, 14, 255, 48, and 

4. A start-point byte is randomly selected, for 

example, at the third byte, indicated at 158, containing 

the number 14. 

The 35 (or more) bytes of the thumbprint 209 

35 are scrambled or randomly scattered in the "data" 

portion 156 as controlled by the "pointer" portion 154. 
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Thus, to assemble the thumbprint data, as indicated at 

168, the start-point byte 158 determines the byte

position of the first byte of the thumbprint, i.e., byte 

number 14 in the "data" portion. The next pointer byte 

5 containing number 255 determines the byte-position of 

the second byte of the thumbprint, i.e., data portion 

byte number 255. The locations of the remaining 

thumbprint bytes are determined similarly, and the 

remaining or un:used bytes in the "data" portion retain 

10 their randomly-generated numbers. 

The program 18 proceeds to decompose the 

validation and activation numbers and obtain a derived 

balance number, as previously discussed relative to Fig. 

9, which is used to encrypt the TP/PP, as illustrated at 

15 174, by any suitable encryption method. For example, 

each encrypted byte may be used to encrypt the next byte 

in a ripple effect. 

After the thumbprint is assembled or updated, 

the productprint data is assembled, as indicated at 170. 

20 New check sums are calculated and stored for the TP, PP, 

and cluster, as indicated at 172, followed by encrypting 

the PP with the randomly generated number in the TP 

(then XOR'd) and the TP/PP with the derived balance 

number, as indicated at 174. It is this encrypted TP/PP 

25 which is then written to the hard disk drive 20, as 

indicated at 176. 

For execution of the software 18, the program 

effects decryption using the predetermined balance 

number. If the predetermined balance number is the same 

30 as the derived balance number (meaning that the 

validation and activation number set was correctly 

decomposable to yield a derived balance number which is 

equal to the predetermined balance number), then the 

preselected signature 226 as well as the remainder of 

35 the TP/PP will be retrieved. If the derived balance 

number is not the same as the predetermined balance 
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number, the decryption will not yield the preselected 

signature 226, and the program 18 will not be executed. 

To throw a hacker further off guard, the application 

software is preferably decrypted and re-encrypted on the 

5 fly, i.e., as it is being run. 

The predetermined balance number is suitably 

encrypted in object code which is given to the publisher 

to embed in the program 18, using principles commonly 

known to those of ordinary skill in the art to which 

10 this invention pertains. AThe publisher may not 

therefore know the balance number. A series of 

confusing processes are used, in accordance with 

principles commonly known to those of ordinary skill in 

the art to which this invention pertains, to deny access 

15 to the predete:r:mined balance number to the user or a 

hacker. 

Due to the pseudo-random nature of the 

validation and activation codes, different validation 

and activation numbers are obtained each time software 

20 is installed on the same computer, and these numbers 

disappear once the derived balance number is obtained. 

In order to allow a potential customer to "try 

and buy", the software 18 is preferably programmed to 

allow activation then shut down (or provide a "nagging" 

25 message periodically) after a number of uses and/or 

number of days, as specified in the productprint 223. 

This would allow software to be, for example, placed on 

a bulletin board, downloaded, activated, and tried for a 

period of time, as specified by the publisher, and then 

30 be purchased during a brief telephone call to the 

activation center. The publisher selects the "nag" or 

"shutdown" version prior to package embedding. 

Referring to Fig. 12, character 3 of the "try 

& buy" indicator 223 is an indication of whether or not 

35 the activated package has been purchased. If it has, 

character 3 may, for example, be a "P" for "purchased." 
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If it is in "try" mode, character 3 may be a character 

which indicates either "nag" (continue to operate when 

the specified number of units of time and "tries" have 

been used, but a reminder message on a regular basis) or 

5 "no nag" (shut down when the specified number of units 

of time or "tries" have been used). Character 3 also 

specifies the unit of time, i.e., seconds, minutes, 

hours, days, or months. Character 4 indicates the 

number of units of time allowed, and character 5 

10 indicates the number of tries allowed. If character 3 

contains a "P, 11 then characters 4 and 5 are random 

characters. When the user purchases the software, 

character 3 is changed to the "buy" character. 

Referring to Fig. 6, the following is an 

15 alternative method for implementing the "network" and 

"try & buy" features. Instead of listing a check 

digit, D5 is selected to provide information relative to 

which of these features is to be implemented to be 

passed from the user 40 to the operator 50 (or between 

20 the respective computers) encoded within the digit D5 • 

The software 18 is programmed to check for the "network" 

and "try & buy" states and select a digit D5 indicative 

thereof. The possible states for each feature are "yes" 

and "no." If the feature is not included as an option 

25 for the type of software, it is "inactive." For 

example, the digit D5 may be selected as follows: 
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Network Try & Buy Ds 
state state 

No No 1 
5 No Yes 2 

Yes No 3 
Yes Yes 4 
Inactive Inactive 0 

10 Thus, D5 , in this embodiment would not be a check digit 

but would be a digit selected to represent the "network" 

and ,, try & buy 11 states. 

When the operator 50 enters this digit D5 as 

part of the validation number, the computer 60 is 

15 prograrmned to update its information database 63 

appropriately to reflect the user's "network" and/or 

"try & buy" implementation. 

As previously discussed, the pseudo-random 

encrypting of the validation and activation numbers and 

20 the random scattering of the thumbprint/productprint 

information provides numbers which appear to be 

meaningless and would not be expected to be decoded by a 

hacker even by the sophisticated programs and techniques 

currently in use. The maintenance of the program for 

25 generating the activation number at the activation 

center is inaccessible to the user and maintains secure 

that information which is needed to decode the 

activation number. The process of the present invention 

therefore does not require hiding of codes within the 

30 software. 

Even if the hacker were successful in 

determining the derivation of the validation number and 
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the non-random activation number digits from the 

validation number, he or she may still be stumped by a 

failure to realize that the group of randomly generated 

digits As, A1 , As must have balance relative to the digits 

5 of the validation number. Thus, a set of random digits 

A3 , A1 , As will not allow correct installation of the 

software 18 unless the derived balance number is the 

same as the predetermined balance number. This "balance 

number" approach uniquely provides with the encrypted 

10 number generation a two-piece approach which is not a 

simple comparison which can be branched around by a 

hacker. Thus, even if the hacker is able to 

successfully break the code and generate an activation 

number which will cause an encrypted TP/PP to be 

15 written, his failure to select a set of random digits 

which will provide the predetermined balance number 

still prevents execution of the software since, upon 

decryption, the preselected signature cannot be located. 

Thus, although a method for authorizing the 

20 use of a software package on a particular computer 

system is provided by the present invention so as to be 

virtually impossible, given the current state of the 

art, to decode or reverse engineer, the process is made 

convenient and easy for the software user, i.e., he or 

25 she need only make a phone call and follow some easy 

directions. With modem-to-modem communication, personal 

communication with an activation center operator is not 
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even required. Further, the unchanging and unique 

nature of the computer characteristics on which 

authorization is based allow the authorization process 

to be reliable, i.e., an authorization on one machine 

5 does not include others, and the user can be assured 

that the authorization will not be lost just because the 

computer characteristics may have changed since 

authorization. 

Although the invention has been described in 

10 detail herein, it should be understood that the 

invention can be embodied otherwise without departing 

from the principles thereof, and such other embodiments 

are meant to come within the scope of the present 

invention as defined in the appended claims. 
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What is claimed is: 

1. A method for authorizing use of software on a 

computer comprising the steps of: 

5 a. programming the software to encrypt and 

output to the user of a computer a first number derived 

from information received by the software from the 

computer of at least one characteristic of the computer 

providing an unchangeable and unique identification of 

10 the computer; and 

b. Operating an other computer thereby 

encrypting a second number derived from the first number 

for input to the user's computer to allow use of the 

software on the user's computer only if a predetermined 

15 relationship exists between the first and second 

numbers. 

2. A method according to claim 1 further 

comprising selecting the at least one computer 

20 characteristic from the group of computer 

characteristics consisting of the serial number of the 

disk drive, the BIOS data from ROM, the number of 

sectors per track of the hard disk, the number of heads 

of the hard disk, and the number of cylinders of the 

2s hard disk. 
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3. A method according to claim 2 comprising 

programming the software to encrypt the first number 

from information as to all of said group of computer 

characteristics. 

4. A method according to claim 2 comprising 

programming the software to encrypt the first number 

from information as to the BIOS data from ROM, the 

number of sectors per track of the hard disk, the number 

10 o.f heads of the hard disk, and the number of cylinders 

of the hard disk. 

5. A method according to claim 1 comprising 

securing information relative to the process for 

15 encrypting the second number from access thereto by the 

user. 

20 

25 

6. A method according to claim 1 comprising 

encrypting the second number pseudo-randomly. 

7. A method according to claim 1 further 

comprising programming the software to encrypt the first 

number from the serial number of the hard disk. 

B. A method according to claim 1 further 

comprising progranuning the software to provide an option 

to the user of the computer for trial of the software 
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for a specified period such that a new authorization for 

use is required after the trial period is concluded. 

9. A method according to claim 1 further 

s comprising programming the software to allow the 

authorization for use of the software to cover a 

specified number of computers in a network. 

10. A method for authorizing use on a computer of 

10 software which has been programmed to output to the user 

of a computer a first number derived from at least one 

characteristic of the computer, the method comprising 

operating an other computer thereby encrypting for 

inputting to the user's computer a second number derived 

15 from the first number and including at least one 

randomly generated digit which, when a predetermined 

mathematical operation is performed on said at least one 

randomly generated digit and on at least one of the 

digits of the first number, yields in the user's 

20 computer a derived balance number used to encrypt a 

preselected signature in the user's computer whereby the 

software may be used in the user's computer upon use of 

a predetermined balance number equal to the derived 

balance number to retrieve the preselected signature by 

25 decryption thereof. 
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11. A method according to claim 10 further 

comprising selecting the predetermined balance number to 

be a prime number. 

12. A method according to claim 10 comprising 

securing information relative to the process for 

encrypting the second number from access thereto by the 

user. 

10 13. A method according to claim 10 comprising 

encrypting the second number pseudo-randomly. 

14. A method for authorizing use of software on a 

computer comprising the steps of: 

15 a. programming the software to output to the 

user of a computer a first number derived from at least 

one characteristic of the computer; and 

b. operating an other computer thereby 

encrypting for inputting to the user's computer a second 

20 number derived from the first number and including at 

least one randomly generated digit which, when a 

predetermined mathematical operation is performed on 

said at least one randomly generated digit and on at 

least one of the digits of the first number, yields in 

25 the user's computer a derived balance number used to 

encrypt a preselected signature whereby the software may 

be used in the user's computer upon use of a 
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predetermined balance number equal to the derived 

balance number to retrieve the preselected signature by 

decryption thereof. 

15. A method according to claim 14 further 

comprising programming the software to write information 

including said preselected signature encrypted by the 

derived balance number in the hard drive of the user's 

computer. 

16. A method according to claim 15 further 

comprising prograrmning the software to scatter the bytes 

of said encrypted information among randomly-generated 

bytes. 

17. A method according to claim 14 further 

comprising programming the software to write information 

including said preselected signature encrypted by the 

derived balance number in the root of the hard disk of 

20 the user's computer, track O of the first cylinder of 

the user's computer, and at least one location on the 

diagnostic cylinder of the user's computer. 

18. A method according to claim 14 further 

25 comprising selecting the at least one computer 

characteristic from the group of computer 

characteristics consisting of the serial number of the 
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hard disk, the BIOS data from ROM, the number of sectors 

per track of the hard disk, .the number of heads of the 

hard disk, and the number of cylinders of the hard disk. 

19. A method according to claim 14 further 

comprising selecting the at least one computer 

characteristic to provide an unchangeable and unique 

identification of the computer. 

20. A method according to claim 14 further 

comprising programming the software to receive 

information relative to the at least one computer 

characteristic from the computer. 

21. A method according to claim 14 further 

comprising programming the software to provide an option 

to the user of the computer for trial of the software 

for a specified period such that a new authorization for 

use is required after the trial period is concluded. 

22. A method according to claim 14 further 

comprising programming the software to allow the 

authorization for use of·the software to cover a 

specified number of computers in a network. 

23. A method for authorizing use of software on a 

computer comprising the steps of: 
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a. programming the software to 

pseudo-randomly encrypt and output to the user of a 

computer a first number derived from information 

received by the software from the computer of at least 

5 one characteristic of the computer; 

b. inserting the software in the computer 

and operating the computer to obtain the first number; 

c. operating another computer thereby 

pseudo-randomly encrypting a second number derived from 

10 the first number and including at least one 

randomly-generated digit which, when a predetermined 

mathematical operation is performed on said at least one 

randomly generated digit and on at least one of the 

digits of the first number, yields a derived balance 

15 number; 

20 

d. inputting the second number to the user's 

computer; 

e. operating the user's computer thereby 

obtaining the derived balance number; 

f. operating the user's computer thereby 

assembling information including a preselected 

signature; 

g. operating the user's computer thereby 

encrypting the assembled information using the derived 

25 balance number; and 

h. operating the user's computer thereby 

writing the encrypted assembled information to the 
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5 

10 

15 

- 42 -

user's computer whereby the software may be· used in the 

user's computer upon use of the predetermined balance 

number to retrieve the preselected signature by 

decryption thereof. 

24. A method according to claim 23 further 

comprising connecting the user's computer and another 

computer by modems for communication between the user's 

computer and the another computer. 

25. A method according to claim 23 further 

comprising selecting the predetermined balance number to 

be a prime number. 

26. A method according to claim 23 further 

comprising operating the user's computer thereby writing 

the encrypted assembled information including the 

preselected signature to at least one location in the 

root of the hard disk drive, track O of the first 

20 cylinder, and at least one location on the diagnostic 

cylinder. 
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DYNAMIC EXECUTABLE 

CROSS-REFERENCE TO RELATED APPLICATION 

[0001] · The present application claims the priority benefit of U.S. 

provisional application serial number 60/562,335, filed April 14, 2004, which is 

5 incorporated herein by reference. 

10 

FIELD 

[0002] The disclosed subject matter relates generally to a method and 

system for authentication and authorized access control. 

BACKGROUND 

[0003] In computers, executables may be downloaded and installed onto 

a machine for the purpose of executing a set of instructions. One form of 

executable is a file that contains a program - that is, a particular kind of file that 

15 is capable of being executed. In this context, execution may refer to the process 

of running the program or performing an operation called for by an instruction 

contained therein. Thus, a computer processor may, for example, execute the 

instruction, meaning that it performs the operations called for by that instruction. 

[0004] Executables may include a wide variety of computer programs, 

20 including, for example, application programs, such as spreadsheets and word 

processors. In a Disk Operating System (DOS) or Windows operating system, 

the executable may have, for example, a file name extension of .bat, .com, or 

.exe. Such executables may sometimes be referred to as binaries since the 

format of the executable includes a sequence of binary values. 

25 [0005] Executables may also include, for example, an applet, which is a 

program designed to be executed from within another application residing, for 

example, on remote machine. Unlike an application, applets may be restricted 

from direct execution within the operating system. Applets may be mini

programs that are downloaded and used by any computer equipped, for example, 

30 with a Java-compatible browser. In this context, Java refers to the programming 

language designed primarily for writing software on World Wide Web sites and 

downloaded over the Internet to a personal computer (PC). 

1 
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[0006] Executables may also include, for example, a Windows 

Programming Interface 32-bit subset, sometimes referred to as Win32s, which is 

a software package that may be added to Windows 3.1 and Windows for 

Workgroups systems to give them the ability to run 32-bit applications. In this 

5 regard, Win32s maybe used to convert.between 32-bit and 16-bit memory 

addresses, an operation called "thunking". When installing such an application 

on a 16-bit Windows system, the installation procedure may automatically install 

the Win32s system if necessary. 

(0007] Executables that are not stored and executed in a tamper-proof 

10 environment may be reversed engineered, and may be used to obtain 

identification credentials. Moreover, executables such as an applet or Win32s 

may return structured information, whose form may be static and widely known. 

Accordingly, the executables may be susceptible to reverse engineering and 

therefore unsuitable for authentication and authorization. 

15 [0008] Authentication typically includes the process of identifying an 

entity, for example based on a usemame and password. In security systems, 

authentication may be regarded as distinct from authorization, which is the 

process of giving an entity access to protected resources based on their identity. 

Accordingly, authentication may ensure that the entity is who it claims to be, 

20 while authorization may determine the access rights of the entity. 

SUMMARY 

[0009] An exemplary method and a system to identify and/or 

authenticate an entity is described. A client-side executable and an associated 

25 server-side executable is dynamically generated. The server-side executable is 

executed on a server to generate a first result. The client-side executable is 

executed on an entity to generate a second result. The first result and the second 

result are compared to identify and/or to authenticate the entity. 

[0010] Other features will be apparent from the accompanying drawings 

30 and from the detailed description that follows. 

2 
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5 

10 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0011] Embodiments of the present invention are illustrated by way of 

example and not limitation in the Figures of the accompanying drawings, in 

which like references indicate similar elements and in which: 

[0012] Figure IA shows a method and system to provide authentication 

and/or authorized access control of protected resources according to an example 

embodiment. 

[0013] Figure IB shows an implementation for the system of Figure IA, 

according to an example embodiment. 

[0014] Figure 2A shows a method to dynamically create a virtual pair of 

executables, according to an example embodiment. 

[0015] Figure 2B shows assembly language instructions of an 

executable, according to an example embodiment. 

[0016] Figure 2C shows representations in hexadecimal and ASCII form 

15 for 608 bytes of an executable, according to an example embodiment. 

[0017) Figure 3A shows an illustration of hardware signature 

components according to an example embodiment. 

[0018) Figure 3B shows a method to perform a hardware signature 

comparison, according to an example embodiment. 

20 [0019) Figure 4 shows a method to compare obfuscated information in 

client-side and server-side executables, according to an example embodiment. 

[0020] Figure 5 shows an authentication method using a pass/fail 

threshold level, according to an example embodiment. 

[0021) Figure 6 illustrates a diagrammatic representation of a machine in 

25 the form of a computer system within which a set of instructions, for causing the 

machine to perform any one or more of the methodologies discussed herein, may 

be executed, according to an example embodiment. 
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DETAILED DESCRIPTION 

[0022] Embodiments describe a method and a system to identify and/or 

authenticate an entity. A client-side executable and an associated server-side 

executable may be dynamically generated. The server-side executable may be 

5 executed on a server to generate a first result. The client-side executable may be 

executed on an entity to generate a second result. The first result and the second 

result may be compared to identify and/or to authenticate the entity. The at least 

one instruction may include a collection instruction, and/or a processing 

instruction, which may include an encryption instruction. A limited time period 

10 may be imposed on the client-side executable to send the second result. 

Platform Architecture 

[0023] Figure IA shows an example method and system 100 to provide 

authentication and/or authorized access control of protected resources. The 

method and system 100 may be used, for example, to identify entities and better 

15 ensure that only "trusted" entities may access certain resources of a network or 

system. The access may include, for example, access to a web page, a wireless 

network, or an embedded application. 

[0024] The example system 100 includes a client 151, an authenticator 

152, and an authentication server 153. The client 151 may be an entity or 

20 application acting on behalf of the entity, which attempts access and/or requests 

authorization. The authenticator 152 provides an access point or proxy by which 

the client 151 may request access or authorization. The authentication server 

153 provides an interface for data exchange with the access point. In this 

context, the client 151 may reside in a non-trusted environment, whereas the 

25 authenticator 152 and authentication server 153 may reside in a trusted 

environment. The authenticator 152 and authentication server 153 may be 

located on the same machine, or alternatively, the authenticator 152 and 

authentication server 153 may reside separately on different machines and/or 

different networks. 

30 [0025] The client 151 may act on behalf of an entity to request 

authentication and/or access to protected resources. In this context, an entity, 

may be, for example, a machine, software-based application, or human, and may 

include, for example, a personal computer (PC), laptop, public terminal, 
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handheld device, instance of a software program, or user(s) thereof. The client 

151 may be implemented, for example, at least partially, via a Component 

Object Model (COM) object, which may be downloaded and installed via an 

electronic software distribution system or via the installation of a computer disc 

5 (CD). Tue client 151 may have, for example, administrative privileges on the 

resident machine. 

[0026] Tue authenticator 152 may act as a gateway to facilitate an 

authentication session between the client 151 and the authentication server 153. 

In this regard, the authenticator 152 may initiate the authentication session on 

10 behalf of the requesting client 151, listen for an authentication result as 

determined the authentication server 153, and control access based on an 

authentication result. The authenticator 152 may be implemented, for example, 

as an edge device or edge switch, which is located at the edge of the network or 

system to be protected. The authenticator 152 may also be implemented, for 

15 example, at least partially as a web page. The authentication server 153 may 

validate information supplied by the client 151. In this regard, the authentication 

server 153 may access one or more databases, which store credential information 

regarding the entity. 

[0027] Figure lB shows an example implementation of the client 151, 

20 authenticator 152, and authentication server 153 of Figure IA, based on the 

IEEE 802.lx standard for security of wireless local area networks (WLANS). 

The 802.lx standard provides an authentication framework that allows one or 

more entities to be authenticated by a central authority. Tue actual algorithm 

that is used to determine whether an entity is authentic is left open and multiple 

25 algorithms may be provided. 

[0028] The 802.lx standard uses the Extensible Authentication Protocol 

(EAP), as defined in Request for Comment (RFC) 2284 published by the 

Internet Engineering Task Force (IETF), to exchange messages related to the 

authentication process during the link establishment phase. The authenticator 

30 152 and authentication server 153 may further communicate using the Remote 

Authentication Dial-In User Service (RADIUS) as defined in IETF RFC 2139 

and 2865 to validate information, sometimes referred to as credentials 

verification. It will be appreciated that other protocols may be suitable to 

5 

APPLE EXHIBIT 1002, Page 519 of 1044



WO 2005/104686 PCT/US2005/012558 

exchange messages between the client 151, authenticator 152, and authentication 

server 153. 

[0029] Figure IA also shows an example method to provide 

authentication and/or authorized access, which demonstrate example interactions 

5 between the client 151, authenticator 152, and/or authentication server 153. 

[0030] In block slOl, a session is established and an authentication 

request is made on behalf of the entity requesting access. In this regard, the 

authentication may be requested for continued access as long as the session is 

active. Alternatively, the authentication may be provided, for example, on a 

10 one-time basis for each requested access. The request for access may include, 

for example, a request to participate in an Ethernet network, create a virtual 

private network (VPN), or launch an embedded application. 

[0031] In block sl 02, access is denied. Access may be denied, for 

example, if a reported machine id does not match a corresponding stored 

15 machine id, or an irregularity is detected, for example, with respect to an element 

or aspect of client software, hardwarn or firmware. 

[0032] In block sl03, a client id is communicated from the client 151 to 

the authentication server 153. The client id is a logical identifier that may be 

used, for example, to provide so-called real cardinal machine identification, that 

20 is, an association between information collected and a client, despite the 

changing nature of which and how information is collected. Thus, for example, 

although the type of information collected may change, the client id should 

remain the same. The client id may be selected, for example, to optimize 

indexing during the validation of hardware signatures. 

25 [0033] In block s104, one or more executables may be dynamically 

created, or alternatively, the executables may have been created in advance and 

selected as a subset from the executables created for each use. The executables 

may include, for example, a pair of executables - a client-side executable and a 

server-side executable. The client-side executable is intended to collect 

30 information regarding an entity or resource(s) associated with the client, and the 

server-side executable is intended to validate the information collected by 

performing identical or at least similar operations using information previously 

stored about the entity or associated resource(s). In this regard, the information 
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may be stored, for example, using the Lightweight Directory Access Protocol 

(LDAP) as defined in IETF RFC 2251, or any other suitable database protocol. 

[0034] The client-side executable may be created dynamically by 

selecting a subset of verification functions. The server may include a mapping 

5 of verification functions. 

[0035] The information collected by the client-side executable may 

include, for example, low-level information regarding the entity's machine or 

operating system, sometimes referred to as cardinal information. For example, 

the executable may include COM object or a dynamic link library (DLL) 

10 operation to collect hardware information. DLL is a feature ofOS/2 and 

Windows, which allows executable code modules to be loaded on demand and 

linked at run time. 

[0036] The executable may also include, for example, a JavaScript or 

VBScript program, which may collect machine and browser properties. 

15 JavaScript and VBScript (Virtual Basic Script) are interpreted languages, which 

are evaluated during rnntime. 

[0037] The executable may also include, for example, a device driver to 

scan the entity's machine and return its hardware signature, based on the devices 

found. In particular, a hardware signature may be generated using information 

20 collected from, for example, a central processing unit (CPU), a Desktop 

Management Interface (DMI), Integrated Drive Electronics (IDE), an AT 

Attachment Packet Interface (A TAPI), and a Small Computer System Interface 

(SCSI). 

[0038] The client-side and server-side executables may also be 

25 configured so that the collected information is obfuscated in a manner that is 

unique to each created pair. For example, if several pairs of executables were 

created for a given entity, each created pair may be configured to return a 

different result - even though the information used to identity has not changed. 

[0039] The dynamic elements used to obfuscate the information 

30 collected or retrieved by the dynamic executables may include, for example, 

functions, implementation, workflow, encryption algorithms, communications 

protocols, or any combination thereo£ 
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[0040] The dynamic executables may be created, for example, on the 

authentication server 153, or alternatively on a different server and a subset may 

be randomly selected therefrom for each use. 

[0041] In block s 105, the client-side executable is sent to the client 151. 

5 The client-side executable may be sent, for example, over a secure encrypted 

channel. In particular, Rivest-Shamir-Adleman (RSA) and Data Encryption 

Standard (DES) encryption technology maybe employed and encryption keys 

may change several times. Other encryption technologies may be used as well. 

The sending of the client-side executable may serve as the "challenge" in a 

10 "challenge/response". A "challenge/response" maybe regarded as a type of 

authentication/authorization procedure, in which a correct response to the 

challenge is required to confirm an identity or to gain access. In the context of 

authenticating a hardware component, the challenge may be referred to as a 

machine hardware challenge (MHC). 

15 [0042] In block s106, the client-side executable collects entity 

information, which may be gathered from or computed by using various 

hardware and/or software components of the client 151. The collected 

information may be processed, for example, hashed and/or digested using the 

Message Digest version 5 algorithm (MD5). As defined in IETF RFC 1321, 

20 MD5 is an algorithm (a.k.a., a one-way hash function), which takes an input 

message of arbitrary length, and produces a fixed-length output in the form of a 

128-bit digital signature, sometimes referred to as a "fingerprint" or "message 

digest". It will be appreciated that algorithms other than MD5 may be used to 

process and/or hash the collected information. 

25 [0043] The MD5 operation may be performed independently on 

information collected separately for each resource component, resulting in 

multiple individual digital signatures. Depending upon the instruction set of the 

particular instance of client-side executable, the information may undergo other 

mathematical manipulations to further obfuscate their representation. The digital 

30 signatures may also be concatenated together and/or their bytes transposed into a 

different order. 

[0044] The MDS operation may be performed on information collected 

from any type of resource component of the client, including both hardware and 

software components. If, for example, the MD5 operation is performed on 
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information collected from a hardware component, the resulting digital signature 

may be referred to as a "device signature". In this regard, each device signature 

may be prefixed with a 4-byte identifier of the device type, which together may 

be collectively referred to as the "device block". Device blocks may undergo 

5 additional mathematical manipulations as instructed by a particular instance of 

the executable to further obfuscate their representation. The obfuscated device 

blocks may be concatenated together and each byte may be transposed into a 

different ordering. 

[0045) In block s107, the information collected by the client-side 

10 executable, having been processed, such as hashed, obfuscated, and/or 

transposed, is sent to the authentication server 153, thereby serving as a 

"response" to the previously sent challenge. A secure channel may be used for 

communication. 

[0046] The particular communications channel and protocol used to 

15 communicate the information may be specified by the client-side executable as 

well. For example, the client-side executable may include instructions to use a 

particular communication port and/or a particular communication protocol. 

[0047] In block s108, the information sent by the client 151 is compared 

with information generated by the server-side executable. In particular, the bytes 

20 of received information may be "un-transposed" to their original consecutive 

order, the mathematical manipulations previously performed by the client-side 

executable reversed, and the results compared with results of the operations 

performed by the server-side code on the previously stored infonuation for the 

entity. 

25 [0048) In block sl 09, the requested access is permitted or denied 

depending, for example, on whether or not the information collected by the 

client-side executable is returned to the authentication server 153 with a 

predefined time period as measured from the time that the client-side executable 

was sent to the client 151, and whether such return information compares 

30 favorably with that which is generated by the server-side executable. For 

example, access may be permitted if the information is returned within the 

predefined time period (e.g., 50 milliseconds) and the results of the comparison 

properly match. Otherwise, access may be denied, for example, if the 

information is returned after the predefined time period (e.g., more than 50 
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milliseconds later) or the client-side and server-side executable produce different 

results. To this end, the authenticator 152 may include an expiration indicator to 

render the entity as not identified if the client-side generated result is not 

received by the authenticator 152 during a limited time frame. 

5 Flowchart 

[0049] Figure 2A shows an example method 200 to dynamically create a 

virtual pair of executables. In this regard, the request to create the executables 

may originate, for example, within the authentication server 152 as described in 

connection with Figure IA. 

10 [0050] In block s201, information regarding an execution environment of 

the executable is collected. The information may include, for example, an 

operating system type, such as the Unix or Windows operating systems, a CPU 

characteristic, such as 32-bit or 64-bit microprocessor, or a device type, such as, 

a portable handheld device or stationary network node. The information may be 

15 collected, for example, by challenging the client or by challenging the associated 

agent, who then may respond with the appropriate infonnation regarding the 

execution enviromnent. 

[0051) In block s202, executable/user security privileges are determined 

so that an appropriate instruction set may be constructed which is capable of 

20 valid execution in the target environment. In this context, security privileges 

may refer to, for example, permitted actions or access rights with respect to a 

particular system resource, such as a hardware device, directory, file, or 

program. 

[0052) In block s203, the particular hardware information and number of 

25 randomly selected functions is determined. In this regard, the hardware 

information may include, for example, information related to a hard drive or 

Compact Disc - Read Only Memory (CD-ROM), or any other device 

information available via an appropriate interface, including, for example, 

information available via a Desktop Management Interface (DMI) or a Small 

30 Computer System Interface (SCSI). The randomly selected functions may be 

determined, for example, to be several different functions to collect a specific 

hardware serial number three times. 
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[0053] In blocks s204a and s204b, a client-side collection function is 

randomly selected and added to the client-side executable. In this context, the 

client-side collection function and client-side executable are intended for 

performance and execution in a·non-trusted enviromnent, sometimes also 

5 referred to as a hostile environment. 

[0054] In blocks s204c and s204d, a paired server-side virtual function is 

obtained and added to the server-side virtual executable. In this context, the 

server-side virtual function and server-side virtual executable are intended for 

perfonnance and execution in a secure environment in order to "simulate" the 

10 perfonnance and execution of the client-side collection function and client-side 

executable. 

[0055] At block s204, blocks s204a through s204d may be repeatedly 

performed until the appropriate number of functions is added for all hardware 

information intended to be collected, as previously determined in block s203. 

15 [0056] In block s205, a processing algorithm, such as an encryption 

algorithm, may be randomly selected and added to both executables. In this 

regard, the selected algorithm may be symmetric or non-symmetric, including, 

for example, such encryption algorithms as Rivest-Shamir-Adleman (RSA) and 

Data Encryption Standard (DES). The encryption key size may be varied as 

20 well. 

[0057] In block s206, a communication protocol is randomly selected 

and associated with each executable. The communication protocol may specify, 

for example, a specific transport layer, such as the Transmission Control 

Protocol (TCP) or the User Datagram Protocol (UDP). The communication 

25 protocol may also specify, for example, a specific communications port. 

[0058] In block s207, the executables are compiled. In this context, 

"compile" may refer, for example, to the act of translating the instructions of the 

executable into machine or object code. "Compile" may also refer, for example, 

to a mere adjustment of the executable in order to conform to the target 

30 environment or ensure its valid execution therein. 

[0059] In block s208, the executables are sent. In this regard, one 

executable may be sent to the client and the other executable may be sent to the 

authentication server. The executables may be sent, for example, via a Secure 

11 

APPLE EXHIBIT 1002, Page 525 of 1044



WO 2005/104686 PCT/US2005/012558 

Socket Layer (SSL) channel or proprietary Transmission Control 

Protocol/Internet Protocol (TCP/IP). 

Data Structures 

[0060] Figure 2B shows example assembly language instructions 253 of 

5 an executable. It will be appreciated that the instructions of an executable may 

be provided in a variety of computer languages. 

[0061] Figure 2C shows example representations for 608 bytes of an 

executable. The example representations include an example hexadecimal 

(base-16) representation 251 and an American Standard Code for Information 

10 Interchange (ASCII) character representation 252. It will be appreciated that an 

executable may be provided in any suitable format to accommodate a wide 

variety of processing environments. 

[0062] Figure 3A shows an example representation of components of a 

hardware signature 350. In this regard, the hardware signature 350 may include 

15 a header 352, which specifies the version of the hardware signature 350, and a 

quantity of device blocks 358 contained in the hardware signature 350. In this 

context, the hardware signature version may refer to a particular format of the 

hardware signature 350, and the device block may refer to a combined 

representation of the device signature 356 and corresponding device type 354. 

20 Flow Chart (s) 

[0063] Figure 3B shows an example method 300 to perform a hardware 

signature comparison. In this context, a hardware signature may be, for 

example, a combination of all device signatures associated with a particular 

entity. The device signature may be, for example, a hash of information 

25 identifying a particular device. 

[0064] In block s301, hardware signature HWSig #1 is compared to 

hardware signature HWSig #2. The HWSig #1 may refer to the hardware 

signature associated with the client machine image previously saved on the 

server at a time when the client machine may have been previously been 

30 matched and/or authenticated. HWSig #2 may refer to a hardware signature 

based on currently collected information from the client machine. 
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[0065] At block s301 a, the process queries whether hardware signature 

HWSig # 1 is equal to hardware signature HWSig #2, and if so, then a matching 

machine may be assumed at block 305. If hardware signature HWSig #1 is not 

equal to hardware signature HWSig #2, then the hardware signature versions are 

5 compared at block s301 b. If the hardware signature versions do not match at all, 

then a non-matching machine may be assumed at block s306. Otherwise, if the 

hardware signature versions match at least partially, then in block s302 the 

hardware signatures are arranged by device block. In this context, arranging the 

hardware signatures by device block may refer, for example, to dividing the 

10 hardware signatures into known device blocks as anticipated by a particular 

version of the hardware signature. 

[0066) At times hardware components may change due to, for example, 

failures or swapping of components. For instance, a particular internal CD

ROM may be swapped or exchanged for a newer model. To accommodate such 

15 changes in hardware components, a threshold level of matching hardware 

signature components may be specified rather than requiring an absolute match. 

In particular, the threshold may be a numerical score, which is obtained by 

classifying devices based on their ability to provide positive or strongly 

identifying characteristics. For example, a CPU identifier may be classified as a 

20 relatively strong identifier and accordingly assigned a relatively high score, 

whereas a hard drive with no serial number may be classified as a relatively 

weak identifier and accordingly assigned a relative low score. Hence, the 

devices may be associated with a score that reflects how strongly the devices act 

as identifiers relative to other devices. 

25 [0067] At block s303, and in blocks s303a through s303e, a device block 

by device block comparison is performed for each and every hardware signature 

device block, and a total machine device score is computed at block 303e. In 

particular, for each device block of hardware signature HWSig # 1, a comparison 

is made with all device blocks of hardware signature HWSig #2. If the current 

30 device block of hardware signature HWSig #1 is greater than the current device 

block of hardware signature HWSig #2 (e.g., there are more devices identified 

in HW Sig #1 than in HW Sig #2), then in block s303b the hardware signature 

HWSig #2 is advanced. When the hardware signature HWSig #2 is advanced, 

extra devices identified in HWSig #1 are not considered and are taken out of the 
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comparison (e.g., not scored). If information regarding a specific device is not 

collected anymore, then that device is not considered or scored. For example, 

there may be a known way to exchange or adjust identification information on a 

network card. Matching may not be based upon this network card, and this 

5 network card may not be scored. 

[0068] Else, if the current device block of hardware signature HWSig #1 

is less than the current device block of hardware signature HWSig #2 (e.g., there 

are more devices identified in HW Sig #2 than in HW Sig #1), then in block 

s303c the hardware signature HWSig #1 is advanced. That is, the extra devices 

10 identified in HW Sig #2 are not considered and not scored. In an example, the 

extra device(s) ofHW Sig #2 may not be used, but may be saved on the server. 

The HW Sig #2 image may be updated on the server as discussed in regard to 

Figure 5. 

[0069] Otherwise, if the current device block of hardware signature 

15 HWSig #1 equals the current device block of hardware signature HWSig #2, 

then in block s303d the matching device is multiplied by a device strength score. 

For example, a CPU ID is something that the user is unlikely to change, because 

the CPU is unlikely to change. Accordingly, a CPU ID that matches may be 

given a relatively high score. However, for a hard drive and/or a CD-ROM, they 

20 may need to be replaced, and may correspondingly have a lower score. 

[0070] In block S303e, the device scores are summed or added for all 

devices found. Thereafter, the method 300 returns to block s303a until each 

device identified in HWSig #1 is compared, and an associated score is 

calculated. 

25 [0071] If, after comparing all devices of the hardware signature HWSig 

#1 at block s304, the total machine device score is greater than or equal to the 

selected threshold, then a matching machine may be assumed at block s307. 

Otherwise, if the total machine device score is less than the selected threshold, 

then a non-matching machine may be assumed at block s306. 

30 [0072] It will be appreciated that the example method 300 to perform a 

hardware signature comparison demonstrates a dynamic aspect that may, in 

addition to randomly selecting functions, provide a flexible approach to add 

functions on a continuing basis. 
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[0073] Figure 4 shows an example method 400 to compare obfuscated 

information in client-side and server-side executable pairs. 

[0074] In block s40la through s405a, hard drive serial numbers, CPU 

serial numbers, Basic Input/Output System (BIOS) serial numbers, Desktop 

5 Management Interface (DMI) particulars, and other hardware information is 

collected for the client-side executable. 

[0075] In block s40lb through s405b, hard drive serial numbers, CPU 

serial numbers, BIOS serial numbers, DMI particulars, and other hardware 

information is received for the server-side executable from a database 410. It 

10 will be appreciated that the database 410 may be local or remote, or may be 

obtained, for example, from an encrypted image resident on any machine, 

including, the client, authentication server, or third-party machine. 

[0076] In block s406a, the hardware information collected on behalf of 

the client-side executable is processed, for example: encrypted, hashed, and/or 

15 scrambled in an appropriate manner. 

[0077] In block s406b, the hardware information received on behalf of 

the server-side executable is processed, for example: encrypted, hashed, and/or 

scrambled in an appropriate manner. 

[0078] In blocks s407a and s407b, the processed (e.g., encrypted, hashed, 

20 and/or scrambled) data is sent to an appropriate application for comparison, such 

as, for example, an authentication server, which may reside, for example, locally 

or remotely, and may be provided, for example, by a third party. 

[0079] In block s408, the processed (encrypted, hashed, and/or 

scrambled) data is received and the results are compared to determine if they 

25 match. Block s408 may occur within the authenticator 152. 

[0080] At block s409, the results (e.g., the data from the client-side and 

the data from server-side) may be compared. If the results are identical, the 

method 400 proceeds to block s4 l 0. If the results are not identical, the method 

400 proceeds to block s4 l l. 

30 [0081] Figure 5 shows an example method 500 for authentication of a 

client by, for example, the authentication server 153 using a pass/fail threshold 

level. In this regard, the example method may use, for example, a virtual pair of 

executables, which may include, for example, a client-side executable and a 

server-side executable. 
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[0082] In block s501, the method 500 queries whether an execution 

environment indication returned by the client-side executable is validated. In 

this regard, the execution environment indication may include, for example, an 

indication of a particular operating system. If the execution environment 

5 indication is invalid, the client is deemed not authenticated and the method 500 

proceeds to block s511. Otherwise, if the execution environment indication is 

valid, the example method 500 proceeds to block s502. 

[0083] In block s502, the method 500 queries whether the hardware 

signature HWSig returned by the client-side executable is validated. In this 

10 regard, the hardware signature may be validated, for example, for a proper 

version and/or format. The hardware signature HWSigmay also be validated for 

proper size, including, for example, a proper header size or proper device block 

size. If the hardware signature HWSig is found to be invalid, then the client is 

deemed not authenticated and the method 500 proceeds to block s51 l. 

15 Otherwise, ifthe hardware signature HWSig is valid, then the example method 

500 proceeds to block s503. 

[0084] In block s503, an attempt is made to find a matching machine id. 

In this regard, a table of machine ids may be maintained. The table of machine 

ids may be maintained, for example, in a database. The database may be, for 

20 example, local or remote. If a matching machine id is not found, then the client 

is not authenticated and the method 500 proceeds to block s5 l l. Otherwise, if a 

matching machine id is found, then the example method proceeds to block s504. 

[0085] In block s504, information required for the server-side executable 

is extracted and inputted to the server-side executable. In this regard, the 

25 extracted information may include, for example, one or more devices previously 

known to be associated with the client. 

[0086] In block s505, the information extracted and input to the server-

side executable is compared with information found by the client-side 

executable. In this regard, the information found by the client-side executable 

30 may include, for example, one or more devices associated with the client. 

[0087] In block s506, a system-wide threshold for authentication is 

obtained. In this regard, the authentication threshold may be, for example, a 

hardware-related and/or software-related threshold. 
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[0088] In block s507, if the system is configured for identical 

authentication and the information found by the client-side executable and the 

information extracted and input to the server-side executable are non-matching 

as defined by the threshold, then the client is deemed not authenticated and the 

5 method 500 proceeds to block s511. Else, if the information found by the client

side executable is identical, the example method 500 proceeds to block s509. 

(0089] Alternatively in block s507, if the system is configured for 

threshold authentication then ifthe information found by the client-side 

executable is similar to the infonnation extracted and input to the server-side 

I 0 executable, as defined by a computed strength score equaling or exceeding the 

authentication threshold, then the example method 500 proceeds to block s508. 

For example, the threshold score may be set at 80% of identical. 

[0090] In block s508, the stored hardware signature HWSig is updated in 

the server with information related to new device(s) of the client machine. In 

15 this regard, the update may include, for example, an update of one or more 

hardware signature components, including, for example, one or more device 

blocks or contents thereof The server side image of the client machine may be 

updated at block s508. The example method 500 then proceeds to block s509. 

[0091] In block s509, the stored hardware signature is examined to 

20 determine a particular hardware signature version. In this regard, the stored 

hardware signature version may be, for example, a hardware signature version 1 

(HWSig-vl) or a hardware signature version 2 (HWSig-v2). 

[0092] If, for example, the stored hardware signature version is not the 

latest version, e.g., hardware signature version 1 (HWSig-vl), then the example 

25 method 500 proceeds to block s510. 

[0093] Otherwise, if the stored hardware signature version is the latest 

version, e.g., hardware signature version 2 (HWSig-v2), then the client is 

deemed authenticated and the method 500 proceeds to block s512. 

[0094] In block s510, the stored hardware signature version of the client 

30 machine is updated at the server side to reflect the new version and the client is 

deemed authenticated and the method 500 proceeds to block s512. In this 

regard, the stored hardware signature version may be updated, for example, from 

hardware signature version 1 HWSig-vl to hardware signature version 2 HWSig

v2. 
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[0095] Embodiments may provide a system and method to collect 

information from an entity in a secure manner so that the identity of the entity 

may be authenticated and/or access to certain protected resources by the entity 

may be authorized. The collected infom1ation may include, for example, 

5 hardware and/or software-related infonnation regarding the entity or resources 

associated with the entity. 

[0096] According to an example embodiment of the present invention, 

the information may be collected via a virtual pair of executables. In this 

context, a virtual pair may include two executables: one executable to collect 

10 information about an entity and the other executable to compare the collected 

information with information previously stored for the entity. In this regard, 

each executable may include a set of instructions intended to be executed in a 

suitable processing environment. 

[0097] The executables may be created dynamically, that is, "on the fly," 

15 to prevent reverse engineering. Alternatively, one executable may be static, 

created only once to include, for example, all potential :functions, while the 

second executable may be created dynamically by selecting a subset of all 

potential functions. In this regard, the dynamically created executable may 

perform the :functions in a non-trusted environment (sometimes referred to as a 

20 hostile environment) while a mapping of selected functions may be retained on a 

server in the trusted environment. 

[0098] The type, order, and/or amount of information, or the method of 

collecting and sending the information, may be determined in a dynamic manner 

as well. For example, a first pair of executables may concern the collection of a 

25 central processing unit (CPU) id and a hard drive serial number obtained from a 

registry, whereas a second pair of executables may concern the collection of only 

the hard drive serial number as obtained not by the registry but by accessing the 

device at the lowest level over a certain port. Consequently, the information 

returned by a particular executable pair may be unique, or at least unlikely to be 

30 duplicated by another pair of executables. 

[0099] According to an example embodiment, the virtual pair of 

executables may be configured to return an identical, or at least similar, result for 

a common set of dynamically-created functions so that the collected information 

may be verified despite the collection occurring, for example, in a so-called non-
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trusted or hostile environment. A limited amount of time may be imposed to 

collect and return the information so that, if the information is not returned prior 

to this stipulated time, the information may be deemed unreliable and 

appropriately disregarded, For example, ifinformation is not collected and 

5 returned within 50 milliseconds, any information returned thereafter is 

considered suspect and may be accordingly disregarded. Hence, by dynamically 

creating the executable and imposing a time limit to return collected information, 

the time available to perform reverse engineering may be effectively limited. 

[00100] According to an example embodiment, an executable may be 

10 configured to return a hash. In this context, the hash (also referred to as a 

message digest) is a value generated from the collected information. The hash 

may be substantially smaller than the collected information itself, and may be 

generated by a formula in such a manner that it is unlikely that some other 

collected information will produce the same hash value. 

15 [00101] The executable may also be configured to return a one-way hash, 

which is an algorithm or function that "turns" the collected information into a 

fixed-length value. As with other hash types, it may be nearly impossible to 

derive the original collected information from only the one-way hash value. 

[00102] A one-way hash function may be used to create digital signatures, 

20 which is a digital code that may be used to uniquely identify the sender. Like a 

written signature, the purpose of a digital signature is to ensure that the 

individual sending the information really is who he or she claims to be. There 

are a number of different encryption techniques to provide this level of security. 

[00103] The information collected by an executable may also be 

25 obfuscated, that is, the information collected for the purposes of authentication 

or authorization may be rendered more difficult to perceive to third parties (e.g., 

would-be listeners). Hence, if several pairs are sent to identify a given entity, 

each pair may return a different answer - even though the entity's identifying 

information has not changed. The elements used to obfuscate the information in 

30 the pair of executables may include, for example, functions, implementation, 

workflow. Other elements used during the challenge/response may include, for 

example, the dynamic selection of an encryption algorithm and/or 

communication protocol. 
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[00104] Embodiments may also provide authentication despite a 

configuration change, including, for example, hardware changes. At times the 

hardware may require change due to, for example, a failure or a desire to swap 

components. For example, an internal CD-ROM drive may fail or a faster model 

5 maybe desired. To accommodate the change, a threshold level of pass/fail 

authentication may be provided, which is configurable. In this regard, a level of 

identification strength may be specified for each hardware component so that the 

presence of certain hardware components (e.g., CPU) may provide a stronger 

basis for identification of an entity as compared to other hardware components 

10 (e.g., CD-ROM drive). Accordingly, limited changes in hardware maybe 

flexibly accommodated by setting the threshold to an appropriate value (e.g., a 

required match of at least one strongly identifying hardware component or a 

required match of at least three weaker identifiers), whereas if an absolute match 

of hardware components is required the threshold level may be set to the highest 

15 level (e.g., 100% match of all hardware component identifiers). If during an 

authentication attempt, the specified threshold level is met, the hardware 

signature used to validate the identity of the requesting entity may be 

automatically updated to include the signatures of any newly configured 

components. If, however, during the authentication attempt, the specified 

20 threshold level is not met, it may be assumed that the requesting entity is not 

properly identified and therefore refused access. 

[00105) Embodiments may also provide the ability to deny authentication. 

For example, authentication may be denied upon the detection of an 

unauthorized device (e.g., wireless local area network (LAN) card or a Universal 

25 Serial Bus (USB) key) or the presence of unauthorized software (e.g., virtual 

machine). Moreover, authentication may be denied despite identical or matching 

hardware and/or software identifiers. For example, authentication may be 

30 

denied even if there is a 100% match of all hardware and software component 

identifiers. 

[00106] In the following description, for purposes of explanation, 

numerous specific details are set forth in order to provide a thorough 

understanding of embodiments of the present invention. It will be evident, 

however, to one skilled in the art that embodiments of the present invention may 

be practiced without these specific details. 

20 

APPLE EXHIBIT 1002, Page 534 of 1044



WO 2005/104686 PCT/US2005/012558 

Computer System 

[00107) Figure 6 shows a diagrammatic representation of a machine in 

the example form of a computer system within which a set of instructions, for 

5 causing the machine to perform any one or more of the methodologies discussed 

herein, may be executed. In alternative embodiments, the machine operates as a 

standalone device or may be connected (e.g., network) to other machines. In a 

network deployment, the machine may operate in the capacity of a server or a 

client user machine in server-client user network environment, or as a peer 

10 machine in a peer-to-peer (or distributed) network environment. The machine 

may be a server computer, a client user computer, a personal computer (PC), a 

tablet PC, a set-top box (STB), a Personal Digital Assistant (PDA), a cellular 

telephone, a mobile device, a palmtop computer, a laptop computer, a desktop 

computer, a personal digital assistant, a communications device, a wireless 

15 telephone, a land-line telephone, a control system, a camera, a scanner, a 

facsimile machine, a printer, a pager, a personal trusted device, a web appliance, 

a network router, switch or bridge, or any machine capable of executing a set of 

instructions (sequential or otherwise) that specify actions to be taken by that 

machine. 

20 [00108] Further, while a single machine is illustrated, the term "machine" 

shall also be taken to include any collection of machines that individually or 

jointly execute a set (or multiple sets) of instructions to perform any one or more 

of the methodologies discussed herein. 

[00109] The example computer system 600 includes a processor 602 (e.g., 

25 a central processing unit (CPU), a graphics processing unit (GPU), or both), a 

main memory 604 and a static memory 606, which communicate with each other 

via a bus 608. The computer system 600 may further include a video display 

unit 610 (e.g., a liquid crystal display (LCD) or a cathode ray tube (CRT)). The 

computer system 600 also includes an input device 612 (e.g., a keyboard), a 

30 cursor control device 614 (e.g., a mouse), a disk drive unit 616, a signal 

generation device 618 (e.g., a speaker) and a network interface device 620. 

[0011 O] The disk drive unit 616 includes a machine-readable medium 622 

on which is stored one or more sets of instructions (e.g., software 624) 

embodying any one or more of the methodologies or functions described herein. 
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The instructions 624 may also reside, completely or at least partially, within the 

main memory 604, the static memory 606, and/or within the processor 602 

during execution thereof by the computer system 600. The main memory 604 

and the processor 602 also may constitute machine-readable media. 

5 [00111] The instructions 624 may further be transmitted or received over 

a network 626 via the network interface device 620. 

[00112] Applications that may include the apparatus and systems of 

various embodiments broadly include a variety of electronic and computer 

systems. Some embodiments implement functions in two or more specific 

10 interconnected hardware modules or devices with related control and data 

signals communicated between and through the modules, or as portions of an 

application-specific integrated circuit. Thus, the example system is applicable to 

software, firmware, and hardware implementations. 

[00113] While the machine-readable medium 622 is shown in an example 

15 embodiment to be a single medium, the term "machine-readable medium" should 

be taken to include a single medium or multiple media (e.g., a centralized or 

distributed database, and/or associated caches and servers) that store the one or 

more sets of instructions. The term "machine-readable medium" shall also be 

taken to include any medium that is capable of storing, encoding or carrying a 

20 set of instructions for execution by the machine and that cause the machine to 

perform any one or more of the methodologies of the present invention. The 

term "machine-readable medium" shall accordingly be taken to include, but not 

be limited to, solid-state memories, optical and magnetic media, and carrier 

wave signals. 

25 (00114] The illustrations of embodiments described herein are intended to 

provide a general understanding of the structure of various embodiments, and 

they are not intended to serve as a complete description of all the elements and 

features of apparatus and systems that might make use of the structures 

described herein. Many other embodiments will be apparent to those of skill in 

30 the art upon reviewing the above description. Other embodiments may be 

utilized and derived therefrom, such that structural and logical substitutions and 

changes may be made without departing from the scope of this disclosure. 

Figures 1 to 6 are merely representational and may not be drawn to scale. 

Certain proportions thereof may be exaggerated, while others may be minimized. 
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Accordingly, the specification and drawings are to be regarded in an illustrative 

rather than a restrictive sense. 

[00115) The following description includes terms, such as "up'', "down'', 

"upper", "lower", "first", "second", etc. that are used for descriptive purposes 

5 only and are not to be construed as limiting. The elements, materials, 

geometries, dimensions, and sequence of operations may all be varied to suit 

particular applications. Parts of some embodiments may be included in, or 

substituted for, those of other embodiments. While the foregoing examples of 

dimensions and ranges are considered typical, the various embodiments are not 

10 limited to such dimensions or ranges. 

[001161 The Abstract is provided to comply with 37 C.F.R. §1.74(b) to 

allow the reader to quickly ascertain the nature and gist of the technical 

disclosure. The Abstract is submitted with the understanding that it will not be 

used to interpret or limit the scope or meaning of the claims. 

15 [001171 In the foregoing Detailed Description, various features are 

grouped together in a single embodiment for the purpose of streamlining the 

disclosure. This method of disclosure is not to be interpreted as reflecting an 

intention that the claimed embodiments have more features than are expressly 

recited in each claim. Thus the following claims are hereby incorporated into 

20 the Detailed Description, with each claim standing on its own as a separate 

embodiment. 

[00118] Thus, embodiments describe a method and a system to identify 

and/or authenticate an entity. Although embodiments of the present invention 

have been described with reference to specific example embodiments, it will be 

25 evident that various modifications and changes may be made to these 

embodiments without departing from the broader spirit and scope of 

embodiments as expressed in the subjoined claims. 
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5 

CLAIMS 

What is claimed is: 

1. A system comprising: 

a server-side executable to execute on a server to generate a first result; 

a client-side executable to execute on an entity to generate a second 

result, the client-side executable being associated with the server-side 

executable, and to execute a subset of instructions from the server; and 

10 an authenticator to compare the first result and the second result to verify 

an identity of the entity. 

2. The system of claim 1 wherein the server includes the authenticator. 

15 3. The system of claim 1 wherein the server and the authenticator are 

separate. 

4. The system of claim 1 further comprising a server-side database 

accessible by the server-side executable, wherein the server-side database 

20 includes entity information used by the server-side executable in generating the 

first result. 

5. The system of claim 4 wherein the server-side executable is to collect the 

entity information from the database. 

25 

6. The system of claim 5 wherein the server-side executable is to process 

the collected entity information from the database to generate the first result. 

7. The system of claim 1 wherein the client-side executable is to collect 

30 entity information. 
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5 

10 

15 

20 

8. The system of claim 7 wherein the collected information is selected from 

a group including hardware-related information and software-related information 

associated with the entity. 

9. The system of claim 7 wherein the second result includes a fixed-length 

value generated from the collected information. 

10. The system of claim 7 wherein the client-side executable is to process the 

collected entity information to generate the second result. 

11. The system of claim 1 wherein the authenticator includes a time limit 

expiration to render the entity as not identified if the second result is not received 

by the authenticator during a limited time frame. 

12. The system of claim 1 wherein the client side executable includes one-

way function executable software. 

13. The system of claim 1 wherein the client-side executable includes at least 

one dynamically generated instruction. 

14. The system of claim 1 wherein the server-side executable includes at 

least one dynamically generated instruction. 

15. The system of claim 1 wherein the client-side executable includes at least 

25 one previously generated instruction and the server-side executable includes at 

least one previously generated instruction. 

16. The system of claim 15 wherein the at least one previously generated 

instruction includes a dynamic selection from a plurality of previously generated 

30 instructions on the server. 

17. The system of claim 1 wherein the entity includes a device, wherein the 

device has an associated authentication score to be added towards a threshold 

level. 
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18. The system of claim 17 wherein the authentication score is higher for 

associated devices that are less .likely to be exchanged or adjusted. 

5 19. The system of claim 1 wherein the entity includes a plurality of 

components, each component having a level of identification strength. 

20. A method comprising: 

dynamically generating a client-side executable and a corresponding 

10 server-side executable; 

executing the server-side executable on a server to generate a first result; 

executing the client-side executable on an entity to generate a second 

result; and 

comparing the first result and the second result to verify an identity of the 

15 entity. 

21. The method of claim 20 further comprising collecting information, 

selected from a group including a dynamic information type of the entity, a 

dynamic information order of the entity and a dynamic amount of information of 

20 the entity, for the client-side executable. 

25 

30 

22. The method of claim 20 further comprising collecting information in the 

entity by the client-side executable; and generating a fixed-length value from the 

information collected. 

23. The method of claim 20 further comprising collecting information about 

the entity by the client-side executable; and processing the information collected 

to generate the second result, wherein the client-side executable includes at least 

one dynamic encryption instruction. 

24. The method of claim 20 further comprising collecting information about 

the entity by the client-side executable and obfuscating the information 

collected. 
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25. The method of claim 20 further comprising collecting, from a server 

database, entity information for the server-side executable. 

5 26. The method of claim 20 wherein the server includes an authenticator to 

compare the first result and the second result. 

27. The method of claim 26 further comprising imposing a time limit on 

receipt of the second result by the authenticator, wherein upon expiration of the 

10 time limit, the entity is considered as not authenticated. 

15 

20 

28. The method of claim 20 further comprising generating a plurality of 

instructions on the server; and dynamically selecting a subset of the plurality of 

instructions as the client-side executable. 

29. The method of claim 20 wherein the client-side executable and the 

server-side executable each include a dynamic sending instruction to send the 

first result and the second result, respectively. 

30. The method of claim 20 wherein the entity includes a plurality of 

components, each component having a level of identification strength. 

31. The method of claim 20 wherein the entity includes a device, wherein the 

device has an associated authentication score to be added towards a threshold 

25 level. 

30 

32. The method of claim 31 wherein the authentication score is higher for 

associated devices that are less likely to be exchanged or adjusted. 

33. The method of claim 31 further comprising: 

collecting information from a server database, wherein the infonnation 

collected includes a corresponding image of the device; and 

adding the authentication score towards a threshold level to verify the 

entity. 

27 

APPLE EXHIBIT 1002, Page 541 of 1044



WO 2005/104686 PCT/US2005/012558 

34. The method of claim 33 further comprising: 

updating a hardware signature used to validate the entity to include a 

signature associated with a new component to the entity, when the threshold 

5 level is met. 

35. The method of claim 33 further comprising refusing access to the entity 

when the threshold level is not met. 

10 36. The method of claim 33 further comprising denying authentication to the 

entity upon detection of an unauthorized device or of unauthorized software. 

37. A machine-readable medium storing a sequence of instructions that, 

when executed by a computer, cause the computer to perform the method of 

15 claim 20. 

38. A system comprising: 

means for dynamically generating a client-side executable and a 

corresponding server-side executable; 

20 means for executing the server-side executable on a server to generate a 

first result and for executing the client-side executable on an entity to generate a 

second result; and 

means for comparing the first result and the second result to verify an 

identity of the entity. 
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INTERACTIVE BULLETIN BOARD SYSTEM AND METHOD 

CROSS REFERENCE TO RELATED APPLICATIONS 

[0001] This PCT application is a continuation-in-part of U.S. Patent Application 

Serial No. 11/212,312, titled LED TRAFFIC LIGHT, filed August 26, 2005, the 

contents of which is incorporated herein by reference into the present application. 

[0002] Throughout this application, various references may be cited. Disclosure of 

these references in their entirety is hereby incorporated by reference into this 

application to more fully describe the state of the art to which the present invention 

pertains. 

FIELD OF THE INVENTION 

[00031 The present invention relates to the field of traffic lights and messaging boards 

and, more particularly, to an LED messaging board. 

BACKGROUND OF THE INVENTION 

[0004] Traffic lights are ubiquitous from city streets to country roads. Traffic lights 

traditionally in the United States consist of three lights: green signifying traffic may 

pass, yellow signifying that traffic will soon come to a stop, and red signifying traffic 

must stop. These lights are generally vertically aligned, one on top of the other. In 

this way, traffic lights control traffic at an intersection. In other locations different 

conventions may be adopted, such as flashing yellow meaning traffic may pass. 

[0005] Some conventional traffic lights are illuminated using incandescent light 

bulbs. Incandescent bulbs tend to use relatively large amounts of electricity and 

require periodic replacement as the bulbs burn out. These factors make the operation 

of incandescent traffic lights relatively expensive. 

[0006] More recently, traffic lights are being illuminated using light emitting diodes 

(LEDs). LEDs provide a source of light that has relatively low energy consumption, 

and the do not burn out as easily as light bulbs. 

[0007] While conventional LED traffic lights are less expensive to operate, however, 
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they maintain the conventional approach of three lights, vertically aligned, one on top 

of the other. While this approach has been used for a very long time, the use of a 

yellow light to signify that traffic will soon come to a stop has inherent problems. 

Specifically, motorists approaching a yellow traffic light do not lmow how much 

longer the traffic light will continue to stay yellow. These motorists may then 

unnecessarily speed up creating a safety risk for other motorists and pedestrians or 

come to a stop unnecessarily abruptly, thereby, creating a safety risk for other 

motorists. 

[0008] Additionally, there is a need for quick dissemination of important information 

to motorists and pedestrians alike. This information may concern traffic conditions 

ahead or it may concern instructions disseminated in the event of an emergency. 

Because of the ubiquity of traffic lights, they are well suited for the conveyance of 

important information. Conventional traffic lights, however, fail to live up to 

fulfilling this objective. 

[0009] Furthermore, the ubiquity of traffic lights make them well suited for the 

conveyance of advertisements that can be tailored to the particular community in 

which the traffic light is located. The use of advertisements on traffic lights can 

deliver an aesthetically pleasing futuristic look and be an important source of 

additional revenue for town and city govermnents that are increasingly under financial 

pressure. Conventional traffic lights fail to live up to fulfilling these objectives as 

well. 

[0010] Conventional bulletin boards may statically advertise products or services. 

Traditionally, contact information, including street addresses where such products or 

services could be obtained or telephone numbers where transactions could be 

conducted, were displayed. At present, advertisements have moved to an electronic 

venue, where large, television-like appliances provide information to large groups of 

persons, including web sites and text message numbers and codes. These device are 

in wide public view, however, the public has not been provided the means to interact 

with such display devices. Thus, there is a need for an interactive messaging board. 

SUMMARY OF THE INVENTION 

[0011] A messaging board and a traffic light apparatus comprising a primary traffic 
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panel including a first matrix of multicolored LEDs for directing motor traffic by 

displaying a plurality of images; a message panel including a second matrix of 

multicolored LEDs for displaying information unrelated to the directing of traffic; and 

a personal device interface providing two-way communication of information 

between the traffic light apparatus and at least one local user with a personal portable 

electronic device is disclosed. The messaging board is capable of being used as a 

communications station, as well as an information terminal and/or point-of-sales 

station. 

[0012] In one aspect, the present invention is directed to an interactive bulletin board 

system, comprising: a signal processor coupled to a computer communications 

network; a messaging board coupled to said signal processor, said messaging board 

providing visual indicia responsive to said signal processor; and a personal portable 

electronic device wirelessly coupled to said computer communications network; 

wherein said signal processor updates said visual indicia displayed on said messaging 

board in response to a message sent from said personal portable electronic device to 

said signal processor. 

[0013] In another aspect of the present invention, said messaging board comprises a 

matrix of multicolored LEDs. 

[0014] In another aspect of the present invention, the system further comprises a 

traffic panel including a first matrix of multicolored LEDS for directing motor traffic 

by displaying a plurality of images. 

(0015] In another aspect of the present invention, said visual indicia represents 

information requested through the personal portable electronic device. 

[0016] In another aspect of the present invention, said information is obtained from 

the Internet. 

[0017] In another aspect of the present invention, said signal processor authenticates 

said personal portable electronic device before updating said visual indicia. 

(0018] In another aspect of the present invention, said personal portable electronic 

device comprises a device selected from the group comprising a cellular phone, a 
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wireless laptop, a handheld email browser, an MP3 player and a digital camera. 

[0019] In another aspect of the present invention, the system further comprises a 

camera coupled to said signal processor, wherein said visual indicia comprises images 

provided by said camera. 

[0020] In another aspect of the present invention, said signal processor responds to 

messages sent from more than one personal portable electronic device. 

[0021] In another aspect of the present invention, said signal processor responds 

sequentially to messages received from more than one personal portable electronic 

device. 

[0022] In another aspect of the present invention, said signal processor responds to 

messages received from only a single personal portable electronic device until an 

ending condition is met. 

[0023] In another aspect, the present invention is directed to a method of displaying 

visual indicia on a public display, the method comprising: a processor receiving a 

message via a computer communications network from a personal portable electronic 

device wirelessly coupled to said computer communications network; and the 

processor updating visual indicia displayed on said display in response to said 

message. 

(0024] In another aspect of the present invention, the method further comprises 

authenticating said personal portable electronic device. 

[0025] In another aspect of the present invention, the method further comprises the 

processor queuing messages received from said computer communications network. 

[0026] In another aspect of the present invention, the method further comprises 

sending information to said personal portable electronic device in response to said 

message. 

[0027] In another aspect of the present invention, said information is one or more 

selected from the group comprising a digital image, a series of digitized images and 

digitized audio. 
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[0028] In another aspect of the present invention, said message is one or more 

selected from the group comprising a text message and an email. 

[0029] In another aspect of the present invention, the method further comprises 

sending information to a web server. 

[0030] In another aspect of the present invention, said information is one or more 

selected from the group comprising a digital image, a series of digitized images and 

digitized audio. 

[0031] In another aspect of the present invention, the method further comprises the 

processor updating visual indicia in response to one or more messages received only 

from a single personal portable electronic device. 

[0032] In another aspect of the present invention, the method further comprises the 

processor updating said visual indicia in response to a queued message sent from a 

second personal portable electronic device after an ending condition is met. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0033] FIG. 1 shows an LED traffic light according to an embodiment of the present 

invention; 

(0034] FIG. 2 is a block diagram of an LED control apparatus according to an 

embodiment of the present invention; 

[0035] FIGs. 3A, 3B and 3C show primary LED traffic panel schemes according to 

an embodiment of the present invention; 

[0036] FIG. 4 shows another embodiment of LED traffic light according to the 

present invention; 

[0037] FIG. 5 is a schematic diagram that illustrates an embodiment of the invention 

for additional uses of a messaging board; and 

[0038] FIG. 6 is a flow chart that illustrates an method for interacting with a 

messaging board. 
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DETAILED DESCRIPTION OF PREFERRED EMBODIMENTS 

[0039] The LED traffic light according to the present invention is an LED illuminated 

traffic light that is capable communicating to motorists approximately how much time 

remains before the traffic light changes from a signal directing motorists to proceed to 

a signal directing motorists to stop. Additionally, the LED traffic light according to 

the present disclosure is capable of disseminating important information such as 

traffic conditions and emergency instructions. Furthennore, the LED traffic light 

according to the present invention is also capable of displaying animated or still 

advertisements. 

[0040] The LED traffic light according to the present disclosure can be vertically or 

horizontally aligned. 

[0041] FIG. 1 illustrates a vertically aligned LED traffic light, in which the body 10 

of the LED traffic light is a column or pillar, preferably a rectangular prism, and more 

preferably a rectangular prism with a square base and top and rectangular lateral sides. 

Preferably, the lateral sides are approximately 15 feet tall and the sides of the square 

top and bottom are approximately 15 inches wide. A base 16 can be attached to the 

bottom of the column 10 to increase the stability of the column. The base may be 

attached to the ground or floor, for example, by bolts, not shown. The base may also 

be attached to a foundation, for example, a cement foundation set below ground level. 

[0042] The column 10 preferably has four lateral sides, but other configurations are 

possible such as a cylindrical prism having one continuous side or a triangular prism 

having three. The column must have one or more active surfaces. Active surfaces are 

lateral sides that contain LED panels. The column 10 has four active surfaces 

allowing the LED traffic light to control traffic in four directions at a four-way 

intersection. 

[0043] According to one preferred embodiment of the present invention, mounted to 

each active surface of the column 10 is one primary LED traffic panel 14, one street 

sign receiving aperture 13, one pedestrian LED traffic panel 12 and one message LED 

panel 11. The invention is not limited to having one of each element, and various 

combinations are possible depending on the needs of the environinent where the 

column 10 is installed. 
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[0044] The primary LED traffic panel 14 is preferably a low-resolution multicolored 

LED panel. This panel may also be formed from multiple smaller low-resolution 

multi-colored LED panels assembled together. For example, the primary LED traffic 

panel 14 can be constructed from combining 18 (9 rows of 2) light emitting diode dot 

matrix modules known as the 833 Intelligent Module (IM) manufactured by Desay 

Optotech Ltd. of Huizhou, China. The primary LED traffic panel 14 is responsible 

for controlling motor traffic and functions as a replacement for the conventional 

traffic light. The primary LED traffic panel 14 directs traffic by displaying an image 

on the panel's surface. The specific images that are displayed depend on the primary 

traffic panel display scheme used. Examples of primary traffic panel display schemes 

are described in detail below. 

[0045] The street sign receiving aperture 13 allows for the attachment of a street sign 

15. When a street sign 15 is attached, the LED traffic light also functions as a street 

sign. The street sign 15 may be a conventional pre-printed sign board or the street 

sign 15 may be an LED panel capable of displaying any programmed street name or 

other information like cross streets or building numbers. Even in embodiments of the 

present invention where the column 10 has four active surfaces, two street signs 

orthogonally oriented may be sufficient to convey street names. 

[0046] The pedestrian LED traffic panel 12 is preferably a low-resolution LED panel, 

formed as a multicolored LED panel. This panel may also be formed from multiple 

smaller low-resolution multicolored LED panels combined in a single unit. For 

example, the pedestrian LED traffic panel 14 can be constructed by combining 6 (3 

rows of 2) light emitting diode dot matrix modules known as the 0833IM 

manufactured by Desay Optotech Ltd. of Huizhou, China. The pedestrian LED traffic 

panel 12 is responsible for directing pedestrian traffic and functions as a replacement 

for the conventional "walk/don't walk" pedestrian traffic signal. The pedestrian LED 

traffic panel 12 directs pedestrian traffic by displaying an image on the panel's 

surface. The specific images that are displayed depend on the pedestrian traffic panel 

display scheme used. Examples of pedestrian traffic panel display schemes are 

described in detail below. 

[0047] The message LED panel 11 is preferably a high-resolution LED panel, such as 

a multicolored LED panel. This panel may also be formed from multiple smaller 
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high-resolution multicolored LED panels combined as a single unit. For example, the 

message LED traffic panel 11 can be constructed from combining 12 (6 rows of 2) 

light emitting diode dot matrix modules known as the 0630IM manufactured by 

Desay Optotech Ltd. Of Huizhou, China. The message LED panel 11 is capable of 

displaying important information such as traffic conditions and emergency 

instructions. Additionally, the message LED panel 11 is capable of displaying full 

color high-resolution advertisements that may be animated or still. 

[0048] Furthermore, the message LED panel 11, the pedestrian traffic panel 12, and 

the primary traffic panel 14 can all have the same resolution, as provided by the LED 

modules. Also, the locations on the body 10 of the message LED panel 11, the 

pedestrian traffic panel 12, and the primary traffic panel 14 are interchangeable. This 

can be done physically or by software. Alternatively, all three panels can be used as 

message boards. 

[0049] As shown in FIG. 2, the primary LED traffic panel 14, the pedestrian LED 

traffic panel 12 and the message LED panel 11 are all controlled by an LED panel 

controller 24. Additionally, when the street sign 15 contains an LED panel or other 

lighted element, the street sign 15 is also controlled by the panel controller 24. The 

panel controller 24 controls each LED on the LED panels according to instructions 

provided by a signal processor 25. The signal processor 25 may be a computer with a 

microprocessor, memory, storage device, such as a hard disk, and an interface for 

sending instructions to the panel controller 24. The signal processor 25 may also 

include other hardware necessary for controlling the LED panels 11, 12, 14, 15 and 

the controller 24. The signal processor may be located within of the column 10 or at a 

remote location. 

(0050] The signal processor 25 runs a program for controlling the pnmary LED 

traffic panel 14 according to the primary LED traffic panel scheme, controlling the 

pedestrian LED traffic panel 12 according to the pedestrian LED traffic panel scheme 

and controlling the message LED panel 11 according to a message program as 

described below. 

(0051] The signal processor 25 controls the primary LED traffic panel 14 according 

to the primary LED traffic panel scheme (primary scheme). This primary scheme 
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defines what images the primary LED traffic panel 14 displays to direct traffic and the 

logic used to determine when to display the various defined images. 

[0052] FIGs. 3A- 3C illustrate several examples of primary schemes that can be used 

according to the current specification. The most basic primary scheme is illustrated in 

FIG. 3A, this is the conventional primary scheme for a traffic control light. 

According to this scheme, three circles are depicted representing the circles of a 

conventional traffic light. As with a conventional traffic light, when traffic is to be 

directed to proceed, the top circle 31 glows green. When traffic is to be informed of 

an impending red light, the center circle 32 glows yellow. When traffic is to be 

directed to stop, the bottom circle 33 glows red. Additionally, other traffic signals can 

be created, such as blinking yellow and blinking red signals, as desired. The 

conventional scheme includes the images to be displayed and the logic for directing 

traffic according to this scheme. 

[0053] FIG. 3B illustrates an example of a modified conventional primary scheme. 

This scheme may be any scheme that preserves basic characteristics of the 

conventional scheme. For example, the conventional scheme may be modified to 

consist of three rectangles, as shown in FIG. 3B. These rectangles would act in the 

same way the three circles of the conventional primary scheme as illustrated in FIG. 

3A and described above. For example, when traffic is to be directed to proceed, the 

top rectangle '34 glows green. When traffic is to be infonned of an impending red 

light, the center rectangle 35 glows yellow. When traffic is to be directed to stop, the 

bottom rectangle 36 glows red. 

(0054] Other modifications could include causing the entire primary LED panel to 

turn one solid color such as all red, all yellow, or all green to control traffic. Other 

modifications could incorporate the use of a count-down timer indicating how much 

longer the signal will remain the same until it is time to switch. For example, when 

the light is yellow, a timer in the form of black digital display 37 located in the center 

of the yellow light 35 can count down the time remaining until the light turns red. 

Another example would be the use of a stripe (not shown) either vertically or 

horizontally aligned that shrinks as the time until the, next light change approaches. 

After the stripe has fully disappeared, the light changes. These count-down timers 

would give motorists greater opportunity to ascertain whether they should come to an 
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immediate stop or continue through the intersection, thereby aiding the flow of traffic 

and increasing the safety of the intersection. 

[0055] FIG. 3C illustrates an example of a gradient primary scheme. The gradient 

primary scheme calls for the illumination of only a horizontal strip 38. The strip 

begins at the top of the LED panel where the gradient is colored green. The strip then 

moves downward illuminating a color that is increasingly yellow and decreasingly 

green until the strip is half-way down the LED panel and fully yellow. At this point 

the strip continues to move downward illuminating a color that is increasingly red and 

decreasingly yellow. When the strip has reached the bottom of the LED panel, it is 

fully red. Then a clear signal is sent indicating that traffic is directed to stop. For 

example, the strip may disappear and the entire rectangle will turn red. The use of 

this timed gradient allows motorists greater opportunity to ascertain whether they 

should come to an immediate stop or continue through the intersection, thereby aiding 

the flow of traffic and increasing the safety of the intersection. 

[0056] The pedestrian LED traffic panel 12 is controlled according to the pedestrian 

LED traffic panel scheme (pedestrian scheme). This pedestrian scheme defines what 

images the pedestrian LED traffic panel 12 displays to direct traffic and the logic used 

to determine when to display the various defined images. The conventional 

pedestrian scheme illustrates a white stick figure of a person walking indicating that 

pedestrian traffic may cross the street. A red stick figure of a person standing still 

indicates that pedestrian traffic may not cross the street. The animated pedestrian 

scheme uses figures similar to the conventional pedestrian scheme, however, the stick 

figures are animated to greater clarify the intent of the signal. For example, when 

pedestrian traffic is directed to proceed with crossing the street, a white stick figure 

person may have legs that move to indicate walking. Animation need not be limited 

to the walking signal, for example, when pedestrian traffic is directed to refrain from 

crossing the street, a red stick figure person might be shown to repeatedly tap one foot 

to illustrate waiting. Additionally, the timer features discussed above may be 

incorporated into the pedestrian scheme. For example, a count-down timer might 

accompany the walking stick figure. 

[0057] A message program is used to control the message LED panel 11 according to 

the present invention. The message program runs on the signal processor 25, and the 
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signal processor 25 is connected to a computer communications network such as the 

Internet or a wide area network, as shown in FIG. 2. The signal processor 25 may be 

connected to the computer communications network via a standard telephone line, a 

DSL line, a fiber-optic line, a coaxial cable or any other form of wired connection. 

Alternatively, the processor 25 may be connected to the computer communications 

network via a wireless connection, such as a wireless connection over a digital 

cellular telephone network or a wireless local area network connection, such as a 

wireless connection conforming to IEEE 802.lb or 802.11 (e.g. 802.lla, 802.1 lb, 

802.1 lg, and 802.1 ln). The connection into the computer communications network 

described above (hereinafter "computer communications network connection") may 

be over the Internet using a secure method of communication such as encryption 

and/or a secure virtual private network (VPN). Using the computer communications 

network COI?llection, the municipality or contracted administrator may modify the 

message program to update messages or to install animated advertisements. The 

message program determines what messages are displayed on the message LED panel 

11. The message LED panel 11 is also capable of disseminating important 

information such as traffic conditions and emergency instructions. For example, text 

can be displayed indicating that poor traffic conditions are ahead and advising 

motorists of alternative routes or information to motorists to be on the lookout for a 

particular vehicle suspected of transporting a fugitive. Text can be displayed all at 

once or text may scroll across the panel. The message program is capable of 

receiving any manner of message from the computer communications network. 

[0058] In order to increase municipal revenue, municipalities may choose to run 

advertisements on the message LED panel 11. Because the message LED panel 11 is 

high resolution, television-style advertisements can be displayed. These 

advertisements can be tailored for the particular community in which the traffic light 

is installed, thereby increasing the value of the advertisement. The advertisements 

can be regularly updated over the computer communications network connection. 

[0059] FIG. 5 illustrates an embodiment of the invention for additional uses of the 

message board 11 in the LED traffic light. As shown in FIG. 5 and previously 

mentioned above in connection with FIG. 2, signal processor 25 is coupled to a 

computer communications network such as the Internet 51. Signal processor 25 may 
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also be coupled to a cellular network 52 and function as a cellular phone transmitter 

or relay station for a cellular telephone 53 via cellular phone antenna 54. Signal 

processor 25 may also be adapted to serve as a wireless internet transmitter station or 

hot spot via access point 55. A portable laptop, personal digital assistant (PDA), or 

other personal po1iable electronic devices 5 6 can com-iect to the Internet 51 through 

access point 55. Access point 55 may support 802.11 wireless public networking, 

Bluetooth, or any other wireless or infrared technologies known in the art. Signal 

processor 25 can be adapted to include audio and or video surveillance equipment 57 

to assist in law enforcement, emergency response or advertising. Thus, the LED 

traffic light can also be adapted to include a stationary or mobile webcam, live cam, 

or other digital audio and/or video equipment (represented by camera microphone 57) 

which records and/or broadcasts real-time audio and/or video of its surrounding 

location to other LED traffic lights nearby or in other cities, or on a website 58 via 

Internet 51. 

[0060] Additionally, an emergency motif can be used to warn motorist.s, and 

pedestrians to move to the curb or stay on the sidewalk in the event of an oncoming 

emergency vehicle. 

(0061] The LED traffic light according to the present invention has the added 

advantage of being easily configurable to display a holiday or festive motif. To 

implement such a motif, the utilized schemes can be modified to display timely 

festive accents on one or more LED panels. The use of specialized motifs is not 

limited to holidays and festivals, motifs can be used to modify the appearance of LED 

traffic lights in accordance with the cultural or historic significance of the 

neighborhood or area in which the LED traffic light is located. 

(0062] The LED traffic light according to the present invention is not limited to a 

vertical column configuration. For example, the LED traffic light may be horizontally 

oriented. FIG. 4 illustrates an embodiment of the present invention where the LED 

traffic light is horizontally oriented. According to one example of a horizontal 

orientation, the traffic light 40 is held over the intersection by cables or attached to 

one or more support columns. The primary LED traffic panel 42 directs traffic while 

the message LED panel 41 displays a message or advertisement. A pedestrian LED 

traffic panel (not shown) and/or a street sign (not shown) may also be included in 
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horizontal embodiments. In another example, the LED traffic light may be oriented in 

a L-shaped, a hook-shaped, a chair-shaped, a bench-shaped, a steeple-shaped, or a 

zig-zag-shaped configuration by arranging the message LED panel 11, the pedestrian 

LED traffic panel 12, and the primary traffic panel 14 either 45° or 90° relative to 

each other. 

[0063] In another embodiment of the present invention, the LED traffic light allows a 

user in visual and communications proximity of message LED panel (or LED 

message board) 11 to interact with the device to obtain information, products and/or 

other services. Multiple users may interact with the device simultaneously or 

sequentially, for example, on a first-come, first-served basis. As an example, when 

the device is being used by a particular user, messages sent by other users may be 

queued by signal processor 25. The device may respond only to messages sent by a 

current user, until an ending condition, such as a message transmitted by a user or the 

mere passage of time, allows the device to respond to the next message received by 

another user that is stored in the queue. As noted above and illustrated in FIG. 5, 

signal processor 25 is connected to Internet 51. Either access point 55, cellular 

antenna 54 or an interface to a cellular telephone network 52 or communications 

through Internet 51 can provide a proximal user to communicate with signal processor 

25 and affect the output of LED message board 11. Proximal users of personal 

portable electronic devices, such as cellular phone 53, FDA/wireless laptop 56, 

handheld email browsers, MP3 players, digital cameras or other electronic devices 

with wireless communications capabilities (not shown) may interface with signal 

processor 25, either directly or via Internet 51 or cellular network 52, using emails, 

SMS text messages, or other types or formats of messages as well known in the art. 

To communicate with the LED traffic light, the proximal user may need to register on 

a website and/or download a program into the personal portable electronic device, or 

authenticate via web server 58 as is well known in the art. In a preferred embodiment, 

signal processor 25 or web server 58 provides two-way communications with the 

personal portable device. In this way, LED message board 11 can be used as, for 

example, an information terminal. As an information terminal, using his/her personal 

portable electronic device (e.g., PDA 56), a proximal user may request information, 

such as directions to a particular event or address, advertisements, promotions, play 

games, or request other visual output from LED message board 11 . Alternatively, 

13 

APPLE EXHIBIT 1002, Page 566 of 1044



WO 2007/060516 
PCT/IB2006/003275 

signal processor 25 may receive requests from a proximal user and send back 

requested information directly to his/her PDA 56 or other personal portable electronic 

device while providing instructions to obtain infonnation on LED message board 11. 

Such information may be stored in signal processor 25 or may be obtained from web 

server 58 or Internet 51. 

[0064] As noted above, the LED traffic light may also provide a cellular phone 

transmitter or relay station or a wireless internet transmitter, thus allowing a user with 

a wireless laptop computer or a web-enabled cellular phone to directly access the 

Internet, if desired. 

[0065] In addition, the LED traffic light may be used as a self-service electronic 

point-of-sales station. For example, the local user may use a Bluetooth®-enabled 

personal portable electronic device, such as a cellular phone, to access the LED traffic 

light to purchase tickets for a theater show advertised on the LED message board 11. 

[0066] As discussed above and illustrated in FIG. 5, a municipality or administrator 

may modify the message program or install animated advertisements using a 

computer 59 connected to the Internet 51, for example. In addition, individuals or 

businesses that advertise using the LED traffic light may also modify or update their 

advertisements via Internet 51 or by interacting directly with LED traffic light using a 

personal portable electronic device (e.g., PDA 56; cell phone 53), or through some 

alternative computer communications network or cellular telephone network 52. This 

feature may be paiticularly useful for local advertisers who will be able to modify or 

update their advertisements based on local pedestrian traffic, for example, or based on 

pedestrian's digital interaction with the LED traffic light, as instrncted by its LED 

message board 11. Furthermore, LED traffic lights may be designated as digital 

bulletin boards, enabling users to post information or "digital flyers" regarding 

upcoming local community events. 

[0067] FIG. 6 is a flow chart that illustrates a method for interacting with a messaging 

board. As shown in FIG. 6, at step 610, the system receives a wireless message from 

a PDA. Alternatively, the system may receive the message from the Internet. As 

explained above, the message may be an email, text message, or some other form of 

digital communication as is well known in the art. 
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[0068] In a preferred embodiment, illustrated in step 620, the system authenticates the 

identity of the PDA user using the identification information contained in the 

message. In an alternate embodiment, the system will query the user for further 

information in order to verify that the user has the proper credentials to interact with 

the system. This step is optional, as the system is designed for unfettered public use. 

However, different users may be permitted to perform different functions, depending 

upon their authenticated identity, thus authentication may ensure that unauthorized 

tampering occurs. If authentication is required, unauthenticated user messages are 

discarded. 

[U069] In step 630, the system examines the message sent to it to determine if the 

PDA sending the message is at the front of the line for interaction with the message 

board. If not, in step 63 5 the user's message is stored in a queue for later processing. 

However, if the user is the current user interacting with the system, processing 

proceeds to step 640 where the system updates the visual indicia on LED message 

board 11 in response to the message. Exemplary updates were illustrated in the 

preceding paragraphs. 

[0070] Optionally, in step 650, the system generates a message responsive to the 

user's message. The responsive message might contain data from a peripheral device 

attached to the system, for example, digital audio or video, and send that information 

back to a web server for viewing through the Internet. The system may alternatively 

send the information directly to the user's PDA. In this fashion, point-of-sale 

transactions could be conducted. 

[0071] In step 660, the system checks to see if an ending condition has been reached. 

This check is necessary to ensure that a particular user does not monopolize the 

resources provided by the messaging board system. Such condition comprises the 

passage of time or a particular limit on the number of user messages processed, for 

example. If the end condition has been reached, in step 670 the identity of the current 

user is updated to the next user waiting in line. 

[0072] In step 680, the next message in the queue is retrieved. Processing loops back 

to step 630, where that message is checked to see if it came from the current user. 

[0073] Although the present invention has been described in relation to particular 
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embodiments thereof, many other variations and modifications and other uses will 

become apparent to those skilled in the art. It is preferred, therefore, that the present 

invention be limited not by the specific disclosure herein, but only by the appended 

claims. 
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WHAT IS CLAIMED IS: 

1. An interactive bulletin board system, comprising: 

a signal processor coupled to a computer communications network; 

a messaging board coupled to said signal processor, said messaging board 

providing visual indicia responsive to said signal processor; and 

a personal portable electronic device wirelessly coupled to said computer 

communications network; 

wherein said signal processor updates said visual indicia displayed on said 

messaging board in response to a message sent from said personal 

portable electronic device to said signal processor. 

2. The system. of claim 1, wherein said messaging board comprises a matrix of 

multicolored LEDs. 

3. The system of claim 2, further comprising a traffic panel including a first matrix of 

multicolored LEDS for directing motor traffic by displaying a plurality of 

images. 

4. The system of claim 2, wherein said visual indicia represents information requested 

through the personal portable electronic device . 

. 5. The system of claim 4, wherein said information is obtained from the Internet. 

6. The system of claim 5, wherein said signal processor authenticates said personal 

portable electronic device before updating said visual indicia. 

7. The system of claim 6, wherein said personal portable electronic device comprises a 

device selected from the group comprising a cellular phone, a wireless 

laptop, a handheld email browser, an MP3 player and a digital camera. 

8. The system of claim 7, further comprising a camera coupled to said signal 

processor, wherein said visual indicia comprises images provided by said 

camera. 

9. The system of claim 8, wherein said signal processor responds to messages sent 

from more than one personal portable electronic device. 
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10. The system of claim 9, wherein said signal processor responds sequentially to 

messages received from more than one personal portable electronic device. 

11. The system of claim 10, wherein said signal processor responds to messages 

received from only a single personal portabl~ electronic device until an 

ending condition is met. 

12. A method of displaying visual indicia on a public display, the method comprising: 

a processor receiving a message via a computer communications network from 

a personal portable electronic device wirelessly coupled to said 

computer communications network; and 

the processor updating visual indicia displayed on said display in response to 

said message. 

13. The method of claim 12, further comprising authenticating said personal portable 

electronic device. 

14. The method of claim 13, further comprising the processor queuing messages 

received from said computer communications network. 

15. The method of claim 14, further comprising sending information to said personal 

portable electronic device in response .to said message. 

16. The method of claim 15, wherein said information is one or more selected from the 

group comprising a digital image, a series of digitized images and digitized 

audio. 

1 7. The method of claim 16, wherein said message is one or more selected from the 

group comprising a text message and an email. 

18. The method of claim 14, further comprising sending information to a web server. 

19. The method of claim 18, wherein said information is one or more selected from the 

group comprising a digital image, a series of digitized images and digitized 

audio. 

20. The method of claim 14, further comprising the processor updating visual indicia in 

response to one or more messages received only from a single personal 

portable electronic device. 
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21. The method of claim 20, further comprising the processor updating said visual 

indicia in response to a queued message sent from a second personal 

portable electronic device after an ending condition is met. 
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NETWORK ACCESS METHOD 

TECHNICAL FIELD 

The present invention relates to a method of providing network access to unknown users. 

In particular the present invention relates to a network access method allowing network access to 

unknown users using a system hardware identifier to distinguish users. 

BACKGROUND ART 

Network providers such as internet service providers ("ISP"), hotels or cafes in order to 

operate the network need to collect usage charges. In order to do so, the network providers must 

be able to identify each user connecting to the network. User identification is commonly achieved 

via a process of user registration. An example of user registration is the use of a web page in which 

a new user enters their details and a unique user account is created for the user. The user account 

will allow the user to log onto the network to gain access. Another example of the registration of a 

user is in an internet caf e or hotel where pass codes are given out allowing temporary connect to 

the network. 

The use of the identifier allows the network provider to monitor resources consumed by 

the individual user and to charge for those resources either on a time basis or on a volume basis. 

Such a system makes it difficult for users in a new network environment, either wireless or 

wired, to connect to a previously unknown system. It also makes it difficult and expensive for 

network service providers to collect the necessary information in order to be able to bill the user. 

SUMMARY OF THE INVENTION 

Accordingly, it is an object of the present invention to overcome the above disadvantages 

or to provide the public or industry with a useful choice. 

In a first embodiment the present invention consists in a network access method 

comprising the steps of: 

detecting the hardware identifier of the connecting network device; 

comparing said hardware identifier to previously stored hardware identifiers; and 

\ 
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identifying a class to which a known p.reviously stored hardware identifier belongs, said 

classes comprising: 

a. a first class where said hardware identifier has been previously stored and 

the user of said connecting device has provided details including payment 

details; or 

b. a second class where said hardware identifier has been previously stored 

but the user of said device has not provided details; 

permitting access to said first class of hardware identifiers to a :first class of network 

services; 

permitting access to said second class of hardware identifiers to a second class of network 

services, said second class of service being a sub-set of said first class of services; and 

storing unknown hardware identifiers and permitting access to said second class of services. 

Preferably said hardware identifier is a hardware address of a network device. 

Alternatively said hardware identifier is a hardware address of a wired network card. 

Alternatively said hardware identifier is a hardware address of a wireless network card. 

Preferably wherein each said class of network services includes network services selected 

from a plurality of web pages, access to Internet sites and/ or access to other network resources, 

including network file and print services. 

Preferably including the step of prompting users outside of class one to enter user and or 

payment details when said user attempts to access web sites outside of said user's class of service. 

Preferably said user of said connecting device has provided details including payment 

details, said method including recording network usage by said user. 

Preferably said step of storing unknown hardware identifiers includes the step of recording 

the time of first access; 

said classes further including: 
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c. a third class where said hardware identifier has been previously stored but 

the user of said device has not provided details and a defined period of time 

since said first access has expired; 

said step of identifying said class to which an identifier belongs includes the step of 

identifying hardware identifiers in said second class where the defined period of time since said first 

access has expired, and moving said hardware identifiers into a third class; 

and said steps include permitting access to said third class of hardware identifiers to a third 

class of network services, said third class of service being a sub-set of said second class of services. 

' 
Preferably said user of said connecting device has provided details including payment 

details, said method including recording network usage by said user, accounting for said network 

usage by said user, and wherein when said users balance exceeds a limit set by said network 

provider moving said user into said third class. 

Preferably including the step of prompting said user for a payment before said users 

balance exceeds said limit. 

Preferably including the step of prompting said user for a payment when said users balance 

exceeds said limit. 

Preferably said limit is zero and said payment is a prepayment. 

Preferably including the step of attempting deducting an amount from an account provided 

by said user before moving said user into said third class. 

Preferably said classes further including: 

d. a fourth class where said hardware identifier has been denied network 

access by the network service provider; 

and said steps include prohibiting network access to said fourth class of hardware 

identifiers. 

Preferably network access to said second class of network services is granted until said 

hardware identifier is detected. 

Preferably network access is charged by network resource consumed. 

APPLE EXHIBIT 1002, Page 582 of 1044



WO 2008/013504 PCT/SG2006/000212 
-4-

Preferably network access is charged by data volume. 

Alternatively network access is charged by data volume for accessing class one network 

services. 

Alternatively network access is charged by one or a combination of data volume, duration 

of access or access speed. 

In a second embodiment the present invention consists in a method of providing prepaid 

access to network services comprising the steps of: 

allowing access to a sub-set of all network services while the hardware identifier of a 

connecting network device is detected; 

comparing the detected hardware identifier to previously detected and stored hardware 

identifiers; 

storing unknown hardware identifiers and associating said hardware identifiers with an 

account; 

requesting a payment if the balance of said account is below a set amount; 

incrementing said account balance when a payment is received; 

decrementing said account balance as network services are consumed; and 

allowing a network device access to a set of network resources, said account balance 

determining the set of network services a detected hardware identifier is allowed access to. 

Preferably said hardware identifier is a hardware address of a network device. 

Alternatively said hardware identifier is a hardware address of a wired network card. 

Alternatively said hardware identifier is a hardware address of a wireless network card. 

Preferably a network device with an account balance above said set amount is allowed 

access to the full set of network services. 

Preferably said set amount is zero. 
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Preferably including the step of requesting a payment before said balance is at or below said 

limit. 

Preferably the set of network services includes a plurality of web pages, access to Internet 

sites and or access to other network resources including network file and print services. 

Preferably including the step of requesting a payment when a network device requests 

network services outside of the set which the device is allowed access to. 

Preferably the step of storing unknown hardware identifiers and associating said hardware 

identifiers with an account includes setting a grace period for free access, and wherein said grace 

period status and said account balance determine the set of network services a detected hardware 

identifier is allowed access to. 

Preferably said account balance is decremented based on a charge for data volume. 

Alternatively said account balance is decremented based on a charge for access to a sub-set 

of network services. 

Alternatively said account balance is decremented based on a charge for a combination of 

data volume, duration of access or access speed. 

Preferably including the step of denying network access to hardware identifiers tagged as 

prohibited. 

BRIEF DESCRIPTION OF THE DRAWINGS 

The present invention will now be described with reference to the accompanying drawings 

in which: 

Figure 1 is a block diagram of the present invention; 

Figure 2 is an example illustrating the unique hardware identifier of some network devices; 

Figure 3 is a flow diagram of the system of the present invention; and 

Figure 4 is an example payment interface of the present invention. 

DETAILED DESCRIPTION 
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Referring to Figure 1 when a new user using a computer 101 or computer like device seeks 

to establish a connection with a network operator 103 in order to enjoy free network services 104, 

the underlying network allows the network operator to detect the hardware identifier (hardwareID) 

of the network device 102 the user is using to connect to the network. 

This detection, a process of discovery and collection, of network device hardwareID 102 is 

part of the functionality within the access engine 105. The hardware identifier is a globally unique 

hardware address of the network device 102, commonly known as the medium access control 

(MAC) address. The network device can be a modem (examples, cable modem with a l\.1AC 

address) or an Ethernet network interface card (NIC) co:tnm.only found in personal computers. An 

example of the Ethernet card with its MAC address identifier 201 can be seen in Figure 2. 

The access engine 105 of the present invention is a non-intrusive system that is transparent 

to the user as it sniffs and process the network information in the background, while the user 

enjoys the free services 104. When the access engine 105 has identified the hardware identifier 102, 

it will check in its database 106 to determine whether this hardware identifier 102 has been 

previously detected. 

The hardware identifiers 102 within the database 106 are sorted into four classes. The first 

class contains those identifiers that have been detected and the user has provided their details 

including payment details and the users account balance does not exceed a limit set by the network 

provider. In one embodiment the limit set is zero_ and the user has to prepay for the network 

access. The second class contains those identifiers that have been detected but the user has not 

yet provided their details. The third class contains those identifiers that have been detected; the 

user has not provided their details and a time period fixed by the network provider for providing 

details from when access first granted has expired. The third class may also contain hardware 

identifiers of users who have provided details but where the users account debt balance exceeds the 

limit set by the network provider. A fourth class of hardware identifiers that are banned from 

connection to the system may also be kept. Users may be banned from access for various reasons. 

Each class of user has a class or sub-set of network services that they can access. In the 

preferred embodiment the first class 107 contains more services than the second class 104 and the 

second class contains more services than the third. class 108. A user in the first class is allowed 

access to all the services in the first 107, second 104 and third class 108 of services. A user in the 

second class is allowed access to the second 104 and third class 108 of services and a user in the 

third class is allowed access only to the third class 108 of services. Each class of services may 
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contain a plurality of web pages, Internet access and other network services. Network services 

include file and print se1vices. 

Referring to Figure 3, free network access 301 to the second class of services is granted 

until the access system 105 detects the hardware identifier 302. If the hardware identifier 201 has 

not been previously detected 302 the access engine 105 initialises the user/ device 304 by adding the 

network identifier to the database 106 and the access engine 105 may set a grace period for 

extended access. 

During the grace period a user/ network device is allowed to connect to the network 103 

and access network services as allowed by the network service provider. Typically the user is 

provided with access to network access class two services, being a sub-set of the network 

services/ resources available. After the grace period has expired the user is allowed access to only a 

limited number of network services, typically only to class three 108 services. 

During the grace period the user may be allowed to access all or the vast majority of 

network services. After the grace period ends a user may only have access to a limited number of 

network services. These accessible network services can be any form of network resources in 

general, examples such as network file storage, network printing, email or access to Internet 

websites as selected by the network provider. The network provider my select se1vices depending 

upon the services from which the network provider receives revenue. 

If a user tries to access a network service or site that is part of the payable services 107, the 

user will be requested to provide user details to the network provider. The user may also be 

requested for their details after the initial grace period has expired if the user tries to access a 

network service (and/ or web sites) that are allowed during the grace period but charged for after 

the grace period has expired. The user details may be requested via an online form, via a software 

application that is provided by the network provider that the user downloads (or is prompted to 

download to their system), or via a webpage. 

In another embodiment the user may only need to make a payment and need not provide 

user details. 

Referring to Figure 4 an example payment interface is shown. The payment interface may 

include the hardware identifier 401, the current lin_rited associated with the hardware identifier 

account 402 and the current balance 403. The account status/balance may be shown on a separate 
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form from the payment interface, as seen in Figure 4 both the current balance and the payment 

interface are shown on the same form. 

To make a payment a user enters the payment amount 404, the payment method 405, then 

enters details associated with the payment method 406. In the example illustrated credit card 

details are entered. The user can then choose to proceed 407 with the transaction or may 

alternatively cancel the transaction 408. The illustrated payment method is not to be understood as 

limiting the invention as many known online payment methods can be utilised without departing 

from the spirit of the invention. 

Various network protocols for example, voice over IP, virtual private networks or instant 

messaging may be outside the pool of free services 104 and a user/device attempting to connect to 

any of these protocols would be prevented from doing so. During the grace period the user may 

be allowed access to some of these services. 

Once the network operator has collected information fr9m the user and stored against the 

user's hardware identifier within database 106, the user will have unlimited access provided that 

they have either prepaid for the access or provided that their account is within the limit set by the 

network provider. 

Referring again to Figure 3 if the hardware identifier is known 303 the system checks for 

user and or payment details and an account balance 306. If the balance is acceptable to the 

network provider the system 105 grants open access 307 to the class one network services 107. The 

access system 103 records the user's access to or usage of at least chargeable network services and 

record the usage against the hardware identifier. 

If the balance is unacceptable to the network provider the system 103 then checks whether 

the grace period has expired 308 if the period has not expired the user is provided with access to 

class two services and is prompted to provide details or make a payment 310. 

If the grace period has expired the user is restricted to the third class of services and is 

prompted to provide details and or make a payment 311. This class of services is usually more 

limited. 

In one embodiment a user who has previously made a payment is granted a grace period 

when their payment has been used. The system 103 may set a new grace period when the user's 

funds are used up. 
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The user may also provide bank account or credit card details and request that the access 

engine 105 automatically top the payment up once the user has used their prepaid amount. 

In the preferred embodiment the users is charged by the network resources that the user 

accesses and not by the titne the user is accessing services. The user may however be charged for 

any or a combination of access speed, access titne or network resources consumed. The most 

preferred option is to charge for network resources consumed given that the user need not take a 

positive action to connect to the network. 

Payments made by a user increment the users account balance and usage charges 

decrement the users balance. If the system is operated as a prepayment system balances below a 

defined negative funit prevent a user accessing the full array of network resources. In 1nost cases 

the limit will be zero. 

When access is from behind a router or any other device that substitutes its own hardware 

address then the system will identify only the last substituted hardware address. Accordingly that 

hardware address will be associated with the first user to provide details. Subsequent users will be 

able to access the same services as the first user is allocated and will be able to consume the first 

user's resources. 

The foregoing description of the preferred embodiment of the invention has been 

presented for pmposes of illustration and description. It is not intended to be exhaustive or to limit 

the invention to the precise forms disclosed, since many modifications or variations thereof are 

possible in the light of the above teaching. .All such modifications and variations are within the 

scope of the invention. The embodiments described herein were chosen and described in order 

best to explain the principles of the invention and its practical application, thereby to enable others 

skilled in the art to utilise the invention in various -embodiments and with various modifications as 

are suited to the particular use contemplated thereo£ It is intended that the scope of the invention 

be defined by the claims appended hereto, when interpreted in accordance with the full breadth to 

which they are legally and equitably suited. 
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CLAIMS 

1. A network access method comprising the steps of: 

detecting the hardware identifier of the connecting network device; 

comparing said hardware identifier to previously stored hardware identifiers; and 

identifying a class to which a known previously stored hardware identifier belongs, said 

classes com.prising: 

a. a first class where said hardware identifier has been previously stored and 

the user of said connecting device has provided user details including 

payment details; or 

b. a second class where said hardware identifier has been previously stored 

but the user of said device has not provided details; 

permitting access to said first class of hardware identifiers to a first class of network 

services; 

permitting access to said second class of hardware identifiers to a second class of network 

services, said second class of service being a sub-set of said first class of services; and 

storing unknown hardware identifiers and permitting access to said second class of services. 

2. A network access method as clain1ed in clahn 1 wherein said hardware identifier is a 

hardware address of a network device. 

3. A network access method as clahned in clahn 1 wherein said hardware identifier is a 

hardware address of a wired network card. 

4. A network access method as clahned in clahn 1 wherein said hardware identifier is a 

hardware address of a wireless network card. 

5. A network access method as clahned in any one of clahns 1 to 4 wherein each said class of 

network services includes network services selected a plurality of web pages, access to Internet site 

and/ or access to other network resources, including network file and print services. 
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6. A network access method as claimed in any one of claims 1 to 5 including the step of 

prompting users outside of class one to enter user and or payment details when said user attempts 

to access web sites outside of said users class of service. 

7. A network access method as claimed in any one of claims 1 to 6 wherein said user of said 

connecting device has provided details including payment details, said method including recording 

network usage by said user. 

8. A network access method as claimed in any one of claims 1 to 7 wherein 

said step of storing unknown hardware identifiers includes the step of recording the time of 

first access; 

said classes further including: 

c. a third class where said hardware identifier has been previously stored but 

the user of said device has not provided details and a defined period of time 

since said first access has expired; 

said step of identifying said class to which an identifier belongs includes the step of 

identifying hardware identifiers in said second class where the defined period of time since said 

first access has expired, and moving said hardware identifiers into a third class; 

and said steps include permitting access to said third class of hardware identifiers to a third 

class of network services and web sites, said third class of service being a sub-set of said second 

class of services. 

9. A network access method as claimed in claim 8 wherein said user of said connecting device 

has provided details including payment details, said method including recording network usage by 

said user, accounting for said network usage by said user, and wherein when said users balance 

exceeds a limit set by said network provider moving said user into said third class. 

10. A network access method as claimed in claim 9 including the step of prompting said user 

for a payment before said users balance exceeds said limit. 

11. A network access method as claimed in claim 10 or claim 11 including the step of 

prompting said user for a payment when said users balance exceeds said limit. 
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12. A network access method as claimed in any one of claims 9 to 11 wherein said limit is zero 

and said payment is a prepayment. 

13. A network access method as claimed in claim 9 including the step of attempting deducting 

an amount from an account provided by said user before moving said user into said third class. 

14. A network access method as claimed in any one of claims 1 to 13 wherein 

said classes further including: 

d. an access denied class where said hardware identifier has been denied 

network access by the network service provider; 

and said steps include prohibiting network access to said access denied class of hardware 

identifiers. 

15. A network access method as claimed in any one of claims 1 to 14 wherein network access 

to said second class of network services is granted until said hardware identifier is detected. 

16. A network access method as claimed in any one of claims 1 to 15 wherein network access is 

charged by network resource consumed. 

1 7. A network access method as claimed in any one of claims 1 to 15 network access is charged 

by data volume. 

18. A network access method as claimed in any one of claims 1 to 15 network access is charged 

by data volume for accessing class one network services. 

19. A network access method as claimed in any one of claims 1 to 15 wherein network access is 

charged by one or a combination of data volume, duration of access or access speed. 

20. A method of providing prepaid access to network services comprising the steps of: 

allowing access to a sub-set of all network services while the hardware address of a 

connecting network device is detected; 

comparing the detected hardware identifier to previously detected and stored hardware 

identifiers; 
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storing unknown hardware identifiers and associating said hardware identifiers with an 

account; 

requesting a payment if the balance of said account is below a set amount; 

incrementing said account balance when a payment is received; 

decrementing said account balance as network services are consuni.ed; and 

allowing a network device access to a set of network resources, said account balance 

determining the set of network services a detected hardware identifier is allowed access to. 

21. A method of providing prepaid access to network services as claimed in claim 20 wherein 

said hardware identifier is a hardware address of a network device. 

22. A method of providing prepaid access to network services as claimed in claim 20 wherein 

said hardware identifier is a hardware address of a wired network card. 

23. A method of providing prepaid access to network services as claimed in claim 20 wherein 

said hardware identifier is a hardware address of a wireless network c::i-rd. 

24. A method of providing prepaid access to network services as claimed in any one of claims 

20 to 23 wherein a network device '\vith an account balance above said set amount is allowed access 

to the full set of network services. 

25. A method of providing prepaid access to network services as claimed in any claim 24 

wherein said set amount is zero. 

26. A method of providing prepaid access to network services as claimed in claim 24 or claim 

25 including the step of requesting a payment before said balance is at or below said limit. 

27. A method of providing prepaid access to network services as claimed in any one of claims 

20 to 26 wherein the set of network services includes a plurality of web pages, access to Internet 

sites and or access to other network resources including network file and print services. 

28. A method of providing prepaid access to network services as claimed in any one of claims 

20 to 27 including the step of requesting a payment when a network device requests network 

services outside of the set which the device is allowed access to. 
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29. A method of providing prepaid access to network services as claimed in any one of claims 

20 to 28 wherein the step of storing unknown hardware identifiers and associating said hardware 

identifiers with an account includes setting a grace period for free access, and wherein said grace 

period status and said account balance detertnine the set of network services a detected hardware 

identifier is allowed access to. 

30. A method of providing prepaid access to network services as claimed in any one of claims 

20 to 29 wherein said account balance is decremented based on a charge for data volume. 

31. A method of providing prepaid access to network services as claimed in any one of claims 

20 to 29 wherein said account balance is decremented based on a charge for access to a sub-set of 

network services. 

32. A method of providing prepaid access to network services as claitned in any one of claims 

20 to 29 wherein said account balance is decremented based on a charge for a combination of data 

volume, duration of access or access speed. 

33. A method of providing prepaid access to network services as claimed in any one of claims 

20 to 32 including the step of denying network access to hardware identifiers tagged as prohibited. 
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INSTALLING PROTECTED SOFTWARE PRODUCT USING UNPROTECTED 

INSTALLATION IMAGE 

CROSS-REFERENCE TO RELATED APPLICATION 

This application claims priority pursuant to 35 U.S.C. § 119(e) to U.S. provisional 

application Serial No. 60/973,781, filed September 20, 2007, which application is 

specifically incorporated herein, in its entirety, by reference. 

BACKGROUND 

1. 

The present disclosure relates to methods and systems for protecting software 

from unauthorized copying and reverse-engineering. 

2. Description of Related Art 

Many different methods of installing software and protecting installed software 

15 exist in the art. As used herein, software protection includes adding copy control and 

anti reverse engineering functionality to an existing application, either before or after it is 

compiled. Such software protection operates to prevent unauthorized copying or 

reverse engineering of the software that is · being protected. As such, software 

protection does not provide core functionality to the end user or drive distribution of 

20 software products, and may require programming expertise different from what is 

needed for the core software to develop. Therefore, protection may often be added to a 

software product after the product's core functionality has been designed, implemented, 

and tested. It is often desired to add software protection after a software product has 

completed testing and has been implemented as an application installation image 

25 configured for installation on client computers. The original installation image, which 
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does not include the desired software protection features, must therefore be altered to 

indude them. 

As used herein, an "installation image" refers to all executable and non

executable data making up a software product application and all of its supporting data 

5 or applications, configured for encoding on a computer-readable medium or for 

transmission to a client for storage on or in a computer-readable medium. As used 

herein, "executable data," "executable code," "software executable," or generally, 

"executable" means that the executable data, code or software is capable of being 

executed by a computer processor after being installed in the computer system. Prior to 

10 being installed, the data, code or software may, or may not, be in executable form. 

Executable software that becomes executable after being installed may nonetheless not 

be executable until installation on is completed. For example, the software executable 

may need to be first decrypted, assembled or decoded during an installation process. 

The installation image makes up the encoded data package that computer users obtain, 

15 for example, when they purchase a software product encoded on an optical disc, or 

download a software application. In each case the installation image includes all of the 

encoded information required to install the software product on a client computer. 

To provide software protection for an existing software product having a 

completed installation image, developers of software protection often rebuild the 

20 installation image of an application to include protected versions of the main software 

components that make up the software product to be protected. This process requires 

a complete rebuild of the target product installation image, and the additional testing, 

quality assurance and time that this entails. Thus, software protection costs may be 

exacerbated by the practice of adding software protection after the application has been 

25 compiled, tested and placed into production. In addition, in such cases the original 

software developers, testers and quality assurance personnel may have become 

unavailable, causing delay in adding the software protection capabilities to the target 

product. For example, addition or software protection may be delayed until the release 

of the next version of the product, resulting in considerable exposure of the unprotected 
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version of the software to the risk of copyright piracy or· unauthorized reverse 

engineering. 

It is desirable, therefore, to provide a method or system for adding software 

protection to an existing application installation image, that overcomes the limitations of 

5 the prior art as exemplified above. 

SUMMARY 

The present technology enables addition of a protected edition of target software 

after the tested installation image of the unprotected software has been installed on a 

computer client, without requiring rebuilding of the installation image for the protected 

10 product. 

An installation image for a software product comprises executable files and non

executable data used by the one or more executable files during operation. One of the 

executable files operates as an installer application for installing the remainder of the 

executable files and data contained in the installation image. In the alternative, or in 

15 addition, one or more applications that are not included in the installation image may 

participate in some part of the installation process. For example, the computer system 

may include a generic installer application that operates to install some or all files and 

data included in the installation image. Installation may include decompressing 

compressed data or executable files, copying decompressed data or executable files to 

20 a computer memory for storage (such as to a hard drive, for example), writing 

information to specific system locations, such as uninstall files or shortcuts, updating 

system registry files, and other operations required to install the application within the 

client computer system as known in the art. It may be desired to provide software 

protection to one or more of the executable files included within the installation image. 

25 These executable files are sometimes referred to herein as "target files" or in the 

singular as a "target file." 

Software protection techniques as known in the art may be applied to the target 

files to produce a corresponding number of protected executable files. The protected 

executable files should operate in the same way as the target files with respect to use of 
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input data, user interface, and interacting with other executable files within the 

installation image. However, the protected executable files may include ancillary 

features that prevent unauthorized copying or reverse engineering, without interfering 

with functionality of the target files. These ancillary features are not present in the 

5 original target files. 

To provide a protected installation image, the present technology embeds or 

adds an existing installation image, including the target files, inside a master installation . 

image that also includes the protected executable files. The master installation image 

contains master executable code for controlling and managing the installation process 

10 as well as a protected version of at least one target software executable. These two 

components work with the components of the original installation image to facilitate the 

installation of a protected version of the target software product. 

Before the addition of the original installation image to the master installation 

image, one or more unprotected target software executables (normally all of the target 

15 software executables for which a protected executable file has been developed) are 

damaged so as to become inoperable. For example, some non-zero number of bits in 

the files may be flipped, set to zero, or set to one, such that the binary code will not 

operate and cannot be reverse engineered. This may be done to ensure that an 

unprotected version of the target software executable (or target software executables) is 

20 never installed in the event that the installation process of the master installation image 

is intentionally or unintentionally interrupted. Conversely, failing to damage the target 

files in the master installation image may create a risk of unauthorized access to a fully 

working unprotected version of the product, such as may occur if the master installation 

process is interrupted. 

25 The master installation image may be configured with an installation executable 

that operates as follows. As used herein, "installation executable" refers to an 

executable application, software, or code configured to perform an installation process 

for other software and/or data. During installation of the master installation image for 

the protected version of the software product, the master installation image may invoke 
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the embedded original installation executable, which, in turn, installs a complete copy of 

the damaged target software executable or executables. In the alternative, or in . 

addition, the master installation executable may invoke an installation executable not 

included in the installation image, for example an installation utility application include in 

5 the computer's operating system, to install the complete copy of the damaged target 

software executable. Therefore, a damaged version of the original target software 

executable is first installed. After the original installation executable has completed 

execution, the master installation executable code replaces the damaged version of the 

original target software executable with the protected version of the target software 

10 executable, thereby completing the installation of a protected version of the software 

product, installed on the .client computer and ready for use by the end user of the 

software. 

A more complete understanding of the system and method for installing a 

protected software product will be afforded to those skilled in the art, as well as a 

15 realization of additional advantages and objects thereof, by a consideration of the 

following detailed description. Reference will be made to the appended sheets of 

drawings which will first be described briefly. 

BRIEF DESCRIPTION OF THE DRAWINGS 

Fig. 1 shows an exemplary computer system in which various aspects of the 

20 present technology may be implemented. 

Fig. 2A is a block diagram showing exemplary elements of an installation image 

and related elements prior to being embedded inside a master installation image. 

Fig. 28 is a block diagram showing exemplary elements of a master installation 

image with the embedded original installation image shown in Fig. 1A. 

25 Fig. 3 is a flow chart showing an exemplary process flow implemented by 

operation of a master installation image on a client computer. 

Fig. 4 is a flow chart showing an exemplary method for preparing a master 

installation image. 

LA2:498388.2 - 5 -
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DETAILED DESCRIPTION 

The novel technical solution. disclosed herein overcomes the limitation of the prior 

art to regarding installation of newly protected software products. In the detailed 

description that follows, like element numerals are used to indicate like elements 

5 appearing in one or more of the figures. 

Fig. 1 shows an exemplary client-server system 100 in which various aspects of 

the present technology may be implemented. A client computer 102 niay include 

processor, memory, 1/0, and other components as known in the art, and one or more 

devices for reading and/or writing to a computer-readable medium 104. For example, 

10 the client 102 may comprise an internal magnetic media hard drive, a DVD or CD-ROM 

optical drive, and a USB port for connecting to a flash memory drive. The client may 

also include processor memory 106 used for operating one or more software 

applications as described herein. In general, software applications are designed to 

receive some form of input from an external device or process, and process the input to 

15 provide some tangible output to an output device or to another process. For example, 

an application may be designed to receive keyboard input from a keyboard 108, 

process the input, and provide output to a display device 110, such as a computer 

monitor. Optionally, the client 102 may be adapted to connect to a wide area network 

112 or other computer network for communicating with one or more other computers, 

20 for example a server 114. Server 114 may comprise a computer with components as 

known in the art, including, for example, a device for reading and/or writing to a 

computer-readable medium 118, processor memory 116 for operating one or more 

applications, at least one input device 120 and a display device 122. In application of 

the present technology, a server such as server 114 may be used to prepare a master 

25 installation image, which may be transmitted to one or more clients such as client 102 

via a wide area network or other communications network, or physically transported to 

the client on a tangible computer-readable medium. 

An exemplary configuration and operation of a master installation image is shown 

in Figs. 2A, 2B and 3. Figs. 2A-2B show exemplary components of a protected 
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software installation image. An original compiled installer component may be produced· 

in the form of an installation image file 200, sometimes referred to herein as an original 

installation image, that contains at least one target software executable 206 and a 

combination of additional files and data 208. The target software executable 206 may 

5 be in the form of a binary-coded file or file portion configured to be loaded into a 

processor memory and thereby cause a client computer to carry out the processes for 

any desired application, as known in the art. Data, in contrast, is not executable and 

may be used as input for an application-driven computer process, and/or may represent 

output from the computer process. Some additional executable code 210 may placed in 

10 the installation image so as to load prior to loading the target software executable 206 to 

control and manage an installation process. In the alternative, or in addition, the 

installation image may be configured for installation by a pre-existing installer 

application on the target computer, which may obviate the need for an installation 

executable in the installation image itself. An installation process may include, for 

15 example, decompressing compressed data or executable files from the installation 

image 200, copying decompressed data or executable files to a computer memory for 

storage, writing information to specific system locations, such as uninstall files or 

shortcuts, updating system registry files, and other operations required to install the 

application within the client computer system, as known in the art. The installation 

20 executable 210 and target software executable may comprise two or more separate 

files, or in the alternative, may be integrated into a single file or portion of the installation 

image 200. After installation, the target software executable 206 may comprise one or 

more separate files within a file system of the target computer. 

The target software executable 206 included in the original installation image 

25 may lack certain desired software protection features, and therefore it is desired to 

update it with a more thoroughly protected version. The original executable 206 may 

have some protection features; it need not be entirely devoid of such features. 

To update the installation image 200 with improved protection features present in 

a protected version 215 of the target software executable, a new master installation 
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executable 202 may be created. The protected software executable 215 should not 

include any changes thatwill affect operation of the executable in relation to the data 

208 or installation configuration implemented by the installer 210, or in the alternative, 

by an external installation utility, if used. If such changes are necessary, the technical 

5 solution described herein may have unpredictable results, and is not recommended. 

The present solution addresses circumstances wherein the addition of desired 

protection features does not change operational features of the target software 

executable with respect to the original installation image configuration. 

The new master installation image 202 may be assembled by embedding or 

10 integrating the original compiled installation image 200 that includes all the components 

of the compiled installer in their compiled state for installation in addition to a protected 

version of the target software executable 215, which may operate in the same way as 

the target software executable 206 with the addition of protection ·capabilities. The 

master installation file 202 may also comprise additional master installation executable 

15 code 214 configured to load and execute with the highest priority within the master 

installation image 202, to initiate, control and manage the installation process as 

explained in more detail below in connection with Fig. 3. Initially, the master installation 

executable code 214 may be configured to trigger the original compiled executable file 

200 which, in turn, controls and manages its own installation process. 

20 Before the original compiled installation image 200 is integrated with the master 

installation image 202, the target software executable 206 contained in the installation 

executable 200 may be damaged to transform it into a damaged executable file 213. 

This may be done to ensure that after installation, the target software executable in its 

damaged state 213 will not run and cannot be decompiled, in case the installation 

25 process carried out by the master installation image 202 is somehow interrupted. 

Damage may be done in a random, irreversible manner so that the original file cannot 

be restored by someone who possesses or guesses the algorithm used to damage the 

target software executable. For example, a damage algorithm may randomly select and 

flip the value of bits within the target software executable, thereby corrupting it, 
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rendering it inoperable and impossible to decompile. As such, damaging the file, which 

irreversible corrupts the executable file, is distinct from encryption, which places the file 

in a temporarily inoperable state ,that may be reversed by anyone possessing a 

decryption key.· Of course, instead of damaging the target software executable 206 to 

5 produce a damaged executable 213, the target software executable may be left 

undamaged or merely encrypted. These alternatives, however, may entail increased 

risk of unauthorized use. The master installation image may be used to delete or 

overwrite the damaged executable 213, so there should be no reason to preserve its 

operability. 

10 After being assembled, the master installation image 202 may comprise one or 

more files made up of component parts, as follows. The installation image 202 may 

comprise a master installation executable file or file portion, which is configured to 

initiate and control the master installation process. The installation image· 202 may 

further comprise the protected version 215 of the target software executable, the 

15 original installation executable 210, the damaged original (unprotected) target software 

executable 213, and the original data 208. 

Fig. 3 shows exemplary steps of an installation method 300 such as may be 

implemented by a master installation image operating on a client computer. Method 

300 may be initiated by running the master installation image, which may be configured 

20 to operate first when after the master installation image is copied to the client computer 

and selected for installation by a computer user, or automatically run. Upon initializing, 

the master installer application may execute the original installer executable at 304 or 

external installation application if applicable, and also initiate a wait process 310 that 

waits for the original installer application to complete execution. At 306, the original 

25 installer application may install all files from the original installation image, which may 

include a damaged version of the target application main executable, or in the 

alternative, an undamaged or encrypted version. When the original installer application 

completes execution at 308, the master installer monitoring process 310 may trigger a 

replacement process 312, that replaces the damaged version of the target software 
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executable (or in the alternative, the undamaged or encrypted original target software 

executable) with the protected version of the original target software executable. For 

example, the replacement process may overwrite the damaged target software 

executable with the protected version of the target software executable having .an 

5 identical file name in the client file system, or may delete the original target software 

executable from the file system and then write the protected version of the target 

software executable, having a filename identical to the deleted file, to the client file 

system. The target software executable may comprise more than one file, in which 

case each file may be replaced by a protected version of the file under the same file 

10 name. Subsequently the master installer application completes execution 314 and 

terminates. The result of method 300 should be that the protected application version is 

installed on the client system with all necessary data, registry entries, DLL files, and 

other system files necessary to facilitate proper operation of the application on the · 

client, and the original target software executable no longer exists in the client computer 

15 system as an operable file. It may still exist on the client as part of the master 

installation image, if the master installation image is not deleted. However, if damaged 

as disclosed herein, it cannot be extracted for unauthorized use. 

Fig. 4 shows exemplary steps 400 for preparing a master installation image, in 

accordance with the foregoing. The master installation image may be prepared, for 

20 example, using a server for distribution to multiple target clients. At 402, the server may 

receive a copy of the original installation image. This may be the original image as 

prepared for distribution by the original software developers. A protected version of the 

target software executable may be received by the server at 404. This should possess 

the attributes described above, and may be prepared as known in the art of software 

25 protection. Methods for coding software protection features are not the concern of the 

present disclosure, and are known in the art. At 406, a master installation executable 

for the master installation image may be prepared and received for use by the server. 

The master installation executable should be programmed to incorporate the essential 

features diagrammed in Fig. 3 .and otherwise disclosed herein. At 408, the original 
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target software executable included in the original installation image may be disabled, 

that is, damage as described above. For example, randomly selected bits in the 

executable may be flipped. An algorithm may be employed to randomly select and flip 

the bits in a pattern sufficiently complex and massive so as to make repair of the target 

5 software executable virtually impossible. For example, if the target software executable 

comprises 108 bits of data, the algorithm may flip 10 bits at each of, for example, 1000 

randomly selected locations. At 410, the server may be used to assemble the master 

installation image as diagrammed in Fig. 28. The finished master installation image 

may be output 412, for example, by transmitting to a target client or by encoding on a 

10 computer-readable medium. In general, the server may transmit multiple copies of the 

master installation image to a corresponding number of target clients via a network 

connection. In the alternative, or in addition, duplicate copies of the master installation 

image may be encoded on optical discs or in flash memory devices for physical 

distribution to target clients. 

15 Having thus described exemplary embodiments for installing a protected 

software product using an unprotected installation image, it should be apparent to those 

skilled in the art that certain advantages of the within system have been achieved. It 

should also be appreciated that various modifications, adaptations, and alternative 

embodiments thereof may be made without departing from the scope and spirit of the 

20 present technology. For example, methods and systems for installing a single target 

software executable have been illustrated, but it should be apparent that the novel 

concepts described above may be applied by one of ordinary skill to multiple 

executables within an installation image to thereby realize the benefits described herein. 

The following claims define the scope of what is claimed. ·· 
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CLAIMS 

What is Claimed is: 

1. A method for installing a protected software product using an unprotected 

installation image, comprising: 

5 initiating an installation process on a client computer system for 

10 

installation of a protected software product; 

in response to initiating the installation process, installing an unprotected 

software executable file included in a first installation image into the client computer 

system; 

deleting the unprotected software executable from the client computer 

system after installing the unprotected software and before terminating the installation 

process; and 

writing a protected version of the software executable to a memory of the 

client computer in place of the unprotected software executable that is deleted from the 

15 client computer system, to complete installation of the protected software product. 

2. The method of claim 1, wherein installing the unprotected software 

executable file includes installing only a damaged version of the unprotected software 

executable that is deliberately damaged so as to be inoperable. 

3. The method of claim 1, wherein installing the unprotected software 

20 executable file is performed using an installation executable included in the first 

installation image. 

4. The method of claim 1, wherein writing the protected software executable 

to the memory comprises saving the protected software executable as an executable 

file in a file system of the client computer. 
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5. The method of claim 4, wherein saving the protected software executable 

as an executable file comprises assigning a file name to the executable file that is 

identical to a prior file name previously used to save the unprotected software 

executable in the file system. 

6. The method of claim 5, wherein writing the protected software executable 

as an executable file causes the unprotected software executable to be overwritten and 

deleted from the file system. 

7. The method of claim 1, wherein initiating the installation process is 

performed using a second installation image comprising the first installation image, the 

10 protected software executable, a first executable for initiating the installation process, 

and second executable for writing the protected version of the software executable to 

the client memory. 

8. The method of claim 1, further comprising reading the installation image 

from a computer-readable medium. 

15 9. The method of claim 1, further comprising receiving the installation image 

20 

at the client computer from a remote server. 

10. A computer-readable medium encoded with instructions comprising: 

initiating an installation process on a client system for installation of a 

protected software executable; 

in response to initiating the installation process, installing an unprotected 

software executable file included in a first installation image into the client computer 

system; 

deleting the unprotected software executable from the client system after 

installing the unprotected software and before terminating the installation process; and 

25 writing the protected software executable to a memory of the client 

computer in place of the unprotected software executable that is deleted from the client 

computer system, to complete installation of the protected software product. 

LA2:498388.2 - 13 -
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11. The computer-readable medium of claim 10, further encoded with 

instructions for installing only a damaged version of the unprotected software 

executable that is deliberately damaged so as to be inoperable. 

12. The computer-readable medium of claim 10, further encoded with 

5 instructions for installing the unprotected software executable file using an installation 

executable included in the first installation image. 

10 

13. The computer-readable medium of claim 10, further encoded with 

instructions for saving the protected software executable as an executable file in a file 

system of the client. 

14. The computer-readable medium of claim 13, further encoded with 

instructions for assigning a file name to the executable file that is identical to a prior file 

name previously used to save the unprotected software executable in the file system. 

15. The computer-readable medium of claim 13, further encoded with 

instructions for writing the protected software executable as an executable file, thereby 

15 causing the unprotected software executable to be overwritten and deleted from the file 

system. 

16. The computer-readable medium of claim 13, further encoded with 

instructions for initiating the installation process using a second installation image 

comprising the first installation image, the protected software executable, a first 

20 executable for initiating the installation process, and second executable for writing the 

protected software executable to the client memory. 

LA2:498388.2 - 14 -
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17. A method for altering an unprotected software installation image to install 

a protected software version of an unprotected executable file included in the 

installation image, instead of installing the unprotected executable file, the method 

comprising: 

receiving a first installation image configured for installing a first 

executable file in a target computer; 

receiving a second executable file that is identical in function to the first 

software executable file except for incorporating additional code configured to protect 

the second executable file from unauthorized use; 

10 receiving a third executable file configured for replacing the first 

executable file with the second executable file in a computer-readable medium, in 

response to completion of installation of the first executable file in the computer

readable medium; and 

integrating the first installation image, the second executable file, and the 

15 third executable file to produce a second installation image configured for installing the 

second executable file instead of the first executable file. 

20 

25 

18. The method of claim 17, further comprising receiving a fourth executable 

file configured for initiating operation of the first installation image on the target 

computer. 

19. The method of claim 18, further comprising integrating the fourth 

executable file into the second installation image. 

20. The method of claim 17, further comprising disabling the first executable 

file included in the second installation image so as to render the first executable file 

inoperable. 

21. The method of claim 20, further comprising irreversibly altering information 

in the first executable file to disable the first executable file. 
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22. The method of claim 20, further comprising randomly altering information 

in the first executable file to disable the first executable file. 

23. The method of claim 17, further comprising transmitting the second 

installation image to a target computer. 

5 24. The method of claim 17, further comprising writing the second installation 

image to a computer-readable medium. 
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SYSTEM AND METHOD FOR AD.nJSTABLE LICENSING OF DIGITAL 
PRODUCTS 

Cross-Reference to Related Application(s) 

This application claims priority pursuant to 35 U.S.C. § 119(e) to U.S. 

Provisional Application No. 601 988,778, entitled "SYSTEM FOR ADJUST ABLE 

DIGITAL LICENSING OVER TIME," filed November 17, 2007, which application is 

10 specifically incorporated herein, in its entirety, by reference. 

Background of the Invention 

Field of the Invention 

The present application relates generally to managing software use, and more 

15 specifically to systems and methods to enable the monitoring and adjusting software 

usage under a software license. 

Description of the Related Art 

A common capability of digital product license systems is the ability to control 

20 how many devices are allowed to be used with each product license which is usually 

sold to an individual customer or company. For example U.S. Patent No. 5,490,216 

refers to a system where a license is given to an individual, but in turn that license is 

linked to a specific personal computer thereby limiting the copyTight holders exposure 

to copyright abuse if the user decided to share their license with other unauthorized 

25 users. 

A problem that has arisen over time is the fact that consumers of software have 

normal patterns of use that include the installation and use of digital products on 

multiple devices. For example a person may wish to buy software and use it on three 

computers at their home, a computer at work, a mobile computer and the computers at 

30 their holiday home and their parent's house. In addition to these uses, computers are 

also bought, sold and replaced so over time maybe two or three times this number of 

1 
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computers may be used by the user over time with a legitimate need to install and use 

the software on every computer. 

Publishers of digital products have a dilemma in that they may want their 

customers to receive the normal freedom to use the software that they have purchased 

5 but they also do not want the software licenses to be freely shared amongst eni:l users or 

even in worst case shared anonymously over the Internet resulting in massive piracy and 

copyright abuse of the product. 

To solve this problem some publishers have set a relatively high device to 

license ratio in their control systems in the hope that customers will not exceed the 

10 maximum number of devices per license. An example of this is Apple iTunes which 

enables customers to play a purchased music file on up to a preset number (e.g.> five) of 

devices (e.g., PCs) per license before being requested to buy an additional license. They 

have also implemented a system that allows customers to turn off the license rights of 

individual devices with regard to a specific music file license and therefore free up that 

15 device installation so that the music file can be used on one additional device. 

While this method does go some way to appeasing the problem of a normal 

customers usage expectations, it does not take into consideration the normal attrition 

that occurs with the purchase and upgrade of personal computing devices or the like and 

places an expectation on the user to go through a number of involved steps to retain 

20 their rights to use the software. Accordingly, there is a need for an improved technique 

for allowing for a changing number of device installations on a per license basis over 

time. 

25 

Summary of the Invention 

The following presents a simplified summary of one or more embodiments in 

order to provide a basic understanding of such embodiments. This summary is not an 

extensive overview of all contemplated embodiments, and is intended to neither identify 

key or critical elements of all embodiments nor delineate the scope of any or all 

embodiments. Its sole purpose is to present some concepts of one or more embodiments 

30 in a simplified form as a prelude to the more _detailed description that is presented later. 
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In accordance with one or more embodiments and corresponding disclosure 

thereof, various aspects are described in connection with adjusting a license for a digital 

product over time. The license may comprise at least one allowed copy count 

corresponding to a maximum number of devices authorized for use with the digital 

5 product. In one embodiment, a system for adjustable licensing includes: a 

communication module for receiving a request for authorization to use the digital 

product from a given device; a processor module in operative communication with the 

communication module~ and a memory module in operative communication with the 

processor module. 

10 The memory module may include executable code for the processor module to: 

(a) verify that a license data associated with the digital product. is valid based at least in 

part on a device identity associated with the given device; and (b) in response to the 

device identity already being on a record, allow the digital product to be used on the 

given device. 

15 The memory module may further include executable code for the processor 

module to: ( c) in response to the device identity not being on the record, set the allowed 

copy count to a first upper limit for a firsttime period; ( d) calculate a device count 

corresponding to total number of devices already authorized for use with the digital 

product; and ( e) when the calculated device count is less than the first upper limit, allow 

20 the digital product to be used on the given device. 

In related aspects, the processor module may be adapted to: (a) in response to the 

device identity not being on the record, after the first time period has expired, set the 

allowed copy count to a second upper limit for a second time period; (b) recalculate the 

device count; and/or (c) when the recalculated device count is less than the second 

25 upper limit, allow the digital product to be used on the given device. For example, the 

second time period may comprise a defined number of days since the initial 

authorization. The processor module may be adapted to, in response to the calculated 

device count equaling the second upper limit, send a warning regarding the allowed 

copy count to the given device. The processor module may be adapted to, in response to 

30 the calculated device count exceeding the second upper limit, deny the request for 

authorization. 

3 
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In further related aspects, the processor module may be adapted to: (a) in 

response to the device identity not being on the record, after the second time period has 

expired, set the allowed copy count to a third upper limit; (b) recalculate the device 

count; and (c) when the recalculated device count is less than the third upper limit, 

5 allow the digital product to be used on the given device. The processor module may be 

adapted to, in response to the calculated device count equaling the third upper limit. 

send a warning regarding the allowed copy count to the given device. The processor 

module may be adapted to, in response to the calculated device count exceeding the 

third upper limit, deny the request for authorization. 

10 To the accomplishment of the foregoing and related ends, the one or more 

embodiments comprise the :features hereinafter fully described and particularly pointed 

out in the claims. The following description and the annexed drawings set forth in 

detail certain illustrative aspects of the one or more embodiments. These aspects are 

indicative, however, of but a few of the various ways in which the principles of various 

15 embodiments may be employed and the described embodiments are intended to include 

all such aspects and their equivalents. 

Brief Description of the Drawings 

Figure 1 is an exemplary set of license rules that may be implemented to adjust 

20 the number of device installations on a per license .basis over time. 

Figure 2 shows an exemplary approach for adjusting a license for a digital 

product. 

Figure 3A shows one embodiment for a method for adjusting a license for a 

digital product. 

25 Figure 3B shows several sample aspects of the method shown in Figure 3A. 

Figure 4 shows one embodiment for a system for adjusting a license for a digital 

product. 

Detailed DescriptiQll 

30 Various embodiments are now described with reference to the drawings, wherein 

like reference numerals are used to refer to like elements throughout. In the following 

4 
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description, for purposes of explanation, numerous specific details are set forth in order 

to provide a thorough understanding of one or more embodiments. It may be evident, 

however, that such embodiment(s) can be practiced without these specific details. In 

other instances, well-known structures and devices are shown in block diagram form in 

5 order to facilitate describing one or more embodiments. 

The techniques described herein allow for a changing number of device 

installations on a per license basis over time. Aspects of the techniques may include a 

customer feedback system that warns a user when they are nearing the limit of their 

device installation ceiling for their license. An example scenario could be as follows. A 

10 software publisher wants to commence distribution of a software product and to 

minimize unauthorized copying of their software, Their license may state that the 

publisher authorizes the user to use their software on up to, for example, five devices, 

but that the publisher reserves the right to increase this limit at their own discretion. The 

customer installs the software on the three computers they have at home. Each time the 

15 software connects to a license management server controlled by the publisher over the 

Internet to ensure that the device limit for the individual license has not been exceeded. 

The customer may choose to install the same software on their personal 

computer (PC) at work. Upon contacting the publishers license management server over 

the Internet a message is displayed to the user warning them that they are nearing the 

20 limit of their device count for their license. 

Two weeks later the user wishes to install their software on the two computers 

they ovvn at the customers holiday home. If the publisher uses the proposed invention 

the maximum number of devices for the license may have been adjusted to 

accommodate a reasonable small increase in the number of devices linked to a specific 

25 license and both PCs may be allowed to install and run even though the publishers 

stated device limit per license is five. 

Then tlu-ee months later, the user experiences water damage from a flood in their 

house and a new PC is purchased. Upon installation of the protected software the 

invention will allow the user to obtain additional device installations from the 

30 publishers license management server for the same license (e.g., up to a total of seven 

devices) even though the device limit is initially set to five. However, if that user shares 

5 
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their license with all the computer users in a college dormitory, the invention can be set 

to stop wholesale abuse of the license terms, as described in further detail herein. 

In accordance with one or more aspects of the embodiments described herein, 

there is provided a system for adjustable digital licensing over time allows a software 

5 user to increase the number of devices they can use with a particular software license 

over the period of ownership of that license. The terms or rules 60 of an exemplary 

software license are shown in Figure 1. For example, initially, the publisher or 

distributor of the software sets rules 60 that govern the use of the software on a specific 

number of devices. The number of devices allowed to run the software in an authorized 

10 or enabled state may increase over time to reflect the normal usage pattern of software 

users where the user adds devices, replaces or upgrades devices over time. The rules 60 

may reflect this pattern of an increasing number of devices authorized over time. For the 

first five days of the users use of the software a total of five devices can be authorized 

on new devices. For the next twenty-five days until the thirtieth day after first 

15 authorization, the user is allowed to authorize a total of seven new devices. After the 

first thirty days an additional four devices can be authorized, delivering the maximum 

number of copies on separate devices under the license which, in this example 

embodiment, is eleven. 

It is noted that the various numbers used to describe the embodiments herein, 

20 such as, for example, the allowed copy counts, the maximum number of devices 

authorized for use, the upper limit on the number of devices for a given time period, or 

the like, are purely exemplary, and that other numbers, data, values, or algorithms may 

be used in lieu of the exemplary numbers herein. 

In related aspects, Figure 2 shows an example embodiment of a software system 

25 that is designed to manage and implement the rules under a license, such as, for 

example, the licensing tenns 60 described in Figure 1. Device locked license systems 

such as described in U.S. Patent No. 5,490,216, entitled "SYSTEM FOR SOPTWARE 

REGISTRATION," which is specifically incorporated herein, in its entirety, by 

reference, allow a software license to be locked to a license agreement and specific 

30 authorized device~. With continued reference to Figure 2, there is shown a system 

comprising a device 50 that requests authorization via a software process, and a 

6 
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licensing authority 55 that may be a software system that represents the publisher or 

distributors interests and regulates the number of devices that can be used with each 

license. 

Typically the device 50 requesting authorization collects license related 

5 information 10 and unique device identifying information 11, compiles the collected 

information into a communication and sends it to the authorization authority 55. Upon 

receipt of this communication from the device 50, the license authority 55 checks that 

the license information is valid (step 13). If the request fails, an authorization is 

disallowed (step 14) and the device based software is sent a message to this effect. In 

10 practice this may involve further action by the device based software to notify the user 

of the failure to authorize and then either terminate the software or allow the software to 

continue in some form of trial mode or the like. 

If the request for authorization 12 includes license information/data that is valid, 

the license information checking process (at step 13) will pass and the requesting 

15 devices unique identity information 11 is checked to see if it exists in the database of 

prior authorizations 15. If the device identity exists (step 16), meaning that the software 

has been successfully registered on the same device in the past, then according to the 

license terms 60 for the software a re-authorization is automatically allowed (step 17). A 

communication allowing the software to continue in an authorized state is passed to the 

20 requesting device software 50 and the software on the device is subsequently authorized 

(step 18) and allowed to run. 

If the unique identity of the device 11 is not in the authorization database 15 of 

previous device requests, then the licensing authority 55 checks to see if the new 

authorization request is the first request or is a subsequent request that has occurred in 

25 the first five days from the date of the first successful authorization (step 19). 

At step 19, if the request is within the first five day period, the authorization 

database 15 is consulted for a count of how mru1y successful authorizations for new 

devices have been allowed. Under the license rules 60, if the device count is less than 

five then a message is sent to the request device that allows the software to continue in 

30 an authorized state (step 18). If the device count is equal to five then the licensing 

authority 55 may send a message to the requesting device 50 allowing the device to run 

7 
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in an authorized state (step 18), but also may optionally inform the user that the limit of 

the number of devices available to run under this license has been reached and that 

subsequent requests for authorization may be denied in the short term (step 22). 

If the count of devices authorized for use with the specific license 10 is greater 

5 than five (step 23), then the licensing authority 55 sends a message denying 

authorization (step 25) and the user is optionally notified that the limit of devices that 

can be authorized with their license terms has been exceeded (step 24 ). In practice, the 

software on the requesting device 50 may subsequently terminate the software or may 

allow the software to run in a limited trial mode if this is available. 

10 If the number of days since the first authorization of a device for the license 10 is 

not less than six (step 19), then the licensing authority tests the time elapsed from the 

first successful authorization to see if it is less than thirty-one days since the date and 

time of the first successful authorization (step 26). If this test at step 26 is successful 

(i.e., if the time elapsed since the first successful authorization is less than thirty-one 

15 days), then a test is made to see if the count of successfol new device authorizations is 

less than seven (step 27). If this is so, a communication is made to the requesting device 

50 authorizing the device 50 to run the software (step 28). If the new device count is 

equal to seven (step 29), then the user is warned that their device limit has been reached 

(step 30) and the device 50 is subsequently authorized to run (step 28). 

20 However, if the new device count is greater than seven (step 31), a 

communication is made to the requesting device 50 that the authorization is denied (step 

33) and optionally the user is notified that their license device count has been exceeded 

(step 32). 

If the number of days since the first successful authorization is greater than thirty 

25 days (step 34), the device count for the license 10 is checked in the authorization 

database 15 and the device count for the license 10 retrieved. If the number of 

successful new device authorizations is ten or less (step 35), then the device 

authorization is allowed (step 36). If the device count is equal to eleven (step 37), then 

the user is optionally warned that they have reached the limit (step 38) and the device 50 

30 is authorized to run (step 36). 

8 
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However if the device count is greater than eleven (step 39), then a 

communication is made to the requesting device 50 that the user be optionally notified 

that the maximum number of allowed devices under terms of the license has been 

exceeded (step 40) and the authorization is denied (step 41 ). 

The result is a license system that allows consumers of software to load their 

software on new or replacement devices as they are purchased over time without 

exposing the publisher to copying abuses that is common amongst software pirates and 

casual software copiers. 

In one alternative embodiment, there is provided a license management system 

10 that is linked to a fixed calendar date rather than the date of first successful 

authorization. This approach can be used for marketing and distribution purposes such 

as specifying specific periods of high copy counts to encourage word of mouth and user 

to user sharing but later restricting the device count to encourage people to begin paying 

for copies that have been intentionally shared. 

15 It is noted that the example embodiment of Figures 1and2 is simple for the 

purposes of understanding but can include any number of evaluation periods, not just 

the five, thirty and unlimited day periods described in the example. Also the number of 

notification stages can be indefinitely expanded, for example the user could be given a 

polite message encouraging them to be careful with making copies when they are two 

20 copies away from their count limit and a stronger message when it is their last copy 

before being denied authorizations. Messages could also optionally tell the user how 

many days they have to wait before additional device authorizations will be available. 

It is further noted that in Figure 1 and 2 the allowed copy count increases over 

time. An alternative embodiment could be used where the allowed copy count decreases 

25 over time. This may be useful in a situation, for example, where the publisher supplies 

their software with a fairly open device count license rule but discovers individual 

instances of copy abuse and decides to limit the license terms of those specific licenses. 

The described system could also be used with authorizations for software that is 

rented or otherwise allowed to be used for a specific period of time or number of uses 

30 rather than indefinitely as in the example embodiment of Figures 1 and 2. 
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Another alternative embodiment of the above scenarios could include an 

algoritlun rather than an arbitrary value in calculating both the time period for the 

calculation of the device count, and the device count related to that specific measured 

time period. For example, the algorithm for the available device count could be equal to 

5 the number of elapsed days since the first successful activation divided by five in 

brackets plus five. Using the example algorithm a device count of five would be 

available from day one, and a device count of eleven at day thirty and so on. 

In yet another alternative embodiment, the techniques described herein may be 

used for security applications where access is granted to data or some other valuable or 

10 important item as a result of a successful authorization rather than in the example of 

Figures 1 and 2 where it is a license that is being granted. 

In accordance with one or more aspects of the embodiments described herein, 

there is provided a method for adjusting a license for a digital product over time. The 

license rules may comprise at least one allowed copy count corresponding to a 

15 maximum number of devices authorized for use -vvith the digital product. With reference 

to the flow chart shown in Figure 3A, there is provided a method 300 that may involve 

receiving a request for authorization to use the digital product on a given device (step 

310). The method 300 may further involve verifying that a license data associated with 

the digital product is valid based at least in part on a device identity associated with the 

20 given device (step 320). 

In response to the device identity already being on a record, the method 300 may 

involve allowing the digital product to be used on the given device (step 330)_ Jn 

response to the device identity not being on the record, the method 300 may involve 

setting the allowed copy count to a first upper limit for a first time period after an initial 

25 authorization of the digital product (step 340). The method 300 may further involve 

cakulating a device count coffesponding to total number of devices already authorized 

for use with the digital product (step 350), and when the calculated device count is less 

than the first upper limit, allowing the digital product to be used on the given device 

(step 360). 

30 With reference to Figure 3B, in one embodiment, the method 300 may also 

involve, in response to the device identity not being on the record, after the first time 

10 
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period has expired, setting the allowed copy count to a second upper limit for a second 

time period (step 370). The method 300 may further involve recalculating the device 

count (step 372), and when the recalculated device count is less than the second upper 

limit, allowing the digital product to be used on the given device (step 374). 

With continued reference to Figure 3B, at step 380, the metho<l 300 may also 

involve, in response to the device identity not being on the record, after the second time 

period has expired, setting the allowed copy count to a third upper limit. The method 

300 may further involve recalculating the device count (step 382), and when the 

recalculated device count is less than the third upper limit, allowing the digital product 

10 to be used on the given device (step 384). 

In accordance with one or more aspects of the embodiments described herein, 

there is provided a system for adjusting a license for a digital product over time. For 

example, the license rules may comprise at least one allowed copy count corresponding 

to a maximum number of devices authorized for use with the digital product. With 

15 reference to the flow chart shown in Figure 4, there is provided a system 400 that may 

include: a communication module 410 for receiving a request for authorization to use 

the digital product from a given device; a processor module 420 in operative 

communication with the communication module; and a memory module 430 in 

operative communication with the processor module. 

20 The memory module 430 may include executable code for the processor module 

to: (a) verify that a license data associated with the digital product is valid based at least 

in part on a device identity associated with the given device; and (b) in response to the 

device identity already being on a record, allow the digital product to be used on the 

given device. The memory module 430 may further include executable code for the 

25 processor module to: (c) in response to the device identity not being on the record, set 

the allowed copy count to a first upper limit for a first time period (e.g., a time period 

after an initial authorization of the digital product); (d) calculate a device count 

corresponding to total number of devices already authorized for use with the digital 

product; and (e) when the calculated device count is less than the first upper limit, allow 

30 the digital product to be used on the given device. While the various steps or tasks 

described herein, e.g., steps (a) through (e) above, sometimes involve having executable 

11 
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code stored in the memory module 430, it is noted that the processor module 420 may 

otherwise be adapted to perform such steps/tasks. 

In related aspects, the digital product may comprise software, and/or the given 

device may comprise a PC or the like. The license data may comprises information that 

5 may be used to verify whether the license for the digital product is valid. The record 

may comprise an authorization database. In further related aspects, the first time period 

may comprises a defined number of days since the initial authorization. For example, 

the defined number of days may comprise six days since the initial authorization, and 

the first upper limit may comprise five authorized devices. In yet further related aspects, 

10 the processor module 420 may comprise one or more processor, and may be adapted to, 

in response to the calculated device count equaling the first upper limit, send a warning 

regarding the allowed copy count to the given device. The processor module 420 may be 

adapted to, in response to the calculated device count exceeding the first upper limit, 

deny the request for authorization. 

15 In further related aspects, the processor module 420 also be adapted to: (a) in 

response to the device identity not being on the record, after the first time period has 

expired, set the allowed copy count to a second upper limit for a second time period; (b) 

recalculate the device count; and/or (c) when the recalculated device count is less than 

the second upper limit, allow the digital product to be used on the given device. The 

20 second time period may comprise a defined number of days since the initial 

authorization. For example, the defined number of days may comprise thirty-one days 

since the initial authorization, and the second upper limit may comprise seven 

authorized devices. The processor module 420 may be adapted to, in response to the 

calculated device count equaling the second upper limit, send a warning regarding the 

25 allowed copy count to the given device. The processor module 420 may be adapted to, 

in response to the calculated device count exceeding the second upper limit, deny the 

request for authorization. 

In yet further related aspects, the processor module 420 also be adapted to: (a) in 

response to the device identity not being on the rec.:ord, after the second time period has 

30 expired, set the allowed copy count to a third upper limit; (b) recalculate the device 

count; and (c) when the recalculated device count is less than the third upper limit, 
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allow the digital product to be used on the given device. The third upper limit comprises 

eleven authorized devices. The processor module 420 may be adapted to, in response to 

the calculated device count equaling the third upper limit, send a warning regarding the 

allowed copy count to the given device. The processor module 420 may be adapted to, 

5 in response to the cafoulated device count exceeding the third upper limit, deny the 

request for authorization. 

It is noted that the system 400 may optionally include: a means 450 for verifying 

that a license data associated with the digital product is valid based at least in part on a 

device identity associated with the given device; a means 460 for, in response to the 

10 device identity already being on a record, allowing the digital product to be used on the 

given device; a means 470 for, in response to the device identity not being on the record, 

setting the allowed copy count to a first upper limit for a first time period (e.g. a time 

period after ru1 initial authorization of the digital product); a means 480 for calculating a 

device count corresponding to total number of devices already authorized for use with 

15 the digital product; and/or a means 490 for, when the calculated device count is less 

than the first upper limit, allowing the digital product to be used on the given device. 

It is also noted that the system 400 may optionally include: a means for, in 

response to the device identity not being on the record, after the first time period has 

expired. setting the allowed copy count to a second upper limit for a second time period; 

20 a means for recalculating the device count; and/or a means for, when the recalculated 

device count is less than the second upper limit, allowing the digital product to be used 

on the given device. It is further noted that the system 400 may optionally include: a 

means for, in response to the device identity not being on the record, after the second 

time period has expired, setting the allowed copy count to a third upper limit; a means 

25 for recalculating the device count; and/or a means for, when the recalculated device 

count is less than the third upper limit, allowing the digital product to be used on the 

given device. The at least one processor of processor module 420, in such case, may be 

in operative communication with the means 450, 460, 470, 480, and 490 via a bus 440 

or similar communication coupling. The processor module 420 may effect initiation 

30 and scheduling of the processes or functions perfonned by the means 450, 460, 470, 

480, and 490, and any components thereof. 
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In still further related aspects, the device identity may comprise unique device 

identifying information, wherein the unique device identifying information may 

comprise at least one user-configurable parameter and/or at least one non-user

configurable parameter of the given device. The device identity may be generated by 

5 utilizing at least one irreversible transformation of the at least one user-configurable and 

the at least one non-user-configurable parameters of the given device. The device 

identity may be generated by utilizing a cryptographic hash function on the at least one 

user-configurable and the at least one non-user-configurable parameters of the given 

device. 

10 It is noted that generating the device identity may also be described as generating 

a device fingerprint and may entail the sampling of physical, non-user configurable 

properties as well as a variety of additional parameters such as uniquely generated 

hashes and time sensitive values. Physical device parameters available for sampling 

may include, for example, unique manufacturer characteristics, carbon and silicone 

15 degradation and small device failures. 

The process of measuring c.arbon and silicone degradation may be accomplished 

by measuring a chip's ability to process complex mathematical computations, and its 

ability to respond to intensive time variable computations. These processes measure 

how fast electricity travels through the carbon. Using variable offsets to compensate for 

20 factors such as heat and additional stresses placed on a chip during the sampling process 

al1ows for each and every benchmark to reproduce the expected values. During a 

standard operating lifetime, the process of passing electricity through the various 

switches causes a computer chip to degrade. These degradations manifest as gradually 

slower speeds that extend the processing time required to compute various 

25 benchmarking algorithms. 

In addition to the chip benchmarking and degradation measurements, the process 

for generating a device identity may include measuring physical, non-user-configurable 

characteristics of disk drives and solid state memory devices. Each data storage device 

has a large variety of damage and unusable data sectors that are nearly unique to each 

30 physical unit. The ability to measure and compare values for damaged sectors and data 

storage failures provides a method for identifying storage devices. 
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Device parameter sampling, damage measurement and chip benchmarking make 

up just a part of device fingerprinting technologies described herein. These tools may 

be further extended by the use of complex encryption algorithms to convolute the device 

identity values during transmission and comparisons. Such encryption processes may 

5 be used in conjunction with random sampling and key generations. 

The device identity may be generated by utilizing machine or device parameters 

associated with one or more of the following: machine model; machine serial number; 

machine copyright; machine ROM version; machine bus speed; machine details; 

machine manufacturer; machine ROM release date; machine ROM size; machine 

10 UUID; and machine service tag. 

The device identity may also be generated by utilizing machine parameters 

associated with one or more of the following: CPU ID; CPU model; CPU details; CPU 

actual speed; CPU family; CPU manufacturer; CPU voltage; and CPU external clock. 

The device identity may also be generated by utilizing machine parameters 

15 associated with one or more of the following: memory model; memory slots; memory 

total; and memory details. 

20 

The device identity may also be generated by utilizing machine parameters 

associated with one or more of the following: video model; video details; display 

model; display details; audio model; and audio details. 

The device identity may also be generated by utilizing machine parameters 

associated with one or more of the following: network model; network address; 

Bluetooth address; Blackbox model (including IDE and SCSI); Blackbox serial; 

Blackbox details; Blackbox damage map; Blackbox volume name; NetStore details; and 

NetStore volume name. 

25 The device identity may also be generated by utilizing machine parameters 

associated with one or more of the following: optical model; optical serial; optical 

details; keyboard model; keyboard details; mouse model; mouse details; printer details; 

and scanner details. 

The device identity may also be generated by utilizing machine parameters 

30 associated with one or more of the following: baseboard manufacturer; baseboard 

product name; baseboard version; baseboard serial number; and baseboard asset tag. 

15 
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The device identity may also be generated by utilizing machine parameters 

associated with one or more of the following: chassis manufacturer; chassis type; 

chassis version; and chassis serial number. 

The device identity may also be generated by utilizing machine parameters 

5 associated with one or more of the following: IDE controller; SATA control1er; RAID 

controller; and SCSI controller. 

10 

The device identity may also be generated by utilizing machine parameters 

associated with one or more of the following: port connector designator; port connector 

type; port connector port type; and system slot type. 

The device identity may also be generated by utilizing machine parameters 

associated with one or more of the following: cache level; cache size; cache max size; 

cache SRAM type; and cache error correction type. 

The device identity may also be generated by utilizing machine parameters 

associated with one or more of the following: fan; PCM CIA; modem; portable battery; 

15 tape drive; USB controller; and USB hub. 

The device identity may also be generated by utilizing machine parameters 

associated with one or more of the following: device model; device model IMEi; device 

model IMSI; and device model LCD. 

The device identity may also be generated by utilizing machine parameters 

20 associated with one or more of the following: wireless 802.11; webcam; game 

controller; silicone serial; and PCI controller. 

While the present invention has been illustrated and described with particularity 

in terms of preferred embodiments, it should be understood that no limitation of the 

scope of the invention is intended thereby. Features of any of the foregoing methods 

25 and devices may be substituted or added into the others, as will be apparent to those of 

skill in the art. It should also be understood that variations of the particular 

embodiments described herein incorporating the principles of the present invention will 

occur to those of ordinary skill in the art and yet be within the scope of the invention. 

As used in this application, the terms "component," "module," "system," and the 

30 like are intended to refer to a computer-related entity, either hardware, firmware, a 

combination of hardware and software, software, or software in execution. For 
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example, a component can be, but is not limited to being, a process running on a 

processor, a processor, an object, an executable, a thread of execution, a program, 

and/or a computer. By way of illustration, both an application running on a computing 

device and the computing device can be a component. One or more components can 

5 reside within a process and/or thread of execution and a component can be localized on 

one computer and/or distributed between two or more computers. In addition, these 

components can execute from various computer readable media having various data 

structures stored thereon. The components can communicate by way of local and/or 

remote processes such as in accordance with a signal having one or more data packets 

10 (e.g., data from one component interacting with another component in a local system, 

distributed system, and/or across a network such as the Internet with other systems by 

way of the signal). 

It is understood that the specific order or hierarchy of steps in the processes 

disclosed herein in an example of exemplary approaches. Based upon design 

15 preferences, it is understood that the specific order or hierarchy of steps in the processes 

may be rearranged while remaining within the scope of the present disclosure The 

accompanying method claims present elements of the various steps in sample order, and 

are not meant to be limited to the specific order or hierarchy presented. 

Those skilled in the art will further appreciate that the various illustrative logical 

20 blocks, modules, circuits, methods and algorithms described in connection with the 

examples disclosed herein may be implemented as electronic hardware, computer 

software, or combinations of both. To clearly illustrate this interchangeability of 

hardware and software, various illustrative components, blocks, modules, circuits, 

methods and algorithms have been described above generally in terms of their 

25 functionality. Whether such functionality is implemented as hardware or software 

depends upon the particular application and design constraints imposed on the overall 

system. Skilled artisans may implement the described functionality in varying ways for 

each particular application, but such implementation decisions should not be interpreted 

as causing a departure from the scope of the present invention. 
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WHAT IS CLAIMED IS: 

l. A system (400) for adjusting a license for a digital product over time, the 

license comprising at least one allowed copy count corresponding to a maximum 

5 number of devices authorized for use with the digital product, comprising: 

10 

15 

20 

25 

a communication module ( 410) for receiving a request for authorization 

to use the digital product from a given device; 

a processor module (420) in operative communication with the 

communication module; 

a memory module ( 430) in operative communication with the processor 

module and comprising executable code for the processor module to: 

verify that a license data associated with the digital product is 

valid based at least in part on a devh.:e identity associated with the given 

device (450); 

in response to the device identity already being on a record, allow 

the digital product to be used on the given device (460); 

in response to the device identity not being on the record, set the 

allowed copy count to a first upper limit for a first time period (470); 

calculate a device count corresponding to total number of devices 

already authorized for use with the digital product ( 480); and 

when the calculated device count is less than the first upper limit, 

allow the digital product to be used on the given device ( 490). 

2. The system of Claim 1, wherein the digital product comprises software. 

3. The system of Claim l, wherein the license data comprises information 

that may be used to verify whether the license for the digital product is valid. 

4. The system of Claim 1, wherein the record comprises an authorization 

30 database. 

5. The system of Claim 1, wherein the first time period comprises a defined 

number of days after an initial authorization of the digital product. 

18 
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6. The system of Claim 5, wherein the defined number of days comprises 

six days since the initial authorization, and wherein the first upper limit comprises five 

authorized devices. 

7. The system of Claim 1, wherein the processor module is adapted to, in 

response to the calculated device count equaling the first upper limit, send a warning 

regarding the allowed copy count to the given device. 

8. The system of Claim 1, wherein the processor module is adapted to, in 

response to the calculated device count exceeding the first upper limit, deny the request 

for authorization. 

9. The system of Claim l, wherein the processor module is adapted to: 

in response to the device identity not being on the record, after the first 

time period has expired, set the allowed copy count to a second upper limit for a 

second time period (370); 

recalculate the device count (3 72); and 

when the recalculated device count is less than the second upper limit, 

allow the digital product to be used on the given device (374). 

10. The system of Claim 9, wherein the second time period comprises a 

defined number of days since the initial authorization. 

11. The system of Claim 10, wherein the defined number of days comprises 

thirty-one days since the initial authorization, and wherein the second upper limit 

comprises seven authorized devices. 

12. The system of Claim 9, wherein the processor module is adapted to, in 

30 response to the calculated device count equaling the second upper limit, send a warning 

regarding the allowed copy count to the given device. 
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13. The system of Claim 9, wherein the processor module is adapted to, in 

response to the calculated device count exceeding the second upper limit, deny the 

request for authorization. 

14. The system of Claim 9, wherein the processor module is adapted to: 

in response to the device identity not being on the record, after the 

second time period has expired, set the allowed copy count to a third upper limit 

(380); 

recalculate the device count (382); and 

when the recalculated device count is less than the third upper limit, 

allow the digital product to be used on the given device (3 84). 

15. The system of Claim 14, wherein the third upper limit comprises eleven 

authorized devices. 

16. The system of Claim 14, wherein the processor module is adapted to, in 

response to the calculated device count equaling the third upper limit, send a warning 

regarding the allowed copy count to the given device. 

17. The system of Claim 14. wherein the processor module is adapted to, in 

response to the calculated device count exceeding the third upper limit, deny the request 

for authorization. 

18. The system of Claim 1, wherein the device identity comprises unique 

25 device identifying information. 

30 

19. The system of Claim 18, wherein the unique device identifying 

information comprises at least one user-configurable parameter and at least one non

user-configurable parameter of the given device. 

20. The system of Claim 18, wherein the device identity is generated by 

utilizing at least one irreversible transformation of the at least one user-configurable an<l 

the at least one non-user-configurable parameters of the given device. 
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21. The system of Claim 18, wherein the device identity is generated by 

utilizing a cryptographic hash function on the at least one user-configurable and the at 

least one non-user-configurable parameters of the given device. 

22. A method (300) for adjusting a license for a digital product over time, the 

license comprising at least one allowed copy count corresponding to a maximum 

number of devices authorized for use with the digital product, comprising: 

receiving a request for authorization to use the digital product on a given 

device (310); 

verifying that a license data associated with the digital product is valid 

based at least in part on a device identity associated with the given device (320); 

in response to the device identity already being on a record, allowing the 

digital product to be used on the given device (330); 

in response to the device identity not being on the record, setting the 

allowed copy count to a first upper limit for a first time period (340); 

calculating a device count corresponding to total number of devices 

already authorized for use with the digital product (350); and 

when the calculated device count is less than the first upper limit, 

allowing the digital product to be used on the given device (360). 

23. The method of Claim 22, further comprising: 

in response to the device identity not being on the record, after the first 

time period has expired, setting the allowed copy count to a second upper limit 

for a second time period (370); 

recalculating the device count (372); and 

when the recalculated device count is less than the second upper limit, 

allowing the digital product to be used on the given device (374). 
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24, The method of Claim 23, further comprising: 

in response to the device identity not being on the record, after the 

second time period has expired, setting the allowed copy count to a third upper 

limit (380); 

recalculating the device count (382); and 

when the recalculated device count is less than the third upper limit, 

alJowing the digital product to be used on the given device. (384). 

25. A computer program product, comprising: 

a computer-readable medium comprising: 

code for causing a computer to receive a request for authorization 

to use the digital product (310); 

code for causing a computer to verify that a license data 

associated with the digital product is valid based at least in part on a 

device identity associated with the computer (320, 450); 

code for causing a computer to, in response to the device identity 

already being on a record, allow the digital product to be used on the 

computer (330, 460); 

code for causing a computer to, in response to the device identity 

not being on the record, set the allowed copy count to a first upper limit 

for a first time period after an initial authorization of the digital product 

(340. 470); 

code for causing a computer to calculate a device count 

corresponding to total number of devices already authorized for use with 

the digital product (350, 480); and 

code for causing a computer to, when the calculated device count 

is less than the first upper limit, allowing the digital product to be used 

on the computer (360, 490). 
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Example License Rules 

Ucense allows: 

• 5 devices to be added within the first 5 
days of the initial authorization date and 
time. 

• 7 devices to be added within the first 
30 days of the initial authorization date 
and time. 

• 11 devices to be allowed in total. 

• Indefinite numbers of re-authorizations 
for devices already authorized. 

Figure 1 
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300~ 
310 r 

Receive a request for authorization to use the digital product on a 
given device 

, r-320 

Verify that a license data associated with the digital product is valid 
based at least in part on a device identity associated with the given 

device 

330 
r 

In response to the device identity already being on a record, allow the 
digital product to be used on the given device 

1r ,,...-340 

In response to the device identity not being on the record, set the 
allowed copy count to a first upper limit for a first time period after an 

initial authorization of the digital product 

,,. ,....-350 

Calculate a device count corresponding to total number of devices 
already authorlzed for use with the digital product 

,, (360 

When the calculated device count is less than the first upper limit, 
allow the digital product to be used on the given device. 

Figure 3A 
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r 370 

In response to the device identity not being on the record, after the first 
time period has expired, set the allowed copy count to a second upper 

limit for a second time period 

' . (372 

Recalculate the device count 

• ('374 

'M"len the recalculated device count is less than the second upper limit, 
allow the digital product to be used on the given device 

Ir (380 

In response to the device identity not being on the record, after the 
second time period has expired, set the allowed copy count to a third 

upper limit 

Ir 1382 

Recalculate the device count I 
,, ('384 

When the recalculated device count is less than the third upper llmit, 
allow the digital product to be used on the given device 

Figure 38 
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SYSTEM AND METHOD FOR DEVICE BOUND PUBLIC KEY INFRASTRUCTURE 

Background of the Invention 

Field of the Invention 

[0001] The present application relates generally to managing software use, and more 

specifically to systems and methods to enable the monitoring and adjusting software usage 

under a software license. 

Description of the Related Art 

[0002) Public key infrastructure (PKI) encryption is used to secure data exchanges in 

digital form. It comprises a unique mathematical property that allows part of the PKI 

encryption subsystem to be public and part of the subsystem to remain secret, but in the 

process negates the need for a secret to be shared between two parties wishing to share 

protected data. This has been a ma,jor breakthrough in secure data exchange. 

[0003] Figure 1 represents a simple public key infrastructure encryption system as 

commonly used in the art. It is included for informational purposes. This encryption system 

comprises two sets of two keys, one each for the sender and recipient of the encrypted data. 

The key pairs on each side of the data exchange consist of a private key 12, 15 that is kept 

secret by the user and a public key 13, 14 which is shared with the other party in the exchange 

of data. There is a unique relationship between the private key 14 and the public key 15 of 

the sender 11 and the private key 12 and the public key 13 of the receiver 1 0 that allows the 

sender 11 of data to use their private key 15 and the recipient's public key 13 to produce an 

encryption code 1 7 that is used to encrypt the data. Conversely, the simple public key 

infrastructure encryption system allows the requester 10 to use the sender's public key 14 and 

their own private key 12 to produce a decryption code 16 that can in turn be used to decrypt 

the data after receipt 

[0004] However, a major problem or shortcoming with such existing systems is that the 

secret part of the PKI subsystem, also called the private key, can be copied, stolen or faked. 

Accordingly, there is a need for an improved technique for securing communication via PKI 

encryption that prevents the copying or stealing of private keys, the use of fake private keys, 

etc. 
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Summary of the Invention 

[0005) The following presents a simplified summary of one or more embodiments in 

order to provide a basic understanding of such embodiments. This summary is not an 

extensive overview of all contemplated embodiments, and is intended to neither identify key 

or critical elements of all embodiments nor delineate the scope of any or all embodiments. Its 

sole purpose is to present some concepts of one or more embodiments in a simplified form as 

a prelude to the more detailed description that is presented later. 

[0006) The present invention addresses the above-described shortcomings of existing 

encryption systems by using a private key that is bound to the device requesting the secure 

data, thereby making it harder for someone to copy, steal or fake. The present invention also 

adds a layer of authentication to the data exchange in that the unique device ID or identifier 

can also be used for forensic purposes in proving who has received or sent particular 

protected data. 

[00071 In accordance with one or more aspects of the present invention, there are 

provided techniques that involve: (a) generating a requester key pair for a data requesting 

device, the pair comprising a requester private key and a requester public key; (b) receiving a 

unique device identifier from the device; (c) calculating a difference between the identifier 

and the requester private key; and (d) storing the difference as a filler code. 

[0008] In related aspects, the techniques may also involve: (e) in response to a request for 

data from the device, identifying the device; (f) encrypting the data using a sender private key 

and the requester public key; and (g) sending the encrypted data and the filler code to the 

device. In further related aspects, Step (g) may further involve publishing a sender public 

key, such that the device is able to (i) compute the requester private key by adding the filler 

code to the identifier and (ii) use the computed requester private key to decrypt the encrypted 

data. 

(0009] In accordance with one or more aspects of the present invention, there are 

provided techniques that involve: (a) receiving from a data sender a request for a unique 

device identifier of a requesting device; (b) in response to the request from the sender, 

compiling tmique identifying information from a computing environment of the device; ( c) 

generating the identifier based at least in part on the compiled information; and (d) providing 

the generated identifier to the sender. 

[0010) In related aspects, the techniques may also involve: (e) receiving encrypted data 

and a filler code from the sender; (f) computing a requester private key by adding the filler 
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code to the identifier; and (g) using the computed requester private key to decrypt the 

encrypted data. In further related aspects, step (b) may further involve compiling at least one 

user-configurable parameter and at least one non-user-configurable parameter of the device. 

[0011] To the accomplishment of the foregoing and related ends, the one or more 

embodiments comprise the features hereinafter fully described and particularly pointed out in 

the claims. The following description and the annexed drawings set forth in detail certain 

illustrative aspects of the one or more embodiments. These aspects are indicative, however, 

of but a few of the various ways in which the principles of various embodiments may be 

employed and the described embodiments are intended to include all such aspects and their 

equivalents. 

[0012] 

[0013] 

[0014] 

Brief Description of the Drawings 

Figure 1 shows a known public key infrastructure (PKI). 

Figure 2 illustrates an embodiment of a device bound PKI system. 

Figure 3 provides a flow diagram for an exemplary approach to device bound 

private key generation. 

[0015] Figure 4 provides a flow diagram for an exemplary approach to device bound 

private key use. 

[0016] Figures 5A-B show one embodiment of an apparatus for sending data via secured 

communication in PKI. 

[0017] Figure 6A-B show one embodiment of an apparatus for requesting data via 

secured communication in a PKI. 

[0018] Figures 7 A-B provide flow diagrams for an exemplary method for sending data 

via secured communication in a PKL 

[0019] Figures 8A-B provide flow diagrams for an exemplary method for requesting data 

via secured communication in a PK.I. 

Detailed Description 

[0020] Various embodiments are now described with reference to the drawings, wherein 

like reference numerals arc used to refer to like elements throughout. In the following 

description, for purposes of explanation, numerous specific details are set forth in order to 

provide a thorough understanding of one or more embodiments. It may be evident, however, 

that such embodiment(s) can be practiced without these specific details. In other instances, 
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well-known structures and devices are shown in block diagram form in order to facilitate 

describing one or more embodiments. 

[0021] In accordance with one or more aspects of the embodiments described herein, 

there is provided a system and method for sending data via secured communication in a 

public key infrastructure. Figure 2 shows an example embodiment of how to bind the simple 

public key infrastructure of figure one to a specific computing device. The encryption system 

operates implements certain features of a simple public key infrastructure encryption system; 

however the requester's private key 22 is not stored locally but generated by producing a 

unique device ID 20 (also referred to herein as a unique device identifier) from the operating 

environment of the local computing device and combining it with a filler code 21 that 

together produce a comparable private key 22 that can, in turn, be used for decryption 27 of 

PKI encrypted data. The unique device ID is usually a string of data resulting from the 

compiling of unique identifying information from the devices computing environment. 

Examples of this are hard drive serial number and data storage damage locations in a 

computing device. Further examples of unique identifying information that be used to 

generate/compute the unique device ID are provided below. 

[0022] Figure 3 shows an exemplary way in which a recipient's private key can be 

generated by a sender. Initially a key pair may be generated (step 31) using standard PKI key 

generation known in the art. The two keys may then be set aside for use as a public key and a 

private key. The sender 29 may then request the requester 30 to send back to them a unique 

device ID 35 generated from the operating environment of the recipient's device. The sender 

29 then compares the unique device ID with the private key 32 to be used by the requester 30 

(step 32). The sender 29 may calculate the difference between the unique device ID and the 

private key 33 (step 33). This calculated difference may be stored as a filler code (step 34). 

[0023] Figure 4 illustrates an exemplary manner in which a device bound private key may 

be used in practice. The requester 3 7 asks for encrypted data to be sent to them and also 

publishes their public key 39 to be used as part of the data exchange (step 39). The sender 38 

identifies the requester 37 (step 40), and encrypts the data 42 to be sent using their own 

private key 25 and the requester's public key 23 (step 42). Then (at step 44) the sender 38 

sends to the requester 37 the encrypted data, the requester's filler code 21 that has been 

previously generated, and publishes their own public key 24. 
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[00241 The requester then generates or computes unique device ID 20 (step 41), and 

computes its own private key 22 by adding the filler code 21 to the computed ID (step 43). 

This computed value is then used to decrypt 27 the data for use (step 45). 

[0025} In another embodiment, the above described techniques for generating the device 

bound private key, as described with reference to Figure 3, and techniques for using the 

device bound private key, as described with reference to Figure 4, may be applied to or used 

with public key cryptography (PKC) and authentication, where there is no key pair on both 

sides of the data exchange. Additionally, device binding may be used to generate public as 

well as private keys allowing for ru1 additional layer of security and authentication. 

[0026] In yet another embodiment, the technique for generating and using keys may 

involve the generation and subsequent storage for use later of the unique device ID without 

the need to generate a unique device ID every time data is exchanged. 

[0027] In related aspects, the device identity (i.e., the unique device identifier) may 

comprise and/or be generated from unique device identifying information, wherein the unique 

device identifying information may comprise at least one user-configurable parameter and/or 

at least one non-user-configurable parameter of the given device. The device identity may be 

generated by utilizing at least one irreversible transformation of the at least one user

configurable and the at least one non-user-configurable parameters of the given device. The 

device identity may be generated by utilizing a cryptographic hash function on the at least one 

user-configurable and the at least one non-user-configurable parameters of the given device. 

[0028] It is noted that generating the device identity may also be described as generating a 

device fingerprint and may entail the sampling of physical, non-user configmable properties 

as well as a variety of additional parameters such as uniquely generated hashes and time 

sensitive values. Physical device parameters available for sampling may include, for 

example, unique manufacturer characteristics, carbon and silicone degradation and small 

device failures. 

[0029] The process of measuring carbon and silicone degradation may be accomplished 

by measuring a chip's ability to process complex mathematical computations, and its ability to 

respond to intensive time variable computations. These processes measure how fast 

electricity travels through the carbon. Using variable offsets to compensate for factors such 

as heat and additional stresses placed on a chip during the sampling process allows for each 

and every benchmark to reproduce the expected values. During a standard operating lifetime, 

the process of passing electricity through the various switches causes a computer chip to 
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degrade. These degradations manifest as gradually slower speeds that extend the processing 

time required to compute various benchmarking algorithms. 

[0030] In addition to the chip benchmarking and degradation measurements, the process 

for generating a device identity may include measuring physical, non-user-configurable 

characteristics of disk drives and solid state memory devices. Each data storage device has a 

large variety of damage and unusable data sectors that are nearly unique to each physical unit. 

The ability to measure and compare values for damaged sectors and data storage failures 

provides a method for identifying storage devices. 

[0031] Device parameter sampling, damage measurement and chip benchmarking make 

up just a part of device fingerprinting technologies described herein. These tools may be 

further extended by the use of complex encryption algorithms to convolute the device identity 

values during transmission and comparisons. Such encryption processes may be used in 

conjunction with random sampling and key generations. 

[0032] The device identity may be generated by utilizing machine or device parameters 

associated with one or more of the following: machine model; machine or hard drive serial 

number; machine copyright; machine ROM version; machine bus speed; machine details; 

machine manufacturer; machine ROM release date; machine ROM size; machine UUID; and 

machine service tag. 

[0033) The device identity may also be generated by utilizing machine parameters 

associated with one or n1ore of the following: CPU ID; CPU model; CPU details; CPU actual 

speed; CPU family; CPU manufacturer; CPU voltage; and CPU external clock. 

[0034] The device identity may also be generated by utilizing machine parameters 

associated with one or more of the following: memory model; memory slots; memory total; 

and memory details. 

[0035] The device identity may also be generated by utilizing machine parameters 

associated with one or more of the following: video model; video details; display model; 

display details; audio model; and audio details. 

[0036] The device identity may also be generated by utilizing machine parameters 

associated with one or more of the following: network model; network address; Bluetooth 

address; Blackbox model (including IDE and SCSI); Blackbox seriat Blackbox details; 

Blackbox damage map; Blackbox volume name; NetStore details; and NetStore volume 

name. 
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[0037] The device identity may also be generated by utilizing machine parameters 

associated with one or more of the following: optical model; optical serial; optical details; 

keyboard model; keyboard details; mouse model; mouse details; printer details; and scanner 

details. 

[0038] The device identity may also be generated by utilizing machine parameters 

associated with one or more of the following: baseboard manufacturer; baseboard product 

name; baseboard version; baseboard serial number; and baseboard asset tag. 

[0039] The device identity may also be generated by utilizing machine parameters 

associated with one or more of the following: chassis manufacturer; chassis type; chassis 

version; and chassis serial number. 

[0040] The device identity may also be generated by utilizing machine parameters 

associated with one or more of the following: IDE controller; SATA controller; RAID 

controller; and SCSI <.:ontroller. 

[0041) The device identity may also be generated by utilizing machine parameters 

associated with one or more of the following: port connector designator; port connector type; 

port com1ector po11 type; and system slot type. 

[0042] The device identity may also be generated by utilizing machine parameters 

associated with one or more of the following: cache level; cache size; cache max size; cache 

SRAM type; and cache error correction type. 

[0043] The device identity may also be generated by utilizing machine parameters 

associated with one or more of the following: fan; PCM CIA; modem; portable battery; tape 

drive; USB controller; and USB hub. 

[0044] The device identity may also be generated by utilizing machine parameters 

associated with one or more of the following: device model; device model IMEI; device 

model IMSI; and device model LCD. 

[0045] The device identity may also be generated by utilizing machine parameters 

associated with one or more of the following: wireless 802.11; wcbcam; game controller; 

silicone serial; and PCI controller. 

[0046] In accordance with one or more aspects of the embodiments described herein, 

there is provided a device for sending data via secured communication in a public key 

infrastructure. With reference to the embodiment of Figure SA, there is provided a device 

100 may include a communication module 110 for communicating with a data requesting 

device; at least one processor 120 in operative communication with the communication 
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module 110; and a memory 130 in operative communication with the at least one processor 

120. 

10047] The memory 130 may include executable code for the at least one processor 120 

to: (a) generate a requester key pair for the device, the pair comprising a requester private key 

and a requester public key; and (b) in response to receiving a unique device identifier from 

the device, calculate a difference between the identifier and the requester private key. 

{0048] In related aspects, the at least one processor 120 may store the calculated 

difference as a filler code in the memory. In further related aspects, the at least one processor 

may be adapted to: (a) in response to a request for the data from the device, identify the 

device; (b) encrypt the data using a sender private key and the requester public key; and (c) 

send the encrypted data and the filler code to the device. In yet further related aspects, the at 

least one processor 120 may publish a sender public key, such that the device is able to (i) 

compute the requester private key by adding the filler code to the identifier and (ii) use the 

computed requester private key to decrypt the encrypted data. 

(0049] It is noted that device 100 may optionally include: a means 150 for generating a 

requester key pair for a data requesting device, the pair comprising a requester private key and 

a requester public key; a means 152 for receiving a unique device identifier from the device; a 

means 154 for calculating a difference between the identifier and the requester private key; 

and a means 156 for storing the difference as a filler code. 

[0050] With reference to Figure SB, device 100 may optionally include: a means 158 for 

in response to a request for data from the device, identifying the device; a means 160 for 

encrypting the data using a sender private key and the requester public key; and a means 162 

for sending the encrypted data and the filler code to the device and publishing a sender public 

key. The at least one processor 120, in such case, may be in operative communication with 

the means 150-162 via a bus 170 or similar communication coupling. The at least one 

processor 120 may effect initiation and scheduling of the processes or functions performed by 

the means 150-162, and any components thereof. 

[0051] In accordance with one or more aspects of the embodiments described herein, 

there is provided a device for requesting data via secured communication in a public key 

infrastructure. With reference to the embodiment of Figure 6A, there is provided a device 

200 may include a communication module 210 for communicating with a data sender; at least 

one processor 220 in operative communication with the communication module 21 O; and a 

memory 230 in operative communication with the at least one processor 220. 
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[0052) The memory 230 may include executable code for the at least one processor 220 

to: (a) receive from a data sender a request for a unique device identifier of a requesting 

device; (b) in response to the request from the sender, compile unique identifying information 

from a computing environment of the device 200; (c) generate the identifier based at least in 

part on the compiled information; and ( d) instruct the communication module 210 to transmit 

the generated identifier to the sender. 

(0053] In related aspects, the at least one processor 220 may be adapted to: (a) in response 

to receiving encrypted data and a filler code from the sender, compute a requester private key 

by adding the filler code to the identifier; and (b) use the computed requester private key to 

decrypt the encrypted data. 

[0054] In further related aspects, the at least one processor 220 may compile the unique 

identifying information by compiling at least one user-configurable parameter and at least one 

non-user-configurable parameter of the device 200. The at least one non-user-configurable 

parameter may include at least one of hard drive serial number, CPU ID, CPU model, CPU 

manufacturer, and CPU voltage for the device 200. The at least one non-user-configurable 

parameter may be based on a carbon degradation characteristic of a computer chip of the 

device 200. The at least one non-user-configurable parameter may be based on a silicone 

degradation characteristic of a computer chip of the device 200. The at least one user

configurable may include at least one of hard disk volume name, user name, device name, 

user password, and hard disk initialization date for the device 200. 

[0055] It is noted that device 200 may optionally include: a means 250 for receiving from 

a data sender a request for a unique device identifier of a requesting device; a means 252 for 

in response to the request from the sender, compiling unique identifying information from a 

computing environment of the device; a means 254 for generating the identifier based at least 

in part on the compiled information; and a means 256 for providing the generated identifier to 

the sender. 

[0056] With reference to Figure 6B, device 200 may optionally include: a means 258 for 

receiving encrypted data and a filler code from the sender; a means 260 for computing a 

requester private key by adding the filler code to the identifier; and a means 262 for using the 

computed requester private key to decrypt the encrypted data. The at least one processor 220, 

in such case, may be in operative communication with the means 250-262 via a bus 270 or 

similar communication coupling. The at least one processor 220 may effect initiation and 
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scheduling of the processes or functions performed by the means 250-262, and any 

components thereof. 

[0057] In accordance with one or more aspects of the embodiments described herein, 

there is provided a method for sending data via secured communication in a public key 

infrastructure. With reference to the embodiment of Figure 7 A, there is shown a flow cha1t 

for a method 300 that involves: generating a requester key pair for a data requesting device, 

the pair comprising a requester private key and a requester public key (step 31 O); receiving a 

unique device identifier from the device (step 320); calculating a difference between the 

identifier and the requester private key (step 330); and storing the difference as a filler code 

(340). 

[0058] In related aspects, with reference to Figure 7B, the method 300 may further 

involve: in response to a request for data from the device, identifying the device (step 350); 

encrypting the data using a sender private key and the requester public key (step 360); and 

sending the encrypted data and the filler code to the device (370). In further related aspects, 

step 370 may further involve publishing a sender public key, such that the device is able to (i) 

compute the requester private key by adding the filler code to the identifier and (ii) use the 

computed requester private key to decrypt the encrypted data. 

(0059) In accordance with one or more aspects of the embodiments described herein, 

there is provided a method for requesting data via secured communication in a public key 

infrastructure. With reference to the embodiment of Figure SA there is provided a method 

400 that involves: receiving from a data sender a request for a unique device identifier of a 

requesting device (step 410); in response to the request from the sender, compiling unique 

identifying information from a computing environment of the device (420); generating the 

identifier based at least in part on the compiled information (430); and providing the 

generated identifier to the sender ( 440). 

[0060] In related aspects, with reference to Figure 8B, the method 400 may further 

involve: receiving encrypted data and a filler code from the sender (450); computing a 

requester private key by adding the filler code to the identifier (460); and using the computed 

requester private key to decrypt the encrypted data (470). In further related aspects, step 420 

may involve compiling at least one user-configurable parameter and at least one non-user

configurable parameter of the device. 

[0061] While the present invention has been illustrated and described with particularity in 

terms of preferred embodiments, it should be understood that no limitation of the scope of the 
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invention is intended thereby. Features of any of the foregoing methods and devices may be 

substituted or added into the others, as will be apparent to those of skill in the art. It should 

also be understood that variations of the particular embodiments described herein 

incorporating the principles of the present invention will occur to those of ordinary skill in the 

art and yet be within the scope of the invention. 

[0062] As used in this application, the terms "component," "module," "system," and the 

like are intended to refer to a computer-related entity, either hardware, firmware, a 

combination of hardware and software, software, or software in execution. For example, a 

component can be, but is not limited to being, a process running on a processor, a processor, 

an object, an executable, a thread of execution, a program, and/or a computer. By way of 

illustration, both an application running on a computing device and the computing device can 

be a component. One or more components can reside within a process and/or thread of 

execution and a component can be localized on one computer and/or distributed between two 

or more computers. In addition, these components can execute from various computer 

readable media having various data structures stored thereon. The components can 

communicate by way of local and/or remote processes such as in accordance with a signal 

having one or more data packets (e.g., data from one component interacting with another 

component in a local system, distributed system, and/or across a network such as the Internet 

with other systems by way of the signal). 

[0063] It is understood that the specific order or hierarchy of steps in the processes 

disclosed herein in an example of exemplary approaches. Based upon design preferences, it 

is understood that the specific order or hierarchy of steps in the processes may be rearranged 

while remaining within the scope ofthc present disclosure. The accompanying method 

claims present elements of the various steps in sample order, and are not meant to be limited 

to the specific order or hierarchy presented. 

[0064] Those skilled in the art will further appreciate that the various illustrative logical 

blocks, modules, circuits, methods and algorithms described in connection with the examples 

disclosed herein may be implemented as electronic hardware, computer software, or 

combinations of both. To clearly illustrate this interchangeability of hardware and software, 

various illustrative components, blocks, modules, circuits, methods and algorithms have been 

described above generally in terms of their functionality. Whether such functionality is 

implemented as hardware or software depends upon the particular application and design 

constraints imposed on the overall system. Skilled artisans may implement the described 
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functionality in varying ways for each particular application, but such implementation 

decisions should not be interpreted as causing a departure from the scope of the present 

invention. 
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WHAT IS CLAIMED IS: 

1. A device for sending data via secured communication in a public key 

infrastructure, comprising: 

a communication module for communicating with a data requesting device; 

at least one processor in operative communication with the communication 

module; and 

a memory in operative communication with the at least one processor and 

comprising executable code for the at least one processor to: 

generate a requester key pair for the device, the pair comprising a 

requester private key and a requester public key; and 

in response to receiving a unique device identifier from the device, 

calculate a difference between the identifier and the requester private key. 

2. The device of Claim 1, wherein the at least one processor stores the calculated 

difference as a filler code in the memory. 

3. The device of Claim 2, wherein the at least one processor is adapted to: 

in response to a request for the data from the device, identify the device; 

encrypt the data using a sender private key and the requester public key; and 

send the encrypted data and the filler code to the device. 

4. The device of Claim 3, wherein the at least one processor publishes a sender 

public key, such that the device is able to (i) compute the requester private key by adding the 

filler code to the identifier and (ii) use the computed requester private key to decrypt the 

encrypted data. 
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5. A device for requesting data via secured communication in a public key 

infrastructure, comprising: 

a communication module for communicating with a data sender; 

at least one processor in operative communication with the communication 

module; and 

a memory in operative communication with the at least one processor and 

comprising executable code for the at least one processor to: 

receive a request for a unique device identifier of a requesting device 

from the sender; 

in response to the request from the sender, compile unique identifying 

information from a computing environment of the device; 

generate the identifier based at least in part on the compiled 

information; and 

instruct the communication module to transmit the generated identifier 

to the sender. 

6. The device of Claim 5, wherein the at least one processor is adapted to: 

in response to receiving encrypted data and a filler code from the sender, 

compute a requester private key by adding the filler code to the identifier; and 

use the computed requester private key to decrypt the encrypted data. 

7. The device of Claim 5, wherein the at least one processor compiles the unique 

identifying information by compiling at least one user-configurable parameter and at least one 

non-user-configurable parameter of the device. 

8. The device of Claim 7, wherein the at least one non-user-configurable 

parameter comprises at least one of hard drive serial number, CPU ID, CPU model, CPU 

manufacturer, and CPU voltage for the device. 

9. The device of Claim 7, wherein the at least one non-user-configurable 

parameter is based on a carbon degradation characteristic of a computer chip of the device. 
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10. The device of Claim 7, wherein the at least one non-user-configurable 

parameter is based on a silicone degradation characteristic of a computer chip of the device. 

11. The device of Claim 7, wherein the at least one user-configurable parameter 

comprises at least one of hard disk volume name, user name, device name, user password, 

and hard disk initialization date for the device. 

12. A method for secured communication in a public key infrastructure, 

comprising: 

generating a requester key pair for a data requesting device, the pair 

comprising a requester private key and a requester public key; 

receiving a unique device identifier from the device; 

calculating a difference between the identifier and the requester private key; 

and 

storing the difference as a filler code. 

13. The method of Claim 12, further comprising: 

and 

in response to a request for data from the device, identifying the device; 

encrypting the data using a sender private key and the requester public key; 

sending the encrypted data and the filler code to the device. 

14. The method of Claim 12, further comprising publishing a sender public key, 

such that the device is able to (i) compute the requester private key by adding the filler code 

to the identifier and (ii) use the computed requester private key to decrypt the encrypted data. 

15. A method for secured communication in a public key infrastructure, 

comprising: 

receiving from a data sender a request for a unique device identifier of a 

requesting device; 

in response to the request from the sender, compiling unique identifying 

information from a computing environment of the device; 

generating the identifier based at least in part on the compiled information; and 

providing the generated identifier to the sender. 
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16. The method of Claim 15, further comprising: 

receiving encrypted data and a filler code from the sender; 

computing a requester private key by adding the filler code to the identifier; 

and 

using the computed requester private key to decrypt the encrypted data. 

I 7. The method of Claim 15, wherein compiling the unique identifying 

information comprises compiling at least one user-configurable parameter and at least one 

non-user-configurable parameter of the device. 

18. The method of Claim 1 7, wherein compiling the at least one non-user-

configurable parameter comprises compiling at least one of hard drive serial number, CPU 

ID, CPU model, CPU manufacturer, and CPU voltage for the device. 

19. The method of Claim 17, wherein compiling the at least one non-user-

configurable parameter comprises compiling a carbon degradation characteristic of a 

computer chip of the device. 

20. The method of Claim 17, wherein compiling the at least one non-user-

configurable parameter comprises compiling a silicone degradation characteristic of a 

computer chip of the device. 

21. The method of Claim 17, wherein compiling the at least one user-configurable 

parameter comprises compiling at least one of hard disk volume name, user name, device 

name, user password, and hard disk initialization date for the device. 
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(57) Abstract: The provided software application includes a module that determines a machine fingerprint of a client device at an 
appropriate lime, such as during initial software load on the client. The fingerprint may comprise various machine-determinable 
measures of system configuration for the client. Each application copy may be associated with a serial number. A license host may 
collect serial number, fingerprint and/or IP address information from clients on which the application is installed. The host may 
generate a map of application installations, including geographic locations of installations and number of unique serial numbers 
per client in specified regions. 
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LICENSE AUDITING FOR DISTRIBUTED APPLICATIONS 

Background of the Invention 

Field of the Invention 

[0001] The present invention is directed toward systems for auditing software licenses, 

and more particularly, to a system that interfaces with a user's device to measure the device 

hardware configuration and thereby generate a device identifier used to audit software on the 

device. 

Description of the Related Art 

[0002] Currently, there arc limited ways to audit software licenses. At the same time, 

software piracy continues to grow at an alarming rate, particularly in emerging economies. In 

response, software companies have focused primarily on making it more difficult for would-be 

pirates to install a given software application illegally, such as a single copy of the application 

on multiple machines. Still, software pirates have found ways to bypass such security 

measures and install unauthorized software copies on multiple machines. Accordingly, it 

would be desirable to provide an auditing service for reliable software license authentication 

and to provide software owners with a measure of how many copies of their software have 

been legitimately registered and/or how many copies are pirated versions. 

Summary of the Invention 

l0003J The following presents a simplified summary of one or more embodiments in order 

to provide a basic understanding of such embodiments. This summary is not an extensive 

overview of all contemplated embodiments, and is intended to neither identify key or critical 

elements of all embodiments nor delineate the scope of any or all embodiments. Its sole 

purpose is to present some concepts of one or more embodiments in a simplified form as a 

prelude to the more detailed description that is presented later. 

[0004] In accordance with one or more embodiments and corresponding disclosure 

thereof, various aspects are described in connection with auditing a license for a software 

running on a network device. In one embodiment, the device may include: a communication 

module for communicating with a server; at least one processor in operative communication 

-1-

APPLE EXHIBIT 1002, Page 689 of 1044



WO 2009/105702 PCT/US2009/034765 

with the communication module; and a memory in operative communication with the at least 

one processor and comprising executable code for the at least one processor. 

[0005] For example, a processor of the device may collect machine parameters of the 

device, the collected machine parameters comprising a combination of at least one user

configurable parameter and at least one non-user-configurable parameter. A processor (e.g., 

the same processor involved in collecting the machine parameters and/or a different processor) 

may generate a device identifier for the device based at least in part on the collected machine 

parameters. A processor may create an audit number based at least in part on the device 

identifier. A processor may instruct the communication module to transmit the audit number 

to an audit database for storage. 

[0006] In related aspects, the memory of the device may include executable code for the at 

least one processor to: collect a software identifier of the software running on the device; and 

associate the software identifier with the device identifier to generate the audit number. 

[0007] ln further related aspects, the at least one processor may determine a geo-location 

code for the device (e.g., an Internet Protocol (IP) address); and associate the geo-location 

code with at least one of the software identifier and the device identifier to generate the audit 

number. 

[0008] In accordance with other aspects of the embodiments described herein, there is 

provided a network device adapted to facilitate auditing of a license for a software running on 

the device. The device may include: a communication module for communicating with an 

auditing server and an authentication server; at least one processor in operative 

communication with the communication module; and a memory in operative communication 

with the at least one processor and comprising executable code for the at least one processor. 

[0009] For example, a processor of the device may collect machine parameters of the 

device, the collected machine parameters comprising a combination of at least one user

configurable parameter and at least one non-user-configurable parameter. A processor may 

instruct the communication module to send the collected machine parameters to the auditing 

server to generate a device identifier for the device based at least in part on the collected 

machine parameters. A processor may, in response to receiving the device identifier from the 

server, create an audit number based at least in part on the device identifier. A processor may 
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instruct the communication module to transmit the audit number to at least one of the auditing 

server and the authentication server for storage in at least one audit database. 

[0010] In related aspects, the memory may include executable code for the at least one 

processor to: collect a software identifier of the software running on the device; and associate 

the software identifier with the device identifier to generate the audit number. In the 

alternative, or in addition, the memory may include executable code for the at least one 

processor to: collect a software identifier of the software running on the network device; and 

instruct the communication module to send the software identifier to the auditing server to 

generate the device identifier based at least in part on the software identifier. 

[0011] In further related aspects, the at least one processor may determine a geo-location 

code for the device; and associate the code with at least one of the device identifier and the 

software identifier to generate the audit number. In the alternative, or in addition, the at least 

one processor may send the code to the auditing server to generate the device identifier based 

at least in part on the code. 

[0012] In accordance with other aspects of the embodiments described herein, there is 

provided a system for managing a license for a software running on one or more network 

devices. The system may include a communication module for accessing an audit database, 

the database comprising audit numbers for the one or more network devices, each audit 

number comprising a software identifier associated with a device identifier. The system may 

include: a display module; at least one processor in operative communication with the 

communication module, and the display module; and a memory in operative communication 

with the at least one processor and comprising executable code for the at least one processor. 

[0013] For example, a processor of the system may (a) instruct the communication module 

to access the database and (b) process the audit numbers to, for example, sort the audit 

numbers according to at least one of activated license seats and unactivated license seats. A 

processor may select a display scheme for presenting the processed audit numbers, and 

instruct the display module to present the processed audit numbers according to the selected 

display scheme. In one approach, the processor may select the display scheme in response to a 

user choice entered on a user input module in operative communication with the at least one 

processor. 
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[0014] To the accomplishment of the foregoing and related ends, the one or more 

embodiments comprise the features hereinafter fully described and particularly pointed out in 

the claims. The following description and the annexed drawings set forth in detail certain 

illustrative aspects of the one or more embodiments. These aspects are indicative, however, of 

but a few of the various ways in which the principles of various embodiments may be 

employed and the described embodiments are intended to include all such aspects and their 

equivalents. 

Brief Description of the Drawings 

[0015] Figure IA provides a block diagram of an exemplary system for auditing 

distributed software. 

[0016] Figure IB provides a block diagram of another exemplary system for auditing 

distributed software, wherein the system includes an authentication server. 

[0017] 

[0018] 

Figure 2 illustrates the components of an exemplary device identifier. 

Figures 3-12 illustrate exemplary display schemes for presenting data from the 

audit database regarding one or more network devices running a given software. 

[0019] Figure 13 is a sequence diagram for the system of Figure IA in accordance with an 

exemplary approach to auditing distributed software. 

[0020] Figure 14 is a sequence diagram for the system of Figure IB in accordance with 

another exemplary approach to auditing distributed software. 

Detailed Description 

[0021] The present invention addresses the need for an auditing service that provides 

reliable software license authentication and provides software owners with a measure of how 

many copies of their software have been legitimately registered and/or are pirated. Such an 

auditing service may be used alone, or in conjunction with other security/authentication 

measures. 
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[0022] The present technology provides for an improved system and method for auditing 

distributed software. In accordance with one aspect of the present technology, there is 

provided a system and method for authenticating software licenses. With reference to Figure 

IA, there is provided an embodiment of a system having a plurality of network devices 110 

that are in operative communication with an auditing server 112. While only one network 

device 110 is illustrated in Figures IA-IB, it will be understood that a given system may 

comprise any number of network devices. The network device 110 may be, but is not limited 

to, a personal computer, a server computer, a laptop computer, a tablet computer, a personal 

digital assistant, a mobile phone, a wireless communication device, an onboard vehicle 

computer, or any other device capable of communication with a computer network. 

[0023] The network device 110 may comprise a software 120 that requires a license to be 

authorized for use. The device 110 may also comprise an auditing tool or application 122. 

The auditing application 122 may be any program or application that collects identifying 

information regarding the network device 110 and/or any software (e.g., software 120) on the 

network device 110. The auditing application 122 may comprise a stand alone application or 

an applet running within a web browser on the device 110 (e.g., an applet comprising 

executable code for a Java Virtual Machine). The auditing application 122 may be embedded 

in or associated with another software application, including but not limited to software 120. 

For example, the auditing application 122 may be embedded in or associated with a tool bar of 

a software application, such as, for example, a web browser. The auditing application 122 

may prompt the user to register with an onlinc software registration service, or may run in the 

background with little or no interaction with the user of device 110. 

[0024] The auditing application 122 may include a registration routine that collects 

information regarding network device 110 by checking a number of parameters which are 

expected to be unique to the network device environment. The parameters checked may 

include, for example, hard disk volume name, user name, device name, user password, hard 

disc initialization date, etc .. The collected information may include information that identifies 

the hardware comprising the platform on which the web browser runs, such as, for example, 

CPU number, or unique parameters associated with the firmware in use. The system 

information may further include system configuration information, such as amount of memory, 

type of processor, software or operating system serial number, etc. 
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[0025] Based on the collected information, the auditing application 122 may generate a 

device identifier 124 that is unique for the user computer 110. In the alternative, or in 

addition, the application 122 may gather and send the device parameters to a remote server, 

such as auditing server 112, which in tum generates the device identifier 124. The device 

identifier 124 may be stored in a hidden directory of the device 110 and/ or at a remote 

location, such as the auditing server 112. The device identifier 124 may incorporate the 

device's IP address and/or other geo-location code to add another layer of specificity to 

device's unique identifier. 

[0026] It is noted that an application (e.g., auditing application 122) running on the 

network device or otherwise having access to the network device's hardware and file system 

may generate a unique device identifier (e.g., device identifier 124) using a process that 

operates on data indicative of the network device's configuration and hardware. The device 

identifier may be generated using a combination of user-configurable and non-user

configurable machine parameters as input to a process that results in the device identifier, 

which may be expressed in digital data as a binary number. Each machine parameter is data 

determined by a hardware component, software component, or data component specific to the 

device that the unique identifier pertains to. Machine parameters may be selected based on the 

target device system configuration such that the resulting device identifier has a very high 

probability (e.g., greater than 99.999%) ofbeing unique to the target device. In addition, the 

machine parameters may be selected such that the device identifier includes at least a stable 

unique portion up to and including the entire identifier, that has a very high probability of 

remaining unchanged during normal operation of the target device. Thus, the resulting device 

identifier should be highly specific, unique, reproducible and stable as a result of properly 

selecting the machine parameters. 

[0027] The application for generating the device identifier may also operate on the 

collected parameters with one or more algorithms to generate the device identifier. This 

process may include at least one irreversible transformation, such as, for example, a 

cryptographic hash function, such that the input machine parameters cannot be derived from 

the resulting device identifier. Each device identifier, to a very high degree of certainty, 

cannot be generated except by the suitably configured application operating or otherwise 

having had access to the same field security device for which the device identifier was first 
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generated. Conversely, each identifier, again to a very high degree of certainty, can be 

successfully reproduced by the suitably configured application operating or otherwise having 

access to the same field security device on which the identifier was first generated. 

[0028] The application may operate by performing a system scan to determine a present 

configuration of the field security device. The application may then select the machine 

parameters to be used as input for generating the unique device identifier. Selection of 

parameters may vary depending on the system configuration. Once the parameters are 

selected, the application may generate the identifier. 

f0029] Further, generating the device identifier may also be described as generating a 

device fingerprint and may entail the sampling of physical, non-user configurable properties as 

well as a variety of additional parameters such as uniquely generated hashes and time sensitive 

values. Physical device parameters available for sampling may include, for example, unique 

manufacturer characteristics, carbon and silicone degradation and small device failures. 

l0030J The process of measuring carbon and silicone degradation may be accomplished by 

measuring a chip's ability to process complex mathematical computations, and its ability to 

respond to intensive time variable computations. These processes measure how fast electricity 

travels through the carbon. Using variable offsets to compensate for factors such as heat and 

additional stresses placed on a chip during the sampling process allows for each and every 

benchmark to reproduce the expected values. During a standard operating lifetime, the 

process of passing electricity through the various switches causes a computer chip to degrade. 

These degradations manifest as gradually slower speeds that extend the processing time 

required to compute various benchmarking algorithms. 

[0031] In addition to the chip benchmarking and degradation measurements, the process 

for generating a device identifier may include measuring physical, non-user-configurable 

characteristics of disk drives and solid state memory devices. Each data storage device has a 

large variety of damage and unusable data sectors that are nearly unique to each physical unit. 

The ability to measure and compare values for damaged sectors and data storage failures 

provides a method for identifying storage devices. 

[0032] Device parameter sampling, damage measurement and chip benchmarking make up 

just a part of device fingerprinting technologies described herein. These tools may be further 
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extended by the use of complex encryption algorithms to convolute the device identifier values 

during transmission and comparisons. Such encryption processes may be used in conjunction 

with random sampling and key generations. 

[0033] The device identifier may be generated by utilizing machine parameters associated 

with one or more of the following: machine model; machine serial number; machine copyright; 

machine ROM version; machine bus speed; machine details; machine manufacturer; machine 

ROM release date; machine ROM size; machine UUID; and machine service tag. 

[0034] The device identifier may also be generated by utilizing machine parameters 

associated with one or more of the following: CPU ID; CPU model; CPU details; CPU actual 

speed; CPU family; CPU manufacturer; CPU voltage; and CPU external clock. 

[0035] The device identifier may also be generated by utilizing machine parameters 

associated with one or more of the following: memory model; memory slots; memory total; 

and memory details. 

l0036J The device identifier may also be generated by utilizing machine parameters 

associated with one or more of the following: video model; video details; display model; 

display details; audio model; and audio details. 

[0037] The device identifier may also be generated by utilizing machine parameters 

associated with one or more of the following: network model; network address; Bluetooth 

address; Blackbox model (including IDE and SCSI); Blackbox serial; Blackbox details; 

Blackbox damage map; Blackbox volume name; NetStore details; and NetStore volume name. 

l0038J The device identifier may also be generated by utilizing machine parameters 

associated with one or more of the following: optical model; optical serial; optical details; 

keyboard model; keyboard details; mouse model; mouse details; printer details; and scanner 

details. 

[0039] The device identifier may also be generated by utilizing machine parameters 

associated with one or more of the following: baseboard manufacturer; baseboard product 

name; baseboard version; baseboard serial number; and baseboard asset tag. 
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[0040] The device identifier may also be generated by utilizing machine parameters 

associated with one or more of the following: chassis manufacturer; chassis type; chassis 

version; and chassis serial number. 

[0041] The device identifier may also be generated by utilizing machine parameters 

associated with one or more of the following: IDE controller; SATA controller; RAID 

controller; and SCSI controller. 

[0042] The device identifier may also be generated by utilizing machine parameters 

associated with one or more of the following: port connector designator; port connector type; 

port connector port type; and system slot type. 

[0043] The device identifier may also be generated by utilizing machine parameters 

associated with one or more of the following: cache level; cache size; cache max size; cache 

SRAM type; and cache error correction type. 

[0044] The device identifier may also be generated by utilizing machine parameters 

associated with one or more of the following: fan; PCM CT A; modem; portable battery; tape 

drive; USB controller; and USB hub. 

[0045] The device identifier may also be generated by utilizing machine parameters 

associated with one or more of the following: device model; device model IMEI; device model 

IMSI; and device model LCD. 

[0046] The device identifier may also be generated by utilizing machine parameters 

associated with one or more of the following: wireless 802.11; webcam; game controller; 

silicone serial; and PCT controller. 

[0047] With reference to Figure 2, in one embodiment, the device identifier 124 may 

include two components - namely, a variable key portion 126 and a system key portion 128. 

The variable key portion 126 may be generated at the time of registration of network device 

110 by reference to a variable platform parameter, such as via reference to system time 

information, although other parameters which are variable may be utilized in other 

embodiments. The system key portion 128 may include the above described parameters 

expected to be unique to the device 110, such as, for example, hard disk volume name, user 
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name, computer name, user password, hard disc initialization date, or combinations thereof. 

Portions 126 and/or 128 may be combined with the IP address and/or other platform 

parameters of the device 110. Further details regarding device identifiers 124, such as 

machine fingerprints and parameters expected to be unique for the a given computer, can be 

found in U.S. Application No. 08/124,718, filed September 21, 1993, titled "System for 

Software Registration," now issued as U.S. Patent No. 5,490,216, which application is 

specifically incorporated herein, in its entirety, by reference. It is noted that device identifiers, 

or portions thereof, may be encrypted to add an additional layer of specificity and security. 

f0048] With reference once again to Figure IA, the auditing application 122 may also 

include a registration routine that collects or receives information regarding the software 120 

on device 110 by checking information which is expected to be unique to software 120, such 

as, for example, the software serial number. The collected software identifier may include the 

software serial number, product identification number, product key, etc. The collected 

software identifier may include information regarding where the software was sold or 

distributed, who the buyers, sellers, and/or distributors were, which stores the software was 

sold in, etc. It is noted that the software identifier may be unique to particular copy of 

software, such as when the software is licensed to a single user In the alternative, or in 

addition, the software identifier may be unique to particular type or group of a software, such 

as when the software is licensed to a defined group of users. 

[0049] The embodiments described herein comprise an auditing application 122 that 

collects the software identifier 130 for software 120; however, it will be understood that the 

systems and components described herein can be adapted to collect one or more types of 

software identifiers for a plurality of software applications. The software identifier 130 may 

be stored in a hidden directory of the device 110 and/or at a remote location, such as the 

auditing server 112. 

[0050] The auditing application 122 may also include a registration routine that collects or 

receives information regarding the geo-location code 140 of the device 110. The geo-locater 

140 may comprise the IP address or the like of the device 110. 

[0051] Auditing application 122 may electronically send the device identifier 124 and the 

software identifier 130 to the auditing server 112. In the alternative, or in addition, a geo-
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location code 140, such as the IP address of the device 110, may be associated with the device 

identifier 124 and/or the software identifier 130 and may sent to the auditing server 112, such 

as via a secured network connection. The auditing server 112 may encrypt and store the data, 

such as the device identifier 124, the software identifier 130, and/or the geo-location code 

140, received from the network device 110. The auditing server 112 may receive such data 

from a plurality of network devices and store the received data in an audit database 114. 

l0052J ln one embodiment, the auditing application 122 may generate an audit number 

142 by associating the software identifier 130 with the device identifier 124 and/or geo

location code 140, and may send the generated audit number 142 to the auditing server 112. 

In another embodiment, the application 122 may send the device identifier 124, the software 

identifier 130, and/or the geo-location code 140 to the server 112 in a piecemeal manner. The 

server 112 may in tum generate the audit number 142. The auditing server 112 may receive or 

generate audit numbers from a plurality of network devices and store the received audit 

numbers in the audit database 114. 

[0053] It is noted that the audit number 142 may be generated from the device identifier 

124, the software identifier 130, and/or the geo-location code 140 via any number of suitable 

approaches. For example, the software identifier 130 may be concatenated or linked with the 

device identifier 124 and/or geo-location code 140. Tt is also noted that the audit number 142 

may be stored in a hidden directory of the device 110 and/or at a remote location, such as the 

auditing server 112. It is further noted that the device identifier 124, the software identifier 

130, and/or the geo-location code 140 may at a later time be extracted from the audit number 

142. 

[0054] When a user of a network device, including but not limited to network device 110, 

installed with auditing application 122, attempts to run the software 120, the auditing 

application 122 in response may transmit the software identifier 130 associated with the device 

identifier 124 and/or the geo-location code 140 (or an audit number 142 generated from such 

data) to the auditing server 112, which in tum may store the received data in the audit 

database 114. 

[0055] With reference to Figure lB, there is provided an embodiment of a system that 

further comprises an optional authentication server 116 that is in operative communication 
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with the auditing server 112. When a given user tries to run software 120 on his/her network 

device, the authentication server 116 may access the audit database 114 on auditing server 112 

to determine whether to allow his/her of the software 120. The authentication server 116 may 

receive/access the license terms for a particular software from the auditing server 112 or 

another server or network device. 

[0056] In one embodiment, the authentication server 116 may disallow use of the software 

120 beyond a defined maximum number of allowed users or seats (which may be defined by 

the software license). The server 116 may analyze the data in the audit database 114 and 

determine how many seats are currently utilizing software 120. If the number of currently 

allowed seats meets or exceeds the maximum number of allowed seats, the server 116 may 

throttle or disallow the use of software 120 by more seats; otherwise, the server may allow the 

use of the software 120. In another embodiment, the authentication server 116 may throttle or 

disallow use of the software 120 if its software identifier is already associated with a different 

device identifier and/or a different IP address in the audit database 114; otherwise, the server 

116 may allow use of the software 120. The authentication server 116 may collect data 

regarding the instances of allowed and disallowed software use, and may share such data with 

the auditing server 112. 

[0057] With reference to the embodiments of Figures 1 A and 1 B, the auditing server 112 

may be in operative communication with a management device 150, which may be any device 

capable of communication with a computer network, such as, for example, a personal 

computer, a server computer, a laptop computer, a tablet computer, a personal digital 

assistant, a mobile phone, or a wireless communication device. The management device 150 

may comprise a management application 152, which may be any program or application, such 

as a stand alone application or an application that is embedded or associated with another 

software application, such as an applet running within a web browser on the device 150. 

[0058] The management application 152 may be adapted to allow a user, such as, for 

example, a software manufacturer or distributor, to view the data collected and stored in the 

audit database 114 of the audit server 112. The present embodiment will be described in the 

context of a software manufacturer utilizing the management application 152. However, it 

will be understood that any user of the management device may utilize the management 

application 152. 
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[0059] The management application 152 may present the data in the audit database 114 in 

a manner that allows its user to better understand how its software is being used, legitimately 

or otherwise. The information organized and presented according to one or more display 

schemes of the application 152 may allow a software manufacturer to better understand 

software consumer behaviors and habits, which in tum may allow the manufacturers to adjust 

or modify their licensing rules to comport with their business goals. 

[0060] The management application 152 may be adapted to process and/or present at least 

a subset of the data in the audit database 114 according to one or more display schemes. The 

display schemes may be predefined or presented for selection by the software manufacturer. 

The data in the audit database 114 (i.e., the audit numbers 142 and components thereof for 

network devices 110) may be organized or sorted by the number of activated/unactivated 

seats, license seat trends, activations trends, piracy curves, etc., as shown in Figures 3-12. It is 

noted that the data in the audit database 114 may be organized, processed, and processed by 

the management device 152 and/or the auditing server 112. 

[0061] The exemplary display scheme of Figure 3 provides an activation seats trend, which 

shows the number of activated seats over a period of time for three types of software 310, 

320, and 330 (e.g., corresponding to "2D Sketch and Plan," "3D Floorplan" and "Home Plan 

Pro," respectively). The data presented according to the display scheme of Figure 3 may 

allow one to determine licensing trends and correlate marketing and sales efforts to activation 

events. 

l0062J The exemplary display scheme of Figure 4 provides the license seat trend 410, the 

activation seats trend 420, the activated-per-licensed-seat trend 430, and the activations trend 

440 for three types of software (e.g., 310, 320, 330 in Figure 3). 

[0063] The exemplary display scheme of Figure 5 provides a piracy heat map which may 

allow one to visualize the extent/level of piracy in different geographic regions. It is noted 

that such piracy heat maps and other geographically based summaries may be based at least in 

part on the geo-location codes associated with the corresponding software identifiers. The 

data presented on the piracy heat map may be filtered by piracy, activations, number of seats 

or licenses sold, etc. The display scheme may further comprise a pivot table or the like to 

supplement the piracy heat map. 
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[0064] The exemplary display scheme of Figure 6 presents the license seat utilization 

(activated vs. deactivated seats) summary 610 and the activation trend (activations vs. 

deactivations) summary 620. The exemplary display scheme of Figure 7 presents the license 

seat trend 710, the activation seats trend 720, the activated-per-licensed-seat trend 730, and 

the activation trend 740 for three types of software (e.g., "Escape from Alcatraz," "Marks vs. 

Ninjas II" and "Revenge of the Pirates"). 

[0065] The exemplary display scheme of Figure 8 presents activated-versus-unactivated 

pie charts 810, the licensee seat trend 820, and the activation seats trend 830. Similarly, the 

exemplary display scheme of Figure 9 presents activated-versus-unactivated pie charts 910, 

the licensee scat trend 920, and the activation scats trend 930 for five types of software (e.g., 

"2D Sketch and Plan," "3D Floorplan," "Design CAD," "Home Plan Pro" and "IC Digital 

Design"). The presentation of data according to the display schemes of Figures 8 and 9 may 

make it possible to identify accounts that are at or above their licensed seats. In addition, the 

data presented in Figures 8 and 9 make it possible to identify licenses that are not being 

utilized and to properly allocate resources to ensure continued revenue streams. 

f0066] The exemplary display scheme of Figure 10 presents piracy curves 1010, the top 

ten abusing countries summary 1020, and the pirated activations summary 1030. It is again 

noted that such geographically based summaries may be based at least in part on the geo

location codes associated with the corresponding software identifiers. 

[0067] It is noted that the data in the audit database 114 may be used to model or simulate 

the effect of certain actions taken by the software manufacturer. The information generated by 

such licensing models or simulators may also be based in part on other trends/data. For 

example, the models may be based in part on historical, current, and/or forecast trends/data 

associated with a particular software identifier. Similarly, the models may be based in part on 

trends/data associated with a particular class or types of software and/or trends/data for the 

software industry. The models may be based in part on trends/data associated with other 

industries, such as, for example, the hardware industry. For example, the management 

application 152 may simulate the effect of throttling or disallowing the further use of a given 

software. The exemplary display scheme of Figure 11 summarizes the effect of such throttling 

by displaying the throttling-effectiveness summary 1110 and the throttling-rule-impact 

summary 1120. Similarly, the exemplary display scheme of Figure 12 presents the throttling-
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effectiveness summary 1210 and the throttling-rule-impact summary 1220. The data presented 

according to the display schemes of Figures 11 and 12 may include data generated by what-if 

simulators or models, which in tum may allow one to better understand how the software 

licenses are consumed. 

[0068] It will be understood that the described system for auditing software usage by 

network device users can comprise any number of components or modules adapted to perform 

various functions or tasks. For example, with reference to Figure 13, there is provided one 

embodiment of a software license auditing system wherein an auditing application on a 

network device 110 may collect information regarding the device 110 by checking hardware 

parameters expected to be unique to the network device environment. The auditing 

application may generate a device identifier based on the collected hardware information. Tn 

the alternative, or in addition, the auditing application may provide the collected hardware 

information to another device or server, which in tum may generate the hardware identifier. 

l0069J The auditing application may collect or receive information regarding a given 

software on the network device 110, such as, for example, a software serial number. The 

auditing application may optionally collect or receive information regarding collects a geo

location code 140 of the device 110, such as, for example, the IP address for the device 110. 

[0070] The auditing application may associate the software identifier with the hardware 

identifier and/or the geo-location code, and may provide such data to an auditing server 112. 

The auditing server 112 may receive such data from a plurality of network devices and store 

the received data in an audit database. 

[0071] The auditing server 112 share the data in the audit database with a management 

device 150. The management device 150 may comprise a management application that selects 

a display scheme for presenting data in the audit database. The management application may 

automatically determine the appropriate display scheme, or may allow the management device 

user to select a display scheme from a menu or list. The management application may process 

and/or present at least a subset of the data in the audit database according to the selected 

display scheme. 

[0072] With reference to Figure 14, there is provided another embodiment of an software 

license auditing system that is similar to the embodiment of Figure 13, but further comprises 
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an optional authentication server 116. The authentication server 116 may detect when a 

network device user is trying to run a given software on his/her network device. The 

authentication server 116 may receive/ access and use the data in the audit database of the 

auditing server 112 to determine whether to allow the attempted use the given software. The 

authentication server 116 may further receive/access the license terms for a particular software 

from the auditing server 112 or another server or network device. In one approach, the server 

116 may send a throttle or disallow use command to the network device if the number of 

currently allowed seats meets or exceeds the maximum number of allowed seats for the given 

software, which may be defined by the software license terms. In another approach, the server 

116 may send a throttle or disallow command to the network device if software identifier for 

the given software is already associated with a different device identifier and/or a different TP 

address in the audit database. Otherwise, the server 116 may send an allowed use command 

to the network device to allow use of the given software. 

[0073] In accordance with one or more aspects of the embodiments described herein, there 

are provided techniques for auditing licenses for software running on one or more network 

devices. In one embodiment, there is provided a network device comprising: a communication 

module for communicating with a server (e.g., audit database); at least one processor in 

operative communication with the communication module; and a memory in operative 

communication with the at least one processor and comprising executable code for the at least 

one processor to perform a number of steps. For example, the at least one processor may: 

collect machine parameters of the device, the collected machine parameters comprising a 

combination of at least one user-configurable parameter and at least one non-user-configurable 

parameter; generate a device identifier for the device based at least in part on the collected 

machine parameters; create an audit number based at least in part on the device identifier; and 

instruct the communication module to transmit the audit number to an audit database for 

storage. 

f0074] In related aspects, the memory may comprise executable code for the at least one 

processor to: collect a software identifier of the software running on the device; and associate 

the software identifier with the device identifier to generate the audit number. The software 

identifier may comprise: a software serial number; information regarding a geographic region 
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associated with the software; and/or information regarding at least one of a seller, a buyer, and 

a distributor of the software. 

[0075] In further related aspects, the at least one processor may associate the software 

identifier with the device identifier by concatenating the software identifier with the device 

identifier. In the alternative, or in addition, the at least one processor may associate the 

software identifier with the device identifier by linking the software identifier with the device 

identifier. 

[0076] In yet further related aspects, the at least one processor may: determine a geo-

location code for the device; and associate the geo-location code with at least one of the 

software identifier and the device identifier to generate the audit number. The geo-location 

code comprises an Internet Protocol (IP) address of the device. 

[0077] In other aspects, the at least one processor may generate the device identifier by 

implementing at least one irreversible transformation (e.g., a cryptographic hash function) such 

that the collected machine parameters cannot be derived from the device identifier. 

[0078] In accordance with one or more aspects of the embodiments described herein, there 

is provided another embodiment of a network device adapted to facilitate auditing of a license 

for a software running on the device. The device may comprise: a communication module for 

communicating with an auditing server and an authentication server; at least one processor in 

operative communication with the communication module; and a memory in operative 

communication with the at least one processor and comprising executable code for the at least 

one processor to perform a number of tasks. For example, the at least one processor may: 

collect machine parameters of the device, the collected machine parameters comprising a 

combination of at least one user-configurable parameter and at least one non-user-configurable 

parameter; instruct the communication module to send the collected machine parameters to 

the auditing server to generate a device identifier for the device based at least in part on the 

collected machine parameters; in response to receiving the device identifier from the server, 

create an audit number based at least in part on the device identifier; and instruct the 

communication module to transmit the audit number to at least one of the auditing server and 

the authentication server for storage in at least one audit database. 
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[0079] In related aspects, the memory may further comprise executable code for the at 

least one processor to: collect a software identifier of the software running on the device; and 

associate the software identifier with the device identifier to generate the audit number. 

[0080] In further related aspects, the memory may further comprise executable code for 

the at least one processor to: collect a software identifier of the software running on the 

network device; and instruct the communication module to send the software identifier to the 

auditing server to generate the device identifier based at least in part on the software identifier. 

[0081] In other related aspects, the at least one processor may: determine a geo-location 

code (e.g., IP address) or the device; and associate the code with at least one of the device 

identifier and the software identifier to generate the audit number. In the alternative, or in 

addition, the at least one processor may: determine a geo-location code for the device; and 

instruct the communication module to send the code to the auditing server to generate the 

device identifier based at least in part on the code. 

[0082] In accordance with one or more aspects of the embodiments described herein, there 

is provided a system for managing a license for a software running on one or more network 

devices, comprising: a communication module for accessing an audit database, the database 

comprising audit numbers for the one or more network devices, each audit number comprising 

a software identifier associated with a device identifier, each device identifier being generated 

from a combination of user-configurable and non-user-configurable machine parameters for a 

given network device; a display module; at least one processor in operative communication 

with the communication module, and the display module; and a memory in operative 

communication with the at least one processor and comprising executable code for the at least 

one processor. For example, the at least one processor may: instruct the communication 

module to access the database; process the audit numbers to sort the audit numbers according 

to at least one of activated license seats and unactivated license seats; select a display scheme 

for presenting the processed audit numbers; and instruct the display module to present the 

processed audit numbers according to the selected display scheme. The at lest one processor 

may select the display scheme in response to a user choice entered on a user input module in 

operative communication with the at least one processor. 
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[0083] In related aspects, the at least one processor may sort the audit numbers according 

to at least one of authorized software copies and pirated software copies. In the alternative, 

or in addition, the at least one processor may sort the audit numbers according to geographic 

data regarding the software. 

[0084] In further related aspects, the at least one processor may identify a trend with 

respect to at least one of the activated license seats and the unactivated license seats. The at 

least one processor may identify a trend with respect to at least one of authorized software 

copies and pirated software copies. The at least one processor identifies a trend with respect 

to geographic data regarding the software. The at least one processor may instruct the display 

module to display the processed audit numbers as a piracy heat map or the like. 

[0085] While the present invention has been illustrated and described with particularity in 

terms of preferred embodiments, it should be understood that no limitation of the scope of the 

invention is intended thereby. Features of any of the foregoing methods and devices may be 

substituted or added into the others, as will be apparent to those of skill in the art. It should 

also be understood that variations of the particular embodiments described herein 

incorporating the principles of the present invention will occur to those of ordinary skill in the 

art and yet be within the scope of the invention. 

[0086] As used in this application, the terms "component," "module," "system," and the 

like are intended to refer to a computer-related entity, either hardware, firmware, a 

combination of hardware and software, software, or software in execution. For example, a 

component can be, but is not limited to being, a process running on a processor, a processor, 

an object, an executable, a thread of execution, a program, and/or a computer. By way of 

illustration, both an application running on a computing device and the computing device can 

be a component. One or more components can reside within a process and/or thread of 

execution and a component can be localized on one computer and/or distributed between two 

or more computers. In addition, these components can execute from various computer 

readable media having various data structures stored thereon. The components can 

communicate by way of local and/or remote processes such as in accordance with a signal 

having one or more data packets (e.g., data from one component interacting with another 

component in a local system, distributed system, and/or across a network such as the Internet 

with other systems by way of the signal). 
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[0087] It is understood that the specific order or hierarchy of steps in the processes 

disclosed herein in an example of exemplary approaches. Based upon design preferences, it is 

understood that the specific order or hierarchy of steps in the processes may be rearranged 

while remaining within the scope of the present disclosure The accompanying method claims 

present elements of the various steps in sample order, and are not meant to be limited to the 

specific order or hierarchy presented. 

[0088] Moreover, various aspects or features described herein can be implemented as a 

method, apparatus, or article of manufacture using standard programming and/or engineering 

techniques. The term "article of manufacture" as used herein is intended to encompass a 

computer program accessible from any computer-readable device, carrier, or media. For 

example, computer-readable media can include but are not limited to magnetic storage devices 

(e.g., hard disk, floppy disk, magnetic strips, etc.), optical disks (e.g., compact disk (CD), 

digital versatile disk (DVD), etc.), smart cards, and flash memory devices (e.g., Erasable 

Programmable Read Only Memory (EPROM), card, stick, key drive, etc.). Additionally, 

various storage media described herein can represent one or more devices and/or other 

machine-readable media for storing information. The term "machine-readable medium" can 

include, without being limited to, wireless channels and various other media capable of storing, 

containing, and/or carrying instruction(s) and/or data. 

[0089] Those skilled in the art will further appreciate that the various illustrative logical 

blocks, modules, circuits, methods and algorithms described in connection with the examples 

disclosed herein may be implemented as electronic hardware, computer software, or 

combinations of both. To clearly illustrate this interchangeability of hardware and software, 

various illustrative components, blocks, modules, circuits, methods and algorithms have been 

described above generally in terms of their functionality. Whether such functionality is 

implemented as hardware or software depends upon the particular application and design 

constraints imposed on the overall system. Skilled artisans may implement the described 

functionality in varying ways for each particular application, but such implementation decisions 

should not be interpreted as causing a departure from the scope of the present invention. 
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WHAT IS CLAIMED IS: 

1. A network device adapted to facilitate auditing of a license for a software running 

on the device, comprising: 

a communication module for communicating with a server; 

at least one processor in operative communication with the communication 

module; and 

a memory in operative communication with the at least one processor and 

comprising executable code for the at least one processor to: 

collect machine parameters of the device, the collected machine 

parameters comprising a combination of at least one user-configurable 

parameter and at least one non-user-configurable parameter; 

generate a device identifier for the device based at least in part on the 

collected machine parameters; 

create an audit number based at least in part on the device identifier; 

and 

instruct the communication module to transmit the audit number to an 

audit database for storage. 

2. The device of Claim 1, wherein the memory further comprises executable code for 

the at least one processor to: 

collect a software identifier of the software running on the device; and 

associate the software identifier with the device identifier to generate the audit 

number. 

3. The device of Claim 2, wherein the software identifier comprises a software serial 

number. 

4. The device of Claim 2, wherein the software identifier compnses information 

regarding a geographic region associated with the software. 

5. The device of Claim 2, wherein the software identifier compnses information 

regarding at least one of: a seller; a buyer; and a distributor of the software. 
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6. The device of Claim 2, wherein the at least one processor associates the software 

identifier with the device identifier by concatenating the software identifier with the device 

identifier. 

7. The device of Claim 2, wherein the at least one processor associates the software 

identifier with the device identifier by linking the software identifier with the device identifier. 

8. The device of Claim 2, wherein the at least one processor: 

determines a geo-location code for the device; and 

associates the geo-location code with at least one of the software identifier and 

the device identifier to generate the audit number. 

9. The device of Claim 8, wherein the geo-location code compnses an Internet 

Protocol (IP) address of the device. 

10. The device of Claim 1, wherein the at least one processor generates the device 

identifier by implementing at least one irreversible transformation such that the collected 

machine parameters cannot be derived from the device identifier. 

11. The device of Claim 10, wherein the at least one irreversible transformation 

comprises a cryptographic hash function. 

12. The device of Claim 1, wherein the server comprises the audit database. 

13. The device of Claim 1, wherein the machine parameters comprise information 

regarding at least one of: machine model; machine serial number; machine copyright; machine 

ROM version; machine bus speed; machine details; machine manufacturer; machine ROM 

release date; machine ROM size; machine UUID; and machine service tag. 

14. The device of Claim 1, wherein the machine parameters comprise information 

regarding at least one of: CPU ID; CPU model; CPU details; CPU actual speed; CPU family; 

CPU manufacturer; CPU voltage; and CPU external clock. 

15. The device of Claim 1, wherein the machine parameters comprise information 

regarding at least one of: network model; network address; Bluetooth address; Blackbox 
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model (including IDE and SCSI); Blackbox serial; Blackbox details; Blackbox damage map; 

Blackbox volume name; NetStore details; and NetStore volume name. 

16. The device of Claim 1, wherein the machine parameters comprise information 

regarding at least one of: optical model; optical serial; optical details; keyboard model; 

keyboard details; mouse model; mouse details; printer details; and scanner details. 

17. The device of Claim 1, wherein the machine parameters comprise information 

regarding at least one of: baseboard manufacturer; baseboard product name; baseboard 

version; baseboard serial number; and baseboard asset tag. 

18. The device of Claim 1, wherein the machine parameters comprise information 

regarding at least one of: chassis manufacturer; chassis type; chassis version; and chassis serial 

number. 

19. The device of Claim 1, wherein the machine parameters comprise information 

regarding at least one of: IDE controller; SATA controller; RAID controller; and SCSI 

controller. 

20. The device of Claim 1, wherein the machine parameters comprise information 

regarding at least one of: port connector designator; port connector type; port connector port 

type; and system slot type. 

21. The device of Claim 1, wherein the machine parameters comprise information 

regarding at least one of: cache level; cache size; cache max size; cache SRAM type; and 

cache error correction type. 

22. The device of Claim 1, wherein the machine parameters comprise information 

regarding at least one of: fan; PCMCIA; modem; portable battery; tape drive; USB controller; 

and USB hub. 

23. The device of Claim 1, wherein the machine parameters comprise information 

regarding at least one of: device model; device model IMEI; device model IMSI; and device 

model LCD. 
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24. The device of Claim 1, wherein the machine parameters comprise information 

regarding at least one of: wireless 802.11; webcam; game controller; silicone serial; and PCI 

controller. 

25. A network device adapted to facilitate auditing of a license for a software running 

on the device, comprising: 

a communication module for communicating with an auditing server and an 

authentication server; 

at least one processor in operative communication with the communication 

module; and 

a memory in operative communication with the at least one processor and 

comprising executable code for the at least one processor to: 

collect machine parameters of the device, the collected machine 

parameters comprising a combination of at least one user-configurable 

parameter and at least one non-user-configurable parameter; 

instruct the communication module to send the collected machine 

parameters to the auditing server to generate a device identifier for the device 

based at least in part on the collected machine parameters; 

in response to receiving the device identifier from the server, create an 

audit number based at least in part on the device identifier; and 

instruct the communication module to transmit the audit number to at 

least one of the auditing server and the authentication server for storage in at 

least one audit database. 
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26. The device of Claim 25, wherein the memory further comprises executable code 

for the at least one processor to: 

collect a software identifier of the software running on the device; and 

associate the software identifier with the device identifier to generate the audit 

number. 

27. The device of Claim 25, wherein the memory further comprises executable code 

for the at least one processor to: 

collect a software identifier of the software running on the network device; and 

instruct the communication module to send the software identifier to the 

auditing server to generate the device identifier based at least in part on the software 

identifier. 

28. The device of Claim 27, wherein the at least one processor: 

determines a geo-location code for the device; and 

associates the code with at least one of the device identifier and the software 

identifier to generate the audit number. 

29. The device of Claim 28, wherein the code comprises an Internet Protocol (IP) 

address of the device. 

30. The device of Claim 25, wherein the at least one processor: 

determines a geo-location code for the device; and 

instructs the communication module to send the code to the auditing server to 

generate the device identifier based at least in part on the code. 
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31. An system for managing a license for a software running on one or more network 

devices, comprising: 

a communication module for accessmg an audit database, the database 

compnsmg audit numbers for the one or more network devices, each audit number 

compnsmg a software identifier associated with a device identifier, each device 

identifier being generated from a combination of user-configurable and non-user

configurable machine parameters for a given network device; 

a display module; 

at least one processor in operative communication with the communication 

module, and the display module; and 

a memory in operative communication with the at least one processor and 

comprising executable code for the at least one processor to: 

instruct the communication module to access the database; 

process the audit numbers to sort the audit numbers according to at 

least one of activated license seats and unactivated license seats; 

select a display scheme for presenting the processed audit numbers; and 

instruct the display module to present the processed audit numbers 

according to the selected display scheme. 

32. The system of Claim 31, wherein the at lest one processor selects the display 

scheme in response to a user choice entered on a user input module in operative 

communication with the at least one processor. 

33. The system of Claim 31, wherein the at least one processor sorts the audit numbers 

according to at least one of authorized software copies and pirated software copies. 

34. The system of Claim 31, wherein the at least one processor sorts the audit numbers 

according to geographic data regarding the software. 

35. The system of Claim 31, wherein the at least one processor identifies a trend with 

respect to at least one of the activated license seats and the unactivated license seats. 

36. The system of Claim 31, wherein the at least one processor identifies a trend with 

respect to at least one of authorized software copies and pirated software copies. 
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3 7. The system of Claim 31, wherein the at least one processor identifies a trend with 

respect to geographic data regarding the software. 

38. The system of Claim 31, wherein the at least one processor instructs the display 

module to display the processed audit numbers as a piracy heat map. 

39. A method for auditing a license for a software runmng on a network device, 

compnsmg: 

collecting machine parameters of the device, the collected machine parameters 

a combination of user-configurable and non-user-configurable machine parameters; 

generating a device identifier for the device ha;;(:d <•.i ka::-;t pmt on the 

collected machine parameters; 

collecting a software identifier of the software running on the device; 

associating the software identifier with the device identifier to generate an audit 

number; 

transmitting the audit number to a server for storage in an audit database. 

40. The method of Claim 39, further comprising: 

determining a geo-location code for the device; and 

associating the code with at least one of the software identifier and the device 

identifier to generate the audit number. 
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41. A method for auditing a license for a software runmng on a network device, 

compnsmg: 

collecting machine parameters of the device, the collected machine parameters 

a combination of user-configurable and non-user-configurable machine parameters; 

collecting at least one software identifier of the software running on the device; 

sending the machine parameters and the at least one software identifier to a 

server to generate a device identifier based at least in part on the machine parameters 

and the at least one software identifier; 

in response to receiving the device identifier, creating an audit number based at 

least in part on the received audit number; and 

transmitting the audit number to an audit database for storage. 

42. The method of Claim 39, further comprising: 

determining a geo-location code associated with the device; and 

sending the code to the server to generate the device identifier based at least in 

part on the code. 
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between the field security device and the TMC. 
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DEVICE AND l\!IETHOD FOR SECURED COMMUNICATION 

BACKGROUND OF THE INVENTION 

FIELD OF THE INVENTION 

[0001] The present invention is directed toward systems for securing communications (e.g., with 

traffic management centers or the like), and related methods. 

DESCRIPTION OF THE RELATED ART 

[0002] A trend in the transportation industry is to utilize more cost-effective modes of 

communication between traffic management centers (TMCs) and traffic controllers located at or near 

street intersections. The traffic controllers typically comprise, or are othe1wise in operative 

communication with, traffic lights/signals, surveillance cameras, sensors, detectors, etc., one or more of 

which may be housed in field traffic cabinets at or near the intersections. The traffic controllers and 

other devices capable of communicating with the TMC often utilize Ethernet and Internet Protocol (IP) 

based field communications or the like to communicate with and interconnect signalized intersection.;;. 

A further trend is the utilization of wireless communication protocols for communicating with TMCs 

and/or traffic controllers. 

[0003] With the use of Ethernet and Internet as common platforms of choice in many new 

transportation management applications, there is an increased possibility for security breaches into such 

traffic networks. Accordingly, cunent and future traffic management systems may be vulnerable to 

attack or abuse from unauthorized intruders, e.g., "hackers" or insiders operating outside their 

authority, gaining access to the system using stolen or "cracked" security information or using 

authorized emergency control devices to manipulate traffic signals, etc. Such attacks may endanger 

public safety, erode public confidence in the traffic control and enforcement systems, and reduce 

municipal revenues. 

[0004] Accordingly, it would be desirable to provide a cost-effective system and method for 

improving the security of communications for traffic controllers, such as, for example, controllers, 

detectors, surveillance cameras, unintenuptible power supply systems, and other devices supporting an 

IP or web based user interface or the like. 

SUMMARY OF THE INVENTION 

[0005] The following presents a simplified summary of one or more embodiments in order to 

provide a basic understanding of such embodiments. This summary is not an extensive overview of all 

contemplated embodiments, and is intended to neither identify key or critical elements of all 

embodiments nor delineate the scope of any or all embodiments. Its sole purpose is to present some 
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concepts of one or more embodiments in a simplified form as a prelude to the more detailed description 

that is presented later. 

[0006J ln accordance with one or more embodi1nents and corresponding disclosure thereof, various 

aspects are described in connection with a field security device/apparatus for providing a secure private 

network (SPN) between a field traffic controller and a traffic management center (TMC). The field 

security device may include a first connector (e.g., a receiving port) for interfacing with the field traffic 

controller; a communication/transceiver module; at least one processor operative coupled to the first 

connector and the communication module; and a memory module operatively coupled to the at least one 

processor and comprising executable code for the at least one processor. 

[0007] The memory module may include executable code for the at least one processor to: access a 

public network via the communication module; locate an authentication server of the TMC via the 

public network; and send a device identifier to the authentication server via the communication module, 

the device identifier being based on a combination of at least one user-configurable parameter and at 

least one non-user-configurable parameter of the field security device. The memory module may 

further include executable code for the at least one processor to, in response to the authentication server 

authenticating the device identifier from the field security device, establish the SPN between the field 

security device and the TMC. The established SPN may tunnel across one or more segments of the 

public network. 

[0008] In related aspects, the at least one non-user-configurable parameter may comprise at least 

one of CPU ID, CPU model, CPU manufacturer, and CPU voltage. In the alternative, or in addition, 

the at least one non-user-configurable parameter may be based on a carbon degradation characteristic 

of a computer chip. In the alternative, or in addition, the at least one non-user-configurable parameter 

may be based on a silicone degradation characteristic of a computer chip. 

[0009J ln further related aspects, the at least one user-configurable parameter may comprise one 

of hard disk volume name, user name, device name, user password, and hard disk initialization date. 

[00101 In yet further related aspects, the device identifier may be generated by utilizing at least one 

irreversible transformation of the at least one user-configurable and the at least one non-user

configurable parameters. For example, the device identifier may be generated by utilizing a 

cryptographic hash function on the at least one user-configurable and the at least one non-user

configurable parameters. 

[0011] In still further related aspects, the public network may comprise a wireless communication 

network. The wireless communication network may implement at least one of CDMA and GSM 

standards. In the alternative, or in addition, the wireless communication network may implement at 

least one of 802.11 a, 802.11 b, 802.11 g, 802.1 ln, and 802.11 p (Dedicated Short Range 

Communications) standards. 
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[0012] In further related aspects, the traffic controller may comprise a traffic signal, a surveillance 

camera, etc. The traffic controller may be housed in a field traffic cabinet or the like. The field 

security device may be adapted to be housed in the field traffic cabinet. 

[0013] In accordance with other aspects of the embodiments described herein, there is provided a 

server (e.g., an authentication server) for providing a SPN between a TMC and a field security device, 

the field security device being in operative communication with a field trafiic controller. For example, 

the server may include: a communication module adapted to receive a device identifier over a public 

network from the field security device, the device identifier being based on a combination of at least one 

user-configurable parameter and at least one non-user-configurable parameter of the field security 

device; at least one processor operatively coupled to the communication m.odule; and a memory m.odule 

operatively coupled to the at least one processor and comprising executable code for the at least one 

processor. 

[00141 The memory module may include executable code for the at least one processor to, in 

response to the communication module receiving the device identifier from the field security device, 

access a database of authorized device identifiers c01Tesponding to known field security devices. The 

memory module may further include executable code for the at least one processor to, in response to the 

received device identifier matching one of the authorized device identifiers, establish the SPN between 

the field security device and the TMC. 

[0015] In accordance with other aspects of the embodiments described herein, there is provided a 

network device for securely communicating with a TMC. The network device may include: a 

communication module adapted to access a public network; at least one processor operatively coupled 

to the communication module; and a memory module operatively coupled to the at least one processor 

and comprising executable code for the at least one processor. 

[0016] The memory module may include executable code for the at least one processor to: access 

the public network via the communication module; locate an authentication server of the TMC via the 

public network; and send a device identifier to the authentication server via the communication module, 

the device identifier being based on a combination of at least one user-configurable parameter and at 

least one non-user-configurable parameter of the network device. The memory module may further 

include executable code for the at least one processor to, in response to the authentication server 

authenticating the device identifier from the network device, establish a SPN between the network 

device and the TMC. 

[00171 ln accordance with other aspects of the embodiments described herein, there is provided a 

method for providing a SPN between a TMC and a device (e.g., a field security device, a network 

device, etc.). The method may involve: accessing a public network; locating an authentication server of 

the TMC via the public network; and sending a device identifier for the device to the authentication 
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server via the communication module, the device identifier being based on a combination of at least one 

user-configurable parameter and at least one non-user-configurable parameter of the device. The 

method may further involve, in response to the authentication server authenticating the device identifier, 

establishing the SPN between the TMC and the device. 

[0018] To the accomplishment of the foregoing and related ends, the one or more embodiments 

comprise the features hereinafter fully described and particularly pointed out in the claims. The 

following description and the annexed drawings set forth in detail certain illustrative aspects of the one 

or more embodiments. These aspects are indicative, however, of but a few of the various ways in 

which the principles of various embodiments may be employed and the described embodiments are 

intended to include all such aspects and their equivalents. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0019] Figure 1 provides a block diagram of certain components of an exemplary system for 

secured communication with a traffic management center (TMC). 

[0020] Figure 2 illustrates components of an exemplary device identifier. 

[0021J Figure 3 illustrates an exemplary embodiment of a network for secure communication 

between field security devices and an authentication server. 

[0022] Figure 4 illustrates one embodiment of an apparatus for providing a secure private network 

(SPN) between a field traffic controller and a TMC. 

[0023] Figure 5 illustrates one embodiment of an apparatus for providing a SPN between a TMC 

and a field security device. 

[0024] 

TMC. 

[0025] 

Figure 6 illustrates one embodiment of an apparatus for securely communicating with a 

Figure 7 shows one embodiment of a method for providing a SPN between a TMC and a 

device (e.g., a field security device, a network device, etc.). 

[0026] Figure 8 shows one embodiment of a method for securely communicating with a TMC. 

DETAILED DESCRIPTION 

[0027] The present invention addresses the need for a system and method for providing secured 

communication, wireless or otherwise. In the exemplary embodiments described herein, there are 

presented systems and methods for securing communication between and among traffic controllers and 

traffic management centers (TM Cs), thereby protecting field traffic control systems from the effects of 

external cyber-threats. Tt is noted the invention is not limited to securing communication with TMCs; 

rather, the technology described herein may be used to secure communications between a plurality of 

locations. 
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[0028] Such a system preferably shields traffic management systems against denial-of-service 

(DOS) attacks and address resolution protocol (ARP) redirecting or spoofing originating from 

malicious code threats. Such a systein preferably implements device-based access control to restrict 

field-control network access only to authorized PCs or devices. Such a system preferably eliminates 

transportation network vulnerabilities due to unknown security compliance by private network sharers, 

and makes it possible to monitor and manage field security configuration and status from the TMC. 

[0029] Such a system may include field security devices that send device identifiers to the TMC in 

an automated manner, and that establish a secured private network between selected system 

components based at least in part on whether the device identifier is on the list of authorized device 

identifiers, thereby determining whether a field security device qualifies as a known device. The device 

identifiers may be based on a combination of user-configurable and non-user-configurable parameters 

of the field security device. Such authentication and secured communication techniques may be used 

alone, or in conjunction with other security or authentication measures. 

System for Secured Communication with a Traffic Management Center (TMC): 

[0030] With reference Figure 1, there is provided an embodiment of a system 10 for securing 

conmmnication with a TMC 20. Three traffic controllers 14A, 14B, 14C are shown; however, it will 

be understood that the system 10 may comprise any number of traffic controllers 14. Each traffic 

controller 14 may comprise a traffic light or signal, a surveillance camera, detectors, sensors, etc., one 

or more of which may be housed in a field traffic cabinet. In one embodiment, a traffic controller 14 is 

operatively coupled to a traffic light. 

[0031] In the illustrated embodiment, field security devices/apparatuses 12A, 12B, and 12C are 

operatively coupled to the traffic controllers 14A, 14B, and 14C, respectively. Each field security 

device 12 may function as a security appliance that creates a secure, virtual-network layer connection 

between a given traffic controller 14 (coupled to the given field security device 12) and the TMC 20. 

As will be explained in further detail below, the field security devices 12A, 12B, 12C and 

authentication server 22 at the TMC 20 utilize device recognition technology to establish secure private 

networks 18A, 18B, and 18C between the TMC 20 and the field security devices 12A, 12B, and 12C, 

respectively. 

[0032] Each secure private network (SPN) 18 may tunnel across one or more segments of a public 

network 16. The public network 16 (as well as public network 40) may comprise one or more public 

portions of the Internet (e.g., 802.3, DSL, cable, Ethernet, etc.). The public networks 16, 40 may 

comprise a wireless communication network, such as, for example, CDMA, GSM, etc. The public 

networks 16, 40 may comprise a wireless local area network (WLAN), such as, for example, 802.1 la, 

802.11 b, 802.11 g, 802.11 n, 802.11 p, etc. It is noted that the public networks 16, 40 may comprise any 
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communication network, wired or wireless, utilizing any known standards, such as, for example, wide 

area networks (WANs), campus area networks (CANs), metropolitan area networks (MANs), wireless 

application protocol (W AP), etc. In the alternative, or in addition, the SPN 18 may tunnel across a 

traffic control network, a portion of which is public. 

[0033] The TMC 20 may include an authentication server 22 that is in operative communication 

with one or more workstations 26, 28, such as, for example, via a node/switch in between the 

authentication server 22 and a general server 24 (i.e., not an authentication server). The TMC may 

include a firewall 34 between the general server 24 and the public network 40, and thereby add another 

layer of protection for communications to and from the TMC 20. Tn the alternative, or in addition, the 

TMC may comprise a firewall (not shown) between the authentication server 22 and the public network 

16. In the alternative, or in addition, one or more authentication servers and/or workstations 

operatively coupled to the authentication servers may be located outside of the TMC, such as, for 

example, at a remote site. 

[0034] The system 10 may include a network device 44, such as, for example, laptop computer, 

tablet computer, PDA, mobile phone or device, etc. The network device 44 may comprise, for example, 

a field technician's laptop for troubleshooting traffic controllers 14A, 14B, and 14C. Device 44 needs 

to connect to authentication server 22 in order to establish an SPN 42 between a user of the network 

device 44 (e.g., a field engineer) and the TMC 20. ln one embodiment, the device 44 bypasses the 

firewall 34 via a VPN soft-server on the server 24. Once the authentication server 22 authorizes device 

44, the SPN 42 is established. The SPN 42 may essentially function as a tunnel within the VPN soft

server, and therefore may be analogous to a tunnel within a tunnel. In another embodiment (not 

shown), a field security device 12 may acts as a proxy for a network device 44 whose user wishes to 

access the network, when the network device 44 is connected behind the field security device 12. 

[0035] It is noted that SPN 18 has the ability to provide a star topology whereby the field security 

devices 12A, 12B, 12C may communicate with each other, through server 22, thereby providing a way 

for traffic controllers 14A, 14B, and 14C to communicate with each other as well. For example, in one 

embodiment, SPN 18 may be configured to that field security devices 12A, 12B, 12C can only 

communicate with server 22 (and workstations 26, 28). Such an embodiment would normally be 

applicable to an Enterprise Server deployment, thereby preventing a TMC for one city from affecting 

critical assets of a TMC of another city. 

[0036J Figure 3 illustrates an exemplary embodiment ofa network for securing communication 

between the field security devices 12A, 12B and the authentication server 22. Portions ISA, lSB, and 

23 of the shown network represent the secured portions of the network. Portion I SA may include a 

field security device 12A in operative communication with a traffic signal/light and/or 

surveillance/video camera(s). Portion 15B may include a field security device 12B in operative 
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communication with an Advanced Traffic Management Systems (ATMS) client, which is in operative 

communication with a traffic controller. Portion 23 may include an authentication server 22 in 

operative communications with other servers, such as, for example, an ATMS server or a streaming 

server, via an Ethernet switch or the like. The network device 44 (e.g., laptop computer) may also be 

authenticated via the server 22 for access to the field security devices 12A, 12B. 

Device Identifiers: 

[0037] As noted above, the field security devices 12A, 12B, 12C and the authentication servers 

22, 24, as well as the network device 44, may utilize device recognition technology to establish SPNs 

18A, 18D, and 18C. Por example, each field security device 12 may be adapted to transmit self

idcntification information to the authentication server 22 upon being powered up in the field. The sclf

identification information or device identifier generally comprises information that is expected to be 

unique for the field security device 12. For example, the device identifier for a given field security 

device 12 may comprise a serial number and/or location information (e.g., an IP address, geo-location 

code, etc.). 

[0038] The device identifier is preferably generated fron1 machine paran1eters of the field security 

device 12, such as, for example, hard disk volume name, user name, device name, user password, hard 

disk initialization date, etc. The machine parameters may relate to the platform on which the web 

browser runs, such as, for example, CPU number, or unique parameters associated with the fin11ware 

in use. The machine parameters may also include system configuration information, such as amount of 

memory, type of processor, software or operating system serial number, etc. The device identifier 

generated from the machine parameters may include the field security device's IP address and/or other 

geo-location code to add another layer of specificity to field security device's unique identifier. In the 

alternative, or in addition, the device identifier may comprise a randomly generated and assigned 

number that is unique for the field security device 12. 

[00391 In one embodiment, the device identifier for the field security device 12 is generated and 

stored in the field security device's memory before the field security device 12 is deployed into the field. 

In another embodiment, the device identifier, or a portion thereof, is generated after the field security 

device 12 is deployed and/or powered on in the field. 

[0040] Tt is noted that an application running on the field security device 12 or otherwise having 

access to the field security device's hardware and file system may generate a unique device identifier 

using a process that operates on data indicative of the field security device's configuration and 

hardware. The device identifier may be generated using a combination of user-configurable and non

user-configurable machine parameters as input to a process that results in the device identifier, which 

may be expressed in digital data as a binary number. Each machine parameter may include data 
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determined by a hardware component, software component, or data component specific to the device 

that the unique identifier pertains to. Machine parameters may be selected based on the target device 

system configuration such that the resulting device identifier has a very high probability (e.g., greater 

than 99. 999%) of being unique to the target device. In addition, the machine parameters may be 

selected such that the device identifier includes at least a stable unique portion up to and including the 

entire identifier that has a very high probability of remaining unchanged during normal operation of the 

target device. Thus, the resulting device identifier should be highly specific, unique, reproducible and 

stable as a result of properly selecting the machine parameters. 

[0041] The application for generating the device identifier may also operate on the collected 

parameters with one or more algorithms to generate the device identifier. This process may include at 

least one irreversible transformation, such as, for example, a cryptographic hash function, such that the 

input machine parameters cannot be derived from the resulting device identifier. Each device identifier, 

to a very high degree of certainty, cannot be generated except by the suitably configured application 

operating or otherwise having had access to the same field security device for which the device 

identifier was first generated. Conversely, each identifier, again to a very high degree of certainty, can 

be successfully reproduced by the suitably configured application operating or otherwise having access 

to the same field security device on which the identifier was first generated. 

l0042J The application may operate by performing a system scan to determine a present 

configuration of the field security device. The application may then select the machine parameters to be 

used as input for generating the unique device identifier. Selection of parameters may vary depending 

on the system configuration. Once the parameters are selected, the application may generate the 

identifier. 

[0043] Further, generating the device identifier may also be described as generating a device 

fingerprint and may entail the sampling of physical, non-user configurable properties as well as a 

variety of additional parameters such as uniquely generated hashes and time sensitive values. Physical 

device parameters available for sampling may include, for example, unique manufacturer 

characteristics, carbon and silicone degradation and small device failures. 

[0044] The process of measuring carbon and silicone degradation may be accomplished by 

measuring a chip's ability to process complex mathematical computations, and its ability to respond to 

intensive time variable computations. These processes measure how fast electricity travels through the 

carbon. Using variable offsets to compensate for factors such as heat and additional stresses placed on 

a chip during the sampling process allows for each and every benchmark to reproduce the expected 

values. During a standard operating lifetime, the process of passing electricity through the various 

switches causes a computer chip to degrade. These degradations manifest as gradually slower speeds 

that extend the processing time required to compute various benchmarking algorithms. 
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[0045] In addition to the chip benchmarking and degradation measurements, the process for 

generating a device identifier may include measuring physical, non-user-configurable characteristics of 

disk drives and solid state memory devices. Each data storage device has a large variety of damage and 

unusable data sectors that are nearly unique to each physical unit. The ability to measure and compare 

values for damaged sectors and data storage failures provides a method for identifying storage devices. 

[00461 Device parameter sampling, damage measurement and chip benchmarking make up just a 

part of device fingerprinting technologies described herein. These tools may be further extended by the 

use of complex encryption algorithms to convolute the device identifier values during transmission and 

compansons. Such encryption processes may be used in conjunction with random sampling and key 

generations. 

[004 7] The device identifier may be generated by utilizing machine parameters associated with one 

or more of the following: machine model; machine serial number; machine copyright; machine ROM 

version; machine bus speed; machine details; machine manufacturer; machine ROM release date; 

machine ROM size; machine UUID; and machine service tag. 

[0048] The device identifier may also be generated by utilizing machine parameters associated 

with one or more of the following: CPU ID; CPU model; CPU details; CPU actual speed; CPU family; 

CPU manufacturer; CPU voltage; and CPU external clock 

[0049] The device identifier may also be generated by utilizing machine parameters associated 

with one or more of the following: memory model; memory slots; memory total; and memory details. 

[00501 The device identifier may also be generated by utilizing machine parameters associated 

with one or more of the following: video model; video details; display model; display details; audio 

model; and audio details. 

[0051] The device identifier may also be generated by utilizing machine parameters associated 

with one or more of the following: network model; network address; Bluetooth address; BlackBox 

model; BlackBox serial; BlackBox details; BlackBox damage map; BlackBox volume name; NetStore 

details; and NetStore volume name. 

[0052] The device identifier may also be generated by utilizing machine parameters associated 

with one or more of the following: optical model; optical serial; optical details; keyboard model; 

keyboard details; mouse model; mouse details; printer details; and scanner details. 

[0053] The device identifier may also be generated by utilizing machine parameters associated 

with one or more of the following: baseboard manufacturer; baseboard product name; baseboard 

version; baseboard serial number; and baseboard asset tag. 

[0054] The device identifier may also be generated by utilizing machine parameters associated 

with one or more of the following: chassis manufacturer; chassis type; chassis version; and chassis 

serial number. 
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[0055] The device identifier may also be generated by utilizing machine parameters associated 

with one or more of the following: IDE controller; SAT A controller; RAID controller; and SCSI 

controller. 

[0056] The device identifier may also be generated by utilizing machine parameters associated 

with one or more of the following: port connector designator; port connector type; port connector port 

type; and system slot type. 

[0057] The device identifier may also be generated by utilizing machine parameters associated 

with one or more of the following: cache level; cache size; cache max size; cache SRAM type; and 

cache error correction type. 

[0058] The device identifier may also be generated by utilizing machine parameters associated 

with one or more of the following: fan; PCM CIA; modem; portable battery; tape drive; USB controller; 

and USB hub. 

[0059] The device identifier may also be generated by utilizing machine parameters associated 

with one or more of the following: device model; device model IMEI; device model IMSI; and device 

model LCD. 

[0060] The device identifier may also be generated by utilizing machine parameters associated 

with one or more of the following: wireless 802.11; webcam; game controller; silicone serial; and PCT 

controller. 

[0061] In one example, the device identifier may also be generated by utilizing machine 

parameters associated with one or more of the following: machine model, processor model, processor 

details, processor speed, memory model, memory total, network model of each Ethernet interface, 

network MAC address of each Ethernet interface, BlackBox Model, BlackBox Serial (e.g., using 

Dallas Silicone Serial DS-2401 chipset or the like), OS install elate, nonce value, and nonce time of day. 

[0062] With reference to Figure 2, in one exemplary embodiment, a device identifier 50 may 

include two components - namely, a variable key portion 52 and a syste1n key pmiion 54. The variable 

key portion 52 may be generated by reference to a variable platform parameter, such as via reference to 

system time information, although other parameters which are variable may be utilized in other 

embodiments. The system key portion 54 may include the above described parameters expected to be 

unique to the field security device 12, such as, for example, hard disk volume name, user name, 

computer name, user password, hard disk initialization date, or combinations thereof. Portions 52 

and/or 54 may be combined with the TP address and/or other platfonn parameters of the field security 

device 12. It is noted that device identifiers, or portions thereof, may be encrypted to add an additional 

layer of specificity and security. 

[0063] It is noted that device identifiers may be generated for the network device 44, 

authentication server 22, and workstations 26, 28 in the same manner as described above for the field 
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security devices 12. With reference to the exemplary embodiment of Figure 1, only server 22, 

workstations 26 and 28, and laptop 44 have been authenticated. 

Secure Private Networks (SPNs): 

[0064J With continued reference to the exemplary embodiment of Figure 1, it is noted that each 

field security device 12 is generally adapted to transmit its device identifier back to the TMC 20. Upon 

being powered on and/or cmmected to the traffic controller 14, the field security device 12 preferably 

accesses an available public network 16, locates or identifies an authentication server 22 at the TMC 

20, and then establishes a connection with the authentication server 22. Upon establishing a connection 

with the authentication server 22, the field security device 12 may transmit its device identifier to the 

authentication server 22. The device identifier is preferably encrypted prior to being transmitted by the 

field security device 12 over to the public network 16, and then decrypted when received by the 

authentication server 22. 

[0065] In response to receiving the device identifier from a given field security device 12, the 

authentication server 22 may access a database of authorized device identifiers corresponding to known 

devices that are authorized to establish a SPN 18 with the TMC 20. The database may be located at 

the TMC 20, such as, for example, on one of the servers 22, 24 and/or workstations 26, 28, 30, 32. 

The database is preferably located on server 22 and/or workstations 26, 28. In the alternative, or in 

addition, the database n-iay be located on a server or machine that is not located at the TMC 20, yet is 

accessible by server 22. 

[0066] When the device identifier from the field security device 12 matches one of the authorized 

device identifiers in the database, the authentication server 22 and the field security device establish a 

SPN with each other, and thereby create an SPN 18 between the TMC 20 and the traffic controller 14. 

The SPN 18 generally tunnels across one or more segments of the public network 16 to provide a 

secure channel of conmmnication between the TMC 20 and the traffic controller 14. 

[0067] The SPN 18 may be established according to any known technique, such as, for example, 

via the creation of virtual private networks (VPNs), in which some of the links between nodes are 

carried by open cmmections or virtual circuits in a larger network, such as, for example, public 

portions of the Internet. Link-layer protocols of the virtual network may be tunneled through the larger 

network. 

[0068] The field security devices/appliances 12 may get serialized labeling at the manufacturing 

facility, similar to copies of software for authenticity and tracking/history. For plug-and-play in the 

field, the appliances may first be connected directly to the authentication server, which may be done at 

a field tech's offices before initial server deployment, and the IP address of the server may be stored. 

The device fingerprint may also be taken at this time. The deployment address for each appliance may 
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be entered into the server, such as for use in automated geographic mapping of appliance locations. In 

the alternative, the appliances 12 may be configured from the field using an authenticated PC connected 

to the appliance. 

[0069] It is noted that one or more SPNs 42 may be established between the authentication server 

22 and any network devices 44 in the same manner as described above for the field security devices 12. 

The SPN 42 may tunnel across one or more segments of the public network 42 to provide a secure 

channel of communication between the TMC 20. 

[0070] In one embodiment, the field security device 12 sends its device identifier or machine 

fingerprint to the authentication server 22. When the server 22 verifies that the device identifier 

corresponds to a known or authorized device, the server sends an authentication/verification signal to 

the device 12. The device 12 then sends a certificate or public key to the server 22 to establish the SPN 

18. The server 22 uses a private key to check the certificate. The server 22 then sends a server 

ce1tificate or public key back to the device 12 to establish the SPN 18. 

Field Security Device: 

[0071] The field security device 12 nmy also be referred to as a field appliance and creates a 

secure, vi1tual-network layer connection between the TMC 20 over otherwise public conmmnication 

networks, including or utilizing the Internet, Ethernet, and wireless technologies. The field security 

device 12 may be operatively coupled to controllers, sensors, detectors, surveillance cameras, 

uninterruptible power supply (UPS) systems, or other devices supporting an IP or web based user 

interface. 

[0072] In accordance with one aspect of the embodiments described herein, there is provided a 

field security device 12 for providing a SPN 18 between a field traffic controller 14 and a TMC 20, 

comprising: a first connector for interfacing with the field traffic controller 14; a connnunication 

module; a processor module operatively coupled to the first connector and the communication module; 

and a memory module operatively coupled to the processor module. In one embodiment, the memory 

module comprises executable code for the processor module to: (a) access a public network 16 or 

traffic control network via the connnunication module; (b) locate and/ or com1ect with an authentication 

server 22 of the TMC 20 via the public network 16; and ( c) send a device identifier to the 

authentication server 22 via the communication module, the device identifier being based on a 

combination of both user-configurable and non-user-configurable para111ctcrs of the field security 

device 12; and ( d) in response to the authentication server 22 authenticating the device identifier from 

the field security device 12, establish the SPN 18 between the field security device 12 and the TMC 20, 

wherein the established SPN 18 tmmels across at least one segment of the public network 16. 
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[0073] The processor module of the field security device 12 may comprise one or more processors, 

such as, for example, a Motorola MPC8321EEC Microprocessor (333 MHz core processor speed, 

32MB flash memory, 64MB DDR2 1nemory, 32 MBs VPN throughput) or the like. The first cmmector 

of the field security device 12 may comprise a receiving port or the like (e.g., 1 WAN, 4W AN, RJ45, 

10/100 Mbit/s Ethernet, etc.). 

[00741 The field security device 12 is preferably adapted for easy plug-and-play field installation, 

with no field PC required, no device configuration required in the field, and no passwords or keys 

required to manage. In essence, when the field security device 12 is connected or powered up, it 

preferably '"phones home" to an authentication server and establishes its own device-locked point-to

point SPN 18. 

[0075] The memory module of the field security device 12 may further comprise executable code 

for the processor module to detect network intrusions, determine locations of the intrusions, and notify 

the TMC 20. The field security device 12 may be adapted to continuously or periodically verify its 

operational status via one or more authentication servers at the TMC 20. The field security device 12 

is preferably cross-platform compatible with any operating system and field control hardware. The 

field security device 12 is preferably adapted to be NEMA TS2 compliant. 

[0076] The field security device 12 may be adapted to co1mect to any known network routers, 

switches, and/or firewall security devices. The field security device 12 may be adapted to perform a 

self-test at startup. The field security device 12 may comprise one or more LED indicators to power 

and communications link status, or activities status. 

[0077] The field security device 12 may be field hardened for use inside or outside of the field 

traffic cabinet. The field security device 12 may be shelf mountable for easy in-cabinet placement with 

optional DTN rail or sidewall mounting. The field security device 12 may be adapted to defined 

environmental conditions, such as, for example, -29°F to+ 165°F (-34°C to +74°C), 0 to 95'% relative 

humidity. 

[0078] It is noted that the security device/appliance 12 may be adapted to access, learn, or 

otherwise determine the MAC IDs of traffic controllers 14 or other devices operatively coupled with 

(e.g., plugged into) the device 12. Further, the device 12 may utilize the learned MAC IDs to establish 

bi-directional security with such traffic controllers 14, thereby prohibiting unknown/unauthorized 

network devices from connecting to the secured network via the device 12. For example, the device 12 

may comprise a memory module storing executable code for a processor module to access and store 

into the memory module MAC IDs of those traffic controllers 14 connected to the device 12. The 

executable code may further comprise instructions for the processor module to relay the MAC ID or 

derivations thereof to the TMC 20 to verify whether the MAC ID or derivation thereof corresponds to a 

known or authorized device. In response to the authentication server 22 of the TMC 20 authenticating 
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the MAC ID or derivation thereof, the device 12 may allow the traffic controller 14 to communicate via 

a SPN 18 between the TMC 20 and the device 12. Otherwise, the traffic controller 14 is blocked or 

prohibited from communicating with the TMC 20 via SPN 18. 

Authentication Server: 

[00791 In accordance with another aspect of the embodiments described herein, there is provided 

an authentication server 22 for providing a SPN 18 between a TMC 20 and a field security device 12, 

the field security device 12 being in operative communication with a field traffic controller 14, 

comprising: a communication module adapted to receive a device identifier over a public network 16 

frmn the field security device 12, the device identifier being based on a combination of both user

configurablc and non-user-configurable parameters of the field security device 12; a processor module 

operatively coupled to the communication module; and a memory module operatively coupled to the 

processor module. In one embodiment, the memory module comprises executable code for the 

processor module to: (a) in response to the communication module receiving the device identifier from 

the field security device 12, access a database of authorized device identifiers corresponding to known 

field security devices; and (b) in response to the received device identifier matching one of the 

authorized device identifiers, establish the SPN 18 between the field security device 12 and the TMC 

20, wherein the established SPN 18 tunnels across at least one segment of the public network 16. 

[0080] When multiple field security devices 12A, 12B, 12C establish SPN s 18A, 18B, 18C with a 

given authentication server 22, a point-to-multipoint SPN may be established between the TMC 20 

with each field traffic cabinet in which the field security devices 12A, 12B, 12C may be located. 

[0081] The authentication server 22 alone or in conjunction with the workstations 26, 28 ancVor 

other components of the TMC 20, may allocate, manage, and control the field security devices 12 

and/or PC clients from a single location, such as, for example, the TMC 20. The TMC 20 and 

components thereof make it possible to gain real-tin-ie insight into the status of the field security devices 

12 and network devices 44 (e.g., a PC client or the like) participating in the secured network or system 

10. 

[0082] Further, the components of the system 10 described herein make it possible to define and 

receive instant status reports and updates regarding any changes to the secured network, and to receive 

alerts regarding any unauthorized access attempts by unauthorized devices. The notifications or alerts 

at the server 22 regarding such unauthorized connection attempts may include infonnation regarding 

the unauthorized device, the time of the attempted access, the geo-location of the unauthorized device or 

point of attempted access, etc. 

[0083] In accordance with another aspect of the embodiments described herein, there is provided 

an enterprise server that may connect or be in operative communication with a plurality of "child" 
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authentication servers. The child authentication servers may be located at multiple TMCs. The master 

or enterprise server may be adapted to allow authorized field technicians to have access to the multiple 

TMCs via one enterprise server or service provider. Such technicians may have simultaneous access to 

the TM Cs via the enterprise server. In the alternative, or in addition, each of the authorized technicians 

may have the ability to simultaneously access one or more of the field security devices that are in 

operative communicative communication with the TMCs via the enterprise server. 

[0084] In accordance with yet another aspect of the embodiments described herein, there is 

provided a system wherein the authentication server 22 sends its own device identifier or machine 

fingerprint to the field security device 12 for mutual or two-way authentication. Tn addition to having 

the server 22 verify and authenticate the device 12's identifier, the device 12 also verifies and 

authenticates the server 22's identifier, before a SPN 18 is established between the device 12 and the 

server 22. Such a system would provide a more robust scheme for securing communication with the 

TMC 20. In the alternative, or in addition, the authentication server 22 may be adapted to sends its 

device identifier to a network device 44 (explained in further detail below) for mutual authentication 

between the server 22 and the device 44, without which the SPN 42 may not be established. 

Network Device: 

[0085] In accordance with another aspect of the embodiments described herein, there is provided a 

network device 44 (e.g., a laptop computer or PDA) for securely conmmnicating with a TMC 20, 

comprising: a communication module adapted to access a public network; a processor module 

operatively coupled to the communication module; and a memory module operatively coupled to the 

processor module. In one embodiment, the memory module comprises executable code for the 

processor module to: (a) access the public network 40 via the cmrnnunication module; (b) locate and/or 

connect with an authentication server 22 of the TMC 20 via the public network 40; (c) send a device 

identifier to the authentication server 22 via the communication module, the device identifier being 

based on a combination of both user-configurable and non-user-configurable parameters of the network 

device 44; and ( d) in response to the authentication server 22 authenticating the device identifier from 

the network device 44, establish a SPN 42 between the network device 44 and the TMC 20, wherein the 

established SPN 42 tunnels across at least one segment of the public network 40. 

[0086] The network device 44, as well as the workstations 26, 28, may comprise client software 

for device fingerprinting and registration on SPN s or the like. It is noted that the network device 44 

may comprise a client software that designates the network device 44 as a field technician device, as 

opposed to TMC workstation devices 26 and 28, which may have licensing provisions that are different 

from other network devices. The client software on device 44 may comprise instructions for its host 

network device to: access a public network; locate an authentication server 22 of the TMC 20 via the 
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public network 40; send a device identifier to the authentication server 22, wherein the device identifier 

is based on a combination of at least one user-configurable parameter and at least one non-user

configurable parameter of the host network device. The client software may further comprise 

instructions for its host network device to: in response to the authentication server 22 authenticating the 

device identifier, establish a SPN 42 with the TMC 20, wherein the established SPN 42 tunnels across 

at least one segment of the public network 40. 

Method for Providing a SPN: 

[0087] In accordance with another aspect of the embodiments descried herein, there is provided a 

method for providing a SPN between a device (e.g., field security device 12 or network device 44) and 

a TMC, comprising: accessing a public network (e.g., networks 16 or 40); and locating and/or 

connecting with an authentication server (e.g., server 22) of the TMC via the public network. 

[00881 The method may further comprise sending a device identifier for the device to the 

authentication server via the communication module, the device identifier being based on a combination 

of both user-configurable and non-user-configurable parameters of the network appliance. 

[0089] The method nmy further comprise, in response to the authentication server authenticating 

the device identifier, establishing the SPN between the TMC and the device. The established SPN 

preferably tunnels across at least one segment of the public network. 

Apparatuses for Providing SPNs: 

[0090] In accordance with one or more aspects of the embodiments described herein, there are 

provided devices and apparatuses (e.g., field security devices or the like) for providing a SPN between 

a field traffic controller and a TMC. With reference to Figure 4, there is provided an exemplary 

apparatus 400 that may be configured as either a computing device, or as a processor or similar device 

for use within a computing device. As illustrated, apparatus 400 may comprise a means 420 for 

accessing a public network (e.g., the public Internet), such as, for example, via a 

communication/transceiver module 406, adapted for wireless communication or otherwise. Apparatus 

400 may comprise: a means 430 for locating an authentication server of a TMC or the like via the 

public network; and a means 440 for sending a device identifier to the authentication server via the 

communication module 406 or the like. The device identifier may be based on a combination of at least 

one user-configurable parameter and at least one non-user configurable parameter of the apparatus. In 

this way, the device identifier is unique and no device will share the same identifier. The apparatus 400 

may comprise a means 450 for establishing a SPN between itself and the TMC, in response to the 

authentication server authenticating the device identifier from the apparatus 400. The established SPN 

may tunnel across one or more segments of the public network. 
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[0091] In related aspects, the at least one non-user-configurable parameter may comprise at least 

one of CPU ID, CPU model, CPU manufacturer, and CPU voltage for apparatus 400. In the 

alternative, or in addition, the at least one non-user-configurable parameter may be based on a carbon 

degradation characteristic of a computer chip of apparatus 400. In the alternative, or in addition, the at 

least one non-user-configurable parameter may be based on a silicone degradation characteristic of a 

computer chip of apparatus 400. 

[0092] In further related aspects, the at least one user-configurable parameter may comprise one 

of hard disk volume name, user name, device name, user password, and hard disk initialization date for 

apparatus 400. 

[0093] Tn yet further related aspects, the device identifier may be generated by utilizing at least one 

irreversible transformation of the at least one user-configurable and the at least one non-user

configurable parameters of apparatus 400. For example, the device identifier may be generated by 

utilizing a cryptographic hash function on the at least one user-configurable and the at least one non

user-configurable parameters of apparatus 400. 

[0094] In still further related aspects, the public network may comprise a wireless communication 

network. The wireless communication network may implement at least one of CDMA and GSM 

standards. In the alternative, or in addition, the wireless connnunication network may implement at 

least one of802. l la, 802.1 lb, 802.1 lg, 802.1 ln, and 802.1 lp standards. 

l 0095 J ln further related aspects, the traffic controller may comprise a traffic signal, a surveillance 

camera, etc. The traffic controller may be housed in a field traffic cabinet or the like. The field 

security device may be adapted to be housed in the field traffic cabinet. 

[0096] It is noted that apparatus 400 may optionally include a processor module 408 having at 

least one processor, in the case of apparatus 400 configured as computing device, rather than as a 

processor. Processor 408, in such case, may be in operative conmmnication with 111eans 420-450, and 

components thereot: via a bus 402 or similar communication coupling. Processor 408 may effect 

initiation and scheduling of the processes or functions performed by means 420-450, and components 

thereof. 

[0097] In related aspects, apparatus 400 may include a connector 404 (e.g., a receiving port) for 

interfacing with the field traffic controller. Apparatus 400 may include a communication module 406 

for communicating with means 420-450. A stand alone receiver and/or stand alone transmitter may be 

used in lieu of or in conjunction with communication module 406. 

[0098] In further related aspects, apparatus 400 may optionally include a means for storing 

information, such as, for example, a memory device/module 410. Computer readable medium or 

memory device/module 410 may be operatively coupled to the other components of apparatus 400 via 

bus 402 or the like. The computer readable medium or memory device 410 may be adapted to store 
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computer readable instructions and data for effecting the processes and behavior of means 420-450, 

and components thereof, or processor 408 (in the case of apparatus 400 configured as a computing 

device) or the methods disclosed herein. 

[0099] In yet further related aspects, the memory module 410 may optionally include executable 

code for the processor module 408 to provide a SPN between a TMC and a device (e.g., a field traffic 

controller) by: (a) accessing a public network; (b) locating an authentication server of the TMC via the 

public network; (c) sending a device identifier for the device to the authentication server; and (d) 

establishing the SPN between the TMC and the device, in response to the authentication server 

authenticating the device identifier. One or more of steps (a)-( d) may be perfonned by processor 

module 408 in lieu of or in conjunction with the means 420-450 described above. 

[0100] In accordance with one or more aspects of the embodiments described herein, Figure 5 

illustrates an exemplary apparatus 500 (e.g., an authentication server) for providing a secure private 

network between a TMC and a field security device, the field security device being in operative 

communication with a field traffic controller. Apparatus 500 may include a communication module 

506 adapted to receive a device identifier over a public network from the field security device, the 

device identifier being based on a combination of at least one user-configurable parameter and at least 

one non-user-configurable parameter of the field security device. Apparatus 500 may include at least 

one processor operatively coupled to the communication module 506, and a memory module 510 

operatively coupled to the at least one processor and comprising executable code for the at least one 

processor. 

[OIOIJ Apparatus 500 may comprise a means 520 for accessing a database of authorized device 

identifiers corresponding to known field security devices, in response to communication module 506 

receiving the device identifier from the field security device. Means 520 may comprise a means (not 

illustrated) whereby registered and authorized field devices may access the SPN. Apparatus 500 may 

further comprise a means 530 for establishing the SPN between the field security device and the TMC, 

in response to the received device identifier matching one of the authorized device identifiers. In related 

aspects, apparatus 500 may comprise an authentication server that is optionally located at the TMC. 

[0102] It is noted that apparatus 500 may optionally include a processor module 508 having at 

least one processor, in the case of apparatus 500 configured as computing device, rather than as a 

processor. Processor 508, in such case, may be in operative conmmnication with 1neans 520-530, and 

components thereof, via a bus 502 or similar communication coupling. Processor 508 may effect 

initiation and scheduling of the processes or functions performed by means 520-530, and components 

thereof. 
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[0103] In related aspects, a stand alone receiver and/ or stand alone transmitter may be used in lieu 

of or in conjunction with communication module 406. In further related aspects, apparatus 500 may 

optionally include a ineans for storing information, such as, for example, a memory device/module 510. 

Computer readable medium or memory device/module 510 may be operatively coupled to the other 

components of apparatus 500 via bus 502 or the like. The computer readable medium or memory 

device 510 may be adapted to store computer readable instructions and data for effecting the processes 

and behavior of means 520-530, and components thereof, or processor 508 (in the case of apparatus 

500 configured as a computing device) or the methods disclosed herein. 

[0104] ln yet further related aspects, the memory module 510 may optionally include executable 

code for the processor n-iodule 508 to provide a SPN between a TMC and a field security device (in 

operative communication with a field traffic controller) by: (a) in response to the communication 

module receiving the device identifier from the field security device, accessing a database of authorized 

device identifiers corresponding to known field security devices; and (b) in response to the received 

device identifier matching one of the authorized device identifiers, establishing the SPN between the 

field security device and the TMC. One or more of steps (a)-(b) may be performed by processor 

module 508 in lieu of or in conjunction with the means 520-530 described above. 

[0105] In accordance with one or more aspects of the embodiments described herein, Figure 6 

illustrates an exemplary apparatus 600 (e.g., a network device) for securely communicating with a 

TMC. Apparatus 600 may include a communication module 606 adapted to access a public network. 

Apparatus 600 may include at least one processor operatively coupled to the communication module 

606, and a memory module 610 operatively coupled to the at least one processor and comprising 

executable code for the at lea~t one processor. 

[0106] Apparatus 600 may comprise a means 620 for accessing the public network, and a means 

630 for locating an authentication server of the TMC via the public network. Apparatus 600 may 

further comprise a means 640 for sending a device identifier to the authentication server, the device 

identifier being based on a combination of at least one user-configurable parameter and at least one 

non-user-configurable parameter of the network device. Apparatus 600 may further comprise a means 

650 for establishing a SPN with the TMC, in response to the authentication server authenticating the 

device identifier. Tn related aspects, apparatus 600 may comprise a laptop computer, a mobile phone, 

or any other network device. 

[0107] It is noted that apparatus 600 may optionally include a processor module 608 having at 

least one processor, in the case of apparatus 600 configured as computing device, rather than as a 

processor. Processor 608, in such case, may be in operative communication with means 620-650, and 

components thereof, via a bus 602 or similar communication coupling. Processor 608 may effect 
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initiation and scheduling of the processes or functions performed by means 620-650, and components 

thereof. 

[0108J ln related aspects, a stand alone receiver and/or stand alone transmitter may be used in lieu 

of or in conjunction with communication module 606. In further related aspects, apparatus 600 may 

optionally include a means for storing information, such as, for example, a memory device/module 610. 

Computer readable medium or memory device/module 610 may be operatively coupled to the other 

components of apparatus 600 via bus 602 or the like. The computer readable medium or memory 

device 610 may be adapted to store computer readable instructions and data for effecting the processes 

and behavior of means 620-650, and components thereof, or processor 608 (in the case of apparatus 

600 configured as a computing device) or the methods disclosed herein. 

[0109] In yet further related aspects, the memory module 610 may optionally include executable 

code for the processor module 608 to securely communicate with a TMC by: (a) accessing the public 

network; (b) locating an authentication server of the TMC via the public network; (c) sending a device 

identifier to the authentication server; and ( d) establishing a SPN with the TMC, in response to the 

authentication server authenticating the device identifier. One or more of steps (a)-( d) may be 

perfonned by processor module 608 in lieu of or in conjunction with the means 620-650 described 

above. 

Methods for Secured Communication: 

[0110] In accordance with one or more aspects of the embodiments described herein, Figure 7 

illustrates an exemplary method 700 for providing a SPN between a device (e.g., a field security 

apparatus/device, a network device, etc.) and a TMC that may involve steps 710-740 desc1ibed below. 

At step 710, the method 700 may involve accessing a public network. An authentication server of the 

TMC may be located via the public network (step 720). Method 700 may involve sending a device 

identifier for the device to the authentication server via the conmmnication module, the device identifier 

being based on a combination of at least one user-configurable parameter and at least one non-user

configurable parameter of the device (step 730). At step 740, in response to the authentication server 

authenticating the device identifier, the SPN may be established between the TMC and the device. The 

established SPN may tunnel across one or more segments of the public network. In one approach, step 

740 may comprise establishing the SPN between the TMC and a field security apparatus/device. In the 

alternative, or in addition, step 740 may comprise establishing the SPN between the TMC and a 

network device. 

[0111] In accordance with one or more aspects of the embodiments described herein, Figure 8 

illustrates an exemplary inethod 800 for securely connnunicating with a TMC that may involve steps 

810-840 described below. At step 810, method 800 may involve accessing a public network (e.g., via a 
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communication module or the like). An authentication server of the TMC may be located via the public 

network or the like (step 820). Method 800 may involve sending a device identifier to the 

authentication server via the communication module, the device identifier being based on a combination 

of at least one user-configurable parameter and at least one non-user-configurable parameter of the 

network device (step 830). At step 840, in response to the authentication server authenticating the 

device identifier from the network device, method 800 may involve establishing a SPN between the 

network device and the TMC. 

[0112] While the present invention has been illustrated and described with particularity in terms of 

preferred embodiments, it should be understood that no limitation of the scope of the invention is 

intended thereby. Features of any of the foregoing methods and devices may be substituted or added 

into the others, as will be apparent to those of skill in the art. lt should also be understood that 

variations of the particular embodiments described herein incorporating the principles of the present 

invention will occur to those of ordinary skill in the art and yet be within the scope of the invention. 

[0113] As used in this application, the terms "component," "module," "system," and the like are 

intended to refer to a computer-related entity, either hardware, firmware, a combination of hardware 

and software, software, or software in execution. For example, a component can be, but is not limited 

to being, a process running on a processor, a processor, an object, an executable, a thread of execution, 

a program, and/ or a computer. Hy way of illustration, both an application running on a computing 

device and the computing device can be a component. One or more components can reside within a 

process and/or thread of execution and a component can be localized on one computer and/or 

distributed between two or more computers. In addition, these components can execute from various 

computer readable media having various data structures stored thereon. The components can 

communicate by way of local and/or remote processes such as in accordance with a signal having one 

or more data packets (e.g., data from one component interacting with another component in a local 

system, distributed system, and/or across a network such as the Internet with other systems by way of 

the signal). 

[0114] It is understood that the specific order or hierarchy of steps in the processes disclosed 

herein in an example of exemplary approaches. Based upon design preferences, it is understood that 

the specific order or hierarchy of steps in the processes may be rearranged while remaining within the 

scope of the present disclosure. The accompanying method claims present elements of the various steps 

in sample order, and are not meant to be limited to the specific order or hierarchy presented. 

[01151 Moreover, various aspects or features described herein can be implemented as a method, 

apparatus, or article of manufacture using standard programming and/or engineering techniques. The 

term "article of manufacture" as used herein is intended to encompass a computer program accessible 

from any computer-readable device, carrier, or media. For example, computer-readable media can 
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include but are not limited to magnetic storage devices (e.g., hard disk, floppy disk, magnetic strips, 

etc.), optical disks (e.g., compact disk (CD), digital versatile disk (DVD), etc.), smart cards, and flash 

memory devices (e.g., Erasable Programmable Read Only Memory (EPROM), card, stick, key drive, 

etc.). Additionally, various storage media described herein can represent one or more devices and/or 

other machine-readable media for storing information. The term "machine-readable medium" can 

include, without being limited to, wireless channels and various other media capable of storing, 

containing, and/ or carrying instruction( s) and/ or data. 

[0116] Those skilled in the art will further appreciate that the various illustrative logical blocks, 

modules, circuits, methods and algorithms described in connection with the examples disclosed herein 

may be implemented as electronic hardware, computer software, or combinations of both. To clearly 

illustrate this interchangeability of hardware and software, various illustrative components, blocks, 

modules, circuits, methods and algorithms have been described above generally in terms of their 

functionality. Whether such functionality is implemented as hardware or software depends upon the 

particular application and design constraints imposed on the overall system. Skilled artisans may 

implement the described functionality in varying ways for each particular application, but such 

implementation decisions should not be interpreted as causing a departure from the scope of the present 

invention. 
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WHAT IS CLAIMED IS: 

1. A field security device for providing a secure private network (SPN) between a field 

traffic controller and a traffic management center (TMC), comprising: 

a first cmmector for interfacing with the field traffic controller; 

a communication module; 

at least one processor operative coupled to the first connector and the communication 

module; and 

a memory module operatively coupled to the at least one processor and comprising 

executable code for the at least one processor to: 

access a public network via the communication module; 

locate an authentication server of the TMC via the public network; 

send a device identifier to the authentication server via the communication 

module, the device identifier being based on a combination of at least one user

configurable parameter and at least one non-user-configurable parameter of the field 

security device; and 

in response to the authentication server authenticating the device identifier 

from the field security device, establish the SPN between the field security device and 

the TMC, wherein the established SPN tunnels across at least one segment of the 

public network. 

2. The field security device of Claim 1, wherein the at least one non-user-configurable 

parameter comprises at least one of CPU ID, CPU model, CPU manufacturer, and CPU voltage for the 

field security device. 

3. The field security device of Claim 1, wherein the at least one non-user-configurable 

parameter is based on a carbon degradation characteristic of a computer chip of the field security 

device. 

4. The field security device of Claim 1, wherein the at least one non-user-configurable 

parameter is based on a silicone degradation characteristic of a computer chip of the field security 

device. 

5. The field security device of Claim 1, wherein the at least one user-configurable 

parameter comprises one of hard disk volume name, user name, device name, user password, and hard 

disk initialization date for the field security device. 

6. The field security device of Claim 1, wherein the device identifier is generated by 

utilizing at least one irreversible transfonnation of the at least one user-configurable parameter and the 

at least one non-user-configurable parameter of the field security device. 
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7. The field security device of Claim 6, wherein the device identifier is generated by 

utilizing a cryptographic hash function on the at least one user-configurable parameter and the at least 

one non-user-configurable parameter of the field security device. 

8. The field security device of Claim 1, wherein the communication module is adapted for 

wireless communication. 

9. The field security device of Claim 1, wherein the public network comprises the public 

Internet. 

10. The field security device of Claim 1, wherein the public network comprises a wireless 

conmmnication network, the wireless communication network impleinenting at least one of CDMA and 

GSM standards. 

11. The field security device of Claim 1, wherein the public network comprises a wireless 

communication network, the wireless communication network implementing at least one of 802.11 a, 

802.11 b, 802.11 g, 802.11 n, and 802.11 p standards. 

12. The field security device of Claim 1, wherein the traffic controller comprises a traffic 

signal. 

13. The field security device of Claim 1, wherein the traffic controller compnses a 

surveillance camera. 

14. The field security device of Claim 1, wherein the traffic controller is housed in a field 

traffic cabinet. 

15. The field security device of Claim 14, wherein the field security device is adapted to be 

housed in the field traffic cabinet. 

16. The field security device of Claim 1, wherein the first connector comprises a receiving 

port. 

17. An authentication server for providing a secure private network (SPN) between a 

traffic management center (TMC) and a field security device, the field security device being in 

operative communication with a field traffic controller, comprising: 

a communication module adapted to receive a device identifier over a public network 

from the field security device, the device idei1tifier being based on a combination of at least one 

user-configurable parameter and at least one non-user-configurable parameter of the field 

security device; 

at least one processor operatively coupled to the communication module; and 

a memory module operatively coupled to the at least one processor and comprising 

executable code for the at least one processor to: 
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in response to the communication module receiving the device identifier from 

the field security device, access a database of authorized device identifiers 

corresponding to known field security devices; and 

in response to the received device identifier matching one of the authorized 

device identifiers, establish the SPN between the field security device and the TMC, 

wherein the established SPN tunnels across at least one segment of the public network. 

18. The server of Claim 17, wherein the authentication server is located at the TMC. 

19. The server of Claim 17, wherein the communication module is adapted for wireless 

conmmnication. 

20. The server of Claim 17, wherein the public network comprises the public Internet. 

21. A network device for securely communicating with a traffic management center 

(TMC), comprising: 

a communication module adapted to access a public network; 

at least one processor operatively coupled to the communication module; and 

a memory module operatively coupled to the at least one processor and comprising 

executable code for the at least one processor to: 

access the public network via the communication module; 

locate an authentication server of the TMC via the public network; 

send a device identifier to the authentication server via the communication 

module, the device identifier being based on a combination of at least one user

configurable parameter and at least one non-user-configurable parameter of the 

network device; and 

m response to the authentication server authenticating the device identifier 

from the network device, establish a secure private network (SPN) between the 

network device and the TMC, wherein the established SPN tunnels across at least one 

segment of the public network. 

22. The network device of Claim 21, wherein the network device comprises one of a laptop 

computer or a mobile phone. 

23. The network device of Claim 21, wherein the at least one non-user-configurable 

parameter comprises at least one of CPU lD, CPU model, CPU manufacturer, and CPU voltage for the 

network device. 

24. The network device of Claim 21, wherein the at least one non-user-configurable 

parameter is based on a carbon degradation characteristic ofa computer chip of the network device. 

25. The network device of Claim 21, wherein the at least one non-user-configurable 

parameter is based on a silicone degradation characteristic of a computer chip of the network device. 
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26. The network device of Claim 21, wherein the at least one user-configurable parameter 

compnses one of hard disk volume name, user name, device name, user password, and hard disk 

initialization date for the network device. 

27. The network device of Claim 21, wherein the device identifier is generated by utilizing 

at least one irreversible transformation of the at least one user-configurable parameter and the at least 

one non-user-configurable parameter of the network device. 

28. The network device of Claim 27, wherein the device identifier is generated by utilizing 

a cryptographic hash function on the at least one user-configurable parameter and the at least one non

user-configurable parameter of the network device. 

29. The network device of Claim 21, wherein the communication module is adapted for 

wireless communication. 

30. The network device of Claim 21, wherein the public network comprises the public 

Internet. 

31. A method for providing a secure private network (SPN) between a device and a traffic 

management center (TMC), comprising: 

accessing a public network; 

locating an authentication server of the TMC via the public network; 

sending a device identifier for the device to the authentication server via the 

communication module, the device identifier being based on a combination of at least one user

configurable parameter and at least one non-user-configurable parameter of the device; and 

in response to the authentication server authenticating the device identifier, establishing 

the SPN between the TMC and the device, wherein the established SPN tmmels across at least 

one segment of the public network. 

32. The method of Claim 31, wherein establishing the SPN comprises establishing the SPN 

between the TMC and a field security apparatus. 

33. The method of Claim 31, wherein establishing the SPN comprises establishing the SPN 

between the TMC and a network device. 
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SYSTEM AND METHOD FOR MONITORING EFFICACY OF 

ONLINE ADVERTISING 

Background of the Invention 

Field of the Invention 

[0001] The present invention is directed toward systems for monitoring and analyzing the 

source of device clicks, and related methods. 

Description of the Related Art 

[0002] Currently, there are limited ways to analyze the effectiveness of online advertising 

campaigns. Existing approaches to monitoring which ads are viewed or clicked on typically 

involve utilizing removable cookies and jpeg tracking. Such approaches provide limited 

information regarding which online ads people tend to look at or what they tend to buy. 

[0003] Moreover, such approaches do not provide an effective way to monitor and assess 

the efficacy of online advertising campaigns by tracking the impression (i.e., when a user sees 

an ad), clicking, and conversion (i.e., the user bought the product or subscribed to the service 

shown in the ad) behaviors associated with each given network device (e.g., laptop computer, 

tablet computer, desktop computer, personal digital assistant, mobile phone or device, etc.). 

Accordingly, it would be desirable to provide a system and method for generating and 

assigning unique device identifiers to the network devices, and analyzing the impression, 

clicking, and conversion behaviors associated with the device identifiers. 

Summary of the Invention 

[0004] The following presents a simplified summary of one or more embodiments in order 

to provide a basic understanding of such embodiments. This summary is not an extensive 

overview of all contemplated embodiments, and is intended to neither identify key or critical 

elements of all embodiments nor delineate the scope of any or all embodiments. Its sole 

purpose is to present some concepts of one or more embodiments in a simplified form as a 

prelude to the more detailed description that is presented later. 

[0005] In accordance with one or more embodiments and corresponding disclosure 

thereof, there is provided a system and method for checking device identifier information to 
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detect click-fraud (i.e., the act of clicking ads without any intention of purchasing the product 

or service, thereby making an ad campaign appear more effective than it actually is) or the like. 

[0006] In accordance with an aspect of the embodiments described herein, there is 

provided a system and method for generating precise analytics and thereby gaining insight into 

the behaviors of consumers (i.e., what they look at and what they tend to buy) who are 

presented with online ads - information that was previously only available via removable 

cookies and jpeg tracking. 

[0007] In accordance with one or more embodiments and corresponding disclosure 

thereof, various aspects are described in connection with techniques for determining efficacy 

of online advertising. For example, the method may involve, in response to a user of a 

network device accessing a web page on which an advertisement is displayed, caching an 

impression in a first database and receiving device data regarding the network device. The 

method may involve, in response to the user clicking on the advertisement, caching a user click 

in the first database and directing the user from the web page to a landing page. The method 

may involve: generating a device identifier for the network device based on the machine 

parameters; associating the cached impression and the cached user click with the device 

identifier; calculating device-specific cached impressions and device-specific cached clicks 

associated with the device identifier; and displaying information regarding at least one of the 

device-specific cached impressions and the device-specific cached clicks. 

[0008] In related aspects, method may further involve, in response to the user making a 

purchase on the landing page, caching a conversion in the first database and directing the user 

from the landing page to a conversion page. The method may also involve: associating the 

cached conversion with the device identifier; calculating device-specific cached conversions 

associated with the device identifier; and displaying the device-specific cached conversions. 

[0009] To the accomplishment of the foregoing and related ends, the one or more 

embodiments comprise the features hereinafter fully described and particularly pointed out in 

the claims. The following description and the annexed drawings set forth in detail certain 

illustrative aspects of the one or more embodiments. These aspects are indicative, however, of 

but a few of the various ways in which the principles of various embodiments may be 

employed and the described embodiments are intended to include all such aspects and their 

equivalents. 
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Brief Description of the Drawings 

[0010] Figure 1 provides a block diagram of an exemplary system for monitoring and 

analyzing impressions, clicks, and conversions. 

[OOllJ 

[0012] 

[0013] 

[0014] 

[0015] 

Figure 1. 

[0016] 

Figure 2 illustrates an exemplary advertisement that may be shown on a web page. 

Figure 3 shows an exemplary advertising landing page. 

Figure 4 illustrates components of an exemplary device identifier. 

Figure 5 illustrates an exemplary report generated by the system of Figure 1. 

Figure 6 illustrates an alternative exemplary report generated by the system of 

Figures 7 A-C illustrate one embodiment of an apparatus for determining the 

efficacy of online advertising. 

Detailed Description 

[0017] The present invention addresses the need for a system and method for assessing the 

effectiveness of online advertising campaigns by analyzing the impressions, clicks, and 

conversions associated with the unique device identifiers generated for each network device. 

Gathering Ad and User Device Data: 

[0018] Figure 1 illustrates an exemplary embodiment of a system 100 for monitoring and 

assessing the efficacy of online advertising, that generally comprises a first database 102, a 

second database 104, a device identifier producer 106, a processor module 108, a redirector 

110 (e.g., an OpenX redirector), and a conversion tracker 112 (e.g., an OpenX conversion 

tracker). These components of the system 100 may be located on a single machine or server. 

In the alternative, or in addition, the components may reside on multiple machines/servers. 

[00191 The first database 102 may comprise a cache database in operative communication 

with the device identifier producer 106, the redirector 110, and the conversion tracker 112. 

The redirector 110 may be in operative communication with a web page 116 (i.e., an initial 

publisher page), an advertiser landing page 118, and the first database 102. The redirector 

110 may be developed to ensure that device analytics are collected and stored in one or more 

databases on an advertising campaign by campaign basis. 
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[00201 The web page 116 may comprise an advertisement 114, such as, for example, the 

ad 114 shown in Figure 2. The advertisement 114 may be provided to the web page 116 by 

the second database 104. In the alternative, or in addition, the advertisement 114 may 

originate from another source. The conversion tracker 112 may be in operative 

communication with the landing page 118, an advertiser conversion page 120, and the first 

database 102. The second database 104 may comprise an OpenX database in operative 

communication with the device identifier producer 106 and the processor module 108. 

[0021] In one embodiment, in response to a user ofa network device accessing the web 

page 116 on which the advertisement 114 is displayed, the first database 102 may receive and 

cache an impression. This may be achieved via an ActiveX control 115 or the like (e.g., Java 

applet) embedded in the web page 116. Further, the ActiveX control 115 may, alone or in 

conjunction with other applets installed on the network device, send device data regarding the 

network device to the first database 102 to be stored/cached. The device data may comprise 

user-configurable and/or non-user-configurable machine parameters, which may be used by the 

device identifier producer 106 to generate a unique device identifier for the network device, as 

explained in further detail below. 

[0022] In response to the user clicking on the advertisement 114 on the web page 116, the 

redirector 110 may cache a user click in the first database 102, and may direct the user from 

the web page 116 to a landing page 118, such as, for example, the landing page 118 shown in 

Figure 3. In response to the user making a purchase on the landing page 118, the conversion 

tracker 112 may cache a conversion in the first database, and may direct the user from the 

landing page 118 to a conversion page 120. The first database 102 may optionally store the 

device data and/or information regarding impressions, clicks, and conversions, etc. as comma 

separated values (CSV), lists, or files. 

[0023] The device identifier producer l 06 may receive or access the device data (i.e., the 

user-configurable and/or non-user-configurable machine parameters) stored on the first 

database 102, and utilize such data to generate a device identifier for the network device. The 

producer 106 may comprise an application or applet residing on a machine/server with the first 

database 102. In the alternative, or in addition, the producer 106 or components thereof may 

be located on machine/server that is separate from, but in operative communication with, the 

first database 102 and/or second database 104. In another embodiment, the producer 106 or 
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components thereof may be located on the network device, and may generate and send the 

device identifier to the first database 102 and/or the second database 104. 

[0024] In another embodiment, in response to the user accessing the web page 116 on 

which the advertisement 114 is displayed, the first database 102 may update an impression 

count for the advertisement 114. Similarly, in response to the user clicking on the 

advertisement 114 on the web page 116, the first database may update a click count for the 

advertisement 114. 

[0025] In yet another embodiment, the system 100 does not include the conversion tracker 

112; rather, the redirector 110 may be in operative communication with the web page 116, the 

landing page 118, the conversion page 120, and the first database 102. The redirector 110 

may take on the role of the conversion tracker 112 in addition to its own role in system 100. 

Device Identifiers: 

[0026] The device identifier may be generated from machine parameters of the network 

device, such as, for example, hard disk volume name, user name, device name, user password, 

hard disk initialization date, etc. The machine parameters may relate to the platform on which 

the web browser runs, such as, for example, CPU number, or unique parameters associated 

with the firmware in use. The machine parameters may also include system configuration 

information, such as amount of memory, type of processor, software or operating system 

serial number, etc. The device identifier generated from the machine parameters may include 

the network device's Internet Protocol (IP) address and/or other geo-location code to add 

another layer of specificity to the network device's unique identifier. In the alternative, or in 

addition, the device identifier may comprise a randomly generated and assigned number that is 

unique for the network device. 

[0027] It is noted that an application running on the network device or otherwise having 

access to the network device's hardware and file system may generate a unique device 

identifier using a process that operates on data indicative of the network device's 

configuration and hardware. It is also noted that an application or module (e.g. device 

identifier producer 106 in system 100 of Figure 1) running on a server or the like, in 

communication with the network device, may receive device data regarding the network 

device and generate the device identifier for the network device. 
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[00281 The device identifier may be generated using a combination of user-configurable 

and non-user-configurable machine parameters as input to a process that results in the device 

identifier, which may be expressed in digital data as a binary number. Each machine parameter 

may include data determined by a hardware component, software component, or data 

component specific to the device that the unique identifier pertains to. Machine parameters 

may be selected based on the target device system configuration such that the resulting device 

identifier has a very high probability (e.g., greater than 99.999%) of being unique to the target 

device. In addition, the machine parameters may be selected such that the device identifier 

includes at least a stable unique portion up to and including the entire identifier that has a very 

high probability ofremaining unchanged during normal operation of the target device. Thus, 

the resulting device identifier should be highly specific, unique, reproducible and stable as a 

result of properly selecting the machine parameters. 

[0029] The device identifier producer 106 may comprise an application that operates on 

the collected parameters with one or more algorithms to generate the device identifier. This 

process may include at least one irreversible transformation, such as, for example, a 

cryptographic hash function, such that the input machine parameters cannot be derived from 

the resulting device identifier. Each device identifier, to a very high degree of certainty, 

cannot be generated except by the suitably configured application operating on or otherwise 

having access to the same field security device on which the device identifier was first 

generated. Conversely, each identifier, again to a very high degree of certainty, can be 

successfully reproduced by the suitably configured application operating on or othe1wise 

having access to the same field security device on which the identifier was first generated. 

[00301 In one embodiment, the ActiveX control 115 or the like may operate by performing 

or initiating a system scan to determine a present configuration of the field security device. 

The producer 106 may then select the machine parameters to be used as input for generating 

the unique device identifier. Selection of parameters may vary depending on the system 

configuration. Once the parameters are selected, the producer 106 may generate the identifier. 

[0031] Further, generating the device identifier may also be described as generating a 

device fingerprint and may entail the sampling of physical, non-user configurable properties, as 

well as a variety of additional parameters, such as uniquely generated hashes and time sensitive 

values. Physical device parameters available for sampling may include, for example, unique 

manufacturer characteristics, carbon and silicone degradation and small device failures. 
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[00321 The process of measuring carbon and silicone degradation may be accomplished by 

measuring a chip's ability to process complex mathematical computations, and its ability to 

respond to intensive time variable computations. These processes measure how fast electricity 

travels through the carbon. Using variable offsets to compensate for factors such as heat and 

additional stresses placed on a chip during the sampling process allows for each and every 

benchmark to reproduce the expected values. During a standard operating lifetime, the 

process of passing electricity through the various switches causes a computer chip to degrade. 

These degradations manifest as gradually slower speeds that extend the processing time 

required to compute various benchmarking algorithms. 

[0033] In addition to the chip benchmarking and degradation measurements, the process 

for generating a device identifier may include measuring physical, non-user-configurable 

characteristics of disk drives and solid state memory devices. Each data storage device has a 

large variety of damage and unusable data sectors that are nearly unique to each physical unit. 

The ability to measure and compare values for damaged sectors and data storage failures 

provides a method for identifying storage devices. 

[0034] Device parameter sampling, damage measurement and chip benchmarking make up 

just a part of device fingerprinting technologies described herein. These tools may be further 

extended by the use of complex encryption algorithms to convolute the device identifier values 

during transmission and comparisons. Such encryption processes may be used in conjunction 

with random sampling and key generations. 

[0035] The device identifier may be generated by utilizing machine parameters associated 

with one or more of the following: machine model; machine serial number; machine copyright; 

machine ROM version; machine bus speed; machine details; machine manufacturer; machine 

ROM release date; machine ROM size; machine UUID; and machine service tag. 

[0036] The device identifier may also be generated by utilizing machine parameters 

associated with one or more of the following: CPU ID; CPU model; CPU details; CPU actual 

speed; CPU family; CPU manufacturer; CPU voltage; and CPU external clock. 

[0037] The device identifier may also be generated by utilizing machine parameters 

associated with one or more of the following: memory model; memory slots; memory total; 

and memory details. 
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[00381 The device identifier may also be generated by utilizing machine parameters 

associated with one or more of the following: video model; video details; display model; 

display details; audio model; and audio details. 

[0039J The device identifier may also be generated by utilizing machine parameters 

associated with one or more of the following: network model; network address; Bluetooth 

address; Blackbox model; Blackbox serial; Blackbox details; Blackbox damage map; Blackbox 

volume name; NetStore details; and NetStore volume name. 

[0040] The device identifier may also be generated by utilizing machine parameters 

associated with one or more of the following: optical model; optical serial; optical details; 

keyboard model; keyboard details; mouse model; mouse details; printer details; and scanner 

details. 

[0041] The device identifier may also be generated by utilizing machine parameters 

associated with one or more of the following: baseboard manufacturer; baseboard product 

name; baseboard version; baseboard serial number; and baseboard asset tag. 

[0042] The device identifier may also be generated by utilizing machine parameters 

associated with one or more of the following: chassis manufacturer; chassis type; chassis 

version; and chassis serial number. 

[0043] The device identifier may also be generated by utilizing machine parameters 

associated with one or more ofthe following: TDE controller; SATA controller; RATD 

controller; and SCSI controller. 

[0044] The device identifier may also be generated by utilizing machine parameters 

associated with one or more of the following: port connector designator; port connector type; 

port connector port type; and system slot type. 

[0045] The device identifier may also be generated by utilizing machine parameters 

associated with one or more of the following: cache level; cache size; cache max size; cache 

SRAM type; and cache error correction type. 

[0046] The device identifier may also be generated by utilizing machine parameters 

associated with one or more of the following: fan; PCM CIA; modem; portable battery; tape 

drive; USB controller; and USB hub. 
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[00471 The device identifier may also be generated by utilizing machine parameters 

associated with one or more of the following: device model; device model IMEI; device model 

IMSI; and device model LCD. 

[0048J The device identifier may also be generated by utilizing machine parameters 

associated with one or more of the following: wireless 802 .11; webcam; game controller; 

silicone serial; and PCI controller. 

[0049] With reference to Figure 4, in one exemplary embodiment, a device identifier 130 

may include two components - namely, a variable key portion 132 and a system key portion 

134. The variable key portion 132 may be generated by reference to a variable platform 

parameter, such as via reference to system time information, although other parameters which 

are variable may be utilized in other embodiments. The system key portion 134 may include 

the above described parameters expected to be unique to the network device, such as, for 

example, hard disk volume name, user name, computer name, user password, hard disk 

initialization date, or combinations thereof Portions 132 and/or 134 may be combined with 

the IP address and/or other platform parameters of the network device. 

[0050] It is further noted that the device identifiers or machine fingerprints generated by 

the device identifier producer 106 or the like uniquely identify a given network device when 

compared to other computers, machines, or devices. The device identifier generated for a 

given device may be tolerant enough to account for minor changes to a device, such as normal 

wear and tear or minor changes to the configuration of the device. Such built in tolerances to 

a given device identifier may allow the device hardware to be upgraded or modified over time 

without affecting the ability to recognize or differentiate the given device. 

Analytics: 

[0051] With reference once again to Figure 1, the system 100 may comprise the second 

database 104 that is in operative communication with the device identifier producer 106, the 

processor module 108, and optionally with a display unit (not shown). The device identifier 

generated by the producer 106 may be stored in the second database 104, which may comprise 

an ad database, such as, for example, an OpenX database or the like. Other data that may be 

cached in the first database 102 (e.g., the cached impression, the cached user click, cached 
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conversion, impressions counts, click counts, conversions counts, etc.) may be stored in the 

second database 104. 

[0052] The processor module 108 may analyze the data in the second database 104 in any 

number of ways and may be used to generate an analytics database or the like. The processor 

module 108 may comprise an analytics engine, data mining tool, or the like to collect, process, 

and display statistical information relating, but not limited, to: impressions; clicks; conversions; 

devices; advertising campaigns (i.e., the actual ads that were clicked on by the user); click 

through rates (CTR); effective costs per 1000 impressions (ECPM); click fraud information, 

etc. 

[0053] Data regarding impressions, clicks, and/or conversions may be augmented with the 

device identifier or digital fingerprint of the respective network devices to get a greater 

understanding about the individuals viewing specific ads. For example, in the embodiment 

shown in Figure 5, the processor module 108 may associate the cached impression(s), the 

cached user click(s), and the cached conversion(s) with the device identifier, and may calculate 

total cached impressions, total cached clicks, and total cached conversions associated with 

each unique device identifier. The processor module l 08 may instruct the display unit to 

display one or more of the total cached impressions, the total cached clicks, and the total 

cached conversions for each unique identifier on an analytics page (i.e., a page that displays 

device statistics for the advertising campaigns). 

[0054] Data regarding conversions and tracking may be presented in any known way, 

including tables, charts, etc. For example, the data may be organized by advertising 

campaigns, or specification ads, total impressions, total clicks, CTRs, revenues, ECPM, etc. 

The data may further be sorted by genuine unique IDs (i.e., device identifiers of the network 

devices), and for each unique ID by advertising campaign, impressions, clicks, and 

conversions. The data may be extracted from a specific period, advertising campaign, or any 

other criteria. The display unit may display such information as readable graphs and charts, 

and may incorporate various color schemes, as well as animation. 

[0055] With reference to Figure 6, the data stored in the second database 104 may be 

processed to remove redundant data and/or impressions and clicks resulting from click-fraud. 

By generating unique signatures (i.e., the device identifiers) for network devices, it is possible 

to monitor the behavior and impression/clicking/conversion patterns of the network device 
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users, and thereby account for suspicious behavior (e.g., click-fraud). For example, in one 

approach, the processor module 108 may be adapted to discount or ignore an unusually high 

number of ad impressions and/or clicks for a given device identifier. The criteria for filtering 

out or identifying odd or out-of-the-ordinary impression/click behavior may be based on the 

number of impressions and/or clicks in a defined period. For example, the processor module 

108 may be adapted to ignore clicks from a network device ifthere are more than three clicks 

associated with the network device's device identifier in a one day period. 

[0056] By assessing which impressions and/or clicks are associated with which device 

identifiers, the processor module 108 may determine the total number of unique impressions 

and unique clicks (i.e., the impressions and clicks that remain after one removes the redundant 

or suspicious impressions and clicks associated with certain device identifiers), as shown in 

Figure 6. The unique CTR may be calculated for each ad by dividing the unique clicks by the 

unique impressions. Accordingly, the cost-per-impression becomes cost-per-genuine-unique

impression, while cost-per-click becomes cost-per-genuine-unique-click. 

[0057] In another embodiment, the processor module 108 may associate the cached 

impression and the cached user click with the device identifier, and may calculate the total 

cached impressions and total cached clicks associated with the device identifier. For each 

unique device identifier, the processor module 108 may divide the total cached clicks by the 

total cached impressions to calculate a device-specific click-through rate. In the alternative, or 

in addition, the processor module 108 may divide the click count by the impression count to 

calculate a general click-through rate. The processor module 108 may instruct the display unit 

to display the device-specific click-through rate and/or the general click-through rate. In the 

alternative, or in addition, the display unit may display the difference between the device

specific click-through rate and the general click-through rate as a number, graphically, or 

combinations thereof. 

[0058J In yet another embodiment, the analytics performed by the processor module 108 

with the information in the second database l 04 may incorporate geo-location cross

referencing to monitor and compare the behaviors of consumers in different locations. 

[0059] According to related aspects, the cached/collected data regarding ad impressions, 

ad clicks, click through rates, revenues, ECPM, ad campaigns, device data, device identifiers, 

and/or geo-location data, and combinations thereof may be organized and presented in any 
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number ofways (e.g., charts, graphs, line items, folders, etc.). It is noted that the analytics 

and information presented in Figures 5 and 6 are merely exemplary, and that the techniques 

described herein relate more generally to analyzing and organizing data regarding ad 

campaigns based at least in part on the device identifiers. 

[0060] In accordance with one or more embodiments and corresponding disclosure 

thereof, various aspects are described in connection with identifying a device that is associated 

with too many ad campaigns, ad impressions, ad clicks, conversions, and/or products sold, or 

combinations thereof, that is, a number of ad campaigns, ad impressions, ad clicks, etc. greater 

than normal for a given item (e.g., ad clicks from a given device) or exceeding a defined upper 

limit (e.g., ad impressions and/or clicks for a given ad campaign from a given device that 

exceed a defined number, such as ten ad clicks). It is noted that once a device identifier is 

generated for a given device, it is possible to track or monitor which ads device users are 

viewing, clicking, and/or converting into actual sales/transactions of products or services. 

[0061] According to related aspects, gco-location data or codes may be collected from 

devices. The collected geo-location data may optionally be incorporated into or utilized in 

generating the unique device identifiers for the devices. In one exemplary approach, the geo

location data comprise IP addresses, information, or the like. The collected geo-location data 

about the devices may be used to deliver local ads (i.e., ads from stores and establishments 

located near the device user) and/or geo-targeted/located ads (i.e., ads that are aimed or 

targeted at people in a particular geographic location). 

[0062] In accordance with one or more aspects of the embodiments described herein, there 

are provided devices and apparatuses for determining the efficacy of online advertising. With 

reference to Figures 7 A-C, there is provided an exemplary apparatus 700 that may be 

configured as either a computing device, or as a processor or similar device for use within a 

computing device. As illustrated in Figure 7 A, apparatus 700 may comprise a means 720 for, 

in response to a user of a network device accessing a web page on which an advertisement is 

displayed, caching an impression in a first database and receiving device data regarding the 

network device. The device data may comprise a combination of at least one user

configurable machine parameter and at least one non-user-configurable machine parameter of 

the network device. 
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[00631 Apparatus 700 may comprise a means 722 for, in response to the user clicking on 

the advertisement, caching a user click in the first database and directing the user from the web 

page to a landing page. Apparatus 700 may comprise a means 724 for generating a device 

identifier for the network device based on the machine parameters. Apparatus 700 may 

comprise a means 726 for associating the cached impression and the cached user click with the 

device identifier. Apparatus 700 may comprise a means 728 calculating device-specific cached 

impressions and device-specific cached clicks associated with the device identifier. Apparatus 

700 may comprise a means 730 for displaying information regarding at least one of the device

specific cached impressions and the device-specific cached clicks. 

[0064] With reference to Figure 7B, apparatus 700 may comprise a means 740 for, in 

response to the user making a purchase on the landing page, caching a conversion in the first 

database and directing the user from the landing page to a conversion page. Apparatus 700 

may comprise: a means 7 42 for associating the cached conversion with the device identifier; a 

means 7 44 for calculating device-specific cached conversions associated with the device 

identifier; a means 7 46 for displaying the device-specific cached conversion; and a means 7 48 

for storing the device identifier and data regarding the cached conversion in a second database. 

[0065] With reference to Figure 7C, apparatus 700 may comprise a means 750 for storing 

the device identifier and data regarding at least one of the cached impression and the cached 

user click in a second database. Apparatus 700 may comprise a means 760 for calculating a 

device-specific click-through rate. Calculating the device-specific click-through rate may 

involve dividing the device-specific cached clicks by the device-specific cached impressions. 

[0066] Apparatus 700 may comprise a means 770 for calculating a general click-through 

rate. The first database may update a total impression count for the advertisement, in response 

to the user of the network device accessing the web page on which the advertisement is 

displayed. The first database may update a total click count for the advertisement, in response 

to the user clicking on the advertisement. Calculating the general click-through rate may 

involve dividing the total click count by the total impression count. At least one of the device

specific click-through rate and general click-through rate may be displayed on a display 

module. 

[0067] Apparatus 700 may comprise a means 780 for calculating a device-specific 

conversion rate. Calculating the device-specific conversion rate may involve dividing the 
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device-specific cached conversions by the device-specific cached impressions or the device

specific cached clicks. 

[0068] Apparatus 700 may comprise a means 790 for calculating a general conversion 

rate. The first database may update a total impression count for the advertisement, in response 

to the user of the network device accessing the web page on which the advertisement is 

displayed. The first database may update a total click count for the advertisement, in response 

to the user clicking on the advertisement. The first database may update a total conversion 

count for the advertisement, in response to the user making the purchase on the landing page. 

Calculating the general conversion rate may involve dividing the total conversion count by the 

total impression count or the total click count. At least one of the device-specific conversion 

rate and general conversion rate may be displayed on a display module. 

[0069] Apparatus 700 may optionally include a processor module 706 having at least one 

processor, in the case of apparatus 700 configured as computing device, rather than as a 

processor. Processor 706, in such case, may be in operative communication with means 720-

790, and components thereof, via a bus 702 or similar communication coupling. Processor 

706 may effect initiation and scheduling of the processes or functions performed by means 

720-790, and components thereof. 

[0070] Apparatus 700 may include a transceiver/communication module 704 for 

communicating with one or more network devices. A stand alone receiver and/or stand alone 

transmitter may be used in lieu of or in conjunction with communication module 704. 

[0071] Apparatus 700 may optionally include a means for storing information, such as, for 

example, a memory device/module 708. Computer readable medium or memory 

device/module 708 may be operatively coupled to the other components of apparatus 700 via 

bus 702 or the like. The computer readable medium or memory device 708 may be adapted to 

store computer readable instructions and data for effecting the processes and behavior of 

means 720-790, and components thereof, or processor 706 (in the case of apparatus 700 

configured as a computing device) or the methods disclosed herein. 

[0072] In related aspects, the memory module 708 may optionally include executable code 

for the processor module 706 to: (a) in response to a user ofa network device accessing a web 

page on which an advertisement is displayed, (i) caching an impression in a first database and 

(ii) receiving device data regarding the network device; (b) in response to the user clicking on 
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the advertisement, (i) caching a user click in the first database and (ii) directing the user from 

the web page to a landing page; ( c) generating a device identifier for the network device based 

on the machine parameters; ( d) associating the cached impression and the cached user click 

with the device identifier; ( e) calculating device-specific cached impressions and device

specific cached clicks associated with the device identifier; and (f) displaying information 

regarding at least one of the device-specific cached impressions and the device-specific cached 

clicks. One or more of steps (a)-(f) may be performed by processor module 706 in lieu of or 

in conjunction with the means 720-790 described above. 

[00731 It is noted that one or more of the techniques and methodologies described herein 

may be performed by embedded applications, platforms, or systems. The methods described 

herein may be performed by a general-purpose computer system and/or an embedded 

application or component of a special-purpose apparatus (e.g., traffic controller, traffic signal, 

surveillance cameras, sensors, detectors, vehicles, vehicle navigation systems, mobile phones, 

personal digital assistants, etc.). In one embodiment, the special-purpose device comprises an 

embedded platform running an embedded Linux operating system (OS) or the like. For 

example, the unique device identifier or fingerprint for the special-purpose device may be 

created by collecting and using one or more of the following information: machine model; 

processor model; processor details; processor speed; memory model; memory total; network 

model of each Ethernet interface; network MAC address of each Ethernet interface; BlackBox 

model (e.g., any Flash device); BlackBox serial (e.g., using Dallas Silicone Serial DS-2401 

chip set or the like); OS install date; nonce value; nonce time of day; any other predefined 

hardware information stored (optionally encrypted) in EEPROM; and any 

variations/combinations thereof 

[0074] While the present invention has been illustrated and described with particularity in 

terms of preferred embodiments, it should be understood that no limitation of the scope of the 

invention is intended thereby. Features of any of the foregoing methods and devices may be 

substituted or added into the others, as will be apparent to those of skill in the art. It should 

also be understood that variations of the particular embodiments described herein 

incorporating the principles of the present invention will occur to those of ordinary skill in the 

art and yet be within the scope of the invention. 

[0075] As used in this application, the terms "component," "module," "system," and the 

like are intended to refer to a computer-related entity, either hardware, firmware, a 
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combination of hardware and software, software, or software in execution. For example, a 

component can be, but is not limited to being, a process running on a processor, a processor, 

an object, an executable, a thread of execution, a program, and/or a computer. By way of 

illustration, both an application running on a computing device and the computing device can 

be a component. One or more components can reside within a process and/or thread of 

execution and a component can be localized on one computer and/or distributed between two 

or more computers. In addition, these components can execute from various computer 

readable media having various data structures stored thereon. The components can 

communicate by way oflocal and/or remote processes such as in accordance with a signal 

having one or more data packets (e.g., data from one component interacting with another 

component in a local system, distributed system, and/or across a network such as the Internet 

with other system-; by way of the signal). 

[0076] It is understood that the specific order or hierarchy of steps in the processes 

disclosed herein is an example of exemplary approaches. Based upon design preferences, it is 

understood that the specific order or hierarchy of steps in the processes may be rearranged 

while remaining within the scope of the present disclosure. The accompanying method claims 

present elements of the various steps in sample order, and are not meant to be limited to the 

specific order or hierarchy presented. 

[0077] Moreover, various aspects or features described herein can be implemented as a 

method, apparatus, or article of manufacture using standard programming and/or engineering 

techniques. The term "article of manufacture" as used herein is intended to encompass a 

computer program accessible from any computer-readable device, carrier, or media. For 

example, computer-readable media can include but are not limited to magnetic storage devices 

(e.g., hard disk, floppy disk, magnetic strips, etc.), optical discs (e.g., compact disc (CD), 

digital versatile disc (DVD), etc.), smart cards, and flash memory devices (e.g., Erasable 

Programmable Read Only Memory (EPROM), card, stick, key drive, etc.). Additionally, 

various storage media described herein can represent one or more devices and/or other 

machine-readable media for storing information. The term "machine-readable medium" can 

include, without being limited to, wireless channels and various other media capable of storing, 

containing, and/or carrying instruction(s) and/or data. 

[0078] Those skilled in the art will further appreciate that the various illustrative logical 

blocks, modules, circuits, methods and algorithms described in connection with the examples 
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disclosed herein may be implemented as electronic hardware, computer software, or 

combinations of both. To clearly illustrate this interchangeability of hardware and software, 

various illustrative components, blocks, modules, circuits, methods and algorithms have been 

described above generally in terms of their functionality. Whether such functionality is 

implemented as hardware or software depends upon the particular application and design 

constraints imposed on the overall system. Skilled artisans may implement the described 

functionality in varying ways for each particular application, but such implementation decisions 

should not be interpreted as causing a depaiiure from the scope of the present invention. 
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WHAT IS CLAIMED IS: 

1. A method for determining efficacy of online advertising, comprising: 

in response to a user of a network device accessing a web page on which an 

advertisement is displayed, (a) caching an impression in a first database and (b) 

receiving device data regarding the network device, the device data comprising a 

combination of user-configurable and non-user-configurable machine parameters; 

in response to the user clicking on the adve1iisement, (a) caching a user click in 

the fast database and (b) directing the user from the web page to a landing page; 

generating a device identifier for the network device based on the machine 

parameters; 

associating the cached impression and the cached user click with the device 

identifier; 

calculating device-specific cached impressions and device-specific cached clicks 

associated with the device identifier; and 

displaying information regarding at least one of the device-specific cached 

impressions and the device-specific cached clicks. 

2. The method of Claim 1, further comprising storing the device identifier and 

data regarding at least one of the cached impression and the cached user click in a second 

database. 

3. The method of Claim 1, further comprising calculating a device-specific click-

through rate. 

4. The method of Claim 3, wherein calculating the device-specific click-through 

rate comprises dividing the device-specific cached clicks by the device-specific cached 

impressions. 

5. The method of Claim 3, further comprising calculating a general click-through 

rate. 
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6. The method of Claim 5, wherein: 

the first database updates a total impression count for the advertisement, in 

response to the user of the network device accessing the web page on which the 

advertisement is displayed; 

the first database updates a total click count for the advertisement, in response 

to the user clicking on the advertisement; and 

the step of calculating the general click-through rate comprises dividing the 

total click count by the total impression count. 

7. The method of Claim 6, further compnsmg displaying at least one of the 

device-specific click-through rate and general click-through rate. 

8. The method of Claim 1, further comprising: 

in response to the user making a purchase on the landing page, (a) caching a 

conversion in the first database and (b) directing the user from the landing page to a 

convcrs10n page; 

associating the cached conversion with the device identifier; 

calculating device-specific cached conversions associated with the device 

identifier; and 

displaying the device-specific cached conversions. 

9. The method of Claim 8, further comprising storing the device identifier and 

data regarding the cached conversion in a second database. 

10. The method of Claim 8, further comprising calculating a device-specific 

conversion rate. 

11. The method of Claim 10, wherein calculating the device-specific conversion 

rate comprises dividing the device-specific cached conversions by one of the device-specific 

cached impressions and the device-specific cached clicks. 

12. The method of Claim 10, further comprising calculating a general conversion 

rate. 
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13. The method of Claim 12, wherein: 

the first database updates a total impression count for the advertisement, in 

response to the user of the network device accessing the web page on which the 

advertisement is displayed; 

the first database updates a total click count for the advertisement, in response 

to the user clicking on the advertisement; 

the first database updates a total conversion count for the adve1iisement, m 

response to the user making the purchase on the landing page; and 

the step of calculating the general conversion rate comprises dividing the total 

conversion count by one of the total impression count and the total click count. 

14. The method of Claim 13, further compnsmg displaying at least one of the 

device-specific conversion rate and general conversion rate. 

15. A system for determining efficacy of online advertising, comprising: 

a first database adapted to, in response to a user of a network device accessing 

a web page on which an advertisement is displayed, (a) cache an impression and (b) 

cache device data regarding the network device, the device data comprising a 

combination of user-configurable and non-user-configurable machine parameters; 

a redirector in operative communication with the first database and adapted to, 

in response to the user clicking on the advertisement, (a) report a user click to the first 

database, and (b) direct the user from the web page to a landing page; 

a conversion tracker in operative communication with the first database and 

adapted to, in response to the user making a purchase on the landing page, (a) report a 

conversion to the first database, and (b) direct the user from the landing page to a 

conversion page; and 

a device identifier producer in operative communication with the first server 

and adapted to generate a device identifier for the network device based on the 

machine parameters. 
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16. The system of Claim 15, further comprising: 

a second database adapted to receive (a) the device identifier from the device 

identifier producer and (b) information regarding any impressions, any user clicks, and 

any conversions associated with the device identifier from the first database; 

a display unit; and 

a processor module in operative communication with the second database and 

the display unit, the processor module being adapted to: 

calculate total impressions, total clicks, and total conversions for each 

unique device identifier; and 

instruct the display unit to display at least one of the total impressions, 

the total clicks, and the total conversions for each unique device identifier. 

17. The system of Claim 16, wherein the second server provides the advertisement 

displayed on the web page. 
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18. An apparatus for determining efficacy of online advertising, comprising: 

a communication module; 

a display module; 

at least one processor operatively coupled to the communication module and 

the display module; and 

a memory module operatively coupled to the at least one processor and 

comprising executable code for the at least one processor to: 

in response to a user of a network device accessing a web page on 

which an adve1iisement is displayed, (a) cache an impression in a first database 

and (b) receive device data regarding the network device, the device data 

comprising a combination of user-configurable and non-user-configurable 

machine parameters; 

in response to the user clicking on the advertisement, (a) cache a user 

click in the first database and (b) direct the user from the web page to a landing 

page; 

generate a device identifier for the network device based on the 

machine parameters; 

associate the cached impression and the cached user click with the 

device identifier; 

calculate device-specific cached impressions and device-specific cached 

clicks associated with the device identifier; and 

instruct the display module to display information regarding at least one 

of the device-specific cached impressions and the device-specific cached clicks. 

19. The apparatus of Claim 18, wherein the at least one processor instructs the 

communication nodule to send the device identifier and data regarding at least one of the 

cached impression and the cached user click to a second database. 
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20. The apparatus of Claim 18, wherein the at least one processor: 

in response to the user making a purchase on the landing page, (a) caches a 

conversion in the first database and (b) directs the user from the landing page to a 

conversion page; 

associates the cached conversion with the device identifier; 

calculates device-specific cached conversions associated with the device 

identifier; and 

instruct the display module to display information regarding the device-specific 

cached conversions. 
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE 

Appl. no.: 12/818,906 Conf. no. 8831 

Applicant: Craig S. Etchegoyen Art Unit: 2192 

Filed: June 18, 2010 Examiner: not yet assigned 

Title: REMOTE UPDATE OF COMPUTERS BASED ON PHYSICAL DEVICE 
RECOGNITION 

INFORMATION DISCLOSURE STATEMENT 

Commissioner for Patents 
P.O. Box 1450 
Alexandria, VA 22313-1450 

Dear Sir: 

Applicant hereby submits, without admission of pnor art effect thereof, form(s) 

PTO/SB/08 pursuant to the duty of disclosure requirements of 37 CPR §§ 1.56, 1.97 and 1.98. 

Applicant has listed publication dates on the attached form(s) PTO/SB/08 based on 

information presently available to the undersigned. However, the listed publication dates should 

not be construed as an admission that the information was actually published on the date 

indicated. 

It is respectfully requested that the Examiner initial and return a copy of the enclosed 

forms PTO/SB/08, and to indicate in the official file wrapper of this patent application that the 

documents have been considered. 

12/818,906 1 
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This Information Disclosure Statement is being filed within three months of the U.S. filing 

date or before the mailing date of a first Office Action on the merits, therefore no statement under 

37 CPR§ l.97(e) or fee is required. 

Uniloc USA, Inc. 
2151 Michelson Drive, Suite 100 
Irvine, CA 92612 
(949) 825-5527 

12/818,906 2 

Respectfully Submitted, 

/Sean D. Burdick/ 

Sean D. Burdick 
Reg. No. 51,513 
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Doc Code: PEER.CONSENT 
Document Description: Request for Peer Review Pilot 

PTO/SB/422 (11-10) 

Certification and Request to Participate in FY 2011 
Pilot Program Concerning Public Submission of Peer Reviewed Prior Art 

First Named Inventor: Craig S. Etchegoyen I Application Number (if known): 121818, 906 
Title of Invention: 

Remote Update of Computers Based on Physical Device Recognition 
Part I - Reguest to Partici~ate in Pilot 
Applicant provides express written consent under 35 USC 122 (c) for the USPTO to accept 
prior art references and comments by third party submitter, Peer To Patent, to be considered 
during the examination of the above identified application participating in the Peer Reviewed 
Prior Art Pilot Project. No other consents are provided herein. 

Subject to the conditions listed below in Part II, Applicant hereby requests that the 
requirements of 37 CFR 1.99(d) and 37 CFR 1.291(b) be waived by the USPTO for the above-
identified application participating in this pilot. 

Part II - Additional Conditions Necessary For Waiver 
1. Applicant certifies the following: 

a. the above-identified application has not itself been published by the USPTO more than one 
month prior to the filing of this Request; 

b. the above-identified application contains claimed subject matter believed to be classifiable in 
at least one of the classes/subclasses listed at 
http://www.uspto.gov/patents/init_events/class_subclasses_FY2011 pilot.jsp; 

c. Applicant agrees to full participation in the pilot program; and 
d. (including this request) Applicant or Applicant's assignee has not submitted more than 25 
applications for participation in the Peer Reviewed Prior Art Pilot Project. 

2. Through submission of this form, Applicant provides consent to the following: 
a. the submission of up to six patents or publications by the third party submitter (Peer To 

Patent) and comments describing the relevance of the document to the disclosed invention; and 
b. the filing of the submission no later than eighteen (18) weeks after publication of the above-

identified Application. 

Note: Applicant shall not be required to submit an Information Disclosure Statement under 
37 CFR 1.97 and 1.98 to ensure that the references submitted by third party submitter (Peer To 
Patent) are considered by the examiner. No fees are required in making this request. 

Signature /Sean D. Burdick/ Date December 28, 2010 
Name (Printed/Typed) Registration Number 
Sean D. Burdick 51,513 

Telephone No. 949-825-5527 E-mail sean.burdick@unilocusa.com 
Note: Signature of all the inventors or assignees of record of the entire interest or their 
representative( s) are required in accordance with 3 7 CFR 1. 33 and 11. 18. Please see 3 7 CFR 1.4( d) 
for the form of the signature. If necessary, submit multiple forms for more than one signature, see 
below*. 
D *Total of signed forms are submitted. 

SUBMIT COMPLETED FORM by EFS-Web, or by FAX to 571-273-8300. 
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New Applications Under 35 U.S.C. 111 
If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR 
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If a timely submission to enter the national stage of an international application is compliant with the conditions of 35 
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If a new international application is being filed and the international application includes the necessary components for 
an international filing date (see PCT Article 11 and MPEP 181 O), a Notification of the International Application Number 
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APPLICATION NUMBER 

12/818,906 

96051 
Uniloc USA Inc. 
2151 Michelson Ste. 100 
Irvine, CA 92612 

FILING OR 3 71 (C) DATE 

06/18/2010 

Ul\TfED STATES DEPA RTME'IT OF COMMERCE 
United States Patent and Trademark Office 
Adm"'· COMMISSIO'JER FOR PATENTS 

PO Box 1450 
Alexandria, Virgmia 22313-1450 
\VVi\V.USpto.gov 

FIRST NAMED APPLICANT ATTY. DOCKET NO./TITLE 

Craig Stephen Etchegoyen UN-NP-AD-037 
CONFIRMATION NO. 8831 

PUBLICATION NOTICE 

111111111111111111111111]~!l]~~1~~1~~11~~111i~H] 11111111111111111111111 

Title:Remote Update of Computers Based on Physical Device Recognition 

Publication No.US-2010-0333081-A1 
Publication Date: 12/30/201 0 

NOTICE OF PUBLICATION OF APPLICATION 

The above-identified application will be electronically published as a patent application publication pursuant to 37 
CFR 1.211, et seq. The patent application publication number and publication date are set forth above. 

The publication may be accessed through the USPTO's publically available Searchable Databases via the 
Internet at www.uspto.gov. The direct link to access the publication is currently http://www.uspto.gov/patft/. 

The publication process established by the Office does not provide for mailing a copy of the publication to 
applicant. A copy of the publication may be obtained from the Office upon payment of the appropriate fee set forth 
in 37 CFR 1.19(a)(1 ). Orders for copies of patent application publications are handled by the USPTO's Office of 
Public Records. The Office of Public Records can be reached by telephone at (703) 308-9726 or (800) 972-6382, 
by facsimile at (703) 305-8759, by mail addressed to the United States Patent and Trademark Office, Office of 
Public Records, Alexandria, VA 22313-1450 or via the Internet. 

In addition, information on the status of the application, including the mailing date of Office actions and the 
dates of receipt of correspondence filed in the Office, may also be accessed via the Internet through the Patent 
Electronic Business Center at www.uspto.gov using the public side of the Patent Application Information and 
Retrieval (PAIR) system. The direct link to access this status information is currently http://pair.uspto.gov/. Prior to 
publication, such status information is confidential and may only be obtained by applicant using the private side of 
PAIR. 

Further assistance in electronically accessing the publication, or about PAIR, is available by calling the Patent 
Electronic Business Center at 1-866-217-9197. 

Office of Data Managment, Application Assistance Unit (571) 272-4000, or (571) 272-4200, or 1-888-786-0101 
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Doc Code: PEER.SB423 
Document Description: Third Party Submission - Peer Review PTO/SB/423 (03-11) . 

/ Complete if Known "'\ 

THIRD-PARTY SUBMISSION OF Application Number 12/818,906 

PATENTS OR PUBLICATIONS Filing Date 06-18-2010 

UNDER PEER REVIEW PILOT 
First Named Inventor Craig Stephen Etchegoyen 

PROGRAM 
Art Unit 2192 
Examiner Name -
Attorney Docket Number UN-Nl"'·AU·U\j f 

DO NOT SUBMIT THIS FORM VIA EFS-WEB 

A signed certification and remest to participate in the Peer Review Pilot Program (Form PTO/SB/422) was filed 
on (insert date): 12-28-201 . . . 

NOTE: A submission received by the Office prior to the filing of a signed certification and request to 
participate in the Peer Review Pilot Program (Form PTO/SB/422) will be returned to the Third-Party 
Submitter and will NOT be placed into the Application File. 

U.S. PATENT DOCUMENTS 
Publication 

Check Box If Document Number 
Cite 

Comments 
Date Name of Patentee or Applicant Examiner 

No. 
Attached Number-Kind Code' <ttknownl MM-DD-YYYY 

of Cited Document Initials* 

1 D US- 6327617 12-04-2001 Philip Fawcett 
2 D US- 6880086 04-12-2005 Joseph Kidder 
3 D US-

4 D US-

5 D US-

6 D US-

FOREIGN PATENT DOCUMENTS .. 

Check Box If Document Number 
Publication 

Cite 
Comments 

Date Name of Patentee or Applicant Examiner 
No. 

Attached Country Code2-Number'-Kind Code4 <' """'""' 
of Cited Document Initials* 

MM-DD-YYYY 

1 D 
2 D 
3 D 
4 D 
5 D 
6 D 

See Kind Codes of USPTO patent documents at www.uspto.gov/patents/ebc/kmdcodesum.1sp or MPEP 901.04(a). 
2 Enter Office that issued the document, by the two-letter code (WIPO Standard ST.3). 
3 For Japanese patent documents, the indication of the year of the Emperor must precede the serial number of the patent document. 
• Kind of document by the appropriate symbols, as indicated on the document under WIPO Standard ST .16, if possible. 
'EXAMINER: Initial each citation that is considered. Draw a line through each citation that Is not considered. Include a copy of this form with next communication 
to applicant. 

Page 1 
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PTO/SB/423 (03-11) 

NON PATENT LITERATURE DOCUMENTS 

Cite 
Check Box If Include name of the author (in CAPITAL LETTERS), title of the article (when appropriate), title of Examiner 

No. 
Comments the item (book, magazine, journal, serial, symposium, catalog, etc.) date, page(s), volume-issue Initials* Attached number(s), publisher, city and/or country where published. 

1 D 
2 D 
3 D 
4 D 
5 D 
6 D 
My signature below certifies that I am authorized to make the enclosed submission as part of the Peer Review 
Pilot Program. 

Signature of Date 
Third-Party 
Submitter sf 4·11·2011 

Name I Reg .. No .. if applicable Telephone Number 

(Printed/Typed) Andrea Casillas 212-431-2368 

Address 
185 W. Broadway New York, NY 10013 

I Examiner I Date 
Signature Considered 
*EXAMINER: Initial each citation that is considered. Draw a line through each citation that is not considered. Include a copy of this form with next communication 
to applicant. 
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The Patent Linguistics Utility System (PLUS) is a USPTO automated search system 

for U.S. Patents from 1971 to the present PLUS is a query-by-example search system which 
produces a list of patents that are most closely related linguistically to the application 
searched. This search was prepared by the staff of the Scientific and Technical Information 
Center, SIRA. 
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UNITED STA IBS p A IBNT AND TRADEMARK OFFICE 

APPLICATION NO. FILING DATE 

12/818,906 06/18/2010 

96051 7590 08/12/2011 

Uniloc USA Inc. 
2151 Michelson Ste. 100 
Irvine, CA 92612 

FIRST NAMED INVENTOR 

Craig Stephen Etchegoyen 

UNITED STA TES DEPARTMENT OF COMMERCE 
United States Patent and Trademark Office 
Address: COMMISSIONER FOR PATENTS 

P.O. Box 1450 
Alexandria, Virginia 22313-1450 
www.uspto.gov 

ATTORNEY DOCKET NO. CONFIRMATION NO. 

UN-NP-AD-037 8831 

EXAMINER 

CHEN,QING 

ART UNIT PAPER NUMBER 

2191 

MAILDATE DELIVERY MODE 

08/12/2011 PAPER 

Please find below and/or attached an Office communication concerning this application or proceeding. 

The time period for reply, if any, is set in the attached communication. 
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Application No. Applicant(s) 

12/818,906 ETCHEGOYEN, CRAIG STEPHEN 

Office Action Summary Examiner Art Unit 

QING CHEN 2191 

-- The MAILING DA TE of this communication appears on the cover sheet with the correspondence address -
Period for Reply 

A SHORTENED STATUTORY PERIOD FOR REPLY IS SET TO EXPIRE ;J. MONTH(S) OR THIRTY (30) DAYS, 
WHICHEVER IS LONGER, FROM THE MAILING DATE OF THIS COMMUNICATION. 

Extensions of time may be available under the provisions of 37 CFR 1.136(a). In no event, however, may a reply be timely filed 
after SIX (6) MONTHS from the mailing date of this communication. 
If NO period for reply is specified above, the maximum statutory period will apply and will expire SIX (6) MONTHS from the mailing date of this communication. 
Failure to reply within the set or extended period for reply will, by statute, cause the application to become ABANDONED (35 U.S.C. § 133). 
Any reply received by the Office later than three months after the mailing date of this communication, even if timely filed, may reduce any 
earned patent term adjustment. See 37 CFR 1.704(b). 

Status 

1 )IZ! Responsive to communication(s) filed on 18 June 2010. 

2a)0 This action is FINAL. 2b)[8J This action is non-final. 

3)0 Since this application is in condition for allowance except for formal matters, prosecution as to the merits is 

closed in accordance with the practice under Ex parte Quayle, 1935 G.D. 11, 453 O.G. 213. 

Disposition of Claims 

4)[8J Claim(s) 1-20 is/are pending in the application. 

4a) Of the above claim(s) __ is/are withdrawn from consideration. 

5)0 Claim(s) __ is/are allowed. 

6)[8J Claim(s) 1-20 is/are rejected. 

7)0 Claim(s) __ is/are objected to. 

8)0 Claim(s) __ are subject to restriction and/or election requirement. 

Application Papers 

9)0 The specification is objected to by the Examiner. 

1 O)IZ! The drawing(s) filed on 18 June 2010 is/are: a)IZ! accepted or b)O objected to by the Examiner. 
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1. This is the initial Office action based on the application filed on June 18, 2010. 

2. Claims 1-20 are pending. 

3. This application is participating in the Peer Reviewed Prior Art Pilot Project. 

Claim Objections 

4. Claims 2, 3, and 5 are objected to because of the following informalities: 

Page 2 

• Claims 2 and 3 recite the limitation "the unique device identifier." It should read --

the unique device identifiers--. 

• Claim 5 recites the limitation "the unique identifiers." It should read -- the unique 

device identifiers --. 

Appropriate correction is required. 

Claim Rejections - 35USC§102 

5. The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that form the 

basis for the rejections under this section made in this Office action: 

A person shall be entitled to a patent unless -

(b) the invention was patented or described in a printed publication in this or a foreign country or in public use or 
on sale in this country, more than one year prior to the date of application for patent in the United States. 

6. Claims 18-20 are rejected under 35 U.S.C. 102(b) as being anticipated by US 6,467,088 

(hereinafter "alSafadi"). 

As per Claim 18, alSafadi discloses: 
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A method for remote update of a program (col. 6 lines 44-46, "A processor-

implemented method for controlling the reconfiguration of an electronic device ... "), 

comprising: 
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collecting, at an update server, unique identifiers from at least one of an audit 

server and client device (col. 4 lines 39-47, " ... the reconfiguration manager 10 [update server] 

obtains [collects] information regarding the hardware and software configuration of device X, 

i.e., electronic device 12 [client device] of FIG. 1 ... In other embodiments, this information may 

be obtained in another suitable manner, e.g., from a local database based on a serial number or 

other identifier [unique identifiers] of the electronic device."); 

analyzing the unique identifiers (col. 5 lines 8-12, "If step 112 indicates [analyzing] 

that the set is not empty, a particular set of upgrade configuration is selected in step 116, and the 

upgrade is approved in step 118 as compatible with the current configuration of device X."); 

determining an updated program configuration for the client device based on 

the analyzed unique identifiers (col. 5 lines 8-12, "If step 112 indicates that the set is not 

empty, a particular set of upgrade configuration is selected [determined] in step 116, and the 

upgrade is approved in step 118 as compatible with the current configuration of device X."); and 

delivering the updated program configuration to the client device (col. 5 lines 16-

18, "The reconfiguration manager or other server associated therewith then downloads [delivers] 

the upgrade to device X in step 120."). 

As per Claim 19, the rejection of Claim 18 is incorporated; and alSafadi further discloses: 
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analyzed unique identifier to known identifiers stored in a database to determine whether a 

match exists (col. 2 lines 37-41, "The reconfiguration manager then compares the needed and 

currently implemented components with previously-stored lists of known acceptable and 

unacceptable configurations for the electronic device (emphasis added)."). 

As per Claim 20, the rejection of Claim 19 is incorporated; and alSafadi further discloses: 

wherein the determining step further comprises the update server generating the 

updated program configuration as data representing all matches yielded by the comparing 

step (col. 4 lines 62-64, "In step 104 of FIG. 2, the reconfiguration manager 10 generates a 

potential upgrade configuration that will satisfy the received request (emphasis added)."). 

Claim Rejections - 35USC§103 

7. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 

obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set forth in 
section 102 of this title, if the differences between the subject matter sought to be patented and the prior art are 
such that the subject matter as a whole would have been obvious at the time the invention was made to a person 
having ordinary skill in the art to which said subject matter pertains. Patentability shall not be negatived by the 
manner in which the invention was made. 

8. Claims 1-17 are rejected under 35 U.S.C. 103(a) as being unpatentable over alSafadi in 

view of US 6,880,086 (hereinafter "Kidder"). 

As per Claim 1, alSafadi discloses: 
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A system for remotely updating a program configuration (col. 7 lines 46 and 4 7, "An 

apparatus for controlling the reconfiguration of an electronic device ... "), comprising: 

a client device (Figure 1: 12) configured to execute a computer program to 

perform a remote update, the client device comprising: 

a first transceiver configured to send the unique device identifiers to at least 

one server via Internet (col. 4 lines 42-4 7, "This information is generally included as part of the 

request 20 sent by the device 12 to the reconfiguration manager 10. In other embodiments, this 

information may be obtained in another suitable manner, e.g., from a local database based on a 

serial number or other identifier [unique device identifiers] of the electronic device (emphasis 

added)."; col. 6 lines 1-3, "The network 214 may represent a global computer communications 

network such as the Internet ... "); and 

an update server (Figure 1: 10) configured to collect the unique device identifiers 

from at least one client device (col. 4 lines 39-4 7, " ... the reconfiguration manager 10 obtains 

[collects] information regarding the hardware and software configuration of device X, i.e., 

electronic device 12 of FIG. 1 ... In other embodiments, this information may be obtained in 

another suitable manner, e.g., from a local database based on a serial number or other identifier 

[unique device identifiers] of the electronic device."), the update server comprising: 

a second processor coupled to memory and configured to analyze the unique 

device identifiers at the update server, and to determine based on the analyzed unique 

device identifiers an updated program configuration (col. 5 lines 8-12, "If step 112 indicates 

[analyzes] that the set is not empty, a particular set of upgrade configuration is selected 
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[determined] in step 116, and the upgrade is approved in step 118 as compatible with the current 

configuration of device X."); and 

a second transceiver configured to deliver via the Internet data representing 

the updated program configuration to the client device for storage therein (col. 5 lines 16-

18, "The reconfiguration manager or other server associated therewith then downloads [delivers] 

the upgrade to device X in step 120."). 

alSafadi does not explicitly disclose: 

a first processor coupled to memory storing the computer program which, when 

executed by the processor (i) performs physical device recognition on the client device to 

determine machine parameters, and (ii) generates unique device identifiers for the client 

device, the unique device identifiers based at least in part on the determined machine 

parameters. 

However, Kidder discloses: 

a first processor coupled to memory storing a computer program which, when 

executed by the processor (i) performs physical device recognition on a client device to 

determine machine parameters (col. 61 lines 9-13, "Also within modular system services is a 

Master Control Driver (MCD) that learns the physical characteristics of the particular computer 

system on which it is running, in this instance, computer system 10."), and (ii) generates unique 

device identifiers for the client device, the unique device identifiers based at least in part on 

the determined machine parameters (col. 61lines29-31, "Master MCD 38 begins by taking a 

physical inventory of computer system 10 (over the 12C bus) and assigning a unique physical 

identification number (PID) to each item."). 
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Therefore, it would have been obvious to one of ordinary skill in the art at the time the 

invention was made to incorporate the teaching of Kidder into the teaching of alSafadi to include 

a first processor coupled to memory storing the computer program which, when executed by the 

processor (i) performs physical device recognition on the client device to determine machine 

parameters, and (ii) generates unique device identifiers for the client device, the unique device 

identifiers based at least in part on the determined machine parameters. The modification would 

be obvious because one of ordinary skill in the art would be motivated to provide a physical 

inventory of the client device so that the parts of the client device can be identified. 

As per Claim 2, the rejection of Claim 1 is incorporated; and alSafadi does not explicitly 

disclose: 

wherein the unique device identifier comprises a hash code. 

However, Kidder discloses: 

wherein unique identifier comprises a hash code (col. 88 lines 62-64, "To avoid 

versioning errors, instead of assigning a version number, a signature is "machine generated" 

based on the content of the software component."; col. 89 lines 15-17, "The Sha-1 utility is a 

secure hash algorithm that uses the contents of a software component to generate a signature that 

is 20 bytes in length."). 

Therefore, it would have been obvious to one of ordinary skill in the art at the time the 

invention was made to incorporate the teaching of Kidder into the teaching of alSafadi to include 

wherein the unique device identifier comprises a hash code. The modification would be obvious 
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because one of ordinary skill in the art would be motivated to eliminate errors often caused when 

humans generate version numbers (Kidder, col. 89 lines 21-23). 

As per Claim 3, the rejection of Claim 1 is incorporated; and alSafadi does not explicitly 

disclose: 

wherein the computer program when executed implements at least one 

irreversible transformation such that the machine parameters cannot be derived from the 

unique device identifier. 

However, Kidder discloses: 

wherein a computer program when executed implements at least one irreversible 

transformation such that machine parameters cannot be derived from a unique device 

identifier (col. 89 lines 5-7, "In one embodiment, the signatures are generated using the "Sha-1" 

cryptography utility (often called the "shalsum")."). 

Therefore, it would have been obvious to one of ordinary skill in the art at the time the 

invention was made to incorporate the teaching of Kidder into the teaching of alSafadi to include 

wherein the computer program when executed implements at least one irreversible 

transformation such that the machine parameters cannot be derived from the unique device 

identifier. The modification would be obvious because one of ordinary skill in the art would be 

motivated to eliminate errors often caused when humans generate version numbers (Kidder, col. 

89 lines 21-23). 
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As per Claim 4, the rejection of Claim 3 is incorporated; and alSafadi does not explicitly 

disclose: 

wherein the at least one irreversible transformation comprises a cryptographic 

hash function. 

However, Kidder discloses: 

wherein at least one irreversible transformation comprises a cryptographic hash 

function (col. 89 lines 5-7, "In one embodiment, the signatures are generated using the "Sha-1" 

cryptography utility (often called the "shalsum")."). 

Therefore, it would have been obvious to one of ordinary skill in the art at the time the 

invention was made to incorporate the teaching of Kidder into the teaching of alSafadi to include 

wherein the at least one irreversible transformation comprises a cryptographic hash function. The 

modification would be obvious because one of ordinary skill in the art would be motivated to 

eliminate errors often caused when humans generate version numbers (Kidder, col. 89 lines 21-

23). 

As per Claim 5, the rejection of Claim 1 is incorporated; and alSafadi further discloses: 

wherein the unique identifiers further comprise software identifiers (col. 4 lines 

15-19, "The request in the illustrative embodiment also includes a list of the components 

currently in the device, i.e., version 1.1 of component A, version 2.0 of component C and version 

2.3 of component B."). 

alSafadi does not explicitly disclose: 

wherein the unique identifiers further comprise geo-location identifiers. 
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wherein unique identifiers further comprise geo-location identifiers (col. 20 lines 

1-4, "To configure a network device, the administrator begins by selecting (step 874, FIG. 3g) a 

particular network device to configure, for example, the network device corresponding to IP 

address 192.168.9.202 (FIG. 4f)."). 

Therefore, it would have been obvious to one of ordinary skill in the art at the time the 

invention was made to incorporate the teaching of Kidder into the teaching of alSafadi to include 

wherein the unique identifiers further comprise geo-location identifiers. The modification would 

be obvious because one of ordinary skill in the art would be motivated to access the client device 

using the Internet. 

As per Claim 6, the rejection of Claim 5 is incorporated; and alSafadi does not explicitly 

disclose: 

wherein at least one of the geo-location identifiers comprises an Internet 

Protocol address of the client device. 

However, Kidder discloses: 

wherein at least one of the geo-location identifiers comprises an Internet 

Protocol address of a client device (col. 20 lines 1-4, "To configure a network device, the 

administrator begins by selecting (step 874, FIG. 3g) a particular network device to configure, 

for example, the network device corresponding to IP address 192.168.9.202 (FIG. 4f)."). 

Therefore, it would have been obvious to one of ordinary skill in the art at the time the 

invention was made to incorporate the teaching of Kidder into the teaching of alSafadi to include 
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wherein at least one of the geo-location identifiers comprises an Internet Protocol address of the 

client device. The modification would be obvious because one of ordinary skill in the art would 

be motivated to access the client device using the Internet. 

As per Claim 7, the rejection of Claim 1 is incorporated; and alSafadi does not explicitly 

disclose: 

wherein the machine parameters comprise information regarding at least one of: 

a machine model number, a machine serial number, a machine ROM version, a machine 

bus speed, machine manufacturer name, machine ROM release date, machine ROM size, 

machine UUID, and machine service tag. 

However, Kidder discloses: 

wherein machine parameters comprise information regarding at least one of: a 

machine model number, a machine serial number, a machine ROM version, a machine bus 

speed, machine manufacturer name, machine ROM release date, machine ROM size, 

machine UUID, and machine service tag (col. 61lines29-31, "Master MCD 38 begins by 

taking a physical inventory of computer system 10 (over the I2C bus) and assigning a unique 

physical identification number (PID) to each item."). [Examiner's Remarks: Note that one of 

ordinary skill in the art would readily comprehend that the physical inventory of the computer 

system includes information (e.g., model number) pertaining to the computer system.] 

Therefore, it would have been obvious to one of ordinary skill in the art at the time the 

invention was made to incorporate the teaching of Kidder into the teaching of alSafadi to include 

wherein the machine parameters comprise information regarding at least one of: a machine 
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machine manufacturer name, machine ROM release date, machine ROM size, machine UUID, 

and machine service tag. The modification would be obvious because one of ordinary skill in the 

art would be motivated to provide a physical inventory of the client device so that the parts of the 

client device can be identified. 

As per Claim 8, the rejection of Claim 1 is incorporated; and alSafadi does not explicitly 

disclose: 

wherein the machine parameters comprise information regarding at least one of: 

CPU ID, CPU model, CPU details, CPU actual speed, CPU family, CPU manufacturer 

name, CPU voltage, and CPU external clock. 

However, Kidder discloses: 

wherein machine parameters comprise information regarding at least one of: 

CPU ID, CPU model, CPU details, CPU actual speed, CPU family, CPU manufacturer 

name, CPU voltage, and CPU external clock (col. 61lines29-31, "Master MCD 38 begins by 

taking a physical inventory of computer system 10 (over the 12C bus) and assigning a unique 

physical identification number (PID) to each item."). [Examiner's Remarks: Note that one of 

ordinary skill in the art would readily comprehend that the physical inventory of the computer 

system includes information (e.g., model) pertaining to the CPU.] 

Therefore, it would have been obvious to one of ordinary skill in the art at the time the 

invention was made to incorporate the teaching of Kidder into the teaching of alSafadi to include 

wherein the machine parameters comprise information regarding at least one of: CPU ID, CPU 
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model, CPU details, CPU actual speed, CPU family, CPU manufacturer name, CPU voltage, and 

CPU external clock. The modification would be obvious because one of ordinary skill in the art 

would be motivated to provide a physical inventory of the client device so that the parts of the 

client device can be identified. 

As per Claim 9, the rejection of Claim 1 is incorporated; and alSafadi does not explicitly 

disclose: 

wherein the machine parameters comprise information regarding at least one of: 

optical model, optical serial number, keyboard model, mouse model, printer model, and 

scanner model. 

However, Kidder discloses: 

wherein machine parameters comprise information regarding at least one of: 

optical model, optical serial number, keyboard model, mouse model, printer model, and 

scanner model (col. 61lines29-31, "Master MCD 38 begins by taking a physical inventory of 

computer system 10 (over the 12C bus) and assigning a unique physical identification number 

(PID) to each item."). [Examiner's Remarks: Note that one of ordinary skill in the art would 

readily comprehend that the physical inventory of the computer system includes information 

(e.g., model) pertaining to the optical drive.] 

Therefore, it would have been obvious to one of ordinary skill in the art at the time the 

invention was made to incorporate the teaching of Kidder into the teaching of alSafadi to include 

wherein the machine parameters comprise information regarding at least one of: optical model, 

optical serial number, keyboard model, mouse model, printer model, and scanner model. The 
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modification would be obvious because one of ordinary skill in the art would be motivated to 

provide a physical inventory of the client device so that the parts of the client device can be 

identified. 

As per Claim 10, the rejection of Claim 1 is incorporated; and alSafadi does not explicitly 

disclose: 

wherein the machine parameters comprise information regarding at least one of: 

baseboard manufacturer, baseboard product name, baseboard version, baseboard serial 

number, and baseboard asset tag. 

However, Kidder discloses: 

wherein machine parameters comprise information regarding at least one of: 

baseboard manufacturer, baseboard product name, baseboard version, baseboard serial 

number, and baseboard asset tag (col. 61lines29-31, "Master MCD 38 begins by taking a 

physical inventory of computer system 10 (over the 12C bus) and assigning a unique physical 

identification number (PID) to each item."). [Examiner's Remarks: Note that one of ordinary 

skill in the art would readily comprehend that the physical inventory of the computer system 

includes information (e.g., manufacturer) pertaining to the baseboard/motherboard.] 

Therefore, it would have been obvious to one of ordinary skill in the art at the time the 

invention was made to incorporate the teaching of Kidder into the teaching of alSafadi to include 

wherein the machine parameters comprise information regarding at least one of: baseboard 

manufacturer, baseboard product name, baseboard version, baseboard serial number, and 

baseboard asset tag. The modification would be obvious because one of ordinary skill in the art 
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would be motivated to provide a physical inventory of the client device so that the parts of the 

client device can be identified. 

As per Claim 11, the rejection of Claim 1 is incorporated; and alSafadi does not explicitly 

disclose: 

wherein the machine parameters comprise information regarding at least one of: 

chassis manufacturer, chassis type, chassis version, and chassis serial number. 

However, Kidder discloses: 

wherein machine parameters comprise information regarding at least one of: 

chassis manufacturer, chassis type, chassis version, and chassis serial number (col. 61 lines 

29-31, "Master MCD 38 begins by taking a physical inventory of computer system 10 (over the 

12C bus) and assigning a unique physical identification number (PID) to each item."). 

[Examiner's Remarks: Note that one of ordinary skill in the art would readily comprehend that 

the physical inventory of the computer system includes information (e.g., manufacturer) 

pertaining to the chassis.] 

Therefore, it would have been obvious to one of ordinary skill in the art at the time the 

invention was made to incorporate the teaching of Kidder into the teaching of alSafadi to include 

wherein the machine parameters comprise information regarding at least one of: chassis 

manufacturer, chassis type, chassis version, and chassis serial number. The modification would 

be obvious because one of ordinary skill in the art would be motivated to provide a physical 

inventory of the client device so that the parts of the client device can be identified. 
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As per Claim 12, the rejection of Claim 1 is incorporated; and alSafadi does not explicitly 

disclose: 

wherein the machine parameters comprise information regarding at least one of: 

IDE controller, SATA controller, RAID controller, and SCSI controller. 

However, Kidder discloses: 

wherein machine parameters comprise information regarding at least one of: 

IDE controller, SATA controller, RAID controller, and SCSI controller (col. 61lines29-31, 

"Master MCD 38 begins by taking a physical inventory of computer system 10 (over the I2C bus) 

and assigning a unique physical identification number (PID) to each item."). [Examiner's 

Remarks: Note that one of ordinary skill in the art would readily comprehend that the physical 

inventory of the computer system includes information pertaining to the IDE controller.] 

Therefore, it would have been obvious to one of ordinary skill in the art at the time the 

invention was made to incorporate the teaching of Kidder into the teaching of alSafadi to include 

wherein the machine parameters comprise information regarding at least one of: IDE controller, 

SATA controller, RAID controller, and SCSI controller. The modification would be obvious 

because one of ordinary skill in the art would be motivated to provide a physical inventory of the 

client device so that the parts of the client device can be identified. 

As per Claim 13, the rejection of Claim 1 is incorporated; and alSafadi does not explicitly 

disclose: 
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wherein the machine parameters comprise information regarding at least one of: 

port connector designator, port connector type, port connector port type, and system slot 

type. 

However, Kidder discloses: 

wherein machine parameters comprise information regarding at least one of: 

port connector designator, port connector type, port connector port type, and system slot 

type (col. 61 lines 29-31, "Master MCD 38 begins by taking a physical inventory of computer 

system 10 (over the 12C bus) and assigning a unique physical identification number (PID) to each 

item."). [Examiner's Remarks: Note that one of ordinary skill in the art would readily 

comprehend that the physical inventory of the computer system includes information pertaining 

to the port connector.] 

Therefore, it would have been obvious to one of ordinary skill in the art at the time the 

invention was made to incorporate the teaching of Kidder into the teaching of alSafadi to include 

wherein the machine parameters comprise information regarding at least one of: port connector 

designator, port connector type, port connector port type, and system slot type. The modification 

would be obvious because one of ordinary skill in the art would be motivated to provide a 

physical inventory of the client device so that the parts of the client device can be identified. 

As per Claim 14, the rejection of Claim 1 is incorporated; and alSafadi does not explicitly 

disclose: 

wherein the machine parameters comprise information regarding at least one of: 

cache level, cache size, cache max size, cache SRAM type, and cache error correction type. 
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wherein machine parameters comprise information regarding at least one of: 

cache level, cache size, cache max size, cache SRAM type, and cache error correction type 

(col. 61lines29-31, "Master MCD 38 begins by taking a physical inventory of computer system 

10 (over the 12C bus) and assigning a unique physical identification number (PID) to each 

item."). [Examiner's Remarks: Note that one of ordinary skill in the art would readily 

comprehend that the physical inventory of the computer system includes information (e.g., size) 

pertaining to the cache.] 

Therefore, it would have been obvious to one of ordinary skill in the art at the time the 

invention was made to incorporate the teaching of Kidder into the teaching of alSafadi to include 

wherein the machine parameters comprise information regarding at least one of: cache level, 

cache size, cache max size, cache SRAM type, and cache error correction type. The modification 

would be obvious because one of ordinary skill in the art would be motivated to provide a 

physical inventory of the client device so that the parts of the client device can be identified. 

As per Claim 15, the rejection of Claim 1 is incorporated; and alSafadi does not explicitly 

disclose: 

wherein the machine parameters comprise information regarding at least one of: 

fan, PCMCIA, modem, portable battery, tape drive, USB controller, and USB hub. 

However, Kidder discloses: 

wherein machine parameters comprise information regarding at least one of: 

fan, PCMCIA, modem, portable battery, tape drive, USB controller, and USB hub (col. 61 
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lines 29-31, "Master MCD 38 begins by taking a physical inventory of computer system 10 (over 

the 12C bus) and assigning a unique physical identification number (PID) to each item."). 

[Examiner's Remarks: Note that one of ordinary skill in the art would readily comprehend that 

the physical inventory of the computer system includes information pertaining to the USB drive.] 

Therefore, it would have been obvious to one of ordinary skill in the art at the time the 

invention was made to incorporate the teaching of Kidder into the teaching of alSafadi to include 

wherein the machine parameters comprise information regarding at least one of: fan, PCMCIA, 

modem, portable battery, tape drive, USB controller, and USB hub. The modification would be 

obvious because one of ordinary skill in the art would be motivated to provide a physical 

inventory of the client device so that the parts of the client device can be identified. 

As per Claim 16, the rejection of Claim 1 is incorporated; and alSafadi does not explicitly 

disclose: 

wherein the machine parameters comprise information regarding at least one of: 

device model, device model IMEi, device model IMSI, and device model LCD. 

However, Kidder discloses: 

wherein machine parameters comprise information regarding at least one of: 

device model, device model IMEi, device model IMSI, and device model LCD (col. 61 lines 

29-31, "Master MCD 38 begins by taking a physical inventory of computer system 10 (over the 

12C bus) and assigning a unique physical identification number (PID) to each item."). 

[Examiner's Remarks: Note that one of ordinary skill in the art would readily comprehend that 
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the physical inventory of the computer system includes information pertaining to the device 

model.] 

Therefore, it would have been obvious to one of ordinary skill in the art at the time the 

invention was made to incorporate the teaching of Kidder into the teaching of alSafadi to include 

wherein the machine parameters comprise information regarding at least one of: device model, 

device model IMEi, device model IMSI, and device model LCD. The modification would be 

obvious because one of ordinary skill in the art would be motivated to provide a physical 

inventory of the client device so that the parts of the client device can be identified. 

As per Claim 17, the rejection of Claim 1 is incorporated; and alSafadi does not explicit! y 

disclose: 

wherein the machine parameters comprise information regarding at least one of: 

wireless 802.11, webcam, game controller, silicone serial, and PCI controller. 

However, Kidder discloses: 

wherein machine parameters comprise information regarding at least one of: 

wireless 802.11, webcam, game controller, silicone serial, and PCI controller (col. 61 lines 

29-31, "Master MCD 38 begins by taking a physical inventory of computer system 10 (over the 

12C bus) and assigning a unique physical identification number (PID) to each item."). 

[Examiner's Remarks: Note that one of ordinary skill in the art would readily comprehend that 

the physical inventory of the computer system includes information pertaining to the PC! 

controller.] 
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Therefore, it would have been obvious to one of ordinary skill in the art at the time the 

invention was made to incorporate the teaching of Kidder into the teaching of alSafadi to include 

wherein the machine parameters comprise information regarding at least one of: wireless 802.11, 

webcam, game controller, silicone serial, and PCI controller. The modification would be obvious 

because one of ordinary skill in the art would be motivated to provide a physical inventory of the 

client device so that the parts of the client device can be identified. 

Conclusion 

9. The prior art made ofrecord and not relied upon is considered pertinent to Applicant's 

disclosure. 

10. Any inquiry concerning this communication or earlier communications from the 

Examiner should be directed to Qing Chen whose telephone number is 571-270-1071. The 

Examiner can normally be reached on Monday through Thursday from 7:30 AM to 4:00 PM. 

The Examiner can also be reached on alternate Fridays. 

If attempts to reach the Examiner by telephone are unsuccessful, the Examiner's 

supervisor, Wei Zhen, can be reached on 571-272-3708. The fax phone number for the 

organization where this application or proceeding is assigned is 571-273-8300. 

Any inquiry of a general nature or relating to the status of this application or proceeding 

should be directed to the TC 2100 Group receptionist whose telephone number is 571-272-2100. 

Information regarding the status of an application may be obtained from the Patent 

Application Information Retrieval (PAIR) system. Status information for published applications 
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may be obtained from either Private PAIR or Public PAIR. Status information for unpublished 

applications is available through Private PAIR only. For more information about the PAIR 

system, see http://pair-direct.uspto.gov. Should you have questions on access to the Private PAIR 

system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free). 

IQ. C./ 

Examiner, Art Unit 2191 

/Anna Deng/ 

Primary Examiner, Art Unit 2191 
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Domain owners are authenticated 

http://portal.acm.org/results.cfm ?h=l&cfid=37710617 &cftoken=47367231 8/10/2011 
APPLE EXHIBIT 1002, Page 849 of 1044



Results (page 1): remotely updating device Page 4 of 5 

16 Multimedia room bddqe adapter k·r seamless in:er:::·perabili1y between heter-:::geneous home network dev 
-~~~J_[~g-~_t0_J:::i._c~. M>~~J_[~g_:~:_c:_J_~-~-' ~~~~~~[~-:~~~_J;,~~~g 

January 2008 MG '08: Proceedings of the 15th ACM Mardi Gras conference: From lightweight mash-ups to lambda 
grids: Understanding the spectrum of distributed computing requirements, applications, tools, 
infrastructures, interoperability, and the incremental adoption of key capabilities 

Publisher: ACM 

Full text available: m.'-'E)J_ (349.62 KB) 

Bibliometrics: Downloads (6 Weeks) 2, Downloads (12 Months) 29, Downloads (Overall) 281, Citation Count: 1 

A home network is a typical ubiquitous computing network that consists of various consumer devices and servic 
environments. Home networks are requiring increasingly more complicated services, such as multimedia home 
theater and the monitoring and controlling 
Keywords: distributed network, home network, multimedia room bridge adapter, seamless interoperability 

17 CompUTE::: a. runtime inlrastruc1ure for device composi1ion 

May 2010 AVI '1 O: Proceedings of the International Conference on Advanced Visual Interfaces 

Publisher: ACM ::::.; -~~'"''"'~'J'~·ll'j?_,,:_C,ll~ 
Full text available: 'IID»Gi (382.65 KB) 

Bibliometrics: Downloads (6 Weeks) 7, Downloads (12 Months) 63, Downloads (Overall) 63, Citation Count: O 

In this paper, we present the idea of a composite device, which is one device made up of a composition of seve 
separate devices working together in concert. We present the CompUTE architecture as a runtime infrastructur< 
device com position. 
Keywords: application view re-direction, co-located cooperation, composite device, control re-direction, distrib 
clipboard 

18 Authorised domair. manaqement using locatirm based services 
<$- lcoad ,\bbil·~· 

September2007 Mobility '07: Proceedings of the 4th international conference on mobile technology, applications, 
systems and the 1st international symposium on Computer human interaction in mobile technolog 

Publisher: ACM 

Full text available: m<J[)f (406.94 KB) 

Bibliometrics: Downloads (6 Weeks) 7, Downloads (12 Months) 19, Downloads (Overall) 132, Citation Count: 4 

This paper focuses on creating a secure domain consisting of all devices owned by a single owner. This domain 
allows secure content sharing between devices in each domain and prevents the illegal copying of content to 
devices outside the domain. This . 
Keywords: ORM, access control, authorised domain, copyright protection, location based services, trusted 
computing 

March 2010 W iSec '1 O: Proceedings of the third ACM conference on Wireless network security 

Publisher: ACM ':i: 'l•>c·'"'' P·o:rr·1ss:or1s 

Full text available: m.'-'ti!. (664.81 KB) 

Bibliometrics: Downloads (6 Weeks) 31, Downloads (12 Months) 241, Downloads (Overall) 351, Citation Count: 

This paper presents honeyM, a framework for deploying virtual mobile device honeyclients. Honeyclients provid 
ability discover early warnings about novel attacks and ex- ploitations and are typically deployed to protect win 
infrastructure. In 

Keywords: bluetooth, gps, information assurance, mobile device security, wifi, wireless security 

20 ConJicur:nc and mar.a.t:ing a large-sca.ie monitoring netwonc solvint: :ea: worid challent:es for u:;,.a-iow
r::owered and lonc-rant:e wireless rnesh networks 
c1-~1·i::t·: .. -.;--1G Duga.s 

July 2005 International Journal of Network Management , Volume 15 Issue 4 

Publisher: John Wiley & Sons, Inc. 

Full text available: ~Pel (287.88 KB) 

Bibliometrics: Downloads (6 Weeks) 1, Downloads (12 Months) 4, Downloads (Overall) 499, Citation Count: 1 

In creating wireless networking solutions suitable for deployment in harsh, unpredictable and widespread 
environments, we were confronted with a series of problems as yet unsolved by commercially available 
technologies. The purpose of this article is . 

Result page: 1 z l ± t Q 1_ § il, : C r~eY.~. 

http://portal.acm.org/results.cfm ?h=l&cfid=37710617 &cftoken=47367231 8/10/2011 
APPLE EXHIBIT 1002, Page 850 of 1044



Results (page 1): remotely updating device Page 5 of 5 

The ACM Digital Library is published by the Association for Computing Machinery. Copyright© 2011 ACM, Inc. 
T.:·ri~-:- cf :..J-:-ac:.:· P~:-v-acy Pc,::cy C:-:de •)f ~!h;::::s Cc•·tact :_:s 

http://portal.acm.org/results.cfm ?h=l&cfid=37710617 &cftoken=47367231 8/10/2011 
APPLE EXHIBIT 1002, Page 851 of 1044



Receipt date: 09/28/201 O 12818906- GAU: 2191 
PTO/SB/08a (07-09) 

Approved for use through 07/31/2010. OMB 0651-0031 
U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE 

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number. 

Substitute for form 1449/PTO 
Complete if Known 

(modified by Applicant) Application Number 12/818,906 

Filing Date June 18, 201 O 

INFORMATION DISCLOSURE First Named Inventor Craig S. Etchegoyen 

STATEMENT BY APPLICANT Art Unit 2192 

Sheet 

Examiner 
Initials 

Examiner 
Signature 

I 

(Use as many sheets as necessary) 

1 I ot I 

Cite Document Number 
No. 

Number-Kind Code (if known) 

US-4351982 

US-4658093 

US-4704610 

US-4796220 

US-5210795 

US-5291598 

US-5414269 

US-5418854 

US-5440635 

US-5490216 

US-5666415 

US-5745879 

US-5754763 

US-5790664 

US-5925127 

US-5974150 

US-6009401 

US-6044471 

US-6158005 

US-6230199 

US-6233567 

US-6243468 

US-6294793 

US-6330670 

/Qing Chen/ 

Examiner Name 

5 Attorney Docket Number UN-NP-AD-037 

U.S. PATENT DOCUMENTS 
Publication Date 
MM-DD-YYYY 

09/28/1982 

04/14/1987 

11/03/1987 

01/03/1989 

05/11/1993 

03/01/1994 

05/09/1995 

05/23/1995 

08/08/1995 

02/06/1996 

09/09/1997 

04/28/1998 

05/19/1998 

08/04/1998 

07/20/1999 

10/26/1999 

12/28/1999 

03/28/2000 

12/05/2000 

05/08/2001 

05/15/2001 

06/05/2001 

09/25/2001 

12/11/2001 

Name of Patentee or 
Applicant of Cited Document 

Miller et al. 

Hellman 

Smith et al. 

Wolfe 

Lipner et al. 

Grundy 

Takahashi 

Kaufman et al. 

Bellovin et al. 

Richardson, Ill 

Kaufman 

Wyman 

Bereiter 

Coley et al. 

Ahmad 

Kaish et al. 

Horstmann 

Colvin 

Bharathan et al. 

Revashetti et al. 

Cohen 

Pearce et al. 

Brunfeld et al. 

England et al. 

Date 
Considered 

Pages, Columns, Lines, Where 
Relevant Passages or Relevant 

Fi!=)ures Appear 

08/10/2011 

EXAMINER: Initial if reference considered, whether or not citation is in conformance with MPEP 609. Draw line through citation if not in 
conformance and not considered. Include copy of this form with next communication to applicant. 

ALL REFERENCES CONSIDERED EXCEPT WHERE LINED THROUGH. /QC/ 
APPLE EXHIBIT 1002, Page 852 of 1044



Receipt date: 09/28/201 O 12818906- GAU: 2191 
PTO/SB/08a (07-09) 

Approved for use through 07/31/2010. OMB 0651-0031 
U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE 

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number. 

Substitute for form 1449/PTO 
Complete if Known 

(modified by Applicant) Application Number 12/818,906 

Filing Date June 18, 201 O 

INFORMATION DISCLOSURE First Named Inventor Craig S. Etchegoyen 

STATEMENT BY APPLICANT Art Unit 2192 

Sheet 

Examiner 
Initials 

Examiner 
Signature 

I 

(Use as many sheets as necessary) 

2 I ot I 

Cite Document Number 
No. 

Number-Kind Code (if known) 

US-6449645 

US-6536005 

US-6785825 

US-6859793 

US-6920567 

US-6976009 

US-7032110 

US-7069440 

US-7069595 

US-7085741 

US-7188241 

US-7203966 

US-7206765 

US-7272728 

US-7319987 

US-7337147 

US-7343297 

US-7327280 

US-7463945 

US-7653899 

US-20010034712 

US-20010044782 

US-20020019814 

US-20020082997 

/Qing Chen/ 

Examiner Name 

5 Attorney Docket Number UN-NP-AD-037 

U.S. PATENT DOCUMENTS 
Publication Date 
MM-DD-YYYY 

09/10/2002 

03/18/2003 

08/31/2004 

02/22/2005 

07/19/2005 

12/13/2005 

04/18/2006 

06/27/2006 

06/27/2006 

08/01/2006 

03/06/2007 

04/10/2007 

04/17/2007 

09/18/2007 

01/15/2008 

02/26/2008 

03/11/2008 

02/05/2008 

12/09/2008 

01/26/2010 

10/25/2001 

11/22/2001 

2/14/2002 

6/27/2002 

Name of Patentee or 
Applicant of Cited Document 

Nash 

Augarten 

Colvin 

Lambiase 

Doherty et al. 

Tadayon et al. 

Su et al. 

Aull 

Cognigni et al. 

Lao et al. 

Cronce et al. 

Abburi et al. 

Gilliam et al. 

Pierson et al. 

Hoffman et al. 

Chen et al. 

Bergler et al. 

Bachelder et al. 

Kiesel et al. 

Lindahi et al. 

Colvin 

Hughes et al. 

Ganesan 

Kobata et al. 

Date 
Considered 

Pages, Columns, Lines, Where 
Relevant Passages or Relevant 

Fi!=)ures Appear 

08/10/2011 
EXAMINER: Initial if reference considered, whether or not citation is in conformance with MPEP 609. Draw line through citation if not in 
conformance and not considered. Include copy of this form with next communication to applicant. 

ALL REFERENCES CONSIDERED EXCEPT WHERE LINED THROUGH. /QC/ 
APPLE EXHIBIT 1002, Page 853 of 1044



Receipt date: 09/28/201 O 12818906- GAU: 2191 
PTO/SB/08a (07-09) 

Approved for use through 07/31/2010. OMB 0651-0031 
U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE 

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number. 

Substitute for form 1449/PTO 
Complete if Known 

(modified by Applicant) Application Number 12/818,906 

Filing Date June 18, 201 O 

INFORMATION DISCLOSURE First Named Inventor Craig S. Etchegoyen 

STATEMENT BY APPLICANT Art Unit 2192 

Sheet 

Examiner 
Initials 

Examiner 
Signature 

I 

(Use as many sheets as necessary) 

3 I ot I 

Cite Document Number 
No. 

Number-Kind Code (if known) 

US-20020161718 

US-20030065918 

US-20030172035 

US-20040024860 

US-20040030912 

US-20040059929 

US-20040143746 

US-20040187018 

US-20050108173 

US-20050138155 

US-20050172280 

US-20060072444 

U S-2 006009 5454 

US-20060265337 

US-20060161914 

US-20060282511 

US-20070168288 

US-20070198422 

US-20070203846 

US-20070219917 

US-20070282615 

US-20080065552 

US-20080086423 

US-2008014 7556 

iOing Cl1eni 

Examiner Name 

5 Attorney Docket Number UN-NP-AD-037 

U.S. PATENT DOCUMENTS 
Publication Date 
MM-DD-YYYY 

10/31/2002 

04/03/2003 

09/11/2003 

02/05/2004 

02/12/2004 

03/25/2004 

07/22/2004 

09/23/2004 

05/19/2005 

06/23/2005 

08/04/2005 

040/6/2006 

05/04/2006 

11/23/2006 

07/20/2006 

12/14/2006 

07/19/2007 

08/23/2007 

08/30/2007 

09/20/2007 

12/06/2007 

03/13/2008 

04/10/2008 

06/19/2008 

Name of Patentee or 
Applicant of Cited Document 

Coley et al. 

Willey 

Cronce et al. 

Sato et al. 

Merkle et al. 

Rodgers et al. 

Ligeti et al. 

Owen et al. 

Stefik et al. 

Lewis 

Ziegler et al. 

Engel et al. 

Shankar et al. 

Wesinger, Jr. 

Morrison et al. 

Takano et al. 

Bozeman 

Prahlad et al. 

Kavuri et al. 

Liu et al. 

Hamilton et al. 

Elazar et al. 

Waites 

Smith et al. 

Date 
Considered 

Pages, Columns, Lines, Where 
Relevant Passages or Relevant 

Fi!=)ures Appear 

08i10/2011 
EXAMINER: Initial if reference considered, whether or not citation is in conformance with MPEP 609. Draw line through citation if not in 
conformance and not considered. Include copy of this form with next communication to applicant. 

ALL REFERENCES CONSIDERED EXCEPT WHERE LINED THROUGH. /QC/ 
APPLE EXHIBIT 1002, Page 854 of 1044



Receipt date: 09/28/201 O 12818906- GAU: 2191 
PTO/SB/08a (07-09) 

Approved for use through 07/31/2010. OMB 0651-0031 
U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE 

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number. 

Substitute for form 1449/PTO 
Complete if Known 

(modified by Applicant) Application Number 12/818,906 

Filing Date June 18, 201 O 

INFORMATION DISCLOSURE First Named Inventor Craig S. Etchegoyen 

STATEMENT BY APPLICANT Art Unit 2192 
(Use as many sheets as necessary) Examiner Name 

Sheet I 4 I ot I 5 Attorney Docket Number UN-NP-AD-037 

U.S. PATENT DOCUMENTS 
Examiner Cite Document Number Publication Date Name of Patentee or Pages, Columns, Lines, Where 

Initials No. 
Number-Kind Code (if known) 

MM-DD-YYYY Applicant of Cited Document Relevant Passages or Relevant 

Examiner 
Initials 

Examiner 
Signature 

Cite 
No. 

US-20080228578 09/18/2008 Mashinsky 

US-20080320607 12/25/2008 Richardson 

US-20090083730 03/26/2009 Richardson 

US- 20090138975 05/28/2009 Richardson 

FOREIGN PATENT DOCUMENTS 

Foreign Patent Document Publication Date 
MM-DD-YYYY 

Countrv Code - Number - Kind Code 

WO 9220022 11/12/1992 

WO 9301550 1/21/1993 

WO 9535533 12/28/1995 

AU 678985 6/19/1997 

WO 0067095 11/9/2000 

WO 2005104686 11/10/2005 

EP 1637961 3/22/2006 

EP 1637958 3/22/2006 

EP 1670188 6/14/2006 

W02007060516 5/31/2007 

W02008013504 1/31/2008 

W02008157639 12/24/2008 

W02009039504 3/26/2009 

W02009065135 5/22/2009 

W02009076232 6/9/2009 

W02009105702 8/27 /2009 

W02009143115 11/26/2009 

/Oing Chen/ 

Name of Patentee or 
Applicant of Cited 

Document 

Digital Equip. Corp. 

lnfologic Software 

Megalode Corp. 

Uniloc Corp. Pty Ltd 

Trymedia Systems 

IPASS Inc. 

Microsoft Corp. 

Microsoft Corp. 

Alcatel 

Lo 

Starhub Ltd 

Uniloc Corp. 

Uniloc Corp. 

Uniloc Corp. 

Uniloc Corp. 

Etchegoyen 

Etchegoyen 

Date 
Considered 

Fiqures Appear 

Pages, Columns, Lines, 
Where Relevant Passages 
or Relevant Fiqures Appear 

08/10/2011 

EXAMINER: Initial if reference considered, whether or not citation is in conformance with MPEP 609. Draw line through citation if not in 
conformance and not considered. Include copy of this form with next communication to applicant. 

T 

ALL REFERENCES CONSIDERED EXCEPT WHERE LINED THROUGH. /QC/ 
APPLE EXHIBIT 1002, Page 855 of 1044



Receipt date: 09/28/201 O 12818906- GAU: 2191 
PTO/SB/08a (07-09) 

Approved for use through 07/31/2010. OMB 0651-0031 
U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE 

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number. 

Substitute for form 1449/PTO 
Complete if Known 

(modified by Applicant) Application Number 12/818,906 

Filing Date June 18, 201 O 

INFORMATION DISCLOSURE First Named Inventor Craig S. Etchegoyen 

STATEMENT BY APPLICANT Art Unit 2192 

Sheet 

Examiner 
Initials 

Examiner 
Initials 

Examiner 
Signature 

I 

(Use as many sheets as necessary) Examiner Name 

Cite 
No. 

Cite 
No. 

5 I ot I 5 Attorney Docket Number UN-NP-AD-037 

FOREIGN PATENT DOCUMENTS 

Foreign Patent Document Publication Date Name of Patentee or Pages, Columns, Lines, 
MM-DD-YYYY Applicant of Cited Where Relevant Passages 

Countrv Code - Number - Kind Code Document or Relevant Fiqures Appear 

2009158525 12/30/2009 Uniloc USA, Inc. 

NON PATENT LITERATURE DOCUMENTS 
Include name of the author (in CAPITAL LETTERS), title of the article (when appropriate), title of 
the item (book, magazine, journal, serial, symposium, catalog, etc.), date page(s), volume-issue 

number(s), publisher, city and/or country where published. 

WILLIAMS, R., "A Painless Guide to CRC Error Detection Algorithms", Ver. 3, Aug. 19, 1993. 

ANG HA, F. et al., "Securing Transportation Network Infrastructure with Patented Technology 

of Device Locking - Developed By Uniloc USA", avail. at: http://www.dksassociates.com/ 

admin/paperfile/ITS%20World%20Paper%20Submission_Uniloc%20_2_.pdf, Oct. 24, 2006. 

ECO NO LITE, "Econolite and Uniloc Partner to Bring Unmatched Infrastructure Security to 

Advanced Traffic Control Networks with Launch of Strongpoint", avail. at: 
http://www.econolite.com/docs/press/20080304_Econolite_StrongPoint.pdf, Mar. 4, 2008. 

/Oing Chen/ Date 
Considered 

08/10/2011 

EXAMINER: Initial if reference considered, whether or not citation is in conformance with MPEP 609. Draw line through citation if not in 
conformance and not considered. Include copy of this form with next communication to applicant. 

T 

T 

ALL REFERENCES CONSIDERED EXCEPT WHERE LINED THROUGH. /QC/ 
APPLE EXHIBIT 1002, Page 856 of 1044



BIB DATA SHEET 

SERIAL NUMBER FILING or 371 (c) 
DATE 

CLASS 

12/818,906 06/18/2010 717 

RULE 

APPLICANTS 
Craig Stephen Etchegoyen, Irvine, CA; 

** CONTINUING DATA ************************* 
This appln claims benefit of 61 /220,092 06/24/2009 

** FOREIGN APPLICATIONS ************************* 

Page 1 of 1 

UNITED STATES DEPARTMENT OF COMMERCE 
United States Patent and Trademark Office 
Address: COMMISSIONER FOR PATENTS 

P.O. Box 1450 
Alexandria, Virginia 22313-1450 
www.uspto.gov 

CONFIRMATION NO. 8831 

GROUP ART UNIT ATTORNEY DOCKET 
NO. 

2191 UN-NP-AD-037 

OK /QC/ 08/10/2011 

OK /QC/ 08/10/2011 

None /QC/ 08/10/2011 
** IF REQUIRED, FOREIGN FILING LICENSE GRANTED ** ** SMALL ENTITY ** 

07/01/2010 

Foreign Priority claimed Oves ~No STATE OR SHEETS TOTAL INDEPENDENT 
35 USC 119(a-d) conditions met 0 Yes ~No D X1f~;~~~e COUNTRY DRAWINGS CLAIMS CLAIMS 
Verified and /QING CHEN/ 

CA 6 20 2 Acknowledged Examiner's Signature Initials 

ADDRESS 

Uniloc USA Inc. 
2151 Michelson Ste. 100 
Irvine, CA 92612 
UNITED STATES 

TITLE 

Remote Update of Computers Based on Physical Device Recognition 

D All Fees 

FEES: Authority has been given in Paper 
D 1.16 Fees (Filing) 

FILING FEE D 1.17 Fees (Processing Ext. of time) 
RECEIVED No. to charge/credit DEPOSIT ACCOUNT 

462 No. for following: D 1.18 Fees (Issue) 

D Other 

D Credit 

BIB (Rev. 05/07). 

APPLE EXHIBIT 1002, Page 857 of 1044



Results (page 1): remotely updating program configuration Page 1of4 

remotely updating program configura Lf~1(\i 

Searching for: remotely updating program configuration (orart a""" searc>:) 

Found 590 within The ACM Guide to Computing Literature (Bibliographic citations from major publishers in computing) 

Lim it your search to ::11_.;::.:;,:-at;,:,;-.:; from /.\G~11 c;_i-• .j Aft;:iated ()•canizations (Full-Text collection: 312,030 items) 

REFINE YOUR SEARCH Related Journals Related Magazines Related SIGs Related Conferences 

.... ;~('fo1~; t":' K~~:,.··;,•;,_;;;,_fa Results 1 - 20 of 590 Sort by relevance in expanded for 

;·~-~-~-i~i;;·~·pci~ii~9·r;;·~·9K~R@' 

I :1~:;;f:tu~:Gr1s 
r\.-i~xhors----

Pub:k;sf:(!tl Yea~ 
Pub:ic:at~on ~·~21110s 

il.CM P1;b!k:aficn:; 
/\Ii Publ~c:atk:0 1-~s 

C<...1;~~ent F="orrr:a~.'S 

PubHshers 

";pc;CJSC''o 

Result page: c:. .:J. !!. ~ i)_ ·'·· ~ ~{ .~!J. DB.:::.t. 

Vio:la:ite: End-10-end contai:iment ot l:iierr.et wo:m epidemics 
~v':anuel Casto., Jcr. Cr·:0 ;,vc:~oft, ~v':iguel Cast~o, Ar.tony R·:·wst:·:·~-~. Li.j·:·r19 z:10:...:, Unt2°:· Zhar.c, Po.:...:: B'1.Jh3rn 

December 2008 Transactions on Com put er Systems (TOCS) . Volume 26 Issue 4 

Publisher: ACM ::::.; -~~'"'''°:~!J'~'ll'j?_,,,_,,ll~ 
Full text available: 'IID»Gi (1.99 MB) 

Bibliometrics: Downloads (6 Weeks) 20, Downloads (12 Months) 163, Downloads (Overall) 704, Citation Count: 

Worm containment must be automatic because worms can spread too fast for humans to respond. Recent work 
proposed network-level techniques to automate worm containment; these techniques have limitations because 
there is no information about the vulnerabilities 

Keywords: Worm containment, dynamic data-flow analysis, program analysis, self-certifying alerts, vulnerabil 
condition slicing 

Ev<v:ts 2 Com1111;nicatirms of 1he AGM: Vo:ume 54 Issue 5 
Proceedir:q Series t.::::=::=:=:=:==._ _____ _J ~ May 2011 Communications of the ACM 

Publisher: ACM 
ADVANCED SEARCH 
:~\ /},civanc:ed Se-:F•:.h 

FEEDBACK 

[Ji'!ii'.'.'.'.WDC<['.J£: __ ,_,,;_yyj;t;_[t'.':;i_l);oJ;t 

Full text available [UD'q::~: ;oc1i1i-: .. ·· , mPD~ (7.71 MB) 

Bibliometrics: Downloads (6 Weeks) 388, Downloads (12 Months) 388, Downloads (Overall) 388, Citation Count 

3 Fas; detection ol commur.ica.tion patterns :n d:stribuied executions 
Found 590of1,697,209 T;--1·:·rr~3s Kur.z, fv~i·:lli0i F ~ Seu1·er1 

4 

5 

November 1997 GASCON '97: Proceedings of the 1997 conference of the Centre for Advanced Studies on Collabor; 
research 

Publisher: IBM Press 

Full text available: m"df (4.21 MB) 

Bibliometrics: Downloads (6 Weeks) 17, Downloads (12 Months) 177, Downloads (Overall) 6087, Citation Count 

Understanding distributed applications is a tedious and difficult task. Visualizations based on process-time diagr 
are often used to obtain a better understanding of the execution of the application. The visualization tool we us 
Poet, an event 

Web c1;storni:::at:on :;sing behavior-ba.sed remote erncuting a.gerits 
[;_;qe'le Hunq, ._:oseph Pasq;_;.:.1.:-? 

May2004 WWW '04: Proceedings of the 13th international conference on World Wide Web 

Publisher: ACM 

Full text available: m"•Jf (128.60 KB) 

Bibliometrics: Downloads (6 Weeks) 1, Downloads (12 Months) 12, Downloads (Overall) 551, Citation Count: 1 

ReAgents are remotely executing agents that customize Web browsing for non-standard clients. A reAgent is 
essentially a one-shot" mobile agent that acts as an extension of a client dynamically launched by the client to 
on its behalf at a remote more . 

Keywords: dynamic deployment, remote agents, web customization 

Tw:::: executable mc·bi!itv design patterns: mfold and mmap 
{'._~J.J_;:i._J_i_~_i_tj_, l:J~~;-~-_l~~Y~'-::1._C, _f_'_t.jj_Js_Lctd_'.7_C, /:\G_d_c~J3_~J._LJJ?_~L~~J_LJ __ :}~;_L:::. 

October 2006 PloP '06: Proceedings of the 2006 conference on Pattern languages of programs 

Publisher: ACM 

Full text available: ~:Cl~f (428.21 KB) 

Bibliometrics: Downloads (6 Weeks) 3, Downloads (12 Months) 8, Downloads (Overall) 56, Citation Count: O 

http://portal.acm.org/results.cfm ?h=l&cfid=37710617 &cftoken=47367231 8/10/2011 
APPLE EXHIBIT 1002, Page 858 of 1044



Results (page 1): remotely updating program configuration Page 2 of 4 

We present two mobility design patterns, mfold and mmap. The patterns are equipped with corresponding 
coordination specifications, mobility skeletons, implemented on top of a host object-orientated mobile code 
language, Voyager. The mobility skeletons. 
Keywords: agents, code mobility, design patterns 

6 Secure auto:r:otive on-board £rot<.::co:s: a. case ol over-the-air !im:ware updates 
Muhammad Sabir ldrees, Hendrik Schweppe, Yves Roudier, Marko Wolf, Dirk Scheuermann, Olaf Henniger 

March 2011 Nets4Cars/ Nets4Trains'11: Proceedings of the Third international conference on Communication 
technologies for vehicles 

Publisher: Springer-Verlag 

Full text available: ~l':''-~_u;;,ti_~-~-Ci:t;;, 

Bibliometrics: Downloads (6 Weeks) n/a, Downloads (12 Months) n/a, Downloads (Overall) n/a, Citation Count: 

The software running on electronic devices is regularly updated, these days. A vehicle consists of many such 
devices, but is operated in a completely different manner than consumer devices. Update operations are safety 
critical in the automotive domain. 
Keywords: over the air firmware updates, security architectures, security protocols, software functionality 

7 Pmceedir.gs oJ the 1,:th i:iter:ia.tional conference on P:indples cf distributed svsierns 
c1-~e1-~Vc1.llQ ~u. To::l-dm~tsu ~A:1SUZ3'.' .. 'c1, ~}olla.rn-::d ~}osba~ 

December 2010 OPODI S'1 o: Proceedings of the 14th international conference on Principles of distribut 
systems 

Publisher: Springer-Verlag 

Bibliometrics: Downloads (6 Weeks) n/a, Downloads (12 Months) n/a, Downloads (Overall) n/a, Citation Count: 

8 Cha:les 'N Bachman int0ri1!ew: Sepiember 25-26, 2004: Tucson, Ar!zor.a 
JiJ5-~~~~S-}~_~_t~_:_g_t._, ·~~~!~z~_:_~~_'f.'{ __ :}9_~;_b_co_::.i_ct 
January 2006 

Publisher: ACM 

Full text available: m:c'1t (974.87 KB) 

Oral History interviews 

Bibliometrics: Downloads (6 Weeks) 4, Downloads (12 Months) 290, Downloads (Overall) 2114, Citation Count: 

Charles W. Bachman reviews his career. Born during 1924 in Kansas, Bachman attended high school in East 
Lansing, Michigan before joining the Army Anti Aircraft Artillery Corp, with which he spent two years in the 
Southwest Pacific Theater, du ring 

9 N!x.:::s /', pure:y lunctiona! !im:x distribuikm 
.l:_'.7_!_(:5-~J)_~;J:::tc~, /:\c:_d_c~f.i_J~)iJ, Nl~;_0_:_~J.-~J!~~~EHt 

November 2010 Journal of Functional Programming , Volume 20 Issue 5-6 

Publisher: Cambridge University Press 

Bibliometrics: Downloads (6 Weeks) n/a, Downloads (12 Months) n/a, Downloads (Overall) n/a, Citation Count: 

Existing package and system configuration management tools suffer from an imperative model, where system 
administration actions such as package upgrades or changes to system configuration files are stateful: they 
destructively update the state . 

10 Cor.i1111;nications of 1he ACM: Vo:ume 53 Issue 12 
$ December 2010 

Publisher: ACM 

Communications of the ACM 

Full text available ~rJD'q::~: Ecii>ioo , ~PD~ (6.57 MB) 

Bibliometrics: Downloads (6 Weeks) 82, Downloads (12 Months) 82, Downloads (Overall) 82, Citation Count: O 

March 2011 

Publisher: ACM 

Communications of the ACM 

Full text available ~\'}):a'_\_?_: __ :_o_cjj;j;,>;;, tTil=:;);=_ (11.32 MB) 

Bibliometrics: Downloads (6 Weeks) 190, Downloads (12 Months) 190, Downloads (Overall) 190, Citation Count 

12 Communications .:::f ihe l1CM Vo:ume 53 Issue 6 
~ June 2010 Communications of the ACM 

Publisher: ACM 

Full text available: Gt~~D:c1;t.c~: :=di~i~~ ' mP-::f 

Bibliometrics: Downloads (6 Weeks) 44, Downloads (12 Months) 44, Downloads (Overall) 44, Citation Count: O 

http://portal.acm.org/results.cfm ?h=l&cfid=37710617 &cftoken=47367231 8/10/2011 
APPLE EXHIBIT 1002, Page 859 of 1044



Results (page 1): remotely updating program configuration 

13 C-:::mmi.:nicatio:is of 1he ACM: Vo!ume 52 Issue 12 
December 2009 

Publisher: ACM 

Communications of the ACM 

Full text available t'.U:_<;g_;_,_0_: __ ;_,_tjj;j;:,;-,, 'lfl8j_!_ (7.37 MB) 

Page 3 of 4 

Bibliometrics: Downloads (6 Weeks) 27, Downloads (12 Months) 27, Downloads (Overall) 27, Citation Count: O 

14 Cornmunicatioris of ihe ACM· Vo:ume 51 Issue -12 
December 2008 

Publisher: ACM 

Communications of the ACM 

Full text available: ff)D:g:·,,: ~di,io:: , t'JP:!' (6.91 MB) 

Bibliometrics: Downloads (6 Weeks) 20, Downloads (12 Months) 20, Downloads (Overall) 3752, Citation Count: 

f~;J_;!~~-!.}~~~J-~LrgJ.;.j, N~l0 __ ~l~tC!~~!;j, -~~;-~~_0Jj_:t __ $_~_Cl 
June 2005 PLDI '05: Proceedings of the 2005 ACM SIGPLAN conference on Programming language design and 

implementation 

Publisher: ACM ::::.; ~e,x:c-01 Pw11,isc-:c,,1s 

Full text available: rnf'ol (163.84 KB) 

Bibliometrics: Downloads (6 Weeks) 58, Downloads (12 Months) 503, Downloads (Overall) 2502, Citation Count 

We present a new tool, named DART, for automatically testing software that combines three main techniques: 
automated extraction of the interface of a program with its external environment using static source-code parsi 
(2) automatic generation 

Keywords: automated test generation, interfaces, program verification, random testing, software testing 

Also published in: 

June 2005 SIGPLAN Notices Volume 40 Issue 6 

February 1998 Transactions on Computer Systems (TOCS) , Volume 16 Issue 1 

Publisher: ACM 4 8.G·::::..:c-:::~ Pw11~isc-:eit1s 
Full text available: rnes<t (179.39 KB) 

Bibliometrics: Downloads (6 Weeks) 1, Downloads (12 Months) 38, Downloads (Overall) 458, Citation Count: 31 

Orea is a portable, object-based distributed shared memory (DSM) system This article studies and evaluates H 
design choices made in the Orea system and compares Orea with other DSMs. The article gives a quantitative 
analysis of Orca's coherence protocol 

Keywords: distributed shared memory, parallel processing, portability 

17 Cmrnmmications ot 1he ACM: Vo:ume 52 Issue 5 
$ May 2009 Communications of the ACM 

Publisher: ACM 

Full text available ~rJD:q::~: Ecii>ioo , ~f>Jf (7.31 MB) 

Bibliometrics: Downloads (6 Weeks) 22, Downloads (12 Months) 22, Downloads (Overall) 1559, Citation Count: 

November 2002 LI SA '02: Proceedings of the 16th USENIX conference on System administration 

Publisher: USENIX Association 

Bibliometrics: Downloads (6 Weeks) n/a, Downloads (12 Months) n/a, Downloads (Overall) n/a, Citation Count: 

Hosts in a well-architected enterprise infrastructure are self-administered; they perform their own maintenance 
upgrades. By definition, self-administered hosts execute self-modifying code. They do not behave according to 
simple state machine rules, 

19 Fron1mat:er (TGC. :_etiers Ph::osc,phv :;-,f comp:;ter :;cience, lnter·;iewers r.eeded. Taking software 
req:;irernents crea::or. from fol:\lore 1o analysi:;, SW component; and P'oduct lines· from b:;siness :o svsi 
and iechr.obgy, Sofiware engineering survey! 
September 2005 SI GSOFT Software Engineering Notes, Volume 30 Issue 5 

Publisher: ACM 

Full text available: ~"df (1.98 MB) 

http://portal.acm.org/results.cfm ?h=l&cfid=37710617 &cftoken=47367231 8/10/2011 
APPLE EXHIBIT 1002, Page 860 of 1044



Results (page 1): remotely updating program configuration Page 4 of 4 

Bibliometrics: Downloads (6 Weeks) 9, Downloads (12 Months) 113, Downloads (Overall) 3628, Citation Count: 

20 N:xOS: a ou:elv fu:icfor:,11 Unux di:;tribution 
, b:w llolstr,;, Acdr~s- Lee 

$ September2008 ICFP '08: Proceeding of the 13th ACM SIGPLAN international conference on Functional programm 

Publisher: ACM ~~ ~:ieu'.10S"t 1:ie;rP.1ss~ons 

Full text available:~ el' (27:0 MIN), t~l''lo3 (27:0 MIN), t;JPc11 (403.95 KB) 

Bibliometrics: Downloads (6 Weeks) 6, Downloads (12 Months) 34, Downloads (Overall) 231, Citation Count: 6 

Existing package and system configuration management tools suffer from an imperative model, where system 
administration actions such as upgrading packages or changes to system configuration files are stateful: they 
destructively update the state . 
Keywords: NixOS, nix, package management, purely functional deployment model, purely functional languagE 
software deployment, system configuration management 

Also published in: 

September 2008 SIG PLAN Notices Volume 43 Issue 9 

Result page: 1 ?. .'-?. :!. .-: ?. ' ~ ~~ .HJ. DB.:is:~. 

The ACM Digital Library is published by the Association for Computing Machinery. Copyright© 2011 ACM, Inc. 
T<?t1~:: ()f :....::o.c.:<? P~:vac.:y Pc,;:c.:y C0de rJf t:th;(;s- Cc;r~tac.:1 : ... k> 

http://portal.acm.org/results.cfm ?h=l&cfid=37710617 &cftoken=47367231 8/10/2011 
APPLE EXHIBIT 1002, Page 861 of 1044



Doc Code: PEER.SB423 
Document Description: Third Party Submission - Peer Review PTO/SB/423 (03-11) . 

( Complete If Known 
""" 

THIRD-PARTY SUBMISSION OF Application Number 12/818,906 

PATEN°TS OR PUBLICATIONS Filing Date 06-18-2010 

UNDER PEER REVIEW PILOT. 
First Named Inventor Craig Stephen Etchegoyen 

PROGRAM 
Art Unit 2192 
Examiner Name -
Attorney Docket Number UN-Nl"'·AlJ-U;j f ,/ 

DO NOT SUBMIT THIS FORM VIA EFS-WEB 

A signed certification and refl:)est to participate in the Peer Review Pilot Program (Form PTO/SB/422) was filed 
on (insert date): 12-28-201 . . . 

NOTE: A submission received by the Office prior to the filing of a signed certification and request to 
participate In the Peer Review Pilot Program (Form PTO/SB/422) will be returned to the Third-Party 
Submitter and will NOT be placed into the Application File. 

U.S. PATENT DOCUMENTS 

Check Box If Document Number 
Publication 

Cite 
Comments 

Date· Name of Patentee or Applicant Examiner 
No. 

Attached Number-Kind Code' "'-.1 MM-00-YYYY 
of Cited Document Initials" 

1 D US- 6327617 12-04-2001 Philip Fawcett ·~ 
2 D US- 6880086 04-12-2005 Joseph Kidder ~ 
3 D US-

4 D US-

5 D US-

6 D US-

FOREIGN PATENT DOCUMENTS 

Check Box If Document Number Publication 
Cite 

Comments 
Date Name of Patentee or Applicant Examiner 

No. of Cited Document Initials* 
Attached Country Code2-Number'·Kind Code• 11.,_.1 MM-00-YYYY 

1 D 
2 D 
3 D 
4 D 
5 D 
6 D 

Saa Kind Codes of USPTO patent documents at www uspto ooylpatentstebc/kmde9desum.lsp or MPEP 901.04(a). 
2 Enter Office that iSsued lhe document, by lhe two-letter coda (WIPO Standard ST.3). 
> For Japanese patent documents, lhe indication of lhe year of Iha Emperor must precede Iha serial number of Iha patent document 
' Klnd of document by the appropriate symbols. as indicated on lhe document under WIPO Standard ST .16, If possible. 
•EXAMINER: Initial each citation that Is considered. Draw a line through each citation that Is not considered. Include e copy of this form with next communication 
to applicant. 

Page 1 

APPLE EXHIBIT 1002, Page 862 of 1044



PTO/SB/423 (03-11) 

NON PATENT LITERATURE DOCUMENTS 

Cite 
Check Box If Include name of the author (in CAPITAL LETTERS), title of the article (when appropriate), title of 

Examiner 
No. Comments the Item (book, magadne, journal, serial, symposium, catalog, etc.) date, page(s), volume-Issue Initials* Attached number(s), publisher, city and/or country where published. 

1 D 
2 D 
3 D 
4 D 
5 D 
6 D 
My signature below certifies that I am authorized to make the enclosed submission as part of the Peer Review 
Pilot Program. 

Signature of 
Third-Party 
Submitter s/ 

Name I Reg .. No., if applicable 

(PrlntedfTyped) Andrea Casillas 

Address 
185 W. Broadway New York, NY 10013 

Examiner Date 
Si nature Considered 
'EXAMINER: lnillal each citation that is considered. Draw a line lhrou h each citation that is not considered. Include a co 
to applicant. 

Page 2 

Date 

4-11-2011 
Telephone Number 

212-431-2368 

APPLE EXHIBIT 1002, Page 863 of 1044



IN THE UNITED STATES PATENT AND TRADEMARK OFFICE 

Appl. no.: 12/818,906 Conf. no. 8831 

Applicant: Craig S. Etchegoyen Art Unit: 2191 

Filed: June 18, 2010 Examiner: Qing Chen 

Title: REMOTE UPDATE OF COMPUTERS BASED ON PHYSICAL DEVICE 
RECOGNITION 

Mail Stop Amendment 
Commissioner for Patents 
P.O. Box 1450 
Alexandria, VA 22313-1450 

Dear Sir, 

RESPONSE TO OFFICE ACTION 

In response to the Office Action mailed August 12, 2011, please amend the present 

application as follows: 

Amendments to the Specification begin on page 2. 

Amendments to the Claims are shown in the listing of claims beginning on page 3. 

Remarks begin on page 9. 
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IN THE SPECIFICATION: 

Please add a heading for the "Summary" section between paragraphs [0003] and [0004] 

of the specification, as follows: 

SUMMARY OF THE INVENTION 

Please replace the paragraph beginning on p. 7 at line 10 with the following amended 

paragraph: 

[0029] In yet further related aspects, the memory module 508 may optionally include 

executable code for the processor module 3G4 506 configured to: (a) collect unique identifiers 

from at least one of an audit server and client device; (b) analyze the collected unique identifiers; 

(c) determine an updated program configuration for the client device; and (d) deliver the updated 

program configuration to the client device(s). One or more of steps (a)-(d) may be performed by 

a processor module in lieu of or in conjunction with the means described above. 
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IN THE CLAIMS: 

1. (currently amended) A system for remotely updating a program configuration, 

comprising a client device and an update server wherein: 

.(a) the client device is configured to execute a computer program to perform a remote 

update of a program configuration on the client device , the client device comprising: 

a first processor coupled to memory storing the computer program which, when 

executed by the processor (i) performs physical device recognition on the client device to 

determine machine parameters including account information for a user of the client device and 

features of the software that the user of the client device is entitled to use, and (ii) generates ~ 

unique device identifier[[s]] for the client device, the unique device identifier[[s]] based at least 

in part on the determined machine parameters, and (iii) collects a unique software identifier for 

the software on the client device, the software identifier being unique to a particular copy of the 

software and to the particular user of the software; and 

a first transceiver configured to send the unique device and software identifiers to 

at least one an update server via the Internet; and 

(b) the an update server is configured to collect receive the unique device and software 

identifiers from at least one the client device, the update server comprising: 

a second processor coupled to memory and configured to analyze the unique 

device and software identifiers at the update server, and to determine based on the analyzed 

unique device and software identifiers an updated program configuration if the user associated 

with the device identifier is entitled to use features of the updated program configuration 

according to a license associated with the software identifier; and 
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a second transceiver configured to deliver_,_ via the Internet_,_ data representing the 

updated program configuration to the client device for storage therein. 

2. (original) The system of claim 1 wherein the unique device identifier comprises a hash 

code. 

3. (original) The system of claim 1 wherein the computer program when executed 

implements at least one irreversible transformation such that the machine parameters cannot be 

derived from the unique device identifier. 

4. (original) The system of claim 3 wherein the at least one irreversible transformation 

comprises a cryptographic hash function. 

5. (currently amended) The system of claim 1 wherein the unique device identifier further 

comprise.§. soft\vare identifiers and one or more geo-location identifiers codes. 

6. (currently amended) The system of claim 5 wherein at least one of the geo-location 

identifiers codes comprises an Internet Protocol address of the client device. 

7. (original) The system of claim 1 wherein the machine parameters comprise information 

regarding at least one of: a machine model number, a machine serial number, a machine ROM 

version, a machine bus speed, machine manufacturer name, machine ROM release date, machine 

ROM size, machine UUID, and machine service tag. 
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8. (original) The system of claim 1 wherein the machine parameters comprise information 

regarding at least one of: CPU ID, CPU model, CPU details, CPU actual speed, CPU family, 

CPU manufacturer name, CPU voltage, and CPU external clock. 

9. (original) The system of claim 1 wherein the machine parameters comprise information 

regarding at least one of: optical model, optical serial number, keyboard model, mouse model, 

printer model, and scanner model. 

10. (original) The system of claim 1 wherein the machine parameters comprise information 

regarding at least one of: baseboard manufacturer, baseboard product name, baseboard version, 

baseboard serial number, and baseboard asset tag. 

11. (original) The system of claim 1 wherein the machine parameters comprise information 

regarding at least one of: chassis manufacturer, chassis type, chassis version, and chassis serial 

number. 

12. (original) The system of claim 1 wherein the machine parameters comprise information 

regarding at least one of: IDE controller, SATA controller, RAID controller, and SCSI 

controller.13. 

13. (original) The system of claim 1 wherein the machine parameters comprise information 

regarding at least one of: port connector designator, port connector type, port connector port 

type, and system slot type. 
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14. (original) The system of claim 1 wherein the machine parameters comprise information 

regarding at least one of: cache level, cache size, cache max size, cache SRAM type, and cache 

error correction type. 

15. (original) The system of claim 1 wherein the machine parameters comprise information 

regarding at least one of: fan, PCMCIA, modem, portable battery, tape drive, USB controller, 

and USB hub. 

16. (original) The system of claim 1 wherein the machine parameters comprise information 

regarding at least one of: device model, device model IMEi, device model IMSI, and device 

model LCD. 

17. (original) The system of claim 1 wherein the machine parameters comprise information 

regarding at least one of: wireless 802.11, webcam, game controller, silicone serial, and PCI 

controller. 

18-20. (canceled) 

21. (new) A client device configured to execute a computer program to perform a remote 

update of a program configuration on the client device, the client device comprising: 

a processor; 
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memory coupled to the processor and storing the computer program which, when 

executed by the processor (i) performs physical device recognition on the client device to 

determine machine parameters including account information for a user of the client device and 

features of software that the user of the client device is entitled to use, (ii) generates a unique 

device identifier for the client device, the unique device identifier based at least in part on the 

determined machine parameters, and (iii) collects a unique software identifier for software on the 

client device, the software identifier being unique to a particular copy of the software and to the 

particular user of the software; and 

a transceiver configured to (i) send the unique device and software identifiers to an 

update server via the Internet, and (ii) receive from the update server an updated program 

configuration if the user associated with the device identifier is entitled to use features of the 

updated program configuration according to a license associated with the software identifier. 

22. (new) An update server configured to execute a computer program to receive a unique 

device identifier and a unique software identifier from a client device, the update server 

compnsmg: 

a processor; 

memory coupled to the processor and storing the computer program which, when 

executed by the processor, analyzes the unique device and software identifiers at the update 

server, and determines based on the analyzed unique device and software identifiers an updated 

program configuration if a user associated with the device identifier is entitled to use features of 

the updated program configuration according to a license associated with the software identifier; 

and 
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a transceiver configured to deliver, via the Internet, data representing the updated 

program configuration to the client device for storage therein. 
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REMARKS 

Applicant thanks Examiner Chen for a thorough review of the application papers and his 

opinion on patentability. 

Claims 1-17 and 21-22 are pending in the application. Claims 21 and 22 are new. 

Applicant respectfully requests reconsideration of all pending claims. 

Response to Claim Objections 

Dependent claims 2, 3, and 5 were objected to for informalities. Applicant has amended 

claim 1 to recite "device identifier" in singular form. This obviates the objections to claims 2 

and 3. Applicant has amended claim 5 according to Examiner Qing's suggestion. 

Response to Rejections Under 35 USC §102 

Claims 18-20 were rejected under 35 USC §102(b) as being anticipated by U.S. Patent 

6,467,088 ("AlSafadi"). Applicant has canceled these claims. 

Response to Rejections Under 35 USC §103 

Claims 1-17 were rejected under 35 USC § 103 as being unpatentable over AlSafadi in 

view of U.S. Patent 6,880,086 ("Kidder"). Applicant respectfully traverses. 

The present invention ("Etchegoyen") and the AlSafadi and Kidder references all disclose 

inventions in the general field of remote updating of software. Upon closer inspection, however, 

there are patentable differences between Etchegoyen and the references of record. Generally, 

Etchegoyen is distinctive because it generates, from multiple machine parameters, a unique 

device identifier for a client device to determine, among other things, whether the client device is 

licensed to receive a software upgrade. 

AlSafadi generally teaches a reconfiguration manager (or upgrade server) that receives an 

upgrade request from a client device. The upgrade request contains (i) identification of a desired 

software upgrade, and (ii) a list of hardware and software components presently installed on the 

client device. The reconfiguration server compares the list of components to known "good" 

configurations that will support the requested upgrade. If the list of components satisfies a good 

configuration, then the upgraded version of the software is downloaded to the client. If the list of 

12/818,906 9 

APPLE EXHIBIT 1002, Page 872 of 1044



components does not satisfy a good configuration, then the reconfiguration manager either 

denies the request, or informs the client that the requested upgrade is unknown, or gives the 

client an option to download all components needed to implement the desired upgrade. AlSafadi 

at 4:12 to 5:40. 

Importantly, AlSafadi doesn't teach generating from the machine parameters of the client 

device, a unique device identifier for the client device. In AlSafadi, the client computer's 

software and hardware component identifiers are predetermined, and are either included with the 

upgrade request, or they are obtained by cross-referencing a serial number of the client device to 

configuration data stored in a database. Id. at 4:40-47. There is no test in AlSafadi to determine 

whether the client is licensed to receive the upgrade. 

Kidder teaches the use of software "signatures" to promote hot upgrades of software 

components, whereby an early release of a software product can be upgraded to a later release. 

Kidder's method involves generating a signature for each component of a first release of a 

software product, and when an upgrade request is received from a client device, comparing each 

signature to the signatures in a second release of the product. During operation of the product, 

each signature that matches continues to run and is not upgraded, and each signature that doesn't 

match is ignored in favor of its corresponding upgraded component. Kidder at 3:49-65. 

Importantly, Kidder's method does not generate a composite device identifier for the 

client device. Kidder generates individual signatures for each component in the client device 

that it surveys, to facilitate a component-by-component comparison. There is no test in Kidder 

to determine whether the client is licensed to receive the upgrade. 

Etchegoyen, on the other hand, teaches a security-related upgrading method. The 

Etchegoyen invention collects machine parameters and other identifiers from the client device to 

determine its identity and thus whether it is licensed to receive a software upgrade. Neither 

AlSafadi nor Kidder is concerned with collecting machine parameters for the purpose of uniquely 

identifying the client device, to determine whether a software upgrade for that particular client 

device is authorized. 

To make these distinctions more apparent in the claims, applicant files amendments 

herewith. 
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Claim 1 

Claim 1 has been amended herein, and now recites: 

a first processor coupled to memory storing the computer program which, 
when executed by the processor (i) performs physical device recognition on 
the client device to determine machine parameters including account 
information for a user of the client device and features of the software that the 
user of the client device is entitled to use, (ii) generates a unique device 
identifier for the client device, the unique device identifier based at least in 
part on the determined machine parameters, and (iii) collects a unique 
software identifier for the software on the client device, the software identifier 
being unique to a particular copy of the software and to the particular user of 
the software; and ... 

a second processor coupled to memory and configured to analyze the 
unique device and software identifiers at the update server, and to determine 
based on the analyzed unique device and software identifiers an updated 
program configuration if the user associated with the device identifier is 
entitled to use features of the updated program configuration according to a 
license associated with the software identifier ... 

The Office Action on page 6 admits that AlSafadi doesn't teach the first processor 

element as claimed, but cites to Kidder as teaching physical device recognition, and generating a 

unique device identifier based on the functionality of Kidder's Master Control Driver (MCD) 38. 

Applicant respectfully disagrees. 

In response to an upgrade request, when Kidder surveys a client device, MCD 38 assigns 

a physical identification number (PID) to each internal component of the client device that is 

being surveyed, so that each individual component can be identified. Using the PIDs, Kidder 

takes an "inventory" of the client device so that MCD 38 can determine its configuration and 

thereby determine which cards need an upgraded driver. Kidder at 61 :9-41; 62: 14-19. There is 

no teaching to generate, from surveyed machine parameters, a composite device identifier that 

uniquely identifies the client device. Applicant submits that claim 1 should be allowed for this 

reason alone. 

In addition, there is no teaching in either AlSafadi or Kidder to determine "an updated 

program configuration if the user associated with the device identifier is entitled to use features 

of the updated program configuration according to a license associated with the software 

identifier". Applicant submits that claim 1 should be allowed for this reason alone. 
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For the reasons presented above, applicant submits that claim 1, as amended, is 

patentable over the cited references. Specifically, neither AlSafadi nor Kidder teaches (i) 

collecting a unique software identifier from a client device, (ii) generating from the machine 

parameters of the client device, a unique device identifier for the client device, and (iii) 

determining an updated program configuration for the client device if the user associated with 

the device identifier is entitled to use features of the updated program configuration according to 

a license associated with the software identifier. 

Claims 2 - 17 

Claims 2 - 17 each depend from claim 1. Applicant reasserts here the foregoing 

arguments in favor of claim 1, and requests that claims 2 - 17 be allowed based on dependency. 

Claim 2, in particular, should be allowed over AlSafadi in view of Kidder for reciting 

"wherein the unique identifier comprises a hash code". In rejecting claim 2, the Office Action 

cites to Kidder's use of the Sha-1 utility at 88:62-64. But the hashed signature as taught in 

Kidder comprises a SHA-1 hash for each of the software components present in the device 

requesting an upgrade. Nowhere does Kidder teach or suggest hashing a unique identifier that is 

generated from multiple such components. 

Claim 3 should be allowed over AlSafadi in view of Kidder for similar reasons. The 

Office Action interprets the Sha-1 utility as used in Kidder as anticipating the "irreversible 

transformation" feature recited in claim 3. But again, there is no teaching in Kidder to derive a 

unique device identifier from multiple machine parameters. Therefore, the irreversible 

transformation of Sha-1 as proposed in Kidder is not implemented on a "device identifier" as that 

term is defined in the present specification. 

Support for Claim Amendments and New Claims 

Support for the amendments to claim 1 may be found in the original specification, e.g. 

U.S. Application Pub. 2010/0333081 as follows: 

• pars. 0006, 0027 ("performing a remote update of a program configuration on the 

client device"); 

• par. 0034 ("including account information for a user of the client device and 

features of software that the user of the client device is entitled to use"); 
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• pars. 0019, etc. (generating a unique identifier based on machine parameters); 

• pars. 0058-0069 ("collects a unique software identifier for the software on the 

client device, the software identifier being unique to a particular copy of the software and 

to the particular user of the software"); 

• pars. 0062-0063 ("sending the unique device identifier and software identifiers to 

an update server via the Internet"); and 

• pars. 0019, 0027, 0036, 0058-0060; FIG. 1 it. 105, 107, 109; FIG. 2 it. 250 ("if the 

user associated with the device identifier is entitled to use features of the updated 

program configuration according to a license associated with the software identifier"). 

New claim 21 recites similar limitations as in claim 1, but is written from the perspective 

of a client device that executes software comprising a method according to the invention. 

Applicant submits that claim 21 is allowable over the references of record for the same reasons 

presented above in support of claim 1. 

Support for claim 21 may be found in the original specification, e.g. U.S. Application 

Pub. 2010/0333081 par. 0007. 

New claim 22 recites similar limitations as in claim 1, but is written from the perspective 

of an update server that executes software comprising a method according to the invention. 

Applicant submits that claim 22 is allowable over the references of record for the same reasons 

presented above in support of claim 1. 

Support for claim 22 may be found in the original specification, e.g. U.S. Application 

Pub. 2010/0333081 par. 0010. 

I 

I 

I 

I 

I 

I 
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Conclusion 

In view of all of the above, applicant believes that all pending claims are in condition for 

allowance and earnestly requests that these claims be passed to issuance. If the Examiner 

believes that a telephone conversation would help to expedite prosecution, please call the 

undersigned attorney at the number below. 

Uniloc USA, Inc. 
2151 Michelson Drive, Suite 100 
Irvine, CA 92612 
(949) 825-5527 
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INTELLIGENT PATCH CHECKER 

FIELD OF THE INV-:ENTION 

The present invention relates generally to field of remote support for 

corrqn1ter systerns. 1.1lore specifically,. the present invention is directed to a 

n1.ethod ru.i.d an apparatus for updating softvvare in a plurality of computer 

systern.s. 

BACKGROUND 

Personal cmnputers have become an important part of the inforni.ation 

age. The use of the personal computers has expan.ded beyond the traditional 

university carnpus and large office environments. Today,. ni.any small 

businesses and residences have at least one personal computer rurming a wide 

range of apnlications sold bv manv different sofhvare vendors. 
\,J ~ x: .I .,I 

As the applications beco:me easier to use? the personal computers are no 

longer considered the tool for only the tedmical users. The user cornm1Jnity 

has expanded and the personal computers are being vievved more as the tools 
' to run the applications. Iv1ost users are interested in dealing with the 

applications and usually have no due when something goes wrong with their 

personal computers. \Vb.en the use:r is l.mable to use the application on the 

user's personal con1p-uter,, the usual action is to take the personal computer to a 

local personal coni.puter repair shop. 

Since there are rn.any different brands of personal computers such as; for 

exarnple,. IHI\{, Con1paq, Gateway1 Dell, etc.,. it is usually the case that each 

personal computer from. a different brand m.ay have a different set up. For 

exani.pler the IBNI personal computer may use a different video adapter from 

the Dell personal computer, among others. As such., to have a prob1eni. 

co:r:rected, the user usually has to bring the personal computer into the repair 

shop so that the technician can isolate the problem. 
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One of the most co1nmon problems of application failure is 

incompatibility. The incompatibility may be related to the hardware or to the 

other applications in the same personal computer system. For example,, th.e 

user may have installed a new application that is incompatible with the 

existing application when running together. The user may have installed a 

new hardware adapter that is in.compatible with the existing application 

without installing a necessary update. Often the identification of the 

incompatibility occurs at a lTtost unfortunate time such as, for example, prior to 

the user having an opportunity to save the work in progress. This experience 

is frustrating, tin1e consum_ing and can be costly for the user. 

SU1v11v1ARY OF THE INVENTION 

A method for renwtely updating sofhvare in a plurality of computer 

system.s is disclosed. In one e111bodiment,. a :request for an upgrade is sent to a 

server system connected in a neh,york. The upgrade is for a software 

application installed in a client system connected in the network. The ·request 

is sent from the client system. The :request c01nprises a 1mique identification 

associated with the client system. Tii.e unique identification is recognized by 

the seTver syste1n as belonging to the client systemo At least one instruction is 

:received froni. the server syste1n in :res:rmnse to the request for the upgrade. 

The server system has knowledge of the softvvare application installed on the 

client system. The at least one instruction directs the dient system to collect 

application information about the software appHcation instal1ed on the client 

systern. The server systern has no knowledge whether most-updated upgrade 

packages available for the software application have been installed on the client 

systeni.o The application hi.fo:nnat.ion about the sofh<Yare application is sent to 

the server system. The server system perforn1s a comparison between the 

application infonnation about the softvvare application and the most-updated 

upgrade package for the software application. The n:mst-updated upgrade 
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package for the softvvare application is stored in a part database. The most

updated upgrade package for the software application is received by the client 

system. automatically when the comparison. indicates that the rnost-updated 

upgrade package has not been installed on the client system. 

BRIEF DESCRIPTION OF THE DRA. \t\lINGS 

The present invention is illustrated by way of example in the following 

drawings in which Hke :references indicate similar elem.ents. 'Ilte following 

dra~i\rings disclose various embodirnents of the present invention for purposes 

of illustration only and. are not intended to limit the scope of the invention. 

Figure 1 is a network diagram illustrating one e1nbodirnent of 

components cormected in a network that can be used with the n1.ethod of the 

present invention. 

Figure 2 is a flow diagram illustratiI1g one en1.bodiment of &'1 update 

process. 

Figure 3 is another flow diagram illustrating one embodiment of the 

update process. 

Figure 4 is a.n exemplary tool bar that can be used with one method of 

the 

present invention. 

Figure 5 is an exemplary diagram illustrating a relationship between a 

server connection point; a cust01ner data base and a part data base. 

Figure 6 is an exe:rn.plary diagram. illustrating a cornm1mication protocol 

between a client system and the server through the Internet netw-ork 

Figure 7 illustrates one ernbodhnent of a computer-readable m.ediurn. 

containing various sets of instructions/ code sequences, con.figuration 

information,, and other data used by a computer or other processing device. 
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DETAILED DESCRIPTION 

A method and apparatus for re1notely updating software in a plurality 

of computer systems is disclosed. In the following descriptionp for purposes of 

explanation, specific nornendature is set forth to provide a thorough 

understanding of the present invention. However, it will be apparent to one 

skilled in the a:rt that these specific details are not required in order to pradice 

the present invention. 

Some portions of the detailed descriptions that follm"'r are p1·esented in 

ter:rns of algorithms and sy.rnbolk representations of ope.rations on data bits 

within a computer memory. These algorithmic descriptions and 

representations are the means used by those skilled in the data processing arts 

to most effectively convey the mibstance of their work to others skilled in the 

art An algorithm is here,. and generally,. conceived to be a self-consistent 

sequence of operations leading to a desired result. The operations are those 

requiring physical rnanipulations of physical quantities. UsuaUy, though not 

necessarily; these quantities take the form of electrical or rn.agi1etic signals 

capable of being stored, transferred, combined,. compared? and otherwise 

manipulated. It has proven convenient at times,. pdncipal.ly fo:r reasons of 

com.mon usage, to refer to these signals as bits, values, elem.ents, symbols, 

characters-' ternl.s,, nu1nbers, or the like. 

It should be borne in :mind/ hm,\reve:r,. that all of these and similar terms 

are to be associated with the appropriate physical quantities and are merely 

convenient labels applied to these quantities. Unless specifically stated 

otherwise as apparent from the foUowi.ng discussion,. it is appreciated that 

throughout the description,. discussions utilizing terms such as "processin.g" or 

"cmnputirtg" or "cak·1J.lating" or "determining" or "displaying" or the like, refer 

to the action and processes of a cmnputer syste1n,. or similar electronic 

computing device_, that manipulates an.d tTansforms data represented as 

physical (electronic) quantities ·w·ithin the cmnputer system's registers and 

memories into other data similarly represented as physical quantities within 
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the corn.pu.ter systern memories or registers or other such infonnation storage,. 

transmission or display devices. 

The present invention also relates to apparatus for performil'lg the 

operations herein. This apparatus n'lay be specially constructed for the 

required purposes, or it may comprise a general-purpose computer selectively 

activated or reconfigured by a computer program stored in the computer. 

Such a computer program may be stored in a cornputer readable storage 

medium,. such as,. but is not limited to, any type o.f disk including floppy disks,. 

optical disks,, CD-RONls,. and magnetic-optical disks.r read-only memories 

fROivfs), randon--t access n1ernories (RAiv1s), EPR01vfs,. EEPROMs,. magnetic or 

optical cards,. or any type of .media suitable for storing electronic instructio:ns,, 

and each coupled to a computer system bus. 

The algorithrns and displays presented herein a:re not inherently related 

to any particular computer o:r other apparatus. Various general-purpose 

systems may be used with programs in accordance v\rith the teachings herein, 

or it may prove convenient to construct rrmre specialized apparatus to perform 

the required m.ethod operations. The required structure for a variety of these 

systems will appear from the description below. In addition, the present 

invention is not described irvith reference to any particular programming 

language. It will be appreciated that a variety of programming languages 1nay 

be used to implement the teachings of the invention as described herehi.. 

In one embodirnent, the n-1.ethod disclosed in the present invention 

allows for better remote support of users of client systems in the network A 

server provides update information to inultiple client systems connected in a 

network VVhen necessary, the updates are retrieved from a central depository, 

sent to the appropriate client systems and automatica11y update the 

applications. In one embodin.i.ent~ the client sysb?.n--1s are IBNf-compatible 

personal cornpu.te:rs running in the Windovv environment such as, for example1 

vVindows 98; VVindows 2000, etc. The server and the client systems are 

con:n.ected in a network sudi. as, for example, the Internet. By keeping the 

client systetn.s updated_, ren'lote support can be efficiently performed to 
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n1.iniinize the down time of the client systems. Each client svstem comprises of 
- J 

multiple installed software packages. The softvvare packages nuy have been 

previously installed on the client system prior to delivery to a user. The 

software 1i-1ay include, for example,. application software, device drivers, etc. 

Figure 1 illustrates an exemplary embodi:rnent of the update .network. A 

server 105 m.aintains a client database 125 to keep track of the client systems 

110, 115. :For example, whenever a client syste1n 110or115c01nmunicates1-vith 

the server 10.5,, the server 105 already knows about the installed software on 

that client system 110, 115. The server 105 also maintains a part database 120 

containing sofhvare patches and software t1pdates to help keeping the client 

systeni._s 110 and 115 up to date. The client database 125 allov,,rs the server 105 

to know about the configuration of the client systems 110 and 115. The client 

database 125 and the part database 120 may be in the same database server or 

in separate database servers connected in the net1.vork 130. Alternatively/ the 

client database 125 and the part database 120 may be in the same system as the 

server 105. In one embodiment,. the senre.r 105 se.r'\.res as a central point for 

receiving update requests frorn the client syste1ns 110 and 115 and for 

retrieving information from. the databases 125 and 120 to satisfy fhe update 

requests. 

Figuxe 2 is a flow diagrarn 200 illustrating one embodiment of an update 

method. At block 2057 an update request is generated by the client systenl 110,. 

115 and sent to the server 105. The update is performed on a periodic basis, 

such as; for example; every 24 hours. Alternatively1 the update may be 

performed at any time by the user sending an update request to the server 105 

on the network. The server 105 kn.ows each client system 110, 115 by a unique 

identification associated with the client system 1101 115. 

In one embodiment, the server 105 accesses a client database 125 

containing information about the client system 1.10, 115. The client database 

125 may in.dude information, such as,. for example; installed sofhvare packages 

on the client system 110, 115,. the operating syste:m installed on the client 

systern 110, 115., etc. However, what the server 105 may not know· is whether 
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these installed softvvare packages are up to date. Por example,, the user of the 

client systen1110,, 115 111ay have changed the configuration paraiTteters of the 

software packages, or the user rn.ay not have requested for an update for an 

extended length of time due to the client system 110,. 115 not being co11nected 

to the network 130. 

In one embodiment,. the client systern 1101 115 ma.y need to do a self

check and send its current sofh¥are configuration to the server 105. A self

check m.ay be done by the server 105 directing the client system 110, 115 

specifically what to check for and the information to be collected from the client 

·system 110,,115. This information is the sent to the server 105,, as sho-vv-r1 in 

block 210. Based on this inforrnation,, the server 105 checks its part database 

120 and determines the updates that the client systein 110; 115 needs. The 

updates are sent from the server 105 to the client system 1101 115f as shown in 

block 215. The updates n1.ay be sent with instructions from. the server 105 that 

tells the client systern.110,, 115what to do to have the updates installed, as 

shovVTl in block 220. 

Figure 3 is another flow diagram iUustrating one embodirn.ent of an 

update inethod 300. In one embodiment, a utility prograin executed by the 

client system.110,.115 communicates with the server 105 for information to 

check on the client systern 110, 115. The execution of this uti1ity program may 

be initiated by the user or it rrmy be automatic. The utility program is herein 

referred to as a patch checker. The patch checker initiates the request to have 

the applications verified for any necessary updates. The request is sent to the 

server 105 along with the unique identification number of the client systeni. 110, 

115. The server 105 1~ses the client identification number to check against the 

dient database 125 for authentication" In one embodim.ent, the database 

contains configuration information about the dient system 110,. 115. The server 

105 retrieves the configuration information for the client systern 110r 115, 

generates a script file and sends the script file to the client system 110, 115,. as 

shown in block 305. In one einbodiment,, the script file contain.s con:1mands that 

tell the dient system 110,, 115 the functions to perform. For example, the 
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comm.ands may direct the client system 110, 115 to perforrn self-d1eck 

functions. The self-check functions may have the follov,ling para:rneters: 

e 'v: filename' get the file's version 

o ,,rn.: filename' get the file's m.odified date 

o ,, d: driveletter' get a:mount of free disk space 

• "r: keyname" get the value of the specified registry key 

• ,.s: filename' get the size of the file. 

Jn one e:mbodhnent" the cor.rn11ands are executed by the client systern 110, 115 

to collect information pertinent to th.e applications currently installed on the 

client system 110, 115. 

The script file may contain a list of parts that the server 105 thinks the 

client system 110, 115 has and that the server 1051vants the client system 110,. 

115 to check. The parts may be the names of the applications and the server 

105 may want the client system 110,. 115 to collect the current version 

information about the applications. In one embodiment,, in order to keep the 

information in the client database 125 accurate, the user may not want to alter 

the configu.ration of the applications that are to be supported remotely by the 

server 105. Keeping the client system.110,. 115 and the information in the client 

database 125 synchronized may help making the update process by the server 

105 nl.ore efficie:n:t 

In block 310, using the script inform.anon sent by the server 105,. the 

patch checker parses the server's commands to check the sofuvare pa:rts on the 

client system 110, 115. The appropriate information about these software parts 

is collected. In one embodiment, the version of each softi:'Vare part is collected 

and sent to the server 105,, as shown in block 315. The server 105 uses the 

information collected fron1 the client system 110, 115 and cmnpares it with a 

part database 120. For example, the server 105 rnay check the version m .. rmber 

collected from. the client systern 110, 115 with the version of the sani.e software 

part in the part database 120. In one enl.bocHment,, the server 105 may want to 

get the m.ost updated version distributed to the client system 110, 115. 
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VVhen the version infonnation collected from. the client syste1n 110, 115 

is not at the saine level v..rith the version of the same software part in the part 

database 120, the most updated version is retrieved from the part database 120. 

\Vhen the version information from the client system 110, 115 is already up to 

date,, there is nofhlng to download. In block 320,, the patch checker asks the 

server 105 for the files associated. 1rvith the updated. versions of the software to 

download. The files are downloaded from the server 105 to the client systern. 

110,. 115 in block 325. In one e1nbodim.ent,, each download file is associated 

with an uniform resource locator (URL). The server 105 replies to the update 

request by sending the patch URL 

There may be one or rnore dm.vnload files for each software to be 

updated-' and there may be more than one software that needs to be updated,. 

the server 105 may sen.d several down load files to the client system 1 lOf 115. 

The download files may be stored in a predefined directory such as; for 

example, the download directory. Each download file is processed 

individually, as shown in block 330. In one embodiment,. the do\.vnload files 

are received from the server 105 in a compressed fonnat; suc.h asf the zip 

format, and need to be uncmnpressed or expanded,. as shown in block 335. 

Each download file is expanded into an executable prograrn and rnultiple 

related data files. One of the data files is a text file or an instruction file 

containing a set of instructions or comm.ands that can be parsed by the 

executable program to perform the update process, as shown in block 340. For 

example,. the instruction may be one of the foUm.ving cmnmands: 

• Delete a file 

~ ShellExecute 

~ ShellExecute with wait 

ti> Registry Change 

!& Add m.essage to a tool bar 

~ Kill a particular process 

• Ask for reboot 

~ Force reboot 
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$ Ask user to .insta11 now or later 

~ Ask user to dose all programs 

When all of the download files have been expanded and copied into the 

appropriate directories, the update process is corn.pleted. At that time, the user 

1nay be given an option of rebooting the client system 110,. 115 to activate the 

updated version. Alternatively, the ·user ni.ay continue working with the 

currently installed version and reboot the client system 110; 115 at a later time. 

Figure 4 illustrates an exeni.plary tool bar that can be used with the 

present invention. In one embodin1ent, the tool ba:r is a list of dynamic link 

libraries (DLL) and is always running. Additional functions can be added to 

the tool bar by adding DLL files. For example, the patch checker can be added 

to the tool bar 400 by adding a patcher.dll to the tool bar 400,. and a patch 

checker icon can be displayed. By selecting the patch checker icon, the user can 

initiate the update process at any time. In one ernbodiment1 the tool bar 400 is 

also used to display update related rnessages to the t1ser. 

Figure 5 is an exem.plary diagrarn illustrating a relationship behveen a 

connection pointf a customer data base and a part data base. In one 

ernbodiment, the server provides a connection point 505 that connects to a 

customer database 510. The customer database 510 maintains the state of every 

client systefft in t11e network. The state includes information concerning 

releva..nt hardware and software as currently installed on the client system. 

This inforni.ation includes, for example,. the versions of the installed software 

applications, the versions of the installed hardware drivers,. etc. Additionally,. 

the connection point 505 is also connected to a part database 515. The part 

database 515 1Tmy contah'1. the different versions of the application software_, the 

DLLs, the hardware drivers.rand anv other software modules that .rnav be 
~ ~ 

installed on the client system. The server uses the part database 515 to keep the 

client syste:i:n up to date. For example,. when the dient system is identified to 

have a hardware driver that is not currentf the most up-to-date hardware 

driver is retrieved from the part database 515. 
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In one embodiment, a dient part database is inaintained in the client 

system. The client part database contains the versions of the software that are 

installed on the client system. As additional software is installed on the client 

systerr1; the client part database is updated accordingly. In one embodin1ent, 

when the server wants to knmv the versions of the sofhvare installed on the 

client system, the patch checker retrieves the version information fron1 the 

client part database. 

Figure 6 is an exe1nplary diagram illustrating a communication protocol 

ben,yeen a client system 600 and a server 650 through the Internet network. In 

one embodiment1 the client svste111 600 has a messaae queue 605 to store ~ b 

inessages that certain application 610, such as,. for example,, the patch checker 

(patcher.dll); wants to send to the server 650. The user selects the patch 

checker icon on the tool bar 400 displayed by the tool bar program 620 

(dreambar.exe) to execute the patch checker 610. The message queue 605 is 

processed periodically, such as,. for example,. every thirty Ininutes,, while the 

user is connected to the Internet 690. VVhen the user is not connected to the 

Internet 690,. the messages from the patch checker (applications) 610 are stored 

in the Inessage queue 605. In one embodiment,. the patch checker 610 con:nects 

to the server 650througha1nessage hand1er 615 (ConPoint.dll). The message 

handler 615 handles the m.essages generated by the patch checker 610 

inch,1ding,. for example,.. the request for an update. The message handler 615 

sends the message to the server 650. In another embodiment,. the message 

queue 605 is implem.ented as a text file located in a m.essage queue directory. 

In one embodiment,. the server 650 is implemented with multiple java 

servlets. A master servlet 655 (A:nnexServlet) is used to route all the messages 

received from the client syste1ns 600 to the other servlets 665_, 670 on the server 

650. Each of the servlets 660,, 665,. 670 handles different type of messages. In 

one embodiment_, as each servlet starts up, the servlet tells the master servlet 

whid1 type of messages the servlet 660F 665,, 670 handles. The 1naster servlet 

655 may be used as the connection point on the server 6.50. Each of the servlets 

660,. 665y 670 may be used as a worker. Por example, the se:rverlet 660 is the 
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patch worker handling the update messages from. the paten checker 610. The 

patch worker 660 sends the script file to the patch checker 610. The script file is 

used by the patch checker 610 to check the client system 600. When the patch 

checker 610 requests for the download,. the patch worker 660 accesses the part 

clatabase 665 to retrieve the necessary sofhvare versions for the client system 

600. It will be apparent to one skilled in the art that there 111ay be other 

workers (servlets) on the server 650, such as1 for example~ a buildwo:rke:r to add 

a new client system to the dient database, a viev\rvvorker to view contents of the 

client database 680 and the part database 675, a dataworker to store data, and a 

rnessageworke:r to get the messages to be displayed on the tool bar 400. 

In one embodilnent, each client system 600 is associated with a unique 

identification number k...""lown to the server 650. As a new client system 600 is 

inserted into the nehvork,, the client database 680 is updated with the 

identification m:m:1ber of that ne1'\7 client svstein 600. Similarlv, w·hen the client 
J J 

system 600 is rem.oved frorn the network, the client database 680 is updated 

accordingly. In one embod:hnent, the server 650 generates a report listing an 
the identification number of those client systems 600 that have not 

communicated with the server 650 for over a predetermined length of ti1ne" 

The report can then be used. to investigate status of these client systems. 

Figure 7 illustrates an embodiment of a con:1puter-readable medium 700 

containing various sets of instructions,, code sequences, configuration 

information,, and other data ·used by a computer or other processing device. 

The embodin1ent illustrated in Figure 7 is suitable for use with the sofhl\Tare 

update method described above. The various information stored on rnedium 

700 is used to perforn1 various data processing operations. Computer-readable 

medium 700 is also :referred to as a processor-readable rnediun10 Computer

readable medium. 700 can be any type of magnetic,, optical1 or electrical storage 

medium including a diskette,, magnetic tape,, CD-RONI, n1.e1nory device1 or 

other storage rn.edium. 
<-

Cornputer-readable rn.edium 700 includes interface code 705 that 

controls the i1ovv of inforrnation between various devices or co:rnponents i11. the 
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computer system. Interface code 705 may conh·ol the transfer of infonnation 

vvithin a device (e.g., between the processor and a 1ne:rnory device), or betvveen 

an input/ output port and a storage device. Additionally, interface code 705 

may control the transfer of information frmn one device to another or from. one 

network component to another. 

Computer-readable medium 700 also includes the patch checker 

program 710 that is used to request and receive sofhvare patches or updates 

from the server. Other codes stored on the computer-readable rn.edium 700 

rnay in.dude the tool bar program 715 to display the patch checker icon,. the 

message queue handler program 720 to receive the messages generated by the 

patch checker and. send the rnessages to the server. The con:lputer-readable 

medium 700 may also contain programs run on the server. These progTams 

may include the patch worker 725 that communicates with the patch checker 

710 fro:rn the server side; and the database access program 730 fhat allows the 

server to vieiv the client database and the part database. 

From the above description and drawings; it ·will be understood by 

those of ordinary skill in the art that the particular embodiments shown and 

d.escr:ibed are for purposes of illustration only and are not intended to Hinit the 

scope of the invention. Those of ordinary skill in the art vvi.11 recognize that the 

invention :rnay be embodied in other specific forrns without departing from its 

spirit or essential characteristics. References to details of particular 

embodiments are not i.Tttended to limit the scope of the claims. 
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CLAHv1S 

vVhat is claimed is: 

1. A method comprising: 

sending a. request for an upgrade to a server syster:n connected in a 

netvvork, the upgrade being for a plurality of software applications 

installed in a client system connected in the network,. the request sent 

from the client systern.f the request comprising a unique identification 

associated with the client system_, the unique identification 

recognized by the server system as belonging to the client system.; 

receiving at least one instruction from the server system in response to the 

request for the upgrade, the server syste111 having a knowledge of the 

software applications installed on the client systen'l/ the at least one 

instruction dixecting the client system to collect application 

inforrnation about the sofh;,,rare applications installed on the client 

system_, the server system having no knowledge whether ni.ost

updated upsrrade packages available for the som-vare applications 

have been installed on the client system; 

sending the application inforrn.ation about the software applications to the 

server syste1n, v\rherein the server system performs a comparison 

betvveen the application information about t.he software applications 

and the inost-updated upgrade packages for the sofhvare 

applications.f wherei..n the most-updated upgrade packages for the 

softvvare applications are stored in a part database; and 

receiving the :rnost-updated upgrade packages for the sofhvare 

applications at the client system automatically when the cornpadson 

indicates that the most-updated upgrade packages have not been 

installed on the client svstem . 
.I 
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2. The method of claim 1, wherein the unique identification for the client 

systeni. is stored in a registry in the client system.r wherein the unique 

identification is recognized by the server system as belonging to the 

client systen1 when the unique identification is found in a plurality of 

unique identifications stored in a client database,. v,rherein when the 

unique identification is not found,. the client system is not authenticated. 

3. The m.ethod of dairn 2, \.vherein the client database comprises a 

configuration file for each client systern. connected in the :network.1 the 

configuration file providing the server systeni. the knmvledge of the 

softvvare applications installed on the client system, wherein the server 

system uses the configuration file to generate the at least one inslTuction. 

40 The method of claim 3, wherein the knmvledge of the sofhvare 

applications installed on the client systerr1 cornprises narnes of the 

software applications installed on the client system. 

5. The m .. ethod of claim 3f \i\7herein the client database is in a first database 

server connected to the network,. and wherein the part database is in a 

second database server connected to the network. 

6. The method of claim 5,, wherein the network is an Internet. 

7. The method of clahn 5,. wherein functions associated with. the first 

database server and functions associated with the second database 

server are implemented in the server system. 

8. The rn.ethod of c.fa.int 5, wherein the client database is in the server system. 

15 

APPLE EXHIBIT 1002, Page 906 of 1044



WO 01/90892 PCT/USOl/15720 

9. The 1nethod o.f claim lr vdi.erein the application information about the 

software applications cornprises version inforrnation of the softvirare 

applications,. and wherein the application information about the 

so:ftvvare applications is stored in a database in the client system. 

10. The method of dahn 1, \·Vherein the request for the upgrade is sent 

automatically frmn the client system to the server system. at a 

predeterrnined tb:ne intenral. 

11. The method of claim 10, wherein the predetermined time interval is 24 

hours. 

12. The inethod of claim 1,. wherein the request is sent at any thne by a use:r 

using the client system. 

13. The rn .. ethod of claim 1, wherein the at least one instruction received from. 

the server syste1n corn.prises get a version inforn-iation for a file, get a 

modified date for the file, get a size of the file, get an am.ount of free disk 

space for a storage drive~ and get a value of a registry key. 

14. The n1ethod of daim 1, wherein receiving the rnost-updated upgrnde 

packages for the software applications from the server system comprises 

receiving a plurality of download files. 

15. The method of claim 14, wherein th_e plurality of download files are in a 

coni.pressed forrnato 

16. 'The m.ethod of claim 15, wh.e:rein eaclt download file cmnprises an 

upgrade utility_, a text file and a plurality of data files, wherein the text 
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file provides cornm.ands to the upgrade utility to install the plurality of 

data files in the client system. 

17. The method of daim 16? wherein the commands comprise copy a file~ 

delete a file,. registry change, ask for reboot, force reboot,, ask the user to 

install now or later, and ask the user to dose all progrmns. 

18. The ·method of claim 16, wherein each dm·vr.. load file is assodated with a 

uniform resource locator (URL),. and wherein each dm·vn load file is 

retrieved by accessing the URL 

19. A :machine-readable medium providing instructions, '\Vhich when 

executed by a set of one or rn.ore processors,. cause said set of processors 

to perform the following: 

sending a request for an upgrade to a server system connected in a 

network" the upgrade being for a plurality of software applications 

installed in a client system conrnxted in the neb:vorkf the request sent 

from the client systeni." the request comprising a unique identification 

associated with the client systern, the uniqu.e identification 

recognized by the server systeni. as belonging to the client systeni.; 

receiving at least one instruction fro1n the server system in response to the 

request for the upgrade" the server systenl having a knowledge of the 

sofl\vare applications installed on the client systems the at least one 

instruction directing the dient system to collect information about 

the sofhvare applications installed on the client system, the server 

systern having no knowledge whether most-updated upgrade 

packages available for the software applications have been installed 

on the client systein; 

sending the information about the software applications to the server 

systenl,. wherein the server systeni. perforrns a comparison between 
17 
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the information about the software applications and the most

updated upgrade packages for the software applications,, wherein the 

:most-updated upgrade packages for the softvvare applications are 

stored in a part database; and 

receiving the most-updated upgrade packages for the sofuvare 

applications to the client systern automatically ·when the comparison 

indicates that the most-updated upgrade packages have not been 

instaHed on the client system.o 

20. The machine-readable medium of claim. 19; wherein the unique 

identification for the client system is stored in a registry in the client 

system,. wherein the unique identification is recognized by the server 

system. as belonging to the client system when the unique identification 

is found in a plurality o.f unique identifications stored in a client 

database,. wherein when the unique identification is not found, the dient 

system. is not authenticated. 

21. The 111achirn:;-readable medimn of claim 20,, 1''\rherdn the dient database 

cmnprises a configuration file for each client system connected in the 

nehvork, the configuration me providing the server system the 

knowledge of the sofhvare applications installed on the client system., 

wherein the server system uses the configuration file to generate the at 

least one instruction. 

22. The machine-readable medium. of claim. 21/ wherein the knowledge of 

the sofh"lare applications installed on the client system comp.rises names 

of the sofuvare applications insta.Ued on the client system. 
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23. The machine-readable 1nedimn of claim. 21r wherein the client database is 

in a first database server connected to the netl.vork, and wherein the part 

database is in a second database server c01mected to the nehvork. 

24. The n1.achine-readable medium of claim 23, wherein the network is an 

Internet. 

25. The machine-readable 1nedium of claim 23; wherein flmctions associated 

with the first database server and functions associated with the second 

database server are imnleni.ented in_ the server svstem. 
i J 

26. The machine-readable rnedium of claim. 2.3, wherein the client database is 

in the server syste1n. 

27. The machine-readable ni.edium of dai1n 19, wherein the information about 

the software applications comprises version information of the sofnvare 

applications1 and wherein. the information about the softvvare 

applications is stored in a database in the client system. 

28. The machine-readable medium of clailn 19, wherein the request for the 

upgrade is sent autorna tically from the client system to the server 

system at a predeterm.lli_ed tini_e interval. 

29. The machine-readable medium_ of claim 28, wherein fhe predetermined 

time interval is 24 hours. 

30. The machine-readable medium of claim 19, wherein the request is sent at 

any time bv a user using the client svsten1. 
, J _, 
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31. The machine-readable mediuni. of claim 19, wherein the at least one 

instruction received from. the server systern com.prises get a version 

infonnation for a file, get a rnodified date for the file, get a size of the 

file, get an arnount of free disk space for a storage drive, and get a value 

of a registry key. 

32. Tlte machine-readable mediun1. of claim 19, wherein receiving the most-

updated upgrade packages for the softvvare applications from the server 

system comprises receiving a plurality of download files. 

33, The rnach.ine~readable m.edium. of da:ini. 32, wherein the plurality of 

download files are in a compressed format. 

34. The machine-read.able m.edium. of daim 33, wherein each download file 

comprises an upgrade utility, a text file and a plurality of data files,, 

wherein. the text file provides cormn.ands to the upgrade utility to install 

the plurality of data files in the client syste1n. 

35. The 1nachine-readable medimn of daim 34, wherein the commands 

comprise copy a file, delete a file, registry change, ask for reboot, force 

reboot,. ask the user to insta11 now or later, and ask the user to dose all 

prograni.s. 

36. The rnachi:ne-readable medium of clain1 34, wherei...n. each down load file is 

associated with a 1:mifonn resource locator (URL), and 1-vherein each 

dovvn load file is :retrieved by accessing the URL 

37. In an ar:rangem.ent corn.prising at least one con1.puter network, the 

netvvork connecting at least one server computer to at least one client 

computer_, a data processing systen1 for providing software upgrades to 

the dient computer, con1p.rising: 
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rneans :fo:r generating a request for a software upgrade, the soitv.rare 

upgrade being for an application on the client con-tputer; 

means for processing the request for the soft-vvare upgrade comprising: 

rneans for retrieving current information about the application on the 

client con1.p ute.r; 

rneans for comparing the current info:rr.nation about the application 

on the client computer with infonnation about an updated 

package for the application? the updated package stored in a 

part database accessible by the server computer; and 

1neans for sending the updated package from. the part database to the 

client computer when the current information about the 

application on the client computer and the infonnation about 

the updated package are not the sarn.e. 

38. The data processing system of claim 37 further comprising means for 

verifyni.g a unique identification associated with the client systern 

against a client database accessible by the server computer, the client 

database con.l.prising the unique identification associated ·with the client 

coni.puter, the client computer previously registered with the server 

computer. 

39. The data processing system of daini. 37, wh.erein the current inforrnation 

about the application on the di.ent c01nputer and th.e information about 

the updated package comprise version information. 

40. The data processing system of clahn 37_, wherein the request for the 

softvvare upgrade is generated automatically at a predetermined ti:J:ne 

interval. 
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41. In an arrangernent cornprising at least one corrtputer netvvork, the 

network connecting at least one server cornputer to at least one client 

computer, a data processing system for providing softv-.ra.re upgrades to 

the client computer, comprising: 

a first logic in the client computer to generate a request for a softvvare 

upgrade,, the software upgrade being for an appHcation .installed on 

the client cmnputer; and 

a second logic in the server computer to process the request for the 

softivare upgrade received fro:ni. the first logic, the second logic 

comprising: 

logic to extract current infornmtion about the application installed on 

the client computer; 

logic to cornpare the current ]nformation about the application 

installed on the client computer v1lith information about a most 

updated upgrade package for the application in.stalled on the 

client computer,. the most updated upgrade package stored in a 

first database; and 

logic to send the most updated upgrade package for the application 

to the client com.outer when the current information about the .. 
application installed on the client computer does not match the 

information about the 1nost updated up6'Tade package for the 

application. 

42. The data processing system of claim 41 further comprising a third logic on 

the server con-1puter to verify an identification associated with the client 

corn.puter against a set of valid identifications stored in a client database, 

wherem the identification associated with the dient computer is added 

to the set of valid identifications when the client cornputer is registered 

··with the server computer. 
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43. The data processing system. of claim 41,. wherein the current information 

about the application installed on the client ccnnputer comprises version 

numbers of the applications. 

44. The data processing system o:f claim 41.f 1.vherein the request for software 

upgrade is automatically generated by the client c01Ttputer at a 

predetermined tirn.e interval. 

t:15. The data processing syste1n of dairn 41, ·wherein the request for software 

upgrade is generated at any thne by a user. 

46. A method comprising: 

receiving a request for an upgrade from a client systern connected in a 

network,, the upgrade being for a softvvare application installed in a 

client systen1; the request :received at a server systern connected to 

the nehvork,. the request comprising a unique identification 

associated with the client systern,, the unique identification 

recognized by the server system as belonging to the client system_; 

sending at least one instruction fro1n the se:rver system to the client system. 

in response to the request for the upgrade, the server system having 

a knowledge of the software application installed on the client 

system_, the at least one instruction directing the client system to 

collect information about the software application installed on the 

client systern, the server system ha-ving no knowledge 1·vhether most

updated upgrade package available for the software application have 

been installed on the client system.; 

receiving the information about the software application from the client 
U A 

systemr wherein the server system. performs a c0111parison between 

the information about the software application and the most-updated 

upgrade package for the software application, wherein the most-
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updated upgrade package for the sofh'Y"are application is stored in a 

database; and 

sending the most-updated upgrade package for the software application 

to foe client system autmnatically when the comparison indicates 

that the most·-updated upgrade package have not been instaUed on 

the client system. 

47. The rnethod of claim 46,. wherein the unique identification for the client 

systern is stored in a registry in the client syste111, -..vherein the unique 

identification is recognized by the server syste:m as belonging to the 

client system. when the unique identification is found in a plurality of 

unique identifications stored in a client database, wherein when the 

unique identification is not found,. the client system is not authenticated. 

48. The ni.ethod of claim 47,. \1vherein the client database comprises a 

configuration file for each client system. connected in. the network,. th.e 

configu.ration file providing the server system the knowledge of the 

sofn"'.rare application installed on the client system, wherein the server 

systern. uses the configuration file to generate the at least one instruction. 

49. The rn.ethod of datm 48, wherein the knowledge of the sofhvare 

application installed on foe client sys tern comprises name of the 

software application installed on the client system. 

50. The :rnethod of claim 48,. "l'.Nherein the client database is in a first database 

server connected to th.e nehtVork, and vvherein the part database is in a 

second database server connected to the netvvork. 

51. The rnethod of claim 50f wherein the nehvork is an Internet. 
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52. The method of claim 50; wherein functions associated \•vi.th the first 

database server and functions associated with the second database 

server are implemented in the server system .. 

53. The method of claim 50r 1.Vherein the client database is in the server 

systen1. 

54. The method of claim. 46,. wherein the inforni.ation about the software 

application comprises version information of the sofhvare application, 

and wherein the information about the so.fhvare application is stored in 

a database in the client systern. 

55. The method of dairrt 46? wherein the request for the upgrade is sent 

autoni.atically frmn the client system. to the server syste1n at a 

predetermined time interval. 

56. The method of dai1n <16r wherein the request is sent at any time by a user 

using the client syste1n. 

57. The mefh.od of daini. 46" wherein the at least one instruction :received from 

the server systen1 comprises get a version in.formation for a file,, get a 

n10dified date for the file, get a size of the file, get an arnount of free disk 

space for a storage drive, and get a value of a registry key. 

58. The method of clailn '-16r wherein receiving the ni.ost-updated upgrade 

package for the sofhvare application fron1 the server system. corn.prises 

at lest one download file. 
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59. The method of claim 58; wherein the at least one download file is 

associated with a un.ifonn resource locator (URL), and wherein the at 

least one down load file is retrieved by accessing the URL. 
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Application No. Applicant(s) 

12/818,906 ETCHEGOYEN, CRAIG STEPHEN 

Office Action Summary Examiner Art Unit 

QING CHEN 2191 

-- The MAILING DA TE of this communication appears on the cover sheet with the correspondence address -
Period for Reply 

A SHORTENED STATUTORY PERIOD FOR REPLY IS SET TO EXPIRE ;J. MONTH(S) OR THIRTY (30) DAYS, 
WHICHEVER IS LONGER, FROM THE MAILING DATE OF THIS COMMUNICATION. 

Extensions of time may be available under the provisions of 37 CFR 1.136(a). In no event, however, may a reply be timely filed 
after SIX (6) MONTHS from the mailing date of this communication. 
If NO period for reply is specified above, the maximum statutory period will apply and will expire SIX (6) MONTHS from the mailing date of this communication. 
Failure to reply within the set or extended period for reply will, by statute, cause the application to become ABANDONED (35 U.S.C. § 133). 
Any reply received by the Office later than three months after the mailing date of this communication, even if timely filed, may reduce any 
earned patent term adjustment. See 37 CFR 1.704(b). 

Status 

1 )IZ! Responsive to communication(s) filed on 14 November 2011. 

2a)IZ! This action is FINAL. 2b)0 This action is non-final. 

3)0 An election was made by the applicant in response to a restriction requirement set forth during the interview on 

__ ;the restriction requirement and election have been incorporated into this action. 

4)0 Since this application is in condition for allowance except for formal matters, prosecution as to the merits is 

closed in accordance with the practice under Ex parte Quayle, 1935 G.D. 11, 453 O.G. 213. 

Disposition of Claims 

5)[8J Claim(s) 1-17.21and22 is/are pending in the application. 

5a) Of the above claim(s) __ is/are withdrawn from consideration. 

6)0 Claim(s) __ is/are allowed. 

7)[8J Claim(s) 1-17.21and22 is/are rejected. 

8)0 Claim(s) __ is/are objected to. 

9)0 Claim(s) __ are subject to restriction and/or election requirement. 

Application Papers 

10)0 The specification is objected to by the Examiner. 

11 )0 The drawing(s) filed on __ is/are: a)O accepted or b)O objected to by the Examiner. 

Applicant may not request that any objection to the drawing(s) be held in abeyance. See 37 CFR 1.85(a). 

Replacement drawing sheet(s) including the correction is required if the drawing(s) is objected to. See 37 CFR 1.121 (d). 

12)0 The oath or declaration is objected to by the Examiner. Note the attached Office Action or form PT0-152. 

Priority under 35 U.S.C. § 119 

13)0 Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f). 

a)O All b)O Some * c)O None of: 

1.0 Certified copies of the priority documents have been received. 

2.0 Certified copies of the priority documents have been received in Application No. __ . 

3.0 Copies of the certified copies of the priority documents have been received in this National Stage 

application from the International Bureau (PCT Rule 17.2(a)). 

*See the attached detailed Office action for a list of the certified copies not received. 

Attachment{s) 

1) [8J Notice of References Cited (PT0-892) 

2) 0 Notice of Draftsperson's Patent Drawing Review (PT0-948) 

4) 0 Interview Summary (PT0-413) 
Paper No(s)/Mail Date. __ . 

5) 0 Notice of Informal Patent Application 3) [8J Information Disclosure Statement(s) (PTO/SB/08) 
Paper No(s)/Mail Date 20111114. 

U.S. Patent and Trademark Office 

PTOL-326 (Rev. 03-11) 

6) 0 Other: __ . 

Office Action Summary Part of Paper No./Mail Date 20111227 
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Application/Control Number: 12/818,906 

Art Unit: 2191 

DETAILED ACTION 

1. This Office action is in response to the amendment filed on November 14, 2011. 

2. Claims 1-17, 21, and 22 are pending. 

3. Claims 1, 5, and 6 have been amended. 

4. Claims 18-20 have been canceled. 

5. Claims 21and22 have been added. 

Page 2 

6. The objections to Claims 2, 3, and 5 are withdrawn in view of Applicant's amendments 

to the claims. 

Response to Amendment 

Claim Objections 

7. Claims 1, 6, 21, and 22 are objected to because of the following informalities: 

• Claims 1, 21, and 22 recite the limitations "the device identifier" and "the software 

identifier." They should read -- the unique device identifier -- and -- the unique software 

identifier--, respectively. 

• Claim 6 recites the limitation "the geo-location codes." It should read -- the one or 

more geo-location codes--. 

Appropriate correction is required. 

Claim Rejections - 35USC§112 

8. The following is a quotation of the second paragraph of 35 U.S.C. 112: 

The specification shall conclude with one or more claims particularly pointing out and distinctly claiming the 
subject matter which the applicant regards as his invention. 
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9. Claims 1-17 and 21 are rejected under 35 U.S.C. 112, second paragraph, as being 

indefinite for failing to particularly point out and distinctly claim the subject matter which 

applicant regards as the invention. 

Page 3 

Claim 1 recites the limitation "features of the software." There is insufficient antecedent 

basis for this limitation in the claim. In the interest of compact prosecution, the Examiner 

subsequently interprets this limitation as reading "features of software" for the purpose of further 

examination. 

Claims 1and21 recite the limitation "the particular user of the software." There is 

insufficient antecedent basis for this limitation in the claims. In the interest of compact 

prosecution, the Examiner subsequently interprets this limitation as reading "a particular user of 

the software" for the purpose of further examination. 

Claims 2-17 depend on Claim 1 and, therefore, suffer the same deficiencies as Claim 1. 

Claim Rejections - 35USC§103 

10. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 

obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set forth in 
section 102 of this title, if the differences between the subject matter sought to be patented and the prior art are 
such that the subject matter as a whole would have been obvious at the time the invention was made to a person 
having ordinary skill in the art to which said subject matter pertains. Patentability shall not be negatived by the 
manner in which the invention was made. 
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11. Claims 1-17 and 21 are rejected under 35 U.S.C. 103(a) as being unpatentable over US 

6,467,088 (hereinafter "alSafadi") in view of US 6,880,086 (hereinafter "Kidder") and US 

2009/0037337 (hereinafter "Baitalmal"). 

As per Claim 1, alSafadi discloses: 

A system for remotely updating a program configuration (col. 7 lines 46 and 4 7, "An 

apparatus for controlling the reconfiguration of an electronic device ... "), comprising a client 

device (Figure 1: 12) and an update server (Figure 1: 10) wherein: 

(a) the client device is configured to execute a computer program to perform a 

remote update of a program configuration on the client device (col. 5 lines 63-66, "The 

functional operations associated with the ... electronic device 12, as described in detail in 

conjunction with FIGS. 1 and 2, may be implemented in whole or in part in one or more software 

programs ... "), the client device comprising: 

a first processor (Figure 3: 220) coupled to memory (Figure 3: 222) storing 

the computer program which, when executed by the processor (iii) collects a unique 

software identifier for the software on the client device, the software identifier being unique 

to a particular copy of the software (col. 3 lines 20-24, "The device 12 includes [collects] a 

number of software components 14A, 14B and 14C, corresponding to version 1.1 [unique 

software identifier] of a software component A, version 2.3 of a software component B, and 

version 2.0 of a software component C, respectively."); and 

APPLE EXHIBIT 1002, Page 932 of 1044



Application/Control Number: 12/818,906 

Art Unit: 2191 

Page 5 

a first transceiver configured to send the unique device and software 

identifiers to an update server via the Internet (col. 4 lines 39-4 7, " ... the reconfiguration 

manager 10 obtains information regarding the hardware and software configuration [unique 

device and software identifiers] of device X, i.e., electronic device 12 of FIG. 1. This 

information is generally included as part of the request 20 sent by the device 12 to the 

reconfiguration manager 10. In other embodiments, this information may be obtained in another 

suitable manner, e.g., from a local database based on a serial number or other identifier of the 

electronic device (emphasis added)."; col. 6 lines 1-3, "The network 214 may represent a global 

computer communications network such as the Internet ... "); and 

(b) the update server is configured to receive the unique device and software 

identifiers from the client device (col. 4 lines 39-4 7, " ... the reconfiguration manager 10 

obtains [receives] information regarding the hardware and software configuration [unique device 

and software identifiers] of device X, i.e., electronic device 12 of FIG. 1 ... In other 

embodiments, this information may be obtained in another suitable manner, e.g., from a local 

database based on a serial number or other identifier of the electronic device."), the update 

server comprising: 

a second processor (Figure 3: 230) coupled to memory (Figure 3: 232) and 

configured to analyze the unique device and software identifiers at the update server, and 

to determine based on the analyzed unique device and software identifiers an updated 

program configuration (col. 5 lines 8-12, "If step 112 indicates [analyzes] that the set is not 

empty, a particular set of upgrade configuration is selected [determined] in step 116, and the 

upgrade is approved in step 118 as compatible with the current configuration of device X."); and 
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a second transceiver configured to deliver, via the Internet, data 

Page 6 

representing the updated program configuration to the client device for storage therein 

(col. 5 lines 16-18, "The reconfiguration manager or other server associated therewith then 

downloads [delivers] the upgrade to device X in step 120."). 

alSafadi does not explicitly disclose: 

a first processor coupled to memory storing the computer program which, when 

executed by the processor (i) performs physical device recognition on the client device to 

determine machine parameters, and (ii) generates a unique device identifier for the client 

device, the unique device identifier based at least in part on the determined machine 

parameters. 

However, Kidder discloses: 

a first processor coupled to memory storing a computer program which, when 

executed by the processor (i) performs physical device recognition on a client device to 

determine machine parameters (col. 61 lines 9-13, "Also within modular system services is a 

Master Control Driver (MCD) that learns the physical characteristics of the particular computer 

system on which it is running, in this instance, computer system 10."), and (ii) generates a 

unique device identifier for the client device, the unique device identifier based at least in 

part on the determined machine parameters (col. 152 lines 32-42, " ... the Master MCD 

(Master Control Driver) 38 takes a physical inventory of the network device (e.g., computer 

system 10, FIG. 1, network device 540, FIGS. 35, 59) and assigns a unique physical 

identification number (PID) to each physical component within the system, including the 

network device itself ... "). 
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Therefore, it would have been obvious to one of ordinary skill in the art at the time the 

invention was made to incorporate the teaching of Kidder into the teaching of alSafadi to include 

a first processor coupled to memory storing the computer program which, when executed by the 

processor (i) performs physical device recognition on the client device to determine machine 

parameters, and (ii) generates a unique device identifier for the client device, the unique device 

identifier based at least in part on the determined machine parameters. The modification would 

be obvious because one of ordinary skill in the art would be motivated to provide a physical 

inventory of the client device so that the parts of the client device can be identified. 

alSafadi also does not explicitly disclose: 

account information for a user of the client device and features of software that 

the user of the client device is entitled to use; 

the software identifier being unique to a particular user of the software; and 

if the user associated with the device identifier is entitled to use features of the 

updated program configuration according to a license associated with the software 

identifier. 

However, Baitalmal discloses: 

account information for a user of a client device and features of software that the 

user of the client device is entitled to use (paragraph [0387], "An account is a data structure 

associated with a user ... where the account data structure includes information regarding which 

software applications are licensed to the user."; paragraph [0389], "A user account allows a user 

(person licensed to use software applications provided by the marketplace) to authenticate to 

system services. The user account also provides a user with the opportunity to be authorized to 
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access deployed software applications. Users may need to identify themselves for the purposes of 

accounting, security, logging and resource management. In some embodiments, a user identifies 

him or herself using an account identifier and a usemame, and in some embodiments the user 

also has a password."); 

a software identifier being unique to a particular user of the software (paragraph 

[0582], " ... the apply_user table 6806-1 can include foreign keys referring to a data record in the 

users table 6804-1 associated with a given user (e.g., user_id) and a data record in the 

applications table associated with a given application (e.g., app_id)."); and 

if the user associated with a device identifier is entitled to use features of an 

updated program configuration according to a license associated with the software 

identifier (paragraph [0258], "User client device ID/type 416 can store information about the 

type or IDs of computer devices that the user has used to access applications on the application 

server."; paragraph [0261], "User enabled features 424 includes a list of features on the 

application server that have been enabled for the user. In some embodiments, user enabled 

features 424 are determined by the license (e.g., subscription, free, purchased, etc.) granted to the 

user."). 

Therefore, it would have been obvious to one of ordinary skill in the art at the time the 

invention was made to incorporate the teaching of Baitalmal into the teaching of alSafadi to 

include account information for a user of the client device and features of software that the user 

of the client device is entitled to use; the software identifier being unique to a particular user of 

the software; and if the user associated with the device identifier is entitled to use features of the 

updated program configuration according to a license associated with the software identifier. The 
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modification would be obvious because one of ordinary skill in the art would be motivated to 

prevent licensees of the software application from misusing the software application outside the 

terms of the license (Baitalmal, paragraph [0009]). 

As per Claim 2, the rejection of Claim 1 is incorporated; and alSafadi does not explicitly 

disclose: 

wherein the unique device identifier comprises a hash code. 

However, Kidder discloses: 

wherein a unique identifier comprises a hash code (col. 88 lines 62-64, "To avoid 

versioning errors, instead of assigning a version number, a signature is "machine generated" 

based on the content of the software component."; col. 89 lines 15-17, "The Sha-1 utility is a 

secure hash algorithm that uses the contents of a software component to generate a signature that 

is 20 bytes in length."). 

Therefore, it would have been obvious to one of ordinary skill in the art at the time the 

invention was made to incorporate the teaching of Kidder into the teaching of alSafadi to include 

wherein the unique device identifier comprises a hash code. The modification would be obvious 

because one of ordinary skill in the art would be motivated to eliminate errors often caused when 

humans generate version numbers (Kidder, col. 89 lines 21-23). 

As per Claim 3, the rejection of Claim 1 is incorporated; and alSafadi does not explicitly 

disclose: 
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irreversible transformation such that the machine parameters cannot be derived from the 

unique device identifier. 

However, Kidder discloses: 

wherein a computer program when executed implements at least one irreversible 

transformation such that machine parameters cannot be derived from a unique device 

identifier (col. 89 lines 5-7, "In one embodiment, the signatures are generated using the "Sha-1" 

cryptography utility (often called the "shalsum")."). 

Therefore, it would have been obvious to one of ordinary skill in the art at the time the 

invention was made to incorporate the teaching of Kidder into the teaching of alSafadi to include 

wherein the computer program when executed implements at least one irreversible 

transformation such that the machine parameters cannot be derived from the unique device 

identifier. The modification would be obvious because one of ordinary skill in the art would be 

motivated to eliminate errors often caused when humans generate version numbers (Kidder, col. 

89 lines 21-23). 

As per Claim 4, the rejection of Claim 3 is incorporated; and alSafadi does not explicitly 

disclose: 

wherein the at least one irreversible transformation comprises a cryptographic 

hash function. 

However, Kidder discloses: 
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wherein at least one irreversible transformation comprises a cryptographic hash 

function (col. 89 lines 5-7, "In one embodiment, the signatures are generated using the "Sha-1" 

cryptography utility (often called the "shalsum")."). 

Therefore, it would have been obvious to one of ordinary skill in the art at the time the 

invention was made to incorporate the teaching of Kidder into the teaching of alSafadi to include 

wherein the at least one irreversible transformation comprises a cryptographic hash function. The 

modification would be obvious because one of ordinary skill in the art would be motivated to 

eliminate errors often caused when humans generate version numbers (Kidder, col. 89 lines 21-

23). 

As per Claim 5, the rejection of Claim 1 is incorporated; and alSafadi does not explicitly 

disclose: 

wherein the unique device identifier further comprises one or more geo-location 

codes. 

However, Kidder discloses: 

wherein a unique identifier further comprises one or more geo-location codes 

(col. 20 lines 1-4, "To configure a network device, the administrator begins by selecting (step 

874, FIG. 3g) a particular network device to configure, for example, the network device 

corresponding to IP address 192.168.9.202 (FIG. 4f)."). 

Therefore, it would have been obvious to one of ordinary skill in the art at the time the 

invention was made to incorporate the teaching of Kidder into the teaching of alSafadi to include 

wherein the unique device identifier further comprises one or more geo-location codes. The 
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modification would be obvious because one of ordinary skill in the art would be motivated to 

access the client device using the Internet. 

As per Claim 6, the rejection of Claim 5 is incorporated; and alSafadi does not explicitly 

disclose: 

wherein at least one of the geo-location codes comprises an Internet Protocol 

address of the client device. 

However, Kidder discloses: 

wherein at least one of geo-location codes comprises an Internet Protocol 

address of a client device (col. 20 lines 1-4, "To configure a network device, the administrator 

begins by selecting (step 874, FIG. 3g) a particular network device to configure, for example, the 

network device corresponding to IP address 192.168.9.202 (FIG. 4f)."). 

Therefore, it would have been obvious to one of ordinary skill in the art at the time the 

invention was made to incorporate the teaching of Kidder into the teaching of alSafadi to include 

wherein at least one of the geo-location codes comprises an Internet Protocol address of the 

client device. The modification would be obvious because one of ordinary skill in the art would 

be motivated to access the client device using the Internet. 

As per Claim 7, the rejection of Claim 1 is incorporated; and alSafadi does not explicitly 

disclose: 

wherein the machine parameters comprise information regarding at least one of: 

a machine model number, a machine serial number, a machine ROM version, a machine 
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bus speed, machine manufacturer name, machine ROM release date, machine ROM size, 

machine UUID, and machine service tag. 

However, Kidder discloses: 

wherein machine parameters comprise information regarding at least one of: a 

machine model number, a machine serial number, a machine ROM version, a machine bus 

speed, machine manufacturer name, machine ROM release date, machine ROM size, 

machine UUID, and machine service tag (col. 61lines29-31, "Master MCD 38 begins by 

taking a physical inventory of computer system 10 (over the 12C bus) and assigning a unique 

physical identification number (PID) to each item."). [Examiner's Remarks: Note that one of 

ordinary skill in the art would readily comprehend that the physical inventory of the computer 

system includes information (e.g., model number) pertaining to the computer system.] 

Therefore, it would have been obvious to one of ordinary skill in the art at the time the 

invention was made to incorporate the teaching of Kidder into the teaching of alSafadi to include 

wherein the machine parameters comprise information regarding at least one of: a machine 

model number, a machine serial number, a machine ROM version, a machine bus speed, 

machine manufacturer name, machine ROM release date, machine ROM size, machine UUID, 

and machine service tag. The modification would be obvious because one of ordinary skill in the 

art would be motivated to provide a physical inventory of the client device so that the parts of the 

client device can be identified. 

As per Claim 8, the rejection of Claim 1 is incorporated; and alSafadi does not explicitly 

disclose: 
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wherein the machine parameters comprise information regarding at least one of: 

CPU ID, CPU model, CPU details, CPU actual speed, CPU family, CPU manufacturer 

name, CPU voltage, and CPU external clock. 

However, Kidder discloses: 

wherein machine parameters comprise information regarding at least one of: 

CPU ID, CPU model, CPU details, CPU actual speed, CPU family, CPU manufacturer 

name, CPU voltage, and CPU external clock (col. 61lines29-31, "Master MCD 38 begins by 

taking a physical inventory of computer system 10 (over the 12C bus) and assigning a unique 

physical identification number (PID) to each item."). [Examiner's Remarks: Note that one of 

ordinary skill in the art would readily comprehend that the physical inventory of the computer 

system includes information (e.g., model) pertaining to the CPU.] 

Therefore, it would have been obvious to one of ordinary skill in the art at the time the 

invention was made to incorporate the teaching of Kidder into the teaching of alSafadi to include 

wherein the machine parameters comprise information regarding at least one of: CPU ID, CPU 

model, CPU details, CPU actual speed, CPU family, CPU manufacturer name, CPU voltage, and 

CPU external clock. The modification would be obvious because one of ordinary skill in the art 

would be motivated to provide a physical inventory of the client device so that the parts of the 

client device can be identified. 

As per Claim 9, the rejection of Claim 1 is incorporated; and alSafadi does not explicitly 

disclose: 

APPLE EXHIBIT 1002, Page 942 of 1044



Application/Control Number: 12/818,906 

Art Unit: 2191 

Page 15 

wherein the machine parameters comprise information regarding at least one of: 

optical model, optical serial number, keyboard model, mouse model, printer model, and 

scanner model. 

However, Kidder discloses: 

wherein machine parameters comprise information regarding at least one of: 

optical model, optical serial number, keyboard model, mouse model, printer model, and 

scanner model (col. 61lines29-31, "Master MCD 38 begins by taking a physical inventory of 

computer system 10 (over the 12C bus) and assigning a unique physical identification number 

(PID) to each item."). [Examiner's Remarks: Note that one of ordinary skill in the art would 

readily comprehend that the physical inventory of the computer system includes information 

(e.g., model) pertaining to the optical drive.] 

Therefore, it would have been obvious to one of ordinary skill in the art at the time the 

invention was made to incorporate the teaching of Kidder into the teaching of alSafadi to include 

wherein the machine parameters comprise information regarding at least one of: optical model, 

optical serial number, keyboard model, mouse model, printer model, and scanner model. The 

modification would be obvious because one of ordinary skill in the art would be motivated to 

provide a physical inventory of the client device so that the parts of the client device can be 

identified. 

As per Claim 10, the rejection of Claim 1 is incorporated; and alSafadi does not explicitly 

disclose: 

APPLE EXHIBIT 1002, Page 943 of 1044



Application/Control Number: 12/818,906 

Art Unit: 2191 

Page 16 

wherein the machine parameters comprise information regarding at least one of: 

baseboard manufacturer, baseboard product name, baseboard version, baseboard serial 

number, and baseboard asset tag. 

However, Kidder discloses: 

wherein machine parameters comprise information regarding at least one of: 

baseboard manufacturer, baseboard product name, baseboard version, baseboard serial 

number, and baseboard asset tag (col. 61lines29-31, "Master MCD 38 begins by taking a 

physical inventory of computer system 10 (over the 12C bus) and assigning a unique physical 

identification number (PID) to each item."). [Examiner's Remarks: Note that one of ordinary 

skill in the art would readily comprehend that the physical inventory of the computer system 

includes information (e.g., manufacturer) pertaining to the baseboard/motherboard.] 

Therefore, it would have been obvious to one of ordinary skill in the art at the time the 

invention was made to incorporate the teaching of Kidder into the teaching of alSafadi to include 

wherein the machine parameters comprise information regarding at least one of: baseboard 

manufacturer, baseboard product name, baseboard version, baseboard serial number, and 

baseboard asset tag. The modification would be obvious because one of ordinary skill in the art 

would be motivated to provide a physical inventory of the client device so that the parts of the 

client device can be identified. 

As per Claim 11, the rejection of Claim 1 is incorporated; and alSafadi does not explicitly 

disclose: 
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wherein the machine parameters comprise information regarding at least one of: 

chassis manufacturer, chassis type, chassis version, and chassis serial number. 

However, Kidder discloses: 

wherein machine parameters comprise information regarding at least one of: 

chassis manufacturer, chassis type, chassis version, and chassis serial number (col. 61 lines 

29-31, "Master MCD 38 begins by taking a physical inventory of computer system 10 (over the 

12C bus) and assigning a unique physical identification number (PID) to each item."). 

[Examiner's Remarks: Note that one of ordinary skill in the art would readily comprehend that 

the physical inventory of the computer system includes information (e.g., manufacturer) 

pertaining to the chassis.] 

Therefore, it would have been obvious to one of ordinary skill in the art at the time the 

invention was made to incorporate the teaching of Kidder into the teaching of alSafadi to include 

wherein the machine parameters comprise information regarding at least one of: chassis 

manufacturer, chassis type, chassis version, and chassis serial number. The modification would 

be obvious because one of ordinary skill in the art would be motivated to provide a physical 

inventory of the client device so that the parts of the client device can be identified. 

As per Claim 12, the rejection of Claim 1 is incorporated; and alSafadi does not explicitly 

disclose: 

wherein the machine parameters comprise information regarding at least one of: 

IDE controller, SATA controller, RAID controller, and SCSI controller. 

However, Kidder discloses: 
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wherein machine parameters comprise information regarding at least one of: 

IDE controller, SATA controller, RAID controller, and SCSI controller (col. 61lines29-31, 

"Master MCD 38 begins by taking a physical inventory of computer system 10 (over the I2C bus) 

and assigning a unique physical identification number (PID) to each item."). [Examiner's 

Remarks: Note that one of ordinary skill in the art would readily comprehend that the physical 

inventory of the computer system includes information pertaining to the IDE controller.] 

Therefore, it would have been obvious to one of ordinary skill in the art at the time the 

invention was made to incorporate the teaching of Kidder into the teaching of alSafadi to include 

wherein the machine parameters comprise information regarding at least one of: IDE controller, 

SATA controller, RAID controller, and SCSI controller. The modification would be obvious 

because one of ordinary skill in the art would be motivated to provide a physical inventory of the 

client device so that the parts of the client device can be identified. 

As per Claim 13, the rejection of Claim 1 is incorporated; and alSafadi does not explicitly 

disclose: 

wherein the machine parameters comprise information regarding at least one of: 

port connector designator, port connector type, port connector port type, and system slot 

type. 

However, Kidder discloses: 

wherein machine parameters comprise information regarding at least one of: 

port connector designator, port connector type, port connector port type, and system slot 

type (col. 61lines29-31, "Master MCD 38 begins by taking a physical inventory of computer 
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system 10 (over the 12C bus) and assigning a unique physical identification number (PID) to each 

item."). [Examiner's Remarks: Note that one of ordinary skill in the art would readily 

comprehend that the physical inventory of the computer system includes information pertaining 

to the port connector.] 

Therefore, it would have been obvious to one of ordinary skill in the art at the time the 

invention was made to incorporate the teaching of Kidder into the teaching of alSafadi to include 

wherein the machine parameters comprise information regarding at least one of: port connector 

designator, port connector type, port connector port type, and system slot type. The modification 

would be obvious because one of ordinary skill in the art would be motivated to provide a 

physical inventory of the client device so that the parts of the client device can be identified. 

As per Claim 14, the rejection of Claim 1 is incorporated; and alSafadi does not explicitly 

disclose: 

wherein the machine parameters comprise information regarding at least one of: 

cache level, cache size, cache max size, cache SRAM type, and cache error correction type. 

However, Kidder discloses: 

wherein machine parameters comprise information regarding at least one of: 

cache level, cache size, cache max size, cache SRAM type, and cache error correction type 

(col. 61lines29-31, "Master MCD 38 begins by taking a physical inventory of computer system 

10 (over the 12C bus) and assigning a unique physical identification number (PID) to each 

item."). [Examiner's Remarks: Note that one of ordinary skill in the art would readily 
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comprehend that the physical inventory of the computer system includes information (e.g., size) 

pertaining to the cache.] 

Therefore, it would have been obvious to one of ordinary skill in the art at the time the 

invention was made to incorporate the teaching of Kidder into the teaching of alSafadi to include 

wherein the machine parameters comprise information regarding at least one of: cache level, 

cache size, cache max size, cache SRAM type, and cache error correction type. The modification 

would be obvious because one of ordinary skill in the art would be motivated to provide a 

physical inventory of the client device so that the parts of the client device can be identified. 

As per Claim 15, the rejection of Claim 1 is incorporated; and alSafadi does not explicitly 

disclose: 

wherein the machine parameters comprise information regarding at least one of: 

fan, PCMCIA, modem, portable battery, tape drive, USB controller, and USB hub. 

However, Kidder discloses: 

wherein machine parameters comprise information regarding at least one of: 

fan, PCMCIA, modem, portable battery, tape drive, USB controller, and USB hub (col. 61 

lines 29-31, "Master MCD 38 begins by taking a physical inventory of computer system 10 (over 

the 12C bus) and assigning a unique physical identification number (PID) to each item."). 

[Examiner's Remarks: Note that one of ordinary skill in the art would readily comprehend that 

the physical inventory of the computer system includes information pertaining to the USB drive.] 

Therefore, it would have been obvious to one of ordinary skill in the art at the time the 

invention was made to incorporate the teaching of Kidder into the teaching of alSafadi to include 
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wherein the machine parameters comprise information regarding at least one of: fan, PCMCIA, 

modem, portable battery, tape drive, USB controller, and USB hub. The modification would be 

obvious because one of ordinary skill in the art would be motivated to provide a physical 

inventory of the client device so that the parts of the client device can be identified. 

As per Claim 16, the rejection of Claim 1 is incorporated; and alSafadi does not explicitly 

disclose: 

wherein the machine parameters comprise information regarding at least one of: 

device model, device model IMEi, device model IMSI, and device model LCD. 

However, Kidder discloses: 

wherein machine parameters comprise information regarding at least one of: 

device model, device model IMEi, device model IMSI, and device model LCD (col. 61 lines 

29-31, "Master MCD 38 begins by taking a physical inventory of computer system 10 (over the 

12C bus) and assigning a unique physical identification number (PID) to each item."). 

[Examiner's Remarks: Note that one of ordinary skill in the art would readily comprehend that 

the physical inventory of the computer system includes information pertaining to the device 

model.] 

Therefore, it would have been obvious to one of ordinary skill in the art at the time the 

invention was made to incorporate the teaching of Kidder into the teaching of alSafadi to include 

wherein the machine parameters comprise information regarding at least one of: device model, 

device model IMEi, device model IMSI, and device model LCD. The modification would be 
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As per Claim 17, the rejection of Claim 1 is incorporated; and alSafadi does not explicit! y 

disclose: 

wherein the machine parameters comprise information regarding at least one of: 

wireless 802.11, webcam, game controller, silicone serial, and PCI controller. 

However, Kidder discloses: 

wherein machine parameters comprise information regarding at least one of: 

wireless 802.11, webcam, game controller, silicone serial, and PCI controller (col. 61 lines 

29-31, "Master MCD 38 begins by taking a physical inventory of computer system 10 (over the 

12C bus) and assigning a unique physical identification number (PID) to each item."). 

[Examiner's Remarks: Note that one of ordinary skill in the art would readily comprehend that 

the physical inventory of the computer system includes information pertaining to the PC! 

controller.] 

Therefore, it would have been obvious to one of ordinary skill in the art at the time the 

invention was made to incorporate the teaching of Kidder into the teaching of alSafadi to include 

wherein the machine parameters comprise information regarding at least one of: wireless 802.11, 

webcam, game controller, silicone serial, and PCI controller. The modification would be obvious 

because one of ordinary skill in the art would be motivated to provide a physical inventory of the 

client device so that the parts of the client device can be identified. 
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A client device configured to execute a computer program to perform a remote 

update of a program configuration on the client device (col. 5 lines 63-66, "The functional 

operations associated with the ... electronic device 12, as described in detail in conjunction with 

FIGS. 1 and 2, may be implemented in whole or in part in one or more software programs ... "), 

the client device comprising: 

a processor (Figure 3: 220); 

memory (Figure 3: 222) coupled to the processor and storing the computer 

program which, when executed by the processor (iii) collects a unique software identifier 

for software on the client device, the software identifier being unique to a particular copy 

of the software (col. 3 lines 20-24, "The device 12 includes [collects] a number of software 

components 14A, 14B and 14C, corresponding to version 1.1 [unique software identifier] of a 

software component A, version 2.3 of a software component B, and version 2.0 of a software 

component C, respectively."); and 

a transceiver configured to (i) send the unique device and software identifiers to 

an update server via the Internet (col. 4 lines 39-4 7, " ... the reconfiguration manager 10 

obtains information regarding the hardware and software configuration [unique device and 

software identifiers] of device X, i.e., electronic device 12 of FIG. 1. This information is 

generally included as part of the request 20 sent by the device 12 to the reconfiguration manager 

10. In other embodiments, this information may be obtained in another suitable manner, e.g., 

from a local database based on a serial number or other identifier of the electronic device 

(emphasis added)."; col. 6 lines 1-3, "The network 214 may represent a global computer 

APPLE EXHIBIT 1002, Page 951 of 1044



Application/Control Number: 12/818,906 

Art Unit: 2191 

Page 24 

communications network such as the Internet ... "), and (ii) receive from the update server an 

updated program configuration (col. 5 lines 8-12, "If step 112 indicates that the set is not 

empty, a particular set of upgrade configuration is selected in step 116, and the upgrade is 

approved in step 118 as compatible with the current configuration of device X."; col. 5 lines 16-

18, "The reconfiguration manager or other server associated therewith then downloads the 

upgrade to device X [receive] in step 120."). 

alSafadi does not explicitly disclose: 

memory coupled to the processor and storing the computer program which, 

when executed by the processor (i) performs physical device recognition on the client 

device to determine machine parameters, and (ii) generates a unique device identifier for 

the client device, the unique device identifier based at least in part on the determined 

machine parameters. 

However, Kidder discloses: 

memory coupled to a processor and storing a computer program which, when 

executed by the processor (i) performs physical device recognition on a client device to 

determine machine parameters (col. 61 lines 9-13, "Also within modular system services is a 

Master Control Driver (MCD) that learns the physical characteristics of the particular computer 

system on which it is running, in this instance, computer system 10."), and (ii) generates a 

unique device identifier for the client device, the unique device identifier based at least in 

part on the determined machine parameters (col. 152 lines 32-42, " ... the Master MCD 

(Master Control Driver) 38 takes a physical inventory of the network device (e.g., computer 

system 10, FIG. 1, network device 540, FIGS. 35, 59) and assigns a unique physical 
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Therefore, it would have been obvious to one of ordinary skill in the art at the time the 

invention was made to incorporate the teaching of Kidder into the teaching of alSafadi to include 

memory coupled to the processor and storing the computer program which, when executed by 

the processor (i) performs physical device recognition on the client device to determine machine 

parameters, and (ii) generates a unique device identifier for the client device, the unique device 

identifier based at least in part on the determined machine parameters. The modification would 

be obvious because one of ordinary skill in the art would be motivated to provide a physical 

inventory of the client device so that the parts of the client device can be identified. 

alSafadi also does not explicitly disclose: 

account information for a user of the client device and f ea tu res of software that 

the user of the client device is entitled to use; 

the software identifier being unique to a particular user of the software; and 

if the user associated with the device identifier is entitled to use features of the 

updated program configuration according to a license associated with the software 

identifier. 

However, Baitalmal discloses: 

account information for a user of a client device and features of software that the 

user of the client device is entitled to use (paragraph [0387], "An account is a data structure 

associated with a user ... where the account data structure includes information regarding which 

software applications are licensed to the user."; paragraph [0389], "A user account allows a user 
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(person licensed to use software applications provided by the marketplace) to authenticate to 

system services. The user account also provides a user with the opportunity to be authorized to 

access deployed software applications. Users may need to identify themselves for the purposes of 

accounting, security, logging and resource management. In some embodiments, a user identifies 

him or herself using an account identifier and a usemame, and in some embodiments the user 

also has a password."); 

a software identifier being unique to a particular user of the software (paragraph 

[0582], " ... the apply_user table 6806-1 can include foreign keys referring to a data record in the 

users table 6804-1 associated with a given user (e.g., user_id) and a data record in the 

applications table associated with a given application (e.g., app_id)."); and 

if the user associated with a device identifier is entitled to use features of an 

updated program configuration according to a license associated with the software 

identifier (paragraph [0258], "User client device ID/type 416 can store information about the 

type or IDs of computer devices that the user has used to access applications on the application 

server."; paragraph [0261], "User enabled features 424 includes a list of features on the 

application server that have been enabled for the user. In some embodiments, user enabled 

features 424 are determined by the license (e.g., subscription, free, purchased, etc.) granted to the 

user."). 

Therefore, it would have been obvious to one of ordinary skill in the art at the time the 

invention was made to incorporate the teaching of Baitalmal into the teaching of alSafadi to 

include account information for a user of the client device and features of software that the user 

of the client device is entitled to use; the software identifier being unique to a particular user of 
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the software; and if the user associated with the device identifier is entitled to use features of the 

updated program configuration according to a license associated with the software identifier. The 

modification would be obvious because one of ordinary skill in the art would be motivated to 

prevent licensees of the software application from misusing the software application outside the 

terms of the license (Baitalmal, paragraph [0009]). 

12. Claim 22 is rejected under 35 U.S.C. 103(a) as being unpatentable over alSafadi in view 

of Baitalmal. 

As per Claim 22, alSafadi discloses: 

An update server configured to execute a computer program to receive a unique 

device identifier and a unique software identifier from a client device (col. 4 lines 39-4 7, " ... 

the reconfiguration manager 10 obtains information regarding the hardware and software 

configuration of device X, i.e., electronic device 12 of FIG. 1 ... In other embodiments, this 

information may be obtained in another suitable manner, e.g., from a local database based on a 

serial number or other identifier of the electronic device."), the update server comprising: 

a processor (Figure 3: 230); 

memory (Figure 3: 232) coupled to the processor and storing the computer 

program which, when executed by the processor, analyzes the unique device and software 

identifiers at the update server, and determines based on the analyzed unique device and 

software identifiers an updated program configuration (col. 5 lines 8-12, "If step 112 

indicates [analyzes] that the set is not empty, a particular set of upgrade configuration is selected 
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[determined] in step 116, and the upgrade is approved in step 118 as compatible with the current 

configuration of device X."); and 

a transceiver configured to deliver, via the Internet, data representing the 

updated program configuration to the client device for storage therein (col. 5 lines 16-18, 

"The reconfiguration manager or other server associated therewith then downloads [delivers] the 

upgrade to device X in step 120."). 

alSafadi does not explicitly disclose: 

if a user associated with the device identifier is entitled to use features of the 

updated program configuration according to a license associated with the software 

identifier. 

However, Baitalmal discloses: 

if a user associated with a device identifier is entitled to use features of an 

updated program configuration according to a license associated with a software identifier 

(paragraph [0258], "User client device ID/type 416 can store information about the type or IDs 

of computer devices that the user has used to access applications on the application server."; 

paragraph [0261], "User enabled features 424 includes a list of features on the application server 

that have been enabled for the user. In some embodiments, user enabled features 424 are 

determined by the license (e.g., subscription, free, purchased, etc.) granted to the user."). 

Therefore, it would have been obvious to one of ordinary skill in the art at the time the 

invention was made to incorporate the teaching of Baitalmal into the teaching of alSafadi to 

include if a user associated with the device identifier is entitled to use features of the updated 

program configuration according to a license associated with the software identifier. The 
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modification would be obvious because one of ordinary skill in the art would be motivated to 

prevent licensees of the software application from misusing the software application outside the 

terms of the license (Baitalmal, paragraph [0009]). 

Response to Arguments 

13. Applicant's arguments with respect to Claim 1 have been considered but are moot in 

view of the new ground(s) of rejection. 

In the Remarks, Applicant argues: 

a) In response to an upgrade request, when Kidder surveys a client device, MCD 38 assigns 

a physical identification number (PID) to each internal component of the client device that is 

being surveyed, so that each individual component can be identified. Using the PIDs, Kidder 

takes an "inventory" of the client device so that MCD 38 can determine its configuration and 

thereby determine which cards need an upgraded driver. Kidder at 61:9-41; 62:14-19. There is no 

teaching to generate, from surveyed machine parameters, a composite device identifier that 

uniquely identifies the client device. Applicant submits that claim 1 should be allowed for this 

reason alone. 

Examiner's response: 

a) Examiner disagrees. With respect to the Applicant's assertion that Kidder does not teach 

generating, from surveyed machine parameters, a composite device identifier that uniquely 

identifies the client device, the Examiner respectfully submits that Kidder clearly discloses 
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"generates a unique device identifier for the client device, the unique device identifier 

based at least in part on the determined machine parameters" (col. 152 lines 32-42, " ... the 

Master MCD (Master Control Driver) 38 takes a physical inventory of the network device (e.g., 

computer system 10, FIG. 1, network device 540, FIGS. 35, 59) and assigns a unique physical 

identification number (PID) to each physical component within the system, including the 

network device itself ... "). Note that the MCD takes a physical inventory of the network device 

and assigns a unique PID to each physical component of the network device and the network 

device itself. 

Therefore, for at least the reason set forth above, the rejections made under 35 U.S.C. § 

103(a) with respect to Claims 1-3, 21, and 22 are proper. 

Conclusion 

14. The prior art made of record and not relied upon is considered pertinent to Applicant's 

disclosure. 

15. Applicant's amendment necessitated the new ground(s) ofrejection presented in this 

Office action. Accordingly, THIS ACTION IS MADE FINAL. See MPEP § 706.07(a). 

Applicant is reminded of the extension of time policy as set forth in 37 CPR 1.136( a). 

A shortened statutory period for reply to this final action is set to expire THREE 

MONTHS from the mailing date of this action. In the event a first reply is filed within TWO 

MONTHS of the mailing date of this final action and the advisory action is not mailed until after 

the end of the THREE-MONTH shortened statutory period, then the shortened statutory period 
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CPR l .136(a) will be calculated from the mailing date of the advisory action. In no event, 

however, will the statutory period for reply expire later than SIX MONTHS from the date of this 

final action. 

16. Any inquiry concerning this communication or earlier communications from the 

Examiner should be directed to Qing Chen whose telephone number is 571-270-1071. The 

Examiner can normally be reached on Monday through Thursday from 7:30 AM to 4:00 PM. 

The Examiner can also be reached on alternate Fridays. 

If attempts to reach the Examiner by telephone are unsuccessful, the Examiner's 

supervisor, Wei Zhen, can be reached on 571-272-3708. The fax phone number for the 

organization where this application or proceeding is assigned is 571-273-8300. 

Any inquiry of a general nature or relating to the status of this application or proceeding 

should be directed to the TC 2100 Group receptionist whose telephone number is 571-272-2100. 

Information regarding the status of an application may be obtained from the Patent 

Application Information Retrieval (PAIR) system. Status information for published applications 

may be obtained from either Private PAIR or Public PAIR. Status information for unpublished 

applications is available through Private PAIR only. For more information about the PAIR 

system, see http://pair-direct.uspto.gov. Should you have questions on access to the Private PAIR 

system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free). 
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE 

Appl. no.: 12/818,906 Conf. no. 8831 

Applicant: Craig S. Etchegoyen et al. Art Unit: 2191 

Filed: June 18, 2010 Examiner: Qing Chen 

Title: REMOTE UPDATE OF COMPUTERS BASED ON PHYSICAL DEVICE 
RECOGNITION 

AMENDMENT AFTER FINAL ACTION 

Mail Stop Amendment 
Commissioner for Patents 
P.O. Box 1450 
Alexandria, VA 22313-1450 

Dear Sir, 

UNDER 37 CFR § 1.116(b)(2) 

In response to the Final Office Action mailed December 30, 2011, applicant submits this 

amendment concurrently with an Appeal Brief to present rejected claims in better form for 

consideration on appeal, wherein: 

Amendments to the Claims are shown in the listing of claims beginning on page 2. 

Remarks begin on page 8. 
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IN THE CLAIMS: 

1. (currently amended) A system for remotely updating a program configuration, 

comprising a client device and an update server wherein: 

(a) the client device is configured to execute a computer program to perform a remote 

update of a program configuration on the client device, the client device comprising: 

a first processor coupled to memory storing the computer program which, when 

executed by the processor (i) performs physical device recognition on the client device to 

determine machine parameters including account information for a user of the client device and 

features of ths software that the user of the client device is entitled to use, (ii) generates a unique 

device identifier for the client device, the unique device identifier based at least in part on the 

determined machine parameters, and (iii) collects a unique software identifier for the software on 

the client device, the unique software identifier being unique to a particular copy of the software 

and to ths ~ particular user of the software; and 

a first transceiver configured to send the unique device identifier and the unique 

software identifier[[s]] to an update server via the Internet; and 

(b) the update server is configured to receive the unique device identifier and the unique 

software identifier[[s]] from the client device, the update server comprising: 

a second processor coupled to memory and configured to analyze the unique 

device identifier and the unique software identifier[[s]] at the update server, and to determine 

based on the analyzed unique device identifier and the analyzed unique software identifier[[s]] 

an updated program configuration if the user associated with the device identifier is entitled to 

use features of the updated program configuration according to a license associated with the 

software identifier; and 
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a second transceiver configured to deliver, via the Internet, data representing the 

updated program configuration to the client device for storage therein. 

2. (original) The system of claim 1 wherein the unique device identifier comprises a hash 

code. 

3. (original) The system of claim 1 wherein the computer program when executed 

implements at least one irreversible transformation such that the machine parameters cannot be 

derived from the unique device identifier. 

4. (original) The system of claim 3 wherein the at least one irreversible transformation 

comprises a cryptographic hash function. 

5. (previously presented) The system of claim 1 wherein the unique device identifier 

further comprises one or more geo-location codes. 

6. (currently amended) The system of claim 5 wherein at least one of the one or more geo-

location codes comprises an Internet Protocol address of the client device. 

7. (original) The system of claim 1 wherein the machine parameters comprise information 

regarding at least one of: a machine model number, a machine serial number, a machine ROM 

version, a machine bus speed, machine manufacturer name, machine ROM release date, machine 

ROM size, machine UUID, and machine service tag. 
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8. (original) The system of claim 1 wherein the machine parameters comprise information 

regarding at least one of: CPU ID, CPU model, CPU details, CPU actual speed, CPU family, 

CPU manufacturer name, CPU voltage, and CPU external clock. 

9. (original) The system of claim 1 wherein the machine parameters comprise information 

regarding at least one of: optical model, optical serial number, keyboard model, mouse model, 

printer model, and scanner model. 

10. (original) The system of claim 1 wherein the machine parameters comprise information 

regarding at least one of: baseboard manufacturer, baseboard product name, baseboard version, 

baseboard serial number, and baseboard asset tag. 

11. (original) The system of claim 1 wherein the machine parameters comprise information 

regarding at least one of: chassis manufacturer, chassis type, chassis version, and chassis serial 

number. 

12. (original) The system of claim 1 wherein the machine parameters comprise information 

regarding at least one of: IDE controller, SATA controller, RAID controller, and SCSI 

controller.13. 

13. (original) The system of claim 1 wherein the machine parameters comprise information 

regarding at least one of: port connector designator, port connector type, port connector port 

type, and system slot type. 
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14. (original) The system of claim 1 wherein the machine parameters comprise information 

regarding at least one of: cache level, cache size, cache max size, cache SRAM type, and cache 

error correction type. 

15. (original) The system of claim 1 wherein the machine parameters comprise information 

regarding at least one of: fan, PCMCIA, modem, portable battery, tape drive, USB controller, 

and USB hub. 

16. (original) The system of claim 1 wherein the machine parameters comprise information 

regarding at least one of: device model, device model IMEi, device model IMSI, and device 

model LCD. 

17. (original) The system of claim 1 wherein the machine parameters comprise information 

regarding at least one of: wireless 802.11, webcam, game controller, silicone serial, and PCI 

controller. 

18-20. (canceled) 

21. (currently amended) A client device configured to execute a computer program to 

perform a remote update of a program configuration on the client device, the client device 

compnsmg: 

a processor; 
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memory coupled to the processor and storing the computer program which, when 

executed by the processor (i) performs physical device recognition on the client device to 

determine machine parameters including account information for a user of the client device and 

features of software that the user of the client device is entitled to use, (ii) generates a unique 

device identifier for the client device, the unique device identifier based at least in part on the 

determined machine parameters, and (iii) collects a unique software identifier for software on the 

client device, the unique software identifier being unique to a particular copy of the software and 

to the particular user of the software; and 

a transceiver configured to (i) send the unique device identifier and the unique software 

identifier[[s]] to an update server via the Internet, and (ii) receive from the update server an 

updated program configuration if the user associated with the unique device identifier is entitled 

to use features of the updated program configuration according to a license associated with the 

unique software identifier. 

22. (canceled) 
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REMARKS 

Claim 22 is canceled herein. Applicant amends claims 1, 6 and 21 as suggested by the 

Examiner, to overcome the claim objections and to overcome the claim rejections under 35 USC 

§ 112 set forth in the Final Office Action of December 30, 2011. Applicant requests entry of 

these amendments to present the claims in better form for consideration on appeal. 

Applicant respectfully requests entry of this amendment. 

Uniloc USA, Inc. 
2151 Michelson Drive, Suite 100 
Irvine, CA 92612 
(949) 825-5527 
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Respectfully Submitted, 

f\ 
\ ~~;. ,-,.·.·-.v·;;·}. 

Sean D. Burdick 
Reg. No. 51,513 
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UN-NP-AD-037 PATENT 

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE 

Before the Board of Patent Appeals and Interferences 

In re Application of: 

Craig S. Etchegoyen 

USSN: 12/818,906 

Filed: June 18, 2010 

For: REMOTE UPDATE OF COMPUTERS 
BASED ON PHYSICAL DEVICE 
RECOGNITION 

Examiner: Qing Chen 

Group Art Unit: 2191 

Confirmation No. 8831 

APPEAL BRIEF 

This appeal brief is filed in response to the Final Action 

mailed December 30, 2011. 
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I. REAL PARTY IN INTEREST 

The real party in interest is Uniloc Luxembourg S.A. 

II. RELATED APPEALS AND INTERFERENCES 

To appellant's best knowledge, there are no related appeals 

or interferences. 

III. STATUS OF CLAIMS 

Claims 1-1 7 and 21 are under final rejection and these 

rejections are being appealed. 

canceled. 

Claims 18-20 and 22 are 

Claims 1, 6 and 21 were objected to for informalities. 

Applicant submitted an Amendment After Final to put these claims 

in better form for consideration on appeal. 

Claims 1-1 7 and 21 stand rejected under 35 USC §112 for 

insufficient antecedent basis. Applicant corrected these 

problems in the Amendment After Final to put the claims in 

better form for consideration on appeal. 

Claims 1-1 7 and 21 stand rejected under 35 USC §103 (a) as 

obvious over U.S. Patent 6,467,088 ("alSafadi") in view of U.S. 

Patent 6,880,086 ("Kidder") and u. s. Patent Application 

Publication 2009/0037337 ("Baitalmal") 

-4- Application No. 12/818,906 

APPLE EXHIBIT 1002, Page 988 of 1044



IV. STATUS OF AMENDMENTS 

An amendment was filed on May 30, 2012 under 37 CFR § 

1.116 (b) (2) to present claims 1, 6 and 21 in better form for 

consideration on appeal. The status of the amendment is unknown 

to the applicant at the time of filing this appeal brief. 

V. SUMMARY OF CLAIMED SUBJECT MATTER 

The present invention ( "Etchegoyen") is directed to remote 

updating of software. Etchegoyen provides, in a client-server 

system, a specialized software program stored on the client 

device that generates a unique device identifier for the client 

device, which is derived from multiple machine parameters 

readable on the client device. The unique device identifier 

when transmitted to the server along with a unique software 

identifier allows the server to determine, among other things, 

whether the client device is licensed to receive an upgrade for 

application 

identifier. 

software 

In the embodiment 

identified by the unique software 

recited in claim 1, the invention 

provides a system for remotely updating a program configuration, 

comprising a client device and an update server wherein: 

(a) the client device is configured to execute a computer 

program to perform a remote update of a program configuration on 

the client device, the client device comprising: 
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a first processor coupled to memory storing the computer 

program which, when executed by the processor (i) performs 

physical device recognition on the client device to determine 

machine parameters including account information for a user of 

the client device and features of software that the user of the 

client device is entitled to use, (ii) generates a unique device 

identifier for the client device, the unique device identifier 

based at least in part on the determined machine parameters, and 

(iii) collects a unique software identifier for the software on 

the client device, the unique software identifier being unique 

to a particular copy of the software and to a particular user of 

the software; and 

a first transceiver configured to send the unique 

device identifier and the unique software identifier to an 

update server via the Internet; and 

(b) the update server is configured to receive the unique 

device identifier and the unique software identifier from the 

client device, the update server comprising: 

a second processor coupled to memory and configured to 

analyze the unique device identifier and the unique software 

identifier at the update server, and to determine based on the 

analyzed unique device identifier and the analyzed unique 

software identifier an updated program configuration if the user 

associated with the device identifier is entitled to use 
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features of the updated program configuration according to a 

license associated with the software identifier; and 

a second transceiver configured to deliver, via the 

Internet, data representing the updated program configuration to 

the client device for storage therein. 

The embodiment in claim 21 recites a client computing 

device equipped with remote updating software according to the 

invention. The client device is configured to execute a 

computer program to perform a remote update of a program 

configuration on the client device, wherein the client device 

comprises: 

a processor; 

memory coupled to the processor and storing the computer 

program which, when executed by the processor (i) performs 

physical device recognition on the client device to determine 

machine parameters including account information for a user of 

the client device and features of software that the user of the 

client device is entitled to use, (ii) generates a unique device 

identifier for the client device, the unique device identifier 

based at least in part on the determined machine parameters, and 

(iii) collects a unique software identifier for software on the 

client device, the unique software identifier being unique to a 

particular copy of the software and to the particular user of 

the software; and 
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a transceiver configured to (i) send the unique device 

identifier and the unique software identifier to an update 

server via the Internet, and (ii) receive from the update server 

an updated program configuration if the user associated with the 

unique device identifier is entitled to use features of the 

updated program configuration according to a license associated 

with the unique software identifier. 

The embodiment of claim 22 expresses the invention from the 

perspective of the server. An update server is configured to 

execute a computer program to receive a unique device identifier 

and a unique software identifier from a client device, wherein 

the update server comprises: 

a processor; 

memory coupled to the processor and storing the computer 

program which, when executed by the processor, analyzes the 

unique device identifier and the unique software identifier at 

the update server, and determines based on the analyzed unique 

device identifier and the analyzed unique software identifier an 

updated program configuration if a user associated with the 

unique device identifier is entitled to use features of the 

updated program configuration according to a license associated 

with the unique software identifier; and 
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a transceiver configured to deliver, via the Internet, data 

representing the updated program configuration to the client 

device for storage therein. 

VI. GROUNDS OF REJECTION TO BE REVIEWED ON APPEAL 

Pursuant to applicant's Notice of Appeal filed on March 

30, 2012, and pursuant to 37 CFR §41.31, applicant appeals from 

the Final Action of December 30, 2011, and requests review of 

the following grounds of rejection: 

1. Whether claims 1-1 7 and 21 are unpatentable under 35 

USC §103(a) over U.S. Patent 6,467,088 ("alSafadi") in view of 

U.S. Patent 6,880,086 ("Kidder") and U.S. Patent Application 

Publication 2009/0037337 ("Baitalmal"). 
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VI I . ARGUMENT 

A. Introduction 

The Etchegoyen invention is directed to remote updating of 

software. Etchegoyen provides, in a client-server system, a 

specialized software program stored on the client device that 

generates a unique device identifier for the client device, 

which is derived from multiple machine parameters readable on 

the client device. The unique device identifier when 

transmitted to the server along with a unique software 

identifier allows the server to determine, among other things, 

whether the client device is licensed to receive an upgrade for 

application 

identifier. 

software identified by the unique software 

AlSafadi generally teaches a reconfiguration manager (or 

upgrade server) that receives an upgrade request from a client 

device. The upgrade request contains ( i) identification of a 

desired software upgrade, and (ii) a list of hardware and 

software components presently installed on the client device. 

The reconfiguration server compares the list of components to 

known ugood" configurations that will support the requested 

upgrade. If the list of components satisfies a good 

configuration, then the upgraded version of the software is 

downloaded to the client. If the list of components does not 
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satisfy a good configuration, then the reconfiguration manager 

either denies the request, or informs the client that the 

requested upgrade is unknown, or gives the client an option to 

download all components needed to implement the desired upgrade. 

AlSafadi at 4:12 to 5:40. 

Importantly, AlSafadi unlike Etchegoyen doesn't teach 

generating from the machine parameters of the client device, a 

unique device identifier for the client device. In AlSafadi, 

the client computer's software and hardware component 

identifiers are predetermined, and are either included with the 

upgrade request, or they are obtained by cross-referencing a 

serial number of the client device to configuration data stored 

in a database. Id. at 4:40-47. There is no test in AlSafadi to 

determine whether the client is licensed to receive the upgrade. 

Kidder teaches the use of software usignatures" to promote 

hot upgrades of software components, whereby an early release of 

a software product can be upgraded to a later release. Kidder's 

method involves generating a signature for each component of a 

first release of a software product, and when an upgrade request 

is received from a client device, comparing each signature to 

the signatures in a second release of the product. During 

operation of the product, each signature that matches continues 

to run and is not upgraded, and each signature that doesn't 
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match is ignored in favor of its corresponding upgraded 

component. Kidder at 3:49-65. 

Importantly, Kidder's method does not generate a composite 

device identifier for the client device. Kidder generates 

indi victual signatures for each component in the client device 

that it surveys, to facilitate a component-by-component 

comparison. There is no test in Kidder to determine whether the 

client is licensed to receive the upgrade. 

Baitalmal teaches a software licensing and enforcement 

system managed by a marketplace server that distributes software 

from various vendors to users. Baitalmal is cited in the Final 

Office Action for teachings relative to maintaining user 

accounts, authenticating users based on usernames and passwords, 

and for associating user-enabled features with a software 

license. Importantly, Bai talmal provides no teachings related 

to providing software on a client device that generates a 

composite device identifier for use in linking the client device 

to a software license. 

Etchegoyen, on the other hand, teaches a security-related 

method for upgrading software. The Etchegoyen invention 

collects machine parameters and other identifiers from the 

client device to determine its identity and thus whether it is 

licensed to receive a software upgrade. 

Kidder and Baitalmal is concerned with 

None of AlSafadi, 

collecting machine 
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parameters for the purpose of uniquely identifying the client 

device, to determine whether a software upgrade for that 

particular client device is authorized. 

B. Legal standard for obviousness under §103 

Well-established patent law holds that an obviousness 

rejection cannot be sustained unless the cited reference (s) (a) 

provide a suggestion or motivation to combine reference 

teachings in the manner claimed; (b) provide a reasonable 

expectation of success; and ( c) teach all of the claim 

limitations, except for those limitations already within the 

knowledge or common sense of a person of ordinary skill in the 

art. In re Vaeck, 947 F.2d 488 (Fed. Cir. 1991); KSR Int'l Co. 

v. Teleflex, Inc., 550 U.S. 398 (2007) In addition, the burden 

is on the examiner to clearly articulate the reason (s) why the 

claimed invention would have been obvious. u[R]ejections on 

obviousness cannot be sustained with mere conclusory statements; 

instead, there must be some articulated reasoning with some 

rational underpinning to support the legal conclusion of 

obviousness." KSR Int'l v. Teleflex Inc. 550 U.S. 398, 418 

(2007) (quoting In re Kahn, 441 F.3d 977, 988 (Fed. Cir. 2006)). 

C. None of the cited references teach the Claim 1 step for 
generating a unique device identifier from machine parameters. 

The Final Office Action on page 6 admits that AlSafadi 

doesn't teach the first processor element as claimed, but cites 
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to Kidder as teaching the step for generating a unique device 

identifier based on the functionality of Kidder's Master Control 

Driver (MCD) 38. Kidder's MCD 38, however, doesn't generate a 

unique device identifier from machine parameters. 

In response to an upgrade request, when Kidder surveys a 

client device, MCD 38 assigns a physical identification number 

(PID) to each internal component of the client device that is 

being surveyed, so that each individual component can be 

identified. Using the PIDs, Kidder takes an "inventory" of the 

client device so that MCD 38 can determine its configuration and 

thereby determine which cards need an upgraded driver. Kidder 

at 61:9-41; 62:14-19. There is no teaching to generate, from 

surveyed machine parameters, a composite device identifier that 

uniquely identifies the client device. 

Bai talmal provides no such teachings, either, and was not 

cited for this purpose. 

Therefore none of the references teach the element of claim 

l wherein "a first processor (ii) generates a unique device 

identifier for the client device, the unique device identifier 

based at least in part on the determined machine parameters .... " 

For failure of the cited references to teach or suggest all 

elements of claim 1, the obviousness rejection should be 

reversed. 
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Based on dependency from claim 1, the obviousness 

rejections of claims 1-17 should also be reversed. 

D. The rejection of claim 2 is not supported by Kidder 

Claim 2 should be allowed over AlSafadi in view of Kidder 

and Baitalmal for reciting "wherein the unique identifier 

comprises a hash code". In rejecting claim 2, the Final Office 

Action cites to Kidder's use of the Sha-1 utility at 88: 62-64. 

But the hashed signature as taught in Kidder comprises a SHA-1 

hash for each of the software components present in the device 

requesting an upgrade. Nowhere does Kidder teach or suggest 

hashing a unique identifier that is generated from multiple 

machine parameters. 

E. The rejection of Claim 3 is not supported by Kidder 

Claim 3 should be allowed over AlSafadi in view of Kidder 

and Baitalmal for similar reasons. The Final Office Action 

interprets the Sha-1 utility as used in Kidder as anticipating 

the "irreversible transformation" feature recited in claim 3. 

But again, there is no teaching in Kidder to derive a unique 

device identifier from multiple machine parameters. Therefore, 

the irreversible transformation of Sha-1 as proposed in Kidder 

is not implemented on a "device identifier" as that term is 

defined in the present specification. 
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F. Claim 21 should be allowed for the same reason as Claim 1 

The rejection of claim 21 should be reversed for the same 

reason in favor of allowing claim 1. Claim 21 also recites the 

"processor" element wherein the processor "generates a unique 

device identifier for the client device, the unique device 

identifier based at least in part on the determined machine 

parameters". 

Applicant reasserts here the arguments presented with 

respect to claim l. AlSafadi in view of Kidder and Baitalmal 

cannot provide the basis for an obviousness rejection of claim 

21 without teaching all elements recited in the claim. 

F. Conclusion 

Applicant respectfully submits that the rejections in this 

application are improper and should be overturned. 

Dated: May 30, 2012 
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VIII. CLAIMS APPENDIX 

1 . (currently amended) A system for remotely updating a 

program configuration, comprising a client device and an update 

server wherein: 

(a) the client device is configured to execute a computer 

program to perform a remote update of a program configuration on 

the client device, the client device comprising: 

a first processor coupled to memory storing the 

computer program which, when executed by the processor (i) 

performs physical device recognition on the client device to 

determine machine parameters including account information for a 

user of the client device and features of tfie software that the 

user of the client device is entitled to use, (ii) generates a 

unique device identifier for the client device, the unique 

device identifier based at least in part on the determined 

machine parameters, and (iii) collects a unique software 

identifier for the software on the client device, the unique 

software identifier being unique to a particular copy of the 

software and to tfie a particular user of the software; and 

a first transceiver configured to send the unique 

device identifier and the unique software identifier[[s]J to an 

update server via the Internet; and 
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(b) the update server is configured to receive the unique 

device identifier and the unique software identifier[[s]J from 

the client device, the update server comprising: 

a second processor coupled to memory and configured to 

analyze the unique device identifier and the unique software 

identifier[ [s] J at the update server, and to determine based on 

the analyzed unique device identifier and the analyzed unique 

software identifier[ [s] J an updated program configuration if the 

user associated with the device identifier is entitled to use 

features of the updated program configuration according to a 

license associated with the software identifier; and 

a second transceiver configured to deliver~ via the 

Internet~ data representing the updated program configuration to 

the client device for storage therein. 

2 . (original) The system of claim l wherein the unique device 

identifier comprises a hash code. 

3 . (original) The system of claim l wherein the computer 

program when executed implements at least one irreversible 

transformation such that the machine parameters cannot be 

derived from the unique device identifier. 

4 . (original) The system of claim 3 wherein the at least one 

irreversible transformation comprises a cryptographic hash 
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function. 

5 . (previously presented) The system of claim 1 wherein the 

unique device identifier further comprises one or more geo

location codes. 

6 . (currently amended) The system of claim 5 wherein at least 

one of the one or more geo-location codes comprises an Internet 

Protocol address of the client device. 

7 . (original) The system of claim 1 wherein the machine 

parameters comprise information regarding at least one of: a 

machine model number, a machine serial number, a machine ROM 

version, a machine bus speed, machine manufacturer name, machine 

ROM release date, machine ROM size, machine UUID, and machine 

service tag. 

8 . (original) The system of claim 1 wherein the machine 

parameters comprise information regarding at least one of: CPU 

ID, CPU model, CPU details, CPU actual speed, CPU family, CPU 

manufacturer name, CPU voltage, and CPU external clock. 

9 . (original) The system of claim 1 wherein the machine 

parameters comprise information regarding at least one of: 

optical model, optical serial number, keyboard model, mouse 
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model, printer model, and scanner model. 

1 0 • (original) The system of claim 1 wherein the machine 

parameters comprise information regarding at least one of: 

baseboard manufacturer, baseboard product name, baseboard 

version, baseboard serial number, and baseboard asset tag. 

1 1 • (original) The system of claim 1 wherein the machine 

parameters comprise information regarding at least one of: 

chassis manufacturer, chassis type, chassis version, and chassis 

serial number. 

12. (original) The system of claim 1 wherein the machine 

parameters comprise information regarding at least one of: IDE 

controller, SAIA controller, RAID controller, and SCSI 

controller.13. 

13. (original) The system of claim 1 wherein the machine 

parameters comprise information regarding at least one of: port 

connector designator, port connector type, port connector port 

type, and system slot type. 

14. (original) The system of claim 1 wherein the machine 

parameters comprise information regarding at least one of: cache 

level, cache size, cache max size, cache SRAM type, and cache 
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error correction type. 

15. (original) The system of claim 1 wherein the machine 

parameters comprise information regarding at least one of: fan, 

PCMCIA, modem, portable battery, tape drive, USB controller, and 

USB hub. 

16. (original) The system of claim 1 wherein the machine 

parameters comprise information regarding at least one of: 

device model, device model IMEI, device model IMSI, and device 

model LCD. 

1 7. (original) The system of claim 1 wherein the machine 

parameters comprise information regarding at least one of: 

wireless 802.11, webcam, game controller, silicone serial, and 

PCI controller. 

18-20. (canceled) 

21. (currently amended) A client device configured to execute 

a computer program to perform a remote update of a program 

configuration on the client device, the client device 

comprising: 

a processor; 
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memory coupled to the processor and storing the computer 

program which, when executed by the processor (i) performs 

physical device recognition on the client device to determine 

machine parameters including account information for a user of 

the client device and features of software that the user of the 

client device is entitled to use, (ii) generates a unique device 

identifier for the client device, the unique device identifier 

based at least in part on the determined machine parameters, and 

(iii) collects a unique software identifier for software on the 

client device, the unique software identifier being unique to a 

particular copy of the software and to the particular user of 

the software; and 

a transceiver configured to (i) send the unique device 

identifier and the unique software identifier[[s]J to an update 

server via the Internet, and (ii) receive from the update server 

an updated program configuration if the user associated with the 

unique device identifier is entitled to use features of the 

updated program configuration according to a license associated 

with the unique software identifier. 

22. (canceled) 
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IX. EVIDENCE APPENDIX 

No new evidence is presented in this appeal brief. 

X. RELATED PROCEEDINGS APPENDIX 

To appellant's best knowledge, there are no related 

proceedings. 
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principal purpose for which the information is used by the U.S. Patent and Trademark Office is to process 
and/or examine your submission related to a patent application or patent. If you do not furnish the 
requested information, the U.S. Patent and Trademark Office may not be able to process and/or examine 
your submission, which may result in termination of proceedings or abandonment of the application or 
expiration of the patent. 

The information provided by you in this form will be subject to the following routine uses: 

1. The information on this form will be treated confidentially to the extent allowed under the Freedom 
of Information Act (5 U.S.C. 552) and the Privacy Act (5 U.S.C 552a). Records from this system of 
records may be disclosed to the Department of Justice to determine whether disclosure of these 
records is required by the Freedom of Information Act. 

2. A record from this system of records may be disclosed, as a routine use, in the course of presenting 
evidence to a court, magistrate, or administrative tribunal, including disclosures to opposing counsel 
in the course of settlement negotiations. 

3. A record in this system of records may be disclosed, as a routine use, to a Member of Congress 
submitting a request involving an individual, to whom the record pertains, when the individual has 
requested assistance from the Member with respect to the subject matter of the record. 

4. A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency 
having need for the information in order to perform a contract. Recipients of information shall be 
required to comply with the requirements of the Privacy Act of 1974, as amended, pursuant to 5 
U.S.C. 552a(m). 

5. A record related to an International Application filed under the Patent Cooperation Treaty in this 
system of records may be disclosed, as a routine use, to the International Bureau of the World 
Intellectual Property Organization, pursuant to the Patent Cooperation Treaty. 

6. A record in this system of records may be disclosed, as a routine use, to another federal agency for 
purposes of National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy 
Act (42 U.S.C. 218(c)). 

7. A record from this system of records may be disclosed, as a routine use, to the Administrator, 
General Services, or his/her designee, during an inspection of records conducted by GSA as part of 
that agency's responsibility to recommend improvements in records management practices and 
programs, under authority of 44 U.S.C. 2904 and 2906. Such disclosure shall be made in accordance 
with the GSA regulations governing inspection of records for this purpose, and any other relevant 
(i.e., GSA or Commerce) directive. Such disclosure shall not be used to make determinations about 
individuals. 

8. A record from this system of records may be disclosed, as a routine use, to the public after either 
publication of the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 
U.S.C. 151. Further, a record may be disclosed, subject to the limitations of 37 CPR 1.14, as a 
routine use, to the public if the record was filed in an application which became abandoned or in 
which the proceedings were terminated and which application is referenced by either a published 
application, an application open to public inspection or an issued patent. 

9. A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local 
law enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or 
regulation. 
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Application No. Applicant(s) 

Notice of Allowability 
12/818,906 ETCHEGOYEN, CRAIG STEPHEN 
Examiner Art Unit 

QING CHEN 2191 

-- The MAILING DA TE of this communication appears on the cover sheet with the correspondence address-
All claims being allowable, PROSECUTION ON THE MERITS IS (OR REMAINS) CLOSED in this application. If not included 
herewith (or previously mailed), a Notice of Allowance (PTOL-85) or other appropriate communication will be mailed in due course. THIS 
NOTICE OF ALLOWABILITY IS NOT A GRANT OF PATENT RIGHTS. This application is subject to withdrawal from issue at the initiative 
of the Office or upon petition by the applicant. See 37 CFR 1.313 and MPEP 1308. 

1. [8J This communication is responsive to the amendment filed on Mav 30. 2012. 

2. D An election was made by the applicant in response to a restriction requirement set forth during the interview on __ ; 
the restriction requirement and election have been incorporated into this action. 

3. [8J The allowed claim(s) is/are 1-17 and 21, renumbered as 1-18. 

4. D Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f). 

a) D All b) D Some* c) D None of the: 

1. D Certified copies of the priority documents have been received. 

2. D Certified copies of the priority documents have been received in Application No. __ . 

3. D Copies of the certified copies of the priority documents have been received in this national stage application from the 

International Bureau (PCT Rule 17.2(a)). 

* Certified copies not received: __ . 

Applicant has THREE MONTHS FROM THE "MAILING DATE" of this communication to file a reply complying with the requirements 
noted below. Failure to timely comply will result in ABANDONMENT of this application. 
THIS THREE-MONTH PERIOD IS NOT EXTENDABLE. 

5. 0 A SUBSTITUTE OATH OR DECLARATION must be submitted. Note the attached EXAMINER'S AMENDMENT or NOTICE OF 
INFORMAL PATENT APPLICATION (PT0-152) which gives reason(s) why the oath or declaration is deficient. 

6. D CORRECTED DRAWINGS (as "replacement sheets") must be submitted. 

(a) D including changes required by the Notice of Draftsperson's Patent Drawing Review ( PT0-948) attached 

1) D hereto or 2) D to Paper No./Mail Date __ . 

(b) D including changes required by the attached Examiner's Amendment I Comment or in the Office action of 
Paper No./Mail Date __ . 

Identifying indicia such as the application number {see 37 CFR 1 .84{c)) should be written on the drawings in the front {not the back) of 
each sheet. Replacement sheet{s) should be labeled as such in the header according to 37 CFR 1. 121 {d). 

7. 0 DEPOSIT OF and/or INFORMATION about the deposit of BIOLOGICAL MATERIAL must be submitted. Note the 
attached Examiner's comment regarding REQUIREMENT FOR THE DEPOSIT OF BIOLOGICAL MATERIAL. 

Attachment(s) 
1. D Notice of References Cited (PT0-892) 

2. D Notice of Draftperson's Patent Drawing Review (PT0-948) 

3. D Information Disclosure Statements (PTO/SB/08), 
Paper No./Mail Date __ 

4. D Examiner's Comment Regarding Requirement for Deposit 
of Biological Material 

U.S. Patent and Trademark Office 

5. D Notice of Informal Patent Application 

6. D Interview Summary (PT0-413), 
Paper No./Mail Date __ . 

7. [8J Examiner's Amendment/Comment 

8. [8J Examiner's Statement of Reasons for Allowance 

9. D Other __ . 

PTOL-37 (Rev. 03-11) Notice of Allowability Part of Paper No./Mail Date 20120608 

APPLE EXHIBIT 1002, Page 1017 of 1044



Application/Control Number: 12/818,906 

Art Unit: 2191 

DETAILED ACTION 

1. This Office action is in response to the amendment filed on May 30, 2012. 

2. Claims 1-17 and 21 are pending. 

3. Claims 1, 3, 6, 7, 12, and 21 have been amended. 

4. Claims 18-20 and 22 have been canceled. 

5. Claims 1-17 and 21 are allowed, renumbered as 1-18. 

6. The objections to Claims 1, 6, 21, and 22 are withdrawn in view of Applicant's 

amendments to the claims or cancellation of the claims. 

Page 2 

7. The 35 U.S.C. § 112, second paragraph, rejections of Claims 1-17 and 21 are withdrawn 

in view of Applicant's amendments to the claims. 

Examiner's Amendment 

8. An Examiner's amendment to the record appears below. Should the changes and/or 

additions be unacceptable to Applicant, an amendment may be filed as provided by 37 CPR 

1.312. To ensure consideration of such an amendment, it MUST be submitted no later than the 

payment of the issue fee. 

Authorization for this Examiner's amendment was given in a telephone interview with 

Sean D. Burdick (Reg. No. 51,513) on June 8, 2012. 

The application has been amended as follows: 

AMENDMENTS TO THE CLAIMS 
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In the "Amendments to the Claims" (received on 05/30/2012), please amend Claims 1, 3, 

7, 12, and 21 as follows: 

1. (Currently Amended) A system for remotely updating a program configuration, 

comprising a client device and an update server wherein: 

(a) the client device is configured to execute a computer program to perform a remote 

update of a program configuration on the client device, the client device comprising: 

a first processor coupled to ~memory storing the computer program which, when 

executed by the first processor_,_ (i) performs physical device recognition on the client 

device to determine machine parameters including account information for a user of the 

client device and features of software that the user of the client device is entitled to use, 

(ii) generates a unique device identifier for the client device, the unique device identifier 

is generated based at least in part on the determined machine parameters, and (iii) collects 

a unique software identifier for the software on the client device, the unique software 

identifier being unique to a particular copy of the software and to a particular user of the 

software; and 

a first transceiver configured to send the unique device identifier and the unique 

software identifier to [[an]] the update server via the Internet; and 

(b) the update server is configured to receive the unique device identifier and the unique 

software identifier from the client device, the update server comprising: 

a second processor coupled to~ memory and configured to analyze the unique 

device identifier and the unique software identifier at the update server, and to determine_,_ 
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based on the analyzed unique device identifier and the analyzed unique software 
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identifier_,_ an updated program configuration if the user associated with the unique device 

identifier is entitled to use features of the updated program configuration according to a 

license associated with the unique software identifier; and 

a second transceiver configured to deliver, via the Internet, data representing the 

updated program configuration to the client device for storage therein. 

3. (Currently Amended) The system of claim 1 wherein the computer program_,_ when 

executed_,_ implements at least one irreversible transformation such that the machine parameters 

cannot be derived from the unique device identifier. 

7. (Currently Amended) The system of claim 1 wherein the machine parameters comprise 

information regarding at least one of: [[a]] machine model number, [[a]] machine serial number, 

[[a]] machine ROM version, [[a]] machine bus speed, machine manufacturer name, machine 

ROM release date, machine ROM size, machine UUID, and machine service tag. 

12. (Currently Amended) The system of claim 1 wherein the machine parameters 

comprise information regarding at least one of: IDE controller, SATA controller, RAID 

controller, and SCSI controller.[[13.]] 
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21. (Currently Amended) A client device configured to execute a computer program to 

perform a remote update of a program configuration on the client device, the client device 

compnsmg: 

a processor; 

~memory coupled to the processor and storing the computer program which, when 

executed by the processor_,_ (i) performs physical device recognition on the client device to 

determine machine parameters including account information for a user of the client device and 

features of software that the user of the client device is entitled to use, (ii) generates a unique 

device identifier for the client device, the unique device identifier is generated based at least in 

part on the determined machine parameters, and (iii) collects a unique software identifier for the 

software on the client device, the unique software identifier being unique to a particular copy of 

the software and to [[the]]~ particular user of the software; and 

a transceiver configured to (i) send the unique device identifier and the unique software 

identifier to an update server via the Internet to determine, based on analyzing the unique device 

identifier and the unique software identifier, an updated program configuration, and (ii) receive_,_ 

from the update server_,_ [[an]] the updated program configuration if the user associated with the 

unique device identifier is entitled to use features of the updated program configuration 

according to a license associated with the unique software identifier. 

-- END OF AMENDMENT --
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Reasons for Allowance 

9. The following is an Examiner's statement ofreasons for allowance: 
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The cited prior art taken alone or in combination fail to teach, in combination with the 

other claimed limitations, "a first processor coupled to a memory storing the computer program 

which, when executed by the first processor, (ii) generates a unique device identifier for the 

client device, the unique device identifier is generated based at least in part on the determined 

machine parameters; a second processor coupled to a memory and configured to analyze the 

unique device identifier and the unique software identifier at the update server, and to determine, 

based on the analyzed unique device identifier and the analyzed unique software identifier, an 

updated program configuration if the user associated with the unique device identifier is entitled 

to use features of the updated program configuration according to a license associated with the 

unique software identifier" as recited in independent Claim 1; and further fail to teach, in 

combination with the other claimed limitations, similarly-worded limitations as recited in 

independent Claim 21. 

The closest cited prior art, the combination of US 6,467 ,088 (hereinafter "alSafadi"), US 

6,880,086 (hereinafter "Kidder"), and US 2009/0037337 (hereinafter "Baitalmal"), teaches 

techniques for upgrading or otherwise reconfiguring software and/or hardware components in 

electronic devices. However, the combination of alSafadi, Kidder, and Baitalmal fails to teach "a 

first processor coupled to a memory storing the computer program which, when executed by the 

first processor, (ii) generates a unique device identifier for the client device, the unique device 

identifier is generated based at least in part on the determined machine parameters; a second 

processor coupled to a memory and configured to analyze the unique device identifier and the 
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unique software identifier at the update server, and to determine, based on the analyzed unique 

device identifier and the analyzed unique software identifier, an updated program configuration 

if the user associated with the unique device identifier is entitled to use features of the updated 

program configuration according to a license associated with the unique software identifier" as 

recited in independent Claim l; and further fails to teach similarly-worded limitations as recited 

in independent Claim 21. 

Any comments considered necessary by Applicant must be submitted no later than the 

payment of the issue fee and, to avoid processing delays, should preferably accompany the issue 

fee. Such submissions should be clearly labeled "Comments on Statement of Reasons for 

Allowance." 

Conclusion 

10. Any inquiry concerning this communication or earlier communications from the 

Examiner should be directed to Qing Chen whose telephone number is 571-270-1071. The 

Examiner can normally be reached on Monday through Friday from 9:30 AM to 5:30 PM. 

If attempts to reach the Examiner by telephone are unsuccessful, the Examiner's 

supervisor, Wei Zhen, can be reached at 571-272-3708. The fax phone number for the 

organization where this application or proceeding is assigned is 571-273-8300. 

Any inquiry of a general nature or relating to the status of this application or proceeding 

should be directed to the TC 2100 Group receptionist whose telephone number is 571-272-2100. 

Information regarding the status of an application may be obtained from the Patent 

Application Information Retrieval (PAIR) system. Status information for published applications 
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may be obtained from either Private PAIR or Public PAIR. Status information for unpublished 

applications is available through Private PAIR only. For more information about the PAIR 

system, see http://pair-direct.uspto.gov. Should you have questions on access to the Private PAIR 

system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free). 

IQ. C./ 

Examiner, Art Unit 2191 

/WEI ZHEN/ 

Supervisory Patent Examiner, Art Unit 2191 
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Examiner Art Unit 

QING CHEN 2191 

ORIGINAL INTERNATIONAL CLASSIFICATION 

CLASS SUBCLASS CLAIMED NON-CLAIMED 

717 172 G 0 6 F 9 I 44 (2006.01.01) 

CROSS REFERENCE(S) 

CLASS SUBCLASS {ONE SUBCLASS PER BLOCK) 

717 168 171 

D Claims renumbered in the same order as presented by applicant D CPA D T.D. D R.1.47 

Final Original Final Original Final Original Final Original Final Original Final Original Final Original Final Original 

1 1 17 17 
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3 3 19 

4 4 20 

5 5 18 21 

6 6 22 
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE 

Appl. no.: 12/818,906 Conf. no. 8831 

Applicant: Craig S. Etchegoyen et al. Art Unit: 2191 

Filed: June 18, 2010 Examiner: Qing Chen 

Title: REMOTE UPDATE OF COMPUTERS BASED ON PHYSICAL DEVICE 
RECOGNITION 

AMENDMENT AFTER FINAL ACTION 

Mail Stop Amendment 
Commissioner for Patents 
P.O. Box 1450 
Alexandria, VA 22313-1450 

Dear Sir, 

UNDER 37 CFR § 1.116(b)(2) 

In response to the Final Office Action mailed December 30, 2011, applicant submits this 

amendment concurrently with an Appeal Brief to present rejected claims in better form for 

consideration on appeal, wherein: 

Amendments to the Claims are shown in the listing of claims beginning on page 2. 

Remarks begin on page 8. 

12/818,906 1 
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Application/Control No. 

Index of Claims 12818906 

Examiner 

QING CHEN 

Rejected Cancelled N 

Allowed Restricted --

D Claims renumbered in the same order as presented by applicant 

CLAIM 
Final Original 08/11 /2011 12/27/2011 06/08/2012 

1 1 ,/ ,/ = 

2 2 ,/ ,/ = 

3 3 ,/ ,/ = 

4 4 ,/ ,/ = 

5 5 ,/ ,/ = 

6 6 ,/ ,/ = 

7 7 ,/ ,/ = 

8 8 ,/ ,/ = 

9 9 ,/ ,/ = 

10 10 ,/ ,/ = 

11 11 ,/ ,/ = 

12 12 ,/ ,/ = 

13 13 ,/ ,/ = 

14 14 ,/ ,/ = 

15 15 ,/ ,/ = 

16 16 ,/ ,/ = 

17 17 ,/ ,/ = 

18 ,/ - -

19 ,/ - -

20 ,/ - -

18 21 ,/ = 

22 ,/ -

U.S. Patent and Trademark Office 

Applicant( s )/Patent Under 
Reexamination 

ETCHEGOYEN, CRAIG 
STEPHEN 

Art Unit 

2191 

Non-Elected A Appeal 

Interference 0 Objected 

D CPA D T.D. D R.1.47 

DATE 

Part of Paper No.: 20120608 
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PART B - FEE(S) TRANSMITTAL 

Complete and send this form, together with applicable fee(s), to: Mail Mail Stop ISSUE FEE 
Commissioner for Patents 
P.O. Box 1450 

or Fax 
Alexandria, Virginia 22313-1450 
(571) 273-2885 = 

lNSTRUCTIONS: This fom; should be used for transmitting the ISSUE FEE and PUBLlCATION FEE (if required). Blocks l through 5 shouJd be completed where 
appropriate. ~All further cvITespondence inclwJ~ng the Patenlt advance orders and not~ficativn of rnairne11ar1ce fees \Vill be mailed to the current corre_sponde~1c~ _addl'ess as 
indicated unless cor1ected below~ or directed otherw]se in Block j, by (a} speci(ving ,1 neVil correspondence address; and/or (b) indicating a separate hFEE ADDRESS 1

' for 
n1aintenm1ce fee notifications" 

C1JRRENT CORRESPONDENCE ADDRESS (Note: Use 81ock 1 fm :-my change of address) Note:_ A certificate of _n1aihng can onJy be used for domest]c n1aibngs of the 
Fee(sJ Transn1ittal. Th1s certiilcale cannot be used for any other acco111panying 
paper:s. Each addj~ional r;1per, __ such as an assignment or formal drawing, must 
have its own cert111cale ot rnaillng or t.l'ans1111ss1on_ 

Uniloc USA, Inc. 
Legacy Town Center 
7160 Dallas Parkway 
Suite 380 
Plano, TX 75024 

APPLICATION NO. 

12/818,906 

TlTLE OF lNVENTlON: 

HUNG DATE 

06/18/2010 

Certificate of ,'\hlling or Transmission 
I hereby certify that lhis Fee( s) T rammittal is being deposited witJ1 foe United 
States Postal Service \Vith suffic~.ent postage for first class rn3~l iri an envelope 
addressed lo the Mail Stop ISSUE FEE address above, or being facsimile 
rn:1nsrnitted to the lJSP'TO (571) 273-2885~ on tfJe date indic3ted belo;,v. 

'Depc-:itor·~ naroe) 

FL.'ZST NAJV!ED INVENTOR ATTORNEY DOCKET NO. CONFIRMATION NO. 

Craig Stephen Etchegoyen UN-NP-AD-037 8831 

APl'LN.TYf'E SMALL ENTITY lSSUE l'EE PlJBL!CATlON fEE TOTAL FEE(S) DUE DATE DUE 

non provisional YES $870 $300 $1170 09/28/2012 

EXAMINER ARTUNJT CLASS-SUBCLASS 

l. (J)ange of correspondence addfess or ind~cat~on of 1'Fee AddressH (37 
CFR l.363). 

0 C'hange of corre~Jondence adrfress (or Change of Correspondence 
Address fonn PTO/SB/122) attached. 

0 ''Fee _A._d1...lress 1
' indication (or 11 Fee Ackfress'' Indication fonn 

PTO/S.B/47; Rev 03-02 or lTiore recent) attached. Use of a Custolncr 
Number i5 i:eqt.1ired. 

2. For printing on the patent front page. 1ist 

{l) foe names of up to 3 registered patent attorneys 
or agents OH_) alterriativeJy) 

{2) the narne of a single firm (having as a :'Ilember a 
registered attorney or agent) and the names of up to 
2 registered patent attrn.ueys or agents. If no name is 
listedt no name "vill be printed. 

1 Sean D. Burdick 

2 

3 

3. ASSIGNEE NA1\1E AND RESIDENCE DATA TO BE PRINTED ON THE PATENT (prim or type) 

PLEA.SE NOTE: Unless 3n assignee is ldentified bek)vv) no assignee data wiU appear on tbe patent. lf an assig;)ee is ident~tled belo;,v) r])e docurrierit has been filed fcn
recordation as sel forth in 37 CFR 3.11. Completion of this form is NOT a substitute for filing an assignment. 

{A) NAME OF ASSIGNEE 

UNILOC LUXEMBOURG S.A. 

{B) RESIDENCE: (ClTY 3nd STATE OR COUNTRY) 

15, Rue Edward Steichen 

Luxembourg City, L-2450, Grand-Duchy of Luxembourg 

Please check the appropriate assignee category or categories (vvill not be printed on the patent): 0 Individual ~Corporation or other private group entity 0 G-overnment 

4a. The following fee{ s) are enclosed: 

!!:'..!Issue Fee 

~ Pubhc3tion Fee (No srnaH entity djscourit pennitted) 

[J Advance Order - Ii of Copies _ 

S. Change in Entity Status (fron-1 stat1:s indicated above) 

0 a. Applicant claims SMALL ENTITY slalus. See 37 CFR l.27. 

4b. Payment ofFee(s): 

0 A check in the amount oflhe fee{s) is enclosed. 

~ Pay!T1erit by credit card< Fonn PT0-2038 is attached. 

LJ The Director is hereby authorized to charge the required fee{s), or credit any overpayment) to 
Deposit Account Number 

0 b. Applic~ml is no longer claiming STvlALL ENTITY status. See 37 CFR J .27(g)\2). 

The Director of th~~. USPTO is re1..r .. ~ested lo apply the Issue Fee and Publication Fee (if any) or to re-apply any previous~y paid issue fee to the application identified above" 
NOTE: The Issue Fee and Publication Fee (if required) vvill not be accepted frorn anyone other than the applicant; a reg]stered attrn.uey or agent; or the assignee or other party in 
interest as shovvn by the records of the llnited States Patent and Trade111ark Office. 

Authorized Signature /Sean D. Burdick/ Date 06/28/2012 

Typedorprintedname Sean D. Burdick Registration No. 51513 

This colle~tion of infr)rrr1ation is required by 3 7 C~';l<~ 1.311. The information is n:XJuired to t:btain or retain a benefit by the publi~» vvhich is lo file (and by the USPTO lo process) 
an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR l.J4. Tnis collection is estimated to take 12 minutes m complete, including gathering, preparing, and 
sub1nitting the con1pleted application form to the USPTO_ Tin1e will Vi:E/ depend.in~ upon the individual case. iu1y corrHnenls on the arnount of tirne you require to complete 
"hie fo,--n snd!or cu---s•i -.-- for ··educing: tl,'- b··rden sho"ld b- -~'1t "o "1~ C"i~f ht-rma'ior Off 0 "r l r <: Pstent ard T"ad~'nar'- ()cffj-- (f S ')e1a'·"rnent of C'Jmme"c~ "0 
t;~ 1,\50'. Alexa~~~~'."-Vi;~inia 22313-l~1so'.'60 NOT Sfu~D f;Erfa cw"co~ihETEL) FOfu\!lS :ye.) 'Ti-:iis i\DDRESS. SENh l~: C\~~',n;~·sio~~~ i~~ hnems, i;."o.'B~;'14s(i: 
Alexandria, Virginia 22313~ J 450. 

Under foe Paperwork Reduction Act of 1995, no persons are required to respond lo a collection ofinfomrntion unless it displays a valid OMB control nlh-nber. 
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Privacy Act Statement 

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with 
your submission of the attached form related to a patent application or patent. Accordingly, pursuant to 
the requirements of the Act, please be advised that: (1) the general authority for the collection of this 
information is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited is voluntary; and (3) the 
principal purpose for which the information is used by the U.S. Patent and Trademark Office is to process 
and/or examine your submission related to a patent application or patent. If you do not furnish the 
requested information, the U.S. Patent and Trademark Office may not be able to process and/or examine 
your submission, which may result in termination of proceedings or abandonment of the application or 
expiration of the patent. 

The information provided by you in this form will be subject to the following routine uses: 

1. The information on this form will be treated confidentially to the extent allowed under the 
Freedom oflnformation Act (5 U.S.C. 552) and the Privacy Act (5 U.S.C 552a). Records from 
this system of records may be disclosed to the Department of Justice to determine whether 
disclosure of these records is required by the Freedom of Information Act. 

2. A record from this system of records may be disclosed, as a routine use, in the course of 
presenting evidence to a court, magistrate, or administrative tribunal, including disclosures to 
opposing counsel in the course of settlement negotiations. 

3. A record in this system ofrecords may be disclosed, as a routine use, to a Member of Congress 
submitting a request involving an individual, to whom the record pertains, when the individual 
has requested assistance from the Member with respect to the subject matter of the record. 

4. A record in this system ofrecords may be disclosed, as a routine use, to a contractor of the 
Agency having need for the information in order to perform a contract. Recipients of information 
shall be required to comply with the requirements of the Privacy Act of 197 4, as amended, 
pursuant to 5 U.S.C. 552a(m). 

5. A record related to an International Application filed under the Patent Cooperation Treaty in this 
system of records may be disclosed, as a routine use, to the International Bureau of the World 
Intellectual Property Organization, pursuant to the Patent Cooperation Treaty. 

6. A record in this system of records may be disclosed, as a routine use, to another federal agency 
for purposes of National Security review (35 U.S.C. 181) and for review pursuant to the Atomic 
Energy Act (42 U.S.C. 218(c)). 

7. A record from this system ofrecords may be disclosed, as a routine use, to the Administrator, 
General Services, or his/her designee, during an inspection of records conducted by GSA as part 
of that agency's responsibility to recommend improvements in records management practices and 
programs, under authority of 44 U.S.C. 2904 and 2906. Such disclosure shall be made in 
accordance with the GSA regulations governing inspection of records for this purpose, and any 
other relevant (i.e., GSA or Commerce) directive. Such disclosure shall not be used to make 
determinations about individuals. 

8. A record from this system ofrecords may be disclosed, as a routine use, to the public after either 
publication of the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 
U.S.C. 151. Further, a record may be disclosed, subject to the limitations of 37 CFR 1.14, as a 
routine use, to the public if the record was filed in an application which became abandoned or in 
which the proceedings were terminated and which application is referenced by either a published 
application, an application open to public inspection or an issued patent. 

9. A record from this system ofrecords may be disclosed, as a routine use, to a Federal, State, or 
local law enforcement agency, if the US PTO becomes aware of a violation or potential violation 
of law or regulation. 
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Electronic Patent Application Fee Transmittal 

Application Number: 12818906 

Filing Date: 18-Jun-201 O 

Title of Invention: 
REMOTE UPDATE OF COMPUTERS BASED ON PHYSICAL DEVICE 
RECOGNITION 

First Named Inventor/Applicant Name: Craig Stephen Etchegoyen 

Filer: Sean Dylan Burdick 

Attorney Docket Number: UN-NP-AD-037 

Filed as Small Entity 

Utility under 35 USC 111 (a) Filing Fees 

Description Fee Code Quantity Amount 
Sub-Total in 

USO($) 

Basic Filing: 

Pages: 

Claims: 

Miscellaneous-Filing: 

Petition: 

Patent-Appeals-and-Interference: 

Post-Allowance-and-Post-Issuance: 

Utility Appl issue fee 2501 1 870 870 

Publ. Fee- early, voluntary, or normal 1504 1 300 300 
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Description Fee Code Quantity Amount 
Sub-Total in 

USO($) 

Extension-of-Time: 

Miscellaneous: 

Total in USO($) 1170 
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Electronic Acknowledgement Receipt 

EFSID: 13133083 

Application Number: 12818906 

International Application Number: 

Confirmation Number: 8831 

Title of Invention: 
REMOTE UPDATE OF COMPUTERS BASED ON PHYSICAL DEVICE 
RECOGNITION 

First Named Inventor/Applicant Name: Craig Stephen Etchegoyen 

Customer Number: 96051 

Filer: Sean Dylan Burdick 

Filer Authorized By: 

Attorney Docket Number: UN-NP-AD-037 

Receipt Date: 28-JUN-2012 

Filing Date: 18-JUN-2010 

Time Stamp: 17:42:59 

Application Type: Utility under 35 USC 111 (a) 

Payment information: 

Submitted with Payment yes 

Payment Type Credit Card 

Payment was successfully received in RAM $1170 

RAM confirmation Number 5785 

Deposit Account 

Authorized User 

File Listing: 

Document I Document Description 
I 

File Name 
I 

File Size( Bytes)/ I Multi I Pages 
Number Message Digest Part /.zip (if appl.) 
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229970 

1 Issue Fee Payment (PT0-85B) ptol85b.pdf no 2 
220087f030c2f28dabb9939c1 b5021 f68a lf 

56d6 

Warnings: 

Information: 

32145 

2 Fee Worksheet (SB06) fee-info.pdf no 2 
880784 71de1620af5b 1 ad39b5f027efa79a4 

00f6 

Warnings: 

Information: 

Total Files Size (in bytes) 262115 

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents, 
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a 
Post Card, as described in MPEP 503. 

New A~~lications Under 35 U.S.C. 111 
If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR 
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this 
Acknowledgement Receipt will establish the filing date of the application. 

National Stage of an International A~~lication under 35 U.S.C. 371 
If a timely submission to enter the national stage of an international application is compliant with the conditions of 35 
U.S.C. 371 and other applicable requirements a Form PCT/DO/E0/903 indicating acceptance of the application as a 
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course. 

New International A~~lication Filed with the USPTO as a Receiving Office 
If a new international application is being filed and the international application includes the necessary components for 
an international filing date (see PCT Article 11 and MPEP 181 O), a Notification of the International Application Number 
and of the International Filing Date (Form PCT/R0/1 OS) will be issued in due course, subject to prescriptions concerning 
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of 
the application. 

APPLE EXHIBIT 1002, Page 1042 of 1044



Receipt date: 09/28/201 O 12818906- GAU: 2191 
PTO/SB/08a (07-09) 

Approved for use through 07/31/2010. OMB 0651-0031 
U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE 

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number. 

Substitute for form 1449/PTO 
Complete if Known 

(modified by Applicant) Application Number 12/818,906 

Filing Date June 18, 201 O 

INFORMATION DISCLOSURE First Named Inventor Craig S. Etchegoyen 

STATEMENT BY APPLICANT Art Unit 2192 

Sheet 

Examiner 
Initials 

Examiner 
Initials 

Change(s) applied 

to document, 

/C.C.5/ 
6/)0/2012 

Examiner 
Signature 

I 

(Use as many sheets as necessary) Examiner Name 

Cite 
No. 

Cite 
No. 

5 I ot I 5 Attorney Docket Number UN-NP-AD-037 

FOREIGN PATENT DOCUMENTS 

Foreign Patent Document Publication Date Name of Patentee or Pages, Columns, Lines, 
MM-DD-YYYY Applicant of Cited Where Relevant Passages 

Countrv Code - Number - Kind Code Document or Relevant Fiqures Appear 

WO 2009158525 12/30/2009 Uniloc USA, Inc. 

NON PATENT LITERATURE DOCUMENTS 
Include name of the author (in CAPITAL LETTERS), title of the article (when appropriate), title of 
the item (book, magazine, journal, serial, symposium, catalog, etc.), date page(s), volume-issue 

number(s), publisher, city and/or country where published. 

WILLIAMS, R., "A Painless Guide to CRC Error Detection Algorithms", Ver. 3, Aug. 19, 1993. 

ANG HA, F. et al., "Securing Transportation Network Infrastructure with Patented Technology 

of Device Locking - Developed By Uniloc USA", avail. at: http://www.dksassociates.com/ 

admin/paperfile/ITS%20World%20Paper%20Submission_Uniloc%20_2_.pdf, Oct. 24, 2006. 

ECO NO LITE, "Econolite and Uniloc Partner to Bring Unmatched Infrastructure Security to 

Advanced Traffic Control Networks with Launch of Strongpoint", avail. at: 
http://www.econolite.com/docs/press/20080304_Econolite_StrongPoint.pdf, Mar. 4, 2008. 

/Oing Chen/ Date 
Considered 

08/10/2011 

EXAMINER: Initial if reference considered, whether or not citation is in conformance with MPEP 609. Draw line through citation if not in 
conformance and not considered. Include copy of this form with next communication to applicant. 

T 

T 

ALL REFERENCES CONSIDERED EXCEPT WHERE LINED THROUGH. /QC/ 
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UNITED STA TES p A TENT AND TRADEMARK OFFICE 

APPLICATION NO. 

12/818,906 

96051 7590 

Uniloc USA Inc. 
Legacy Town Center 
7160 Dallas Parkway 
Suite 380 
Plano, TX 75024 

ISSUE DATE PATENT NO. 

08/07/2012 8239852 

07/18/2012 

UNITED STATES DEPARTMENT OF COMMERCE 
United States Patent and Trademark Office 
Address: COMMISSIONER FOR PATENTS 

P.O. Box 1450 
Alexandria, Virginia 22313-1450 
www .uspto.gov 

ATTORNEY DOCKET NO. CONFIRMATION NO. 

UN-NP-AD-037 8831 

ISSUE NOTIFICATION 

The projected patent number and issue date are specified above. 

Determination of Patent Term Adjustment under 35 U.S.C. 154 (b) 
(application filed on or after May 29, 2000) 

The Patent Term Adjustment is 0 day(s). Any patent to issue from the above-identified application will include 
an indication of the adjustment on the front page. 

If a Continued Prosecution Application (CPA) was filed in the above-identified application, the filing date that 
determines Patent Term Adjustment is the filing date of the most recent CPA. 

Applicant will be able to obtain more detailed information by accessing the Patent Application Information 
Retrieval (PAIR) WEB site (http://pair.uspto.gov). 

Any questions regarding the Patent Term Extension or Adjustment determination should be directed to the 
Office of Patent Legal Administration at (571)-272-7702. Questions relating to issue and publication fee 
payments should be directed to the Application Assistance Unit (AAU) of the Office of Data Management 
(ODM) at (571)-272-4200. 

APPLICANT(s) (Please see PAIR WEB site http://pair.uspto.gov for additional applicants): 

Craig Stephen Etchegoyen, Irvine, CA; 

The United States represents the largest, most dynamic marketplace in the world and is an unparalleled location 
for business investment, innovation, and commercialization of new technologies. The USA offers tremendous 
resources and advantages for those who invest and manufacture goods here. Through SelectUSA, our nation 
works to encourage and facilitate business investment. To learn more about why the USA is the best country in 
the world to develop technology, manufacture products, and grow your business, visit SelectUSA.gov. 

IR103 (Rev. 10/09) 
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