
USOO6516416B2 

(12) United States Patent (10) Patent No.: US 6,516,416 B2 
Gregg et al. (45) Date of Patent: *Feb. 4, 2003 

(54) SUBSCRIPTION ACCESS SYSTEM FOR USE 5,677.953 A * 10/1997 Dolphin ......................... 380/4 
WITH AN UNTRUSTED NETWORK 5,708,780 A * 1/1998 Levergood et al. ......... 709/229 

5,765,152 A 6/1998 Erickson ........................ 707/9 
(75) Inventors: Richard L. Gregg, Omaha, NE (US); 6,006,332 A * 12/1999 Rabne et al. ............... 713/201 

Sandeep Giri, Omaha, NE (US); 
Timothy C. Goeke, Elkhorn, NE (US) * cited by examiner 

(73) Assignee: Prism Resources, Omaha, NE (US) 
Primary Examiner Matthew Smithers 

(*) Notice: This patent issued on a continued pros- (74) Attorney, Agent, or Firm-Greer, Burns & Crain, Ltd. 
ecution application filed under 37 CFR 
1.53(d), and is subject to the twenty year (57) ABSTRACT 
patent term provisions of 35 U.S.C. A System and method is disclosed for controlling access to 
154(a)(2). computer resources using an untrusted network. The System 

preferably uses a hardware key connected to each Subscriber 
client computer and adds Software to the Subscriber client 
computer and to the existing Server computer. A clearing 
house is provided to Store client and Server identification 
data, including demographic data, including URL data, 

Subject to any disclaimer, the term of this 
patent is extended or adjusted under 35 
U.S.C. 154(b) by 0 days. 

(21) Appl. No.: 08/872,710 usage data and billing information. The clearinghouse 
(22) Filed: Jun. 11, 1997 authenticates the Subscriber and Server computers before an 

operating Session occurs. For every new client Session, a 
(65) Prior Publication Data login mechanism requires the client computer to Supply 

appropriate identification data, including a digital identifi 
US 2002/0002688 A1 Jan. 3, 2002 cation generated by the hardware key. The login parameters 

(51) Int. Cl. .................................................. H04L 9/00 are verified by the clearinghouse and a Session is then 
(52) U.S. Cl. .......................................... 713/201; 705/51 Started. The System is adapted to protect preselected content 
(58) Field of Search .............................. 380/25, 21,49, from being printed or copied by a client using a web 

380/30; 713/202, 201, 200; 705/54, 51 browser. The System architecture permits a geographical 
distributed System of multiple Subscriber client computers, 

(56) References Cited multiple Server computers and multiple clearinghouses 
which can interact with each other. 

U.S. PATENT DOCUMENTS 

5,629,980 A * 5/1997 Stefik et al. .................. 705/54 31 Claims, 24 Drawing Sheets 

48 
CLIENT ? - - - - - - - - - - - - - - - SERVER 

- - - - - - - - - - - - - - v - - - - - - - - APPICATION APPLICATION 
36 - - - - - - - -- - a s - - - - - - - (sissCRIBER ! SERVER - - - - - - - - - - - - - - - - - 7 : 

CONTENT NETWORK CENT ACCESS LOG-IN TRANSACTION 
CONTROL- USAGE ENORAUTHENTICE dor: 

LER TRACKER AOR WALIDATOR 

Y 

USER ASELECLIENT UNTRUSD -- - - - - - : N-34 
MESSENGER NETWORK . . . . : 

ATOR SERVCE SE SESSION 
: - F - Y-11 FUNCri6, INITIATOR viLiDATOR 

-- LOG-N CLENT --- SESSION. Y. 
INTERFACE CRYPTC proTECTEDUN-PROTECTED MANAGER 

GrAPHER CONTENTS CONTENTS : SESSION || 

-----------i--------------- TERMINATOR NETWORK ! 
DIGITAL ACCESS - JSAGE - KEY TRACKING 

: INTERFACE COLLECTOR 

ACCESS -3 
KEY Y-54 - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - 

NETWORK 
KEY__ I USAGE AUTHENTICATION SAS : 

TRACKING SRWEr SERVER 
SERVER 

VesV - - N CLEARNGHOUSE 
DATABASE 

----1 

  

  

  

MCM Ex. 2002, pg. 1f 

 

Find authenticated court documents without watermarks at docketalarm.com. 

https://www.docketalarm.com/


U.S. Patent Feb. 4, 2003 Sheet 1 of 24 US 6,516,416 B2 

38 

e SA SUBSCRIBER SOFTWARE 
• ISA ACCESS KEY (OPTIONAL) 

= 36 

a SA SERVER SOFTWARE 
e ISA SITE ADMINSTRATION 

SOFTWARE 

FIREWALL WEB SERVER 

SA SUBSCRBER 
ADMINISTRATION SOFTWARE 

ISA CLEARNGHOUSE SERVER 
SOFTWARE 
ISA CLEARNGHOUSE 
DATABASE 
SQL SERVER 

4- is, . . . . . 

BACKEND SYSTEM 

FIG. 1 

  

  

  

MCM Ex. 2002, pg. 2f 

 

Find authenticated court documents without watermarks at docketalarm.com. 

https://www.docketalarm.com/


U.S. Patent Feb. 4, 2003 Sheet 2 of 24 US 6,516,416 B2 

36 1 Request for 
D Protected Content 

Sb -2S N. 
Command 

LOg-in 
Parameters 

Protected 

6 Content 

SA 
Subscriber 

Subscription 
HOSt 

(Web Site with 
ISA Server) 

Authentication 
Request 

N 

- 34 

Authentication 
Response 

30 N -1 Usage 
21h. Data 

u1 
ISA Clearinghouse F G 2 

    

  

  

  

  

  

  

MCM Ex. 2002, pg. 3f 

 

Find authenticated court documents without watermarks at docketalarm.com. 

https://www.docketalarm.com/


MCM Ex. 2002, pg. 4

US 6,516,416 132Sheet3 0f24Feb. 4, 2003

,_—_..____..___.

US. Patent

 

 

mOtZOEZOFO<WZ<MF

   

mw<m<k<ommDOIOZE<mJO

 

mm>mmw

 

mw>mmm

<H<Qmm>mmw0220<MHm0<w3ZOF<OPZMIHD<m0<w3
meZfiwZmOHOmJJOO02§O<MHm0<w3meZsz

mOP<ZEmMH

_

__uu"205mmm"___”

 
 

mFZMFZOOWHZMHZOOQMHOMHOKQALDDmPOMFOmm
 

mm0<2<2ZOfimwm

 

ZOFOZDmmoSmwm

mOF$H2_ZOGmMm

 

mOH<Dj<>205mmw

 

  

mmOMOuZm

 

-OFzmIFD<kzwjo

 

ZOF<OEQQ<mm>mmm
wv

mmmeEFmZDMHmDMHZD m.®_n_  mmIQ<mO-Oh&>m0HZMZO 

m0<mmwkz_2T004

 

 
mOH<-OFZMIFD<mm>mmm

 

mmozmmmmEHzmjo

EMAJOKHZOOFZMFZOO
 

mmxo<mkm0<m3meEFwZ

 ZOF<UZQQ<. _Hzmjo

MCM Ex. 2002, pg. 4f 

 

Find authenticated court documents without watermarks at docketalarm.com. 

https://www.docketalarm.com/


MCM Ex. 2002, pg. 5

  

mm<>>IEOmZO_._.<m._.WZ=>_Q<mmDOIOZE/«mjo

    
mm>mmmmm<m<._.<ommDOI02_m<m_I_O

 

mmDOI-OZ_m<mn_O<m_

US 6,516,416 132

on

 
ZOEm<QOZ§U<KP

 ZOEm<Q

owZOSE<D

ZO_._.<O_._.ZmIFD<mmm:

m0<m3

 

   
  

 
  

MI.... rIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIL
fv.0_n_

0

4MIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIII.wn_h_28mmo<z<2_S“zo:<Em_z_s_n_<mtmzo_mwm_m“nu__3_u
_

0

m.um5098zo:<>:o<200_,Emfizoo_.- oz<zo_k<o_._na<0229»:_EA8530mm"zo:<o:zm15<mmzQEEommnmmzzzoE:u
wnF_

___

Pommemm<>>.EOm
mmmiommnmmmm>>0mmmm>>

ZOFOZDu

mo_>mm_m<m_
 

888

US. Patent

MCM Ex. 2002, pg. 5f 

 

Find authenticated court documents without watermarks at docketalarm.com. 

https://www.docketalarm.com/


Real-Time Litigation Alerts
	� Keep your litigation team up-to-date with real-time  

alerts and advanced team management tools built for  
the enterprise, all while greatly reducing PACER spend.

	� Our comprehensive service means we can handle Federal, 
State, and Administrative courts across the country.

Advanced Docket Research
	� With over 230 million records, Docket Alarm’s cloud-native 

docket research platform finds what other services can’t. 
Coverage includes Federal, State, plus PTAB, TTAB, ITC  
and NLRB decisions, all in one place.

	� Identify arguments that have been successful in the past 
with full text, pinpoint searching. Link to case law cited  
within any court document via Fastcase.

Analytics At Your Fingertips
	� Learn what happened the last time a particular judge,  

opposing counsel or company faced cases similar to yours.

	� Advanced out-of-the-box PTAB and TTAB analytics are  
always at your fingertips.

Docket Alarm provides insights to develop a more  

informed litigation strategy and the peace of mind of 

knowing you’re on top of things.

Explore Litigation 
Insights

®

WHAT WILL YOU BUILD?  |  sales@docketalarm.com  |  1-866-77-FASTCASE

API
Docket Alarm offers a powerful API 
(application programming inter-
face) to developers that want to 
integrate case filings into their apps.

LAW FIRMS
Build custom dashboards for your 
attorneys and clients with live data 
direct from the court.

Automate many repetitive legal  
tasks like conflict checks, document 
management, and marketing.

FINANCIAL INSTITUTIONS
Litigation and bankruptcy checks 
for companies and debtors.

E-DISCOVERY AND  
LEGAL VENDORS
Sync your system to PACER to  
automate legal marketing.


