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that, at its heart, the Internet is a communications me-

dium. Like the telephone network, it can serve many

functions. Several years ago a few pioneering businesses and organizations
discovered that, by using the public infrastructure of the Internet and its ilk,
they could tie offices and facilities together in a new, exciting, cost-effective
way, no matter where they were located, by building virtual private networks
(VPNs). VPNs use robust, redundant public networks such as the Internet, in-
stead of expensive and vulnerable leased lines, for their Wide area networks
and extranets. These businesses also discovered that, by letting their road

warriors log on to the home network through the Internet, they could be freed

from the expensive tyranny of long-distance dial-up telephone networks for
remote access to the home network. '

This interest caught the attention of Internet and networking service pro—

viders and of major networking hardware and software developers and ven-
dors, all of whom are now feeding this burgeoning market. These include
communications giants such as AT&T, MCI, and Sprint,- networking hard—
ware stalwarts such as Cisco and 8Com; software players such as Microsoft,

\Check Point, and Novell; and hundreds of others.
As VPN technologies have developed, so, too, has massive confusion—con-

fusion as to just what a VPN is, what it can do for you, and how to implement V
one. ,

This book is intended to clear away the confusion. It explains what VPNs
are, what they can do for you, and how they work, and it lays out the choices

you have in planning and implementing your own Virtual private network.
The book also tells you what to expect once you have a VPN up and running.

It covers both the positive side of VPNs and the pitfalls to avoid as you con-
sider this technology.

a lmost lost in the glare and thunder of the Web is the fact
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I PREFACE

Audience

The book is aimed at executives, managers, and upper—level technicians who
are unfamiliar with VPNs and the technologies that make them possible. If
you are a manager looking for a way to connect your office network in New
York with the factory in Potstown, or you are trying to cut the phone bills of
your reps around the country, this is the book for you. It shows you how you
can give your mobile sales force direct access to the home office network so
they have the latest product information. It explains how the Internet can be
used to tie together the local area networks in your satellite facilities into one
super network so that the entire workforce can be brought to bear on an op-

, portunity or problem.

A Road Map

To simplify your reading, the book is divided into three sections. If you are a
manager or an executive unfamiliar with VPNs, you should begin at the be-
ginning. The first three chapters will show you just exactly what a VPN is
and, drawing on real-life examples of VPNS in use today, what it can do for
you. To keep you from getting too rosy a View of the situation, however, you
will also see that VPNs have their risks, just as they have their rewards. We at—
tempt to give you a balanced perspective so that you can make a reasonable
decision as to whether a VPN is‘really what you want to get involved with.

Chapter 4 is a bridging chapter, of interest to executives and managers as
well as to the more technically oriented. It discusses the choices of networks
you have for implementing your VPN. While it does carry information for the
technically inclined, this information is also important for managers as well,
to help them understand that the Internet is not necessarily the best choice
for a VPN substrate, that there are other options that it is important to ex-
plore, What those options are, how they work in comparison to the Internet,
and the advantages and disadvantages of the available infrastructures.

The middle section of the book, beginning with Chapter 5, is more tech-
nically oriented and is aimed more at the technician,- it discusses the various
elements that go into a VPN. One of the crucial problems is keeping your pri—
vate data private as it traverses the public networks, and this is where encryp—
tion comes into the VPN picture. In Chapter 5, you’ll get a thorough ground-
ing in what encryption is, what the various types of encryption are, and how
they are combined and implemented to protect your data. Chapter 6 contin-
ues this theme by discussing the problems that encryption itself raises: au—
thenticating users for access to data, verifying the integrity of the data after it
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