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A0 120 (Rev. 08/10)

Mail Stop 8 REPORT ON THE
Director of the U.S. Patent and Trademark Office FILING OR DETERMINATION OF AN

TO:

P.O. Box 1450 ACTION REGARDING A PATENT OR

Alexandria, VA 22313-1450 TRADEMARK 
In Compliance with 35 U.S.C. § 290 and/or 15 U.S.C. § 1116 you are hereby advised that a court action has been

filed in the U.S. District Court Eastern District of Texas - Marshall Div on the following

D Trademarks or EPatents. ( D the patent action involves 35 U.S.C. § 292.):

DOCKET NO. DATE FILED U.S. DISTRICT COURT

160v741 7/8/2016 Eastern District of Texas - Marshall Div
PLAINTIFF DEFENDANT

Uniloc USA Inc ADP LLC

——
——
——
——
——

In the abovegentitled case, the following patent(s)/ trademark(s) have been included:

DATE INCLUDED INCLUDED BY

D Amendment D Answer B Cross Bill D Other Pleading
PATENT OR DATE OF PATENT

TRADEMARK N0. OR TRADEMARK HOLDER OF PATENT OR TRADEMARK

 

 
 

In the aboveientitled case, the following decision has been rendered or judgement issued:

DECISION/JUDGEMENT

(BY) DEPUTY CLERK 
Copy l—Upon initiation of action, mail this copy to Director Copy 3—Upon termination of action, mail this copy to Director
Copy 2—Upon filing document adding patent(s), mail this copy to Director Copy 4—Case file copy
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A0 120 (Rev. 08/10)

Mail Stop 8 REPORT ON THE
Director of the U.S. Patent and Trademark Office FILING OR DETERMINATION OF AN

TO:

P.O. Box 1450 ACTION REGARDING A PATENT OR

Alexandria, VA 22313-1450 TRADEMARK 
In Compliance with 35 U.S.C. § 290 and/or 15 U.S.C. § 1116 you are hereby advised that a court action has been

filed in the U.S. District Court Eastern District of Texas - Marshall Div on the following

D Trademarks or EPatents. ( D the patent action involves 35 U.S.C. § 292.):

DOCKET NO. DATE FILED U.S. DISTRICT COURT

16cv743 7/8/2016 Eastern District of Texas - Marshall Div
PLAINTIFF DEFENDANT

UNLOC USA Inc Concur Tech., Inc

——
——
——
——
——

In the abovegentitled case, the following patent(s)/ trademark(s) have been included:

DATE INCLUDED INCLUDED BY

D Amendment D Answer B Cross Bill D Other Pleading
PATENT OR DATE OF PATENT

TRADEMARK N0. OR TRADEMARK HOLDER OF PATENT OR TRADEMARK

 

 
 

In the aboveientitled case, the following decision has been rendered or judgement issued:

DECISION/JUDGEMENT

(BY) DEPUTY CLERK 
Copy l—Upon initiation of action, mail this copy to Director Copy 3—Upon termination of action, mail this copy to Director
Copy 2—Upon filing document adding patent(s), mail this copy to Director Copy 4—Case file copy
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A0 120 (Rev. 08/10)

Mail Stop 8 REPORT ON THE
Director of the U.S. Patent and Trademark Office FILING OR DETERMINATION OF AN

TO:

P.O. Box 1450 ACTION REGARDING A PATENT OR

Alexandria, VA 22313-1450 TRADEMARK 
In Compliance with 35 U.S.C. § 290 and/or 15 U.S.C. § 1116 you are hereby advised that a court action has been

filed in the U.S. District Court Eastern District of Texas - Marshall Div. on the following

D Trademarks or EPatents. ( D the patent action involves 35 U.S.C. § 292.):

DOCKET NO. DATE FILED U.S. DISTRICT COURT

16cv744 7/8/2016 Eastern District of Texas - Marshall Div.
PLAINTIFF DEFENDANT

UNILOC USA INC Salesforce Corn, Inc

——
——
——
——
——

In the abovegentitled case, the following patent(s)/ trademark(s) have been included:

DATE INCLUDED INCLUDED BY

D Amendment D Answer B Cross Bill D Other Pleading
PATENT OR DATE OF PATENT

TRADEMARK N0. OR TRADEMARK HOLDER OF PATENT OR TRADEMARK

 

 
 

In the aboveientitled case, the following decision has been rendered or judgement issued:

DECISION/JUDGEMENT

(BY) DEPUTY CLERK 
Copy l—Upon initiation of action, mail this copy to Director Copy 3—Upon termination of action, mail this copy to Director
Copy 2—Upon filing document adding patent(s), mail this copy to Director Copy 4—Case file copy
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A0 120 (Rev. 08/10)

Mail Stop 8 REPORT ON THE
Director of the U.S. Patent and Trademark Office FILING OR DETERMINATION OF AN

TO:

P.O. Box 1450 ACTION REGARDING A PATENT OR

Alexandria, VA 22313-1450 TRADEMARK 
In Compliance with 35 U.S.C. § 290 and/or 15 U.S.C. § 1116 you are hereby advised that a court action has been

filed in the U.S. District Court Eastern District of Texas - Marshall Div. on the following

D Trademarks or EPatents. ( D the patent action involves 35 U.S.C. § 292.):

DOCKET NO. DATE FILED U.S. DISTRICT COURT

16cv745 7/8/2016 Eastern District of Texas - Marshall Div.
PLAINTIFF DEFENDANT

UNILOC USA, Inc UBISOFT, Inc

PATENT OR DATE OF PATENT

TRADEMARK N0. OR TRADEMARK HOLDER OF PATENT OR TRADEMARK

——

 

 
In the abovegentitled case, the following patent(s)/ trademark(s) have been included:

DATE INCLUDED INCLUDED BY

D Amendment D Answer B Cross Bill D Other Pleading
PATENT OR DATE OF PATENT

TRADEMARK N0. OR TRADEMARK HOLDER OF PATENT OR TRADEMARK

 
In the aboveientitled case, the following decision has been rendered or judgement issued:

DECISION/JUDGEMENT

(BY) DEPUTY CLERK 
Copy l—Upon initiation of action, mail this copy to Director Copy 3—Upon termination of action, mail this copy to Director
Copy 2—Upon filing document adding patent(s), mail this copy to Director Copy 4—Case file copy

IPR2017-01827

Ubisoft, et al. EX1003 Page 4



IPR2017-01827 
Ubisoft, et al. EX1003 Page 5

A0 120 (Rev. 08/10)

Mail Stop 8 REPORT ON THE
Director of the U.S. Patent and Trademark Office FILING OR DETERMINATION OF AN

TO:

P.O. Box 1450 ACTION REGARDING A PATENT OR

Alexandria, VA 22313-1450 TRADEMARK 
In Compliance with 35 U.S.C. § 290 and/or 15 U.S.C. § 1116 you are hereby advised that a court action has been

filed in the U.S. District Court Eastern District of Texas - Marshall Div. on the following

D Trademarks or EPatents. ( D the patent action involves 35 U.S.C. § 292.):

DOCKET NO. DATE FILED U.S. DISTRICT COURT

16cv746 7/8/2016 Eastern District of Texas - Marshall Div.
PLAINTIFF DEFENDANT

UNILOC USA VALVE Corp.

PATENT OR DATE OF PATENT

TRADEMARK N0. OR TRADEMARK HOLDER OF PATENT OR TRADEMARK

——

 

 
In the abovegentitled case, the following patent(s)/ trademark(s) have been included:

DATE INCLUDED INCLUDED BY

D Amendment D Answer B Cross Bill D Other Pleading
PATENT OR DATE OF PATENT

TRADEMARK N0. OR TRADEMARK HOLDER OF PATENT OR TRADEMARK

 
In the aboveientitled case, the following decision has been rendered or judgement issued:

DECISION/JUDGEMENT

(BY) DEPUTY CLERK 
Copy l—Upon initiation of action, mail this copy to Director Copy 3—Upon termination of action, mail this copy to Director
Copy 2—Upon filing document adding patent(s), mail this copy to Director Copy 4—Case file copy
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Page 1 of 1

UNITED STATES PATENT AND TRADEMARK OFFICE
UNITED STATES DEPARTMENT OF COMMERCE
United Suites Patent and Tradenaark Office
Addie”: COMMISSIONER FOR PATENTSE0. Box I450

Alexandria. Vuginin ZIJIJ-HSOwwnrptogav

*BIBDATASHEET* CONFIRMATION No. 9481
Bib Data Sheet

 

FILING OR 371(c)

SERIAL NUMBER DATE GROUP ART UNIT
09/370,503 05/31/2001 2141

RULE

ATTORNEY

DOCKET NO.

5577-130DV

‘ PPLICANTS

David E. Cox. Raleigh, NC;
Kent F. Hayes JR., Chapel Hill, NC;

David B. Lindquist, Raleigh, NC;

John R. McGarvey, Apex, NC;
Abdi Salahshour, Raleigh, NC;

* itiiiiitttttttttttttttktt

This application is a DIV of 09/211,528 12/14/1998 PAT 6,510,466 * (*)Data provided by applicant is not
consistent with PTO records.

* titkttttttitiiiiiiii

IF REQUIRED, FOREIGN FILING LICENSE GRANTED

Foreign Priority claimed D yes D no
STATE 0R SHEETS INDEPENDEN

5 “50119‘a'd)°°"dm°"5 D yes D "0 D Metafier COUNTRY DRAWING CLAIMS
mei Allowance NC 9 3

Examiner's Si nature initials

‘DDRESS

r5259

ITLE

METHODS, SYSTEMS AND COMPUTER PROGRAM PRODUCTS FOR DISTRIBUTION OF APPLICATION
PROGRAMS TO A TARGET STATION ON A NETWORK

D All Fees

Cl 1.16 Fees ( Filing)

FILING FEE FEES: Authority has been given in Paper 1.17 Fees ( Processing Ext. of
RECEIVED No. to charge/credit DEPOSIT ACCOUNT time )

ll ' Z
for f0 0W|n9 CI 1.18 Fees ( Issue )

D Other

Cl Credit

 
IPR2017-01827

Ubisoft, et al. EX1003 Page 6



IPR2017-01827 
Ubisoft, et al. EX1003 Page 7

' ' PART B- FEE(S)TRANSMITTAL

Complete and send this form, together with applicable fee(s), to: Mail Mail Stop ISSUE FEE ,Commissioner for Patents
P.O. Box 1450
Alexandria, Virginia 22313-1450 .

or Fax (571)-273-2885

INSTRUCTIONS: This form should be used for transmitting the ISSUE FEE and PUBLICATION FEE (if required . Blocks 1 through 5 should be completed w ere
ap ropriate. All further correspondence including the Patent, advance orders and notification‘of maintenance fees will mailed to the current corres ondence address as
in icated unless corrected below or directed otherwise in Block I, by (a) specifying a new correspondence address; and/or (b) indicating a separate " EE ADDRESS" for
maintenance fee notifications. ‘

CURRENT CORRESPONDENCE ADDRESS (Now; Use Block I [army Chang: arm) Note: A certi icate of.mailin can only be used for omestic mailings of ' eFee(s) Transmittal. This certi icate cannot be used for any other accompanying

papers. Each additional paper, .such as an assignment or formal drawmg, mustave its own certificate ofmailing or transmissmn.

 

 

 

  

  
20792 7590 02/23/2006 C fir t {M m T ' .

er ica e o a n or ransmissmn

MYERS BIGEL SIBLEY & SAJOVEC I hereb certi that this Fees?) Transmitgtal is being deposited with the United
p0 Box37428 States ostal ervice with su icient posta e for first class mail in_ an envelopeaddressed to the Mail Sto ISSUE FE address above, or bein faCSimile
RALEIGH, NC 27627 transmitted to the USPTO (E71) 273-2885, on the date indicated be ow.

00/00/0000 00020000000010: mm 09870608
00 00.0000 000.00 00
02 FC=1504 300-00 DH ,

—APPLICATIONNO. FILING DATE | FIRST NAMED INVENTOR l ATTORNEY DOCKET NO. —CONFIRMATIONNO.
09/870,608 05/31/2001 ' David E. Cox ' ' 5577-130DV 9481

TITLE OF INVENTION: METHODS, SYSTEMS AND COMPUTER PROGRAM PRODUCTS FOR DISTRIBUTION OF APPLICATION PROGRAMS
TO A TARGET STATION ON A NETWORK '

 

APPLN. TYPE SMALL ENTITY ISSUE FEE PUBLICATION FEE TOTAL FEE(S) DUE DATE DUE

NO 3
nonprovisional 1400 $3 00 $1700 05/23/2006

BAYARD, DJENANE M 2141 709-203000

  

 
 

  

1. Chan e of correspondence address or indication of "Fee Address" (37
CFR l. 63).

CI Chan e ofcorres ondence address (or Change of Correspondence
Address onn PTO/ B/122) attached.

CI “Fee Address" indication (or "Fee Address" Indication form
PTO/SB/47; Rev 03-02 or more recent) attached. Use of a Customer
Number is required.

2. For printing on the patent front page, list

(1) the names of up to 3 registered patent attorneys lMerS—BigfiL—Siblfiy—
or agents OR, alternatively, & Saj ovec2
(2) the name of a single firm (having as a member a
registered attorney or agent) and the names of up to
2 registered patent attorneys or agents. If no name is 3
listed, no name Will be printed. Stephan-Amo— 

3. ASSIGNEE NAME AND RESIDENCE DATA TO BE PRINTED ON THE PATENT (print or type)

PLEASE NOTE: Unless an assi ee is identified below, no assignee data will appear on the patent. If an assignee is identified below, the document has been filed forrecordation as set forth in 37 CF 3.1 1. Completion of this form is NOT a substitute for filing an assignment.

(A) NAME OF ASSIGNEE (B) RESIDENCE: (CITY and STATE OR COUNTRY)

International Business Machines Corporation Armonk, NY

Please check the appropriate assignee category or categories (will not be printed on the patent) : CI Individual £1 Corporation or other private group entity CI Government 

4a, The following fee(s) are enclosed: 4h. Payment of Fee(s):
Issue Fee D A check in the amount of the fee(s) is enclosed.

Publication Fee (No small entity discount permitted) D Payment by credit card. Form PTO-2038 is attached.
D Advance Order — # of Copies EIThe Director is hereby authorized by charge the required fee(s), or credit any overpa ent, to

Deposit Account Number ()9 4);, 5 ] (enclose an extra copy of this orm). 

5. Change in Entity Status (from status indicated above)

C] a. Applicant claims SMALL ENTITY status. See 37 CFRI.27. i b. Applicant is no longer claiming SMALL ENTITY status. See 37 CFR l.27(g)(2).

The Director of the USPTO is requeste 0 apply the Issue e s “7 ’ ication Fee (if any) or to re-a ply any previously paid issue fee to the application identified above.NOTE: The Issue Fee and Publ - ion 7 > (i r u -* Wil 0 ~ u pted from anyone other than e applicant; a registered attorney or agent; or the assignee or other party in
interest as shown by the recur the ited ‘k, s 1 ten n ‘1 - ;' ark Office.

MEL/11551117] 21¢51mg
Typed or printed name RObert w ' Glatz ' Registration No. 3 6 ’ 8 1 1V

This collection of information is required by 37 CFR 1.31 l. T - information is re uired to obtain or retain a benefit by the public which is to file (and by the USPTO to process)
an application. Confidentialityis governed by 35 U.S.C. 122 and 37 CFR 1.14. T _is collection is estimated to take 12 minutes to complete, including gathering, preparing, and
submitting the completed application form to the USPTO. Time Will v dependm upon the individual case. Any comments on the amount of time you require to completethis form and/or su gestions for reducmg this burden, should be sent to e C ief In orrnation Officer, U.S. Patent and Trademark Office, U.S. Department of Commerce, P.O.

2px 1430, Alexari i125,2gigging32313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, PO. Box 1450,exan na, irgima - .

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid OMB control number. 

PTOL-85 (Rev. 01/06) Approved for use through 04/30/2007. OMB 0651—0033 U.S. Patent and Trademark Office}WMERCE

Ubisoft, et al. EX1003 Page 7
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Mail Stop ISSUE FEE

 
Attomey'Dgcket No. 5 5 77—1 3 ODV PATENT

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

In re: Cox et a1. Examiner: Djenane M. Bayard

Application Serial No.: 09/870,608 Group Art Unit: 2141

Filed: May 31, 2001 Confirmation No.: 9481

Forz‘“ METHODS, SYSTEMS AND COMPUTER PROGRAM PRODUCTS FOR
DISTRIBUTION OF APPLICATION PROGRAMS TO A TARGET STATION ON A

NETWORK

Date: March 27, 2006

Commissioner for Patents

PO. Box 1450

Alexandria, VA 22313-1450

CHANGE OF CORRESPONDENCE ADDRESS

Sir:

The address of the correspondence attorney in the above—referenced case has changed
to:

USPTO Customer No. 25259

International Business Machines Corporation

Dept. T81/Bldg. 503
PO Box 12195

Research Triangle Park, NC 27709

Please address all correspondence to the above address.

ect 11y u te

 
Registration No. 36, 1

USPTO Customer No. 20792 r

Myers Bigel Sibley & Sajovec, P.A.
Post Office Box 37428

Raleigh, North Carolina 27627

Telephone: 919/854—1400
Facsimile: 919/854-1401

IPR2017-01827

Ubisoft, et al. EX1003 Page 8
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FORM Pro-1449 0.8. Department of Com: Attorney Dacia Numb“
‘ Patent and Trademark Offiac SSW-BODV

‘ LIST or DOCUMENTS cméo av APPLICANT

'(Useseveralsheevsllmry)

, 6.|08.7l2

6.105.”

5.145.379

6.!753B

5.848.243 ’

5.9! l .066

6.115.832

5,680.6”

3.875.327

6.070. I”

6.105.063

K214 5-1009 ‘ 5.440.739

5.148.896

5.381.236

5.345.077

5.778.368

5.253.I65

KLH 5—10-06 5-589-70’3
5.764.387

5.7“.354

I, a ,6, 5.813.009

: DJ?” .1 5.554.979

: a ,9 . 6.I92.4M1

. § FOREIGN PATENT DOCUMENTS ‘

 
ammmsa ' one CONSIDERED
'EXAMINER Initial if "fem Wider“. mm: or not citation '3 in conformance vim Mm 609'. draw [inc my citation if

no: in cantata-same and no: comidemd. lnntudecopy 11me form whh new communication mappiicm.

IPR2017-01827
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W

UNITED STATES PATENT AND TRADEMARK OFFICE
UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTSP.0. Box I450

Alexandria. Virp‘nia DJ I3—1450www.mflngov

 
NOTICE OF ALLOWANCE AND FEE(S) DUE

MYERS BIGEL SIBLEY & SAJOVEC BAYARD. DJENANE M

RALEIGH, NC 27627 21“
DATE MAILED: 02/23/2006

APPLICATION NO. FILING DATE FIRST NAMED INVENTOR ATTORNEY DOCKET NO. CONFIRMATION NO.

09/870,608 05/3 l/200l David E. Cox 5577-130DV 9481

TITLE OF INVENTION: METHODS, SYSTEMS AND COMPUTER PROGRAM PRODUCTS FOR DISTRIBUTION OF APPLICATION PROGRAMS
TO A TARGET STATION ON A NETWORK

APPLN. TYPE SMALL ENTITY ISSUE FEE PUBLICATION FEE TOTAL FEE(S) DUE DATE DUE

NOnonprovisional $1400 $300 $1700 05/23/2006

THE APPLICATION IDENTIFIED ABOVE HAS BEEN EXAMINED AND IS ALLOWED FOR ISSUANCE AS A PATENT.

WQN 111E WIS QLQSEQ. THIS NOTICE OF ALLOWANCE IS NOT A GRANT OF PATENT RIGHTS.
THIS APPLICATION IS SUBJECT TO WITHDRAWAL FROM ISSUE AT THE INITIATIVE OF THE OFFICE OR UPON
PETITION BY THE APPLICANT. SEE 37 CFR 1.313 AND MPEP 1308.

THE ISSUE FEE AND PUBLICATION FEE (IF REQUIRED) MUST BE PAID WITHIN THREE MONTHS FROM THE
MAILING DATE OF THIS NOTICE OR THIS APPLICATION SHALL BE REGARDED AS ABANDONED. THIS
STATUTQRY PERIOD CANNO! fl EXTENDED. SEE 35 U.S.C. 151. THE ISSUE FEE DUE INDICATED ABOVE

REFLECTS A CREDIT FOR ANY PREVIOUSLY PAID ISSUE FEE APPLIED IN THIS APPLICATION. THE PTOL-8SB (OR
AN EQUIVALENT) MUST BE RETURNED WITHIN THIS PERIOD EVEN IF NO FEE IS DUE OR THE APPLICATION WILL
BE REGARDED AS ABANDONED.

HOW TO REPLY TO THIS NOTICE:

1. Review the SMALL ENTITY status shown above.

Ifthe SMALL ENTITY is shown as YES, verify your current Ifthe SMALL ENTITY is shown as NO:
SMALL ENTITY status:

A. If the status is the same, pay the TOTAL FEE(S) DUE shown A. Pay TOTAL FEE(S) DUE shown above, or
above.

B. If the status above is to be removed, check box 5b on Part B - B. If applicant claimed SMALL ENTITY status before, or is now
Fee(s) Transmittal and pay the PUBLICATION FEE (if required) claiming SMALL ENTITY status, check box 5a on Part B - Fee(s)
and twice the amount of the ISSUE FEE shown above, or Transmittal and pay the PUBLICATION FEE (if required) and 1/2

the ISSUE FEE shown above.

II. PART B - FEE(S) TRANSMITTAL should be completed and returned to the'United States Patent and Trademark Office (USPTO) with
your ISSUE FEE and PUBLICATION FEE (if required). Even if the fee(s) have already been paid, Part B - Fee(s) Transmittal should be
completed and returned. If you are charging the fee(s) to your deposit account, section "4b" of Part B - Fee(s) Transmittal should be
completed and an extra copy of the form should be submitted.

III. All communications regarding this application must give the application number. Please direct all communications prior to issuance to
Mail Stop ISSUE FEE unless advised to the contrary.

IMPORTANT REMINDER: Utility patents issuing on applications filed on or after Dec. 12, 1980 may require payment of
maintenance fees. It is patentee's responsibility to ensure timely payment of maintenance fees when due.

Page 1 of 3

PTOL-85 (Rev. 01/06) Approved for use through 04/30/2007.

IPR2017-01827
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PART B - FEE(S) TRANSMITTAL

Complete and send this form, together with applicable fee(s), to: Mail Mail Stop ISSUE FEE
Commissioner for Patents
P.O. Box 1450

Alexandria, Virginia 22313-1450
or m (571)-273-2885

INSTRUCTIONS: This form should be used for transmitting the ISSUE FEE and PUBLICATION FEE (if required . Blocks 1 through 5 should be completed where
ap ropriate. All further conespondence including the Patent, advance orders and notification of maintenance fees Will mailed to the current cone" ndence address as
in icated unlegss coijrfgcted below or directed otherwise in Block I, by (a) specifying a new correspondence address; and/or (b) indicating a separate EE ADDRESS" formaintenance ee noti ications.

wanmoompoxomcs mamas (Nag;Usc Block | {ammorm) Note: A certificate of marlin can only be usa for domesuc mailings of the
Fee(s) Transmittal. This certi icate cannot be iised for any other accompanying

pers. Each additional paper, such as an as_srgnment or formal drawmg, must
give its own certificate of mailing or transmrssron.20792 7590 02/23/2005

Certificate of Mailing or Transmission

MYERS BIGEL SIBLEY & SAJOVEC I hereb cerdgy at this neg) Transmittal is being depositedwith the Unitedp0 Box 37428 States ostal ervice with su icient postage for first class marl in an envelope
addressed to the Mail Sto ISSUE FEE address abo_ve,_ or bein facSimile

RALEIGH, NC 27627 transmitted to the USPTO ( 71) 273-2885, on the date indicated be ow.

 
APPLICATION NO. FILING DATE FIRST NAMED INVENTOR ATTORNEY DOCKET NO. CONFIRMATION No.

09/8 70,608 05/3 l/200l David E. Cox 5577‘ l 30DV 948 I
TITLE OF INVENTION: METHODS, SYSTEMS AND COMPUTER PROGRAM PRODUCTS FOR DISTRIBUTION OF APPLICATION PROGRAMS
TO A TARGET STATION ON A NETWORK

APPLN. TYPE SMALL ENTITY ISSUE FEE PUBLICATION FEE TOTAL FEE(S) DUE DATE DUE
NOnonprovisional 5 I400 $300 $1700 05/2 3/2006

BAYARD, DJ ENANE M 214l 709-203000

   

 
 

 

l. Chanfe of correspondence address or indication of "Fee Address" (37CFR l. 63).

D Chan e of corres ondence address (or Change of CorrespondenceAddress orrn PTO/ 8/122) attached.

D "Fee Address" indication (or "Fee Address" Indication form
PTO/SB/47; Rev 03-02 or more recent) attached. Use of a Customer
Number is required.

2. For printing on the patent front page, list

(I) the names of up to 3 registered patent attorneys '
or agents OR, alternatively,

(2) the name of a single firrn (having as a member a 2
registered attorney or agent) and the names of up to
2 registered patent attorneys or agents. If no name is 3listed, no name will be printed.   

3. ASSIGNEE NAME AND RESIDENCE DATA TO BE PRINTED ON THE PATENT (print or type)

PLEASE NOTE: Unless an assi ee is identified below, no assignee data will appear on the patent. If an assignee is identified below, the document has been filed for
recordation as set forth in 37 CF 3. l l. Completion of this form is NOT a substitute for filing an assignment.

(A) NAME OF ASSIGNEE (B) RESIDENCE: (CITY and STATE 0R COUNTRY)

Please check the appropriate assignee category or categories (will not be printed on the patent) : D Individual '3 Corporation or other private group entity D Government 

4a. The following fee(s) are enclosed: 4b. Payment of Fee(s):

'3 Issue Fee '3 A check in the amount of the fee(s) is enclosed.
'3 Publication Fee (No small entity discount permitted) '3 Payment by credit card. Form PTO-2038 is attached.
'3 Advance Order - # of Copies DThe Director is hereby authorized by charge the required fee(s), or credit any overpa ent, to

Deposit Account Number (enclose an extra copy of this orin). 

5. Change in Entity Status (from status indicated above)

'3 a. Applicant claims SMALL ENTITY status. See 37 CFR 1.27. D b. Applicant is no longer claiming SMALL ENTITY status. See 37 CFR l.27(g)(2).

The Director of the USPTO is requested to apply the Issue Fee and Publication Fee (if any) or to re-a ply any previously paid issue fee to the application identified above. INOTE: The Issue Fee and Publication Fee (1 required) Will not be accepted from anyone other than e applicant; a registered attorney or agent; or the assrgnee or other party ininterest as shown by the records of the United States Patent and Trademark Office.

Authorized Signature Date  

Typed or printed name Registration No.
 

This collection of information is required by 37 CFR 1.31 l. The information is reluned to obtain or retain a benefit by the public which is to file (and by the USPTO to process)an application. Confidentialityis governed by 35 U.S.C. l22_and 37 CFR l.l4. T is collection is estimated to take 12 minutes to complete, including gathering, preparing, and
submitting the completed application form to the USPTO. Time will V8.3 de ending upon the individual case. Any comments on the amount of time you require to com letethis form and/or su estions for reducing this burden, should be sent to e C ief ln orrnation Officer, US. Patent and Trademark Office, US. Department of Commerce, .0
Box I450, Alexan na, Vir inia 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, PO. Box I450,Alexandria, Virginia 2231 -l450.

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid OMB control number. 
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UNITED STATES PATENT AND TRADEMARK OFFICE
UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Tndemnrk omce
Mum: COMMISSIONER FOR PATENTSP.O. Box 1450 

Alexandria~ Virg'thZJlS-IASOWWW-tsunami

mowoocwo-
09/870,608 05/3 l/200l David E. Cox 5577-I3ODV 9481 -

20792 7590 0233/2006 | [NER l
MYERS BIGEL SIBLEY & SAJOVEC BAYARD' D’ENANE M

RALEIGH, NC 27627 2'“
DATE MAILED: 02/2 3/2006

Determination of Patent Term Adjustment under 35 U.S.C. 154 (b)

(application filed on or afier May 29, 2000)

The Patent Term Adjustment to date is 782 day(s). If the issue fee is paid on the date that is three months afier the
mailing date of this notice and the patent issues on the Tuesday before the date that is 28 weeks (six and a half
months) after the mailing date of this notice, the Patent Term Adjustment will be 782 day(s).

If a Continued Prosecution Application (CPA) was filed in the above-identified application, the filing date that
determines Patent Term Adjustment is the filing date of the most recent CPA.

Applicant will be able to obtain more detailed information by accessing the Patent Application Information Retrieval
(PAIR) WEB site (http://pair.uspto.gov).

Any questions regarding the Patent Term Extension or Adjustment determination should be directed to the Office of

Patent Legal Administration at (571)-272-7702. Questions relating to issue and publication fee payments should be
directed to the Customer Service Center of the Office of Patent Publication at 1-(888)—786-0101 or
(571)-272-4200.

Page 3 of 3
PTOL-SS (Rev. 01/06) Approved for use through 04/30/2007.
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Application No. Applicant(s)

09/870,608 COX ET AL.
Examiner Art Unit

Djenane M. Bayard 2141

- The MAILING DA TE of this communication appears on the cover sheet with the correspondence addr --

All claims being allowable, PROSECUTION ON THE MERITS IS (OR REMAINS) CLOSED in this application. If not included
herewith (or previously mailed), a Notice of Allowance (PTOL-85) or other appropriate communication will be mailed in due course. THIS
NOTICE OF ALLOWABILITY IS NOT A GRANT OF PATENT RIGHTS. This application is subject to withdrawal from issue at the initiative

of the Office or upon petition by the applicant. See 37 CFR 1.313 and MPEP 1308.

Notice of Allowability

1. E This communication is responsive to 11/09/05. 

 2. E The allowed claim(s) is/are 15-20 22 24-37.
 

3. C] Acknowledgment is made ofa claim for foreign priority under 35 U.S.C. § 119(a)—(d) or (f).

a) C] All b) E] Some' c) E] None ofthe:

1. E] Certified copies of the priority documents have been received.

2. E] Certified copies of the priority documents have been received in Application No.

3. E] Copies of the certified copies of the priority documents have been received in this national stage application from the

International Bureau (PCT Rule 17.2(a)).

' Certified copies not received:

Applicant has THREE MONTHS FROM THE “MAILING DATE" ofthis communication to file a reply complying with the requirements
noted below. Failure to timely comply will result in ABANDONMENT of this application.
THIS THREE-MONTH PERIOD IS NOT EXTENDABLE.

4. E] A SUBSTITUTE OATH OR DECLARATION must be submitted. Note the attached EXAMINER'S AMENDMENT or NOTICE OF
INFORMAL PATENT APPLICATION (PTO-152) which gives reason(s) why the oath or declaration is deficient.
 

 
 5. C] CORRECTED DRAWINGS ( as “replacement sheets”) must be submitted.

(a) E] including changes required by the Notice of Draftsperson's Patent Drawing Review( PTO-948) attached

1) E] hereto or 2) E] to Paper No./Mai| Date __

(b) E] including changes required by the attached Examiner's Amendment / Comment or in the Office action of

Paper No./Mai| Date
Identifying indicia such as the application number (see 37 CFR 1.84(c)) should be written on the drawings in the front (not the back) of
each sheet. Replacement sheet(s) should be labeled as such in the header according to 37 CFR 1.121(d).

6. E] DEPOSIT OF and/or INFORMATION about the deposit of BIOLOGICAL MATERIAL must be submitted. Note the
attached Examiner's comment regarding REQUIREMENT FOR THE DEPOSIT OF BIOLOGICAL MATERIAL.

 
 

Attachment(s)

1. E] Notice of References Cited (PTO-892) 5. E] Notice of Informal Patent Application (PTO-152)

2. E] Notice of Draftperson's Patent Drawing Review (PTO-948) 6. E] Interview Summary (PTO-413),
Paper No./Mail Date .

3. E] Information Disclosure Statements (PTO-1449 or PTO/SB/OB), 7. E] Examiner's Amendment/Comment
Paper No./Mai| Date

4. E] Examiner's Comment Regarding Requirement for Deposit 8. IX Examiner's Statement of Reasons forAIIowance
of Biological Material

9. 1:] Other

M RUPAL DHARA
SUPERVISOR)! PATIENT EXAMINER

US. Patent and Trademark Office

PTOL-37 (Rev. 7-05) Notice of Allowability Part of Paper No./Mai| Date 20060214
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1':

Application/Control Number: 09/870,608 Page 2

Art Unit: 2141

Allowable Subject Matter

1. Claims 15—20, 22, 24-37 are allowed.

2. The following is an examiner’s statement of reasons for allowance: Providing an

application program to be distributed to the network management server in combination with

preparing a file packet associated with the application program and including a segment

configured to initiate registration operations for the application program at the target on-demand

server.

Any comments considered necessary by applicant must be submitted no later than the

payment of the issue fee and, to avoid processing delays, should preferably accompany the issue

fee. Such submissions should be clearly labeled “Comments on Statement of Reasons for

Allowance.”

Conclusion

3. Any inquiry concerning this communication or earlier communications from the

examiner should be directed to Djenane M. Bayard whose telephone number is (571) 272-3878.

The examiner can normally be reached on Monday- Friday 5:30 AM- 3 :00 PM..

If attempts to reach the examiner by telephone are unsuccessful, the examiner’s

supervisor, Rupal Dharia can be reached on (571) 272-3 880. The fax phone number for the

organization where this application or proceeding is assigned is 571-273-8300.
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Application/Control Number: 09/870,608 Page 3

Art Unit: 2141

Information regarding the status of an application may be obtained from the Patent

Application Information Retrieval (PAIR) system. Status information for published applications

may be obtained from either Private PAJR or Public PAJR. Status information for unpublished

applications is available through Private PAJR only. For more information about the PAJR

system, see http://pair-directuspto.gov. Should you have questions on access to the Private PAJR

system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free).

Djenane Bayard

Patent Examiner

PAL DHARlA

‘SUPEmieoav PATENT EXAMWER
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EAST Search History

Hits Search Query DBs Default Plurals Time Stamp

Operator

1506353 (includ$3 or add$5 or attach$3) US-PGPUB; OR 2006/02/18 09:41

near3 ( segment or portion or USPAT;

part) EPO;
DERWENT

((client with regist$6) or (client US-PGPUB; 2006/02/18 09:42

with authenticat$3) or (client with USPAT;

login$3)) same ((software with USOCR

download$3) or (software with

updat$3) or ( software with

upload$3) or (data with

transferr$3))

II and |2 US-PGPUB; 2006/02/18 09:42

USPAT;
USOCR

l3 and (709/203.ccls. or 709/219. US-PGPUB; 2006/02/18 09:49

ccls. or 709/228.ccls. or 709/218. USPAT;

ccls.) USOCR

l3 and (717/717.ccls. or 717/172) US-PGPUB; 2006/02/18 09:48

USPAT;
USOCR

I2 and (717/717.ccls. or 717/172) US-PGPUB; 2006/02/18 09:51

USPAT;
USOCR

server with distribut$3 with US-PGPUB; 2006/02/18 09:49

regist$6 with (application or USPAT;
software or data or information or USOCR

file) with (user or client) l7 and (709/203.ccls. or 709/219. , US-PGPUB; 2006/02/18 09:49
ccls. or 709/228.ccls. or 709/218. USPAT;

ccls.) USOCR

l7 and (717/717.ccls. or 717/172) US-PGPUB; 2006/02/18 09:51

USPAT;
USOCR

(software with distribution).ab. US—PGPUB; 2005/09/08 07:04
USPAT

(source with directory) and (target US-PGPUB; 2004/08/25 08:03

with directory) USPAT

tivoli with server US-‘PGPUB; 2004/08/25 08:03
USPAT

(application with network with US-PGPUB; 2004/08/25 08:04

distribution) and (java with applet) USPAT

(java with applet with url ) and US-PGPUB; 2004/08/25 08:04

(software with distribution ) USPAT

("6202206").PN. US-PGPUB; 2005/03/17 16:49
USPAT
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EAST Search History

("20020186705").PN. US-PGPUB; 2005/03/17 16:51
USPAT

("20040083299").PN. US-PGPU B; 2005/03/17 16:51
USPAT

("6430233").PN. US-PGPUB; 2005/03/17 16:52
USPAT

("6101616").PN. US-PGPUB; 2005/03/17 16:52
USPAT

("6424650").PN. US-PGPUB; 2005/03/18 16:39
USPAT

("6202206").PN. US-PGPUB; 2005/03/18 16:42
USPAT

("5867713").PN. US-PGPUB; 2005/03/18 16:42
USPAT

("5867713").URPN. USPAT 2005/03/18 16:44

("20020032763").PN. US-PGPUB; 2005/03/18 16:48
USPAT

("6510466").PN. US-PGPUB; 2005/03/18 16:46
USPAT

("6510466").URPN. USPAT 2005/03/18 16:47

"20020032763".pn. and (target US-PGPUB; 2005/03/18 16:49

with demand) USPAT

("6510466").URPN. USPAT 2005/03/18 17:13

("5263165" I "5440739" | US-PGPUB; 2005/03/18 17:14

"5554979"|"5634010"| USPAT;

"5655081"|"5680619'| USOCR

"5689709"|"5708709"|

"5745879"|"5748896"|

"5764887"|"5771354”|

"5778368"|"5809251"|

"5813009"|"5845077"|

"5848243"|"5875327"|

"5881236"|"5911066"|

"5933601"|"6070190"|

"6098067"|"6105063"|

"6105066"|"6105069"|

"6108712"|"6115040"|

"6158010"|"6175363"|

"6175832"|"6182142"|

"6189051"l"6192414”|

"6195432"|"6202206")PN.

("5845077").URPN. 2005/03/18 17:28
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EAST Search History

("5204897" | "5260999" | US-PGPUB; 2005/03/18 17:35

"5263165"|“5440739"| USPAT;

"5554979"|"5634010"| USOCR

"5655081"|"5671412"|

"5680615“|"5689708"|

"5708709"|"5745879"|

"5748896"|"5752041"|

"5764887"|"5771354"|

"5778368"|"5809251"|

"5813009"|“5845065"|

"5845077"|“5848243"|

"5875327"|"5881236“|

"5911066"|"5933601"|

"6021438"|"6070190"|

"6098067"|"6105063“|

"6105066”|"6105069"|

"6108712"|"6115040"|

"6158010"|"6175363"|

"6175832"|"6182142"|

"6189051"|"6192414“|

"6195432"|"6202206")PN.

("6728766").URPN. ‘ USPAT 2005/03/18 17:37

("4885770" | "5263165" | US—PGPUB; 2005/03/18 17:47

"5440739"|"5554979"| USPAT;

'6634010"|"565508r'| USOCR

"5680615”|"5689708"|

"5745879"|"5748896"|

“5764887"|"5771354"|

"5778368"|"5809251"|

"5813009"|"5845077"|

"5848243"|"5875327"|

"5881236"|"5889942"|

"5905492"|"5911066"|

"5933601"|"6003083"|

"6023273"|"6070190“|

"6098067"|"6105063"|

"6105066"|"6105069"|

"6108712'|"6115040"|

"6158010"|"6175363"|

"6175832"|"6189051"|

"6192414"|"6195432")PN.

((ciient with regist$6) or (client US-PGPUB; 2005/03/18 17:51

with authenticat$3) or (client with USPAT;

login$3)) same ((software with USOCR

download$3) or (software with .

updat$3) or ( software with

upload$3) or (data with

transferr$3))and "709"/$.ccls.
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EAST Search History

((client with regist$6) or (client US-PGPUB;

with authenticat$3) or (client with USPAT;

login$3)) same ((software with USOCR

download$3) or (software with

updat$3) or ( software with

upload$3) or (software with

distribut$3))

((client near2 regist$6) or (client US—PGPUB;

near2 authenticat$3) or (client USPAT;

near2 login$3)) same ((software USOCR

with download$3) or (software

with updat$3) or ( software with

upload$3) or (software with

distribut$3))

((client near2 regist$6) or (client US-PGPUB;

nearZ authenticat$3) or (client USPAT;

near2 login$3)) same ((software USOCR

near2 download$3) or (software

near2 updat$3) or ( software

near2 upload$3) or (software

nearZ distribut$3))

"20020032763".pn. and US-PGPUB;

registration USPAT;
USOCR

(regist$6 with application with US-PGPUB;

distribut$3) USPAT;
USOCR

1335694 (regist$6 with application with US-PGPUB;

programwith distribut$3) USPAT;
USOCR

(regist$6 with application with US-PGPUB;

program with distribut$3) USPAT;
USOCR

"20020032763".pn. and (file with US-PGPUB;

packet) USPAT;
' USOCR

US-PGPUB;

USPAT;
USOCR

US-PGPUB;

(file adj packet)

(file adj packet) same application

same regist$6 ' USPAT;
USOCR

(file adj packet) same application US-PGPUB;
USPAT;
USOCR

(segment with initiat$3 with US-PGPUB;

regist$6) USPAT

2/18/06 9:51:51 AM

C:\Documents and Settings\DBayard\My Documents\EASl'\Worleaces\09870608.wsp

2005/03/18 17:51

2005/03/18 17:52

2005/03/18 17:55

2005/03/18 20:42

2005/03/18 18:01

2005/03/18 18:01

2005/03/18 18:01

2005/03/18 20:51

2005/03/18 21:05

2005/03/18 20:52

2005/03/18 20:58

2005/03/18 21:03
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EAST Search History

(file adj packet)with regist$6 US-PGPUB; 2005/03/18 21:08

USPAT;
USOCR

server with distribut$3 with US-PGPUB; 2005/03/18 21:08

regist$6 USPAT;
USOCR

server with distribut$3 with US—PGPUB; 2005/03/18 21:09

regist$6 with (application or USPAT;

software or data or information) USOCR

server with distribut$3 with US-PGPUB; 2005/03/18 21:10

regist$6 with (application or USPAT;
software or data or information or USOCR

file)

server with distribut$3 with US-PGPUB; 2005/03/18 21:10

regist$6 with (application or USPAT;
software or data or information or USOCR

file) with packet with segment

server with distribut$3 with US-PGPUB; 2005/03/18 21:11

regist$6 with (application or USPAT;
software or data or information or USOCR

file) and "709"/$.ccls.

server with distribut$3 with US-PGPUB; 2005/03/18 21:12

regist$6 with (application or USPAT;
software or data or information or USOCR

file) with (user or client) with
network

(shared adj directory) with US-PGPUB; 2005/03/19 10:46

(application with test$3) USPAT

(shared with directory) with US-PGPUB; 2005/03/19 10:47

(application with test$3) USPAT

(shar$3 with directory) with US-PGPUB; 2005/03/19 10:47

(application with test$3) USPAT

(application with test$3).ab. US-PGPUB; 2005/03/19 10:48
USPAT

(application with test$3).ab. and US-PGPUB; 2005/03/19 10:52

(interoperability with test$3) USPAT

(interoperability with test$3) US-PGPUB; 2005/03/19 10:52
USPAT

(interoperability with test$3)and US-PGPUB; 2005/03/19 10:59

((directory with shar$3) or (area USPAT

with shar$3))

("6401135").PN. US-PGPUB; 2005/03/19 11:02
USPAT

("6260065").PN. US-PGPUB; 2005/03/19 11:03
USPAT
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("6253368").PN. US-PGPUB; 2005/03/19 11:03
USPAT

("6253368").URPN. USPAT 2005/03/19 11:19

("6401135").URPN. USPAT 2005/03/19 11:20

("4617663" | "5218605" I US-PGPUB; 2005/03/19 11:37

"5390325" I "5481721" | USPAT;

"5485617" I "5615333" | USOCR

"5715373" | "5751941").PN.

interoperability with test$3 US-PGPUB; 2005/03/19 11:37
USPAT;
USOCR

(software with distribut$3).ab. US-PGPUB; 2005/03/31 14:49
USPAT

(software with distribut$3 with US-PGPUB; 2005/03/31 14:50

regist$4).ab. USPAT

"6510466" US-PGPUB; , 2005/03/31 15:43
USPAT

("6510466").URPN. USPAT 2005/03/31 15:09

("5263165" | "5440739" | US-PGPUB; 2005/03/31 15:13

"5554979" | "5634010" | USPAT;

"5655081" I "5680615" | USOCR

"5689709" | "5708709" |

"5745879"|"5748896"|

"5764887"|"5771354"|

"5778368"|"5809251"|

"5813009“|“5845077"|

"5848243"|"5875327"l

"5881236"|”5911066"|

"593360r'|"6070190"|

"6098067"|"6105063"|

"6105066"|"6105069"|

"6108712"|"6115040"|

"6158010"|"6175363"|

"6175832"|"6182142"|

"6189051"|"6192414"|

"6195432"|"6202206")PN.

(sofiware adj2 distribut$3) same US-PGPUB; 2005/03/31 15:15

(regist$3 or logging or USPAT;
authenticat$3) USOCR

(software adj2 distribut$3) same US-PGPUB; 2005/03/31 15:15

(regist$3 or logging or USPAT;

authenticat$3) <= "19991118" USOCR

(software adj2 distribut$3) same US-PGPUB; ‘ 2005/03/31 15:15

(regist$3 or logging or USPAT;

authenticat$3)and @pd<= USOCR
"19991118"
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(software ade distribut$3) same US-PGPUB; 2005/03/31 15:32

(regist$3 or logging or USPAT;

authenticat$3) USOCR

("5825877").PN. US-PGPUB; 2005/03/31 15:32
USPAT

("6049671").URPN. USPAT 2005/03/31 15:33

"6202206".pn. and (logging or US-PGPUB; 2005/03/31 15:49

regist$4 or authenticat$3) USPAT

(segment with initiat$3 with US-PGPUB; 2005/03/31 15:49

registration) USPAT

(logging with software with US-PGPUB; 2005/03/31 16:05

download$3) USPAT

(data or software or information or US-PGPUB; 2005/03/31 16:06

application) with (distribut$3 or USPAT

transfer$4) with (logging or

authenticat$3)

(data or software or information or US-PGPUB; 2005/03/31 16:07

application) with (distribut$3 or USPAT

transfer$4) with (logging or

authenticat$3) and "709"/$3.ccls.

(data or software or information or US-PGPUB; 2005/03/31 16:07

application) with (distribut$3 or USPAT

transfer$4) with (logging or

authenticat$3) and "709"/$.cc|s.

(data or software or information or US-PGPUB; 2005/03/31 16:07

application) with (distribut$3) with USPAT

(logging or authenticat$3) and

"709"/$.cc|s.

(software or information or US-PGPUB; 2005/03/31 16:07

application) with (distribut$3) with USPAT

(logging or authenticat$3) and

"709"/$.ccls.

(software or application) with US-PGPUB; 2005/03/31 16:07

(distribut$3) with (logging or USPAT

authenticat$3) and "709"/$.ccls.

("2003/0110241").URPN. USPAT 2005/03/31 16:10

("20020152290" | "20030110248" US-PGPUB; 2005/03/31 16:14

I "5396613" I "5630116" I USPAT;

"5634008" I "5696486" I USOCR

"5919247" I "5933647" I

"5987497" I "6031533" I

"6035423" I "6110228" I

"6389426" I "6526447" I

"6581092" I "6591296"I

"6604237" I "6704782").PN.
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"20030110241".pn. and US-PGPUB; 2005/03/31 16:44

(authenticat$3 or logging or USPAT

regist$4)

("20020032763").PN. US-PGPUB; 2005/09/08 07:40

USPAT;

EPO;
DERWENT

(packet with segment with US-PGPUB; 2005/09/08 07:44

regist$6 with (begin$3 or start$3 USPAT;

or initiat$3)) EPO;
DERWENT

(packet with segment with US-PGPUB; 2006/02/14 09:41

regist$6 with (begin$3 or start$3 USPAT;

or initiat$3)) EPO;
DERWENT

(packet with (segment or section US-PGPUB; 2005/09/08 07:49

or header or portion or byte) with USPAT;

regist$6 with (begin$3 or start$3 EPO;

or initiat$3)) DERWENT

(packet with (segment or section US-PGPUB; 2006/02/02 09:17

or header or portion or byte) with USPAT;

regist$6 with (begin$3 or start$3 EPO;

or initiat$3)) and "709"/$.cc|s. DERWENT

( segment or byte or header) with US-PGPUB; 2005/09/09 06:04

( initializ$3 or initiat$3 ) with USPAT

(registration)

("20040019697").PN. US-PGPUB; 2005/09/09 09:55

- USPAT;

EPO;
DERWENT

("20030028661").PN. US-PGPUB; 2005/09/09 09:56
USPAT;

EPO;
DERWENT

("20030035067").PN. US-PGPUB; 2005/09/09 09:57

USPAT;

EPO;
DERWENT

("20030069973").PN. US-PGPUB; ' 2005/09/09 09:57
USPAT;

EPO;
DERWENT

((initat$3 or start$3 or begin$4 ) US—PGPUB; 2006/02/02 09:57

near2 (register$3 or registration) USPAT;

near3 (program or application or EPO;

software» with (segment or DERWENT

section )
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("6510466").PN. US-PGPUB; 2006/02/02 10:00

USPAT;

EPO;
DERWENT

(software or application or US-PGPUB; 2006/02/02 10:03

program) near2 (download$3 or USPAT;

distribut$3 or import$3) EPO;
DERWENT

$96 and ((registration or register) US-PGPUB; 2006/02/02 10:04

with segment) USPAT;

EPO;
DERWENT

$97 and "709"/$.cc|s. US-PGPUB; 2006/02/02 10:04

USPAT;

EPO;
DERWENT

("6510466").URPN. USPAT 2006/02/02 10:13

("5263165" | "5440739" I US-PGPUB; 2006/02/02 10:15

"5554979" I "5634010" | USPAT;

"5655081" I "5680615" I USOCR

"5689709" I "5708709" |

"5745879" I "5748896" |

"5764887" | "5771354" |

"5778368"I"5809251"|

"5813009"I"5845077"|

"5848243"I"5875327"|

"5881236"I"5911066"|

"5933601"I"6070190"|

"6098067"I"6105063"|

"6105066"I"6105069"|

"6108712"I"6115040"|

"6158010"I"6175363"|

"6175832"I"6182142"|

"6189051"|"6192414"|

"6195432"I"6202206")PN.

"20020032763".pn. and US-PGPUB; 2006/02/02 10:45

(registration or register$3) USPAT;

EPO;
DERWENT

$96 and ((registration or US—PGPUB; 2006/02/02 10:54

register$3) near3 (initiat$3 or USPAT;

begin$4 or start$3 or prompt$3)) EPO;
DERWENT

$102 and ("709"/$.ccls. or US-PGPUB; 2006/02/02 10:57

"395"/$.ccls. or "717"/$.ccls.) USPAT;

EPO;
DERWENT
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5102 and ("709"/$.cc|s. ) US-PGPUB; 2006/02/02 10:55

USPAT;

EPO;
DERWENT

$102 and ("709"/$.ccls. or US-PGPUB; 2006/02/02 10:57

"395"/$.ccls. or "717"/$.cc|s.) and USPAT;

"19981012.prd" EPO;
DERWENT

$102 and ("709"/$.cc|s. or US-PGPUB; 2006/02/02 10:57

"395"/$.ccls. or "717"/$.ccls.) and USPAT;

"19981012.prd." EPO;
DERWENT

$102 and "19981012.prd." US-PGPUB; 2006/02/02 10:58

USPAT;

EPO;
DERWENT

$102 and @pd<"19981012" US-PGPUB; 2006/02/02 10:59

USPAT;

EPO;
DERWENT

$102 and @pd<"20001012" and US-PGPUB; 2006/02/02 11:36

"709"/$.ccls. USPAT;

EPO;

 
DERWENT

((register$3 or registration or US-PGPUB; 2006/02/02 11:38

authenticat$3 or password) near3 USPAT;

(on—demand or server or host)) EPO;

with ( download or distribut$3 or DERWENT

transfer$4 ) with ( application or

software or program)

5110 and "709"/$.ccls. US-PGPUB; 2006/02/02 11:39

USPAT;

EPO;
DERWENT

(packet with segment with US-PGPUB; 2006/02/14 09:41

regist$6 with (begin$3 or start$3 USPAT;

or initiat$3)) and "717"/$.cc|s. EPO;
DERWENT

(includ$3 or add$5 or attach$3) US-PGPUB; 2006/02/14 09:45

near3 ( segment or portion or USPAT;

part) and "717"/$.ccls. EPO;
DERWENT

(includ$3 or add$5 or attach$3) US-PGPUB; 2006/02/14 09:45

near3 ( segment) and "717"/$. USPAT;

ccls. EPO;
DERWENT
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(includ$3 or add$5 or attach$3) US-PGPUB; 2006/02/14 09:46

near3 ( segment) USPAT;
EPO;
DERWENT

$116 with (initiat$3 or regist$5) US-PGPUB; 2006/02/14 09:48
USPAT;

EPO;
DERWENT

$117 and "717"/$.ccls. US-PGPUB; 2006/02/14 09:48

USPAT;

EPO;
DERWENT
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52/97

.. V. ,F/
Attorney Docket No. 5 5 77-13ODV PATENT

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

: Cox et a1. Examiner: Djenane M. Bayard

.-j lication Serial No.: 09/870,608 Group Art Unit: 2141

ed: May 31, 2001 Confirmation No.2 9481
 

METHODS, SYSTEMS AND COMPUTER PROGRAM PRODUCTS FOR

DISTRIBUTION OF APPLICATION PROGRAMS TO A TARGET STATION ON

A NETWORK

November 7, 2005

' Mall SfoP Amendment Certificate of Mailing under 37 CFR 1.8
commISSIOIlel' for Patents I hereby certify that this correspondence is being deposited with the United
PO Box 1450 States Postal Service with sufficient postage as first class mail in an envelope

- addressed to: Mail Stop Amendment, Commissioner for Patents, PO Box 1450,

Alexandna’ VA 22313'1450 Alex ria, VA 22313—1450 on November 7, 2005
  
Carey Grery /

AMENDMENT

Sir:

Applicants provide the present Amendment to address the issues raised in the Office

Action mailed September 22, 2005 ("the Office Action").

If any extension of time for the accompanying response or submission is required,

Applicants request that this be considered a petition therefor. The Commissioner is hereby

authorized to charge any additional fee, which may be required, or credit any refund, to

Deposit Account No. 09-0461.

A Listing of the Claims is provided for the Examiner's convenience beginning on

page 2 of this paper.

Remarks begin on page 7 of this paper.
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Filed: May 31, 2001

Page 2 of 11

Listing of the Claims:

1—14. (Canceled)

15. (Previously presented) A method for distribution of application programs to a

target on—demand server on a network comprising the following executed on a centralized

network management server coupled to the network:

providing an application program to be distributed to the network management server;

specifying a source directory and a target directory for distribution of the application

“ program;

preparing a file packet associated with the application program and including a

segment configured to initiate registration operations for the application program at the target

on-demand server; and

distributing the file packet to the target on-demand server to make the application

program available for use by a user at a client.

16. (Original) A method according to Claim 15 wherein the network management

server is a TivoliTM server.

17. (Previously presented) A method according to Claim 15 wherein the segment

configured to initiate registration operations includes an import data file and a call to an

import program executing on the target on-demand server to install and register the file

packet associated with the application program on the target on—demand server in a manner

that makes it recognized and available to the user at the client.

18. (Previously presented) A method according to Claim 15 where the application

program is provided as a JAVATM applet and wherein the application program is registered

based on a Universal Resource Locator (URL) address accessible to a browser application and

wherein the segment configured to initiate registration operations includes a variable field

IPR2017-01827
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into which the target on—demand server inserts its identification during registration operations.

19. (Previously Presented) A method according to Claim 18 wherein the step of

distributing comprises the step of distributing the file packet to a plurality of target on-

demand servers each having an identification which may be inserted into the variable field at

the target on-demand server.

20. (Previously Presented) An application program distribution system for

distributing application programs to a target on-demand server on a network executing on a

‘ centralized network management server coupled to the network, the system comprising:

means for providing to the network management server an application program to be

distributed to remote servers;

means for specifying a source directory and a target directory for distribution of the

application program;

means for preparing a file packet associated with the application program, the file

packet including a segment configured to initiate registration operations for the application

program at the target on-demand server; and

means for distributing the file packet to the target on—demand server to make the

application program available for use by a user at a client.

21 . (Canceled)

22. (Previously presented) A computer program product for distributing

application programs to a target on-demand server on a network executing on a centralized

network management server coupled to the network,'the computer program product

comprising:

a computer-readable storage medium having computer-readable program code

embodied in said medium, said computer—readable program code comprising:

computer readable program code that provides to the network management server an

IPR2017-01827
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application program to be distributed to remote servers;

computer readable program code that specifies a source directory and a target

directory for distribution of the application program;

computer readable program code means that prepares a file packet associated with the

application program, the file packet including a segment configured to initiate registration

operations for the application program at the target on-demand server; and

computer readable program code means that distributes the file packet to the target on—

demand server to make the application program available for use by a user at a client.

23. (Canceled).

24. (Previously presented) A system according to Claim 20 wherein the network

management server is a TivoliTM server.

25. (Previously presented) A system according to Claim 20 wherein the segment

configured to initiate registration operations includes an import data file and a call to an

import program executing on the target on—demand server to install and register the file

packet associated with the application program on the target on-demand server in a manner

that makes it recognized and available to the user at the client.

26. (Previously presented) A system according to Claim 20 wherein the

application program is provided as a JAVATM applet and wherein the application program is

registered based on a Universal Resource Locator (URL) address accessible to a browser

application and wherein the segment configured to initiate registration operations includes a

variable field into which the target on-demand server inserts its identification during

registration operations.

27. (Previously Presented) A system according to Claim 26 wherein the means for

distributing comprises means for distributing the file packet to a plurality of target on-demand

IPR2017-01827
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servers each having an identification which may be inserted into the variable field at the

target on-demand server.

28. (Previously presented) A computer program product according to Claim 22

wherein the network management server is a TivoliTM server.

29. (Previously presented) A computer program product according to Claim 22

wherein the segment configured to initiate registration operations includes an import data file

and a call to an import program executing on the target on-demand server to install and

' register the file packet associated with the application program on the target on-demand

server in a manner that makes it recognized and available to the user at the client.

30. (Previously presented) A computer program product according to Claim 22

wherein the application program is provided as a JAVATM applet and wherein the application

program is registered based on a Universal Resource Locator (URL) address accessible to a

browser application and wherein the segment configured to initiate registration operations

includes a variable field into which the target on-demand server inserts its identification

during registration operations.

31. (Previously presented) A computer program product according to Claim 30

wherein the computer readable program code that distributes comprises computer readable

program code that distributes the file packet to a plurality of target on—demand servers each

having an identification which may be inserted into the variable field at the target on—demand

SCI'VCI'.

32. (Previously Presented) A method according to Claim 15 wherein distributing

the file packet is preceded by executing a pre-distribution program at the network

management SCI'VCI'.
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Ubisoft, et al. EX1003 Page 37



IPR2017-01827 
Ubisoft, et al. EX1003 Page 38

In re: Cox et al.

Serial No. 09/870,608

Filed: May 31, 2001

Page 6 of 11

33. (Previously Presented) A method according to Claim 32 wherein executing a

pre-distribution program includes determining an environment for the application program

that exists on the target on-demand server.

34. (Previously Presented) A method according to Claim 33 wherein preparing a

file packet includes including a selected version of an application launcher in the file packet,

the selected version being selected based on the determined environment.

35. (Previously Presented) A method according to Claim 15 wherein distributing

. the file packet is followed by executing an after—distribution program at the target on—demand

SCI'VCI‘.

36. (Previously Presented) A method according to Claim 17 wherein registration

operations include maintaining at the target on-demand server a profile management list

identifying application programs available for use by the user and wherein the method fiirther

comprises updating the profile management list at the target on-demand server to make the

application program available for use by the user.

37. (Previously Presented) A method according to Claim 36 wherein the profile

management list includes a designation of authorized users for application programs

identified in the profile management list.
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w

Applicants appreciate the thorough review of the present application as indicated by

the Office Action. Applicants submit that the claims are patentable over the cited art for at

least the reasons discussed below. The claims are also patentable for the reasons discussed in

Applicants' previous amendments. However, to facilitate the Examiner's reconsideration of

this case, only the newly raised issue, the application of the newly cited Anderson reference,

will be addressed below. To assure that that this submission is fully responsive to the Office

Action, Applicants' previous amendments are incorporated herein by reference in their

entirety. Applicants request passing of this application to issuance in light of the comments

i below and in the previous amendments.

Independent Claims 15, 20 and 22 Are Patentable Over the Cited Art:

Independent Claims 15, 20 and 22 and dependent Claims 32-37 stand rejected under

35 U.S.C. § 103 over United States Patent No. 6,202,206 to Dean et al. ("Dean") in View of

United States Patent No. 5,867,713 to Shrader et al. ("Shrader") in view of United States

Patent No. 6,047,194 to Andersson ("Andersson"). Office Action, p. 2. However, the

explanation of these rejections does not discuss Claims 34-37. Claims 16-17, 24-25 and 28-

29 are rejected over Dean, Shrader and Anderson and further in view of United States Patent

No. 5,996,012 to Jarriel ("Jarriel"). Office Action, p. 4. However, the explanation of these

rejections refers repeatedly to Cheng et al, which is not applied against these claims. In

addition, no explanation is provided for the basis of the rejections of Claims 17, 25 and 29.

Office Action, p. 4. Claims 15, 20, 22 and 32-37 are then again rejected, this time over Dean,

Shrader, Andersson and Jan’iel and further in view of view of United States Patent

Application No. 2003/0110241 to Cheng et al. ("Cheng"). Office Action, p. 5. However,

only Claims 34-37 are discussed and the explanation of those rejections, except for listing

Andersson in the first line, are unchanged from the previous Office Action. Office Action,

pp. 5-8. Claims 18-19, 26-27 and 30-31 are rejected over Dean, Shrader and Andersson and

further in View of United States Patent No. 6,611,498 to Baker et al. ("Baker"). Office

Action, p. 8.
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As is clear from the preceding paragraph, Applicants are somewhat confused as to the

basis for the current rejections as applied to some of the claims. Nonetheless, it would appear

that the only substantive change is the reliance on Andersson, rather than Cheng, as disclosing

"including a sement configured to initiate registration operations for the application program

at the target stationing the file packet (See col. 8, lines 3—14)." Office Action, p. 3. the cited

portion of Andersson, in its entirety, reads as follows:

A determination is also made, indicated by the activity block 124, at the

mobile terminal 14 whether to permit transmission of packet data originated by

the Internet host 12, as identified in the SMS message, to the mobile terminal.

When a determination is made to permit the transmission of the packet data,

an indication of such permission is provided by the mobile terminal,

indicated by the seguence segment 128 in which the radio transceiver

initiates registration to enter into a packet state, pursuant to packet

communication registration procedures. Thereafter, the packet data is routed to
the mobile terminal 14.

Andersson, Col. 8, lines 3—14 (emphasis added).

As an initial matter, the reference to a "segment" in the excerpt of Andersson above is

a reference to a line on Figure 2 indicating that the exchange is between the MS 14 and the

VPMSC 44. Items 112, 114, 116, 1 18 and 122 (as well as other such lines) are likewise

referred to as segments. Thus, the cited portion of Andersson does not even disclose

"including a segment" in a file packet, it describes including a segment line in a figure of a

patent to graphically illustrate a communication between source and destination devices.

Assuming that the rejection does not rely on the appearance of the word "segment" in

Andersson, the exchange represented by segment 128 of Andersson likewise does not

disclose "preparing a file packet associated with the application program and including a

segment configured to initiate registration operations for the application program at the target

on-demand server" as recited in independent method Claim 15 (or the corresponding

recitations of independent Claims 20 and 22). Andersson is merely describing setup of a

communication channel for a mobile network including both circuit—switched and packet-

switched communication options. Andersson, Col. 2, lines 28-39; Col. 8, lines 3—14.

Security is provided for the packet channel by allowing a mobile terminal to provide
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"permission" to the network before the network will initiate the packet channel setup.

Andersson, Col. 8, lines 7—1 1. The capability, both hardware and software, for supporting

receipt and processing of packet communications over the packet channel are always present

on the mobile terminal and at the network, the "permission" sent from the mobile terminal

merely authorizes packet channel setup. Thus, even were the "permission" to be considered

to be trigger for "registration operations," it is clearly not registering an "application

program," it is, at most, registering a device to utilize an already configured service

capability. Furthermore, the packet communications capabilities of Andersson are clearly not

an "application program" that is distributed by "a network management server" to the mobile

' terminal as recited in the independent claims. Thus, contrary to the allegation of the Office

Action, Andersson clearly does not disclose "including a segment configured to initiate

registration operations for the application program." Office Action, p. 3. Accordingly, the

rejections of independent Claims 15, 20 and 22 should be withdrawn for at least these

reasons.

The Dependent Claims:

Each of the dependent claims is patentable at least based on the patentability of the

independent claim from which it depends as discussed above. In addition, various of the

dependent claims are separately patentable as discussed in Applicants' previous amendments,

which are incorporated by reference above.

Applicants note that the present Office Action fails to include any discussion of a

basis for the rejections of Claims 17, 25 and 29. Each of these claims includes further

recitations related to the included "segment" discussed above with reference to the

independent claims. Applicants submit these claims are separately patentable at least as the

Office Action fails to provide any basis for rejecting these claims and Andersson clearly does

not disclose such recitations as it fails to even disclose an included segment as recited in the

independent claims.

Applicants further note that the basis for the rejections of Claims 34-37 is particularly

unclear. As best as Applicants can tell, however, while Andersson is added by reference to
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the rejection of the independent claims, the recitations of these dependent claims appear still

to be based on Cheng for the same reasons as previously advanced in the last Office Action.

However, assuming that this is correct, the present Office Action has failed to respond to any

of the argiments presented by Applicants in their amendment mailed June 22, 2005.

Accordingly, even though the June amendment has been incorporated by reference above, the

portions of that amendment directed to Claims 34—37 will be reproduced herein for the

Examiner's convenience:

With respect to Claims 32-35, the basis for the Examiner's assertion that

these recitations are disclosed by Cheng is unclear given that only a paragraph

citation is supplied with no explanation as to how the Examiner believes these

recitations are disclosed or suggested by the cited portions of Cheng. For

example, Claim 34 recites inclusion of "a selected version of an application

launcher in the file packet." Applicants can find nothing in the cited portions of

Cheng that appears to even remotely relate to an application launcher program,

distinct from the application program, that is sent from a centralized network

management server to a target on-demand server. As described in the present

application:

as used herein, the term "application launcher program" may refer to the

entire program provided by a software vendor or to merely a portion

thereof distibuted to a client to perform particular operations. For

example, the application launcher program distributed to initially populate

the user desktop preferably does not include the code associated with the

underlying application program and obtaining preferences which may only

be distributed to the client later when execution of the application program

is requested. The application launcher program distributed to populate the

user desktop may only include a URL and an associated ICON and,

possibly, code to allow obtaining of user identification and password

information. Memory usage on the client stations may thereby be limited.

Specification, p. 22, line 31 to p. 23, line 10. As further described in the present

application:

the application launcher programs may be applets which display the icon
which are associated with a web browser Universal Resource Locator

(URL) which points to the location of the applet to be executed. Upon

selection of the icon displayed by the application launcher, the selected

application is "launched" by requesting the URL of the application from

the on-demand server. Such requests may be made utilizing conventional

Hyper-Text Transfer Protocol (HTTP) communications or other suitable
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protocols.

Specification, p. 15, line 8-15. Applicants can find no disclosure of such an

application launcher program in the cited portions of Cheng and, accordingly,

Claim 34 is separately patentable for at least these reasons.

With respect to the remaining rejections of dependent Claims 32—33 and

35—3 7, if the rejections are not withdrawn, Applicants request an explanation of

how the recitations of these claims are disclosed by Cheng so that Applicants can

fiilly respond to the rejections. -

June Amendment, pp. 9-10. Applicants once again request the courtesy of some clarification

of the basis of these rejections in light of the comments above if the rejections are not

withdrawn.

CONCLUSION

Applicants respectfiilly submit that, for the reasons discussed above, the references

cited in the present rejections do not disclose or suggest the present invention as claimed.

Accordingly, Applicants respectfiilly request allowance of all the pending claims and passing

this application to issue.

 
Robert W. latz

Registration No. 36,811

Myers Bigel Sibley & Sajovec
PO. Box 37428

Raleigh, NC 27627

(919) 854-1400 phone

(919) 854-1401 fax

469836
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Period for Reply
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application from the International Bureau (PCT Rule 17.2(a)).
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DETAILED ACTION

1. This is in response to amendment filed on 6/24/05 in which claims 15-37 are pending.

Response to Arguments

2. Applicant's arguments with respect to claims 15, 20 and 22 have been considered but are

moot in view of the new ground(s) of rejection. Applicant argues that Cheng fails to teach

“including a segment configured to initiate registration operations for the application program at

the target station in the file packet”. A new prior art is introduced to teach this limitation.

Claim Rejections - 35 USC § 103

3. The following is a quotation of35 U.S.C. 103(a) which forms the basis for all

obviousness rejections set forth in this Office action:

(a) A patent may not be obtained though the invention is not identically disclosed or described as set forth in
section 102 of this title, if the differences between the subject matter sought to be patented and the prior art are

such that the subject matter as a whole would have been obvious at the time the invention was made to a person
having ordinary skill in the art to which said subject matter pertains. Patentability shall not be negatived by the
manner in which the invention was made.

4. Claims 15, 20, 22 and 32-37 are rejected under 35 USC. 103(a) as being unpatentable

over US. Patent No. 6,202,206 to Dean et al. in view ofU.S. Patent No. 5,867,713 to Shrader et

al in view of US. Patent No. 69,047194 to Andersson.

a. As per claims 15, 20 and 22, Dean et al teaches a method for distribution of application

programs to a target station on a network comprising the steps executed on a centralized network

management server coupled to the network of: providing an application program to be

distributed to the network management server (See col. 2, lines 50-67); preparing a file packet
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associated with the application program (See col. 5, lines 25—40); and distributing the file packet

to the target station (see col. 2, lines 50-67). However, Dean et al fails to teach specifying a

source directory and a target directory for distribution of the application program and including a

segment configured to initiate registration operations for the application program at the target

station in the file packet.

Shrader et al teaches an installation plan object for installing application 5 in a network.

Furthermore, Shrader et al teaches specifying a source directory and a target directory for

distribution of the application program (See col. 2, lines 59-67) col. 17 lines 45-61).

It would have been obvious to one with ordinary skill in the art at the time the invention

was made to incorporate specifying a source directory and a target directory for distribution of

the application program as taught by Shrader et al in order to determine if the file directories and

files objects are valid and accessible on the network (See col. 2, lines 61-62).

Andersson et al teaches and including a segment configlred to initiate registration

operations for the application program at the target stationing the file packet (See col. 8, lines 3-

14).

It would have been obvious to one with ordinary skill in the art at the time the invention

was made to incorporate and including a segment configured to initiate registration operations

for the application program at the target station as taught by Andersson et al in the claimed

invention of Dean et al in View of Shrader et al in order to ensure that only users who are

authorized by the provider can obtain updates for software products (See page 4, paragraph

[0051]).
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b. As per claim 32, Dean et al in View of Shrader et al and further in view of Cheng et a1

teaches the claimed invention as described above. Furthermore, Dean et a1 teaches wherein

distributing the file packet is preceded by executing a pre—distribution program at the network

management server (See col. 8, lines 40-60)

c. As per claim 33, Dean et al in View of Shrader et al and further in view of Cheng et a1

teaches the claimed invention as described above. Furthermore, Dean et a1 teaches method

wherein executing a pre-distribution program includes determining an environment for the

application program that exists on the target on—demand server (See col. 8, lines 12-20).

5. Claims 16-17, 24-25 and 28-29 are rejected under 35 U.S.C. 103(a) as being unpatentable

over US. Patent No. 6,202,206 to Dean et al. in view of US. Patent No. 5,867,713 to Shrader et

al and further in view of US. Patent No. 69,047194 to Andersson as applied above to claim 15,

20 and 22 above, and further in view of US. Patent No. 5,996,012 to Jarriel.

a. As per claims 16, 24 and 28, Dean et al in view of Shrader et al and further in view of

Cheng et a1 teaches the claimed invention as described above. However, Dean et al in view of

Shrader et al fails to wherein the network management server is a Tivoli. server.

Jarriel teaches wherein the network management server is a Tivoli server (See col. 1,

lines 12-35).

It would have been obvious to one with ordinary skill in the art at the time the invention

was made to incorporate wherein the network management server is a Tivoli ser as taught by
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Jarriel in the claimed invention of Dean et al in view of Shrader et al in order to permit remote

site management and operation (See col. 1, lines 12-3 5).

6. Claims 15, 20, 22 and 32-37 are rejected under 35 U.S.C. 103(a) as being unpatentable

over US. Patent No. 6,202,206 to Dean et al. in view ofU.S. Patent No. 5,867,713 to Shrader et

al in view of US. Patent No. 69,047194 to Andersson and fithher in view of US. Patent No.

5,996,012 to Jarriel as applied above to claim 16 above, and fiirther in view of US. Patent

Application No. 2003/0110241 to Cheng et al.

a. As per claim 34, Dean et al in view of Shrader et a1 and fithher in view of Andersson

teaches the claimed invention as described above. However, Dean et al in view of Shrader et al

in view of Andersson fails to teach wherein preparing a file packet includes including a selected

version of an application launcher in the file packet, the selected version being selected based on

the determined environment.

Cheng et al teaches wherein preparing a file packet includes including a selected version

of an application launcher in the file packet, the selected version being selected based on the

determined environment (See page 4, paragraph [0054]).

It would have been obvious to one with ordinary skill in the art at the time the invention

was made to incorporate wherein preparing a file packet includes including a selected version of

an application launcher in the file packet, the selected version being selected based on the

determined environment as taught by Cheng et al in the claimed invention of Dean et al in view
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of Shrader et al in view of Andersson in order to download relevant update for the software

product (See page 4, paragraph [0053]).

b. As per claim 35, Dean et al in view of Shrader et a] and fithher in view of Andersson

teaches the claimed invention as described above. However, Dean et al in view of Shrader et al

fails to teach wherein distributing the file packet is followed by executing an after—distribution

program at the target on-demand server.

Cheng et al teaches wherein distributing the file packet is followed by executing an after-

distribution program at the target on-demand server (See page 4, paragraph [0054]).

It would have been obvious to one with ordinary skill in the art at the time the invention

was made to incorporate wherein distributing the file packet is followed by executing an after-

distribution program at the target on-demand server as taught by Cheng et al in the claimed

invention of Dean et al in view of Shrader et al in order to download relevant update for the

software product (See page 4, paragraph [0053]).

c. As per claim 36, Dean et al in view of Shrader et a] and fithher in view of Andersson

teaches the claimed invention as described above. However, Dean et al in view of Shrader et a1

and timber in view of Anderson fails to teach wherein registration operations include

maintaining at the target on-demand server a profile management list identifying application

programs available for use by the user and wherein the method filrther comprises updating the

profile management list at the target on-demand server to make the application program

available for use by the user.
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Cheng et al teaches wherein registration operations include maintaining at the target on-

demand server a profile management list identifying application programs available for use by

the user and wherein the method further comprises updating the profile management list at the

target on-demand server to make the application program available for use by the user (See page

4, paragraph [0054]).

It would have been obvious to one with ordinary skill in the art at the time the invention

was made to incorporate wherein registration operations include maintaining at the target on-

demand server a profile management list identifying application programs available for use by

the user and wherein the method further comprises updating the profile management list at the

target on-demand server to make the application program available for use by the user as taught

by Cheng et al in the claimed invention of Dean et al in view of Shrader et a] in view of

Anderson in order to download relevant update for the software product (See page 4, paragraph

[0053]).

d. As per claim 37, Dean et al in view of Shrader et a1 and filrther in View of Anderson

teaches the claimed invention as described above. However, Dean et al in view of Shrader et al

fails to teach wherein the profile management list includes a designation of authorized users for

application programs identified in the profile management list.

Cheng et al teaches wherein the profile management list includes a designation of

authorized users for application programs identified in the profile management list (See page 4,

paragraph [0054]).
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It would have been obvious to one with ordinary skill in the art at the time the invention

was made to incorporate wherein the profile management list includes a designation of

authorized users for application programs identified in the profile management list as taught by

Cheng et al in the claimed invention of Dean et al in view of Shrader et al in order to download

relevant update for the software product (See page 4, paragraph [0053]).

7. Claims 18-19, 26—27 and 30-31 are rejected under 35 U.S.C. 103(a) as being unpatentable

over US. Patent No. 6,202,206 to Dean et al. in view ofU.S. Patent No. 5,867,713 to Shrader et

al further in view of US. Patent 6,047194 to Andersson, and further in view of US. Patent No.

5,996,012 to Jarriel as applied to claim 16 above, and further in view ofU.S. Patent No.

6,611,498 to Baker et al.

a. As per claims 18, 26 and 30, Dean et al in view of Shrader in view of Andersson teaches

the claimed invention as described above. Furthermore, Dean et al teaches wherein the segment

configured to initiate registration operations includes a variable field into which the target station

inserts its identification during registration operations (See col. 8, lines 1-12 and figures 18 and

19). However, Dean et al fails to teach wherein the application program is registered based on a

Universal Resource Locator (URL) address accessible to a browser application and wherein the

segment configured to initiate registration operations includes a variable field into which the

target station inserts its identification during registration operations.
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Baker et al teaches wherein the application program is registered based on a Universal

Resource Locator (URL) address accessible to a browser application and wherein the segment

configured to initiate registration operations includes a variable field into which the target station

inserts its identification during registration operations (See col. 14, lines 22-41).

It would have been obvious to one with ordinary skill in the art at the time invention was

made to incorporate wherein the application program is registered based on a Universal Resource

Locator (URL) address accessible to a browser application and wherein the segment configured

to initiate identification during registration operations as taught by Baker et al in the claimed

invention of Dean et al in view of Shrader et al in order to simplify the enterprise burden by

limiting the client development side to screen layouts and data presentation tools that use a

common interface enabled by the web browser (See col. 2, lines 50-57).

b. As per claim 19, 26 and 31, Dean et al teaches distributing comprises the step of

distributing the file packet to a plurality of target stations each having an identification which

may be inserted into the variable field at the target station (See col. 8, lines 1-12 and figures 18

and 19).

Conclusion

Any inquiry concerning this communication or earlier communications from the

examiner should be directed to Djenane M. Bayard whose telephone number is (571) 272-3878.

The examiner can normally be reached on Monday- Friday 5:30 AM- 3 :00 PM..
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If attempts to reach the examiner by telephone are unsuccessful, the examiner’s

supervisor, Rupal Dharia can be reached on (571) 272-3 880. The fax phone number for the

organization where this application or proceeding is assigned is 571-273—8300.

Information regarding the status of an application may be obtained from the Patent

Application Information Retrieval (PAJR) system. Status information for published applications

may be obtained from either Private PAIR or Public PAJR. Status information for unpublished

applications is available through Private PAJR only. For more information about the PAIR

system, see http://pair—direct.uspto. gov. Should you have questions on access to the Private PAJR

system, contact the Electronic Business Center (EBC) at 866—217-9197 (toll-free).

Djenane Bayard

Patent Examiner
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Search Query DBs Default Plurals Time Stamp

 
   

Operator

(software with distribution).ab. US-PGPUB; OR ON 2005/09/08 07:04
USPAT

(source with directory) and (target US-PGPUB; OR ON 2004/08/25 08:03
with directory) USPAT

tivoli with server US-PGPUB; OR ON 2004/08/25 08:03
USPAT

(application with network with US-PGPUB; OR ON 2004/08/25 08:04

distribution) and (java with applet) USPAT

(java with applet with url ) and US-PGPUB; OR ON 2004/08/25 08:04

(software with distribution ) USPAT

("6202206").PN. US-PGPUB; OR OFF 2005/03/17 16:49
USPAT

("20020186705").PN. US-PGPUB; OR OFF 2005/03/17 16:51
USPAT

("20040083299").PN. US-PGPUB; OR OFF 2005/03/17 16:51
USPAT

("6430233").PN. US-PGPUB; OR OFF 2005/03/17 16:52
USPAT

("6101616").PN. US-PGPUB; OR OFF 2005/03/17 16:52

USPAT I ‘

("6424650").PN. US-PGPUB; OR OFF 2005/03/18 16:39
USPAT

("6202206").PN. US-PGPUB; OR OFF 2005/03/18 16:42
USPAT

("5867713").PN. US-PGPUB; OR OFF 2005/03/18 16:42
USPAT

("5867713").URPN. USPAT OR ON 2005/03/18 16:44

("20020032763").PN. US-PGPUB; OR OFF 2005/03/18 16:48
USPAT

("6510466").PN. US-PGPUB; OR OFF 2005/03/18 16:46
USPAT

("6510466").URPN. USPAT OR ON 2005/03/18 16:47

"20020032763".pn. and (target US-PGPUB; OR ON 2005/03/18 16:49

with demand) USPAT

("6510466").URPN. USPAT OR ON 2005/03/18 17:13
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$20

$21

$22

 

$23

 

 

 

36 ("5263165" |"5440739"|
"5554979"I"5634010"|

"5655081"|"5680615"l

"5689709"|"5708709"|

"5745879"|"5748896"I

"5764887"|"5771354"I

"5778368"|"5809251"|

"5813009"|"5845077"|

"5848243"|"5875327"|

"5881236"|"5911066"|

"5933601"|”6070190"|

"6098067"|"6105063"|

"6105066"|"6105069"|

"6108712"|"6115040"|

"6158010"|"6175363"|

"6175832"|"6182142"l

"6189051"|"6192414"|

 

"6195432"|"6202206")PN.

78 ("5845077")lJRPN.

42 ("5204897" |"5260999"I

"5263165"|”5440739"|

"5554979"|"5634010"|

"5655081"|"5671412"|

"5680615"l"5689708“|

"5708709"|"5745879"|

"5748896"|"5752041"|

"5764887"|"5771354"I

"5778368"|"5809251"|

"5813009"|"5845065"|

"5845077"|"5848243"|

"5875327"|"5881236"|

"5911066"|"5933601"|

"6021438"|"6070190"|

"6098067"|"6105063"|

"6105066"|"6105069"|

"6108712"|"6115040"|

"6158010"|"6175363"|

"6175832"|"6182142"|

"6189051"|"6192414"|

 
"6195432"|"6202206")PN.

0 C6728766")URPN.

US-PGPUB;

USPAT;
USOCR

USPAT

US-PGPUB;

USPAT;
USOCR

USPAT

 

OR

OR

OR

OR
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$24

$25

$26

$27

$28

$29 
 
 

38

667

220

556

220

88

 

C4885770"|"5263165"|

"5440739"l"5554979"|

"5634010"|"5655081"|

"5680615"|"5689708"|

"5745879"l"5748896"|

"5764887"|"5771354"|

"5778368"|"5809251"|

"5813009"|"5845077"|

"5848243"|"5875327"|

"5881236"|"5889942"|

"5905492"|"5911066"|

"5933601"|"6003083"|

"6023273"|"6070190"|

"6098067"|"6105063"|

"6105066"|"6105069"l

"6108712"|"6115040"|

"6158010"|"6175363"|

"6175832"|"6189051"|

"6192414"|"6195432")PN.

((client with regist$6) or (client

with authenticat$3) or (client with

|ogin$3)) same ((software with

download$3) or (software with

updat$3) or ( software with

upload$3) or (data with

transferr$3))

((client with regist$6) or (client

with authenticat$3) or (client with

|ogin$3)) same ((software with

download$3) or (software with

updat$3) or ( software with

upload$3) or (data with

transferr$3))and "709"/$.cc|s.

((client with regist$6) or (client

with authenticat$3) or (client with

|ogin$3)) same ((software with

download$3) or (software with

updat$3) or ( software with

upload$3) or (software with

distribut$3))

((client near2 regist$6) or (client

near2 authenticat$3) or (client

near2 |ogin$3)) same ((software

with download$3) or (software

with updat$3) or ( software with

upload$3) or (software with

distribut$3))

((client near2 regist$6) or (client

near2 authenticat$3) or (client

near2 |ogin$3)) same ((software

near2 download$3) or (software

near2 updat$3) or ( software

near2 upload$3) or (software

near2 distribut$3))
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"20020032763".pn. and

registration

(regist$6 with application with

distribut$3)

(regist$6 with application with

programwith distribut$3)

(regist$6 with application with

program with distribut$3)

"20020032763".pn. and (file with

packet)

(file adj packet)

(file adj packet) same application

same regist$6

(file adj packet) same application

(segment with initiat$3 with

regist$6)

(file adj packet)with regist$6

server with distribut$3 with

regist$6

server with distribut$3 with

regist$6 with (application or

software or data or information)

server with distribut$3 with

regist$6 with (application or
software or data or information or

file)

server with distribut$3 with

regist$6 with (application or
software or data or information or

file) with packet with segment

server with distribut$3 with

regist$6 with (application or
software or data or information or

file) and "709"/$.ccls.
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S46

S47

S48

$49

$50

$51

$52

$53
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$55

$56

$57

$58

$59

S60

S61

S62

$63
  

server with distribut$3 with

regist$6 with (application or
software or data or information or

file) with (user or client)

server with distribut$3 with

regist$6 with (application or
software or data or information or

file) with (user or client) with
network

(shared adj directory) with

(application with test$3)

(shared with directory) with

(application with test$3)

(shar$3 with directory) with

(application with test$3)

(application with test$3).ab.

(application with test$3).ab. and

(interoperability with test$3)

(interoperability with test$3)

(interoperability with test$3)and

((directory with shar$3) or (area

with shar$3))

("6401135").PN.

("6260065").PN.

("6253368").PN.

("6253368").URPN.

("6401135").URPN.

("4617663” I "5218605" |

"5390325" | "5481721" |

"5485617" | "5615333" I

"5715373" | "5751941").PN.

interoperability with test$3

(software with distribut$3).ab.

(software with distribut$3 with

regist$4).ab.

"6510466"

("6510466").URPN.
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("5263165" | "5440739" I US-PGPUB; 2005/03/31 15:13

"5554979"|"5634010"| USPAT;

"5655081"["5680615"| USOCR

"5689709"|"5708709"|

"5745879"l"5748896"l

"5764887"l"5771354"|

"5778368"|"5809251"|

"5813009"|"5845077"|

"5848243"l"5875327"|

"5881236"]"5911066”|

"5933601"|"6070190”|

"6098067"|"6105063"|

"6105066"|"6105069"|

"6108712"|"6115040"|

"6158010"|"6175363"|

"6175832"l"6182142”|

"6189051"|"6192414"|

"6195432"l"6202206")PN.

(software ade distribut$3) same US-PGPUB; 2005/03/31 15:15

(regist$3 or logging or USPAT;

authenticat$3) USOCR

(software ade distribut$3) same US-PGPUB; 2005/03/31 15:15

(regist$3 or logging or USPAT;

authenticat$3) < = "199911 18" USOCR

(software ade distribut$3) same US-PGPUB; 2005/03/31 15:15

(regist$3 or logging or USPAT;

authenticat$3)and @pd<= USOCR
"19991118"

(software ade distribut$3) same US-PGPUB; 2005/03/31 15:32

(regist$3 or logging or USPAT;

authenticat$3) USOCR

("5825877").PN. US-PGPUB; 2005/03/31 15:32
USPAT

("6049671").URPN. USPAT 2005/03/31 15:33

"6202206".pn. and (logging or US-PGPUB; 2005/03/31 15:49

regist$4 or authenticat$3) USPAT

(segment with initiat$3 with US—PGPUB; 2005/03/31 15:49

registration) USPAT

(logging with software with US—PGPUB; 2005/03/31 16:05

download$3) USPAT

(data or software or information or US-PGPUB; 2005/03/31 16:06

application) with (distribut$3 or USPAT

transfer$4) with (logging or

authenticat$3)

(data or software or information or US-PGPUB; 2005/03/31 16:07

application) with (distribut$3 or USPAT

transfer$4) with (logging or

authenticat$3) and "709"/$3.ccls.
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(data or software or information or US-PGPUB; 2005/03/31 15:07

application) with (distribut$3 or USPAT

transfer$4) with (logging or

authenticat$3) and "709"/$.ccls.

578 (data or software or information or US-PGPUB; 2005/03/31 16:07

application) with (distribut$3) with USPAT

(logging or authenticat$3) and

"709"/$.ccls.

579 (software or information or US-PGPUB; 2005/03/31 16:07

application) with (distribut$3) with USPAT

(logging or authenticat$3) and

"709"/$.ccls.

580 (software or application) with US-PGPUB; 2005/03/31 16:07

(distribut$3) with (logging or USPAT

authenticat$3) and "709"/$.ccls.

$81 ("2003/0110241").URPN. USPAT 2005/03/31 16:10

582 ("20020152290" I "20030110248" US-PGPUB; 2005/03/31 16:14

| "5396613" | "5630116" | USPAT;

"5634008" I "5696486" | USOCR

"5919247" | "5933647" |

"5987497" | "6031533" |

"6035423" | "6110228" |

"6389426" | "6526447" |

"6581092" | "6591296" |

"6604237" | "6704782").PN.

$83 "20030110241".pn. and US-PGPUB; 2005/03/31 16:44

(authenticat$3 or logging or USPAT

regist$4)

$84 ("20020032763").PN. US-PGPUB; 2005/09/08 07:40
USPAT;

EPO;
DERWENT

$85 (packet with segment with US-PGPUB; 2005/09/08 07:44

regist$6 with (begin$3 or start$3 USPAT;

or initiat$3)) EPO;
DERWENT

$86 (packet with segment with US-PGPUB; 2005/09/08 07:48

regist$6 with (begin$3 or start$3 USPAT;

or initiat$3)) EPO;
DERWENT

$87 (packet with (segment or section US—PGPUB; 2005/09/08 07:49

or header or portion or byte) with USPAT;

regist$6 with (begin$3 or start$3 EPO;

or initiat$3)) DERWENT

(packet with (segment or section US-PGPUB; 2005/09/08 07:49

or header or portion or byte) with USPAT;

regist$6 with (begin$3 or start$3 EPO;

or initiat$3)) and "709"/$.ccls. DERWENT
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( segment or byte or header) with US-PGPUB; 2005/09/09 06:04

( initializ$3 or initiat$3 ) with USPAT

(registration) 
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'ey Docket No. 5577—130DV PATENT

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

In re: Cox et al. Examiner: Djenane M. Bayard

Application Serial N0.: 09/870,608 Group Art Unit: 2141

Filed: May 31, 2001 Confirmation N0.: 9481

For: METHODS, SYSTEMS AND COMPUTER PROGRAM PRODUCTS FOR
DISTRIBUTION OF APPLICATION PROGRAMS TO A TARGET STATION ON

 

A NETWORK

June 22, 2005

Mall SFOP Amendment Certificate of Mailing under 37 CFR 1.8
CommlSSlon€r fOI' Pat€nts I hereby certify that this correspondence is being deposited with the United
PO Box 1450 States Postal Service with sufficient postage as first class mail in an envelope

Alexandria VA 22313_1450 addressed to: Mail Stop Amendment, Commissioner for Patents, PO Box 1450,9
' , VA 22 l3-l450 on June 22, 2005

Carey Gregory
 

AMENDMENT

Sir:

Applicants provide the present Amendment to address the issues raised in the Office

Action mailed April 22, 2005 ("the Office Action")

If any extension of time for the accompanying response or submission is required,

Applicant requests that this be considered a petition therefor. The Commissioner is hereby

authorized to charge any additional fee, which may be required, or credit any refiind, to

Deposit Account No. 09—0461.

Amendments to the claims are reflected in the Listing ofthe Claims beginning on

page 2 of this paper.

Remarks begin on page 7 ofthis paper.
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In re: Cox et al.

Serial No. 09/870,608

Filed: May 31, 2001

Page 2 of 11

Amendments to the Claims:

This listing of the claims will replace all prior versions, and listings, of claims in the

application:

Listing of the Claims:

1—14. (Canceled)

15. (Currently amended) A method for distribution of application programs to a

target on-demand server on a network comprising the [[steps]] following executed on a

centralized network management server coupled to the network [[01]]:

providing an application program to be distributed to the network management server;

specifying a source directory and a target directory for distribution of the application

program;

preparing a file packet associated with the application program and including a

segment configured to initiate registration operations for the application program at the target

on—demand server; and

distributing the file packet to the target on-demand server to make the application

program available for use by a user at a client.

16. (Original) A method according to Claim 15 wherein the network management

server is a TivoliTM server.

17. (Currently amended) A method according to Claim [[16]] 1; wherein the

segment configured to initiate registration operations includes an import data file and a call to

an import program executing on the target on-demand server to install and register the file

packet associated with the application program on the target on-demand server in a manner

that makes it recognized and available to the user at the client.

18. (Currently amended) A method according to Claim [[16]] Q where the

IPR2017-01827
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In re: Cox et al.

Serial No. 09/870,608

Filed: May 31, 2001

Page 3 of 11

application program is provided as a JAVATM applet and wherein the application program is

registered based on a Universal Resource Locator (URL) address accessible to a browser

application and wherein the segment configured to initiate registration operations includes a

variable field into which the target on—demand server inserts its identification during

registration operations.

19. (Previously Presented) A method according to Claim 18 wherein the step of

distributing comprises the step of distributing the file packet to a plurality of target on—

demand servers each having an identification which may be inserted into the variable field at

the target on—demand server.

20. (Previously Presented) An application program distribution system for

distributing application programs to a target on—demand server on a network executing on a

centralized network management server coupled to the network, the system comprising:

means for providing to the network management server an application program to be

distributed to remote servers;

means for specifying a source directory and a target directory for distribution of the

application program;

means for preparing a file packet associated with the application program, the file

packet including a segment configured to initiate registration operations for the application

program at the target on—demand server; and

means for distributing the file packet to the target on-demand server to make the

application program available for use by a user at a client.

21 . (Canceled)

22. (Currently amended) A computer program product for distributing application

programs to a target on—demand server on a network executing on a centralized network

management server coupled to the network, the computer program product comprising:

IPR2017-01827
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In re: Cox et a].

Serial No. 09/870,608

Filed: May 31, 2001

Page 4 of 11

a computer—readable storage medium having computer—readable program code

[[means]] embodied in said medium, said computer—readable program code [[means]]

comprising:

computer readable program code means—fer—geviding that provides to the network

management server an application program to be distributed to remote servers;

computer readable program code means—fer—weeifiting that specifies a source directory

and a target directory for distribution of the application program;

computer readable program code means fer—preparing that prepares a file packet

associated with the application program, the file packet including a segment configured to

initiate registration operations for the application program at the target on-demand server; and

computer readable program code means that distributes the file packet

to the target on-demand server to make the application program available for use by a user at

a client.

23. (Canceled).

24. (Previously presented) A system according to Claim 20 wherein the network

management server is a TivoliTM server.

25. (Currently amended) A system according to Claim [[24]] a) wherein the

segment configured to initiate registration operations includes an import data file and a call to

an import program executing on the target on-demand server to install and register the file

packet associated with the application program on the target on-demand server in a manner

that makes it recognized and available to the user at the client.

26. (Currently amended) A system according to Claim [[24]] 20 wherein the

application program is provided as a JAVATM applet and wherein the application program is

registered based on a Universal Resource Locator (URL) address accessible to a browser

application and wherein the segment configured to initiate registration operations includes a
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variable field into which the target on—demand server inserts its identification during

registration operations.

27. (Previously Presented) A system according to Claim 26 wherein the means for

distributing comprises means for distributing the file packet to a plurality of target on-demand

servers each having an identification which may be inserted into the variable field at the

target on-demand server.

28. (Previously presented) A computer program product according to Claim 22

wherein the network management server is a TivoliTM server.

29. (Currently amended) A computer program product according to Claim [[28]]

Q wherein the segment configured to initiate registration operations includes an import data

file and a call to an import program executing on the target on-demand server to install and

register the file packet associated with the application program on the target on—demand

server in a manner that makes it recognized and available to the user at the client.

30. (Currently amended) A computer program product according to Claim [[28]]

2_2_ wherein the application program is provided as a JAVATM applet and wherein the

application program is registered based on a Universal Resource Locator (URL) address

accessible to a browser application and wherein the segment configured to initiate registration

operations includes a variable field into which the target on-demand server inserts its

identification during registration operations.

31. (Currently Amended) A computer program product according to Claim 30

wherein the computer readable program code that distributes comprises

computer readable program code that distributes the file packet to a

plurality of target on-demand servers each having an identification which may be inserted into

the variable field at the target on—demand server.
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32. (Previously Presented) A method according to Claim 15 wherein distributing

the file packet is preceded by executing a pre-distribution program at the network

management server.

33. (Previously Presented) A method according to Claim 32 wherein executing a

pre-distribution program includes determining an environment for the application program

that exists on the target on-demand server.

34. (Previously Presented) A method according to Claim 33 wherein preparing a 3

file packet includes including a selected version of an application launcher in the file packet,

the selected version being selected based on the determined environment.

35. (Previously Presented) A method according to Claim 15 wherein distributing

the file packet is followed by executing an after-distribution program at the target on—demand

server.

36. (Previously Presented) A method according to Claim 17 wherein registration

operations include maintaining at the target on—demand server a profile management list

identifying application programs available for use by the user and wherein the method further

comprises updating the profile management list at the target on-demand server to make the

application program available for use by the user.

37. (Previously Presented) A method according to Claim 36 wherein the profile

management list includes a designation of authorized users for application programs

identified in the profile management list.
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REMARKS

Applicants appreciate the thorough review of the present application as indicated by

the Office Action. Applicants submit that the claims are patentable over the cited art for at

least the reasons discussed below. The claims are also patentable for the reasons dicussed in

Applicants’ previous amendment. However, to facilitate the Examiner's reconsideration of

this case, only the newly raised issues will be addressed below. To assure that that this

submission is fully responsive to the Office Action, Applicants‘ previous amendment is

incorporated herein by reference in its entirety. Applicants request passing of this application

to issuance in light of the comments below and in the previous amendment.

Independent Claims 15, 20 and 22 Are Patentable Over the Cited Art:

Independent Claims 15, 20 and 22 and dependent Claims 32-37 stand rejected under

35 U.S.C. § 103 over United States Patent No. 6,202,206 to Dean et a]. ("Dean") in View of

United States Patent No. 5,867,713 to Shrader et al. ("Shrader") in view of United States

Patent Application No. 52003/01 10241 to Cheng et al. ("Cheng"). Office Action, p. 3. The

remaining dependent claims stand rejected as obvious over Dean, Shrader and Cheng in

combination with one or more of United States Patent No. 5,996,012 to Jarriel ("Jarriel") and

United States Patent No. 6,611,498 to Baker et al. ("Baker").

Independent method Claim 15 recites:

A method for distribution of application programs to a target on-demand

server on a network comprising the following executed on a centralized network

management server coupled to the network:

providing an application program to be distributed to the network

management server;

specifying a source directory and a target directory for distribution of the

application program;

preparing a file packet associated with the application program and

including a segment configured to initiate registration operations for the

application program at the target on-demand server; and

distributing the file packet to the target on-demand server to make the

application program available for use by a user at a client.

Independent system and computer program product Claims 20 and 22 contain corresponding

IPR2017-01827

Ubisoft, et al. EX1003 Page 73



IPR2017-01827 
Ubisoft, et al. EX1003 Page 74

In re: Cox et al.

Serial No. 09/870,608

Filed: May 31, 2001

Page 8 of 11

recitations. Applicants submit that at least the highlighted portions of Claim 15 are not

disclosed or suggested by the cited prior art as the addition of the Cheng reference to the

rejections fails to overcome the deficiencies of the rejection as discussed in the Applicants'

previous amendment.

As is clear from the highlighted recitations of Claim 1 5, the claimed embodiments of

Claim 15 are directed to distribution of application programs from a network management

computer to on-demand server(s) and to registering the application programs at the on-

demand server(s) so that they will be available to users accessing the programs from client

computers.

The Office Action acknowledges that the primary reference, Dean, does not teach,

among other things, "including a segment configured to initiate registration operations for the

application program at the target station in the file packet." Office Action, p. 3. However,

the Office Action asserts that Cheng provides such teachings. The portion of Cheng relied on

for such a teaching, in its entirety, reads as follows:

In each case, the user logs in 201 to the service provider computer 102 with the

client application 104 in a conventional manner, providing a user ID, a password,

and the like. This information may be manually entered by the user via the client

application 104, or more preferably, stored within the client application 104, and

automatically provided once a connection between the client computer 101 and

service provider computer 102 is established. If the user is not registered, then the

service provider computer 102 in conjunction with inputs by the user, registers 202

the new user of the system. FIG. 3 illustrates a basic user interface 300 for

registering the user. The user identifies himself or herself by name 301 and selects

a password 303. The user may also provide a mailing address 305 and a payment

mechanism such as a credit card data 311, including a credit card number and

expiration date, to pay for the services and for any for—fee software updates that the

user may access in the course of using the service provided by the service provider

computer 102. An email address 307 is entered to allow the service provider to

contact the user by email. The user may select check box 309 to indicate that they

want to be notified by email when new software updates are available for software

products installed on their computer. When the registration process 202 is

completed, the service provider computer 102 returns a unique registration number

to the user. This number may be stored on the client computer 101 and used during

subsequent logins to identify the user to the service provider computer 102.

Cheng, 1] 50.
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Applicants are unclear what is relied on as teaching either the file packet, the segment

or configured to initiate registration operations in this cited portion of Cheng. At most, the

cited portion of Cheng seems to suggest that a user at a client may provide registration

information to a service provider computer 102 to set-up access to an application at the

service provider computer. The service provider computer may then send a "registration

number to the user." In contrast, Claim 15 recites distributing a file packet from a centralized

network management server to a target on-demand server to make an application program

available for use by a user at a client. Thus, the file packet is sent from the network

management server to the target on—demand server, not between a client and a service

provider computer. Furthermore, the file packet includes a segment configured to initiate

registration operations for the application program at the target on—demand server. Thus, an

exchange, not involving a client, to enable availability of a program at a target on-demand

server is recited in Claim 15. Nothing in the cited portion of Cheng discloses or suggests any

such operations. In contrast, Cheng assumes the program is already available at the service

provider computer (on-demand server in Examiner's rejection?) and user access is controlled

for security purposes by the on—demand server. Accordingly, the rejections of independent

Claims 15, 20 and 22 should be withdrawn for at least these reasons.

The Dependent Claims:

Each of the dependent claims is patentable at least based on the patentability of the

independent claim from which it depends as discussed above. In addition, various of the

dependent claims are separately patentable as discussed in Applicants' previous amendment,

which is incorporated by reference above.

With respect to Claims 32-35, the basis for the Examiner's assertion that these

recitations are disclosed by Cheng is unclear given that only a paragraph citation is supplied

with no explanation as to how the Examiner believes these recitations are disclosed or

suggested by the cited portions of Cheng. For example, Claim 34 recites inclusion of "a

selected version of an application launcher in the file packet." Applicants can find nothing in

the cited portions of Cheng that appears to even remotely relate to an application launcher
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program, distinct from the application program, that is sent from a centralized network

management server to a target on-demand Server. As described in the present application:

as used herein, the term "application launcher program" may refer to the entire

program provided by a software vendor or to merely a portion thereof distibuted to

a client to perform particular operations. For example, the application launcher

program distributed to initially populate the user desktop preferably does not

include the code associated with the underlying application program and obtaining

preferences which may only be distributed to the client later when execution of the

application program is requested. The application launcher program distributed to

populate the user desktop may only include a URL and an associated ICON and,

possibly, code to allow obtaining of user identification and password information.

Memory usage on the client stations may thereby be limited.

Specification, p. 22, line 31 to p. 23, line 10. As further described in the present application:

the application launcher programs may be applets which display the icon which are

associated with a web browser Universal Resource Locator (URL) which points to

the location of the applet to be executed. Upon selection of the icon displayed by

the application launcher, the selected application is "launched" by requesting the

URL of the application from the on-demand server. Such requests may be made

utilizing conventional Hyper—Text Transfer Protocol (HTTP) communications or

other suitable protocols.

Specification, p. 15, line 8-15. Applicants can find no disclosure of such an application

launcher program in the cited portions of Cheng and, accordingly, Claim 34 is separately

patentable for at least these reasons.

With respect to the remaining rejections of dependent Claims 32-33 and 35-37, if the

rejections are not withdrawn, Applicants request an explanation of how the recitations of

these claims are disclosed by Cheng so that Applicants can fully respond to the rejections.

CONCLUSION

Applicants respectfully submit that, for the reasons discussed above, the references

cited in the present rejections do not disclose or suggest the present invention as claimed.

Accordingly, Applicants respectfully request allowance of all the pending claims and passing

this application to issue.
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DETAILED ACTION

Response to Arguments

1. Applicant's arguments with respect to claim 15 have been considered but are moot in

view of the new ground(s) of rejection. Applicant argues that the prior art of record US. Patent

No. 6,202206 to Dean et al fails to teach the claim embodiment directed to “distribution of

application programs from a network management computer to on-demand server”. However,

Dean et a1 teaches makings all installations and settings on all the computer in the network via

the primary server computer based upon the previously recorded stored profile with applications

programs which have been previously loaded in the primary server computer for distribution

(See _col. 5, line 35-40). The examiner agrees that Dean et al does not explicitly teaches “

providing a file packet to target on-demand servers to initiate registration operations to make an

application program available to a use at a client”. Therefore a new prior art of record US.

Patent Application No. 2003/0110241 to Cheng, Jr. et a1 is introduced to teach the above

limitation.

Claim Rejections - 35 USC § 103

2. The following is a quotation of 35 USC. 103(a) which forms the basis for all

obviousness rejections set forth in this Office action:

(a) A patent may not be obtained though the invention is not identically disclosed or described as set forth in

section 102 ofthis title, ifthe differences between the subject matter sought to be patented and the prior art are
such that the subject matter as a whole would have been obvious at the time the invention was made to a person
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having ordinary skill in the art to which said subject matter pertains. Patentability shall not be negatived by the
manner in which the invention was made.

3. Claims 15, 20, 22 and 32-37 are rejected under 35 U.S.C. 103(a) as being unpatentable

over US. Patent No. 6,202,206 to Dean et al. in view ofU.S. Patent No. 5,867,713 to Shrader et

al in view of US. Patent Application 2003/0110241 to Cheng, Jr. et a1.

a. I As per claims 15, 20 and 22, Dean et a1 teaches a method for distribution of application

programs to a target station on a network comprising the steps executed on a centralized network

management server coupled to the network of: providing an application program to be

distributed to the network management server (See col. 2, lines 50-67); preparing a file packet

associated with the application program (See col. 5, lines 25-40); and distributing the file packet

to the target station (see col. 2, lines 50—67). However, Dean et a1 fails to teach specifying a

source directory and a target directory for distribution of the application program and including a

segment configured to initiate registration operations for the application program at the target

station in the file packet.

Shrader et a1 teaches an installation plan object for installing application 5 in a network.

Furthermore, Shrader et a1 teaches specifying a source directory and a target directory for

distribution of the application program (See col. 2, lines 59—67) col. 17 lines 45-61).

It would have been obvious to one with ordinary skill in the art at the time the invention

was made to incorporate specifying a source directory and a target directory for distribution of

the application program as taught by Shrader et al in order to determine if the file directories and

files objects are'valid and accessible on the network (See col. 2, lines 61-62).
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Cheng et a1 teaches and including a segment configured to initiate registration operations

for the application program at the target stationing the file packet (See page 4, paragraph [0050]).

It would have been obvious to one with ordinary skill in the art at the time the invention

was made to incorporate and including a segment configured to initiate registration operations

for the application program at the target station as taught by Cheng et al in the claimed invention

of Dean et al in view of Shrader et al in order to ensure that only users who are authorized by the

provider can obtain updates for software products (See page 4, paragraph [0051]).

b. As per claim 32, Dean et al in view of Shrader et al and further in view of Cheng et a1

teaches the claimed invention as described above. Furthermore, Dean et a1 teaches wherein

distributing the file packet is preceded by executing a pre-distribution program at the network

management server (See col. 8, lines 40-60)

c. As per claim 33, Dean et al in view of Shrader et al and further in view of Cheng et a1

teaches the claimed invention as described above. Furthermore, Dean et a1 teaches method

wherein executing a pre-distribution program includes determining an environment for the

application program that exists on the target on-demand server (See col. 8, lines 12-20).

d. As per claim 34, Dean et al in view of Shrader et al and further in view of Cheng et a1

teaches the claimed invention as described above. However, Dean et al in view of Shrader et a1

fails to teach wherein preparing a file packet includes including a selected version of an
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application launcher in the file packet, the selected version being selected based on the

determined environment.

Cheng et a1 teaches wherein preparing a file packet includes including a selected version

of an application launcher in the file packet, the selected version being selected based on the

determined environment (See page 4, paragraph [0054]).

It would have been obvious to one with ordinary skill in the art at the time the invention

was made to incorporate wherein preparing a file packet includes including a selected version of

an application launcher in the file packet, the selected version being selected based on the

determined environment as taught by Cheng et al in the claimed invention of Dean et al in view

of Shrader et al in order to download relevant update for the software product (See page 4,

paragraph [0053]).

e. ‘ As per claim 35, Dean et al in view of Shrader et a1 and further in view of Cheng et a1

teaches the claimed invention as described above. However, Dean et al in view of Shrader et a1

fails to teach wherein distributing the file packet is followed by executing an after-distribution

program at the target on-demand server.

Cheng et al teaches wherein distributing the file packet is followed by executing an after-

distribution program at the target on-demand server (See page 4, paragraph [0054]).

It would have been obvious to one with ordinary skill in the art at the time the invention

was made to incorporate wherein distributing the file packet is followed by executing an after-

distribution program at the target on-demand server as taught by Cheng et al in the claimed

IPR2017-01827

Ubisoft, et al. EX1003 Page 84



IPR2017-01827 
Ubisoft, et al. EX1003 Page 85

Application/Control Number: 09/870,608 . Page 6

Art Unit: 2141

invention of Dean et al in view of Shrader et al in order to download relevant update for the

softWare product (See page 4, paragraph [0053]).

f. As per claim 36, Dean et al in view of Shrader et al and further in view of Cheng et al

teaches the claimed invention as described above. However, Dean et al in view of Shrader et al

fails to teach wherein registration operations include maintaining at the target on-demand server

a profile management list identifying application programs available for use by the user and

wherein the method further comprises updating the profile management list at the target on-

demand server to make the application program available for use by the user.

Cheng et al teaches wherein registration operations include maintaining at the target on—

demand server a profile management list identifying application programs available for use by

the user and wherein the method further comprises updating the profile management list at the

target on-demand server to make the application program available for use by the user (See page

4, paragraph [0054]).

It would have been obvious to one with ordinary skill in the art at the time the invention

was made to incorporate wherein registration operations include maintaining at the target on-

demand server a profile management list identifying application programs available for use by

the user and wherein the method further comprises updating the profile management list at the

target on-demand server to make the application program available for use by the user as taught

by Cheng et al in the claimed invention of Dean et al in view of Shrader et al in order to

download relevant update for the software product (See page 4, paragraph [0053]).
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g. As per claim 37, Dean et al in view of Shrader et al and further in view of Cheng et al

teaches the claimed invention as described above. However, Dean et al in view of Shrader et al

fails to teach wherein the profile management list includes a designation of authorized users for

application programs identified in the profile management list.

Cheng et al teaches wherein the profile management list includes a designation of

authorized users for application programs identified in the profile management list (See page 4,

paragraph [0054]).

It would have been obvious to one with ordinary skill in the art at the time the invention

was made to incorporate wherein the profile management list includes a designation of

authorized users for application programs identified in the profile management list as taught by

Cheng et al in the claimed invention ofDean et al in view of Shrader et al in order to download

relevant update for the software product (See page 4, paragraph [0053]).

4. Claims 16-17, 24-25 and 28-29 are rejected under 35 U.S.C. 103(a) as being unpatentable

over US. Patent No. 6,202,206 to Dean et al. in view ofU.S. Patent No. 5,867,713 to Shrader et

al further in view of US. Patent Application 2003/0110241 to Cheng, Jr. et al as applied to claim '

15, 20 and 22 above, and further in view of US. Patent No. 5,996,012 to Jarriel.

a. i As per claims 16, 24 and 28, Dean et al in view of Shrader et al and further in view of

Cheng et al teaches the claimed invention as described above. However, Dean et al in view of

Shrader et al fails to wherein the network management server is a Tivoli. server.
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Jarriel teaches wherein the network management server is a Tivoli server (See col. 1,

lines 12-35).

It would have been obvious to one with ordinary skill in the art at the time the invention

was made to incorporate wherein the network management server is a Tivoli ser as taught by

Jarriel in the claimed invention of Dean et al in view of Shrader et al in order to permit remote

site management and operation (See col. 1, lines 12-35).

b. As per claim 17, 25 and 29, Dean et al in view of Shrader et a1 and further in view of

Cheng et al teaches the claimed invention as described above. However, Dean et al in view of

Shrader et a1 fails to teach wherein the segment configured to initiate registration operations

includes an import data file and a call to an import program executing on the target station (See

col. 2, lines 50-67).

Cheng et a1 teaches wherein the segment configured to initiate registration operations

includes an import data file and a call to an import program executing on the target station (See

page 4, paragraph [0050]).

It would have been obvious to one with ordinary skill in the art at the time of the

invention to incorporate wherein the segment configured to initiate registration operations

includes an import data file and a call to an import program executing on the target station as

taught by Cheng et al in the claimed invention of Dean et al in view of Shrader et al in order to

ensure that only users who are authorized by the provider can obtain updates for software

products (See page 4, paragraph [0051]).
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5. Claims 18-19, 26—27 and 30-31 are rejected under 35 U.S.C. 103(a) as being unpatentable

over US. Patent No. 6,202,206 to Dean et al. in view of US. Patent No. 5,867,713 to Shrader et

a1 further in view of US. Patent Application 2003/0110241 to Cheng, Jr. et al as applied to

claims 15, 20 and 22 above, and further in view of US. Patent No. 5,996,012 to Jarriel and

further in view of US. Patent No. 6,611,498 to Baker et a1.

a. As per claims 18, 26 and 30, Dean et al in view of Shrader teaches the claimed invention

as described above. Furthermore, Dean et a1 teaches wherein the segment configured to initiate

registration operations includes a variable field into which the target statiOn inserts its

identification during registration operations (See col. 8, lines 1-12 and figures 18 and 19).

However, Dean et a1 fails to teach wherein the application program is registered based on a

Universal Resource Locator (URL) address accessible to a browser application and wherein the

segment configured to initiate registration operations includes a variable field into which the

target station inserts its identification during registration operations.

Baker et a1 teaches wherein the application program is registered based on a Universal

Resource Locator (URL) address accessible to a browser application and wherein the segment

configured to initiate registration operations includes a variable field into which the target station

inserts its identification during registration operations (See col. 14, lines 22-41).

It would have been obvious to one with ordinary skill in the art at the time invention was made to

incorporate wherein the application program is registered based on a Universal Resource Locator

(URL) address accessible to a browser application and wherein the segment configured to initiate
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identification during registration operations as taught by Baker et al in the claimed invention of

Dean et al in view of Shrader et al in order to simplify the enterprise burden by limiting the client

development side to screen layouts and data presentation tools that use a common interface

enabled by the web browser (See col. 2, lines 50-57).

b. As per claim 19, 26 and 31, Dean et al teaches distributing comprises the step of

distributing the file packet to a plurality of target stations each having an identification which

may be inserted into the variable field at the target station (See col. 8, lines 1-12 and figures 18

and 19).

Conclusion

6. Any inquiry concerning this communication or earlier communications from the

examiner should be directed to Djenane M Bayard whose telephone number is (571) 272—3 878.

The examiner can normally be reached on Monday- Friday 5:30 AM- 3:00 PM..

If attempts to reach the examiner by telephone are unsuccessful, the examiner’s

supervisor, Rupal Dharia can be reached on (571) 272-3880. The fax phone number for the

organization where this application or proceeding is assigned is 703-872—9306.
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Information regarding the status of an application may be obtained from the Patent

Application Information Retrieval (PAIR) system. Status information for published applications

may be obtained from either Private PAIR or Public PAIR. Status information for unpublished

applications is available through Private PAIR only. For more information about the PAIR

system, see http://pair-direct.uspto.gov. Should you have questions on access to the Private PAIR

system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free).

Dj enane Bayard

Patent Examiner

RUPAL DHgRIA
{Utififiwsom PATEN-a exammizfi
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# Operator

$1 287 (software with distribution).ab. US-PGPUB; OR ON 2004/08/25 08:03
USPAT

52 361 (source with directory) and (target US-PGPUB; OR ON 2004/08/25 08:03

with directory) USPAT

S3 62 tivoli with server US-PGPUB; OR ON 2004/08/25 08:03
. USPAT -

S4 165 (application with network with US-PGPUB; OR ON 2004/08/25 08:04

distribution) and (java with applet) USPAT

55 57 (java with applet with url ) and US-PGPUB; OR ON 2004/08/25 08:04

(software with distribution ) USPAT

S6 1 ("6202206").PN. US-PGPUB; OR OFF 2005/03/17 16:49
USPAT

S7 1 ("20020186705").PN. US-PGPUB; OR OFF 2005/03/17 16:51
USPAT

S8 1 ("20040083299").PN. US-PGPUB; OR OFF 2005/03/17 16:51
USPAT

S9 1 ("6430233").PN. US—PGPUB; OR OFF 2005/03/17 16:52
USPAT

510 1 ("6101616").PN. US-PGPUB; OR OFF 2005/03/17 16:52
USPAT

511 1 ("6424650").PN. US-PGPUB; OR OFF 2005/03/18 16:39
USPAT

512 1 ("6202206").PN. US-PGPUB; OR OFF 2005/03/18 16:42
I USPAT

513 1 ("5867713").PN. US-PGPUB; OR OFF 2005/03/18 16:42
USPAT

$14 23 ("5867713").URPN. USPAT OR ON 2005/03/18 16:44

515 1 ("20020032763").PN. US-PGPUB; OR OFF 2005/03/18 16:48
USPAT

$16 1 ("6510466").PN. US-PGPUB; OR OFF 2005/03/18 16:46
USPAT

517 6 ("6510466").URPN. USPAT OR ON 2005/03/18 16:47

518 1 "20020032763".pn. and (target with US-PGPUB; OR ON 2005/03/ 18 16:49

demand) USPAT

519 6 ("6510466").URPN. USPAT OR ON 2005/03/18 17:13
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("5263165"|"5440739"|

"5554979"|"5634010"|"5655081“

|"5680615"|“5689709"|

"5708709"|"5745879"|"5748896"

|"5764887"|"5771354"|

"5778368"|"5809251"|"5813009"

|"5845077"|"5848243"|

"5875327"|"5881236"|"5911066"

|"5933601"|"6070190"|

"6098067"|"6105063"["6105066"

l"6105069"|"6108712"|

"6115040"1"6158010"|"6175363"

|"6175832"|"6182142"|

"6189051"|"6192414"|"6195432"

|"6202206")PN.

C5845077")URPN. USPAT

("5204897"|"5260999”| US-PGPUB;

"5263165"|"5440739"|"5554979" USPAT;

|"5634010"|"5655081"| USOCR

"5671412"|"5680615"|"5689708"

|"5708709"|"5745879"|

"5748896"l"5752041"|"5764887"

l"5771354"|"5778368"|

"5809251"|"5813009"|"5845065"

I"5845077"| "5848243"|

"5875327"|"5881236"|"5911066"

l"5933601"|"6021438"|

"6070190"l"6098067"|"6105063"

|"6105066"|"6105069"|

"6108712"|"6115040"|"6158010"

|"6175363"|"6175832"|

"6182142"|"6189051"|"6192414"

l"6195432"|"6202206")PN.

C6728766")URPN. USPAT

C4885770"|”5263165"| US-PGPUB;

"5440739"|"5554979"|"5634010" USPAT;

|"5655081"|"5680615"| USOCR

"5689708"|"5745879"|"5748896"

|"5764887"|"5771354"|

"5778368"|"5809251"|"5813009"

|"5845077"|"5848243"|

"5875327"|"5881236"|"5889942"

|"5905492"|"5911066"|

"5933601"|“6003083"|"6023273"

|"6070190"|"6098067"|

"6105063"|"6105066"|"6105069"

l“6108712"|"6115040"|

"6158010"l"6175363"|"6175832"

|"6189051“|"6192414"|

"6195432")PN.

US-PGPUB;

USPAT;
USOCR

2005/03/18 17:14

 

2005/03/18 17:28

2005/03/18 17:35

 
2005/03/18 17:37

_ 2005/03/18 17:47
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((client with regist$6) or (client with US-PGPUB; 2005/03/18 17:50

authenticat$3) or (client with USPAT;

Iogin$3)) same ((software with USOCR

download$3) or (software with

updat$3) or ( software with

upload$3) or (data with

transferr$3))

((client with regist$6) or (client with US-PGPUB; 2005/03/18 17:51

authenticat$3) or (client with USPAT;

Iogin$3)) same ((software with USOCR

download$3) or (software with

updat$3) or ( software with

upload$3) or (data with

transferr$3))and "709"/$.ccls.

((client with regist$6) or (client with US-PGPUB; 2005/03/ 18 17:51

authenticat$3) or (client with USPAT;

Iogin$3)) same ((software with USOCR

download$3) or (software with

updat$3) or ( software with

upload$3) or (software with

distribut$3))

((client near2 regist$6) or (client US-PGPUB; 2005/03/18 17:52

near2 authenticat$3) or (client USPAT;

near2 Iogin$3)) same ((software USOCR

with download$3) or (software with

updat$3) or ( software with

 
 

upload$3) or (software with

distribut$3))

 
((client near2 regist$6) or (client US-PGPUB; 2005/03/18 17:55
near2 authenticat$3) or (client USPAT;

near2 Iogin$3)) same ((software USOCR

near2 download$3) or (software

near2 updat$3) or ( software near2

upload$3) or (software near2

distribut$3))

"20020032763".pn. and registration US-PGPUB; 2005/03/18 20:42
USPAT;
USOCR

(regist$6 with application with US-PGPUB; 2005/03/18 18:01

distribut$3) USPAT;
USOCR

1335694 (regist$6 with application with US—PGPUB; ‘ 2005/03/18 18:01

programwith distribut$3) USPAT;
USOCR

(regist$6 with application with US-PGPUB; 2005/03/ 18 18:01

program with distribut$3) USPAT;
USOCR

"20020032763".pn. and (file with US-PGPUB; 2005/03/18 20:51

packet) USPAT;
USOCR
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(file adj packet) US-PGPUB; 2005/03/18 21:05

 
   

USPAT;
USOCR

S36 3 (file adj packet) same application US-PGPUB; 2005/03/ 18 20:52

same regist$6 I USPAT;
USOCR

S37 68 (file adj packet) same application US-PGPUB; 2005/03/ 18 20:58

USPAT;
USOCR

538 158 (segment with initiat$3 with US-PGPUB; 2005/03/ 18 21:03

regist$6) USPAT

S39 4 (file adj packet)with regist$6. ‘ US-PGPUB; 2005/03/18 21:08
USPAT; '
USOCR

S40 1386 server with distribut$3 with regist$6 US-PGPUB; 2005/03/ 18 21:08

v USPAT;
USOCR

541 934 server with distribut$3 with regist$6 US-PGPUB; 2005/03/ 18 21:09

' with (application or software or USPAT;

data or information) USOCR

$42 982 server with distribut$3 with regist$6 US-PGPUB; 2005/03/ 18 21:10

with (application or software or USPAT;

data or information or file) USOCR

S43 ' 0 server with distribut$3/with regist$6 US-PGPUB; 2005/03/18 21:10
with (application or software or USPAT; '

data or information or file) with USOCR

packet with segment

$44 255 server with distribut$3 with regist$6 US-PGPUB; 2005/03/ 18 21:11

with (application or software or USPAT;

data or information or file) and USOCR

"709"/$.ccls.

$45 420 server with distribut$3 with regist$6 US-PGPUB; 2005/03/ 18 21:11

with (application or software or USPAT;

data or information or file) with USOCR

(user or client)

S46 . 128 server with distribut$3 with regist$6 US-PGPUB; 2005/03/ 18 21:12

with (application or software or USPAT;

data or information or file) with USOCR

(user or client) with network

S47 1 (shared adj directory) with US-PGPUB; 2005/03/ 19 10:46

(application with test$3) USPAT

S48 2 (shared with directory) with US-PGPUB; 2005/03/ 19 10:47

(application with test$3) USPAT

S49 3 (shar$3 with directory) with US-PGPUB; 2005/03/ 19 10:47

(application with test$3) USPAT

$50 2041 (application with test$3).ab. US-PGPUB; 2005/03/ 19 10:48
USPAT

S51 11 (application with test$3).ab. and US-PGPUB; 2005/03/ 19 10:52

 
 

1 (interoperability with test$3) USPAT
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S52

S53

S54

S55

$56

$57

$58

$59

560

S61

S62

S63

S64

S65

S66

S67

 
140

140

946

36

264

(interoperability with test$3)

(interoperability with test$3)and

((directory with shar$3) or (area

with shar$3))

("6401135").PN.

("6260065").PN.

("6253368").PN.

CBZS3368")URPN.

C6401135")URPN.

CW617663"|"5218605"|

"5390325"|"5481721"|“5485617"

|"5615333"l"5715373"|

"5751941")PN.

interoperability with test$3

(software with distribut$3).ab.

(software with distribut$3 with

regist$4).ab.

"6510466"

("6510466").URPN.

C5263165"|"5440739"|

"5554979"|"5634010"|"5655081"

l"5680615"|"5689709"|

"5708709"|"5745879“|"5748896"

|"5764887"|"5771354"|

"5778368"|"5809251"|"5813009"

|"5845077"|"5848243"|

"5875327"|"5881236"|"5911066"

|"5933601"|"6070190"|

"6098067"|"6105063"|"6105066"

|"6105069"|"6108712"|

"6115040"|"6158010"|"6175363"

|"6175832"|"6182142"|

"6189051"|"6192414”|"6195432"

|"6202206")PN.

(software ade distribut$3) same

(regist$3 or logging or

authenticat$3)

(software ade distribut$3) same

(regist$3 or logging or

authenticat$3) <= "19991118"
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USOCR
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USPAT

US—PGPUB;
USPAT

US-PGPU B;
USPAT

USPAT
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USPAT;
USOCR

US-PGPUB;

USPAT;
USOCR

US-PGPUB;

USPAT;
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568 0 (software ade distribut$3) same US—PGPUB; 2005/03/31 15:15

(regist$3 or logging or USPAT;

authenticat$3)and @pd<= USOCR
"19991118"

569 264 (software ade distribut$3) same US—PGPUB; 2005/03/31 15:32

(regist$3 or logging or USPAT;

authenticat$3) USOCR

S70 1 ("5825877").PN. US-PGPUB; 2005/03/31 15:32
USPAT

S71 62 ("6049671").URPN. USPAT 2005/03/31 15:33

572 _ . 0 "6202206".pn. and (logging or US-PGPUB; 2005/03/31 15:49
regist$4 or authenticat$3) USPAT

S73 21 (segment with initiat$3 with US-PGPUB; 2005/03/31 15:49

registration) USPAT

S74 40 (logging with software with US—PGPUB; 2005/03/31 16:05

download$3) USPAT

S75 4693 (data or software or information or US-PGPUB; - 2005/03/31 16:06

application) with (distribut$3 or USPAT

transfer$4) with (logging or

authenticat$3)

$76 I 836 (data or software or information or US-PGPUB; 2005/03/31 16:07
application) with (distribut$3 or USPAT

transfer$4) with (logging or

authenticat$3) and "709"/$3.ccls.

$77 836 (data or software or information or US-PGPUB; 2005/03/31 16:07

application) with (distribut$3 or USPAT
transfer$4) with (logging or

authenticat$3) and "709"/$.ccls.

$78 447 (data or software or information or US—PGPUB; 2005/03/31 16:07

application) with (distribut$3) with USPAT

(logging or authenticat$3) and

 
 "709"/$.ccls.

S79 339 (software or infOrmation or US—PGPUB; 2005/03/31 16:07
application) with (distribut$3) with USPAT

(logging or authenticat$3) and
"709"/$.cc|s.

580 189 (software or application) with US—PGPUB; 2005/03/31 16:07

(distribut$3) with (logging or USPAT

authenticat$3) and "709"/$.cc|s.

S81 1 ("2003/0110241").URPN. USPAT 2005/03/31 16:10

582 18 ("20020152290" | "20030110248" | US—PGPUB; 2005/03/31 16:14

"5396613" | "5630116" | "5634008" USPAT;

l "5696486" I "5919247" l USOCR

"5933647" | "5987497" | "6031533"

1 "6035423" I "6110228" |

"6389426" | "6526447" | "6581092"

 
I "6591296" | "6604237" |

"6704782").PN.
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"20030110241".pn. and US-PGPUB; 2005/03/31 16:44

(authenticat$3 or logging or USPAT

regist$4) 
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In re: Cox et al. Examiner: Djenane M. Bayard

Application Serial No.: 09/870,608 Group Art Unit: 2141

Filed: May 31, 2001 Confirmation No.: 9481

For: METHODS, SYSTEMS AND COMPUTER PROGRAM PRODUCTS FOR

DISTRIBUTION OF APPLICATION PROGRAMS TO A TARGET STATION ON

A NETWORK

‘ December 7, 2004

Mall Stop Amendment Certificate at Mailing under 37 CFR 1.8
icomml‘SSIOHeI‘ for Patents I hereby certify that this correspondence is being deposited with the United

States Postal Service with sufficient postage as first class mail in an envelopeP Box 145

Alexandria VA 22313_1450 addressed to: Mail Stop Amendment, Commissioner for Patents, PO Box 1450,5
Alex dria, VA 22313-1450 on December 7, 2004 
 

AMENDMENT

Sir:

Applicants provide the present response to address the issues raised in the Office

Action mailed September 8, 2004 ("the Office Action").

If any extension of time for the accompanying response or submission is required,

Applicant requests that this be considered a petition therefor. The Commissioner is hereby

authorized to charge, any additional fee, which may be required, or credit any refund, to

Deposit Account No. 09—0461.
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In the Claims:

1-14. (Canceled)

15. (Currently amended) A method for distribution of application programs to a

target on-demand server statien on a network comprising the steps executed on a centralized

network management server coupled to the network of:

providing an application program to be distributed to the network management server;

specifying a source directory and a target directory for distribution of the application

program;

preparing a file packet associated with the application program and including a

segment configured to initiate registration operations for the application program at the target

on-demand server station; and

distributing the file packet to the target on-demand server to make the application

program available for use by a user at a client station.
 

16. (Original) A method according to Claim 15 wherein the network management

server is a TivoliTM server.

17. (Currently amended) A method according to Claim 16 wherein the segment

configured to initiate registration operations includes an import data file and a call to an

import program executing on the target on—demand server station to install and register the

file packet associated with the application program on the target on-demand server in a

manner that makes it recogpized and available to the user at the client.

18. (Currently amended) A method according to Claim 16 where the application

program is provided as a JAVATM applet and wherein the application program is registered

based on a Universal Resource Locator (URL) address accessible to a browser application and

wherein the segment configured to initiate registration operations includes a variable field
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into which the target on-demand server station inserts its identification during registration

operations.

19. (Currently amended) A method according to Claim 18 wherein the step of

distributing comprises the step of distributing the file packet to a plurality of target E

demand servers stations each having an identification which may be inserted into the variable

field at the target on—demand server station.

20. (Currently amended) An application program distribution system for

distributing application programs to a target on-demand server stations on a network

executing on a centralized network management server coupled to the network, the system

comprising:

means for providing to the network management server an application program to be

distributed to remote servers;

means for specifying a source directory and a target directory for distribution of the

application program;

means for preparing a file packet associated with the application program, the file

packet including a segment configured to initiate registration operations for the application

program at the target on-demand server stations; and

means for distributing the file packet to the target on-demand server stations to make

the application program available for use by a user at a client.

21. (Canceled)

22. (Currently amended) A computer program product for distributing application

programs to a target on-demand server stations on a network executing on a centralized

network management server coupled to the network, the computer program product

comprising:

a computer-readable storage medium having computer-readable program code means -
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embodied in said medium, said computer-readable program code means comprising:

computer readable program code means for providing to the network management

server an application program to be distributed to remote sewers;

computer readable program code means for specifying a source directory and a target

directory for distribution of the application program;

computer readable program code means for preparing a file packet associated with the

application program, the file packet including a segment configured to initiate registration

operations for the application program at the target on-demand server stations; and

computer readable program code means for distributing the file packet to the target

on-demand server stations to make the application program available for use by a user at a
 

client.
 

23. (Canceled).

24. (Previously presented) A system according to Claim 20 wherein the network

management server is a TivoliTM server.

25. (Currently amended) A system according to Claim 24 wherein the segment

configured to initiate registration operations includes an import data file and a call to an

import program executing on the target on—demand server stations to install and register the

file packet associated with the application program on the target on-demand server in a

manner that makes it recogpized and available to the user at the client.

26. (Currently amended) A system according to Claim 24 wherein the application

program is provided as a JAVATM applet and wherein the application program is registered

based on a Universal Resource Locator (URL) address accessible to a browser application and

wherein the segment configured to initiate registration operations includes a variable field

into which the target on-demand server stations inserts its identification during registration

operations.
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27. (Currently amended) A system according to Claim 26 wherein the means for

distributing comprises means for distributing the file packet to a plurality of target on-demand

servers stations each having an identification which may be inserted into the variable field at
 

the target on-demand server stations.

28. (Previously presented) A computer program product according to Claim 22

wherein the network management server is a TivoliTM server.

29. (Currently amended) A computer program product according to Claim 28

wherein the segment configured to initiate registration operations includes an import data file

and a call to an import program executing on the target on-demand server stations to install

and register the file packet associated with the application program on the target on-demand

server in a manner that makes it recognized and available to the user at the client.

30. (Currently amended) A computer program product according to Claim 28

wherein the application program is provided as a JAVATM applet and wherein the application

program is registered based on a Universal Resource Locator (URL) address accessible to a

browser application and wherein the segment configured to initiate registration operations

includes a variable field into which the target on-demand server stations inserts its

identification during registration operations.

31. (Currently amended) A computer program product according to Claim 30

wherein the computer readable program code means for distributing comprises computer

readable program code means for distributing the file packet to a plurality of target on;

demand servers stations each having an identification which may be inserted into the variable

field at the target on-demand server stations.

32. (New) A method according to Claim 15 wherein distributing the file packet is

IPR2017-01827

Ubisoft, et al. EX1003 Page 105



IPR2017-01827 
Ubisoft, et al. EX1003 Page 106

In re: Cox et al.

Serial No. 09/870,608

Filed: May 31, 2001

Page 6 of 10

preceded by executing a pre-distribution program at the network management server.

33. (New) A method according to Claim 32 wherein executing a pre-distribution

program includes determining an environment for the application program that exists on the

target on-demand server.

34. (New) A method according to Claim 33 wherein preparing a file packet

includes including a selected version of an application launcher in the file packet, the selected

version being selected based on the determined environment.

35. (New) A method according to Claim 15 wherein distributing the file packet is

followed by executing an after-distribution program at the target on—demand server.

36. (New) A method according to Claim 17 wherein registration operations

include maintaining at the target on-demand server a profile management list identifying

application programs available for use by the user and wherein the method further comprises

updating the profile management list at the target on-demand server to make the application

program available for use by the user.

37. (New) A method according to Claim 36 wherein the profile management list

includes a designation of authorized users for application programs identified in the profile

management list.
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REMARKS

Applicants appreciate the thorough review of the present application as indicated by

the Office Action. Independent method Claim 15 and corresponding system and computer

program product Claims 20 and 22 have been amended above to clarify that the target station

is an on-demand server and that the file packet is distributed to "make the application

program available for use by a user at a client," as described, for example, at page 28, lines 3-

4 of the present application. In addition, dependent Claims 17, 25 and 29 have been amended

to clarify that the call to the import program executing on the target on-demand server is "to

install and register the file packet associated with the application program on the target on-

demand server in a manner that makes it recognized and available to the user at the client."

Such recitations are described in the present application, for example, at page 28, lines 3—4.

New Claims 32 to 37 have been added, which include additional recitations, support for

which is found generally at pages 28-33 of the present application.

Applicants submit that the claims as amended are patentable over the cited art.

Accordingly, Applicants request entry of this amendment and passing of this application to

issuance.

Independent Claims 15, 20 and 22 stand rejected under 35 U.S.C. § 103 over United

States Patent No. 6,202,206 to Dean et a1. ("Dean") in view ofUnited States Patent No.

5,867,713 to Shrader et al. ("Shrader"). Office Action, p. 2. The remaining claims stand

rejected as obvious over Dean and Shrader in combination with one or more of United States

Patent No. 5,996,012 to Jarriel ("Jarriel") and United States Patent No. 6,611,498 to Baker et

al. ("Baker").

The Independent Claims Are Patentable Over the Cited Art:

Independent method Claim 15 recites:

A method for distribution of application programs to a target on-demand

server on a network comprising the steps executed on a centralized network

management server coupled to the network of:

providing an application program to be distributed to the network

management server;

specifying a source directory and a target directory for distribution of the
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application program;

preparing a file packet associated with the application program and

including a segment configured to initiate registration operations for the

application program at the target on-demand server; and

distributing the file packet to the target on-demand server to make the

application program available for use by a user at a client.

Independent system and computer program product Claims 20 and 22 contain corresponding

recitations. Applicants submit that at least the highlighted portions of Claim 15 are not

disclosed or suggested by the cited prior art.

As is clear from the highlighted recitations of Claim 15, the claimed embodiments of

Claim 15 are directed to distribution of application programs from a network management

computer to on-demand server(s) and to registering the application programs at the on—

demand server(s) so that they will be available to users accessing the programs from client

computers.

The cited portions of Dean relied on in the rejection of Claims 15, 20 and 22 read as

follows:

The present invention uses the data files and other infonnation developed during

the preliminary processing which involved the primary server computer alone as

covered by those two copending patent applications. The primary server loads all

of the selected application programs onto their respective server and client

computers and completes the network configuration under the control of the

profile data file which is stored in the primary server computer. All of the selected

programs to be installed throughout the network of server and client computers

are first loaded into the primary server computer. Then, there is run the sequence

of the keystroke and cursor entries required to install said selected components

and programs on said server and client computers as recorded in a data file

representative of said sequence of entries stored in said primary server computer.

As a result, the programs and components are automatically loaded into the

respective server and client computers in said network requiring said programs

and components. The programs thus distributed include the operating systems for
the

Dean, Col. 2, lines 50-67); and

Accordingly, the copending Dean et al. application covers the general concept of

making all of the entries for installations for all of the computers in the network

through a primary server so that all of the network installations are under the

control of the primary server. These are recorded and stored as keystrokes and
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cursor selections in a data file profile as covered in the copending Bezanson et al.

patent application, which is subsequently used to control the configuration of the

network and installations and settings on all of the computers in the network. The

present patent application covers automatically and, wherever possible,

simultaneously configuring the network and making all installations and settings

on all of the computers in the network via the primary server computer based

upon the previously recorded stored profile with application programs which have

been previously loaded into the primary server computer

(Dean, Col. 5, lines 25-40).

Applicants submit that, while there is a discussion of distribution of application

programs from a primary server computer to clients and servers in these sections, there is no

discussion of providing a file packet to target on—demand servers to initiate registration

operations to make an application program available to a user at a client. Similarly, the

secondary references contain no such disclosure or suggestion. Accordingly, the rejections of

independent Claims 15, 20 and 22 should be withdrawn for at least these reasons.

The Dependent Claims:

Each of the dependent claims is patentable at least based on the patentability of the

independent claim from which it depends as discussed above. In addition, various of the

dependent claims are separately patentable. For example, contrary to the assertion in the

Office Action, none of the references disclose or suggest the import program and registration

operations for making an application program available on a target on-demand server so that

it is "recognized and available to the user at the client" as recited in Claims 17, 25 and 29.

With respect to Claims 18, 26 and 30, Applicants submit that, while the secondary references

may disclose some of the utilized terms of these claims, they fail to disclose the particulars of

the recited use of a URL for registration of an application program and insertion of an

identification in a variable field of the segment of the file packet configured to initiate the

registration operations to make the application program available to a user at a_ client as

recited in these claims. Each of new Claims 32—37 is also separately patentable based on the

inclusion of recitations therein not found in the cited prior art. Accordingly, the dependent

claims are also separately patentable and should be allowed for at least these additional
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reasons.

CONCLUSION

Applicants respectfully submit that, for the reasons discussed above, the references

cited in the present rejections do not disclose or suggest the present invention as claimed.

Accordingly, Applicants respectfully request allowance of all the pending claims and passing

this application to issue.

R ectf lys bmitt

Robert W. Glatz

Registration No. 36,81 1

Myers Bigel Sibley & Sajovec
PO. Box 37428

Raleigh, NC 27627

(919) 854—1400 phone

(919) 854-1401 fax

395528
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Alexandria, VA 22313;! 450 addressed to: Mail Stop Amendment, Commissioner for Patents, PO Box I450, 
AMENDMENT

Sir:

Applicants provide the present response to address the issues raised in the Office

Action mailed September 8, 2004 ("the Office Action").

If any extension of time for the accompanying response or submission is required,

Applicant requests that this be considered a petition therefor. The Commissioner is hereby

authorized to chargeany additional fee, which may be required, or credit any refund, to

Deposit Account No. 09-0461.
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Application No. Applicant(s)  
 09/870,608 COX ET AL.

Office Action Summary

-- The MAILING DA TE of this communication appears on the cover sheet with the correspondence address --

Period for Reply

A SHORTENED STATUTORY PERIOD FOR REPLY IS SET TO EXPIRE § MONTH(S) FROM
THE MAILING DATE OF THIS COMMUNICATION.

Extensions of time may be available under the provisions of 37 CFR 1.136(a). In no event, however, may a reply be timely filed
after SIX (6) MONTHS from the mailing date of this communication.
If the period for reply specified above is less than thirty (30) days, a reply within the statutory minimum of thirty (30) days will be considered timely.
If NO period for reply is specified above, the maximum statutory period will apply and will expire SIX (6) MONTHS from the mailing date of this communication.
Failure to reply within the set or extended period for reply will, by statute, cause the application to become ABANDONED (35 U.S.C. § 133).
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Status
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23)I:I This action is FINAL. 2b)IX| This action is non-final.
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5)I:l Claim(s) is/are allowed.
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DETAILED ACTION

Claim Rejections — 35 USC § 103

1, The following is a quotation of 35 USC. 103(a) which forms the basis for all

obviousness rejections set forth in this Office action:

(a) A patent may not be obtained though the invention is not identically disclosed or described as set forth in

section 102 of this title, if the differences between the subject matter sought to be patented and the prior art are
such that the subject matter as a whole would have been obvious at the time the invention was made to a person
having ordinary skill in the art to which said subject matter pertains. Patentability shall not be negatived by the
manner in which the invention was made.

2. Claims 15, 20 and 22 are rejected under 35 USC. 103(a) as being unpatentable over US.

Patent No. 6,202,206 to Dean et al. in View of US. Patent No. 5,867,713 to Shrader et a1.

a. AS per claims 15, 20 and 22, Dean et a1 teaches a method for distribution of application

programs to a target station on a network comprising the steps executed on a centralized network

management server coupled to the network of: providing an application program to be

distributed to the network management server (See col. 2, lines 50—67); preparing a file packet

associated with the application program and including a segment configured to initiate

registration operations for the application program at the target station (See col. 5, lines 25-40);

and distributing the file packet to the target station (see col. 2, lines 50-67). However, Dean et a1

fails to teach specifying a source directory and a target directory for distribution of the

application program.

Shrader et a1 teaches an installation plan object for installing application s in a network.

Furthermore, Shrader et al teaches specifying a source directory and a target directory for

distribution of the application program (See col. 2, lines 59-67) col. 17 lines 45—61).
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It would have been obvious to one with ordinary skill in the art at the time the invention

was made to incorporate specifying a source directory and a target directory for distribution of

the application program as taught by Shrader et al in order to determine if the file directories and

files objects are valid and accessible on the network (See col. 2, lines 61-62).

3. Claims 16-17, 24-25 and 28-29 are rejected under 35 U.S.C. 103(a) as being unpatentable

over US. Patent No. 6,202,206 to Dean et al. in view of US. Patent No. 5,867,713 to Shrader et

al as applied to claim 15, 20 and 22 above, and further in View of US. Patent No. 5,996,012 to

Jarriel.

a. As per claims 16, 24 and 28, Dean et al in view of Shrader et a1 teaches the claimed

invention as described above. However, Dean et al in view of Shrader et al fails to wherein the

network management server is a Tivoli. server.

Jarriel teaches wherein the network management server is a Tivoli server (See col. 1,

lines 12-35).

It would have been obvious to one with ordinary skill in the art at the time the invention

was made to incorporate wherein the network management server is a Tivoli ser as taught by

Jarriel in the claimed invention of Dean et al in view of Shrader et al in order to permit remote

site management and operation (See col. 1, lines 12—35).

b. As per claim 17, 25 and 29, Dean et al in View of Shrader et al teaches the claimed

invention as described above. Furthermore, Dean et al teaches wherein the segment configured
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to initiate registration operations includes an import data file and a call to an import program

executing on the target station (See col. 2, lines 50-67).

4. Claims 18—19, 26-27 and 30—31 are rejected under 35 U.S.C. 103(a) as being unpatentable

over US. Patent No. 6,202,206 to Dean et al. in View of US. Patent No. 5,867,713 to Shrader et

al as further in view ofU.S. Patent No. 5,996,012 to Jarriel and further in view of US. Patent

No. 6,611,498 to Baker ct al.

a. As per claims 18, 26 and 30, Dean et al in View of Shrader teaches the claimed invention

as described above. Furthermore, Dean et al teaches wherein the segment configured to initiate

registration operations includes a variable field into which the target station inserts its

identification during registration operations (See col. 8, lines 1—12 and figures 18 and 19).

However, Dean et a1 fails to teach wherein the application program is registered based on a

Universal Resource Locator (URL) address accessible to a browser application and wherein the

segment configured to initiate registration operations includes a variable field into which the

target station inserts its identification during registration operations.

Baker et a1 teaches wherein the application program is registered based on a Universal

Resource Locator (URL) address accessible to a browser application and wherein the segment

configured to initiate registration operations includes a variable field into which the target station

inserts its identification during registration operations (See col. 14, lines 22-41).

It would have been obvious to one with ordinary skill in the art at the time invention was made

to incorporate wherein the application program is registered based on a Universal Resource
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Locator (URL) address accessible to a browser application and wherein the segment configured

to initiate identification during registration operations as taught by Baker et al in the claimed

invention of Dean et al in View of Shrader et al in order to simplify the enterprise burden by

limiting the client development side to screen layouts and data presentation tools that use a

common interface enabled by the web browser (See col. 2, lines 50—57).

b. As per claim 19, 26 and 31, Dean et al teaches distributing comprises the step of

. distributing the file packet to a plurality of target stations each having an identification which

may be inserted into the variable field at the target station (See col. 8, lines 1—12 and figures 18

and 19).

Conclusion

5. The prior art made of record and not relied upon is considered pertinent to applicant‘s

disclosure.

US. Patent No. 5,919,247 to Van Hoff et a1 teaches a method for the distribution of code

and data updates.

US. Patent No. 6,131,112 to Lewis et al teaches a method and apparatus for integrated

network and system management.

6. Any inquiry concerning this communication or earlier communications from the

examiner should be directed to Djenane M Bayard whose telephone number is (703) 305-6606.

The examiner can normally be reached on 7:00 AM—4:30 PM.
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If attempts to reach the examiner by telephone are unsuccessful, the examiner’s

supervisor, Rupal Dharia can be reached on (703) 305—4003. The fax phone number for the

organization where this application or proceeding is assigned is 703-872—9306.

Information regarding the status of an application may be obtained from the Patent

Application Information Retrieval (PAIR) system. Status information for published applications

may be obtained from either Private PAIR or Public PAIR. Status information for unpublished

applications is available through Private PAIR only. For more information about the PAIR

system, see http://pair—direct.uspto.gov. Should you have questions on access to the Private PAIR

system, contact the Electronic Business Center (EBC) at 866-217—9197 (toll—free).

Djenane Bayard flul Kang“/
Patent Examiner Primary Patent Examiner
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Attorney's Docket No. 5577—130DV PATENT

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE (DO/EO/US)
In re: Cox et a].

Serial. No. 09/870,608

Filed: May 31, 2001
For: METHODS SYSTEMS AND COMPUTER PROGRAM PRODUCTS FOR

DISTRIBUTION OF APPLICATION PROGRAMS TO A TARGET

Group Art Unit: 2155

STATION ON A NETWORK

November 19, 2001
. ../

Commissioner for Patents 1%44’99
Washington, DC 20231 % a90a

% a
SECOND PRELIMINARY AMENDMENT

Sir:

Please amend the above-referenced application as follows. Attached hereto is

.a marked-up version of the changes made to the specification including the :claims by i.

the current amendment. The marked-up version of the changes is captioned “Version

With Markin 5 To Show Chan es Made." 

IN THE SPECIFICATION:

Please insert at page 1 the following new first paragraph:  

This application is a divisional oprplication Serial No. 09/211,528 filed

December 14, 1998. This application is related to the following application filed

concurrently herewith: METHODS, SYSTEMS AND COMPUTER PROGRAM

PRODUCTS FOR MANAGEMENT OF CONFIGURABLE APPLICATION

PROGRAMS ON A NETWORK, Attorney Docket Number 5577-106. This

application is also related to United States Patent Application No. 09/072,597 filed

May 5, 1998 and entitled: Client—Server System for Maintaining a user Desktop

Consistent with Server Application User Access Permissions which is incorporated

herein by reference in its entirety.
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In re: Cox et al.

Serial. No. 09/870,608

Filed: May 31, 2000

Page 2

REMARKS

This change to the specification is made to change a typographical error in the

Respectfully submitte

Robert w. Glatz '

Registration No. 36,81 1

priority information.

Customer Number:

|||||||l|||l|||||||||||||||||||||||
20792PATENT TRADEMARK OFFICE

a.»

CERTIFICATE OF MAILING

I hereby certify that this paper or fee is being deposited with the United States Postal Service addressed
to Commissioner for Patents, Washington, DC 2023 Ion November 19, 2001.

Michele P. McMahan

Date of Signature: November 19, 2001
223065
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C

In re: Cox et al.

Serial. No. 09/870,608

Filed: May 31, 2000

Page 3

Version With Markin s to Show Chan es Made 

IN THE SPECIFICATION:

Please insert at page 1 the following new first paragraph:

This application is a divisional ofApplication Serial No. 09/211,528 filed

December [4] fl, 1998. This application is related to the following application filed

concurrently herewith: METHODS, SYSTEMS AND COMPUTER PROGRAM

PRODUCTS FOR MANAGEMENT OF CONFIGURABLE APPLICATION

PROGRAMS ON A NETWORK, Attorney Docket Number 5577-106. This

application is also related to United States Patent Application No. 09/072,5 97 filed

May 5, 1998 and entitled: Client—Server System for Maintaining a user Desktop

Consistent with Server Application User Access Permissions which is incorporated

herein by reference in its entirety.

*END*
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE 5i
2,5 (:1 :13

In re: Cox et al. % Q; “1
Serial No.: 09/870,608 Group Art Unit: 2155 52 H %
Filed: May 31, 2001 Examiner: Unknown 5 O E
For: METHODS, SYSTEMS AND COMPUTER PROGRAM PRODUCTS FOR g g m

DISTRIBUTION OF APPLICATION PROGRAMS TO A TARGET STATION ON 53 -* U
A NETWORK 8

,Date:- October 18, 2001

Commissioner for Patents

Washington, DC 20231

SUPPLEMENTAL INFORMATION DISCLOSURE STATEMENT

Sir:

Attached is a list of documents on form PTO-1449 together with a copy of each

identified document. It is requested that these documents be considered by the Examiner and

officially made of record in accordance with the provisions of 37 C.F.R. § 1.97 and Section
609 of the MPEP.

No item of information contained in this Statement was cited from a foreign patent

office in a counterpart foreign application.

Rype full sub, '
Robert W. Glatz

Registration No. 3

 
{81 1

CorreSpondence Address :}

llllllllllllllllllllllllllllllllll
20792

PATENT TRADEMARK OFFICE

Certificate of Mailing under 37 CFR 1.8

I hereby certify that this correspondence is being deposited with the United States Postal Service with sufficient
postageas first class mail in an envelope addressed to: Commissioner forPatents, Washington, DC 20231.

on October 18, 2001. ~ --,. I I ! “ -- I A/‘L C...» j g ' VAN-ABLE COPY
Michele P. McMahan

Date of Signature: October 18, 2001
218218
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PATENT

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

In re: Cox et al.

Serial No.: 09/870,608

Filed: May 31, 2001

For: METHODS, SYSTEMS AND COMPUTER PROGRAM PRODUCTS FOR
DISTRIBUTION OF APPLICATION PROGRAMS TO A TARGET STATION ON

A NETWORK

Date: August 16, 2001

Box Missing Parts
Commissioner for Patents

Washington, DC 20231

RESPONSE TO NOTICE TO FILE CORRECTED APPLICATION PAPERS

AND SUBMITTAL OF FORMAL DRAWINGS

Sir:

In response to the Notice to File Corrected Application Papers dated June 18, 2001,

enclosed herewith is one set (9 sheets) of new formal drawings. It is requested that these new

drawings be substituted for the originally filed informal drawings.

Respectfully submitted,

91M
Robert W. Glatz

Registration No. 36,8 1

 
 

Customer Number:
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20792PATENT TRADEMARK OFFICE

208356
CERTIFICATE OF MAILING

I hereby certify that this correspondence is being deposited with the United States Postal Service as first class

mail in an envelope addressed to: Box Missing Parts, Commissioner for Patents, Washington, DC 20231, on
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Michele P. McMahan Date of Signature: August 16, 2001
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‘ PATENT AND TRADEMARK OFFICE  COMMISSIONER FOR PATENTS

UNITED STATES PATENT AND TRADEMARK OFFICE
WASHINGTON, D C 2023i

www,uspto.gov

09/870,608 05/31/2001 David E. Cox 5577—130DV

CONFIRMATION NO. 9481

20792 FORMALITIES LETTER
MYERS BIGEL SIBLEY & SAJOVEC
p0 BOX 37428 IlllillllllliiiiiIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIiililillllliliIIIIIIIIIIIIIIIIII
RALEIGH NC 27627 '00000000006195116‘

Date Mailed: 06/18/2001

NOTICE TO FILE CORRECTED APPLICATION PAPERS

Filing Date Granted

This application has been accorded an Application Number and Filing Date. The application, however, is
informal since it does not comply with the regulations forthe reason(s) indicated below. Applicant is given
TWO MONTHS from the date of this Notice within which to correct the informalities indicated below.

Extensions of time may be obtained by filing a petition accompanied by the extension fee underthe
provisions of 37 CFR 1.136(a) 
The required item(s) identified below must be timely submitted to avoid abandonment:

0 Substitute drawings in compliance with 37 CFR 1.84 because:

I drawing sheets do not have the appropriate margin(s) (see 37 CFR 1.84(g)). Each

sheet must include a top margin of at least 2.5 cm. (1 inch), a left side margin of at
least 2.5 cm. (1 inch), a right side margin of at least 1.5 cm. ( 5/8 inch), and a
bottom margin of at least 1.0 cm. (3/8 inch);
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Initial Patent Examination Division (703) 308-1202
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NETWORK DESKTOP MANAGEMENT. SECURITY SYSTEM AND METHOD

BACKGROUND OF THE INVENTION

The invention relates to network administration software. More specifically,

the field of the invention is that of network administration software for managing I
user workstations on a network. I

Computer networks are arranged so that a multitude of users can access

‘ common networkresources. Each user has a workstation, typically a stand alone

personal computer which is connected through a suitable communications link to the

other computers of the network. Theylnet'work administrator is a program which
runs on the network server or_ an administrator workstation which coordinates and.

manages the access and security of the users on the network. The management of

users involves allocating and facilitating access to resources such as programs and

data files which are needed or desired by particular users; The security provisions

involve allowing only the appropriate users'laccess to certain programs and data files . I

to maintain the integrity and privacy of the network system. '
Desktop administration programs provide each user with an individual view

of the user’s workstation configuration, the network, and the resources available '

over the network. Such programs conventionally provide a graphic user interface

and operate under several constraints. One constraint involves the transparency of i

the desktOp administration program. TranSparency in this context means the ability 1

of a user to ascertain the presence of the program merely from observing the

’ operation of the user’s Workstation. Ideally, a user should not be able to detect the

presence of the desktop administration program. Another constraint involves the
underlying. operating system of the workstation computer and the network. Ideally,

the desktop administration program should not interfere with the Operation of any

portion of the underlying operating system. The management of individual user

preferences also constrains desktop administration programs. Ideally, the user’s

modifications of a desktOp configuration should not corrupt the desktOp

administration program’s management of user desktOps. Known desktop

SUBSTITUTE SHEET (RULE 26) |PR2017-O1827
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replacement or

constraints.

What is needed is a desktop administration p

ts and works in concert with the operating 5

rogram which alleviates the

above identified constrain ystem and its
at

standard graphic user interface.
SUMMARY or THE INVENTION '

ktop administration system and method whichThe present invention is a des
tect, and manage desktops

etwork administrator to remotely create, pro

ion provides a graphic user interface to c
saction logs. and password protect

rnel blocks access to

allows a n
onstruct user

across a network. The invent

desktOps. apply restriction options, maintain tran

'any‘ object accessible from the user workstation. A security ke
' resources and only allows access to resources upon receipt of a corresponding key.

The desktop administration system uses information Tee
5 via the security kernel. The workstation desktop

ces by transmitting a key to the

ords which include a key for

allowing access to resource

includes the ability to unlock access to reSour

' security kernel. The invention allows these functions without altering how a user
ies of the underlying operating system or

Aworkson the desktop, or the capacit
network.

includes a personal desktop facility (,PDF) and a Daemon
Each workstation

rsonal desktop facility receives desktop
which protects the user‘s desktop. The pe
information from the network server and builds a desktop which the user
manipulates to invoke local and/or network programs and access local and/or
network utilities. v The Daemon serves as an inter

g any communication to or from the user 0

face for the personal desktop

facility by channelin r the network,
preventing unauthorized transactions at either the workstation or network level.

The personal desktop facility (PDF) provides a'g
ions of prOgrams and data. ~such'as user pr

raphic user interface using
eferences, _

objects that represent collect
default directories, and access privileges. The PDF can create objects, remove

ect settings. Providing a user with the pro
5 a workstation tailored to the users needs,

objects, and alter obj per collection of
objects with the proper settings create

thus increasing the efficiency of the user.
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The daemon has many tasks, including starting the PDF, enumerating the

windows of the graphic user interface, and recording operations. Starting the PDF

may involve obtaining security clearance, and includes loading the user‘s desktop

from the server. Enumerating the windows of the graphic user interface facilitates

proper operation of the desktop and the programs running under it. Recording

operations may involve creating a log 10f user operations, such as tagging or

signaling events when they occur, noting the usage of passwords, and the startup

' a and exit of the desktop from the network connection.

The present invention provides several significant advantages. The network ‘

administrator may standardize desktops Quickly and uniformly by manipulating the

server's database of personal desktop profiles, or by modifying common 'dCSklOp

objects which are stored on the server. Users may also be mobile across the

network, because regardless of which machine they use, the PDF will load their

personal desktop file from the network server._ The Daemon further protects the

desktop from inadvertent damage, and prevents intentional alteration of the network

' architecture.

The present invention, in one form, is a method for a network of computers

incltiding a server and a workstation.’ The method provides uSers accessto

resources and comprises the steps of creating a plurality .of information records each

with a user specific-workstation configuration including specification of accessible

resources for the user; retrieving 'one 'of the user specific information records using a

computer program 'operating on the workstation: and providing on the workstation a.

desktop user interface providing user access as specified by the information record

associated with the user. The inventional method is characterized by the step of

blocking access to resources via a security kernel, wherein the information records

include a key for only allowing access to resources via the-security kernel. The

method is further characterized by the step of allowing access. to resources upon

receipt of a corresponding key from the desktop user interface.

Other aspects of the invention relate to the step of monitoring processes

initiated by the desktop user interface, wherein the monitoring step includes the step

of checking processes on the workstation against the user specific information

record received from the server. Also, the inventional method prevents
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unauthorized access to the network resources through the desktop, and may impose

access restrictions based on information stored on the workstation or require that a

user have access to a validation resource before allowing access to a specified
resource. In another aspect of the invention, the network uses an object oriented

operating system, and each object includes a plurality of instructions and associated
data so that the system creates a list of objects representing the resources. The
desktop may be stored after a session with a user, or' filtered according to‘ criteria

received from the server.

Another aspect of the invention relates to a machine-readableprogram

storage device for storing encoded instructions for a method of providing user

access to resources in a network'of computers including a server. and a workstation
according to the foregoing method. I

A further aSpect of the invention relates to a computer network for providing
user access-to resources including at least one of local and network computer

programs, local and network peripheral devices, and external communication
devices. the network comprising: a server; a plurality of workstations coupled to

the server, each workstation including display means for providing a graphic user}

interface for a user; and communication means for transmittingmessages between

the server and the workstations; characterized by the computer network including -
instructions for Operating according to the foregoing method.

I i BRIEF DESCRIPTION OF THE DRAWINGS

The above mentioned and other features and objects of this invention, and

the manner of attaining them, will become more apparent and the invention itSelf

will be better understood by reference to the following description of an

embodiment of the invention taken in conjunction with the accompanying drawings...

wherein:

Figure l is a schematic diagramrhatic view of a compUter, network using the
present invention. .

Figure 2 is a flow chart diagram of the operation of the present invention.

Corresponding. reference characters indicate corresponding parts throughout
the several views. Although the drawings represent embodiments of the present

invention. the drawings are not necessarily to scale and certain features may be
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exaggerated in order to better illustrate and explain the present invention. The

exemplification set out herein illustrates an embodiment of the invention, in one

form, and such exemplifications are not to be construed as limiting the scope of the

invention in any manner. ‘ i .

DESCRIPTION OF THE PRESENT INVENTION ‘

The embodiment disclosed below is not intended'to be exhaustive or limit

the invention to the precise form disclosed in the following detailed description.

Rather. the embodiment is chosen and described so that others skilled in the art may

utilize its teachings. .

The detailed descriptions which follow are presented in pan in terms of

algorithms and symbolic representations of operations on data bits within a

computer memory representing alphanumeric characters or other information. These

descriptions and representations are the means used by thoseskilled in the art of V

data processing arts to most effectively c0nvey the substance of their.work to others

skilled in the art.

An algorithm ishere, and generally, conceived to bea self-consistent -

sequence of steps leading to a desired result. These _steps are those requiring

physical manipulations of physical quantities. Usually, though not necessarily, these

quantities take the form ofelectrical or magnetic signalscapable of being stored, ’
transferred, combined, compared, and otherwise manipulated. It proves convenient
at times. principally for reasons oflcomrnon usage, to refer to these signals'as bits,

values. symbols, characters, display data, terms, numbers, or the like. It should be

borne in mind, however. that all of these and similar terms are to be associated. with‘

the appropriate physical quantities and are merely used here as convenient labels

applied to these quantities.

' Some algorithins may use data structures for both inputting information and

producing the desired result. Data structures greatly facilitate. data management by

dataprocessing systems, and are not accessible except through 50phisticated

software systems. Data structures are not the information content of a memory,

rather they represent specific electronic structural elements which impart a physical

organization on the information stored in memory. More than mere abstraction, the

data structures are specific electrical or magnetic structural elements in memory
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Also, messages may be generated by an object in response to the receipt of a

message. When one of the objects receives a message, the object carries out an

operation (a message procedure) corresponding to the message and, if necessary,

returns a result of the operation. Each object has a region where internal states ‘

(instance variables) of the object itself are stored and where the other objects are not

allowed to access. one feature of the object-oriented system is inheritance. For

example, an-object for drawing a "circle" on a display may inherit functions and

_-knowledge from another object for drawing a "shape" On a diSplay.

A programmer "programs" in an object-oriented programming language by .

writing individualblocks of code each of which creates an object by defining its

methods. A collection of Such objects adapted to communicate with one another by-

.means of messages comprises an object-oriented program. Object-oriented computer

programming facilitates the modeling of interactive systems in that each component

of the system can be modeled with an object. the behavior of each cdmponent being

simulated by the methods of its corresponding object. and the interactions between

‘ components being simulated by messages transmitted between objects.

An operator may stimulate a collection of interrelated objects comprising an
object-oriented program by sending a message to one of the objects. The receipt of

the message may cause the object to respond by carrying out predetermined

functions which may include sending additional messages to one or more other

objects. The other objects may in turn carry out additional functions in response to

the messages they receive, including sending still more messages. In this manner.

sequences of message and response may continue indefinitely or may come to an

end when all messages have been_responded to and no new messages are being sent. '

When modeling systems utilizing an object-oriented language. _a programmer need

"only think in terms of how each component of a modeled system reSponds to a

stimulus and not in terms of the sequence of operations to be. performed in response

to some stimulus. Such sequence of operations naturally flows out of the

interactions between the objects in response to the stimulus and need not be

preordained by the programmer.

Although object-oriented programming makes simulation of systems of

interrelated components more intuitive. the Operation of an object-oriented program
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is often difficult to understand because the sequence of operations carried out by an

object-oriented program is usually not immediately apparent from a software listing
as in the case for sequentially organized programs. Nor is it easy to determine how

an object-oriented program works through observation of the readily apparent
manifestations of its operation. Most of the operations carried out by a computer in

response to a program are "invisible" to an observer since only a relatively few
. steps in a program typically produce an observable computer output.

In the following description. several terms which are, used frequently have

specialized meanings in the present context. The term "object" relates to a set of
computer instructions and associated datawhichfican be activated directly or
indirectly by the user. The terms "windowing environment". "running in windows".

_ and "object oriented operating system" are used to denote a computer user interface
. in which information is manipulated and displayed on a video display Such as

within bounded regions on a raster scanned video display. The terms "network",
"local area network", "LAN", "wide area'network", or "WAN" mean two or more

' computers which are. connected in such a manner that messages may be transmitted
' between the computers. in such computer networks, typically one or more

computers Operate as a "server", a computer‘with large storage devices such as hard
disk drives and communication hardware to operate peripheral devices such as

printers Or modems. Other computers, termed "workstations". provide a user
interface so that users of computer networks can accesstthe network resources, such
as shared data files, common peripheral devices, and inter-workstation

communication. Users activate computer programs or network resources to create
“processes” which include both the, general operation of the computer program
along with Specific operating characteristics determined by input variables and its
environment. ‘

The terms "desktop". "personal desktop facility". and "PDF" mean a'specific
user interface which presents a menu or display of objects with “associated settings
for the user associated with the desktop, personal desktop facility,.or PDF. The

term "Daemon" refers to a program which, is not necessarily apparent to'the user,

but which is re5ponsible for transmitting messages between the PDF and the

network server and for protecting and regulating the user's ability to use and modify

SUBSTITUTE SHEET (RULE 25) |PR2017-O1827
Ubisoft, et al. EX1003 Page 162

 

 



IPR2017-01827 
Ubisoft, et al. EX1003 Page 163

10'

15

k) LII

3o .-

WO 98/50853 - a . FL l/Ub‘l Iluzsuo:

9

network resources. Although the following description details such operations in

terms of a graphic user interface using iconsfthe' present invention may be practiced

with text based interfaces. or even with voice or visually activated interfaces.

A‘computer network is shown in block diagram form in Figure 1. showing-

’the general orientation and arrangement of the software operating on the computer

equipment, including the server administration, the workstation PDF, and the

Daemon software. Network 20 includes at least one server 22 and at least one, and

typically dozens or hundreds. of Workstations 24. Server 22 and workstations 24

are connected by communication line 26_'which may be. an ethemet cable or another

suitable device. Network 20 also includes several shared peri-pheral'devices, such as
disk storage 28 (typically coupled directly to server 22. although connection through . '

communication line'26 is also-possible), printers 30, modems 32'. and router 34. '

ADMIN (administration) software 36 resides on server 22, and generally controls
communications between the components of network 20. For example, ADMIN
software 34 typically controls access to disk storage 28. the scheduling‘of printing

‘- jobson printers 30, the allocation of modems 32. and the transmission of

information through router 34. _

Each workstation 24 includes a computer with a. monitor and keyboard, such '

as a standard personal computer (e.g., an IBM-PC type or Macintosh) .or an I
advanced computer (e.g.,.a Next or SPARC workstation). and may include'its own '
peripheraldevices such as local printer 38, local modem 40, or local disk Storage

42. With the present invention. each workstation 24 includes.PDF 44 and Daemon
46. PDF 44 pr0vides a graphic user interface, or "desktop", _to the programs and. I

resources available on its workstation 24 and generally through network 20. I
Daemon 46 serves as an intermediary between ADMIN 36 and PDF 44, filtering out

unauthorized activities and maintaining the integrity of the desktop. ADMIN 36 ' ‘ '

only accepts requests and receives messages from Daemon 46,‘ so PDF 44 is

required to access information and programs through Daemon 46, and must send all

of its infdnnation VtoADMIN 36 through Daemon 46. 'Further. PDF 44 may only

change ‘the parameters of the desktop through Daemon 46, and Daemon_46

determines what Operations are permissible based on criteria supplied from ADMIN

36. Daemon 46 includes both an initiation routine and a periodic checking routine
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to implement these functions. 3 With this arrangement, which is explained in further I

detail below. the integrity of each desktop is maintained by Daemon 46, and

permanently maintained by ADMIN 36.

In accordance with the present invention, disk 28 of server 22 stores .sec file

50 (the logical designation of .sec file 50 may include several separate physical files

which are interrelated through logical. connections). software 36 uses the

information contained in .sec file 50 to specify the menu of computer programs and

. network resources which may be referenced by the desktops'of the users of network

20. .sec. file 50 may be a general file for all-' the users of network 20. Alternatively,

.sec, file 50 may represent a collection of files, which each file corresponding to.a

particular user or a particular classof user. Another alternative is ,a hybrid"

approach. wherein the menu information has a common component and a user

specific component. In any event. this arrangement allows for a network

administrator to directly manipulate .sec file 50 with ADMIN software 36 on server

22 to modify, customize, and/or maintain the desktops across a network, rather than

' having to change each desktop configuration locally.

In addition to ADMIN 36 creating .sec file 50 to record a user’s desktop

configuration on server 22, the present invention uses PDF 44 to enforce the user's

desktop configuration directly on workstation 24. PDF 44 operates on’the

assumption that unless the user is specifically authorized to access a particular

computer program or resource, that user’s workstation should not be allowed to ‘.
manipulate or interact with that particular item. Only upon receiving .sec file 50 _
from ADMIN 36 does PDF 44 construct a desktOp for the user, and that desktOp

only provides access to computer programs and resources which are specifically
identified for the user on .sec file 50. Thus, with the firstembodiment of the '

present invention. access control is first maintained at the level of workstations 24‘
toenhance the protection of server 22.' :

In a second embodiment of the invention, ADMIN 36 on server 2" locks out
the user from the file system software at workstation 24, and only a pr0perly

configured desktOp provided by PDF 44 can present a key to unlock the file system
and access resources on server 2.2. The implementation of’the‘ second embodiment

with the 05/2 operating system includes several routines of ADMIN 36 Which
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interact with certain security features of the 08/2 Operating system to achieve this

file lock out. However, one of ordinary skill in this an would readily appreciate

that such server access control lock—outs may be implemented with any operating
system by a suitably designed program operating with the benefit of system '

administration privileges. ‘

The present invention may be best explained using the paradigm of an object
oriented operating system. However, one of ordinary-skill in the operating system I

programming an recognizes that all operating systems may be abstractedtto conform 'A

with object ‘oriented programming principles. so that a programmer may impose ‘ I-

object oriented programming principles on any Operating'system, The exemplary. ' ' "
embodiment of the present invention worltsin conjunction with the OS/2*i operating

system developed and sold by International Business Machines. Incorporated (IBM) 4

(* "OS/2" is a trademark of lBM): TheOS/Z operating system formally identifies

and utilizes objects as part of .its operating schema. ‘wherein the individual processes '

managed by the 08/2 Operating system are encapsulated-by objects which define the
Computer programs, data, icons, access privileges, and other attributes effecting the

ability of the process to, influence or alter other portions of the system. Many _

similar operating systems use an object oriented operating schema, and thus the

present inVention is directly applicable to many conventional operating systems,

including Wind0ws95 and‘WindowsNT made by Microsoft Corporation. ..

'In an object oriented Operating system. programs and. the processes they
create may be associated with a class which has common characteristics. Theclass

designation communicates to the operating system that the class member includes a

' predefined set of charaCteristics. Access privileges and security clearances may be

set for classes rather than having to identify such information for every individual
object or process. Also, PDF 44 and ADMIN 36 may be designed to include
security and control algorithms which can target classes of processes rather than

only singly identified processes. The f0110wing example of a. .sec file used in the
second embodiment of the invention as a default desktop profile._implemented in
this embodiment as a flat text file, provides several class designations alongwith the

other deskt0p information.
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[Master] ENABLESECURITY=OBJECTS:RESTRICTUNDEF=YES;DESC=Dcfau|l Workstation
DcskloszASSWORD=mSéflél6E9c€§é ralH] sio rAugGUgs v EE~3uzLOG=BCDz
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[Folder] TlTLE=Desktopz CLASS=Dschsktop; OBJECTID=<WP_DESKTOP>;

ICONRESOURCE=56.PMWP.DLL3 DEFAULTVIEW=OPEN_DEFAULT: POPUP=6258802z

HELPPANEL=4000; MINWIN=VIEWER; NOCOPY=YES; NODELETE=YES:‘ NOPRINTéYES:

' BYPSSETUP=YES; WINLIST=YES: INCCHLD=YES; BACKGROUND=

C:\OSZ\BITMAP\BUBBLPAD.BMP. T..o. l, 163 I63 I48; ICONFONT=8.Hclv:

ICONVIEW=NOGRID.NORMAL: TREEFONT=85Hclvz TREEVIEW=MINILLINESE

DETAILSFONT=8Hclvz ' " ' ‘ " ‘

[Folder] TlTLE=OS/2 Sy5lcm: CLASS=PRDircc10ry2 OBJECTID=<DO_OSZSYS>:

PARENTID=<WP_DESKTOP> :SHADOWID=<WP_OSZSYS>; ICONPOS=8. 80:

DEFAULTVIEW=I84. 345. 716. 29:; HELPPANEL=4002; MlNWlN=VlEWERz NOCOPY=YESz

NODElrETE=YESp NODRAG=YES; NODROP=YES; NOMOVE=YESz NORENAME=YESz
NOLINK=YES: NO.SIETI‘INGS=YES: NOPRINT=YESz WINLIST=YES:
BACKGROUND=lrionc5...C.255 25-5 236': lCONFONT=85HcIv2 ICONVIEW=FLOWED.MINI:

TREEFONT=8.Hclv; TREEVIEW=MINLLINESz DETAILSEONT=5T~T=TVH . ‘5

[FoldchTlTLE=Conncc1ionsz CLASS=PRDircc10ryz

OBJECTlD=<DO_CONNECTIONSFOLDER>; PARENT1D=€\V'P_DESKTOP>:

SHADOWlD=<WP_CONNECTIONSFOLDER>; TCONPOS=8.62:

DEFAULTVIEW=OPEN_DEFAULT; HELPPANEL=I277; MINWIN=VIEWER: NQPRINT=YESz

WINLIST=YES; BACKGROUND=(nonc); . . c. 255, 255 236: 'ICONFONT=8.Helv: ‘ h
I ICONVIEW=NOGRID. NORMAL: TREEFONT=8.Helv: TREEVIEW=MFNLLINE52 '

DETAILSFONT=8.HelT/: . ..

[Foldch TlTLE=Assisumcc Center: CLASS=PRDirchory2 OBJECT!D=<DO_ASSISTANCE>:

PARENTID=<WP_DESKTOP>: SHADOWID=<WP_ASSISTANCE>; ICONPosésm;
DEFAULTVIEW=O,PEN_DEFAULT: l-IELPPANEL=|277; MINWIN=VIEWER; NOPRINT=YES;

_WINLIST=YES; BACKGROUND=(nonc)...C.255 255 236: lCONFONT=8.HcIv:

lCONVlEW=FLOWED.MlNl: TREEFONT=8‘I'lclv; TREEVIEW=MIIINLLINES:

DETAILSFONT=8.Hclv: ' '

[Folder] TlTLE=Programsz CLASS=PRDircc10ryz OB‘JECTID=<DO_PROGRAMSFOLDER>2

PARENTID=<WP_DESKTOP>: SHADOW!D=<WP_PROGRAMSFOLDER>; ICONPOS=8.53’:

DEFAULTV]EW=OPEN_DEFAUL'I;; HELPPANELFIZT/L MINWIN=VIEWER1 NOPRINT=YESI

WINLlST=YES; BACKGROUND=(nonc)...C.255 255 236; lCONFONT=8.Arial:

ICONVlEW=FLOWED.MINl; 'TREEFONT=8.Arial; TREEVIEW=M [NLLINESz

DETAILSFONT=8.A:ia|: ,

[Folder] TlTLE=chExplorcrz CLASS=PRDircctoryz OBJEQTID=<DO_WC_WEBEX_FOLDO>:

PARENTID=<WP_DESKTOP>; SHADOWID=<WC_WEBEX_FOLD>Z ICONPOS=8.44:

DEFAULTVIEW=OPEN_DEFAULT: HELPPANEL=1277z MlNWlN=VlEWERz NOPRINT=YES;

w-INLIST=YES: BACKGROUND=(nonc).,.C.255 255 236: ICONFONT=9.warpSans;

lCONVlEW=NOGRlD.NORMAL: TREEFONT=9.WarpSans: TREEVIEW=MINLLINES1

DETAILSFONT=9.WarpSans:

[Object] TITLE=Shredder1 CLASS=WPShreddcrz OBJECT!D=<DO_SHRED>;

PARENTID=<WP_DESKTOP>: SHADOWID=<WP SHRED>2 ICONPOS=88.32:
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ICONRESOURCE=28.PMWP.DLL: DEFA_ULTVIEW=OPEN_DEFAULT; HELPPANEL=I I90:
MINWIN=VIEWER: NOCOPY=YES: NODELETE=YES; NOPRINT=YES:. WINLlST=YESz

[‘ObjcCl] TITLE=Tcmplalcs; CLASS=DskShadow; _

OBJECTlD=<DO__TcrnplaTcsODskShadostchsklop>; PARENTID=<WPfiDESKTOP>z
SHADO\VID=<WP_TEMPS>: ICONPOS=8.34; DEFAULTVIEW=OPEN_DEFAULT;
HELPPANEL=IS680; MlNWfN=VIEWERz NOPRINT=YES: WINLIST=YES; '
[Object] TITLEEBlack 'Holc; CLASS=BYackHolc1 OBJECTID=<DO_BL7\CKHOLEO>:
PARENTID=<WP_DESKTOP>; ST-L'ADOWID=I<BLACKHOLE>; lCONPOS=80.32; ‘
ICONRESOURCE=22.PMWP.DLL; DEFAULTVIEW=OPEN;DEFAULT: MlNWfN=VlEWERz

NOPRINT=YES: WINLIST=YES; ' , V

[Find] TlTLE=LaunchPadz CLASS=WPLaunchPadz OBJECTID=<DO_LAUNCHPAD>;
PARENTID=<WP_DESKTOP>; ICONPOS=79.87; ICONRESOURCE=74.PMWP.DLL:

DEFAULTVIEW=OPEN’DEFAULT; HELPPANEL=32253; CCVIEW=NO: MTNWIN=VIEWER1

NOPRINT=YESz WINLIST=YES; FPOBJECTS=<WPPO_IBMLASER>.I<WP_DR|VE_A>.

<WP_OSZWIN>, <WP_ASSISTANCE>. <WP__SHRED>:I LPACTIONSTYLE=TEXT:
LPHIDECTLS=YES: 4
DRAWEROBJECTS=3.<WP_W[N2\VIN>.<WP_DOS\VlN>":2.<WP;DRlVES>i ‘
[Program] TlTLE=Vcrify"r";nDcfccts: CLASS_=WPProgram: .
OBJ ECTID=<DO_Vcrify_DcfchsOWPProgramDschskidp>z PARENTID=<WP_DESKTOP>:
SHADOWlD=<DU_Vcrify_DcfcctsOWPProgramDschsktop>z ICONPOS=88.67:
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DEFAULTVIEW=OPEN;_DEFAULT; HELPPANEL=4083; CCVIEW=NO; MINWIN=VIEWER;

NOPRINT=YES; USEPARENT=YES; WINLIST=YES: EXENAME=D:\TOOLS\VERDFCT.CMD:

PROGTYPE=WINDOWABLEV101 ' ‘

[Program] TlTLE=SkyScrapcrz CLASS=WPProgramz

OBJECTID=<DO_SkyScrapcrOWPProgramDschsklop>z PARENTID=<WP_DESKTOP>:

SHADOWlD=<DU_SkyScrapcr0WPProgramDschskldp>; ICONPOS=9.90:

DEFAULTVIEW=0PEN_DEFAULT: HELPPANELfiOBB: CCVIEW=N01 MINWIN=DESKTOP2

NOPRINT=YES; LNCHPROG=C:\OSZ‘.E.EXE: EXITPROG=C:\052‘.ICONEDIT.EXE:

EVENTEXIT=YES; EVENTLNCH=YES: GLBLPW=YESz

EXENAME=C:‘.SKY\SKY.EXE;I’ARAMETERS=Iao lrl /d2 /j.l lgz (ml lxl:

STARTUPDIR=C:\SKY;PROGTYPE=PM: - ‘

[Program] TlTLE=chcctchrAnDcfcclg:

CLASS=WPProgram:OBJECTID=<DO_chcctcd_DefcclsOWPProgramDschfshop>z

PARENTID_=<WP_DESKTOP>: SHADOWID=<DU_chcctcd_Dcfccr50WPProgramDschshop>2 '
ICONP'OS=89.45;:DEFAULTVIEW=OPEN_DEFAULT; HELPPANEL=4083i , I '
MINWIN=VIEWER; NOPRJNT=YES; WlNLlST=YESz EXENAME=D:\TOOLS\REJECTJCMD:

PROGTYPE=WINDOWABLEYIOi .

[Dmafilc] TlTLE=config.sys: CLASS=WPDalaFiIcz OBJECT!D=<DO_C_config_sysO>:

PARENTID=<WP_DESKTOP>: SHADOWID%:\config.sy.s:

DEFAULTVIEW=OPEN_DEFAULT; NVBLDORIG=YES; VPFf—CADSKOBV:

HELPPANEL-E—4082: CVIEW=YESE HIDEBUTTON=YES; MINWIN=DESKTOP;
wlNusr=YES; LOG=ABCD: ’ ‘

[Objccl] TITLE=Drivc D;CLASS=PRDisk; OBJECTID=<DO_DRIVE_D>;

PARENTID=<WP_DESKTOP>; SHADOWID=<WP_DRIVE_D>:

ICONRESOURCFFI 3.PMWP.DLL:‘ DEFAULTVIEW=I20z HELPPANEL=8O|51 _

MlNWlN=VIEWER; N()COPY=YES; NODELETE=YESz 4NOMOVE=YES; NOPRINT=YF.S;

wmusr=ves£ ‘ ' E '
[Primer] TITLE=IBM Lascr - 10-pin E: CLASS=WPRPrinIcn ‘

OBJECT! D=€DO_WPPO_I BMLASERO>: PARENTID=<WP_DESKTOP>

:SHADOWI D=<WPPO_IB MLASER>: DEFAULTVIEW=OPEN_CONTENTS;

HELPI’ANEL=I5409; CCVIEW=NO'. MINWIN=VIEWER :NOPRINT=YES: WINLIST=YES:'

.NETID=LS:\\'COLORADO\LASER :ALIAS=IBMLASER:SHOWJOBS=ALL:REFRESH=25z

[Program] TITLEESampIc Program; CLASS=WPProgramz OBJECTID=<DO_SAMPLEPROG>: ‘

PARENTID=<WP4DESKTOP>1 DEFAULTVIEW=0PEN_QEFAULT: CCVIEW=YESz

HIDEBUTTONfiYES: MINWIN=HIDE: NOTVISIBLE=YES: NOMCVE=YESz

NORENAME=YESz NOSETTTNGS=YESz TEMPLATE=YES; WINLIST=YES;

EXENAME=C:\OSZ\ATTRIB.EXE; PARAMETERS=+r [Enter file [0 write-protect]:
PROGTYPE=PMI

[Scs] TRUSTEDAPP=c:\osZ\c.cxc:RUNWARN=l :LOG=AD:

[Scs] FILE=aulocxcc.bal:DlR=c:;LOCK=FILELRUNWARN=OLFILEATTR=RWDM1LOG=accg2
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[Scs] .DIR=c:\osz; LOCK=DIR2 SUBDIR=YESL RUNWARN=0-, FlLEATTR=WDMzI
DlRATTR=CGDM; LOG=ccgkmo;

[Ses]IFlLEa3rotocol.ini; DlR=c:‘.ibmlan; UNLOCK=FILE: OCCUR=ALL: RUNWARN=OL
FlLEATTR=RWDMz ,

[Device] PORTS=COMl.COM2.COM3.COM4.LPTl; LOG=ABCDz

[Filter] TEXT=WarpCenicrz BEGMTCH=YES; NOCLSWPS=YESL

[Filter] TEXT=S_vstcm: PASSWORD=r=éT6 5 ryiEcésas=l r<¢oat4| tea-u:

MlDMTCH=YES; \VlNLlST=YES; lGNCASE=YESz LOG=ABCDL

[End] ‘ ‘

Each initial bracketed item identifies the class of the object. including desktop
objects. devices, filters, or file system objects. which-is utilized by PDF 44 to

invoice the appropriate program. install the appropriate desktop icon. or initializethe
appropriate resource. The first item. [Master], is a header block identifying the .sec

,file, in this instance a Master file for a default workstation desktop.‘ The statement

ENABLESECURITY= OBJECTS instructs PDF 44 to_ use security privileges 'on an r .
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object level (“FS" would instruct PDF 44 to use file system security privileges.

while “BOTH” would enable both object and file system security),‘.while the
statement RESTRICTUNDEF=YES instructs PDF ‘44 to check for, and if an

undefined process is found. restrict its access to workstation 24 and server 22. The ‘

PASSWORD statement identifies the default security password, which is encrypted.

and the statement LOG=BCD activatesia transaction log in the-background of the

desktop operation. These and other high level instructions can thus be provided-to

PDF 44 on the workstation from the .sec file provided by ADMIN 36. ADMIN 3‘6

. can then block all access to network resources by the workstation until supplied the

. appr0priate information (e.g.. keys, predefined requests. or passwords) from PDF

The second item 'of the .sec file of the example, [Folder] TITLE= Desktop.

is the highest level class and identifies the desktop user interface representation of

the object. The statement CLlASS=DskDesktop indicates that'the object belongs to

the class of top level desktop display which is created by inheriting characteristics
‘ from the WPShell class and adds further characteristics utilized by the inventional

method (the DskDesktOp class is sometimes referred to as a replacement class as it

replaces the WPShell class). This desktop class of object represents PDF 44 to the

' user. and the statements within this item of .the .sec file provide the’default

parameters for the user interface to PDF 44. However. PDF 44 does not include

security and privilege information relating to workstation process. such information ,

being stored on a local .sec file which is referred to by .PDF 44.

The third item of the .see file or the example, [Folder] TITLE: 05/2

System. identifies the deskt0p user interface representation of the object. and the

statement CLASS= PRDirectory indicates thatthe object belongs to a class of

‘ program directories. Such a PRDirectory may be a subclass of a folder class, such

as created by a LAN network system. This object represents a directory of

- programs to the user, specifically in this case a collection of 08/2 operating system

. programs: Any program activated from a particular folder inherits the privileges of

h the folder unless the program object itself overrides the inherent privileges. This
item includes three identifications used by PDF 44 in manipulating this or related

objects. namely OBIECTID (the identifier of the object itself), PARENTID (the
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t of the object), and SHADOWID (the pointer to the original
identifier of the paren

eludes several-display parameters, and several
object). The item also in identifiers

security/privilege indicators. This “OS/2 System” item includes several
side the

and indicators which are used in [Folder] class items. Icons are'located in

ntain other folders). . f
and all parent folders (folders which co

], [Datafile], an’d'[P~rinter] all dealThe items identified by [Pad], [Program
with discreet logical and/or physical devices. The [Pad] item refers to a facility ,

~ which can initiate other Operations or applications, or “launch” them. e;g..
“LaunchPad” icon. The [Program] item refers to an executable file

represented by a

' h when launched'creates a process on workstation. 24 and/or server 22. and may
include APl initialization strings and other related data. The. [Datafile] item refers

e ivhich when launched will activate an associated application program '
to a data fil

“Device” item) refers to a peripheral
executable file. The [Printer] item (or other

modem, joystick. or similar'input' and/or output
' computer device such as a printer,

device.

' mvspecifically relates to executables, directories, and/or devices
. of PDF 44 and Daemon 46_ which interact with the Security Enabling Services

kernel features of the,OS/2 operating system. Alternatively, such an item could
DMIN 36 and/or Daemon 46 which initially lock and
em. ' ADMIN 36, PDFI44.-and Daemon 46 are

“trusted applications’.‘ and

relate to "separate parts of A

can later unloCk the file’syst

programmed to recognize specially designated objects as
access. to certain system level files. As implemented

allow such trusted applications
by the present invention, ADMIN 36, PDF 44, and Daemon 46 also allow “Device”

le of all operations
items to be locked and/or monitored to maintain a log fi1

occurring on or through the device.
F 44 when creating or operating a

ThelFilter] item can be used by PD
ration routine. The filtering precess

desktop, Or by Daemon 46 during an enume

may be implemented on a class level, or alternatively object titles may be subject to
such filtering. For example. a filter item may be used to remove window list
entries from a desktOp with0ut a user prompt or acknowledgment, Another use of a
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filter may be to keep certain processes running during the creation or re-creation of

a‘desktop (for example, to keep an external communication link active even though

the local desktop is being rebuilt). A filter may also be used to require a password-

from PDF 44 or the user before invoking certain objects or classes of objects.‘ ‘

For objects which do not fall within one of the foregoing classes, the'item
. designation [Object] provides a format for aiuser defined object, such as an abstract

non-file system. object. These types of abstract Objects are of the .dll type. which
are not necessarily with executable filesvrather are substantiated by the shell (often

referred to as work place shell applications). Statements within this object shall be

interpreted as if the statement occurred in one of the previously defined classes.

'l‘he present invention also provides two additional ways to secure the

desktop, one being a hardware based restriction and the other a context based '
validation. The hardware based restriction is maintained by an additional file

(RESTRICTIXT) resident on the local computer which PDF 44 checks} before

creating desktop objects. In this manner, local computers Can be configured so that

‘ certain sensitive applications cannot be created or invoked "at certain physical

locations. regardless of the privilege level of the user. The context based validation

is a statement in a .sec file. item. VPF=<path>l<filené1me>, which requires that the

path or file specified be present on the network before PDF 44 creates the specified:

desktop objeCL

PDF 44 thus creates a desktop which includes a graphic display of icons

' representing programs. files. network resources, and other related information. -

When the user launches a program or network resource and thereby creates a new

process, PDF 44 displays a new window on the monitor of workstation 24 showing
the activity of the new process. In the exemplary embodiment with a multi-tasking

operating system, more than one process can appear on the desktop simultaneously;

PDF 44 presents the most current window in the forefront, with the other windows

accessible through a command. Also in the exemplary embodiment with an object

oriented operating system, the communication and implementation of processes are

achieved through the use of objects which contain the needed information for

executing the process and interacting with other portions of the system. Each icon

on the desktop has an associated object so that when PDF 44 observes the operator
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activating a particular icon, the corresponding object may be launched and a new

display window may be created.

Before PDF .44 can operate,~however. the objects which PDF 44 displays

must be created. The user may first required to log in to network_20 before

accessing workstation 24. Daemon 46 obtains the user‘s desktop profile from

ADMIN 36, the desktop profile being a list of objects with appropriate restrictions

and privileges, which may include keys or other authentication information. In

addition, ADMIN 36 may also imposed other restrictions on that desktop Profile

transmitted to Daemon 46. based on the physical location or node of the user

logging on to network 20. That desktop profileiincludes general information about

the restrictions and boundaries applicable to PDE: 44, as well as the objects available
to PDF 44. Daemon 46 also obtains local attribute information, such as the I
presence or absence of local peripheral devices from workstation 24. PDF 44 may
then transmit requests for creation of processes to Daemon 46, which determines if

the requested. process is permitted according to ADMIN 36’s desktop profile for that

I user. This arrangement allows a user to log in at any workstation 24 of network 20

and have the same desktop displayed by PDF 44.

In the second-embodiment of the invention, ADMIN 36 'operates-to lock out

any user from accessing network resources. By enabling file system level blocking,

no program or process can access a network file except through the enabled security

procedurewhich requires a previously established access privilege to have existed '
- for the user. The .sec- file 50. may contain the information needed to “unlOck” the -

security procedure and allow a user access to the network resource. ln this way,

any uSer attempt to access a network resource without using PDF 44 will fail. On’ly

, by using PDF 44., which is enabled by an appropriate key or other authentication
information in the user’s .sec file 50, can a user access network resources. .

The general sequence of operation is shown inrthe flow chart diagram of

[Figure 2. Workstation‘24 is powered on in step 200, which may include the use of

appropriate access control software. Daemon 46 obtains the parameters associated

with that particular workstation 24, typically by accessing a locally stored file or

performing a diagnostic routine, in step 202. For example, in the exemplary

embodiment, Daemon 46 first kills any old objects which are apparent on
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workstation 24. After this initial cleansing, Daemon 46 loads a binary file‘stored on'

local disk 42 which contains a set of all! the possible objects for workstation 24,

then hides those objects from display by PDF 44. Next Daemon 46 loads a' second

binary file of the active objects for workstation 24. Typically, this set of active ‘

objects includes a self-launching network log on procedure, typically involvin’g .
typing in a usemame and pa55word at step 204.

'.In accordance with the present invention, Daemon 46 may then obtain a user

network profile from ADMIN Software 36 in step 206.‘ ln_t_he second embodiment

of the invention. ADMIN 36 initially blocks the user by denying all access ’
privileges to network resources. Once Daemon 46 has the information regarding the .

local workstation and the user’s network profile. typically by accessing .seclfile 50
on server 22, PDF 44 may set up the user’s desktop in step 208 by creating a list of

objects representing the possible available resources, both on network 22 and

workstation '24. In the second‘embodimentrlPDF 44 may also obtain suitable access
enabling information from .sec file 50 to allow the user to access security protected

resources, such as a security key or other suitable authentication. At this point,

’ workstation 24 is able to receive input from the user to initiate or interact with

(processes and accomplish the desired cOmputing functionsi

Daemon46 continues to monitor‘the operations of-workstation 24‘sothat the '

user does not modify the-desktop created by PDF 44 in circumvention of the user‘s

access and security provisions. lnstep 210, a timer is set so that Daemon 46 is, .

activated periodically. In the exemplary embodiment of the invention, .an interval of

approximately three (3) seconds has been selected as a suitable period for activating

Daemon 46 with the hardware and software being used with the inventional system. i

This interval is selected to check sufficiently frequently to catch violations before
significant damage has occurred, without significantly reducing the efficiency and

responsiveness of workstation 24. Also,'this interval is adjustable by simply

changing initialization parameters, without requiring reconfiguration of any other

part of the system. However, one of ordinary skill understands that the periodic

interval used to call Daemon 46 is dependent upon the hardware and software

speed.
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- While the timer is running, step 212 allows the user to activate and

manipulate workstation 24 as desired. During this period of operation, step 214 I
involves determining whether a termination condition has occurred, e.g., a user‘
activated exit or a fatal system error. so that workstation 24 may be shut down,

Should a termination condition be observed, step 222 (described in greater detail

below)‘ would then occur. In the typical case. however, processing would continue
until timer interrupt step 216 occurs. The timer interrupt causes Daemon 46 to
become the active program of the system. which allows Daemon ’46 to check on the

status of the other processes at workstation 24. I
‘ In the run Daemon 218 step, an enumeration process is conducted by the

processor of workstation 24. .Daemon 46 checks every process that is present in
workstation '24 against the process information contained in its local copy of .sec

file 50. Every process which is not found in the listing of .sec file 50 is processed
further by Daemon 46, typically deleting and removing the unkn'own process from

workstation 24.’ However, other operations are possible, and sometimes desired.

, For example, a message box may be displayed and the process may be modified

according to the user‘s response _to correspond to a known process. Another

altematilve may be to record the presence of the unknown process in a log for use

by diagnostic software.
KnOWn processes encountered by Daemon 46 during the enumeration routine

may be dealt with in several ways. Typically, Daemon 46 Checks for consistency I

between the process as noted by theedesktop files by PDF 44 and the information

from .sec file 50, making corrections when appropriate. Also, Daemon 46 checks
the security protection of the process and the user for compliance with network

security privileges. If an, inconsistency is discovered, or a security violation,‘or
another similar condition, then Daemon 46 may respond by: requesting a password

from the user before allowing further access or processing; delete and remove the

process from the desktop; record the presence of the process on a log file; rebuild
the proceSs using the original process and a user response to a message box; and/or
another suitable're5ponse to the observed inconsistency. When Daemon 46
completes all of its operations on the processes of workstation 24, the timer is reset

at step 210 and the foregoing steps are repeated.
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Finally, when the user is ready to terminate operation of workstation 24,

PDF 44 requests that the potentially modified desktop be saved in step 222.

Daemon 46 receives this request, first filtering the newer desktop with the original

user profile to make sure that the new desktop does not violate any of the user’s

profile information stored on server 22.. After the new desktop~has been so filtered.

Daemon .46 saves the filtered new desktop by stdring the representative file or files

on server 22. Now. the operation of workstation 24 can be properly terminated at

' step 224.

Thus, the present invention provides a desktop administration system and

method which alloWs a neIWOrk administrator to remotely create, protect. and
manage desktops across network. The invention provides a graphic (user interface

to construct user desktops. apply restriction'options. maintain transaction logs, and
password protect any iobject accessible from the user workstation. A security ke‘mel

blocks access to resources and only allows access to resources upon receipt of a

corresponding key. The desktop administration system uses information records

' which include a key for allowing access to resources via the security kernel; The

workstation desktop includes the ability to unlock access to resources by

transmitting a key to the security kernel. The invention allows theSe functions

without altering how a user works on the desktop, or the capacities of the

underlying Operating system or network.
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WHAT IS CLAIMED IS:

. 1. In a network of computers including a server and a workstation, a

method of providing user access to-resources, said method comprising the steps of:‘

creating a plurality of information records each with a user specific workstatiOn
configuration including specification‘of accessible resources for the user; retrieving
one of the user specific information records using a computer program operating on

the workstation; and providing on the workstation a desktop user interface providing

user access as specified by the information record associated. with the user;

characterized-by the step of blocking user access to resources via a security kernel,

wherein said information records include a key for only-allowing user access to

' resources via said security ke-mel, and by the step, of allowing user access to

resources upon receipt of a corresponding key from said desktop user‘interface.

2.‘ The method of Claim 1 characterized by the step of monitOring ~

processes initiated by the desktop user interface.

3. The method of Claim 2 characterized in that said monitoring step ‘

'includes the step of checking processes on the workstation against the user specific .

information record received from the server.

4; The method of Claim 1 characterized by the step of preventing

unauthorized access to the network resources through said desktop.

5. The method of Claim 1 characterized by the step of imposing access

restrictions based on information ‘stored on the workstation.

6. The method of Claim 1 characterized-by the step~of requiring that a
user have access to a validation resource before allowing access to a Specified

resource.

7. The method of Claim 1 characterized in that the network uses an

object oriented operating system, each object including a plurality of instructions

and associated data, further characterized by the step of creating a-list of objects .

representing the resources.

8. The method of Claim 1 characterized by the step ofstoring said

desktop after a session with a user.
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9. The method of Claim 1 characterized in that saidproviding step

includes the step of filtering said desktop according to criteria received from the t ‘

server. I

10: A machine-readable program storage device for storing encoded

instructions for a method of providing user access toresources _in a network of

computers including a server and a workstation according to the method of Claim l.
I 11. A computer network for providing user access to resources including

at least one of local and network computer programs, local and network peripheral
devices. and external communication devices, said network comprising: _a server; a

plurality of workstations coupled to said server. ‘each‘Said' workstation including.
display means for providing a graphic user interface for a user; and communication
means for transmitting messages between said server and said plurality 'of - 4

workstations; characterized by said computer network including instructions for
operating according to the method of Claim. 1.

12. A computer network for providing user access to resources including

I at least one of local and network computer programs. local and network peripheral

' devices, and external communication devices. said network comprising: a‘ server; a

plurality of workstations coupled to said server, each said workstation including
display means for providing a graphic user interface for a user; and communication ,

means for transmitting messages between said server and said» plurality of
workstations; said server including means for providing access to at least one
resource for a user, said user operating one of said workstations; said server

including a plurality of information records each with a user specific workstation

configuration including specification of accessible resources for the user; said

workstation including desktop means for creating and displaying items referencing

resources on a display means of the workstation, said desktop means including

means for retrieving one of said information records from Said-server. said desktop

means further includingmeans for preventing a user from accessing any resources

not specified by said retrieved information record; said computer network

characterized by said Server includinga security kernel for blocking user access to

A resources and only allowing user access to resources upon receipt of a

corresponding key, said information records including one of said keys for allowing
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Filed: Concurrently Herewith

For: METHODS, SYSTEMS AND COMPUTER PROGRAM PRODUCTS FOR
DISTRIBUTION OF APPLICATION PROGRAMS TO A TARGET

STATION ON A NETWORK

May 31, 2001
BOX PATENT APPLICATION

Commissioner for Patents

Washington, DC 20231

PRELIMINARY AMENDMENT

Dear Sirs:

Please amend the above—identified application as follows:

IN THE SPECIFICATION:

On page 1 and above the abstract on page 41, please replace the title with the

following new title:

-— METHODS, SYSTEMS AND COMPUTER PROGRAM PRODUCTS

FOR DISTRIBUTION OF APPLICATION PROGRAMS TO A TARGET STATION

ON A NETWORK ——

Please insert at page 1 the following new first paragraph:

This application is a divisional of Application Serial No. 09/211,528 filed

December 4, 1998. This application is related to the following application filed

concurrently herewith: METHODS, SYSTEMS AND COMPUTER PROGRAM

PRODUCTS FOR MANAGEMENT OF CONFIGURABLE APPLICATION

PROGRAMS ON A NETWORK, Attorney Docket Number 5577-106. This

application is also related to United States Patent Application No. 09/072,597 filed

May 5, I998 and entitled: Client-Server System for Maintaining a user Desktop

Consistent with Server Application User Access Permissions which is incorporated

herein by reference in its entirety.
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Serial No.: To Be Assigned

Filed: Concurrently Herewith

Page 2

IN THE CLAIMS:

Please cancel Claims 1—14, 21 and 23 as these claims remain pending in the

parent application as elected responsive to a restriction requirement.

Please add the following new claims:

——24. (New) A system according to Claim 20 wherein the network

management server is a TivoliTM server.

25. (New) A system according to Claim 24 wherein the segment

configured to initiate registration operations includes an import data file and a call to

an import program executing on the target station.

26. (New) A system according to Claim 24 wherein the application

program is provided as a JAVATM applet and wherein the application program is

registered based on a Universal Resource Locator (URL) address accessible to a

 
browser application and wherein the segment configured to initiate registration

operations includes a variable field into which the target station inserts its

identification during registration operations.

27. (New) A system according to Claim 26 wherein the means for

distributing comprises means for distributing the file packet to a plurality of target

stations each having an identification which may be inserted into the variable field at

the target station.

28. (New) A computer program product according to Claim 22 wherein the

network management server is a TivoliTM server.

29. (New) A computer program product according to Claim 28 wherein the

segment configured to initiate registration operations includes an import data file and

a call to an import program executing on the target station.

|PR2017-O1827  

at. EXT003 Page T87



IPR2017-01827 
Ubisoft, et al. EX1003 Page 188

In re: Divisional ofDavid E. Cox et a1.

Serial N0.: To Be Assigned

Filed: Concurrently Herewith

Page 3

30. (New) A computer program product according to Claim 28 wherein the

application program is provided as a JAVATM applet and wherein the application

program is registered based on a Universal Resource Locator (URL) address

accessible to a browser application and wherein the segment configured to initiate

registration operations includes a variable field into which the target station inserts its

identification during registration operations.

31. (New) A computer program product according to Claim 30 wherein the

computer readable program code means for distributing comprises computer readable

program code means for distributing the file packet to a plurality of target stations

each having an identification which may be inserted into the variable field at the target

station-- 
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Page 4

new

The present divisional application is being filed to cover non—elected Claims

15—20 and 22 from the pending parent application. The newly added claims are

system and computer program product claims generally corresponding to dependent

method Claims 16-19.

Favorable examination and allowance of the present application is respectfully

Respitjully sub ‘ ed;M ii
Robert W. Glatz

Registration No. 36,811

requested.

Myers Bigel Sibley & Sajovec
PO Box 37428

Raleigh NC 27627

Telephone (919) 854-1400

Facsimile (919) 854—1401

 
CERTIFICATE OF EXPRESS MAILING

"Express Mail" mailing label number EL682672763US
Date ofDeposit: May 31, 2001

I hereby certify that this paper or fee is being deposited with the United States Postal Servrce "Express Mail Post
Office to Addressee" service under 37 CFR 1.10 on the date indicated above and IS addressed to Box Patent

Wamss?er of Patents, Was gton, DC 2023l.
Michele P. McMahan

Date of Signature" May 3 l, 2001
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In re: Divisional of David E. Cox et al.

Serial No.: To Be Assigned

Filed; Concurrently Herewith

Page 5

Version With Markings To Show Changes Made

IN THE SPECIFICATION:

On page 1 and above the abstract on page 41 , please replace the title with the

following new title:

-— METHODS, SYSTEMS AND COMPUTER PROGRAM PRODUCTS

FOR DISTRIBUTION OF APPLICATION PROGRAMS TO A TARGET STATION

ON A NETWORK [CENTRALIZED MANAGEMENT OF APPLICATION

PROGRAMS ON A NETWORK]-—

Please insert at page 1 the following new first paragraph:

This application is a divisional of Application Serial No. 09/211,528 filed

December 4 1998. This application is related to the following application filed

concurrently herewith: METHODS, SYSTEMS AND COMPUTER PROGRAM

PRODUCTS FOR MANAGEMENT OF CONFIGURABLE APPLICATION

PROGRAMS ON A NETWORK, Attorney Docket Number 5577-106. This

application is also related to United States Patent Application No. 09/072,597 filed

 
 

May 5, 1998 and entitled: Client—Server System for Maintaining a user Desktop

Consistent with Server Application User Access Permissions which is incorporated

herein by reference in its entirety

|PR2017-O1827

"‘~"'WIU'l®i®Ofit-,II-®t al. EX1003 Page 190



IPR2017-01827 
Ubisoft, et al. EX1003 Page 191

 10

15

Attorney Docket: 5577-13 0

METHODS. SYSTEMS AND COMPUTER PROGRAM PRODUCTS FOR

- CENTRALIZED MANAGEMENT OF

APPLICATION PROGRAMS ON A NETWORK

Cross Reference to Related Anglications

This application is related to the following application filed concurrently

herewith: METHODS, SYSTEMS AND COMPUTER PROGRAM PRODUCTS

FOR MANAGEMENT OF CONFIGURABLE APPLICATION PROGRAMS ON

A NETWORK, Attorney Docket Number 5577-106. This application is also

related to United States Patent Application No. 09/072,597 filed May 5, 1998 and

entitled: Client-Server System for Maintaining a user Desktop Consistent with

Server Application User Access Permissions which is incorporated herein by

reference in its entirety.

Field of the. lnvention

The present invention relates to network management in general and in

particular to application program management on a computer network.

Background of the Invention

Traditional mainframe computer configurations provided for user interface

to the computer through computer terminals which were directly connected by

wires to ports of the mainframe computer. As computing technology has evolved,

proccssing power has typically evolved from a central processing center with a
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distribution feature which may be used to transmit a file package to client and

Server stations on a network from a central TivoliTM server.

A fin‘ther complication in network systems is that, typically, these systems

include combinations of network applications and native applications as well as

combinations of different connection types and hardware devices. As used herein

"native applications" refers to applications which are installed locally on a

workstation such that characteristics associated with the native application are

stored on the workstation. The combinations of network connections, differing

hardware, native applications and network applications makes portability of

preferences or operating environment characteristics which provide consistency

from workstation to workstation difficult. Furthermore, differences in hardware or

connections may create inefficiencies as users move from workstation to

workstation. For example, a user may, in a first session, access the network

utilizing a high speed connection and a workstation with a high resolution color

monitor to execute an application and then, in a later session, access the network to

execute the same application from a mobile computer with a monochrome display

and a low speed modem connection to the network. Thus, session content, such as

color display data or preferences associated with the application, which may have

been appropriate for the first session may be inappropriate or inefficient in a later

session.

Efforts to address mobility of users in a network have included efforts to

provide preference mobility such as, for example, N0vell's Z.E.N.worksTM,

Microsoft’s “Zero Administration" initiative for Windows® and International

Business Machines Corporation's (IBM's) Workspace On DemandTM. However,

these solutions each typically require pre-installation of software at the workstation

to support their services. For example, Novell's Z.E.N. and IBM's WorkSpace On

Demand utilize a designer-supplied support layer in the operating system to enable

their services. In addition to modifying the workstations operating system at

startup to setup tasks to customize the user's environment, the Microsoft Zero

Administration solution is typically limited to a homogeneous (Windows® only)

0.)
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number of relatively low—processing power terminals to a distributed environment

of networked processors. Examples of this shift in processing include local or

wide area computer networks which interconnect individual work stations where

each workstation has substantial independent processing capabilities. This shift

may be further seen in the popularity of the Internet which interconnects many'

processors and networks of processors through devices such as, for example,

routers. This type of network environment is often referred to as a client-server

environment with client stations coupled to and supported by a server station.

In the modern distributed processing computer environment, control over

software, such as application programs, is more difficult than where a mainframe

operated by an administrator is uSed, particularly for large organizations with

numerous client stations and servers distributed widely geographically and utilized

by a large number of users. Furthermore, individual users may move from location

to location and need to access the network from different client stations at different

times. The networked environment increases the challenges for a network

administrator in maintaining proper licenses for existing software and deploying

new or updated applications programs across the network.

One approach to reducing software distribution and control problems is to

use an application server in which the application programs are installed and

maintained on a centralized server which supports a plurality of client stations

(sometimes referred to as a client/server application as contrasted to a desktop

application). In addition, the Systems Management Server (SMS) program from

Microsoft Corporation provides an ability to transmit an application program from

a server to a number of clients. The SMS system typically allows installation of

programs and associated icons at client stations for SMS-enabled applications. A

customized install generally must be created by a system administrator for each

different version to be installed. Furthermore, once installed at a client, a user

must typically use that Specific client station. The application generally cannot be

automatically deleted from the client station's desktop or automatically upgraded

the next time the user starts the application. Similarly, the Tivoli Management

Environment (TME) lOTM system from Tivoli Systems, Inc. provides a software
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environment where the workstation and the server are utilizing the same operating

system.

Another approach to centralized management is the traditional mainframe

model, such as with the IBM 3270 system, or an X Windows environment.

However, in each of these approaches, the client device is treated as a dumb

terminal with execution of the applications occurring at the server rather than the

client. Accordingly, the communication between the server and the client is

typically presenting characters for a display screen of the client and/or receiving

key strokes from the client. Windows Zero Administration, as described above, is

client rather than user oriented and installs applications on Client stations which

does not fully support roaming by users. The JAVATM environment utilized on the

Internet for web applications provides an ability for hardware independent

application development but fails to provide an integrated framework for

prescnting multiple independent applications to a user. While various web

applications, such as the Netscape Mission Control desktop, do allow personalizing

of a specific application diSplay by a user, this capability is generally not managed

across applications for a user. Furthermore, it typically associates personalized

screen information with an Internet address (and sometimes a "cookie" installed at

the client) which is associated with a client device rather than a user, therefore

limiting its ability to support roaming by users.

Each of these "mobility" systems typically do not address the full range of

complications which may arise in a heterogeneous network utilizing differing

devices and connections. The system typically will not present application choices

associated with the user and for which the user is authorized but instead present

information associated with the particular client workstation. Users would

typically have to manually define session characteristics at each differing

workstation they used in the network or maintain local characteristic definitions

which may be inappr0priate for particular applications a user is executing and may

substantially reduced the administrative convenience of a centrally controlled

network. Thus, these various approaches fail to provide a seamless integration of

application aCCess and session characteristics across heterogeneous networks.
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Such solutions may, at most, reduce network administration only after initial

installation on each workstation. In addition, control over access by users is

difficult to accomplish in a mobile environment.

Furthermore, these various approaches have, at most, only limited

capabilities to provide a uniform framework for deployment of new or updated

application programs from different software designers. To the extent software

distribution capabilities from a central location are provided, such as with the TME

lOTM system, they typically require various steps in the installation process to

Occur at different locations rather than allowing the entire process to be controlled

from a single point for an entire managed network environment.

Summary of the Invention

Accordingly, it is an object of the present invention to provide methods,

systems and computer program products for centraliZed management of application

programs on a computer network.

It is a further object of the present invention to provide such methods,

systems and computer program products that are user based across various

hardware interface devices.

It is another object of the present invention to provide such methods,

systems and computer program products that provide for software deployment

from a central administrative server location across a plurality of client stations.

It is a further object of the present invention to provide such methods,

systems and computer program products that can accommodate various types of

hardware operating under different operating systems across client stations.

These and other objects are provided, according to the present invention, by

providing methods, systems and computer program products for management of

application programs on a network including a server supporting client stations.

The server provides applications on-demand to a user logging in to a client

supported by the server. Mobility is provided to the user and hardware portability

is provided by establishing a user desktop interface responsive to a login request

which presents to the user a desktop screen through a web browser interface. The
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desktop accesses and downloads selected application programs from the server

responsive to a request from the user, such as the selection of an icon associated

with the application program which is displayed on the user desktop screen at the

client. The application program is then provided from the server and executed at

the client. The application program may further be customized to conform to the

user’s preferences and may also provide for license use management by

determining license availability before initiating execution of the application

program. Accordingly, applications are provided on-demand to users independent

of the device used to access the server.

Centralized control of software distribution is also provided for a network

management server managed computer network such as a TivoliTM environment.

Application programs are distributed as file packages (packets) to on-demand

servers. A profile manager import call is included in the distributed file packet

along with an import text file containing the data required to properly install and

register the application program on the on-demand Server and make it available to

authorized users. Settable on-demand server identifier fields are included to allow

a plurality of on—demand servers to receive a common file packet and properly

install and register the program for use locally.

In one embodiment of the present invention, a method for management of

application programs on a network including a server and a client is provided. A

plurality of application programs are installed at the server. The plurality of

application programs may be installed on a network drive accessible to the server.

A login request initiating a session is received from a user through an application

executing at the client. A user desktop interface is then established at the client

associated with the user responsive to the login request from the user. The desktop

interface includes a plurality of display regions associated with a set of the

plurality of application programs installed at the server for which the user is

authorized. The server receives a selection of one of the plurality of application

programs from the user desktop interface and provides an instance of the selected

one of the plurality of application programs to the client for execution responsive

to the selection.
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In a further embodiment, application management information for the

plurality of applications is maintained at the server and a plurality of display

regions associated with a set of the plurality of application programs for which the

user is authorized is included responsive to the application management

information. In a further embodiment of the present invention, application

launcher programs associated with each ofthe set of the plurality of application

programs for which the user is authorized are distributed to the client and

selections ofprograms are received from one of the application launcher programs

which is associated with the selected one of the plurality of application programs.

The application launcher programs may be provided as JAVATM applets and the

user desktop interface may be provided as a web browser The application

management information may include configurable user preference information for

the plurality of application programs and a set of the configurable user preferenCe

information associated with the user and the selected one of the plurality of

application programs may be provided to the client for use in executing the

instance of the application program. The set of the configurable user preference

information may include both user preferences configurable by the user and user

preferences not configurable by the user which are configurable by an

administrator. The user preference information may be updated responsive to

updates from the user and the administrator respectively.

In another embodiment of the present invention, the user desktop interface

is configured at the server responsive to an identifier of the user associated with the

login request so as to provide a configured user desktOp interface. The configured

user desktop interface is then provided to the client for display. The user desktop

may be configured not to include display regions associated with any of the

plurality of application programs installed at the server for which the user is not

authorized.

In another aSpect of the present invention, a license availability is

determined for the selected one of the plurality of application programs for the

men License availability for the user desktOp application itself may also be

determined. An unavailability indication is provided to the client responsive to the
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selection if the license availability indicates that a license is not available for the

user. The license availability may be determined by the one of the application

launcher programs associated with the selected one of the plurality of application

programs which may obtain the license availability from a license management

server. The license management server may run on the same machine as the on

demand application server.

In a further aspect of the present invention, event logging information is

received at the Server from the instance of the selected one of the plurality of

application programs. The server provides the received event logging information

to a network management server associated with the server. In addition, event

logging information may be provided to the user desktop application.

In yet another aspect of the present invention, methods are provided for

distribution of application programs to a target station on a network from a

centralized network management server coupled to the network. The application

program to be distributed is provided to the systems (network) management server

and a source directory and a target directory for distribution of the application

program are specified. A file packet associated with the application program is

prepared including a segment configured to initiate registration operations for the

application program at the target station. The file packet is then distributed to the

target station or stations. In one embodiment, the network management server is a

TivoliTM server. The segment configured to initiate registration operations may

include an import data file and a call to an import program executing on the target

station.

In one embodiment of the software distribution aspect of the present

invention, the application program is provided as a JAVATM applet and is

registered based on a Universal Resource Locator (URL) address accessible to a

browser application. The segment configured to initiate registration operations

includes a variable field into which the target station inserts its identification

during registration operations. The file packet may be distributed to a plurality of

target stations each having an identification which may be inserted into the variable

field at the target station.
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While the invention has been described above primarily with respect to the

method aspects of the invention, both systems and computer program products are

also provided.

Accordingly, the present invention provides for management of application

programs in a network environment from a central location while allowing for user

preferences to be maintained independent of hardware location of the user along

with centralized distribution of new and/or updated application programs. This

provides for reduced costs and increased uniformity in deploying software in a

network environment. It further provides an essentially hardware tranSparent

ability for an individual uSer to interface to an on—demand server supported client

station while maintaining the user's personal preferences for each application

program.

Brief Description of the Drawings

FIG. 1 is a schematic diagram of a computer network with application

program management according to an embodiment of the present invention;

FIG. 2 is a schematic diagram of an on~demand server system according to

an embodiment of the present invention;

FIG. 3 is a schematic diagram of the on-demand server system of FIG. 2

according to an embodiment of the present invention;

FIG. 4 is a flowchart illustrating Operations for application program

distribution and execution according to an embodiment of the present invention;

FIG. 5 is a flowchart illustrating configuration operations for application

program distribution and execution according to an embodiment of the present

invention;

FIG. 6 is a flowchart illustrating user login operations for application

program distribution and execution according to an embodiment of the present

invention;

FIG. 7 is a flowchart illustrating application access operations for

application program distribution and execution according to an embodiment of the

present invention;
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FIG. 8 is a flowchart illustrating operations for application program

distribution and execution in a network management server environment such as a

TivoliTM environment according to an embodiment of the present invention;

FIGS. 9A, 9B and 9C are flowcharts further illustrating operations for

application program distribution and execution according to an embodiment of the

present invention; and

FIG. 10 is an illustration of an interface screen used in centralized software

deployment according to an embodiment of the present invention.

Detailed Description of Preferred Embodiments

The present invention now will be described more fully hereinafter with

reference to the accompanying drawings, in which preferred embodiments of the

invention are shown. This invention may, however, be embodied in many different

forms and should not be construed as limited to the embodiments set forth herein;

rather, these embodiments are provided so that this disclosure will be thorough and

complete, and will fully convey the scope of the invention to those skilled in the

art. As will be appreciated by one of skill in the art, the present invention may be

embodied as methods, systems or computer program products. Accordingly, the

present invention may take the form of a hardware embodiment, a software

embodiment or an embodiment combining software and hardware aspects.

FIG. 1 illustrates an embodiment of a computer network including

configurable application program management capabilities according to an

embodiment of the prescnt invention. Computer network system 10 includes a

network management server such as a TivoliTM server 20 and on-demand servers

22, 22'. As used herein, "on—demand" refers to a server delivering applications as

needed responsive to user requests as requests are received. System 10 further

includes client stations 24, 24', 26, 26'. As illustrated, on-demand servers 22, 22'

are connected to TivoliTM server 20 over a first network segment 10‘. Client

stations 24, 24' are served by on—demand server 22 and communicate over network

10". Similarly, clients 26, 26' are served by server 22' and communicate over

network 10'”. As schematically illustrated in FIG. 1, client stations 24, 24', 26,

10
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26‘ may be a variety of different hardware operating a variety of different operating

systems.

System 10, as illustrated in FIG. 1, is a centrally managed computer

network with TivoliTM Server 20 acting as the central administration station

executing network management software such as TME lOTM from Tivoli Systems,

Inc. Servers 22, 22' act as on—demand servers for their respective associated client

stations 24, 24', 26, 26' and provide for client/server application support. It is

further to be understood that networks 10’, 10", 10’" may be separate physical

networks, separate partitions of a single physical network or may be a single

network. Furthermore, TivoliTM server 20 may be configured to allow for direct

‘ communication between server 20 and clients 24, 24', 26, 26'. In addition, a single

machine may be configured to include a client, an on-demand server and]or a

network (system) management server.

As will be described further herein with reference to the flowcharts,

TivoliTM server 20 provides a means for software distribution and management in

computer network system 10. Furthermore, on—demand servers 22, 22' each

provide an application management system for managing configurable application

programs using both user and administrative preferences for various application

programs. More particularly, as described in the embodiments herein, on—demand

servers 22, 22’ are configured to operate within the eNetworkTM environment

available from International Business Machines Corporation (IBM). As will be

further discussed herein, the present invention provides for an integration of an on-

demand server as described herein in the IBM eNetworkTM environment with the

TME 10TM system to provide for centralized control of software applications

including the capability for supporting separate user and administration preference

parameters. However, while the present invention may be implemented in the

TivoliTM environment, it is also suitable for use with other network management

environments. Configurable preference management (and license use

management) operations suitable for use with the present invention are described

in United States Patent Application No. (attorney docket number 5577-

106) entitled Methods, Systems and Computer Program Products for Management

11
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of Configurable Application Programs on a Network, which is incorporated herein

by reference in its entirety.

FIG. 2 illustrates an embodiment of an on—demand server according to the

present invention. As shown in FIG. 2, the server system 22 of the present

invention includes client management server 204 and access to a storage device for

maintaining an application management database 208. While illustrated in FIG. 2

as an integrated part of system 22, database 208 may be a separate device so long

as it is available to server system 22. In the illustrated embodiment which will be

described herein, client management server 204 includes web server 206 providing

an interface to an administrator user such as that illustrated by administrator

console 200 and to users interfacing to the system through client stations such as

the illustrated user console 202. Database 208 acts as a central repository of

application management information, such as uSer, sofiware, device, preference

and access control information, responsive to client management server 204.

Client management server capabilities may be further broken down within

client management server 204. For example, client management server 204, may

be implemented in a JAVATM environment with various applets or servlets where

the term servlets generally refers to server-side JAVATM programs each of which

provides a particular function. For example, an application server servlet may

control user application access through client management Server 204 by receiving

requests from web server 206. Various additional servlets could support

controlling access to database 208, providing centralized preference management,

centralized license use management and error logging and tracing.

User console 202 provides an end user client desktop. As will be described

fiirther herein, the desktop provides a task bar (to switch between active

applications) and a launch panel with icons for the applications that the user is

authorized to access. Pursuant to the control of client management server 204, the

user desktop automatically provides icons for those applications that the user is

authorized to use including automatically adding icons for new applications that

the user is authorized to access when the new applications become available

without any action required on the part of the end user.

12
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Administrator console 200 provides a modified desktop interface for an

administrator authorized user. The administrator desktop is preferably provided by

a configuration management servlet which allows a user with administrative

authority to modify system parameters and settings. Functions typically provided

through the administrator console 200 could include adding or modifying users,

user groups, software, customizing applications for users or groups, and granting or

denying application access to certain users or groups.

Independent software designers provide various applications configured to

benefit from the capabilities of server system 22. A software designer may utilize

a particular version of server system 22 which includes a tool kit of functions for

establishing preference management, license use management and error logging

and tracing aspects unique to the specific application being provided by the

software designer. The software designer utilizes the tool kit of functions in

developing one or more JAVATM-based web applications (such as a word

processor, emulator, calendar program, etc.) where the on—demand server tool kit

functions expand the application's capabilities by allowing implementation of

centralized preference storage and retrieval, centralized license tracking, and

centralized error and event reporting, and centralized distribution for a particular

application. For each application, the software designer preferably produces both

an end~user application, used by typical end-users, and an administratiVe or

configuration application, used only by administrators. The configuration

application allows configuration ofpreferences that end—users will not be allowed

to modify. The software designer also preferably provides a set of default

preferences for each application so that the application is usable with or without

any customization by administrators or end users.

A customer utilizing the server system 22 of the present invention may then

purchase applications from software designers who have provided on-demand

server capabilities in their applications. As will be further described with reference

to the flowcharts, an administrator then defines users and groups of users that will

have access to the applications installed on the server and installs the software

defining it to the database 208 on server system 22. The administrator may also
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then perform any desired customization of preferences (using the configuration

management application) for global defaults, specific groups, or specific users.

The administrator further then may authorize certain groups or users to access the

application. The database is updated so that when individual users next bring up

their end-user client desktop, they will be provided an icon that may be used to

launch the new application.

The application may also be provided the capability to retrieve its

preferences (such as default fonts, target systems, screen colors, etc.) from the

server database 208, register licenses through client management server 204 and

log any error events through client management server 204. The administrator

further can- change preferences, monitor or enforce license usage, and diagnose

errors for any user from the configuration management application executing on

any support or client workstation such as console 200.

Administrator console 200 in the illustrated embodiment utilizes a JAVATM

capable browser, or desktop, for the user interface to interact with client

management server 204. The configuration framework for the system, enabled by

a JAVATM applet, identifies manageable components, preferably utilizing a

graphical tree representation of users/groups, application and machines. The

administrator console 200 enables the definition and administration of users,

groups of users, applications and machines. Once defined, users may be granted

access to applications and the applications may be customized for user preferences,

group preferences, and system—wide default preferences. Similarly, machine

configurations may be defined for network computers and managed personal

computers or other devices communicating over the network served by server

system 22.

User console 202 provides client access services which provide an interface

to request execution of instances of an application on console 202 whether it is a

full function personal computing device or a network computer. Network

computers functioning as user console 202 are initialized by configuring network

access and then downloading a small kernel to initialize the operating environment

of the network computer 202. The network computer machine environment is then

14
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further customized based on device configuration information provided by a client

access services function. In a JAVATM environment, the client access services

function is preferably provided by a browser application presenting a user desktOp

window. The applications (and associated application launchers) are also provided

as applets. It is further to be understood that, in the JAVATM environment,

currently available web browser applications are known to those of skill in the art

which provide a user interface and allow hardware independent communication

such as that currently specified by Internet protocols. Thus, the application

launcher programs may be applets which display the icon which are associated

with a web browser Universal Resource Locator (URL) which points to the

location ofthe applet to be executed. Upon selection of the icon displayed by the

application launcher, the selected application is "launched" by requesting the URL

of the application from the on—demand server. Such requests may be made

utilizing conventional Hyper—Text Transfer Protocol (HTTP) communications or

other suitable protocols.

For both network computers or managed personal computers, once the

machine environment is initialized, the user may log on to the network client

management environment provided by server system 22 for authentication. User

authentication allows the selection of the appropriate context (individual, group,

default) for the desktop to be provided to console 202. For example, icon displays

may be selected for inclusion in the desktop based on Whether a particular user is

an authorized user for the associated applications. In addition, any specific user

preferences for the desktop interface (to the network management environment of

the present invention) may be applied.

Referring now to FIG. 3, the network client management environment

provided by server system 22 will now be fiirther described. Client management

server 204 provides for the centralized management of network client machine

preferences, application access and application preferences. Software services,

hosted by JAVATM servlets operating on web servers, store and retrieve the

management information requested by clients or administrators through the

framework architecture as illustrated in FIG. 3. The framework architecture of the

15
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illustrated embodiment of FIG. 3 leverages JAVATM servlets on the client

management server 204 and JAVATM applets and JAVATM beans on the client

interface in the administrator console 200 to maximize the ease with which new

elements may be managed. Management information is maintained in database

208 through a network registry which may be based, for example, on the Lotus

registry (single-server) or Lightweight Directory Access Protocol (LDAP) for a

multiple-server environment, such as the IBM eNetworkTM Directory Server, to

support the distributed capabilities provided by server system 22.

As shown in FIG. 3, communications with client management server 204

are provided through applications including web server 206 and, either directly or

indirectly, with servlets 208. As illustrated in FIG. 3, there are 5 specific servlets

performing different network management functions. The configuration

management component 210 provides configuration tasks which are performed for

users, machines and applications. For user and group support, configuration

management component 210 preferably provides the ability to create, modify, and

delete users and groups ofusers as Well as the ability to configure services and

preferences for users in groups. Machine support preferably includes the ability to

configure preferences for client machines, groups of machines (optionally defined

by profiles) and machine platforms (for example, network stations or network

computers). Configuration management component 210 further provides login

support for user authentication and mapping to a user profile and software support

to configure the software (applets and applications) users and groups for access to

and the user preferences for those software applications.

The configuration management component supports the configuration

framework on the administration console 200 as well. This console provides a

common, centralized user interface on which configuration management tasks for

services for the particular server system 22 occur. When access to configuration

management is provided through a JAVATM—enabled web browser, access to

multiple servers is possible from a single administration station 200. The

configuration framework 224 preferably minimizes the costs of administering

services by maximizing the simplicity and consistency of the specific configuration

16
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tasks. The primary user of this component is typically the system administrator or

others with administrator authority.

User authorization 212 provides control over which applications may be

acceSSed by a particular uSer or group. User authorization component 212

preferably provides security by authenticating uSers securely rather than

transmitting plain text passwords. Furthermore, client software may be provided

with the ability to verify the integrity of applets delivered from the server to insure

that they are free of viruses and have not been modified during delivery. Access to

various application applets may be controlled, consistent with the permissions

granted by administrators, using the configuration framework interface 224 at the

administration console 200. Access to the server system 22 through configuration

framework 224 may be limited to administrator authority users.

Hardware inventory component 214 provides for modification of

applications as neCessary to adapt to the type of hardware and/or operating system

from which a user is requesting execution of an instance of an application (ale.

device specific characteristics). System management component 218 provides

similar capabilities at a network management level. System management

component 218 may further be provided to allow TivoliTM ready system

administration by acting as an agent to extend TivoliTM management and control to

clients supported by server system 22. As will be described further herein,

integration may provide for software distribution, eVent logging support, remote

Operation and distributed monitoring through a network management server 20.

Examples of systems utilizing operating environment information to establish

preferences or modify content are described in United States Patent Application

No. (attorney docket number 5577—104) entitled Methods, Systems and

Computer Program Products for Management of Preferences in a Heterogeneous

Computing Environment, and United States Patent Application No.

(attorney docket number 5 577-108) entitled Methods, Systems and Computer

Program Products for Policy Based Network Control of Characteristics of User

Sessions, which are incorporated herein by reference in their entirety.
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Finally, license management component 216 may be utilized to monitor the

usage of applications executing as JAVATM applets to insure that the usage is

within specified guidelines. The license management component 216 may be

provided as a JAVATM bean which provides status information to a license

management JAVATM servlet. The servlet then sends the appropriate management

information to a license management server which may be integrated within server

system 22 or maintained in a separate device. The license management component

216 thereby provides a convenient tool for tracking the usage of specified

applications.

As also shown in FIG. 3, administrator console 200 includes web browser

222 and configuration framework 224. Web browser 222 provides a base for

administrator console 200. Configuration framework 224 is preferably provided as

a JAVATM applet. The console 200 thereby provides a common, centralized user

interface on which configuration management tasks for services for the particular

server system 22 occur. As described previously, by providing configuration

framework 224 interfacing through JAVATM-enabled web browser 222, access to

multiple server systems 22 is possible from a single administration console station

200. Client interface 202 is similarly provided as a desktop interface on the user

console regardless of device type. Similarly to administrator console 200, client

interface 202 includes a JAVATM—enabled web browser or desktop 226 which

provides, for example, an operating environment for network—client applications.

A given user may, therefore, move among various machines so long as the console

has access to the server system 22 which has the user's information. The available

applications on the user desktop 226 are defined by system server 22 as described

previously and will be further described with reference to the flowcharts. User

console 202 preferably accesses client management server 204 using JAVATM

beans and/or Application Program Interfaces (APls). Client access component 228

is preferably provided by JAVATM beans and APIs within the framework of the

network client environment provided by server system 22 allowing access to

configuration information, license management and event logging.

18
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Operations of the present invention will now be described with respect to

the flowcharts of FIGS. 4 through 9C. It will be understood that each block of the

flowchart illustrations, and combinations of blocks in the flowchart illustrations,

can be implemented by computer program instructions. These program

instructions may be provided to a processor to produce a machine, such that the

instructions which execute on the processor create means for implementing the

functions specified in the flowchart block or blocks. The computer program

instructions may be executed by a processor to cause a series of operational steps

to be performed by the processor to produce a computer implemented process such

that the instructions which execute on the processor provide steps for

implementing the functions specified in the flowchart block or blocks.

Accordingly, blocks of the flowchart illustrations support combinations of

means for performing the specified functions, combinations of steps for performing

the specified functions and program instruction means for performing the specified

functions. It will also be understood that each block of the flowchart illustrations,

and combinations of blocks in the flowchart illustrations, can be implemented by

special purpose hardware-based systems which perform the specified functions or

steps, or combinations of special purpose hardware and computer instructions.

Referring now to FIG. 4, operations for on—demand server system 22 will

now be further described. At block 230, server system 22 determines whether a

new software application has been received for installation on server system 22. if

so, configuration operations including setting up the was and software to be

managed are executed (block 232). At block 234, server system 22 determines if a

received request is the start of a new user session. Preferably, operations at block

234 are based on receipt at server system 22 of a communication from a client 202

which includes the user credentials from a login exchange performed locally at the

client station.

In one embodiment of the present invention, the operations at block 234 are

preceded by a user opening a browser at the client station and entering a designated

URL associated with establishing a user desktop interface. The appropriate URL

may be saved by the browser application using various techniques known to those

19
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of skill in the art. An application launcher associated with the user desktOp

interface is then downloaded to the client station and executed by the browser. The

user desktop interface application launcher then obtains the user identification and

password, either from a memory location or by prompting the user. Only a portion

of the user desktOp interface application launcher code need be initially

downloaded sufficient to obtain the user information with additional associated

code downloaded subsequently during establishment of the user desktop interface

at the client.

If a user identification and password information is contained in the request

at block 234, user login operations are executed including bringing up a user

desktop and establishing the user’s credentials and application access authorization,

based, for example, on stored ID and password information (block 236).

Additional session information may be determined fiom the login operations such

as configuration information related to the hardware and operating system in use

for the session. Finally, if it is determined that the request has been received from

an already logged in user at block 238 requesting execution of an application (as

opposed to initial Setup of a user desktop interface) application access management

operations are executed to bring up an instance of the managed application for the

uscr (block 240).

Referring now to FIG. 5, configuration operations from block 232 will now

be further desoribed. To implement a new or updated software application, server

system 22 accepts definitions of the application that describe the location and

description of the application. This information may be provided by an import file

containing location information such as path directories and file name definitions.

The server system 22 further accepts definitions of users and groups that will

access the system and the specific application (block 252). This information

similarly may be provided as an import file or entered by a uSer with administrator

authority. In addition, in the illustrated embodiment of the present inventiou,

server system 22 also accepts license policies describing the licensing

characteristics for the new application (block 254). The server system 22 further

accepts control specifications defining which users and groups are authorized to

20
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access the new or updated application (block 256). License policy and control

specifications may be obtained from an administrator at console 200 or obtained as

an import file. Finally, server system 22 updates database 208 to maintain the

input definitions and Specifications for the new or updated application in a format

accessible to server system 22 (block 258).

Log in operations from block 236 of FIG. 4 will now be further described

with reference to the embodiment of the flowchart of FIG. 6. The server system

22 receives a request to initiate a uSer desktop interface from a user console 202 as

described above for an embodiment of the operations of block 234 (block 260). In

other words, in the JAVATM-baSed embodiment described abOVe, an HTTP request

may be received by server system 22 requesting that a desktop instance be

executed for a user at user console 202. Note that the desktop application itself

may be structured and provided as a pre-defined application which has the same

managed characteristics as any other application provided in the network

management environment supported by server system 22.

On receipt of a request to initiate an instance of a desktop application, the

Server system 22 first confirms that identification and paSSWord information is

available (2'. e., that the user successfully previously logged on and provided the

appropriate information previously or included the information in the request). If

the appropriate identification is not available, server system 22 obtains an

identification and password from the user for use in establishing the authorization

credentials of the user (block 262). Alternatively, in another embodiment, the

application launcher code at the client may only communicate a request if a user

identification and password have been successfully obtained, thereby not requiring

the operations of block 262. At block 264, the server system 22 checks the user's

credentials to see if the user is authorized to bring up the user desktop interface

application, preferably using the same authorization and checking procedures as

used by any other managed application as described in United States Patent

Application No. (attorney docket number 5577—106).

If the user is not authorized at block 264, an error message is diSplayed and

processing stops (block 266). If the user is authorized, server system 22 processes

21
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a license request to determine if a license is available for the desktop application

(block 268). If no license is available at block 268, an error message is displayed

and processing stops (block 266). If a license is available, the Server system 22

displays the desktop framework 226 (FIG. 3) suited for the particular user and

hardware device being utilized by the user and further determines What other

applications the user is authorized to access and puts an icon for the authorized

applications on the user’s desktop display (block 270). In addition, error and trace

log entries associated with the desktop application may be enabled for logging and

receipt by the server system 22 (block 270).

While, as described above, operations were identified as being performed at

server system 22, it is to be understand that functions may be divided differently

between server and client according to the teachings of the preSCnt invention. For

example, the user desktop interface application launcher at the client may,

responsive to the request to initiate a session, be provided the desktop application

program code and the appropriate code to obtain preferences and license

availability information. The operations as described for FIG. 6 may then be

executed, in part, at the client, and in part at the Server where the data base

containing preference information and, optionally, license information is preferably

maintained. Accordingly, it is to be understood that the preference and license

information are preferably obtained by the application launcher which further

includes the application program itself for execution at the client. As with the

initial split in downloading code, the code for obtaining preference and license

information may be Separately downloaded before the code for the application

program itself.

As used herein, the term “application program" generally refers to the code

associated with the underlying program functions, for example, Lotus Notes or a

terminal emulator program. However, it is to be understood that the application

program will preferably be included as part of the application launcher which will

further include the code associated with managing usage of the application

program on a network according to the teachings of the present invention. Further

it is to be understood that, as used herein, the term "application launcher program"

22
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may refer to the entire program provided by a software vendor or to merely a

portion thereof distibuted to a client to perform particular operations. For example,

the application launcher pro gram distributed to initially populate the user desktop

preferably does not include the code associated with the underlying application

program and obtaining preferences which may only be distributed to the client later

whcn eXecution of the application program is requested. The application launcher

program distributed to populate the user desktOp may only include a URL and an

associated ICON and, possibly, code to allow obtaining of user identification and

password information. Memory usage on the client stations may thereby be

limited.

It is to be understood that, while the discussion herein is generally provided

with reference to a single application program, the present invention is directed to

management of a plurality of application programs available on a network

including a server and a client. Accordingly, the plurality of application programs

is installed and accessible at the server system 22. A user desktop interface is then

established at the client which is associated with the requesting user responsive to a

login request fi'om the user. The desktop interface includes a plurality of display

regions, such as icons, associated with a set of the plurality of application programs

installed at server system 22 for which the user is authorized. The determination of

which of the plurality of applications a user is authorized for may be based upon

application management information for the plurality of applications maintained at

server system 22.

Desktop display Operations may be coordinated between system server 22

and client station 202. The user desktop interface is preferably configured at the

server system 22 responsive to an identifier of the user associated with the login

request so as to provide a configured user desktop interface. It is this configured

user desktop interface which is directed to a requesting user and presented in a

form appropriate for di3play by the client station 202 from which the user is

accessing the server system 22. Furthermore, as the desktop application itselfmay

be provided as an application launcher applet like any other application using the

methods of the present invention, the desktop itself may also be configured to
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include user preference characteristics unique to the user where it is desired to have

user configurable characteristics for the desktop interface.

Preferably, access control to applications is provided by not including

display regions associated with any of a plurality of application programs installed

at the server system 22 for which the user is not authorized. In other words, a user

logging in to system server 22 will be provided a user desktop for display which

only includes icons for those applications for which the user is authorized. This

same configuration grouping may be provided regardless of the client station 202

on which the user is accessing the system.

Referring now to FIG. 7, application access operations from block 240 of

FIG. 4 will now be further described for a particular embodiment of the present

invention. The server system 22 receiVes a request to initiate execution of an

instance of a managed application from a user (block 280). This may be provided,

for example, by a user clicking on an application icon on the user's desktop 226

(FIG. 3). The server system 22 then checks to determine if the user identification

information is available (Zia, if the user has successfully logged on and provided

the appropriate identification information) (block 282). If not, server system 22

obtains the user's ID and password and establishes the credentials of the user for

use in authorization determination (block 283). It is to be understood that, where

the user brought up the desktop application, the system typically will have already

requested and obtained the user's credentials.

At block 284, the Server system 22 checks the credentials of the user to

determine if the user is authorized to access the requested application. If the user is

not authorized for the particular application an error message is displayed and an

error code is returned to the application (block 286). Optionally, the application

program may be configured to allow it to proceed with executing an instance of the

application but the application will typically not be authorized to use system level

services of the system server 22 (such as error logging, retrieval of user preferences

or requesting a license) where the database 208 indicates to the server system 22

that the identified user is not authorized to uSe the application. In other words,

client management server 204 may be configured, based upon the properties

24
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provided by a software designer for a particular managed application, to initiate

execution of an instance of an application by a non—authorized user while otherwise

denying access to the application management capabilities supported by client

management server 204.

Furthermore, it is to be understood that the application launchers for

individual application programs are preferrably distributed when the user desktop

is initiated (populated) and may only contain code required to obtain us er

preferences and/or license information and the application program‘s executable

code from the server on-demand (i. e., when execution is requested by a user). This

minimizes the memory required at clients 24, 24’, 26, 26'. Alternatively, the

application launcher may contain, at the client, all the executable code comprising

the application program itself before execution is requested. As the application

program supported by server system 22 may be executable via a variety of users

concurrently, Server system 22 provides an instance of the selected one of the

plurality of application programs to populate the application launcher to Client

station 202 for execution reSponsive to a selection of the application program from

the user. Alternatively, while it is not a preferred approach, the application

program code itself may be included in the application launcher at the time the user

desktop interface is populated allowing an instance of the application program to

be executed with less communication traffic between the network and the server

associated with the request to initiate an instance of the application program.

Preferably, the application launcher program, as described above, is

distributed for each authorized application program to the client station 202 at the

time of establishment of the user desktop interface without including all of the

executable code of each application as part of the application launchers at the time

of distribution. The application launcher applet then detects selection by the user

of the application program's associated icon from the user desktop interface at

client station 202 and requests an instance of the selected one of the plurality of

application programs associated with the icon from server system 22. The

application launcher program then populates client station 202 with the instance of

the selected application program for execution. Preferably, the appropriate

25
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configurable user preference information for the Selected application program is

also obtained from the server system 22 for use in executing the instance of the

application program at the client station 202.

The user preference information is provided to client station 202 from

server system 22 for use in executing an instance of the application at the client

station 202. The configurable user preference information maintained by server

system 22 may include both user preferences configurable by the user and those

not configurable by the user which are instead configurable by an administrator.

The user preferences may further be updated responsive to changes from the user

or administrator. Configurable preference management operations suitable for use

with the present invention are disclosed in United States Patent Application No.

(attorney docket number 5 5 77-1 06).

If the requesting user is an authorized user for the requested application, the

SerVer system 22 accepts a license request from the application (block 288). If no

licenses are available, the system may be configured to provide an error message

display and stop processing (block 286). The error message may take the form of

an unavailability indication provided to client station 202 if the license availability 0

information obtained from a license management server, which may be system

server 22 or other another server on the network, indicates no licenses are available

for the requesting user. If a license is available, an instance of the requested

application is executed and error and trace logging operations are enabled to

receive error and trace log entries if they are sent from the application (block 290).

server system 22, as described previously, may be configured to operate in a

TivoliTM environment and forward error and trace log entries to the TivoliTM

enterprise management system 20.

As will be understood from the above description, the present invention

allows development and deployment of managed applications which are deployed

to serVers rather than to individual clients. Furthermore, the applications are

defined and aCCess is controlled centrally which provides control over various

versions of software so that the latest software may always be served on-demand to

the end-users. Furthermore, users and user groups may be managed centrally

26
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allowing users to roam from client station to client station while still maintaining

the same desktop, application access and preferences. Application preferences

themselves may be managed centrally for users and groups of users. Various

applications can be created using the appropriate tool kit capabilities to provide for

centralized preferences, license use management and tracing and error logging.

Furthermore, the applications (including the configuration tool kit elements) may

be delivered in a platform independent format and run on JAVATM-enabled

brow3ers. In addition, as the desktop interface 226 is managed like other

applications, all available and authorized applications may be provided by sharing

a single login with a desktop application. Security may also be provided through

application management without requiring a secure domain in the web server.

The end—to-end software distribution aspect of the present invention will

now be described further with reference to FIGS. 8-10. As will be described, the

present invention provides for distribution of a new application program to a

number of users in an organization using an automated process for distributing

programs, preferably as JAVATM applets, to a set of workstations such as the on-

demand servers 22, 22' discussed previously. More particularly, the invention will

be described with respect to its application and implementation using a specific

network management approach provided by Tivoli Systems Inc. referred to as the

Tivoli Management EnvironmentTM. However, it is to be understood that the

benefits of the software distribution aspects of the present invention may be

provided with any network management application having the ability to pass file

packets including the ability to commence initiation of operations on a remote

workstation by information included in the distributed file packet.

In the case of the TivoliTM environment, the TME IOTM package provides

server and client software for distributing a software package from a server to a list

of TivoliTM clients. TME 10"“ further provides the ability to run pre— and post-

processing commands during the software distribution process. Furthermore, the

servers receiving distribution of the application from the TivoliTM server are

provided with an on-demand server application, such as that previously described

with respect to the user preference aspects of the present invention, which

27
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application includes the ability to import the necessary definitional information and

create the appropriate files to install and register a transferred file packet

containing an application program on the local server in a manner which makes it

recognized and available to users at clients served by the server. For example, the

PMlmport applet of the eNetwork On-demand server (version 1.0) from iBM

supports such a capability.

As illustrated in the embodiment of FIG. 8, Operations begin when the

application software to be distributed is placed by a system administrator on a disk

or storage device accessible by TivoliTM server 20 (FIG. 1). As will be described

further with reference to FIGS 9A-10, the application program source and

destination locations are specified at block 112. A pro-distribution program is

executed at the TivoliTM server 20 if such a program has been specified (block

114). The application program software is then distributed by TivoliTM server 20

to specified on—demand servers 22, 22' at block 116. In addition, the destination

servers 22, 22' may be provided user identification and password information

controlling access to the application program and any supporting database and may

further be notified as to which end users and/or clients 24, 24', 26, 26' should be

given access to the application program.

The software distribution operations at block 116 may be accomplished

using the software deployment capabilities, for example, of the TME 10TM

package. Any specified after-distribution programs are executed as illustrated at

block 118. Typically, the after-distribution program is a program located on a

directory at the target on—demand server 22, 22' which is executed at the target

server. At block 120, the on-demand server 22, 22' updates the appropriate file and

configuration information to make the new application program available to users.

For example, on—demand server 22 may be configured to maintain a profile

management list identifying various application programs available for execution

by users at client stations 24, 24' including a designation of which applications are

authorized with respect to individual users. Optionally, hardware client device

associated designation and preferences could be provided. These user and/or client

associated profile management lists may then be updated by on-demand server 22

28
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to include the new application program (blOCk 120). Accordingly, when a user

subsequently communicates from a client 24 to server 22 (typically through a

browser application as described above) an icon will appear in the user's graphic

interface which the user may then Select to initiate pro gram execution. The new

application software package is therefore installed and ready for use on each

designated on-demand server 22, 22'.

Accordingly, with a request from a single TivoliTM server 20 location, an

administrator both sends a new application package to all supported on~demand

servers and installs the program and configures (registers) it to be available for use.

This may be accomplished without requiring any administrator log—in or operations

at the individual on-demand servers 22, 22’ or client stations 24, 24‘, 26, 26'.

Operations as described with reference to FIG. 8, will now be further

described for a particular embodiment with reference to FIGS. 9A—9C and 10.

Operations related to creating a file package definition (corresponding to block 112

of FIG. 8) will first be described with reference to FIG. 9A. At block 130, the

custom file package set up task is initiated. At block 132, the file package name

and source and target directory paths are specified as Well as the before and after

programs and any import file definitions.

Operations at block 132 may be further understood by reference to the

example input screen for entering file package information shown in FIG. 10. As

shown in FIG. 10, the host name specifying the TivoliTM server 20 having access

to the file package (configurable application program) is specified as "cowboys3."

The source path is designated as "d:\My_Applets" which designates, for example, a

CDROM drive connected to TivoliTM server 20. A name is provided for the file

package to be distributed which in FIG. 10 is “Slick__Applets." The target path

specified in FIG. 10 is "c:\." This refers, for example, to the hard disk storage

device. It is to be understood that the target path destination refers to a directory

path on a receiving device which will be used for software package delivery at each

of the selected target on-demand servers 22, 22' receiving distribution of the

custom file package.

29
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In FIG. 10, both a program to run before distribution

(d:\Checl<_DiskSpace.sh) and a program to run after distribution

(d:\My__Applets\My_Setup.sh) are specified. As discussed previously, the

Program to Run before Distribution entry identifies a path located on the host

'l‘ivoliTM server 20 and the Program to Run after Distribution entry specifies a path

on the receiving on-demand server 22 22'. Accordingly, the My_Setup.sh program

should either be installed on each of the target on—demand servers in the designated

directory or be included in the distributed software package.

In the example of FIG. 10, an import file name

(c:\My_Applets\My_Applet_Import.txt) is further provided to allow for automatic

installation and registration ofthe new application program at each of the target

on-demand servers 22, 22'. As discussed previously, user ID and password

information are also available to limit execution of programs on the target on—

demand servers 22, 22‘ to administrators who have authority to initiate execution

of such programs. The last row of FIG. 10 illustrates a log file path designation

(d:\lVly_Logs\l\/ly_Setup.Log) allowing TivoliTM server 20 to track the results of a

software distribution Operation including detecting any errors in distribution.

Referring again to FIG. 9A, if any problems were encountered in creating

the file package definition at block 134, operations terminate. Otherwise, at block

136, TivoliTM server 20 determines if the source directory exists. If not, an error

message is issued at block 138.

At block 140, TivoliTM server 20 determines if an import file name has been

specified such as the Import.txt file identified in the example of FIG. 10. If so, at

block 142, a PMImport command script is added to the package of information to

be distributed to the target on-demand servers 22, 22'. As discussed above, the

PMlmport Command script is a particular technique for supporting execution of

installation and registration operations by on—demand servers 22, 22‘ supported by

the On-Demand ServerTM from IBM by importing the definition of the distributed

software applets, as defined in an import file, into the profile manager of an on-

demand server 22, 22’ and registering the applets for use by authorized users.

However, it is to be understood that the benefits of the present invention may be
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provided with client/server application environments based on other operating

protocols. Finally, at block 144, the created file package definition is saved by

"fivoliTM server 20.

Referring now to FIG. 9B, file distribution operations from blocks 114 and

116 of FIG. 8 will be further described. At b10ck 150, the file package distribution

task is commenced at TivoliTM server 20. If there are no packages to distribute at

block 152 and a request to close the task has been received at block 154, operations

terminate. Otherwise, operations loop back to block 152 until a package is

available for distribution. When a package is available for distribution, the

administrator is prompted at block 156 to determine if any changes are desired in

the file package before distribution. If so, any modifications are performed and

saved at block 158. At block 160, TivoliTM server 20 again tests to determine if the

designated source directory from the file package definition exists and, ifnot,

issues an error message at block 162 and terminates file package distribution

Operations.

At block 164, TivoliTM server 20 determines if any before distribution

program has been designated and, if so, processes the before distribution program

at block 166. A before distribution program may be provided and executed at

block 166 for a variety of reasons. For example, TivoliTM server 20 may check for

space availability on the storage devices on the target on-demand servers 22, 22' to

insure that sufficient space is available to accept distribution of the file packet

before transmission. TivoliTM server 20 could further check to insure that the

required environment for distribution exists on the target on—demand servers 22,

22‘. For example, different versions of the application launcher applet and

configuration manager applet for a given application program may be provided for

different types of hardware or operating systems to insure that the preferences

included are suitable for the target environment. The file package is then built and

distributed to the specified target servers 22, 22' at block 168.

Referring now to FIG. 9C, operations at the recipient on—demand server 22,

22' from blocks 118 and 120 ofFIG. 5 will be further described. At block 170, the

recipient on-demand server 22 determines if any after distribution program has
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been designated by the file package. If so, the after distribution program is

processed at block 172. Various installation, authorization, customization or clean

up operations may be provideda depending upon the client/server and network

management software which is installed and operational at the on—demand server

22. At block 174, on—dernand server 22 determines if an import file name has been

designated and, if so, executes the necessary code to register the application

program at block 176. For the illustrated example, this is accomplished by a call to

PMImport to update the profile manager list of on-demand server 22. ApprOpriate

information associated with the application program being distributed to support

the profile management function of on-demand server 22 associated with the

application program being distributed should be included in the transmitted import

file for automatic operations to occur properly. For example, with the IBM On-

Demand ServerTM, the import file should include the name to be displayed inthe

on-demand server configuration tree and the URL of the applet. Additional

optional information may be included in the import file such as a URL identifying

icons for display, common fields, access control information and class information

where appropriate.

As can be seen from the example of FIG. 10, the designated Importtxt file

is on a path previously designated for the transfer of the file package (the

c:\My_Applets directory). Therefore, it is to be understood that the file package

downloaded from TivoliTM server 20 should not only include the application

launcher applet and the configuration management applet but the My__Applet

Importtxt file as well. Otherwise, the PMImport call may not be able to find the

designated file in the appropriate directory.

At block 178, on—demand server 22 determines if any registration error was

encountered and, if so, issues an error message at block 180 and terminates

operations. If refreshing of the application launcher is not required for the

particular file package distribution at block 182, Operations for registration

terminate successfully. Otherwise, at block 184 the application launcher applet is

refreshed and diSplayed at block 184 before termination of package registration

operations.

32
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Refreshing and displaying operations may include importing the software

applets and registering them to be immediately available to users. The applet

launcher may be refreshed, for example by pressing the Refresh button or

automatically without user input, to display the newly registered application icons.

5 Old icons may be deleted and new icons may be added to provide a user desktop

display corresponding to the application access control information for the user

stored at the on-demand server 22, 22'. Accordingly, all the users that are logged

onto on—demand servers 22, 22' may see the new application on their desktops and

start using them. The display refresh for a new application is preferably limited to

10 uSer's having access to the new application.

As will be appreciated by thOSe of skill in this an, the above-described

aSpects of the present invention in the figures may be provided by hardware,

software, or a combination of the above. Various components of the application

management system of the present invention may, in practice, be implemented by a

15 microcontroller including input and output ports and running software code, by

custom or hybrid integrated circuits, by discrete components or by a combination

of the above. Similarly, various of the operations may be implemented as software

 
programs, such as JAVATM applets, executing on a workstation, such as servers 22,

22' or clients 24, 24', 26, 26". More generally, as described above, operations

20 according to the present invention may be realized in the hardware of existing on—

demand servers 22, 22' which, when so configured, provide an application

management system for a network according to the present invention.

In the drawings and specification, there have been disclosed typical

preferred embodiments of the invention and, although specific terms are employed,

25 they are used in a generic and descriptive sense only and not for purposes of

limitation, the scope of the invention being set forth in the following claims.
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THAT WHlCH IS CLAlMED:

l. A method for management of application programs on a network

including a server and a client comprising the steps of:

installing a plurality of application programs at the server;

receiving at the server a login request from a user at the client;

establishing a user desktop interface at the client associated with the user

responsive to the login request from the user, the desktop interface including a

plurality of display regions associated with a set of the plurality of application

programs installed at the server for which the uSer is authorized;

receiving at the server a selection of one of the plurality of application

programs from the user desktop interface; and

providing an instance of the selected one of the plurality of application

programs to the client for execution responsive to the selection.

2. A method according to Claim 1 further comprising the steps of:

maintaining application management information for the plurality of

applications at the server; and

wherein the establishing step includes the step of including a plurality of

display regions ass00iated with a set of the plurality of application programs for

which the user is authorized responsive to the application management

information.

3. A method according to Claim 2 wherein the establishing a user

desktop step includes the step of:

distributing application launcher programs associated with each of the set

of the plurality of application programs for which the user is authorized to the

client; and

wherein the receiving a selection step includes the step of receiving the

selection from a one of the application launcher programs which is associated with

the selected one of the plurality of application programs.

34

|PR2017-O1827

amiablth al. EX1003 Page 224



IPR2017-01827 
Ubisoft, et al. EX1003 Page 225

 

 
HllHmlml

llllllllummllllllllinMM

 

4. A method according to Claim 3 wherein the maintaining step

includes the step of maintaining configurable user preference information for the

plurality of application programs at the server and wherein the providing an

instance step includes the step of providing a set of the configurable user

preference information associated with the user and the selected one of the

plurality of application programs to the client.

5. A method according to Claim 4 wherein the set of the configurable

user preference information includes user preferences configurable by the user and

user preferences not configurable by the user which are configurable by an

administrator and further comprising the step of updating the user preferences

configurable by the user responsive to updates from the user and updating the user

preferences not configurable by the user responsive to updates from the

administrator.

6. A method according to Claim 3 wherein the application launcher

programs are JAVATM applets and the user desktop interface is a JAVATM applet

executed by a web browser.

7. A method according to Claim 1 wherein the establishing a user

desktop step includes the steps of:

configuring the user desktop interface responsive to an identifier of the user

associated with the login request so as to provide associated information for the

user desktop interface; and

providing the user desktop interface and the associated information for the

user desktop interface to the client for display.

8. A method according to Claim 7 wherein the configuring the user

desktop step includes the step of configuring the user desktop interface not to

include display regions associated with any of the plurality of application programs

installed at the server for which the user is not authorized.

U.) U!
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9. A method according to Claim 1 wherein the receiving a selection

step is followed by the step of determining a license availability for the selected

one ofthe plurality of application programs for the user and wherein the providing

step includes the step ofproviding an unavailability indication to the client

responsive to the selection if the license availability indicates that a license is not

available for the user.

10. A method according to Claim 9 wherein the establishing a user

desktop step includes the step of distributing application launcher programs

associated with each ofthe set of the plurality of application programs for which

the user is authorized to the client and wherein the receiving a selection step

includes the step of receiving the selection from a one of the application launcher

programs which is associated with the selected one of the plurality of application

programs and wherein the step of determining a license availability includes the

step carried out by the one of the application launcher programs associated with the

selected one of the plurality of application programs of obtaining the license

availability from a license management server.

11. A method according to Claim 10 wherein the license management

seIVer is the server.

12. A method according to Claim 1 wherein the plurality of application

programs are installed on a network drive accessible to the server.

13. A method according to Claim 1 further comprising the step of

receiving at the server event logging information from the instance of the selected

one of the plurality of application programs.
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14. A method according to Claim 13 further comprising the step of

providing the received event logging information to a network management server

associated with the server.

15. A method for distribution of application programs to a target station

on a network comprising the steps executed on a centralized network management

server coupled to the network of:

providing an application program to be distributed to the network

management server;

specifying a source directory and a target directory for distribution of the

application program;

preparing a file packet associated with the application program and

including a segment configured to initiate registration operations for the

application program at the target station; and

distributing the file packet to the target station.

16. A method according to Claim 15 wherein the network management

server is a TivoliTM server.

17. A method according to Claim 16 wherein the segment configured to

initiate registration operations includes an import data file and a call to an import

program executing on the target station.

18. A method according to Claim 16 where the application program is

provided as a JAVATM applet and wherein the application program is registered

based on a Universal Resource Locator (URL) address accessible to a browser

application and wherein the segment configured to initiate registration operations

includes a variable field into which the target station inserts its identification

during registration operations.
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19. A method according to Claim 18 wherein the step of distributing

comprises the step of distributing the file packet to a plurality of target stations

each having an identification which may be inserted into the variable field at the

target station.

20. An application program distribution system for distributing

application programs to a target station on a network executing on a centralized

network management Server coupled to the network, the system comprising:

means for providing to the network management server an application

program to be distributed to remote servers;

means for specifying a sourcc directory and a target directory for

distribution ofthe application program;

means for preparing a file packet associated with the application program,

the file packet including a Segment configured to initiate registration operations for

the application program at the target station; and

means for distributing the file packet to the target station. 
21. An application program management system for managing 

application programs on a network including a server and a client comprising:

means for installing a plurality of application programs at the server;

means for receiving at the serVer a login request from a user at the client;

5 means for establishing a user desktOp interface at the client associated with

the user responsive to the login request from the user, the desktop interface

including a plurality of display regions associated with a set of the plurality of

application programs installed at the server for which the user is authoriZed;

means for receiving at the server a selection of one of the plurality of

10 application programs from the user desktop interface; and

means for providing an instance of the selected one of the plurality of

application programs to the client for execution responsive to the selection.

IPR2017-01827

u-w‘iuldlibiSth,‘et al. Page



IPR2017-01827 
Ubisoft, et al. EX1003 Page 229

 
 

10

15

U)

10

22. A computer program product for distributing application programs

to a target station on a network executing on a centralized network management

server coupled to the network, the computer program product comprising:

a computer—readable storage medium having computer-readable program

code means embodied in said medium, said computer—readable program code

means comprising:

computer readable program code means for providing to the network

management server an application program to be distributed to remote servers;

computer readable program code means for specifying a source directory

and a target directory for distribution of the application program;

computer readable program code means for preparing a file packet

associated with the application program, the file packet including a segment

configured to initiate registration operations for the application program at the

target station; and

computer readable program code means for distributing the file packet to

the target station.

23. A computer program product for managing application programs on

a network including a server and a client, the computer program product

comprising:

a computer-readable storage medium having computer—readable program

code means embodied in said medium, said computer-readable program code

means comprising:

computer readable program code means for installing a plurality of

application programs at the server;

computer readable program code means for receiving at the Server a login

request from a user at the client;

computer readable program code means for establishing a user deskt0p

interface at the client associated with the user responsive to the login request from

the user, the desktop interface including a plurality of display regions associated
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with a set of the plurality of application programs installed at the server for which

15 the user is authorized;

computer readable program code means for receiving at the server a

selection of one of the plurality of application programs from the user desktop

interface; and

computer readable program code means for providing an instance of the

20 selected one of the plurality of application programs to the client for execution

responsive to the selection.
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METHODS, SYSTEMS AND COMPUTER PROGRAM

PRODUCTS FOR CENTRALlZED MANAGEMENT OF

APPLICATION PROGRAMS ON A NETWORK

Abstract of the Disclosure

Methods, systems and computer program products for management of

application programs on a network including a server supporting client stations are

provided. The server provides applications on—demand to a user logging in to a

client supported by the Server. Mobility is provided to the user and hardware

5 portability is provided by establishing a user desktop interface responsiVe to a

‘ login request which presents to the user a desktop screen through a web browser

interface which accesses and downloads selected application programs from the

server responsive to a request from the user on the user desktop screen at the client.

The application program is then provided from the server and executed at the

10 client. The application program may finther be customized to conform to the user's

preferences and may also provide for license use management by determining

license availability before initiating execution ofthe application program. Finally,

software distribution and installation may be provided from a single network

management server.
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DECLARATION AND POWER OF ATTORNEY FOR PATENT APPLICATION

Attorney Docket No. 5577-130

As a below named inventor, I hereby declare that:

My residence, post office address and citizenship are as stated below next to my name.

I believe I am the original, first and sole inventor (if only one name is listed below) or an
original, first and joint inventor (if plural names are listed below) of the subject matter which
is claimed and for which a patent is sought on the invention entitled

METHODS, SYSTEMS AND COMPUTER PROGRAM PRODUCTS FOR
CENTRALIZED MANAGEMENT OF APPLICATION PROGRAMS
ON A NETWORK

the specification er which

[ ] is attached hereto

OR

[X] was filed on December 14 1998 as United States Application No. 09/211 528 or PCT  

International Application Number and was amended on (if

applicable).

, I hereby state that I have reviewed and understand the contents of the above-identified
specification, including the claims, as amended by any amendment referred to above.

I acknowledge the duty to disclose information which is material to patentability as defined in
Title 37 Code of Federal Regulations, § 1.56.

I hereby claim foreign priority benefits under Title 35, United States Code, § 119(a)-(d) or
§ 365(b) of any foreign application(s) for patent or inventor's certificate, or § 365(a) of any
PCT International application which designated at least one country other than the United
States of America, listed below and have also identified below any foreign application for
patent or inventor's certificate, or of any PCT International application having a filing date
before that of the application on which priority is claimed.

[ ] Yes [ ]No

MM/DD/‘YYYY Filed Priority Claimed

MMfDD/YYYY Filed Priority Claimed

MM/DD/YYYY Filed Priority Claimed
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ENGLISH LANGUAGE DECLARATION CONTINUED

I hereby claim the benefit under Title 35, United States Code, § 119(e) of any United States
provisional application(s) listed below.

_
Application Number(s) Filing Date (MM/DD/YYYY)

Application Number(s) Filing Date (MM/DD/YYYY)

 

 
 

 
  

 

  

I hereby claim the benefit under Title 35, United States Code, § 120 of any United States
application(s) or § 365(0) of any PCT international application designating the United States
of America, listed below and, insofar as the subject matter of each of the claims of this

application is not disclosed in the prior United States or PCT International application(s) in
the manner provided by the first paragraph of Title 35, United States Code, § 112, I
acknowledge the duty to disclose information which is material to patentability as defined in
Title 37, Code of Federal Regulations, § 1.56 which became available between the filing date

of the prior application and the national or PCT international filing date of this application
(37 C.F.R. § 1.63(d)).

   

 

Appln. Serial No. Filing Date Status
Patented/Pending/Abandoned

Appln. Serial No. Filing Date Status
Patented/Pending/Abandoned

Appln. Serial No. Filing Date Status
Patented/Pending/Abandoned

I hereby declare that all statements made herein of my own knowledge are true and that all
statements made on information and belief are believed to be true; and further that these

statements were made with the knowledge that willful false statements and the like so made

are punishable by fine or imprisonment, or both, under Section 1001 of Title 18 of the United
States Code and that such willful false statements may jeopardize the validity of the

 

  
 
 

 

 
 

‘ application or any patent issued thereon.
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ENGLISH LANGUAGE DECLARATION CONTINUED

POWER OF ATTORNEY: As a named inventor, I hereby appoint the following registered

attorney(s) to prosecute this application and transact all business in the Patent and Trademark
Office connected therewith.

A. Bruce Clay

Registration No. 32,121

Gregory M. Doudnikoff

Registration No. 32,847

Jeanine S. Ray-Yarletts

Registration No. 39,808

Edward H. Duffield

Registration No. 25,970

Jerry W. Herndon

Registration No. 27,901

Mitchell S. Bigel

Registration No. 29,614

Robert M. Meeks

Registration No. 40,723
Timothy J. O'Sullivan

Registration No. 35,632

Robert W. Glatz

Registration No. 36,811 
Send correspondence to: Timothy J. O'Sullivan

Myers Bigel Sibley & Sajovec, P.A.
Post Office Box 37428

Raleigh, North Carolina 27627

Robert W. Glatz

(919) 854-1400
Direct telephone calls to:

 
 

Facsimile: (919) 854-1401

Full name of first (sole) inventor: David E. Cox

Inventor's ~

Signature: 5 Date: It 2 ‘i [010!

Residence: Raleigh, North Carolina

Citizenship: United States of America

Post Office Address: 2004 Lacebark Lane

Raleigh, North Carolina 27613
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ENGLISH LANGUAGE DECLARATION CONTINUED

Full name of second inventor: Kent F. Hayes, Jr.

Inventor's ,

Signature: Wflfl~flé 4 Date: 2 I 510 fjfi/

Residence: Chapel Hill, North Carolina

Citizenship: United States of America

Post Office Address: 9309 Bracken Lane.

Chapel Hill, North Carolina 27516

Full name of third inventor: David B. Lindquist

‘ fl-‘//\ Date: / 27Inventor's

Signature:   Residence: Raleigh, North Carolina

Citizenship: United States of America

Post Office Address: 4001 Lake Spring Court

Raleigh, North Carolina 27613

FM
Full name of fourth inventor: John R. McQarvey

 
 

Inventor's

Signature: Date: [3’ g / i l 2 2 ‘?
Residence: Apex, North Carolina

Citizenship: United States of America

Post Office Address: 7113 Eastridge Drive
Apex, North Carolina 27502
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ENGLISH LANGUAGE DECLARATION CONTINUED

Full name of fifth inventor: Abdi Salahshour

 Inventor's 2 C 2Signature: Date: a? 9

Residence: Raleigh, North Carolina

Citizenship: United States of America

Post Office Address: 2609 Jasper Lane

Raleigh, North Carolina 27613
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