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1 Background of the Invention 

Network processing as it exists today is a costly and inefficient use of system resources. 
A 200 MHz Pentium-Pro is typically consumed simply processing network data from a 
1 OOMb/second-network connection. The reasons that this processing is so costly are 
described here. 

1.1 Too Many Data Moves 

When network packet arrives at a typical network interface card (NIC), the NJC moves 
the data into pre-allocated network buffers in system main memory. From there the data 
is read into the CPU cache so that it can be checkswnmed (assuming of course ~bat the 
protocol in use requires checksums. Some, like IPX, do not.). Once the data has been 
fully processed by the protocol stack, it can then be moved into its final destination in 
memory. Since the CPU is moving the data, and must read the destination cache line in 
before it can fill it and write it back out, this involves at a minimum 2 more trips across 
the system memory bus. In short, the best one can hope for is that the data will.get 
moved across the system memory bus 4 times before it arrives in irs final destination. It 
can, and does, get worse. If the data happens to get invalidated from system cache after it 
has been checksummed, then it must get pulled back across the memory bus before it can 
be moved to its final destination. Finally, on some systems, including Windows NT 4.0, 
the data gets copied yet another time while being moved up the protocol stack. In NT 
4.0, th.is occurs between the m.iniport driver interface and the protocol driver interface. 
This can add up to a whopping 8 trips across the system memory bus (the 4 trips 
described above, plus the move to replenish the cache, plus 3 more to copy from the 
miniport to the protocol driver). That's enough to bring even today's advanced memory 
busscs to their knees. 
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1.2 Too Much Processing by the CPU 

In all but the original move from the NIC to system memory, the system CPU is 
responsible for moving the data. This is particularly expensive because while the CPU is 
moving this data it can do nothing else. While moving the data the CPU is typically 
stalled waiting for the relatively slow memory to satisfy its read and write requests. A 
CPU, which can execute an instruction every 5 nanoseconds, must now wait as lt>ng as 
several hundred nanoseconds for the memory controller to respond before it can begin its 
next instruction. Even today's advanced pipelining technology doesn't help in ~ese 
situations because that relies on the CPU being able to do useful work while it waits for 
the memory controller to respond. If the only thing the CPU has to look forward to for 
the next several hundred instructions is more data moves, then the CPU ultimately gets 
reduced to the speed of the memory controller. 

Moving all this data with the CPU slows the system down even after the data has been 
moved. Since both the source and destination cache lines must be pulled into the CPU 
cache when the data is moved, more than 3k of instructions and or data resident ·in the 
CPU cache must be flushed or invalidated for every 1500 byte frame. This is of course 
assuming a combined instruction and data second level cache, as is the case with the 
Pentium processors. After the data has been moved, the former resident of the cache will 
likely need to be pulled back in, stalling the CPU even when we are not performing 
network processing. Ideally a system would never have to bring network frames into the 
CPU cache, instead reserving that precious commodity for instructions and data that are 
referenced repeatedly and frequently. 

But the data movement is not the only drain on the CPU. There is also a fair amount of 
processing that must be done by the protocol stack software. The most obvious expense 
is calculating the checksum for each TCP segment (or UDP datagram). Beyond this, 
however, there is other processing to be done as well. The TCP COIUlection object must 
be located when a given TCP segment arrives, IP header checksums must be calculated, 
there are buffer and memory management issues, and finally there is also the significant 
expense of interrupt processing which we will discuss in the following section. 

1.3 Too Many Interrupts 

A 64k SMB request (write or read-reply) is typically made up of 44 TCP segments when 
running over Ethernet (1500 byte MTU). Each of these segments may result in·an 
interrupt to the CP.U. Furthermore, since TCP must acknowledge all of this incoming 
data, it's possible to get another 44 transmit-complete interrupts as a result of sending out 
the TCP acknowledgements. While this is possible, it is not terribly likely. Delayed 
ACK timers allow us to acknowledge more than one segment at a time. And delays in 
interrupt processing may mean that we are able to process more than one incoming 
network frame per interrupt Nevertheless, even if we assume 4 incoming frames per 
input, and an acknowledgement for every 2 segments (as is typical per the ACK-every
other-segment property ofTCP), we are still left with 33 interrupts per 64k SMB request. 

Interrupts tend to be very costly to the system. Often when a system is interrupted, 
important infonnation must be flushed or invalidated from the system cache so that the 
interrupt routine instructions, and needed data can be pulled into the cache. Since the 
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CPU will return to its prior location after the interrupt. it is likely that the infonnation 
flushed from the cache will immediately need to be pulled back into the cache. 

What's more, interrupts force a pipeline flush in today's advanced processors. While the 
processor pipeline is an extremely efficient way of improving CPU perfonnance, it can 
be expensive to get going after it has been flushed. 

Finally, each of these interrupts results in expensive register accesses across the 
peripheral bus (PCI). This is discussed more in the following section. 

1.4 Inefficient Use of the Peripheral Bus (PCI) 

We noted earlier that when the CPU has to access system memory, it may be stalled for 
several hundred nanoseconds. When it has to read from PCI, it may be stalled for many 
microseconds. This happens every time the CPU takes an interrupt from a stand.ard NIC. 
The first thing the CPU must do when it receives one of these interrupts is to read the 
NIC Interrupt Status Register (ISR) from PCI to determine the cause of the inter,:upt. The 
most troubling thing about this is that since interrupt lines are shared on PC-based 
systems, we may have to perform this expensive Per read even when the interrupt is not 
meant for us! 

There are other peripheral bus inefficiencies as well. Typical NICs operate using 
descriptor rings. When a frame arrives, the NlC reads a receive descriptor from system 
memory to determine where to place the data. Once the data has been moved to main 
memory, the descriptor is then written back out to system memory with status about the 
received frame. Transmit operates in a similar fashion. The CPU must notify that NlC 
that it has a new transmit The NIC will read the descriptor to locate the data, read the 
data itself, and then write the descriptor back with status about the send. Typically on 
transmits the NIC will then read the next expected descriptor to see if any more data 
needs to be sent. In short, each receive or transmit frame results in 3 or 4 separate PCI 
reads or writes (not counting the status register read). 

2 Summary of the Invention 

Alacritech was formed with the idea that the network processing described above could 
be offloaded onto a cost-effective Intelligent Network Interface Card (INIC). With the 
Alacritech INIC, we address each of the above problems, resulting in the following 
advancements: 
l. The vast majority of the data is moved directly from the INIC into its final 

destination. A single trip across the system memory bus. 
2. There is no header processing, little data copying, and no checksumming required by 

the CPU. Because of this, the data is never moved into the CPU cache, allowing the 
system to keep imponant instructions and data resident in the CPU cache. 

3. Intenupts are reduced to as little as 4 interrupts per 64k SMB read and 2 per 64k 
SMB write. 

4. There are no CPU reads over PCI and there are fewer PCl operations per receive or 
transmit transaction. 

In the remainder of this document we will describe how we accomplish the above. 
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2.1 Perform Transport Level Processing on the INIC 

In order to keep the system CPU from having to process the packet headers or checksum 
the packet, we must perform this task on the INIC. This is a daunting task. Th~e are 
more than 20,000 lines of C code that make up the FreeBSD TCP/IP protocol stick. 
Clearly this is more code than could be efficiently handled by a competitively priced 
network card. Furthermore, as we've noted above, the TCP/IP protocol stack is . 
complicated enough to consume a 200 MHz Pentium-Pro. Clearly in order to perform 
this function on an inexpensive card, we need special network processing hardware as 
opposed to simply using a general purpose CPU. 

2.1.1 Only Support TCP/IP 

In this section we introduce the notion of a "context". A context is required to keep track 
of information that spans many, possibly discontiguous, pieces of information. When 
processing TCP/IP data, there are actually two contexts that must be maintained. The 
first context is required to reassemble IP fragments. It holds information about the status 
of the IP reassembly as well as any checksum information being calculated across the IP 
datagram (UDP or TCP). This context is identified by the IP _ID of the datagram as well 
as the source and destination IP addresses. The second context is required to hahdle the 
sliding window protocol of TCP. It holds information about which segments have been 
sent or received, and which segments have been acknowledged, and is identified by the 
IP source and destination addresses and TCP source and destination ports. 

lf we were to choose to handle both contexts in hardware, we would have to potentially 
keep track of many pieces of information. One such example is a case in which a single 
64k SMB write is broken down into 44 1500 byte TCP segments, which are in turn 
broken down into 131 576 byte IP fragments., all of which can come in any order (though 
the maximwn window size is likely to restrict the number of outstanding segments 
considerably). 

Fortunately, TCP performs a Maximum Segment Size negotiation at connection 
establishment time, which should prevent IP fragmentation in nearly all TCP 
connections. The only time that we should end up with fragmented TCP conn~tions is 
when there is a router in the middle of a connection which must fragment the s<;gments to 
support a smaller MTU. The only networks that use a smaller MTU than Ethernet are 
serial line interfaces such as SLIP and PPP. At the moment, the fastest of these 
connections only run at 128k (ISON) so even if we had 256 of these connections, we 
would still only need to support 34Mb/sec, or a little over three lObT connections worth 
of data. This is not enough to justify any performance enhancements that the INIC 
offers. If this becomes an issue at some point, we may decide to implement the MTU 
discovery algorithm, which should prevent TCP fragmentation on all connections (unless 
an ICMP redirect changes the connection route while the connection is established). 

With this in mind, it seems a worthy sacrifice to not attempt to handle fragmented TCP 
segments on the INIC. 

UDP is another matter. Since UDP does not support the notion of a Maximum Segment 
Size, it is the responsibility of IP to break down a UDP datagram into MTU sized 
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packets. Thus, fragmented UDP datagrams are very common. The most common UDP 
application running today is NFSV2 over UDP. While this is also the most common 
version of NFS running today, the current version ofSolaris being sold by Sun 
Microsystems runs NFSV3 over TCP by defaulL We can expect to see the NFSV2/UDP 
traffic start to decrease over the coming years. 

In summary, we will only offer assistance to non-fragmented TCP connections on the 
INIC. 

2.1.2 Don't handle TCP "exceptions" 

As noted above, we won't provide support for fragmented TCP segments on the INIC. 
We have also opted to not handle TCP connection and breakdown. Here is a list of other 
TCP "exceptions" which we have elected to not handle on the INIC: 

Fragmented Segments - Discussed above. 

Retransmission Timeout - Occurs when we do not get an acknowledgement for 
previously sent data within the expected time period. 

Out of order segments - Occurs when we receive a segment with a sequence number 
other than the next expected sequence number. 

FIN segment - Signals the close of the connection. 

Since we have now eliminated support for so many different code paths, it might seem 
hardly worth the trouble to provide any assistance by the card at all. This is not the case . 
According to W. Richard Stevens and Gary Write in their book "TCP/IP Illustrated 
Volume 2", TCP operates without experiencing any exceptions between 97 and 100 
percent of the time in local area networks. As network, router, and switch reliability 
improve this number is likely to only improve with time. 
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2.1.3 Two modes ofoperation 

So the next question is what to do about the network packets that do not fit our criteria. 
The answer is to use two modes of operation: One in which the network frames are 
processed on the INIC through TCP and one in which the card operates like a typical 
dumb NIC. We call these two modes fast-path, and slow-path. In the slow-path·case, 
network frames are handed to the system at the MAC layer and passed up through the 
host protocol stack like any other network frame. In the fast path case, network data is 
given lo the host after the headers have been processed and stripped. 

CLIENT 
~H. INIC 

FAST-PATII TOI I NetBIOS 

TCP 
Tt..:.I' 

U' 
IP 

MAC SLOW-PATII 
Ml\.~ 

PHYSIC.•T 

bt11emet 
PCI 

The transmit case works in much the same fashion. In slow-path mode the packets are 
given to the INIC with all of the headers attached. The INIC simply sends these packets 
out as if it were a dumb NIC. In fast-path mode, the host gives raw data to the INIC 
which it must carve into MSS sized segments, add headers to the data, perform 
checksums on the segment, and then send it out on the wire. 

2.1.4 The TCB cache 

Consider a situation in which a TCP connection is being bandied by the card and a 
fragmented TCP segment for that connection arrives. In this situation, it will be 
necessary for the card to tum control of this connection over to the host. 

This introduces the notion of a Transmit Control Block (TCB) cache. A TCB is a 
structure that contains the entire context associated with a connection. This includes the 
source and destination IP addresses and source and destination TCP ports that d~fine the 
connection. It also contains information about the connection itself such as the current 
send and receive sequence numbers, and the first-hop MAC address, etc. The complete 
set ofTCBs exists in host memory, but a subset of these may be "owned" by the card at 
any given time. This subset is the TCB cache. The INIC can own up to 256 TCBs at any 
given time. 

TCBs are initialized by the host during TCP connection setup. Once the connection has 
achieved a "steady-state" of operation, its associated TCB can then be turned over to the 
INIC, putting us into fast-path mode. From this point on, the INIC owns the connection 
until either a FIN arrives signaling that the connection is being closed, or until an 
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2.1.3 Two modes ofoperation

So the next question is what to do about the network packets that do not fit our criteria.
The answer is to us: two modes of operation: One in which the network heroes are
processed on the INIC through TCP and one in which the card operates like a typical
dumb NIC. We call these two modes fast-path, and slow-path. In the slowpath case,
network frames are handed to the system at the MAC layer and passed up through the
host protocol stack like any other network frame. In the fast path case, network data is
given to the host after the hwclers have been processed and stripped.

  
SLOW-PATH

PCl

The transmit case works in much the same fashion. In slow-path mode the packets are
given to the INIC with all ofthe headers attached. The MC simply sends these packets
out as if it were a dumb NIC. In fast—path mode, the host gives raw data to the [NIC
which it must carve into MSS sized segments. add headers to the data, perform
checksums on the segment. and then send it out on the wire.

2.1.4 The TCB cache

Consider a situation in which a TCP connection is being handled by the card and a
fragmented TCP' segment for that connection arrives. In this siluation, it will be
necessary for the card to turn control of this connection over to the host.

This introduces the notion of a Transmit Control Block (TCB) cache. A TCB is a.
structure that contains the entire context associated with a connection. This includes the
source and destination IP addresses and source and destination TCP ports that define the
connection. It also contains information about Ihe connection itself such as the current

send and receive sequence numbers, and the first—hop MAC address. etc. The complete
set of TCBs exists in host memory. but a subset ofthese may be "owned" by the card at
any given time. This subset is the ICE cache. The INIC can own up to 256 TCBs at any
given time.

’1'CBS are initialized by the host dLn'ing TCP connection setup. Once the connection has
achieved a "steady-state" of operation, its associated TCB can then be turned over to the
MC, putting us into fast-path mode. From this point on, the INIC owns the connection
until either a FIN aflives signaling that the connection is being closed, or until an
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exception occurs which the INIC is not designed to handle (such as an out of order 
segment). When any of these conditions occur, the INIC will then flush the TCB back to 
host memory, and issue a message to the host telling it that it has relinquished c~ntrol of 
the connection, thus putting the connection back into slow-path mode. From thi~ point 
on, the IN1C simply hands incoming segments that are destined for this TCB off: to the 
host with all of the headers intact. 

Note that when a connection is owned by the INIC, the host is not allowed to reference 
the corresponding TCB in host memory as it will contain invalid information about the 
state of the connection. 

2.1.5 TCP hardware assistance 

When a frame is received by the IN1C, it must verify it completely before it even 
detennines whether it belongs to one of its TCBs or not. This includes all header 
validation (is it IP, IPV 4 or V 6, is the IP header checksum correct, is the TCP checksum 
correct, etc). Once this is done it must compare the source and destination IP aqdress and 
the source and destination TCP port with those in each of its TCBs to determine if it is 
associated with one of its TCBs. This is an expensive process. To expedite thi~, we have 
added several features in hardware to assist us. The header is fully parsed by hardware 
and its type is summarized in a single status word. The checksum is also verified 
automatically in hardware, and a hash key is created out of the IP addresses and'. TCP 
ports to expedite TCB lookup. For full details on these and other hardware optimizations, 
refer to the INIC Hardware Specification sections (Heading 8). 

With the aid of these and other hardware features, much of the work associated with TCP 
is done essentially for free. Since the card will automatically calculate the checksum for 
TCP segments, we can pass this on to the host, even when the segment is for a TCB that 
the INIC does not own. 

2.1.6 TCP Summary 

By moving TCP processing down to the INIC we have offioaded the host of a large 
amount of work. The host no longer bas to pull the data into its cache to calculate the 
TCP checksum. It does not have to process the packet headers, and it does not have to 
generate TCP ACKs. We have achieved most of the goals outlined above, but we are not 
done yet. 

2.2 Tra.nsport Layer Interface 

This section defines the INIC's relation to the hosts transport layer interface (Called TDI 
or Transport Driver Interface in Windows NT). For full details on this interface, refer to 
the Alacritech TCP (ATCP) driver specification (Heading 4). 

2.2.1 Receive 

Simply implementing TCP on the INIC does not allow us to achieve our goal oflanding 
the data in its final destination. Somehow the host has to tell the IN1C where to put the 
data. This is a problem in that the host can not do this without knowing what the data 
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actually is. Fortunately, NT has provided a mechanism by which a transport driver can 
"indicate" a small amount of data to a client above it while telling it that it has more data 
to come. The client, having then received enough of the data to know what it is,!is then 
responsible for allocating a block of memory and passing the memory address or 
addresses back down to the transport driver, which is in turn responsible for movtng the 
data into the provided location. 

We will make use of this feature by providing a small amount of any received data to the 
host, with a notification that we have more data pending. When this small amount of data 
is passed up to the client, and it returns with the address in which to put the rem:iinder of 
the data, our host transport driver will pass that address to the INIC which will DMA the 
remainder of the data into its final destination. 

Clearly there are circumstances in which this does not make sense. When a small amount 
of data (500 bytes for example), with a push flag set indicating that the data must be 
delivered to the client immediately, it does not make sense to deliver some of the data 
directly while waiting for the list of addresses to DMA the rest. Under these 
circumstances, it makes more sense to deliver the 500 bytes directly to the host, and 
allow the host to copy it into its final destination. While various ranges are feasible, it is 
currently preferred that anything less than a segment's (1500 bytes) worth of data will be 
delivered directly to the host, while anything more will be delivered as a small piece 
which may be128 bytes, while waiting until receiving the destination memory address 
before moving the rest. 

The trick then is knowing when the data should be delivered to the client or not. As 
we've noted, a push flag indicates that the data should be delivered to the client 
immediately, but this alone is not sufficient. Fortunately, in the case ofNetBIOS 
transactions (such as SMB), we are explicitly told the length of the session message in the 
NetBIOS header itself With this we can simply indicate a small amount of data to the 
host immediately upon receiving the first segment. The client will then allocat~ enough 
memory for the entire NetBIOS transaction, which we can then use to DMA the 
remainder of the data into as it arrives. In the case ofa large (56k for example) NetBIOS 
session message, all but the first couple hundred bytes will be DMA'd to their final 
destination in memory. 

But what about applications that do not reside above NetBIOS? In this case we can not 
rely on a session level protocol to tell us the length of the transaction. Under these 
circumstances we will buffer the data as it arrives until A) we have receive some 
predetermined number ofbytes such as 8k, or B) some predetermined period of time 
passes between segments or C) we get a push flag. If after any of these conditions occur 
we will then indicate some or all of the data to the host depending on the amount of data 
buffered. If the data buffered is greater than about 1500 bytes we must then also wait for 
the memory address to be returned from the host so that we may then DMA the 
remainder of the data. 

2.2.2 Transmit 

The transmit case is much simpler. In this case the client (NetBIOS for example) issues a 
TDI Send with a list of memory addresses which contain data that it wishes to send along 
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with the length. The host can then pass this list of addresses and length off to the INIC. 
The INIC will then pull the data from its source location in host memory, as it needs it, 
until the complete TOI request is satisfied. 

2.2.3 Affect on interrupts 

Note that when we receive a large SMB transaction, for example, that there are two 
interactions between the INIC and the host. The first in which the INIC indicates a small 
amount of the transaction to the host, and the second in which the host provides the 
memory location(s) in which the JNIC places the remainder of the data This results in 
only two interrupts from the INIC. The first when it indicates the small amount of data 
and the second after it has finished filling in the host memory given to it. A drastic 
reduction from the 33/64k SMB request that we estimate at the beginning of this section. 

On transmit, we actually only receive a single interrupt when the send command that has 
been given to the INIC completes. 

2.2.4 Transport Layer Interface Summary 

Having now established our interaction with Microsoft's TDI interface, we have achieved 
our goal of landing most of our data directly into its final destination in host memory. 
We have also managed to transmit all data from its original location on host memory. 
And finally, we have reduced our interrupts to 2 per 64k SMB read and 1 per 64k SMB 
write. The only thing that remains in our list of objectives is to design an efficient host 
(PCI) interface. 

2.3 Host (PCI) Interface 

In this section we define the host interface. For a more detailed description, refer to the 
"Host Interface Strategy for the Alacritech JNIC" section (Heading 3). 

2.3.1 Avoid PCI reads 

One of our primary objectives in designing the host interface of the INIC was to 
eliminate PC! reads in either direction. PC! reads are particularly inefficient in that they 
completely stall the reader until the transaction completes. As we noted above, this could 
hold a CPU up for several microseconds, a thousand times the time typically required to 
execute a single instruction. PCl writes on the other hand, are usually buffered by the 
memory-bus¢> PCI-bridge allowing the writer to continue on with other instructions. 
This technique is known as "posting". 

2.3.1.1 Memory-based status register· 

The only PCI read that is required by most NICs is the read of the interrupt status 
register. This register gives the host CPU infonnation about what event has caused ~ 
inteilllpt (if any). In the design of our INIC we have elected to place this necessary status 
register into host memory. Thus, when an event occurs on the INIC, it writes the status 

register to an agreed upon location in host memory. The correspondihg driver on the host 
reads this local register to determine the cause of the interrupt. The interrupt lines are 
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held high until the host clears the interrupt by writing to the INIC's Interrupt Clear 
Register. Shadow registers are maintained on the INIC to ensure that events are )lot lost. 

2.3.1 .2 Buffer Addresses are pushed to the INIC 

Since it is imperative that our INIC operate as efficiently as possible, we must also avoid 
PCl reads from the INlC. We do this by pushing our receive buffer addresses to the 
INIC. A$ mentioned at the beginning of this section, most NICs work on a descriptor 
queue algorithm in which the NIC reads a descriptor from main memory in order to 
detennine where to place the next frame. We will instead write receive buffer addresses 
to the INIC as receive buffers are filled. In order to avoid having to write to the lNJC for 
every receive frame, we instead allow the host to pass off a pages worth (4k) of buffers in 
a single write. 

2.3.2 Support small and large buffers on receive 

In order to reduce further the number of writes to the INIC, and to reduce the amount of 
memory being used by the host, we support two different buffer sizes. A small buffer 
contains roughly 200 bytes of data payload, as well as extra fields containing status about 
the received data bringing the total size to 256 bytes. We can therefore pass 16 of these 
small buffers at a time to the INIC. Large buffers are 2k in size. They are used to 
contain any fast or slow-path data that does not fit in a small buffer. Note that when we 
have a large fast-path receive, a small buffer will be used to indicate a small piece of the 
data. while the remainder of the data will be DMA'd directly into memory. Large 
buffers are never passed to the host by themselves, instead lbey are always accompanied 
by a small buffer which contains status about the receive along with the large buffer 
address. By operating in the manner, the driver must only maintain and process the small 
buffer queue. Large buffers are returned to the host by virtue of being attached to small 
buffers. Since large buffers are 2k in size they are passed to the INIC 2 buffers at a time. 

2.3.3 Command and response buffers 

tn addition to needing a manner by which the INIC can pass incoming data to us, we also 
need a manner by which we can instruct the INIC to send data. Plus, when the INIC 
indicates a small amount of data in a large fast-path receive, we need a method of passing 
back the address or addresses in which to put the remainder of the data. We accomplish 
both of these with the use of a command buffer. Sadly, the command buffer is the only 
place in which we must violate our rule of only pushing data across PCI. For the 
command buffer, we write the address of command buffer to the INIC. The INIC then 
reads the contents of the command buffer into its memory so that it can execute the 
desired command. Since a command may take a relatively long time to complete, it is 
unlikely that command buffers will complete in order. For this reason we also maintain a 
response buffer queue. Like the small and large receive buffers, a page worth of response 
buffers is passed to the INIC at a time. Response buffers are only 32 bytes, so we have to 
replenish the INIC's supply of them relatively infrequently. The response buffers only 
purpose is to indicate the completion of the designated command buffer, and to pass 
status about the completion. 
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2.4 Examples 

In this section we will provide a couple of examples describing some of the differing data 
flows that we might see on the Alacritech INJC. 

2.4. l Fast-path 56k NetBIOS session message 

Let's say a 56k NetBIOS session message is received on the INIC. The first segment will 
contain the NetBIOS header, which contains the total NetBIOS length. A small chunk of 
this first segment is provided to the host by filling in a small receive buffer, modifying 
the interrupt status register on the host, and raising the appropriate interrupt line. Upon 
receiving the interrupt, the host will read the ISR, clear it by writing back to the INIC's 
Interrupt Clear Register, and will then process its small receive buffer queue looking for 
receive buffers to be processed. Upon finding the small buffer, it will indicate the small 
amount of data up to the client to be processed by NetBIOS. It will also, if necessary, 
replenish the receive buffer pool on the INIC by passing off a pages worth of small 
buffers. Meanwhile, the NetBIOS client will allocate a memory pool large eno4gh to 
hold the entire NetBIOS message, and will pass this address or set of addresses Clown to 
the transport driver. The transport driver will allocate an INIC command buffer, fill it in 
with the list of addresses, set the command type to tell the INIC that this is whei:e to put 
the receive data, and then pass the command off to the INIC by writing to the command 
register. When the INIC receives the command buffer, it will DMA the remainder of the 
NetBIOS data, as it is received, into the memory address or addresses designated by the 
host. Once the entire NetBIOS transaction is complete, the INIC will complete the 
command by writing to the response buffer with the appropriate status and command 
buffer identifier. 

In this example, we have two interrupts, and all but a couple hundred bytes are DMA'd 
directly to their final destination. On PCI we have two interrupt status register writes, 
two interrupt clear register writes, a command register write, a command read, and a 
response buffer write. · 

With a standard NIC this would result in an estimated 30 interrupts, 30 interrupt register 
reads, 30 interrupt clear writes, and 58 descriptor reads and writes. Plus the data will get 
moved anywhere from 4 to 8 times across the system memory bus. 

2.4.2 Slow-path receive 

If the INIC receives a frame that does not contain a TCP segment for one of its TCB's, it 
simply passes it to the host as if it were a dumb NIC. If the frame fits into a small buffer 
(-200 bytes or less), then it simply fills in the small buffer with the data and notifies the 
host. Otherwise it places the data in a large buffer, writes the address of the large buffer 
into a small buffer, and again notifies the host. The host, having received the ~terrupt 
and found the completed small buffer, checks to see if the data is contained in ¢.e small 
buffer, and if not, locates the large buffer. Having found the data, the host will then pass .( 
the frame upstream to be processed by the standard protocol stack. It must also replenish 
the INIC's small and large receive buffer pool if necessary. 
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With the INIC, this will result in one interrupt, one interrupt status register write and one 
interrupt clear register write as well as a possible small and or large receive buffer 
register write. The data will go through the normal path although if it is TCP data then 
the host will not have to perform the checksum. 

With a standard NIC this will result in a single interrupt, an interrupt status register read, 
an interrupt clear register write, and a descriptor read and write. The data will get 
processed as it would by the INIC, except for a po:>sible extra checkswn. 

2.4.3 Fast-path 400 byte send 

In this example, lets assume that the client has a small amount of data to send. It will 
issue the TOI Send to the transport driver which will allocate a command buffer, fill it in 
with the address of the 400 byte send., and set the command to indicate that it is a 
transmit. It will then pass the command off to the INIC by writing to the command 
register. The INIC will then DMA the 400 bytes into its own memory, prepare a frame 
with the appropriate checksums and headers, and send the frame out on the wire. After it 
has received the acknowledgement it will then notify the host of the completion by 
writing to a response buffer. 

With the lNIC, this will result in one interrupt, one interrupt status register write, one 
interrupt clear register write, a command buffer register write a command buffer read, 
and a response buffer write. The data is DMA'd directly from the system memory. 

With a standard NIC this will result in a single interrupt, an interrupt status register read, 
an interrupt clear register write, and a descriptor read and write. The data would get 
moved across the system bus a minimum of 4 times. The resulting TCP ACK of the data, 
however, would add yet another interrupt, another interrupt status register read, interrupt 
clear register write, a descriptor read and write, and yet more processing by the host 
protocol stack. 

3 Host Interface Strategy for the Alacritecb INIC 

This section describes the host interface strategy for the Alacritech Intelligei:it Network 
Interface Card (INIC). The goal of the Alacritech INIC is to not only process network 
data through TCP, but also to provide zero-copy support for the SMP upper-laypr 
protocol. It achieves this by supporting two paths for sending and receiving data, the fast
path and the slow-path. The fast path data flow corresponds to connections that are 
maintained on the NIC, while slow-path traffic corresponds to network data for which the 
NlC does not have a connection. The fast-path flow works by passing a header to the host 
and subsequently holding further data for that connection on the card until the host 
responds via an INIC command with a set of buffers into which to place the accumulated 
data. In the slow-path data flow, the INIC will be operating as a "dumb" NIC, so that 
these packets are simply dumped into frame buffers on the host as they arrive. To do 
either path requires a pool of smaller buffers to be used for headers and a pool of data 
buffers for frames/data that are too large for the header buffer, with both pools being 
managed by the INIC. This section discusses how these two pools of data are managed 
as well as bow buffers are associated with a given context. 
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3.1 Receive Interface 

The varying requirements of the fast and slow paths and a desire to save PCI bandwidth 
are the driving forces behind the host interface that is described herein. As mentioned 
above, the fast-path flow puts a header into a header buffer that is then foiwarded to the 
host. The host uses the header to detennine what further data is following, allocates the 
necessary host buffers, and these are passed back to the INIC via a command to the INIC. 
The INIC then fills these buffers from data it was accumulating on the card and notifies 
the host by sending a response to the command. Alternatively, the fast-path may receive 
a header and data that is a complete request, but that is also too large for a header buffer. 
This results in a header and data buffer being passed to the host. This latter flow is 
identical to the slow-path flow, which also puts all the data into the header buffer or, if 
the header is too small, uses a large (2K) host buffer for all the data. This means that on 
the unsolicited receive path, the host will only see either a header buffer or a header and 
at most, one data buffer. Note that data is never split between a header and a data buffer. 
The diagram below illustrates both situations: 

Header buffer descriptors 

Header a 

Headab 

Header buffers 

Status 

t TCP / SMB 
Headers 

(fast·path) 

Status 

DA A 
buffer handle 

(slow·path} 

Data buffers 

Data buffer descriptors 
DATA 

Since we want to fill in the header buffer with a single DMA, the header must be the last 
piece of data to be written to the host for any received transaction. 

3.1. l Receive Interface Details 

' 
3.1.2 Header Buffers · 

Header buffers in host memory are 256 bytes long, and are aligned on 256 byte 
boundaries. There will be a field in the header buffer indicating it bas valid data. This 
field will initially be reset by the host before passing the buffer descriptor to the INIC. A 
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3.1 Receive Interface

The varying requirements ofthe East and slow paths and a desire to save PC! bandwidth
are the driving forces behind the host interface that is deauibed herein. As mentioned
above, the fast-path flow puts a header into a header buffer that is then forwarded to the
host. The host uses the header to determine what further data is follwing. allocates the
necessary host buffers, and these are passed back to the [MC via a eonunand to the INIC.
The Mic then fills these heifers from data it was accumulating on the card and notifies
the host by sending a response to the command. Alternatively. the fast-path may receive
a header and data that is a complete request. but that i also too large for a header buffer.
This results in a header and data buffer being passed to the host. This latter flowis
identical to the slow-path flow, Which also puts all the data into the header buffer or, if
the header is too mall. uses a large (2K) host buffer for all the data. This means that on
the unsolicited receive path, the host will only see either a header butter or a header and
at most. one data bufi'er. Note that data is never split betwaen a header and a data bufl‘er.
The diagram below illustrates both situations:

Header butter descriptors Header bufierl

AthIZI’FE3133‘Il-‘QBU'EJ 
Since we want to fill in the header buffer with a single DMA. the header must be the last
piece of data to be written to the host for any received transmion.

3.1.1 Receivelnterfaee Details

3.1.2 Header Bufl‘ers

Header bufi‘ers in host memory are 256 bytes long. and are aligned on 256 byte
boundaries. There will be a field in the header buffer indicating it has valid data. This
field will initially be reset by the host before passing the buffer descriptor to the IINIC. A
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set of header buffers are passed from the host to the INIC by the host writing to tbe 
Header Buffer Address Register on the INIC. This register is defined as follows: 

Bits 31-8 Physical address in host memory of the first of a set of contiguous 
header buffers 
Bits 7-0 Number of header buffers passed. 
In this way the host can, say, allocate 16 buffers in a 4K page, and pass all 16 buffers to 
the INIC with one register write. The INIC will maintain a queue of these header 
descriptors in the SmalllIType queue in it's own local memory, adding to the end of the 
queue every time the host writes to the Header Buffer Address Register. Note tliat the 
single entry is added to the queue; the eventual dequeuer will use the count after 
extracting that entry. 

Tbe header buffers, will be used and returned to the host in the same order that they were 
given to the INIC. The valid field will be set by the INIC before returning the buffer to 
the host. In this way a PCI interrupt, with a single bit in the interrupt register, may be 
generated to indicate that there is a header buffer for the host to process. When servicing 
this interrupt, the host will look at its queue of header buffers, reading the valid field to 
determine how many header buffers are to be processed. 

3 .1.3 Receive Data Buffers 

Receive data buffers in host memory are aligned to page boundaries, assumed here to be 
2K bytes long and aligned on 4K page boundaries, 2 buffers per page. In order to pass 
receive data buffers to the INIC, the host must write to two registers on the INlC. The 
first register to be written is the Data Buffer Handle Register. The buffer handle is not 
significant to the INIC, but will be copied back to the host to return the buffer to the host. 
The second register written is the Data Buffer Address Register. This is the physical 
address of the data buffer. When both registers have been written, the INIC wiU add the 
contents of these two registers to FreeType queue of data buffer descriptors. Note that 
the INIC host driver sets the handle register first, then the address register. There needs to 
be some mechanism put in place to ensure the reading of these registers does not get out 
of sync with writing them. Effectively the INlC can read the address register fir.st and 

. save its contents, then read the handle register. It can then lock the register pair in some 
manner such that another write to the handle register is not permitted until the e<urrent 
contents have been saved. Both addresses extracted from the registers are to be written to 
the FreeType queue. The INIC will extract 2 entries each time when dequeuing. 

Data buffers will be allocated and used by the INIC as needed. For each data buffer used 
by a slow-path transaction. the data buffer handle will be copied into a header buffer. 
Then the header buffer will be returned to the host. 

3.2 Transmit Interface 

3.2. l Transmit Interface Overview 

The transmit interface, like the receive interface, bas been designed to minimize the 
amount of PCI bandwidth and latencies. In order to transmit data, the host will transfer a 
command buffer to the INIC. This collUl1and buffer will include a command buffer 

Provisional Pat. App. of Alacritccb, lnc. 
!oven.tors Laureo.ce B. Boucher et al. 

Ex.press Mail Label# EH756230l05US 

14 

ALA001 38400 

INTEL Ex.1031.018



• 

handle, a command field, possibly a TCP context identification, and a list ofphysicaJ data 
pointers. The command buffer handle is defined to be the first word of the command 
buffer and is used by the host to identify the command. This word will be passed back to 
the host in a response buffer, since commands may complete out of order, and the host 
will need to know which command is complete. Commands will be used for many 
reasons, but primarily to cause the INIC to transmit data, or to pass a set of buffers to the 
INIC for input data on the fast-path as previously discussed. 

Response buffers are physical buffers in host memory. They arc used by the JNIC in the 
same order as they were given to it by the host. This enables tho host to know which 
response buffer(s) to next look at when the INIC signals a command completion. 

Command 
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handle, a command field, possibly a TCP context idmtificatiorl. and a list of physical data
pointers. The coulde heifer handle is defined to be the first. word of the command

buffer and is used by {he host In identify the command. This word will be passed back to
the host in a response bufi'm', since commands may complete out of order, and the host
will need to blow which command is complete. Commands will be used for many
reasons. but primarily to cause the NC to transmit data. or to pass a set of bufi'm to the
NC for input dam on the fast-path as previously 6iscussed.

Response buffers are physical buffers in host memory. They are used by the [MC in the
same order as they were given to it by the host. This enables the host to know which
response bufferm lo next look at when the INIC signals a command Completion.
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3.2.2 Transmit Interface Details 

3.2.2.1 Command Buffers 

Command buffers in host memory are a multiple of 32 bytes, up to a maximum of lK 
bytes, and are aligned on 32 byte boundaries. A command buffer is passed to the INIC 
by writing to one of 5 Command Buffer Address Registers. These registers are defined as 
follows: 

Bits 31-5 
Bits 4-0 
32 bytes) 

Physical address in host memory of the command buffer. 
Length of command buffer in bytes I 32 (i.e. number of multiples of 

This is the physical address of the command buffer. The register to which the command 
is written predetermines the XMT interface number, or if the command is for the RCV 
CPU; hence there will be 5 of them, 0- 3 for XMT and 4 for RCV. When one of these 
registers has been written, the INIC will add the contents of the register to it's own 
internal queue of command buffer descriptors. The first word of all command buffers is 
defined to be the command buffer handle. It is the job of the utility CPU to extract a 
command from its local queue, DMA the command into a small INIC buffer (from the 
FreeSType queue), and queue that buffer into the Xmit#Type queue, where# is 0 - 3 
depending on the interface, or the appropriate RCV queue. The receiving CPU will 
service the queues to perform the commands. When that CPU has completed a command, 
it extracts the command buffer handle and passes it back to the host via a response buffer. 

3.2.2.2 Response Buffers 

Response buffers in host memory are 32 bytes long and aligned on 32 byte boundaries. 
They are handled in a very similar fashion to header buffers. There will be a field in the 
response buffer indicating it has valid data. This field will initially be reset by the host 
before passing the buffer descriptor to the INIC. A set of response buffers are passed 
from the host to the INIC by the host writing to the Response Buffer Address Register on 
the INIC. This register is defined as follows: 

Bits 31-8 Physical address in host memory of the first of a set of contiguous 
response buffers 
Bits 7-0 Number of response buffers passed. 

In this way the host can, say, allocate 128 buffers in a 4K page, and pass all 12~ buffers 
to the INIC with one register write. Tue INIC will maintain a queue of these header 
descriptors in it's ResponseType queue, adding to the end of the queue every time the 
host writes to the Response Buffer Address Register. The INIC writes the extracted 
contents including the count. to the queue in exactly the same manner as for the header 
buffers. 

The response buffers can be used and returned to the host in the same order that they 
were given to the INIC. The valid field will be set by the INIC before returning the buffer 
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to the host. In this way a PCI interrupt, with a single bit in the interrupt register, may be 
generated to indicate that there is a response buff er for the host to process. When 
servicing this interrupt, the host will look at its queue of response buffers, reading the 
valid field to determine how many response buffers are to be processed. 

3.2.3 Interrupt Status Register I Interrupt Mask Register: 

The fo llowing is the general format of this register: 

ERR 
RCV 
XMT 

31 

I I 

RMISS ----

Error bits are set 
RCV has occurred. 
Command bas been completed 

Rev drop occurred due to no buffers 

0 

The setting of any bits in the ISR will cause an interrupt, provided the corresponding bit 
in the Interrupt Mask Register is set. The default setting for the CMR is 0. 

The IN1C is configured so that the host should never need to directly read the ISR from 
the INIC. To support this, it is important for the host/INIC to arrange a buffer area in host 
memory into which the ISR is dumped. The address and size of that area ca be passed to 
the INIC via a command on the XMT interface. That command will also specify the 
setting for the IMR. Until the INIC receives this command, it will not DMA the ISR to 
host memory, and no events will cause an interrupt. The host could if necessary, read the 
ISR directly from the INIC in this case. 

For the host to never have to actually read the register from the INIC itself, it is necessary 
for the INIC to update this host copy of the register whenever anything in it changes. The 
host will Ack (or deassert) events in the register by writing the register with O's in 
appropriate bit fields . So that the host does not miss events, the following scheme has 
been developed: 

The INIC keeps a local copy of the register whenever it DMAs it to the host i.e. after 
some event{s). Call this COPY A Then the INIC starts accumulating any new events not 
reflected in the host copy in a separate word. Call this NEWA. As the host clears bits by 
writing the register back with those bits set to zero, the INIC clears these bits in COPY A 
(or the host write-back goes directly to COPY A). If there are new events in NEW A, it 
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to the host in this way a PCI interrupt, with a single bit in the interrupt register. may be
generated to indicate that there is a responSe buffer for the host to process. When
servicing this intermpt, the host will look at its queue of response buffers. reading the
vlid field to detennine how many response buffers are to be processed.

3.2.3 Interrupt Status Register 1 Interrupt Mask Register:

The following is the general format of this register:

31 0

m

ERR "' Error hits are set
RCV — RCV has occinrcd.
XMT ' Command has been completed

RMISS Rev drop occurred due to no buffers

The setting of any bits in the ISR will cause an interrupt, provided the corresponding bit
in the Interrupt Mask Register is set. The defmrlt setting for the [MR is 0.

The lNlC is configured so that the host should never need to directly read the [SR Earn
the lNlC. To support this, it is important for the host/INK? to arrange a bufi'er area in host
memory into which the ISR is dumped. The address and size of that area ea be passed to
the MC via a conunand on the XM'l‘ interface. That command will also specify the
setting for the IMR. Until the [NIC receives this command, it will not DMA lhe [SE to
host memory. and no events will cause an interrupt. The host could ifneeessary. read the
ISR directly Earn the IMC in this case.

.i‘liphT‘l'lT‘{IDETGUUEE
For the host to never have to actually read the register from the MC itself, it is necessary
for the NC to update this host copy ofthe register whenever anything in it changes. The
host will Ask (or deassert) events in the register by writing the register With Us in
appropriate bit fields. So that the host does not miss events. the following scheme has
been developed:

The [NIC keeps a local copy ofthe register whenever it DMAs it to the host i.e. after
some revenue). Call this. COPYA Then the [MC starts accumulating any new events not
reflected in the host copy in a separate word. Call this NEWA. As the host clears bits by
writing the register back with those bits set to zero, the MC clears these bits in COPYA
(or the host write-back goes directly to COPYA). lithere are new events in NEWA, it
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ORs them with COPY A, and DMAs this new ISR to the host. This new ISR then replaces 
COPY A, NEW A is cleared and the cycle then repeats. 

3.2.4 Register Addresses 

For the sake of simplicity, in this example the registers are at 4-byte increments from 
whatever the base address is. Hence: 

ISR 
IMR 
HBAR 
DBHR. 
OBAR 
CB ARO 
CBARl 
CBAR2 
CBAR3 
CBAR4 
RBAR 

OxO 
Ox4 
Ox8 
OxC 
OxlO 

Ox28 

Ox14 
Oxl8 
OxlC 
Ox20 
Ox24 

Interrupt Status 
Interrupt Mask 
Header Buffer Address 
Data Buffer Handle 
Data Buffer Address 

Command Buffer Address XMTO 
Command Buffer Address XMTl 
Command Buffer Address XMT2 
Command Buffer Address XMT3 
Command Buffer Address RCV 

Response Buffer Address 

4 Alacritech TCP (ATCP) Design Specification 

This section outlines the design specification for the Alacritech TCP (ATCP) transport 
driver. The ATCP driver consists of three components: 

1. The bulk of the protocol stack is based on the FreeBSD TCP/IP protocol stack. 
This code performs the Ethernet, ARP, IP, ICMP, and (slow path) TCP processing 
for the driver. 

2. At the top of the protocol stack we introduce an NT filter driver used to intercept 
TDI requests destined for the Microsoft TCP driver. 

3. At the bottom of the protocol stack we include an NDIS protocol-driver interface 
which allows us to communicate with the INIC mini port NDIS driver beneath the 
ATCP driver. 

This section covers each of these topics, as well as issues common to the entire ATCP 
driver. 

4.1 Coding style 

In order to ensure that our ATCP driver is written in a consistent manner, we have 
adopted a set of coding guidelines. These guidelines are introduced with the philosophy 
that we should write code in a Microsoft style since we are introducing an NT-pased 
product. The guidelines below apply to all code that we introduce into our driver. Since 
a very large portion of our ATCP driver will be based on FreeBSD, and since we are 
somewhat time-constrained on our driver development, the ported FreeBSD co:de will be 
exempt from these guidelines. 
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1. Global symbols - All function names and global variables in the ATCP driver 
should begin with the "ATK" prefix (ATKSendO for instance). 

2. Variable names - Microsoft seems to use capital letters to separate multi-word 
variable names instead of underscores (VariableName instead ofvariable_.:name). 
We should adhere to this style. 

3. Structure pointers - Microsoft typedefs all of their structures. The structure types 
are always capitals and they typedef a pointer to the structure as "P"<nam~ as 
follows: 

typedef struct _FOO { 
INT bar; 

} FOO, *PFOO; 
We will adhere to this style. 

4. Function calls - Microsoft separates function call arguments on separate lines: 
X=foobar( 

argument!, 
argument2, 
); 

We will adhere to this style. 

5. Comments - While Microsoft seems to alternatively use II and/* *I comment 
notation, we will exclusively use the/* *I notation. 

6. Function comments - Microsoft includes comments with each function that 
describe the function, its arguments, and its return value. We will also include 
these comments, but will move them from within the function itself to just prior to 
the function for better readability. 

7. Function arguments - Microsoft includes the keywords IN and OUT when 
defining function arguments. These keywords denote whether the function 
argument is used as an input parameter, or alternatively as a placeholder for an 
output parameter. We will include these keywords. 

8. Function prototypes- We will include function prototypes in the most logical 
header file corresponding to the .c file. For example, the prototype for function 
foo{) found in foo.c will be placed in foo.b. 

9. Indentation - Microsoft code fairly consistently uses a tabstop of 4. We will do 
likewise. 

10. Header file #ifndef - each header file should contain a #ifndefl#defi.ne/#endif 
which is used to prevent recursive header file includes. For example, foo:h would 
include: 

#ifndef _FOO _H_ 
#define _FOO_H_ 
<foo.h contents .. > 
#endif /* _ FOO_H_ */ 

Note the NAME H format. 
11. Each file must contain a comment at the beginning which includes the $1~$ as 

follows: 
I* 
*$Id$ 
*I 
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CVS (RCS) will expand this keyword to denote RCS revision. timestamps, author, 
etc. 

4.2 SMP 

This section describes the process by which we will make the ATCP driver SMP safe. 

The basic rule for SMP kernel code is that any access to n memory variable must be 
protected by a lock that prevents a competing access by code running on another 
processor. Spinlocks are the normal locking method for code paths which do not take a 
long time lo execute (and which do not sleep.) 

In general each instance of a structure will include a spinlock. which must be acquired 
before members of that structure are accessed, and held while a function is accessing that 
instance of the structure. Structures which are logically grouped together may be 
protected by a single spinlock: for example, the 'in_pcb' structure, 'tcpcb' structure, and 
'socket' structure which together constitute the administrative information for a TCP 
connection will probably be collectively managed by a single spinlock in the 'socket' 
structure. 

In addition, every global data structure such as a list or bash table must also have a 
protecting spinlock which must be held while the structure is being accessed or modified. 
The NT DOK in fact provides a number of convenient primitives for SMP-safe list 
manipulation, and it is recommended that these be used for any new lists. Existing list 
manipulations in the FreeBSD code can probably be left as-is to minimize code 
disturbance, except of course that the necessary spinlock acquisition and release must be 
added around them. 

Spinlocks should not be held for long periods of time, and most especially, must not be 
held during a sleep, since this will lead to deadlocks. There is a significant deficiency in 
the NT kernel support for SMP systems: it does not provide an operation which allows a 
spinlock to be exchanged atomically for a sleep lock. Thjs would be a serious problem in 
a UNIX environment where much of the processing occurs in the context of the user 
process which initiated the operation. (The spinlock would have to be explicitly released, 
followed by a separate acquisition of the sleep lock: creating an unsafe window.) 

The NT approach is more asynchronous, however: IRPs are simply marked as 
'PENDING' when an operation cannot be completed immediately. The calling thread 
does NOT sleep at that point: it returns, and may go on with other processing. Pending 
IRPs are later completed, not by waking up the thread which initiated them, bul by an 
'IoCompleteRequest' call which typically runs at DISPATCH level in an arbitrary 
context. 

Thus we have not in fact used sleep locks anywhere in the design of the ATCP driver, 
hoping the above issue will not arise. 

4.3 Data Oow overview 
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The ATCP driver supports two paths for sending and receiving data, the fast-path and the 
slow-path. The fast-path data flow corresponds to connections that are maintained on the 
INIC, while slow-path traffic corresponds to network data for which the INlC does not 
have a connection. In order to set some groundwork for the rest of this section, these two 
data paths are summarized here. 

4.3.1 Fast-path input data flow 

There are 2 different cases to consider: 

l. NETBIOS traffic (identifiable by port number.) 
2. Everything else. 

4.3. l.1 NETBIOS input 

As soon as the INlC has received a segment containing a NETBIOS header, it will 
forward it up to the TCP driver, along with the NETBIOS length from the header. (In 
principle the host could get this from the header itself, but since the INIC bas already 
done the decode, it seem reasonable to just pass it) 

From the TOI spec, the amount of data in the buffer actually sent must be at least 128 
bytes. For small SMBs, all of the received SMB should be forwarded; it will be absorbed 
directly by the TDI client without any further MDL exchange. Experiments tracing the 
TDI data flow show that the NETBIOS client directly absorbs up to 1460 bytes: the 
amount of payload data in a single Ethernet frame. Thus the initial system specifies that 
the INIC will indicate anything up to a complete segment to the ATCP driver. [See note 
(1 )] 

Once the INIC has passed up an indication with an NETBIOS length greater than the 
amount of data in the packet it passed, it will continue to accumulate further incoming 
data in DRAM on the INIC. Overflow ofINIC DRAM buffers will be avoided by using 
a receive window on the INIC at this point, which can be 8K. 

On receiving the indicated packet, the ATCP driver will call the receive bandier 
registered by the TD! client for the connection, passing the actual size of the data in the 
packet from the INIC as "bytes indicated" and the NETBIOS length as "bytes available." 
[See note (2)). 

In the "large data input" case, where "bytes available" exceeds the packet length, the TOI 
client will then provide an MDL, associated with an IRP, which must be completed when 
this MDL is filled. (This IRP/MDL may come back either in the response to TCP's call of 
the receive handler, or as an explicit TOI_ RECEIVE request.) 

The ATCP driver will build a "receive request" from the MDL information, and pass this 
to the INIC. This request will contain: 

• The TCP context identifier. 
• Size and offset information. 
• A list of physical addresses corresponding to the MDL pages. 
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• A context field to allow the ATCP driver to identify the request on completion. 
• "Piggybacked" window update information (this will be discussed in section 6.1.3.) 

Note: the ATCP driver must copy any remaining data (which was not taken by the 
receive handler) from the segment indicated by the INlC to the start of the MDL, and 
must adjust the size & offset information in the request passed to the INIC to account for 
this. 

The INlC will fill the given page(s) with incoming data up to the requested amount, and 
respond to the ATCP driver when this is done [see note (3)). If the MDL is large, the 
INIC may open up its advertised receive window for improved throughput while filling 
the MDL. 

On receiving the response from the INIC, the ATCP driver will complete the IRP 
associated with this MDL, to tell the TDI client that the data is available. 

At this point the cycle of events is complete, and the ATCP driver is now waiting for the 
next header indication. 

4.3.1.2 Other TCP input. 

In the general case we do not have a higher-level protocol header to enable us to predict 
that more data is coming. So on non-NETBIOS connections, the INIC will just 
accumulate incoming data in INIC DRAM up to a quantity of 8K in this example. Again, 
a maximum advertised window size, which may be 16K., will be used to prevent overflow 
ofJNIC DRAM buffers. 

When the prescribed amount bas been accumulated, or when a PSH flag is seen, the INIC 
will indicate a small packet which may be 128 bytes of the data to the ATCP driver, 
along with the total length of the data accumulated in INIC DRAM. 

On receiving the indicated packet, the ATCP driver will call the receive handler. 
registered by the IDI client for the connection, passing the actual size of the data in the 
packet from the INIC as "bytes indicated" and the total INIC-buffer length as "bytes 
available." 

As in the NETBIOS case, if"bytes available" exceeds "bytes indicated", the TDI client 
will provide an !RP with an tvIDL. The ATCP driver will pass the MDL to the INIC to 
be filled, as before. The INIC will reply to the ATCP driver, which in tum will complete 
the IRP to the TDI client. 

Using an MDL from the client avoids a copy step. However, if we can only buffer 8K 
and delay indicating to the ATCP driver until we have done so, a question arises 
regarding further segments coming in, since INIC DRAM is a scarce resource. We do not 
want to ACK with a zero-size window advertisement: this would cause the transmitting 
cod to go into persist state, which is bad for throughput. If the transmitting end is also our 
INIC, this results in having to implement the persist timer on the INIC, which we do not 
wish to do. Instead for large transfers (i.e. no PSH flag seen) we will not send an ACK 

Provisional Pal. App. of Alacrilech, Inc. 22 
Inventors Laurence B. Boucher et al. 

Express Mail Label# EH75623010SUS 

ALA001 38408 

INTEL Ex.1031.026



. . 
until the host has provided the MDL, and also, to avoid stopping the transmitting end, we 
will use a receive window of twice the amount we will buffer before calling the host. 
Since the host comes back with the MDL quite quickly (measured at< 100 
microseconds), we do not expect to experience significant overruns. 

4.3. l .3 INIC Receive window updates 

If the INIC "owns" an MDL provided by the TD! client (sent by ATCP as a receive 
request), it will treat this as a "promise" by the TOI client to accept the data placed in it, 
and may therefore ACK incoming data as it is filling the pages. 

However, for small requests, there will be no "MDL returned by the TOI client: it absorbs 
all of the data directly in the receive callback function. We need to update the INIC's 
view of data which has been accepted, so that it can update its receive window. in order 
to be able to do this, the ATCP driver will accumulate a count of data which has·been 
accepted by the TOI client receive callback function for a connection. 

From the INIC's point of view, though, segments sent up to the ATCP driver are just 
"thrown over the wall"; there is no explicit reply path. We will therefore "piggyback" the 
update on requests sent out to the INIC. Whenever the ATCP driver has outgoing data 
for that connection, it will place this count in a field in the send request (and then clear 
the counter.) Any receive request (passing a receive MDL to the INIC) may also be used 
to transport window update info in the same way. 

Note: we will probably also need to design a message path whereby the ATCP driver can 
explicitly send an update of this ''bytes consumed" information (either when it exceeds a 
preset threshold or if there are no requests going out to the INIC for more than a given 
time interval), to allow for possible scenarios in which the data stream is entirely one
way. 

4.3.1.4 Notes 

1) The PSH flag can help to identify small S1-ffi requests that fit into one segn:;ient. 

2) Actually, the observed "bytes available" from the NT TCP driver to its client's 
callback in this case is always 1460. The NETBIOS-aware TOI client presu,mably 
calculates the size of the MDL it will return from the NETBIOS header. So strictly 
speaking we do not need the NETBIOS header length at this point: just an indication 
that this is a header for a "large" size. However, we *do"' need an actual "bytes 
available" value for the non-NETBIOS case, so we may as well pass it. 

3) We observe that the PSH flag is set in the segment completing each NETBIOS 
transfer. The INIC can use this to determine when the current transfer is complete 
and the MDL should be returned. It can, at least in a debug mode, sanity check the 
amount of received data against what is expected, though. 
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4.3.2 Fast-path output data flow 

The fast-path output data flow is similar to the input data-flow, but simpler. In this case 
the TDI client will provide a MDL to the ATCP driver along with an IRP to be C9IDpleted 
when the data is sent. The ATCP driver will then give a request (corresponding to the 
MDL) to the INIC. This request will contain: 

• The TCP context identifier. 
• Size and offset information. 
• A list of physical addresses corresponding to the MDL pages. 
• A context field to allow the ATCP driver to identify the request on completion. 
• "Piggybacked" window update information (as discussed in section 6.1.3.) 

The INIC will copy the data from the given physical location(s) as it sends the 
corresponding network frames onto the network. When all of the data is sent, the INIC 
will notify the host of the completion, and the ATCP driver will complete the IRP. 

Note that there may be multiple output requests pending at any given time, since SMB 
allows multiple SMB requests to be simultaneously outstanding. 

4 .3.3 Slow-path data flow 

For data for which there is no connection being maintained on the INIC, we will have to 
perform all of the TCP, IP, and Ethernet processing ourselves. To accomplish this we 
will port the FreeBSD protocol stack. 
1n this mode, the INIC will be operating as a "dumb NlC"; the packets which pass over 
the NDIS interface will just contain MAC-layer frames. 

The MBUFs in the incoming direction will in fact be managing NDJS-allocated, packets. 
In the outgoing direction. we need protocol-allocated MBUFs in which to assemble the 
data and headers. The MFREE macro must be cognizant of the various types of MBUFs, 
and "do the right thing" for each type. (See more extensive discussion ofMBUFs in 
section XXX.) 

We will retain a (modified) socket structure for each connection. containing the socket 
buffer fields expected by the FreeBSD code. The TCP code that operates on socket 
buffers (adding/removing MBUFs to & from queues, indicating acknowledged·& 
received data etc) will remain essentially unchanged from the FreeBSD base (though 
mosl of the socket functions & macros used to do this will need to be modified; these are 
the functions in kern/uipc_socket2.c) 

The upper socket layer (kem/uipc_socket.c), where the overlying OS moves data in and 
out of socket buffers. must be entirely re-implemented to work in TDT terms. Thus, 
instead of sosendQ, there will be a function that copies data from the MDL provided in a 
TDI_SEND call into socket buffer MBUFs. Instead ofsoreceivcQ, there will be a handler 
that calls the TDl client receive callback function, and also copies data from socket buffer 
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MBUFs into any MDL provided by the TDI client (either explicitly with the callback 
response or as a separate TDI_RECENE call.) 

We must note that there is a semantic difference between TDI_SEND and a writeO on a 
BSD socket. The latter may complete back to ~ts caller as soon as the data has been 
copied into the socket buffer. The completion of a TDI_SEND, however, implies that the 
data has actually been sent on the connection. Thus we will need to keep the TDI_SEND 
IRPs (and associated MDLs) in a queue on the socket until the TCP code indicates that 
the data from them has been ACK'd. 

4.3.4 Data Path Notes 

l . There might be input data on a connection object for which there is no receive 
handler function registered. This has not been observed, but we can probably just 
ASSERT for a missing handler for the moment. If it should happen, however, we 
must assume that the TDI client will be doing TOI_ RECEIVE calls on the 
connection. Ifwe can't make a callup at the ti.me that the indication from the INIC 
appears, we can queue the data and handle it when a TDl_RECEIVE does appear. 

2. NT has a notion of "canceling" IRPs. It is possible for us to get a "cancel" on an IRP 
corresponding to an MDL which bas been "handed" to the INIC by a send or receive 
request. We can handle this by being able to force the context back off the INlC, 
since IRPs will only get cancelled when the connection is being aborted. 

4.4 Context Passing Between ATCP and INIC 

4.4. l From ATCP to INlC 

There is a synchronization problem that must be addressed here. The ATCP driver will 
make a decision on a given connection that this connection should now be passed to the 
INJC. It builds and sends a command identifying this connection to the INIC. 

Before doing so, it roust ensure that no slow-path outgoing data is outstanding. This is 
not difficult; it simply pends and queues any new TDI_SEND requests and waits for any 
unacknowledged slow path output data to be acknowledged before initiating thb context 
pass operation. 

The problem arises with incoming slow-path data. If we attempt to do the context-pass in 
a single command handshake, there is a window during which the ATCP driver has send 
the context command, but the INIC has not yet seen this (or has not yet completed setting 
up its context.) During this time, slow-path input data frames could arrive and be fed into 
the slow-path A TCP processing code. Should that happen, the context information which 
the ATCP driver passed to the INIC is no ~,onger correct. We can simply abort the 
outward pass of the context in this event, but it seems better to have a reliable handshake. 

Therefore, the command to pass context from ATCP driver to INIC will be split into two 
halves, and there will be a two-exchange handshake. 
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The initial command from ATCP to INIC expresses an "intention" to hand out the 
context. It will include the source and destination IP addresses and ports, which will 
allow the INIC to establish a "provisional" context. Once it has this "provisional'~ context 
in place, the INIC will not send any more slow-path input frames for that src/dest IP/port 
combination (it will queue them. if any are received.) 

When the ATCP driver receives the response to this initial "intent" command, it knows 
that the INIC will send no more slow-path input. The ATCP driver then waits for any 
remaining unconsumed slow-path input data for this connection to be consumed iby the 
client. (Generally speaking there will be none, since the ATCP driver will not initiate a 
context pass while there is unconsumed slow-path input data; the handshake is simply to 
close the crossover window.) 

Once any such data has been consumed, we know things are in a quiescent state. The 
ATCP driver can then send the second, "commit" command to hand out the context, with 
confidence that the TCB values it is handing out (sequence numbers etc) are reliable. 

Note l: it is conceivable that there might be situations in which the ATCP driver decides, 
after having sent the original "intention" command, that the context is not to be passed 
after all. (E.g. the local client issues a close.) So we must allow for the possibility that 
the second command may be a "abort", which should cause the INIC to deallocate and 
clear up its "provisional" context. 

Note 2: to simplify the logic, the ATCP driver will guarantee that only one context may 
be in process of being handed out at a time: in other words, it will never issue another 
initial "intention" command until it has completed the second half of the handshake for 
the first one. 

4.4.2 From INIC to ATCP 

There are two possible cases for this: a context transfer may be initiated either by the 
ATCP driver or by the IN1C. 

However the machinery will be very similar in the two cases. If the ATCP driver wishes 
to cause context to be flushed from INIC to host, it will send a "flush" message, to the 
INIC specifying the context number to be flushed. Once the INIC receives this, it will 
proceed with the same steps as for the case where the flush is initiated by the INIC itself: 

• The INIC will send an error response to any current outstanding receive request it is 
working on (corresponding to an MDL into which data is being placed.) Before 
sending the response, it updates the receive command "length" field to reflect the 
amount of data which has actually been placed in the MDL buffers at the time of the 
flush. 

• Likewise it will send an error response for any current send request, again reporting 
the amount of data actually sent from the request. 

• The INIC will DMA the TCB for the context back to the host. (Note: part of the 
information provided with a context must be the address of the TCB in the host.) 
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• The INIC will send a "flush" indication to the host (very preferably via the regular 
input path as a special type of frame) identifying the context which is being flushed. 
Sending this indication via the regular input path ensures that it will arrive before any 
following slow-path frames. 

At this point, the INIC is no longer doing fast-path processing, and any further mcoming 
frames for the connection will simply be sent to the host as raw frames for the slow input 
path. 

The ATCP driver may not be able to complete the cleanup operations needed to resume 
normal slow path processing immediately on receipt of the "flush frame", since t;here may 
be outstanding send and receive requests to which it has not yet received a response. 

If this is the case, the ATCP driver must set a ')>end incoming TCP frames" flag in its 
per-connection context. The effect of this is to change the behavior oftcp_inputO. This 
runs as a function call in the context of ip_inputO, and normally returns only when 
incoming frames have been processed as far as possible (queued on the socket receive 
buffer or out-of-sequence reassembly queue.) However, if there is a flush pending and 
we have not yet completed resynchronization, we cannot do TCP processing and must 
instead queue input frames for TCP on a "holding queue" for the connection, to be picked 
up later when context flush is complete and normal slow path processing resumes. (This 
is why we want to send the "flush" indication via the normal input path: so that we can 
ensure it is seen before any following frames of slow-path input.) 

Next we need to wait for any outstanding "send" requests to be errored off: 

• The INIC maintains its context for the connection in a "zombie" state. As "send" 
requests for this connection come out of the INIC queue, it sends error responses for 
them back to the ATCP driver. (It is apparently difficult for the INIC to identify all 
command requests for a given context; simpler for it to just continue processing them 
in order, detecting ones that are for a "zombie" context as they appear.) 

• The ATCP driver has a count of the number of outstanding requests it has sent to the 
INIC. As error responses for these are received, it decrements this count, and when it 
reaches zero, the ATCP driver sends a "flush complete" message to the INIC. 

• When the INIC receives the "flush complete" message, it dismantles its "zombie" 
context. From the lNIC perspective, the flush is now completed. 

• When the ATCP driver has received error responses for all outstanding requests, it 
bas all the information needed to complete its cleanup. This involves completing any 
IRPs corresponding to requests which have entirely completed and adjusting fields in 
partially-completed requests so that send and receive of slow path data will Tesume at 
the right point in the byte streams. 

• Once all this cleanup is complete, the ATCP driver will loop pulling any "pended" 
TCP input frames off the "pending queue" mentioned above and feeding them into 
the normal TCP input processing. Once all input frames on this queue have·been 
cleared off, the "pend incoming TCP frames" flag can be cleared for the connection, 
and we are back to normal slow-path processing. 
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4.S FreeBSD Porting Specification 

The largest portion of the ATCP driver is either derived, or directly taken from the 
FreeBSD TCP/IP protocol stack. This section defines the issues associated with porting 
this code, the FreeBSD code itself, and the modifications required for it to suit our needs. 

4.5. l Porting philosophy 

FrceBSD TCP/IP (current version referred to as Net/3) is a general purpose TCP/IP 
driver. It contains code to handle a variety of interface types and many different kinds of 
protocols. To meet this requirement the code is often written in a sometimes confusing, 
over-complex manner. General-purpose structures arc overlaid with other interface
specific structures so that different interface types can coexist using the same general
purpose code. For our purposes much of this complexity is unnecessary since we are 
only supporting a single interface type and a few specific protocols. It is therefore 
tempting to modify the code and data structures in an effort to make it more readable, and 
perhaps a bit more efficient. There are, however, some problems with doing this. First, 
the more we modify the original FreeBSD, the more changes we will have to make. This 
is especially true with regard to data structures. Ifwe collapse two data structures into 
one we might improve the cleanliness of the code a bit, but we will then have to modify 
every reference to that data structure in the entire protocol stack. Another problem with 
attempting to "clean up" the code is that we might later discover that we need something 
that we had previously thrown away. Finally, while we might gain a small performance 
advantage in cleaning up the FreeBSD code, the FreeBSD TCP code will mostly only run 
in the slow-path connections, which are not our primary focus. Our priority is to get the 
slow-path code functional and reliable as quickly as possible. 

For the reasons above we have adopted the philosophy that we should initially keep the 
data structures and code at close to the original FreeBSD implementation as possible. 
The code will be modified for the following reasons: 

5. As required for NT interaction - Obviously we can't expect to simply "drop-in" the 
FreeBSD code as is. The interface of this code to the NT system will require some 
significant code modifications. This will mostly occur at the topmost and 
bottommost portions of the protocol stack, as well as the "ioctl" sections of the code. 
Modifications for SMP issues are also needed. 

6. Unnecessary code can be removed - While we will keep the code as close to the 
original FrceBSD as possible, we will nonetheless remove code that will never be 
used (UDP is a good example of this). 

4-5.2 Unix~ NT conversion 

The FreeBSD TCP/IP protocol stack makes use of many Unix system services. These 
include bcopy to copy memory, malloc to allocate memory, timestamp functions, etc. 
These will uot be itemized in detail since the couversjou to the corresponding NT calls is 
a fairly trivial and mechanical operation. 

An area which will need non-trivjal support redesign is MBUFs. 
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4.5 Fret-BSD Porting Specification

The largest portion of the ATCP driver is either derived. or directly taken from the
FreeBSD TCPflP protocol stock. This section defines the issues associated with porting
this code. the FreeBSD code itself, and the modifications required for it to suit our needs.

4.5.! Porting philosophy

FrceBSD TCPfIP (current version referred to as Neil?) is a general purpose TCPflIP
driver. It contains code to handle a variety of interface types and many difi‘erent kinds of
protocols. To meet this requirement the code is often written in a sometimes confusing,
over-complex manner. General~putpose structures are overlaid with other interface-
specific su'uctures so that different interfacetypes can coexist using the same general-
putpose code. For our pmposes much of this complexity is unnecessary since we are
only supporting a single interface type and a few specific protocols. It is therefore
tempting to readily the code and data structures in an effort to make it more readable. and
perhaps a hit more efficient Their: are, however, some problems with doing this. First,
the more we modify the original FreeBSD, the more changes we will have to make. This
is especially true with regard to data structures. lfwe collapse two data. structures into
one we might improve the cleanliness of the code a bit, but we will then have to modify
every reference to that data structure in the attire protocoI stack. Anothe- prohlem with
attempting to “clean up” the code is that we might later discover that we need mmething
that we had previously thrown away. Finally. while We might gain a small performance
advantage in cleaning up the FroeBSD code. the FreeBSD TCP code will mostly only run
in the slow-path connections, which are not our primary focus. Our priority is to get the
slow-path code Emotional and reliable as quickly as possible.

For the reasons above we. have adopted the philosophy that we should initially keep the
data su'ucturea and code at close to the original FreeBSD implementation as possible.
The code will be modified for the following mans:

5. As required for NT interaction ~ Obviouly we cttn‘l expect to simply "drop-in" the
FreeBSD code as is. The interface of this code to the NT system will require some
significant code modifications. This will mostly occur at the topmost and
bottommost portions of the protocol stock, as well as the “ioct " sections of the code.
Modifications for SMP issues are also needed.
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6. Unnecessary code can be removed — While we will keep the code as close to the

original FroeBSD as possible, we will nonetheless remove code that will never be
used (1le is a good example of this).

4.5.2 Unix C5 NT conversion

The FreeBSD TCPfIP protocol stack makesuse of many Unix system services. These
include bcopy to copy memory, mallet: to allocate memory. timestamp functions. etc.
Thins: will not be itcmiud in detail since the conversion to the cousponding NT calls is
a fairly trivial and mechanical operation.

An area which will need non-trivial support redesign is MBUFs.
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4.5.2. 1 Network buffers 

Under FreeBSD, network buffers are mapped using mbufs. Under NT network buffers 
are mapped using a combination of packet descriptors and buffer descriptors (the buffer 
descriptors are really MDLs). There are a couple of problems with the Microsoft 
method. First it does not provide the necessary fields which allow us to easily strip off 
protocol headers. Second, converting all of the FreeBSD protocol code to speak:in terms 
of buffer descriptors is an unnecessary amount of overhead. Instead, in our port we will 
allocate our own mbuf structures and remap the NT packets as follows: 

Mbuf Mbuf 

~ . 
~ -

,. Packet Desc BufferDesc BufferDcsc 

. ~ . 

~ ~ . + . r 

uata u ata 

The mbuf structure will provide the standard fields provided in the FreeBSD mbuf 
including the data pointer, which points to the current location of the data, data length 
fields and flags. In addition each mbufwill point to the packet descriptor which is 
associated with. the data being mapped. Once an NT packet is mapped, our tranwort 
driver should never have to refer to the packet or buffer descriptors for any information 
except when we are finished and are preparing to return the packet. 

There are a couple of things to note here. We have designed our INIC such that a packet 
header should never be split across multiple buffers. Thus, we should never require the 
equivalent of the ••m_pullup" routine included in Unix. Also note that there are 
circumstances in which we will be accepting data that will also be accepted by the 
Microsoft TCP/IP. One such example of this is ARP frames. We will need to build our 
own ARP cache by looking at ARP replies as they come off the network. Under these 
circumstances, it is absolutely imperative that we do not modify the data, or the packet 
and buffer descriptors. We will discuss this further in the following sections. 
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4.5.2.1 Network bufl‘ers

Under FreeBSD, network buffers are mapped using mbufs Under NT network buffers
are mapped using a combination ofpacket descriptors and bufl'er descriptors (the buffer
descriptors are really MDLs). There are a couple of problems with the Micme
method. First it does not provide the necessary fields which allow us to easily strip nfl‘
pmtoool headers. Second, converting all ofthe FreeBSD protocol code to speak in terms
ofbuffer descriptors is an unnecessary amount ofoverhead. instead. in our part we will
allocate our own mbufsnuottnes and remap the NT packets as follows:

 
The tnbufstrucl'ure will provide the standard fields provided in the FrceBSD mbuf
including the datapointer, which points to the current location or the data, data length
fields and flags. In addition each mbuf will point to the packet descriptor which is
associated with the data being mapped. Once an NT packet is mapped, our msport
driver should never havo to reform the packet or buffer descriptors for any information
except when we are finished and are preparing to return the packet.

There are a couple ofthings to note here. We have designed our INIC such that a packet
header should never be split across multiple buffers. Thus. we Should never require the
equivalent of the “m__pullnp" routine included in Unix. Also note that there are
citcumsmnees in which we will be accepting data that will also be accepted by the
Mierosofl TCPI'IP. One such example ofthis is ARP frames. We will need to build our
own AR? cache by looking at ARP replies as they come off the network. Under these
circumstances. it is absolutely imperative that WI: do not modify the data. or the packet
and buffer descriptors. We will discuss this further in the following sections.
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We will allocate a pool ofmbufbeaders at ATCP initialization time. It is important to 
remember that unlike other NI Cs, we can not simply drop data if we run out of the system 
resources required to manage/map the data. The reason for this is that we will be 
receiving data from the card that has already been acknowledged by TCP. Because of 
this it is essential that we never run out of mbuf headers. To solve this problem we will 
statically allocate mbuf headers for the maximum number of buffers that we will ever 
allow to be outstanding. By doing so, the card will run out of buffers in which to put the 
data before we will run out of mbufs. and as a result. the card will be forced to drop data 
at the link layer instead of us dropping it at the transport layer. 
DhXXX: as we've discussed, I don't think this is really true anymore. The INIC won't 
ACK data until either it's gotten a window update from ATCP to tell it the data's been 
accepted, or it's got an MDL. 
Thus it seems workable, though undesirable, if we can't accept a frame from the INIC & 
return an error to it saying it was not taken. 

We will also require a pool of actual mbufs (not just headers). These mbufs are required 
in order to build transmit protocol headers for the slow-path data path, as well as other 
miscellaneous purposes such as for building ARP requests. We will allocate a pool of 
these at initialization time and we will add to this pool dynamically as needed. Unlike 
the mbuf headers described above, which will be used to map acknowledged TCP data 
coming from the card, the full mbufs will contain data that can be dropped if we can not 
get an mbuf. 

4.5.3 The code 

In this section we describe each section of the FreeBSD TCP/IP port. These sections 
include Interface Initialization, ARP, Route, IP, ICMP, and TCP. 

4.5.3.l Interface initialization 

4.5.3.1.l Structures 
There are a variety of structures, which represent a single interface in FreeBSD. These 
structures include: 
ifnet, arpcom, ifaddr, in_ifaddr, sockaddr, sockaddr_in, and sockaddr_dl. The following 
illustration shows the relationship between all of these structures: 

arpcom 

If ace ifaddr 

: ------.-------~ . : 
• ifnet : 
I 
I 
I 
I 
I 
I 

in_ifaddr 

ifaddr 

---------1.____~ 
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We will allocate a pool ofmbufheaders at ATCP initialization time. It is important to
remember that unlike other Nle, we can not simply drop data ifwe run out of the system
resources required to managelmap the data. The reason for this is that we will be
receiving data. from the card. that has almady been acknowledged by TCP. Because of
this it is essential that we never run out ofmbuf headers. To solve this problem we will
statically allocate mbuf headers for the maxith number of buffets that we will ever
allow to be outstanding. By doing so. the card will run out ofbuffers in which to put the
data before we will run out ofmbufs. and as a. result. the card will be forced to drop data
at the link layer instead of us dropping it at the transport layer.
mm: as we‘ve discussed, I don’t think this is really true anymore. The INIC won’t
ACK data until either it‘s gotten a window update from ATCP to tell it the data‘e been
accepted. or it‘s got an MDL.
Thus it seems worlmble, though undesirable, ifWe can‘t accept a frame from the [NIC &
return an error to it saying it was not taken.

We will also require a pool of aerial mbufs (notjust headers). These ntbufs are required
in order to build transmit protocol headers for the slow-path data path, as well as other
miscellaneous purposes such as for building ARP requests. We will allocate a pool of
these at initialization time and we will add to this pool dynamically as needed. Unlike
the mbufheaders described above, which will be used to map acknowledged TCP this.
comingfi'omthecaxflflhe fiillmbufswilleontaindatathaleanbcdmppodifwecannol
get an mhuf.

4.5.3 The Code

in this section we deseribe each section of the FreeBSD TCPIIP port. These seetions
include Interface Initialization. ARP, Route. [P.1CMP, and TCP.

4.5.3.1 Interface initialization

4.5.3.1.! Structures

There are a variety of structures. which represent a single interface in FreeBSD. These
structures include:

ifnet. arpeom. ifaddr. inkifaddr, sooksddr, socknddrjn, and soekaddr_dl. The following
illustration shows the relationship between all of these stmctures:

iflddrIf“:

sockeddrjl

 upcom
00:60:97:DB:93:A6
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In this example we show a single interface with a MAC address of00:60:97:DB:9B:A6 
configured with an IP address of 192.l 00.1.2. As illustrated above, the in_ifaddr is 
actually an ifaddr structure with some extra fields tacked on to the end. Thus the- ifaddr 
structure is used to represent both a MAC address and an IP address. Similarly the 
sockaddr structure is recast as a sockaddr _ dl or a sockaddr _in depending on its address 
type. An interface can be configured to multiple IP addresses by simply chaining 
in_ifaddr structures after the in_ifaddr structure shown above. 

As mentioned in the Porting Philosophy section, many of the above structures cduld 
likely be collapsed into fewer structures. In order to avoid making unnecessary 
modifications to FreeBSD, for the time being we will leave these structures mostly as is. 
We will however eliminate the fields from the structure that will never be used. These 
structure modifications are discussed below. 

We also show above a structure called iface. This is a structure that we define. It 
contains the arpcom structure, which in turn contains the ifnet structure. It also contains 
fields that enable us to blend our FreeBSD imple-mentation with NT NDIS requirements. 
One such example is the NDIS binding handle used to call down to NDIS with requests 
(such as send). 

4.5.3.1.2 The functions 
FreeBSD initializes the above structures in two phases. First when a network interface is 
found, the ifnet, arpcom, and first ifaddr structures are initialized first by the network 
layer driver, and then via a call to the if_att.ach routine. The subsequent in_ifaddr 
structure(s) are initialized when a user dynamically configures the interface. This occurs 
in the in_ioctl and the in_ifinit routines. Since NT allows dynamic configuration ofa 
network interface we will continue to perform the interface initialization in two phases, 
but we will consolidate these two phases as described below: 

4.5.3.J.2.J ljlniJ 

The Iflnit routine will be called from the A TK.ProtocolBindAdapter function. The lflnjt 
function will initialize the !face structure and associated arpcom and ifuet structures. It 
will then allocate and initialize an ifaddr structure in which to contain link-level 
information about the interface, and a sockaddr_dl structure to contain the interface name 
and MAC address. Finally it will add a pointer to the ifaddr structure into the ifnet_addrs 
array (using the if_index field of the ifnet structure) contained in the extended device 
object. Iflnit will then call IfConfig for each IP address that it finds in the registry entry 
for the interface. 

4.5.3./.2.2 IfConfig 

IfConfig is called to configure an IP address for a given interface. It is passed a pointer 
to the ifuet structure for that interface along with all the information required to configure 
an IP address for that interface (such as JP address, netmask and broadcast info, etc). 
IfConfig will allocate an in_ifaddr structure to be used to configure the interface. It will 
chain it to the total chain ofin_ifaddr structures contained in the extended device object, 
and will then configure the structure \vith the information given to it. After that it will 
add a static route for the newly configured network and then broadcast a graruitous ARP 
request to notify others of our Mac/IP address and to detect duplicate IP addresses on the 
net. 
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4.5.3.2 ARP 

We will port the FreeBSD ARP code to NT mostly as-is. For some reason, the FreeBSD 
ARP code is located in a file called if_ether.c. While the functionality of this file will 
remain the same, we will rename it to a more logical arp.c. The main structures used by 
ARP are the llinfo_arp structure and the rtentry structure (actually part of route). These 
structures will not be require major modifications. The functions that will requir,e 
modification are defined here. 

4.S.3.2.1 In_arpinput 

This function is called to process an incoming ARP frame. An ARP frame can either be 
an ARP request or an ARP reply. ARP requests are broadcast, so we will see every ARP 
request on the network, while ARP replies are directed so we should only see ARP 
replies that are sent to us. This introduces the following possible cases for an incoming 
ARP frame: 

1. ARP request trying to resolve our IP address - Under normal circumstances, ARP 
would reply to this ARP request with an ARP reply containing our MAC address. 
Since ARP requests will also be passed up to the Microsoft TCP/IP driver, we 
need not reply. Note however, that FreeBSD also creates or updates an ARP cache 
entry with the information derived from the ARP request. It does this in 
anticipation of the fact that any host that wishes to know our MAC address is 
likely to wish to talk to us soon. Since we will need to know his MAC address in 
order to talk back, we might as well add the ARP information now rather than 
issuing our own ARP request later. 

2. ARP request trying to resolve someone else's IP address - Since ARP requests are 
broadcast, we see every one on the network. When we receive an ARP ~uest of 
this type, we simply check to see if we have an entry for the host that sent the 
request in our ARP cache. lfwe do, we check to see if we still have the correct 
MAC address associated with that host. If it is incorrect, we update our ARP 
cache entry. Note that we do not create a new ARP cache entry in this case. 

3. ARP reply- In this case we add the new ARP entry to our ARP cache. Having 
resolved the address, we check to see if there is any transmit requests pending for 
the resolve IP address, and if so, transmit them. 

Given the above three possibilities, the only major change to the in_arpinpul code is that 
we witl remove the code which generates an ARP reply for ARP requests that are meant 
for our interface. 

4.S.3.2.2 J\rpintr 
This is the FreeBSD code that delivers an incoming ARP frame to in_arpinput. We will 
be calling in_arpinput directly from our Protoco!ReceiveDPC routine (discussed in the 
NDIS section below) so this function is not needed. 
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4.5.3.2 .3 Arpwhohas 

This is a single line function that serves only as a wrapper around arprequest. We will 
remove it and replace all calls to it with direct calls to arprequest. 

4.5.3.2.4 Arprequest 

This code simply allocates a mbuf, fills it in with an ARP header, and then passes it down 
to the ethemet output routine to be transmitted. For us, the code remains essentially the 
same except for the obvious changes related to how we allocate a network buffer, and 
how we send the filled in request. 

4.5 .3.2.5 Arp_ifinit 

This is simply called when an interface is initialized to broadcast a gratuitous ARP 
request (described in the interface initialization section) and to set some ARP related 
fields in the ifaddr structure for the interface. We will simply move this functionality into 
the interface initialization code and remove this function. 

4.5.3.2 .6 Arptimer 

This is a timer-based function that is called every 5 minutes to walk through the ARP 
table looking for entries that have timed out. Although the time-out period for FreeBSD 
is 20 minutes, RFC 826 does not specify any timer requirements with regard to ARP so 
we can modify this value or delete the timer altogether to suit our needs. Either way the 
function won't require any major changes. 

All other functions in if_ ether.c will not require any major changes. 

4.5.3 .3 Route 

On 6rst thought, it might seem that we have no need for routing support since our ATCP 
driver will only receive IP datagrams who's destination IP address matches that of one of 
our own interfaces. Therefore, we will not "route" from one interface to another. 
Instead, the MICROSOFT TCP/IP driver will provide that service. We will, however, 
need to maintain an up-to-date routing table so that we know a) whether an outgoing 
connection belongs to one of our interfaces, b) to which interface it belongs, and c) what 
the first-hop IP address (gateway) is if the destination is not on the local network. 

We discuss four aspects on the subject ofrouting in this section. They are as follows: 

1. The mechanics of how routing information is stored 

2. The manner in which routes are added or deleted from the route table. 

3. When and how route information is retrieved from the route table. 

4. Notification of route table changes lo interested parties. 
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4.5.3.3. l The route table 

In FreeBSD, the route table is maintained using an algorithm known as PATRICIA 
(Practical Algorithm To Retrieve lnfonnation Coded in Alphanumeric). This is a 
complicated algorithm that is a bit costly to set up, but is very efficient to refere~ce. 
Since the routing table should contain the same information for both NT and FreeBSD, 
and since the key used to search for an entry in the routing table will be the same for each 
(the destination IP address), we should be able to port the routing table software to NT 
without any major changes. 

The software which implements the route table (via the PATRICIA algorithm) is located 
in the FreeBSD file, radix.c. This file will be ported directly to the ATCP driver with no 
significant changes required. 

4.5.3.3.2 Adding and deleting routes 

Routes can be added or deleted in a number of different ways. The kernel adds or deletes 
routes when the state of an interface changes or when an ICMP redirect is received. User 
space programs such as the RIP daemon, or the route command also modify the route 
table. 

For kernel-based route changes, the changes can be made by a direct call to the routing 
software. The FreeBSD software that is responsible for the modification of route table 
entries is found in route.c. The primary routine for all route table changes is called 
rtrequestQ. It takes as its arguments, the request type (ADD, RESOLVE, DELETE), the 
destination IP address for the route, the gateway for the route, the netmask for the route, 
the flags for the route, and a pointer to the route structure (struct rtentry) in which we will 
place the added or resolved route. Other routines in the route.c file include rtinil(), which 
is called during interface initialization time to add a static route to the network. rtredirect, 
whkh is called by ICMP when we receive a ICMP redirect, and an assortment of support 
routines used for the modification ofroute table entries. All of these routines found in 
route.c will be ported with no major modifications. 

For user-space-based changes, we will have to be a bit more clever. 1n FreeBSD, route 
changes are sent down to the kernel from user-space applications via a special route 
socket. This code is found in the FreeBSD file, rtsock.c. Obviously this will not work 
for our ATCP driver. Instead the filter driver portion of our driver will intercept route 
changes destined for the Microsoft TCP driver and will apply those modifications to our 
own route table via the rtrequest routin~ described above. In order to do this, it will have 
to do some fonnat translation to put the data into the format (sockaddr_in) expected by 
the rtrequest routine. Obviously, none of the code from rtsock.c will be ported to the 
ATCP driver. This same procedure will be used to intercept and process explicit ARP 
cache modifications. 

4.5.3.3.3 Consulting the route table 

In FreeBSD. the route table is consulted in ip_output when an IP datagram is being sent. 
In order to avoid a complete route table search for every outgoing datagram, the route is 
stored into the in_pcb for the connection. For subsequent call.s to ip_output, the route 
entry is then simply checked to ensure validity. While we will keep this basic operation 
as is, we will require a slight modification to allow us to coexist with the Microsoft TCP 
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driver. When an active connection is being set up, our filter driver will have to determine 
whether the connection is going to be handled by one of the INIC interfaces. To 'do tills, 
we will have to consult the route table from the filter driver portion of our driver. This is 
done via a call to the rtallocl function (found in route.c). If a valid route table e~try is 
found, then we will take control of the connection and set a pointer to the rtentry ,structure 
returned by rtallocl in our in_pcb structure. 

4.5.3.3.4 What to do when a route changes. 

When a route table entry changes, there may be connections that have pointers to a stale 
route table entry. These connections will need to be notified of the new route. FreeBSD 
solves tills by checking the validity of a route entry during every call to ip _output. If the 
entry is no longer valid, its reference to the stale route table entry is removed, and an 
attempt is made to allocate a new route to the destination. For our slow path, tills will 
work fine. Unfortunately, since our IP processing is handled by the INIC for our fast 
path, this sanity check method will not be sufficient. Instead, we will need to perform a 
review of all of our fast path connections during every route table modification. If the 
route table change affects our connection, we will need to advise the INIC with a new 
first-hop address, or if the destination is no longer reachable, close the connection 
entirely. 

4.5.3.4 ICMP 

Like the ARP code above, we will need to process certain types of incoming ICMP 
frames. Of the 10 possible ICMP message types, there are only three that we need to 
support. These include ICMP _REDIRECT, ICMP _ UNREACH, and 
ICMP _SOURCEQUENCH. Any FreeBSD code to deal with other types ofICMP traffic 
will be removed. Instead, we will simply return NDIS_STATUS_NOT_ACCEPTED for 
all but the above ICMP frame types. This section describes bow we will handle these 
ICMP frames. 

4.5.3.4. l ICMP_REDIRECT 

Under FreeBSD, an ICMP _REDIRECT causes two things to occur. First, it causes the 
route table to be updated with the route given in the redirect. Second, it results ;in a call 
back to TCP to cause TCP to flush the route entry attached to its associated in_pcb 
structures. By doing this, it forces ip_output to search for a new route. As mentioned in 
the Route section above, we will also require a call to a routine which will Tevi<?W all of 
the TCP fast-path connections, and update the route entries as needed (in tills c!15e 
because the route entry has been zeroed). The INIC will then be notified of the route 
changes. 

4.5.3.4.2 ICMP_UNR:EPt.CH 

In both FreeBSD and Microsoft TCP, the ICMP _UNREACH results in no mor.e than a 
simple statistic update. We will do the same. 

4.5.3.4.3 ICMP _SOURCEQUENCH 
A source quench is sent to cause a TCP sender to close its congestion window to a single 
segment, thereby putting the sender into slow-start mode. We will keep the FreeBSD 
code as-is for slow-path connections. For fast path connections we will send a 
notification to the card that the congestion window for the given connection has been 
reduced. The INIC will then be responsible for the slow-start algorithm. 
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. . .. 
4.5.3.5 IP 
The FreeBSD IP code should require few modifications when porting to the ATCP 
driver. What few modifications will be required will be discussed in this section. 

4.5.3.5.l IP initialization 
During initialization time, ip_init is called to initialize the array ofprotosw structures. 
These structures contain all the information needed by IP to be able to pass incoming data 
to the correct protocol above it. For example, when a UDP datagram arrives, IP iocates 
the protosw entry corresponding to the UDP protocol type value (Oxl 1) and calls the 
input routine specified in that protosw entry. We will keep the array of protosw 
structures intact, but since we are only handling the TCP and ICMP protocols above IP, 
we will strip the protosw array down substantially. 

4.5.3.5.2 IP input 

Following are the changes required for IP input (function ip_intrO). 

4.5.3.5.2.1 No IP forwarding 

Since we will only be handling datagrams for which we are the final destination, we 
should never be required to forward an IP datagram. All references to IP forwarding, and 
the ip_forward function itself, can be removed. 

4.5.3.5.2.2 IP options 

The only options supported by FreeBSD at this time include record route, strict and loose 
source and record route, and timestamp. For the timestarnp option, FreeBSD only logs 
the current time into the IP header so that before it is forwarded. Since we will not be 
forwarding IP datagrams, this seems to be of little use to us. While FreeBSD supports the 
remaining options, NT essentially does nothing useful with them. For the moment, we 
will not bother dealing with IP options. They will be added in later if needed. 

4.5.3.5.2.3 IP reassembly 

There is a small problem with the FreeBSD IP reassembly code. The reassembly code 
reuses the IP header portion of the IP datagram to contain IP reassembly queue 
information. It can do this because it no longer requires the original IP header. This is an 
absolute no-no with the NDIS 4.0 method of handling network packets. The NT DDK 
explicitly states that we must not modify packets given to us by NDJS. This is not the 
only place in which the FreeBSD code modifies the contents of a network buffer. It also 
does this when performing endian conversions. At the moment we will leave th.is code as 
is and violate the DDK rules. We believe we can do this because we are going.to ensure 
that no other transport driver looks at these frames. If this becomes a problem we will 
have to modify this code substantially by moving the IP reassembly fields into the mbuf 
header. 

4.5.3.5.3 IP output 
There are only two modifications required for IP output. The first is that since, for the 
moment, we are not dealing with IP options, there is no need for the code that inserts the 
IP options into the IP header. Second, we may discover that it is impossible for us to ever 
receive an output request that requires fragmentation. Since TCP performs Maximum 
Segment Size negotiation, we should theoretically never attempt to send a TCP segment 
larger than the MTU .. 
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4.6 NDIS Protocol Driver 

This section defines protocol driver portion of the ATCP driver. The protocol drjver 
portion of the ATCP driver is defined by the set ofroutines registered with NDIS via a 
call to NdisRegisterProtocol. These routines are limited to those that are called 
(indirectly) by the INIC miniport driver beneath us. For example, we register a 
ProtocolReceivePacket routine so that when the INIC driver calls 
NdisMindicateReceivePacket it will result in a call from NDIS to our driver. S~ctly 
speaking, the protocol driver portion of our driver does not include the method b'.y which 
our driver calls down to the miniport (for example, the method by which we send 
network packets). Nevertheless, we will describe that method here for lack of a better 
place to put it. That said, we cover the following topics in this section of the document: 

1. Initialization 
2. Receive 
3. Transmit 
4. Query/Set Information 
5. Status indications 
6. Reset 
7. Halt 

4.6. l Initialization 

The protocol driver initialization occurs in two phases. The first phase occurs when the 
ATCP DriverEntry routine calls ATKProtoSetup. The ATKProtoSetup routine:performs 
the following: 

1. Allocate resources - We attempt to allocate many of the required resour9es as soon 
as possible so that we are more likely to get the memory we want. This mostly 
applies to allocating and initializing our mbuf and mbuf header pools. 

2. Register Protocol - We call NdisRegisterProtocol to register our set ofp!otocol 
driver routines. 

3. Locate and initialize bound NICs - We read the Linkage parameters of the registry 
to determine which NIC devices we are bound to. For each of these devices we 
allocate and initialize a IF ACE structure (defined above). We then readithe TCP 
parameters out of the registry for each bound device and set the corresponding 
fields in the IF ACE structure. 

After the underlying INIC devices have completed their initialization, NDIS will call our 
driver's ATKBindAdapter function for each underlying device. It will perform the 
following: 

l. Open the device specified in the call the ATKBindAdapter 
2. Find the IF ACE structure that was created in A TK.ProtoSetup for this device. 
3. Query the miniport for adapter information. This includes such things as link 

speed and MAC address. Save relevant information in the IF ACE structure. 
4. Perform the interface initialization as specified in section 4.5.3. l Interface 

initialization 
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4.6 NDIS Protocol Driver

This section defines protocol driver portion of the ATCP driver. The protocol driver
portion of the ATCP driver is defined by the set ofroutines registered with NDIS via a
call to NdisRegisterPi-otocol. These routines are limited to those that are called
(indirectly) by the INIC miniport driver beneath us. For example, we register a
ProtocolReccichackct routine so that when the INIC driver calls

NdilendiuteRncdvePacket it will result in a call from N'DIS to our driver. Strictly
speaking, the protocol driver portion of our driver does not include the method by which
our driver calls dowu to the miniport (for example, the method by which we send
network packets). Nevertheless, we will describe that method here for luck of a better
place to put it. That said, we cover the following topics in this section of the document:

initialization
Receive
Transmit

QuerylSet Information
Status indications
Reset
Halt

FmWPWWr
4.6.! Initialization

The protocol driver initialization occurs in two phases. The first phase cactus when the
ATCP DrivcrEnh'y routine calls A'I'ICProtoSetup. The ATKProtoSetup routine performs
the following:

1. Allocate resources — We attempt to allocate many ofthe required resources as soon
as pogihle so that we are more likely to get the memory we want. This mostly
applies to allocating and initializing our mhuf and rnbof header pools.

2. Register Protocol — We call NdischisterProtocol to register our set ofprotoaol
driver routines.

3. Locate and initialize bound blle — We read the Linkage parameters of the registry
to determine which NIC devices we are bound to. For each ofthese devices We
allocate and initialize a IFACE structure (defined above). We then read-the TCP
parametm: out ofthe registry for each bound device and set the corresponding
fields in the IFACB strucmre.

Alter the underlying MC devices have completed their initialization. NDlS will call our
driver‘s ATKBindAdapter function for each underlying device. It will pcrfonn the
following:

1. Open the device specified in the call the ATKBindAdapter
2. Find the [FACE structure that was created in ATKProtoSetup for this device.
3. Query the miniport for adapter information. This includes such things as link

speed and MAC address. Save relevant information in the EACE structure.
4. Perform the interface initialization as specified in section 4.5.3.1 Interface

initialization
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4.6.2 Receive 

Receive is handled by the protocol driver routine ATKReceivePacket. Before we 
describe this routine, it is important to consider each possible receive type and how it will 
be handled. 

4.6.2.l Receive overview 
Our INIC miniport driver will be bowtd to our transport driver as well as the gen!lfic 
Microsoft TCP driver (and possibly others). The ATCP driver will be bound excJusively 
to INIC devices, while the Microsoft TCP driver will be bound to INIC devices as well as 
other types ofNICs. This is illustrated below: 

Filter Driver 

ATCP 
Microsoft Driver 
TCP/IP 
Driver 

I I I 
3COM INIC 
Miniport Miniport 
Driver Driver 

By binding the driver in this fashion, we can choose to direct incoming network data to 
our own ATCP transport driver, the Microsoft TCP driver, or both. We do this by 
playing with the ethemet "type" field as follows. 

To NDIS and the transport drivers above it, our card is going to be registered as a normal 
ethemet card. When a transport driver receives a packet from our driver, it will expect 
the data to start with an ethernet header, and consequently, expects the protocol type field 
to be in byte offset 12. If Microsoft TCP finds that the protocol type field is not equal to 
either IP, or ARP, it will not accept the packet. So, to deliver an incoming packet to our 
driver, we must simply map the data such that byte 12 contains a non-recognized ethernet 
type field . Note that we must choose a value that is greater than 1500 bytes so that the 
transport drivers do not confuse it with an 802.3 frame. We must also choose a value that 
will not be accepted by other transport driver such as Appletalk or IPX. Similarly, if we 
want to direct the data to Microsoft TCP, we can then simply leave the ethemet type field 
set to IP (or ARP). Note that since we will also see these frames we can choose to accept 
o~ not-accept them as necessary. 
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4.6.2 Recewe

Receive is handled by fire protocol driver routine ATKReceivePacket. Before we
describe this routine, it is important to consider each possible receive type and how it will
be handled.

4.6.2.! Receive overview

Our tNlC miuiport driver will be bound to our transport driver as well as the generic
Microsoft TCP driver (and possibly others). The ATCP driver will be bound exclusively
to MC devices, while the Microsoft TCP driver will be bound to INTC devices as well as
other types oleCs. This is illustrated below:

 
By binding the driver in this fashion, we can choose to direct incoming network data to
our own ATCP u'ansport driver, the Microsoft TCP driver. or both. We do this by
playing with the othernet "type" field as follows.

To NDIS and the transport drivers above it, our card is going to be registered as a normal
ethernel card. When a transport driver receives a packet from our driver, it will expect
the data to start with an ethernet header. and consaquemly. expects the protocol type field
to he in byte offset 12. lfMicrosofi TCP finds that the protocol type field is not- equal to
either 11’. or ARP. it will not accept the packet. So, to deliver art incoming packet to our
driver, we must simply map the data such that byte 12 contains a non-recognised ethemet
type field. Note that we must chance a value that is greater than [500 bytes so that the
tranSport drivers do not confitse it with an 802.3 frame. We must also choose a value that
will not be accepted by other transport driver such as Appletalk or [PX Similarly. ifwe
want to direct the data to Microsott TCP, we can then simply leave the ethemct type field
set to IP (or ARP). Notethat sincewewill also see these Emmet; we can choose to accept
or not-accept them m necessary.
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Incoming packets are delivered as follows: 

Packets delivered to ATCP only (not accepted by MSTCP): 

1. AJI TCP packets destined for one of our IP addresses. This includes both slow
path frames and fast-path frames. In the slow-path case, the TCP frames are given 
in there entirety (headers included). In the fast-path case, the ATKReceivePacket 
is given a header buffer that contains status infonnation and data with no headers 
(except those alx>ve TCP). More on this later. 

Packets delivered to Microsoft TCP only (not accepted by ATCP): 

1. All non-TCP packets. 

2. All packets that are not destined for one of our interfaces (packets that will be 
routed). Continuing the above example, ifthere is an IP address 144.48.252.4 
associated with the 3com interface, and we receive a TCP connect with a 
destination IP address of 144.48.252.4, we will actually want to send that· request 
up to the ATCP driver so that we create a fast-path connection for it. This means 
that we will need to know every IP address in the system and filter frames based 
on the destination IP address in a given TCP datagram. Titis can be done in the 
INIC miniport driver. Since it will be the ATCP driver that learns of dynamic IP 
address changes in the system, we will need a method to notify the INIC rniniport 
of all the IP addresses in the system. More on this later. 

Packets delivered to both: 

1. All ARP frames 

2. AH ICMP frames 

4.6.2.2 Two types ofreceive packets 

There are several circumstances in which the INIC will need to indicate extra information 
about a receive packet to the ATCP driver. One such example is a fast path receive in 
which the ATCP driver will need to be notified of how much data the card has .buffered. 
To accomplish this, the first (and sometimes only) buffer in a received packet will 
actually be an INIC header buffer. The header buffer contains status information about 
the receive packet, and may or may not contain network data as well. The A TCP driver 
will recognize a header buffer by mapping it to an ethemet frame and inspecting the type 
field found in byte 12. We wili indicate all TCP frames destined forus in this fashion, 
while frames that are destined for both our driver and the Microsoft TCP driver (ARP, 
ICMP) will be indicated without a header buffer. 
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PacketDesc 

BufferDcsc 

Header 
Buffer 

BufferDesc 

TCP Packet 

Ex~le of incoming TCP pkt 

PacketDesc 

BuffcrDesc 

E.xample of incornixlg ARP Frame 

4.6.2.3 NDIS 4 ProtocolReceivePacket operation 

NDIS has been designed such that all packets indicated via NdisMlndicateReceivePacket 
by an underlying miniport are delivered to the ProtocolReceivePacket routine for all 
protocol drivers bound to it. These protocol drivers can choose to accept or not :accept 
the data. They can either accept the data by copying the data out of the packet indicated 
to it, or alternatively they can keep the packet and return it later via a call to 
NdisRetumPackets. By implementing it in this fashion, NDIS allows more than one 
protocol driver to accept a given packet. For this reason. when a packet is deliv,ered to a 
protocol driver, the contents of the packet descriptor, buffer descriptors and data must all 
be treated as read-only. At the moment, we intend to violate this rule. We choose to 
violate this because much of the FreeBSD code modifies the packet headers as it 
examines them (mostly for endian conversion purposes). Rather than modify all of the 
FreeBSD code, we will instead ensure that no other transport driver accepts the data by 
making sure that the ethemet type field is unique to us (no one else will want it). 
Obviously this only works with data that is only delivered to our ATCP driver. For ARP 
and ICMP frames we will instead copy the data out of the packet into our own buffer and 
return the packet to NDIS directly. While this is less efficient than keeping the data and 
returning it later, ARP and ICMP traffic should be small enough, and infrequel).t enough, 
that it doesn't matter. 

The DDK specifies that when a protocol driver chooses to keep a packet, it should return 
a value of 1 (or more) to NDIS in its ProtocolReceivePacket routine. The packet is then 
later returned to NDIS via the call to Nd.i.sReturnPackets. This can only happen after the 
ProtocolReceivePacket has returned control to NDIS. This requires that the call to 
NdisReturnPackets must occur in a different execution context. We can accomplish this 
by scheduling a DPC, scheduling a system thread, or scheduling a kernel thre~d of our 
own. For brevity in this section, we will assume it is a done through a DPC. In any case, 
we will require a queue of pending receive buffers on which to place and fetch receive 
packets. 

After a receive packet is dequeued by the DPC it is then either passed lo TCP ilireclly for 
fast-path processing, or it is sent through the FreeBSD path for slow-path processing. 
Note that in the case of slow-path processing, we may be working on data that needs to 
be returned to NDIS (TCP data) or we may be working on our own copy of the data 
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4.6.2.3 NDIS 4 ProtocolReceivePacltet operation

NDIS has been designed such that all packets indicated via NdishflndicateReceiveI-‘acket
by an underlying mim'pofi are delivered to the ProtocolReeeivoPaoket routine for all
protocol drivers bound to it. These protocol drivers can choose to accept or not accept
the data. They can either accept the data by copying the data out of the packet. indicated
to it, or alternatively they can keep the packet and return it later via a call to
NdisRcrurnPaeltets. By implementing it in this fashion, NDIS allows more than one
protocol driver to accept a given packet. For this reason, when a packet is delivered to a
protocol driVer, the contents of the packet descriptor, buffer descriptors and data. must all
be treated as read-only. At the moment. we intend to violate this rule. We choose to
violate this because much ofthe FreeBSD code modifies the packet headers as it
examines Ihcm (mostly for endian conversion purposes). Rather than modify all of the
FreeBSD code, we will instead ensure that no other transport driver accepts the data by
making sure that the ethernet type field is unique to us {no one else will want it).
Obviously this only works with data that is only delivered to our ATCP driver. For ARP
and [CMP frames we will instead copy the data out ofthepacket into our own buffer and
return the packet to NDIS directly. While this is less efficient than keeping the data and
returning it later. ARP and lCMIP traffic should be small enough, and infi'equent enough,
that it doesn't matter.

The DOE: specifies that when a protocol driver chooses to keep a packet, it should return
a value of 1 (or more) to NDIS in its ProlocolReeeivePacket routine. The packet is then
later returned to NDIS via the call to NdisRfitDmPaIEkEL‘l. This can only happen after the
FrotocolReceivePanket has returned control to N'DIS. This requires that the call to
NdisRettthackcts must occur in a difi'erem execution context. We can accomplish this

by scheduling a DPC, scheduling a system thread, or scheduling a kernel thread ofom'
own For brevity in this section. We will assume it is a done through a DPC. In any case,
we will require a queue ofpending receive buffers on which to place rmd fetch receive
paekels.

Afier a receive packet is dequeuod by the DPC it is then either passed to TCP directly for
fast—path. processing, or it is sent Ihrough the FreeBSD path for slow-path processing.
Note that in line case of slow‘path processing. we may he working on data that needs to
he returned to NDIS ('I'CP data) or we may be working on our own copy ofthe data
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(ARP and ICMP). When we finish with the data we will need to figure out whether or 
not to return the data to NDIS or not. This will be done via fields in the mbuf helµier 
used to map the data. When the mfreem routine is called to free a chain of mbufs, the 
fields in the mbufwill be checked and, if required, the packet descriptor pointed to by the 
mbufwill be returned to NDIS. 

4.6.2.4 Mbuf ¢> Packet mapping 

As noted in the section on mbufs above, we will map incoming data to mbufs so that our 
FreeBSD port requires fewer modifications. Depending on the type of data received, this 
mapping will appear differently. Here are some examples: 

Data 
Next ~O 

Bu II er 

Header 
Buffer 

Example A. 
TCP Fast-path 

Header 
buffer 

A dr 
PacketdCS<: 

E)(all)ple B. 

Data 
Buffer 

TCP Slow-path 

Data 
Buffer 

Example C. 
ARP Frame 

In Example A, we show incoming data for a TCP fast-path connection. In this example, 
the TCP data is fully contained in the header buffer. The header buffer is mapped by the 
mbuf and sent upstream for fast-path TCP processing. In this case it is required that the 
header buffer be mapped and sent upstream because the fast-path TCP code wi:ll need 
infonnation contained in the header buffer in order to pe.rfonn the processing. When the 
mbufin this example is freed, the mfreem routine will determine that the mbufmaps a 
packet that is owned by NDIS and will then free the mbufbeader only and call 
NdisReturnPackets to free the data. 

In Example B, we show incoming data for a TCP slow-path connection. In this example 
the mbuf points to the start of the TCP data directly instead of the header buffer. Since 
this buffer will be sent up for slow-path FreeBSD processing, we can not have the mbuf 
pointing to a header buffer (FreeBSD would get awfully confused). Again, when mfteem 
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(ARE and ICMP). When we finish with the data we will nwd to figure out whether or
not to return the data to N'DIS or not. This will be done via fields in the mbufheader
used to map the data. When the mfieem routine is called to free a chain ofmbufa, the
fields in the mhufwill be checked and. ifrequired, the packet descriptor pointed to by the
mbufwill be returned to NDIS.

4.62.4 Mbuf *9 Packet mapping

As noted in the section on mbufa above. we will map incoming data to mbufs so that our
FreeBSD port requires fewer modificationsl Depending on the type of data received, this
mapping will appear difi‘erently. Here are some examples:

 
In Example A, we show incoming data For a TCP fast-path connection In this example,
theTCP data is fully contained in the header buffer. The header bufl'er is mapped by the
mbuf and sent upstream for that-path TCP processing. In this case it is required that the
header buffer be mapped and sent upstran because the fast—path 'I'CP code will need
information contained in the header buffer in order to perform the processing. When the
mhurin this example is freed, the mfreem routine will determine that the mbuf maps a
packet that is ownedby NDIS and will then free the 111beheader only and call
NdiaReturnPaekets to free the data.

In Example B, We show incoming data for a TCP slow~path connection. In this example
the Inbufpoints to the start of the TCP data directly imtead of the header buffer. Since
this buffer will be sent up for slow-path Fret-BSD processing, we can not have the mhui'
pointing to aheader buffer (FreeBSD would get awfiilly confused). Again, when mfieem
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is called to free the mbuf, it will discover the mapped packet, free the mbufheader, and 
call NDIS to free the packet and return the underlying buffers. Note that even though we 
do not directly map the header buffer with the mbufwe do not lose it because ofihe link 
from the packet descriptor. Note also that we could alternatively have the INIC Itliniport 
driver only pass us the TCP data buffer when it receives a slow-path receive. This would 
work fine except that we have determined that even in the case of slow-path collI!ectfons 
we are going to attempt to offer some assistance to the host TCP driver (most lik~ly by 
checksum processing only). In this case there may be some special fields that we need to 
pass up to the ATCP driver from the INIC driver. Leaving the header buffer conhected 
seems the most logical way to do this. 

Finally, in Example C, we show a received ARP frame. Recall that for incoming ARP 
and ICN.tP frames we are going to copy the incoming data out of the packet and ~turn it 
directly to NDIS. In thls case the mbuf simply points to our data, with no corresponding 
packet descriptor. When we free this mbuf, mfreem will discover thls and free not only 
the mbufheader, but the data as well. 

4.6.2.S Other receive packets 

We use this receive mechanism for other purposes besides the reception of network data. 
It is also used as a method of communication between the ATCP driver and the INIC. 
One such example is a TCP context flush from the INIC. When the IN1C deten:ilines, for 
whatever reason, that it can no longer manage a TCP connection, it must flush that 
connection to the ATCP driver. It will do this by filling in a header buffer with 
appropriate status and delivering it to the INIC driver. The INIC driver will in t,um 
deliver it to the protocol driver which will treat it essentially like a fast-path TCP 
connection by mapping the header buffer with an mbuf header and delivering it to TCP 
for fast-path processing. There are two advantages to communicating in this manner. 
First, it is already an established path, so no extra coding or testing is required. Second, 
since a context flush comes in, in the same manner as received frames, it will prevent us 
from getting a slow-path frame before the context has been flushed. 

4.6.2.6 Summary 

Having covered all of the various types of receive data, following are the steps that are 
taken by the ATK.ProtocolReceivePacket routine. 

I. Map incoming data to an ethemet frame and check the type field. 
2. If the type field contains our custom INIC type then it should be TCP 
3. If the header buffer specifies a fast-path connection, allocate one or more mbufs 

headers to map the header and possibly data buffers. Set the packet descriptor 
field of the mbufto point to the packet descriptor, set the mbuffJags appropriately, 
queue the mbuf, and return 1. 

4. If the header buffer specifies a slow-path connection, allocate a single mbufheader 
to map the network data, set the rnbuf fields to map the packet, queue the mbuf 
and return l . Note that we design the INIC such that we will never get a TCP 
segment split across more than one buffer. 
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5. If the type field of the frame indicates ARP or ICMP 
6. Allocate a mbufwith a data buffer. Copy the contents of the packet into the mbuf. 

Queue the mbuf, and return 0 (not accepted). 
7. If the type field is not either the INIC type, ARP or ICMP, we don' t want it. 

RetumO. 

The receive processing will continue when the mbufs are dequeued. At the moment this 
is done by a routine called ATKProtocolReceiveDPC. It will do the following: 

1. Dequeue a mbuffrom the queue. 
2. Inspect the mbufflags. If the mbufis meant for fast-path TCP, it will call the fast

palh routine directly. Otherwise it will call the ethemet input routine for slow-path 
processing. 

4.6.3 Transmit 

In this section we discuss the ATCP transmit path. 

4.6.3. l NDIS 4 send operation 

The NDIS 4 send operation works as follows. When a transport/protocol driver wishes to 
send one or more packets down to an NDIS 4 rniniport driver, it calls NdisSendPackets 
with an array of packet descriptors to send. As soon as this routine is called, the 
transport/protocol driver relinquishes ownership of the packets until they are returned, 
one by one in any order, via a NDIS call to the ProtocolSendComplete routine. Since this 
routine is called asynchronously, our ATCP driver must save any required context into 
the packet descriptor header so that the appropriate resources can be freed. This is 
discussed further in the following sections. 

4.6.3.2 Types of"sends" 

Like the Receive path described above, the transmit path is used not only to send network 
data, but is also used as a communication mechanism between the host and the INIC. 
Here are some examples of the types of sends performed by the ATCP driver. 

4.6.3.2.1 Fast-path TCP send 

When the ATCP driver receives a transmit request with an associated MDL, it will 
package up the MDL physical addresses into a command buffer, map the command 
buffer with a buffer and packet descriptor, and call NdisSendPackets with the 
corresponding packel The underlying INIC driver will issue the command buffer to the 
INIC. When the corresponding response buffer is given back to the host, the INIC 
miniport will call NdisMSendComplete which will result in a call to the ATCP 
ProtoeolSendComplete (ATKSendComplete) routine, at which point the resources 
associated with the send can be freed. We will allocate and use a mbufto bold the 
command buffer. By doing this we can store the context necessary in order to clean up 
after the send completes. This context includes a pointer to the MDL and presumably 
some other connection context as well. The other advantage to using a mbuf to hold the 
command buffer is that it eliminates having another special set of code to allocate and 
return command buffer. We will store a pointer to the mbuf in the reserved section of the 
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packet descriptor so we can locate it when the send is complete. The following diagram 
illustrates the relationship between the client's MDL, the command buffer, and the buffer 
and packet descriptol'S. 

Packet 
Desc 

Command 
Buffer Buffer 
Desc. Data 

4.6.3.2.2 Fast-path TCP Receive 

As described in section 4.3.1 above, the receive process typically occurs in two phases. 
First the INIC fills in a host receive buffer with a relatively small amount of data, but 
notifies the host of a large amount of pending data (either through a large amount of 
buffered data on the card, or through a large amount of expected NetBios data). This 
small amount of data is delivered to the client through the TDI interface. The client will 
then respond with a MDL in which the data should be placed. Like the Fast-path TCP 
send process, the receive portion of the ATCP driver will then fill in a command buffer 
with the :rvIDL information from the client, map the buffer with packet and buffer 
descriptors and send it to the INIC via a call to NdisSendPackets. Again, when the 
response buffer is returned to the INIC miniport, the ATKSendComplete routine will be 
called and the receive will complete. This relationship between the MDL, cora.µiand 
buffer and buffer and packet descriptors are the same as shown in the Fast-path:send 
section above. 

4.6.3.2.3 Slow-path (FreeBSD) 

Slow-path sends pass through the FreeBSD stack until the ethernet header is prepended in 
ether_output and the packet is ready to be sent. At this point a command buffet will be 
filled with pointers to the ethernet frame, the command buffer will be mapped with a 
packet and buffer descriptor and NdisSendPackets will be called to hand the packet off to 
the m.in.iport. In the illustration below we show the relationship between the mbufs, 
command buffer, and buffer and packet descriptors. Since we will use a mbuf to map the 
command buffer, we can simply link the data mbufs directly off of the command buffer 
mbuf. This will make the freeing of resources much simpler. 

Packet 
Desc 

Buffer 
Desc. 
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packet descriptor so we can locate it when the Send is complete. The following diagram
illustrates the relationship between the client‘s MDL, the command buffer, and the buffer
and packet descriptors.

 
4.6.32.2 Fast-path TCP Receive

As described in section 4.3.1 above. the receive process typically occurs in two phases.
First the INIC fills in a host receive hufier with a relatively small amount of data, but
notifies the host of a large amount of pending data (either through a large amount of
buflered data on the card, or through a large amount ofexpecled NetBios data). This
small amount of data is delivered to the client through the TM interface. The client will
then respond with a MDL in which the data should he placed. Like the Fast-path TCP
send process, the receive portion of the ATCP driver will then fill in a command buffer
with the MDL information from the client, map the buffer with packet and buffer
descriptors and 5d it to the [NIC via a call to NdisSeufiPackets. Again, when the
response buffer is rammed to the INIC miniporl, the ATKSendComplete routine will be
called and the receive will complete. This relationship between the MDL, command
bufi‘er and hufi‘er and packet descriptors are the same as shown in the Fast-path send
Section above.

4.6.3.23 Slow-path (FteeBSD)

Slow-path semis pales through the FreeBSD stack moi! the ether-net header is prepeuded in
elher_output and the packet is ready to be sent. At this point a comde buffer will be
filled with pointers to the ethereal frame, the command buffer will be mapped With a
packet and buffer descriptor and NdisSendPackets will be called to hand the packet off to
the m'miport. 1n the illuslration below we show the relationship between the mbufs,
command buffer. and buffer and packet descriptors. Since we will use a mhul‘ to map [he
command buffer, we can simplyr link the data mbufs directly off of the command buffer
mbul'. This will make the freeing of resources much simpler.
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4.6.3.2.4 Non-data command buffer 

The transmit path is also used to send non-data commands to the card. For example, the 
ATCP driver gives a context to the INIC by filling in a command buffer, mapping it with 
a packet and buffer descriptor, and calling Nd.isSendPackets. 

Packet 
Desc 

Buffer 
Desc. 

4.6.3.3 ATKProtoco!SendComplete 

Given the above different types of sends, the ATKProtocolSendComplete routine wi II 
perform various types of actions when it is called from NDIS. First it must examine the 
reserved area of the packet descriptor to determine what type of request has completed. 
In the case of a slow-path completion, it can simply free the mbufs, command buffer, and 
descriptors and return. In the case of a fast-path completion, it will need to notify the 
TCP fast path routines of the completion so TCP can in turn complete the client's IRP. 
Similarly, when a non-data command buffer completes, TCP will again be notified that 
the command sent to the INIC has completed. 

4.7 TDI Filter Driver 

In a first embodiment of the product, the INIC handles only simple-case data transfer 
operations on a TCP connection. (These of course constitute the large majority of CPU 
cycles consumed by TCP processing in a conventional driver.) 

There are many other complexities of the TCP protocol which must still be handled by 
host driver software: connection setup and breakdown. out-of-order data. nonstandard 
flags, etc. 

The NT OS contains a fully functional TCP/IP driver, and one solution would be to 
enhance this so that it is able to detect our INIC and take advantage of it by "handing oft" 
data-path processing where appropriate. 

Unfortunately, we do not have access to NT source, let alone permission to modify NT. 
Thus the solution above, while a goal, cannot be done immediately. We instead provide 
our own custom driver software on the host for those parts ofTCP processing which are 
not handled by the INIC. 

This presents a challenge. The NT network driver framework does make provision for 
multiple types of protocol driver: but it does not easily allow for multiple instances of 
drivers handling the SAME protocol. 
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4.6.32.4 Non-data command buffer

The transmit path is also used to send non-data commands to the card. For example. the
ATE? driver gives a context to the [MC by filling in a command bufl'er. mapping it with
apacket and buffer descriptor, and calling NdisSendPackets.

 
4.6.3.3 ATKProtocolSendComplete

Given the above different types ofsends. the ATKProtocolSendComplete routine will
perform various types of actions when it is called from NDIS. First it must examine the
reserved area of the packet descriptor to determine what type ofrequest has completed.
In the case of a slow-path completion, it can simply free the mbufs. command buffer. and
descriptors and return. In the case of a fast-path completion. it will need to notify the
TCP fast path routines of the completion so TCP can in turn complete the client‘s lRP.
Similarly, when a non-data command buffer completes. TCP will again be notified that
the command sent to the [NIC has completed.

4.7 TD] Filter Driver

In a first unme ofthe product, the [NIC handles only simple-case data transfer
operations on a TCP connection. (Those of course constitute the large majority of CPU
cycles consumed by 'l'CP processing in a conventional driver.)

There are many other complexities of the TCP protocol which must still be handled by
host driver soflware: connection Setup and breakdomt. out-of-order data, nonstandard
flags, etc.

The NT 03 contains a fully frmcn'onal TCPIIP driver. and one solution would be to
enhance this so that it is able to detect our [NIC and take advantage of it by "handing ofl"
data-path processing where appropriate.

Unfortunately, we do not have access to NT source, let alone permission to modify NT.
Thus the solution above. while a goal, cannot be done immediately. We instead provide
our owri custom driver software on the host for those parts ol‘TCP processing which are
not handled by the NC.

This presents a challenge. The NT netwodt driver fiamewodr: does make provision for
multiple types ofprotocol driver: but it does not easily allow for multiple instances of
drivers handling the SAME protocol.
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For example, there are no "hooks" into the Microsoft TCP/IP driver which would allow 
for routing of IP packets between our driver (handling our INICs) and the Microsoft 
driver (handling other NICs). 

Our approach to this is to retain the Microsoft driver for all non-TCP network p~cessing 
(even for traffic on our INICs), but to invisibly "steal" TCP traffic on our connections and 
handle it via our own (BSD-derived) driver. The Microsoft TCP/IP driver is unaware of 
TCP connections on interfaces we handle. 

The network "bottom end" of this artifice is described earlier in the document . In this 
section we will discuss the "top end": the TDI interface to higher-level NT network client 
software. · 

We make use of an NT facility called a filter driver. NT allows a special type of driver 
("filter driver") to attach itself"on top" of another driver in the system. The NT 110 
manager then arranges that all requests directed to the attached driver are sent first to the 
filter driver; this arrangement is invisible to the rest of the system. 

The filter driver may then either handle these requests itself, or pass them down to the 
underlying driver it is attached to. Provided the filter driver completely replicates the 
(externally visible) behavior of the underlying driver when it handles requests itself, the 
existence of the filter driver is invisible to higher-level software. 

The filter driver attaches itself on top of the Microsoft TCP/IP driver; this gives us the 
basic mechanism whereby we can intercept requests for TCP operations and handle them 
in our driver instead of the Microsoft driver. 

However, while the filter driver concept gives us a framework for what we want to 
achieve, there are some significant technical problems to be solved. The basic issue is 
that setting up a TCP connection involves a sequence of several requests from higher
level software, and it is not always possible to tell, for requests early in this sequence, 
whether the connection should be handled by our driver or by the Microsoft driver. 

Thus for many requests, we store information about the request in case we need it later, 
but also allow the request to be passed down to the Microsoft TCP/IP driver ht case the 
connection ultimately turns out to be one which that driver should handle. 

Let us look at this in more detail, which will involve some examination of the TDI 
interface: the NT interface into the top end of NT network protocol drivers. Hiiher-level 
TDI client software which requires services from a protocol driver proceeds by creating 
various types of NT FILE_ OBJECTs, and then making various DEVICE_IO _CONTROL 
requests on these FILE_OBJECTs. 

There are two types of FILE_ OBJECT of interest here. Local IP addresses that are 
represented by ADDRESS objects, and TCP connections that are represented by 
CONNECTION objects. The steps involved in setting up a TCP connection (from the 
"active", client, side) are: 

Provisional Pat. App. of AJacritech, Inc. 
Inventors Laurence B. Boucher et al. 

Express Mail Label# EH756230105US 

46 

ALA00138432 

INTEL Ex.1031.050



.. 
(for a CONNECTION object) 

1) Create an ADDRESS object. 
2) Create a CONNECTION object. 
3) Issue a TDI_ASSOCIATE_ADDRESS io-control to associate the CONNECTION 
object with the ADDRESS object. 
4) Issue a TDI_CONNECT io-control on the CONNECTION object, specifying the 
remote address and port for the connection. 

Initial thoughts were that handling this would be straightforward: we would tell, on the 
basis of the address given when creating the ADDRESS object, whether the connection is 
for one of our interfaces or not. After which, it would be easy to arrange for handling 
entirely by our code, or entirely by the Microsoft code: we would simply examine the 
ADDRESS object to see if it was "one of ours" or not. 

There are two main difficulties, however. 

First, when the CONNECTION object is created, no address is specified: it acqµires a 
local address only later when the TDI_ASSOCIATE_ADDRESS is done. Also, when a 
CONNECTION object is created, the caller supplies an opaque "context cookie" which 
will be needed for later communications with that caller. Storage of this cookie is the 
responsibility of the protocol driver: it is not directly derivable just by examination of the 
CONNECTION object itself. Ifwe simply passed the "create" call down to the Microsoft 
TCP/IP driver, we would have no way of obtaining this cookie later if it turns out that we 
need to handle the connection. 

Therefore, for every CONNECTION object which is created we allocate a struc~e to 
keep track of information about it, and store this structure in a hash table keyed by the 
address of the CONNECTION object itself, so that we can locate it if we later need to 
process requests on this object. We refer to this as a "shadow" object: it replicates 
information about the object stored in the Microsoft driver. (We must, of course, also 
pass the create request down to the Microsoft driver too, to allow it to set up its 'own 
administrative information about the object.) 

A second major difficulty arises with ADDRESS objects. These are often created with 
the TCP/IP "wildcard" address (all zeros); the actual local address is assigned only later 
during connection setup (by the protocol driver itself.) Of course, a "wildcard" address 
does not allow us to determine whether connections that will be associated with this 
ADDRESS object should be handled by our driver or by the Microsoft one. Also, as with 
CONNECTION objects, there is "opaque" data associated with ADDRESS objects that 
cannot be derived just from examination of the object itself. (In this case addresses of 
callback functions set on the object by TDI_SET_EVENT io-controls.) 

Thus, as in the CONNECTION object case, we create a "shadow" object for each 
ADDRESS object which is created with a wildcard address. In this we store information 
(principally addresses of callback functions) which we will need if we are handling 
connections on CONNECTION objects associated with this ADDRESS object. We store 
similar information, of course, for any ADDRESS object which is explicitly for one of 
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our interface addresses; in this case we don't need to also pass the create request down to 
the Microsoft driver. 

With this concept of"shadow" objects in place, let us revisit the steps involved in setting 
up a connection, and look at the processing required in our driver. 

First, the TOI client makes a call to create the ADDRESS object. Assuming that this is a 
"wildcard" address, we create a "shadow'' object before passing the call down to the 
Microsoft driver. 

The next step (omitted in the earlier list for brevity) is normally that the client makes a 
number of TD!_ SET_ EVENT io-control calls to associate various callback functions 
with the ADDRESS object. These are functions that should be called to notify the TDI 
client when certrun events (such arrival of data or disconnection requests etc) occur. We 
store these callback function pointers in our "shadow" address object, before passing the 
call down to the Microsoft driver. 

Next, the TOI client makes a call to create a CONNECTION object. Again. we create 
our "shadow" of this object. 

Next, the client issues the TOI_ASSOCIATE_ADDRESS io-control to bind the 
CONNECTION object to the ADDRESS object. We note the association in our 
"shadow" objects, and also pass the call down to the Microsoft driver. 

Finally the TOI client issues a TOI_ CONNECT io-control on the CONNECTION object, 
specifying the remote fP address (and port) for the desired connection. At this point, we 
examine our routing tables (see section XXX for details of routing) to determine if this 
connection should be handled by one of our interfaces, or by some other NIC. If it is 
ours, we mark the CONNECTION object as "one of ours" for future reference (using an 
opaque field which NT FILE_ OBJECTS provide for driver use.) W c then 
proceed with connection setup and handling in our driver, using information stored in our 
"shadow" objects. The Microsoft driver does not see the connection request or any 
subsequent traffic on the connection. 

If the connection request is NOT for one of our interfaces, we pass it down to the 
Microsoft driver. Note carefully, however, that we can not simply discard our "shadow" 
objects at this point. The TOI interface allows re-use of CONNECTION objects: on 
tennination of a connection, it is legal for the TOI client to dissociate the 
CONNECTION object from its current . Thus our "shadow" objects must be retained for 
the lifetime ADDRESS object, re-associate it with another, and use it for another 
connection of the NT FILE_OBJECTS: the subsequent connection could tum out to be 
via one of our interfaces! 
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4.7.1 Timers 

4.7.1.1 Keepalive Timer 

We don't want to implement keepalive timers on the INIC. It would in any case be a 
very poor use of resources to have an INIC context sitting idle for two hours. 

4.7 .1.2 Idle Timer 

We will keep an idle timer in the ATCP driver for connections that are managed by the 
INIC (resetting it whenever we see activity on the connection), and cause a flush of 
context back to the host if this timer expires. We may want to make the threshold 
substantially lower than 2 hours, to reclaim rNIC context slots for useful work sooner. 
May also want to make that dependent on the number of contexts which have actually 
been handed out: don't need to reclaim them if we haven't banded out the max. 

5 Receive & Transmit Microcode Design 

This section provides a general description oftbe design of the microcode that 
will execute on two of the sequencers of the Protocol Processor on the INIC. The overall 
philosophy of the JNJC is discussed in other sections. This section will discuss the INIC 
microcode in detail. 

5.1 Design Overview 

As specified in other sections, the INIC supplies a set of3 custom processors that 
will provide considerable hardware-assist to the microcode running thereon. The 
following lists the main hardware-assist features: 
• header processing with specialized DMA engines to validate an input header and 

generate a context hash, move the header into fast memory and do header 
comparisons on a DRAM-based TCP control block. 

• DRAM fifos for free buffer queues (large & small), receive-frame queues, event 
queues etc. 

• header compare logic 
• checksum generation 
• multiple register contexts with register access controlled by simply setting a context 

register. The Protocol Processor will provide 512 SRAM-based registers to be shared 
among the 3 sequencers. 

• automatic movement of input frames into DRAM buffers from the MAC Fifos. 
• run receive processing on one sequencer and transmit processing on the other. This 

was chosen as opposed to letting both sequencers run receive and transmit. One of the 
main reasons for this is that the header-processing hardware can not be shared and 
interlocks would be needed to do this. Another reason is that interlocks would be 
needed on the resources used exclusively by receive and by transmit. 

• The 1N1C will support up to 256 TCP connections (TCB's). A TCB is associated with 
an input frame when the frame's source and destination IP addresses and source and 
destination ports match that of the TCB. For speed of access, the TCB's will be 
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maintained in a hash table in NIC DRAM to save sequential searching. There will 
however, be an index in hash order in SRAM. Once a hash has been generated, the 
TCB will be cached in SRAM. There will be up to 8 cached TCBs in SRAM. These 
cache locations can be shared between both sequencers so that the sequencei: with the 
heavier load will be able to use more cache buffers. There will also be 8 header 
buffers to be shared between the sequencers. Note that each header buffer is not 
statically linked to a specific TCB buffer. In fact the link is dynamic on a per-frame 
basis. The need for thls dynamic linking will be explained in late.r sections. Suffice to 
say here that if there is a free header buffer, then somewhere there is also a free TCB 
SRAM buffer. 

• There were 2 basic implementation options considered here. The first was single
stack and the second was a process model. The process model was chosen here 
because the custom processor design is providing zero-cost overhead for context 
switching through the use of a context base register, and because there will tie more 
than enough process slots (or contexts) available for the peak load. It is also expected 
that all " local" variables will be held permanently in registers whilst an event is being 
processed. 

• The features that provide this are: 
256 of the 512 SRAM-based registers will be used for the register contexts. This 
can be divided up into 16 contexts (or processes) of 16 registers each. Then 8 of 
these will be reserved for receive and 8 for transmit. A Little's Law analysis has 
shown that in order to support 512 byte frames at maximum arrival rate of 4 * 100 
Mb its, requires more than 8 jobs to be in process in the NIC. However each job 
requires an SRAM buffer for a TCB context and at present, there are onfy 8 of 
these currently specified due to SRAM space limits. So more contexts (e.g. 32 * 8 
regs each) do not seem worthwmle. Refer to Appendix A for more details oftms 
analysis . 
A context switch simply involves reloading the context base register based on the 
context to be restarted, and jumping to the appropriate address for reslllllJ>tion. 

• To better support the process model chosen, the code will lock an active TCB into an 
SRAM buffer while either sequencer is operating on it. This implies there will be no 
swapping to and from DRAM of a TCB once it is in SRAM and an operation is 
started on it. More specifically, the TCB will not be swapped after requesting that a 
OMA be performed for it. Instead, the system will switch to another active ''process". 
Then it will resume the former process at the point directly after where the OMA was 
requested. This constitutes a zero-cost switch as mentioned above. 

• individual TCB state machines will be run from within a "process". There will be a 
state machine for the receive side and one for the transmit side. The current TCB 
states will be stored in the SRAM TCB index table entry. 

• The INIC will have 16 MB of DRAM. The current specification calls for dividing a 
large portion ofthls into 2K buffers and control allocation I deallocation of these 
buffers through one of the DRAM fifos mentioned above. These fifos will also be 
used to control small host buffers, large host buffers, command buffers and command 
response buffers. 

• For events from one sequencer to the other (i.e. RCV ~ XMT), the current 
specification calls for using simple SRAM CIO buffers, one for each direction. 

• Each sequencer handles its own timers independently of the others. 
• Contexts will be passed to the INIC through the Transmit command and response 

buffers. INIC-initiated TCB releases will be handled through the Receive small 
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.. 
buffers. Host-initiated releases will use the Command buffers. There needs to be strict 
handling of the acquisition and release of contexts to avoid windows where for 
example, a frame is received on a context just after the context was passed to the 
INIC, but before the INIC has "accepted" it. 

• T/fCP (Transaction TCP): the initial INIC will not handle TtrCP connectio(ls. This 
is because they are typically used for the HTTP protocol and the client for that 
protocol typically connects, sends a request and disconnects in one segment. 'Tue 
server sends the connect confirm, reply and disconnect in his first segment. Then the 
client confirms the disconnect. This is a total of 3 segments for the life of a Context. 
Typical data lengths are on the order of 300 bytes from the client and 3K from the 
server. The IN1C will provide as good an assist as seems necessary here by 
checksumming the frame and splitting headers and data. The latter is only likely when 
data is forwarded with a request such as when a filled-in form is sent by the client. 

5.1. l SRAM Requirements 

The following are SRAM requirements for the Receive and Transmit engines: 
TCB buffers 256 bytes * 16 4096 
Header buffers 128 bytes* 16 2048 
TCB hash index 16 bytes* 256 4096 
Timers 128 
DRAM Fifo queues 128 bytes• 16 ~ 

- 12K bytes 

Depending upon the available space, the number ofTCB buffers may be increased to 16. 

5.1.2 General Philosophy 

The basic plan is to have the host determine when a TCP connection is able to b.e banded 
to the INIC, setup the TCB and pass it to the card via a command in the Transmit queue. 
TCBs that the INIC owns can be handed back to the host via a request from the Receive 
or Transmit sequencers or from the host itself at any time. 

When the INIC receives a frame, one of its immediate tasks is to determine if the frame is 
for a TCB that it controls. If not, the frame is passed to the host on a generic interface 
TCB. On transmit, the transmit request will specify a TCB hash number if the request is 
on a INIC-controlled TCB. Thus the initial state for the INIC will be transparent mode in 
which all received frames·are directly passed through and all transmit requests will be 
simply thrown on the appropriate wire. This state is maintained until the host P¥ses 
TCBs to the INIC to control. Note that frames received for which the INIC has no TCB 
(or it is with the host) will still have the TCP checksum verified if TCP/IP, and may split 
the TCPIP header off into a separate buffer. 
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' . 
5 .1.3 Register Usage 

There will be 512 registers available. The first 256 will be used for process contexts. The 
remaining 256 will be split between the 3 sequencers as follows: 
257 - 320: 64 for RCV general processing I main loop. 
321 - 384: 64 for XMT general processing I main loop. 
385 - 512: 128 for 3rd sequencer use. 

5.2 Receive Processing 

5.2.l Main Loop 
The following is a summary of the main loop of Receive: 

forever { 
while there are any Receive events { 

if(anew event) { 

} 

} 

if(no new context available) 
ignore the event; 

call appropriate event handler to service the event; 
this may make a waiting process runnable or set up 
a new process to be run (get free context, hddr buffer, 
TCB buffer, set the context up). 

while any process contexts are runable { 

} 

run them by jumping to the start/resume address; 
if (process complete) 

free the context; 

5.2.2 Receive Events 
The events that will be processed on a given context are: 
• accept a context 
• release a context command (from the host via Transmit) 
• release a context request (from Transmit) 
• receive a valid frame; this will actually become 2 events based on the received frame 
- receive an ACK, receive a segment 
• receive an "invalid" frame i.e. one that causes the TCB to be flushed to the host 
• a valid ACK needs to be sent (delayed ACK timer expiry). 
• There are expected to be the following sources of events: 

l. Receive input queue: it is expected that hardware will automatically DMA arriving 
frames into frame buffers and queue an event into a RCV-event queue. 

2. Timer event queue: expiration of a timer will queue an event into this queue. 
3. Transmit sequencer queue: for requests from the transmit processor. 

Provisional Pat. App. of Alacritech, Inc. 52 
Inventors Laurence B. Boucher el al . 

Express Mail Label# EH756230105US 

ALA00138438 

INTEL Ex.1031.056



For the sake of brevity the following only discusses receive-frame processing . 

5.2.3 Receive Details - Valid Context 

The base for the receive processing done by the INIC on an existing context is the fast
path or "header prediction" code in the FreeBSD release. Thus the processing is divided 
into 3 parts: header validation and checksumming, TCP processing and subsequent SMB 
processing. 

5.2.3.1 Header Validation 
There is considerable hardware assist here. The first step in receive processing is to dma 
the frame header into an SRAM header buffer. It is useful for header validation to be 
implemented in conjunction with this dma by scanning the data as it flies by. The 
following tests need to be "passed": 
• MAC header: destination address is our MAC address (not MC or BC too), the 
Ethertype is IP. 
• IP header: header checksum is valid, header length = 5, IP length > header length, 
protocol = TCP, no fragmentation, destination IP is our IP address. 
• TCP header: checkswn is valid (incl. pseudo-header), header length = 5 or 8 
(timestamp option), length is valid, dest port = SMB or FTP data, no 
FIN/SYN/URG/PSWRST bits set, timestamp option is valid if present, segment is in 
sequence, the window size did not change, this is not a retransmission, it is a pure ACK 
or a pure receive segment, and most important, a valid context exists. The valid-context 
test is non-trivial in the amount of work involved to detennine it. Also note that·for pure 
ACKs, the window-size test will be relaxed. This is because initially the output PERSIST 
state is to be handled on the INIC. 
Many but perhaps not all of these tests will be performed in hardware - depending upon 
the embodiment 

5.2.3.2 TCP Processing 

Once a frame has passed the header validation tests, processing splits based on whether 
the frame is a pure ACK or a pure received segment. 

5.2.3.2.1 Pure RCV Packet 

The design is to split off headers into a small header buffer and pass the aligned data in 
separate large buffers. Since a frame bas been received, eventually some receiver process 
on the host will need to be informed. In the case of FTP, the frame is pure data and it is 
passed to the host immediately. This involves getting large buffers and dmaing the data 
into them, then setting the appropriate details in a small buffer that is used to notify the 
host. However for SMB, the INIC is performing reassembly of data when the fiiame 
consists of headers and data. So there may not yet be a complete SMB to pass to the host. 
In this case, a small buffer will be acquired and the header moved into it. If the received 
segment completes an SMB, then the procedures are pretty much as for FTP. Ifiit does 
not, then the scheme is to at least move the received data (not the headers) to the host to 
free the INIC buffers and to save latency. The list of in-progress host buffers is 
maintained in the TCB and moved to the header buffer when the SMB is complete. 
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The final part of pure-receive processing is to fire off the delayed ACK timer for this 
segment. 

S.2.3.2.2 Pure ACK 

Pure ACK processing implies this TCB is the sender, so there may be transmit buffers 
that can be returned to the host. If so, send an event to the Transmit processor (or do the 
processing here). If there is more output available, send an event to the transmit . 
processor. Then appropriate actions need to be taken with the retransmission tin:ler. 

5.2.3.3 SMB Processing 
The following is the format of the SMB header of an SMB frame: 

31 
NetBIOS header 

TYPE FLAGS f- LENGTH ~ 

SMB header OxFF "S" "M" "B" 

COM RCLS REH ERR ... 

.... ERR REB /FLG Reserved 

Rese ~ed 

Resc tved 

Rese tved 

TID PID 

UID MID 

WCT I VWV[) 

BCC Data ..... .. .. . 

Notes (interesting fields): 
LENGTII 17 bit Length ofSMB message (0 - 128K) 
COM SMB command 
WCT Count (16 bit) of parameter words in VWV[] 
VWV Variable number of parameter words 
BCC Bytes of data following 
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The firm] part ofpme-reeeive processing is to fire off the delayed ACK timer for this
segment.

5.2.3.22 Pure ACK

Pure ACK processing implies this TCB is the sender, so there may he transmit buffers
that can be returned to the host If so, send an event to the Transmit processor (or do the
processing here). If there is more output available, send an event to the tmusmit
processor. Then appropriate actions need to be taken with the retanmlission timer.

5.2.3.3 SM'B Processing

The following is the formal ofthe 3MB header of an 5MB frame:

31 0

e mew —>

   
NetBIOS header

m
“ man-1:3 Reserved

m----
Notes (interesting fields):
LENGTH 17 bit Length of EMS message (0 — 128K.)
COM 3MB command

WCT Count (16 bit) ofparameter words in VW'Vl]
VWV Variable number of parameter words
BCC Bytes of data following
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The LENGTH field oftbe NetBIOS header will be used to determine when a complete 
SMB has been received and the header buffer with appropriate details can be posted to 
the host. 
The interesting commands are the write commands: SMBwrite (OxB), SMBwriteBraw 
(OxlD), SMBwriteBmpx {OxlE), SMBwriteBs (OxlF), SMBwriteclose {Ox2C), 
SMBwriteX (Ox2F). SMBwriteunlock (Ox14). These are interesting because they will 
have data to be aligned in host memory. The point to note about these commands is that 
they each have a different WCT field, so that the start offset of the data depends:on the 
command type. SMB processing will thus need to be cognizant of these types. 

5.2.4 Receive Details - No Valid Context 

The design here is to provide as much assist as possible. Frames will be checksummed 
and the TCPIP headers may be split off. 

5.2.5 Receive Notes 

l . PRU_ RCVD or the equivalent in Microsoft language: the host application has to 
tell the INIC when he has accepted the received data that has been queued. This is 
so that the INIC can update the receive window. It is an advantage for this 
mechanism to be efficient This may be accomplished by piggybacking these on 
transmit requests (not necessarily for the same TCB). 

2. Keepalive Timer: for a INIC~ontrolled TCB, the INIC will not maintain this 
timer. This leaves the host with the job of detenn.ining that the TCB is still active. 

3. Timestamp option: it is useful to support this option in the fast path because the 
BSD implementation does. Also, it can be very helpful in getting a much better 
estimate of the round-trip time (RTT) which TCP needs to use. 

4. Idle timer: the INIC will not maintain this timer (see Note 2 above). 
5. Frame with no valid context: The INIC may split TCP/IP headers into a s'eparate 

header buffer. 
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The LENGTH field ofthe NetBIOS header will be use! to determine when a complete
3MB has been received and the header buffer with appropriate details can be posted to
the host.

The interesting commands are the write nematode: SMBwtite (0x3). SMBwriteBraw
(0x19), SMBWt'iteBmpx (DxlE). SMBwfiteBs (OxlF), SMBwriteelose (012C),
SMBwriteX (0x213), SMBwriteunloek (0x14). These are interesting because they will
have data to be aligned in host memory. The point to note about these commands is that
they each have a difi'erent WCT field, so that the start offset of the date depends on the
(:0de type. SMB processing will thus need to be cognizant of these types.

5.2.4 Receive Details - No Valid Context

The design here is to provide as much assist as possible. Frames will be checksummed
and the TCPlP headers may be split 013'.

5.2.5 Receive Notes

I. PRU.RCVD or the equivalent in Microsofi language: the host application has to
tell the [NIC when hehas accepted the received data that has been queued. This is
so that the [MC can update the receive window. it is an advantage for this
mechanism to be eflieient. This may be accomplished by piggybaeking these on
transmit requests (not neemm-ily for the some TCB).

2. Keepalive Timer: for a INICwnlmlled TCB, the INIC Will not maintain this
timer. This leaves the host with thejob of determining that the TCB is still active.

3. Timestamp option: it is useful to support this option in the fast path because the
BSD implementation does. Also. it can he very helpful in getting a much better
estimate of the round-trip time ('R’l'l') which TCP needs to use.

4. Idle timer: the INIC will not maintain this timer (see Note 2 above).
Frame with no valid context: The INIC may split 'l‘Cl-‘IEP headers into 3. Separate
header buffer.

5"
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5.3 Transmit Processing 

5.3. l Main Loop. 

The following is a summary of the main loop of Transmit: 

forever { 
while there are any Transmit events { 

if (a new event) { 

} 

} 

if(no new context available) 
ignore the event; 

call appropriate event handler to service the event; 
this may make a waiting process runnable or set up 
a new process to be run (get free context, hddr buffer, 
TCB buffer, set the context up). 

while any process contexts are runable { 

} 

run them by jumping to the start/resume address; 
if (process complete) 

free the context; 

5.3.2 Transmit Events 

The events that will be processed on a given context and their sources are: 
• accept a context (from the Host). 
• release a context command (from the Host). 
• release a context command (from Receive). 
• valid send request and window> 0 (from host or RCV sequencer). 
• valid send request and window= 0 (from host or RCV sequencer). 
• send a window update (host has accepted data). 
• persist timer expiration (persist timer). 
• context-release event e.g. window shrank (XMT processing or retransmission timer). 
• receive-release request ACK( from RCV sequencer). 

5.3.3 Transmit Details - Valid Context 

The following is an overview of the transmit flow: 

The host posts a transmit request to the INIC by filling in a command buffer with 
appropriate data pointers etc and posting it to the INIC via the Command Buffer Address 
register. Note that there is one host command buffer queue, but there are 4 phys.ical 
transmit lines. So each request needs to include an interface number as well as the context 
number. The INIC microcode will dma the command in and place it in l of 4 internal 
command queues which the transmit sequencer will work on. This is so that transmit 
processing can round-robin service these 4 queues to keep all 4 interfaces busy, and not 
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let a highly-active interface lock out the others (which would happen with a single 
queue). 
The transmit request may be a segment that is less than the MSS, or it may be as.much as 
a full 64K SMB READ. Obviously the fonner request will go out as one segment, the 
latter as a number ofMSS-sized segments. The transmitting TCB must hold on tp the 
request until all data in it has been transmitted and acked. Appropriate pointers to do this 
will be kept in the TCB. A large buffer is acquired from the free buffer fifo, and the MAC 
and TCP/IP headers are created in it. It may be quicker/simpler to keep a basic frame 
header set up in the TCB and either dma directly this into the frame each time. Then data 
is dmad from host memory into the frame to create an MSS-sized segment. This dma also 
checksums the data. Then the checksum is adjusted for the pseudo-header and placed into 
the TCP header, and the frame is queued to the MAC transmit interface which may be 
controlled by the third sequencer. The final step is to update various window fieids etc in 
the TCB. Eventually either the entire request will have been sent and acked, or a 
retransmission timer will expire in which case the context is flushed to the host. In either 
case, the INIC will place a command response in the Response queue containing the 
command buffer handle from the original transmit command and appropriate st&tus. 
The above discussion has dealt how an actual transmit occurs. However the real 
challenge in the transmit processor is to determine whether it is appropriate to transmit at 
the time a transmit request arrives. There are many reasons not to transmit: the receiver's 
window size is <= 0, the Persist timer has expired, the amount to send is less thap a full 
segment and an ACK is expected I outstanding, the receiver's window is not half-open 
etc. Much of the transmit processing will be in determining these conditions. 

5.3.4 Transmit Details - No Valid Context 

The main difference between this and a context-based transmit is that the queued request 
here will already have the appropriate MAC and TCP/IP (or whatever) headers in the 
frame to be output. Also the request is guaranteed not to be greater than MSS-sized in 
length. So the processing is fairly simple. A large buffer is acquired and the frame is 
dmad into it, at which time the checksum is also calculated. If the frame is TCP/IP, the 
checkswn will be appropriately adjusted ifnecessary (pseudo-header etc) and pfaced in 
the TCP header. The frame is then queued to the appropriate MAC transmit intepace. 
Then the command is immediately responded to with appropriate status through the 
Response queue. 

5.3.5 Transmit Notes 

1. Slow-start: the INIC will handle the slow-start algorithm that is now a part of the 
TCP standard. This obviates waiting until the connection is sending a full-rate 
before passing it to the INIC. 

2. Window Probe vs Window Update: an explanation for posterity . ... 
A Window Probe is sent from the sending TCB to the receiving TCB, and it means the 
sender has the receiver in PERSIST state. Persist state is entered when the receiver 
advertises a zero window. It is tbus the state of the transmitting TCB. In this state, be 
sends periodic window probes to the receiver in case an ACK from the receiver bas been 
lost The receiver will return his latest window size in the ACK. 
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A Window Update is sent from the receiving TCB to the sending TCB, usually to tell him 
that the receiving window has altered. It is mostly triggered by the upper layer when it 
accepts some data. This probably means the sending TCB is viewing the receiving TCB 
as being in PERSIST state. 

3. Persist state: it is designed to handle Persist state on the INIC. It seems 
unreasonable to throw a TCB back to the host just because its receiver advertised a 
zero window. This would nonnally be a transient situation, and would tent-1 to 
happen mostly with clients that do not support slow-start. Alternatively, tl:i.e code 
can easily be changed to throw the TCB back to the host as soon as a receiver 
advertises a zero window. 

4. MSS-sized frames: the INIC code will expect all transmit requests for which it has 
no TCB to not be greater than the MSS. If any request is, it will be dropped and an 
appropriate response status posted. 

S. Silly Window avoidance: as a receiver, the INIC will do the right thing here and 
not advertise small windows - this is easy. However it is necessary to also do 
things to avoid this as a sender, for the cases where a stupid client does advertise 
small windows. Without getting into too much detail here, the mechanism requires 
the INIC code to calculate the largest window advertisement ever advertised by the 
other end. It is an attempt to guess the size of the other end's receive buffer and 
assumes the other end never reduces the size of its receive buffer. See Stevens Vol. 
l pp. 325-326. 

6 The Utility Processor 

6.1 Summary 

The following is a summary of the main functions of the utility sequencer of the 
microprocessor: 

• look at the event queues: Eventl3Type & Event23Type (we assume there will be an 
event status bit for this - USE_EV13 and USE_EV23) in the events register; these 
are events from sequencers 1 and 2; they will mainly be XMIT requests from the XMT 
sequencer. Dequeue request and place the frame on the appropriate interface. 
• RCV-frame support: in the model, RCV is done through VinicReceiveO which is 
registered by the lower-edge driver, and is called at dispatch-level. This routine calls 
VinicTransferDataCompleteO to check if the xfer (possibly DMA) of the frame into host 
buffers is complete. Tue latter rtne is also called at dispatch level on a DMA-coi;npletion 
interrupt. It queues complete buffers to the RCV sequencer via the nonnal queue 
mechanism. 
• Other processes may also be employed here for supporting the RCV sequencer. 
• service the following registers: (this will probably involve micro-interrupts) 

Header Buffer Address register: 
buffers are 256 bytes long on 2?6-byte boundaries. 
31-8 - physical addr in host of a set of 

contiguous hddr buffers 
7-0 - number ofhddr buffers passed. 
Use contents to add to SmallHType queue 
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Data Buffer Handle & Data Buffer Address registers: 
buffers are 4K long aligned on 4K boundaries ... 
Use contents to add to the FreeType queue. 

Command Buffer Address register: 
buffers are multiple of32 bytes up to lK long (2**5 • 32) 
31-5 - physical add.r in host of cmd buffer 
4-0 - length of cmd in bytes/32 

(i.e. multiples of32 bytes) 
Points to host cmd; get FreeSType buffer and move 
command into it; queue to Xmit0-Xmit31'ype queues. 

Response Buffer Address register: 
buffers are 32 bytes long on 32-byte boundaries 
31-8 - physical addr in host of a set of 

contiguous resp buffers 
7-0 - number of resp buffers passed. 
Use contents to add to the ResponseType queue. 

• low buffer threshold support: set approp bits in the ISR when the available-buffers 
count in the various queues filled by the host falls below a threshold. 

6.2 Further Operations of the Utility Processor 

The utility processor of the microprocessor housed on the INIC is responsible for setting 
up and implementing all configuration space and memory mapped operations, and also as 
described below, for managing the debug interface. 

All data transfers, and other INlC initiated transfers will be done via OMA. 
Configuration space for both the network processor function and the utility processor 
function will define a single memory space for each. This memory space will d~fine the 
basic commwtlcation structure for the host. In general, writing to one of these memory 
locations will perform a request for service from the INIC. This is detailed in t.l1e 
memory description for each function. This section defines much of the operatibn of the 
Host interface, but should be read in conjunction with the Host lnterface Strategy for the 
Alacritech INIC to fully define the Host/INIC interface. 

Two registers, DMA hardware and an interrupt function comprise the INIC interface to 
the Host through PCI. The interrupt function is implemented via a four bit register 
(PCl_INT) tied to the PCI interrupt lines. This register is directly accessed by the 
microprocessor. 

THE MICROPROCESSOR uses two registers, the PCI_Data_Reg and the 
PCI_Address_Reg, to enable the Host to access Configuration Space and the memory 
space allocated to the INIC. These registers are not available to the HosL but are used by 
THE MICROPROCESSOR to enable Host reads and writes. The function of these two 
registers is as follows. 
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PCl_ Data_ Reg 

This register can be both read and written by THE MICROPROCESSOR. On write 
operations from the host. this register contains the data being sent from the host. . On read 
operations, this register contains the data to be sent to the host. 

PCT_ Address_ Reg 

This is the control register for memory reads and writes from the host. The structure of 
the register is as follows: 

Bit 31 - 24 Byte enable 7 - 0. Only the low order four bits are 
valid for 32 bit addressing mode. 

Bit 23 - 0 Memory access 
1 Configuration access 

Bit 22 - 0 Read (to Host) 
I Write (from Host) 

1 Bit 21 - 1 Data Valid 

Bit 20 - 16 Reserved 
Bit 15 - 0 Address 

During a write operation from the Host the PCI_Data_Reg contains valid data after Data 
Valid is set in the PCI_Address_Reg. Both registers are locked until THE 
MICROPROCESSOR writes the PCI_Data_Reg, which resets Data Valid. 

All read operations will be direct from SRAM. Memory space based reads will return 00. 
Configuration space reads will be mapped as follows: 

Confi~on Space 1 
00 

SMM Adciress Offset 
00 

04 
08 
oc 
10 
3C 

Confii'Jration Space 2 

00 
04 
08 
oc 
10 
3C 

All other reads to configuration space will return 00. 

Provisional Pat. App. of Alacritecb, Inc. 
Inventors Laurence B. Boucher et al. 

Express Mail Label fl EH75623010SUS 

04 
08 
oc 
10 
14 

00 
18 
08 
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PCl_Dntn_Reg

This register can be both road and written by THE MICROPROCESSOR. Or: write
operations from the host, this register contains the data being sent from the host. On read
operations, this register contains thedatatobe sent to the host.

PCI_Address_Reg

This is the control register for memory reads and write: from the host. The structure of
the register is as follows:

Bit 31 - 24 Byte enable 7 — 0. Only the low order four hits are
valid for 32 bit addressing mode.

Bit 23 — 0 Memory access
1 Configuration access

Bit 22 ‘ 0 Read (to Host)
1 Write {from Host)

1 Bit 21 -— I Data Valid
Bi120~ 16 Reserved
Bitls- D Adonis

During a write operation from the Host the PCI__Data_Reg contains valid data aflcr Data
Valid is set in the PCI_AddreSHReg. Both registers are locked until THE
MICROPROCESSOR “aim the PCLDatLReg. which resets Data Valid.

All read operations will be direct fiom SRAM. Memory spam based reads will return 00.
Configuration space reads will be mapped as follows:

Qmfimfimfinml W
00 00
04 04
03 03
DC DC
10 10
3C 14

W

00 ()0
04 [8
08 08
DC I C
[0 20
3C 24

All other reads to configuration space will return 00.
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6.2.l CONFIGURATION SPACE 

The INIC is implemented as a multi-function device. The first device is the network 
controller, and the second device is the debug interface. An alternative production 
embodiment may implement only the network controller function. Both configuration 
space headers will be the same, except for the differences noted in the following' 
description. 

Vendor ID -This field will contain the Alacritech Vendor ID. One field will be•used for 
both functions. The Alacritech Vendor ID is hex 139A. 

Device ID - Chosen at Alacritech on a device specific basis. One field will be used for 
both functions. 

Command - Initialized to 00. All bits defined below as not enabled (0) will remain 0. 
Those that are enabled will be set to 0 or 1 depending on the state of the system: Each 
function (network and debug) will have its own command field. 

Bit 0 - 0 1/0 accesses are not enabled 
Bit 1 - 1 Memory accesses are enabled 
Bit 2 - 1 Bus master is enabled 
Bit 3 - 0 Special Cycle is not enabled 
Bit 4 - l Memory Write and Invalidate is enabled 
Bit 5 - 0 VGA palette snooping is not enabled 
Bit 6 - 1 Parity checking is enabled 
Bit 7 - 0 Address data stepping is not enabled 
Bit 8 - SERR# is enabled 
Bit 9 - 0 Fast back to back is not enabled 

Status - This is not initialized to zero. Each function will have its own field. The 
configuration is as follows: 

Bit 5 - 1 66 MHz capable is enabled. This bit will be set if the INIC 
Detects the system running at 66 MHz on reset 

Bit 6 - 0 User Definable Features is not enabled 
Bit 7 - I Fast Back-to-Back slave transfers enabled 
Bit 8 - 1 Parity Error enabled - This bit is initialized to 0 
Bit 9,10 - 00 - Fast device select will be set if we are at 33 MHz 

01 - Medium device select will be set if we are at 

Bit 11 - 1 
Bit 12 - 1 
Bit 13 - 1 
Bit 14 - 1 
Bit 15 - 1 

66MHz 
Target Abort is implemented. Initialized to 0. 
Target Abort is implemented. Initialized to 0. 
Master Abort is implemented. Initialized to 0. 

· SERR# is implemented. Initialized to 0. 
Parity error is implemented. Initialized to O. 

Revision ID - The revision field will be shared by both functions. 

Class Code - This is 02 00 00 for the network controller, and for the debug interface. 
The field will be shared. 
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6.2.l CONFIGURATION SPACE

The NC is implemented as a mold-function device. The first device is the network
controller, and the second device is the debug interface. An alternative production
embodiment may implement only the network controller function. Both configuration
space headers will be the same, except for the dificrences noted in the following
description.

Vendet- ID — This field will contain the Alacritech Vendor ID. One field will housed for
both fimctions. The Macritech Vendor ID is hex 139A.

Device ID — Chosen at Alacritech on a device specific basis. One field will be used for
both functions.

Command - Initialized lo 00. All bits defined below as not enabled (0) will remain 0.
Those that are enabled will be set to 0 or 1 depending on the state of the system. Each
function (network and debug) will have its own command field.

Bit 0 — 0 U0 accesses are not enabled

Bit 1 7 1 Memory accesses are enabled
Bit 2 — 1 Bus master is enabled

Bit 3 — 0 Special Cycle is not enabled
Bit 4 — 1 Memory Write and Invalidate is enabled
Bit 5 — 0 VGA palette snooping is not enabled
Bit 6 - 1 Parity checking is enabled
Bit 7 — 0 Address data stepping is not enabled
Bit 8 — SERRR is enabled
Bit 9 — 0 Fast back to back is not enabled

Status — This is not initialized to zero. Each function will have its own field. The

configuration is as follows:
Bit 5 — l 66 MHz capable is enabled. This bit will be set ifthe lNlC

Detects the system running at 66 MHZ on reset
Bit 6 — 0 User Definable Features is not enabled
Bit 7 — 1 Fast Back-to-Back slave nansfers enabled

Bit 8 — 1 Parity Error enabled -'I'his bit is initialized to 0
3119.10 4 00 — Fast device select will beset ifwe are at 33 MHZ

01 — Medium device select will be set ifwe are at
66 MHz

Bit ll - 1 Target Abort is implemented. initialized to 0.
Bit ‘12 — 1 Target Abort is implemented. Initialized to 0.
Bit 13 — 1 Master Abort is implemnnted. Initialized to 0.
Hit 14 — 1 SERR# is implemented. Initialized to 0.
Bit 15 — 1 Parity error is implemented. initialized to 0.

Revision [D — The revision field will be shared by both fiinctions.

Class Code 7 This is 02 00 00 for die network controller. and for the debug interface.
The field will be shared.
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Cache Line Size -This is initialized to zero. Supported sizes are 16, 32, 64 and ·128 
bytes. This hardware register is replicated in SRAM and supported separately for each 
function, but THE MICROPROCESSOR will implement the value set in Configuration 
Space l (the network processor). 

Latency Timer - This is initialized to zero. The function is supported. This hardware 
register is replicated in SRAM. Each function is supported separately, but THE ' 
MICROPROCESSOR will implement the value set in Configuration Space I (the 
network processor). 

Header TYPe -This is set to 80 for both functions, but will be supported separately. 

BIST - Is implemented. In addition to responding to a request to run self test, if test after 
reset fails, a code will be set in the BISI register. This will be implemented separately 
for each function. 

Base Address Register - A single base address register is implemented for each function. 
It is 64 bits in length, and the bottom four bits are configured as follows: 

Bit 0 - 0 Indicates memory base address 
Bit 1,2 - 00 Locate base address anywhere in 32 bit memory space 
Bit 3 - 1 Memory is prefetchable 

CardBus CIS Pointer - Not implemented- initialized to 0. 

Subsystem Vendor ID - Not implemented-initialized to 0. 

Subsystem ID - Not implemented-initialized to 0 . 

Expansion ROM Base Address - Not implemented-initialized to 0. 

Interrupt Line - Implemented-initialized to 0. Thls is implemented separately for each 
function. 

Interrupt Pin - This is set to 01, corresponding to INTA# for the network controller, and 
02, corresponding to INTB# for the debug interface. This is implemented separately for 
each function. 

Min_ Ont - This can be set at a value in the range of 10, to allow reasonably long bursts 
on the bus. This is implemented separately for each function. 

Max _Lat - This can be set to 0 to indicate no particular requirement for frequency of 
access to PCI. This is implemented separately for each function. 

6.2.2 MEMORY SPACE 

Because each of the following functions may or may not reside in a single location, and 
may or may not need to be in SRAM at all, the address for each is really only used as an 
identifier (label). There is, therefore, no control block anywhere in memory that 
represents this memory space. When the host writes one of these registers, the utility 
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Cache Line Size e This is initialized to zero. Supported sizes are 16, 32, 64 and 123
bytes. This hardware register is replicated in SRAM and supported separawa for each
function, but THE MICROPROCESSOR will implement the value Set in Configuration
Space 1 {the network processor).

Latency Timer - This is initialized to Zero. The function is supported. This hardware
register is replicated in SRAM. Each function is supported separately, but THE
MlCROPROCESSOR will implement the value set in Configuration Space 1 (the
network processor).

Header Type v This is set to 80 for both functions. but will he supported separately.

BIST - Is implemented. In addition to responding to a request to run selftest, if test alter
reset fails, a code will be set in the BIST register. This will be implemented separately
for each function.

Base Address Regimen- — A single base address register is implemented for each fimction.
it is 64 hits in length. and the bottom four hits are configured as follows:

Bit 0 — (3 Indicates memory base address
Bit 1,2 — ()0 Locate base address anywhere in 32 bit mmnory space
Bit 3 — 1 Memory is prefelchable

CardBus ClS Pointer — Not implemmtedwinifialized to O.

SUbsystern Vendor ID A Not implemented—initialized to 0.

Subsystem ID — Not implemented—initialized to 0.

Expansion ROM Base Address — Not implemented—initialized to O.

Interrupt Line — hnplementod—irfitialized to O. This is implemented separately for each
filnction.

4::i111:“l1:[llill"IUIWEW‘HHW‘El
Interrupt Pin ~ This is set to 01, corresponding to INTAilIl for the network controller. and
02, corresponding to INTB# for the debug interface. This is implemented separately for
each fimction.

Min_Cint — This can be set at a value in the range of 10. to allow reasonably long bursts
on the bus. This is implemented separately for each fimction.

Max_Lal — This can be set to 0 to indicate no particular requirement for fiequency of
access to PCI. This is implemented separately for each funclion.

6.2.2 MEMORY SPACE

Because each ofthe following functions may or may not reside in a single location, and
may or may not need to he in SRAM at all, the address for each is really only used as an
identifier (label). There is. therefore. no control block anywhere in memory that
represents this memory space. When the host writes one of these registers, the utility
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processor will construct the data required and transfer it. Reads to this memory will
generate 00 for data.

6.2.2.1 Network Processor

The following four byte registers, beginning at location 1100 of the network processor's
allocated memory, are defined.

00 — Interrupt Status Pointer -- Initialined by the host to point to a four byte area
where status is stored

04 — Interrupt Status — Returned status from host. Sent afier one or more
status conditions have been reset. Also an interlock for storing any
new status. Once status has been stored at the Interrupt Status Pointer
location, no new status will be stored until the host writes the Interrupt
Status Register. New status willbe cred with any remaining
uncleared status (as defined by the contents of the returned status)
and stored again at the Interrupt Status Pointer location. Bits are
as follows:
Bit 31 ERR u Error bits are set
Bit 30 v RCV a Receive has occurred

Hit 29 — XMT —- Transmit command complete
Bit 25 r RMISS n Receive drop occurred due to no buffers

08 — Interrupt Mask — Written by the host. Interrupts arc masked for each
of the bits in the interrupt status when the same bit in the mask
register is set. When the Interrupt Mask register is written and as
a result a status bit is unmasked, an interrupt is generated. Also,
when the Interrupt Status Register is written, enabling new status
to be stored, when it is stored if a bit is stored that is not masked
by the Interrupt Mask. an interrupt is generated.

I‘
"3‘-T"'this}13}"if."‘55iii[I“fit
 0C — Header Buffer Address — Written by host to pass a set ofbeader buffers to the

4 MC.

10 — Data Buffer Handle — First register to be written by the Host to transfer a receive
data buffer to the NC. This data is Host reference data. It is not used by the
MC, it is returned with the data buffer. However, to insure integrity of the
buffer, this register must be interlocked with the Data Buffer Address register.
Once the Data Buffer Address register has been written, neither register can be
written until after the Data Bufi'er Handle register has been read by THE
MICROPROCESSOR.

l4 — Data Bufi'er Address — Pointer to the data buffer being sent to the [NIC by the
Host. Must be interlocked with the Data Buffer Handle

register.

13 — Command Buffer Address XMTO ‘ Pointer to a set of command

buffers sent by the Host. 'I'I-[E MICROPROCESSOR will DMA the buffers to
local DRAM found on the FreeSType queue and queue the Command
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Ll'lvmtb‘l’s Laurence B. Boucher et a1.

Express Mail Label all EHTSSZSOIOSUS

 

ALA00138449

CAVIUM-1031

Cavium, Inc. v. Alacritech, Inc.
Page 067



INTEL Ex.1031.068

Butter Address XMTO with the local address replacing the host
Address.

10 - Command Buffer Address SM'I‘l

20 — Command Buffer Address SMT2

24 4 Command Buffer Address SMT3

28 — Response Buffer Address -- Pointer to a set ofresponse buffers sent
by the Host. These will be n-eated in the same fashion as the
Command Buffer Address registers.

6.2.2.2 Utility Processor

Ending status will be handled by the utility processor in the same fashion as it is-hendled
by the network pretzessor. At present two ending status conditions are defined B31 —
command complete, and B30 e error. When end status is stored an interrupt is
generated.

Two additional registers are defined, Command Pointer and Data Pointer. The Host is
_ responsible for i115uring that the Data Pointer is valid and points to sufficient memory

before storing a command pointer. Storing a. command pointer initiates command decode
and execution by the debug procasor. The Host must not modify either command or
Data Pointer until ending status has been received, at which point a new command may
be initiated. Memory space is write only by the Host, reads will receive 00. The format
is as follows:

  u

00 — Interrupt Status Pointer —- [uitialized by the host to point to a four byte area
where status is stored

04 — Interrupt Status — Returned status from host. Sent after one or more
status conditions have been reset. Also an interlock for storing any
new status. Once status has been stored at the Interrupt Status Pointer
location, no new status will be stored until the host writes the Interrupt
Status Register. New status will be cred with any remaining
uncleaer status (as defined by the contents of the returned status)
and stored again at the Interrupt Status Pointer location. Bits are
as follows:

Bit 31 — CC — Command Complete
Bit 30 — ERR -— Error
Bit29 —- Transmit Processor Halted
BitZB — Receive Processor Halted

BitZ? — Utility Processor Halted

if":fit‘ii't'ifW775"‘thrill.i'il

08 - Interrupt Mask — Written by the host. Interrupts are masked for each
of the bits in the interrupt status when the same bit in the mask
register is set. When the interrupt Mask register is written and as
a result a status bit is unmasked, an interrupt is generated. Also,
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when the Interrupt Status Register is written, enabling new status
to be stored, when it is stored if a bit is stored that is not masked
by the Intenupt Mask. an interrupt is generated.

0C — Command Pointer — Points to command to be executed. Storing
this pointer initiates command decode and execution.

10 — Data Pointer — Points to the data buffer. This is used for both read and write data,
determined by the command function. :

7 Debug Interface

to order to provide a mechanism to debug the microcode running on the microprocessor
sequencers, a debug process has been defined which will run on the utility sequencer.
This processor will interface with a. control program on the host processor over PCI.

II PCI Interface

This interface is defined in the combination oftbe Utility Processor and the Host
Interface Strategy sections, above.

7.2 Command Format

The first byte of the Command, the command byte, defines the structtm: of the remainder
of the command. The first five hits of the command byte are the command itself. The
next bit is used to Specify an alternate processor, and the last two bits specify which
processors are intended for the command.

7.2.1 Command Byte

7 _. 3 2 l — 0
Command Alt. Proc. Processor

72.2 Processor Bits

00 ~ Any Processor
01 m Transmit Processor
10 7 Receive Processor

1] — Utility Proceseor
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7.2.3 Alternate Processor

This bit defines which processor should handle debug procesnng if the utility processor
is defined as the processor in debug.

0 — Transmit Processor
1 — Receive Processor

7.2.4 Single Byte Commands

(Xi—Halt

This command asynchronously halts the processor.

08 — Run

This command starts the processor.
a
:3 10 — Step
5

This command steps the processor.

7.2.5 Eight Byte Commands

18 — Break
:3

L; o 1 2 — 3 4 fl 7

:5; Command Reserved Count Address

This command sets a stop at the specified address. A count of 1 causes the specified
processor to halt the first time it executes the instruction. A count of 2 or more causes the
processor to halt after that number of executions. The processor is halted just before
executing the instruction. A count of 0 does not halt the processor, but causes n sync
signal to be generated. [I a second processor is set to the same break addrese, the count
data fi'om the first break request is used, and each time either processor executes the
instruction the count is decrementcd.

20 — Reset Break

0 1 - 3 4 e 7
Command Reserved Address
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This command resets a previously set break point at the specified address. Reset break
fiilly resets that address. If multiple processors Were set to that break point, all will be
reset.

28 e Dump

0 1 2 - 3 4 — 7

Command Descriptor Count Address

This command transfers to the host the contents of the descriptor. For descriptors larger
than four bytes, :1 count, in four byte increments is specified. For descriptors utilizing an
address the address field is specified.

7.2.6 Descriptor

00 — Register

This descriptor uses both count and address fields. Both fields are four byte based (2:
count of 1 transfers four bytes).I'Eil

(ll—Sram

This descriptor uses both count and address fields. Count is in four byte blocks. Address
is in bytes, but if it is not four byte aligned, it is forced to the lower four byte aligned
address.

02 — Dram

This descriptor uses both count and address fields. Count is in four byte blocks. Address
is in bytes, but if it is not four byte aligned, it is forced to the lower four byte aligned
address

r1".its-l1"Ilii'WT"Ilfli[ill33'-ll:'5!Hl!
03 — Cstore

This descriptor uses both count and address fields. Count is in four byte blocks. Address
is in bytes, but if it is not four byte aligned, it is forced to the lower four byte aligned
address

Stand-alone descriptors:

The following descriptors do not use either the count or address fields. They transfer the
contents of the referenced register.

04 — CPUisTATUS

05 -—PC
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06 — ADDR_REGA

07 7 ADDR_REGB

08 7 RAM_BASE

09 — FILE_BASE

0A — INSTR_REG_L

0B - INSTR__REG_H

oc — MAC_DATA

0D — DMArEVENT

OE — MISC_EVENT

0F - Q_IN_RDY

10 - Q_0U'1‘_RDY

1 t — LOCK STATUS

12 k STACK - This returns 12 bytes

13 — Sense _ Reg

This register contains four bytes of data. If error status is pested for a command, if the
next command that is issued reads this register, a code describing the error in mpre detail
may be obtained. Ifany command other than a dump of this register is issued after error
status, sense information will be reset.

30 # Load

0 1 2 - 3 4 ~— 7
Command Descriptor Count Address

This command transfers from the host the contents of the descriptor. For descriptors
larger than four bytes, a count, in [our byte increments is specified. For descriptors
utilizing an addreSS the address field is specified.

7.2.7 Descriptor

00 A Register

This descriptor uses both count and address fields. Both fields are four byte base-d.
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01 —Srarn

This descriptor uses both count and address fields. Count is in four byte blocks. . Address
is in bytes, but if it is not four byte aligned, it is forced to the lower four byte aligned
address.

02—Dram

This descriptor uses both count and address fields. Count is in four byte blocks. Address
is in bytes, but if it is not four byte aligned, it is forced to the lower four byte aligned
address

03 7 Cstore

This descriptor uses both count and address fields. Count is in four byte blocks. Address
is in bytes, but if it is not four byte aligned, it is fenced to the lower four byte aligned
address. This applies to WCS only.

Stand—alone descriptors:

The following descriptors do not use either the count or address fields. They transfer the
contents of the referenced register.

04 ~ ADDR_R.EGA

05 fl ADDR_REGB

06 — RAM_BASE

07 — FILE_BASE

08 -— MACkDATA

09 k Q_[N_RDY

0A — O_0UT__RDY

OB —~ DBG__ADDR

38 — Map

This command allows an instruction in ROM to be replaced by an institution in WCS.
The new instruction will be located in the Host buffer. It will be stored in the first eight
bytes of the bufier, with the high bits unused. To reset :1 mapped out instruction, map it
to location 00.

0 1 — 3 4 — 7
Command Address to Addiess to

Map To Map Out
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8 HARDWARE SPECIFICATION

FEATURES

- Peripheral Component Interconnect {PCD Interface

- Universal PCl interface supports both 5.0V and 3.3V signaling environments.

— Supports both 32-bit and 64 bit PC! interface.

- Supports PC! clock frequencies from ISMl-lz to 66MB:

- High perfomtaucc bus mastering architecmre.

- Host memory based communications reduce regisler accesses.

- Host memory based interrupt status word reduces register reads.

- Plug and Play compatible.

- PC] specification revision 2.1 compliant.

- PCI bursts up to 512 bytes.

- Supports cache line operations up to 123 bytes.

- Both big-cudiazu and iittlo—mrlian byte alignments supported.

- Supports Expansion ROM.

- Network Interface

- Four inlemal 802.3 and ethernet compliant Macs.

- Media Independent Interface (MI!) supports external PHYS.

7 IDBASE-T. [OOBASE'IXIFX and 1003ASE-T4 supported.

7 Full and halfrlupiex modes supported.

- Automatic PHY slams polling notifies system of status change.

it“.Vivi-nEli'1i3'"“iE‘itEliEH"ii-'3'EilH‘fi‘W’1?!
~ Provides SNMP staListcs counters.

~ Supports broadcast and mulficasl packers.

- Provides promiscuons mode for network monitoring or multiple unicasi address detection.

— Supports “huge packers" up to 32153.

- Mac—layer loop-back test mode.

- Supports auto-negotiating Phys.
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- Memory Interface

- External Dram buffering of Lranmit and receive packets.

- Buffering configurable as 4MB, 3MB. 16MB or 32MB.

- 32-bit interface supports throughput of 224MBI5

- Supports external FLASH ROM up to 4 MB, for diskless boot applications.

- Supports external serial EEPROM for custom configuration and Mac addresses.

I Protocol Processor

- High speed. custom, 32-bit processor executes 66 million instmczionx per Second.

~ Processes 1P, TCP and NETBIDS protocols.

- Supports up to 256 resident TCPI‘IP contexts.

- Writable control store (WCS) allows field updams for feature enhancements,

- Power

— 3.3V chip operation.

- PCI controlled 5.0VI3.3V U0 cell operation.

a Packay‘ng

- 2727pin plastic ball grid array.

- 91 PCI signals.

- 63 MI] aigrmls.

- 58 external memory sigtah.

— 1 clock signal.

- 54 signals split between power and gmund.

- 2‘12 total pins.

Jill-"NTmll?"IE:IT}IE]'l't'fi“31I339fl"5.!
I" u

-I'.
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GENERAL DESCRIPTION

The microprocessor is a Habit, hill-duplex. four channel. 10! loorMegabit per second (mpg). Intelligent
Network Interface Controller. designed to provide high-speed protocol processing for server applications. It
combines the functions of a standard network interface controller and a protocol processor within a single
chip. Although designed specifically for server applications, The microprocessor canbe used byEPCs.
workstations and routers or anywhere that 'I‘CWIP protocols are being

When combined with four BULSIMH compliant Phys and Synchronous Dram (SDram), the INIC comprises
four complete cthcrnor nodes. It mntains four SDZSr'ethet-nct compliant Mates, 3 PCI Bus Interface Unit (BIU),
a memory controller. transmit fifoa, receive fifoa and a custom TCPIIPINE'I‘BIOS protocol processor. The
INlC supports lOBase-T . tuition-TX. lOOBaseva and lOGBase-T4 via the Mll interface attachment of
appropriate Phys.

The INIC Macs provide statistical information that may be used for SNMP. The Macs operate in promiscuous
mode allowing the [MIC to function as a network monitor, receive broadcast and multicast packets and
implement multiple Mac addressu: for each node.

Any 802.3FMII compliant PHY :21: be utilized. allowing the [NIC to support lflBASE‘T. lflBASEn.
IOOBASE-TX. IUOBase-FX and IOOBASE—T4 as well as future interface standards. PHY identification and

is accomplished through host driver initialization routines. PHY status register: can be polled
continuously by the INIC and detected PHY status changes reported to the host driver. The Mac can be
configured to support a maximum frame size of 1518 bytes or 32763 bytes.

The 64—bit. multiplexed BIU provides a direct interface to the PCI bus for both slave and meter functions.
The [NIC is capable of operating in either a 64-bit or 32bit PC‘I environment. while supporting 64—bit
addressing in either configuration. PCI bus frequencies up to 55MHZ are supported yielding instantaneous bus
transfer rates of S33Mst. Both 5.0V and 3.3V signaling environments can be utilized by the INIC.
Configurable cache-line size up to 2561! will accommodate future architectures, and Expansion ROMfFlash
support allows for diskless system booting. Non-PC applications are nupported via programmable big and little
endian modes. Host based communication has been utilized to provide the best syttem performance possible.

The INIC supports Hung—Play auto—configuration through the PC] configuration space. External pull-up and
pull-down resistors, on the memory [IO pins, allow selection of various features during chip reset. Support of
an external eeprom allows for local storage of configuration information such as Mac addresxes.

“onuormoootpung
\- ...

External SDram provides frame buffering. which is configurable as 4MB, 8MB, 16MB or 32MB using the
apprortrinte SIMMs. Use of -10 speed grades yields an external buffer bandwidth of 224mm. The buffer
provides temporary storage of both incoming and outgoing frames. The protocol processor accesses the frames
within the buffer in order to implement TCPIIP and NETBIOS. Incoming frames are processed, assembled
then u'ansfcrred to host memory under the control of the protocol processor. For transmit. data is moved from
host memory to buffers where various headers are created before being transmitted out via the Mac.
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INTEL Ex.1031.077

BLOCK DIAGRAM

MIIA MIIB MIIC MIID

thA thB thC thD
& 8c 36 8:

REVA RKVB RWC Rch
Se S ‘ I Se Se n

EXTERNAL
MEMORY

BUS

£11HI!it?"ET‘5"?!E]H525
 

3:-
EXTERNAL
MEMORY

Ctr]  PROC lKB x 123 Sram
“ & DMA cm

PCI BUS

INTERFACE UNIT 

PCI BUS
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INTEL Ex.1031.078

OUTLINE

o Cores/Cells

LSI Logic Ethernei-l‘lfl Core, IODBase E. 10333: Mac with M1! inwrfacc.

LSI Logic single part Sram, triple port Sram and ROM available.

LSI Logic PC! 66151112, 5V mmpnsible L'U cell.

 

15! Logic PLL

0 Die Size 1' Pin Count

LSI Logic 610 precess.

W BEECH. SPEED AREA

Scratch RAM. “($1128 sport, 4.37 m; mom, 06.77 mm2

WCS. BKJL49 sport. 6.40 115 mm, 18.29 1111111

{E MAP. 123x? sport, 3.50 as norm, 00.24 mm2:..z

3-3-1 ROM, “(1.49 32001, 5.00 115 mm, 00.45 mm2

REGS, 512x32 tpon. 6.10 ns norm, 03.49 mm“

Mans, .75 mm’ x 4 = 03.30 mm1
a: PLL, .5 mml = 00.55 m1

MISC LOGIC. “7.260 gates r (5035 gates 1mm” = 73.29 rmn’
:1 TOTAL CORE 56.22 mm1
E

L:

; . (Coreside)1 = 55.22 mm2"15
Core side 3 0150 mm

Di: side = core side + 1.0 ram {110 cells) = 08.50 mm
Die area = B.Srmnx%.5mm = ’1'“1.’..2§I:m:nz

Pads needed = 220 signals a: 1.25 (vss, vdd) =- 215 pins
LS] PBGA = 272 pins

Provisional Put. App. of Macritnch, Inc. 74Inventors [meme B. Boucher El 21.

Express Mail Label # EH756230105US

B\@@’@@*w,@©m@

ALA00138460

CAVIUM-1031

Cavium, Inc. v. Alacritech, Inc.
Page 078



INTEL Ex.1031.079

 p:
:33\ .
g
a?arean.
E"
, 3a:
s

‘55
ii
F

 

o Datapath Bandwidth

(10MBJ’sll00Eiase) x 2 (full duplex) x 4 connections =

Average frame size =
Frame rate = WW: I 512B =

Cpn overhead I frame = (256 B context read) + (64B header read) +
(1283 context write) 4- (1283 misc.) =

Total bandwidth = (51213 in) + (512B 011:) + (51213 Cpu) =

Drum Bandwidth required = (1536mm) x (156.250 framesfs) =

Dram Bandwidth @ 60MB: : (32 bytes 1 167115) =

Dram Bandwidth @ 66km: 3 (32 bytes ! 150mg) =

PC] Bandwidth required m

PC] Bandwidth available a 30 MRI, 32!), average

PC! Bandwidth available @ 33 MHz, 32b, average

PC] Bandwidth available @ 60 MHZ, 32b. average

PCI Bandwidth available a 66 MHz, 32h. average

PC! Bandwidth available (a 30 MHz. 64h, average

PC] Bandwidth available (a 315 MHZ. 64h. average

PC] Bandwidth available E 60 MEI. 64!). average

PC] Bandwidth available @ 66 MHz, 64]]. average

1|

ll

ll

Ii

I Cpu Bandwidth

Receive frame interval = 5123 1 40Mst =

Izmir-actions I frame @ 60MB: = ([2,8nsr'frame) I (50nslinstruction)
insu'lwtiunsr‘frame

Instructions I frame @ 66MB: F (12.8usfframe) I (45mfin5n'uction)
insu'uctiouaffiame

Required instructions I Eran): (per CliVE) =
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mama

92mm

lODMBIs

184N315

200]“st

12.8us

§

§

2511 ‘msn‘uctlo'nslframe
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INTEL Ex.1031.080

0 Performance Features

- 512 registers improve performance through reduced scratch ram accesses and reduced instructions.

- Register windowing eliminates context-switching overhead.

- Separate instruction and data paths eliminate menwry contention.

- Totally resident control store eliminates stalling during instruction fetch.

- Multiple logical processors eliminate context switching and improve real—time response.

— Pipelined amhitecmre increases operating frequency.

- Shared register and scratch ram improve inter-proch conununicalion.

- Fly-by stale-Machine assists address compare and checksum calculation.

- 'l‘CPIrP—nontext caching reduces latency.

- Hardware implemented queues reduce Cpu overhead and latency.

- Horizontal microcode greatly improves instruction efficiency.
- Automatic frame DMA and srams heaven Mac and drain buffer.

- Deterministic architecture coupled with eonrexr switching eliminates processor stalls.

5‘:a...
a,5d

5'?=in?
5L:

5::

f

54;
in:55

' a“.3
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INTEL Ex.1031.081

PROCESSOR

The processor is a convenient means to provide a pmgranunahle state-machine which is capable of processing
incoming from, processing host commands. directing network traffic and directing PCI bus traffic. Three
processors are implemented using shared hardware in a threealevel pipelined architecmre which launches and
completes a single instruction for every clock cycle. The instructions are executed in three distinct phases
corresponding to each of the pipeline stages where each phase is responsible for a different function.

The first instruction phase writes the instruction results of the last instruction to the destination operand,
modifies the program counter (Po). selects the address source for the instruction to fetch. then fetches the
instruction from the control store. The fetched instruction is then stored in the instruction register at the end of
the clock cycle.

The processor irtstruntions reside in the onwhip control—store. which is implemented as a mixture of ROM and
Srarn. The ROM contains 1K insmmfions stardng at address (storm and aliases each 0x0400 locations
throughout the first DKSOQOIDf instruction space. The Srarn (WCS) will hold up to OxZOOO instructions starting
at address OXSODO and aliasing each 0x2000 locations throughout the last 038000 of instruction space. The
ROM and Starr: are both 49~hits wide accounting for hits [48:0] 01’ the instruction microword. A; separate
mapping ram provides bits [55:49] of the microword (unpndez) to allow replacement of faulty ROM based
instructions. The mapping ram has a configuration of 128x? which is insufficient to allow a separate map
address for cacti of the 1K ROM locations. To allow remapping of the entire 1K ROM space, the map mm
address lines are connected to the addrefi hits Fetch[9:3]. The result is that the ROM is remapped in blocks
of 8 contiguous locations.

  The second instruction phase decodes the instruction which was stored in the instruction register. It is at this
:L point that the map address is checked for a non-zero value which will cause the decoder to force a Imp
: instruction to the map address. If a. non-zero value is detected then the decoder selects the source operands for

the Mn operation based on the values of the OpdASel, OdeSel and Alqu fields. These operands are then
stored in the decode register at the end of the clock cycle. Operands may originate from File, Srann, or flip-
flop based registers. The second instruction phase is also where the resnlts of the previous instruction are
written to the Sram,

: The third instruction phase is when the actual Alu operation is performed. the test condition is selected and the
54* Stack push and pop are implemented. Results of the Alu operation are stored in the results register at the end
3 of the clock cycle.
\é'i

Following is a block diagram which shOWs the hardware functions associated with each of the instruction
phases. Note that various functions have been distributed across the three phases of the instruction execution in
order to the combinatorial delays within any given phase.
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INTEL Ex.1031.082

Cpu BwCK—DIAGRAM

Sm: LOAD LOAD FLAG FETCH LOAD LOAD LOAD
I!

cm cm Cm DEC 51°35 Ctrl on Girl Cut

mini:

AD

FETCH Srarn 1| EBU
firm-J: Add,

Add: MASH Add:

INCR

INSTRUCTION DECODER L0
AND

OPERAND MULTIPLEKER CI]

 

 

CDC OUT 03'!
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INTEL Ex.1031.083

nonhnttouethmmn

D I @fllfil—W WE

INSTRUCTION SET

The microinstructions are divided into six types wording to the program control directive. The micro-
inslruo'llon is further divided into sub-fields for which the definitions are dependent upon the lnmumlon type.
The six instruction types are listed below.

WW

rm my. lemma]. Jim—Jim]— 123.1161 111L011].
do: uhaooooou oboe. nuop, unmet. apdflhl. unset. Linn].
mp obcooooou 01301. Hoop. Ora-Mel, 0943301. l'lgsol. mural
J'lr 0130000000 01310, Melon, Opals-1, 0963551, ’15531, Literal
It! flbOOOODOO 01:11.. Ail-I199. opens-1, U'pdSSe‘J-r- DIIEE. Literal
Il‘xt DbOOOODOO 01311, 11m. Wei, W01. Nasal. Literal
“P “PM? 0m. 0m. 013W. Ohm. uhrtx. um

All instructions include the Alu operation (Alqu). operand “A” select (OpdASel). operand “3" select
(OdeSel) and Literal fields. Other field usage depends upon the instruction type.

The “jump condition Code" (Jcc) instruction causes the program counter to be altered if the condition selected
by the “test select” (TstSel) field is asserted. The new program counter (Po) value is loaded from either the
Literal field or the Alth as described in the following section and the Literal field may be used as a source
for the Alu or the ram address if the new PE value is sourcedhy the Mn.

The “jump” (Jmp) instruction causes the program counter to be altered unconditionally. The new program
counter (Pu) value is loaded from either the Literal field or the AluOut. as described in the following tendon.
The forrnatallows instruction hit523:16tobeusedtoperfonnaflagoperationand theLileral fieldmaybe
usedesasource fortheAluorthet-zmaddressifthenewl’evalueissonrced bythe Alu.

The “jump subroutine“ (Jsr) instruction causes the program counter to be altered unconditionally. The new
program counter (Pu) value is loaded From either the Literal field or the Alth as described in the following
section. The old program counter value is stored on the top location of the Pc~Staclt which is implemented as a
LEFO memory. The format. allows instruction bits 23:16 to be used to perform a flag operation=and the Literal
field may be used as a source for the Mu or the ram address ifthe new Pt: value is sourced by the Mu.

The "Nxt" (Nxt) histruetion causes the program counter to increment. The format allows lIlStl'llCtiml bits
23:16 to be used to perform a flag operation and the Littn‘al field may be used as a source for the All] or the
ram addreSs.

The "return From subroutine" (Ills) instruction is a special form of the Nut instruction in which the “flag
operation” (Hng) field is set to a value of thf. The current Pl: value is replaced with the last value Stored in
the stack. The Literal field may be nsm'l as a sour-no for the A111 or the ram address.

The Map instruction is provided to allow replacement of instruction which have been stored in ROM and is
implemented any time the “map enable" (Manm bit has been set and the content ofthe "mapi address"
Maphddr) field is non-zero. The instruction decoder forces ajump instruction with the Alu operation and
destination fields eel to pass the MepAddr field to the program control block.

The program control is determined by a combination of Pngti-l. DetOpd. FlgSel and TstSel. The behavior
of the program conLrol is defined with the following "(Z-like“ description.
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INTEL Ex.1031.084

else

EEQEEECEEAEEEBEIQB

if (Mapxn & Lflhpnddr la 0b0000000)l( {fre‘map inatr
Stuckc u Stackc;
Stackn - snacks;
StackA - stackn;

Instrde - 0115000 | PcI2:0] | (name: << 3:;
Pc - Inahraflfl: + [ancuta & ‘Dbgfld);

Fetch - Dbgwd ? nhgndflrtinztrhddr;
Dbghddr - Dbgnddr + {Execute & anfldlii

if (Pgnfltrl -- Jcc}{ flaunditicnal jump
Snacks - snacks;
Stuck}! - Stackn;
stack; - Stackh;

Instradd: = -rltlrstsol ? Pc:£nlunnhv=Pc) ? RJuOut:Lit¢:al;
P: - Inatzldflz + {Executa a —Dhgfld)

Fetch - Dbgfld ? nbglddr=1nltrnddr;
Dbghdd: - nbgndd: + (Execute & nbgun1;}

e15:

Else

else

WinIf”?1'."“'E1:E2}93%TI“3%LE]!1]!‘ER
45'.“fi'

else

it (Pgmctr1 .- amp){ Ilium?
stack: - stackc;
Stnclrn
stackk

Instrnddz

if (Pgmfltrl -- Jur){

if ($19331 In Its]!

{

P:
Patch

Stuckn;
Stackh:
(alunst :2 Pc) ? nluuut:Lita:n1;
Initrldd: + (Execute E ~Dhgfld)
D15ng ? nhgmdr I Instrlddr;

nbgnddr - Dbgnfld: + (Execute & Dhgfld);}

lljump subroutine
Stackc - atackn;
Stickn
stackh

Instrandr
Pc

Fatah
Dbgaddr

Instxndd:
Sascha
Stacks
5 tie)“:

Fe
Patch

Dbgmr

Instthdd:
Stack;
StackB
Stacks

Pc
Fetch

DbgAdd:

BuI

2

"III

Stacn;
Pu;
[alunat -- Pc} ? aluout:Lite:al;
Instrldd: + (Execute & ~Dbglfl)
Dbgmi ? DbglddrttnntrAddr;
Dhgnddr + (Execute & Dbgfldl;}

fireturn subroutine
Stackfi;
stacks;
stuckc:
Ex:ch;
Instzadd: o (Executn & -Dbgld]
Dhgfld ? Dbglddr:1natrnddr;
Dhgndd: + (manta [- Dbg’fld.) ;}

Ec: licensinue
Stacks;
staukB;
Stackc;
Inaurfiddr + (Execute E -Dngd]
Dbgld ? Dbglddrllnntrnddz;
13th + (Execute & Dbgfld) ;}
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INTEL Ex.1031.085

 
 

W

m mn—_m

01300000 A = EA & —[1 << 3}): Hhi: clear
c- o.- v- (a >- 32} 2 1:0;

01300001 1 = {A 5 a); Illegical and
c = a; v - o.-

DbOODlO A - (Litarll E B),- Hlogical and
C = 0.- 17 = 0:

UbOOGll 1 a (-Litorul E B]; lilogical and. not
C = 0; 'h' I 0:

01300100 A x (A i (1 << Bl); ,H'bil set:
CHD:V-{B:=32}?]:D:

aboalol A = (A i B}; Ulogical a:
C a 0; V = 0;

01300110 1 = (Litcrll | B); illogical orC - D; V - 0;

01300111 A = l—Litual | B}; chgical or not
C = D: V I 0;

01301000 for (1:31; i>=0; i--J if Bli] continue; hi; Hpriority em:
c:- u;v-. (a) ? 5:1;

0b01001 n z (A * B); Hlogical xor
C = O: V - D:

01:01010 n = ({th-ral} ‘ B); {flogical x0:— a v v a -
g C 0‘ 0.

01301011 A = ({«Litexan " B) ,- fflogical xor notB? E - D; V w G;

0130.13.00 a = n,- Hume
c 0; V = 0;

01301101 A n 3E31:21] “ El23:16| " 3(15:DBI ‘ BIO'EOO] :fthSh
C - 0: V - O;

abonlo A - {B[23:16] .B[31=24].B[01:00].B[15:08]}; f/swap bytes
c - o; v - o,-

Dbflllll A = (B [15:00} , Bi31:16] L- Usuap doublets
c - o; v - o,-
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INTEL Ex.1031.086

Alum:

obloooo

0910001

obloule

ob10011

DDIDIDO

Ob10101

ob10110

ob10111

CE
I _'F

{5 obilooo.n
a:
@é DbllDDl
SE

- Obllolo29

%i ob11o11

E;
5: 01311100
é?a:
v cb11101

ob11110

01311111

il‘hL'mI 0 L

L-(A1B);
E

35
c.

or

«H»

O!

{1305'
O5

all

(A+B)[32]; 1."- 0,-

(lad-3+0);
(L+B+CJ[32]:V=0:

{Literal + B};
{uteri}. + B) [32]; V = G;

(-Literal + B};
(-thual. + B} [32]; V : O,-

(R - 3);
{Av BJI32]; V=O:

(1- 3- -CJ.'
(5- B- -C)[32];v=o,-

(-A+B);
(-A + B)[32]; V a: 0;

[A <¢ 3);
3311;? = (B a: 32) ? 0:1;

:- (B 4-: Litatal);
3133.]; V = (Literal >= 32) ? 0:1;

{3 1: l}:
B[311;V = U:

[-1 - B};
(A - BH321: V= 0:

(A >: B];
BED]: V = [3 >= 32) ? 1:0;

(B >: Literal);
AID]; V = (Literal. 2-: 32} ? 1:0;

(3 5: 1);
AID]; V : U;

(B - A):
('B - “£321; V: 0:

Provisional Pet. App. of Alan-heck. Inc.
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Express Mail Label # EH756230105US

ffadd B

Nada a, carry

flack} constant

1’ {sub conatant

Haul: 3

Hauh n, borrow

Haub 1L

Haul: 3. horror

Hshift left a

fishift 12:: -

Hshifl: left B

1‘ [compare

Ilshift right I

115mm: right a

Habit: right a

f/ccmpare

32

'Bflflml swam® a W”
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MEL.—

 

 

oboooaaaaaa

uhDaulaaaaa

ObODlXXXXXX

DbOlOOOUOXX

DbOlODODlxx

DDOIDOOIOKX

if;m.be

ffi OhOIOODIIXX

ii
obotoolxxxx

0b010100000

fllflfilfi‘lliifi)

W

File PilofiiOpflSellaml I lilanlse);
Allows paged access to any part of the register file.

rilecflz'hll, cpurd. Updsnlumn;
Allan direct access to Cpu specific registers.

99119-99

reserved Rmrvod for furur: expansion.

CpuSlatus ohooooooouoooooaimooooooooooooooac
This is a rad-only “tamer providing infnrmation about the Cpu awaiting
(0pdSeill:0]) cycles amt the mom. cycle. “CC' represents a valne
indicating the Ego. Cumotiy. only Cpuld values of 0, 1 and 2 are reamed.
"H" 11pm the ctran suhe of 1111, ‘D' indium Dthd and "-B'
indicaies BigMd. Writing this register has no effect.

mud Raymund for future expansion

Pr: 0x0 000W
Writing to this address causes the program control logic to use AluOut as [I'll
new Pr: value in the event of aJrop. Joe or Jar Motion for the Cpu
executing during the current cycle. If the cone-or instruction is Nu. Map. or
Rn. mercgismerwrilelmsnoefieu. Rnadhtgthisrefiisterretumstlievaluein
F: for [lac Cpu Howling (Opcfielilzm) cycles nfim’ lh: cut-Teri cycle.

Dthddr DxDDOOAm
Writing infill: registeralrcrsth: camisoflhednbug nddrm register
(DbgAddl') for the Cpu owning (OpdSelUfll) cycles other the current
cycle. DbgAddr providw th: fetch address for the camel—store when
DbgMdhasbcenseiocledandtheCpuisuocuLing. Dthrldi-isalsnused
as the carnal-snore address when performing a WrWrsfiDbgAddr nr
RdWcsu'DbgAddr operation. “1)” topmost-n: hit 31 of the raging. Iris 3 general
purpose flag lira: is used for even: indication during simulation. Reading this
register realms a Valli: gramme.

reservui Reserved for flit-urn mansion.

RamAdrlr {ONE-CC. 0x000. Dbl. MAM
W = AluOutllS] '! AluOui : (AluOut l W):
PrevCC = AluOuflfil] 1’ CCC : AluCC;

A “admit: register. When reading this registcr. the Mu condition codes from th: previous
insmlctionar: rniumod together will: anAddr.

hit. nam— W31 hint” L
30 Punt Previom Mu Carry.
19 Prevv Previous All: Overflow.
28 lhtvz inkmsfidulmm.
21:16 Always D.
is AJwafi L
14:0 mu: Canton“ oflul Snm address mud.

When writing this register. if nlu__tul|31] is set, the previous candida codes will be overwritten with
bits 30:28 of AltrDIrl. If AluOutUF] is art. bils [4:0 will be written lo the RamAddr. If MON [15]
is no! 3:1. bits 14:0 will be mad with [he concurs oftlic Ramflase and wrinch Ihc RamAddr.

Provisional Far. App. of Alacritech. Inc. 83
Inventors Lmtrencc B. Boucher er a1.

Express Mail Label a! EH756230105US

 

ALA00138469

CAVIUM-1031

Cavium, Inc. v. Alacritech, Inc.
Page 087



INTEL Ex.1031.088

 

Dirflflmlufl

99313313

ObDIOIOOODI

W

AddargA DxDOODMM
AddrRegA : AltrOur;

A rudr'writ: upcrurd which loads AddrRegA used tr: pmvide the address for read and mine
operations.

the

013010100010

When AddrRegAIlS} is set. the comet‘s will b: prficmud directly to the ram. What: AddrRegAUS] IS
reset, lhcmnlenlswill firstheorud with thcmntcntsofthckamBasemgimcrbefwcpmmmon to

ram, Writing no this register takes priority over Literal loud: using 1713011. Ending thismgisrer returns
the cum value of the register.

Adar-Reel! OxOOUOAAM
Aller = Alum“:

A reada’wrlte mm which loads Adar]!ch used to provide the address for read and write
alterations.

lb:

013010100011

read

0b010100100

ObDlOlODlOl

013010100110

Obololflfllll

thn AddrfiegBflS] is set. an contents will ht: premud directly to the ram. When AddrRegBIlS] is
reset, the cum will first be mad with the contents of the Ramflme register befor: presentation to

ram. Writing to this register takes priority ovcr Liml loads using FlgO'p. finding this register mums
the current value of the registrar.

Adar-Ream: oxooooam
Adm-Rem = MuOut; Addrkegn = Atrium;

Adminatianoruyoperamiwhichloadsrlddrfiegsmmmusedroprovidellleaddressfor

and write operations Writing to this register takes prioriw over Literal loads using F'lgOp. Rfldil‘lg this
rugistcr returns tin: value flxmlflmfl.

Hamlin OKOOODM
Ralan = Aluom:

A readeritc register which pruvidcs the his: address for rum read and writ: cycles. When
RamAddr[15]is Set, the Mwfll m be used. Winn RamAdt‘lrUS] is m. the ohmswill first
be and wlrh Lhe contains oflhe Rank”: register before presentation to the ram. Railing this register
mum 111: value for th: currcnl Cpu.

FikBase obunoouunoauooouuonuu0000mm
Etienne - AluOut;
FileAdd: = ONSelB] '.’ OpdSel:(0pdSel + FlIeBase]:

A rmdi'writ: register which provides Lin base address for file read and write cycles. When 0111131118]is
set. tbecryntmwill notbe Max:101)de will be presented dimctly mtheaddrm line-softhe file.
When OpdSauB] is rm, the mutants will first be orod with the contain attire Fuchs: register
hufore presentation to th: file. Reading this register mums the value, for the current Cpu.

111mm UKIIIIIIII
This is a read-only register which returns the contents of IDSII'RGEBIIOI. Writing to this register has noeffect.

lnsh'RegH 0x0 OI II I I I
This is a rcadonly register which mm the contents of lmtrRegISS:3‘Z]. Writing to this register has
cm.
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INTEL Ex.1031.089

WW
013018101000

Dhfllfllfilflfll

ObDIOLDIOlD

flhfl10101011

013010101100

’54}

‘HH3)

at?177»'hi'lii'if]"5‘?“'[EuU.'5?E"

Minus] Dxf f f f ff f f

This is a rmdvcmly Iegisler which supplics a vulirc Oxfl’ffi’ffiu Writing to this
register has no effect.

FreeTlme A freer-Liming limer wilh a resolution of 1.00 microseconds and a maximum mum
of?! minutes. This timer is cleared during mt.

LiimlL Luau-[15:0]
A mdonly register. Writing to this register Ins no effect

11mm Instrusm < <16;
A readonly register. Writing in this regisler has no effect

MacDatn—Wriringwmisaddmssloadsflre AluOnl data inme register foruse
during Mac operatioml The Man: ope-aim resulLing from wfiljng m the M310]: mgisler,
duel-uni the defirlitiun of theWregister contems as follows.

M W
Memo 0W

Maui: mlmadfiumesluprmm'on.

WrMcl'l hrfll. ma. m'd. cm. Mid, hm], humanI none, palm. pray], udllfl, im1[6:01.
'Ml‘fll- MEG].
ImmcMmcrgnfiawrvfirhlhcmmofmcmreflam. RefeerSI Logic’s
Marla-£1000" TWMM fordeuilod dcfinifiorsofrheseblfi.

Werng Ohm-9555558855
Lend: Mum) lure me Mac} remain umber gal-cram.

Rum OWWPW
Reade WEI! of pln'fl'l.

Wm” OBWRRRWPPPPDDDDDD‘DDDDDWDDD
wfim M] of phyl'P] with Warrior

Reading this register rerun-is Mum] of Men) which curtains pliy sums Gan rammed Lo Ihe
Mac at Thu: completion afa RilPhy command. This rial: is invalid while Nadir)? is usermd
as “ml! of: RdPhy comm].1efcrtome appropriate phy technical manual for a '
definition ofrh: phy register comm.
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Express Mail Label # EH‘ISEZ‘JOIOSUS

 

' Blflmwweryaifi 

ALA00138471

CAVIUM-1031

Cavium, Inc. v. Alacritech, Inc.
Page 089



INTEL Ex.1031.090

MW

01101010110]. Macon - A write only mgjslar. Writing to this address loads Ill: Mata! regism and MRI:
cxecuion of Ibe spocifwd operation as follows.

mm W
uxmxxom hug-MmdmufaMHOpfwhthJRummtuflmemebe

mmmmmmmmmmmetmu.
om1m Werx-Wrimthacouamufmnbaummmmefismorm.neuter

mmfirmmhmmnmmmmmm
mum.

omzm Werng-WyimthmntenmanmDommahnudngismafmml.mmermnn
mummmmmmmmummmcmmMm.

0W3”! Edm-Rfifluhmurmflmfilrphflflunhflflmmhnofmm.
mmmyhemdflomeDnaIMMflayhubemde-BW.

omen WrPhy -Wrmdnconmmafhhwmls:0]w1hcrvgrklur phyfl’] 011chl
mmdmflflngwmlw-flfwflmmbemwonm
anoma- mud or chasing, the mm: of Magma.

nxmmam WrAdrh-AL - Write: the mounds of Manna-{15:01 no MacAdllerSflJ] fol: Mnc[M].
ammo! WrAddrAH - Writs lhc mm of Mmmnfl] :D} m Mddrhlflnfi] for Math“.
02cm WrAdm‘BL - Wn‘lu the comma 0! W110] to Macmmsml for Marni”.
0mm “mum: -th:a 11:: mm or Mum] l0 modal-51:16] for Mum.

obommnm ChCma Awriwonly usher.
a
113 hit. ms... mwm==_
ffi 31:11 “served Dmnvdmnwfimebiwisiwed.

5; 10:8 ma. o-smmorummmmmmevmflag.
l-WdfiflomBnMchc-Extm.

E memMmml—hm-
‘92, i-Thmfurhhfinmfixflvlmlnm.*3 4—Wflnfiom5nmmEan.
’- S-Tnmffldanfiomflxmeruu.
5F}. E—Trmhdinfiuml’biwsm.

Timhdnmfiueramchi.
f: 01:05 laservad Dakwriltmm mums ignored.?“ 04:00 Chin! Willem flannel mmmamaommmd.
;

,1; ODOIOAIIID ChEvm Arum-(m1): Ingmar.

m—ri m,
31:00 (2th Earhhilrtpresemsmedumflggfmdtmspocdvcdmaohaml.m

biumsetbyadmaseqlmuponcumplecinnofmechanw
mmmand. Cleared winenlbepmasmr wrttcs 0 to dwmrmpondjng
ChCmd register.

obommun Ganvm A mad-tu register.

hlt_ Md mun-“MM..31 PdeEmt Indians that a PC! initiamr is auunpting l0 rtad a |.lp|'0c. rcglsrer.
30 Pcm’rEvnt Indicates that a PC] initiator has posted a mile to a pm. mgjswr.
29 Tingvnt An event which occurs once awry 2.00 mum.
28:00 reserved Reserved for future use.

Provisional Pat. App. of Alanitech. Inc. 86[avengers Laurence B. Bunchu cl a1.
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INTEL Ex.1031.091

013010110000 QCtt-l A wrimnly register used to select and manipulate a Q.

1m. mum—mm
31:11 reservodDauwrincntoLhcsebitsaicignot-ed.
10:8 Q82 Used only during InitQ operations to specify the size of the (2de in Dram,

'FhQuntedqxhismmflml
6-Wdemhtststtamistml.
S-thdcpdtisSK MGM].
d-Qtteuedwfi'tiuilc emanate).
3-Qumedepmlszx nun-13mm).
Z—Qtntndepdtlan mist-1K3).
l-QmuedefihinSlthflriosm).
O—Qunedeodtismewiestlfll.

7:5 Q09 Spuzifiesthcqucucapcmiontopctform.
7J3th Dmaflcptw.
é-m Psalms-inputs.
S-Kdfldylmemtsfluqmmimmdnmm.
4-WrSdg'DmunemflQBdJWrPuaMimmdteQHMw.
:LRdQ RummaqtmminngiswrQDflL2-mtl Roservocl.Nouobeused.
l-lnttQ Summmmmempwandhhmmqs:
o-suQ Seteeumtedtobemfliuddurhsgmmem.

4:0 016 Specifies the queue on which to perform all openflons exoqz Dle or But).
I .54

g: 013010110001 QDm A readiwrite register. Writing this register will result in the data being pushed on w
the saluted qlmuc. Reading this register fetches queue data popped off during the111'- prchOlBRdQ operation.

5;
F .
it obo10110010 marred Reserve: for future expansion

5:;
013010110011 Xchu-l Awfite—only registerusedwenable Ind. diableMac transmit and receive

. Wt.

if? in. manicw timinfinn._ ____..__._.______._-.
35' 31:09 reserved mefiflmwthesehflsamlgnmoé.8 enable thnsu,iodiearsmtheuaeuamitmtweivescquemumfipmbchumel

contains a tmwnit or receive descriptor.
07:05 reserved Data written to then: hit: is ignored.
D4 RevCh Select: a Mac receive subchannel when set. Selects a Mac mmnit subchttmcl 

when
cleared.

03 reserved Data written to this bit are ignored.
02 SubClt Selects subchanncl Bwhensetor Awhent‘csct.
01:03 Macltl Provide-.5 the Mac number for the subcltanncl ramble hit.

013010110100 1.111 axooooonaA

A mt‘llwn'lc 09mm indicating which ofrhe 16 atLri is least recently used. When
Rafingfismgmmelmmnflynsodmyismmmfierwmchitis
automatically made the mug merrily “sodomy. Thisrcg'tstzr shmtld only be read
in oonj-mtetion with a 'Mch‘ npcrtitiun nfth: ALU. else the results are
tit-predictable. Writing to this register farm: the addrusod entry no become the lent
reoendy used entry.

013010110101 m 03000000013

A write my operand Forcing the addresaad wiry to become the most recently used
any.
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INTEL Ex.1031.092

013010111000 anRdy A read-Ody register comprising QI-Id am full flags for each othc 32 queues.

 

01:010111001 QOHthly A read-(My ragim mgr-isms QT] no! empty flags foreanh arm: 32 rpm.

013010111010 QEmpty A rad-only mgLsIcr comprising QEmpty flags for each of the 32 qucucs.

013010111011 QIMI A read-only register comprising 01M] flags for each of I11: 31 quanta

012910111123 reserved Rum-rum for future expansion.

uhounxmx Constants {DanU , Opdsnllq : n] }

012011103000: mental Emmi for future expansion.

is;
a:
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INTEL Ex.1031.093

manna-3mm

Ghoulim mm

 

Ml m
0 map
1 mm: - mud: + (maul-.011.-

9558:1121. W
0 don' t transpolu
1 transpose byte:

W m
o quadl e:
1 triple:
2 doublet
3 byte

W m

cam-n trm- byte Sun
m. J9.”- nfll an 11-.0 an: 11:}! as!littl: n o lhnd n.de am and onnd
little 0 1 alqu tzap Oahu 00b: 000:;

H, 1 ittle u 2 abxx trap trap anal: coon
little 0 3 met. tzap “up tnp onoalittle 1 D abcd d.ch Odcb 0011c 000d
little 1 J. abcx trap ocba new Mac
little 1 2 91:70: trap trap 0011: 0001':
1 inn: 1 3 am trap trap trip ocoaEtc 0 o ahcd abcd nahc can}: 000;
BIG 0 1 llde trap Dhcd 00b: 0001:
BIG 0 I! Had trap trap 005:! none
16 o :I xxxd trap trap trap 000d
1315 1 u ahcd dcba Deb: 00b. uaaa
BIG 1 1 Xbcd trap add: 00:): 0001:
BIG 1 2 some trap trap code on m:
BIG 1 3 2mm trap trap trap Goad

mm mm—

nndlan usual? O34 nu
ML m an 951.. 91-3 91:}. URL-.3 91:3
little 0 Q abcd abcd trap trap trap
lint-.1: o 1' ma -hc:d bad- trap trap
little 0 D xxm --oc1 —cd- :d-- trap
little 0 B md fwd --d* -d-- d"-
1itnle 1 Q Ibcd dab: trap trap trap
little 1 T xbcd -dcb dch— trap crap
little .1 D Hod "dc ~dcv dc" trap
little 1. B 30001 ---d “(1- ’d" 6*"
big 0 Q :3de abcd cup trap trap
big 0 1‘ Hand hcd- -bcd trap trap
big a n ma od— - -cd- - -cd trap
big o B ma d—-- -d-- --d- ---d
big 1 Q abcd dcba crap trap trap
big 1 ‘1‘ 203cc! dch- -d-:b trap trap
big 1 I: chd dc-— -dc- - -dc trap
big 1 3 mm d—-- -d-— --d- -—-d

Dblaaaaaaaa “.13 i'ilsfifipdsll l3: 0]?
Allow dim. mplgud. anocxs In the mp 11an of th: regislcr file.
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INTEL Ex.1031.094

WWW—‘—

ouoomxx Tut = Tat-gall?” " nuwtlTBtSfllitfll} Hun bit

012140100000 Tat s Tsuselfi] " C l/carry

0bx0100001 Int 3 Tszsglhj “ v {ferret

DhXOlODOlO Tit = TQESCIWI " Z Hzezo

0bx0100011 1.": = 15039347] A (z I ~CJ [fleas oz equal

ObKOlODIOO TIE 1: Tstsoli'l'] " Pr:qu llpravioua carry

013240100101 Tat a TstBIHT] “ Pravv l/pr0viws error

0hx0100110 Tat - TstSallT] " Prev! Hprev'wua sum

Dbx0100111 Tat = tumult?) " (1’er E a] New zero

ObXOlDlOOO T81: T110301 [7] ‘ 00pm: liqueue Op okay

0bx0101001 1's: - reserved.

0bx010101x Ts: - reserved

0bx01011xx ‘rs: = reserved

abxonom 1'00 = Tatseu‘rl ‘ Wllfllj {Immcmnmvalmof
mama-.01) = l; mhclncklhenmin

0bx0111xxx I'M; - insulin * 19001000001] mmmevalu: cumin.

0bx01xxm 'l'lt = renewed

Obxlmxxx Tu: - reservednT3'5‘'£59-175E3"51“"5TIFJEE'EIF]
 3?: Haiti...

:2
a; 0b00000000 No upcrauon.

0b00000001 SelfRat Pants 0 self reset for the emit: chip excluding the ‘PCI configuration
registers

01200000010 SelBigEm‘l Sclects big-ctrdian mode for ram mm far II]: (mum Cpu.

01300000011 Sellulind Sela-2m Iinle-crtdianmod: furmmm forthan (:00.

01900000 1 00 mm Disable instruflion m—mapping for the anneal Cpu.

01200000101 EnhMap Enable insu-ucfiun mmapping far the lumen: Cpu.

DbOOOOOllX med

015000011001: reserved

obooomm cum MWIgSellzmn = 0;
Clears the implant: We: hit [01' the curt-cu (3110 only

013000113150: reserved

Provisional Pal. App. of Alacfitmh. Inc. 90
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INTEL Ex.1031.095

ob0011xxxx

ObOIODUODD

0bDlODODDl

ObDlODODlD

ubomooon

DbOLDODlOD£31E3t"i‘1r'l‘l'lE§»"'E»ii]i???TH[31fl“El
obotoootxx

ObOLOUlOXX

obomouxx

013010100X}!

Obfllfllulxx

ObOIDIIKXX

01301 lXXXJCX

OblKXXXXXX

B‘EIQEWW

 

21.513?! :(Litml I mam).-
? AddrRegA : (AddrRegA | W);
'91!de : [W | Banding);

mm = Mdrflegnfifi]
Emma: = AddrflezBfli]
inept“ - - warm
W - Ala-0mm]

the Mom = = nun)
RamAddr :2 Adar-mu] 7 Add:th : (W | Rank};HE
Mr - Adds-ml”; r Adar-m: middlew- I mm];
W
nap
Atler 5* Ulfl'lL'
Amman :- uncut;
may. a 111m]:

7 AW :(AluDul 1 Man]:

AddrRegB - literal;

time: When specifying the same register for both Ihe load and select fields, the current value ofthc
register. before it is loaded with the new value, wil! be used for lite ram address.

resend

WrWuLflDbg

WchEEflDbg

RquLflDhg

mesman

reserved

Step

1’ch

DbgMd

Run

Causes the hits [31:0] thhe control-state at address DbgAddr la be
written withtbe mm AIuOut data.

Causes the hilt! [63:32] affine control-store at address DbgAddr to he
wriuen With the current. AIuOIII data tum mcrcmems Dbgrlddr.

Calm the blur [3H3] of the control-score at address DbgAdd: to be
moved to m: address axlff.

(buses the hits [63:32] afrhe control-store at address Dthddr [0 be
moved In file address Oxlfl’then increments Dbghddr.

Allows the Cpu [FlgSelll :01) cycles that the current cycle to cam-l: a sings
insmnion, Then: is no eficct if the Cpu is not halted An offSeI of 0 is net allowed.

Selects the P: a the addrfis source for the comm-stare during
instruction fetches fur the Cpu {FIngilflD cycles after the current cycle.

Selects the DbgAddr address register as II: address suurce for the
comm-store during immiun fetches for the Can [FlgSellltOD
cwfluslfiu'mecununcydc

Hills the Cpu (F1352!Il:0])cycles afiel- the mam-n: cycle.

Clears Halt for the Cpu (“3821111013. wales after the current cycle

Pruv'uiunal Pat. App. of Alacrimch. Inc. 9|
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INTEL Ex.1031.096

DATA FLOW

fiflh?flt”hflflr%flum
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INTEL Ex.1031.097

lilir'flMTflT“rutmrmtma

Biufifliwfi

SRAM CONTROL SEQUENCER (SrnmCtrl)

Sram is the nexus fordata movement within the l'NIC. A hierarchy of sequencers, working in concert,
accomplish (he mvement of data between dram. Sram. Cpn. ethemet and the Pei bus. Slave sequencers.
provided with stimulus from master sequencers. rcun dam movement operations by way of the 5mm. Poi
bus. Dram and Flash. 'I‘he slave sequencers prioritize. service and acknowledge the requiem

The preceding block diagram shows all of the master and slave sequencers of the [MC product. Request
infonmfion Such as riw, address. size. endian and alignment are represented by each request line.
Acknowledge information to master soquenccrs include only the sire of the transfer being ankm‘wlcdgod.

The following block diagram illustrates how data movement is accomplished for a Pci slave write to Dram.
Note that the Psi (Pei slave in) module functions as both a master sequencer. Psi sends a write request to the
SramCtrl module. Psi requests Km- to move data from Sam to dram. pr subsequently sends a read request
to theSramCu‘l modded-ten writes Lhedaiatothedxam via theXctrl module. Aseachpiece ofdalais moved
from the Sram to pr. pr' sends an acknowledge 10 Ill: Psi module.
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INTEL Ex.1031.098

SRAM CONTROL SEQUENCER (SramCtrl)

Add“ . . . . . . Mari
Ru: 0 - - - - - - Ron N CW CIIU

Dal: D Data N

  
 

51“:E41fine"4:1E}"Iii"“flff}!"HI“5%HI!I]!"3

Ac“ Sum
’ Rd

Auk}: Dal:
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Inventors Laurence B. Bounher :1 3].

Express Mail Label # EH756230105US

B‘EFWBGDWE

ALA00138480

CAVIUM-1031

Cavium, Inc. v. Alacritech, Inc.
Page 098



INTEL Ex.1031.099

133:1?In51"iiiiiT?!
 

“'tint

.tl'IFiat'l'iE1111

The .5133: control sequenser mica; requests to store to, or retrieve data from an Sram organized as 1024
lacations by 128 hits (16KB). The sequencer operates at a frequency of 133MHz. allowing bath a Cpu access
and a dma acorns to occur during a standard ESMHZ Cpu cycle. One 133MHz cycle is reserved for Cpu
accesses during each 66MHz cycle while the remaining l33Mi-iz cycle is reserved for dma accesses on a
prioritized basis.

The preceding block diagram shows the major funcrions of the Stem control sequencer. A slave sequencer
begins by asserting a request along with riw. ram address. endiart, data path sine. data path alignment and
request size. SramCti-l prioritizes the requests. The request parameters are then selected by a multiplexer
which feeds the parameters to the Sran't via a register. The requester prevides the Sram address which when
coupled with the other parameters controls the input and output alignment. Sruu: outputs are fed to the output
aligner via a register. Requests are acknowledged in penile! with the returned date.

Following is a timing diagram depicting two ram necesm during a single 56MB: clock cycle.

cru
CLOCK

ML

nx“reunion:

 

wmflwm warm-woolen‘ rot—m '5 «mm i . Fauna-mm
! ummnmq. ! mmnlfllflr'ml—r 5 mun-flue,-

: men-u.»- l mvflmm I "mu-an...- i "nu-mm.' unveil-mn— ! unlflmn‘rn. f “tr-mm“... ; man-ammu—. mums-eun- r worms-mu l man-unreal).- mumps-um.
‘ mmmr‘mh ‘ monument-mn- mmmflq-u
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Inventors Laurenw B. Buucher et at.

Express Mail Label i EH'ISGZSOIOSUS

 

95

ALAOO'I 38481

CAVIUM-1031

Cavium, Inc. v. Alacritech, Inc.
Page 099



INTEL Ex.1031.100

EXTERNAL MEMORY CONTROL (Xctrl)

Xctrl pravides the facility whereby KM: KN. Mg and Eectrl acness exmma! Flash and Drunxdrl
inciudes an arbiter, ilo registers. data multiplexers, address multiplexers and central multiplexers. Ownership
of the external memory interface is requested by each block and granted to each of the raquesters by the
arbiter Function. Onccownership has been wanted the muitipicms select the address. data and control signals
from owner. warring access to external memory.

XSdReq
erAddr
erstaw
erCtrl
erDau

Kurt-Ree,
prAddr
prStat:
XWI'Ctr}
Kurt-Data

.97.IE]:#1!'555.31?"'HUN'1:57353111313
Dcngeq
Dcngddr
DefgState
DcfgCul
Dcngam

EectrlReq
Eceu'lAdd:
Eccu'lState
EecuiCtr]
EectrLData
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INTEL Ex.1031.101

EXTERNAL MEMORY READ SEQUENCER (er)

The Jim SCQRE'REXEI' acts Only as a slave sequencer. Servicing requests issued by maeter sequencers, the Krtl
sequencer moves data from external sdram or flash to the 8mm, via the Xctrl module. in blocks of 32 bytes
or less. The nature of the sdrem requires fixed burst sizes for each of it's iniemal banks with ras precharge
intervals between each access. By selecting a burst size of 32 bytes for sdratn reads and interleaving bank
accesses on a to byte boundary, we can ensure that the :85 precharge interval for the first bank is. satisfied
before burst completion for the second bank, allowing us to rte—instruct the first bank and contime with
uninterrupted dram access. Sdrams require a consistent burst size be utilized each and every timeithe sdram is
accessed. For this reason. ifan sdtam access does not begin or end on a 3'2 byte boundary, sdranihandwidth
will he reduced due to less than 32 bytes of data being transferred during the burst cycle.

The following block diagram depicts the major functional blocks of the Km sequencer. The first‘step in
servicing a request to move data from sdtnrn to 5mm is the prioritization of the master seqltencer requests.
Next the X1111 sequencer takes a mapshot of the dram read address and applies configuration mformalion to
detour-tine the correct bank. row and Column address to apply. Once sufficient data has been read. the Krd
sequencer lesucs a write request to the SremClrl sequencer whiCh in turn sends an acknowledge lo the er
sequencer. The Kid sequencer passes the acknowledge along to the level two master with a size code
indicating how mild] data was written during the Sram cycle allowing the update of pointers and=counters. "lhe
dram read and Stern write cycles repeat until the original bunt request has been completed at which point the
m sequencer prioritizes any remaining requests in preparation for the next burst cycle.

€35...,

Contiguous dram burst cycles are not guaranteed to the Km sequencer as an algorithm is implemented which

z; ensures highest priority to refresh cycles followed by flash accesses, dram writes then dram reads.
1

Following is a timing diagram illustrating how data is read from sdram. The drain has been configured for a5.: burst of four with a latency of two clock cycles. Bank A is first scleetodt‘activated followed by a read
command two clock cycles later. The bank aeteotlactivate for bank B is next issued as read data begins

Vi" returning two clocks after the read command was issued to bank A. No clock cycles before we need to
;' 2 receive data from bank B we issue the read command. Once all 16 bytes have been received from bank A we
: begin receiving data from bank 3.H

.1":
*3

controls wrh all rda ' selh rd'o sell wra

mm tfiflfifififlfifit
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INTEL Ex.1031.102

EXTERNAL MEMORY READ SEQUENCER (er)
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INTEL Ex.1031.103

EXTERNAL MEMORY WRITE SEQUENCER (pr)

The pr sequencer is a slave sequencer. Servicing requests issued by master sequencers. the Km- sequencer
moves data from Srant to the external sdram or flash, via the X311 module. in blocks of 32 bytesjcr less while
accumdating a checkmm of the data moved, The nature of the sdram requires fixed burst sizes for each of it's
internal hauls with re: precharge intervals between each access. By selecting a burst size of 32 bytes for
adram writes and interleaving hank accesses on a 16 byte bmmdary, we can ensure that the ma prechage
interval for the first bank is satisfied before burst completion for the second bank, allowing us to re-instmct
the first bank and continue with uninterrupted dram access. Sdrarm require a consistent burst size be utilized
cachandeverytimetheadramisaccessod. Forthis reason,ifanadramaccessdoesnotbcginorendon332
byte boundary, sdrarn bandwidth will he reduced due to less than 32 bytes of data being transferred during the
burst cycle.

The following block diagram dwicts the major functional blocks of the Km soqumccr. The first stq) in
servicing a request to move data from Sram to sdram is the prioritization of the level two master requests.
Next the Km sequencer takes aSmpushnt of the dram write address and applies configuration information to
determine the correct dram. bank. row and column address to apply. The pr sequencer immediately issues a
read command to the Sram to whidl the Srarn responds with both data and an acknowledge. 111epr
sequencer passes the acknowledge to the level two master along with a size code indicating how mud: data.
was read during the Sram cycle allowing the update of pointers and counters. Once sufficient data has been
read from Bram. the Km scquetmcr lasucs a write comm to the dram starting the burst cycle and
computing a checksutn as the data flies by. The Sram read cycle repeats until the original hut-at request has

5—: been completed at which point the Km sequencer prioritizes any remaining requests in preparation for the
5 next burst cycle.g,

I“.

; Contiguous dram burst cycles are not guaranteed to the Km sequencer as an algorithm is implemented which
E“ emures highest priority to refresh cycles followed by flash accesses then dram writes.'31::

[‘3 Following is a timing diagram illustrating how data is written to sdratn. The dram has been configured for a
" burst of four with a latency of two clock cycles. Bank A is first selecwdfacfivated followed by a. write
,a command two clock cycles later. The bank selectlactivate for bank B is next issued in preparation for issuing

the socond write command. As soon as the first 16 byte burst to bank A completes we issue the twritc
7:: command for bank B and begin supplying data.
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INTEL Ex.1031.104
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INTEL Ex.1031.105
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PCI MASTER-OUT SEQUENCER (Prod)

The Pm sequencer acts only as a slave sequencer. Servicing requests issued by master sequencers. the Pmo
sequencer moves data from an Start: based life to a Pci target, via the PdMsu-[O module, in bursts of up to
256 bytes. The natureot‘thePClbuadictates themeoftbewritelinecommandtoemeopumal systu'n
performance. The write line command requires that the Print sequencer be capable of transferflng a whole
multiple (1X, 2X. 3X. ...) of cache line: of which the size is set through the Pci configuration registers. To
accomplish this end. Pmo will automatically perform partial bursts until it has aligned the transfers on a cache
line boundary at which time it will‘oegin usage afthe write line command. The Start fifo depth, of 256 hints.
has been chosen in order to allow I’m to accommodate cache line sizes up to 128 bytes. Provided the cache
line size is less than 123 bytes. Pmo will perform multiple, contigqu cache line bursts until it has exhausted
the supply of data.

Pmo receives requests from two separate sources; the dram to Pei (Bap) module and the Sratn to Pci ($29)
module. An operation first begins with prioritization of the requests where the 52p module is given highest
priority. Next, the Pmmodulc takes a Snapshot of the Smut fifo address and uses this to generate read
requests for the SramCtrl sequencer. The Prime module then proceeds to arbitrate for ownership of the Pei bus
via the PeiMrtr-IO module. Once the Pint) holding registers have sufficient data and Pci bus mastetship has
been granted. the Polo module begins u'ansfcning data to the Poi target. For each successful transfer. Pom
sends an acknowledge and encoded size to the master sequencer. allow it to update it's internal pointers.
counters and status. Once the Pci burst transaction has terminated, Pmo parks on the Pci but unless another
initiator has requested ownership. Pmo again prioritizes the incoming requests and repeats the process.
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INTEL Ex.1031.106

PCI MASTER-IN SEQUENCER {Pmi}

The Pmi sequencer acts only as a slave soquenner. Servicing requests issued by master sequenuers. the Pmi
sequencer moves data from a Pei target to an Sram based fifo. via the PciMstrIO module, in bursts of up to
156 bytes. The nature of the PCI but dictates the use of the read multiple command to ensure optimal system
performance. "the read multiple command requires that the Paul sequencer be capable of transferring a cache
line or more of data. To accomplish this end. Pmi will automatically periorm partial cache until it
has aligan the transfers on a cache line boundary at which time it will begin usage of the read multiple
continent. The Sram nro dept], of 156 bytes, has been chosen in order to allow Pmi to accommodate cache
line sizes up to 118 bytes. Provided the cache line size is less than 128 bytes. Pml will perform multiple,
contiguous cache line bursts until it has filled the life.

Pmi receive requests from two separate sources; the Pei to drain [Pld] module and the Pei to Stem (He)
module. An operation first begins with priotitization of the requests where the P25 module is given highest
priority. The Pmi module then proceeds to arbitrate for ownership of the Pei bus via the PeiMstt‘IO module.
Once the Pei bus mastership has been granted and the Pm! holding registers have sufficient data,:the Pmi
module begins transferring data to the Bram fife. Far each moons-EM transfer. Pmi sends an acknowledge and
encoded size to the master sequencer. allowing it to update it's internal pointers, counters and mum. Once the
Pei burst nausactiou has terminated, Pmi parks on the Pei bus unless another initiator has requested
ownership. Pmi again prioritim the incoming requests and repeats the process.
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INTEL Ex.1031.107
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Dram TO PCI SEQUENCER (D213)

The 11253 sequencer acts is a master sequencer. Servicing channel rcqncsts issued by the Cpu, the D21)
sequencer manages movement of data from dram to the Pet but by inning requests to both the Km sequencer
and the Pmo sequencer. Data transfer is accomlishnd using an Srarn based fife through which data is staged.

Dip can receive requests from any of the processor's thirty-two dma channels. Once a command request has
been Wed. 02p fetches a dam dmcriptor from an Sram location dedicated to the requesting channel which
includes the dram address, Poi address, Pci endian and request size. Mp then issues a request to the D2;
sequencer causing the Sram basal fifo to fill with dram data. Once the life contains sufficient data for a Pei
transaction, ms issues a request to Pmo which in turn moves data from the life to a Pei target. The process
repeats until the entire request hasheen satisfied at which time Mp writes ending status in to the Sram dim
descriptor use and sets the channel done bit associated with that channel. D29 then mnitors the dim channels
for additional requests. Following is an illustration showing the major blacks involved in the movement of data
from drain to Pci target.
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INTEL Ex.1031.108

Dram TO PCI SEQUENCER (D2p)
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INTEL Ex.1031.109

llzrl't"ETH'I"iii:Iii]"if?‘Elll3ill"Ell

PC! T0 DRAM SEQUENCER Md)

The PM sequmcer acts as both a slave sequencer and a master sequencer. Servicing Chantal requests issued
by the Cpn, thcPstcquencermanagesmovemem ofdata from Pcibns tn dramhy issuingmqums to both
the Km sequencer and the Pin] sequencer. Data transfer is accomplished using an Sram based file through
which data is staged.

PZd can receive requests from any of the processor's thirty-two cima channels. Once a cannand request has
been detected. PM. operating as a slave sequencer, fetches a time descriptor from an Sram location dedicated
to the requesting channel which includes the dram address. Pei address, Pei endian and request size. P2d then
issues a request to Pmn which in turn moves data from I11: Pni target In the Stan] fifo. Next, Pad issues a
tequcst to the. Km soqumcer causing the 3mm based filo contents to be written to the dram. The pmcess
repeats until the entire request has been satisfied at which time P241 writes cutting slam in to the .Sram dma
descriptor area and. sets the channel done hit associated with that channel. Pld then monitors the data manuals
for additional requests. Following is an illustration showing the major blocks involved in the movement of data
from a Pci target to dram.
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INTEL Ex.1031.110

PCI T0 DRAM SEQUENCER (PM)
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INTEL Ex.1031.111

SRAM TO PCI SEQUENCER [$213)

The 8211 sequencer sets as both it slave eequeneer and a masrer sequencer. Servicing channel requests issued
by the Con, the $21) sequencer manages movement of data from Stern to the Pei hits by inning requsts to the
Pmosequencer

521: can receive requests from any of the processor's thirty-two dma channels. Once acommand request has
been detected. Sip. operating as a slave sequencer. fetches a dim descriptor fr an Sram location dedicated
to the requesting Chennai which includes the Sratn address. Pei address, Pei endian and request size. mp then
issues a request to Free which in mm moves data from the Sram to a Pei target. The process repeats until the
entire request has been satisfied or which time 52p writes ending stems in to the Srarn dmn descriptor area and
sets the channel done bit associated with thar channel. 52p then monitors the time channels for additional
requests. Following is an illustration showing the major blocks involved in the movement of data from Sam to
Pei target.
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INTEL Ex.1031.112

‘ ' SRAM TO PCI SEQUENCER (82p)
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INTEL Ex.1031.113

PCl TO SRAM SEQUENCER 0’25)

The P23 sequencer acts as both a slave sequencer and a master sequencer. Servicing channel requests issued by
the Cpu. the P25 sequencer manages mvemem of data from Pei bus to 8an by issuing requests in the Prni
sequencer.

m can receive requests fmm any of the processor's thirty-two dnm channels. Once a command request has
been detected, 92s, operating as a slave sequencer. fetches a dma descriptor from an Sram location dedicated
to the requesting channel which includes the Sram address, Pei address, Pei endien and ruluest si'ze. P25 then
issues a request to Pm which in turn moves data from the Pei target to the Stem. The process repeats until
the entire request has been Satisfied at which time P25 writes ending status in 10 the dnra descriptor area of
Sram and sets the channel done bit associated with that channel. Pza then marinara the time channels for
additional requests. Following is an illustration showing the major blocks invnlved in the movement of data
from a Pei target to dram.
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INTEL Ex.1031.114

PCI T0 SRAM SEQUENCER (1’25)
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INTEL Ex.1031.115

DRAM TO SRAM SEQUENCER (D25)

The in; sequencer acts as both a slave sequenmr and a master Sequencer. Servicing channel requmts issued
by the Cpu, the m; sequencer nmnages movement of data from dram tn 5mm by issuing requests to the Km
sequencer.

Dis can receive requests from any of the procesanr's thirty—two dtna channels. Once a command request has
been detected, D23, Operating at; a slave sequencer. fetches a damn descriptor from an Sram location dedicated
to the requesting channel which includes the dram adults, Sram address. and request size. D15 then issues a
request to the X111 sequencer causing the transfer of data to the Sram. The process repeats until the entire
request has been satisfied at which time D23 writes ending status in to the Srrnn drna descriptor area. and 5:15
the channel done bit associated with that channel. D25 then monitors the dim channels for additional requests.
Following is an illustration showing the major blocks involved in the movement or" data from dram lo Sram.
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INTEL Ex.1031.116

DRAM T0 SRAM SEQUENCER (925)
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INTEL Ex.1031.117

SRAM T0 DRAM SEQUENCER (52d)

The sun sequencer acts as built a slave sequencer and a master sequencer. Servicing channel requests issued
by the Cpu, the 82d sequencer manages movement of data from Sram to dram by issuing requests to the Km-
sequencer.

32d can receive requests from any of the processor's thirty-twin dma channels. Once a command request has
been detected. Std. operating as a slave sequencer, fetches a dma descriptor from an Sram locatibn dedicated
to the requesting enamel which includes the dram address. 5mm address, cheeksnm reset and request size.
8241 then issues a request to the Km sequencer causing the transfer ofdata to the dram. The prodess repeats
until the entire request has been satisfied at which time 82d writes ending stains in to the Sram dma descriptor
area and sets the channel done bit associated with that channel. 3211 then monitors the dam channels for
additional requests. Following is an illustration showing the trader blacks involved in the movement of data
from Sram l0 dram.
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INTEL Ex.1031.118

SRAM TO DRAM SEQUENCER (52d)
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INTEL Ex.1031.119
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PCI SLAVE INPUT SEQUENCER (Psi)

The Psi sequencer acts as both a slave sequencer and a master sequencer. Servicing requests issued by a Poi
master. the Psi sequencer manages movement of data from Poi bus to Stain and Poi bus to dram yin Sram by
issuing requests to the SramCtrl and Kw:- sequencers.

Pst manages mite requests to configuration space. expansion mm, dram, Sram and memory mapped registers.
Psi Separates these Pei bus operations in to one categories with different action taken for each. Dian: accesses
result in Psi generating write request to an Srani buffer followed with a write request to the prisequeneer.
Subsequent write or read dram operations are retry terminated until the buffer has been emptied. ‘An event
notificnrion is set for the processor allowing message passing to occur through dram space.

All other Pei write transactions remit inPsi posting the write information including Poi address. Poi byte
marks and Pet data to a reserved location in Stain. then setting an event flag which file event processor
monitors. Subsequent writes or reads of configuration, expansion tom, Sram or registers are terminated with
retry until the processor clears the event flag. This allows the INIC lu keep pipelining lcveis to a- minimnrn fur
the posted write and give the processor ample time to modify data for subsequent Pei read operations.

The following diagram depicts the sequence of events when I’si is the target of at Fri write Operation. Note that
events 4 through 7 Occur only when the write operation targets the dram.
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INTEL Ex.1031.120
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PCI SLAVE 0UT1‘UT SEQUENCER (Pso)

The Pen sequencer acts as both a slave sequencer and a master sequencer. Servicing requests issued by a Poi
master. the P50 sequeneer mntmges movement of data to Pei but four: Sram and to Poi bus from dram via
Sram by issuing requests to the SramClrl and Kai sequencers.

Pso manages read requests to configuration space. expansion rom. dram, Sram and memory registers.
Pen separates these Pct bus operations in to two categories with differwt action taken for each. Dram accesSes
result in P50 generating read request to the X11! sequencer followed with a read request to Stain Buffer.
Subsequenl write or read dram operations are retry terminated until the buffer has been emptied.

All other Pei read meantime result in Pea posting the read request information including Pci address and Pei
byte marks to a reservad location in Sram. then setting an event flag which the event proceseor monitors.
Subsequent writes or reads of configuration, expansion tom, Start: or registers are terminated with retry until
the processor clears the event flag. This allows the INIC to use amicroeoded response mechanism in return
data for the request. The ptocusor decodes the request information. formulates or fetches the requested data
and stores it in Bram then clears the event flag allowing Fan to fetch the data and return it on the Pci bus.

The following diagram depicts the sequcnee of events when P50 is the target of a Pet read operation.
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INTEL Ex.1031.121

FRAME RECEIVE SEQUENCER (Rch)

The receive sequencer (RcvSoq) analyzes and manages incoming packets, stores the result in dram
buffers. then notifies the processor through the receive queue (Reva) mechanism. The process begins
when a buffer descriptor is available at the output of the Frost}. RovSeq. issues a request to the ang
which responds by supplying the bufier descriptor to RcvSeq. RevSe-q then waits for a receive packet.
The Mac, network. transport and session information is analyzed as each byte is received and stored
in the assembly register (AssyReg). When four bytes of information is available, RcvSeq requests a
write of the data to the Stern. When sufficient data has been stored in the Stem based receive fife, a
dram write request is issued to M. The process continues until the entire packet has been received
at which point RcvSeq stores the results of the packet analysis in the beglttnin of the dram buffer.
Once the buffer and status have both been stored, RovSeq issues a write-queue request to 0mg.
0mg responds by storing a buffer descriptor provided by RwSeq. Th process then repeats. if
RevSeq detects the arrival of a packet before s free buffer is evefleble, it ignores the packet and sets
the FramaLost status on for the next received buffer.

The following diagram depicts the sequence of events for successth reception of a packet followed by
a definition of the receive buffer and the butter descriptor as stored on the Rch.
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INTEL Ex.1031.122

' ' FRAME RECEIVE SEQUENCER (Rch)

MacDmIn

Mad).an
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MacAchrA
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MacAddrB
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SramAck

ESradeDala

g“;

f"!h‘a
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7 _m(a:

 
FREEth

5::ERCV_Q__ID
3»-

CHLQID

I [P
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INTEL Ex.1031.123

RECEIVE BUFFER DESCRIPTOR

Manama“: Mam“
31:30 reserved
29:28 size A copy ofthe bits in the mom.
27:00 address Represents the last address +1 to which frame data was transferred. The address

wraps around at the boundary dictated by the 8 bits. This can he used to determine
the size of the frame received.

RECEIVE BUFFER FORMAT

FRAME Status A OFFSET 0x000010x0003

3] attention Indicates one or more of the following: CompositeErr, !IpDn. lMacADct 8t.
!MacBDet, lpMcst. IpBort. lethal-net d‘r. !802.3Snap, ilpd. !Tcp .

30 CompodteErr Se: when any of the error bits of ErrStat-us are set or if frame processing stops
while receiving a Top or Udp header.

29 Clrli‘rame A comm] frame was received at our unionist or special MltCst address.
I! 28 lpDn Frame processing Hlted due to exhaustion of the 1P4 length counter,
; 27 802.301: Frame processing Hlled due to exhaustion of the 802.3 length counter.

26 MacADet Frame's destination address matched the contents of MacAddrA.
a: 25 MacBDet Frame‘s desfinerion address matched the contents of MacAddrB.

24- MacMcst: The Mac detected a MliCst address.
'2': 23 Machst The Mac detected a BrdCst address.

22 1pm The frame memo: detected an IP MltCst address.
21 Ichst The frame processor detected an IP BrdCst address.

is: 20 hag The frame processor detected a Frag 1P datagram.
} 19 IpOfl’st The frame processor detected a nonzero IP damgram offset.
:41 18 [pFlgs The frame processor detected flags within the 1P datagram.
E I? [pOpts The frame processor detected a header length greater than 20 for the I? datagmm.

16 Tcpi'lgs The frame processor detected an abnormal header flag for the TCP segment.
15 1110118 The frame processor detected a header length greater than 20 for the TCP segment.
l4 TepUrg The frame processor detected a non-zero urgent pointer for the TCP segment.

a: 13 CarrierEmt Refer to El10 Tedmt‘cai Manual .
12 LongEvnt Refer to 5110 Technical Manual.
i1 FrameLofi Set when an incoming frame could not be processed as a result of an outstanding

frame completion event not yet serviced by the utility processor.
10 reserved
to NoAck The flame processor detected a
09:08 Frame'l‘yp 00 — Reserved. 01— ethernet. 10 - 802.3. 11 - 802.3 Snap.
07:06 ka'I'yp 00 - Unlcmwn. Ol- Ip4. 10 - Ip6 11 7 ip other.
05:04 'I'rnspt'l‘yp 00 7 Unhmwn. Ole reserved. 10 - Tc‘p ll - Udp
03 NetBios A NetBios frame was detected.
02, ruerved
or :00 channel The Mar: on which this frame was received.
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INTEL Ex.1031.124

n1.fi‘i-tffllhEM]H'E'Fififll]

FRAME Status B

EL name...31 801.351“
30 Buvar
29 BadI'kt
2.8 InvldPrmhl
27 CrcErr
26 Drthbe
25 CodeEr'r
24 lpfldrShrl
23 lplncrnplt
22 lpSumErr
2 l TcpSInnEt-r
20 TcpHdrShfl
19: 16 Presst

15:03 Macflsh
07:60 Ctxflsh

TIME STAMP

CHECKSUM

hit... man
31:16 lpChkstm-t

15:00 TcpChksum

RESERVED

FRAME Data

OFFSET OxflOO4:Ox0007

l . .
End of frame was encountered before the 802.3 length count wm exhausted.
The name ltmgth exceded the buffer spree available.Refer to 5110 Technical Mutual.
Refer to £110 Technical Manual.
Refer to El10 Technical Manual.
Refer to 5110 Technical Manual.
Refer to 5110 Technical Manual.
The “'4 header length field contained a value less than 0x5.
The frame terminated before the 11‘ length counter was exhausted.
The [P header checksnm was not Oxfffl' atlhe completion of the IF header read.
The session checksum was not Oxffi‘l' at the termination of session pmussing.
The TC? header length field contained a value less than 0:5.
The state of the frame processor at the thus the frame processing terminated.0130000 Processing Mac header.
DhDOOI Processing 802.3 LU: header.
oboom Praceeaing our: state header.
nboou Processing unknown network data.
01:01.00 Processing 1P Madar.
ubulul Pronossing ID data (mam transport] .
obouo Processing transport header (IF data) ,
Dbhltl Processing transport dots l‘IP data) .
obmao Processing 1? processing complete.omen: Reserved.
023101): Reserved.
Dbllaar Reserved.
The Mac destination—address hash Refer to E1 to Technical Manual.
The 8-bit context-huh generated by exclusive-om all bytes of the [P tonne
addracs, [P destination-mm, transport source port and the transport destination
port.

OFFSET OXOOOB:CIXOODB

mm
The contents of FreeCIk at the completion of the frame receive operation.

OFFSET OXOOOC :OXOOOF

 
Reflects the value of the [P header checkstnn at from: completion or [P header
completion. If an IP datagram was not detected, the chenksnm provides a total for
the mtire data portion of the received frame. The data area is defined as those bytes
received nfier the type field of an ethernet first-he, the LLC header of an 8023 frame
or the SNAP header of an 802.3-5NAP frame.

Reflects the value of the [Import checkout: at I? 001119an or frame completion.
If IF was detected but tension was tmlctlowrt. the checksum will not include the
pmtlo—hesder. If [P was not detected. the checksum will be 010000.

OFFSET mommoxnmt

OFFSET 0x0012:END OF BUFFER
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INTEL Ex.1031.125

FRAME TRANSMIT SEQUENCER (thX)

The transmit sequencer (thSeq) analyzes and manages outgoing packets. using buffer descriptors
retrieved from the transmit queue (thm then storing the descriptor for the {reed buffer in the free
buffer queue (Men). The process begins when a buffer descriptor is available at the output of the

thct. thSeq issues a request to the mug which responds by supptying the buffer descriptor tothSoq. thSeq then issues e read requestto the er sequenoer. Next, thSeq issues a read.
requestto SramCtrl than instructs the Mac to begin frame transmission The Mac accepts data from
thSeq which analyzes the packet as it flys-by in order to generate checksurns to insert in the data
stream. Once the frame transmission has completed. thSeq stores the buffer descriptor on the
Front: thereby recycling the buffer.

The following diagram depicts the sequence of events for successful transmission of a packet followed
by a definition of the receive buffer and the buffer descriptor as stored on the thQ.

tell?ii.Evia‘1"it]"I?iff-ilfdit}'5.“‘SiIt'll11:]!“fit
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INTEL Ex.1031.126

FRAME TRANSMIT SEQUENCER {thX}

MacData_IN

MacCtrIJN

MacSmtusJN

MacAddrA

MacAddIB

SramAck

SradeData 
FREEQID

 
Ctr]_Q_l‘D

thQ_lD

Panach

PauseDet

Cpu__PnuseRe=q
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INTEL Ex.1031.127

TRANSMIT BUFFER DESCRIFTOR

31

30 reserved
29:28 size

27:00 EndAddr

mums-Ea.ChksumEn
i . .
When set. Xm‘lSeq will insert acalculaxod checkxum. When reset. XmlSeq will
not alter theomgoing data stream.

quresenls the size of the buffer by indicating at what boundary the buffer should
start and terminate. This is used in combination with EndAddr to determine me
starting address of the buffer .-

s o 255}; My. Area} ignored.
5 1 2K3 boumhry. Ana-.0] iymocl.
s = 2 4103 mm. Arum] igmmd.
s = 3 32KB baundary.A[14:fl] igmml.

The address of the last byte to transmit plus one.

TRANSMIT BUFFER FORMAT

CHECKSUM PRIMER OFFSET 0x0000:0x0003

 

  

:1":H

hits. mum . 7____. . :1. 1.},
31 :00 Primer A value to be added during checksum accumulation. For IPV-t. this should include

r; the psuedu—header values. pronoun] and Tcp-lenglh.

RESERVED OFFSET OXOOMDXBOOS

fr FRAME Data OFFSET OxDIJOB:END OF BUFFER

g
TRANSMIT Status VECTOR

"15 ml: 11% '.‘.B'.‘I -.1-.- _ ___ ____ .31 LnkErr ndicates Ihat a link status. error occured before or during transmit.
30 15 [Hawaii

ID Excength
09 Okay
03 deferred
0'? BrdC‘st
06 Mlet
05 CrcErr
04 LakCIJll
03:00 CollCnt

Biflflmtofi

Refer to £110 Tedmical Manual.
Refer to £110 Teclmr'cai Manual.
Refer to £110 Technical Manual.
Refer to E110 Technical Maud.
Refer to E1i0 Technimi Manual.
Refer to EI IO Technical Manual.
Refer to E1 10 Technical Manual.
Refer to £110 Technical Manual.
Refer to END Technical Manual.
Refer to 5110 Technical Manual.
Refer to ENG Technical Mamet.
Refer to £110 Technical Manual.
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INTEL Ex.1031.128

A:flit-hall“i?ill!1352’?'9KM]'51!

QUEUE MANAGER (ng)
‘l'he lNlC includes special hardware assist for the implementation ofmessage and pointer queues. The

hardware assist is called the queue manager (ng) and manages the movement of queue entries bemeen 01:11
and Stem, betwaen dma sequencers and Stain as well as between Sram and drain. Queues comprise three distinct
entities; the queue bead (Qfld), the queue tail (QTI) and the queue body (QBtly). QHd resides in 64 bytes of
scratch ram and provides the area to which entries will be written (pushed). QTI resides in 64 bytlofscratch
ram and contains queue locations from which entries will be read (popped) . (Ide resides in drum and contains
locations for expansion of the queue in order to the Srsm space requirements. The Qde depends
upon the queue being accessed and the initialization parametersptesented during queue initialization

ng accepts operations from both (11:11 and dma sources. Executing these operations at a frequency of
133MHz, Qnig reserves even cycles for time requests and reserves odd cycles for Cpu requests. Valid Cpu
operations include initialize queue (InitQ). write queue (Wt-Q) and read queue (RdQ). Valid rims requests
include read body (Rdde) and write body (WrBdfl. ng working in unison with Q2"! and DZq generate
requests to the Km and X11! sequencers. to control the movement of data between the QHd, QT] and Qde.

The preceding block diagram shows the major functions of (hog. The arbiter selects the next operation to be
performed. The dual-ported Srarn holds the queue variables EdWrAtldr, HdeAddr. 'I'lWrAddr.
'l'llktAddr, deWr-Addr, deRdAddr and 08:. 0mg accepts an operation request, fetishes the. queue
variables from the queue ram (Qt-um). modifies the variables based on the current state and the requested
operation then updates the variables and issues a read or write request to the Slam controller. The Srarn
controller services the requests by writing the tailor reading the head and returning an acknowledge.

  

MIG-WW WA.er

i woe-a
j E rim-warm E earn-n

s...“ = i “:7, E 93:1,
cm i g on E I» i

3 Mlth moi-uno— 7
i Wmnw ! Sumo-unusua-

r curd-vacuum Worm i g
‘ i i . u' .

s g 3 ‘ “gm” 5 3: wag; a i2 l . J '|e 1‘ or E :

Qme ; lg j r I out» i 3 D-r-Ov ‘
r - 1
r r I r. _ _ _ _ r _ __‘__......_..__E..._.___.._.._—___._-_-?-_.______.L___._

66ml:

ELK! We?

Provisional Pat. App. of Alacritech. Inc. 124
Inventors Ianrenue B. Bomber et a1.

Express Mail Label it! EH756230105US

 

ALAOO'i 38510

CAVIUM-1031

Cavium, Inc. v. Alacritech, Inc.
Page 128



INTEL Ex.1031.129
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INTEL Ex.1031.130

DMA OPERATIONS

DMA operations are accomplished through a combination of tl1irtytwo dma channels (DmaCh) and seven drna
sequencers (DmaSeq). Each dma channel provides a mechanism whereby a Cpu can issue a command to any
of the seven dma sequencers. Where as the dma channels are multipurpose, the dim sequencers they
cormnnnd are single purpose as follow.

mm name mmm___________.____._____.______‘
0 none This is a no operation address.
I DESK] Moves data from Wear to Man.
2 DZsSeq Moves data from EstMem bus to sum.
3 DZpSeq Moves data from ExcMem to Pci bus.
4 SZdSeq Moms data from gram to ExtMem.
5 521193; Movesdatafromsramlol'eibus.
6 PZdSeq Moves data from Pci bus to ExtMern.
7 P2851211 Moves data From Pcibusaosram.

The processors manage dma in the following way. The processor writes a dma descriptor to an Sram location
reserved for the data channel. The formt of the dma descriptor is dependent upon the targeted drna sequencer.
The processor then writes the Elma sequencer number to the channel command register.

Each of the time sequencers polls all thirtytwo dma chmels in search of commands to execute. Once a
command request has been detected, the dma sequencer fetches a data descriptor from a fixed location in
Srarn. The Sram location is fitted and is determined by the dma channel number. The time sequencer loads the
dma descriptor in to it‘s own registers. executes the command. then overwrites the lion descriptor with ending
status. Once the command has halted. due to completion or error, and the ending status has been written, the
rims sequencer sets the done bit for the current dmn channel.

The (lone bit appears in a data event register which the Cpu can examine. The Cpu fetches ending stains from
Sram. then clears the done bit by writing zeroes to the channel command (ChCmd) register. The channel is
now ready to accept another command."Emll]Ell'll?'Ell[Mil‘Ei
The format ofall channel command registers is as follows.

hiL. name— detention——
3]:ll reserved Datawriuentnthesebttsisigmrem
10:8 (3th O - Slop: amnion of the current operation and clears the correspording even flag.

liTramferdatafromEartMemtoExtMem.
Z-TnmferdamfiumErLManbnstosI-am.
3-TnmferdatafromEnMemeeihus.
4 -Transfer data from sram tnExtMem.
S-Transfer-daufromsrammPcibus.
é-l‘ransferdamfromPcibltanExLMem.
1-Transferdatafrorrtl’cibust05ram.

.5:

“:1”.fit'i‘l:

07:05 reserved Data written to these bus is ignored.
(14:00 Chld Provid the channel number for the channel command.
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INTEL Ex.1031.131

f 9
_,. .
j I

The format of the m or P25 descriptor is as follows.

hit... name—
]27:96 NAMIH Bits [63:32] Dflhe Pci Eddies;
95:64 PeiAder Bits [31:00] of the Pei address.
59:32 MemAddr Bits [17:00} ofdte ExLMeIn addres or bits [15:00] ofthe Stun am.
31 Pit-i3an When set, selecLi big endian made fur Pei n'atlsffls.
30 madam When set. disables Pei 64-bit mode.
22 DstFladt Selects Flash far the mental memory destination of m.
15:00 m! Bitslls:00]ofthe requesteddmsizeexpressedlnhws.

The format of the 829 or D21: descriptor is as follows.

Ml. nem— '
123296 MemAddr Bile [27:50] oflhe EMMHII address or bits [15:00] of the Sum address.
95:64 PdAddrH Hits [63232] of the Pei address.
63232 PclAder Bits [31:11]] ofthe Pci address
30 Sreflash Selects Flash for the externnl memory source of D29.
23 mm When net. selects big endian mode for Pei transfers.
22 Widebe When set. disables Pei 64-bit mode.
15:00 Xerz Bits [15:00] ofthe request data size expmsed in bytes.

The format of the 82d. Dld or D25 descriptor is as follows.

E‘.‘ bile. nann..__ WW—————-————=——e——-——-=-——=—=—'127:124 reserved Reserved for funtre use.
12* 123:96 Stem-1dr Bit-5121500] of the Man address or bits [15:00] ofthe Start: address.

95:60 ruenred Reserved for future use.
59:32 Ds‘lAddr Bits [21:0010flhe EnMem address or bite [15:60] ct'lhe Sram animus.

E 30 W Setmmmruummumrymnrmamnzs.
55$ 22 FMhSel Setecu Flash for the external memory destination of $21: or ma.
_" 15:00 XII'SI Bits [15:00] ofthe requested firm size exprfised in bytes.E

ft; The format of the ending status or all channeIs is as follows.

a! 127:64 reserved Not used.: 63:32 ChlrSum Rmml'smiimemsumofallhaflwwds mfeneddnringaPZdorDZd
operation only.

31:20 med Reserved l'ur funn-e use.
13:20 SmSmtns TED.
19:]6 WSW TBD.
15:00 We Bits [15:00] nftheresldualdmasizeexptseed inUytesJ‘lt'tsvalue will bezeroifthedma

wcmfivn was mm

The format of the ChEvnt register is as follows.

I111— Mgfifl. Wb—m
31:00 Cth Eachbitreptcscmsmcdoneflagfortherespculvedmachemnl.'I'hescbitsaresetbyachm sequencer upon completion ofthe channel command. Cleared when the processth

writes DID the corresponding ChCInd register ChCnIdOp field.
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INTEL Ex.1031.132
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MAC CONTROL {Macctrl}

Mu BUSY To cw
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INTEL Ex.1031.133

‘1‘:fial'ii‘fllit:Iii"‘EnWHT"BillK].[751E';

 "fig—HEW ea em»

Appendix A

The following load calculations are based on the foliowing basic formulae:

N = X * R (Little’s Law) where
N = number ofjobs in the system (either in progress or in a queue),
X = system throughput,
R = response time (which includes time waiting in queues).

U j x * s (from Little’s Law) where
S = service time,
U = utilization.

R = S I (l-U) for exponential senrice times (which is the worst-case assumption).

A 256 byte frame at 100Mbisec takes 20 use: per frame.
4 * 100 Mbit ethemets receiving at full firm-he rate is:

51200 (4 "‘ 12800) frames/sec @ 1024 bytesfframe
102000 fi-amesfsec @ 512 byteslframe
204000 fi-arnesfsec @ 256 bytes/flame.

The following calculations assume 250 instructionslfi'ame, 45nsec clock. Thus
5 =250 ‘ 4S usecs = 11.2 usccs.

Av. Frame Size Thruput Utilization Response Nbr. in system
(X) (U) (R) (N)

1024 51200 .57 26 usecs 1.3
512 102000 > 1 -- --
256 204000 > 1 -- --

Lets look at it for varying instructions per frame assuming 51?. bytes per frame average.

Instns Service Thrupnt Utilization Response Nbr. in system
Per Frame Time (S) (X) (U) (R) (N)
250 11.2 usec 102000 > 1 -- --

250 11.2 85000 (*) .95 224 usecs 19
250 11.2 80000 C”) .89 101 8
225 10 102000 1.0 -- -—

225 10 95000 C“) .95 200 19
225 10 89000 C”) .89 90 8
200 9 102000 .9 90 9
150 6.7 102000 .68 20 2

C“) shows what frame rate can be supported to get autihzanon of less than 1.
(“0 shows what frame rate can be supported with B SRAM TCB buflers and at least 8
process contexts.
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INTEL Ex.1031.134
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If 100 instructions / frame is used, S = 100 * 45 nsecs = 4.5 usees, and We can support
256 byte frames:
l00 4.5 204000 .91 SD 10

Firstly note that these calculations assume that response times increase exponentially as
utilization increases. This is the worst-case assumption, and probably may not be true for
our system.
The figures show that to support a theoretical full 4 “ 100 Mbit receive load with an
average fi'ame size of 512 bytes, there will need to be 19 active “jobs” in the system,
assuming 250 instructions per frame. Due to SRAM limitations. the current design
specifies 8 SRAM buffers for active TCBs, and not to swap aTCB out of SRAM once it
is active. So under these limitations, the INIC will not be able to keep up with the hill
frame rate. Note that the initial implementation is trying to use only SKB of SRAM,
although 16KB may be available, in which case 19 TCB SRAM buffers could be used.
This is a cost trade-off.

The real point here is the effect of insh'uctionsffi'ame on the throughput that can be
maintained. If the instructionsffi'mne drops to 200, then the INIC is capable of handling
the full theoretical load (102000 framesfsecond) with only 9 active TCBs. If it drops to
100 instructions per frame, then the INIC can handle full bandwidth at 256 byte frames
(204000 francs/second) with 10 active TCBs. The bottom line is that ALL hardware-
assist that reduces the instructionslfi'arne is really worthwhile. If header-assist hardware
can save us 50 instructions per time then it goes straight to the throughput bottom line.
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