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[1.P] A method for network communication by a host
computer having a network interface that is connected
to the host by an input/output bus, the method
COMIPTISING...eevvieeeitiieeetreeesireeeeereeeesreeeesareeeeareeesssseeeesseaenns 45

[1.1] running, on the host computer, a protocol
processing stack including an Internet Protocol (IP)
layer and a Transmission Control Protocol (TCP) layer,
with an application layer running above the TCP layer;

[1.2] initializing, by the host computer, a TCP
connection that is defined by source and destination IP
addresses and source and destination TCP ports;................ 50

[1.3] receiving, by the network interface, first and
second packets, wherein the first packet has a first TCP
header and contains first payload data for the
application, and the second packet has a second TCP
header and contains second payload data for the
18] 0] F 107 1510 ) 1 H USSP 52

[1.4] checking, by the network interface, whether the
packets have certain exception conditions, including
checking whether the packets are I[P fragmented,
checking whether the packets have a FIN flag set, and
checking whether the packets are out of order; ................... 54

[1.5] if the first packet has any of the exception
conditions, then protocol processing the first TCP
header by the protocol processing stack;...........cccceeveernnenne 56

[1.6] if the second packet has any of the exception
conditions, then protocol processing the second TCP
header by the protocol processing stack;.........ccceeeuveenennee. 56

[1.7] if the packets do not have any of the exception
conditions, then bypassing host protocol processing of
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the TCP headers and storing the first payload data and
the second payload data together in a buffer of the host
computer, such that the payload data is stored in the
buffer in order and without any TCP header stored
between the first payload data and the second payload
ALA. e e 57

10.2. CIAIM 3 .ottt st s 61

10.2.1. [3] The method of claim 1, wherein storing the first
payload data and the second payload data together in a
buffer of the host computer is performed by a direct
memory access (DMA) unit of the network interface. ........ 61

1030 ClAIM 6 ottt 62

10.3.1. [6] The method of claim 1, including comparing, by the
network interface, the IP addresses and TCP ports of
the packets with the source and destination IP
addresses and source and destination TCP ports that
define the TCP connection............cceecueevieeenieenieeniieeneeene 62

10.4. CIAIM 7 ..ottt 64

10.4.1. [7] The method of claim 1, wherein checking whether
the packets have certain exception conditions includes
checking whether the packets have a RST flag set.............. 64

10.5. CIaIM 8 ..ottt 64

10.5.1. [8] The method of claim 1, wherein checking whether
the packets have certain exception conditions includes
checking whether the packets have a SYN flag set. ............ 64

10.6. CIAIM 9 ..ottt 65

10.6.1. [9.P] A method for network communication by a host
computer having a network interface that is connected
to the host by an input/output bus, the method
COMPTISIINIE: +.evveeeiiieeeerreeerireeesireeessereeessreeessseeesnsseessssseeenns 65

10.6.2. [9.1] receiving, by the network interface, a first packet
having a header including source and destination
Internet Protocol (IP) addresses and source and
destination Transmission Control Protocol (TCP)
POTES; weeieeeiiiieeeeeti e e e e ettt e e e e ettt eeeeerabeeeeeesnaareeeeennraeeaeennnnnes 65
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[9.2] protocol processing, by the host computer, the
first packet, thereby initializing a TCP connection that
is defined by the source and destination IP addresses

and source and destination TCP ports; .........cccceeevveeennnen.

[9.3] receiving, by the network interface, a second
packet having a second header and payload data,
wherein the second header has IP addresses and TCP
ports that match the IP addresses and TCP ports of the

TCP CONNECLION, .evveeeieeiiiiieeee ettt

[9.4] receiving, by the network interface, a third packet
having a third header and additional payload data,
wherein the third header has IP addresses and TCP
ports that match the IP addresses and TCP ports of the

TCP CONNECLION; .coooviiiiiiiiiiiiiiiiiiiieeeeeeeeeeeeeeeeeee

[9.5] checking, by the network interface, whether the
second and third packets have certain exception
conditions, including checking whether the packets are
IP fragmented, checking whether the packets have a
FIN flag set, and checking whether the packets are out

OF OTder; ..o

[9.6] if the second packet has any of the exception
conditions, then protocol processing the second packet

by the host COMPULET;.......ccccviiieiiiieeiieeeee e,

[9.7] if the third packet has any of the exception
conditions, then protocol processing the third packet by

the host COMPULET;......cvveiviiiiiiiiee e,

[9.8] if the second and third packets do not have any of
the exception conditions, then storing the payload data
of the second and third packets together in a buffer of
the host computer, such that the payload data is stored
in the buffer in order and without any TCP header
stored between the payload data of the second and third

PACKELS. ..eeeeiieeeiie ettt et

[11] The method of claim 9, wherein storing the
payload data of the second and third packets together
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