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ABSTRACT

File format identification is a core requirement for digital archives. The UNIX file command is
among the most promising technologies for file type identification. This report describes
extensions to the file command and magic file that enhance their utility for file format
identification in archival systems.

A File Format Library (database) has been created to manage information about file formats.
This information includes file format name, MIME type, PRONOM Universal Identifier and file
signature tests. There is a one-to-one correspondence between file formats and file signature
tests. Precedence relations between file signature tests are explicitly expressed in the database.
Published specifications for file formats are also collected in the library and are used to
determine file signatures for the formats. When specifications have not been published for a file
format, samples for files in those formats have been collected and analyzed to determine possible
file signatures. File signature tests have been created for more than 800 file formats. Sample files
for more than 500 of the file formats in the library have been created or collected for testing of
the file signatures. These examples are included in the library

The Library includes links to file format software resources that are needed in archival
processing of digital records. These include: file viewers/players, archive extractors, file format
converters, password recovery software and repairers for damaged files.

The File Format Library supports the creation of a magic file from the file signature tests in the
Library. The GTRI File Type Identifier is a graphical user interface to the file command and the
magic file created from the File Format Library. The file command and magic tests have been
applied to examples of 500+ file formats from the File Format Library. These tests have led to
refinement of the file signature tests and discovery of the precedence relationships among file
signature tests.

The National Archives (TNA) of the UK provides a public registry of file format information
(PRONOM). This information includes file signature patterns expressed as regular expressions.
TNA also provides a tool (DROID) that uses these file signature patterns for file format
identification. This approach to file type identification is also promising and seems to be
primarily limited by the small number of file signature patterns in the PRONOM registry. GTRI
is collaborating with TNA to enhance the content of the registry and the performance of the
DROID file format identifier.
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1. Introduction

Automated file format identification is a necessary feature for the ingestion of digital objects into
an archive. Such identification is needed to insure that the files received from a creator have the
expected file formats so that the archive is able to preserve the files and make them available to
the public. Knowledge of the file formats is necessary to insure that viewers/players are available
for the files, for conversion of legacy file formats into standard, current or persistent object file
formats, for extraction of files from archive files, and for repair of damaged files.

The file command and magic file available in the Linux and BSD flavors of UNIX is probably
the most widely used tool for file format identification. The tests for identifying file formats in
the magic file have been and remain the largest repository of information on file signatures in the
world. However, the file command and magic file lack some features for file format
identification that are required by digital archives.

The primary objective of the research described in this report is to identify the most promising
technology for reliable file format identification and to advance this technology to meet the
needs of the National Archives and Records Administration. The specific purpose of this report
is to describe extensions made to the UNIX file command and magic file to improve the
management of file format information and to increase the reliability of file type identification.
These extensions include a File Format Library for managing file format information including
file signature criteria that can be used to identify file formats. The library is also a repository for
file format specifications and software for viewing/playing files, extracting files from archive
files, recovering passwords, and repairing damaged files. It also contains sample files for the file
formats in the library.

Section 2 of this report discusses the concepts of file types and file type identifiers. Section 3
briefly summarizes features of the file command and magic file and discusses some of their
limitations. Section 4 describes a File Format Library that supports the management of file
format information and that supports the creation of magic files used by the file command.
Section 5 describes a graphical user interface for file type identification that is based on the file
command and a magic file created from the File Format Library. Section 6 describes related
research and development. Section 7 summarizes the results.

2. File Format Signatures and External File Identifiers

2.1 Basic Concepts

In the context of data storage and transmission, a file is a sequence of bits in which a data
representation or computer instructions internal to a computer program has been encoded
according to a file format so that it can be stored on a storage medium or transmitted over a
network communication link. When the resulting file is read by a computer operating system, it
is either decoded and executed by the computer, or passed to a computer program and decoded
according to the file format to create a copy of the original internal data representation.
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An executable file is a serialization of encoded computer instructions. A script file is a file that
contains instructions for an interpreter or a virtual machine.

A data file is an external data representation in a sequence of bits of an internal data
representation that can be stored on a storage medium or transmitted across a communication
network. When the resulting file is reread according to the file format, it can be used to create a
copy of the original internal data representation.

In object-oriented programming, serialization is the process of encoding an object into an
architecture independent serial format for storage or transmission across a communication
network. When the resulting series of bits is decoded according to the serialization format, it can
be used to create a semantically identical copy of the original object. Such methods of
serialization result in persistent objects that because of their architecture independence are not
subject to obsolescence of computer platforms (hardware and operating systems). Examples of
such formats include the Hierarchical Data Format (HDF), Comma Separated Values (CSV), and
JavaScript Object Notation (JSON).

A file type (or file format class) is class of files with the same file format. A file format signature
is invariant data in a file format that can be used to identify the file type (or format) of a file. In
the UNIX operating system (including flavors such as BSD, Linux and Solaris), file signatures
are referred to as magic numbers. In contrast to file format signatures, a file signature is a
checksum or hash code of a file that can be used to check the integrity of the file

2.1 External Format Identifiers

A unique identifier is needed for file formats that is external to the file but can be linked to the
file so that file signatures do not need to be checked every time a file is accessed. File name
extensions and metadata stored in the operating system are two approaches that are used. MS-
DOS and Windows file names use a file name extension to distinguish different file types.
However, file extensions alone are often not enough to discriminate file types. For instance, file
extensions such as DOC are ambiguous, since there are several applications that create files with
that extension but have different file formats. Furthermore, there are WordPerfect document
files that do not have the .DOC extension recommended by the WordPerfect manual. Instead, the
document creator avails himself of the filename plus the filename extension to create a longer
mnemonic filename. These extended names sometimes result in an extension used for another
file type. For instance, SPEECH.COM is a user-created WordPerfect document file discovered
in the Bush Presidential e-record collection that contains a speech to the Commonwealth Club.
However, the .COM extension is also used to represent a MSDOS compressed executable file.

An alternative way of identifying file formats was developed by Apple Computer for the
Macintosh OS Hierarchical File System. Each program installed has an associated creator code.
This is a 3-4 letter code that tells the MacOS Finder which program created a file in the file
system. Each time an application writes a file to the file system, a creator code as well as a file
type code are stored as part of the directory entry for the file. The file type code is also a 3-4
letter code that tells the MacOS Finder the format of the file. The combination of creator and file
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