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METHOD FOR AUTHENTICATING A JAVA
ARCHIVE (JAR) FOR PORTABLE DEVICES

TECHNICAL FIELD

This invention relates in general to portable code transfer,
such as JAVA technology, and more particularly to security
and authentication of portable code for use by wireless or
mobile devices, or other computing devices with relatively
limited computing resources, and limited communication
bandwidth.

BACKGROUND OF THE INVENTION

In networked environments such as the Internet, the use of
portable code or portable applications has gained wide-
spread acceptance. The best known technology in this field
is JAVA. In creating JAVA code, a developer creates an
application and makes it available on a network in byte code
format. The byte code is downloaded by various client
devices connected to the network and loaded into a JAVA
virtual machine environment on the client machine or com-
puter. The virtual machine environment is a layer of soft-
ware that can interact with the specific computing platform
of the particular client device and interpret the byte code. An
application so loaded onto a client device could compromise
the client device, and may even be designed to do so if the
developer of the application had malicious intentions.
Therefore, security is a significant issue with portable code.

Many security schemes have been devised to address
these security issues. These range from giving only very
restricted access to all portable applications to a system of
authentication in which different levels of permission may
be granted depending on whether the application can be
authenticated as having come from a trusted source. The
later scheme is more preferable since it allows an application
more access to the local computer’s resources, so long as it
is authenticated. This allows developers to create more
powerful applications because the applications have more
access to the computer resources of the client machine.

However, as presently devised, these authentication
schemes are designed for general purpose personal
computers, which are commonly referred to as “desktop”
computers. These machines have varying degrees of com-
puting resources, but in general the resources they have
greatly exceed the computing resources of small, portable
devices such as personal organizers and mobile communi-
cation devices. There is an increasing number of these
smaller devices being manufactured that are able to connect
to large networks, and particularly the internet. Presently
X.509 certificates are widely used for authentication, but
these are quite large files compared to the limited memory
resources available on these smaller mobile devices.
Furthermore, since the certificate comes bundled with the
application typically, the device must load both the appli-
cation and the certificate. Therefore a data structure and
method of authenticating portable applications that can be
used by smaller devices is needed.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 shows a typical network including a server and a
client;

FIG. 2 shows a representation of a client network device
and its computing resources;

FIG. 3 shows a block diagram of a signed application
descriptor file (ADF) for use in accordance with the present
invention;
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FIG. 4 shows a sequence chart for creating a signed ADF
in accordance with the invention;

FIG. § shows a sequence chart for establishing the identity
of a trusted developer for use in creating a signed ADF in
accordance with the invention; and

FIG. 6 shows a sequence chart for downloading a signed
ADF and a portable application from a distribution server to
a network client device in accordance with the invention.

DETAILED DESCRIPTION OF A PREFERRED
EMBODIMENT

While the specification concludes with claims defining the
features of the invention that are regarded as novel, it is
believed that the invention will be better understood from a
consideration of the following description in conjunction
with the drawing figures, in which like reference numerals
are carried forward. A brief description of the prior art is also
thought to be useful.

The present invention solves the problem of downloading
portable applications and authenticating their source onto
client device with limited computing resources by creating
a signed application descriptor file (ADF), and a developer
descriptor file (DDF). The ADF is a file that describes the
portable application in terms of the computing resources it
requires, and can be loaded onto the client device first so that
the client device can determine whether or not it has
sufficient resources, or it can let the user of the client device
determine if there are sufficient resources. The ADF file is
signed by the developer of the corresponding application
using a certification authority, which is a well known and
trusted signing authority. Attributes in the signed ADF
correspond to those of the application so that if the user of
the client device decides to load the application, the appli-
cation can be authenticated against the signed ADF. The
DDF is associated with a particular application software
developer and specifies the general access control related
information assigned to the developer. For example, a DDF
may restrict the kind of application libraries that applications
developed by the developer can use, or the security domain
to which the developer belongs.

Referring now to FIG. 1, there is shown a typical network
100 over which client and server machines interact. In
particular, a network client device 102, such as a mobile
communication device, connects with a distribution server
104 over one or more bearer networks 106. Typically the
bearer network includes a TCP/IP network, and for public
distribution of software, it includes the Internet. However,
numerous private networks are connected to the Internet
through various gateways and portals, including many wire-
less mobile communication networks. Indeed, the present
invention is suited particularly well to use on mobile com-
munication devices such as Internet capable mobile or
cellular radio telephones. These devices may use what is
referred to as a “microbrowser” to view information, or
“content”, placed on the Internet and other networks acces-
sible by the device, as well as execute portable code. As with
general purpose computers, there is a desire to load portable
applications onto these devices. Developers of portable
applications provide the application on a database 106 of the
distribution server 104. Client devices access the distribu-
tion server over the network and receive the desired portable
code or portable application over the connection. This is one
way which JAVA code sections, such as applets, are distrib-
uted.

Referring to FIG. 2 there is shown a representation 200 of
a client network device 202 and its computing resources. In
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