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PATENT

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

Application No. : 10/381,219

Applicant : David P. YACH et al.
Filed : March 20, 2003

TC/A.U. : 2431

Examiner : Jeremiah L. AVERY

Docket No. : 10289-US-PCT

Customer No. : 95866

Confirmation No. : 9761

For : SOFTWARE CODE SIGNING SYSTEM AND METHOD

AMENDMENT AFTER ALLOWANCE

VIA USPTO ELECTRONIC FILE SYSTEM

Mail Stop Amendment
Commissioner for Patents

PO. Box 1450

Alexandria, VA 22313-1450

ATTENTION: Examiner Jeremiah L. AVERY, Tel. No. 571 -272-8627

Sir:

In response to the Notice of Allowance dated March 28, 2013, please enter and

consider the following response with amendment and remarks as follows:

Amendment to Claims begins on page 2

Remarks begin on page 26
OK TO ENTER: I’J.A./’

CERTIFICATE OF TRANSMISSION

In accordance with 37 CFR 1.8, I hereby certify that this correspondence is being deposited with the United States
Postal Service with sufficient postage as first class mail in an envelope addressed to: Commissioner for Patents, PO.
Box 1450, Alexandria, VA 22313-1450 or facsimile transmitted or submitted under electronic filing system to the U.S.
Patent and Trademark Office on the date: June 3. 2013.

By: Jon A. Gibbons Signature:/ Jon A. Gibbons/
(Applicant, Assignee, or Representative)
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UNITED STATES DEPARTMENT OF CONIMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

PO Box 1450
Alexandria, Virginia 22313-1450
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APPLICATION NO. FILING DATE FIRST NAMED INVENTOR ATTORNEY DOCKET NO. CONFIRMATION NO.

10/381,219 03/20/2003 David P Yach 13210-1465/KL 9761

958“ 759° “”7”“ —
. . . . . EXAMINER

FICIt Glbbons Gutman Bonglnl & Blanco P.L. —
551 NW 77th street AVERY, IEREMIAII L

Suite 11 1 ART UNl’l' PAPER NUMBERBocaRaton,FL33487 —243]

NOTIFIC ATION DATE DELIVERY MODE

06/1 7/2013 ELECTRONIC

Please find below and/or attached an Office communication concerning this application or proceeding.

The time period for reply, if any, is set in the attached communication.

Notice of the Office communication was sent electronically on above-indicated ”Notification Date" to the

following e-rnail address(es):

ptoboca@ fggbb.c0m
portfolioproseculion @blackberry.c0m

PTOL-QOA (Rev. 04/07)

Page 3 of 1415



Page 4 of 1415

 

Application No. Applicant(s)

 _ _ 10/381219 YACH ET AL.
Response to Rule 312 Communication . .Examiner Art Unit

JEREMIAH AVERY 2431 

-- The MAILING DA TE of this communication appears on the cover sheet with the correspondence address —

1. IX The amendment filed on 03 June 2013 under 37 CFR 1.312 has been considered, and has been:

a) IX entered.

b) [I entered as directed to matters of form not affecting the scope of the invention.

0) I] disapproved because the amendment was filed after the payment of the issue fee.

Any amendment filed after the date the issue fee is paid must be accompanied by a petition under 37 CFR 1.313(c)(1)

and the required fee to withdraw the application from issue.

d) [I disapproved. See explanation below.

e) [I entered in part. See explanation below.

/NATHAN FLYNN/ /Jeremiah Avery/
Supervisory Patent Examiner, Art Unit 2431 Examiner, Art Unit 2481

 
 
US. Patent and Trademark Office

PTOL-271 (Rev. 04-01) Reponse to Rule 312 Communication Part of Paper No. 20130606
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PART B - FEE(S) TRANSMITTAL

Complete and send this form, together with applicable fee(s), to: Mail Mail Stop ISSUE FEE
Commissioner for Patents
PO. Box 1450

Alexandria, Virginia 22313-1450
or m (571)-273-2885

INSTRUCTIONS: This form should be used for transmitting the ISSUE FEE and PUBLICATION FEE (if required). Blocks 1 through 5 should be completed where

appropriate. All further correspondence including the Patent, advance orders and notification of maintenance fees will be mailed to the current correspondence address asin icated unless corrected below or directed otherwise in Block 1, by (a) specifying a new correspondence address; and/or (b) indicating a separate "FFF. ADDRESS" formaintenance fee notifications.

 

Note: A certificate of mailin can only be used for domestic mailings of the
Fee(s) Transmittal This certi icate cannot be used for any other accompanying

CURRENT CORRESPONDENCE ADDRESS (Note: Use Block 1 for any Change ofaddreSS) apers. Each additional paper, such as an assignment or formal drawing, must
have its own certificate of mailing or transmission.

Certificate of lVIailing or Transmission
?586§I ‘7590 03/28/2013. I hereby certify that this Fee(s) Transmittal is being deposited with the United

Fl€1l CIlbel‘lS (IUII’Ilal’l Bongmi & Blal‘lCO PHL States Postal Service with sufficient postage for first class mail in an envelope
551 NW 77th I t addressed to the Mail Stop ISSL‘E FEE address above. or being facsimile
q S 1‘66 transmitted to the USPTO (571) 273—2885, on the date indicated below._ uite 111

Boca Raton, FL 33487 03mm” 5 mm”)(Signalme)

(Date) 
APPLICATION NO. FILING DATE FIRST NAMED INVENTOR ATTORNEY DOCKET NO. CONFIRMATION NO.

10/381,219 03/20/2003 David P Yach 1321071465/KL 9761
TITLE OF INVENTION: SOFTWARE CODE SIGNING SYSTEM AND METHOD  

APPLE. TYPE EN 111 Y STATUS ISSUE FEE DUE PUBLICATION FEE DUE PREV. PAID ISS UE FEE TOTAL FEE1_S) DUE DATE DUE
 

nonprovi sional IfNDISCOI INTFD $1780 $300 SO $2080 06/28/2013

AVERY, JEREMIAH L 2431 713— 001000

1 . Change of correspondence address or indication of "Fee Address" (37
CFR 1.363).

3 Change of correspondence address (or Change of CorrespondenceAddress form PTO/SB/122) attached.

3 "Fee Address" indication (or "Fee Address" Indication formPTO/SB/47; Rev 03-02 or more recent) attached. Use of a Customer
Number is required.

2. For printing on the patent front page, list
1Jon A. Gibbons

gFleit Gibbons Gutman

(l) the names of up to 3 registered patent attorneys
or agents OR, alternatively,
(2) the name ofa single firm (having as a member a
registered attorney or agent) and the names of up to _ I I _ I
2 registered patent attorneys or agents. If no name is g E 0 fig? 1’1 ‘I & E ‘I an CO PLlisted, no name will be printed. ’—

 
  
  

  3. ASSIGNEE NAME AND RESIDENCE DATA TO BE PRINTED ON THE PATENT (print or type)

PLEASE NOTE: Unless an assignee is identified below, no assignee data will appear on the patent. If an assignee is identified below. the document has been filed for
reeordation as set forth in 37 CFR 3.11. Completion of this form is NOT a substitute for filing an assignment.
(A)NANn10FAsmGNFE (B)RFMDENCE%CHW’mdSTAWQORCOUNTRY)

Research In Motion Limited Waterloo Ontario Canada

Please check the appropriate assignee category or categories (will not be printed on the patent) : 1] Individual morporation or other private group entity 1] Government

 

4a. The following fee(s) are submitted: 4b. Payment of Fee(s): (Please first reapply any previously paid issue fee shown above)
Mme Fee 3 A check is enclosed.

1ExPublication Fee (No small entity discount permitted) 3 Payment by credit card. Form PT072038 is attached.
1] Advance Order — # of Copies mhe Director is hereby authorized to charge the re uired fee(s), any deficiency, or credit any

overpayment, to Deposit Account l\umber E2 1 E2 E2 6 (enclose an extra copy of this form).
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5. Change in Entity Status (from status indicated above)

3 Applicant certifying micro entity status. See 37 CFR 129 NOTE: Absent a valid certification of Micro Entity Status (see form PTO/SB/15A and 15B). issue
fee payment in the micro entity amount will not be accepted at the risk of application abandonment.

3 Applicant asserting small entity status. See 37 CFR 1.27 NOTE: If the application was previously under micro entity status, checking this box will be takento be a notification of loss of entitlement to micro entity status. 
3 Applicant changing to regular undiscounted fee status. NOTE: Checking this box will be taken to be a notification ofloss of entitlement to small or micro

entity status, as applicable.

NOTE: The Issue Fee and Publication Fee (if required) will not be accepted from anyone other than the applicant; a registered attorney or agent; or the assignee or other party in
interest as shown by the records of the United States Patent and Trademark Office.

Authorized Signature JOY] A . G'l beDS Date 6 3 2 O 1 3

Typed or printed name Jon A - G i bbon S Registration No. 3 7 3 3 3

This collection of information is required by 37 CFR 1.311. The information is re uired to obtain or retain a benefit by the public which is to file (and by the USPTO to process)
an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.14. T is collection is estimated to take 12 minutes to complete, including gathering, preparing, and

submitting the completed application form to the USPTO. Time will vary defiendin upon the individual case. Any comments on the amount of time you require to completethis form and/or su gestions for reducing this burden, should be sent to the C ief n ormation Officer, U.S. Patent and Trademark Office, US. Department of Commerce, PO.
Box 1450, Alexandgria, Virginia 2231371450. DO NOT SEND FEES OR COMPL‘T‘D FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents. PO. Box 1450,
Alexandria, Virginia 22313—1450.
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid OMB control number.
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Electronic Patent Application Fee Transmittal 

Application Number: 10381219

Title of Invention: SOFTWARE CODE SIGNING SYSTEM AND METHOD

 

First Named Inventor/Applicant Name: David P Yach

Filed as Large Entity

US. National Stage under 35 USC 371 Filing Fees

“mm

Basic Filing:

 

Miscellaneous-Filing:

Patent-Appeals-and-Interference:

Post-Allowance-ancl-Post-lssuance:
 

Utility Appl Issue Fee

Publ. Fee— Early, Voluntary, or Normal
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Description | Fee Code USD($) Quantity Amount |  
Extension-of—Time:
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Electronic Acknowledgement Receipt 

EFS ID: 15935273
 

Application Number: 10381219

Title of Invention: SOFTWARE CODE SIGNING SYSTEM AND METHOD

First Named Inventor/Applicant Name: David P Yach

Filer Authorized By: Jon A. Gibbons 

Attorney Docket Number: 13210—1465/KL 

Receipt Date: 03—JUN—201 3

Application Type: US. National Stage under 35 USC 371

Payment information:

 
 

Submitted with Payment yes

Payment Type Deposit Account 

Payment was successfully received in RAM $2080

RAM confirmation Number 4734

Deposit Account 501556

The Director ofthe USPTO is hereby authorized to charge indicated fees and credit any overpayment as follows:

Charge any Additional Fees required under 37 C.F.R. Section 1.21 (Miscellaneous fees and charges)
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File Listing:

Document Document Descri tion File Size(Bytes)/ Multi Pages
Number p Message Digest Part /.zip (ifappl.)

. 10289-US- 75819

Amendment after Notlce ofAIIowance PCT_312Amendment_6-3-13.(Rule 312)
pdf CS19923b036ed’led86735865‘15353514a31af3b

Warnings:

Information:

10289-US- 106194

Issue Fee Payment (PTO-85 B) PCT_|ssueFeeTransmittal_6—3-1
3.pdf 8e21135564399C5d960628d06df7200697644363

Information:

Fee Worksheet (SBO6) fee-info.pdf 49585b5e12237621ffbecf60764953513803
00h4

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO ofthe indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

Ifa new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this

Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

Ifa timely submission to enter the national stage ofan international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

Ifa new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number

and ofthe International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning

national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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PATENT

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

Application No. : 10/381,219

Applicant : David P. YACH et al.
Filed : March 20, 2003

TC/A.U. : 2431

Examiner : Jeremiah L. AVERY

Docket No. : 10289-US-PCT

Customer No. : 95866

Confirmation No. : 9761

For : SOFTWARE CODE SIGNING SYSTEM AND METHOD

AMENDMENT AFTER ALLOWANCE

VIA USPTO ELECTRONIC FILE SYSTEM

Mail Stop Amendment
Commissioner for Patents

PO. Box 1450

Alexandria, VA 22313-1450

ATTENTION: Examiner Jeremiah L. AVERY, Tel. No. 571 -272-8627

Sir:

In response to the Notice of Allowance dated March 28, 2013, please enter and

consider the following response with amendment and remarks as follows:

Amendment to Claims begins on page 2

Remarks begin on page 26

CERTIFICATE OF TRANSMISSION

In accordance with 37 CFR 1.8, I hereby certify that this correspondence is being deposited with the United States
Postal Service with sufficient postage as first class mail in an envelope addressed to: Commissioner for Patents, PO.
Box 1450, Alexandria, VA 22313-1450 or facsimile transmitted or submitted under electronic filing system to the U.S.
Patent and Trademark Office on the date: June 3. 2013.

By: Jon A. Gibbons Signature:/ Jon A. Gibbons/
(Applicant, Assignee, or Representative)

1 of 26
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Appl. No. 10/381,219
Docket No. 10289—US—PCT

Reply to Notice of Allowance March 28 2013

IN THE CLAIMS

This listing of claims will replace all prior versions, and listings, of claims in the

application:

1-165 (Cancelled without prejudice).

166. (Previously Presented) A mobile device containing software instructions which

when executed on the mobile device cause the mobile device to perform operations for

controlling access to an application platform of the mobile device, the operations

comprising:

storing a plurality of application programming interfaces (APls) at the mobile

device, wherein at least one API comprises a sensitive API to which access is

restricted;

receiving, at the mobile device, an indication that a software application on the

mobile device is requesting access to the sensitive API stored at the mobile device;

determining, at the mobile device, whether the software application is signed,

wherein a signed software application includes a digital signature generated using a

private key of a private key-public key pair, wherein the private key is not accessible to

the mobile device;

the mobile device using a public key of the private key-public key pair to verify

the digital signature of the software application; and

based upon verifying the digital signature at the mobile device, the mobile device

allowing the software application access to the sensitive API.

167. (Previously Presented) The mobile device of claim 166, wherein based upon a

determination that the software application requesting access to the sensitive API does

not include a signature, the operations further comprise: preventing execution of the

software application.

20f 26

Page 12 0f1415



Page 13 of 1415

Appl. No. 10/381,219
Docket No. 10289—US—PCT

Reply to Notice of Allowance March 28 2013

168. (Previously Presented) The mobile device of claim 166, wherein based upon a

determination that the software application requesting access to the sensitive API does

not include a signature, the operations further comprise: denying the software

application access to the sensitive API.

169. (Previously Presented) The mobile device of claim 166, wherein based upon a

determination that the software application requesting access to the sensitive API does

not include a signature, the operations further comprise: purging the software

application from the mobile device.

170. (Previously Presented) The mobile device of claim 166, wherein based upon a

determination that the digital signature is not successfully verified, the operations further

comprise: preventing execution of the software application.

171. (Previously Presented) The mobile device of claim 166, wherein based upon a

determination that the digital signature is not successfully verified, the operations further

comprise: denying the software application access to the sensitive API.

172. (Previously Presented) The mobile device of claim 166, wherein based upon a

determination that the digital signature is not successfully verified, the operations further

comprise: purging the software application from the mobile device.

173. (Previously Presented) The mobile device of claim 166, wherein a global signature

is associated with each of the plurality of APIs; and wherein the global signature is

verified prior to allowing the software application to access the sensitive API.

174. (Previously Presented) The mobile device of claim 166, wherein at least some of

the operations are performed by an application execution manager, and wherein the

application execution manager is implemented by a virtual machine (VM) of the mobile

device.

30f 26
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Appl. No. 10/381,219
Docket No. 10289—US—PCT

Reply to Notice of Allowance March 28 2013

175. (Previously Presented) The mobile device of claim 166, wherein the digital

signature is generated by applying the private key to a first hash of the software

application; and the digital signature is verified by generating a second hash of the

software application to obtain a generated hash, applying the public key to the digital

signature to obtain a recovered hash, and verifying that the generated hash and the

recovered hash are the same.

176. (Previously Presented) The mobile device of claim 166, wherein the digital

signature is generated by applying the private key to a first abridged version of the

software application; and the digital signature is verified by generating a second

abridged version of the software application to obtain a generated abridged version,

applying the public key to the digital signature to obtain a recovered abridged version,

and verifying that the generated abridged version and the recovered abridged version

are the same.

177. (Previously Presented) The mobile device of claim 166, wherein the digital

signature is generated by a code signing authority and included with the software

application.

178. (Previously Presented) The mobile device of claim 166, wherein the operations

further comprise:

displaying a description string when the software application attempts to access

the sensitive API.

179. (Previously Presented) The mobile device of claim 166, wherein the application

platform comprises an operating system.

180. (Previously Presented) The mobile device of claim 166, wherein the application

platform includes mobile device hardware.

181. (Previously Presented) The mobile device of claim 166, wherein the application

platform comprises a cryptographic module.

4 of 26
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Appl. No. 10/381,219
Docket No. 10289—US—PCT

Reply to Notice of Allowance March 28 2013

182. (Previously Presented) The mobile device of claim 166, wherein the application

platform comprises a data store.

183. (Previously Presented) The mobile device of claim 166, wherein the application

platform comprises a proprietary data model.

184. (Previously Presented) The mobile device of claim 166, wherein the application

platform comprises an input and output controller.

185. (Previously Presented) The mobile device of claim 166, wherein the digital

signature provides an audit trail identifying a developer of the software application

requesting access to the sensitive API.

186. (Previously Presented) The mobile device of claim 185, wherein a problematic

software application is identified using the audit trail, and wherein the digital signature

associated with the problematic software application is revocable.

187. (Previously Presented) The mobile device of claim 186, wherein the digital

signature associated with the problematic software application is revoked, and wherein

the revoked digital signature is added to a signature revocation list.

188. (Currently Amended) The mobile device of claim 166, wherein th_e digital

signature is first verified each time the software application requesting access to the

sensitive API is allowed to interact with the application platform.

189. (Previously Presented) The mobile device of claim 166, wherein the software

application further includes a signature identification, and wherein the digital signature

and the signature identification correspond to a mobile device type.

190. (Previously Presented) The mobile device of claim 166, wherein the operations

further comprise obtaining the public key from a public key repository.

5 of 26
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Appl. No. 10/381,219
Docket No. 10289—US—PCT

Reply to Notice of Allowance March 28 2013

191. (Previously Presented) A system for controlling access to an application platform

on a mobile device, comprising:

one or more processors;

one or more computer readable storage mediums containing software

instructions executable on the one or more processors to cause the one or more

processors to perform operations including:

storing a plurality of application programming interfaces (APls) at the mobile

device, wherein at least one API comprises a sensitive API to which access is

restricted;

receiving, at the mobile device, an indication that a software application is

requesting access to the sensitive API stored at the mobile device;

determining, at the mobile device, whether the software application is signed,

wherein a signed software application includes a digital signature generated using a

private key of a private key-public key pair, wherein the private key is not accessible to

the mobile device;

the mobile device using a public key of the private key-public key pair to verify

the digital signature of the software application; and

based upon verifying the digital signature, the mobile device allowing the

software application access to the sensitive API.

192. (Previously Presented) The system of claim 191, wherein based upon a

determination that the software application requesting access to the sensitive API does

not include a signature, the operations further comprise: preventing execution of the

software application.

601‘ 26
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Appl. No. 10/381,219
Docket No. 10289—US—PCT

Reply to Notice of Allowance March 28 2013

193. (Previously Presented) The system of claim 191, wherein based upon a

determination that the software application requesting access to the sensitive API does

not include a signature, the operations further comprise: denying the software

application access to the sensitive API.

194. (Previously Presented) The system of claim 191, wherein based upon a

determination that the software application requesting access to the sensitive API does

not include a signature, the operations further comprise: purging the software

application from the mobile device.

195. (Previously Presented) The system of claim 191, wherein based upon a

determination that the digital signature is not successfully verified, the operations further

comprise: preventing execution of the software application.

196. (Previously Presented) The system of claim 191, wherein based upon a

determination that the digital signature is not successfully verified, the operations further

comprise: denying the software application access to the sensitive API.

197. (Previously Presented) The system of claim 191, wherein based upon a

determination that the digital signature is not successfully verified, the operations further

comprise: purging the software application from the mobile device.

198. (Previously Presented) The system of claim 191, wherein a global signature is

associated with each of the plurality of APIs; and wherein the global signature is verified

prior to allowing the software application to access the sensitive API.

199. (Previously Presented) The system of claim 191, wherein at least some of the

operations are performed by an application execution manager, and wherein the

application execution manager is implemented by a virtual machine (VM) of the mobile

device.

70f 26
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Appl. No. 10/381,219
Docket No. 10289—US—PCT

Reply to Notice of Allowance March 28 2013

200. (Previously Presented) The system of claim 191, wherein the digital signature is

generated by applying the private key to a first hash of the software application; and

the digital signature is verified by generating a second hash of the software application

to obtain a generated hash, applying the public key to the digital signature to obtain a

recovered hash, and verifying that the generated hash and the recovered hash are the

same.

201. (Previously Presented) The system of claim 191, wherein the digital signature is

generated by applying the private key to a first abridged version of the software

application; and the digital signature is verified by generating a second abridged version

of the software application to obtain a generated abridged version, applying the public

key to the digital signature to obtain a recovered abridged version, and verifying that the

generated abridged version and the recovered abridged version are the same.

202. (Previously Presented) The system of claim 191, further comprising:

a code signing authority, wherein the code signing authority determines whether

the software application should be given access to the sensitive API, and based upon a

determination that the software application should be given access to the sensitive API,

the code signing authority accepts the software application and generates the digital

signature that is included with the software application.

203. (Previously Presented) The system of claim 191, wherein the operations further

comprise:

displaying a description string when the software application attempts to access

the sensitive API.

204. (Previously Presented) The system of claim 191, wherein the application platform

comprises an operating system.

205. (Previously Presented) The system of claim 191, wherein the application platform

includes mobile device hardware.

80f 26
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Appl. No. 10/381,219
Docket No. 10289—US—PCT

Reply to Notice of Allowance March 28 2013

206. (Previously Presented) The system of claim 191, wherein the application platform

comprises a cryptographic module.

207. (Previously Presented) The system of claim 191, wherein the application platform

comprises a data store.

208. (Previously Presented) The system of claim 191, wherein the application platform

comprises a proprietary data model.

209. (Previously Presented) The system of claim 191, wherein the application platform

comprises an input and output controller.

210. (Previously Presented) The system of claim 191, wherein the digital signature

provides an audit trail identifying a developer of the software application requesting

access to the sensitive API.

211. (Previously Presented) The system of claim 210, wherein a problematic software

application is identified using the audit trail, and wherein the digital signature associated

with the problematic software application is revocable.

212. (Previously Presented) The system of claim 211, wherein the digital signature

associated with the problematic software application is revoked, and wherein the

revoked digital signature is added to a signature revocation list.

213. (Previously Presented) The system of claim 191, wherein the digital signature is

first verified each time the software application requesting access to the sensitive API is

allowed to interact with the application platform.

214. (Previously Presented) The system of claim 191, wherein the software application

further includes a signature identification, and wherein the digital signature and the

signature identification correspond to a mobile device type.
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215. (Previously Presented) The system of claim 191, wherein the operations further

comprise obtaining the public key from a public key repository.

216. (Previously Presented) A non-transitory computer-readable storage medium

encoded with instructions that when executed on one or more processors of a mobile

device, cause the mobile device to perform instructions for controlling access to an

application platform of the mobile device, the instructions comprising:

storing a plurality of application programming interfaces (APls) at the mobile

device, wherein at least one API comprises a sensitive API to which access is

restricted;

receiving, at the mobile device, an indication that a software application on the

mobile device is requesting access to the sensitive API stored at the mobile device;

determining, at the mobile device, whether the software application is signed,

wherein a signed software application includes a digital signature generated using a

private key of a private key-public key pair, wherein the private key is not accessible to

the mobile device;

the mobile device using the public key of the private key-public key pair to verify

the digital signature of the software application; and

based upon verifying the digital signature at the mobile device, the mobile device

allowing the software application access to the sensitive API.

217. (Previously Presented) The computer-readable storage medium of claim 216,

wherein based upon a determination that the software application requesting access to

the sensitive API does not include a signature, the instructions further comprising:

preventing execution of the software application.

218. (Previously Presented) The computer-readable storage medium of claim 216,

wherein based upon a determination that the software application requesting access to

the sensitive API does not include a signature, the instructions further comprising:

denying the software application access to the sensitive API.
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219. (Previously Presented) The computer-readable storage medium of claim 216,

wherein based upon a determination that the software application requesting access to

the sensitive API does not include a signature, the instructions further comprising:

purging the software application from the mobile device.

220. (Previously Presented) The computer—readable storage medium of claim 216,

wherein based upon a determination that the digital signature is not successfully

verified, the instructions further comprising: preventing execution of the software

application.

221. (Previously Presented) The computer-readable storage medium of claim 216,

wherein based upon a determination that the digital signature is not successfully

verified, the instructions further comprising: denying the software application access to

the sensitive API.

222. (Previously Presented) The computer-readable storage medium of claim 216,

wherein based upon a determination that the digital signature is not successfully

verified, the instructions further comprising: purging the software application from the

mobile device.

223. (Previously Presented) The computer-readable storage medium of claim 216,

wherein a global signature is associated with each of the plurality of APIs; and wherein

the global signature is verified prior to allowing the software application to access the

sensitive API.

224. (Previously Presented) The computer-readable storage medium of claim 216,

wherein at least some of the instructions are performed by an application execution

manager, and wherein the application execution manager is implemented by a virtual

machine (VM) of the mobile device.

225. (Previously Presented) The computer-readable storage medium of claim 216,

wherein the digital signature is generated by applying the private key to a first hash of
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the software application; and the digital signature is verified by generating a second

hash of the software application to obtain a generated hash, applying the public key to

the digital signature to obtain a recovered hash, and verifying that the generated hash

and the recovered hash are the same.

226. (Previously Presented) The computer—readable storage medium of claim 216,

wherein the digital signature is generated by applying the private key to a first abridged

version of the software application; and the digital signature is verified by generating a

second abridged version of the software application to obtain a generated abridged

version, applying the public key to the digital signature to obtain a recovered abridged

version, and verifying that the generated abridged version and the recovered abridged

version are the same.

227. (Previously Presented) The computer-readable storage medium of claim 216,

wherein the digital signature is generated by a code signing authority and included with

the software application.

228. (Previously Presented) The computer-readable storage medium of claim 216, the

instructions further comprising:

displaying a description string when the software application attempts to access

the sensitive API.

229. (Previously Presented) The computer-readable storage medium of claim 216,

wherein the application platform comprises an operating system.

230. (Previously Presented) The computer-readable storage medium of claim 216,

wherein the application platform includes mobile device hardware.

231. (Previously Presented) The computer-readable storage medium of claim 216,

wherein the application platform comprises a cryptographic module.
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232. (Previously Presented) The computer-readable storage medium of claim 216,

wherein the application platform comprises a data store.

233. (Previously Presented) The computer-readable storage medium of claim 216,

wherein the application platform comprises a proprietary data model.

234. (Previously Presented) The computer-readable storage medium of claim 216,

wherein the application platform comprises an input and output controller.

235. (Previously Presented) The computer-readable storage medium of claim 216,

wherein the digital signature provides an audit trail identifying a developer of the

software application requesting access to the sensitive API.

236. (Previously Presented) The computer-readable storage medium of claim 235,

wherein a problematic software application is identified using the audit trail, and wherein

the digital signature associated with the problematic software application is revocable.

237. (Previously Presented) The computer-readable storage medium of claim 236,

wherein the digital signature associated with the problematic software application is

revoked, and wherein the revoked digital signature is added to a signature revocation

list.
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238. (Previously Presented) The computer-readable storage medium of claim 216,

wherein the digital signature is first verified each time the software application

requesting access to the sensitive API is allowed to interact with the application

platform.

239. (Previously Presented) The computer—readable storage medium of claim 216,

wherein the software application further includes a signature identification, and wherein

the digital signature and the signature identification correspond to a mobile device type.

240. (Previously Presented) The computer-readable storage medium of claim 216, the

instructions further comprising obtaining the public key from a public key repository.

241. (Previously Presented) A method for controlling access to an application platform

of a mobile device, comprising:

storing a plurality of application programming interfaces (APls) at the mobile

device, wherein at least one API comprises a sensitive API to which access is

restricted;

receiving, at the mobile device, an indication that a software application on the

mobile device is requesting access to the sensitive API stored at the mobile device;

determining, at the mobile device, whether the software application is signed,

wherein a signed software application includes a digital signature generated using a

private key of a private key-public key pair, wherein the private key is not accessible to

the mobile device;

the mobile device using a public key of the private key-public key pair to verify

the digital signature of the software application; and

based upon verifying the digital signature at the mobile device, the mobile device

allowing the software application access to the sensitive API.
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242. (Previously Presented) The method of claim 241, wherein based upon a

determination that the software application requesting access to the sensitive API does

not include a signature, the method further comprises: preventing execution of the

software application.

243. (Previously Presented) The method of claim 241, wherein based upon a

determination that the software application requesting access to the sensitive API does

not include a signature, the method further comprises: denying the software application

access to the sensitive API.

244. (Previously Presented) The method of claim 241, wherein based upon a

determination that the software application requesting access to the sensitive API does

not include a signature, the method further comprises: purging the software application

from the mobile device.

245. (Previously Presented) The method of claim 241, wherein based upon a

determination that the digital signature is not successfully verified, the method further

comprises: preventing execution of the software application.

246. (Previously Presented) The mobile device of claim 241, wherein based upon a

determination that the digital signature is not successfully verified, the method further

comprises: denying the software application access to the sensitive API.

247. (Previously Presented) The method of claim 241, wherein based upon a

determination that the digital signature is not successfully verified, the method further

comprises: purging the software application from the mobile device.

248. (Previously Presented) The method of claim 241, wherein a global signature is

associated with each of the plurality of APIs; and wherein the global signature is verified

prior to allowing the software application to access the sensitive API.
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249. (Previously Presented) The method of claim 241, wherein at least some operations

of the method are performed by an application execution manager, and wherein the

application execution manager is implemented by a virtual machine (VM) of the mobile

device.

250. (Previously Presented) The method of claim 241, wherein the digital signature is

generated by applying the private key to a first hash of the software application; and

the digital signature is verified by generating a second hash of the software application

to obtain a generated hash, applying the public key to the digital signature to obtain a

recovered hash, and verifying that the generated hash and the recovered hash are the

same.

251. (Previously Presented) The method of claim 241, wherein the digital signature is

generated by applying the private key to a first abridged version of the software

application; and the digital signature is verified by generating a second abridged version

of the software application to obtain a generated abridged version, applying the public

key to the digital signature to obtain a recovered abridged version, and verifying that the

generated abridged version and the recovered abridged version are the same.

252. (Previously Presented) The method of claim 241, further comprising:

determining by a code signing authority, whether the software application should

be given access to the sensitive API, wherein based upon a determination that the

software application should be given access to the sensitive API, the code signing

authority accepts the software application and generates the digital signature that is

included with the software application.

253. (Previously Presented) The method of claim 241, further comprising:

displaying a description string when the software application attempts to access

the sensitive API.

254. (Previously Presented) The method of claim 241, wherein the application platform

comprises an operating system.
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255. (Previously Presented) The method of claim 241, wherein the application platform

includes mobile device hardware.

256. (Previously Presented) The method of claim 241, wherein the application platform

comprises a cryptographic module.

257. (Previously Presented) The method of claim 241, wherein the application platform

comprises a data store.

258. (Previously Presented) The method of claim 241, wherein the application platform

comprises a proprietary data model.

259. (Previously Presented) The method of claim 241, wherein the application platform

comprises an input and output controller.

260. (Previously Presented) The method of claim 241, wherein the digital signature

provides an audit trail identifying a developer of the software application requesting

access to the sensitive API.

261. (Previously Presented) The method of claim 260, wherein a problematic software

application is identified using the audit trail, and wherein the digital signature associated

with the problematic software application is revocable.

262. (Previously Presented) The method of claim 261, wherein the digital signature

associated with the problematic software application is revoked, and wherein the

revoked digital signature is added to a signature revocation list.

263. (Previously Presented) The method of claim 241, wherein the digital signature is

first verified each time the software application requesting access to the sensitive API is

allowed to interact with the application platform.
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264. (Previously Presented) The method of claim 241, wherein the software application

further includes a signature identification, and wherein the digital signature and the

signature identification correspond to a mobile device type.

265. (Previously Presented) The method of claim 241, further comprising obtaining the

public key from a public key repository.

266. (Previously Presented) The device of claim 166, wherein verifying the digital

signature comprises:

hashing the software application to obtain a generated hash;

applying the public key to the digital signature to obtain a recovered hash; and

comparing the generated hash and the recovered hash.

267. (Previously Presented) The system of claim 191, wherein verifying the digital

signature comprises:

hashing the software application to obtain a generated hash;

applying the public key to the digital signature to obtain a recovered hash; and

comparing the generated hash and the recovered hash.

268. (Previously Presented) The computer—readable storage medium of claim 216,

wherein verifying the digital signature comprises:

hashing the software application to obtain a generated hash;

applying the public key to the digital signature to obtain a recovered hash; and

comparing the generated hash and the recovered hash.
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269. (Previously Presented) The method of claim 241, wherein verifying the digital

signature comprises:

hashing the software application to obtain a generated hash;

applying the public key to the digital signature to obtain a recovered hash; and

comparing the generated hash and the recovered hash.

270. (Previously Presented) The device of claim 166, wherein the plurality of APIs

comprises a plurality of sensitive APls, wherein for each of the plurality of sensitive

APls, the mobile device allows access to the sensitive API upon verification of a digital

signature unique to the sensitive API.

271. (Previously Presented) The system of claim 191, wherein the plurality of APIs

comprises a plurality of sensitive APls, wherein for each of the plurality of sensitive

APls, the mobile device allows access to the sensitive API upon verification of a digital

signature unique to the sensitive API.

272. (Previously Presented) The computer—readable storage medium of claim 216,

wherein the plurality of APIs comprises a plurality of sensitive APls, wherein for each of

the plurality of sensitive APls, the mobile device allows access to the sensitive API upon

verification of a digital signature unique to the sensitive API.

273. (Previously Presented) The method of claim 241, wherein the plurality of APIs

comprises a plurality of sensitive APls, wherein for each of the plurality of sensitive

APls, the mobile device allows access to the sensitive API upon verification of a digital

signature unique to the sensitive API.

274. (Previously Presented) The device of claim 166, wherein the operations further

comprise: upon verifying the digital signature at the mobile device, the mobile device

allowing the software application access to at least one non-sensitive API.
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275. (Previously Presented) The system of claim 191, wherein the operations further

comprise: upon verifying the digital signature at the mobile device, the mobile device

allowing the software application access to at least one non-sensitive API.

276. (Previously Presented) The computer-readable storage medium of claim 216,

wherein the instructions further comprises: upon verifying the digital signature at the

mobile device, the mobile device allowing the software application access to at least

one non-sensitive API.

277. (Previously Presented) The method of claim 241, further comprising: upon

verifying the digital signature at the mobile device, the mobile device allowing the

software application access to at least one non-sensitive API.

278. (Previously Presented) The mobile device of claim 166, wherein the sensitive API

is associated with the public key.

279. (Previously Presented) The mobile device of claim 166, wherein the sensitive API

and the public key are included in an API library.

280. (Previously Presented) The mobile device of claim 166, wherein the plurality of

APIs comprises at least one non-sensitive API.

281. (Previously Presented) The mobile device of claim 280, wherein based upon a

determination that the software application requesting access to the sensitive API does

not include a signature, the operations further comprise:

denying the software application access to the sensitive API; and

allowing the software application access to the at least one non-sensitive API.
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282. (Previously Presented) The mobile device of claim 280, wherein based upon a

determination that the digital signature is not successfully verified, the operations further

comprise:

denying the software application access to the sensitive API; and

allowing the software application access to the at least one non-sensitive API.

283. (Previously Presented) The mobile device of claim 166, wherein the software

application includes a plurality of digital signatures.

284. (Previously Presented) The mobile device of claim 166, wherein the plurality of

APIs comprises a plurality of sensitive APls, wherein one or more of the sensitive APls

is associated with a unique digital signature.

285. (Previously Presented) The mobile device of claim 166, wherein the plurality of

APIs comprises at least a second sensitive API, wherein the software application

includes at least a second digital signature, wherein the operations further comprise:

using a second public key of a second private key-public key pair to verify the

second digital signature of the software application; and

based upon verifying the second digital signature at the mobile device, allowing

the software application access to at least the second sensitive API.

286. (Previously Presented) The system of claim 191, wherein the sensitive API is

associated with the public key.

287. (Previously Presented) The system of claim 191, wherein the sensitive API and the

public key are included in an API library.

288. (Previously Presented) The system of claim 191, wherein the plurality of APIs

comprises at least one non-sensitive API.
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289. (Previously Presented) The system of claim 288, wherein based upon a

determination that the software application requesting access to the sensitive API does

not include a signature, the operations further comprise:

denying the software application access to the sensitive API; and

allowing the software application access to the at least one non-sensitive API.

290. (Previously Presented) The system of claim 288, wherein based upon a

determination that the digital signature is not successfully verified, the operations further

comprise:

denying the software application access to the sensitive API; and

allowing the software application access to the at least one non-sensitive API.

291. (Previously Presented) The system of claim 191, wherein the software application

includes a plurality of digital signatures.

292. (Previously Presented) The system of claim 191, wherein the plurality of APIs

comprises a plurality of sensitive APls, wherein one or more of the sensitive APls is

associated with a unique digital signature.

293. (Previously Presented) The system of claim 191, wherein the plurality of APIs

comprises at least a second sensitive API, wherein the software application includes at

least a second digital signature, wherein the operations further comprise:

using a second public key of a second private key-public key pair to verify the

second digital signature of the software application; and

based upon verifying the second digital signature at the mobile device, allowing

the software application access to at least the second sensitive API.

294. (Previously Presented) The computer—readable storage medium of claim 216,

wherein the sensitive API is associated with the public key.

295. (Previously Presented) The computer-readable storage medium of claim 216,

wherein the sensitive API and the public key are included in an API library.
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296. (Previously Presented) The computer—readable storage medium of claim 216,

wherein the plurality of APIs comprises at least one non-sensitive API.

297. (Previously Presented) The computer-readable storage medium of claim 296,

wherein based upon a determination that the software application requesting access to

the sensitive API does not include a signature, the instructions further comprise:

denying the software application access to the sensitive API; and

allowing the software application access to the at least one non-sensitive API.

298. (Previously Presented) The computer-readable storage medium of claim 296,

wherein based upon a determination that the digital signature is not successfully

verified, the instructions further comprise:

denying the software application access to the sensitive API; and

allowing the software application access to the at least one non-sensitive API.

299. (Previously Presented) The computer—readable storage medium of claim 216,

wherein the software application includes a plurality of digital signatures.

300. (Previously Presented) The computer—readable storage medium of claim 216,

wherein the plurality of APIs comprises a plurality of sensitive APls, wherein one or

more of the sensitive APls is associated with a unique digital signature.
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301. (Previously Presented) The computer-readable storage medium of claim 216,

wherein the plurality of APIs comprises at least a second sensitive API, wherein the

software application includes at least a second digital signature, wherein the operations

further comprise:

using a second public key of a second private key-public key pair to verify the

second digital signature of the software application; and

based upon verifying the second digital signature at the mobile device, allowing

the software application access to at least the second sensitive API.

302. (Previously Presented) The method of claim 241, wherein the sensitive API is

associated with the public key.

303. (Previously Presented) The method of claim 241, wherein the sensitive API and

the public key are included in an API library.

304. (Previously Presented) The method of claim 241, wherein the plurality of APIs

comprises at least one non-sensitive API.

305. (Previously Presented) The method of claim 304, wherein based upon a

determination that the software application requesting access to the sensitive API does

not include a signature, the method further comprising:

denying the software application access to the sensitive API; and

allowing the software application access to the at least one non-sensitive API.

306. (Previously Presented) The method of claim 304, wherein based upon a

determination that the digital signature is not successfully verified, the method further

comprising:

denying the software application access to the sensitive API; and

allowing the software application access to the at least one non-sensitive API.

307. (Previously Presented) The method of claim 241, wherein the software application

includes a plurality of digital signatures.
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308. (Previously Presented) The method of claim 241, wherein the plurality of APIs

comprises a plurality of sensitive APls, wherein one or more of the sensitive APls is

associated with a unique digital signature.

309. (Previously Presented) The method of claim 241, wherein the plurality of APIs

comprises at least a second sensitive API, wherein the software application includes at

least a second digital signature, the method further comprising:

using a second public key of a second private key-public key pair to verify the

second digital signature of the software application; and

based upon verifying the second digital signature at the mobile device, allowing

the software application access to at least the second sensitive API.
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REMARKS

The Notice of Allowance dated March 28, 2013 has been carefully studied. Applicant

would like to thank Examiner Jeremiah L. AVERY for indicating the allowable subject

matter of claims 166-309. Claim 188 has been amended to maintain strict antecedent

basis. By virtue of this response and amendment claims 166-309 are pending.

Reconsideration and allowance of the pending claims in view of the above amendments

and the following remarks are respectfully requested.

If the Examiner believes that there are any informalities that can be corrected by

Examiner’s amendment, or that in any way it would help expedite the prosecution

of the patent application, a telephone call to the undersigned at (561) 989-9811 is

respectfully solicited.

The Commissioner is hereby authorized to charge any fees that may be required or

credit any overpayment to Deposit Account 50-1556 (Attorney Docket No. 10289-US—

PCT).

Respectfully submitted,

Date: June 3, 2013 By: /Jon A. Gibbons/
Jon A. Gibbons

(Reg. No. 37,333)

Attorney for Applicant

Fleit Gibbons Gutman

Bongini & Bianco P.L.
One Boca Commerce Center

551 NW. 77th Street, Suite 111

Boca Raton, Florida 33487

Telephone: (561) 989-9811

Facsimile: (561) 989-9812
www.FGGBB.com
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maintenance fees. It is patentee‘s responsibility to ensure timely payment of maintenance fees when due.

Page 1 of 4
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PART B - FEE(S) TRANSMITTAL

Complete and send this form, together with applicable fee(s), to: Mail Mail Stop ISSUE FEE
Commissioner for Patents
PO. Box 1450

Alexandria, Virginia 22313-1450
or m (571)-273-2885

INSTRUCTIONS: This form should be used for transmitting the ISSUE FEE and PUBLICATION FEE (if required). Blocks 1 through 5 should be completed where

appropriate. All further correspondence including the Patent, advance orders and notification of maintenance fees will be mailed to the current correspondence address asin icated unless corrected below or directed otherwise in Block 1, by (a) specifying a new correspondence address; and/or (b) indicating a separate "FEE ADDRESS" formaintenance fee notifications.

 

Note: A certificate of mailin can only be used for domestic mailings of the
Fee(s) Transmittal This certi icate cannot be used for any other accompanying

CURRENT CORRESPONDENCE ADDRESS (Note: Use Block 1 for any Change ofaddreSS) apers. Each additional paper, such as an assignment or formal drawing, must
have its own certificate of mailing or transmission.

Certificate of lVIailing or Transmission
?586§, ‘7590 ,03/28/2013, I hereby certify that this Fee(s) Transmittal is being deposited with the United

FI€1I CIlbel‘lS (IUII’Ilal’l Bongim & Blal‘lCO PHL States Postal Service with sufficient postage for first class mail in an envelope
551 NW 77th I t addressed to the Mail Stop ISSL‘E FEE address above. or being facsimile
q S 1‘66 transmitted to the USPTO (571) 273—2885, on the date indicated below._ uite 111

Boca Raton, FL 33487 03mm” 5 mm”)(Signalme)

(Date) 
APPLICATION NO. FILING DATE FIRST NAMED INVENTOR ATTORNEY DOCKET NO. CONFIRMATION NO.

10/381,219 03/20/2003 David P Yach 1321071465/KL 9761
TITLE OF INVENTION: SOFTWARE CODE SIGNING SYSTEM AND METHOD  

APPLE. TYPE EN 111 Y STATUS ISSUE FEE DUE PUBLICATION FEE DUE PREV. PAID ISS UE FEE TOTAL FEE(S) DUE DATE DUE
 

nonprovi sional IfNDISCOI INTED $1780 $300 SO $2080 06/28/2013

AVERY, JEREMIAH L 2431 713— 001000

1 . Change of correspondence address or indication of "Fee Address" (37
CFR 1.363).

3 Change of correspondence address (or Change of CorrespondenceAddress form PTO/SB/122) attached.

3 "Fee Address" indication (or "Fee Address" Indication formPTO/SB/47; Rev 03-02 or more recent) attached. Use of a Customer
Number is required.

2. For printing on the patent front page, list
(I) the names of up to 3 registered patent attorneys
or agents OR, alternatively,
(2) the name ofa single firm (having as a member a
registered attorney or agent) and the names of up to
2 registered patent attorneys or agents. If no name is 3
listed, no name will be printed. ’—

  
  3. ASSIGNEE NAME AND RESIDENCE DATA TO BE PRINTED ON THE PATENT (print or type)

PLEASE NOTE: Unless an assignee is identified below, no assignee data will appear on the patent. If an assignee is identified below. the document has been filed for
reeordation as set forth in 37 CFR 3.11. Completion of this form is NOT a substitute for filing an assignment.
(A) NAME OF ASSIGNEE (E) RESIDENCE: (CITY and STATE OR COUNTRY)

Please check the appropriate assignee category or categories (will not be printed on the patent) : 1] Individual D Corporation or other private group entity 1] Government

  
4a. The following fee(s) are submitted: 4b. Payment of Fee(s): (Please first reapply any previously paid issue fee shown above)

3 Issue Fee 3 A check is enclosed.

3 Publication Fee (No small entity discount permitted) 3 Payment by credit card. Form PT072038 is attached.
3 Advance Order — # of Copies 3 The Director is hereby authorized to charge the required fee(s), any deficiency, or credit anyoverpayment, to Deposit Account l\umber (enclose an extra copy of this form).

Page 2 of 4
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5. Change in Entity Status (from status indicated above)

3 Applicant certifying micro entity status. See 37 CFR 129 NOTE: Absent a valid certification of Micro Entity Status (see form PTO/SB/15A and 15B). issue
fee payment in the micro entity amount will not be accepted at the risk of application abandonment.

3 Applicant asserting small entity status. See 37 CFR 1.27 NOTE: If the application was previously under micro entity status, checking this box will be takento be a notification of loss of entitlement to micro entity status. 
3 Applicant changing to regular undiscounted fee status. NOTE: Checking this box will be taken to be a notification ofloss of entitlement to small or micro

entity status, as applicable.

NOTE: The Issue Fee and Publication Fee (if required) will not be accepted from anyone other than the applicant; a registered attorney or agent; or the assignee or other party in
interest as shown by the records of the United States Patent and Trademark Office.

Authorized Signature Date
 

Typed or printed name Registration No.

This collection of information is required by 37 CFR 1.311. The information is re uired to obtain or retain a benefit by the public which is to file (and by the USPTO to process)
an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.14. T is collection is estimated to take 12 minutes to complete, including gathering, preparing, and

submitting the completed application form to the USPTO. Time will vary defiendin upon the individual case. Any comments on the amount of time you require to completethis form and/or su gestions for reducing this burden, should be sent to the C ief n ormation Officer, U.S. Patent and Trademark Office, US. Department of Commerce, PO.
Box 1450, Alexandgria, Virginia 2231371450. DO NOT SEND FEES OR COMPL‘T‘D FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents. PO. Box 1450,
Alexandria, Virginia 22313—1450.
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid OMB control number.

 

   
 

Page 3 0f 4
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a
' ea UNITED STATES PATENT AND TRADEMARK OFFICE  
 

UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P 0 Box I450
Alexandria, Virginia 223 13- 1450
www.uspto.gov

APPLICATION NO. FILING DATE FIRST NAMED INVENTOR ATTORNEY DOCKET NO. CONFIRMATION NO.
 

10/381,219 03/20/2003 David P Yach 1321071465002 9761

Fleit Gibbons Gutman Bongini & Bianco P.L. AVERY, JEREMIAH L
551 NW 77th street
smwm

Boca Raton, Fl 1 33487 2431

DATE MAILED: 03/28/2013

Determination of Patent Term Adjustment under 35 U.S.C. 154 (b)

(application filed on or after May 29, 2000)

The Patent Term Adjustment to date is 1626 day(s). If the issue fee is paid on the date that is three months after the

mailing date of this notice and the patent issues on the Tuesday before the date that is 28 weeks (six and a half

months) after the mailing date of this notice, the Patent Term Adjustment will be 1626 day(s).

If a Continued Prosecution Application (CPA) was filed in the above—identified application, the filing date that

determines Patent Term Adjustment is the filing date of the most recent CPA.

Applicant will be able to obtain more detailed information by accessing the Patent Application Information Retrieval

(PAIR) WEB site (http://pair.uspto.gov).

Any questions regarding the Patent Term Extension or Adjustment determination should be directed to the Office of

Patent Legal Administration at (571)—272—7702. Questions relating to issue and publication fee payments should be

directed to the Customer Service Center of the Office of Patent Publication at 1—(888)—786—0101 or (571)—272—4200.

Page 4 of 4
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Privacy Act Statement

The Privacy Act of 1974 (PL. 93-579) requires that you be given certain information in connection with
your submission of the attached form related to a patent application or patent. Accordingly, pursuant to

the requirements of the Act, please be advised that: (1) the general authority for the collection of this

information is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited is voluntary; and (3) the
principal purpose for which the information is used by the US. Patent and Trademark Office is to process

and/or examine your submission related to a patent application or patent. If you do not furnish the

requested information, the US. Patent and Trademark Office may not be able to process and/or examine

your submission, which may result in termination of proceedings or abandonment of the application or

expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1. The information on this form will be treated confidentially to the extent allowed under the Freedom
of Information Act (5 U.S.C. 552) and the Privacy Act (5 U.S.C 552a). Records from this system of

records may be disclosed to the Department of Justice to determine whether disclosure of these

records is required by the Freedom of Information Act.

A record from this system of records may be disclosed, as a routine use, in the course of presenting
evidence to a court, magistrate, or administrative tribunal, including disclosures to opposing counsel

in the course of settlement negotiations.

A record in this system of records may be disclosed, as a routine use, to a Member of Congress
submitting a request involving an individual, to whom the record pertains, when the individual has

requested assistance from the Member with respect to the subject matter of the record.
A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency

having need for the infomiation in order to perform a contract. Recipients of information shall be

required to comply with the requirements of the Privacy Act of 1974, as amended, pursuant to 5
U.S.C. 552a(m).

A record related to an International Application filed under the Patent Cooperation Treaty in this

system of records may be disclosed, as a routine use, to the International Bureau of the World

Intellectual Property Organization, pursuant to the Patent Cooperation Treaty.
A record in this system of records may be disclosed, as a routine use, to another federal agency for

purposes of National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy
Act (42 U.S.C. 218(0)).

A record from this system of records may be disclosed, as a routine use, to the Administrator,

General Services, or his/her designee, during an inspection of records conducted by GSA as part of
that agency‘s responsibility to recommend improvements in records management practices and

programs, under authority of 44 U.S.C. 2904 and 2906. Such disclosure shall be made in accordance

with the GSA regulations governing inspection of records for this purpose, and any other relevant
(i.e., GSA or Commerce) directive. Such disclosure shall not be used to make determinations about
individuals.

A record from this system of records may be disclosed, as a routine use, to the public after either

publication of the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35
U.S.C. 151. Further, a record may be disclosed, subject to the limitations of 37 CFR 1.14, as a

routine use, to the public if the record was filed in an application which became abandoned or in

which the proceedings were terminated and which application is referenced by either a published
application, an application open to public inspection or an issued patent.

A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local
law enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or

regulation.
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Application No. Applicant(s)

10/381,219 YACH ET AL.

Notice of Allowability Examiner Art Unit

JEREMIAH AVERY 2431

-- The MAILING DA TE of this communication appears on the cover sheet with the correspondence address--
All claims being allowable, PROSECUTION ON THE MERITS IS (OR REMAINS) CLOSED in this application. If not included
herewith (or previously mailed). a Notice of Allowance (PTOL—85) or other appropriate communication will be mailed in due course. THIS
NOTICE OF ALLOWABILITY IS NOT A GRANT OF PATENT RIGHTS. This application is subject to withdrawal from issue at the initiative
of the Office or upon petition by the applicant. See 37 CFR 1.313 and MPEP 1308.

1. This communication is responsive to the ROE filed on 03/18/13.

2. I] An election was made by the applicant in response to a restriction requirement set forth during the interview on ; the restriction
requirement and election have been incorporated into this action.

3. The allowed claim(s) is/are 166-309. As a result of the allowed claim(s), you may be eligible to benefit from the Patent Prosecution
Highway program at a participating intellectual property office for the corresponding application. For more information. please see
fitt":z’/'www.us tor ov/ atents/init events” h/Index.‘s or send an inquiry to PPHIeedbackausgtogov .

4. Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119( )-(d) or (f).

a) [I All b) |:I Some* 0) El None of the:

1. El Certified copies of the priority documents have been received.

2. El Certified copies of the priority documents have been received in Application No.

3. X Copies of the certified copies of the priority documents have been received in this national stage application from the

International Bureau (PCT Rule 17.2(a)).

* Certified copies not received:

Applicant has THREE MONTHS FROM THE “MAILING DATE” of this communication to file a reply complying with the requirements
noted below. Failure to timely comply will result in ABANDONMENT of this application.
THIS THREE-MONTH PERIOD IS NOT EXTENDABLE.

5. I] CORRECTED DRAWINGS ( as “replacement sheets”) must be submitted.

El including changes required by the attached Examiner’s Amendment / Comment or in the Office action of
Paper No./Mai| Date .

Identifying indicia such as the application number (see 37 CFR 1.84(c)) should be written on the drawings in the front (not the back) of
each sheet. Replacement sheet(s) should be labeled as such in the header according to 37 CFR 1.121(d).

6. I] DEPOSIT OF and/or INFORMATION about the deposit of BIOLOGICAL MATERIAL must be submitted. Note the
attached Examiner’s comment regarding REQUIREMENT FOR THE DEPOSIT OF BIOLOGICAL MATERIAL.

Attachment(s)
1. Notice of References Cited (PTO—892) 5. El Examiner‘s Amendment/Comment

2. Information Disclosure Statements (PTO/SB/08), 6. IXI Examiner‘s Statement of Reasons for Allowance
Paper No./Mai| Date 20130318

3. El Examiner‘s Comment Regarding Requirement for Deposit 7. El Other
of Biological Material

4. I] Interview Summary (PTO—413),
Paper No./Mai| Date .

/Jeremiah Avery/ /NATHAN FLYNN/

Examiner, Art Unit 2431 Supervisory Patent Examiner, Art Unit 2431

 
 

U S. Patent and Trademark Office

PTOL-37 (Rev. 09-12) Notice of Allowability Part of Paper No./Mail Date 20130320
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Application/Control Number: 10/381 ,219 Page 2

Art Unit: 2431

Priority

1. This Application, 10/381219, is a national stage entry of PCT/CA01/01344,

International Filing Date: 09/20/2001.

2. PCT/CAO1/01344 claims priority from Provisional Application 60234152, filed

09/21/2000.

Continued Examination Under 37 CFR 1. 114

3. A request for continued examination under 37 CFR 1.114, including the fee set

forth in 37 CFR 1.17(e), was filed in this application after allowance or after an Office

action under Ex Parte Quayle, 25 USPQ 74, 453 0.6. 213 (Comm'r Pat. 1935). Since

this application is eligible for continued examination under 37 CFR 1.114, and the fee

set forth in 37 CFR 1.17(e) has been timely paid, prosecution in this application has

been reopened pursuant to 37 CFR 1.114. Applicant's submission filed on 03/18/13 has

been entered.

Drawings

4. The drawings were received on 03/18/13. These drawings are accepted.

Examiner’s Statement of Reasons for Allowance

5. Dependent claims 278-309 have been added.

6. Claims 166-309 are allowed over the prior art.

7. This action is in reply to the applicant’s correspondence on 03/18/13.

8. The following is an examiner’s statement of reasons for the indication of

allowable claimed subject matter.
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Application/Control Number: 10/381 ,219 Page 3

Art Unit: 2431

9. As per independent claims 166, 191, 216 and 241, generally, the prior art of

record, United States Patent No. 6,795,919 to Gibbs et al., and United States Patent

No. 6,587,837 to Spagna et al., fails to teach alone, or in combination, other than via

hindsight, at the time of the invention, the features as discussed and remarked upon in

the response of 03/18/13.

10. The Applicant’s amendments to the claims and presented arguments distinguish

the claimed invention over the prior art and place this application in condition for

allowance.

Conclusion

11. Any inquiry concerning this communication or earlier communications from the

examiner should be directed to JEREMIAH AVERY whose telephone number is

(571)272-8627. The examiner can normally be reached on Monday thru Friday 8:30am-

5pm.

12. If attempts to reach the examiner by telephone are unsuccessful, the examiner’s

supervisor, Nathan Flynn can be reached on (571) 272-1915. The fax phone number

for the organization where this application or proceeding is assigned is 571 -273-8300.

13. Information regarding the status of an application may be obtained from the

Patent Application Information Retrieval (PAIR) system. Status information for

published applications may be obtained from either Private PAIR or Public PAIR.

Status information for unpublished applications is available through Private PAIR only.

For more information about the PAIR system, see http://pair-direct.uspto.gov. Should

you have questions on access to the Private PAIR system, contact the Electronic
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Application/Control Number: 10/381 ,219 Page 4

Art Unit: 2431

Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a

USPTO Customer Service Representative or access to the automated information

system, call 800-786—9199 (IN USA OR CANADA) or 571-272—1000.

/Jeremiah Avery/

Examiner, Art Unit 2431

/NATHAN FLYNN/

Supervisory Patent Examiner, Art Unit 2431
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Application/Control No.  

  
10/381,219

Notice of References Cited

U.S. PATENT DOCUMENTS

* Document Number Date
Country Code-Number-Kind Code MM-YYYY Name

Applicant(s)/Patent Under
Reexamination
YACH ET AL.

Examiner Art Unit

JEREMIAH AVERY 2431 Page 1 of 1
 

Classification

II__

II__

LS—6,374,357 04-2002 Mohammed etal. 726/5

In LS-6,345,256 02-2002 Milsted et al. 705/64
LS-6,697,948 02-2004 Rabin etal. 726/30

.— L8-6 ,,212 636 04-2001 Boyle et al. 713/168
l__
l_——

FOREIGN PATENT DOCUMENTS

 
Classification

 
NON-PATENT DOCUM ENTS

Include as applicable: Author, Title Date, Publisher, Edition or Volume, Pertinent Pages)

Maass, Henning. Open Mobility Management Platform with Directory-Based Architecture and Signalling Protocols. 1998 IEEE
U Open Architectures and Network Programming. Pub Date: 1998. Relevant Pages: 72—87. Found on the World Wide Web at:

http://ieeexp|ore. ieee.org/stamp/stamp.jsp?tp=&arnumber=662045  
*A copy 01 this reierence is not being iurnished with this Office action. (See MP EP § 707.05(a).)
Dates in MM-YYYY format are publication dates. Classifications may be US or foreign.
U 3. Patent and Trademark Olfice

PTO-892 (Rev. 01-2001) Notice of References Cited Part of Paper No. 20130320
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Index of Claims

Application/Control No.
Reexamination
Applicant(s)/Patent Under

 
10381219 YACH ET AL.

Examiner Art Unit

JEREMIAH AVERY 2431 
 

 

  
CLAIM

  / Rejected - Cancelled Non-Elected Appeal

= Allowed + Restricted Interference Objected

I] Claims renumbered in the same order as presented by applicant El CPA El T.D. El R.1.47

 

Final Original

DATE

03/20/201 3

_

 

 

 

 

 

 

 

 

 
U 8. Patent and Trademark Office
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Application/Control No.

Index Of Claims 10381219

Applicant(s)/Patent Under
Reexamination

YACH ET AL.
  Examiner

JEREMIAH AVERY 2431

Art Unit

 

\/
Rejected - Cancelled Non-Elected Appeal 

 Allowed + Restricted Interference 

I] Claims renumbered in the same order as presented by applicant El CPA

CLAIM

 
El

Objected

 
T.D. El R.1.47

 

Final

_—__

DATE

Original 03/20/2013

 

 

 

 

 

 

 

m———— _—
————— _—
————— _—

63

64

65

m—————
67 ————————

n————— —
n————— —
—————— — 

 
U 8. Patent and Trademark Office
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Application/Control No.

Index of Claims

Applicant(s)/Patent Under
Reexamination

 

 

10381219 YACH ET AL.

Examiner Art Unit

JEREMIAH AVERY 2431 
 

    / Rejected - Cancelled Non-Elected Appeal

= Allowed + Restricted Interference Objected

I] Claims renumbered in the same order as presented by applicant El CPA El T.D. El R.1.47

CLAIM 

Final Original

DATE

03/20/201 3

__—__

 

 

 

 

 

 

 

106
 

 
U 8. Patent and Trademark Office
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Application/Control No. Applicant(s)/Patent Under
Reexamination

IHdGX Of Claims 10381219 YACH ET AL.

Examiner Art Unit

JEREMIAH AVERY 2431

/ Rejected - Cancelled Non-Elected Appeal

  
 

 

Allowed + Restricted Interference Objected

    
I] Claims renumbered in the same order as presented by applicant El CPA El T.D. El R.1.47

CLAIM DATE

Final Original 03/20/2013

_—__—___
_—__—___
_—__—___
_—__—__-

113

114

115

_
_
_
_

____—____
_—__—____
_—__—____

_
_

_
_
_
_
_

 

 

 

_—__—___
120 —__—___ 

 

 

132 —__— _—
133 —__— _—
134 —__— _— 
 

_—
142 —__—____ 

  
U 8. Patent and Trademark Office Part of Paper No. ‘ 20130320
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Application/Control No. Applicant(s)/Patent Under
Reexamination

IHdGX Of Claims 10381219 YACH ET AL.

Examiner Art Unit

JEREMIAH AVERY 2431

/ Rejected - Cancelled Non-Elected Appeal

  
 

 

Allowed + Restricted Interference Objected

    
I] Claims renumbered in the same order as presented by applicant El CPA El T.D. El R.1.47

CLAIM DATE

Final Original 03/20/2013

___-___—
146 ___—___

 

 

 

 

 

 

 

 

1

2 167 ___—___-
3 168 ___— _—
4 169 ___— _—
5 _—__—_ _—
6 171

7 172

8 173

9 ___-_-___
10 ___-_____
11___-_____
12 ___-_____
13 ___-_____

‘4 ___-_----15 180

U 8. Patent and Trademark Office Part of Paper No. ‘ 20130320
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Application/Control No. Applicant(s)/Patent Under
Reexamination

Index Of Claims 10381219 YACH ET AL.

Examiner Art Unit

JEREMIAH AVERY 2431

/ Rejected - Cancelled Non-Elected Appeal

  
 

 

Allowed + Restricted Interference Objected

    
I] Claims renumbered in the same order as presented by applicant El CPA El T.D. El R.1.47

CLAIM DATE

Final Original 03/20/2013

16 _—__—___
17 182 —--——-—
18 183 —--——-—
19 184 —--——-—
20 185

21 186

22 187

_
_
_
_

23 188 —--——-——
24 189 —--——-——
25 190 —--——-——

_
_

_
_
_
_
_

 

 

 

28 193

29 -—--_---
so ————————

33 198 —--——-—
34 199 —--——-—
35 200

36 201

37 202

38 203 —--—----
39 204 —--—--——
40 205 —--—--——
41 206 —--—--——
42 207

43 208

44 209

45 210 —--——---
46 _—__—____
47 212 —--——---
48 213 —--——---
49 214 —--——---
50 215

51 216

U 8. Patent and Trademark Office Part of Paper No. ‘ 20130320
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Application/Control No. Applicant(s)/Patent Under
Reexamination

Index Of Claims 10381219 YACH ET AL.

Examiner Art Unit

JEREMIAH AVERY 2431

/ Rejected - Cancelled Non-Elected Appeal

  
 

 

Allowed + Restricted Interference Objected

    
I] Claims renumbered in the same order as presented by applicant El CPA El T.D. El R.1.47

CLAIM DATE

Final Original 03/20/2013

52 _—__—___
53 218 —--——-—
54 219 —--——-—
55 220 —--—___
56 221

57 222

58 223

_
_
_
_

59 224 —--——-——
60 225 —--——-——
61 226 —--——-——

_
_

_
_
_
_
_

 

 

 

64 229

as ————————

————
71 236

72 237

73 238

76 241 —--——-——
77 242 —--——-——
78 243

79 244

80 245

81 246 —--——--
82 _—__—____
83 248 —--——---
84 249 —--——---
85 250 —--——---
86 251

87 252

U 8. Patent and Trademark Office Part of Paper No. ‘ 20130320
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Application/Control No. Applicant(s)/Patent Under
Reexamination

Index Of Claims 10381219 YACH ET AL.

Examiner Art Unit

JEREMIAH AVERY 2431

/ Rejected - Cancelled Non-Elected Appeal

  
 

 

Allowed + Restricted Interference Objected

    
I] Claims renumbered in the same order as presented by applicant El CPA El T.D. El R.1.47

CLAIM DATE

Final Original 03/20/2013

88 _—__—___
89 254 —--——-—
90 255 —--——-—
91 256 —--—___
92 257

93 258

94 259

_
_
_
_

95 260 —--——-——
96 261 —--——-——
97 262 —--——-——

_
_

_
_
_
_
_

 

 

 

100 265

——-—
107 272

108 273

109 274

110 275 —--—----
111 276 —--——-——
112 277 —--——-——
113 278 —--——-——
114 279

115 280

116 281

117 282 —--——-——
118 _—__—____
119 284 —--——-——
120 285 —--——-——
121 286 —--——-——
122 287

123 288 —--_----
U 8. Patent and Trademark Office Part of Paper No. ‘ 20130320
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Application/Control No. Applicant(s)/Patent Under
Reexamination

Index Of Claims 10381219 YACH ET AL.

Examiner Art Unit

JEREMIAH AVERY 2431

/ Rejected - Cancelled Non-Elected Appeal

  
 

 

Allowed + Restricted Interference Objected

    
I] Claims renumbered in the same order as presented by applicant El CPA El T.D. El R.1.47

CLAIM DATE

Final Original 03/20/2013

124 ___-___—
125 ___-___—
126 ___-___—
127 292 ___——

_
_
_

___
128 293

129 294

130 295

_
_
_
_
_

 

 

 

136 301

141 306 ___—___—
142 ___-_____

 

 

  
 

143 308 =

144 309 =

U 8. Patent and Trademark Office Part of Paper No. ‘ 20130320
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Filing Date 2003-03-20
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U.S.PATENTS Remove

Examiner Cite Kind Name of Patentee or Applicant Pages,Columns,Lines where
. . ,, Patent Number Issue Date . Relevant Passages or RelevantInitial No Code1 of Cited Document .

Figures Appear

1 6223291 2001—04—24 Puhl et al.

2 6289382 2001-09-1 1 Bowman-Amuah

3 6526513 2003-02-25 Shrader et al.

4 6697948 2004-02-24 Rabin et al.
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3 Java Platform Standard Ed. 6, http:lldocsoracle.com/javase/B/docs/apl/javallang/reflecthethod_htm| (last visited Nov. I:I3, 2012).

4 Application programming interface, http:/len.wikipedia.orglwindex.php? I:Ititle=Application_programming_interface&oldid=520968418 (last visited Nov. 3, 2012).
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STATEMENT BY APPLICANT A” U .. . nit I 2431(Not for submisswn under 37 CFR 1.99)
Examiner Name Jeremiah L. AVERY   
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EXAMINER SIGNATURE
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1 See Kind Codes of USPTO Patent Documents at www.USPTO.GOV or MPEP 901.04. 2 Enter office that issued the document, by the two-letter code (WIPO
Standard ST.3). 3 For Japanese patent documents, the indication of the year of the reign of the Emperor must precede the serial number of the patent document.
4 Kind ofdocument by the appropriate symbols as indicated on the document under WIPO Standard ST.16 if possible. 5 Applicant is to place a check mark here if
English language translation is attached.
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Receipt date: 03/18/2013 Application Number 10381219 10381219 ~ QAU: 2431

Filing Date 2003-03-20

 

 

IN FORMATION DISCLOSURE

STATEMENT BY APPLICANT

(Not for submission under 37 CFR 1.99)

First Named Inventor David P. YACH

Art Unit | 2431

 

 

Examiner Name Jeremiah L. AVERY

Attorney Docket Number I 10289—US—PCT

   
 

CERTIFICATION STATEMENT

Please see 37 CFR 1.97 and 1.98 to make the appropriate selection(s):

That each item of information contained in the information disclosure statement was first cited in any communication

I: from a foreign patent office in a counterpart foreign application not more than three months prior to the filing of the
information disclosure statement. See 37 CFR 1.97(e)(1).

 

0R

That no item of information contained in the information disclosure statement was cited in a communication from a

foreign patent office in a counterpart foreign application, and, to the knowledge of the person signing the certification

after making reasonable inquiry, no item of information contained in the information disclosure statement was known to

El any individual designated in 37 CFR 1.56(c) more than three months prior to the filing of the information disclosure
statement. See 37 CFR 1.97(e)(2).

|: See attached certification statement.

|: The fee set forth in 37 CFR 1.17 (p) has been submitted herewith.

E A certification statement is not submitted herewith.
 

SIGNATURE

A signature of the applicant or representative is required in accordance with CFR 1.33, 10.18. Please see CFR 1.4(d) for the
form of the signature.

Signature Date (wwmrlsm 2013-03-13

Name/Print Registration Number 37333 

This collection of information is required by 37 CFR 1.97 and 1.98. The information is required to obtain or retain a benefit by the
public which is to file (and by the USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR

1.14. This collection is estimated to take 1 hour to complete, including gathering, preparing and submitting the completed
application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you
require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, US

Patent and Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND
FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria,
VA 22313-1450.
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Receipt date: 03/tS/2013 10381219 ~ GAU: 2431

Privacy Act Statement
 

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your submission of the

attached form related to a patent application or patent. Accordingly, pursuant to the requirements of the Act, please be advised
that: (1 } the general authority for the collection of this information is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited

is voluntary; and (3) the principal purpose for which the information is used by the U.S. Patent and Trademark Office is to
process and/or examine your submission related to a patent application or patent. If you do not furnish the requested
information, the U.S. Patent and Trademark Office may not be able to process and/or examine your submission, which may

result in termination of proceedings or abandonment of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1. The information on this form will be treated confidentially to the extent allowed under the Freedom of Information Act
(5 U.S.C. 552) and the Privacy Act (5 U.S.C. 552a). Records from this system of records may be disclosed to the

Department of Justice to determine whether the Freedom of Information Act requires disclosure of these record 5.

2. A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence to a
court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of settlement
negotiations.

3. A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a
request involving an individual, to whom the record pertains, when the individual has requested assistance from the

Member with respect to the subject matter of the record.

4. A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need for

the information in order to perform a contract. Recipients of information shall be required to comply with the
requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m).

5. A record related to an International Application filed under the Patent Cooperation Treaty in this system of records
may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property Organization, pursuant

to the Patent Cooperation Treaty.

6. A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of

National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(c)).

7. A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services, or

his/her designee, during an inspection of records conducted by GSA as part of that agency's responsibility to
recommend improvements in records management practices and programs, under authority of 44 U.S.C. 2904 and

2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection of records for this
purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall not be used to make
determinations about individuals.

8. A record from this system of records may be disclosed, as a routine use, to the public after either publication of
the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a record
may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record was filed in

an application which became abandoned or in which the proceedings were terminated and which application is
referenced by either a published application, an application open to public inspections or an issued patent.

9. A record from this system of records may be disclosed. as a routine use, to a Federal, State, or local law

enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation.
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El Claims renumbered in the same order as presented by applicant

1 41 81 121 161 36 201 76 241 116 281
2 42 82 122 162 37 202 77 242 1 17 282

3 43 83 123 163 38 203 78 243 1 18 283

4 44 84 124 164 39 204 79 244 1 19 284
5 45 85 125 165 40 205 80 245 120 285

6 46 86 126 1 166 41 206 81 246 121 286

7 47 87 127 2 167 42 207 82 247 122 287
8 48 88 128 3 168 43 208 83 248 123 288

9 49 89 129 4 169 44 209 84 249 124 289

10 50 90 130 5 170 45 210 85 250 125 290

11 51 91 131 6 171 46 211 86 251 126 291

12 52 92 132 7 172 47 212 87 252 127 292

13 53 93 133 8 173 48 213 88 253 128 293

14 54 94 134 9 174 49 214 89 254 129 294
15 55 95 135 10 175 50 215 90 255 130 295

16 56 96 136 11 176 51 216 91 256 131 296

17 57 97 137 12 177 52 217 92 257 132 297
18 58 98 138 13 178 53 218 93 258 133 298

19 59 99 139 14 179 54 219 94 259 134 299

20 60 100 140 15 180 55 220 95 260 135 300

21 61 101 141 16 181 56 221 96 261 136 301
22 62 102 142 17 182 57 222 97 262 137 302

23 63 103 143 18 183 58 223 98 263 138 303

24 64 104 144 19 184 59 224 99 264 139 304
25 65 105 145 20 185 60 225 100 265 140 305

26 66 106 146 21 186 61 226 101 266 141 306

27 67 107 147 22 187 62 227 102 267 142 307

28 68 108 148 23 188 63 228 103 268 143 308
29 69 109 149 24 189 64 229 104 269 144 309

30 70 110 150 25 190 65 230 105 270

31 71 111 151 26 191 66 231 106 271
32 72 112 152 27 192 67 232 107 272

33 73 113 153 28 193 68 233 108 273

34 74 114 154 29 194 69 234 109 274

35 75 115 155 30 195 70 235 110 275
36 76 116 156 31 196 71 236 111 276

37 77 117 157 32 197 72 237 112 277
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Doc code: RCEX PTOISBISOEFS (07—09)
Doc description: Request for Continued Examination (RC E) Approved for use through 07I3112012.0MB 0651-0031us. Patent and Trademark Office; us. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number.

REQUEST FOR CONTINUED EXAMINATION(RCE)TRANSMITTAL

(Submitted Only via EFS-Web)

Apphcat'on 10/381,219 F"'"9 2003—03—20 9°Cket.N”mber 10289—US—PCT A”. 2431
Number Date (If applicable) Unit

F'rSt Named David P. YACH Exam'”er Jeremiah L. AVERYInventor Name 

This is a Request for Continued Examination (RCE) under 37 CFR 1.114 of the above-identified application.
Request for Continued Examination (RCE) practice under 37 CFR 1.114 does not apply to any utility or plant application filed prior to June 8,
1995, or to any design application. The Instruction Sheet for this form is located at WWW.USPTO.GOV
 

SUBMISSION REQUIRED UNDER 37 CFR1.114

Note: If the RCE is proper, any previously filed unentered amendments and amendments enclosed with the RCE will be entered in the order
in which they were filed unless applicant instructs otherwise. If applicant does not wish to have any previously filed unentered amendment(s)
entered, applicant must request non—entry of such amendment(s).

El Previously submitted. If a final Office action is outstanding, any amendments filed after the final Office action may be considered as a

 

submission even if this box is not checked.

|:| Consider the arguments in the Appeal Brief or Reply Brief previously filed on

|:| Other

E Enclosed

Amendment/Reply

Information Disclosure Statement (IDS)

|:| Affidavit(s)/ Declaration(s)

|:| Other

 
MISCELLANEOUS
 

I: Suspension of action on the above-identified application is requested under 37 CFR 1.103(0) for a period of months(Period of suspension shall not exceed 3 months; Fee under 37 CFR 1.17(i) required)

 
|: Other

 

FEES

The RCE fee under 37 CFR 1.17(e) is required by 37 CFR 1.114 when the RCE is filed.
The Director is hereby authorized to charge any underpayment of fees, or credit any overpayments, to
Deposit Account No 501556 

SIGNATURE OF APPLICANT, ATTORNEY, OR AGENT REQUIRED 

2| Patent Practitioner Signature

 :| Applicant Signature
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Doc code: RCEX PTOISBIaOEFS (07—09)
Doc description: Request for Continued Examination (RC E) Approved for use through 07I3112012.0MB 0651-0031us. Patent and Trademark Office; us. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number.
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Applicant : David P. YACH et al.
Filed : March 20, 2003

TC/A.U. : 2431

Examiner : Jeremiah L. AVERY

Docket No. : 10289-US-PCT

Customer No. : 95866

Confirmation No. : 9761

For : SOFTWARE CODE SIGNING SYSTEM AND METHOD

RESPONSE WITH AMENDMENT

VIA USPTO ELECTRONIC FILE SYSTEM

Mail Stop Amendment
Commissioner for Patents

PO. Box 1450

Alexandria, VA 22313-1450

ATTENTION: EXAMINER Jeremiah L. Avery

Sir:

In response to the Notice of Allowance dated December 19, 2012, please enter and

consider the following response with amendment and remarks and information

disclosure statement as follows:

Amendment to the Drawings begins on page 2

Amendments to the Specification begins on page 3

Amendment to Claims begins on page 4

Remarks begin on page 28

Replacement Sheet for FIG. 1 attached

CERTIFICATE OF TRANSMISSION

In accordance with 37 CFR 1.8, I hereby certify that this correspondence is being deposited with the United States
Postal Service with sufficient postage as first class mail in an envelope addressed to: Commissioner for Patents, PO.
Box 1450, Alexandria, VA 22313-1450 or facsimile transmitted or submitted under electronic filing system to the U.S.
Patent and Trademark Office on the date: March 18, 203.

By: Jon Gibbons Signature:/Jon Gibbons/
(Applicant, Assignee, or Representative)
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IN THE DRAWINGS

Applicants respectfully request the Examiner's permission to remove the “12” on the

right of the bottom box “device”. No new matter has been added.
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IN THE SPECIFICATION

Please amend paragraph [0037] US. Patent Publication No. 20040025022 as follows:

[0037] Operationally, when a signed software application 68-70, respectively

including a software application X, Z, or Y, that requires access to a sensitive API

library 74 or 78 is loaded onto a mobile device, the virtual machine 64 searches

the signed software application for an appended digital signature 96 associated

with the API library 74 or 78. Preferably, the appropriate digital signature 96 is

located by the virtual machine 64 by matching the signature identifier 92 in the

API library 74 or 78 with a signature identification 94 on the signed software

application. If the signed software application includes the appropriate digital

signature 96, then the virtual machine 64 verifies its authenticity using the public

signature key 20. Then, once the appropriate digital signature 96 has been located

and verified, the description string 88 is preferably displayed on the mobile device

before the software application X or Y is executed and accesses the sensitive API.

For instance, the description string 88 may display a message stating that

”Application Y is attempting to access API Library A," and thereby provide the

mobile device user with the final control to grant or deny access to the sensitive
API.

No new matter has been added.

Please amend paragraph [0039] US. Patent Publication No. 20040025022 as follows:

[0039] FIG. 4 is a flow diagram 100 illustrating the operation of the code signing

system described above with reference to FIGS. 3 and 3A. In step 102, a software

application is loaded onto a mobile device. Once the software application is

loaded, the device, preferably using a virtual machine, determines whether or not

the software application requires access to any API libraries that expose a

sensitive API (step 104). If not, then the software application is linked with all of

its required API libraries and executed (step 118). If the software application does

require access to a sensitive API, however, then the virtual machine verifies that

the software application includes a valid digital signature associated with any

sensitive APls to which access is required, in steps 106-116.

 

No new matter has been added.
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IN THE CLAIMS

This listing of claims will replace all prior versions, and listings, of claims in the

application:

1-165 (Cancelled without prejudice).

166. (Previously Presented) A mobile device containing software instructions which

when executed on the mobile device cause the mobile device to perform operations for

controlling access to an application platform of the mobile device, the operations

comprising:

storing a plurality of application programming interfaces (APls) at the mobile

device, wherein at least one API comprises a sensitive API to which access is

restricted;

receiving, at the mobile device, an indication that a software application on the

mobile device is requesting access to the sensitive API stored at the mobile device;

determining, at the mobile device, whether the software application is signed,

wherein a signed software application includes a digital signature generated using a

private key of a private key-public key pair, wherein the private key is not accessible to

the mobile device;

the mobile device using a public key of the private key-public key pair to verify

the digital signature of the software application; and

based upon verifying the digital signature at the mobile device, the mobile device

allowing the software application access to the sensitive API.

167. (Previously Presented) The mobile device of claim 166, wherein based upon a

determination that the software application requesting access to the sensitive API does

not include a signature, the operations further comprise: preventing execution of the

software application.
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168. (Previously Presented) The mobile device of claim 166, wherein based upon a

determination that the software application requesting access to the sensitive API does

not include a signature, the operations further comprise: denying the software

application access to the sensitive API.

169. (Previously Presented) The mobile device of claim 166, wherein based upon a

determination that the software application requesting access to the sensitive API does

not include a signature, the operations further comprise: purging the software

application from the mobile device.

170. (Previously Presented) The mobile device of claim 166, wherein based upon a

determination that the digital signature is not successfully verified, the operations further

comprise: preventing execution of the software application.

171. (Previously Presented) The mobile device of claim 166, wherein based upon a

determination that the digital signature is not successfully verified, the operations further

comprise: denying the software application access to the sensitive API.

172. (Previously Presented) The mobile device of claim 166, wherein based upon a

determination that the digital signature is not successfully verified, the operations further

comprise: purging the software application from the mobile device.

173. (Previously Presented) The mobile device of claim 166, wherein a global signature

is associated with each of the plurality of APIs; and wherein the global signature is

verified prior to allowing the software application to access the sensitive API.

174. (Previously Presented) The mobile device of claim 166, wherein at least some of

the operations are performed by an application execution manager, and wherein the

application execution manager is implemented by a virtual machine (VM) of the mobile

device.
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175. (Previously Presented) The mobile device of claim 166, wherein the digital

signature is generated by applying the private key to a first hash of the software

application; and the digital signature is verified by generating a second hash of the

software application to obtain a generated hash, applying the public key to the digital

signature to obtain a recovered hash, and verifying that the generated hash and the

recovered hash are the same.

176. (Previously Presented) The mobile device of claim 166, wherein the digital

signature is generated by applying the private key to a first abridged version of the

software application; and the digital signature is verified by generating a second

abridged version of the software application to obtain a generated abridged version,

applying the public key to the digital signature to obtain a recovered abridged version,

and verifying that the generated abridged version and the recovered abridged version

are the same.

177. (Previously Presented) The mobile device of claim 166, wherein the digital

signature is generated by a code signing authority and included with the software

application.

178. (Previously Presented) The mobile device of claim 166, wherein the operations

further comprise:

displaying a description string when the software application attempts to access

the sensitive API.

179. (Previously Presented) The mobile device of claim 166, wherein the application

platform comprises an operating system.

180. (Previously Presented) The mobile device of claim 166, wherein the application

platform includes mobile device hardware.
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181. (Previously Presented) The mobile device of claim 166, wherein the application

platform comprises a cryptographic module.

182. (Previously Presented) The mobile device of claim 166, wherein the application

platform comprises a data store.

183. (Previously Presented) The mobile device of claim 166, wherein the application

platform comprises a proprietary data model.

184. (Previously Presented) The mobile device of claim 166, wherein the application

platform comprises an input and output controller.

185. (Previously Presented) The mobile device of claim 166, wherein the digital

signature provides an audit trail identifying a developer of the software application

requesting access to the sensitive API.

186. (Previously Presented) The mobile device of claim 185, wherein a problematic

software application is identified using the audit trail, and wherein the digital signature

associated with the problematic software application is revocable.

187. (Previously Presented) The mobile device of claim 186, wherein the digital

signature associated with the problematic software application is revoked, and wherein

the revoked digital signature is added to a signature revocation list.

188. (Previously Presented) The mobile device of claim 166, wherein digital signature is

first verified each time the software application requesting access to the sensitive API is

allowed to interact with the application platform.

189. (Previously Presented) The mobile device of claim 166, wherein the software

application further includes a signature identification, and wherein the digital signature

and the signature identification correspond to a mobile device type.
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190. (Previously Presented) The mobile device of claim 166, wherein the operations

further comprise obtaining the public key from a public key repository.

191. (Previously Presented) A system for controlling access to an application platform

on a mobile device, comprising:

one or more pl’OCGSSOl’S;

one or more computer-readable storage mediums containing software

instructions executable on the one or more processors to cause the one or more

processors to perform operations including:

storing a plurality of application programming interfaces (APls) at the mobile

device, wherein at least one API comprises a sensitive API to which access is

restricted;

receiving, at the mobile device, an indication that a software application is

requesting access to the sensitive API stored at the mobile device;

determining, at the mobile device, whether the software application is signed,

wherein a signed software application includes a digital signature generated using a

private key of a private key-public key pair, wherein the private key is not accessible to

the mobile device;

the mobile device using a public key of the private key-public key pair to verify

the digital signature of the software application; and

based upon verifying the digital signature, the mobile device allowing the

software application access to the sensitive API.

192. (Previously Presented) The system of claim 191 , wherein based upon a

determination that the software application requesting access to the sensitive API does

not include a signature, the operations further comprise: preventing execution of the

software application.

193. (Previously Presented) The system of claim 191, wherein based upon a

determination that the software application requesting access to the sensitive API does
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not include a signature, the operations further comprise: denying the software

application access to the sensitive API.

194. (Previously Presented) The system of claim 191, wherein based upon a

determination that the software application requesting access to the sensitive API does

not include a signature, the operations further comprise: purging the software

application from the mobile device.

195. (Previously Presented) The system of claim 191 , wherein based upon a

determination that the digital signature is not successfully verified, the operations further

comprise: preventing execution of the software application.

196. (Previously Presented) The system of claim 191, wherein based upon a

determination that the digital signature is not successfully verified, the operations further

comprise: denying the software application access to the sensitive API.

197. (Previously Presented) The system of claim 191, wherein based upon a

determination that the digital signature is not successfully verified, the operations further

comprise: purging the software application from the mobile device.

198. (Previously Presented) The system of claim 191, wherein a global signature is

associated with each of the plurality of APIs; and wherein the global signature is verified

prior to allowing the software application to access the sensitive API.

199. (Previously Presented) The system of claim 191, wherein at least some of the

operations are performed by an application execution manager, and wherein the

application execution manager is implemented by a virtual machine (VM) of the mobile

device.

200. (Previously Presented) The system of claim 191, wherein the digital signature is

generated by applying the private key to a first hash of the software application; and
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the digital signature is verified by generating a second hash of the software application

to obtain a generated hash, applying the public key to the digital signature to obtain a

recovered hash, and verifying that the generated hash and the recovered hash are the

same.

201. (Previously Presented) The system of claim 191, wherein the digital signature is

generated by applying the private key to a first abridged version of the software

application; and the digital signature is verified by generating a second abridged version

of the software application to obtain a generated abridged version, applying the public

key to the digital signature to obtain a recovered abridged version, and verifying that the

generated abridged version and the recovered abridged version are the same.

202. (Previously Presented) The system of claim 191, further comprising:

a code signing authority, wherein the code signing authority determines whether

the software application should be given access to the sensitive API, and based upon a

determination that the software application should be given access to the sensitive API,

the code signing authority accepts the software application and generates the digital

signature that is included with the software application.

203. (Previously Presented) The system of claim 191 , wherein the operations further

comprise:

displaying a description string when the software application attempts to access

the sensitive API.

204. (Previously Presented) The system of claim 191, wherein the application platform

comprises an operating system.

205. (Previously Presented) The system of claim 191, wherein the application platform

includes mobile device hardware.
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206. (Previously Presented) The system of claim 191, wherein the application platform

comprises a cryptographic module.

207. (Previously Presented) The system of claim 191, wherein the application platform

comprises a data store.

208. (Previously Presented) The system of claim 191 , wherein the application platform

comprises a proprietary data model.

209. (Previously Presented) The system of claim 191, wherein the application platform

comprises an input and output controller.

210. (Previously Presented) The system of claim 191, wherein the digital signature

provides an audit trail identifying a developer of the software application requesting

access to the sensitive API.

211. (Previously Presented) The system of claim 210, wherein a problematic software

application is identified using the audit trail, and wherein the digital signature associated

with the problematic software application is revocable.

212. (Previously Presented) The system of claim 211, wherein the digital signature

associated with the problematic software application is revoked, and wherein the

revoked digital signature is added to a signature revocation list.

213. (Previously Presented) The system of claim 191, wherein the digital signature is

first verified each time the software application requesting access to the sensitive API is

allowed to interact with the application platform.

214. (Previously Presented) The system of claim 191, wherein the software application

further includes a signature identification, and wherein the digital signature and the

signature identification correspond to a mobile device type.
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215. (Previously Presented) The system of claim 191, wherein the operations further

comprise obtaining the public key from a public key repository.

216. (Currently Amended) A non-transitory computer-readable storage medium

encoded with instructions that when executed on one or more processors of a mobile

device, cause the mobile device to perform a—methed instructions for controlling access

to an application platform of the mobile device, the metheel instructions comprising:

storing a plurality of application programming interfaces (APls) at the mobile

device, wherein at least one API comprises a sensitive API to which access is

restricted;

receiving, at the mobile device, an indication that a software application on the

mobile device is requesting access to the sensitive API stored at the mobile device;

determining, at the mobile device, whether the software application is signed,

wherein a signed software application includes a digital signature generated using a

private key of a private key-public key pair, wherein the private key is not accessible to

the mobile device;

the mobile device using the public key of the private key-public key pair to verify

the digital signature of the software application; and

based upon verifying the digital signature at the mobile device, the mobile device

allowing the software application access to the sensitive API.

217. (Currently Amended) The computer-readable storage medium of claim 216,

wherein based upon a determination that the software application requesting access to

the sensitive API does not include a signature, the methed instructions further

sempnses comprising: preventing execution of the software application.

218. (Currently Amended) The computer-readable storage medium of claim 216,

wherein based upon a determination that the software application requesting access to

the sensitive API does not include a signature, the metheel instructions further

semprises comprising: denying the software application access to the sensitive API.
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219. (Currently Amended) The computer-readable storage medium of claim 216,

wherein based upon a determination that the software application requesting access to

the sensitive API does not include a signature, the metheel instructions further

eemprises comprising: purging the software application from the mobile device.

220. (Currently Amended) The computer-readable storage medium of claim 216,

wherein based upon a determination that the digital signature is not successfully

verified, the methed instructions further eemprises comprising: preventing execution of

the software application.

221. (Currently Amended) The computer-readable storage medium of claim 216,

wherein based upon a determination that the digital signature is not successfully

verified, the method instructions further eemprises comprising: denying the software

application access to the sensitive API.

222. (Currently Amended) The computer-readable storage medium of claim 216,

wherein based upon a determination that the digital signature is not successfully

verified, the method instructions further eemprises comprising: purging the software

application from the mobile device.

223. (Previously Presented) The computer-readable storage medium of claim 216,

wherein a global signature is associated with each of the plurality of APIs; and wherein

the global signature is verified prior to allowing the software application to access the

sensitive API.

224. (Currently Amended) The computer-readable storage medium of claim 216,

wherein at least some of the eperatiens instructions are performed by an application

execution manager, and wherein the application execution manager is implemented by

a virtual machine (VM) of the mobile device.

130f29

Page 86 of 1415



Page 87 of 1415

Appl. No. «SERIAL»
Docket No. <<C_REFERENCE»

Reply to Notice of Allowance December 19, 2012

225. (Previously Presented) The computer-readable storage medium of claim 216,

wherein the digital signature is generated by applying the private key to a first hash of

the software application; and the digital signature is verified by generating a second

hash of the software application to obtain a generated hash, applying the public key to

the digital signature to obtain a recovered hash, and verifying that the generated hash

and the recovered hash are the same.

226. (Previously Presented) The computer-readable storage medium of claim 216,

wherein the digital signature is generated by applying the private key to a first abridged

version of the software application; and the digital signature is verified by generating a

second abridged version of the software application to obtain a generated abridged

version, applying the public key to the digital signature to obtain a recovered abridged

version, and verifying that the generated abridged version and the recovered abridged

version are the same.

227. (Previously Presented) The computer-readable storage medium of claim 216,

wherein the digital signature is generated by a code signing authority and included with

the software application.

228. (Currently Amended) The computer-readable storage medium of claim 216, th_e

instructions further comprising:

displaying a description string when the software application attempts to access

the sensitive API.

229. (Previously Presented) The computer—readable storage medium of claim 216,

wherein the application platform comprises an operating system.

230. (Previously Presented) The computer-readable storage medium of claim 216,

wherein the application platform includes mobile device hardware.

14of29

Page 87 of 1415



Page 88 of 1415

Appl. No. «SERIAL»
Docket No. <<C_REFERENCE»

Reply to Notice of Allowance December 19, 2012

231. (Previously Presented) The computer-readable storage medium of claim 216,

wherein the application platform comprises a cryptographic module.

232. (Previously Presented) The computer-readable storage medium of claim 216,

wherein the application platform comprises a data store.

233. (Previously Presented) The computer—readable storage medium of claim 216,

wherein the application platform comprises a proprietary data model.

234. (Previously Presented) The computer—readable storage medium of claim 216,

wherein the application platform comprises an input and output controller.

235. (Previously Presented) The computer-readable storage medium of claim 216,

wherein the digital signature provides an audit trail identifying a developer of the

software application requesting access to the sensitive API.

236. (Previously Presented) The computer-readable storage medium of claim 235,

wherein a problematic software application is identified using the audit trail, and wherein

the digital signature associated with the problematic software application is revocable.

237. (Previously Presented) The computer—readable storage medium of claim 236,

wherein the digital signature associated with the problematic software application is

revoked, and wherein the revoked digital signature is added to a signature revocation

list.

238. (Previously Presented) The computer-readable storage medium of claim 216,

wherein the digital signature is first verified each time the software application

requesting access to the sensitive API is allowed to interact with the application

platform.
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239. (Previously Presented) The computer-readable storage medium of claim 216,

wherein the software application further includes a signature identification, and wherein

the digital signature and the signature identification correspond to a mobile device type.

240. (Currently Amended) The computer-readable storage medium of claim 216,

wherein the methed instructions further eemprises comprising obtaining the public key

from a public key repository.

241. (Previously Presented) A method for controlling access to an application platform

of a mobile device, comprising:

storing a plurality of application programming interfaces (APls) at the mobile

device, wherein at least one API comprises a sensitive API to which access is

restricted;

receiving, at the mobile device, an indication that a software application on the

mobile device is requesting access to the sensitive API stored at the mobile device;

determining, at the mobile device, whether the software application is signed,

wherein a signed software application includes a digital signature generated using a

private key of a private key-public key pair, wherein the private key is not accessible to

the mobile device;

the mobile device using a public key of the private key-public key pair to verify

the digital signature of the software application; and

based upon verifying the digital signature at the mobile device, the mobile device

allowing the software application access to the sensitive API.

242. (Previously Presented) The method of claim 241, wherein based upon a

determination that the software application requesting access to the sensitive API does

not include a signature, the method further comprises: preventing execution of the

software application.

243. (Previously Presented) The method of claim 241, wherein based upon a

determination that the software application requesting access to the sensitive API does
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not include a signature, the method further comprises: denying the software application

access to the sensitive API.

244. (Previously Presented) The method of claim 241, wherein based upon a

determination that the software application requesting access to the sensitive API does

not include a signature, the method further comprises: purging the software application

from the mobile device.

245. (Previously Presented) The method of claim 241, wherein based upon a

determination that the digital signature is not successfully verified, the method further

comprises: preventing execution of the software application.

246. (Previously Presented) The mobile device of claim 241, wherein based upon a

determination that the digital signature is not successfully verified, the method further

comprises: denying the software application access to the sensitive API.

247. (Previously Presented) The method of claim 241, wherein based upon a

determination that the digital signature is not successfully verified, the method further

comprises: purging the software application from the mobile device.

248. (Previously Presented) The method of claim 241, wherein a global signature is

associated with each of the plurality of APIs; and wherein the global signature is verified

prior to allowing the software application to access the sensitive API.

249. (Previously Presented) The method of claim 241, wherein at least some operations

of the method are performed by an application execution manager, and wherein the

application execution manager is implemented by a virtual machine (VM) of the mobile

device.
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250. (Previously Presented) The method of claim 241, wherein the digital signature is

generated by applying the private key to a first hash of the software application; and

the digital signature is verified by generating a second hash of the software application

to obtain a generated hash, applying the public key to the digital signature to obtain a

recovered hash, and verifying that the generated hash and the recovered hash are the

same.

251. (Previously Presented) The method of claim 241, wherein the digital signature is

generated by applying the private key to a first abridged version of the software

application; and the digital signature is verified by generating a second abridged version

of the software application to obtain a generated abridged version, applying the public

key to the digital signature to obtain a recovered abridged version, and verifying that the

generated abridged version and the recovered abridged version are the same.

252. (Previously Presented) The method of claim 241, further comprising:

determining by a code signing authority, whether the software application should

be given access to the sensitive API, wherein based upon a determination that the

software application should be given access to the sensitive API, the code signing

authority accepts the software application and generates the digital signature that is

included with the software application.

253. (Previously Presented) The method of claim 241, further comprising:

displaying a description string when the software application attempts to access

the sensitive API.

254. (Previously Presented) The method of claim 241, wherein the application platform

comprises an operating system.

255. (Previously Presented) The method of claim 241, wherein the application platform

includes mobile device hardware.
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256. (Previously Presented) The method of claim 241, wherein the application platform

comprises a cryptographic module.

257. (Previously Presented) The method of claim 241, wherein the application platform

comprises a data store.

258. (Previously Presented) The method of claim 241, wherein the application platform

comprises a proprietary data model.

259. (Previously Presented) The method of claim 241, wherein the application platform

comprises an input and output controller.

260. (Previously Presented) The method of claim 241, wherein the digital signature

provides an audit trail identifying a developer of the software application requesting

access to the sensitive API.

261. (Previously Presented) The method of claim 260, wherein a problematic software

application is identified using the audit trail, and wherein the digital signature associated

with the problematic software application is revocable.

262. (Previously Presented) The method of claim 261, wherein the digital signature

associated with the problematic software application is revoked, and wherein the

revoked digital signature is added to a signature revocation list.

263. (Previously Presented) The method of claim 241, wherein the digital signature is

first verified each time the software application requesting access to the sensitive API is

allowed to interact with the application platform.

264. (Previously Presented) The method of claim 241, wherein the software application

further includes a signature identification, and wherein the digital signature and the

signature identification correspond to a mobile device type.
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265. (Previously Presented) The method of claim 241, further comprising obtaining the

public key from a public key repository.

266. (Previously Presented) The device of claim 166, wherein verifying the digital

signature comprises:

hashing the software application to obtain a generated hash;

applying the public key to the digital signature to obtain a recovered hash; and

comparing the generated hash and the recovered hash.

267. (Previously Presented) The system of claim 191, wherein verifying the digital

signature comprises:

hashing the software application to obtain a generated hash;

applying the public key to the digital signature to obtain a recovered hash; and

comparing the generated hash and the recovered hash.

268. (Previously Presented) The computer-readable storage medium of claim 216,

wherein verifying the digital signature comprises:

hashing the software application to obtain a generated hash;

applying the public key to the digital signature to obtain a recovered hash; and

comparing the generated hash and the recovered hash.

269. (Previously Presented) The method of claim 241, wherein verifying the digital

signature comprises:

hashing the software application to obtain a generated hash;

applying the public key to the digital signature to obtain a recovered hash; and

comparing the generated hash and the recovered hash.
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270. (Previously Presented) The device of claim 166, wherein the plurality of APIs

comprises a plurality of sensitive APls, wherein for each of the plurality of sensitive

APls, the mobile device allows access to the sensitive API upon verification of a digital

signature unique to the sensitive API.

271. (Previously Presented) The system of claim 191, wherein the plurality of APIs

comprises a plurality of sensitive APls, wherein for each of the plurality of sensitive

APls, the mobile device allows access to the sensitive API upon verification of a digital

signature unique to the sensitive API.

272. (Previously Presented) The computer-readable storage medium of claim 216,

wherein the plurality of APIs comprises a plurality of sensitive APls, wherein for each of

the plurality of sensitive APls, the mobile device allows access to the sensitive API upon

verification of a digital signature unique to the sensitive API.

273. (Previously Presented) The method of claim 241, wherein the plurality of APIs

comprises a plurality of sensitive APls, wherein for each of the plurality of sensitive

APls, the mobile device allows access to the sensitive API upon verification of a digital

signature unique to the sensitive API.

274. (Previously Presented) The device of claim 166, wherein the operations further

comprise: upon verifying the digital signature at the mobile device, the mobile device

allowing the software application access to at least one non-sensitive API.

275. (Previously Presented) The system of claim 191, wherein the operations further

comprise: upon verifying the digital signature at the mobile device, the mobile device

allowing the software application access to at least one non-sensitive API.
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276. (Currently Amended) The computer-readable storage medium of claim 216,

wherein the instructions further comprises: upon verifying the digital signature at the

mobile device, the mobile device allowing the software application access to at least

one non-sensitive API.

277. (Previously Presented) The method of claim 241, further comprising: upon

verifying the digital signature at the mobile device, the mobile device allowing the

software application access to at least one non-sensitive API.

278. (New) The mobile device of claim 166, wherein the sensitive API is associated with

the public key.

279. (New) The mobile device of claim 166, wherein the sensitive API and the public

key are included in an API library.

280. (New) The mobile device of claim 166, wherein the plurality of APIs comprises at

least one non-sensitive API.

281. (New) The mobile device of claim 280, wherein based upon a determination that

the software application requesting access to the sensitive API does not include a

signature, the operations further comprise:

denying the software application access to the sensitive API; and

allowing the software application access to the at least one non-sensitive API.

282. (New) The mobile device of claim 280, wherein based upon a determination that

the digital signature is not successfully verified, the operations further comprise:

denying the software application access to the sensitive API; and

allowing the software application access to the at least one non-sensitive API.

22 of 29

Page 95 0f1415



Page 96 of 1415

Appl. No. «SERIAL»
Docket No. <<C_REFERENCE»

Reply to Notice of Allowance December 19, 2012

283. (New) The mobile device of claim 166, wherein the software application includes a

plurality of digital signatures.

284. (New) The mobile device of claim 166, wherein the plurality of APIs comprises a

plurality of sensitive APls, wherein one or more of the sensitive APls is associated with

a unique digital signature.

285. (New) The mobile device of claim 166, wherein the plurality of APIs comprises at

least a second sensitive API, wherein the software application includes at least a

second digital signature, wherein the operations further comprise:

using a second public key of a second private key-public key pair to verify the

second digital signature of the software application; and

based upon verifying the second digital signature at the mobile device, allowing

the software application access to at least the second sensitive API.

286. (New) The system of claim 191, wherein the sensitive API is associated with the

public key.

287. (New) The system of claim 191, wherein the sensitive API and the public key are

included in an API library.

288. (New) The system of claim 191, wherein the plurality of APIs comprises at least

one non-sensitive API.

289. (New) The system of claim 288, wherein based upon a determination that the

software application requesting access to the sensitive API does not include a

signature, the operations further comprise:

denying the software application access to the sensitive API; and

allowing the software application access to the at least one non-sensitive API.
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290. (New) The system of claim 288, wherein based upon a determination that the

digital signature is not successfully verified, the operations further comprise:

denying the software application access to the sensitive API; and

allowing the software application access to the at least one non-sensitive API.

291. (New) The system of claim 191, wherein the software application includes a

plurality of digital signatures.

292. (New) The system of claim 191, wherein the plurality of APIs comprises a plurality

of sensitive APls, wherein one or more of the sensitive APls is associated with a unique

digital signature.

293. (New) The system of claim 191, wherein the plurality of APIs comprises at least a

second sensitive API, wherein the software application includes at least a second digital

signature, wherein the operations further comprise:

using a second public key of a second private key-public key pair to verify the

second digital signature of the software application; and

based upon verifying the second digital signature at the mobile device, allowing

the software application access to at least the second sensitive API.

294. (New) The computer-readable storage medium of claim 216, wherein the sensitive

API is associated with the public key.

295. (New) The computer-readable storage medium of claim 216, wherein the sensitive

API and the public key are included in an API library.

296. (New) The computer-readable storage medium of claim 216, wherein the plurality

of APIs comprises at least one non-sensitive API.

24 of 29

Page 97 of 1415



Page 98 of 1415

Appl. No. «SERIAL»
Docket No. <<C_REFERENCE»

Reply to Notice of Allowance December 19, 2012

297. (New) The computer-readable storage medium of claim 296, wherein based upon

a determination that the software application requesting access to the sensitive API

does not include a signature, the instructions further comprise:

denying the software application access to the sensitive API; and

allowing the software application access to the at least one non-sensitive API.

298. (New) The computer-readable storage medium of claim 296, wherein based upon

a determination that the digital signature is not successfully verified, the instructions

further comprise:

denying the software application access to the sensitive API; and

allowing the software application access to the at least one non-sensitive API.

299. (New) The computer-readable storage medium of claim 216, wherein the software

application includes a plurality of digital signatures.

300. (New) The computer-readable storage medium of claim 216, wherein the plurality

of APIs comprises a plurality of sensitive APls, wherein one or more of the sensitive

APls is associated with a unique digital signature.

301. (New) The computer-readable storage medium of claim 216, wherein the plurality

of APIs comprises at least a second sensitive API, wherein the software application

includes at least a second digital signature, wherein the operations further comprise:

using a second public key of a second private key-public key pair to verify the

second digital signature of the software application; and

based upon verifying the second digital signature at the mobile device, allowing

the software application access to at least the second sensitive API.

302. (New) The method of claim 241, wherein the sensitive API is associated with the

public key.
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303. (New) The method of claim 241, wherein the sensitive API and the public key are

included in an API library.

304. (New) The method of claim 241, wherein the plurality of APIs comprises at least

one non-sensitive API.

305. (New) The method of claim 304, wherein based upon a determination that the

software application requesting access to the sensitive API does not include a

signature, the method further comprising:

denying the software application access to the sensitive API; and

allowing the software application access to the at least one non-sensitive API.

306. (New) The method of claim 304, wherein based upon a determination that the

digital signature is not successfully verified, the method further comprising:

denying the software application access to the sensitive API; and

allowing the software application access to the at least one non-sensitive API.

307. (New) The method of claim 241, wherein the software application includes a

plurality of digital signatures.

308. (New) The method of claim 241, wherein the plurality of APIs comprises a plurality

of sensitive APls, wherein one or more of the sensitive APls is associated with a unique

digital signature.
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309. (New) The method of claim 241, wherein the plurality of APIs comprises at least a

second sensitive API, wherein the software application includes at least a second digital

signature, the method further comprising:

using a second public key of a second private key-public key pair to verify the

second digital signature of the software application; and

based upon verifying the second digital signature at the mobile device, allowing

the software application access to at least the second sensitive API.
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REMARKS

The Notice of Allowance dated December 19, 2012 has been studied. Applicant wishes

to thank examiner Jeremiah Avery for indicating that claims 166-277 are allowed.

Claims 278-309 are newly added dependent claims. Claims 216-222, 224, and 240 are

amended to clarify that instructions are being executed from the computer-readable

storage medium. By virtue of this Response and Amendment claims 166-309 are

pending. An information disclosure statement with a Request for Continued Examination

(RCE) is being filed herewith. Continued examination and allowance of the pending

claims are respectfully requested.

Support for newly added dependent claims 278, 286, 294, 302 and 279, 287, 295, 303

is found at least in US. Patent Publication No. 20040025022 at least FIG. 3A items 20

and 78, FIG. 4 step 106, and paragraphs [0028], [0036], [0037], [0040], [0041]. No new

matter has been added.

Support for newly added dependent claims 280, 288, 296, 304 is found at least in US

Patent Publication No. 20040025022 at least in paragraphs [0035] and [0036]. No new

matter has been added.

Support for newly added dependent claims 281, 289, 297, 305 is found at least in US.

Patent Publication No. 20040025022 at least FIG. 4 step 102 and paragraph [0039]. No

new matter has been added.

Support for newly added dependent claims 282, 290, 298, 306 is found at least in US.

Patent Publication No. 20040025022 at least in paragraph [0037]. No new matter has

been added.

Support for newly added dependent claims 283, 291, 299, 307 is found at least in US.

Patent Publication No. 20040025022 at least at FIG. 3 and FIG. 3A and in paragraphs

[0035] and [0038]. No new matter has been added.
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Support for newly added dependent claims 284, 292, 300, 308 is found at least in US.

Patent Publication No. 20040025022 at least at FIG. 3 and FIG. 3A and in paragraph

[0035]. No new matter has been added.

Support for newly added dependent claims 285, 293, 301, 309 is found at least in US.

Patent Publication No. 20040025022 at least at FIG. 3 and FIG. 3A and in paragraph

[0035]. No new matter has been added.

If the Examiner believes that there are any informalities that can be corrected by

Examiner’s amendment, or that in any way it would help expedite the prosecution

of the patent application, a telephone call to the undersigned at (561) 989-9811 is

respectfully solicited.

The Commissioner is hereby authorized to charge any fees that may be required or

credit any overpayment to Deposit Account 50-1556 (Attorney Docket No. 10289-US-

PCT).

Respectfully submitted,

Date: March 18, 2013 By: /Jon Gibbons/
Jon A. Gibbons

(Reg. No.37,333)

Attorney for Applicant

Fleit Gibbons Gutman

Bongini & Bianco P.L.
One Boca Commerce Center

551 NW. 77th Street, Suite 111

Boca Raton, Florida 33487

Telephone: (561) 989-9811

Facsimile: (561) 989-9812
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Title of Invention: SOFTWARE CODE SIGNING SYSTEM AND METHOD

First Named Inventor/Applicant Name: David P Yach

Filer Authorized By: Thomas Grzesik 

Attorney Docket Number: 13210—1465/KL 

Receipt Date: 18—MAR—201 3

Application Type: U.S. National Stage under 35 USC 371

Payment information:
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Payment Type Deposit Account 

Payment was successfully received in RAM $2914

Deposit Account 501556
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Request for Continued Examination 10289-US-PCT_RCE_3-18-13.

(RCE) pdf ”° 384308062d099c| 33eb66685780d580d793
083d8

Warnings: 

Information:

10289-US- 112443

Amendment Submitted/Entered With PCT_AmendmentMarch2013.Filing OfCPA/RCE
F)(If b83061848c6fludcna21b3312537(587c4507ead3

Warnings:

Information: 

Drawings-only black and white line
drawings ReplacementSheetFlGi.pdf f07(96338faeif8319fda8ac5f9200387ec67

91.10

Warnings: 

Information:

612960

36bfb0f2d0d 3 56132775 0c’lf3 ceaf772dc0e2
ba3 3

Information Disclosure Statement (IDS)

Form (51308) 10289-US-PCT_IDS_3-18-13.pd

Warnings:

4098352

7b7d86947C5b903586d42076f114057639f
10333

db4307215684199db79206ff6db1318370<
796h7

1246675

dd6L3d5654Ld66159d7b7Le6L7L7b60991
1086e

188843

337be4b6020f9z4d2230369f4396fi1Uzbefi
cl ib

6505984

Non Patent Literature NPLS.pdf 3beb9779e7ed i4039be557a7e4fdf21e3ad
731305
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2330164

Non Patent Literature NPL6.pdf ea5839290250e58c8add033beeffdfcbafle
D345

Warnings: 

Information:

25485522

5338324f16c04bea728c5cfcf159c359c202
SacZ

Non Patent Literature NPL7.pdf

Warnings:

Information: 

Fee Worksheet (SBO6) fee-info.pdf 01nefb896fba9aac23a6b01f76d576ffa9dI
64b

Warnings: 

Information:

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO ofthe indicated documents,

characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

lfa new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)—(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

lfa timely submission to enter the national stage ofan international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/D0/E0/903 indicating acceptance of the application as a

national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

Ifa new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number

and ofthe International Filing Date (Form PCT/R0/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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PTO/SB/OB (07-06)
Approved for use through 1/31/2007. OMB 0651 -0032

US. Patent and Trademark Office; US. DEPARTMENT OF COMMERCE
Under the Pacerwork Reduction Act of 1995. no oersons are re uired to res 0nd to a collection of information unless it dis-la s avalid OMB control number.

PATENT APPLICATION FEE DETERMINATION RECORD Applicailon 0r Docket Number Filing Date
Substitute for Form PTO-875 10/381,219 03/20/2003 D To be Mailed

APPLICATION AS FILED — PART I OTHER THAN

(Column 1) SMALL ENTITY

——h
(37CFR116a 'b,or c

I] SEARCH FEE

D EXAMINATIONpFEE(37 CFR 1 16(0) or q)
TOTAL CLAIMS
37 CFR116i ““1520:

INDEPENDENT CLAIMS . ,
37 CFR1.16 h‘ ”W53:

If the specification and drawings exceed 100

DAPPLICATION SIZE FEE sheets of paper, the application size fee due
(37 CFR1 16(5)) is $250 ($125 for small entity) for each' additional 50 sheets or fraction thereof. See

35 U.S.C. 41 a 1 G and 37 CFR 1.16 5.

El MULTIPLE DEPENDENT CLAIM PRESENT (37 CFR1.16(j))
* If the difference in column 1 is less than zero, enter “0" in column 2.

APPLICATION AS AMENDED — PART II
OTHER THAN

(Column 1) (Column 2) (Column 3) SMALL ENTITY
CLAIMS HIGHEST
REMAINING NUMBER PRESENT . ADDITIONAL ADDITIONAL

03/18/2013 AFTER PREVIOUSLY EXTRA ’ FEE ($) FEE ($)AMENDMENT PAID FOR

152‘?!”
Independent ‘ . *n

E-

D Application Size Fee (37 CFR1.16(s))

'—
Z
w
E
D
Z
w
E
<

D FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM (37 CFR1.16(J))

(Column 2) (Column 3)
CLAIMS HIGHEST

REMAINING NUMBER PRESENT . ADDITIONAL ADDITIONAL
AFTER PREVIOUSLY EXTRA ‘ FEE (5B) FEE (SIS)AMENDMENT PAID FOR

1.16l

Independent
37CFR1.16h| Minus El Application Size Fee (37 CFR1.16(s))

D FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM (37 CFR1.16(j)) OR

OR

* If the entry in column 1 is less than the entry in column 2, write “0” in column 3. Legal Instrument Examiner.
** If the “Highest Number Previously Paid For" IN THIS SPACE is less than 20, enter ”20". /DEBO RAH NASH/ '
*** If the “Highest Number Previously Paid For” IN THIS SPACE is less than 3, enter "”3.
The “Highest Number Previously Paid For" (Total or Independent) is the highest numberfound in the appropriate box in column 1.

 
This collection of information is required by 37 CFR 1.16. The information is required to obtain or retain a benefit by the public which is to file (and by the USPTO to
process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.14. This collection is estimated to take 12 minutes to complete. including gathering.
preparing. and submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you
require to complete this form and/or suggestions for reduCIng this burden. should be sent to the Chief Information Officer, US. Patent and Trademark Office, US.
Department of Commerce. PO. Box 1450. Alexandria. VA 22813-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS
ADDRESS. SEND TO: Commissioner for Patents, P.0. Box 1450, Alexandria, VA 22313-1450.

If you need assistance in completing the form, call 1-800—PTO—9199 and select option 2.
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UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P 0 Box I450
Alexandria, Virginia 223 13- 1450
www.uspto.gov

 
NOTICE OF ALLOWANCE AND FEE(S) DUE

Fleit Gibbons Gutman Bongini & Bianco P.L. AVERY, JEREMIAH L
551 NW 77th street
swam

Boca Raton, Fl . 33487 2431

DATE MAILED: 12/19/2012

10/381,219 03/20/2003 David P Yach 13210—1465/KL 9761
TITLE OF INVENTION: SOFTWARE CODE SIGNING SYSTEM AND METHOD  

 
APPL\.1YPE SMALL ENTITY ISSUE FEE DUE PUELICAllON FEE DUE PREV. PAID ISSUE FEE I'OTAL FEE(S) DUE DATE DUE

nonpmvisional $1770 $300 $2070 03/19/2013

THE APPLICATION IDENTIFIED ABOVE HAS BEEN EXAMINED AND IS ALLOWED FOR ISSUANCE AS A PATENT.
PROSECUTION ON THE MERITS IS CLOSED. THIS NOTICE OF ALLOWANCE IS NOT A GRANT OF PATENT RIGHTS.
THIS APPLICATION IS SUBJECT TO WITHDRAWAL FROM ISSUE AT THE INITIATIVE OF THE OFFICE OR UPON
PETITION BY THE APPLICANT. SEE 37 CFR 1.313 AND MPEP 1308.

THE ISSUE FEE AND PUBLICATION FEE (IF REQUIRED) MUST BE PAID WITHIN THREE MONTHS FROM THE
MAILING DATE OF THIS NOTICE OR THIS APPLICATION SHALL BE REGARDED AS ABANDONED. THIS
STATUTORY PERIOD CANNOT BE EXTENDED. SEE 35 U.S.C. 151. THE ISSUE FEE DUE INDICATED ABOVE DOES
NOT REFLECT A CREDIT FOR ANY PREVIOUSLY PAID ISSUE FEE IN THIS APPLICATION. IF AN ISSUE FEE HAS

PREVIOUSLY BEEN PAID IN THIS APPLICATION (AS SHOWN ABOVE), THE RETURN OF PART B OF THIS FORM
WILL BE CONSIDERED A REQUEST TO REAPPLY THE PREVIOUSLY PAID ISSUE FEE TOWARD THE ISSUE FEE NOW
DUE.

HOW TO REPLY TO THIS NOTICE:

1. Review the SMALL ENTITY status shown above.

If the SMALL ENTITY is shown as YES, verify your current If the SMALL ENTITY is shown as NO:
SMALL ENTITY status:

A. If the status is the same, pay the TOTAL FEE(S) DUE shown A. Pay TOTAL FEE(S) DUE shown above, or
above.

B. If the status above is to be removed, check box 5b on Part B - B. If applicant claimed SMALL ENTITY status before, or is now
Fee(s) Transmittal and pay the PUBLICATION FEE (if required) claiming SMALL ENTITY status, check box 5a on Part B - Fee(s)
and twice the amount of the ISSUE FEE shown above, or Transmittal and pay the PUBLICATION FEE (if required) and 1/2

the ISSUE FEE shown above.

11. PART B - FEE(S) TRANSMITTAL. or its equivalent, must be completed and returned to the United States Patent and Trademark Office
(USPTO) with your ISSUE FEE and PUBLICATION FEE (if required). If you are charging the fee(s) to your deposit account, section "4b"
of Part B - Fee(s) Transmittal should be completed and an extra copy of the form should be submitted. If an equivalent of Part B is filed, a
request to reapply a previously paid issue fee must be clearly made, and delays in processing may occur due to the difficulty in recognizing
the paper as an equivalent of Part B.

111. All communications regarding this application must give the application number. Please direct all communications prior to issuance to
Mail Stop ISSUE FEE unless advised to the contrary.

IMPORTANT REMINDER: Utility patents issuing on applications filed on or after Dec. 12, 1980 may require payment of
maintenance fees. It is patentee's responsibility to ensure timely payment of maintenance fees when due.

Page 1 of 3
PTOL-SS (Rev. 02/11)
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PART B - FEE(S) TRANSMITTAL

Complete and send this form, together with applicable fee(s), to: Mail Mail Stop ISSUE FEE
Commissioner for Patents
PO. Box 1450

Alexandria, Virginia 22313-1450
or m (571)-273-2885

INSTRUCTIONS: This form should be used for transmitting the ISSUE FEE and PUBLICATION FEE (if required). Blocks 1 through 5 should be completed where

appropriate. A11 further correspondence including the Patent, advance orders and notification of maintenance fees will be mailed to the current correspondence address asin icated unless corrected below or directed otherwise in Block I, by (a) specifying a new correspondence address; and/or (b) indicating a separate "FEE ADDRESS" formaintenance fee notifications.

CURRENT CORRESPONDENCE ADDRESS (Note: Use Block 1 foranychange of addIESSJ Note: A certificate of mailin can only be used for domestic mailings of the
Fee(s) Transmittal This eerti ieate cannot be used for anV other accompanying

papers. Each additional paper, _such as an assignment or 'formal drawmg, mustave its own certificate of mailing or transmiSSion.

 

95866 7590 12/19/2012

Fleit Gibbons Gutman Bongini & Bianeo P.L. _ Certificate ,of Mailing 0r_Tra_nsmissi0ry _ _
~51 NW 77th 1 t I hereby certify that this Fee(s) Transmittal is being depos1ted With the United3 . 5 rec States Postal Service with sufficient postage for first class mail in_ an envelopeSuite 111 addressed to the Mail Stop ISSLE FEE address above. or being faCSimlle. , y :7 _ _

Boca Raton, Fl . 33487 transmitted to the USPTO (571) 273 -885, on the date indicated below.(Deposiloi's name)

(Sigrialuie) (Date)

10/381,219 03/20/2003 David P Yach 13210-1465/KL 9761
TITLE OF INVENTION: SOFTWARE CODE SIGNING SYSTEM AND METHOD  

 
APPLI\. TYPE SMALL ENTITY ISSUE FEE DUE PUBLICATION FEE DUE PREV. PAID ISSUE FEE TOTAL FEE(_S) DUE DATE DUE

nonprovisional \IO $1770 $300 50 $2070 03/19/2013

AVERY, JERENIIAH L 2431 713—001000

1. Change of correspondence address or indication of "Fee Address" (37
CFR 1363).

:1 Change of correspondence address (or Change of CorrespondenceAddress form PTO/SB/122) attached.

:1 "Fee Address" indication (or "Fee Address" Indication formPTO/SB/47; Rev 0302 or more recent) attached. Use of a Customer
Number is required.

2. For printing on the patent front page, list
(I) the names of up to 3 registered patent attorneys
or agents OR, alternatively,
(2) the name of a single firm (having as a member a
registered attorney or agent) and the names of up to
2 registered patent attorneys or agents. If no name is g
listed, no name will be printed. ’

  
3. ASSIGNEE NAME AND RESIDENCE DATA TO BE PRINTED ON THE PATENT (print or type)

PLEASE NOTE: Unless an assignee is identified below, no assignee data will appear on the patent. If an assignee is identified below. the document has been filed for
reeordation as set forth in 37 CFR 3.11. Completion of this form is NOT a substitute for filing an assignment.

(A) NAME OF ASSIGNEE (B) RESIDENCE: (CITY and STATE OR COUNTRY)

  

 

Please check the appropriate assignee category or categories (will not be printed on the patent) : 1] Individual D Corporation or other private group entity 1] Government

  
4a. The following fee(s) are submitted: 4b. Payment of Fee(s): (Please first reapply any previously paid issue fee shown above)

3 Issue Fee 3 A check is enclosed.

:1 Publication Fee (No small entity discount permitted) :1 Payment by credit card. Form PTO-2038 is attached.
:1 Advance Order — # of Copies 3 The Director is hereby authorized to charge the required fee(s), any deficiency, or credit anyoverpayment, to Deposit Account l\iimber (enclose an extra copy of this form).

5. Change in Entity Status (from status indicated above)

:I a. Applicant claims SMALL ENTITY status. See 37 CFR 1.27. :I b. Applicant is no longer claiming SMALL ENTITY status. See 37 CFR 1.27(g)(2).
NOTE: The Issue Fee and Publication Fee (if required) will not be accepted from anyone other than the applicant; a registered attorney or agent; or the assignee or other party in
interest as shown by the records of the United States Patent and Trademark Office.

Authorized Signature Date
  

Typed or printed name Registration No.

This collection of information is required by 37 CFR 1.311. The information is re uired to obtain or retain a benefit by the public which is to file (and by the USPTO to process)
an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.14. T is collection is estimated to take 12 minutes to complete, including gathering. preparing, and
submitting the completed application form to the USPTO. Time will vary de endin upon the individual case. Any comments on the amount of time you require to complete
this form and/or su gestions for reducing this burden, should be sent to the C ief n ormation Officer, U.S. Patent and Trademark Office, US. Department of Commerce, P.O.
Box 1450, Alexan ria, Virginia 22313—1450. DO NOT SEND FEES OR COMPL‘T‘D FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents. PO. Box 1450,
Alexandria, Virginia 22313—1450.
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid OMB control number.

 

   
 

 PTOL—85 (Rev. 02/11) Approved for use through 08/31/2013. OMB 0651—0033 U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE
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a
' ea UNITED STATES PATENT AND TRADEMARK OFFICE  
 

UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P 0 Box 1450
Alexandria, Virginia 223 13- 1450
www.uspto.gov

APPLICATION NO. FILING DATE FIRST NAMED INVENTOR ATTORNEY DOCKET NO. CONFIRMATION NO.
 

10/381,219 03/20/2003 David P Yach 1321071465002 9761

Fleit Gibbons Gutman Bongini & Bianco P.L. AVERY, JEREMIAH L
551 NW 77th street
smwm

Boca Raton, Fl 1 33487 2431

DATE MAILED: 12/19/2012

Determination of Patent Term Adjustment under 35 U.S.C. 154 (b)

(application filed on or after May 29, 2000)

The Patent Term Adjustment to date is 1626 day(s). If the issue fee is paid on the date that is three months after the

mailing date of this notice and the patent issues on the Tuesday before the date that is 28 weeks (six and a half

months) after the mailing date of this notice, the Patent Term Adjustment will be 1626 day(s).

If a Continued Prosecution Application (CPA) was filed in the above—identified application, the filing date that

determines Patent Term Adjustment is the filing date of the most recent CPA.

Applicant will be able to obtain more detailed information by accessing the Patent Application Information Retrieval

(PAIR) WEB site (http://pair.uspto.gov).

Any questions regarding the Patent Term Extension or Adjustment determination should be directed to the Office of

Patent Legal Administration at (571)—272—7702. Questions relating to issue and publication fee payments should be

directed to the Customer Service Center of the Office of Patent Publication at 1—(888)—786—0101 or (571)—272—4200.

Page 3 of 3
PTOL-SS (Rcv. 02/11)
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Privacy Act Statement

The Privacy Act of 1974 (PL. 93-579) requires that you be given certain information in connection with
your submission of the attached form related to a patent application or patent. Accordingly, pursuant to

the requirements of the Act, please be advised that: (1) the general authority for the collection of this

information is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited is voluntary; and (3) the
principal purpose for which the information is used by the US. Patent and Trademark Office is to process

and/or examine your submission related to a patent application or patent. If you do not furnish the

requested information, the US. Patent and Trademark Office may not be able to process and/or examine

your submission, which may result in termination of proceedings or abandonment of the application or

expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1. The information on this form will be treated confidentially to the extent allowed under the Freedom
of Information Act (5 U.S.C. 552) and the Privacy Act (5 U.S.C 552a). Records from this system of

records may be disclosed to the Department of Justice to determine whether disclosure of these

records is required by the Freedom of Information Act.

A record from this system of records may be disclosed, as a routine use, in the course of presenting
evidence to a court, magistrate, or administrative tribunal, including disclosures to opposing counsel

in the course of settlement negotiations.

A record in this system of records may be disclosed, as a routine use, to a Member of Congress
submitting a request involving an individual, to whom the record pertains, when the individual has

requested assistance from the Member with respect to the subject matter of the record.
A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency

having need for the infomiation in order to perform a contract. Recipients of information shall be

required to comply with the requirements of the Privacy Act of 1974, as amended, pursuant to 5
U.S.C. 552a(m).

A record related to an International Application filed under the Patent Cooperation Treaty in this

system of records may be disclosed, as a routine use, to the International Bureau of the World

Intellectual Property Organization, pursuant to the Patent Cooperation Treaty.
A record in this system of records may be disclosed, as a routine use, to another federal agency for

purposes of National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy
Act (42 U.S.C. 218(0)).

A record from this system of records may be disclosed, as a routine use, to the Administrator,

General Services, or his/her designee, during an inspection of records conducted by GSA as part of
that agency‘s responsibility to recommend improvements in records management practices and

programs, under authority of 44 U.S.C. 2904 and 2906. Such disclosure shall be made in accordance

with the GSA regulations governing inspection of records for this purpose, and any other relevant
(i.e., GSA or Commerce) directive. Such disclosure shall not be used to make determinations about
individuals.

A record from this system of records may be disclosed, as a routine use, to the public after either

publication of the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35
U.S.C. 151. Further, a record may be disclosed, subject to the limitations of 37 CFR 1.14, as a

routine use, to the public if the record was filed in an application which became abandoned or in

which the proceedings were terminated and which application is referenced by either a published
application, an application open to public inspection or an issued patent.

A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local
law enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or

regulation.
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Application No. Applicant(s)

10/381 ,21 9 YACH ET AL.

Notice Of Allowability Examiner Art Unit

JEREMIAH AVERY 2431

-- The MAILING DA TE of this communication appears on the cover sheet with the correspondence address--
All claims being allowable, PROSECUTION ON THE MERITS IS (OR REMAINS) CLOSED in this application. If not included
herewith (or previously mailed). a Notice of Allowance (PTOL—85) or other appropriate communication will be mailed in due course. THIS
NOTICE OF ALLOWABILITY IS NOT A GRANT OF PATENT RIGHTS. This application is subject to withdrawal from issue at the initiative
of the Office or upon petition by the applicant. See 37 CFR 1.313 and MPEP 1308.

1. This communication is responsive to the ROE filed 11/11/11.

2. I] An election was made by the applicant in response to a restriction requirement set forth during the interview on ; the restriction
requirement and election have been incorporated into this action.

3. The allowed claim(s) is/are 166-277. As a result of the allowed claim(s), you may be eligible to benefit from the Patent Prosecution
Highway program at a participating intellectual property office for the corresponding application. For more information. please see
fitt":r’/www.us torov/ atents/Init events” h/IndexIs‘ or send an inquiry to PPHieedbackgfibusgtogov .

4. Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119( )-(d) or (f).

a) X All b) I:I Some* 0) I] None of the:

1. I] Certified copies of the priority documents have been received.

2. El Certified copies of the priority documents have been received in Application No.

3. X Copies of the certified copies of the priority documents have been received in this national stage application from the

International Bureau (PCT Rule 17.2(a)).

* Certified copies not received:

Applicant has THREE MONTHS FROM THE “MAILING DATE” of this communication to file a reply complying with the requirements
noted below. Failure to timely comply will result in ABANDONMENT of this application.
THIS THREE-MONTH PERIOD IS NOT EXTENDABLE.

5. El CORRECTED DRAWINGS ( as “replacement sheets”) must be submitted.

I] including changes required by the attached Examiner’s Amendment / Comment or in the Office action of
Paper No./Mai| Date .

Identifying indicia such as the application number (see 37 CFR 1.84(c)) should be written on the drawings in the front (not the back) of
each sheet. Replacement sheet(s) should be labeled as such in the header according to 37 CFR1.121(d).

6. El DEPOSIT OF and/or INFORMATION about the deposit of BIOLOGICAL MATERIAL must be submitted. Note the
attached Examiner’s comment regarding REQUIREMENT FOR THE DEPOSIT OF BIOLOGICAL MATERIAL.

Attachment(s)
1. Notice of References Cited (PTO—892) 5. El Examiner‘s Amendment/Comment

2. Information Disclosure Statements (PTO/SB/08), 6. X Examiner‘s Statement of Reasons for Allowance
Paper No./Mai| Date 20111111 20120202

3. I] Examiner’s Comment Regarding Requirement for Deposit 7. El Other
of Biological Material

4. El Interview Summary (PTO—413),
Paper No./Mai| Date .

/Jeremiah Avery/ /NATHAN FLYNN/

Examiner, Art Unit 2431 Supervisory Patent Examiner, Art Unit 2431

 
 

U 8. Patent and Trademark Office

PTOL-37 (Rev. 09-12) Notice of Allowability Part of Paper No./Mai| Date 20121214
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Application/Control Number: 10/381 ,219 Page 2

Art Unit: 2431

Priority

1. This Application, 10/381219, is a national stage entry of PCT/CAO1/O1344,

International Filing Date: 09/20/2001.

2. PCT/CAO1/01344 claims priority from Provisional Application 60234152,
filed 09/21/2000.

Continued Examination Under 37 CFR 1.114

3. A request for continued examination under 37 CFR 1.114, including the

fee set forth in 37 CFR 1.17(e), was filed in this application after final rejection.

Since this application is eligible for continued examination under 37 CFR 1.114,

and the fee set forth in 37 CFR 1.17(e) has been timely paid, the finality of the

previous Office action has been withdrawn pursuant to 37 CFR 1.114.

Applicant's submission filed on 11/11/11 has been entered.

Examiner's Statement of Reasons for Allowance

4. Claims 166-277 are allowed over the prior art.

5. This action is in reply to the applicant’s correspondence on 11/11/11.

6. The previous objection to the Applicant’s Specification is hereby

withdrawn.

7. The following is an examiner’s statement of reasons for the indication of

allowable claimed subject matter.

8. As per independent claims 166, 191, 216 and 241, generally, the prior art

of record, United States Patent No. 6,795,919 to Gibbs et al., and United States

Patent No. 6,587,837 to Spagna et al., fails to teach alone, or in combination,
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Application/Control Number: 10/381 ,219 Page 3

Art Unit: 2431

other than via hindsight, at the time of the invention, the features as discussed

and remarked upon in the response of 11/11/11.

9. The Applicant’s amendments to the claims and presented arguments

distinguish the claimed invention over the prior art and place this application in

condition for allowance.

Conclusion

10. Any inquiry concerning this communication or earlier communications from

the examiner should be directed to JEREMIAH AVERY whose telephone number

is (571)272-8627. The examiner can normally be reached on Monday thru

Friday 8:30am-5pm.

11. If attempts to reach the examiner by telephone are unsuccessful, the

examiner’s supervisor, Nathan Flynn can be reached on (571) 272-1915. The

fax phone number for the organization where this application or proceeding is

assigned is 571 -273-8300.

12. Information regarding the status of an application may be obtained from

the Patent Application Information Retrieval (PAIR) system. Status information

for published applications may be obtained from either Private PAIR or Public

PAIR. Status information for unpublished applications is available through

Private PAIR only. For more information about the PAIR system, see http://pair-

direct.uspto.gov. Should you have questions on access to the Private PAIR

system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-

free). If you would like assistance from a USPTO Customer Service
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Representative or access to the automated information system, call 800-786-

9199 (IN USA OR CANADA) or 571-272-1000.

/Jeremiah Avery/

Examiner, Art Unit 2431

/NATHAN FLYNN/

Supervisory Patent Examiner, Art Unit 2431
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10/381319 YACH ET AL.
Notice of References Cited Examiner Art Unit

JEREMIAH AVERY 2431 P39“ 0“
u.s. PATENT DOCUMENTS

* Document Number Date . . .
Country Code-Number-Kind Code MM-YYYY Name ClaSSIfIcatIon

LS-6,895,507 05-2005 TeppIer, Steven w. 726/19

In LS-6,748,541 06-2004 Margalit et al. 726/9
LS—6,212,636 04-2001 Boyle et al. 713/168

LS-6,345,256 02-2002 Milsted et al. 705/64

LS-6,374,357 04-2002 Mohammed et al. 726/5

.— LS—6587 837 07-2003 Spagna et al. 705/52
In LS-6795,919 09-2004 Gibbs et al. 713/170
-_
-_
I. is

  
NON-PATENT DOCUMENTS

Include as applicable: Author, Title Date, Publisher, Edition or Volume, Pertinent Pages)

Adams, Carlisle. IDUP and SPKM: Developing Pubic-Key-Based APIs and Mechanisms for Communication Security Services.
Proceedings of the Symposium on Network and Distributed System Security. Pub. Date: 1996. Relevant Pages: 128—135.
Found on the World Wide Web at: http://ieeexplore.ieee.org/stamp/stamp.jsp?tp=&arnumber=492419

 
*A copy of this reference is not being furnished with this Office action. (See MPEP § 707.05(a).)
Dates in MM-YYYY format are publication dates. Classifications may be US or foreign.
U S. Patent and Trademark Olfice

PTO-892 (Rev. 01-2001) Notice of References Cited Part of Paper No. 20121214
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Application Number 10381219

Filing Date 2003-03-20

 

 

IN FORMATION DISCLOSURE

STATEMENT BY APPLICANT

(Not for submission under 37 CFR 1.99)

First Named Inventor David P. Yach

Art Unit | 2431

 

  Examiner Name Jeremiah L. AVERY

Attorney Docket Number I 13210-1465

  
 

 

 

   
 

 

 

U.S.PATENTS Remove

Examiner Cite Kind Name of Patentee or Applicant Pages,Columns,Lines where
. . ,, Patent Number Issue Date . Relevant Passages or RelevantInitial No Code1 of Cited Document .

Figures Appear

1

If you wish to add additional US. Patent citation information please click the Add button. Add

U.S.PATENT APPLICATION PUBLICATIONS Remove

Examiner . Publication Kind Publication Name of Patentee or Applicant Pages,Columns,Lines where
. . * Cite No . Relevant Passages or RelevantInitial Number Code1 Date of Cited Document

Figures Appear    
 

If you wish to add additional U.S. Published Application citation information please click the Add button. Add

FOREIGN PATENT DOCUMENTS Remove

 

 

 

 

 

Name of Patentee or Pages,Columns,Lines
Examiner Cite Foreign Document Country Kind Publication A licant of cited where Relevant
Initial" No Number3 Code2 i Code4 Date pp Passages or RelevantDocument .

Figures Appear

1 1541350 CN 2004-10-27 El

2 101714201 CN 2011-05-26 El

3 101694688 CN 2010—05—26 |:|
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Receipt date: 11/11/2011 Application Number 10381219 10381219 ~ QAU: 2431

Filing Date 2003-03-20

 

 

IN FORMATION DISCLOSURE

STATEMENT BY APPLICANT

(Not for submission under 37 CFR 1.99)

4 1320795

5 2306259

1626324

First Named Inventor David P. Yach

Art Unit |2431

 

 

Examiner Name Jeremiah L. AVERY

Attorney Docket Number I 13210—1465

   
 

2005-11-16 YACH etal.

2011-04-06 YACH et al.
 

2006-02-15 YACH et al.

 

2284644

8 2278429

2306260

2011-02-16 YACH etal.

2011-01-26 YACH etal.
 

2011—04—06 YACH et al.

 

1626325

EFSWeb2.1.17 ALL REFERENCES CONSiDEREB EXCEPT WHERE LiNED Ti-i RQUGH. /J.A./’

2010-09-01 YACH et al.

2010-09-01 YACH et al.
 

7i 2007—01—26 YACH et al.

7i 2006-05-04 YACH et al.

7i
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2010-11-19 YACH etal.
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Receipt date: 11/11/2011 Application Number 10381219 10381219 ~ DAD: 243t

Filing Date 2003-03-20

 

 

IN FORMATION DISCLOSURE

STATEMENT BY APPLICANT

(Not for submission under 37 CFR 1.99)

First Named Inventor David P. Yach

Art Unit |2431

 

 

Examiner Name Jeremiah L. AVERY

Attorney Docket Number I 13210—1465

   
 

  
 

 

 

 

 

 

 

 

 

1091667.. 2010—11-19 YACH etal.

100573402 .'20091223 -_
If you wish to add additional Foreign Patent Document citation information please click the Add button

NON-PATENT LITERATURE DOCUMENTS REMOVE

. . Include name of the author (in CAPITAL LETTERS), title of the article (when appropriate), title of the itemExaminer Cite . . . . .
* (book, magazme, Journal, serial, sympOSIum, catalog, etc), date, pages(s), volume-Issue number(s), T5Initials No . . .

publisher, City and/or country where published.

1 Notice of Abandonment. Canadian Application No. 2,422,917. Dated: June 20, 2011. |:|

2 First Office Action. Chinese Application No. 2009102079110. Dated: August 10, 2011. El

3 Extended European Search Report. European Application No. 101861946 Dated: June 22, 2011. |:|

4 Communication Pursuant to Rules 70(2) and 70a(2) and Reference to Rule 39(1) EPC. European Application No. CI101861946. Dated: July 25,2011.

5 Communication Pursuant to Article 94(3) EPC. European Application No. 101836559. Dated: February 23, 2011. |:|

6 Communication Pursuant to Article 94(3) EPC. European Application No. 101836559. Dated: July 13, 201 1. |:|

7 Extended European Search Report (EESR). European Application No. 101839975. Dated: December 12, 2010. :l 
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Receipt date: 11/11/2011 Application Number 10381219 10381219 ~ CAD: 243t

Filing Date 2003-03-20

 

 

IN FORMATION DISCLOSURE

STATEMENT BY APPLICANT

(Not for submission under 37 CFR 1.99)

First Named Inventor David P. Yach

Art Unit |2431

 

 

Examiner Name Jeremiah L. AVERY

Attorney Docket Number I 13210—1465

   
 

 

 

8 Communication Pursuant to Article 94(3) EPC. European Application No. 101839975. Dated: February 23, 2011. |:|

9 Communication Pursuant to Article 94(3) EPC. European Application No. 101839975. Dated: July 14, 201 1. :I

10 Extended European Search Report. European Application No. 101862969. Dated: June 22, 2011. |:|

11 Communication Pursuant to Rules 70(2) and 70a(2) and Reference to Rule 39(1) EPC. European Application No. El101862969. Dated: July 25,2011.

 

 

Invitation pursuant to Article 94(3) and Rule 71(1) EPC dated September 28, 2011, European Patent Application No.
12 :|101862969.

13 First Office Action. Chinese Application No. 2009102093118. Dated: October 19, 2011. |:|

14 Chinese Office Action dated September 8, 2011, Chinese Patent Application No. 2009102079125. |:|

  
If you wish to add additional non-patent literature document citation information please click the Add button Add

EXAMINER SIGNATURE

Examiner Signature (Jeremiah Avery/ Date Considered 12/14/2012

*EXAMINER: Initial if reference considered, whether or not citation is in conformance with MPEP 609. Draw line through a
citation if not in conformance and not considered. Include copy of this form with next communication to applicant.

 

1 See Kind Codes of USPTO Patent Documents at www.USPTO.GOV or MPEP 901.04. 2 Enter office that issued the document, by the two-letter code (WIPO
Standard ST.3). 3 For Japanese patent documents, the indication of the year of the reign of the Emperor must precede the serial number of the patent document.
4 Kind ofdocument by the appropriate symbols as indicated on the document under WIPO Standard ST.16 if possible. 5 Applicant is to place a check mark here if
English language translation is attached.
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Receipt date: 11/11/2011 Application Number 10381219 10381219 ~ QAU: 243t

Filing Date 2003-03-20

 

 

IN FORMATION DISCLOSURE

STATEMENT BY APPLICANT

(Not for submission under 37 CFR 1.99)

First Named Inventor David P. Yach

Art Unit |2431

 

 

Examiner Name Jeremiah L. AVERY

Attorney Docket Number I 13210—1465

   
 

CERTIFICATION STATEMENT

Please see 37 CFR 1.97 and 1.98 to make the appropriate selection(s):

That each item of information contained in the information disclosure statement was first cited in any communication

I: from a foreign patent office in a counterpart foreign application not more than three months prior to the filing of the
information disclosure statement. See 37 CFR 1.97(e)(1).

 

0R

That no item of information contained in the information disclosure statement was cited in a communication from a

foreign patent office in a counterpart foreign application, and, to the knowledge of the person signing the certification

after making reasonable inquiry, no item of information contained in the information disclosure statement was known to

El any individual designated in 37 CFR 1.56(c) more than three months prior to the filing of the information disclosure
statement. See 37 CFR 1.97(e)(2).

|: See attached certification statement.

|: The fee set forth in 37 CFR 1.17 (p) has been submitted herewith.

E A certification statement is not submitted herewith.
 

SIGNATURE

A signature of the applicant or representative is required in accordance with CFR 1.33, 10.18. Please see CFR 1.4(d) for the
form of the signature.

Signature Date (wwmrlsm 2011-11-11

Name/Print Registration Number 54,948

This collection of information is required by 37 CFR 1.97 and 1.98. The information is required to obtain or retain a benefit by the
public which is to file (and by the USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR

1.14. This collection is estimated to take 1 hour to complete, including gathering, preparing and submitting the completed
application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you
require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, US

Patent and Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND
FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria,
VA 22313-1450.
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Receipt date: tt/t t1/2011 10381219 ~ GAU: 2431

Privacy Act Statement
 

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your submission of the

attached form related to a patent application or patent. Accordingly, pursuant to the requirements of the Act, please be advised
that: (1 } the general authority for the collection of this information is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited

is voluntary; and (3) the principal purpose for which the information is used by the U.S. Patent and Trademark Office is to
process and/or examine your submission related to a patent application or patent. If you do not furnish the requested
information, the U.S. Patent and Trademark Office may not be able to process and/or examine your submission, which may

result in termination of proceedings or abandonment of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1. The information on this form will be treated confidentially to the extent allowed under the Freedom of Information Act
(5 U.S.C. 552) and the Privacy Act (5 U.S.C. 552a). Records from this system of records may be disclosed to the

Department of Justice to determine whether the Freedom of Information Act requires disclosure of these record 5.

2. A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence to a
court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of settlement
negotiations.

3. A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a
request involving an individual, to whom the record pertains, when the individual has requested assistance from the

Member with respect to the subject matter of the record.

4. A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need for

the information in order to perform a contract. Recipients of information shall be required to comply with the
requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m).

5. A record related to an International Application filed under the Patent Cooperation Treaty in this system of records
may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property Organization, pursuant

to the Patent Cooperation Treaty.

6. A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of

National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(c)).

7. A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services, or

his/her designee, during an inspection of records conducted by GSA as part of that agency's responsibility to
recommend improvements in records management practices and programs, under authority of 44 U.S.C. 2904 and

2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection of records for this
purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall not be used to make
determinations about individuals.

8. A record from this system of records may be disclosed, as a routine use, to the public after either publication of
the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a record
may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record was filed in

an application which became abandoned or in which the proceedings were terminated and which application is
referenced by either a published application, an application open to public inspections or an issued patent.

9. A record from this system of records may be disclosed. as a routine use, to a Federal, State, or local law

enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation.
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Application/Control No. Applicant(s)/Patent Under
Reexamination

Search Notes 10381219 YACH ET AL.

“mum" | mm" H | | Examiner Art UnitJEREMIAH AVE 2431                           
SEARCHED

——~ma_-m_-m
12/1 4/2012

SEARCH NOTES
 

 

 

 Search Notes Date Examiner

Updated EAST Search 12/14/2012 JLA

Updated Keyword Search within Class 711, subclass 100, Class 713, 12/14/2012
subclasses 1, 176, 187 and 1890lass 395, subclass 682 and Class 719,
subclass 328

Updated Inventor Search 12/14/2012

Assignee Search 12/14/2012
IEEE Search 12/14/2012 JLA

Consulted WQAS with regards to claim 166. Said claim was found to be 12/14/2012 JLA

statutory.

 
 

INTERFERENCE SEARCH

—_~ma_-m_-m
((mobile or portable or cell or cellular or phone or 12/14/2012 JLA
telephone or laptop or PDA or (pocket near pc) or
(personal hear digital near assistant)) and (digital near
signature) and ((API or (Application near programming
near interface)) same (access$ with (restrict$ or prohibit$
or prevent$ or block$4 or halt$3 or deny$3 or denial or
stoo or stOoooin . .

 

 

US. Patent and Trademark Office Part of Paper No. 1 20121214
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Application Number 10381219

Filing Date 2003-03-20

INFORMATION DISCLOSURE First Named Inventor YACH, David P.

STATEMENT BY APPLICANT Art Unit l2431
(Not for submission under 37 CFR 1.99)

Examiner Name AVERY, Jeremiah L.

Attorney Docket Number I 13210-1465/KL
 

 

 

   
 

 

 

U.S.PATENTS Remove

Examiner Cite Kind Name of Patentee or Applicant Pages,Columns,Lines where
. . ,, Patent Number Issue Date . Relevant Passages or RelevantInitial No Code1 of Cited Document .

Figures Appear

1

If you wish to add additional US Patent citation information please click the Add button. Add

U.S.PATENT APPLICATION PUBLICATIONS Remove

Examiner . Publication Kind Publication Name of Patentee or Applicant Pages,Columns,Lines where
. . * Cite No . Relevant Passages or RelevantInitial Number Code1 Date of Cited Document

Figures Appear    
 

If you wish to add additional U.S. Published Application citation information please click the Add button. Add

FOREIGN PATENT DOCUMENTS Remove

 

 

 

 

Name of Patentee or Pages,Columns,Lines
Examiner Cite Foreign Document Country Kind Publication A licant of cited where Relevant
Initial" No Number3 Code2 i Code4 Date pp Passages or RelevantDocument .

Figures Appear

RESEARCH IN MOTION

1 02/25409 WO 2002-03-28 LIMITED |:|

RESEARCH IN MOTION

2 101694687 CN 2010-04-14 LIMITED |:|
    
 

If you wish to add additional Foreign Patent Document citation information please click the Add button Add

NON-PATENT LITERATURE DOCUMENTS Remove
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Receipt date: 02/02/2012 Application Number 10381219 10381219 ~ DAD: 2431

Filing Date 2003-03-20

INFORMATION DISCLOSURE First Named Inventor YACH, David P.

STATEMENT BY APPLICANT Ar, Unit I 2431
(Not for submission under 37 CFR 1.99)

Examiner Name AVERY, Jeremiah L.

Attorney Docket Number I 13210—1465/KL

. . Include name of the author (in CAPITAL LETTERS), title of the article (when appropriate), title of the itemExaminer Cite . . . . .
. . ,, (book, magazrne, Journal, serial, symposrum, catalog, etc), date, pages(s), volume-Issue number(s), T5Initials No . . .

publisher, crty and/or country where published.

1 Notice of Abandonment. Canadian Application No. 2,422,917. Dated: November 15, 2011. El

2 Notice of Allowance. Canadian Application No. 2,422,917. Dated: September 27, 2010. |:|

3 Office Action. Canadian Application No. 2,422,917. Dated: March 4, 2009. |:|

4 Office Action. Canadian Application No. 2,422,917. Dated: March 13, 2008. |:|

5 Written Opinion. Application No. PCT/CA01/01344. Dated: May 28, 2002. |:|

6 International Search Report. Application No. PCT/CA01/01344. Dated: April 22,2002. :|

7 Preliminary Examination Report. Application No. PCT/CA01/01344. Dated: November 15, 2002. |:|

8 Communication under Rule 51(4) EPC. European Application No. 019739010. Dated: May 6, 2005. |:|

9 Communication of a notice of opposition. European Application No. 019739010 Dated: August 21, 2006. |:|

10 Observations to opposition. European Application No. 019739010 Dated: May 7, 2007. |:|
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Receipt date: 02/02/2012 Application Number 10381219 10381219 ~ 0A0: 2431
 

 

 

 

Filing Date 2003-03-20

INFORMATION DISCLOSURE First Named Inventor YACH, David P.
STATEMENT BY APPLICANT A” U .. . nit I 2431(Not for submisswn under 37 CFR 1.99)

Examiner Name AVERY, Jeremiah L.   
Attorney Docket Number I 13210—1465/KL 

11 HANDBUCH DER CHIPKARTEN, "Sicherung der Datenubertragung" |:|

Summons to attend oral proceedings pursuant to Rule 115(1) EPC. European Application No. 019739010. Dated: :l12 March 20, 2008.  

 

 

 

 

 

13 Brovision of a copy of the minutes in accordance with Rule 124(4) EPC. European Application No. 019739010. Elated. December 22, 2008.

14 gtltnglggLéaoBy dgcision in Opposition proceedings (Art. 101(3)(a) and 106(2) EPC). European Application No. El. . ated. December 22, 2008.

15 First Office Action (English translation). Chinese Application No. 018192009. Dated: August 26, 2005. :I

16 Second Office Action (English translation). Chinese Application No. 018192009. Dated: May 30, 2008. |:|

17 Rejection Decision (English translation). Chinese Application No. 018192009. Dated: September 26, 2008. |:|

18 Request for Reexamination. Chinese Application No. 018192009. Dated: December 24, 2008. :I

19 Third Office Action (English translation). Chinese Application No. 018192009. Dated: April 17, 2009. |:|

20 Certificate of Invention Patent (English translation). Chinese Application No. 018192009. Dated: December 23, 2009. |:|

Noting of loss of rights pursuant to Rule 112(1) EPC. European Application No. 05024661 .0. Dated: December 16, El21 2011.
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Receipt date: 02/02/2012 Application Number 10381219 19381219 ~ CAD: 2431
 

 

 

 

Filing Date 2003-03-20

INFORMATION DISCLOSURE First Named Inventor YACH, David P.
STATEMENT BY APPLICANT A” u .. . nit I 2431(Not for submisswn under 37 CFR 1.99)

Examiner Name AVERY, Jeremiah L.   
Attorney Docket Number I 13210—1465/KL 

 

 

 

 

22 Communication under Rule 71(3) EPC. European Application No. 050246610. Dated: June 29, 2011. |:|

23 Extended European Search Report (EESR). European Application No. 050246610. Dated: May 15, 2009. :I

24 Communication under Rule 71(3) EPC. European Application No. 050246628. Dated: February 10, 2010. |:|

25 Extended European Search Report (EESR). European Application No. 050246636. Dated: May 15, 2009. |:|

26 Communication under Rule 71(3) EPC. European Application No. 050246630. Dated: February 10, 2010. :I

27 Extended European Search Report (EESR). European Application No. 101836559. Dated: December 30, 2010. |:|

28 Extended European Search Report (EESR). European Application No. 101839975. Dated: December 21, 2010. |:|

29 ISO/IEC 7816-4 Part 4: "lnterindustry commands for interchange" XP002269400 :I 

  
If you wish to add additional non-patent literature document citation information please click the Add button Add

EXAMINER SIGNATURE

*EXAMINER: Initial if reference considered, whether or not citation is in conformance with MPEP 609. Draw line through a

citation if not in conformance and not considered. Include copy of this form with next communication to applicant.

 

 

1 See Kind Codes of USPTO Patent Documents at wwaSPTOGOV or MPEP 901.04. 2 Enter office that issued the document, by the two-letter code (WIPO
Standard ST.3). 3 For Japanese patent documents, the indication of the year of the reign of the Emperor must precede the serial number of the patent document.
4 Kind ofdocument by the appropriate symbols as indicated on the document under WIPO Standard ST.16 if possible. 5 Applicant is to place a check mark here i'
English language translation is attached.
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Receipt date: 02/02/2012 Application Number 10381219 10381219 ~ SAU: 243t
 

 

 

 

Filing Date 2003-03-20

INFORMATION DISCLOSURE First Named Inventor YACH, David P.
STATEMENT BY APPLICANT A” U .. . nit I 2431(Not for submisswn under 37 CFR 1.99)

Examiner Name AVERY, Jeremiah L.   
Attorney Docket Number I 13210—1465/KL 

CERTIFICATION STATEMENT

Please see 37 CFR 1.97 and 1.98 to make the appropriate selection(s):

That each item of information contained in the information disclosure statement was first cited in any communication

I: from a foreign patent office in a counterpart foreign application not more than three months prior to the filing of the
information disclosure statement. See 37 CFR 1.97(e)(1).

 

0R

That no item of information contained in the information disclosure statement was cited in a communication from a

foreign patent office in a counterpart foreign application, and, to the knowledge of the person signing the certification

after making reasonable inquiry, no item of information contained in the information disclosure statement was known to

El any individual designated in 37 CFR 1.56(c) more than three months prior to the filing of the information disclosure
statement. See 37 CFR 1.97(e)(2).

|: See attached certification statement.

|: The fee set forth in 37 CFR 1.17 (p) has been submitted herewith.

E A certification statement is not submitted herewith.
 

SIGNATURE

A signature of the applicant or representative is required in accordance with CFR 1.33, 10.18. Please see CFR 1.4(d) for the
form of the signature.

Signature Date (WW-MM-DD) 2012-02-02

Name/Print Registration Number 54948

This collection of information is required by 37 CFR 1.97 and 1.98. The information is required to obtain or retain a benefit by the
public which is to file (and by the USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR

1.14. This collection is estimated to take 1 hour to complete, including gathering, preparing and submitting the completed
application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you
require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, US.

Patent and Trademark Office, US. Department of Commerce, PO. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND
FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria,
VA 22313-1450.
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Receipt date: 02/02/2012 10381219 ~ GAU: 2431

Privacy Act Statement
 

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your submission of the

attached form related to a patent application or patent. Accordingly, pursuant to the requirements of the Act, please be advised
that: (1 } the general authority for the collection of this information is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited

is voluntary; and (3) the principal purpose for which the information is used by the U.S. Patent and Trademark Office is to
process and/or examine your submission related to a patent application or patent. If you do not furnish the requested
information, the U.S. Patent and Trademark Office may not be able to process and/or examine your submission, which may

result in termination of proceedings or abandonment of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1. The information on this form will be treated confidentially to the extent allowed under the Freedom of Information Act
(5 U.S.C. 552) and the Privacy Act (5 U.S.C. 552a). Records from this system of records may be disclosed to the

Department of Justice to determine whether the Freedom of Information Act requires disclosure of these record 5.

2. A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence to a
court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of settlement
negotiations.

3. A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a
request involving an individual, to whom the record pertains, when the individual has requested assistance from the

Member with respect to the subject matter of the record.

4. A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need for

the information in order to perform a contract. Recipients of information shall be required to comply with the
requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m).

5. A record related to an International Application filed under the Patent Cooperation Treaty in this system of records
may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property Organization, pursuant

to the Patent Cooperation Treaty.

6. A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of

National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(c)).

7. A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services, or

his/her designee, during an inspection of records conducted by GSA as part of that agency's responsibility to
recommend improvements in records management practices and programs, under authority of 44 U.S.C. 2904 and

2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection of records for this
purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall not be used to make
determinations about individuals.

8. A record from this system of records may be disclosed, as a routine use, to the public after either publication of
the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a record
may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record was filed in

an application which became abandoned or in which the proceedings were terminated and which application is
referenced by either a published application, an application open to public inspections or an issued patent.

9. A record from this system of records may be disclosed. as a routine use, to a Federal, State, or local law

enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation.

  
 

ALL REFERENCE-3E3 CONSIDEREB EXCEPT WHERE LINED TH RQUQH. MAJEFSWeb2.1_17

Page 137 of1415



Page 138 of 1415

EAST Search History

EAST Search History

EAST Search History (Prior Art)

Search Query EDefault Operator

(@ad<"20000921" @pd< "20000921"
E@rlad<"20000921") and ((API or

(Application near program$4 near

Einterface)) same (signature or key)) and
E(authentic$ or verify$ or verification) and
(mobile or portable or cell or cellular or

Ephone or telephone or laptop or PDA or
E(pocket near pc) or (personal near digital
near assistant))\ “““finfifi‘ “““fis‘sfi‘fin: a2‘a‘s\st‘s‘s\st‘s\staan“2‘2‘a‘s\st‘s‘sta‘s\staan“2‘2"s‘s\st‘s\“““\““\“““““« ““‘\“““\““e ““\““\““‘““‘“““““““““““““

E(719/328.chs. or 711/100.ccls. or

E713/1.ccls. or 713/176.ocls. or
E713/187ccls. or 713/189.ccls. or

L2 and ((authentic$ or verify$ or

Everification) with signature)

107983 3 (@ad<"20000921" @pd<"20000921" 3

3 E@rlad<"20000921") and ((eras$ or purg$
Eor delet$ or expung$ or eliminat$ or ‘
Eeradicat$ or clear$5 or remov$5 or dump$E
Eor flush$) near$ (software or application orE
Eprogram or trojan)) and (authentic$ or ‘

Everify$ or verification) and (mobile or
Eportable or cell or cellular or phone or 5
Etelephone or laptop or PDA or (pocket near§
Epc) or (personal near digital near 3

\ ““uuou \uuuuu“uuu\ aaaaaaauaa\aaaaaaauaaaaaaaaa\uaaaaaaaaa\aaaaaaauaa\aaaaaaauaa\aaaaaaa\uuauuuuauauuu\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\

L4 and ((unauthentic$ or unverify$ or

Eunverifi$) or ("not" near (authentic$ or
Everify$ or veritication)))

L5 and (digital near signature)

L6 and access$

EL7 and (API or (application near
Eprogram$4 near interface))

EIS and ((API or (Application near

Eprogramming near interface)) same
E(access$ with (restrict$ or prohibit$ or

 
  1L0 E2! E(YACH- DAVID- P.in. or BROWN- MICHAEL- EEUS— EEOR EEON
 

 
012/12/1 
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EAST Search History

58.i.n or Ll'l'l'LE— HERBERT- A.i.n ) and ((API 5PGIPUB;5 508:19

5or (Application near programming near 5U8PAT;5
5interface)) same (access$ with (restrict$ or5EPO 5
5prohibit$ or prevent$ or block$4 or halt$3
5or deny$3 or denial or stop or 5

5(research- in- motion- limited. as.) and ((API
5or (Application near programming near 5
interface)) same (access$ with (restrict$ or5

5prohibit$ or prevent$ or block$4 or halt$3

5or deny$3 or denial or stop or 5

5(digital near signature) and (authentic$ or 5 009/02/2
5verify$ or verilicat$) and (virtual near 11:23 5
5machine) and ((API) or (Application near 5 5 5
5programming near interface)) and ((deny$5
5or denies or denial) same (digital near .
5signature)) and ((eras$ or purg$ or delet$5
5or expung$ or eliminat$ or eradicat$ or ‘

5clear$5 or remov$5) same (digital near

5signature)) and (@ad<"20000921"

581 and (portab$ or mobile or handheld or 5 5 009/02/2
laptop or pda or cell or cellular) 51124 5

5% and wireless

5(digital near signature) and (authentic$ or 5 009/02/2
5verify$ or veriticat$) and (java or (virtual 11:28 ‘
5near machine)) and ((API) or (Application 5 5
near programming near interface)) and ‘

5((deny$ or denies or denial) same (digital
near signature)) and ((eras$ or purg$ or

5delet$ or expung$ or eliminat$ or eradicat$5
5or olear$5 or remov$5) same (digital near
5signature)) and (@ad<”20000921" 5

5verify$ or veriticat$ or validat$ or valid)
5and (java or (virtual near machine)) and

585 and ((deny$ or denies or denial) same
5(digital near signature)) and ((eras$ or 5
5purg$ or delet$ or expung$ or eliminat$ or55
5eradicat$ or clear$5 or remov$5 or revok$55
5 revocat$) same (digital near signature ‘

5 and (((portable or portability or mobi e 3

5or handheld or cell or cellular) near phone)5 

588 and (hash$ or (one?way or (one near
5way)))

 
589 and ((secure near hash near algorithm) 5 009/02/2

5or 8HA?1) 511:39 5
55|15s1o and public and private 5|us- 5|on 5|ON

  
009/ 02/205 
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EAST Search History

= 009/02/2

$or (8HA1 of 8HA?1)) or (hash$ or (one?
ay or (one near way))))

13 and ((public or private) same key)

$814 and (((portable or portability or mobile;
$or handheld or cell or cellular) near phone);
$or laptop or pda) same (((secure near ;
$hash near algorithm) or (8HA1 of 8HA?1));
$or (hash$ or (one?way or (one near 3
$Way)))) :

$814 and (((portable or portability or mobile;
$or handheld or cell or cellular) near phone)
$or laptop or pda) and (((secure near hash
$near algorithm) or (8HA1 of 8HA?1)) or ‘

$816 and wireless

$85 and ((deny$ or denies or denial) same

§access$) and ((eras$ or purg$ or delet$ or;
$expung$ or eliminat$ or eradicat$ or :
$clear$5 or remov$5 or revok$ or revocat$);
$same (software or program or 3
$application))

$818 and (((portable or portability or mobile;
$or handheld or cell or cellular) near (device;
$or computer or apparatus or phone)) or ‘

$819 and ((secure near hash near algorithm; ; 009/02/2
$or (8HA1 of 8HA?1)) or (hash$ or (one? 312:26 =

$818 and (((portable or portability or mobile; 3 009/02/2
$or handheld or cell or cellular) near (device; '5 5 ' 5
$or computer or apparatus or phone)) or ‘
laptop or pda)

$821 and ((secure near hash near algorithm;
$or (8HA1 of 8HA?1)) or (hash$ or (one? ‘
$way or (one near way)))) : = = =

$822 and wireless ; 009/02/2
3 s i 12:28 3

$822 and ((public or private) near key) 009/02/2

;(dIgital near signature) and (authentic$ or
$verify$ or veriiicat$ or validat$ or valid)
$and (java or (virtual near machine)) and

$825 and ((deny$ or denies or denial) same U8- : 009/03/0
$access$) and ((eras$ or purg$ or delet$ or ;;;PGPUB ;15:09 3
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EAST Search History

  

Eexpung$ or eliminat$ or eradicat$ or EUSPAT
Eclear$5 or remov$5 or revok$ or revocat$)E E
Esame (software or program or E
Eapplication))“E““E‘E‘N “““fincfinfisa 2cE2c2caE2\2caa“2‘2‘2‘E2E2caE2c2cE2E2\2can“2‘2‘2‘E2c2caE2c2cE2E2c“E““E‘fi‘afinfififi““““““““““““““““““““““““““““““““““““““““““

x “mm“... ..............

E .mmnm..............

E826 and (((portable or portability or mobileE
Eor handheld or cell or cellular) near (deviceE
Eor computer or apparatus or phone)) or ‘..‘...\ u....u....u....umm“.........m...u....umm...u......u...‘.....u..........u......~ ..u.....u...u.: .“mu“...muu...“ ................

E827 and (SIM or (subscriber near identi$
near module))

EQS and (((portable or portability or mobileE
Eor handheld or cell or cellular) near (deviceE
Eor computer or apparatus or phone)) or ‘
Elaptop or pda) and (SIM or (Subscriber

E829 and (display or visual) and (API or
(application near program$ near

E828 and (display or visual) and (API or
(application near program$ near

E(digital near signature) and (authentic$ or
Everify$ or verificat$ or validat$ or valid) ‘
Eand (java or (virtual near machine)) and

E832 and ((deny$ or denies or denial) sameE
Eaccess$) and ((eras$ or purg$ or delet$ orE
Eexpung$ or eliminat$ or eradicat$ or .
Eclear$5 or remov$5 or revok$ or revocat$)§
Esame (software or program or ‘
Eapplication))

E833 and (((portable or portability or mobileE
Eor handheld or cell or cellular) near (deviceE
Eor computer or apparatus or phone)) or ‘

E834 and ((secure near hash near algorithmE
Eor (SHA1 of SHA?1)) or (hash$ or (one?

5 and ((pub Ic or prIvate) near ey)

E836 and (hash$ or (one?way or (one near
Eway))) E

887 and (digital near signature) and

E((authentic$ or verify$ or verification) nearE
Esignature

E838 ard (signature near (hash$ or (one?
Eway or (one near way))))

d (signature same (hash$ or (one?
(one near way)))) E

E887 ard (digital near signature) and
E((authentic$ or verify$ or verification or
Evalid$)

......................................................................................................................................................................

E 009/03/0
E15:09 e

 
 

E 009/03/0
E15:14 =

. 009/03/0
E1524 3

E 009/03/0
E1528 ‘

E 009/03/06E

E 009/03/0
E 6:51

09/ 03/

E1651

. 009/03/0 E

E 009/03/0=16:52

 
009/03/0

E1653 3

 
 T5“; E841 ard (signature same((hash$ or (one? EEUS— EEOR E
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EAST Search History

  
 

  
 

 
 

  
 

 
 
 

 
 
 
  
 
 
 

 
 

$way or (one near way)))) 3PGPUB;33 33 316:57 
 

 
 

$(digital near signature) and (authentic$ or 3 009/10/2
$verify$ or verificat$ or validat$ or valid) ‘ ‘ ' ‘
$and (java or (virtual near machine)) and

 

$843 and ((deny$ or denies or denial) same3
$access$) and ((eras$ or purg$ or delet$ or;
$expung$ or eliminat$ or eradicat$ or .
$clear$5 or remov$5 or revok$ or revocat$)3
$same (software or program or 3

 

 
 

$ 4 and (((portable or portability or mobI e3
$or handheld or cell or cellular) near (devioe3
$or computer or apparatus or phone)) or ‘

 

$845 and ((secure near hash near algorithm3
$or (8HA1 of 8HA?1)) or (hash$ or (one? ‘
 

84$6 and ((public or private) near key)

“mumm- ....m....m..m\ ..nm.n....nm.n....‘.‘....n.mn....nm.n....‘......n.mn..m..m.mm.mm...............................................................

$847 and (hash$ or (one?way or (one near
$WBY))) ‘

$848 and (digital near signature) and “““““““““““““““““
$((authentic$ or verify$ or verification or

$valid$) near signature)

 

 
 

 
 

 
 

 

 
 
 

  
  

 
 
 

$849 and (signature same (hash$ or (one?
$way or (one near way))))

““uuuud \uuuuu“uuu\ ac\aaacu\a\ac\a\acu\aaac\a\a\u\aaac\a\a\ac\aaacu\a\ac\aaacu\a\ac\a\acu“uuuuauuauuué uu““uuuu\2 auuuuauuauuuu“\\\\\\\\\\\\\\\\

$849 and ((eras$ or purg$ or delet$ or
$expung$ or eliminat$ or eradicat$ or _
$clear$5 or remov$5 or revok$ or revocat$)3
‘ ar (software or program or application ‘

$849 and (virtual near machine)

 
 

 

@ad<"20000921" @prad<"20000921")

$and ((eras$ or purg$ or delet$ or expung$3
$or eliminat$ or eradicat$ or clear$5 or 3
remov$5 or revok$ or revocat$) near

‘ ftware or program or application))

$ 3 and (digital near signature) and
(authentic$ or verify$ or verificat$) and

$(java or (virtual near machine)) and ((API)3
$or (Application near programming near
$interface)) and ((deny$ or denies or denial3
$or unauthentic$ or unverif$4) same (digital3
$near signature)) and ((eras$ or purg$ or ‘

$delet$ or expung$ or eliminat$ or eradicat$3
$or olear$5 or remov$5))\ “\uuuu“: ““uuuuu“uk a\a\u\aaac\a\a\ac\aaacu\a\ac\aaacu\a\ac\a\acu\aaac\a\a\u\aaac\a\a\ac\aa“\uuu“uuuuu“2 uuuauuuauu‘ ““uuuu‘uu‘uuu\\\\\\\\\\\\\\\\

$853 and (digital near signature) and
$(authentic$ or verify$ or verificat$) and 3
$(java or (virtual near machine)) and ((API)
$or (Application near programming near 3
$interface)) and ((deny$ or denies or denial3
$or unauthentIc$ or unverif$4) near (digital

  
  

  
 

 
 

   
  
  
 

  

 

 
 

 

 
 

 
   
  
  
  
 

 
 

 
.......................................................................................................................................................................................................
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EAST Search History 

$856 $62 $853 and (digital near signature) and $U8— $OR
(authentic$ or verify$ or verificat$) and PGPUB;$

$(java or (virtual near machine)) and ((API);U8PAT
$or (Application near programming near g
interface))

$856 and ((deny$ or denies or denial or
$unauthentic$ or unverif$4) same (digital
near signature)) and ((eras$ or purg$ or

$delet$ or expung$ or eliminat$ or eradicat$
Clear$5 or remov$5))

$( Igital near signature) and (authentic$ or
§verify$ or veriticat$) and (mobile or

$portable or cell or cellular or phone or :

$telephone or laptop or PDA or (pocket near$ EPO
$po) or (personal near digital near g
$assistant)) and ((API) or (Application near

$programming near intertace)) and ((deny$$
$or denies or denial) same (digital near .
$signature)) and ((eras$ or purg$ or delet$

$or expung$ or eliminat$ or eradicat$ or ‘
$clear$5 or remov$5) same (software or
$application or program)) and
(@ad<"20000921" @pd< "20000921"

$858 and (virtual near machine)

$858 and ((haSh$ or (one?way or (one near$ US—
$WaY)) 0r abridg$) same key) =

860 and ($2crypt$ or $20ipher$)

861 and access$

$711/100.ccls. or 713/1.ccls. or
$713/176.ocls. or 713/187.ccls. or
$713/189.ccls. or 395/682.cxr. and (API or
$(application near programming near

$interface)) and (mobile or portable or cell ‘
$or cellular or phone or telephone or laptop
$or PDA or (pocket near p0) or (personal ‘

$near digital near assistant)) and (digital

864 and (@ad< "20000921 "
@pd<"20000921" @rlad<"20000921")

$865 and ((digital near signature) near$4
E:(authentic$ or verify$ or verificat$))

gom

 
2009/11/24

$1053 3

s 010/08/2

$1450 ‘

a 010/08/2

a 010/08/2 3
$1452 =

s 010/08/2

$15:o4 s
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EAST Search History

I(719/328.ccls. or 711/100.ccls. or

I713/1. ccls. or 713/176. ccls. or
I713/187. ccls. or 713/189. ccls. or
I395/682.cxr.) and (API or (application nearI
Iprogramming near interface)) and (mobile

Ior portable or cell or cellular or phone or I
Itelephone or laptop or PDA or (pocket nearI
Ipc) or (personal near digital near =
‘ istant)) and (digital near signature)

I 7 and ((digital near signature) near$4
I(authentic$ or verify$ or verificat$)) 
 

 

 

 

 
 
 

  
  
  

 
  

   
  
  

  
 
 

  
   
  
  
  
 

  

   
  

 

  
 

 

 

 
I868 and (@ad<"20000921"
I@pd< "20000921 I @Ilad< "20000921 I)

 869 and access$

I ......‘......: ..u.....u...u...\ u....I.....u....I.mm“.........m...u....I.mm...u......I...“.....u..........u......~ “mu...“uu. ....................

I870 and ((public and private) near key)

 

 
I(digital near signature) and (authentic$ or
Iverify$ or verilicat$) and (mobile or ‘

Iportable or cell or cellular or phone or I
Itelephone or laptop or PDA or (pocket nearI
Ipc) or (personal near digital near
Iassistant)) and ((API) or (Application near

Iprogram$5 near interface)) and ((deny$ orI
Idenies or denial) same (digital near
Isignature)) and ((eras$ or purg$ or delet$I
Ior expung$ or eliminat$ or eradicat$ or ‘

Iclear$5 or remov$5) same (software or
Iapplication or program)) and
(@ad<"20000921" @pd< "20000921"
@Ilad<"20000921")

 
 

 
 

 
 
 

 

“““cfifiw “““finfi‘nfi‘s IIIIIIIaIIIIIIIII“IIfiItIIIIIaIIIIIIIIIIIIIIn“IIfiItIIIIIaIIIIIIIIII“““cfifin‘fin‘fi‘fiIIIIIIIIIIIIIIIIIIIIIIIIIIIIIII

I871 and ((hash$ OI (one?way or (one nearI
Iway)) or abridg$) same key)

I ......‘......: ..u.....u...u...\ u....I.....u....I.mm“.........m...u....I.mm...u......I...“.....u..........u......~ “mu...“uu. ....................

 I(digital near signature) and (authentic$ or
Iverify$ or verilicat$) and (mobile or I
Iportable or cell or cellular or phone or

Itelephone or laptop or PDA or (pocket nearI
Ipc) or (personal near digital near I
Iassistant)) and ((API) or (Application near
Iprogramming near interface)) and ((deny$
Ior denies or denial) same (digital near
Isignature)) and ((eras$ or purg$ or delet$
Ior expung$ or eliminat$ or eradicat$ or I
Iclear$5 or remov$5) neaI$ (software or

Iapplication or program)) and
(@ad<"20000921" @pd< "20000921"

 

“mumm- ....m....m..m\ ..I.m.n....I.m.n....I.I....I..mn....I.m.n....I......I..mn..m..m.mm.mm.........................................

  I874 and ((hash$ or (one?way or (one nearI US-
Iway)) or abridg$) near key) =

. 010/08/2
I15:o7 I

010/08/24I

I15:o7 I

I 010/08/2
$153111 5

I 010/08/2 I
I15:12 I 
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EAST Search History

 
 

 
 

  
 

 
 

  
 
 

 
 

\ “\uuuu“: ““uuuuu“ut a\a\u\aaae\a\a\ae\aaaeu\a\ae\aaaeu\a\ae\a\aeu\aaae\a\a\u\aaae\a\a\ae\aa“\uuu“uuuuu“: uuuauuuauu‘ ““uuuu‘uu‘uuu\\\\\\\\\\\\\\\\

$870 and (((deny or denying or denial or :
§restrict$ or prohibit$) near access$) same
§(AP| or (Application near program$5 near ‘
 

§S7O and (((deny or denying or denial or =
restrict$ or prohibit$) near$ access$) same:

§(AP| or (Application near program$5 near §
nterface)))

 
 

 70 and (((deny or denying or denied or

§denial or restrict$ or prohibit$) near$

§access$) same (API or (Application near\ ......‘......: ..u.....u...u...\ u....u....u....umm“.........m...u....umm...u......u...‘.....u..........u......~ ..u.....u...u.: .“mu“...muu...“ ................
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Application/Control No. Applicant(s)/Patent Under Reexamination

Issue Classrfrcatlon 10381219 YACH ET AL

JEREMIAH AVERY 2431

ORIGINAL INTERNATIONAL CLASSIFICATION

||

II-IIIII-II-
SUBCLASS CLAIMED NON-CLAIMED

21 /0012008.o1.o1) 

 

CROSS REFERENCE(S)

SUBCLASS (ONE SUBCLASS PER BLOCK)
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8L0

 

 

 

   
 
 

 

 
 

 

 

 

 

 

 
 

 

 

 

El Claims renumbered in the same order as presented by applicant El CPA El T.D. I] R.1.47

1 37 73 109 145 16 181 52 217 88 253

2 38 74 110 148 17 182 53 218 89 254

3 39 75 111 147 18 183 54 219 90 255
4 4O 76 112 148 19 184 55 220 91 256

5 41 77 113 149 20 185 58 221 92 257

8 42 78 114 150 21 188 57 222 93 258

7 43 79 115 151 22 187 58 223 94 259

8 44 80 118 152 23 188 59 224 95 280

9 45 81 117 153 24 189 60 225 98 281

10 48 82 118 154 25 190 81 228 97 282
11 47 83 119 155 26 191 62 227 98 263

12 48 84 120 158 27 192 83 228 99 284

13 49 85 121 157 28 193 84 229 100 285
14 5O 86 122 158 29 194 65 230 101 266

15 51 87 123 159 30 195 88 231 102 287

18 52 88 124 180 31 198 87 232 103 288

        
 

/JEREM|AH AVERY/

Examiner.Art Unit 2431 12/14/12 Total Claims Allowed:
112

(Assistant Examiner) (Date)
/NATHAN FLYNN/

Supervisory Patent Examiner.Art Unit 2431 12/14/2012 0.6. Print Claim(s) 0.6. Print Figure

(Primary Examiner) (Date) 166 3A
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Examiner.Art Unit 2431 12/14/12 Total Claims Allowed:
112

(Assistant Examiner) (Date)
/NATHAN FLYNN/

Supervisory Patent Examiner.Art Unit 2431 12/14/2012 0.6. Print Claim(s) 0.6. Print Figure 
(Primary Examiner) (Date) 166 3A
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Receipt date: tt/tt/gett 10381219~C§AUz2431
Eessstsm &, *sw
INTELLECTUAL PROPERTY LAW

 

November 11, 2011 Kendrick Lo B.A.Sc. (Eng. Sci.), MBA, LL.B.
416 957 1685 klo@bereskinparr.com

Your Reference: 10/381,219
Our Reference: 13210-1465/KL

SUPPLEMENTAL INFORMATION
DISCLOSURE STATEMENT

Commissioner for Patents
PO. Box 1450

Alexandria, VA
22313—1450

Dear Sir:

Re: U.S. Patent Application No. 10/381,219
For: SOFTWARE CODE SIGNING SYSTEM AND METHOD

Filing Date: March 20, 2003

WWQQ‘WMWWWWNWNM

In accordance with 37 CFR 1.56 and 1‘97(b)(4), the Applicant hereby submits a Supplemental
lnformation Disclosure Statement including (1) a listing, on PTO form SB/O8a, of patents and other

publications of which the Applicant is aware that may be considered material to patentability, and (2) a
copy of foreign and the non-patent literature documents.

The filing of this statement shall be not construed as an admission that the information cited in the

attached statement is, or is considered to be, material to patentability (37 CFR 1.97(h)), nor as an
admission that it constitutes prior art,

Please have the document recorded against the above-mentioned application.

Respectfully submitted,

BERESKIN & PARR LLP/‘SENQRLU s.r.|.

 
Reg. No, 54,948
(416) 364-7311

.I‘Jeremiah Avery/ 12/14/2012 
m; ORGNTQ MESSEESAUQA WATERLGG MONTREAL

ALL REFERENCES; CONSIDEREB EXCEPT WHERE LINED TH RGUQH. MAJ
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UNITED S'I‘A'I‘ES PA'I‘EN'I‘ AND TRADEMARK OFFICE UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Adm'ess COMMISSIONER FCR PATENTSPO BDX1450

Alcxmdda,\’irgmia 2231371450wwwusgtogov

APPLICATION NUMBER FILING OR 371(C) DATE FIRST NAMED APPLICANT ATTY. DOCKET NO./TITLE

 
10/381,219 03/20/2003 David P Yach 13210—1465/KL

CONFIRMATION NO. 9761

95866 POA ACCEPTANCE LETTER

Fleit Gibbons Gutman Bongini & Bianco PL.

551 NW 77th street ||||||||||||l|l|||||l|Illllllllllllll||||l||l|l|||l||l||l||||||||I||||||||||l||||||||l||||00000005608 777
Suite 111

Boca Raton, FL 33487
Date Mailed: 08/23/2012

NOTICE OF ACCEPTANCE OF POWER OF ATTORNEY

This is in response to the Power of Attorney filed 08/16/2012.

The Power of Attorney in this application is accepted. Correspondence in this application will be mailed to the

above address as provided by 37 CFR 1.33.

/atesfai/

 

Office of Data Management, Application Assistance Unit (571) 272—4000, or (571) 272—4200, or 1—888—786—0101

page 1 of 1
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UNITED S'I‘A'I‘ES PA'I‘EN'I‘ AND TRADEMARK OFFICE UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Adm'ess COMMISSIONER FCR PATENTSPO Box1450

Alcxnjidda,\’irgmia 2231371450www.msptogov

APPLICATION NUMBER FILING OR 371(C) DATE FIRST NAMED APPLICANT ATTY. DOCKET NO./TITLE

 
10/381,219 03/20/2003 David P Yach 13210—1465/KL

CONFIRMATION NO. 9761

89951 POWER OF ATTORNEY NOTICE
Bereskin and Parr LLP

S.E.N.C.R.L., s.r.|. ||||||||||||l|l|||||l|Illllllllllllll||||l||l|l|||l||l||l||||||||I|||||||||||||l|||||l||||00000005608 759
40 King Street West
40th Floor

Toronto, ON M5H 3Y2
CANADA

Date Mailed: 08/23/2012

NOTICE REGARDING CHANGE OF POWER OF ATTORNEY

This is in response to the Power of Attorney filed 08/16/2012.

- The Power of Attorney to you in this application has been revoked by the assignee who has intervened as

provided by 37 CFR 3.71. Future correspondence will be mailed to the new address of record(37 CFR 1.33).

/atesfai/

 

Office of Data Management, Application Assistance Unit (571) 272-4000, or (571) 272-4200, or 1-888-786—0101

page 1 of 1
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PTO/SB/96 (07-09)
Approved for use through 07/31/2012. OMB 0651-0031

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid OMB control number.

STATEMENT UNDER 37 CFR 3.73(b)

Applicant/Patent Owner: Research In Motion Limited

Application No./Patent No.: 10/381,219 Filed/Issue Date: March 20, 2003
Titled:

  

SOFTWARE CODE SIGNING SYSTEM AND METHOD

Research In Motion Limited ‘ a Corporation 
(Name of Assignee) (Type of Assignee, e.g., corporation. partnership, university, government agency, etc.

states that it is:

the assignee of the entire right, title, and interest in;

2. D an assignee of less than the entire right, title, and interest in
(The extent (by percentage) of its ownership interest is %); or

3. the assignee of an undivided interest in the entirety of (a complete assignment from one of the joint inventors was made)

the patent application/patent identified above, by virtue of either:

A. An assignment from the inventor(s) of the patent application/patent identified above. The assignment was recorded in
the United States Patent and Trademark Office at Reel 014188 , Frame 0164 , or for Which a
copy therefore is attached.

OR

B. D A chain of title from the inventor(s), ofthe patent application/patent identified above, to the current assignee as follows:
1. From: To:

The document was recorded in the United States Patent and Trademark Office at

Reel , Frame , or for which a copy thereof is attached.

2. From: To:

The document was recorded in the United States Patent and Trademark Office at

Reel , Frame , or for which a copy thereof is attached.

3. From: To:

The document was recorded in the United States Patent and Trademark Office at

Reel , Frame , or for which a copy thereof is attached.

|:| Additional documents in the chain of title are listed on a supplemental sheet(s).

El As required by 37 CFR 3.73(b)(1)(i), the documentary evidence ofthe chain of title from the original owner to the assignee was,
or concurrently is being, submitted for recordation pursuant to 37 CFR 3.11.

[NOTE: A separate copy (i.e., a true copy of the original assignment document(s)) must be submitted to Assignment Division in
accordance with 37 CFR Part 3, to record the assignment in the records ofthe USPTO. fl MPEP 302.08]

The undersigned (whose title is supplied below) is authorized to act on behalf of the assignee.

/Jon A. Gibbons/ 8/16/2012

Signature Date

Jon A. Gibbons Attorney of Record

Printed or Typed Name Title
This collection of information is required by 37 CFR 3.73(b). The information is required to obtain or retain a benefit by the public which is to file (and by the USPTO to
process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.11 and 1.14. This collection is estimated to take 12 minutes to complete, including
gathering, preparing. and submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time
you require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and Trademark Office, U.S.
Department of Commerce, PO. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner
for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.

 

 
If you need assistance in completing the form, call 1-800-PTO-9199 and select option 2.
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection
with your submission of the attached form related to a patent application or patent. Accordingly,
pursuant to the requirements of the Act, please be advised that: (1) the general authority for the
collection of this information is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited is voluntary;
and (3) the principal purpose for which the information is used by the US. Patent and Trademark
Office is to process and/or examine your submission related to a patent application or patent. If you do
not furnish the requested information, the U.S. Patent and Trademark Office may not be able to
process and/or examine your submission, which may result in termination of proceedings or
abandonment of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1.
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The information on this form will be treated confidentially to the extent allowed under the
Freedom of Information Act (5 U.S.C. 552) and the Privacy Act (5 U.S.C 552a). Records from
this system of records may be disclosed to the Department of Justice to determine whether
disclosure of these records is required by the Freedom of Information Act.
A record from this system of records may be disclosed, as a routine use, in the course of
presenting evidence to a court, magistrate, or administrative tribunal, including disclosures to
opposing counsel in the course of settlement negotiations.
A record in this system of records may be disclosed, as a routine use, to a Member of
Congress submitting a request involving an individual, to whom the record pertains, when the
individual has requested assistance from the Member with respect to the subject matter of the
record.

A record in this system of records may be disclosed, as a routine use, to a contractor of the
Agency having need for the information in order to perform a contract. Recipients of
information shall be required to comply with the requirements of the Privacy Act of 1974, as
amended, pursuant to 5 U.S.C. 552a(m).
A record related to an International Application filed under the Patent Cooperation Treaty in
this system of records may be disclosed, as a routine use, to the International Bureau of the
World Intellectual Property Organization, pursuant to the Patent Cooperation Treaty.
A record in this system of records may be disclosed, as a routine use, to another federal
agency for purposes of National Security review (35 U.S.C. 181) and for review pursuant to
the Atomic Energy Act (42 U.S.C. 218(0)).
A record from this system of records may be disclosed, as a routine use, to the Administrator,
General Services, or his/her designee, during an inspection of records conducted by GSA as
part of that agency's responsibility to recommend improvements in records management
practices and programs, under authority of 44 U.S.C. 2904 and 2906. Such disclosure shall
be made in accordance with the GSA regulations governing inspection of records for this
purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall not
be used to make determinations about individuals.

A record from this system of records may be disclosed, as a routine use, to the public after
either publication of the application pursuant to 35 U.S.C. 122(b) or issuance of a patent
pursuant to 35 U.S.C. 151. Further, a record may be disclosed, subject to the limitations of 37
CFR 1.14, as a routine use, to the public if the record was filed in an application which
became abandoned or in which the proceedings were terminated and which application is
referenced by either a published application, an application open to public inspection or an
issued patent.
A record from this system of records may be disclosed, as a routine use, to a Federal, State,
or local law enforcement agency, if the USPTO becomes aware of a violation or potential
violation of law or regulation.
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after making reasonable inquiry, no item of information contained in the information disclosure statement was known to
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application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you
require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S.

Patent and Trademark Office, U.S. Department of Commerce, PO. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND
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VA 22313-1450.
 

EFS Web 2.1.17

Page 171 of1415



Page 172 of 1415

Privacy Act Statement

 

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your submission of the
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result in termination of proceedings or abandonment of the application or expiration of the patent.
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1 . The information on this form will be treated confidentially to the extent allowed under the Freedom of Information Act
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Department of Justice to determine whether the Freedom of Information Act requires disclosure of these record 5.

A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence to a
court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of settlement
negotiations.

A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a
request involving an individual, to whom the record pertains, when the individual has requested assistance from the

Member with respect to the subject matter of the record.

A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need for

the information in order to perform a contract. Recipients of information shall be required to comply with the
requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m).

A record related to an International Application filed under the Patent Cooperation Treaty in this system of records
may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property Organization, pursuant

to the Patent Cooperation Treaty.

A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of

National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(c)).

A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services, or

his/her designee, during an inspection of records conducted by GSA as part of that agency's responsibility to
recommend improvements in records management practices and programs, under authority of 44 U.S.C. 2904 and

2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection of records for this
purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall not be used to make
determinations about individuals.

A record from this system of records may be disclosed, as a routine use, to the public after either publication of
the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a record
may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record was filed in

an application which became abandoned or in which the proceedings were terminated and which application is
referenced by either a published application, an application open to public inspections or an issued patent.

A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law

enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation.
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WO 02/25409 PCT/CA01/01344

Code Signing System And Method

CROSS—REFERENCE TO RELATED APPLICATIONS

This application claims priority from and is related to the following prior applications:

5 "Code Signing System And Method," United States Provisional Application No. 60/234,152,

filed September 21, 2000; "Code Signing System And Method," United States Provisional

Application No. 60/235,354, filed September 26, 2000; and "Code Signing System And

Method," United States Provisional Application No. 60/270,663, filed February 20, 2001.

10 BACKGROUND

1. FIELD OF THE INVENTION

This invention relates generally to the field of security protocols for software

applications. More particularly, the invention provides a code signing system and method that is

particularly well suited for JavaTM applications for mobile communication devices, such as

15 Personal Digital Assistants, cellular telephones, and wireless two-way communication devices

(collectively referred to hereinafter as "mobile devices" or simply “devices”).

2. DESCRIPTION OF THE RELATED ART

Security protocols involving software code signing schemes are known. Typically, such

20 security protocols are used' to ensure the reliability of software applications that are downloaded

from the Internet. In a typical software code signing scheme, a digital signature is attached to a

software application that identifies the software developer. Once the software is downloaded by

a user, the user typically must use his or her judgment to determine whether or not the software

1
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application is reliable, based solely on his or her knowledge of the software developer's

reputation. This type of code signing scheme does not ensure that a software application written

by a third party for a mobile device will properly interact with the device's native applications

and other resources. Because typical code signing protocols are not secure and rely solely on the

5 judgment of the user, there is a serious risk that destructive, "Trojan horse" type software

applications may be downloaded and installed onto a mobile device.

There also remains a need for network operators to have a system and method to maintain

control over which software applications are activated on mobile devices.

There remains a further need in 2.5G and 3G networks where corporate clients or

10 network operators would like to control the types of software on the devices issued to its

employees.

SUNEMARY

A code signing system" and method is provided. The code signing system operates in

15 conjunction with a software application having a digital signature and includes an application

platform, an application programming interface (API), and a virtual machine. The API is

configured to link the software application with the application platform. The virtual machine

verifies the authenticity of the digital signature in order to control access to the API by the

software application.

20 A code signing system for operation in conjunction with a software application having a

digital signature, according to another embodiment of the invention comprises an application

platform, a plurality of APIs, each configured to link the software application with a resource on
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the application platform, and a viitual machine that verifies the authenticity of the digital

signature in order to control access to the API by the software application, wherein the virtual

machine verifies the authenticity of the digital signature in order to control access to the plurality

of APIs by the software application.

5 According to a further embodiment of the invention, a method of controlling access to

sensitive application programming interfaces on a mobile device comprises the steps of loading a

software application on the mobile device that requires access to a sensitive API, determining

whether or not the software application includes a digital signature associated with the sensitive

API, and if the software application does not include a digital signature associated with the

10 sensitive API, then denying the software application access to the sensitive API.

In another embodiment of the invention, a method of controlling access to an application

programming interface (API) on a mobile device by a software application created by a software

developer comprises the steps of receiving the software application from the software developer,

reviewing the software application to determine if it may access the API, if the software

15 application may access the API, then appending a digital signature to the software application, ‘

verifying the authenticity of a digital signature appended to a software application, and providing

access to the API to software applications for which the appended digital signature is authentic.

A method of restricting access to a sensitive API on a mobile device, according to a

further embodiment of the invention, comprises the steps of registering one or more software

20 developers that are trusted to design software applications which access the sensitive API,

receiving a hash of a software application, determining if the software application was designed

by one of the registered software developers, and if the software application was designed by one
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of the registered software developers, then generating a digital signature using the hash of the

software application, wherein the digital signature may be appended to the software application,

and the mobile device verifies the authenticity of the digital signature in order to control access

to the sensitive API by the software application.

5 In a still further embodiment, a method of restricting access to application programming

interfaces on a mobile device comprises the steps of loading a software application on the mobile

device that requires access to one ‘ or more API, determining whether or not the software

application includes a digital signature associated with the mobile device, and if the software

application does not include a digital signature associated with the mobile device, then denying

10 the software application access to the one or more APIs.

BRIEF DESCRIPTION OF THE DRAWINGS

Fig. 1 is a diagram illustrating a code signing protocol according to one embodiment of

the invention;

15 Fig. 2 is a flow diagram of the code signing protocol described above with reference to

Fig. 1;

Fig. 3 is a block diagram of a code signing system on a mobile device;

Fig. 3A is a block diagram of a code signing system on a plurality of mobile devices;

Fig. 4 is a flow diagram illustrating the operation of the code signing system described

30 above with reference to Fig. 3 and Fig. 3A;

Fig. 5 is a flow diagram illustrating the management of the code signing authorities

described with reference to Fig. 3A; and
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Fig. 6 is a block diagram of a mobile communication device in which a code signing

system and method may be implemented.

DETAILED DESCRIPTION

5 Refening now to the drawing figures, Fig. 1 is a diagram illustrating a code signing

protocol according to one embodiment of the invention. An application developer 12 creates a

software application 14 (application Y) for a mobile device that requires access to one or more

sensitive APIs on the mobile device. The software application Y 14 may, for example, be a Java

application that operates on a Java virtual machine installed on the mobile device. An API

10' enables the software application Y to interface with an application platform that may include, for

example, resources such as the device hardware, operating system and core software and data

models. In order to make function calls to or otherwise interact with such device resources, a

software application Y must access one or more APIs. APIs can thereby effectively “bridge” a

software application and associated device resources. In this description and the appended

15 claims, references to API access should be interpreted to include access of an API in such a way

as to allow a software application Y to interact with one or more corresponding device resources.

Providing access to any API therefore allows a software application Y to interact with associated

device resources, whereas denying access to an API prevents the software application Y from

interacting with the associated resources. For example, a database API may communicate with a

20 device file or data storage system, and access to the database API would provide for interaction

‘ between a software application Y and the file or data storage system. A user interface (U1) API '

would communicate with controllers and/or control software for such device components as a
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screen, a keyboard, and any other device components that provide output to a user or accept

input from a user. In a mobile device, a radio API may also be provided as an interface to

wireless communication resources such as a transmitter and receiver. Similarly, a cryptographic

API may be provided to interact with a crypto module which implements crypto algorithms on a

5 device. These are merely illustrative examples of APIs that may be provided on a device. A

device may include any of these example APIs, or different APIs instead of or in addition to

those described above.

Preferably, any API may be classified as sensitive by a mobile device manufacturer, or

possibly by an API author, a wireless network operator, a device owner or operator, or some

10 other entity that may be affected by a virus or malicious code in a device software application.

For instance, a mobile device manufacturer may classify as sensitive those APIs that interface

with cryptographic routines, Wireless communication functions, or proprietary data models such

as address book or calendar entries. To protect against unauthorized access to these sensitive

APIs, the application developer 12 is required to obtain one or more digital signatures from the

15 mobile device manufacturer or. other entity that classified any APIs as sensitive, or from a code

signing authority 16 acting on behalf of the manufacturer or other entity with an interest in

protecting access to sensitive device APIs, and append the signature(s) to the software

application Y 14.

In one embodiment, a digital signature is obtained for each sensitive API or library that

20 includes a sensitive API to which the software application requires access. In some cases,

multiple signatures are desirable. This would allow a service provider, company or network

operator to restrict some or all software applications loaded or updated onto a particular set of
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mobile devices. In this multiple—signature scenario, all APIs are restricted and locked until a

“global” signature is verified for a software application. For example, a company may wish to

prevent its employees from executing any software applications onto their devices without first

obtaining permission from a corporate information technology (IT) or computer services

5 department. All such corporate mobile devices may then be configured to require verification of

at least a global signature before a software application can be executed. Access to sensitive

device APIs and libraries, if any, could then be further restricted, dependent upon verification of

respective corresponding digital signatures.

The binary executable representation of software application Y 14 may be independent of

10 the particular type of mobile device or model of a mobile device. Software application Y 14 may

for example be in a write—once—run-anywhere binary format such as is the case with Java

software applications. However, it may be desirable to have a digital signature for each mobile

device type or model, or alternatively for each mobile device platform or manufacturer.

Therefore, software application Y 14 may be submitted to several code signing authorities if

15 software application Y 14 targets several mobile devices.

Software application Y 14 is sent from the application developer 12 to the code signing .

authority 16. In the embodiment shown in Fig. 1, the code signing authority 16 reviews the

software application Y 14, although‘as described in further detail below, it is contemplated that

the code signing authority 16 may also or instead consider the identity of the application

20 developer 12 to determine whether or not the software application Y 14 should be signed. The

code signing authority 16 is preferably one or more representatives from the mobile device
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manufacturer, the authors of any sensitive APIs, or possibly others that have knowledge of the

operation of the sensitive APIs to which the software application needs access.

If the code signing authority 16 determines that software application Y 14 may access the

sensitive API and therefore should be signed, then a signature (not shown) for the software

5 application Y 14 is generated by the code signing authority 16 and appended to the software

application Y 14. The signed software application Y 22, comprising the software application Y

14 and the digital signature, is then returned to the application developer 12. The digital

signature is preferably a tag that is generated using a private signature key‘18 maintained solely

by the code signing authority 16. For example, according to one signature scheme, a hash of the

10 software application Y 14 may be generated, using a hashing algorithm such as the Secure Hash

Algorithm SHAl, and then used with the private signature key 18 to create the digital signature.

In some signature schemes, the private signature key is used to encrypt a hash of information to

be signed, such as software application Y 14, whereas in other schemes, the private key may be

used in other ways to generate a signature from the information to be signed or a transformed

15 version of the information.

The signed ‘ software application Y 22 may then be sent to a mobile device 28 or

downloaded by the mobile device 28 over a wireless network 24. It should be understood,

however, that a code signing protocol according to the present invention is not limited to

software applications that are downloaded over a wireless network. For instance, in alternative

20 embodiments, the signed software application Y 22 may be downloaded to a personal computer

via a computer network and loaded to the mobile device through a serial link, or may be acquired

from the application developer 12 in any other manner and loaded onto the mobile device. Once
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the signed software application Y 22 is loaded on the mobile device 28, each digital signature is

preferably verified with a public signature key 20 before the software application Y 14 is granted

access to a sensitive API library. Although the signed software application Y 22 is loaded onto a

device, it should be appreciated that the software application that may eventually be executed on

5 . the device is the software application Y 14. As described above, the signed software application

Y 22 includes the software application Y 14 and one or more appended digital signatures (not

shown). When the signatures are verified, the software application Y 14 can be executed on the

device and access any APIs for which corresponding signatures have been verified.

The public signature key 20 corresponds to the private signature key 18 maintained by

10 the code signing authority 16, and is preferably installed on the mobile device along with the

sensitive API. However, the public key 10 may instead be obtained from a public key repository

(not shown), using the device 28 or possibly a personal computer system, and installed on the

device 28 as needed. According to one embodiment of a signature scheme, the mobile device 28

calculates a hash of the software application Y 14 in the signed software application Y 22, using

15 the same hashing algorithm as‘the code signing authority 16, and uses the digital signature and

the public signature key 20 to recover the hash calculated by the signing authority 16. The

resultant locally calculated hash and the hash recovered from the digital signature are then

compared, and if the hashes are the same, the signature is verified. The software application Y

14 can then be executed on the device 28 and access any sensitive APIs for which the

20 corresponding signature(s) have been verified. As described above, the invention is in no way

limited to this particular illustrative example signature scheme. Other signature schemes,
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including further public key signature schemes, may also be used in conjunction with the code

signing methods and systems described herein.

Fig. 2 is a flow diagram 30 of the code signing protocol described above with reference

to Fig. 1. The protocol begins at step 32. At step 34, a software developer writes the software

5 application Y for a mobile device that requires access to a sensitive API or library that exposes a

sensitive API (API library A). As discussed above, some or all APIs on a mobile device may be

classified as sensitive, thus requiring verification of a digital signature for access by any software

application such as software application Y. In step 36, application Y is tested by the software

developer, preferably using a device simulator in which the digital signature verification function

10 has been disabled. In this manner, the software developer may debug the software application Y

before the digital signature is acquired from the code signing authority. Once the software

application Y has been written and debugged, it is forwarded to the code signing authority in step

38.

In steps 40 and 42, the code signing authority reviews the software application Y to

15 determine whether or not it should be given access to the sensitive API, and either accepts or

rejects the software application. The code signing authority may apply a number of criteria to

determine whether or not to grant the software application access to the sensitive API including,

for example, the size of the software application, the device resources accessed by the API, the

perceived utility of the software application, the interaction with other software applications, the

20 inclusion of a virus or other destructive code, and whether or not the developer has a contractual

obligation or other business arrangement with the mobile device manufacturer. Further details of

managing code signing authorities and developers are described below in reference to Fig. 5.

10
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If the code signing authority accepts the software application Y, then a digital signature,

and preferably a signature identification, are appended to the software application Y in step 46.

As described above, the digital signature may be generated by using a hash of the software

application Y and a private signature key 18. The signature identification is described below

5 with reference to Figs. 3 and 4. Once the digital signature and signature identification are

appended to the software application Y to generate a signed software application, the signed

software application Y is returned to the software developer in step 48. The software developer

may then license the signed software application Y to be loaded onto a mobile device (step 50).

If the code signing authority rejects the software application Y, however, then a rejection

10 notification is preferably sent to the software developer (step 44), and the software application Y

will be unable to access any API(s) associated with the signature.

In an alternative embodiment, the software developer may provide the code signing

authority with only a hash of the software application Y, or provide the software application Y in

some type of abridged format. If the software application Y is a Java application, then the device

15 independent binary *.class files may be used in the hashing operation, although device dependent

files such as *.cod files used by the assignee of the present application may instead be used in

hashing or other digital signature operations when software applications are intended for

operation on particular devices or device types. By providing only a hash or abridged version of

the software application Y, the software developer may have the software application Y signed

20 without revealing proprietary code to the code signing authority. The hash of the software

application Y, along with the private signature key 18, may then be used by the code signing

authority to generate the digital signature. If an otherwise abridged version of the software

11

Page 185 of1415



Page 186 of 1415

WO 02/25409 PCT/CA01/01344

application Y is sent to the code signing authority, then the abridged version may similarly be

used to generate the digital signature, provided that the abridging scheme or algorithm, like a

hashing algorithm, generates different outputs for different inputs. This ensures that every

software application Will have a different abridged version and thus a different signature that can

.5 only be verified when appended to the particular corresponding software application from which

the abridged version was generated. Because this embodiment does not enable the code signing

authority to thoroughly review the software application for viruses or other destructive code,

however, a registration process between the software developer and the code signing authority

may also be required. For instance, the code signing authority may agree in advance to provide a

10 trusted software developer access to a limited set of sensitive APIs.

In still another alternative embodiment, a software application Y may be submitted to

more than one signing authority. Each signing authority may for example be responsible for

signing software applications for particular sensitive APIS Or APIs on a particular model of

mobile device or set of mobile devices that supports the sensitive APIs required by a software

15 ‘ application. A manufacturer, mobile communication network operator, service provider, or

corporate Client for example may thereby have signing authority over the use of sensitive APIs

for their particular mobile device model(s), or the mobile devices operating on a particular

network, subscribing to one or more particular services, or distributed to corporate employees.

A signed software application may then include a software application and at least one appended

20 digital signature appended from each of the signing authorities. Even though these signing

authorities in this example would be generating a signature for the same software application,

12
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different signing and signature verification schemes may be associated with the different signing

authorities.

Fig. 3 is a block diagram of a code signing system 60 on a mobile device 62. The system

60 includes a virtual machine 64, a plurality of software applications 66—70, a plurality of API

5 libraries 72—7 8, and an application platform 80. The application platform 80 preferably includes

all of the resources onthe mobile device 62 that may be accessed by the software applications

66—70. For instance, the application platform may include device hardware 82, the mobile

device's operating system 84, or core software and data models 86. Each API library 72—78

preferably includes a plurality of APIs that interface with a resource available in the application

10 platform. For instance, one API library might include all of the APIs that interface with a

calendar program and calendar entry data models. Another API library might include all of the

APIs that interface with the transmission circuitry and functions of the mobile device 62. Yet

another API library might include all of the APIs capable of interfacing with lower—level services

performed by the mobile device's operating system 84. In addition, the plurality of API libraries

15 72-78 may include both libraries that expose a sensitive API 74 and 78, such as an interface to a

cryptographic function, and libraries 72 and 76, that may be accessed without exposing sensitive

APIs. Similarly, the plurality of software applications 66-70 may include both signed software

applications 66 and 70 that require access to one or more sensitive APIs, and unsigned software

applications such as 68. The virtual machine 64 is preferably an object oriented run-time

20 environment such as Sun Micro System's JZMETM (Java 2 Platform, Micro Edition), which

manages the execution of all of the software applications 66-70 operating on the mobile device

62, and links the software applications 66-70 to the various API libraries 72-78.

13
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Software application Y 70 is an example of a signed software application. Each signed

software application preferably includes an actual software application such as software

application Y comprising for example software code that can be executed on the application

platform 80, one or more signature identifications 94 and one or more corresponding digital

5 signatures 96. Preferably each digital signature 96 and associated signature identification 94 in a

signed software application 66 or 70 corresponds to a sensitive API library 74 or 78 to which the

software application X or software application Y requires access. The sensitive API library 74 or

78 may include one or more sensitive APIs. In an alternative embodiment, the signed software

applications 66 and 70 may include a digital signature 96 for each sensitive API within an API

10 library 74 or 78. The signature identifications 94 may be unique integers or some other means of

relating a digital signature 96 to a specific API library 74 or 78, API, application platform 80, or

model of mobile device 62.

API library A 78 is an example of an API library that exposes a sensitive API. Each API

library 74 and 78 including a sensitive API should preferably include a description string 88, a

15 public signature key 20, and a signature identifier 92. The signature identifier 92 preferably

corresponds to a signature identification 94 in a signed software application 66 or 70, and

enables the virtual machine 64 to quickly match a digital signature 96 with an API library 74 or

7.8. The public signature key 20 corresponds to the private signature key 18 maintained by the

code signing authority, and is used to verify the authenticity of a digital signature 96. The

20 description string 88 may for example be a textual message that is displayed on the mobile

device when a signed software application 66 or 70 is loaded, or alternatively when a software ‘

application X or Y attempts to access a sensitive API.

14
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Operationally, when a signed software application 68-70, respectively including a

software application X, Z, or Y, that requires access to a sensitive API library 74 or 78 is loaded

onto a mobile device, the virtual machine 64 searches the signed for an appended digital

signature 96 associated with the API library 74 or 78. Preferably, the appropriate digital

5 signature 96 is located by the virtual machine 64 by matching the signature identifier 92 in the

API library 74 or 78 with a signature identification 94 on the signed software application. If the

signed software application includes the appropriate digital signature 96, then the virtual

machine 64 verifies its authenticity using the public signature key 20. Then, once the

appropriate digital signature 96 has been located and verified, the description string 88 is

10 preferably displayed on the mobile device before the software application X or Y is executed and

accesses the sensitive API. For instance, the description string 88 may display a message stating

that "Application Y is attempting to access API Library A," and thereby provide the mobile

device user with the final control to grant or deny access to the sensitive API.

Fig. 3A is a block diagram of a code signing system 61 on a plurality of mobile devices

15 62E, 62F and 62G. The system 61 includes a plurality of mobile devices each of which only

three are illustrated, mobile devices 62E, 62F and 62G. Also shown is a signed software

application 70, including a software application Y to which two digital signatures 96B and 96F

with corresponding signature identifications 94B and 94F have been appended. In the example

system 61, each pair composed of a digital signature and identification, 94E/96E and 94F/96F,

20 corresponds to a model of mobile device 62, API library 78, or associated platform 80. If

signature identifications 94B and 94F correspond to different models of mobile device 62, then

when a signed software application 70 which includes a software application Y that requires

15
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access to a sensitive API library 78 is loaded onto mobile device 62E, the virtual machine 64

searches the signed software application 70 for a digital signature 96E associated with the API

library 78 by matching identifier 94E with signature identifier 92. Similarly, when a signed

software application 70 including a software application Y that requires access to a sensitive API

5 library 78 is loaded onto a mobile device 62F, the virtual machine 64 in device 62F searches the

signed software application 70 for a digital signature 96F associated with the API library 78.

However, when a software application Y in a signed software application 70 that requires access

to a sensitive API library 78 is loaded onto a mobile device model for which the application

developer has not obtained a digital signature, device 62G in the example of Fig. 3A, the virtual

10 machine 64 in the device 64G does not find a digital signature appended to the software

application Y and consequently, access to the API library 78 is denied on device 62G. It should

be appreciated from the foregoing description that a software application such as software

application Y may have multiple device—specific, library-specific, or API~specific signatures or

some combination of such signatures appended thereto. Similarly, different signature

15 verification requirements may be configured for the different devices. For example, device 62E

may require verification of both a global signature, as well as additional signatures for any

sensitive APIs to which a software application. requires access in order for the software

application to be executed, Whereas device 62F may require verification of only a global

signature and device 62G may require verification of signatures only for its sensitive APIs. It

20 should also be apparent that a communication system may include devices (not shown) on which

a software application Y received as part of a signed software application such as 70 may

execute without any signature verification. Although a signed software application has one or

16
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more signatures appended thereto, the software application Y might possibly be executed on

some devices without first having any of its signature(s) verified. Signing of a software

application preferably does not interfere with its execution on devices in which digital signature

verification is not implemented.

5 Fig. 4 is a flow diagram 100 illustrating the operation of the code signing system

described above with reference to Figs. 3 and 3A. In step 102, a software application is loaded

onto'a mobile device. Once the software application is loaded, the device, preferably using a

virtual machine, determines whether or not the software application requires access to any API

libraries that expose a sensitive API (step 104). If not, then the software application is linked

10 with all of its required API libraries and executed (step 118). If the software application does

require access to a sensitive API, however, then the virtual machine verifies that the software

application includes a valid digital signature associated any sensitive APIs to which access is

required, in steps 106-l 16.

In step 106, the virtual machine retrieves the public signature key 20 and signature

15 identifier 92 from the sensitive API library. The signature identifier 92 is then used by the

virtual machine in step 108 to determine whether or not the software application has an appended

digital signature 96 with a corresponding signature identification 94. If not, then the software

application has not been approved for access to the sensitive API by a code signing authority,

and the software application is preferably prevented from being executed in step 116. In

20 alternative embodiments, a software application without a proper digital signature 96 may be

purged fiom the mobile device, or may be denied access to the API library exposing the sensitive

API but executed to the extent possible without access to the API library. It is also contemplated

17
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that a user may be prompted for an input when signature verification fails, thereby providing for

user control of such subsequent operations as purging of the software application from the

device.

If a digital signature 96 corresponding to the sensitive API library is appended to the

5 software application and located by the virtual machine, then the virtual machine uses the public

key 20 to verify the authenticity of the digital signature 96 in step 110. This step may be

performed, for example, by using the signature verification scheme described above or other

alternative signature schemes. If the digital signature 96 is not authentic, then the software

application is preferably either not executed, purged, or restricted from accessing the sensitive

10 API as described above with reference to step 116. If the digital signature is authentic, however,

then the description string 88 is preferably displayed in step 112, warning the mobile device user

that the software application requires access to a sensitive API, and possibly prompting the user

for authorization to execute or load the software application (step 114). When more than one

signature is to be verified for a software application, then the steps 104—110 are preferably

15 repeated for each signature before the user is prompted in step 112. If the mobile device user in

step 114 authorizes the software application, then it may be executed and linked to the sensitive

API library in step 118.

Fig. 5 is a flow diagram 200 illustrating the management of the code signing authorities

described with reference to Fig. 3A. At step 210, an application developer has developed a new

20 software application which is intended to be executable one or more target device models or

types. The target devices may include sets of devices from different manufacturers, sets of

device models or types from the same manufacturer, or generally any sets of devices having

18
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particular signature and verification requirements. The term “target device” refers to any such

set of devices having a common signature requirement. For example, a set of devices requiring

verification of a device—specific global signature for execution of all software applications may

comprise a target device, and devices that require both a global signature and further signatures

for sensitive APls may be part of more than one target device set. The software application may

be written in a device independent manner by using at least one known API, supported on at least

one target device with an API library. Preferably, the developed software application is intended

to be executable on several target devices, each of which has its own at least one API library.

At step 220, a code signing authority for one target device receives a target-signing

request from the developer. The target signing request includes the software application or a

hash of the software application, a developer identifier, as well as at least one target device

identifier which identifies the target device for which a signature is being requested. At step 230,

the signing authority consults a developer database 235 or other records to determine whether or

not to trust developer 220. This determination can be made according to several criteria

discussed above, such as whether or not the developer has a contractual obligation or has entered

into some other type of business arrangement with a device manufacturer, network operator,

service provider, or device manufacturer. If the developer is trusted, then the method proceeds at

step 240. However, if the developer is not trusted, then the software application is rejected (250)

and not signed by the signing authority. Assuming the developer was trusted, at step 240 the

signing authority determines if it has the target private key corresponding to the submitted target

identifier by consulting a private key store such as a target private key database 245. If the target

private key is found, then a digital signature for the software application is generated at step 260

19
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and the digital signature or a signed software application including the digital signature appended

to the software application is returned to the developer at step 280. However, if the target private

: key is not found at step 240, then the software application is rejected at step 270 and no digital

signature is generated for the software application.

5 Advantageously, if target signing authorities follow compatible embodiments of the

method outlined in Fig. 5, a network of target signing authorities may be established in order to

expediently manage code signing authorities and a developer community code signing process

providing signed software applications for multiple targets with low likelihood of destructive

code.

10 Should any destructive or otherwise problematic code be found in a software application

or suspected because of behavior exhibited when a software application is executed on a device,

then the registration or privileges of the corresponding application developer with any or all

signing authorities may also be suspended or revoked, since the digital signature provides an

audit trail through which the developer of a problematic software application may be identified.

15 In "such an event, devices may be informed of the revocation by being configured to periodically

download signature revocation lists, for example. If software applications, for which the

corresponding digital signatures have been revoked are running on a device, the device may then

halt execution of any such software application and possibly purge the software application from

its local storage. If preferred, devices may also be configured to re-execute digital signature

20 verifications, for instance periodically or when a new revocation list is downloaded.

Although a digital signature generated by a signing authority is dependent upon

authentication of the application developer and confirmation that the application developer has

20
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been properly registered, the digital signature is preferably generated from a hash or otherwise

transformed version of the software application and is therefore application—specific. This

contrasts with known code signing schemes, in which API access is granted to any software

applications arriving from trusted application developers or authors. In the code signing systems

5 and methods described herein, API access is granted on an application—by—application basis and

thus can be more strictly controlled or regulated.

Fig. 6 is a block diagram of a mobile communication device in which a code signing

system and method may be implemented. The mobile communication device 610 is preferably ar

two—way communication device having at least voice and data communication capabilities. The

10 device preferably has the capability to communicate with other computer systems on the Internet.

Depending on the functionality provided by the device, the device may be referred to as a data

messaging device, a two-way pager, a cellular telephone with data messaging capabilities, a

wireless Internet appliance or a data communication device (with or without telephony

capabilities).

15 Where the device 610 is enabled for two~way communications, the device will

incorporate a communication subsystem 611, including a receiver 612, a transmitter 614, and

associated components such as one or more, preferably embedded or internal, antenna elements

616 and 618, local oscillators (LOs) 613, and a processing module such as a digital signal

processor (DSP) 620. As will be apparent to those skilled in the field of communications, the

20 particular design of the communication subsystem 611 will be dependent upon the

communication network in which the device is intended to operate. For example, a device 610

destined for a North American market may include a communication subsystem 611 designed to

21

Page 195 ofl415



Page 196 of 1415

WO 02/25409 PCT/CA01/01344

operate within the MobitexTM mobile communication system or DataTACTM mobile

communication system, whereas a device 610 intended for use in Europe may incorporate a

General Packet Radio Service (GPRS) communication subsystem 611.

Network access requirements will also vary depending upon the type of network 919. For

5 example, in the Mobitex and DataTAC networks, mobile devices such as 610 are registered on

the network using a unique identification number associated with each device. In GPRS

networks however, network access is associated with a subscriber or user of a device 610. A

GPRS\_device therefore requires a subscriber identity module (not shown), commonly referred to

as a SIM card, in order to operate on a GPRS network. Without a SIM card, a GPRS device will

10 not be fully functional. Local or non—network communication functions (if any) may be operable,

but the device 610 will be unable to carry out any functions involving communications over

network 619, other than any legally required operations such as “911” emergency calling.

When required network registration or activation procedures have been completed, a

device 610 may send and receive communication signals over the network 619. Signals received

15 by the antenna 616 through a communication network 619 are input to the receiver 612, which

may perform such common receiver functions as signal amplification, frequency down

conversion, filtering, channel selection and the like, and in the example system shown in Fig. 6,

analog to digital conversion. Analog to digital conversion of a received signal allows more

complex communication functions such as demodulation and decoding to be performed in.the

20 DSP 620. In a similar manner, signals to be transmitted are processed, including modulation and

encoding for example, by the DSP 620 and input to the transmitter 614 for digital to analog
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conversion, frequency up conversion, filtering, amplification and transmission over the

communication network 619 via the antenna 618.

The DSP 620 not only processes communication signals, but also provides for receiver

and transmitter control. For example, the gains applied to communication signals in the receiver

5 612 and transmitter 614|may be adaptively controlled through automatic gain control algorithms

implemented in the DSP 620.

The device 610 preferably includes a microprocessor 638 which controls the overall

operation of the device. Communication functions, including at least data and voice

communications, are performed through the communication subsystem 611. The microprocessor

10 638 also interacts with further device subsystems or resources such as the display 622, flash

memory 624, random access memory (RAM) 626, auxiliary input/output (I/O) subsystems 628,

serial port 630, keyboard 632, speaker 634, microphone 636, a short—range communications

subsystem 640 and any other device subsystems generally designated as 642. APIs, including

sensitive APIs requiring verification of one or more corresponding digital signatures before

15 access is granted, may be provided on the device 610 to interface between software applications

and any of the resources shown in Fig. 6.

Some of the subsystems shown in Fig. 6 perform communication—related functions,

whereas other subsystems may provide “resident” or on-device functions. Notably, some

subsystems, such as keyboard 632 and display 622 for example, may be used for both

20 communication—related functions, such as entering a text message for transmission over a

communication network, and device—resident functions such as a calculator or task list.

23
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Operating system software used by the microprocessor 638, and possibly APIs to be

accessed by software applications, is preferably stored in a persistent store such as flash memory

624, which may instead be a read only memory (ROM) or similar storage element (not shown).

Those skilled in the art will appreciate that the operating system, specific device software

5 applications, or parts thereof, may be temporarily loaded into a volatile store such as RAM 626.

It is contemplated that received and transmitted communication signals may also be stored to

RAM 626.

The microprocessor 638, in addition to its operating system functions, preferably enables

execution of software applications on the device. A predetermined set of applications which

10 control basic device operations, including at least data and voice communication applications for

example, will normally be installed on the device 610 during manufacture. A preferred

application that may be loaded onto the device may be a personal information manager (PIM)

application having the ability to organize and manage data items relating to the device user such

as, but not limited to e—mail, calendar events, voice mails, appointments, and task items.

15 Naturally, one or more memory stores would be available on the device to facilitate storage of

PIM data items on the device. Such PIM application would preferably have the ability to send

and receive data items, via the wireless network. In a preferred embodiment, the PIM data items

are seamlessly integrated, synchronized and updated, via the wireless network, with the device

user’s corresponding data items stored or associated with a host computer system thereby

20 creating a mirrored host computer on the mobile device with respect to the data items at least.

This would be especially advantageous in the case where the host computer system is the mobile

device user’s office computer system. Further applications, including signed software

24
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applications as described above, may also be loaded onto the device 610 through the network

619, an auxiliary I/O subsystem 628, serial port 630, short—range communications subsystem 640

or any other suitable subsystem 642. The device microprocessor 638 may then verify any digital

signatures, possibly including both “global” device signatures and API—specific signatures,

5 appended to such a software application before the software application can be executed by the

microprocessor 638 and/or access any associated sensitive APIs. Such flexibility in application

installation increases the functionality of the device and may provide enhanced on—device

functions, communication—related functions, or both. For example, secure communication

applications may enable electronic commerce functions and other such financial transactions to

10 be performed using the device 610, through a crypto API and a crypto module which implements

crypto algorithms on the device (not shown).

In a data communication mode, a received signal such as a text message or web page

download will be processed by the communication subsystem 611 and input to the

microprocessor 638, which will preferably further process the received signal for output to the

15 display 622, or alternatively to an auxiliary I/O device 628. A user of device 610 may also

compose data items such as email messages for example, using the keyboard 632, which is

preferably a complete alphanumeric keyboard or telephone—type keypad, in conjunction with the

display 622 and possibly an auxiliary I/O device 628. Such composed items may then be

transmitted over a communication network through the communication subsystem 61 1.

20 For voice communications, overall operation of the device 610 is substantially similar,

except that received signals would preferably be output to a speaker 634 and signals for

transmission would be generated by a microphone 636. Alternative voice or audio I/O

25
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subsystems such as a voice message recording subsystem may also be implemented on the

device 610. Although voice or audio signal output is preferably accomplished primarily through

the speaker 634, the display 622 may also be used to provide an indication of the identity of a

calling party, the duration of a voice call, or other voice call related information for example.

5 ° The serial port 630 in Fig. 6 would normally be implemented in a personal digital

assistant (PDA)-type communication device for which synchronization with a user’s desktop

computer (not shown) may be desirable, but is an optional device component. Such a port 630

would enable a user to set preferences through an extemal device or software application and

would extend the capabilities of the device by providing for information or software downloads

10 to the device 610 other than through a wireless communication network. The alternate download

path’may for example be used to load an encryption key onto the device through a direct and thus

reliable and trusted connection to thereby enable secure device communication.

A short-range communications subsystem 640 is a further optional component which

may provide for communication between the device 624 and different systems or devices, which

15 need not necessarily be similar devices. For example, the subsystem 640 may include an infrared

device and associated circuits and components or a BluetoothTM communication module to

provide for communication with similarly—enabled systems and devices.

The embodiments described herein are examples of structures, systems or methods

having elements corresponding to the elements of the invention recited in the claims. This

20 written description may enable those skilled in the art to make and use embodiments having

alternative elements that likewise correspond to the elements of the invention recited in the

claims. The intended scope of the invention thus includes other structures, systems or methods

26
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that do not differ from the literal language of the claims, and further includes other structures,

systems or methods with insubstantial differences from the literal language of the claims.

For example, when a software application is rejected at step 250 in the method shown in

Fig. 5, the signing authority may request that the developer sign a contract or enter into a

5 business relationship with a device manufacturer or other entity on whose behalf the signing

authority acts. Similarly, if a software application is rejected at step 270, authority to sign the

software application may be delegated to a different signing authority. The signing of a software

application following delegation of signing of the software application to the different authority

can proceed substantially as shown in Fig. 5, wherein the target signing authority that received

10 the original request from the trusted developer at step 220 requests that the software application

be signed by the different signing authority on behalf of the trusted developer from the target

signing authority. Once a trust relationship has been established between code signing

authorities, target private code signing keys could be shared between code signing authorities to

improve performance of the method at step 240, or a device may be configured to validate digital

15 signatures from either of the trusted signing authorities.

In addition, although described primarily in the context of software applications, code

signing systems and methods according to the present invention may also be applied to other

device—related components, including but in no way limited to, commands and associated

command arguments, and libraries configured to interface with device resources. Such

20 commands and libraries may be sent to mobile devices by device manufacturers, device owners,

network operators, service providers, software application developers and the like. It would be

desirable to control the execution of any command that may affect device operation, suCh as a
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command to Change a device identification code or wireless communication network address for

example, by requiring verification of one or more digital signatures before a command can be

executed on a device, in accordance with the code signing systems and methods described, and

claimed herein.

28

Page 202 of 1415



Page 203 of 1415

WO 02/25409 PCT/CA01/01344

We claim:

1. A code signing system for operation in conjunction with a software application having a

digital signature, comprising:

an application platform;

5 an application programming interface (API) configured to link the software application

with the application platform; and

a virtual machine that verifies the authenticity of the digital signature in order to control

access to the API by the software application.

10 2. The code signing system of claim 1, wherein the virtual machine denies the software

application access to the API if the digital signature is not authentic.

3. The code signing system of claim 1, wherein the Virtual machine purges the software

application if the digital signature is not authentic.

15

4. The code signing system of claim 1, wherein the code signing system is installed on a mobile

device.

5. The code signing system of claim 1, wherein the digital signature is generated by a code

20 signing authority.
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6. A code signing system for operation in conjunction with a software application having a

digital signature, comprising:

an application platform;

a plurality of application programing interfaces (APIs), each configured to link the

5 software application with a resource on the application platform; and

a virtual machine that verifies the authenticity of the digital signature in order to control

access to the AP] by the software application,

wherein the virtual machine verifies the authenticity of the digital signature in order to control

access to the plurality of APIs by the software application.

10 /

7. The code signing system of claim 6, wherein the plurality of APIs are included in an API

library. \

8. The code signing system of claim 6, wherein one or more of the plurality of APIs is classified

15 as sensitive, and wherein the virtual machine uses the digital signature to control access to the

sensitive APIs.

9.‘ The code signing system of claim 8, for operation in conjunction with a plurality of software

applications, wherein one or more of the plurality of software applications has a digital signature,

20 and wherein the virtual machine verifies the authenticity of the digital signature of each of the

one or more of the plurality of software applications in order to control access to the sensitive

APIs by each of the plurality of software applications.
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10. The code signing system of claim 6, wherein the resource on the application platform

comprises a wireless communication system.

5 11. The code signing system of claim 6, wherein the resource on the application platform

comprises a cryptographic module which implements cryptographic algorithms.

12. The code signing system of claim 6, wherein the resource on the application platform

comprises a data store.
I

10

13. The code signing system of claim 6, wherein the resource on the application platform
I

comprises a user interface (UT).

14. The code signing system ofvclaim 1, further comprising:

15 a plurality of API libraries each including a plurality of APIs, wherein the Virtual

machine controls access to the plurality of API libraries by the software application.

15. The code signing system of claim 14, wherein one or more of the plurality of API libraries is

classified as sensitive, and wherein the Virtual machine uses the digital signature to control

20 access to the sensitive API libraries by the software application.
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16. The code signing system of claim 15, wherein the software application includes a unique

digital signature for each sensitive API library.

17. The code signing system of claim 16, wherein:

5 the software application includes a signature identification for each unique digital

signature;

each sensitive API library includes a signature identifier; and

the virtual machine compares the signature identification and the signature identifier to

match the unique digital signatures with sensitive API libraries.

10

18. The code signing system of Claim 1, wherein the digital signature is generated using a

private signature key, and the virtual machine uses a public signature key to verify the

authenticity of the digital signature.

15 19. The code signing system of claim 18, wherein:

the digital signature is generated by applying the private signature key to a hash of the

software application; and

the virtual machine verifies the authenticity of the digital signature by generating a hash

of the software application to obtain a generated hash, applying the public signature key to the

20 digital signature to obtain a recovered hash, and comparing the generated hash with the

recovered hash.
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20. The code signing system of claim 1, wherein the API further comprises:

a description string that is displayed by the mobile device when the software application

attempts to access the API.

5 21. The code signing system of claim 1, wherein the application platform comprises an

operating system.

22. The code signing system of claim 1, wherein the application platform comprises one or more

core functions of a mobile device.

10

23. The code signing system of claim 1, wherein the application platform comprises hardware

on a mobile device.

24. The code signing system of claim 23, wherein the hardware comprises a subscriber identity

15 module (SIM) card.

25. The code signing system of claim 1, wherein the software application is a Java application

for a mobile device.

20 26. The code signing system of claim 1, wherein the API interfaces with a cryptographic routine

on the application platform.

33

Page 207 of 1415



Page 208 of 1415

WO 02/25409 PCT/CA01/01344

27. The code signing system of claim 1, wherein the API interfaces with a preprietary data

model on the application platform.

28. The code signing system of claim 1, wherein the virtual machine is a Java virtual machine

5 installed on a mobile device.

29. A method of controlling access to sensitive application programming interfaces on a mobile

device, comprising the steps of:

loading a software application on the mobile device that requires access to a sensitive

10 application programming interface (API);

determining whether or not the software application includes a digital signature

associated with the sensitive API; and

if the software application does not include a digital signature associated with the

sensitive API, then denying the software application access to the sensitive API.

15

30. The method of claim 29, comprising the additional step of:

if the software application does not include a digital signature associated with the

sensitive API, then purging the software application from the mobile device.

20 31. The method of claim 29, wherein the digital signature is generated by a code signing

authority.
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32. The method of claim 29, comprising the additional steps of:

if the software application includes a digital signature associated with the sensitive API,

then verifying the authenticity of the digital signature; and

if the digital signature is not authentic, then denying the software application access to

5 the sensitive API.

33. The method of claim 32, comprising the additional step of:

if the digital signature is not authentic, then purging the software application from the

mobile device.

10

34. The method of claim 32, wherein the digital signature is generated by applying a private

signature key to a hash of the software application, and wherein the step of verifying the

authenticity of the digital signature is performed by a method comprising the steps of:

storing a public signature key that corresponds to the private signature key on the mobile

15 device;

generating a hash of the software application to obtain a generated hash;

applying the public signature key to the digital signature to obtain a recovered hash; and

comparing the generated hash with the recovered hash.

20 35. The method of claim 34, wherein the digital signature is generated by calculating a hash of

the software application and applying the private signature key.
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36. The method of claim 29, comprising the additional step of:

displaying a description string that notifies a user of the mobile device that the software

application requires access to the sensitive API.

5 37. The method of claim 36, comprising the additional step of:

receiving a command from the user granting or denying the software application access

to the sensitive API.

38‘ A method of controlling access to an application programming interface (API) on a mobile

10 device by a software application created by a software developer, comprising the steps of:

receiving the software application from the software developer;

reviewing the software application to determine if it may access the API;

if the software application may access the API, then appending a digital signature to the

software application;

15 verifying the authenticity of a digital signature appended to a software application; and

providing access to the API to software applications for which the appended digital

signature is authentic.

39. The method of claim 38, wherein the step of reviewing the software application is performed

20 by a code signing authority
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40. The method of claim 38, wherein the step of appending the digital signature to the software

application is performed by a method comprising the steps of:

calculating a hash of the software application; and

applying a signature key to the hash of the software application to generate the digital

5 signature.

41. The method of claim 40, wherein the hash of the software application is calculated using the

Secure Hash Algorithm (SHAl).

10 42. The method of claim 40, wherein the step of verifying the authenticity of a digital signature

comprises the steps of:

providing a corresponding signature key on the mobile device;

calculating the hash of the software application on the mobile device to obtain a

calculated hash;

15 applying the corresponding signature key to the digital signature to obtain a recovered

hash; and

determining if the digital signature is authentic by comparing the calculated hash With the

recovered hash.

20 43. The method of claim 42, comprising the further step of, if the digital signature is not

authentic, then denying the software application access to the API.
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44. The method of claim 42, wherein the signature key is a private signature key and the

corresponding signature key is a public signature key.

45. A method of controlling access to a sensitive application programming interface (API) on a

5 mobile device, comprising the steps of:

registering one or more software developers that are trusted to design software

applications which access the sensitive API;

receiving a hash of a software application;

determining if the software application was designed by one of the registered software

10 developers; and

if the software application was designed by one of the registered software developers,

then generating a digital signature using the hash of the software application,

wherein

the digital signature may be appended to the software application; and

15 the mobile device verifies the authenticity of the digital signature in order to control

access to the sensitive API by the software application.

46. The method of claim 45, wherein the step of generating the digital signature is performed by

a code signing authority.

20

47. The method of claim 45, wherein the step of generating the digital signature is performed by

applying a signature key to the hash of the software application.
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48. The method of claim 47, wherein the mobile device verifies the authenticity of the digital

signature by performing the additional steps of:

providing a corresponding signature key on the mobile device;

5 calculating the hash of the software application on the mobile device to obtain a

calculated hash;

applying the corresponding signature key to the digital signature to obtain a recovered

hash;

determining if the digital signature is authentic by comparing the calculated hash with the

10 recovered hash; and

if the digital signature is not authentic, then denying the software application access to

the sensitive AP].

49. A method of restricting access to application programming interfaces on a mobile device,

15 comprising the steps of:

loading a software application on the mobile device that requires access to one or more

application programming interface (API);

determining whether or not the software application includes an authentic digital

signature associated with the mobile device; and

20 if the software application does not include an authentic digital signature associated with

the mobile device, then denying the software application access to the one or more APIs.
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50. The method of claim 49, comprising the additional step of:

if the software application does not include an authentic digital signature associated with

the mobile device, then purging the software application from the mobile device.

5 51. The method of claim 49, wherein:

the software application includes a plurality of digital signatures; and

the plurality of digital signatures includes digital signatures respectively associated with

different types of mobile devices.

10 52. The method of claim 51, wherein each of the plurality of digital signatures is generated by a

respective corresponding code signing authority.

53. The method of claim 49, wherein the step of determining whether or not the software

application includes an authentic digital signature associated with the mobile device comprises

15 the additional steps of:

determining if the software application includes a digital signature associated with the

mobile device; and

if so, then verifying the authenticity of the digital signature.

20 54. The method of claim 53, wherein the one or more APIs includes one or more APIs classified

as sensitive, and the method further comprises the steps of, for each sensitive API:

determining whether or not the software application includes an authentic digital '

signature associated with the sensitive API; and
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if the software application does not include an authentic digital signature associated with

the sensitive API, then denying the software application access to the sensitive API.

55. The. method of claim 52, wherein each of the plurality of digital signatures is generated by

its corresponding code signing authority by applying a respective private signature key

associated with the code signing authority to a hash of the software application.

56. The method of claim 55, wherein the step of determining whether or notthe software

application includes an authentic digital signature associated with the mobile device comprises

the steps of:

determining if the software application includes a digital signature associated with the

mobile device; and

if so, then verifying the authenticity of the digital signature,

wherein the step of verifying the authenticity of the digital signature is performed by a method

comprising the steps of:

storing a public signature key on a mobile device that corresponds to the private signature

key associated with the code signing authority which generates the signature associated With the

mobile device;

generating a hash of the software application to obtain a generated hash;

applying the public signature key to the digital signature to obtain a recovered hash; and

comparing the generated hash with the recovered hash.
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,LTHJJEJTEETETETHEHETFIEEETATTLHU ETZTTHIFEAEZEAETITEZT EET’ FISITHE

EEIIETEEIT’P H‘JTETTTEEH‘JTMT, TENTH BEETEET/TTRTEELEEEMTH lTéEiILTJE H‘JTEA
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PATENT COOPERATION TREATY

From the

INTERNATIONAL PRELIMINARY EXAMINING AUTHORITY PC'I'  

  
  
 To:

PATHIYAL, Krishna K.
RESEARCH IN MOTION LIMITED

295 Phillip Street
Waterloo, Ontario N2L 3W8
ETATS-UNIS D'AMERIQUE

  WRITTEN OPINION

  
  (PCT Rule 66)

 
 
 
 

 
 

  

Date of mailing

  
 

  
 

(day/monrh/year) 28/05/2002

Applicant‘s or agent’s file reference REPLY DUE 1 / 00_ within months/days
PWO 0445 from the above date of mailing 

Priority date ( day/man Iii/year)

2 1 /09/2000

International application No. International filing date (day/month/year)

PCT/ CA 01/ 01344 20/09/2001
International Patent Classification (IPC) or both national classification and IPC

G06F 1/ 00

 
   

 

 

 

  

 

 

Applicant

RESEARCH IN MOTION LIMITED et a1.
 

 
1. This written opinion is the first drawn up by this International Preliminary Examining Authority.

2. This opinion contains indications relating to the following items:

Basis of the opinion

Priority

Non-establishment of opinion with regard to novelty, inventive step and industrial applicability

Lack of unity of invention

Reasoned statement under Rule 66.2(a)(ii) with regard to novelty, inventive step or industrial applicability;
citations and explanations supporting such statement

Certain documents cited

Certain defects in the international application

Certain observations on the international application

3. The applicant is hereby invited to reply to this opinion.
When? See the time limit indicated above. The applicant may, before the expiration of that time limit, request this Authority

to grant an extension, see Rule 66.2(d).
How? By submitting a written reply, accompanied, where appropriate, by amendments, according to Rule 66.3.

For the form and the language of the amendments, see Rules 66.8 and 66.9.

Also For an additional opportunity to submit amendments, see Rule 66.4.
For the examiner’s obligation to consider amendments and/or arguments, see Rule 66.4123.
For an informal communication with the examiner, see Rule 66.6.

If no reply is filed, the international preliminary examination report will be established on the basis of this opinion.

4. The final date by which the international preliminary
examination report must be established according to Rule 69.2 is: g! (Ill (2003 ,

Name and mailing address of the [PEA] Authorized officer
Examiner

European Patent Office
D-80298 Munich F . .

0 Tel. (+49-89) 2399-0, Tx: 523656 epmu d (igéfiiissigfffirfi rm“)‘ : + - 2 .4465 - 0 me I 1
F“ l 49 89) 399 Tel. (+4949) 2399 2828

 

 
Form PCT/lPEA/408 (cover sheet) (march 2002)
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WRITTEN OPINION International application No. PCT/ CA 01/ 01344

I. Basis of the opinion

1. The basis of this written opinion is the application as originally filed.

V. Reasoned statement under Rule 66.2(a)(ii) with regard to novelty, inventive step or
industrial applicability

1. In light of the documents cited in the international search report, it is considered that the
invention as defined in at least some of the claims does not appear to meet the
criteria mentioned in Article 33(1) PCT, i.e. does not appear to be novel and/or to involve
an inventive step (see international search report, in particular the documents cited X
and/or Y and corresponding claims references).

2. If amendments are filed, the applicant should comply with the requirements of Rule 66.8
PCT and indicate the basis of the amendments in the documents of the application as
originally filed (Article 34 (2) (b) PCT) otherwise these amendments may not be taken into
consideration for the establishment of the international preliminary examination report.
The attention of the applicant is drawn to the fact that if the application contains
an unnecessary plurality of independent claims, no examination of any of the claims will be
carried out.

NB: Should the applicant decide to request detailed substantive examination, then an
international preliminary examination report will normally be established directly.
Exceptionally the examiner may draw up a second written opinion, should this be explicitly
requested.

Form PCT/408AE1 (EPO-03-2002) P20722
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t PATENT COOPERATION TREATt”

PCT 5 awn 22 APR 2002 
INTERNATIONAL SEARCH REPORT 1 7

(PCT Article 18 and Rules 43 and 44)
 Applicant’s or agents file reference

PCA—0445
International application NO.

PCT/CA 01/ 01344

Applicant

FOR FURTHER see Notification Of Transmittal of International Search Report
(Form PCT/ISA/220) as well as, where applicable, item 5 below.

ACTION

International filing date (day/month/year}

20/09/2001

  
 

 
 

  

 

 
 

(Earliest) Priority Date (day/monrh/year)

21/09/2000 

RESEARCH IN MOTION LIMITED

This International Search Report has been prepared by this International Searching Authority and is transmitted to the applicant
according to Article 18. A copy is being transmitted to the International Bureau.

This International Search Report consists of a total of 3 sheets.

[X] It is also accompanied by a copy of each prior art document cited in this report.

1. Basis of the report

a. With regard to the language, the international search was carried out on the basis or the international application in the
language in which It was filed, unless othenNise indicated under this item.

the international search was carried out on the basis of a translation of the international application furnished to this
Authority (Rule 23.1(b)).

b. With regard to any nucleotide and/or amino acid sequence disclosed in the international application, the international search
was carried out on the basis of the sequence listing :

contained in the international application in written form.

I]

filed together with the international application in computer readable form.

furnished subsequently to this Authority in written form.

furnished subsequently to this Authority in computer readble form.

the statement that the subsequently furnished written sequence listing does not go beyond the disclosure in the
international application as filed has been furnished.

the statement that the information recorded in computer readable form is identical to the written sequence listing has been
furnished

2. Certain claims were found unsearchable (See Box I).

3. Unity of invention is lacking (see Box II).

DDDDEEDS
4. With regard to the title,

D the text is approved as submitted by the applicant.

IX] the text has been established by this Authority to read as follows:
SOFTWARE CODE SIGNING SYSTEM AND METHOD

5. With regard to the abstract,

III the text is approved as submitted by the applicant.

1: the text has been established, according to Rule 38.2(b), by this Authority as itappears in Box III. The applicant may,within one month from the date of mailing of this international search report, submit comments to this Authority.

6. The figure of the drawings to be published with the abstract is Figure NO. 2

1:] as suggested by the applicant. E] None of the figures.
IXI because the applicant failed to suggest a figure.

El because this figure better characterizes the invention.

Form PCT/ISA/210 (first sheet) (July 1998)

Page 251 of 1415



Page 252 of 1415

(INTERNATIONAL SEARCH REPORT ,
t 6 'national Application No

PCT/CA 01/01344

CLASSIFICATION OF SUBJECT MATTER

i'Pc 7 GO6F1 00

According to International Patent Classification (IPC) orto both national classification and IPC
B. FIELDS SEARCHED

Minimum documentation searched (classification system followed by classification symbols)
IPC 7 GO6F

Documentation searched other than minimum documentation to the extent that such documents are included in the fields searched

Electronic data base consulted during the international search (name of data base and‘ where practical, search terms used)

EPO—Internai, WPI Data, PAJ

C. DOCUMENTS CONSIDERED TO BE RELEVANT

Citation of document, with indication, where appropriate, of the relevant passages

NO 99 05600 A (APPLE COMPUTER)

4 February 1999 (1999—02—04)

abstract; figures 5,6,9
page 6, iine 1 — iine 15
page 19, line 4 — iine 14
page 20, line 19 —page 21, tine 4
page 24, line 6 — line 23
page 25, line 23 — tine 26

Further documents are listed in the continuation of box C. Patent family members are listed in annex.

° Special categories of cited documents : _ . _ . ,'T' later document published after the International filing date
. . . . . . or priority date and not in conflict with the application butA document defining the general state of the art which is not - - - -

oonsidered ‘0 be of particular relevance git/iidniitgxnderstand the princlple or theory underlying the
'E' earlier document but published on or afterthe international 'X' document of particular relevance' the claimed invention"““g date cannot be considered novel or cannot be considered to
'L' document which may throw doubts on priority claim(s) or involve an inventive step when the document is taken alone

which is cited 10 GSIEP‘IS" the PUD'ICEIIOHEIHIE 0‘ another 'Y' document of particular relevance- the claimed inventionCliallon 0" 0108' SPeCIEI “9350" (as SPEC'Iled) cannot be considered to involve an inventive step when the
'0' document referring to an oral disclosure, use, exhibition or document is combined with one or more other such docu~

other means ments, such combination being obvious to a person skilled
'P' document published prior to the international filing date but in the art.

later than the priority date claimed '&' document member of the same patent family

Date of the actual completion of the international search Date of mailing of the international search report

12 April 2002 22/04/2002

Name and mailing address of the ISA Authorized officer
European Patent Office, PB. 5818 Patentlaan 2
NL - 2280 HV Rijswijk

Tel(+31-70)340—2040.Tx.31651eponL
1 Fax: (+31—70) 340—3016 POWGI I a D

 
Form PCT/lSA/21O (second sheet) (July 1992)

page 1 of 2
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 JNTEFHQATKDNAd.SEIU2CkIREFKDRT
('1 'national Application No

PCT/CA 01/01344

C.(Continuation) DOCUMENTS CONSIDERED TO BE RELEVANT

Citation of document, with indication,where appropriate. of the relevant passages Relevant to claim No.

  

  

   
   

  
 

EP 0 930 793 A (TEXAS INSTRUMENTS INC) 1,3—6,

21 Juiy 1999 (1999-07—21) 8—1o,2o,
22—24,
28—33,
36,37

 
  

 abstract; figure 6

page 15, tine 54 -page 16, tine 5
page 16, 1ine 32 - tine 44

 
  
  
 

 34,35 

 
 

 

 
 

  
  

11,18,
19,26,
31,34,
35,38-56

US 6 157 721 A (SIBERT W OLIN ET AL)
5 December 2000 (2000—12~05)

  
   

 abstract; figures 2,3,5,8,14
coiumn 2, 1ine 27 — line 65
co1umn 11, iine 7 — iine 19
co1umn 15, tine 23 - tine 41
& AU 36815 97 A (INTERTRUST TECHNOLOGIES
CORP) 19 February 1998 (1998—02—19)

 
  
  

   
  US 5 978 484 A (APPERSON NORMAN ET AL)

2 November 1999 (1999-11-02)
 

 
 

  abstract; figure 5
cotumn 2, tine 41 — tine 60
coiumn 3, tine 44 — iine 57
coiumn 8, tine 17 — tine 25

 
  

 
Form PCT/ISAIZiO (continuation of second sheet) (.July 1992)

page 2 of 2
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[INTERNATIONAL SEARCH REPORT
Information on patent family members

Pu blication
date

 

Patent document
cited in search report NO 9905600 A 04—02-1999

EP 0930793 A 21—07-1999

US 6157721 A 05-12—2000

US 5978484 A 02—11—1999

 
Form PCT/ISA/21O (pateni family annex) (July 1992)
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I 'natlonal Application No

PCT/CA 01/01344

 
Patent family Publication
member(s) date

US 6188995 Bl 13~02—2001
EP 1023664 A2 02—08-2000
WO 9905600 A2 04—02-1999

CN 1249643 A 05—04—2000
EP 0930793 A1 21—07—1999
JP 11312152 A 09—11—1999

AU 3205797 A 05-12—1997
AU 3681597 A 19—02—1998
CN 1225739 A 11—08—1999
EP 0898777 A2 03—03—1999
JP 2001501763 T 06—02—2001
NO 9743761 A2 20—11—1997
US 6292569 Bl 18—09—2001
US 2002023214 A1 21—02—2002

NONE
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PATENT COOPERATION TREATY

From the
INTERNATIONAL PRELIMINARY EXAMINING AUTHORITY
 

 
 

To:

PCT

NOTIFICATION OF TRANSMITTAL OF
THE INTERNATIONAL PRELIMINARY

EXAMINATION REPORT

(PCT Rule 71.1)

 
 PATHIYAL, Krishna K.

RESEARCH IN MOTION LIMITED

295 Phillip Street
Waterloo, Ontario N2L 3W8
CANADA

 
  

  
  
  

 
 
 
 
 

 

 
 

 Date of mailing
(day/manth/year} 15.1 'I .2002
  

 
 

Applicant's or agent’s file reference
PWO-0445  IMPORTANT NOTIFICATION

Priority date (day/month/year)
2‘1 IDS/2000  

 

International application No. International filing date (day/monfh/year)
PCT/CA01/01344 20/09/2001  

    

Applicant

RESEARCH IN MOTION LIMITED et al.
 

1. The applicant is hereby notified that this International Preliminary Examining Authority transmits herewith the
international preliminary examination report and Its annexes, if any, established on the international application.

2. A copy of the report and its annexes, if any, is being transmitted to the International Bureau for communication
to all the elected Offices.

. Where required by any of the elected Offices, the International Bureau will prepare an English translation of the
report (but not of any annexes) and will transmit such translation to those Offices.

. REMINDER

The applicant must enter the national phase before each elected Office by performing certain acts (filing
translations and paying national fees) within 30 months from the priority date (or later in some Offices) (Article
39(1)) (see also the reminder sent by the International Bureau with Form PCT/lB/301).

Where a translation of the international application must be furnished to an elected Office, that translation must

contain a translation of any annexes to the international preliminary examination report. It is the applicant’s
responsibility to prepare and furnish such translation directly to each elected Office concerned.

For further details on the applicable time limits and requirements of the elected Offices, see Volume II of the
PCT Applicant‘s Guide.

For the purpose of deciding whether the claimed invention is patentable or not, the elected Offices may apply
criteria additional to or different from the criteria on which the international preliminary examination report is
based (see Articles 27(5), 33(5)). Additional criteria may include e.g. exemptions from patentability and the
requirements of enabling disclosure and of clarity and support of claims.

 

Name and mailing address of the IPEA/ Authorized officer

European Patent Office KOSkl, P

9) D-80298 MunichTel. +49 89 2399 - 0 Tx: 523656 epmu d
Fax: +49 89 2399 - 4465 Tel.+49 89 2399-2709

 
Form PGT/IPEA/416 (July 1992)
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PATENT COOPERATION TREATY

PCT

INTERNATIONAL PRELIMINARY EXAMINATION REPORT

I (PCT Article 36 and Rule 70)
 
 
 
   APP'K’a'“ S °r agents “'6 raference See Notification of Transmittal of International

PWO-O445 FOR FURTHER ACTION Preliminary Examination Report (Form PCT/IPEA/416)

International application No. International filing date (day/month/year) Priority date (day/month/year)

PCT/CA01/01344 20/09/2001 21/09/2000

international Patent Classification (IPC) or national classification and IPC
G06F1 /00

  

  
 
 

 

Applicant

RESEARCH IN MOTION LIMITED et al.

This international preliminary examination report has been prepared by this International Preliminary Examining Authority
and is transmitted to the applicant according to Article 36.

This REPORT consists of a total of 4 sheets, including this cover sheet.

El This report is also accompanied by ANNEXES, i.e. sheets of the description, claims and/or drawings which have
been amended and are the basis for this report and/or sheets containing rectifications made before this Authority
(see Rule 70.16 and Section 607 of the Administrative Instructions under the PCT).

These annexes consist of a total of sheets.

This report contains indications relating to the following items:

I Basis of the report

ll Priority

|Il Non-establishment of opinion with regard to novelty. inventive step and industrial applicability

IV Lack of unity of invention

V Reasoned statement under Article 35(2) with regard to novelty, inventive step or industrial applicability;
citations and explanations suporting such statement

Vi Certain documents cited

Certain defects in the international application
 

Certain observations on the international application

Date of submission of the demand Date of completion of this report

‘1 8/04/2002 151 12002

Name and mailing address of the international Authorized officer
preliminary examining authority:

European Patent Office

9) ”80298 Munich Kerschbaumer, JTel. +49 89 2399 - 0 Tx: 523656 epmu d

Fa)“ +49 89 2399 ' 4465 Telephone No. +49 89 2399 2999
Form PCT/lPEA/409 (cover sheet) (January 1994)
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INTERNATIONAL PRELIMINARY

EXAMINATION REPORT International application No. PCT/CA01/01344

I. Basis of the report

1. With regard to the elements of the international application (Replacement sheets which have been furnished to
the receiving Office in response to an invitation under Article 14 are referred to in this report as ’briginally filed”
and are not annexed to this report since they do not contain amendments (Rules 70.16 and 70.17)):
Description, pages:

1—28 ‘ as originally filed

Claims, No.:

1-109 as received on 28/06/2002 with letter of 28/06/2002

Drawings, sheets:

1/7—7/7 as originally filed

2. With regard to the language, all the elements marked above were available or furnished to this Authority in the
language in which the international application was filed, unless othenrvise indicated under this item.

These elements were available or furnished to this Authority in the following language: , which is:

D the language ot a translation furnished for the purposes of the international search (under Rule 23.1(b)).

[I the language 01 publication ot the international application (under Rule 48.3(b)).

El the language of a translation furnished for the purposes of international preliminary examination (under Rule
55.2 and/or 55.3).

3. With regard to any nucleotide and/or amino acid sequence disclosed in the international application, the
international preliminary examination was carried out on the basis of the sequence listing:

contained in the international application in written form.

tiled together with the international application in computer readable form.

furnished subsequently to this Authority in written form.

furnished subsequently to this Authority in computer readable torm.DECIDE
The statement that the subsequently turnished written sequence listing does not go beyond the disclosure in
the international application as filed has been furnished.

CI The statement that the information recorded in computer readable form is identical to the written sequence
listing has been furnished.

4. The amendments have resulted in the cancellation of:

[I the description, pages:

El the claims, Nos.:

Form PCT/IPEN409 (Boxes I-Vlll, Sheet 1) (July 1998)
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INTERNATIONAL PRELIMINARY

EXAMINATION REPORT International application No. PCT/CA01/01344

El the drawings, sheets:

5. El This report has been established as it (some of) the amendments had not been made, since they have been
considered to go beyond the disclosure as filed (Rule 702(0)):

(Any replacement sheet containing such amendments must be referred to under item 1 and annexed to this
report.) _

6. Additional observations, it necessary:

lll. Non-establishment of opinion with regard to novelty, inventive step and industrial applicability

1. The questions whether the claimed invention appears to be novel, to involve an inventive step (to be non-
obvious), or to be industrially applicable have not been examined in respect of:

Xi the entire international application.

 :l claims Nos. .

because:

[I the said international application, or the said claims Nos. relate to the following subject matter which does
not require an international preliminary examination (specify):

E the description, claims or drawings (indicate particular elements below) or said claims Nos. are so unclear
that no meaningful opinion could be termed (specify):
see separate sheet

E] the claims, or said claims Nos. are so inadequately supported by the description that no meaningful opinion
could be formed.

El no international search report has been established for the said claims Nos. .

2. A meaningful international preliminary examination cannot be carried out due to the failure of the nucleotide
and/or amino acid sequence listing to comply with the standard provided for in Annex C of the Administrative
Instructions:

E] the written form has not been furnished or does not comply with the standard.

El the computer readable form has not been furnished or does not comply with the standard.

Form PCT/lPEA/409 (Boxes |»V|l|, Sheet 2) (July 1998)
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INTERNATIONAL PRELIMINARY International application No. PCT/CA01/01344
EXAMINATION REPORT - SEPARATE SHEET

m

Although system claims 1, 6, 56, 77 and method claims 27, 36, 43, 47, 68, 87, 104

have been drafted as separate independent claims, they appear to relate effectively to

the same subject-matter and to differ from each other only with regard to the definition

of the subject-matter for which protection is sought or in respect of the terminology

used for the features of that subject-matter. The aforementioned claims therefore lack

conciseness. Moreover, lack of clarity of the claims as a whole arises, since the plurality

of independent claims makes it impossible to determine the matter for which protection

is sought, and places an undue burden on others seeking to establish the extent of the

protection.

Hence, system claims 1, 6, 56, 77 and method claims 27, 36, 43, 47, 68, 87, 104 do not

meet the requirements of Article 6 PCT.
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We claim:

1. A code signing system for operation in conjunction with a software application having a
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digital signature and a signature identification, where the digital signature is associated with the

signature identification, comprising:

an application platform;

an application programming interface (API) having an associated signature identifier, the

API is configured to link the software application with the application platform; and

a virtual machine that verifies the authenticity of the digital signature in order to control

access to the API by the software application where the signature identifier corresponds to the

signature identification.

2. The code signing system of claim 1, wherein the virtual machine denies the software

application access to the API if the digital signature is not authenticated.

3. The code signing system of claim 1, wherein the virtual machine purges the software

application if the digital signature is not authenticated.

4. The code signing system of claim 1, wherein the code signing system is installed on a mobile

device.

5. The code signing system of claim 1. wherein the digital signature is generated by a code

signing authority. '

6. A code signing system for operation in conjunction with a software application having a

digital signature and a signature identification where the digital signature is associated with the

signature identification, comprising:

an application platform;

a plurality of application programming interfaces (APIs) associated with a signature

identifier, each configured to link the software application with a resource on the application

platform; and
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a virtual machine that verifies the authenticity of the digital signature in order to control

access to the APIs by the software application where the signature identification corresponds to

the signature identifier,

wherein the virtual machine verifies the authenticity of the digital signature in order to

control access to the plurality of APls by the software application.

7. The code signing system of claim 6, wherein the plurality of APIs are included in an Al’I

library.

8. The code signing system of claim 6, wherein one or more of the plurality of APIs is classified

as sensitive and having an associated signature identifier, and wherein the virtual machine uses

the digital signature and the signature identification to control access to the sensitive APIs.

9. The code signing system of claim 8, wherein the code signing system operates in

conjunction with a plurality of software applications, wherein one or more of the plurality of

software applications has a digital signature and a signature identification, and wherein the

virtual machine verifies the authenticity of the digital signature of each of the one or more of the

plurality of software applications, where the signature identification corresponds to the signature

identifier of the respective sensitive APIs. in order to control access to the sensitive APls by each

of the plurality of software applications.

10. The code signing system of claim 6, wherein the resource on the application platform

comprises a wireless communication system.

11. The code signing system of claim 6, wherein the resource on the application platform

comprises a cryptographic module which implements cryptographic algorithms.

12. The code signing system of claim 6, wherein the resource on the application platform

comprises a data store.
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13. The code signing system of claim 6, wherein the resource on the application platform

comprises a user interface (UI).

14. The code signing system of claim 1, further comprising:

5 a plurality of API libraries, each of the plurality of API libraries includes a plurality of

APIs, wherein the virtual machine controls access to the plurality of API libraries by the software

application.

15. The code signing system of claim 14, wherein at least one of the plurality of API

10 libraries is classified as sensitive.

wherein access to a sensitive API library requires a digital signature associated with a signature

identification where the signature identification corresponds to a signature identifier associated

with the sensitive API library;

wherein the software application includes at least one digital signature and at least one

15 associated signature identification for accessing sensitive API libraries; and

wherein the virtual machine authenticates the software application for accessing the

sensitive API library by verifying the one digital signature included in the software application

that has a signature identification corresponding to the signature identifier of the sensitive API

library.

20

16. The code signing system of claim 1, wherein the digital signature is generated using a

private signature key, and the virtual machine uses a public signature key to verify the

authenticity of the digital signature.

25

17. The code signing system of claim 16, wherein:

the digital signature is generated by applying the private signature key to a hash of the

software application; and

the virtual machine verifies the authenticity of the digital signature by generating a hash

30 of the software application to obtain a generated hash, applying the public signature key to the

3
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digital signature to obtain a recovered hash, and comparing the generated hash with the

recovered hash.

18. The code signing system of claim 4, wherein the API further comprises:

5 a description string that is displayed by the mobile device when the software application

attempts to access the API.

19. The code signing system of claim 1, wherein the application platform comprises an

operating system.

10

20. The code signing system of claim 1, wherein the application platform comprises one or more

core functions of a mobile device.

21. The code signing system of claim 1, wherein the application platform comprises hardware

15 on a mobile device.

22. The code signing system of claim 23, wherein the hardware comprises a subscriber identity

module (SIM) card.

20 23. The code signing system of claim 1, wherein the software application is a Java application

for a mobile device.

24. The code signing system of claim I, wherein the API interfaces with a cryptographic routine

on the application platform.

25

25. The code signing system of claim 1, wherein the API interfaces with a proprietary data

model on the application platform.

26. The code signing system of claim I, wherein the virtual machine is a Java virtual machine

30 installed on a mobile device.
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27. A method of controlling access to sensitive application programming interfaces on a mobile

device, comprising the steps of:

loading a software application on the mobile device that requires access to a sensitive

5 application programming interface (API) having a signature identifier;

determining whether the software application includes a digital signature and a signature

identification; and

denying the software application access to the sensitive API where the signature

identification does not correspond with the signature identifier. .

10

28. The method of claim 27, comprising the additiOnal step of:

purging the software application from the mobile device where the signature

identification does not correspond with the signature identifier..

15 29. The method of claim 27, wherein the digital signature and the signature identification are

generated by a code signing authority.

30. The method of claim 27, comprising the additional steps of:

verifying the authenticity of the digital signature where the signature identification

20 corresponds with the signature identifier.; and

denying the software application access to the sensitive API where the digital signature is

not authenticated.

31. The method of claim 30, comprising the additional step of:

25 purging the software application from the mobile device where the digital signature is not

authenticated. -

32. The method of claim 30, wherein the digital signature is generated by applying a private

signature key to a hash of the software application, and wherein the step of verifying the

30 authenticity of the digital signature is performed by a method comprising the steps of:

5
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storing a public signature key that corresponds to the private signature key on the mobile

device; .. . , .

generating a hash of the software application to obtain a generated hash;

applying the public signature key to the digital signature to obtain a recovered hash; and

5 comparing the generated hash with the recovered hash.

33. The method of claim 32, wherein the digital signature is generated by calculating a hash of

the software application and applying the private signature key.

10 34. The method of claim 27, comprising the additional step of:

displaying a description string that notifies a user of the mobile device that the software

application requires access to the sensitive API.

35. The method of claim 34, comprising the additional step of:

15 receiving a command from the user granting or denying the software application access

to the sensitive API.

36. A method of controlling access to an application programming interface (API) having a

signature identifier on a mobile device by a software application created by a software deve10per.

20 comprising the steps of:

receiving the software application from the software developer;

determining whether the software application satisfies at least one criterion;

appending a digital signature and a signature identification to the software application

where the software application satisfies at least one criterion;;

25 verifying the authenticity of the digital signature appended to the software application

where the signature identification corresponds with the signature identifier; and

providing access to the API to software applications where the digital signature is

authenticated.
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37. The method of claim 36, wherein the step of determining whether the software application

satisfies at least one criterion is performed by a code signing authority.

38. The method of claim 36, wherein the step of appending the digital signature and the

5 signature identification to the software application includes generating the digital signature

comprising the steps of:

calculating a hash of the software application; and

applying a signature key to the hash of the soflware application to generate the digital

signature.

10

39. The method of claim 38, wherein the hash of the software application is calculated using the

Secure Hash Algorithm (SHAl).

40. _The method of claim 38, wherein the step of verifying the authenticity of the digital

15 signature comprises the steps of:

providing a corresponding signature key on the mobile device;

calculating the hash of the software application on the mobile device to obtain a

calculated hash;

applying the corresponding signature key to the digital signature to obtain a recovered
20 hash: and

authenticating the digital signature by comparing the calculated hash with the recovered
hash.

41. The method of claim 40, comprising the further step of denying the software application

25 access to the API where the digital signature is not authenticated.

42. The method of claim 40, wherein the signature key is a private signature key and the

corresponding signature key is a public signature key.
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43. A method of controlling access to a sensitive application programming interface (API)

having a signature identifier on a mobile device, comprising the steps of:

registering one or more software developers that are trusted to develop software

applications which access the sensitive API;

5 I receiving a hash of a software application;

determining whether the hash was sent by a registered software developer; and

generating a digital signature using the hash of the software application and a signature

identification corresponding to the signature identifier where the hash was sent by the registered

software developen,

10 wherein

the digital signature and the signature identification are appended to the software

application; and

the mobile device verifies the authenticity of the digital signature in order to control

access to the sensitive API by the software application where the signature identification

15 corresponds with the signature identifier.

44. The method of claim 43, wherein the step of generating the digital signature is performed by

a code signing authority.

20 45. The method of claim 43. wherein the step of generating the digital signature is performed by

applying a signature key to the hash of the software application.

46. The method of claim 45, wherein the mobile device verifies the authenticity of the digital

signature byperforming the additional steps of:

25 providing a corresponding signature key on the mobile device;

calculating the hash of the software application on the mobile device to obtain a

calculated hash;

applying the corresponding signature key to the digital signature to obtain a recovered

hash;
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determining whether the digital signature is authentic by comparing the calculated hash

with the recovered hash; and

denying the software application access to-the sensitive API where the digital signature is

not authenticated.

47. A method of restricting access to application programming interfaces on a mobile device,

comprising the steps of:

loading a software application having a digital signature and a signature identification on

the mobile device that requires access to one or more application programming interfaces (APIs)

10 having at least one signature identifier;

authenticating the digital signature where the signature identification corresPonds with

the signature identifier; and

denying the software application access to the one or more APIs where the software

application does not include an authentic digital signature .

15

48. The method of claim 47, wherein the digital signature and signature identification are

associated with a type of mobile device.

49. The method of claim 47, comprising the additional step of:

20 purging the software application from the mobile device where the software application

does not include an authentic digital signature. .

50. The method of claim 47, wherein:

the software application includes a plurality of digital signatures and signature

25 identifications; and

the plurality of digital signatures and signature identifications includes digital signatures

and signature identifications respectively associated with different types of mobile devices.
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51. The method of claim 50, wherein each of the plurality of digital signatures and associated

signature identifications are generated by a respective corresponding code signing authority.

52. The method of claim 47, wherein the step of determining whether the software application

5 includes an authentic digital signature comprises the additional steps of:

verifying the authenticity of the digital signature where-the signature identification

corresponds with respective ones of the at least one signature identifier. .

53. The method of claim 51, wherein each of the plurality of digital signatures and signature

10 identifications are generated by its corresponding code signing authority by applying a respective

private signature key associated with the code signing authority to a hash of the software

application.

54. The method of c1aim47, wherein the step of authenticating the digital signature where the

15 signature identification corresponds with the signature identifier comprises the steps of:

verifying that the signature identification corresponds with the signature identifier authenticating

the digital signature where signature identification corresponds with the signature identifier

comprising the steps of:

storing a public signature key on a mobile device that corresponds to the private signature

20 key associated with the code signing authority which generates the digital signature;

generating a hash of the software application to obtain a generated hash;

applying the public signature key to the digital signature to obtain a recovered hash; and

comparing the generated hash with the recovered hash.

25 55. The method of claim 47, wherein:

the mobile device includes a plurality of APIs;

at least one of the plurality of APIs is classified as sensitive;

access to any of the plurality of APIs requires an authentic global signature;

access to each of the plurality of sensitive APIs requires an authentic global signature and

30 an authentic digital signature associated with a signature identification;

10
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the step of determining whether the software application includes an authentic digital

signature and signature identification comprises the steps of:

determining whether the one or more APIs to which the software application requires

access includes a sensitive API;

5 detennining whether the software application includes an authentic global signature; and

determining whether the software application includes an authentic digital signature and

signature identificationwhere the one or more APIs to which the software application requires .

access includes a sensitive API and the software application includes an authentic global

signature; and

10 the step of denying the software application access to the one or more APIs comprises the

steps of:

denying the software application access to the one or more APIs where the software

application does not include an authentic global signature; and

denying the software application access to the sensitive API where the one or more APIs

15 to which the software application requires access includes a sensitive API, the software

application includes an authentic global signature, and the software application does not include

an authentic digital signature and signature identifier required to access the sensitive API.

56. ,A code signing system for controlling access to application programming interfaces

20 (APIs) having signature identificaters by software applications, the code signing system

comprising:

a verification system for authenticating digital signatures provided by the respective

software applications to access the APIs where the signature identifications correspond with the

signature identificaters of the respective APIs and where a digital signature for a software

25 application is generated with a signature identification corresponding to a signature identificater

to access at least one API; and

a control system for allowing access to at least one of the APIs where the digital signature

provided by the software application is authenticated by the verification system.

11
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57. The code signing system of claim 56, wherein a virtual machine comprises the

verification system and the control system.

58. The code signing system of claim 57, wherein the virtual machine is a Java virtual

5 machine installed on a mobile device.

59. The code signing system of claim 56, wherein the control system requires one digital

signature and one signature identification for each library of at least one of the APIs.

10 60. The code signing system of claim 56, wherein the code signing system is installed on a

mobile device and the software application is a Java application for a mobile device.

61. The code signing system of claim 56. wherein the digital signature and the signature

identification of the software application are generated by a code signing authority.

15

62. The code signing system of claim 56, wherein the APIs access at least one of a

cryptographic module. which implements cryptographic algorithms, a data store, a proprietary

data model, and a user interface (UI).

20 63. The code signing system of claim 56, wherein the digital signature is generated using a

private signature key under a signature scheme associated with the signature identification, and

the verification system uses a public signature key to authenticate the digital signature.

64. The code signing system of claim 63, wherein:

25 the digital signature is generated by applying the private signature key to a hash of the

software application under the signature scheme; and

the verification system authenticates the digital signature by generating a hash of the

software application to obtain a generated hash, applying the public signature key to the digital

signature to obtain a recovered hash, and verifying that the generated hash with the recovered

30 hash are the same.

12
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The code signing system of claim 56, wherein at least one of the APIs further comprises:
65.

a description string that is displayed to a user when the software application attempts to»
access said at least one of the APIs.

66. The code signing system of claim 56, wherein the APIs provides access to at least one of

one or more core functions of a mobile device, an operating system, and hardware on a mobile

device.

10 67.. The code signing system of claim 56, wherein verification of a global digital signature

provided by the software application is required for accessing any of the APIs.

68. A method of controlling access to application programming interfaces (APIs) having

signature identifiers by software applications, the method comprising:

authenticating digital signatures provided by the respective software applications to

access the APIs where the signature identifications correspond with the signature identifiers of

the respective APIs and where a digital signature for a software application is generated with a

15

signature identification corresponding to a signature identifier to access at least one API; and

allowing access to at least one of the APIs where the digital signature provided by the

20 software application is authenticated.

‘ 69. The method of claim 68. wherein one digital signature and one signature identification

are provided/by the software application access a library of at least one of the APIs.

25 70. The method of claim 68, wherein the digital signature and the signature identification of

the software application are generated by a code signing authority.

The method of claim 68, wherein the APIs access at least one of a cryptographic module7 l .

that implements cryptographic algorithms, a data store, a proprietary data model, and a user

30 interface (UI).

13
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72. The method of claim 68, wherein the digital signature is generated using a private

signature key under a signature scheme associated with the signature identification, and a public

signature key is used to authenticate the digital signature.

73. The method of claim 72, wherein:

the digital signature is generated by applying the private signature key to a hash of the

software application under the signature scheme; and

the digital signature is authenticated by generating a hash of the software application to

10 obtain a generated hash, applying the public signature key to the digital signature to obtain a

recovered hash, and verifying that the generated hash with the recovered hash are the same.

74. The method of claim 68, wherein at least one of the APIs further comprises:

a description string that is displayed to a user when the software application attempts to

15 access said at least one of the APIs.

75. The method of claim 68, wherein the APIs provides access to at least one of one or more

core functions 'of a mobile device, an operating system, and hardware on a mobile device.

20 76. The method of claim 68, wherein verification of a global digital signature provided by the

software application is required for accessing any of the APIs

77. A management system for controlling access by software applications to application

programming interfaces (APIs) having at least one signature identifier on a subset of a plurality

25 of mobile devices, the management system comprising:

a code signing authority for providing digital signatures and signature identifications to

software applications that require access to at least one of the APIs with a signature identifier on

the subset of the plurality of mobile devices, where a digital signature for a software application

is generated with a signature identification corresponding to a signature identifier, and the

30 signature identifications provided to the software applications comprise those signature

14
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identifications that correspond to the signature identifiers that are substantially only on the subset

of the plurality of mobile devices; wherein each mobile device of the subset of'the plurality of

mobile devices comprises

a verification system for authenticating digital signatures provided by the respective

5 software applications to access respective APIs where the digital identifications correspond to

the digital identifiers of the respective APIs; and

a control system for allowing the respective software applications to access at least one of

the APIs where the digital signatures provided by the respective software applications are

authenticated by the verification system.

10

78. The management system of claim 77, wherein a virtual machine comprises the

verification system and the control system.

79. The management system of claim 78, wherein the virtual machine is a Java virtual

15 machine and the software applications are Java applications.

80. The management system of claim 77, wherein the control system requires one digital

signature and one signature identification for each library of at least one of the APIs.

20 81. The management system of claim 77, wherein the APIs access at least one of a

cryptographic module, which implements cryptographic algorithms, a data store, a proprietary

data model, and a user interface (01).

82. The management system of claim 77, wherein the digital signature is generated using a

25 private signature key under a signature scheme associated with the signature identification, and

the verification system uses a public signature key to authenticate the digital signature.

83. The management system of claim 82, wherein:

the digital signature is generated by applying the private signature key to a hash of the

30 software application under the signature scheme; and

15

AMENDED SHEET

Page 274 of 1415



Page 275 of 1415

04-07-2002 ~3— f’” CA0101344 _

 

the verification system authenticates the digital signature by generating a hash of the

software application" to obtain a generated hash, applying the public signature key to the digital

signature to obtain a recovered hash, and verifying that the generated hash with the recovered

hash are the same.

84. The management system of claim 77, wherein at least one of the APIs further comprises:

a description string that is displayed to a user when the software application attempts to

access said at least one of the APIs.

10 85. The management system of claim 77, wherein the subset of the plurality of mobile

devices comprises mobile devices under the control of at least one of a corporation and a carrier.

86. The management system of claim 77, wherein a global digital signature provided by the

software application has to be authenticated before the software application is allowed access to

15 any of the APIs on a mobile device of the subset of the plurality of mobile devices.

87. A method of controlling access by software applications to application programming

interfaces (APIs) having at least one signature identifier on a subset of a plurality of mobile

devices, the method comprising:

20 generating digital signatures for software applications with signature identifications

corresponding to respective signature identifiers of the APIs; and

providing the digital signatures and the signature identifications to software applications

that require access to at least one of the APIs on the subset of the plurality of mobile devices,

where the Signature identifications provided to the software applications comprise those

25 signature identifications that correspond to the signature identifiers that are substantially only on

the subset of the plurality of mobile devices; wherein each mobile device of the subset of the

plurality of mobile devices comprises

a verification system for authenticating digital signatures provided by the respective

software applications to access respective APIs where the digital identifications correspond to

30 the digital identifiers of the respective APIs; and

16
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a control system for allowing the software application to access at least one of the APIs

where the digital signature provided by the software application is authenticated by the

verification system.

5 88. The method of claim 87, wherein a virtual machine comprises the verification system and

the control system.

89. The method of claim 88, wherein the virtual machine is aJava virtual machine and the

software applications are Java applications.

10 4

90. . The method of claim 87, wherein the control system requires one digital signature and

one signature identification for each library of at least one of the APIs. '

91. The method of claim 87, wherein the APIs access at least one of a cryptographic module,

15 which implements cryptographic algorithms, a data store, a proprietary data model, and a user

interface (U1).

92. The method of claim 87, wherein at least one of the digital signatures is generated using a

private signature key under a signature scheme associated with a signature identification, and the

20 verification system uses a public signature keys to authenticate said at least one of the digital

signatures.

93. The method of claim 92, wherein:

at least one of the digital signatures is generated by applying the private signature key to

25 a hash of a software application under the signature scheme; and

the verification system authenticates said at least one of the digital signatures by

generating a hash of the software application to obtain a generated hash, applying the public

signature key to said at least one of the digital signatures to obtain a recovered hash, and

verifying that the generated hash with the recovered hash are the same.

30

17
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94. The method of claim 87, wherein at least one of the APIs further comprises:

a description string that is displayed to a user when the software application attempts to
access said at least one of the APIs.

95. The method of claim 87, wherein the subset of the plurality of mobile devices comprises

mobile devices under the control of at least one of a corporation and a carrier.

96. A mobile device for a subset of a plurality of mobile devices, the mobile device

comprising:

an application platform having application programming interfaces (APIs);

a verification system for authenticating digital signatures and signature identifications

provided by the respective software applications to access the APIs; and

a control system for allowing a software application to access at least one of the APIs

where a digital signature provided by the software application is authenticated by the verification

system;

wherein a code signing authority provides digital signatures and signature identifications

to software applications that require access to at least one of the APIs such that the digital

signature for the software application is generated according to a signature scheme of a signature

identification, and wherein the signature identifications provided to the software applications

comprise those signature identifications that are substantially only authorized to allow access on

the subset of the plurality of mobile devices.

97. The mobile device of claim 96, wherein a virtual machine comprises the verification

system and the control system.

98. The mobile device ofclaim 97, wherein the virtual machine is a Java virtual machine and

the software application is a Java application.

99. The mobile device of claim 96, wherein the control system requires one digital signature

and one signature identification for each library of at least one of the APIs.

18
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100. The mobile device of claim 96. wherein the APIs of the application platform access at

least one of a cryptographic module, which implements cryptographic algorithms, a data. store. a

proprietary data model, and a user interface (U1).

101. The mobile device of claim 96, wherein the digital signature is generated using a private

signature key under the signature scheme, and the verification system uses a public signature key

to authenticate the digital signature.

10 102. The mobile device of claim 10], wherein:

the digital signature is generated by applying the private signature key to a hash of the

software application under the signature scheme; and

the verification system authenticates the digital signature by generating a hash of the

software application to obtain a generated hash, applying the public signature key to the digital

15 signature to obtain a recovered hash, and verifying that the generated hash with the recovered

hash are the same.

103. The mobile device of claim 96, wherein at least one of the APIs further comprises:

a description string that is displayed to a user when the software application attempts to

20 access said at least one of the APIs.

104. A method of controlling access to application programming interfaces (APIs) of an

application platform of a mobile device for a subset of a plurality of mobile devices, the method

comprising:

25 receiving digital signatures and signature identifications from software applications that

require to access the APIs

authenticating the digital signatures and the signature identifications; and

allowing a software application to access at least one of the APIs where a digital

signature provided by the software application is authenticated;

19
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wherein a code signing authority provides the digital signatures and the signature

identifications to the software applications that require access to at least one of the APIs such

that the digital signature for the software application is generated according to a signature

scheme of a signature identification, and wherein the signature identifications provided to the

5 software applications comprise those signature identifications that are substantially only

authorized to allow access on the subset of the plurality of mobile devices.

105. The method of claim 104, wherein one digital signature and one signature identification

is required for accessing each library of at least one of the APIs.

10

106. The method of claim 104, wherein the APIs of the application platform access at least

one of a cryptographic module, which implements cryptograch algorithms, a data store, a

proprietary data model, and a user interface (UI).

15 107. The method of claim 104, wherein the digital signature is generated using a private

signature key under the signature scheme, and a public signature key is used to authenticate the

digital signature.

.108. The method of claim 107, wherein:

20 the digital signature is generated by applying the private signature key to a hash of the

software application under the signature scheme; and

the digital signature is authenticated by generating a hash of the software application to

obtain a generated hash. applying the public signature key to the digital signature to obtain a

recovered hash, and verifying that the generated hash with the recovered hash are the same.

25

I 109. The method of claim 104, wherein at least one of the APIs further comprises:

a description string that is displayed to a user when the software application attempts to

access said at least one of the APIs.

3O

20
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INTELLECTUAL PROPERTY LAW

February 2, 2012 Kendrick Lo B.A.Sc. (Eng. Sci.), MBA, LL.B
416 957 1685 klo@bereskinparr.com

Your Reference: 10/381,219
Our Reference: 13210—1465/KL

SUPPLEMENTAL INFORMATION

DISCLOSURE STATEMENT

Commissioner for Patents

PO. Box 1450

Alexandria, VA
22313-1450

Dear Sir:

Re: U.S. Patent Application No. 10/381,219
For: SOFTWARE CODE SIGNING SYSTEM AND METHOD

Filing Date: March 20, 2003
A ~|IcantS' lACH DaVICI P et alA‘MWMWWWWW..V..\tv.twe“....\N“mm.““‘\\“\t\w“““mm““m“m“mmmmmm“WW““WNW.

In accordance with 37 CFR. 1.56 and 1.97(b)(4), the Applicants hereby submit a Supplemental

Information Disclosure Statement including (1) a listing, on PTO form SB/08a, of patents and

other publications of which the Applicants are aware that may be considered material to

patentability, and (2) a copy of the foreign patent documents and the non-patent literature
documents.

Please note that we are resubmitting the reference cited at Cite No. 28 to correct a

typographical error in the date of the document which was originally submitted in an IDS on
November 11, 2011 at Cite No.7.

The filing of this statement shall be not construed as an admission that the information cited in

the attached statement is, or is considered to be, material to patentability (37 CFR 1.97(h)), nor

as an admission that it constitutes prior art.

Please have the document recorded against the above—mentioned application.

Respectfully submitted,

BERESKIN & PARR LLP/S.E.N.C.R.L., sari.

 By........
r"Kendrick Lo

Reg. No. 54,948

Tel: (416) 364-7311
Encl.

Bereskir: 8t- Parr LLP

Scotia Plaza, 4:3 léilng Street West, 40th Floor, To. 
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UNITED S'l‘A'l‘ES PA'l‘EN’l‘ AND TRADEMARK OFFICE UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Adm'ess COMMISSIONER FCR PATENTSPO Bux1450

Alcxnjidda,\’irg1nia 2231371450wwwusgtogov

10/381,219 03/20/2003 David P Yach 555255012423

CONFIRMATION NO. 9761

89441 POWER OF ATTORNEY NOTICE

Jones Day (RIM) - 2N

North Point ||||||||||||l|l|||||l|Illlllllllllllll||||l||l|lllllllll||||||||I|||||||||||l|l|l|||l||||00000005 2 898
901 Lakeside Avenue

Cleveland, OH 44114

 

Date Mailed: 11/30/2011

NOTICE REGARDING CHANGE OF POWER OF ATTORNEY

This is in response to the Power of Attorney filed 11/11/2011.

- The Power of Attorney to you in this application has been revoked by the assignee who has intervened as

provided by 37 CFR 3.71. Future correspondence will be mailed to the new address of record(37 CFR 1.33).

/snguyen/

 

Office of Data Management, Application Assistance Unit (571) 272-4000, or (571) 272-4200, or 1-888-786—0101
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UNITED S'I‘A'I‘ES PA'I‘EN'I‘ AND TRADEMARK OFFICE UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Adm'ess COMMISSIONER FCR PATENTSPO Box1450

Alcxnjldda,\’irgmia 2231371450wwwusgtogov
 

10/381,219 03/20/2003 David P Yach 555255012423

CONFIRMATION NO. 9761

89951 POA ACCEPTANCE LETTER
Bereskin and Parr LLP

S.E.N.C.R.L., s.r.l. ||||||||||||I|I|||||I|||ILIIIII||||||||||||I||I|II||I|||I||||||||I|||||||||||||I||I||H|||00000005 2 953
40 King Street West
40th Floor

Toronto, ON M5H 3Y2
CANADA

Date Mailed: 11/30/2011

NOTICE OF ACCEPTANCE OF POWER OF ATTORNEY

This is in response to the Power of Attorney filed 11/11/2011.

The Power of Attorney in this application is accepted. Correspondence in this application will be mailed to the

above address as provided by 37 CFR 1.33.

/snguyen/
 

Office of Data Management, Application Assistance Unit (571) 272—4000, or (571) 272—4200, or 1—888—786—0101
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UNITED STATES DEPARTIWENT 0F COIVIVIERCE
United States Patent and Trademark Office
Adm:s COMMISSICNER FCR PATENTSPO an1450

AICXIHIdI‘Ifl Vil'gmial2313 145 0WWWusgtogm

APPLICATION FILING or GRPAR

NUMBER 371(C)DA111 UNI'TI 1111411111: RECD AW’IIE DOCKETNO 1‘”01 CLAIIVIS 1ND CLAIMS

 
 

10/381219 0’3’./20/2003 2431 4158 555255012423 109

CONFIRMATION NO. 9761

89441 CORRECTED FILING RECEIPT

Jones Day (RIM) — 2N

North Point |I|I||IIIIIIIIIIIIIIIIIoI I0IIIII IIIIIIIIIIIIIIIIII III
901 Lakeside Avenue 0000

Cleveland, OH 44114

Date Mailed: 11/25/2011

Receipt is acknowledged of this non-provisional patent application. The application will be taken up for examination
in due course. Applicant will be notified as to the results of the examination. Any correspondence concerning the

application must include the following identification information: the U.S. APPLICATION NUMBER, FILING DATE,
NAME OF APPLICANT, and TITLE OF INVENTION. Fees transmitted by check or draft are subject to collection.
Please verify the accuracy of the data presented on this receipt. If an error is noted on this Filing Receipt, please

submit a written request for a Filing Receipt Correction. Please provide a copy of this Filing Receipt with the
changes noted thereon. If you received a "Notice to File Missing Parts" for this application, please submit

any corrections to this Filing Receipt with your reply to the Notice. When the USPTO processes the reply

to the Notice, the USPTO will generate another Filing Receipt incorporating the requested corrections

Applicant(s)
David P Yach, Waterloo, ON, CANADA;
Michael S Brown, Waterloo, ON, CANADA;

Herbert A Little, Waterloo, ON, CANADA;

Power of Attorney:
David Cochran--39142

Domestic Priority data as claimed by applicant

This application is a 371 of PCT/CA01/01344 09/20/2001
which claims benefit of 60/234,152 09/21/2000
and claims benefit of 60/235,354 09/26/2000
and claims benefit of 60/270,663 02/20/2001

Foreign Applications (You may be eligible to benefit from the Patent Prosecution Highway program at the

USPTO. Please see http://www.uspto.gov for more information.)

If Required, Foreign Filing License Granted: 02/27/2004

The country code and number of your priority application, to be used for filing abroad under the Paris Convention,

is US10/381,219

Projected Publication Date: Not Applicable

Non-Publication Request: No

Early Publication Request: No
page 1 of 3

Page 290 of 1415



Page 291 of 1415

Title

Software code signing system and method

Preliminary Class

713

PROTECTING YOUR INVENTION OUTSIDE THE UNITED STATES

Since the rights granted by a US. patent extend only throughout the territory of the United States and have no
effect in a foreign country, an inventor who wishes patent protection in another country must apply for a patent
in a specific country or in regional patent offices. Applicants may wish to consider the filing of an international

application under the Patent Cooperation Treaty (PCT). An international (PCT) application generally has the same
effect as a regular national patent application in each PCT-member country. The PCT process simplifies the filing

of patent applications on the same invention in member countries, but does not result in a grant of "an international
patent" and does not eliminate the need of applicants to file additional documents and fees in countries where patent
protection is desired.

Almost every country has its own patent law, and a person desiring a patent in a particular country must make an

application for patent in that country in accordance with its particular laws. Since the laws of many countries differ
in various respects from the patent law of the United States, applicants are advised to seek guidance from specific

foreign countries to ensure that patent rights are not lost prematurely.

Applicants also are advised that in the case of inventions made in the United States, the Director of the USPTO must
issue a license before applicants can apply for a patent in a foreign country. The filing of a US. patent application
serves as a request for a foreign filing license. The application‘s filing receipt contains further information and

guidance as to the status of applicant's license for foreign filing.

Applicants may wish to consult the USPTO booklet, "General Information Concerning Patents" (specifically, the
section entitled "Treaties and Foreign Patents") for more information on timeframes and deadlines for filing foreign

patent applications. The guide is available either by contacting the USPTO Contact Center at 800-786-9199, or it
can be viewed on the USPTO website at http://www.uspto.gov/web/offices/pac/doc/general/index.html.

For information on preventing theft of your intellectual property (patents, trademarks and copyrights), you may wish

to consult the US Government website, http://www.stopfakes.gov. Part of a Department of Commerce initiative,
this website includes self—help "toolkits" giving innovators guidance on how to protect intellectual property in specific

countries such as China, Korea and Mexico. For questions regarding patent enforcement issues, applicants may

call the US Government hotline at 1-866-999-HALT (1-866-999-4158).

LICENSE FOR FOREIGN FILING UNDER

Title 35, United States Code, Section 184

Title 37, Code of Federal Regulations, 5.11 & 5.15

GRANTED

The applicant has been granted a license under 35 U.S.C. 184, if the phrase "IF REQUIRED, FOREIGN FILING
LICENSE GRANTED" followed by a date appears on this form. Such licenses are issued in all applications where
the conditions for issuance of a license have been met, regardless of whether or not a license may be required as

page 2 of 3
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set forth in 37 CFR 5.15. The scope and limitations of this license are set forth in 37 CFR 5.15(a) unless an earlier
license has been issued under 37 CFR 5.15(b). The license is subject to revocation upon written notification. The
date indicated is the effective date of the license, unless an earlier license of similar scope has been granted under
37 CFR 5.13 or 5.14.

This license is to be retained by the licensee and may be used at any time on or after the effective date thereof unless

it is revoked. This license is automatically transferred to any related applications(s) filed under 37 CFR 1.53(d). This
license is not retroactive.

The grant of a license does not in any way lessen the responsibility of a licensee for the security of the subject matter

as imposed by any Government contract or the provisions of existing laws relating to espionage and the national
security or the export of technical data. Licensees should apprise themselves of current regulations especially with

respect to certain countries, of other agencies, particularly the Office of Defense Trade Controls, Department of

State (with respect to Arms, Munitions and Implements of War (22 CFR 121-128)); the Bureau of Industry and
Security, Department of Commerce (15 CFR parts 730—774); the Office of Foreign AssetsControl, Department of
Treasury (31 CFR Parts 500+) and the Department of Energy.

NOT GRANTED

No license under 35 U.S.C. 184 has been granted at this time, if the phrase "lF REQUIRED, FOREIGN FILING

LICENSE GRANTED" DOES NOT appear on this form. Applicant may still petition for a license under 37 CFR 5.12,
if a license is desired before the expiration of 6 months from the filing date of the application. If 6 months has lapsed
from the filing date of this application and the licensee has not received any indication of a secrecy order under 35

U.S.C. 181, the licensee may foreign file the application pursuant to 37 CFR 5.15(b).

 

SelectUSA

The United States represents the largest, most dynamic marketplace in the world and is an unparalleled location

for business investment, innovation and commercialization of new technologies. The USA offers tremendous
resources and advantages for those who invest and manufacture goods here. Through SelectUSA, our nation

works to encourage, facilitate, and accelerate business investment. To learn more about why the USA is the best

country in the world to develop technology, manufacture products, and grow your business, visit SelectUSAgov.
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 DEPA' come i 

' I hereby revoke all previous powers of attorney given in the application identifiedIn the attached statement under
. 37 CFR 3.73gb}
' I hereby appoint:

......._....W........._.............................,.............,......-.-uataaa“.a“a“.“ac“..“u.““««««“««

5 Practitioners associated with the Customer Number:

OR

radenT. a.R Cf?" e (USPTO)In centat:E? on with
any and ai=patent applications assigned ant» to the undersigned according to the USPTCassignment records or a55ignmen‘. documents
attached to this term in accordance with 37 CFR 3.7363).

n.._“st....“n...“‘““““‘“““““s“u““n.““n.““.‘.“.“‘“..._._.m“....“fin“...nnhhnfi t.............m.......,.I...._.....................................I....I...
State

Country

Telephone

Assignee Name andAddress:

Research In Motion Limited

295 Phillip Street
Waterloo, Ontario, CANADA N2L 3W8

A copy of this form, together with a statement under 37 CFR 3.73(b) (Form PTOISBI96 or equivalent) is required to be
filed in each application in which this form is used. The statement under 37 CFR 3.73(b) may be completed by one of

: the practitioners appointed in this form if the appointed practitioner is authorized to act on behalf of the assignee,
and must identify the agilication in which this Power of Attorney is to be filed.

SIGNATURE of Assignee of Record

.. The indiyidual whose signature and title is supplied below is authorized to act on behalf of the assignee

 
This collection of informati ' . . informationIs required to obtain or retaIn a benefit by the public whichIs to file (and
by the USPTO to process) an appllcatio'n Confidentiali I ' noverned by 35 U. S C 122 and 37 CFR 1 11 and 1. 14. This collection is estimated to take 3 minutesto complete including gathering preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any
comments on the amount of time you require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer,
US. Patent and Trademark Office, US. Department of Commerce, PO. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED
FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, PO. Box 1450, Alexandria, VA 22313-1450.

If you need assistance in completing the form, call 1-800—PTO-9 199 and select option 2.
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Privacy Act Statement

The Privacy Act ct 132% (EL. Q3«5?t~iii requires that yeu be given certain infarmaticn in connection

with your stihrnissien cftne attached form reietec‘ in a patent eppiicaticn or patent Acccrdingiy:
nursesntte the requirements cttne Act, niease he advised that: (i i the gerieisi authority inrthe
collection of this infermaticn is 35 USS. 2633(2); {2} furnishing of the inicrniaticn solicited is vciuntery:
anti (3) the principal purpcse fer which the information is used by the US. Patent and Trademark
Gifiee is to process entire-r examine your submissien related ic- a patent acciicetien or patent if you (it:
net furnish the requester: iniennatich, the US, Patent and trademark Office may not be ahie to
princess endi‘cr examine ycur submission wnich may result :n terminaticn of proceedings or
ahanecnmcnt cfthe application or expiraiicn eirhe patent

  

The information previded by yen in this form will be subject to the following routine uses:

1. The infarmatian on this term will he treated ccnfidentiaiiy in the extent allcwed under the
Freedern of lntermaticn Act {5 USC 552} anc the Privacy Act (5 U SC 5523:} Reccrds from
this system ct recercis may he discicsed tn the Department at Justice to determine whether
disclosure st these records is required by the Freedom ei infcrmaticn Act.

2. A recent frcm this system of records may he ens-closedz as a rcutine use, in the course at
presenting evidence to a cnun, magistrate, er anministrative tribunal, inciurling disclcsurss te
Opposing counsel in the ccuree efes’nlement negctietiensi

3. A re-cc-rd in this system of resents may be disciesed, as a rcntine use, in a hie
Cengress submitting a request inveiving an individual, to whom the recent psi ' , when the
indivinusi has; requested assistance from the Memberwith respect to the subject matter eitherecord.

4. A record in this system of recurc‘s may be discieeed, as a rcuiine user to a contractor cfihe
Agency haying need fer the inicrmeticn in cre‘srte pert-arm a contract. Recipients of
intermaticn shat! be required in csmpiy with the requirements attire Privacy Act ct K374, as
amended pursuant in 5 LESS 552eirni.

A reccrd reiated to an international Applicaticn filed under the Patent Cceperaticn Treaty in
this system of resents may as disclosed: as a rcutine use to the internaticnai Bureau cf the

Werid lnteiiectuai Prcperty Organizaticn, pursuant to the Patent (imperaticn Treaty
6, A record in this system ef records may be disclosed; as a rcutine use in aneiher tederai

agency tar purpesee ct i‘istienei Security review (35 U.S.C. tit‘i ) and fer review pursuant tc
the Atomic Energy Act (432 i.) EEC. 218M}.
A recent from this system of racerds may be disclosed, as a routine use, tr:- the Administrator;
Generai Sewices, er hiei‘her designee: during an inepectien cf resents conducted by {35A as
part ctthet agency‘s responsibility in recommend improvements in records management
practices and pregrems: under authority chi-i U33 2904 and 2906. Such discieeure shall
he made in acccrdance with the (53A ragtiiatiens governing inspection of records ferthis
purpose, and any ether relevant ire“ GSA er Cemrnerce‘) directive Such discicsure shall not
he used t0 maize determinations ehout‘ indiyiuuais.

8. A recent from this system of reccres may be disciesed, as a reutine use to the pubiic after
either puhiiceticn cf the application pursuant in 35 USC, 122%) cr issuance eta patent
eiirsuent to 35 U30 1":. Further, a record may be disciceee, subject to the limitations of 37
CPR 1.14, as a routine use, to the piihlic iithe record was flied in an applicatinn Vw ich
became abandoned cr in which the ercceedings were terminated and which applicaticri is
referenced by either as published application an application GPBE“: tc puhiic inspectien or an
issued patent

9. A recent ircm this system of records may he disciesed, as a routine use: to a Fetter", State.
or iccal law enforcement agency, it the USPTG becomes aware at a yieiaticn cr {scientist
violation ct law cr reguiatien,
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PTO/S B/22 (09-11)
Approved for use through 07/31/2012. OMB 0651-0031

U.S. Patent and Trademark Office; U.S. DEPARMENT OF COMMERCE
Under the paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid OMB control number. 
 

 

 

Docket Number (Optional)

13210-1465/KL

Application Number 10/381,219 Filed March 20, 2003

For SOFTWARE CODE SIGNING SYSTEM AND METHOD

_Examiner AVERY, Jeremiah L-
This is a request under the provisions of 37 CFR 1.136(a) to extend the period for filing a reply in the above identifiedapplication.

 
 

PETITION FOR EXTENSION OF TIME UNDER 37 CFR 1.136(a)

  
 

 
 

 
 

 The requested extension and fee are as follows (check time period desired and enter the appropriate fee below):  
  

    
 

   
 

F_ee_ Small Entity Fee

E] One month (37 CFR 1.17(a)(1)) $150 $75 $

l:| Two months (37 CFR 1.17(a)(2)) $560 $280 $

Three months (37 CFR 1.17(a)(3)) $1270 $635 $ 1270

El Four months (37 CFR 1.17(a)(4)) $1980 $990 35

El Five months (37 CFR 1.17(a)(5)) $2690 $1345 $  

  
 

|:] Applicant claims small entity status. See 37 CFR 127.

 
 

[:l A check in the amount of the fee is enclosed.

 

 

[:1 Payment by credit card. Form PTO-2038 is attached.

 
 

E] The Director has already been authorized to charge fees in this application to a Deposit Account.

The Director is hereby authorized to charge any fees which may be required, or credit any overpayment, to
Deposit Account Number 022095

WARNING: Information on this form may become public. Credit card information should not be included on this form.
Provide credit card Information and authorization on PTO-2038.

  
 

 

  

  lam the D applicant/inventor.

  I::I assignee of record of the entire interest. See 37 CFR 3.71.
Statement under 37 CFR 3.73(b) is enclosed (Form PTO/SB/96).

attorney or agent of record. Registration Number 541948  
 

 

 
 

I:I attorney or agent under 37 CFR 1.34.Registration number if acting under 37 CFR 1.34

gfi November 11, 2011
Signature Date

Kendrick Lo 416-364-7311

Typed or printed name Telephone Number

  
 

 

 
  
 
  

 
 NOTE: Signatures of all the inventors or assignees of record of the entire interest or their representative(s) are required. Submit multiple forms if more than onesignature is required, see below.

Total of l— forms are submitted.
This collection of information is required by 37 CFR 1.136(a). The information is required to obtain or retain a benefit by the public which is to file (and by the
USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.11 and 1.14. This collection is estimated to take 6 minutes to
complete, including gathering, preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any
comments on the amount of time you require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer,
U.S. Patent and Trademark Office, U.S. Department of Commerce, PO Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED
FORMS To THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.

Ifyou need assistance in completing the form, call 1-800—PTO—9199 and select option 2.
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Doc code: RCEX PTOISBISOEFS (07—09)
Doc description: Request for Continued Examination (RC E) Approved for use through 07I3112012.0MB 0651-0031us. Patent and Trademark Office; us. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number.

REQUEST FOR CONTINUED EXAMINATION(RCE)TRANSMITTAL

(Submitted Only via EFS-Web)

Apphcat'on 12016632 F"'"9 2008—01—18 9°Cket.N”mber 13210—1465/KL A”. 2617
Number Date (If applicable) Unit

F'rSt Named KIRKUP, Michael G. Exam'”er LY, Nghi H.Inventor Name 

This is a Request for Continued Examination (RCE) under 37 CFR 1.114 of the above-identified application.
Request for Continued Examination (RCE) practice under 37 CFR 1.114 does not apply to any utility or plant application filed prior to June 8,
1995, or to any design application. The Instruction Sheet for this form is located at WWW.USPTO.GOV
 

SUBMISSION REQUIRED UNDER 37 CFR1.114

Note: If the RCE is proper, any previously filed unentered amendments and amendments enclosed with the RCE will be entered in the order
in which they were filed unless applicant instructs otherwise. If applicant does not wish to have any previously filed unentered amendment(s)
entered, applicant must request non—entry of such amendment(s).

El Previously submitted. If a final Office action is outstanding, any amendments filed after the final Office action may be considered as a

 

submission even if this box is not checked.

|:| Consider the arguments in the Appeal Brief or Reply Brief previously filed on

|:| Other

E Enclosed

Amendment/Reply

Information Disclosure Statement (IDS)

|:| Affidavit(s)/ Declaration(s)

|:| Other

 
MISCELLANEOUS
 

I: Suspension of action on the above-identified application is requested under 37 CFR 1.103(0) for a period of months(Period of suspension shall not exceed 3 months; Fee under 37 CFR 1.17(i) required)

 
|: Other

 

FEES

The RCE fee under 37 CFR 1.17(e) is required by 37 CFR 1.114 when the RCE is filed.
The Director is hereby authorized to charge any underpayment of fees, or credit any overpayments, to
Deposit Account No 022095 

SIGNATURE OF APPLICANT, ATTORNEY, OR AGENT REQUIRED 

2| Patent Practitioner Signature

 :| Applicant Signature

 

 EFS - Web 2.1.15
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Doc code: RCEX PTOISBIaOEFS (07—09)
Doc description: Request for Continued Examination (RC E) Approved for use through 07I3112012.0MB 0651-0031us. Patent and Trademark Office; us. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number.

Signature of Registered U.S. Patent Practitioner 

Signature lKendrickLol Date (YYYY—MM—DD) 2011—11—11
 

Name Kendrick Lo Registration Number 54948   
This collection of information is required by 37 CFR 1.114. The information is required to obtain or retain a benefit by the public which is to
file (and by the USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.11 and 1.14. This collection is
estimated to take 12 minutes to complete, including gathering, preparing, and submitting the completed application form to the USPTO. Time
will vary depending upon the individual case. Any comments on the amount of time you require to complete this form and/or suggestions for
reducing this burden, should be sent to the Chief Information Officer, US. Patent and Trademark Office, US. Department of Commerce,
PO. Box 1450, Alexandria, VA 22313—1450.

if you need assistance in completing the form, call 1—800—PTO—91 99 and select option 2.

 EFS - Web 2.1.15
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Privacy Act Statement

 

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your submission of the
attached form related to a patent application or patent. Accordingly, pursuant to the requirements of the Act, please be
advised that: (1) the general authority for the collection of this information is 35 U.S.C. 2(b)(2); (2) furnishing of the information
solicited is voluntary; and (3) the principal purpose for which the information is used by the US. Patent and Trademark Office
is to process and/or examine your submission related to a patent application or patent. If you do not furnish the requested
information, the US. Patent and Trademark Office may not be able to process and/or examine your submission, which may
result in termination of proceedings or abandonment of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1. The information on this form will be treated confidentially to the extent allowed under the Freedom of Information
Act (5 U.S.C. 552) and the Privacy Act (5 U.S.C. 552a). Records from this system of records may be disclosed to the
Department of Justice to determine whether the Freedom of Information Act requires disclosure of these records.

2. A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence to a
court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of settlement
negotiations.

3. A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a
request involving an individual, to whom the record pertains, when the individual has requested assistance from the
Member with respect to the subject matter of the record.

4. A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need
for the information in order to perform a contract. Recipients of information shall be required to comply with the
requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m).

5. A record related to an International Application filed under the Patent Cooperation Treaty in this system of records
may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property Organization,
pursuant to the Patent Cooperation Treaty.

6. A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of
National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(c)).

7. A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services,
or his/her designee, during an inspection of records conducted by GSA as part of that agency's responsibility to
recommend improvements in records management practices and programs, under authority of 44 U.S.C. 2904 and
2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection of records for this
purpose, and any other relevant (i.e., GSA or Commerce} directive. Such disclosure shall not be used to make
determinations about individuals.

8. A record from this system of records may be disclosed, as a routine use, to the public after either publication of
the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a record may
be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record was filed in an
application which became abandoned or in which the proceedings were terminated and which application is
referenced by either a published application, an application open to public inspections or an issued patent.

9. A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation.

 

EFS - Web 2.1.15
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Appl. No. 10/381,219
Amendment dated November 11, 2011

Reply to office action of May 13, 2011

Appl. No : 10/381,219

Applicants : YACH, David et al.

Filed : March 20, 2003

Title : Software Code Signing System and Method

TC./A.U. : 2431

Examiner : AVERY, Jeremiah L

Docket No. : 13210-1465/KL (previously 555255012423)

November 11, 2011

Commissioner for Patents

P. O. Box 1450

Alexandria, Virginia 22313—1450

AMENDMENT

Sir:

In response to the office action of May 13, 2011, please amend the above—

identified application as follows. A petition for a three-month extension of time and a

request for continued examination accompany this response.

Amendments to the Claims are reflected in the listing of claims, which begins on page

2 of this paper.

Remarks/Arguments begin on page 23 of this reply.

Page 299 of 1415



Page 300 of 1415

Appl. No. 10/381,219
Amendment dated November 11, 2011

Reply to office action of May 13, 2011

Amendments to the Claims

The following listing of claims will replace all prior versions, and listings, of claims in the

application:

1-165: (Cancelled without prejudice).

166. (Currently Amended) A mobile device containing software instructions which

when executed on the mobile device cause the mobile device to perform operations for

controlling access to an application platform of_tt;e_mobile device, the operations

comprising:

storing a plurality of application programming interfaces (APIs) at the mobile

 device, --

wrth—the—appimatien—platfesm—and wherein at least one API comprises a sensitive API 19_

which access is restrictedaesessibb—upmwerflieafleMLa—digital—signawrerwhemthe

.. IPI' . l'l . 'l 'f' l |l'| ;

receiving, at the mobile device, an indication that a software application on the

 

 

mobile device is requesting access to ‘[[a]] th_e sensitive API stored at the mobile device;

. .l' . . . :

detesmine determining, at the mobile device, whether the software application is

signed, wherein a signed software application includes a digital signature generated

usin a rivate ke ofa rivate ke - ublic ke air wherein the rivate ke is not

accessible to the mobile device' aHel—a—ear-respendirig4stgieaten=e—identifieatienT
 

 
device using a use—the public key assesiatedWh—the—sensitive—A-Pl of the private key-
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Appl. No. 10/381,219
Amendment dated November 11, 2011

Reply to office action of May 13, 2011

public key pair to verify authenticity—of the digital signature of the signed software

application; and

based upon verifying the authenticity—of—tne digital signature at the mobile device,

usingthe—sensitifie—APi—to-themobile device allowi_g the signed software application

access to the sensitive API to+ntetact—with—the—appiioation—piattoFm.

 

167. (Currently Amended) The mobile device of claim 166, wherein based upon a

determination that the software application requesting access to the sensitive API does

not include a signatureidentitication, the operations further comprise: preventing

execution of the software application—is—not—executed.

168. (Currently Amended) The mobile device of claim 166, wherein based upon a

determination that the software application requesting access to the sensitive APi does

not include a signature—identification, the operations further comprise: denying the

software application isdenied access to the sensitive API.

169. (Currently Amended) The mobile device of claim 166, wheteintheappiication

piattoFm—ison—tnemobiie—device—and wherein based upon a determination that the

software application requesting access to the sensitive API does not include a signature

identification, the—appiication—eaéecuticn—mandget—pdrges the operations further

comprise: purging the software application from the mobile device.

170. (Currently Amended) The mobile device of claim 166, wherein based upon a

determination that the digital signature is not successfully verified adthenticated, the

operations further comprise: preventing execution of the software application

. l . . 5 Pl . I.

171. (Currently Amended) The mobile device of claim 166, wherein based upon a

determination that the digital signature is not successfully verified authenticated, the

operations further comprise: denying the software application teqeesting—access—to—tne

sensitiveAPi—is—clenied access to the sensitive API.
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Amendment dated November 11, 2011

Reply to office action of May 13, 2011

172. (Currently Amended) The mobile device of claim 166, where+n~the~appl+eatm

platfemCHse-n—the—mebile-deviee—and wherein based upon a determination that the

digital signature is notssuccessfully verified authentieated, theappheatienexeeutierr

manageF—purges theooperations further comprise: purging the software application

reqeiesting—aeeess—te—thesensitiveAPl from the mobile device.

173. (Currently Amended) The mobile device of claim 166, wherein a global signature

is associated with each of the plurality of APIs; and wherein the global signature is

verified prior to allowing the signed software application to access the sensitive API

. 'l l'.'li.

174. (Currently Amended) The mobile device of claim 166, wherein at least some of

the operations are performed by an application execution manager, and wherein the

application execution manager is implemented by a virtual machine (VM) of the mobile

device.
 

175. (Currently Amended) The mobile device of claim 166, wherein the digital

signature is generated by applying [[a]] the private key to a first hash of the software

application; and the digital signature is verified authentieated by generating a second
 

hash of the software application to obtain a generated hash, applying the public key to

the digital signature to obtain a recovered hash, and verifying that the generated hash

and the recovered hash are the same.

176. (Currently Amended) The mobile device of claim 166, wherein the digital

signature is generated by applying [[a]] t_h_e private key to a first abridged version of the

software application; and the digital signature is verified authentieateel by generating a
 

second abridged version of the software application to obtain a generated abridged

version, applying the public key to the digital signature to obtain a recovered abridged

version, and verifying that the generated abridged version and the recovered abridged

version are the same.
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Reply to office action of May 13, 2011

177. (Previously Presented) The mobile device of claim 166, wherein the digital

signature is generated by a code signing authority and included with the software

application.

178. (Currently Amended) The mobile device of claim 166, wherein the operations for—

eentrelling—aeeess—te—theaapplwatien—platferm further comprise:

displaying a description string when the software application attempts to access

the sensitive API.

179. (Previously Presented) The mobile device of claim 166, wherein the application

platform comprises an operating system.

180. (Currently Amended) The mobile device of claim 166, wherein the application

platform ' -- includes mobile 

device hardware.

181. (Previously Presented) The mobile device of claim 166, wherein the application

platform comprises a cryptographic module.

182. (Previously Presented) The mobile device of claim 166, wherein the application

platform comprises a data store.

183. (Previously Presented) The mobile device of claim 166, wherein the application

platform comprises a proprietary data model.

184. (Previously Presented) The mobile device of claim 166, wherein the application

platform comprises an input and output controller.

Page 303 of 1415



Page 304 of 1415

Appl. No. 10/381,219
Amendment dated November 11, 2011

Reply to office action of May 13, 2011

185. (Previously Presented) The mobile device of claim 166, wherein the digital

signature provides an audit trail identifying a developer of the software application

requesting access to the sensitive API.

186. (Previously Presented) The mobile device of claim 185, wherein a problematic

software application is identified using the audit trail, and wherein the digital signature

associated with the problematic software application is revocable.

187. (Previously Presented) The mobile device of claim 186, wherein the digital

signature associated with the problematic software application is revoked, and wherein

the revoked digital signature is added to a signature revocation list.

188. (Currently Amended) The mobile device of claim 166, wherein theauthentieity—ef

the digital signature is first verified each time the software application requesting access

to the sensitive API is allowed to interact with the application platform.

189. (Currently Amended) The mobile device of claim 166, wherein the software

application further includes a signature identification, and wherein the digital signature

and the signature identification correspond to a mobile device type.

190. (Currently Amended) The mobile device of claim 166, wherein the operations

further comprise assesratmg—thesensitwe—APLMth—the—pebliskey—meludes obtaining the

public key from a public key repository.

191. (Currently Amended) A system for controlling access to an application platform

on a mobile device, comprising:

one 0|” more processors;

one or more computer-readable storage mediums containing software

instructions executable on the one or more processors to cause the one or more

processors to perform operations including:
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Reply to office action of May 13, 2011

storing a plurality of application programming interfaces (APls) at the mobile

 

WIth—the—applieatienplatferm—and wherein at least one API comprises a sensitive API to

which access is restrIctedaeeesfible—upenwenmaaeeehadigitaLSIgnawm—whereimne

receiving at the mobile device an indication that a software application is 

requesting access to [[a]] HE sensitive API stored at the mobile device;

. l' . . _ _ :

determine determining, at the mobile device, whether the software application is

signed, wherein a signed software application includes a digital signature generated

using a private key of a private key-public key pair, wherein the private key is not

accessible to the mobile device; and—a—eerrespendmg—ygnatureddentlfieatien—

 
mobile device using a [[the]] public key asseeiated—with—the—sensitive—Apl of the private

key—public key pair to verify authentieity-ef—the digital signature of the signed software

application; and

based upon verifying the authenticityefithe digital signature, usingiehesensitive

ARI—ta the mobile device allowipg the signed software application access to the

sensitive API teJnterast—with—the—appheahen—platfem.

192. (Currently Amended) The system of claim 191, wherein based upon a

determination that the software application requesting access to the sensitive API does

not include a signature—identifieatien, the operations further comprise: preventing

execution of the software applicatioan—net—exeedted.

193. (Currently Amended) The system of claim 191, wherein based upon a

determination that the software application requesting access to the sensitive API does
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not include a signature4dentifisatien, the operations further comprise: denying the

software application {ts—denied access to the sensitive API.

194. (Currently Amended) The system of claim 191, wieerein—the—applieatien—platfem

isen—a—mebiledewee—and wherein based upon a determination that the software

application requesting access to the sensitive APl does not include a signature

identifieatien, theapplieatieeexeeutien—maaagerpurges the operations further

comprise: purging the software application from the mobile device.

195. (Currently Amended) The system of claim 191, wherein based upon a

determination that the digital signature is not successfully verified aathentieated, the

operations further comprise: preventing execution of the software application

. l . . a PI . l.

196. (Currently Amended) The system of claim 191, wherein based upon a

determination that the digital signature is not successfully verified authentieateel, the

operations further comprise: denying the software application requesting—aeeeswethe

sensitiveAPl—iselenied access to the sensitive API.

197. (Currently Amended) The system of claim 191, wherein—fleeapplieatien—platfem

seea—mebfleeewee—and wherein based upon a determination that the digital signature

is not successfully verified authentieated, theappheaheeexeeutIen—mmageepurges the

operations further comprise: purging the software application reqaestheg—aeeesstem

sensitive—ARI from the mobile device.

198. (Currently Amended) The system of claim 191, wherein a global signature is

associated with each of the plurality of APIs; and wherein the global signature is verified

prior to allowing the signed software application to access the sensitive APl interest-with

I I"Ilf.
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199. (Currently Amended) The system of claim 191, wherein at least some of the

operations are performed by an apglication execution manager, and wherein the

application execution manager is implemented by a virtual machine (VM) of the mobile

device. 

200. (Currently Amended) The system of claim 191, wherein the digital signature is

generated by applying [[a]] th_e private key to a first hash of the software application; and

the digital signature is ye__r_i_fi_e_g authenticated by generating a second hash of the

software application to obtain a generated hash, applying the public key to the digital

signature to obtain a recovered hash, and verifying that the generated hash and the

recovered hash are the same.

201. (Currently Amended) The system of claim 191, wherein the digital signature is

generated by applying [[a]] th_e private key to a first abridged version of the software

application; and the digital signature is verified authentieated by generating a second
 

abridged version ofthe software application to obtain a generated abridged version,

applying the public key to the digital signature to obtain a recovered abridged version,

and verifying that the generated abridged version and the recovered abridged version

are the same.

202. (Currently Amended) The system of claim 191, further comprising:

a code signing authority, wherein the code signing authority determines whether

the software application should be given access to [[a]] th_e sensitive API, and based

upon a determination that the software application should be given access to [[a]] the

sensitive APl, the code signing authority accepts the software application and generates

[[a]] me digital signature that is included with the software application.

203. (Currently Amended) The system of claim 191, wherein the operations

perfermed—by—theeneermerepresessers further comprise:

displaying a description string when the software application attempts to access

the sensitive API.
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204. (Previously Presented) The system of claim 191, wherein the application

platform comprises an operating system.

205. (Currently Amended) The system of claim 191, wheremfiaeapplwaflenplatfem

isci+a—melaileeleviee,—and wherein the application platform includes mobile device

hardware.

206. (Previously Presented) The system of claim 191, wherein the application

platform comprises a cryptographic module.

207. (Previously Presented) The system of claim 191, wherein the application

platform comprises a data store.

208. (Previously Presented) The system of claim 191, wherein the application

platform comprises a proprietary data model.

209. (Previously Presented) The system of claim 191, wherein the application

platform comprises an input and output controller.

210. (Previously Presented) The system of claim 191, wherein the digital signature

provides an audit trail identifying a developer of the software application requesting

access to the sensitive API.

211. (Previously Presented) The system of claim 210, wherein a problematic software

application is identified using the audit trail, and wherein the digital signature associated

with the problematic software application is revocable.

212. (Previously Presented) The system of claim 211, wherein the digital signature

associated with the problematic software application is revoked, and wherein the

revoked digital signature is added to a signature revocation list.

10
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213. (Currently Amended) The system of claim 191, wherein thesuthenrieity—ef the

digital signature is first verified each time the software application requesting access to

the sensitive API is allowed to interact with the application platform.

214. (Currently Amended) The system of claim 191, wherein the software application

further includes a si nature identification, and wherein the digital signature and the

signature identification correspond to a mobile device type.

215. (Currently Amended) The system of claim 191, wherein the operations further

comprise assesratrng—the—sensrtwe—ARLwrth—thepdbire—Key—rneiudes obtaining the public

key from a public key repository.

216. (Currently Amended) A non-transitory computer-readable storage medium

encoded with instructions that when executed on one or more processors of a mobile

device, cause the mobile device to withina—eemputer—system perform a method for

controlling access to an application platform of the mobile device, the method

comprising:

storing a plurality of application programming interfaces (APls)__at the mobile

d__e___vice, whereineasnAPlcanbeusedteaHeweertainsefiwareapplreaneanteraer

wittheapplieatien—platrerm—and wherein at least one API comprises a sensitive APl t_o

which access is restrictedaseessrbleepenwenfrsafieeefashgflal—srgnatme—wheran—the

sensfiweJWHsasseerated—mth—a—srgnatwesdenhfieeand—apdbhekey;

receiving at the mobile device an indication that a software application on the

 

 

mobile device is requesting access to [[a]] HE sensitive API stored at the mobile device;

. l' . . :

determine determining, at the mobile device, whether the software application is

signed, wherein a signed software application includes a digital signature generated

usin a rivate ke ofa rivate ke_ — ublic ke air wherein the rivate ke is not

WWW

11
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mobile device using the public key asseeIated—WItht—heeensHNe—Alll of the private key—

public key pair to verify authenticity—efthe digital signature of the signed software

application; and

based upon verifying the aathentieityef-t—he digital signature at the mobile device,

Hsmg—the—sensitiveARl—te the mobile device_____________allowi_g the signed software application

access to the sensitive APHe4nteraetwith—t-he—applieatien—platterm.

 

217. (Currently Amended) The computer-readable storage medium of claim 216,

wherein based upon a determination that the software application requesting access to

the sensitive API does not include a signature4dentifieatien, the method further

comprises: preventing execution of the software application-is—net—exesated.

218. (Currently Amended) The computer—readable storage medium of claim 216,

wherein based upon a determination that the software application requesting access to

the sensitive API does not include a signature—identifieatien, the method further

comprises: denying the software application issienied access to the sensitive API.

219. (Currently Amended) The computer-readable storage medium of claim 216,

wherein based upon a 

determination that the software application requesting access to the sensitive APl does

not include a signature—identificatien, the—applieatien—exeeutien—manageF-purges the

method further comprises: purging the software application from the mobile device.

220. (Currently Amended) The computer-readable storage medium of claim 216,

wherein based upon a determination that the digital signature is not successfully verified

12
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authenticated, the method further comprises: preventing execution of the software

applicationteqaestmg—accesstcthe—sensitiveeAPl—isenctexecuted.

221. (Currently Amended) The computer-readable storage medium of claim 216,

wherein based upon a determination that the digital signature is not successfully verified

authenticated, the method furthercromprises: denyning the software application

reqaestiFIg—aecess—tc-the—sensltwe—ARl—Is—demed access to the sensitive API.

222. (Currently Amended) The computer-readable storage medium of claim 216,

wherein based upon a 

determination that the digital signature is not successfully verified authenticated, the

applicaticnexecutich—mahager—putges the method further comprises: purging the

software application requestingeccesstcthesenetweAPl from the mobile device.

223. (Currently Amended) The computer-readable storage medium of claim 216,

wherein a global signature is associated with each of the plurality of APIs; and wherein

the global signature is verified prior to allowing the sigaed software application to

access the sensitive API interact—with—t-he—applicaticn—plattenm.

224. (Currently Amended) The computer-readable storage medium of claim 216,

wherein at least some of the operations are performed by an application execution

manager, and wherein the application execution manager is implemented by a virtual

machine (VM) of the mobile device.

225. (Currently Amended) The computer—readable storage medium of claim 216,

wherein the digital signature is generated by applying [[a]] tlfi private key to a first hash

of the software application; and the digital signature is verified authenticated by
 

generating a second hash of the software application to obtain a generated hash,

applying the public key to the digital signature to obtain a recovered hash, and verifying

that the generated hash and the recovered hash are the same.

13
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226. (Currently Amended) The computer-readable storage medium of claim 216,

wherein the digital signature is generated by applying [[a]] tile private key to a first

abridged version of the software application; and the digital signature is verified

authenticated by generating a second abridged version of the software application to

obtain a generated abridged version, applying the public key to the digital signature to

 

obtain a recovered abridged version, and verifying that the generated abridged version

and the recovered abridged version are the same.

227. (Previously Presented) The computer—readable storage medium of claim 216,

wherein the digital signature is generated by a code signing authority and included with

the software application.

228. (Previously Presented) The computer—readable storage medium of claim 216,

further comprising:

displaying a description string when the software application attempts to access

the sensitive API.

229. (Previously Presented) The computer-readable storage medium of claim 216,

wherein the application platform comprises an operating system.

230. (Currently Amended) The computer-readable storage medium of claim 216,

wherein the application 

platform includes mobile device hardware.

231. (Previously Presented) The computer—readable storage medium of claim 216,

wherein the application platform comprises a cryptographic module.

232. (Previously Presented) The computer-readable storage medium of claim 216,

wherein the application platform comprises a data store.

14
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233. (Previously Presented) The computer—readable storage medium of claim 216,

wherein the application platform comprises a proprietary data model.

234. (Previously Presented) The computer-readable storage medium of claim 216,

wherein the application platform comprises an input and output controller.

235. (Previously Presented) The computer—readable storage medium of claim 216,

wherein the digital signature provides an audit trail identifying a developer of the

software application requesting access to the sensitive API.

236. (Previously Presented) The computer—readable storage medium of claim 235,

wherein a problematic software application is identified using the audit trail, and wherein

the digital signature associated with the problematic software application is revocable.

237. (Previously Presented) The computer-readable storage medium of claim 236,

wherein the digital signature associated with the problematic software application is

revoked, and wherein the revoked digital signature is added to a signature revocation

list.

238. (Currently Amended) The computer-readable storage medium of claim 216,

wherein the—authentieityef the digital signature is first verified each time the software

application requesting access to the sensitive API is allowed to interact with the

application platform.

239. (Currently Amended) The computer—readable storage medium of claim 216,

wherein the software application further includes a signature identification, and wherein

the digital signature and the signature identification correspond to a mobile device type.

240. (Currently Amended) The computer—readable storage medium of claim 216,

wherein the method further comprises asseeiatihg—the—sensitwe—A-Pl—with—the-peblie—key—

inelueles obtaining the public key from a public key repository.
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241. (Currently Amended) A method for controlling access to an application platform

of a mobile device. comprising:

storing a plurality of application programming interfaces (APIs) at the mobile

 device, u
 

 
receiving,at the mobile device, an indication that a software application on the

mobile deviceIS requesting access to [[a]] msensitive API stored at the mobile device;

. l' . . _ :

determine determining, at the mobile device, whether the software application is

signed, wherein a signed software application includes a digital signature generated

usin a rivate ke ofa rivate ke — ublic ke air wherein the rivate ke is not

WWW

 
mobile device using a public key aseeeiated—withtheeensitiveAPl of the private key-

public key pair to verify aethentieity—ef the digital signature of the signed software

application; and

b_ased upon verifying the authentieiw—ef—the digital signature at the mobile device,

mg—the—sensitiye—API—te the mobile device—__allowi_g the signed software application

access to the sensitive API te—interaet—with—the—applieatien—platfeinm.

242. (Currently Amended) The method of claim 241, wherein based upon a

determination that the software application requesting access to the sensitive API does

not include a signature4dentifieatien, the method further comprises: preventing

execution of the software application4s—net—exeeuted.
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243. (Currently Amended) The method of claim 241, wherein based upon a

determination that the software application requesting access to the sensitive API does

not include a signature4elentifieatien, the method further comprises: denying the

software application its—slanted access to the sensitive API.

244. (Currently Amended) The method of claim 241, wherein—thre—applieatien—platferm—

iseaamebileaeviee—aael wherein based upon a determination that the software

application requesting access to the sensitive APl does not include a signature

ideatifieatian the—applieatiaaexeeutian—manageapurges the method further comprises:

purging the software application from the mobile device.

245. (Currently Amended) The method of claim 241, wherein based upon a

determination that the digital signature is not successfully verified authenticated, the

method further comprises: preventing execution of the software app|ication—reeluestiicigL

. . 5 Fl . ‘ |.

 

246. (Currently Amended) The mobile device of claim 241, wherein based upon a

determination that the digital signature is not successfully verified aathentieated, the

method further comprises: denying the software application requestiagaesesstothe

sensitive—API—is—slenied access to the sensitive API.

247. (Currently Amended) The method of claim 241, wherein—the—appliaatiea—platfem

Whitadewee—and wherein based upon a determination that the digital signature

is not successfully verified aathentieateel, theappliaat—ien—exeeutien—maaager—purges the

method further comprises: purging the software application Feqaestiag—aeeess—tethe-

sensitiveAPl from the mobile device.

248. (Currently Amended) The method of claim 241, wherein a global signature is

associated with each of the plurality of APIs; and wherein the global signature is verified

17

Page 315 of 1415



Page 316 of 1415

Appl. No. 10/381,219
Amendment dated November 11, 2011

Reply to office action of May 13, 2011

prior to allowing the signed software application to access the sensitive API interest—with

249. (Currently Amended) The method of claim 241, wherein at least some

operations of the method are performed by, an application execution manager, and

wherein the application execution manager is implemented by a virtual machine (VM) 1

the mobile device.

250. (Currently Amended) The method of claim 241, wherein the digital signature is

generated by applying [[a]] me private key to a first hash of the software application; and

the digital signature is meg authentieatesl by generating a second hash of the

software application to obtain a generated hash, applying the public key to the digital

signature to obtain a recovered hash, and verifying that the generated hash and the

recovered hash are the same.

251. (Currently Amended) The method of claim 241, wherein the digital signature is

generated by applying [[a]] th_e private key to a first abridged version of the software

application; and the digital signature is verified authentieateel by generating a second
 

abridged version of the software application to obtain a generated abridged version,

applying the public key to the digital signature to obtain a recovered abridged version,

and verifying that the generated abridged version and the recovered abridged version

are the same.

252. (Currently Amended) The method of claim 241, further comprising:

determining by a code signing authority, whether the software application should

be given access to th_e [[a]] sensitive API, wherein based upon a determination that the

software application should be given access to [[a]] th_e sensitive API, the code signing

authority accepts the software application and generates [[a]] the digital signature that is

included with the software application.
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253. (Currently Amended) The method of claim 241 ,wherem—theeperaflens—fer:

eentpellmg—aecesste—the—applieahen—plaflermfurther comprisi_g[[e]]:

displaying a description string when the software application attempts to access

the sensitive API.

254. (Previously Presented) The method of claim 241, wherein the application

platform comprises an operating system.

255. (Currently Amended) The method of claim 241,wherem—the—appiieatIeH—platfem

W—meHe-deWGG—a-Hd wherein the application platform includes mobile device

hardware.

256. (Previously Presented) The method of claim 241, wherein the application

platform comprises a cryptographic module.

257. (Previously Presented) The method of claim 241, wherein the application

platform comprises a data store.

258. (Previously Presented) The method of claim 241. wherein the application

platform comprises a proprietary data model.

259. (Previously Presented) The method of claim 241. wherein the application

platform comprises an input and output controller.

260. (Previously Presented) The method of claim 241, wherein the digital signature

provides an audit trail identifying a developer of the software application requesting

access to the sensitive API.

261. (Previously Presented) The method of claim 260, wherein a problematic

software application is identified using the audit trail, and wherein the digital signature

associated with the problematic software application is revocable.
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262. (Previously Presented) The method of claim 261, wherein the digital signature

associated with the problematic software application is revoked, and wherein the

revoked digital signature is added to a signature revocation list.

263. (Currently Amended) The method of claim 241, wherein the autleentieityLeHhe

digital signature is first verified each time the software application requesting access to

the sensitive API is allowed to interact with the application platform.

264. (Currently Amended) The method of claim 241, wherein the software application

further includes a signature identification, and wherein the digital signature and the

signature identification correspond to a mobile device type.

265. (Currently Amended) The method of claim 241, further comprising wherein

asseeiating—the—sensitive—APLth—the—pablie—keyinsledes obtaining the public key from a

public key repository.

266. (New) The device of claim 166, wherein verifying the digital signature comprises:

hashing the software application to obtain a generated hash;

applying the public key to the digital signature to obtain a recovered hash; and

comparing the generated hash and the recovered hash.

267. (New) The system of claim 191, wherein verifying the digital signature comprises:

hashing the software application to obtain a generated hash;

applying the public key to the digital signature to obtain a recovered hash; and

comparing the generated hash and the recovered hash.

268. (New) The computer-readable storage medium of claim 216, wherein verifying the

digital signature comprises:

hashing the software application to obtain a generated hash;

applying the public key to the digital signature to obtain a recovered hash; and
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comparing the generated hash and the recovered hash.

269. (New) The method of claim 241, wherein verifying the digital signature comprises:

hashing the software application to obtain a generated hash;

applying the public key to the digital signature to obtain a recovered hash; and

comparing the generated hash and the recovered hash.

270. (New) The device of claim 166, wherein the plurality of APIs comprises a plurality

of sensitive APls, wherein for each of the plurality of sensitive APls, the mobile device

allows access to the sensitive API upon verification of a digital signature unique to the

sensitive API.

271. (New) The system of claim 191, wherein the plurality of APIs comprises a plurality

of sensitive APls, wherein for each of the plurality of sensitive APls, the mobile device

allows access to the sensitive API upon verification of a digital signature unique to the

sensitive API.

272. (New) The computer—readable storage medium of claim 216, wherein the plurality

of APIs comprises a plurality of sensitive APls, wherein for each of the plurality of

sensitive APls, the mobile device allows access to the sensitive APl upon verification of

a digital signature unique to the sensitive API.

273. (New) The method of claim 241, wherein the plurality of APIs comprises a

plurality of sensitive APls, wherein for each of the plurality of sensitive APls, the mobile

device allows access to the sensitive API upon verification of a digital signature unique

to the sensitive API.

274. (New) The device of claim 166, wherein the operations further comprise: upon

verifying the digital signature at the mobile device, the mobile device allowing the

software application access to at least one non-sensitive API.
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275. (New) The system of claim 191, wherein the operations further comprise: upon

verifying the digital signature at the mobile device, the mobile device allowing the

software application access to at least one non-sensitive API.

276. (New) The computer—readable storage medium of claim 216, wherein the method

further comprises: upon verifying the digital signature at the mobile device, the mobile

device allowing the software application access to at least one non-sensitive API.

277. (New) The method of claim 241, further comprising: upon verifying the digital

signature at the mobile device, the mobile device allowing the software application

access to at least one non—sensitive API.
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REMARKS/ARGUMENTS

This letter is responsive to the office action dated May 13, 2011.

Claim Amendments

In order to expedite prosecution of the application, and without prejudice, the claims

have been amended to better clarify the distinguishing features of a number of

Applicants’ embodiments from the subject matter disclosed in the cited references. In

particular, the claims have been amended to clarify that certain operations are

performed at the mobile device. Other amendments have been made to enhance clarity

and consistency throughout the claims.

New claims 266—269 have been added, based on features described at, for example,

paragraph 28 of the published application. New claims 270—273 have been added,

based on features described at, for example, paragraph 37 of the published application.

New claims 274-277 have been added, based on features described at, for example,

paragraph 34 and Figure 3 of the published application.

Accordingly, claims 166-277 remain pending in this application, of which claims 166,

191, 216, and 241 are independent.

The Obiection to the Specification Should Be Withdrawn

Applicants submit that the specification discloses a number of examples of computer-

readable storage media (see e.g. Flash Memory 624 and RAM 626 of FIG. 6).

Furthermore, the computer-readable storage medium claims recite non—transitory

media, thereby excluding non—statutory media. Withdrawal of the objection is

respectfully requested.
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The Rejections Under 35 U.S.C. § 103 Should Be Withdrawn

The Examiner has rejected claims 166—168, 170, 171, 173-193, 195, 196, 198-218, 220,

221, 223-243, 245, 246, and 248-265 under 35 U.S.C. §103(a) as being unpatentable

over US. Patent No. 6,795,919 (hereinafter “Gibbs") in view of US. Patent No.

6,587,837 (hereinafter “Spagna”). The Examiner also rejected claims 169, 172, 194,

197, 219, 222, 244 and 247 under 35 U.S.C. §103(a) as being unpatentable over Gibbs

and Spagna, and further in view of US. Patent No. 6,697,948 (hereinafter "Rabin”).

The Applicants respectfully traverse all rejections.

To expedite prosecution of the application, the independent claims have been amended

to clarify that, with the exception of the generation of the digital signature using a private

key that is not accessible to the mobile device, a number of other acts associated with

processing a request by a software application to access a sensitive API are all

performed at the mobile device. In particular, the independent claims clarify that:

. The application platform to which access is controlled is an application

platform of the mobile device;

. The plurality of APIs are stored at the mobile device;

. The indication that a software application on the mobile device is requesting

access to a sensitive API stored at the mobile device is received at the

mobile device;

. The mobile device uses the public key to verify the digital signature of the

software application; and

0 Based upon verifying the digital signature at the mobile device, the mobile

device allows the software application access to the sensitive API.

The Examiner primarily relies on Gibbs to disclose many of the features of the

independent claims, prior to the present amendment. Gibbs, however, fails to disclose

the features of Applicants’ independent claims as amended.

24

Page 322 of 1415



Page 323 of 1415

Appl. No. 10/381,219
Amendment dated November 11, 2011

Reply to office action of May 13, 2011

Gibbs fails to disclose restricting access to a sensitive API; Gibbs also

fails to teach that the API is one of a plurality of APls at a mobile device

and the digital signature of the software application requesting access to

the API was generated on a remote device; rather, Gibbs teaches that the

digital signature is generated at the same device at which an API is

provided

 

For example, at page 2 of the office action, the Examiner indicates that the claimed API

is disclosed in Gibbs at column 5, lines 42-45. However, this excerpt merely indicates

that an API may be provided to provide access to certain message server services. On

the one hand, Gibbs teaches that the API is for the message server. On the other hand,

at column 10, lines 31-62, Gibbs envisions that a digital signature is generated at the

message server, and that the digital signature may then be sent to a remote user.

In this regard, the teachings of Gibbs are wholly inconsistent with the language of the

amended independent claims. This is not surprising since Gibbs works in a very

different way compared to the system taught by the Applicants.

First, if the claimed “sensitive API" were analogous to the Gibbs message server API,

then Gibbs cannot also teach the claimed digital signature generated by a private key.

It appears that Gibbs teaches that the digital signature is also generated at the

message server — the same device that provides the API. However, Applicants’

amended claims explicitly recite that although the API is at the mobile device, the

private key is not accessible to the "mobile device”. Even if the Examiner were of the

view that Gibbs’ “message server” was analogous to Applicants mobile device” (a

position which the Applicants traverses), Gibbs would not be able to generate the digital

signature without access to the private key. Therefore, since Gibbs does not teach that

the API is at a mobile device while the private key used to generate the digital signature

is not accessible to the mobile device, it follows that Gibbs fails to teach the

corresponding elements of the amended claim.
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Second, the teachings at column 10 of Gibbs suggests that the “unique digital

signature” is sent to devices remote from the message server 428 (Fig. 4), such as

laptop 452. Gibbs also teaches interactions with other devices, such as a WWW server

424, and a computer 404, when processing the digital signature and voting selections.

It appears that Gibbs teaches a voting or polling system that involves processing that is

distributed over various servers and computing devices. This is very different from

Applicants’ claimed embodiments. As noted above, Applicants’ amended claims clarify

that with the exception of the generation of the digital signature for a software

application, most of the claimed operations are performed on the same device. The

sensitive API to which access is being requested is also on that same device.

Furthermore, that device is, specifically, a mobile device. It is respectfully submitted

that Gibbs fails to disclose all of the features recited in the amended independent

claims.

Gibbs fails to disclose a private key-public key pair; moreover, Gibbs

teaches away from the use of a private key-public key pair and therefore

cannot be combined with Spagna

For completeness, Applicants note that at page 5 of the office action, the Examiner

concedes that Gibbs does not disclose features pertaining to a public key, but asserts

that Spagna discloses a sensitive API associated with a public key. Columns 16—17 of

Spagna generally teaches that a public key is employed in the use of digital signatures

(and digital certificates), and columns 46-47 merely refer to “80(3)”. An SC is not an

API. At best, column 42 teaches that “the interface to the packer for building a SC(s) is

done by APIs". However, references made to the public key are in a context

independent of the discussion of the APIs. In this regard, it is respectfully submitted

that the skilled person would not be motivated to combine the teachings of Gibbs with

the teachings of Spagna.

Furthermore, consider, for example, column 1 lines 59—61 of Gibbs. One of the

motivations of Gibbs’ system appears to be directed towards overcoming problems with
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persistent userid/password pairs which could lead to unauthorized use. However,

simply incorporating the use of Spagna’s private key would not address these problems,

as even private keys can be shared, leaving the issue purported to be addressed by

Gibbs unresolved. More generally, the teachings of Gibbs and Spagna appear to be

incompatible, and it is respectfully submitted that the skilled person would not consider

combining these two references, notwithstanding the fact that the Gibbs-Spagna

combination fails to teach all of the features of the independent claims, as amended.

In view of at least the foregoing, the Applicants respectfully submit that the subject

matter of the independent claims is neither taught nor suggested by any of the cited

references, taken alone or in combination. For at least this reason, the Applicants

submit that the independent claims are directed to subject matter that is both novel and

non—obvious. It is further submitted that the subject matter of the dependent claims that

remain in the application is also patentable for at least the same reasons. Withdrawal of

the Examiner's remaining rejections under 35 U.S.C. § 103(a) is respectfully requested.

Concluding Remarks

Although the above amendments and remarks address all of the Examiner’s current

rejections, Applicants do not waive the right to point out that any purported impetus to

combine elements from disparate references must meet established legal standards.

For example, the impetus must be supported by evidence and articulated reasoning.

E.g., In re Lee, 61 USPQ2d 1430, 1433 (Fed. Cir. 2002); see also In re Kahn, 441 F.3d

977, 988 (Fed. Cir. 2006) (“[Rjejections on obviousness grounds cannot be sustained

by mere conclusory statements; instead, there must be some articulated reasoning with

some rational underpinning to support the legal conclusion of obviousness”) (quoted in

KSR Int'l Co. v. Telef/ex Inc., 127 S. Ct. 1727, 1741 (2007)). The evidence must

suggest the desirability of the combination, not merely the feasibility. In re Fulton, 73

USPQ2d 1141, 1145 (Fed. Cir. 2004). Furthermore, any impetus to combine elements

from disparate references must “clearly and particularly” lead one of ordinary skill in the
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art to make a combination. See Ruiz v. A.B. Chance C0,, 234 F.3d 654, 660 (Fed. Cir.

2000).

In view of the foregoing remarks, Applicants respectfully submit that each of claims 166-

277 is now in form for allowance. The Examiner is welcome to contact the newly-

appointed Applicants’ Representative to resolve any remaining issues, should the

Examiner wish to expedite prosecution of the application.

Respectfully submitted,

BERESKIN & PARR LLP/S.E.N.C.R.L., S.r.|.

By 24/
Kendrick Lo

Reg. No. 54,948
Tel: 416-364-7311
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EEEEEEDCAH)EEE,EEWTEE:

MEEEEEEWEEEEEE;

EEEEEEEE,EEEEEEEEAH;

WEEEEEEEEEEEAH,MEEEEEEMEEEEEE

E;

EEEMEEEEEEEEEEEEEEEE;

NEWEEEEEEEEEEEEEEEEEWWAme
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39. mfiflflfii 38 fifn‘zfiflfififié, fifiEETFFfi-fi’fififfifififim

EEE$4fiE§$fiflmmflfiflm

40. mififlflgfi? 38 ETiZEB‘JYJ‘Wa', Efififi$flfi$$¥fiméflfi

#Ffiffifififi‘lfifiEEEEfi‘FFUf/Ffifififiiffihfiflfl:

fififififiififififl‘fié‘é’flfivgfi

fl§$fifiiflflfi¥fi4¢flfifififfifl¥kflfi%, ultifl$$§$o

41. fififlfiflgz‘? 40 fiffizfiflfififii, fififié‘fizfififlfififififigj‘é‘fl

375% (hash)fi§fcéfifi%fifi§%fifl£ (SHAI) «Ergo

42. mfiflfflgfi 40 Ffiflifi’flfifig‘, Efiiiif$5fiflfi$§$fiifi

Bfijifi-Eféz

EEfifi§ififiHfif§ZEfl§$¥¥E

Eifiidlfi§ii+fifi1¢fflfiifif¥fifl%~2fl%%ugfiéfifi'fififigf—t’flf?

4%:

fiififlfifi?%fififiifi$§i$§$y Hfi?§fi§flfi%flf§%:

E3173:thfii+fififi%fl%%51fi§fifi¥kfl%%, ufifififii$é¥f$15é

EES'EO

43. fififlflgflé 42 F)?J‘$EI4J757%, Efififlifi‘ifi#fiflfiy fiufifiz

$§$$E§Q flUE‘ififiWfflfififiififnfl APIO

44. JFEJE’WFUEH? 42 Pfififi’fijfli, Efififi?§$%%%§lfi§$

gag, Efifiiflfifi$%€flfifiifi§$%ifia

45. *fiEEiFZfiJifi%J:}‘/E$Uififflfifiuéfi API 3417:7935”, Efi:

Eflfl~¢§2£¢fifiifiififi, Eifiififi‘lifil‘flfltfizflfi API B‘Jfififfifl

EWEWEB‘J;

filfifififflffifififlfigjfiwgfii;

fifitfifiifiififiifiEEEEflfiB‘Jflfiflfifififfifi:

fiflfifififlflflflfififififififfiifi, flflffifif¢fiifiifif¥flgjz¥fiL1§§Ph

$§Y$€§$y E43,

flig‘éiflfiflflflfififlmfifi;

fiTE’fifiUfifiE‘ZJ-fififiififlfifififl‘] API, fiifi&%9fifi£§i$§$fifi

ESQ‘IE
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%.mfififlgfiflififimfifi,E%EETF$&$§$W$%

Emfimfi$fiflmmflfiwo

M.mfiflflgiwsfifimfi&,fififififfiifiifi$Wfifi

EEE?§%EW$HW&EE$%%$%%F$WO

a.fififlflgiwffifiWfifi,fifififi?$fl&%fifi?flm

MW$fififlfi$fifimE$fi;

EEfifi§ififififlW§$§fi=

EEfifi§ifififififlmfififi%fl%%,ufifififim%fl%

%;

fififi$§$§fiflfi$fi$fi$,afifimfim%fl%%;

wfifi§%%fl%%5WEm%flfi%.umfifi$§$flfifii;

mfifi$fii$fii,WEEKfiEfiEWWMflfimAHO

w.~fiEfififi§ififlWflAflfifi&,E%w?fifi:

flfifimfififififlgwfl~¢fiz¢AHmfiafiéiz

mifififlmfifi%€@%Sfi@fi%fi%%fi¥fi$§$;

mfififimflfi$$@%5$%&%fi%mfiifi$§$,WEE

fififlfififififl~+fi§¢AHO

w.mfiflflii®Mfimfi%,EfifiEfEfiWWfifi§=
mfifififlfifi?$@fi5fiflfi§fi%%fiifi$$$,WMfi

fifi§ifi%fififimflfifio

m.mfiflfl£fiwmfimfi&,fi%fififz

fififlfifififi%—fifi$$$;

fififiifiiflfis%$fi%%%&%%flfi%mfi$§$o

u.fififlflgfislmfi%fi&,fififiE?fiflfi$§$E$%

mmmfim%$&mmmrimo

w.mfiflfliiwafifimfi&,fifififi?fi%fi#flflfi$%

fiflfififififiéfi%flfi§fi$§$%fi%fl%fl?WWfifi:

mfififimflfifi%fiafigfimfi%fi%%&$%$;

mfifi,m%flfifiifio

'M.fififlflgfijw%fififi%,E%fi§¥fl¢fi$¢AHEfi
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—¢fi§¢fi%fiflfimAH,N$fi¢fiflfiAfl,fififififlfifl

fl:

mifi#EMEfifififlfifiafi%Amfi%mfififi$%$z

m%%#@%fifi$@%5@fim2WI€%%Eifi?§$,WE

ifififlflfifififlmflfiAmo

fi.fififlflgfijzfifimfi&,Efififi?§4fi$§$%mfii

fimmfimfiififlmWM%%%fiW%$%fi$fifimmfifim%fl

3%fifiiwo

w.mfiflflEXfiEmWWH,fi%fi§f%fifi#fififi$&

fiflfi5$@&%fi%%figfi$§$Wfi$flfimTfifiz

mfifi#flfifififififlfi5fififififi%%&$§$z

W%E,W%EEE$H,

fi¢$fifl$§$§ifififi&mafiTflfifimfi%flfi:

fififi%%fi€fim&%i,Efim¥gfiflfiififlmmfi%w

%m%$§%,a§$mmfiisgafiéfi%m§$;

Fififimflfifim%flfi%,ufififiim%fl%%;

fl£%%%flfi$fi$$$,ufi@W§m%flfi%;fl

wfifiim%fi%%flW§m%fl%%o
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fifi§$§fifififl

fi%$%%§%

$$fi§fiTfl$fiWfififl=

“fifi§$%%&fi&”¥2m0$9fizl$%W%E%%$%,

$323ng 60/234152; “4fifl§$§%fifi¥£” $ 2000 E 9 E 22 wig—B43

¥E§éfi$7$5 $i§%a% 60/235354; “fifigg$,¥%&7fi§” a: 2001 E

2 E 20 $i§flfi%%% $1515. Elafifilfl 60/270663:

fifimm

$fi%%&fi#fl%fi$%§é%flfifioEEWflfi,¢fi%%

fififl§$%%&fi%,%%fifi$fi&fi%fi%m1mwwmmfifi,

flm¢kfi$%fl\fi%%%,ffiflfifififiéCHTfimfi“fifi

fi§”fifi%“fi%flo

fifififi

@fifififififiifiimfiéWWEfifififlW,fiflfl,fifi§

éWflfi$%EME%MT%WH#E%E$WW$EOEflflfififl

§$fi$$,fi$$$WTfl%fififififi%fififlfififio~Efifi

#WfiFTfi,flFfifiRfififififi%fififi§WTfififlflfififi

flflfififlflfifiofi%fifl§$fi%$%fifi$%£fififififi§fi

Ewfififlfifififiéfi$flflfifififlfifififififlfifioEfiflfl

$fifl§$fifl%$fiém,HRWfiTfiFWfl%,fiFEM%WM

Ki“%%fi*%”fifififlfifififififiTfifiifiEfififi§io

W$IW$$¥E~W§fiflfifi,fififlfififlfifififififlfi

%ififlo

Zfl#fi%§ 2.5G in 3G 159%, EtPéngE‘ZMéEIWfifi‘Ba‘éXK

fififififiififi%fififimfi#%flo
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fifiWfi

fifiTfiE$$§fiflfi&ofifl§$§fi5flfifl$§$fififi

waif/E. #Efirflfifi¥é, flfififiéfifififi (API), mama API

fififlfififlfififismfi¥fififi,fiflflfififiifiimfiifi,

ufifififimflfifi%flAH°

fifi$fi%m%#ifiw,Sfiflifiifififi—Elfifififli

fififi,flfimfi¥é,~fiAH,E+JWIE%Efi#mmfifi5E

fi¥éi%fififififi,flfiwm,3%Efiifiiwfififi,Ufifi

HfiflflfifiNJWImWM,fi$fiflmfiflfi$§$mfi§fi,HE

%m#mmfi$w~mAHmwma

mfi$fi%W%~imfl,fiflfififi@&%imfimmfifififi

Efifimfififlfiflfifimmfifififlfimfiéi.fifim&%%%w

flfifiWAHmfi%,fififififlfifififififlfififlfl$AHfi%W

fligi,m%$@%WEiafifimmfifiwwafiwAmo

E$fifiwfi~$ww¢,EflEfififififififiwfifimfififi

WEEfififiétmmfifififififi(Am)mfi%flfiMfifififi%E

wm#m%fi%,m§afifimmfir,umzegémwwAm,m

fiflu,Wfimfi$§$Tfififlmfifi¢,fiflmflfififlfifi$¢

mfi$%$%3¥fi,%%mmm&¥%¥%fii%fififlflfifififi

ifil‘cfl APL,

mfi$fiwm%~iwm,wwwmgafi§tmamAmawma

afiga#¢mz¢mfiflmfififi%&fiwwa@m1W1mm#mfi

E%,fiWflfimfififim%flfi%(mmLmfififimfifigfifi$

fiflm$#%fififiw,m%%,wmfiwmmE$%%m%%<mm

F$fi$§$,#%ME%#mmE$¢,fiafi§fimfi$§$mfi

ifi.ufifififlfiflfififiwfi@@%Amo

Eifi~fiwgmm¢,mwwmga&%immfififififimm

fi$fiEEfififlfifi$§fl¥Wfl*+fiz¢wWImfififiéi,m

fifififlfifififififlfifififififi§fi%%fi$fi$,mfi$afi,

10
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flflfiififififlififiWififl ~4‘Efifi/I‘ APIO

mgmw

E1Efifi$fi%ififl%fifl§$flflgz

Ezfialmfiflfiimflmmfig;

E3EE$$fi§LWfiE§$EfifiEE;

EaAEE~fifimfiéiwfifl%$%%fiEE;

E4EE3flaaAfiwg$fifimlwmfiE;

E5£§EE3AWRE§¥E¥fiwmfiaz

Q6fififlfififi§fifififl.fi¢fl§flfifl§$§fiflfifio

fifiifififii’c

E 1 %2!E7i5fi# I S‘Efifififlfl‘lfififlfiimflgo Efifififffifi 12 F:

ifififflfifififi 14 (EEK-15f? Y), fififiigv‘iflfifiifi%_t~/J‘E\Z$4\

@Ufifl‘] API E’Jfiifilififio fiftlfifififiifif? Y14 mug Jara D’Zffififi, T51

VFiCiiéEifiidJfi§EPEfi Java mama API fiéfifi4¢f§2fi§fif$ Y SENSE

fizfififififfi. fifflfii¥éfiflfifinififififi4¢x fif’fififix filbflfiffl

fiifii‘fifléfififl‘lfififio ibTflfififiEEiZEéfiéfi‘flEfiEWfifi flfiffl}?

E]? Y dz~éfifl5l‘tfl~/I\EJZ$/I\ API, [filth API Wfifilflfl “WE” fifififififi

Effigfflfiééfi’flififififio Elliiitfflfiflflfififlfiflflgiqfl, 9552 API ifil‘lfl

Efifiafiufififi9£fiffl API, EDfCitFfitfitlflfififi Y 5~M2$4

fiflfi§fi$§fi§¢fly E11143, Efifléfifl‘flfifl API B‘JF‘FUHTJ, fcitf‘fifi

132%???“ Y 5E9€B§fi§fi$§i§flifii fi'fifiifiil‘rfl API, flflfitfifi

Efiififififiéé’fififififif’fiflo 159MB, fiififi API HSfiéifii-ififi

f‘vé‘figéifiifif‘fi‘, 132‘ I‘Fflfifififl’é API Wfiflifitfifflfifif? Y Eifi‘fifififi

fifififiZfEfli’EEflEfio fifiF‘fiifi (U1) API Wlfififlfiffl / fifififlfifl:

E4? Ffiffg}?%\ §5Efi\ WEWEEWWFfififimfiMJfiFEW

mkflfifi‘iéfilfifio Efifififi%¢h fifi$ API mfiififigfififififiéfififi

fiffififi, Wflfinfifififlfflfitfitmo 13%, JJD%EI’~J API fiHfifiéSfi§$§flE
fiTFM’FPH, EfiEfii§i§EfM%¥i§fia fi§flflEWEfi§ififit API

11
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wm¥ofi%flflfififlfi%m¥mAm,fififimzwyfififiwmfl

LEfifi$W¥¢o

WWWE,EWAHWfi%WEfi@fi%fififixfi$AHW%,

%%M%IW%,fi§fifififi¢fiflfl%,flEEiWEfim,fifi

flmfifiéfifimfifi$$mfififlfififlfimomm,fiflfi§flfi

fifififlfiMfififi,ffififimfififimmfifififl<mflfififia

W$>EfiflfiflofiW§ififl§flTWfi§fiflWIWTWH,3*

mmfififififi12Mfiflfi§flfifififi*¢fi$¢fl$§$,fiME

tfifififiiflflJWIwiw¢fifi—+fi$4fi$%$,fiM%mfl

flfififlfimfim§$fiKMWififififiRfiwHQflWfi§AH39

iwfiéfi$§$ %fl§$fiMflfififlmfifiYM

E~¢¥M$ fifiAEWWmflmmAmgmmfiflumfifififi

fifl$éioéfig%flT.%E§A%$,flflfifim%%fifi,A

flflW%I¢%mflfigfié%fifimfififififii%*@@%&%L

Mfifiifiofifi~z%fifi$$,%EJWIwmflflfii.Eflfifi

#M%E%m“ém"g$%fl%momm,xafifiwgmmamm

fiE&fiE%fi%£fl%Efifi(H)fifififl%%fififi%%mT,

EEMWfi§LEfiEflKfiE$EF,ffifififi%fifi%$mfi%

HWflEfifimfififi%mmfifi.Ewfigéfigi,wE§WHfi

@mAmflfififi,fififimfi$fi$fififi,wmfi~fimfio

:fififififi%fi#fl%&$YmfifiW5E%%fiflfiéfiflfi

fififi§fl%%%ofifimfififixmrflufi~wfiAfiflflfiflfifi

39::flifidfi5it, £5 Java $kfl¥£EFB$%F?Bfifi%EE—“fifio flifi%, EI§E§¥Xié§$$

fififi§¥flfifl%fifi$$$,fifiu%@fifi%&%¥éfifififi

fifififiioflfl,mfifififlfifififlflfifi@&%¢%fifi%fi,

fifififififiYMfl%fiA+fiflfi$fiflmwo

fififlflfi?YMMfl%fififififinz%flfifl%$fiflmm1m

EglfifimimW$,fimfiififlmfinsfifififimmfifiYM,

WETEE#%fifi%fi,fififififi$fiflmmlfimflufifi§%fi

flfifififififilz%%w,umfi%§flfifi#mflfifi§$ofifl%

12
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ififlmm 16 {iti’aiaflaE-fi‘fiz/MK a $211 &%$Ui§fi, fiflfiififi‘] API

B‘H’E'fiflfifiifi, EZEEEEEEf/Efifiiflfi API ffliREFJA (1% API Emilia?

fifififi‘fiéifirfl Bfixfifix

finE‘EfifiEg‘iififlmm 16 ammwmfirmwrwma API 94:.

11113863, fifizwwmfiflfirflflfii (EEEEH) $4fifl§$fiflmm

16 mewmfimmfir? Y14o 211%. ééfiififiq’é’xfimfififir? Y22,

@fififirfizfifif? Y14 $fifi£é§$ iafilflifififififififi 12, fiifii

fitfiflhfié~fi<€§ Hayfiefififlfififiébgfiififlmm 16 fififififim§$f§€fi

18 Fig 1511211, mfi—$¢§$7§%§, ii] hash fifii (finfi%%%fiLT-§% (hash)

$12? SHAI) Hfiiifizfirfififififi 14 makfiLf§J§ (hash), fiélfi'adéfififl’a

26$%’£H 18 wflfi, ufijfiFf—fiio E%%‘§E$75$EP, tfiafifii%

’éfimjfbn%%&$fififéfim%fiufi% (hash), fidfinflfirfiflfifi Y14,

WEET/zfifiqfl, %J%%%HEIufit’fifififififiMEfiifififififiifléE

mfifimfifiifi$o

228E, flégfizafii’xfimmfifi Y12 fiiéééfiib=&% 28 5215133291

152% 28 Eifiwg 24 :7?$12, {flflé’flfii’ wwmfimgfiwum

BfifizfifififilfifliTfiiflfiflfiflfifiififi 15111111, ZE%#§§WWP, 235.51%?

Etflwtlfirflfififi Y22 EIiEfififiWWfiTfiéM‘Afifim, fiifi‘ufifi

fififlufliiflfiflfi§ fififfl1£1fifififiifibkflffifif¥9¥fifi 12 59615194:

bufiéflfifiafifi-L ~azé§$mw¢mfififir6 Y22 gamma? 28

.t, fi~§fic$£§$. fltfialfififiJ¢§$%6fi 20, EthrflFfifif? Y14 $1?

1)? 12165166116 API fififizm, fififlifi. fifiéé§$fifiw¢flfiafifi Y22

§Efi§JL Emiiflifilfi, El]fififiéififiufiflfififiirflfifiifififififl

Jfiir? Y14° finfi‘u‘fififfizfi, éfiisfiwtkmflfifi‘ Y22 @fififlfimmfi

I? Y14 $n~1512§1wm139§1$§$ (5167mm, gag-fimmw, 9:8

#51133??? Y14 WEfiVifiififi-fiwfl BEfiiIEiBFA‘Zfi—dfifi‘flffl APIO

£H§§§$¥$fi 20 fifl?$fifi£§é§$i§flfl1® 16 fifififi?fi§£§$%

4‘33 18, ifififitfiefiaéfiiafi API—fiiieééméisbfiéic 1EE. £fifi§£fi

10 W%&% 28 5261aaawxwfimgémmMmamwwa (26%

w), #§%E§§€Efi% 28 L fifi5§$7§%flfi—4‘§Efiffi1fid, 1521-1112

13
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i§mfifififi$mfififlfififiYn$Wfififlfififi¥mm%fl%

%<mm»E¢fi$5fifi§$fiflflfi1smfiwaflfi&,#fifi‘

$$$fl£fi§$fifi20¥fi§$§$fiflmm16fifim%fl%%

0mm,mfiflxmgfim%flfi%(mm%%5M&$§$WEm%

fl%%(mmfifiwfiym%%fl%%(mmfifi,W§$fi%Eo?

%,fififlfififixmrflfififi§28iflfi.#WWWE%$EW%

EmmamAmomififi.$fi%w$w¥fiiwmw§$fi$mm

¥,Efifi$fi$,flfififi%%%$fi$,wfifiéfifififimfifl

fi$fi%fl%%fifio

l§2%%%E1m¢fifiE§$wmeEEuuWWMfifi32

fi%,Efi%MufififififififiEWflflflfiAHfi%W@@WAm

mE$$(MHE$EA)WfiflfiéfififimfififiY;mififi,

fi$£§ifl~§fiéaAmmémaafi~%,3%,Emm#M%

fifimamwflflfigfi$§$wfi,mwmfimmfifiyogfiaas

$,mmfifiYmfifififififififimfi%fiM%%Wfi.fififlfiW,

fi$%$%flwfia$fifiofi#,fifififififlEMfiflfiififlm

Wfififi$§$ZWfififififlfififiYo—Efi#flfififi¥€fifi¥

fifi%$.WWEfifiwfififififl%?fiflmmo

Efififiwfnn,fifl§$fiflmmfifififimflfifiYyumi

fififlfifiwflafimAm,fififlfi§fififififififlfifififiRio

RE§$Eflmmflmm~fifiwfifi3%EflfifififlfifififiMa

5330 API, EE, fidfithWEEIflOi/Jw m API fiiI‘rflBfifi-z%fi$§i.

##Efififimififi,5fifififimmfifimfifififi,flfifififi

EEMWfiWfiE,fififififlfifififiX§fi5$fifi§fififififi

Efl%§floEfififififlfi$fiflmmflfififiwfifi,5%Esig

Kimmie

mfififlgififlmmfi§fi#MEfifiYyflzfififi4afifii

5%.Efififiifim,WMflfififlflfifiYfinflfififi,fi$fi

iflflfifimfififi Y Efifd‘éfiLFév'? (hash)$fl%%5§$5§%fi 18 5:625

§$fi%%%g3$n4fifimTo#flfi$§$flfi$fiWMflfifim

14
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FEET? Y, ?§§U§T$E§Hf¢flfi3fif§y mfléé¢§$flfifii¢ififififir$flifi

E ,48 fiEfiWfiZiE‘io QUE, H4¢F7ififl$i§fl§$fififififlfigfifi

Y fiiflfifilfi§ (5% 50) .tEI‘Ji‘FfiIfiEo fin§fi5§§$fiflmmfiéfifi

{filcfiiffififi‘ Y. fifléflfiifififfifiifiéifififi3¥fifi (5% 44), fififi‘z

fifii? Y fi$fifififl5§§$€9§fififffl APIa

15E%—‘/I\§EFEW‘HJ, fifififi—Ffiimfifiiyfififlfiififi Y W§¥3H§%

(hash)%fifigl§é$?§flmm, fiflfifififlfigfiififififififlfifig Yo

fini¥fifl=rflfi§fil¥fi Java MEET“, fifiéfi%fi%%:fifiu*.class I44:

WFET§¥EU§§ (hash)Ifl5EP, 3:53, §fi4¢flfififi$f§§€fi5flfi§

fifi§§§§2ilfi§fli $$$i§fl4fifiAfifWEfifi§fi9§Efii1¢y WWI]

*.coa W1fi§fii$%fl%% (hash)fifi€fi$§$lfli¢o fiatfijJT/qfififli

fififlflfif? Y 39%3UEJ'3‘ (hash)§JZfi§j'f’bWi2l§, fif¢¥F7filfiWfB¥fifiE

fififi'ffiflfiifigfifififiifigéfififigfifi‘fiflmmo fififfififii? Y

W§¥ELT§E§ (hash)—‘5%I‘UH‘J§§§$%%§ 18 —E, Wfifi€$4fifigfi$i§fl

MWFEfi$9§$O fiflfififififififififlfififif? Y Bfifizifiiiééfifig

fiififlmm, fiflflfiffijfitflgmzifififilfigfiéfiifiifis?’ Rgfij’f’t

B‘Jfififififi, 1%%¥EL{§% (hash)fi‘?£“jf¥, WfifiWfiAFEZ‘ffi—JB‘J
fiflo fifitfifiET§¢fi4¢mfifigfififfi$fiWfi4£W$$HEIEtZ§WH4J

342$, i§<§$RfiEEWflDEUFEfifLW$WEWfiMWfi4¢MWEV$W

ififigfiflEo Ifififlflfifififl$fiéfififi3§$fiflmmfifififififififlifl?

HWEQfiEEfiW$KWEfiEET¥, [filth flmgifl4¢9¥fifi$flfiflfi

$J§fl7ffl1¢42lfiliflifi§fl§ifio Milli, 4fifl§$fiixmmflfifiafififi

fififlfifififififiififfi] *‘é’flfigfifi’flfiiflfl'fl APIo
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