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SECURE BIOS 

BACKGROUND OF THE INVENTION 

1 . Field of the Invention 

This invention relates to the ?eld of security of computer 
?rmware, especially in the areas of Basic Input and Output 
System (“BIOS”) in general computing systems, such as 
personal computers (“PCs”). 

2. Description of Related Art 
One of the most critical elements in a computer system is 

the boot-up ?rmWare, such as the Basic Input and Output 
System (“BIOS”). Typically stored in some form of non 
volatile memory, the BIOS is machine code, usually part of 
an Operating System (“OS”), Which alloWs the Central 
Processing Unit (“CPU”) to perform tasks such as 
initialiZation, diagnostics, loading the operating system ker 
nel from mass storage, and routine input/output (“I/O”) 
functions. 

Upon poWer up, the CPU Will “boot up” by fetching the 
instruction code residing in the BIOS. Due to its inherent 
nature, the BIOS has tWo con?icting requirements: (1) it 
should be Well protected because if it is modi?ed or 
destroyed, the entire system Will fail, (2) it should be easily 
modi?able to alloW ?eld upgrade for feature enhancement or 
removal of softWare bugs. 

Traditionally, BIOS is implemented in Erasable Program 
mable Read Only Memory (“EPROM”). EPROM has an 
advantage of not being modi?ed in circuit. To modify the 
contents of the EPROM, the device must be ?rst erased by 
being removed from the socket and exposed to Ultraviolet 
light for a prolonged period of time. In this respect, BIOS 
implemented in EPROM is resistant to virus attack and other 
electronic sabotages. HoWever, EPROM devices do not 
support “?eld upgrades” because these devices are not 
in-circuit programmable, Which is a necessary characteristic 
for ?eld upgrades. Field upgrading alloWs customers to 
upgrade the BIOS in the ?eld to avoid costly delay and parts 
exchanges. Because of the importance for ?eld upgrading, 
virtually all BIOS ?rmWare is noW implemented using ?ash 
memories. HoWever, being ?eld modi?able, BIOS ?ash 
memories are vulnerable to virus attacks Which could cause 
devastating results in sensitive applications such as ?nancial 
transactions. 

With no security protection, conventional computer archi 
tectures implemented With BIOS ?ash memories are vul 
nerable to many kinds of intrusive attacks, such as a virus 
attack. In a typical virus attack, the virus code executes a 
code sequence to modify the BIOS ?ash memory. The code 
in BIOS ?ash memory, having no protection, is corrupted 
and the destructive effects may become effective 
immediately, When the system is booted up the next time, or 
When certain conditions or events have occurred. The 
infected code may further propagate to other areas of the 
BIOS code or the operating system kernel. Because the 
BIOS is the ?rst program code to execute When the computer 
system is “poWered up”, prior to any system or netWork 
virus scanning softWare, detection and eradication of a 
BIOS-based virus is extremely difficult. The BIOS-based 
virus can “hide its tracks” from such scanning softWare, 
effectively becoming invisible. 

The primary focus of the present invention, therefore, is 
to prevent corrupting the BIOS by a computer virus. This is 
achieved by imposing an authentication and validation pro 
cedure before the contents of the BIOS ?ash memory are 
modi?ed. 
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The approach Which is pursued in this invention builds on 

the concept of BIOS authentication by incorporating the 
BIOS ?ash memories into existing hardWare With authenti 
cating capability such as the cryptographic coprocessor. 
Since the cryptographic coprocessor both stores the BIOS 
and enforces authentication of BIOS updates, an attacker has 
no means by Which to corrupt the BIOS contents. 

SUMMARY OF THE INVENTION 

The present invention describes a system to securely 
update an executable code. The system comprises of a ?rst 
storage element for storing a code update, a second storage 
element for storing the executable code that needs to be 
updated, an identi?cation code for identifying the ?rst 
storage element and the code update, and a security proces 
sor. The security processor is coupled to the second storage 
element to authenticate and validate the ?rst storage element 
and the code update using the device identi?cation. 

BRIEF DESCRIPTION OF THE DRAWINGS 

The features and advantages of the present invention Will 
become apparent from the folloWing detailed description of 
the present invention in Which: 

FIG. 1 is a diagram of the present invention Where the 
BIOS ?ash memory resides inside a cryptographic copro 
cessor Which may be interfaced to the PCI bus. 

FIG. 2 is a ?oWchart of the operations that occur in the 
present invention during a normal read access to the BIOS 
program by the host processor. 

FIG. 3 is a ?oWchart of the operations that occur in the 
present invention during a ?eld upgrade of the BIOS pro 
gram. 

DESCRIPTION OF THE PREFERRED 
EMBODIMENT 

The present invention provides a procedure to authenti 
cate and validate a code update, such as a BIOS upgrade for 
example, using cryptographic technology. In the folloWing 
description, some terminology is used to discuss certain 
cryptographic features. A “key” is an encoding and/or 
decoding parameter used by conventional cryptographic 
algorithms such as Rivest, Shamir and Adleman (“RSA”), 
Data Encryption Algorithm (“DEA”) as speci?ed in Data 
Encryption Standard (“DES”) and the like. A “certi?cate” is 
de?ned as any digital information (typically a public key) 
associated With an entity, encrypted by a private key held by 
another entity such as a manufacturer or a Widely published 
trusted authority (e.g., bank, governmental entity, trade 
association, etc.). A “digital signature” is similar to a cer 
ti?cate but is typically used for authenticating data. Herein, 
the term “secure” indicates that it is computationally infea 
sible for an interloper to successfully perpetuate fraud on a 
system. A security processor is an electronic device capable 
of performing security functions to provide security protec 
tion for the system. 
The authentication and validation are performed by a 

security processor Which contains the BIOS ?rmWare. One 
example of such a security processor is a cryptographic 
coprocessor. The cryptographic processor authenticates and 
validates the BIOS ?rmWare by using secret information 
such as a digital signature embedded in the BIOS upgrade. 

Referring to FIG. 1, an embodiment of a computer system 
implemented Within the present invention is shoWn. The 
computer system 10 includes a chipset 31 Which operates as 
an interface to support communications betWeen host pro 
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