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PATENT

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

Application No. : 10/381,219
Applicant : David P. YACHetal.
Filed : March 20, 2003
TC/A.U. : 2431

Examiner : Jeremiah L. AVERY

Docket No. > 10289-US-PCT

Customer No. : 95866

Confirmation No. : 9761

For : SOFTWARE CODE SIGNING SYSTEM AND METHOD

AMENDMENT AFTER ALLOWANCE

VIA USPTO ELECTRONIC FILE SYSTEM

Mail Stop Amendment
Commissioner for Patents

P.O. Box 1450

Alexandria, VA 22313-1450
ATTENTION: Examiner Jeremiah L. AVERY,Tel. No. 571-272-8627

Sir:

In response to the Notice of Allowance dated March 28, 2013, please enter and

considerthe following response with amendmentand remarksasfollows:

Amendment to Claims begins on page 2

Remarks begin on page 26
OK TOENTER: ALA/

CERTIFICATE OF TRANSMISSION

In accordance with 37 CFR 1.8, | hereby certify that this correspondence is being deposited with the United States
Postal Service with sufficient postage asfirst class mail in an envelope addressed to: Commissioner for Patents, P.O.
Box 1450, Alexandria, VA 22313-1450 or facsimile transmitted or submitted under electronicfiling system to the U.S.
Patent and Trademark Office on the date: June 3, 2013.

By: Jon A. Gibbons Signature:/ Jon A. Gibbons/
(Applicant, Assignee, or Representative)
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APPLICATION NO. FILING DATE FIRST NAMED INVENTOR ATTORNEYDOCKETNO. CONFIRMATION NO.

10/381,219 03/20/2003 David P Yach 13210-1465/KL 9761

Fieit itn &Bian PAINE
as _. ; EXAMINERFicit Gibbons Gutman Bongini & Bianco P.L. Lae

551 NW 77thstreet AVERY,JEREMIAII L

Suite 111 ARTUNIT PAPER NUMBERBoca Raton, FL, 33487|eros
2431

NOTIFICATION DATR DELIVERY MODE

06/17/2013 FLECTRONIC

Please find below and/or attached an Office communication concerning this application or proceeding.

The time period for reply, if any, is set in the attached communication.

Notice of the Office communication was sent electronically on above-indicated "Notification Date” to the
following e-mail address(es):

ptoboca@fgegbb.com
portfolioprosecution @blackberry.com
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Application No. Applicant(s)

 _o., 10/381,219 YACH ET AL.
Responseto Rule 312 Communication Examiner Art Unit

JEREMIAH AVERY 2431 

-- The MAILING DATEof this communication appears on the cover sheet with the correspondence address —

1. K The amendmentfiled on 03 June 2013 under 37 CFR 1.312 has been considered, and has been:

a) KX] entered.

b) 1] entered as directed to matters of form not affecting the scope of the invention.

c)[]_ disapproved because the amendmentwasfiled after the paymentofthe issue fee.

Any amendmentfiled after the date the issue fee is paid must be accompaniedbya petition under 37 CFR 1.313(c)(1)

and the required fee to withdraw the application from issue.

d)( disapproved. See explanation below.

e)( entered in part. See explanation below.

/NATHAN FLYNN/ /Jeremiah Avery/
Supervisory Patent Examiner, Art Unit 2431 Examiner, Art Unit 2431

 
 
U.S. Patent and Trademark Office

PTOL-271 (Rev. 04-01) Reponseto Rule 312 Communication Part of Paper No. 20130606
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PART B - FEE(S) TRANSMITTAL

Complete and send this form, together with applicable fee(s), to: Mail Mail Stop ISSUE FEE
Commissioner for Patents
P.O. Box 1450
Alexandria, Virginia 22313-1450

or Fax (571)-273-2885

INSTRUCTIONS: This form should be used for transmitting the ISSUE FEE and PUBLICATION FEE (if required). Blocks 1 through 5 should be completed where

appropriate. All further correspondence including the Patent, advance orders and notification of maintenance fees will be mailed to the current correspondence address asindicated unless corrected below or directed otherwise in Block 1, by (a) specifying a new correspondence address; and/or (b) indicaling a separate "FEF ADDRESS" formaintenance fee notifications.

 

 

Note: A certificate of mailing can only be used for domestic mailings of the
Fee(s) Transmittal. This certificate cannot be used for any other accompanying

CURRENT CORRESPONDENCE ADDRESS(Note: Use Block 1 for any change of address) apers. Each additional paper, such as an assignment or formal drawing, must
have its own certificate of mailing or transmission.

Certificate of Mailing or Transmission
95866. 390 03/2812013 I hereby certify that this Pee(s) Transmittal is being deposited with the United

Fleit Gibbons Gutman Bongini & Bianco P.L. States Postal Service with sufficient postagefor first class mail in an envelope
551 NW 77thstreet addressed to the Mail Stop ISSUE PEE address above, or being facsimile
5 sree transmitted to the USPTO (571) 273-2885, on the date indicated below.Suite 111

Boca Raton, FL 33487 (Depesitor's naive)(Signature)

(Date) 
APPLICATION NO. FILING DATE FIRST NAMED INVENTOR ATTORNEY DOCKET NO. CONFIRMATION NO.

10/381,219 03/20/2003 David P Yach 13210-1465/KL 9761
TITLE OF INVENTION: SOFTWARE CODESIGNING SYSTEM AND METHOD  

APPLN. ‘TYPE ENITTLY STATUS ISSUE FEE DUB PUBLICATION FEE DUE|PREV. PAID ISSUE FEE ‘TOTAL KER(S) DUE DATE DUE 
nonprovisional UNDISCOUNTED $1780 $300 SO $2080 06/28/2013

AVERY,JEREMIAH L 2431 713-001000

1. Change of correspondence address orindication of "Fee Address" (37 2. For printing on the patent front page, list
CFR 1.363).

I Change ofcorrespondence address (or Change of Correspondence
Address form PTO/SB/122) attached.

LL] “Fee Address” indication (or "Fee Address" Indication form
PTO/SB/47, Rev 03-02 or morc recent) attached. Use of a Customer
Numberis required.

iJon A. Gibbons

2Fleit Gibbons Gutman

(1) the names of up to 3 registered patent attorneys
or agents OR,alternatively,
(2) the nameofa single firm (having as a member a
registered attorney or agent) and the names of up to
2 registered patent attorneys or agents. If no nameis
listed, no name will be printed.

 
  Bongini & Bianco PLioe)
  

  3. ASSIGNEE NAME AND RESIDENCE DATA TO BE PRINTED ON THE PATENT(printor type)

PLEASE NOTE:Unless an assignee is identified below, no assignee data will appear on the patent. If an assignee is identified below, the document has been filed for
recordation as set forth in 37 CFR 3.11. Completion of this form is NOTa substitute for filing an assignment.
(A) NAMEOF ASSIGNEF. (B) RESIDENCE:(CITYand STATE OR COUNTRY)

Research In Motion Limited Waterloo Ontario Canada

Please check the appropriate assignee category or categories (will not be printed on the patent) : Ld individual BPcorporation or other private group entity LJ Government

 
4a. The following fec(s) are submitted: 4b. Payment of Fee(s): (Please first reapply any previously paid issue fee shown above)

sue Fee LL] A checkis enclosed.

EFPublication Fee (No small entity discount permitted) J Paymentby credit card. Form PTO-2038is attached.
| Advance Order- # of Copies KKhe Director is hereby authorized to charge the required fee(s), any deficiency, or credit anyoverpayment, to Deposit Account Number 5 ( 4 56 (enclose an extra copy of this form).
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5. Change in Entity Status (from status indicated above)  

  
LI Applicant certifying micro entity status. See 37 CI'R 1.29 NOTE:Absenta valid certification of Micro Entity Status (see form PTO/SB/15A and 15B), issue

fee payment in the micro entily amount will not be accepted at the risk of application abandonment.

I Applicant asserting small entity status. See 37 CFR 1.27 NOTE:If the application was previously under micro entity status, checking this box will be taken
to be a notification ofloss of entitlement to micro entity status.

LI Applicant changing to regular undiscounted fee status. NOTE: Checkingthis box will be taken to be a notification of loss of entitlementto small or micro
 

entity status, as applicable.

NOTE: TheIssue Fee and Publication Fee (if required) will not be accepted from anyoneother than the applicant; a registered attorney or agent; or the assignee or other party in
interest as shown by the records of the United States Patent and ‘l'rademark Office.

Authorized Signature Jon A. Gibbons Date 6/3/2013
 

Typed or printedname JON A. G ibbons Registration No. 37333

This collection of information is required by 37 CFR 1.311. The information is required to obtain orretain a benefit by the public whichis to file (and by the USPTOto process)
an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.14. This collection is estimatedto take 12 minules to complete, including gathering, preparing, and
submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amountof time you require to complete
this form and/or suggestionsfor reducingthis burden, should be sent to the Chief Information Officer, U.S. Patent and Trademark Office, U.S. Department of Commerce, P.O.Box 1450, ‘Alexandiia, Virginia 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissionerfor Patents, P.O. Box 1450,
Alexandria, Virginia 22313-1450.
Underthe Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unlessit displays a valid OMB control number.
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Electronic Patent Application Fee Transmittal 

Application Number: 10381219

Title of Invention: SOFTWARE CODE SIGNING SYSTEM AND METHOD

 

First Named Inventor/Applicant Name: David P Yach

a

recnts|en oe

Basic Filing:

Pages: 

Claims:

Miscellaneous-Filing:

Patent-Appeals-and-Interference:

Post-Allowance-and-Post-Issuance:
 

Utility Appl Issue Fee

Publ. Fee- Early, Voluntary, or Normal
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Description Fee Code USD($) Quantity Amount  
Extension-of-Time:

Miscellaneous:

Total in USD (5S) 
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Electronic AcknowledgementReceipt
 

EFS ID: 15935273
 

Application Number: 10381219

Title of Invention: SOFTWARE CODE SIGNING SYSTEM AND METHOD

First Named Inventor/Applicant Name: David P Yach

Filer Authorized By: Jon A. Gibbons 

Attorney Docket Number: 13210-1465/KL 

Receipt Date: 03-JUN-2013

Application Type: U.S. National Stage under 35 USC 371

Paymentinformation:

 
 

Submitted with Payment yes

Payment Type Deposit Account 

Payment was successfully received in RAM $2080

RAM confirmation Number 4734

Deposit Account 501556

The Director of the USPTOis hereby authorized to charge indicated fees and credit any overpaymentas follows:

Charge any Additional Fees required under 37 C.F.R. Section 1.21 (Miscellaneous fees and charges)

 
Page 9 of 1415



Page 10 of 1415

 

File Listing:

Document DocumentDescription File Size(Bytes)/ Multi Pages
Number P Message Digest|Part/.zip| (if appl.)

. 10289-US- 75819

Amendmentafter Notice of Allowance PCT_312Amendment_6-3+13.
(Rule 312)

pdf €819923b035ed1ed8673586545 3535 a3.daf3b

Warnings:

Information:

10289-US- 106194

Issue Fee Payment (PTO-85B) PCT_IssueFeeTransmittal_6-3-1
3.pdf 8e271a5564399c5 d960628d06df72006976443ea

Information:

Fee Worksheet (SB06) fee-info.pdf 49585b5e12237621 ffbecf607649585 1380a
00b4

This AcknowledgementReceipt evidences receipt on the noted date by the USPTOofthe indicated documents,
characterized by the applicant, and including page counts, where applicable.It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111
If a new application is being filed and the application includes the necessary componentsfora filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shownonthis
AcknowledgementReceiptwill establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371
If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903indicating acceptance of the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

 

NewInternational Application Filed with the USPTO as a Receiving Office
If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105)will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this AcknowledgementReceiptwill establish the internationalfiling date of
the application.
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PATENT

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

Application No. : 10/381,219
Applicant : David P. YACHetal.
Filed : March 20, 2003
TC/A.U. : 2431

Examiner : Jeremiah L. AVERY

Docket No. > 10289-US-PCT

Customer No. : 95866

Confirmation No. : 9761

For : SOFTWARE CODE SIGNING SYSTEM AND METHOD

AMENDMENT AFTER ALLOWANCE

VIA USPTO ELECTRONIC FILE SYSTEM

Mail Stop Amendment
Commissioner for Patents

P.O. Box 1450

Alexandria, VA 22313-1450
ATTENTION: Examiner Jeremiah L. AVERY,Tel. No. 571-272-8627

Sir:

In response to the Notice of Allowance dated March 28, 2013, please enter and

considerthe following response with amendmentand remarksasfollows:

Amendment to Claims begins on page 2

Remarks begin on page 26

CERTIFICATE OF TRANSMISSION

In accordance with 37 CFR 1.8, | hereby certify that this correspondence is being deposited with the United States
Postal Service with sufficient postage asfirst class mail in an envelope addressed to: Commissioner for Patents, P.O.
Box 1450, Alexandria, VA 22313-1450 or facsimile transmitted or submitted under electronicfiling system to the U.S.
Patent and Trademark Office on the date: June 3, 2013.

By: Jon A. Gibbons Signature:/ Jon A. Gibbons/
(Applicant, Assignee, or Representative)
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Appl. No. 10/381,219
Docket No. 10289-US-PCT

Reply to Notice of Allowance March 28 2013

IN THE CLAIMS

This listing of claims will replace all prior versions, and listings, of claims in the

application:

1-165 (Cancelled without prejudice).

166. (Previously Presented) A mobile device containing software instructions which

when executed on the mobile device cause the mobile device to perform operations for

controlling access to an application platform of the mobile device, the operations

comprising:

storing a plurality of application programming interfaces (APIs) at the mobile

device, wherein at least one API comprises a sensitive API to which accessis

restricted;

receiving, at the mobile device, an indication that a software application on the

mobile device is requesting accessto the sensitive API stored at the mobile device;

determining, at the mobile device, whether the software application is signed,

wherein a signed software application includes a digital signature generated using a

private key of a private key-public key pair, wherein the private key is not accessible to

the mobile device;

the mobile device using a public key of the private key-public key pair to verify

the digital signature of the software application; and

based upon verifying the digital signature at the mobile device, the mobile device

allowing the software application access to the sensitive API.

167. (Previously Presented) The mobile device of claim 166, wherein based upon a

determination that the software application requesting access to the sensitive AP! does

not include a signature, the operations further comprise: preventing execution of the

software application.

2 of 26
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Appl. No. 10/381,219
Docket No. 10289-US-PCT

Reply to Notice of Allowance March 28 2013

168. (Previously Presented) The mobile device of claim 166, wherein based upon a

determination that the software application requesting access to the sensitive AP! does

not include a signature, the operations further comprise: denying the software

application access to the sensitive API.

169. (Previously Presented) The mobile device of claim 166, wherein based upon a

determination that the software application requesting accessto the sensitive API does

not include a signature, the operations further comprise: purging the software

application from the mobile device.

170. (Previously Presented) The mobile device of claim 166, wherein based upon a

determination that the digital signature is not successfully verified, the operations further

comprise: preventing execution of the software application.

171. (Previously Presented) The mobile device of claim 166, wherein based upon a

determination that the digital signature is not successfully verified, the operations further

comprise: denying the software application accessto the sensitive API.

172. (Previously Presented) The mobile device of claim 166, wherein based upon a

determination that the digital signature is not successfully verified, the operations further

comprise: purging the software application from the mobile device.

173. (Previously Presented) The mobile device of claim 166, wherein a global signature

is associated with each of the plurality of APIs; and wherein the global signatureis

verified prior to allowing the software application to access the sensitive API.

174. (Previously Presented) The mobile device of claim 166, wherein at least someof

the operations are performed by an application execution manager, and wherein the

application execution manageris implemented by a virtual machine (VM) of the mobile

device.

3 of 26
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Appl. No. 10/381,219
Docket No. 10289-US-PCT

Reply to Notice of Allowance March 28 2013

175. (Previously Presented) The mobile device of claim 166, wherein the digital

signature is generated by applying the private key to a first hash of the software

application; and the digital signature is verified by generating a second hashof the

software application to obtain a generated hash, applying the public key to the digital

signature to obtain a recovered hash, and verifying that the generated hash and the

recovered hash are the same.

176. (Previously Presented) The mobile device of claim 166, wherein the digital

signature is generated by applying the private keyto a first abridged version of the

software application; and the digital signature is verified by generating a second

abridged version of the software application to obtain a generated abridged version,

applying the public key to the digital signature to obtain a recovered abridged version,

and verifying that the generated abridged version and the recovered abridged version

are the same.

177. (Previously Presented) The mobile device of claim 166, wherein the digital

signature is generated by a codesigning authority and included with the software

application.

178. (Previously Presented) The mobile device of claim 166, wherein the operations

further comprise:

displaying a description string when the software application attempts to access

the sensitive API.

179. (Previously Presented) The mobile device of claim 166, wherein the application

platform comprises an operating system.

180. (Previously Presented) The mobile device of claim 166, wherein the application

platform includes mobile device hardware.

181. (Previously Presented) The mobile device of claim 166, wherein the application

platform comprises a cryptographic module.
4 of 26
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Appl. No. 10/381,219
Docket No. 10289-US-PCT

Reply to Notice of Allowance March 28 2013

182. (Previously Presented) The mobile device of claim 166, wherein the application

platform comprises a data store.

183. (Previously Presented) The mobile device of claim 166, wherein the application

platform comprises a proprietary data model.

184. (Previously Presented) The mobile device of claim 166, wherein the application

platform comprises an input and output controller.

185. (Previously Presented) The mobile device of claim 166, wherein the digital

signature provides an audittrail identifying a developer of the software application

requesting accessto the sensitive API.

186. (Previously Presented) The mobile device of claim 185, wherein a problematic

software application is identified using the audit trail, and wherein the digital signature

associated with the problematic software application is revocable.

187. (Previously Presented) The mobile device of claim 186, wherein the digital

signature associated with the problematic software application is revoked, and wherein

the revoked digital signature is added to a signature revocation list.

188. (Currently Amended) The mobile device of claim 166, wherein the digital

signatureis first verified each time the software application requesting accessto the

sensitive API is allowed to interact with the application platform.

189. (Previously Presented) The mobile device of claim 166, wherein the software

application further includes a signature identification, and wherein the digital signature

and the signature identification correspond to a mobile device type.

190. (Previously Presented) The mobile device of claim 166, wherein the operations

further comprise obtaining the public key from a public key repository.
5 of 26
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Appl. No. 10/381,219
Docket No. 10289-US-PCT

Reply to Notice of Allowance March 28 2013

191. (Previously Presented) A system for controlling access to an application platform

on a mobile device, comprising:

one or more processors;

one or more computer readable storage mediumscontaining software

instructions executable on the one or more processors to cause the one or more

processors to perform operations including:

storing a plurality of application programming interfaces (APIs) at the mobile

device, wherein at least one API comprises a sensitive API to which accessis

restricted;

receiving, at the mobile device, an indication that a software application is

requesting accessto the sensitive API stored at the mobile device;

determining, at the mobile device, whether the software application is signed,

wherein a signed software application includes a digital signature generated using a

private key of a private key-public key pair, wherein the private key is not accessible to

the mobile device;

the mobile device using a public key of the private key-public key pair to verify

the digital signature of the software application; and

based upon verifying the digital signature, the mobile device allowing the

software application access to the sensitive API.

192. (Previously Presented) The system of claim 191, wherein based upon a

determination that the software application requesting accessto the sensitive AP! does

not include a signature, the operations further comprise: preventing execution of the

software application.

6 of 26
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Appl. No. 10/381,219
Docket No. 10289-US-PCT

Reply to Notice of Allowance March 28 2013

193. (Previously Presented) The system of claim 191, wherein based upon a

determination that the software application requesting access to the sensitive AP! does

not include a signature, the operations further comprise: denying the software

application access to the sensitive API.

194. (Previously Presented) The system of claim 191, wherein based upon a

determination that the software application requesting accessto the sensitive API does

not include a signature, the operations further comprise: purging the software

application from the mobile device.

195. (Previously Presented) The system of claim 191, wherein based upon a

determination that the digital signature is not successfully verified, the operations further

comprise: preventing execution of the software application.

196. (Previously Presented) The system of claim 191, wherein based upon a

determination that the digital signature is not successfully verified, the operations further

comprise: denying the software application accessto the sensitive API.

197. (Previously Presented) The system of claim 191, wherein based upon a

determination that the digital signature is not successfully verified, the operations further

comprise: purging the software application from the mobile device.

198. (Previously Presented) The system of claim 191, wherein a global signatureis

associated with each of the plurality of APIs; and wherein the global signatureis verified

prior to allowing the software application to access the sensitive API.

199. (Previously Presented) The system of claim 191, wherein at least someof the

operations are performed by an application execution manager, and wherein the

application execution manageris implemented by a virtual machine (VM) of the mobile

device.

7 of 26
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Appl. No. 10/381,219
Docket No. 10289-US-PCT

Reply to Notice of Allowance March 28 2013

200. (Previously Presented) The system of claim 191, wherein the digital signature is

generated by applying the private key to a first hash of the software application; and

the digital signature is verified by generating a second hash of the software application

to obtain a generated hash, applying the public key to the digital signature to obtain a

recovered hash, and verifying that the generated hash and the recovered hashare the

same.

201. (Previously Presented) The system of claim 191, wherein the digital signatureis

generated by applying the private key to a first abridged version of the software

application; and the digital signature is verified by generating a second abridged version

of the software application to obtain a generated abridged version, applying the public

key to the digital signature to obtain a recovered abridged version, and verifying that the

generated abridged version and the recovered abridged version are the same.

202. (Previously Presented) The system of claim 191, further comprising:

a code signing authority, wherein the code signing authority determines whether

the software application should be given access to the sensitive API, and based upon a

determination that the software application should be given accessto the sensitive API,

the codesigning authority accepts the software application and generatesthe digital

signature that is included with the software application.

203. (Previously Presented) The system of claim 191, wherein the operations further

comprise:

displaying a description string when the software application attempts to access

the sensitive API.

204. (Previously Presented) The system of claim 191, wherein the application platform

comprises an operating system.

205. (Previously Presented) The system of claim 191, wherein the application platform

includes mobile device hardware.

8 of 26
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Appl. No. 10/381,219
Docket No. 10289-US-PCT

Reply to Notice of Allowance March 28 2013

206. (Previously Presented) The system of claim 191, wherein the application platform

comprises a cryptographic module.

207. (Previously Presented) The system of claim 191, wherein the application platform

comprisesa data store.

208. (Previously Presented) The system of claim 191, wherein the application platform

comprises a proprietary data model.

209. (Previously Presented) The system of claim 191, wherein the application platform

comprises an input and output controller.

210. (Previously Presented) The system of claim 191, wherein the digital signature

provides an audit trail identifying a developerof the software application requesting

access to the sensitive API.

211. (Previously Presented) The system of claim 210, wherein a problematic software

application is identified using the audit trail, and wherein the digital signature associated

with the problematic software application is revocable.

212. (Previously Presented) The system of claim 211, wherein the digital signature

associated with the problematic software application is revoked, and wherein the

revokeddigital signature is added to a signature revocation list.

213. (Previously Presented) The system of claim 191, wherein the digital signature is

first verified each time the software application requesting access to the sensitive API is

allowed to interact with the application platform.

214. (Previously Presented) The system of claim 191, wherein the software application

further includes a signature identification, and wherein the digital signature and the

signature identification correspond to a mobile device type.
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215. (Previously Presented) The system of claim 191, wherein the operations further

comprise obtaining the public key from a public key repository.

216. (Previously Presented) A non-transitory computer-readable storage medium

encoded with instructions that when executed on one or more processors of a mobile

device, cause the mobile device to perform instructions for controlling access to an

application platform of the mobile device, the instructions comprising:

storing a plurality of application programming interfaces (APIs) at the mobile

device, wherein at least one API comprises a sensitive API to which accessis

restricted;

receiving, at the mobile device, an indication that a software application on the

mobile device is requesting accessto the sensitive API stored at the mobile device;

determining, at the mobile device, whether the software application is signed,

wherein a signed software application includes a digital signature generated using a

private key of a private key-public key pair, wherein the private key is not accessible to

the mobile device;

the mobile device using the public key of the private key-public key pair to verify

the digital signature of the software application; and

based upon verifying the digital signature at the mobile device, the mobile device

allowing the software application access to the sensitive API.

217. (Previously Presented) The computer-readable storage medium of claim 216,

wherein based upon a determination that the software application requesting access to

the sensitive API does not include a signature, the instructions further comprising:

preventing execution of the software application.

218. (Previously Presented) The computer-readable storage medium of claim 216,

wherein based upona determination that the software application requesting access to

the sensitive API does notinclude a signature, the instructions further comprising:

denying the software application access to the sensitive API.
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219. (Previously Presented) The computer-readable storage medium of claim 216,

wherein based upon a determination that the software application requesting access to

the sensitive API does notinclude a signature, the instructions further comprising:

purging the software application from the mobile device.

220. (Previously Presented) The computer-readable storage medium of claim 216,

wherein based upon a determination that the digital signature is not successfully

verified, the instructions further comprising: preventing execution of the software

application.

221. (Previously Presented) The computer-readable storage medium of claim 216,

wherein based upona determination that the digital signature is not successfully

verified, the instructions further comprising: denying the software application access to

the sensitive API.

222. (Previously Presented) The computer-readable storage medium of claim 216,

wherein based upona determination that the digital signature is not successfully

verified, the instructions further comprising: purging the software application from the

mobile device.

223. (Previously Presented) The computer-readable storage medium of claim 216,

wherein a global signature is associated with eachof the plurality of APIs; and wherein

the global signatureis verified prior to allowing the software application to access the

sensitive API.

224. (Previously Presented) The computer-readable storage medium of claim 216,

wherein at least someofthe instructions are performed by an application execution

manager, and wherein the application execution manageris implementedbya virtual

machine (VM)of the mobile device.

225. (Previously Presented) The computer-readable storage medium ofclaim 216,

wherein the digital signature is generated by applying the private keytoafirst hash of
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the software application; and the digital signature is verified by generating a second

hash of the software application to obtain a generated hash, applying the public key to

the digital signature to obtain a recovered hash, and verifying that the generated hash

and the recovered hash are the same.

226. (Previously Presented) The computer-readable storage medium of claim 216,

wherein the digital signature is generated by applying the private keyto a first abridged

version of the software application; and the digital signature is verified by generating a

second abridged version of the software application to obtain a generated abridged

version, applying the public key to the digital signature to obtain a recovered abridged

version, and verifying that the generated abridged version and the recovered abridged

version are the same.

227. (Previously Presented) The computer-readable storage medium of claim 216,

wherein the digital signature is generated by a code signing authority and included with

the software application.

228. (Previously Presented) The computer-readable storage medium of claim 216, the

instructions further comprising:

displaying a description string when the software application attempts to access

the sensitive API.

229. (Previously Presented) The computer-readable storage medium of claim 216,

wherein the application platform comprises an operating system.

230. (Previously Presented) The computer-readable storage medium of claim 216,

wherein the application platform includes mobile device hardware.

231. (Previously Presented) The computer-readable storage medium of claim 216,

wherein the application platform comprises a cryptographic module.
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232. (Previously Presented) The computer-readable storage medium of claim 216,

wherein the application platform comprises a data store.

233. (Previously Presented) The computer-readable storage medium of claim 216,

wherein the application platform comprises a proprietary data model.

234. (Previously Presented) The computer-readable storage medium of claim 216,

wherein the application platform comprises an input and output controller.

235. (Previously Presented) The computer-readable storage medium of claim 216,

wherein the digital signature provides an audit trail identifying a developer of the

software application requesting access to the sensitive API.

236. (Previously Presented) The computer-readable storage medium of claim 235,

wherein a problematic software application is identified using the audit trail, and wherein

the digital signature associated with the problematic software application is revocable.

237. (Previously Presented) The computer-readable storage medium of claim 236,

wherein the digital signature associated with the problematic software application is

revoked, and wherein the revoked digital signature is added to a signature revocation

list.
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238. (Previously Presented) The computer-readable storage medium of claim 216,

wherein the digital signatureisfirst verified each time the software application

requesting access to the sensitive API is allowed to interact with the application

platform.

239. (Previously Presented) The computer-readable storage medium of claim 216,

wherein the software application further includes a signatureidentification, and wherein

the digital signature and the signature identification correspond to a mobile device type.

240. (Previously Presented) The computer-readable storage medium of claim 216, the

instructions further comprising obtaining the public key from a public key repository.

241. (Previously Presented) A method for controlling access to an application platform

of a mobile device, comprising:

storing a plurality of application programming interfaces (APIs) at the mobile

device, wherein at least one API comprises a sensitive API to which accessis

restricted;

receiving, at the mobile device, an indication that a software application on the

mobile device is requesting accessto the sensitive API stored at the mobile device;

determining, at the mobile device, whether the software application is signed,

wherein a signed software application includes a digital signature generated using a

private key of a private key-public key pair, wherein the private key is not accessible to

the mobile device;

the mobile device using a public key of the private key-public key pair to verify

the digital signature of the software application; and

based upon verifying the digital signature at the mobile device, the mobile device

allowing the software application access to the sensitive API.
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242. (Previously Presented) The method of claim 241, wherein based upon a

determination that the software application requesting access to the sensitive AP! does

not include a signature, the method further comprises: preventing execution of the

software application.

243. (Previously Presented) The method of claim 241, wherein based upon a

determination that the software application requesting accessto the sensitive API does

not include a signature, the method further comprises: denying the software application

accessto the sensitive API.

244. (Previously Presented) The methodof claim 241, wherein based upon a

determination that the software application requesting accessto the sensitive AP! does

not include a signature, the method further comprises: purging the software application

from the mobile device.

245. (Previously Presented) The methodof claim 241, wherein based upon a

determination that the digital signature is not successfully verified, the method further

comprises: preventing execution of the software application.

246. (Previously Presented) The mobile device of claim 241, wherein based upon a

determination that the digital signature is not successfully verified, the method further

comprises: denying the software application access to the sensitive API.

247. (Previously Presented) The method of claim 241, wherein based upon a

determination that the digital signature is not successfully verified, the method further

comprises: purging the software application from the mobile device.

248. (Previously Presented) The methodof claim 241, wherein a global signature is

associated with each of the plurality of APIs; and wherein the global signatureis verified

prior to allowing the software application to access the sensitive API.
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249. (Previously Presented) The method of claim 241, wherein at least some operations

of the method are performed by an application execution manager, and wherein the

application execution manageris implemented by a virtual machine (VM)of the mobile

device.

250. (Previously Presented) The method of claim 241, wherein the digital signature is

generated by applying the private keyto a first hash of the software application; and

the digital signature is verified by generating a second hash of the software application

to obtain a generated hash, applying the public key to the digital signature to obtain a

recovered hash, and verifying that the generated hash and the recovered hasharethe

same.

251. (Previously Presented) The method of claim 241, wherein the digital signature is

generated by applying the private keyto a first abridged version of the software

application; and the digital signature is verified by generating a second abridged version

of the software application to obtain a generated abridged version, applying the public

key to the digital signature to obtain a recovered abridged version, and verifying that the

generated abridged version and the recovered abridged version are the same.

252. (Previously Presented) The methodofclaim 241, further comprising:

determining by a codesigning authority, whether the software application should

be given accessto the sensitive API, wherein based upon a determination that the

software application should be given accessto the sensitive API, the code signing

authority accepts the software application and generates the digital signature thatis

included with the software application.

253. (Previously Presented) The methodof claim 241, further comprising:

displaying a description string when the software application attempts to access

the sensitive API.

254. (Previously Presented) The methodof claim 241, wherein the application platform

comprises an operating system.
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255. (Previously Presented) The method of claim 241, wherein the application platform

includes mobile device hardware.

256. (Previously Presented) The method of claim 241, wherein the application platform

comprises a cryptographic module.

257. (Previously Presented) The method of claim 241, wherein the application platform

comprises a data store.

258. (Previously Presented) The method of claim 241, wherein the application platform

comprises a proprietary data model.

259. (Previously Presented) The method of claim 241, wherein the application platform

comprises an input and output controller.

260. (Previously Presented) The method of claim 241, wherein the digital signature

provides an audit trail identifying a developerof the software application requesting

accessto the sensitive API.

261. (Previously Presented) The method of claim 260, wherein a problematic software

application is identified using the audit trail, and wherein the digital signature associated

with the problematic software application is revocable.

262. (Previously Presented) The method of claim 261, wherein the digital signature

associated with the problematic software application is revoked, and wherein the

revokeddigital signature is added to a signature revocation list.

263. (Previously Presented) The method of claim 241, wherein the digital signature is

first verified each time the software application requesting access to the sensitive API is

allowed to interact with the application platform.
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264. (Previously Presented) The method of claim 241, wherein the software application

further includes a signature identification, and wherein the digital signature and the

signature identification correspond to a mobile device type.

265. (Previously Presented) The method of claim 241, further comprising obtaining the

public key from a public key repository.

266. (Previously Presented) The device of claim 166, wherein verifying the digital

signature comprises:

hashing the software application to obtain a generated hash;

applying the public key to the digital signature to obtain a recovered hash; and

comparing the generated hash and the recovered hash.

267. (Previously Presented) The system of claim 191, wherein verifying the digital

signature comprises:

hashing the software application to obtain a generated hash;

applying the public key to the digital signature to obtain a recovered hash; and

comparing the generated hash and the recovered hash.

268. (Previously Presented) The computer-readable storage medium of claim 216,

wherein verifying the digital signature comprises:

hashing the software application to obtain a generated hash;

applying the public key to the digital signature to obtain a recovered hash; and

comparing the generated hash and the recovered hash.
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269. (Previously Presented) The method of claim 241, wherein verifying the digital

signature comprises:

hashing the software application to obtain a generated hash;

applying the public key to the digital signature to obtain a recovered hash; and

comparing the generated hash and the recovered hash.

270. (Previously Presented) The device of claim 166, wherein the plurality of APIs

comprises a plurality of sensitive APIs, wherein for each of the plurality of sensitive

APIs, the mobile device allows accessto the sensitive API upon verification of a digital

signature unique to the sensitive API.

271. (Previously Presented) The system of claim 191, wherein the plurality of APIs

comprisesa plurality of sensitive APIs, wherein for each of the plurality of sensitive

APIs, the mobile device allows accessto the sensitive API upon verification of a digital

signature unique to the sensitive API.

272. (Previously Presented) The computer-readable storage medium of claim 216,

wherein the plurality of APls comprises a plurality of sensitive APIs, wherein for each of

the plurality of sensitive APIs, the mobile device allows accessto the sensitive API upon

verification of a digital signature unique to the sensitive API.

273. (Previously Presented) The methodof claim 241, wherein the plurality of APIs

comprisesa plurality of sensitive APIs, wherein for each of the plurality of sensitive

APIs, the mobile device allows accessto the sensitive API upon verification of a digital

signature unique to the sensitive API.

274. (Previously Presented) The device of claim 166, wherein the operations further

comprise: upon verifying the digital signature at the mobile device, the mobile device

allowing the software application accessto at least one non-sensitive API.
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275. (Previously Presented) The system of claim 191, wherein the operations further

comprise: upon verifying the digital signature at the mobile device, the mobile device

allowing the software application accessto at least one non-sensitive API.

276. (Previously Presented) The computer-readable storage medium of claim 216,

wherein the instructions further comprises: upon verifying the digital signature at the

mobile device, the mobile device allowing the software application accessto at least

one non-sensitive API.

277. (Previously Presented) The method of claim 241, further comprising: upon

verifying the digital signature at the mobile device, the mobile device allowing the

software application access to at least one non-sensitive API.

278. (Previously Presented) The mobile device of claim 166, wherein the sensitive API

is associated with the public key.

279. (Previously Presented) The mobile device of claim 166, wherein the sensitive AP|

and the public key are included in an API library.

280. (Previously Presented) The mobile device of claim 166, wherein the plurality of

APIs comprises at least one non-sensitive API.

281. (Previously Presented) The mobile device of claim 280, wherein based upon a

determination that the software application requesting access to the sensitive AP! does

not include a signature, the operations further comprise:

denying the software application access to the sensitive API; and

allowing the software application accessto the at least one non-sensitive API.
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282. (Previously Presented) The mobile device of claim 280, wherein based upon a

determination that the digital signature is not successfully verified, the operations further

comprise:

denying the software application access to the sensitive API; and

allowing the software application accessto the at least one non-sensitive API.

283. (Previously Presented) The mobile device of claim 166, wherein the software

application includes a plurality of digital signatures.

284. (Previously Presented) The mobile device of claim 166, wherein the plurality of

APIs comprisesa plurality of sensitive APIs, wherein one or more of the sensitive APIs

is associated with a unique digital signature.

285. (Previously Presented) The mobile device of claim 166, wherein the plurality of

APIs comprises at least a second sensitive API, wherein the software application

includes at least a second digital signature, wherein the operations further comprise:

using a second public key of a second private key-public key pair to verify the

second digital signature of the software application; and

based upon verifying the second digital signature at the mobile device, allowing

the software application accessto at least the second sensitive API.

286. (Previously Presented) The system of claim 191, wherein the sensitive API is

associated with the public key.

287. (Previously Presented) The system of claim 191, wherein the sensitive API and the

public key are included in an API library.

288. (Previously Presented) The system of claim 191, wherein the plurality of APIs

comprises at least one non-sensitive API.
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289. (Previously Presented) The system of claim 288, wherein based upon a

determination that the software application requesting access to the sensitive AP! does

not include a signature, the operations further comprise:

denying the software application access to the sensitive API; and

allowing the software application accessto the at least one non-sensitive API.

290. (Previously Presented) The system of claim 288, wherein based upon a

determination that the digital signature is not successfully verified, the operations further

comprise:

denying the software application access to the sensitive API; and

allowing the software application access to the at least one non-sensitive API.

291. (Previously Presented) The system of claim 191, wherein the software application

includes a plurality of digital signatures.

292. (Previously Presented) The system of claim 191, wherein the plurality of APIs

comprisesa plurality of sensitive APIs, wherein one or more of the sensitive APIs is

associated with a unique digital signature.

293. (Previously Presented) The system of claim 191, wherein the plurality of APIs

comprises at least a second sensitive API, wherein the software application includesat

least a seconddigital signature, wherein the operations further comprise:

using a second public key of a second private key-public key pair to verify the

seconddigital signature of the software application; and

based upon verifying the second digital signature at the mobile device, allowing

the software application accessto at least the second sensitive API.

294. (Previously Presented) The computer-readable storage medium of claim 216,

wherein the sensitive API is associated with the public key.

295. (Previously Presented) The computer-readable storage medium of claim 216,

wherein the sensitive AP| and the public key are included in an API library.
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296. (Previously Presented) The computer-readable storage medium of claim 216,

wherein the plurality of APIs comprises at least one non-sensitive API.

297. (Previously Presented) The computer-readable storage medium of claim 296,

wherein based upona determination that the software application requesting access to

the sensitive API does not include a signature, the instructions further comprise:

denying the software application access to the sensitive API; and

allowing the software application accessto the at least one non-sensitive API.

298. (Previously Presented) The computer-readable storage medium of claim 296,

wherein based upona determination that the digital signature is not successfully

verified, the instructions further comprise:

denying the software application access to the sensitive API; and

allowing the software application access to the at least one non-sensitive API.

299. (Previously Presented) The computer-readable storage medium of claim 216,

wherein the software application includesa plurality of digital signatures.

300. (Previously Presented) The computer-readable storage medium of claim 216,

wherein the plurality of APIs comprises a plurality of sensitive APIs, wherein one or

moreof the sensitive APIs is associated with a uniquedigital signature.
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301. (Previously Presented) The computer-readable storage medium of claim 216,

wherein the plurality of APIs comprises at least a second sensitive API, wherein the

software application includesat least a seconddigital signature, wherein the operations

further comprise:

using a second public key of a second private key-public key pair to verify the

seconddigital signature of the software application; and

based upon verifying the second digital signature at the mobile device, allowing

the software application accessto at least the second sensitive API.

302. (Previously Presented) The method of claim 241, wherein the sensitive API is

associated with the public key.

303. (Previously Presented) The method of claim 241, wherein the sensitive AP| and

the public key are included in an API library.

304. (Previously Presented) The methodof claim 241, wherein the plurality of APIs

comprisesat least one non-sensitive API.

305. (Previously Presented) The method of claim 304, wherein based upon a

determination that the software application requesting access to the sensitive AP! does

not include a signature, the method further comprising:

denying the software application access to the sensitive API; and

allowing the software application accessto the at least one non-sensitive API.

306. (Previously Presented) The method of claim 304, wherein based upon a

determination that the digital signature is not successfully verified, the method further

comprising:

denying the software application accessto the sensitive API; and

allowing the software application accessto the at least one non-sensitive API.

307. (Previously Presented) The method of claim 241, wherein the software application

includes a plurality of digital signatures.
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308. (Previously Presented) The methodof claim 241, wherein the plurality of APIs

comprises a plurality of sensitive APIs, wherein one or more of the sensitive APIs is

associated with a unique digital signature.

309. (Previously Presented) The methodof claim 241, wherein the plurality of APIs

comprises at least a second sensitive API, wherein the software application includes at

least a second digital signature, the method further comprising:

using a secondpublic key of a second private key-public key pair to verify the

second digital signature of the software application; and

based upon verifying the second digital signature at the mobile device, allowing

the software application accessto at least the second sensitive API.
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REMARKS

The Notice of Allowance dated March 28, 2013 has been carefully studied. Applicant

would like to thank Examiner Jeremiah L. AVERYfor indicating the allowable subject

matter of claims 166-309. Claim 188 has been amendedto maintain strict antecedent

basis. By virtue of this response and amendment claims 166-309 are pending.

Reconsideration and allowance of the pending claims in view of the above amendments

and the following remarks are respectfully requested.

If the Examiner believes that there are any informalities that can be corrected by

Examiner’s amendment, or that in any way it would help expedite the prosecution

of the patent application, a telephonecall to the undersigned at(561) 989-9811 is

respectfully solicited.

The Commissioner is hereby authorized to charge any fees that may be required or

credit any overpayment to Deposit Account 50-1556 (Attorney Docket No. 10289-US-

PCT).

Respectfully submitted,

Date: June 3, 2013 By: /Jon A. Gibbons/
Jon A. Gibbons

(Reg. No. 37,333)
Attorney for Applicant

Fleit Gibbons Gutman

Bongini & Bianco P.L.
One Boca Commerce Center

551 N.W. 77th Street, Suite 111
Boca Raton, Florida 33487
Telephone: (561) 989-9811
Facsimile: (561) 989-9812
www.FGGBB.com

26 of 26

Page 36 of 1415



Page 37 of 1415

GOST AND Toe

< \ UNITED STATES PATENT AND TRADEMARK OFFICE
 

 UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450
Alexandria, Virginia 22313-1450
www.uspto.gov

NOTICE OF ALLOWANCEAND FEE(S) DUE

EXAMINER

Fleit Gibbons Gutman Bongini & Bianco P.L. AVERY, JEREMIAH L
551 NW 77th street
Suite 11

Boca Raton, FI. 33487 2431

DATE MAILID:03/28/2013

APPLICATION NO. FILING DATE FIRST NAMED INVENTOR ATTORNEY DOCKET NO. CONFIRMATION NO.

10/381,219 03/20/2003 David P Yach 13210-1465/KL 9761
TITLE OF INVENTION: SOFTWARE CODESIGNING SYSTEM AND METHOD  

 APPLN. ‘TYPE ENITTLY STATUS ISSUE FEE DUB PUBLICATION FEE DUE|PREY. PAID ISSUE FEE ‘TOTAL KER(S) DUE DATE DUE

nonprovisional UNDISCOUNTED $1780 $300 $2080 06/28/2013

THE APPLICATION IDENTIFIED ABOVE HAS BEEN EXAMINED AND IS ALLOWED FOR ISSUANCE AS A PATENT.
PROSECUTION ON THE MERITS IS CLOSED. THIS NOTICE OF ALLOWANCEIS NOT A GRANT OF PATENT RIGHTS.
THIS APPLICATION IS SUBJECT TO WITHDRAWAL FROM ISSUE AT THE INITIATIVE OF THE OFFICE OR UPON
PETITION BY THE APPLICANT. SEE 37 CFR 1.313 AND MPEP1308.

THE ISSUE FEE AND PUBLICATION FEE (IF REQUIRED) MUST BE PAID WITHIN THREE MONTHS FROM THE
MAILING DATE OF THIS NOTICE OR THIS APPLICATION SHALL BE REGARDED AS ABANDONED. THIS
STATUTORY PERIOD CANNOT BE EXTENDED. SEE 35 U.S.C. 151. THE ISSUE FEE DUE INDICATED ABOVE DOES
NOT REFLECT A CREDIT FOR ANY PREVIOUSLY PAID ISSUE FEE IN THIS APPLICATION. IF AN ISSUE FEE HAS

PREVIOUSLY BEEN PAID IN THIS APPLICATION (AS SHOWN ABOVE), THE RETURN OF PART B OF THIS FORM
WILL BE CONSIDERED A REQUEST TO REAPPLY THE PREVIOUSLY PAID ISSUE FEE TOWARD THE ISSUE FEE NOW
DUE.

HOW TO REPLY TO THIS NOTICE:

I. Review the ENTITY STATUSshown above. If the ENTITY STATUSis shown as SMALL or MICRO,verify whether entitlement to that
entity statusstill applies.

If the ENTITY STATUSis the same as shownabove, pay the TOTAL MNES) DUL shown above.

If the ENTITY STATUSis changed fromthat shown above, on PART B - FEE(S) TRANSMITTAL, complete section number 5 titled
"Change in Entity Status (fromstatus indicated above)".

For purposesofthis notice, small entity fees are 1/2 the amount of undiscounted fees, and micro entity fees are 1/2 the amount of small entity
fees.

II. PART B - FEE(S) TRANSMITTAL,orits equivalent, must be completed and returned to the United States Patent and Trademark Office
(USPTO) with your ISSUE FEE and PUBLICATION FEE(if required). If you are charging the fee(s) to your deposit account, section "4b"
of Part B - Fee(s) Transmittal should be completed and an cxtra copy of the form should be submitted. If an cquivalent of Part B is filed, a
request to reapply a previously paid issue fee must be clearly made, and delays in processing may occur dueto the difficulty in recognizing
the paper as an equivalentof Part B.

II. All communications regarding this application must give the application number. Please direct all communications prior to issuance to
Mail Stop ISSUE FEE unless advised to the contrary.

IMPORTANT REMINDER:Utility patents issuing on applications filed on or after Dec. 12, 1980 may require payment of
maintenancefees. It is patentee's responsibility to ensure timely payment of maintenance fees when duce.

Page 1 of 4
PTOL-85 (Rev. 02/11)

Page 37 of 1415



Page 38 of 1415

PART B - FEE(S) TRANSMITTAL

Complete and send this form, together with applicable fee(s), to: Mail Mail Stop ISSUE FEE
Commissioner for Patents
P.O. Box 1450
Alexandria, Virginia 22313-1450

or Fax (571)-273-2885

INSTRUCTIONS: This form should be used for transmitting the ISSUE FEE and PUBLICATION FEE (if required). Blocks 1 through 5 should be completed where

appropriate. All further correspondence including the Patent, advance orders and notification of maintenance fees will be mailed to the current correspondence address asindicated unless corrected below or directed otherwise in Block 1, by (a) specifying a new correspondence address; and/or (b) indicaling a separate "FEF ADDRESS" formaintenance fee notifications.

 

 

Note: A certificate of mailing can only be used for domestic mailings of the
Fee(s) Transmittal. This certificate cannot be used for any other accompanying

CURRENT CORRESPONDENCE ADDRESS(Note: Use Block 1 for any change of address) apers. Each additional paper, such as an assignment or formal drawing, must
have its own certificate of mailing or transmission.

Certificate of Mailing or Transmission
95866. 390 03/2812013 I hereby certify that this Pee(s) Transmittal is being deposited with the United

Fleit Gibbons Gutman Bongini & Bianco P.L. States Postal Service with sufficient postagefor first class mail in an envelope
551 NW 77thstreet addressed to the Mail Stop ISSUE PEE address above, or being facsimile
Suite 111 stree transmitted to the USPTO (571) 273-2885, on the date indicated below.suite

Boca Raton, FL 33487 epositor's name)9
(Signature)

(Date) 
APPLICATION NO. FILING DATE FIRST NAMED INVENTOR ATTORNEY DOCKET NO. CONFIRMATION NO.

10/381,219 03/20/2003 David P Yach 13210-1465/KL 9761
TITLE OF INVENTION: SOFTWARE CODESIGNING SYSTEM AND METHOD  

APPLN. ‘TYPE ENITTLY STATUS ISSUE FEE DUB PUBLICATION FEE DUE|PREV. PAID ISSUE FEE ‘TOTAL KER(S) DUE DATE DUE 
nonprovisional UNDISCOUNTED $1780 $300 SO $2080 06/28/2013

AVERY,JEREMIAH L 2431 713-001000

1. Change of correspondence address orindication of "Fee Address" (37 2. For printing on the patent front page, list
CFR 1.363).

I Change ofcorrespondence address (or Change of Correspondence
Address form PTO/SB/122) attached.

LL] “Fee Address” indication (or "Fee Address" Indication form
PTO/SB/47, Rev 03-02 or morc recent) attached. Use of a Customer
Numberis required.

(1) the names of up to 3 registered patent attorneys
or agents OR,alternatively,
(2) the nameofa single firm (having as a member a +
registered attorney or agent) and the names of up to
2 registered patent attorneys or agents. Ifnonameis 4
listed, no name will be printed. .

  
  3. ASSIGNEE NAME AND RESIDENCE DATA TO BE PRINTED ON THE PATENT(printor type)

PLEASE NOTE:Unless an assignee is identified below, no assignee data will appear on the patent. If an assignee is identified below, the document has been filed for
recordation as set forth in 37 CFR 3.11. Completion of this form is NOTa substitute for filing an assignment.

  

(A) NAME. OF ASSIGNEE. (B) RESIDENCE:(CITY and STATE OR COUNTRY)

Please check the appropriate assignee category or categories (will not be printed on the patent) : LY individual Corporation or other private group entity LJ Government

4a. The following fec(s) are submitted: 4b. Payment of Fee(s): (Please first reapply any previously paid issue fee shown above)
LI Issue Fee LL] A checkis enclosed.

LJ Publication Fee (No small entity discount permitted) J Paymentby credit card. Form PTO-2038is attached.
LY Advance Order - # of Copies [I The Directoris hereby authorized to charge the required fee(s), any deficiency, or credit any

overpayment, to Deposit Account Number (enclose an extra copy of this form).
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5. Change in Entity Status (from status indicated above)  

  
LI Applicant certifying micro entity status. See 37 CI'R 1.29 NOTE:Absenta valid certification of Micro Entity Status (see form PTO/SB/15A and 15B), issue

fee payment in the micro entily amount will not be accepted at the risk of application abandonment.

I Applicant asserting small entity status. See 37 CFR 1.27 NOTE:If the application was previously under micro entity status, checking this box will be taken
to be a notification ofloss of entitlement to micro entity status.

LI Applicant changing to regular undiscounted fee status. NOTE: Checkingthis box will be taken to be a notification of loss of entitlementto small or micro
 

entity status, as applicable.

NOTE: TheIssue Fee and Publication Fee (if required) will not be accepted from anyoneother than the applicant; a registered attorney or agent; or the assignee or other party in
interest as shown by the records of the United States Patent and ‘l'rademark Office.

Authorized Signature Date
  

Typed or printed name Registration No.

This collection of information is required by 37 CFR 1.311. The information is required to obtain orretain a benefit by the public whichis to file (and by the USPTOto process)
an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.14. This collection is estimatedto take 12 minules to complete, including gathering, preparing, and
submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amountof time you require to complete
this form and/or suggestionsfor reducingthis burden, should be sent to the Chief Information Officer, U.S. Patent and Trademark Office, U.S. Department of Commerce, P.O.Box 1450, ‘Alexandiia, Virginia 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissionerfor Patents, P.O. Box 1450,
Alexandria, Virginia 22313-1450.
Underthe Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unlessit displays a valid OMB control number.
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UNITED STATES PATENT AND TRADEMARK OFFICE
UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450
Alexandria, Virginia 22313-1450
www.uspto.gov

APPLICATION NO. TILING DATE TIRST NAMED INVENTOR ATTORNEY DOCKET NO. CONFIRMATION NO.

 
 

10/381,219 03/20/2003 David P Yach 13210-1465/KL 9761

Fleit Gibbons Gutman Bongini & Bianco P.L. AVERY, JEREMIAH L
551 NW 77th street
Suite 11

Boca Raton, FI. 33487 2431

DATE MAILID:03/28/2013

Determination of Patent Term Adjustment under 35 U.S.C. 154 (b)
(application filed on or after May 29, 2000)

The Patent Term Adjustment to date is 1626 day(s). If the issue fee is paid on the date that is three monthsafter the
mailing date of this notice and the patent issues on the Tuesday before the date that is 28 weeks (six and a half
months) after the mailing date of this notice, the Patent Term Adjustment will be 1626 day(s).

If a Continued Prosecution Application (CPA) wasfiled in the above-identified application, the filing date that
determines Patent Term Adjustmentis the filing date of the most recent CPA.

Applicant will be able to obtain more detailed information by accessing the Patent Application Information Retrieval
(PAIR) WEBsite (http://pair-uspto.gov).

Any questions regarding the Patent Term Extension or Adjustment determination should be directed to the Office of
Patent Legal Administration at (571)-272-7702. Questions relating to issue and publication fee payments should be
directed to the Customer Service Center of the Office of Patent Publication at 1-(888)-786-0101 or (571)-272-4200.
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with
your submission of the attached form related to a patent application or patent. Accordingly, pursuant to
the requirements of the Act, please be advised that: (1) the general authority for the collection of this
information is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited is voluntary; and (3) the
principal purpose for which the information is used by the U.S. Patent and Trademark Office is to process
and/or examine your submission related to a patent application or patent. If you do not furnish the
requested information, the U.S. Patent and Trademark Office may not be able to process and/or examine
your submission, which may result in termination of proceedings or abandonmentof the application or
expiration of the patent.

The information provided by you in this form will be subject to the following routine uscs:

1. The information on this form will be treated confidentially to the extent allowed under the Freedom
of Information Act (5 U.S.C. 552) and the Privacy Act (5 U.S.C 552a). Records from this system of
records may be disclosed to the Department of Justice to determine whether disclosure of these
recordsis required by the Freedomof Information Act.

. A record from this system of records may be disclosed, as a routine use, in the course of presenting
evidence to a court, magistrate, or administrative tribunal, including disclosures to opposing counsel
in the course of settlement negotiations.

. A record in this system of records may be disclosed, as a routine use, to a Member of Congress
submitting a request involving an individual, to whomthe record pertains, when the individual has
requested assistance from the Member with respect to the subject matter of the record.
A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency
having need for the information in order to performa contract. Recipients of information shall be
required to comply with the requirements of the Privacy Act of 1974, as amended, pursuant to 5
U.S.C. 552a(m).

. A record related to an International Application filed under the Patent Cooperation Treaty in this
system of records may be disclosed, as a routine use, to the International Bureau of the World
Intellectual Property Organization, pursuant to the Patent Cooperation Treaty.
A record in this system of records maybe disclosed, as a routine use, to another federal agency for
purposes of National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy
Act (42 U.S.C. 218(c)).

. A record from this system of records may be disclosed, as a routine use, to the Administrator,
General Services, or his/her designee, during an inspection of records conducted by GSA as part of
that agency's responsibility to recommend improvements in records management practices and
programs, under authority of 44 U.S.C. 2904 and 2906. Suchdisclosure shall be made in accordance
with the GSA regulations governing inspection of records for this purpose, and any other relevant
(i.e., GSA or Commerce) directive. Such disclosure shall not be used to make determinations about
individuals.

. A record from this system of records may be disclosed, as a routine use, to the public after either
publication of the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35
U.S.C. 151. Further, a record may be disclosed, subject to the limitations of 37 CFR 1.14, as a
routine use, to the public if the record was filed in an application which became abandonedorin
which the proceedings were terminated and which application is referenced byeither a published
application, an application open to public inspection or an issued patent.
A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local
law enforcementagency,if the USPTO becomesaware ofa violation or potential violation of law or
regulation.
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Application No. Applicant(s)

10/381,219 YACH ETAL.
Notice of Allowability Examiner Art Unit

JEREMIAH AVERY 2431

-- The MAILING DATEof this communication appears on the cover sheet with the correspondence address--
All claims being allowable, PROSECUTION ON THE MERITS IS (OR REMAINS) CLOSED in this application. If not included
herewith (or previously mailed), a Notice of Allowance (PTOL-85) or other appropriate communication will be mailed in due course. THIS
NOTICE OF ALLOWABILITY IS NOT A GRANTOF PATENTRIGHTS. This application is subject to withdrawal from issue atthe initiative
of the Office or upon petition by the applicant. See 37 CFR 1.313 and MPEP 1308.

1.BJThis communication is responsive to the RCEfiled on 03/18/13.

2. 1 An election was madebythe applicant in responseto a restriction requirementset forth during the interview on
requirement and election have been incorporated into this action.

; the restriction

3.RJThe allowed claim(s) is/are 766-309. As a result of the allowed claim(s), you may beeligible to benefit from the Patent Prosecution
Highwayprogramata participating intellectual property office for the corresponding application. For more information, please see
http /Avww.uspto.gov/paternts/init events/pph/index.jsp or send an inquiry to PPHfieedback@uspte.gov .

4.XJAcknowledgmentis made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d)or (f).

a)C All b) [1] Some* c)L]None ofthe:

1. 1 Certified copies of the priority documents have been received.

2. 1 Certified copies of the priority documents have been received in Application No.

3. KJ Copies of the certified copies of the priority documents have been receivedin this national stage application from the

International Bureau (PCT Rule 17.2(a)).

* Certified copies not received:

Applicant has THREE MONTHS FROM THE “MAILING DATE”of this communication to file a reply complying with the requirements
noted below. Failure to timely comply will result in ABANDONMENTofthis application.
THIS THREE-MONTHPERIOD IS NOT EXTENDABLE.

5. LJ CORRECTED DRAWINGS( as “replacement sheets”) must be submitted.

C1 including changes required by the attached Examiner's Amendment / Commentorin the Office action of
Paper No./Mail Date .

Identifying indicia such as the application number (see 37 CFR 1.84(c)) should be written on the drawingsin the front (not the back) of
each sheet. Replacement sheet(s) should be labeled as suchin the header according to 37 CFR 1.121(d).

6. [J] DEPOSIT OF and/or INFORMATIONaboutthe deposit of BIOLOGICAL MATERIAL must be submitted. Note the
attached Examiner's comment regarding REQUIREMENT FOR THE DEPOSIT OF BIOLOGICAL MATERIAL.

Attachment(s)
1. Notice of References Cited (PTO-892) 5. 1 Examiner's Amendment/Comment

2. Information Disclosure Statements (PTO/SB/08), 6. KX] Examiner's Statement of Reasons for Allowance
Paper No./Mail Date 20130318

3. DJ Examiner's Comment Regarding Requirement for Deposit 7. CJ Other :
of Biological Material

4. (1 Interview Summary (PTO-413),
Paper No./Mail Date .

/Jeremiah Avery/ INATHAN FLYNN/

Examiner, Art Unit 2431 Supervisory Patent Examiner, Art Unit 2431

 
 

U.S. Patent and Trademark Office

PTOL-37 (Rev. 09-12) Notice of Allowability Part of Paper No./Mail Date 20130320
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Application/Control Number: 10/381 ,219 Page 2

Art Unit: 2431

Priority

1. This Application, 10/381219, is a national stage entry of PCT/CA01/01344,

International Filing Date: 09/20/2001.

2. PCT/CA01/01344 claims priority from Provisional Application 60234152, filed

09/21/2000.

Continued Examination Under 37 CFR 1.114

3. A request for continued examination under 37 CFR 1.114, including the fee set

forth in 37 CFR 1.17(e), wasfiled in this application after allowanceor after an Office

action under Ex Parte Quayle, 25 USPQ 74, 453 0.G. 213 (Comm'r Pat. 1935). Since

this application is eligible for continued examination under 37 CFR 1.114, and the fee

set forth in 37 CFR 1.17(e) has been timely paid, prosecution in this application has

been reopened pursuant to 37 CFR 1.114. Applicant's submission filed on 03/18/13 has

been entered.

Drawings

4. The drawings were received on 03/18/13. These drawings are accepted.

Examiner’s Statement of Reasonsfor Allowance

5. Dependentclaims 278-309 have been added.

6. Claims 166-309 are allowed overthe priorart.

7. This action is in reply to the applicant’s correspondence on 03/18/13.

8. The following is an examiner's statement of reasons forthe indication of

allowable claimed subject matter.
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Application/Control Number: 10/381 ,219 Page 3

Art Unit: 2431

9. As per independentclaims 166, 191, 216 and 241, generally, the prior art of

record, United States Patent No. 6,795,919 to Gibbs et al., and United States Patent

No. 6,587,837 to Spagnaetal., fails to teach alone, or in combination, other than via

hindsight, at the time of the invention, the features as discussed and remarked uponin

the response of 03/18/13.

10. The Applicant’s amendments to the claims and presented arguments distinguish

the claimed invention overthe prior art and place this application in condition for

allowance.

Conclusion

11.=Any inquiry concerning this communication or earlier communications from the

examiner should be directed to JEREMIAH AVERY whosetelephone numberis

(571)272-8627. The examiner can normally be reached on Mondaythru Friday 8:30am-

5pm.

12. If attempts to reach the examiner by telephone are unsuccessful, the examiner’s

supervisor, Nathan Flynn can be reached on (571) 272-1915. The fax phone number

for the organization wherethis application or proceeding is assigned is 571-273-8300.

13. Information regarding the status of an application may be obtained from the

Patent Application Information Retrieval (PAIR) system. Status information for

published applications may be obtained from either Private PAIR or Public PAIR.

Status information for unpublished applications is available through Private PAIR only.

For more information about the PAIR system, seehttp://pair-direct.uspto.gov. Should

you have questions on accessto the Private PAIR system, contact the Electronic

Page 44 of 1415
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Application/Control Number: 10/381 ,219 Page 4

Art Unit: 2431

Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a

USPTO Customer Service Representative or access to the automated information

system, call 800-786-9199 (IN USA OR CANADA)or 571-272-1000.

/Jeremiah Avery/
Examiner, Art Unit 2431

/NATHAN FLYNN/

Supervisory Patent Examiner, Art Unit 2431
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Application/Control No. Applicant(s)/Patent Under
Reexamination

10/381,219 YACHETAL.
Examiner Art Unit

JEREMIAH AVERY 2431

U.S. PATENT DOCUMENTS

Document Number Date es

Country Gode-Number-Kind Code sec008YYYY Name ClassificationI——orUS-6,795,919|09-2004|2004 |Gibbseta.—ss—s—s—iCYetal. 713/170
|*|g|US-6,587,837 07-2003|Spagnaetal. 705/52

|*|p|Us-6,324,650 11-2001|Ogilvie, John WL. 726/2

US-6,390,374 05-2002|Carperetal. 235/492

US-6,374,357 04-2002|Mohammedetal. 72615

|*|1|Us-6,345,256 02-2002|Milsted et al. 705/64

|*|«|US-6,212,636 04-2001‘|Boyle et al. 713/168
*|.|Us-6,748,541 06-2004|Margalit et al. 726/9
Petwtes

FOREIGN PATENT DOCUMENTS

Document Number Date te as

————Code-Number-Kind Code MM-YYYY Country Name Classification

 Notice of References Cited

Page 1 of 1

 
 

NON-PATENT DOCUMENTS

Pe]| Include as applicable: Author, Title Date, Publisher, Edition or Volume, Pertinent Pages)
Maass, Henning. Open Mobility ManagementPlatform with Directory-Based Architecture and Signalling Protocols. 1998 IEEE

U|Open Architectures and Network Programming. Pub Date: 1998. Relevant Pages: 72-87. Found on the World Wide Webat:
http://ieeexplore.ieee.org/stamp/stamp.jsp?tp=&arnumber=662045  

*A copyof this reference is not being furnished with this Office action. (See MPEP § 707.05(a).)
Dates in MM-YYYY format are publication dates. Classifications may be US or foreign.
U.S. Patent and Trademark Office

PTO-892 (Rev. 01-2001) Notice of References Cited Part of Paper No. 20130320
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Application/Control No. Applicant(s)/Patent Under
Reexamination

Index of Claims 10381219 YACH ETAL.

Examiner Art Unit

JEREMIAH AVERY 2431

v Rejected - Cancelled Non-Elected Appeal

  
 

 

= Allowed + Restricted Interference Objected

    
(] Claims renumbered in the same order as presented by applicant Ol CPA O T.D. O R.1.47
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Application/Control No. Applicant(s)/Patent Under
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Index of Claims 10381219 YACH ETAL.

Examiner Art Unit

JEREMIAH AVERY 2431
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Receiptdate: 03/18/2013 10381219 - GAlboebait)
ee : . . Approved for use through 07/31/2012. OMB 0651-0631

Doc description: Information Disclosure Statement (IDS) Filed U.S. Patent and Trademark Office: U.S. DEPARTMENT OF COMMERCE
Under the Paperwork Reduction Act of 1995, no persons are required ta respand to a collection of information unless it contains a valid OMB control number.
 

 

 

 

    
Application Number 10381219

Filing Date 2003-03-20

INFORMATION DISCLOSURE First Named Inventor|David P. YACH

STATEMENT BY APPLICANT Art Unit ES
( Not for submission under 37 CFR 1.99)

Examiner Name Jeremiah L. AVERY

Attorney Docket Number | 10289-US-PCT 

 

 

 

 

 

 

 
  
 

 

 

 

U.S.PATENTS Remove

Examiner] Cite Kind Nameof Patentee or Applicant Pages,Columns, Lines where
ae iy Patent Number Issue Date . Relevant Passages or RelevantInitial No Code of cited Document .

Figures Appear

1 6223291 2001-04-24 Puhlet al.

2 6289382 2001-09-11 Bowman-Amuah

3 6526513 2003-02-25 Shraderetal.

4 6697948 2004-02-24 Rabinet al.

5 6766353 2004-07-20 Lin et al.

If you wish to add additional U.S. Patentcitation information pleaseclick the Add button. Add

U.S.PATENT APPLICATION PUBLICATIONS Remove

Examiner]. Publication Kind|Publication Nameof Patentee or Applicant Pages,Columns, Lines where
ey Cite No . Relevant Passages or RelevantInitial Number Cede} Date of cited Document .

Figures Appear

1

  
 
 

If you wish to add additional U.S. Published Application citation information please click the Add button. Add

FOREIGN PATENT DOCUMENTS Remove
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Receipt date: 03/18/2013 Application Number 10381219 10381219 - GAU: 2431
Filing Date 2003-03-20

 

 

INFORMATION DISCLOSURE

STATEMENT BY APPLICANT

( Not for submission under 37 CFR 1.99)

First Named Inventer|David P. YACH

Art Unit | 2431
 

 

Examiner Name Jeremiah L. AVERY

Attorney Docket Number | 10289-US-PCT
   
 

 
 

  

 

 

 

 

 

 

 

 

 

Nameof Patentee or Pages,Columns,Lines
Examiner] Cite|Fareign Document Country Kind|Publication Applicantof cited where Relevant
Initial* Number? Code? j Code4 PP Passages or RelevantDocument .

Figures Appear

If you wish to add additional Foreign Patent Documentcitation information please click the Add button Add

NON-PATENT LITERATURE DOCUMENTS Remove

. . Include nameof the author (in CAPITAL LETTERS),title of the article (when appropriate),title of the itemExaminer] Cite _ . . .
eg (book, magazine,journal, serial, symposium, catalog, etc}, date, pages(s), volume-issue number(s), TSInitials No : : .

publisher, city and/or country where published.

1 Office Action dated May 11, 2012 for U.S. Patent Application Serial No. 13/413,173. C]

2 Office Action dated November 30, 2012 for U.S. Patent Application Serial No. 13/413,173. C]

3 Java Platform Standard Ed. 6, http://docs.oracle.com/javase/6/docs/apl/java/lang/reflect/Method_html {last visited Nov. Ol
3, 2012).

4 Application programming interface, htto://en wikipedia.org/windex.php? a
title=Application_programming_interface&oldid=5209684 18 (last visited Nov. 3, 2012).

5 ETSI TS 123 057 v3.3.0 (2000-10-16). C]

6 DEVANBU, P_T., et al., "Techniques for trusted software engineering." Proceedings of the 20th International Ol
Conference on Software Engineering, p. 126-135. April 19-25, Kyoto, Japan.

7 ETSI TS 123 057 v3.2.0 (2000-6-23). [| 

  
 

If you wish to add additional non-patentliterature documentcitation information please click the Add button Add
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Receipt date: 03/18/2013 Application Number 10381219 10381219 - GAU: 2431
Filing Date 2003-03-20

 

 
INFORMATION DISCLOSURE

STATEMENT BY APPLICANT

( Not for submission under 37 CFR 1.99)

First Named Inventer|David P. YACH

Art Unit | 2431
 

  Examiner Name Jeremiah L. AVERY

Attorney Docket Number | 10289-US-PCT
  
 

EXAMINER SIGNATURE

 Examiner Signature ideremiah Avery/ Date Considered 63/20/2013

*EXAMINER:Initial if reference considered, whether or not citation is in conformance with MPEP 609. Drawline through a
citation if not in conformance and not considered. Include copyof this form with next communication to applicant.

1 See Kind Codes of USPTO Patent Documents at www.USPTO.GOV or MPEP 901.04. 4 Enteroffice that issued the document, by the two-letter code (WIPO
Standard ST.3). + For Japanese patent documents,the indication of the year of the reign of the Emperor must precede the serial numberof the patent document.
4 Kind of document by the appropriate symbols as indicated on the document under WIPO Standard ST.16 if possible. ° Applicant is to place a check mark hereif]
English language translation is attached.
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Receipt date: 03/18/2013 Application Number 10381219 10381219 - GAU: 2431
Filing Date 2003-03-20

 

 

INFORMATION DISCLOSURE

STATEMENT BY APPLICANT

( Not for submission under 37 CFR 1.99)

First Named Inventer|David P. YACH

Art Unit | 2431
 

 

Examiner Name Jeremiah L. AVERY

Attorney Docket Number | 10289-US-PCT
   
 

CERTIFICATION STATEMENT

Please see 37 CFR 1.97 and 1.98 to make the appropriate selection(s):

That each item of information contained in the information disclosure statement wasfirst cited in any communication
[_] from a foreign patent office in a counterpart foreign application not more than three months prior to the filing of the

information disclosure statement. See 37 CFR 1.97(e}(1).
 

OR

That no item of information contained in the information disclosure statement was cited in a communication from a

foreign patent office in a counterpart foreign application, and, to the knowledge of the person signing the certification
after making reasonable inquiry, no item of information contained in the information disclosure statement was known to

[] anyindividual designated in 37 CFR 1.56(c) more than three months prior to the filing of the information disclosure
statement. See 37 CFR 1.97(e)}(2).

[_] See attached certification statement.

[] The fee set forth in 37 CFR 1.17 (p) has been submitted herewith.

[X] Accertification statement is not submitted herewith.
 

SIGNATURE

A signature of the applicant or representative is required in accordance with CFR 1.33, 10.18. Please see CFR 1.4(d)}for the
form of the signature.

Signature Date (YYYY-MM-DD)_|2013-03-18

Name/Print Registration Number 37333 
This collection of information is required by 37 CFR 1.97 and 1.98. The information is required to obtain or retain a benefit by the
public whichis to file (and by the USPTOto process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR
1.14. This collecticn is estimated to take 1 hour to complete, including gathering, preparing and submitting the completed
application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amountof time you
require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S.
Patent and Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND
FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria,
VA 22313-1450.
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Receipt date: 03/18/2013 10381219 - GAU: 2431
Privacy Act Statement
 

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your submission of the
attached form related to a patent application or patent. Accordingly, pursuant to the requirements of the Act, please be advised
that: (1} the general authority for the collection of this information is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited
is voluntary; and (3) the principal purpose for which the information is used by the U.S. Patent and Trademark Office is to
process and/or examine your submission related to a patent application or patent. If you do not furnish the requested
information, the U.S. Patent and Trademark Office may not be able to process and/or examine your submission, which may
result in termination of proceedings or abandonmentof the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1. The information on this form will be treated confidentially to the extent allowed under the Freedom of Information Act
(5 U.S.C. 552} and the Privacy Act (5 U.S.C. 552a). Records from this system of records may be disclosed to the
Department of Justice to determine whether the Freedom of Information Act requires disclosure of these records.

2. A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence to a
court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of settlement
negotiations.

3. A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a
requestinvolving an individual, to whom the record pertains, when the individual has requested assistance from the
Memberwith respect to the subject matter of the record.

4. A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need for
the information in order to perform a contract. Recipients of information shall be required to comply with the
requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m).

5. A record related to an International Application filed under the Patent Cooperation Treaty in this system of records
maybe disclosed, as a routine use, to the International Bureau of the World Intellectual Property Organization, pursuant
to the Patent Cooperation Treaty.

6. A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of
National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(c)).

7. A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services, or
his/her designee, during an inspection of records conducted by GSAaspart of that agency's responsibility to
recommend improvements in records managementpractices and programs, under authority of 44 U.S.C. 2904 and
2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection of records forthis
purpose, and any otherrelevant(i.¢., GSA or Commerce) directive. Such disclosure shall not be used to make
determinations about individuals.

8. A record from this system of records may be disclosed, as a routine use, to the public after either publication of
the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a record
may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record wasfiled in
an application which became abandoned orin which the proceedings were terminated and which application is
referenced by either a published application, an application open to public inspections or an issued patent.

9. A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law
enforcement agency,if the USPTO becomes awareof a violation or potential violation of law or regulation.
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EASTSearch History

EAST Search History

EAST Search History (Interference)

‘4((mobile or portable or cell or cellular or phone
for telephoneor laptop or PDA or (pocket near
Ipc) or (personal near digital near assistant)
Yand (digital near signature) and ((API or i
(Application near programming near intertace)) ;
same (access$ with (restrict$ or prohibit$ or
lprevent$ or block$4 or halt$3 or deny$3 or

ial or stop or stopping)))).clm.
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EASTSearch History

EAST Search History

EAST Search History (Prior Art)

‘Search Query

(@ad< "20000921" @pd« "20000921"
i@rlad<"20000921") and ((API or :

‘(Application near program$4 near interface)
‘same (signature or key)) and (authentic$ or }
‘verify$ or verification) and (mobile or i
‘portable orcell or cellular or phone or i‘telephone or laptop or PDA or (pocket near }
; or (personal near digital near assistant)) :

4(719/328.ccls. or 711/100.ccls. or
§713/1.ccls. or 713/176.ccls. or 713/187. ccls. |i
sor 713/189.ccls. or 395/682.cxr.) and L2

L3 and ((authentic$ or verify$ or
‘verification) with signature)

*(@ad< "20000921" @pd< "2000092 1"
‘@rlad<"20000921") and ((eras$ or purg$ or
‘delet$ or expung$ or eliminat$ or eradicat$ :
Yor clear$5 or remov$5 or dump$ orflush$)
‘snear$ (software or application or program or:
‘trojan)) and (authentic$ or verify$ or
verification) and (mobile or portable or cell
‘or cellular or phoneor telephoneor laptop

‘jor FPDAor (pocket near pc) or (personal near
4L5 and ((unauthentic$ or unverify$ or
sjunverifi$) or ("not" near (authentic$ or
‘verify$ or veritication)))

‘L6 and (digital near signature)

‘L7 and access$

L8 and (API or (application near program$4
«near interface) ) ;

$LQ and ((API or (Application near
‘programming near interface)) same (access$:
‘with (restrictS or prohibit$ or prevent$ or
‘block$4 or halt$3 or deny$3 or denial or

*(YACH-DAVID-P.in. or BROWN-MICHAEL-  :
#S.in. or LITTLE-HERBERT-A.in.) and ((API or
; (Application near programming near i
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Application/Control No. Applicant(s)/Patent Under Reexamination

Issue Classification|5354549 VACH ET AL.

INAONIMNN|= ~_
JEREMIAH AVERY 2431 

cpc

  
Version

 
 

US ORIGINAL CLASSIFICATION INTERNATIONAL CLASSIFICATION

SeCROSS REFERENCE(S)

TaaRRESPaeeeeeetp

 

/JEREMIAH AVERY/

Examiner.Art Unit 2431 03/20/13 Total Claims Allowed:
144

(Assistant Examiner} (Date)
/NATHAN FLYNN/

Supervisory Patent Examiner.Art Unit 2431 03/22/2013 ©.G. Print Claim(s) O.G. Print Figure

 
(Primary Examiner) (Date) 166 3A

U.S. Patent and Trademark Office Part of Paper No. 20130320
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Application/Control No. Applicant(s)/Patent Under Reexamination

Issue Classification|5354549 VACH ET AL.
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Examiner.Art Unit 2431 03/20/13 Total Claims Allowed:
144

(Assistant Examiner} (Date)
/NATHAN FLYNN/

Supervisory Patent Examiner.Art Unit 2431 03/22/2013 ©.G. Print Claim(s) O.G. Print Figure 
(Primary Examiner) (Date) 166 3A
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Application/Control No. Applicant(s)/Patent Under Reexamination

Issue Classification|5354549 VACH ET AL.

INAONIMNN|= ~_
JEREMIAH AVERY 2431 
 
 

 

 

 

 

 

 

 

 

 

 

 

 

 
 

 

 

 

 

 

 
 

 

 

 

 

 

 
 

 

 

 

 

 

 

oO Claims renumberedin the sameorder as presented by applicant

1 a 81 121 161 36 201 76 241 116 281
2 42 82 122 162 37 202 77 242 117 282

3 43 83 123 163 38 203 78 243 118 283

4 44 84 124 164 390 204 79 244 119 284
5 45 85 125 165 40 205 80 245 120 285

6 46 86 126 1 166 44 206 81 246 124 286

7 47 87 127 2 167 42 207 82 247 122 287
8 48 88 128 3 168 43 208 83 248 123 288

9 49 89 129 4 169 44 209 84 249 124 289

10 50 90 130 5 170 45 210 85 250 125 290

4 51 91 134 6 171 46 211 86 251 126 291

12 52 92 132 7 172 47 212 87 252 127 292

13 53 93 133 8 173 48 213 88 253 128 293

14 54 94 134 9g 174 49 214 89 254 129 204
15 55 95 135 10 175 50 215 90 255 130 295

16 56 96 136 11 176 51 216 91 256 134 296

17 57 97 137 12 177 52 217 92 257 132 297
18 5B 98 138 13 178 53 218 93 258 133 298

19 59 99 139 14 179 54 219 94 259 134 299

20 60 100 140 15 180 55 220 95 260 135 300

21 81 101 144 16 181 56 224 96 261 136 301
22 62 102 142 17 182 57 222 Q7 262 137 302

23 63 103 143 18 183 58 223 98 263 138 303

24 64 104 144 19 184 59 224 99 264 139 304
25 65 105 145 20 185 60 225 100 265 140 305

26 66 106 146 a1 186 61 226 101 266 141 306

27 67 107 147 22 187 62 227 102 267 142 307

28 68 108 148 23 188 63 228 103 268 143 308
29 69 109 149 24 189 64 229 104 269 144 309

30 70 110 150 25 190 65 230 105 270

31 71 14 151 26 191 66 231 106 271
32 72 112 152 27 192 67 232 107 272

33 73 113 153 28 193 68 233 108 273

34 74 114 154 29 194 69 234 109 274

35 75 115 155 30 195 70 235 110 275
36 76 116 156 31 196 71 236 111 2768

37 77 117 157 32 197 72 237 112 277
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Examiner.Art Unit 2431 03/20/13 Total Claims Allowed:
144

(Assistant Examiner} (Date)
/NATHAN FLYNN/

Supervisory Patent Examiner.Art Unit 2431 03/22/2013 ©.G. Print Claim(s) O.G. Print Figure 
(Primary Examiner) (Date) 166 3A

U.S. Patent and Trademark Office Part of Paper No. 20130320
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oO Claims renumberedin the sameorder as presented by applicant oO

 

 

 
        

/JEREMIAH AVERY/
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(Primary Examiner) (Date) 166 3A
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Doc code: RCEX PTO/SB/30EFS (07-09)
Doc description: Request for Continued Examination (RCE) Approvedfor use through 07/31/2012. OMB 0651-0031U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unlessit contains a valid OMB control number.

REQUEST FOR CONTINUED EXAMINATION(RCE)TRANSMITTAL
(Submitted Only via EFS-Web)

Application|49/381,219 Filing|2003-03-20 Docket Number | 49589Us-PCT Art|2431
Number Date (if applicable) Unit

First Named) avid P. YACH Examiner Jeremiah L. AVERY
Inventor Name 

This is a Request for Continued Examination (RCE) under 37 CFR 1.114 of the above-identified application.
Request for Continued Examination (RCE) practice under 3/7 CFR 1.114 does not apply to anyutility or plant application filed prior to June 8,
1995, or to any cesign application. The Instruction Sheet for this form is located at WWW.USPTO.GOV
 

SUBMISSION REQUIRED UNDER37 CFR 1.114

Note:If the RCEis proper, any previously filed unentered amendments and amendments enclosed with the RCE will be entered in the order
in which they were filed unless applicant instructs otherwise.If applicant does not wish to have any previously filed unentered amendment(s)
entered, applicant must request non-entry of such amendment{s). 

Oo Previously submitted. If a final Office action is outstanding, any amendmentsfiled after the final Office action may be considered as asubmission even if this box is not checked.

| Consider the arguments in the Appeal Brief or Reply Brief previously filed on

[_] Other

[<] Enclosed

Amendment/Reply

Information Disclosure Statement (IDS)

[] Affidavit(s)/ Declaration(s)

[_] Other

 
MISCELLANEOUS 

CO Suspension of action on the above-identified application is requested under 37 CFR 1.103{c) for a period of months{Period of suspension shall not exceed 3 months; Fee under 37 CFR 1.17(i) required} 
[_] Other
 

FEES

The RCEfee under 37 CFR 1.17(e) is required by 37 CFR 1.114 when the RCEisfiled.
The Director is hereby authorized to charge any underpaymentof fees, or credit any overpayments,to
Deposit Account No 501556 

SIGNATURE OF APPLICANT, ATTORNEY, OR AGENT REQUIRED 

[X] Patent Practitioner Signature [] Applicant Signature

 

 EFS - Web 2.1.15
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Doc code: RCEX PTO/SB/30EFS (07-09)
Doc description: Request for Continued Examination (RCE) Approved for use through 07/31/2012. OMB 0651-0031U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unlessit contains a valid OMB control number.

Signature of Registered U.S. Patent Practitioner
 

Signature|/Jon A. Gibbons/ Date (YYYY-MM-DD)}| 2013-03-18
  Name Jon A. Gibbons Registration Number|37333  

This collection of information is required by 37 CFR 1.114. The information is required to obtain or retain a benefit by the public which is to
file {and by the USPTOto process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.11 and 1.14. This collection is
estimated to take 12 minutes to complete, including gathering, preparing, and submitting the completed application form to the USPTO. Time
will vary depending upontheindividual case. Any comments on the amount of time you require to complete this form and/or suggestionsfor
reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and Trademark Office, U.S. Department of Commerce,
P.O. Box 1450, Alexandria, VA 22313-1450.

if you need assistance in completing the form, call 1-800-PTO-9199 and select option 2.
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Privacy Act Statement

 

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your submission of the
attached form related to a patent application or patent. Accordingly, pursuant to the requirements of the Act, please be
advised that: (1) the general authority for the collection of this information is 35 U.S.C. 2(b)(2); (2) furnishing of the information
solicited is voluntary; and (3) the principal purpose for which the information is used by the U.S. Patent and Trademark Office
is to process and/or examine your submission related to a patent application or patent. If you do not furnish the requested
information, the U.S. Patent and Trademark Office may not be able to process and/or examine your submission, which may
result in termination of proceedings or abandonmentofthe application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1. The information on this form will be treated confidentially to the extent allowed under the Freedom of Information
Act (5 U.S.C. 552) and the Privacy Act (5 U.S.C. 552a). Records from this system of records may be disclosed to the
Departmentof Justice to determine whether the Freedom of Information Act requires disclosure of these records.

2. A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence to a
court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of settlement
negotiations.

3. A record in this system of records may be disclosed, as a routine use, to a Memberof Congress submitting a
request involving an individual, to whom the record pertains, whenthe individual has requested assistance from the
Memberwith respect to the subject matter of the record.

4. A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need
for the information in order to perform a contract. Recipients of information shall be required to comply with the
requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m).

5. A record related to an International Application filed under the Patent Cooperation Treaty in this system of records
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Mail Stop Amendment
Commissionerfor Patents

P.O. Box 1450

Alexandria, VA 22313-1450

ATTENTION: EXAMINERJeremiah L. Avery

Sir:

In responseto the Notice of Allowance dated December19, 2012, please enter and

considerthe following response with amendmentand remarks and information

disclosure statementas follows:

Amendmentto the Drawings begins on page 2

Amendments to the Specification begins on page 3

Amendment to Claims begins on page 4

Remarks begin on page 28

Replacement Sheetfor FIG. 1 attached

CERTIFICATE OF TRANSMISSION

In accordance with 37 CFR 1.8, | hereby certify that this correspondenceis being deposited with the United States
Postal Service with sufficient postage asfirst class mail in an envelope addressed to: Commissioner for Patents, P.O.
Box 1450, Alexandria, VA 22313-1450 or facsimile transmitted or submitted under electronic filing system to the U.S.
Patent and Trademark Office on the date: March 18, 203.

By: Jon Gibbons Signature:/Jon Gibbons/
(Applicant, Assignee, or Representative)
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IN THE DRAWINGS

Applicants respectfully request the Examiner's permission to remove the “12” on the

right of the bottom box “device”. No new matter has been added.
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IN THE SPECIFICATION

Please amend paragraph [0037] U.S. Patent Publication No. 20040025022asfollows:

[0037] Operationally, when a signed software application 68-70, respectively
including a software application X, Z, or Y, that requires access to a sensitive API
library 74 or 78 is loaded onto a mobile device, the virtual machine 64 searches
the signed software application for an appended digital signature 96 associated
with the API library 74 or 78. Preferably, the appropriate digital signature 96 is
located by the virtual machine 64 by matching the signature identifier 92 in the
API library 74 or 78 with a signature identification 94 on the signed software
application. If the signed software application includes the appropriate digital
signature 96, then the virtual machine 64 verifies its authenticity using the public
signature key 20. Then, once the appropriate digital signature 96 has been located
and verified, the description string 88 is preferably displayed on the mobile device
before the software application X or Y is executed and accesses the sensitive API.
For instance, the description string 88 may display a message stating that
"Application Y is attempting to access API Library A," and thereby provide the
mobile device user with the final control to grant or deny access to the sensitive
API.

No new matter has been added.

Please amend paragraph [0039] U.S. Patent Publication No. 20040025022asfollows:

[0039] FIG.4 is a flow diagram 100illustrating the operation of the code signing
system described above with reference to FIGS. 3 and 3A.In step 102, a software
application is loaded onto a mobile device. Once the software application is
loaded, the device, preferably using a virtual machine, determines whetheror not
the software application requires access to any APIlibraries that expose a
sensitive API (step 104). If not, then the software application is linked with all of
its required API libraries and executed (step 118). If the software application does
require access to a sensitive API, however, then the virtual machine verifies that
the software application includesa valid digital signature associated withany
sensitive APIs to which access is required, in steps 106-116.

No new matter has been added.
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IN THE CLAIMS

This listing of claims will replace all prior versions, and listings, of claims in the

application:

1-165 (Cancelled without prejudice).

166. (Previously Presented) A mobile device containing software instructions which

when executed on the mobile device cause the mobile device to perform operations for

controlling access to an application platform of the mobile device, the operations

comprising:

storing a plurality of application programming interfaces (APIs) at the mobile

device, wherein at least one API comprises a sensitive API to which accessis

restricted;

receiving, at the mobile device, an indication that a software application on the

mobile device is requesting accessto the sensitive API stored at the mobile device;

determining, at the mobile device, whether the software application is signed,

wherein a signed software application includes a digital signature generated using a

private key of a private key-public key pair, wherein the private key is not accessible to

the mobile device;

the mobile device using a public key of the private key-public key pair to verify

the digital signature of the software application; and

based upon verifying the digital signature at the mobile device, the mobile device

allowing the software application accessto the sensitive API.

167. (Previously Presented) The mobile device of claim 166, wherein based upon a

determination that the software application requesting accessto the sensitive API does

not include a signature, the operations further comprise: preventing execution of the

software application.
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168. (Previously Presented) The mobile device of claim 166, wherein based upon a

determination that the software application requesting access to the sensitive AP! does

not include a signature, the operations further comprise: denying the software

application access to the sensitive API.

169. (Previously Presented) The mobile device of claim 166, wherein based upon a

determination that the software application requesting accessto the sensitive API does

not include a signature, the operations further comprise: purging the software

application from the mobile device.

170. (Previously Presented) The mobile device of claim 166, wherein based upon a

determination that the digital signature is not successfully verified, the operations further

comprise: preventing execution of the software application.

171. (Previously Presented) The mobile device of claim 166, wherein based upon a

determination that the digital signature is not successfully verified, the operations further

comprise: denying the software application access to the sensitive API.

172. (Previously Presented) The mobile device of claim 166, wherein based upon a

determination that the digital signature is not successfully verified, the operations further

comprise: purging the software application from the mobile device.

173. (Previously Presented) The mobile device of claim 166, wherein a global signature

is associated with each of the plurality of APIs; and wherein the global signatureis

verified prior to allowing the software application to access the sensitive API.

174. (Previously Presented) The mobile device of claim 166, wherein at least someof

the operations are performed by an application execution manager, and wherein the

application execution manageris implemented by a virtual machine (VM)of the mobile

device.
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175. (Previously Presented) The mobile device of claim 166, wherein the digital

signature is generated by applying the private key to a first hash of the software

application; and the digital signature is verified by generating a second hashof the

software application to obtain a generated hash, applying the public key to the digital

signature to obtain a recovered hash, and verifying that the generated hash and the

recovered hash are the same.

176. (Previously Presented) The mobile device of claim 166, wherein the digital

signature is generated by applying the private keyto a first abridged version of the

software application; and the digital signature is verified by generating a second

abridged version of the software application to obtain a generated abridged version,

applying the public key to the digital signature to obtain a recovered abridged version,

and verifying that the generated abridged version and the recovered abridged version

are the same.

177. (Previously Presented) The mobile device of claim 166, wherein the digital

signature is generated by a codesigning authority and included with the software

application.

178. (Previously Presented) The mobile device of claim 166, wherein the operations

further comprise:

displaying a description string when the software application attempts to access

the sensitive API.

179. (Previously Presented) The mobile device of claim 166, wherein the application

platform comprises an operating system.

180. (Previously Presented) The mobile device of claim 166, wherein the application

platform includes mobile device hardware.
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181. (Previously Presented) The mobile device of claim 166, wherein the application

platform comprises a cryptographic module.

182. (Previously Presented) The mobile device of claim 166, wherein the application

platform comprises a data store.

183. (Previously Presented) The mobile device of claim 166, wherein the application

platform comprises a proprietary data model.

184. (Previously Presented) The mobile device of claim 166, wherein the application

platform comprises an input and output controller.

185. (Previously Presented) The mobile device of claim 166, wherein the digital

signature provides an audittrail identifying a developer of the software application

requesting access to the sensitive API.

186. (Previously Presented) The mobile device of claim 185, wherein a problematic

software application is identified using the audit trail, and wherein the digital signature

associated with the problematic software application is revocable.

187. (Previously Presented) The mobile device of claim 186, wherein the digital

signature associated with the problematic software application is revoked, and wherein

the revoked digital signature is added to a signature revocation list.

188. (Previously Presented) The mobile device of claim 166, wherein digital signature is

first verified each time the software application requesting access to the sensitive API is

allowed to interact with the application platform.

189. (Previously Presented) The mobile device of claim 166, wherein the software

application further includes a signature identification, and wherein the digital signature

and the signature identification correspond to a mobile device type.
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190. (Previously Presented) The mobile device of claim 166, wherein the operations

further comprise obtaining the public key from a public key repository.

191. (Previously Presented) A system for controlling access to an application platform

on a mobile device, comprising:

one or more processors,

one or more computer-readable storage mediumscontaining software

instructions executable on the one or more processors to cause the one or more

processors to perform operationsincluding:

storing a plurality of application programming interfaces (APIs) at the mobile

device, wherein at least one API comprises a sensitive API to which accessis

restricted;

receiving, at the mobile device, an indication that a software application is

requesting accessto the sensitive API stored at the mobile device;

determining, at the mobile device, whether the software application is signed,

wherein a signed software application includes a digital signature generated using a

private key of a private key-public key pair, wherein the private key is not accessible to

the mobile device;

the mobile device using a public key of the private key-public key pair to verify

the digital signature of the software application; and

based upon verifying the digital signature, the mobile device allowing the

software application access to the sensitive API.

192. (Previously Presented) The system of claim 191, wherein based upon a

determination that the software application requesting access to the sensitive AP! does

not include a signature, the operations further comprise: preventing execution of the

software application.

193. (Previously Presented) The system of claim 191, wherein based upon a

determination that the software application requesting accessto the sensitive API does
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not include a signature, the operations further comprise: denying the software

application access to the sensitive API.

194. (Previously Presented) The system of claim 191, wherein based upon a

determination that the software application requesting accessto the sensitive API does

not include a signature, the operations further comprise: purging the software

application from the mobile device.

195. (Previously Presented) The system of claim 191, wherein based upon a

determination that the digital signature is not successfully verified, the operations further

comprise: preventing execution of the software application.

196. (Previously Presented) The system of claim 191, wherein based upon a

determination that the digital signature is not successfully verified, the operations further

comprise: denying the software application access to the sensitive API.

197. (Previously Presented) The system of claim 191, wherein based upon a

determination that the digital signature is not successfully verified, the operations further

comprise: purging the software application from the mobile device.

198. (Previously Presented) The system of claim 191, wherein a global signatureis

associated with each of the plurality of APIs; and wherein the global signature is verified

prior to allowing the software application to access the sensitive API.

199. (Previously Presented) The system of claim 191, wherein at least someof the

operations are performed by an application execution manager, and wherein the

application execution manageris implemented by a virtual machine (VM)of the mobile

device.

200. (Previously Presented) The system of claim 191, wherein the digital signature is

generated by applying the private key to a first hash of the software application; and
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the digital signature is verified by generating a second hash of the software application

to obtain a generated hash, applying the public key to the digital signature to obtain a

recovered hash, and verifying that the generated hash and the recovered hashare the

same.

201. (Previously Presented) The system of claim 191, wherein the digital signature is

generated by applying the private keytoafirst abridged version of the software

application; and the digital signature is verified by generating a second abridged version

of the software application to obtain a generated abridged version, applying the public

key to the digital signature to obtain a recovered abridged version, and verifying that the

generated abridged version and the recovered abridged version are the same.

202. (Previously Presented) The system of claim 191, further comprising:

a code signing authority, wherein the code signing authority determines whether

the software application should be given accessto the sensitive API, and based upon a

determination that the software application should be given access to the sensitive API,

the code signing authority accepts the software application and generatesthe digital

signature that is included with the software application.

203. (Previously Presented) The system of claim 191, wherein the operations further

comprise:

displaying a description string when the software application attempts to access

the sensitive API.

204. (Previously Presented) The system of claim 191, wherein the application platform

comprises an operating system.

205. (Previously Presented) The system of claim 191, wherein the application platform

includes mobile device hardware.
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206. (Previously Presented) The system of claim 191, wherein the application platform

comprises a cryptographic module.

207. (Previously Presented) The system of claim 191, wherein the application platform

comprises a data store.

208. (Previously Presented) The system of claim 191, wherein the application platform

comprises a proprietary data model.

209. (Previously Presented) The system of claim 191, wherein the application platform

comprises an input and output controller.

210. (Previously Presented) The system of claim 191, wherein the digital signature

provides an audit trail identifying a developer of the software application requesting

accessto the sensitive API.

211. (Previously Presented) The system of claim 210, wherein a problematic software

application is identified using the audit trail, and wherein the digital signature associated

with the problematic software application is revocable.

212. (Previously Presented) The system of claim 211, wherein the digital signature

associated with the problematic software application is revoked, and wherein the

revoked digital signature is added to a signature revocation list.

213. (Previously Presented) The system of claim 191, wherein the digital signature is

first verified each time the software application requesting access to the sensitive API is

allowed to interact with the application platform.

214. (Previously Presented) The system of claim 191, wherein the software application

further includes a signature identification, and wherein the digital signature and the

signature identification correspond to a mobile device type.
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215. (Previously Presented) The system of claim 191, wherein the operations further

comprise obtaining the public key from a public key repository.

216. (Currently Amended)A non-transitory computer-readable storage medium

encodedwith instructions that when executed on one or more processors of a mobile

device, cause the mobile device to perform a-methed instructions for controlling access

to an application platform of the mobile device, the methed instructions comprising:

storing a plurality of application programming interfaces (APIs) at the mobile

device, wherein at least one API comprises a sensitive API to which accessis

restricted;

receiving, at the mobile device, an indication that a software application on the

mobile device is requesting accessto the sensitive API stored at the mobile device;

determining, at the mobile device, whether the software application is signed,

wherein a signed software application includes a digital signature generated using a

private key of a private key-public key pair, wherein the private key is not accessible to

the mobile device;

the mobile device using the public key of the private key-public key pair to verify

the digital signature of the software application; and

based upon verifying the digital signature at the mobile device, the mobile device

allowing the software application accessto the sensitive API.

217. (Currently Amended) The computer-readable storage medium of claim 216,

wherein based upon a determination that the software application requesting access to

the sensitive API doesnotinclude a signature, the methed instructions further

eemprses comprising: preventing execution of the software application.

218. (Currently Amended) The computer-readable storage medium of claim 216,

wherein based upon a determination that the software application requesting access to

the sensitive API does notinclude a signature, the methee instructions further

cemprses comprising: denying the software application access to the sensitive API.
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219. (Currently Amended) The computer-readable storage medium of claim 216,

wherein based upon a determination that the software application requesting access to

the sensitive API does not include a signature, the methee instructions further

eemprses comprising: purging the software application from the mobile device.

220. (Currently Amended) The computer-readable storage medium of claim 216,

wherein based upon a determination that the digital signature is not successfully

verified, the methed instructions further ceemprses comprising: preventing execution of

the software application.

221. (Currently Amended) The computer-readable storage medium of claim 216,

wherein based upona determination that the digital signature is not successfully

verified, the methed instructions further eemprses comprising: denying the software

application access to the sensitive API.

222. (Currently Amended) The computer-readable storage medium of claim 216,

wherein based upon a determination that the digital signature is not successfully

verified, the rethed instructions further eemprises comprising: purging the software

application from the mobile device.

223. (Previously Presented) The computer-readable storage medium of claim 216,

wherein a global signature is associated with eachof the plurality of APIs; and wherein

the global signature is verified prior to allowing the software application to access the

sensitive API.

224. (Currently Amended) The computer-readable storage medium of claim 216,

wherein at least someof the eperatiens instructions are performed by an application

execution manager, and wherein the application execution manageris implemented by

a virtual machine (VM)of the mobile device.
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225. (Previously Presented) The computer-readable storage medium of claim 216,

wherein the digital signature is generated by applying the private keytoafirst hash of

the software application; and the digital signature is verified by generating a second

hash of the software application to obtain a generated hash, applying the public key to

the digital signature to obtain a recovered hash, and verifying that the generated hash

and the recovered hash are the same.

226. (Previously Presented) The computer-readable storage medium of claim 216,

wherein the digital signature is generated by applying the private keyto a first abridged

version of the software application; and the digital signature is verified by generating a

second abridged version of the software application to obtain a generated abridged

version, applying the public key to the digital signature to obtain a recovered abridged

version, and verifying that the generated abridged version and the recovered abridged

version are the same.

227. (Previously Presented) The computer-readable storage medium of claim 216,

wherein the digital signature is generated by a code signing authority and included with

the software application.

228. (Currently Amended) The computer-readable storage medium of claim 216, the

instructions further comprising:

displaying a description string when the software application attempts to access

the sensitive API.

229. (Previously Presented) The computer-readable storage medium of claim 216,

wherein the application platform comprises an operating system.

230. (Previously Presented) The computer-readable storage medium of claim 216,

wherein the application platform includes mobile device hardware.
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231. (Previously Presented) The computer-readable storage medium of claim 216,

wherein the application platform comprises a cryptographic module.

232. (Previously Presented) The computer-readable storage medium of claim 216,

wherein the application platform comprises a data store.

233. (Previously Presented) The computer-readable storage medium of claim 216,

wherein the application platform comprises a proprietary data model.

234. (Previously Presented) The computer-readable storage medium of claim 216,

wherein the application platform comprises an input and output controller.

235. (Previously Presented) The computer-readable storage medium of claim 216,

wherein the digital signature provides an audit trail identifying a developerof the

software application requesting accessto the sensitive API.

236. (Previously Presented) The computer-readable storage medium of claim 235,

wherein a problematic software application is identified using the audit trail, and wherein

the digital signature associated with the problematic software application is revocable.

237. (Previously Presented) The computer-readable storage medium of claim 236,

wherein the digital signature associated with the problematic software application is

revoked, and wherein the revoked digital signature is added to a signature revocation

list.

238. (Previously Presented) The computer-readable storage medium of claim 216,

wherein the digital signatureis first verified each time the software application

requesting accessto the sensitive API is allowed to interact with the application

platform.

15 of 29

Page 88 of 1415



Page 89 of 1415

Appl. No. «SERIAL»
Docket No. «C_REFERENCE»
Reply to Notice of Allowance December 19, 2012

239. (Previously Presented) The computer-readable storage medium of claim 216,

wherein the software application further includes a signature identification, and wherein

the digital signature and the signature identification correspond to a mobile device type.

240. (Currently Amended) The computer-readable storage medium of claim 216,

wherein the methed instructions further cemprises comprising obtaining the public key

from a public key repository.

241. (Previously Presented) A method for controlling access to an application platform

of a mobile device, comprising:

storing a plurality of application programming interfaces (APIs) at the mobile

device, wherein at least one API comprises a sensitive API to which accessis

restricted;

receiving, at the mobile device, an indication that a software application on the

mobile device is requesting access to the sensitive API stored at the mobile device;

determining, at the mobile device, whether the software application is signed,

wherein a signed software application includes a digital signature generated using a

private key of a private key-public key pair, wherein the private key is not accessible to

the mobile device;

the mobile device using a public key of the private key-public key pair to verify

the digital signature of the software application; and

based upon verifying the digital signature at the mobile device, the mobile device

allowing the software application access to the sensitive API.

242. (Previously Presented) The method of claim 241, wherein based upon a

determination that the software application requesting accessto the sensitive API does

not include a signature, the method further comprises: preventing execution of the

software application.

243. (Previously Presented) The methodof claim 241, wherein based upon a

determination that the software application requesting accessto the sensitive API does
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not include a signature, the method further comprises: denying the software application

access to the sensitive API.

244. (Previously Presented) The methodof claim 241, wherein based upon a

determination that the software application requesting accessto the sensitive API does

not include a signature, the method further comprises: purging the software application

from the mobile device.

245. (Previously Presented) The methodof claim 241, wherein based upon a

determination that the digital signature is not successfully verified, the method further

comprises: preventing execution of the software application.

246. (Previously Presented) The mobile device of claim 241, wherein based upon a

determination that the digital signature is not successfully verified, the method further

comprises: denying the software application access to the sensitive API.

247. (Previously Presented) The method of claim 241, wherein based upon a

determination that the digital signature is not successfully verified, the method further

comprises: purging the software application from the mobile device.

248. (Previously Presented) The method of claim 241, wherein a global signatureis

associated with each of the plurality of APIs; and wherein the global signatureis verified

prior to allowing the software application to access the sensitive API.

249. (Previously Presented) The method of claim 241, wherein at least some operations

of the method are performed by an application execution manager, and wherein the

application execution manageris implemented by a virtual machine (VM)of the mobile

device.

17 of 29

Page 90 of 1415



Page 91 of 1415

Appl. No. «SERIAL»
Docket No. «C_REFERENCE»
Reply to Notice of Allowance December 19, 2012

250. (Previously Presented) The method of claim 241, wherein the digital signatureis

generated by applying the private key to a first hash of the software application; and

the digital signature is verified by generating a second hashof the software application

to obtain a generated hash, applying the public key to the digital signature to obtain a

recovered hash, and verifying that the generated hash and the recovered hashare the

same.

251. (Previously Presented) The method of claim 241, wherein the digital signatureis

generated by applying the private keyto a first abridged version of the software

application; and the digital signature is verified by generating a second abridged version

of the software application to obtain a generated abridged version, applying the public

key to the digital signature to obtain a recovered abridged version, and verifying that the

generated abridged version and the recovered abridged version are the same.

252. (Previously Presented) The method of claim 241, further comprising:

determining by a codesigning authority, whether the software application should

be given accessto the sensitive API, wherein based upon a determination that the

software application should be given accessto the sensitive API, the codesigning

authority accepts the software application and generatesthe digital signature thatis

included with the software application.

253. (Previously Presented) The methodof claim 241, further comprising:

displaying a description string when the software application attempts to access

the sensitive API.

254. (Previously Presented) The method of claim 241, wherein the application platform

comprises an operating system.

255. (Previously Presented) The method of claim 241, wherein the application platform

includes mobile device hardware.
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256. (Previously Presented) The method of claim 241, wherein the application platform

comprises a cryptographic module.

257. (Previously Presented) The method of claim 241, wherein the application platform

comprises a data store.

258. (Previously Presented) The method of claim 241, wherein the application platform

comprises a proprietary data model.

259. (Previously Presented) The methodof claim 241, wherein the application platform

comprises an input and output controller.

260. (Previously Presented) The methodof claim 241, wherein the digital signature

provides an audit trail identifying a developer of the software application requesting

access to the sensitive API.

261. (Previously Presented) The method of claim 260, wherein a problematic software

application is identified using the audit trail, and wherein the digital signature associated

with the problematic software application is revocable.

262. (Previously Presented) The method of claim 261, wherein the digital signature

associated with the problematic software application is revoked, and wherein the

revoked digital signature is added to a signature revocation list.

263. (Previously Presented) The method of claim 241, wherein the digital signatureis

first verified each time the software application requesting access to the sensitive API is

allowed to interact with the application platform.

264. (Previously Presented) The method of claim 241, wherein the software application

further includes a signature identification, and wherein the digital signature and the

signature identification correspond to a mobile device type.
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265. (Previously Presented) The method of claim 241, further comprising obtaining the

public key from a public key repository.

266. (Previously Presented) The device of claim 166, wherein verifying the digital

signature comprises:

hashing the software application to obtain a generated hash;

applying the public key to the digital signature to obtain a recovered hash; and

comparing the generated hash and the recovered hash.

267. (Previously Presented) The system of claim 191, wherein verifying the digital

signature comprises:

hashing the software application to obtain a generated hash;

applying the public key to the digital signature to obtain a recovered hash; and

comparing the generated hash and the recovered hash.

268. (Previously Presented) The computer-readable storage medium of claim 216,

wherein verifying the digital signature comprises:

hashing the software application to obtain a generated hash;

applying the public key to the digital signature to obtain a recovered hash; and

comparing the generated hash and the recovered hash.

269. (Previously Presented) The method of claim 241, wherein verifying the digital

signature comprises:

hashing the software application to obtain a generated hash;

applying the public key to the digital signature to obtain a recovered hash; and

comparing the generated hash and the recovered hash.
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270. (Previously Presented) The device of claim 166, wherein the plurality of APIs

comprisesa plurality of sensitive APIs, wherein for each of the plurality of sensitive

APIs, the mobile device allows accessto the sensitive API upon verification of a digital

signature unique to the sensitive API.

271. (Previously Presented) The system of claim 191, wherein the plurality of APIs

comprisesa plurality of sensitive APIs, wherein for each of the plurality of sensitive

APIs, the mobile device allows accessto the sensitive API upon verification of a digital

signature unique to the sensitive API.

272. (Previously Presented) The computer-readable storage medium of claim 216,

wherein the plurality of APls comprises a plurality of sensitive APIs, wherein for each of

the plurality of sensitive APIs, the mobile device allows accessto the sensitive API upon

verification of a digital signature unique to the sensitive API.

273. (Previously Presented) The method of claim 241, wherein the plurality of APIs

comprisesa plurality of sensitive APIs, wherein for each of the plurality of sensitive

APIs, the mobile device allows accessto the sensitive API upon verification of a digital

signature unique to the sensitive API.

274. (Previously Presented) The device of claim 166, wherein the operations further

comprise: upon verifying the digital signature at the mobile device, the mobile device

allowing the software application access to at least one non-sensitive API.

275. (Previously Presented) The system of claim 191, wherein the operations further

comprise: upon verifying the digital signature at the mobile device, the mobile device

allowing the software application access to at least one non-sensitive API.
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276. (Currently Amended) The computer-readable storage medium of claim 216,

wherein the instructions further comprises: upon verifying the digital signature at the

mobile device, the mobile device allowing the software application accessto at least

one non-sensitive API.

277. (Previously Presented) The methodof claim 241, further comprising: upon

verifying the digital signature at the mobile device, the mobile device allowing the

software application accessto at least one non-sensitive API.

278. (New) The mobile device of claim 166, wherein the sensitive AP! is associated with

the public key.

279. (New) The mobile device of claim 166, wherein the sensitive AP! and the public

key are includedin an API library.

280. (New) The mobile device of claim 166, wherein the plurality of APIs comprises at

least one non-sensitive API.

281. (New) The mobile device of claim 280, wherein based upon a determination that

the software application requesting access to the sensitive API does not include a

signature, the operations further comprise:

denying the software application accessto the sensitive API; and

allowing the software application accessto the at least one non-sensitive API.

282. (New) The mobile device of claim 280, wherein based upon a determination that

the digital signature is not successfully verified, the operations further comprise:

denying the software application access to the sensitive API; and

allowing the software application accessto the at least one non-sensitive API.
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283. (New) The mobile device of claim 166, wherein the software application includes a

plurality of digital signatures.

284. (New) The mobile device of claim 166, wherein the plurality of APIs comprises a

plurality of sensitive APIs, wherein one or more of the sensitive APIs is associated with

a unique digital signature.

285. (New) The mobile device of claim 166, wherein the plurality of APIs comprises at

least a second sensitive API, wherein the software application includes at least a

seconddigital signature, wherein the operations further comprise:

using a second public key of a second private key-public key pair to verify the

second digital signature of the software application; and

based upon verifying the second digital signature at the mobile device, allowing

the software application accessto at least the secondsensitive API.

286. (New) The system of claim 191, wherein the sensitive API is associated with the

public key.

287. (New) The system of claim 191, wherein the sensitive API and the public key are

included in an API library.

288. (New) The system of claim 191, wherein the plurality of APIs comprises at least

one non-sensitive API.

289. (New) The system of claim 288, wherein based upon a determination that the

software application requesting accessto the sensitive API does not include a

signature, the operations further comprise:

denying the software application accessto the sensitive API; and

allowing the software application accessto the at least one non-sensitive API.
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290. (New) The system of claim 288, wherein based upon a determination that the

digital signature is not successfully verified, the operations further comprise:

denying the software application accessto the sensitive API; and

allowing the software application access to the at least one non-sensitive API.

291. (New) The system of claim 191, wherein the software application includes a

plurality of digital signatures.

292. (New) The system of claim 191, wherein the plurality of APIs comprisesa plurality

of sensitive APIs, wherein one or moreof the sensitive APls is associated with a unique

digital signature.

293. (New) The system of claim 191, wherein the plurality of APIs comprisesat least a

second sensitive API, wherein the software application includes at least a second digital

signature, wherein the operations further comprise:

using a second public key of a secondprivate key-public key pair to verify the

seconddigital signature of the software application; and

based upon verifying the second digital signature at the mobile device, allowing

the software application accessto at least the second sensitive API.

294. (New) The computer-readable storage medium of claim 216, wherein the sensitive

API is associated with the public key.

295. (New) The computer-readable storage medium of claim 216, wherein the sensitive

API and the public key are included in an API library.

296. (New) The computer-readable storage medium of claim 216, wherein the plurality

of APIs comprisesat least one non-sensitive API.
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297. (New) The computer-readable storage medium of claim 296, wherein based upon

a determination that the software application requesting access to the sensitive API

does notinclude a signature, the instructions further comprise:

denying the software application access to the sensitive API; and

allowing the software application accessto the at least one non-sensitive API.

298. (New) The computer-readable storage medium of claim 296, wherein based upon

a determination that the digital signature is not successfully verified, the instructions

further comprise:

denying the software application accessto the sensitive API; and

allowing the software application access to the at least one non-sensitive API.

299. (New) The computer-readable storage medium of claim 216, wherein the software

application includesa plurality of digital signatures.

300. (New) The computer-readable storage medium of claim 216, wherein the plurality

of APIs comprisesa plurality of sensitive APIs, wherein one or moreof the sensitive

APIs is associated with a unique digital signature.

301. (New) The computer-readable storage medium of claim 216, wherein the plurality

of APIs comprises at least a second sensitive API, wherein the software application

includes at least a second digital signature, wherein the operations further comprise:

using a second public key of a second private key-public key pair to verify the

seconddigital signature of the software application; and

based upon verifying the second digital signature at the mobile device, allowing

the software application accessto at least the second sensitive API.

302. (New) The methodof claim 241, wherein the sensitive API is associated with the

public key.
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303. (New) The methodof claim 241, wherein the sensitive AP! and the public key are

included in an API library.

304. (New) The methodof claim 241, wherein the plurality of APIs comprises at least

one non-sensitive API.

305. (New) The methodof claim 304, wherein based upon a determination that the

software application requesting accessto the sensitive API does not include a

signature, the method further comprising:

denying the software application accessto the sensitive API; and

allowing the software application access to the at least one non-sensitive API.

306. (New) The method of claim 304, wherein based upon a determination that the

digital signature is not successfully verified, the method further comprising:

denying the software application access to the sensitive API; and

allowing the software application accessto the at least one non-sensitive API.

307. (New) The methodof claim 241, wherein the software application includes a

plurality of digital signatures.

308. (New) The methodof claim 241, wherein the plurality of APIs comprises a plurality

of sensitive APIs, wherein one or moreof the sensitive APls is associated with a unique

digital signature.
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309. (New) The method of claim 241, wherein the plurality of APIs comprisesat least a

second sensitive API, wherein the software application includes at least a second digital

signature, the method further comprising:

using a second public key of a second private key-public key pair to verify the

seconddigital signature of the software application; and

based upon verifying the second digital signature at the mobile device, allowing

the software application accessto at least the second sensitive API.
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REMARKS

The Notice of Allowance dated December19, 2012 has been studied. Applicant wishes

to thank examiner Jeremiah Averyfor indicating that claims 166-277 are allowed.

Claims 278-309 are newly added dependentclaims. Claims 216-222, 224, and 240 are

amendedto clarify that instructions are being executed from the computer-readable

storage medium. Byvirtue of this Response and Amendmentclaims 166-309 are

pending. An information disclosure statement with a Request for Continued Examination

(RCE)is being filed herewith. Continued examination and allowanceof the pending

claims are respectfully requested.

Support for newly added dependentclaims 278, 286, 294, 302 and 279, 287, 295, 303

is found at least in U.S. Patent Publication No. 20040025022at least FIG. 3A items 20

and 78, FIG. 4 step 106, and paragraphs [0028], [0036], [0037], [0040], [0041]. No new

matter has been added.

Support for newly added dependentclaims 280, 288, 296, 304 is found at least in U.S.

Patent Publication No. 20040025022at least in paragraphs [0035] and [0036]. No new

matter has been added.

Support for newly added dependent claims 281, 289, 297, 305 is found at least in U.S.

Patent Publication No. 20040025022 at least FIG. 4 step 102 and paragraph [0039]. No

new matter has been added.

Support for newly added dependent claims 282, 290, 298, 306 is found at least in U.S.

Patent Publication No. 20040025022at least in paragraph [0037]. No new matter has

been added.

Support for newly added dependent claims 283, 291, 299, 307 is found at least in U.S.

Patent Publication No. 20040025022 at least at FIG. 3 and FIG. 3A and in paragraphs

[0035] and [0038]. No new matter has been added.
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Support for newly added dependentclaims 284, 292, 300, 308 is found at least in U.S.

Patent Publication No. 20040025022 at least at FIG. 3 and FIG. 3A and in paragraph

[0035]. No new matter has been added.

Support for newly added dependentclaims 285, 293, 301, 309 is found at least in U.S.

Patent Publication No. 20040025022 at least at FIG. 3 and FIG. 3A and in paragraph

[0035]. No new matter has been added.

If the Examiner believes that there are any informalities that can be corrected by

Examiner’s amendment, or that in any wayit would help expedite the prosecution

of the patent application, a telephonecall to the undersigned at (561) 989-9811 is

respectfully solicited.

The Commissioneris hereby authorized to charge any fees that may be required or

credit any overpayment to Deposit Account 50-1556 (Attorney Docket No. 10289-US-

PCT).

Respectfully submitted,

Date: March 18, 2013 By: /Jon Gibbons/
Jon A. Gibbons

(Reg. No.37,333)
Attorney for Applicant

Fleit Gibbons Gutman

Bongini & Bianco P.L.
One Boca Commerce Center

551 N.W. 77th Street, Suite 111
Boca Raton, Florida 33487
Telephone: (561) 989-9811
Facsimile: (561) 989-9812
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2330164

Non PatentLiterature NPL6.pdf €a5839220250e58c8addOa3beeffdfcbafze

Warnings: 

Information:

25485522

5308324f16e04bea728c5efcf1590359e202|
Sac2

Non PatentLiterature NPL7.pdf

Warnings:

Information: 

Fee Worksheet (SB06) fee-info.pdf 010efb896fba9aac23a6b0 1f76d576ffa9d1

Warnings: 

Information:

This AcknowledgementReceipt evidences receipt on the noted date by the USPTOofthe indicated documents,
characterized by the applicant, and including page counts, where applicable.It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111
If a new application is being filed and the application includes the necessary componentsfora filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shownonthis
AcknowledgementReceiptwill establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371
If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903indicating acceptanceof the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTOas a Receiving Office
If a new internationalapplication is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and ofthe InternationalFiling Date (Form PCT/RO/105)will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this AcknowledgementReceiptwill establish the internationalfiling date of
the application.
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PTO/SB/06 (07-06)
Approved for use through 1/31/2007. OMB 0651-0032

U.S, Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid OMB control number.

PATENT APPLICATION FEE DETERMINATION RECORDJpplication or Docket Number Filing Date
Substitute for Form PTO-875 10/381 el 9 03/20/2003 Cc To be Mailed

APPLICATION AS FILED — PART| OTHER THAN

(Column 4) (Column 2) SMALLENTITY [] OR SMALL ENTITY
mare) Fee aes|Few

(37 CFR 1.16(a), (b), or (¢

37 CFR 1.16(k), (i), or (m

(37 CFR 1.16(0), (p), or (q})
TOTAL CLAIMS
37 CFR 1.16(i)) minus 20 =

INDEPENDENT CLAIMS . *
37 CFR 1.16(h) minus 3 =

If the specification and drawings exceed 100

Carptication SIZE FEE sheets of paper, the application size fee due
(G7 CFR 1.16(5)) is $250 ($125 for small entity) for each, additional 50 sheets or fraction thereof. See

35 U.S.C. 41(a)(1)(G) and 37 CFR 1.16(s).

OC MULTIPLE DEPENDENT CLAIM PRESENT(37 CFR 1.16(j))
* If the difference in column 1 is less than zero, enter “O” in column 2.

APPLICATION AS AMENDED - PARTII
OTHER THAN

(Column 1) (Column 2) (Column 3) SMALL ENTITY SMALL ENTITY
CLAIMS HIGHEST

(ean p seery|PBseT|Pownce|22u-m ronAMENDMENT. PAID FOR

=

renee
[_] Application Size Fee (37 CFR 1.16(s))

kK
Zz
Lu
=
a
Z
Lu
=
<<

Oo FIRST PRESENTATION OF MULTIPLE DEPENDENTCLAIM (37 CFR 1.16(j))

(Column 1) (Column 2) (Column 3}
CLAIMS HIGHEST

REMAINING NUMBER PRESENT : ADDITIONAL
AFTER PREVIOUSLY EXTRA :

AMENDMENT PAID FOR

reer Minus1.16(1)}

Independent * i ak
‘37 CFR 1.16(hi Minus

[J Application Size Fee (37 CFR 1.16(s)) 
oO FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM (37 CFR 1.16()))

* If the entry in column 1 is less than the entry in column 2, write “0” in column 3. Legal Instrument Examiner:
** If the “Highest Number Previously Paid For” IN THIS SPACEis less than 20, enter “20”. /DEBORAH NASH/ ,
”* If the “Highest NumberPreviously Paid For’ IN THIS SPACEis lessthan 3, enter “3”.
The “Highest NumberPreviously Paid For”(Total or Independent) is the highest numberfoundin the appropriate box in column 1.

 
This collection of information is required by 37 CFR 1.16. The information is required to obtain or retain a benefit by the public which is to file (and by the USPTO ta
process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.14. This collection is estimated to take 12 minutes to complete, including gathering,
preparing, and submitting the completed application form to the USPTO. Timewill vary depending uponthe individual case. Any comments on the amountof time you
require to complete this form and/or suggestions for reducing this burden. should be sent to the Chief Information Officer, U.S. Patent and Trademark Office, U.S.
Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TOTHIS
ADDRESS. SEND TO: Commissionerfor Patents, P.O. Box 1450, Alexandria, VA 22313-1450.

if you need assistance in completing the form, call 1-800-PTO-9199 and select option 2.
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GOST AND Toe

< UNITED STATES PATENT AND TRADEMARK OFFICE
 

 UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450
Alexandria, Virginia 22313-1450
www.uspto.gov

NOTICE OF ALLOWANCEAND FEE(S) DUE

Fleit Gibbons Gutman Bongini & Bianco P.L. AVERY, JEREMIAH L
551 NW 77th street
Suite 11

Boca Raton, FI. 33487 2431

DATE MAILID:12/19/2012

10/381,219 03/20/2003 David P Yach 13210-1465/KL 9761
TITLE OF INVENTION: SOFTWARE CODESIGNING SYSTEM AND METHOD  

 HOUAL His(8) DUE

nonprovisional NO $1770 $300 SO $2070 03/19/2013

THE APPLICATION IDENTIFIED ABOVE HAS BEEN EXAMINED AND IS ALLOWED FOR ISSUANCE AS A PATENT.
PROSECUTION ON THE MERITS IS CLOSED. THIS NOTICE OF ALLOWANCEIS NOT A GRANT OF PATENT RIGHTS.
THIS APPLICATION IS SUBJECT TO WITHDRAWAL FROM ISSUE AT THE INITIATIVE OF THE OFFICE OR UPON
PETITION BY THE APPLICANT. SEE 37 CFR 1.313 AND MPEP 1308.

THE ISSUE FEE AND PUBLICATION FEE (IF REQUIRED) MUST BE PAID WITHIN THREE MONTHS FROM THE
MAILING DATE OF THIS NOTICE OR THIS APPLICATION SHALL BE REGARDED AS ABANDONED. THIS
STATUTORY PERIOD CANNOT BE EXTENDED. SEE 35 U.S.C. 151. THE ISSUE FEE DUE INDICATED ABOVE DOES
NOT REFLECT A CREDIT FOR ANY PREVIOUSLY PAID ISSUE FEE IN THIS APPLICATION. IF AN ISSUE FEE HAS

PREVIOUSLY BEEN PAID IN THIS APPLICATION (AS SHOWN ABOVE), THE RETURN OF PART B OF THIS FORM
WILL BE CONSIDERED A REQUEST TO REAPPLY THE PREVIOUSLY PAID ISSUE FEE TOWARD THE ISSUE FEE NOW
DUE.

HOW TO REPLY TO THIS NOTICE:

I. Review the SMALL ENTITYstatus shown above.

If the SMALL ENTITYis shown as YES, verify your current If the SMALL ENTITY is shown as NO:
SMALLENTITYstatus:

A. If the status is the same, pay the TOTAL FEE(S) DUE shown A. Pay TOTAL FEE(S) DUE shownabove, or
above.

B. If the status above is to be removed, check box 5b on Part B - B. If applicant claimed SMALL ENTITYstatus before, or is now
Fee(s) Transmittal and pay the PUBLICATION FEE (if required) claiming SMALL ENTITYstatus, check box 5a on Part B - Fee(s)
and twice the amount of the ISSUE FEE shownabove, or Transmittal and pay the PUBLICATION FEE (if required) and 1/2

the ISSUE FEE shown above.

II. PART B - FEE(S) TRANSMITTAL,or its equivalent, must be completed and returned to the United States Patent and Trademark Office
(USPTO)with your ISSUE FEE and PUBLICATION FEE (if required). If you are charging the fee(s) to your deposit account, section "4b"
of Part B - Fee(s) Transmittal should be completed and an extra copy of the form should be submitted. If an equivalent of Part B is filed, a
request to reapply a previously paid issue fee must be clearly made, and delays in processing may occur dueto the difficulty in recognizing
the paper as an equivalent of Part B.

II. All communications regarding this application must give the application number. Please dircct all communications prior to issuance to
Mail Stop ISSUE FEE unless advised to the contrary.

IMPORTANT REMINDER: Utility patents issuing on applications filed on or after Dec. 12, 1980 may require payment of
maintenancefees. It is patentee’s responsibility to ensure timely payment of maintenance fees when due.

Page 1 of 3
PTOL-85 (Rev. 02/11)
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PART B - FEE(S) TRANSMITTAL

Complete and send this form, together with applicable fee(s), to: Mail Mail Stop ISSUE FEE
Commissioner for Patents
P.O. Box 1450
Alexandria, Virginia 22313-1450

or Fax (571)-273-2885

INSTRUCTIONS: This form should be used for transmitting the ISSUE FEE and PUBLICATION FEE (if required). Blocks 1 through 5 should be completed where

appropriate. All further correspondence including the Patent, advance orders and notification of maintenance fees will be mailed to the current correspondence address asindicated unless corrected below or directed otherwise in Block 1, by (a) specifying a new correspondence address; and/or (b) indicaling a separate "FEF ADDRESS" formaintenance fee notifications.

CURRENT CORRESPONDENCE ADDRESS(Note: Use Block 1 for any change of address) Note: A certificate of mailing can only be used for domestic mailings of the
Fee(s) Transmittal. This certificate cannot be used for any other accompanying

papers. Each additional paper, such as an assignment or formal drawing, mustave its own certificate of mailing or transmission.

 

 

95866 7590 12/19/2012

Fleit Gibbons Gutman Bongini & Bianco P.L. _._,Certificate of Mailing or Transmission
551 NW 77thstreet I hereby certify that this Pee(s) Transmittal is being deposited with the United> : surce States Postal Service with sufficient postage for first class mail in an envelope
Suite 111 addressed to the Mail Stop ISSUE FEE address above, or being facsimile° a5 ove,
Boca Raton, El. 33487 transmitted to the USPTO (571) 273-2885, on the date indicated below.

(Depositor's name)

(Signature) (Date)

10/381,219 03/20/2003 David P Yach 13210-1465/KL 9761
TITLE OF INVENTION: SOFTWARE CODESIGNING SYSTEM AND METHOD  

 APPLN. ‘TYPE SMALL EN'LITY ISSUE FEE DUB PUBLICATION FEE DUE|PREY. PAID ISSUE FEE ‘TOTAL KER(S) DUE DATE DUE

nonprovisional NO $1770 $300 SO $2070 03/19/2013

AVERY, JEREMIAH L 2431 713-001000

1. Change of correspondence address or indication of "Fee Address” (37 2. For printing on the patent front page, list
CFR1.363).

I Change of correspondence address (or Change of Correspondence
Address form PTO/SB/122) attached.

LL] “Fee Address” indication (or "Fee Address" Indication form
PTO/SB/47; Rev 03-02 or more recent) attached. Use of a Customer
Numberis required.

(1) the names of up to 3 registered patent attorneys
or agents OR,alternatively,

Ww
(2) the nameof a single firm (having as a membera
registered attorney or agent) and the names of up to
2 registered patentattorneys or agents. Ifnonameis 4
listed, no name will be printed. .

  
3. ASSIGNEE NAME AND RESIDENCE DATA TO BE PRINTED ON THE PATENT(printor type)

PLEASE NOTE:Unless an assignee is identified below, no assignee data will appear on the patent. If an assignee is identified below, the document has been filed for
recordation as set forth in 37 CFR 3.11. Completion of this form is NO'I a substitute forfiling an assignment.

  

 

  

(A) NAME OF ASSIGNEE (B) RESIDENCE:(CITY and STATE OR COUNTRY)

Please check the appropriate assignee category or categories (will not be printed on the patent) : LD individual LJ Corporation or other private group entity LJ Government

4a. The following fee(s) are submitted: 4b. Payment of Fee(s): (Please first reapply any previously paid issue fee shown above)
LI Issue Fee LI A checkis enclosed.

LI Publication Fee (No small entity discount permitted) I Paymentby credit card. Form PTO-2038is attached.
LY Advance Order- # of Copies [_J The Directoris hereby authorized to charge the required fee(s), any deficiency, or credit any

overpayment, to Deposit Account Number (enclose an extra copy of this form).

5. Changein Entity Status (from status indicated above)

Ld a. Applicant claims SMALL ENTITYstatus. See 37 CFR 1.27. LI b. Applicant is no longer claiming SMALL ENTITYstatus. See 37 CFR 1.27(g)(2).
NOTE: TheIssue Fee and Publication Fee (if required) will not be accepted from anyoneother than the applicant; a registered attorney or agent; or the assignee or other party in
interest as shown bythe recordsof the United States Patent and ‘l'rademark Office.

Authorized Signature Date
 

Typed or printed name Registration No.

This collection of information is required by 37 CFR 1.311. The informationis required to obtain or retain a benefit by the public whichis to file (and by the USPTO to process)
an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.14. This collection is estimated to take 12 minutes to complete, including gathering, preparing, and
submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amountof time you require to complete
this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and Trademark Office, U.S. Department of Commerce, P.O.
Box 1450, Alexandria, Virginia 22313-1450. DO NOT SEND FEES OR COMPLETED FORMSTO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450,
Alexandria, Virginia 22313-1450.
Underthe Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unlessit displays a valid OMB control number.
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UNITED STATES PATENT AND TRADEMARK OFFICE
UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450
Alexandria, Virginia 22313-1450
www.uspto.gov

APPLICATION NO. TILING DATE TIRST NAMED INVENTOR ATTORNEY DOCKET NO. CONFIRMATION NO.

 
 

10/381,219 03/20/2003 David P Yach 13210-1465/KL 9761

Fleit Gibbons Gutman Bongini & Bianco P.L. AVERY, JEREMIAH L
551 NW 77th street
Suite 11

Boca Raton, FI. 33487 2431

DATE MAILID:12/19/2012

Determination of Patent Term Adjustment under 35 U.S.C. 154 (b)
(application filed on or after May 29, 2000)

The Patent Term Adjustment to date is 1626 day(s). If the issue fee is paid on the date that is three monthsafter the
mailing date of this notice and the patent issues on the Tuesday before the date that is 28 weeks (six and a half
months) after the mailing date of this notice, the Patent Term Adjustment will be 1626 day(s).

If a Continued Prosecution Application (CPA) wasfiled in the above-identified application, the filing date that
determines Patent Term Adjustmentis the filing date of the most recent CPA.

Applicant will be able to obtain more detailed information by accessing the Patent Application Information Retrieval
(PAIR) WEBsite (http://pair-uspto.gov).

Any questions regarding the Patent Term Extension or Adjustment determination should be directed to the Office of
Patent Legal Administration at (571)-272-7702. Questions relating to issue and publication fee payments should be
directed to the Customer Service Center of the Office of Patent Publication at 1-(888)-786-0101 or (571)-272-4200.

Page 3 of 3
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with
your submission of the attached form related to a patent application or patent. Accordingly, pursuant to
the requirements of the Act, please be advised that: (1) the general authority for the collection of this
information is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited is voluntary; and (3) the
principal purpose for which the information is used by the U.S. Patent and Trademark Office is to process
and/or examine your submission related to a patent application or patent. If you do not furnish the
requested information, the U.S. Patent and Trademark Office may not be able to process and/or examine
your submission, which may result in termination of proceedings or abandonmentof the application or
expiration of the patent.

The information provided by you in this form will be subject to the following routine uscs:

1. The information on this form will be treated confidentially to the extent allowed under the Freedom
of Information Act (5 U.S.C. 552) and the Privacy Act (5 U.S.C 552a). Records from this system of
records may be disclosed to the Department of Justice to determine whether disclosure of these
recordsis required by the Freedomof Information Act.

. A record from this system of records may be disclosed, as a routine use, in the course of presenting
evidence to a court, magistrate, or administrative tribunal, including disclosures to opposing counsel
in the course of settlement negotiations.

. A record in this system of records may be disclosed, as a routine use, to a Member of Congress
submitting a request involving an individual, to whomthe record pertains, when the individual has
requested assistance from the Member with respect to the subject matter of the record.
A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency
having need for the information in order to performa contract. Recipients of information shall be
required to comply with the requirements of the Privacy Act of 1974, as amended, pursuant to 5
U.S.C. 552a(m).

. A record related to an International Application filed under the Patent Cooperation Treaty in this
system of records may be disclosed, as a routine use, to the International Bureau of the World
Intellectual Property Organization, pursuant to the Patent Cooperation Treaty.
A record in this system of records maybe disclosed, as a routine use, to another federal agency for
purposes of National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy
Act (42 U.S.C. 218(c)).

. A record from this system of records may be disclosed, as a routine use, to the Administrator,
General Services, or his/her designee, during an inspection of records conducted by GSA as part of
that agency's responsibility to recommend improvements in records management practices and
programs, under authority of 44 U.S.C. 2904 and 2906. Suchdisclosure shall be made in accordance
with the GSA regulations governing inspection of records for this purpose, and any other relevant
(i.e., GSA or Commerce) directive. Such disclosure shall not be used to make determinations about
individuals.

. A record from this system of records may be disclosed, as a routine use, to the public after either
publication of the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35
U.S.C. 151. Further, a record may be disclosed, subject to the limitations of 37 CFR 1.14, as a
routine use, to the public if the record was filed in an application which became abandonedorin
which the proceedings were terminated and which application is referenced byeither a published
application, an application open to public inspection or an issued patent.
A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local
law enforcementagency,if the USPTO becomesaware ofa violation or potential violation of law or
regulation.
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Application No. Applicant(s)

10/381,219 YACH ETAL.
Notice of Allowability Examiner Art Unit

JEREMIAH AVERY 2431

-- The MAILING DATEof this communication appears on the cover sheet with the correspondence address--
All claims being allowable, PROSECUTION ON THE MERITS IS (OR REMAINS) CLOSED in this application. If not included
herewith (or previously mailed), a Notice of Allowance (PTOL-85)or other appropriate communication will be mailed in due course. THIS
NOTICE OF ALLOWABILITY IS NOT A GRANTOF PATENTRIGHTS. This application is subject to withdrawal from issueatthe initiative
of the Office or upon petition by the applicant. See 37 CFR 1.313 and MPEP 1308.

1. This communication is responsive to the RCEfiled 11/11/11.

2. (1 An election was madebythe applicant in responseto a restriction requirementset forth during the interview on ; the restriction
requirement and election have been incorporated into this action.

3.IThe allowed claim(s) is/are 766-277. As a result of the allowed claim(s), you may beeligible to benefit from the Patent Prosecution
Highway programata participating intellectual property office for the corresponding application. For more information, please see
titto /Awww.uspto.gov/patents/init events/poh/indexjsp or send an inquiry to PPHieedback@uspto.goy.

4.KJAcknowledgmentis made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d)or (f).

a) & All b) ] Some* c)LJNone ofthe:

1. C1 Certified copies of the priority documents have been received.

2. C1 Certified copies of the priority documents have been received in Application No.

3. IX] Copies of the certified copies of the priority documents have beenreceived in this national stage application from the

International Bureau (PCT Rule 17.2(a)).

* Certified copies not received:

Applicant has THREE MONTHS FROM THE “MAILING DATE?”of this communication to file a reply complying with the requirements
noted below. Failure to timely comply will result in ABANDONMENTofthis application.
THIS THREE-MONTHPERIOD IS NOT EXTENDABLE.

5. [] CORRECTED DRAWINGS( as “replacement sheets”) must be submitted.

(1) including changes required by the attached Examiners Amendment / Commentorin the Office action of
Paper No./Mail Date .

Identifying indicia such as the application number(see 37 CFR 1.84(c)) should be written on the drawingsin the front (not the back) of
each sheet. Replacement sheet(s) should be labeled as suchin the header according to 37 CFR 1.121{d).

6. [] DEPOSIT OF and/or INFORMATIONaboutthe deposit of BIOLOGICAL MATERIAL mustbe submitted. Note the
attached Examiner’s comment regarding REQUIREMENT FOR THE DEPOSIT OF BIOLOGICAL MATERIAL.

Attachment(s)
1. Notice of References Cited (PTO-892) 5. Examiner's Amendment/Comment

2. Information Disclosure Statements (PTO/SB/08), 6. KX] Examiner's Statement of Reasons for Allowance
Paper No./Mail Date 20111111, 20120202

3. [] Examiner's Comment Regarding Requirement for Deposit 7. Other :
of Biological Material

4. [] Interview Summary (PTO-413),
Paper No./Mail Date .

Jeremiah Avery/ {NATHAN FLYNN/

Examiner, Art Unit 2431 Supervisory Patent Examiner, Art Unit 2431

 
 

U.S. Patent and Trademark Office

PTOL-37 (Rev. 09-12) Notice of Allowability Part of Paper No./Mail Date 20121214

Page 119 of 1415



Page 120 of 1415

Application/Control Number: 10/381,219 Page 2
Art Unit: 2431

Priority

1. This Application, 10/381219, is a national stage entry of PCT/CA01/01344,

International Filing Date: 09/20/2001.

2. PCT/CA01/01344 claims priority from Provisional Application 60234152,
filed 09/21/2000.

Continued Examination Under 37 CFR 1.114

3. A request for continued examination under 37 CFR 1.114, including the

fee set forth in 37 CFR 1.17(e), wasfiled in this application after final rejection.

Since this application is eligible for continued examination under 37 CFR 1.114,

and the fee set forth in 37 CFR 1.17(e) has beentimely paid, the finality of the

previous Office action has been withdrawn pursuant to 37 CFR 1.114.

Applicant's submissionfiled on 11/11/11 has been entered.

Examiner’s Statement of Reasons for Allowance

4. Claims 166-277 are allowed overthepriorart.

5. This action is in reply to the applicant’s correspondence on 11/11/11.

6. The previous objection to the Applicant’s Specification is hereby

withdrawn.

7. The following is an examiner's statementof reasonsfor the indication of

allowable claimed subject matter.

8. As per independentclaims 166, 191, 216 and 241, generally, the prior art

of record, United States Patent No. 6,795,919 to Gibbs et al., and United States

Patent No. 6,587,837 to Spagnaetal., fails to teach alone, or in combination,
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Application/Control Number: 10/381,219 Page 3
Art Unit: 2431

other than via hindsight, at the time of the invention, the features as discussed

and remarked upon in the response of 11/11/11.

9. The Applicant’s amendments to the claims and presented arguments

distinguish the claimed invention overthe prior art and place this application in

condition for allowance.

Conclusion

10.=Any inquiry concerning this communication or earlier communications from

the examiner should be directed to JEREMIAH AVERYwhosetelephone number

is (571)272-8627. The examiner can normally be reached on Mondaythru

Friday 8:30am-5pm.

11. If attempts to reach the examiner by telephone are unsuccessful, the

examiner's supervisor, Nathan Flynn can be reached on (571) 272-1915. The

fax phone numberfor the organization where this application or proceeding is

assigned is 571-273-8300.

12.—Information regarding the status of an application may be obtained from

the Patent Application Information Retrieval (PAIR) system. Status information

for published applications may be obtained from either Private PAIR or Public

PAIR. Status information for unpublished applications is available through

Private PAIR only. For more information about the PAIR system, seehttp://pair-

direct.uspto.gov. Should you have questions on access to the Private PAIR

system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-

free). If you would like assistance from a USPTO Customer Service
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Application/Control Number: 10/381,219 Page 4
Art Unit: 2431

Representative or access to the automated information system, call 800-786-

9199 (IN USA OR CANADA)or 571-272-1000.

/Jeremiah Avery/
Examiner, Art Unit 2431

/NATHAN FLYNN/

Supervisory Patent Examiner, Art Unit 2431
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Application/Control No. Applicant(s)/Patent Under
Reexamination

10/881,219 YACH ET AL.
Notice of References Cited Examiner Art Unit

JEREMIAH AVERY 2431 Page 1 of 1
U.S. PATENT DOCUMENTS

Document Number Date

Country Gode-Number-Kind Code “os2005YYYY Name ClassificationFiteUS-6,895,507 [05-2005|Teppler,Stevenw.ssssi(‘wL;SSwrt
|*|B|US-6,748,541 06-2004|Margalit etal. 726/9

US-6,212,636 04-2001|Boyle etal. 713/168

US-6,345,256 02-2002‘|Milstedetal. 705/64

US-6,374,357 04-2002|Mohammed etal. 726/5

|*|y|Us-6,587,837 07-2003|Spagna etal. 705/52

vffsUS-6,795,919 09-2004|Gibbsetall. 713/170  
NON-PATENT DOCUMENTS

Include as applicable: Author, Title Date, Publisher, Edition or Volume, Pertinent Pages)

Adams,Carlisle. IDUP and SPKM: Developing Pubic-Key-Based APIs and Mechanisms for Communication Security Services.
Proceedings of the Symposium on Network and Distributed System Security. Pub. Date: 1996. Relevant Pages: 128-135.
Found on the World Wide Webat: http://ieeexplore.ieee.org/stamp/stamp.jsp?tp=S&arnumber=492419 

*A copyofthis reference is not being furnished with this Office action. (See MPEP § 707.05(a).)
Dates in MM-YYYYformat are publication dates. Classifications may be US or foreign.
U.S. Patent and Trademark Office

PTO-892 (Rev. 01-2001) Notice of References Cited Part of Paper No. 20121214
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Receiptdate: 11/11/2011 10381219 - GAlboebait)
ee : . . Approved for use through 07/31/2012. OMB 0651-0631

Doc description: Information Disclosure Statement (IDS) Filed U.S. Patent and Trademark Office: U.S. DEPARTMENT OF COMMERCE
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1 Notice of Abandonment. Canadian Application No. 2,422,917. Dated: June 20, 2011. C]

2 First Office Action. Chinese Application No. 200910207911.0. Dated: August 10, 2011. C]

3 Extended European Search Report. European Application No. 10186194.6. Dated: June 22, 2011. C]

4 Totaetonepe Pursuant to Rules 70(2} and 7Ga(2) and Reference to Rule 39(1} EPC. European Application No. a.6. Dated: July 25, 2011.

5 Communication Pursuant to Article 94(3} EPC. European Application No. 10183655.9. Dated: February 23, 2011. C]

6 Communication Pursuant to Article 94(3} EPC. European Application No. 10183655.9. Dated: July 13, 2011. C]

7 Extended European Search Report (EESR). European Application No. 10183997.5. Dated: December 12, 2010. [|
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8 Communication Pursuant to Article 94(3} EPC. European Application No. 10183997.5. Dated: February 23, 2011. |

9 Communication Pursuant to Article 94(3) EPC. European Application No. 10183997.5. Dated: July 14, 2011. [|

10 Extended European Search Report. European Application No. 10186296.9. Dated: June 22, 2011. |

1 Communication Pursuant to Rules 70(2} and 7Ga(2) and Reference to Rule 39(1} EPC. European Application No. Ol
10186296.9. Dated: July 25, 2011.

Invitation pursuant to Article 94(3) and Rule 71{1) EPC dated September 28, 2011, European Patent Application No.
12 10186296.9 [ 

13 First Office Action. Chinese Application No. 200910209311.8. Dated: October 19, 2011. |

 

14 Chinese Office Action dated September 8, 2011, Chinese Patent Application No. 200910207912.5. |
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*EXAMINER:Initial if reference considered, whether or not citation is in conformance with MPEP 609. Drawline through a
citation if not in conformance and not considered. Include copyof this form with next communication to applicant.

 

1 See Kind Codes of USPTO Patent Documents at www.USPTO.GOV or MPEP 901.04. 4 Enteroffice that issued the document, by the two-letter code (WIPO
Standard ST.3). + For Japanese patent documents,the indication of the year of the reign of the Emperor must precede the serial numberof the patent document.
4 Kind of document by the appropriate symbols as indicated on the document under WIPO Standard ST.16 if possible. ° Applicant is to place a check mark hereif]
English language translation is attached.
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CERTIFICATION STATEMENT

Please see 37 CFR 1.97 and 1.98 to make the appropriate selection(s):

That each item of information contained in the information disclosure statement wasfirst cited in any communication
[_] from a foreign patent office in a counterpart foreign application not more than three months prior to the filing of the

information disclosure statement. See 37 CFR 1.97(e}(1).
 

OR

That no item of information contained in the information disclosure statement was cited in a communication from a

foreign patent office in a counterpart foreign application, and, to the knowledge of the person signing the certification
after making reasonable inquiry, no item of information contained in the information disclosure statement was known to

[] anyindividual designated in 37 CFR 1.56(c) more than three months prior to the filing of the information disclosure
statement. See 37 CFR 1.97(e)}(2).

[_] See attached certification statement.

[] The fee set forth in 37 CFR 1.17 (p) has been submitted herewith.

[X] Accertification statement is not submitted herewith.
 

SIGNATURE

A signature of the applicant or representative is required in accordance with CFR 1.33, 10.18. Please see CFR 1.4(d)}for the
form of the signature.

Signature Date (YYYY-MM-DD) [2011-11-11

Name/Print Registration Number 54,948

This collection of information is required by 37 CFR 1.97 and 1.98. The information is required to obtain or retain a benefit by the
public whichis to file (and by the USPTOto process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR
1.14. This collecticn is estimated to take 1 hour to complete, including gathering, preparing and submitting the completed
application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amountof time you
require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S.
Patent and Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND
FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria,
VA 22313-1450.
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Privacy Act Statement
 

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your submission of the
attached form related to a patent application or patent. Accordingly, pursuant to the requirements of the Act, please be advised
that: (1} the general authority for the collection of this information is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited
is voluntary; and (3) the principal purpose for which the information is used by the U.S. Patent and Trademark Office is to
process and/or examine your submission related to a patent application or patent. If you do not furnish the requested
information, the U.S. Patent and Trademark Office may not be able to process and/or examine your submission, which may
result in termination of proceedings or abandonmentof the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1. The information on this form will be treated confidentially to the extent allowed under the Freedom of Information Act
(5 U.S.C. 552} and the Privacy Act (5 U.S.C. 552a). Records from this system of records may be disclosed to the
Department of Justice to determine whether the Freedom of Information Act requires disclosure of these records.

2. A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence to a
court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of settlement
negotiations.

3. A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a
requestinvolving an individual, to whom the record pertains, when the individual has requested assistance from the
Memberwith respect to the subject matter of the record.

4. A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need for
the information in order to perform a contract. Recipients of information shall be required to comply with the
requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m).

5. A record related to an International Application filed under the Patent Cooperation Treaty in this system of records
maybe disclosed, as a routine use, to the International Bureau of the World Intellectual Property Organization, pursuant
to the Patent Cooperation Treaty.

6. A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of
National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(c)).

7. A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services, or
his/her designee, during an inspection of records conducted by GSAaspart of that agency's responsibility to
recommend improvements in records managementpractices and programs, under authority of 44 U.S.C. 2904 and
2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection of records forthis
purpose, and any otherrelevant(i.¢., GSA or Commerce) directive. Such disclosure shall not be used to make
determinations about individuals.

8. A record from this system of records may be disclosed, as a routine use, to the public after either publication of
the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a record
may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record wasfiled in
an application which became abandoned orin which the proceedings were terminated and which application is
referenced by either a published application, an application open to public inspections or an issued patent.

9. A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law
enforcement agency,if the USPTO becomes awareof a violation or potential violation of law or regulation.
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Filing Date 2003-03-20
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Examiner Name AVERY,Jeremiah L.

Attorney Docket Number | 13210-1465/KL
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eg (book, magazine,journal, serial, symposium, catalog, etc), date, pages(s), volume-issue number(s), TSInitials No . : .

publisher, city and/or country where published.

1 Notice of Abandonment. Canadian Application No. 2,422,917. Dated: November 15, 2011. C]

2 Notice of Allowance. Canadian Application No. 2,422,917. Dated: September 27, 2010. C]

3 Office Action. Canadian Application No. 2,422,917. Dated: March 4, 2009. [|

4 Office Action. Canadian Application No. 2,422,917. Dated: March 13, 2008. C]

5 Written Opinion. Application No. PCT/CA01/01344. Dated: May 28, 2002. C]

6 International Search Report. Application No. PCT/CA01/01344. Dated: April 22, 2002. [|

7 Preliminary Examination Report. Application No. PCT/CA01/01344. Dated: November 15, 2002. C]

8 Communication under Rule 51(4) EPC. European Application No. 01973901.0. Dated: May 6, 2005. C]

9 Communication of a notice of opposition. European Application No. 01973901.0. Dated: August 21, 2006. [|

10 Observations to opposition. European Application No. 01973901.0. Dated: May 7, 2007. C]
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11 HANDBUCH DER CHIPKARTEN,"Sicherung cer Datenubertragung" |

12 Summonsto attend oral proceedings pursuant to Rule 115(1} EPC. European Application No. 01973901.0. Dated: Cy March 20, 2008.

13 Provision of a copy of the minutes in accordance with Rule 124(4) EPC. European Application No. 01973901.0. oODated: December 22, 2008.
 

14 Interlocutory decision in Opposition proceedings (Art. 101({3){a) and 106(2) EPC). European Application No. Ol
01973901.0. Dated: December 22, 2008.

 

 

 

 

15 First Office Action (English translation). Chinese Application No. 01819200.9. Dated: August 26, 2005. [|

16 Second Office Action (English translation}. Chinese Application No. 01819200.9. Dated: May 30, 2008. |

17 Rejection Decision (English translation). Chinese Application No. 01819200.8. Dated: September 26, 2008. |

18 Request for Reexamination. Chinese Application No. 01819200.9. Dated: December 24, 2008. [|

19 Third Office Action (English translation). Chinese Application No. 01819200.9. Dated: April 17, 2009. |

20 Certificate of Invention Patent (English translation). Chinese Application No. 01819200.9. Dated: December23, 2009.} [_]

Noting of loss of rights pursuant to Rule 112(1) EPC. European Application No. 05024661.0. Dated: December16, oOa1 2011.
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22 Communication under Rule 71(3) EPC. European Application No. 05024661.0. Dated: June 29, 2011. |

23 Extended European Search Report (EESR). European Application No. 05024661.0. Dated: May 15, 2009. [|

24 Communication under Rule 71(3) EPC. European Application No. 05024662.8. Dated: February 10, 2010. |

25 Extended European Search Report (EESR). European Application No. 05024663.6. Dated: May 15, 2009. |

26 Communication under Rule 71(3) EPC. European Application No. 05024663.6. Dated: February 10, 2010. [|

27 Extended European Search Report (EESR). European Application No. 10183655.9. Dated: December 30, 2010. |

28 Extended European Search Report (EESR). European Application No. 10183997.5. Dated: December 21, 2010. |

29 ISO/IEC 7816-4 Part 4: "Interindustry commandsfor interchange” XP002269400 [| 

  
If you wish to add additional non-patentliterature documentcitation information please click the Add button Add
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1 See Kind Codes of USPTO Patent Documents at www.USPTO.GOV or MPEP 901.04. 2 Enteroffice that issued the document, by the two-letter code (WIPO
Standard ST.3). * For Japanese patent documents,the indication of the year of the reign of the Emperor must precede the serial numberof the patent decument.
4 Kind of document by the appropriate symbols as indicated cn the document under WIPO Standard ST.16 if possible. * Applicant is to place a check mark hereif]
English language translation is attached.
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CERTIFICATION STATEMENT

Please see 37 CFR 1.97 and 1.98 to make the appropriate selection(s):

That each item of information contained in the information disclosure statement wasfirst cited in any communication
[_] from a foreign patent office in a counterpart foreign application not more than three months prior to the filing of the

information disclosure statement. See 37 CFR 1.97(e}(1).
 

OR

That no item of information contained in the information disclosure statement was cited in a communication from a

foreign patent office in a counterpart foreign application, and, to the knowledge of the person signing the certification
after making reasonable inquiry, no item of information contained in the information disclosure statement was known to

[] anyindividual designated in 37 CFR 1.56(c) more than three months prior to the filing of the information disclosure
statement. See 37 CFR 1.97(e)}(2).

[_] See attached certification statement.

[] The fee set forth in 37 CFR 1.17 (p) has been submitted herewith.

[X] Accertification statement is not submitted herewith.
 

SIGNATURE

A signature of the applicant or representative is required in accordance with CFR 1.33, 10.18. Please see CFR 1.4(d)}for the
form of the signature.

Signature Date (YYYY-MM-DD)_|2012-02-02

Name/Print Registration Number 54948

This collection of information is required by 37 CFR 1.97 and 1.98. The information is required to obtain or retain a benefit by the
public whichis to file (and by the USPTOto process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR
1.14. This collecticn is estimated to take 1 hour to complete, including gathering, preparing and submitting the completed
application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amountof time you
require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S.
Patent and Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND
FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria,
VA 22313-1450.
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Receipt date: 02/02/2012 10381219 - GAU: 2431
Privacy Act Statement
 

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your submission of the
attached form related to a patent application or patent. Accordingly, pursuant to the requirements of the Act, please be advised
that: (1} the general authority for the collection of this information is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited
is voluntary; and (3) the principal purpose for which the information is used by the U.S. Patent and Trademark Office is to
process and/or examine your submission related to a patent application or patent. If you do not furnish the requested
information, the U.S. Patent and Trademark Office may not be able to process and/or examine your submission, which may
result in termination of proceedings or abandonmentof the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1. The information on this form will be treated confidentially to the extent allowed under the Freedom of Information Act
(5 U.S.C. 552} and the Privacy Act (5 U.S.C. 552a). Records from this system of records may be disclosed to the
Department of Justice to determine whether the Freedom of Information Act requires disclosure of these records.

2. A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence to a
court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of settlement
negotiations.

3. A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a
requestinvolving an individual, to whom the record pertains, when the individual has requested assistance from the
Memberwith respect to the subject matter of the record.

4. A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need for
the information in order to perform a contract. Recipients of information shall be required to comply with the
requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m).

5. A record related to an International Application filed under the Patent Cooperation Treaty in this system of records
maybe disclosed, as a routine use, to the International Bureau of the World Intellectual Property Organization, pursuant
to the Patent Cooperation Treaty.

6. A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of
National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(c)).

7. A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services, or
his/her designee, during an inspection of records conducted by GSAaspart of that agency's responsibility to
recommend improvements in records managementpractices and programs, under authority of 44 U.S.C. 2904 and
2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection of records forthis
purpose, and any otherrelevant(i.¢., GSA or Commerce) directive. Such disclosure shall not be used to make
determinations about individuals.

8. A record from this system of records may be disclosed, as a routine use, to the public after either publication of
the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a record
may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record wasfiled in
an application which became abandoned orin which the proceedings were terminated and which application is
referenced by either a published application, an application open to public inspections or an issued patent.

9. A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law
enforcement agency,if the USPTO becomes awareof a violation or potential violation of law or regulation.
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EAST Search History (Prior Art)

‘Search Query
Thncareencceed haeeeteenend Ratereeeeeatencatetiedbeeteeette’ bacaeteeeteeneenennteed hacen

(@ad< "20000921" @pd« "20000921"
¥@rlad<"20000921") and ((API or
‘(Application near program$4 near
‘interface)) same (signature or key)) and
‘(authentic$ or verify$ or verification) and
(mobile or portable orcell or cellular or
‘phone or telephoneor laptop or PDA or
(pocket near pc) or (personal neardigital
inear assistant) )Thawed hithiEerrEEEEetbeene! feed fee

1(719/328.ccls. or 711/100.ccls. or
1713/1 .ccls. or 713/176.ccls. or
1713/187.ccls. or 713/189.ccls. or

{L2 and ((authentic$ or verify$ or
‘verification) with signature)

‘(@ad<"20000921" @pd< "20000921" i
‘@rlad<"20000921") and ((eras$ or purg$ :
Jor delet$ or expung$ or eliminat$ or i
‘eradicat$ or clear$5 or remov$5 or dump$ :
sor flush$) near$ (software or application or:
program or trojan)) and (authentic$ or
‘verify$ or verification) and (mobile or
‘portable or cell or cellular or phone or
‘telephone or laptop or PDA or (pocket near
ypc) or (personal near digital nearananeeenneens decenthaceeebeceeeceetint becca beeen

4L4 and ((unauthentic$ or unverify$ or
vunverifi$) or ("not" near (authentic$ or
‘verify$ or verification) ))

L5 and (digital near signature)

S benacennerecend Lacereseenerenesnent bacecenececeeereeeeeeeeeeeeeReteetaenteeneeaeentenet baaceeneaeenead haceeneeereeenenesesetied Rarereeeeeenete

‘L6 and access$

L7 and (AP or (application near
yprogram$4 near interface))

18 and ((API or (Application near
‘programming near interface)) same

:ee with (restrictS or prohibit$ or
  L10 5 SDAVID-P.in. or BROWN-MICHAEL- ‘ a a : 
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(research-in-motion-limited.as.) and ((API
or (Application near programming near i
interface) ) same (access$ with (restrict$ or:
¥prohibit$ or prevent$ or block$4 or halt$3_ ;
‘lor deny$3 or denial or stop or ;

‘(digital near signature) and (authentic$ or }
‘verify$ or verificat$) and (virtual near i
machine) and ((API) or (Application near
‘programming near interface)) and ((deny$ ;
or denies or denial) same (digital near
isignature)) and ((eras$ or purg$ or delet$
tor expung$ or eliminat$ or eradicat$ or
‘iclear$5 or remov$5) same (digital near
signature)) and (@ad<"20000921"

St and (portab$ or mobile or handheld or
‘laptop or pda or cell or cellular) i

2 and wireless

‘(digital near signature) and (authentic$ or }
iverify$ or verificat$) and (java or (virtual
‘near machine)) and ((API) or (Application
near programming near interface)) and i
“((deny$ or denies or denial) same (digital
‘inear signature)) and ((eras$ or purg$ or
‘idelet$ or expung$ or eliminat$ or eradicat$:
‘jor clear$5 or remov$5) same(digital near

 
185 and ((deny$ or denies or denial) same i
‘(digital near signature)) and ((eras$ or :
‘purgs or delet$ or expungs or eliminatS or}
eradicat$ or clear$5 or remov$5 or revok$ :

‘or handheld or cell or cellular) near phone) ;

#S.in. or LITTLE-HERBERT-A.in.) and ((API PGPUB;: 108:19
‘or (Application near programming near |USPAT i :
interface)) same (access$ with (restrict$ or HEPO
‘prohibit$ or prevent$ or block$4 or halt$3_
yor deny$3 or denial or stop or i

)) and (@ad<"20000921"

‘verify$ or verificat$ or validat$ or valid) PGPUB;: 11:33
and (java or (virtual near machine)) and=§USPAT : : 
 

 
 

 

 
 
 
 

 
 

revocat$) same (digital near signature

and (((portable or portability or mobile ;
 
 
 

  

 
 

 

188 and (hash$ or (one?wayor (one near
‘way)))

#89 and ((secure near hash near algorithm)ijor SHA?1)
ist a6“: c on
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¥S6 and (((portable or portability or mobile }
or handheld or cell or cellular) near (device:
yor computer or apparatus or phone)) or

¥S12 and ((secure near hash near algorithm:
‘or (SHA1 of SHA?1)) or (hash$ or (one?

ay or (one near way))))

13 and ((public or private) same key)

4S14 and (((portable or portability or mobile:
‘ior handheld or cell or cellular) near phone)
‘or laptop or pda) same (((secure near i
‘hash near algorithm) or (SHAT of SHA?1))
Yor (hash$ or (one?way or (one near i
‘jway))))
1S14 and (((portable or portability or mobile!
Yor handheld or cell or cellular) near phone)
Jor laptop or pda) and (((secure near hash
‘nearalgorithm) or (SHA1 of SHA?1)) or

S16 and wireless

%S5 and ((deny$ or denies or denial) same }
yaccess$) and ((eras$ or purg$ or delet$ or :
texpungs or eliminat$ or eradicat$ or i
‘iclear$5 or remov$5 or revok$ or revocat$) }
‘same (software or program or i
application))

4S18 and (((portable or portability or mobile:
‘or handheld or cell or cellular) near (device!
yor computer or apparatus or phone)) or

S19 and ((secure near hash nearalgorithm }
vor (SHA1 of SHA?1)) or (hash$ or (one?

4S18 and (((portable or portability or mobile:
vor handheld or cell or cellular) near (device
or computer or apparatus or phone)) or
tlaptop or pda)

121 and ((secure near hash near algorithm
yor (SHA1 of SHA?1)) or (hash$ or (one?
siway or (one near way))))
‘$22 and wireless

22 and ((public or private) near key)

‘(digital near signature) and (authentic$ or :
‘verify$ or verificat$ or validat$ or valid)
land (java or (virtual near machine)) and

$25 and ((deny$ or denies or denial) same }
access$) and ((eras$ or purg$ or delet$ or:
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‘expung$ or eliminat$ or eradicat$ or 4USPAT
‘iclear$5 or remov$5 or revok$ or revocat$) | :
‘same (software or program or i
application) )

S26 and (((portable or portability or mobile!
or handheld or cell or cellular) near (device:
or computer or apparatus or phone)) or

 

 
 

 
 
  
  
 

  
  
  
  
 
  
 
    

  
 
  
 
 
  
 
 
 
  

  

eeedoneeed Laer ieneEonsOEEeeebanana) booneen does

$27 and (SIM or (subscriber near identi$
‘near module))

#25 and (((portable or portability or mobile!
vor handheld or cell or cellular) near (device }
yor computer or apparatus or phone)) or =}
‘laptop or pda) and (SIM or (Subscriber

 

{$29 and (display or visual) and (API or
‘(application near program$ near

1928 and (display or visual) and (API or
i (application near program$ near

‘(digital near signature) and (authentic$ or
‘iverify$ or veriticat$ or validat$ or valid)
‘and (java or (virtual near machine)) and

 

$32 and ((deny$ or denies or denial) same}
access$) and ((eras$ or purg$ or delet$ or:
‘expung$ or eliminat$ or eradicat$ or
iclear$5 or remov$5 or revok$ or revocat$)
‘isame (software or program or :
application)

4$33 and (((portable or portability or mobile:
yor handheld or cell or cellular) near (device
or computer or apparatus or phone)) or

 

 
 
 

or seecca sasssasseansnten busuunanmasnas bomeeeseness
or (SHA1 of SHA?1)) or (hash$ or (one?
 

5 and ((public or private) near key)

1S36 and (hash$ or (one?way or (one near
way) ))

#837 and (digital near signature) and
‘((authentic$ or verify$ or verification) near §
signature)
4$38 and (signature near (hash$ or (one?
‘way or (one near way))))

 

  

 
  
 
  

 

: d (signature same (hash$ or (one? {US{OR~~ON
‘way or (one near way))))

 
 1S37 and (digital near signature) and

:|(autrentics or eS or verification oree sa and (signature same (hash$ or (one? te a iB
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‘way or (one near way)))) 
‘(digital near signature) and (authentic$ or }
‘verify$ or verificat$ or validat$ or valid)
and (java or (virtual near machine)) and
#(@ad<"20000921" @prad<"20000821")

S43 and ((deny$ or denies or denial) same }
‘vaccess$) and ((eras$ or purg$ or delet$ or
‘expung$ or eliminat$ or eradicat$ or i
‘iclear$5 or remov$5 or revok$ or revocat$) :
‘same (software or program or ;
sapplication))

uS44 and (((portable or portability or mobile:
vor handheld or cell or cellular) near (device
vor computer or apparatus or phone)) or

 

 
 
 

 
 

 
 
 

1S45 and ((secure near hash near algorithm :
‘ior (SHA1 of SHA?1)) or (hash$ or (one?
 

1S46 and ((public or private) near key)

1S47 and (hash$ or (one?way or (one near
| way)))

18 and (digital near signature) and=(US.«=(OR)SS—*=«SON
‘((authentic$ or verity$ or verification or
‘valid$) near signature)

 

 
 
 

 
 
 
 
 
 
   

  
 
 
 

‘S49 and (signature same (hash$ or (one? }
‘way or (one near way))))

1SA9 and ((eras$ or purg$ or delet$ or
‘expung$ or eliminat$ or eradicat$ or i
clear$5 or remov$5 or revok$ or revocat$) ;
‘inear (software or program or application)) :

4849 and (virtual near machine)

 
 

 

@ad<"20000921" @prad<"20000921")
vand ((eras$ or purg$ or delet$ or expung$ :
tor eliminatS or eradicat$ or clear$5 or
‘remov$5 or revok$ or revocat$) near
t(software or program or application))

#953 and (digital near signature) and
‘(authentic$ or verify$ or verificat$) and
‘(java or (virtual near machine)) and ((API) :
Yor (Application near programming near
interface)) and ((deny$ or denies or denial }
vor unauthentic$ or unverif$4) same (digital :
inear signature)) and ((eras$ or purg$ or

‘idelet$ or expung$ or eliminat$ or eradicat,‘or clear$5 or remov$5))

#953 and (digital near signature) and
t(authentic$ or verify$ or verificat$) and
(java or (virtual near machine)) and ((API)
tor (Application near programming near
tinterface)) and ((deny$ or denies or denial

‘tor unauthentic$ or unverif$4) near (digital
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1956 {62 $53 and (digital near signature) and qUS- HOR HON
‘(authentic$ or verify$ or verificat$) and 4PGPUB;:
(java or (virtual near machine)) and ((API) HUSPAT :
vor (Application near programming near i
sinterface) )

$56 and ((deny$ or denies or denial or
Junauthentic$ or unverif$4) same (digital
‘near signature)) and ((eras$ or purg$ or
idelet$ or expung$ or eliminat$ or eradicat$:

clear$5 or remov$5))

(digital near signature) and (authentic$ or }
‘verify$ or veriticat$) and (mobile or
‘portable or cell or cellular or phone or ;
‘telephone or laptop or PDA or (pocket neari EPO
oc) or (personal near digital near ;
vassistant)) and ((API) or (Application near
‘programming near interface)) and ((deny$ :
or denies or denial) same (digital near
‘signature)) and ((eras$ or purg$ or delet$ }
‘or expung$ or eliminat$ or eradicat$ or
‘clear$5 or remov$5) same (software or
application or program)) and
‘i(@ad<"20000921" @pd< "20000921"

‘way)) or abridg$) same key)

‘$80 and ($2crypt$ or $2cipher$)

161 and access$

#711/100.ccls. or 713/1.ccls. or
1713/176.ccls. or 713/187.ccls. or
713/189.ccls. or 395/682.cxr. and (API or
e(application near programming near
‘interface)) and (mobile or portable or cell
Yor cellular or phone or telephone or laptop }
‘or PDAor (pocket near pc) or (personal
‘near digital near assistant)) and (digital

164 and (@ad<"20000921"
‘}@pd< "200009821" @rlad<"20000921")

‘1S65 and ((digital near signature) near$4
‘(authentic$ or verify$ or verificat$))

 
‘(2009/11/24
10:53
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1(719/328.ccls. or 711/100.ccls. or
1713/1.ccls. or 713/176.ccls. or
$713/187.ccls. or 713/189.ccls. or
1395/682.cxr.) and (API or (application near}
‘programming near interface)) and (mobile :
Jor portable or cell or cellular or phone or
‘telephone or laptop or PDA or (pocket near:
pc) or (personal near digital near
tassistant)) and (digital near signature)

$87 and ((digital near signature) near$4
‘(authentic$ or verify$ or verificat$))
 

  

 
 

 

1968 and (@ad< "20000921"
‘}@pd< "20000921" @rlad<"20000921") 
 

  
 

  
  
  
 

  

   
  
  

  
 

 
  
   
  
  
  
 

  

   
  

 

  
 

S69 and access$

seaterheerned basen necesssrenUnbasedbooneboners

S70 and ((public and private) near key)

 (digital near signature) and (authentic$ or }
‘iverify$ or verificat$) and (mobile or ;
‘portable or cell or cellular or phone or
‘telephone or laptop or PDA or (pocket near
pc) or (personal near digital near :
Jassistant)) and ((API) or (Application near i
‘program$5 near interface)) and ((deny$ Or;
denies or denial) same (digital nearsignature)) and ((eras$ or purg$ or delet$ |
‘or expung$ or eliminat$ or eradicat$ or
‘clear$5 or remov$5) same (software or
application or program)) and
1(@ad<"20000921" @pd« "20000921"
#@rlad<"20000921")seebeeLieeeedeedherent beeen! bee

S71 and ((hash$ or (one?wayor (one near;
‘jway)) or abridg$) same key)

 
 

 
 

 
 
 

(digital near signature) and (authentic$ or }
‘verify$ or verificat$) and (mobile or i
portable or cell or cellular or phone or
%telephoneor laptop or PDA or (pocket near
oc) or (personal neardigital near 3
Jassistant)) and ((API) or (Application near i
‘programming near interface)) and ((deny$ :
or denies or denial) same(digital near i
‘signature)) and ((eras$ or purg$ or delet$ :
vor expung$ or eliminat$ or eradicat$ or
‘iclear$5 or remov$5) near$ (software or
‘application or program)) and
(@ad< "20000921" @pd« "20000921"

 

 

S74 and ((hash$ or (one way or (one near US. [ORON
‘iway)) or abridg$) near key) :  
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 4S70 and (((deny or denying or denial or

‘restrict$ or prohibit$) near access$) same :
“(API or (Application near program$5 near

 
 
 

 

 S70 and (((deny or denying or denial or
‘restrictS or prohibit$) near$ access$) same }
‘ API or (Application near program$5 near }

nterface) ))

 
 
 
 

 
 
  
 

 
70 and (((deny or denying or denied or

‘denial or restrict$ or prohibit$) near$
vaccess$) same (API or (Application near
 

 

 

senseheed Liner creeessereonsnoaeebaerbonsenhse

1S78 and ((eras$ or purg$ or delet$ or
vexpung$ or eliminat$ or eradicat$ or
iclear$5 or remov$5) near$ (software or

pplication or program))

 
 

  

 
  
 

 
 

 

79 and ((hash$ or (one ?way or (one neal
‘way)) or abridg$) same key)

1S78 and ((eras$ or purg$ or delet$ or
expung$ or eliminat$ or eradicat$ or
‘iclear$5 or remov$5 or dump) near$

 
 

 

 
S74 and ((eras$ or purg$ or delet$ or
‘expung$ or eliminat$ or eradicat$ or
‘clear$5 or remov$s or dump$) near$

 
 

 
 

 
#(YACH-DAVID-P.in. or BROWN-MICHAEL- i
¥S.in. or LITTLE-HERBERT-A.in.) i
 
 

 
 

 
u(digital near signature) and (authentic$ or ;
verify$ or verificat$) and S83 i
 
 

 
 : S84 and access$ 
 #984 and (mobile or portable orcell or :

‘cellular or phone or telephoneor laptop or }
PDA or (pocket near pc) or (personal near :
‘digital near assistant)) and ((API) or
‘ (Application near program$5 near

  
 

 
 
 

 
(digital near signature) and (authentic$ or }
‘verify$ or verificat$) and (mobile or i
#portable or cell or cellular or phone or

‘telephone or laptop or PDA or (pocket near!
pc) or (personal neardigital near ;
‘assistant)) and ((API) or (Application near
‘programming near interface)) and ((deny$ }
‘or denies or denial) same (digital near
ysignature)) and ((eras$ or purg$ or delet$ :
tor expung$ or eliminat$ or eradicat$ or
‘iclear$5 or remov$5) near$ (software or
‘application or program)) and
}(@ad<"20000921" @pd< "20000921"
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‘S87 and ((eras$ or purg$ or delet$ or
vexpung$ or eliminat$ or eradicat$ or
‘iclear$5 or remov$5 or dump$ or flush$)
inear$ (software or application or

  
  

 

  
   
  
  
  
 

 

  
 

  
  
  
 

  

 

  
  

 
 
 

 uS87 and ((eras$ or purg$ or delet$ or
texpung$ or eliminat$ or eradicat$ or
‘iclear$5 or remov$5 or dump$orflush$)
near$ (software or application or program

‘(digital near signature) and (authentic$ or :
‘verify$ or verificat$) and (mobile or
‘portable or cell or cellular or phoneor
‘telephone or laptop or PDA or (pocket near|
pc) or (personal near digital near i
vassistant)) and ((API) or (Application near :
yprogramming near interface)) and ((deny$ :
tor denies or denial) same (digital near
‘signature)) and (@ad<"20000921"

 

 

 
 

‘(digital near signature) and (authentic$ or :
‘verify$ or veriticat$) and (mobile or i
‘portable or cell or cellular or phone or
‘telephone or laptop or PDA or (pocket near}
pc) or (personal near digital near i
vassistant)) and ((API) or (Application near i
tprogram$4 near interface)) and ((deny$ Or
‘denies or denial) same (digital near
ysignature)) and (@ad<"20000921"

 
 
 

 
 

weve eee es eebeeeeeeeeSLEeeneeeaeeeeeeeeeeeeeheseeeeeet bee eeeetbs

%S91 and ((eras$ or purg$ or delet$ or
‘expung$ or eliminat$ or eradicat$ or
‘iclear$5 or remov$5 or dump$or flush$)
‘ near$ (software or application or program

 

: (@ad<"20000921" @pd< "20000921" :
‘@rlad<"20000921") and ((eras$ or purg$ }
vor delet$ or expung$ or eliminat$ or i
veradicat$ or clear$5 or remov$5 or dump$ }
‘or flush$) near$ (software or application or:
‘program or trojan)) and (authentic$ or
‘iverify$ or verification) and (mobile or
‘portable or cell or cellular or phone or
‘telephone or laptop or PDA or (pocket near ;
Ipc) or (personal near digital near

ssistant))

 

  
   

  
  
   
   

 

  
 
  
 
  

 

 
4893 and ((digital near signature) same
((unauthentic$ or unverify$ or unverifi$) o
#("not" near (authentic$ or verify$ or
verification) )))

$ 3 3 :

193 and ((unauthentic$ or unverify$ or
‘unverifi$) or ("not" near (authentic$ or
‘verify$ or verification)))

 
 
 

195 and (digital near signature)

7 a(Se and access$ ce e a
file:///Cl/Users/javery/Documents/e-Red%20Folder/10381219/EASTSearchHistory.10381219_AccessibleVersion.htm[12/14/2012 8:24:42 AM]

Page 146 of 1415

 



Page 147 of 1415

EASTSearch History

 
 

 
 

 

 
#897 and (API or (application near
‘program$4 near interface))

‘!(@ad<"20000921" @pd< "20000921"
'@rlad<"20000921") and ((API or
‘(Application near program$4 near
yinterface)) same (signature or key)) and
‘(authentic$ or verify$ or verification) and
‘(mobile or portable or cell or cellular or
‘phone or telephone or laptop or PDA or
‘(pocket near pc) or (personal near digital
Ynear assistant))

1(719/328.ccls. or 711/100.ccls. or
1713/1.ccls. or 713/176.ccls. or
1713/187.ccls. or 713/189.ccls. or

 
 

  

   
  
  
  

   
  
  
 

  #S100 and ((authentic$ or verify$ or
verification) with signature)
 

 

 
Thanet Beerret beernrHrEEEEEEEEEEEEEEEEEEidoefeinbee
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Receipt date: 11/11/2011 10381219 - GAU: 2431
Bereskin & Parr
INTELLECTUAL PROPERTY LAW

 

November 11, 2011 Kendrick Lo.B.A.Sc. (Eng. Sci.), MBA, LL.B.
416 957 1685 klo@bereskinparr.com

Your Reference: 10/381,219
Our Reference: 13210-1465/KL

SUPPLEMENTAL INFORMATION
DISCLOSURE STATEMENT

Commissioner for Patents
P.O. Box 1450

Alexandria, VA
22313-1450

DearSir:

Re: U.S. Patent Application No. 10/381 ,219
For: SOFTWARE CODE SIGNING SYSTEM AND METHOD

Filing Date: March 20, 2003
poeDlicants:David P. YahCtaeeeeenennennrennennnnnnnnenntsenuanicininennn

In accordance with 37 C.F.R. 1.56 and 1.97(b)(4), the Applicant hereby submits a Supplemental
Information Disclosure Statement including (1) a listing, on PTO. form SB/O8a, of patents and other
publications of which the Applicant is aware that may be considered material to. patentability, and (2) a
copy of foreign and the non-patentliterature documents.

 

The filing of this statement shall be not construed as an admission that the information cited in the
attached statement is, or is considered to be, material to patentability (37 CFR 1.97(h)), nor as an
admission that it constitutes prior art.

Please have the document recorded against the above-mentioned application.

Respectfully submitted,

GERESRIN & PARR LLP/S.E NLC RLL, s.r

 
Reg. No.- 54,948
(416) 364-7311

jJeremiah Avery)=12/14/2012 
3 ORONTO MISSISSAUGA WATERLOG MONTREAL

ALL REFERENCES CONSIDERED EXCEPT WHERE LINED THROUGH. /LA/
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Unrrep Siares Parent’ AND TRADEMARK OFFICE UNTTED STATES DEPARTMENT OF COMMERCE
United Statcs Patent and Trademark Office
Address: COMMISSIONER FCR PATENTSPQ. Box 14 

cxandria, Virginia 22313-1450WWW.Us2t0.g0V

APPLICATION NUMBER FILING OR 371(C) DATE FIRST NAMED APPLICANT ATTY. DOCKET NO./TITLE

10/381,219 03/20/2003 David P Yach 13210-1465/KL

CONFIRMATION NO.9761

95866 POA ACCEPTANCELETTER

Fleit Gibbons Gutman Bongini & Bianco P.L.

551 NW 77th street MONAA00000005608 1777
Suite 111

Boca Raton, FL 33487
Date Mailed: 08/23/2012

NOTICE OF ACCEPTANCE OF POWER OF ATTORNEY

This is in response to the Powerof Attorneyfiled 08/16/2012.

The Powerof Attorney in this application is accepted. Correspondencein this application will be mailed to the
above address as provided by 37 CFR 1.33.

/atesfai/

 

Office of Data Management, Application Assistance Unit (571) 272-4000,or (571) 272-4200, or 1-888-786-0101
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Unrrep Siares Parent’ AND TRADEMARK OFFICE UNTTED STATES DEPARTMENT OF COMMERCE
United Statcs Patent and Trademark Office
Address: COMMISSIONER FCR PATENTSPQ. Box 14 

cxandria, Virginia 22313-1450WWW.Us2t0.g0V

APPLICATION NUMBER FILING OR 371(C) DATE FIRST NAMED APPLICANT ATTY. DOCKET NO./TITLE

10/381,219 03/20/2003 David P Yach 13210-1465/KL

CONFIRMATION NO.9761

89951 POWEROF ATTORNEYNOTICE
Bereskin and Parr LLP

S.ENGARL.,sl MONA00000005608 1759
40 King Street West
40th Floor

Toronto, ON M5H 3Y2
CANADA

Date Mailed: 08/23/2012

NOTICE REGARDING CHANGE OF POWER OF ATTORNEY

This is in response to the Powerof Attorneyfiled 08/16/2012.

¢ The Powerof Attorney to you in this application has been revoked by the assignee who hasintervened as
provided by 37 CFR 3.71. Future correspondencewill be mailed to the new addressof record(37 CFR 1.33).

/atesfaif

 

Office of Data Management, Application Assistance Unit (571) 272-4000,or (571) 272-4200, or 1-888-786-0101

page 1 of 1
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PTO/SB/96 (07-09)
Approved for use through 07/31/2012. OMB 0651-0031

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE
Under the Paperwork Reduction Act of 1995, no personsare required to respond to a collection of information unlessit displays a valid OMB control number.

STATEMENT UNDER37 CFR 3.73(b)

Applicant/Patent Owner: Research In Motion Limited

Application No./Patent No.: 10/381,219 Filed/Issue Date: March 20, 2003
Titled:

  

SOFTWARE CODE SIGNING SYSTEM AND METHOD

Research In Motion Limited ,a Corporation 
(Nameof Assignee) (Type of Assignee, e.g., corporation. partnership, university, government agency,etc.

states thatit is:

the assignee of the entire right, title, and interest in;

an assigneeof less than the entire right,title, and interest in
(The extent (by percentage) of its ownership interestis %); or

3. the assignee of an undivided interest in the entirety of (a complete assignment from oneof the joint inventors was made)

the patent application/patent identified above, by virtue of either:

A. An assignmentfrom the inventor(s) of the patent application/patent identified above. The assignment was recordedin
the United States Patent and Trademark Office at Reel 014188 , Frame 0164 , or for which a
copy therefore is attached.

A chainoftitle from the inventor(s), of the patent application/patent identified above, to the current assignee as follows:

1. From: To:

The document wasrecorded in the United States Patent and Trademark Office at

Reel , Frame , orfor which a copy thereofis attached.

2. From: To:

The document was recordedin the United States Patent and TrademarkOffice at

Reel , Frame , or for which a copy thereofis attached.

3. From: To:

The document was recordedin the United States Patent and TrademarkOffice at

Reel , Frame , or for which a copy thereofis attached.

[| Additional documentsin the chain oftitle are listed on a supplemental sheet(s).

[| As required by 37 CFR 3.73(b)(1)(i), the documentary evidence of the chain oftitle from the original owner to the assignee was,
or concurrently is being, submitted for recordation pursuant to 37 CFR 3.11.

[NOTE: A separate copy(/.é6., a true copy of the original assignment document(s)) must be submitted to Assignment Division in
accordance with 37 CFR Part 3, to record the assignmentin the records of the USPTO. See MPEP 302.08]

The undersigned (whosetitle is supplied below) is authorized to act on behalf of the assignee.

/Jon A. Gibbons/ 8/16/2012

Signature Date

Jon A. Gibbons Attorney of Record

Printed or Typed Name Title
This collection of information is required by 37 CFR 3.73(b). The information is required to obtain or retain a benefit by the public whichisto file (and by the USPTO to
process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.11 and 1.14. This collection is estimated to take 12 minutes to complete, including
gathering, preparing. and submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amountoftime
you require to complete this form and/or suggestions for reducing this burden, should be sentto the Chief Information Officer, U.S. Patent and Trademark Office, U.S.
Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMSTO THIS ADDRESS. SEND TO: Commissioner
for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.

 

 
if you need assistance in completing the form, call 1-600-PTO-9199 and select option 2.
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection
with your submission of the attached form related to a patent application or patent. Accordingly,
pursuant to the requirements of the Act, please be advised that: (1) the general authority for the
collection of this information is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited is voluntary;
and (3) the principal purpose for which the information is used by the U.S. Patent and Trademark
Office is to process and/or examine your submission related to a patent application or patent. If you do
not furnish the requested information, the U.S. Patent and Trademark Office may not be able to
process and/or examine your submission, which may result in termination of proceedings or
abandonmentof the application or expiration of the patent.

The information provided by youin this form will be subject to the following routine uses:

1.

Page 163 of 1415

The information on this form will be treated confidentially to the extent allowed under the
Freedom of Information Act (5 U.S.C. 552) and the Privacy Act (5 U.S.C 552a). Records from
this system of records may be disclosed to the Departmentof Justice to determine whether
disclosure of these records is required by the Freedom ofInformation Act.
A record from this system of records may be disclosed, as a routine use, in the course of
presenting evidence to a court, magistrate, or administrative tribunal, including disclosures to
opposing counsel in the course of settlement negotiations.
A record in this system of records may be disclosed, as a routine use, to a Member of
Congress submitting a request involving an individual, to whom the record pertains, when the
individual has requested assistance from the Memberwith respect to the subject matter of the
record.

A record in this system of records may be disclosed, as a routine use, to a contractor of the
Agency having need for the information in order to perform a contract. Recipients of
information shall be required to comply with the requirements of the Privacy Act of 1974, as
amended, pursuant to 5 U.S.C. 552a(m).
A record related to an International Application filed under the Patent Cooperation Treaty in
this system of records may be disclosed, as a routine use, to the International Bureau of the
World Intellectual Property Organization, pursuant to the Patent Cooperation Treaty.
A record in this system of records may be disclosed, as a routine use, to another federal
agency for purposes of National Security review (35 U.S.C. 181) and for review pursuant to
the Atomic Energy Act (42 U.S.C. 218(c)).
A record from this system of records may be disclosed, as a routine use, to the Administrator,
General Services, or his/her designee, during an inspection of records conducted by GSA as
part of that agency's responsibility to recommend improvements in records management
practices and programs, under authority of 44 U.S.C. 2904 and 2906. Such disclosure shall
be madein accordance with the GSA regulations governing inspection of records for this
purpose, and any otherrelevant (/.e., GSA or Commerce) directive. Such disclosure shall not
be used to make determinations about individuals.

A record from this system of records may be disclosed, as a routine use, to the public after
either publication of the application pursuant to 35 U.S.C. 122(b) or issuance of a patent
pursuant to 35 U.S.C. 151. Further, a record may be disclosed, subject to the limitations of 37
CFR 1.14, as a routine use, to the public if the record wasfiled in an application which
became abandonedorin which the proceedings were terminated and which application is
referenced by either a published application, an application open to public inspection or an
issued patent.
A record from this system of records may be disclosed, as a routine use, to a Federal, State,
or local law enforcement agency, if the USPTO becomes aware of a violation or potential
violation of law or regulation.
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Electronic AcknowledgementReceipt 

EFS ID: 13513427
 

Application Number: 10381219

Title of Invention: Software code signing system and method

First Named Inventor/Applicant Name: David P Yach

Filer Authorized By: Jon A. Gibbons 

Attorney Docket Number: 13210-1465/KL 

Receipt Date: 16-AUG-2012

Application Type: U.S. National Stage under 35 USC 371

Paymentinformation:

 
 

Submitted with Payment no

File Listing:

Document DocumentDescription File Size(Bytes)/ Multi Pages
Number P Message Digest|Part/.zip| (if appl.)

474190
10289-US-PCT_POA_8-16-12.

pdf
Powerof Attorney b39675bb7ca2223226bde26 10f90967b3a

<579F
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422765
10289-US-

PCT_sb0096_8-16-12.pdf ne 22 Powerof Attorney

 
2baa7f7a394bbd287ecf4 1dc26d48588da6|

Warnings: 

Information:

Total Files Size (in bytes) 896955 

This AcknowledgementReceipt evidences receipt on the noted date by the USPTOofthe indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar toa
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111
If a new application is being filed and the application includes the necessary componentsfora filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shownonthis
AcknowledgementReceiptwill establish thefiling date of the application.

National Stage of an International Application under 35 U.S.C. 371
If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903indicating acceptance of the application as a
nationalstage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office
If a new internationalapplication is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the InternationalFiling Date (Form PCT/RO/105)will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this AcknowledgementReceiptwill establish the international filing date of
the application.
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Doc code: IDS PTO/SB/08a (01-10)
eye . . . Approved for use through 07/31/2012. OMB 0651-0031

Doc description: Information Disclosure Statement (IDS) Filed U.S. Patent and Trademark Office: U.S. DEPARTMENT OF COMMERCE
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number.

 

Application Number 10381219

Filing Date 2003-03-20

First Named Inventor|YACH, David P.

Art Unit

INFORMATION DISCLOSURE

STATEMENT BY APPLICANT

( Not for submission under 37 CFR 1.99}

 

 Examiner Name AVERY,Jeremiah L.  
Attorney Docket Number 13210-1465/KL

U.S.PATENTS Remove 

Pages,Columns,Lines where
Relevant Passages or Relevant
Figures Appear

Nameof Patentee or Applicant
Issue Date of cited Document

If you wish to add additional U.S. Patent citation information please click the Add button.

U.S.PATENT APPLICATION PUBLICATIONS Remove

 

Pages,Columns,Lines where
Relevant Passages or Relevant
Figures Appear

Cite No Publication Kind|Publication Nameof Patentee or Applicant
Initial* Number Code'| Date of cited Document

 

If you wish to add additional U.S. Published Application citation information please click the Add button. Add

FOREIGN PATENT DOCUMENTS Remove 

Pages,Columns,Lines
where Relevant

Passages or Relevant
Figures Appear

Nameof Patentee or

Applicant of cited
Document

Examiner] Cite|Foreign Document Kind|Publication
Initial* Numbers Code+| Date

RESEARCHIN MOTION

02/25409 2002-03-28 LIMITED

 

RESEARCH IN MOTION
101694687 2010-04-14 LIMITED

   
If you wish to add additional Foreign Patent Documentcitation information please click the Add button Add

NON-PATENT LITERATURE DOCUMENTS Remove
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Application Number 10381219 

Filing Date 2003-03-20

First Named Inventor|YACH, David P.
INFORMATION DISCLOSURE 
STATEMENT BY APPLICANT

_e Art Unit
( Not for submission under 37 CFR 1.99)

Examiner Name AVERY,Jeremiah L.

Attorney Docket Number 13210-1465/KL

  
 

 

. . Include name of the author (in CAPITAL LETTERS),title of the article (when appropriate), title of the itemExaminer] Cite

 

eg (book, magazine, journal, serial, symposium, catalog, etc), date, pages(s), volume-issue number(s}, TSInitials No . : .
publisher, city and/or country where published.

1 Notice of Abandonment. Canadian Application No. 2,422,917. Dated: November 15, 2011. |

Notice of Allowance. Canadian Application No. 2,422,917. Dated: September 27, 2010.

Office Action. Canadian Application No. 2,422,917. Dated: March 4, 2009.

 

Office Action. Canadian Application No. 2,422,917. Dated: March 13, 2008.

Written Opinion. Application No. PCT/CA01/01344. Dated: May 28, 2002.

 

International Search Report. Application No. PCT/CA01/01344. Dated: April 22, 2002.

 

Preliminary Examination Report. Application No. PCT/CA01/01344. Dated: November 15, 2002.

Communication under Rule 51{4) EPC. European Application No. 01973901.0. Dated: May 6, 2005.

 

Communication of a notice of opposition. European Application No. 01973901.0. Dated: August 21, 2006.

Observations to opposition. European Application No. 01973901.0. Dated: May 7, 2007.

 
EFS Web2.1.17
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Code Signing System And Method

CROSS-REFERENCE TO RELATED APPLICATIONS

This application claims priority from and is related to the following prior applications:

5 "Code Signing System And Method,” United States Provisional Application No. 60/234,152,

filed September 21, 2000; "Code Signing System And Method," United States Provisional

Application No. 60/235,354, filed September 26, 2000; and "Code Signing System And

Method," United States Provisional Application No. 60/270,663,filed February 20, 2001.

10 BACKGROUND

1. FIELD OF THE INVENTION

This invention relates generally to the field of security protocols for software

applications. More particularly, the invention provides a code signing system and method thatis

particularly well suited for Java™ applications for mobile communication devices, such as

15 Personal Digital Assistants, cellular telephones, and wireless two-way communication devices

(collectively referred to hereinafter as "mobile devices" or simply “devices”).

2. DESCRIPTION OF THE RELATED ART

Security protocols involving software code signing schemes are known. Typically, such

20 security protocols are usedto ensure the reliability of software applications that are downloaded

from the Internet. In a typical software code signing scheme,a digital signature is attached to a

software application that identifies the software developer. Once the software is downloaded by

a user, the user typically must use his or her judgment to determine whetheror not the software

1
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application is reliable, based solely on his or her knowledge of the software developer's

reputation. This type of code signing scheme doesnot ensure that a software application written

by a third party for a mobile device will properly interact with the device's native applications

and other resources. Because typical code signing protocols are not secure and rely solely on the

5 judgment of the user, there is a serious risk that destructive, "Trojan horse” type software

applications may be downloadedand installed onto a mobile device.

There also remains a need for network operators to have a system and method to maintain

control over which software applications are activated on mobile devices.

There remains a further need in 2.5G and 3G networks where corporate clients or

10 network operators would like to control the types of software on the devices issued to its

employees.

SUMMARY

A code signing systemand method is provided. The code signing system operates in
15. conjunction with a software application having a digital signature and includes an application

platform, an application programming interface (API), and a virtual machine. The API is

configured to link the software application with the application platform. The virtual machine

verifies the authenticity of the digital signature in order to control access to the API by the

software application.

20 A code signing system for operation in conjunction with a software application having a

digital signature, according to another embodiment of the invention comprises an application

platform, a plurality of APIs, each configured to link the software application with a resource on
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the application platform, and a virtual machine that verifies the authenticity of the digital

Signature in order to control access to the API by the software application, wherein the virtual

machine verifies the authenticity of the digital signature in order to control access to the plurality

of APIs by the software application.

5 According to a further embodiment of the invention, a method of controlling access to

sensitive application programming interfaces on a mobile device comprises the steps of loading a

software application on the mobile device that requires access to a sensitive API, determining

whether or not the software application includes a digital signature associated with the sensitive

API, and if the software application does not include a digital signature associated with the

10 sensitive API, then denying the software application access to the sensitive API.

In another embodiment of the invention, a method of controlling access to an application

programming interface (APD on a mobile device by a software application created by a software

developer comprises the steps of receiving the software application from the software developer,

reviewing the software application to determine if it may access the API, if the software

15 application may access the API, then appending a digital signature to the software application,°

verifying the authenticity of a digital signature appended to a software application, and providing

access to the API to software applications for which the appended digital signature is authentic.

A method of restricting access to a sensitive API on a mobile device, according to a

further embodiment of the invention, comprises the steps of registering one or more software

20 developers that are trusted to design software applications which access the sensitive API,

receiving a hash of a software application, determining if the software application was designed

by one of the registered software developers, and if the software application was designed by one
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of the registered software developers, then gencrating a digital signature using the hash of the

software application, wherein the digital signature may be appended to the software application,

and the mobile device verifies the authenticity of the digital signature in order to control access

to the sensitive API by the software application.

5 In a still further embodiment, a methodofrestricting access to application programming

interfaces on a mobile device comprises the steps of loading a software application on the mobile

device that requires access to one or more API, determining whether or not the software

application includes a digital signature associated with the mobile device, and if the software

application does not include a digital signature associated with the mobile device, then denying

10 ‘the software application access to the one or more APIs.

BRIEF DESCRIPTION OF THE DRAWINGS

Fig. 1 is a diagram illustrating a code signing protocol according to one embodiment of

the invention;

15 Fig. 2 is a flow diagram of the code signing protocol described above with reference to

Fig. 1;

Fig. 3 is a block diagram of a code signing system on a mobile device;

Fig. 3A is a block diagram of a code signing system on a plurality of mobile devices;

Fig. 4 is a flow diagram illustrating the operation of the code signing system described

20=above with reference to Fig. 3 and Fig. 3A;

Fig. 5 is a flow diagramillustrating the management of the code signing authorities

described with reference to Fig. 3A; and
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Fig. 6 is a block diagram of a mobile communication device in which a code signing

system and method may be implemented.

DETAILED DESCRIPTION

5 Referring now to the drawing figures, Fig. 1 is a diagram illustrating a code signing

protocol according to one embodiment of the invention. An application developer 12 creates a

software application 14 (application Y) for a mobile device that requires access to one or more

sensitive APIs on the mobile device. The software application Y 14 may, for example, be a Java

application that operates on a Java virtual machine installed on the mobile device. An API

10 enables the software application Y to interface with an application platform that may include,for

example, resources such as the device hardware, operating system and core software and data

models. In order to make function calls to or otherwise interact with such device resources, a

software application Y must access one or more APIs. APIs can thereby effectively “bridge” a

software application and associated device resources. In this description and the appended

15 claims, references to API access should be interpreted to include access of an API in such a way

as to allow a software application Y to interact with one or more corresponding device resources.

Providing access to any API therefore allows a software application Y to interact with associated

device resources, whereas denying access to an API prevents the software application Y from

interacting with the associated resources. For example, a database API may communicate with a

20 device file or data storage system, and access to the database API would provide for interaction

' between a software application Y and the file or data storage system. A user interface (UD API

would communicate with controllers and/or control software for such device components as a
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screen, a keyboard, and any other device components that provide output to a user or accept

input from a user. In a mobile device, a radio API may also be provided as an interface to

wireless communication resources such as a transmitter and receiver. Similarly, a cryptographic

API may be provided to interact with a crypto module which implements crypto algorithms on a

5 device. These are merely illustrative examples of APIs that may be provided on a device. A

device may include any of these example APIs, or different APIs instead of or in addition to

those described above.

Preferably, any API may be classified as sensitive by a mobile device manufacturer, or

possibly by an API author, a wireless network operator, a device owner or operator, or some

10__—other entity that may be affected by a virus or malicious code in a device software application.

For instance, a mobile device manufacturer may classify as sensitive those APIs that interface

with cryptographic routines, wireless communication functions, or proprietary data models such

as address book or calendar entries. To protect against unauthorized access to these sensitive

APIs, the application developer 12 is required to obtain one or more digital signatures from the

15 mobile device manufacturer orother entity that classified any APIs as sensitive, or from a code

signing authority 16 acting on behalf of the manufacturer or other entity with an interest in

protecting access to sensitive device APIs, and append the signature(s) to the software

application Y 14.

In one embodiment, a digital signature is obtained for each sensitive API or library that

20 includes a sensitive API to which the software application requires access. In some cases,

multiple signatures are desirable. This would allow a service provider, company or network

operator to restrict some or all software applications loaded or updated onto a particular set of
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mobile devices. In this multiple-signature scenario, all APIs are restricted and locked until a

“global” signature is verified for a software application. For example, a company may wish to

prevent its employees from executing any software applications onto their devices withoutfirst

obtaining permission from a corporate information technology (IT) or computer services

5 department. All such corporate mobile devices may then be configured to require verification of

at least a global signature before a software application can be executed. Access to sensitive

device APIs and libraries, if any, could then be further restricted, dependent upon verification of

respective corresponding digital signatures.

The binary executable representation of software application Y 14 may be independent of

10 ‘the particular type of mobile device or model of a mobile device. Software application Y 14 may

for example be in a write-once-run-anywhere binary format such as is the case with Java

software applications. However, it may be desirable to have a digital signature for each mobile

device type or model, or alternatively for each mobile device platform or manufacturer.
Therefore, software application Y 14 may he submitted to several code signing authorities if

15 software application Y 14 targets several mobile devices.

Software application Y 14 is sent from the application developer 12 to the code signing .

authority 16. In the embodiment shown in Fig. 1, the code signing authority 16 reviews the

software application Y 14, although ’as described in further detail below, it is contemplated that

the code signing authority 16 may also or instead consider the identity of the application

20. developer 12 to determine whether or not the software application Y 14 should be signed. The

code signing authority 16 is preferably one or more representatives from the mobile device
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manufacturer, the authors of any sensitive APIs, or possibly others that have knowledgeof the

operation of the sensitive APIs to which the software application needs access.

If the code signing authority 16 determines that software application Y 14 may access the

sensitive API and therefore should be signed, then a signature (not shown) for the software

5 application Y 14 is generated by the code signing authority 16 and appended to the software

application Y 14. The signed software application Y 22, comprising the software application Y

14 and the digital signature, is then returned to the application developer 12. The digital

signature is preferably a tag that is generated using a private signature key 18 maintained solely

by the code signing authority 16. For example, according to one signature scheme, a hash of the

10 software application Y 14 may be generated, using a hashing algorithm such as the Secure Hash

Algorithm SHA1, and then used with the private signature key 18 to create the digital signature.

In some signature schemes, the private signature key is used to encrypt a hash of information to

be signed, such as software application Y 14, whereas in other schemes, the private key may be

used in other ways to generate a signature from the information to be signed or a transformed

15s version of the information.

The signed “software application Y 22 may then be sent to a mobile device 28 or

downloaded by the mobile device 28 over a wireless network 24. It should be understood,

however, that a code signing protocol according to the present invention is not limited to

software applications that are downloaded over a wireless network. For instance, in alternative

20 embodiments, the signed software application Y 22 may be downloadedto a personal computer

via a computer network and loaded to the mobile device through a serial] link, or may be acquired

from the application developer 12 in any other manner and loaded onto the mobile device. Once
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the signed software application Y 22 is loaded on the mobile device 28, each digital signature is

preferably verified with a public signature key 20 before the software application Y 14 is granted

access to a sensitive API library. Although the signed software application Y 22 is loaded onto a

device, it should be appreciated that the software application that may eventually be executed on

5 _ the device is the software application Y 14. As described above, the signed software application

Y 22 includes the software application Y 14 and one or more appended digital signatures (not

shown). Whenthe signatures are verified, the software application Y 14 can be executed on the

device and access any APIs for which corresponding signatures have been verified.

The public signature key 20 corresponds to the private signature key 18 maintained by

10s the code signing authority 16, and is preferably installed on the mobile device along with the

sensitive API. However, the public key 10 may instead be obtained from a public key repository

(not shown), using the device 28 or possibly a personal computer system, and installed on the

device 28 as needed. According to one embodiment of a signature scheme, the mobile device 28

calculates a hash of the software application Y 14 in the signed software application Y 22, using

15 the same hashing algorithm as the code signing authority 16, and uses the digital signature and

the public signature key 20 to recover the hash calculated by the signing authority 16. The

resultant locally calculated hash and the hash recovered from the digital signature are then

compared, and if the hashes are the same, the signature is verified. The software application Y

14 can then be executed on the device 28 and access any sensitive APIs for which the

20 comesponding signature(s) have been verified. As described above, the invention is in no way

limited to this particular illustrative example signature scheme. Other signature schemes,

Page 183 of 1415



Page 184 of 1415

WO 02/25409 PCT/CA01/01344

including further public key signature schemes, may also be used in conjunction with the code

signing methods and systems described herein.

Fig. 2 is a flow diagram 30 of the code signing protocol described above with reference

to Fig. 1. The protocol begins at step 32. At step 34, a software developer writes the software

5 application Y for a mobile device that requires access to a sensitive APIorlibrary that exposes a

sensitive API (API library A). As discussed above, some or all APIs on a mobile device may be

classified as sensitive, thus requiring verification of a digital signature for access by any software

application such as software application Y. In step 36, application Y is tested by the software

developer, preferably using a device simulator in which the digital signature verification function

10 has been disabled. In this manner, the software developer may debugthe software application Y

before the digital signature is acquired from the code signing authority. Once the software

application Y has been written and debugged,it is forwarded to the code signing authority in step

38.

In steps 40 and 42, the code signing authority reviews the software application Y to

15 determine whether or not it should be given access to the sensitive API, and either accepts or

rejects the software application. Thecode signing authority may apply a number of criteria to

determine whether or not to grant the software application access to the sensitive API including,

for example, the size of the software application, the device resources accessed by the API, the

perceived utility of the software application, the interaction with other software applications, the

20 inclusion of a virus or other destructive code, and whether or not the developer has a contractual

obligation or other business arrangement with the mobile device manufacturer. Further details of

managing code signing authorities and developers are described below in reference to Fig.5.

10
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If the code signing authority accepts the software application Y, then a digital signature,

and preferably a signature identification, are appended to the software application Y in step 46.

As described above, the digital signature may be generated by using a hash of the software

application Y and a private signature key 18. The signature identification is described below

5 _-with reference to Figs. 3 and 4. Once the digital signature and signature identification are

appended to the software application Y to generate a signed software application, the signed

software application Y is returned to the software developer in step 48. The software developer

may then license the signed software application Y to be loaded onto a mobile device (step 50).

If the code signing authority rejects the software application Y, however, then a rejection

10=notification is preferably sent to the software developer (step 44), and the software application Y

will be unable to access any API(s) associated with the signature.

In an alternative embodiment, the software developer may provide the code signing

authority with only a hash of the software application Y, or provide the software application Y in

some type of abridged format. If the software application Y is a Java application, then the device

15 independent binary *.class files may be used in the hashing operation, although device dependent

files such as *.cod files used by the assignee of the present application may instead be used in

hashing or other digital signature operations when software applications are intended for

operation on particular devices or device types. By providing only a hash or abridged version of

the software application Y, the software developer may have the software application Y signed

20 without revealing proprietary code to the code signing authority. The hash of the software

application Y, along with the private signature key 18, may then be used by the code signing

authority to generate the digital signature. If an otherwise abridged version of the software

11
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application Y is sent to the code signing authority, then the abridged version may similarly be

used to generate the digital signature, provided that the abridging scheme or algorithm, like a

hashing algorithm, generates different outputs for different inputs. This ensures that every

software application will have a different abridged version and thus a different signature that can

5 only be verified when appendedto the particular corresponding software application from which

the abridged version was generated. Because this embodiment does not enable the code signing

authority to thoroughly review the software application for viruses or other destructive code,

however, a registration process between the software developer and the code signing authority

may also be required. For instance, the code signing authority may agree in advanceto provide a

10 trusted software developer accessto a limited set of sensitive APIs.

In still another alternative embodiment, a software application Y may be submitted to

more than one signing authority. Each signing authority may for example be responsible for

signing software applications for particular sensitive APIs or APIs on a particular model of

mobile device or set of mobile devices that supports the sensitive APIs required by a software

15 application. A manufacturer, mobile communication network operator, service provider, or

corporate client for example may thereby have signing authority over the use of sensitive APIs

for their particular mobile device model(s), or the mobile devices operating on a particular

network, subscribing to one or more particular services, or distributed to corporate employees.

A signed software application may then include a software application and at least one appended

20=digital signature appended from eachof the signing authorities. Even though these signing

authorities in this example would be generating a signature for the same software application,

12
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different signing and signature verification schemes may be associated with the different signing
authorities.

Fig. 3 is a block diagram of a code signing system 60 on a mobile device 62. The system

60 includes a virtual machine 64, a plurality of software applications 66-70, a plurality of API

5_libraries 72-78, and an application platform 80. The application platform 80 preferably includes

all of the résources on the mobile device 62 thal may be accessed by the software applications

66-70. For instance, the application platform may include device hardware 82, the mobile

device's operating system 84, or core software and data models 86. Each API library 72-78

preferably includes a plurality of APIs that interface with a resource available in the application

10 platform. For instance, one API library might include all of the APIs that interface with a

calendar program and calendar entry data models. Another API library might include all of the
APIs that interface with the transmission circuitry and functions of the mobile device 62. Yet

another API library might include all of the APIs capable of interfacing with lower-level services

performed by the mobile device's operating system 84. In addition, the plurality of API libraries

15 72-78 may include both libraries that expose a sensitive API 74 and 78, such as an interface to a

cryptographic function, and libraries 72 and 76, that may be accessed without exposing sensitive

APIs. Similarly, the plurality of software applications 66-70 may include both signed software

applications 66 and 70 that require access to one or more sensitive APIs, and unsigned software

applications such as 68. The virtual machine 64 is preferably an object oriented run-time

20 environment such as Sun Micro System's J2ME™ (Java 2 Platform, Micro Edition), which

manages the execution of all of the software applications 66-70 operating on the mobile device

62, andlinks the software applications 66-70 to the various API libraries 72-78.

13
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Software application Y 70 is an example of a signed software application. Each signed

software application preferably includes an actual software application such as software

application Y comprising for example software code that can be executed on the application

platform 8&0, one or more signature identifications 94 and one or more corresponding digital

5 signatures 96. Preferably each digital signature 96 and associated signature identification 94 in a

signed software application 66 or 70 corresponds to a sensitive API library 74 or 78 to which the

software application X or software application Y requires access. The sensitive API library 74 or

78 may include one or more sensitive APIs. In an alternative embodiment, the signed software

applications 66 and 70 may include a digital signature 96 for each sensitive API within an API

10 library 74 or 78. The signature identifications 94 may be unique integers or some other means of

relating a digital signature 96 to a specific API library 74 or 78, API, application platform 80, or

model of mobile device 62.

API library A 78 is an example of an API library that exposes a sensitive API. Each API

library 74 and 78 including a sensitive API should preferably include a description string 88, a

15 public signature key 20, and a signature identifier 92. The signature identifier 92 preferably

corresponds to a signature identification 94 in a signed software application 66 or 70, and

enables the virtual machine 64 to quickly match a digital signature 96 with an API library 74 or

7B. The public signature key 20 corresponds to the private signature key 18 maintained by the

code signing authority, and is used to verify the authenticity of a digital signature 96. The
20. description string 88 may for example be a textual message that is displayed on the mobile

device when a signed software application 66 or 70 is loaded, or alternatively when a software ©

application X or Y attempts to access a sensitive API.

14
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Operationally, when a signed software application 68-70, respectively including a

software application X, Z, or Y, that requires access to a sensitive API library 74 or 78 is loaded

onto a mobile device, the virtual machine 64 searches the signed for an appended digital

signature 96 associated with the API library 74 or 78. Preferably, the appropriate digital

5 signature 96 is located by the virtual machine 64 by matching the signature identifier 92 in the

API library 74 or 78 with a signature identification 94 on the signed software application. If the

signed software application includes the appropriate digital signature 96, then the virtual

machine 64 verifies its authenticity using the public signature key 20. Then, once the

appropriate digital signature 96 has been located and verified, the description string 88 is

10 preferably displayed on the mobile device before the software application X or Y is executed and

accesses the sensitive API. For instance, the description string 88 may display a messagestating

that "Application Y is attempting to access API Library A," and thereby provide the mobile

device user with the final contro] to grant or deny access to the sensitive API.

Fig. 3A is a block diagram of a code signing system 61 on a plurality of mobile devices

1S 62K, 62F and 62G. The system 61 includes a plurality of mobile devices each of which only

three are illustrated, mobile devices 62E, 62F and 62G. Also shown is a signed software

application 70, including a software application Y to which twodigital signatures 96E and 96F

with corresponding signature identifications 94E and 94F have been appended. In the example

system 61, each pair composed of a digital signature and identification, 94E/96E and 94F/96F,

20 ~=corresponds to a model of mobile device 62, API library 78, or associated platform 80. If

signature identifications 94E and 94F correspondto different models of mobile device 62, then

when a signed software application 70 which includes a software application Y that requires

15
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access to a sensitive API library 78 is loaded onto mobile device 62E, the virtual machine 64

searches the signed software application 70 for a digital signature 96E associated with the API

library 78 by matching identifier 94E with signature identifier 92. Similarly, when a signed

software application 70 including a software application Y that requires access to a sensitive API

5 library 78 is loaded onto a mobile device 62F, the virtual machine 64 in device 62F searches the

signed software application 70 for a digital signature 96F associated with the API library 78.

However, when a software application Y in a signed software application 70 that requires access

to a sensitive API library 78 is loaded onto a mobile device model for which the application

developer has not obtained a digital signature, device 62G in the example of Fig. 3A, the virtual

10 machine 64 in the device 64G does not find a digital signature appended to the software

application Y and consequently, access to the API library 78 is denied on device 62G.It should
be appreciated from the foregoing description that a software application such as software

application Y may have multiple device-specific, library-specific, or API-specific signatures or

some combination of such signatures appended thereto. Similarly, different signature

15s verification requirements may be configured for the different devices. For example, device 62E

may require verification of both a global signature, as well as additional signatures for any

sensitive APIs.to which a software application. requires access in order for the software

application to be executed, whereas device 62F mayrequire verification of only a global

signature and device 62G may require verification of signatures only for its sensitive APIs. It
20 should also be apparent that a communication system may include devices (not shown) on which

a software application Y received as part of a signed software application such as 70 may

execute without any signature verification. Although a signed software application has one or
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more signatures appended thereto, the software application Y might possibly be executed on

some devices without first having any of its signature(s) verified. Signing of a software

application preferably does not interfere with its execution on devices in which digital signature

verification is not implemented. |

5 Fig. 4 is a flow diagram 100 illustrating the operation of the code signing system

described above with reference to Figs. 3 and 3A. In step 102, a software application is loaded

ontoa mobile device. Once the software application is loaded, the device, preferably using a

virtual machine, determines whether or not the software application requires access to any API

libraries that expose a sensitive API (step 104). If not, then the software application is linked

10 ~—-with all of its required API libraries and executed (step 118). If the software application does

require access to a sensitive API, however, then the virtual machine verifies that the software

application includes a valid digital signature associated any sensitive APIs to which access is

required, in steps 106-116.

In step 106, the virtual machine retrieves the public signature key 20 and signature

15 identifier 92 from the sensitive API library. The signature identifier 92 is then used by the

virtual machine in step 108 to determine whetheror not the software application has an appended

digital signature 96 with a corresponding signature identification 94. If not, then the software

application has not been approved for access to the sensitive API by a code signing authority,

and the software application is preferably prevented from being executed in step 116. In

20. alternative embodiments, a software application without a proper digital signature 96 may be

purged from the mobile device, or may be denied access to the API library exposing the sensitive

API but executed to the extent possible without access to the API library. It is also contemplated
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that a user may be prompted for an input when signature verification fails, thereby providing for

user control of such subsequent operations as purging of the software application from the

device.

If a digital signature 96 corresponding to the sensitive API library is appended to the

5 software application and located by the virtual machine, then the virtual machine uses the public

key 20 to verify the authenticity of the digital signature 96 in step 110. This step may be

performed, for example, by using the signature verification scheme described above or other

alternative signature schemes. If the digital signature 96 is not authentic, then the software

application is preferably either not executed, purged, or restricted from accessing the sensitive

10. API as described above with reference to step 116. If the digital signature is authentic, however,

then the description string 88 is preferably displayed in step 112, warning the mobile device user

that the software application requires access to a sensitive API, and possibly prompting the user
for authorization to execute or load the software application (step 114). When more than one

signature is to be verified for a software application, then the steps 104-110 are preferably

15s repeated for each signature before the user is prompted in step 112. If the mobile device user in

step 114 authorizes the software application, then it may be executed and linked to the sensitive

API library in step 118.

Fig. 5 is a flow diagram 200 illustrating the management of the code signing authorities

described with reference to Fig. 3A. At step 210, an application developer has developed a new

20s software application which is intended to be executable one or more target device models or

types. The target devices may include sets of devices from different manufacturers, sets of

device models or types from the same manufacturer, or generally any sets of devices having
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particular signature and verification requirements. The term “target device” refers to any such

set of devices having a common signature requirement. For example, a set of devices requiring

verification of a device-specific global signature for execution of all software applications may

comprise a target device, and devices that require both a global signature and further signatures

5 for sensitive APIs may be part of more than one target device set. The software application may

be written in a device independent manner by using at least one known API, supported on at least

one target device with an API library. Preferably, the developed software application is intended

to be executable on several target devices, each of which has its own at least one API library.

At step 220, a code signing authority for one target device receives a target-signing

10 request from the developer. The target signing request includes the software application or a

hash of the software application, a developer identifier, as well as at least one target device

identifier which identifies the target device for which a signature is being requested. At step 230,

the signing authority consults a developer database 235 or other records to determine whether or

not to trust developer 220. This determination can be made according to several criteria

15 discussed above, such as whetheror not the developer has a contractual obligation or has entered

into some other type of business arrangement with a device manufacturer, network operator,

‘service provider, or device manufacturer. If the developeris trusted, then the method proceedsat

step 240. However, if the developer is not trusted, then the software application is rejected (250)

and not signed by the signing authority. Assuming the developer was trusted, at step 240 the

20 signing authority determinesif it has the target private key corresponding to the submitted target

identifier by consulting a private key store such as a target private key database 245. If the target

private key is found, then a digital signature for the software application is generated at step 260
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and the digital signature or a signed software application including the digital signature appended

to the software application is returned to the developer at step 280. However,if the target private

. key is not found at step 240, then the software application is rejected at step 270 and no digital

signature is generated for the software application.

5 Advantageously, if target signing authorities follow compatible embodiments of the

method outlined in Fig. 5, a network of target signing authorities may be established in order to

expediently manage code signing authorities and a developer community code signing process

providing signed software applications for multiple targets with low likelihood of destructive

code.

JO Should any destructive or otherwise problematic code be found in a software application

or suspected. because of behavior exhibited when a software application is executed on a device,

then the registration or privileges of the corresponding application developer with any or all

signing authorities may also be suspended or revoked, since the digital signature provides an

audit trail through which the developer of a problematic software application may be identified.

15 In such an event, devices may be informed of the revocation by being configured to periodically

download signature revocation lists, for example. If software applications for which the

corresponding digital signatures have been revoked are running on a device, the device may then

halt execution of any such software application and possibly purge the software application from

its loca] storage. If preferred, devices may also be configured to re-execute digital signature

20 verifications, for instance periodically or when a new revocationlist is downloaded.

Although a digital signature generated by a signing authority is dependent upon

authentication of the application developer and confirmation that the application developer has

20
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been properly registered, the digital signature is preferably generated from a hash or otherwise

transformed version of the software application and is therefore application-specific. This

contrasts with known code signing schemes, in which API access is granted to any software

applications arriving from trusted application developers or authors. In the code signing systems

5 and methods described herein, API access is granted on an application-by-application basis and

thus can be morestrictly controlled or regulated.

Fig. 6 is a block diagram of a mobile communication device in which a code signing

system and method may be implemented. The mobile communication device 610 is preferably a{

two-way communication device having at least voice and data communication capabilities. The

10 device preferably has the capability to communicate with other computer systems on the Internet.
Depending on the functionality provided by the device, the device may be referred to as a data

messaging device, a two-way pager, a cellular telephone with data messaging capabilities, a

witeless Internet appliance or a data communication device (with or without telephony

capabilities).

15 Where the device 610 is enabled for two-way communications, the device will

incorporate a communication subsystem 611, including a receiver 612, a transmitter 614, and

associated components such as one or more, preferably embedded or intemal, antenna elements

616 and 618, local oscillators (LOs) 613, and a processing module such as a digital signal

processor (DSP) 620. As will be appasient to those skilled in the field of communications, the

20=particular design of the communication subsystem 611 will be dependent upon the

communication network in which the device is intended to operate. For example, a device 610

destined for a North American market may include a communication subsystem 611 designed to

21
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operate within the Mobitex™ mobile communication system or DatafTAC™ mobile

communication system, whereas a device 610 intended for use in Europe may incorporate a

General Packet Radio Service (GPRS) communication subsystem 611.

Network access requirements will also vary depending upon the type of network 919. For

5 example, in the Mobitex and DataTAC networks, mobile devices such as 610 are registered on

the network using a unique identification number associated with each device. In GPRS

networks however, network access is associated with a subscriber or user of a device 610. A

GPRSdevice therefore requires a subscriber identity module (not shown), commonly referred to

as a SIM card, in order to operate on a GPRS network. Without a SIM card, a GPRS device will

10 not be fully functional. Local or non-network communication functions (if any) may be operable,

but the device 610 will be unable to carry out any functions involving communications over

network 619, other than any legally required operations such as “911” emergency calling.
When required network registration or activation procedures have been completed, a

device 610 may send and receive communication signals over the network 619. Signals received

15 by the antenna 616 through a communication network 619 are input to the receiver 612, which

may perform such common receiver functions as signal amplification, frequency down

conversion, filtering, channel selection and the like, and in the example system shown in Fig.6,

analog to digital conversion. Analog to digital conversionof a received signal allows more

complex communication functions such as demodulation and decoding to be performed in. the

20 DSP 620. Ina similar manner, signals to be transmitted are processed, including modulation and

encoding for example, by the DSP 620 and input to the transmitter 614 for digital to analog
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conversion, frequency up conversion, filtering, amplification and transmission over the

communication network 619 via the antenna 618.

The DSP 620 not only processes communication signals, but also provides for receiver

and transmitter control. For example, the gains applied to communication signals in the receiver

5 612 and transmitter 614may be adaptively controlled through automatic gain control algorithms

implemented in the DSP 620.

The device 610 preferably includes a microprocessor 638 which controls the overall

operation of the device. Communication functions, including at least data and voice

communications, are performed through the communication subsystem 611. The microprocessor

10=638 also interacts with further device subsystems or resources such as the display 622, flash

memory 624, random access memory (RAM) 626, auxiliary input/output (1/O) subsystems 628,

serial port 630, keyboard 632, speaker 634, microphone 636, a short-range communications

subsystem 640 and any other device subsystems generally designated as 642. APIs, including

sensitive APIs requiring verification of one or more corresponding digital signatures before

15—_access is granted, may be provided on the device 610 to interface between software applications

and any of the resources shownin Fig.6.

Some of the subsystems shown in Fig. 6 perform communication-related functions,

whereas other subsystems may provide “resident” or on-device functions. Notably, some

subsystems, such as keyboard 632 and display 622 for example, may be used for both

20 communication-related functions, such as entering a text message for transmission over a

communication network, and device-resident functions such as a calculator ortask list.
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Operating system software used by the microprocessor 638, and possibly APIs to be

accessed by software applications, is preferably stored in a persistent store such as flash memory

624, which may instead be a read only memory (ROM)or similar storage element (not shown).

Those skilled in the art will appreciate that the operating system, specific device software

5 applications, or parts thereof, may be temporarily loaded into a volatile store such as RAM626.

It is contemplated that received and transmitted communication signals may also be stored to

RAM 626.

The microprocessor 638, in addition to its operating system functions, preferably enables

execution of software applications on the device. A predetermined set of applications which

10 control basic device operations, including at least data and voice communication applications for

example, will normally be installed on the device 610 during manufacture. A preferred

application that may be loaded onto the device may be a personal information manager (PIM)

application having the ability to organize and manage data items relating to the device user such

as, but not limited to e-mail, calendar events, voice mails, appointments, and task items.

15 Naturally, one or more memory stores would be available on the device to facilitate storage of

PIM data items on the device. Such PIM application would preferably have the ability to send

and receive data items, via the wireless network. In a preferred embodiment, the PIM data items

are seamlessly integrated, synchronized and updated, via the wireless network, with the device

user’s corresponding data items stored or associated with a host computer system thereby

20~—screating a mirrored host computer on the mobile device with respect to the data items at least.

This would be especially advantageous in the case where the host computer system is the mobile

device user’s office computer system. Further applications, including signed software
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applications as described above, may also be loaded onto the device 610 through the network

619, an auxiliary I/O subsystem 628, serial port 630, short-range communications subsystem 640

or any other suitable subsystem 642. The device microprocessor 638 may then verify any digital

signatures, possibly including both “global” device signatures and API-specific signatures,

5 appended to such a software application before the software application can be executed by the

microprocessor 638 and/or access any associated sensitive APIs. Such flexibility in application

installation increases the functionality of the device and may provide enhanced on-device

functions, communication-related functions, or both. For example, secure communication

applications may enable electronic commerce functions and other such financial transactions to

10 be performed using the device 610, through a crypto API and a crypto module which implements

crypto algorithms on the device (not shown).

In a data communication mode, a received signal such as a text message or web page

download will be processed by the communication subsystem 611 and input to the

microprocessor 638, which will preferably further process the received signal for output to the

15 display 622, or alternatively to an auxiliary /O device 628. A user of device 610 may also
compose data items such as email messages for example, using the keyboard 632, which is

preferably a complete alphanumeric keyboard or telephone-type keypad, in conjunction with the

display 622 and possibly an auxiliary VO device 628. Such composed items may then be

transmitted over a communication network through the communication subsystem 611.

20 For voice communications, overall operation of the device 610 is substantially similar,

except that received signals would preferably be output to a speaker 634 and signals for

transmission would be generated by a microphone 636. Altemative voice or audio V/O
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subsystems such as a voice message recording subsystem may also be implemented on the

device 610. Although voice or audio signal output is preferably accomplished primarily through

the speaker 634, the display 622 may also be used to provide an indication of the identity of a

calling party, the duration of a voice call, or other voice call related information for example.

5 ° The serial port 630 in Fig. 6 would normally be implemented in a personal digital

assistant (PDA)-type communication device for which synchronization with a user’s desktop

computer (not shown) may be desirable, but is an optional device component. Such a port 630

would enable a user to set preferences through an external device or software application and

would extend the capabilities of the device by providing for information or software downloads

10 to the device 610 other than through a wireless communication network. The alternate download

path’may for example be used to load an encryption key onto the device through a direct and thus

reliable and trusted connection to thereby enable secure device communication.

A short-range communications subsystem 640 is a further optional component which

may provide for communication between the device 624 and different systems or devices, which

15 need not necessarily be similar devices. For example, the subsystem 640 may include an infrared

device and associated circuits and components or a Bluetooth™ communication module to

provide for communication with similarly-enabled systems and devices.

The embodiments described herein are examples of structures, systems or methods

having elements corresponding to the elements of the invention recited in the claims. This

20~—written description may enable those skilled in the art to make and use embodiments having

alternative elements that likewise correspond to the elements of the invention recited in the

claims. The intended scope of the invention thus includes other structures, systems or methods
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that do not differ from the literal tanguage of the claims, and further includes other structures,

systems or methods with insubstantial differences from the literal language of the claims.

For example, when a software application is rejected at step 250 in the method shown in

Fig. 5, the signing authority may request that the developer sign a contract or enter into a

5 business relationship with a device manufacturer or other entity on whose behalf the signing

authority acts. Similarly, if a software application is rejected at step 270, authority to sign the

software application may be delegated to a different signing authority. The signing of a software

application following delegation of signing of the software application to the different authority

can proceed substantially as shown in Fig. 5, wherein the target signing authority that received

10 the original request from the trusted developer at step 220 requests that the software application

be signed by the different signing authority on behalf of the trusted developer from the target

signing authority. Once a trust relationship has been established between code signing

authorities, target private code signing keys could be shared between code signing authorities to

improve performance of the method at step 240, or a device may be configured to validate digital

15 signatures from either of the trusted signing authorities.

In addition, although described primarily in the context of software applications, code

signing systems and methods according to the present invention may also be applied to other

device-related components, including but in no way limited to, commands and associated

command arguments, and libraries configured to interface with device resources. Such

20 commandsand libraries may be sent to mobile devices by device manufacturers, device owners,

network operators, service providers, software application developers and the like. It would be

desirable to contro] the execution of any command that may affect device operation, such as a
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command to change a device identification code or wireless communication network address for

example, by requiring verification of one or more digital signatures before a command can be

executed on a device, in accordance with the code signing systems and methods describedand

claimed herein.
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Weclaim:

1. A code signing system for operation in conjunction with a software application having a

digital signature, comprising:

an application platform;

5 an application programming interface (APDconfigured to link the software application

with the application platform; and

a virtual machine that verifies the authenticity of the digital signature in order to control

access to the API by the software application.

10=2. The code signing system of claim 1, wherein the virtual machine denies the software

application access to the API if the digital signature is not authentic.

3. The code signing system of claim 1, wherein the virtual machine purgesthe software

application if the digital signature is not authentic.

15

4. The code signing system of claim 1, wherein the code signing system is installed on a mobile

device.

5. The code signing system of claim 1, wherein the digital signature is generated by a code

20 signing authority.
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6. A code signing system for operation in conjunction with a software application having a

digital signature, comprising:

an application platform;

a plurality of application programming interfaces (APIs), each configured to link the

5 software application with a resource on the application platform; and

a virtual machine that verifies the authenticity of the digital signature in order to control

access to the API by the software application,

wherein the virtual machine verifies the authenticity of the digital signature in order to control

access to the plurality of APIs by the software application.

10 é

7. The code signing system of claim 6, wherein the plurality of APIs are included in an API

library. ‘

8. The code signing system of claim 6, wherein one or more of the plurality of APIs is classified

15 as sensitive, and wherein the virtual machine uses the digital signature to control access to the

sensitive APIs.

9. The code signing system of claim 8, for operation in conjunction with a plurality of software

applications, wherein one or more of the plurality of software applications has a digital signature,

20 and wherein the virtual machine verifies the authenticity of the digital signature of each of the

one or more of the plurality of software applications in order to control access to the sensitive

APIs by each of the plurality of software applications.
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10. The code signing system of claim 6, wherein the resource on the application platform

comprises a wireless communication system.

5 11. The code signing system of claim 6, wherein the resource on the application platform

comprises a cryptographic module which implements cryptographic algorithms.

12. The code signing system of claim 6, wherein the resource on the application platform

comprises a data store.
t

10

13. The code signing system of claim 6, wherein the resource on the application platform
/

comprises a user interface (UID).

14. The code signing system of-claim 1, further comprising:

15 a plurality of API libraries each including a plurality of APIs, wherein the virtual

machine controls access to the plurality of API libraries by the software application.

15. The code signing system of claim 14, wherein one or more of the plurality of API libraries is

classified as sensitive, and wherein the virtual machine uses the digital signature to control

20 access to the sensitive API libraries by the software application.
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16. The code signing system of claim 15, wherein the software application includes a unique

digital signature for each sensitive API library.

17. The code signing system of claim 16, wherein:

5 the software application includes a signature identification for each unique digital

signature;

each sensitive API library includesa signature identifier; and

the virtual machine compares the signature identification and the signature identifier to

match the unique digital signatures with sensitive API libraries.

10

18. The code signing system of claim 1, wherein the digital signature is generated using a

private signature key, and the virtual machine uses a public signature key to verify the

authenticity of the digital signature.

15 19. The code signing system of claim 18, wherein:

the digital signature is generated by applying the private signature key to a hash of the

software application; and

the virtual machineverifies the authenticity of the digital signature by generating a hash

of the software application to obtain a generated hash, applying the public signature key to the

20~—digital signature to obtain a recovered hash, and comparing the generated hash with the

recovered hash.
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20. The code signing system of claim 1, wherein the API further comprises:

a description string that is displayed by the mobile device when the software application

attempts to access the API.

5 21. The code signing system of claim 1, wherein the application platform comprises an

Operating system.

22. The code signing system of claim 1, wherein the application platform comprises one or more

core functions of a mobile device.

10

23. The code signing system of claim 1, wherein the application platform comprises hardware

on a mobile device.

24. The code signing system of claim 23, wherein the hardware comprises a subscriber identity

15=module (SIM)card.

25. The code signing system of claim 1, wherein the software application is a Java application

for a mobile device.

20 26. The code signing system of claim 1, wherein the API interfaces with a cryptographic routine

on the application platform.
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27. The code signing system of claim 1, wherein the API interfaces with a proprietary data

mode! on the application platform.

28. The code signing system of claim 1, wherein the virtual machine is a Java virtual machine

5 installed on a mobile device.

29. A method of controlling access to sensitive application prograniminginterfaces on a mobile

device, comprising the steps of:

loading a software application on the mobile device that requires access to a sensitive

10~—application programming interface (APD;

determining whetheror not the software application includesa digital signature

associated with the sensitive API; and

if the software application does not include a disital signature associated with the

sensitive API, then denying the software application access to the sensitive API.

15

30. The method of claim 29, comprising the additional step of:

if the software application does not include a digital] signature associated with the

sensitive API, then purging the software application from the mobile device.

20 31. The method of claim 29, wherein the digital signature is generated by a code signing

authority.
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32. The method of claim 29, comprising the additional stepsof:

if the software application includes a digital signature associated with the sensitive API,

then verifying the authenticity of the digital signature; and

if the digital signature is not authentic, then denying the software application access to

the sensitive API.

33. The method of claim 32, comprising the additional step of:

if the digital signature is not authentic, then purging the software application from the

mobile device.

34. The method of claim 32, wherein the digital signature is generated by applying a private

signature key to a hash of the software application, and wherein the step of verifying the

authenticity of the digital signature is performed by a method comprising the steps of:

storing a public signature key that correspondsto the private signature key on the mobile

device;

generating a hash of the software application to obtain a generated hash;

applying the public signature key to the digital signature to obtain a recovered hash; and

comparing the generated hash with the recovered hash.

35. The method of claim 34, wherein the digital signature is generated by calculating a hash of

the software application and applying the private signature key.
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36. The method of claim 29, comprising the additional step of:

displaying a description string that notifies a user of the mobile device that the software

application requires access to the sensitive API.

37. The method of claim 36, comprising the additional step of:

receiving a command from the user granting or denying the software application access

to the sensitive API.

38. A method of controlling access to an application programming interface (API) on a mobile

device by a software application created by a software developer, comprising the stepsof:

receiving the software application from the software developer;

reviewing the software application to determine if 1t may access the API;

if the software application may access the API, then appending a digital signature to the

software application;

verifying the authenticity of a digital signature appended to a software application; and

providing access to the API to software applications for which the appendeddigital

signature is authentic.

39. The method of claim 38, wherein the step of reviewing the software application is performed.

by a code signing authority.
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40. The method of claim 38, wherein the step of appending the digital signature to the software

application is performed by a method comprising the stepsof:

calculating a hash of the software application; and

applying a signature key to the hash of the software application to generate the digital

signature.

41. The method of claim 40, wherein the hash of the software application is calculated using the

Secure Hash Algorithm (SHAI).

42. The method of claim 40, wherein the step of verifying the authenticity of a digital signature

comprises the steps of:

providing a corresponding signature key on the mobile device;

calculating the hash of the software application on the mobile device to obtain a

calculated hash;

applying the corresponding signature key to the digital signature to obtain a recovered

hash; and

determining if the digital signature is authentic by comparing the calculated hash with the

recovered hash.

43, The method of claim 42, comprising the furtherstep of, if the digital signature is not

authentic, then denying the software application access to the API.
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44. The method of claim 42, wherein the signature key is a private signature key and the

corresponding signature key is a public signature key.

45. A method of controlling access to a sensitive application programming interface (API) on a

5 mobile device, comprising the steps of:

registering one or more software developers that are trusted to design software

applications which access the sensitive API;

receiving a hash of a software application;

determining if the software application was designed by one ofthe registered software

10=developers; and

if the software application was designed by one of the registered software developers,

then generating a digital signature using the hash of the software application, .

wherein

the digital signature may be appended to the software application; and

15 the mobile device verifies the authenticity of the digital signature in order to control

access to the sensitive API by the software application.

46. The method of claim 45, wherein the step of generating the digital signature is performed by

acode signing authority.

20

47. The method of claim 45, wherein the step of generating the digital signature is performed by

applying a signature key to the hash of the software application.
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48. The method of claim 47, wherein the mobile device verifies the authenticity of the digital

signature by performing the additional steps of:

providing a corresponding signature key on the mobile device;

calculating the hash of the software application on the mobile device to obtain a

calculated hash;

applying the corresponding signature key to the digital signature to obtain a recovered

hash;

determiningif the digital signature is authentic by comparing the calculated hash with the

recovered hash; and

if the digital signature is not authentic, then denying the software application access to

the sensitive API.

49. A methodofrestricting access to application programming interfaces on a mobile device,

comprising the stepsof:

loading a software application on the mobile device that requires access to one or more

application programming interface (API);

determining whether or not the software application includes an authentic digital

signature associated with the mobile device; and |

if the software application does not include an authentic digital signature associated with

the mobile device, then denying the software application access to the one or more APIs.
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50. The method of claim 49, comprising the additional step of:

if the software application doesnot include an authentic digital signature associated with

the mobile device, then purging the software application from the mobile device.

51. The method of claim 49, wherein:

the software application includes a plurality of digital signatures; and

the plurality of digital signatures includes digital signatures respectively associated with

different types of mobile devices.

52. The methodof claim 51, wherein each ofthe plurality of digital signatures is generated by a

respective corresponding code signing authority.

53. The method of claim 49, wherein the step of determining whether or not the software

application includes an authentic digital signature associated with the mobile device comprises

the additional stepsof:

determining if the software application includes a digital signature associated with the

mobile device; and

if so, then verifying the authenticity of the digital signature.

54. The method of claim 53, wherein the one or more APIs includes one or more APIs classified

as sensitive, and the method further comprises the steps of, for each sensitive API:

determining whether or not the software application includes an authentic digital .

signature associated with the sensitive API; and
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if the software application does not include an authentic digital signature associated with

the sensitive API, then denying the software application access to the sensitive API.

55. The methodof claim 52, wherein each of the plurality of digital signatures is generated by

its corresponding code signing authority by applying a respective private signature key

associated with the code signing authority to a hash of the software application.

56. The method of claim 55, wherein the step of determining whether or notthe software

application includes an authentic digital signature associated with the mobile device comprises

the steps of:

determining if the software application includes a digital signature associated with the

mobile device; and

if so, then verifying the authenticity of the digital signature,

wherein the step of verifying the authenticity of the digital signature is performed by a method

comprising the steps of:

storing a public signature key on a mobile device that correspondsto the private signature

key associated wiih the code signing authority which generates the signature associated with the

mobile device;

generating a hash of the software application to obtain a generated hash;

applying the public signature key to the digital signature to obtain a recovered hash; and

comparing the generated hash with the recovered hash.
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ALESSEFSE

[0013] RA, WGASFPEaLes EES,TIS

Wie TOAUABEr AEHEAAPAL SORSR=EASALfr FRGAABtBH

BYALAPORIRUABLftSs BEBOP E18GLSHPi AS AY ZNELSARSe LPBT
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[oo14] iGT, BN RAEREANESE, WUTALKEDYRET A] APT    [001s] (Has, WnRFAASL MU NELLIEPESFEL

[ove] fish. (UAESOREULE

[oov7] Liles, Ae AE SEEaAyAE BEWILT

foots] Pees, edi
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[oo1g] 4APT PEFRAE, SECSAPL PEPLAGSAPT, HE} MDLWTRCPHHBS

Hl Dy balAPT FeEe

[0020] fiveltk, 7>—~> API BEPPREEARAB ABUR

 

 AY ;

[0021] ya #BUER AY API REPROeSOSSpRhKik, HA, ee 
ABUES IN) APT BEITROCKIN EFPDAFT  

[0022] EK PPDT Reefh>—PRTO8FRSE TH,J

FA APL EEAPPE 

 

  

das WAREDAG

17 TalgS

   
 

 

[0023]=EFLinheRSEBEDPBaREBOEPe  
 

fal CRS AY APT BAPWIREAEYANABgRSA APT BPESESb 
 
 

Pyi °

[0024] LW, ABARAT API PEEGLPHaFFBA,4EDBe 
 

    

  

FART APT NS, Sit AN FHA SA AF HL

[0025] Lvedth,AFaBREARE

[0026]=fiizetth, FR—PRaePNODD) FE

[0027] {AVEAFRFET.

[0028]={iHedh, MALRA2RE.

[0029] =veh, EMA PUYALF PBEIN JavaLFA REY

[0030] fiwitth, API SVANa EBSaeteed.

[0031] ized, APT ghvHIEASAeteeee

[0032] fLWET, MESUREEW Java HEIDI.

[0033] #4 HR AS ACHES 99rE,daalPE_ETd BS YF

 
  
 

  
 

  
 

 

  
 

  
 

  

RANA?

iyTal

Pea PERE AY 
 

 
Tye, LEGPSSaR   [0034] FREAK FEYHLpeeMeRIeANILL. Pid4+BYFRE22ORi Ta] AgSESbsDAT  

 
 

  
PURIVFA BLSnFee LI APT;

[0035] TeBEDIPEPESETOMS The

 
       
   

 
  

 [0036] WN RARSG4TWREO, DBFBEYFEIBURY APL

[0037] lu JAERELLSELEE,BATERR SEA SEM EL SPE, BUPaSe
      

 
 

 
 

  
PAYSLSE PEASEFEFBEI7 Ta) ABU APL  
     

 
 
 
 
  

[ooss]=RTT), aReK & ASE BeHVABEYEeSASL ff SPESESPT,
lly  

  
Yee EBLSEHLSEELGAR

[0039] FEAR AN BeEEfTISSEISRREE
[0040] PFS0ALEJAASRARASPEERE;
[oo4t] RE 2S AY BEaeGHDABEC“SERRRBLS ASALS
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[0042] LherAER AL ELvaSARE MI ARTLFS ©[0043] EVES, RLFOR URESEANTDV SESATE» WARIED,

AREY »

[0044] feLh, ASAEPEEDAGERULE

[0045] LEH, KALER ORSEHLSE, VU HB 2 BEYF7 Td BI

APL

[0046] LUG, KALA GUaeeNES, UAieERaTYHPB

[0047] {iveth, 4aAVAPIAA PUTASRUE API i, lH FAP Sb asikFRFIR.
[0048]=fie,AGaPa BR saFRSFB PpafasSEEB1PAP

AAIAD PEPP BE Ry Tal BERAPT

[0049] VE Hh, aFR ae BR IAA Be ASMEP Bic FePETadUY

API.

[0050] #ZFR AACA9A.eoae, ELS :

[0051] WHF AG, HADVHan Fee API ;

[0052] fi FULL. A 5h take FR TS KEDYBeESEA, DA

API ;

[0053] ERKARIA BERBeEyAeS REEEJSALt SOEEEDY

FeyIBz>—~* APT ;

[0054] FRAGTSUNLAA [a] ERUy ta] 48>—7 APT HY BRREebeEETAS
SASVA, JELeS HEAosYABELAR ALnSPEBeeEe,J, GeGES
BAT DV FA EI AS SEhsWRLFRMAET ERAT a BPAABB7
Wee

[0055] CHA, 93-2SEASAEhn WA PoPSNe Ss

[0056] 3ARSESeA TOPPRAIE

[0057] VN BERR SCHRSSBERUB —opWI LE HE8RASO

ERY APT KY DYIN REFS

[0058] GVFA BAP Sc ERSRBeeBSEopTA LE TA Bs —ASASB

lA) APT ADVAREF,

[0059]=SETH,PDLLh=eeAE DYPeAR EL feSRESEARaL fsSIRS

FA ESEOVA BBERGTREIARLS EE Be EASLASeFRSARL

fi SORE ACUTE TRBIATSE TNE.

[0060] {Liveth, MELALESe EeReFFil]ASe, IL, MEPL Java HEAL. 2KER

Pelpae Java HRP.

[0061] {L#EUL, PerilASBb—4S APL IBETSUEEERPESPES

ie

[0062] iMEth, MARA GY API 42> BeAtybn aeBIE BY DnEEiBaFB

Pa RiAAABe

[0063] wed, 87> —4 API RAPAAURSBURSA APT 2TUATHA TFT AB EC,eK

{EFSA ASik7 flaieAP LAND, dReB BRa2
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[0064] {LieLh, BS — PIS IY AY AS oo ieASS —aSY)osiaoe AS I] FSYY

he,

[0065]=fzHA AS ACH A 55 — TyA,—PEBBBeLEPsHREDATSSEB

Dy Wa] SLATEon DAEAPePeAPT AI,RRaa

[0066]——-MaRFP ACTeKEEIRBE

[0067] KEBREDA MEAaABDPE 5

[oo6s] UDaARZD —PeHE WUFESeRE SeAE Se fosVAS DU BU PK PEDH

ESF 3

[0069] HR REps WAT VEhs VAUU BoES JO BI) EDV,ASEESE

HE

[0070] AURA EE RE ELSE IAD. TR EDVATEB APL ERE

[0071] FEAT BERIETheVAS JIBEEDYRETET, CLF

[0072] +] EEKITHBeea8aLfas

[0073] FSFNESBDVA BREAPeARALaS, EPeae2SE

[0074] (ERHieLEEES

[0075] CORES ER GETSETERERPLela Sy DSRS ThEASALA
[0076] FEAAEAADIVA BIEES, WTREIN ARSLs[0077] val leekHrnyleateesSs HUEELAPS HENO TEAL?
[0078] Leth, We eRAEPEA aside—traaen98eRe PELALAA BL
47.

[0079] {i#Eth, HEA AAMASELaSSETAEPeekalaso

[ooso])=fivelth, UiE—2Fn, MRAESNES, MUFBAIKEYA7Wy] APT

[0081] {KFA ARH (TT, PEMNeee LEryDal BOSEonAURDY

niPe APT ATI,LF2

CHSPRSSL1ETEASea» Sda TA] BURR APT
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BRT &HEeBYAd BUCE DYAa8

 

 
WEPERYT BRIS 5

WIRE TBRVATBYR TORVARS a SPEETBEE TA) BUSAPL, EE

 

 

TINA ELAS. PRINARSLIAS ;

SLHUARRLIES +

[0082] yy

[0083] aREDV PEPPERALIAS

[0084] HARE AN GLeheeETETTEERTIK

[0085] pea eR eee, Eo,

[0086] BREARUETABESOnBEABY

[0087]

WeribaSEEELSE

[ooss] FEBIRRLE

PRBAR GL eS FYE HSEEAC PATRG

[oos9] ET, Bea eeUATPBSOSeREAESE

[0090] #EFEBNIR ALGEea;

[0091] feaeeEhRRPVA Pe

[0092] JEAN AETAIBURLTET, ASR!

[0093] iiaeeARALSoSSTRESS
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[0094] SRAAEENES, WF8REDYALPTYSE AP Lo

[oo95]=LeSth, PARaSaSRARSESFALPUAT

[oo96] fz HAAN AC BAY 597A, —PE8LBBD DYA in FR OOIE,dS

DPeR :

[0097] HUAAASSEPWY9K EPDYPePORa]SKPS AOBD

— AEEPRUE APLEEE ;

[009s] WU SSpp PADESPAES, WUEASES

[0099] ARRREIDFRASiARE,UP2EPa] —PM

API;

[0100] Ep, Wn USEF pr SE peFT,DUEERR:

[0101] SESAETATVE

[0102] FEASETREIEE.AAITBTSNSSETHRU

FR BSASSehesASFEYSEARLEEY 5

[0103] PAE BRIEDHFEARELfaSs, REEARELAS

[0104] FiAEA ADVPUES DORRARALfas

[0105] yrEZRASs SAMARELS SETS thee.

[0106] fii,PEPEHSBORENKAK.

[0107] fied, CLARADO2BR aRREVATSSIEE MB

&LYS RAEEEINIFY

[o1os]=Let, RAEDALRPEEESR ;

[0109], BNAESEROpLFASSA

SEERA 0

[0110] fiaeHh, Ba SBSETO UY SE os WRFYTREeeALAE

Hy.

Corti]=aacdh,ESE FUNEPLAASRTBHEY

FPRISAS ELAS» OTDMI REETAMLRTEEEL TSELSE TT

[0112] FAH AS Ae HE SY9g7TD8ld 22ED)JEoVF EYBY

PEG APLTIE. AEAOESESheRS

[0113] WERESERORDV ESEAAT,WYEBEES

[0114] ARREFBeERAESE,PRTOy iBZAPT ;

[0115] RPEPEPE AEASE HRALVL

[oie]=ALFA, aahichesAEEASELfrYY

[0117] iaETRBARLS RRTT ESRLSS IPSE

FA PUASEFPRPKSARALSsaEMALSsKRELaSE

SEYEEF

[o1i8]=EMG, WRCEDA BREIESeSERE,WUEyPa]APT PEPER

[0119] fie, APT Ae cbo dee AHAFDSBIE VYdeIITEHeBSAEF

PRIZ—.

[0120] fied, 7b— 74> APL BRAS SE A BURR AY,BURRATAPLSLHIeBIL, 49K
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{AESARLeak PS7 Ddab) APLN 1) A A saAsISe FFAB

[0121] fLedth, API Hetty hl BZb—PMSPEETKTA BE BRERAB

EYTEE

[0122] faeLH, ESRa(EDFLTGE Se JSEE, DA lal FEfA APT.

Mt Sl ist BA

[0123] Al 1 ARPAS AC HA SEAARSEIIA ;

[0124] Bl 2 2A 1 RSESOMES ;

[0125] A 3Ee Ieecccsecoun[0126] 3A 2fEABSLEESASIER ;

[0127] A] 4 JER 3 FUR SAAGESARRIVEELE

[0128] (El 5EES3A ATES TP ESPEMRE;

[0129] Al 6 BILte47ES, SP eySERERSATE

AURA

[0130] A 1 eeASAFSSitsTfRESCVFI FP AS TAY 12 PEEY

Fe 14 MAREYY). A I>

Rely Y14 a]

DME? Y 5HIS

PRELPOAPE IAUR. AT ¥

BZ APT, AWE API Bye

ata

 DdE Jara bvHARRI.

ae alll  
   Fel
Hy]

  
  

FA) ASCARI EE Of
  

  1, BER APL iy Pal RTHALBRE
 

  

4oe ASAT DY, atPE UE ASEf
SINR 

 

    EAR,  
 
 
 

 

  
 

JiAeNaEEBURSA API EI. BRP

CE LTETBREBaEe PIN Java HEIL. APT i

ERE, LARP2 BTTRO BCSEEBREBE

FA NeEkBEHeEWCFTE, EREABY LO 20007a]

“BRR” BRATAeARRA UT A

 

  
BAK

FADEEABL

EAS Dit YY AA 

77idPr] APT, BN AREER AEDA BEY

AE , HERE AE D7 Tal FE AT
 

 

 

H- 
APT PARE, #0 UP aX AEDA ELI Y

SL YESEEA 79REDe a] APT, WIS TEBEA BEeREDCTERA. 
SAA, BaJae APT HY GeeeSCPEDEfie1ARSC(SHPe APT RS He PREYPe 

Y SCPEfiiARZAC VE. HP FRED CUT) API HYSperAall / BPSbaEL 
  

Wei  FAFA
 

 hice1, 7oBe He APL th AY FAN SRAREAee

BREA API ny$eqt

BAP

[0131]

 
HT ERA AL. {Efel API HT ap ZRa

TEALCPREeBRS, BEE SE RSE

WG PEN LE Mi PL, AWe Mh REE wT

Beane2aeAEAATTal Atea       
 

AeOUR, BL

DEH BRAAFP BACHRACH826 DS To

IACIALAN BEVCHL o

FREERASAVE WaarFESERIS. REEIMMA

EHRAPT IK. BeALEfoeeFY APT, BRAS TAD IN   

 
 

 
 
 
 
    RAMS, IaBy   
RayeHeHT YB   

  
 

Sy SM) DN BEEE,ToZRIH1aDY)

 
  
 
  
 
 

  

( Andbheek A

NSE ASHES
 
aPePLEES BANGE Ug BY ill Xz

 
 
 

a! 
mePR  

Fey Aa.

APT F079Bk BAIN BW_ETT

APL (E37, ToZePI 28 ER,

LTECtRTYeSgBG

BBSA ASeea

fee

IPE. On

FERS

  
     

TAS ) ELAS SBUES 2 AB ATERATPTICEEABER SY APT Uy Ta], BESVA

REFEH BOR 12 WASBRHIEAIRS BER, TLETR ABUR oP SEAT APT 

 
 

BhPRDPAY BURBS HY Be-4& APT HUSK ARRASBLTSET: RIESE TasDM SUKPEDVT

[0132]
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DV FARCYce WY—i

MTC » EL EIRTEREREPAY “BE

VAT AFEARSWifeAR CIT)

4AKEDFS Bee, TABT

thiSe

ilil} 6

[0133]

  
 

     
   

  

 
 
 

AA

PRESTR OLPs teBEPRESICRSSPEE AD, ZS i)2EeBR A

ET FEI

my” SEAT BIOUE fo LN, Zs

ry Se» BY EEE OyBURA APL AREAP
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Fl peEN pe PAK EE

BEEPTRH. AraAPI AK Be iil) AM

SH ny) READEBSAaE

WNThLARS BBE UTITERCEE AMT ee4%Lt47 FE

FURR ER AS wa) I128aLAA SCECEPR REAT BT» S22

 

 
 22, ARDa AA DVBA4 ASE, VE HH 2  

 

 
  

STG o BREEIY.A FEFP 14

FAREAUT OL 4%o (AE,fl

Lie     
 

 

 

Shik orFaey, 

a Pe

idE Hill BY SAV4T AY BR EE DYABY AABY 5BRBeSYASBeHY

EUR TG A FEAHySTAadRRch, Sp Java BRADY.

HEBERREPAS B)) BL PRAYBN INSa EARL RYRES

By BeFe OP a BNAEPE PALE, BARCEDYLaaVEATRI

PPEDT Bee 14 FYRSILPACSSETOA ©

[0134]  
 
 
 
 

 

 
FAY APT AUPE HSN, BE ABet

I KATA ) «

 

 

TREISL PSE OY 14 ARYATA 12 TEBIREAP

SEE OP, FREESAY LO RAE BPPAO14, Ge Be4

ARGSEPRALAA 16 tenf BA BREAREA EREAc as A,

DVFAREES. {UGESPUNLIA 16 HRSG HE AE—PREPK A BS

EABUBR AY APT SNURESA (1% API Ab HK

   
 

 
 Fuk. ABE, 
 

  
 

  
 

   
bhi

i) bethi eeTAL »

      

  

[0135] MUR ARTESPALA 16 Tf
 

 
 

  
 
 

 
     HS 2THAPYBeREC ARO)  
 

Yl4. RJR, AES ATEREY22, GFEVV4 ASE, UK BI VI

ARSrA orJT Rea 12, BEEEHa—pn

SH 18S Pee. PU, APEASE.

Hy AEaEPYABe 14ARLI

SP. FETEMESPTEB, veEDF Y14, mR

Ab HefyAS PEEEF

[0136] 2ANG, feeae

Pee 24 Eb PAK,

yy, Blan, FE 73 —

 
as oe

DayOeRe

  
aH-=   

  

    
[EA Joye 4 SH

 
fie,  

    
 

 MBBARELE.

FE HIaSEE 20, FEBREY

BR BESEY BK AE

FRAGERAe Y14. QT

ASERE PE BYIAEC

$4y FFValEAAVES

[0137] 2)

FCSABU APL fe2288 FEBIT

 
 

    

 
 

 
 

AAR HE ) »

Efi APT.
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GSESBALA 16 7° AE IE BN DTTEaBa    EA
 

Ay ARMSSEFBALA 16 fae BRASSA Aik or BR
45

hash Sty ( WO GR BR ARALSs (hash) Sy: SHAT)

7 (hash),aSeH Ag

ran

1,SaAyA

AKEVA PEP Y12 AREERREO ee 28 wh

ASAE AASRSSESIMARS BR PECR

Se UePP, 28EE AEYAPY22 FY

WL, JPET AB IEHeABENE ORY DAEfayEe

FZBAEEAAREYFL 22 RASeH 28

14 YEEUy a] BERS) APT FEEPEZT 2

DY Bb Y22 3eeHb, (HV

rik, BESSTEEARETE Y22

  

SEF REG 18 tO  
 

et TE Py
BE WEB AS

 

 

 
 
 
 

  
 

  
 
 

ATIA 
   

LAE» BY feZe We 4ETAT A
 

     

Io ER

RAE ISLFE

CFG AREYARE 14 Al

earns

HtZRELIS (hash) , PANE

2 GUN FPAEETIfaeAa

FE DN We 28 ICR

Pyi PBABEDY A BS

TLELSFae SSAhEe

FesMDOT BERET A ad 12 SRASSEN

MYEY,
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EPARTI), BREDAE 14 8)FET E

1 2

145TH) 20 FADTSELA 16 TRAPANI SETA 18, FFAE
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BLAHZAAR CARN HE). PEREAREe 28 Lo ARPES OTSRE

PS SE IMELAL, FEDFH 28 1)EEESRT22 PERTBe14 SARL

(hash) , FEB EAR SG (RIS ERAT 16 ABTA BS BCSE, FE AB SEZSFEStGH

20 KTVK EE AESSULA 16 tALig> (hash). ASEAERINAEL{aS (hash)

SREMBPSPRES INARELT Chash) BEAT LER, BUR ARELTA(hash) FAH), WISE BR

Fei. Fab. BREEDPER O14 BREE28 ESAT. SPOFA AVAEE BRTEAR

APT. SUEPTR, ANAC AES BRPkRESEHEESR, LFSH

SPTFR, WL BH AKIARSSIEAARSE

[0138] A 2 EBA LO RASESPIFEA 30. PIN AARR 32 FPR, CE RR

34, BRAL | AC TA A iaEE7 Tal BURRAPT BCR BURY API BS PEPe CAPI BEEe A) ASAE B)

We5BRPIVA REY Yo SOEPTIA, BeaneENHeeAB APT BYApBURR PE SERE,

AEARTEIS BETEBad AigBETLE,OTEET BEY. PEZEER 36 PY

FABER Y FARR RIE Ac DRESE WeBIEUAN, ABa,BEETAS

TE FY 6 RPE, BRAT PACT AT CEMAARSESEZAILBdSRETTFPYo

— ALBERDAe Y “SePAAEB, WU THYZED BR 38 EIRZAGSEFRAILAY «

[0139] (EAP ER 40 All 42, [RNG AESEEAAAae PKEABOY, DTee AkDYEF

ABUBR AN APT, FEE HE Fe 52BIBiEPEPEae 0 PRADESHA) ZED)

He TA TE FRFEVPEERI APT, GLH, oeEYA BEAC), FA OAPT

Wal AY) 132 78 RUE ARVSE,SeEYHABE,ee

WENRIS, FUPRAGMGRSSBoiSheALESHE. BeeS

ARESFRAALES FUSE AC PA SN, Be A 5S HHA

[0140] WAR ARTSRESPAFSE E Y, BLA PE DR 16, PES,ARS

Hh WR, BAOBRARYR BLTe, BeeeyAPEAY SARLs

(hash) FIGFUSER 18 rE. SEPIRESA 3 A 4 HAR. ~~ ARPESSE

EBayWM BI AREVAD SER OY, FSBUSES ARREYBe DUBaHESPEoR

48 GRIEREFACTA. PRa BREFEACAD THESETSEDVY REICE

BR 50) ERAATUE. BURRGSSPSLPTaREIEeYBFSAeDtAIGSIK

CEFR ACTA ( 25 BR 44) , BREF? OY IBANE Dl SpREAEAT APL

[0141] ZEST,REACTFEEIBYARES (hash) 284005

ZEEEISONLAA, BC EASE Pa ig1GFGREEERPEIYo GRREIVPee Java VAN

Fe, MAREAKAib*. class SUFabelfa Ss (hash) C/E, Adl, SPY

FAPPAEE CEPaiOeeKYE VEIN, ASTRATeOC

Bi OU. coa HT(LPR Fagelas (hash) RIEAEETE. BREEaT

EY WASalfas (hash) BRERA, BRIEAaFASNeyPREEN

FREEAMIB SEFRONT.ERIMAL? Y ISASEL{S S (hash) SSPAe2845 18 —xe,

HYFSR PRBS SE SRAMEES URESFT LEEBEY BRASIRS

{RGAEFELASA, BBAFiatATibeSTEAYFIRAESeee,LIASRC,

(GAREL(AS (hash) YEPE,ASATAES Tad ETH. RRRES BETRP

PMT AR TY AY fad(ASPEGAS TY BS BES, REA BE EDN Do BP AEFGSSFL ARAY,
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EAAEAEAIBETTE: © PRIA TRSKTHRE9) TS BIB ASE PRSEFLegBE ES IN

TEAR AAR FR od VE HT BK PT DY A Be PALIE,, ty SeBRT FE AS TE ARESL4) VAD

{7 RTA AD BH PANU, FRGSEPPAA LS)1) PUG DD ekesAESREAePT a —2BR

RI API.

[0142] EPSSETI, PEPE OY BGR ACAST OPEAL, PEPE PILY

YY TyTaeeS AUER AY APL BORE EeES A AeoeaLEY APL BieSe dee FB BaTHEY APeA

FRI API WRBBN TH ZABRITVPS2 LEPA. ATL FP ZRED, IRST, BY

2s a)FP18a) APT AESAPte RB eBeeAS, BR TEPeee

23 AAHFTPePSA,SP BY ZS]JT PREEREVAPT

CAFEEK AEDA BEPea82—PE REDEELSBASPEELPE ZS

fall FET TAD RE BcFvBnAE, (ELAS TRY ISSeUSESESRT 5 AS TRIZEAL

AK

[0143] Al 3 kai 62 EARNERS 60 KITTHER. ARS 60 ALARHAIUAL 64, —2H

2K AT DYB® 66-70, —29, API FRRPE 72-78, FUME 80. DHE A 80 RearLITA

Biz& 62 EAU, ETT) EREDAfal. PG, DVAEA)BLSMF 82, FBR)

BePETE RAE 84, RZPREAARAY 86. Fes API FEYAE 72-78 eeeG4APIS

SWAP GHASCRE, lon, 7S API PEPPER)LGaSSeA

Paeae LAY APT.4S APT FETTER RYLSTeSeon& 62 1heaeisFU) Hee LI

KY) APL. fs—P API EVEA]OLRTA HBSoHBRE ARSE 84 UAT AIRSET

HY APL. Yb, 28 APL FERRE 72-78 BH)LFAREY APL 74 $78 WORE, foog

eS THREA. tyLSaIeAMERT APLRee 72 $76. TRE, 24

BEDBA 66-70 BETCLF SEAY aKEIAA66 Al 70, ETEI] —TPBPS

I APL, tee]GAREEDVPY. £0 68. BEPUAL 64 PSC HE ALTA AZTNAI A

br, il Sun Micro RAM J2ME™ (Java2-4G, Micro Hi), EPH Banks 62 bkLEAT

AUEREDMHI LAF 66-70, FFFERTEIFE 66-70 BEBEBIAAPT FERRE 72-78.

[0144] RPEDVT PR Y70 ARLESET EYEEBERETREEBHT

DEFG SK Bon FY BR EE DYSA8BE EYOE 80 LE SAAT ARPETROS FY BREY

FEY, ~PERPESbp VA 94 BPkeSAE DVSE96 LEESERHEDYEL 66

BK 70 A, t-Bu52SEH 96 ALAA DV BY SESpetH 94 AB DY BURSA API PEPE 71 BK 78, EEK

EVFA RLY X BOREDVAY? Y SSRAPI. SivekAPI FESR 74 Bk 78 BH)Ltt

BM2PS BURSA API. TE PASFR ATI,EESeSET 96, FA TE

APL EPPEE 74 B78 AREAAPL. BESO PRUE 94 HY LAE BRE — Fy aea, aCSEee

4S 96 SRxe API PEREPE 74 BK 78. API MHP A 80 BRHigh 62 KASAEAME

[0145]=APL FeFeFE ATS AEKE SABER AY API AY API] PEPPER I. BESLGUR AY APL BY

API #8Fee 74 #78 YL IGELFIASFE OB 88, 2S A SEAa20, FUSEpWFT 92. BF

PURGE 92 TRIGAH INTEE EREYA 66 Bk 70 PINESbp, FP REEETLTEBeAE

‘7 96 55 APT Pee 74 BK 78 PRR DEAL. ZO BRA 20 AAD TRETALAS PRR

HEAas6 18, FRGPEEF 96SME FREAEB 88 WT LAACARTY, Se
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AES AN BEENBPP, CSSsPEoheeLE, BAAT,EEaTSE OX BOY SEA

DRURY API IN. EEAEBAbo

[0146] PEPE, “SSEAEREIRPE 68-70 ( 2)ll LFEH flUY APL PEFR PE 71-78

IK EREIA REY XZ, BY) eeBASeeLIN, MES64 Be PAOg APL FEE 74 Bk

78 AKANEES 96 WIFE'S. PCH,FAEPDL 64 (AH) 4 API PERRE 74 OK 78 PASE

SERBURE 92 GES AREYSLAPEeph94FACHE ehAEE96, BU

UATK AEEHESCFESHEE96, ABA, WEIL 64 HY ZS HY8 20 HEH

SEE, SAIS. —A AIGeZ96 BLTHSE, CEDUT AREDSLX BY FEPalRR

KY API 2 ail, WUGHIAR SARE EB 88 ONAe |. BU, HEIR SEAT ER 88 FTCREATAS

“FAR Y BEARIa] API PEPRE A”, FFE DD Il Beie2FSRLHE Be AET)AK

APL Wipe #3fil.

[0147] 3A EEABI62E, 62F Al 62G LAISTRA 61THEA. AB 61

LG2AohIE Ng=62k, 62F F626 ANPP. KeaSEKPE

Fe 70, tsFRBTDHA BEE Y, DASARDY PRE Ae bei O4E FA O4P WARES OGE Fl OOF CLIN

BIZEDA Pee ke. FEVEAITBE 61 A, FBEe AAAKY BEX) 94E/96E Fl

94F/96F, FAMFEA ie 62 WAYS. API FERRE 78 RAKE A 80. WEREShp WA O4E

Fl O4F FADY |RED62 KANT AY SD, BDA, 4SEAEIPE70,FBBE7 Tad SBR

I APT FEITHE 78 1 2aRESeREDV BY? V BS BUAe 62E EY, BETUAL 64 BAi

brik O4E SEPPRIAGT 92 FADL AUSEAAPI Pee 78 ARIETET OCE SURETHK

(EDAD BERR 70. TPR, “SESE REDASe 70,LFSEABER) APL BPE 78 BARK

{TIAA YY, ReBIEI 62 FIN, CEB62F PAINEIL 64 Wy API FEE 78 BA

BPAOOF FREAKEAPe 70. (Hab, TERE TH HlAY API BEE 78 B28SEK

EINE: 70 AEEABY ReBABPAc TD ARBSBENYBeHS AY

3 EIN, Bl 3 PRie& 626, 2% 646 PAYREAL 64 $eBUITEINOYSRE

4, ALG TT xeHEE 626 Lyin] APT REPRE 78. MBIT ARDY OT BABE, REYA

Y AISA eRAEeT A 2PEith, UEPeBEY) API SEBDUEL

EAGLESEEZAP AE YAS TAD BAY ae26 4) RAS I]ESer:SE, PAM, WeG2E HY Ee

SR BGA Ae i,MOAT EATBURRS) APT ASBDOES, A TEEDV FePeEAT. BK

(EDA BePPiaWi fal API. flBe 62F ny)BERAA aE"YE, 1H 626 TYBeaA KYA

RRAPI SEINE. {RARRSASCH)LR (Ra),FEIEL, RENE

QO 70 BN BET AS BB oP CEBEE ASEEBOYATSETE BRET

FAIAEBSEDASBe PS BAES TAEISOY YBPEEeHEATTE

ATES AATSESE 6 IBREABRSESeeS5SFESESEBe]_E

UATAHA

[0148] Al 4 YRFER 100, 205A 3 A4RIBASRAMPE. PER 102, VED

FA MEP AS TAByeeAREIeeeEE, LRFBLReK

jvFPLFe:FSEF ad CEBERAPT OK APT AYE (2698 104). BR, BA REY

TREESAPATHESE) APT PEPPERIFBUT (AP BR 118) , BURREIT227)

IEW APL, IBA EAPBR 106-116 HP, HePPLarEaHEYPe51FdRY
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APL ARAIA BOSHEo

[0149] EJBR 106, REF ALANMBURRAPI PEF7e BE TRSASE20 FIERINGE 92,

SERVATT 92 PE REIULTE Be BR 108 HAASE A reEREPREBOES

DVN SEShp UA 94 RADY GORTTUESBETTSERONLRA FL7Dad aS

HA APT, JPaTEREDPER 116 PRT. FESEORARE

96 AIAEDMEDAeosaER BRDAReTBERY APL A AP) EEE,

{AB]EVAUG al APT BRPPPS A Bee lA Bay. teRB, “SARA,Fy

ayABEAR GER PewillaBREA26PS BRRFDYA

[0150] ARAB BUR ES APL PEPEEeES 96 DBEEVAeeSFSAL,

BDA , REFUN LAR ZSFA20 SRYEIBSE 96 ANSEPE (9K 110). KA)A_E

FHI ENSE7SEN ESREASERYo GOREES 96 ANSEL SE, WUEY

PeBeASRIAA7BBONETA his child 77 Dad BURAPL ( 2852BR 116).RaTEae

PLSK AN, WIFI FAB 88 eaeEAPRR LL 2 PN, BEBREPEVP

bal BES A APL, TPA AS HA RATok2c ee RTICBR LL) 6 “RAP

ABP PESEPIL, TE 112 BHRPZ.eeaSEERR 104-110. 4

APR 114BoeeAAEABASPE BBR APT BBE

fie (79K 118).

[0151] 5 ALPE. REAR 3A AGESALAN TS EE 200. ZEAPSR 210, VARY

FE ACTA LAFF AC TTREEEE—PERSPphehHSBRET. A hr

We HYFSR AS I Hiee2d4SI]—aee2d2dCIS,J

FORY HI SE SeADEERAEA. “CA”iRAISESERN. Bl

U0, RTTATAKENPRAESIAeBie. PRA RES

MBERBURR IN APT UE26SEAA DA aPSALIBD PE

PerlFp e7> PS Canny APL WieBCRRASS hk, HIEBDAT OAPI PERE Bb

WeEXPESC He BE BRIEAIREYaPEL AtteET, IL oeBD

AE AUNAPL PEP

[0152] FEAR BE 220, %}—7FpTRISSEFPLAE ABe BoER, A

PoyEVFGEV8EDVPEPARLf(hash). FPA TA bp AFT, DL

>o—4S 8 brieHVAT, EWRRESAY Bich. EAPBR 230, SEPP LRAT Ba |Ae Te BK

thE 235 Heidk, DAGEeEFA220. 1—BAeTARTTOLESR

A, PLO FE ACH FERZ NHHRUEATTET PA 2TEHISS EETa2REHE

AEEZRAIS. BOR IP ACTA A HT TY. UIEPEER 240 FPR. (Aa, MORIAAR

fri» UTEDHBPaFRA (250) , IP AN RSESELSE BLE FP AC TBHE BD RY» UA

BR 210, SPAULA TE Wy PeevdA77feHs» OE beAaSeMOReeaFY

Fee1 A ben WARES BbFB 48 245, WOReB A peA, WEaBR 260 PREIK

BALIN FA REE ASEFFAEMESKEA(ELSPA DoBE

DAREAAS ) URIBEAR (6BE 280). (ERE, We A peeeEEBR 240 PE

PRB, WARREN PEEEBR 270 HRFB A, FEARRREDBEERET

[0153] 7(aL, BUR FpSELBe Se) 5 TT RAESG a),AABN
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BEEPBORLA AMD 
 
  

[0154] 48K 4EDVD  
FEATAPEROETTIKI. BB A. AE SYYA BeA 
TABOR SCH]BehaeIAL» BI

HARES IE AR Tal» PERCPEREE, Wc 2hafigWPAE J)

RAE YASBtREAEFE

EH MASE ASHAfi

HooTDGROPREY ©

NUR Pe AEAB

  
  
 

AEDYEHSAAT. SFA

“FSO. Pill ho Fe] HAES

[0155] BL AR SE

FPF ACTA SEH

 

 
  

 
 
      

 

 
AYA PSEFPASBC

APT BT fa) aeHS

[0156]

  
  
 

FEE tit
 

       
 

610 RelEefs ee.‘BDA
 

 
 

      
IPLA

BL, 4HR

[0157] FZ

IAAI BE) ©

BAC TA HEIN Wes  

Eee

AA

 

 

REPRE RL  EGMAy By, PESACHASS AL SWPEAK

12/14 He

 
FF Ae Pal FE I] 48FRGAEEL, AYSE ABESL BY 2, DASESe

ATETBS ETEK LARTE bseeRBReCTY,ABE 
 7

 
 

eo Ak etrss TyT

 

PAS rel 51fat BeEB 

bettt SEREe,EY

|DAGRPA

SEPLRA

  
 

 
   
 

WE

7 Wa] el BS AK PE DY 
 FaeTYAANTE
 

 
 

FrTRahbie    
28PR. OO

 
47»WBABeth FY Il AEATIAH AK  

  
AR VR ak» 12G FT A 

 

 

 

Ley   

=F Ey DYBB)

» WBA Be AESIGABREIBIWAR BLS Cha

AAPEE, FRASPT,Se LEARSEPTT SEANA, EPEE

EDYRPGy in] APL. ZEA

BTEATSE 

 
 
  

 
 

“AE vel YY EF oo4LEA

sh)

  
   

  
 

 
 

  

UATRE 

Ey AE 2B ie

EAA AYA

HL Be IAS FS PRAYSEeA

FAS) » PAST rfty RE: Lc 4807ES ShPsil) es BRil

A] 6 AbAS SHIHa8 AEA,FPSAESRAMTIS.BNa

Frid,

    
 

    

ALSABEH» TKLE
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Be Sp   
(LO) 613, FAch SEE BEL fFMTL=    2 GLL WSRRTESySeCE 

 

 
   

    
 

 
 

 

ASRL

WeaHEAAEVRBR AA,AP TF

Hil, ACBTR PS te2%NCaeaBNHLFE)

Ete #& AePEeHeGHI ALaAB SE 611, EE LEUL 612,

PAL 614, FAAA—PBSe PRAYBY PBBPE, AZ A 7c 616 Fl 618, Athpews Ah

A SAbEESS (DSP) 620. WaEKA ASAES, HAA

LEREAA. UU, JETTA& 610 TT 

4s, FGA14)FR 611,‘ ETTKE Mobitex™ Be oiM{Ee ABDataTAC™ BAeRAAT. 
 

   
 

 
 

 Ve, mF J

[0158]

wet 610 HH REPieASSMETRBTEPEY

46610 KARPak. RL, GPRS HAZE GPRS PETESERaCRR).

YOA SIM-K,GPRS WeeAERCFETTEA. ARSCIA Co

ETIN RE, FLFBIa. BR SR OLL” HK

 wes,
ayya PKA SIM.

AA) onDies

      
   

 

         
   

 
 

VE, (AB HH 610 ANBE:

 
  
 

 

M24 619 ESE

 
 

 
  
  
 

RONYe610 FB]SAISO) ZACALS (GPRS) JAA)KZ 611.

Px) 247 I) BER1 Bis PA 2% 919 ASRAIEAL, PL, Mobi tex FU DataTAC 24, 4% 

EH 

 

2% 619 WCBSiSTABAIL 612, EH

   

ANP UY IB PEAVEHE ATESRI TE.

[0159] “482 RAY bd 2YE

fafaSs. REE 616a

TA,

fio EWCSs HYEEHRTE

DATAERAS Ab HEA IN aS
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Pall LAfey

tlASA, FAT AAC614 (Fe — RAZR,

44 F GPRS P23 +H, ZRLy pal Be

1}

  
    

 

 
       

IeleLSE RKIN, WEG 610 FY) ZEDIZS 619 LARKAPE
site

H

 
  
 

 

HOLA
 

SAT =

 
 lAfenTI] ZE DSP  

EASA, VEUR. CKAMAZE 618 FERSZS 619 EfeHT.  

[0160]
 

  

FH ACH AL HE AS SELerfa 7S ASA ain.AaetZE DSP620 +H SEALAY A

Thi»
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[0161] te 610 TLCFEWEAL 638, EPHPRELE. DRE, RbEee

PRA Fa Pyea» ULa od ARE OL L SAT. AUF SE 638 thySh)RSI, OO AS

we 622,147 624, BOULTAITfiat (RAV 626, HBA / Sart} (1/0) 2)BE 628, AAO 630,

SEAL 632, taah 634, BGCA 636, FA TEIN (aatRM Se 640 FEATIY eeaRMSE (BLK

642) BEA. API, FRBURSIY APL, eeeZEVEVE Uy ASR=SERSPE,

TEV610, HERERAEeES 6 BRRO.

[0162] A 6ANiSELESSa(EARIAE, meadREHE“EY”

BEMEASSIAE. BEA AY Ab, HEHO oyAe, (ol) MBBA 632 ALLAN AS 622, BEATAASih

tAKATA AE. UTASOAS ALES F(R28 |ett, HeA PaEE,Ge

Ae WEDBo

[0163] Ab HES 638 AT FAINTER IE AR 2c4AEYPeTaIELS APT OSE

AIKATETihs» OIA AE 624, EA]Sefib (ROM) BRRDSAfeFc CARA HH) o Mb

Py AckSR, BEE RSE, STIEAAe, BCE AE Pa op fsBS Re BI)2gH

fir (0 RAM626) FP. FeBCAI AGENIMUfefaSo IRA RAM620.

[0164] AADHAS 638, BRT AUPE TE BASED AE. REDD ICBUTPEKLEI. fi

re FA — 20DS8 asBBE AS AYBEE Ce22aATTSSfeVA B® YZ)

ieBATHAE610 Le. AREER ALANEYAaeDSAfPE (PIM)

Rely, AyAeRAeOeRePyeeAB.(AANBAE,

SE, HEP BE AVEAESIW. GR, HERESLPRSEPESAEAHW, PAE PIM 2

Pelt A feteERLE AA PLM BYBIRCAaeeZPd AIKPFCLE AB© TE

—PheSeePAP, PIM 28ct, Do atiotFc Be PA 2K TCAEPeSE.AAT, DEff ABe

EVRALARSAAAA6ASE8BWEEFBBeREHh

Blo TROT SEHNLAREALEBEFAS8TPALREUTA SR

BE, FutEIREAEBEDBee, thyel bd 2% 619, 4A 1/0 2P ABE 628, HA LI 630, he

EE PSi ri ad BAe 640 BALATILE AiGaRt 642 BIH 610 EF. Tee AATLAS 638

HYEAARET, LF Pm” 1teSE POLEAPT SET, CHEEPEREI

GSAb FH at 638 GUTAL / BOG Tal CRATEBY APT BEB ERAEBBE

Fe AeFr]METe7 AA. FP Be RERE.ARRERe.)

Ui, feESE(a NFRP)1AeH O10 WaERS APT FUR(SeeaEAR

RIS) (ARAN) BUSIFRBREALESthSSNTBE

[0165]=ERAUS aS GORROCAOoAE bdi,oPAEM

SLIPATAAbSAS 638, THE— ZEALAUSIGS. FAT HH BI Se SAS 622, BART HE BUABY 1/0

BE 628, Bes 610 KU HE thyHBS632 PARA HRIL, Gy HBPCHABE 632 ft

FeABeBe HELRY SB)SGtit, Ep ANHE 622 FUGEEA 1/0 Hee 628 HAGA.

TORE RS) AM ABCAETARE O11 PCISSeA.

[0166] XY JI,1H 610 WS RREAE AEAL ABIAL, Be SOURIS(SRaT

tarids, AON S Hae peel 636 peeob. TYPEPRIN PS eeeeea 1/0 2p ARSE,PS

Kidako}BAth] FEV610 ESE. BAPEe(eSaTEe AIFs 634

SEAMEN, (ANS 622 HuyHACEEINE AY Dy Et fo, INEPSIT TP), BRIApEATe
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Au

[0167]  Al6 PARA 630 WheteABBE (PDA) Aa(aie he PSO, “EY

GAA RIESEL CARD) TA, (A EEFeePm 630 PEFR REEb

tseirBKAEBT? heePileeei, FFeB PASaotDc Beafd2TEaEP

BW 610 RY HEE WARTT TARRBe78BP TaneS BeTeaPIHE, RR

WY SeAH]1AY IEBe TEaaTC8JLYT

[0168] AHERN ao}St 640 EIHYREMI BIT,EH624 ALAN TAI IY FR oeBetH

HAI, GIFRaBARS. PU, oPRS 640 H)LEALyeaAEY HLAQ7

{F, #& Bluetoorh™ ( WEA) iifRest, DEE 4g AA IR] AE0 BA AR SEAT he PSa A

[0169] FAFA IAA SetePEA DYAERASAG,SEATIA. ANBA

MEA Ah Beobi8FH AFESAEOBPPRAAS BA PEOeaOea

MI. RRBOTTI, ESSABORA3TBAAAS lel, SPREEFSAE ORBP

SCTEaASE SEEAaRDReTTVLE

[0170] AN, “SE 5 EB, (ECR 250 FRAGTOH PRIN, SESELR AY SERIEAC

SE — Fy TR] BCS We Ha hl)HBELAeS)aEESERESHAR TRE, BOR HE

2 WR 270 FB 2G KEYAS BBIRREESEL] FAM2 AB TR] BS SEL

Ke, TRAP RINEPEASEw) OS 5 PasWe. SE Me EHAeSBSlee ok

PpPALEY CAPER 220) , ASHHEI IE AS RIOR AA osSEALY AY mk, 2 te AS TASEL

REITTZEIBESET — ALARSEALAA DA SEikefe EOCAR, Gb Se RSET

ae BAM TERNS SEELAY [SEse, DAeeBR 240 TEA PEREBie2% Hy Pic Se AFE Jey

—AMEEAEALRZE Fo

[0171] HEAP,RFITPEYA Be A EB3, TEAS ACH A TRSEESEAM EAHTY

FACE Bee TT ORINaPE, LG HAS BR SRSATTIRSOURS, FU PRAM Gy ee OE

WEE OEE TRABeeBED,SAa, PRTEWR HEHE

TE)» PREDPPESERREBO. Fy BEARANABERTERIOR

SAM Apis, (aBTPETSETEehEBTZA. ESRIEPREPETSET RPEAT BE

eeBSTEESSBT fo)MRBe 2SopTASBCRI5 PeHEFS
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D-80298 Munich F alitiO})} vei. (+49-89) 2399-0, Tx: 523656 epmu d (inclontensonoFti limits): 1 (+ 49- 2. 4465 . me limiFax: (+ 49-89) 2399 Tel. (+49-89) 2399 2828
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WRITTEN OPINION International application No. PCT/ CA 01/ 01344

I. Basis of the opinion

—_ The basis of this written opinion is the application as originallyfiled.

V. Reasoned statement underRule 66.2(a)(ii) with regard to novelty, inventive step or
industrial applicability

—_ In light of the documents cited in the international search report,it is considered that the
invention as defined in at least some of the claims does not appear to meet the
criteria mentioned in Article 33(1) PCT,i.e. does not appearto be novel and/or to involve
an inventive step (see international search report, in particular the documents cited X
and/or Y and corresponding claims references).

If amendmentsarefiled, the applicant should comply with the requirements of Rule 66.8
PCT andindicate the basis of the amendmentsin the documents of the application as
originally filed (Article 34 (2) (b) PCT) otherwise these amendments maynotbe takeninto
consideration for the establishment of the international preliminary examination report.
The attention of the applicant is drawn to the fact that if the application contains
an unnecessaryplurality of independent claims, no examination of any of the claims will be
carried out.

No

NB: Should the applicant decide to request detailed substantive examination, then an
international preliminary examination report will normally be established directly.
Exceptionally the examiner may draw up a second written opinion, should this be explicitly
requested.

Form PCT/408AE1 (EPO-03-2002) P20722
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PCT

INTERNATIONAL SEARCH REPORT -
 

(PCT Article 18 and Rules 43 and 44)

FOR FURTHER $3°¢¢ Notification of Transmittal of International Search Report
(Form PCT/ASA/220) as well as, where applicable, item 5 below.

ACTION

internationalfiling date (day/month/year)

20/09/2001

 Applicant's or agent'sfile reference

PCA-0445
International application No.

PCT/CA 01/ 01344
Applicant

 
 

 
 
   (Earliest) Priority Date (day/month/year)

21/09/2000  
 

 RESEARCH IN MOTION LIMITED 
This International Search Report has been preparedbythis International Searching Authority and is transmitted to the applicant
according to Article 18. A copy is being transmitted to the International Bureau.

This International Search Report consists of a total of 3 sheets.
itis also accompanied by a copy of each prior art documentcited in this report.

1. Basis of the report

a. With regard to the language,the international search was carried out on the basis of the international application in the
languagein whichit wasfiled, unless otherwise indicated underthis item.

the international search was carried out on the basis of a translation of the international application furnished to this
Authority (Rule 23.1(b)).

b. With regard to any nucleotide and/or amino acid sequence disclosedin the international application, the international search
was carried out on the basis of the sequencelisting:

contained in the international application in written form.

filed together with the international application in computer readable form.

furnished subsequently to this Authority in written form.

furnished subsequently to this Authority in computer readble form.

the statementthat the subsequently furnished written sequencelisting does not go beyond the disclosurein the
international application as filed has been furnished.

the statementthat the information recorded in computer readable form is identical to the written sequence listing has been
furnished

Certain claims were found unsearchabie (See Box 1).

Unity of invention is lacking (see BoxII).

OOOOOOO
4. With regard to thetitle,

LE] the text is approved as submitted by the applicant.
[X] the text has been established by this Authority to read as follows:

SOFTWARE CODE SIGNING SYSTEM AND METHOD

5. With regard to the abstract,

[x] the text is approved as submitted by the applicant.
LJ] the text has been established, according to Rule 38.2(b), by this Authority as it appears in BoxIli. The applicant may,within one month from the date of mailing of this international search report, submit commenis to this Authority.

6. The figure of the drawings to be published with the abstract is Figure No. 2.

I}as suggested by the applicant. [| None ofthe figures.
[X] because the applicant failed to suggesta figure.
L] becausethis figure better characterizes the invention.

Form PCT/ASA/210 (first sheet) (July 1998)
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INTERNATIONAL SEARCH REPORT ; - oa
| i national Application No

PCT/CA 01/01344
CLASSIFICATION OF SUBJECT MATTER

Tpc 7 GO6F1/00

Accordingto Internationa! Patent Classification (IPG) orto both national classification and IPC
B. FIELDS SEARCHED

Minimum documentation searched (classification system followed by classification symbols)
IPC 7 GO6F

Documentation searched other than minimum documentation to the extent that such documentsare included in thefields searched

Electronic data base consulted during the international search (name of data base and, wherepractical, search terms used)

EPO-Internal, WPI Data, PAd

C. DOCUMENTS CONSIDERED TO BE RELEVANT

Category °|Citation of document, with indication, where appropriate, of the relevant passages

WO 99 05600 A (APPLE COMPUTER) 1,2,6,7,
4 February 1999 (1999-02-04) 12-15,

21,26,
27,29,32

abstract; figures 5,6,9
page 6, line 1 —- line 15
page 19, line 4 - line 14
page 20, line 19 -page 21, line 4
page 24, line 6 - line 23
page 25, line 23 - line 26

11,18,
19,26,
31, 38-56

Further documents arelisted in the continuation of box C. Patent family members are listed in annex.

° Special categories of cited documents : . . . a"T* later document published after the internationalfiling date
aan a ar orpriority date and not in conflict with the application butA" document defining the general state of the art which is not ‘i nee ‘

considered to be ofparticular relevance cetunderstand the principle or theory underlying the
“E" earlier documentbut published on orafter the international *x* documentof particular relevance; the claimed inventionfiling date cannot be considered novel or cannot be considered to
*L* document which may throw doubts on priority claim(s) or involve an inventive step when the documentis taken alone

whichis cited to establish the publicationdale of another "y* documentof particular relevance; the claimed inventioncitation or other special reason (as specified) cannot be consideredto involve an inventive step when the
documentreferring to an oral disclosure, use, exhibition or document is combined with one or more other such docu—
other means ments, such combination being obvious to a person skilled

document published prior to the internationalfiling date but in the art.
later than the priority date claimed *&"* document memberof the same patent family

Date of the actual completion of the international search Date of mailing of the international search report

12 April 2002 22/04/2002
Nameand mailing address of the ISA Authorized officer

European Patent Olfice, P.B. 5618 Patentlaan 2
NL — 2280 HV Rijswijk

Tel. (131-70) 340-2040, Tx. 31 651 eponi,
1 Fax: (431-70) 340-3016 Powell, D
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C.(Continuation) DOCUMENTS CONSIDERED TO BE RELEVANT
Citation of document, with indication,where appropriate, of the relevant passages

EP 0 930 793 A (TEXAS INSTRUMENTS INC)
21 July 1999 (1999-07-21)  

 
 abstract; figure 6

page 15, line 54 -page 16, line 5
page 16, line 32 - line 44 
 

 
  

US 6 157 721 A (SIBERT W OLIN ET AL)
5 December 2000 (2000-12-05)

 
 abstract; figures 2,3,5,8,14

column 2, Tine 27 - line 65
column 11, line 7 - line 19
column 15, line 23 - line 41
& AU 36815 97 A CINTERTRUST TECHNOLOGIES
CORP) 19 February 1998 (1998-02-19)

US 5 978 484 A (APPERSON NORMAN ET AL)
2 November 1999 (1999-11-02)

 
 
 

abstract; figure 5
column 2, line 41 - line 60
column 3, line 44 - line 57
column 8, line 17 - line 25 
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EXAMINATION REPORT

(PCT Rule 71.1)

 
 PATHIYAL,Krishna K.

RESEARCHIN MOTION LIMITED

295 Phillip Street
Waterloo, Ontario N2L 3W8
CANADA

 
  

  
  
 
 

 
  

 
 

 Date of mailing
(day/month/year) 15.11.2002  

 
 

Applicant's or agent’sfile reference
PWO-0445 

 
 

 

IMPORTANT NOTIFICATION

  
 

  

Priority date (day/month/year)
21/09/2000

International application No. International filing date (day/month/year)
PCT/CA01/01344 20/09/2001

 
  

 
 

Applicant

RESEARGHIN MOTIONLIMITEDet al. 

1. The applicant is hereby notified that this International Preliminary Examining Authority transmits herewith the
international preliminary examination report and its annexes, if any, established on the international application.

. A copyof the report and its annexes,if any, is being transmitted to the International Bureau for communication
to all the elected Offices.

_ Where required by any of the elected Offices, the International Bureau will prepare an English translationof the
report (but not of any annexes) andwill transmit such translation to those Offices.

. REMINDER

The applicant must enter the national phase before each elected Office by performing certain acts (filing
translations and paying national fees) within 30 months from thepriority date (or later in some Offices) (Article
39(1)) (see also the reminder sent by the International Bureau with Form PCT/IB/301).

Wherea translation of the international application must be furnished to an elected Office, that translation must
contain a translation of any annexesto the international preliminary examination report. It is the applicant’s
responsibility to prepare and furnish such translation directly to each elected Office concerned.

For further details on the applicable time limits and requirements of the elected Offices, see VolumeII of the
PCT Applicant’s Guide.

For the purpose of deciding whetherthe claimedinventionis patentable or not, the elected Offices may apply
criteria additional to ordifferent from the criteria on which the international preliminary examination report is
based (see Articles 27(5), 33(5)). Additional criteria may include e.g. exemptions from patentability and the
requirements of enabling disclosure and ofclarity and support of claims.

 

Nameand mailing address of the IPEA/ Authorized officer

European Patent Office Koski, P
Oo D-80298 MunichTel. +49 89 2399-0 Tx: 523656 epmu d

Fax: +49 89 2399 - 4465 Tel.+49 89 2399-2709

 
Form PCT/IPEA/416 (July 1992)

Page 255 of 1415



Page 256 of 1415

PATENT COOPERATION TREATY

PCT

INTERNATIONAL PRELIMINARY EXAMINATION REPORT

| (PCT Article 36 and Rule 70)
 

Applicant's or agents file reference See Notification of Transmittal of International
PWO-0445 FOR FURTHER ACTION Preliminary Examination Report (Forn PCT/PEA/416)

International application No. Internationalfiling date (day/month/year) Priority date (day/month/year)

PCT/CGA01/01344 20/09/2001 21/09/2000

International Patent Classification (IPC) or national classification and IPC
GO6F1/00

Applicant

RESEARCHIN MOTIONLIMITEDetal.

This international preliminary examination report has been preparedbythis International Preliminary Examining Authority
andis transmitted to the applicant accordingto Article 36.

This REPORTconsists of a total of 4 sheets, including this cover sheet.

This report is also accompanied by ANNEXES,i.e. sheets of the description, claims and/or drawings which have
been amended andare the basis for this report and/or sheets containing rectifications made before this Authority
(see Rule 70.16 and Section 607 of the Administrative Instructions under the PCT).

These annexesconsist ofa total of sheets.

This report contains indications relating to the following items:

Basis of the report

Priority

Non-establishment of opinion with regard to novelty, inventive step and industrial applicability

Lack of unity of invention

Reasonedstatement underArticle 35(2) with regard to novelty, inventive step or industrial applicability;
citations and explanations suporting such statement
Certain documents cited

Certain defects in the international application
 

Certain observations on the international application

Date of submission of the demand Date of completion ofthis report

18/04/2002 15.11.2002

Nameand mailing addressof the international Authorized officer
preliminary examining authority:

: European Patent Office

d) D-80298 Munich Kerschbaumer, JTel. +49 89 2399 -0 Tx: 523656 epmu d

Fax: +49 89 2399 - 4465 Telephone No. +49 89 2399 2999

 
Form PCT/IPEA/409(cover sheet) (January 1994)
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INTERNATIONAL PRELIMINARY

EXAMINATION REPORT International application No. PCT/CA01/01344

|. Basis of the report

1. With regard to the elements of the international application (Replacement sheets which have been furnished to
the receiving Office in responseto an invitation underArticle 14 are referred toin this report as “originally filed”
and are not annexedto this report since they do not contain amendments (Rules 70.16 and 70.17)).
Description, pages:

1-28 . as originally filed

Claims, No.:

1-109 as received on 28/06/2002 withletterof 28/06/2002

Drawings, sheets:

V/7-7/7 as originally filed

2. With regard to the language,all the elements marked above were available or furnished to this Authority in the
language in which the international application wasfiled, unless otherwise indicated uncerthis item.

These elements were available or furnished to this Authority in the following language: —, whichis:

C1 the language of a translation furnished for the purposesof the international search (under Rule 23.1(b)).

[the language of publication of the international application (under Rule 48.3(b)).

Othe language of a translation furnished for the purpasesof international preliminary examination (under Rule
55.2 and/or 55.3).

3. With regard to any nucleotide and/or amino acid sequencedisclosed in the international application, the
international preliminary examination was carried out on the basis of the sequencelisting:

contained in the international application in written form.

filed together with the international application in computer readable form.

furnished subsequently to this Authority in written form.

furnished subsequently to this Authority in computer readable form.OOOOeQG
The statementthat the subsequently furnished written sequencelisting does not go beyondthe disclosure in
the international application as filed has been furnished.

C1 The statement that the information recorded in computer readable form is identical to the written sequence
listing has been furnished.

4. The amendments have resulted in the cancellation of:

Cs the description, pages:

Othe claims, Nos.:

Form PCT/IPEA/409 (BoxesI-VIIl, Sheet 1) (July 1998)
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EXAMINATION REPORT International application No. PCT/CA01/01344

Othe drawings, sheets:

5. 0 This report has beenestablished asif (some of) the amendments had not been made,since they have been
considered to go beyond the disclosure asfiled (Rule 70.2(c)):

(Any replacement sheet containing such amendments mustbe referred to under item 1 and annexedtothis
report.) .

6. Additional observations, if necessary:

tll. Non-establishmentof opinion with regard to novelty, inventive step and industrial applicability

1. The questions whether the claimed invention appears to be novel, to involve an inventive step (to be non-
obvious), or to be industrially applicable have not been examined in respectof:

the entire international application.

 LJ claims Nos..

because:

[] the said international application, or the said claims Nos. relate to the following subject matter which does
not require an international preliminary examination (specify):

& the description, claims or drawings (indicate particular elements below) or said claims Nos. are so unclear
that no meaningful opinion could be formed (specify):
see separate sheet

Othe claims,or said claims Nos. are so inadequately supported by the description that no meaningful opinion
could be formed.

Onointernational search report has been established for the said claims Nos..

2. A meaningful international preliminary examination cannot be carried out due to the failure of the nucleotide
and/or amino acid sequencelisting to comply with the standard provided for in Annex C of the Administrative
Instructions:

the written form has not been furnished or does not comply with the standard.

C1 the computer readable form has not been furnished or does not comply with the standard.

Form PCT/IPEA/409 (BoxesI-VIII, Sheet 2) (July 1998)
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INTERNATIONAL PRELIMINARY International application No. PCOT/CA01/01344
EXAMINATION REPORT- SEPARATE SHEET

ReItemIll

Although system claims 1, 6, 56, 77 and method claims 27, 36, 43, 47, 68, 87, 104

have been drafted as separate independent claims, they appearto relate effectively to

the same subject-matter and to differ from each other only with regard to the definition
of the subject-matter for which protection is sought or in respect of the terminology
used for the features ofthat subject-matter. The aforementioned claims therefore lack
conciseness. Moreover, lack of clarity of the claims as a whole arises, since the plurality

of independent claims makesit impossible to determine the matter for which protection

is sought, and places an undue burden on others seeking to establish the extent of the

protection.

Hence, system claims 1, 6, 56, 77 and method claims 27, 36, 43, 47, 68, 87, 104 do not

meet the requirements of Article 6 PCT.

Form PCT/Separate Sheet/409 (Sheet 1) (EPO-April 1997)
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Weclaim:

1, A code signing system for operation in conjunction with a software application having a

10

15

20

25

30

digital signature anda signature identification, where the digital signature is associated with the

signature identification, comprising:

an application platform;

an application programminginterface (API) having an associated signature identifier, the

APIis configured to link the software application with the application platform; and

a virtual machinethat verifies the authenticity of the digital signature in order to control

access to the API by the software application where the signature identifier correspondsto the
signature identification.

2. The code signing system of claim 1, wherein the virtual machine denies the software

application access to the APIif the digital signature is not authenticated.

3. The code signing system of claim 1, wherein the virtual machine purges the software

applicationif the digital signature is not authenticated.

4. The code signing system of claim 1, wherein the code signing system is installed on a mobile
device.

5. The code signing system of claim 1, wherein the digital signature is generated by a code

signing authority. .

6. A code signing system for operation in conjunction with a software application having a

digital signature anda signature identification where the digital signature is associated with the

signature identification, comprising:

an application platform;

a plurality of application programminginterfaces (APIs) associated with a signature

identifier, each configuredto link the software application with a resource on the application

platform; and

AMENDED SHEET
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30

a virtual machine that verifies the authenticity of the digital signature in order to control

access to the APIs by the software application where the signature identification correspondsto
the signature identifier,

wherein the virtual machineverifies the authenticity of the digital signature in order to

control access to the plurality of APIs by the software application.

7. The code signing system of claim 6, wherein the plurality of APIs are included in an API
library.

8. The code signing system of claim 6, wherein one or moreofthe plurality of APIs is classified

as sensitive and having an associated signature identifier, and wherein the virtual machine uses

the digital signature and the signature identification to control accessto the sensitive APIs.

9. The code signing system ofclaim 8, wherein the code signing system operates in

conjunction with a plurality of software applications, wherein one or more ofthe plurality of

software applications has a digital signature and a signature identification, and wherein the

virtual machine verifies the authenticity of the digital signature of each of the one or more of the

plurality of software applications, where the signature identification correspondsto the signature

identifier of the respective sensitive APIs, in order to control accessto the sensitive APIs by each
of the plurality of software applications.

10, The code signing system of claim 6, wherein the resource on the application platform

comprises a wireless communication system.

11. The code signing system of claim 6, wherein the resource on the application platform

comprises 4 cryptographic module which implements cryptographic algorithms.

12. The code signing system of claim 6, wherein the resource on the application platform

comprises a data store.
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13. The code signing system of claim 6, wherein the resource on the application platform

comprises a user interface (UI).

14. The code signing system of claim 1, further comprising:

a plurality of API libraries, each of the plurality of API libraries includes a plurality of

APIs, wherein the virtual machine controls access to the plurality of APIlibraries by the software

application.

15. The code signing system of claim 14, wherein at least one of the plurality of API

libraries is classified as sensitive,

wherein access to a sensitive API library requires a digital signature associated with a signature

identification where the signature identification correspondsto a signature identifier associated

with the sensitive API library;

wherein the software application includes at least one digital signature and at least one

associated signature identification for accessing sensitive API libraries; and

wherein the virtual machine authenticates the software application for accessing the

sensitive API library by verifying the one digital signature included in the software application

that has a signature identification corresponding to the signature identifier of the sensitive API

library.

16. The code signing system of claim 1, wherein the digital signature is generated using a

private signature key, and the virtual machine uses a public signature key to verify the

authenticity of the digital signature.

17. The code signing system of claim 16, wherein:

the digital signature is generated by applying the private signature key to a hash ofthe

software application; and

the virtual machineverifies the authenticity of the digital signature by generating a hash

of the software application to obtain a generated hash, applying the public signature key to the

3
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digital signature to obtain a recovered hash, and comparing the generated hash with the

recovered hash.

18, The code signing system of claim 4, wherein the API further comprises:

5 a description string that is displayed by the mobile device when the software application

attempts to access the API.

19. The code signing system of claim 1, wherein the application platform comprises an
operating system.

10

20. The code signing system of claim 1, wherein the application platform comprises one or more

core functions of a mobile device.

21. The code signing system of claim 1, wherein the application platform comprises hardware

15 ona mobile device.

22. The code signing system of claim 23, wherein the hardware comprises a subscriber identity

module (SIM)card.

20 23. The code signing system of claim 1, wherein the software application is a Java application

for a mobile device.

24. The code signing system of claim |, wherein the API interfaces with a cryptographic routine

on the application platform.

25

25. The code signing system of claim 1, wherein the API interfaces with a proprietary data

model on the application platform.

26. The code signing system of claim 1, wherein the virtual machineis a Java virtual machine

30 installed on a mobile device.
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27. A method of controlling access to sensitive application programming interfaces on a mobile

device, comprising the steps of:

loading a software application on the mobile device that requires access to a sensitive

application programming interface (API) having a signature identifier;

determining whetherthe software application includes a digital signature and a signature

identification; and

denying the software application access to the sensitive API where the signature

identification does not correspond with the signature identifier. .

28, The method of claim 27, comprising the additional stepof:

purging the software application from the mobile device where the signature

identification does not correspond with the signature identifier..

29. The method of claim 27, wherein the digital signature and the signature identification are

generated by a code signing authority.

30. The method of claim 27, comprising the additional stepsof:

verifying the authenticity of the digital signature where the signature identification

corresponds with the signature identifier.; and

denying the software application access to the sensitive API where the digital signature is

not authenticated.

31. The method of claim 30, comprising the additional stepof:

purging the software application from the mobile device where the digital signature is not

authenticated..-

32. The method of claim 30, wherein the digital signature is generated by applying a private

signature key to a hash of the software application, and wherein the step of verifying the

authenticity of the digital signature is performed by a method comprising thestepsof:

5
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storing a public signature key that correspondsto the private signature key on the mobile

device; _

generating a hashof the software application to obtain a generated hash;

applying the public signature key to the digital signature to obtain a recovered hash; and

3 comparing the generated hash with the recovered hash.

10

15

20

33. The method of claim 32, wherein the digital signature is generated by calculating a hash of

the software application and applying the private signature key.

34. The method of claim 27, comprising the additional step of:

displaying a description string that notifies a user of the mobile device that the software

application requires access to the sensitive API.

35. The method of claim 34, comprising the additional step of:

receiving a command from the user granting or denying the software application access

to the sensitive API.

36. A methodof controlling access to an application programming interface (API) having a

signature identifier on a mobile device by a software application created by a software developer,

comprising the stepsof: .
receiving the software application from the software developer;

determining whether the software application satisfies at least one criterion;

appendinga digital signature and a signature identification to the softwareapplication
wherethe software application satisfies at least one criterion;;

verifying the authenticity of the digital signature appended to the software application

where the signature identification corresponds with the signature identifier; and

providing access to the API to software applications where the digital signature is

authenticated,
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37. The methodof claim 36, wherein the step of determining whether the software application

satisfies at least one criterion is performed by a codesigning authority.

38, The method of claim 36, wherein the step of appending the digital signature and the

signature identification to the software application includes generating the digital signature

comprising the steps of:

calculating a hash of the software application; and

applying a signature key to the hashof the software application to generate the digital

signature.

39. The method of claim 38, wherein the hash of the software application is calculated using the

Secure Hash Algorithm (SHA1).

40. The method of claim 38, wherein the step of verifying the authenticity of the digital

signature comprisesthe steps of:

providing a corresponding signature key on the mobile device;
calculating the hash of the software application on the mobile device to obtain a

calculated hash;

applying the corresponding signature key to the digital signature to obtain a recovered

hash; and

authenticating the digital signature by comparing the calculated hash with the recovered

hash.

41. The methodofclaim 40, comprising the further step of denying the software application

access to the API wherethe digital signature is not authenticated..

42. The method of claim 40, wherein the signature keyis a private signature key and the

corresponding signature key is a public signature key.
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43. A method of controlling access to a sensitive application programming interface (API)

having a signature identifier on a mobile device, comprising the stepsof:

registering one or more software developers that are trusted to develop software

applications which access the sensitive API;

receiving a hash of a software application;

determining whether the hash was sent by a registered software developer; and
generating a digital signature using the hash of the software application and a signature

identification corresponding to the signature identifier where the hash wassentby the registered

software developer;,

wherein

the digital signature and the signature identification are appended to the software

application; and

the mobile device verifies the authenticity of the digital signature in order to control

access to the sensitive API by the software application where the signature identification
corresponds with the signature identifier.

44, The method of claim 43, wherein the step of generating the digital signature is performed by

a code signing authority,

45, The method of claim 43, wherein the step of generating the digital signature is performed by

applying a signature key to the hash of the software application.

46. The method of claim 45, wherein the mobile device verifies the authenticity of the digital

signature byperforming the additional steps of:

providing a corresponding signature key on the mobile device;

calculating the hash of the software application on the mobile device to obtain a

calculated hash;

applying the correspondingsignature key to the digital signature to obtain a recovered

hash;
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determining whetherthe digital signature is authentic by comparing the calculated hash

with the recovered hash; and

denyingthe software application access to'the sensitive API where the digital signature is
not authenticated..

47. A method ofrestricting access to application programming interfaces on a mobile device,

comprising the stepsof:

loading a software application having a digital signature and a signature identification on
the mobile device that requires access to one or more application programminginterfaces (APIs)

having at least one signatureidentifier;

authenticating the digital signature where the signature identification corresponds with
the signature identifier; and

denying the software application access to the one or more APIs where the software

application does not include an authentic digital signature .

48. The method of claim 47, wherein the digital signature and signature identification are

associated with a type of mobile device.

49. The method of claim 47, comprising the additional step of:

purging the software application from the mobile device where the software application

does not include an authentic digital signature. .

50. The method of claim 47, wherein:

the software application includes a plurality of digital signatures and signature

identifications; and

the plurality of digital signatures and signature identifications includes digital signatures

and signature identifications respectively associated with different types of mobile devices.
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51. The method of claim 50, wherein each ofthe plurality of digital signatures and associated

signature identifications are generated by a respective corresponding code signing authority.

52. The methodofclaim 47, wherein the step of determining whether the software application

5 includes an authentic digital signature comprises the additional steps of:

verifying the authenticity of the digital signature where-the signature identification

corresponds with respective onesofthe at least one signature identifier. .

53. The methodofclaim 51, wherein each ofthe plurality of digital signatures and signature

10_identifications are generated by its corresponding code signing authority by applying a respective

private signature key associated with the code signing authority to a hash of the software

application.

54. The method of claim47, wherein the step of authenticating the digital signature where the

15 signature identification corresponds with the signature identifier comprises the stepsof:

verifying that the signature identification corresponds with the signature identifier authenticating

the digital signature wheresignature identification corresponds with the signature identifier

comprising the steps of:

storing a public signature key on a mobile device that correspondsto the private signature

20 key associated with the code signing authority which generates the digital signature;

generating a hash of the software application to obtain a generated hash;

applying the public signature key to the digital signature to obtain a recovered hash; and

comparing the generated hash with the recovered hash.

25 55. The method of claim 47, wherein:
the mobile device includes a plurality of APIs;
at least one of the plurality of APIs is classified as sensitive;

access to any of the plurality of APIs requires an authentic global signature;

access to each ofthe plurality of sensitive APIs requires an authentic global signature and

30 an authentic digital signature associated with a signature identification;

10
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the step of determining whether the software application includes an authentic digital

signature and signature identification comprises the steps of:

determining whether the one or more APIs to which the software application requires
access includes a sensitive API;

determining whether the software application includes an authentic global signature; and

determining whether the software application includes an authentic digital signature and

signature identificationwhere the one or more APIs to which the software application requires-

accessincludes a sensitive API andthe software application includes an authentic global

signature; and

the step of denying the software application access to the one or more APIs comprises the

steps of:

denying the software application access to the one or more APIs where the software

application does not include an authentic global signature; and

denying the software application accessto the sensitive API where the one or more APIs

to which the software application requires access includes a sensitive API, the software

application includes an authentic global signature, and the software application does not include

an authentic digital signature and signature identifier required to access the sensitive API.

56. A code signing system for controlling access to application programminginterfaces
(APIs) having signature identificaters by software applications, the code signing system

comprising:

a verification system for authenticating digital signatures provided by the respective

software applications to access the APIs where the signature identifications correspond with the

signature identificaters of the respective APIs and where a digital signature for a software

application is generated with a signature identification corresponding to a signature identificater

to accessat least one API; and

a control system for allowing access to at least one of the APIs where the digital signature

provided by the software applicationis authenticated by the verification system.

ll
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57. The code signing system of claim 56, wherein a virtual machine comprises the

verification system and the control system.

58. The code signing system of claim 57, wherein the virtual machineis a Java virtual

machineinstalled on a mobile device.

59. The codesigning system of claim 56, wherein the control system requires onedigital

signature and one signature identification for each library of at least one of the APIs.

60. The code signing system of claim 56, wherein the code signing system is installed on a

mobile device and the software application is a Java application for a mobile device.

61. Thecode signing system ofclaim 56, wherein the digital signature and the signature

identification of the software application are generated by a code signing authority.

62.  Thecodesigning system of claim 56, wherein the APIs accessat least one of a

cryptographic module, which implements cryptographic algorithms, a data store, a proprietary

data model, and a userinterface (UJ).

63. Thecode signing system of claim 56, wherein the digital signature is generated using a

private signature key under a signature scheme associated with the signature identification, and

the verification system uses a public signature key to authenticate the digital signature.

64. The code signing system of claim 63, wherein:

the digital signature is generated by applying the private signature key to a hash of the

software application under the signature scheme; and

the verification system authenticates the digital signature by generating a hash of the

software application to obtain a generated hash, applying the public signature key to the digital

signature to obtain a recovered hash, and verifying that the generated hash with the recovered

hash are the same.

12
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65. The code signing system of claim 56, wherein at least one of the APIs further comprises:

a description string that is displayed to a user when the software application attempts to
access said at least one of the APIs.

66. Thecode signing system of claim 56, wherein the APIs provides accessto atleast one of

one or more core functions of a mobile device, an operating system, and hardware on a mobile

device.

67.. The code signing system of claim 56, wherein verification of a global digital signature

provided by the software application is required for accessing any of the APIs.

68. A method ofcontrolling access to application programming interfaces (APIs) having

signature identifiers by software applications, the method comprising:

authenticating digital signatures provided by the respective software applications to

access the APIs where the signature identifications correspond with the signature identifiers of

the respective APIs and where a digital signature for a software application is generated with a

signature identification corresponding to a signature identifier to access at least one API; and

allowing accessto at least one of the APIs where the digital signature provided by the

software application is authenticated,

_69. The method of claim 68, wherein one digital signature and one signature identification

are providedby the software application access a library of at least one of the APIs.

70. The method of claim 68, wherein the digital signature and the signature identification of

the software application are generated by a code signing authority,

71. The method of claim 68, wherein the APIs accessat least one of a cryptographic module

that implements cryptographic algorithms, a data store, a proprietary data model, and a user
interface (UD.

13
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72. The method of claim 68, wherein the digital signature is generated using a private

signature key undera signature schemeassociated with the signature identification, and a public
signature key is used to authenticate the digital signature.

73. The method of claim 72, wherein;

the digital signature is generated by applying the private signature key to a hash ofthe

software application under the signature scheme; and

the digital signature is authenticated by generating a hash of the software application to
obtain a generated hash, applying the public signature keyto the digital signature to obtain a
recovered hash, and verifying that the generated hash with the recovered hash are the same.

74, The method ofclaim 68, wherein at least one of the APIs further comprises:

a description string that is displayed to a user when the software application attempts to
access said at least one of the APIs.

75. The method of claim 68, wherein the APIs provides accessto at least one of one or more

core functions of a mobile device, an operating system, and hardware on a mobile device.

76. The method of claim 68, whereinverification of a global digital signature provided by the

software application is required for accessing any of the APIs

77. |Amanagement system for controlling access by software applications to application

programming interfaces (APIs) having atleast one signature identifier on a subset of a plurality
of mobile devices, the management system comprising:

a code signing authority for providing digital signatures and signature identifications to

software applicationsthat require accessto at least one of the APIs with a signature identifier on

the subsetof the plurality of mobile devices, where a digital signature for a software application
is generated with a signature identification correspondingto a signatureidentifier, and the

signature identifications provided to the software applications comprise those signature

14
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identifications that correspondto the signature identifiers that are substantially only on the subset

of the plurality of mobile devices; wherein each mobile device of the subset ofthe plurality of
mobile devices comprises

a verification system for authenticating digital signatures provided by the respective

software applications to access respective APIs where the digital identifications correspond to
the digital identifiers of the respective APIs; and

a control system for allowing the respective software applications to access at least one of

the APIs where the digital signatures provided by the respective software applications are

authenticated by the verification system.

78.|The managementsystem ofclaim 77, wherein a virtual machine comprises the

verification system and the control system.

79. The management system of claim 78, wherein the virtual machineis a Java virtual

machineand the software applications are Java applications.

80. The management system of claim 77, wherein the control system requires one digital
signature and onesignature identification for each library of at least one of the APIs,

81. The management system of claim 77, wherein the APIs access at least one of a

cryptographic module, which implements cryptographic algorithms,a data store, a proprietary

data model, and a user interface (UT).

82. The managementsystem ofclaim 77, wherein the digital signature is generated using a

private signature key under a signature schemeassociated with the signature identification, and

the verification system uses a public signature key to authenticate the digital signature.

83.|The management system of claim 82, wherein:

the digital signature is generated by applying the private signature key to a hash of the

software application underthe signature scheme; and

15

AMENDED SHEET

Page 274 of 1415



Page 275 of 1415

a ===——-GA0101344 .
 

04-07-2002 —=—_— =

10

15

20

25

30

the verification system authenticates the digital signature by generating a hash of the

software application to obtain a generated hash, applying the public signature keytothe digital
Signature to obtain a recovered hash, and verifying that the generated hash with the recovered

hash are the same.

84. The managementsystem of claim 77, whereinat least one of the APIs further comprises:

a descriptionstring that is displayed to a user when the software application attempts to

access said at least one of the APIs.

85.|The managementsystem of claim 77, wherein the subsetof the plurality of mobile

devices comprises mobile devices under the control ofat least one of a corporation and a carrier.

86. The managementsystem of claim 77, wherein a global digital signature provided by the

software application has to be authenticated before the software application is allowed access to

any of the APIs on a mobile device of the subset of the plurality of mobile devices.

87. A method of controlling access by software applications to application programming

interfaces (APIs) having at least one signature identifier on a subsetofa plurality of mobile

devices, the method comprising:

generating digital signatures for software applications with signature identifications

corresponding to respective signature identifiers of the APIs; and

providing the digital signatures and the signature identifications to software applications

that require access to at least one of the APIs on the subsetof the plurality of mobile devices,

where the signature identifications provided to the software applications comprise those

signature identifications that correspondto the signature identifiers that are substantially only on

the subsetof the plurality of mobile devices; wherein each mobile device of the subset of the

plurality of mobile devices comprises

a verification system for authenticating digital signatures provided by the respective
software applications to access respective APIs where thedigital identifications correspond to

the digital identifiers of the respective APIs; and
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a control system for allowing the software application to accessat least one of the APIs

where the digital signature provided by the software application is authenticated by the

verification system.

5 88. The method of claim 87, wherein a virtual machine comprises the verification system and

the control system.

89. The methodofclaim 88, wherein the virtual machineis a Java virtual machine and the

software applications are Java applications.

10 ;

90. . The method of claim 87, wherein the control system requires one digital signature and

one signature identification for each library of at least one of the APIs, —

91. The methodofclaim 87, wherein the APIs accessat least one of a cryptographic module,

15 which implements cryptographic algorithms, a data store, a proprietary data model, and a user

interface (UD).

92. The method of claim 87, wherein at least one of the digital signatures is generated using a

private signature key undera signature schemeassociated with a signature identification, and the

20__verification system uses a public signature keys to authenticate said at least one of the digital

signatures.

93.|The methodof claim 92, wherein:

at least oneofthe digital signatures is generated by applying the private signature key to

25 ahash ofa software application underthe signature scheme; and

the verification system authenticatessaid at least one ofthe digital signatures by
generating a hash of the software application to obtain a generated hash, applying the public

signature key to said at least oneofthe digital signatures to obtain a recovered hash, and
verifying that the generated hash with the recovered hash are the same.

30
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94. The method ofclaim 87, wherein at least one of the APIs further comprises:

a description string that is displayed to a user when the software application attempts to
access said at least one of the APIs.

95.|The method of claim 87, wherein the subset of the plurality of mobile devices comprises

mobile devices under the controlofat least one of a corporation and a carrier.

96. A mobile device for a subsetofa plurality of mobile devices, the mobile device

comprising:

an application platform having application programminginterfaces (APIs);

a verification system for authenticating digital signatures and signatureidentifications

provided by the respective software applications to access the APIs; and
a control system for allowing a software application to access at least one of the APIs

where a digital signature provided by the software application is authenticated bytheverification

system;

wherein a code signing authority provides digital signatures and signature identifications

to software applications that require accessto at least one of the APIs suchthat the digital

signature for the software application is generated according to a signature schemeofa signature

identification, and wherein the signature identifications provided to the software applications

comprise those signature identifications that are substantially only authorized to allow access on

the subset ofthe plurality of mobile devices.

97. The mobile device of claim 96, wherein a virtual machine comprises the verification

system and the control system.

98, The mobile device ofclaim 97, wherein the virtual machine is a Java virtual machine and
the software application is a Java application.

99. The mobile device of claim 96, wherein the control system requires one digital signature

and onesignature identification for each library of at least one of the APIs.

18
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100. The mobile device of claim 96, wherein the APIs of the application platform access at
least one of a cryptographic module, which implements cryptographic algorithms, a data store, a
proprietary data model, and a user interface (UJ).

101. The mobile device of claim 96, wherein the digital signature is generated using a private

signature key under the signature scheme,and the verification system uses a public signature key

to authenticate the digital signature.

102. The mobile device of claim 101, wherein:

the digital signature is generated by applying the private signature key to a hash of the

software application under the signature scheme; and

the verification system authenticatesthe digital signature by generating a hash of the

software application to obtain a generated hash, applying the public signature key to the digital

signature to obtain a recovered hash, and verifying that the generated hash with the recovered

hash are the same.

103. The mobile device of claim 96, wherein at least one of the APIs further comprises:

a description string that is displayed to a user when thesoftware application attempts to
access said at least one of the APIs,

104. A method of controlling access to application programming interfaces (APIs) of an

application platform of a mobile device for a subsetof a plurality of mobile devices, the method

comprising:

receiving digital signatures and signature identifications from software applications that

require to access the APIs

authenticating the digital signatures and the signature identifications; and

allowing a software application to access at least one of the APIs whereadigital

signature provided by the software application is authenticated;
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wherein a code signing authority provides the digital signatures and the signature

identifications to the software applicationsthat require accessto at least one of the APIs such
that the digital signature for the software application is generated according to a signature

schemeofa signature identification, and wherein the signature identifications provided to the
software applications comprise those signature identifications that are substantially only

authorized to allow access on the subset of the plurality of mobile devices.

105. The method of claim 104, wherein one digital signature and one signature identification

is required for accessing eachlibrary of at least one of the APIs.

106. The method of claim 104, wherein the APIs of the application platform accessat least

oneof a cryptographic module, which implements cryptographic algorithms,a data store, a

proprietary data model, and a user interface (UI).

107. The method of claim 104, wherein the digital signature is generated using a private

signature key under the signature scheme,and a public signature keyis used to authenticate the

digital signature.

108. The methodofclaim 107, wherein:
the digital signature is generated by applying the private signature key to a hash of the

software application underthe signature scheme; and

the digital signature is authenticated by generating a hash of the software application to

obtain a generated hash, applying the public signature keyto the digital signature to obtain a

recovered hash, and verifying that the generated hash with the recovered hash are the same.

109. The method of claim 104, wherein at least one of the APIs further comprises:

a description string that is displayed to a user when the software application attempts to

access said at least one of the APIs.
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FORM YACH, David P.apneeeaeaaRcintent
2431Beeaneencnnanansenan: moanetteenannynASSSERRERRhE:

Sgcremereerre
Examiner Name : :

dence. afterinitial filing) a NERYVofemiana
, AttorneyDocket Number a

Total Number-.of Pagesin This Submission 13210-1465/KL wsonadisonn aSoeNSE
SeidenineieeeSOEaaESOPETORREY

 
 
 

 
 
 

 
 

 

 
  

"ENCLOSURES (Checkall that apply)ppiaennnngeannens

SAARAANIANNG  

CIOIOIO JDDADANENAASSNNNRERANAESNRANSARARIS tatekageateERRNO

i | After Allowance Communication to TC: Fee Transmitial Form Drawing{s}

Appeal Communication to Board[ Fae Attachad Licensing~related Papers of Appeals and interferences
. Appeal Communication to TC

Amendment/Reply Petition (Appeal Notice, Brief, Reply Brief}

Petition to Convert to a | . a[| After Final Provisional Application Proprietary Information
[| Powerof Attorney, RevocationAffidavits/declaration(s) Change of Correspondence Address Status Letter

Other Enclosure(s} (please Identify
below):

Copies of documentscited in IDS,
Extension of Time Request Terminal Disclaimer

Express Abandonment Request Request for Refund

Information Disclosure Statement LJ CD, Number of CD(s}Soo
ascape Table on CD 

Certified Copy of Priority Remarks
Document(s)

Reply to Missing Parts/
Incomplete Application

Reply to Missing Parts
under 37 CFR 1.52 or 1.53

SIGNATURE OF APPLICANT, ATTORNEY,ORAGENT —IO RIERA RAAIIOOIO IO on SetteeennsitiniagnntrinnighisioniaoonnpremenncionnsingtiiccnongnopDaRORRATTONAAAANA
Firm Name

 SOARiinaaneennntnsinannny 

 
 
 

Bereskin & Parr LLP/S.E.N.C.RiL., s.nf 
 |

Y’Signature |  
 
 
 

 
 
 

Printed: name . ;j Kendrick Lo

SoonennnAShanae “ Soshtonstnniainnnsnnsioniininnmnasiniiniennecbboodins jFebruary 2,.2012 [Reg: No. s4 G48 i. ses SAURuan stonpposnstoes  SnisinndaniaiiaannaandeeatetenoallSooEkCNCRENHORSESPOOO DURRANI
 

IRR I IRR ARIDORAIIOIOIIO RODINSoUOURLSND Ss

CERTIFICATE OF TRANSMISSION/MAILINGAAASON

  

 
 
 
 

 nnn CARAS 

l-Rereby ceriiy that this correspondence is being facsimile transmitted to the USPTO or deposited with the United States Postal Serving waif
sufficient postage as first class mail in.an envelope addrassed to: Commissioner ior Patents, P.O. Sox 1450, Alexandna, VA. 22313-1480 onthe date shown below:

Signature

‘ | Date |4Yoedor printed name
* RSPOI? SPENSEReSERRREEMASRTRRR ONINRRR

Hf by the public which iste file (and by the USPTS to
action is estiviaied to Z Aoursto complete, including

  
 

  
MANAARRLc 

 
 
 

  
 
 
 

 

 
This collection of information: isy d by 37 CER 1.5, The information is required to obtain or rétai
process) ane yis governed by 35 U.S.C: 122 and 37° CFR 4.44 anti,

gathering, presaring, the completed application form to ihe USPTO. Time will vary depending upon the indhidual case, Any comments on aeamount 28 you regdire te som plate|this form and/or suggestions for re should be seng {6 the Shiel Information Officer, U.S.Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandda, VA 22313-1480) DO NOT SEND FEES GR COMPLETED FORMS TO THIS
ADDRESS. SEND TK Commissioner for Patenis, P.O. Box 1450, Alexandria, VA-22343-1486.

  
      

ifyou need assistance in completing the form, call 1-800-PTO-9199 and selectoption 2.
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“S %OG

IE PX,
Seegels rsa XX, Os eeSET SSK TY ao Pals

INTELLECTUAL PROPERTY LA z

February 2, 2012 Kendrick Lo B.A.Sc. (Eng. Sci.), MBA, LL.B
416 957 1685 klo@bereskinparr.com

Your Reference: 10/381,219
Our Reference: 13210-1465/KL

SUPPLEMENTAL INFORMATION

DISCLOSURE STATEMENT

Commissioner for Patents

P.O. Box 1450

Alexandria, VA
22313-1450

DearSir:

Re: U.S. Patent Application No. 10/381,219
For: SOFTWARE CODE SIGNING SYSTEM AND METHOD

Filing Date: March 20, 2003
Applicants: YACH, David P. et.alernieSSTEOESeeeeeteenOlenaasusmnenmnnnnnynnnemnanmnnnnennntnatinesnantnaasetnatagenanagteetangnanteneanenannnnt

In accordance with 37 C.F.R. 1.56 and 1.97(b)(4}, the Applicants hereby submit a Supplemental
Information Disclosure Statement including (14) a listing, on PTO form SB/08a, of patents and
other publications of which the Applicants are aware that may be considered material to
patentability, and (2) a copy of the foreign patent documents and the non-patent literature
documents.

Please note that we are resubmitting the reference cited at Cite No. 28 to correct a
typographical error in the date of the document which wasoriginally submitted in an IDS on
November11, 2011 at Cite No. 7.

Thefiling of this statement shall be not construed as an admission that the information cited in
the attached statementis, or is considered to be, material to patentability (37 CFR 1.97(h)), nor
as an admissionthatit constitutes prior art.

Please have the document recorded against the above-mentioned application.

Respectfully submitted,

BERESKIN & PARR LLP/S.E.N.C.R.L., ¢.r.f

 ee
“Kendrick Lo

Reg. No. 54,948
Tel: (416) 364-7311

Enel.

Beraskin & Parr tp

Scotia Plaza, 40 King Straat West, 40th oor, Tor
Tel: 416.364.7371 Fax: 416.367.1398 ww be

fo, Canada MSH 3Y2
Say   
 TORGNTO MISsSisSsSAUGA WATERLOO MONTREAL
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Unrrep Siares Parent’ AND TRADEMARK OFFICE UNTTED STATES DEPARTMENT OF COMMERCE
United Statcs Patent and Trademark Office
Address: COMMISSIONER FCR PATENTSPQ. Box 14 

cxandria, Virginia 22313-1450WWW.Us2t0.g0V

10/381,219 03/20/2003 David P Yach 555255012423

CONFIRMATION NO.9761

89441 POWEROF ATTORNEY NOTICE

Jones Day (RIM) - 2N

North Point MONAAA000000051 1218938
901 Lakeside Avenue

Cleveland, OH 44114
Date Mailed: 11/30/2011

NOTICE REGARDING CHANGE OF POWER OF ATTORNEY

This is in response to the Powerof Attorneyfiled 11/11/2011.

¢ The Powerof Attorney to you in this application has been revoked by the assignee who hasintervened as
provided by 37 CFR 3.71. Future correspondencewill be mailed to the new addressof record(37 CFR 1.33).

/snguyen/

 

Office of Data Management, Application Assistance Unit (571) 272-4000,or (571) 272-4200, or 1-888-786-0101

page 1 of 1
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Unrrep Siares Parent’ AND TRADEMARK OFFICE UNTTED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FCR PATENTSPQ. Box 14: 

cxandria, Virginia 22313-1450WWW.Us2t0.g0V
oF

APPLICATION NUMBER FILING OR 371(C) DATE FIRST NAMED APPLICANT ATTY. DOCKET NO./TITLE

10/381,219 03/20/2003 David P Yach 555255012423

CONFIRMATION NO.9761

89951 POA ACCEPTANCELETTER
Bereskin and Parr LLP

SENGRL., sth MONAA000000051121953
40 King Street West
40th Floor

Toronto, ON M5H 3Y2
CANADA

Date Mailed: 11/30/2011

NOTICE OF ACCEPTANCE OF POWER OF ATTORNEY

This is in response to the Powerof Attorneyfiled 11/11/2011.

The Powerof Attorney in this application is accepted. Correspondencein this application will be mailed to the
above address as provided by 37 CFR 1.33.

/snguyen/
 

Office of Data Management, Application Assistance Unit (571) 272-4000,or (571) 272-4200, or 1-888-786-0101

page 1 of 1
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Unrrep Siares Parent’ AND TRADEMARK OFFICE UNTTED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FCR PATENTSPO. Box 1450

Alexandria, Virginia 22313-1450
www.soto,OV

APPLICATION TILING or GRP ART
NUMBER 371(c) DATE UNIT FIL FER REC'D ATTY..DOCKET.NO LOCLAIMSHIND CLAIMS

 
 

10/381,219 03/20/2003 2431 4158 555255012423 109CONFIRMATION No.ov6t
89441 CORRECTEDFILING RECEIPT

Jones Day (RIM) - 2N

North Point IAA
901 Lakeside Avenue 9000

Cleveland, OH 44114

Date Mailed: 11/25/2014

Receipt is acknowledged of this non-provisional patent application. The application will be taken up for examination
in due course. Applicant will be notified as to the results of the examination. Any correspondence concerning the
application must include the following identification information: the U.S. APPLICATION NUMBER, FILING DATE,
NAME OF APPLICANT, and TITLE OF INVENTION. Fees transmitted by check or draft are subject to collection.
Please verify the accuracy of the data presented on this receipt. If an error is noted on this Filing Receipt, please
submit a written requestfor a Filing Receipt Correction. Please provide a copyofthis Filing Receipt with the
changes noted thereon. If you received a "Notice to File Missing Parts" for this application, please submit
any correctionsto this Filing Receipt with your reply to the Notice. When the USPTO processesthe reply
to the Notice, the USPTOwill generate another Filing Receipt incorporating the requested corrections

Applicant(s)
David P Yach, Waterloo, ON, CANADA;
Michael S Brown, Waterloo, ON, CANADA;
Herbert A Little, Waterloo, ON, CANADA;

Powerof Attorney:
David Cochran--39 142

Domestic Priority data as claimed by applicant
This application is a 371 of PCT/CA01/01344 09/20/2001
which claims benefit of 60/234,152 09/21/2000
and claims benefit of 60/235,354 09/26/2000
and claims benefit of 60/270,663 02/20/2001

Foreign Applications (You maybeeligible to benefit fram the Patent Prosecution Highway program at the
USPTO. Please see http:/Awww.uspto.gov for more information.)

If Required, Foreign Filing License Granted: 02/27/2004

The country code and numberof your priority application, to be used for filing abroad under the Paris Convention,
is US 10/381,219

Projected Publication Date: Not Applicable

Non-Publication Request: No

Early Publication Request: No
page 1 of 3

Page 290 of 1415



Page 291 of 1415

Title

Software code signing system and method

Preliminary Class

713

PROTECTING YOUR INVENTION OUTSIDE THE UNITED STATES

Since the rights granted by a U.S. patent extend only throughoutthe territory of the United States and have no
effect in a foreign country, an inventor who wishes patent protection in another country must apply for a patent
in a specific country or in regional patent offices. Applicants may wish to consider the filing of an international
application under the Patent Cooperation Treaty (PCT). An international (PCT) application generally has the same
effect as a regular national patent application in each PCT-membercountry. The PCT process simplifies thefiling
of patent applications on the sameinvention in membercountries, but does not result in a grant of "an international
patent" and doesnoteliminate the need of applicants to file additional documents and fees in countries where patent
protection is desired.

Almost every country has its own patent law, and a person desiring a patent in a particular country must make an
application for patent in that country in accordance withits particular laws. Since the laws of manycountries differ
in various respects from the patent law of the United States, applicants are advised to seek guidance from specific
foreign countries to ensure that patent rights are not lost prematurely.

Applicants also are advisedthatin the case of inventions madein the United States, the Director of the USPTO must
issue a license before applicants can apply for a patent in a foreign country. Thefiling of a U.S. patent application
serves as a request for a foreign filing license. The application's filing receipt contains further information and
guidanceasto the status of applicant's license for foreign filing.

Applicants may wish to consult the USPTO booklet, "General Information Concerning Patents” (specifically, the
section entitled "Treaties and Foreign Patents") for more information on timeframes and deadlinesforfiling foreign
patent applications. The guide is available either by contacting the USPTO Contact Center at 800-786-9199,orit
can be viewed on the USPTOwebsite at http:/Awww.uspto.gov/web/offices/pac/doc/general/index.html.

For information on preventing theft of your intellectual property (patents, trademarks and copyrights), you may wish
to consult the U.S. Government website, http:/Avww.stopfakes.gov. Part of a Department of Commerceinitiative,
this website includes self-help “toolkits” giving innovators guidance on how to protectintellectual property in specific
countries such as China, Korea and Mexico. For questions regarding patent enforcement issues, applicants may
call the U.S. Governmenthotline at 1-866-999-HALT (1-866-999-4158).

LICENSE FOR FOREIGN FILING UNDER

Title 35, United States Code, Section 184

Title 37, Code of Federal Regulations, 5.11 & 5.15

GRANTED

The applicant has been granted a license under 35 U.S.C. 184, if the phrase "IF REQUIRED, FOREIGN FILING
LICENSE GRANTED"followed by a date appears on this form. Such licenses are issuedin all applications where
the conditions for issuance of a license have been met, regardless of whetheror not a license may be required as

page 2 of 3
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set forth in 37 GFR 5.15. The scope andlimitations ofthis license are set forth in 37 CFR 5.15(a) unless an earlier
license has been issued under 37 CFR 5.15(b). The license is subject to revocation upon written notification. The
date indicated is the effective date of the license, unless an earlier license of similar scope has been granted under
37 CFR 5.13 or 5.14.

This licenseis to be retained by the licensee and may be usedat anytime onor after the effective date thereof unless
it is revoked. This license is automatically transferred to any related applications(s)filed under 37 CFR 1.53(d). This
license is not retroactive.

The grantof a license doesnotin any way lessen the responsibility of a licensee for the security of the subject matter
as imposed by any Government contract or the provisions of existing laws relating to espionage and the national
security or the export of technical data. Licensees should apprise themselvesof current regulations especially with
respect to certain countries, of other agencies, particularly the Office of Defense Trade Controls, Department of
State (with respect to Arms, Munitions and Implements of War (22 GFR 121-128)); the Bureau of Industry and
Security, Department of Commerce (15 CFR parts 730-774); the Office of Foreign AssetsControl, Department of
Treasury (81 CFR Parts 500+) and the Department of Energy.

NOT GRANTED

No license under 35 U.S.C. 184 has been granted atthis time, if the phrase "IF REQUIRED, FOREIGN FILING
LIGENSE GRANTED" DOES NOTappearonthis form. Applicant maystill petition for a license under 37 CFR 5.12,
if a license is desired before the expiration of 6 months from thefiling date of the application. If 6 months has lapsed
from the filing date of this application and the licensee has not received any indication of a secrecy order under35
U.S.C. 181, the licensee mayforeignfile the application pursuant to 37 CFR 5.15(b).

 

SelectUSA

The United States represents the largest, most dynamic marketplace in the world and is an unparalleled location
for business investment, innovation and commercialization of new technologies. The USAoffers tremendous
resources and advantagesfor those who invest and manufacture goods here. Through SelectUSA, our nation

works to encourage, facilitate, and accelerate business investment. To learn more about why the USAis the best
country in the world to develop technology, manufacture products, and grow your business,visit SelectUSA.gov.

page 3 of 3
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 Approved for ui eects8D “
U.S. Pétent aid Frademark DEPAF COMMER# solays @ vaifed OMB control 7 Faber.

POWER OFOFATTORNEY1TO PROSECUTEAPPLICATIONS BEFORE THE USPTO )
 

 
 

| | hereby revoke ail previous powersof attorney given in the application identifiediin the attached Statement under
| 37 CFR 3.73{b3.AAAAep pineeeennnReinnnRRLULAAAAAAAAAAARAAAAAAAAA

|| hereby appoint:
Practitioners associated with the Customer Number:

OR  

as attorneyes) eragent(s} to representthe undareigned belorethe Urilted States Patent and Trademark Office (USPTO)|in cormention with
any and all patent applications assigned onlyto the undersigned according fo the USPTO assignment records oy assignment documents
ailached to this form in accordance with 37 CFR 3.736).

7Address

Telephone

Assignee Name andAddress:
} Research In Motion Limited

t 295 Phillip Street
' Waterloo, Ontario, CANADA N2L 3W8

A copy of this form, together with a statement under 37 CFR 3.73(b) (Form PTO/SB/96 or equivalent) is required to be
filed in each application in which this form is used. The statement under.37 CFR 3.73(b) may be completed by one of

: the practitioners appointed in this form if the appointed practitioner is authorized to act on behalf of the assignee,
and mustidentify the agslication in which this PowerofAttorney is to befiled.

SIGNATUREofAssignee of Record

om _The indywhose signature andtitle is supplied below is authorized to act.on behalf of the assignee

This collection of information is req ry 1, 1. information is required to obtain or retain a benefit by the public whichis to file (and
by the USPTO to process) an application. Corfidentiali Wi governed by 35 U.S:C. 122 and 37.CFR 1.11 and 1.14. This collection is estimated to take 3 minutes
to complete, including gathering, preparing, and submitting the completed application form to the USPTO.. Time will vary depending. upon. the individual case. Any
comments on the amount of time you féquire te complete this form and/or suggestions for reducing this burden, should be: sent to the Chief Information Officer,
U.S. Patent and Trademark Office, U.S. Department of Commerce, P.O. Box: 1450, Alexandria, VA 22313-1450. DO. NOT SEND FEES OR COMPLETED
FORMS TO THIS ADBRESS. SEND TO:. Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.

 

If you need assistance in completing the form, call 1-800-PTO-9 199 and select option 2.
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Privacy Act Statement

The Privacy Act of 1874 (PL. 64-878) requires that you be given certain information in connection
with your submission of the attached forrn related to a patent application or patent, Accordingly,
gursuont to the requirements of the Act, please be advised that: (1) the general authority for the
collection of this ifarmation is 45 U.S.C. (bx?)(2) furnishing of the information solicited is voluntary:
and (3) the princioal purpose for which the information is used by the U.S. Patent and Trademark
Office is 1o process and/or exemine your subrnission related to 4 petent application or patent if you de
not furnish the requested Information, the US. Patent and Trademark Office may not be able fo
process and/ar examine your submission, which may result in terminationof praceedings or
abandonment of the application or expiration of the patent,

 

The informatian provided Sy you in this form will be subject to the following routine uses:

1. The information on this form will be treated confidentially to the extent allaved under the
Freedomof Information Act (8 U.S.C. 552} and the Privacy Act (5 LLS.C 55Za}. Reeards from
this systam of recards may he disclosed te the Department of Justice to determine whether
disclogure of these recorda is required by the Freedomof information Act.

2. Arecord from this system of records may be disclosed, as 4 routing use, in the course of
presenting evidence to a cour, magistrate, or administrative tribunal, including disclosures to
onposing Counsel in the course of eetilerment negotiations.

3. A fecard in tus syatern of records may be disclosed, as a routine use, i a Member of
Gongress submitting a request invelving an individual, to whom the recerd pertains, when the
individual has requested assistance from the Member with respect to the sublect matter of the
record,

4. A record in this system of records may be disclosed, as # rouline use, to a contractor of the
Agency having need fer ine information in order to perfora contract. Recipients of
information shail be required to comply with the requirernents of the Privacy Act of 1974, ay
amended, sursuantte SU S.C. S52atn}.
A record related ta an international Anplication filed under the Patent Cooperation Treaty in
this system of records may o¢ disclosed, a6 @ routine use, to the International Bureau af the
World Intellectual Property Organization, pursuant to the Patent Cooperation Treaty.

6. A record in this system of records maybe disclosed, aa a routine use, to anciher federai
agency for purposes of National Security review (35 U.S.C. 144) and for review pursuant te
the Atomic Energy Act (42 U S.C. 278(c}).
A feeord from this system of records may be disclosed, as a routine use, to the Administrator,
General Services, or his/her designes, during an inspection of recards conducted by GSA as
hart of that agency's responsibility to recommend improvements in records menagernent
practices and programs, under authority of 44 U.S.0. 2904 and 2906. Such disclosure shall
be made in accordance with the GSA raguiations governing inspeotion of records for this
purpose, and any other relevent (1¢., GSA or Commerce) directive, Suoh disclosure shalt not
be used to make determinations about individuais.

8. A record from this system of recards may be disclased, as @ routine use, to the public alter
either publication of the application pursuant in 36 U.S.C. 122{b) or issuance of a patent
pursuant to 35 US.0. 154. Further, a record may be disclosed, subject fo the limitations of 37
CFR 1.44, as a routine use, to the public if the record was fled in an appheation which
became abandoned of in which the proceedings were terminated and whisn applicationis
referenced by either a published application, an application open to public inspection or an
issued petent,

9. A record from this system of recards mey be disclosed, as a routine use, tc a Federal, State,
of local law enforcement agency, if the USPTO becomes aware of a violation or potential
violation of law or requiation.

 

a

o~E

 

Page 294 of 1415



Page 295 of 1415

PTO/SB/22 (09-11)
Approved for use through 07/31/2012. OMB 0651-0031

U.S. Patent and Trademark Office; U.S. DEPARMENT OF COMMERCE
Under the paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid OMB control number, 
 
 
 

Docket Number(Optional)

13210-1465/KL

Application Number 10/381,219 Filed March 20, 2003

For SOFTWARE CODESIGNING SYSTEM AND METHOD

partunit24810Bxaminer AVERY,Jeremiah L
This is a request under the provisions of 37 CFR 1.136(a) to extend the period for filing a reply in the aboveidentified
application.

  PETITION FOR EXTENSION OF TIME UNDER37 CFR 1.136(a)

  
  
  The requested extension and fee are as follows (check time period desired and enter the appropriate fee below):  
 

Fee Smail Entity Fee

| One month (37 CFR 1.17(a)(1)) $150 $75  
[_] Two months (37 CFR 1.17(a)(2)) $560 $280      

  
 

fFFfFGF&Three months(37 CFR 1.17(a)(3)) $1270 $635 1270

[-] Four months (37 CFR 1.17(a)(4)) $1980 $990
(1 Five months (37 CFR 1.17(a)(5)) $2690 $1345

  Applicant claims small entity status. See 37 CFR 1.27.

A checkin the amount ofthe fee is enclosed.

Paymentby credit card. Form PTO-2038is attached.

The Director has already been authorized to chargefeesin this application to a Deposit Account.N$OOOO  
The Director is hereby authorized to charge any fees which may be required, or credit any overpayment, to
Deposit Account Number 022095 .

WARNING: Information on this form may becomepublic. Credit card information should not be included onthis form.
Provide credit card Information and authorization on PTO-2038.  

  | am the [] applicant/inventor.

  CI assignee of record of the entire interest. See 37 CFR 3.71.
Statement under 37 CFR 3.73(b) is enclosed (Form PTO/SB/96).

attorney or agent of record. Registration Number 24,948
 

  

  Cl attorney or agent under 37 CFR 1.34.
Registration numberif acting under 37 CFR 1.34

hin November 11, 2011
Signature Date

Kendrick Lo 416-364-7311

Typed or printed name Telephone Number

    
  
 
 

 
 NOTE:Signaturesofall the inventors or assignees of record of the entire interest or their representative(s) are required. Submit multiple formsif more than onesignature is required, see below.

Total of JA forms are submitted.
This collection of information is required by 37 CFR 1.136(a). The information is required to obtain or retain a benefit by the public whichisto file (and by the
USPTOto process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.11 and 1.14. This collection is estimated to take 6 minutes to
complete, including gathering, preparing, and submitting the completed application form to the USPTO. Timewill vary depending uponthe individual case. Any
comments on the amountof time you require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer,
U.S. Patent and Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450, DO NOT SEND FEES OR COMPLETED
FORMSTO THIS ADDRESS. SEND TO: Commissionerfor Patents, P.O. Box 1450, Alexandria, VA 22313-1450.

ifyou needassistance in completing the form, call 1-800-PTO-9199 and select option 2.

  
   

Page 295 of 1415



Page 296 of 1415

Doc code: RCEX PTO/SB/30EFS (07-09)
Doc description: Request for Continued Examination (RCE) Approvedfor use through 07/31/2012. OMB 0651-0031U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unlessit contains a valid OMB control number.

REQUEST FOR CONTINUED EXAMINATION(RCE)TRANSMITTAL
(Submitted Only via EFS-Web)

Application|4916632 Filing|2008-01-18 Docket Number | 43540.4465/KL Art|2617
Number Date (if applicable) Unit

First Named) iRKuP, Michael G. Examiner LY, Nghi H.Inventor Name 

This is a Request for Continued Examination (RCE) under 37 CFR 1.114 of the above-identified application.
Request for Continued Examination (RCE) practice under 3/7 CFR 1.114 does not apply to anyutility or plant application filed prior to June 8,
1995, or to any cesign application. The Instruction Sheet for this form is located at WWW.USPTO.GOV
 

SUBMISSION REQUIRED UNDER37 CFR 1.114

Note:If the RCEis proper, any previously filed unentered amendments and amendments enclosed with the RCE will be entered in the order
in which they were filed unless applicant instructs otherwise.If applicant does not wish to have any previously filed unentered amendment(s)
entered, applicant must request non-entry of such amendment{s). 

Oo Previously submitted. If a final Office action is outstanding, any amendmentsfiled after the final Office action may be considered as asubmission even if this box is not checked.

| Consider the arguments in the Appeal Brief or Reply Brief previously filed on

[_] Other

[<] Enclosed

Amendment/Reply

Information Disclosure Statement (IDS)

[] Affidavit(s)/ Declaration(s)

[_] Other

 
MISCELLANEOUS 

CO Suspension of action on the above-identified application is requested under 37 CFR 1.103{c) for a period of months{Period of suspension shall not exceed 3 months; Fee under 37 CFR 1.17(i) required} 
[_] Other
 

FEES

The RCEfee under 37 CFR 1.17(e) is required by 37 CFR 1.114 when the RCEisfiled.
The Director is hereby authorized to charge any underpaymentof fees, or credit any overpayments,to
Deposit Account No 022095 

SIGNATURE OF APPLICANT, ATTORNEY, OR AGENT REQUIRED 

[X] Patent Practitioner Signature [] Applicant Signature

 

 EFS - Web 2.1.15
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Doc code: RCEX PTO/SB/30EFS (07-09)
Doc description: Request for Continued Examination (RCE) Approved for use through 07/31/2012. OMB 0651-0031U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unlessit contains a valid OMB control number.
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Appl. No 10/381,219
Applicants: YACH, David etal.
Filed : March 20, 2003
Title Software Code Signing System and Method

TCJA.U. ; 2431

Examiner AVERY, Jeremiah L

Docket No. : 13210-1465/KL (previously 555255012423)

November 11, 2011

Commissioner for Patents

P. O. Box 1450

Alexandria, Virginia 22313-1450

AMENDMENT

Sir:

In response to the office action of May 13, 2011, please amend the above-

identified application as follows. A petition for a three-month extension of time and a

request for continued examination accompanythis response.

Amendments to the Claimsarereflectedin the listing of claims, which begins on page

2 of this paper.

Remarks/Arguments begin on page 23ofthis reply.
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Amendments to the Claims 

The followinglisting of claims will replace all prior versions, andlistings, of claims in the

application:

1-165: (Cancelled without prejudice).

166. (Currently Amended) A mobile device containing software instructions which

when executed on the mobile device cause the mobile device to perform operations for

controlling access to an application platformofthemobile device, the operations

comprising:

storing a plurality of application programming interfaces (APIs) at the mobile
oS Oo G a Gg a co Sag O mG

 device, vv oq VV V

with-the-application-platfermand wherein at least one API comprises a sensitive API to.

which accessis restrictedascsessible-upen-verfication-ofa-digitalsignature,-wherein-the-

itive APL twit . identifi blic- key:

receiving, at the mobile device, an indication that a software application on the

mobile device is requesting accessto [[a]] the sensitive API stored at the mobile device;

. licat . .

determine determining, at the mobile device, whetherthe software applicationis

signed, wherein a signed software application includes a digital signature generated

using a private key of a private key-public key pair, wherein the private key is not

accessible to the mobile device; and-a-cerrespondingsignatureidentification, 

 
device using a use-the public key asseciated-withthe-sensitiveAPIof the private key-
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public key pair to verify authenticityofthe digital signature of the signed software

application; and

based uponverifying the authenticityoHthe digital signature at the mobile device,

usingthe-sensitiveAPHe-the mobile device allowing the signed software application

access to the sensitive API te+nteractwiththe-applicationplatform.

167. (Currently Amended) The mobile device of claim 166, wherein based upon a

determination that the software application requesting access to the sensitive API does

not include a signature+dentification, the operations further comprise: preventing

execution of the software application-is-netexeeuted.

168. (Currently Amended) The mobile device of claim 166, wherein based upon a

determination that the software application requesting access to the sensitive API does

not include a signature+dentifeation, the operations further comprise: denying the

software application is-denied access to the sensitive API.

169. (Currently Amended) The mobile device of claim 166, whereintheapplication

platforms-onthe-mobile-device—and wherein based upon a determination that the

software application requesting access to the sensitive API does notinclude a signature

identitication, the-appleation-executionmanagerpurges the operations further

comprise: purging the software application from the mobile device.

170. (Currently Amended) The mobile device of claim 166, wherein based upon a

determination that the digital signature is not successfully verified authenticated, the

operations further comprise: preventing execution of the software application

; itive APL ‘

171. (Currently Amended) The mobile device of claim 166, wherein based upon a

determination that the digital signature is not successfully verified authenticated, the

operations further comprise: denying the software applicationrequestingaccess_tethe-

sensitiveAPLis-denied accessto the sensitive API.
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172. (Currently Amended) The mobile device of claim 166, wherein-the-appleation-

platformis-erthemebiledevice,and wherein based upon a determination that the

digital signature is not successfully verified authenticated, the-application-execution-

managerpurges the operations further comprise: purging the software application

requesting-accesstothesensitiveAPIfrom the mobile device.

173. (Currently Amended) The mobile device of claim 166, wherein a global signature
is associated with eachof the plurality of APIs; and wherein the global signature is

verified prior to allowing the signed software application to access the sensitive AP|

; sth, keation-nlatforn,

174. (Currently Amended) The mobile device of claim 166, wherein at least some of

the operations are performed by an application execution manager, and wherein the

application execution manageris implemented bya virtual machine (VM)of the mobile

device.

175. (Currently Amended) The mobile device of claim 166, wherein the digital

signature is generated by applying[[a]] the private key to a first hash of the software

application; and the digital signature is verified authenticated by generating a second

hash of the software application to obtain a generated hash, applying the public key to

the digital signature to obtain a recovered hash, and verifying that the generated hash

and the recovered hash are the same.

176. (Currently Amended) The mobile device of claim 166, wherein the digital

signature is generated by applying[[a]] the private key to a first abridged version of the

software application; and the digital signature is verified authenticated by generating a

second abridged version of the software application to obtain a generated abridged

version, applying the public key to the digital signature to obtain a recovered abridged

version, and verifying that the generated abridged version and the recovered abridged

version are the same.
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177. (Previously Presented) The mobile device of claim 166, wherein the digital

signature is generated by a code signing authority and included with the software

application.

178. (Currently Amended) The mobile device of claim 166, wherein the operations for

controting-access_te-theapplicationplatformfurther comprise:

displaying a description string when the software application attempts to access

the sensitive API.

179. (Previously Presented) The mobile device of claim 166, wherein the application

platform comprises an operating system.

180. (Currently Amended) The mobile device of claim 166, wherein the application

platform i FA includes mobile 
device hardware.

181. (Previously Presented) The mobile device of claim 166, wherein the application

platform comprises a cryptographic module.

182. (Previously Presented) The mobile device of claim 166, wherein the application

platform comprises a data store.

183. (Previously Presented) The mobile device of claim 166, wherein the application

platform comprises a proprietary data model.

184. (Previously Presented) The mobile device of claim 166, wherein the application

platform comprises an input and output controller.
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185. (Previously Presented) The mobile device of claim 166, wherein the digital

signature provides an audittrail identifying a developer of the software application

requesting accessto the sensitive API.

186. (Previously Presented) The mobile device of claim 185, wherein a problematic

software application is identified using the audit trail, and wherein the digital signature

associated with the problematic software application is revocable.

187. (Previously Presented) The mobile device of claim 186, wherein the digital

signature associated with the problematic software application is revoked, and wherein

the revoked digital signature is added to a signature revocationlist.

188. (Currently Amended) The mobile device of claim 166, wherein the-authenticityof

the digital signatureisfirst verified each time the software application requesting access

to the sensitive API is allowed to interact with the application platform.

189. (Currently Amended) The mobile device of claim 166, wherein the software

application further includes a signature identification, and wherein the digital signature

and the signature identification correspond to a mobile device type.

190. (Currently Amended) The mobile device of claim 166, wherein the operations

further comprise associatingthesensitiveARPLwiththe-public-_key includes obtaining the

public key from a public key repository.

191. (Currently Amended) A system for controlling access to an application platform

on a mobile device, comprising:

one or more processors;

one or more computer-readable storage mediums containing software

instructions executable on the one or more processors to cause the one or more

processors to perform operations including:
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storing a plurality of application programming interfaces (APIs) at the mobile

 

withthe-application-platferm_and wherein at least one API comprises a sensitive API to_

which accessis restrictedaccessible-upen-verification-ofa-digitalsignature,_-whereinthe-

sensitive APLis-asseciated with_asignatureidentifierandapublic key;

receiving, at the mobile device, an indication that a software application is 

requesting accessto [[a]] the sensitive AP] stored at the mobile device;

; licati 7 | .

determine determining, at the mobile device, whether the software application is

signed, wherein a signed software application includes a digital signature generated

using a private key of a private key-public key pair, wherein the private key is not

accessibletothemobiledevice;and-a-correspending-signatureidentification,

 
mobile device using a [[the]] public key asseciated-withthesensitiveAP}of the private

key-public key pair to verify authenticityofthe digital signature of the signed software

application; and

based upon verifying the authenticity-ofthe digital signature, using-the-sensitive-

APHe the mobile device allowing the signed software application access to the

sensitive API tointeract withtheapplicationplatform.

192. (Currently Amended) The system of claim 191, wherein based upon a

determination that the software application requesting access to the sensitive API does

not include a signature-identification, the operations further comprise: preventing

execution of the software application+s-netexecuted.

193. (Currently Amended) The system of claim 191, wherein based upon a

determination that the software application requesting access to the sensitive API does

Page 305 of 1415



Page 306 of 1415

Appl. No. 10/381,219
Amendment dated November 11, 2011
Reply to office action of May 13, 2011

not include a signatureidentification, the operations further comprise: denying the

software application is-denied access to the sensitive API.

194. (Currently Amended) The system of claim 191, wherein-the-application-platform-

is-on-amebiledevice-and wherein based upon a determination that the software

application requesting access to the sensitive AP! does notinclude a signature

identification, the -applicationexecutionmanager-purges the operations further

comprise: purging the software application from the mobile device.

195. (Currently Amended) The system of claim 191, wherein based upon a

determination that the digital signature is not successfully verified authenticated, the

operations further comprise: preventing execution of the software application

; tive APL \

196. (Currently Amended) The system of claim 191, wherein based upon a

determination that the digital signature is not successfully verified authenticated, the

operations further comprise: denying the software application requesting-accesstothe-

sensitiveAPHs-denied access to the sensitive API.

197. (Currently Amended) The system of claim 191, wRereinthe-applcation_plattorm-

is-on-amebiledevice_and wherein based upon a determination that the digital signature

is not successfully verified authenticated, the-application-executionmanagerpurgesthe

operations further comprise: purging the software application requesting-access-to-the-

sensitiveAPIfrom the mobile device.

198. (Currently Amended) The system of claim 191, wherein a global signature is

associated with eachof the plurality of APIs; and wherein the global signatureis verified

prior to allowing the signed software application to access the sensitive API interactwith

| ication platform,
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199. (Currently Amended) The system of claim 191, wherein at least some of the

operations are performedby an application execution manager, and wherein the

application execution manageris implemented by a virtual machine (VM)of the mobile

device.

200. (Currently Amended) The system of claim 191, wherein the digital signature is

generated by applying [[a]] the private key to a first hash of the software application; and

the digital signatureis verified authenticated by generating a second hashof the

software application to obtain a generated hash, applying the public key to the digital

signature to obtain a recovered hash, and verifying that the generated hash and the

recovered hash are the same.

201. (Currently Amended) The system of claim 191, wherein the digital signature is

generated by applying [[a]] the private key to a first abridged version of the software

application; and the digital signature is verified authenticated by generating a second

abridged version of the software application to obtain a generated abridged version,

applying the public key to the digital signature to obtain a recovered abridged version,

and verifying that the generated abridged version and the recovered abridged version

are the same.

202. (Currently Amended) The system of claim 191, further comprising:

a code signing authority, wherein the code signing authority determines whether

the software application should be given accessto [[a]] the sensitive API, and based

upon a determination that the software application should be given accessto [[a]] the

sensitive API, the code signing authority accepts the software application and generates

[[a]] the digital signature that is included with the software application.

203. (Currently Amended) The system of claim 191, wherein the operations

performedby-the-one-ormereprocessorsfurther comprise:

displaying a description string when the software application attempts to access

the sensitive API.
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204, (Previously Presented) The system of claim 191, wherein the application

platform comprises an operating system.

205. (Currently Amended) The system of claim 191, whereinthe-application-_plattorm-

is-on-amobile-device—and wherein the application platform includes mobile device

hardware.

206. (Previously Presented) The system of claim 191, wherein the application

platform comprises a cryptographic module.

207. (Previously Presented) The system of claim 191, wherein the application

platform comprises a data store.

208. (Previously Presented) The system of claim 191, wherein the application

platform comprises a proprietary data model.

209. (Previously Presented) The system of claim 191, wherein the application

platform comprises an input and output controller.

210. (Previously Presented) The system of claim 191, wherein the digital signature

provides an audit trail identifying a developer of the software application requesting

access to the sensitive API.

211. (Previously Presented) The system of claim 210, wherein a problematic software

application is identified using the audit trail, and wherein the digital signature associated

with the problematic software application is revocable.

212. (Previously Presented) The system of claim 211, wherein the digital signature

associated with the problematic software application is revoked, and wherein the

revokeddigital signature is added to a signature revocationlist.

10
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213. (Currently Amended) The system of claim 191, wherein the-authenticity-of the

digital signature is first verified each time the software application requesting access to

the sensitive API is allowed to interact with the application platform.

214. (Currently Amended) The system of claim 191, wherein the software application

further includes a signature identification, and wherein the digital signature and the

signature identification correspond to a mobile device type.

215. (Currently Amended) The system of claim 191, wherein the operations further

comprise asseciatingthesensitiveAPLwiththe-publickeyincludes obtaining the public

key from a public key repository.

216. (Currently Amended) A non-transitory computer-readable storage medium

encoded with instructions that when executed on one or more processors of a mobile

device, cause the mobile device to within-a-cemputersystem perform a methodfor

controlling access to an application platform of the mobile device, the method

comprising:

storing a plurality of application programminginterfaces (APIs) at the mobile

device, wherein-each API can beusedteatiow-certain sofware_applications_teinteract

withtheapplicatien-platferm_—and wherein at least one API comprises a sensitive API to_

which accessis restrictedaccessible_up)8R-verticationofadigitalsignature whereinthe

senskive APHs-associated with-asignatureidentifier and-a-public key;

receiving, at the mobile device, an indication that a software application on the

 

  

mobile device is requesting accessto [[a]] the sensitive API stored at the mobile device:

; licati . .

determine determining, at the mobile device, whether the software application is

signed, wherein a signed software application includes a digital signature generated

using a private key of a private key-public key pair, wherein the private key is not

accessibletothemobiledevice;and-a-correspondingsignatureidentification,

11
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mobile device using the public key asseciated-with-the-sensitiveAPI of the private key-

public key pair to verify authenticity-efthe digital signature of the signed software

application; and

based uponverifying the authenticityofthedigital signature at the mobile device,

usingthe-sensitiveAPHethe mobile device allowing the signed software application

access to the sensitive APlte-interact-withthe-application-platferm.

217. (Currently Amended) The computer-readable storage medium of claim 216,

wherein based upon a determination that the software application requesting access to

the sensitive API does not include a signatureidentification, the method further

comprises: preventing execution of the software application+s-netexecuted.

218. (Currently Amended) The computer-readable storage medium ofclaim 216,

wherein based upon a determination that the software application requesting access to

the sensitive AP! does not include a signature4dentification, the method further

comprises: denying the software application is-denied accessto the sensitive API.

219. (CurrentlyAmended) The computer-readable storage medium of claim 216,
wherein based upon a 

determination that the software application requesting access to the sensitive API does

not include a signature4dentification, the-appleationexecutionmanagerpurgesthe

method further comprises: purging the software application from the mobile device.

220. (Currently Amended) The computer-readable storage medium of claim 216,

wherein based upon a determination that the digital signature is not successfully verified

12
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authenticated, the method further comprises: preventing execution of the software

application-requesting-_access-te-the-sensitiveAPLis-netexecuted.

221. (Currently Amended) The computer-readable storage medium of claim 216,

wherein based upon a determination that the digital signature is not successfully verified

authenticated, the method further comprises: denying the software application

requestingaccess_to-the-sensitiveAPHis-denied accessto the sensitive API.

222. (Currently Amended) The computer-readable storage medium of claim 216,

ion-platorntis-on-amobile-device_and wherein based upon a 

determination that the digital signature is not successfully verified authenticated, the-

applicationexecutionmanagerpurgesthe method further comprises: purging the

software application requestingaccess_tothe-sensitiveAPIfrom the mobile device.

223. (Currently Amended) The computer-readable storage medium of claim 216,

wherein a global signature is associated with each ofthe plurality of APIs; and wherein

the global signatureis verified prior to allowing the signed software application to

access the sensitive API interactwith-the-applicationplattorm.

224. (Currently Amended) The computer-readable storage medium of claim 216,

wherein at least some of the operations are performed by an application execution

manager, and wherein the application execution manageris implementedbya virtual

machine (VM)of the mobile device.

225. (Currently Amended) The computer-readable storage medium of claim 216,

wherein the digital signature is generated by applying [[a]] the private key to a first hash

of the software application; and the digital signature is verified authenticated by

generating a second hashof the software application to obtain a generated hash,

applying the public key to the digital signature to obtain a recovered hash, and verifying

that the generated hash and the recovered hashare the same.

13
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226. (Currently Amended) The computer-readable storage medium of claim 216,

wherein the digital signature is generated by applying[[a]] the private key toafirst

abridged version of the software application; and the digital signature is verified
 

authenticated by generating a second abridged version of the software application to

obtain a generated abridged version, applying the public keyto the digital signature to

obtain a recovered abridged version, and verifying that the generated abridged version

and the recovered abridged version are the same.

227. (Previously Presented) The computer-readable storage medium of claim 216,

wherein the digital signature is generated by a codesigning authority and included with

the software application.

228. (Previously Presented) The computer-readable storage medium of claim 216,

further comprising:

displaying a description string when the software application attempts to access

the sensitive API.

229. (Previously Presented) The computer-readable storage medium of claim 216,

wherein the application platform comprises an operating system.

230. (Currently Amended) The computer-readable storage medium of claim 216,

on-piatform-is-on-amobile-device_and wherein the application 

platform includes mobile device hardware.

231. (Previously Presented) The computer-readable storage medium ofclaim 216,

wherein the application platform comprises a cryptographic module.

232. (Previously Presented) The computer-readable storage medium of claim 216,

wherein the application platform comprises a data store.

14
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233. (Previously Presented) The computer-readable storage medium ofclaim 216,

wherein the application platform comprises a proprietary data model.

234. (Previously Presented) The computer-readable storage medium of claim 216,

wherein the application platform comprises an input and output controller.

235, (Previously Presented) The computer-readable storage medium of claim 216,

wherein the digital signature provides an audit trail identifying a developerof the

software application requesting access to the sensitive API.

236. (Previously Presented) The computer-readable storage medium of claim 235,

wherein a problematic software application is identified using the audit trail, and wherein

the digital signature associated with the problematic software application is revocable.

237. (Previously Presented) The computer-readable storage medium of claim 236,

wherein the digital signature associated with the problematic software application is

revoked, and wherein the revoked digital signature is added to a signature revocation

list.

238. (Currently Amended) The computer-readable storage medium of claim 216,

wherein the-authenticity-of the digital signature is first verified each time the software

application requesting accessto the sensitive API is allowed to interact with the

application platform.

239. (Currently Amended) The computer-readable storage medium of claim 216,

wherein the software application further includes a signature identification, and wherein

the digital signature and the signature identification correspond to a mobile device type.

240. (Currently Amended) The computer-readable storage medium of claim 216,

wherein the method further comprises asseciating-thesensitiveAPIwiththepublickey

includes obtaining the public key from a public key repository.

15
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241. (Currently Amended) A methodfor controlling access to an application platform

of a mobile device, comprising:

storing a plurality of application programming interfaces (APIs) at the mobile

device, wherein-each ARI-can-be-used to-allow-_certain-software_applications-to-interac

withthe-application-platferm,and wherein at least one API comprises a sensitive API to_

whichaccessis restrictedacsessi verificatt ict ignaty i

tive APL vatod -with-a-si dontit |apublic key:

receiving, at the mobile device, an indication that a software application on the

mobile device is requesting accessto [[a]] thesensitive API stored at the mobile device;

. licati . o:

determine determining, at the mobile device, whetherthe software application is

 

signed, wherein a signed software application includes a digital signature generated

using a private key of a private key-public key pair, wherein the private key is not

accessibletothemobiledevice;and-a-correspondingsignatureidentification,
ry ava avals Nato ny O0-ThH nS OTA a ala RD qonad oeoo y Zo G ol o

 

 
mobile device using a public key asseciated- withthesensitiveAPIof the private key-

public key pair to verify authenticity-of the digital signature of the signed software

application; and

based upon verifying the authenticit+oHhe digital signature at the mobile device,

usingthe-sensitiveAPHethe mobile device allowing the signed software application

accessto the sensitive APIteinteractwiththeapplcation-platfonn.

242. (Currently Amended) The method of claim 241, wherein based upon a

determination that the software application requesting accessto the sensitive AP| does

not include a signature+dentification, the method further comprises: preventing

execution of the software application4s-netexecuted.
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243. (Currently Amended) The method of claim 241, wherein based upon a

determination that the software application requesting access to the sensitive API does

not include a signature-identification, the method further comprises: denying the

software application is-denied accessto the sensitive API.

244, (Currently Amended) The methodof claim 241, whereinthe-applicationplatiorm-

is-on-a-mobiledevice-and wherein based upon a determination that the software

application requesting access to the sensitive AP] does not include a signature

identification,theapplcation-executionmanagerpurges the method further comprises:

purging the software application from the mobile device.

245. (Currently Amended) The method of claim 241, wherein based upon a

determination that the digital signature is not successfully verified authenticated, the

method further comprises: preventing execution of the software application+equesting-

tive APL ed.

246. (Currently Amended) The mobile device of claim 241, wherein based upon a

determination that the digital signature is not successfully verified authenticated, the

method further comprises: denying the software application requesting-access_tothe-

sensitiveAPHs-denied accessto the sensitive API.

247. (Currently Amended) The method of claim 241, whereinthe-applcation-platferm-

is-on-amobiledeviceand wherein based upon a determination that the digital signature

is not successfully verified authenticated, the-application-executienmanagerpurges the

method further comprises: purging the software application requesting-access-te-the-

sensitiveAPIfrom the mobile device.

248. (Currently Amended) The method of claim 241, wherein a global signature is

associated with each of the piurality of APIs; and wherein the global signature is verified
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prior to allowing the signed software application to access the sensitive API interactwith.

249. (Currently Amended) The method of claim 241, wherein at least some

operations of the method are performed by an application execution manager, and

wherein the application execution manageris implemented by a virtual machine (VM) of

the mobile device.

250. (Currently Amended) The method of claim 241, wherein the digital signature is

generated by applying [[a]] the private key to a first hash of the software application; and

the digital signature is verified authenticated by generating a second hashof the 

software application to obtain a generated hash, applying the public key to the digital

signature to obtain a recovered hash, and verifying that the generated hash and the

recovered hash are the same.

251. (Currently Amended) The method of claim 241, wherein the digital signature is

generated by applying [[a]] the private key to a first abridged version of the software

application; and the digital signature is verified authenticated by generating a second

abridged version of the software application to obtain a generated abridged version,

applying the public key to the digital signature to obtain a recovered abridged version,

and verifying that the generated abridged version and the recovered abridged version

are the same.

252. (Currently Amended) The methodof claim 241, further comprising:

determining by a code signing authority, whether the software application should

be given accessto the [[a]] sensitive API, wherein based upon a determination that the

software application should be given accessto [[a]] the sensitive API, the code signing

authority accepts the software application and generates[[a]] the digital signature thatis

included with the software application.
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253. (Currently Amended) The method of claim 241, wherein-the-eperations-fer-

controllingaccess-_totheapplicationplatformfurther comprising|[e]]:

displaying a description string when the software application attempts to access

the sensitive API.

254, (Previously Presented) The method of claim 241, wherein the application

platform comprises an operating system.

255. (Currently Amended) The method of claim 241, wherein-the-applicationplatform

is-on-amoebile-device—and wherein the application platform includes mobile device

hardware.

256. (Previously Presented) The method of claim 241, wherein the application

platform comprises a cryptographic module.

257. (Previously Presented) The method of claim 241, wherein the application

platform comprises a data store.

258. (Previously Presented) The method of claim 241, wherein the application

platform comprises a proprietary data model.

259. (Previously Presented) The method of claim 241, wherein the application

platform comprises an input and output controller.

260. (Previously Presented) The method of claim 241, wherein the digital signature

provides an audittrail identifying a developer of the software application requesting

accessto the sensitive API.

261. (Previously Presented) The method of claim 260, wherein a problematic

software application is identified using the audit trail, and wherein the digital signature

associated with the problematic software application is revocable.
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262. (Previously Presented) The method of claim 261, wherein the digital signature

associated with the problematic software application is revoked, and wherein the

revoked digital signature is added to a signature revocationlist.

263. (Currently Amended) The method of claim 241, wherein the authenticity-ofthe

digital signatureis first verified each time the software application requesting access to

the sensitive API is allowed to interact with the application platform.

264. (Currently Amended) The method of claim 241, wherein the software application

further includes a signature identification, and wherein the digital signature and the

signature identification correspond to a mobile device type.

265. (Currently Amended) The method of claim 241, further comprising wherein

associatingthesensitiveAPLwiththepublickeyincludes obtaining the public key from a

public key repository.

266. (New) The device of claim 166, wherein verifying the digital signature comprises:

hashing the software application to obtain a generated hash;

applying the public key to the digital signature to obtain a recovered hash; and

comparing the generated hash and the recovered hash.

267. (New) The system of claim 191, wherein verifying the digital signature comprises:

hashing the software application to obtain a generated hash;

applying the public key to the digital signature to obtain a recovered hash; and

comparing the generated hash and the recovered hash.

268. (New) The computer-readable storage medium of claim 216, wherein verifying the

digital signature comprises:

hashing the software application to obtain a generated hash;

applying the public key to the digital signature to obtain a recovered hash; and
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comparing the generated hash and the recovered hash.

269. (New) The methodof claim 241, wherein verifying the digital signature comprises:

hashing the software application to obtain a generated hash;

applying the public key to the digital signature to obtain a recovered hash; and

comparing the generated hash and the recovered hash.

270. (New) The device of claim 166, wherein the plurality of APIs comprises a plurality

of sensitive APIs, wherein for each of the plurality of sensitive APIs, the mobile device

allows accessto the sensitive API uponverification of a digital signature unique to the

sensitive API.

271. (New) The system of claim 191, wherein the plurality of APIs comprises a plurality

of sensitive APIs, wherein for each of the plurality of sensitive APIs, the mobile device

allows accessto the sensitive API upon verification of a digital signature unique to the

sensitive API.

272. (New) The computer-readable storage medium of claim 216, wherein the plurality

of APIs comprisesa plurality of sensitive APIs, wherein for each of the plurality of

sensitive APIs, the mobile device allows access to the sensitive AP] upon verification of

a digital signature unique to the sensitive API.

273. (New) The method of claim 241, wherein the plurality of APIs comprises a

plurality of sensitive APIs, wherein for each of the plurality of sensitive APIs, the mobile

device allows accessto the sensitive API upon verification of a digital signature unique

to the sensitive API.

274. (New) The device of claim 166, wherein the operations further comprise: upon

verifying the digital signature at the mobile device, the mobile device allowing the

software application access to at least one non-sensitive API.
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275. (New) The system of claim 191, wherein the operations further comprise: upon

verifying the digital signature at the mobile device, the mobile device allowing the

software application accessto at least one non-sensitive API.

276. (New) The computer-readable storage medium of claim 216, wherein the method

further comprises: upon verifying the digital signature at the mobile device, the mobile

device allowing the software application accessto at least one non-sensitive API.

277. (New) The method of claim 241, further comprising: upon verifying the digital

signature at the mobile device, the mobile device allowing the software application

accessto at least one non-sensitive API.
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REMARKS/ARGUMENTS

This letter is responsive to the office action dated May 13, 2011.

Claim Amendments

In order to expedite prosecution of the application, and without prejudice, the claims

have been amended to better clarify the distinguishing features of a number of

Applicants’ embodiments from the subject matter disclosed in the cited references. In

particular, the claims have been amended to clarify that certain operations are

performed at the mobile device. Other amendments have been madeto enhanceclarity

and consistency throughoutthe claims.

New claims 266-269 have been added, based on features described at, for example,

paragraph 28 of the published application. New claims 270-273 have been added,

based on features described at, for example, paragraph 37 of the published application.

New claims 274-277 have been added, based on features described at, for example,

paragraph 34 and Figure 3 of the published application.

Accordingly, claims 166-277 remain pending in this application, of which claims 166,

191, 216, and 241 are independent.

The Objection to the Specification Should Be Withdrawn

Applicants submit that the specification discloses a number of examples of computer-

readable storage media (see e.g. Flash Memory 624 and RAM 626 of FIG. 6).

Furthermore, the computer-readable storage medium claims recite non-transitory

media, thereby excluding non-statutory media. Withdrawal of the objection is

respectfully requested.
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The Rejections Under 35 U.S.C. § 103 Should Be Withdrawn

The Examiner has rejected claims 166-168, 170, 171, 173-193, 195, 196, 198-218, 220,

221, 223-243, 245, 246, and 248-265 under 35 U.S.C. §103(a) as being unpatentable

over U.S. Patent No. 6,795,919 (hereinafter “Gibbs”) in view of U.S. Patent No.

6,587,837 (hereinafter “Spagna’”). The Examiner also rejected claims 169, 172, 194,

197, 219, 222, 244 and 247 under 35 U.S.C. §103{a) as being unpatentable over Gibbs

and Spagna, and further in view of U.S. Patent No. 6,697,948 (hereinafter “Rabin”).

The Applicants respectfully traverse all rejections.

To expedite prosecution of the application, the independentclaims have been amended

to clarify that, with the exception of the generation of the digital signature using a private

key that is not accessible to the mobile device, a number of other acts associated with

processing a request by a software application to access a sensitive API are all

performedat the mobile device. In particular, the independent claimsclarify that:

e The application platform to which access is controlled is an application

platform of the mobile device;

e Theplurality of APIs are stored at the mobile device;

e Theindication that a software application on the mobile device is requesting

access to a sensitive API sfored at the mobile device is received at the

mobile device;

e The mobile device uses the public key to verify the digital signature of the

software application; and

e Based uponverifying the digital signature at the mobile device, the mobile

device allows the software application access to the sensitive API.

The Examiner primarily relies on Gibbs to disclose many of the features of the

independentclaims, prior to the present amendment. Gibbs, however,fails to disclose

the features of Applicants’ independent claims as amended.
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Gibbs fails to disclose restricting access to a sensitive API; Gibbs also
fails to teach that the API is one ofa plurality of APIs at a mobile device
and the digital signature of the software application requesting access to
the API was generated on a remote device; rather, Gibbs teaches that the
digital signature is generated at the same device at which an API is
provided

For example, at page 2 of the office action, the Examinerindicates that the claimed API

is disclosed in Gibbs at column 5, lines 42-45. However, this excerpt merely indicates

that an API may be provided to provide access to certain message server services. On

the one hand, Gibbs teachesthat the API is for the message server. On the other hand,

at column 10, lines 31-62, Gibbs envisions that a digital signature is generated at the

message server, and that the digital signature may then be sent to a remote user.

In this regard, the teachings of Gibbs are wholly inconsistent with the language of the

amended independent claims. This is not surprising since Gibbs works in a very

different way compared to the system taught by the Applicants.

First, if the claimed “sensitive API” were analogous to the Gibbs message serverAPI,

then Gibbs cannot also teach the claimed digital signature generated by a private key.

It appears that Gibbs teaches that the digital signature is also generated at the

message server — the same device that provides the API. However, Applicants’

amended claims explicitly recite that although the API is at the mobile device, the

private key is not accessible to the “mobile device”. Even if the Examiner were of the

view that Gibbs’ “message server” was analogous to Applicants’ “mobile device” (a

position which the Applicants traverses), Gibbs would not be able to generate the digital

signature without accessto the private key. Therefore, since Gibbs does not teach that

the API is at a mobile device while the private key used to generate the digital signature

is not accessible to the mobile device, it follows that Gibbs fails to teach the

corresponding elements of the amendedclaim.
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Second, the teachings at column 10 of Gibbs suggests that the “unique digital

signature” is sent to devices remote from the message server 428 (Fig. 4), such as

laptop 452. Gibbs also teaches interactions with other devices, such as a WWW server

424, and a computer 404, when processing the digital signature and voting selections.

It appears that Gibbs teaches a voting or polling system that involves processing that is

distributed over various servers and computing devices. This is very different from

Applicants’ claimed embodiments. As noted above, Applicants’ amended claimsclarify

that with the exception of the generation of the digital signature for a software

application, most of the claimed operations are performed on the same device. The

sensitive API to which access is being requested is also on that same device.

Furthermore, that device is, specifically, a mobile device. It is respectfully submitted

that Gibbs fails to disclose all of the features recited in the amended independent

claims.

Gibbs fails to disclose a private key-public key pair; moreover, Gibbs
teaches away from the use of a private key-public key pair and therefore
cannot be combined with Spagna

For completeness, Applicants note that at page 5 of the office action, the Examiner

concedesthat Gibbs does not disclose features pertaining to a public key, but asserts

that Spagna discloses a sensitive API associated with a public key. Columns 16-17 of

Spagna generally teaches that a public key is employed in the use of digital signatures

(and digital certificates), and columns 46-47 merely refer to “SC(s)”. An SC is not an

API. At best, column 42 teachesthat “the interface to the packer for building a SC(s)is

done by APIs”. However, references made to the public key are in a context

independentof the discussion of the APIs. In this regard, it is respectfully submitted

that the skilled person would not be motivated to combine the teachings of Gibbs with

the teachings of Spagna.

Furthermore, consider, for example, column 1 lines 59-61 of Gibbs. One of the

motivations of Gibbs’ system appears to be directed towards overcoming problemswith
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persistent userid/password pairs which could lead to unauthorized use. However,

simply incorporating the use of Spagna’s private key would not address these problems,

as even private keys can be shared, leaving the issue purported to be addressed by

Gibbs unresolved. More generally, the teachings of Gibbs and Spagna appear to be

incompatible, and it is respectfully submitted that the skilled person would not consider

combining these two references, notwithstanding the fact that the Gibbs-Spagna

combinationfails to teach all of the features of the independent claims, as amended.

In view of at least the foregoing, the Applicants respectfully submit that the subject

matter of the independent claims is neither taught nor suggested by any of the cited

references, taken alone or in combination. For at least this reason, the Applicants

submit that the independent claims are directed to subject matter that is both novel and

non-obvious. It is further submitted that the subject matter of the dependentclaims that

remain in the application is also patentable for at least the same reasons. Withdrawal of

the Examiner's remaining rejections under 35 U.S.C. § 103(a) is respectfully requested.

Concluding Remarks

Although the above amendments and remarks addressall of the Examiner’s current

rejections, Applicants do not waive the right to point out that any purported impetus to

combine elements from disparate references must meet established legal standards.

For example, the impetus must be supported by evidence and articulated reasoning.

E.g., In re Lee, 61 USPQ2d 1430, 1433 (Fed. Cir. 2002); see also In re Kahn, 441 F.3d

977, 988 (Fed. Cir. 2006) (“[R]ejections on obviousness grounds cannot be sustained

by mere conclusory statements; instead, there must be somearticulated reasoning with

some rational underpinning to support the legal conclusion of obviousness”) (quoted in

KSR Int'l Co. v. Teleflex Inc., 127 S. Ct. 1727, 1741 (2007)). The evidence must

suggest the desirability of the combination, not merely the feasibility. /n re Fulton, 73

USPQ2d 1141, 1145 (Fed. Cir. 2004). Furthermore, any impetus to combine elements

from disparate references must “clearly and particularly” lead one of ordinary skill in the
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art to make a combination. See Ruiz v. A.B. Chance Co., 234 F.3d 654, 660 (Fed. Cir.

2000).

In view of the foregoing remarks, Applicants respectfully submit that each of claims 166-

277 is now in form for allowance. The Examiner is welcome to contact the newly-

appointed Applicants’ Representative to resolve any remaining issues, should the

Examinerwish to expedite prosecution of the application.

Respectfully submitted,

BERESKIN & PARR LLP/S.E.N.C.R.L., 8.1.1.

By UL
Kendrick Lo

Reg. No. 54,948
Tel: 416-364-7311
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FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissionerfor Patents, P.O. Box 1450, Alexandria,
VA 22313-1450.
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Privacy Act Statement
 

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your submission of the
attached form related to a patent application or patent. Accordingly, pursuant to the requirements of the Act, please be advised
that: (1} the general authority for the collection of this information is 35 U.S.C. 2(b\(2); (2) furnishing of the information solicited
is voluntary; and (3) the principal purpose for which the information is used by the U.S. Patent and TrademarkOffice is to
process and/or examine your submission related to a patent application or patent. If you do not furnish the requested
information, the U.S. Patent and Trademark Office may not be able to process and/or examine your submission, which may
result in termination of proceedings or abandonmentof the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1. The information on this form will be treated confidentially to the extent allowed under the Freedom of Information Act
(5 U.S.C. 552) and the Privacy Act (5 U.S.C. 552a). Records from this system of records may be disclosed to the
Department of Justice to determine whether the Freedom of Information Act requires disclosure of these records.

A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence to a
court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of settlement
negotiations.

A record in this system of records may bedisclosed, as a routine use, to a Member of Congress submitting a
requestinvolving an individual, to whom the record pertains, when the individual has requested assistance from the
Memberwith respect to the subject matter of the record.

A record in this system of records may bedisclosed, as a routine use, to a contractor of the Agency having need for
the information in order to perform a contract. Recipients of information shall be required to comply with the
requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m).

A record related to an International Application filed under the Patent Cooperation Treaty in this system of records
may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property Organization, pursuant
to the Patent Cooperation Treaty.

A record in this system of records may bedisclosed, as a routine use, to another federal agency for purposes of
National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(c)).

A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services, or
his/her designee, during an inspection of records conducted by GSAaspart of that agency's responsibility to
recommend improvements in records managementpractices and programs, under authority of 44 U.S.C. 2904 and
2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection of records for this
purpose, and any otherrelevant(i.e., GSA or Commerce) directive. Such disclosure shall not be used to make
determinations about individuals.

A record from this system of records may be disclosed, as a routine use, to the public after either publication of
the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a record
may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record wasfiled in
an application which became abandoned orin which the proceedings were terminated and which application is
referenced by either a published application, an application open to public inspections or an issued patent.

A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law
enforcement agency,if the USPTO becomes aware of a violation or potential violation of law or regulation.
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YE, @itE:

MAF A:

DiSeAZHEO CAPD, FRIESEAASPPAOGE;

HL, ATHHRMAAPL BUILMIEMSESSH

HEE.
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ARESE, HELERAIAie) API.

3. AEMAIBR 1 APRARGSELAR, HEE, RAee

FRA, BWIA RAREA.

4. FBLABOR 1 ATRESRS, SREPETUBESARR

AeTERBNISE.

5. HAIER 1 ARMRBELARS. HEEFTRSET AK

TOSFELLATE |

6. ~HRBSTZKRA, HFSRARTESHNRKENABYBRL
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HESUAL, NTSIEREP] API, WALMIERMSSSH

Bt, RH, APRAPMSAPI MW, ULE

FEFRSH.

7. FRPPABR 6 PANRGESAR, FEATS API A485

7E API FEFEA.

8. AEEABER 6 ATRTRISSARE,RPTEFEF—TRE API

PABABURA API, FlMEALBSFSBlfed BURR AY API.

9, MEMAIBEK 8 AMMRGESLRA, REET: AFB

ERPIVAEPfe, HPPREPRERAMS,
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MA, ASTnSTRANAPSETAPI, APA

WMEWiERMSSESHAH.

10. TRIBAZOR 6 PRNRBSESAS, REETMAPA EL

EA) eRLFCRAE

ll. FREALFAIBER 6 PRNRBESFAR, FEETMAF AE

BS) UREGF SEMDsIYYAR
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FEXtS+ APIFENDA.
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ASeieFesHlaAEEWFPD]BURA) API PEPE

16. APRA15 PIRESAS, ACREETRANA

FEALFEXTEDUR API FREE-BSSES.

17. ARERR 16 ATRRIGESRR, FEATREME

FRIESSESESSESrR;

#5}BURY API FEEIRESIR

RETUAL ELRESRRSSMIRA, EERESSRY

API 42/7TLEc.

18. WRPEMAIBER 1 PARBSSFAR,. RAEATASLSESA

SHESRACE, ARMASTSSARRIENSESNRL.

19. FRPEALAIBER 18 ATARIRS, ARMEAT:
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fe FUL A = AEPYPaBLSRREAR EL SS
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PENASESsSKAARALSARIERSSESHAR.

20. HHRMABE 1 PRISESARS, FORMEZEF API it—

fash:

IASS, 4RAVERAPPIN, CHBMWRALA.

21. PRPS 1 ARHRGESAR, FEETNAPAe

TERRIERS.

22. RINFAIZOR 1 PURGESAS. AEETNAPA

FE-PEPBRHTL

23. ARTERIES 1 PIRWAISESAS. REETNAKA

FEBmKEEEE.

24. ARERRFIBER 23 PORWAESAR,EETa

PStyik (SIM) £.

25. FRHEAFIBEK 1 BRISESAS, FTESREA

FPSBEA JaVa FSF

26. ARPAAI BEX 1 ATRARISESARR, HORTECET API HOF

DY FACE @ESDO

27. #RPEALFIBER 1 PRISESAR, KOREZEF API 5A

BeLSABERaAEO

28. FRYEFAZER 1 ARREARS, ARETETWILE

AeTESNI&ELA JaVa HETUAL.
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30. ARTEABK 29 IANA, AREATBAOR:
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BNABREEF
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FLALPLIAPTE «
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GRASS, CUABOKSHAP, RENAEAe

FRA) API.

37. PRPABER 36 PATA, FCRREZEFBR:

MAPRBS, HEVEEAilel BUR) API.
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EARPieaeLGPRABUT:
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FEBURESLAANSSB
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43. #BPERLAIBER 42 PTITTIA, APETETHEPaie, wR

FELRELSE, MUEARAEPPi] API.

44. $BPEBLAIZOR 42 RMA, RAMETERSRAESASS

RA, JAR DY HOSEABEESE

45. —PPEEBKEEFStly I) BUR API AIS, ETE:
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FEESAIAFEeeRasaLSPE

48. PRUEABER47PURE. SORETFBRABUTFUE
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FEBMKRELUIRKENMAPARES. DREMAELe
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GRATEFRERS, WEREi) BURA API.

49. —FPPFERBMRSEARil APIA, BPAURR:

EEKCEIEeEyle]PSRRAAPI MBELE;
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DREARY
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56. ARPABR 55 ATRAE, SORETAERNAee
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Ai.ABCE BEE, HERI, RARE (RR “BD
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BRRAR

AIGRERBEFSARHNZEMMEAMARH, Bh, RPE

SWSR RUEDABRPBDEYASEE. FERES
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LE, FRRNADLEA, MARE CAPD, AMET. API
ARCKENARSSWAFS, BRPMERFSESHREH,

DAF Hell 2kHEYFBFBle] APT.

REARANAKG, SHMESSHRNRBs

RG, AIZMAPE GS, —48 APL, A+API FRIESESy

AESLNARE, MBN, CHIEMZSSHORSE, LEH

EARLEAPI ROUT, KPUUERSESBS, DLS
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REARALM, PHVABHRSLARWER

BANTERRENAEPRIBOREL, BBUMRSEEY

a] BURA API RUS, TERCERAUeSUR API KH

BPS, on RARFSMEEfdBA) APT

ARGHA—SHI, BsREPRE

WAEBHRSLUACAPD MAEMEMKEFRAR

KEWAES, BARREN, URECREAAPI oo
KALA, WSDEESPE,ESE

WAEESHEH, FAR MAESSERCMKENPRE

Vi la] API.

PEAR HASH, PBIBSS_LBURI API HATE

44hSid—TMSPASEMARBKRBUR APL RAKERB

fay, UAEWAEL(aS (hash), MERENAEPES

EMMARAR, GUE, WUEPERO ZR ALES Chash)

PEMPES, FMA, BOREHERFSSHA

SCPE, DARE BCeREESLEfe RAY API

ERM, RAlBokS?LWRRPReROH

FEARANARRASWA—A+AMETAPI HBOKEE, A

CKENABPESAES RBMREAKNMEES, URRAE,
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FRSEHET XN
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tEFCREBAREPI Java HEL. API REIATE Y SDA

EFGRMER, ZAWAF GHAWRewe. RRR. BORE

KPRPANR. WTRRSLRSABREER, KR
ALR Y AVITSRE TS API, Blt API WAR “BRR” REA

FMAKNRERUE. ERANSMBRE, WRAPIWH

[BEARLIE AIREAIAlal APL, BUSTA Y SOP

FADEURACEEA, lk, ESRD IAEAPI ASI, SOPeee

WHARF Y SARMRSABRAEH, MAW APL, WPkK

NABRPFSARRARAEEA. Blin, WHRAPI TReR

MEAS, WBE API HRAYScere

(ARCA. APR CUD API Weemaha / BRSRK

lifa, ATR. BAR. MARCRAPeeRAPee

MANS. BMRA, TAAAPI HFAAMRRAAE

Hf, PMABOL. FM, ONAPI RASRERR
ACA VERA, JAEREERARAISER. KERNENERELEE API
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ETATIFF

aRRIE, FEY API ARMABWRBG. Bu API fF#,

ERASE, REARARREAREN, RHAECRABBY. BA

A BERSRAMARUey. PION, Bankelie

ASpROOP, FOREReRSS AeCeheK

DRAS) BERR BUR. ABTAFR) APIUylal, Esk

WARPAA 12ABBRSRETRESPASSES, MME

CIRBURDARTAPI RISERPIRATEPREES, ROMOSl

fSARORBSSRMRERCARRPBRMRE API A

SERSGREEF, FEEUSBREAP Y14.

FE—PSERIA, HENEEH MIOBARAY APIBRALIE API AOFERERESR
BMOPES. FERAL, HASHES, KMRITRSRHA, 2

Bi] BY PO2%PE ae BSaSE ESBBKYFeeABE

MRR. HIX-ZEFHARP, PAAPL RMRAMAE, BFK

SEDFAAS“PRR” SBRUE. MO, AaaRRBILC NM
AABASERBSAARA UT) RRRREHM.

FEEVINRSLISTER, FEAAREAANBAKE

BY FyTEREERTA,PPERES, AEBel

RRO API FURS, APE TEVASESIE. PEM E—2EER

PERISUTWEAR Y HATSRAMBHRERD

BURRSSEK. REWARY Y14WORKSAMAAistt

AEF, 5 JavaEMAL. (Ae, BPRESRH

BURERERASARFES, RROBRETBHIe

BEES. Alt, MRKLEBOREEAMAHA,

REYFARE OY 14 AISILPRBESRL.

2EYFAL RB OY 14 MIPAP12 TKBRAGSFHL 16.

TER 1 PARAS, TRIBESILLS16REDVAA O14,

COTEFDEAA TRIRARE, BRRESRL 16thRRSee

MAAAR12 Sh, DRCRERENAES. RIBS
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FILA 16 HCH—TREPK BBEe,FEBURY) API

HFSHR, RACAAREBURM API SRALA GR API BRED

FAAPafal ATER)

WRRASSFERAL 16 FRB eREYAPI HA

MES, BRAMAN (RAH) ARBSFRMALMY

16 "EFFIDUKEO14. RI, BABSOPM 22,

IRRMAE Y14SES, REMAPR12, WPS

FEE, CHARARBSELRAILY 16 RAMSRESSA

18 P=4E. PAM, MH—PPESAR. FA hash SVK CONGRALEL(ES Chash)

yA SHAD By“INAFEF 14 KZLELiSS Chash) AAS+AY

FRA 18 —aA, WARS. RESHRS, SASSER

FARR TBRSSMaBALELES Chash), PONEARE Y14,

MERCHAT, SRRPATURCHARATMBSSHAME

FE) BEPRRASAEES

SS, ASSPY12 RIKSBOHRSE 28 MHD

We 28 HERRMS 24 LPR, (4B, BRAMRGESWOR

ReFETCEPEVAB, Bln, FERRPP, Bee

AEEDF22 BTAALSPREISATROL, FeitBR

ERMRANBOAKE, RAVEREBCRANAPARA 12 RBH

MRABAREE. BASES HORKAMAR Y22 BEBAKRR 28

Lb, 8MFES. KAAADESAA 20, ERMA14 ei

Vi IF)RAY API PPEZA, BETUE. BRASSHREMY22

TEMS, (AWA, SERSLAATHRA

FARES Y14. WHMPTRA., ASSMREMAS Y22 BIRENAE

FF Y14 FU—FREPOSES CRA). 4ESRHIEN,

4FEF OY 14 BERRSeETSIABEVELED API.

ZS FASEFAA 20 FATARESRAOUY 16 RHEBESS

#418, FFARASBURY API] -BRRABOIREL. (BE, ARH

10 AAR 28 OREMPSATBULAABRMARBAERS CAR

ti), FPIRERS 28 b. RHEEFHARN—-ThRMG, Baik
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Se 28 WRASSELEER 22 PARC14 OZR BLES

2 (hash), HPPA SRBSSRAULM 16 HARB, HAR
FEFRMAESBH 20 KMS HEFRMILY 16 SHAES

(hash), RSASMALLS (hash4BSMMAESSRSH

AL{A-S Chash)BEAT LOE, WURARALSS Chash)HA, WEERWIE. F
E, ROERREE 14TIRES 28 LET, HUMANES ERK

TEA SUR) API. M0 LATA, AARPAAUMASSATRNB

+, KOSSWR, AHAMSASSHE, KTAAKEHRNRE

gsSo hytokFRgEARHFA

A2#S438 1 MLERBSEOW AREA 30. WAR 32

FrEG, TELEUR 34, RUERABEelBUR API BREDRAY API

MOFEFREE CAPI FERRE A) MBARESY. WET,

BDBSLN—ELMAR API WARBURTE—ZR, OR, FEIECE

HEMECMWIREERASESRIE, BIDARY. CERR 36

Hh, WARP Y HRIREARS,EH,

REEFERAN. kH, KRAFTRATEVRBSSRBAL

WRERFELZMARKOYo —BREE YSees

FASE, LAER 38 HEARMEFRIL.

EGR 40 Fl 42, ROSSRULERY, Le

BAMABURN APL, SEE MBERREPRE.

ARESFS ATLESYL—2YSSHEE:Fd

RRA) APL fide, BIDENARPA, API WIRUR,

MAREMSA, SHERMER, ooBeat

KRERRENRE, MFRBLEACALSRSBMRSZHBAAH

EWSRH. BSSHRBEFRAMAFRANA, SSR 5 Hi

JRUNF o

OnRRSSHELESOR OY, SDA ZEDRE 46, BE
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FAREY BARWSESAAEM API.
FERSSBI, BFASREOY ARALSS
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