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PATENT

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

Application No. : 10/381,219

Applicant :  David P. YACH et al.

Filed . March 20, 2003

TC/A.U. . 2431

Examiner . Jeremiah L. AVERY

Docket No. . 10289-US-PCT

Customer No. . 95866

Confirmation No. : 9761

For . SOFTWARE CODE SIGNING SYSTEM AND METHOD

AMENDMENT AFTER ALLOWANCE

VIA USPTO ELECTRONIC FILE SYSTEM

Mail Stop Amendment

Commissioner for Patents

P.O. Box 1450

Alexandria, VA 22313-1450

ATTENTION: Examiner Jeremiah L. AVERY, Tel. No. 571-272-8627

Sir:

In response to the Notice of Allowance dated March 28, 2013, please enter and

consider the following response with amendment and remarks as follows:

Amendment to Claims begins on page 2

Remarks begin on page 26
OK TO ENTER: ALA/

CERTIFICATE OF TRANSMISSION
In accordance with 37 CFR 1.8, | hereby certify that this correspondence is being deposited with the United States
Postal Service with sufficient postage as first class mail in an envelope addressed to: Commissioner for Patents, P.O.
Box 1450, Alexandria, VA 22313-1450 or facsimile transmitted or submitted under electronic filing system to the U.S.
Patent and Trademark Office on the date: June 3, 2013.
By: Jon A. Gibbons Signature:/ Jon A. Gibbons/
(Applicant, Assignee, or Representative)

1 of 26

Page 2 of 1415



UNITED STATES PATENT AND TRADEMARK OFFICE

UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450

Alexandria, Virginia 22313-1450

WWW.USPL0.gov

APPLICATION NO. FILING DATE FIRST NAMED INVENTOR | ATTORNEY DOCKETNO. | CONFIRMATION NO. |
10/381,219 03/20/2003 David P Yach 13210-1465/KL 9761
95866 7590 06/17/2013 | |
AP .. ; EXAMINER
Fleit Gibbons Gutman Bongini & Bianco P.L.
551 NW 77th street AVERY, JEREMIAH L
Suite 111 ART UNIT PAPER NUMBER
Boca Raton, FL. 33487 | | |
2431
| NOTIFICATION DATE | DELIVERY MODE |
06/17/2013 ELECTRONIC

Please find below and/or attached an Office communication concerning this application or proceeding.
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Application No.

Applicant(s)

L. 10/381,219 YACH ET AL.

Response to Rule 312 Communication . .
Examiner Art Unit
JEREMIAH AVERY 2431

a) IX] entered.
b) ] entered as directed to matters of form not affecting the scope of the invention.

¢) [ disapproved because the amendment was filed after the payment of the issue fee.

and the required fee to withdraw the application from issue.
d) [] disapproved. See explanation below.

e) ] entered in part. See explanation below.

-- The MAILING DATE of this communication appears on the cover sheet with the correspondence address —

1. X The amendment filed on 03 June 2013 under 37 CFR 1.312 has been considered, and has been:

Any amendment filed after the date the issue fee is paid must be accompanied by a petition under 37 CFR 1.313(c)(1)

/NATHAN FLYNN/ /Jeremiah Avery/
Supervisory Patent Examiner, Art Unit 2431 Examiner, Art Unit 2431

U.S. Patent and Trademark Office
PTOL-271 (Rev. 04-01) Reponse to Rule 312 Communication
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PART B - FEE(S) TRANSMITTAL

Complete and send this form, together with applicable fee(s), to: Mail Mail Stop ISSUE FEE
Commissioner for Patents
P.O. Box 1450
Alexandria, Virginia 22313-1450
or Fax (571)-273-2885

INSTRUCTIONS: This form should be used for transmitting the ISSUE FEE and PUBLICATION FEE (if required). Blocks 1 through 5 should be completed where
apgropriatc All further correspondence including the Patent, advance orders and notification of maintenance fees will be mailed to the current correspondence address as
indicated unl?ss corrfected below or directed otherwise in Block 1, by (a) specifying a new correspondence address; and/or (b) indicating a separate "FEE ADDRESS" for
maintenance fee notifications.

Note: A certificate of mailing can only be used for domestic mailings of the
Fee(s) Transmittal. This certificate cannot be used for any other accompanying

CURRENT CORRESPONDENCE ADDRESS (Note: Use Block 1 for any change of address) apers. Each additional paper, such as an assignment or formal drawing, must
Eave its own certificate of mailing or transmission.

Certificate of Mailing or Transmission

?5866, 7590 ,03,/28/2013, I hereby certify that this Fee(s) Transmittal is being deposited with the United
Fleit Gibbons Gutman Bongml & Bianco P.L. States Postal Service with sufficient postage for first class mail in an envelope
551 NW 77th street addressed to the Mail Stop ISSUE FEE address above, or being facsimile
k stree transmitted to the USPTO (571) 273-2885, on the date indicated below.
Suite 111 —
Boca Raton, FL. 33487 (Depasitors name)
(Signature)
(Date)
APPLICATION NO. FILING DATE FIRST NAMED INVENTOR ATTORNEY DOCKET NO. CONFIRMATION NO.
10/381,219 03/20/2003 David P Yach 13210-1465/KL 9761
TITLE OF INVENTION: SOFTWARE CODE SIGNING SYSTEM AND METHOD
I APPLN. TYPE ENTITY STATUS | ISSUE FEE DUE I PUBLICATION FEE DUE | PREV. PAID ISSUE FEE TOTAL FEE(S) DUE DATE DUE
nonprovisional UNDISCOUNTED $1780 $300 30 $2080 06/28/2013
I EXAMINER | ART UNIT I CLASS-SUBCLASS I
AVERY, JEREMIAH L 2431 713-001000
1. Change of correspondence address or indication of "Fee Address" (37 2. For printing on the patent front page, list ,
CFR 1.363). (1) the names of up to 3 registered patent attorneys 1Jon A. Gibbons
[ Change of correspondence address (or Change of Correspondence or agents OR, alternatively,

Address form PTO/SB/122) attached. »,Fleit Gibbons Gutman

(2) the name of a single firm (having as a member a

[ "Fee Address" indication (or "Fee Address" Indication form registered attorney or agent) and the names of up to L ,
PTO/SB/47; Rev 03-02 or more recent) attached. Use of a Customer 2 registered patent attorneys or agents. If no nameis 3 Bo ngini & Bianco PL
Number is required. listed, no name will be printed.

. ASSIGNEE NAME AND RESIDENCE DATA TO BE PRINTED ON THE PATENT (print or type)

PLEASE NOTE: Unless an assignee is identified below, no assignee data will appear on the patent. If an assignee is identified below, the document has been filed for
recordation as set forth in 37 CFR 3.11. Completion of this form is NOT a substitute for filing an assignment.

(A) NAME OF ASSIGNEE (B) RESIDENCE: (CITY and STATE OR COUNTRY)
Research In Motion Limited Waterloo Ontario Canada

W

Please check the appropriate assignee category or categories (will not be printed on the patent) : [ Individual morporation or other private group entity [ Government

4a. The following fee(s) are submitted: 4b. Payment of Fee(s): (Please first reapply any previously paid issue fee shown above)
sue Fee [ A check is enclosed.
mublication Fee (No small entity discount permitted) | Payment by credit card. Form PTO-2038 is attached.
[ Advance Order - # of Copies XWhe Director is hereby authorized to charge the required fee(s), any deficiency, or credit any
overpayment, to Deposit Account Number 5 () E) 56 (enclose an extra copy of this form).
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. Change in Entity Status (from status indicated above)

d Applicant certifying micro entity status. See 37 CFR 1.29 NOTE: Absent a valid certification of Micro Entity Status (see form PTO/SB/15A and 15B), issue
fee payment in the micro entity amount will not be accepted at the risk of application abandonment.

| Applicant asserting small entity status. See 37 CFR 1.27 NOTE: If the application was previously under micro entity status, checking this box will be taken
to be a notification of loss of entitlement to micro entity status.

| Applicant changing to regular undiscounted fee status. NOTE: Checking this box will be taken to be a notification of loss of entitlement to small or micro

entity status, as applicable.

NOTE: The Issue Fee and Publication Fee (if required) will not be accepted from anyone other than the applicant; a registered attorney or agent; or the assignee or other party in
interest as shown by the records of the United States Patent and Trademark Office.

Authorized Signature /Jon A. Gibbons Date 6/3/2013

Typed or printed name _ JON_A. G ibbons Registration No. 37333

This collection of information is required by 37 CFR 1.311. The information is required to obtain or retain a benefit by the public which is to file (and by the USPTO to process)
an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.14. This collection is estimated to take 12 minutes to complete, including gathering, preparing, and
submitting the completed application form to the USPTO. Time will Va{hy deﬁendin upon the individual case. Any comments on the amount of time you require to complete
this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and Trademark Office, U.S. Department of Commerce, P.O.
Box 1450, Alexandria, Virginia 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450,
Alexandria, Virginia 22313-1450.

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid OMB control number.
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Electronic Patent Application Fee Transmittal

Application Number: 10381219

Filing Date: 20-Mar-2003

Title of Invention: SOFTWARE CODE SIGNING SYSTEM AND METHOD
First Named Inventor/Applicant Name: David P Yach

Filer: Jon A. Gibbons/KAREN TARAGOWSKI

Attorney Docket Number: 13210-1465/KL

Filed as Large Entity

U.S. National Stage under 35 USC 371 Filing Fees

Description Fee Code Quantity Amount Sullaj—;l';(tsa)l in
Basic Filing:
Pages:
Claims:
Miscellaneous-Filing:
Petition:
Patent-Appeals-and-Interference:
Post-Allowance-and-Post-Issuance:
Utility Appl Issue Fee 1501 1 1780 1780
Publ. Fee- Early, Voluntary, or Normal 1504 1 300 300
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Description Fee Code Quantity Amount Suzgs:;)l in
Extension-of-Time:
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Total in USD ($) 2080
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Electronic Acknowledgement Receipt

EFS ID: 15935273
Application Number: 10381219
International Application Number:
Confirmation Number: 9761
Title of Invention: SOFTWARE CODE SIGNING SYSTEM AND METHOD
First Named Inventor/Applicant Name: David P Yach
Customer Number: 95866
Filer: Jon A. Gibbons/KAREN TARAGOWSKI
Filer Authorized By: Jon A. Gibbons
Attorney Docket Number: 13210-1465/KL
Receipt Date: 03-JUN-2013
Filing Date: 20-MAR-2003
Time Stamp: 17:13:09
Application Type: U.S. National Stage under 35 USC 371
Payment information:
Submitted with Payment yes
Payment Type Deposit Account
Payment was successfully received in RAM $2080
RAM confirmation Number 4734
Deposit Account 501556
Authorized User

The Director of the USPTO is hereby authorized to charge indicated fees and credit any overpayment as follows:

Charge any Additional Fees required under 37 C.F.R. Section 1.21 (Miscellaneous fees and charges)
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File Listing:

Document .. . File Size(Bytes Multi Pages
Document Description File Name ( y V . . 9
Number Message Digest | Part/.zip| (ifappl.)
. 10289-US- 75819
1 Amendment after Notice of Allowance PCT_312Amendment_6-3-13. no %
(Rule 312)
pdf 819923b036ed4ed8673586545353514a3
1af3b
Warnings:
Information:
10289-US- 106194
2 Issue Fee Payment (PTO-85B) PCT_lssueFeeTransmittal_6-3-1 no 2
3.pdf 8e2f1a5564399¢5d960628d06df72006976)
443ea
Warnings:
Information:
32315
3 Fee Worksheet (SB06) fee-info.pdf no 2
49585b5e12237621ffbecf6076495851380al
00b4
Warnings:
Information:
Total Files Size (in bytes):{ 214328

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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PATENT

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

Application No. : 10/381,219

Applicant :  David P. YACH et al.

Filed . March 20, 2003

TC/A.U. . 2431

Examiner . Jeremiah L. AVERY

Docket No. . 10289-US-PCT

Customer No. . 95866

Confirmation No. : 9761

For . SOFTWARE CODE SIGNING SYSTEM AND METHOD

AMENDMENT AFTER ALLOWANCE

VIA USPTO ELECTRONIC FILE SYSTEM

Mail Stop Amendment

Commissioner for Patents

P.O. Box 1450

Alexandria, VA 22313-1450

ATTENTION: Examiner Jeremiah L. AVERY, Tel. No. 571-272-8627

Sir:

In response to the Notice of Allowance dated March 28, 2013, please enter and

consider the following response with amendment and remarks as follows:

Amendment to Claims begins on page 2
Remarks begin on page 26

CERTIFICATE OF TRANSMISSION
In accordance with 37 CFR 1.8, | hereby certify that this correspondence is being deposited with the United States
Postal Service with sufficient postage as first class mail in an envelope addressed to: Commissioner for Patents, P.O.
Box 1450, Alexandria, VA 22313-1450 or facsimile transmitted or submitted under electronic filing system to the U.S.
Patent and Trademark Office on the date: June 3, 2013.
By: Jon A. Gibbons Signature:/ Jon A. Gibbons/
(Applicant, Assignee, or Representative)

1 of 26
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Appl. No. 10/381,219
Docket No. 10289-US-PCT
Reply to Notice of Allowance March 28 2013

IN THE CLAIMS

This listing of claims will replace all prior versions, and listings, of claims in the

application:
1-165 (Cancelled without prejudice).

166. (Previously Presented) A mobile device containing software instructions which
when executed on the mobile device cause the mobile device to perform operations for
controlling access to an application platform of the mobile device, the operations
comprising:

storing a plurality of application programming interfaces (APIs) at the mobile
device, wherein at least one AP| comprises a sensitive API to which access is
restricted,;

receiving, at the mobile device, an indication that a software application on the
mobile device is requesting access to the sensitive AP| stored at the mobile device;

determining, at the mobile device, whether the software application is signed,
wherein a signed software application includes a digital signature generated using a
private key of a private key-public key pair, wherein the private key is not accessible to
the mobile device;

the mobile device using a public key of the private key-public key pair to verify
the digital signature of the software application; and

based upon verifying the digital signature at the mobile device, the mobile device
allowing the software application access to the sensitive API.

167. (Previously Presented) The mobile device of claim 166, wherein based upon a
determination that the software application requesting access to the sensitive API does

not include a signature, the operations further comprise: preventing execution of the
software application.

2 of 26
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Appl. No. 10/381,219
Docket No. 10289-US-PCT
Reply to Notice of Allowance March 28 2013

168. (Previously Presented) The mobile device of claim 166, wherein based upon a
determination that the software application requesting access to the sensitive AP| does
not include a signature, the operations further comprise: denying the software
application access to the sensitive API.

169. (Previously Presented) The mobile device of claim 166, wherein based upon a
determination that the software application requesting access to the sensitive API does
not include a signature, the operations further comprise: purging the software
application from the mobile device.

170. (Previously Presented) The mobile device of claim 166, wherein based upon a
determination that the digital signature is not successfully verified, the operations further
comprise: preventing execution of the software application.

171. (Previously Presented) The mobile device of claim 166, wherein based upon a
determination that the digital signature is not successfully verified, the operations further
comprise: denying the software application access to the sensitive API.

172. (Previously Presented) The mobile device of claim 166, wherein based upon a
determination that the digital signature is not successfully verified, the operations further
comprise: purging the software application from the mobile device.

173. (Previously Presented) The mobile device of claim 166, wherein a global signature
is associated with each of the plurality of APIs; and wherein the global signature is
verified prior to allowing the software application to access the sensitive API.

174. (Previously Presented) The mobile device of claim 166, wherein at least some of
the operations are performed by an application execution manager, and wherein the

application execution manager is implemented by a virtual machine (VM) of the mobile
device.

3 of 26
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Appl. No. 10/381,219
Docket No. 10289-US-PCT
Reply to Notice of Allowance March 28 2013

175. (Previously Presented) The mobile device of claim 166, wherein the digital
signature is generated by applying the private key to a first hash of the software
application; and the digital signature is verified by generating a second hash of the
software application to obtain a generated hash, applying the public key to the digital
signature to obtain a recovered hash, and verifying that the generated hash and the
recovered hash are the same.

176. (Previously Presented) The mobile device of claim 166, wherein the digital
signature is generated by applying the private key to a first abridged version of the
software application; and the digital signature is verified by generating a second
abridged version of the software application to obtain a generated abridged version,
applying the public key to the digital signature to obtain a recovered abridged version,
and verifying that the generated abridged version and the recovered abridged version

are the same.

177. (Previously Presented) The mobile device of claim 166, wherein the digital
signature is generated by a code signing authority and included with the software

application.

178. (Previously Presented) The mobile device of claim 166, wherein the operations
further comprise:

displaying a description string when the software application attempts to access
the sensitive API.

179. (Previously Presented) The mobile device of claim 166, wherein the application
platform comprises an operating system.

180. (Previously Presented) The mobile device of claim 166, wherein the application
platform includes mobile device hardware.

181. (Previously Presented) The mobile device of claim 166, wherein the application
platform comprises a cryptographic module.
4 of 26
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Appl. No. 10/381,219
Docket No. 10289-US-PCT
Reply to Notice of Allowance March 28 2013

182. (Previously Presented) The mobile device of claim 166, wherein the application
platform comprises a data store.

183. (Previously Presented) The mobile device of claim 166, wherein the application

platform comprises a proprietary data model.

184. (Previously Presented) The mobile device of claim 166, wherein the application
platform comprises an input and output controller.

185. (Previously Presented) The mobile device of claim 166, wherein the digital
signature provides an audit trail identifying a developer of the software application
requesting access to the sensitive API.

186. (Previously Presented) The mobile device of claim 185, wherein a problematic
software application is identified using the audit trail, and wherein the digital signature
associated with the problematic software application is revocable.

187. (Previously Presented) The mobile device of claim 186, wherein the digital
signature associated with the problematic software application is revoked, and wherein
the revoked digital signature is added to a signature revocation list.

188. (Currently Amended) The mobile device of claim 166, wherein the digital
signature is first verified each time the software application requesting access to the
sensitive API is allowed to interact with the application platform.

189. (Previously Presented) The mobile device of claim 166, wherein the software
application further includes a signature identification, and wherein the digital signature
and the signature identification correspond to a mobile device type.

190. (Previously Presented) The mobile device of claim 166, wherein the operations
further comprise obtaining the public key from a public key repository.
5 of 26
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Appl. No. 10/381,219
Docket No. 10289-US-PCT
Reply to Notice of Allowance March 28 2013

191. (Previously Presented) A system for controlling access to an application platform
on a mobile device, comprising:

one or more processors;

one or more computer readable storage mediums containing software
instructions executable on the one or more processors to cause the one or more
processors to perform operations including:

storing a plurality of application programming interfaces (APIls) at the mobile
device, wherein at least one AP| comprises a sensitive API to which access is
restricted,;

receiving, at the mobile device, an indication that a software application is
requesting access to the sensitive API stored at the mobile device;

determining, at the mobile device, whether the software application is signed,
wherein a signed software application includes a digital signature generated using a
private key of a private key-public key pair, wherein the private key is not accessible to
the mobile device;

the mobile device using a public key of the private key-public key pair to verify
the digital signature of the software application; and

based upon verifying the digital signature, the mobile device allowing the
software application access to the sensitive API.

192. (Previously Presented) The system of claim 191, wherein based upon a
determination that the software application requesting access to the sensitive API does

not include a signature, the operations further comprise: preventing execution of the
software application.

6 of 26
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Appl. No. 10/381,219
Docket No. 10289-US-PCT
Reply to Notice of Allowance March 28 2013

193. (Previously Presented) The system of claim 191, wherein based upon a
determination that the software application requesting access to the sensitive AP| does
not include a signature, the operations further comprise: denying the software
application access to the sensitive API.

194. (Previously Presented) The system of claim 191, wherein based upon a
determination that the software application requesting access to the sensitive API does
not include a signature, the operations further comprise: purging the software
application from the mobile device.

195. (Previously Presented) The system of claim 191, wherein based upon a
determination that the digital signature is not successfully verified, the operations further
comprise: preventing execution of the software application.

196. (Previously Presented) The system of claim 191, wherein based upon a
determination that the digital signature is not successfully verified, the operations further
comprise: denying the software application access to the sensitive API.

197. (Previously Presented) The system of claim 191, wherein based upon a
determination that the digital signature is not successfully verified, the operations further
comprise: purging the software application from the mobile device.

198. (Previously Presented) The system of claim 191, wherein a global signature is
associated with each of the plurality of APls; and wherein the global signature is verified
prior to allowing the software application to access the sensitive API.

199. (Previously Presented) The system of claim 191, wherein at least some of the
operations are performed by an application execution manager, and wherein the

application execution manager is implemented by a virtual machine (VM) of the mobile
device.

7 of 26
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Appl. No. 10/381,219
Docket No. 10289-US-PCT
Reply to Notice of Allowance March 28 2013

200. (Previously Presented) The system of claim 191, wherein the digital signature is
generated by applying the private key to a first hash of the software application; and
the digital signature is verified by generating a second hash of the software application
to obtain a generated hash, applying the public key to the digital signature to obtain a
recovered hash, and verifying that the generated hash and the recovered hash are the

same.

201. (Previously Presented) The system of claim 191, wherein the digital signature is
generated by applying the private key to a first abridged version of the software
application; and the digital signature is verified by generating a second abridged version
of the software application to obtain a generated abridged version, applying the public
key to the digital signature to obtain a recovered abridged version, and verifying that the
generated abridged version and the recovered abridged version are the same.

202. (Previously Presented) The system of claim 191, further comprising:

a code signing authority, wherein the code signing authority determines whether
the software application should be given access to the sensitive API, and based upon a
determination that the software application should be given access to the sensitive API,
the code signing authority accepts the software application and generates the digital
signature that is included with the software application.

203. (Previously Presented) The system of claim 191, wherein the operations further
comprise:

displaying a description string when the software application attempts to access
the sensitive API.

204. (Previously Presented) The system of claim 191, wherein the application platform
comprises an operating system.

205. (Previously Presented) The system of claim 191, wherein the application platform
includes mobile device hardware.

8 of 26
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Appl. No. 10/381,219
Docket No. 10289-US-PCT
Reply to Notice of Allowance March 28 2013

206. (Previously Presented) The system of claim 191, wherein the application platform
comprises a cryptographic module.

207. (Previously Presented) The system of claim 191, wherein the application platform
comprises a data store.

208. (Previously Presented) The system of claim 191, wherein the application platform
comprises a proprietary data model.

209. (Previously Presented) The system of claim 191, wherein the application platform

comprises an input and output controller.

210. (Previously Presented) The system of claim 191, wherein the digital signature
provides an audit trail identifying a developer of the software application requesting
access to the sensitive API.

211. (Previously Presented) The system of claim 210, wherein a problematic software
application is identified using the audit trail, and wherein the digital signature associated
with the problematic software application is revocable.

212. (Previously Presented) The system of claim 211, wherein the digital signature
associated with the problematic software application is revoked, and wherein the

revoked digital signature is added to a signature revocation list.

213. (Previously Presented) The system of claim 191, wherein the digital signature is
first verified each time the software application requesting access to the sensitive APl is

allowed to interact with the application platform.
214. (Previously Presented) The system of claim 191, wherein the software application
further includes a signature identification, and wherein the digital signature and the

signature identification correspond to a mobile device type.
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215. (Previously Presented) The system of claim 191, wherein the operations further

comprise obtaining the public key from a public key repository.

216. (Previously Presented) A non-transitory computer-readable storage medium
encoded with instructions that when executed on one or more processors of a mobile
device, cause the mobile device to perform instructions for controlling access to an
application platform of the mobile device, the instructions comprising:

storing a plurality of application programming interfaces (APIls) at the mobile
device, wherein at least one AP| comprises a sensitive API to which access is
restricted,;

receiving, at the mobile device, an indication that a software application on the
mobile device is requesting access to the sensitive AP| stored at the mobile device;

determining, at the mobile device, whether the software application is signed,
wherein a signed software application includes a digital signature generated using a
private key of a private key-public key pair, wherein the private key is not accessible to
the mobile device;

the mobile device using the public key of the private key-public key pair to verify
the digital signature of the software application; and

based upon verifying the digital signature at the mobile device, the mobile device
allowing the software application access to the sensitive API.

217. (Previously Presented) The computer-readable storage medium of claim 216,
wherein based upon a determination that the software application requesting access to
the sensitive API does not include a signature, the instructions further comprising:
preventing execution of the software application.

218. (Previously Presented) The computer-readable storage medium of claim 216,
wherein based upon a determination that the software application requesting access to

the sensitive API does not include a signature, the instructions further comprising:
denying the software application access to the sensitive API.
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219. (Previously Presented) The computer-readable storage medium of claim 216,
wherein based upon a determination that the software application requesting access to
the sensitive API does not include a signature, the instructions further comprising:
purging the software application from the mobile device.

220. (Previously Presented) The computer-readable storage medium of claim 216,
wherein based upon a determination that the digital signature is not successfully
verified, the instructions further comprising: preventing execution of the software

application.

221. (Previously Presented) The computer-readable storage medium of claim 216,
wherein based upon a determination that the digital signature is not successfully
verified, the instructions further comprising: denying the software application access to

the sensitive API.

222. (Previously Presented) The computer-readable storage medium of claim 216,
wherein based upon a determination that the digital signature is not successfully
verified, the instructions further comprising: purging the software application from the
mobile device.

223. (Previously Presented) The computer-readable storage medium of claim 216,
wherein a global signature is associated with each of the plurality of APIs; and wherein
the global signature is verified prior to allowing the software application to access the
sensitive API.

224. (Previously Presented) The computer-readable storage medium of claim 216,
wherein at least some of the instructions are performed by an application execution
manager, and wherein the application execution manager is implemented by a virtual

machine (VM) of the mobile device.

225. (Previously Presented) The computer-readable storage medium of claim 216,
wherein the digital signature is generated by applying the private key to a first hash of
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the software application; and the digital signature is verified by generating a second
hash of the software application to obtain a generated hash, applying the public key to
the digital signature to obtain a recovered hash, and verifying that the generated hash
and the recovered hash are the same.

226. (Previously Presented) The computer-readable storage medium of claim 216,
wherein the digital signature is generated by applying the private key to a first abridged
version of the software application; and the digital signature is verified by generating a
second abridged version of the software application to obtain a generated abridged
version, applying the public key to the digital signature to obtain a recovered abridged
version, and verifying that the generated abridged version and the recovered abridged

version are the same.

227. (Previously Presented) The computer-readable storage medium of claim 216,
wherein the digital signature is generated by a code signing authority and included with
the software application.

228. (Previously Presented) The computer-readable storage medium of claim 216, the
instructions further comprising:
displaying a description string when the software application attempts to access

the sensitive API.

229. (Previously Presented) The computer-readable storage medium of claim 216,
wherein the application platform comprises an operating system.

230. (Previously Presented) The computer-readable storage medium of claim 216,

wherein the application platform includes mobile device hardware.

231. (Previously Presented) The computer-readable storage medium of claim 216,
wherein the application platform comprises a cryptographic module.
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232. (Previously Presented) The computer-readable storage medium of claim 216,

wherein the application platform comprises a data store.

233. (Previously Presented) The computer-readable storage medium of claim 216,
wherein the application platform comprises a proprietary data model.

234. (Previously Presented) The computer-readable storage medium of claim 216,
wherein the application platform comprises an input and output controller.

235. (Previously Presented) The computer-readable storage medium of claim 216,
wherein the digital signature provides an audit trail identifying a developer of the
software application requesting access to the sensitive API.

236. (Previously Presented) The computer-readable storage medium of claim 235,
wherein a problematic software application is identified using the audit trail, and wherein
the digital signature associated with the problematic software application is revocable.

237. (Previously Presented) The computer-readable storage medium of claim 236,
wherein the digital signature associated with the problematic software application is

revoked, and wherein the revoked digital signature is added to a signature revocation
list.
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238. (Previously Presented) The computer-readable storage medium of claim 216,
wherein the digital signature is first verified each time the software application
requesting access to the sensitive API is allowed to interact with the application
platform.

239. (Previously Presented) The computer-readable storage medium of claim 216,
wherein the software application further includes a signature identification, and wherein

the digital signature and the signature identification correspond to a mobile device type.

240. (Previously Presented) The computer-readable storage medium of claim 216, the
instructions further comprising obtaining the public key from a public key repository.

241. (Previously Presented) A method for controlling access to an application platform
of a mobile device, comprising:

storing a plurality of application programming interfaces (APIls) at the mobile
device, wherein at least one AP| comprises a sensitive API to which access is
restricted,;

receiving, at the mobile device, an indication that a software application on the
mobile device is requesting access to the sensitive AP| stored at the mobile device;

determining, at the mobile device, whether the software application is signed,
wherein a signed software application includes a digital signature generated using a
private key of a private key-public key pair, wherein the private key is not accessible to
the mobile device;

the mobile device using a public key of the private key-public key pair to verify
the digital signature of the software application; and

based upon verifying the digital signature at the mobile device, the mobile device

allowing the software application access to the sensitive API.
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242. (Previously Presented) The method of claim 241, wherein based upon a
determination that the software application requesting access to the sensitive AP| does
not include a signature, the method further comprises: preventing execution of the
software application.

243. (Previously Presented) The method of claim 241, wherein based upon a
determination that the software application requesting access to the sensitive API does
not include a signature, the method further comprises: denying the software application
access to the sensitive API.

244. (Previously Presented) The method of claim 241, wherein based upon a
determination that the software application requesting access to the sensitive API does
not include a signature, the method further comprises: purging the software application
from the mobile device.

245. (Previously Presented) The method of claim 241, wherein based upon a
determination that the digital signature is not successfully verified, the method further

comprises: preventing execution of the software application.

246. (Previously Presented) The mobile device of claim 241, wherein based upon a
determination that the digital signature is not successfully verified, the method further
comprises: denying the software application access to the sensitive API.

247. (Previously Presented) The method of claim 241, wherein based upon a
determination that the digital signature is not successfully verified, the method further
comprises: purging the software application from the mobile device.

248. (Previously Presented) The method of claim 241, wherein a global signature is

associated with each of the plurality of APls; and wherein the global signature is verified
prior to allowing the software application to access the sensitive API.
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249. (Previously Presented) The method of claim 241, wherein at least some operations
of the method are performed by an application execution manager, and wherein the
application execution manager is implemented by a virtual machine (VM) of the mobile
device.

250. (Previously Presented) The method of claim 241, wherein the digital signature is
generated by applying the private key to a first hash of the software application; and
the digital signature is verified by generating a second hash of the software application
to obtain a generated hash, applying the public key to the digital signature to obtain a
recovered hash, and verifying that the generated hash and the recovered hash are the

same.

251. (Previously Presented) The method of claim 241, wherein the digital signature is
generated by applying the private key to a first abridged version of the software
application; and the digital signature is verified by generating a second abridged version
of the software application to obtain a generated abridged version, applying the public
key to the digital signature to obtain a recovered abridged version, and verifying that the

generated abridged version and the recovered abridged version are the same.

252. (Previously Presented) The method of claim 241, further comprising:

determining by a code signing authority, whether the software application should
be given access to the sensitive API, wherein based upon a determination that the
software application should be given access to the sensitive API, the code signing
authority accepts the software application and generates the digital signature that is
included with the software application.

253. (Previously Presented) The method of claim 241, further comprising:
displaying a description string when the software application attempts to access
the sensitive API.

254. (Previously Presented) The method of claim 241, wherein the application platform
comprises an operating system.
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255. (Previously Presented) The method of claim 241, wherein the application platform

includes mobile device hardware.

256. (Previously Presented) The method of claim 241, wherein the application platform

comprises a cryptographic module.

257. (Previously Presented) The method of claim 241, wherein the application platform
comprises a data store.

258. (Previously Presented) The method of claim 241, wherein the application platform
comprises a proprietary data model.

259. (Previously Presented) The method of claim 241, wherein the application platform

comprises an input and output controller.

260. (Previously Presented) The method of claim 241, wherein the digital signature
provides an audit trail identifying a developer of the software application requesting
access to the sensitive API.

261. (Previously Presented) The method of claim 260, wherein a problematic software
application is identified using the audit trail, and wherein the digital signature associated
with the problematic software application is revocable.

262. (Previously Presented) The method of claim 261, wherein the digital signature
associated with the problematic software application is revoked, and wherein the

revoked digital signature is added to a signature revocation list.
263. (Previously Presented) The method of claim 241, wherein the digital signature is
first verified each time the software application requesting access to the sensitive APl is

allowed to interact with the application platform.
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264. (Previously Presented) The method of claim 241, wherein the software application
further includes a signature identification, and wherein the digital signature and the
signature identification correspond to a mobile device type.

265. (Previously Presented) The method of claim 241, further comprising obtaining the
public key from a public key repository.

266. (Previously Presented) The device of claim 166, wherein verifying the digital
signature comprises:
hashing the software application to obtain a generated hash;
applying the public key to the digital signature to obtain a recovered hash; and
comparing the generated hash and the recovered hash.

267. (Previously Presented) The system of claim 191, wherein verifying the digital
signature comprises:

hashing the software application to obtain a generated hash;

applying the public key to the digital signature to obtain a recovered hash; and

comparing the generated hash and the recovered hash.

268. (Previously Presented) The computer-readable storage medium of claim 216,
wherein verifying the digital signature comprises:
hashing the software application to obtain a generated hash;
applying the public key to the digital signature to obtain a recovered hash; and
comparing the generated hash and the recovered hash.
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269. (Previously Presented) The method of claim 241, wherein verifying the digital
signature comprises:
hashing the software application to obtain a generated hash;
applying the public key to the digital signature to obtain a recovered hash; and
comparing the generated hash and the recovered hash.

270. (Previously Presented) The device of claim 166, wherein the plurality of APls
comprises a plurality of sensitive APls, wherein for each of the plurality of sensitive
APls, the mobile device allows access to the sensitive APl upon verification of a digital
signature unique to the sensitive API.

271. (Previously Presented) The system of claim 191, wherein the plurality of APls
comprises a plurality of sensitive APls, wherein for each of the plurality of sensitive
APIs, the mobile device allows access to the sensitive API upon verification of a digital
signature unique to the sensitive API.

272. (Previously Presented) The computer-readable storage medium of claim 216,
wherein the plurality of APIs comprises a plurality of sensitive APIs, wherein for each of
the plurality of sensitive APls, the mobile device allows access to the sensitive API upon
verification of a digital signature unigque to the sensitive API.

273. (Previously Presented) The method of claim 241, wherein the plurality of APls
comprises a plurality of sensitive APls, wherein for each of the plurality of sensitive
APls, the mobile device allows access to the sensitive APl upon verification of a digital
signature unique to the sensitive API.

274. (Previously Presented) The device of claim 166, wherein the operations further
comprise: upon verifying the digital signature at the mobile device, the mobile device
allowing the software application access to at least one non-sensitive API.
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275. (Previously Presented) The system of claim 191, wherein the operations further
comprise: upon verifying the digital signature at the mobile device, the mobile device
allowing the software application access to at least one non-sensitive API.

276. (Previously Presented) The computer-readable storage medium of claim 216,
wherein the instructions further comprises: upon verifying the digital signature at the
mobile device, the mobile device allowing the software application access to at least

one non-sensitive API.

277. (Previously Presented) The method of claim 241, further comprising: upon
verifying the digital signature at the mobile device, the mobile device allowing the
software application access to at least one non-sensitive API.

278. (Previously Presented) The mobile device of claim 166, wherein the sensitive API
is associated with the public key.

279. (Previously Presented) The mobile device of claim 166, wherein the sensitive API

and the public key are included in an API library.

280. (Previously Presented) The mobile device of claim 166, wherein the plurality of
APIs comprises at least one non-sensitive API.

281. (Previously Presented) The mobile device of claim 280, wherein based upon a
determination that the software application requesting access to the sensitive AP| does
not include a signature, the operations further comprise:

denying the software application access to the sensitive API; and

allowing the software application access to the at least one non-sensitive API.
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282. (Previously Presented) The mobile device of claim 280, wherein based upon a
determination that the digital signature is not successfully verified, the operations further
comprise:

denying the software application access to the sensitive API; and

allowing the software application access to the at least one non-sensitive API.

283. (Previously Presented) The mobile device of claim 166, wherein the software
application includes a plurality of digital signatures.

284. (Previously Presented) The mobile device of claim 166, wherein the plurality of
APls comprises a plurality of sensitive APls, wherein one or more of the sensitive APIs
is associated with a unique digital signature.

285. (Previously Presented) The mobile device of claim 166, wherein the plurality of
APls comprises at least a second sensitive AP, wherein the software application
includes at least a second digital signature, wherein the operations further comprise:
using a second public key of a second private key-public key pair to verify the
second digital signature of the software application; and
based upon verifying the second digital signature at the mobile device, allowing
the software application access to at least the second sensitive API.

286. (Previously Presented) The system of claim 191, wherein the sensitive APl is

associated with the public key.

287. (Previously Presented) The system of claim 191, wherein the sensitive API and the
public key are included in an API library.

288. (Previously Presented) The system of claim 191, wherein the plurality of APls

comprises at least one non-sensitive API.
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289. (Previously Presented) The system of claim 288, wherein based upon a
determination that the software application requesting access to the sensitive AP| does
not include a signature, the operations further comprise:

denying the software application access to the sensitive API; and

allowing the software application access to the at least one non-sensitive API.

290. (Previously Presented) The system of claim 288, wherein based upon a
determination that the digital signature is not successfully verified, the operations further
comprise:

denying the software application access to the sensitive API; and
allowing the software application access to the at least one non-sensitive API.

291. (Previously Presented) The system of claim 191, wherein the software application

includes a plurality of digital signatures.

292. (Previously Presented) The system of claim 191, wherein the plurality of APls
comprises a plurality of sensitive APls, wherein one or more of the sensitive APls is

associated with a unique digital signature.

293. (Previously Presented) The system of claim 191, wherein the plurality of APls
comprises at least a second sensitive API, wherein the software application includes at
least a second digital signature, wherein the operations further comprise:

using a second public key of a second private key-public key pair to verify the

second digital signature of the software application; and

based upon verifying the second digital signature at the mobile device, allowing
the software application access to at least the second sensitive API.

294. (Previously Presented) The computer-readable storage medium of claim 216,
wherein the sensitive APl is associated with the public key.

295. (Previously Presented) The computer-readable storage medium of claim 216,
wherein the sensitive API and the public key are included in an AP library.
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296. (Previously Presented) The computer-readable storage medium of claim 216,

wherein the plurality of APIs comprises at least one non-sensitive API.

297. (Previously Presented) The computer-readable storage medium of claim 296,
wherein based upon a determination that the software application requesting access to
the sensitive API does not include a signature, the instructions further comprise:
denying the software application access to the sensitive API; and

allowing the software application access to the at least one non-sensitive API.

298. (Previously Presented) The computer-readable storage medium of claim 296,
wherein based upon a determination that the digital signature is not successfully
verified, the instructions further comprise:

denying the software application access to the sensitive API; and

allowing the software application access to the at least one non-sensitive API.

299. (Previously Presented) The computer-readable storage medium of claim 216,

wherein the software application includes a plurality of digital signatures.

300. (Previously Presented) The computer-readable storage medium of claim 216,
wherein the plurality of APls comprises a plurality of sensitive APIs, wherein one or
more of the sensitive APls is associated with a unique digital signature.
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301. (Previously Presented) The computer-readable storage medium of claim 216,
wherein the plurality of APIs comprises at least a second sensitive API, wherein the
software application includes at least a second digital signature, wherein the operations
further comprise:

using a second public key of a second private key-public key pair to verify the
second digital signature of the software application; and

based upon verifying the second digital signature at the mobile device, allowing
the software application access to at least the second sensitive API.

302. (Previously Presented) The method of claim 241, wherein the sensitive APl is
associated with the public key.

308. (Previously Presented) The method of claim 241, wherein the sensitive API and

the public key are included in an API library.

304. (Previously Presented) The method of claim 241, wherein the plurality of APls

comprises at least one non-sensitive API.

305. (Previously Presented) The method of claim 304, wherein based upon a
determination that the software application requesting access to the sensitive API does
not include a signature, the method further comprising:

denying the software application access to the sensitive API; and

allowing the software application access to the at least one non-sensitive API.

306. (Previously Presented) The method of claim 304, wherein based upon a
determination that the digital signature is not successfully verified, the method further
comprising:

denying the software application access to the sensitive API; and
allowing the software application access to the at least one non-sensitive API.

307. (Previously Presented) The method of claim 241, wherein the software application
includes a plurality of digital signatures.
24 of 26

Page 34 of 1415



Appl. No. 10/381,219
Docket No. 10289-US-PCT
Reply to Notice of Allowance March 28 2013

308. (Previously Presented) The method of claim 241, wherein the plurality of APls
comprises a plurality of sensitive APls, wherein one or more of the sensitive APls is

associated with a unique digital signature.

309. (Previously Presented) The method of claim 241, wherein the plurality of APls
comprises at least a second sensitive API, wherein the software application includes at
least a second digital signature, the method further comprising:

using a second public key of a second private key-public key pair to verify the
second digital signature of the software application; and

based upon verifying the second digital signature at the mobile device, allowing
the software application access to at least the second sensitive API.
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REMARKS

The Notice of Allowance dated March 28, 2013 has been carefully studied. Applicant
would like to thank Examiner Jeremiah L. AVERY for indicating the allowable subject
matter of claims 166-309. Claim 188 has been amended to maintain strict antecedent
basis. By virtue of this response and amendment claims 166-309 are pending.
Reconsideration and allowance of the pending claims in view of the above amendments

and the following remarks are respectfully requested.

If the Examiner believes that there are any informalities that can be corrected by
Examiner’'s amendment, or that in any way it would help expedite the prosecution
of the patent application, a telephone call to the undersigned at (561) 989-9811 is
respectfully solicited.

The Commissioner is hereby authorized to charge any fees that may be required or
credit any overpayment to Deposit Account 50-1556 (Attorney Docket No. 10289-US-
PCT).

Respectfully submitted,

Date: June 3, 2013 By:_/Jon A. Gibbons/
Jon A. Gibbons
(Reg. No. 37,333)
Attorney for Applicant

Fleit Gibbons Gutman

Bongini & Bianco P.L.

One Boca Commerce Center
551 N.W. 77th Street, Suite 111
Boca Raton, Florida 33487
Telephone: (561) 989-9811
Facsimile: (561) 989-9812
www.FGGBB.com
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(Date)
APPLICATION NO. FILING DATE FIRST NAMED INVENTOR ATTORNEY DOCKETNO. | CONFIRMATION NO.
10/381,219 03/20/2003 David P Yach 13210-1465/KL 9761
TITLE OF INVENTION: SOFTWARE CODE SIGNING SYSTEM AND METHOD
I APPLN. TYPE ENTITY STATUS | ISSUE FEE DUE I PUBLICATION FEE DUE | PREV. PAID ISSUEFEE | TOTAL FEE(S) DUE DATE DUE
nonprovisional UNDISCOUNTED $1780 $300 $0 $2080 06/28/2013
I EXAMINER | ART UNIT I CLASS-SUBCLASS I
AVERY, JEREMIAH L 2431 713-001000

1. Change of correspondence address or indication of "Fee Address" (37
CFR 1.363).

[ Change of correspondence address (or Change of Correspondence
Address form PTO/SB/122) attached.

[ "Fee Address” indication (or "Fee Address" Indication form
PTO/SB/47; Rev 03-02 or more recent) attached. Use of a Customer
Number is required.

(1) the names of up to 3 registered patent attorneys
or agents OR, alternatively,

(2) the name of a single firm (having as a member a
registered attorney or agent) and the names of up to
2 registered patent attorneys or agents. If no name is 3
listed, no name will be printed.

2. For printing on the patent front page, list

1

2

W

. ASSIGNEE NAME AND RESIDENCE DATA TO BE PRINTED ON THE PATENT (print or type)

PLEASE NOTE: Unless an assignee is identified below, no assignee data will appear on the patent. If an assignee is identified below, the document has been filed for
recordation as set forth in 37 CFR 3.11. Completion of this form is NOT a substitute for filing an assignment.

(B) RESIDENCE: (CITY and STATE OR COUNTRY)

(A) NAME OF ASSIGNEE

Please check the appropriate assignee category or categories (will not be printed on the patent) :

[ tndividuat Corporation or other private group entity [ Government

4a. The following fee(s) are submitted: 4b. Payment of Fee(s): (Please first reapply any previously paid issue fee shown above)
[ A check is enclosed.
| Payment by credit card. Form PTO-2038 is attached.

[ The Director is hereby authorized to charge the required fee(s), any deficiency, or credit any
overpayment, to Deposit Account Number (enclose an extra copy of this form).

[ Issue Fee
(] Publication Fee (No small entity discount permitted)
[J Advance Order - # of Copies

PTOL-85 (Rev. 02/11)
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n

. Change in Entity Status (from status indicated above)

d Applicant certifying micro entity status. See 37 CFR 1.29 NOTE: Absent a valid certification of Micro Entity Status (see form PTO/SB/15A and 15B), issue
fee payment in the micro entity amount will not be accepted at the risk of application abandonment.

| Applicant asserting small entity status. See 37 CFR 1.27 NOTE: If the application was previously under micro entity status, checking this box will be taken
to be a notification of loss of entitlement to micro entity status.

| Applicant changing to regular undiscounted fee status. NOTE: Checking this box will be taken to be a notification of loss of entitlement to small or micro

entity status, as applicable.

NOTE: The Issue Fee and Publication Fee (if required) will not be accepted from anyone other than the applicant; a registered attorney or agent; or the assignee or other party in
interest as shown by the records of the United States Patent and Trademark Office.

Authorized Signature Date

Typed or printed name Registration No.

This collection of information is required by 37 CFR 1.311. The information is required to obtain or retain a benefit by the public which is to file (and by the USPTO to process)
an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.14. This collection is estimated to take 12 minutes to complete, including gathering, preparing, and
submitting the completed application form to the USPTO. Time will Va{hy deﬁendin upon the individual case. Any comments on the amount of time you require to complete
this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and Trademark Office, U.S. Department of Commerce, P.O.
Box 1450, Alexandria, Virginia 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450,
Alexandria, Virginia 22313-1450.

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid OMB control number.

Page 3 of 4
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450

Alexandria, Virginia 22313-1450

WWW.uspto.gov

| APPLICATION NO. | FILING DATE | FIRST NAMED INVENTOR | ATTORNEY DOCKETNO. | CONFIRMATION NO. I
10/381,219 03/20/2003 David P Yach 13210-1465/KL 9761
| EXAMINER |
95866 7590 03/28/2013
Fleit Gibbons Gutman Bongini & Bianco P.L. AVERY, JEREMIAHL
551 NW 77th street
Suite 111 | ART UNIT PAPERNUMBER |
Boca Raton, FL. 33487 2431

DATE MAILED: 03/28/2013

Determination of Patent Term Adjustment under 35 U.S.C. 154 (b)
(application filed on or after May 29, 2000)

The Patent Term Adjustment to date is 1626 day(s). If the issue fee is paid on the date that is three months after the
mailing date of this notice and the patent issues on the Tuesday before the date that is 28 weeks (six and a half
months) after the mailing date of this notice, the Patent Term Adjustment will be 1626 day(s).

If a Continued Prosecution Application (CPA) was filed in the above-identified application, the filing date that
determines Patent Term Adjustment is the filing date of the most recent CPA.

Applicant will be able to obtain more detailed information by accessing the Patent Application Information Retrieval
(PAIR) WEB site (http://pair.uspto.gov).

Any questions regarding the Patent Term Extension or Adjustment determination should be directed to the Office of
Patent Legal Administration at (571)-272-7702. Questions relating to issue and publication fee payments should be
directed to the Customer Service Center of the Office of Patent Publication at 1-(888)-786-0101 or (571)-272-4200.

Page 4 of 4
PTOL-85 (Rev. 02/11)
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with
your submission of the attached form related to a patent application or patent. Accordingly, pursuant to
the requirements of the Act, please be advised that: (1) the general authority for the collection of this
information is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited is voluntary; and (3) the
principal purpose for which the information is used by the U.S. Patent and Trademark Office is to process
and/or examine your submission related to a patent application or patent. If you do not furnish the
requested information, the U.S. Patent and Trademark Office may not be able to process and/or examine
your submission, which may result in termination of proceedings or abandonment of the application or
expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1.

The information on this form will be treated confidentially to the extent allowed under the Freedom
of Information Act (5§ U.S.C. 552) and the Privacy Act (5 U.S.C 552a). Records from this system of
records may be disclosed to the Department of Justice to determine whether disclosure of these
records is required by the Freedom of Information Act.

. A record from this system of records may be disclosed, as a routine use, in the course of presenting

evidence to a court, magistrate, or administrative tribunal, including disclosures to opposing counsel
in the course of settlement negotiations.

. A record in this system of records may be disclosed, as a routine use, to a Member of Congress

submitting a request involving an individual, to whom the record pertains, when the individual has
requested assistance from the Member with respect to the subject matter of the record.

A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency
having need for the information in order to perform a contract. Recipients of information shall be
required to comply with the requirements of the Privacy Act of 1974, as amended, pursuant to 5
U.S.C. 552a(m).

. A record related to an International Application filed under the Patent Cooperation Treaty in this

system of records may be disclosed, as a routine use, to the International Bureau of the World
Intellectual Property Organization, pursuant to the Patent Cooperation Treaty.

A record in this system of records may be disclosed, as a routine use, to another federal agency for
purposes of National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy
Act (42 U.S.C. 218(c)).

. A record from this system of records may be disclosed, as a routine use, to the Administrator,

General Services, or his/her designee, during an inspection of records conducted by GSA as part of
that agency's responsibility to recommend improvements in records management practices and
programs, under authority of 44 U.S.C. 2904 and 2906. Such disclosure shall be made in accordance
with the GSA regulations governing inspection of records for this purpose, and any other relevant
(i.e., GSA or Commerce) directive. Such disclosure shall not be used to make determinations about
individuals.

A record from this system of records may be disclosed, as a routine use, to the public after either
publication of the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35
U.S.C. 151. Further, a record may be disclosed, subject to the limitations of 37 CFR 1.14, as a
routine use, to the public if the record was filed in an application which became abandoned or in
which the proceedings were terminated and which application is referenced by either a published
application, an application open to public inspection or an issued patent.

A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local
law enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or
regulation.
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Application No. Applicant(s)

) - 10/381,219 YACH ET AL.
Notice of Allowablllty Examiner Art Unit
JEREMIAH AVERY 2431

-- The MAILING DATE of this communication appears on the cover sheet with the correspondence address--
All claims being allowable, PROSECUTION ON THE MERITS IS (OR REMAINS) CLOSED in this application. If not included
herewith (or previously mailed), a Notice of Allowance (PTOL-85) or other appropriate communication will be mailed in due course. THIS
NOTICE OF ALLOWABILITY IS NOT A GRANT OF PATENT RIGHTS. This application is subject to withdrawal from issue at the initiative
of the Office or upon petition by the applicant. See 37 CFR 1.313 and MPEP 1308.

1. X] This communication is responsive to the RCE filed on 03/18/13.

2. [J An election was made by the applicant in response to a restriction requirement set forth during the interview on ; the restriction

requirement and election have been incorporated into this action.

3. X The allowed claim(s) is/are 166-309. As a result of the allowed claim(s), you may be eligible to benefit from the Patent Prosecution
Highway program at a participating intellectual property office for the corresponding application. For more information, please see
hitp:/iwww.uspto.gov/patents/init_events/pph/index.jsp or send an inquiry to PPHfeedback@uspto.gov .

4. [X] Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f).
a)[J Al by (] Some* c¢)[JNone of the:
1. [ Certified copies of the priority documents have been received.
2. [] Certified copies of the priotity documents have been received in Application No.
3. X Copies of the certified copies of the priority documents have been received in this national stage application from the
International Bureau (PCT Rule 17.2(a)).
* Certified copies not received: _____

Applicant has THREE MONTHS FROM THE “MAILING DATE” of this communication to file a reply complying with the requirements
noted below. Failure to timely comply will result in ABANDONMENT of this application.
THIS THREE-MONTH PERIOD IS NOT EXTENDABLE.

5. [] CORRECTED DRAWINGS ( as “replacement sheets”) must be submitted.

[0 including changes required by the attached Examiner's Amendment / Comment or in the Office action of
Paper No./Mail Date .

Identifying indicia such as the application humber (see 37 CFR 1.84(c)) should be written on the drawings in the front (not the back) of
each sheet. Replacement sheei(s) should be labeled as such in the header according to 37 CFR 1.121(d).

6. [] DEPOSIT OF and/or INFORMATION about the deposit of BIOLOGICAL MATERIAL must be submitted. Note the
attached Examiner’'s comment regarding REQUIREMENT FOR THE DEPOSIT OF BIOLOGICAL MATERIAL.

Attachment(s)

1. X Notice of References Cited (PTO-892) 5. [] Examiner's Amendment/Comment

2. Information Disclosure Statements (PTO/SB/08), 6. [X] Examiner's Statement of Reasons for Allowance
Paper No./Mail Date 20130318

3. [J Examiner's Comment Regarding Requirement for Deposit 7. [ Other .

of Biological Material
4. [ Interview Summary (PTO-413),
Paper No./Mail Date .

/Jeremiah Avery/ /NATHAN FLYNN/
Examiner, Art Unit 2431 Supervisory Patent Examiner, Art Unit 2431

U.S. Patent and Trademark Office
PTOL-37 (Rev. 09-12) Notice of Allowability Part of Paper No./Mail Date 20130320
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Application/Control Number: 10/381,219 Page 2
Art Unit: 2431

Priority
1. This Application, 10/381219, is a national stage entry of PCT/CA01/01344,
International Filing Date: 09/20/2001.
2. PCT/CA01/01344 claims priority from Provisional Application 60234152, filed

09/21/2000.

Continued Examination Under 37 CFR 1.114
3. A request for continued examination under 37 CFR 1.114, including the fee set
forthin 37 CFR 1.17(e), was filed in this application after allowance or after an Office
action under Ex Parte Quayle, 25 USPQ 74, 453 O.G. 213 (Comm'r Pat. 1935). Since
this application is eligible for continued examination under 37 CFR 1.114, and the fee
set forth in 37 CFR 1.17(e) has been timely paid, prosecution in this application has
been reopened pursuant to 37 CFR 1.114. Applicant's submission filed on 03/18/13 has
been entered.
Drawings
4. The drawings were received on 03/18/13. These drawings are accepted.
Examiner’s Statement of Reasons for Allowance

5. Dependent claims 278-309 have been added.

6. Claims 166-309 are allowed over the prior art.
7. This action is in reply to the applicant’s correspondence on 03/18/13.
8. The following is an examiner’s statement of reasons for the indication of

allowable claimed subject matter.
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Application/Control Number: 10/381,219 Page 3
Art Unit: 2431

9. As per independent claims 166, 191, 216 and 241, generally, the prior art of
record, United States Patent No. 6,795,919 to Gibbs et al., and United States Patent
No. 6,587,837 to Spagna et al., fails to teach alone, or in combination, other than via
hindsight, at the time of the invention, the features as discussed and remarked upon in
the response of 03/18/13.
10.  The Applicant’s amendments to the claims and presented arguments distinguish
the claimed invention over the prior art and place this application in condition for
allowance.

Conclusion
11.  Any inquiry concerning this communication or earlier communications from the
examiner should be directed to JEREMIAH AVERY whose telephone number is
(571)272-8627. The examiner can normally be reached on Monday thru Friday 8:30am-
5pm.
12.  If attempts to reach the examiner by telephone are unsuccessful, the examiner’s
supervisor, Nathan Flynn can be reached on (571) 272-1915. The fax phone number
for the organization where this application or proceeding is assigned is 571-273-8300.
13.  Information regarding the status of an application may be obtained from the
Patent Application Information Retrieval (PAIR) system. Status information for
published applications may be obtained from either Private PAIR or Public PAIR.
Status information for unpublished applications is available through Private PAIR only.
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should

you have questions on access to the Private PAIR system, contact the Electronic
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Application/Control Number: 10/381,219 Page 4
Art Unit: 2431

Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a

USPTO Customer Service Representative or access to the automated information

system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000.

/Jeremiah Avery/
Examiner, Art Unit 2431

/NATHAN FLYNN/

Supervisory Patent Examiner, Art Unit 2431

Page 45 of 1415



Application/Control No. Applicant(s)/Patent Under
Reexamination
10/381,219 YACH ET AL.
Notice of References Cited : .
Examiner Art Unit
JEREMIAH AVERY 2431 Page 1 of 1
U.S. PATENT DOCUMENTS
* Document Number Date L
Country Code-Number-Kind Code MM-YYYY Name Classification
*[ A | US-6,795919 09-2004 Gibbs et al. 713/170
* B | US-6,587,837 07-2003 Spagna et al. 705/52
* | ¢ | US-6,574,609 06-2003 Downs et al. 705/50
* D | US-6,324,650 11-2001 Ogilvie, John W.L. 726/2
* E | US-6,795,923 09-2004 Stern et al. 726/12
* F | US-6,233,683 05-2001 Chan et al. 713/172
* | g | US-6,390,374 05-2002 Carper et al. 235/492
* H | US-6,374,357 04-2002 Mohammed et al. 726/5
* | US-6,345,256 02-2002 Milsted et al. 705/64
* J | US-6,697,948 02-2004 Rabin et al. 726/30
* K | US-6,212,636 04-2001 Boyle et al. 713/168
* L | US-6,748,541 06-2004 Margalit et al. 726/9
M | US-
FOREIGN PATENT DOCUMENTS
% Document Number Date L
Country Code-Number-Kind Code MM-YYYY Country Name Classification
N
O
P
Q
R
S
T
NON-PATENT DOCUMENTS
* Include as applicable: Author, Title Date, Publisher, Edition or Volume, Pertinent Pages)
Maass, Henning. Open Mobility Management Platform with Directory-Based Architecture and Signalling Protocols. 1998 IEEE
U | Open Architectures and Network Programming. Pub Date: 1998. Relevant Pages: 72-87. Found on the World Wide Web at:
http://ieeexplore.ieee.org/stamp/stamp.jsp?tp=&arnumber=662045
V
w
X

*A copy of this reference is not being furnished with this Office action. (See MPEP § 707.05(a).)
Dates in MM-YYYY format are publication dates. Classifications may be US or foreign.

U.S. Patent and Trademark Office
PTO-892 (Rev. 01-2001) Notice of References Cited Part of Paper No. 20130320
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JEREMIAH AVERY 2431
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Application/Control No. Applicant(s)/Patent Under
Reexamination
Index of Claims 10381219 YACH ET AL.
Examiner Art Unit
JEREMIAH AVERY 2431
4 Rejected - Cancelled N | Non-Elected A Appeal
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Symbol Date Examiner
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Class Subclass Date Examiner
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Beceiptdate: 03/18/2013 10381219 - GRlondsd

s . R . Approved for use through 07/31/2012. OMB 0651-0031
Doc description: Information Disclosure Statement (IDS) Filed U.S. Patent and Trademark Office: U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number.

Application Number 10381219
Filing Date 2003-03-20
INFORMATION DISCLOSURE First Named Inventor ‘ David P. YACH
STATEMENT BY APPLICANT Art Unit |2431
( Not for submission under 37 CFR 1.99)
Examiner Name ‘ Jeremiah L. AVERY
Attorney Docket Number | 10289-US-PCT

U.S.PATENTS Remove
Examiner| Cite Kind Name of Patentee or Applicant Pages,Columns, Lines where
e Patent Number Issue Date . Relevant Passages or Relevant
Initial No Code of cited Document .
Figures Appear
1 6223291 2001-04-24 Puhl et al.
2 6289382 2001-09-11 Bowman-Amuah
3 6526513 2003-02-25 Shrader et al.
4 6697948 2004-02-24 Rabin et al.
5 6766353 2004-07-20 Lin et al.
If you wish to add additional U.S. Patent citation information please click the Add button. Add
U.S.PATENT APPLICATION PUBLICATIONS Remove
Examiner| .. Publication Kind | Publication Name of Patentee or Applicant Pages,Columns, Lines where
e Cite No . Relevant Passages or Relevant
Initial Number Code'l| Date of cited Document .
Figures Appear
1

If you wish to add additional U.S. Published Application citation information please click the Add button. Add
FOREIGN PATENT DOCUMENTS Remove

EFS Web 2.1.17 ALL REFERENCES CONSIDERED EXCEPT WHERE LINED THROUGH. /J A/

Page 58 of 1415



Receipt date: 03/18/2013 Application Number 10381219 10381219 - GAU: 2431

Filing Date 2003-03-20
INFORMATION DISCLOSURE First Named Inventer ‘ David P. YACH
STATEMENT BY APPLICANT Art Uni
L nit | 2431
( Not for submission under 37 CFR 1.99)
Examiner Name ‘ Jeremiah L. AVERY

Attorney Docket Number | 10289-US-PCT

Name of Patentee or Pages,Columns,Lines
Examiner| Cite | Foreign Document Country Kind | Publication Abplicant of cited where Relevant Ts
Initial* No | Number3 Code? j Code4| Date PP Passages or Relevant
Document .
Figures Appear
1 ]
If you wish to add additional Foreign Patent Document citation information please click the Add button ~ Add
NON-PATENT LITERATURE DOCUMENTS Remove
. . Include name of the author (in CAPITAL LETTERS), title of the article (when appropriate), title of the item
Examiner| Cite L . . )
e (book, magazine, journal, serial, symposium, catalog, etc), date, pages(s), volume-issue number(s), TS
Initials No . . .
publisher, city and/or country where published.
1 Office Action dated May 11, 2012 for U.S. Patent Application Serial No. 13/413,173. |:|
2 Office Action dated November 30, 2012 for U.S. Patent Application Serial No. 13/413,173. |:|
3 Java Platform Standard Ed. 6, http://docs.oracle.com/javase/6/docs/apl/java/lang/reflect/Method _html {last visited Nov. D
3,2012).
4 Application programming interface, http://en wikipedia.org/windex_php? D
title=Application_programming_interface&oldid=520968418 (last visited Nov. 3, 2012).
5 ETSI TS 123 057 v3.3.0 (2000-10-16). ]
6 DEVANBU, P.T_, et al, "Techniques for trusted software engineering.” Proceedings of the 20th International D
Conference on Software Engineering, p. 126-135. April 18-25, Kyoto, Japan.
7 ETSI TS 123 057 v3.2.0 (2000-6-23). ]

If you wish to add additional non-patent literature document citation information please click the Add button ~Add
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Receipt date: 03/18/2013 Application Number 10381219 10381219 - GAU: 2431

Filing Date 2003-03-20
INFORMATION DISCLOSURE First Named Inventer ‘ David P. YACH
STATEMENT BY APPLICANT Art Uni
L nit | 2431
( Not for submission under 37 CFR 1.99)
Examiner Name ‘ Jeremiah L. AVERY

Attorney Docket Number | 10289-US-PCT

EXAMINER SIGNATURE

Examiner Signature [deremiah Avery/ ‘ Date Considered 03/20/2013

*EXAMINER: Initial if reference considered, whether or not citation is in conformance with MPEP 609. Draw line through a
citation if not in conformance and not considered. Include copy of this form with next communication to applicant.

1 See Kind Codes of USPTO Patent Documents at www.USPTO.GOV or MPEP 901.04. 2 Enter office that issued the document, by the two-letter code (WIPO

Standard ST.3). 2 For Japanese patent documents, the indication of the year of the reign of the Emperor must precede the serial number of the patent document.
4 Kind of document by the appropriate symbols as indicated on the document under WIPQ Standard ST.16 if possible. ® Applicant is to place a check mark here if
English language translation is attached.
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Receipt date: 03/18/2013 Application Number 10381219 10381219 - GAU: 2431

Filing Date 2003-03-20
INFORMATION DISCLOSURE First Named Inventer ‘ David P. YACH
STATEMENT BY APPLICANT Art Uni
L nit | 2431
( Not for submission under 37 CFR 1.99)
Examiner Name ‘ Jeremiah L. AVERY

Attorney Docket Number | 10289-US-PCT

CERTIFICATION STATEMENT

Please see 37 CFR 1.97 and 1.98 to make the appropriate selection(s):

That each item of information contained in the information disclosure statement was first cited in any communication
[] from a foreign patent office in a counterpart foreign application not more than three months prior to the filing of the
information disclosure statement. See 37 CFR 1.97(e}(1).

OR

That no item of information contained in the information disclosure statement was cited in a communication from a
foreign patent office in a counterpart foreign application, and, to the knowledge of the person signing the certification
after making reasonable inquiry, no item of information contained in the information disclosure statement was known to

[] any individual designated in 37 CFR 1.56(c) more than three months prior to the filing of the information disclosure
statement. See 37 CFR 1.97(e)(2).

[[] See attached certification statement.
[[] The fee setforthin 37 CFR 1.17 (p) has been submitted herewith.

A certification statement is not submitted herewith.

SIGNATURE
A signature of the applicant or representative is required in accordance with CFR 1.33, 10.18. Please see CFR 1.4(d} for the
form of the signature.

Signature fJon A. Gibbons/ Date (YYYY-MM-DD) 2013-03-18
Name/Print Jon A. Gibbons Registration Number 37333

This collection of information is required by 37 CFR 1.97 and 1.98. The information is required to obtain or retain a benefit by the
public which is to file (and by the USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR
1.14. This cellection is estimated to take 1 hour to complete, including gathering, preparing and submitting the completed
application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you
require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S.
Patent and Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND
FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria,
VA 22313-1450.
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Receipt date: 03/18/2013 10381219 - GAU: 2431
Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your submission of the
attached form related to a patent application or patent. Accordingly, pursuant to the requirements of the Act, please be advised
that: (1) the general authority for the collection of this information is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited
is voluntary; and (3) the principal purpose for which the information is used by the U.S. Patent and Trademark Office is to
process and/or examine your submission related to a patent application or patent. If you do not furnish the requested
information, the U.S. Patent and Trademark Office may not be able to process and/or examine your submission, which may
result in termination of proceedings or abandonment of the applicaticn or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:
1. The information on this form will be treated confidentially to the extent allowed under the Freedom of Information Act

(5 U.S.C. 552} and the Privacy Act (5 U.S.C. 552a). Records from this system of records may be disclosed to the
Department of Justice to determine whether the Freedom of Information Act requires disclosure of these record s.

2. A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence to a
court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of settlement
negotiations.

3. A record in this system of records may he disclosed, as a routine use, to a Member of Congress submitting a

request involving an individual, to whom the record pertains, when the individual has requested assistance from the
Member with respect to the subject matter of the record.

4, A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need for
the information in order to perform a contract. Recipients of information shall be required to comply with the
requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m).

5. A record related to an International Application filed under the Patent Cooperation Treaty in this system of records
may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property Organization, pursuant
to the Patent Cooperation Treaty.

6. A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of
National Security review (35 U.S.C. 181) and for review pursuant to the Atemic Energy Act (42 U.S.C. 218(c)).

7. A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services, or
his/her designee, during an inspection of records conducted by GSA as part of that agency's responsibility to
recommend improvements in records management practices and programs, under authority of 44 U.5.C. 2904 and
2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection of records for this
purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall not be used to make
determinations about individuals.

8. A record from this system of records may be disclosed, as a routine use, to the public after either publication of
the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a record
may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record was filed in
an application which became abandoned or in which the proceedings were terminated and which application is
referenced by either a published application, an application open to public inspections or an issued patent.

9. A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law
enforcement agency, if the USPTO bhecomes aware of a violation or potential violation of law or regulation.

ALL REFERENCES CONSIDERED EXCEPT WHERE LINED THROUGH. /J A/
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You Refined by:
Publisher: ¥
Content Type:
Publication Year:
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EAST Search History

EAST Search History

EAST Search History (I nterference)

RefiHits {Search Query DBs iiDefault iPlurals {iTime

# Operator Stamp :

L1 i3 ((mobile or portable or cell or cellular or phone {US- OR ON 2013/03/20;
or telephone or laptop or PDA or (pocket near {{PGPUB; 15:43 :
pc) or (personal near digital near assistant)) USPAT;
and (digital near signature) and ((API or UPAD

(Application near programming near interface))
same (access$ with (restrict$ or prohibit$ or
prevent$ or block$4 or halt$3 or deny$3 or
denial or stop or stopping)))).clm.

3/20/2013 3:57:54 PM
C:\ Users\ javery\ Documents\ EAST\ Workspaces\ 10381219.wsp

file:///Cl/Users/javery/Documents/e-Red%20Folder/10381219/EASTSearchHistory.10381219_AccessibleVersion.htm[3/20/2013 3:57:56 PM]
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EAST Search History

EAST Search History

EAST Search History (Prior Art)

Ref {Hits Search Query DBs iiDefault iPlurals {iTime

# Operator Stamp :

L2 #1243 (@ad<"20000921" @pd< "20000921" us- OR ON 2013/03/20
@rlad<"20000921") and ((API or PGPUB; 15:44
(Application near program$4 near interface)) §USPAT;
same (signature or key)) and (authentic$ or {EPO
verify$ or verification) and (mobile or
portable or cell or cellular or phone or
telephone or laptop or PDA or (pocket near
pc) or (personal near digital near assistant)) !

L3 #121 (719/328.ccls. or 711/100.ccls. or Us- OR ON 2013/03/20:
713/1.ccls. or 713/176.ccls. or 713/187.ccls. §PGPUB; 15:44
or 713/189.ccls. or 395/682.cxr.) and L2 USPAT;

EPO

L4 89 L3 and ((authentic$ or verify$ or us- OR ON 2013/03/20

verification) with signature) PGPUB; 15:44
USPAT;
EPO i

L5 108615 {j(@ad<"20000921" @pd< "20000921" us- OR ON 2013/03/20;
@rlad<"20000921") and ((eras$ or purg$ or {PGPUB; 15:44
delet$ or expung$ or eliminat$ or eradicat$ {USPAT,;
or clear$5 or remov$5 or dump$ or flush$) HEPO
near$ (software or application or program or
trojan)) and (authentic$ or verify$ or
verification) and (mobile or portable or cell
or cellular or phone or telephone or laptop
or PDA or (pocket near pc) or (personal near
digital near assistant))

L6 {1171 L5 and ((unauthentic$ or unverify$ or us- OR ON 2013/03/20
unverifi$) or ("not" near (authentic$ or PGPUB; 15:44
verify$ or verification))) USPAT;

EPO

L7 {609 L6 and (digital near signature) us- OR ON 2013/03/20
PGPUB; 15:44
USPAT;
EPO !

L8 606 L7 and access$ us- OR ON 2013/03/20:

PGPUB; 15:44
USPAT;
EPO

L9 164 L8 and (APl or (application near program$4 {US- OR ON 2013/03/20

near interface)) PGPUB; 15:44
USPAT;
EPO :

L10 §3 L9 and ((API or (Application near us- OR ON 2013/03/20;
programming near interface)) same (access$i{PGPUB; 15:44
with (restrict$ or prohibit$ or prevent$ or USPAT;
block$4 or halt$3 or deny$3 or denial or EPO
stop or stopping)))

L1132 (YACH-DAVID-P.in. or BROWN-MICHAEL- us- OR ON 2013/03/20
S.in. or LITTLE-HERBERT-A.in.) and ((API or}PGPUB; 15:56
(Application near programming near USPAT;

file:///Cl/Users/javery/Documents/e-Red%20Folder/10381219/EASTSearchHistory.10381219_AccessibleVersion.htm[3/20/2013 3:57:46 PM]
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EAST Search History

deny$3 or denial or stop or stopping))).clm.

interface)) same (access$ with (restrict$ or HEPO
prohibit$ or prevent$ or block$4 or halt$3 or
deny$3 or denial or stop or stopping))).clm.

L12 4 (research-in-motion-limited.as.) and ((APl orUS- OR ON 2013/03/20
(Application near programming near PGPUB; 15:57
interface)) same (access$ with (restrict$ or {USPAT;
prohibit$ or prevent$ or block$4 or halt$3 or {EPO

3/20/2013 3:57:44 PM
C:\ Users\ javery\ Documents\ EAST\ Workspaces\ 10381219.wsp

file:///Cl/Users/javery/Documents/e-Red%20Folder/10381219/EASTSearchHistory.10381219_AccessibleVersion.htm[3/20/2013 3:57:46 PM]
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Application/Control No. Applicant(s)/Patent Under Reexamination
Issue Classification | ;351219 YACH ET AL
R
JEREMIAH AVERY 2431
CPC
Symbol Type Version
CPC Combination Sets
Symbol Type Set Ranking Version
US ORIGINAL CLASSIFICATION INTERNATIONAL CLASSIFICATION
CLASS SUBCLASS CLAIMED NON-CLAIMED
713 1 G F 21/00 (2006.01.01)
CROSS REFERENCE(S)
CLASS SUBCLASS (ONE SUBCLASS PER BLOCK)
713 176 187 189
719 328
/JEREMIAH AVERY/
Examiner.Art Unit 2431 03/20/13 Total Claims Allowed:
144
(Assistant Examiner) (Date)
/NATHAN FLYNN/
Supervisory Patent Examiner.Art Unit 2431 03/22/2013 O.G. Print Claim(s) O.G. Print Figure
(Primary Examiner) (Date) 166 3A

U.S. Patent and Trademark Office

Part of Paper No. 20130320
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Application/Control No. Applicant(s)/Patent Under Reexamination
Issue Classification | ;351219 YACH ET AL

JEREMIAH AVERY 2431
711 100
/JEREMIAH AVERY/
Examiner.Art Unit 2431 03/20/13 Total Claims Allowed:

144

(Assistant Examiner) (Date)
/NATHAN FLYNN/
Supervisory Patent Examiner.Art Unit 2431 03/22/2013 O.G. Print Claim(s) O.G. Print Figure
(Primary Examiner) (Date) 166 3A

U.S. Patent and Trademark Office

Part of Paper No. 20130320
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Application/Control No. Applicant(s)/Patent Under Reexamination
I Classificati
Ssue Liassiiication | 1531219 YAGH ET AL.
JEREMIAH AVERY 2431
O Claims renumbered in the same order as presented by applicant O CPA O T.D. O R.1.47
Final Original Final Original Final Original Final Original Final Original Final Original Final Original Final Original

1 41 81 121 161 36 201 76 241 116 281
2 42 82 122 162 37 202 77 242 117 282
3 43 83 123 163 38 203 78 243 118 283
4 44 84 124 164 39 204 79 244 119 284
5 45 85 125 165 40 205 80 245 120 285
6 46 86 126 1 166 41 206 81 246 121 286
7 47 87 127 2 167 42 207 82 247 122 287
8 48 88 128 3 168 43 208 83 248 123 288
9 49 89 129 4 169 44 209 84 249 124 289
10 50 90 130 5 170 45 210 85 250 125 290
1 51 91 131 6 171 46 211 86 251 126 291
12 52 92 132 7 172 47 212 87 252 127 292
13 53 93 133 8 173 48 213 88 253 128 293
14 54 94 134 9 174 49 214 89 254 129 294
15 55 95 135 10 175 50 215 20 255 130 295
16 56 9 136 1 176 51 216 91 256 131 296
17 57 97 137 12 177 52 217 92 257 132 297
18 58 98 138 13 178 53 218 93 258 133 298
19 59 99 139 14 179 54 219 94 259 134 299
20 60 100 140 15 180 55 220 95 260 135 300
21 61 101 141 16 181 56 221 96 261 136 301
22 62 102 142 17 182 57 222 97 262 137 302
23 63 103 143 18 183 58 223 98 263 138 303
24 64 104 144 19 184 59 224 99 264 139 304
25 65 105 145 20 185 60 225 100 265 140 305
26 66 106 146 21 186 61 226 101 266 141 306
27 67 107 147 22 187 62 227 102 267 142 307
28 68 108 148 23 188 63 228 103 268 143 308
29 69 109 149 24 189 64 229 104 269 144 309
30 70 110 150 25 190 65 230 105 270
31 71 111 151 26 191 66 231 106 271
32 72 112 152 27 192 67 232 107 272
33 73 113 153 28 193 68 233 108 273
34 74 114 154 29 194 69 234 109 274
35 75 115 155 30 195 70 235 110 275
36 76 116 156 31 196 71 236 111 276
37 77 117 157 32 197 72 237 112 277

/JEREMIAH AVERY/

Examiner.Art Unit 2431 03/20/13 Total Claims Allowed:

144

(Assistant Examiner) (Date)

/NATHAN FLYNN/

Supervisory Patent Examiner.Art Unit 2431 03/22/2013 O.G. Print Claim(s) O.G. Print Figure

(Primary Examiner) (Date) 166 3A

U.S. Patent and Trademark Office

Part of Paper No. 20130320
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Application/Control No. Applicant(s)/Patent Under Reexamination
Issue Classification | ;351219 YACH ET AL

T
JEREMIAH AVERY 2431

O Claims renumbered in the same order as presented by applicant O CPA O TD O R147
38 78 118 158 3 198 73 238 113 278
39 79 119 159 a4 199 74 239 114 279
40 80 120 160 35 200 75 240 115 280

/JEREMIAH AVERY/
Examiner.Art Unit 2431 03/20/13 Total Claims Allowed:
144
(Assistant Examiner) (Date)
/NATHAN FLYNN/
Supervisory Patent Examiner.Art Unit 2431 03/22/2013 O.G. Print Claim(s) O.G. Print Figure
(Primary Examiner) (Date) 166 3A
U.S. Patent and Trademark Office Part of Paper No. 20130320
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Doc code: RCEX PTO/SB/30EFS (07-09)

Doc description: Request for Continued Examination (RCE) Approved for use through 07/31/2012. OMB 0651-0031
U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number.

REQUEST FOR CONTINUED EXAMINATION(RCE)TRANSMITTAL
(Submitted Only via EFS-Web)

Application | 40,359 219 Filing | 50030320 Docket Number | 4,45 s pet At 1 2431
Number Date (if applicable) Unit

First Named) b, i p vacH Examiner Jeremiah L. AVERY

Inventor Name

This is a Request for Continued Examination (RCE) under 37 CFR 1.114 of the above-identified application.
Request for Continued Examination (RCE) practice under 37 CFR 1.114 does not apply to any utility or plant application filed prior to June 8,
1985, or to any design application. The Instruction Sheet for this form is located at WWW.USPTQ.GOV

SUBMISSION REQUIRED UNDER 37 CFR 1.114

Note: If the RCE is proper, any previously filed unentered amendments and amendments enclosed with the RCE will be entered in the order
in which they were filed unless applicant instructs otherwise. If applicant does not wish to have any previously filed unentered amendment(s)
entered, applicant must request non-entry of such amendment({s).

I:l Previously submitted. If a final Office action is outstanding, any amendments filed after the final Office action may be considered as a
submission even if this box is not checked.

|:| Consider the arguments in the Appeal Brief or Reply Brief previously filed on

[] Other

[X] Enclosed

Amendment/Reply
Information Disclosure Statement (IDS)

|:| Affidavit(s)/ Declaration(s)

[] Other

MISCELLANEOUS

D Suspension of action on the above-identified application is requested under 37 CFR 1.103{c) for a period of months
(Period of suspension shall not exceed 3 months; Fee under 37 CFR 1.17(i) required}

[] Oother

FEES

The RCE fee under 37 CFR 1.17(e) is required by 37 CFR 1.114 when the RCE is filed.
The Director is hereby authorized to charge any underpayment of fees, or credit any overpayments, to
Deposit Account No 501556

SIGNATURE OF APPLICANT, ATTORNEY, OR AGENT REQUIRED

Patent Practitioner Signature
[ 1 Applicant Signature

EFS - Web 2.1.15
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Doc code: RCEX

Doc description: Request for Continued Examination (RCE)

PTO/SB/30EFS (07-09)

Approved for use through 07/31/2012. CMB 0651-0031

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number.

Signature of Registered U.S. Patent Practitioner

Signature

/Jon A. Gibbons/

Date (YYYY-MM-DD)

2013-03-18

Name

Jon A. Gibbons

Registration Number

37333

This collection of information is required by 37 CFR 1.114. The information is required to obtain or retain a benefit by the public which is to
file {and by the USPTO to process) an application. Confidentiality is governed by 35 U.8.C. 122 and 37 CFR 1.11 and 1.14. This collection is
estimated to take 12 minutes to complete, including gathering, preparing, and submitting the completed application form to the USPTO. Time
will vary depending upon the individual case. Any comments on the amount of time you require to complete this form and/or suggestions for

reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and Trademark Office, U.S. Department of Commerce,
P.0O. Box 1450, Alexandria, VA 22313-1450.

If you need assistance in completing the form, call 1-800-PT0-9199 and select option 2.

EFS - Web 2.1.15
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Privacy Act Statement

1.

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your submission of the
attached form related to a patent application or patent. Accordingly, pursuant to the requirements of the Act, please be
advised that: (1) the general authority for the collection of this information is 35 U.S.C. 2(b)(2); (2) furnishing of the information
solicited is voluntary; and (3) the principal purpose for which the information is used by the U.S. Patent and Trademark Office
is to process and/or examine your submission related to a patent application or patent. If you do not furnish the requested
information, the U.S. Patent and Trademark Office may not be able to process and/or examine your submission, which may
result in termination of proceedings or abandonment of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

The information on this form will be treated confidentially tc the extent allowed under the Freedom of Information
Act (5 U.S.C. 552) and the Privacy Act (5 U.S.C. 552a). Records frem this system of records may be disclosed to the
Department of Justice to determine whether the Freedom of Information Act requires disclosure of these records.

A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence to a
court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of settlement
negotiations.

A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a
request involving an individual, toc whom the record pertains, when the individual has requested assistance from the
Member with respect to the subject matter of the record.

A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need
for the information in order to perform a contract. Recipients of information shall be required to comply with the
requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.5.C. 552a(m).

A record related to an International Application filed under the Patent Cooperation Treaty in this system of records
may be disclosed, as a routine use, to the International Bureau of the World Intellectual Preperty Organization,
pursuant to the Patent Cooperation Treaty.

A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of
National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(c)).

A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services,
or his/her designhee, during an inspection of records conducted by GSA as part of that agency's responsibility to
recommend improvements in records management practices and programs, under authority of 44 U.5.C. 2904 and
2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection of records for this
purpose, and any other relevant (i.e., GSA or Commerce} directive. Such disclosure shall nhot be used to make
determinations about individuals.

A record from this system of records may be disclosed, as a routine use, to the public after either publication of
the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a record may
be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, tc the public if the record was filed in an
application which became abandoned or in which the proceedings were terminated and which application is
referenced by either a published application, an application open to public inspections or an issued patent.

A record from this system of recoerds may be disclosed, as a routine use, to a Federal, State, or local law
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation.

EFS - Web2.1.15

Page 73 of 1415




PATENT

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

Application No. : 10/381,219

Applicant :  David P. YACH et al.

Filed . March 20, 2003

TC/A.U. . 2431

Examiner . Jeremiah L. AVERY

Docket No. : 10289-US-PCT

Customer No. . 95866

Confirmation No. : 9761

For . SOFTWARE CODE SIGNING SYSTEM AND METHOD

RESPONSE WITH AMENDMENT

VIA USPTO ELECTRONIC FILE SYSTEM
Mail Stop Amendment

Commissioner for Patents

P.O. Box 1450

Alexandria, VA 22313-1450

ATTENTION: EXAMINER Jeremiah L. Avery

Sir:

In response to the Notice of Allowance dated December 19, 2012, please enter and
consider the following response with amendment and remarks and information

disclosure statement as follows:

Amendment to the Drawings begins on page 2
Amendments to the Specification begins on page 3
Amendment to Claims begins on page 4

Remarks begin on page 28

Replacement Sheet for FIG. 1 attached

CERTIFICATE OF TRANSMISSION
In accordance with 37 CFR 1.8, | hereby certify that this correspondence is being deposited with the United States
Postal Service with sufficient postage as first class mail in an envelope addressed to: Commissioner for Patents, P.O.
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Appl. No. «SERIAL»
Docket No. «C_REFERENCE»
Reply to Notice of Allowance December 19, 2012

IN THE DRAWINGS

Applicants respectfully request the Examiner's permission to remove the “12” on the
right of the bottom box “device”. No new matter has been added.
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IN THE SPECIFICATION

Please amend paragraph [0037] U.S. Patent Publication No. 20040025022 as follows:

[0037] Operationally, when a signed software application 68-70, respectively
including a software application X, Z, or Y, that requires access to a sensitive API
library 74 or 78 is loaded onto a mobile device, the virtual machine 64 searches
the signed software application for an appended digital signature 96 associated
with the API library 74 or 78. Preferably, the appropriate digital signature 96 is
located by the virtual machine 64 by matching the signature identifier 92 in the
API library 74 or 78 with a signature identification 94 on the signed software
application. If the signed software application includes the appropriate digital
signature 96, then the virtual machine 64 verifies its authenticity using the public
signature key 20. Then, once the appropriate digital signature 96 has been located
and verified, the description string 88 is preferably displayed on the mobile device
before the software application X or Y is executed and accesses the sensitive APL
For instance, the description string 88 may display a message stating that
"Application Y is attempting to access API Library A," and thereby provide the
mobile device user with the final control to grant or deny access to the sensitive
APL

No new matter has been added.

Please amend paragraph [0039] U.S. Patent Publication No. 20040025022 as follows:

[0039] FIG. 4 is a flow diagram 100 illustrating the operation of the code signing
system described above with reference to FIGS. 3 and 3A. In step 102, a software
application is loaded onto a mobile device. Once the software application is
loaded, the device, preferably using a virtual machine, determines whether or not
the software application requires access to any API libraries that expose a
sensitive API (step 104). If not, then the software application is linked with all of
its required API libraries and executed (step 118). If the software application does
require access to a sensitive API, however, then the virtual machine verifies that
the software application includes a valid digital signature associated with any
sensitive APIs to which access is required, in steps 106-116.

No new matter has been added.
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IN THE CLAIMS

This listing of claims will replace all prior versions, and listings, of claims in the
application:

1-165 (Cancelled without prejudice).

166. (Previously Presented) A mobile device containing software instructions which
when executed on the mobile device cause the mobile device to perform operations for
controlling access to an application platform of the mobile device, the operations
comprising:

storing a plurality of application programming interfaces (APIls) at the mobile
device, wherein at least one AP| comprises a sensitive API to which access is
restricted,;

receiving, at the mobile device, an indication that a software application on the
mobile device is requesting access to the sensitive API| stored at the mobile device;

determining, at the mobile device, whether the software application is signed,
wherein a signed software application includes a digital signature generated using a
private key of a private key-public key pair, wherein the private key is not accessible to
the mobile device;

the mobile device using a public key of the private key-public key pair to verify
the digital signature of the software application; and

based upon verifying the digital signature at the mobile device, the mobile device
allowing the software application access to the sensitive API.

167. (Previously Presented) The mobile device of claim 166, wherein based upon a
determination that the software application requesting access to the sensitive API does

not include a signature, the operations further comprise: preventing execution of the
software application.
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168. (Previously Presented) The mobile device of claim 166, wherein based upon a
determination that the software application requesting access to the sensitive API does
not include a signature, the operations further comprise: denying the software
application access to the sensitive API.

169. (Previously Presented) The mobile device of claim 166, wherein based upon a
determination that the software application requesting access to the sensitive AP| does
not include a signature, the operations further comprise: purging the software
application from the mobile device.

170. (Previously Presented) The mobile device of claim 166, wherein based upon a
determination that the digital signature is not successfully verified, the operations further
comprise: preventing execution of the software application.

171. (Previously Presented) The mobile device of claim 166, wherein based upon a
determination that the digital signature is not successfully verified, the operations further
comprise: denying the software application access to the sensitive API.

172. (Previously Presented) The mobile device of claim 166, wherein based upon a
determination that the digital signature is not successfully verified, the operations further
comprise: purging the software application from the mobile device.

173. (Previously Presented) The mobile device of claim 166, wherein a global signature
is associated with each of the plurality of APIs; and wherein the global signature is
verified prior to allowing the software application to access the sensitive API.

174. (Previously Presented) The mobile device of claim 166, wherein at least some of
the operations are performed by an application execution manager, and wherein the

application execution manager is implemented by a virtual machine (VM) of the mobile
device.
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175. (Previously Presented) The mobile device of claim 166, wherein the digital
signature is generated by applying the private key to a first hash of the software
application; and the digital signature is verified by generating a second hash of the
software application to obtain a generated hash, applying the public key to the digital
signature to obtain a recovered hash, and verifying that the generated hash and the

recovered hash are the same.

176. (Previously Presented) The mobile device of claim 166, wherein the digital
signature is generated by applying the private key to a first abridged version of the
software application; and the digital signature is verified by generating a second
abridged version of the software application to obtain a generated abridged version,
applying the public key to the digital signature to obtain a recovered abridged version,
and verifying that the generated abridged version and the recovered abridged version

are the same.

177. (Previously Presented) The mobile device of claim 166, wherein the digital
signature is generated by a code signing authority and included with the software
application.

178. (Previously Presented) The mobile device of claim 166, wherein the operations
further comprise:
displaying a description string when the software application attempts to access

the sensitive API.

179. (Previously Presented) The mobile device of claim 166, wherein the application

platform comprises an operating system.

180. (Previously Presented) The mobile device of claim 166, wherein the application
platform includes mobile device hardware.
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181. (Previously Presented) The mobile device of claim 166, wherein the application

platform comprises a cryptographic module.

182. (Previously Presented) The mobile device of claim 166, wherein the application

platform comprises a data store.

183. (Previously Presented) The mobile device of claim 166, wherein the application

platform comprises a proprietary data model.

184. (Previously Presented) The mobile device of claim 166, wherein the application

platform comprises an input and output controller.

185. (Previously Presented) The mobile device of claim 166, wherein the digital
signature provides an audit trail identifying a developer of the software application
requesting access to the sensitive API.

186. (Previously Presented) The mobile device of claim 185, wherein a problematic
software application is identified using the audit trail, and wherein the digital signature

associated with the problematic software application is revocable.

187. (Previously Presented) The mobile device of claim 186, wherein the digital
signature associated with the problematic software application is revoked, and wherein

the revoked digital signature is added to a signature revocation list.

188. (Previously Presented) The mobile device of claim 166, wherein digital signature is
first verified each time the software application requesting access to the sensitive APl is

allowed to interact with the application platform.

189. (Previously Presented) The mobile device of claim 166, wherein the software
application further includes a signature identification, and wherein the digital signature

and the signature identification correspond to a mobile device type.
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190. (Previously Presented) The mobile device of claim 166, wherein the operations
further comprise obtaining the public key from a public key repository.

191. (Previously Presented) A system for controlling access to an application platform
on a mobile device, comprising:

one or more processors;

one or more computer-readable storage mediums containing software
instructions executable on the one or more processors to cause the one or more

processors to perform operations including:

storing a plurality of application programming interfaces (APIs) at the mobile
device, wherein at least one AP| comprises a sensitive API to which access is
restricted,;

receiving, at the mobile device, an indication that a software application is
requesting access to the sensitive API stored at the mobile device;

determining, at the mobile device, whether the software application is signed,
wherein a signed software application includes a digital signature generated using a
private key of a private key-public key pair, wherein the private key is not accessible to
the mobile device;

the mobile device using a public key of the private key-public key pair to verify
the digital signature of the software application; and

based upon verifying the digital signature, the mobile device allowing the
software application access to the sensitive API.

192. (Previously Presented) The system of claim 191, wherein based upon a
determination that the software application requesting access to the sensitive AP| does
not include a signature, the operations further comprise: preventing execution of the
software application.

193. (Previously Presented) The system of claim 191, wherein based upon a

determination that the software application requesting access to the sensitive API does
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not include a signature, the operations further comprise: denying the software

application access to the sensitive API.

194. (Previously Presented) The system of claim 191, wherein based upon a
determination that the software application requesting access to the sensitive API does
not include a signature, the operations further comprise: purging the software
application from the mobile device.

195. (Previously Presented) The system of claim 191, wherein based upon a
determination that the digital signature is not successfully verified, the operations further
comprise: preventing execution of the software application.

196. (Previously Presented) The system of claim 191, wherein based upon a
determination that the digital signature is not successfully verified, the operations further
comprise: denying the software application access to the sensitive API.

197. (Previously Presented) The system of claim 191, wherein based upon a
determination that the digital signature is not successfully verified, the operations further

comprise: purging the software application from the mobile device.

198. (Previously Presented) The system of claim 191, wherein a global signature is
associated with each of the plurality of APIs; and wherein the global signature is verified

prior to allowing the software application to access the sensitive API.

199. (Previously Presented) The system of claim 191, wherein at least some of the
operations are performed by an application execution manager, and wherein the
application execution manager is implemented by a virtual machine (VM) of the mobile
device.

200. (Previously Presented) The system of claim 191, wherein the digital signature is

generated by applying the private key to a first hash of the software application; and

9 of 29

Page 82 of 1415



Appl. No. «SERIAL»
Docket No. «C_REFERENCE»
Reply to Notice of Allowance December 19, 2012

the digital signature is verified by generating a second hash of the software application
to obtain a generated hash, applying the public key to the digital signature to obtain a
recovered hash, and verifying that the generated hash and the recovered hash are the

same.

201. (Previously Presented) The system of claim 191, wherein the digital signature is
generated by applying the private key to a first abridged version of the software
application; and the digital signature is verified by generating a second abridged version
of the software application to obtain a generated abridged version, applying the public
key to the digital signature to obtain a recovered abridged version, and verifying that the
generated abridged version and the recovered abridged version are the same.

202. (Previously Presented) The system of claim 191, further comprising:

a code signing authority, wherein the code signing authority determines whether
the software application should be given access to the sensitive API, and based upon a
determination that the software application should be given access to the sensitive API,
the code signing authority accepts the software application and generates the digital
signature that is included with the software application.

203. (Previously Presented) The system of claim 191, wherein the operations further
comprise:
displaying a description string when the software application attempts to access

the sensitive API.

204. (Previously Presented) The system of claim 191, wherein the application platform

comprises an operating system.

205. (Previously Presented) The system of claim 191, wherein the application platform

includes mobile device hardware.
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206. (Previously Presented) The system of claim 191, wherein the application platform

comprises a cryptographic module.

207. (Previously Presented) The system of claim 191, wherein the application platform
comprises a data store.

208. (Previously Presented) The system of claim 191, wherein the application platform
comprises a proprietary data model.

209. (Previously Presented) The system of claim 191, wherein the application platform

comprises an input and output controller.

210. (Previously Presented) The system of claim 191, wherein the digital signature
provides an audit trail identifying a developer of the software application requesting
access to the sensitive API.

211. (Previously Presented) The system of claim 210, wherein a problematic software
application is identified using the audit trail, and wherein the digital signature associated

with the problematic software application is revocable.

212. (Previously Presented) The system of claim 211, wherein the digital signature
associated with the problematic software application is revoked, and wherein the

revoked digital signature is added to a signature revocation list.

213. (Previously Presented) The system of claim 191, wherein the digital signature is
first verified each time the software application requesting access to the sensitive APl is

allowed to interact with the application platform.

214. (Previously Presented) The system of claim 191, wherein the software application
further includes a signature identification, and wherein the digital signature and the

signature identification correspond to a mobile device type.

11 of 29

Page 84 of 1415



Appl. No. «SERIAL»
Docket No. «C_REFERENCE»
Reply to Notice of Allowance December 19, 2012

215. (Previously Presented) The system of claim 191, wherein the operations further
comprise obtaining the public key from a public key repository.

216. (Currently Amended) A non-transitory computer-readable storage medium
encoded with instructions that when executed on one or more processors of a mobile
device, cause the mobile device to perform a-ethed instructions for controlling access
to an application platform of the mobile device, the methed instructions comprising:

storing a plurality of application programming interfaces (APIls) at the mobile
device, wherein at least one APl comprises a sensitive AP| to which access is
restricted,;

receiving, at the mobile device, an indication that a software application on the
mobile device is requesting access to the sensitive AP| stored at the mobile device;

determining, at the mobile device, whether the software application is signed,
wherein a signed software application includes a digital signature generated using a
private key of a private key-public key pair, wherein the private key is not accessible to
the mobile device;

the mobile device using the public key of the private key-public key pair to verify
the digital signature of the software application; and

based upon verifying the digital signature at the mobile device, the mobile device
allowing the software application access to the sensitive API.

217. (Currently Amended) The computer-readable storage medium of claim 216,
wherein based upon a determination that the software application requesting access to
the sensitive API does not include a signature, the methoed instructions further
comprises comprising: preventing execution of the software application.

218. (Currently Amended) The computer-readable storage medium of claim 216,
wherein based upon a determination that the software application requesting access to
the sensitive API does not include a signature, the method instructions further

comprises comprising: denying the software application access to the sensitive API.
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219. (Currently Amended) The computer-readable storage medium of claim 216,
wherein based upon a determination that the software application requesting access to
the sensitive API does not include a signature, the method instructions further
comprises comprising: purging the software application from the mobile device.

220. (Currently Amended) The computer-readable storage medium of claim 216,
wherein based upon a determination that the digital signature is not successfully
verified, the method instructions further comprises comprising: preventing execution of
the software application.

221. (Currently Amended) The computer-readable storage medium of claim 216,
wherein based upon a determination that the digital signature is not successfully
verified, the methed instructions further eerprises comprising: denying the software
application access to the sensitive API.

222. (Currently Amended) The computer-readable storage medium of claim 216,
wherein based upon a determination that the digital signature is not successfully
verified, the method instructions further eemprises comprising: purging the software
application from the mobile device.

223. (Previously Presented) The computer-readable storage medium of claim 216,
wherein a global signature is associated with each of the plurality of APIs; and wherein
the global signature is verified prior to allowing the software application to access the
sensitive API.

224. (Currently Amended) The computer-readable storage medium of claim 216,
wherein at least some of the eperations instructions are performed by an application

execution manager, and wherein the application execution manager is implemented by

a virtual machine (VM) of the mobile device.
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225. (Previously Presented) The computer-readable storage medium of claim 216,
wherein the digital signature is generated by applying the private key to a first hash of
the software application; and the digital signature is verified by generating a second
hash of the software application to obtain a generated hash, applying the public key to
the digital signature to obtain a recovered hash, and verifying that the generated hash

and the recovered hash are the same.

226. (Previously Presented) The computer-readable storage medium of claim 216,
wherein the digital signature is generated by applying the private key to a first abridged
version of the software application; and the digital signature is verified by generating a
second abridged version of the software application to obtain a generated abridged
version, applying the public key to the digital signature to obtain a recovered abridged
version, and verifying that the generated abridged version and the recovered abridged

version are the same.

227. (Previously Presented) The computer-readable storage medium of claim 216,
wherein the digital signature is generated by a code signing authority and included with
the software application.

228. (Currently Amended) The computer-readable storage medium of claim 216, the
instructions further comprising:
displaying a description string when the software application attempts to access

the sensitive API.

229. (Previously Presented) The computer-readable storage medium of claim 216,
wherein the application platform comprises an operating system.

230. (Previously Presented) The computer-readable storage medium of claim 216,
wherein the application platform includes mobile device hardware.

14 of 29

Page 87 of 1415



Appl. No. «SERIAL»
Docket No. «C_REFERENCE»
Reply to Notice of Allowance December 19, 2012

231. (Previously Presented) The computer-readable storage medium of claim 216,

wherein the application platform comprises a cryptographic module.

232. (Previously Presented) The computer-readable storage medium of claim 216,
wherein the application platform comprises a data store.

233. (Previously Presented) The computer-readable storage medium of claim 216,
wherein the application platform comprises a proprietary data model.

234. (Previously Presented) The computer-readable storage medium of claim 216,
wherein the application platform comprises an input and output controller.

235. (Previously Presented) The computer-readable storage medium of claim 216,
wherein the digital signature provides an audit trail identifying a developer of the
software application requesting access to the sensitive API.

236. (Previously Presented) The computer-readable storage medium of claim 235,
wherein a problematic software application is identified using the audit trail, and wherein

the digital signature associated with the problematic software application is revocable.

237. (Previously Presented) The computer-readable storage medium of claim 236,
wherein the digital signature associated with the problematic software application is
revoked, and wherein the revoked digital signature is added to a signature revocation
list.

238. (Previously Presented) The computer-readable storage medium of claim 216,
wherein the digital signature is first verified each time the software application

requesting access to the sensitive APl is allowed to interact with the application
platform.
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239. (Previously Presented) The computer-readable storage medium of claim 216,
wherein the software application further includes a signature identification, and wherein
the digital signature and the signature identification correspond to a mobile device type.

240. (Currently Amended) The computer-readable storage medium of claim 216,
wherein the method instructions further eemprises comprising obtaining the public key
from a public key repository.

241. (Previously Presented) A method for controlling access to an application platform
of a mobile device, comprising:

storing a plurality of application programming interfaces (APIs) at the mobile
device, wherein at least one APl comprises a sensitive API to which access is
restricted,;

receiving, at the mobile device, an indication that a software application on the
mobile device is requesting access to the sensitive AP| stored at the mobile device;

determining, at the mobile device, whether the software application is signed,
wherein a signed software application includes a digital signature generated using a
private key of a private key-public key pair, wherein the private key is not accessible to
the mobile device;

the mobile device using a public key of the private key-public key pair to verify
the digital signature of the software application; and

based upon verifying the digital signature at the mobile device, the mobile device

allowing the software application access to the sensitive API.

242. (Previously Presented) The method of claim 241, wherein based upon a
determination that the software application requesting access to the sensitive API does
not include a signature, the method further comprises: preventing execution of the
software application.

243. (Previously Presented) The method of claim 241, wherein based upon a

determination that the software application requesting access to the sensitive API does
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not include a signature, the method further comprises: denying the software application

access to the sensitive API.

244. (Previously Presented) The method of claim 241, wherein based upon a
determination that the software application requesting access to the sensitive API does
not include a signature, the method further comprises: purging the software application

from the mobile device.

245. (Previously Presented) The method of claim 241, wherein based upon a
determination that the digital signature is not successfully verified, the method further
comprises: preventing execution of the software application.

246. (Previously Presented) The mobile device of claim 241, wherein based upon a
determination that the digital signature is not successfully verified, the method further
comprises: denying the software application access to the sensitive API.

247. (Previously Presented) The method of claim 241, wherein based upon a
determination that the digital signature is not successfully verified, the method further

comprises: purging the software application from the mobile device.

248. (Previously Presented) The method of claim 241, wherein a global signature is
associated with each of the plurality of APls; and wherein the global signature is verified

prior to allowing the software application to access the sensitive API.
249. (Previously Presented) The method of claim 241, wherein at least some operations
of the method are performed by an application execution manager, and wherein the

application execution manager is implemented by a virtual machine (VM) of the mobile
device.
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250. (Previously Presented) The method of claim 241, wherein the digital signature is
generated by applying the private key to a first hash of the software application; and
the digital signature is verified by generating a second hash of the software application
to obtain a generated hash, applying the public key to the digital signature to obtain a
recovered hash, and verifying that the generated hash and the recovered hash are the

same.

251. (Previously Presented) The method of claim 241, wherein the digital signature is
generated by applying the private key to a first abridged version of the software
application; and the digital signature is verified by generating a second abridged version
of the software application to obtain a generated abridged version, applying the public
key to the digital signature to obtain a recovered abridged version, and verifying that the
generated abridged version and the recovered abridged version are the same.

252. (Previously Presented) The method of claim 241, further comprising:

determining by a code signing authority, whether the software application should
be given access to the sensitive API, wherein based upon a determination that the
software application should be given access to the sensitive API, the code signing
authority accepts the software application and generates the digital signature that is
included with the software application.

253. (Previously Presented) The method of claim 241, further comprising:
displaying a description string when the software application attempts to access

the sensitive API.

254. (Previously Presented) The method of claim 241, wherein the application platform

comprises an operating system.

255. (Previously Presented) The method of claim 241, wherein the application platform

includes mobile device hardware.

18 of 29

Page 91 of 1415



Appl. No. «SERIAL»
Docket No. «C_REFERENCE»
Reply to Notice of Allowance December 19, 2012

256. (Previously Presented) The method of claim 241, wherein the application platform

comprises a cryptographic module.

257. (Previously Presented) The method of claim 241, wherein the application platform
comprises a data store.

258. (Previously Presented) The method of claim 241, wherein the application platform
comprises a proprietary data model.

259. (Previously Presented) The method of claim 241, wherein the application platform

comprises an input and output controller.

260. (Previously Presented) The method of claim 241, wherein the digital signature
provides an audit trail identifying a developer of the software application requesting
access to the sensitive API.

261. (Previously Presented) The method of claim 260, wherein a problematic software
application is identified using the audit trail, and wherein the digital signature associated

with the problematic software application is revocable.

262. (Previously Presented) The method of claim 261, wherein the digital signature
associated with the problematic software application is revoked, and wherein the

revoked digital signature is added to a signature revocation list.

263. (Previously Presented) The method of claim 241, wherein the digital signature is
first verified each time the software application requesting access to the sensitive APl is

allowed to interact with the application platform.

264. (Previously Presented) The method of claim 241, wherein the software application
further includes a signature identification, and wherein the digital signature and the

signature identification correspond to a mobile device type.
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265. (Previously Presented) The method of claim 241, further comprising obtaining the
public key from a public key repository.

266. (Previously Presented) The device of claim 166, wherein verifying the digital
signature comprises:
hashing the software application to obtain a generated hash;
applying the public key to the digital signature to obtain a recovered hash; and
comparing the generated hash and the recovered hash.

267. (Previously Presented) The system of claim 191, wherein verifying the digital
signature comprises:
hashing the software application to obtain a generated hash;
applying the public key to the digital signature to obtain a recovered hash; and
comparing the generated hash and the recovered hash.

268. (Previously Presented) The computer-readable storage medium of claim 216,
wherein verifying the digital signature comprises:
hashing the software application to obtain a generated hash;
applying the public key to the digital signature to obtain a recovered hash; and
comparing the generated hash and the recovered hash.

269. (Previously Presented) The method of claim 241, wherein verifying the digital
signature comprises:

hashing the software application to obtain a generated hash;

applying the public key to the digital signature to obtain a recovered hash; and

comparing the generated hash and the recovered hash.
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270. (Previously Presented) The device of claim 166, wherein the plurality of APls
comprises a plurality of sensitive APls, wherein for each of the plurality of sensitive
APls, the mobile device allows access to the sensitive APl upon verification of a digital
signature unique to the sensitive API.

271. (Previously Presented) The system of claim 191, wherein the plurality of APls
comprises a plurality of sensitive APls, wherein for each of the plurality of sensitive
APls, the mobile device allows access to the sensitive APl upon verification of a digital
signature unique to the sensitive API.

272. (Previously Presented) The computer-readable storage medium of claim 216,
wherein the plurality of APIs comprises a plurality of sensitive APIs, wherein for each of
the plurality of sensitive APls, the mobile device allows access to the sensitive API upon
verification of a digital signature unique to the sensitive API.

273. (Previously Presented) The method of claim 241, wherein the plurality of APls
comprises a plurality of sensitive APls, wherein for each of the plurality of sensitive
APls, the mobile device allows access to the sensitive APl upon verification of a digital
signature unique to the sensitive API.

274. (Previously Presented) The device of claim 166, wherein the operations further
comprise: upon verifying the digital signature at the mobile device, the mobile device
allowing the software application access to at least one non-sensitive API.

275. (Previously Presented) The system of claim 191, wherein the operations further

comprise: upon verifying the digital signature at the mobile device, the mobile device

allowing the software application access to at least one non-sensitive API.
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276. (Currently Amended) The computer-readable storage medium of claim 216,
wherein the instructions further comprises: upon verifying the digital signature at the
mobile device, the mobile device allowing the software application access to at least

one non-sensitive API.

277. (Previously Presented) The method of claim 241, further comprising: upon
verifying the digital signature at the mobile device, the mobile device allowing the
software application access to at least one non-sensitive API.

278. (New) The mobile device of claim 166, wherein the sensitive API is associated with
the public key.

279. (New) The mobile device of claim 166, wherein the sensitive API and the public
key are included in an API library.

280. (New) The mobile device of claim 166, wherein the plurality of APIs comprises at

least one non-sensitive API.

281. (New) The mobile device of claim 280, wherein based upon a determination that
the software application requesting access to the sensitive API does not include a
signature, the operations further comprise:

denying the software application access to the sensitive API; and

allowing the software application access to the at least one non-sensitive API.
282. (New) The mobile device of claim 280, wherein based upon a determination that
the digital signature is not successfully verified, the operations further comprise:

denying the software application access to the sensitive API; and
allowing the software application access to the at least one non-sensitive API.
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283. (New) The mobile device of claim 166, wherein the software application includes a

plurality of digital signatures.

284. (New) The mobile device of claim 166, wherein the plurality of APIs comprises a
plurality of sensitive APls, wherein one or more of the sensitive APls is associated with

a unique digital signature.

285. (New) The mobile device of claim 166, wherein the plurality of APIs comprises at
least a second sensitive API, wherein the software application includes at least a
second digital signature, wherein the operations further comprise:

using a second public key of a second private key-public key pair to verify the
second digital signature of the software application; and

based upon verifying the second digital signature at the mobile device, allowing
the software application access to at least the second sensitive API.

286. (New) The system of claim 191, wherein the sensitive APl is associated with the
public key.

287. (New) The system of claim 191, wherein the sensitive API and the public key are
included in an API library.

288. (New) The system of claim 191, wherein the plurality of APIls comprises at least

one non-sensitive API.

289. (New) The system of claim 288, wherein based upon a determination that the
software application requesting access to the sensitive API| does not include a
signature, the operations further comprise:

denying the software application access to the sensitive API; and

allowing the software application access to the at least one non-sensitive API.
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290. (New) The system of claim 288, wherein based upon a determination that the
digital signature is not successfully verified, the operations further comprise:
denying the software application access to the sensitive API; and
allowing the software application access to the at least one non-sensitive API.

291. (New) The system of claim 191, wherein the software application includes a
plurality of digital signatures.

292. (New) The system of claim 191, wherein the plurality of APls comprises a plurality
of sensitive APIs, wherein one or more of the sensitive APIs is associated with a unique
digital signature.

293. (New) The system of claim 191, wherein the plurality of APIs comprises at least a
second sensitive API, wherein the software application includes at least a second digital
signature, wherein the operations further comprise:

using a second public key of a second private key-public key pair to verify the
second digital signature of the software application; and

based upon verifying the second digital signature at the mobile device, allowing

the software application access to at least the second sensitive API.

294. (New) The computer-readable storage medium of claim 216, wherein the sensitive
APl is associated with the public key.

295. (New) The computer-readable storage medium of claim 216, wherein the sensitive
API and the public key are included in an APl library.

296. (New) The computer-readable storage medium of claim 216, wherein the plurality
of APIs comprises at least one non-sensitive API.
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297. (New) The computer-readable storage medium of claim 296, wherein based upon
a determination that the software application requesting access to the sensitive API
does not include a signature, the instructions further comprise:

denying the software application access to the sensitive API; and

allowing the software application access to the at least one non-sensitive API.

298. (New) The computer-readable storage medium of claim 296, wherein based upon
a determination that the digital signature is not successfully verified, the instructions
further comprise:

denying the software application access to the sensitive API; and

allowing the software application access to the at least one non-sensitive API.

299. (New) The computer-readable storage medium of claim 216, wherein the software
application includes a plurality of digital signatures.

300. (New) The computer-readable storage medium of claim 216, wherein the plurality
of APls comprises a plurality of sensitive APIs, wherein one or more of the sensitive
APIs is associated with a unique digital signature.

301. (New) The computer-readable storage medium of claim 216, wherein the plurality
of APIs comprises at least a second sensitive API, wherein the software application
includes at least a second digital signature, wherein the operations further comprise:
using a second public key of a second private key-public key pair to verify the
second digital signature of the software application; and
based upon verifying the second digital signature at the mobile device, allowing
the software application access to at least the second sensitive API.

302. (New) The method of claim 241, wherein the sensitive API is associated with the
public key.
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303. (New) The method of claim 241, wherein the sensitive AP| and the public key are

included in an API library.

304. (New) The method of claim 241, wherein the plurality of APls comprises at least

one non-sensitive API.

305. (New) The method of claim 304, wherein based upon a determination that the
software application requesting access to the sensitive API| does not include a
signature, the method further comprising:

denying the software application access to the sensitive API; and

allowing the software application access to the at least one non-sensitive API.

306. (New) The method of claim 304, wherein based upon a determination that the
digital signature is not successfully verified, the method further comprising:

denying the software application access to the sensitive API; and

allowing the software application access to the at least one non-sensitive API.

307. (New) The method of claim 241, wherein the software application includes a

plurality of digital signatures.

308. (New) The method of claim 241, wherein the plurality of APls comprises a plurality
of sensitive APIs, wherein one or more of the sensitive APIs is associated with a unique

digital signature.
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309. (New) The method of claim 241, wherein the plurality of APIs comprises at least a
second sensitive API, wherein the software application includes at least a second digital
signature, the method further comprising:

using a second public key of a second private key-public key pair to verify the
second digital signature of the software application; and

based upon verifying the second digital signature at the mobile device, allowing

the software application access to at least the second sensitive API.
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REMARKS

The Notice of Allowance dated December 19, 2012 has been studied. Applicant wishes
to thank examiner Jeremiah Avery for indicating that claims 166-277 are allowed.
Claims 278-309 are newly added dependent claims. Claims 216-222, 224, and 240 are
amended to clarify that instructions are being executed from the computer-readable
storage medium. By virtue of this Response and Amendment claims 166-309 are
pending. An information disclosure statement with a Request for Continued Examination
(RCE) is being filed herewith. Continued examination and allowance of the pending
claims are respectfully requested.

Support for newly added dependent claims 278, 286, 294, 302 and 279, 287, 295, 303
is found at least in U.S. Patent Publication No. 20040025022 at least FIG. 3A items 20
and 78, FIG. 4 step 106, and paragraphs [0028], [0036], [0037], [0040], [0041]. No new
matter has been added.

Support for newly added dependent claims 280, 288, 296, 304 is found at least in U.S.
Patent Publication No. 20040025022 at least in paragraphs [0035] and [0036]. No new
matter has been added.

Support for newly added dependent claims 281, 289, 297, 305 is found at least in U.S.
Patent Publication No. 20040025022 at least FIG. 4 step 102 and paragraph [0039]. No
new matter has been added.

Support for newly added dependent claims 282, 290, 298, 306 is found at least in U.S.
Patent Publication No. 20040025022 at least in paragraph [0037]. No new matter has
been added.

Support for newly added dependent claims 283, 291, 299, 307 is found at least in U.S.
Patent Publication No. 20040025022 at least at FIG. 3 and FIG. 3A and in paragraphs
[0035] and [0038]. No new matter has been added.
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Support for newly added dependent claims 284, 292, 300, 308 is found at least in U.S.
Patent Publication No. 20040025022 at least at FIG. 3 and FIG. 3A and in paragraph

[0035]. No new matter has been added.

Support for newly added dependent claims 285, 293, 301, 309 is found at least in U.S.
Patent Publication No. 20040025022 at least at FIG. 3 and FIG. 3A and in paragraph
[0035]. No new matter has been added.

If the Examiner believes that there are any informalities that can be corrected by
Examiner’'s amendment, or that in any way it would help expedite the prosecution
of the patent application, a telephone call to the undersigned at (561) 989-9811 is
respectfully solicited.

The Commissioner is hereby authorized to charge any fees that may be required or
credit any overpayment to Deposit Account 50-1556 (Attorney Docket No. 10289-US-
PCT).

Respectfully submitted,

Date: March 18, 2013 By: /Jon Gibbons/
Jon A. Gibbons
(Reg. N0.37,333)
Attorney for Applicant

Fleit Gibbons Gutman

Bongini & Bianco P.L.

One Boca Commerce Center
551 N.W. 77th Street, Suite 111
Boca Raton, Florida 33487
Telephone: (561) 989-9811
Facsimile: (561) 989-9812
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national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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PTO/SB/06 (07-06)

Approved for use through 1/31/2007. OMB 0651-0032
U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid OMB control number.

* If the entry in column 1 is less than the entry in column 2, write “0” in column 3.

** |If the “Highest Number Previously Paid For” IN THIS SPACE is less than 20, enter “20”.
*** If the “Highest Number Previously Paid For” IN THIS SPACE is less than 3, enter “3”.
The “Highest Number Previously Paid For” (Total or Independent) is the highest number found in the appropriate box in column 1.

PATENT APPLICATION FEE DETERMINATION RECORD | Appiication or Docket Number | Filing Date
Substitute for Form PTO-875 10/381 ,21 9 03/20/2003 D To be Mailed
APPLICATION AS FILED — PART | OTHER THAN
(Column 1) (Column 2) SMALLENTITY []  ©R SMALL ENTITY
FOR NUMBER FILED NUMBER EXTRA RATE ($) FEE ($) RATE ($) FEE ($)
L1 Basic Fee N/A N/A N/A N/A
(37 CFR1.16(a) (b) or (c))
] seARcH Fee
| (37 CFR 1600, () or (m) N/A N/A N/A N/A
D EXAMINATION FEE
(37 GFR 1.16(0), (p), or (q)) N/A N/A N/A N/A
TOTAL CLAIMS . . _ _
(37 CFR 1.16(i)) minus 20 = X$ = ORI X8 =
INDEPENDENT CLAIMS ) B ~ ~
(37 CFR 1.16(h)) minus 3 = X$ = X$ =
If the specification and drawings exceed 100
0 sheets of paper, the application size fee due
A3F7>PCL£A1T1IE)N SIZE FEE is $250 ($125 for small entity) for each
{ 18(s)) additional 50 sheets or fraction thereof. See
35 U.S.C. 41(a)(1)(G) and 37 CFR 1.16(s).
] MULTIPLE DEPENDENT CLAIM PRESENT (37 CFR 1.16())
p—
* If the difference in column 1 is less than zero, enter “0” in column 2. TOTAL TOTAL
APPLICATION AS AMENDED — PART Il
OTHER THAN
(Column 1) (Column 2) (Column 3) SMALL ENTITY OR SMALL ENTITY
CLAIMS HIGHEST
REMAINING NUMBER PRESENT ADDITIONAL ADDITIONAL
| 03/18/2013 | serer PREVIOUSLY EXTRA RATE®) | Fee ) RATE ($) FEE ()
5 AMENDMENT PAID FOR
s | Total ererr ~ 144 Minus | = 112 - 32 Xs = OR | x se2= 1984
O 1.16(i
z e -4 Minus | =4 -0 xXs = OR | x ses0= 0
<§( D Application Size Fee (37 CFR 1.16(s))
|:| FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM (37 GFR 1.16(j)) OR
E— p——
TOTAL TOTAL
ADD’L OR ADDL 1984
FEE FEE
(Column 1) (Column 2) (Column 3)
CLAIMS HIGHEST
REMAINING NUMBER PRESENT ADDITIONAL ADDITIONAL
AFTER PREVIOUSLY EXTRA RATE ($) FEE ($) RATE ($) FEE ($)
— AMENDMENT PAID FOR
Z | (o erorn . Minus | - Xs$ = OR [ xs =
H E R vinus | - - xs - oR | xs -
5 D Application Size Fee (37 CFR 1.16(s))
=
< |:| FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM (37 GFR 1.16(j)) OR
TOTAL TOTAL
ADD’L OR ADDL
FEE FEE

Legal Instrument Examiner:

/DEBORAH NASH/

This collection of information is required by 37 CFR 1.16. The information is required to obtain or retain a benefit by the public which is to file (and by the USPTO to
process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.14. This collection is estimated to take 12 minutes to complete, including gathering,
preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you
require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and Trademark Office, U.S.
Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS
ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.
If you need assistance in completing the form, call 1-800-PTO-9199 and select option 2.
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450

Alexandria, Virginia 22313-1450

WWW.uspto.gov

NOTICE OF ALLOWANCE AND FEE(S) DUE

| EXAMINER |
95866 7590 12/192012

Fleit Gibbons Gutman Bongini & Bianco P.L.
551 NW 77th street

AVERY, JEREMIAH L

Suite 111 | ART UNIT PAPERNUMBER |
Boca Raton, FL 33487 2431
DATE MAILED: 12/19/2012
APPLICATION NO. FILING DATE FIRST NAMED INVENTOR ATTORNEY DOCKETNO. |  CONFIRMATION NO.
10/381,219 03/20/2003 David P Yach 13210-1465/KL 9761

TITLE OF INVENTION: SOFTWARE CODE SIGNING SYSTEM AND METHOD

APPLN. TYPE SMALL ENTITY ISSUE FEE DUE PUBLICATION FEE DUE | PREV. PAID ISSUE FEE TOTAL FEE(S) DUE DATE DUE

nonprovisional NO $1770 $300 $0 $2070 03/19/2013
THE APPLICATION IDENTIFIED ABOVE HAS BEEN EXAMINED AND IS ALLOWED FOR ISSUANCE AS A PATENT.
PROSECUTION ON THE MERITS IS CLOSED. THIS NOTICE OF ALLOWANCE IS NOT A GRANT OF PATENT RIGHTS.
THIS APPLICATION IS SUBJECT TO WITHDRAWAL FROM ISSUE AT THE INITIATIVE OF THE OFFICE OR UPON
PETITION BY THE APPLICANT. SEE 37 CFR 1.313 AND MPEP 1308.

THE ISSUE FEE AND PUBLICATION FEE (IF REQUIRED) MUST BE PAID WITHIN THREE MONTHS FROM THE
MAILING DATE OF THIS NOTICE OR THIS APPLICATION SHALL BE REGARDED AS ABANDONED. THIS
STATUTORY PERIOD CANNOT BE EXTENDED. SEE 35 U.S.C. 151. THE ISSUE FEE DUE INDICATED ABOVE DOES
NOT REFLECT A CREDIT FOR ANY PREVIOUSLY PAID ISSUE FEE IN THIS APPLICATION. IF AN ISSUE FEE HAS
PREVIOUSLY BEEN PAID IN THIS APPLICATION (AS SHOWN ABOVE), THE RETURN OF PART B OF THIS FORM
WILL BE CONSIDERED A REQUEST TO REAPPLY THE PREVIOUSLY PAID ISSUE FEE TOWARD THE ISSUE FEE NOW
DUE.

HOW TO REPLY TO THIS NOTICE:
I. Review the SMALL ENTITY status shown above.

If the SMALL ENTITY is shown as YES, verify your current
SMALL ENTITY status:

AL If the status is the same, pay the TOTAL FEE(S) DUE shown
above.

B. If the status above is to be removed, check box 5b on Part B -
Fee(s) Transmittal and pay the PUBLICATION FEE (if required)
and twice the amount of the ISSUE FEE shown above, or

If the SMALL ENTITY is shown as NO:
A. Pay TOTAL FEE(S) DUE shown above, or

B. If applicant claimed SMALL ENTITY status before, or is now
claiming SMALL ENTITY status, check box 5a on Part B - Fee(s)
Transmittal and pay the PUBLICATION FEE (if required) and 1/2

the ISSUE FEE shown above.

II. PART B - FEE(S) TRANSMITTAL, or its equivalent, must be completed and returned to the United States Patent and Trademark Office
(USPTO) with your ISSUE FEE and PUBLICATION FEE (if required). If you are charging the fee(s) to your deposit account, section "4b"
of Part B - Fee(s) Transmittal should be completed and an extra copy of the form should be submitted. If an equivalent of Part B is filed, a
request to reapply a previously paid issue fee must be clearly made, and delays in processing may occur due to the difficulty in recognizing
the paper as an equivalent of Part B.

III. All communications regarding this application must give the application number. Please direct all communications prior to issuance to
Mail Stop ISSUE FEE unless advised to the contrary.

IMPORTANT REMINDER: Utility patents issuing on applications filed on or after Dec. 12, 1980 may require payment of
maintenance fees. It is patentee's responsibility to ensure timely payment of maintenance fees when due.

Page 1 of 3
PTOL-85 (Rev. 02/11)
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PART B - FEE(S) TRANSMITTAL

Complete and send this form, together with applicable fee(s), to: Mail Mail Stop ISSUE FEE
Commissioner for Patents
P.O. Box 1450
Alexandria, Virginia 22313-1450
or Fax (571)-273-2885

INSTRUCTIONS: This form should be used for transmitting the ISSUE FEE and PUBLICATION FEE (if required). Blocks 1 through 5 should be completed where

apgropriatc All further correspondence including the Patent, advance orders and notification of maintenance fees will be mailed to the current correspondence address as

indicated unless corrected below or directed otherwise in Block 1, by (a) specifying a new correspondence address; and/or (b) indicating a separate "FEE ADDRESS" for
maintenance fee notifications.

CURRENT CORRESPONDENCE ADDRESS (Note: Use Block 1 for any change of address) Note: A certificate of mailing can only be used for domestic mailings of the

Fee(s) Transmittal. This certificate cannot be used for any other accompanying

Eapers. Each additional paper, such as an assignment or formal drawing, must

ave its own certificate of mailing or transmission.

95866 7590 12/19/2012
Fleit Gibbons Gutman Bongini & Bianco P.L. _ Certificate of Mailing or Transmission ) )
551 NW 77th street I hereby certify that this Fee(s) Transmittal is being deposited with the United
stree States Postal Service with sufficient postage for first class mail in an envelope
Suite 111 addressed to the Mail Stop ISSUE FEE address above, or being facsimile
Boca Raton. FL 33487 transmitted to the USPTO (571) 273-2885, on the date indicated below.
(Depositor's name)
(Signature)
(Date)
APPLICATION NO. FILING DATE FIRST NAMED INVENTOR ATTORNEY DOCKET NO. CONFIRMATION NO.
10/381,219 03/20/2003 David P Yach 13210-1465/KL 9761
TITLE OF INVENTION: SOFTWARE CODE SIGNING SYSTEM AND METHOD
I APPLN. TYPE SMALL ENTITY | ISSUE FEE DUE I PUBLICATION FEE DUE | PREV. PAID ISSUE FEE TOTAL FEE(S) DUE DATE DUE
nonprovisional NO $1770 $300 30 $2070 03/19/2013
I EXAMINER | ART UNIT I CLASS-SUBCLASS I
AVERY, JEREMIAH L 2431 713-001000
1. Change of correspondence address or indication of "Fee Address" (37 2. For printing on the patent front page, list
CER 1.363). (1) the names of up to 3 registered patent attorneys 1
[ Change of correspondence address (or Change of Correspondence or agents OR, alternatively,
Address form PTO/SB/122) attached. . . . 2
(2) the name of a single firm (having as a member a
[ "Fee Address" indication (or "Fee Address" Indication form registered attorney or agent) and the names of up to
PTO/SB/47; Rev 03-02 or more recent) attached. Use of a Customer 2 registered patent attorneys or agents. If no nameis 3
Number is required. listed, no name will be printed.

3. ASSIGNEE NAME AND RESIDENCE DATA TO BE PRINTED ON THE PATENT (print or type)

PLEASE NOTE: Unless an assi[gnee is identified below, no assignee data will appear on the patent. If an assignee is identified below, the document has been filed for
recordation as set forth in 37 CFR 3.11. Completion of this form is NOT a substitute for filing an assignment.

(A) NAME OF ASSIGNEE (B) RESIDENCE: (CITY and STATE OR COUNTRY)

Please check the appropriate assignee category or categories (will not be printed on the patent) : [ Individual [ Corporation or other private group entity [ Government

4a. The following fee(s) are submitted: 4b. Payment of Fee(s): (Please first reapply any previously paid issue fee shown above)
[ Issue Fee [ A check is enclosed.
[ Publication Fee (No small entity discount permitted) (| Payment by credit card. Form PTO-2038 is attached.
[ Advance Order - # of Copies (1 The Director is hereby authorized to charge the required fee(s), any deficiency, or credit any
overpayment, to Deposit Account Number (enclose an extra copy of this form).

5. Change in Entity Status (from status indicated above)
Ja Applicant claims SMALL ENTITY status. See 37 CFR 1.27. b Applicant is no longer claiming SMALL ENTITY status. See 37 CFR 1.27(g)(2).

NOTE: The Issue Fee and Publication Fee (if required) will not be accepted from anyone other than the applicant; a registered attorney or agent; or the assignee or other party in
interest as shown by the records of the United States Patent and Trademark Office.

Authorized Signature Date

Typed or printed name Registration No.

This collection of information is required by 37 CFR 1.311. The information is required to obtain or retain a benefit by the public which is to file (and by the USPTO to process)
an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.14. This collection is estimated to take 12 minutes to complete, including gathering, preparing, and
submitting the completed application form to the USPTO. Time will Va{hy deﬁendin upon the individual case. Any comments on the amount of time you require to complete
this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and Trademark Office, U.S. Department of Commerce, P.O.
Box 1450, Alexandgrla, Virginia 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450,
Alexandria, Virginia 22313-1450.

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid OMB control number.

PTOL-85 (Rev. 02/11) Approved for use through 08/31/2013. OMB 0651-0033 U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450

Alexandria, Virginia 22313-1450

WWW.uspto.gov

| APPLICATION NO. | FILING DATE | FIRST NAMED INVENTOR | ATTORNEY DOCKETNO. | CONFIRMATION NO. I
10/381,219 03/20/2003 David P Yach 13210-1465/KL 9761
| EXAMINER |
95866 7590 12/19/2012
Fleit Gibbons Gutman Bongini & Bianco P.L. AVERY, JEREMIAHL
551 NW 77th street
Suite 111 | ART UNIT PAPERNUMBER |
Boca Raton, FL. 33487 2431

DATE MAILED: 12/19/2012

Determination of Patent Term Adjustment under 35 U.S.C. 154 (b)
(application filed on or after May 29, 2000)

The Patent Term Adjustment to date is 1626 day(s). If the issue fee is paid on the date that is three months after the
mailing date of this notice and the patent issues on the Tuesday before the date that is 28 weeks (six and a half
months) after the mailing date of this notice, the Patent Term Adjustment will be 1626 day(s).

If a Continued Prosecution Application (CPA) was filed in the above-identified application, the filing date that
determines Patent Term Adjustment is the filing date of the most recent CPA.

Applicant will be able to obtain more detailed information by accessing the Patent Application Information Retrieval
(PAIR) WEB site (http://pair.uspto.gov).

Any questions regarding the Patent Term Extension or Adjustment determination should be directed to the Office of
Patent Legal Administration at (571)-272-7702. Questions relating to issue and publication fee payments should be
directed to the Customer Service Center of the Office of Patent Publication at 1-(888)-786-0101 or (571)-272-4200.

Page 3 of 3
PTOL-85 (Rev. 02/11)
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with
your submission of the attached form related to a patent application or patent. Accordingly, pursuant to
the requirements of the Act, please be advised that: (1) the general authority for the collection of this
information is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited is voluntary; and (3) the
principal purpose for which the information is used by the U.S. Patent and Trademark Office is to process
and/or examine your submission related to a patent application or patent. If you do not furnish the
requested information, the U.S. Patent and Trademark Office may not be able to process and/or examine
your submission, which may result in termination of proceedings or abandonment of the application or
expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1.

The information on this form will be treated confidentially to the extent allowed under the Freedom
of Information Act (5§ U.S.C. 552) and the Privacy Act (5 U.S.C 552a). Records from this system of
records may be disclosed to the Department of Justice to determine whether disclosure of these
records is required by the Freedom of Information Act.

. A record from this system of records may be disclosed, as a routine use, in the course of presenting

evidence to a court, magistrate, or administrative tribunal, including disclosures to opposing counsel
in the course of settlement negotiations.

. A record in this system of records may be disclosed, as a routine use, to a Member of Congress

submitting a request involving an individual, to whom the record pertains, when the individual has
requested assistance from the Member with respect to the subject matter of the record.

A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency
having need for the information in order to perform a contract. Recipients of information shall be
required to comply with the requirements of the Privacy Act of 1974, as amended, pursuant to 5
U.S.C. 552a(m).

. A record related to an International Application filed under the Patent Cooperation Treaty in this

system of records may be disclosed, as a routine use, to the International Bureau of the World
Intellectual Property Organization, pursuant to the Patent Cooperation Treaty.

A record in this system of records may be disclosed, as a routine use, to another federal agency for
purposes of National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy
Act (42 U.S.C. 218(c)).

. A record from this system of records may be disclosed, as a routine use, to the Administrator,

General Services, or his/her designee, during an inspection of records conducted by GSA as part of
that agency's responsibility to recommend improvements in records management practices and
programs, under authority of 44 U.S.C. 2904 and 2906. Such disclosure shall be made in accordance
with the GSA regulations governing inspection of records for this purpose, and any other relevant
(i.e., GSA or Commerce) directive. Such disclosure shall not be used to make determinations about
individuals.

A record from this system of records may be disclosed, as a routine use, to the public after either
publication of the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35
U.S.C. 151. Further, a record may be disclosed, subject to the limitations of 37 CFR 1.14, as a
routine use, to the public if the record was filed in an application which became abandoned or in
which the proceedings were terminated and which application is referenced by either a published
application, an application open to public inspection or an issued patent.

A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local
law enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or
regulation.
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Application No. Applicant(s)

. . 10/381,219 YACH ET AL.
Notice of Allowability Examiner Art Unit
JEREMIAH AVERY 2431

-- The MAILING DATE of this communication appears on the cover sheet with the correspondence address--
All claims being allowable, PROSECUTION ON THE MERITS IS (OR REMAINS) CLOSED in this application. If not included
herewith (or previously mailed), a Notice of Allowance (PTOL-85) or other appropriate communication will be mailed in due course. THIS
NOTICE OF ALLOWABILITY IS NOT A GRANT OF PATENT RIGHTS. This application is subject to withdrawal from issue at the initiative
of the Office or upon petition by the applicant. See 37 CFR 1.313 and MPEP 1308.

1. X This communication is responsive to the RCE filed 11/11/11.

2. [] An election was made by the applicant in response to a restriction requirement set forth during the interview on ; the restriction
requirement and election have been incorporated into this action.

3. X The allowed claim(s) is/are 166-277. As a result of the allowed claim(s), you may be eligible to benefit from the Patent Prosecution
Highway program at a participating intellectual property office for the corresponding application. For more information, please see
hitp:/wwy. usplo.govipatents/init_events/pph/index.jsp or send an inquiry to PPHfesedback@uspio.qov..

4. [X] Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f).
a)X] Al b)[] Some* c)[]None ofthe:
1. [ Certified copies of the priority documents have been received.
2. [ Certified copies of the priotity documents have been received in Application No.
3. X Copies of the certified copies of the priority documents have been received in this national stage application from the
International Bureau (PCT Rule 17.2(a)).
* Certified copies not received: ____.

Applicant has THREE MONTHS FROM THE “MAILING DATE” of this communication to file a reply complying with the requirements
noted below. Failure to timely comply will result in ABANDONMENT of this application.
THIS THREE-MONTH PERIOD IS NOT EXTENDABLE.

5. ] CORRECTED DRAWINGS ( as “replacement sheets”) must be submitted.
[0 including changes required by the attached Examiner's Amendment / Comment or in the Office action of

Paper No./Mail Date .

Identifying indicia such as the application humber (see 37 CFR 1.84(c)) should be written on the drawings in the front (not the back) of
each sheet. Replacement sheet(s) should be labeled as such in the header according to 37 CFR 1.121(d).

6. [ ] DEPOSIT OF and/or INFORMATION about the deposit of BIOLOGICAL MATERIAL must be submitted. Note the
attached Examiner’'s comment regarding REQUIREMENT FOR THE DEPOSIT OF BIOLOGICAL MATERIAL.

Attachment(s)

1. X Notice of References Cited (PTO-892) 5. [] Examiner's Amendment/Comment

2. [ Information Disclosure Statements (PTO/SB/08), 6. [X] Examiner's Statement of Reasons for Allowance
Paper No./Mail Date 20111111, 20120202

3. [] Examiner's Comment Regarding Requirement for Deposit 7. [ Other .

of Biological Material
4. [] Interview Summary (PTO-413),
Paper No./Mail Date .

/Jeremiah Avery/ /NATHAN FLYNN/
Examiner, Art Unit 2431 Supervisory Patent Examiner, Art Unit 2431

U.S. Patent and Trademark Office
PTOL-37 (Rev. 09-12) Notice of Allowability Part of Paper No./Mail Date 20121214
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Application/Control Number: 10/381,219 Page 2
Art Unit: 2431

Priority
1. This Application, 10/381219, is a national stage entry of PCT/CA01/01344,
International Filing Date: 09/20/2001.

2. PCT/CA01/01344 claims priority from Provisional Application 60234152,
filed 09/21/2000.

Continued Examination Under 37 CFR 1.114
3. A request for continued examination under 37 CFR 1.114, including the
fee set forth in 37 CFR 1.17(e), was filed in this application after final rejection.
Since this application is eligible for continued examination under 37 CFR 1.114,
and the fee set forth in 37 CFR 1.17(e) has been timely paid, the finality of the
previous Office action has been withdrawn pursuant to 37 CFR 1.114.
Applicant's submission filed on 11/11/11 has been entered.

Examiner’s Statement of Reasons for Allowance

4. Claims 166-277 are allowed over the prior art.

5. This action is in reply to the applicant’s correspondence on 11/11/11.

6. The previous objection to the Applicant’s Specification is hereby
withdrawn.

7. The following is an examiner’s statement of reasons for the indication of

allowable claimed subject matter.
8. As per independent claims 166, 191, 216 and 241, generally, the prior art
of record, United States Patent No. 6,795,919 to Gibbs et al., and United States

Patent No. 6,587,837 to Spagna et al., fails to teach alone, or in combination,
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Application/Control Number: 10/381,219 Page 3
Art Unit: 2431

other than via hindsight, at the time of the invention, the features as discussed
and remarked upon in the response of 11/11/11.
9. The Applicant’'s amendments to the claims and presented arguments
distinguish the claimed invention over the prior art and place this application in
condition for allowance.

Conclusion
10.  Any inquiry concerning this communication or earlier communications from
the examiner should be directed to JEREMIAH AVERY whose telephone number
is (571)272-8627. The examiner can normally be reached on Monday thru
Friday 8:30am-5pm.
11.  If attempts to reach the examiner by telephone are unsuccessful, the
examiner’s supervisor, Nathan Flynn can be reached on (571) 272-1915. The
fax phone number for the organization where this application or proceeding is
assigned is 571-273-8300.
12.  Information regarding the status of an application may be obtained from
the Patent Application Information Retrieval (PAIR) system. Status information
for published applications may be obtained from either Private PAIR or Public
PAIR. Status information for unpublished applications is available through
Private PAIR only. For more information about the PAIR system, see http:/pair-
direct.uspto.gov. Should you have questions on access to the Private PAIR
system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-

free). If you would like assistance from a USPTO Customer Service
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Application/Control Number: 10/381,219 Page 4
Art Unit: 2431

Representative or access to the automated information system, call 800-786-

9199 (IN USA OR CANADA) or 571-272-1000.

/Jeremiah Avery/
Examiner, Art Unit 2431

/NATHAN FLYNN/

Supervisory Patent Examiner, Art Unit 2431
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Application/Control No. Applicant(s)/Patent Under
Reexamination
10/381,219 YACH ET AL.
Notice of References Cited : .
Examiner Art Unit
JEREMIAH AVERY 2431 Page 1 of 1
U.S. PATENT DOCUMENTS
* Document Number Date o
Country Code-Number-Kind Code MM-YYYY Name Classification
* 1 A | US-6,895,507 05-2005 Teppler, Steven W. 726/19
* B | US-6,748,541 06-2004 Margalit et al. 726/9
*| ¢ | US-6,212,636 04-2001 Boyle et al. 713/168
*| b | US-6,697,948 02-2004 Rabin et al. 726/30
* E | US-6,256,737 07-2001 Bianco et al. 713/186
* F | US-6,345,256 02-2002 Milsted et al. 705/64
*| ¢ | US-6,374,357 04-2002 Mohammed et al. 726/5
*| H | US-6,587,837 07-2003 Spagna et al. 705/52
* | US-6,795,919 09-2004 Gibbs et al. 713/170
J | us-
K | US-
L | US-
M | US-
FOREIGN PATENT DOCUMENTS
* Document Number Date .
Country Code-Number-Kind Code MM-YYYY Country Name Classification
N
O
P
Q
R
S
T
NON-PATENT DOCUMENTS
* Include as applicable: Author, Title Date, Publisher, Edition or Volume, Pertinent Pages)
Adams, Carlisle. IDUP and SPKM: Developing Pubic-Key-Based APIs and Mechanisms for Communication Security Services.
U | Proceedings of the Symposium on Network and Distributed System Security. Pub. Date: 1996. Relevant Pages: 128-135.
Found on the World Wide Web at: http://ieeexplore.ieee.org/stamp/stamp.jsp?tp=&arnumber=492419
A
\
X

*A copy of this reference is not being furnished with this Office action. (See MPEP § 707.05(a).)
Dates in MM-YYYY format are publication dates. Classifications may be US or foreign.

U.S. Patent and Trademark Office
PTO-892 (Rev. 01-2001)
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Beceiptdate: 11/11/2011 10381219 - GRlondsd

s . R . Approved for use through 07/31/2012. OMB 0651-0031
Doc description: Information Disclosure Statement (IDS) Filed U.S. Patent and Trademark Office: U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number.

Application Number 10381219
Filing Date 2003-03-20

INFORMATION DISCLOSURE

STATEMENT BY APPLICANT
( Not for submission under 37 CFR 1.99)

First Named Inventor ‘ David P. Yach
Art Unit | 2431

Examiner Name ‘ Jeremiah L. AVERY

Attorney Docket Number | 13210-1465

U.S.PATENTS Remove
. . . . Pages,Columns,Lines where
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( Not for submission under 37 CFR 1.99)

First Named Inventor ‘ David P. Yach
Art Unit | 2431
Examiner Name ‘ Jeremiah L. AVERY
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If you wish to add additional Foreign Patent Document citation information please click the Add button ~ Add
NON-PATENT LITERATURE DOCUMENTS Remove
. . Include name of the author (in CAPITAL LETTERS), title of the article (when appropriate), title of the item
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e (book, magazine, journal, serial, symposium, catalog, etc), date, pages(s), volume-issue number(s), TS
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1 Notice of Abandonment. Canadian Application No. 2,422,917. Dated: June 20, 2011. |:|
2 First Office Action. Chinese Application No. 200910207911.0. Dated: August 10, 2011. |:|
3 Extended European Search Report. European Application No. 10186194.6. Dated: June 22, 2011. |:|
4 Communication Pursuant to Rules 70(2) and 70a(2) and Reference to Rule 39(1) EPC. European Application No. D
10186194.6. Dated: July 25, 2011.
5 Communication Pursuant to Article 94(3) EPC. European Application No. 10183655.9. Dated: February 23, 2011. |:|
6 Communication Pursuant to Article 94(3) EPC. European Application No. 10183655.9. Dated: July 13, 2011. |:|
7 Extended European Search Report (EESR). European Application No. 10183997.5. Dated: December 12, 2010. ]
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First Named Inventor ‘ David P. Yach

Art Unit | 2431
Examiner Name ‘ Jeremiah L. AVERY
Attorney Docket Number | 13210-1465

8 Communication Pursuant to Article 94(3) EPC. European Application No. 10183997.5. Dated: February 23, 2011. |:|
9 Communication Pursuant to Article 94(3) EPC. European Application No. 10183997 5. Dated: July 14, 2011. ]
10 Extended European Search Report. European Application No. 10186296.9. Dated: June 22, 2011. |:|
11 Communication Pursuant to Rules 70(2) and 70a(2) and Reference to Rule 39(1) EPC. European Application No. m

10186296.9. Dated: July 25, 2011.

Invitation pursuant to Article 94(3) and Rule 71{1) EPC dated September 28, 2011, European Patent Application No.
12 10186296 .9 [l

13 First Office Action. Chinese Application No. 200910209311.8. Dated: October 19, 2011. |:|

14 Chinese Office Action dated September 8, 2011, Chinese Patent Application No. 200910207912 5. ]
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*EXAMINER: Initial if reference considered, whether or not citation is in conformance with MPEP 609. Draw line through a
citation if not in conformance and not considered. Include copy of this form with next communication to applicant.

1 See Kind Codes of USPTO Patent Documents at www.USPTO.GOV or MPEP 901.04. 2 Enter office that issued the document, by the two-letter code (WIPO
Standard ST.3). 2 For Japanese patent documents, the indication of the year of the reign of the Emperor must precede the serial number of the patent document.
4 Kind of document by the appropriate symbols as indicated on the document under WIPQ Standard ST.16 if possible. ® Applicant is to place a check mark here if
English language translation is attached.
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Art Unit | 2431
Examiner Name ‘ Jeremiah L. AVERY
Attorney Docket Number | 13210-1465

CERTIFICATION STATEMENT

Please see 37 CFR 1.97 and 1.98 to make the appropriate selection(s):

That each item of information contained in the information disclosure statement was first cited in any communication
[] from a foreign patent office in a counterpart foreign application not more than three months prior to the filing of the
information disclosure statement. See 37 CFR 1.97(e}(1).

OR

That no item of information contained in the information disclosure statement was cited in a communication from a
foreign patent office in a counterpart foreign application, and, to the knowledge of the person signing the certification
after making reasonable inquiry, no item of information contained in the information disclosure statement was known to

[] any individual designated in 37 CFR 1.56(c) more than three months prior to the filing of the information disclosure
statement. See 37 CFR 1.97(e)(2).

[[] See attached certification statement.
[[] The fee setforthin 37 CFR 1.17 (p) has been submitted herewith.

A certification statement is not submitted herewith.

SIGNATURE
A signature of the applicant or representative is required in accordance with CFR 1.33, 10.18. Please see CFR 1.4(d} for the
form of the signature.

Signature /Kendrick Lo/ Date (YYYY-MM-DD) 2011-11-11
Name/Print Kendrick Lo Registration Number 54,948

This collection of information is required by 37 CFR 1.97 and 1.98. The information is required to obtain or retain a benefit by the
public which is to file (and by the USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR
1.14. This cellection is estimated to take 1 hour to complete, including gathering, preparing and submitting the completed
application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you
require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S.
Patent and Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND
FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria,
VA 22313-1450.
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your submission of the
attached form related to a patent application or patent. Accordingly, pursuant to the requirements of the Act, please be advised
that: (1) the general authority for the collection of this information is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited
is voluntary; and (3) the principal purpose for which the information is used by the U.S. Patent and Trademark Office is to
process and/or examine your submission related to a patent application or patent. If you do not furnish the requested
information, the U.S. Patent and Trademark Office may not be able to process and/or examine your submission, which may
result in termination of proceedings or abandonment of the applicaticn or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:
1. The information on this form will be treated confidentially to the extent allowed under the Freedom of Information Act

(5 U.S.C. 552} and the Privacy Act (5 U.S.C. 552a). Records from this system of records may be disclosed to the
Department of Justice to determine whether the Freedom of Information Act requires disclosure of these record s.

2. A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence to a
court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of settlement
negotiations.

3. A record in this system of records may he disclosed, as a routine use, to a Member of Congress submitting a

request involving an individual, to whom the record pertains, when the individual has requested assistance from the
Member with respect to the subject matter of the record.

4, A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need for
the information in order to perform a contract. Recipients of information shall be required to comply with the
requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m).

5. A record related to an International Application filed under the Patent Cooperation Treaty in this system of records
may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property Organization, pursuant
to the Patent Cooperation Treaty.

6. A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of
National Security review (35 U.S.C. 181) and for review pursuant to the Atemic Energy Act (42 U.S.C. 218(c)).

7. A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services, or
his/her designee, during an inspection of records conducted by GSA as part of that agency's responsibility to
recommend improvements in records management practices and programs, under authority of 44 U.5.C. 2904 and
2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection of records for this
purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall not be used to make
determinations about individuals.

8. A record from this system of records may be disclosed, as a routine use, to the public after either publication of
the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a record
may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record was filed in
an application which became abandoned or in which the proceedings were terminated and which application is
referenced by either a published application, an application open to public inspections or an issued patent.

9. A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law
enforcement agency, if the USPTO bhecomes aware of a violation or potential violation of law or regulation.
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( Not for submission under 37 CFR 1.99)
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Attorney Docket Number | 13210-1465/KL
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1 Notice of Abandonment. Canadian Application No. 2,422.917. Dated: November 15, 2011. |:|
2 Notice of Allowance. Canadian Application No. 2,422 917. Dated: September 27, 2010. |:|
3 Office Action. Canadian Application No. 2,422,917. Dated: March 4, 2009. |:|
4 Office Action. Canadian Application No. 2,422,917. Dated: March 13, 2008. |:|
5 Written Opinion. Application No. PCT/CA01/01344. Dated: May 28, 2002. |:|
6 International Search Report. Application No. PCT/CA01/01344. Dated: April 22, 2002. ]
7 Preliminary Examination Report. Application No. PCT/CAQ1/01344. Dated: November 15, 2002. |:|
8 Communication under Rule 51(4) EPC. European Application No. 01973901.0. Dated: May 6, 2005. |:|
9 Communication of a notice of opposition. European Application No. 01973901.0. Dated: August 21, 2006. |:|
10 Observations to opposition. European Application No. 01973901.0. Dated: May 7, 2007. |:|
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STATEMENT BY APPLICANT Art Uni
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( Not for submission under 37 CFR 1.99)
Examiner Name ‘ AVERY, Jeremiah L.

Attorney Docket Number | 13210-1465/KL

11 HANDBUCH DER CHIPKARTEN, "Sicherung der Datenubertragung” |:|
12 Summons to attend oral proceedings pursuant to Rule 115(1) EPC. European Application No. 01973901.0. Dated: D
March 20, 2008.

13 Provision of a copy of the minutes in accordance with Rule 124(4) EPC. European Application No. 01973901.0. D
Dated: December 22, 2008.

14 Interlocutory decision in Opposition proceedings (Art. 101(3){a) and 106(2) EPC). European Application No. m
01973901.0. Dated: December 22, 2008.

15 First Office Action (English translation). Chinese Application No. 01819200.9. Dated: August 26, 2005. ]
16 Second Office Action (English translation). Chinese Application No. 01819200.9. Dated: May 30, 2008. |:|
17 Rejection Decision (English translation). Chinese Application No. 01819200.9. Dated: September 26, 2008. ]
18 Request for Reexamination. Chinese Application No. 01819200.9. Dated: December 24, 2008. ]
19 Third Office Action (English translation). Chinese Application No. 01819200.9. Dated: April 17, 2009. |:|

20 Certificate of Invention Patent (English translation). Chinese Application No. 01819200.9. Dated: December 23, 2009.| [ ]

21 Noting of loss of rights pursuant to Rule 112(1) EPC. European Application No. 05024661.0. Dated: December 16, D
2011.

EFS Web 2.1.17 ALL REFERENCES CONSIDERED EXCEPT WHERE LINED THROUGH. /J A/

Page 134 of 1415



Receipt date: 02/02/2012 Application Number 10381219 10381219 - GAU: 2431

Filing Date 2003-03-20
INFORMATION DISCLOSURE First Named Inventor ‘YACH, David P.
STATEMENT BY APPLICANT Art Uni
L nit | 2431
( Not for submission under 37 CFR 1.99)
Examiner Name ‘ AVERY, Jeremiah L.

Attorney Docket Number | 13210-1465/KL

22 Communication under Rule 71(3) EPC. European Application No. 05024661.0. Dated: June 29, 2011. |:|
23 Extended European Search Report (EESR). European Application No. 05024661.0. Dated: May 15, 2009. ]
24 Communication under Rule 71(3) EPC. European Application No. 05024662.8. Dated: February 10, 2010. |:|
25 Extended European Search Report (EESR). European Application No. 05024663.6. Dated: May 15, 2009. |:|
26 Communication under Rule 71(3) EPC. European Application No. 05024663.6. Dated: February 10, 2010. ]
27 Extended European Search Report (EESR). European Application No. 10183655.9. Dated: December 30, 2010. |:|
28 Extended European Search Report (EESR). European Application No. 10183897.5. Dated: December 21, 2010. ]
29 ISO/IEC 7816-4 Part 4: "Interindustry commands for interchange” XP002269400 ]

If you wish to add additional non-patent literature document citation information please click the Add button ~ Add
EXAMINER SIGNATURE

Examiner Signature /Jeremiah Avery/ Date Considered 19/14/2012

*EXAMINER: Initial if reference considered, whether or not citation is in conformance with MPEP 609. Draw line through a
citation if not in conformance and not considered. Include copy of this form with next communication to applicant.

1 See Kind Codes of USPTO Patent Documents at www.USPTO.GOV or MPEP 901.04. 2 Enter office that issued the document, by the two-letter code (WIPO
Standard ST.3). 3 For Japanese patent documents, the indication of the year of the reign of the Emperor must precede the serial number of the patent document.
4 Kind of document by the appropriate symbols as indicated on the document under WIPQ Standard ST.16 if possible. ® Applicant is to place a check mark here if
English language franslation is attached.
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Receipt date: 02/02/2012 Application Number 10381219 10381219 - GAU: 2431

Filing Date 2003-03-20
INFORMATION DISCLOSURE First Named Inventor ‘YACH, David P.
STATEMENT BY APPLICANT Art Uni
L nit | 2431
( Not for submission under 37 CFR 1.99)
Examiner Name ‘ AVERY, Jeremiah L.

Attorney Docket Number | 13210-1465/KL

CERTIFICATION STATEMENT

Please see 37 CFR 1.97 and 1.98 to make the appropriate selection(s):

That each item of information contained in the information disclosure statement was first cited in any communication
[] from a foreign patent office in a counterpart foreign application not more than three months prior to the filing of the
information disclosure statement. See 37 CFR 1.97(e}(1).

OR

That no item of information contained in the information disclosure statement was cited in a communication from a
foreign patent office in a counterpart foreign application, and, to the knowledge of the person signing the certification
after making reasonable inquiry, no item of information contained in the information disclosure statement was known to

[] any individual designated in 37 CFR 1.56(c) more than three months prior to the filing of the information disclosure
statement. See 37 CFR 1.97(e)(2).

[[] See attached certification statement.
[[] The fee setforthin 37 CFR 1.17 (p) has been submitted herewith.

A certification statement is not submitted herewith.

SIGNATURE
A signature of the applicant or representative is required in accordance with CFR 1.33, 10.18. Please see CFR 1.4(d} for the
form of the signature.

Signature /Kendrick Lo/ Date (YYYY-MM-DD) 2012-02-02
Name/Print Kendrick Lo Registration Number 54948

This collection of information is required by 37 CFR 1.97 and 1.98. The information is required to obtain or retain a benefit by the
public which is to file (and by the USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR
1.14. This cellection is estimated to take 1 hour to complete, including gathering, preparing and submitting the completed
application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you
require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S.
Patent and Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND
FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria,
VA 22313-1450.
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your submission of the
attached form related to a patent application or patent. Accordingly, pursuant to the requirements of the Act, please be advised
that: (1) the general authority for the collection of this information is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited
is voluntary; and (3) the principal purpose for which the information is used by the U.S. Patent and Trademark Office is to
process and/or examine your submission related to a patent application or patent. If you do not furnish the requested
information, the U.S. Patent and Trademark Office may not be able to process and/or examine your submission, which may
result in termination of proceedings or abandonment of the applicaticn or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:
1. The information on this form will be treated confidentially to the extent allowed under the Freedom of Information Act

(5 U.S.C. 552} and the Privacy Act (5 U.S.C. 552a). Records from this system of records may be disclosed to the
Department of Justice to determine whether the Freedom of Information Act requires disclosure of these record s.

2. A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence to a
court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of settlement
negotiations.

3. A record in this system of records may he disclosed, as a routine use, to a Member of Congress submitting a

request involving an individual, to whom the record pertains, when the individual has requested assistance from the
Member with respect to the subject matter of the record.

4, A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need for
the information in order to perform a contract. Recipients of information shall be required to comply with the
requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m).

5. A record related to an International Application filed under the Patent Cooperation Treaty in this system of records
may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property Organization, pursuant
to the Patent Cooperation Treaty.

6. A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of
National Security review (35 U.S.C. 181) and for review pursuant to the Atemic Energy Act (42 U.S.C. 218(c)).

7. A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services, or
his/her designee, during an inspection of records conducted by GSA as part of that agency's responsibility to
recommend improvements in records management practices and programs, under authority of 44 U.5.C. 2904 and
2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection of records for this
purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall not be used to make
determinations about individuals.

8. A record from this system of records may be disclosed, as a routine use, to the public after either publication of
the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a record
may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record was filed in
an application which became abandoned or in which the proceedings were terminated and which application is
referenced by either a published application, an application open to public inspections or an issued patent.

9. A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law
enforcement agency, if the USPTO bhecomes aware of a violation or potential violation of law or regulation.

ALL REFERENCES CONSIDERED EXCEPT WHERE LINED THROUGH. /J A/

EFS Web 2.1.17
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EAST Search History

EAST Search History (Prior Art)

Ref Hits Search Query DBs iiDefault iPlurals {iTime

# Operator Stamp :

L1 1230 (@ad<"20000921" @pd< "20000921" us- OR ON 2012/12/14
@rlad<"20000921") and ((API or PGPUB; 08:05
(Application near program$4 near USPAT;
interface)) same (signature or key)) and EPO
(authentic$ or verify$ or verification) and
(mobile or portable or cell or cellular or
phone or telephone or laptop or PDA or
(pocket near pc) or (personal near digital
near assistant)) !

L2 121 (719/328.ccls. or 711/100.ccls. or us- OR ON 2012/12/14
713/1.ccls. or 713/176.ccls. or PGPUB; 08:05
713/187.ccls. or 713/189.ccls. or USPAT;
395/682.cxr.) and L1 EPO

L3 89 L2 and ((authentic$ or verify$ or us- OR ON 2012/12/14
verification) with signature) PGPUB; 08:05

USPAT;
EPO

L4 107983 i{i(@ad<"20000921" @pd< "20000921" us- OR ON 2012/12/14
@rlad<"20000921") and ((eras$ or purg$ :iPGPUB; 08:12
or delet$ or expung$ or eliminat$ or USPAT;
eradicat$ or clear$5 or remov$5 or dump$ {EPO
or flush$) near$ (software or application or
program or trojan)) and (authentic$ or
verify$ or verification) and (mobile or
portable or cell or cellular or phone or
telephone or laptop or PDA or (pocket near
pc) or (personal near digital near
assistant))

L5 1130 L4 and ((unauthentic$ or unverify$ or us- OR ON 2012/12/14
unverifi$) or ("not" near (authentic$ or PGPUB; 08:12
verify$ or verification))) USPAT;

EPO

L6 578 L5 and (digital near signature) us- OR ON 2012/12/14
PGPUB; 08:12
USPAT;
EPO

L7 575 L6 and access$ us- OR ON 2012/12/14

PGPUB; 08:12
USPAT;
EPO

L8 162 L7 and (APl or (application near us- OR ON 2012/12/14;

program$4 near interface)) PGPUB; 08:12 !
USPAT;
EPO :

L9 i3 I8 and ((API or (Application near us- OR ON 2012/12/14
programming near interface)) same PGPUB; 08:16
(access$ with (restrict$ or prohibit$ or USPAT;
prevent$ or block$4 or halt$3 or deny$3 or {EPO
denial or stop or stopping)))

iL10 2 H(YACH-DAVID-P.in. or BROWN-MICHAEL- {US-  {OR JON §2012/12/14
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S.in. or LITTLE-HERBERT-A.in.) and ((APl {PGPUB; 08:19
or (Application near programming near USPAT;

interface)) same (access$ with (restrict$ or {EPO

prohibit$ or prevent$ or block$4 or halt$3

or deny$3 or denial or stop or

stopping))).clm.

L11 §3 (research-in-motion-limited.as.) and ((APl §US- OR ON 2012/12/14
or (Application near programming near PGPUB; 08:19
interface)) same (access$ with (restrict$ or §USPAT;
prohibit$ or prevent$ or block$4 or halt$3 HEPO
or deny$3 or denial or stop or
stopping))).clm.

St 8 (digital near signature) and (authentic$ or {US- OR ON 2009/02/20
verify$ or verificat$) and (virtual near PGPUB; 11:23
machine) and ((API) or (Application near §USPAT
programming near interface)) and ((deny$
or denies or denial) same (digital near
signature)) and ((eras$ or purg$ or delet$
or expung$ or eliminat$ or eradicat$ or
clear$5 or remov$5) same (digital near
signature)) and (@ad< "20000921"

@prad< "20000921")
2 8 S1 and (portab$ or mobile or handheld or {US- OR ON 2009/02/20
laptop or pda or cell or cellular) PGPUB; 11:24
USPAT
3 4 S2 and wireless us- OR ON 2009/02/20:
PGPUB; 11:24
USPAT :

A 35 (digital near signature) and (authentic$ or {US- OR ON 2009/02/20
verify$ or verificat$) and (java or (virtual {PGPUB; 11:28
near machine)) and ((APl) or (Application {USPAT
near programming near interface)) and
((deny$ or denies or denial) same (digital
near signature)) and ((eras$ or purg$ or
delet$ or expung$ or eliminat$ or eradicat$
or clear$5 or remov$5) same (digital near
signature)) and (@ad<"20000921"

@prad< "20000921") !

S5 {737 (digital near signature) and (authentic$ or {US- OR ON 2009/02/20
verify$ or verificat$ or validat$ or valid) PGPUB; 11:33
and (java or (virtual near machine)) and USPAT
(@ad<"20000921" @prad< "20000921")

6 4 S5 and ((deny$ or denies or denial) same {US- OR ON 2009/02/ 20
(digital near signature)) and ((eras$ or PGPUB; 11:33
purg$ or delet$ or expung$ or eliminat$ or JUSPAT
eradicat$ or clear$s or remov$5 or revok$
or revocat$) same (digital near signature))

S7 430 S6 and (((portable or portability or mobile {US- OR ON 2009/02/20
or handheld or cell or cellular) near phone) §PGPUB; 11:37
or laptop or pda) USPAT

S8 {30 S7 and access$ us- OR ON 2009/02/20;

PGPUB; 11:38 :
USPAT

9 30 S8 and (hash$ or (one?way or (one near {US- OR ON 2009/02/ 20}

way))) PGPUB; 11:38
USPAT

S10 §2 S9 and ((secure near hash near algorithm) {jUS- OR ON 2009/02/20

or SHA?1) PGPUB; 11:39
USPAT
IS11 i1 1{S10 and public and private jUs-  IOR HON 112009/02/20;
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PGPUB; 11:40
USPAT

S12 31 S6 and (((portable or portability or mobile {jUS- OR ON 2009/02/20
or handheld or cell or cellular) near (device §PGPUB; 11:46
or computer or apparatus or phone)) or USPAT
laptop or pda)

S13 31 S$12 and ((secure near hash near algorithm §US- OR ON 2009/02/20
or (SHA1 of SHA?1)) or (hash$ or (one? PGPUB; 11:47
way or (one near way)))) USPAT 5

S14 {31 S13 and ((public or private) same key) uUs- OR ON 2009/02/20;

PGPUB; 11:48
USPAT

S15 0 S14 and (((portable or portability or mobileiUS- OR ON 2009/02/20
or handheld or cell or cellular) near phone) iPGPUB; 11:53
or laptop or pda) same (((secure near USPAT
hash near algorithm) or (SHA1 of SHA?1))
or (hash$ or (one?way or (one near
way))))

S16 30 S14 and (((portable or portability or mobilejjUS- OR ON 2009/02/20
or handheld or cell or cellular) near phone) {PGPUB; 11:53
or laptop or pda) and (((secure near hash {USPAT
near algorithm) or (SHA1 of SHA?1)) or
(hash$ or (one?way or (one near way))))

S17 428 S$16 and wireless Us- OR ON 2009/02/20

PGPUB; 12:07
USPAT :
S18 {118 S5 and ((deny$ or denies or denial) same {US- OR ON 2009/02/20;
access$) and ((eras$ or purg$ or delet$ or {PGPUB; 12:25
expung$ or eliminat$ or eradicat$ or USPAT
clear$5 or remov$5 or revok$ or revocat$)
same (software or program or
application))
S19 61 S$18 and (((portable or portability or mobilejjUS- OR ON 2009/02/20;
or handheld or cell or cellular) near (device {PGPUB; 12:25 :
or computer or apparatus or phone)) or USPAT
laptop or pda)
S20 i56 S$19 and ((secure near hash near algorithm jjUS- OR ON 2009/02/20
or (SHA1 of SHA?1)) or (hash$ or (one? PGPUB; 12:26
way or (one near way)))) USPAT
S21 {61 S18 and (((portable or portability or mobileiUS- OR ON 2009/02/20
or handheld or cell or cellular) near (device §PGPUB; 12:27
or computer or apparatus or phone)) or USPAT
laptop or pda) :
S22 {56 21 and ((secure near hash near algorithm §US- OR ON 2009/02/20;
or (SHA1 of SHA?1)) or (hash$ or (one? HPGPUB; 12:27
way or (one near way)))) USPAT
S23 40 S22 and wireless USS OR ON 2009/02/20
PGPUB; 12:28
USPAT

S24  §55 S22 and ((public or private) near key) us- OR ON 2009/02/20;
PGPUB; 12:32
USPAT

25 738 (digital near signature) and (authentic$ or §US- OR ON 2009/03/05
verify$ or verificat$ or validat$ or valid) PGPUB; 15:09
and (java or (virtual near machine)) and USPAT
(@ad<"20000921" @prad<"20000921")

26 119 $25 and ((deny$ or denies or denial) same §US- OR ON 2009/03/05
access$) and ((eras$ or purg$ or delet$ or {PGPUB; 15:09
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expung$ or eliminat$ or eradicat$ or USPAT
clear$5 or remov$5 or revok$ or revocat$)

same (software or program or

application))

S27 182 S26 and (((portable or portability or mobilejjUS- OR ON 2009/03/05
or handheld or cell or cellular) near (device {PGPUB; 15:09
or computer or apparatus or phone)) or USPAT
laptop or pda) :

528 16 827 and (SIM or (subscriber near identi$  {US- OR ON 2009/03/05§
near module)) PGPUB; 15:09 :

USPAT 5

S29 430 25 and (((portable or portability or mobileUS- OR ON 2009/03/05
or handheld or cell or cellular) near (device §PGPUB; 15:14
or computer or apparatus or phone)) or USPAT
laptop or pda) and (SIM or (Subscriber
near identi$ near module))

S30 16 S29 and (display or visual) and (APl or us- OR ON 2009/03/05
(application near program$ near PGPUB; 15:24
interface)) USPAT :

S31 9 28 and (display or visual) and (APl or us- OR ON 2009/03/05
(application near program$ near PGPUB; 15:28
interface)) USPAT

S32 738 (digital near signature) and (authentic$ or {US- OR ON 2009/03/06
verify$ or verificat$ or validat$ or valid) PGPUB; 16:51
and (java or (virtual near machine)) and USPAT
(@ad<"20000921" @prad< "20000921") !

S33 {119 S32 and ((deny$ or denies or denial) same jUS- OR ON 2009/03/06;
access$) and ((eras$ or purg$ or delet$ or iPGPUB; 16:51
expung$ or eliminat$ or eradicat$ or USPAT
clear$5 or remov$5 or revok$ or revocat$)
same (software or program or
application))

S34 62 S33 and (((portable or portability or mobilejjUS- OR ON 2009/03/ 06}
or handheld or cell or cellular) near (device {PGPUB; 16:51 :
or computer or apparatus or phone)) or USPAT
laptop or pda) :

S35 57 S34 and ((secure near hash near algorithm §US- OR ON 2009/03/06
or (SHA1 of SHA?1)) or (hash$ or (one? PGPUB; 16:51
way or (one near way)))) USPAT

S36 {56 S35 and ((public or private) near key) us- OR ON 2009/03/06

PGPUB; 16:51
USPAT :

S37 56 S36 and (hash$ or (one?way or (one near {US- OR ON 2009/03/06;

way))) PGPUB; 16:51 !
USPAT :

S38 36 S37 and (digital near signature) and USS OR ON 2009/03/06
((authentic$ or verify$ or verification) near §PGPUB; 16:52
signature) USPAT

S39 §0 S38 and (signature near (hash$ or (one? HUS OR ON 2009/03/06
way or (one near way)))) PGPUB; 16:52

USPAT :

$40 43 $38 and (signature same (hash$ or (one? {US- OR ON 2009/03/06;

way or (one near way)))) PGPUB; 16:53
USPAT

SA1 {40 S37 and (digital near signature) and us OR ON 2009/03/06
((authentic$ or verify$ or verification or PGPUB; 16:57
valid$) near signature) USPAT

ES42 3[6 §ES41 and (signature same (hash$ or (one? ;}US §[OR §§ON §]2009/03/06§
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way or (one near way)))) PGPUB; 16:57
USPAT :

$43 {757 (digital near signature) and (authentic$ or {US- OR ON 2009/10/20
verify$ or verificat$ or validat$ or valid) PGPUB; 18:29
and (java or (virtual near machine)) and USPAT
(@ad<"20000921" @prad< "20000921")

A4 #1130 $43 and ((deny$ or denies or denial) same {§US- OR ON 2009/10/20;
access$) and ((eras$ or purg$ or delet$ or §PGPUB; 18:29 !
expung$ or eliminat$ or eradicat$ or USPAT
clear$5 or remov$5 or revok$ or revocat$)
same (software or program or
application))

$45 {72 44 and (((portable or portability or mobilejjUS- OR ON 2009/10/20
or handheld or cell or cellular) near (device {PGPUB; 18:29
or computer or apparatus or phone)) or USPAT
laptop or pda)

$46 165 $45 and ((secure near hash near algorithm jjUS- OR ON 2009/10/20
or (SHA1 of SHA?1)) or (hash$ or (one? PGPUB; 18:29
way or (one near way)))) USPAT :

SA7 64 46 and ((public or private) near key) Us- OR ON 2009/10/20

PGPUB; 18:29
USPAT

S48 64 $47 and (hash$ or (one?way or (one near {US- OR ON 2009/10/20

way))) PGPUB; 18:29
USPAT :

$49 148 48 and (digital near signature) and us- OR ON 2009/10/20;
((authentic$ or verify$ or verification or PGPUB; 18:29 :
valid$) near signature) USPAT

S50 6 $49 and (signature same (hash$ or (one? {US- OR ON 2009/10/20
way or (one near way)))) PGPUB; 18:29

USPAT

S51 i1 $49 and ((eras$ or purg$ or delet$ or us- OR ON 2009/10/20
expung$ or eliminat$ or eradicat$ or PGPUB; 18:37
clear$5 or remov$5 or revok$ or revocat$) JUSPAT
near (software or program or application)) !

S52 21 $49 and (virtual near machine) us- OR ON 2009/10/20

PGPUB; 18:38
USPAT

Sh3 {25263 {i(@ad<"20000921" @prad< "20000921") Us- OR ON 2009/11/24
and ((eras$ or purg$ or delet$ or expung$ {PGPUB; 10:13
or eliminat$ or eradicat$ or clear$5 or USPAT
remov$5 or revok$ or revocat$) near
(software or program or application)) :

S54 131 S53 and (digital near signature) and us- OR ON 2009/11/24
(authentic$ or verify$ or verificat$) and PGPUB; 10:15
(java or (virtual near machine)) and ((APl) §USPAT
or (Application near programming near
interface)) and ((deny$ or denies or denial
or unauthentic$ or unverif$4) same (digital
near signature)) and ((eras$ or purg$ or
delet$ or expung$ or eliminat$ or eradicat$
or clear$5 or remov$5))

S55 0 S53 and (digital near signature) and us- OR ON 2009/11/24
(authentic$ or verify$ or verificat$) and PGPUB; 10:53
(java or (virtual near machine)) and ((APl) §USPAT
or (Application near programming near
interface)) and ((deny$ or denies or denial
or unauthentic$ or unverif$4) near (digital
near signature))
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S56 162 S53 and (digital near signature) and us- OR ON 2009/11/24;
(authentic$ or verify$ or verificat$) and PGPUB; 10:53
(java or (virtual near machine)) and ((APl) §USPAT
or (Application near programming near
interface))
S57 {131 S56 and ((deny$ or denies or denial or us- OR ON 2009/11/24
unauthentic$ or unverif$4) same (digital PGPUB; 10:55
near signature)) and ((eras$ or purg$ or HUSPAT
delet$ or expung$ or eliminat$ or eradicat$
or clear$5 or remov$5)) !
S58 94 (digital near signature) and (authentic$ or {US- OR ON 2010/08/24
verify$ or verificat$) and (mobile or PGPUB; 14:48
portable or cell or cellular or phone or USPAT;
telephone or laptop or PDA or (pocket near §EPO
pc) or (personal near digital near
assistant)) and ((API) or (Application near
programming near interface)) and ((deny$
or denies or denial) same (digital near
signature)) and ((eras$ or purg$ or delet$
or expung$ or eliminat$ or eradicat$ or
clear$5 or remov$5) same (software or
application or program)) and
(@ad<"20000921" @pd< "20000921"
@rlad<"20000921")
S59 {14 S58 and (virtual near machine) us- OR ON 2010/08/24
PGPUB; 14:50
USPAT;
EPO
S60 61 S58 and ((hash$ or (one?way or (one near {US- OR ON 2010/08/24
way)) or abridg$) same key) PGPUB; 14:51
USPAT;
EPO
S61 {61 S60 and ($2crypt$ or $2cipher$) us- OR ON 2010/08/24
PGPUB; 14:51
USPAT;
EPO :
S62 {61 S61 and access$ us- OR ON 2010/08/24
PGPUB; 14:52
USPAT;
EPO
S63 it $62 and S59 us- OR ON 2010/08/24
PGPUB; 14:52
USPAT;
EPO ;
S64 13286 711/100.ccls. or 713/1.ccls. or us- OR ON 2010/08/24;
713/176.ccls. or 713/187.ccls. or PGPUB; 15:04
713/189.ccls. or 395/682.cxr. and (APl or HUSPAT;
(application near programming near EPO
interface)) and (mobile or portable or cell
or cellular or phone or telephone or laptop
or PDA or (pocket near pc) or (personal
near digital near assistant)) and (digital
near signature) !
S65 {4049 {iS64 and (@ad< "20000921" us- OR ON 2010/08/24;
@pd<"20000921" @rlad<"20000921") PGPUB; 15:04
USPAT;
EPO
S66 {2341 $65 and ((digital near signature) near$4 us- OR ON 2010/08/24
(authentic$ or verify$ or verificat$)) PGPUB; 15:06
USPAT;
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S67 343 (719/328.ccls. or 711/100.ccls. or us- OR ON 2010/08/24
713/1.ccls. or 713/176.ccls. or PGPUB; 15:07
713/187.ccls. or 713/189.ccls. or USPAT;
395/682.cxr.) and (APl or (application near {EPO
programming near interface)) and (mobile
or portable or cell or cellular or phone or
telephone or laptop or PDA or (pocket near
pc) or (personal near digital near
assistant)) and (digital near signature) :
S68 1343 $67 and ((digital near signature) near$4 us- OR ON 2010/08/24
(authentic$ or verify$ or verificat$)) PGPUB; 15:07
USPAT;
EPO
S69 {115 $68 and (@ad< "20000921" us- OR ON 2010/08/24
@pd<"20000921" @rlad<"20000921") PGPUB; 15:07
USPAT;
EPO !
S70 {115 S$69 and access$ us- OR ON 2010/08/24
PGPUB; 15:07
USPAT;
EPO
S71 485 S70 and ((public and private) near key) us- OR ON 2010/08/24
PGPUB; 15:08
USPAT;
EPO :
S72 {94 (digital near signature) and (authentic$ or {US- OR ON 2010/08/24
verify$ or verificat$) and (mobile or PGPUB; 15:11
portable or cell or cellular or phone or USPAT;
telephone or laptop or PDA or (pocket near {EPO
pc) or (personal near digital near
assistant)) and ((API) or (Application near
program$5 near interface)) and ((deny$ or
denies or denial) same (digital near
signature)) and ((eras$ or purg$ or delet$
or expung$ or eliminat$ or eradicat$ or
clear$5 or remov$5) same (software or
application or program)) and
(@ad<"20000921" @pd< "20000921"
@rlad<"20000921")
S73 {76 S71 and ((hash$ or (one?way or (one near {US- OR ON 2010/08/24
way)) or abridg$) same key) PGPUB; 15:12
USPAT;
EPO !
S74 4§97 (digital near signature) and (authentic$ or {US- OR ON 2010/08/24;
verify$ or verificat$) and (mobile or PGPUB; 15:28
portable or cell or cellular or phone or USPAT;
telephone or laptop or PDA or (pocket near §EPO
pc) or (personal near digital near
assistant)) and ((API) or (Application near
programming near interface)) and ((deny$
or denies or denial) same (digital near
signature)) and ((eras$ or purg$ or delet$
or expung$ or eliminat$ or eradicat$ or
clear$b or remov$5) near$ (software or
application or program)) and
(@ad<"20000921" @pd< "20000921"
@rlad<"20000921")
S75 i1 S74 and ((hash$ or (one?way or (one nearjjUS- OR ON 2010/08/24
way)) or abridg$) near key) PGPUB; 15:30
USPAT;
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S76 0 S70 and (((deny or denying or denial or us- OR ON 2010/08/24
restrict$ or prohibit$) near access$) same HPGPUB; 15:37
(API or (Application near program$5 near {USPAT;
interface))) EPO

S77 53 S70 and (((deny or denying or denial or us- OR ON 2010/08/24
restrict$ or prohibit$) near$ access$) same {PGPUB; 15:37
(API or (Application near program$5 near {USPAT;
interface))) EPO |

S78 b3 S70 and (((deny or denying or denied or  {US- OR ON 2010/08/24:
denial or restrict$ or prohibit$) near$ PGPUB; 15:38
access$) same (APl or (Application near USPAT;
program$b near interface))) EPO

S79 53 S78 and ((eras$ or purg$ or delet$ or us- OR ON 2010/08/24
expung$ or eliminat$ or eradicat$ or PGPUB; 15:40
clear$5 or remov$5) near$ (software or USPAT;
application or program)) EPO !

S80 43 S79 and ((hash$ or (one?way or (one near{US- OR ON 2010/08/24
way)) or abridg$) same key) PGPUB; 15:40

USPAT;
EPO

S81 163 S78 and ((eras$ or purg$ or delet$ or us- OR ON 2010/08/24
expung$ or eliminat$ or eradicat$ or PGPUB; 15:54
clear$5 or remov$5 or dump$) near$ USPAT;

(software or application or program)) EPO :

S82 §97 S74 and ((eras$ or purg$ or delet$ or us- OR ON 2010/08/24;
expung$ or eliminat$ or eradicat$ or PGPUB; 15:55 :
clear$5 or remov$5 or dump$) near$ USPAT;

(software or application or program)) EPO

S83 {773 (YACH-DAVID-P.in. or BROWN-MICHAEL- {US- OR ON 2010/08/24

S.in. or LITTLE-HERBERT-A.in.) PGPUB; 16:21
USPAT;
EPO
S84 {180 (digital near signature) and (authentic$ or {US- OR ON 2010/08/24
verify$ or verificat$) and S83 PGPUB; 16:22
USPAT;
EPO
S85 {177 S84 and access$ Us- OR ON 2010/08/24
PGPUB; 16:22
USPAT;
EPO

S86 41 S84 and (mobile or portable or cell or USS OR ON 2010/08/24;
cellular or phone or telephone or laptop or §PGPUB; 16:24
PDA or (pocket near pc) or (personal near {jUSPAT;
digital near assistant)) and ((APl) or EPO
(Application near program$5 near
interface))

87 4§97 (digital near signature) and (authentic$ or {US- OR ON 2010/08/26
verify$ or verificat$) and (mobile or PGPUB; 14:16
portable or cell or cellular or phone or USPAT;
telephone or laptop or PDA or (pocket near {EPO
pc) or (personal near digital near
assistant)) and ((API) or (Application near
programming near interface)) and ((deny$
or denies or denial) same (digital near
signature)) and ((eras$ or purg$ or delet$
or expung$ or eliminat$ or eradicat$ or
clear$5 or remov$5) near$ (software or
application or program)) and
(@ad<"20000921" @pd< "20000921"
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P fl@rlad<"20000921") 3 ; N ;

S88 {97 S87 and ((eras$ or purg$ or delet$ or Us- OR ON 2010/08/26
expung$ or eliminat$ or eradicat$ or PGPUB; 14:16
clear$b or remov$5 or dump$ or flush$) USPAT;
near$ (software or application or EPO
program))

S89 {97 S87 and ((eras$ or purg$ or delet$ or us- OR ON 2010/08/26
expung$ or eliminat$ or eradicat$ or PGPUB; 14:18
clear$5 or remov$5 or dump$ or flush$) USPAT;
near$ (software or application or program {EPO
or trojan))

S0 197 (digital near signature) and (authentic$ or §US- OR ON 2010/08/26
verify$ or verificat$) and (mobile or PGPUB; 14:29
portable or cell or cellular or phone or USPAT;
telephone or laptop or PDA or (pocket near §EPO
pc) or (personal near digital near
assistant)) and ((API) or (Application near
programming near interface)) and ((deny$
or denies or denial) same (digital near
signature)) and (@ad<"20000921"

@pd<"20000921" @rlad<"20000921")

S91 198 (digital near signature) and (authentic$ or {US- OR ON 2010/08/26
verify$ or verificat$) and (mobile or PGPUB; 14:30
portable or cell or cellular or phone or USPAT;
telephone or laptop or PDA or (pocket near §EPO
pc) or (personal near digital near
assistant)) and ((API) or (Application near
program$4 near interface)) and ((deny$ or
denies or denial) same (digital near
signature)) and (@ad<"20000921"

@pd<"20000921" @rlad<"20000921")

S92 198 $91 and ((eras$ or purg$ or delet$ or us- OR ON 2010/08/26
expung$ or eliminat$ or eradicat$ or PGPUB; 14:30
clear$b or remov$5s or dump$ or flush$) USPAT;
near$ (software or application or program {EPO
or trojan)) :

S93 {{101328 {i(@ad<"20000921" @pd< "20000921" us- OR ON 2010/08/26:
@rlad<"20000921") and ((eras$ or purg$ {PGPUB; 14:36
or delet$ or expung$ or eliminat$ or USPAT;
eradicat$ or clear$s or remov$5 or dump$ HEPO
or flush$) near$ (software or application or
program or trojan)) and (authentic$ or
verify$ or verification) and (mobile or
portable or cell or cellular or phone or
telephone or laptop or PDA or (pocket near
pc) or (personal near digital near
assistant)) :

94 432 S93 and ((digital near signature) same Us- OR ON 2010/08/26
((unauthentic$ or unverify$ or unverifi$) or {PGPUB; 14:40
("not" near (authentic$ or verify$ or USPAT;
verification)))) EPO

S95 1992 S93 and ((unauthentic$ or unverify$ or Us- OR ON 2010/08/26;
unverifi$) or ("not" near (authentic$ or PGPUB; 14:47
verify$ or verification))) USPAT;

EPO :
06 {484 S95 and (digital near signature) Us- OR ON 2010/08/26
PGPUB; 14:48
USPAT;
EPO

S97 {481 S96 and access$ Us  {OR ON 2010/08/26;

file:///Cl/Users/javery/Documents/e-Red%20Folder/10381219/EASTSearchHistory.10381219_AccessibleVersion.htm[12/14/2012 8:24:42 AM]
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PGPUB; 14:49
USPAT;
EPO

98 {126 97 and (APl or (application near us- OR ON 2010/08/26

program$4 near interface)) PGPUB; 14:50
USPAT;
EPO

S99 #1100 (@ad<"20000921" @pd< "20000921" us- OR ON 2011/05/06:
@rlad<"20000921") and ((API or PGPUB; 11:25
(Application near program$4 near USPAT;
interface)) same (signature or key)) and EPO
(authentic$ or verify$ or verification) and
(mobile or portable or cell or cellular or
phone or telephone or laptop or PDA or
(pocket near pc) or (personal near digital
near assistant))

S100 {106 (719/328.ccls. or 711/100.ccls. or us- OR ON 2011/05/086:
713/1.ccls. or 713/176.ccls. or PGPUB; 11:27
713/187.ccls. or 713/189.ccls. or USPAT;
395/682.cxr.) and S99 EPO :

S101 §{78 $100 and ((authentic$ or verify$ or us- OR ON 2011/05/06
verification) with signature) PGPUB; 11:28

USPAT;
EPO

12/14/2012 8:24:40 AM
C:\ Users\ javery\ Documents\ EAST\ Workspaces\ 10381219.wsp

file:///Cl/Users/javery/Documents/e-Red%20Folder/10381219/EASTSearchHistory.10381219_AccessibleVersion.htm[12/14/2012 8:24:42 AM]

Page 147 of 1415




| EEE Xplore - SearchResult

You searched for

inis FOANE

You Refined by:
Publisher: ¥
Content Type:

http://ieeexplore.ieee.org/...4294967045&refinements= 4294967046 &refinements= 4294967 114&refinements= 4294966781 &addRange=1872_2000_Publication_Year[12/14/2012 8:40:07 AM]

Page 148 of 1415



Application/Control No. Applicant(s)/Patent Under Reexamination
Issue Classification | ;5119 VACH ET AL

JEREMIAH AVERY 2431

ORIGINAL INTERNATIONAL CLASSIFICATION

CLASS SUBCLASS CLAIMED NON-CLAIMED

713 1 G|lo|[e]|F 21/00 (2006.01.01)

CROSS REFERENCE(S)
CLASS SUBCLASS (ONE SUBCLASS PER BLOCK)

713 176 187 189

719 328

711 100

O Claims renumbered in the same order as presented by applicant O CPA O T.b. O R.1.47

Final Original Final Original Final Original Final Original Final Original Final Original Final Original Final Original

1 37 73 109 145 16 181 52 217 88 253
2 38 74 110 146 17 182 53 218 89 254
3 39 75 11 147 18 183 54 219 90 255
4 40 76 112 148 19 184 55 220 91 256
5 41 77 113 149 20 185 56 221 92 257
6 42 78 114 150 21 186 57 222 93 258
7 43 79 115 151 22 187 58 223 94 259
8 44 80 116 152 23 188 59 224 95 260
9 45 81 117 153 24 189 60 225 9 261
10 46 82 118 154 25 190 61 226 97 262
11 47 83 119 155 26 191 62 227 98 263
12 48 84 120 156 27 192 63 228 99 264
13 49 85 121 157 28 193 64 229 100 265
14 50 86 122 158 29 194 65 230 101 266
15 51 87 123 159 30 195 66 231 102 267
16 52 88 124 160 31 196 67 232 103 268

/JEREMIAH AVERY/

Examiner.Art Unit 2431 12/14/12 Total Claims Allowed:

112

(Assistant Examiner) (Date)

/NATHAN FLYNN/

Supervisory Patent Examiner.Art Unit 2431 12/14/2012 O.G. Print Claim(s) O.G. Print Figure

(Primary Examiner) (Date) 166 3A

U.S. Patent and Trademark Office Part of Paper No. 20121214
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Application/Control No. Applicant(s)/Patent Under Reexamination
Issue Classification | (51219 YACH ET AL.
JEREMIAH AVERY 2431
(| Claims renumbered in the same order as presented by applicant CPA O 7D O R.a47
17 53 89 125 161 32 197 68 233 104 269
18 54 9 126 162 33 198 69 234 105 270
19 55 91 127 163 34 199 70 235 106 271
20 56 92 128 164 35 200 71 236 107 272
21 57 93 129 165 36 201 72 237 108 273
22 58 94 130 1 166 37 202 73 238 109 274
23 59 95 131 2 167 38 203 74 239 110 275
24 60 % 132 3 168 39 204 75 240 111 276
25 61 97 133 4 169 40 205 76 241 112 277
26 62 98 134 5 170 41 206 77 242
27 63 99 135 6 171 42 207 78 243
28 64 100 136 7 172 43 208 79 244
29 65 101 137 8 173 44 209 80 245
30 66 102 138 9 174 45 210 81 246
31 67 103 139 10 175 46 211 82 247
32 68 104 140 11 176 47 212 83 248
33 69 105 141 12 177 48 213 84 249
34 70 106 142 13 178 49 214 85 250
35 71 107 143 14 179 50 215 86 251
36 72 108 144 15 180 51 216 87 252
/JEREMIAH AVERY/
Examiner.Art Unit 2431 12/14/12 Total Claims Allowed:
112
(Assistant Examiner) (Date)
/NATHAN FLYNN/
Supervisory Patent Examiner.Art Unit 2431 12/14/2012 O.G. Print Claim(s) O.G. Print Figure
(Primary Examiner) (Date) 166 3A

U.S. Patent and Trademark Office
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Receipt date: 11/11/2011 10381219 - GAU: 2431
Bereskin & Parr

INTELLECTUAL PROPERTY LAW

November 11, 2011 Kendrick Lo B.A.Sc. (Eng. Sci.), MBA, LL.B.
416 957 1685 klo@bereskinparr.com

Your Reference: 10/381,219
Our Reference: 13210-1465/KL

SUPPLEMENTAL INFORMATION
DISCLOSURE STATEMENT

Commissioner for Patents
P.O. Box 1450
Alexandria, VA
22313-1450

Dear Sir:

Re: U.S. Patent Application No. 10/381,219
For: SOFTWARE CODE SIGNING SYSTEM AND METHOD
Filing Date: March 20, 2003
Apglicants: David P. Yach et al.

In accordance with 37 C.F.R. 1.56 and 1.97(b)(4), the Applicant hereby submits a Supplemental
Information Disclosure Statement including (1) a listing, on PTO form SB/08a, of patents and other
publications of which the Applicant is aware that may be considered material to patentability, and (2) a
copy of foreign and the non-patent literature documents.

The filing of this statement shall be not construed as an admission that the information cited in the
attached statement is, or is considered to be, material to patentability (37 CFR 1.97(h)), nor as an
admission that it constitutes prior art.

Please have the document recorded against the above-mentioned application.
Respectfully submitted,

BERESKIN & PARR LLP/SENCRL, s1l

By {.\3‘fi«%v~”
Rendrick Lo
Reg. No. 54,948

(416) 364-7311

o o
cotia Flaza, 40 King Straet West, 40th Fioor, Toranto, Ontario, Canada MSH Y2/ jaramiah Avery/ 12/14/2012

TORONTO MISSISSAUGA WATERLOO MONTRSAL

ALL REFERENCES CONSIDERED EXCEPT WHERE LINED THROUGH. /J A/
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNTTED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office

Address: COMMISSIONER FOR PATENTS
PO. Box 1450

Alexandria, Virginia 22313-1450

WWW.USDTO. 2OV
| APPLICATION NUMBER | FILING OR 371(C) DATE | FIRST NAMED APPLICANT | ATTY. DOCKET NO./TITLE |
10/381,219 03/20/2003 David P Yach 13210-1465/KL.
CONFIRMATION NO. 9761
95866 POA ACCEPTANCE LETTER
Fleit Gibbons Gutman Bongini & Bianco P.L.

551 NW 77th street

ORI 0 0
Suite 111 000000056081777

Boca Raton, FL 33487

Date Mailed: 08/23/2012

NOTICE OF ACCEPTANCE OF POWER OF ATTORNEY
This is in response to the Power of Attorney filed 08/16/2012.

The Power of Attorney in this application is accepted. Correspondence in this application will be mailed to the
above address as provided by 37 CFR 1.33.

/atesfai/

Office of Data Management, Application Assistance Unit (571) 272-4000, or (571) 272-4200, or 1-888-786-0101

page 1 of 1
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNTTED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office

Address: COMMISSIONER FOR PATENTS
PO. Box 1450

Alexandria, Virginia 22313-1450
WWW.USDTO OV

| APPLICATION NUMBER | FILING OR 371(C) DATE | FIRST NAMED APPLICANT | ATTY. DOCKET NO./TITLE |
10/381,219 03/20/2003 David P Yach 13210-1465/KL.

CONFIRMATION NO. 9761

89951 POWER OF ATTORNEY NOTICE

Bereskin and Parr LLP

SENCRL, sl (R 0 AR

40 King Street West 000000036081 759

40th Floor

Toronto, ON M5H 3Y2

CANADA

Date Mailed: 08/23/2012

NOTICE REGARDING CHANGE OF POWER OF ATTORNEY

This is in response to the Power of Attorney filed 08/16/2012.

+ The Power of Attorney to you in this application has been revoked by the assignee who has intervened as
provided by 37 CFR 3.71. Future correspondence will be mailed to the new address of record(37 CFR 1.33).

[atesfai/

Office of Data Management, Application Assistance Unit (571) 272-4000, or (571) 272-4200, or 1-888-786-0101

page 1 of 1
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PTO/SB/96 (07-09)

Approved for use through 07/31/2012. OMB 0651-0031

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid OMB control number.

STATEMENT UNDER 37 CFR 3.73(b)

Applicant/Patent Owner: Research In Motion Limited

Application No./Patent No.: 10/381,219 Filed/Issue Date: March 20, 2003
Titled:

SOFTWARE CODE SIGNING SYSTEM AND METHOD

Research In Motion Limited .a Corporation

(Name of Assignee) (Type of Assignee, e.g., corporation, partnership, university, government agency, etc.

states that it is:

1. the assignee of the entire right, title, and interest in;

2. |:| an assignee of less than the entire right, title, and interest in
(The extent (by percentage) of its ownership interest is %); or
3. the assignee of an undivided interest in the entirety of (a complete assignment from one of the joint inventors was made)

the patent application/patent identified above, by virtue of either:

A. An assighment from the inventor(s) of the patent application/patent identified above. The assignment was recorded in
the United States Patent and Trademark Office at Reel 014188 , Frame 0164 , or for which a
copy therefore is attached.

OR

B. |:| A chain of title from the inventor(s), of the patent application/patent identified above, to the current assignee as follows:

1. From: To:

The document was recorded in the United States Patent and Trademark Office at

Reel , Frame , orforwhich a copy thereof is attached.

2. From: To:

The document was recorded in the United States Patent and Trademark Office at

Reel , Frame , or for which a copy thereof is attached.

3. From: To:

The document was recorded in the United States Patent and Trademark Office at

Reel , Frame , orforwhich a copy thereof is attached.

|:| Additional documents in the chain of title are listed on a supplemental sheet(s).

D As required by 37 CFR 3.73(b)(1)(i), the documentary evidence of the chain of title from the original owner to the assignee was,
or concurrently is being, submitted for recordation pursuant to 37 CFR 3.11.

[NOTE: A separate copy (i.e., a true copy of the original assignment document(s)) must be submitted to Assignment Division in
accordance with 37 CFR Part 3, to record the assignment in the records of the USPTO. See MPEP 302.08]

The undersigned (whose title is supplied below) is authorized to act on behalf of the assignee.

/Jon A. Gibbons/ 8/16/2012
Signature Date

Jon A. Gibbons Attorney of Record
Printed or Typed Name Title

This collection of information is required by 37 CFR 3.73(b). The information is required to obtain or retain a benefit by the public which is to file (and by the USPTO to
process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.11 and 1.14. This collection is estimated to take 12 minutes to complete, including
gathering, preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time
you require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and Trademark Office, U.S.
Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner
for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.

If you need assistance in completing the form, call 1-800-PT0-9199 and select option 2.

Page 162 of 1415



Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection
with your submission of the attached form related to a patent application or patent. Accordingly,
pursuant to the requirements of the Act, please be advised that: (1) the general authority for the
collection of this information is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited is voluntary;
and (3) the principal purpose for which the information is used by the U.S. Patent and Trademark

Office is to process and/or examine your submission related to a patent application or patent. If you do
not furnish the requested information, the U.S. Patent and Trademark Office may not be able to
process and/or examine your submission, which may result in termination of proceedings or
abandonment of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1.

Page 163 of 1415

The information on this form will be treated confidentially to the extent allowed under the
Freedom of Information Act (5 U.S.C. 552) and the Privacy Act (5 U.S.C 552a). Records from
this system of records may be disclosed to the Department of Justice to determine whether
disclosure of these records is required by the Freedom of Information Act.

A record from this system of records may be disclosed, as a routine use, in the course of
presenting evidence to a court, magistrate, or administrative tribunal, including disclosures to

opposing counsel in the course of settlement negotiations.

A record in this system of records may be disclosed, as a routine use, to a Member of
Congress submitting a request involving an individual, to whom the record pertains, when the
individual has requested assistance from the Member with respect to the subject matter of the
record.

A record in this system of records may be disclosed, as a routine use, to a contractor of the
Agency having need for the information in order to perform a contract. Recipients of
information shall be required to comply with the requirements of the Privacy Act of 1974, as
amended, pursuant to 5 U.S.C. 552a(m).

A record related to an International Application filed under the Patent Cooperation Treaty in
this system of records may be disclosed, as a routine use, to the International Bureau of the
World Intellectual Property Organization, pursuant to the Patent Cooperation Treaty.

A record in this system of records may be disclosed, as a routine use, to another federal
agency for purposes of National Security review (35 U.S.C. 181) and for review pursuant to

the Atomic Energy Act (42 U.S.C. 218(c)).

A record from this system of records may be disclosed, as a routine use, to the Administrator,
General Services, or his/her designee, during an inspection of records conducted by GSA as
part of that agency's responsibility to recommend improvements in records management
practices and programs, under authority of 44 U.S.C. 2904 and 2906. Such disclosure shall
be made in accordance with the GSA regulations governing inspection of records for this
purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall not
be used to make determinations about individuals.

A record from this system of records may be disclosed, as a routine use, to the public after
either publication of the application pursuant to 35 U.S.C. 122(b) or issuance of a patent
pursuant to 35 U.S.C. 151. Further, a record may be disclosed, subject to the limitations of 37
CFR 1.14, as a routine use, to the public if the record was filed in an application which

became abandoned or in which the proceedings were terminated and which application is
referenced by either a published application, an application open to public inspection or an
issued patent.

A record from this system of records may be disclosed, as a routine use, to a Federal, State,
or local law enforcement agency, if the USPTO becomes aware of a violation or potential
violation of law or regulation.
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Code Signing System And Method

CROSS-REFERENCE TO RELATED APPIICATIONS
This application claims priority from and is related to the following prior applications:
5 "Code Signing System And Method,"” United States Provisional Application No. 60/234,152,
filed September 21, 2000; "Code Signing System And Method," United S;tates Provisional
Application No. 60/235,354, filed September 26, 2000; and "Code Signing System And

Method," United States Provisional Application No. 60/270,663, filed February 20, 2001.

10 BACKGROUND

1. FIELD OF THE INVENTION
This invention relates generally to the field of security protocols for software
applications. More particularly, the invention provides a code signing system and methoa that is
particularly well suited for Java™ applications for mobile communication devices, such as
15  Personal Digital Assistants, cellular telephones, and wireless two-way communication devices

(collectively referred to hereinafter as "mobile devices" or simply “devices™).

2. DESCRIPTION OF THE RELATED ART
Security protocols involving softwﬁe code signiﬁg schemes are known. Typically, such
20  security protocols are nsed to ensure the reliability of software applications that are downloaded
from the Internet. In a typical software code signing scheme, a digital signature is attached to a
software application that identifies the software developer. Once the software is downloaded by
a user, the user typically must use his or her judgment to determine whether or not fhe soffware

1
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application is reliable, based solely on his or her knowledge of the software developer's
reputation. This type of code signing scheme does not ensure that a software application written
by a third party for a mobile device will properly interact with the dgvice‘s native applications
and other resources. Because typical code signing protocols are not secure and rely solely on the
5 judgment of the user, there is a serious risk that destructive, "Trojan horse” type software
applications may be downloaded and installed onto a mobile device.

There also remains a need for network operators to have a system and method to maintain

control over which software applications are activated on mobile devices.
There remains a further need in 2.5G .and 3G networks where corporate clients or
10 network operators would like to control the types of software on the devices issued to its

employees.

SUMMARY

A code signing systemn and ﬁlethod is provided. The code signing system operates in
15  conjunction with é software application having a digital signature and includes an application
platform, an application programming interface (API), and a virtual machine. The API is
configured to link the software application with the application platform. The virtual machine
verifies the authenticity of the digital signature in order to control access to the API by the

software application.
20 A code signing system for operation in conjunction with a software application having a
digital signature, according to another embodiment of the invention comprises an application

platform, a plurality of APIs, each configured to link the software application with a resource on
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the application platform, and a virtual machine that verifies the authenticity of the digital
signature in order to control access to the API by the software application, wherein the virtual
machine verifies the authenticity of the digital signature in order to control access to the plurality
of APIs by the software application.

5 According to a further embodiment of the invention, a method of controlling access to
sensitive application programming interfaces on a mobile device comprises the steps of loading a
software application on the mobile device that requires access to a sensitive API, determining
whether or not the software application includes a digital signature associated with the sensitive
API, and if the software application does not include a digital signature associated with the

10 sensitive API, then denying the software application access to the sensitive API.

In another embodiment of the invention, a method of controlling access to an application
programming interface (API) on a mobile device by a software application created by a software
developer comprises the steps of receiving the software appliéation from the software developer,
reviewing the software application to determine if it may access the API, if the software

15 application may access the API, then appending a digital signature to the software application,
verifying the authenticity of a digital signature appended to a software application, and providing
access to the API to software applications for which the appended digital signature is authentic.

A method of restricting access to a sensitive API on a mobile device, according to a
further embodiment of the invention, comprises the steps of registering one or more software

20  developers that are trusted to design software applications which access the sensitive API,
receiving a hash of a software application, determining if the software application was designed

by one of the registered software developers, and if the software application was designed by one
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of the registered software developers, then generating a digital signature using the hash of the
software application, wherein the digital signature may be appended to the software application,
and the mobile device verifies the authenticity of the digital signature in order to control access
to the sensitive API by the software application.

5 In a still further embodiment, a method of restricting access to application programming
interfaces on a mobile device comprises the steps of ldading a software application on the mobile
device that requires access to one or more API, determining whether or not the software
application includes a digital signature associated with the mébi]e device, and if the software
application does not include a digital signature associated with the mobile device, then denying

10 the software application access to the one or more APIs.

BRIEF DESCRIPTION OF THE DRAWINGS

Fig. 1 is a diagram illustrating a code signing protocol according to one embodiment of
the invention;
15 Fig. 2 is a flow diagram of the code signing protocol described above with reference to
Fig. 1;
Fig. 3 is a block diagram of a code signing system on a mobile device;
Fig. 3A is a block diagram of a code signing system on a plurality of mobile devices;
Fig. 4 is a flow diagram illustrating the operation of the code signing system described
20  above with reference to Fig. 3 and Fig. 3A;
Fig. 5 is a flow diagram illustrating the management of the code signing authorities

described with reference to Fig. 3A; and
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Fig. 6 is a block diagram of a mobile communication device in which a code signing

system and method may be implemented.

DETAILED DESCRIPTION
5 Referring now to the drawing figures, Fig. 1 is a diagram illustrating a code signing
protocol according to one embodiment of the invention. An application developer 12 creates a
software application 14 (application Y) for a mobile device that requires access to one or more
sensitive APIs on the mobile device. The software application Y 14 may, for example, be a Java
application that operates on a Java virtual machine installed on the mobile device. An API
10 enables the software application Y to interface with an application platform that may include, for
example, resources such as the device hardware, operating system and core software and data
models. In order to make function calls to or otherwise intéract with such device resources, a
software application Y must access one or more APIs. APIs can thereby effectively “bridge” a
software application and associated device resources. In this description and the appendeld
15  claims, references to API access should be interpreted to include access of an API in such a way
as to allow a software application Y to interact with one or more corresponding device resources.
Providing access to any API therefore allows a software application Y to interact with associated
device resources, whereas denying access to an API prevents the software application Y from
interacting with the associated resources. For example, a database API may communicate with a
20 device file or data storage system, and access to the database API Yvould provide for interaction
" between a software application Y and the file or data storage system. A user interface (UI) API

would communicate with controllers and/or control software for such device components as a
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screen, a keyboard, and any other device components that provide output to a user or accept

input from a user. In a mobile device, a radio API may also be provided as an interface to

wireless communication resources such as a transmitter and receiver. Similarly, a cryptographic

API may be provided to interact with a crypto module which implements crypto algorithms on a

5 device. These are merely illustrative examples of APIs that may be provided on a device. A

device may include any of these example APIs, or different APIs instead of or in addition to
those described above.

Preferably, any API may be classified as sensitive by a mobile device manufacturer, or

possibly by an API author, a wireless network operator, a device owner or operator, or séme

10  other entity that may be affected by a virus or malicious code in a device software application.

For instance, a mobile device manufacturer may classify as sensitive those APIs that interface

with cryptographic routines, wireless communication functions, or prbprietary data models such

as address book or calendar entries. To protect against unauthorized access to these sensitive

APIs, the application developer 12 is required to obtain one or more digital signatures from the

15 mobile device manufacturer or other entity that classified any APIs as sensitive, or from a code

signing authority 16 acting on behalf of the manufacturer or other entity with an interest in

protecting access to sensitive device APIs, and append the signature(s) to the software

application Y 14.

In one embodiment, a digital signature is obtained for each sensitive API or library that

20  includes a sensitive API to which the software application requires access. In some cases,

multiple signatures are desirable. This would allow a service provider, company or network

operator to restrict some or all software applications loaded or updated onto a particular set of
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mobile devices. In this multiple-signature scenario, all APIs are restricted and locked until a
“global” signature is verified for a software application. For example, a company may wish to
prevent its employees from executing any software applications onto their devices without first
obtaining permission froﬁ a corporate information technology (IT) or computer services

5  department. All such corporate mobile devices may then be configured to require verification of
at least a global signature before a software application can be executed. Access to sensitive
device APIs and libraries, if any, could then be further restricted, dependent upon verification of
respective corresponding digital signatures.

The binary executable representation of software application Y 14 may be independent of

10  the particular type of mobile device or model of a mobile device. Software application Y 14 may
for example be in a write-once-run-anywhere binary format such as is the case with Java
software applications. However, it may be desirable to have a digital signature for each mobile
device type or model, or alternatively for each mobile device platform or manufac;turer.
Therefore, software application Y 14 may be submitted to several code signing authorities if

15 software application Y 14 targets several mobile devices.

Software application Y 14 is sent from the application developer 12 to the code signing .
authority 16. In the embodiment shown in Fig. 1, the code signing authority 16 reviews the
software application Y 14, althoughas described in further detail below, it is contemplated that
the code signing authority 16 may also or instead consider the identity of the application

20 developer 12 to determine whether or not the software application Y 14 should be signed. The

code signing authority 16 is preferably one or more representatives from the mobile device
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manufacturer, the authors of any sensitive APIs, or possibly others that have knowledge of the
operation of the sensitive APIs to which the software application needs access.

If the code signing authority 16 determines that software application Y 14 may access the
sensitive API and therefore should be signed, then a signature (not shown) for the software

5 appli[cation Y 14 is generated by the code signing authority 16 and appended to the software
application Y 14. The signed software application Y 22, comprising the software application Y
14 and the digital signature, is then returned to the application developer 12. The digital
signature is preferably a tag that is generated using a private signature key 18 maintained solely
by the code signing authority 16. For example, according to one signature scheme, a hash of the
10  software application Y 14 may be generated, using a hashing algorithm such as the Secure Hash
Algorithm SHA1, and then used with the private signature key 18 to create the digital signature.
In some signature scheﬁes, the private signature key is used to encrypt a haéh of information to
be signed, such as software application Y 14, whergas in other schemes, the private key may be
used in other ways to generate a signature from the information to be signed or a transformed
15  version of the information.

The signed “software application Y 22 may then bé sent to a mobile device 28 or
downloaded by the mobile device 28 over a wireless network 24. It should be understood,
however, that a code signing protocol according to the present invention is not limited to
software applications that are downloaded over a wireless network. For instance, in alterﬁative

20  embodiments, the signed software application Y 22 may be downloaded to a personal computer
via a computer network and loaded to the mobile device through a serial link, or may be acquired

from the application developer 12 in any other manner and loaded onto the mobile device. Once
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the signed software application Y 22 is loaded on the mobile device 28, each digital signature is

preferably verified with a public signature key 20 before the software application Y 14 is grar}ted

access to a sensitive API library. Although the signed software application Y 22 is loaded onto a

device, it should be appreciated that the software application that may eventually be executed on

5 . the device is the software application Y 14. As described above, the signed software application

Y 22 includes the software application Y 14 and one or more appended digital signatures (not

shown). When the signatures are verified, the software application Y 14 can be executed on the
device and access any APIs for which corresponding signatures have been verified.

The public signature key 20 corresponds to the private signature key 18 maintained by

10  the code signing authority 16, and is preferably installed on the mobile device along with the

sensitive API. However, the public key 10 may instead be obtained from a public key repository

(not shown), using the device 28 or possibly a personal computer system, and installed on the

device 28 as needed. According to one embodiment of a signature scheme, the mobile device 28

calculates a hash of the software application Y 14 in the signed software application Y 22, using

15  the same hashing algorithm as the code signing authority 16, and uses the digital signature and

the public signature key 20 to recover the hash calculated by the signing authority 16. The

resultant locally calculated hash and the hash recovered from the digital signature are then

compared, and if the hashes are the same, the signature is verified. The software application Y

14 can then be executed on the device 28 and access any sensitive APIs for which the

20 correspénding signature(s) have been verified. As described above, the invention is in no way

limited to this particular illustrative example signature scheme. Other signature schemes,
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including further public key signature schemes, may also be used in conjunction with the code

signing methods and systems described herein.
Fig. 2 is a flow diagram 30 of the code signing protocol described above with reference
to Fig. 1. The protocol begins at step 32. At step 34, a software developer writes the software
5  application Y for a mobile device that requires access to a sensitive API or library that exposes a
sensitive API (API library A). As discussed above, some or all APIs on a mobile device may be
classified as sensitive, thus requiring verification of a digital signature for access by any software
application such as software application Y. In step 36, application Y is tested by the software
developer, preferably using a device simulator in which the digital signature verification function
10  has been disabled. In this manner, the software developer may debug the software application Y
before the digital signature is acquired from the code signing authority. Once the software
application Y has been written and debugged, it is forwarded to the code signing authority in step

38.

In steps 40 and 42, the code signing authority reviews the software application Y to
15 determine whether or not it should be given access to the sensitive API, and either accepts or
rejects the software application. The-code signing authority may apply a number of criteria to
determine whether or not to grant the software application access to the sensitive API including,
for example, the size of the software application, the device resources accessed by the API, the
perceived utility of the software application, the interaction with other software applications, the
20  inclusion of a virus or other destructive code, and whether or not the developer has a contractual
obligation or other business arrangement with the mobile device manufacturer. Further details of

managing code signing authorities and developers are described below in reference to Fig. 5.

10
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If the code signing authority accepts the software application Y, then a digital signature,
and preferably a signature identification, are appended to the software application Y in step 46.
As described above, the digital signature may be generated by using a hash of the software
application Y and a private signature key 18. The signature identification is described below

5  with reference to Figs. 3 and 4. Once the digital signature and signature identification are
appended to the software application Y to generate a signed software application, the signed
software application Y is returned to the software developer in step 48. The software developer
may then license the signed software application Y to be loaded onto a mobile device (step 50).
If the code signing authority rejects the software application Y, however, then a rejection

10 notification is preferably sent to the software developer (step 44), and the software application Y
will be unable to access any API(s) associated with the signature.

In an alternative embodiment, the software developer may provide the code signing
authority with only a hash of the software application Y, or provide the software application Y in
some type of abridged format. If the‘ software application Y is a Java application, then the device

15  independent binary *.class files may be used in the hashing operation, although device dependent
files such as *.cod files used by the assignee of the present application may instead be used in
hashing or other digital signature operations when software applications are intended for
operation on particular devices or device types. By providing only a hash or abridged version of
the software application Y, the software developer may have the software application Y signed

20  without revealing proprietary code to the code signing authority. The hash of the software
application Y, along with the private signature key 18, may then be used by the code signing

authority to generate the digital signature. If an otherwise abridged version of the software

11
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application Y is sent to the code signing authority, then the abridged version may similarly be
used to generate the digital signature, provided that the abridging scheme or algorithm, like a
hashing algorithm, generates different outputs for different inputs. This ensures that every
software application will have a different abridged version and thus a different signature that can
.5 only be verified when appended to the particular corresponding software application from which
the abridged version was generated. Because this embodiment does not enable the code signing
authority to thoroughly review the software application for viruses or other destructive code,
however, a registration process between the software developer and the code signing authority
may also be required. For instance, the code signing authority may agree in advance to provide a
10  trusted software developer access to a limited set of sensitive APIs.

In still another alternative embodiment, a software application Y may be submitted to
more than one signing authority. Each signing authority may for example be responsible for
signing software applications for particular sensitive APIs or APIs on a particular model of
mobile device or set of mobile devices that supports the sensitive APIs required by a software

15 - application. A manufacturer, mobile communication network Qperator, service provider, or
corporate client for example may thereby have signing authority over the use of sensitive APIs
for their particular mobile device model(s), or the mobile devices operating on a particular
network, subscribing to one or more particular services, or distributed to corporate employees.
A signed software application may then include a software application and at least one appended

20  digital signature appended from each- of the signing authorities. Even though these signing

authorities in this example would be generating a signature for the same software application,

12
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different signing aﬁd signature verification schemes may be associated with the different signing
authorities.

Fig. 3 is a block diagram of a code signing system 60 on a mobile device 62. The system

60 includes a virtual machine 64, a plurality of software applications 66-70, a plurality of API

5  libraries 72-78, and an application platform 80. The application platform 80 preferably includes

all of the résources on the mobile device 62 that may be accessed by the software applications

66-70. For instance, the application platform may include device hardware 82, the mobile

device's operating system 84, or core software and data models 86. Each API library 72-78

preferably includes a piurality of APIs that interface with a resource available in the application

10 platform. For instance, one API library might include all of the APIs that interface with a

calendar prégram and calendar entry data models. Another API library might include all of the

APIs that interface with the transmission circuitry and functions of the mobile device 62. Yet

another API Iib]..rary might include all of the APIs capable of interfacing with lower-level services

performed by the mobile device's operating system 84. In addition, the plurality of API libraries

15 72-78 may include both libraries that expose a sensitive API 74 and 78, such as an interface to a

cryptographic function, and libraries 72 and 76, that may be accessed without exposing sensitive

APIs. Similarly, the plurality of software applications 66-70 may include both signed software

applications 66 and 70 that require access to one or more sensitive APIs, and unsigned software

applications such as 68. The virtual machine 64 is preferably an object oriented run-time

20 environment such as Sun Micro System's J2ME™ (Java 2 Platform, Micro Edition), which

manages the executién of all of the software applications 66-70 operating on the mobile device

62, and links the software applications 66-70 to the various API libraries 72-78.

13
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Software application Y 70 is an example of a signed software application. Each signed
software application preferably includes an actual software application such as software
application Y comprising for example software code that can be executed on the application
platform 80, one or more signature identifications 94 and one or more cdrresponding digital

5  signatures 96. Preferably each digital signature 96 and associated signature identification 94 in a
signed software application 66 or 70 corresponds to a sensitive API library 74 or 78 to which the
software application X or software application Y requires access. The sensitive API library 74 or
78 may include one or more sensitive APIs. In an altemative embodiment, the signed software
applications 66 and 70 may include a digital signature 96 for each sensitive API within an API

10 library 74 or 78. The signature identifications 94 may be unique integers or some other means of
relating a digital signature 96 to a specific API library 74 or 78, API, application platform 80, or
model of mobile device 62.
API library A 78 is an example of an API libréry that exposes a sensitive API. Each API
library 74 and 78 including a sensitive API should preferably include a desi:ription‘ string 88, a
15  public signature key 20, and a signature identifier 92. The signature identifier 92 preferably
corresponds to a signature identification 94 in a signed software application 66 or 70, and
enables the virtual machine 64 to quickly match a digital signature 96 with an API library 74 or
7.8. The public signature key 20 corresponds to the private signature key 18 maintained by the
code siéning authority, and is used to verify the authenticity of a digital signature 96. The
20  description string 88 may for example be a textual message that is displayed on fhe mobile
device when a signed software application 66 or 70 is loaded, or alternatively when a software

application X or Y attempts to access a sensitive APL

14
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Operationally, when a signed software application 68-70, respectively including a
software application X, Z, or Y, that requires acceés to a sensitive API library 74 or 78 is loaded
onto a mobile device, the virtual machine 64 searches the signed for an appended digital
signature 96 associated with the API library 74 or 78. Preferably, the appropriate digital

5 signature 96 is located by the virtual machine 64 by matching the signature identifier 92 in the
API library 74 or 78 with a signature identification 94 on the signed software application. If the
signed software application includes the appropriate digital signature 96, then the virtual
machine 64 verifies its authenticity using the public signature key 20. Then, once the
appropriate digital signature 96 has been located and verified, the description string 88 is

10 preferably displayed on the mobile device before the software application X or Y is executed and
accesses the sensitive API. For instance, the description string 88 may display a message stating
that "Application Y is attempting to access API Library A," and thereby provide the mobile
device user with the final control to grant or deny access to the sensitive API.

Fig. 3A is a block diagram of a code signing system 61 on a plurality of mobile devices

15 62E, 62F and 62G. The system 61 includes a plurality of mobile devices each of which only
three are illustrated, mobile devices 62E, 62F and 62G. Also shown is a signed software
application 70, including a software application Y to which two digital signatures 96E and 96F
with corresponding signature identifications 94E and 94F have been appended. In the example
system Gi, each pair composed of a digital signature and idéntiﬁcation, 94E/96E and 94F/96F,

20 corresponds to a model of mobile device 62, API library 78, or associated platform 80. Ii;
signature identifications 94E and 94F correspond to different models of mobile device 62, then

when a signed software application 70 which includes a software application Y that requires

15
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access to a sensitive API library 78 is loaded onto mobile device 62E, the virtual machine 64
searches the signed software application 70 for a digital signature 96E associated with the API
library 78 by matching identifier 94E with signature identifier 92. Similarly, when a signed
software application 70 including a software application Y that requires access to a sensitive API
5  library 78 is loaded onto a mobile device 62F, the virtual machine 64 in device 62F searches the
signed software application 70 for a digital signature 96F associated with the API library 78.
However, when a software application Y in a signed software application 70 that requires access
to a sensitive API library 78 is loaded onto a mobile device model for which the application
developer has not obtained a digital signature, device 62G in the example of Fig. 3A, the virtual
10  machine 64 in the device 64G does not fiﬂd a digital signa'ture appended to the software
application Y and consequently, access to the API libfary 78 is denied on device 62G. It should
be appreciated from the foregoing descripﬁon that a software application such as software
application Y may have multiple device-specific, librafy-specific, or API-specific signatures or
some combination of such signatures appended thereto. Similarlsl, different signature
15  verification requirements may be configured for the different devices. For example, device 62E
may require verification of both a global signature, as well as additional signatures for any
sensitive APIs-to which a software application.requires access in order for the software
application to be executed, whereas device 62F may require verification of only a global
signature and device 62G may reqﬁire verification of signatures only for its sensitive APIs. It
20 should also be apparent that a communication system may include devices (not shown) on which
a software api)lication Y received as part of a signed software application such as 70 may

execute without any signature verification. Although a signed software application has one or

16
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more signatures appended thereto,.the software application Y might possibly be executed on

some devices without first having any of its signature(s) verified. Signing of a software

application preferably does not interfere with its execution on devices in which digital signature
verification is not implemented. |

5 Fig. 4 is a flow diagram 100 illustrating the operation of the code signing system

described above with reference to Figs. 3 and 3A. In step 102, a software application is loaded

onto a mobile device. Once the software application is loaded, the device, preferably using a

virtual machine, determines whether or not the software application requires access to any API

libraries that expose a sensitive API (step 104). If not, then the software application is linkéd

10 with all of its required API libraries and executed (step 118). I Fhe software application does

require access to a sensitive API, howevef, then the virtual machine verifies that the software

application includes a valid digital signature associated any sensitive APIs to which access is

required, in steps 106-116.

In step 106, the virtual machine retrieves the public signature key 20 and signature

15  identifier 92 from the sensitive API library. The signature identifier 92 is then used by the

virtual machine in step 108 to determine whether or not the software application has an appended

digital signature 96 with a corresponding signature identification 94. If not, then the software

application has not been approved for access to the sensitive API by a code signing authority,

and the SOftWé.I’C application is preferably prevented from being executed in stép 116. \In

20  alternative embodiments, a software application without a proper digital signature 96 may be

purged from the mobile device, or may be denied access to the API library exposing the sensitive

API but executed to the extent possible without access to the API library. It is also contemplated

17
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that a user may be prompted for an input when signature verification fails, thereby providing for
user control of such subsequent operations as purging of the software application from the
device.

If a digital signature 96 corresponding to the sensitive API library is appended to the
5  software application and located by the virtual machine, then the virtual machine uses the public
key 20 to verify the authenticity of the digital signature 96 in step 110. This step may ‘be
performed, for example, by using the signature verification scheme described above or other
alternative signature schemes. If the digital signature 96 is not authentic, then the software
application is preferably either not executed, purged, or restricted from accessin{;,y the sensitive
10 API as described above with reference to step 116. If the digital signature is authentic, however,
then the description string 88 is preferably displayed in step 112, warning the mobile device user
that the software application requires acc‘ess to a sensitive API, and possibly prompting the user
for authorization to execute or load the software application (step 114). When more than one
signature is to be verified for a software application, ;Lhen the steps 104-110 are preferably
15  repeated for each sigqature before the user is prompted in step 112. If the mobile device user in
step 114 authorizes the software application, then it may be executed and linked to the sensitive

API library in step 118.
Fig. 5is a flow diagram 200 illustrating the management of the code signing authorities
described with reference to Fig. 3A. At step 210, an application developer has developed a new
20  software application which is intended to be executable one or more target device models or
types. The target devices may include sets of devices from different manufacturers, sets of

device models or types from the same manufacturer, or generally any sets of devices having

18
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particular signature and verification requirements. The term “target device” refers to any such
set of devices having a common signature requirement. For example, a set of devices requiring
verification of a device-specific global signature for execution of all software applications may
comprise a target device, and devices that require both a global signature and further signatures
5  for sensitive APIs may be part of more than one target device set. The software application may
be written in a device independent manner by using at least one known API, supported on at least
one target device with an API library. Preferably, the developed softwalre application is intended

to be executable on several target devices, each of which has its own at least one API library.
At step 220, a code signing authority for one target device receives a target-signing
10  request from the developer. The target signing request includes the software application or a
hash of the software application, a developer identifier, as well as at least one target device
identifier which identifies the target device for which a signature is being requested. At step 230,
the signing authority consults a developer database 235 or other records to determine whether or
not to trust developer 220. This determination can be made according to several criteria
15  discussed above, such as whether or not the developer has a contractual obligation or has entered
into some other type of business arrangement with a device manufacturer, network operator,
'service provider, or device manufacturer. If the developer is trusted, then the method proceeds at
step 240. However, if the developer is not trusted, then the software application is rejected (250)
and not signed by the signing authority. Assuming the developer was trusted,' at step 240 the
20  signing authority determines if it has the target private key corresponding to the submitted target
identifier by consulting a private key store such as a target private key database 245. If the target

private key is found, then a digital signature for the software application is generated at step 260
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and the digital signature or a signed software application including the digital signature appended
to the software application is returned to the developer at step 280. However, if the target private

, key is not found at step 240, then the software application is rejected at step 270 and no digital
signature 1s generated for the software application.

5 Advantageously, if target signing authorities follow compatible embodiments of the
method outlined in Fig. 5, a network of ‘;arget signing authorities may be established in order to
expediently manage code signing authorities and a developer community code signing process
providing signed software applications for multiple targets with low likelihood of destructive
code.

10 Should any destructive or otherwise problematic code be found in a software application
or suspected. because of behavior exhibited when a software application is executed on a device,
then the registration or privileges of the corresponding application developer with any or all
signing authorities may also be suspended or revoked, since the digital signature provides an
audit trail through WhiCl“l the developer of a problematic software application may be identified.

15  Insuch an event, devices may be informed of the revocation by being configured to periodically
download signature revocation lists, for example. If software applications for which the
corresponding digital signatures have been revoked are running on a device, the device may then
halt execution of any such software application and possibly purge the software application from
its local storage. If preferred, devices may also be configured to re-execute digital signature

20  verifications, for instance periodically or when a new revocation list is downloaded.

Although a digital signature generated by a signing authority is dependent upon

authentication of the application developer and confirmation that the application developer has

20
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been properly registered, the digital signature is preferably generated from a hash or otherwise

transformed version of the software application and is therefore application-specific. This

contrasts with known code signing schemes, in which API access is granted to any software

applications arriving from trusted application developers or authors. In the code signing systems

5 and methods descri‘bed herein, API access is granted on an application-by-application basis and
thus can be more strictly controlled or regulated.

TFig. 6 is a block diagram of a mobile communication device in which a code signing

system and method may be implemented. The mobile communication device 610 is preferably a

'

two-way communication device having at least voice and data communication capabilities. The

10 device preferably ,has the capability to communicate with other computer systems on the Internet.
Depending on the functionality provided by the device, the device may be referred to as a data
messaging device, a two-way pager, a cellular telephone with data messaging capabilities, a
wireless Internet appliance or a data communication device (with or without telephony
capabilities).

15 Where the device 610 is enabled for two-way communications, the device will
incorporate a communication subsystern 611, including a receiver 612, a transmitter 614, and
associated components such as one or more, preferably embedded or internal, antenna elements
616 and 618, local oscillators (LOs) 613, and a processing module such as a digital signal
processor (DSP) 620. As will be apparent to those skilled in the field of communications, the

20  particular design of the communication subsystem 611 will be dependent upon the
communication network in which the device is intended to operate. For example, a device 610

destined for a North American market may include a communication subsystem 611 designed to
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operate within the Mobitex ™ mobile communication system or DataTAC™ mobile
communication system, whereas a device 610 intended for use in Europe may incorporate a
General Packet Radio Service (GPRS) communication subsystem 611.

Network access requirements will also vary depending upon the type of network 919. For

5 example, in the Mobitex and DataTAC networks, mobile devices such as 610 are registered on

the network using a unique identification number associated with each device. In GPRS

networks however, network access is associated with a subscriber or user of a device 610. A

GPRS device therefore requires a subscriber identity module (not shown), commonly referred to

as a SIM card, in order to operate on a GPRS network. Without a SIM card, a GPRS device will

10 not be fully functional. Local or non-network communication functions (if any) may be operable,

but the device 610 will be unable’to carry out any functions involx;ing communications over
network 619, other than any legally required operations such as “911” émergency calling.

When required network registration or activation procedures have been completed, a

device 610 may send and receive communication signals over the network 619. Signals received

15 by the antenna 616 through a communication network 619 are input to the receiver 612, which

may perform such common receiver fur\lctions as signal amplification, frequency down

conversion, filtering, channel selection and the like, and in the example system shown in Fig. 6,

analog to digital conversion. Analog to digital conversion of a received signal allows more

complex communication functions such as demodulation and decoding to be performed in.the

20 DSP620.Ina éimilar manner, signals to be transmitted are processed, including modulation and

encoding for example, by the DSP 620 and input to the transmitter 614 for digital to analog
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conversion, frequency up conversion, filtering, amplification and transmission over the
communication network 619 via the antenna 618.

The DSP 620 not only processes communication signals, but also provides for receiver

and transmitter control. For example, the gains applied to communication signals in the receiver
5 612 and transmitter 614 may be adaptively controlled through automatic gain control algorithms
implemented in the DSP 620.

The device 610 preferably includes a microprocessor 638 which controls the overall
operation of the device. Communication funciions, including at least data and voice
communications, are performed through the communication subsystem 611. The microprocessor

10 638 also interacts with further device subsystems or resources such as the display 622, flash
memory 624, random access memory (RAM) 626, auxiliary input/output (I/O) subsystems 628,
serial port 630, keyboard 632, speaker 634, microphone 636, a short-range communications
subsystem 640 and any other device subsystems generally designated as 642. APIs, including
sensitive APIs requiring verification of one or more corresponding digital signatures before

15  access is granted, may be provided on the device 610 to interface between software applications
and any of the resources shown in Fig. 6.

Some of the subsystems shown in Fig. 6 perform communication-related functions,
whereas other subsystems may provide “resident” or on-device functions. Notably, some
subsystems,l such as keyboard 632 and display 622 for example, may be used for both

20 communication-related functions, such as entering a text message for transmission over a

communication network, and device-resident functions such as a calculator or task list.
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Operating system software used by the microprocessor 638, and possibly APIs to be

accessed by software applications, is preferably stored in a persistent store such as flash memory

624, which may instead be a read only memory (ROM) or similar storage element (not shown).

Those skilled in the art will appreciate that the operating system, specific device software

5 applications, or parts thereof, may be temporarily loaded into a vollatile store such as RAM 626.

It is contemplated that received and transmitted communication signals may also be stored to
RAM 626.

The microprocessor 638, in addition to its operating system functions, preferably enables

execution of software applications on the device. A predetermined set of applications which

10 control basic device operations, including at least data and voice communication applications for

example, will normally be installed on the device 610 during manufacture. A preferred

application that may be loaded onto the device may be a personal information manager (PIM)

application having the ability to organize and manage data items relating to the device user such

as, but not limited to e-mail, calendar events, voice mails, appointments, and task items.

15  Naturally, one or more memory stores would be available on the device to facilitate storage of

PIM data items on the device. Such PIM application would preferably have the ability to send

and receive data items, via the wireless network. In a preferred embodiment, the PIM data items

are seamlessly integrated, synchronized and updated, via the wireless network, with the device

user’s corresponding data items stored or associated with a host computer system thereby

20  creating a mirrored host computer on the mobile device with respect to the data items at least.

This would be especially advantageous in the case where the host computer system is the mobile

device user’s office computer system. Further applications, including signed software
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applications as described above, may also be loaded onto the device 610 through the network

619, an auxiliary I/O subsystem 628, serial port 630, short-range communications subsystem 640

or any other suitable subsystem 642. The device microprocessor 638 may then verify any digital

signatures, possibly including both “global” device signatures and API-specific signatures,

5  appended to such a software application before the software application can be executed by the

microprocessor 638 and/or access any associated sensitive APIs. Such flexibility in application

installation increases the functionality of the device and may provide enhanced on-device

functions, communication-related functions, or both. For example, secure communication

applications may enable electronic commerce functions and other such financial transactions to

10  be performed using the device 610, through a crypto API and a crypto module which implements
crypto algorithms on the device (not shown).

In a data communication mode, a received signal such as a text message or web page
download will be processed by the communication subsystem 611 and input to the
microprocessor 638, which will preferably further process the received signal for output to the

15  display 622, or alternatively to an auxiliary I/O device 628. A user of device 610 may also
compose data items such as email messages for example, using the keyboard 632, which is
preferably a complete alphanumeric keyboard or telephone-type keypad, in conjunction with the
display 622 and possibly an auxiliary I/O device 628. Such composed items may then be
transmitted over a communication network through the communication subsystem 611.

20 For voice communications, overall operation of the device 610 is substantially similar,
except that received signals would preferably be output to a speaker 634 and signals for

transmission would be generated by a microphone 636. Alternative voice or audio IO
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subsystems such as a voice message recording subsystem may also be implemented on the
device 610. Although voice or audio signal outpﬁt 1s preferably accomplished primarily through
the speaker 634, the display 622 may also be used to provide an indication of the identity of a
calling party, the duration of a voice call, or other voice call related information for example.

5 ’ The serial port 630 in Fig. 6 would normally be implemented in a personal digital
assistant (PDA)-type communication device for which synchronization with a user’s desktop
computer (not shown) may be desirable, but is an optional device component. Such a port 630
would enable a user to set preferences througﬁ an external device or software application and
would extend the capabilities of the device by providing for information or software downloads

10 to the device 610 other than through a wireless communication network. The alternate download
path'may for example be used to load an encryption key onto the device through a direct and thus
reliable and trusted connection to thereby enable secure device communication.

A short-range communications subsystem 640 is a further optional component which
may provide for communication between the device 624 and different systems or devices, which

15  need not necessarily be similar devices. For example, the subsystem 640 miay include an infrared
device and associated circuits and components or a Bluetooth™ communication module to
provide for communication with similarly-enabled systems and devices.

The embodiments described herein are examples of structures, systems or methods
having elements corresponding to the elements of the invention recited in the; claims. This

20  written description may enable those skilled in the art to make and use embodiments having
alternative elements that likewise correspond to the elements of the invention recited in the

claims. The intended scope of the invention thus includes other structures, systems or methods
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that do not differ from the literal language of the claims, and further includes other structures,
systems or methods with insubstantial differences from the literal language of the claims.

For example, when a software application is rejected at step 250 in the method shown in
Fig. 5, the signing authority may request that the developer sign a contract or enter into a

5  business relationship with a device manufacturer or other entity on whose behalf the signing
authority acts. Similarly, if a software application is rejected at step 270, authority to sign the
software application may be de]egatéd to a different signing authority. The signing of a software
application following delegation of signing of the software application to the different authority .
can proceed substantially as shown in Fig. 5, wherein the target signing authority that received

10  the original request from the trusted developer at step 220 requests that the software application
be signed by the different signing authority on behalf of the trusted developer from the target
signing authority. Once a trust relationship has been established between code signing
authorities, target private code signing keys could be shared between code signing authorities to
improve performance of the method at step 240, or a device may be configured to validate digital
15  signatures from either of the trusted signing authorities.

In addition, although described primarily in the context of software applications, code
signing systems and methods according to the present invention may also be applied to other
device-related components, including but in no way limited to, commands and associated
command arguments, and libraries configured to interface with device resources. Such

20  commands and libraries may be sent to mobile devices by device manufacturers, device owners,
network operators, service providers, software application developers and the like. It would be

desirable to control the execution of any command that may affect device operation, such as a
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command to change a device identification code or wireless communication network address for
example, by requiring verification of one or more digital signatures before a command can be
executed on a device, in accordance with the code signing systems and methods described and

claimed herein.
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We claim:
1. A code signing system for operation in conjunction with a software application having a
digital signature, comprising:
an application platform;
5 an application programming interface (API) configured to link the software application
with the application platform; and
a virtual machine that verifies the authenticity of the digital signature in order to control

access to the API by the software application.

10 2. T