UNITED STATES PATENT AND TRADEMARK OFFICE

BEFORE THE PATENT TRIAL AND APPEAL BOARD

GOOGLE LLC,
Petitioner,

V.

BLACKBERRY LTD.,
Patent Owner.

Case No. IPR2017-01619
U.S. Patent No. 8,489,868

DECLARATION OF DR. GEORGE T. LIGLER

Patent Oumer Fv 2007 n_ (Caver

DOCKET

A R M Find authenticated court documents without watermarks at docketalarm.com.



https://www.docketalarm.com/

IPR2017-01619 (U.S. Patent No. 8,489,868) Decl. of Dr. George T. Ligler

TABLE OF CONTENTS

Petitioner’s Exhibits Considered...........cccoviiriiiiiiieniiiiieiieieeee e 111
Patent Owners’s Exhibits Considered...........cccoevviiiiiiiiiiiiiieeiiee et v
L. INtrOAUCTION. ..cutiiiiiciie et st e 1
A, ENZAZEMENT.....oiiiiiiiiiiiiiiee e s 1
B.  Background and Qualifications............ccccuveeeevieieiiieeeiie e 2
C.  List of Materials Considered/Reviewed...........ccccevviriieenieneeneeniennnenn 6
II.  Legal Standards for Patentability ...........cccceeeiiiiieiiiiiicee e 7
YN 118 103 1 o 15 10 ) SRR 8
B, ODVIOUSHIESS. ..coutiiiiiiieiieeiieee ettt ettt st 9
III.  The “BO8 Patent........covueiriiiiiiiiieiieeie ettt 10
A.  Overview of the ‘868 Patent...........cccceeeviiiiiiiiiiiiiiiieeeee 10
B, Priofity Date ......cccoviiieiiieceiie ettt 14
C.  Person of Ordinary Skill in the Art........cccceeveiiieiiieniieiiieeeeeee e 15
IV, Claim COnStIUCION .....c.uviieeiiieeeiiieeeiieeeeite e et e e eseveeeeebeeeseaeeesssaeessaseeeensseens 16
A.  “Signed Software Application™...........ccceevviieiiiiiieeiiieecciee e 17
B, “Sensitive API” ..o 28
C.  “Non-sensitive API”........cooiiiiiiiiiiiieeeeeee e 31
D.  “Abridged Version of a Software Application” (Claim 86) ............... 32
V. Claims 1, 13, 76, 78, 81, 84, 85, 87, 88, 90-93, 95, 98, 100, 104, 108, 112,
113, 137-39, and 142-44 Are Patentable Over Garst and Gong ................... 33
A.  Brief Overview of Garst (EX. 1012)....ccceeiiiiiiiiiiiieeeeeeeeee e, 33

Patent Dwner Fy 2007 n 1

DOCKET

A R M Find authenticated court documents without watermarks at docketalarm.com.



https://www.docketalarm.com/

IPR2017-01619 (U.S. Patent No. 8,489,868) Decl. of Dr. George T. Ligler

Brief Overview of Gong (Ex. 1016) ......cooviiiviriiiiiieieieeeeee e, 34
Garst Does Not Disclose or Render Obvious a “Signed Software
Application” (Claims 1 and 76) .........ccceeevieeeeciiieeciee e 35
1. Garst Discloses Signing a License String, Not a Software
APPHCATION.....eiiiiiiiiiiie et 35

1. It Would Not Have Been Obvious to Sign the Software
Application Using the API Vendor’s Private Key.................... 40

Garst Does Not Disclose a “Sensitive API” (Claims 1 and 76).......... 45

Garst Does Not Disclose Allowing Access to Non-Sensitive APIs
“Upon Verifying the Digital Signature” (Claim 112).........ccceeenneee. 47

VI. Claims 77, 79, 80, and 82 Are Patentable Over Garst, Gong, and Davis .....49

VII. Claim 86 Is Patentable Over Garst, Gong, and Sibert.............cccvveerrreennnen. 52

VIII. Remaining Claims and Grounds............cccccveeeevieeeiiieeeiiie e eeviee e 55

DOCKET

_ ARM

Patent Nwner Fx 2007 n 11

Find authenticated court documents without watermarks at docketalarm.com.



https://www.docketalarm.com/

[PR2017-01619 (U.S. Patent No. 8,489.,868) Decl. of Dr. George T. Ligler

PETITIONER’S EXHIBITS CONSIDERED

No.

Exhibit Description

1001

U.S. Patent No. 8,489,868

1002

Declaration of Patrick D. McDaniel, Ph.D.

1003

Curriculum Vitae of Patrick D. McDaniel, Ph.D.

1004

Prosecution History of U.S. Patent No. 8,489,868

1005

U.S. Provisional Application No. 60/270,663

1006

U.S. Provisional Application No. 60/235,354

1007

U.S. Provisional Application No. 60/234,152

1008

The Authoritative Dictionary of IEEE Standards Terms, IEEE Std.
100-2000 (7th ed. 2000)

1009

Bruce Schneier, “Applied Cryptography” (2nd ed. 1996)

1010

BlackBerry’s First Amended Complaint, BlackBerry LTD. v. Blu
Products, Inc., Case No. 1:16-cv-23535 (S.D. Fla.)

1011

U.S. Patent No. 6,766,353 (“Lin™)

1012

U.S. Patent No. 6,188,995 (“Garst”)

1013

U.S. Patent No. 5,844,986 (“Davis™)

1014

U.S. Patent No. 5,724,425 (“Chang™)

1015

U.S. Patent No. 7,243,236 (“Sibert”)

1016

L1 Gong, “Inside Java 2 Platform Security Architecture: Cryptography,
APIs, and Implementation™ (1999) (“Gong™)

1017

U.S. Patent No. 6,131,166 (“Wong-Insley”)

1018

U.S. Patent No. 5,657,378 (“Haddock™)

1019

U.S. Provisional Patent Application No. 60/146.426

1021

U.S. Patent No. 6,298,354 (“Saulpaugh™)

1024

Dorothy E. Denning, “Cryptography and Data Security” (1982)

1025

U.S. Patent No. 5,845,282 (“4lley”)

1026

PCT Publication No. WO 97/09813 (“Nguyen™)

1027

PCT Publication No. WO 99/41520 (“Huang™)
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No. Exhibit Description

1028 | Scott Oaks, “Java Security” (Feb. 1999)

1031 | David Flanagan, “Java in a Nutshell” (Nov. 1999)

1032 | Bill Venners, “Inside the Java 2 Virtual Machine” (1999)

PATENT OWNERS’S EXHIBITS CONSIDERED

No. Exhibit Description
2004 | Deposition Transcript of Dr. Patrick D. McDaniel (Feb. 21, 2018)
2005 | Webster’s NewWorld Dictionary (1984)
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