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[57] ABSTRACT

Methods and systems are provided for managing security
credentials in a distributed computer system. Multiple secu-
rity contexts may be defined for a given principal in the
system without requiring the use of multiple accounts. A
secure package is provided to allow the principal to roam.
Methods are provided for identifying differences in the
principal’s access rights in different contexts and for updat-
ing the secure package as needed.
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1
DISTRIBUTED DYNAMIC SECURITY

CAPABILITIES

FIELD OF THE INVENTION

The present invention relates to security in computer
systems, and more particularly to a system and method for
issuing a secure package of credentials to a user or agent,
providing different access capabilities at different system
locations based in part on the secure package, and modifying
the secure package to reflect local information about the
access capabilities of the user or agent.

TECHNICAL BACKGROUND OF THE
INVENTION

Various approaches have been proposed and/or imple-
mented to support roaming users and roaming machines in
distributed computer systems. One approach, which is
implemented in Novell NetWare 4.1 and later versions and
in Novell NDS software, allows users to gain access to
multiple servers in a distributed directory tree without
logging in and authenticating themselves to each server
individually (NOVELL, NETWARE, and NDS are marks of
Novell, Inc.). However, a separate account, and separate
login and authentication processes, are still required before
a user can login to a computer which is not part of the
distributed directory tree, even if that computer is in network
communication with a computer which is part of the tree.

An other approach, which involves home domains and
logon certificates, is described in European Patent Applica-
tion EP 0 695 985 A1, having priority based on US.
application Ser. No. 277,144 filed Jul. 18, 1994 (“Logon
Certificates Applications”), incorporated herein by refer-
ence. Logon certificates support disconnected operation in a
distributed system. Each logon certificate is a secure pack-
age holding credentials information sufficient to establish
the identity and access rights of a principal (a user or a
machine) in a domain other than the principal’s home
domain. Access is enforced through means such as encryp-
tion and digital signatures. Logon certificates can be carried
by the principal in convenient forms such as on a portable
machine or on a floppy disk.

The relationship between a home domain and a distrib-
uted directory tree is not clear from the Logon Certificates
Applications. The use of logon certificates is presented in the
Logon Certificates Applications as an alternative to repli-
cating credentials. Although credentials may be replicated in
a distributed directory tree, however, replication is not
required. More generally, domains and distributed directory
trees differ in the services they provide, the hardware and
software they require or allow, and in characteristics such as
scalability and fault-tolerance.

However, a home domain and a distributed directory tree
each define a context throughout which a given principal has
identical access rights. Regardless of the location in the
distributed directory tree at which the principal accesses the
system, the principal has the same access rights. Similarly,
a principal has the same access rights regardless of which
location in the home domain is used to access the system.
Indeed, if logon certificates are used, the principal will
receive the same access rights regardless of whether the
access attempt occurs inside the principal’s home domain or
outside that domain.

Uniformity of access rights simplifies the implementation
of authentication methods, but in some situations more
flexibility would be beneficial. For instance, a distributed
system might contain both a home domain and a directory
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tree, with each defining a given principal’s access rights
differently. It would be useful to provide the principal with
a straightforward (from the principal’s point of view) way to
logon and use machines in the domain, machines in the
directory tree, or both. Supporting different access rights for
a given principal would also reduce the need to rapidly
propagate changes to maintain uniform rights, thereby
reducing the burden on domain controllers and directory tree
administrators. However, such advances would require a
distributed system that functions properly when different
parts of the system have different access rights for a given
principal, without using separate accounts.

Thus, it would be an advancement in the art to support
multiple simultaneous access right contexts for a single
principal in a distributed system.

It would be an additional advancement to provide such a
method and system which is a compatible extension of
known distributed directory tree and logon certificate
approaches.

Such a method and system are disclosed and claimed
herein.

BRIEF SUMMARY OF THE INVENTION

The present invention provides a method and system for
managing security credentials in a distributed system where
different locations in the system may contain different infor-
mation about a principal’s access rights. In one embodiment,
the system is assumed to have a credential checking facility
to authenticate one or more principals. Aprincipal may be a
human user. The principal may also be an agent such as a
user’s avatar or a system maintenance process or an infor-
mation gathering “spider”.

A method of the invention starts by providing the prin-
cipal with a secure package in a first directory context. The
secure package is provided by storing its contents in a buffer.
Suitable buffers include RAM, floppy disks, hard disks,
portable computers, hard tokens, removable storage media,
and combinations of these individual buffers. The secure

package contains information identifying the principal and
also contains zero or more security credentials of the prin-
cipal. The package has been at least partially encrypted or
digitally signed or otherwise secured to discourage unau-
thorized disclosure or modification of the package contents.
A “directory context” is a portion of the system throughout
which the principal has identical access rights. A home
domain is one of many possible examples of a directory
context.

In a second directory context, the system receives an
access request from the principal. The request may seek
information about the system, access to information or other
resources within the system, or use of the system to forward
a message. The credential checking facility checks the
access request by accessing the credentials in the secure
package and comparing them with the system’s internal
security records. The system then allows or denies the access
request according to the result of the credential check.

The system also determines whether credential informa-
tion about the principal which is found in the second
directory context was not placed in the secure package in the
first directory context. If differences exist, the secure pack-
age may be modified to reflect the differences. Modification
may involve digitally signing at least a portion of the secure
package, such as principal identifying information and/or
credentials in the secure package. Digital signatures,
credentials, access rights, identifying information, and other
information may be replaced, removed, or added. One
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