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(57) Abstract: A system and method for providing medical and contact information of a subscriber initiating an emergency 911
call, directly to a response center at the time of the receipt of the emergency 911 call. Upon the initiation of an emergency 911 call,
the existing infrastructure equipment of a communication service provider are able to access a central server containing the medical
and contact information of a subscriber, and relay that information directly to a response center to speed response time and response
effectiveness. Alternatively, an agent resident on a communications device used by a subscriber can store and maintain medical
and contact information of the subscriber, as well directly transmit the medical and contact information to the response center. In
addition, a subscriber has the ability to access, view, and modify his or her medical and contact information through an appropriate
interface allowing interaction with either the cenLral server or the agent.
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{0601} This applicatien ciaims priority under 35 H.331? ‘ 119m) t0 Prm‘isimaé

Application Nu. 69388:},841, flied J anuary 8', 2001 US. Prm-isionaé Appiitatinm N0. EiOJ‘SMiiéi-S

Prmrisionai Application No, 60.18893”, iii-3d Fabmary 15, 200?, L3 Provésiona}

Appiication N0. 60,5896‘001 filed March 21, 2807, Provisiunai Appiiwtian Nu. Gil-"908326,

fiicd March 29, 209?, {3.3. ifi‘ox’isional Applicatit‘m 6(343'94057585 filcd May 30, 2007,

Prmisiunai s’i‘xppiication N0. 68,-‘942‘557, EH66: June ’1’. 20.01 US. I’t‘ovisiunai Appficatim Nu

60:“43455931 _. filed June 24, 2.081 and US. i)mvisi0nal Application NE), {33941963, flied July 4.,

2.007, the er‘néreiies uf‘which am incorpm'ai‘ed by :‘ei‘étence herein.

BACKS-R (JUNK)

{BEIGE} As the mobiie {c3}ecomnmnicazim indualry grflwx mahiie Subscribers are

becoming increasingly more. axmrc ui‘thcir isvcmgc in the i'narkct‘ They carcilfily compare.

survécc providers and call plans, and make cducaicd ch0ice:3 hefme subscfibing {0 a swim and a

service. Subscribers aim cominmusiy seek .11cw and imprm-“Cd fiza‘iuws t0 imegrate into. their

mobile service such 215 enhanced chat, kmg stance service options? customized graphical u

interfaces and the iike‘

{0803} Bagpfie Easing infurmcfi consurncrs, mabiie subscribers are alien disadvantaged

in {he mobviie market. 1‘? m- example, ahhough $1.1’h3cri her may he know’iedgeabm abaut their awn

tailing pian subscriptign, subscribars are usu' Hy mam-mt: ofthe cast per minute Ufa call 101%“:
w
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1 ‘

calling destination. ‘ZE‘his puts a n'mbils: suoscnbcr at a disadvantagfi in making whimth and

emnnmica} (:21! E ing chuéces,

{mm-4} Mobile subscribers \wum aim wv‘elcmme mare 10ng {iis’tm‘we scrx-‘iuc opii-anx A

subscriber to mice"mmunécmion carrier service typicafly needs a med: {iCCCSS number m uii liar:
1

me service. ’I‘his usualiiy invoiveS Selecting a I‘mn‘xbcr from :2: list ni'regimaé G1“ arm numbers,
P"

such as a preprimad HS! on a calling card, :0 find the. access number clams? to the subs-21% bar’s

current iocmim},. 'fé‘he subscriber dials {hit lacai access number and usua‘ih? cmmce‘md m a long

disimnce Servica prawider via a telephnny naiwork ’I‘ypically, {ha Sums-ribs? cam then enter a

target long distance teicphxme lumber, and the iong distance service provider will mute the caii

m a subscfiberwspccifled mmbet The CLHTEBi uppmach has many disadflremtagcs, hffiN’C'VET, such

as having in pmchaa“ a phone. care. and locating a local number; In addiiion, a subscribsr

whu accidm‘naliy places a can using a now-iowl access number may incur {orig distance charges“

alums} It is mmmm for subscriber t0 experience a significant deiay mwcring on

his mmbilfi device bcsfcn‘e he able. in acccss updated. cuntam inibrmafiun in his address bank.

This is because the mebile device must mamas: and retrieve am updaifid contaci list from a server.

As such, Subscribers may desire to as: his haul»: whiie {he (302111201 infomxation baring

upfiawd.

{0005} T0 keep pan-E. with the constant evolution ufmobik? tide-phony mobiie

subscribers are treated to a variety Mappiicaziom dcsigmd to optimize their nmbiic

commmnicatiwn experience. Farexampigs, subsuyibers can amass the Summer with the mobiis‘:

2

Mice, semi than messages m their coniacts am: We like. Subscribers; can giaan mica-“amt and up-{1.

madam “informatiun about {heir cumacts in i'ht‘ir addregs beaks by viewing prcscmesstamses.

away messaacsfi sometimes referred m 218. 81211125 nmsages. mood message; or the film. Howmsar,
‘—

5‘5)
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it is mmmon for a subscriber’s status message 1.0 read the same regardless of which {301113.23

views it. As such, 2‘ subscriber cannot custamize his status mes sage based {in the Gimme: w he is

viewing it.

S'UiViR-“tARfit’

1000?] Refine the pmsmii nmthods are cit-embed, it is m be understood the}: iiiiS

invention um iimited in the pari‘icuiu sysi’cms, mahodolggifls or protocols describes}, as fiiCS'S

may vary. is. also ta be understand thai the terminology used herein is for {he purpose of

Licsu'iiiing panicuiar embodiments 011i and rim intended m iimit the scope- Of thc pi‘csmn

éisciosure which wiii be iimiicd oniy by the appended uiaima

Emma; [nan ambodinwm a mafhod Dim-mixing c031. infimnatmn associated wiih 0116

or: mare. contact numbws in an address: book may incinde remix-ring (505': inibrmaiion, storing the

£031 informazimx mapping at lieasi a portion. Of‘ii‘lfi Casi inibr‘m atiim :0 {me (1r more contact.

numbers using 0m: 01‘ name pmdefinfid mics and transmitting the mapped cost information in a.

mobile device.

[0089} In an cmhmiimeim a Systei‘n ofpmviding (105;: ini‘bmm‘iimz associated with 0.13:

01‘ more contact numberg ma; imlude mm or more mobiie devices and a. pmcessm for processing

ms: informatieix whcrsin the processor is in communication mm the one: or mars mobile

i‘iavicus.

{8010} In an embodiment a meihod of providing a iocal number m a Subscribe?

m {13‘ incim‘ie receivii’ig subscriber iOCE‘iiE» ii‘ifimm‘iiim indicating a iomiiun a subscriber,

mapping {he submiin locale ini‘ormaiim in (me. 0r mare iocal access numim's. ideuti yin 1:

fmm the me my more incai accesa nui‘nbars, a meg-i1 access number cmrespanding m the
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subscrith mobiic device.

{0011] In an em'hfldimem, a method C“: filming a call using 21100212 access mimber may

inciudc transmiifing subscriber iclcaie inibmlalion m a praccsmr, receiving, [mm the 17113365250;

one. Dr more Song, {fista'nce scuficc providem scicming :3 long distance sen-"ice prm-‘ider fmm {he

phis'aility 01“ 30mg dismnce scrvicv prm-‘idem and receiving a 10031 access. mariner based en fin:

s-elemed £0ng distance sen-ice proviéei:

E0012} In an embmfimem, a system for prm-‘iding a Emmi access flumbcr $0 a subscriber

may inciude (mt: 0r mun: mobfic devises! a prQCCSSUI‘ in mnmmniwtim Wiih the one. or mere

mobflc dcx’iccs and a processoruraadab}: stomgc medium comprising lauds. ini‘brmaliou and 011:2.

or more 19021} access numbms, wherein the primessm‘:readablc: smrage meifium is in

communiwlion with the processor.

{0013} In an cmbudimcn‘i, 21 mmhod afpnwiditlg a shims message may ins-Emit?

receiving? from mebfic device. one. or more. sis-1111:: messages, 'wl'xerein cach status message

cm‘rcsponds m one m- morc contacts in an address book storing the status ms: and

cc.mesponcling one Qumre contacts, transnfifiing one oflhe slams messages to mobile dcvicc

associaiéd with one. of the. one my mum 20mm. wherein the status mesa-figs is dispiaycti an the

associated mobile. device and. imagrmiim the mains n'lessage into an address book assaciatcd with
I

L»;{‘16 COIfiflCL

{80] at} In em embadimem, a methad in“ providing contact ini‘ennaiian on a mobiic

'mosbrecamly $.an mutantsdwicc maj;"ill¢1fld€ generating a list (sf predefined {number m w,—

fi‘om an a'ddriiss book on a subscriber’s z'n‘o'bil-e device: and for each nunstvratcerniy ‘alicd contain,

Ecceiving Gimme? Elimination, ccnnprising mm nr more ofa: {tarmac} name, a: {81633113116 numhet a
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mood message, a imiogifaphic mm 215231125 messagg. The mathed may also inchuic

transmitting The lim, associated contact inflammation and one or more instructions In iiie

subscriber’s muhiic defies, K’s-"ilfii‘eifl the one 92‘ more instruciions inmum the mobile devica to

dismay the. Iist anii associated contaci iiiitimiaition.

{HMS} in an embodiment a-sysim‘n afpi‘m-idiiiig a status message may include a

subscrin timbilc-devica mi‘nprising an address bank having Line. {31‘ mars tennis-1'55 a iii'acessor

far processing data reiatin to one. 01'11’10!‘C status wherein the. prom-53m is in

commiiiiica{ion with the subscriber imbiie devio‘ and one. 01‘ mere. contact mobiie Lie-vices

associai'fid With one 01‘ mum contacts in this {id-firm book wherein each minim iiitibiic dwicc is

in comnnmicatimn with the. processor,

[0016; iii an embodiment, a mmhod of accessing cumam infarmai‘imi am a mobile

device may inciude caching, contact inibrmation prim m powering Di'f’a mobiie device. Staring

the cached cranium infumiaitimi (.313 the mobile device? and dispiayiiig {he cached COME;in

iniiarmiitiun m1 2:. diSpi-eijg screen ci'i'thc mobile. device when a Subscriber accesses the: address

bank after the mobile device is pawered (in.

{001?} in an cmbodimcm, a muiimd Manic-casing conimti infinitiiaiimi may incimi‘e

receiving, From subscriber, an iiisimciicm i0 diai a icicphune number, wherein the teiephon’c

number is assnciafizd with one 02‘ more {ifai SESSiOi} identification numbsr, a comma-i identificatiim

.riumiicr and a cmzmci name. If one or man: ofthc SCSSiOU 'ideniiiicatimi number and the contact

identification mini bar is expired, mic or more {if izhi: session identification immhcr. {he canvas:

ideiiiiiicmion number and the maniac: name may be transmitted in a. The meihmi may aisr)

inciude I'Bceiving from the Server (me. 01' more. Of an updated scssiflm identificaiimn number and an

PETITIONER APPLE INC. EX. 1005-16
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updated contact idemii'ica‘iimn number and dialing the teluplmne number 3.13.311 one or mere 0 i" the:

updated ssssmn identificatiun number and {he updated contact iéemifiaaiion nmnber.

{00183 in an embadimem, a method (11"2-1ccegsing mmacl‘ infiiu'matitm may inuhida

receiving: fmm a subscriber, an instruction 10 did telsphem’. numbs: wl'mruin the teiephone

nun's'ber is associated with one 0111le of a Session idsntificzflion numbésr, a comm-Ci identifiuaimn

numhe~ and a mums! name. 11" one m man: 01" the sessim’z identificatien number and, the: contact

identification number is expired, a call may piaecai by dialing direct inward, diaiing mamber

EiSSUCiE—iii'c-d with the Qantas: name, wi'zercin a diai»string assmiamd with :11»: cail comprises. we or

more firs: dualumnc muii:i~£'i‘i:quemy tunes.

mm 9} In an embodiment, a sysifim {m amassing cumact informmiou on a mobile

device may include a, nmbile dwice comprising a processm’ and a pramssor~readab§c storage

madiun‘x fins-101“ng cached contact infurmation and a sen-W in BGFBmUEliCEiEiOI} wiih the mahiie

device, wherein aha: server provides updattéd (3:) met ini‘brmation EU the mehiie devica.

BREEZE" D§:iS(TRiP"I‘§0N OF "ME IMb‘u‘ViNGS

{0028} FIG. 1 depiCLs a flow chart fur ixt‘xpfim‘nenfing an axempimy caliecost feature on a

mubfic device,

{(3021} FIG. 2 depicts a mobile device disgiay u?‘exe:n;fia.ry cast infbrmaticm according

to an embodiment

{0022] H 3. 3 depicts an exempiary system ofpmviding cos: énfijm‘xmém} awarding m

an cmhodin’lem.

$31323} FIG. 4 depicis an exemplary system Oflmwid‘ing cost inl‘crmaiion according m

an embodiment.

-6“
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{[3024} FIG. 5 iilustrmas flaw chart for assigning an exemplar}! tum! access number

awarding m an embodiment,

{£1025} FIG. (5 iiiustmtes time‘th of piacing an sxexrxplm‘y long dimancc cafi using a

locai access nmnber ELIE-{Tflfdiil'lg to an en'lbodimtm,

[W26] FIG. 7 illustrm‘cs a flaw chain fer an exsl’npiary mefix‘od of accessing comm-f

i‘nfm'namien on 2.: subscfiber'k mobii: device according m an cmbodimem.

{($0.27} F10. 3 iéiustralcs an excmplm‘y system for impimnemin mobfle address {we};

immuclion according m an embodiment.

{3828} FIG. ‘3! iiiusii‘ams an. exempiary Imlhod of providing 29:11aminfimuatiun

according to an Embadimc‘m.

{‘JETETAILEE} 1') {{SCR {P'TION

{802% i: K1 ‘1 illustrates a flaw chart fur impkcmcming an mampiary callwog'i firamm

on mubiie devise. A l‘nobilc device may indudr: mobiie (3r poriahie aim-ices such as ceiiuiar

phunes, PEAS, mcdia pfiayers m the. like; A mahiie device may have a processor and a proCCSSQI'~

madame storage medium in wmmunicmion wilh the pmcessor.

301338} As ilixjsimtcd by FIG. 1, a price labia database may receive 100 cast infon'naliu‘n

from a price fee-i A price feed provides rcui time. pricing ,inibrmaiion for a pmdu"! or sen-flea

Ff 1' exal‘npim stuck prices may be availabic m an uniinc trader via a price fem,

E0031] {:1 an mnbodimcm Lil-3 jpriate {abie database may be hmmcé 0m: cantaputing

such as a smvcr, and the cost infimnatien may include {has cast per n‘iizmm for a piummy

of caEiing desiinations or the like "Yam: 1 iil‘ugirmes an mom-par}: price $1.316 databasc according

to 2m embndimem.
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‘\_.—_ y .‘\“\“““‘\“““““ M

Culling Destinatinn Cost per minutt

\
t
S\
EL

Canada E $0.335'minui'c "

 
"‘iiiéi‘ac

{00321 The price table: database may receive 16%} cost infommtion from the price face:

onva reguiar basis. 1mm cmlmdinmn, the price. {bed may ‘inciude a ram: shad pmvidac} by a

teisphune service prm-“ider.

iiifiSS} In an em‘mdimcm, at ieaxi a pill’iiml offl‘ie received CUSE information may be

stared 185 in, {he price whit: database. Fm cxampie, the price {able database may receive. a. :05!—

peruminule fur caiiing Carmdae Iffiw price table database does 1101 Current} include a cost~pcr—

minu‘m 1hr Canadaj ihc cost. il'li'm'mation may be added to fire. prior: (am-3 database. if‘thc price

table database incimi‘cs a different Ctmtvgmrvniirmtc for Canada, the Storm Gus-t inibm‘latiun may

be rcpiacad wéih the 0051, informatioa from the. price feed. in am embodimsn“ if the received cost

infs'n‘rrmiiun asanc-iatecfi with a {mi}ng deatinmiim is 1:235 than me stored a 2‘51 infcm‘naiion

assouiaied mm the caiiing destinatiom aim may be generated. "f‘hc alert nmy he used iu Imtii‘y

a Suitsstriber ofthe price discount ElSSfJCin’fd. with the particular caning dcsiinat‘imi. In an

embndimcnt, the server may {Immmit the: to a mibscx’iber‘s mobile. device it: notify the

subscriber of {he price discount,

E0034] A mapper may use the cast infhrmz—lflon containmi in the. price iambic database 1:0

map 110 cost infomufléon its one. or more phone uumbm‘s in a subscribm‘k address beak. In an

crnbm’limcm the mapperme1112516pi'c—dafinad mics to map Hi! cum ini‘hrmaiiun m a comma
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number A mntact is an wiry in an addré‘ss buok that is accessibir‘: by a mwbiic device. A camact

rmrnbcr is a mobile device number associaied with a camaca. in an embodiment, ihe mapper may

map 1&0 cost énfi‘n‘mafien in 0m: 01‘ mam contact numbers using prwdafined mica The pre-

defined rules may he used to determine, for examplm a willing dcsainatim}, Wham-3r the phmw

number '1‘Aeil0ngs {0 a iz‘mdline 01‘ a mobile device, or the like.‘ For example, in isreml, iamdfin-afi an:

provigioncd with the {:Oumr}? cede. +9132 i‘bllowed by an area code. ranging from “i ‘ 10 ’9‘, with
u-. .

the excepi’iun 0% ‘5 Mobiie phcmc numbers Iypicuily begin will: ‘3.’ 1le subscriber has {he

phUnC number “WEE—538832.34” 'n, his address book, the mappex‘ any USB ext-e {1r {3101‘s prc~

defined rules £0 determine the comech {lumbar is a iamfiinc number is Isli‘acl‘ The mapper may

USE this ini‘bnnaiion 10 map the mrrcsponding cost per minute 10 am: ur more wnmct numbers in

a subscriber’a adéress 35.30011

{0035} In an mnbmiimem, the mapped 0051infarmationmay beti‘zmSL'z1iE'ied m the.

subscriber’s mabfiic device for display 10 the subscribe!" FIG. 2 depicts a mob}; 1;: phone display of

exempiary cos; ii'd’mmmtion according to an fimbedimem. As iliusi'rmed, 111C £2051 1:3 one 01‘

more mamas in a subscriber’s address book may be. displayed. For Example, caning Jim on his

muhi} phone cofls $0.0 {Kimmie 28!}, whemas calling Jim on his iamdline phmne casEs

$0.811r’minutr: 205, The subsaribcr may um this ini‘hrmmml to make an £1111):de calling

decisifin regarding which number w 321%

{0036; in an mnbodimem, cast ,infmmaiiml may be pmvided based {m asgociaicd
«

calling plans. As iiiuszrated by E‘
V

G. the price table daiahase‘ may incinde c.0531 'infium'mtiun sue}:

mubiic: gym-idem“ sailing pians 308, a. s:est—pat{4113111116 ‘3’32116395. astsocmted with the 031%ng

piansia dialing prefix 31!] pI‘UV’iSiDi'lCd far each sailing plan anrla'tn‘ the like. In an. embodiman
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mi on a reguiafiyr47.the. price. $83336 defiabass: may recsive this cost infommiiun $0131 61:: prim:

upda ed basis.

{0037} In an embodimml, {he mapper may map a cmi‘act’s number with the

smscribefs 028%ng piam and the currcspunding cost infurmahon may be displayed. [0 2‘

subscriber. One. 01" more. contacts in a subscribC1‘°s addrea's bank 1113}? 33c dispiayed with cost

ini‘unmtion basad on the subsoribefa amfl‘m the contacts caning pian. For e:<amp§e, MG. 3‘

iiiumai‘es exemplary ini‘bm’aatien aha: may be displayed cm a mobile devica. A camacm number

31511135” be listed with a COSi—pfil‘hmimflc value 328 and a caning pian 325 associated with the

number 3'! 5.

{0338} In an embodiment, the :‘nappm‘ may use a mmam’s phcme number to determine

calling destinmiun ini‘brmation such as a com-act‘s iocale, whethm‘ the coniam’s number

'cm'rcslmnds m a {aniline m a muhiie phone 02‘ ’lh‘i iikfi. After caliing destinat‘xon inthm‘lation is

dstm‘mined, {he nmppcr may ma? at least portion 01’"th caiiing desiinatiun infm‘maticm to the

Subscriber’s calling pian. Fm L‘Xflm‘lpi‘C? a subsc vibes: may wan: to U311 21 comm: who. has {we

numbers. The first number may be a Mndline in Israei whiie the gccond number may he a msb‘ih?

phnm'c in Israel. The mapper 11mg match the subscriber’s Hing plan wiih tilt: desfinatim

m: that cost. infurmmion assuciated with cafiim; {he two nun'ltmrs.inibrnmion to deitrm yr;

{8039} 13 an cn'lbodimsgm, mullipie service providers may be ufied to {3% so a caii. in

such an embndimenh the mapper may map cast i13f11»:'1lla'ti0r1 asaocriated whh all necesgary

pl'm'iders an E‘hai .2: combined price may be. displayed to a su’baeribcr. For cxampim ii‘a S‘L‘thCFihfll‘

nails an overseas cantata using a longfiistancc service max-rider, the cast~per—minut‘c may reflect

both the £0an di‘gim‘me prOK-"idfil"5 shargfis as well the kami mobiie carrier’s airtime charges.

40*
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{0049] FIG. 4 depicrs an enviromnem suirabie far practicing the ill'usrratiw:

embadimcms. A pracessm‘. such as a saver £280 may inciudc a mapper 405 amflor a price table

database 4: 0. The sarver 400 may he in comnrunicafiion with a price fried 4.15 and one 0r more

mobile devices 428 via a .n Grimm. 425. The server 40!} may hr. impien'mmed on a standeafione

urrmputer 3.353191110112121); hr: impkmcnted by distributed camponenrs such as separate aisutrm’ric

devices.

{(10-11} in an embodimtm, a subsrrribcr may use a bead access number in. place a long

distarmt‘t call. {owl access number is a £023? ’{eiephonc number a subscriber may cmpioy m

Emmett m a (terrain 1mg disiarrcc service pruvidar. FIG. 5 iilusrrales an axmnpiary firm-r chart m“

a method fur giving a law! access number according to an embodimem A suhficribcr’s localie

.ini‘hmratinm may mesh-ed $09 by a server. In an embodiment, a subscriber may usr: a mobile

device in subscrib-a to a lerccommunicalirm service via a dam Sine. F{11‘ cxampie, a subscriber

may access a bk‘OWSGT re irammit. an H’H‘P request. Upon regisn‘arion. a srbscribsr may provide

incah: irli’m‘matiun such as an. area code and a 'ielephmre number. a zip emit: (31' the like

corresyunding to the subscribar‘s. current Eat-mien. '"i‘Thc focalc informmiom may be cammunicmcd

m a. server.

[0042} In marker embed‘imcni, locate infbrrmrion may be. amamaii‘ any FCCBiVGd Sift")

a server. For cmmpie, the iocaie information may be mummified via an E FYTP bum-“SCI in a

server where it may be processed by a scrvics dehwry .fi'amewer}; {SDF'}. ’I'hc SDF may ha:

mime of'ihe subscri‘rscr lucal’c infbrmmian, such as a Mobile Sysrcms hrrerrlalionai Subzscribm'

Identity Nur!1ber{MSiSDN_}, and may finger: sush iuibrmatieu mm 321 1*1’Efl'I‘ZPheadar. The header

may be transmitted to the serwr whcrc 1hr: mappcr may" extract 1hr: lgmie informarien.
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{0843} In an embodiment, the mapper may map 510 {he loca‘re irri'ern‘ration m a

database ef availehre access numbers. A ‘meai access number rrzay identified 520 based en t?

subseriber'e current leeatien and the identified 30123] number may transmitted 538 to

{he subscriber‘s mebile device.

{9644} in an embedimemi, the mapper may generate a: list efleng disiance service

providers baking Zoe-22$ :CCSESS numbers Cerrespmrdmg to the subseribefs {ecarle sewer may

ermsmir the fist via a data Fine re the subscriber’s mobifie device. The subscriber nmy seleei a

long distance sen-“ice prrwiréer, and may receive the eerreaponriing .‘toeal {recess lumber rm his

{0045} In an embrrsdimem, the subscriber rrray use the meal access number {0 connect to

a chaser; long distance sen-nice pr‘ext-‘ider. The subscriber may mammfly input the lace}: access

nrurrber. renew-red by the desired, hug—distance phone number. Ahernatireiy, the subscriber may

empley an appfieairen, such as an address beak. to automate {hie pmcess. For example, a mohfie

device’s address book may inerude a longdistenee auiommic dialing feature the: L News {hr

quiekdiaiing Ufa previmrsly entered 106er access code.

{0346} in an embodiment“. an existing address: bunk may be yeprfiated with the See-3'1

arteries number for future retriera}, in an embedimem, as a subscriber trareis, his awhile device

may receive and store new See-a} access numbers; based on 2, is current {martian

{6947; FIG. 6 riiueirates a srrethrnd of phzleing a long distance eefi using a ieeel eccees

number ate-certing to an embedimem. Fer exampie. subscriber whe wants to mere 3 rhirdfierry

long distance call may regime-r 6W} far 21 30mg. dirtance service using a browser err his rrrehiie

devie‘c, Upon registratiom the Subscriber mar-1y be asked to. provide 605 beak: inf‘urrnationg such.

as a meal isle-phone number with arr area eerie. The ioezfle infermar‘ion may be processed 61%! by

-17
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‘

the server, am? the subscriber may weeks 615 a list in" ens or more. Song disk-mth saw-ice

providers. The aubscriber may select 62!) a long, distance service px‘ovidsr and may remix-“e 625 a

1003} access number base-d {m (be seiscted 1mg dismnce provider 0n biz; umbiie device. Thai:

subscriber may emp‘my the. Iocaé access number for as long he remains in his current. Eacaiion.

{fthe subscriber‘s aridress book is equipped Witt“; a. flung (iistancs auto—dim balms, ii may 11*:

samomavi'icallj; popuiamd with the 30m} 3692658 rmmber \A’hfifl the scrwr transmits it to {be mobile

device. if i‘ne subscribtrr changes §(‘}C3{il'3n& he may as: ccss his 30:91:31? am the subscription. site?

enter a new wits-1331mm numbcr and area code: and ruceiw a new ice-a} accesg :mn'xber. "i‘ha

gubscribcr’s {ski access number may be. 510ml for Rate-r use.

{0848} in an m‘nbodimem, a 30m} $100255 number 3113.)“ be automaaticaiiy dialed for the

subscriber, and may 01' may nut. require Subscrihtr confirmmion. As such, the subscriber way

an} need to Specify the praibn‘cd fang distance mimber to sail. Far example, subscribm' may

select‘ Ur input 1.113 pm hired bug distzmae number tag) C3”, and an appiiwtion on {he mubiit‘
\n

K: can! by auimnaticaiiy diaiing the access code focai m the subscrih'erfi E0023:madevice any giaci

in “onnazion. As descrihad abovm the {mafia information may be ascefiaincd based on the.

mleplmne number prm-“ided by me Subscribe? at Sign“:sz 01‘ by extracting the. subscriber Ecmafc

in.i“m‘_l1,‘~.;:3’£i 0:1 fi'om 2m HTFI’ hsader.

{URN} For axampie, a mobi‘ic usm whu wants to piace a, brag distance cali may $6220? a

centzact from his addmss have}: m can. '1"h¢subacribu1"5 iong distance subscriptim sarvice may

aswrmin the subscriber’s 100311911 by cxts'aming lacalc inibrmmian from an UTE"? header

transmitted by the: subscriber‘s {$0113 01' by ihe Eocaie infimx‘rtion the 31.;b5cr3 her pi‘uvided at

sign—up. This SGTV’SE‘ may may the subscriber‘s iocatim to an appropriate 30cm access number

\«rhich may he to {he suhsm'iher‘s mobiie dE‘x-"‘1Cfl. '3‘} subscriber may make 0113 at more
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selections to dial the :cccivcd local acceSS number. Allemaliwl the smvice may autoflial the-

102211 number and connect the. call William file subgcfiber being aware that 21 local access

l‘l'Lll’nhBl‘ has been dialed;

10058} HG. 7 llluslratefi a fian-‘me1rll‘cw an exemplary mcfhml Glee-cessng cam-act

information on a subscriber’s mablle device awarding m an. embodinwm, When a subscrth

first execasses a SCI‘VC;'?E‘}S;IS€CI mmbilfi adclrcfis book appli‘cmion, tht: subsm‘ibcr may cxpcrimce a

significant delay while the address. bank 311cm piss in l‘fiiflfiVE: the Subscriber’s addmss book. from

the server. In an en'ibodimem, a cache inhe address haul: may be creamed 790 before the:

subscriber’s awhile {mice- is powered all”. The each: may include contact in’lkmmilun slam} in

“the. subscriber‘s address bank during. the lasi aginplicalion sessim‘ ‘ll‘ur examplq {he cachs: 11121);

includa a contact"s hams, mm or more telephone numbers assmzialtd Willa {ha mmacl, a status

nwssagc associated with the contact andhr {he like.

{005.1} in an embodiman a status msssa intimates whelhcr the Gamma (mlng
. b .

,. V v-+- .41 «.4. '3‘ a “l
'1' the Elks, rmsgagc includes infin‘matiou relating m a Eli-HUS or slam:- ml 2-:

gubscriber, and 031‘le presented amamlatically to anyone WhD attempts to Contact the subscribcl’.

m prm-"ide. further intbrmmicm regarding the subsuri‘ber‘ In an ambudimem,The smms me'fismce n
«a

v.

cxcmplm‘y slams massages may include: “liming; a bad day." “In a. mesl‘mg.” "Al the gym, (31‘

[8052} in an mibmlirncng the car.th may be 51'0er Til! on tbs subscriber’s mobile

device. When a subscriber pawers on his mmbile dawicu at least p011le ml” the cache may he

displayed 72!}10 a subscribm until a frail upload Ui’cm’fiam inmmimion can be obtained ll‘om

the server. For example, when a subscrilwr accesses an addrms book application aiicr paw-19mg

on his mebile device, the subscriber may list? presented with a cached version this address book

gig"
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that may inciude. contacts“ manic;th iciephone immbcrs, status measagc i111d4"0.1‘[h€ iikc: which WERE

mired in ihe cache prim to the I‘m-(stiifi device being pews ed tiff.

{01153} in an embodiment, iiecause the server may take 2-1 significant amount oftimc t0

upload a compicie hash address book, contacts may be updatcd in a panic-mini order awarding to

an. embodimem'. Fer exampie, 1h: iirsi S'QBVCI‘ELi CUI’RQCES {hut appear in. subscriber‘s awhile

device dispiaw may have their iaibrnm'tian updated first. Al‘wri‘imiveiy, priority may be given its

0116 m- more prwdstermined coma-12m

{0054} A. prebicm may arise when a subscriber Biten‘xpts m 033i 3 somact’s Leiephune

number using cachet} addrtfss book. in an cn'ibudimeim the cached inibrmaflun may include a

contact 'idtntiiicaiion number assauimed with com-act amii‘m' a unique ssion idemiiiczfiim

numbei‘.. A cnntaszt identification immb‘cr a unique idemii‘icr asamiaicd with a certain contact

in an 3616:853th A Session identification number is a unique. identifier asmciai‘ed with a

caiiing period, The unique sessiun identification number may remain valid fur the iengi}: Gian

cuiirc calling pm‘iod, which in an: unbodimem, may be the period Bf tims from when the

application powered up and. connected until The time that the appiicatinn is powered down. A

sumac: idcniii‘icaiiim number may assigned to each cumam, anti may remain vaiici far the

duration ofa caiiiiig pmim‘i. In an embedimem, the. unique sagsion identificatimi uninhar and the

cmmct identification numbers may expire after the calling, permd has: chased, thus rendering

Ea,«4them imaiid {hr S‘ubsaqucnt calling 5233mm. As 31min whim subscriber attempts to ca,

cm'itact with sink: stains ini'brmation, the appiicatinn may attempi to dial in with an expired

sassion izicntificatian number ands-“01' reference an expired mm‘aci iiiumiiicaiitm I'iun‘iber, which

may resuit in call fixiiurc. While a deiay may exist whilc the server reii'esh'cs and updates a
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subscribefs contact iz‘lfbnna‘iicm, a Sen-"ice pmvidfitr may want in a subscriber feeling at"

being lagged Olll'C- file network as soon as the subscriber’g mobile device pUWETECl an.

{[3055] For example, in an em’ooclimmt, ifa subscriber SC‘lCCiS a czan‘mct fmm 1hr cachcd

address beak havng expired status .infm‘maiion, the cumtact‘s phone mmbar may mt be

immediately dialed, lmicad, the subscriber’s mnbile device may dial a server and may clispatch

the name ol‘ihfl desk-ml callea across a nem'urk. The Scrwr may sand hack scssiml

identification mmb'er to be utilized during {he ‘alling period max-"0r a comma: lnl‘m‘mation

number that reifircmea the callee. in an embmlimems {he server may also send a local access

number m be used to camact the C'illeel Alternatively, 1m;- call may be complmml William the use

Ufa local access“ nmnber.

[0856} In em embmlimenp ‘1 subscriber salads a contact from {he came-d contact lisl

having; stale status inlbmmlicm. a prepare. mall may be sent to {he sen-Fer, The pl‘gpztre call may

includs a session identificzuima lumbar, callccls contact identifiwtian number, a callee’s

contact name ant} the like. Tl SEYVC‘: may send back 2: MW sessimi identificmien munber for the.

53"St: scribe]; a: contact in‘ibmmtinn numbm that mfmmcas {he caller, lucal access number it: be

used to canine? the wallet: amdx'hr the like.

{0957’} 1mm ambodimmt, if a summile Salem; :3 caramel; from the cached Ltumaci‘ list

having stale status informaliom a dived inward dialing (135%)) number 0f”th callee may bc:

{llrectly dialed, and tlm duaHone nmllleeagmmy {HEMP} tones Qf {ha caller may 1sz appended

to a dial-suing associated with the call. DH) number is a feature- ul‘l‘m‘sd by lalepllone

cempanies I'm use. with cusiomm"5 private branch eml‘mnge. A telephtmc campany may allocate

a ran {3f numbers. all connected it: the cuswmers’ PBX, AS the PBX recs-Wes calls, 121;: number

that caller dialeci may aim be presented so the PBX can route the call to the mrgst callec. Fm

4,5,“
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sxemlpiae, DH) mmxbers may be obtained by adminiswmors of a V{)1}? netwark and assigned {.0 a

gateway in the ns’zwork. The gala-my may mute mourning (321138 from the new-tick to appropriate

VOIP subscribers.

».-4 )u-({0:358} in an cmbedimcn“, Stiff {if D )s mew he assigne i m a gateway. The gatewa;

may then reafisign this DE E35 w a panic Mar mapping of wiicr—caiicc. For ample, (“z-flier A may

have {an contaci‘s, A~K. Each contaci may be zxfisigned a unique DID number. When Catlin A

«a
eiects a contact fmm hi3 cachfld cums-get iis Caller A is, in Cfibci, sciecting the. DH) number

VJ}

assmiatad with the contact.

a
‘iber selects :1 0011mm 1%st the. cachefi comma 1551

p
{0059}: In an emhvéimem. ii’a. subac

lwving cxpircd status infm'matim, a caiiec’s DH) number may be directly dizfiud, and the DID

number and [hit .idi‘mification n‘umbm‘ of the calier m 213‘ appear Wiihin {he Liliai—Strzifig...

{(31160} in an embodiment. a subscribfir may use an addrsiiss book on the subscrfi‘aer’S

mo’nfie device to call {mu my mum: commas stared in th" add book. "[‘hfi subscriber may

wmmunicatc with. ihesc contacts by diaiing the «mad dimmiiy, by 331101ng Chm 11185521ch (K1318

like. FIG. 8 iiiusirai'eS an exemplary system for Empicmemmg mobile addrcss bunk inmmfiien

5 wording to an ambmfimem. In addition in being stared Eucally an a mahile fie‘vice 800, the

mnmct infurmatiuu'i in a subm‘ribcr’g address bank 305 may 3150119 cached m1 serwr 8143

which may If: guiafly update the address book inibmmtion, The server may send informatics:

abeut E’hc subscribe- comzmi's m the subsw‘ibcr’s mg)ch device 3%)!) ii became avaiiabie. in

an emhfidimenh {he Subscriber’fi nmbiie device 868 may pm the server specified imervfis m

receive updates about me subscrfiber‘s emit-1cm. Updated information may be integrated int‘c: {he

subscriber‘s m'obiie mkfiress. book 305 for file subscribe: in amass. in an embodiment; mmau

infbrmmim nm'y inciude a status messagfl or the “ice.
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{[3961} As F 8 iiiustrates, bkdirsctianal cmnmuniuaiit’m 815 may exist. ham-“ten the

server, :he subscx'iber’s mobile device and the contacts 820 who appear in “the subscriber‘s

addréss beak. in an embediment, the sen-=61" 1mg push. inib'nnation, such a status mess-age

associalcé with the subscriim, to 1m: contacts 8520, The sm‘wr may also mi} ini‘brmmiun from

the cmuactis 820 [my transnnissiun to this subsm‘iber‘s mahiic device,

$3862; For exampim ii’the suhscriber wishes in change his status message, the

subscriber may set a new status using his. mobile (flex-“ice. 'i‘h'c. new status message may

then sent to the 8CTV‘CT m be pmpagaied {a the. subscriber’s cuntacts. thn {he server receives

and processes the. new Sig-nus message, the server may send "the nuw status message. to an {31" the.

subscribur’s mamas.

{[3063} PH}. 9 ifiumrai‘cs a. meflmd {wi‘yjt’mviding wmacl ini‘bmm‘iiml according m an

embadimmt. A server may receive 96”} one or more. slams messages: such as a hobgmphic
r

z‘nessagc, frmin a ElihSCiibCT'SS mobiic dads". A Emingmphic masmge remiss in customized

messages than diffisr based on which contact inquires about the :3ub3cri1m“s 5131113. That i5,

diffbrcm contacts may be pr'fiemed with dif‘i‘erem massages depending on {he idemin Dime

contact. The. pregent dismsgian imended {its can‘mrehcnd a unenwmn‘c correslmndence bum-em

mewages and cumactsgéut is m3»: so limited) and also includes messagea directed. l0 subsets m“

more than one mmact. For cxampiefi a subscriber’s holographic message may read “I‘m in a

meeting” to work 0011er gues, but Hwy" read "‘1 *m unm'aiiablc“ to 5.1} oih‘cz‘ conia‘cts‘

{0064] In an embmfinmm a subscriber may set a haiographic message using the.
V

subscriber’s mnbiie phune. The subscriber may identifya, megsagc for; a specific contact. 13or

exampic, a subscriber may set a huiugraphic message that reads “HE be home. at (5:38pm? in his

“Ej”
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wife. '1. he: subscriber may aiso set a hulugrapbic message f0 ‘ a specific contain group. For

examp}; a subgcriber may set a homgraphi: $185381ng that reads “N {ha beach" to his friends.

{($065} In an Embodiment, the helograp‘hic messages set by a subscriber may be sent in

the sen-=13: 10 be mummified in the. contacts in the subsaribm‘s contact bank. Tue serve: may store

910 a helog‘rfi‘qahic message and corresponding contact or cc:me gmup. The server may {ramsmii

920 mm holographic 1115:5321ng the mcbiifi: phenes of {h appropriaie mntacts based on the.

comaci’s name, the mnmct’s grmxp or the iike. In an mnbodimam, {he server may inmgmie 939

{he hoiogz‘aphic message imi) an adfircss bank associated with a cozzmm. The may transmit

0119 or more instructions {0 a mnmct‘s mubila device instructing the: mahile device. 1.10 display the

holographic mess:

{0366} in an embodiment, a first OfmCrSE—recently caiisd mamas may be kept. For

example, Hm 83: may reflect the. East zen cumams subscriber Camfid, chai‘md with. chzmgefi {-1

status message. 'éhr, or 1116 Bike. 'I‘ypimiéy, a Subscriber‘s address beak is stored on a. SOI‘V‘C-l‘. and

push prCSCHCL’ technique is millimd m amass cmmci inlhrmatinm. srmh as a status mesgage a}: tho

Bike. In an. erribafidirncnt, ihe push presence technique .z‘equir'cs subscriber to wiricve the. iatest

cuntaei imbmmiion from the survey 'E-Inwm-"er, a Subscriber who as man}! contacts: must ace-€35

the sen-war numerth times in archer to View amulet in'ihmlai‘ign. which. may drain the: battery of

the subscriber’s mobile dex-“icu. As such, a fist mfmusi—rccemiy called conducts may be kept. This

iist may be stared on subscribcx‘s {nubile device er cm the server. Ii‘ihc H37; stored on the

server: the server must 01313; push the mamas: infm‘malim] associatefi with the cgntacts in the.

mustamcemiy CHUGd i‘isi. instead uf’ii'ie mama-1m ini’brmalivn 1701‘ every watt-sci in the subgm‘iber’s

address. book.

49..
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{906?} iii win be appreciated that varims ofthe abe‘ve-disclssed and other features and

functions, or aiismatives thereof; 1 y be desirabiy combined ink} many other (iifibrem‘ sysi‘cms

01‘ appficmions. AESQ ‘ii‘lzéll‘ vari 01.15 prrsseml}! unl‘brescen 01' unanticipated ai'im‘nati‘ves,

madi‘f‘muiions, variations or impm\-'s,ments Ii‘mrein may be subsequemiy made by {hogs skificd in

the 211.1 which are aisv intended in be ancoxnpassed by the ibliuwing CiaimSw
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(I LAIM S

#31533," 1’5 {hinged f5:

1. A method of providing cost informatia 3 assaciatcd with one or man: contaciz numbers in

an afidress beak, {he mmth mmpriging:

raceiving cast imfmm'iation;

flaring, 1hr: C03": in‘fm‘nmtiun;

mapping, at 2mm a portion LI the cast ‘izrlfcrmation to am: or more caniaui numbers using

{me 01‘ ner pie-defined mics; and

transmiu‘i mg the mapped cost information in a mobile device;

The mezhmd 0:“ claim 1, wherein receiving amt .ini‘bztn‘miion compri reitttivmg €051

infimnmicm {mm a ratesheet. pmvided by a smvicc pmvidcr.

JJ
_. The mathefi (1531mm 3, wherein receiving cost infornml‘ion comprises receiving; (:08?

inihi‘l:1:3'1§(:n fi'um a prim fiffibd

4. The": method of claim 1, wherein mapping comprises. using the pie—defined rates to

determine an: or more of a (2'5:ng Eocatiom a phone typc :- nd a calling plan.

a. 'I‘he method 0.1" ciaim 1, Whfll‘cifi mapping wmprises me gaping m least a portion 01‘ {ha ms!

infi‘az‘matiml to one or mare contact numbing in an address bank, whci‘cin the adércss hook is

stared on tha Innbi‘ie daviea

42.}-
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6‘ The maimed of claim L \u-threztin transmitting the mapped {305i inibrmat’im cmnprises

intagraiing {he cost iniibn’natimi into one: 01‘ mare address bimks assuciawd with Lane or name:

Stabscrihera wherein at icast a portion oi‘ihc cos? infmi‘natium is dispiagycd to the one or mere

subscribers.

7’. ‘i‘he methad 0f claim 1, further CDi'I’lpl‘iSiX‘lg:

dateifmining whether there is a digcmiiit assi‘acia'icd with fin: mappad cost infm‘malicm; and

if a discuum is determined to exist, transmitting an 3ch m the mobile device.

8. The method {if ciaim 7, wherein daten'nining whether there is a dismmfi mmprises:

ccmiparing the received cos: is‘flbrmafion wiih the stared cost infiirmaiion; and

Him i'cceiveii cast inibrmaiimi associzu‘ed with one (31' more ieiephime numi‘wers 1:333

man the stored msi information assuciatcd with “if: contact numbers, genm‘ating an aim.

9. A 33%th ofpi‘O‘v’iding cusi inii‘n‘rnaiimi assmciaicd with one or mere cmmmi munbcrs, the

system camprising:

{me 01‘ mars mobih: devices; and

a pi'flcesssr far pluses:ng Cost inihrmmion, whevin {he gracessor is in communieatinn

with the one 01‘ man: Imbiia devices.

£0. The. sysmm ofclaim 9, further comprising:

a. price table database in mmmunicatimi with a prim feed wherein the price: tabla

database omnprimx cast .iiifmrnafiim.

ii.) 5?.)
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E ]. 'Ti‘he» system of Ciaim 9, firrflrcr crrrrrprisiug:

a mapper fur rr'rr.rp1_xirrg crust irri'urnmrinn, wherein the mapper is in C-Drrrrmmicafimr with

{he one Or mute nm‘rriie devices.

12. mcr’mfi oi‘pmviding a. Meal amass number 1.0 subscriber, 131:: method mnfirprismg:

reach-Ping subscriber locale- inihrmafim indicating a meatim {:17 a subscriber;

mapping, the subscriber “weak: infurmarirm {a {me or more iota} access; numbers;

identifying, from the. out. or men: ioca} {rec-:55 numbers, :1 Email access number

correspmlding 10 {he subscriber 501331;: ini‘brimtion; and

transmitting rhe icierrrifieri 10ml access munber m the subscriber‘s rmbiic device.

13.. The. method Ufclaim 12, wharein rrt'ceiving subscriber Eoczifie infin‘matiun ctron'rpriscs;

receiving frum subscriber‘s mobile, darice, resale informatimr prm-‘idcd by tin: subscriber,

sAv-‘hereirr the. ioczzle im‘rrrrrrarim cemprises a rekphmre number and an area code.

1&1. The method mf claim ELK wherein receiving subscriber locale inmrmaricm mmprises

arfimnaricai'iy receiving; the Subscriber Eat-arc inflammation {mm a brim-Bar on, the Subscriber’s

ES. The. mathod ofrlaim wherein mayping the. subscriber loo-aria ini‘omwtion mmpriscs

aurornmically derermining, by a mapper, me or mere baa} access numbers based 0n the received

subscriber incaic rnibrmatiun.

m214‘
r
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16. A nwthod Ufplacing 8 ca“ using a Ema! access nun’lbcn the meihmi can’tprising:

tramsn‘iitiing subscriber Euczfle infm'i'natit‘m to a pi‘occss‘nf;

remix-fin fimm the processm‘, one 01* mere iong; distance service providers;

sehzc‘iing a 3.0113; distance serviw provider ‘i‘mm the pi‘uraliiy 0f fang diamante service

prim-“idem; and

rcceiving ,3: Email access 1111111173: based (m the miected hang distance service provider,

1?. "file n'uttl'hod of Claim 16, whfirfitin tramsn'litting subscrihsr ioeaic infigrmaiiion compri’ses

transmitting subscriber EGG-die inibmaa’iien pmvidcd by subscribcn \r‘h‘cmii‘; the subscriber

Eacalc information camp-rises a Eviephonc number and an area wide.

18. The methnd 61" claim 16: wherein Iranamitiing subscriber iocaifi in‘fbrmaiimj mi‘nprises

aumnlmiczfiiy {rangnflt'tix‘lg Subscriber meals: inflmnaiim fi‘om a bmwser on a mob-iii: dSViCS.

19. The method afciaim 16, whizrein rcccéving a! meal "JZCCSQ ,tmm'bcr CD‘mp‘riSCS

auwmaliczaii_\g pupum‘ting an zxddrcas book an a mobiie. dew-ice with the {ma} mama Illln‘IbCi‘.

20. A 5§-‘stem {101‘ providing; a locai access number to a subscriber camprising:

One :3? more mobile devices;

a processer in commmicafion with {he one or more mahiée devices; and

a prucessomemfiabls Sim-age medium comprising lumie infhn‘naiiuu and. one Dr 11mm

lecai access Dimmers, wherein the pmCCTSSOIFI‘Badflblt: storage medium in communication with

the procassm'.

3:4.
A.
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E. A mitihoé ofproviding a. Status magsagc, the. metth comprising:

weaving, from a mehilc device, ma 017mm: status message-a wherein each status

curre-sponds to {me 01' more Gunman in an addrcas book:

smri mg the stat-mi: me ssages and corresmnsiiing 0n»: 01' mm“: contacts;

i’ran‘sn’iitting 0m: ofthc status messages to a mobile. device. associated wiih am: offlic {3m}

01' more mmacts, \si'hemlin the 312111.13 message is Lilspiaycd on the associated mohiie device; and

integrating the status massage into. an address bunk associated with the contact.

’i‘hc nmilmzi oi’cla‘im § , wherein receiving me or mom status msssages cmnprises

receiving a status message associated, with a mmtaoi group.

(:3. The metimd 0f ciaim wherein iransmifiing (me 01’ the status; messages comprises:

dctemfinfing the contacts correspm'iding to 111C. slzitus t'ncssage;

LII
identifying one or more mobile (lax-ices a: seemed with the correspmding mutants; and

{z‘zmsmiuing status message to that mobile device-5 assvmfiatsd with ihr: canesponding

contacts!

'24. The 111mth (3f claim 21, wherein Migrating the status message comprises instrwiing a
0

mobile: device 01 {he mmaci 10 display Kim smms message.

23. 1X n‘ycfi‘md (yi‘pi’miding flunlaci infimnatinm on a mobile, device. the method, cumprising:

gmmral‘ing a 3&5? of a predefined number of111051.—.1‘cc.cnfiy £21822} mntacts from an addrcsss

book on a subscri mr‘ nubile device;U: a

3) fig
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for cash mastureccmiy called contact? reaching com-am ini‘brmaliom, comprising 0m DI

mare of a. Bantam name, a Ieiejphon'e rmmbm {med message, huiographic message, and 2‘

status message; am

transmitting ESL associated cenmct information and em: or more. instruments in the

subscribcr‘s mobile devict, *A-‘herfiin lbs (me ur more. infitructmns insiruué the muhiie Clfivicct m

dispiay the iist and asaocimed comact il'rfhrmatimL

w. A sysium a? p‘ruvidéng status N‘lcssage, the system comprising;

a subscriber me fiilc device cvmprising an address book having one or more centaci‘s;

processm fur precessiug data fainting to. {me w more 3121qu n‘zessagfis, whcrctin {he

procassor-is in communicaiiun with {ht} suitsscriher nmbilc device; and

one 01' 111(1er ceniact mobiic devices associated with (me 01' mom {101113.215 in {he address

book, wherein each mama! mobile device in gun‘nnurlécaficn with the proceswr.

27; A methud efauccssing 0011mminihfination On a nmbile dcvica the method cemprising:

cachin contact infbrmaiion prior to powering off a mohiia: device;

staring 1M cached mmact infi'n‘matim on the i'IthflE device; and

displaying the cached sumac! in‘i‘ormalion cm a dispiay screen of the mobiie deflate when

a 51.:bscriber accesses 231:: address bank am: the {white device is. pow/"Md on.

'28, ‘i‘he method ofclaim 2?, wherein caching summer infbx‘matéon comprisss caching

inflarmmiaim from an address mm associated wifitt thc mnbiic device.

“?.6‘V

PETITIONER APPLE INC. EX. 1005-37



PETITIONER APPLE INC.     EX. 1005-38

WO 2008/085614 PCT/US2007/086063

29. '1‘th mcthmd ofciaim 27, wherein caching contact imbrmaiien cumprises caching one 01‘

mere ofthc {bfiewingz

a name oé‘a comma and

a sumac: number associaicd with. the contact.

35}. The meihod as?" claim 2?, hirihcr cmnprising:

meshing updated cantata}: infimmtion;

replacing at. £633! a pom-i131: (:rt‘the eta-chad Gimme: ini’un‘nalim with the u'péaicd "contact

inibrmmim}; and

disfiguring ihc upéaicd tarmac: information an the. £1inng SCI‘CCIL

31 The mefimd Of ciaim 3i}, wherein replacing at 23331 a partial} of 1h 2 contact. inihmmtinn

cmnprises:

r'ilgfiacing the cached contain ini‘brmmion fin a spemficd girder, wherein the. mdcr is $35335.

:3 centact infom'latien in ‘Eht’: adv'iress beak.V1)
on the: position oft}

The nun}:th Ofelaim wherein remitting at least a poriiim 0? {he (30111601 inib-rmaiion

comprises:

repiacing the contact imbmmiion in a Specified Ul‘dfil‘. wherein 1h: 016:3 based on a

predefined primity assecimcd with the mama him-maiden.

:27-
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33, A meihud of accessing CODIECI inibmiiition, the method compriai 11g:

receiving, fmm a subscriber, an 'insi'riictiiiii m dial a telephone number, w} erein the

t‘?i€}3i1ffixi‘1fi number ESSGCiBth with one UT more. Ufa session ideiiiiiicaiien number, a. comm:

idel‘flificafim‘: iiiiiiibfir and a contact name;

iffll‘lfi or inure. offlie session, ids: iiifiC-aiimi num‘mer and the contact identification mambcr

is expi ‘cd, transmiiting one or mere ui,‘ iiie session iderti‘ication number, {ha contact

idcntifica‘iion number anti iiia: L‘Qiiizict name in a sewer;

receiving ii‘om {he mic or more (ifiii‘i updated sessiun ideniiiic-aiicin number and an

updated contact ideiitificaiion Hun'lbm‘; and

dialing {he teiephom: number using {me or more at“ {he updated session ideniiiicaiimi
u1

number and the updmcd comma idemii icalion numher,

A iiieiiiiii’i iii“ accessing C(iiitiici inibiiiizitien, the method minimising;1/3 :5;

racciviug, ii’om :1 subscriber, an instruction to dial a. mic; ho ii'Limbei, wherein the

ialephmc iiui'nhizr is agsociated with one or m ore. Bfa session identificaiion number, a. maniac?

identificaion number and ii minimal name; and

ii’o‘iie 01' mow of tilt: session idfiiitifi ‘flfiflfl number and the. contact idei’iiiiicaticii‘i number

is cxpir‘d:

pliifling a mi! by dialing a direm immrd diaiii‘ig number HSSDCifiiCd with the.

ciitiiact i‘iame, wherein a diaivfifl‘i 11g associated with the 0311 Ciimpi'ises one or mum iii-31

d'LiaLRiiie iiiuiii—ii’miieiicy macs.
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35. ~The meiimd (if ciaiin 345 wherein diaiiug a direct inward dialing 1‘: umber cm‘npi‘ises:

appending Que {3?11101‘8 secrund duabmne muiti—ffcquency miles associamd with the

su'iiscriher m the diaivsiring‘.

316, A methud Lifciaim 34, wherein piacing a can comprisegz

dialing a direci inward dialing number associated with 1‘} 3 contact nama whm‘ei “i the

diaLstring assoaimed with {he a: ii comprises the sessiim identification mmiber and} the direct

inward diaiing number;

37} A system far accessing contact inil’u‘mzitim on a nwbiic device comprising:
~. u

a mobile- davice cmmnrismg 3. proscsgur 3.11:? a prosesswnrcaéabie S‘ii‘iregc medium fair

staring cache-d contact intbrmaiion; and

a server in communicmim with the. mahiic device? wherein the server pun-"ides ugpdaied

contact infurmaiim 1.0 the n‘iabiie device.
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Receive cost information from a price feed
100

iMW.“ gun-«.‘mhm

Wimmm

Store cost information
105

L

 

‘ Map cost information to phone numbers in
a subscriber's address book

110

 
 
 

subscriber’s mobile device

115
Transmit the mapped cost information to a]
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lb ADDRESS BOOK 

 
5 Jim

“‘MMQ $.o12 +972 54 7964 123
«Va-«W’: $0.05 +972 2 538 0234

Mary

$0.01 +972 54 3498 019

Bob

$.35 216 3219119

SELECT l
LEWW.....mm » ‘ ,_A. ‘ V --.
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\ l 315
ADDRESS BOOK J Jr;

,<:j*“”"””1 My Plan: Israel — Orange $.63/minute
“a” W‘N“N“NENW““‘“‘““““““““‘““‘““““‘““‘“"““‘“*“‘““~::::Mm”

,3 Jim in Israel wwwnw’fl" Nwémflw Sew-1'
$0136 +972 547964123 Skypeout «WW—E“ 2
$.01? +972 2538 0234 SkypeOut
$063 +972 547964123 Orange Plan 1

$0.54 +972 2538 0234 Orange Plan 2 
Bob in Ohio (USA) I

1' $1113 01312163219119 Orange/Barak ,

‘ $.008 01312163219119 SkypeOut

SELECT I EXIT J
immmmwmfiwj 1

 

 

 

 .

MAPPER -‘ 1 Feed
 
  
 

 

 

SERVER

 
 

Orange Plan 1 ‘ .

Orange Plan 2 

  
 

prange Plan 1.,_m»_im............................ .._.....,w»m‘~m..-,~

FIGURE 3
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4M

ADDRESS BOOK““«‘«M€m.u-v—— ‘

 
Jim

$0136 +972 54 7964 123

$0.01? +972 2 538 0234

Mary
$0.10 +972 54 3498 019

Bob

$0.35 216 3219119

SELECT I I EXET E
E .Wm

 
 

Mapperfimes SkypeOut Price Sheet
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METI {ODS AND SYSTEMS OF PROCESSING MOBILE CALLS

CLAIM OP PRIORlTY AND RELATED APPLICATIQNS

[0001} This application Claims priority under 35 USC. 119(e} to US. Provisional

Application No. 60/883,841, tiledjanuary 8, 2007, US. Provisional Application No. 60/884,045

filedjanuary 9, 20l'l7, US. Provisional Application No. 60/ 889,305, filed February 12, 2007, US.

Provisional Application No. 607889959, filed February 15, 2007, US Provisional Application

No. 60/896,003, filed March 21, 2007, US Provisronal Application No. 60/908,726, filed March

29, 2007, US. Provisional Application No. 60/940,758, filed May 30, 2007, US. Provisional

Application No. 60/942,557, filedJune 7, 2007, US. Provisional Application No. 60/945,931,

filed June 24, 2007, and US. Provisional Application No. 60,947,963, tiledjuly 4, 2007, the

cntireties of which are incorporated by reference herein.

BACKGROUND

[0002] As the mobile telecommunication industry grows, mobile subscribers are

becoming increasingly more aware of their Eeverage in the market. They carefully compare

service providers and Call plans, and make educated choices before subscribing to a carrier and a

service. Subscribers also continuously seek new and improved features to integrate into their

mobile service such as enhanced chat, long distance service options, customized graphical user

interfaces and the like.

{0003] Despite being informed consumers, mobile subscribers are often disadvantaged

in the mobile market. For example, although a subscriber may be knowledgeable about their own

calling plan subscription. subscribers are usually unaware of the cost per minute of a call to the

calling destination. This puts a mobile subscriber at a disadvantage in making educated and

economical calling choices.

[0004] Mobile subscribers would also welcome more long distance service options. A

subscriber to a telecommunication carrier service typically needs a local access number to utilize
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the sconce. This usually involves selecting a number from a list of regional or area numbers, such

as a preprintcd list on a calling card, to find the access number closest to the subscriber’s current

location. The subscnber dials the local access number and [5 usually connected to a long distance

service provider via a telephony network. Typically, the subscriber can then enter a target long

distance telephone number, and the long distance service provider Will route the call to a

subscriber-specified numberv The current approach has many disadvantages, however, such as

batting to purchase a phone care and locating a local access number. In addition, a subscriber

who accidentally places a call using a nonilocal access number may incur long distance charges.

[0005] ll; is common for a subscriber to experience a significant delay after powering

on his mobile device before he is able to access updated contact information in his address book.

This is because the mobile device must contact and retrieve an updated contact list from a

server. As such, subscribers may desire to access his address book while the contact information

is being updated.

[0006] To keep pace with the constant evolution of mobile telephony, mobile

subscribers are treated to a variety of applications designed to optimize their mobile

communication experience. For example, subscribers can access the Internet with the mobile

device, send chat messages to their contacts and the like. Subscribers can glean relevant and up—

to~date information about their contacts in their address books by viewing presencevstatuses,

away messages, sometimes referred to as status messages, mood messages or the like. However,

it is common for a subscriber’s status message to read the same regardless of which contact

views it. As such, a subscriber cannot customize his status message based on the contact who is

viewing it.

[0007] A mobile subscriber may have one or more contacts in an address book that

belong to different networks than the subscriber. It is often difficult for a subscriber to

determine which network a contact is subscribed to, which precludes the subscriber from

making informed decisions about how to optimally call the contact. As such, a subscriber would
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like to ascertain to which network a contact belongs so that the subscriber can optimize calls

dialingT to this contact.

[0008} It is Often difficult to determine the origin Ufa Voice over IP call because the

call usualiy does not contain typical country code identifiers. As such, service providers would

like to determine the origin of incoming calls to determme whether to aCCept or reject the call,

[0009] A mobile subscriber may only have limited contact information for a caller. A

subscriber may want to obtain further information associated with the callee in order to decide

how best to contact the callee.

SUMMARY

[0010] Before the present methods are described, it is to be understood that this

invention is not limited to the particular systems, methodologies or protocols described, as these

may vary. It is also to be understood that the terminology used herein is for the purpose of

describing particular embodiments only. and is not intended to limit the scope of the present

disclosure which W1ll be limited only by the appended claims.

[0011] In an embodiment, a method of optimizing call dialing may include receiving a

first call including one or more ofa session identification number, a contact identification

number, a contact name and a direct inward dialing number, determining a caller provider and a

callee provider based on the first call, determining cost information associated with one or more

numbers corresponding to a caller: and routing a second call between the caller and the callee

based on one or more of the caller provider, the Caller: provider and the cost information.

{0012] In an embodiment, a system for optimizing call dialing may include a proceSSOr

for optimizing cal} dialing by processing one or more of a session identification number, a

contact identification number, a contact name and a direct inward dialing number to determine

provider information associated with one or more of a caller and a callee.
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[0013} In an embodiment, a method of determining an origin of an incoming cali may

include receiving, by a caliee gateway, a call from a mobile device associated with a caller, where

the call is transmitted over a network Vlfl a caller gateway, identiiying an origin of the call and

determining whether to accept or IC]CCE the call based on the origin. If the call is accepted, the

call may be processed, Ifthe call is rejected, the caller may be alerted that the call cannot be

completed.

[0014} In an embodiment, a system for determining an origin of an incoming call may

include a caller gateway in communication with at least one mobile device and a callee gateway in

communication with at least one mobile device and the caller gateway. The callce gateway may

receive information pertaining to a cal}, and may determine an origin of the call based on at least

a portion of the received information.

[0015] In an embodiment, a method oi'ascertaiiiing information associated With a

callee may include receiving a direct inward dialing number associated with a caliee, comparing

the direct inward chafing number to one or more enLries in a consolidated general registry, where

each entry comprises contact information and if an entry having the direct dialing number is

t‘ound, transmitting at least a portion ofthe contact information to the caller.

[0016} In an embodiment, a system of ascertaining information associated with a

callee may include one or more mobile devices, a processor in communication with the one or

more mobile devices and a central general registry in communication with at least one of the one

or more mobile devices,

[9017] in an embodiment, a method of filtering one or more contacts in an address

book on a mobile device. may inciude identifying one or more contacts in an address book

associated with a mobile device, automatically filtering the one or more contacts in real time

based on one or more predetermined criteria, where each predetermined criterion corresponds

to a tab and displaying the filtered contacts to the user on a mobile device, where the tab
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corresponding to each predetermined criterion includes the contacts associated With the

predetermined criterion.

BRIEF DESCRIPTION OF THE DRAWINGS

[0018] FIG 1 depicts a flow chart for implementing an exemplary callicost feature on

a mobile deuce.

[0019] FIG. 2 depicts a mobiie device display of exemplary cost information according

to an embodiment.

[0020] FIG. 3 depicts an exempiary system oi-protriding cost in formation according to

an embodiment

[0021] FIG. 4 depicts an exemplary system of providing cost information according to

an embodiment.

[0022] FIG. 5 iliustrates flow chart for assigning an exemplary local access number

according to an embodiment.

[0023] FIG. 6 illustrates a method of placing an exemplary long distance call using a

iocai access number according to an embodiment.

[0024] FIG, 7 illustrates a flow chart for an exemplary method of accessing contact

information on a subscriber’s mobile device. according to an embodiment.

[0025] FIG. 8 illustrates an exemplary system for implementing mobile address book

interaction according to an embodiment.

[0026] FIGl 9 iilusttates an exemplary method ofproviding contact information

according to an embodiment.

[0027} FIG. 10 illustrates a diagram depicting a call originating in one country and

terminating in a different country according to an embodiment
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[0028] FIG. 1 1 depicts a flow chart of an exemplary method of determining a call’s

point of origin according to an embodiment.

[0029] FIG, 12 iilustrates a flow chart of an exemplary method of determining

information associated with a cailee according to an embodiment.

[0030] FIG. 13 illustrates an exemplary diagram of determining information associated

with a callee according to an embodiment.

[0031] FIG. H illustrates a flow chart for an exemplary method ofoptimizing call

dialing according to an embodiment.

[0032] FIG. 15 illustrates an exemplary graphical user interface illustrating a filter

according to an embodiment.

DETAILED DESCRIPTION

[0033] FIG. 1 illustrates a flow chart for implementing an exemplary call-cost feature

on a mobile device. A mobile device may include mobile or portable devices such as cellular

phones, PDAs, media players or the like. A mobile device may have a processor and a processon

readable storage medium in communication with the processor.

[0034] As illustrated by FIG. 1, a price table database may receive 100 cost information

from a price feed, A price feed provides real time pricing information For a product or service,

For example. stock prices may be available to an online trader via a price feed.

[0035] In an embodiment, the price table database may be housed on a computing

device, such as a server, and the cost information may include the cost per minute for a plurality

of calling destinations or the like. Table 1 illustrates an exemplary price table database according

to an embodiment.

Calling Destination 3 Cost per minute

 j{0.33/minute
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“Hide1S/minute
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[0036] The price table database may receive 100 cost information from the price feed

on a regular basis. In an embodiment, the. price feed may include a rate sheet provided by a

telephone service provider.

[0037} In an embodiment, at least a portion of the received cost in formation may be

stored 105 in the price table database. For example, the price table database may receive a cost-

per~minute for calling Canada. If the price table database does rlot currenrly include a cost-per-

minute for Canada, the cost information may be added to the price table database. If the price

table database includes a different costsperwminute for Canada, the stored cost information may

be replaced with the cost information from the price feed. In an embodiment, if the received

cost information associated with a calling desLinaLion is less than the stored cost information

associated with the calling destination, an alert may be generated. The alert may be used to notify

a subscriber of the price discount associated with the particular calling destination. In an

embodiment, the server may transmit the alert to a subscriber's mobile device to notify the

subscriber of the price discount.

[0038] A mapper may use the cost information contained in the price table database to

map 110 cost information to one or more phone numbers in a subscriber’s address book. In an

embodiment, the mapper may utilize predefined rules to map 110 cost information to a contact

number. A contact is an entry in an address book that is accessible by a mobile device. A contact

number is a mobile device number associated with a contact. In an embodiment, the mapper

may map 110 cost information to one or more contact numbers using predefined rules. The pre»

defined rules may be used to determine, for example, a calling destination, whedier the phone

number belongs to a landline or a mobile device, or the like. For example, in Israel, landlines are
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provisioned with the country code +9i'2 followed by an area code ranging from ‘1' to ‘9’, with

the exception of ‘5.’ Mobile phone numbers typically begin with '5.’ If a subscriber has the phone

number “97272753884J234” in his address book, the mapper may use one or more predefined

rules to determine the contact number is a landline number is Israel. The mapper may use this

information to map the corresponding cost per minute to one or more contact numbers in a

subscriber’s address book.

[0039] In an embodiment, the mapped cost information may be transmitted to the

subscriber’s mobile device for display to the subscriber. FIG. 2 depicts a mobile phone display of

exemplary cost information according to an embodiment. As illustrated, the cost to call one or

more contacts in a subscriber’s address book may be displayed. For example, callingjim on his

mobile phone costs $0.0136/minute 200, whereas calling on his landline phone costs

$0.01?/minute 205. The subscriber may use this information to make an informed calling

decision regarding which number to call.

[0040] In an embodiment, cost information may be provided based on associated

calling plans. As illustrated by FIG. 3. the price table database may include cost information such

as mobile providers” calling plans 300, a costrper~rninute value 305 associated with the calling

plans, a dialing prefix 310 provisioned for each calling plan and/’or the like. In an embodiment,

the price table database may receive this cost information from the price feed on a regularly

updated basis.

[0041] In an embodiment, the mapper may map a contact’s number with the

subscriber’s calling plan and the corresponding cost information may be displayed to a

subscnber. One or more contacts in a subscriber’s address book may be displayed with cost

information based on the subscriber’s and/or the contact’s calling plan. For example, FIG. 3

illustrates exemplary information that may be displayed on a mobile device. A contact’s number

315 may be listed with a costvperrminutc value 320 and a calling plan 325 associated with the

number 315.
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[0042} In an embodiment, the mapper may use a contact’s phone number to determine

calling destination information such as a contact’s locale, whether the contact’s number

corresponds to a landline or a mobile phone or the like. After calling destination information is

determined, the mapper may map at least a portion of the calling destination information to the

subscriber’s calling plan. For example, a subscriber may want to call a contact who has two

numbers. The first number may be a landline in Israel while the second number may be a mobile

phone in Israel. The mapper may match the subscriber’s calling plan with the destination

information to determine that cost information associated with calling the two numbers.

{0043] in an embodiment, multiple service providers may be used to place a call. In

such an embodiment, the mapper may map cost information associated with all necessary

providers so that a combined price may be displayed to a subscriber. For example, if a subscriber

calls an overseas contact using a long~distance service provider, the cost-per-minute may reflect

both the long distance provider’s charges as well as the local mobile carrier’s airtime charges.

[0044] FIG. 4 depicts an environment suitable for practicing the illustrative

embodiments, A processor, such as a server 400 may include a mapper 405 and/or a price table

database 410. The server 400 may be in communication with a price feed 415 and one or more

mobile devices 420 via a network 425. The server 400 may be implemented on a stand-alone

computer system or may be implemented by distributed components such as separate electronic

devices.

[0045] In an embodiment, a subscriber may use a local access number to place a long

distance call. A local access number is a local telephone number a subscriber may employ to

connect to a certain long distance service providerr FIG. 5 illustrates an exemplary flow chart of

a method for assigning a local access number according to an embodiment. A subscriber’s locale

information may be received 500 by a server. In an embodiment, a subscriber may use a mobile

device to subscribe to a telecommunication service via a data line. For example, a subscriber may

access a browser to transmit an HTTP request. Upon registration, a subscriber may provide
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locale information such as an area code and a telephone number, a zip code or the like

corresponding to the subscriber’s current location, The locale information only be

communicated to a server.

[0046] In another embodiment, locale information may be automaticaliy received 500

by a server. For example, the locale information may be transmitted via an HTTP browser [0 a

server where it may be processed by a service delivery framework (SD14). The SDF may be aware

of the. subscriber locale information, such as a Mobile Systems International Subscriber Identity

Number (MSISDN), and may insert such information into an HTTP header. The header may be

transmitted to the server where the mapper may extract the iocale information.

{0047] In an embodiment, the mapper may map 510 the locale information to a

database of available access numbers. A local access number may be identified 520 based on the

subscriber’s current location and the identified local access number may be transmitted 530 to

the subscriber’s mobile device.

[0043] In an embodiment, the mapper may generate a list oflong distance service

providers having local access numbers corresponding to the subscriber’s locale, The server may

transmit the list via a data line to the subscriber’s mobile device. The subscriber may select a long

distance service provider, and may receive the corresponding local access number on his mobile

device.

[0049] In an embodiment, the subscriber may use the local access number to connect

to a chosen long distance service provider. The subscriber may manually input the local access

number, followed by the desired long—distance phone number. Alternatively, the subscriber may

employ an application, such as an address book, to automate this process. For example, a mobile

device’s address book may include a longndistance automatic dialing feature that allows for quick—

dialing of a previously entered local access code.

on).
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[0050} In an embodiment, an existing address book may be populated with the local

access number for future retrieval. In an embodiment, as a subscriber travels, his mobile device

may receive and store new local access numbers based on his current location.

[0051} FIG. 6 illustrates a method of placing a long distance call using a local access

number according to an embodiment. For example) subscriber who wants to make a third—party

long distance call may register 600 for a long distance service using a browser on his mobile

device. Upon registration, the subscriber may be asked to provide 605 locale information, such

as a local telephone number with an area code. The locale information may be processed 610 by

the server, and the subscriber may receive 515 a list of one or more. long distance sermce

providers. The subscriber may select 620 a long distance service provider and may receive 625 a

local access number based on the selected long distance provider on his mobile device. The

subscriber may employ the local access number for as long as he remains in his current location.

If the subscriber’s address book is equipped with a long distance auto—dial feature, it may be

automatically populated with the local access number when the server transmits it to the mobile

device. If the subscriber changes locations, he may access his account on the subscription stte,

enter a new telephone number and area code, and receive a new local access number. The

subscriber’s old access number may be stored for later use.

[0052] In an embodiment, a local access number may be automatically dialed for the

subscriber, and may or may not require subscriber confirmation. As such, the subscriber may

only need to specify the preferred long distance number to call. For example, a subscriber may

select or input the preferred long distance number to call, and an application on the mobile

device may place the call by automatically dialing the access code local to the subscriber’s local

information. As described above, the locale information may be ascertained based on the

telephone number provided by the subscriber at sigmup or by extracting the subscriber locale

information from an HTTP header.

-11..
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[0053} For example, a mobile user who wants to place a long distance cal} may select a

contact from his address book to call. The subscriber’s long distance subscription service may

ascertain the subscriber’s location by extracting locale information from an HTTP header

transmitted by the subscriber’s phone or by the locale information the subscriber provided at

signwup, The server may map the subscriber‘s location to an appropriate local access number

which may be sent {0 the subscriber’s mobile device. The subscriber may make one or more

selections to dial the received locsi access number, Alternatively, the service may auto—dial the

Eocal access number and connect the call without the subscriber being aware that a local access

number has been dialed.

[0054] FIG. 7 illustrates a flow chart for an exemplary method of accessing contact

information on a subscriber’s mobile devicx: according to an embodiment. When a subscriber

first accesses a server—based mobile address book application, the subscriber may experience a

significant delay while the address book attempts to retrieve the subscriber’s address book from

the server. In an embodiment, a cache of the address book may be created 700 before the

subscriber’s mobile device is powered off. The cache may include contact information stored in

the subscriber’s address book during the last application session. For example, the cache may

include a contact’s name, one or more telephone numbers associated with the contact, a status

message associated with the contact and/or the like.

[0055] In an embodiment, a status message. indicates Whether the contact is online,

offline or the like. A status message includes information relating to a status or state ofa

subscriber, and can he presented automaticaily to anyone who attempts to contact the subscriber.

The status message may provtde fitrther information regarding the subscriber. in an

embodiment, exemplary status messages may include “Having a bad day,” “In a meeting,” “At

the gym,” or the like.

[0056] In an embodiment, the cache may be stored 710 on the subscriber’s mobile

device. \Vhen a subscriber powers on his mobile device, at least a portion ofthe cache may he

-12..
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dispiayed 720 to a subscriber until a fresh upload of contact information can be obtained from

the server. For example, when a subscriber accesses an address book application after powering

on his mobile device, the subscriber may be presented with a cached version ofhis address book

that may include contacts’ names, telephone numbers, status message and/or the like which were

stored in the cache prior to the lTlOblit‘ device being powered off,

[0057] In an embodiment, because the server may take a significant amount of time to

upload a Complete fresh address book, contacts may be updated in a particular order according

to an embodiment. For example, the first several contacts that appear in a subscriber’s mobile

device display may have their information updated first. Alternatively, priority may be given to

one or more pre-determined contacts.

[0058] A probEem may arise when a subscriber attempts to call a contact’s telephone

number using a cached address book. In an embodiment, the cached information may include a

contact identification number associated with a contact and/or a unique session identification

number. A contact identification number is a unique identifier associated with a certain contact

in an address book. A session identification number is a unique identifier associated with a

calling period. The unique session identification number may remain valid for the length of an

entire calling period, which, in an embodiment, mayI be the period of time from when the

application is powered up and connected until the time that the application is powered down. A

contact identification number may be assigned to each contact, and may remain valid for the

duration of a calling period. In an embodiment, the unique session identification number and the

contact identification numbers may expire after the calling period has closed, thus rendering

them invalid for subsequent calling sessions. As such, when a subscriber attempts to call a

contact with stale status information, the application may attempt to dial in with an expired

session identification numbet and/or reference an expired contact identification number, which

may result in call failure. While a delay may exist while the server refreshes and updates a

-13«-
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subscriber’s contact information, a service provider may want to give a subscriber a feeling of

being logged onto the network as soon as the subscriber’s mobile device is powered on.

[0059] For example, in an embodiment, ifa subscriber selects a contact from the

cached address book having expired status information, the contact’s phone number may not be

immediately dialed. Instead, the subscriber’s mobile device may dial a server and may dispatch

the name ofthe desired callee across a network. The server may send back a session

identification number to be utilized during the calling period andf'or a contact information

number that references the callee. In an embodiment, the server may also send a local access

number to be used to contact the callee. Alternatively, the call may be completed without the use

ofa local access number.

[0060] In an embodiment, ifa subscriber selects a contact from the cached contact list

having stale stanis information, a prepare call may be sent to the server. The prepare call may

include a session identification number, a callee’s contact identification number, a callee’s contact

name and the like. The server may send back a new session identification number for the

subscriber, a contact information number that references the cailee, a local access number to be

used to contact the callee and/or the. like.

[0061] In an embodiment, if a subscriber selects a contact from the cached contact list

having stale status information, a direct inward dialing (DID) number of the callee may be

directly dialed, and the dual~tone multizfrequency (DTMF) tones of the caller may be appended

to a dial~string associated with the call. A DID number is a feature offered by telephone

companies for use with customer’s private branch exchange. A telephone company may allocate

a range of numbers all connected to the customers’ PBX. As the PBX receives calls, the number

that the caller dialed may also be presented so the PBX can more the call to the target callee. For

example, DID numbers may be obtained by administrators of a VoIP network and assigned to a

gateway in the network. The gateway may route incoming calls from the network to appropriate

Vol]3 subscribers.
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10062] In an embodiment, a set of Dle may be assigned to a gateway. The gateway

may then reassign the Dle to a particular mapping of callericallee. For example, Cailer A may

have ten contacts, AVK. Each contact may be assigned a unique DID number. \‘C’l‘ien Caller A

selects a contact from his cached contact list, Caller A is, in effect, selecting the DID number

associated with the contact.

[0063] In an embodiment, ifa subscriber selects a contact from the cached contact list

having expired status information, a caliee’s DID number may be directly dialed, and the DID

number and the identification number ofthe caller may appear within the diai~string.

[0064] in an embodiment, a subscriber may use an address book on the Subscriber’s

mobile device to call one or more contacts stored in the address book. The subscriber may

communicate with these contacts by dialing the contact directly, by sending chat messages or the

like. FIG. 8 iliustrates an exemplary system for implementing mobile address book interaction

according to an embodiment. In addition to being stored locally on a mobile device 800, the

contact information in a subscriber’s address book 805 may also be cached on a server 810 which

may regularly update the address book information. The server may send information about the

subscriber’s contacts to the subscriber’s mobile device 800 as it become available. In an

embodiment, the subscriber’s mobile device 800 may poll the server at specified intervals to

receive updates about the subscriber’s contacts. Updated information may be integrated into the

subscriber’s mobile address book 805 for the subscriber to access. In an embodiment, contact

information may include a status message or the like

{0065] As FIG. 8 iilustrates, bidirectional communication 815 may exist between the

server, the subscriber’s mobile device and the contacts 820 who appear in the subscriber’s

address book. In an embodiment, the server may push information, such as a status message

associated with the subscriber, to the contacts 820. The server may also puil information from

the contacts 820 for transmission to the subscriber’s mobile device.
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[9066} For example, if the subscriber wishes to change his status message, the

subscriber may set a next.r status message using his mobile device. The new status message may

then be sent to the server to be propagated to the subscriber’s contacts. When the server receives

and processes the new status message, the server may send the new stat-us message to all of the

subscriber’s contacts.

{0067] FIG, 9 illustrates a method of providing contact information according to an

embodiment. A server may receive 900 one or more status messages, such as a holographic

message, from a subscriber’s mobile device. A holographic message relates to customized

messages that differ based on which contact inquires about the subscriber’s status. That is,

different contacts may be presented with different messages depending on the identity of the

Contact. The present discussion is intended to comprehend a oneutoaone correspondence

between messages and contacts, but is not so limited, and also includes messages directed to

subsets ofmore than one contact. For example, a subscriber’s holographic message may read

“I’m in a meeting” to work colleagues, but may read “I’m unavailable” to all other contacts.

{[3068} in an embodiment, a subscriber may set a holographic message using the

subscriber’s mobile phone. The subscriber may identify a message for a specific contact. For

example, a subscriber may set a holographic message that reads “I’ll be home at 6:30pm” to his

wife. The subscriber may also set a holographic message for a specific contact group. For

example, a subscriber may set a holographic message that reads “At the beach” to his friends.

[0069] In an embodiment, the holographic messages set by a subscriber may be sent to

the server to be transmitted to the contacts in the subscriber’s contact book. The server may

store 910 a holographic message and corresponding contact or contact group. The server may

transmit 920 the hoiographic message to the mobile phones of the appropriate contacts based on

the contact’s name, the eontact’s group or the like. In an embodiment, the server may integrate

930 the holographic message into an address book associated with a contact. The server may
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transmit one or more instructions to a contact’s mobile device instructing the mobile dC‘JICE to

display the holographic message.

[0070] In an embodiment, a list of most-recently called contacts may be kept. For

exampie, the list may reflect the last ten contacts a subscriber called, chatted with, changed a

status message for, or the like. Typically, a subscriber’s address book is stored on a server, and a

push presence technique is utiiized to access contact information, such as a status message or the

like. In an embodiment, the push presence technique requires a subscriber to retrieve the Eatest

contact information from the server. However, a subscriber who as many contacts must access

the server numerous times in order to View contact information, which may drain the battery of

the subscriber’s mobile device. As such, a list ofmost-recently called contacts may be kept. This

list may be stored on a subscriber’s mobile device or on the server If the list is stored on the

server, the server must only push the contact information associated with the contacts in the

most-recently called list instead of the contact information for every Contact in the subscriber’s

address book,

[0071] In an embodiment, a gateway may decide to accept or reject a call based on the

cail’s point of origin. For example, a call may originate in one country and terminate in a

different country. FIG. 10 illustrates a diagram depicting a call originating in one country and

terminating in a different country according to an embodiment. FIG. 11 depicts a flow chart of

an exemplary method of determining a call’s point of origin according to an embodiment.

[0072] In an embodiment, a caller may select 1100 a contact to call via the caller’s

mobile device. As Nostrath by FIG. 10, the caller 1000 may be located in the United Kingdom,

while. the caliee 1005 may be located in Germany. The call may be sent from the caller’s mobile

device 1010 and received 1105 by a caller gateway 1015, or a gateway associated with the caller’s

location. In an embodiment, the caller gateway may reside on a server. In the examnle illustrated

by FIG. 10, die caller gateway 1015 is a UK Gateway 1015. The call may be transmitted 1110 over

a network 1020, and may be received 1115 by a callec gateway 1025, or a gateway associated With
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the caliee’s location. In an embodiment, the caliee gateway may reside ofa server. In the example

illustrated by FIG. 10, the taller" gateway is 21 Germany Gateway 1025. In an embodiment, the

caflee gateway 1025 may process the cail as a mobile-terminated call to the callee’s mobile device

1030.

[0073] In an embodiment, a callee gateway may determine 1120 whether to accept or

reject a call based on the origin of the call. in an embodiment, out of band signaling may be

employed 1125 to make this determination In an embodiment, a first communication channel

may be created to bridge the call. The first communication channel may be a standard

connnunieation channel. In an embodiment, the first communication channel may be HTTP. in

an embodiment :1 second communication may be created. The second communication channel

may serve as a communication channel between a plurality of servers. In an embodiment, before

a call is transmitted, an HTTP request may be transmitted to one or more servers on the second

communication channel alerting the servers of the origin of the call. For example, in the exampie

illustrated by FIG. 10, a caller may select a contact from an address book. Before the Call is

transmitted, an HTTP request may be transmitted to one or more servers on the communication

channei alerting the servers that the call about to be processed is originating from the United

Kingdom. is such, the alerted servers will be notified as to the call’s country of origin before the

call reaches its final destination.

[0074] In an embodiment, in~band signaling audio may be employed 1130 to identify the

origin oft: call. In an embodiment, one or more DTMF tones may be used to identify the origin

of the call. Before a cail is connected to a callee, one or more DTMF tones may be inserted into

the call. These tones may be heard by the callec as a series of pings. In an embodiment, the

DTMF tones may be encoded to represent the country of origin. The server that receives the call

may interpret the DTMF tones to ascertain the country of origin. An indication of the country of

origin may be transmitted to the callee gateway, which may determine whether to accept or

reject the cali.

-]S~
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[0075] In an embodiment, in—band signaiing non—audio may be employed 1135 to

determine the origin ofa call. In an embodiment, the network may empioi,r an audio channel and

a data channel. The data channel ma}r be used for sending data as well as a protocol for allowing

the calier gateway and callee gatewayt to communicate with each other. in an embodiment,

information associated with the cail origin may he sent to the callee gateway via the data channel.

in an embodiment, the origin information may be sent in a text message, in a data ineSSage or

the like. In an embodiment, a data message may include a data protocol or the like.

[0076] In an embodiment, after the countrj.r of origin is ascertained from an incoming

cal}, the callee gateway may use this information to decide 1120 whether to accept or refuse a call.

If the call is accepted, the call may be routed 1140 through the callee gateway to the callee’s

mobile device, If the call is refused, the callee may be alerted 1145 that the call could not be

completed.

[0077] In an embodiment, a caller may use a portion of information regarding a callee to

ascertain other information pertaining to the callec. For example, a caller may know a DID

number corresponding a contact, however, the caller may be unaware of the contact’s screen

name, account. name, email address or the like. If the caller directly dials the contact’s DH)

number, he may incur long distance charges that he may not incur if he contacts the callee Via

the callee’s screen name.

[0078] FIG. 12 illustrates a flow chart ofan exemplary method of determining

ii'iforma tion associated with a callee according to an embodiment, FIG. 13 illustrates an

exemplary diagram of determining information associated with a callee according to an

embodiment.

[0079] In an embodiment, a caller 1230 may dial 1200 a DID number associated with a

caller: 1235. The DID number may be received 1205 by a server which may compare 1210 the

DID number to one or more entries in a consolidated general registry 1240. in an embodiment, a

consolidated general registry 1240 may inciude contact information associated with a subscriber,
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PETITIONER APPLE INC. EX. 1005-79



PETITIONER APPLE INC.     EX. 1005-80

WO 2008/086350 PCT/U82008/050508

such as the subscriber’s telephone number, screen name, email address and/or the like and may

reside on a server. The server may use a portion til-information transmitted from a caller to

identify 1225 other information corresponding to the callee 1235. For example, if a caller 3230

dials a callee’s DID number, the consolidated general registry 1.240 may use the DID number to

detennine that the callee 1235 also has a screen name. In an embodiment, at least a portion of

the contact information may be transmitted to the caller. In an embodiment, one or more

images, such as the transmitted contact information, may be downloaded to a mobile device in

one or more stages. In an embodiment, an images may be downloaded progressively in one or

more stages as the user continues to use the mobile device. In an embodiment, an image may be

displayed in low resolution in a first stage, but with each subsequent stage, the. image quality

associated with the image may progressively improve. For example, when a user first powers on

his mobile device, the user’s address book may appear in low resolution. After a certain period of

time, the resolution and image quaiity‘ may improve. After a certain period of time, the trnage

quality and resolution may Further improve.

{0080] Table 2 illustrates an exemplary entry in the consolidated general registry

according to an embodiment.

 \ Emai Address 2
lm*————_——-_—» ._--m‘.~h.;:s.vmmnm-mln.._‘“_V.,..w“m“manhmvm c“cc,c“mundcnmumuuu“MR

3024562786 isaprZ isapr25@aol.com isapr25@gmail.com 3
i . _________________________Qt

Table 2

{0081] For example, if a caller 1230 wants to contact the callee 1235 identified by Table

2, he may dial the callcc’s DID number because this is the only contact information he has

regarding the callee 2235. The server may match the received DID number to the screen name

issprZS as illustrated by Table 2. The callee’s screen name may be transmitted 1220 back to the

caller 1230 and the caller 1230 may be provided the option of contacting the callee 1235 usmg her

screen name. ln an embodiment, the call may automatically be completed 1225 using a

predetermined method. For example, the call may be completed using the least expensive

.110.
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method. In an embodiment, the call may be transmitted through a gateway 1245 which may

connect the call to the callee 1235.

[0082] In an embodiment, call dialing may be optimized so that a call is processed more

efficiently. Optimization may involve identifying to which provider a caller and a callee belong,

and deciding how to route a call between the two based on at least the provider infonnation and

cost information.

[0083] FIG. 1 1 illustrates a flow chart for an exemplary method of optimizing cal}

dialing according to an embodiment. In an embodiment, a caller may select 1300 a contact from

an address book. A first call, such as a prepare call, may be sent 1305 to a server. In an

embodiment, the first call may include one or more of a session identification number, a callee’s

contact identification number, a callee’s contact name, a DID number and the like. In an

embodiment, a DID number may include one or more of a country code and a unique identifier

associated with the mobile provider.

[0084] In an embodiment, the server may use the information contained in the first call

to determine how to best optimize call dialing. For example, the server may determine 1310 a

provider associated with the caller and a provider associated with the callee. In an embodiment,

if a caller and a callee are subscribers to the same provider, the server may connect a second call

using direct dial. In an embodiment, the second call may be a voice call. For example, if the caller

is a subscriber to Provider A, and the caller, also belongs to Provider A’s network, the server may

automatically connect the caller to the callee’s number.

E0035] In an embodiment, ifa caller belongs to a different network than the callee, the

server may provide an access number that may serve as a gateway through which to connect to a

third party provider network, such as a third party Vol].J provider network. In an embodiment,

an access number may be returned to the caller. The caller may dial the access number to reach

the callee. Routing the second call through a third party network may reduce the charges

incurred and the call may be processed more quickly and efficiently.
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[0086] In an embodiment, a mapper, such as that iliusttated by FIG. 1, may use the cost

information contained in the price table database to map 1315 cost information to the callee’s

phone number. For example, if a caller dials a callee that has two possible phone numbers, the

server may determine 1320 how to optimize cali dialing by determining whether the caliee is a

subscriber of the cailee’s network for either phone number and the cost information associated

with the caliee’s phone numbers. The server may use this information to call 1325 the callee.

[0087] In an embodiment, a mobile device may include a filter that sorts one or more

contacts in an address book based on certain criteria. FIG. 15 illustrates an exemplary graphical

user interface illustrating a filter according to an embodiment.

[0088} In an embodiment, one or more contacts {roman address book 1430 on a

mobile device 1435 may be automatically filtered in real—time. In an embodiment, filtered

contacts may be. displayed under one or more tabs for increased accessibility. FIG. '15 illustrates

exemplary tabs 1400 such as “Landline,” 1405 “Wireless,” 1410 “My Carrier,” 1415 “Recent

Received” 1420 and “Recent Called” 1425.

[0039] In an embodiment, the “Landfills” tab 1405 may include one or more contacts

having landline telephone numbers and/or their landline telephone numbers The “Wireless” tab

1410 may include one or more contacts having wireless telephone numbers, and their

corresponding wireless telephone numbers, The “My Carrier” tab 1415 may include one or more

contacts that belong to the same carrier or provider as the user. In an embodiment, one or more

contacts may be filtered through auto—detection ofa user’s network based on the user’s phone

number. In an embodiment, the user’s phone number may include an identifier string that is

unique to the cellular provider,

[0090} In an embodiment, the “Recent Received” tab 1420 may include one or more

contacts that have recently called the user. In an embodiment, this tab 1420 may include one or

more contacts that have called the user within a predefined period of time. For example, oniy the

contacts that have called the user within the past twenty-font hours may be displayed.

-22-

PETITIONER APPLE INC. EX. 1005-82



PETITIONER APPLE INC.     EX. 1005-83

WO 2008/086350 PCT/U82008/050508

.‘Jiltemattvelyy this Lab 1420 may include one or more predefined number of contacts. For

example, only the last ten contacts that have called the user may be displayed.

[0091] In an embodiment, the “Recent Called” 1425 tab may include one or more

contacts that the user has recently called In an embodiment, this tab 1425 may include one or

more contacts that the user has called within a predefined period of time. For example, only the

contacts that the user has called within the past twenty—four hours may be dispiayed.

Alternatively, this tab 1425 may include one or more predefined number of contacts For

example, only the last ten contacts that the user has called may be displayed. Additional arid/or

alternate Labs may be used within the scope of this disclosure.

[0092] It will be appreciated that various of the above-disclosed and other features and

functions, or alternatives thereof, may be desirably combined into many other different systems

or applications Also that various presently unforeseen or unanticipated alternatives,

modifications, variations or improvements therein may be subsequently made by those skilled in

the art which are also intended to be encompassed by the following claims.

[0093] What is claimed is:
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CLAIMS

1. A method of optimizing cali dialing, the method comprising:

receiving a first call comprising one or more ofa session identification number, a contact

identification number, a contact name and a direct inward dialing number;

determining a caller provider and a cailee provider based on the first call;

determining cost information associated with one or more numbers corresponding to a

callee; and

routing a second call between the caller and the callee based on one or more of the cailer

provider, the callee provider and the cost information

2. The method of claim 1, wherein receiving a first call comprises receiving a first call from

a mobile device.

3. The method of claim 1, wherein routing a second call comprises:

determining whether the caller provider is the same as the callee provider;

if so, automatically dialing the direct inward dialing number; and

ifnot, transmitting an access number to the caller.

44 The method of claim 1, wherein determining cost information comprises mapping at

least a portion of the cost information to one or more. numbch associated with the callee using

one or more pro—defined rules.

5. A system for optimizing call dialing comprising:
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a processor for opttmizing cali diahng by processing one or more ofa session

identification number, a contact identification number, a contact name and a direct inward

dialing number to determine provider information associated with one or more ot'a caiier and a

callcc.

6. The system of claim 5, further comprising:

a mapper for mapping cost information associated With calling the cailee based on the

determined provider information

7, A method of determining an origin of an incoming call, the method comprising:

receiving, by a caflee gateway, a calf from a mobile device associated with a caller,

wherein the call is transmitted over a network via a caller gateway;

identifying an origin of the call;

determining whether to accept or reject the call based on the origin;

if the call is acecpted, processing the call; and

ifthe call is rejected, alerting the caller that the cal] cannot be completed,

8. 'lhe method of claim 7, wherein identifying an origin of the call comprises:

creating a first communication channel to bridge the caEl;

creating a second communications channei that communicates with a plurality of servers;

and

transmitting an HTTP request to one or more of the plurality of servers, wherein the

HTTP request comprises an indication of the origin of the call.

9. The method ofclaim 7, wherein identifying an origin of‘the call comprises:

-35-
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decoding one or more D'I'MF tones that have been encoded to represent the origin of

the call.

it}. The method of claim 7, wherein identifying an origin of the call comprises:

receiving information associated with the origin via a data channel.

11. The method of claim 7, wherein the caller gateway and the callee gateway are located in

different countries.

12. A system for determining an origin of an incoming cail comprising:

a cailer gateway in communication with at least one mobile device; and

a cailee gateway in communication with at least one mobile device and the caller gateway,

wherein the caliee gateway receives information pertaining to a call, wherein the caller: gateway

determines an origin of the call based on at least a portion of the received information.

13. A method of ascertaining information assocrated with a callee, the method comprising:

receiving a direct inward dialing number associated with a callee;

comparing the direct inward dialing number to one or more entries in a consolidated

general registry, wherein each entry comprises contact information; and

if an entry having the direct dialing number is found, transmitting at least a portion of the

contact information to the caller.

14. The method of claim 13. wherein the contact information comprises one or more ofa

telephone number, a screen name and an email address.

15. The method of claim 13, further compristng:
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automatically connecting the call using one or more predetermined rules.

16. The method of claim 13, wherein transmitting at least a portion of the contact

information to the caller comprises:

downloading a portion of the contact information in one or more stages such that image

quality associated with the downloaded portion in each stages progressiveiy improves.

17‘ A system for ascertaining information associated with a callee comprising:

one or more mobile devices;

a processor in communication with the one or more. mobile devices; and

a central general registryr in communication with at least one of the one or more mobile

devices.

18. A method of filtering one or more contacts in an address book on a mobile device, the

method comprising:

identifying one or more contacts in an address book associated with a mobile device;

automatically filtering the one or more contacts in real time based on one or more

predetermined criteria, wherein each predetermined criterion corresponds to a tab; and

displaying the filtered contacts to the user on a mobile device, wherein the tab

corresponding to each predetermined criterion includes the contacts associated with the

predetermined criterion.

19. The method of claim 18, wherein automatically filtering the one or more contacts

comprises fifterlng the one or more contacts based on one or more of the following:

whether a contact has a landline telephone number;

whether a contact has a wireless telephone number;

-27“,
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whether a contact belongs to the same carrier as the mobile device user;

whether a contact has recently mailed the. moblle dcvicr USc-t; and

whether the mobile device user has rcccntly callcci a Contact.
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(57) Abstract: A communication system including a media server through which communication packets are exchanged for record—
: ing and monitoring purposes is disclosed. A tap is associated with each communication endpoint allowing for cradle to grave recordi
N ing of communications despite their subsequent routing or branching. An incoming communication is routed to a first tap and upon

selection of a receiving party, the first tap is routed to a second tap which forwards communication packets on to the receiving party.
The taps may be used to forward communication packets to any number of other taps or destinations, such as a recording device,
monitoring user, or olher user in lhe form of a conference.
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SYSTEM AND METHOD FOR RECORDING AND MONITORING

COMMUNICATIONS USING A MEDIA SERVER

FIELD OF INVENTION

5 The present invention generally relates to telecommunication systems and

methods, as well as systems for monitoring and recording communications. More

particularly, the present invention pertains to a system and method for flexibly

monitoring and/or creating trusted and secure recordings of communications over a

digital transmission line.

10

BACKGROUND

Current telecommunication technology allows for monitoring and recording

of communications. Contact centers have traditionally used standard analog

transmission methods for connecting agents to incoming callers. However,

15 monitoring and recording of communications in such an environment is resource

intensive and can require multiple breaks in the recording as parties are transferred

or otherwise enter and leave a communication session. This presents a problem for

users that wish to generate uninterrupted “cradle to grave” recordings for quality

control, verification, and other purposes. Users may also wish to make separate

20 recordings of each party to a communication in order to provide a further level of

authentication.

Many contact centers have begun installing systems capable of routing

voice communications over a digital network. In order to facilitate recording,

however, a communication still has to be rerouted through the main server. This

Ix.) U] increases the resource load on the server, reduces overall scalability, and creates

constraints which make it more difficult to flexibly create uninterrupted recordings

of individual parties.
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SUMMARY

Various technologies and techniques are disclosed for recording and

monitoring communications over a digital transmission line. In one form, a main

contact center server receives a notification of an incoming communication from

5 an outside party. The server then instructs a separate media server to create a tap

for monitoring the digital communication packets received from and transmitted to

the outside caller. The packets arriving at the tap are simply passed through with

no order or timing adjustment. As a result, the tap incurs only a small amount of

latency in the communication path. Single party recording is easily achieved since

10 the tap will continue to be associated with a party even when the party is

transferred to another agent or put in a hold queue.

in another embodiment, the tap is used by the media server to record all

communications sent and received by an outside party. If the party is placed in a

hold queue, the recording pauses until the party is connected to an agent. A beep

15 or other identifier can be inserted in the recording to signal that an interruption had

occurred.

In yet another embodiment, a tap is used to monitor all communications

sent to and received by an agent. The data captured by the tap is then sent to a

third party, such as a supervisor, for observation or training purposes.

20 This summary is provided to introduce a selection of concepts in a

simplified form that are described in further detail in the detailed description and

drawings contained herein. This summary is not intended to identify key features

or essential features of the claimed subject matter, nor is it intended to be used as

an aid in determining the scope of the claimed subject matter. Yet other forms,

25 embodiments, objects, advantages, benefits, features, and aspects of the present

invention will become apparent from the detailed description and drawings

contained herein.
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BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1a is a diagrammatic View of a computer system of one

implementation.

FIG. 1b is a logical View of one possible configuration for the computer

5 system of FIG. la.

FIG. 2 is a process flow diagram demonstrating one example of the stages

involved in creating a recording of an incoming communication in one

embodiment of the present system and method.

FIG. 3 is a process flow diagram demonstrating one example of the stages

10 involved in creating a recording of an outgoing communication in another

embodiment of the present system and method.

FIG. 4 is a process flow diagram demonstrating one example of the stages

involved in supervisory monitoring of a communication session.
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DETAILED DESCRIPTION

For the purposes of promoting and understanding of the principles of the

invention, reference will now be made to the embodiment illustrated in the

drawings and specific language will be used to describe the same. It will

5 nevertheless be understood that no limitation of the scope of the invention is

thereby intended. Any alterations and further modifications in the described

embodiments, and any further applications of the principles of the invention as

described herein are contemplated as would normally occur to one skilled in the art

to which the invention relates.

10 One implementation includes a unique system and methods for monitoring

communications over a digital transmission line using a media server which

functions to receive and route packets to selected network communication

endpoints, such as in a contact center. It shall be understood that the principles of

the present invention may also be applied to similar systems, such as by way of

15 non-limiting example, a corporate telecommunication system.

FIG. la is a diagrammatic view of computer system 20 of one embodiment

of the present invention. Computer system 20 includes computer network 22.

Computer network 22 couples together a number of computers 21 over network

pathways 23. More specifically, system 20 includes several servers, namely Queue

20 Server 24, Gateway Server 33, and Media Server 26. System 20 also includes a

plurality of client workstations 30. While computers 21 are each illustrated as

being a server or client, it should be understood that any of computers 21 may be

arranged to include both a client and server. Furthermore, it should be understood

that while six computers 21 are illustrated, more or fewer may be utilized in

25 altemative embodiments.

Queue Server 24 and Media Server 26 include one or more processors or

CPUs (50a and 50b, respectively) and one or more types of memory (52a and 52b,

respectively). Each memory 52a and 52b, includes a removable memory device

(54a and 54b, respectively). Although not shown to preserve clarity, each

30 computer 21 of system 20 includes one or more processors or CPUs and one or

more types of memory. Each processor may be comprised of one or more
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components configured as a single unit. Alternatively, when of a multi—component

form, a processor may have one or more components located remotely relative to

the others. One or more components of each processor may be of the electronic

variety defining digital circuitry, analog circuitry, or both. In one embodiment,

5 each processor is of a conventional, integrated circuit microprocessor arrangement,

such as one or more PENTIUM III or PENTIUM 4 processors supplied by INTEL

Corporation of 2200 Mission College Boulevard, Santa Clara, Calif. 95052, USA.

Each memory (removable or generic) is one form of computer-readable

device. Each memory may include one or more types of solid—state electronic

10 memory, magnetic memory, or optical memory, just to name a few. By way of

non-limiting example, each memory may include solid-state electronic Random

Access Memory (RAM), Sequentially Accessible Memory (SAM) (such as the

First-In, First-Out (FIFO) variety or the Last-In-First-Out (LIFO) variety),

Programmable Read Only Memory (PROM), Electronically Programmable Read

15 Only Memory (EPROM), or Electrically Erasable Programmable Read Only

Memory (EEPROM); an optical disc memory (such as a DVD or CD ROM); a

magnetically encoded hard disc, floppy disc, tape, or cartridge media; or a

combination of any of these memory types. Also, each memory may be volatile,

nonvolatile, or a hybrid combination of volatile and nonvolatile varieties.

20 System 20 further illustrates Public Switched Telephone Network (PSTN)

40 coupled to Gateway Server 33, by pathway 42b. Caller telephones 44 may be

coupled to PSTN 40 by pathway 42a. It should be understood that callers using

analog telephones 44a will normally connect to the PSTN 40 by dialing a standard

directory phone number, such as an “800” number. The PSTN then sends a

25 connection request to the Gateway Server 33, which translates the request to a

digital format for retransmission to Queue Server 24 via network 22. The Queue

Server 24 then establishes an audio connection with the PSTN, using Gateway

Server 33 as the digital/analog conversion point.

However, callers using digital telephones 44b have the additional option of

30 bypassing both the PSTN 40 and the Gateway Server 33 and directly dialing the

digital address of the network 22 or the Queue Server 24. In this scenario, the
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digital telephone sends a connection request, such as a SIP invitation, to the Queue

Server 24 via nctwork 22. The Qucuc Scrvcr 24 then cstablishcs a digital audio

connection with the digital telephone 44b via network 22.

Workstations 30 each include a workstation computer 32 coupled to a

5 display 34. Workstation computers 32 may be of the same type, or a

heterogeneous combination of different computing devices. Likewise, displays 34

may be of the same type, or a heterogeneous combination of different visual

devices. It should be understood that while three workstations 30 are described in

the illustrative embodiment, more or fewer may be utilized in alternative

10 embodiments. Contact center applications of system 20 typically include many

more workstations of this typc at onc or morc physical locations, but only a fcw arc

illustrated in FIG. la to preserve clarity. In addition, each workstation 30 can be

configured as an agent workstation, a supervisor workstation, or as both an agent

and a supervisor workstation. In the illustrative embodiment, workstations 30a and

15 30b are configured as agent workstations and workstation 30c is configured as a

supervisor workstation.

Digital telephones 36a, 36b, and 36c are each associated with a different

one of workstations 30a, 30b, and 30c, respectively. Additionally, digital

telephones 36 may be integrated into the agent computer 32 and/or implemented in

20 softwarc. It should bc undcrstood that digital tclcphoncs 36, which arc capablc of

being directly connected to network 22, may be in the form of a handset, headset,

or other arrangement as would occur to those skilled in the art. It shall be further

understood that the connection from computer network 22 to a workstation 30 can

be made first to the associated workstation phone, then from the workstation phone

25 to the workstation computer by way of a pass-through connection on the

workstation phone. Alternatively, two connections from the network can be made,

one to the workstation phone and one to the workstation computer. Although not

shown to preserve clarity, each agent workstation 30 may also include one or more

opcrator input dcviccs such as a kcyboard, mousc, track ball, light pcn, and/or

30 microtelecommunicator, to name just a few representative examples. Also, besides
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display 34, one or more other output devices may be included such as

loudspeaker(s) and/or a printer.

Computer network 22 can be in the form of a Local Area Network (LAN),

Municipal Area Network (MAN), Wide Area Network (WAN), such as the

5 Internet, a combination of these, or such other network arrangement as would

occur to those skilled in the art. The operating logic of system 20 can be

embodied in signals transmitted over network 22, in programming instructions,

dedicated hardware, or a combination of these. It should be understood that more

or fewer computers 21 can be coupled together by computer network 22. It should

10 also be recognized that computer network 22 may include one or more elements of

PSTN 40.

In one embodiment, system 20 operates as a contact center at one or more

physical locations that are remote from one another with Queue Server 24 being

configured as a contact center server host, Media Server 26 being configured as a

15 server for monitoring agent communications, and workstations 30 each arranged as

a contact center client host. It shall be understood that one or more Media Servers

26 may be included to handle the recording and monitoring load in a contact

center, but only one has been shown in FIG. 1a to preserve clarity. Also, one or

more Queue Servers 24 may be configured as a contact center server host at one or

20 more physical locations and may also be configured to provide, collectively or

individually, the features of Media Server 26 described herein. Furthermore, any

of the computers 21 may be incorporated into other devices or located in

geographically different locations from one another.

Alternatively or additionally, system 20 may be arranged to provide for

25 distribution and routing of a number of different forms of communication, such as

telephone calls, voice mails, faxes, e-mail, web chats, instant messages, web call

backs, and the like. In addition, business/customer data associated with various

communications may be selectively accessed by system 20. This data may be

presented to an agent at each agent workstation 30 by way of monitor 34

30 operatively coupled to the corresponding agent computer 32.
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Incoming communication signaling and audio stream data may arrive in

cithcr an analog or digital format. In the case of analog communications arriving

from the PSTN 40, both the signaling and audio stream data must be translated to a

digital format by a conversion device, such as Gateway Server 33, before being

5 propagated over network 22 to a server or workstation. Likewise, outgoing

communication data will exist in a digital format while propagating over network

22 but will need to be converted to an analog PSTN format before being passed to

PSTN 40.

If communication data is being sent to a digital device that is connected

10 directly to network 22, no digital/analog conversion is required. As a non-limiting

cxamplc, an outsidc callcr using a digital phonc may establish a dircct digital

communication stream with an agent workstation after being assigned to that agent

by Queue Server 24. In fact, all signaling and audio stream data between

endpoints on network 22 will remain in a digital format. References to digital

15 audio communications in the illustrative embodiment shall be understood to

include all forms of digital telephony such as VOIP, SIP, and SRTP to name just a

few representative examples. The present system and method may be applied to

many other types of communications and their use within the current system and

method is desired to be protected.

20 Turning now to FIG. 2, with continucd rcfcrcncc to FIG. la, the stagcs for

recording a communication using a media server in one embodiment of the present

system and method is shown. In one form, the process of FIG. 2 is at least

partially implemented in the operating logic of system 20. The process begins at

start point 200 with the Queue Server 24 receiving a request, such as a SIP

25 invitation, to establish a communication session with an outside party (stage 202).

If the outside party is using an analog phone, the Gateway Server 33 acts as the

digital/analog conversion point between the parties. The Gateway Server 33

receives the communication initiation request from the PSTN, performs an analog

to digital conversion, and scnds a SIP invitation to thc Qucuc Scrvcr 24. If,

30 however. the outside party is using a digital device, such as a SIP enabled phone,
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the outside party device can route the request directly to the Queue Server 24,

bypassing the Gateway Server

In the illustrative embodiment, the Queue Server 24 instructs the Media

Server 26 to establish individual monitoring taps for each known party prior to

5 creating the communication session (stage 204). For example, if the outside party

is initially routed to an IVR, individual taps would be associated with the outside

party and the IVR deviee.

In the illustrative embodiment, a tap is a logical component residing on the

Media Server 26 to duplicate or record packets from a network stream, perform

10 some processing upon them, and subsequently forward them along to their

intended dcstination. A simple tap association for a communication arrangcmcnt

between two parties having monitoring and recording functionality is shown in

FIG. 1b. The illustrative communication involves two parties, Party A and Party B

using digital communication devices 80 and 82 respectively. Party A’s device 80

15 is connected with tap 90 while Party B’s device 82 is similarly connected to tap 92.

It shall be appreeiated that taps 90 and 92 are within Media Server 26.

Communication packets sent from Party A are received by tap 90, forwarded to

tape 92, and subsequently forwarded to Party B. Going the other way,

communication packets sent from Party B are received by tap 92, forwarded to tap

20 90, and subscqucntly forwardcd to Party A.

In order to provide additional functionality, Media Server 26 may be

configured to forward communication packets from a tap, such as tap 90 as shown,

to a recording device 94. In a further form, the recording device 94 may be

combined with tap 90. Additionally, Media Server 26 may forward

25 communication packets from a tap, such as tap 92 as shown, to another device,

such as digital communication device 84 associated with a Monitoring Party.

Returning to FIG. 2, as new parties are added to the session, the Media

Server 26 creates additional taps for those parties, such as those illustrated in FIG.

1B. In other embodiments, taps may only be created for designated parties,

30 depending on the configuration of the Media Server 26. It should be understood
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that the Media Server 26 can create taps at any time prior to or during a

communication session.

After the taps are created, the Queue Server 24 establishes a digital

communication stream between the parties (stage 206). The taps may be specified

5 as destinations, allowing the Media Server 26 to receive and route the

communication data packets. In one form, the individual taps simply pass the data

(digital audio in this embodiment) through with no processing or time correction,

thereby incurring virtually no latency on the communication path. In another form,

the data passed through the tap may be processed if, for example, the transmitting

10 and receiving devices use different digital audio protocols. The taps may also

replicate the incoming data packets, process them, such as mixing the streams from

both parties or encode/decode them, and forward them to a selected device for

recording and/or monitoring purposes.

At any point during the communication session, the Queue Server 24 may

15 send a request to the Media Server 26 to record the communication session. In the

illustrative embodiment, the request includes information identifying the

communication to be recorded as well as a set of configuration options. This

identifying information may include a specification of which individual parties are

to be recorded, a unique communication identifier, or any other identifier known to

20 one of skill in the art. Additionally, the configuration options may include, but are

in no way limited to, the amount of each communication to record, the method of

storage for the communication, an optional recording format, encryption

parameters, encryption and authentication keys, and/or a storage location.

After receiving the request, the Media Server 26 begins recording the

25 communication data passing through the tap associated with the outside party by

writing the data packets to a file on the Media Server 26 (stage 208). This is the

normal scenario when a recording of the communication sent to and received from

the outside party is needed for later verification, such as with financial

transactions. In further embodiments, the Media Server 26 monitors multiple taps

30 and records them as individual files or collective files combining the

communications of two or more parties, as specified by the configuration options.

PETITIONER APPLE INC. EX. 1005-121



PETITIONER APPLE INC.     EX. 1005-122

WO 2008/103652 PCT/U82008/054271

11

It shall be appreciated that the communication data may be received by the Media

Server 26 in one format and saved to file in another more favorable format.

Additionally, system 20 may notify the parties that the call may be recorded to

comply with legal requirements.

5 In a further form, to ensure call privacy, the audio data packets may be

encrypted. The tap may thus have to decrypt the duplicated packets before

processing them for recording and/or monitoring. In an alternate embodiment, the

audio packets are recorded in encrypted form to avoid Queue Server 24 having to

disclose the encryption keys to the Media Server 26. In yet another embodiment,

10 the tap decrypts the packets before forwarding them to the agent phones 36 and

encrypts the packets from the agent phones. This arrangement is useful if the local

network is trusted and the agent phones do not support encryption. In a still further

form, the Queue Server 24 discloses the keys to the Media Server 26 which

decrypts the packets for recording and encrypts the recorded packets using a new

15 key. The packets may then be forwarded to their destinations having their original

encoding using the keys disclosed by the Queue Server 24 while the player

eventually used to playback the recording may operate using a distinct key system.

In response to a request by the agent to consult privately with a supervisor

during the communication, the Queue Server 24 transfers the outside party to a

20 hold queue (stage 210). In the illustrative embodiment, the Media Server 26

pauses the recording through the outside party tap and inserts a beep or other audio

marker for later verification that the outside party was placed on hold. In another

embodiment, additional meta-data, such as timestamps are added to the recording

to indicate the duration of a hold operation. However, this does not Close the

25 recording file associated with the outside party on the Media Server 26. In a

further embodiment, the Media Server 26 continues to record the data flowing

through the outside party tap, including any on—hold music, IVR responses, or

messages broadcast by the Queue Server 24. In yet another embodiment, only the

audio from the external caller is recorded during hold operations and the hold-

30 music or messages played to the caller are excluded from the recording.
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Once the outside party has been transferred to a hold queue, the Queue

Server 24 connects the agent to a supervisor for consultation as requested, with no

interruption in the recording of the outside party tap (stage 212). Upon completion

of the consultation or by request of the agent, the Queue Server 24 removes the

5 outside caller from the hold queue, reconnects the agent, and resumes the recording

if it had been paused (stage 214). At some later point in the communication

session (normally when the outside party disconnects), the Queue Server 24

instructs the Media Server 26 to end the recording (stage 216). In one form, the

recording may be stored on Media Server 26 and subsequently transferred to a

10 central server for archival. In another form, the recording may be encrypted and/or

hashcd as it is archived or stored to preserve confidentiality and/or prcvcnt/dctcct

tampering. In yet another form, in the event of a spoken communication, language

processing techniques may be utilized to create and store a transcript of the

recorded communication. Once the recording has been stored, the process ends at

15 point 218.

FIG. 3 illustrates an example of the stages involved in recording an

outgoing communication from the contact center using the Media Server 26. The

process begins at start point 300 with the Queue Server 24 sending a request, such

as a SIP invitation, to an outside party device to establish a communication session

20 (stage 302). As discussed above, the Gateway Server 33 is utilized as a conversion

point if the receiving outside party is using an analog phone or a digital phone

based on a different digital protocol. Once the outside party device replies with an

acceptance, the Queue Server 24 assigns an agent to the session and instructs the

Media Server 26 to establish monitoring taps with each of the parties (stage 304).

25 The Queue Server 24 then establishes a digital communication stream between the

parties (stage 306) and instructs the Media Server 26 to begin recording the

communication using the outside party tap (stage 308). It shall be understood that

the instruction to begin recording may be included in the same request as the

instruction to create the monitoring taps.

30 After communicating with the outside party, the agent may decide to

transfer the outside party to a different agent or supervisor (stage 310). The Queue
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Server 24 disconnects the first agent from the session and connects a second agent

or supervisor to the outside party. Since the recording is being made through the

outside party tap, there is no interruption in the recording during the transfer. Once

the communication session is completed, the Media Server 26 stores the recording

5 for later retrieval (stage 312). The process then ends at point 314.

FIG. 4 illustrates the stages involved in monitoring an agent

communication in real time, such as when a supervisor wishes to listen in on a

communication between an agent and an outside party for training or quality

assurance purposes. The process begins at start point 400 with the Queue Server

10 24 receiving a request from an outside party to establish a communication session

(stage 402). The Queue Server 24 then instructs the Media Server 26 to associate

monitoring taps with the outside party and an available agent (stage 404) and

establishes a digital communication stream between the parties (stage 406). In a

further form, the system may be configured to associated taps with all

15 communications, even if they are not recorded and/or monitored initially to avoid

interruption in the event recording and/or monitoring is later required.

After receiving a request from a supervisor to monitor the communication

(stage 408), the Media Server 26 sends a parallel feed of the digital audio received

by the outside party tap to the supervisor workstation, allowing the supervisor to

20 listen to the communication with no disccrnable interruption in the conversation

between the agent and the outside party (stage 410). It shall be appreciated that

there may be multiple concurrent supervisors receiving streams from the same tap,

as stage 410 may be performed multiple times at any point during an active

communication. Upon receiving a request from the supervisor workstation to stop

25 monitoring the conversation (stage 412), the Media Server 26 disconnects the

parallel feed to the supervisor tap, again with no discernable interruption in the

communication between the outside party and the agent (stage 414). The process

ends when the outside party disconnects at point 416.

While the invention has been illustrated and described in detail in the

30 drawings and foregoing description, the same is to be considered as illustrative and

not restrictive in character, it being understood that only the preferred embodiment
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has been shown and described and that all equivalents, changes, and modifications

that come within the spirit of the inventions as described herein and/or by the

following claims are desired to be protected.

Hence, the proper scope of the present invention should be determined only

5 by the broadest interpretation of the appended claims so as to encompass all such

modifications as well as all relationships equivalent to those illustrated in the

drawings and described in the specification.
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What is claimed is:

l. A method comprising the steps of:

receiving a notification at a first server from a first digital endpoint

corresponding to a first party of a digital communication over a network;

5 connecting said first digital endpoint to a second server on said network

using said first server;

connecting said second server to a second digital endpoint corresponding to

a second party;

establishing a first communication session over said network between said

10 first party and said second party by routing communication packets received by

said second servcr from said first digital cndpoint to said second digital endpoint

and from said second digital endpoint to said first. digital endpoint; and

initiating a recording or monitoring operation of at least a portion of said

first communication session using said second server.

15

2. The method of claim 1, wherein said second server applies a transformation

to at least a portion of said communication packets.

3. The method of claim 2, wherein said transformation is selected from the

20 group consisting of decoding, cncoding, crror corrcction, loss concealmcnt,

decrypting, encrypting, delaying, re-ordering, re-packaging, compression, and

decompression and gain control.

4. The method of claim 2, wherein said transformation is different for said

25 communication packets received from said first digital endpoint then said

communication packets received from said second digital endpoint.

5. The method of claim 1, wherein said second server applies a transformation

to all of said communication packets.

30
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6. The method of claim 2, wherein said recording includes said portion of said

communication packcts.

7. The method of claim 1, wherein said recording includes only

communication packets from either said first digital endpoint or said second digital

5 endpoint.

8. The method of claim 1, wherein said recording includes communication

packets from both said first digital endpoint and said second digital endpoint.

10 9. The method of claim 1, wherein said second server records from said

notification to disconnection of said first digital endpoint.

10. The method of claim 1, wherein said first server is an automatic call

distribution system.

15

11. The method of claim 1, wherein said first server is an interactive voice

response system.

12. The method of claim 1, wherein said digital communication is a SIP

20 session.

13. The method of claim 1, wherein said first server is a SIP gateway.

14. The method of claim 13, wherein said first digital endpoint is a SIP enabled

25 telephone.

15. The method of claim 14, wherein said notification is a SIP invite message.

16. The method of claim 13, wherein said second digital endpoint is a SIP

30 enabled telephone,
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17. The method of claim 13, wherein at least one of said first and second digital

endpoints is associated with a contact center agent.

18. The method of claim 1, further comprising the steps of:

5 connecting said second server to a third digital endpoint corresponding to a

third party;

establishing a second communication session over said network between

said first party and said third party by routing communication packets received by

said second server from said first digital endpoint to said third digital endpoint and

10 from said third digital endpoint to said first digital endpoint; and

continuing said recording or monitoring operation on said second

communication session using said second server.

19. The method of claim 18, further comprising the step of:

15 disconnecting said second digital endpoint from said first communication

session.

20. The method of claim 1, further comprising the steps of:

forwarding said communication packets received by said second server

20 from said first and said second digital endpoint to at least a third digital endpoint.

21. The method of claim 20, wherein said third digital endpoint is associated

with a contact center supervisor.

25 22. The method of claim 18, wherein said third digital endpoint is a hold server

providing hold audio.

30
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23. A method comprising the steps of:

connecting a first digital endpoint corresponding to a first party to a first tap

on a media server over a digital network;

replicating the communication packets received by said first tap and

5 forwarding said communication packets to at least a first recording or monitoring

device;

establishing a first communication session over said network between said

first party and said second party by routing communication packets from said first

digital endpoint received by said first tap to said second digital endpoint and from

10 said second digital endpoint through said first tap to said first digital endpoint

without interrupting said forwarding.

24. The method of claim 23, further comprising the step of:

connecting a second digital endpoint corresponding to a second party to a

15 second tap on said media server over said digital network.

25. The method of claim 24, wherein said communication packets are routed

from said first digital endpoint through said first tap and said second tap to said

second digital endpoint and by said second tap through said second tap and said

20 first tap to said first digital endpoint.

26. The method of claim 25, further comprising the step of:

removing said second party from said communication session by ceasing

said routing;

25 connecting a third digital endpoint corresponding to a third party to a third

tap on a media server over a digital network;

establishing a second communication session over said network between

said first party and said third party by routing communication packets received by

said first tap to through said third tap to said third digital endpoint and by said third

30 tap through said first tap to said first digital endpoint without interrupting said

forwarding.
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27. The method of claim 26, wherein said third digital endpoint is a hold

SCI'VEI'.

5 28. The method of claim 27, wherein said hold server provides hold audio.

29. The method of claim 23, further comprising the step of:

terminating said first communication session without interrupting said

forwarding.

10

30. The method of claim 25, further comprising the step of:

connecting a third digital endpoint corresponding to a third party to a third

tap on a media server over a digital network;

adding said third party to said first communication session by routing

15 communication packets received by said first tap and said second tap through said

third tap to said third digital endpoint and by said third tap through said first and

said second taps to said first and said second digital endpoints respectively without

interrupting said forwarding.

20 31. The method of claim 23, wherein said monitoring device is a digital

endpoint associated with a contact eenter supervisor.

32. The method of claim 23, wherein said recording device is a storage device.

25 33. The method of claim 23, wherein said file server stores said communication

paekets to a file.

34. The method of claim 33, wherein said file is enerypted.

30 35. The method of claim 33, wherein said file is compressed.

PETITIONER APPLE INC. EX. 1005-130



PETITIONER APPLE INC.     EX. 1005-131

WO 2008/103652 PCT/U52008/054271

20

36. The method of claim 33, wherein said file includes meta—data associated

with said communication packets.

37. Thc method of claim 23, whcrcin each of said digital cndpoints is a SIP

5 cndpoint.

38. A system comprising:

a digital communication network;

a first digital endpoint connected to said network;

10 a second digital endpoint connected to said network;

a media server connected to said network, said media server operable to

associate a first tap with said first digital endpoint, receive communication packets

from said first digital endpoint, replicate said communication packets, and route

said communication packets to said second digital endpoint; and

15 a filc scrvcr suitablc for rccciving and storing said rcplicatcd packcts from

said media server or a third digital endpoint suitable for receiving and

playing said replicated packets from said media server.

PETITIONER APPLE INC. EX. 1005-131



PETITIONER APPLE INC.     EX. 1005-132

PCT/U82008/054271WO 2008/103652

m._._<o._<:o_ooz_zooz_.210520.530.__<2Im$20530

  

w
 
 

 
NNv_~_0>>._.m_z‘,mMH:mzooy

 

mm>mmmSam:

 

mm>mmm><>>n._._.<o

$201;de

gm?\ ..Eds
 

zo_._.<._.mv_~_0>>._.zmo<

 

ON

EX. 1005-132PETITIONER APPLE INC.



PETITIONER APPLE INC.     EX. 1005-133

PCT/US2008/054271WO 2008/103652

2/5

 
3w

 

>E<n_0235.220:m>E<n_

__

, ._a.._
___

mm>mmm£82

<>._.w_<n_

EX. 1005-133PETITIONER APPLE INC.



PETITIONER APPLE INC.     EX. 1005-134

WO 2008/103652 PCT/US2008/054271

3/5

START V 200

RECEIVE A SIP INVITE “202
MESSAGE FROM AN OUTSIDE

PARTY

I ASSOCIATE INDIVIDUL MONITORING TAPS
WITH THE OUTSIDE PARTY DEVICE AND x4204

THE CORRESPONDING CALL CENTER DEVICE

ESTABLISH A DIGITAL AUDIO CONNECTION

BETWEEN THE PARTIES AND INSERT THE ‘ ' 206
TAPS IN THE DATA STREAM

BEGIN RECORDING THE COMMUNICATION USING 208

THE TAP ASSOCIAgEBTyITH THE OUTSIDE

TRANSFER THE OUTSIDE PARTY TO A HOLD rim
QUEUE WITHOUT STOPPING THE RECORDING

CONNECT THE AGENT TO A SUPERVISOR BY

ROUTING THE DATA STREAM FROM THE AGENT 212

TAP TO THE SUPERVISOR WORKSTATION ’

DISCONNECT THE SUPERVISOR AND RECONNECT

THE OUTSIDE PARTY TO THE AGENT 214

END THE COMMUNICATION @215
I AND STORE THE RECORDING ”

END ' 218

Fig. 2

PETITIONER APPLE INC. EX. 1005-134



PETITIONER APPLE INC.     EX. 1005-135

WO 2008/103652 PCT/US2008/054271

4/5

  
 

300

 

 

 
  
 

 

  

  
  

 
  

 
 

 

 
 

I SEND A SIP INVITATION TO
AN OUTSIDE PARTY

302

ASSOCIATE INDIVIDUAL MONITORING
TAPS WITH BOTH THE OUTSIDE

PARTY AND AN ASSIGNED AGENT ‘

 
304

 ESTABLISH A DIGITAL AUDIO

CONNECTION BETWEEN THE '

OUTSIDE PARTY AND THE AGENT

—I—
START RECORDING THE SESSION

USING THE OUTSIDE PARTY TAP

306

 

 

TRANSFER THE OUTSIDE PARTY TO A

DIFFERENT AGENT OR SUPERVISOR

WITHOUT INTERRUPTING THE RECORDING

 

 

END THE COMMUNICATION

AND STORE THE RECORDING ‘ 312

Fig. 3

PETITIONER APPLE INC. EX. 1005-135



PETITIONER APPLE INC.     EX. 1005-136

WO 2008/103652 PCT/US2008/054271

5/5

(. START In 400

RECEIVE A SIP INVITATION F402

V TO AN OUTSIDE PARTY

ASSOCIATE INDIVIUAL MONITORING
TAPS WITH BOTH THE OUTSIDE ' 404

PARTY AND AN ASSIGNED AGENT 7

ESTABLISH A DIGITAL AUDIO I
CONNECTION BETWEEN THE ' 406

OUTSIDE PARTY AND THE AGENT

RECEIVE A REQUEST FROM A 408
SUPERVISOR TO MONITOR THE ‘

CONVERSATION

SEND A PARALLEL FEED OF THE OUTSIDE
PARTY AND AGENT AUDIO STREAMS TO A

SUPERVISOR WORKSTATION USING THE

AGENT TAP
  
 

f4“)

 
  
 

  

 
  

 

RECEIVE A REQUEST FROM A
SUPERVISOR TO STOP

MONITORING THE CONVERSATION ‘

'412

DISCONNECT THE SUPERVISOR FEED
FROM THE AGENT TAP WITHOUT

INTERRUPTING THE CONVERSATION

@416

Fig. 4

414

PETITIONER APPLE INC. EX. 1005-136



PETITIONER APPLE INC.     EX. 1005-137

INTERNATIONAL SEARCH REPORT V Imemafional application No.
PCT/US2008I054271 

V A. CLASSIFICATION OF SJECT MATTER
IPC(8) - H04L 12/28 (2008.04)
USPC - 370/352

According to [ntemational Patent Classification (IPC) or to both national classification and [PC
B. FIELDS SEARCHED

Minimum documentation searched (classification system followed by classification symbols)
IPC(8) - H04L 12/28 (2008.04)
USPC - 370/352

 

 \wfinmmmfimm\mfi~wx  

(as  

‘ Documentation searched other than minimum documentation to the extent that such documents are included in the fields searched

 

 

‘ Electronic data base consulted during the international search (name of data base and, where practicable, search terms used)

‘ MIcroPatent

1 C. DOCUMENTS CONSIDERED TO BE RELEVANT

: Category Citation ofdocument, with indication, where appropriate, of the relevant passages Relevant to claim No,

X US 2006/0221941 A1 (KISHINSKY et al) 05 October 2006 (05.10.2006) see whole document 1-35, 37-38

  

 
 

 
 

 

 

 

 
 

  
 
  

  

Y 36

i Y GB 2 389 736 A (HALBRALCH) 17 December 2003 (17.12.2003) see whole document 36

[3 Further documents are listed in the continuation of Box C. D
' Sp‘cial cattgmics °f Cited d°cumcnm "I" later document published afierthe international filing date or riority
“A” document defining the general state ofthe art which is not considered date and not in conflict with the application but cited to an etsland

to be of particular relevance the principle or theory underlying the invention
"E" 93$" applica‘lm'l “Talent bl" PUbliShcd on or aflcnhe inlcmalional "X" document of particular relevance; the claimed invention cannot be

filing d3“ considered novel or cannot be considered to involve an inventive

“1.” document which may throw doubts on prioritylelaimfia) or WhiCl’lt‘is “W Wh‘“ “16 documcm 15 lake" alonecited to establish the publication date of anot er citation or ot er “Y” down“ . . . .. . nt of particular relevance; the claimed invention cannot be
spew“ "350" (a? Spcc'fiw) I I _ . considered to involve an inventive step when the document is“0“ document refemrig to an oral disclosure, use, exlubition or other combined with one ormore othersueh doeuments,such combination
means being obvious to a person skilled in the an

"F" document published prior to the intemalional filing date but later than u&n documcm member ofthc same patcm familythe riori date claimed

Date ofmailing of the intemational search report

07JUL 2008
Authorized officer.

Blaine R. Copenheaver

. Date of the actual completion of the international search

14 June 2008
 

Name and iii-ailing address ofthe ISA/US
Mail Stop PCT. Attn: ISA/US, Commissioner for Patents
PO. Box 1450. Alexandria. Virglnla 22313-1450

‘ Facsimile No. 571-2733201

Form PCT/ISA/Zlo (second sheet) (April 2005)

 
PCT Halpdaslc 571-272-431!)
PCT OSP: 571-272—7774  

PETITIONER APPLE INC. EX. 1005-137



PETITIONER APPLE INC.     EX. 1005-138

2008/151406A1||||||alllllllllllllllllllllll|||||||||||||||lllllllllllalllllll||||||||||||||||||||||||||||
W0

(12) INTERNATIONAL APPLICATION PUBLISHED UNDER THE PATENT COOPERATION TREATY (PCT)

(19) World Intellectual Property Organization "
International Bureau

(43) International Publication Date

18 December 2008 (18.12.2008)

(51) International Patent Classification:
H04L 12/66 (2006.01) H04Q 3/64 (2006.01)
1104M 11/06 (2006.01)

(21) International Application Number:
PCT/CA2007/002176

(22) International Filing Date:
27 December 2007 (27.12.2007)

(25) Filing Language: English

(26) Publication Language: English

(30) Priority Data:
60/944,258 15 June 2007 (15.06.2007) US

(71) Applicant (for all designated States except US): RE-
SEARCH IN MOTION LIMITED [CA/CA]; 295

Phillip Street, Waterloo, Ontario N2L 3W8 (CA).

(72) Inventors; and
(75) Inventors/Applicants (for US only): PURNADI, Rene

W. [US/US]; 118 E1m Fork Drive, Coppell, Texas 75019
(US). ISLAM, M. Khaledul [CA/CA]; 88 Broughton
Strcct, Ottawa, Ontario K2K 3N4 (CA).

 WWWMWWBWWWWMMWWWWWWWW

(10) International Publication Number

WO 2008/151406 A1

(74) Agents: WONG, Jeffrey W. et a1.; Borden Ladner Gervais
LLP, World Exchange Plaza, 100 Queen Street, Suite 1100,
Ottawa, Ontario K1P 1J9 (CA).

(81) Designated States (unless otherwise indicated, for every
kind of national protection available): AE, AG, AL, AM,
AO, AT, AU, AZ, BA, BB, BG, BH, BR, BVV, BY, BZ, CA,
CH, CN, CO, CR, CU, CZ, DE, DK, DM, DO, DZ, EC, EE,
EG, ES, Fl, GB, GD, GE, GH, GM, GT, HN, HR, HU, ID,
IL, IN, IS, JP, KE, KG, KM, KN, KP, KR, KZ, LA, LC,
LK, LR, LS, LT, LU, LY, MA, MD, ME, MG, MK, MN,
MW, MX, MY, MZ, NA, NG, NI, NO, NZ, OM, PG, PH,
PL, PT, RO, RS, RU, SC, SD, SE, SG, SK, SL, SM, SV,
SY, TJ, TM, TN, TR, T'l‘, TZ, UA, UG, US, UZ, VC, VN,
ZA, ZM, ZW.

(84) Designated States (unless otherwise indicated for every
kind of regional protection available): ARTPO (BW, GH,
GM, KE, LS, MW, MZ, NA, SD, SL, SZ, TZ, UG, ZM,
ZW), Eurasian (AM, AZ, BY, KG, KZ, MD, RU, TJ, TM),
European (AT, BE, BG, CH, CY, CZ, DE, DK, EE, ES, FT,
FR, GB, GR, HU, IE, IS, IT, LT, LU, LV, MC, MT, NL, PL,
PT, RO, SE, SI, SK, TR), OAPI (BF, BJ, CF, CG, CI, CM,
GA, GN, GQ, GW, ML, MR, NE, SN, TD, TG).

Published:

with international search report

(54) Title: SYSTEM AND METHOD FOR INDICATING EMERGENCY CALL BACK TO USER EQUIPMENT

 

\

.wwmrwg

5‘!

. =‘”’i map/“V”- :M‘ 1
/{ access X} 5 §

UE P-CSCFI‘ Q____ W_______ 45 ir

\ 8 1(5 16

SACSCF
“accurate . . . 3

Message

 “luawwj' 
 

 

r...I ‘ '1‘
: f 11e 20 22

 

 
ndlcator _/‘ 32  
 

 

Figure 1

(57) Abstract: A method is provided for indicating an lMS (Internet Protocol Multimedia Subsystem) emergency call back to a user
equipment 14 and an access network 15. The method comprises including in a message 30 from a PSAP (Public Safety Answering
Point) 22 to the user equipment 14 and the access network 15 an indication 32 that the emergency call back is from the PSAP 22.
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SYSTEM AND METHOD FOR INDICATING EMERGENCY CALL BACK TO USER

EQUIPMENT

CROSS-REFERENCE TO RELATED APPLICATIONS

The present application claims priority to US. Provisional Patent Application No.

60/944,258, filed 6/15/07 by Pumadi et al., entitled “System and Method for Indicating [MS

Emergency Call Back to User Equipment” which is incorporated by reference herein as if

reproduced in its entirety.

BACKGROUND

The 1P (Internet Protocol) Multimedia Subsystem (IMS) is a standardized architecture

for providing both mobile and fixed multimedia services that many telephony service providers

are beginning to implement. The IMS architecture can include a collection of different

functions (i.e., network elements) that communicate using standard protocols.

A user of an IMS network using a mobile device or any user equipment (UE) may place

an emergency call, such as a 911 call (in North America) or a 112 call (in most of Europe).

Such calls are typically handled by a Public Safety Answering Point (PSAP), which might

coordinate an appropriate response to the emergency. Afier an emergency call is terminated,

the PSAP may place a call back to the user for various reasons. For example, if the emergency

call appears to have terminated abnormally, the PSAP might call the user back to determine if

the user wishes to convey any additional information. Alternatively, the PSAP might call the

user back to ask for information that was inadvertently not requested in the initial call. Other

reasons for a call back from a PSAP to an emergency caller afier the termination of an

emergency call may be familiar to one of skill in thc art.

BRIEF DESCRIPTION OF THE DRAWINGS

For a more complete understanding of this disclosure, reference is now made to the

following brief description, taken in connection with the accompanying drawings and detailed

description, wherein like reference numerals represent like parts.

Figure 1 is a diagram of an illustrative IP network including a user equipment and a

Public Safety Answering Point according to an embodiment of the disclosure.
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Figure 2 is a sequence diagram illustrating a call flow according to an embodiment of

the disclosure.

Figure 3 is a diagram of a wireless communications system including user equipment

operable for some of the various embodiments of thc disclosure.

Figure 4 is a block diagram of user equipment operable for some of the various

embodiments of the disclosure.

Figure 5 is a diagram of a software environment that may be implemented on user

equipment operable for some of the various embodiments of the disclosure.

Figure 6 is an illustrative general purpose computer system suitable for some of the

various embodiments of the disclosure.

DETAILED DESCRIPTION

It should be understood at the outset that although illustrative implementations of one or

more embodiments of the present disclosure are provided below, the disclosed systems and/or

methods may be implemented using any number of techniques, whether currently known or in

existence. The disclosure should in no way be limited to the illustrative implementations,

drawings, and techniques illustrated below, including the exemplary designs and

implementations illustrated and described herein, but may be modified within the scope of the

appended claims along with their full scope of equivalents.

In an embodiment, a method is provided for indicating an IMS (Internet Protocol

Multimedia Subsystem) emergency call back to a user equipment and an access network. The

method comprises including in a message from a PSAP (Public Safety Answering Point) to the

user equipment and the access network an indication that the emergency call back is from the

PSAP.

In another embodiment, a user equipment is provided that includes a processor

configured to recognize an (Internet Protocol Multimedia Subsystem) call as an emergency

call back from a PSAP.

In another embodiment, a system is provided that includes one or more processors and

instructions. The instructions when executed by the one or more processors promote providing

an emergency call back indicator in a message from a PSAP to user equipment (UE).

[u
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When a PSAP attempts an IMS call back to a UE after an IMS emergency call from the

UE to the PSAP is terminated, undesirable results may occur if the UE does not recognize that

the call back is from the PSAP. For example, the UE may treat the call back as a regular call

and place it on hold or call waiting, the call back could be blocked, or the UE might otherwise

fail to respond appropriately to the call back. The present disclosure provides for indicating an

IMS emergency call back from a PSAP to a UE by including in the call back an indication to

the UE that the call back is from the PSAP. This allows the UE to distinguish between

emcrgency call backs and regular calls. The indication or indicator that identifies the call to the

UE as a call back from a PSAP may be associated with the call in various manners, some of

which will be discussed in greater detail below. Others will readily suggest themselves to one

skilled in the art in light of the present disclosure. Other techniques are provided in US. Patent

Nos. 7,050,785 and 7,139,549, both by Islam et al, which are incorporated herein by reference

for all purposes.

Figure 1 illustrates a system 10 including an IP (Intcrnet Protocol) network 12, which

may also include one or more components of an IMS network. A UE 14 is shown and may

include any end user device or system (e.g., mobile phone, mobile wireless device (including

digital, cellular, or dual mode devices) personal digital assistant, laptop/tablet/notebook

computer, desktop computer, etc.) that connects to an IMS network. A CSCF (Call Session

Control Function) (not explicitly shown) is a well known element in an IMS network

responsible, for example, for maintaining a SIP (Session Initiation Protocol) call and providing

session control for subscribers accessing services within an IMS network.

The UE 14 communicates Via an access network 15 with a P—CSCF (Proxy CSCF) 16.

The access network 15 might be any well known set of components, such as base stations and

other radio transmission and reception equipment, that can promote wireless connections to

subsequent network components. The P—CSCF 16 is a SIP proxy that may be the first point of

contact for the IMS terminal and may be located in the Visited network in full IMS networks or

The P—CSCF 16

communicates with an S-CSCF (Serving CSCF) 18. The S-CSCF 18 is a SIP server that may

in the home network if the visited network is not yet IMS—compliant.

be located in the home network and that may perform session control, downloading and

uploading of user profiles, and other functions. The S—CSCF 18 communicates with an E—

1.44
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CSCF (Emergency CSCF) 20. The E-CSCF 20 provides session control functions for a

PSAP (Public Safety Answering Point) 22, which may be a 911 system or another emergency

call center or system.

To make an emergency or 911 call, the UE 14 might communicate with the PSAP 22

via the P—CSCF l6, S-CSCF 18, and E—CSCF 20. However, communication via the P-CSCF 16

might occur only when the UE 14 is roaming. When the UE 14 is in its home network, there

may be no need for the P—CSCF 16, and the UE 14 might communicate directly with the S-

CSCF 18. Hereinafter, any communication that is described as occurring via the P—CSCF 16

should be understood as possibly occurring without the presence of the P-CSCF 16.

Current 3GPP (3rd Generation Partnership Project) and 3GPP2 (3rd Generation

Partnership Project 2) specifications (TS 23.167 in 3GPP and X.P0049 in 3GPP2) do not

specify a method for the UE 14 to determine whether an incoming call is in fact a call back

from an emergency system, such as the PSAP 22. According to one embodiment, the PSAP 22

provides an [MS emergency call back message 30, such as a SIP Invite, that includes an

emergency call back indication or indicator 32. The UE 14 can use the indicator 32 to identify a

call as an IMS emergency call back from the PSAP 22 and can then respond appropriately to the

call back. For example, the UE 14 might use the indicator 32 to set a proper priority during

bearer setup with the access network 15, might drop and block other calls if necessary, or might

take other actions to promote or increase the likelihood of successfully completing the

emergency call back. The indicator 32 may also allow the UE 14 to provide events, such as

audible or video displayed alerts, that notify the UE user about the incoming emergency call

back.

The UE 14 may also use the indicator 32 to trigger an action if the UE user has not

responded to the call back after a certain time has elapsed. A failure to answer an emergency

callback in a timely manner might be an indication that the user is incapacitated or is otherwise

in need of emergency services. When no response to an emergency call back occurs within a

predefined length of time afier the indicator 32 is received, the UE 14 might initiate an

automatic reply to the PSAP 22 that indicates that the user is unable to respond, might send the

location coordinates of the UE 14, might send an automated message to another emergency

system, or might trigger other actions. For example, the UE 14 might complete the call without

PETITIONER APPLE INC. EX. 1005-142



PETITIONER APPLE INC.     EX. 1005-143

10

15

2O

25

30

WO 2008/151406 PCT/CA2007/002176

physical input from the user, which might be useful when the user is unable to physically

activate the UE 14 to receive the call. The P—CSCF 16 can provide the emergency call back

indicator 32 to the access network 15 and the access network 15 can use the emergency call

back indicator 32 to prepare and prioritize the appropriate resources for the emergency call

back.

The emergency call back indicator 32 may be conveyed based on the current

specifications in a variety of manners. However, the present disclosure is not so limited and is

applicable in a variety of different systems and environments. In one embodiment, the indicator

32 may be provided by including the PSAP public identifier (PSAP PUID) in a SIP message

sent from the PSAP 22 to the UE 14 after termination of an emergency call from the UE 14.

More specifically, the PSAP PUID could be included in a SIP Invite message as the indicator

32. In this case, it may be useful for the PSAP PUID to have a standard naming convention or

format, such as name@sos.domain, psap@domain, and so on, that identifies the PSAP 22 as an

emergency-related entity. That is, words or arrangements of letters, numbers, or other

characters, such as 'psap', 'sos', or 'emergency', might be used in the SIP Invite to indicate that

the message 30 is from an emergency system, such as the PSAP 22.

The PSAP PUID may be provided in various locations in the SIP Invite message sent

from the PSAP 22 to the UE 14. For example, the PSAP PUID could be placed in the ‘From

Header' that typically provides information on the identify of the sender of a SIP message. The

standardized PSAP PUID format in the SIP Invite ‘From Header’ may make the SIP Invite

readily recognizable by the UE 14 as a message associated with an emergency call back from

PSAP 22. That is, the UE 14 might check the ‘From Header’ for a name or string, such as

'psap', 'sos', or 'emergency', that indicates that the SIP Invite is from the PSAP 22. If such a

string is found, the UE l4 knows that the message is from the PSAP 22 and responds

accordingly. The UE 14 might check every SIP Invite message for the name or string or might

check only for some period of time after the UE 14 places a 911 or other emergency call.

In another embodiment, the UE emergency public idcntifier (ePUID) may be used as the

indicator 32. As background, the UE 14 currently obtains an ePUID, which is different from

the standard PUID, only when it performs an IMS emergency registration. However, under the

current guidelines, the UE 14 performs an IMS emergency registration only when the UE l4
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places an emergency call while outside its home network or only when the UE 14 does not

have enough credentials to perform IMS regular registration. Therefore, the ePUID might not

always be available for use as the indicator 32.

The present embodiment provides that the UE 14 performs an emergency IMS

registration whenever the UE 14 places an emergency call, regardless of whether it is in its

home network or roaming and regardless of whether it has enough credentials for regular

registration. The UE 14 would then have an ePUID even when it makes an emergency call

from within its home network and could provide the ePUID to the PSAP 22 whenever it makes

an emergency call. When the PSAP 22 makes an emergency call back to the UE 14, the PSAP

22 could then use the ePUID as the indicator 32 in the message 30. More specifically, the

ePUID could be placed in the SIP hivite ‘To Header’, which identifies the rccipient of a SIP

message. When the UE 14 receives a message that includes its own ePUID, such as a SIP

Invite that has the UE ePUID in the 'To Header', the UE 14 could recognize the message as

being associated with an emergency call back from the PSAP 22 and could respond

appropriately.

In other embodiments, the emergency call back indicator 32 may be included in a SIP

Invite from the PSAP 22 to the UE 14 in numerous other ways. For example, an explicit new

emergency call back header might be added, or an implicit emergency call back indicator 32

might be placed inside an existing header, such as the P-Asserted-Identity header.

Alternatively, other messages 30 may include or may be used as the indicator 32, or a myriad of

other ways or techniques could be employed which will readily suggest themselves to one

skilled in the art in view of the present disclosure.

Figure 2 illustrates an exemplary call flow diagram for a UE 14 that has previously

initiated an IMS emergency call session using its standard PUID. In this embodiment, when the

emergency call is terminated, the PSAP 22 attempts an emergency call back to the UE 14 using

a SIP Invite message. The SIP Invite includes the UE PUID in the ‘To Header’ and includes a

standardized or recognized PSAP PUID, such as name@sos.domain, in the 'From Header'. The

standardized PSAP PUID format used in the 'From Header' is recognized by the P-CSCF 16 (or

the S-CSCF 18 when the P-CSCF 16 is not present) and by the UE 14 as an indication of an

emergency call back from the PSAP 22. The PHCSCF 16 or S-CSCF 20 triggers the access
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network 15 so UE 14 and the access network 15 may then set the highest priority for the call to

ensure a successful emergency call back and/or may perform other actions, as discussed above.

At event 202, responsive to abnormal emergency call termination, or for some other

reason, the PSAP 22 initiates a call back to the UE 14. The PSAP 22 forms a SIP Invite

message that includes the UE PUID in the ‘To Header‘ and uses the standardized or recognized

PSAP PUID format as the indicator in the 'From Header'. In this example, the PSAP PUID uses

name@sos.domain as the standard format. The ‘sos’ in the SIP Invite originating from the

PSAP 22 indicates to the UE 14 that this is an emergency call back. However, other parameters

placed in other locations in the SIP Invite message or in other messages may also be used as the

indicator. The SIP Invite formed in this manner is then sent to the E—CSCF 20.

At event 204, the E-CSCF 20 forwards the SIP Invite to the S-CSCF 18. At event 206,

the S-CSCF 18 forwards the SIP Invite to the P-CSCF 16. At event 208, the P-CSCF 16

forwards the SIP Invite to the UE 14. The P—CSCF 16 may use the emergency call back

indicator as a trigger to inform an access network to prepare and prioritize resources for the

emergency call back. At event 210, the UE 14 examines the 'From Header' in the incoming SIP

Invite and recognizes 'sos‘ as the standardized format indicating that the SIP Invite is from the

PSAP 22 and is associated with an emergency call back. The UE 14 may then use this

indication to put the call in the highest priority to assure a successful emergency call back. The

UE 14 may take other actions as well, including dropping other ongoing calls, setting proper

priority during the radio bearer setup procedure, and so on.

At event 212, the UE 14 forms a SIP 2000K message to respond to the SIP Invite. The

UE 14 places the PSAP PUID in the 'To Header' and its own UE PUID in the 'From Header'.

The SIP 2000K is then sent to the P-CSCF 16.

specification, the P-CSCF 16 may not allow an emergency call initialization by means of a SIP

As a note, according to the 3GPP2

Invite that has a PSAP PUID in the 'To Header'. However, the message sent at event 212 is not

a SIP Invite initialization message, but instead may be a SIP 2000K. Therefore, as indicated at

event 214, the P—CSCF 16 does allow the message that has the PSAP PUID in the 'To Header'.

It should be noted that the P—CSCF 16 typically needs to be aware of and ready to receive the

SIP 2000K or else it might reject the SIP 2009K. After the P-CSCF 16 has received the SIP
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Invite rom the PSAP 22, the P—CSCF 16 can be made aware that the UE 14 might send the

2000K.

At events 216, 218, and 220, the P-CSCF 16 routes the SIP 2000K, via the S—CSCF l8

and the E-CSCF 20, to the PSAP 22. At event 222, the PSAP 22 forms a SIP ACK message to

respond to the SIP 2000K. The PSAP 22 puts the UE PUID in the 'To Header' and its own

PSAP PUID in the 'From Header' and sends the SIP ACK to the E-CSCF 20. At events 224,

226, and 228, the SIP ACK is then routed via the S-CSCF 18 and the P-CSCF 16 to the UE 14.

At this point, the setup of the emergency call back is complete, as indicated at event 230. It

should be appreciated that Figure 2 is merely illustrative of one call flow for one embodiment of

the present disclosure and that the present disclosure is not limited to only the illustrated call

flow. Other call flows would occur for the numerous other embodiments disclosed herein.

Figure 3 illustrates a wireless communications system including an embodiment of the

UE 14. The UE 14 is operable for implementing aspects of the disclosure, but the disclosure

should not be limited to these implementations. Though illustrated as a mobile phone, the UE

14 may take various forms including a wireless handset, a pager, a personal digital assistant

(PDA), a portable computer, a tablet computer, or a laptop computer. Many suitable devices

combine some or all of these functions. In some embodiments of the disclosure, the UE 14 is

not a general purpose computing device like a portable, laptop or tablet computer, but rather is a

special-purpose communications device such as a mobile phone, a wireless handset, a pager, a

PDA, or a telecommunications device installed in a vehicle. In another embodiment, the UE 14

may be a portable, laptop or other computing device. The UE 14 may support specialized

activities such as gaming, inventory control, job control, and/or task management functions, and

so on.

The UE 14 includes a display 402. The UE 14 also includes a touch-sensitive surface, a

keyboard or other input keys generally referred as 404 for input by a user. The keyboard may

be a full or reduced alphanumeric keyboard such as QWERTY, Dvorak, AZERTY, and

sequential types, or a traditional numeric keypad with alphabet letters associated with a

telephone keypad. The input keys may include a trackwheel, an exit or escape key, a trackball,

and other navigational or functional keys, which may be inwardly depressed to provide further
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input function. The UE 14 may present options for the user to select, controls for the user to

actuate, and/or cursors or other indicators for the user to direct.

The UE 14 may further accept data entry from the user, including numbers to dial or

various parameter values for configuring the operation of the UE 14. The UE 14 may further

execute one or more software or firmwarc applications in response to user commands. These

applications may configure the UE 14 to perform various customized functions in response to

user interaction. Additionally, the UE 14 may be programmed and/or configured over—the—air,

for example from a wireless base station, a wireless access point, or a peer UE 14.

Among the various applications executable by the UE 14 are a web browser, which

enablcs the display 402 to show a web page. The web page may be obtained Via wireless

communications with a wireless network access node, a cell tower, a peer UE 14, or any other

wireless communication network or system 400. The network 400 is coupled to a wired

network 408, such as the Internet. Via the wireless link and the wired network, the UE 14 has

access to information on various servers, such as a server 410. The server 410 may provide

content that may be shown on the display 402. Altemately, the UE 14 may access the network

400 through a peer UE 14 acting as an intermediary, in a relay type or hop type of connection.

Figure 4 shows a block diagram of the UE 14. While a variety of known components of

UEs 14 are depicted, in an embodiment a subset of the listed components and/or additional

components not listed may be included in the UE 14. The UE 14 includes a digital signal

processor (DSP) 502 and a memory 504. As shown, the UE 14 may further include an antenna

and front end unit 506, a radio frequency (RF) transceiver 508, an analog baseband processing

unit 510, a microphone 512, an earpiece speaker 514, a headset port 516, an input/output

interface 518, a removable memory card 520, a universal serial bus (USB) port 522, a short

range wireless communication sub—system 524, an alert 526, a keypad 528, a liquid crystal

display (LCD), which may include a touch sensitive surface 530, an LCD controller 532, a

charge—coupled device (CCD) camera 534, a camera controller 536, and a global positioning

system (GPS) sensor 538. In an embodiment, the UE 14 may include another kind of display

that does not provide a touch sensitive screen. In an embodiment, the DSP 502 may

communicate directly with the memory 504 without passing through the input/output interface

518.
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The DSP 502 or some other form of controller or central processing unit operates to

control the various components of the UE 14 in accordance with embedded software or

firmware stored in memory 504 or stored in memory contained within the DSP 502 itself. In

addition to the embedded software or firmware, the DSP 502 may execute other applications

stored in the memory 504 or made available Via information carrier media such as portable data

storage media like the removable memory card 520 or via wired or wireless network

communications. The application software may comprise a compiled set of machine—readable

instructions that configure the DSP 502 to provide the desired functionality, or the application

software may be high-level software instructions to be processed by an interpreter or compiler

to indirectly configure the DSP 502.

The antenna and front end unit 506 may be provided to convert between wireless signals

and electrical signals, enabling the UE 14 to send and receive information from a cellular

network or some other available wireless communications network or from a peer UE 14. In an

embodiment, the antenna and front end unit 506 may include multiple antennas to support beam

forming and/or multiple input multiple output (MIMO) operations. As is known to those skilled

in the art, MIMO operations may provide spatial diversity which can be used to overcome

difficult channel conditions and/or increase channel throughput. The antenna and front end unit

506 may include antenna tuning and/or impedance matching components, RF power amplifiers,

and/or low noise amplifiers.

The RF transceiver 508 provides frequency shifiing, converting received RF signals to

baseband and converting baseband transmit signals to RF. In some descriptions a radio

transceiver or RF transceiver may be understood to include other signal processing functionality

such as modulation/demodulation, coding/decoding, interleaving/deinterleaving,

spreading/despreading, inverse fast Fourier transforming (IFFT)/fast Fourier transformng

(FFT), cyclic prefix appending/removal, and other signal processing functions. For the

purposes of clarity, the description here separates the description of this signal processing from

the RF and/or radio stage and conceptually allocates that signal processing to the analog

baseband processing unit 510 and/or the DSP 502 or other central processing unit. In some

embodiments, the RF Transceiver 508, portions of the Antenna and Front End 506, and the

10
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analog baseband processing unit 510 may be combined in one or more processing units and/or

application specific integrated circuits (ASICs).

The analog baseband processing unit 510 may provide various analog processing of

inputs and outputs, for example analog processing of inputs from the microphone 512 and the

headset 516 and outputs to the earpiece 514 and the headset 516. To that end, the analog

baseband processing unit 510 may have ports for connecting to the built-in microphone 512 and

the earpiece speaker 514 that enable the UE 14 to be used as a cell phone. The analog baseband

processing unit 510 may further include a port for connecting to a headset or other hands-free

microphone and speaker configuration. The analog baseband processing unit 510 may provide

digital-to-analog conversion in one signal direction and analog-to—digital conversion in the

opposing signal direction. In some embodiments, at least some of the functionality of the

analog baseband processing unit 510 may be provided by digital proccssing components, for

example by the DSP 502 or by other central processing units.

The DSP 502 may perform modulation/demodulation, codingdecoding,

interleavingdeinterleaving, spreadingdespreading, inverse fast Fourier transforming

(IFFT)/fast Fourier transforming (FFT), cyclic prefix appending/removal, and other signal

processing functions associated with wireless communications. In an embodiment, for example

in a code division multiple access (CDMA) technology application, for a transmitter function

the DSP 502 may perform modulation, coding, interleaving, and spreading, and for a receiver

function the DSP 502 may perform despreading, deinterleaving, decoding, and demodulation.

In another embodiment, for example in an orthogonal frequency division multiplex access

(OFDMA) technology application, for the transmitter function the DSP 502 may perform

modulation, coding, interleaving, inverse fast Fourier transforming, and cyclic prefix

appending, and for a receivcr function the DSP 502 may perform cyclic prefix removal, fast

Fourier transforming, deinterleaving, decoding, and demodulation. In other wireless technology

applications, yet other signal processing functions and combinations of signal processing

functions may be performed by the DSP 502.

The DSP 502 may communicate with a wireless network via the analog baseband

processing unit 510. In some embodiments, the communication may provide Intemet

connectivity, enabling a user to gain access to content on the Internet and to send and receive e-

11
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mail or text messages. The input/output interface 518 interconnects the DSP 502 and various

memories and interfaces. The memory 504 and the removable memory card 520 may provide

software and data to configure the operation of the DSP 502. Among the interfaces may be the

USB interface 522 and the short range wireless communication sub-system 524. The USB

interface 522 may be used to charge the UE 14 and may also enable the UE 14 to function as a

peripheral device to exchange information with a personal computer or other computer system.

The short range wireless communication sub—system 524 may include an infrared port, a

Bluetooth interface, an IEEE 802.11 compliant wireless interface, or any other short range

wireless communication sub-system, which may enable the UE 14 to communicate wirelessly

with other nearby mobile devices and/or wireless base stations.

The input/output interface 518 may further connect the DSP 502 to the alert 526 that,

when triggered, causes the UE 14 to provide a notice to the user, for example, by ringing,

playing a melody, or vibrating. The alert 526 may serve as a mechanism for alerting the user to

any of various events such as an incoming call, a new text message, and an appointment

reminder by silently vibrating, or by playing a specific pre—assigned melody for a particular

caller.

The keypad 528 couples to the DSP 502 via the interface 518 to provide one mechanism

for the user to make selections, enter information, and otherwise provide input to the UE 14.

The keyboard 528 may be a full or reduced alphanumeric keyboard such as QWERTY, Dvorak,

AZERTY and sequential types, or a traditional numeric keypad with alphabet letters associated

with a telephone keypad. The input keys may include a trackwheel, an exit or escape key, a

trackball, and other navigational or functional keys, which may be inwardly depressed to

provide further input function. Another input mechanism may be the LCD 530, which may

include touch screen capability and also display text and/or graphics to the user. The LCD

controller 532 couples the DSP 502 to the LCD 530.

The CCD camera 534, if equipped, enables the UE 14 to take digital pictures. The DSP

502 communicates with the CCD camera 534 via the camera controller 536. In another

embodiment, a camera operating according to a technology other than Charge Coupled Device

cameras may be employed. The GPS sensor 538 is coupled to the DSP 502 to decode global

positioning system signals, thereby enabling the UE 14 to determine its position. Various other

12
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peripherals may also be included to provide additional functions, e.g., radio and television

reception.

Figure 5 illustrates a software environment 602 that may be implemented by the DSP

502. The DSP 502 executes operating system drivers 604 that provide a platform from which

the rest of the software operates. The operating system drivers 604 provide drivers for the

wireless device hardware with standardized interfaces that are accessible to application

sofiware. The operating system drivers 604 include application management services (“AMS”)

606 that transfer control between applications running on the UE 14. Also shown in Figure 5

are a web browser application 608, a media player application 610, and Java applets 612. The

web browser application 608 configures the UE 14 to operate as a web browser, allowing a user

to enter information into forms and select links to retrieve and view web pages. The media

player application 610 configures the UE 14 to retrieve and play audio or audiovisual media.

The Java applets 612 configure the UE 14 to provide games, utilities, and other functionality. A

component 614 might provide functionality related to emergency calls.

The UE 14, P-CSCF 16, S-CSCF 18, E-CSCF 20, and PSAP 22, as well as other

components described herein, may be implemented in whole or part on, or may include, a

general-purpose computer with sufficient processing power, memory resources, and network

throughput capability to handle the necessary workload placed upon it. Figure 6 illustrates a

typical, general-purpose computer system 700 that may be suitable for implementing one or

more embodiments disclosed herein. The computer system 700 includes a processor 720

(which may be referred to as a central processor unit or CPU) that is in communication with

memory devices including secondary storage 750, read only memory (ROM) 740, random

access memory (RAM) 730, input/output (I/O) devices 710, and network connectivity devices

760. The processor may be implemented as one or more CPU chips.

The secondary storage 750 is typically comprised of one or more disk drives or tape

drives and is used for non-volatile storage of data and as an over-flow data storage device if

RAM 730 is not large enough to hold all working data. Secondary storage 750 may be used to

store programs which are loaded into RAM 730 when such programs are selected for execution.

The ROM 740 is used to store instructions and perhaps data which are read during program

execution. ROM 740 is a non-volatile memory device which typically has a small memory

13
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capacity relative to the larger memory capacity of secondary storage. The RAM 730 is used to

store volatile data and perhaps to store instructions. Access to both ROM 740 and RAM 730 is

typically faster than to secondary storage 750.

I/O devices 710 may include printers, video monitors, liquid crystal displays

(LCDs), touch screen displays, keyboards, keypads, switches, dials, mice, track balls, voice

recognizers, card readers, paper tape readers, or other well-known input devices.

The network connectivity devices 760 may take the form of modems, modem banks,

ethemet cards, universal serial bus (USB) interface cards, serial interfaces, token ring cards,

fiber distributed data interface (FDDI) cards, wireless local area network (WLAM cards, radio

transceiver cards such as code division multiple access (CDMA) and/or global system for

mobile communications (GSM) radio transceiver cards, and other well-known network devices.

These network connectivity 760 devices may enable the processor 720 to communicate with an

Internet or one or more intranets. With such a network connection, it is contemplated that the

processor 720 might receive information from the network, or might output information to the

network in the course of performing the above—described method steps. Such information,

which is often represented as a sequence of instructions to be executed using processor 720,

may be received from and outputted to the network, for example, in the form of a computer data

signal embodied in a carrier wave.

Such information, which may include data or instructions to be executed using

processor 720 for example, may be received from and outputted to the network, for example, in

the form of a computer data baseband signal or signal embodied in a carrier wave. The

baseband signal or signal embodied in the carrier wave generated by the network connectivity

760 devices may propagate in or on the surface of electrical conductors, in coaxial cables, in

waveguides, in optical media, for example optical fiber, or in the air or free space. The

information contained in the baseband signal or signal embedded in the carrier wave may be

ordered according to different events, as may be desirable for either processing or generating

the information or transmitting or receiving the information. The baseband signal or signal

embedded in the carrier wave, or other types of signals currently used or hereafter developed,

referred to herein as the transmission medium, may be generated according to several methods

well known to one skilled in the art.

14'
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The processor 720 executes instructions, codes, computer programs, scripts which

it accesses from hard disk, floppy disk, optical disk (these various disk based systems may all be

considered secondary storage 750), ROM 740, RAM 730, or the network connectivity devices

760. Although only one processor 720 is shown, multiple processors may be present.

Instructions or processing discussed as accomplished by the processor may be simultaneously,

serially, or otherwise a processed by one or more processors.

While several embodiments have been provided in the present disclosure, it should

be understood that the disclosed systems and methods may be embodied in many other specific

forms without departing from the spirit or scope of the present disclosure. The present

examples are to be considered as illustrative and not restrictive, and the intention is not to be

limited to the details given herein. For example, the various elements or components may be

combined or integrated in another system or certain features may be omitted, or not

implemented.

Also, techniques, systems, subsystems and methods described and illustrated in the

various embodiments as discrete or separate may be combined or integrated with other systems,

modules, techniques, or methods without departing from the scope of the present disclosure.

Other items shown or discussed as coupled or directly coupled or communicating with each

other may be indirectly coupled or communicating through some interface, device, or

intermediate component, whether electrically, mechanically, or otherwise. Other examples of

changes, substitutions, and alterations are ascertainable by one skilled in the art and could be

made without departing from the spirit and scope disclosed herein.
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CLAIMS

What is claimed is:

1. A method for indicating an IMS (Internet Protocol Multimedia Subsystem) emergency call

back to a user equipment and an access network, comprising:

including in a message from a PSAP (Public Safety Answering Point) to the user

equipment and the access network an indication that the emergency call back is

from the PSAP.

2. The method of claim 1, wherein the message is a SIP (Session Initiation Protocol) Invite

message.

3. The method of claim 1, wherein the indication is included in a From Header.

4. The method of claim 1, wherein the indication is a string of characters that identifies the

PSAP as an emergency-related entity.

5. The method of claim 1, wherein the indication is included in a To Header.

6. The method of claim 1, wherein the indication is an emergency public identifier of the user

equipment.

7. The method of claim 6, wherein the emergency public identifier is created whenever the

user equipment initiates an IMS emergency call.

8. The method of claim 1, further comprising the user equipment and the access network

responding to the indication in a manner that promotes a successful completion of the emergency

call back.

9. The method of claim 1, further comprising the user equipment triggering an autonomous

action when the user equipment does not receive an input in response to the emergency call back

within a predefined length of time after the user equipment receives the indication.

1'6
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10. The method of claim 9, wherein the autonomous action is at least one of:

sending an automated message to the PSAP;

sending a location of the user equipment to the PSAP; and

sending an automated message to an emergency—related entity other than the PSAP.

11. The method of claim 2, wherein the user equipment inspects all incoming SIP Invite

messages for the indication, and wherein a Proxy Call Session Control Function inspects all

incoming SIP Invite messages for the indication to inform the access network to prepare and

prioritize resources for the emergency callback.

12. The method of claim 2, wherein the user equipment inspects incoming SIP Invite messages

for the indication only for a predefined length of time after the user equipment initiates an IMS

emergency call to the PSAP.

13. A user equipment, comprising:

a processor configured to recognize an IMS (Internet Protocol Multimedia Subsystem) call

as an emergency call back from a PSAP (Public Safety Answering Point).

14. The user equipment of claim 13, wherein the processor recognizes the IMS call as the

emergency call back from the PSAP by the IMS call including an emergency call back indicator.

15. The user equipment of claim 14, wherein the emergency call back indicator is a string of

characters that identifies the PSAP as an emergency-related entity and that is included in a SIP

(Session Initiation Protocol) Invite message from the PSAP to the user equipment.

16. The user equipment of claim 14, wherein the emergency call back indicator is included in a

From Header.

17. The user equipment of claim 14, wherein the emergency call back indicator is an

emergency public identifier of the user equipment that is included in a To Header.
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18. The user equipment of claim 17, wherein the emergency public identifier is created

whenever the user equipment initiates an IMS emergency call.

19. The user equipment of claim 14, wherein the user equipment triggers an autonomous

5 action when the user equipment does not receive an input in response to the emergency call back

within a predefined length of time after the user equipment receives the emergency call back

indicator.

20. The user equipment of claim 19, wherein the autonomous action is at least one of:

10 sending an automated message to the PSAP;

sending a location of the user equipment to the PSAP; and

sending an automated message to an emergency—related entity other than the PSAP.

21. The user equipment of claim 14, wherein a Proxy Call Session Control Function inspects

15 all incoming SIP Invite messages for the emergency call back indicator to inform the access

network to prepare and prioritize resources for the emergency call back.

22. A system, comprising:

one or more processors; and

20 instructions that when executed by the one or more processors promote providing an

emergency call back indicator in a message from a PSAP (Public Safety Answering

Point) to user equipment.

23. The system of claim 22, wherein the emergency call back indicator is one of:

25 a string of characters that identifies the PSAP as an emergency-related entity and that is

included in a From Header of a SIP (Session Initiation Protocol) Invite message

from the PSAP to the user equipment; and

an emergency public identifier of the user equipment that is included in a To Header of the

SIP Invite message and that is created whenever the user equipment initiates an

30 IMS emergency call.
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24. The system of claim 22, wherein the user equipment triggers an autonomous action when

the user equipment does not receive an input in response to the emergency call back within a

predefined length of time after the user equipment receives the emergency call back indicator.

25. The system of claim 24, wherein the autonomous action is at least one of:

sending an automated message to the PSAP;

sending a location of the user equipment to the PSAP; and

sending an automated message to an emergency-related entity other than the PSAP.

19
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(57) Abstract: Media processing of real—time protocol (RTP) packets used in time sensitive applications makes efficient use of net—
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METHOD AND APPARATUS OF RTP CONTROL PROTOCOL (RTCP)

PROCESSING IN REAL-TIME TRANSPORT PROTOCOL (RTP)
INTERMEDIATE SYSTEMS

RELATED APPLICATIONS

This application is a continuation of US. Application No. 12/082,021, filed

April 8, 2008, which is a continuation—in-part of US. Application No. 11/986,983,

filed November 27, 2007. The entire teachings of the above application are

incorporated herein by reference.

BACKGROUND OF THE INVENTION

The real—time transport protocol (RTP) provides end-to-end network

transport functions suitable for applications transmitting real-time data, such as

audio, video or simulation data, over multicast or unicast network services. The data

tranSport is augmented by a real-time control protocol (RTCP) to allow monitoring

of the data delivery in a manner scalable to large multicast networks and to provide

minimal control and identification functionality. RTP and RTCP are designed to be

independent of the underlying transport and network layers.

SUMMARY OF THE INVENTION

An example embodiment of the present invention may be implemented in the

form of a method or corresponding apparatus which provides end-to-end reception

quality feedback between a sending end system and a receiving end system. The
method and corresponding apparatus according to one embodiment of the present

invention includes: (i) tracking changes to real time transport protocol (RTP)

packets of the RTP session caused by media processing of the RTP packets to

produce tracked changes; (ii) modifying RTP packet information of the RTP packets

based on the tracked changes; (iii) correcting RTP control protocol (RTCP) packets

corresponding to the RTP session based on the tracked changes to produce corrected

RTCP packets, the corrected RTCP packets being a measure of the end-to-end

reception quality of the RTP session; and (iv) reporting the end-to-end reception

quality of the RTP session by forwarding the corrected RTCP packets.
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BRIEF DESCRIPTION OF THE DRAWINGS

The foregoing will be apparent from the following more particular

description of example embodiments of the invention, as illustrated in the

accompanying drawings in which like reference characters refer to the same parts

throughout the different views. The drawings are not necessarily to scale, emphasis

instead being placed upon illustrating embodiments of the present invention.

FIG. 1 is a network diagram of an example network in which example

embodiments of the present invention may be employed;

FIG. 2A is a network diagram of an example network in which packet

information is modified in accordance with an example embodiment of the preSent

invention;

FIG. 2B is a packet diagram that illustrates a typical real-time transport

protocol (RTP) header and an example modified RTP header modified in accordance

with an example embodiment of the present invention;

FIG. 3A is a network diagram of an example network in which report

packets are corrected in accordance with example embodiments of the present

invention;

FIGS. 3B-1, 3B-2, 3C-1, and 3C—2 are packet diagrams that illustrate typical

RTP control protocol (RTCP) packets and example corrected RTCP packets

corrected in accordance with example embodiments of the present invention;

FIG. 4 is a flow chart of an example process used to estimate an extended

highest sequence number received in accordance with an example embodiment of

the present invention;

FIG. 5 is a flow chart of an example process for measuring end-to-end

reception quality of an RTP session in accordance with an example embodiment of

the present invention;

FIG. 6 is a block diagram of an example apparatus to measure end—to-end

reception quality of an RTP session, in accordance with an example embodiment of

the present invention;

FIG. 7 is a block diagram of an example correcting unit to correct packets

used to measure end-to-end reception quality of an RTP session, in accordance with

an example embodiment of the present invention;
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FIGS. 8-1 and 8-2 are flow charts providing an overview of an example

process for measuring end-to-end reception quality of an RTP session, in accordance

with example embodiments of the present invention;

FIG. 9 is a flow chart of an example process for providing a meaning of a

sequence number reported in an RTCP receiver report from a receiver, in accordance

with an example embodiment of the present invention;

FIG. 10-1 and 10-2 are packet diagrams that illustrate a typical RTP control

protocol (RTCP) receiver report and example corrected RTCP receiver report

corrected in accordance with example embodiments of the present invention;

FIG. 11 is a flow chart of an example process for measuring a reception

quality of RTP packets sent from a sender, in accordance with an example

embodiment of the present invention;

FIG. 12 is a flow chart of an example process for extracting a reception

quality of RTP packets sent to a receiver, in accordance with an example

embodiment of the present invention; and

FIG. 13 is a block diagram of an example apparatus to measure end—to-end .

reception quality of an RTP session, in accordance with an example embodiment of

the present invention.

DETAILED DESCRIPTION OF THE INVENTION

A description of example embodiments of the invention follows.

FIG. 1 is an example network 105 that includes a media processor 110 that

performs media processing on packets 115 from a sender 120. Resulting media

processed packets 125 are received by a receiver 130. Media processing causes

changes in packets such that the packets 115 sent by the sender 120 are not the same

as the media processed packets 125 received by the receiver 130. These changes

include, for example, a change in the number of the packets 115 sent by the sender

120 and the number of the media processed packets 125 received by the receiver

130, and a change in the size Of the packets 115 sent by the sender 120 and the size

of the media processed packets 125 received by the receiver 130. As an example,

media processing of real-time protocol (RTP) packets used in Voice over Internet

Protocol (VoIP) and other time sensitive applications makes for efficient use of
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network resources, e. g., by dropping or changing the size of RTP packets carrying

echo as contrasted with voice.

One measure of quality of a network is reception quality. Intuitively, if what

was received by a receiver matches what was sent by a sender, then the reception

quality of a network is “good.” Conversely, if what was received by a receiver

differs from what was sent by a sender, for example, the receiver received fewer

packets than were sent by the sender, the reception quality of a network is “poor.”

However, in a network, such as the network 105 of FIG. 1, in which packets are

media processed such that packets sent by a sender and packets received by a

receiver are not the same, simply comparing what was received with what was sent,

and no more, produces an invalid measure of reception quality. Differences between

what was received and what was sent are not necessarily due to poor reception

quality of a network, but rather may be caused at least in part by media processing of

packets in the network.

As an example, when a media processor or other RTP intermediate systems

changes the RTP packet size of an RTP packet, such as to change an RTP packet

carrying an echo into an RTP packet carrying comfort noise, a sender’s byte count

field in an RTCP sender report does not reflect the changes in packet size. In

another example, when an RTP intermediate system changes the number of RTP

packets transported, such as to remove an RTP packet carrying an echo as contrasted

with carrying a voice, sequence numbers in RTP headers and a sender’s packet

count field in an RTCP sender report do not reflect changes in packets transported.

If reception reports from a receiving end system are forwarded to a sending end

system by the RTP intermediate system with the reception report’s contents intact,

that is unchanged, an inconsistency between the two end systems may cause the

reception quality feedback in the reception report to be invalid.

One way to avoid the foregoing problem of reception quality feedback is for

an RTP intermediate system to discard all reception reports from a receiving end

system. This approach, however, makes no reception quality feedback available.

Another way is for an RTP intermediate system to generate reception reports

based on reception by the RTP intermediate system itself. However, this approach is

inadequate because the reception quality feedback is only available for either a link
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between a sending end system and the RTP intermediate system or a link between

the RTP intermediate system and a receiving end system, but not between the

sending end system and the receiving end system.

In yet another way, one that addresses the aforementioned inadequacies and

reflects changes caused by media processing, a reception quality feedback technique

may: (1) track changes to packets caused by media processing of the packets; (2)

modify packet information of the packets based on the tracked changes; (3) corrects

report packets based on the tracked changes; and (4) report the end-to-end reception

quality by forwarding the corrected report packets. The corrected packets of this

reception quality feedback technique may be considered a valid a measure of end-to-

end reception quality. .

One of ordinary skill in the art will readily recognize that the foregoing

reception quality feedback technique and example embodiments thereof may be

employed by an intermediate system, such as the media processor 110.

Alternatively, the technique and example embodiments thereof may be employed by

another intermediate system separate and distinct from the media processor 110.

The particulars of the last technique and example embodiments thereof will now be

described.

In TABLE 1, an embodiment tracks changes caused by media processing by

updating both a send sequence number (sn_send) 230 and a total packet count of

packets sent (tpcps) 235 by a number of packets sent to a receiver after media

processing by a media processor.

In a convenient embodiment illustrated by TABLE 1, for a first packet 225a

sent after media processing, the embodiment sets the send sequence number 230 to a

sequence number of the first packet 225a, i.e., sn_send = sn_first. In some

embodiments, it may be advantageous to store the sequence number of the first

packet 225a. For each packet sent thereafter, after media processing, the

embodiment increments the send sequence number 230 by one, i.e., sn_“send =

sn_send + 1.

For example, for a second packet 225b, the send sequence number 230 is the

next sequence number after the send sequence number 230. A third packet 225c,
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however, is not sent after media processing, but rather is dropped. The embodiment

does not increment the send sequence number 230, i.e., sn_send = sn_send.

The above example illustrated in TABLE 1 highlights an important effect or

result of media processing. A sequence number for a packet, as is known to the

media processor 110 and the sender 120, differs from a sequence number for the

packet after media processing, as is known to the media processor 110 and the

receiver 130. As such, it may be said that there are two “streams” of sequence

numbers: one stream for packets between the processor 1 10 and the sender 120 and

another stream for packets between the media processor 110 and the receiver 130.

There being two streams of sequence numbers has significant implications when

measuring and reporting reception quality, as will be described later. In the interim,

because media processing results in there being two streams of sequence numbers,

sequence numbers for packets before media processing and sequence numbers for

packets after media processing are not the same, but are rather corresponding.

In another convenient embodiment also illustrated by TABLE 1, for the first

packet 225a, the embodiment sets a total packet count of packets (tpcps) 235 to one.

For each packet sent thereafter, after media processing, the embodiment increments

the total packet count of packets sent 235 by one, i.e., tpcps = tpcps + 1.

For example, after sending the first packet 225a, sending the second packet

225b increases the total packet count of packets sent 235 by one. The third packet

225C, however, is not sent after media processing, but rather is dropped. The

embodiment does not increment the total packet count of packets sent 235, i.e., tpcps

= tpcps.

Additionally, the embodiment tracks changes caused by media processing by

updating a total octet count of packets sent (tocps) 240 by a number of octets sent to

a receiver after media processing by a media processor. For the first packet 225a,

the embodiment sets the total octet count of packets sent 240 to the octet count of

the first packet 225a. For each packet sent thereafter, after media processing, the

embodiment increments the total octet count of packets sent 240 by the octet count

of the respective sent packet, i.e., tocps = tocps + octet count of packet sent.

For example, after sending the first packet 225a, sending the second packet

225b increases the total octet count of packets sent 240 by the octet count of the
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second packet 225b. The third packet 225c, however, is not sent after media

processing, but rather is dropped. The embodiment does not increment the total

octet count of packets sent 240, i.e., tocps = tocps.

As described above, the embodiment reflects changes to packets caused by

media processing, such as changes in a number and a size of packets sent to a

receiver, by updating a send sequence number (sn_send), a total packet count of

packets sent (tpcps), and a total octet count of packets sent (tocps). Subsequently,

these updated values may be further used by the embodiment to modify packet

information and to correct packets that are a measure of reception quality. In this

way, the embodiment modifies packet information and corrects packets based on the

changes caused by media processing.

FIG. 2A, is an example network 305 in which a media processor 310 media

processes packets 315 from a sender 320. Resulting media processed packets 325

are received by a receiver 330. Each of the packets 315 sent from the sender 320

has a packet information portion (i.e. overhead) 335 and a payload portion 340. An

embodiment modifies the packet information portion 335 based on changes caused

by media processing. In each of the resulting media processed packets 325 sent to

the receiver 330, a modified packet information portion 345 reflects the changes

caused by media processing.

Depending on the changes caused by media processing, the payload portion

340 of the packet 315 sent from the sender 320 and a payload portion 350 of the

media processed packet 325 sent to the receiver 330 after media processing may be

different. For example, media processing causes the size of a packet to change. In

such an example, a payload portion of a packet sent from a sender differs from the

payload portion after media processing.

FIG. 2B is a packet diagram that illustrates packet information, which may

be a real-time transport protocol (RTP) header 355. The embodiment modifies the

RTP header 355 by replacing a sequence number 360. In a modified RTP header

365, a sequence number of a packet sent after media processing (sn_send) 370

replaces the sequence number 360. As described above in reference to TABLE 1,

the sequence number of the packet sent after media processing 370 reflects changes

caused by media processing, namely, a change in the number of packets sent to a
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receiver after media processing. Consequently, an RTP packet sent to a receiver

afler media processing has the modified RTP header 365 and not the RTP header

355.

While a receiver's understanding of what was received reflects changes

caused by media processing, this understanding differs or is otherwise inconsistent

with a sender's understanding of what was sent. Without correcting this

inconsistency in understanding, a measure of end-to—end reception quality of a

network in which packets are media processed and changed cannot be valid.

FIG. 3A is a data flow diagram that illustrates a sender's 420 understanding

that what was sent is embodied or otherwise described in a sender report 425.

Similarly, a receiver’s 430 understanding of what was received is described in a

receiver report 435. The sender 420 and the receiver 430 exchange the sender report

425 and the receiver report 435, respectively, to measure reception quality of the

network. If the sender report 425 and the receiver report 435 "match," that is, the

sender's 420 understanding of what was sent agrees with the receiver’s 430

understanding of what was received (and vice versa), then the measure of reception

quality may be deemed "good." Conversely, if the sender report 425 and the

receiver report 435 do not match, or rather the sender 420 disagrees with the receiver

430 regarding what was sent (and vice versa), then the measure of reception quality

may be deemed "bad."

In a network in which packets are media processed and thus changed, a

sender's understanding of what was sent and a receiver’s understanding of what was

received are different. Because this difference is not due to reception quality, or

lack of, necessarily, a measure reception quality based on a sender report, such as

the sender report 425, and a receiver report, such as the received report 435, is not

entirely valid.

The embodiment corrects the sender's 420 understanding of what was sent by

correcting the sender report 425. A resulting corrected sender report 440 reflects

changes caused by media processing. As such, a measure of reception quality based

on the corrected sender report 440 is valid. A difference between the corrected

sender report 440 and the receiver’s 430 understanding of what was received stems

from reception quality and not from changes caused by media processing.
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In a similar manner, the embodiment corrects the receiver's 430

understanding of what was received by correcting the receiver report 435. A

resulting corrected receiver report 445 reflects changes caused by media processing.

As such, a measure of reception quality based on the corrected receiver report 445 is

valid. A difference between the corrected receiver report 445 and the sender's 420

understanding of what was sent is due to reception quality and not changes caused

by media processing.

FIGS. 3B-1 and 3B-2 are packet diagrams that illustrate a sender report,

which may be an RTP control protocol (RTCP) sender report 450. The embodiment

corrects the RTCP sender report 450 by replacing a sender's packet count 455 and a

sender's octet count 460. The sender's packet count 455 is a total number of packets

sent by a sender since starting transmission up until the RTCP sender report 450 is

generated. The sender's octet count 460 is a total number of payload octets (i.e., not

including header or padding) sent by the sender since starting transmission up until

the RTCP sender report 450 is generated.

In a corrected RTCP sender report 465, a total packet count of packets sent to

a receiver (tpcps) 470 and a total octet count of packets sent to a receiver (tocps) 475

replaces the sender's packet count 455 and the sender's octet count 460, respectively.

It should be appreciated that the total number of packets sent by a sender (sender's

packet count 455) and a total number of packets sent to a receiver (tpcps 470) are

not necessarily the same because of media processing of packets. For the same

reason, it should also be appreciated that the total number of octets sent by a sender

(sender's octet count 460) and a total octet count of packets sent to a receiver (tocps)

475 are also not necessarily the same.

As described in reference to TABLE 1, the total packet count of packets sent

470 reflect changes caused by media processing, namely, a change in a number of

packets sent to a receiver after media processing. The total octet count of packets

sent 475 reflects a change in the size of packets sent to a receiver after media

processing. As such, the corrected RTCP sender report 465 corrects an

inconsistency caused by media processing between a sender's understanding of what

was sent from the sender and what was sent to a receiver. Having considered or

otherwise accounted for changes caused by media processing with the corrected
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RTCP Sender report 465, a difference between a sender's understanding and what

was sent to a receiver is not the result of media processing, but is rather a valid

measure of reception quality.

FIGS. 3C-1 and 3C-2 are packet diagrams that illustrate a reCeiver report,

which may be an RTP control protocol (RTCP) receiver report 480. The

embodiment corrects the RTCP receiver report 480 by replacing an extended highest

sequence number received (ehsnr) 485. The extended highest sequence number

reCeived 485 contains the highest sequence number received in an RTP data packet

from a sender.

In a corrected RTCP receiver report 490, an estimated extended highest

sequence number received (est_ehsnr) 495 replaces the extended highest sequence

number reCeived 485. Because RTP packets may be discarded as a result of media

processing, resulting in packet information of packets sent to a receiver being

modified with updated sequence numbers, as described in reference to TABLE 1 and

FIG. 2, a sequence number carried in the extended highest sequence number

received 485 in the RTCP receiver report 480 loses its meaning to a sender. To

provide meaning, the embodiment estimates the extended highest sequence number

received in a process, as described below.

It should be appreciated that the highest sequence number of a packet sent to

a receiver and thus received by the receiver (ehsnr 485) and the highest sequence

number of a packet sent from a sender are not the same necessarily because of media

processing.

As such, the corrected RTCP receiver report 490 corrects an inconsistency

caused by media processing between what was sent from a sender and a receiver's

understanding of what was sent to the receiver. Having considered or otherwise

accounted for changes caused by media processing with the corrected RTCP

receiver report 490, a difference between what was sent from a sender and a

receiver's understanding is not the result of media processing, but is rather a valid

measure of reception quality.

While described within the context of the RTCP receiver report 480, one of

ordinary skill in the art will recognize that the foregoing embodiment also applies to

the RTCP sender report illustrated in FIGS. 3B-1 and 38-2., Because an RTP
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session is typically duplex, i.e., a sender is also a receiver, and vice versa, the

embodiment may also correct the RTCP sender report 450 by replacing an extended

highest sequence number received reported in a report block (e. g., a report block 451

of FIG. 3B-1). In this case, the extended highest sequence number received contains

the highest sequence number received in an RTP data packet from a receiver in a

duplex RTP session.

As alluded to in the above description, estimating an extended highest

sequence number received provides meaning to a case in which RTP packets are

discarded as a result of media processing resulting in packet information of packets

sent to a receiver being modified with updated sequence numbers. However,

because of media processing, an extended highest sequence number received cannot

be estimated from a sequence number. Instead, the extended highest sequence

number received is estimated by calculating a time when a last RTP packet sent

from a Sender was received (ts_lrtp) according to the following:

(1) delay_rt = ts_rr — ts_sr —— DLSR; and

(2) ts_lrtp = ts_rr — delay_rt — delay_mp

where,

ts_rr denotes a timestamp from an RTCP receiver report record representing

when the RTCP receiver report was received;

ts_sr denotes a timestamp from an RTCP sender report record representing

when the RTCP sender report having the same synchronization source as the RTCP

receiver report was received;

delay_mp denotes a mean delay caused by media processing; and

DLSR denotes a delay between receiving the last RTCP sender report and

the sending an RTCP packet, e.g., a delay between a time a receiver receiving an

RTCP sender report and the receiver sending an RTCP receiver report.

It is useful to note that the ts_rr and ts_sr denoting when the RTCP receiver

report and the RTCP sender report were received, respectively, are not the same as a

network time protocol (NTP) timestamp of an RTCP packet. The network time

protocol (NTP) timestamp represents when the RTCP packet was sent, e.g., from a

sender (i.e., an RTCP sender report) or from a receiver (i.e., an RTCP receiver

report).
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The estimated extended highest sequence number received is a sequence

number of an RTP record received at the calculated time ts_lrtp. In this way, it may

be said that the extended highest sequence number received is estimated from time

measurements, namely, (i) a time when the RTCP receiver report was received

(ts_rr), (ii) a time when the RTCP sender report was received (ts_sr), (iii) the mean

delay caused by media processing; and (iv) the delay between receiving the last

RTCP sender report and the sending an RTCP packet (e.g., the RTCP receiver report

or the RTCP sender report).

FIG. 4 is a flow diagram that illustrates an example process 500 to estimate

an extended highest sequence number received for correcting an RTCP packet. For

purposes of illustration, the RTCP packet being corrected is an RTCP receiver report

sent from a receiver and received by an RTP intermediate system. It should be

readily apparent that the process 500 also applies to estimating an extended highest

sequence number received for correcting an RTCP sender report Sent from a sender

and received by the RTP intermediate system.

The process 500 starts (501). The process 500 searches (505) RTCP sender

report records to find those RTCP sender report records with the same

synchronization source (SSRC) as a subject RTCP receiver report record which is to

be corrected, i.e., ssrc_sr = ssrc_rr. In this way, RTCP packets of interest are limited

to those packets belonging to the same RTP session or call.

The process 500 searches (510) the SSRC matching RTCP sender report

records to find a subject RTCP sender report record with the same network time

protocol (NTP) timestamp (ntp_sr) as the subject RTCP receiver report record

(ntp_rr), i.e., ntp_sr = ntpwrr. This further limits the RTCP packets of interest found

by the process 500 at (505) to just the subject RTCP packet sender report. As such,

the NTP timestamp serves as a unique identifier identifying the subject RTCP packet

receiver report and sender report.

The process 500 estimates (515) a round-trip transmission delay to and from

a receiver (delay_rt) and the RTP intermediate system from the following time

measurements: (i) a time when the RTP intermediate system received the subject

RTCP receiver report (ts_rr), (ii) a time when the RTP intermediate system received

the RTCP sender report record (ts__sr) (as found by the process 500 at (505)), and
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(iii) a delay between the receiver receiving the last RTCP sender report and the

receiver sending the subject RTCP receiver report (DSLR), i.e., delay_rt = ts_rr —

ts_sr — DSLR.

Because of media processing, the highest sequence number of RTP packets

received by a receiving end-system (e.g., the receiver) up to a time when an RTCP

packet (e. g., the RTCP receiver report) is generated, as reported in the RTCP packet

as an extended highest sequence number received, has no significance or meaning to

a transmitting end-system (e.g., the sender). Recall, however, RTP packets after

media processing correspond to RTP packets before media processing.

Accordingly, there may be an RTP packet correSponding (i.e., a corresponding RTP

packet) to the RTP packet whose sequence number is reported as the extended

highest sequence number in the RTCP packet. The sequence number of the

corresponding RTP packet, unlike the highest sequence number reported in the

RTCP packet, does have meaning to the transmitting end-system. Accordingly, the

RTCP packet may be corrected (to account for media processing) by finding the

sequence number of the corresponding RTP packet.

Continuing to refer to FIG. 4, to find a corresponding RTP packet and thus

the sequence number of the corresponding RTP packet, the process 500 estimates

(520) an approximate time (ts_lrtp) when the corresponding RTP packet was

received by the RTP intermediate system from the following time measurements: (i)

the time when the RTP intermediate system received the RTCP recciver report

(ts_rr); (ii) the round-trip transmission delay to and from a receiver (delay_rt) and

the RTP intermediate system as estimated (515) above; and (iii) an estimate of mean

delay for media processing (delay_mp), i.e., ts_lrtp = ts_rr — delay_rt — delay_mp.

The process 500 continues and searches (525) RTP records to find those RTP

records (ssrc_rtp) with the same SSRC as the subject RTCP receiver report (ssrc_rr),

i.e., ssrc_rtp ssrc_rr.

The process 500 searches (530) the SSRC matching RTP records to find the

last RTP record received at the time ts_lrtp. The process 500 sets an extended

highest sequence number received (ehsnr) to the sequence number of the found RTP

record (sn_rtp), i.e., ehsnr = snmrtp.
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The process 500 ends (536) with the extended highest sequence number

estimated.

In a convenient embodiment, in an event an RTP packet is received by an

RTP intermediate system, the process 500 stores (not shown) the following

information: a synchronization source identifier identifying a source of the RTP

packet (ssrc_rtp), a sequence number of the RTP packet (sn_rtp), and a timestamp

representing when the RTP packet was received (ts_rtp). In an event an RTCP

sender report is received, the process 500 stores (not shown) the following

information: a synchronization source identifier identifying a source of the RTCP

sender report (ssrc_sr), an NTP timestamp of the RTCP sender report (ntp_sr)

representing when the RTCP sender report was sent, and a timestamp from the

RTCP sender report record (ts_sr) representing when the RTCP sender report was

received. In an event an RTCP receiver report is received, the process 500 stores

(not shown) the following information: a synchronization source identifier

identifying a source of the RTCP receiver report (ssrc_rr), a last sender report

timestamp (LSR) representing when the last RTCP sender report was received, and a

timestamp (ts_rr) representing when the RTCP receiver report was received.

FIG. 5 is a flow diagram of a process 600 that starts (601) measuring end-to-

end reception quality of an RTP session. The process 600 tracks (605) changes to

RTP packets of the RTP session to produce tracked changes. The tracked changes

are caused by media processing of the RTP packets. The process 600 modifies (610)

RTP packet information of the RTP packets based on the tracked changes. The

process 600 corrects (615) RTCP packets corresponding to the RTP session based

on the tracked changes to produce corrected RTCP packets reports. The corrected

RTCP packets are a measure of the end-to-end reception quality of the RTP session.

The process 600 reports (620) the end-to-end reception quality of the RTP session

by forwarding the corrected RTCP packets. The process 600 ends (621) with end-

to-end reception quality of the RTP session measured.

FIG. 6 is a block diagram of an example apparatus 700 to measure end-to-

end reception quality of an RTP session that has a tracking unit 705, a correcting

unit 710 in communication with the tracking unit 705, a modifying unit 715 also in

communication with the tracking unit 705, and a reporting unit 720 in
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communication with the correcting unit 710. The tracking unit 705 tracks changes

706 caused by media processing (in accordance with example embodiments

described above) to produce tracked changes 707. One of ordinary skill in the art

will readily recognize that the apparatus 700 may be supplied with the changes 706,

for example, from a media processor (not shown). Alternatively, the apparatus 700

may itself determine the change 706 caused by media processing. As such, the

apparatus 700 may or may not perform media processing itself.

Based on the tracked changes 707, the correcting unit 710 corrects (denoted

by an arc with an arrowhead) an RTCP packet 711 resulting in a corrected RTCP

packet 712, in accordance with example embodiments described. Also based on the

tracked changes 707, the modifying unit 715 modifies (denoted by an arc with an

arrowhead) an RTP packet 716, resulting in a modified RTP packet 717, in

accordance with example embodiments described above. The reporting unit reports

the end-to-end reception quality of the RTP session by forwarding the corrected

RTCP packet 712.

In a convenient embodiment, the example apparatus 700 has an interface (not

shown) to interface the apparatus 700 to an RTP network (not shown). The interface

is in communication with the correcting unit 710 to receive the RTCP packet 711

from the RTP network and is in communication with the reporting unit 720 to

forward the corrected RTCP packet 712 to the RTP network and thus report end-to-

end reception quality. The interface is also in communication with the modifying

unit 715 to receive the RTP packet 716 from the RTP network and to transmit the

modified RTP packet 717 to the RTP network.

FIG. 7 is a block diagram of an example correcting unit 810 to correct an

RTCP packet 811 (e.g., an RTCP sender report and RTCP receiver report) and to

produce a corrected RTCP packet 812. The correcting unit 810 includes a replacing

unit 825 and an estimating unit 830. The replacing unit 825 replaces, in an RTCP

sender report (viz., the RTCP packet 811), a first total packet count and octet count

of packets sent from a sender with a second total packet count and octet count of

packets sent to a receiver, which is based on the tracked changes to produce a

corrected RTCP sender report (viz., the corrected RTCP packet 812). The corrected

RTCP sender report is a measure of the end-towend reception quality of the RTP
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session. Additionally, the replacing unit 825 replaces, in an RTCP receiver report

(viz., the RTCP packet 811), an extended highest sequence number received with an

estimated extended highest sequence number received (estimated by the estimating

unit 830 described below), the corrected RTCP receiver report being a measure of

the end-to-end reception quality of the RTP session.

The estimating unit 830 estimates an extended highest sequence number 835,

in accordance with example embodiments deSCribed above. The estimating unit 830

estimates the extended highest sequence number 835 from input 840. The input 840

includes: a time when an RTP intermediate system received the RTCP receiver

report (ts_rr); (ii) a time when the RTP intermediate system received the RTCP

sender report (ts_sr); (iii) an estimate of mean delay for media processing

(delay_mp); and (iv) a delay between a receiver receiving the last RTCP sender

report and the receiver sending the RTCP receiver report (DSLR).

In a convenient embodiment, the correcting unit 810 also includes a storing

unit (not shown) to store: (i) in an RTP record, in an event an RTP packet is

received, a synchronization identifier source identifying a source of the RTP packet

(ssrc_rtp), a sequence number of the RTP packet (sn_rtp), and a timestamp

representing when the RTP packet was received (ts_rtp); (ii) in an RTCP sender

report record, in an event an RTCP sender report is received, a synchronization

source identifying a source of the RTCP sender report (ssrc_sr), an NTP timestamp

of the RTCP sender report (ntp_sr) representing when the RTCP sender report was

sent, and a timestamp (ts_sr) representing when the RTCP sender report was

received; and (iii) in an RTCP receiver report record, in an event an RTCP receiver

report is received, a synchronization source identifying a source of the RTCP

receiver report (ssrc_rr), a last sender report timestamp (LSR) representing when the

last RTCP sender report was received, and a timestamp (ts_rr) representing when the

RTCP receiver report was received.

The foregoing embodiments describe correcting an RTCP receiver report by

replacing an extended highest sequence number received with an estimated extended

highest sequence number received. The estimated extended highest sequence

number received is estimated baSed on a time a last RTP packet sent from a sender
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as received. As such, it may be said that an RTP packet is the basis for correcting an

RTCP receiver report.

In another correcting technique, the basis for correcting an RTCP receiver

report is an RTCP sender report. An RTCP sender report from a sender, reporting

what was sent (e. g., the sender’s packet count 455 and the sender’s octet count 460

of FIG. 3B—l), causes a receiver to respond and report in an RTCP receiver report

what was received. As such, it may be said that the RTCP sender report corresponds

to the RTCP receiver report (hereinafter, referred to as a corresponding sender

report).

FIGS. 8-1 and 8-2 are flowcharts which together provide an illustrated

overview of an example process 900 for measuring end-to-end reception quality of a

real-time transport protocol (RTP) session. As an overview the process 900 begins

(901) and waits (905) for a packet. The process 900 determines (910) whether the

packet received is an RTP packet. If the process 900 determines (910) the packet

received is an RTP packet, the process 900 updates (915) an extended highest

sequence number received from a sender to produce a current extended sequence

number (current_esn).

However, if the process 900 determines (910) the packet received is not an

RTP packet, the process 900 then determines (920) whether the packet received is an

RTCP sender report (SR).

If the process 900 determines (920) the received packet is an RTCP sender

report, referred to as a corresponding sender report, the process 900 attaches (925)

the current_esn to the corresponding sender report to produce an attached extended

highest sequence number received (attached_ehsnr).

However, if the process 900 determines (920) the packet received is not an

RTCP sender report, the process 900 then determines (930) whether the packet

received is an RTCP receiver report (RR).

If the process 900 determines (930) the packet received is not an RTCP

receiver report, the process 900 returns and waits (905) for another packet.

However, if the process 900 determines (930) the packet received is an

RTCP receiver report, the process 900 then replaces (935) an extended highest

sequence number received reported in the RTCP receiver report with the
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attached_ehsnr from the corresponding sender report (as attached above at 925) to

produce a corrected RTCP receiver report. The corrected RTCP receiver report is a

measure of the end-to-end reception quality of the RTP session.

Additionally, if the process 900 determines (930) the packet received is an

RTCP receiver report, the process 900 calculates (945) a packet loss from the sender

for a current sender report period or duration. The process 900 further calculates

(950) a packet loss to the receiver for the current sender report period or duration.

The process 900 then calculates (955) an end-to-end packet loss for the current

sender report period or duration from the packet loss to the sender and the packet

loss to the receiver (as calculated above at 945 and 950, respectively).

The process 900 also calculates (960) an end-to-end fraction lost for the

current sender report period or duration. The process 900 further calculates (965) an

end-to-end cumulative number of packets lost.

The process 900 replaces (970) a fraction lost and a cumulative number of

packets lost reported in the RTCP receiver report with the end-to-end fraction lost

and the end-to-end cumulative number of packets lost (as calculated above at 960

and 965, respectively) to produce a corrected RTCP receiver report. The corrected

RTCP receiver report is a measure of the end-to-end reception quality of the RTP

session.

The process 900 then returns (971) and waits (905) for another packet.

Typically, an extended highest sequence number received reported in an

RTCP receiver report (e.g., the extended highest sequence number received 485 of

FIG. 3C—l) is a time reference point providing a context in which to measure

reception quality of RTP packets sent from the sender to the receiver. As such, it

may be said that the extended highest sequence number received reported in the

RTCP receiver report is a component making up a measure reception quality of RTP

packets sent from the sender to the receiver.

However, because of media processing or other such processes resulting in

two streams of sequence numbers (one stream of sequence summers for RTP

packets sent from the sender prior to processing and another stream of sequence

summers for RTP packets sent to the receiver after processing), the highest sequence

number of an RTP packet sent to a receiver (and thus received by the receiver) and
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the highest sequence number of an RTP packet sent from the sender are not

necessarily the same. As such, it may be said that a sequence number reported in an

RTCP receiver report from a receiver as the extended highest sequence number

received loses its meaning to a sender.

FIG. 9 is a flow chart that illustrates an example process 1000 to provide a

meaning of a sequence number reported in an RTCP receiver report from a receiver.

The process 1000 starts (1001). The process 1000 tracks (1005) sequence numbers

of RTP packets sent from a sender to produce a current extended sequence number.

It should be appreciated that the sequence numbers may be extended or otherwise

calculated with a corresponding count of sequence number cycles to account for

recycling of the sequence numbers. The process 1000, in an event an RTCP sender

report is received (1010), attaches (1015) the current extended sequence number to

the RTCP sender report received to produce an attached extended highest sequence

number received. In this way, the attached extended highest sequence number

received represents an RTP packet sent from the sender prior to the sender sending

the RTCP sender report. The process 1000 ends (1016) with the meaning of the

sequence number reported in the RTCP receiver report from the receiver provided.

Having provided a meaning, an attached extended highest sequence number

received attached to an RTCP sender report which corresponds to an RTCP receiver

report, corrects the RTCP receiver report and produces a corrected RTCP receiver

report. The corrected RTCP receiver report corrects an inconsistency caused by

media processing between what was sent from a sender and a receiver's

understanding of what was sent to the receiver. By considering or otherwise

accounting for changes caused by media processing with the corrected RTCP

receiver report, a difference between what was sent from a sender and a receiver's

understanding is not the result of media processing, but is rather a valid measure of

end-to-end reception quality of an RTP session.

FIGS. 10-1 and 10-2 are packet diagrams that illustrate a receiver report,

which may be an RTP control protocol (RTCP) receiver report 1 105. In an

illustrated example, an embodiment corrects the RTCP receiver report 1105 by

replacing an extended highest sequence number received 11 10. In a corrected RTCP

receiver report 1 125, an attached extended highest sequence number received 1130
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replaces the extended highest sequence number received 1110. As such, in this

embodiment, it may be said that an attached extended highest sequence number

received corrects an RTCP receiver report directly.

Other embodiments, on the other hand, correct an RTCP receiver report by

replacing a measure of reception quality reported with a measure of reception

quality calculated or otherwise determined from an extended highest sequence

number received. As such, in these embodiments, it may be said that an attached

extended highest sequence number received corrects an RTCP receiver report

indirectly.

Continuing with FIGS. 10-1 and 10-2, in the illustrated example, another

embodiment replaces a fraction lost 1115 and a cumulative number of packets lost

1 120. The fraction lost 1115 is the fraction of RTP data packets from a sender lost

since a previous receiver report packet. The cumulative number of packets lost 1 120

is the total number of RTP data packets from a sender lost since the beginning of an

RTP session.

In the corrected RTCP receiver report 1125, a combined measure of

reception quality of RTP packets sent from the sender to the receiver replaces the

measure of reception quality of RTP packets sent from the sender. In the illustrated

example, a combined fraction lost 1135 (labeled in FIG. 10-2 as c_ fraction lost) and

a combined cumulative number of packets lost 1140 (labeled in FIG. 10-2 as c_

cumulative number of packets lost) replace the fraction lost 1115 and the cumulative

number of packets lost 1120, respectively.

The embodiment combines a first measure of reception quality of packets

sent from a sender with a second measure of reception quality of packets sent to a

receiver to produce a combined third measure of reception quality of packets sent

from the sender to the receiver.

The combined third measure of reception quality, such as the combined

fraction lost 1135 (combined_fraction_lost), may be produced by combining as

follows:

(3) combined__fraction_lost = (packet_lost,“sender + packet_lost_receiver) /

packet_expected
where,
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packet_lost_sender is a number of RTP packets sent from the sender lost

during a duration defined by a first time and a second time;

packet_lost_receiver is a number of RTP packets sent to the receiver lost

during the duration; and

packet__expected is a number of RTP packets expected from the sender

during the duration.

In another example, the combined third measure of reception quality, such as

the combined cumulative number of packets lost 1140 (combined_cnpl), may be

produced by combining as follows:

(4) combined__cnpl = count_cnpl + cnpl_current

where,

count_cnpl is a total number of RTP packets sent from the sender lost during

an RTP session (i.e., packet_lost_sender for a duration defined by the RTP session);

and

cnpl_current is the total number of RTP packets sent to the receiver lost since

the beginning of the RTP session.

FIG. 11 is a flow chart that illustrates an example process 1200 to measure a

reception quality of RTP packets sent from a sender. The process 1200 starts

(1201). The process 1200 determines (1205) a number of RTP packets expected

from a sender during a duration defined by a first time and a second time

(packets_expected). The duration may be a sender report interval which begins with

receiving a first sender report and ends with receiving a second sender report.

Continuing with FIG. 11, the process 1200 determines (1205) the packets_expected

from a first extended highest sequence number received attached to a first RTCP

sender report received at the first time (attached_ehsnrm time I), and (ii) a second

extended highest sequence number received attached to a second RTCP sender

report received at the second time (attached_ehsnra, “me 2), i.e., packetsgexpected =

attached_ehsnral “me 2 — attached_ehsnral “me 1.

It is important to note that an RTCP sender report from a sender lacks an

appropriate field to report an attached extended highest sequence number received

(attached_ehsnr). As noted earlier, an RTP session is typically duplex in which a

sender is also a receiver, and vice versa. As such, the RTCP sender report may
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include one or more report blocks (e.g., the report block 451 of FIG. 3B-1) reporting

what was received by the sender. The extended highest sequence number received

(ehsnr) reported in the report block in the RTCP Sender report, however, is the

extended highest sequence number of a packet received by the sender and not the

extended highest sequence number of a packet sent by the sender (i.e., the

attached_ehsnr) .. Accordingly, an attached_ehsnr is not reported in an RTCP sender

report from a sender, but is rather attached to the RTCP sender report in the process

described above. I

The process 1200 determines (1210) a number of RTP packets sent from the

sender lost during the duration (packet_lost_sender) from the packets_expected, as

determined (1205) above, and a number of RTP packets sent from the sender

received prior to media processing during the duration (packets_received), i.e.,

packet_lost_sender = packet_expected — packet_received.

The process 1200 ends (1211) with the reception quality of the RTP packets

sent from the sender measured.

In a convenient embodiment (not shown), in an event an RTCP sender report

is received by an RTP immediate system, the embodiment stores (not shown) in an

RTCP sender report record the following information: synchronization source

(SSRC) of a sender sending the sender report (SSRC_sr), Network Time Protocol

(NTP) timestamp of the sender report (NTP_sr), timestamp representing the time

when the sender report was received by the RTP immediate system (TS_sr), number

of packets expected from the sender during a duration or sender report interval (e.g.,

the packet_expected determined (1205) above), number of RTP packets sent from

the sender lost during the duration (e.g., the packet_lost_sender determined ( 1210)

above).

In another convenient embodiment (not shown), in an event a subject RTCP

receiver report is received by an RTP intermediate system to be corrected, the

embodiment retrieves a stored number of packets expected from the sender during a

duration or sender report interval (e.g., the packet_expected determined (1205)

above) and stored number of RTP packets sent from the sender lost during the

duration (e. g., the packet_lost“_sender determined (1210) above).
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To retrieve the foregoing, the embodiment searches RTCP sender report

records to find those RTCP sender report records with the same synchronization

source (SSRC) as the subject RTCP receiver report, i.e., ssrc_sr = ssrc_rr. In this

way, RTCP packets of interest are limited to those packets belonging to the same

RTP session or call.

Using the last sender report timestamp in the subject RTCP receiver report

(LSR_rr) the embodiment searches the SSRC matching RTCP sender report records

to find a subject RTCP sender report record with the same network time protocol

(NTP) timestamp (ntp_sr), i.e., ntp_sr = LSR__rr. In this way, the RTCP packets of

interest found by the embodiment are further limited to just the subject RTCP packet

sender report.

FIG. 12 is a flow chart that illustrates an example process 1300 to extract a

reception quality of RTP packets sent to a receiver. The process 1300 starts (1301).

The process 1300 determines (1305) a number of RTP packets sent to the receiver

lost during a duration defined by a first time and a second time

(packets_lost_receiver) from a first cumulative number of packets lost reported in a

first RTCP receiver report (such as the RTCP receiver report 1 105 of FIG. 10-1) at

the first time (cnplm time 1), and a second cumulative number of packets lost reported

in a second RTCP receiver report at the second time cnplm time 1, i.e., packet_lost_

receiver = cnplm time 2 - cnplat time i-

The process 1300 ends (1306) with the reception quality of the RTP packets

sent to the receiver extracted.

FIG. 13 is a block diagram of an example apparatus 1400 to measure end—to—

end reception quality of an RTP session that has a tracking unit 1405, an attaching

unit 1410 in communication with the tracking unit 1405, and a correcting unit 1415

in communication with the attaching unit 1410. The tracking unit 1405 tracks

sequence numbers of RTP packets sent from a sender 1406 to produce a current

extended sequence number 1407. In an event the apparatus 1400 receives an RTCP

sender report 1401 (or an indication thereof), the attaching unit 1410 attaches the

current extended sequence number 1407 to the received RTCP sender report 1401 to

produce an attached extended highest sequence number received 141 1. With the

attached extended highest sequence number received 1411, the correcting unit 1415
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corrects (denoted by an arc with an arrowhead) an RTCP receiver report 1416

resulting in a corrected RTCP receiver report 1417, in accordance with example

embodiments described.

While this invention has been particularly shown and described with

references to example embodiments thereof, it will be understood by those skilled in

the art that various changes in form and details may be made therein without

departing from the scope of the invention encompassed by the appended claims.

It should be understood that the network, flow, and block diagrams may

include more or fewer elements, be arranged differently, or be represented

differently. It should be understood that implementation may dictate the network,

flow, and block diagrams and the number of network, flow, and block diagrams

illustrating the execution of embodiments of the invention.

It should be understood that elements of the network, flow, and block

diagrams described above may be implemented in software, hardware, or firmware.

In addition, the elements of the network, flow, and block diagrams described above

may be combined or divided in any manner in software, hardware, or firmware. If

implemented in software, the software may be written in any language that can

support the embodiments disclosed herein. The software may be stored on any form

of computer readable medium, such as random access memory (RAM), read only

memory (ROM), compact disk read only memory (CD-ROM), and so forth. In

operation, a general purpose or application specific processor loads and executes the

software in a manner well understood in the art.
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CLAIMS

What is claimed is:

l. A method for measuring end-to-end reception quality of a real—time transport

protocol (RTP) session, the method comprising:

5 tracking changes to RTP packets of the RTP session caused by media

processing of the RTP packets to produce tracked changes;

modifying RTP packet information of the RTP packets based on the

tracked changes;

correcting RTP control protocol (RTCP) packets corresponding to the

10 RTP session based on the tracked changes to produce corrected RTCP

packets, the corrected RTCP packets being a measure of the end-to-end

reception quality of the RTP session; and

reporting the end-to—end reception quality of the RTP session by

forwarding the corrected RTCP packets.

15

2. The method of claim 1 wherein tracking changes includes:

updating a send sequence number by a number of RTP packets sent

to the receiver after media processing;

updating a total packet count of packets sent to the receiver after

20 media processing; and

updating a total octet count of packets sent to the receiver after media

processing.

3. The method of claim 2 wherein updating the send sequence number includes:

25 storing a sequence number of a first RTP packet in the RTP session

to be sent after media processing;

setting the send sequence number to the stored sequence number; and

incrementing the send sequence number by one for each RTP packet

sent thereafter after media processing.

30
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The method of claim 2 wherein updating the total packet count of packets

sent includes:

resetting the total packet count of packets sent to one in an event the

RTP session is a new RTP session;

incrementing the total packet count of packets by one for each RTP

packet sent thereafter after media processing; and

incrementing the total octet count of packets by the octet count of

each RTP packet sent thereafter after media processing.

The method of claim 1 wherein modifying includes replacing a first sequence

number in the RTP packet information of an RTP packet sent from a sender

with a second sequence number which is based on the tracked changes.

The method of claim 1 wherein correcting includes in an RTCP sender report

replacing a first total packet count and octet count of packets sent from a

sender with a second total packet count and octet count of packets sent to a

receiver which is based on the tracked changes to produce a corrected RTCP

sender report, the corrected RTCP sender report being a measure of the end—

to—end reception quality of the RTP session.

The method of claim 1 wherein correcting includes in an RTCP receiver

report, replacing an extended highest sequence number received with an

estimated extended highest sequence number received to produce a corrected

RTCP receiver report, the corrected RTCP receiver report being a measure of

the end-to-end reception quality of the RTP session.

The method of claim 7 further comprising estimating an extended highest

sequence number received from: (i) a timestamp from an RTCP receiver

report record (ts_rr) representing when the RTCP receiver report was

received; (ii) a timestamp from a subject RTCP sender report record (ts_“sr)

with a same synchronization source as the RTCP receiver report representing

when the RTCP sender report was received; (iii) a mean delay caused by
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media processing; and (iv) a delay since last sender report (DLSR) from the

subject RTCP sender report representing a delay between receiving a last

RTCP sender report and the subject RTCP sender report,

The method of claim 8 wherein estimating includes:

in an event an RTP packet is received, storing in an RTP record a

synchronization source identifying a source of the RTP packet (ssrc_rtp), a

sequence number of the RTP packet (sn_rtp), and a timestamp representing

when the RTP packet was received (ts_rtp);

in an event an RTCP sender report is received, storing in an RTCP

sender report record a synchronization source identifying a source of the

RTCP sender report (ssrc_sr), an NT? timestamp of the RTCP sender report

(ntp_sr) representing when the RTCP sender report was sent, and a

timestamp (ts_sr) representing when the RTCP sender report was received;

and

in an event an RTCP receiver report is received, storing in an RTCP

receiver report record a synchronization source identifying a source of the

RTCP receiver report (ssrc_rr), a last sender report timestamp (LSR)

representing when the last RTCP sender report was received, and a

timestamp (ts_rr) representing when the RTCP receiver report was received.

The method of claim 1 further comprising:

tracking sequence numbers of RTP packets sent from a sender to

produce a current extended sequence number; and

in an event an RTCP sender report is received, attaching the current

extended sequence number to the RTCP sender report to produce an attached

extended highest sequence number received at a time of the RTCP sender \

report received.

The method of claim 10 wherein correcting includes in an RTCP receiver

report, replacing an extended highest sequence number received with an

attached extended highest sequence number received attached to an RTCP
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sender report which corresponds to the RTCP receiver report to produce a

corrected RTCP receiver report, the corrected RTCP receiver report being a

measure of the end-to-end reception quality of the RTP session.

The method of claim 11 further comprising:

in an event an RTCP sender report is received, storing in an RTCP

sender report record: (i) a synchronization source identifying a source of the

RTCP sender report (ssrc_sr), (ii) an NTP timestamp of the RTCP sender

report (ntp_sr) representing when the RTCP sender report was sent, and (iii)

the attached extended highest sequence number received attached to the

RTCP sender report received; and

in an event an RTCP receiver report is received, retrieving from a

corresponding RTCP sender report record, a stored attached extended highest

sequence number received attached to a corresponding RTCP sender report

which corresponds to the RTCP receiver report received, the corresponding

RTCP sender report record having: (i) a stored synchronization source the

same as a reported synchronization source reported in the RTCP receiver

report received (ssrc_rr); and (ii) a stored NTP timestamp the same as a

reported last SR timestamp reported in the RTCP receiver report received

(lsr_rr) representing when the last RTCP sender report was received.

The method of claim 10 wherein correcting includes:

measuring a reception quality of RTP packets sent from the sender to

produce a measured first measure of reception quality of RTP packets sent '

from the sender;

extracting from an RTCP receiver report a reception quality of RTP

packets sent to a receiver to produce an extracted second measure of

reception quality of RTP packets sent to the receiver;

combining the measured first measure of reception quality with the

extracted second measure of reception quality to produce a combined third

measure of reception quality of RTP packets sent from the sender to the

receiver;
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replacing in the RTCP receiver report, a measure of reception quality

of RTP packets sent to the receiver with the combined third measure of

reception quality of RTP packets sent from the sender to the receiver to

produce a corrected RTCP receiver report, the corrected RTCP receiver

report being a measure of the end-to-end reception quality of the RTP

session.

The method of claim 13 wherein measuring includes determining: (a) a

number of RTP packets expected from the sender during a duration defined

by a first time and a second time and (b) a number of RTP packets sent from

the sender lost during the duration from: (i) a first attached extended highest

sequence number attached to a first RTCP sender report received at the first

time, (ii) a second attached extended highest sequence number attached to a

second RTCP sender report received at the second time, and (iii) a number of

RTP packets sent from the sender received prior to media processing during

the duration, to produce the measured first measure of reception quality.

The method of claim 14 further comprising:

in an event an RTCP sender report is received, storing in an RTCP

sender report record: (i) a synchronization source identifying a source of the

RTCP sender report (ssrc_sr), (ii) an NTP timestamp of the RTCP sender

report (ntp_sr) representing when the RTCP sender report was sent, (iii) the

number of RTP packets expected during the duration, and (iv) a number of

RTP packets sent from the sender lost during the duration; and

in an event an RTCP receiver report is received, retrieving from a

corresponding RTCP sender report record: (a) a stored number of RTP

packets expected during a duration, and (b) a stored number of RTP packets

sent from the sender lost during the duration, the corresponding RTCP

sender report record having: (i) a stored synchronization source the same as

a reported synchronization source reported in the RTCP receiver report

received (ssrc_rr); and (ii) a stored NTP timestamp the same as a reported
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last SR timestamp reported in the RTCP receiver report received (lsr_rr)

repreSenting when the last RTCP sender report was received.

The method of claim 13 wherein extracting includes determining a number

of RTP packets sent to the receiver lost during a duration defined by a first

time and a second time from: (i) a first cumulative number of packets lost

reported in a first RTCP receiver report at the first time and (ii) a second

cumulative number of packets lost reported in a second RTCP receiver report

at the second time, to produce the extracted second measure of reception

quality.

An apparatus to measure end-to-end reception quality of a real-time transport

protocol (RTP) session, comprising:

a tracking unit to track changes to RTP packets of the RTP session

caused by media processing of the RTP packets to produce tracked changes;

a modifying unit in communication with the tracking unit to modify

RTP packet information of the RTP packets based on the tracked changes;

a correcting unit in communication with the tracking unit to correct

RTP control protocol (RTCP) packets corresponding to the RTP session

based on the tracked changes to produce corrected RTCP packets, the

corrected RTCP packets being a measure of the end-to-end reception quality

of the RTP session; and

a reporting unit to report the end-to-end reception quality of the RTP

session by forwarding the corrected RTCP packets.

The apparatus of claim 17 wherein the tracking unit includes:

a first updating unit to update a send sequence number by a number

of RTP packets sent to the receiver after media processing;

a second updating unit to update a total packet count of packets sent

to the receiver after media processing; and

a third updating unit to update a total octet count of packets sent to

the receiver after media processing.
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The apparatus of claim 18 wherein the first updating unit includes:

a storing unit to store a sequence number of a first RTP packet in the

RTP session to be sent after media processing;

a setting unit to set the send sequence number to the stored sequence

number; and

a incrementing unit to increment the send sequence number by one

for each RTP packet sent thereafter after media processing.

The apparatus of claim 18 wherein the second updating unit includes:

a resetting unit to reset the total packet count of packets sent to one in

an event the RTP session is a new RTP session;

a first incrementing unit to increment the total packet count of

packets by one for each RTP packet sent thereafter after media processing;

and

a second incrementing unit to increment the total octet count of

packets by the octet count of each RTP packet sent thereafter after media

processing.

The apparatus of claim 17 wherein modifying unit includes a replacing unit

to replace a first sequence ntunber in the RTP packet information of an RTP

packet sent from a sender with a second sequence number which is based on

the tracked changes.

The apparatus of claim 17 wherein the correcting unit includes a replacing

unit to replace, in an RTCP sender report, a first total packet count and octet

count of packets sent from a sender with a second total packet count and

octet count of packets sent to a receiver which is based on the tracked

changes to produce a corrected RTCP sender report, the corrected RTCP

sender report being a measure of the end-to-end reception quality of the RTP

session.
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The apparatus of claim 17 wherein correcting unit includes a replacing unit

to replace, in an RTCP receiver report, an extended highest sequence number

received with an estimated extended highest sequence number received to

produce a corrected RTCP receiver report, the corrected RTCP receiver

report being a measure of the end-to-end reception quality of the RTP

session.

The apparatus of claim 23 wherein the correcting unit further includes an

estimating unit to estimate an extended highest sequence number received

from: (i) a timestamp from the RTCP receiver report record (ts_rr)

representing when the RTCP receiver report was received; (ii) a timestamp

from a subject RTCP sender report (ts_sr) with a same synchronization

source as the RTCP receiver report representing when the RTCP sender

report was received; (iii) a mean delay caused by media processing; and (iv)

a delay since last sender report (DLSR) from the subject RTCP sender report

representing a delay between receiving a last RTCP sender report and the

subject RTCP sender report.

The apparatus of claim 18 wherein the correcting unit further includes an

storing unit to: (i) in an event an RTP packet is received, store a

synchronization source identifying a source of the RTP packet (ssrc_rtp), a

sequence number of the RTP packet (sn_rtp), and a timestamp representing

when the RTP packet was received (ts_rtp); (ii) in an event an RTCP sender

report is received, store a synchronization source identifying a source of the

RTCP sender report (ssrc_sr), an NTP timestamp of the RTCP sender report

(ntp_sr) representing when the RTCP sender report was sent, and a

timestamp (ts_sr) representing when the RTCP sender report was received;

and (iii) in an event an RTCP receiver report is received, store a

synchronization source identifying a source of the RTCP receiver report

(ssrc_rr), a last sender report timestamp (LSR) representing when the last

RTCP sender report was received, and a timestamp (ts_rr) representing when

the RTCP receiver report was received,
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The apparatus of claim 17 further comprising:

a tracking unit to track sequence numbers of RTP packets sent from a

sender to produce a current extended sequence number; and

an attaching unit in communication with the tracking unit and the

correcting unit to attach, in an event an RTCP sender report is received, the

current extended sequence number to the RTCP sender report to produce an

attached extended highest sequence number received at a time of the RTCP

sender report received.

The apparatus of claim 26 wherein the correcting unit includes a replacing

unit to replace, in an RTCP receiver report, an extended highest sequence

number received with an attached extended highest sequence number

received attached to an RTCP sender report which corresponds to an RTCP

receiver report to produce a corrected RTCP receiver report, the corrected

RTCP receiver report being a measure of the end-to-end reception quality of

the RTP session.

The apparatus of claim 27 further comprising:

a storing unit to store, in an event an RTCP sender report is received,

in an RTCP sender report record: (i) a synchronization source identifying a

source of the RTCP sender report (ssrc_sr), (ii) an NTP timestamp of the

RTCP sender report (ntp_sr) representing when the RTCP sender report was

sent, and (iii) the attached extended highest sequence number received

attached to the RTCP sender report received; and

a retrieving unit to retrieve, in an event an RTCP receiver report is

received, from a corresponding RTCP sender report record a stored attached

extended highest sequence number received attached to a corresponding

RTCP sender report which corresponds to the RTCP receiver report received,

the corresponding RTCP sender report record having: (i) a stored

synchronization source the same as a reported synchronization source

reported in the RTCP receiver report received (ssrc_rr); and (ii) a stored NTP

timestamp the same as a reported last SR timestamp reported in the RTCP
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receiver report received (lsr_rr) representing when the last RTCP sender

report was received.

The apparatus of claim 26 wherein the correcting unit includes:

a measuring unit to measure a reception quality of RTP packets sent

from the sender to produce a measured first measure of reception quality of

RTP packets sent from the sender;

an extracting unit to extract from an RTCP receiver report a reception

quality of RTP packets sent to a receiver to produce an extracted second

measure of reception quality of RTP packets sent to the receiver;

a combining unit to combine the measured first measure of reception

quality with the extracted second measure of reception quality to produce a

combined third measure of reception quality of RTP packets sent from the

sender to the receiver;

a replacing unit to replace, in the RTCP receiver report, a measure of

reception quality of RTP packets sent to the receiver with the combined third

measure of reception quality of RTP packets sent from the sender to the

receiver to produce a corrected RTCP receiver report, the corrected RTCP

receiver report being a measure of the end-to-end reception quality of the

RTP session.

The apparatus of claim 29 wherein the measuring unit includes a determining

unit to determine: (a) a number of RTP packets expected from the sender

during a duration defined by a first time and a second time and (b) a number

of RTP packets sent from the sender lost during the duration from: (i) a first

attached extended highest sequence number attached to a first RTCP sender

report received at the first time, (ii) a second attached extended highest

sequence number attached to a second RTCP sender report received at the

second time, and (iii) a number of RTP packets sent from the sender received

prior to media processing during the duration, to produce the measured first

measure of reception qualityr
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The apparatus of claim 30 further comprising:

a storing unit to store, in an event an RTCP sender report is received,

in an RTCP sender report record: (i) a synchronization source identifying a

source of the RTCP sender report (ssrc_sr), (ii) an NTP timestamp of the

RTCP sender report (ntp_sr) representing when the RTCP sender report was

sent, (iii) the number of RTP packets expected during the duration, and (iv) a

number of RTP packets sent from the sender lost during the duration; and

a retrieving unit to retrieve, in an event an RTCP receiver report is

received, from a corresponding RTCP sender report record: (a) a stored

number of RTP packets expected during a duration, and (b) a stored number

of RTP packets sent from the sender lost during the duration, the

corresponding RTCP sender report record having: (i) a stored

synchronization source the same as a reported synchronization source

reported in the RTCP receiver report received (ssrc_rr); and (ii) a stored NTP

timestamp the same as a reported last SR timestamp reported in‘the RTCP

receiver report received (lsr_rr) representing when the last RTCP sender

report was received.

The apparatus of claim 29 wherein the extracting unit includes a determining

unit to determine a number of RTP packets sent to the receiver lost during a

duration defined by a first time and a second time from: (i) a first cumulative

number of packets lost reported in a first RTCP receiver report at the first

time and (ii) a second cumulative number of packets lost reported in a

second RTCP receiver report at the second time, to produce the extracted

second measure of reception quality.

A computer program product including a computer readable medium having

a computer readable program, the computer readable program, when

executed by a computer causes the computer to:

track changes to real—time transport protocol (RTP) packets of an

RTP session caused by media processing of the RTP packets to produce

tracked changes;
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modify RTP packet information of the RTP packets based on the

tracked changes;

correct RTP control protocol (RTCP) packets corresponding to the

RTP session based on the tracked changes to produce corrected RTCP

5 packets, the corrected RTCP packets being a measure of the end-to-end

reception quality of the RTP session; and

report the end-to-end reception quality of the RTP session by

forwarding the corrected RTCP packets.
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I contributing source (CSRC) identifiers I

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
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information based on

changes caused by
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YIV 365
0 1‘ 2 3

01234567890123456789012345678901
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IV=2I PIXI CC IMI PT I sn_send E I
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

I timestamp I
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

| synchronization source (SSRC) identifier |
+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+

I contributing source (CSRC) identifiers I

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
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501 \v' Estimating extended highest ‘
(, sequence number received . {500

7 Search Rffifiender Report recd
505 . . to find records with matching SSRC.

(ssrc_sr=ssrc_rr)

Search SSRC matchinNRTCFTSenderReport
510\ records to find record with same NTP timestamp.

(ntp_sr=ntp_rr)

7 Estimate round-trip transmission delay from RTP
515 ‘\ intermediate system to receiver.

(delay_rt=ts_rr - ts_sr - DSLR)

Estimate apporximate time when corresponding RTP
packet was received, the corresponding RTP packet

' corresponds to an RTP packet whose sequence number
is being reported as the extended highest sequence

number received in an RTCP receiver report.

(ts_lrtp=ts_rr - delay_rt - delay_mp)

  
  

  

 
515

525 Search fiffirecords to find record with same SSRC.
‘ (ssrc_rtp=ssrc_rr)

Search ssnc matching RTP records to find last RTP
record received at time ts_lrtp.

530 M.   

  
 

 
 

V Set extended highest sequence number received to
sequence number of found RTP record.

ehsnr=sn_rtp)

535

  

   Extended highest sequence
number received estimated
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601 Measuring end-to-end ‘
reception quality

605m Track changes to RTP
packets of the RTP session
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information of the RTP packets

 

Correct RTCP packet
615m. corresponding to the RTP

session based on the

tracked changes

 
 

 

Report end-to-end reception
620x quality of the RTP session by

forwarding corrected RTCP
packets
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Measuring end-to-end reception
‘ quality of RTP session  
 
  

  

  

 #905

"«M««§N

Update extended highest
sequence number received

' from the senderto produce

current_esn

  

 Attach current_iesnto
corresponding SR to

produce attached_ehsnr

Replace extended highest

sequence number received
reported in RR with the

attached_ehsnr from
corresponding SR

FIG. 8-1

PETITIONER APPLE INC. EX. 1005-216



PETITIONER APPLE INC.     EX. 1005-217

WO 2009/070202 PCT/U82008/012588

{- 900
 

 

 
v 945 

  
Calculate paVCKet lost from sender for current SR period

Packet_lost_s=Packet_expected_s - Packet_received_s

(pr-950
!

Calculate packet lost to receiver for current SR period
Packet_lost_r=current CNPL - previous CNPL

*‘955

Calculate end-to-endpacket lost for Current SR period
Packet_lost=Packet_lost_s + Packet_lost_r

w” 960
1’

Calculate end-to-endnfractin lost for current SR period
Fraction_lost= Pac ket_|ost / Packet_expecteded_s

,W965

Calculate end—to:end cumulative number of packets lost
Cumulative_packet_lost=previous Cumulative_packet_lost

+ Packet_lost

{*970

Replace fraction lost and cumulative number of packets lost
reported in RR with end-to-end fraction lost and end-to-end

cumulative number of packets lost '

.

FIG. 8-2
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(57) Abstract: A computer—readable medium for
performing IP»based call intercept includes instructions
for receiving caH initiation data, a first IP packet from
the first communications device, and a second IP packet
from a second communications device, generating
copies of the first TP packet and the second IP packet,
and transmitting one of the first IP packets to the second
communications device according to the call initiation
data, another of the first IP packets to a surveilling
agency computer system without encoding or decoding
the IP packet, one of the second IP packets to the first
communications device according to the call initiation
data, and another of the second IP packets to the
surveilling agency computer system without encoding
or decoding the IP packet.
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lP-Based Call Content Intercept Using Repeaters

Background

[0001] Lawful intercept of call content on the public switched telephone network

(PSTN) is mandated functionality by the Communications Assistance for Law

Enforcement Act (CALEA) in the United States and by similar legislation in many other

countries. Phone calls carried over Internet protocol ([P) networks must comply with the

same lawful intercept rules as calls carried over the traditional PSTN. Lawful intercept

ofcall content over IP networks is difficult due to the wide range of protocols and codecs

that are deployed. While the PSTN network typically carries audio data using G.7ll over

a dedicated time—division multiplexing (TDM) channel, voice over IP (VoIP) networks

can be encoded using many codecs (e.g., G71 1, G.729, iLBC) and transmitted using

different protocols (e.g, real—time transport protocol (RTP), secure teal-time tranSport

protocol (SRTP)).

[0002] There are four known methods for intercepting IP-based call content. IP-based

call content may be intercepted at a network gateway when the call content is between a.

communications device on a VoIP network and a communications device on a traditional

wired or wireless telephone network. This method allow for the interception of audio,

but not video, data, or encrypted content. [P-based call content may also be intercepted at

the session border controllers of the VoIP network. The session border controller may

only be able to see the signaling from one party to a call. If lawful intercept applies to the

second party to a call, the Session border controllers may not know this and may not

intercept the call. A third method allows for the interception of IP-based call content at

routers and switches on an IP—network. This method requires that every packet of data

passing through a router or switch be scanned to determine whether or not the packet

needs to be intercepted. The VoIP provider generally has no control over this method of

interception, as the routers and switches on the an IP-network outside of the VoIP

provider’s network belong to parties other than the VoIP provider. A fourth method

allows for the interception of IP-based call content at the packet-based media processor

through use of conferencing bridge. This method is limited to audio call content only, as

video, data, and encrypted content may not intercepted. Further, the conferencing bridge
I
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must understand the audio codec being used by the communications devices on the call.

This may require the conferencing bridge to force the communications devices on the call

to change the codec they use, which may allow the parties using the communications

devices to discover that the call is being intercepted.

[0003] As a first way, a PSTN gateway may be used to redirect a copy of call content to a

surveilling agency. PSTN gateways may only accept a standard RTP stream containing

audio, making it impossible for the gateways to provide the original user datagram

protocol (UDP)/lP/RTP packet header, an abstract syntax notation number one (ASN.1)

envelope as defined in T1 .678, or other packet or envelope types required by country-

specific rules and regulations. Further, the PSTN gateway may not accept video, T38

signaling, or any other IP-based media protocols.

[0004] As a second way, lP—based call content may also be intercepted by session border

controllers (SBCs). A session border control may redirect a copy of call content to a

surveilling agency in the same manner as a PSTN gateway. surveilling agencyThe SBC

may only see signaling for one ofthe two parties to a call, because the other party is

hidden by an application server. If lawful intercept applies to the second party, the SBC

may not know this because it can only see the signaling from the first party. The SBC

may therefore not initiate the intercept of a call when the presence of the second party

would make interception appropriate.

[0005] As a third way, lP-based call content may also be intercepted at an Ethernet

switch or router on an IP-network in the path of the call content. As the IP packets, such

as, for example, RTP, UDP, TCP/IP, and T38 packets, containing the call content pass

through a switch or router that is part of the network over which the call is routed, the

switch or router may send copies of the IP packets to a surveilling agency. However, this

may be processor intensive, since the switch or router must examine every single IP

packet passing through to determine if the packet contains call content that is to be

intercepted.

[0006] As a fourth way, IP-based call content may be intercepted at a packet-based media

processor using a conferencing bridge. A call between two communications devices may

be connected through a packet-based media processor on the VolP provider’s network.

The packet—based media processor may setup a conferencing bridge. Each of the parties

2
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to the call may be connected to the conferencing bridge via a two way connection, so that

each party can both talk and listen to the other parties on the call. A surveilling agency

may be connected to the conferencing bridge via a one way connection, so that

surveilling agency may listen to the other parties on the call, but may not talk, concealing

the presence of the surveilling agency from the other parties. However, this may only

work for audio content, the surveilling agency will receive only one audio stream

containing audio from all parties to the call, and the conferencing bridge may be required

to change the audio codec used by the communications devise on the call, which may

increase the risk of the call interception being detected.

[0007] FIGS. 1A, 18, 1C, and 1D depict four prior art systems for intercepting call

content.

[0008] First communications device 101 may be any device suitable for communication,

including making and/or receiving calls, over a VolP network. For example, first

communications device 101 may be a computer, set—top console, fax machine, VolP

handset, cellular handsets with VoIP capability, or any other handheld or stationary

device with VoIP capability.

[0009] Second communications device 102 may be any device suitable for

telecommunications over any communications network. For example, second

communications device 102 may be any computer, phone, fax machine, set-top console,

or handheld device connected to any communications network capable of receiving calls

from a communications device connected to a VolP network.

[0010] Communication between the first communications device 101 and the second

communications device 102 may always travel over a VOIP network for at least a portion

of the trip between the first communications device 101 and the second communications

device 102. The first communications device 101 may be connected directly to a VoIP

network, for example, through a VolP service provider, or may be connected to another

communications network which routes communications traffic over a VoIP network. The

second communications device 102 may also be connected directly to a VoIP network, or

may be connected to any other communications network which may receive

communications traffic from a VolP network. For example, the first communications

device 101 may be a V0]? handset, and the second communications device 102 may be a

‘:
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landline connected to a traditional phone service. The communications from the first

communications device 101 may travel ofthe VolP network to which the first

communications device 101 is connected, and then over the non—VolP network to which

the second communications device 102 is connected.

[0011] VolP provider’s network 103 may be an lP-network, or portion thereof, controlled

by provider of VolP services. The VolP provider’s network 103 may contain hardware

used for the creation oflP—networks, such as, for example, routers, switches, hubs,

servers, firewalls, and may have incoming and outgoing connections to other IP-

networks. For example, the VolP provider’s network 103 may be the Internet, a section

of the lntemet controlled by the VolP provider, or may be a proprietary IP networks,

managed IP networks, or service provider’s IP networks.

[0012] Router/switch 104 may be any router or switch used for handling routing and/or

switching of traffic on an IP network, such as, for example, the lntemet. For example,

the router/switch 104 may be a router belonging to an intemet service provider (ISP),

handling the routing oftraff'ic originating from the lSP’s customers, and from other users

of an IP network when the traffic passes through the network belonging to the ISP.

[0013] Session Border Controller (SEC) 105 and SEC 107 may be any computer,

computing device, or the like on the border ofthe VolP provider’s network 103. For

example, the SEC 105 and the SEC 107 may be hardware firewalls on the border of the

VolP provider’s network 103 and may be responsible for monitoring all traffic entering

and leaving the VolP provider’s network 103.

[0014] Application server 106 may be any computer, computing device, or the like

suitable to function as a server on the VoIP provider’s network 103. For example, the

application server 106 may be a dedicated server. The application server 106 may

control the routing of call content traveling over the VolP network and the allocation of

packet-based media processor resources for various calling features. For example,

application server 106 may allocate proper packet-based media processor resources for

videoconferencing and teleconferencing.

[0015] Packet-based media processor 110 may be any computer, computing device, or

the like suitable to function as a server on the VoIP provider’ network. For example, the

packet-based media processor 110 may be a dedicated server. The packet-based media

é
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processor I 10 may provide resources, such as, for example, processing cycles, required

for various calling features, including, for example, videoconferencing, teleconferencing,

speech recognition, and any other calling features provided by the VolP network

provider.

[0016] Network Gateway 1 l 1 may be any computer, computing device, or the like that

may function as a gateway on a PSTN network. For example, the network gateway l l 1

may be a PSTN gateway. The network gateway 1 l 1 may function as a gateway between

an IP-network, and VolP networks on the lP-network, and wired and wireless telephone

networks, allowing communication to take place between a communications device on a

VoIP network and a communications devices on the wired and wireless networks.

[0017] Surveilling agency computer system 1 12 may be any computer, computing

device, or the like, belonging to a surveilling agency or any other entity, such as, for

example, a contractor or subcontractor, acting on behalf of a surveilling agency.

Surveilling agencies may include, for example, the Federal Bureau of Investigation, the

Central Intelligence Agency, the National Security Agency, the Department of Homeland

Security, other federal and state law enforcement agencies and agencies supporting law

enforcement in both the United States and foreign nations, and international organization

such as, for example, Interpol. For example, surveilling agency computer system I 12

may be a server located in the surveilling agency headquarters, a laptop or handheld

computing device belonging to a field agent of the surveilling agency, a personal

computer commandeered by the surveilling agency, etc. The surveilling agency

computer system 1 12 may be controlled by the surveilling agency that has placed one or

both of the first communications device 101 and the second communications device 102

under surveillance, as determined by the application server 106.

[0018] Collection function 1 13 may be any combination of software or hardware on the

surveilling agency computer system 1 12 suitable for handling incoming call content. For

example, collection function 113 may be a software program that records incoming call

content to a computer readable medium accessible to the surveilling agency computer

system 112. The recorded call content may be accessed on the surveilling agency

computer system I 12 after recording. As another example, collection function 1 13 may

play back the incoming call content in real time.

.5
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[0019] Conferencing bridge 1 14 may be any combination of software and hardware on

the packet-based media processor 1 IO suitable for handling a conference call. For

example, conferencing bridge 1 14 may be software on the packet-based media processor

I 10 activated by the packet-based media processor 1 10 to set up a conference call

between the first communications device 101 and the second communications device

102. A conference call may be similar to a normal call, except that more than two parties

are allowed to be connected to the call at the same time.

[0020] FIG. 1A depicts the first previously used method for intercepting IP-based call

content. As illustrated in FIG. 1A, the first previously used method for intercepting call

content is described in, for example, US. Patent No. 7,006,508 “Communication network

with a collection gateway and method for providing surveillance services” to Bondy et.

al. (Bondy), US. Patent No. 6,870,905 “Wiretap implemented by media gateway

multicasting” to Pelaez et. al. (Pelaez), and US. Patent No. 7,092,493 “Methods and

systems for providing lawful intercept ofa media stream in a media gateway” to Hou et.

al. (Hou). In this previous method, call content is intercepted at the network gateway

111. The first communications device 101 on the VoIP network may be used to initiate a

call to the second communications device 102 on a telecommunications network which

may be wired, wireless, or a combination of wired and wireless.

[0021] The first communications device 101 may initiate the call by sending call

initiation data to the application server 106. Call initiation data may be Session Initiation

Protocol (SIP) packets, Media Gateway Control Protocol (MGCP) packets, H.323

packets, or any other suitable data or packet type, and may contain data conforming to

Session Description Protocol (SDP). The application server 106 may determine from the

call initiation data that the call content needs to be routed through the network gateway

111, in order for the call content to reach the second communications device 102 on the

traditional telephone networks. Call initiation data may be sent to the network gateway

111, and call content in the form of RTP packets may be sent from the first

communications device 101 to the network gateway 1 11.

[0022] At the network gateway 111, the RTP packets may be converted into, for

example, a TDM signal and transmitted over the telecommunications network to the

second communications device 102. Call content from the second communications

6
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device 102, in the form ofa TDM signal, may be transmitted over the

telecommunications network to the network gateway 1 1 1, where the call content may be

packetized into RTP packets. These RTP packets may be transmitted over the IP—

network to the first communications device 101.

[0023] Call content may be intcrcepted at the network gateway 1 l 1. If either the first

communications device 101 or the second communications device 102 is under

surveillance, the network gateway may be instructed to copy the RTP packets incoming

from the first communications device 101 and created from the call content incoming

from the second communications device 102 and to transmit the copies to the surveilling

agency computer system 112. The collection function 1 13 may handle the incoming call

content according to the setup of the collection function 113. Because the network

gateway 1 1 1 only understands RTP packets, only RTP packets containing an audio

stream may be sent to the surveilling agency computer system 1 12. This may prevent the

interception of any non-audio call data, such as, for example, video data or desktop

collaboration data. Additionally, the network gateway l l I cannot copy and transmit

Secure RTP (SRTP) packets, which may use 128-bit encryption, to the surveilling agency

computer system 112. This may prevent the interception of any call data, audio or

otherwise, that is encrypted.

[0024] FIG. 18 depicts the second previously used method for intercepting IP—based call

content. As illustrated in FIG. 18, the second previously used method for intercepting

lP-based call content is described, for example, in Bondy. Call content is intercepted at

the session border controllers 105 and/or 107. The first communications device 101 on

the VoIP network may be used to initiate a call to the second communications device 102

on any VoIP or traditional wired or wireless telephone network.

[0025] The first communications device 101 may initiate a call to the second

conununications device 102, as described above. Call content in the form of RTP packets

from the first communications device 101 may be transmitted over IP-networks, such as,

for example, the lntemet, to the VoIP provider’s network 103. The RTP packets may

reach the session border controller 105 on the edge of the VoIP provider’s network 103.

The session border controller 105 may help route the RTP packets through the VoIP

provider’s network 103, where the RTP packets will be directed to their destination. The
n
z“
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RTP packets may pass through session border controller 107 upon leaving the VolP

provider’s network 103. The RTP packets may then traverse other IP-networks, such as,

for example, the Internet or managed IP networks, or service provider’s IP networks, to

reach the second communications device 102. Call content may be transmitted from the

second communications device 102 to the first communications device 101 in the same

manner, reaching session border controller 107 at the edge ofthe VoIP provider’s

network l03, and then session border controller 105 upon leaving the VoIP provider’s

network 103.

[0026] If either of the first communications device 101 or the second communications

device 102 is under surveillance, the session border controllers 105 and 107 may be

instructed to copy the incoming RTP packets from the first communications device 101

and the second communications device 102 and transmit the copies to surveilling agency

computer system 1 12. The collection function 1 13 may handle the incoming call content

according to the setup of the collection function 1 13. Each of the session border

controllers 105 and 107 surveilling agency may only see signaling for one ofthe two

parties to a call, because the other party is hidden by an AS. If lawful intercept applies to

the second communications device 102, the session border controllers 105 may not know

this because it can only see the signaling from the first communications device 101. The

session border controller 105 may therefore not initiate the intercept of a call when the

presence of the second communications device 102 would make interception appropriate.

The session border controller 107 may face the same limitations with respect to the first

communications device 101.

[0027] FIG. 1C depicts the third previously used method for intercepting IP—based call

content. As illustrated in FIG. 1C, the third previously used method for intercepting call

content is described in, for example, Bondy. Call content is intercepted at the

router/switch 104. The first communications device 101 on the VolP network may be

used to initiate a call to the second communications device 102 on any VoIP or

traditional wired or wireless telephone network.

[0028] When the first communications device 101 transmits call content to the second

communications device 102, and vice versa, the call content, in the form of IP packets,

such as, for example, RTP, UDP, TCP/IP and T38 packets, must traverse an IP-network.

S
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1n traversing the lP-network, the IP packets may be routed and switched through the

router/switch [04, which may be one ofthe routers and switches responsible for routing

IP packets on the lP-network. If either the first communications device 101 or the

second communications device 102 is under surveillance, call content may be intercepted

as it passes through the router/switch 104 on its way to or from the VoIP provider’s

network 103.

[0029] In order for call content to be intercepted by the router/switch 104, the

router/switch 104 may be instructed to check every incoming 1? packet to determine

whether the incoming 1P packet is part ofthe call content between the first

communications device 101 and the second communications device 102. When an IP

packet that is part of the call content between the first communications device 101 and

the second communications device 102 is detected by the router/switch 104, the

router/switch 104 may copy the 1P packet and transmit the copy to the surveilling agency

computer system 112. The collection function 113 may handle the incoming call content

according to the setup of the collection function 1 13. The computational resources

required to check every incoming IP packet passing through the router/switch 104 are

immense. The result of attempting to check every incoming 1P packet using currently

available routing and switching hardware would be a slowdown in traffic passing through

the router/switch 104, as each packet was checked to determine if the packet belonged to

an intercepted call.

[0030] FIG. 1D depicts the fourth previously used method for intercepting IP—based call

content. Call content is intercepted at the packet-based media processor 1 10 through the

use of the conferencing bridge 1 14. The first communications device 101 on the VoIP

network may be used to initiate a call to the second communications device 102 on any

VoIP or traditional wired or wireless telephone network. This may require the first

communications device 101 to transmit call initiation data to the application server 106.

The application server 106 may examine the call initiation data to determine if either the

first communications device 101 or the second communications device 102 is under

surveillance.

[0031] If either the first communications device 101 or the second communications

device 102 is under surveillance, the application server 106 may instruct the packet—based

9
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media processor l 10 to setup conferencing bridge 1 14. The application server 106 may

then modify the call initiation data so that the first communications device 101 and the

second communications device 102 send call content to the conferencing bridge 114 on

the packet-based media processor 1 10, setting up a conference call. The conferencing

bridge [14 may then connect the surveilling agency computer system 112 to the

conference call between the first communications device 101 and the second

communications device 102 via a one way, listening only, connection. As part ofthe

conference call, the surveilling agency 1 12 may listen to the audio content transmitted

between the first communications device 101 and the second communications device

102, intercepting the call content.

[0032] The conferencing bridge 1 14 may only be able to handle unencrypted audio

content, and may not be able to set up a conference call with video, data, or encrypted

content. The conferencing bridge 114 may also be required to force the first

communications device 101 and the second communications device 102 to use an audio

codec with which the conferencing bridge 1 14 is compatible. The forced change of audio

codec may be detected by the users of the first communications device 101 and the

second communications device 102, allowing the user to discover that the call is being

intercepted.

[0033] Each of the four prior art methods of intercepting IP based call content may be

used when more than two communications devices participate in the call, such as, for

example, during a conference call.

[0034] Also in the prior art, VoIP providers currently use packet-based media processors

to provide additional calling features on their networks. These calling features may

include, for example, voice mail, speech recognition, teleconferencing, video

conferencing, and desktop collaboration. Calls requiring the use of these features are

routed through the VolP provider’s network 103 to the VolP provider’s packet-based

media processor, where the computing resources in the form of software and/or hardware

needed to implement the features may be provided.

[0035] FIG. 2 depicts an exemplary embodiment of the use of a packet-based media

processor in a VolP network according to the prior art. The first communications device

101 may initiate, for example, a video conference with the second communications

10
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device 102. The call initiation data transmitted from the first communications device 101

to the application server 106 may indicate that the call is to be a video conference. The

application server 106 may then transmit information to the packet—based media

processor 1 10, instructing the packet—based media processor 1 10 to set up a video

conferencing module 201 , to be used by the first communications device 101 and the

second communications device 102. Video conferencing module 201 may be any

combination of hardware and software on the packet—based media processor 110 suitable

for providing the necessary resources for the routing of video and audio data between the

participants in a video conference call.

[0036| Call content transmitted from the first communications device 101, in the form of

a stream of RTP packets containing audio and a stream of RTP packets containing video,

is then routed to the packet—based media processor 1 10 upon reaching the VoIP

provider’s network 103, for example, at session border controller 105. The video

conferencing module 201 may handle any necessary processing of the call content,

including the audio and video, to ensure the video conference functions properly. The

call content is transmitted from the packet-based media processor 1 10 t0 the second

communication device 102. Call content transmitted by the second communications

device 102 is handled in a likewise manner, being routed to the packet-based media

processor 110 upon reaching the VoIP provider’s network 103, for example, at session

border controller 107. If the video conference call has more than two participants, the

video conferencing module 201 may handle any necessary copying of the audio and

video and manage the transmission of the copied audio and video to all other

communication devices participating in the video conference call.

Summary

One embodiment includes a computer-readable medium comprising instructions,

which when executed by a computer system causes the computer system to perform

operations for lP-based call content intercept, the computer—readable medium including:

instructions for receiving at least one call initiation data, instructions for receiving a first

1P packet from a first communications device, instructions for receiving a second [P

packet from a second communications device, instructions for generating a plurality of

1i
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first [P packets comprising either the first [P packet and at least one copy ofthe first [P

packet, or at least two copies ofthe first [P packet, instructions for generating a plurality

of second [P packets comprising either the second [P packet and at least one copy ofthe

second [F packet, or at least two copies ofthe second [P packet, instructions for

transmitting one of the plurality of first [P packets to the second communications device

according to one or more ofthe call initiation data, instructions for transmitting another

ofthe plurality of first [P packets to a surveilling agency computer system without

encoding or decoding the another of the plurality of first [P packets, instructions for

transmitting one of the plurality of second [P packets to the first communications device

according to one or more of the call initiation data, and instructions for transmitting

another of the plurality of second [P packets to the surveilling agency computer system

without encoding or decoding the another of the plurality of second [P packets.

[0037I One embodiment includes a computer-implemented method for [P-based call

content intercept, comprising: receiving at least one call initiation data, receiving a first

[P packet from the first communications device, receiving a second [P packet from a

second communications device, generating a plurality of first [P packets comprising

either the first [P packet and at least one copy of the first [P packet, or at least two copies

of the first [P packet, generating a plurality of second [P packets comprising either the

second [P packet and at least one copy of the second [P packet, or at least two copies of

the second [P packet, transmitting one of the plurality of first [P packets to the second

communications device according to one or more of the call initiation data, transmitting

another of the plurality of first IP packets to a surveilling agency computer system

without encoding or decoding the another of the plurality of first [P packets, transmitting

one of the plurality of second [P packets to the first communications device according to

one or more of the call initiation data, and transmitting another of the plurality of second

[P packets to the surveilling agency computer system without encoding or decoding the

another of the plurality of second [P packets.

l0038| One embodiment includes an apparatus for [P-based call content intercept,

including means for receiving at least one call initiation data, means for receiving a first

[P packet from the first communications device, means for receiving a second [P packet

from a second communications device, means for generating a plurality of first [P packets

l14.
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comprising either the first [P packet and at least one copy of the first [P packet, or at least

two copies of the first [P packet, means for generating a plurality of second IP packets

comprising either the second [P packet and at least one c0py of the second [P packet, or

at least two copies of the second [P packet, means for transmitting one ofthe plurality of

first [P packets to the second communications device according to one or more of the call

initiation data, means for transmitting another ofthc plurality of first [P packets to a

surveilling agency computer system without encoding or decoding the another of the

plurality of first [P packets, means for transmitting one of the plurality of second [P

packets to the first communications device according to one or more of the call initiation

data, and means for transmitting another of the plurality of second [P packets to the

surveilling agency computer system without encoding or decoding the another of the

plurality of second [P packets.

One embodiment includes a system for [P—based call content intercept, including a

packet-based media processor adapted to receive a first [P packet from a first

communications device and a second [P packet from a second communications device,

generate with at least one repeater a plurality of first [P packets comprising either the first

[P packet and at least one copy of the first [P packet, or at least two copies of the first IP

packet, generate with at least one repeater a plurality of second [P packets comprising

either the second [P packet and at least one copy of the second [P packet, or at least two

copies of the second [P packet, transmit one of the plurality of first IP packets to the

second communications device, transmit another of the plurality of first IP packets to a

surveilling agency computer system, transmit one of the plurality of second [P packets to

the first communications device, and transmit another of the plurality of second IP

packets to the surveilling agency computer system.

[0039] Further features of the invention, as well as the structure and operation of various

embodiments of the invention, are described in detail below with reference to the

accompanying drawings.

BriefDescription ofthe Drawings
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[0040] Embodiments will now be described in connection with the associated drawings,

in which:

[0041] FIG. IA, IB, and 1C, and ID depict four prior art systems for intercepting call

content.

[0042] FIG. 2 depicts an exemplary embodiment of the use of a packet-based media

processor in a VoIP network according to the prior art.

[0043] FIG. 3A depicts an exemplary system for lP-based call content intercept using

repeaters.

[0044] FIG. BB depicts an alternative exemplary system for IP-based call content

intercept using repeaters without session border controllers.

[0045] FIG. 3C depicts another alternative exemplary system for IP-based call content

intercept using repeaters and a network gateway.

[0046] FIG. 4 depicts an exemplary time-flow chart for IP—based call content intercept

using repeaters and a network gateway.

[0047] FIG. 5 depicts an exemplary flowchart for IP-based call content intercept using

repeaters,

[0048] FIG. 6 depicts an exemplary embodiment of the repeaters 301 and 302.

[0049] FIG. 7 depicts an exemplary architecture for implementing a computer.

Definitions

[0050] In describing the invention, the following definitions are applicable throughout

(including above).

[0051] A “computer” may refer to one or more apparatus and/or one or more systems that

are capable of accepting a structured input, processing the structured input according to

prescribed rules, and producing results of the processing as output. Examples of a

computer may include: a computer; a stationary and/or portable computer; a computer

having a single processor, multiple processors, or multi-core processors, which may

operate in parallel and/or not in parallel; a general purpose computer; a supercomputer; a

mainframe; a super mini-computer; a mini-computer; a workstation; a micro-computer; a

server; a client; an interactive television; a web appliance; a telecommunications device

l4

PETITIONER APPLE INC. EX. 1005-240



PETITIONER APPLE INC.     EX. 1005-241

WO 2009/070278 PCT/U52008/013100

with intemet access; a hybrid combination ofa computer and an interactive television; a

portable computer; a tablet personal computer (PC); a personal digital assistant (PDA); a

portable telephone; application-specific hardware to emulate a computer and/or software,

such as, for example, a digital signal processor (DSP), a field-programmable gate array

(FPGA), an application specific integrated circuit (ASIC), an application specific

instruction-set processor (ASlP), a chip, chips, or a chip set; a system-on-chip (SOC) or a

multiprocessor system-on-chip (MPSoC); and an apparatus that may accept'data, may

process data in accordance with one or more stored software programs, may generate

results, and typically may include input, output, storage, arithmetic, logic, and control

units.

[0052] “Software” may refer to prescribed rules to operate a computer or a portion of a

computer. Examples of software may include: code segments; instructions; applets; pre—

compiled code; compiled code; interpreted code; computer programs; and programmed

logic.

[0053] A “computer-readable medium” may refer to any storage device used for storing

data accessible by a computer. Examples of a computer—readable medium may include: a

magnetic hard disk; a floppy disk; an optical disk, such as a CD—ROM and a DVD;-a

magnetic tape; a memory chip; and/or other types of media that can store data, software,
and other machine-readable instructions thereon.

[0054] A “computer system” may refer to a system having one or more computers, where

each computer may include a computer-readable medium embodying software to operate

the computer. Examples of a computer system may include: a distributed computer

system for processing information via computer systems linked by a network; two or

more computer systems connected together via a network for transmitting and/or

receiving information between the computer systems; and one or more apparatuses and/or

one or more systems that may accept data, may process data in accordance with one or

more stored software programs, may generate results, and typically may include input,

output, storage, arithmetic, logic, and control units.

[0055] A “network” may refer to a number of computers and associated devices that may

be connected by communication facilities. A network may involve permanent

connections such as cables or temporary connections such as those that may be made

IS
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through telephone or other communication links. A network may further include hard—

wired connections (e.g., coaxial cable, twisted pair, optical fiber, waveguides, etc.) and/or

wireless connections (e.g., radio frequency waveforms, free-space optical waveforms,

acoustic waveforms, etc.). Examples ofa network may include: an internet, such as the

Internet; an intranet; a local area network (LAN); a wide area network (WAN); and a

combination of networks, such as an intemet and an intranet. Exemplary networks may

operate with any ofa number ofprotocols, such as Internet protocol (IP), asynchronous

transfer mode (ATM), and/or synchronous optical network (SONET), user datagram

protocol (UDP), IEEE 802.x, etc.

Detailed Description ofthe Embodiments

[0056] Exemplary embodiments are discussed in detail below. While specific exemplary

embodiments are discussed, it should be understood that this is done for illustration

purposes only. In describing and illustrating the exemplary embodiments, specific

terminology is employed for the sake of clarity. However, the embodiments are not

intended to be limited to the specific terminology so selected. A person skilled in the

relevant art will recognize that other components and configurations may be used without

parting from the spirit and scope of the embodiments. It is to be understood that each

specific element includes all technical equivalents that operate in a similar manner to

accomplish a similar purpose. The examples and embodiments described herein are non-

limiting examples.

[0057] In contrast to the prior art, the present embodiments uses repeaters in the packet-

based media processor 1 10 to intercept call content and forward copies of the intercepted

call content to the surveilling agency computer system 112.

[0058] FIG. 3A depicts an exemplary system IP-based call content intercept using

repeaters. The first communications device 101 may initiate a call to the second

communications device 102 over a VoIP network. An application server 106 may

receive call initiation data from the first communications device 101, and determine

whether either of the first or second communications devices 101 and 102 is under

surveillance. If at least one of the first or second communications devices 101 and 102 is

under surveillance, the application server 106 may make changes to the call initiation
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data sent from the first communications device 101 to the second communications device

102 and from the second communications device 102 to the first communications device

101. The changes to the call initiation data may result in the call content between the first

and second communications devices 101 and 102 being routed through the packet-based

media processor 1 10 on the VolP providers network. The routing may be accomplished

by, for example, the session border controllers 105 and 107.

[0059I The call content may be transmitted to the session border controllers 105 and 107

from the first and second communication devices 101 and 102 in the form of RTP

packets. The session border controllers 105 and 107 may transmit the call content to the

packet-based media processor 1 10 in the form of [P packets, such as, for example, RTP

packets, UDP packets, TCP/ IP packets, and T38 packets. The packet-based media

processor 1 10 may make copies of the IP packets incoming from the session border

controllers 105 and 107. IP packet copies may be made by repeaters 301 and 302 on the

packet-based media processor 1 10. The repeaters 301 and 302 may be any combination

of hardware and software on packet-based media processor 1 10 suitable for receiving,

copying, and transmitting IP packets. For example, the repeaters 301 and 302 may be

software constructs using the hardware of packet-based media processor 1 10, or the

repeaters 301 and 302 may be hardware devices, such as, for example, specialized

processors, integrated into, or otherwise accessible to, the packet-based media processor

110. The repeaters 301 and 302 may receive incoming IP packets, and make one or more

copies of the packets. The repeaters 301 and 302 may apply profiles to when copying

incoming IP packets. A profile applied to a packet being copied may result in a copied

packet that is packaged differently from the incoming packet, although the packet will

still contain the same data, i.e., the same ca11 content. The repeaters 301 and 302 are

discussed further below with reference to FIGS. 4-6. The packet-based media processor

110 may transmit copies of the IP packets made by the repeaters 301 and 302 to a

surveilling agency computer system 1 12, and send the original, or copies, of the IP

packets to the session border controllers 105 and 107 to be sent to the first and second

communications devices 101 and 102.

[0060] FIG. 3B depicts an alternative exemplary system for IP-based call content

intercept using repeaters without session border controllers. The exemplary system

I”!’,
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depicted in FIG. 3B is functionally the same as the exemplary system of FIG. 3A, except

for the absence of the session border controllers 105 and 107. The session border

controllers 105 and 107 are not a mandatory part ofa VolP provider’s network 103, and

call content may be routed to and from the VolP’s provider’s network 103 without them.

The session border controllers 105 and 107 may be used to control the flow of IP packets

on the border ofthe VoIP provider’s network. However, the embodiments do not require

this functionality.

[0061] FIG. 3C depicts another alternative exemplary system for IP-based call content

intercept using repeaters and a network gateway. The exemplary system depicted in FIG.

3C is functionally the same as the exemplary system of FIG. 3B, except for the presence

ofthe network gateway l 1 1. In some cases, the surveilling agency computer system 1 12

may not be capable of accepting an incoming IP-based connection, and may be limited to

receiving phone calls as incoming communication. In these cases, to intercept a call

using the repeaters 301 and 302, the packet-based media processor 1 10 may need to

establish a telephony connection with the surveilling agency computer system 1 12,

through the network gateway 1 1 1. The packet-based media processor 110 may place a

call to the surveilling agency computer system 112, and the surveilling agency computer

system I 12 may pick up the call, establishing the connection. Copied call content may

then be transmitted to the surveilling agency computer system 112 through the network

gateway l I l. The surveilling agency computer system 112 may be limited to receiving

only audio content through the network gateway, for example, in the form of TDM

signals.

[0062] FIG. 4 depicts an exemplary time-flow chart for IP-based call content intercept

using repeaters and a network gateway, and FIG. 5 depicts an exemplary flowchart for

IP-based call content intercept using repeaters. FIGs. 4 and 5 will be discussed with

reference to FIG. 3C. The exemplary time-flow depicted in FIG. 4 differs from

exemplary time-flows for FIGs. 3A and 38 due to the presence ofthe network gateway

1 10. The exemplary time-flows for FIGs. 3A and 3B would contain IP networks

connections to the surveilling agency computer system 1 12 instead ofa calls placed to the

surveilling agency computer system 112 in time-slices 403 and 404. The operations of

the blocks of the exemplary flowchart depicted in FIG. 5 may be performed by any
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suitable combination ofhardware and software. For example, the operations ofthe

blocks may be perfomied in whole or in part by one or more stand-alone software

package installed on one or more computers.

[0063] In block 501, the first communications device 101, on a VolP network, may

initiate a call to the second communications device 102. To initiate the call, the first

communications device 101 may transmit call initiation data to the application server 106

on the VolP provider’s network 103.

[0064] In block 502, the application server 106 may receive the call initiation data from

the first communications device 101. The Application server 106 may use the call

initiation data to set up the call between the first communications device 101 and the

second communications device 102. Time—slice 401 may be an exemplary time—flow

representation of messages exchanged between the first communications device 101 and

the application server 106 during blocks 50] and 502. As indicated by the solid line, the

first communications device 101 may send an Invite message, conforming to session

initiation protocol (SIP), to the application server 106, indicating the intended recipient of

the call. Upon receiving the Invite message, the application server 106 may return the

SIP message Trying (status code 100), indicating that the application server 106 is

attempting to complete the call as requested.

[0065] In block 503 the application server 106 may detemiine whether either of the first

communications device 101 or the second communications device 102 are under

surveillance, based on the call initiation data. Information the application server 106 may

use from the call initiation data may include, for example, data identifying the first

communications device 101 and second communications device 102, such as, for

example, an IP address, Media Access Control (MAC) Address, assigned phone number,

userid, etc. Information from the call initiation data may be, for example, compared to

lists which may be stored on, or otherwise accessible to, the application server 106. The

lists may contain information that may be used to identify communication devices under

surveillance based on call initiation data. Individual surveilling agencies may maintain

their own lists including data on communications device placed under surveillance by the

individual surveilling agencies. Any other suitable method for identifying whether or not
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a given communications device is under surveillance by a surveilling agency may also be

used by the application server 106.

[0066] In block 504, ifneither the first communications device 101 nor the second

communications device 102 has been placed under surveillance, flow proceeds to block ‘

505. lfat least one ofthe first communications device 101 and second communications

device 102 is under surveillance, flow proceeds to block 506.

[0067] In block 505, the call initiated by the first communications device 101 may be

completed normally. For example, ifthe call is a voice—only call, the first

communications device 101 and second communications device 102 may be connected

over the lP-network without passing data through the VolP provider’s network 103. 1f

the call is, for example, a video-conference call, the call may be routed through the

packet-based media processor 1 10 on the VolP provider’s network 103.

[0068] In block 506, at least one of the first communications device 101 and the second

communications device 102 is under surveillance by at least one surveilling agency. The

application server 106 may transmit instructions to the packet-based media processor 1 10

to set up the repeaters 301 and 302. One repeater may be set up on packet—based media

processor 110 for each data stream originating from each party to a call. For example, if

the call content is a video conference, each party to the call may generate an audio stream

and a video stream. With two parties to the call, four repeaters may be set up on packet?

based media processor 1 10. If three or more communications devices participate in the

video conference, two repeaters will be set up on packet-based media processor 110 for

each communications device participating in the video conference. If more than one

surveilling agency has requested surveillance of the call, each surveilling agency may be

added as a listener to the repeaters set up on packet-based media processor 1 10, or,

alternatively, additional repeaters may be set up to support the additional surveilling

agencies. Each surveilling agency may have its own surveilling agency computer system

similar to surveilling agency computer system 1 12, and the packet-based media processor

1 10 may establish a connection with each of the surveilling agency computer systems.

Alternatively, an individual repeater may be set up to support connections with multiple

surveilling agency computer systems. When more than one surveilling agency computer

system is connected to the packet—based media processor 110 to receive copied packets,
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the presence ofeach surveilling agency computer system connected may be hidden from

all other connected surveilling agency computer systems. The application server 106

may transmit infomiation to the packet—based media processor 110 indicating which

surveilling agencies have placed one or both ofthe first communications device 101 and

the second communications device 102 under surveillance. This information may

include, or may be used by the packet-based media processor 1 10 to determine, the

surveilling agency computer system 112 to which the repeaters 301 and 302 should

transmit the copied call content. The packet—based media processor 1 10 may establish a

connection between the repeaters 301 and 302 and the surveilling agency computer

system 1 12.

[0069] The time—slice 402 may be an exemplary time-flow representation of messages

exchanged between the application server 106 and the packet—based media processor 1 10

in setting up the repeaters 301 and 302 in block 506. As indicated by the dashed box,

during this time slice the application server 106 may attempt to terminate, i.e., connect,

the call between the first communications device 101 and the second communications

device 102. The application server 106 may also communicate with the packet-based

media processor 110, as indicated by the dashed lines. The application server 106 may

instruct the packet-based media processor 110 to allocate the repeaters 301 and 302 for

the call. The packet—based media processor 110 may set up the repeaters 301 and 302

and signal this to the application server 106, which may then send an AddListener request

to the packet-based media processor 110, instructing the packet—based media processor

110 to add the first communications device 101 to the call. The time-slice 403 may be an

exemplary time—flow representation of messages exchanged between the application

server 106 and the surveilling agency computer system 112 in establishing a connection

to the surveilling agency computer system 112. The application server 106 may first

send the Invite from the first communications device 101 to the second communications

device 102 in a termination attempt. The application server 106 may then generate its

own Invite messages, one for each of the repeaters 301 and 302, to be sent to the

surveilling agency computer system 112. In this exemplary time—flow, the surveilling

agency computer system 112 may only accept connections through the network gateway
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l 1 1, thus the application server 106 may call the surveilling agency computer system

1 12.

|0070| ln bloek 507, the application server 106 may modify the call initiation data to

cause the call content from the first communications device 101 and the second

communications device 102 to be routed through the repeaters 301 and 302. The

application server 106 may modify the SDP cam'ed in the SIP INVITE, transmitted in

time-slice 403, and SIP 200 OK transmitted in time-slice 405, to the 1P address and port

ofthe packet-based media processor 1 10. The routing of call content through the

repeaters 301 and 302 may be invisible to the first communication device 101 and second

communication device 102, because of, for example, the presence of session border

controllers 105 and 107 between the first and second communication devices 101 and

102 and the internal structure ofthe VolP provider’s network 103, including the packet-

based media processor 1 10. Other network devices in-between the VolP provider’s

network and the first and second and second communications devices 101 and 102 may

also result in the routing ofthe call content being invisible to the first and second

communication devices 101 and 102.

[0071] The time-slices 404 and 405 may be exemplary time-flow representations of

messages exchanged between the first communications device 101, the application server

106, the packet-based media processor 1 10, the second communications device 102 and

the surveilling agency 112 during block 507. In time-slice 404, the surveilling agency

1 12 is added to the call. First, the second communications device 102, upon receiving the

lnvite sent in time-slice 403, may respond with the SIP message Ringing. The Ringing

message may be transmitted from the application server 106 back to the first

communications device 101, indicating to the first communications device 101 that the

second communications device 102 has been contacted. The surveilling agency computer

system 1 12 may also respond with Ringing messages to each of the Invites from the

applications server 106, and then with OK messages once the surveilling agency

computer system 112 answers the incoming calls from the application server 106. The

application server 106 may then instruct the packet—based media processor 110 to add the

surveilling agency computer system 112 as a listener to both ends ofthe call, i.e., as a

recipient ofcopied call content from both ofthe repeaters 301 and 302. [n time-slice 405,
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the second communications device 102 has a connection established with first

communications device 101. The second communications device 102 may transmit an

OK message back to the application server 106 upon picking up the call. The application

server 106 may relay the OK message back to the first communications device 101,

indicating to the first communications device 101 that the call has been connected.

[0072] In block 508, call content from the first communications device 101 and the

second communications device 102 may be copied by the repeaters 301 and 302. Call

content, in the form ofRTP packets, may be transmitted from the first communications

device 101. The RTP packets may enter the VolP provider’s network 103 at, for

example, the session border controller 105, where they may be routed to the packet-based

media processor 1 10, and the repeaters 301 and 302 on the packet-based media processor,

as IP packets. The IP packets may not need to be filtered by the packet-based media

processor 1 10, as the modifications to the call initiation data may ensure that the IP

packets routed to the packet—based media processor and the repeaters 301 and 302 are

part of the call under surveillance. The packet-based media processor 1 10 may route the

IP packets to the repeater 301 on the packet-based media processor 1 10. The repeater

301 may copy the IP packets. Before the copied [P packets are transmitted to the

surveilling agency computer system 112, they may be packaged according to a profile

provided to repeater 301. For example, the I P packets may be packaged in an ASN.1

envelope. If more than one surveilling agency has placed one or both of first

communications device 101 and second communications device 102 under surveillance,

the repeater 301 may make additional copies of the IP packet as necessary. Each

surveilling agency computer system may have a separate connection to the repeaters 30]
and 302.

[0073] Call content in the form of RTP packets transmitted from the second

communications device 102 may be treated in the same manner as the RTP packets

transmitted from the first communications device 101, except the RTP packets may enter

the VolP provider’s network 103 at session border controller 107, and may be routed to

the repeater 302. The repeater 302 performs the same functions as the repeater 301, only

with the IP packets containing call content originating from the second communications

device 102.
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[0074] In block 509, the copied call content may be transmitted to the surveilling agency

computer system l 12. The repeaters 301 and 302 may transmit the copied IP packets to

the surveilling agency computer system 1 12. The collection function 1 13 on the

surveilling agency computer system 1 12 may handle the incoming call content according

to the setup ofthe collection function 1 13.

[0075] The repeaters 301 and 302 may transfer any type ofIP-based call content to the

surveilling agency computer system 112, if no network gateway 111 is present between

the packet—based media processor 1 10 and the surveilling agency computer system 1 12.

This may include, for example, call content that is audio, video, fax, desktop

collaboration, or encrypted data. The transfer of the call content may also be codec

independent. Audio or video encoded with any codec may be transferred to the

surveilling agency computer system 112, even if the codec used to encode the audio or

video is unknown to the VolP provider and/or the surveilling agency computer system

1 12. Encrypted call content for which the key is not known may also be transferred. In

these cases, the collection function 113 may record the call content with the unknown

encoding or encryption on a computer readable medium accessible to surveilling agency

computer system 112, from which the call content may be retrieved at a later time for

decoding or decryption. If a network gateway 111 is present in between the packet-based

media processor 110 and the surveilling agency computer system 112, as in FIG. 4, then

only audio content may be transferred by the repeaters 301 and 302.

[0076] In block 510, the original IP packets may be packaged as the IP packets would

have been on a normal call, and routed by the repeaters 301 and 302 back to the packet-

based media processor 110. The packet-based media processor 110 may proceed with

delivering the packets to the first communications device 101 and the second

communications device 102, as would happen in a normal call routed through the packet-

based media processor 1 10.

[0077] For the purposes of this exemplary embodiment, the 1P packet transmitted to the

second communications device 102 from media sever 110 has been referred to as the

original IP packet, and the [P packet transmitted to the surveilling agency computer

system 112 has been referred to as a copy of the IP packet. One of ordinary skill in the

art would understand that the original IP packet and all copies ofthe original IP packet
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are interchangeable. For example, the copy ofthe original 1P packet may be transmitted

to the surveilling agency computer system 112 and the original [P packet may be

transmitted to the second communications device 102. Further, in some circumstances

the original 1? packet will be destroyed, and only copies ofthe original 1P packet will be

transmitted. For example, the original 1P packet may be copied twice, into a first copy of

the 1P packet and a second copy ofthe 1P packet. The first and second copy ofthe 1P

packet may be transmitted in the same manner as the original 1P packet and the first copy

ofthe 1P packet described above.

[0078] Blocks 508 through 510 operate continuously until the call is ended by the first

communications device 101 or the second communications device 102. The call may end

‘ during the operation any ofblocks 508 through 510.

[0079] In block 51 1, the call may be ended. Either of the first communications device

101 or second communications device 102 may end the call. The call may be ended by,

for example, hanging up the first communications device 101, When the call is ended,

the repeaters 301 and 302 on the packet-based media processor 1 10 may be released or

temiinated, depending on what combination of hardware and software has been used to

implement the repeaters 301 and 302. For example, if the repeaters 301 and 302 are

software based processes running on the packet-based media processor 1 10, the processes

may be terminated.

[0080] The time slice 406 may be an exemplary time-flow representation of messages

exchanged between the first communications device 101, the application server 106, the

packet—based media processor 1 10, the second communications device 102 and the

surveilling agency 112 during block 51 1. The second communications device 102 may

end the call by transmitting the SIP message Bye to the application server 1064 The

application server 106 may then instruct the packet—based media processor 110 to release

the repeaters 301 and 302,close the connection between the packet-based media processor

1 10 and the surveilling agency computer system 1 12 by transmitting the Bye message to

the surveilling agency computer system 112, and then close the connection between the

first communications device 101 and the second communications device 102 by

transmitting the Bye message to the first communications device 101.
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[0081| FIG. 6 depicts an exemplary embodiment ofthe repeater 301. The repeater 302

may have a similar configuration. The repeater 301 may receive incoming 1P packet 601

from the 1P stream, which may be part ofa call. 1P packet 601 may be copied a number

oftimes by the repeater 301. The number of copies made of IP packet 601 may be

dependent on, for example, the number of recipients the 1P packet was originally

intended for, for example, the receiver ofthe call or participants in a conference call, and

the number of surveilling agencies that have requested surveillance of at least one of the

communications devices involved in the call.

[0082] Each copy ofthe 1P packet 601 may be created according to a profile. Profiles

602, 603, and 604 may be used by the repeater 301 to make copies of 1? packet 60] that

are packaged in accordance with the standards required by the various recipients of the

copied IP packets. The profile 602 may be used to create 1P packet copy 605, intended to

be received by communications device 608, which may be the recipient of the call, for

example, second communications device 102. The profile 602 may package the 1P

packet as it would be packaged in a normal VoIP call, equivalent to what would have

happened to the 1P packet 601 if the 1P packet 601 had not been routed to the repeater

301. The profile 603 may be used to create 1P packet copy 606, intended to be received

by surveilling agency 1 computer system 609. The profile 603 may package the 1P

packet as a standard UDP packet without an envelope, so that surveilling agency 1

computer system 609 may receive the raw data of the call content. The profile 604 may

be used to create 1P packet copy 607, intended to be received by surveilling agency 2

computer system 610. The profile 603 may package the 1P packet in an ASN.1 envelope,

which may be required for compatibility with surveilling agency 2 computer system 610.

Other profiles may be used to package IP packets according to any suitable packaging

format.

[0083] FIG. 7 illustrates an exemplary architecture for implementing a computing device

701, which may be used to implement any ofthe first communications device 101, the

second communications device 102, the router/switch 104, the session border controllers

105 and 107, the applications server 106, the packet-based media processor 110, the

network gateway 11 l, and the surveilling agency computer system 112. It will be

appreciated that other devices that can be used with the computing device 701, such as a
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client or a server, may be similarly configured. As illustrated in FIG. 7, computing

device 701 may include a bus 710, a processor 720, a memory 730, a read only memory

(ROM) 740, a storage device 750, an input device 760, an output device 770, and a

communication interface 780.

[0084] Bus 710 may include one or more interconnects that permit communication

among the components of computing device 701. Processor 720 may include any type of

processor, microprocessor, or processing logic that may interpret and execute instructions

(e.g., a field programmable gate array (FPGA)). Processor 720 may include a single

device (e.g., a single core) and/or a group of devices (e.g., multi—core). Memory 730 may

include a random access memory (RAM) or another type of dynamic storage device that

may store information and instructions for execution by processor 720. Memory 730

may also be used to store temporary variables or other intermediate information during

execution of instructions by processor 720.

[0085] ROM 740 may include a ROM device and/or another type of static storage device

that may store static information and instructions for processor 720. Storage device 750

may include a magnetic disk and/0r optical disk and its corresponding drive for storing

information and/or instructions. Storage device 750 may include a single storage device

or multiple storage devices, such as multiple storage devices operating in parallel.

More0ver, storage device 750 may reside locally on the computing device 701 and/or

may be remote with respect to a server and connected thereto via network and/or another

type of connection, such as a dedicated link or channel.

[0086] Input device 760 may include any mechanism or combination of mechanisms that

permit an operator to input information to computing device 701, such as a keyboard, a

mouse, a touch sensitive display device, a microphone, a pen-based pointing device,

and/or a biometric input device, such as a voice recognition device and/or a finger print

scanning device. Output device 770 may include any mechanism or combination of

mechanisms that outputs information to the operator, including a display, a printer, 3

speaker, etc.

[0087] Communication interface 780 may include any transceiver-like mechanism that

enables computing device 701 to communicate with other devices and/or systems, such

as a client, a server, a license manager, a vendor, etc. For example, communication

2?
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interface 780 may include one or more interfaces, such as a first interface coupled to a

network and/or a second interface coupled to a license manager. Alternatively,

communication interface 780 may include other mechanisms (e.g., a wireless interface)

for communicating via a network, such as a wireless network. In one implementation,

communication interface 780 may include logic to send code to a destination device, such

as a target device that can include general purpose hardware (e.g., a personal computer

form factor), dedicated hardware (e.g., a digital signal processing (DSP) device adapted

to execute a compiled version ofa model or a part ofa model), etc.

[0088] Computing device 701 may perform certain functions in response to processor

720 executing software instructions contained in a computer—readable medium, such as

memory 730. In alternative embodiments, hardwired circuitry may be used in place of or

in combination with software instructions to implement features consistent with

principles of the invention. Thus, implementations consistent with principles of the

invention are not limited to any specific combination of hardware circuitry and software.

[0089] Exemplary embodiments may be embodied in many different ways as a software

component. For example, it may be a stand—alone software package, a combination of

software packages, or it may be a software package incorporated as a "tool" in a larger

software product. It may be downloadable from a network, for example, a website, as a

stand-alone product or as an add-in package for installation in an existing software

application. It may also be available as a client—server software application, or as a web-

enabled software application. It may also be embodied as a software package installed on

a hardware device.

[0090] Exemplary embodiments may be used to intercept 1P based call content when

more than two communications devices participate in the call, such as, for example,

during a conference call.

[0091] While various exemplary embodiments have been described above, it should be

understood that they have been presented by way of example only, and not limitation.

Thus, the breadth and scope of the present invention should not be limited by any of the

above-described exemplary embodiments, but should instead be defined only in

accordance with the following claims and their equivalents.
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Claims

What is claimed is:

1. A computer-readable medium comprising instructions, which when executed by a

computer system causes the computer system to perform operations for lP—based call

content intercept, the computer-readable medium comprising:

instructions for receiving at least one call initiation data;

instructions for receiving a first lP packet from a first communications device;

instructions for receiving a second 1P packet from a second communications

device;

instructions for generating a plurality of first IP packets comprising either the first

lP packet and at least one copy ofthe first [P packet, or at least two copies ofthe first [P

packet;

instructions for generating a plurality of second IP packets comprising either the

second IP packet and at least one copy of the second IP packet, or at least two copies of

the second [F packet;

instructions for transmitting one of the plurality of first IP packets to the second

communications device according to one or more of the call initiation data;

instructions for transmitting another of the plurality of first IP packets to a

surveilling agency computer system without encoding or decoding the another of the

plurality of first IP packets;

instructions for transmitting one of the plurality of second IP packets to the first

communications device according one or more of the call initiation data; and

instructions for transmitting another of the plurality of second IP packets to the

surveilling agency computer system without encoding or decoding the another of the

plurality of second IP packets.

2. The computer-readable medium of claim 1, further comprising:
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instructions for determining ifthe first communications device or the second

communications device is under surveillance based 0n the at least one call initiation data

before generating the plurality of first IP packets; and

instructions for not generating the plurality of first IP packets and not generating

the plurality of second IP packets if neither the first communications device nor the

second communications device is under surveillance.

3. The computer-implemented method of claim 1, further comprising:

instructions for transmitting another one ofthe plurality of first IP packets to a

second surveilling agency computer system without encoding or decoding the another

one of the plurality of first IP packets; and

instructions for transmitting another one of the plurality of second IP packets to a

second surveilling agency computer system without encoding or decoding the another

one ofthe plurality of second IP packets.

4. The computer-readable medium method of claim 3, wherein the surveilling

agency computer system does not detect the second surveilling agency computer system

and the second surveilling agency computer system does not detect the surveilling agency

computer system.

5. The computer-readable medium of claim 3:

wherein the surveilling agency computer system receives the another of the

plurality of first IP packets and the another of the plurality of second IP packets over a

first connection;

wherein the second surveilling agency computer system receives the another one

of the plurality of first IP packets and the another one of the plurality of second IP

packets over a second connection; and

wherein the first connection and the second connection are separate.

3i}
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6. The computer-readable medium ofclaim I, wherein the first IP packet is selected

from a group consisting ol‘an RTP packet, a UDP packet, a SRTP packet, 21 TCP/lP

packet, and a T.38 packet; and

the second [F packet is selected from a group consisting of one of RTP packet, a

UDP packet, a SRTP packet, a TCP/IP packet, and a T38 packet.

7. The computer-readable medium ofclaim 1, wherein the first lP packet is the 1P

packet ofa stream selected from a group consisting of an audio packet stream comprising

at least one of audio, modem, and fax signals, a video packet stream, a text messaging

packet stream, and desktop collaboration data packet stream; and

the second [F packet is the IP packet ofa stream selected from a group consisting

ofan audio packet stream comprising at least one of audio, modern, and fax signals, a

video packet stream, a text messaging packet stream, and desktop collaboration data

packet stream.

8. The computer-readable medium of claim 1, wherein generating the plurality of

first IP packets or second IP packets comprises applying a repeater profile to the first IP

packet or the second 1P packet.

9. The computer-readable medium of claim 1, wherein the firsth packet and the

second [F packet are not checked for originating IP address and destination IP address

before being copied.

10. The computer-readable medium of claim 1, wherein generating the plurality of

first IP packets and generating the plurality of second IP packets are performed by at least

one repeater.

1]. The computer-readable medium of claim I, wherein the first lP packet and the

second lP packet are received and routed by a plurality of session border controllers
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12. The computer-readable medium of claim I, wherein transmitting the another 0f

the plurality of first IP packets and the another ofthe plurality ofsecond IP packets to the

surveilling agency computer system further comprises forwarding the another ofthe

plurality of first IP packets and the another of the plurality of second IP packets to a

network gateway.

13. The computer—readable medium ofclaim 1, further comprising:

instructions for receiving a third lP packet from a third communications device;

instructions for generating a plurality of third IP packets comprising either the

third 1P packet and at least one copy ofthe third IP packet, or at least two copies ofthe

third IP packet;

instructions for transmitting one of the plurality of third IP packets to the

surveilling agency computer system without encoding or decoding the one of the plurality

ofthird IP packets;

instructions for transmitting another of the plurality of third IP packets to the first

communications device according to one or more of the callinitiation data; and

instructions for transmitting another one of the plurality of third IP packets to the

second communications device according to one of the one or more call initiation data.

14. A computer—implemented method for Internet Protocol (IP)-based call content

intercept, comprising:

receiving at least one call initiation data;

receiving a first IP packet from a first communications device;

receiving a second [F packet from a second communications device;

generating a plurality of first IP packets comprising either the first IP packet and

at least one copy of the first IP packet, or at least two copies of the first IP packet;

generating a plurality of second IP packets comprising either the second [F packet

and at least one copy of the second [F packet, or at least two copies of the second IP

packet;

transmitting one of the plurality of first IP packets to the second communications

device according to one or more of the call initiation data;

33.
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transmitting another of the plurality of first IP packets to a surveilling agency

computer system without encoding or decoding the another of the plurality of first IP

packets;

transmitting one ofthe plurality ofsecond IP packets to the first communications

device according to one or more ofthe call initiation data; and

transmitting another ofthe plurality ofsecond IP packets to the surveilling agency

computer system without encoding or decoding the another ofthe plurality of second IP

packets.

15. The computer-implemented method ofclaim 14, further comprising, after

receiving the at least one call initiation data:

determining if the first communications device or the second communications

device is under surveillance based on the one or more of the call initiation data before

generating the plurality of the first IP packets; and

if neither the first communications device nor the second communications device

is under surveillance, not generating the plurality of first IP packets and not generating

the plurality of second IP packets.

16. The computer-implemented method of claim 14, wherein generating the plurality

0f first IP packets and generating the plurality of second IP packets are performed by at

least one repeater.

17. The computer—implemented method of claim 14, whereinthe first IP packet and

the second [F packet are received and routed by a plurality of session border controllers

18. The computer-implemented method of claim 14, wherein transmitting the another

ofthe plurality of first IP packets and the another ofthe plurality ofsecond IP packets to

the surveilling agency computer system further comprises forwarding the another of the

plurality of first IP packets and the another of the plurality of second IP packets to a

network gateway.
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[9. An apparatus for [P-based call content intercept, comprising:

means for receiving at least one call initiation data;

means for receiving a first [P packet from a first communications device;

means for receiving a second [P packet from a second communications device;

.means for generating a plurality of first IP packets comprising either the first [P

packet and at least one copy ofthe first [P packet, or at least two copies of the first [P

packet;

means for generating a plurality ot‘second [P packets comprising either the

second [P packet and at least one copy ofthe second [F packet, or at least two copies of

the second [P packet;

means for transmitting one of the plurality of first [P packets to the second

communications device according to one or more of the call initiation data;

means for transmitting another of the plurality of first IP packets to a surveilling

agency computer system without encoding or decoding the another of the plurality of first

IP packets;

means for transmitting one of the plurality of second [P packets to the first

communications device according to one or more of the call initiation data; and

means for transmitting another of the plurality of second IP packets to the

surveilling agency computer system without encoding or decoding the another of the

plurality of second [P packets.

20. The apparatus of claim 19, further comprising:

means for determining if the first communications device or the second

communications device is under surveillance based on the at least one call initiation data

before generating the plurality of first IP packets; and

means for not generating the plurality of first IP packets and not generating the

plurality of second [P packets if neither the first communications device nor the second

communications device is under surveillance.

2]. The apparatus of claim 19, wherein generating the plurality of first IP packets and

generating the plurality of second [P packets are performed by at least one repeater.
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22. The apparatus ofclaim 19, wherein the first IP packet and the

second [F packet are received and routed by a plurality of session border controllers

23. The apparatus of claim 19, wherein transmitting the another of the plurality of

first IP packets and the another of the plurality of second IP packets to the surveilling

agency computer system further comprises forwarding the another of the plurality of first

IP packets and the another of the plurality of second IP packets to a network gateway.

24. A system for IP—based call content intercept comprising:

a packet-based media processor adapted to receive a first IP packet from a first

communications device and a second IP packet from a second communications device,

generate with at least one repeater a plurality of first IP packets comprising either the first

IP packet and at least one copy ofthe first IP packet, or at least two copies ofthe first IP

packet, generate with at least one repeater a plurality of second IP packets comprising

either the second IP packet and at least one copy of the second IP packet, or at least two

copies of the second [F packet, transmit one of the plurality of first IP packets to the

second communications device, transmit another of the plurality of first IP packets to a

surveilling agency computer system, transmit one of the plurality of second IP packets to

the first communications device, and transmit another of the plurality of second IP

packets to the surveilling agency computer system.

25. The system of claim 24, further comprising:

an application server adapted to receive call initiation data, transmit a message to

the packet—based media processor instructing the packet-based media processor to setup

at least one repeater, and modify the call initiation data to cause the first IP packet from

the first communications device and the second [F packet from the second

communications device to be transmitted to the packet-based media processor.
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METHOD AND APPARATUS FOR RELAYING PACKETS

Technical Field

The present invention relates to a method and apparatus for relaying packets. It is

applicable to achieving traversal of a Network Address Translation (NAT) server and in

particular to such a method and apparatus that makes use of the Traversal Using

Relays around NAT (TURN) protocol.

Background

Network Address Translation (NAT) is the process of modifying network address

information in datagram packet headers while in transit across a traffic routing device

for the purpose of remapping a given address space into another. NAT is used in

conjunction with network masquerading (or IP masquerading) which is a technique that

hides an entire address space, usually consisting of private network addresses, behind

a single IP address in another, often public address space. This mechanism is

implemented in a routing device that uses stateful translation tables to map the

"hidden" addresses into a single address and then rewrites the outgoing Internet

Protocol (IP) packets on exit so that they appear to originate from the router. In the

reverse communications path, responses are mapped back to the originating IP

address using the rules ("state") stored in the translation tables. The translation table

rules established in this fashion are flushed after a short period without new traffic

refreshing their state.

Of course, the use of Network Address Translation means that many hosts in the

Internet cannot be contacted directly by other hosts because they are behind a

Network Address Translator (NAT) that prevents inbound connections. Different NAT

traversal techniques, e.g., Interactive Connectivity Establishment (ICE) [see J.

Rosenberg. Interactive Connectivity Establishment (ICE): A Protocol for Network

Address Translator (NAT) Traversal for Offer/Answer Protocols. draft-ietf-mmusicice-19

(work in progress). October 2007] have been developed to overcome this problem, but

with certain kinds of NATs the only way to create a peer-to-peer connection between

two hosts is to relay all the traffic through a node that both of the peers can contact

(including the peer or peers behind a NAT).
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Traversal Using Relays around NAT (TURN) [see Traversal Using Relays around NAT

(TURN): Relay Extensions to Session Traversal Utilities for NAT (STUN). draft-ietf-

behave-turn-15 (work in progress). February, 2009] allows a host (that is a TURN

client) to register a “relayed address” (a combination of IP address and port number) at

the TURN server such that a session is established “through” the NAT between the

TURN server and the TURN client (nb. a connection initiated by the host behind the

NAT will generally result in a session being established through the NAT and via which

the node to which the connection is initiated can send packets to the host). A

connection initiated by a remote peer to the relayed address is relayed by the TURN

server to the TURN client, such that it passes through the punched hole in the NAT.

The TURN client can send data to the peer via the TURN server such that, from the

point of view of the peer, the data appears to originate from the relayed address. Using

a TURN server, even with the most restrictive type of NATs, a communication path can

be established between two peers.

After obtaining a relayed address from the TURN server, a TURN client needs to

maintain its state in the NAT by sending periodic keep-alive messages to the TURN

server via the NAT. To minimize the volume of keep-alive messages, TURN allows

multiple connections with different peers to re-use the same relayed address. Thus,

regardless of the number of peers, only one set of keep-alive messages is required. In

addition to reducing the volume of keep-alive traffic, this method also conserves public

ports at the TURN server and at the NAT allowing them to serve a larger number of

simultaneous users.

In the case where multiple peer connections are multiplexed onto one connection

between the TURN client and the TURN server, it is necessary to provide a mechanism

which allows the TURN server and the TURN client to identify peers within the data

packets that they exchange. For this purpose, data sent between the server and client

is encapsulated within TURN messages.

TURN encapsulation increases the per-packet overhead and decreases the Maximum

Transmission Unit (MTU) on the link between the TURN server and client. The

overhead problem is especially severe in restricted bandwidth environments (e.g.,

when using a cellular data connection): and for data that is sent in multiple small
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packets (e.g., real time audio). More significantly perhaps, encapsulation prevents the

use of unmodified operating system kernel protocol stacks for receiving and sending

the data. This gives rise at least to performance problems, as data needs to be sent

back and forth between the kernel and user space process. In the case of restricted

operating systems (such as those commonly used in mobile devices) it may of course

be impossible to feed the packets back to the kernel protocol stack or capture the

packets after the stack processing. TURN encapsulation is not a viable option in such

cases.

The Internet (IETF) draft — “Traversal Using Relays around NAT: Relay Extensions to

Session Traversal Utilities for NAT (July 8, 2007)” provides a mechanism for avoiding

encapsulation. This mechanism makes use of the “Set Active Destination” request.

However, the mechanism does not allow multiple sessions to be multiplexed onto the

TURN server to client link.

M

It is an object of the present invention to allow packets to be sent between a client and

a relay server without using encapsulation, and which mitigates the problems of known

solutions.

According to a first aspect of the present invention there is provided apparatus for

relaying packets between a first host and a second host. The apparatus comprises a

memory for registering for said first host; an address of the first host, a relayed address

of the first host, an address of the second host, and an outbound Higher Layer

Identifier and/or an inbound Higher Layer Identifier. The apparatus further comprises

and one or both of:

an outbound packet inspector for inspecting packets received from said first

host and addressed to an address of the apparatus to determine whether or not

they contain a registered outbound Higher Layer Identifier and, if so, for

forwarding the packets to said address of the second host; and

an inbound packet inspector for inspecting packets received from said second

host and addressed to said relayed address to determine whether or not they

contain a registered inbound Higher Layer Identifier and, if so, for forwarding the

packets to said address of the first host.
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Embodiments of the invention allow packets to be sent between the first host and the

apparatus, acting as relay server, without encapsulation in one or both of the inbound

and outbound directions. The bandwidth occupied on the link between the first host

and the apparatus can be reduced, whilst at the same time allowing multiple sessions

to be multiplexed onto that link.

The outbound packet inspector, if present, may be configured to replace the address of

the first host in a source address field of packets to be forwarded to said second host,

with said relayed address.

The inbound packet inspector, if present, may be configured to replace said relayed

address in a destination address field of packets to be fonNarded to said first host, with

said address of the first host, and to replace said address of the second host in a

source address field of those packets with an address of the apparatus. The inbound

packet inspector may be configured to deliver packets which contain said inbound

Higher Layer Identifier, to said first host, without additional relay encapsulation.

The memory may be configured to additionally register for said first host an offset

position for the or each of said inbound and outbound Higher Layer Identifiers, the

offset position identifying a position of the associated Higher Layer Identifier within a

packet, and the outbound and inbound packet inspectors being configured to use the

respective offset position to determine the presence of a Higher Layer Identifier.

The memory and the or each of said inbound packet inspector and said outbound

packet inspector may be configured to additionally handle the relaying of packets

between said first host and one or more further hosts using one or both of the inbound

and outbound Higher Layer Identifiers.

The invention is applicable to the case where said first host is located behind a

Network Address Translator, and said address of the first host is a NATed address of

the first host.

according to the Traversal Using Relays around NAT protocol. The apparatus acting

In this case, any additional relay encapsulation is encapsulation

as relay server may comprise a client terminal registration unit for registering said first

host and any further hosts, the registration unit being configured to use the Traversal
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Using Relays around NAT, TURN, protocol.

According to a second aspect of the present invention there is provided a client

terminal configured to exchange packets with a peer terminal via a relay server. The

client terminal comprises a relay unit for registering with the relay server so as to be

allocated a relayed address by the relay server, and an identification determining unit

for determining an inbound Higher Layer Identifier to be used in packets exchanged

with said peer terminal. The terminal further comprises an identifier registration unit for

registering the inbound Higher Layer Identifier with said relay server, together with said

relayed address, an address of the client terminal, and an address of the peer terminal,

and a packet handler for associating packets received from said relay server with said

peer terminal using said inbound Higher Layer Identifier.

The identification determining unit of the terminal may be configured to determine an

outbound Higher Layer Identifier to be used in packets exchanged with said peer

terminal, with said identifier registration unit being configured to register the outbound

Higher Layer Identifier with said relay server together with the inbound Higher Layer

Identifier.

The identification determining unit may be configured to determine inbound and/or

outbound Higher Layer Identifiers by identifying and using one of the following protocol

parameters: a Host Identity Tag, HIT; a synchronisation source (SSRC) identifier; a

Security Parameter Index (SPI); TCP port numbers.

The relay unit may be configured to implement NAT traversal and said address of the

client terminal being a NATed address. In this case, the relay unit and said identifier

registration unit may be configured to use the Traversal Using Relays around NAT,

TURN, protocol. A further packet handler may be provided for using Traversal Using

Relays around NAT, TURN, encapsulation to send and/or receive packets to a peer

terminal in the event that said identification determining unit is unable to determine an

inbound and, optionally, an outbound Higher Layer Identifier, or a TURN encapsulated

packet is received from said relay server.

The relay unit may be configured to determine whether or not a relay server supports a

Higher Layer Identifier based relaying method and, if not, to initiate packet routing with
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said peer terminal using relaying encapsulation.

According to a third aspect of the present invention there is provided a method of

sending packets between a first host and a second host. The method comprises

registering at a relay server, on behalf of the first host an address of the first host, a

relayed address of the first host, an address of the second host, and an outbound

Higher Layer Identifier and/or an inbound Higher Layer Identifier. The method further

comprises one or both of the steps of:

at the relay server, inspecting packets received from said first host and

addressed to an address of the relay server to determine whether or not they

contain said outbound Higher Layer Identifier and, if so, fonNarding the packets

to said address of the second host; and

inspecting packets received from said second host and addressed to said

relayed address to determine whether or not they contain said inbound Higher

Layer Identifier and, if so, forwarding the packets to said address of the first

host.

The first host may be located behind a Network Address Translator., in which case said

step of registering may be carried out using the Traversal Using Relays around NAT,

TURN, protocol. Packets sent from the relay server to the first host may be forwarded

using TURN encapsulation if packets received from the second host do not contain

said inbound Higher Layer Identifier.

Brief Description of the Drawings

Figure 1 illustrates schematically a network communication scenario involving NAT

traversal using TURN;

Figure 2 illustrates registration signalling in the network scenario of Figure 1 and

associated with the modified TURN protocol;

Figure 3 illustrates schematically an ESP packet format;

Figure 4 illustrates packet relaying in the network scenario of Figure 1;

Figure 5 illustrates schematically a TURN client and TURN server of the network

scenario of Figure 1;

Figure 6 is a flow diagram illustrating TURN server registration and packet relay

processes;
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Figure 7 illustrates schematically an RTP packet format; and

Figure 8 illustrates schematically a HIP packet format.

Detailed Description

The problem of NAT traversal has been considered above in the context of TURN

encapsulation. An enhancement to TURN and other NAT traversal solutions using

data relaying will now be described.

Data that may othenNise be the subject of TURN encapsulation between the TURN

client and the TURN server will often include a persistent Higher Layer Identifier (HLI)

at a consistent location within packets. It is proposed here to make use of such a HLI

on top of the transport layer protocol, to multiplex/demultiplex packets in place of TURN

encapsulation. When a TURN client wants to communicate with a peer without using

TURN encapsulation, it first checks with the TURN server to determine whether or not

the TURN server supports the HLI mechanism described here. If so, then the TURN

client registers a pair of HLls (one inbound and one outbound) at the TURN server. A

TURN server HLI registration contains two byte arrays (one for each HLI), as well as an

array length, offset and peer address. For inbound traffic, when the TURN server

receives a packet directed to the relayed address, it checks to see if the packet data

matches a registered inbound HLI and, if it does, it sends the packet without any

encapsulation to the TURN client as the inbound HLI will uniquely identify the peer

address to the TURN client. When the TURN server receives a packet from the TURN

client, it checks to see if the packet data matches a registered outbound HLI and, if it

does, the packet is sent to the peer address that was registered for that outbound HLI

(the public address allocated to the TURN client by the NAT, i.e. the “NATed” address

of the client, which is included as the source address of the packet received at the

TURN server, is switched for the relayed address according to normal TURN

behaviour).

The HLI can be any byte array whose value and location is known before data is sent

or received. The length of the arrays and their offsets (i.e. how many bytes after the

transport layer header the HLI starts) can be defined at registration of the HHS (by

TURN client) with the TURN server. For example, in the case of UDP encapsulated

ESP [RF03948], the SPI value could be used as the HLI, Another example of a
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potential HLI would be a TCP port number if TCP is tunneled over UDP and relayed

through a TURN server. A Real-time Transport Protocol’s (RTP) synchronization

source identifier is another example of an HLI.

Packets sent to the relayed address (from a peer) that do not match to a registered HLI

are forwarded by the TURN server to the TURN client with TURN encapsulation. Any

packets arriving at the TURN server from the TURN client that do not contain a match

to any registered HLI are assumed to be TURN encapsulated. This behaviour allows a

TURN server including the new functionality to be compatible with legacy TURN

clients, and to be useable with traffic which does not include useable HLls.

If data associated with a certain protocol needs to be exchanged between the TURN

client and a single peer only, any constant field in the protocol header that is different

from other concurrently relayed protocols is sufficient. For example, a protocol version

number or a magic cookie value could be sufficient for this purpose. A “magic cookie”

value (in this context) is a constant value in a protocol header that is used for

differentiating certain protocol messages from messages associated with other

protocols in the same stream. For example, STUN [RF05389], the protocol used by

TURN and ICE, carries this kind of identifier in all messages.

If, on the other hand, messages using the same protocol are exchanged by the TURN

client with multiple peers, an identifier that is different for each peer is needed. Many

protocols have some identifier in each packet for the source and/or destination of the

data (e.g., HIP sender and receiver HlTs or RTP synchronization source). For other

protocols, it may be necessary to generate a HLI by combining information in multiple

protocol fields.

Usually the TURN client knows implicitly the value for the outbound HLI since it is the

entity originating the packets and generating the higher layer messages. If an external

protocol stack (such as lPsec provided by the operating system) is used and the stack

generates the value used as the HLI, the client may need to query the value from the

stack or look it up from sent packets.

If the TURN client knows a priori the HLI value for the peer (e.g., it is a constant

protocol field or certain peers always use the same value), no additional signaling is
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needed before registering HLls at the TURN server. For example, in the case of HIP

signaling traffic, hosts know the Host Identity Tags (HITs) that will be used in the HIP

header even prior to contacting each other since a HIT is calculated from a host

identity. Hence, HlTs can be used as HLls without any extra signaling. If however the

HLI is not known a priori by the TURN client, the TURN client needs to learn the HLI

value either from protocol signaling or automatically from the first received packet. Of

course, that signalling (assuming that it goes through the TURN server and not via

some other relay, eg. a SIP server or HIP relay server) or first data packet must be

TURN encapsulated. By way of example, consider an lPsec security association set

up using IKE [RFC4306] or HIP. The hosts negotiate the SPI value that will be inserted

into the beginning of every encrypted ESP packet. Thus, before any data is sent, the

TURN client learns the peer’s SPI value that it can utilize as HLI. The methods

described do not require any support for HLI, or even for regular TURN, in the peer.

An alternative approach that does require HLI support in the peer involves the TURN

client explicitly asking the peer (using e.g., new STUN/TURN messages) for an HLI

value.

To illustrate the proposed approach to implementing TURN without necessarily

requiring TURN encapsulation, consider the case of UDP encapsulated ESP. Figure 1

illustrates schematically a TURN client (Host A) 1 that is behind a NAT 2. A peer, Host

B, 3 is also behind a NAT 4, and wishes to communicate with Host A using UDP

encapsulated ESP. This is achieved using a TURN server (or relay) 5. Figure 1

shows exemplary source (src) and destination (dst) IP addresses and port numbers

included in packets at various points in the network. Figure 2 illustrates signalling

associated with this scenario. A TURN client that supports the HLI extension first

registers at the TURN server using a standard TURN allocation request (step 1). The

client includes HLI-SUPPORTED parameter in the request to test whether the TURN

server supports this extension. If the server supports HLI relaying, it responds with an

Allocation OK message (step 2). If however the TURN server does not support HLI

relaying, it rejects the request and the client can either register to the server without the

extension or try some other TURN server. The HLI-SUPPORTED parameter has

“comprehension-required” [RF05389] type so that if a (legacy) TURN server does not

recognize it, it rejects the request. One or both of the hosts in Figure 1 may be located

behind multiple NATs. This does not change the principle of the relaying process.
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Next, the hosts negotiate IPsec Security Associations. They can use for example HIP

or IKE for this purpose. The negotiation can be done either through the TURN server

or using some other relaying service such as HIP relay server [id-hip-nat-traversal: see

Basic HIP Extensions for Traversal of Network Address Translators. draft-ietf-hip-nat—

5 traversal-06 (work in progress). March 2009] or a peer-to-peer overlay network. If a

TURN server is involved in the IPsec signalling, the signaling messages are TURN

encapsulated between the TURN server and client unless HLIs have been set for the

signaling protocol.

10 The TURN client then requests “permissions” for the peer and includes the inbound

and outbound HLIs that should be checked against all relayed data (step 3). The

TURN server responds with a Permission OK (step 4). Permissions are part of the

normal TURN behavior and increase security by allowing only peers with registered

permission to use the relayed address. The HLI registration is piggybacked on the

15 standard permission registration procedure. As the client will use UDP encapsulated

ESP, it registers the SPI values for the peer (at address 198.76.28.5:6789) as the HHS.

In the example of Figure 1, the inbound SPI is “OxA1 BZCBD4” and the outbound SPI is

“OxBZC3D4E5”. Both parameters are four bytes long and start immediately after the

UDP header (HLI offset is zero) since the SPI is always in the first four bytes of the

20 ESP packet. At the TURN client, the peer’s address in the IPsec SAs is set to the

TURN server’s address so that the IPsec stack sends ESP packets, destined for the

peer, to the TURN server. Figure 3 illustrates the packet format of ESP.

Figure 4 illustrates an exchange of ESP packets between the TURN client and the peer

25 (the lower message sequence in the Figure) and which does not require TURN

encapsulation. When the peer sends a packet that does not match to the registered

HLI (in this example, something other than ESP, e.g., a NAT traversal connectivity

check message or a signaling protocol message), the data is fonNarded to the client

with TURN encapsulation (the upper sequence in Figure 4). The client can reply to the

30 message by encapsulating the response and signaling the peers address in the

encapsulation meta data. When the TURN server relays the response, it removes the

TURN encapsulation. After receiving the response, the peer sends UDP encapsulated

ESP packets with an SPI that matches the registered HLI. The TURN server detects

the match and fonNards the packets without any encapsulation. The TURN client’s

35 IPsec stack receives the data and processes it accordingly. When the program using
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lPsec sends data back to the peer, the lPsec stack automatically sends the data (with

only UDP encapsulation) to the TURN server. The TURN server detects that the data

matches to a registered HLI and fonNards the data to the peer whose address was

registered for the HLI. It will be readily apparent that the great majority of the packets

exchanged do not require TURN encapsulation when utilising the approach described

here.

While the method above uses simple byte arrays for matching data to permissions,

more complicated forwarding rules could be implemented. For example, one could

augment the byte arrays with bit-masks and allow bit-level checks for multiplexing the

connections. Also, instead of just a single fonNarding rule, a TURN client could add

multiple rules that all match to a certain peer address. Even logical operations taking

into account multiple byte/bit positions in the data could be used for selecting a rule.

This would make it possible, for example, to fonNard all packets to the TURN client

without encapsulation, except for packets relating to NAT traversal connectivity checks

(and for which the real sender address information is necessary).

Figure 5 illustrates schematically a client terminal 1 (or UE) and a TURN server 5

configured to implement the approach described above (with a NAT interposed

between these two entities). Within the UE 1, a NAT traversal unit 6 is provided, the

role of which is to register the UE with TURN server in order to allocate to the UE a

relayed address. An HLI determining unit 7 is provided to determine appropriate HLls

for both inbound and outbound flows towards a given peer. Once determined, these

HLls are passed to an HLI registration unit 8 which registers the HHS with the TURN

server, in association with the address of the peer. The registration details are also

passed to a packet handler 9 which uses the HHS and the peer’s address to determine

whether or not TURN encapsulation is required for outgoing packets, and to correctly

route incoming packets to higher layers.

Figure 5 further illustrates the TURN server 5. This comprises a client terminal

registration unit 10 and associated memory 11 for registering HLI associations for the

UE 1. An inbound packet inspector 12 is configured to examine packets addressed to

the relayed address to identify the registered inbound HLI, and to forward such packets

to the UE without TURN encapsulation. An outbound packet inspector 13 is configured

to identify the registered outbound HLI in packets received from the UE, and to route
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packets to the destination address of the peer accordingly. It will be appreciated of

course that the TURN server will handle multiple HLl registrations in parallel for

different UEs (and also, potentially, for the same UE).

Figure 6 is a flow diagram illustrating the main steps in the HLl based packet handling

process. The process begins at step 100, and at step 200 the UE registers itself with

the TURN server to obtain a relayed address. This registration may occur before the

user decides to initiate a session. Assuming that this is the case, at step 300 the user

initiates a session with a peer, via the UE. This step may be in response to receipt of a

session initiation message from the peer (e.g. received via the TURN server using

TURN encapsulation or via some other relay server). At step 400 the UE then

determines inbound and outbound HLls for the session, and registers these with the

TURN server, in association with an address of the peer, at step 500. Following

completion of this registration step, at steps 600 and 700, the UE and TURN server

handle packets as described, to avoid TURN encapsulation between the UE and the

TURN server. Steps 600 and 700 are performed in parallel.

The following subsections illustrate how HLl relaying can be used with some example

protocols, other than ESP. The list is not exhaustive however, and the skilled person

will appreciate that the approach described is applicable to a large number of different

protocols.

Bedfleltansegrflgmwlfl

RTP [RFC3550: RTP: A Transport

RFC 3550. July 2003] packets start with a fixed header, as illustrated in Figure 7. The

SSRC field, used to label streams from different sources, contains a random number

Protocol for Real-Time Applications.

that is required to be globally unique within an RTP session. When using RTP with HLl

relaying, the TURN client sets its outbound HLl to match to its own SSRC used with a

certain peer, and its inbound HLl to match the SSRC of the peer.

Host Identity Protocol (HIP!

A HIP [RFCSZOtz Host Identity Protocol. RFC 5201. April 2008] packet header is

logically an IPv6 extension header and its format is shown in Figure 8. The sender and

receiver Host Identity Tags (HlTs) identify the communicating endpoints and are

therefore suitable for HLls. The TURN client using HLl relaying sets the outbound HLl
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to match the “receiver’s HIT” with the peer’s HIT and the inbound HLI to match the

“sender’s HIT” with the peer’s HIT.

TCP port numbers may also be used as HLls in the case where TCP packets are

encapsulated in UDP.

It will be apparent from the above discussion that HLI-based relaying removes or

reduces the bandwidth overhead created by TURN encapsulation between the TURN

client and server. Also, the processing overhead is reduced since there is no need to

add and remove the encapsulation headers at TURN client and server. Furthermore,

native operating system stacks can be used for handling the relayed data due to the

absence of a requirement for encapsulation. The solution is backward compatible with

existing TURN clients and does not require HLI support from peers.

The extended TURN server described here is not protocol dependent and the HLI-

based relaying can be achieved for any protocol that is carried over UDP and contains

sufficient markers that can be used for multiplexing connections. Even where a

protocol does not provide for such markers, if there is no requirement for multiplexing

multiple connections (e.g., only a single connection through the TURN server is used),

HLls with zero length can be used to make TURN encapsulation unnecessary.

HLls registered with the TURN server may be considered more generally as a rule set.

For example, where no single, unique, identifier is present in packets a rule set such

as, “If HL|_1 is at position 1 and HL|_2 in position 2 but there is no HL|_3 in position 3,

a packet matches to a relaying rule/permission” may be specified and registered with

the TURN server.

It will be appreciated by the person of skill in the art that various modifications may be

made to the above described embodiments without departing from the scope of the

present invention. For example, the approach may be applied to relaying protocols

other than TURN (and which use encapsulation of the relayed packets), e.g. SOCKS 5

(IETF RFC 1928), and indeed to further enhancements of the currently specified TURN

protocol, for example. Certain embodiments may allow the TURN server, or some

other network based node, to determine the HHS to be used for a session. In this

case, that determining node may signal the HLl(s) to the TURN client, and also to the
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TURN server if the node is not itself the TURN server. The skilled person will also

appreciate that the relaying mechanism described here is not only applicable to NAT

traversal. It could for example be applied to a scenario where a client makes use of a

relay server in order to maintain anonymity. The skilled person will also appreciate that

a benefit may be achieved by applying this HLl-based approach in only one of the

inbound and outbound directions, and not both.
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CLAIMS:

1. Apparatus for relaying packets between a first host and a second host, the

apparatus comprising:

5 a memory for registering for said first host

an address of the first host,

a relayed address of the first host,

an address of the second host, and

an outbound Higher Layer Identifier and/or an inbound Higher Layer

10 Identifier;

and one or both of

an outbound packet inspector for inspecting packets received from said

first host and addressed to an address of the apparatus to determine

whether or not they contain a registered outbound Higher Layer

15 Identifier and, if so, for fonNarding the packets to said address of the

second host;

an inbound packet inspector for inspecting packets received from said

second host and addressed to said relayed address to determine

whether or not they contain a registered inbound Higher Layer Identifier

20 and, if so, for forwarding the packets to said address of the first host.

2. Apparatus according to claim 1, said outbound packet inspector being

configured to replace the address of the first host in a source address field of packets

to be forwarded to said second host, with said relayed address.

25

3. Apparatus according to claim 1 or 2, said inbound packet inspector being

configured to replace said relayed address in a destination address field of packets to

be forwarded to said first host, with said address of the first host, and to replace said

address of the second host in a source address field of those packets with an address

30 of the apparatus.

4. Apparatus according to any one of the preceding claims, said inbound packet

inspector being configured to deliver packets which contain said inbound Higher Layer

Identifier, to said first host, without additional relay encapsulation.
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5. Apparatus according to any one of the preceding claims, wherein said memory

is configured to additionally register for said first host an offset position for the or each

of said inbound and outbound Higher Layer Identifiers, the offset position identifying a

position of the associated Higher Layer Identifier within a packet, and the outbound and

inbound packet inspectors being configured to use the respective offset position to

determine the presence of a Higher Layer Identifier.

6. Apparatus according to any one of the preceding claims, wherein said memory

and the or each of said inbound packet inspector and said outbound packet inspector

being configured to additionally handle the relaying of packets between said first host

and one or more further hosts using one or both of the inbound and outbound Higher

Layer Identifiers.

7. Apparatus according to any one of the preceding claims, wherein said first host

is located behind a Network Address Translator, and said address of the first host is a

NATed address of the first host.

8. Apparatus according to claim 7 when appended to claim 4, wherein said

additional relay encapsulation is encapsulation according to the Traversal Using Relays

around NAT protocol.

9. Apparatus according to claim 7 or 8 and comprising a client terminal registration

unit for registering said first host and any further hosts, the registration unit being

configured to use the Traversal Using Relays around NAT, TURN, protocol.

10. A client terminal configured to exchange packets with a peer terminal via a relay

server, the client terminal comprising:

a relay unit for registering with the relay server so as to be allocated a relayed

address by the relay server;

an identification determining unit for determining an inbound Higher Layer

Identifier to be used in packets exchanged with said peer terminal;

an identifier registration unit for registering the inbound Higher Layer Identifier

with said relay server, together with said relayed address, an address of the

client terminal, and an address of the peer terminal;

a packet handler for associating packets received from said relay server with

PETITIONER APPLE INC. EX. 1005-291



PETITIONER APPLE INC.     EX. 1005-292

1O

15

2O

25

3O

35

WO 2011/000405 PCT/EP2009/058129
17

said peer terminal using said inbound Higher Layer Identifier.

11. A client terminal according to claim 10, said identification determining unit being

configured to determine an outbound Higher Layer Identifier to be used in packets

exchanged with said peer terminal, and said identifier registration unit being configured

to register the outbound Higher Layer Identifier with said relay server together with the

inbound Higher Layer Identifier.

12. A client terminal according to claim 9 or 10, said identification determining unit

being configured to determine inbound and/or outbound Higher Layer Identifiers by

identifying and using one of the following protocol parameters:

a Host Identity Tag, HIT;

a synchronisation source (SSRC) identifier;

a Security Parameter Index (SPI);

TCP port numbers.

13. A client terminal according to any one of claims 10 to 12, said relay unit being

configured to implement NAT traversal and said address of the client terminal being a

NATed address.

14. A client terminal according to claim 13, said relay unit and said identifier

registration unit being configured to use the Traversal Using Relays around NAT,

TURN, protocol.

15. A client terminal according to claim 13 or 14 and comprising a further packet

handler for using Traversal Using Relays around NAT, TURN, encapsulation to send

and/or receive packets to a peer terminal in the event that said identification

determining unit is unable to determine an inbound and, optionally, an outbound Higher

Layer Identifier, or a TURN encapsulated packet is received from said relay server.

16. A client terminal according to any one of claims 13 to 15, said relay unit being

configured to determine whether or not a relay server supports a Higher Layer Identifier

based relaying method and, if not, to initiate packet routing with said peer terminal

using relaying encapsulation.
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17. A method of sending packets between a first host and a second host, the

method comprising:

registering at a relay server, on behalf of the first host

an address of the first host,

5 a relayed address of the first host,

an address of the second host, and

an outbound Higher Layer Identifier and/or an inbound Higher Layer

Identifier;

and one or both of the steps of

10 at the relay server, inspecting packets received from said first host and

addressed to an address of the relay server to determine whether or not they

contain said outbound Higher Layer Identifier and, if so, fonrvarding the packets

to said address of the second host;

inspecting packets received from said second host and addressed to said

15 relayed address to determine whether or not they contain said inbound Higher

Layer Identifier and, if so, forwarding the packets to said address of the first

host.

18. A method according to claim 17, wherein said first host is located behind a

20 Network Address Translator.

19. A method according to claim 18, said step of registering being carried out using

the Traversal Using Relays around NAT, TURN, protocol.

25 20. A method according to claim 19 and comprising fonrvarding the packets from the

relay server to the first host using TURN encapsulation if packets received from the

second host do not contain said inbound Higher Layer Identifier.
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If Required, Foreign Filing License Granted: 08/28/2013

The country code and number of your priority application, to be used for filing abroad under the Paris Convention,

is US 13/966,096

Projected Publication Date: Not Applicable

Non-Publication Request: No

Early Publication Request: No
** SMALL ENTITY **

Title

PRODUCING ROUTING MESSAGES FOR VOICE OVER IP COMMUNICATIONS

Preliminary Class
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Statement under 37 CFR 1.55 or 1.78 for AIA (First Inventor to File) Transition Applications: No

PROTECTING YOUR INVENTION OUTSIDE THE UNITED STATES

Since the rights granted by a US. patent extend only throughout the territory of the United States and have no

effect in a foreign country, an inventor who wishes patent protection in another country must apply for a patent

in a specific country or in regional patent offices. Applicants may wish to consider the filing of an international

application under the Patent Cooperation Treaty (PCT). An international (PCT) application generally has the same

effect as a regular national patent application in each PCT-member country. The PCT process simplifies the filing

of patent applications on the same invention in member countries, but does not result in a grant of "an international

patent" and does not eliminate the need of applicants to file additional documents and fees in countries where patent

protection is desired.

Almost every country has its own patent law, and a person desiring a patent in a particular country must make an

application for patent in that country in accordance with its particular laws. Since the laws of many countries differ

in various respects from the patent law of the United States, applicants are advised to seek guidance from specific

foreign countries to ensure that patent rights are not lost prematurely.

Applicants also are advised that in the case of inventions made in the United States, the Director of the USPTO must

issue a license before applicants can apply for a patent in a foreign country. The filing of a US. patent application

serves as a request for a foreign filing license. The application's filing receipt contains further information and

guidance as to the status of applicant's license for foreign filing.

Applicants may wish to consult the USPTO booklet, "General Information Concerning Patents" (specifically, the

section entitled "Treaties and Foreign Patents") for more information on timeframes and deadlines for filing foreign

patent applications. The guide is available either by contacting the USPTO Contact Center at 800-786-9199, or it

can be viewed on the USPTO website at http://www.uspto.gov/web/offices/pac/doc/general/index.html.

For information on preventing theft of your intellectual property (patents, trademarks and copyrights), you may wish

to consult the US. Government website, http://www.stopfakes.gov. Part of a Department of Commerce initiative,

this website includes self-help "toolkits" giving innovators guidance on how to protect intellectual property in specific

countries such as China, Korea and Mexico. For questions regarding patent enforcement issues, applicants may

call the US. Government hotline at 1-866-999-HALT (1-866-999-4258).
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LICENSE FOR FOREIGN FILING UNDER
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Title 37, Code of Federal Regulations, 5.11 & 5.15

GRANTED

The applicant has been granted a license under 35 U.S.C. 184, if the phrase "IF REQUIRED, FOREIGN FILING

LICENSE GRANTED" followed by a date appears on this form. Such licenses are issued in all applications where

the conditions for issuance of a license have been met, regardless of whether or not a license may be required as

set forth in 37 CFR 5.15. The scope and limitations of this license are set forth in 37 CFR 5.15(a) unless an earlier

license has been issued under 37 CFR 5.15(b). The license is subject to revocation upon written notification. The

date indicated is the effective date of the license, unless an earlier license of similar scope has been granted under
37 CFR 5.13 or 5.14.
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The grant of a license does not in any way lessen the responsibility of a licensee for the security of the subject matter
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NOT GRANTED

No license under 35 U.S.C. 184 has been granted at this time, if the phrase "IF REQUIRED, FOREIGN FILING

LICENSE GRANTED" DOES NOT appear on this form. Applicant may still petition for a license under 37 CFR 5.12,

if a license is desired before the expiration of 6 months from the filing date of the application. If 6 months has lapsed

from the filing date of this application and the licensee has not received any indication of a secrecy order under 35

U.S.C. 181, the licensee may foreign file the application pursuant to 37 CFR 5.15(b).

 

SelectUSA

The United States represents the largest, most dynamic marketplace in the world and is an unparalleled location for

business investment, innovation, and commercialization of new technologies. The US. offers tremendous resources

and advantages for those who invest and manufacture goods here. Through SelectUSA, our nation works to

promote and facilitate business investment. SelectUSA provides information assistance to the international investor

community; serves as an ombudsman for existing and potential investors; advocates on behalf of US. cities, states,

and regions competing for global investment; and counsels US. economic development organizations on investment

attraction best practices. To learn more about why the United States is the best country in the world to develop

technology, manufacture products, deliver services, and grow your business, visit http://www.SelectUSA.gov or call
+1 -202-482—6800.
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Docket No.: SMARB19.001C1 ' Page 1 of 1

Please Direct All Correspondence to Customer Number 20995 

REQUEST TO, CORRECT INVENTORSHIP

Inventor : Clay Perrault

_ App. No : 13/966,096

Filed : August 13, 2013 I

For : PRODUCING ROUTING MESSAGES FOR VOICE OVER IP
COMMUNICATIONS

Examiner : Kizou, Hassan

.AitUnit : 2653
 

‘ Commissioner for Patents V

PO. Box 1450

Alexandria, VA 22313-1450

Dear Sir:

Pursuant to 37 CFR 1.48,,this Request is being made to correct or change inventorship

which may include; the addition or deletion of inventors, or correction to an inventor’s name.

This Request is being made after examination and is accompanied by:

1. An Application Data Sheet including markings under 1.76(c) identifying

changes being made to inventorship; and

2. $70 as directed under 37 CFR 1.17(i)(1)_ for small entity.

Please charge any additional fees, including any fees for additional extension of time, or

credit overpayment to Deposit Account No. 1 1-1410.

 

Respectfiilly subm'
\

KNOBBE MAR N~s OLSO & BEAR LLP

Dated: November 14, 2014 By:
 

John M. Carson

Registration No. 34,303

Attorney ofRecord
Customer No. 20995

(85 8) 707-4000
19340047
111414
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Electronic Patent Application Fee Transmittal

Title of Invention: PRODUCING ROUTING MESSAGES FOR VOICE OVER IP COMMUNICATIONS

_

Utility under 35 USC 1 1 1 (a) Filing Fees

Sub-Total in

USD($)
Description Fee Code Quantity

Basic Filing:

Miscellaneous-Filing:

Patent-Appeals-and-lnterference:

Post-Al|owance-and-Post-lssuance:

Extension-of-Time= PETITIONER APPLE INC. EX. 1005-306
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Electronic Acknowledgement Receipt

“

—

Title of Invention: PRODUCING ROUTING MESSAGES FOR VOICE OVER IP COMMUNICATIONS

—

Payment information:

 
Submitted with Payment yes—

—Authorized User KNOBBE MARTENS OLSON AND BEAR

The Director of the USPTO is hereby authorized to charge indicated fees and credit any overpayment as follows:

Charge any Additional Fees required under 37 C.F.R. Section 1.16 (National application filing, search, and examination fees)

Charge any Additional Fees required under 37 C.F.R. Section pexssi‘pg%s)308
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Document
Document Description FIle SIze(Bytes)/ Multl PagesNumber Message Digest Part /.zip (if appl.)

SMARB19_OO1C1_CorrectedAD

S.pdf 2c2596b6ba104d3333ca12a8e0aadb80ce I
7ed57

Multipart Description/PDF files in .zip description

Request under Rule 48 correcting inventorship
Information:

Fee Worksheet (SB06) fee-info.pdf
eb458e415ae74aSa47db9375508faab35d7

dba15

Information:

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO ofthe indicated documents,

characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

lfa new application is being filed and the application includes the necessary components for a filing date (see 37 CFR

1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this

Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

lfa timely submission to enter the national stage of an international application is compliant with the conditions of 35

U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a

national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

lfa new international application is being filed and the international application includes the necessary components for

an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number

and ofthe International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning

national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of

the application.
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Application Information

Application Number:

Filing Date:

Title:

Attorney Docket Number:

1st Inventor lnformationH

Given Name:

Middle Name:

Family Name:

2nd Inventor Informationll

Given Name:
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Correspondence Customer Number: 20995
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E—Mail Address: efiling@knobbe.com

Representative Information

4 Representative Customer Number: 20995
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John -M. Carson

Registration No. 34,303
Attorney of Record
Customer No. 20995

(858) 707—4000
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111414
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WO 2007/056158 PCT/U82006/042987

NETWtfi‘aitfii‘a-AS‘EWSWTEM FOR REROUTING PHONE CALLS FROM

PHONE NETWORKS TO VOlP CLIENTS FOR ROAMERS AND

SUBSCRIBERS WHO DO NOT ANSWER

Related Applications

[0001]This application claims the benefit Of US. Provisional Patent Application

NO. 60/733,439, filed Nov 3, 2005, entitled “integrating Cellular VolP Client

with Cellular or Fixed Line Phone services for Automatic Call Rerouting to
Roamers Or Subscribers Away From Phones.” This application is also related

to United States Patent Application NO. 11/064,200, filed on February 23,
2005 entitled, “Integrated Cellular VOlP for Call Rerouting” (hereinafter ‘5VOIP

Call Rerouting Patent Application”), which claims priority from U.S. Provisional

Patent Application No. 60/547,389 filed February 23, 2004; and is related to

United States Patent Application No. 10/778,970 filed February 13, 2004
entitled, “Integrating GSM and WiFi Services in Mobile Communications

Devices,” which claims priority from US. Provisional Patent Application No.

60/448,000 filed February 18, 2003; and is related to United States Patent

Application No. 11/503,301, filed August 14, 2006, entitled, “Method and

System for Wireless Voice Channel/Data Channel integration,” which claims

priority from United States Patent Application No. 09/932,439 filed August 15,

2001, now US. Patent No. 7,092,370 ("the '370 Patent"), bearing the same

title, issued August 15, 2006, the '370 Patent also claiming priority to US.
Provisional Patent Application NO. 60/226,255 filed August 17, 2000. The
entirety of each of the foregoing is incorporated by reference herein.

BACKGROUND OF THE INVENTION

Field of the invention

[0002]The present invention generally relates to roaming users in mobile

networks. More specifically, the invention relates to steering the traffic of the
roaming users in VolP clients.

[0003]VOIP (Voice Over lnternet Protocol) services use internet Protocol to

carry voice and related content, and, beside other advantages, offer better

rates than traditional switched-circuit voice services (so-called “Plain Old

Telephone Service” or POTS), and can also provide better and more efficient

TECH/4641871 1
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I

"integration" ‘b‘f"‘dt‘her"datéi" "emcee, as well, such as multimedia, context and
video.

[0004]The advent and widespread use of the VolP client Skype on personal

computers has increased the popularity of VolP services. In addition to built-in

presence management and instant messaging, Skype also provides "Skype-

out” for calling out to, and "Skype-in" for receiving calls from, fixed or mobile

phone lines. Other providers, such as MSN®, Yahoo®, and Google®, have

also added VolP service to their instant messaging clients.

[0005]Cellular IP phones, such as a window-enabled mobile GSM WiFi phone,

configured with a Skype client, allow the IP phone user to enjoy the same free

VolP service as a personal computer Skype user. This, however, requires a

special WiFi phone, or a dual~system phone with a Skype client installed.

[0006]Skype has also enhanced its VolP client and service, to enable a user

to receive calls to his Skype ID or Skype-IN number on an ordinary mobile, or

on a fixed line phone via call forwarding. Additionally, lSkootTM — a Skype add-

on service, allows a user to make outbound Skype calls to either a phone

number or another Skype ID with ordinary mobile phones, by using SMS to

send call out information to the lSkootTM service. Thus, a two-way call out

bridge, connecting the caller's mobile phone and his called party, is

established. The bridge may use Skype Out to call both the called party and

the caller’s mobile number. Skype also provides a plug-in APl, (Applications

Programming Interface), used to develop presence information applications at

network servers in a scalable manner, as well as server side APls to support
simultaneous VolP calls.

[0007]However, whether a GSMNViFi (or WiMax or VolP) mobile phone is

used or an ordinary phone is used, these services fail to address the case in

which a mobile user is roaming when called on his ordinary mobile phone

number. For example, in the case of GSM WiFi phone, even though the

phone can make an inexpensive outbound Skype call when it is on a WiFi

connection, it cannot seamlessly receive a call over VolP when called on the

WiFi phone’s mobile number. Another unaddressed case is when an ordinary

cell phone is called on its mobile number while roaming — the call cannot be

received via Skype on the user’s laptop, even if the user is connected online

to an IP connection and the mobile is out of its coverage area. Normally, a

"P#-
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“‘l‘nobiléids’ifi‘tisfifibérmridfiifiihfi‘fiternationally might prefer to receive calls over

Skype or his VolP account either to save money on roaming charges, for

improved quality, or in order to benefit from the additional presence or other

services associated with their chosen Vollj method.

[0008]Yet another missing case is an enhanced Skype call-in service to

fon/vard a call to an SMS alert, or for a mobile phone to use SMS to set up a

bridged VoIP call via a VolP-to-POTS service such as Skype Out. That type

of call setup would assist an international roamer to carry on the desired

phone call without needing to pay his home mobile carrier lofty international

roaming charges.

[0009]The co—pending VolP Call Rerouting Patent Application describes a

service that allows automatic rerouting of a call to a mobile or fixed line

subscriber over an IP network to the subscriber’s phone. That VolP Call

Rerouting Patent Application teaches a way for a special cellular VolP

integrated handset to detect a broadband lP connection, enabling the client to
automatically set call forwarding to the VolP number that corresponds to the

current IP address. A similar concept also applies to any ordinary mobile

phone, so that as soon as a mobile goes on roaming, a user may receive calls

on a VolP phone number corresponding to the user’s location via IP.

[0010]That co—pending VolP Call Rerouting Patent Application also describes

a service that allows a mobile or fixed line subscriber to receive a call

automatically rerouted over an lP network at the subscriber’ mobile. This

application alSo teaches howan ordinary phone can accomplish this rerouting

to a VolP mobile phone, and how VPMN, HPMN or IP service providers can

enable this service based on various business models.

[0011]ln accordance with the foregoing, there is a need in the art for a system,

method, computer product and service which, will automatically route a call to

the subscriber’s non-VolP wireless or fixed line number over IP to the

subscriber’s VoIP client when a subscriber’s VolP client is online. The

subscriber’s wireless or fixed line carrier or home wireless network operator

may perform the routing operation, and can condition the routing to depend on

whether the non—VolP number is roaming or not answering.
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[0012]ln the drawings, the same or similar reference numbers identify similar
elements or acts.

[0013]FlG. 1 represents an Integrated Cellular VolP (lCV) System, in
accordance with an embodiment of the invention;

[0014]FlG. 2 represents the lCV system implemented using a Skype service,
in accordance with an embodiment of the invention;

[0015]FlG. 3 represents a flow diagram of unconditional call fon/varding
implementation of the lCV system using the Skype service, in accordance

with an embodiment of the invention;

[0016]FlGS. 4A and 48 represent a flow diagram of conditional late call

forwarding implementation of the lCV system using the Skype service, in
accordance with a first embodiment of the invention;

[0017]FlGS. 5A and SB represent a flow diagram of conditional late call

forwarding implementation of the lCV system using the Skype service, in
accordance with a second embodiment of the invention;

[0018]FlG. 6 represents a flow diagram for switching of traffic from a second

communication network to a first communication network, in accordance with

one embodiment of the invention;

[0019]F|G. 7 represents a flow diagram for switching of traffic from the first

communication network to the second communication network, in accordance

with another embodiment of the invention;

[0020]F|G. 8 represents a system for implementing the lCV system using an

lM-VolP like service, in accordance with an embodiment of the invention;

[0021]FlG. 9 represents a flow diagram of unconditional call forwarding
implementation of the lCV system using the lM-VolP like service, in
accordance with an embodiment of the invention;

[0022]FlGS. 10A and 1GB represent a flow diagram of conditional late call

fon/varding implementation of the lCV system using the lM-VolP like service,
in accordance with a first embodiment of the invention;

[0023]FlGS. 11A and 11B represent a flow diagram of conditional late call

forwarding implementation of the lCV system using the lM—VolP like service,
in accordance with a second embodiment of the invention;
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i"'[062‘3]lu-'liCV;'fl."“i'fimlné'presehtssystem for implementing the lCV system using a
Vonage like service, in accordance with an embodiment of the invention;

[0025]FiG. 13 represents a flow diagram of unconditional call forwarding

implementation of the ICV system using the Vonage ,like service, in

accordance with an embodiment of the invention; "

[0026]FIGS. 14A and 14B represent a flow diagram of conditional late call

forwarding implementation of the ICV system using the Vonage like service, in

accordance with a first embodiment of the invention;

[0027]FlGS. 15A and 158 represent a flow diagram of conditional late call

forwarding implementation of the lCV system using the Vonage like service, in

accordance with a second embodiment of the invention;

[0028]FIG. 16 represents a system for implementing the ICV system using a

Skype-IN like service for a fixed line subscriber, in accordance with an

embodiment of the invention;

[0029]F|G. 17 represents a flow diagram representing unconditional call

forwarding implementation of the ICV system using the Skype-lN like service

for the fixed line subscriber, in accordance with an embodiment of the
invention;

[0030]FIG. 18 represents a flow diagram of conditional call forwarding
implementation of the lCV system using the Skype-IN like service for the fixed

line subscriber, in accordance with an embodiment of the inVention;

[0031]F|G. 19 represents a system for implementing the ICV system using the

lM-VolP like service for a fixed line subscriber, in accordance with an

embodiment of the invention;

[0032]FlG. 20 represents a flow diagram of unconditional call forwarding
implementation of the lCV system using the lM-VolP like service for the fixed

line subscriber, in accordance with an embodiment of the invention;

[0033]FlG. 21 represents a flow diagram of conditional call forwarding
implementation of the ICV system using the lM-VolP like service for the fixed

line subscriber, in accordance with an embodiment of the invention;

[0034]FlG. 22 represents a system for implementing the lCV system using the

Vonage like service for a fixed line subscriber, in accordance with an
embodiment of the invention;
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implementation of the ICV system using the Vonage like service for the fixed

line subscriber, in accordance with an embodiment of the invention;

[0036]F|G. 24 represents a flow diagram of conditional late call forwarding
implementation of the ICV system using the Vonage like service for the fixed

line subscriber, in accordance with a first embodiment of the invention;

[0037]FIG 25‘ represents a generic SIP based system diagram for

implementing the ICV system for both wireless and fixed line subscribers, in
accordance with an embodiment of the invention;

[0038]FlG. 26 represents a flow chart for SMS forwarding via a second

communication network, in accordance with an embodiment of the invention;

[0039]FlG. 27 represents a flow chart for SMS forwarding via a second

communication network, in accordance with another embodiment of the

invention; and

[0040]FlG. 28 represents a flow chart for implementing the ICV system, in
accordance with an embodiment of the invention.

SUMMARY

[0041]The present invention is directed to a service that will'automatically
route a call to the subscriber’s non-VolP wireless or fixed line number over lP

to the subscriber’s VolP client, when a subscriber’s VolP client is online. The

subscriber’s wireless or fixed line home operator may perform the routing,‘and
system can route to different destinations based on conditions such as

whether the the non-VolP number is roaming or whether it is not answering.

[0042]An aspect of the present invention comprises a system for routing a

subscriber’s calls associated with a first communication network including a

home network or a visited network, by means of a gateway coupled to that

first communications network. That gateway monitors roaming links of the first

communication network and detects the subscriber registering with the visited

network, and which receives location information corresponding to the
location of the subscriber and selects a routing identifier, associated with at

least one client coupled to the gateway via a second communication network.

PETITIONER APPLE INC. EX. 1005-319



PETITIONER APPLE INC.     EX. 1005-320

WO 2007/056158 PCT/U52006/042987

- .r' étuiufimfl um“

n’Th‘le“"r(3“l‘Ji;tifimgn'it @lfitifl r is 'aéigio'giated with the client, and the gateway transfers

the traffic of the subscriber to the client at the associated routing identifier,

using the first or second communication network. The gateway further

includes a mechanism to determine status of the client or the subscriber.

[0043]Another aspect of the present invention provides a system including a

gateway coupled to a first communication system and a client application

coupled to a client, which detects a coupling with a second communication

system and transfers at least one message to the gateway via the coupling.
The message may include identification information of the client or

instructions and status information. The gateway establishes an association

between a subscriber and a routing identifier associated with the client on the

second communication system, and determines routing to the client via the

second communication system that corresponds to the routing identifier of the

client. The gateway transfers the traffic, received at the first communication

system to the client as a VolP call via the second communication system,

using the routing and the status information. _
[0044]Yet another aspect of the present invention presents a method for

routing subscriber traffic that includes detecting the status or presence of the

subscriber in a visited network. The method includes detecting a subscriber

registration to a visited network, the subscriber being initially registered to a

home network, the home network and the visited network being a part of a

first communication network, receiving location information corresponding to a

location of the subscriber, detecting at a gateway, status of at least one client

associated with the subscriber, the client being coupled to the gateway via a

second communication network, the gateway coupled to the first

communication network, selecting a routing identifier associated with the

client, the routing identifier corresponding to the location of the subscriber,

and transferring traffic of the subscriber to the client at the associated routing
identifier using at least one of the first communication network and the second

communication network, wherein the transfer of traffic is performed based on
the detected status of the client.

[0045]Another aspect of the present invention provides a computer program

product including computer usable program code for routing subscriber traffic,

detectinga subscriber registration to a visited network, in which the subscriber
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being a part of a first communication network, receiving subscriber location

information, detecting client status at a gateway, the client being coupled to

the gateway via a second communication network, and the gateway being
coupled to the first communication network, selecting a routing identifier

corresponding to the location of the subscriber associated with the client, and

transferring traffic of the subscriber to the client at the associated routing
identifier using at least one of the first communication network and the second

communication network, in which the transfer of traffic is performed based on
the detected status of the client.

DETAILED DESCRIPTION

[0046]|n the following description, for purposes of explanation, specific

numbers, materials and configurations are set forth in order to provide a

thorough understanding of the invention. It will be apparent, however, to one

having ordinary skill in the art, that the invention may be practised without

these specific details. In some instances, well-known features may be omitted

or simplified, so as not to obscure the present invention. Furthermore,

reference in the specification to "one embodiment” or “an embodiment" means

that a particular feature, structure or characteristic, described in connection

with the embodiment, is included in at least one embodiment of the invention.

The appearance of the phrase “in an embodiment," in various places in the

specification, does not necessarily refer to the same embodiment.

[0047] The first communications network or second communications network

under the present invention can be WiMax. Many embodiments of the

present invention are illustrated in this patent application using examples of

subsribers using the present invention to integrate phone calls with VolP and

the Internet. In the current state of the art, phone calls are often made using
POTS or GSM or CDMA cellular networks. VoIP calls are often received over

the Internet, connected via Ethernet, WiFi, DSL, cable modem connected by

DOCSYS or other physical layers or even by dialup connections. Integrating
presence and routing phone calls from one such network to any other such

network are possible under the present invention. In addition, in the state of

the art, so—called WiMax networks are being established worldwide, using
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governments. WiMax is a very high bandwidth protocol for transmitting data

by radio frequency carrier wave. It is ammenable to use for phone calls and

video calls such as those known in todays POTS, cellular and so-called "3G"

networks. WiMax is also ammenable to use by personal computers, laptops
or smart devices for data or Internet connectivity in the same manner as WiFi

connections are commonly used today. In the present invention, phone calls

to be rerouted may be placed in WiMax networks using WiMax enabled phone

devices, or alternatively phone calls from any source can be rerouted to VolP

clients or other second communications networks to which a subscriber

connects by means of a WiMax transciever.

ICV System

[0048]FIG. 1 represents an Integrated Cellular VoIP (lCV) System 100 for

routing traffic of a subscriber 102 associated with a first communication

network 104 via a second communication network 106. First communication

network 104 includes an HPMN (Home Public Mobile Network) 108, and a

VPMN (Visited Public Mobile Network) 110, which are cellular networks. In

another embodiment of the invention, the first communication network 104 is

POTS, and the subscriber is a fixed line subscriber. Second communication

network 106 is an IP based network, such as, but not limited to, a VolP

network, the Internet, a WiFi network, or a WiMax network. Subscriber 102 is

a home subscriber of the HPMN 108, and may be roaming in VPMN 110, thus

making it an outbound roamer from the perspective of HPMN 108.

[0049]ln accordance with an embodiment of the invention, subscriber 102

uses a communication device, such as, but not limited to, a mobile station, a

fixed line phone, a Wi-Fi enabled mobile phone, a WiMax enabled mobile

phone, a personal computer connected to a widely accessible network such

as the Internet, a portable computing device connected to a widely accessible

network such as the Internet, a portable telephone, a portable communication

device, a phone adaptor, or a personal digital assistant connected to a
communications network.

[0050]HPMN 108 includes a GMSC (Gateway Mobile Switching Center) 112
and an HLR (Home Location Register) 114, which receives subscriber 102’s

9.
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(Visited Location RegisterNisited Mobile Switching Center) 116 connected to

the HLR 114, such as by a SS7 link 118. There may be a case when

subscriber 102 is not in the coverage of either HPMN 108 or VPMN 110. For

example, the subscriber may have his mobile phone switched off or may not

be picking up the calls. In such cases, a gateway 120 is able to route any

calls intended to subscriber 102 originally intended for mobile termination,

instead to a client 122 associated with subscriber 102 via second

communication network 106. Client 122 preferably couples to gateway 120 via

second communication network 106. In accordance with an embodiment of

the invention, the gateway can be any sort of gateway for person to person

communications, including but not limited to, a VolP gateway, a Skype

gateway, a Vonage like gateway, a SIP/IMS gateway, or an lM-VolP gateway
or any other type of VolP, SIP or instant-messaging type type gateway. Client

122 is a VolP client such as, but not limited to, SkypeTM, Yahoo®, Google®,

GizmoProject, MSN®, Vonage or any SIP, VoIP or messaging client. Client

122 may be a VolP based application installed on a PC, a laptop or a smart

device associated with subscriber 102. The client installed on any one of the

devices listed above hereinafter interchangeably refers to as client 122.

[0051]ln one embodiment of the invention, gateway 120 couples to both,

HPMN 108 and VPMN 110. Alternatively, HPMN 108 may deploy gateway

120 or a third network that has access to HPMN 108 may host gateway 120. If

the third network hosts the gateway, the gateway can support multiple home

operators, thereby making the implementation scalable. In another

embodiment of the invention, the visited network operator 106 deploys lCV

system 100 and gateway 120 couples to VPMN 110. Usually, gateway 120

has an SS7 interface to HLR 114 of HPMN 108 and hence is always online

from HLR’s perspective. When subscriber 102 subscribes to the services

provided by lCV system 100, the client 122, installed at subscriber’s device, is

able mutually to accept VolP client interface of gateway 120 at HPMN 108, as

buddies. In other words, this embodiment enables each client to indicate the

presence of other VolP clients as being available for communications, to the

extent that each VolP client has designated the other as a “buddy” or as being
permitted to indicate presence. Subscriber 102 can turn on or turn off

10
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Client’s 122 presence indication to the home operator’s VolP client (at

gateway 120). (for example “visible/invisible (or block/unblock)”, or “visible but

not available" or “visible but do not disturb” or “invisible but available”. — a

designation meaning the client will be able to see which buddies are present,

but will not display its own presence to them__) This client control of visibility

to gateway 120 is referred to herein as presence management of the client.

The presence management of a VolP client can be controlled via an APl (a

client application built on the application programming interface of the VolP

client), which may also provide a user interface to the VolP client. For

example, the API of the VolP client can switch the visibility status of its client

towards the VolP gateway.

[0052]|n accordance with an embodiment of the invention, the client

application (i.e. the API) coupled to client 122 detects a coupling of client 122

with the second communication system, and transfers one or more messages

to the gateway via the coupling. The messages may include identification

information of client 122 and one or more instructions and status information

pertaining to client 122. The message may contain in its header, routing
information from client 122 to gateway 120. The status information is either

blocking or unblocking information of client 122. The status information may

also define the call forwarding status of client 122 with the required call

forwarding number. Gateway 120 may receive these instructions including

control instructions such as, an instant Message (IM) or an SMS.

[0053]ln one embodiment of the invention, gateway 120 can support any

number of types of VolP clients 122 to support different subscribers. Often,

ordinary users will subscribe to a number of different VoIP or messaging

services. For example, a person might generally use Skype to communicate

with all other Skype subscribers, but might also operate a SIP client for

Vonage Softphone, in order to make calls from his laptop using his home

Vonage account. Or a person might both subscribe to AOL Instant

Messenger for buddies in the U.S., but also Neophone to make calls in

Europe. Or a person may have one set of friends that are “buddies” on MSN

Messenger, but another set of friends that use Google Talk. A gateway 120
that supports multiple types of VolP or messaging clients could enable a

11
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on configurable conditions.

[0054]ln particular, gateway 120 supports different subscribers or phone
numbers (fixed or mobile) with a single VolP client or multiple VolP clients.

There could also be one physical gateway 120 supporting multiple types of

VolP clients, or one gateway for each type of VolP client. For example, there
may be a SkypeTM VolP gateway for a Skype type client and a Yahoo® VolP

gateway for a Yahoo® type client. In another embodiment of the invention, a

subscriber may have multiple associated VolP clients of different types. In

such cases, the subscriber may choose to have a client preferential order

such that only the most preferred client available online (with the VolP

gateway client), is called. The preference can also be sequential whereby a

caller may call the next preferred client only when the most preferred client is

unavailable. In yet another embodiment of the invention, the gateway couples
to the HPMN to cater to multiple subscribers present in the home network.

[0055]Gateway 120 monitors the SS7 link 118 (i.e. the roaming SCCP link)

exchanged between HPMN 108 and VPMN 110, thereby detecting
registration of subscriber 102 with VPMN 110. in one embodiment of the

invention, gateway 112 uses a roamer probe database (RPD) 124 to intercept

the 887 link 118. Gateway 120 connects to the RPD 124 using an lP protocol.
.RPD 124 monitors messages, including but not limited to, MAP location

update, lnsertSubscriberData (lSD), Cancel Location, and PurgeMS

messages at the roaming links of the operator (i.e. HPMN 108). RPD 124

stores the subscriber’s current VLR/VMSC/SGSN locations, lMSl/MSISDN,

conditional forwarding information and other subscriber profile data. Further,

when HPMN 108 receives a PurgeMS or a CancelLocation without a new

location update, the current roamer’s RPD deletes the subscriber record.

Gateway 120 may access RPD 122 to check if subscriber 102 is roaming with
VPMN 110. Thus, gateway 120 receives the location information

corresponding to the location of subscriber 102 from RPD 124. Hence,

gateway 120 embodies a mechanism to determine the status of both

subscriber 102 and client 122. Gateway 120 uses RPD 124 to detect whether

subscriber 102 is in any operator’s coverage in first communication network

12
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status information via the second communication network 106.

[0056]Also, gateway 120 selects a routing identifier associated with client 122.

The routing identifier is typically a number associated with the Client.

Examples of routing identifiers may include, but are not limited to, a Skype—IN

number, a mobile number of the subscriber, a fixed landline number

associated with the subscriber, a temporary assigned routing number

corresponding to the location of the subscriber and a temporarily assigned

late call forwarding number for the subscriber. Gateway 120 selects the

routing identifier based on the type of VoIP client is used. In addition, the

selection also depends on whether the subscriber is a wireless or a wireline

subscriber. The VolP client may or may not have a call-in number associated

with it. For example, a VolP client such as Skype has a Skype—IN number

associated with it. However, a VolP client like MSN® does not have any

associated call-in number. Even in such a case, it is possible to route the

traffic (call traffic etc.) for the subscriber at a routing identifier associated with

such client. The routing identifier in this case may be a temporary assigned

routing number. In one embodiment of the invention, the routing identifier may

be corresponding to the location of the subscriber. in the case of a temporarily

assigned number, the HPMN operator may configure / program the VolP

Gateway to support independent VolP calls between the HPMN’s VolP Client

and each subscriber’s VolP Client. Thereafter, gateway 120 transfers the

traffic associated with the subscriber to client 122 at the associated routing
identifier using second communication network 106. The traffic associated

with the subscriber may be call traffic or value added services traffic such as

an SMS. in other words, gateway 120 may forward a subscriber’s call, text

message, or a text message indicating the call, to the client. Gateway 120

typically would transfer the traffic to the routing identifier using second

communication network 106, Le, the lP based network. The case, in which

the IP network is down, gateway 120 routes the traffic using first

communication network 104, Le, the cellular network. However, in such

cases, gateway 120 routes the call to the mobile number of the subscriber

and not to the VolP client of the subscriber.

1.3
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"'[005’7]Thé”"I'CV”"systeiit' dé's‘ci'r'ibed herein integrates VolP with SS7 signaling

and, in contrast to typical integrated communication systems, allows roaming

subscribers to receive telephone calls as VolP calls at the routing numbers of

_ the client associated with the subscriber. The lCV system also supports

integrated cellular Wi-Fi services for cellular telephones. The lCS system also

supports multiple cellular technologies including GSM, CDMA, and TDMA, to
name a few.

[0058]SS7 signaling is a Common Channel Signaling (“CCS”) system defined

by the International Telecommunications Union-Telecommunication

Standardization Sector ("lTU—T”). SS7 signaling is common in

telecommunication networks and provides a suite of protocols, which enables

routing of circuit and non-circuit related information within and between

networks. The protocols of SS7 signaling include but are not limited to

Message Transfer Part ("MTP”), Signaling Connection Control Part ("SCCP"),

and Integrated Service Digital Network (“ISDN”) User Part ("lSUP").

[0059]FlG. 2 represents an lCV system 200 implemented using the SkypeTM

service, in accordance with an embodiment of the invention. This embodiment

applies to wireless subscribers present in first communication network 104.

lCV system 200 is a modified version of lCV system 100. lCV system 200

includes a Skype gateway 202 as the VolP gateway, so as to cater to Skype

users. Further, HPMN 108 deploys Skype gateway 202, with RPD 124

monitoring the roaming SCCP links between HPMN 108 and VPMN 110. RPD

124 provides the roaming information to Skype gateway 202. The subscriber

may use a laptop, a PC or a smart device with a Skype client 204 connected

to the Skype gateway 202 using IP protocol. lCV system 200 advantageously

utilizes the fact that Skype provides a call-in number (Skype—IN) facility and

assumes that subscriber 102 has subscribed to the call—in service of SkypeT'V‘.

[0060]FIG. 3 represents a flow diagram of unconditional call forwarding

implementation in lCV system 200 using the Skype service, in accordance

with an embodiment of the invention. The unconditional call forwarding implies

that routing of any mobile terminated (MT) call to an outbound roamer at his

mobile number to its associated client over the lP network. In accordance with

various embodiments of the invention, subscriber 102 is interchangeably

referred to herein as subscriber B. At step 302, subscriber B connects to the
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304, Skype client 204 informs his ‘online’ status to the Skype gateway 202

present in HPMN 108 of subscriber B. Thereafter, in accordance with an

embodiment of the invention, at step 306, Skype gateway 204 checks

subscriber B‘s roaming status and other subscriber information with HLR 114.

Skype gateway 204 checks whether unconditional call fon/varding is set

against RPD 124. If not, at step 308, Skype gateway 202 sets unconditional

call forwarding for subscriber B to the Skype-IN number. To do so, Skype

gateway 202 issues messages, for example, MAP RegisterSS in GSM

network, to the HLR 114. Next, at step 310, another subscriber A calls

subscriber B at his mobile number and the call reaches at GMSC 112 of

subscriber B’s network. Thereafter, at step 312, GMSC 112 requests

subscriber B’s routing information from the HLR 114 by sending a MAP SRI

message (in a GSM implementation) to the HLR. In case of a CDMA network

implementation, an IS 41 MAP Location Request message is used.

Thereafter, at step 314, HLR 114 returns subscriber B’s Skype-IN number to

GMSC 112. Finally, at step 316, GMSC 112 initiates a call set up using

subscriber A's number, subscriber B’s called number (as the originally called

number) and the Skype—IN number of subscriber B. Hence, the Skype

gateway 202 re-directs the call initially destined to mobile number of

subscriber B, to the Skype-IN number associated with the Skype client 204.

[0061]FIGS. 4A and 48 represent a flow diagram of conditional late call

forwarding implementation of the ICV system 200 using Skype a VolP or

messaging client or method such as Skype, in accordance with a first

embodiment of the invention. in the case of Skype, and other peer-to-peer or

client-based VolP networks, often a variation of the ordinary client is available

that permits commercial operation of Skype, permits publishing presence to

other applications, and is configured as a “supernode,” that is as a client that

is capable of processing a great deal more peer traffic than the ordinary free-

of-charge client that ordinary users download and operate on their computers.

Optionally, lCV System 200, or gateway 202 would operate in conjunction
with such a “supernode” or commercial-grade version of a VolP client. More

information about state-of-the art commercial extensions on free peer-to-peer
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I'messaging syStemS'is"avail'able in the September 15, 2004 article by Salman
A. Basset which is incorporated herein by this reference.

[0062]This embodiment uses DP 12 terminating trigger to implement the

conditional late call fonlvarding. At step 402, subscriber B connects to the

Internet (or any other lP based network) using Skype client 204. At step 404,

Skype client 204 informs his ‘online’ status to Skype gateway 202 present in

HPMN 108 of subscriber B. Thereafter, at step 406, subscriber A calls

subscriber B at his mobile number and the call reaches GMSC 112 of B’s

network. At step 408, GMSC 112 requests B’s routing information from HLR

114, by sending a MAP SRI message (in a GSM implementation) to HLR 114.

In case of a CDMA network implementation, an is 41 MAP Location Request

message is used. Thereafter, at step 410, HLR 114 returns the terminating

trigger to GMSC 112. The terminating trigger may be a Camel T-CSl in GSM

implantation or a WIN in CDMA implementation. The terminating trigger used

may also depend on specific switch vendors such as Siemens, Nokia etc.

GMSC 112 downloads the terminating trigger only when the subscriber is

roaming. At step 412, GMSC 112 issues a trigger request, such as Initial DP

in IN protocol, to the Skype gateway 202, which is equipped with support of IN
protocols.

[0063]Thereafter, at step 414, Skype gateway 202 issues a MAP lSD (lMSl-B)

message to VLR/VMSC 116 of subscriber B. The Skype gateway 202

receives VLR/ VMSC 116 information either from initial DP or from RPD 124.

The Skype gateway 202 sends the MAP lSD message to remove (set to
empty) the conditional fonivarding information from the VLR/VMSC. Next, at

step 416, Skype gateway 202 requests the monitoring of call events, such as

NO-ANSWER and BUSY, from GMSC 112, and issues a CONTINUE

message to GMSC 112. At step 418, GMSC 112 again requests HLR 114 for

the routing information of subscriber B. At step 420, HLR 114 returns the

routing number (i.e. the routing identifier), such as MSRN in GSM

implementation and TLDN in CDMA implementation. GMSC 112 then

continues the call setup using the routing number, at step 422. if subscriber B

does not respond to the call at the MSRN, then, at step 424, GMSC 112

sends an event report to Skype gateway 202. At step 426, Skype gateway
l
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BUSY from GMSC 112. Thereafter, at step 428, Skype gateway 202 requests

GMSC 112 to connect subscriber B’s Skype—IN number. Hence, at step 430,
GMSC 112 initiates a call set up using subscriber A’s number, subscriber B‘s

called number (as the originally called number) and the Skype-IN number of
subscriber B.

[0064]|n case Skype client 204 did not respond to the call at the Skype-lN

number, at step 432, GMSC 112 is able to send an event report to Skype

gateway 202. If subscriber B sets the Skype client 204 with call forwarding,
such as to a Skype voicemail, the call goes to the fon/varded number.

Thereafter, at step 434, Skype gateway 202 gets the conditional forwarding

number of subscriber B, either from RPD 124 or by issuing MAP Interrogate

SS (or messages like AnyTimeSubscriberProfile, restoreData or

SendParameters), to HLR 114 on the late call forwarding number

corresponding to the late forwarding condition received. The late call

forwarding number maybe a temporarily allocated number. At step 436, Skype

gateway 202, requests GMSC 112 to connect to the late call fon/varding

number of subscriber B. Hence, at step 438, Skype gateway 202 re-directs

the call initially destined to mobile number of subscriber B, to the late call

forwarding number of subscriber B.

[0065]FIGS. 5A and SB represent a flow diagram of conditional late call

forwarding implementation of [CV system 200 using the Skype service, in

accordance with a second embodiment of the invention. This embodiment

uses DP 2 or DP 3 trigger to implement the conditional late call forwarding.

Contrary to the previously described embodiment for the DP 12 trigger

implementation, this implementation does not require a HLR trigger profile,

which is an expensive resource in terms of HLR storage when there are many

subscribers, and in terms of the number of different T-CSl profiles a

subscriber can have. Also, the call flow is no different from ordinary call flow

when subscriber B is not roaming or not online. At step 502, subscriber B

connects to the Internet (or any other |P based network) using Skype client

204. At step 504, Skype client 204 informs his ‘online’ status to the Skype

gateway 202 present in HPMN 108 of subscriber B. Skype gateway 202 may
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i"'(‘ih‘eck"that themroamlng status and unconditional call forwarding (CFU) status
is unset. Thereafter, at step 506, Skype gateway 202 sets the CFU to a

Dummy Number (DN) via MAP RegisterSS at subscriber B’s HLR entry. Since

GMSC 112 uses the'VDP 2 or DP 3 trigger, it is able to perform event
supervision on the DN. At step 508, subscriber A calls subscriber B at his

mobile number and the call reaches GMSC 112 of subscriber B’s network. At

step 510, GMSC 112 requests subscriber B’s routing information from HLR

114 by sending a MAP SRl message (in a GSM implementation) to HLR 114.

in case of a CDMA network implementation, an IS 41 MAP Location Request

message is used. Thereafter, at step 512, HLR 114 returns the DN to GMSC
112.

[0066]Next, at step 514, GMSC 112 issues the DP2 or DP3 network trigger

request on the DN (e.g. InitialDP in IN protocol) to Skype Gateway 202, which

is equipped with support for W protocols. in this case, the IDP parameters

should contain the original called number of subscriber B. At step 516, Skype

gateway 202 issues a MAP ISD (lMSI-B) message to VLR/VMSC 116 of

subscriber B. Skype gateway 202 receives the information of VLR/ VMSC 116

either from Initial DP or from RPD 124. Skype gateway 202 sends the MAP

ISD message to remove (set to empty) the conditional forwarding information

from VLR/VMSC 116. Then, at step 518, Skype gateway 202 requests the

monitoring of call events such as NO-ANSWER, and BUSY from GMSC 112.

Thereafter, at step 520, Skype gateway 202 issues a MAP PRN (lMSl-B)

message to VLR/VMSC 116 with the information received from RPD 124. At

step 522, VLR/VMSC 116 returns the routing number to Skype gateway 202.

The routing number is the MSRN in GSM implementation, while it is the TLDN

in CDMA implementation. Upon receiving the routing number, Skype gateway

202, at step 524, issues an IN protocol message CONNECT (A, MSRN) to

GMSC 112. At step 526, GMSC 112 continues the call setup towards the

routing number. In case, subscriber B did not respond to the call at the mobile

number, at step 528, GMSC 112 sends the event report to Skype gateway
202.

[0067]Thereafter, at step 530, Skype gateway 202 again requests for

monitoring of call events such as NO-ANSWER and BUSY from GMSC 112.

Thereafter, at step 532, Skype gateway 202 requests GMSC 112 to connect
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"*“s‘dbsciit‘a’ii"rat’s‘sWtitiiiiii‘ number. Hence, at step 534, GMSC 112 initiates a

call set up using subscriber A’s number, subscriber B’s called number (as
originally called number) and the Skype-IN number of subscriber B. The

Skype client can answer the call, when ringing.

[0068]In case, Skype client 204 did not respond to the call at the Skype-IN

number either, at step 536, GMSC 112 sends the event report to Skype

gateway 202. In case the subscriber B sets Skype client 204 with call

fon/varding such as a Skype voicemail, the call goes to the forwarded number.

At step 538, Skype gateway 202 gets the conditional forwarding number of B,

either from RPD 124 or by issuing MAP interrogate 88 (or messages like
AnyTimeSubscriberProfile, restoreData or SendParameters), to HLR 114 on

the late call fon/varding number corresponding to the late forwarding condition

received. At step 540, Skype gateway 202 requests GMSC 112 to connect to

the late call forwarding number of subscriber B. Hence at step 542, the Skype

gateway 202 re-directs the call initially destined to mobile number of

subscriber B, to the late call forwarding number of subscriber B.

[0069]In some of the above explanations accompanying the figures, the VoIP

clients may be busy, not answering, or not reachable. Hence, it is desirable

for the lCV system to have the ability to switch the calls from VolP clients to
mobile station and vice versa. The reason for switching from VoIP client to

mobile may due to improvement in the voice quality during the middle of VoIP

client call, by switching the call to the mobile.

[0070]FIG. 6 represents a flow diagram for switching of traffic from a second

communication network to a first communication network, in accordance with

one embodiment of the invention. This embodiment uses DP 12 terminating

trigger to implement the switching of traffic. At step 602, subscriber B

connects to the Internet (or any other IP based network) using the Skype

client 204. At step 604, Skype client 204 informs his ‘online’ status to Skype

gateway 202, present in HPMN 108 of subscriber B. Thereafter, at step 606,

subscriber A calls subscriber B at his mobile number and the call reaches

GMSC 112 of subscriber B’s network. At step 608, GMSC 112 requests

subscriber B’s routing information from HLR 114 by sending a MAP SRI

message (in a GSM implementation) to HLR 114. In case of a CDMA network

implementation, an IS 41 MAP Location Request message is used.
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"‘Th'e'reaftEr, at step 610, lilIL‘lP 114 returns the terminating trigger to GMSC
112. The terminating trigger may be a Camel T-CSl in GSM implantation or a

WIN in CDMA implementation. The terminating trigger is also dependent on

specific switch vendors such as Siemens, Nokia etc. GMSC 112 downloads

the terminating trigger only when a subscriber is roaming. At step 612, GMSC

112 issues a trigger request such as, Initial DP in IN protocol, to Skype
gateway 202, which is equipped with support of W protocols.

[0071]Thereafter, at step 614, Skype gateway 202 requests monitoring of call

events such as DISCONNECT, Busy or No Answer from GMSC and issues a

CONNECT (Skype-IN number). At step 616, GMSC 112 sets up the call from

subscriber A to Skype-lN number of subscriber B. At step 618, Skype client

204 answers the call at Skype-IN number. Thereafter, at step 620, Skype

client 204 sends an instant Message (IM) to Skype gateway 202 requesting to

switch the ongoing call to subscriber B’s mobile number. At step 622, Skype
gateway 202 grants switching and asks Skype client 204 to disconnect the

call. Hence, at step 624, Skype client 204 disconnects the call. GMSC 112, at

step 626, issues the event report of DISCONNECT to Skype gateway 204.

Further, at step 628, Skype gateway 204 issues the PRN (lMSl—B) to
VLR/VMSC 116. Skype gateway 202 receives the information of VLR/ VMSC

116 either from initial DP or from RPD 124. At step 630, VLR 116 returns the

routing number (i.e. the routing identifier) such as, MSRN in GSM

implementation and TLDN in CDMA implementation. Skype gateway 202

issues a Connect to routing number to GMSC 112, step 632. Finally, at step
634, subscriber B answers the voice call from A at his mobile number.

[0072]There may also be a requirement of switching an ongoing call and not

just a no responding call from a mobile number to the VolP client. The reason

for this would be the higher cost of a call to the mobile in comparison to the

call at the VolP client when it is online. FIG. 7 represents a flow diagram for

switching of traffic from first communication network 104 to second

communication network 106, in accordance with another embodiment of the

invention. This embodiment uses DP 2 or DP 3 trigger to implement the

switching of traffic. At step 702, subscriber B connects to the internet (or any
other lP based network) using Skype client 204. At step 704, Skype client 204
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subscriber B. At step 706, Skype gateway 202 checks the roaming status and

unconditional call forwarding (CFU) status against RPD 124. Thereafter,

Skype gateway 202 sets the CFU to a Dummy Number (DN) via MAP

RegisterSS at subscriber B’s HLR entry. Since GMSC 112 uses DP 2 or DP 3

trigger, it is able to perform event supervision on the DN. At step 708,
subscriber A calls subscriber B at his mobile number and the call reaches

GMSC 112 of subscriber B’s network. At step 710, GMSC 112 requests

subscriber B’s routing information from HLR 114 by sending a MAP SRl

message (in a GSM implementation) to the HLR. In case of a CDMA network

implementation, an IS 41 MAP Location Request message is used. Further, at
step 712, HLR 114 returns the DN to GMSC 112.

[0073]Thereafter, at step 714, GMSC 112 issues the DP2 or DP3 network

trigger request on the DN (e.g. InitialDP in W protocol) to Skype Gateway

202, which is equipped with support for IN protocols. in this case, the lDP

parameters should contain the original called number of B. At step 716, Skype

gateway 202 requests monitoring of events such as DISCONNECT from

GMSC 112. Thereafter, at step 718, Skype gateway 202 issues PRN (lMSl-B)
message to VLR/VMSC 116 of subscriber B. VLR/ VMSC 116 returns the

routing number (MSRN) at step 720. GMSC 112, at step 722, routes the call

to the mobile. Subscriber B answers the call at step 724. At step 726, Skype

client 204 sends an IM to the Skype gateway requesting to switch the call to

Skype client 204. Thereafter, at step 728, Skype gateway 202 grants the

switching and requests the subscriber to disconnect the call to the mobile.

The subscriber disconnects the call at his mobile number at step 730. At step

732, GMSC 112 issues the DISCONNECT event report to Skype gateway

202. Thereafter, at step 734, Skype gateway 202 issues a CONNECT (Skype-

lN) to GMSC 112. GMSC 112 routes the call to the Skype-IN number at step
736. Hence, the voice call gets through the IP network when the Skype client
answers the call.

[0074]ln both the above embodiments, Skype is an explanatory VoIP client for

switching call flow. However, it would be apparent to a person skilled in the art

that similar call flows would be applicable to other VOIP clients like Yahoo®,
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Google, Gizmon, MSN etc. it would also be apparent to a person skilled in the

art that the implementation, as explained above, also allows the subscriber to

alternate between one device and another several times using the instructions

communicated to the VolP/SkypeTM-Gateway from the lM/Skype client.

[0075]FlG. 8 represents a system for implementing an lCV system 800 using

an lM-VolP service, in accordance with an embodiment of the invention. This

embodiment caters to wireless subscribers in first communication network

104. ICV system 800 is modified version of lCV system 200 to include an IM-

VolP gateway 802 instead of the Skype gateway to cater to any IM based

VolP service. Further, ICV system 800 includes a voice gateway 804

connected to GMSC 112 via a Voice trunk using ISUP protocol. The voice

gateway 804 connects to lM-VolP gateway 802 via an IP link. Moreover,

HPMN 108 deploys lM-VolP gateway 802, with RPD 124 monitoring the

roaming SCCP links between HPMN 108 and VPMN 110. The RPD provides

the roaming information to lM-VolP gateway 802 by monitoring roaming

messages at the roaming links of HPMN 108 to build up roaming profile of the

roamers in the database. The subscriber may use a laptop, a PC or a smart

device with an lM—VolP client 806 connected to the lM-VolP gateway 802

using lP protocol. The lCV system 800 is applicable for lM—VolP clients, such

as, but not limited to, MSN, Yahoo®, Google and the like, wherein, there is no

call-in number facility. It’s even useful for a subscriber of lM-VolP clients such

as Skype and Gizmon where there is a call-in number service but the

subscriber has not signed up for it. in such a case, a temporary assigned

number, preferably a local number depending on the local area where the

subscriber is present, is used to route the call.

[0076]FlG. 9 represents a flow diagram of unconditional call forwarding

implementation of lCV system 800 using the lM-VolP service, in accordance

with an embodiment of the invention. The unconditional call forwarding implies

the routing of any mobile terminated (MT) call to an outbound roamer to its

associated client over the lP network. At step 902, subscriber B connects to

the Internet (or any other lP based network) using lM—VolP client 806. At step

904, lM-VolP client 806 informs his ‘online’ status to IM-VolP gateway 802

present in HPMN 108 of subscriber B. At step 906, lM-VoIP gateway 802
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i"l’erfiquesflts a 1free localI (tenip'o'rary ass1gned) F for B from v0Ice gateway 804,
which maintains a pool of available local numbers. Thereafter, at step 908,

voice gateway 804 assigns the free number F to B and records the

assignment. At step 910, lM-VolP Gateway 802 sets the unconditional call

fontvarding of subscriber B to the assigned number F by issuing messages

such as MAP RegisterSS in GSM network to HLR 114. Further, at step 912,

subscriber A calls subscriber B at his mobile number and the call reaches

GMSC 112 of subscriber B’s network. Thereafter, at step 914, GMSC 112

requests subscriber B’s routing information from HLR 114 by sending a MAP

SRI message (in a GSM implementation) to the HLR. In case of a CDMA

network implementation, an IS 41 MAP Location Request message is used.

Thereafter, at step 916, HLR 114 returns the assigned number F to GMSC

112. Further, at step 918, GMSC 112 initiates a call set up using subscriber

A’s number, subscriber B’s called number and the assigned number F.

Finally, at step 920, voice gateway 804 uses the recorded number assignment

on subscriber B to route the call over IP to lM-VolP client 806 of subscriber B.
Hence, the lM-VolP gateway 802 re-directs the call initially destined to mobile

number of subscriber B, to the temporary assigned number F associated with
lM-VolP client 806.

[0077]FIGS. 10A and 10B represent a flow diagram of conditional late call

forwarding implementation of the lCV system 800 using the lM—VolP service,

in accordance with a first embodiment of the invention. This embodiment uses

DP 12 terminating trigger to implement the conditional late call forwarding in

lCV system 800. At step 1002, subscriber B connects to the Internet (or any

other IP based network) using the lM-VolP client 806. At step 1004, lM-VolP

client 806 informs its 'online’ status to lM-VolP gateway 802 present in HPMN

108 of subscriber B. At step 1006, IM-VolP gateway 802 requests a free local

(temporary assigned) F for B from voice gateway 804, which maintains a pool

of available local numbers. Thereafter, at step 1008, voice gateway 804

assigns the free number F to B and records the assignment. In one

embodiment of the invention, lCV system performs step 1006 and 1008 later

in the call flow when conditional call fonivarding takes place. Thereafter, at
step 1010, subscriber A calls subscriber B at his mobile number and the call
reaches GMSC 112 of subscriber B’s network. At step 1012, GMSC 112
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"‘Felqdés‘tél‘igllfié‘é‘riééll fiiisfmggfilfiting information from HLR 114 by sending a MAP
SRI message (in a GSM implementation) to the HLR. In case of a CDMA

network implementation, an IS 41 MAP Location Request message is used.

Thereafter, at step 1014, HLR 114 returns the terminating trigger to GMSC

112. The terminating trigger may be a Camel T-CSl in GSM implantation or a

WlN in CDMA implementation. The terminating trigger is also dependent on

specific switch vendors such as Siemens, Nokia etc. GMSC 112 downloads

the terminating trigger only when the subscriber B is roaming. At step 1016,

GMSC 112 issues a trigger request such as, Initial DP in IN protocol, to the

lM-VolP gateway 802, which is equipped with support for W protocols.

[0078]Thereafter, at step 1018, lM—VolP gateway 802 issues a MAP ISD

(lMSl-B) message to VLR/VMSC 116 of subscriber B. lM-VolP gateway 802

receives the information of VLR/ VMSC 116 either from Initial DP or from RPD

124. Skype gateway 202 sends the MAP ISD message to remove (set to

empty) the conditional forwarding information from VLRNMSC 116. Further,

at step 1020, lM-VolP gateway 802 requests the monitoring of call events

such as NO-ANSWER, and BUSY from GMSC 112 and issues a CONTINUE

message to GMSC 112. At step 1022, GMSC 112 again requests to HLR 114

for the routing information of subscriber B. At step 1024, HLR 114 returns the

routing number (i.e. the routing identifier) such as, MSRN in GSM

implementation and TLDN in CDMA implementation. GMSC 112 continues

the call setup towards the routing number, at step 1026. in case, subscriber B

does not respond to the call setup at his routing number, which is the mobile

number in this case. Thereafter, at step 1028, GMSC 112 sends event report

to lM-VolP gateway 802. ICV system 800 may perform the steps 1006 and

1008 after step 1028 to avoid assign pre-assigning a temporary number until

a conditional fonlvarding call on subscriber B’s mobile number takes place. At

step 1030, IM—VolP gateway 802 again requests for monitoring of call events

such as NO-ANSWER and BUSY from GMSC 112. Thereafter, at step 1032,

lM-VolP gateway 802 requests GMSC 112 to connect subscriber B’s

assigned number F by voice gateway 804. Hence, at step 1034, GMSC 112

initiates a call set up using subscriber A’s number, subscriber B’s called

number and the assigned number F for B, towards the voice gateway 804.

Thereafter, at step 1036, voice gateway 804 uses the stored record for
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subscriber’B to'routte‘the dall'over IP to subscriber B s IM VolP client 806. IM-

VolP client 806 can answer the call when ringing.

[0079]|n case, lM VoIP client 806 did not respond to the call at the number F,

at step 1038, GMSC 112 sends the event report to lMeVolP gateway 802. In

case, subscriber B sets IM VolP client 806 with call forwarding such as a

voicemail, the call goes to the fonlvarded number. At step 1040, lM-VolP

gateway 802 gets the conditional forwarding number of B from either RPD

124 or by issuing MAP Interrogate 88 (or AnyTimeSubscriberProfile,

restoreData or SendParameters) to HLR 114 on the late call forwarding

number corresponding to the late forwarding condition received. At step 1042,

lM-VolP gateway 802 requests GMSC 112 to connect to the late call

forwarding number of B. Thereafter, voice gateway 804 releases the

temporary assigned F back to the free number pool. Hence, at step 1044, IM-

VolP gateway 802 re-directs the call initially destined to mobile number of

subscriber B, to the late call forwarding number of subscriber B.

[0080]FIGS. 11A and 11B represent a flow diagram of conditional late call

forwarding implementation of the lCV system 800 using the lM-VolP service,

in accordance with a second embodiment of the invention. This embodiment

uses DP 2 or DP 3 trigger to implement the conditional late call forwarding. At

step 1102, subscriber B connects to the Internet (or any other lP based

network) using lM-VolP client 806. At step 1104, lM-VolP client 806 informs

his ‘online’ status to lM-VolP gateway 802 present in HPMN 108 of subscriber

B. At step 1106, lM-VolP gateway 802 sets the CFU to a Dummy Number

(DN) via MAP RegisterSS at subscriber B’s HLR entry. lM-VolP gateway 802

may request for temporary assigned free number F from voice gateway 804,

at step 1108. At step 1110, lM-VolP gateway 802 assigns the number F from

a pool of free numbers and records the assignment. At step 1112, subscriber

A calls subscriber B at his mobile number and the call reaches GMSC 112 of

subscriber B’s network. At step 1114, GMSC 112 requests subscriber B’s

routing information from HLR 114 by sending a MAP SRl message (in a GSM

implementation) to the HLR. Thereafter, at step 1116, HLR 114 returns the

DN to GMSC 112. Further, at step 1118, GMSC 112 issues the DP2 or DP3

network trigger request on the DN (e.g. lnitialDP in IN protocol) to lM-VolP

Gateway 802, which is equipped with support for lN protocols. in this case,
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ll. it l.lllliiiilil,..lllliiill ““ll“lr,::’f“:::ll .n'” . . .the l parameters shou contain the original called number of B. At step
1120, lM-VolP gateway 802 issues a MAP ISD (lMSl—B) to VLR/VMSC 116 of

subscriber B to remove the conditional call forwarding. Further, at step 1122,

lM-VolP gateway 802 requests the monitoring of call events such as NO—

ANSWER, and BUSY from GMSC 112. Thereafter, at step 1124, lM-VolP

gateway 802 issues a MAP PRN (IMSl-B) message to VLR/VMSC 116 with

the information received from RPD 124. At step 1126, VLR/VMSC 116 returns

the routing number (MSRN) to lM-VolP gateway 802. Upon receiving the

routing number, lM-VolP gateway 802, at step 1128, issues an IN protocol

message CONNECT (A, MSRN) to GMSC 112. At step 1130, GMSC 112

continues the call setup towards the routing number. In case, the subscriber B

(i.e. the mobile) did not respond to the call at the routing number, at step

1132, GMSC 112 sends the event report to lM-VolP gateway 802. In one

embodiment of the invention, ICV system 800 performs the steps 1108 and

1110 here to avoid pre-assigning of the number F until a conditional call

fon/vard on mobile number of subscriber B takes place.

[0081]Thereafter, at step 1134, lM-VolP gateway 802 again requests for

monitoring of call events such as NO-ANSWER and BUSY from GMSC 112.

Thereafter, at step 1136, lM-VolP gateway 802 requests GMSC 112 to

connect sUbscriber B’s temporary number F to lM-VolP gateway 802. Hence,

at step 1138, GMSC 112 initiates a call set up using subscriber A’s number,

subscriber B’s called number (as the originally called number) and number F

for subscriber B. At step 1140, voice gateway 804 uses the stored record

(number F) on B to route the call over IP to subscriber B’s lM VolP client 806.

The IM-VolP client can answer the call when ringing.

[0082]ln case, lM-VolP client 806 does not respond to the call at the number

F, at step 1142, GMSC 112 sends the event report to lM-VolP gateway 802.

In case, the subscriber B sets the lM-VoIP client 806 with call forwarding such

as a voicemail, the call goes to the forwarded number. At step 1144, IM-VolP

gateway 802 gets the conditional fon/varding number of subscriber B from

either RPD 124 or by issuing MAP interrogate 88 (or

AnyTimeSubscriberProfile, restoreData or SendParameters) to HLR 114 on

the late call forwarding number corresponding to the late forwarding condition

received. At step 1146, lM-VolP gateway 802 requests GMSC 112 to connect
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“to ‘tn‘é avail-a.trembling lib-(fiber of subscriber B. Finally, voice gateway 804

releases the assigned number F back to free pool of number. Hence, at step

1148, IM-VolP gateway 802 re-directs the call initially destined to mobile

number of subscriber B, to the late call fonNarding number of subscriber B.

[0083]Another embodiment of the invention provides the re-routing service to

subscribers using Vonage like service. FIG. 12 represents a system for

implementing an ICV system 1200 using the Vonage like service. This

embodiment caters to wireless subscribers in first communication network

104. ICV system 1200 is a modified version of ICV system 800 to include a

Vonage like gateway 1202 instead of lM-VolP gateway 802 to cater to any

Vonage based VolP service. Further, ICV system 1200 includes subscriber’s

Vonage-like Client device 1204 (phone adaptor) that has an IP interface and a

phone interface to a phone 1206. Each time the phone adaptor connects to an

IP network, it reports the IP address and phone number to a Vonage-like

Directory Service 1208. Vonage-like Gateway 1202 subscribes to Directory

Service 1208 for any information pertaining to subscriber of the network

deploying lCV system 1200. Whenever such a subscriber’s Vonage-like Client

device 1204 registers with Directory Service 1208, Directory Service 1208

notifies Vonage-like Gateway 1202. Further, there is RPD 124 for monitoring

the roaming links to capture information about roamers (subscribers) in a

database. The architecture caters to VolP clients like Vonage, SunRocket

where there is a call-in number service and an IP phone adaptor. There is no

IM or presence component. However, there is still a registration of IP address

with the phone number on a directory service.

[0084]FIG. 13 represents a flow diagram of unconditional call forwarding

implementation of the lCV system 1200 using the Vonage like service, in

accordance with an embodiment of the invention. The unconditional call

forwarding implies the routing of any mobile terminated (MT) call to an

outbound roamer to its associated Vonage like client over the IP network. At

step 1302, subscriber B connects to the lnternet (or any other IP based

network) using Vonage-like client 1204. At step 1304, Vonage—like VolP client

1204 registers with Vonage-like Directory Service 1208. Thereafter, at step

1306, Directory Service 1208 notifies Vonage-like Gateway 1202 at HPMN

108. Further, at step 1308, Vonage-like Gateway 1202 may optionally check if
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to, MAP SRI-SM in GSM network or IS-41 MAP SMS-REQUEST in CDMA

network to get the VLRNMSC 116 address. If subscriber B is roaming, then,

at step 1310, Vonage-like Gateway 1202 sets the unconditional call

fonNarding of subscriber B to the Vonage number by issuing, messages such

as, but not limited to, MAP RegisterSS in GSM network in HLR 114. Further,

at step 1312, subscriber A calls subscriber B at his mobile number and call

reaches GMSC 112 of subscriber B’s network. At step 1314, GMSC 112

requests routing information by issuing, messages such as, but not limited to,

MAP SRI in GSM network or IS 41 MAP LocationRequest in CDMA from HLR

114. Then at step 1316, HLR 114 returns Vonage-like number of subscriber

B. Further at step 1318, GMSC 112 continues the call set up using subscriber

A’s number, subscriber B's called number (as originally called number) and
the Vonage-like number of subscriber B.

[0085]FlGS. 14A and 14B represent a flow diagram of conditional late call

forwarding implementation of the lCV system 1200 using the Vonage like

service, in accordance with a first embodiment of the invention. This

embodiment uses DP 12 terminating trigger to implement the conditional late

call forwarding in lCV system 1200. At step 1402, subscriber B’s Vonage-like

client device is connected to the IP network. Further, at step 1404, Vonage-

like client 1204 registers his presence with Vonage-like Directory Service

1208. Directory service 1208 notifies subscriber B’s presence information to

Vonage-like Gateway 1202, at step 1406. Thereafter, at step 1408, subscriber

A calls subscriber B’s mobile number and the call reaches GMSC 112. GMSC

112 requests routing information by issuing a MAP SRI message to HLR 114,

at step 1410. Thereafter, at step 1412, HLR 114 returns terminating trigger

such as a Camel T-CSl message in GSM or WlN in CDMA to GMSC 112.

GMSC 112 downloads the terminating trigger only when subscriber B is

roaming. Henceforth, at step 1414, GMSC 112 issues trigger request to

Vonage—like Gateway 1202, which is equipped with support for W protocols.

Then at step 1416, Vonage-like Gateway 1202 issues MAP ISD to

VLRNMSC 116 obtained from the lnitialDP or RPD 124 to remove the

conditional fon/varding information from VLRNMSC 116.
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M il, l ' luring;le will {l5
“‘rod’séfifléreatlfl‘r”at s‘te'p #4118, Vonage-like Gateway 1202 requests the
monitoring of call events such as NO-ANSWER, and BUSY from GMSC and

issues CONTINUE message. The GMSC 112 requests routing information

from HLR 114 again on subscriber B, at step 1420. At step 1422, HLR 114

returns the routing number (MSRN) to GMSC 112. GMSC 112 continues the

call set up towards the routing number, at step 1424. There may be a case,

when subscriber B (i.e. the mobile) does not answer the call on its MSRN.

Hence, at step 1426, GMSC 112 sends event report to Vonage-like Gateway

1202. Vonage-like Gateway 1202 again requests the monitoring of call events

such as NO-ANSWER, and BUSY from GMSC 112. Vonage-like Gateway

112, at step 1428, requests via lN-CONNECT GMSC 112 to connect to the

subscriber B’s Vonage number. At step 1430, GMSC 112 continues the call

set up using subscriber A’s number, subscriber B’s called number (as

originally called number) and the Vonage—like number of subscriber B. Again,

in case, subscriber B’s Vonage-like client 1204 did not answer the call, at step

1432, GMSC 112 sends event report to Vonage-like Gateway 1202. In cases

when Vonage-like Client 1204 itself is set with call forwarding on a voicemail,

the call goes to the forwarding number. Thereafter, at step 1434, Vonage-like

Gateway 1202 gets conditional call forwarding number from RPD 124 or by

issues a MAP Interrogate $8 (or AnyTimeSubscriberProfile, restoreData or

SendParameters etc) to HLR 114 of subscriber B on the late call forwarding

number corresponding to the late forwarding condition received. Further, at

step 1436, Vonage-like Gateway 1202 then requests GMSC 112 via lN-

CONNECT message to connect to the subscriber B’s late call forwarding

number. Finally at step 1438, the GMSC initiates the call setup to the

subscriber B’s late call forwarding number.

[0087]FIGS. 15A and 15B represent a flow diagram of conditional late call

forwarding implementation of lCV system 1200 using the Vonage like service,

in accordance with a second embodiment of the invention. This

embodiment uses DP 2 or DP 3 trigger to implement the conditional late call

forwarding. At step 1502, subscriber B connects to the lnternet (or any other

lP based network) using Vonage-like client 1204. At step 1504, Vonage-like

client 1204 registers his presence with Vonage-like Directory Service 1208.

The subscriber registers its presence using the Vonage number and current
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1208 notifies subscriber B’s presence information to Vonage-like Gateway
1202 at step 1506. Again. the check for roaming status and unconditional call

forwarding status maybe omitted at this point of call flow. Further, at step
1507, Vonage-like Gateway uses MAP RegisterSS to set the unconditional

call forwarding to the DN. Thereafter, at step 1508, subscriber A calls

subscriber B's mobile number and the call reaches GMSC 112 of subscriber

B’s network. At step 1510, GMSC 112 requests routing information by issuing
MAP SRI to HLR 114. HLR 114 returns the DN at step 1512. Thereafter at

step 1514, GMSC 112 issues trigger request on the DN to the Vonage-like

Gateway 1202, which is equipped with support of IN protocols. At step 1516,

Vonage-like Gateway 1202 issues MAP lSD (lMSl-B) message to VLR/VMSC

116 to remove the conditional forwarding information from VLR/VMSC 116.

Vonage-like Gateway 1202 at step 1518, requests the monitoring of call

events such as NO-ANSWER, and BUSY from GMSC 112. At step 1520,

Vonage-like Gateway 1202 issues MAP PRN(IMSI-B) message to VLR 116.

VLR 116 returns the routing number (MSRN) at step 1522. Vonage-like

Gateway 1202 issues a CONNECT (routing-number) to GMSC 112 at step

1524. Thereafter, at step 1526, GMSC 112 continues the call set up towards

the routing number. In case subscriber B does not answer the call on his

routing number, then at step 1528, GMSC 112 sends event report to Vonage-

like Gateway 1202. At step 1530, Vonage-like Gateway 1202 again requests

the monitoring of call events such as NO-ANSWER, and BUSY from GMSC

112. At step 1532, Vonage-like Gateway 1202 then requests GMSC 112 via

an lN-CONNECT message to connect to subscriber B’s Vonage number.

Thereafter, at step .1534, GMSC 112 continues the call set up using

subscriber A’s number, subscriber B’s called number (as originally called

number) the Vonage-like number of subscriber B. Further, when subscriber

B’s Vonage-like client 1204 does not answer the call, then at step 1536,

GMSC 112 sends event report to Vonage-like Gateway 1202. in case, call

forwarding at voicemail is present in the Vonage-like Client 1204, the

forwarding number receives the call. At step 1538, Vonage—like Gateway 1202
gets conditional call forwarding number from RPD 124 or by issues MAP

Interrogate 88 (or AnyTimeSubscriberProfile, restoreData or SendParameters

3O

PETITIONER APPLE INC. EX. 1005-343



PETITIONER APPLE INC.     EX. 1005-344

W0 2007/056158 PCT/U52006/0429s7

letdfic‘lm‘ifilfl‘iil'f'if"l“3ffi"flfi‘figgiiber B on the late call forwarding number

corresponding to the late forwarding condition received. Henceforth, at step

1540, Vonage-like Gateway 1202 then request GMSC 112 via lN-CONNECT

message to connect to the subscriber B’s late call fonNarding number. Finally,

at step 1542, GMSC 112 initiates a call setup to subscriber B’s late call

fonNarding number.

[0088]|n each of the above embodiments, subscriber B (i.e. subscriber 102) is

associated with a wireless operator. It is also desirable to have an ICV system

for providing services to subscriber B when he is associated with the wireline

(fixed line) operators. Further, it is also desirable to provide ICV systems that

cater to various types of VolP clients such as SkypeTM, lM-VolP like, and

Vonage. FIG. 16 represents an lCV system 1600 using the Skype-lN like

service for a fixed line subscriber B, in accordance with an embodiment of the

invention. The lCV system 1600 includes a Skype gateway 1602, a fixed line

switch 1604 and a switch directory 1606 in HPMN 108 of the fixed line

subscriber B. The subscriber’s Skype client 1608 may be associated with a

device such as, but note limited to, a laptop, a PC or a smart device that has

an IP interface. Skype client 1608 of the subscriber connects to Skype

gateway 1602 via an lP network. lCV system 1600 does not require a Roamer

Probe Database (RPD) because the objective for this system is to connect to

the subscriber when he is online on his VolP client and unavailable at the

fixed line. Further, in this embodiment, subscriber B registers for the call-in

number service for its VolP client.

[0100]FIG. 17 represents a flow diagram of unconditional call forwarding

implementation of ICV system 1600 using the Skype-IN service for the fixed

line subscriber, in accordance with an embodiment of the invention. The

unconditional call fonNarding implies that any call that terminates at the fixed

line number of subscriber B, is routed to its associated client over the IP

network. At step 1702, subscriber B’s Skype client 1608 connects to the IP

network (i.e. the second communication network). At step 1704, Skype client

1608 informs his ‘online’ status to Skype Gateway 1602 in HPMN 108 of the

fixed line subscriber B. Thereafter, at step 1706, Skype Gateway 1602

requests Switch Directory 1606 for an address of fixed line switch 1604

corresponding to subscriber B. At step 1708, Switch Directory 1606 returns
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nth; 1604 of subscriber B. Henceforth, at step
1710, Skype Gateway 1602 sets the unconditional call forwarding of
subscriber B at fixed line switch 1604 to the Skype-IN number at fixed line

switch 1604 of B. In such a case, ICV system 1600 may use a possibly

proprietary fixed line switch interface. Further, at step 1712, subscriber A calls

subscriber B and the call reaches fixed line switch 1604. Fixed line switch

1604, at step 1714, continues the call set up using subscriber A’s number,

subscriber B’s called number (as originally called number) and the Skype-IN
number of subscriber B.

[0101]F|G. 18 represents a flow diagram for conditional call fonlvarding

implementation of the lCV system 1600 using the Skype—IN service for fixed

line subscriber, in accordance with an embodiment of the invention. At step

1802, subscriber B’s Skype client 1608 connects to the lP network (i.e. the

second communication network). Skype client 1608 informs his ‘online’ status

to Skype Gateway 1602 in HPMN 108 of subscriber B, at step 1804. Further,

at step 1806, Skype Gateway 1602 requests from Switch Directory 1606,

information about fixed line switch 1604 of subscriber B. At step 1808, Switch

Directory 1606 returns the address of fixed line switch 1604 of subscriber B.

Thereafter, at step 1810, Skype Gateway 1602 sets conditional call

forwarding of subscriber B at fixed line switch 1604 to the Skype-IN number at

fixed line switch 1604. in case, fixed line switch 1604 originally already has a

late call fon/varding number such as a voicemail, fixed line switch 1604 saves

it. Further, at step 1812, subscriber A calls subscriber B and the call reaches

fixed line switch 1604 of subscriber B. Fixed line switch 1604, at step 1814,

facilitates a ring at the fixed line phone of subscriber B. If there is a NO-

ANSWER response from the fixed line phone, fixed line switch 1604, at step
1816, continues the call set up using A’s number, subscriber B’s called

number (as originally called number)and the Skype-IN number of B. However,

in case Skype client 1608 is set with a call forwarding facility, the call is

forwarded to the number based on condition such as, but not limited to, no

answer or busy or always. Furthermore, in case there is a NO-ANSWER or

busy from Skype-IN number, then fixed line switch 1604, at step 1818, routes

the call to the saved original call forwarding number (if any).
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li‘rof‘oiilg‘lla‘f"M‘tzepregérltgfigfi system 1900 implemented using the lM-VolP
service for a fixed line subscriber B, in accordance with an embodiment of the

invention. lCV system 1900 includes an lM-VolP gateway 1902, a voice

gateway 1904, a switch directory 1906, and a fixed line switch 1908 in HPMN

204 of fixed line subscriber B. Subscriber B has an lM-VolP client 1910

associated with devices such as, a laptop, a PC, and a smart device. lM-VolP

client 1910 has an IP interface using which it connects to lM-VolP gateway

1902 (via the lP network) and add each other as ‘buddies’. ICV system 1900

is applicable for lM-VolP clients such as, Yahoo®, MSN®, Google® etc.

where there is no call—in number facility. Alternatively, VolP clients like Skype

or Gizmon may also use ICV system 1900, when the subscriber has not

registered with their call-in number facility. In such cases, ICV system 1900

selects a local temporary number depending upon the location of the

subscriber to route the call to that temporary number.

[0103]FlG. 20 represents a flow diagram Of unconditional call fon/varding

implementation of ICV system 1900 using the lM-VolP service for the fixed

line subscriber, in accordance with an embodiment of the invention. The

unconditional call fon/varding implies routing any call that terminates at the

fixed line number of the subscriber B to its associated lM-VolP client over the

IP network. At step 2002, lM-VolP client 1910 of subscriber B connects to the

IP network (i.e. second communication network). At step 2004, lM-VolP client

1910 informs his ‘online’ status to lM-VolP Gateway 1902 in HPMN 204 of

fixed line subscriber B. Thereafter, at step 2006, lM—VolP Gateway 1902

requests a free (local) temporary number for B from Voice Gateway 1904,

which maintains a pool of available local numbers. At step 2008, Voice

Gateway 1904 assigns a free local number F to subscriber B and records the

assignment. Further, at step 2010, lM-VolP Gateway 1902 requests Switch

Directory 1906 for address of fixed line switch 1908. At step 2012, Switch

Directory 1906 returns the address of fixed line switch 1908 of subscriber B.

Thereafter, at step 2014, lM-VolP Gateway 1902 sets unconditional call

fonNarding of subscriber B to the temporary assigned number F at fixed line

switch 1908 of subscriber B. in such a case, lCV system 1900 may use a

proprietary fixed line switch interface. Furthermore, at step 2016, subscriber A

calls subscriber B and the call reaches fixed line switch 1908. At step 2018,
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subscriber B’s called number (as originally called number) and the temporary

assigned number F of subscriber B towards voice gateway 1904. Finally, at

step 2020, voice gateway 1904 uses the recorded assignment on subscriber

B to route the call over IP network to the subscriber B’s IM VoIP client 1910.

[0104]FlG. 21 represents a flow diagram of conditional call forwarding
implementation of ICV system 1900 using the IM-VolP service for the fixed

line subscriber B, in accordance with an embodiment of the invention. At step

2102, subscriber B’s lM-VolP client connects to the IP network (i.e. the

second communication network). At step 2104, lM—VolP client 1910 informs

his ‘online’ status to lM-VolP Gateway 1902 in HPMN of fixed line subscriber

B. At step 2106, lM-VolP Gateway 1902 requests a free (local) temporary

assigned number for subscriber B from Voice Gateway 1904, which maintains

a pool of available local numbers. At step 2108, Voice Gateway 1904 assigns

a free local number F to B and records the assignment. Thereafter, at step

2110, lM-VolP Gateway 1902 requests for address of fixed line switch of

subscriber B from Switch Directory 1906. At step 2112, Switch Directory 1906

returns the address of fixed line switch 1908 of subscriber B. Further, at step

2114, lM-VoIP Gateway 1902 sets the conditional call fon/varding of

subscriber B to the assigned number F at fixed line switch 1908 of subscriber

B. The conditional call fon/varding may be applied on one or more criteria such

as, but not limited to, no-answer, busy etc. The ICV system 1900 using call

fon/varding may use a proprietary fixed line switch interface. In case fixed line

switch 1908 already has a late call fonlvarding number, such as voicemail,

fixed line switch 1908 saves it. Furthermore, at step 2116, subscriber A calls

subscriber B and the call reaches fixed line switch 1908. At step 2118, fixed

line switch 1908 facilitates a ring at subscriber B’s fixed line phone. in case

there is a NO—ANSWER message response, fixed line switch 1908, at step

2120, sets the call at voice gateway 1904 using subscriber A’s number,

subscriber B’s called number (as originally called number) and the assigned

number F of subscriber B. Finally, at step 2122, voice gateway 1904 uses the

recorded assignment on subscriber B to route the call over IP to subscriber

B’s IM VolP client 1910. Also, in case of a NO-ANSWER or busy or non—

34

PETITIONER APPLE INC. EX. 1005-347



PETITIONER APPLE INC.     EX. 1005-348

WO 2007/056158 PCT/U52006/042987

f‘télvlail'atg'ilitl‘i?"til!‘5"littgfi‘dglllggljclfllligrding number, fixed line switch 1908 routes the

call to the original saved call forwarding number.

[0105]FIG. 22 represents an lCV system 2200 implemented using the Vonage

like service for a fixed line subscriber, in accordance with an embodiment of

t the invention. lCV system 2200 includes a Vonage like gateway 2202, a

switch directory 2204, and a fixed line switch 2206 in the HPMN of subscriber

B. Further, lCV system 2200 includes subscriber’s Vonage like client device

2208 (phone adaptor) that has an IP interface and phone interface connected

to a fixed line phone 2210. Each time the phone adaptor connects to an IP

network, it reports the IP address and phone number to a Vonage-like

Directory Service 2212. Vonage-like Gateway 2202 subscribes to Directory

Service 2212 for any information pertaining to subscriber of the network

deploying lCV system 2200. Whenever such a subscriber‘s Vonage-like client

device 2208 registers with Directory Service 2212, Directory Service 2212

notifies Vonage-like Gateway 2202. Clients such as, but not limited to,

Vonage and SunRocket, may use lCV 2200, where there is a call-in number

facility and an IP phone adaptor. However, since there is no N or presence

component, the lP address of the phone number registers with the directory
service.

[0106]FIG. 23 represents a flow diagram for unconditional call forwarding

implementation of lCV system 2200 using the Vonage like service for the fixed

line subscriber, in accordance with an embodiment of the invention. At step

2302, subscriber B’s Vonage-like client device 2208 connects to the IP

network. At step 2304, Vonage-like VolP client 2208 registers with Vonage-

like Directory 2212. Directory Service 2212, at step 2306, notifies Vonage-like

Gateway 2202 at the fixed line home network of subscriber B. At step 2308,

Vonage-like Gateway 2202 requests for address of the local fixed line switch

from switch directory 2204. Switch Directory 2204 returns the address of fixed

line switch 2206 of subscriber B, at step 2310. Thereafter, at step 2312,

Vonage-like Gateway 2202 sets unconditional call forwarding tosubscriber

B’s Vonage-like number at fixed line switch 2206. ICV system 2200 using this

call forwarding may use a proprietary fixed line switch interface. Further, at

step 2314, subscriber A calls subscriber B and the call reaches at fixed line

switch 2206. At step 2316, fixed line switch 2206 continues the call set up
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t limit I't:nll...ll.|'.::u “it” 1117.55 limit 'l:ii’.;i*" - . . .usmg subscri er A’s number, subscrlber Bs called number (as originally
called number) and subscriber B’s Vonage-like number towards the

subscriber B’s Vonage client device 2208.

[0107]F|G. 24 represents a flow diagram for conditional late call fonivarding

implementation of ICV system 2200 using the Vonage-like service for the

fixed line subscriber, in accordance with an embodiment of the invention. At

step 2402, subscriber B’s Vonage-like client device 2208 connects to the IP

network. At step 2404, Vonage-like client 2208 registers with Vonage-like

Directory 2212. Directory Service 2212, at step 2406, notifies Vonage-like

Gateway 2202 at the home network of subscriber B. At step 2408, Vonage-

like Gateway 2202 requests for information about the local fixed line switch of

B from Switch Directory 2204. At step 2410, Switch Directory 2204 returns the

address of fixed line switch 2206 of subscriber B. Thereafter, at step 2412,

Vonage-like Gateway 2202 sets conditional call fonNarding to subscriber B’s

Vonage-like number (by using a possibly proprietary fixed line switch

interface) at fixed line switch 2206. The conditional forwarding may be set

based on criteria such as, but not limited to, NO ANSWER, and busy

response. in case fixed line switch 2206 already has late call fonivarding

number such as voicemail, fixed line switch 2206 saves it. Thereafter, at step

2414, subscriber A calls subscriber B and the call reaches fixed line switch

2206. At step 2416, fixed line switch 2206 facilitates a call at the fixed line

phone of B. in case there is a NO ANSWER response from the fixed line

phone, fixed line switch 2206, at step 2418, continues the call set up using A’s

number, subscriber B’s called number (as originally called number) and B’s

Vonage-like number towards Vonage client device 2208. However, in case of

still a NO-ANSWER or busy message response, fixed line switch 2206 routes

the call to the original saved call forwarding number.

[0108]FlG 25 represents a generic SIP based system diagram 2500 for

implementing lCV system for both wireless and fixed line subscribers, in

accordance with an embodiment of the invention. System 2500 includes a

Voice Gateway 2502, a SlP/IMS Gateway 2504 in a home network 2505 of

the fixed or wireless subscriber. SlP/IMS Gateway 2504 subscribes to a SlP

lM—VoIP Directory Service 2506 to check for the status of the subscriber.

Further, SIP/IMS gateway 2504 uses a roamer probe database (RPD) 2507 to
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network. A SIP IM-VolP client device 2508 registers with Directory Service

2506 when. it connects to an IP network. In the case of a wireless subscriber

(mobile user), the mobile device can optionally register with a VLRNMSC

2510 in the visited network (VPMN).

[0109]ln accordance with an embodiment of the invention, when a SIP IM-

VoIP client device 2508 registers with Directory Service 2506, Directory

Service 2506 notifies subscriber B’s status information (i.e. presence

information) to SIP/IMS Gateway 2504. Thereafter, SIP/IMS Gateway 2504

sets the unconditional or conditional call fonivarding of subscriber B either at

the HLR of subscriber B or at the fixed line switch of subscriber B. Now, when

subscriber A calls subscriber B, the call gets rerouted over an IP network to

SIP IM-VoIP client 2508 via Voice Gateway 2502. Voice Gateway 2502 is

responsible to assign a temporary local number in the current area of

subscriber B so to reduce the forwarding call cost. Voice Gateway 2502 also

routes the final call to SIP IM-VoIP client device 2508.

[0110]lt would be apparent to a person skilled in the art that signal flow for

non-call related traffic is similar to the one as explained in one or more of the
above embodiments of routing call related traffic. A mobile terminated SMS

(MT SMS) is usually free even when the subscriber is roaming. The

forwarding of a MT—SMS is preferred when subscriber's mobile is not in

coverage area, yet connects to IP network. It may not be necessary that the

subscriber is out of coverage only when he’s roaming, it may also be possible

that mobile subscriber is at the home network and yet may be unreachable

because subscriber may have switched off his mobile or may not answer the

call. In such cases, the gateway delivers any mobile terminated SMS to the

subscriber via the IP network.

[0089]F|G. 26 represents a flow chart for SMS fonNarding via the second

communication network (IP network), in accordance with an embodiment of

the invention. In this embodiment of the invention, the HLR in consideration

does not have mobility notification capability. In other words, whenever the

subscriber changes his VMSC, the HLR does not notify the VolP gateway of

the same. Hence, whenever an IP connection is available, the VoIP gateway

modifies the only VMSC address to be that of the VoIP gateway. Further, the
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nVolP Gateway/i peng‘dlca‘liy‘ inodlfies (e.g. every minute) the VMSC address of
the subscriber at the HLR without changing the subscriber’s VLR location. At

step 2602, one of the following occurs: the device associated with the

subscriber notifies the VolP Gateway of IP connection with the VolP client; or

the HLR sends a MAP Cancel Location message to the VolP Gateway while

the VolP client is online; or a periodical timer of the VolP Gateway’s expires

for the subscriber. Thereafter, at step 2604, the VolP gateway sends a MAP

SRI-SM query message to get the current VLR/VMSC address for the

subscriber’s location. The VolP gateway also records the received address

information. At step 2606, the VolP gateway checks if the VLRNMSC address

is empty. in case, the VLR/VMSC location is empty, then at step 2608, the

VolP gateway issues a MAP Update Location message to the HLR to set both

the VLR and VMSC address as that of the VolP gateway. And if, the

VLRNMSC address is not empty, then at step 2610, the VolP gateway

records the address and issues a MAP Update Location message with VLR

address to be the VMSC address returned from the MAP SRl-SM query (in

step 2604) and the VMSC address to be same as that of the VolP gateway.

These process steps repeat to check for validity of the conditions in step
2602.

[0100]FIG. 27 represents a flow chart for SMS fon/varding via the second

communication network (IP network), in accordance with another embodiment

of the invention. Unlike the previous embodiment, this embodiment considers

the mobility notification capability with the HLR or the Roaming Probe Device

(RPD). Whenever an IP connection is available, the VolP gateway modifies

the VMSC address to be that of the VolP gateway. Further, the subscriber

notifies the VoIP Gateway when he changes his VMSC location. At step 2702,

one of the following occurs: the device associated with the subscriber notifies

the VolP Gateway of lP connection with the VoIP client; or the HLR or RPD

sends a mobility notification to the VoIP Gateway when the VolP client is

online. Thereafter, at step 2704, the VolP gateway sends a MAP SRl-SM

query message to get the current VLRNMSC address for the subscriber’s

location. The VolP gateway also records the received address information. At

step 2706, the VolP gateway checks if the VLRNMSC address is empty. In

case the VLR/VMSC location is empty, then at step 2708, the VolP gateway
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