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UNINTERRUPTED TRANSMISSION OF INTERNET PROTOCOL

TRANSMISSIONS DURING ENDPOINT CHANGES

BACKGROUNDOF THEINVENTION

1. Field of Invention

This invention relates to internet protocol (IP) transmissions and, more

particularly, to uninterrupted transmission of IP transmissions containing real

time transport protocol (RTP) data during endpoint changes.

2. Description of Related Art

Internet Protocol (IP) transmission systems are known to use media relays to

relay IP transmissions from one endpoint to another. In a telephone system,

the media relay relays IP transmissions betweena caller and a callee. An IP

session is established by a call controller, which interacts with the media

relay, the caller and the callee to convey to each of these entities the IP

addresses and ports to which they should send IP transmissions and from

which they should expect IP transmissions. The media relay is configured to

accept packets conveyed byIP transmissions from specified caller and callee

IP addresses and ports. In some systems, such as mobile telephone

systems, a mobile telephone may be in communication with a first base

station while in a certain geographical area and there may be a handoff of the

call to another base station when the mobile telephone is movedto a different

geographical location. Communications between the base stations and the

mobile telephones are conducted on a Global System from Mobile

Communication (GSM) network or other cellular network, for example, and the

base stations convert messages to and from the GSM network and the IP

network and thus, the base stations establish the caller and callee IP

addresses and ports. Each base station will have a unique IP address and

UDP port numberthat it associates or assigns to the mobile telephone with

which it has established communication in the conventional manner over the

cellular network. Thus, a conventional media relay will reject IP streams from

PETITIONER APPLE INC. EX.1003-1



PETITIONER APPLE INC.     EX. 1003-2

10

15

20

25

30

CA 02812174 2013-03-15

WO 2011/032256 PCT/CA2009/001317

-2-

the new basestation after handoff of the call because such streams are seen

as being transmitted by an unauthorized source. This generally prevents

voice over IP telephone calls from being made through systems that employ

media relays without further call handling.

The Session Initiation Protocol (SIP) RFC 3261 provided by the Internet

Engineering Task Force (IETF) specifies a mechanism for an endpoint to

notify another endpointif its IP address changes. This mechanism employs a

signaling message that conveys an identification of new media properties for

the endpoint whose IP address has changed. The use of SIP messagesfor

this purpose, however, adds extra overhead and delays to the call as

signaling messages must be routed through the call controller and the call

controller must communicate with the media relay and endpoints to re-

configure the media relay to accept IP transmissions from the endpoint having

the new IP address and to cause IP transmission to be relayed thereto each

time a handoff occurs.

SUMMARYOFTHE INVENTION

In accordance with one aspect of the invention, there is provided a method for

facilitating uninterrupted transmission of internet protocol (IP) transmissions

containing real time transport protocol (RTP) data during endpoint changes.

The method involves maintaining records, each record associating session

information, caller information and callee information for IP communication

sessions. The session information includes caller and callee RTP port

identifiers identifying caller and callee RTP ports respectively of a media relay.

The caller information includes a caller IP address identifier and a caller port

identifier to which IP transmissions received at the callee RTP port are

transmitted from the media relay, and a caller synchronization source (SSRC)

identifier. The callee information includes a callee IP addressidentifier and a

callee port identifier to which IP transmissions received at the caller RTP port

are transmitted from the media relay, and a callee SSRCidentifier. When an

IP transmission is received at the caller RTP port or the callee RTP port, the

record having a caller RTP port identifier or a callee RTP port identifier
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matching a destination port identifier in the IP transmission is located. When

the record is located and when the destination port identifier in the IP

transmission matchesthe caller RTP port identifier of the record, a source IP

addressidentifier and source port identifier from the IP transmission are set

as the caller IP address identifier and caller port identifier respectively of the

record when the caller IP address identifier and caller port identifier do not

match the source IP address identifier and source port identifier respectively

and a received SSRC identifier in the IP transmission matches the caller

SSRCidentifier. When the destination port identifier in the IP transmission

matches the callee RTP port identifier of the record, the source IP address

identifier and source port identifier from the IP transmission are set as the

callee IP address identifier and callee port identifier respectively of the record

when the callee IP addressidentifier and callee port identifier do not match

the source IP address identifier and source port identifier respectively and the

received SSRC identifier in the IP transmission matches the callee SSRC

identifier.

The method may involve determining whether the IP transmission is a pre-

determined transmission and, if so, determining whether the IP transmission

is from the caller or callee. When the pre-determined IP transmission is

received from the caller, the method involves storing the received SSRC

identifier as the caller SSRC identifier in the record and when the pre-

determined IP transmission is received from the callee, the method involves

storing the received SSRC identifier as the callee SSRC identifier in the

record.

The method mayinvolve determining whether the IP transmission is a pre-

determined transmission and, if so, where the caller and callee are configured

to use the same SSRCidentifier, storing the received SSRC identifier as the

caller SSRC identifier in the record and as the callee SSRCidentifier in the

record.
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The method may involve causing the media relay to forward the IP

transmission to the callee at the callee IP address and callee UDP port

identified by the callee IP address identifier and callee UDP port identifier of

the record and identifying the source of the IP transmission forwarded to the

callee with the callee RTP port identifier when the IP transmission was

received at the caller RTP port, and causing the media relay to forward the IP

transmission to the caller at the caller IP address and caller UDP port

identified by the caller information of the record and identifying the source of

the IP transmission forwarded to the callerwith the caller RTP port identifier

whenthe IP transmission wasreceived at the callee RTP port.

In accordance with another aspect of the invention, there is provided a media

relay apparatus for facilitating uninterrupted transmission of internet protocol

(IP) transmissions containing real time transport protocol (RTP) data during

endpoint changes. The apparatus includes a processor, input/output

interfaces in communication with the processor to provide for physical

connection to an IP network, program memory and storage memory. The

program memory is encoded with codesfor directing the processor to:

provide a logical input/output interface interacting with the input/output

interfaces to define caller and callee RTP ports;

maintain call records in the storage memory, each call record having

fields associating session information, caller information and callee

information for IP communication sessions, the fields associating

session information including caller and callee RTP port identifier fields

identifying the caller and callee RTP ports respectively; and the caller

information including a caller IP addressidentifier field and a caller port

identifier field to which IP transmissions received at the callee RTP port

are to be transmitted, and a caller synchronization source (SSRC)

identifier field, and the callee information including a callee IP address

identifier field and a callee port identifier field to which IP transmissions
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received at the caller RTP port are to be transmitted, and a callee

SSRCidentifierfield.

The codes further direct the processor to identify one of the records

having the caller RTP port identifier field contents or the callee RTP

port identifier field contents matching a destination port identifier in the

IP transmission when an IP transmission is received at the caller RTP

port or the callee RTPport.

When such a record is respectively located and when the destination

port identifier in the IP transmission matches the contents of the caller

RTPport identifier field of the recard, the codes direct the processorto

store a source IP addressidentifier and source port identifier from the

IP transmission in the caller IP addressidentifier field and caller port

identifier field respectively when the contents of the caller IP address

identifier field and caller port identifier field do not match the source IP

addressidentifier and source port identifier respectively and a received

SSRCidentifier in the IP transmission matches the contents of the

caller SSRCidentifier field.

Whenthedestination port identifier in the IP transmission matches the

contents of the callee RTP port identifier field of the record, the codes

direct the processor to store the source IP address identifier and

source port identifier from the IP transmission in the callee IP address

identifier field and callee port identifier field respectively when the

contents of the callee IP address identifier field and the callee port

identifier field do not match the source IP addressidentifier and source

port identifier respectively and the received SSRCidentifier in the IP

transmission matches the contents of the callee SSRC identifier field.

The program memory may be further encoded with codesfor directing the

processor to determine whether the IP transmission is a pre-determined

transmission and, if so, determine whether the IP transmission is from the
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caller or callee and whenthe pre-determined IP transmission is received from

the caller, store the received SSRCidentifier in the caller SSRC identifier field

in the record and whenthe pre-determined IP transmission is received from

the callee, store the received SSRCin the callee SSRC identifier field in the

record.

The program memory may be further encoded with codes for directing the

processor to determine whether the IP transmission is a pre-determined

transmission and, if so, where the caller and callee are configured to use the

same SSRC,store the received SSRC in the caller SSRCidentifier field in the

record andin the callee SSRCidentifier field in the record.

The program memory may be further encoded with cades for directing the

processor to:

whentheIP transmissionis received at the caller RTP port, forward the

IP transmission to the callee identified by the contents of the callee IP

addressidentifier field and the callee port identifier field and identify the

source of the IP transmission according to the contents of the callee

RTP port identifier field; and

whenthe IP transmission is received at the callee RTP port, forward

the IP transmission to the caller identified by the contents of the caller

IP addressidentifier field and the caller port identifier field and identify

the sourceof the IP transmission according to the contents of the caller

RTP port identifierfield.

In accordance with another aspect of the invention, there is provided a media

relay apparatus for facilitating uninterrupted transmission of internet protocol

(IP) transmissions containing real time transport protocol (RTP) data during

endpoint changes. The media relay apparatus includes a processor, physical

connection provisions for providing physical connections between the

processor and an IP network. provisions interacting with the physical
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connection provisions and the processorfor providing a logical input/output

interface defining caller and callee RTP ports. The apparatus further includes

provisions for maintaining call records in memory, each of the call records

having provisions for associating session information, caller information and

callee information for IP communication sessions. These provisions include

provisions for storing caller and callee RTP port identifiers identifying the

caller and callee RTP ports respectively, provisions for storing a caller IP

address identifier and a caller port identifier to which IP transmissions

received at the callee RTP port are to be transmitted, provisions for storing a

caller synchronization source (SSRC)identifier, provisions for storing a callee

IP address identifier and a callee port identifier to which IP transmissions

received at the caller RTP port are to be transmitted, and provisions for

storing a callee SSRCidentifier. The apparatus further includes provisions for

identifying one of the records having a caller RTP port identifier or a callee

RTPport identifier matching a destination port identifier in the IP transmission

whenanIP transmission is received at the caller RTP port or the callee RTP

port. The apparatus further includes provisions for determining whether the

destination port identifier in the IP transmission matches the caller RTP port

identifier of the record. The apparatus further includes provisions for setting

the caller IP address identifier and caller port identifier as the source IP

address identifier and source port identifier respectively from the IP

transmission whenthecaller IP addressidentifier and caller port identifier do

not match the source IP address identifier and source port identifier

respectively and a received SSRC identifier in the IP transmission matches

the contents of the caller SSRC identifier and the destination port identifier in

the IP transmission matchesthe caller RTP port identifier of the record. The

apparatus further includes provisions for determining whether the destination

port identifier in the IP transmission matches the callee RTP port identifier of

the record and provisionsfor setting the callee IP addressidentifier and callee

port identifier as the source IP address identifier and source port identifier

respectively from the IP transmission when the callee IP addressidentifier

and the callee port identifier do not match the source IP addressidentifier and

source port identifier respectively and the received SSRCidentifier in the IP
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transmission matches the contents of the callee SSRC identifier and the

destination port identifier in the IP transmission matchesthe callee RTP port

identifier of the record.

The apparatus may further include provisions for determining whether the IP

transmission is a pre-determined transmission and, if so, determining whether

the IP transmission is from the caller or callee and provisions for storing the

received SSRC identifier as the caller SSRC identifier when the pre-

determined IP transmission is received from the caller and provisions for

storing the received SSRC identifier as the callee SSRC identifier when the

pre-determined IP transmission is received from the callee.

The apparatus may further include provisions for determining whether the IP

transmission is a pre-determined transmission and provisions for storing the

received SSRCidentifier as the caller SSRCidentifier and as the callee SSRC

identifier where the caller and callee are configured to use the same SSRC.

The apparatus may further include provisions for forwarding the IP

transmission to the callee identified by the callee IP addressidentifier and the

callee port identifier and for identifying the source of the IP transmission with

the callee RTPport identifier wnen the received IP transmission was received

at the caller RTP port and provisions for forwarding the IP transmission to the

caller identified by the caller IP addressidentifier and caller port identifier and

for identifying the source of the IP transmission with the caller RTP port

identifier when the received IP transmission was received at the callee RTP

port.

In accordance with another aspect of the invention, there is provided a

computer readable medium encoded with codesfor directing a processorof a

media relay to facilitate uninterrupted transmission of internet protocol (IP)

transmissions containing real time transport protocol (RTP) data during

endpoint changes, the codes comprising codesfor directing the processorto:
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maintain records, each record associating session information, caller

information and callee information for IP communication sessions;

the session information including caller and callee RTP port

identifiers identifying caller and callee RTP ports respectively of

the media relay;

the caller information including a caller IP address identifier and

a caller port identifier to which IP transmissions received at the

callee RTP port are transmitted from the media relay, a caller

synchronization source (SSRC)identifier; and

the callee information including a callee IP addressidentifier and

a callee port identifier to which IP transmissions received at the

caller RTP port are transmitted from the media relay, a callee

SSRC identifier; and

whenan IP transmission is received at the caller RTP port or the callee

RTPport:

identify one of the records having the caller RTP port identifier or

the callee RTP port identifier matching a destination port

identifier in the IP transmission;

when the record is identified and when the destination

port identifier in the IP transmission matches the caller

RTPport identifier of the record,

set a source IP address identifier and source port

identifier from the IP transmission as the caller IP address

identifier and caller port identifier respectively of the

record when:
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the caller IP address identifier and caller port

identifier do not match the source IP address

identifier and source port identifier respectively;

and

a received SSRC identifier in the IP transmission

matchesthe caller SSRC identifier; and

when the record is identified and when the destination port

identifier in the IP transmission matches the callee RTP port

identifier of the recard,

set the source IP address identifier and source port

identifier from the IP transmission as the callee IP

addressidentifier and callee port identifier respectively of

the record when:

the callee IP address identifier and callee port

identifier do not match the source IP address

identifier and source port identifier respectively;

and

the received SSRC identifier in the IP transmission

matches the callee SSRC identifier.

The computer readable medium mayfurther include codes for directing the

processor to determine whether the IP transmission is a pre-determined

transmission and, if so, determine whether the IP transmission is from the

caller or callee and whenthe pre-determined IP transmission is received from

the caller, store the received SSRCidentifier as the caller SSRC identifier in

the record and whenthe pre-determined IP transmission is received from the
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callee, store the received SSRC identifier as the callee SSRC identifier in the

record.

The computer readable medium mayfurther include codes for directing the

processor to determine whether the IP transmission is a pre-determined

transmission and, if so, where the caller and callee are configured to use the

same SSRC, store the received SSRC identifier as the caller SSRC identifier

in the record and as the callee SSRCidentifier in the record.

The computer readable medium may further include codesfor directing the

processorto:

if the IP transmission was received at the caller RTP port, cause the

media relay to forward the IP transmission to the callee at the callee IP

address and callee UDP port identified by the callee IP address

identifier and callee UDPport identifier and identify the source of the IP

transmission forwarded to the callee with the callee RTP port identifier;

and

if the IP transmission was received at the callee RTP port, cause the

media relay to forward the IP transmission to the caller at the caller IP

address and caller UDP port identified by the caller IP address

identifier and caller UDP port identifier and identify the source of the IP

transmission forwardedto the caller with the caller RTP port identifier.

Other aspects and features of the present invention will become apparent to

those ordinarily skilled in the art upon review of the following description of

specific embodiments of the invention in conjunction with the accompanying

figures.

BRIEF DESCRIPTION OF THE DRAWINGS

In drawings whichillustrate embodiments of the invention,
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is a schematic diagram illustrating a system for facilitating

uninterrupted transmission of internet protocol (IP) transmissions

containing real time transport protocol (RTP) data during endpoint

changes, accordingto a first embodimentof the invention.

is a tabular representation of a call record used by the system

shownin Figure 1.

is a flow chart of an authentication routine executed by a

processor of a media relay shownin the system shownin Figure

1.

is a schematic representation of an internet protocol (IP)

transmission accordingto the prior art.

is a tabular representation of the call record shownin Figure 2 as

updated after receipt of an IP transmission at a caller port of the

media relay shownin Figure 1.

is a flow chart of a continuity routine executed by the processorof

the media relay shownin Figure 1.

is a tabular representation of the call record as updated after

execution of the continuity routine shown in Figure 6 when a pre-

determined packetis received in the IP transmission.

is a tabular representation of the call record shown in Figure 7

further updated by the continuity routine after an IP transmission

received subsequent to the pre-determined packetis received.

is a flow chart of a forwarding routine executed by the processorof

the media relay shown in Figure 1 to relay the received IP

transmission to a caller or callee with a source identification

provided by the call record as updated by the continuity routine

shownin Figure 6.

DETAILED DESCRIPTION

Referring to Figure 1, a system for handling voice over internet protocol (IP)

transmissions and more generally, IP transmissions, is shown generally at 20.

The system 20 includes a routing controller/call controller (RC/CC) system 22

and first, second and third base stations 24, 26 and 50. The basestations 24,
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26 and 50 are operable to communicate with the RC/CC 22 via a networkor,

as shown in this embodiment, separate networks 28 and 30, which in this

embodiment depict the internet. The first and second basestations 24 and 26

in this embodiment are operable to communicate with caller and callee mobile

telephones 32 and 34 respectively using a cellular wireless network in a

conventional manner as is known in the art. The first and second base

stations 24 and 26 thus act as “endpoints” for IP transmissions between the

caller and callee.

Generally, to establish a call from the caller mobile telephone 32 to the callee

mobile telephone 34, the caller mobile telephone transmits to the first base

station 24 a session initiation protocol (SIP) message shown generally at 38.

The SIP message 38is transmitted from the caller mobile telephone 32 to the

base station 24 and the first base station 24 formats the SIP message 38 into

an IP transmission and transmits the IP transmission through the internet 28

to the RC/CC 22. In this embodiment, the first base station 24 is

preconfigured with a network IP address 192.168.0.20 and_universal

datagram protocol (UDP) port 12345.

In response to receipt of the SIP message 38, the RC/CC 22 communicates

with a media relay 40 and sends the caller IP address identifier and caller

UDP port identifier contained in the SIP message to the media relay 40 to

identify the IP address and UDPport to which the media relay 40 should send

communications to the first base station 24 for receipt by the caller mobile

telephone 32.

The media relay 40 has input/output interfaces 41 in communication with the

processor to provide for physical connection to an IP network such as the

internet. The media relay 40 is programmed to provide a logical input/output

interface that interacts with the input/output interfaces 41 to define caller and

callee real time transport protocol (RTP) ports in the conventional manner.
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In response, the media relay 40 is configured to send a media relay IP

addressidentifier and media relay RTP port identifier that it associates with

the callee identified by the contents of the callee ID field in the SIP message

38. The media relay 40 sendsthis information to the RC/CC 22 to essentially

inform the RC/CC 22 of the media relay IP addressidentifier and callee RTP

port identifier that it should convey to the callee mobile telephone 34 so that

the callee telephone can cause IP transmissions to be sent from the second

base station 26 to the media relay 40 which can then subsequently forward

those transmissionsto the caller mobile telephone 32.

In response to receipt of the media relay IP addressidentifier and the callee

RTPport identifier designated by the media relay 40, the RC/CC 22 transmits

a SIP invite message 42 through the internet 30 to the callee mobile

telephone 34 through the second base station 26. In this embodiment, the

second base station 26 has an IP address (192.168.3.10) and a UDP port

number(33123). Thus, the RC/CC 22 directs this SIP invite message 42 to

the IP address and UDPport associated with the callee mobile telephone 34

by the second base station 26. The second base station 26 then

communicates this SIP invite message 42 to the callee mobile telephone 34

over the wireless network and the callee mobile telephone 34 returns a SIP

okay message 44 to the second basestation 26.

The SIP okay message format is shown at 44 and includesa caller identifier

(ID), a callee ID, a call ID, a callee IP address identifier and a callee UDP port

identifier. The callee IP address identifier is the IP address of the second

base station 26 and the callee UDP port identifier is the UDP port identifier

associated with the callee mobile telephone 34 by the secandbasestation 26.

The second base station 26 sends the SIP okay message 44 in an IP

transmission through the internet 30 to the RC/CC 22 which communicates

the call ID, callee iP address identifier, and callee UDP port identifier

contained in the SIP okay message 44 to the media relay 40 to identify to the

media relay the IP address and UDP port associated with the callee. In

response, the media relay 40 sends a reply message to the RC/CC 22
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containing a media relay IP addressidentifier and caller RTP port identifier of

a caller RTP port assigned by the media relay, to whichthefirst base station

24 should direct IP transmissions to the media relay for receipt by the callee

mobile telephone 34. In this embodiment, this message includes a media

relay IP address identifier of 192.168.1.10 and a caller RTP port identifier

(R22125).

The RC/CC 22 transmits a SIP okay message 46, having a format as shown,

through the internet 28 to the first base station 24 and the first base station

communicates the media relay IP address identifier and the caller RTP port

identifier associated with the caller to the caller mobile telephone 32.

The above basic communications for establishing a call between the caller

and callee mobile telephones 32 and 34 are described in further detail in

Applicant's related International Application No. PCT/CA2007/002150. Of

interest in connection with the present invention is the following way in which

the media relay 40 is configured to permit the caller mobile telephone 32 to

move to another geographical location in which a handoff occurs between the

first base station 24 and the third base station 50 having an IP address

identifier and UDPport identifier different from that of the first base station 24.

When a handoff from thefirst base station 24 to the third base station 50

occurs, the caller mobile telephone 32 ceases communication with the first

base station 24 and establishes communication with the third base station 50.

However, since the third base station 50 has a different IP address identifier

and UDPport identifier than the first base station 24, the media relay 40 will

receive IP transmissions from the third base station 50 identifying the source

of the transmissions with a different IP address identifier and UDP port

identifier than those associated with the first base station. Normally, the

media relay 40 would reject such communications as being from an unknown

source, however, due to the configuration of the media relay described below,

IP transmissions from the third base station 50 are not rejected and the call

can continue uninterrupted. To facilitate this, the media relay 40 is configured
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with additional functionality beyond that which merely relays communications

betweenthe caller and callee.

It is known that in general, a media relay 40 includes a processor 52, memory

54 operable to be written to and read by the processor 52, and program

memory 56 containing codes readable by the processor 52 that define

program instructions for directing the processor 52 to carry out conventional

media relay functions for transferring IP transmissions betweenthe caller and

the callee. In order to provide the functionality of the present invention, in this

embodiment, the media relay 40 is further configured with additional codes

shown generally at 58 that direct the processor 52 to carry out the

functionality described below and include functionality for configuring the

memory 54 to include call records 60.

These additional codes 58 may be stored on a computer readable medium

such as a CD-ROM,flash drive, or in memory at a remotely located computer

and may be downloaded to the program memory 56 or the media relay 40 ina

conventional manner, for example.

Referring to Figure 2, an exemplary call record is shown generally at 60.

Each call record associates session information 62, caller information 64 and

callee information 66 for an IP communication session (i.e. call) handled by

the media relay 40. The session information 62 includes caller and callee

RTP port identifier fields 68 and 70 for storing caller and callee RTP port

identifiers identifying caller and callee RTP ports respectively of the media

relay 40. In this embodiment, the caller RTP port identifier is R22125 and the

callee RTP port identifier is E22123. The session information 62 may also

include a caller RTCP port identifier field and a callee RTCP port identifier

field, however, these are optional.

The caller information 64 includes a caller IP address identifier field 72 and a

caller UDP port identifier field 74 that hold a caller IP address identifier and

caller port UDPidentifier to which IP transmissions received at the callee RTP
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port are to be transmitted. In this embodiment, the caller IP address identifier

is 192.168.0.20 and the caller UDP port identifier is 12345 and correspond to

those of the first base station 24, i.e. that associated with the caller. The

caller information 64 further includes a caller sync source (SSRC)identifier

field 76 for storing a caller sync source identifier associated with the caller

side of the IP communication session. In one embodiment, until a pre-

determined packet such as a first packet, for example, is received in

connection with the call, this caller SSRC identifier is undefined.

In the embodiment shown, the caller information 64 further includes a packets

sentfield 78 and a packets received field 80 for holding numbers representing

the number of packets sent to and received respectively from the caller

although these fields are optional and the contents of these fields may be

available from other functions on the media relay 40.

Referring to Figure 2, the callee information 6§ includes a callee IP address

identifier field 82 and a callee UDP port identifier field 84 that hold a callee IP

address identifier and callee UDP port identifier identifying a callee address

and UDPport to which IP transmissions received at the caller RTP port are to

be transmitted. In this embodiment, the callee IP address identifier is

192.168.3.10 and the callee UDP port identifier is 33123 and correspond to

those of the second basestation 26, i.e. that associated with the callee. The

callee information 66 also includes a callee sync source (SSRC)identifier field

86 for storing a callee sync source identifier associated with the callee side of

the IP communication session. In one embodiment, this callee SSRC

identifier field 86 may be unpopulated until a predefined packet such as the

first packet, for example, of the IP transmissions associated with the call is

received.

In this embodiment, the callee information 66 also includes a packets sent

field 88 and a packets received field 90 for storing numbers indicating the

numberof packets sent to and received from the caller. The call record 60 is

populated with the information shown in Figure 2 during the course of the
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normal message exchanges between the RC/CC 22, the caller and callee and

the media relay 40 described above that communicate to the caller and callee

the media relay IP address and respective RTP port identifiers (R22125 and

E22123) to which communicationsare to be sent.

Referring back to Figure 1, the additional codes 58 for directing the processor

52 of the media relay 40 to carry out the functions that facilitate uninterrupted

transmissions of IP transmissions include codes 100 for effecting a low level

processing routine, codes 102 for effecting an authentication routine, codes

104 for effecting a continuity routine, codes 106 for effecting a forwarding

routine and codes 108 for effecting error handler routines. The functionality of

the low level processing routine codes 100 is not shownbut generally relates

to processing associated with layers 0 to 4 of the 7 layer ISO IP transmission

protocol.

Referring to Figure 3, the functionality of the authentication routine is shown

generally at 102. Before describing this routine, however, please refer to

Figure 4 which describes the generic nature of an IP transmission and the

important fields of that transmission for effecting the use of the methods

described herein.

In Figure 4, an IP transmission is shown generally at 110 and includes a

PSEUDO header 112, a UDP header 114, a RTP header 116, and a payload

118. The PSEUDO header 112 includes various fields, the most important of

which, in this embodiment, are source IP address identifier and destination

address identifier fields 120 and 122 respectively. The UDP header 114

includes source port and destination port identifier fields 124 and 126 and the

RTP header 116 includes a SSRCidentifier field 128. The payload 118

includes data representing, in this embodiment, audio and/or video data

transmitted between the caller and the callee.

Referring back to Figure 3, the authentication routine 102 is executed in

response to receipt of an IP transmission 110 at either the caller RTP port
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R22125 of the media relay 40 or at the callee RTP port E22123 of the media

relay. In response to receipt of an IP transmission 110 at either of these

ports, the processor 52 of the media relay 40 is directed to store the source IP

addresscontained in the source IP addressidentifier field 120, the source port

identifier contained in the source port identifier field 124, the destination IP

address contained in the destination IP addressidentifier field 122 and the

destination port identifier contained in the destination port identifier field 126 in

fields by the same name in a buffer memory 130 addressable by the

processor 52. The low level processing routine codes 100 will perform the

necessary functions to cleanly extract this information and in this embodiment,

the storing of this information is effected by the authentication routine 102, as

shown at 129. Alternatively, the low level processing routine codes 100 may

store this information directly in the buffer memory 130. It will be appreciated

that the buffer memory 130 may include separately addressable fields storing

the respective information.

Referring to Figure 5, upon completion of the execution of block 129 or the

low level processing routine codes 100, the call record 60 is updated with the

number of packets received as shown at 136 whereit is indicated that one

packet has beenreceived from the callee, for example.

Referring back to Figure 3, the authentication routine 102 further includes a

block 132 that directs the processor 52 to find a call record such as shownat

60 in the memory 54 by matching the destination port identifier with at least

one of the contents of the caller RTP port identifier field 74 and the contents of

the callee RTP port identifier field 84 of any of the call records. To do this, the

codesin block 132 maydirect the media relay processor 52 to scan through

all of the caller RTP port identifier fields and callee RTP port identifier fields of

all of the call records 60 to find a match with the destination port identifier

stored in the buffer memory 130.
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Referring to Figure 3, block 134 directs the processor 52 to invoke an error

handler as shown at 108 if no record is found and to proceed to execute the

code 104 associated with the continuity routine if a record is found.

Referring to Figure 6, the continuity routine 104 begins with a first block 140

which directs the processor 52 to determine whether or not the IP

transmission 110 has been received at the caller RTP port or the callee RTP

port.

The identification of whether or not the IP transmission 110 is from the caller

or callee can occur in a number of ways. One way, for example, is for the

processor 52 to be responsive to interrupt signals that may be produced by

the input/output interface circuitry 41 that physically implements the interface

between the media relay 40 and the internet. Since the caller RTP port and

callee RTP port have different port identifiers, the input/output interface

circuitry 41 mayidentify the port which has received an IP transmission 110

and cause an interrupt signal and perhaps aninterrupt handler (not shown) to

be executed by the processor 52 in orderto identify the specific port which

has received the IP transmission 110.

Alternatively, when the processor52identifies the call record 60 by matching

the destination port identifier received from the IP transmission 110 with at

least one of the caller RTP port identifier and callee RTP port identifier in a

call record, the matching RTP port identifier is inherently identified and this

information can be used to identify the specific port that has received the IP

transmission 110. A flag (not shown) may be set for example, to identify

whether the IP transmission 110 is from the caller or callee, depending on

whether there is a match of the destination port identifier with the callee or

caller RTP identifier. Thus,if there is a match of the destination port identifier

with the callee RTP port identifier, then the source must be the caller and if

there is a match of the destination port identifier with the caller RTP port

identifier, then the source must be the callee.
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Thus,if a flag is used, block 140 can simply cause the processor 52 to read

the flag to determine whetheror not the IP transmission 110 is received from

the caller or callee.

Assuming the IP transmission 110 is received from the caller, optionally, block

142 can direct the processor 52 to determine whetheror not a pre-determined

packet has been received. In this embodiment, the pre-determined packetis

the first packet and thus can be determined by simply reading the contents of

the packets received field 80 in the caller information 64 of the call record 60

identified at block 132 of the authentication routine 102. Alternatively, the low

level processing codes 100 may have previously stored the number of

packets received in some other location readable by the processor 52 for use

at this stage.

In this embodiment, the first packet received from the caller is the pre-

determined packet and thus, when thefirst packet is received, block 144

directs the processor 52 to store the SSRC identifier received in the IP

transmission 110 in the caller SSRC field 76 associated with the caller

information 64 of the call record 68 as shown at 146 in Figure 7. The

processor 52 is then directed to the forwarding routine 106. If at block 142,

the IP transmission 110 includes a packet that is not the pre-determined

packet, in particular, a packet received subsequent to the pre-determined

packet, or where there will be no determination as to whether the received

packet is a pre-determined packet, block 147 directs the processor 52 to

determine whetherthe caller IP address identifier and caller port identifier in

the caller information 64 of the call record 60 match the source IP address

identifier and source port identifier received in the IP transmission 110. If so,

the IP transmission 110 has been received from the pre-established source

(in this embodiment, the first base station 24) and therefore, the processor 52

is directed to the forwarding routine 106.

If at block 147 the caller IP address identifier and caller port identifier do not

match the source IP address identifier and source port identifier, then the IP
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transmission 110 is deemedto be originating from a different source(i.e. the

third base station 50) in which case block 148 directs the processor 52 to

determine whether or not the IP transmission is associated with the call

represented by the call record 60. To do this, block 148 directs the processor

52 to determine whether the SSRCidentifier received in the IP transmission

110 matches the caller SSRC identifier stored in the caller sync sourcefield

76 of the call record 60 shownin Figure 7. If not, the processor 52 is directed

to an error handling routine 108.

If the SSRC_ received in the IP transmission 110 matches the caller SSRC

stored in the caller sync sourcefield 76 of the call record 60, block 150 directs

the processor 52 to copy the source IP addressidentifier and source port

identifier respectively to the caller IP address identifier and caller UDP port

identifier fields 72 and 74 respectively of the call record 60 to update thecall

record to identify the IP address and UDPport of the third base station 50 as

that of the caller, as shown in Figure 8. The processor 52 is then directed to

the call forwarding routine 106.

Thus, in an IP transmission 110 received subsequent to the pre-determined

transmission, or where there is no determination of whether the transmission

is a pre-determined one, the source IP address identifier and source port

identifier from the IP transmission 110 are set as the caller IP address

identifier and caller port identifier respectively of the call record 60 when the

caller IP address identifier and caller port identifier of the record do not match

the source IP addressidentifier and source port identifier respectively of the

IP transmission 110 and the received SSRC in the IP transmission matches

the caller SSRC identifier of the call record.

Similarly, blocks 152, 154, 156, 158, and 160 function to perform similar

functionality when the destination port identifier in the IP transmission 110

matches the callee RTP port identifier of the identified call record 60. In this

case where there is a determination of whether the transmission is a pre-

determined one, if the IP transmission is the pre-determined transmission, the
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SSRCidentifier received in the IP transmission 110 is set as the callee SSRC

identifier associated with the callee information 66 of the record 60 andif the

IP transmission is received subsequentto the pre-determined transmission, or

where there is no determination of whether the transmission is a pre-

determined one, the source IP address identifier and source port identifier

from the IP transmission are set as the callee IP address identifier and callee

port identifier respectively of the record whenthe callee IP addressidentifier

and callee port identifier do not match the source IP address identifier and

source port identifier respectively and the received SSRC identifier in the IP

transmission matches the callee SSRC identifier.

Referring to Figure 9, the forwarding routine is shown generally at 106. The

forwarding routine includesafirst block 170 that directs the processor 52 to

again determine whetherornot the IP transmission 110 has been received at

the caller RTP port or callee RTP port. Again, this may be determined by

reading the flag described above or by simply reading a memory location

identifying the RTP port that received the IP transmission 110.

If the IP transmission 110 has beenreceived at the caller RTP port, block 172

directs the processor 52 to transmit the IP transmission from the caller RTP

port to the callee IP address and callee UDP port identified by the callee IP

address identifier and callee UDP port identifier in the call record 60 and to

identity the source IP address and source port of the IP transmission as the

media relay IP address and callee RTP port. If on the other hand, the IP

transmission 110 was received at the callee RTP port, block 174 directs the

processor 52 to transmit the IP transmission from the callee RTP port to the

caller IP address identified by the caller IP address identifier and caller UDP

port identifier stored in the call record 60 and identify the source IP address

and source port of the IP transmission as the media relay IP address and

caller RTP port. The IP transmission 110 received at either port is thus

relayed by the media relay 40 according to the contents of the call record 60

as previously established by the continuity routine 104 shownin Figure 6.
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It will be appreciated that in this embodiment, the IP transmissions 110

received from the caller and from the callee may have different SSRC

identifiers. Alternatively, they may have the same SSRCidentifiers.
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Whatis claimedis:

1. A method for facilitating uninterrupted transmission of internet protocol

(IP) transmissions containing real time transport protocol (RTP) data

during endpoint changes, the method comprising:

maintaining records, each record associating session

information, caller information and callee information for IP

communication sessions;

said session information including caller and callee RTP

port identifiers identifying caller and callee RTP ports

respectively of a media relay;

said caller information including a caller IP address

identifier and a caller port identifier to which IP

transmissions received at said callee RTP port are

transmitted from the media relay, and a_ caller

synchronization source (SSRC)identifier; and

said callee information including a callee IP address

identifier and a callee port identifier to which IP

transmissions received at said caller RTP port are

transmitted from the media relay, and a callee SSRC

identifier; and

whenan IP transmission is received at said caller RTP port or

said callee RTP port:

locating one of said records having said caller RTP port

identifier or said callee RTP port identifier matching a

destination port identifier in said IP transmission;
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when said one of said records is located and when said

destination port identifier in said IP transmission matches

the caller RTP port identifier of said one of said records,

setting a source IP address identifier and source

port identifier from said IP transmission as the

caller IP address identifier and caller port identifier

respectively of said one of said records when:

said caller IP address identifier and caller

port identifier do not match said source IP

address identifier and source port identifier

respectively; and

a received SSRC identifier in said IP

transmission matches said caller SSRC

identifier; and

whensaid one of said records is located and whensaid

destination port identifier in said IP transmission matches

the callee RTP port identifier of said one of said records,

setting said source IP address identifier and

source port identifier from said IP transmission as

the callee IP address identifier and callee port

identifier respectively of said one of said records

when:

said callee IP address identifier and callee

port identifier do not match said source IP

addressidentifier and source port identifier

respectively; and
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said received SSRC identifier in said IP

transmission matches said callee SSRC

identifier.

2. The method of claim 1 further comprising determining whether said IP

transmission is a pre-determined transmission and, if so, determining

whetherthe IP transmission is from the caller or callee; and

when the pre-determined IP transmission is received from the

caller, storing said received SSRC identifier as the caller SSRC

identifier in said one of said records; and

when the pre-determined IP transmission is received from the

callee, storing said received SSRCidentifier as the callee SSRC

identifier in said one of said records.

3. The method of claim 1 further comprising determining whether said IP

transmission is a pre-determined transmission and, if so, where the

caller and callee are configured to use the same SSRC identifier,

storing the received SSRC identifier as the caller SSRC identifier in

said one of said records and as the callee SSRC identifier in said one

of said records.

4. The methodin claim 1 further comprising:

if the IP transmission was received at the caller RTP port,

causing the media relay to forward the IP transmission to the

callee at the callee IP address and callee UDP port identified by

the callee IP address identifier and callee UDP port identifier of

the record and identifying the source of said IP transmission

forwarded to the callee with the callee RTP port identifier; and
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if the IP transmission was received at the callee RTP port,

causing the media relay to forward the IP transmission to the

caller at the caller IP address and caller UDP port identified by

the caller IP address identifier and caller UDP port identifier of

the record and identifying the source of said IP transmission

forwarded to the caller with the caller RTP port.

5. A media relay apparatus for facilitating uninterrupted transmission of

internet protocol (IP) transmissions containing real time transport protocol

(RTP) data during endpoint changes, the apparatus comprising:

a processor;

input/output interfaces in communication with the processorto

provide for physical connection to an IP network;

program memory and storage memory, said program memory

being encoded with codesfor directing the processor to

provide a logical input/output interface interacting with

said input/output interfaces to define caller and callee

RTPports;

maintain call records in said storage memory, each said

call records having fields associating session information,

caller information and callee information for IP

communication sessions;

said fields associating session information

including caller and callee RTP port identifier fields

identifying said caller and callee RTP ports

respectively;
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said caller information including a caller IP address

identifier field and a caller port identifier field to

whichIP transmissions received at said callee RTP

port are to be transmitted, and a caller

synchronization source (SSRC)identifier field; and

said callee information including a callee IP

addressidentifier field and a callee port identifier

field to which IP transmissions received at said

caller RTP port are to be transmitted, and a callee

SSRCidentifier field; and

locate one of said records having said caller RTP port

identifier field contents or said callee RTP port identifier

field contents matching a destination port identifier in said

IP transmission when an IP transmission is received at

said caller RTP port or said callee RTP port;

whensaid one of said records is located and whensaid

destination port identifier in said IP transmission matches

the contents of the caller RTP port identifier field of said

one of said records,

storing a source IP address identifier and source

port identifier from said IP transmission in the

caller IP address identifier field and caller port

identifier field respectively when:

the contents of said caller IP addressfield

and caller port identifier field do not match

said source IP addressidentifier and source

port identifier respectively; and
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a received SSRC identifier in said IP

transmission matches the contents of said

caller SSRC identifier field; and

when said oneof said records is located and whensaid

destination port identifier in said IP transmission matches

the contents of the callee RTP port identifier field of said

one of said records,

storing said source IP address identifier and

source port identifier from said IP transmission in

the callee IP address identifier field and callee port

identifier field respectively when:

said contents of said callee IP address

identifier field and said callee port identifier

field do not match said source IP address

identifier and source port identifier

respectively; and

said received SSRC identifier in said IP

transmission matches the contents of said

callee SSRCidentifier field.

6. The apparatus of claim 5 wherein said program memory is further

encoded with codes for directing the processor to determine whether

said IP transmission is a pre-determined transmission and, if so,

determine whetherthe IP transmission is from the caller or callee; and

when the pre-determined IP transmission is received from the

caller, store said received SSRCidentifier in the caller SSRC

identifier field in said one of said records; and
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when the pre-determined IP transmission is received from the

callee, store said received SSRCidentifier in the callee SSRC

identifier field in said one of said records.

7. The apparatus of claim 5 further comprising determining whether said

IP transmission is a pre-determined transmission and, if so, where the

caller and callee are configured to use the same SSRC,storing the

received SSRCin the caller SSRC identifier field in said one of said

records and in the callee SSRC identifier field in said one of said

records.

8. The apparatus of claim 5 wherein said program memory is further

encodedwith codesfor directing the processorto:

when the IP transmission is received at the caller RTP port,

forward the IP transmission to the callee identified by the

contents of the cailee IP addressidentifier field and the callee

port identifier field and identify the source of said IP transmission

according to the contents of the callee RTP port identifier field;

and

when the IP transmission is received at the callee RTP port,

forward the IP transmission to the caller identified by the

contents of the caller IP address identifier field and the caller

port identifier field and identify the source of said IP transmission

according to the contents of the caller RTP port identifier field.

9. A media relay apparatus for facilitating uninterrupted transmission of

internet protocol (IP) transmissions containing real time transport protocol

(RTP) data during endpoint changes, the apparatus comprising:

a processor,
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physical connection means for providing physical connections

betweenthe processor and an IP network;

meansfor interacting with said physical connection means and

said processor for providing a logical input/output interface

defining caller and callee RTP ports;

means for maintaining call records in memory,

each of said call records having means for

associating session information, caller information

and callee information for IP communication

sessionsincluding:

means for storing caller and callee RTP

port identifiers identifying said caller and

callee RTP ports respectively of the media

relay;

means for storing a caller IP address

identifier and a caller port identifier to which

IP transmissions received at said callee

RTP port are to be transmitted from the

media relay;

means for storing a caller synchronization

source (SSRC)identifier;

means for storing a callee IP address

identifier and a callee port identifier to which

IP transmissions received at said caller RTP

port are to be transmitted from the media

relay;.and
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meansfor storing a callee SSRC identifier;

and

meansfor locating one of said records having a caller

RTP port identifier or a callee RTP port identifier

matching a destination port identifier in said IP

transmission whenan IP transmission is received at said

caller RTP port or said callee RTP port:

means for determining whether said destination port

identifier in said 1P transmission matches the caller RTP

port identifier of said one of said records;

means for setting the caller IP address identifier

and caller port identifier as the source IP address

identifier and source port identifier respectively

from said IP transmission when:

said caller IP address identifier and caller

port identifier do not match said source IP

address identifier and source port identifier

respectively; and

a received SSRC identifier in said IP

transmission matches said caller SSRC

identifier; and

means for determining whether said destination port

identifier in said IP transmission matches the callee RTP

port identifier of said one of said records,

meansfor setting the callee IP addressidentifier

and callee port identifier as the source IP address
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identifier and source port identifier respectively

from said IP transmission when:

said callee IP address identifier and said

callee port identifier do not match said

source IP addressidentifier and source port

identifier respectively; and

said received SSRC identifier in said IP

transmission matches said callee SSRC

identifier.

The apparatus of claim 9 further comprising means for determining

whethersaid IP transmission is a pre-determined transmission and, if

so, determining whetherthe IP transmission is from the caller or callee;

and

meansfor storing said received SSRC identifier as the caller

SSRC identifier when the pre-determined IP transmission is

received from the caller; and

meansfor storing said received SSRC identifier as the callee

SSRC identifier when the pre-determined IP transmission is

received from the callee.

The apparatus of claim 9 further comprising means for determining

whether said IP transmission is a pre-determined transmission and

means for storing the received SSRC identifier as the caller SSRC

identifier and as the callee SSRC identifier, where the caller and callee

are configured to use the same SSRC.

The apparatusof claim 9 further comprising:
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meansfor forwarding the IP transmission to the callee identified

by the callee IP address identifier and the callee UDP port

identifier and for identifying the source of said IP transmission

with the callee RTP port identifier when the received IP

transmission was received at the caller RTP port; and

means for forwarding the IP transmission to the caller identified

by the caller IP addressidentifier and caller UDP port identifier

and for identifying the source of said IP transmission with the

caller RTP port identifier when the received IP transmission was

received at the callee RTP port.

A computer readable medium encoded with codes for directing a

processor of a media relayto facilitate uninterrupted transmission of

internet protocol (IP) transmissions containing real time transport

protocol (RTP) data during endpoint changes, the codes comprising

codesfor directing the processorto:

maintain records, each record associating session information,

caller information and callee information for IP communication

sessions;

said session information including caller and callee RTP

port identifiers identifying caller and callee RTP ports

respectively of the media relay;

said caller information including a caller IP address

identifier and a caller port identifier to which IP

transmissions received at said callee RTP port are

transmitted from the media relay, a caller synchronization

source (SSRC)identifier; and
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said callee information including a callee IP address

identifier and a callee port identifier to which IP

transmissions received at said caller RTP port are

transmitted from the media relay, a callee SSRC

identifier; and

when an IP transmission is received at said caller RTP port or

said callee RTPport:

locate one of said records having said caller RTP port

identifier or said callee RTP port identifier matching a

destination port identifier in said IP transmission;

when said one of said records is locate and when said

destination port identifier in said IP transmission matches

the caller RTP port identifier of said one of said records,

set a source IP addressidentifier and source port

identifier from said IP transmission as the caller IP

address identifier and caller port identifier

respectively of said one of said records when:

said caller IP address identifier and caller

port identifier do not match said source IP

addressidentifier and source port identifier

respectively; and

a received SSRC_ identifier in said IP

transmission matches said caller SSRC

identifier; and
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whensaid one of said records is located and when said

destination port identifier in said IP transmission matches

the callee RTP port identifier of said one of said records,

set said source IP address identifier and source

port identifier from said IP transmission as the

callee IP address identifier and callee port

identifier respectively of said one of said records

when:

said callee IP addressidentifier and callee

port identifier do not match said source IP

address identifier and source port identifier

respectively; and

said received SSRC identifier in said IP

transmission matches said callee SSRC

identifier.

The computer readable medium of claim 13 wherein said codes further

include codesfor directing the processor to determine whethersaid IP

transmission is a pre-determined transmission and, if so, determine

whetherthe IP transmission is from the caller or callee; and

when the pre-determined IP transmission is received from the

caller, store said received SSRCidentifier as the caller SSRC

identifier in said one of said records; and

when the pre-determined IP transmission is received from the

callee, store said received SSRCidentifier as the callee SSRC

identifier in said one of said records.
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The computer readable medium of claim 13 further comprising codes

for directing the processor to determine whethersaid IP transmission is

a pre-determined transmission and, if so, where the caller and callee

are configured to use the same SSRC, store the received SSRC

identifier as the caller SSRC identifier in said one of said records and

as the callee SSRCidentifier in said one of said records.

The computer readable medium of claim 13 further comprising codes

for directing the processorto:

if the IP transmission was received at the caller RTP port, cause

the media relay to forward the IP transmission to the callee at

the callee IP address and callee UDP port identified by the

callee IP address identifier and callee UDP port identifier and

identify the source of said IP transmission forwarded to the

callee with the callee RTP port identifier; and

if the IP transmission was received at the callee RTP port, cause

the media relay to forward the IP transmissionto the caller at the

caller IP address and caller UDP port identified by the caller IP

address identifier and caller port identifier and identify the

source of said IP transmission forwarded to the caller with the

caller RTP port identifier.
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RORHMATRAE, RY, ATRDIDRAASAMELMBMMITP
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14. —AAFETASAD(IP) MAPKs, BRS
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ERE HEMERFA.
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eT.

HABERMBR, BT IP HBRmR KIER”. LIER
IP MBAREIS HARM MBERS (HHS), ZRYHMSRSAR
feREVERE RRASERA. HERIP MBHED
Bua “Sen”, BAssIP KAMSMRE. VAM PRRMBRA, K

PIP KLSRFEESHOAL. ASAMATEPHS
54aFit IP ABSARRAMARBREDHEMHRA

. ABM (hop) Aak (RBHB) CUBA, PsasARB
HERSIP AYP HeheAe A awed, FAA lows ( BAT

By BfeBeHe aeyBases), AEa4 HE (latency) Fear
i. VRPwRAHLA HEYPHSRSHSRSRE, RACPE
HBREMHFM. Slee, HTRSREAAT ASPHRB

HARARE, AMTABATA, FARTETEMMLHS
150SASikRBSSRB. WS, OTRASBET

ALARARE, AMARAEMMAANANDHAR. KR
@x}ikFRIEDAyA Eon (reassemble) MEHRT IP HAA,
SATAHBBPKAPMEZRARAAMA, CAMTSOEENAT IP

Meese, ARMFREET VoIP FH, HAH AABRAREHD

7a.

VoIP AAPATAAMHDAARRU—DMAT RRAAP HSE
Wor ay PAA. HE VOIP 2S VoIP "Fe4] B12AFIS VoIP HK
wy agTESE AY, IhPUIA APIR(UDP) HTMEHRE
IPPAPASALZASSBHPBRMWKRASAZAM KM.
3XHk>OnVARA tokpieay IP SSLAEaeS, PPRARBE
ABvA ZITPF (subscriber) #94207AAIey SPEHAK
EERRE, AMERRAA HHN, MERALTELE
BAERSAREMP, REIRRA. KA
L, RT ARAMABPSPUAEPEMA, RA
BEIVoIP BSH WH. BHAI, SURWHAKAHRRH

AeHFRAFK VOIP AAPRYAELHSCAEHID.

RRA

PRERRAM—AA EH, RAHATAHAAR (IP) SP
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AEA.aALIERIP MAMASPOREREH,HY,

ENRGRELH LGSAAMTPHKRMA PA.BAEELERE
4E5AREAP HRSHRCAAR,BREA TF
AREERSRTPARRHACBOA TRA KABH
THSKUPRKOHREM AMER. GBAERAE: SARE
SiOARAL,5EAAPeBEATIVARAP oR BGaeH
NRKREHA HWECABLGOHPRAR, HY, MAHAPREE
MATHUTPRAMMERALAMTHUANPARRKMIE.

KREMERTAGHY SRTPRAMAHH,HET

AERHRERAERAAKER,

KREREETM LYSTPRAMEAHEN, ARGH
mrtE Be.

KREWEBTM LHREAMSEREMAMTHRSETH

PAsoF.

UAKTAAH: PEATIP MBHBaeSTPAKHK
MATROHHBHHE; FL, AFAROW RAW, AZAZEE
RERRLETRE; VRSAZERRAETFAN, HEAR PHE
Y-ELACEBBM EP.

AZARAERRBRRATY B15ZS A FHAS

FGA RAZBATZT A.

BAETALE: MAHTRHYLRNRAPRSE, HP, Mita
APRS, MASIPHAN.

BAETACHRAREYARAPRESAMSAT
PUORGRECGHAKK; FAAP, RURAPRRTYBRANAE
fsSREYPRAKRHRAYP AS.

FRAFKAEVEY —PRKAPARHRAERGREEHY

HEPHR,

vAAFEMSRIBe,TEESKERIT
PURFRECHHKAK, HLEHARY BTA AHENES.

BAERTY GAMBHRCREM,URASHMAREM

HITPRKRHRSRETH, HERATEHRRECAK

8
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RHR, ARBAZASRALNHA, FHARANMNAEAMTAIM
cea

BRETACERSEAAMEHEASRK,FLEAS
WRAY IEA PS IRAFoR FRA MRAEAMAAMIRa

BAPREAR, HA,RAMAEAMHRAPTAS
vA destSKISBARUMATPMAKRYZFRT

RAL, VRB)HMMARHRAP AS.

BRET VW GREA TA PST B75G45 THT IP MAMA POA

PAARRKHLAMA (DID)ZR, FH, RISHKMSRREMHIT
PRARMRERELHATWOR] DIDZRPHAPA,AP, DID

WRAASHLAATTPAARPSIN FA. TARA BAP
AMHEAPAMKKHRGREALGM.

REARUWHAAG, RKHATERCIP) MSP
HiBHRS, BRSLEA Te IP MBHSTPARSLEY

RBZ, HP, SPRGRMALGMABGSHAHAPKRSA. EB
REELIEA FREECHRMEZREANTPF MRSRETHA
KRHRE,BTATRALASGENSBAPRAMHAZ

ERA TRAMDKRARGRRH SBAPRAMMEHREM Aw

4. BRERA THARERABRTIPEN, SAYBIE
VAARARIEARP oR EGiT1SHERkEy A AeBAIRPRR
EMRE, HY, MLBRAPRS, HEMATREAMTSUAPAR
i842.

ATAREMECHAETARTREE: HSTPRK

AERALEAT, HOMERSRGRELYARE.

AFKKEVMEHRETARTREM: HSTPRK

AEELHATH, KROES.

ATAREAZREHRETARTRGEWARARREAMSRE

BUA TTPRSBRPaOTERE,

BREEZY: ATFAEBHWEHRE, HY, BROWSE
Fit IP MAMMASTPRKMMEHTBRH, VAATEFPLE
BHeZHAZASRASRAENPAHRE, HA, ATFES

HY SHREDARTER: SASRHABRTIPAN, HE

9

PETITIONER APPLE INC. EX. 1003-56



PETITIONER APPLE INC.     EX. 1003-57

200780049791. 5 he OW 85/39TH

WeeP HEV-KOHEBOM EY.

ATAZARRAGRALRANKEDVARYRACER:
ALLAAHAASEDASLHRHIAA.

BRELTRAAHEATMAFBH GRNRAPRAHRE, HK
Y, MimaeBSTPRK.

BREETACHATHEAYPRAY RES AMIZREMG
WPHRFGRELGFRAXKMRE; HA, BHRSTUARTRei
ER:RERSRECHRSRBSRERATPRAKLRHRAP
bk 3S

AFRMAKLKHRETURTRERERARMEPRAYAS

HARIBAR|BHheop oeEE

AFKKEAEHRSTVRREER:THISOT
HRY &, RRSAMSREPORERATKRYEWE

S, SPwTRIESROTE.

BRETMU LEAFREETARY CHR.AFRERTAR

WEREIATRASHESREMNTPHKRHRS
BXRHHRE.ATFRANRGRALHMREZTASATFHETEESR

FREAKRGHREMDH, VRBRTEESRFRATAARK
KR. AFREEARH CHRETAABATAZASHARTY

EEF TFRAMLALAMIAMHRAPaABHRE.

RGECFRGLEMAHIEMHLASERRE,
EP, FayeieRIsPSAOA FRAREAMAT

HEARokaaaeBape; GHA, ATRMNHKLAMaM
AAA YP okaheRe]hakeyREBm:HSHESRALTPF

SFREPIRALAL, ARASHFAKRHHRAP
eS

ILAET VA OLEA FRE PST BEFBH MiT IP MBMAP

AP LAKRKBBRA(DID) ZRHRE, HE, ATFRBNS HBG
BRAYTP HRRMHRERACEHEATYRRR:&

3FLA!Hi1sSaaiTPKR PSTN 52545 DID ZR HA
PA, FARABA PAHSEAP AAKKHRSARLE.

WRARKY AS, A VOIPieHARRYAF A VoIP

10
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RAP HAR, FARRAPHE, 2, TRAHANAHAPRAE,

FY, ARRBAS69HSoKkSTE,

MURSP MRSREARHAARRRAHEHE, AA

HESLRERATPHORGRELRH, RERELETUANEARRE
BHF, ZARAEATARASCEEMS ADPRRMB, FEAT
AREAGESHHMNBRAERE OD ee. ALAAARAR

SRALHRZWREVARERELHARZITP MENTE EME

(respository), F#ATAKBBZRVAZALABASHREAFH EA
ATP, Mio, STRATASRZAEAH? HAM RARE

WE, Aa hyity2aiz.

MitFESR AMAR ARE26OLA, MARRARRY

HIRRAR AM, ARWHKREAHFAEGRGU ES.

Pt BLA

ALMA, wih AAA KSI.

A 1 PAREARRKMH RAYIER;

H2RREARAA—KHHH EZVoIP BiSHIE;

A3 ZAR 1 REweFerhleeS CCC) Ze4eie64 SIP

Invite H2HREA;

B41 iaregeeseBAew;

B52 1retesetSTHRw;

A6LR 1RHSSHSKSBS (RC) RNS

re8;

A7TRA IATARHBeas (RC) LHSBBHA;

A 8A~8D £4 7H RCRBSUBHATY RCHRN BRE

#U (handler) 4#428;

AO ZAER 1 ARH RC TF MREEP HORSES

(profile)H BRAT;

#10 X Vancouver 77FF HRFRELHHBRART;

Aj 11 & Calgary 77PP HRFRMALHH RRA;

11
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A 12 X London 7PHRFRERHHARK;

B13 AAR 1 RRBRA (DID) AR (bank
table) ZRH BRAT;

B14 24 12 $A London 7FP HFSDID FRZRHAR
RR;

B15 XA 1RHRHRAMSERSFHRHSHCHB

BRR;

B16 kKBA THFBwER 12 RAH London KRY HBOS

HebyeSHARE;

B16A RRA TATSBStewZS London x4

FPAHYMBHERP EH BRR;

B17 RARELAERPARMRRR BRAT;

A 18 2A 11 AM Calgary RYLRA HYSMRRLRNAR
RR;

B19 LAER 1RAYMENAHSRCA

RET;

B20 TARRENHENAILRMHBRET;

B21 SAR 1 AREERORRRAARR;

B22k%RKAHLERAWNRILRHBRRT;

B23 ARKAHRZESALAN ARAT;

A 4kRaRRAHCRSAWNRLRAN ARATE;

BS kRFEMH HEAPS TH. PVHHSRNTURKS
HashReBayMARAT;

A 26 °F4S (block) RiTRHARAE;

A] 27 & Calgary RK" HF PRRRH ARATE;

BWRHURBRICRADRRE;

A 29 & Calgary R44AHPAESHURBRLERANDRRA;

B30 LATHESHARMRGEY RBARY OBAMA

HMBARILRMARRT;
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Al 31 & Calgary RYHFMBBRLRABRRT;

A 32ZRGABRHH EAHE PH. ARTHASAPE
RABAPRAHPORBYY EH RRRT;

A 32A ZRFEBYH ERRPH. RahHsFoAy
EMAERTSRHPRRARRRAMTORRHH EHBRR

;

BA 32B ARERRRPY. RahBSFeitAy
PY AEOTFRBARRASPRATTBHH EHBRR

®;

A 33 ehSeHl ZSASATagkheHaED;

A34 ZARA TEBEACHAPaS (media relay) ZAZS
PIBAE 64SbEPARHRBMTRB;

B35 28 1 oeBRMEHSLARRT;

36 2OR 1 HBSREHEATHRRHBRRT;

Bl 37 AfPy 28Hl 2SEkBPRFF 44 SIP Invite MEH ARR;

B38 ZAGREGRESSHYBY SIPOK HEM ARRE;

B39 LAB 1 Aare we}ekBFSeGH] BOY SIP Bye WH
HBR;

A 40 AA Calgary #7RikEF|He] B44 SIP Bye HEM BRR
;

A 41 27)A F4EIKS SIP Bye HFeHSATAOE
RC ikiCHLRAZA;

B42 2PIE RC FLYCHARA;

Aj 43 & Calgary R™ 4FF) RC FLYBHBRAF;

A4421THBWMSMAATHBRHMSRMES BAR

HGSbHUHAZ ;

B45 2K 1 rteSMTHSeeSe]

Cin-call ) BETTY RtBALA HAE Bi

B46 2B 1 ReeeeSAHMHSEY PERK

13
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il Bl Fz4LAEA

B47 2B 1 Apa hah my aeelSAateel BFLOT
AbELS4LZ

FRRHAHK

HAA 1, 10 BRATMAAT IP BFBSF RH,
GARR CLAS 11 Bh4RAOBFo 21RhRA
Fi —38-7F B11 4-FHl de Vancouver B. CHERR, FARAHBE

F%l4e London England. KASPARTSERALR,
oe)SeAEASRS. EAAVAleA TBRARE

FH, UGH. LEHo/RRRik)BEBtEBAMET

TA4E. PRRFH, HERATMRARHRSAA
M12. AAPM KEP, 23 —-Mrh A TERRAR1 Fo
21 ZSERIESEE, HA, Plde, BRBEPAT

VA CEHHRREBS,

ALPaR Kael, Vancouver 477% 11 ) &46AA Vancouver Island

4] Ontario HAPAK GHEE HRBHRRABERS, FAH
Vancouver 77 (subscriber) # Calgary 777. H—-RPR (AFH )
VAFaeSKRAY HEBRTTPERS.

AS, LHRERSHREERAN, ble, LHRPARFHUE
RRR A, BTUARASHPRABAMHRaT, ARBTY

RBAE. Rin, MAW, HARBPRARUH, FALAUTRS

Vancouver #277 & 11 Praeikage.

KARE, Vancouver 277 & Las"FHS (CC) 14. Bw
2fi] B( RC 16. HAA 18. BEAK PES 17 Fo—4K FS MPREA( MD),

AYP, 3125 HKP—MPARAA. Hlse Vancouver 77F Fe Calgary +7
PETPARA eA Oey AaRAE CISP ) 13 Fe 19 & Vancouver
227BL MATIE, AYP, ISP 13 Fe 19 BU ARATKR ARKHA

4¢PL (Internet traffic) #4HH. HFIRATP, Vancouver #4

1 AREALP LASARE (FQDN) ATH A, HRT
WitiyP 4 ISP VARAAAAW) Vancouver fA 11. Vancouver2HY

ITPEA ARBRASAE (SIP) HBS Vancouver #7A 11

14
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ihfs04 Bi 12, FH Calgary 77PRA RAG BIE 15, AA CalgaryAB 4
Vancouver #27?ZtFFiBfz

LBS, EMAAR KE)HSB$RewEM FoR] Bis.

vf| He Hell VARAK YP BE BSHotePAYLAa4 IP/UDPakeFy4h
Alas RALAT IP SSAEGagAp OIP/UDP 243k, HP ARM ARA
IP ABFlsoRAFRARAHAAKLA. We, Hie, REEFoRw,

BAA EFAAREeeBFA YP aSBizA a
IP/UDP }adt, H+LiKedLAAAPDEA(NAT) RAWALAH
wm (obscure). Hii, SIP HEP SH IP/UDP 12% (Hse, FG

ZA4 SIP Invite H&A RC Request H&) SRRSIP HEH
IP 3°4844 IP/UDP }edb4A ac.

REI, BASHOLE, PARRASAE IP HEBhAy RE
AFFdAR IP Heh], AUATMLEALHRBH. Bo}, Lewy,
GHA NAT HRF¥SARAZA, HwpHZZAARMBRHRA PC
fo IP BEAM “AS” IP WSL. Klee, KA PC TARPAe

192.168.0.101 #4 IP Xadk, ARF IP HAIVARAAL 192.168.0.103

) IP desk, kXwbpheFARA“RTawakeSe), FFAAREA
aeRG. AT RRERESET ARALHMRCHRHE, UA

Hay NAT HRE, —KRAKFABHR, Hire IP HRM “DR

IP adh, Fite, AAEM ARSPaPF Oy 24.10.10.123. FSHR IP

wedtVASp, NAT —AIS4SEH UDP HUF, Sloe, RA IP BEHAEE

FoR IP HeDLSeMEA) UDP 34 12378 HPA, PARARRS NAT
KEZMAS IP WLFABKIRA UDP HU 23465. RYU, BHR A _Lié IP

WisePeANiARTAARPAN, CEE IP 4K$4 IP/UDP
edtA 24.10.10.1:23465, MASHA IP PAABH SIP HEP HR

IP/UDP 24314284 192.168.0.103:12378. Ble, HRPRADE BE

Hy ABAyHebeRIB, Ata IP/UDP xedkey KLwy PEFRAT SIP HA
AHR, PPA CIARASAILME,

GBR, RASARTATUREA. Glee, THARPARLE

47 SIP NATHelper JRAHRR, WHALER SIPREH IP PHY
KP LSWAL IP/UDP WIS ASAEYP 4 SIP WPOR
IP/UDP 4eHFHKK. BL, FRMRHARAHLBOMBACARAN

KATAMELFREMMA IP/UDP HtLA NAT REZ.

15
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SHA 1, FIR Vancouver BFF 12 * Calgary Wis 15 MATH
SiXP, Hite, Vancouver %7$4) Vancouver 47% 11 Rix SIP Invite
We, HAA AM, Fe)Ss 14Ree 18 ASSHB

de] B16 Ri¥ RC Request He, AFLSRRKEFeHS 14 HB
HH. RSeelS 14IRAPaS 17 STATABBH

(FEM, AEELIKESHRSARMY HGRRAPHYRES

RA” GESLS, BP, BPS 17 TVA 466]F)— Vancouver
MBAR WU, KASRRMA AK. PERRO, te
FRE, SREMSREHSEBETH, SHBBEREEARR

B31, PRAE 31 TRAFMBHy EHRHRIOR.

HWP BF

RABI, EARMFP, BIS 12. 15. 22 Fo 25 HH AH 30 -—K
WeaR Hh AESHh, AEweLISS 32. EAPARS 34,

eA(1/0) HO 36. KRAES 38 MIENAES 40. PRES

34, VO ZEU 36. KRAEBS 38 HEMAES 40 SRAES 32 1.
VO#D 36 LAASRA 42, RSRMA 42 ATRde)RAR
MH BESAR, RAMEERUFARARESRARE 38 PORMAFA
HB) 7SABARATBESAR. WT BL, ACARD 44 HER
AEB 6)AES 32 FAY FTIR, PlpeWESOHETRE.

PORES 32 HRPRAAERISBRS 41 F. Eee
Vancouver 7FALE, Pte, RITHSBTARIA Calgary 74
2001 1050 2222, RARITHSAB] UA PSIN FAY. VORU 36 LAA
HAE 46, HHH 46 AFM45 BIKESHAATEH 45 FA

3, AP TARR 45 REEMA. THR 46 TH EH
BLUETOOTH™ AR#U. FRBVUAMAPTS. HH 45 FABAB
(AFH) HRA, RHARGUR.

VOR 36 LAASHOT]ARRRAGMER IP 4S
#48, FLAVOR 36 TREWHGEEBA ISP. MARU 48 KH

AFRBEH-HD, HARRUA.

SRABE 38 AAA PAF 50. PBFA 52. IP AFAR SS Fe

SIP RLSR 54. APSR 50 TREK PS, AT

Vancouver WF, ALF 4% 2001 1050 8667. MITRIEMARANDAA

PA, HA, EARS YP IG 12ARS, AWK 1. DEK O63.

16
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200780049791. 5 ow of A12/39T

BAKAAKAL 70 FoF4. ARK, BAPEHR—-AR
RAMRSARAR 61. DHFRASKFAKH RNS 63. 8
FEFRHOLEFSARAR70, FLOREOSERFARB—K
FRIGTA, AGRA P, BBS 52 RAK512+FHHHA. IPH

BEF53 ARTS 12 0 IP ebtFe UDP BUS, ABHAP, HIP we
stAe UDP 3% 2-H 192.168.0.20:12345. SIP KEESER 54 AE SIP
RY IP et, AEMBD, BABB 48 PH SIP
REZ IP DLEBS 12.

APRS 34 ARATERABE 32 ARMYRH

Bh, skPe—GISKK 56, GHKIK 56 BERRKD EB,
VAskitEBERTLeS32 ARAHS 34. 38 Fe 40 HARE

). FLPARMES 34 LAATSF] OID Abty ID 44557. “FY ID
RAL 57 BRRSE 32 vA PESO ARE, EMRAAAR
& faAPEEL IP WedFR 53 PoEAY IP WEAR, Ath, FH aga

ilPeeh Oy HEIRATF EAH FF10@192.168.0.20.

iF, ALTRAE 45 FEARED4, MHS 32 Pate
A 3 tare) SiPInviteW&, FARKAS 1 ARHSHAMS 14.

SAA 3, SIP Invite H&LYTRGFH 60. KY TRHFAR
62. HRBRFER 64. FHYMRAFKOS. £7 IP LF 67 FOE"

UDP SU FK 69. EAEHAIP, EYRESEH 00 BIA PS 2001
1050 8667, ZA PLAABER 2 Pare Vancouver Bt 12 7 HRM
HE 3I8HA PEFR SOPH PS. BH, FAR, BAHASA 3,
BY APRFA 62 LIEEAAREER 2 TORTSORS 41 PH

Calgary 70F #3247 49-4734 A & 2001 1050 2222. HEARFR 64 &
HHSBR, HLCHMRAFR 65 GAD, GRBABARMWR
RAS (FFIO) F046HAMEL IP HELFH 53 PATS 12 44 IP WLW
gy, £>| [Pp skFR 67 RGPRAIEH IP edt, LARMOIPH

192.168.0.20, 3-H, 2° UDP HU FR 69 is UDP MUA, HK

UDP 3% 2 ARRA TRS) Em 4BSIARMREZAES YH UDP
3 O ,

wf oy dei]

HAA 4, 100 RMRLFHRNS 14 (B1) HFHeHSS,
Th, vf wl deel Ew100 LISAES 102. EAPAES 104 VO HU

17
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106. "FHBB 100 TAGESNRABR. SEFRMEHS

VO BUA BBRBAFHYS, Ai, ATA, HPeHsewe

100 HRARAA-+BRER. HRHBSH VOU, MAB, 7
VA SH.

i, VOUT 106 BIA FMA 2 HRBEMke3 Pra

SIP Invite eSBMRA 108. VOT 106 LAFATFHR 1 HBA

#2#)B 16 Ai& RC Request Hf. 49 RC Request Hf BH#r:b 110. Al FAB
Hees 16 (B11) SeeeH RCH SMA 112. AFORAPH
B( A 1KBARMERA BESTTMBAMIRAYS( MR)
fk 114.ALARA TAGAREY EA ZKRRTTRABEHRAPAS
SEY B49 MR BA 116. /O #0 106 EE SIP HH 118, ATFAS

#12(H1) R¥SIPH ER, AMUVEMHHRSLFMABEHRAY wR
217(B1) IPs. VOU 106 KAHATFSHREE 31 (81)

MAEPREBBA 119 ForsBith 121,

REDAR HTeRFeith, (eee, eeFeehy

vABA IP edtFe TCP A UDP MUAKREK. Flo, TAARAR OB
IP SudkFe TCP A UDP 3% 0 RikFOFASSheIS 16 PRikFeAY

HR.

vf oy teelSe 100 MAPA104 LIGA FHTRMABS 102

VAILOY Het] S14 HEARGMRK. Hie, REKRBHRAG

F—R 120, AFAL FFEIKA) H SIP Invite HB,°FHSBB 100

PAT SIP Invite 2] RC H#RAARB, VAF2ARC Request H&. HH,
AshGARR 122, FPF|HH]BH 100 BA PRRHB Fe/RT
ATeh Oy hbFHHil AZ vA ISIRTPeRBAIA, Mea. AR
ABS 104 BASH FRETEAMFHae PBee
1450 Fo Fl FAPsbEeeghSkOT AREAL 1520.

RAB 5S, 120 27449347 w SIP Invite 2] RC Request HR. BH
1S) A 3 arKA HY SIP Invite HE, AS HR 132 BTA 4 eh]sesl

BY 100 ARF SIP Invite HH BAK0wisHA PATI.Blde,

ALTA Se, BIRTAP ELS, Het 12RKOHR, UHR
FEO,TEEIRAEDH THRATAGRAABT VAR B SDAAERIKBl FY
eS 14, RATA. RETHBHS 14 TRASKMRE,

DAZE PORESAGREESRBA LA. TRASAS
18
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KADAeFFARBIB, VARSGHRSHer

WRUAFGERBAK, DFeaSTs 100 He134,

RRB 134 RGAE ARTAHRAUVEBRAH &. teRUGE
KERI, WIR 131 HHFHHSH 100 HX SIP Invite HoHE44
PREFR 00 MHABAGABAABH IP WL. RAAB IP WEL,
WR133FHVASLB IOKKRTAFHRA AFR AFTBAHAA

RAB5KFFBR,

SORARK 131, E4MRRGFH 60 HARAIRA IP Hedk, MAR 135
48RF OY eH]SS 100 HAHAF|KAZHA SIP Invite FH GHKB
RSREHABRR, KRG, HK 136 MUPAAR A BF 12 4 SIP Invite

ASOARRAS 05 PREY ID AE TRFHRHS SEB 100

REFYID, FLAK 138, HEFURMSUB?P 4A BisaFY ID

A 6 PreRA 44 RC Request ¥&. BHSFAS, R139 RataFy
2]SEH 100 MBHHS 16 Rid RC Request HK.

$#A 6, 150 —Ae7 tH RC Request WS, 3H RC Request 4 .&
O46E74 RRSR152, MORASSR1IS4. MEFHR 156. FY ID

FFE 158 FORDFR 100. REA. MY. BBRFrH HY HRAFE 152.

154. 156 #2 158 SA 3 Apa ey SIP Invite 9B 59HE4. RY. HS

HRFoF] ID FH OO. 62. 6447 65 HAA. KHFR1O0O GSAS

AR 133 R135 ASTHKAKG, UPMRPREFY ARG RARER

RARRITP. Pike, MY BRGSR 154 TA LISARAY PSTN FBR
RATPAPA.

48Hil

RBA, RTHBOBRAMS 16, FABHLHS 16 2 200
—HIThebBABSee., RCHHSUS 200 GRABS

202. URARH EREBMHARSE 204. RABE 206 fH VO

7208. FARSARSYH202). AHS (204) F.

VO #U 208 @i6eeZthe 210,EeFehe 210,
VARSRE 18 (1)ATR, FHA VOU 208 BIER TAREE

FEpeSyBEBOHT 212. VO HU 208 LBHATAMF HRMS

14 4k RC Request 4f.&44 RC Request 4H BRA 214, HAGE TH
BawERSeal S14 eyee216.
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ALPARES 204 GIA FH RC HRBSBS 200 EAHHHWNS

16 SAPD AB ARABHR, KERPAZ—RH RC Request HEABHR
#2 250,RC Request 4 RACAL250 HATIKIHA 6 $F 150 Phar
KA RC Request ¥S, HERCFABHHR. GBHRFA7, HF
FheS204 EEAA (LEA) HRIERA 1400 ForF| PBF
KFS 1500.

Kj 8A ~8D 27% 49dxe7F tk RC Request HW ERBMALE 250.

RC Request 8£2HL

&#A 8A, RC Request 1H BAHARE 250 MBH 252 FH, F
—3k 252 48a RC RHB YH 200 (A 7) J RC Request 19.& 150 (A 6)
HABAHERFPE?. RGR 254d RCHRBASH 200 AB 6 Pf

we RC Request H&P HERES 152 PHASAUREA 18
RALFORKKIZ| HRMHeHX (profile ).

BdetlBIA RAMSIP ORSARRHRARER. BE
Ao, 256 Merh FORRESAEH, FARMSAEH 256 BF

REFR, GRAFRLIGA PAFK 58. AFR 200. HARSR

(National Dialing Digit, NDD) 7 262. IDD (MRSS) FR
264. RRAGBFER 266. AMERRBER 267. E1UR)PAMEKRFR

268. E4YRKAMKAFE 270 Fo ¥ F273.

PERSRTELESSERKFAR, BOKENHAFER
IESE(LI) RFE 02. EY—-MPRREFR 04. E—

NEA ID FK 106. VARMAHAF36 FothE 8 HA/ AT Te) FA 708 Fe 710.

TA LI EFKR 02. BR ID FR 106 WAR LI FMFIEFKR 708

fo 710 SHAAN TALZASENSUPRRMMEMHARERTA, HE
VAS MD1 WAFSHK 704 SHAA TRAEHSTPAKMMES
MARiz0RE 04 A IRS,

LAP ORAAEMRATPN, DRRREA SE AAS(258. 260.

262. 264. 266. 267. 268. 270. 273) Ha, RARERAAZLAF
(ARH) AAPM. BAFHAREMEPHRARHU, SK
or(702. 704. 706. 708. 710) Pa, FAREPRAH
MAGEE, TAMNKRESERNFA.

$\te, FRSSR 1, TARPRRE 31 HRAHREAA 293 KR
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PETITIONER APPLE INC.     EX. 1003-68

200780049791. 5 vow Of A16/39T

MERIRE. VASDFYl eeHS 14 FoPRRRA 31 2ese

KAFPRAES EOBHBis, AmefeaSeRHeAaS
163842, ARE 18 PRETPUR, BITPURSE CARRERE
BRATPARKER, loo, —BSESA 293 SAATRANA

PHEARFCEEAGAPHAR, MBERTMARAE BG
AjitFp‘PRES31 ATIE, VARARBBSfyeel B14 3842,

taeFPEeelSHBbwHS 16 RAGA, RFPIARA> +} Hs

LAA POREAEH (A 9), FLAATOHREMROKENS
KK (702. 704. 706. 708. 710): REESETFEFKR 702 REM

“FH”,RAE 31 44 IP WALAMDIFR 704 P, FAA
RAARIRARAS ID FH 706, HLA AHFotFsb BO HFe Hy Me] Ae

BFHG FoFEFA 708 Fe 710, ASLAMVARERRSRANPA
RAMA P HMHSKBTMN AR. Ast, PAFRHRHEMFY

elSEKA4E, BwSERHCHRFMRERHARK.,

vA RAS PTAAHSERAFE, Pde, oRAAEM

APRBohFADEAALA PF eseAS, WIHF
BAKKERWSOE, PRL, RAHRETATRASH
42] BAITSHeelSisHRB, RTAARSRKNTT

PRKRHCKENRFER.

10 + 4 276 —#eaK Vancouver WF AFARSAAT,

HARSHER276k: APAZFKREAEHA 2 AKA Vancouver
Wie 12 PHA PSH SO HA BAR HA PS 2001 1050 8667.

BAHASA 10, RFK 260 24 282 HRMS, ERR
KARR 284, BRB286. AARAR 288 HRA

BAIR 290, ATRANSA PEK 258 HA SARAA PARRY

BAFKR.

BATES, QPRAAB284 BEA TARATAWK
“sp”, FPEALBRAGA 286 FRIREYP AALF Vancouver (YVR). A
BIAAPIR 288 AIRESHAA, FAMBRBARA 290 AHIR

“com”3X.

AFBMHARTSE (NDD) FH 262 BHR", FL,

16°F LISLHRASRiFE1SA(ITU-T) £.164 42Pha
LM, ITU-TE164 KAHLARPRAARGHi. KE, HH
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PETITIONER APPLE INC.     EX. 1003-69

200780049791. 5 vow A177 /39TR

GIRHRSRAARHA “E164 “HF.

By RARHBAS (IDD ) FR 264 BIKA 011, FFH'HIEH ITU-T

AREA) PBRASEaRa.

BERGFR 266 BRE, HAHLISITU-T PHA. HK
FA PATHTHAR.

ASEBRDFER 267 LISS 604 F2 778, HAIFH ISH ITU-T
RRBPALF HRY 4HBRRRA.EbARAAM
FALKEF268 F2 270 KARTEAMEREE267 4H ABA

ZY RBA?AARARAAMSBKEWRFS 10. PRARFR
273 KAA TAR BERSZRE AHR, FL, EHTHKEYP,
42 4“Kiondike”.

RA, ERG?TRA LEA OMTHORENSER, FH
A, ERERERAUETAPPLE, PPRARE 31 tok
AHiELRMSEERFR. PRR, TALEFR, BAUS

KE (populate) SKRATFAR, AAMTHPRRA 31 MATSAALL.

REAA P QORAMATEMAAR ERABGRANTTSP, RPA

OF 256TFTRAHREAETH. Ast, Flo, FBRTRAAOA PT
VKH RAREABRPHPAESHAUPASHARTAAAPR
TAP OEEPRSERARBHHZAA, Ash, TARARAPABA
RRREZRAHELEE, APS. BW. NDD. IDD. BRAK. AB

BRA. UREN RFRAKAWKEFR 258. 260. 262. 264. 266.

267. 268. 270, UESZAPORSRATH.

HAR 11 Fr 12, Blae, HH4 Calgary 4 London HiTPHRF
oe

PARSEREHS, Tit, YAP OMARERN, HA 13
+ 268 ARKH Hy ARRA (DID) WRK18 FHBRA

RLUKA PR RBA P SAMRRHBY AHEMSA PSIN WE
#4) E.1645FHKR.,

ARKH, DID ZK (bank table) iGIEPFA FRAP
Ay RGSHEA Fo E164 SMA PAFR281, AP RER272 Fo
DID 7K 274.

PA 14 4 291 —fide-7 Hy London 44 DID FRILR.
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PETITIONER APPLE INC.     EX. 1003-70

200780049791. 5 veooW oO A18/39TT

RI AAP RARERAIZRERAETHH DID ZR, HHUA
RRMPAY, PAIR 26RABfeRILR. B28 ATKRA

Ay et oy FESIRAo30RRAHBPRILRARERE- 18 #.

FASS A 8A, ERBARTHKEYHRGRALHZLE, RE

Jo 10 4 276RARER, FAR RCHHSBH 200 HH

A 6 tae) RC Request 4 GOR" ARASH 154 HARARERY
ARATEE. ASBLoHRERS.

H#A SB, RC LHRH 200 HY AR—HK 257, H—H 257 KF

RC L#EBS 200 AZ RC Request H&P AHRHRMMIR 154 04
BARRAES IHR 10 FRHE4YRFARH 276 FH IDD FR
264 49 A AFR ACHRK. WRI, MR 259 BE RCHBSSH 200

RAF} AMRBG(APH), ARRFYARKH, Hlde,

AA Vancouver 7F ® London 77F °F", FFAR 261 HT RCRBSYD
YA 200 MitHREHRAMRHME A RRARFESHBAM

HRIR. ARLES, BHARSH EYRFMRELH 276 4 IDD
FRA 264 FAAHRA, VARRSRAR. RE, R

263 #87 RC RESBH 200 ALSHRANKPRAAE MAA T

HaRASTARSITU-T FRE £164 BAMSHE,

HH, WRKERMBRBARA, WR 265 HRC RHRBS 200 HeFr4

RE 14 RRORPEHRKAAERM SR. REE 250

RK. ASURMS 14, HATAMNG VE 126KCUARTRHAT
ARF, RAAKAREMOH K.

EAA 8B, WRERBAMHRY PRAHKAMRER 263 A
32.th HARE, WZ 269 BK RC HHSBH 200 AZSHBAMHRK

BHASie13 0) 268THDERA (DID) FRitRAKK.

Al 14 4) 291 —Adek London R™ 4HH DID ERIK GE.
AP ASK 281 FOR PASH 272 WAR 12FHRHRFHATH 276 4

AP AerPRE 258 Fo 260 HLH. DID FR 274 HABE

E.164 BiF-543, 7 E164 BEZIER RK 283. BBN 285.

ARAL 287 FoF 289. RA PAASRBESS, MEREF® 18 $F

& DID FAPHEE 291 FFRAHSALZR, HP, BPitaRAAAA
AAP AAA PR, BEAAKEY DID FR24NKR, ZASRRS

BA PARRY AR BES.
23
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PETITIONER APPLE INC.     EX. 1003-71

200780049791. 5 vieooW of A19/39TR

SKF SB, ZK 269, #RRCHHSBSH 200 RH: £ DID
ERMILRPRAAR 261 FFLEHBAMHRMRA, MAR

meRMIT, HAR 279EK RCHRESR YH 200 HHMHA PSS

270 HASZNARDRS (ARH) FP. Ast, RCLRBRS
% 200 4SRAMRARRYTPAPeTEM. RE

GRESZEAB 8A 4% BASee 275.

RAF RLMTP FT PEO

BAA8A, 275 REHBRRCHLBSUB 200 ALUTPAP
4,2GEM Fo] —HORAK. A TATBAZ, RCHBSBH 200

RARER DEPEPHAPAHMAKS (61) £5086

#) RC Request HGHERASER 152 HLHZI MAPSK
Fh (61) F0F. RENAE, WHR 277K RCHRHSZBS 200KE

erkMRE (APH), CRPPHABRPY, AG, R350

RC RHESUS 200, AFAM TRANSRMARMARA HRTAH

Mwa, HAGE A TTL RERRAL 990090,AAE

4} ID BSPARAPSAAeR 17 4 370RABRH
PRETSRRHRKRM AAP HRP SR.

REBT, AVPAMARARILA 370 LAWREK 372 FHHK
WedkF374,RFK 372 LIEK] FIRFT AY BY nn 1.HAF $F n=1.

HOG SeshF374 RAAT IP WHKRGRSARENASER 372
HRARRHROSAS. FFB 18, Glo, wRARA 4, Wi

5MRMKRHRY AWAY sp.lhvdigifonica.com, #4) F723!
London #2? &21.

BAA 15, 352 BRHABA, HABAye 352
LaeaAMRT 354. RRPFK 356. RAFKR 358. BY —-AB
HFK 360. LGM MFR 362 PREFER 364. RAAWRFE 354K

BA FRIESALSARB. ROMEFARRAR FE 358 Fost

ABRAHAMS, AARBEOP, ZHSHREHS (4). BH
FE 360 RAGES HM KRSYRHAE RIP Wt, HH TTL F

K 362 RAAWARRATATP TA DPPPAEBERRARM
RAE.

RAH SAA 16, LAMP, 366 —MR AK 350 WH RCH

HEU 200 FFEHBHH SE, FHLB HW & 366 RIMFH 358.

*4 DETITIONER APPLE INC. EX. 1003-71

 



PETITIONER APPLE INC.     EX. 1003-72

200780049791. 5 vow of 820/39

uyFH 360 Fe TTL FH 362.

BL" F358 RARHRAPSFO ISTHBFR 360

45RY FAK49FIR, FP sp.lhr.digifonica.com.

RETA T IH 160A rHBHy Se 306, SFA BA, #351 K
etm RC RHUS 200 PSL4YRGRECH (ANB 9), DAZ
Z4RFRERFASALSCERAFEA (702. 704. 706. 708. 710),

HH, WRAS, MAZBSCLETFAPHASHARELESRAG
TARE. tiie, BHRATAA: SKETREFR 02 (89) AR
PHBUTOEERMRS, CRSA APMAASAW LI 4BH
By le] FAS 708 Fe LIL A V/AFAAS 710 FHMAAA.

RRRETARE, WIR 353 HK RCHHSLSH 200 HOKERFR

702. 704. 706. 708. 710 HARMMSER 350 FFFEHBHW SE, Vd

FAR OA MHTHBHWER. CH, FEBRANA A Hee

EEREASL, AMRELRLETIRAN, ABOES
PTUALEEYHERE, ERKPLIHAT.

doRA 8A HR 351, ARAAHSYRGMELHHARHSE
BRFRRFALZABAETA, MAHSRGVAB 8A HR 350 HF
AMayeaeeeTSR, HAR 380 MT, EPseals

14 RB 16HTHBSR. WMRAMTCKEAFA, WR 380 HT

RC RHB YS 200 Frysee SS 14( BA 1)Ri OAMTHBSK.

BAAS A SB, teREK 257, HA 6 HH RC Request 79 & HARK
my PB 154 MA ATISeaKAIREARAVA IDD FH, NHK 381 HE

RC KBE UH 200 ASRMRAASRASFRHAEARH HARS

BAERGA, ALL, BRBRBSZASA A IOSPTHEYRSRATH.

EPREE PY, NDD AAG 262 HS 1. Ash, weRRY MHRAK

ALL FH, RN) RCHBS DH 200 24H 8B 4X 382.

KH 382 48 RC HBB200 PEM" MRA, LAS NDD KAY

ZERITAGRA RRABSAR 10GF FHE4YRFRACH 276 4

AweRAGS 267 P PRBEyNAGAR). SORAFA), MR

384 48a RCKLHPS Uy 20084TAFHURA (ATH) RERATAYT

HEARD, PRARAEA RAK E4HARHAMR

RANFDAA), DIR 386 BK RCARES 200 FTATHRARERARTE
SHRAARA ARRFH AK. AMT 384 A 386 LE, HK 388 a
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PETITIONER APPLE INC.     EX. 1003-73

200780049791. 5 vow  A21/39T

RC HHS BY 200 BANMBLARE ARSBe (NDD) HRAAH
B10 taeeReaeETHRKFE 266 HRM ME ARK
FLPRATHSAG. RE RC HEB SH 200 BAK 263, VAMALAMR
263 FHHRE.

joKER 381, MY ARIRAARAVA NDD RAB, WR 390 HBF RC
AER200 ALRRRHLSRANSEFF HERRHK
Fr3s, BA, FFB IGPHLARELH, FARCHRHSUH 200
By ARARIAT 84 BYUABESIR) EY BOOyARRA,
#267 TIRANA RIRARAS. toRA, MR 392 HT RC KREBS UH
200 HFKHRERAPAF HAMS HY RA, HAR 394 FEF
RC RHSBS 200 FZ4 A KRGHAAMMERIRA, HP, EM
BERGER 10EMER?DRABFE 266 WAZ.
RC HHSBBK 200 REAR 263, VANELATRAR 263 FHSAA
@,

JORAER 390, M4 MRGRAAHSA MERA, MR 396
8 RC HERS 200 AZRIRRAAERASED 10THE
FELASAAMSBKEFR 168 REMRAAWSBRAS
#270 FARBAYRSARAEBL, HeRAA, WR 398 HT
RCHHBBS 200 FFHYABRERAW, FAR 4100 BTARBSU
HARAERAeo10RHERTHBRAGSRK 266
RERMHELYBERA, ARE DRKGZABAOA 10 HTHLRE
TAF HY ASRARE267 RREM RBG. RG RCHBRS
34.200 HEIR 263, VANEATHOEATER 263 HAH HM-PHRE.

SoRAE396, Me RRAAASHEARAWSAKRFR 268
REY BKAWTBKEFER 270 HASMABEHKEF LRHKA, WI
dk 402 HA RC RERBS 200 AACRIMPRAASRMABRA PS.
Asm, RCRBSUB 200 RKRGRALHHREBER, AFRAAHR
my daeAAR LagAPSPAS 258 RGRETH. RARRAL
Ac, Qk 404 HRC HBBBY 200 MPS (14) RSH
R. WREAK 402, RIAAHRHRAHAAFH 258 HR
SHETA, WR 406 BH RCRAUS 200 HF4 RARERATA
who oy Pi eee ey aARA, StELXboe2848 oy SA A42R 275, VARESEIE RC
4 BAtLAUR 250.

26
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PETITIONER APPLE INC.     EX. 1003-74

200780049791. 5 veoW oR A 22/39T

Mit 8B, PUB, AARHOIP, FARBDRHHZA, CN
4a RC HESOH 200 AZRMYMRALERARECAPA Blto
IDD 445. NDD 445. RRRKEE. HET RC KES

3200 ESBGRARGEBALIEBlSo RRA. BIR

ARByfeEFOtAGUZ ARAB, MaeAGARARIAAES E164 9
SHRMARA. DHEHH 279 BK RCHRBSLS 200 AHH 13 HF
KAY DID FRIRHBEPRA-ABANRARE, VA
ARALatayPp S]arPfmy agemy BAT

aL P ARITP et4

HAEAFARTPATPee, HA, TMA RC KBBSESH
200 247B 8B 4k 269 FL DID FAP RARASRFAARHIER
A, WRCRBSEYB200 KRM. HRARAHIAN, RCRBSUESX

200 483k 408, HARBRARASTSHBAHRIRA, FP

HA E164 HAMAS. RE, R410 FF RCHESYS 20082AA

19 PRRRA IHREF)RMAFHL,

EAENRUIRKRALELANR ID FR 500. RERGFHR 502. BK

RIFR 504. HARSMSFR 506. RbDKEFHR 508. RAKRF
#510. NDD $4512. IDD F514 Fo7H KFFHK 516.

ZAK ID FR 500 REFl0 FARSIAR (5H ID) HEH

A, $\t0 1019. RERGBFR 502 RFMEABSRA, RCRHSUEM

200 EK 8B 4410 RA KMERA, RFRAASSHBALHR

RRRAS AY BTUFBASAB BRERAGEWNRIR. BRKAGFEEH 504
RERESBIRHKAKH ARKHS, FABARSHSFR 506

RARESRIRAMARHRRKBHAS. (HUES, REKRBGAA

RNGFE 504 PHRARSMSFH 506 HARMS). RbKEFR

508 RAKETUSBiCRMARHREMR)RKEMKRF, HORAK

EFS RERROR]MKFMRRSHRYRAREK

=, NDDKH 512 RFAFED RKGFSE 504 HARASSHBR

AREATHEY APRA]AAS, SFE IDD FR 514 RGRAY
BRABoroy Bl RARITYESaya

Ast, Hie, ENRDZRIUAAOR 20 HFTHBA, CHARA

ARHAFRAR,

27
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PETITIONER APPLE INC.     EX. 1003-75

200780049791. 5 veooW RA23/39T

BAAF A SB, 2A CRBAMRAS £164 HEM EHBRAME

AARAEIRAT OY BRAAFeRAB, KR 410 HR RC HRHSBHY
200 RF) teH 20 ATTHENRUOR, BENRURAASRKRAH
BRAALFeRBA ACMREAR. Ash, EARP, RCL

Bw200 RAILA ID FRARBF 1019 HENRIK. BMFeLTUR
ABH ID. Ash, LSMBAMHRAMRAP. SHERRAA

KKHZAREKFRB ID HF.

ATA 8B41024, te 8D Aree250. FFA BD,
412 HR RC HERUYH 200, WRB ID BRERAY-AR

TRA TREVARREHHMRBHRGAHRMIR. Hoh, R
412 48% RC HAS BLY 200 RRAA A 21 HTRA HLRHKAH ID
Bie

RHA, KAHANAZTRABREGA DW FK540. 4H ID FR
542. FRMAFSR 544, BHRFHR 546. NDDIDD €5FK 548

Fo iRF 550, AOA ID FR 540 RGA TRORASHRA,
FHLBID FK542 RAATHRA HICRSBHMARHAAKSE

IRRAKKHKA. WASH 544 RGA FRALS eS, IH
ABHRESK 546 RAMUS ID FH 540 ARHAR
4)KA IP Hadt. NDD/IDD $5FR 548 KAKA, HAREFR

550 KART AREARAityAFE 546 HARBEY

PKPRSEAESAYSPOdRA. B22. 23 Fe24alERA 1 PF
RHAAYTeeHItR, KALAPltevA4 Telus. Shaw #e

Sprint.

BaSFA SD, £3412, RCHBSLS 200 RAIA SB

Se 410 PRFHBw ID OHARAIIR.

Bs|F4 A 8D, R560 HH RCRESUH 200 FHF2AB 16 HH
RAHBABSE. Hs, RCKRHSBAys 2008FARHRAHH
aAReA 5RHReS, HY, RESHMAAK
KMiZKRY LREFR 550 ALPARY MRE.

RAB 22~24, AHRKBAP, HAATelus"AK#FR 550 ¥
AARDRF, BUGAKRS BRA HAARAAR 4973 ARS) A 25

PPRHBeyeeR. RGRLRSHRESHAR 4973, HLRSH
SHBAMLHRTRGPRAABHYRVE. RE, HSRRA

28
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PETITIONER APPLE INC.     EX. 1003-76

200780049791. 5 veooW OR A 24/39T

Telus FIXRHRHAREFH 546 HARRIOHSLRFS
BWW, RE, BSD HR 564 BF RCHERSS 200 RF TTL 4B.

ito, EREBOP, TILATAH 3600. 2% 566 REE RCKRE

OH 200 HA TTL BORSA ISHTHBOWEHR. Ast, B

25 4) 570 MarABHHBR.

BARFA SD, %& 568 HRC HBSBS 200 BAK 500, HH
4 RC HHS DH 200 HCTFHRIFRHSRA HELE 560. 562. 564 Fe
566, HEISKFSPERAHCRABHY RPA YP Aik. Ast,
B25 4572 THROM EM A—MD, FHAAA—RHHBNA 37H
HiGRAHRS B—Hw AAK, HH, BHAA 25, 5S7ARHBUBN
MBSR, ZZBD 574 5A 24 THMHILRARRHFR
SRR AMAR. At, RFR 25, BH RRHBRABOHE, UK
3GR) AEBSEBEKeEePUTERARY aEESS

APG. ERR, AIR 22~24RRM HARICRY HS
FR550 PHRLSH RE, SRAPRMSPEAH. ATAZHSAE
BHy EPIheGIhAHRMHAAAR, Bil tc,
XPUARTRFORAREL, ARAL, TAASEMHERPRE
BetAraRAETLEARAE.

Fete 25 Par, PRI BHM ARABZS, 567RCKE
RUBS 10STHEYRERALH, RAZBZIRGFRALH

REACH OMRHSCKERAFA, FL, PMRAS, MMNBESCE

BRREFR 02 LE ACAPREBEATOEETHS, FASE SB
A fHWASAw LIFAAS 708 Fe LI 2k 8 R/T

FAAS 710 FREMONTAAN, RACASRABETIA. WRAL

ARH, VR 5609 HR RCHKBSBH 200 H#SKLERFHA 702. 704.

706. 708. 710 HA BMAPEAEEte RW 25A RBHBRBH ag

BHU ES. BA, £FPEBRHHSAHATS AeEASRART

APPEAL, AREY RLBTIRAN, ELBOW APTAEY—

LEE, ARES P LIHAT.

RAR 567, MERAASH 10 HRMLMAEHER

SEERFR, AHEARAMABTEL, M RCRBSUS 200 FF
HER IS RMBRSSORMeekTSE.

568 KGB RCRHS EY 200 4BHM SBABHAS, A
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PETITIONER APPLE INC.     EX. 1003-77

200780049791. 5 ve WO 825/39

25 K 25A RMBERS 1 eheel14.

 
WRAAA 8A, RERIS, BERID RH BH HALHEIR

HAARASEAKRAM HRAAHAA, WK 600
RC XSBH 200 EAA HRIARALIASKR BAM HEIRATIRAl
HaHRSA. ZREMRERHAA OSTAM, HATA

4)0 11 PaHE. A 8A HR 602 ATER 600 EH RCRBRSBM
PraSHK Bl AABeEPRa OAL Pe, Hao RC HBS SDS 200 A

E18 RAPFH BR. FBR. Hie, foe. +
my BESfoi243RAAFto A 26. 28 Fe 30 PRAHITR.

BAA 26, FYUBRCRAEN PLFK 604 HMRRATE 606.
APAFRREM SRYKARHRERELAHMAPAFR 258 $H

APAALRHA PL, FHABARRAFCE 606 RF—-*+RS AA FRA

PSIN S43HH+ £.164 HMERAP A, RHAPLSR 604A

PARAM MITPRATBARES aR RITP.

BAF A SA HAE 27, & 608 HT RC HBSS 200 ALE
RSPSA 26 HA PEFR 604 HA SATA ARAK

RAF ARIKRRASE 606 AHBARALae. eRE
ZRSARABERATR 006 PHBARBAA LAL, Me 610

8RCKRHSSS 200 MSHS (14) RARERAARH ER, HF
ELSRGREB. oRFEHIRGSHRAKAM BARAAK LA, MR
612 #8 RCRBB SBS 200 AZASELZFURG.

HAA 23, FHRBAPHLRAGAPS FR O14. ASS
A616. AHFBFK 616 PAFANSFR O18. APLFK 614 ARR

PHBILRAKRKHTPOR. 0SOTK 616 RGRSASH
ZEBEHSMHA PLAGE, HLFNSFH 618 RARE HRB
BBZRM. Sate 8 SFE616 KRHA PS MFEK.

vbAESSeLAASAAITP IDK. RC LBZ200 AHS

SFR 618 HASRAFBaFZITPIR. oFOPH, RAMA
FeFRI RBASOABS,

BAAR SA HAA 28, RED BA HK 612, HRMIRA

PIRAaeOFRBICRAASA HSBFE 616 PHAR, A
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PETITIONER APPLE INC.     EX. 1003-78

200780049791. 5 vow oR A 26/39T

MAA CSASFR OS PHAR, MKAATHRBRA, HARE
RC HBSBS 200 OA 32 HRHBHM CRBARA 32 4 650 Hf

RHRAP AAR. RGWABSBAA Sc HF 620.

SeRFteR29 pareget ey esine AMSBFAPHAR,
RIA 8A PRR 622 HT RCHRHS BB 200 HFA 29 HPry HBR

BRP HA OSES 616 PHRMA P, RRRSRABLHAR, VW
RAIA OHRRAHRSRARHILR, HAGA HWSBTRHAS

REAR 32RMBERE. RET RC LHSES 200 4H
5A 29 HA MSH 616 HABERHAP SHAKKH. AO

PHRFR 200 HAR, AFH 32 4 652HBRAH.
FH ARARRASPTARA RYKRYSFBIRELARA,
VAISTRARY HH KRYPAFSEASA PefoSMBH CAPS.

BAA SC, ER 620, BRARBSASORHIRAIA
PHEAMTBHEARS, HABMACABNAAHER 1 HRB

18 PHBPZART, PBEAGED 30 HFRAAHBAAILRPRE
T ARSERTYH.

BHA 30, BHBRILRALEA PAK 6. BAHARSST
626. PLBAHPKFR 628 HAAFKR 630. APLFR 624
ABW ETERSEHTPHA PAL. BAARSBFE 06 RGATE
NSO PALE 624 PRA MTTPKRSERFSIP Edt

RAAB (FQODN). SPLBAANHVAKTR 618 REA TRANLA
HEFERZUAZIRANHK, FLAAFR 0 RARTHT
A PAF 6204 HABHRAIMA PAC RBUTETEAHKRA. B
1b, BHAA SC, £H620, LESBO IHRM. ASR
APRALRHA PASH 624 AAHESEALR, HAEABAFR

60H AR, DALESRBA. REBUTAEH, M1
A 8C Hk 640 BFURBS, HA 31 HBAEARSFSFE 026 HA

RFoR 31 HHZBAHMVKTE 628 HARA32 04 654

HAHAHSP. PHREA SC, K 642 KEBLERREOlde
BwmACA PORPRREESME, RAABRARE
2oeAPA(TTL) fh. RGTTL EMEAHER

yyESP ayeTAyage

WE, AB 8C 43k 644 HK RC HERS 200 HSMAN IP
ol
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PETITIONER APPLE INC.     EX. 1003-79

200780049791. 5 veoW OR R27/39T

WebAAEB 32 64 656 FRMBOY CRAE?. AB 32HB

LAPS?LPIABHHS.

Re, BSC HR 645 HFRASKRER 10FHRHE4A,

UARZBGEYRERECHASASH OFTRAHSEETFR, HA
WKAD, MALASRAETHA. AATHOP, RAGACEOKE
TASFK 02 ASACATEBHTCEETHES, FLEES SH
Af Od ANASAD LI FH8FAAS 708 F LI 3b H/T

FRAS 710 FHZHMHMAA. PRR, WR 647 BR
RC HBS2H 200 HSKFE 702. 704. 706. 708. 710 HASH

MER 320ARHBBY A, APAWA 32ARH. ZASKENF
RASHBON SR. BA, AFSBRAMANT AMES
BRETPRAHAR, MOREE RAETPAH, ABaPTAS

GEYER, ZARB P LENAITER.

BAAS SC, wRER 645, AZLAASA1IOMZ4RSRER
HARRHSCEERFR, RHEFAR 32A HTHBAW EE, FH
RARER, MRBBBAR 649, H 649 RHERBSREA 11
PRRRSAERH, MARKAS ASH OSTRANSCEENF
KA, HAWKS, MMPHS LWA POHMALSEAGRIRSRED

4-6) LI 746 8 FAFAS 708 Fo LI Fak G FAH el] FEA & 710 PF
HLH A, RAZAERABTPA. CRRARA, MR O51
RRC RHSBUH 200 HK5SRIARFRELHHARHSCERTFR

702. 704. 706. 708. 710 HARMWER 320ARHR, APE

Bw. wRER SC HR 649, ALARASRAIRGRERHAAR

HOLERFR, RHALARBALETARE, MRA 32 A 32AaR

BibbyeaSikKRKHSCKERSTR. BAAEA BC, RER 646
aRCKESUH 200 HRBCRBEFHRMS 14.

R4961TyBD

BPHNRZR 1, AFH14 LULA16. 16A. 25. 25A,
32. 32A & 32B FFKRAHBHW ER. FFA 33, HEFHURASLE
WhyAT, FMPea]BAByRAE 122. B33 Hea
Hy6AEEPL,

HAH 33, BHSABAS—K 1200 FH, ZB—KR 1200 HH
KHSUBACBHYLASLEOLEEAFR. WRAA, WARBE
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482k 1206, HK 1206 HHBHHBSAAA 34 HRYwe

(routine). BAA 34, KASH RSFHRHR, MFeel S14
eKYP EE 17 RIEE1100, HHSREA 3 PtH SIP Invite
MPAE IP ekFR 67 FOZ UDP HFK 69 HAHEh We
IP subFe UDP HU.

AVATFEA oP ok 284g (pool) PitFEI1100 RARIKEMA
RHAoR 17, HHAAoe BAATTeeeBY 1100
84 Fl a4) 2238FOP okBeSPY REFeeay IP dedkFe UDP
5AE

KYRA Be BE OP APFERRPae BSRATFRAPRS 7
FoEwe 12 ZAHASORARSMTHe, FER
Be 1S TARKEGHRSA,. THR, TARUAHBAKE

( populating ) I F724) —74RB EA$ HEB. te9 84 1150RAY
AP ORFHRELHRAPRETR, RHRAPAEA YY RSAAAA
HRAPHBE A PHRKRRK, RY, BARRARRMAHAKA PA
KRGFY, AAT, TARAPRAR 1150 PRGT

AEARK ORBARREPaFPRRBOPeS.
A) 16. 16A. 25, 25A. 32. 32A 47 32B OY 1152 RHRARAYPAAS

KR. ARE, MAFBHH SR, RAMUPAKM
HEAR HF HE

BAAEA 34, AXP, TAMHWHFTARDHRAPAE
FE 1150 Pris4APBRIEE1100, BEAM. T
BRL, VAR Aey ATARK YP eSKE 1100.

HEAeAL, FESRARP ok BEEkoREokPRaaIPSYag
WF, WH1100 RRKEHRAYP RS 17 FHPMS 14Ri
okRAST RS 1102, HI ee LIKYSRESRRwe 15 4) UDP

3448HEA ok BOP SakFe UDP HUF. BHBHRERRERRAR
ae 15 HERE. ANS 1100 RKRKZSPEAPREMHAT,

VARA WE BAR ASRTE Hy 7BLO Fe —AKPEEGARRK (carry )
FO HAYRS. TA RBR ARRAYREAPBBRAH
&.

EPG OY PeHel] BSAEdeSAEHK oP Hk BRAY B 1102 2G, FalS14

REA 3 PRK OY SIP Invite 4 .& 1104 Ri¥FAR] Wis 15 VAMIFA
33
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my west&5Kpo17 ieee, HP, SIP Invite HE 1104 BIE

wy FakPy ARIATFL ( 60 Fe 62). "FY ARAGFAOS)UARPHRHSR
Wie 15 HFRABBRBHRAY AS IP shahFokkh Pk SB UDP HU

HAR.

SIP Invite 4 .& 1104 4 8 2HWisiAoSM ForF| ID AM

my wei8IHRISFoIEEAPeBay UP dedbFe UDP 3H

=.

RLY FE 15MA YP oR SIP sdbAC ATAy UDP RU SARE
2 PaeySARS IP HhBAT, HEA AEROPe
& IP/UDP WLFCAR| WIE 15 MBRAGEAS ELBEHFMBBAOHR

wie IP wakfe UDP MUO SLAM MRF (socket). KOH” BF
BRREMRMEYA BEAR, MY BE 15 HMMAPRRO

KERRE. ATRL, RIB 1S OFHRANS 14 RA
SIP OK H& 1106, AH SABER AK IP SFR (A 3 4953) HAR

IP sadbFe UDP US, AARIP shdkFe UDP WU, RMBis 15
PILHRAPRA 17 HPMBBZAR. SIP OK HS 1106 HH HF
oy dei] 38do IP HedLFe UDP HUF, iti IP wedtbFe UDP MUS, KH
Ape oe BEeaOY TeRIKAEFOG BERKARRKE.

RE, FHS 14 PHAPRE 17 RUS 1108, BHAA
HRY FE 15 ATSiHoe BoASEY IP HebbFe UDP 3m

UF, WS 1108 HA HeaA?eSBHRY BHAA

RITEFoNAR” EENABEYY IP BekFe UDP HUF.

WEARS RE 17 REAL UDP HT, MAPAS 17 Hii UDP
3 ORREE TS 12 FOR ALY BIE 12 HFMRE, HAFYE
iS (14) RRS 1110, BHELISRAYSBBA RARRABE
Hae 12 Fok YEBs 12 HTHRS IP WiKRAP RS
UDP #U SF. HE 1110 HAHASHMS 14 BORBARESE
my weFoR SYaAEA IP debtFe UDP US.

vf oy deel 14 RewSh ws 12 Ri¥ SIPOK HS 1112, LATH
FETVAATF HY. SIPOK GOIE74 FoRAPA’. FID. UBF
Bee5Ey ate 124K?aS 17 IP edbFe UDP OS.

SIP OK 4% 1112 HA HELGEBs 12 BHRAP RE 17 RKRGRM

33264 TP edkFe UDP HO.

“4 PETITIONER APPLE INC. EX. 1003-81
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WRBCRASSTARR AHA 25 THA, MRT ST
my deel 14 SAPARKe, RAKPRBSRY BHM
Sp, toLPRMEATFO obeIFE, WRARAMRZ—ABKBIKG SIP OK H
&, WRASSEFH4eoKARESIP Invite HH & 1104.
Silto, 7 Telus HIF, SHAHS 14 HHLAid SIP Invite

WS 1104, ZATelus LFRBRHAFY. wR Telus LEBENA
AGLAIZE SIP OK 4% 1106 RHRERRFELAAFY HE, Mi

wp eH esHe) BS sek He ey FE —BEWY ARK SIP Invite 4.& 1104, LAKH P F—

MLAL Shaw. CRBRE, BAER APH-T+URTARAATY

MKARAFH 4 SIP OK BS 1106 HATHM Hak, HARMS H
& 1108. 1110 #1112 FKHARE. Hite, HY A“Telus*KiXH SIP OK
We, Bobetby SATA IP Hedt 72.64.39.58 2644 PSTN 224%

AX, HP, GROWAAA 22 HRHMAHKAHILRHBOR
PR 546 HAR.

BANARAS AR 1, wRFYHS 14 IA 32RAB, PPRA-—*>
wp oy AEAS EbFe/RIPESGBHAA HHS, MPH PHSARSST
BAY 7s 15 °F] (48) SIP Invite WE 1104), HH, PRAMAAM

AAARATE (BP, RARITE1106), Mfr seHl B14
Mite)yeByaRaeFAPRiko1104 —4F4 SIP
Invite He, RABSSSAP—-AP OEY. CRBKB, BAAN
Ahey EASSy REEak, AAPL, SAMA SPARSa4
FAARF-BS 19 STPMBA, BARRE 19 HFHIS SIP Invite
We 1104 Rik SIPOK 1 & 1106, FALMLESRBH IS ARKH

Ha, VAFELaieRRSSHRERMALATA SE, FA
FE”EBSEARFSSLiKRGMY &.

HRSPFMBEAN, HPsSAFS (ARH) BR
BT HAs A MFHT, FHARAT ID, FLA 35 HERA

EDFRBMSZ HF| teHlSAHSASH NR.

EREP, B35 HefyeesatiViRadeFe] ID
FH 1300. £7 IP ekFR 1302. E41 FR 1304, HH IP HLF

K 1306. HSPK 1308. RAPRS ID FH 1310. HAPRSE
oH Se SPB 1312 Frwesk yp oe BakeH1314. ABS O93 136 SS
ey ID FH 1300 HAS. RIED 3 ARH SIP Invite 4HEIP

39
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SFE OT AR, RTE IP WFR 1302 HAR. PRED 3

& SIP Invite 4.84£°] UDP WUFKR 69, RELEYHUFR 1304
HAR. AER 34 Sars SIP OK HS 1106, RETR” IP WHLFR

1306 Fok} se FH 1308 HAS.

VAR FREFAPRSHRABRAPRSA DW FR
1310. ZAEAP, RAP RRRSH 42. AA 34 RHI1110
RGRAPRREYMUPSRHAR, FAMA 34TRAPRERSE

MS 1102 RAGAP BtBARHIF PHAR. BABSTSHOHN,
efoy deal BSaSeayEye SRA 35RAH HH ZHa-FHy isn

Re.

bdhl BabeHOSsareinRtyes, Am, OSH

48Hi) BPHETSYEFOY ICRAFyfmy deHl BSPRASEhhit

KR. Bite, AFH 36, OHRHEASRAHLHSiRAETFID

FH1316. HY FH 1318. RY FR 1320 Fore HeHl BID FH 1322.

KENEFIRMAaBySsFH ASL, TAM
BPREBHRMSOH EAH )PEKAFREREFRHEE.

Ae$ oy2S14 2HwS 16H KRTOCRAEDS4HST
VA CLIER 35 PRE ID FH 1300 04 A FehhHy ee)TRAa

42%) 892— 1D BAY. Hwee) B 16FH] ID 45 LSeeFy Be]B 4

RUF PY EATSyyBefmY(16. 16A. 25. 25A, 32. 32A,

32B) PHA FRMAP SALA, APRMALA 36 PREoH]

KH 1318 Fe 1320. RBBM, SAFORASTSSABHLSBA
KK, AAA, FHYRANS DD AABHLASEiS oF

ID FH 1316 HABARHS ID BARES. AMRIT
HY, Mf ey eelBesO61.

ESFRAATRA CARTaE, feltedFPR.

HASFA 33, PRER 1200, ACBMHYRAASAETFH,

WR 1202 HAF HoHes]Sos 100 ( A 4) 440K) 37 PraRA SIP Invite

WRIERR, HHRRBBILAB 9 09 256RHAPRE
XA MDIhkFR 704 RAHBAH SPOREE IP WHLRiIRA.

SAA 37, HEEB, SIP Invite HS CISL” Fos] HEIRFH 1020.
1022. "fFID FH 1024. RRA ID FH 1026 HHECRHAMAKRFR
1028. AB 6 paresRH SIP Invite 4 GRAZE. He] ForF| ID FR

36
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A 1020. 1022 #7 1024. AB 16A, 25A, 32A KX 32BRRA HHH

WRIARS ID FE 1026 FoLETFHAFE 1028 HAR.

SAFA 33, 1204 AGESHMAS 14 MPRARE 31 Be
eA 38RHHASHER. AHSEA SIP OKHSR, HALE

Fe, ar] pAoefTD FR 1040. 1042. 1044, HAMPREE IP

WestFH 1046. VARA FIRAPRARA IP WedLAL AY UDP 387 APRR
£ UDP £74380 SFE 1048 Fe UDP RHO SFR 1050, HP, HA

oP ok BEBISopBAREY FoeWePEKEMREAMEM RBZ
AREZIP dash, RE, RT WS 1100 HAE 38 HR SIP OK
HeeRESE IP edeFR 1046. RAZ UDP £43HISFH 1048
Fo UDP "43FE 1050 HARASS, HK 1206 HRFH 22H] BHAT

Bl 34 PpaayeF ey abweFE,

PARCEBSLHSA 34 ApaagefShweFEPikagFa A,

42%, ATRIAS 1100 PHMAR, RAPHE A AHKAZ
BtBRAGAEY BEFORMWoAIHERMANAPMRE

EPRZIP Wk. AR UDP £4340 FF UDP RHF.

BANAFA 1, SRA ZLWie 12 FokBis 15 HSMRBRTH
Ae oe17 AY, TPKEARAHISto SIP Invite 4 & 1100 FARE
APREZ UDP 34 7 FoPRRE UDP se 7.RAEBSH
ALE.Fos|ZSfAMIF, Fo/MAMRBRBidRikLIME.

Ast, HRERELHSMALLERETEM, FoeeS
WEAR OR ETRE, VARAREAotBeEMHN RRSHABES
RSARCH ARKHEWES POARARERARE,
Y, MitGRAPHA, RHPSHMEREMHATPRRKMI, PTE
RFRAHE KiEZRTTPKK.

Hesbof oi

HoFEY RARPY ARikoF wy, Mi) RakFe ay WGey Oh mY He] B14 BGR SIP

Bye H&. A 39 4 900 FLTSIP Bye HE, FHAELIE
FE 902. MY FR 904 FoF] ID FH 906. EY FR I2KRAEMA

Ae, BFK 904 RH PSIN KESBAAN P SA, FET ID FE 906
AA 3 Prae4 SIP Invite WBAARRAS O05 PARRA
mp oy ARGAEFE

37
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Ait, tise, KAA 40, 908 —Miei Calgary 44%" #9 SIP Bye
We, FLEA FR 902 RHA TIZA Vancouver HEZ4HA PA, AB

#\-F P % 2001 1050 8667, "|FH 904 RA FIRF Calgary HARM HY
APL, LAT +? A 2001 1050 2222, #AF ID FH 906 KRAHEYH

FEage} ID 444073 FA10@192.168.0.20.

Fe$| deHi] 14 HEIKA 40 PK SIPBye HS, HAATY HBA
47 BA 41 4) 910 —ARHA, BREAK 912, F—-KH 912

48RFOy Be He BB 100 AFR BARGEApB39 Pra ay SIP Bye
HR 900 4EYaForFel ID FAA ASHS) RC HIE CRFAAR
TH) MMHFR. KRO4KRGHSHPHSGS 100 RWKRAFH
FATBagof OY IPH BS Te) FPAFY$ySRFpFyaape]. HR 916 GHB

afOY SeHel BSBATAEF HPa Be De] omh mY ASE AY He]He A aT) 2, RP

FEFSEH la). RGHESEAEE RC FHLBAS
MRF. CRAM ARGH, WRI RETEN RSS SD

%100 AAMAS HY IP ARERR. B42 4 1000 —ha

do_kpikFE4 RC °FES. B 43 49 1021 —Aatk St Calgary
OYBh ahOY eeeKRY RC FYAEH

HAA 42, RC FHSEWA 1000 GHEY FK 1002. RYFR
1004. "F" ID FK 1006. RFABHAFR 1008. KRPIELNDFA
1010. 4SSEHMFR 1012 HRHFHR 1014. Z4FHK 1002 KFA

PA, BRHF 1004 KF PSTN HAFGRAASA, “FH ID FA 1006
EAA 3 Apart SIP Invite HGATHENKAE—ehARIAT, PRP PS

fi] FR 1008 RAAFHY Of A FCIAT HA, PKPEeR 1010 HR
HF oePoy FONT], MSSMMSH 1012 KAWPARERE
FrHe BY He] Hothak HY fe]fe) 64ZH, FHAsoRRA MARTAF], MB

FA 1014 RAM KA IP Hed,

BHAA 43, 1021 —AHTH Calgary Hae] HPHE RC FY FIL
We. LRAT P, £45 FH 1002 RAA TIF Vancouver 4274 4A

FP & 2001 1050 8667, HRFH 1004 KAA TiRF!) Calgary HAR
“4 AF & 2001 1050 2222. $4 D FR 1006 HAHA

FA10@192.168.0.20. KFARHA FR 1008 HABA 2006-12-30
12:12:12, FFALKPAPER A] FR 1010 HA BY 2006-12-30 12:12:14.

AEDSMFR 1012 HARA 2, VAR 2 HHFURR, HH,

38
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BASRAA SH, eaRIA Hlte “Telus” AK, MHASH

H% 72.64.39.58.

BAUSEA A, AFAT RCOFHSLYW RLS, HK 920 HHH
2]SB 100 FASE RC FH BILBRBPY RC HIEBRR
ZBHseaS (16).

RC (16) #k-FeySikye, FLABHEASAAABHANS

mf my BEAe (AH) ARPaitHFM,

He 922 FRarf ry te]STH 100 AABRskFy a—F, BpsEMkF

Kid Bye WK.

de 924 RGARS HY eh]Se 100 AAPES 17 RRA 39 PE

KA 4) SIP Bye WR, VAARABRKSASE BIE IP/UDP edt
Fos7IP/UDP ALFKRRHTABBERFS. AMARHEEER

Sb, wae 17 REY Ba IP/UDP WARKBF

IP/UDP 2edkZ Fh HKRUREBF IP/UDP WdArHA Pp oe Bak
IP/UDP 343tZIt] OK.

WRAFSKEBEHAE T HAP RS (17), MAB 41 HR 926 HA

wf oo He] BEB 100 APRAE 31 Rik 39 PtRHA AY SIP Bye WK,
VATEFOGAPRRAFYER, HALAAPaBSS FoGK™| IP/UDP 3H
pede5EY FoR PY IP/SH SEAPHTRHRBEREZHEH
IP/UDP 3% 2 WedE= [8] A93RSFBEF.

BUBB, AERP, ARSON, PBEMEne
METHBER. APBHA P, RRRASEEHFHY Btte
fayUSFFoF eH

WorTEMEATFY

BANAFA1, ATAFH LAMARRTRSY, HEYA 293 7
VASPREBIE. THeeaBi. TASRHRMBME. HR
ATMABERLiktoh13RHE,RABeASRLS
WHEBORE YA (LEA) BHARHA KR. Hae, TARKSA O

4)FF 702 ~ 710 FHKE.

ALTHENK LEA BHR, FAB 44 4 1400HBR
BLEA HRY BABA,

39
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LEA RY ZAHM1400 VA F—R1402 FH, F—-KR1402FB

HASLERBREA PARA O RRAHRSARTHRK

EES, URBSHFUSREMHA PHAKRHRGRALH.

WRAKHA PAZ, (aX4eut DID FA (FP PSTN 545), WB HAE

#)8Ae4gkA 13 RRA DIDERIK, KleeHF|5 DIDF
BAKRYAP. WRAPA, (2XRikS AFedHL, WA] VAR

1%ARALA PEAKRMERICAATHFREER,
VA RB) 5FFOyBaaAaee ApeRIALKRHAPS.
KEBAMP, BREDACe], HI AREY, ArseaA
4efmy RakSTaA FARAERSETHERPR,VR

FRATFYOT.

—BPUREHECH, WR1404HFKHRANSALBSEBB

MRFBRTaKEASApeFe/RIKBe LEAKHRH SP AT
RARER, HEFESASARARHHARKER.

1406 REBTBRHRHSEALRSUBRAS SW AHARSARERR

ee eyEEEEREAE.IAS LIARS (702)2EAF.
VARS A A PAASALIFEP/E A. PRAMAL

AR, MSREL. SR), GABBA 1408.

14S HTBHRHSLBSEBALR 1402 FREYHRSHE

SHHA PSL, ARRAA RM SRERESHAKRAASALA

Bi. B36RHBHENSSTAFH ARHE4 FORMSRK. WRK
ARANKAUR, MAWAF4YPRPAUMAP, FARBER, WRE
Sor pRBgAP, MSRAIBHeHNSeAPHITR. MER 1410
THweHSBSBBAR 36ryebseel SFAF|URARIA

KHHY aoF my SeHe) BSRGRAFoF OY HRTF

RBH 1412HPRBHRNBALBSYBSoy pbOHeRe

detlBEFRASeSid FA 1322 HA APRA FY

424)BFOY oP MOI OB CLASARIEHSheAl BSShhIRAEY

id Fo5RHAAF DUESAKRAMAEO IP Wed, TVA

MAPESHRYERRFRBARAPREEY IP dadk,

1414 REBEBHRASKBSURFRRLAN, WAY

HHSRKORFAGLAZAADETH RHSTBHBETKAM E.

40
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BBA 45, HAFHRANS (14) SSFPRS, Fr
42) BEAT 1450 —BaehtPOTae, FPOT
KEEPAL 1450 VAR—R 1452 F734, BK 1452 KTFHURASABSY
85vpohBorySP PeekaPaBog IPdFRR
£AE SIP Invite 9 .&.

1454 RGRRFPAMSASSYBAPRRBRU IPIWR

7fot] UDPRUS, HP, WIP wibse UDP MU FAPRALM
FERBIR BRA YP StBBELYisBh, BTPR4k
BRRFH,

1456 KERRSEYMABSARBSOBAMERY

WRHAP A, RAPALAARESHRAPRS, AS

AsfOY dey He] SFBEYT RPMTAFHICR, KRESSwisA 35 Af
afOy SeelSEShh Hy ARARAL RSID FRIZIONASMARH
BioeBy IP HehePeBRA. REEFURANSRBS
1,28(6) SEEALEFOYaES (17) RBHRY SR. BAR
HSSrRBOE IP ShBEY FH] UDP 34], VARIEA
B (17) MBPMALY PRYRKAAREAS OPRARE IP
stFe UDP HU,

Me Fy hyBL, HEAR ek BeSe FordIP WebbFe UDP MU SPRARA
4k" [P tedbkF2 UDP RU LZASCTARKH. RE, RAPRSEHH
PABREREDREASPLAREBVAAEADSBAMA
ERASE.

A 1458 TAS), FRG MY ae Hel EALESRKHP Be BR

SHE, FAR 1400 HRSEY SAMHSASULRHQRHRMSASH

HHSETRA SE, CAFORLFYRTHE. BHKMSTARE
RABBGRKHMEYHRY EHMEYA. AN, SHSRRAM

4)EY RARAKAMAMHARARREPRAE, HYPewfest

HERP BE BASIE,

Ash, ARBSHRREMMTPRGRRRAAR

25, SEAR PAH OEHALERRABTN, FH RHBSHR
ARotBSBAE, VARAPIA YP oe BGRIISHANA RESHEHE

Lae) BeteEPHPRARE, HP, ARREMYTPH
16SPRAYP ES.
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HetReeA, VASERAAAKASH.

oRBk Y AyRAEFmy PASkEOetmY , MSRSay
JES—, MIKESAOMBHRMSRRATARGELEAD IM LEA

HRY SE. AAR 44 PRY LEA HRY ABM, HB LEA HR
Ba AbHEHUFFEey deHe) BabeEweASAT1402. 1404. HR 1404, 4
FHHRAISAPSRBARSERHTFRHAS, EVECECER

#R(A 9 44 702)ERASEHH.

RG, FER 1406, RHR, FARBSHAR 1416, K 1416
75HeeBRBSEBACASEAMATEAM EE. Hoe, Tmt

Page LEA TRIG SALE 1400 443% 1414 PBK. AePe aeaS
FEIKZI AIANEURAR.

WRKAAMAH, NER LEA HRY BAM 1400.

WREHEAMA, MR GASHFBHRAMSALHSBBIMTA 46
& 1500 Praagefey PROKAP. PPEKAEWA R—* 1502

Fis, P—-R 1502 HFBHRMSLHSUBSEBHRAMSLAT
UR, EZHHRASEAFH WRAAAAT A 44RH LEABRAS
XbBAL 1400 HH 1402 AKRAIHRSRELHPHATHAPSZHEAR
RYFRAR, toRRIFAFHI’R, WH 1504 HFRHLMSAE

ZBeBeR 36rHBHeaAstafyizRPRASATMARY
vf wy Jei] Sid (1322) FerFr} id (1316). KR 1506 RERTBHLAS

HhBESw,SSihitEe 1504 HAFeSidRAMSSHBR

PPLETH(ATH). BILEEER 1504 RSFH

id Fo4PRRRHAMAR, PPAHeh my APEATA APRHEHY
MD1 342k-F-K (A 9 4 704) PRAHA. KR 1508 ABHTBOLA

BRUEASAEeG aA, APHeeRRAES, RARE
KABHD fb.

RAB 47, AFH(14)LETHEN, BPH
4) SALAASEBOTY BREHL 1520. APETIY BALA 1520 AR—

1522 FH, B—K 1522 HRSMASABSZVBBRHANAMBHRMS
FENK64FETYPATISPRRRERS SIP FIL. MAF SIP
ASL RG, PREEILEKERRE, FLEEeH]BAeAH
&.

42
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KR 1524 HRFHHlSAESECBMAMPRRERKAAUAN &.

1526 REFHF Hy HH) BASwBeitB35 areLTH
RAMAAS ID FH 1310 HA BARS AKPRS 7 GRAFIE
ory Be.HAFLER 2 LIFELESSIDRAISHRAPBES
Py 3 ot TD FEE 1312 FHABHBOFRIGA, HAIRS
ZAMRAPRSR—HU. BATASFL, BAPRS 17
FtRAKoeEH Se oT FEMAFYSEPAEYPARBeZI]
TEE. VA BIRR HeBkSe FoTEFEMAPY EKEIEPRBe
ZIage, PRGABehey ee)BE MR FIERA ES.

He 1528 HoHeHSAMSEBB MRFILKRAW ER, FAR

1530 48 aReF HY2HlSSaS 16 RizLRAEK.

ETEZRKH KBP, BHMAMSLAREMFHILR, ABP
my deHel BSARSETSFOFI, AMT, AEDR 1000 KFA
44 43k 1408 Fe 1410, 1600 HTFBHRASLARERHafew

BlBw, WALSHRISHLAS WNRAEAGSHATR

HER 1402 FLAKRELHHALHA PZHEY RRFRA

MA.

HoRAEATHei oy oF OY deHe] BSLKRID, MOF Hl HeHe] ByHseHl

BROAN, HOM SISA FRA SHeaBay| seHl S

ID. Rik—A-F4Hs STUHRSayFHiR, LEAFHiATRAFA
SEMA PRESERALHAPAZHENRRASRAS. Gite,EB
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200780049136. X MA Ek + 3A 1/16m

1. —#PA FREFYBABESHEH AFARFHATMAA
BPMsAK, HRARGEH$Y AMMFYUAMKRHSAA,
PIEDtk AE:

Pe)FOE TTPRREG OY, Bkwh ol HeapRtpadoF wy AIPA

AEFF OY SPRAG HE RAGATRF PY KHDBE PBF OY AAAAL Pe vf
PY, PROP SPRARE PIRYHARRAAKER;

25 IBF OY ARE Hy FOAL PY MOF wy ehHALaFi) HEPRAAA PSL oy
5PIEARF OY FAKLBB, VAR

2 IEF OY] ARSKE Hy DS PBeh my eyFETRH Bl) HKANSEad
KHBHM EB.

2. FRAERAIZR 1 RADH, ZABAS HRMSHAAR
PARA AF OY ESAFSe]BkeeSOFATR,

3. AREERAIZR 1 RHFK, HP, RAPHEFyPARC
eKGEVAR IRS5 hy AEEYHARIRAATARB AF HARRY
Fy) Bobise.

4. RRERABZR 3 HAHFH, HP, RHARABRLFHAR

FfFS, PTR OY ARSSsdSPRFAAKRM PS. SPR
fo SHARIR. UREDoped Bp,

5. REERABR 4 RNAK, HY, RA PRP]PRP:
FER PRG FREBAKRAGS HY AFoRRSAARA
MEATLK.

6. FREEARFAIER 4 ARMA, HP, Ra: ASARAF HY
BRRRASG LHRHRFYAFRS HAAKRHSRRERSHAL
BLAShs.

7. RRERABR 4 RHFHK, HH, RIS: ASARARFH
BARRAE IGSFoKFHARE HAHARHHARSRFAL
BLAaR.

8. AREERFIZR 4 TieAHK, HH, HRI: BeARRFH
AAPRAG 45S foHBF OH HMEAKRY RIAseg
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200780049136. X mM Al B RR B B2/16eR

ap.

9. BRUERFIRR 4 RHA, AP, CRG: ASAEFH
AAPAKRAGARRFY ARS HAPRAT AA.

10. RERABR 4 HRM AK, ELISERRMFH FARRAR
RAZEFRA VA &ESHRARSFAIRE.

11. RESARRK 10 HEMHFH, HP, BAM: BPs

OY Ay ARIRAT VA De eT hy & PEFOYKRYIEFY IRS elHPA
4BRASHRFIIS , MARAE ARIBAAS ID By RARGH
ae
z,

12. FRERAIZR 10 FHRHAK, BP, BALI: 4 Ppikar-F
WH  ARIRAEA ARSEFIFIGN , MATEREHFRBARS
BFHAEF|AB RAABBTPEARHY AARR.

13. FRERABZR 10 HMA, RP, BAM: 4B ARsF
PY Ay RETRAT VA TRAY wyPFREflABRARFH
Bt, AtA RARBGBTPRAT AARIRA.

14. FRERABK 10 HHEMAK, RP, BAW: BPsF
ARRANKE LRT HRSHARSHHCYAREK
EK, LAL—4 RBRGREEASRFAREASPHFS
FARR, PY AH RAAFRNABSTRaARRA.

15. #RERFAIZR 10 HRAE, LAS: SHREHBAMHR

OF PY AARIRAPAETTF IRA! Bl PIEFAA SSS , HEARFYRHAS
a

16. FRIEEAFIZBAR 10 THEN AK, RS: ASAPFH AHIR
HRERSCREHAP BRK, HoRAS, WIESEFO] HAHRARMSH
mery

17. ARHEARFIZR 10 FRMAHK, LAG: OKAHLRHRKEZ,
VARDHIESFoESHARSFRRBR

MARS (DID) FRR, MRARAIHRABRMARGARIOR, WH
PREF OY RHFLA BFOY, oRARI TRQARSRERIOR, WA
PREF PY PRHy DFE Bi SBwf wy

18. #RARFIZAR 17 RMAK, RP, FERAABMAMBEH
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200780049136. X mM Al B R fF BA3/16R

5ROMERYNOE:MHFSAREROARERRRIL
AP A&RBRS FAIR.

19. FRERFAIZR 18 HierK, HP, FERRO2A:

BHTREGRAMHRSEFARAHKRY RAGSHEMRF
PH Fy ARIRAPAB KRY PH SABE.

20. HRARAISR 19 FRADE, HP, AZSHREMRAWH

RFOFARIRAGAA ARFRAGeSHBF AARKRYGS
FB] L425: FSPEBAHARSHFARRAS ERTS
RehAISAKAPSAAA.

21. RESFAIBR 20 FRHAK, EP, SHSHRFUAMARY
PRR8FeBRGY AAKRRAY, HA EATIEF HY FH AR
RAE. TIREAAARFEFARAARS Pikthf| SHHKRH
AMSRMB, HEBASFeas.

22. HRAERFAIZR 19 HRMRH, HP, HSBFHAwRMKRY
PAD8FeHARFFAKPRN, ALASHTA FEAR
YaySVR: AAEMFSSAA. PARPRAY ABepikeh
FH 5| FBSARRFH FAKRHEERSS.

23. $RERFIZR 22 FROAK KP, FARR&ade-*
ASAPEAP HEYRARBEM EE: PRSAIR.
PIROY By BhAEBB A —AARRRSPRS FAGKBEUB
HEARSBAER

24. PABRFAIBR 23 HiRGAK, ELISEHySekBF
wy Jer Hel] 2S

25. FRAERFIZR 10 FRMTH, BP, FLRBMSAMHRAAMAS
AKDHSd: SKEDARESREKGLRHBHIER
REE, ARIAPUAPRERGHBBIR, BRERASHR
EHRAMHRS FARRAHEyAaa5AHEX,.

26. FRIERAIZAR 25 HEM AK, RG: PKRERATHRRAS
PIESARIAAKRARERREE, ORSRMARH
FAKKHEYPREFLR, HRBHARESRARERRAB
RMHIRADKKR, BRSRGASARSHBAMRF FH ARIA
yByaRrey EE hagSHEX.
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200780049136. X mM Al B R B B4/16R

27,AUBRAIER26RMA,RO:ARBACH
AOE Ol A HRIRAFo5 ARFAEBGIRASPSRAIZRAKR
ey BaeeB.hy A ARGTEheBHhy TY SSoP BS,SERA BS TR) BioeA1RoHR,
PRYBRIS.

28. AERAIER 27 FROAK, RAEHABHRABHH ERA
SHASHBRHHSRAHRS.

29. FREDFIER 4 RAK, GIS: HARMSHARK
HROF wy ABFoHROf OY MR,eSARMSBAKRHAPA
eh ey ebAePPIRSEROP OY teeae,ESFePTILM|FAKRAPEA
FROPy SeDARAIRFPROF OYHE

30. —#HAUTEIA, RATERTEPRBA THRE
BPATAIRIERFAIZR 1-29 P4E—RBHAENRA.

31. —APFORHRS, ATREY FHGFZAMARAP IB
AE, RR BRR GIES FY FFOAMFO HAKRHSNA, HERSLE:

HUBS, PomPeTTPP RAFRIEBRRHORMFG
YARRA;

SREB, ATARGES ARFOUDRAFHARRHPRP
EF OY OKHy FAA Pi] SBOF wy BOSE Pe AoF wy

AT SARENRDKABA MBF A,PHIRBAERA
LHS ARREHAHBKARYYHBHHaHRE;, BAR

FTeKAHRFH] AHADHBFHy MY) PH ZTHY SBPIAA
6MRMBHHREE.

32. FRERAIZR 31 FRR, KP HREKRARTR
EAVES BARRE FARIAAIR FYFSHSeeBK
TF] ATER,

33. FRUERFIZAK 31 HERS, LAGHERA, ATHERAE
Jef wo) BitFePRAAATTPKRMRRER, ARRAS
hy PRFY ARIASATAR Bl gEARRAYBEIT.

34. AERABK 33 FRHRS, HP, HRBRALSFH,
FEAPIRFO fh HS LIES PRTTPAKRMA PS. SRTPARA
MARRBS PIRITPKRBYAFPYARR,
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200780049136. X Mm Al B R fF BA5/16R

35. BRERAER 34 FARHRS, HP, HRFYUPARERTR

HewieBEA ATEFY ARS RyAKRaS OFBehoBRRFOY

HRAABEATOR.

36. FRRFAIZR 35 HHEHKS, HP, MikfFSeww RR

GRE, MARA HEFHYPARARMTREWRAAALRRS FZ
ABHAEG LIES FHRFEFREBAKRY BRRSASHALA

HeEy.

37. HERAER 34 FAHLS, AP, HEPFIRBREHAAR
SRE, ARAYARERTEASEGHZ
MEREAG LIES AHFAF YAKS HAHARHY BARSASA LA
HERS.

38. ARAEARAIRR 34 HERS, HP, FREY AERSCIERRK

PVA BPPAEF] PARRFAMPEwaeBHA ATERFG HY HARI
At2G 0485 FoiFAREBFKBRAGAhaaD.

39. #RAERAIZER 34 FREOHKS, AP, FEPFIURERAESBK
ILE, BKPikfePRBBARTRAEAASHHRRHHA

AREHKALAGSESIEFY AREHHPEIAA.

40. ARERAIBZR 34 HEGRE, ROARE, APA
BOF OY ARABAARTASARK, VAP ASHAREA

FRIAR

41. RERAZR 40 FRHRS, HYP, HRBAMRERARH
WeeSy: BARAEO HARARE TL DF5PRE HA RAYTR

FYREAOPT ROY RRSAAPIPAS, OAPAFOY AB

REBARERF.

42. FRRAZR 40 FEHRS, AP, HRARRTRE
weeBA: BARRE ARRBA ARSARFIIAM, AARARF HH

BPRGBRAARSRF, HEY FA RRABTPeak|FH
RAF.

43. RESFAIZR 40 FRHRS, AP, HARBAMRERTRE
WACBH : 2h PEAREY He ARIRAVAGRAwhPYHISPB

AAGSSIPR RT, JEPeH RAABBTPARASYHIRA.

44, FREARFIZR 40 FEMS, BP, HRBPAMETRTRE
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200780049136. X Mm Al B RR fF B6/16R

WheRA: BARE FARRKELATESHARSBSP

FBOFOY HIREBAXDAL—4KIRAAHAIEFHAR
& RSP ag PHRF AHIR, HRY AB RAFe RANAaEF AT
IEGROG PY HyARIRAT

45. #GERAIZRK 40 FRR, HP, HEPRRERMTREHY
HOE: BATESHBAMARGEFRATPRAIARHA

YASAEF OY SpKH ALAR ASF

46. BRERAIBZR 40 FRHRS, HY, HRPRARERTREX
EA: BARR HY HPMRARAHMSMA PSBAEFHSK

HFA WFHH

47, FREDAIBZR 40 FRR, LABRRRA, ATHRAH

FRRRHEVAR BSHIEFHoPESHBAMHRFAIR

FULARHABRGQARS (DID) FRiILR, ABKPHRPRSERITR
yehEA: SRAFAARAQARSERIKAHEFYPRABA

Petey, HAARARQARSERULRNMHLFYPAADEM
$4.0f wr

48. RAERFIZR 47 HAEMRS, HY, HRBPAMBBHY SF
ARSRYREARA: FEARRESARERR ARSBRIG
KRHA PS ORRERPSRAMBH.

49. REPABZR 48 FRHRS, HY, HRPARMSBRHW EF
AKBMTREALE: ALAARETHBAMMRSFRRARK
Ry?BASHAMBRFHAAPRA KARHY YP BAP.

50. $RBRAIZK 49 FRHRS, HP, FRPAMSBHRBS
A FARAHESHBRAMHRSEY FRGWARLS LETHE
emRSBARRAPSMAHARHRE.

51. FREPFAIZR 50 FRHRS, HP, HREPAASBHH EF
4FARTRACE: FACIEFY HAIR. PRSHBA

BBE ARRAT ABE PRAOY ADRRROA DSOR AIR
Mh, HAPATEyhRKSfmeaB.

52. FERABR 49 HiRHKRS, HP, HEPA MBBHH EF
ARSRYREeaeBH |S PAF AAARYHRAHPRR
toFAKBARA, HAFSAP MEYRM: Hepaeye

7
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200780049136. X mM Al B RR BP W/o

SB) —A , PRATFH A BASPRYH|FBSRAF AAR
RHETPRARFS.

53. AUERFAIZER 52 AGRE, KH, ATPERMA MBH
OH oOESERTREREADFEARPERP EYRite
FRAGRe OR AARIRA, PPRPOY ARABAl—FHAFIRUA
5 PRAF FHLKEEOHIRSSFE.

54, #RIERFAIZRK 53 FRHKS, LEBATHHREBHY ERE
Bl of| ZeHi] BAeEF

55, AERAIZR 40 FRMRS, HY, ATPLRAMAAHRAK
Pay PKGGAYaRRLae: ATARAHRAT
SRERGHAARHHHitRMRERUARSAATRERUBY
BKROEE, EREKRGEAKGHREGFRAMHRE APRAEY
—ap44g he4)5ABIRX,.

56. #ERAIZR 55 FRMHRS, LEBATERHREAABRE
FaPRBwh RIABKAARMBAY5HEBHAIR
HAARSY-ARAFLRHRE, FRBHMPRASAAUFRS
RAL oYPRIIRAKK, FERGRBAGSAREGAMARY
PH ARIABy—SRAHAE He Hy -SABARA.,.

57, ARERABR 56 FRHKRS, LABBONERTS, VAR
FEHRSHRAREFARRHe‘KARTHRBBIRKS?
WEARRABKKRSARRORROH RRS. HR
FayAPARAEMHY MPBRE.

58. #RERFIZ 57 FRMKS, LAEBATHALEHRABHH SE
$8oe By A0gISSFeHSORE.

59.ERFIZR 34 FROKRS, LOBATAPREORE: 18
PRR|AS LISRAHAFPRSTB, ZSAERG
FAKAPRAE ETHASBEI, BEAHRARS
#5Fe KBRAY TIAPhERRATASR).

GELPA
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200780049 136. X Mm AL BR fF FAB/1Ew

60. —FraHA, AFAMAA HATFARTIBHHS
43HMLS, PREde:

RFAHIR, LIA FRM FRE ARARMSATPKRFT
FR:

WPAPA;

LEQARFER, GEM TRATRSSNIPAP SHARAF

APR; AR

ERG ARS;

YRRR, CIA TRA FRSREADPAPZB
AAA KKHFR:

PRIARSP O47 04 RWSL,

HseAITPZRAPR, TRA RTPSaEYBR
RSShIPS PRA MITPKRA. MADMAFRRGA
TREHRIAPRACITPS.

61. —#PRHBHA, FRMAAP OATPLRBRAS
1%FagShhIRSis], PRaEeeHh dE:

SBRNRCR, LEA THRERBHSYERRRRATK
RFR; UA

BAAANRLR,WMIULHREBHDPARAREAFHIRiz
KR, MVREAWNRILR, BATRAFIRSMRSAKR
4)

FEAF id;

eeRFR id;

BWA; VR

HHBK,

Wy HIRERFRASRSRGR,RFTRARERGR BE
BRSBLASKARRABHRE.

62. FRRIAMATSiewTaA, AALd:

9
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200780049136. X mM Al B RR B B9/16ewR

HEBBALI] FA;

HAGABTPRISasP MKRHF HK TH I] S hy PRR
HARE ESRBIRPpiERBAS TA HR PAGA KSFo ty Be
By Ay4es WAR

m6) BLTApiaatae5 FRGSHAMRKRY iH PRAPERM
B44, Ppikit PARA LISR—AOB—tt HAM, PRBoMAeee
AVEEFTIEESE4 BF HA

63. FRERAIZR 62 HikMAKH, KPUPHAR —HeAde:
HRSRRSAAPL, EMPTIESTHRHE OY Hd FoTHR
KERRPZ,

64. FREERFAIZBER 62 RARE, HP, PEPABoMes
PERPRA,GRRERKRRER RAHFBREEA —etaAe
PRIAttHMZSGRYHEB —ttFHS.

65. HRERAIBRK 64 FRHAK, HP, PEARAo—N wads
IPIRREFeAAPMi] oyZIEHPRA —hy aA.

66. FRIERAIZR 62 FEMAK, LAARERATFRAR

AtYAR TSRRS HAARRK, OE a He AA— od He
MKEAR,

67. FREERFIBR 62 FRMAH, APHEHRSSZEANA HA
4é:

FAREEPRIK, PRICK LISARABE. MIMERt H
FRX;

VAR

HAEA HE BILFFPRAMFoPREHP HBTFa,

68. TRIERFIZR 67 HFRHAE, APARBEAPRH RARE
SER VAFERP HEYMR:

5HREFFRRTFHRREFA HBHAKKAR;

5 FRGRAHAKRRKRHIR, UR

BUEE TAMYER.

69. FRERFIZER 67 HRM AK, HP, HEHRSZEHA PA
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200780049136. X Mm A B RK fF FA10/16R

ARIE CFEFRA FAR YPEH:

ABR, HLS KRKFMESEHSKHOMKRHSLENRD HE
AS;

HBEAICR, HHRMESEHREAMKAR, HFRPERAULRBE
4PRISAGSRAKFAHKRBHMREA EA;

IAPTH aepnitR, BAERGARA.

70. #REERAIER 69 AiRHAH, ROIHRREFRRSAM
ikEHAs AS SOEA) PRAEBAERAH H A) FoPRBBist RK
TARA P HEV—-AZFOREHAHRABEMRA.

71. FRERFAIER 69 HRAAE, RABEKARHRMSE
a7ETiASSSE], LRMEARHMMHRREA EBHAHR
EssZAR.

72. ARRANEBR 69 ROH, EVITAaH
25He AY 1] AREAAasA], VA RAE HR PEE HR PeAAePRSoF HB‘
RIGSSSMt le] VAR,

73. FPRATE, KitRATEDAMBAATBRERES
Wh BPATARUEARAIER 62-72 $4E—AAIRAEAGIS.

74, —F#PFT7A ATPUATIOEAEAIRS, PFHRRSAH:

KhFE ZS wy, BH

HEMTEPM, BODHRLESEBHSAAATREHRAe
2S IBMTEA FBRESFE:

HEA TMSHAPHA;

HEEA BETERMSEP MASAMLEMASRR
BREDRERBRBPRBA)AhaSVFoey B—
Ay T)4e; EAA

PA) AL FPROYaife5 PRAHAAKRAMFAS
HE, PPRIT PAX, C46FR FoF —7+ FHMB, APIAB—otA
iEALTMEATIOSSas04 AF IA.

75. AERAZR 74EHRS, HYP, HRSOIA THEM
ERSBeKE PRB!’ AAKAIRIEMALILAHz&,

11
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200780049136. X mM A B RK fF FA11/1b6R

HAT 1] FoFRESAMP EY—AaBS>.

76. ARERFAIZR 74 FRMOKS, HYP, PRESIATIES
RabeSweaRitFHARRRPEPRS —otaS,RPRS
BALBFA IERKit HT APAF — Oe MhipeRFitHe i]
alHyZZEHFAR—ttFHRD.

77. REBAEZR 76 HROHRS, HP, PRBSTHA
ERBEEBPHA SRAOKMRAMESHFAARAM4ess
HePIEFH — Bt HA) AAePIEHSHF ZTHH IRB—ad AAA.

78. FREDFAIBR 74 HERS, HP, HRSATIS
EABWSBBAHREPRAFRAAGER—M-)FSARRE AA
KKPIR, HE AT NEY AAPR—RHRAGES.

79. ARERFIZR 74 HHEHKRS, HP, ATBPHRRBREM
HLPERBAS] APRISISA FHPARABSBB
VA PRE4S:

REEPRIK, PHLITRLISACHKAI. WIMAttHR
A;

VAR

HEEEBAYFTHRMSREM FBSH,

80. ARERAZR 79 HHEHKS, HYP, ATPASERK
FESREEBP PR PIRAD FR AY PTRIBS 0.95Al FSHPpaAb weShth
VAFERP HEY —MGs:

HREFFKRTARREFAHBHAKRHILR;

45EEFAKRAMIR;

RUSEAWHER.

81. RERABRK 79 HFRHKS, HP, ATRPHRARBREM
HFAEBBASI] HE AAPRGSEISA THRASH
REAFEA OyBy—MBS:

WAAR, BLEARFTHRMSHBHAARAMSB
bwAe;

SEEAIR, HARMMEMRRAMKK, HRPRAILRBE
12
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200780049 136. X MX Al BER Fe BA12/16R

5AFARSERREAMARHSSANREA KA;

PURERHR, BRASHARARA.

82. AREAFIBER 81 FRHKS, HYP, HBVTHT
KHSEBRREABHAMEEatA.RR
ALM AEAKAURREBTHDRA HEY—-PZARA
PRAAsBY Te] HH A ATES.

83. RUERABR 81 MHRHKRS, HP, RRSCIEM TPM
RADEBIRPRISAsoaAA GESETAH
BEARBMHREATEHRANMCRAE.

84, ABARFIBR 81 HRHRS, HP, HRS276A THA
KAbBeBILAARMASSsISESSA
RRRRRBoeHRY CESAREANZRH.

#EABLETALP

85. APA FUERSHKRMEAMAK, HFK:

Fy BL 3h4ESasOY TE HTHSY Hh HRAtnHTKHE BY H ;

reBt TABH —AT SEMToRIBAEHA AP RROSE
BY 4daePOSAG;

reBLASSPORSAEPRKPR,

wey BSASY NE AE SE A BE FA Fo PYHGTSSas AY TA ho ORS PRS
ATRSHREAMKRHKPRH, WR

mf BDAASBt 1 SRE HE A FePRMSAEH MARE HRB
ASARSPREFHKEPH,

86. FREPABR 85 HRMAK, RP, AVATAR —PUHHH
48:

Ph AFR YP ogByMR:

MAGA,FRRAEAS Hy HBB cy HeteARTPREas
FAKAEX;

HEAR, SARESEOREAMAR, HRPRALRBS

Ai11) AG Se Hy A foFFRBAAHS th TRAERHART
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PETITIONER APPLE INC.     EX. 1003-136

200780049136. X mM A B RK fF FA13/16R

RRA; UR

Bit, BRFLANDRARA HERA; WA

AEA AVILA PARAAHERSTH RA,

Sib, PRR th ITAAFRALIF7HFl FeF— —it K
i] fa.

87. FAREFIZR 85 HRAH, HY, ALHEA-—TPRENA
46: 3 APRESSRETPERIAM, APIR —
WYHeaTe] THEFPIAAitH Al.

88. FERFIZER 86 TiRMAKR, HP, ALAFALA—PAFH
@dt: YARISGSMAFARANPER, BRK
ARSAE HRSGt HE RREAEIHoPIA — hl MZ
ZZEATMARANARAMABD, LA

% PRHASEM , HEBIKASRHAPREAE
[i] FaPRSAZS VB

4 RERRAFEM,HAEB—TKRARa
fa).

89. AERFAIZR 88 HAR, Rass: SHRZ-—TPAKEHA
KFREFSARISRAWPRAPKRPIES HOT ALAA, AD
FPRBKHat fe foHRSAIEA PKRYER GS
Bey TE] Bi ia wa EH —YAK HH HTI

00. ARIERAIZR 89 FRAKR, HP, ALHRAM—PAKTa
C1,5646PIR—IKH BtGHPHAR —HT ak He BS A] ZA aZ

91. FERAFAIZK 89 HiRMAH, Ra: SAHRA —TPAHH|
KFRFFHAHRBRAY HAAPKRPER KOBAT, HS
PIRAL PAB KRYPLS, HOTSIAR,

92. HAERFIZER 90 RMAA, HP, RRPHRA PHARH
EP RB LIEBFRR—ael FoPRSAT A PEA
HILAL P PB.

93. AAERAIZR 92 HRAA, LAHAATHAAPA
BRM P RT WAR,
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200780049 136. X MX Al BER fe 3A14/16R

94. FREARFAILER 85 HHRMA HK, BASH HRAR—ADKFI
FE AEA PAKPESHTISATPARA,

95. FRUERARK 85 FRHFA, LAIAATHLATMH
Fe) va PCR FL PS, HBTA

96. —FPitHAUTE, BABA TBARSCBAREG
BR 85-95 PEMPiHAKES.

97. —#PA FRESEARTRMR, HRKSAHE:

ahSE ZS wh, HB:

HHMTRA,5PRBBERATIESTRA
BBwhaATFETED:

reBE TE1SSeAYI OTAHTT HARA taSHATaKeB Te ;

obs BL PSRATUSE BH HA fo5 APSRAEMSaAPARSB
BTaaALPPE

eyAL TAEyTB) AL PeA PR!AEAPRRRR,

ve) BL FePAS TB] BG SEA FA HoPR1SSas AY TA] oRPRR
12RFFEAARKP RR, VR

oyLFAAS AY ARE SE A AeRISSERSPRR
AZARSSREHFKMKPPR,

98. HREERFIZRK 97 EMRE, HP, ATPHAALBRSEB

FePIEOyaHe AY HA a4 PIRFESOde:

ATFRRRERBSUBSREREEURRAFRAP HEYAW
48+:

MBAR,HLS KKFHRSKRBSAMB
8 Al Fett PARA;

SKLAR, SHRIMENREAAAKAR, HRPKFICRBE

5ATREESEHREMARHSEMEEA HA Fett
RIAA; VAR

RIIR, BLAEREHDRAAPH RRA; WA

FFARR ICRRTRARLASRRAZAHTRANRS,

ld
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200780049136. X Mm A BR fF FA15/16eR

FPRIRAPRALIEKitHK I]oR —it FH TA] AB.

99. RRALR O7 HAHKRS, HP, FRATRTRALBRY

SEIRTOTAL HE BY He] IRSeLZE: A4RESEAFH
FFAERit FH Me] GALIBF PpseALEB we SBSIRROKFH atGR
ASTHEF iHFS.

100. #RIEARARR I HARHKS, AY, FEATRHRABSS
3AEPIEFH — AT AK He YT TB] AGES LSE: A ThPRAESoeA He KF PA
RMSEHANFERRETS, CRRATAM HER—HKi
ha Mt4028feS78 BY le] Fo PHABARAZZEHFOER—H K

ll ey—BR; VAR

AF SAHRRRKFEMRERBSBAGAER—AKH At
TAPRR1SBGA 1] FoPARKSMAM, WR

AF HARPRAKTENRaABeIGRBKT
FeAPRI1SSasot A AIBA.

101. RAERALR 100 FRMHRS, HP, HRIHTRN
eAVAHAS:RFAFHERTMKATRSFSE
381oIRF4PTEPBKPIAS, HTLY, GRAeEeho
FHAREMRFPEA P FAKRAY PRR —Tk He AY ME HePIR, H
BY Te) 4BRA ES —FTaBe TT

102. AAERFIAR 101 HRS, HY, HRAFRHALHR
2,ShSPIEHe —TK HE BY TE] 84 FESS OdeA FARaEAkBeRGSR
Fe —TAK He AY TTRA PFIHTKHE ATY8gGES.

103. AERALRK 101 FRHRS, HP, HRPMTRIP
DADA VAA: FTPRRTMKHT ATRETSRERH
ay PIRALP ABRRYPE HE AS ALY, RAEEShsSIEP
FAAPRK H AT ASRAB,

104, #RAEARFAIBZR 102 FREHRS, HY, FRAPRHEE
WARERAPKRPRAMSEATRARERBSS
3bwyJTPIE—OT AK He Te] fePpRSAPORGPO
FitE+.

105. #REARAIRK 104 HRHRS, KP, HRPTRTE
SALAA FARPERSBhTAAPARALPRR

“PETITIONER APPLE INC. EX. 1003-138
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200780049136. X mM A B RK fF FA16/16R

ARROES.

106. RIERABR OT HARHKRS, HY, HKEHRMTEPALS

ALARFFPIERKAFSAIPKRA PIESK, HA
AB BY4ATIKAbFS BE wh, PRISBIRA POTRHRAIS.

107. ARERABR OT HRHRS, HY, HRTEMTREPALH
BAA FREERS ABHMTHAAR-TAHNYRARA PRP
By Ta) BRFES.

17
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200780049 136. X i HA 1/440

PEAT PBRHBHH ES

1. RRA

KRWAGARIP BHMEVABA TROFH RMAKPRS.

FARBARGBIE

AasMat (IP) BisIP AS (RKAR MRAMER
HFAS) ABARATEM (PC) Hae. LEIP BER
T “IP 3” (VoIP) Kt, APRAIP BIS HEBRee
PH PY EARIKFadeNkMIEFOALIAAHK Hy4EB.

IP SARA IP WSRRAIP MAAR IP SBi,
VAR IP WSFatoAHFHTSE (PSTN) 4 KRHRBBM 4H (SCN) Z

RRBFH], SOR IP RARESTAR 7 (SS7) HX, DIP BH

7]% IF] PSTN SHEE.

PSTN MRREZRH ABTS, CMBRESKAFAWFY
ARFAY LISA P GAGEarfPY BByyAAS. PSTN SARISA
ASFCMASERAASMARRPSRP, PHMATAWAE, RSMA
BPRRSPRREEZKRERAKC MAYA. PSINARUHELE
HH, ARRT PHS, PXARKRHFURERKE ARREFR
PRAR, MARAKREPSEBABKANHAAISHRPRLAAS
A)SKAIRA+ BF.

SLA HY VoIP RABELAR BR (oP. WERRAF) LB
RAT IP BEHSEAA(SIP) PRRAASRS BARA
, KPHER GFKMEBAYFEE (BAAAZRHPRM
7) SS) BAER IP WSIS.

RAAS

18
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200780049136. X he WRB2/44TH

RA ASREARAH—F Ow, RET AA TREESUBeS

RFFHFPRFHALZMARAPEEMHA KL, CRABBY
FORGEFARAHSNR. UFEBR: MAPFHPRr,
FEW ARIRAFCAG|BARRA . HAILMBARA HF FHRIA
ADKFOSPRARERAGS|PRHDBMSFYRFAA SBeF Oy. ix
AEEBREF}RPA ALA BFmy epFALaeFl) AeFAA Sea5
BFFAKALBGe. AFEELGRLFYURPRAADEN
bertotPERASAMBH MAMHBHH ES.

AKEPBMS DBFAARIPRAFY HAE0oFae
fi) BSFEIKISFOF OY AQT,

LEFF OY SPRAREBISKBERAR ILR, BIER|HF
HyARIRATARA HF|HARKAFBE.

RHBRYGARB EH ARSBF (dialing profile), °FFR
54BSHAAKRHA PS, SHY AMKRRHM, URE
ANF0 FBPE

AFORETPA: RGBepMAHRAGD,
FpeyBeBef oy HeSHetRK,

RTPA: ARBREFPRLIS ARRSRF (IDD)
FAAS, AB RRSRSHHO ARSAR,

RYTPR: HRREYFPRLS LSA ARFRF (NDD)
FARMS, ABARSRFHFHYARSAKER,

RTPA: ARBRE APRALis BRAAS Eeah ap
Sy, BERBRBSFHARSBAAR.

RTPR: LBAEY FARAHKAASASZRFSsPH
5BA

BRET DGBRRBHREAAREHRFRAYES
PDARG|BARRA.

RRAHR: BRE ARRAY LkFSFY AAKRahHy
FBAS PABSY BRRSRFASIFIG AY , ARF HY ARRAFAR ID
5 RRSAF.

ReKACYHAR: GARPY BARRA BARSAFIS, Aa
19
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200780049136. X he WR 3/44

FARPHBRAARSRFHHS SY FARRAHA (prepend) FAF
1 AARTA

REXALLTY HB: BRRFH AARRASBF HARRyawe
RRRRFI, HeP el aRAGABPRSBIR.

RAATHR: BRGY ARRKELFbet BARS HSAT

BATH ARERBH, L1L—RRAGRBEASFHARShe

P abetFARA,EY HD RAFRAHLTRS FAIR
AF.

BAETPAY SHBAMHMG| FARRAHTTPRAIA RAR
Seat, FEM PY PRhy ALA Ph Seewy

GAETHBRRMGO FAREAGSHSOMEAPEAK, HOR

FAY, WAHF HY HK Hy FEA Be SFY

BAETVHR: RAHARHKEAREE, ARHKAABETHO

SHABAAHARGY HAIRKRYBHGARS (DID) ZRIDR,
RRARRAQARSERIER, MAFHYPRABRA MBFey, eRAR
RARAAARSARR, WIEHEFHYPRAAEM BH HY,

FERNABARMALHPEMBONETHA: MAFSERAN

BFERIUCRAKKHA PZ MRAMGH AHRIRA.

FEBOKRTTR: ALESHATYFRAMARM
PRG 5S FoFFRRAFAKRYAA.

RyEHRKADARF HARRAHKRRSSHerp| ZF

APPRARKRH YG BAA THA: REEHBAMHRSGFHARIRAAY
BAG LRPFUARERAHARHA PSAAR.

4 betelFARRSMEFARARAN, CHE

BRPLIES OY FARR. SRBAMMRSBARRAAR’RF HY
FABRAFAA SRORARRSeOR,HSOkSF
2A.

4 Ehey PKKPFRFHRMHFKSHAN, BAK

PRARAESRATVAFERP HEY—R: HFoHBSAA. BF

HLBAFPY 8] ESSef|AFARRHEOGRE.

FEBHMLTPRFLLAAFERY HEY -RHBROBH
20
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200780049136. X he oH RB4/44TH

RsROEOYARIA.OFOdpyaEBB)aoARIBSae
KKHBEFRESE4ARR,

BAETHRBCRAFHS,

FRRMAAAASH MAMBO ETPA:RRRBHRES
ReRGRRHSDiLRHRER, URSAAUFREERBWI
R, ERERBELA5 SHRAAHBF HARPABY—de Be
4-5ALRRX,.

BARTPRRREREARESMWARAKARMRES
RSE, AR5eRKRHEV—-ARRALK, GMB
PRESALAA FRERBHHIRAM, CREKBRLASEHK
RACHARFPIRA Og By —SepFagSAGHEX,.

BHETPBR SHBAMHRFY FARRAHSKARFRBI
RSNARAKYASBARABEB, H+
A&FE BY Ne] giHeEY1ahoAOP

BRETPRRLEBDH EBBHA RBBy BeKBoF
a2HS.

GHETHPBARREBS GIERAKHAFOCHREOYGe,HE
ERSBARRYAPRRPSEReen,SoS
1)HABAAPah OERTEROPEA

MBARAHA—AH,BRKT APPRHRS, AFRPENZ
FoFoy FZ)RRP,HARLIESFBFodkt| Bay KAY
ENGR. BREOEEKBE, APOMAPEMTPRM MHahIoF
OY FyRRIRATACS|ARIA. DHRSEGHEDARE, AFRESH
Py HEARAFHD KRYFY SpKARAIG OY PK Hy FAAPPYRANSE He
PEPY,RBIEFehARKAMSF ayPHAeaAHA
WsbaSakteSAKAHBO EMRE.BRSELOEBAT
Hof ey APKHALSFwy aFAeISIARMA WKB ES
HE.

HUBBARTPRGWHEHWARE MY FARIATARA MF OY A
TEEAFOY Seel BSAkeSOF HY ATER

BRETERR,APOR IGGSHBeeABIT
PHARCRYHRER, CRRAFHBAIR, HeFHReS

21
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200780049136. X he oH RB/44TH

HF ARIATATIRA AF AFB KR,

FRYLISS HY IS,BAF HY HHHITPF HKRRHA PA. SH
FTPABATRIRERRTTPRREYAFBARR,

wf oy HESakoyPREWeBO rea]BeFogFf Hy AH ARIRA AY
AH, PikfH]BtHof ol SRSAAR,

reeByLISA PRRSRS,FHUPRARERMTRAEAAL

REO Hr ARRAEG LIES FoF ZAMSfFKRRY BPRSRSA
Ue He a)SB.

etryBMLIS ARSRAS,FPRERYRALEAAS
BF OY HARILG LIESFoF AMSFRRDAREMAS AB
Be hea)362. |

myBbey LSERAY,FOPRESyMeBHAeAF
Hy ARIRAEG LIES ForFFREAKRBAAS ie04 36

ay

oFBTIESRK,FUPRAEMTYRAEAAS

BEFAREHKAAEAS FREHPCSAKBILAA.

BREETLIGAE,TARRSO FARAALRE
BFK, VAPASHRAMMRF HY HARRAH.

RAMBTARYMBpaEH: HFFARRARLeet bh bof ry
FyFABRA SFAIRESATISRRSRSMFA,Wat
YHARIRATAS ED PREF.

HKALKBAMACEA: HHP ARRAY DARKSH
Se, MGRFH PARASARSRS, HPFHA ARABET
BEF OY FeHRIRAF

MAAREATEACED: SAPO TFRRAeR
FfASPTIRAYRRSPIEPpRAPa
FyRTPA.

PAARBRTeAEH: Hakfe AaRKELATwt
PY aR(8ASPTEAFRERAKAIPRRREAS

FEE OY TyBE1SPehAKAHehe He RAAFRT
BTRAAR.

22
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200780049136. X he WR RG/44 TH

PRRERTREMREAA: SERRANORS4 FARRPP
FRAY BFAPBIEF OY HK Hy FLAT Pe 94oF PH

PRRERTREMALA: SREPBRAGOMEMA PAH
AAGFY PK Hy FLAT Hi SAF

BREEZY HERRAL, ATREAELRHREAVURHRASR
W765FoSHBANRG FARRAHKRYARGARS (DID) &
RitR, VBRPREZRTRHWEEY: HRAIABHARSERILE
ByHF Py SPR AAA SEeMAREROARSRRILANHH
PY FHLPWhfwy |

PRAMBBHYPHARSRYRae: PERRRES AR
MARSRRICRAKRAP S&S ORRERSOARHw
&.

HoABERTRED:ARSMBAIM
MFARALRHRLSHHOFRARDA.

HAABETOATASSRAMFR
HAAS EMTSTFBSGAARAAP SHHAARORE.

FAY ATSARBARAREAEH: PAIEF FH ARIR
SHAAMHRSEY FARAURRYARKAFA MHS
AFRI, HAHhy4kBF Hyel

PA MBH RFPERBIRRpEH HSH AwWKRY
PBFSRFFAKRAM, HAFERP HEY —M: KH
OF OH HERSSII —A, ARF HY ABASF ey FF] FS)Se|RAS
FuretRSS,

AFFAMAMBRHYHSERRieEPERA AE
ZARPEV—RGARRHBOW SE: RPAHIR, OFBaaEASB a4
—F HAIRBEHF OY FAKESOHRSSag FRR.

BRSEGLIGA FHSOH BALE)FHesBSE.

AFFZRMNAALABSHAKHAAMSBEM EMHRRES
48: TRRIGSBARESRSRGARHBDUtRHREEURA
ALAMUFRERGMBOARHRE, GRERGAASEHBAC
OF ARIAT AY BySke BE ha)AGRA.
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200780049136. X he OW RB/44T

KEEEGEATEKERAGRRARR
FLRHREAURH 5GRREARHEYPRRROR
EL, PRARSAAFRERGHMORRMAR,GRERG

RAS SHRAMHBSTFRABYORSE.

BRSEABBDYEAS, RATA SMRALMRF

ARIKFo5 KRFBHRRPKZBHAIR

KKBHMRH SB. HAA AeeoA1YRBY
RE.

BRSELEA THARBAASHASHBOHBH
vf| peHell 3Sa

BREEN TA FREMRE: CHRRSHRAHRAHKAY
ABFoFREYTB, ESPIERSBSAKRG A PRRFOY AYAAT

RFREYRAae, ALE FOPRRS Hh FSFHKKAY PTRAPeoe
RAATEARSHBR.

FRIERAWH AAD, RAPHE, ATAMAAP HA
FFARTBNEAIMED MBM EMRSMITEHR

dé: REQ, GHATRAP AP ZS ARMSPMRRH
FR; ZHEQARFSIER, CHA TRAP RARER ARSRKSSA

PAP AAKRNFR; PRIARHWR, GHATFRAAPHPRD

RMALEZSNITPA PSHEY-MOMBKRHFR, BPRTP SZ
RRA PR, TRAITPAHEY-RPRRB’ HiTPAIRA HIT
PRPKRHYR, VATORFARQARSRRAE A PRATTPS.

—FEHE, FTAERAPAEOPBeaeel BATE
FwySRST. MHA: FRANRUR, BH
AFHRERGHSAEBRAGAARHTR; VBRRANK
BR, BLPBRANRMPRGARABRA FRRWNRUR, FRRAANRK
WRAIEA FRE FREMERAREAKRMTHR: BHid, FB
RAR id, BHARAARHEKER, HewRFRRFASREK
FARK, (RAFTRARSRBRE RBRHSACREKeMKRH
45BHARA .

PEARAWS—FH, RAHATARAHATESe
Hak. MAGA: HAPPEN, HEARTAMES

24
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200780049136. X eo WER BB/44TH

PHASAHREM MS HRSZRH ESARRVYAPENEA
AB PARAS 69KSFo th B—AA,LAMBSAHAAK
RYHRAPABO, AITRACIHRPHFo—UH FAB, FZ
At4SCIFRETEQs4A.

HEAR-HMATPA: SPRARHFMKAKRHILR, FABER
AF, HE AT I] FoFSRB PF Zi—4,

FARINAPRPLRH, BERRAENZitFA
itFeBitHHZZEATPRRA—HF
#4) —FR>.

FAA—H MATFABRA HM MeeRZDH ZREAAO—H

fa 4B. |

BALLTGFRELSRKATRAR—N AAS FSASAMARH
Se. HE AT He ATIHHATAREHR,

HESSENARTA THA: ARBEPRMIR,BitRaA
KBB. WHERHRA; AREER FHBIASFOHbose
FtRZFe,

ESEP RIERAPRRMAPSERMPHEY—R: SHEA
KRFRHEHHHAKKAR. SRHREAMKARNHLRYAARU

LFMYT.

HFSSSTATPARA FRP MEYAR: Wain
R, BESKRTRMESEMHKHPKARHSLANBHRE; HE
FUR, HSMESEHREAMKR, BHEACLRELABEDSENHK

EAAKRHRPNHEA TA; RUAAHR,LBB
By la] BGAA.

BRELYFRMREA TRSABLENABH HA.SSEAN
EH WT Al FoRBATARARAP EYAZFOREABBHH I
%Fl.

BHEETFRBLGMITEOSSSH I], AR

HEFRBMMREATRHeMZR.

GAEETFRRIRMELAASSSHA],
RRARPMeyFRHMEMLR.
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200780049136. X eo WRB9/44TH

PEARY A —ABRKT AA TARATEESH8

MaRS. BREA: RHSUB, HEMT, BHMTEEP
RFRADLBHGATPRRTFREAS:
HHA FieS78HEPA,EAATAESsFR
HA HK KAfy RHARGHKERRBHAS A Me] BEATFF
4) SRSFo thFAPA, VATH— ht AFe5BEAFAR
LRAFAXAL, ITTRALR—ePRo-H KAM, BR
By Te) 1BXeALPEATIE1SS48 OF BT]

PRB]LIA TRERBSUBBKHBAHAMARYERI
SBIRBAGR KHFeKSA PF HEY—AATE.

PRATGATHERSRBMPF ERRRPAR OM
EMS,RPAHTEM ROTTh MRARHt lepeFZ —
HZ22EMF OH R—itFi HM —BD.

PRRABSAT LISA FIFRBRSEBRFHAAMX HMaS,HH
EF— Ay AGLISIAfeRRSle] ZRHBoM AA.

PRRLSA FHEARABBSEBASRAFTFSRAR—W
F5SHAMKRHLETHIAadaHRS.

AF#FABSERESSNAOSeA FABHAL
BSUSFREMRS: EKREEPRHBR, BRLMGR
BR. WHYMEFCT HMA; UVBMHREA KL BIAA FFApisAH F
RZFo,

AFREREBSUBAAEAPRHILAHRSHATRERE
BEBhrFSRPoEROHS: SREFHARTAREF HW
BbAKKHIR, SUAREAMARHILR, ABRMUKREAMYR.

ATFBFRES RBHESSEiRAELIGA THER
BSUBReAPSERMPHEYRRS: ASR, BLSKRTH

BREHSGHARHREANABHRAE, HRAWR, HWS
HAEAAKR, BHEALRBZSA FIMSEHHEFAWARHS

BASEA HA; BURR, HESSENARUARA.

RBACIA THRERBSUBRBREA RRSARSEN
Bye.SENHEDFAUREMRAP PME
LFABBA|]HAs.
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200780049136. X veoW oR BA10/44

PRBS]CASHESUBRARMESEHH
ESEIEARABRMREDA KFSMESEN MARY
gS.

PRBSGATHERBRUBRKAFMESEHHEH
REEATE AT VA BAG RRRRRBAR KKHMSHHS
ARATE.

ARERRAYAA,BAA TASASUKMITIA
FH. UBAEBR: MATRAAREHH LRAMALBR—]T
We Sie A Ve),myBYRlaK HE AY He] Fo534SRFOY PARRYHH A I]
AmALAP PA,AATRRAHA AP RA ORRS APKR
MPR.BFEEGRALFRBARRA WT A FIsSisHyIl
KESRMERSEMREAHMARHKPRR, VRBDARTHPENMRE
RA Fes(ZEN i] MAESMMRSHRRAKKHKP RAM.

ABPASSAY TPFRRAAPRPHEY—-M: ADR, #
RBBBAeSKRTMMSEHMMRARHH HRA;H
KAWGK, HMSSEMREAMKAR, BHRAULRETHELAN AH
KA MAHA PMEHHREAMARHUH RRA; URRUGR,
48BBaRAPettPRA, ARPARM IERERA
KAREMH PRA,RH MHARYH LRATGRR—tH HT i FoF—
HH 1] KS.

ALB—PIKH MTHA: SMSA FRETR—tH FA
Mit, FA—PTAKSEHMRASTAHHAH.

AATAPA: BSEATMADF
ARSENE, EBERTHEA RFRKH HB RAGESSasoy Hl FePR
BMLLSGMTRHKH—BD, WRYRRAFE
AN, SRTAAMSAPRA MHA, VRBRR
RAFEM,49% —THKHYRAFSSA.

BARELYHRYA—TAENAAKTFRS FT SMERSHA PAB
KRK HMMA, MPRFeSERAPKR
4$6, He AT 12 ALaAYkHE A TA.

HF—TK AY A) YDAGFH —OAK HE BT TGRHTKHOB TA
ZW HZ.
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BAFETHA: SR—PIFHMAFASFSiMERSHA PH
KRHARHA, KSA PHARHRRENASRASZ,

AEE A PHARHKPRRATFAQAFAMO—TIEHee
EALAP A mtAPRAE.

BREETHRAMATAP LAMARAPRERASR.

BAELYTGRLA-—TPARH ADF SAPABKRHHK HEH LE
AP PARA.

BAKEFRORFR—PITMTD OALAPRE AMARM,.

RERRYH A —7AH, RRA TMMRAHKARTE
RS. BREA: LEB, PATE, BHT
Xb8BS381SHHeAA FASERSBUTEFREES:
ALFMASSE FORMSHH KRAMALA—DIKHA, AwR—
Byke BY Te] fo5 2h4SRdAKS,HTAeAPOAA,
mePeeAP RA MARSA PHKRRHKPA,

BRBSBLY BiHRFRBEMHEA HAFIAI]AR

RHRMEAAKRHKP SR; ALATRBotReHG
RF FeiESEMh]SERSOEERFKRMKPA,

ATFRFRESOBAA —AkeHISss: AFARSL
BEDBERERMRRE HEY—Rs: AiR, #

RHKKFMESESHKKHSPENMB RA Fett HRA; H
EAIGR, SMAEHREAHKAK, GHEFAUREZSATAES
EHREAMARHSLENDHEA TA Feit PHA; ~BRUILR,
FGABMSAYRGAFett HARA. MAGIA FHA GIARHUF
RATEAREYt HRASS. Rk HITHH LRATIB—it
H ll Ae% —itt HI BB.

AFRRBSCBRLH—TIASTdé: ATHES
FEAL PBFFH —HH HE A ATFBAeSeKeYR
AFTRitMAS.

FFARIESHFRAYlk He AY a) agFESyede: AFtS
EMAAFISDAFESR, ZBRRERTEM Bit
w MRAMENeZMZZZEMT HAKHEAS
8—RY; URL F YRRAFENELESBBR —AK KH at
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HABEMAPKMAMEDAHA TF ERRARKRTFE
By4AbHE BS whRAE OYak Se aS TGHitSSsA A] ATES.

PRRAIBAEYIEA FA FRAMES: SAPHAFAS
FHMERSHAP KKHKH,RBSEBAwTSe
ARS84 APKRIKHE A FoHK, HTRASA —OkHH
la),

AFRAESUBASAXDUEMESTAATRAES
BIGoylkiAY eGHBOEY Te HeaTES.

PRRFEELIS vAFREES: SATMAHAATA
FHMRAH A PARASRREM,PARBISA PHAR
FY& HMAPA,

ATFRABSEBARA A PHKARHKP RRHEFLIGA FR
Ke2Bw,theywTTIEA ie]FoATAPeARIA PO
FLAT.

PRESET LHATRLESUBARTAP RAAARA PK
THAPMHES.

PRBLATHATAHAFHMPARAL
Bet Te) 4aBpADESSPeIRATES.

PRBSCATERSEMHSTSPILERAE
Fl > 9, HY le] BAGIBS.,

FREAKAGFFD,RARFePBek

KAKE EH—ARES Fo/REED GHRBHUEMT.

ARON BEAT HARA HAALHO MUA FREZE, AAR
RAR ASAPRARAMKECABFE.

Bet FS 3.88

AATARAMA FP,

A 1 RARERARW PR —KAES| OY A B077E

2RARER—KahlEY A TEED;

A3 RAR LRHAesFedeHl SZSihoY SIPMaA
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TEA;

B42 1ayeeelBate;

AS 2A 1 Ppaayes ml aeel BSparag AkayRE

B62 w 1 hparayeteelSPAae. TeFeeHF (RC)
HRY SHTEA;

A7RR IATRHAAMBH. HT. CHRPHABEBBE
A;

A 8A-8D 2HW 7 Prey RCRABHMITY RC HR BA

ALRF;

AOA A 1RC THA MRERPAMHRHMA
Al;

B10 eA BLRFIBHTORSROR;

Bl ARFFEtoRFBEYHAHA;

12 RALTCRREYFREAMAA;

13248 1 ARHREA YSAHAB ARS (DID) FRC
ayRGB;

A114 ZARPREMERBHHSHREM DID ZRiZ
RRA;

B15 AARC Hh3)B LPTHSISMSHBH BHREA;

B16 RGA THESHBA I PASHERARHY FZ
BHeHBotcersores;

B17 ZAR LHRE YT ARHRAYBRIERWMAHAEB
A;

AisSZzATeAB 1 PRAHERMERE MHRASERRA
WYBA;

B19 LAR IGROHRERMERA MARYAEeRAG
ReseH;

A 20 ZARASERARILZKRHAB;

B21 ZED 1ARHREEPARHREARUKHRBB:;
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B22A—RAAHAARRDRKRHNKREA;

Al23LAA—RAFHAKREAIRLRMRBA;

B24 kDEREAHARAREINRURNABEA;

B25 ARGEBHYERAS HBOH EM TER, BHSH
AGEFOYSATRRSEARAIRalSESS;

B26 SFRRRRED;

B27 RE AeSFYHFRIKRA;

Bw kFHRBRILRHARGA;

B29 LSATERMEREY AMPORBRERAREH;

Al 30 FBSABMVAESHALHTHY Fisop
TEBEPORRILRNARBE ;

B31 LSATERALRTEOYFHSRARHARE;

A322FAIRHBROW EM TER, FEBREROHE
BHeSP, BREBSFITSSARA;

Al 33A 42 33B 2H RC LBBTASSSNae

4RAE SLED;

B34 XiPRRILRARED;

B35 2A FimhehBatPRRNRA;

B36 LAMSRILRMREH;

B37 L4HSERAR ID HARA;

B38 LITPRPRRMA;

Bl 39 SohSTPRP ILRMABA;

A 40208 7 are RCRBRUBRHMHATFERKM

Oy Abee ah LAE;

B41 ZA THRSSSH HH RA;

B42 RAREHS RRRILRHRBA;

43 £45H klondike HEA4 RARIT RERIULRHRB

a;
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B44 LARRY OHRiLRHREA;

B45 £47 Klondike 4H AAAHoHRILRHRBA;

El 46 ERURRREOpRIKRw;

B47 ZEAHAA MRLRHARBB;

A 48 HEF klondike HHKA4A AHRIRHAKBHA;

B49 REFSHMOPRILRMHARBH;

B50 HEF Klondike HHEFASAMYPRLERHKRBHA;

B51 ZA1ey wisPEaSHBO SIP BA

MRRAB ;

B522M RadoBAF|RikBJ4H] Bod SIP AILBORA;

B53 £wyet yl eel Baharay AoFKS] SIP ALY Be*
ERC EHSHHREA;

B54 2oeAy RCEBLY BHREA;

B55 LAFF AeBHF HAY RC FHIHRSA;

Al 56A 4 56B 2H 1 ATR RC ATAh4Tey RC FHLELE
FEE) RAZSLR;

B57 AREAKP RIURHKRBEH;

B58 LHF Klondike HHEAMRF RiRHARGH;

B59 RARER RKP RCRA, UA

A 60 ZA Tsesisoy RRHO RAEKP IZRHREG
A.

FARHF HX

SRB 1, £10 2BTPRT IP BRRIABET
RR. GRAGEE URGE HR-BAGRoE 21 RBH
Zo—BAGR., Z-BAYGA 11 ETH wmEKFHAO RTE
(Vancouver, B.C.) HHHRRP, MAA-MAP AR21 EFHR

KK, BA HBADRTAFSERA HIRAP AAABRPTT
PRBSAABSR. KRERAPAPTMUAEAA. LAFH/RH
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$8oy Fiz/HRBALSewRII, MmBRARMET. ck
AEBSTVARItoehAGHY ASRHhh4g

APRLEP, BPRAD SE11 HARESBMRB
HHmSKRERAGEMABERS. SPR (RF) TEETH
RmEKUAAA RR? HitPRR.

FEREDRAF0HERRA , toedAHRSHgLE
RHwRA LTR RHOKRCKRA YGSRRGH FREE Ri,
ZAM, HARRAHFAOERASS11 PF
iF4H.

BGTAP, RFERAD SEBie-FHeae (C) 14, BHA
2(RC) 16, HEF18 FOIEFRAERAA19 FoR HS we O, Hite, 3k
ERS PF EANEHEtRHARALODRRRAMUSROU
MALTA. HEPERAE 19 RVGSAPRP, THORSee
RE.

ITF ( pleeRFHP HOE REMIT RAR AS HRRR
FREAKS BHFHRAYGS31, FRAPARSREFAB 1 PH
13 ABR6AsLAR RHAPHARLAR, RT
ITP, TRIMSAAR CIP) MARESOBRHREAR
meERADSR, TOAAMPYARSERE
WALFCHRZ. MPBATTPARA BRASEBSN (SIP) HEH

FPRBGS11 15 WHE 12, AAAS 44-F KeB( Calgary AB),
FAetyPARA ABAa15.

BREEEEAHARR LABABIL, PAAR ( Ghkort|Fe
BEY Fy LTE. EMeelBAeRRETHE OR) 44 IP/UDP
HLBUREA FT]ihitlheBFFAA, IP SS (PRE RRHALALR )
HERBI 4ABK IP/UDP BOL, LH, BeefHY AFosheF| FwGt
FLAT eaBL AREREagofeae] BSpoaop ekBeIF] a4 IP/UDP
Wad, AIXteedtRAHkPYDEAEIR (NAT) SABAALR PT aR. BE
Jie, SIP HS ( HeoEFBBE SIP MIEAR RCARH A)
? 2-44) IP/UDP 13tSBe heFHKe SIP44 IP 48.44 IP/UDP
sdk.

RABAAZ HUF, PRARAHSLSEA IP ALTAAR
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AIP HSS P, Am KEMAEPHARG. Hb, Ew eR NAT
—BARAESPERSLE, PleHKEBA AAAR KA PC Fo IP
WiSZle], HH MAH” IP Hed, Hide, ARM PC PHtH 192.168.0.101

4 IP seht, BY IP HABAAC 192.168.0.103 #4 IP det, 2XBEIdE

ARF PEAR AG “AYBh” oo (IP)LSP, RAABBiz.
AT REERSGHEF RAR MLHKEHPMs, He IP WebbeMig
tT NAT HRS, —BARBBHS, RRR “LH” IP dst, 4]

do BF PIRAPRAPBATTFP 49 24.10.10.123. RT 44% IP HHLZ4H,
NAT —Ai2£452% UDP 32 2S, HleeZE VoIP BIERAAAHHMA IP Hed
4%) UDP 3% 2 12378 HPA]FEARA NAT RSMAS IP

dEFA KIRA UDP 367 23465. RAH, YRAXWL VolP BisHPeasl
ARTAAMAS, Cee IP PKB+ OR IP/UDP HLH
XX 24.10.10.1:23465, 7 LEK IP F48A H SIP H&P OR IP/UDP

HAZBFE 192.168.0.103:12378.  IP/UDP Hedt P 49KextFRF SIP
4 VoIP AAD RFAMAM, AAPeASHSRRAN BF] BiH
FaARwash, {QEERSBIAME .

SRA 1, ARURTREEMABH 12 SREYEREBB!
ALTA C76 15 AY, RapeTePLDISS SIP MIEARS)PA
PRU, HABA, FeaSs 144 RCHRH EAKKF] RC1I6, RC
16 SHEE 18 ATSHRHQUFARRASEYRHE 14HBHH SK.

wf myelS14 RGERA? EO TRAE, VARAPIAAPRESB) I —
PR. KAPRAL 20 RoEREFKM LIESMRBAe
PUA IE (oRAAMAMBAF HY )ee, UFFRAUREELAM
DFAFARIA SeFAG3%Bl PF OY BEAKARAF|F

BARB, RC 16 RATRFATFHORE ALAMHL, Z
KhBDBomBFOEY TTPRTOY BePY ATPARE AIR

FE, RA SEMIPARKAFYPRAMSFRADEBFH
SFA PYFOY, FEEMS OY HkPK Hy FAA PY SRF my ayFALGRFi CEFAA SS
LiSREY AHKRWHBH SE, AREFHYRPRAADAMAS
wfAYEGRFYSAHaMKBHR.

WP Bie

LHW, FRA2, ARKHP, BisAMM Bis 12 BIE 30
Rhea wh Aewe, ew30 IEMA32, BEARS
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34, AR (VO) 34 36, RAMS 38 FOUNAS 40. ARH
WE 34, VOM 36, RRKAES 38 HEARS 40 KSRABS 32
M12. VO #8 36 RAHl we FABlt0)HAR. RAGeHPRASA
RNABESBRAEE 38 P TAMET/ABESERRATE
(PIGESHRESA 42. ATR, AB 2, MIZARSDA 44

FENARAEBIKeALES 32 ROGAARIRA ( Ol deaFY HT/L
Wes) HERE.

PiALEE ES 32 AGOHARAREFBRSAS PY. EG
wRFAD2001 1050 2222, HRZSERMEHWPHAR

45. VO #4 36 LAAATMA TARTSORESHA
BHRFASMHRA 46. Hite, HEV 46 FT4BLUETOOTH™
(EF) ARB, FARBVAHARRH. ATHALHEHANTA
ie (AH) HARA. VOR 36 LAA AHMBH 4, AHAB
## 48 HikeGRABER, BRLRBiteAH

PARS-4etay. AlaEE 48 RALBEREHMD, wRLGIAH
IR. ALMAPREAMBLE, ASRTERMBEHA
AMAABRSISRHMABE. ATM, FRMABHABete,

42%Bi Yh FERRARABEFARAREEB, whdetel) BSAeEkoh ok1
WIEFCAMMBE, MKRAFMRBE.

SRGES 38 LAAPSR 50. BBS 52. IP AFR
53 VAR SIP KEWR S54. APL FRO TARRGA PS, ARI
Y, ALPS 2001 1050 8667. AP ZRAATARBAAA HNSH

, LGKMAP, BEAARHKS 61. SERA 03. SHARKS 70
Fore—FAAG 74KARFED. BAKESAK 61 BHA PS
R—-RRAUHKFS. HRN 63 BHRFRHEACKFS. BRAK
470 LIERFRAGRKS, WE-FRG 74 AHEREOPRFS. A
ROP, BSR 52 RG S512 SFRTAS. IP WALSH 53 A

W760) IP webk, SPAM GS IP WEA 192.168.0.20. SIP KE

FH 54 RIPILRAMRL, HEHIALHDTK,
3EdeEsitByEE 48 HEHBE.

ALPAMES 34 AEA TERRES 32 MTBEWEMR, EP
—G48KIBK 56, BKIBIR 56 AVWERRGKDELARRM

4)A382h Bl PEGE 48 iFTAES 32 ARAS 34. 38 F240. EF
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EtG 34 AEAFF] ID RAG 57. FY ID AAG 57 HERE
& 32 PARA CIEL IP WSLTAMEEEFAFYIR,
KH IP WHABH IP ak. Ak, FHMRATE

FF10@192.168.0.20.

—RAKGUH, AMPREAYHO 46 HRIERSH EE 44, MAS 32

Fi AtoR 3 Pare SIP MHS, HAAS 1 THRHRS
16. &% SIP RHARARLAHFAPRFH,

HAA 3, SIP RAHLAFF ID FH 60. MF AHRS
KO. BRARFHR 64. FID FH 65. IP WHFR 67 ULAFHA
UDP 3% 2 FAK 69.LGA YP “Fe FID FH 60 IEA FS 2001 1050

8667, XAARAR 2 HRM BE 12 PHRRAES 38 HAP CER
50 PHmeTeA Pe. Ht, BASRA 3, RHEHPMRASR 02 &

FEBS FARA, LAKHS PAA PZ 2001 1050 2222, 2A 2 Af
PORDASARH ES 45 PARERaZITP ORRSA. HEBRK
FR 64 LISHBZRKFoF ID FH 65 BIFRG, URBAGAR
49BRAS CEFIO) FEALBEY IP WLS 53 PAH BE 12
AtAa (IP) deskGR, IP WLR 67 RGDMHBIEIP

dk, ALEK KAEH) P ZX 192.168.0.20, °F|F UDP 34 7 FH 69 467K4] UDP
341 849 UDP 32 OAR, AIK UDP HU L, SMBSFoF
) BISA,

mf PY ae He] BS

SAA 4, £100 RRSHT FHwas 14 (B11) Fe
4]SS FYeSeB 100 LAES102.2ARS 104 FH VO

327 106. 24100 7AIESHRBABS. SAEFARERSLRVONR
O, VAREBRBKEHF. Rin, HT Me, Frysee Bw100 HR
HHiEAIRAA—ARRES 102. FPAES 104 FH VO HA 106, BH
BRATAARS.

—KAKW, VO HA 106 BIA FAA 2 HH BERK0B 3 PF
we SIP BiGFHBMRA 108. VO 32 106 FAAA FH RCH
Ri SAGHKAA 1 4 RC 16 4 RCWHRY SHH 110, AFARC 16 BK
YEA RCH RRA 112, AFosoih B251RH AK 20

FH—PASPEMARTFABEH MAM114,LARA TFARMKRE
KY4RBA 116. VO 3 106 3K ISA FABRS) WIE 12 A
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Ae$a 7SIGEEAIKg IP Sek SIP Hh 118. 1/O 34 106

KLIPMNS 1 RESORSS 19 HAEHESEERSS
AFede117. 119.

EReRREAPhTASEH, AG SBR-LTULHY
IP #adbFe IP 3, Bil to, BiXBl) RC 16 FAA RC 16 HHHBTA
—#Y Ip 3% 0 ERikFoshk,

$FAES 104 GIA TFRERBABS 102 HHH RAMS 14 HS
FeGEMRAGR, Bite, weRAR LIER PieteHSS 100
FHi4k3) 44 SIP GYBUT SIP MiGS| RC HRHRBYFA RCAR
MEO B—K 120. BI, FEBHHSAKEHK 122, BR 122
(ef| deHe)Ee 100 HA FAR RC 16 HAA HBHYeFPERMKS
W &.

BRAS, £120 XLT SIP BID) RCMRHAE. £
F213) B 3 PpRRA oy SIP MH RA, AS oR 122 FR 4 eeee
SEH 100 WEA P. RTMeyBs 12 RHBTA PRA
BALKER, HM RAEDERREYH BORATR, RATAAT
MY BAG BAY By SOWATEKKSF|eH14, FHRS 4 ReTse
EFVAGFE, VAAL PaAGCEPAE
HE, PARA GAP GEA RSWASihHoEEAUARA, VA ADRA4Se
BAGIE,

HoKPFERBAM, FY 22elSS 100 M5] FARZASEF 124,
GEAREREBE 12 RUBRAAVEMA, PRUENEMY,
He 121 FSF wm} ee]SH 100 ASASESHY SIP BGI BAF
FID FE 60 HARASS IP 3d. RAAB IP Ht, WHR 123

9Spfmy dea2S wh 100ABS 102 RAFHABFRREWHASR
ARRFEMKRAASAABAAR, wRER 121 LFF ID FAA
ERARA IP Hodt, WIR 125 BHMABSHRAFRHASRAGT
ao dh RITPE EBA. RG, R12 KSEFHYRAMRUBERER
€) ze 12 4) SIP MiBPREHAIR 05, HAR 128 XBSR
Sh4BisaID (HEH) HY RCHRA ES. KR129 RORHF

oy deHe] BS wh 32 100 44 RC 77KRiZ49RC 16.

SRB 6, RCBRY BRIT 150 RH AHEM AFR 152, HK
iwFE 154, BESR 156, “FID FR 1IS8 ARAB FHR 160. F
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AA. BPH A. BB. eID FH 152. 154. 156 fr 158 BSH 3 A
RAY SIP RAM EMSA A. MHA A. HRSRMUASH ID FH 60.
62. 644 65 HHA. KNFH 160 BSED S 4H 123 H 125 PSTHK

BRA, APRNSEYZR REAEARATPE. FUPMRRAFR
FY LEFltoPay PSIN FRABTP APS.

36a]3CRC)

SPB 7, RC 16 RLFdHHIS200 ABHRC BE
HSU. RC LHEUHB 200 GIRBS 202. BAKES 204. RA
KES 206. RPAES 207 ZR VO #0 208, HMABARSAwBS 202
fe. (HR, THRASPRBSEM (202), AHR (204) ¥).

BPAES 207 LAE"F| FH id BeeS 209 Fosk*F4 F id 477B 211.

VO 34 208 45548BGPRSS 210 HOMBRESMSH 212,
36TERGRRS 210 THRER (A 1RH 18) RAR, BE
EES 212 FARE 18 HAAS. VO RA 208 RBIFA
wp my dei) 2S (1 Ppaay 14) BR RC RW BH RC ARBHA 214
FABATHBEYRASCHPAS 14 4BSHH 216. VOR
7 208 Asta RRILER YFHEH RCHREH SASHA AAR
TAFFCROF| FARA, RC BRE BAMLFSITPRAEHE
Hey,

ALPARGS 204 C46 FIBFABS 202 He4T RC (16) HAH HE
BARA, ERA —4S 4648FERC AFES OY RC HRGra
FEBHM BH RC HRIGAA 250.48 8A 2) 8D Fay 250
LEH RC HRM EASEPRE,

RCHRYBw

SRA 8A, RC ARH CABRAPFHTRE RC HEBLS 200
4% RCHRE & 150 HARALD 7 HRYAES 207 HBSS HE
—K 252, RASPH—-+AGIED 7 HAFPRA RC HRY BOA
OF FR 154 AaID BB 209. 3k 254 AEGIS RC 2
Sw,eeA 6 Para RCHRM SPHPEAASEH 152HAR, BAM
REE I3 PRAEHERIGSEYBEEP iyPKRRHIR. Kbit
RYBAREE SY AFORERG, RKORSHoyAAS
+AES 207 ¥.
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SRA9, EWIARMEHT RSRAYPORK, DHE

HAIG P SFR I58. RFRWOvUACH AM, Foy Beasew A
RFRF (NDD) FR 262. GRRFRF (IDD) FH 204. HKEKA

FR 266. AWERKRBFR 267. FIUARLADKAFR 268. FP}
FRKAMKERFR 20. PRFAFK IZ. RAHKAGFUREFHR 275
FoHRF HY LARMEFH77,. RRL, REPAIRHEY AARR

FRA AF AafBEMIR., Rh, FHAPF
my Be.

BERITPRETFMRA 10 P44 276 4b, ASE
AP AFRI58 LIELHRSTPHARMA ITH BEEP HA PAF
50 PHA & (2001 1050 8667).

BORK 10, RFR 260 Visto 282 KH HRS, REE
DWRRB284. BAAR 286. AREREAAIR288 LAR

MAE290. MFH 200 KLRMSOA PSFK 258 HA SARS

AP AKRAMRAD AR.

BEGETP, HRRMARRA 284 GIRBAYRAK “sp”
WatBARRA 286 HRAY SRAM AARPYVVR). RAREIRA
288 RFFARA49a] RAF 290 7H] “com” HR.

GREP ADARTRFH 262 CRF “1” H-MLAEHA
FRwSRR CITU) B44AIT (ITU-T) £.164 BRHBZHSA,
BRRAARSRFIFARADR.

BRRSRSPSFR 264 CISAPB KAASBARE ITU-T >
BtX79.

Bl RNASRK 266 LIERF “1” H—AIS4RE ITU-T FAH

SAVRTA PATH BR.

AW RRKRGFK 267 AEH ITU-T PRATTPFeeBY

RRRALS RH. HY AR)FoRAASAGRESE 268 Fe 270 RARE
FhAyRRRFR 267 ASAARBGLFaR)FoR
KAMSBKEHK. BKEAFHKIBATAKARGSRSHRE
HAAS, AGES PH “Klondike”, RAHFARPMREFHR 2715 KF
BAA PRPRBHAMEEMRAGYBEA. KAFS F—
AS HPF| FEAWeRE LTStRTLP a PPAyeheyEREATHTiHR
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wh oo leaBOPBe 277 ads0, HEARSAPAREROF
2K, AHRPHAR.

5A PRKRHRRBKBASRAFAR 200 HARMEDRRH
286 FAKRAY BBN.

EYLAPF ORABCLAFA RM ERAAAHTPNRPER O ARH
KBHRSHA. Ast, Glie, HBRTANAARHAP TRA AAR
RRBHADREAAATP HRA TAAAPKATFRERHRSMAH
SMM, APRA RARAOADAERAREAEAMAA PA
258. 3% 260. NDD 262. IDD 264. BREAK266. AWRBA 267.
ehFE|FoRAKAWKEFE 268 f2 270. SHEAFRIBABHKYF
wy PF 275 f2 277, VATA POREHH.

SRA 11 FH 12, FHT HeePMA RMEPCRAPHF
oy aRfilHS

RAP ORRETORSRAV, B13 $a 278 LAH
HAA YH HERAARS (DID) RRAAREE (B11 PH 18) PH

LEG ARSAR, VAPSHA PHRRHRAGRHEME, 5
fo PSTN 4EoA PKA E164 FFHGAR.,

ALK 14 ¥ 64 300RTFE RaeBeFe FaKH) DID Rit
RAR. APAFKRIBI AP RMFHRII‘AD 1HRHTMARG
HAP & Fol PRP 258 Fo 260 FAW. DID FH 274 HABA E164
REGES, HatsF LIED KAD 283. RBA 285. RRA 287

VABZA 289, RA PAASABES, MSA 300kFARAH
RHI DD FAT, BPLRAAMA MAP AFA PR, Ee
AR 4 DID FR 274 ASRRHUA PHKRRHAG BES.

LAP ORRBILNE TA)9HRMSFew A 13 Ppa

4 DID ZR, SHHRBMAAAN, THA 26RRA HF
my BRIG. B28 RAAFRBILRAAR 30TRAHBA

A42,AAnFlBIEJE 18.

ASR R SA, EMR eA 10 4 276 RAHRAGEHRShe
ZB, RCXBBBH 200 5] FAR 256, K 256 BFHBEWH 200

ALHASSR 277 HABASTENAHRS HMHRAFAF

my275 AR, to, WK I71 BHARBSVURwMHRA
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FRITT HAR. wRARGFH I77 HASBSFRAFRAFAH
FR275 HARB, MH 259 RFRBSSB 200 HRNEREHY
i)14, AARoY Setl ieSof oy F SIARAFARFHRE, ARR

HRML4G4 ATRAFOO) BS FY,

AEER256 ALTAEH, MY RCABSSBS 200 RFU

RC HRY & 150 HEA 6 PMREH ASH 154 HARARY
FARRRATKEBSE, AB SB LittoTERS.

HRA SB, HB (A 7 4 202) 5FA A—K 257, HR 257
dhFERC HRI S150 PPEARF HARI154 KFRX

LGAESHA 10 TRHEYFPORRRERS C(IDD) FR 264
a) A SAG EACAEX,. toRRH, WR 59HSRHSE 202 REHKE

BREERAREREURASIAD RF, BR 261

FREBiSTRG FARASHBACRMSEMRERARP A
SHRAMHREY FARA. AGE, RMUBRSFUFRE

744) IDD FLAS 264 AA ERCFRARER, VARoeARF
WH ARIRAE. RG, 263 FRESE 202 ALRMGFUAMRALEAA
MLAAOKL, BABARAHRARLARS ITU RAH

E.164 #FEMSY, WRKERBABGARA, WRK 265 BHERBS 202 #
REKATELAM SASSYBHE 14. RERBER, AHHH

Hl 14 sb, AAAEARAES 104 PFE CATH) TAREE
(A 4 a 102) ateBASOe (1 RH 12) DHRRIT A

BZALRIRIERABES.

MHRE 8B, tREAEHREY FARAHKERLER 263 A
22h ARE, WK 269 BERS (A 7 202) HERRRAS
REAABAQARSA (DID) KPHBRPRMT BREMRE FH
RH. BOARD 8B, ER 269 2b, WRAPS 202 AHERN
RA DID HRP ORPRMT LR 261 HFASHBAMMSH
BRERBALS, MHRGHAAZARITP, AERESAR 279

RIFFOYRHAohHY, Hh 279 HBBRK A th-Fe| F DID

BRI(B14 4 300) HHAA PSR (B14 4 281) HARB
BakF FZ ID BPS (B7 PH 211). Ast, LHS 2020STHK
AARGO FARAAKRTPAP SA. RES 202 RERESANA

8A Pa. B.
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SRB SA, % 280PRBS (A 7 HH 202) WAFAB: BE
KEHRAMHRSE HY FARKRYPSS Forf  HARRTAKER

HBLAEAM—WAR. Ase, RBS 202 ALARFUFA DRYAS BA
7 Pe) 211) PREREYAS RAAT(HoHA 61) 5H 10 AT
POPSUARE HHAPSR 8 PREMEASAAHR
AGAR. PRAHA, DB 8A PHRIO2RFABS (AB

7 Pe 202) 4A (AT PH 207) FREFYRMIL, VAG
FYEMF. PIG, ABA 43k 350 EFAS (A 7 #4 202) *
ATR5 HARE FID BeBa A AARHRS FAKRFA
5bayebbageye, HEAEAtomeALB 99999,

AskehyCREA HY DID FRICRHMARH A PZ IR
EME AARIA. FO ARIA, BedSFPHARMA MBE
84 97 AUARIEAF

TEAROEYRIARFAAOR 7 $4 370 RATRA

DRYRATRR, RAZHRFY APHMARHAAP HDR. KHER
370 LAMAF 372 PAGSMHSRIG. HASH 372 VISF
eRBH nn PE. AMBP n=-2. BAPSHAFR

374 REARRSARREARS OHFIRRARER 372 PORBAKRY
Og IPRASSHRSA. FRA 18, Pie, wRIRE

20, MSMRARHRAYDSWZ sp.yvr.digifonica.com.

RRB 15, —MOBHWeee352 LSIDAREA
re 354, TMHLRASR 356. REOTAPSSH 358. 2—
MOYFK 300. SHAFER 362~ARKROCFR 364. VAHRAAH
Bee 354 RGA TRAMLSARD. TANLRELE 356 RG
ARENAPAF 358 FRAWKBLHRSE. ARKH
AP, BHSARSHS (4). BHFK 360 RFRFY HRMARH
RSRIP Hest, FONMSR 362 KFRTATIATP TFA DH

FoKEHHBRAIFS|AyRwRAE.

BRB 8A FoR 16, £366 RRTTSHHAReBA
KRGOHF SAR 350 LHRSFABCHS, BROS
B85ARLIERFY HFK 350. BHSK 361 ARABSFH 362.
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SRA8A, ATFAT IO16HRHBHH SE, H381 HERES
(B7 % 202)468 16 FTHBOHEAS 1KteH B14,

BSBA SB, wRAR STR, HAREid BB (AT
ay 211) PeeFy HAIRRMB RRSREAH, WR 380 48H
ER 202 HLMEO FMRRAFASRHWPRHEIAZM HARKS
RBA ED ARSRERBAI. Ah, LHS 202 RHFURRHA
LOHTHERESHARS HH. ARIF, HARFRERA 202
HH. Ash, RRPHYABRIRAU IF, WAS 202 3]FS
A 8B Y 443% 382.

HR 382 FE-PFABS (A 7 YH 202) PHRFHAMRAUASIRG

NDD KF HRFASRAoF EBRD: CZRRARGBSA 10 HRM
FFHFS 276 4H AHL BIBRA267 FRG Oy RAGAE
Ph], oRPRR, BSB 3k 384 PAS 202 KEG RMit, WG
FEAFAAASH. eARGNDAFHRFRAMPRERKA: “UB
RRNAS FofyIRASPIEaPHRRARRA
FA), VR 386 BHRHS 202 LEFY RAHLTAFH, BA
KA, APATR 384 KR 3862S, R388 BFA202, MHBRAA
RSRFHWEA 10FOFHUARSHB RKAGFHR 266 Miz
BaFHB RARAG, RIGGEFARIAARIASFHAVL
5EPRAAHARRIA. AEB 202 RERIFSIA 8B HH
263, VAksTOLAEHEECRE.

PORE 380 Hb, MHARRARUADARSRFIA, Ws 390
PRES 202 VALMFARRAS MIRA SHH AFB RR
RAGRFIIS. wos>, HHHRRBWAA IOMGRHRK HEY AR
SAS. RS 202 MERGEHARRAHB—-HIUPARFRERMNSH
KBERSaARRRSE 267 FOXiRBA, to
LILA, WK 392 HHFABSE 202 REF KMHARTAZAM
PEP, AIR 394 BPAHS 202 MisFH AHRLTRF|HH
TRA, RARE BARRAARTERFRAFEHBA
BOF OY HRI, PPEFY A BRAGA10 PareKhgfe A
RS175 RANGSR266 BE. RES 202 RGRI| FSR 263HE
45toLHRMGPAB,

BRISA 8B, £3 390, MR-FHUAMRRRYH HYAA
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RANAI, R396 HERBS (B74 202) LARRY FARA

PFayes ( BPEPARAMKE) AEA10RHEE
Bape ARSAHARAMBRAS 268 FORYARA

AWGBREFEK 270 HIRORPFICA A. tohLH, WR 398 1H
XB 202 REFYRAHIZUABRAF, BR 400 HHFALS 202

WittaefFARBA (40H 10RMPHAHARDER RAABSE

267 FR) RMAFHARRA (eR 10RHEEHay

IRE fj404 BD ARALFR 266 AB)TREAAR, RAF

OY ey HRIRATAAAGRTAFARAFEESHARARF FH ARIR

AF, MHS 202 AERESB 8B YR 263, AsisLAH
Kt3B,

ABABA SB, HRA 306A, HPO AMBRHRMKAEA BAmy Buen Sy O68, AP ARALN I IN ARVWY BRAFe

HTH AR)LALSBKRASR (B10 Pay 268) HFHYARAAMS
EKREFR (A 10 $44 270) FHSAA, RR 402EAT HA

HWE 202 ALRFEY FRRAASRMARHA PS. Ade, LBS 202
HeRRSFSER (B10 9 18) ARASHR$AARAL
RHA PLSRAS (B10 4 258) HREM. wRAFAAEM,

WIR 404 HFRS 202 HHACRESFHMHS 14. WRER 402
, RA TARSRFAMRLRAPSFK 258 HRS,

WR 406 H-FRHSE 202 RHFYURGHLMBRAS|LAA WBF
MH, FRGBes]FIR 8A 443k 280. Ash, Sef]PRG

APRARBM, FOAPRHBA MBFvy,

AREA SB, RYSRAA—EAKRDR, FREKGREEA 7 PH
REE 202 ALRMFHFRRAASKAWRMARHEYBRERK
F. BARTRF. BRABPKRSHEE, HELMS 202 4F
RAHAT A id RS 21 PHBGREFPRERAA

FRY AEA, PeH RAB. ERKBWARHABESAUER
BGO ZAMRGEREEGLE Py E164 MSHA. BREA SB
? agsk 269 LAA TK 13 PKA DID FRILRHAMREY
FeARGIRAAGH , VARdotEE —RLSRTITFGFYeBoy> OF
ey. SRR, Bstse 257. 380. 390. 396 AR 402 SLAFHF HY HR

Hy DFVFPY RALAT PABOF ey wy wo RARE, RRFARAARF
FRPRAGHA DID ERiILR, KH 269 HPFMAHR, FHHURRR
FseTRRTEYDRAPE, ARF FARRART R257. 380. 390
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VAR 396 HPRARELE , AMF ARRAASREMBA ( BPAAY

APA) FRAGTPRED, He 402 FEA 7 ALS 202 4G-F

PY SPRyABA PSBAF PY

FTP BaaPP ayeh

FAREAFY ARTyP BITPee,ko A 7 AwS 202 LK

47 A 8B IP HR 209 HA DID FAP ARSSRG AHKRAY DID &
AURA), HRERAHAN, MLSS 202 1-FF18 8B 4

K 408, K 408 KAXHSEA 7 HRFHF idRPS 211 HARRAFT

PAAAREY HARI, PPS B.164 RRRAGB, RGFHYDE

ADFMSBFY, RE, BSB MH 410 BERS 202 KA 19 HF
45SHARASSKAKAKEEHRIZR (masterlist
record) HHH, URRAAAPRERBNBHE: BREKRBRA
Sy SHEARSHARIEYBFAELSAGARA.

HRA 19, FHI PRRARABRHWNAAROREEH. HAE
BRARURALERWNA ID FA 500. RERBZEE 502. HERG

FR504. GARSRER 506. R)KAFR 508. RAKEFHR 510.
BS ARSRFF512. SRRSRFEFR 514 VBRERS SIO.

FHRIRID FR 500 RAWILRMHE-KASG, 4° 1019. KR

SRAFR 502 RGREFABRA, A7 HRHS 202 AB SB $49410
AtREFSBRARRA AASAGERFHF id RB 211 $4
1BBG ARF OY ARUPEYB SRJUSSFRGROY
WNRIER. HRRKAFE 504 KRFARTHAARAKRH DERGHK,
MAASRFF 506 RGRHBLRMARH RRRBWK, (HL

4MEBRERBADERGFE 504 HoH ARSRKEFH 506 ARH
see), RbKEFK 508 RARFHRLRMARHKFE MOR)KEH

KK, HRAKAFR 51 HATRFHRKKEHRRALTSHRCR

Faraea. BARRE (NDD) FH 512 KHRTARADRR
RAGPRTG4BRATFaR, ARRSRF (IDD) F
K514 RERFMHRKBRRSSH HEHBa
Oe

Ab, tio, SHR ANRIAZRTAAAWHA 20 HRB, HHH
AAATHMTAEFRAR,
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KASRA 8B, RAAMERTHF id RB 211 OSHA
ARF HY ARIAHY BRADFe BRAD, 410FER 7 HABE
202 RAAAHARFH HARBRAG (1) RBA (604) FE
ROKERPERRI, WH 20 HKHFHRNARILR. Ar,

AGEAP , ABS 202 FRALA ASE 1019 4 ID FRMESHS
RUR. BSDTRAEBH ID. Ash, ES SHBAMHRFEA FR
AEP HRSLRAFA RREEAF KITHR PKA) T Bw ID FA.

APTA 8B PHA 40LE, HOw SD HRA. KA SD,
KAI FEF RA 7 HLS 20212ABH ID SOREKREARAS

BHATIAKRRAILRNREA, OR SBwRKRY

EVRAIR, VARA FYRIAAFSSHEy —
NAF

SRA 21, KIRARiLRHKEEM., RAAWNARILREA
ERA ID FHR540. FHRANRID FK542. TRHMAFER 544,
Ae_43hth HRIRAEFE 546. NDDIDD €5FR 548, PEFR 550UAR
RENFR S51. REF ID FR540 KFRMNREFZFHKA, FER
ARIDFRSATHREATILRSSERRILRPFRHRKA.
WASR 544 RA RIRMRRALEGFH SE, PEGBHHRASR
546 RAHRA ID FR 540 HMRPeAM IP ded.
NDD/IDD €3F548 RAAFSAREFHASAAR NDDADD

HES, TEFH 550 RAM ARRERRTEA BHR
F546 04 A B48SOY Pl KTHGShy itAEAY HA ANAS, AE
FR 551 KARRSH RHSAAARSAF-+AMRAZWATRA

KRKMANMSASRSRB. AHR2lee
A MTA 1H 20 LAMRYHMRAZ, BP Telus, Shaw # Sprint,
4. 22. 233UR24 PRT RHERAALR.

AISI8D, 45% 412 2b, RB 202 RFRAAA SB HR 410
ARGFRIAR ID MAARAEAIER.

HRA 8D, 560 4-57 HBS 202 FHFLA IS HK
BOBS. Ash, RBS 202 ATARIREGHERAHIBaoHi
oR 25 RBASE, APTA RAMAARESSTE
BAARA 21 OSPFR 550 KATH.

HARA 22-24, AHH KEMP, RHF “Telus” EREFE 550
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AAR) ORK, ALSBRAFPARHWA 4973 HAMMRZA 25
PRBEEE,

A 8D P 93k 562 HERBSKFHREHA WE 4973 ZH, HE

GHEPRRAMLHRSEY FRAORAG 5 HrHsowcers
+. 2B SD 34563, B7 Ow 202 4B 21 HSRRF “Telus”
FRARHWRHBORRSR 546 HA SihAvs] B25 THROES

BHSE@HERRALE, KREBS HH 504 BFEXESHRMAGH
4k, Bilge, BEREYTAZ 3600. KRG, % 566 HH
HS 202 4AGMFoR 21 $f Re551 HRI SHBHW ES
grBr. Ast, Telus PKHBOW EHR—RPEMT HA 25 FH
570 3.

BARA 8D, %571 PRES 202 2K 560, HHRMA
3FEATEHR 560. 562. 563. 564 YAR 566, AABHYRH
BRASAR 412 RHRBSHRBNMHBEPRAAMAHH ER. Ast,
WER 25 PH STRATHROY CHRK—ASHABA 23 RHR
PRS RHREF, BSBA 25, we 574 MATHBHF
ZRFS 30B24 RGRRAABaFARAFAKE.

Ast, BRA 25, BH LRHSRASTAKE HRSG
HG, BERRA MRAFEBARAGBEMREMK (WPM )
VA THEARHEVAR, PHBAFHFTRARFHFZ.
AKER, REHRATRGPH. ATAZABH
MPF HRAARKEARET VA dE6) do]AFRAREST
KIRAAHILAR.

36.2]SIR 8D, 3k 568 48-5 A 7 HAS 202 1G A 25 ApHS

RATS)1 Pagetdeel BS 14,

BFPSAMIBie

ABRRA SA, eR2904, ERCAKHSPRHF
FFARIRALARS 5 ForFFKKHRAMPRHA, WR

600 FB-FFOES 202 4AREY FH id RS 211 F HFAARAUR
th ASRAReF OY aRSA. Hite, RS HATALA 11 R12 Hawa
KA. BSA HR 602 KEHHEA7 HHS 202 ATER 000 HOHE
BER AMRFIOARS PSPRAMA PS, AB 1 ORES 18 $
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RAFFwR ehseBAeUR, ofr Pw ef el aeeSoeoewe
WIRY VAPoRFA 26. 27. 28 F 30 ¥.

HRA 26, FRIARLEN PZ FR 604 Fo WRRAFE 606.
APLFRRESARTAA RRMA PAZERA 10 PA 258) FAG
APSAAHA PA, MBRRALH 606 RA—-ARS HL E164 HE
SRAPS, HERASRAPLRIEAD PASH 604 PRA bY
FTP RAEMFBIKF PY 4G PSTN SRARBISP.

$A SA FoR 27, RK OOS HHA 7 HALLS 202 ALA RCHRH
Se P FEISOfARRASLFBRR, ZBBRAART
5A 26 POA PEK 604 HASPReS|ARRyf
FIRBABALTK 606 P. REY FARA LAFRRA, MR
610 BFRBEHASE HY RACHERDF]WHS 14 FAS
PER. WOREH AAMRA KERFSRAMKRH RRA, MR
609 4B-FASBAGARetAREASATAR

EYaFl PB FoRAEGSlto 32 Po) SORATHBERE,
BES A 8A, #612 REBERBS 202 ALASERSHRSG,

SRA 28, FHRBICRAIEA PSSHOM4. AHSFEK 616UR
FINSFROS.APAFR O14 ABRSBILRHARHA PRA.
ASF 616 RGRHFRAIABA PR, PSF
618 RA—BRK, BERETHMA AOSSHR 616 HKRHA PS
LRBVAATSEY BOM. FURBAMNTRAP ETAS
MIR. A7 HRBS 202 LAFHNSFKR 618 HASREMPAETF
BAP IDR. OVA FAA RABAT, TARAHEB A RATARE
np wy BEASE

$A 8A FA 29, woRAER 612 4b, HARMFHAARIAIRth OAK
Ree AateSCREAMSEK 616 PRESARHABAWEF
WNFSFR O18 PRAGA, MATERIAMERALTY RBM
A, Abe 202 51-318 8C POR 620. WREFHURBRI1YA
RA, WH SA Pay 622 WHEAMBS 202 4xA 28 Ppa-fry seHs
BRA AHSFR 616 HFRAKKHAP, PRREVRRASRWH O
PPRHBR. D7 HRS 202 LRRSEVKASHMAS
RIAA PAPSFoES)to 32 Poy 652 RATTHMHHSHS
¥, APARTE. HeSHA 7 Papyzy iar
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211 AFARAHAREFF KRRHBPAEY RBLCRERARE, WHS
BBE FABRIKTAFASPZOMBERS.

ARR A 8A, WREK 612 RAAAFHH HBICR, MAA BC
FA 3% 620 2b, RES 202 RHFWA ST HREM FAIRAIRGh
PREAMTRSMAS. MHSAD 1 HORE 18 PAE
AOHHEA 30 PARAM GEMHARPAGRE T HIZK

SRA 30, AKPHBRLRTU ABA PSH O14,
SOPHMRASTK 626. HETRHORFR 628 ARREFKR 630. A
PF AFR 624 HAREM BAPSEERARSR 626 RAIS
SHA PEFR 624 FRM RMA PKRBERGERSSIRE HY
RG,IESEWREER 628 RAPSEMTSHZHSS
AGRA, RFR 630 RARETA PE SEGREOttar,
Bh, KAASRA SC, ER 620 HRA 7 HLS 202 RAGSRF
wy ARIAAoAPeF624 A Reto30RSSHAR,
MXBSREFURSREFE 630 HABUREZGSREETPH.
JoRIEFBRET, WA 8C Fa 640FA 7 HUBS 202 1478
FOARSBFE 626 04 A BFoBISOHASE 628 4 AASS
HYERE, wh 32 Pas 654 AT. KR 642 REBSERSE 202
ARE6AFePRRABEREMARKASS
4G. RELARNBRMes) CARHABBSeta
SBE,

BRA SC, #644 REHSER 7 HLS 202 FY NTAH IP
WILAREHYRPEP, ww 32 $a) 656 RAR. 646 REI
FREES 202 4A 32RHRERRAND I PoPeHs 14. A
RAGESBheBeFAPFRAFR EHS—AHeRby
Re FEF OY HS)HH. LFARAFHy a) SSSRRSS,

ASR 1, 2-feelSs 14 hee16. 25 R32 a
KBHHHSP MPAA, FHesSBRHH SHEARAS
TEM ATR.

SRB 4, Fees 14 FAS 104 BAA 122 ARIAT
6By2) KAZE.
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2 wf oy Sep) E14 eS A 32 PAPTAA MBO HEN, BAA PS
FoFFE 15 4 IP RSHHIT, B 4 PpaeS)RA
122 FARBHERBS 102 BAA 1HHBA 13 MRFUABISA
Be.

ithe, PREDARMNSARP HAYRHARHRHAR
16 PREMAA, MPO PMSTALERBMNSAEP AH HRTF 17
Rik SIPRAM EREDAVF SIPRAH CHRHeERSiT.

oRYEASRHRA, APHASPTAHA KREE,
Wh) of)2a) 84A SA ARAASIP MiEARAARS)

Telus 4) B—HRFARAT Telus LERBRBBFY. soR Telus
AARGRFAAELSSHOR, Mere ieal Ss 14 Rawls SIP
RAMCRAP, AUP A Shaw. CRUBAE, ABR
BRPHES, BRKTARRAS]. KERAS
BRREBSALAF|, MAAKHREAAMAA IP atRie
eof wo derE14, TARALGREY SMB. HIP w
BEVATY BAF RAAF PY deel S14 HRIESEAoe OO, RRP HR OO A
FREEAE: BMEBRRFIOAREAHAGRAM, LZR
84 IP edtVAR XKISAKF|0IARSBy IP bedk.
wo) beea] BETape dakJtdaeAAoh wo Dp wh,GeSEIAALOY) UP WEE VA THAY
FG XAGLDF OY F BIE 12. FY A BEA KABIALIA IP Rede
RF|elHE thA, Yee]BAG IP WSKSIMA PA. KG
FYRITEAK Pp BE fo PKEF OY FHFogOY HZMATFY.

BOSD 1, eR$YHS 14 KSA 32 FARAHSHH,
BRM BAAEYPPBSE Pe/REGRESS, MPURMSS
RIBILAFY FTEFREERRMAEISAASBl 4 TP bt
Oh N GRESBFOY wae 1S HEH. ORTRAK
DHHS, MAELFY, PREMEHMNAARARLEY, MF
eae 14 SARUM MAASASHBaSPRa eyFAAP
ETFO, SHAR, ANHFRT MAASURGTR, AAPL
Fpsee8SPIRBhSERSSS 19 HE, WRF
YEAR ee YeBTIAAA2KFI) 44 TP Web, AATAFEAOE OO Farf-
AERIS IP WeabHSABHPRPARLAASY FZ
BSTRSSSE PETRYCFRMMSE.
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5STMARHSMAABAN, dPeels 14 Rs
HEASITARFY AAT HS A SAFORS Te], FITShy A ARIA ( BP THA
PLSIBAE IP Hedk ) ForF| ID AARHH HEA.

AF By Wa

HRA 33A FH 33B, MRA TASLAB SC $42 642. B8A
893k 350 RA SD P4493 564 PEAAGAGe. Rw

A 7 Apa eg sheeS202 S47. Mh, CHEPRURSEPANKA,
HEAA BTMSPHBAMKTASHRAFPRY
ERRVABHASAT I] &AATARaSKSFoBAA, Homa
FeFe5SH AAARYHRAhhFARO, Hit FRX
C36 —Fo He —it H |] MLAeeLIETEASHT A.

SRA 33A, LARKHAP, BRBAR—R 7200 FH, B—H 700
Bt RCRPSAZAB SA $443k 302 RREMFHRAZSHSH

ABABIRGH} , eRPr£PBAweFey, MIA 33A 43k 702 48

$+ RCRESHAGHMRAEF 990009, HAMAR, Alt, WERE
FRBAAKASA). toRAR 700 FARAARAL
RARE, Me 704 HH RCHKBBAD 1 +RE 18 RHTPP
ARIK, HHAAEAWAHE RCI RHAPHILREHEY.

RRB 34, £706 RKTT ATPRRLR. GURAKBAPS
FR 08 FORAFANO. APAFRNSRARMAP SHR, HR
SFX TIO HARADALATPAIRAAEE ( GH) to%, HHReYF
EVAR) hag.

B35 wT ROA PimotBatPER. ABIRP
A PALER 108 MRAAP A 2001 1050 8667, RAFK 710 WRAYS|
MATKTRSHY . -FHRRBA 10. 4A 16. A
36, FF 2001 1050 8667 LA%, FHARF oP mY PELRGBEaHE

SRA 33A, LIFTPF HILRMRAPRLRAH EYP SG, HR
71248-F RCXRBSREREF WAZAEAHAAB SB YP 4H43%410
ATHSERNA ID EHAASRIR. AB 36 P45 714aS
EASRIOR, FRERLEFER NA ID FR 716. ASKRAF
A718. AAAFR 720. $-MABFR 722 ~RB-—MBFER2
BRAK ID FR 716 KFPRERAKRIDAD. ASKABFR 718 KE
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EKER, GAPKARGBREA ZL. TREADHEVBRARH
BAS. ASF 720 RGREASKA HHEK. HA-MM
722 RBARKEKER)MRE, HRMSR724
RABFe —IKKF0HK.

SRA 37, THRASHRNA ID RBHGASUREWET
726 RH LIERAGEKS 1019 HEBRANR ID FH 716, KR1019 ZF
A) 8B 443% 410 PREM. MERAH 718 LRTASRAAG
BAHRAG, BAFR 720 RARFRASEKTEN 10.0%8918
10.0. P-M MFR 722 RAF 30 HH, MRAM MFER 724 KG
ROPE. EP-ABRFK 722 $4 30 MERTHHABHHKE
I30 HHSHB, RE 6H (wR-AMFR 2 WHA
BPR) PEAKE ERRATA.

BARRA 33A, toRER 7122, LBBRI 37 HFRAHHA
MATH, NHK 728 BERSRHAAARAREAARSP. EAT
KARE, B37ROARRARTWER PPTRH RC
HAASZREPEP. HRERA 33A, #730 KEHH RCLREBHR
2B 35 PaiPARI706 LEAFLRNPRATARA
WP} HARAIRSFL, LRGHASRASKASRAM
A, PEARAW/BAKA. WwRALALEGPAA, WH 732 GBH
EeRIASatRAST 9909000, APA PATFH MRA. RG
GREER. wKRHK 730 HKARHRARMA, WB 33B 3% 734 48
#RCRESRKESS| PHBH AMARATWPUP IOR, RHF
AATPRPRAHATPRP RATSPRAM.

SRA 38, £ 736 LRH T RARMITPRPRCR. DieR
BaitPSF 738. KESRFHR 40 VARKNAFR42. APS
FR BSRAUTPAP SL, KERBFAK 140 RGRPTA WARY
ZAM KH, KEN ADFR 742 RGATAPRANKSE
x.

ALB 39 Poy 744 ReTRATeBtmy HTTPR
PIR, APAPLFR 738KRAA PS 2001 1050 8667, LERMFR
740 FRAAES10.00, XH BTFA 742 GRAM 100. RAEHS10.00 45
AybniFBSteaOP FLATHMS10.00 HARK, HAYA 100 OHHHSF
RRAPA 100 £84% HF my ATaA
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AGSRA 33B, AHR ARERHAR 39 POHRMITPKPER
RpHAAPRPRRBRCZAB, R746 HERERBATITSP
RF RRESPAFE 740 RKMFR 742 ZGEATFR. WREINA
AFB, WK U48 BFHESHAGNHARASTR, HAMAR. RE
RC #4 EREKRGANFHURAS, Wefr| es]Bwhe A agepey te
RHR 7146 MKRHSGAARA, WH 750 BERSESSBHti
fy A. FeSSR 41 RRATHRfHAA.

AREATtAY HA MILKRESHY EGS, WR 752
PR 7 PRBS 202 ALARARESTR. wRARH, WK
754BEERSSNIRD 999909, ASPetey AERKASH KE,
SbBoE RK,

FORE 752 RADE FH ARETE, WR 756 EB Pe
& 202 HEA BATMESEP HBS FHAREM AS HAARHF AH
TRAE OY FEBARVABAS AY HD APASaFoyBAS AY
fo. Ade, B7 sreeSs 202 GBFUAFMARIAASot
AFFUFRALFe: LA 39 HRTPRREHER 742
FEARAY. AT I], SAB 39RAsFH aTPRPIRPES
RRFK 740 HASRAAR 33B 3 750 LASHAH
BK. Ain, Plo, wmRER 750 LOEARAZHARP=EAD, HEE
HFBRAKEHS10.00, RRSPRACHA 64 HAL 333, HR
fe70Bll %, FH AT 1 FB 742 HH 100 HAR, Amo4ssth T 433 Hayeeat
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KKGRAGRMVWRRER, BAKAEAKREME 465BIKA CC

HAE OARKRGKKB, KIRKE IRI ARIK CC ARE B;

ARSE PTE IRI AS HYASAE, MIS PE IRI AIKCC AGES.

7, toFER OMAWHAR, HEAT, Beis:

PRARA, ATH$Sissel Wak CSCF Rika) IRL, FAME

IRI F RILAS a 04 A —K IMS Bis6) ZH —FAS PS PDP RADARYR

KABAB, HATEKREREERAEEEAHMARREGRF,

FASPHS IRI FRAASPRRHE AQ IRI, HP, HGRASI HY IRIPH

LBRA HAPERARSI A IREARILEAR  RRISIRMIE PS,

8, wALFAIZR TAH ARA, HEAT, Badd:

CSCF, J +421 GPRS £477GSN RikA—K IMS Si41H

3
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200910146778.2 Mm A B KR BP BIA

XB PDP ARAMMM KKBBE ES, HAATKARBME CH PE IRI

HY RRPPIRAGE AEE,

9, wALFIBAKR 8 HEM AR, HHEAT, Pik CSCF AHARKARA

RAs B45 HE IRI FRREGARAN, C6:

BRERA P REMAP, WATE CSCF £4EKF Ase UE KX64 SIP #

RIAA MATH BG, AEPRFRI EM IRI FFA;

aPAEAP RARAP, PT CSCF A4E4K3) UE Rik4ROME

RI BG, RETRPATY BEM IRI FA.

10. HARARK OMA RM, HEAT, PRMP OIA F:

FE ORRENAY CC Ande LAR HO KRRRRE! RGWKRERZAH, KK

KAAM—#U AIRI, LARAHOCC ABA; PERO PRA

PRRRBR, KKPRAPA IRIVAR CC KH, PTH IRI 4

CCHE LAK A37;

PARAMaePSELAREIRAY CC SkaE CLAS HA KRBREidBRR

EY, Ld:

reat IRI 48 a0448) KARA CC RHIHAKKAR, Pik IRI

4 CC 484EAPoRAEC.

. AP IMS MAPARA, HEAT, ede:

HUB, ATRIA& IRI ARE AA CC AE;

RRERBA, PAIRSTEIIRI PRRAREBRE SG,

PRRABA KKBSLEELIEA — HK IMS SikOEM —AAS PDP RAPS

MYRRB,

KUBIA, FFRRRdECC BE LaOKRAKSHA

RIRRER, EALEMWRREEY C465IKCC HEL HY

RKFSHMAOHARKRBEAN, KUKI IRI ARI CC HES;

fete, ATARETIA IRI PHASES, Mops Pé IRI

4
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200910146778.2 Mm A BR BP BAA

KHCC HEL.

12. teARAIBR I ARHRA, HEAT, Leds:

FARBBA, AFHPICHK IRIA CC BE ELDAR AS

MEUM, KAKA HAH IRL ARRAY CC HH; HE

£0 PeayPIRBR, AKERHRAPxIRICC RE

&, PA IRI 5 CC RE APAA OAH;

PIR RAREAEREE CC BE LASRKARH! GRAM KRG

Heat, Lae:

peak IRI 4% A 044BA KTRASVAR CC SE LGMARR, PE IRI

5 CC 445 AEAPoAAA GeO,

5
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—t IMS MAPIEARMENAR. ARB

ARRAS

KRW GRMERAAR, KADA—AH IMS WS 71A SHETH

*. RABRE.

RIA

RAMSARMRRARA, MSRREA RS SwGAABNRASPLEHSD

SH, FEMALESRAIMA, FERRARASSMRAE

Mee AmS. 4xtilAk, AFIMS(IP Multimedia Core Network Subsystem,

IPSHAFAR) MAMSKBTIRA (Lawful Interception), #ifH°7IMS

AVRFIMSMAAS AR, HORTRIASIRE SBAR

HRRSEAM, Ath, SHEHRARAZSBEAMREAM ERFT

FR,

IMS WARSIRARABARSHAE(3rd Generation Partnership

Project, 3GPP) 42:8APRFIPAAR, LBBRUPAAN

HA, MIMSMASEMTARMSRM ALSFA GH -PELRAM. AA,

MA3GPPALIERIMSATA MARARA, IMSM ASikOTRA eB I

Pram ay44, LAF SESIR3PGG YT OTIMS PS09 FEETA:

MEAL? Ay ek#A SZ), ADMF ( Administration Function, BoeHAA) RS

Mitx1420 FASACSCE(Call Session Control Function, "fF" 27é4z

+i| oh AREER) + AYP-CSCF ( Proxy-CSCF, 4.22°f "| Sih43 Fi] W HEAR) HK

S-CSCF (Sever-CSCF, IRA°¢ 4 SiSHARK), RTS? ASHE

Pr ALP ag aRik;

CSCFARERHEOS CERTPRMAA PRATT, BAM

6
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NAA FIPS RAMSMASHG, HIRI (HOKE ) MIXER

¥DF1 ( Delivery Function, i384E), HDFIFEARAE P SIRBLEMF,

KP, CSCFHKAGEGP A 769KAP 89CC (Communications Content,

iEAB); |
LEMF4R4CSCF28649 74 .&, FREI4424GSN ( GPRS Support Node,

GPRS £447 & ) # A&4SGSN( Serving GPRS Support Node, IR4-GPRSX4¥7 &)

3.GGSN ( Gateway GPRS Support Node, MAGPRSRFPS), BREE]

LSBAP A tEIR; |

GSNARBAOPP LSARMEAL PARRAPTT, Hamel

HAP APELSASIS, HELAAASHiDFte

i2SLEMF, FleP CCAFSiDFIRAMHPS, HP, BTA

4*PDP ( Packet Data Protocol, Ad UHR) EFCao) Pa, FESR PH a4

RRBR, HA—-PARSLYHHB CCHRAESBILEMF, Al vA XILE]—/SPDP_E

FREE MAR, E3GPPAMLICAEP, GSNHH A928 12 A AY ety CN

(Correlation Number, XK44k)GGSN ID-4GC(GGSN Charging, GGSNit #

KA)IDA AS.

AIA VAA BI, IMS P2644ieUsOfSHatAIMS2K S22Fl BIRACSCF

vA RUMTS( Universal Mobile Telecommunications System, 28) 42 3)i813 AH )

PS (Packet Switched, 2°41 X4% ) RIRBGSNPAIR ZIRE, HIMSH-S4eFi

BikACSCFH HIRUE BZIDF1L, Fa GSNRSAetAgCCR KILN.

FHL, FEP-CSCFAQ224] F, ALP ASRUEMT AESA REEMAURGBRA

PDPEL FX, sue Sik ILS PDP EF XX M—*SIP ( Session Initiated

Protocol, 2#$402S4U4X ) FY AVL, AEUKIMS*¢4 32= S SPDPEFR

iu, GSNSSHBSR, BSHBDRGA A MHBARA

, A2BbaTLtFCSCFHGSNGIKFED Mdh HL.

xtFE PP SLEMFRL, WF GSNRG4 th aie1 A AP SeRIP

7
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(Real-time TransportProtocol, SBY4e4t4X ) BRIR ELA P FeABAAE

8, RAEARIELARABARTPHAA, toBKBOCSCPH EY)

IRY & 4 424444 SDP(Session Descriptor Protocol,274iWIXME.G, A AEE

fh AEALRTPHMAARRKOEY ACC. AIMSedeYP , ACSC

SGSNH BAAASRTY, FH-AIMSHY TAFT AS SHBSR, B

DOE GAHe OE OYPREKIRAHE koFRL:

GSN#t th 49 CCF 484449 CNSGGSN ID5GC IDM44, ta CSCFHT HH HIRI

HAROCNAPSBet FASRReG, 12 ACSCFiLAEA

€.atAGSNAT HE ACCAAI ASCN, A, GSN HACCP RAWCNS

CSCF#rh IRA SeA MCNGAARRAL. At, SFTPCR,

WFLALHe, SERAKMUSIPIRISCCZMMARKY RMB

oP CCH RFAT.

beLppik, SUA IMS MAP, PAERIE CSCF fira4 IRI4 GSN

ih oy CC ZAG KIRK, AtoFBPSTPeA ARAT4

Fk, PART oresROTEE.

RUNS

ARAM,RAB KBRAP UIMS MAP IEA RAIA. AK

BEE, AFARPSHAREAL PE A SATSEIPAR,

KAW KHHHitkoFAAREM:

FREAK A KAAA, RET—AIMS MA PRSASHEAA

i.

AREAEA RIFEHEY IMS MAPA RMIA, ede:

WoreKTAB KH IRI VA Ra15 AACC BEG;

APEIRI PRBRRBIME B, PRED ARBREELIARK

IMS 47¢4) 3249 —74-3 3 4 PDP KARASHY KKB;

8
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EARFE NK HY CC S45 45 HARARERMD KRER, AAEM

FEARRBH 0485ILACC AE O45 HO KRGKKB,

KIRA IEIRI VA RPKCC HEB;

ARSE PRK IRI 45 OSSTHIET, RRPTAIRI RFRA CC AE

4,

AGRA RHEA—LF BD, HARTFPIMS SPa1 A9

RK.

AERA KHIR IMS MAPISA SAHA, Las:

Wor Pos, PeOAAKIS IRI AREAS CC RHE, APTIE

IRI PSEBAKRASE, PEKKARE& LIE A— XK IMS Bis4

3209-4KB PDP RBAAMAY RRA, HERECC AGE akaag

KREK! RAW RRA, LASER RKERS i654CC

RHE OLAS AKKB KRBGRN, KKK IRI ABE CC BE BL;

ARIE TIAIRI AAPMSBRMES, Mote AAIRI RRA CC HEB.

ARTEARAKI—NA Hh, eteT—FtIMS 26P12 A ROTRR

i.

HERAWA RAPER AY IMS MAPISA RMETRE, ie:

ILSA, ATTAKIS IRI VAR1s A CC RHE;

| KRRIRG AU, FPAPRBkHKoY IRI PFARRBRME EE,
PRRFH BA KRBBAE& 464 —K IMS Si4)—4AAS 4 PDP KAA

MMA KKEIR,

KABA, FTRARHEILY CC SHE LAR OY KKBRAM

RHBARKER, LARTERMAKBRKY BSI CC BE OR PY

KREBA OKRBRM, KKPTIAIRI VARACC BEB;

ARTAL, A -FARGEPK IRI ABMSEMAOUER, MTS ATA IRI

KARCC HEB.

9
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PITAKAPHALIKELY —-AAR, BOP SHAK IRI

BCC HELE, IRI PRIA KRGM, GHMARKBGIME EE

164 —K IMS Bis4)SAPAS H PDP KRHA HMHARB,

Ht— thARGEiSBD KRABICC SHE LAB KERBR, KH

RR IRI VAR CC RHE, HARE IRI HOSMERTS

i IRI KRCC MES. WILWMARAKEMT IRI WSS CC

HE Ly KIRK, Mo FRSAIRI 489SSAHIRUEPITA

44 CC HE @, HY Ht IMS MAME RAAT OD EA, RLS TE

AIMS Ae.

KRAWMHREREPRARARSHAG PE, FA, PERMA

HPRALAAL, AFMBLEHARUAMT BR. ARAMA OPHT

RtAREOHAB. PAERA. CAMA? Haass BOARMAR
+4

=

er LAA

Ht DRAARERA, FLARHABA, SAR

BLASRAA, HRTRG. AMP:

Bl sKAWMPRIARY IMS MARRAATEA;

B2AKARAPRARY GSNSPR HBHRU STAY TEA;

B3AKAW Tiel Pt IMS MAPMA AKTAAA,

A4 ARAKI) P P-CSCF UEFTAEkb4ALFED ;

AS PRAM LHP S-CSCF MATHAEAAFL;

Ao AKRAM LHS? DEI MATTE4LE

BT AKRAM R36 PMae PsETTUSaebeAED

BSAKAW LES Pet IMS MAPRMIEARBEHRETEA—;

HORA LS Pst IMS MAPBEARKHRAREA=;

10
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Bl AKRAKBS Pet IMS MAPMENSEAARATEA.

AT2aIMS MATERAREMR KLAR, ARV KH

Hilde J —#e IMS MAB PMSA AMMA. AABRE, AFASHAP

Bt RtARR BA 4HieEHEATOLA, EAR, WeaPAEAgIeKEBUR

AFHAPREAARY, FRATREARW, FLARPROEAT, AP

PH LCARREB Y FFETVATA.

AERA RHP), BARATPTERAE, RRA

SOL IMS Meal, 42 Tt IMS MAMHERATBAR, KPT

#144 IMS MBE.

AREARKH)HY OTEHERIE:

HereAM DEL 5OR SIRS LEME 21)4APRELS

36jo—/45) KBRBIK, HHRMA TRIPAPER RRGRS FR

ARALARRGRMAMK,LY, BoE A DF2 SBP SRG

LEMF <./l#] 487242 2 .

SP, DF1 #4EF CSCFHEAP SZ, AT RMIRI 4X, DF2H

HF GINSKAP SAM, AFTRA PMA RWHA. HH, DF1 Fe DF2

PVA—PRKARIL, BA IMS MA, DF1 5 LEMF 2M AA AEE

0% HI2 +R4AdE, DF2 5 LEMFZM RA MAREE A HB PRU. AG

HI2 ARYAEGE TMoP HSotBY RRBLIE HW —K IMS BisAHH —PBA ST

PDP RADHAMMHKRREK, Y-KASH HB PAPAHMMA S

PasRRR,

txtKIMSAishEAE, CSCFIULDF1HHS FM—-#

orSIRIAbsteS RRAWBE >XEA Phte A ACC,

Aik, MAB KKAREBBR—MSHKAR, TALSRE—KIMSY

11
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my op PE a9 AS el HIS3E9 3 HBOSRABAKR, HP, —AHBSAM

FL —/*SPDP7RE,.

KRA-DEACP, LRBM ARZATUARRESH ARAM, Bilder,

RAF HT PEROWAARH, E-NMS*F HY OP,RARILA ( 4eGSN )

FPA—AKS PHBE PRHKKGR, EPHBIETPAMAHRKERE

AVFPE, BAGSTBRRAMA KRKBELS . GHAKARKSRAN

FLARE MT VARA ASN.1, BORA LEA A:

assist-correlation ID ::= set of octet string.

ARV KH] Ff, KFassist-correlation IDA ZL, BPAEAKRECALG

KARZ, REBELBH FE —IMSF OTag S HIBIE PR

KREWE.

AREARY RePHVALMEA, BRAHMS MK

A, Ada 648iCOMMON IMS (%— IMS) sekinaRez.

AERA KIO), LRAT —#xt IMS MA PMEASHEAA, KR

FUERBPRRYUE LAA, Wit COCR. GSNRGAAR DE

REZ HRS, ARTA PHSKEN, AUTER AORTA.

A3 HAREAAR£56BIEMT IMS AAi1S AOT a4 AL, he

A3Km, KFREZAISOTR:

FR 301, GIN AREA PRAYEYSERAMRUARMEHMY

PDP KAZE, HARPEA SH—-TASB HS PDP RADHAMH KRM

43.8RikY P-CSCF.

BRP, PDP KAMMHKKEEKBexMibRKW GCID AR GSN

ID.

UR 302, P-CSCF HK GSN RRM KRAMELHR, Wit SIP 134

RIKRBBUEEGFADK1G IMS KH, Hee S-CSCF.

S-CSCF442K P-CSCF RUMKRBMME BE, RARKARBRE SE.

12
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FR 303. CSCF 12-4 ( P-CSCF & S-CSCF ) RidTAHKS IRI 4 DF1

Bt, ARAM ARABBAPz IRI PAZRGRY% DFI.

47K 304. DF1 A CSCF RSAikIRI PRRAPMKARAMESL, W

A HI2 48742 EATRBAHY, mR HI2 FREED IRI, FE

2 LEMF.

BRR, ARMY IRLPRB ARAK, DHWARSRKAGRBRWK

RBM&.

459% 305. LEMF 445 DFI Aik44 IRI i 8 Pas aFBAKA, Ht GSN

iit DF2 Riki) A Pits A SETART.

SEASRYSRL, MEAGRP SAMARAAAedfs

AFiSagik :

BA, CSCFARKABETA PAPRE, BPEBSissa

*{Z 44VICID (IMS Charging ID, IMS? #4RIR), RICIDH HE A SIPIESHE

ARGBBAA MAP AYP-CSCF, ICID VA FRABIRILKIMS"FY Sis.

HH, GINEPDPEFRAISEMAM, LS5LPDP_EF40%2 49GCID,

GCIDLHAHFESPDPAR OF) HAY FH LASGSN IDAA AAR

PDP, FPASPDPRAMMM KREK,

CSCF4#* +E 4ICID1G24GSN, GSNL4$GCIDA#GSN IDFREAEEHK

FERREYEP-CSCF, KKMAKRMP-CSCFRIKBI S-CSCFHEIMS Fh¥ 3—

HER. FAAPDP_EFXR, GCID+GSN IDFvA— HeAGIR—PDPAR

R, SSSIMSAGLKRS PPDPLFRM, —20a $48 (GCID+GSNID) &

BRATBI) FE] —/SICID_E.

ixA#P-CSCFVA BS-CSCFRFF T HLTILKIMSS76SHPRS

PDPARAAY KRABAZ(FPGCID+GGSN ID), ZARIAIRIN, HRW AK

BIASMIRIAADF 1, MDFHARASS SAREEHH ER

IRL ERASMOT PS, BEET PS KIRCSCF IRI-4SGGSN CCR.

13
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FR3E3GPP TR 23.815 V5.0.000#L2, BARE A AMKEM ABA ULEK

PLit R41CRIN, Ate FAFAE:

. Sade BARE OUF, P-CSCF 2AIKS| VE Rik44 SIP THM

RABRI GG, aeRiBoyES GGSN Aik4) GCID 444 S-CSCF;

2, Yakie BARGE. P-CSCF £41k] UERIMMER,

fedeRei S04 RE GGSN Bik4) GCID 1644 S-CSCF.

B4AAARW KAP P-CSCF HATHAREAR, tA 4, A

KK. L4G40F GR:

47K 401. P-CSCF 424K GGSN RikM KRRGRME S.

GMP, P-CSCF 41Kay RASZPP GGSN EAD4132FeHIE PDP

RBGRR, HP, GGSN RRM KRAMERTA -MRFS A, BAR

KREMEQtE—4 PDP KH, GRRAMA GPP PDP KHMAY GCID VA

B GGSN ID 12.&.

YR 402. P-CSCF 423X GGSN RRM ARBRECHR.

HUE 403. P-CSCF FREE PRENLRR, SREPRE

my, RANTIR 404~H HK 405, BRIA PRAY, WUTHR 406~HR

407.

YE 404, P-CSCF #442 UE Rik4) SIP KRMRABTH GS, BR

OKRA233 FAG SIP FRAGRANTSY, RikS-CSCF.

45-46 405. P-CSCF #4 UE Aidt) SIP HRMGRABTHR, FRET

AUK IRI, HARRAH KRABICHSAIRI HPAikDEI.

PMY, P-CSCF 4m4AKA IRI 4P-CSCF 4 DF Zl) 4

ARYEFE DT HL,

479% 406. P-CSCF #IK2] UE RRMARH LG, ARAM KRER

ASB86RATEP, Rid S-CSCF.

45-9 407. P-CSCF #R4é UE RiktopTG, SRAAI & IRL

14
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HEREY RRBBEFAG IRIGPRik# DEI.

HRM, P-CSCF #49EAB KH .@ IRI 44 P-CSCF 5 DF1 ZA 44

#RLAE PAD,

ARAB VA ERR, P-CSCF EABAY HAAF|SiSRAILAA

abef ey GSI GAREPOEBtaDEI ZiaTAAHS IRI

HASHALE IRI REY RRACHHH IRIOG PAikDF1, H DFA

AF PEALE

VALRAY, HR 404 FoR 405 TRAIAN, A, FRR 406 Fo

HH 407 TVA. HEL, AREER, GR 404 FoR 406 TUF

Huy. pa, SIEM PeBit X1 4043) P-CSCF AA S-CSCF

b, WESTHR 404 Foe 406, BARBARA PAS GHKTRE

Z| P-CSCF ¥, MRE MATHR 404 Fo HR 406.

aeA PSBat X1 4R4ES) P-CSCF YAA S-CSCF ¥, S-CSCF

aan4zit425 P-CSCF ag4h4TWFZRA—-K, HibkoFP:

B5 AARKH) P S-CSCF HTMLBH READ, ASH, H

HK ELFHOF RR:

+5YE 501. S-CSCF #£1K P-CSCF Kids) SIP HAIGMABRHRRS

RHE.

eR, BRIA PRAM, Wl) S-CSCF 424k2] P-CSCF Aik&*4 SIP

KARASRABE SG, BRAPAA, W S-CSCF 443 P-CSCF A

iRIMMER.

YE 502. S-CSCF F) BRB ARRALAR, SRA PRE

my, MATH 503~HHR 504, SRAPAY, WIT HR 505~PR

506.

45YE 503. MA P-CSCF Ki£449 SIP HRIAGMAH GPRRLRER

13LHR.

ld
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UR 504. S-CSCF 44% SIP KAMGRMETHS, ERMA ES

IRL, 3¢354K484 HRABE848 4GK IRIN RP RiKRY DEI.

HE 505. AK P-CSCF Rik49 4R4AGE RI EP RRKRKBREEHR.

HE 506. S-CSCF ARBRE, RITASIRE, HARA

64 KRBAE 645  £5z IRI APRikYS DEI.

ARE VA LAL, S-CSCF ERAS AyBSFSis25 RAILSEPA

Agee SatBARGE YP 1sA09S DEL Ze] 49TBKS IRI,

FEAAth IRI RA ARABIGSA IRI OPRikDEI, BH DF th

ATKe RACE,

ARGE A 4 VAR 5S Arik09AZ, P-CSCF VAA S-CSCF * DF! 434 IRI @,

AeihREAR DELeelsee A 6 Pt, PUTAFe:

+74 601. DF1 4£4& P-CSCF & S-CSCF RikIRI, FFAGK IRI P RR

PO ARBBER, KRREBUE EL LIE—K IMS SiGOSA—TRS

PDP KAA RTMt) RBRABHEE.

HR 602. DEL HHIIRIRRRKREMEEHRARORE

me IRL, SP, S4R4F2] IRIPHBAKAK, PRHWAKAKGREE

RRARARBBUE SE.

ORY, DEL ATES RIVARR KREMEBHRAS

CHO ay IRIA, ede:

HARRY ARBREBAKEPSZi]4S ETSI TS 133 108 LE

& IRIGY, PPKRABECAAT ELPRG YFKRER

, APRACAELKPUTT Heehik, MARAEA

i. MFIMS SHEASS MAR, MARARAARA HY PDP KR

Bi, DE2 ERKSPARSRASCE-+ RIVE, ERAEN

Pes,

Wor edhe IRI VAR CC a3LG, JAA IRI PRRRRGAME &,

16
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TEAR BA KERBAMELIEA —K IMS SiS4) 319 —PAS 4 PDP RRAASRT

LYRA; SRG ARIKCC HE AHH KKSERERRYMUARR

BI, HPIRRBARP 46-4CC RE OASHARB

REBEL, KK IRIVAA CC AEG; ARE IRIMSMRDOES,

fan5 Pik IRI RFRA CC BE B.

7AAR LAG) P MAE P SHEATHS O49 ALEAAAeT,

FLAK 4540F PR:

BIRTIOL. WTP ssFLIRUA BVA ACCHHE&.

KOMP, IRV SK A CSCFRSGHANDFISHF Pp SZHZ0

KR, CCHBARK Y RARRASHNDESBH PSZeHIB,

Xt VAIMS2, HARARBIRSHGSNAS. HP, IRUA B48KARE,

DHE 702, BHP SKKA A E20 9 IRL, ARRYH CCH

46,

WALA S 4S HI2 460 fo SS HB HE RikHAS) MOP Pos, Mop epdgat

1K3) Hihit HB HO RY CCKR-LeMY HORI RAY IRI. SHRP

oR ykBI] —7> HI2AA4HIB RO RikOE, MAEPUTPR,

GRR 703. HABE PARA PARRASK, KRIEPP

#4 RIVACC RHE, RPBIRI 4 CCHHADMA YAH,

BoRP, AAAPHPOAPRR, FABRA — HHT

44 IRIMAK A E)— HIB #0 ( BE—-PKS PHB HRAYRK) CCHS

AGHAA-KREBAP, $A, MARBAA HO #04 IRI YRARAE

HI3 #0 a CC SB; BRAM ARITA, WRTFRO ARR

HE PFMEO oP SKS) SS HI2 He Kids) IRI, FH HIB FRAAMA

PRAY HI2 #9 Be BerbaR, MIRF—-/ HI2 HU Rika) IRI SHMITAK, 2

REAMA HI2 HVATARGRAA LAD), MARAKEURH. F

KERA, NI—AN IRIETA5-PKS 4 CC HE BAK.

17
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(54) Procédé de gestion deprofils d’utilisateurs d’un réseau de pairs

(57)—L’invention concerne un procédé de gestion de
profils d’utilisateurs d’un réseau de pairs, un procedé de

gestion d’une session de service d’un pair et les dispo-
sitifs les utilisant. En particulier, ces procédés permettent

de mettre en oeuvre une interception des flux échangés
durant la session de service par un dispositif de contréle
d’un fournisseur de service afin de dupliqueret d’effec-
tuer sur au moins unepartie de cesflux des traitement

tel que de la supervision.
Or, les fournisseurs de services n’ayant pas accés

aux réseaux, ils ne peuventpasintercepter ces flux alors
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quils pourraient vouloir le faire pour ajouter destraite-
ments en paralléle des sessions de service.

Un objet de invention est un procédé de gestion de
profils d’utilisateurs d'un réseau de pairs comportant un

déclenchement d’une interception en modifiant d’un
champ d’activation d’interception inclus dans un profil
d’un utilisateur obligeant un pair dudit utilisateur a se con-

necter audit réseau de pairs en se rattachant a un super
pair d’interception, ledit super pair d’interception étant
apte a dupliquer au moins une premiére partie d’un flux
d’une session d’un service dudit pair.
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Description

[0001] L’invention concerne un procédé de gestion de
profils d’utilisateurs d’un réseau de pairs, un procédé de

gestion d’une session de service d'un pair et les dispo-
sitifs les utilisant. En particulier, ces procédés permetient
de mettre en oeuvre une interception des flux échangés
durant la session de service parun dispositif de contréle

d’un fournisseur de service afin de dupliqueret d’effec-
tuer sur au moins une partie de cesflux des traitement
tel que de la supervision.

[0002] Les techniques existantes d’interception per-
mettant la supervision de flux échangés sont réalisées
au niveau du réseau physique comme le montre la de-
mandede brevet américaine US2005/01 74937, notam-

ment, par accés au routeur d’entrée dansle réseau. Ces

techniques présentent des limites notammentlorsque
l'un desutilisateurs du service est nomadecarl’intercep-
tion se fait sur la ligne physique et non sur les flux pro-

venant et/ou regus par un pairde l'utilisateur.
[0003] De plus, de nouveaux servicestels quela voie
sur internet ou VoIP sont proposéspardes fournisseurs
de servicesenutilisant des architectures physiques exis-

tantes, notamment grace aux technologies de réseaux
de pairs. Dans ces nouveaux contextes, avec les tech-
niques telles que celle proposées par la demande de
brevet américaine US2005/0174937, l’opérateur du ré-

seau s’il est toujours apte a intercepter les flux transitant
sur son réseau pour ces nouveaux services n’est pas
apte a identifier les services portés parcesflux caril ne
les a pas créés, ni doncalestraiter.

[0004] En outre, les fournisseurs de services n’ayant
pas accés aux réseaux, ils ne peuvent pas intercepter
ces flux alors qu’ils pourraient vouloir le faire pour ajouter
destraitements en paralléle des sessions de service.

[0005] Un desbuts de la présente invention est de re-
meédier a des insuffisances de l’état de la technique.
[0006] Un objet de l’invention est un procédé de ges-
tion de profils d’utilisateurs d’un réseau de pairs compor-

tant un déclenchement d’une interception en modifiant
d’unchampd’activation d’interception inclus dans un pro-
fil d'un utilisateur obligeant un pair dudit utilisateur a se
connecter audit réseau de pairs en se rattachant a un

super pair d’interception, ledit super pair d’interception
étant apte a dupliquer au moins une premiére partie dun
flux d'une session d’un service dudit pair.

[0007] Ainsi, lorsqu’un pair se rattache a un superpair
quelconque pour établir une session, ledit super pair lit
dans le champd’interception du profil dudit pair s’il est
intercepté ou non. Sitel est le cas, le super pair quelcon-

que renvoi le rattachement du pair au réseau vers un
super pair d’interception.
[0008] Avantageusement, le procédé de gestion de
profils comporte une modification (+SNI) d’un champ

didentification d’un superpair d’interception (@SNI) in-
clus dansun profil d’utilisateur apte a permettre audit pair

(Nu,) dudit utilisateur de se connecter audit réseau de
pairs (30) en se rattachant audit superpair d’interception
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(SNI) en utilisant ledit champ d’identification dudit super
pair d’interception (@SNI).
[0009] Ainsi, le super pair d’interception ait aisément
modifiable pour chaque utilisateur du réseau de pairs.

[0010] Avantageusement, le procédé de gestion de
profils comporte, lorsqu’un pair dudit utilisateur est con-
necté a un réseau depairs, l’envoi audit pair en utilisant
un champd’identification dudit pair inclus dansledit profil

d’utilisateur, d’une requéte d’interception obligeant ledit
pair a modifier sa connexion audit réseau de pairs en se
rattachant audit superpair d’interception.
[0011] Ainsi, lamise en oeuvre de linterception ne doit

pas attendre une nouvelle connexion mais est effective
dés son déclenchementpour la connexion en cours.
[0012] Avantageusement, le procédé de gestion de

profils comporte une occultation dudit champd’activation
d’interception (I) et/ou dudit champ d’identification d’un
superpair (@SNI) apte a rendre ledit champd’activation
d’interception (I) et/ou ledit champ d’identification d’un

superpair (@SNI) incompréhensible(s) de pairs distincts
d’un dispositif de contréle (10) et de pair(s) dudit utilisa-
teur.

[0013] Ainsi, laconnexion ne peut pasétre interceptée

par un tiers autre que le fournisseur de service etles tiers
autorisé par ce fournisseur de service.
[0014] L’invention a également pour objet un program-
me d’ordinateur comprenantdesinstructions de code de

programmepour l’exécution des étapes du procédé de
gestion de profils lorsque ledit programme est exécuté
par un processeur

[0015] L’invention a aussi pour objet un dispositif de

stockage de profils d’utilisateurs d’un réseau de pairs,
un profil d’un utilisateur comportant un champd’activa-
tion d’interception (I) apte a permettre le déclenchement

d’une interception obligeant un pair (Nu,) dudit utilisateur
aseconnecteraudit réseau de pairs (30) en serattachant
a un super pair d’interception (SN1), ledit superpair d’in-
terception (SNI) étant apte a dupliquer au moins une pre-
miére partie d’un flux d’une session d’un service dudit

pair (Nu,).
[0016] Un objet de l’invention est un procédé de ges-
tion d’une session de service d’un pair d’un utilisateur
comportant,lorsqu’un champd’activation d’interception

(I) inclus dans un profil dudit utilisateur est dans un mode
intercepté (intercept ?), une connexion dudit pair a un
réseau de pairs en se rattachant a un super pair d’inter-

ception, ledit super pair d’interception étant apte a dupli-
quer au moins une partie d’un flux d’une session d’un
service dudit pair et ladite connexion étant apte a per-
mettre le support de la session de service.

[0017] Avantageusement, laconnexion dudit pair audit
réseau depairs est effectuée en se rattachant audit super
pair d’interception en utilisant un champ didentification

d’un superpair d’interception (@SNI) dans une liste de
superpairs dudit pair.
[0018]  Ainsi, l’architecture du réseau de pair ne néces-
site pas de modifications lourdes pour mettre en place
l'interception.
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[0019] Avantageusement, lorsque ladite session de
service est supportée par une connexion dudit pair audit
réseau de pairs dans un modenon intercepté, ladite con-
nexion dudit pair audit réseau de pairs en se rattachant

audit superpair d’interception est effectuée par modifi-
cation de ladite connexion dudit pair audit réseau de pairs

suite a la réception par ledit pair d’une requéte d’inter-
ception.

[0020] Avantageusement, lorsque ladite session de
service est supportée par une connexion dudit pair audit

réseau de pairs en se rattachant audit superpair d’inter-
ception, au moins une premiére partie desflux de ladite

session de service passentparledit super pair d’inter-
ception et au moins une deuxiémepartie desflux de ladite
session de service passent par un dispositif relais d’in-
terception, ledit dispositif relais d’interception étant apte

a dupliquer ladite deuxiéme partie desflux de ladite ses-
sion de service.

[0021] Un autre objet de l’invention est un programme
d’ordinateur comprenantdesinstructions de code de pro-

grammepourl’exécution des étapes du procédé de ges-
tion d’une session d’un service lorsque ledit programme
est exécuté par un processeur.

[0022] L’invention a également pour objet un pair com-
portant des moyens de connexion a un réseau de pairs
apte, en fonction d’un champd’activation d’interception
(I) inclus dans un profil d’un utilisateur dudit pair, a obliger

ledit pair (Nu,) dudit utilisateur & se connecter audit ré-
seau de pairs en se rattachant a un superpair d’inter-
ception, ledit super pair d’interception étant apte a dupli-
quer au moins une premiére partie d’un flux d’une session

d’un service dudit pair.
[0023] L’invention a aussi pour objet un superpair d’in-
terception apte a dupliquer au moins une premiére partie
d’un flux d’une session d’un service d’un pair comportant

des moyens de connexion dudit pair a un réseau de pairs,
en fonction d’un champd’activation d’interception (I) in-
clus dans un profil d’un utilisateur dudit pair, ladite con-
nexion duditpair avec le réseau de pairs supportantladite

session de service, et le super pair a des moyens de
traitement d’un dispositif de contréle, la connexion dudit
super pair avec les moyensde traitement du dispositif
de contréle étant apte a supporter une transmission des

flux dupliqués vers les moyensdetraitementdu dispositif
de contréle.

[0024] Unobjet del’invention est un systémed’un four-

nisseur de service comportant des moyens de gestion
de profils d’utilisateurs d'un réseau de pairs, lesdits
moyens de gestion étant apte a modifier au moins un
champ d’activation d’interception(I) inclus dans un profil

d’un utilisateur permettant la connexion d’un pair dudit
utilisateur audit réseau de pairs en se rattachant a un
super pair d’interception en utilisant un champ d’identifi-
cation dudit super pair d’interception, ledit superpair d’in-

terception étant apte a dupliquer au moins une premiére
partie d’un flux d’une session d’un service dudit pair.
[0025] Lescaractéristiques et avantagesde l’invention
apparaitrontplus clairementa la lecture de ia description,
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faite a titre d’exemple, et des figures s’y rapportant qui
représentent:

~ Figure 1, un procédé de gestion de profils d’utilisa-
eurs d’un réseau de pairs, selon |’invention,

- Figure 2, un dispositif de stockage de profils d’utili-

sateurs d’un réseau de pairs, selon l’invention,
» Figure 3, un procédé de gestion d’une session de

service d'un pair, selon l’invention,
- Figure 4, un schémabloc d’un réseau de pairs dans

equel un dispositif de contréle demande l’intercep-
ion d'un service pour un pair non connecté selon
‘invention,

» Figure 5, un schémabloc d’un réseau de pairs dans
equel un dispositif de contréle demande I’intercep-
ion d'un service pour un pair déja connecté au ser-

vice selon invention,

- Figure 6, un schémablocillustrant interception des
lux de signalisation d’un service selon l’invention,

- Figure 7, unschémablocillustrant ’interception des
lux média d’un service selon l’invention.

 
[0026] L’invention permet de pratiquer une intercep-

tion d’un service sur un réseau de pairs tel que la VoIP
dansdifférentes configurations, notamment une session
entre des membresde ce réseau de pairs et une session
entre au moins un membre de ce réseau de pairs et au

moins un membre d’un autre réseau (par exemple via
une passerelle d’interconnexion ou gateway en anglais).
[0027] L’invention repose sur une étape d’établisse-
ment de l’interception dans laquelle le pair intercepté est

informé du fait qu’il doit se rattacher a un superpair (ou
super node en anglais) spécifique: un superpair d’inter-
ception pour se connecter au réseau de pair. Le pair in-

tercepté est alors considéré commeun pairordinaire (ou
ordinary node en anglais) par le réseau de pairs|’obli-
geant a se rattacher a un super pair d’interception pour
se connecter au réseau de pairs. Le superpair d’inter-

ception est un super pair spécifique apte a dupliquer au
moins une premiére partie des flux d’une session d’un
service d’un pair intercepté.
[0028] De maniére assez classique, les super pairs

d’interception sont indiqués dansla liste de super pairs
disponible sur les super pairs du réseau de pairs et a
partir de laquelle les pairs du réseau de pairs mettent a
jour leur liste de super pairs en local.

[0029] Par exemple, le fournisseur de service a |'ori-
gine de interception introduit dans le réseau de pairs un
pair ayant les paramétres de connexion nécessaire a
lobtention du statut de super pair et disposant des

moyens de duplication utile a l'interception. Du fait de
ses paramétres de connexion,ce pair obtiendrale statut
de superpair et figurera sur la liste des superpairs dis-
ponibles sur tous les supers pairs du réseau de pair y

compris ce superpair d’interception. Et tout pair dont la
liste locale de superpairs est mise a jour disposera dans
sa liste de super pairs locale de ce super pair d’intercep-
tion.
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[0030] La figure 1 illustre un procédé de gestion de
profils d’utilisateurs d’un réseau de pairs. Cesprofils sont
stockés dans un dispositif de stockage 31 tel que celui
illustré par la figure 2 qui est par exemple une base de

données stockée dans un dispositif unique tel qu’un dis-
positif d’authentification, un dispositif du fournisseur de
service, etc. ou répartie dans le réseau de pairs (par
exemple sur les super pairs de ce réseau de pairs).

[0031] Lors d’une interception d’un service d’un utili-
sateur u, le procédé de gestion de profils d’utilisateurs
d’un réseaudepairsest alors basé sur le déclenchement

d’une interception en modifiant +1 un champ d’activation
d’interception | dansle profil de lutilisateur u. Ainsi, le
fournisseur de service peut avoir prévu pour l'utilisateur
u un superpair d’interception SNI dés son adhésion au

réseau de pairs et en déclencher [utilisation plus tard,
pour des besoins de surveillance d’un service par exem-
ple, en basculant un champ c’activation de "off" sur "on"
ou d'un bit 0 a un bit 1 par exemple.

[0032] Demaniére générale, le pair retrouvera l’adres-
se d’un superpair d’interception danslaliste de super
pairs dontil dispose en local ou par requéte auprés d’un
super pair de cetteliste locale. Les super pairs du réseau

de pairs disposantde |’adresse d’au moins un superpair
d’interception dans leurliste de super pairs. Afin d’accé-
der facilement a l’adresse d'un superpair d’interception
dans une liste de superpairs,la liste peut étre divisée

en deux sousliste une sous liste de super pairs non spé-
cifiques et une sousliste de super pair d’interception.
[0033] Dans une premiere variante, une premiére éta-
pe est de vérifier si l'utilisateur u est déja connecté au

réseau de pairs, par exemple en consultant dans son
profil son adresse @u. Si adresse @u est renseignée
+, l'utilisateur u est connecté. Cette information peut étre

transmise au demandeur de interception pour lui signa-
ler un flux de service d’un pair de lutilisateur u auquel il
n’a pas acces.

[0034] Une deuxiéme variante de invention prévoit,
si utilisateur u est déja connecté +, I’émission d’unere-

quéte d’interception au pair de l'utilisateur u en utilisant
adresse indiqué dans le champ adresse @ u inclus dans
son profil. La requéte d’interception req intercept indique

au pair de lutilisateur u que celui doit modifier sa con-
nexion au réseau de pairs en se rattachant a un super
pair spécifique appelé superpair d’interception SNI. La
requéte d’interception peut étre transmise directement

au pair ou via son superpair (super pair non spécifique).
[0035] Dans toutes ces variantes, le rattachement au
super pair d’interception SN!| pour se connecter au ré-
seau de pairs entrainera la déconnexion de |utilisateur

u puis sa reconnexion au réseau de pairs.
[0036] Dans unetroisiémevariante, le procédé de ges-
tion de profils comporte la modification +SN! d@’un champ
Cidentification d'un super pair d’interception @SNI inclus

dansle profil de l’utilisateur u permettant ainsi de rensei-
gnerle pair de lutilisateur u sur le super pair d’intercep-
tion SNI auquel il doit se rattacher pour se connecter au

réseau de pairs, voir de modifier le superpair d’intercep-
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tion SNI pour diverses raisons changementdu traitement
nécessitant une interception et/ou du demandeur d’une
interception (fournisseur de service, opérateur au four-
nisseur de service, etc.). Ainsi, les liste de super pairs

ne comporte pas nécessairement de superpair d’inter-
ception, et le pair récupére cette information dans son
profil lors de sa connexion au réseaudepairs voire dans
la requéte d’interception.

[0037] Cette troisiéme variante peut étre mise en
oeuvre également en combinaison avec la premiére ou
la deuxiéme variante de l’invention.

[0038] Lafigure2illustre une base de données des
profils d’utilisateurs d'un réseau de pairs comportant pour
chaqueutilisateur u plusieurs champs dont au moins un
champ d’activation d’interception |. Dans les premiére et

deuxiémevariantes de l'invention, un profil comporte un
champ d’adresse utilisateur @u avec l’adresse d’au
moins un pair de l'utilisateur connecté au réseau de pairs.
Dansla troisiéme variante de l’invention, le profil com-

porte un champ didentification d’un superpair d’inter-
ception @SNI.
[0039] Dans notre exemple, un utilisateur "alice" est
connecté au réseau de pairs avec un pair ayant pour

adresse “alice @sip2p.ft". Son super pair d’interception
SNI a pour adresse "sniservicea @sip2pft’. L’utilisateur
"alice" est connecté en modenon intercepté (bit 0 dans
le champd’activation d’interception 1).

[0040] Dans une quatriéme variante de l’invention, le
(s) champ(s)lié(s) a l'interception: champ d’activation
d’interception | et/ou, le cas échéant, champ d’identifica-
tion dun super pair d’interception @SNI sont occultés

soit par anonymisation, soit par masquage,soit par chif-
frage, soit par brouillage, etc. Ainsi, seuls les dispositifs
de contréle de l’interception et traitement des flux inter-

ceptés, tels qu’un dispositif de contréle appartenant au
fournisseur de service souhaitant supervisercertainsflux
de son service en lien avec un pair ou a un tiers tels que
un opérateur du réseau utilisé par le service ou un orga-
nismede surveillance souhaitant supervisés certainsflux

de services d’un pair, sont aptes a lire et modifier ce(s)
champ(s)lié(s) aPinterception. Les pairs des réseaux de
pairs distincts d’un dispositif de contréle peuvent simple-

mentutiliser le(s) champ(s) lié(s) a Pinterception inclus
dansleurprofil d’utilisateur ou d’une requéte d’intercep-
tion pour se connecter au réseau de pairs, sinon ce(s)
champ(s) lié(s) a l'interception leur sont incompréhensi-

ble(s), indétectable(s).
[0041] Lafigure3illustre un procédé de gestion d’une
session de service d’un pair dans un réseau de pairs
basé sur le rattachement dudit pair @ un superpair d’in-

terception SNI pour se connecter a un réseau de pairs
—SNI->P2P, cette connexion supportant la session de
service du pair.

[0042] Dans une variante de l’invention,

profil u : un pair d’un utilisateur souhaitant se con-
necter @ un réseau de pairs pour ouvrir une session

d’un service consuite son profil d’utilisateur du ré-

EX. 1003-276



PETITIONER APPLE INC.     EX. 1003-277

7 EP 2 227 048 Al 8

seau de pairs pour le compléter en y inscrivant son
adresse @u, notammentson adresseIP.

intercept ?: Si le champ d’activation d’interception
| est sur "on", le pair se comporte commeun pair
ordinaire et se rattache au superpair d’interception
SNlindiqué dans lechampd’identification d'un super

pair d'interception @SNI, de maniére non exhausti-
ve, inclus dans une liste de super pairs ou dans un

profil de Putilisateur du pair pour se connecter au
réseau de pairs ~SNI-P2P.Sinon, il se rattache
en mode non intercepté au réseau de pairs P2P: soit

en se rattachant a un superpair non spécifique, soit
a son proxy etc., soit en se connectant directement
au réseau de pairs >P2P.

[0043] Dansladeuxiémevariante de|’invention, siluti-

lisateur est déja connecté lorsque son profil est modifié
pour déclencher une interception, le pair de l'utilisateur

u regoit une requéte d’interception. Req intercept ? :
Dés réception d’une requéte d’interception par le pair de
l'utilisateur, le pair modifie sa connexion >SNI->P2P au
réseau de pairs en se rattachant au superpair d’inter-
ception SNI indiqué dans la requéte d’interception pour

se connecter au réseau de pairs.
[0044] Une alternative a cette requéte d’interception
Req intercept ? est une requéte comportant une com-
mande de modification de rattachement au réseau de

pairs. Ainsi, dés réception de la requéte d’interception
parle pair de l'utilisateur, le pair va récupérer, de maniére
non exhaustive, en local (dans sa liste de super pairs),
auprés de son super pair de rattachement ou dans son

profil d’utilisateur adresse valide d’un superpair d’inter-
ception SNI et modifie sa connexion >SNI-P2Pauré-
seau de pairs en se rattachant a ce superpair d’inter-

ception SNI pour se connecter au réseau de pairs.
[0045] Ainsi une premiére partie du flux du service du
pair intercepté est dupliquée par le super pair d’intercep-
tion SNI et, le cas échéant, transmis a un dispositif de

traitement et/ou de supervision (en particulier contréle
parentale, modérateur, toute autre autorité, etc.). Dans
le cas d’un service de voix sur Internet VoIP, cette pre-
miére partie de flux correspond en particulier au flux de

signalisation.
[0046] Dans unecinquiémevariante de l’invention, RI:
une deuxiémepartie du flux du service du pair intercepté
est dupliquée parle superpair d’interception SNI ou un

dispositif relais et, le cas échéant,transmisa un dispositif
de traitement et/ou de supervision. Dans le cas d’un ser-
vice de voix sur Internet VoIP, cette deuxiémepartie de
flux correspond en particulier au flux média et soit le su-

perpair d’interception SNI joue aussi le réle de dispositif
relais média d’interception soit le dispositif relais est un
dispositif relais média d’interception.
[0047] Dans une variante de l’invention seule ou en

combinaison avec l'une quelconque des variantes pré-
cédentes, lorsque un pair se connecte au réseau de pairs
en modeintercepté,c’est-a-dire se rattache a un super

pair d’interception SNI pour se connecter au réseau de
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pair, il blogue toute procédure interne de tentative de
passage de |’état de pair ordinaire a |’état de super pair
au moins pendantla session en cours. Ainsi, il ne pourra
modifier sa connexion au réseau de pairs et se soustraire
a l'interception en se connectant directement au réseau
de pairs suite a une modification de son statut de pair.
[0048] Lesfigures suivantesillustrent l’invention dans
le cas particulier de session d’appel de voix sur Internet

VoIP utilisant le protocole SIP.
[0049] De maniére classique, un appel VoIP s’ap-
puyant sur une architecture de réseau de pairs 30 se
déroule de la maniére suivante:

~ un téléphone par exemple lance une demande de

connexion a partir de l’'adresse S|P du pair NU, du
destinataire,

- unpairordinaire Nu, de rattachementdecetélépho-
ne contenantla fonction proxy SIP relaie cette de-
mandevers le proxy SIP hébergé sur un superpair

non spécifique SN,,
+ le super pair SN, interroge le réseau de pairs 30

pour trouver Padresse |P du pair N,Ug du destinatai-
re,

- larequéte est ensuite relayée vers le proxy SIP hé-

bergé sur le super pair non spécifique SN, du des-
tinataire, lequel relaie au terminal destinataire NU,

-  lequel répond qu’il accepte |’appel

[0050] Leflux média est établit. Le client SIP, c’est-a-
dire le générateur de l’appel, est en particulier constitué
par un programmed’ordinateur porté dansle pair ordi-

naire Nu, pour Pappelant et par le pair du destinataire
N1 u3.

[0051] Dans certains cas (non illustrés), le pair desti-

nataire est SN, et N1 u3 est seulement le terminal portant
le client SIP permettant au pair SN, de dialoguer avec
le pair émetteur Nu,.
[0052] Lafigure4illustre un dispositif de contréle 10

demandant l'interception d’un service pour un pair Nu,
non connecté a un réseau de pairs 30.
[0053] Dans l’exemple de noire figure 4, le réseau de
pairs 30 est illustré par quatre de cesutilisateurs dispo-

sant pour l'utilisateur u, d’un pair ordinaire Nu, apte a se
connecter au réseau de pairs 30 en se rattachant a un

super pair SN,, pourlutilisateur Up de trois pairs ordinai-
res N,Us, Nos, et NgUy aptes a se connecter au réseau
de pairs 30 en se rattachant a un super pair SN., pour
l'utilisateur ug de trois pairs ordinaires N,Ug, NoUg, et NU,
aptes a se connecter au réseau de pairs 30 en seratta-

chant & un superpair SNz et pour l'utilisateur u, de trois
pairs ordinaires N,u,, Nou,, et Nzu, aptes & se connecter
au réseau de pairs 30 en se rattachant a un super pair

SN.
[0054] Chaque super pair peut aussi se comporter

commeunpair et donc porter d’autres utilisateurs pour
lesquels pairs et super pairs sont confondus.Atitre
d’exemple d’illustration et pour simplifier la compréhen-

sion de Pinvention, les pairs d’un méme utilisateur sont
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connectés, par hypothése, au méme superpair.
[0055] _Lors de la connexion au réseau depairs 30, les
utilisateurs sont authentifiés par un dispositif d’authenti-
fication 32. Le systéme du fournisseur de service 20 uti-

lisant le réseau de pairs 30 pour fournir son service a un
pour plusieurs desutilisateurs de ce réseau de pairs 30
comporte un dispositif de gestion de profils d’utilisateurs
du réseau de pairs (non illustré).

[0056] Le dispositif de contréle 10 fournit l’identifiant
SIP de l'utilisateur a intercepter ou tout autre parameétre
permettant au systeme d’un fournisseur de service 20
de mettre en oeuvre linterception a partir de cet identi-

fiant SIP. Dans notre exemple, l'utilisateur a intercepter
est "alice" et son identifiant est "alice @sip2p.fr’. Le dis-
positif de contréle 10 est soit intégré dans le systéme du
fournisseur de service 20 soit dans un systeme d’un tiers

tels qu’un opérateur du réseau utilisé par le service ou
un organismede surveillance souhaitant supervisés cer-
tains flux de services d’un pair.

[0057] Lvutilisateur intercepté est sur un pair Nu, forcé
dans un statut de pair ordinaire afin qu’il doive se ratta-
cher a un superpair pour se connecter au réseau de
pairs 30. Dansle cas dela figure 4, en mode noninter-

cepté, le pair Nu, se rattache au super pair SN, pour se
connecter au réseau de pairs 30.

[0058] Unpairtel que Nu, est, en mode non intercepteé,
en fonction des paramétres de sa connexion dans un

statut soit de pair soit de super pair. Le statut de super
pair n’est pasintrinséqueet est un statut non permanent.
[0059] De base, dansle réseau de pairs 30, le profil
d’un utilisateur est stocké dans un dispositif de stockage

31 illustré par la figure 2. A minima,ce profil consiste en
l'information d’adresse "alice @ sip2p.fr'd’un pair de I’uti-

lisateur Nu,.
[0060] Pour permettre l’interception, au moins un

champestajouté a ce profil en particulier un champd’ac-
tivation d’interception|. Un dispositif de gestion de profils
@’utilisateur (non illustré) d’un réseau de pairs hébergé
notamment dansle systéme d’un fournisseurde service

20 peut forcer, grace a une demanded’interceptionin-
tercept, le champ d’activation d’interception | a une va-
leur, tel que "on", déclenchant une interception sur re-

quéte du dispositif de contréle 10.
[0061] Le dispositif de gestion de profils d’utilisateur
peut aussi étre porté par le réseau de pair 30. L’héber-
gementde ce dispositif de gestion de profils d’utilisateurs

chez le systeéme d’un fournisseur de service 20 se justifie
en particulier pour un grand nombre d’utilisateurs fré-
quemmentnonactifs car le maintien de leur profil dans
le réseau de pairs alourdit le systeme. En outre, une va-

riante de I’hébergementdu dispositif de gestion de profils
d’utilisateur dans le systémed’un fournisseur de service
20 peut servir de sauvegarde.
[0062] Unchamp dactivation d’interception | est chif-

frée et ajoutée au profil et un superpair d’interception
estinclus danslaliste des superpairs disponible soit en
locale sur le pair soit sur les super pairs du réseau de
pairs Le super pair d’interception SNI est soit contrélé
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parle dispositif de contréle 10, soit apte a dupliquer au
moins une premiére partie des flux de service du pair et
alestransmettre a des moyensdetraitement, tels qu'une
plateforme de traitement, contrélée par le dispositif de
contréle 10.

[0063] Dansle casillustré parla figure 4, le pair n’est
pas connecté au réseau de pairs 30, donc n’est pas con-
necté au service de VoIP. Lorsqu’Alice ou plutétle pair

d’Alice Nu, vient se connecter au réseau de pairs 30 (en
particulier en se rattachant a un super pair quelconque),

il va compléter son profil d’utilisateur 31 (non illustré sur
la figure 4) notamment en y inscrivant son adresse IP
aprés avoir été authentifié par le dispositif d’authentifica-

tion 32. La, le pair Nu, constatera qu’il fait objet d’une
interception puisque le champ d’activation d’interception
| inclus dans son profil est sur "on". Il va donc charger

au moins une adresse d’un superpair d’interception SNI
lue dans le champ d’identification d’un superpair d’inter-
ception @SNI delaliste de super pairs. = reprendraalors
le mécanisme de connexion au réseau de pairs en se

positionnanten tant que pair ordinaire, c’est-a-dire en se
rattachant a un super pair pour se connecter au réseau
de pairs 30, en l’occurrence au superpair d’interception

SNI identifié par son adresse ou a Pun des super pairs
d’interception si plusieurs sont identifiés dansla liste de
superpairs (en particulier, s’il était rattaché @ un super
pair quelconque pour compléter son profil, le super pair

quelconquerenvoi le rattachementvers le superpair d’in-

terception). En outre, le pair Nu, aura intégré son statut
"intercepté”et bloqué toute procédure de passagea|’état
de superpair pendant au moins la session en cours.

[0064] Enrevanche, commelillustre la figure 5, si"Ali-

ce" (un de ses pairs Nu,) est déja connectée au réseau
de pairs 30 lorsque le dispositif de contréle 10 souhaite
activer son interception, le dispositif de gestion de profils

d’utilisateur (non illustré) le constatera lors de la modifi-
cation du profil car le profil d"’Alice" indiquera un adresse
IP valide @u, c’est-a-dire non nulle, le champ d’adresse

utilisateur @u sera renseigné.
[0065] Dansunpremiertemps,le dispositif de contréle
10 ou le dispositif de gestion de profils dutilisateur (non
illustré) par délégation modifiera le profil d" Alice" comme

indiqué précédemment. Dans un deuxieme temps, le dis-
positif de contréle 10 ou le dispositif de gestion de profils
@’utilisateur (non illustré) par délégation indiquera au pair

d’’Alice" Nu, soit directement notamment si Nui est un
super pair, soit via son super pair non spécifique SN,
(superpair de rattachement au réseau de pairs en mode
nonintercepté) en utilisant ’adresse @u lue dans leprofil
de se mettre en mode intercepté. Pour cela, la requéte

d’interception pourra comporter l’adresse d’un superpair
d’interception SNI.
[0066] Par exemple, le mécanisme peut étre tel que si
la requéte initiale du dispositif de contréle 10 comporte
une adresse d’un super pair d’interception SNI, la requé-
te d’interception comporteraelle aussi cette adresse du
superpair d’interception SNI. Sinon, la requéte d’inter-
ception ne comportera pas d’adresse de superpair d’in-
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terception et a la réception de cette requéte d’intercep-
tion, le pair Nu1 vérifiera dans saliste locale de super
pair si elle comporte l’'adresse d’un super pair d’intercep-
tion SNI voire interrogera, le cas échéant, son superpair

de rattachement pour récupérer l’adresse d’un superpair
dinterception SNI.

[0067] Le pair Nu, sollicitera son rattachement au su-
per pair d’interception SNI (en trait plein) et coupera alors

sa connexion avec son superpair de rattachement SN1
(trait en pointillé barré).
[0068] Les super pairs d’interception pourront n’ac-

cepter quele rattachement de pair en mode"intercepté"
(par exemple en contrélantleur profil).
[0069] Lafigure 6 illustre les échangesdeflux de si-
gnalisation SIP dans un réseau de pairs 30, suite une

ouverture de session de service d’un pair Nu, en mode
intercepté, dans le cas ou le SNI effectue sa duplication
des flux sur le mode d’un pont de conférence. Le pair

Nu, étant raccordé a un superpair d’interception SNI, le
super pair d’interception SNI a accésa tousles flux de

signalisation SIP. Le super pair d’interception SNI dupli-
que alors touslesflux (fléche en pointillé) vers une pla-
teforme associée au dispositif de contréle 10.

[0070] Tout d’abord, le pair Nu, envoie a son super
pair SNI une invitation SIP pour|’établissement de l’appel
avec l’adresse SIP de N3u3 en destinataire (fléche en
trait plein de Nu1 @ SNI). Le réseau de pair 30 recherche

le profil de Ngu, pour obtenir son @ IP et retourne cette
information a SNI (non illustré). S’en suit la mise ne place
du pont de conférence(fléche en trait plein de SNI vers
lui-méme), le lancement par le super pair d’interception

SNI dune invitation pour établir une session de commu-
nication avecle dipositif de contrdle 10 (fleche en pointillé
de SNI vers 20), et ’acceptation de l’appel parle dispositif

de contréle 10 (fleche en pointillé de 20 vers SNI).
[0071] A ce stade, le super pair d’interception SNI
ayant mis en place l’interception par la conférence, il re-

laie Pinvitation initiale vers le super pair SNg du destina-
taire Ng, (fléche en trait plein de SNI vers SN.), qui la
relaie vers le destinataire Nau, (fléche en trait plein de
SNg vers Ngu3). Le destinataire NgUg accepte la session
(fléche en trait plein de N,u, vers SNI et fléche en trait
plein de SNI vers Nu,).
[0072] L’étape suivante est de donneraussi accés aux
flux média (flux portant notammentde la voix et/ou de la
vidéo et/ou de la messagerie instantanée et/ou desfi-

chiers et/ou des données, etc.). Dans certaines configu-
rations réseau,le flux média est amené a étre routé via

un dispositif relai média (pour la traversée de NAT, de
proxy, optimisation de la qualité de service...) Lidée est

de faire croire au pair intercepté Nu, qu’il se trouve dans
l'une de cessituations en modifiant et verrouillant les

paramétresinternes gérant ces informations dansle pair

Nu,. La figure7 illustre cette situation dansle cas parti-
culier ou le superpair d’interception SNI fait aussioffice
de dispositif relai média.
[0073] Dans une variante de invention, le dispositif
relai média peut étre localisé sur un pair distinct du super
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pair d’interception SNI.
[0074] Le relai média d’interception gére une liaison

bidirectionnelle avec chaquepairs Nu,, NgUg participants
a la session de service (liaison existante en mode non

intercepté), et une liaison monodirectionnelle vers la pla-
teforme associée au dispositif de contréle 10. Le flux de
la liaison monodirectionnelle est en particulier dans le
cas d’un service VoIP un flux mixant les 2 sens de con-

versation entre |'appelantet l’appelé ou deux flux un pour
chaque sensde conversation.
[0075] Un mode particulier d’implémentation de cette
liaison monodirectionnelle est l’utilisation des moyens de

conférences du dispositif relai média SNI: ainsi les pairs
des participants a la session de service etla plateforme
sont considérés commeparticipants a une conférence
supportantle service dontle pontserait le dispositif relai
média.

[0076] Un mode particulier d’implémentation estlors-
que Nut est déja connecté au réseau de pair (déja vu
en figure 5) mais également en cours de conversation.

Le basculementde super pair se déroule commeindiqué
précédemment, mais il se couple alors d’un basculement
du relai média en cours vers un relai média d’interception

selon le mode normal de changementde relai média en
cours de conversation. Pourcefaire, en sus de adresse
de SNI, il faut aussi fournir € Nu l’adresse d'un relai

média d’interception. De fagon optimale, SNI assure ce
réle de relai média.

[0077] Dans une autre variante, lorsque Nu1 est con-
necté au réseau depairs, la requéte d’interception issue
de 10 (figure 4) se fait en direction du SN1. SN1 fournit

alors une adresse d’un SNI valide a Nu1 pour lui dire de
s’y connecter car SN1 simule alors vis-a-vis de Nu1 une
phasesimilaire € un départ du réseau de pairs. En effet,
lors SN1 quitte normalement le réseau de pairs, SN1

avettit tous les pairs qui lui sont raccordés de fagon ace
que ce départ se déroule sans perturber ces pairs sim-
ples.

Revendications

1. Procédé de gestion de profils d’utilisateurs d’un ré-

seau de pairs comportant un déclenchementd'une
interception en modifiant (+I) d’un champ d’activa-
tion d’interception (I) inclus dans un profil d’un utili-

sateur obligeant un pair (Nu,) dudit utilisateur a se
connecteraudit réseau de pairs (30) en serattachant
a un super pair d’interception (SNI), ledit super pair
d’interception (SNI) étant apte a dupliquer au moins

une premiere partie d’un flux d’une session d’un ser-

vice dudit pair (Nu,).

2. Procédé de gestion de profils selon la revendication
précédente caractérisé en ce qu’il comporte une
modification (+SNI) d’un champ d’identification d’un
super pair d’interception (@SNI) inclus dans d’un

profil d’utilisateur apte a permettre audit pair (Nu4)
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dudit utilisateur de se connecter audit réseau de

pairs (30) en se rattachant audit super pair d’inter-
ception (SNI) en utilisant ledit champ d’identification
dudit super pair d’interception (@SNI).

Procédé de gestionde profils selon Pune quelconque
des revendications 1 ou 2 caractérisé en ce qu’il

comporte, lorsqu’un pair (Nu,) dudit utilisateur est
connecté (@u?) a un réseau de pairs (30), lenvoi

audit pair (Nu,), en utilisant un champd’identification
dudit pair (@u) inclus dansledit profil d’utilisateur,

d’une requéte d’interception (req intercept) obligeant

ledit pair (Nu,) a modifier sa connexion audit réseau
de pairs (30) en se rattachant audit super pair d’in-
terception (SNI).

Procédé de gestion de profils selon une quelcon-
ques des revendications 1 a 3 caractérisé en ce
qu’il comporte une occultation dudit champ d’acti-

vation d’interception(I) et/ou dudit champ d’identifi-
cation d’un super pair (@SNI) apte a rendre ledit
champ d’activation d’interception (I) et/ou ledit
champ d'identification d’un super pair (@SNI) in-
compréhensible(s) de pairs distincts d’un dispositif
de contréle (10) et de pair(s) dudit utilisateur.

Programme d’ordinateur comprenant des instruc-

tions de code de programmepour l’exécution des
étapes du procédé de gestion de profils selon |’une
quelconque des revendications 1 a 4 lorsque ledit
programme est exécuté par un processeur

Dispositif de stockage de profils @'utilisateurs d’un
réseau de pairs, un profil d’un utilisateur comportant

un champ d’activation d’interception (I) apte a per-
mettre le déclenchement d’une interception obli-

geant un pair (Nu,) dudit utilisateur a se connecter
audit réseau de pairs (30) en se rattachant a un super
pair d’interception (SNI), ledit super pair d’intercep-

tion (SNI) étant apte a dupliquer au moins une pre-
miére partie d’un flux d’une session d’un service du-

dit pair (Nu,).

Procédé de gestion d’une session de service d’un
pair d’un utilisateur comportant, lorsqu’un champ
d’activation d’interception(I) inclus dans un profil du-

dit utilisateur est dans un mode _intercepté
(intercept 7), une connexion (>=SNI-P2P) dudit

pair (Nu,) a un réseau de pairs (30) en se rattachant
a un super pair d’interception (SNI), ledit super pair

d’interception (SNI) étant apte a dupliquer au moins
une partie d’un flux d’une session d’un service dudit

pair (Nu,) et ladite connexion étant apte a permettre
le support de la session de service.

Procédé de gestion d’une session de service selon
la revendication précédente caractérisé en ce que
ladite connexion (>SNI-P2P)est établie en utili-
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13.
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sant un champ identification d’un super pair d’in-
terception (@ SNI) dans uneliste de superpairs dudit
pair.

Procédé de gestion d’une session d’un service selon
l'une quelconque des revendications 7 ou 8 carac-
térisé en ce que,lorsque ladite session de service

est supportée par une connexion dudit pair (Nu)
audit réseau de pairs (30) dans un mode non inter-
cepté (P2P), ladite connexion (~SNI-P2P) dudit

pair (Nu,) audit réseau de pairs (30) en se rattachant
audit super pair d’interception (SNI) est effectuée

par modification de ladite connexion dudit pair (Nu,)
audit réseau de pairs (30) suite a une réception par

ledit pair (Nu,) dune requéte d’interception (req
intercept ?).

Procédé de gestion d’une session d’un service selon
l'une quelconque des revendications 7 a 9 caracté-
risé en ce que, lorsque ladite session de service
est supportée par une connexion (>SNI-»P2P) du-

dit pair (Nu,) audit réseau de pairs (30) en se ratta-
chant audit super pair d’interception (SNI), au moins
une premiére partie des flux de ladite session de

service passent par ledit super pair d’interception
(SNI) et au moins une deuxiéme partie des flux de
ladite session de service passent par un dispositif

relais d’interception (Rl), ledit dispositif relais d’inter-
ception étant apte a dupliquer ladite deuxiéme partie
desflux de ladite session de service.

Programme d’ordinateur comprenant desinstruc-
tions de code de programmepour |’exécution des
étapes du procédé de gestion d’une session d’un
service selon Pune quelconque des revendications

7 a 10 lorsque ledit programmeest exécuté par un
processeur

Pair comportant des moyensde connexion a un ré-

seau de pairs (30) apte, enfonction dunchamp d’ac-
tivation d’interception (I) inclus dans un profil d'un

utilisateur dudit pair, a obliger ledit pair (Nu,) dudit
utilisateur a se connecter audit réseau de pairs (30)

en se rattachant a un superpair d’interception (SN)1),
ledit super pair d’interception (SNI) étant apte a du-
pliquer au moins une premieére partie d’un flux d’une

session d’un service dudit pair (Nu,).

Superpair d’interception apte a dupliquer au moins
une premiére partie d’un flux d’une session d’un ser-

vice dun pair (Nu,) comportant des moyens de con-
nexion apte a connecter ledit pair (Nu,) a un réseau
de pairs (30) en fonction d’un champ d’activation

d’interception(|) inclus dans un profil d’un utilisateur

dudit pair, ladite connexion dudit pair (Nu,) avec le
réseau de pairs (30) supportant ladite session de
service,et le super pair (SNI) a des moyensdetrai-
tement d’un dispositif de contréle (10), ta connexion
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dudit superpair (SNI) avec les moyensdetraitement
du dispositif de contréle (10) étant apte a supporter
une transmission desflux dupliqué vers les moyens

de traitement du dispositif de contréle.

Systéme d’un fournisseur de service comportant des
moyens de gestion de profils d’utilisateurs dun ré-
seau de pairs, lesdits moyens de gestion étant apte

a modifier au moins un champ dactivation d’inter-
ception (I) inclus dans un profil d’un utilisateur per-

mettant la connexion d’un pair (Nu,) dudit utilisateur
audit réseau de pairs (30) en se rattachant aun super
pair d’interception (SNI), ledit super pair d’intercep-
tion (SNI) étant apte a dupliquer au moins une pre-
miére partie d’un flux d’une session d’un service du»

dit pair.
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(57) Abstract: A method of initiating a call to a callee using a mobile telephone involves: receiving, from a user of the mobile
telephone, a callcc identificr associated with the callec; transmitting an access code request message to an access scrver, said ac-
cess code request message including said callee identifier, receiving an access code reply message from the access server in re-
sponse lo said access code request message, said access code reply message including an access code different from said callee
identifier and associated with said callee identifier; and initiating a call with the mobile telephone using said access code to identi-
fythe callee.
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MOBILE GATEWAY

BACKGROUNDOFTHE INVENTION

1. Field of Invention

This invention relates generally to telecommunication, and more particularly to

methods, systems, apparatuses, and computer readable mediaforinitiating or

enabling a call with a mobile telephoneto a callee.

2. Description of Related Art

Mobile telephone service providers often charge significant fees for long

distance telephone calls, particularly when the mobile telephone is roamingin

another mobile telephone service provider's network.

One known technique for avoiding the long distance charges of mobile

telephone service providers is to use a “calling card’. A “calling card” may

permit the user of the mobile telephone to place a call to a local telephone

numberor to a less-expensive telephone number(such asa toll-free number,

for example) instead of placing the call directly to the callee. The user may

thus avoid the long distance charges of the mobile telephone service provider,

which may be higher than the charges for using the “calling card”. However,

this technique can be cumbersome and undesirable, because it may require

the user of the mobile telephone to follow a number of complicated or

cumbersomestepsin orderto initiate a call to the callee, for example.

SUMMARYOFTHE INVENTION

In accordance with one aspect of the invention there is provided a method of

initiating a call to a callee using a mobile telephone. The method involves

receiving, from a user of the mobile telephone, a callee identifier associated

with the callee; transmitting an access code request message to an access

server, the access code request message including the callee identifier;

receiving an access code reply message from the access server in response

to the access code request message, the access code reply message

including an access code different from the callee identifier and associated

4
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with the callee identifier; and initiating a call with the mobile telephone using

the access codeto identify the callee.

Transmitting may involve transmitting the access code request message to

the access server on a non-voice network.

Transmitting may involve transmitting a location identifier of a location

associated with the mobile telephone to the access server.

Transmitting the location identifier may involve transmitting an IP address of

the mobile telephone in a wireless IP network.

Transmitting the location identifier may involve transmitting an identifier of a

wireless voice signal station in wireless communication with the mobile

telephone.

Transmitting the location identifier may involve transmitting a user-configured

identifier of a location associated with the mobile telephone.

Receiving the access code reply message mayinvolve receiving the access

code reply message from the access server on a non-voice network.

Receiving the access code reply message may involve receiving, in the

access code reply message, an access code temporarily associated with the

callee identifier.

Receiving the access code reply message may involve receiving, in the

access code reply message, a telephone number identifying a channel

operably configured to cooperate with an IP network to cause a call involving

the mobile telephone and the callee to be routed through the IP network.

Initiating the call may involve engaging a routing controller to route the call on

the IP networkto the callee.
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The method mayfurther involve: receiving from the mobile telephone the

access code request message; communicating with a routing controller to

obtain from the routing controller the access code wherein the access code

identifies a channel and is useable by the mobile telephone to cause the

routing controller to establish a call to the callee using the channel; and

transmitting the access code reply message to the mobile telephone.

In accordance with another aspect of the invention, there is provided a mobile

telephone. The mobile telephone includes: provisions for receiving, from a

user of the mobile telephone, a callee identifier associated with the callee;

transmitting provisions for transmitting an access code request message to an

access server, the access code request message including the callee

identifier; provisions for receiving an access code reply message from the

access server in response to the access code request message, the access

code reply message including an access code different from the callee

identifier and associated with the callee identifier; and provisionsforinitiating

a call using the access codeto identify the callee.

The transmitting provisions may include a non-voice network interface for

transmitting the access code request messageto the access server on a non-

voice network.

The access code request message mayfurther include a location identifier of

a location associated with the mobile telephone.

The location identifier may include an IP address of the mobile telephonein a

wireless IP network.

The location identifier may include an identifier of a wireless voice signal

station in wireless communication with the mobile telephone.

PETITIONER APPLE INC. EX. 1003-297



PETITIONER APPLE INC.     EX. 1003-298

10

15

20

25

30

WO 2010/012090 PCT/CA2009/001062

The location identifier may include a user-configured identifier of a location

associated with the mobile telephone.

The provisions for receiving an access code reply message may include a
non-voice network interface for receiving the access code reply message on a

non-voice network.

The access code mayinclude a telephone number.

The meansforinitiating may involve a mobile telephone network interface.

In accordancewith another aspectof the invention, there is provided a system

for initiating a call to a callee. The system includes the mobile telephone, a

routing controller, and an access server. The access server includes:

provisions for receiving from the mobile telephone the access code request

message; provisions for communicating with the routing controller to obtain

from the routing controller the access code wherein the accesscodeidentifies

a channel and is useable by the mobile telephone to cause the routing

controller to establish a call to the callee using the channel; and provisions for

transmitting the access code reply messageincluding the access code to the

mobile telephone.

In accordance with another aspectof the invention, there is provided a mobile

telephone. The mobile telephone includes a processorcircuit, a network

interface in communication with the processor circuit, and a computer

readable medium in communication with the processorcircuit and encoded

with codes for directing the processorcircuit to: receive, from a user of the

mobile telephone, a callee identifier associated with the callee; cause an

access code request message to be transmitted to an access server, the

access code request message including the callee identifier; receive an

access code reply message from the accessserverin response to the access

code request message, the access code reply message including an access
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code different from the callee identifier and associated with the callee

identifier; and initiate a call using the access codeto identify the callee.

The network interface may include a non-voice network interface, and the

codes for directing the processorcircuit to cause the access code request

message to be transmitted may include codes for directing the processor

circuit to cause the access code request message to be transmitted to the

access server using the non-voice network interface on a non-voice network.

The access code request message mayfurther include a location identifier of

a location associated with the mobile telephone.

The location identifier may include an IP address of the mobile telephone in a

wireless IP network.

The location identifier may include an identifier of a wireless voice signal

station in wireless communication with the mobile telephone.

The location identifier may include a user-configured identifier of a location

associated with the mobile telephone.

The network interface may include a non-voice network interface, and the

codes for directing the processorcircuit to receive an access code reply

message mayinclude codes for directing the processorcircuit to cause the

access code reply message to be received from the access server using the

non-voice network interface on a non-voice network.

The access code may include a telephone number identifying a channel

operably configured to cooperate with an IP network to cause a call involving

the mobile telephone and the callee to be routed through the IP network.

The network interface may include a mobile telephone network interface, and

the codesfor directing the processorcircuit to initiate may include codes for

5
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directing the processorcircuit to cause a call to beinitiated using the mobile

telephone network interface on a mobile telephone network.

In accordancewith another aspectof the invention, there is provided a system

for initiating a call to a callee. The system includes: the mobile telephone; a

routing controller; and an access server comprising a processorcircuit and a

computer readable medium in communication with the processorcircuit. The

computer readable medium is encoded with codesfor directing the processor

circuit to: receive from the mobile telephone the access code request

message; communicate with the routing controller to obtain from the routing

controller the access code wherein the access codeidentifies a channel and

is useable by the mobile telephone to cause the routing controller to establish

a call to the callee using the channel; and transmit the access code reply

message to the mobile telephone.

In accordance with another aspect of the invention, there is provided a

computer readable medium encoded with codes for directing a processor

circuit to: receive, from a user of a mobile telephone, a callee identifier

associated with a callee; transmit an access code request message to an

access server, the access code request message including the callee

identifier; receive an access code reply message from the access serverin

response to the access code request message, the access code reply

message including an accéss code different from the callee identifier and

associated with the callee identifier; and initiate a call using the access code

to identify the callee.

In accordance with another aspect of the invention, there is provided a

method for enabling a mobile telephonetoinitiate a call to a callee through a

channel. The method involves: receiving from the mobile telephone an

access code request messageincluding a callee identifier associated with the

callee; communicating with a routing controller to obtain from the routing

controller an access code identifying the channel, the access code being

different from the callee identifier and useable by the mobile telephone to

6
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initiate a call to the callee using the channel: and transmitting an access code

reply messageincluding the access code to the mobile telephone.

Receiving mayinvolve receiving the access code request message on a non-

voice network.

The method mayfurther involve causing the routing controller to produce the

access code.

Producing may involve selecting the access code from a pool of access

codes, where each access code in the pool of access codesidentifies a

respective telephone number.

The method mayfurther involve determining a local calling area associated

with the mobile telephone.

Determining may involve accessing a dialing profile associated with thecaller,

the dialing profile including a location field having contents identifying at least

a default location of the caller.

Determining may involve receiving an IP address of the mobile telephone in a

wireless IP network.

Determining may involve receiving an identifier of a wireless voice signal

station in wireless communication with the mobile telephone.

Determining may involve receiving a user-configured identifier of a location

associated with the mobile telephone.

Selecting may involve selecting an access code in the local calling area

associated with the mobile telephone.
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Each access code in the pool of access codes may further identify a

respective channel operably configured to cooperate with an IP network to

cause a call involving the mobile telephone and the callee to be routed

through the IP network.

The method may further involve causing the routing controller to establish

communication through the IP network in responseto a call received on the

channel.

Producing may further involve storing a caller identifier associated with the

mobile telephonein association with the access code.

Causing the routing controller to establish communication may involve

causing the routing controller to establish communication only if the caller

identifier associated with the access codeidentifies the mobile telephone.

Producing mayfurther involve storing the callee identifier in association with

the access code.

Producing may further involve searching the pool of access codes for an

access code associated with the callee identifier to identify the channel usable

by the mobile telephonetoinitiate a call to the callee.

Producing mayfurther involve storing, in association with the access code, a

timestamp for use in determining when the usability of the access code to

initiate a call to the callee will expire.

Causing the routing controller to establish communication may involve

causing the routing controller to establish communication only if the usability

of the accesscodetoinitiate a call to the callee has not expired.

Transmitting may involve transmitting the access code reply message on a

non-voice network.
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in accordance with another aspectof the invention, there is provided a system

for enabling a mobile telephonetoinitiate a call to a callee through a channel.

The system includes: provisions for receiving from the mobile telephone an

access code request messageincluding a callee identifier associated with the

callee; provisions for communicating with the routing controller to obtain from

the routing controller an access code identifying the channel, the access code

being different from the callee identifier and useable by the mobile telephone

to initiate a call to the callee using the channel; and provisions for transmitting

an access code reply message including the access code to the mobile

telephone.

The provisions for receiving may include a non-voice network interface for

receiving the access code request message on a non-voice network.

The system mayfurther include provisions for producing the access code.

The provisions for producing may include a processor circuit operably

configured to select the access code from a pool of access codes, where

each access code in the pool of access codes identifies a respective

telephone number.

The processorcircuit may be operably configured to determine a local calling

area associated with the mobile telephone.

The processercircuit may be operably configured to determine a local calling

area associated with the mobile telephone using a dialing profile associated

with the caller, the dialing profile including a location field having contents

identifying at least a default location of the caller.

The processorcircuit may be operably configured to determine a local calling

area associated with the mobile telephone using an IP address of the mobile

telephonein a wireless IP network.
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The processorcircuit may be operably configured to determine a localcalling

area associated with the mobile telephone using an identifier of a wireless

voice signal station in wireless communication with the mobile telephone.

The processorcircuit may be operably configured to determine a local calling

area associated with the mobile telephone using a user-configured identifier of

a location associated with the mobile telephone.

The processorcircuit may be operably configured to select an access codein

the local calling area associated with the mobile telephone.

Each access code in the pool of access codes mayfurther identify a

respective channel operably configured to cooperate with an IP network to

cause a call involving the mobile telephone and the callee to be routed

through the IP network.

The processorcircuit may be operably configured to establish communication

through the IP network in responseto a call received on the channel.

The processorcircuit may be operably configured to store a caller identifier

asscciated with the mobile telephonein association with the access code.

The processor circuit may be operably configured to cause the routing

controller to establish communication only if the caller identifier associated

with the accesscodeidentifies the mobile telephone.

The processorcircuit may be operably configured to store the callee identifier

in association with the access code.

The processor circuit may be operably configured to search the pool of

access codes for an access code associated with the callee identifier to

10
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identify the channel usable by the mobile telephone to initiate a call to the

callee.

The processorcircuit may be operably configured to store, in association with

the access code, a timestamp for use in determining when the usability of the

access codetoinitiate a call to the callee will expire.

The processor circuit may operably configured to establish communication

only if the usability of the access codetoinitiate a call to the callee has not

expired.

The provisions for transmitting may include a non-voice network interface for

transmitting the access code reply message on a non-voice network.

In accordance with another aspectof the invention, there is provided a system

for enabling a mobile telephoneto initiate a call to a callee through a channel.

The system includes a processorcircuit, a network interface in communication

with the processorcircuit, and a computer readable medium in communication

with the processorcircuit and encoded with codesfor directing the processor

circuit to: receive from the mobile telephone an access code request message

including a callee identifier associated with the callee; communicate with the

routing controller to obtain from the routing controller an access code

identifying the channel, the access code being different from the callee

identifier and useable by the mobile telephoneto initiate a call to the callee

using the channel; and cause an access code reply message including the

accesscodeto be transmitted to the mobile telephone.

The network interface may include a non-voice network interface, and the

codes for directing the processor circuit to receive may include codes for

directing the processorcircuit to cause the access code request message to

be received using the non-voice network interface on a non-voice network.

11
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The computer readable medium may be further encoded with codes for

directing the processorcircuit to cause the access codeto be produced.

The codes for directing the processorcircuit to cause the access code to be

produced may cause the access codeto be selected from a pool of access

codes, where each access code in the pool of access codes identifies a

respective telephone number.

The computer readable medium may be further encoded with codes for

directing the processorcircuit to cause to be determined a local calling area

associated with the mobile telephone.

The codesfor directing the processorcircuit to cause to be determined may

cause a dialing profile associated with the caller to be accessed, the dialing

profile including a location field having contents identifying at least a default

location of the caller.

The codesfor directing the processorcircuit to cause to be determined may

cause to be received an IP address of the mobile telephone in a wireless IP

network.

The codesfor directing the processorcircuit to cause to be determined may

causeto be received an identifier of a wireless voice signal station in wireless

communication with the mobile telephone.

The codesfor directing the processorcircuit to cause to be determined may

cause to be received a user-configured identifier of a location associated with

the mobile telephone.

The codesfor directing the processorcircuit to cause the access code to be

produced mayfurther cause to be selected an accesscodein the localcalling

area associated with the mobile telephone.

12
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Each access code in the pool of access codes may further identify a

respective channel operably configured to cooperate with an IP network to

cause a Call involving the mobile telephone and the callee to be routed

through the IP network.

The computer readable medium may be further encoded with codes for

directing the processorcircuit to cause communication through the IP network

to be established in response to a call received on the channel.

The codes for directing the processorcircuit to cause the access code to be

produced may cause a caller identifier associated with the mobile telephone

to be stored in association with the access code.

The codesfor directing the processorcircuit to cause communication to be

established may cause communication to be established only if the caller

identifier associated with the access code identifies the mobile telephone.

The codes for directing the processorcircuit to cause the access code to be

produced may causethecallee identifier to be stored in association with the

access code.

The codesfor directing the processorcircuit to cause the access codeto be

produced may causethe pool of access codes to be searched for an access

code associated with the callee identifier to identify the channel usable by the

mobile telephoneto initiate a call to the callee.

The codesfor directing the processorcircuit to cause the access codeto be

produced may cause a timestampfor use in determining whenthe usability of

the access code to initiate a call to the callee will expire, to be stored in

association with the access code.

13
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The codesfor directing the processorcircuit to cause communication to be

established may cause communication to be established only if the usability of

the access codeto initiate a call to the callee has not expired.

The network interface may include a non-voice network interface, and the

codesfor directing the processorcircuit to transmit include codesfor directing

the processor circuit to cause the access code reply message to be

transmitted using the non-voice network interface on a non-voice network.

In accordance with another aspect of the invention, there is provided a

computer readable medium encoded with codes for directing a processor

circuit to: receive from the mobile telephone an access code request message

including a callee identifier associated with the callee; communicate with the

routing controller to obtain from the routing controller an access code

identifying the channel, the access code being different from the callee

identifier and useable by the mobile telephone to initiate a call to the callee

using the channel; and cause an access code reply messageincluding the

access codeto be transmitted to the mobile telephone.

Other aspects and features of the present invention will become apparent to

those ordinarily skilled in the art upon review of the following description of

specific embodiments of the invention in conjunction with the accompanying

figures.

BRIEF DESCRIPTION OF THE DRAWINGS

In drawings whichillustrate embodimentsofthe invention,

Figure 1 is a block diagram of a system for enabling a mobile telephone

to initiate a call through a channel to a callee in accordance with

a first embodimentin the invention;

Figure 2 is a block diagram of mobile telephone shownin Figure 1;

Figure 3 is a flow chart of a process executed by the mobile telephone

shownin Figure 1;

14
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Figure 4

Figure 5

Figure 6

Figure 7

Figure 8

Figure 9

Figure 10

Figure 11

Figure 12

Figure 13

Figure 14

Figure 15

Figure 16

Figure 17

Figures 18A—

Figure 19

PCT/CA2009/001062

is a schematic representation of an access code request

message transmitted between the mobile telephone and an

access server shownin Figure 1;

is a schematic representation of an access code reply message

transmitted between the mobile telephone and the access

server shownin Figure 1;

is a block diagram of the access server shownin Figure 1;

is a flow chart of a process executed by the access server

shownin Figure 1;

is a block diagram of a routing controller shown in Figure 1;

is a tabular representation of a dialing profile stored in a

database accessible by the routing controllerillustrated in Figure

1;

is a tabular representation of an access code association table

stored in memory accessible by the routing controller shown in

Figure 1;

is a schematic representation of a DID bank table record stored

in a database shownin Figure 1;

is a flow chart of a process executed by the routing controller

illustrated in Figure 1;

is a block diagram of a gateway shownin Figure 1;

is a tabular representation of an SIP invite message transmitted

between the gatewayand a call controllerillustrated in Figure 1;

is a block diagram ofthe call controllerillustrated in Figure 1;

is a flow chart of a process executed by the call controller

illustrated in Figure 1;

is a tabular representation of an RC request message

transmitted between the call controller and the routing controller

illustrated in Figure 1

18C are a flow chart of a process executed by the routing

controller illustrated in Figure 1; and

is a tabular representation of a gateway node association table

stored in the databaseillustrated in Figure 1.
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DETAILED DESCRIPTION

Referring to Figure 1, a system for enabling a mobile telephoneto initiate a

call to a callee is shown generally at 10. The system 10 includesafirst node

11, a second node 21, and a mobile telephone12.

The first and second nodes 11 and 271 in the illustrated embodiment may

support “voice-over-IP” (VoIP) calls between telephones and/or videophones

using the internet protocol (IP), as described in PCT Publication No. WO

2008/052340, which is hereby incorporated by referencein its entirety herein.

in the embodiment shown, thefirst node 11 is located in a geographical area,

such as Vancouver, British Columbia, Canada, for example, and the second

node 21 is located in London, England, for example. Different nodes may be

located in different geographical regions throughout the world to provide

telephone/videophone service to subscribers in respective regions. These

nodes may be in communication with each other by high speed/high data

throughput links including optical fiber, satellite, and/or cable links illustrated

generally at 17, forming a backbone to the system. These nodes may

alternatively, or in addition, be in communication with each other through

conventional internet services.

In the embodiment shown, the first node 11 provides telephone/videophone

service to western Canadian customers from Vancouver Island to Ontario.

Another node (not shown) may be located in Eastern Canada to provide

services to subscribers in that area, for example.

Other nodesof the type shown mayalso be employed within the geographical

area serviced by a nodeto provide for call load sharing, for example, within a

region of the geographical area serviced by the node. However, in general, all

nodes may be similar and have the properties described in connection with

the first node 11.

. 18
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In this embodiment, the first node 11 includes a call controller (CC) 13, an

access server 14, a routing controller (RC) 30, a database 23, a voicemail

server 19, and a media relay 28. Each of these may be implemented as

separate modules on a common computer system or by separate computers,

for example. The voicemail server 19 need not be included in the node and

can be provided bya third party service provider. Although the access server

14 is illustrated as being part of the first node 11, access servers in alternative

embodiments may be separate from the node and may be in communication

with one or more nodes,for example.

The mobile telephone 12 is configured to place calls over a mobile telephone

network, illustrated generally at 15, in a manner well-known in the art.

Furthermore, the mobile telephone 12 and the access server 14 are

configured to communicate with each other, preferably on a non-voice

networkillustrated generally at 16, such as a “WiFi” wireless IP network or a

General Packet Radio Service (GPRS) network, for example. However, in

alternative embodiments, the mobile telephone 12 and the access server 14

may communicate with each other over other networks, such as a mobile

telephone network using Short Message Service (SMS) messages, for

example.

The system 10 further includes a gateway 18 in communication with at least

one, and preferably a plurality of, channels, which are illustrated schematically

at 20, 22, and 24, to which the mobile telephone 12 mayinitiate a call over the

mobile telephone network 15. The channels 20, 22, and 24 maybe telephone

lines in a Public Switched Telephone Network (PSTN) 29. The channels 20,

22, and 24 maybe associated with PSTN telephone numbersin a localcalling

area associated with the mobile telephone 12, and thus these channels

preferably depend on a geographical location of the mobile telephone. The

expression “local calling area” herein refers generally to a set of telephone

numbers,typically defined by a geographical region, to which telephonecalls

may beplaced by callers within the local calling area at either no additional

charge or at a lower additional charge than would be required for calls to

17
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numbers that are outside of the local calling area. However, it will be

appreciated that in other embodiments, the gateway 18 may be in

communication with any number of channels, which need not be PSTN

telephonelines. Also, in the illustrated embodiment, the channels 20, 22, and

24 are associated with telephone numbers for Vancouver, British Columbia,

Canada and. the surrounding area, although it will be appreciated that these

channels may include PSTN telephone lines associated with other areas, for

example, which may not necessarily be in a local calling area associated with

the mobile telephone 12.

In the illustrated embodiment, each of the channels 20, 22, and 24 is

configured by a PSTN service provider (which, in Canada, may be Bell

Canada or Telus, for example) to direct calls that are received on the

channels to the gateway18.In the illustrated embodiment, the PSTN service

provider has configured the channels 20, 22, and 24 to communicate with a

T1 multiplexer 25, which multiplexes the channels 20, 22, and 24 in a manner

knownin the art onto one or more T1 lines 27 that are in communication with

the gateway 18. The gateway 18 is in communication with an IP network

shown generally at 26. The channels 20, 22, and 24 are thus configured to

cooperate with the IP network 26 (via the gateway 18 in theillustrated

embodiment) to cause a call involving the mobile telephone 12 and the callee

to be routed through the IP network in responseto a call received at one of

the channels.

Also, in theillustrated embodiment, the access server 14 is in communication

with the routing controller 30 of the first node 11, and the routing controller 30

is configurable to associate a callee identifier with one of the channels 20, 22,

and 24, as described below. A callee identifier associated with one of the

channels 20, 22, and 24 may be a telephone numberof a PSTNtelephone 32

that is in communication with the IP network 26 through a gateway 34,orit

may be a telephone number of a VoIP telephone 36 that is directly in

communication with the IP network 26, for example. Other routing controllers

30 of other nodes, such as the second node 21, for example, may also

18.
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associate callee identifiers with other channels that are in communication with

other gateways (not shown).

Mobile Telephone

Referring to Figure 2, in this embodiment, the mobile telephone (12) includes

a processorcircuit shown generally at 50. The processorcircuit 50 includes a

microprocessor 52, a program memory 54, an input/output (I/O) port 56,

parameter memory 58, and temporary memory 60. The program memory 54,

/O port 56, parameter memory 58, and temporary memory 60 areall in

communication with the microprocessor 52. The processorcircuit 50 may

alternatively include a plurality of processors, a plurality of program memories,

a plurality of temporary memories, and/or a plurality of I/O ports, or these

components mayalternatively be combined into a single device. However, for

simplicity, the components of the processorcircuit 50 are illustrated as shown

in the example of Figure 2.

In the illustrated embodiment, the I/O port 56 includes a dialing input 62 for

receiving a callee identifier from a key pad, for example, or from a voice

recognition unit, or from pre-stored callee identifiers stored in the parameter

memory 58, for example. For illustration purposes only, a myriad of possible

dialing functions for providing a callee identifier are represented by the block

entitled dialing function 64. A callee identifier may be a telephone numberof a

callee, for example.

The W/O port 56 also includes a handset interface 66 for receiving and

producing signals to and from a handset 68 that may be placed close to the

user’s ear and mouth, for producing and receiving audible signals for and from

the user.It will be appreciated that alternatively, the handset 68 mayinclude a

camera and video screen, for example, and that video or other types of

signals may be transmitted additionally or alternatively to audible signals.

The I/O port 56 also includes a non-voice network interface 70 for transmitting
information to, and receiving information from, the non-voice network 16
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illustrated in Figure 1, for example, and preferably interfaces with a high-

speed internet connection.

The I/O port 56 in the illustrated embodiment further includes a mobile

telephone network interface 72 for transmitting signals to and receiving

signals from a mobile telephone service provider over a network such as a

Global System for Mobile communications (GSM) or a CodeDivision Multiple

Access (CDMA) network, such as the mobile telephone network 15 illustrated

in Figure 1, for example. Again, for simplicity, a mobile telephone network

interface is illustrated, although it will be appreciated that video signals or

other signals may be handled similarly when the mobile telephone (12) is

facilitating communication of one or more of these types of signals.It will also

be appreciated that alternatively, the non-voice network interface 70 and

mobile telephone network interface 72 need not be distinct, but may be a

single interface for communication over a single network, for example, or may

be configured to communicate overa plurality of different networks, for

example.

In the illustrated embodiment, the parameter memory 58 includes a username

field 74 and a password field 76, although it will be appreciated that the

username and password may not be necessary, or may be input by the user

as required, for example. The parameter memory 58 in the illustrated

embodiment also includes a caller identifier field 78 for storing a caller

identifier, which may be a telephone number associated with the mobile

telephone (12)for identifying a “channel” such as a telephoneline assigned to

the mobile telephone that may be used to call back to the mobile telephone,

for example. Generally, the contents of the usernamefield 74, the password

field 76, and the caller identifier field 78 are set once when the userfirst

subscribesto the system.

The usernamesreferred to herein, such as the username in the username

field 74, preferably include a twelve digit number such as 2001 1050 8667, for

example, wherein the left-most digit is a continent code (such as “2” to
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indicate North America, for example), followed by a three-digit country code

(such as “001” to indicate Canada and the United States, for example), a four-

digit dealer code (such as “1050”, for example), and a unique four-digit

number code (such as “8667”, for example), as discussed more generally in

PCT Publication No. 2008/052340. Therefore, a prefix of a username referred

to herein preferably indicates a geographical region associated with the user,

or with the access code, and more preferably indicates a node associated

with the useror access code.

The program memory 54 stores blocks of codes for directing the

microprocessor 52 to carry out the functions of the mobile telephone (12),

which areillustrated by example below.

Referring to Figures 2 and 3, a flow chart representing functions performed by
blocks of code that direct the microprocessor 52 to initiate a call with the

mobile telephone 12 to a callee is shown generally at 100. The blocks shown

in Figure 3 generally represent codes that may be stored in the program

memory 54 for example, for directing the microprocessor 52 to perform

various functions relating to initiating a call with the mobile telephone (12) to a

callee. The actual code to implement each block may be written in any

suitable programming language, such as Java, C, and/or C++, for example.

The process 100 begins at 102, in response to an interrupt producedat or for
the microprocessor 52 by the dialing function 64. Upon initiation of the

process 100, block 104 directs the microprocessor 52 to obtain a callee

identifier from the dialing function 64 at the dialing input 62 of the I/O port 56

in the illustrated embodiment. Thecallee identifier is associated with a desired

callee, and may be a telephone numberof the callee, for example. The

microprocessor 52 thus receives, from a user of the mobile telephone (12), a

callee identifier associated with a callee.

Block 106 directs the microprocessor 52 to transmit, using the non-voice

network interface 70 in the illustrated embodiment, an access code request

2)
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message, the access code request message including the callee identifier

obtained at block 104, to the access server 14 (illustrated in Figure 1). In

general, preferably block 106 directs the microprocessor 52 to cause an

access code request messageto be transmitted to the access server 14 over

a non-voice network, such as an internet, using WiFi or GPRS technology for

example. However, it will be appreciated that block 106 may direct the

microprocessor 52 to transmit an access code request messageto the access

server 14 using any suitable technique, which may alternatively include a

voice network, for example.

Referring to Figure 4, an exemplary access code request message is shown

generally at 110. The access code request message 110 includes a

usernamefield 112, a password field 114, a-callee identifier field 116, and a

caller identifier field 118. In the illustrated embodiment, values for the

username, password, and caller identifier fields 112, 114, and 118 are

retrieved from the username, password, and caller identifier fields 74, 76, and

78 respectively in the parameter memory 58 of the processorcircuit 50

(illustrated in Figure 2), and a value for the callee identifier field 116 is

obtained from the dialing function 64 in block 104, and maybestored in the

temporary memory (60), for example.It will be appreciated that the username

field 112, password field 114, and caller identifier field 118 are not essential,

although these fields are preferable in orderto identify the user of the mobile

telephoneforbilling purposes, for example.

Referring to Figures 1 and 4,it will be appreciated that in order to minimize

charges from the mobile telephone service provider of the mobile telephone

12, the channels 20, 22, 24 will preferably be local or relatively inexpensive

telephone lines associated with a geographical location, more particularly a

pre-defined local calling area, associated with the mobile telephone 12.

Therefore, the exemplary access code request message 110 further includes

a location identifier field 119. The location identifier stored in the location

identifier field 119 preferably identifies a location of the mobile telephone 12

22
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for use in determining a local calling area associated with the mobile

telephone 12.

For example, the location identifier in the location identifier field 119 may

include an IP address of the mobile telephone 12 in a wireless IP network,

such as the non-voice network 16 to which the non-voice networkinterface 70

shownin Figure 2 is connected, becausethis IP address maybe anindicator

of a geographical location of the mobile telephone 12. The location identifier

mayalso or alternatively include an identifier of a wireless voice signal station

in wireless communication with the mobile telephone. In the_illustrated

embodiment, the wireless voice signal station is part of the mobile telephone

network 15 that is in communication with the mobile telephone 12 through the

mobile telephone network interface 72 illustrated in Figure 2. In still other

embodiments, the location identifier may include a user-configured identifier of

a geographical location or local calling area where the mobile telephone 12 is

or may be situated. The location identifier may thus be pre-determined and

stored in the parameter memory 58 shownin Figure 2 or may be acquired

from non-voice network or wireless voice signal station or from user input, for

example. Therefore, in summary, the location identifier in the location

identifier field 119 may include one or more of an IP address of the mobile

telephone 12 in a wireless IP network, an identifier of a wireless voice signal

station in wireless communication with the mobile telephone, and a user-

configured identifier.

As described below, the location identifier in the location identifier field 119

may be used to determine a local calling area associated with the mobile

telephone 12, within which local calling area channels(illustrated as 20, 22,

and 24 in Figure 1) are available to the mobile telephone 12 for the lowest

cost to the user. However,it will be appreciated that the location identifier may

only approximately identify a local calling area, and may not necessarily

identify the lowest cost channel(illustrated as 20, 22, and 24 in Figure 1) for

the mobile telephone 12.It will also be appreciated that in other embodiments,

the location identifier field 119 may be omitted.
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Referring back to Figure 3, the process 100 continues at block 130, which

directs the microprocessor (52) to receive an access code reply message

from the access server (14) in response to the access code request message

that was transmitted at block 106.

Referring to Figure 5, an exemplary access code reply message is shown

generally at 140. The access code reply message 140 includes an access

code field 142 and a timeout field 144. In the illustrated embodiment, the

access code field 142 stores an access code which is a telephone number

associated with a telephoneline associated with one of the channels 20, 22,

or 24 in Figure 1. It will be appreciated that the access codeis different from

the callee identifier in the callee identifier field 116 shown in Figure 4, in that

the access code identifies a channel, other than that provided by the callee

identifier provided by the dialing function 64 in Figure 2, that the mobile

telephone (12) can usetoinitiate a call to the callee.It will be appreciated that

use of the access code facilitates avoidance of long distance or roaming

charges that a mobile telephone service provider would charge for a call

placed directly using the callee identifier using conventional calling processes,

for example.

Still referring to Figure 5, the timeout field 144 in the illustrated embodiment

stores a value that indicates a period of time, for example a number of

minutes, during which the access code in the access code field 142 is

associated with the callee identifier in the callee identifier field 116 of the

exemplary access code request message 110 illustrated in Figure 4, such that

the access code is only temporarily associated with the callee identifier. In

one embodiment, the value stored in the timeout field 144 indicates 10

minutes, for example. It will be appreciated that in other embodiments, the

timeout field 144 may not be necessary, but preferably it is included.

In the illustrated embodiment, the program codes in block 130 direct the

microprocessor 52 to receive the access code reply message over a non-

24
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voice network, such as a WiFi or GPRS network(illustrated at 16 in Figure 1)

via the non-voice network interface 70 shownin Figure 2. However,it will be

appreciated that the access code reply message may be received on any

suitable network, even a voice network, for example.

Referring back to Figures 2 and 3, block 149 directs the microprocessor 52 to

initiate a call with the mobile telephone (12) on the mobile telephone network

15 (illustrated in Figure 1) using the access code received in the access code

field 142 of the access code reply message 140 (shownin Figure 5) to identify

the callee. In the illustrated embodiment, the codes in block 149 direct the

microprocessor52to initiate a call to the channel (20, 22, or 24) identified by

the access code, using the mobile telephone network interface 72 of the !/O

port 56 of the mobile telephone (12), to engage the mobile telephone network

(15).

Referring to Figure 1, in the embodiment shown, the access code in the

access code field (142) is a telephone number identifying a channel 20, 22, or

24 that is in communication with the gateway 18 to the IP network 26.

Through the gateway 18, the channel 20, 22, or 24 is thus operably

configured to cooperate with the IP network 26 to cause a call from the mobile

telephone 12 to the callee to be routed through the IP network. Routing the

call through the IP network mayinvolve engaging the routing controller 30 to

route the call on the IP network 26 to the callee, as described below.

However,it will be appreciated that in other embodiments, the access code

need not be a telephone number, but may be any code identifying a channel

through which the mobile telephone 12 can initiate a call. Alternatively, if the

mobile telephone is capable of voice over IP communications, the access

code maybe usedto identify an IP addressin the IP network to which thecall

is routed. In this embodiment, the IP address may act as the access code.

The process 100 shownin Figure 3 is then ended.

AccessServer
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Referring to Figure 6, the access server (14) includes a processorcircuit

shown generally at 150. The processorcircuit 150 includes a microprocessor

152, program memory 154, an I/O port 156, parameter memory 158, and

temporary memory 160. The program memory 154, I/O port 156, parameter

memory 158, and temporary memory 160 are all in communication with the

microprocessor 152. The processor circuit 150 may alternatively include a

plurality of microprocessorsorI/O ports, for example, and the componentsof

the illustrated processorcircuit 150 may also alternatively be combinedinto a

single device.

The program memory 154 stores blocks of codes for directing the

microprocessor 152 to carry out the functions of the access server 14. The I/O

port 156 includes a non-voice network interface 162 for communicating with

the non-voice network 16 illustrated in Figure 1. The I/O port 156 also

includes a routing controller interface 164 for interfacing with the routing

controller 30 illustrated in Figure 1.

Referring to Figures 6 and 7, a flow chart of blocks of code for directing the

microprocessor 152 of the access server (14) to provide an access code to

the mobile telephone (12) is shown generally at 190. The blocks 190 in Figure

7 generally represent codes that may be stored in the program memory 154

for directing the microprocessor 152 to perform various functions to provide

the access to the mobile telephone (12) to enable the mobile telephone to

place a call through a channel (20, 22, or 24).

The process 190 begins at 192, in response to an interrupt created by orfor

the microprocessor 152 whenit receives an access code request message

110 (as illustrated in Figure 4) from the mobile telephone (12). In the

illustrated embodiment, the access code request message (110) is received

via the non-voice network interface 162 through a non-voice network (16)

such as a WiFi or GPRS network, for example. However,it will be appreciated

that other embodiments may usedifferent techniques for receiving the access

code request message (110) from the mobile telephone (12).
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The process 190 continues at block 196, which directs the microprocessor

152 to communicate with the routing controller 30 to obtain from the routing

controller an access code identifying a channel(illustrated as 20, 22, or 24 in

Figure 1) in communication with the gateway (18), wherein the access codeis

different from the callee identifier in the callee identifier field 116 (shown in

Figure 4) and is usable by the mobile telephone (12) to initiate a call to the

callee using the channel, as further described below. Therefore, block 196

preferably causes an access code to be produced by retransmitting the

access code request message 110 illustrated in Figure 4 that was received at

192 from the mobile telephone (12), to the routing controller 30 through the

routing controller interface 164 of the I/O port 156.

The process 190 continues at block 198, which directs the microprocessor

152 to transmit an access code reply message (140), including the access

code obtained by block 196, to the mobile telephone (12). An exemplary

access code reply message is shown in Figure 5. In the illustrated

embodiment, an access code reply message (140) is produced by the routing

controller 30 in a manner described below in response to the access code

request message (110) that was transmitted to the routing controller at block

196, and the access code reply message (140) is received from the routing

controller through the routing controller interface 164 of the I/O port 156. Block

198 then causes the access code reply message that was received from the

routing controller to be retransmitted to the mobile telephone (12). In the

illustrated embodiment, the codes in block 198 direct the microprocessor 152

to transmit the access code reply message (140) using the non-voice network

interface 162 to the non-voice network 16, which may be a WiFi or GPRS

network, for example. However, it will be appreciated that other embodiments

may employ other types of networks for communicating the access code reply

message (140) to the mobile telephone (12). The process 190 is then ended.

In summary, referring to Figure 1, the access server 14 generally acts as an

interface to the routing controller 30 for relaying access code request
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messages and access code reply messages between the mobile telephone

12 and the routing controller. Therefore, it will be appreciated that in

alternative embodiments, the access server 14 and the routing controller 30

need not be separate, but may, for example, be combined in a single

component.

RoutingController {RC}

Referring to Figure 1, generally, the routing controller 30 executes a process

to facilitate communication between callers and callees. The function of a

routing controller generally in a VoIP system is described in PCT Publication

No. WO 2008/052340.

Referring to Figure 8, the routing controller (30) includes a processorcircuit

shown generally at 230. The processorcircuit 230 includes a microprocessor

(or more generally a processor) 232, program memory 234, an 1/O port 236,

table memory 238, temporary memory 240, and a clock 244. The program

memory 234, 1/O port 236, table memory 238, temporary memory 240, and

clock 244 are all in communication with the processor 232. The processor

circuit 230 may include a plurality of microprocessors, for example, and the

aforementioned components of the processor circuit 230 may be combined,

for example. The program memory 234includes blocks of codefor directing

the processor 232 to carry out the functions of the routing controller (30), and

the I/O port 236 includes an access server interface 242 for communicating

with the access server14.

In the illustrated embodiment as described above, the access server (14)

transmits (at block 196 illustrated in Figure 7) an access code request

message (110) to the routing controller (30) in order to obtain from the routing

controller (30) an access code. When an access code request message (110)

is received at the access serverinterface 242, the processor 232 preferably

stores certain values from the access code request messagein stores in the

temporary memory 240 for ease of retrieval. In particular, the temporary

memory 240 includes a callee identifier store 246 for storing the callee
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identifier from the callee identifier field 116 in the access code request

message 110 illustrated in Figure 4, a caller identifier store 248 for storing the

caller identifier that was stored in the caller identifier field 118 of the access

code request message 110 illustrated in Figure 4, a caller usernamestore 249

for storing the caller username that was stored in the caller usernamefield

112 of the access code request message 110 illustrated in Figure 4, and an

access code store 250 for storing an access code that is selected when the

routing controller (30) receives an access code request message (110). The

temporary memory 240 also includes a local calling area identifier store 245

for storing an identifier of a local calling area associated with the mobile

telephone (12). The clock 244 generally maintains and stores a representation

of a current date and time.

The I/O port 236 further includes a database request port 256 through which a

request to the database (23 in Figure 1) can be made, and also includes a

database responseport 258 for receiving a reply from the database (23). The

/O port 236 further includes a routing controller (RC) request message input

260 for receiving an RC request message(illustrated in Figure 17) from the

call controller (13 in Figure 1) and includes a routing message output 262 for

sending a routing message backto the call controller 13. The I/O port 236

thus acts to receive a caller identifier and a callee identifier contained in an

RC request message from the call controller, the RC request message being

received in responseto initiation of a call by a subscriber of the system, as

described below.

The program memory 234 inciudes blocks of codesfor directing the processor

232 to carry out various functions of the routing controller (30). One of these

blocks includes an RC request message handler 380 which directs the routing

controller (30) to produce a routing message in response to a received RC

request message, an example of which is illustrated in Figure 17. The RC

request message handler process is shownin greaterdetail at 380 in Figures

18A through 18C. Another of these blocks in the program memory 234

includes an access code generator, which is described at 270 in Figure 12,
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and which directs the routing controller (30) to produce an access code as

directed by the program codesin block 196 shownin Figure 7. Yet anotherof

these blocks in the program memory 234 includes a local calling area

identifier generator, which directs the routing controller (30) to producealocal

calling area identifier using the location identifier from the location identifier

field 119 of the access code request message 110 illustrated in Figure 4.

Local Calling Area Identifier Generator

Referring to Figure 1, it will be appreciated that preferably, a call made by the

mobile telephone 12 using the access code obtained from the access server

14 will be a local call for the mobile telephone 12, based on a geographical

location of the mobile telephone. Therefore, blocks in the program memory

234 include a local calling area identifier generator, which directs the routing

controller 30 to produce a local calling area identifier.

For example, the local calling area identifier generator may direct the

microprocessor 152 to accessa dialing profile associated with the caller. The

dialing profile may be identified using the username in the usernamefield 112

in the access code request message 110 illustrated in Figure 4, and to store

in the local calling area identifier field 245 a defauit location of the caller

retrieved from the dialing profile associated with the caller.

Referring to Figure 9, an exemplary dialing profile is illustrated generally at

200 and includes a usernamefield 202, a domain field 204, and calling

attributes comprising a national dialing digits (NDD) field 206, an international

dialing digits (IDD) field 208, a country codefield 210, a local area codesfield .

212, a caller minimum local numberlength field 214, a caller maximum local

number length field 216, a reseller field 218, a maximum number of

concurrent calls field 220, a current number of concurrentcalls field 222, and

a default local calling area identifier field 224. Therefore, in some

embodiments, the local calling area identifier generator directs the
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microprocessor 152 to determine a local calling area associated with the

mobile telephone (12) by retrieving the default local calling area identifier from

the default local calling area identifier field 224 of the dialing profile 200.

Effectively, the dialing profile 200 is a record identifying calling attributes of

the caller identified by the username in the username field 202. More

generally, dialing profiles 200 representcalling attributes of respective users,

and are discussed in more detail in PCT publication No. WO 2008/052340. As

described in PCT publication No. WO 2008/052340, a dialing profile of the

type shown in Figure 9, and also other records such asdirect-in-dial (DID)

records, call blocking records, call forwarding records, and voicemail records,

may be created whenever a user registers with the system or agrees to

become a subscriberto the system.

Alternatively, the local calling area identifier generator may generate a local

calling area identifier to be stored in the local calling area identifier store 245

using the location identifier from the location identifier field 119 of the access

code request message 110 illustrated in Figure 4. As described above, the

location identifier field (119) may store one or more of an IP address of the

mobile telephone (12) in a wireless IP network, an identifier of a wireless

voice signal station in wireless communication with the mobile telephone, and

a user-configured identifier. One or more of these values may be used to

identify a local calling area thatis oris likely to be associated with the mobile

telephone (12) in order to generate a local calling area identifier to be stored

in the local calling area identifier store 245.

For example, it has been found that services available from web sites such as

http://www.ip2iocation.com/ and__http:/Avww.serviceobjects.com/products/

dots_ipgeo.asp, for example, can produce a nameof a location, and also

latitude and longitude values, associated with an IP address. Using this

information derived from an IP address,or other information from the location

identifier field (119), a local calling area may be identified by hierarchical

jurisdictional designations (such as country, province, and city in Canada or
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country, state, and city in the United States) and encoded as codesidentifying

the local calling area. These codes may then bestored in the local calling

area identifier store 245.

Access Code Association Table

in the illustrated embodiment, the table memory 238 (shown in Figure 8)

includes an access code association table 170, an example of which is

illustrated in Figure 10, for associating access codes with callee identifiers,

caller identifiers, caller usernames, timeouts, and timestamps. Although the

routing controller (30) is illustrated in this embodiment as a separate

component from the access server(14), it will be appreciated that in other
embodiments, the routing controller (30) may be part of or integrated with the

access server (14), and in these other embodiments, the access code

association table 170 may be part of or integrated with the access server.

Referring to Figures 1 and 10, the access code association table 170

generally includes a plurality of records, each having an accesscodefield 173

storing an access code. The access codes in the access code association

table 170 may thus form a pool of access codes, where each access code

may identify a respective telephone number. In the illustrated embodiment,

the access codesin the accesscodefields 173 of records of the access code

association table 170 identify respective channels(illustrated by example only

as 20, 22, and 24) that are operably configured to cooperate with the IP

network 26 via the gateway 18 to cause a call involving the mobile telephone

12 to be routed through the IP network.

Referring to Figure 10, the exemplary access code association table 170

includes records 172, 174, 176, 178, and 180, each having respective fields

for storing a local calling area identifier 171, an access code 173, a channel

identifier 175, a callee identifier 177, a caller identifier 179, a caller username

183, a timeout 181, and a timestamp 182. Generally, a record in the access

code association table 170 will be created for each access codethatidentifies

a channel (such as the channels 20, 22, and 24illustrated in Figure 1) thatis
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configured or configurable to establish communication through a gateway

(such as the gateway 18 illustrated in Figure 1) to an IP network (26 in Figure

1) in response to a call received at the channel. Whena record is createdin

respect of a channel, the local calling area identifier field 171 is preferably

initialized with an identifier of a local calling area associated with the channel,

the access code field 173 is preferably initialized with an access code

associated with the channel, and the channelidentifier field 175 is preferably

initialized with an identifier of the channel. The remaining fields (for storing a

callee identifier 177, a caller identifier 179, a caller username 183, a timeout

181, and a timestamp 182) are preferably initialized with default “null” values

when a record is created. The fields for storing a local calling area identifier

171, an access code 173, a channel identifier 175 preferably remain generally

constant during ordinary operation of the access code association table 170,

although the values stored in the fields for storing a callee identifier 177, a

caller identifier 179, a caller username 183, a timeout 181, and a timestamp

182 may vary as described below. It will be appreciated that in some

embodiments, one or more of the fields for storing a local calling area

identifier 171, a channel identifier 175, a caller identifier 179, a caller

username 183, a timeout 181, and a timestamp 182 may not be required and

be omitted.

As noted above, the local calling area identifier field 171 is preferably

initialized with an identifier of a local calling area associated with the channel.

The local calling area identifier field 171 preferably stores codes that are

encoded in the same manneras the codesin the local calling area identifier

store 245, as described above, so that an access codein the local calling

area identified by the codes in the local calling area identifier store 245 may

be identified by searching the access code association table 170 for an

access code associated with a local calling area identifier in the associated

local calling area identifier field 171 that matches the local calling area

identifier in the local calling area identifier store 245. It has been found that

information available from web sites such as _hittp://en.wikipedia.org/wiki/

List_of_NANP_area_codes, and services available from web sites such as
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hito://www.serviceobjects.com/demos/PhoneExchangeDemo.asp, for

example, may be used to determinealocal calling area identifier associated

with a given access code where, for example, the access code is a PSTN

telephone number.

in the exemplary access code association table 170, the access codesin the

accesscodefields 173 are telephone numbers for PSTNlines, three of which

are in the 604 area code in Vancouver, British Columbia, Canada, and two of

which are in the 416 area code in Toronto, Ontario, Canada. It will be

appreciated that the access code association table 170 is an example only,

and other access code association tables may include any numberof access

codes, which need not be PSTN telephone numbers, and which need not be

limited to particular geographicalareas.

In the exemplary access code association table 170, the access codefield

173 in the record 174 stores an access code 1-604-345-2323, which may be a

local telephone number for Vancouver, British Columbia, Canada, and the

callee identifier field 177 of the record 174 stores a callee identifier 1-403-789-

1234, which may be a telephone numberfor a callee in Calgary, Alberta,

Canada for example, thereby associating the callee identifier 1-403-789-1234

with the access code 1-604-345-2323. Furthermore, the caller identifier field

179 of the record 174 stores a caller identifier 1-416-444-1441 and the caller

username field 183 stores a caller username 2001 1050 8667, thereby

associating the caller identifier 1-416-444-1441 and caller username 2001

1050 8667 with the aforementioned access code and callee identifier. The

caller identifier 1-416-444-1441 may be associated with a mobile telephone

normally geographically located in Toronto, Ontario, Canada, but which may

be in Vancouver and is therefore using a Vancouver-based access code to

place a call to a Calgary-based number, for example. In the example record

174, the timestamp field 182 indicates that the callee identifier 1-403-789-

1234, the caller identifier 1-416-444-1441, and the caller username 2001 1050

8667 were associated with the access code 1-604-345-2323 on June 15,
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2008 at 10:31 am, and the timeout field 181 indicates that this association is

to expire 10 minutesafter the time indicated in the timestampfield.

Likewise, the exemplary record 178 indicates that the callee identifier 1-604-

321-1234, the caller identifier 1-416-444-1234, and the caller username 2001

1050 4141 were associated with the access code 1-416-234-4646 on June

15, 2008 at 2:21 pm, and the timeoutfield 181 of the record 178 indicates that

this association is to expire within 10 minutes of the time in the timestamp

field 182.

It will also be appreciated that the access code association table 170 may,in

other embodiments, be substituted with other data structures or storage

media. For example, in alternative embodiments, as described below, a DID

record of the type shown at 370 in Figure 11 may associate an access code

with a callee identifier and with other information such as a caller identifier, a

timeout value, and a timestamp value, additionally or alternatively to the

access code association table 170.

DID Bank Table Records

As described in PCT Publication No. 2008/052340, a DID banktable record

may be created and stored in a DID banktable in the database (23 in Figure

1) when a user registers with the system, to associate the username of the

user and a host nameof the node with which the user is associated, with a

number on the PSTN network formatted in compliance with the E.164

standard set by the International Telecommunication Union (ITU). However,

as explained below, DID records may, in some embodiments, also associate

usernames and host names with respective access codes, and may also

associate access codes with respective callee identifiers and with other

information such as caller identifiers, timeout values, and timestamp values.

Referring to Figure 11, an exemplary DID bank table record is shown

generally at 370, and includes a usernamefield 371, a user domain field 372,

and a DID field 373. The usernamefield 371 may store a username of a user
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of the system, in which case the user domainfield 372 stores a host nameof

the node with which the user is associated, and the DID field 373 stores an

E.164 number on the PSTN network associated with the user. Exemplary host

names stored in the user domain field 372 include sp.yvr.digifonica.com for

Vancouver, British Columbia, Canada and sp.|hr.digifonica.com for London

England, for example, as described in PCT Publication No. 2008/052340. If

the user has multiple telephone numbers, then multiple records of the type

shown at 370 would be included in the DID bank table, each having the same

username and user domain,but different DID field 373 contents reflecting the

different telephone numbers associated with that user.

However, DID fields 373 of DID bank table records 370 may also store access

codes, in which case the username field 371 may store a username

associated with the access code. In these DID bank table records 370, the

user domain field 372 stores a host nameof the node with which the access

code is associated. Therefore, DID bank table records 370 may, in some

embodiments, associate usernames and host names with respective access

codes.

The exemplary DID bank table record 370 further includes a callee identifier

field 374, a caller identifier field 375, a timeout field 376, a timestamp field

377, a local calling area identifier field 378, a channel identifier field 379, and

a caller usernamefield 381, which may be used in an analogous mannerto

the callee identifier field 177, the caller identifier field 179, the timeoutfield

181, the timestamp field 182, the local calling area identifier field 171, the

channel identifier field 175, and the caller usernamefield 183 respectively of

the access code association table 170illustrated in Figure 10. The DID bank

table records 370 may thus associate access codes with respective local

calling area identifiers, callee identifiers, caller identifiers, caller usernames,

timeouts, and timestamps, although the caller identifier field 375, timeoutfield

376, timestamp field 377, local calling area identifier field 378, channel

identifier field 379, and caller username field 381 may not be necessary, and

one or more of these fields may be omitted in some embodiments.
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Furthermore, it will be appreciated that the callee identifier field 374, caller

identifier field 375, timeout field 376, and timestampfield 377 of the DID bank

table record 370 may be omitted for DID table records that are not in respect

of access codes, but rather are in respect of telephone numbers of users of

the system, for example, as described in PCT Publication No. 2008/052340.

The callee identifier field 374, caller identifier field 375, timeout field 376, and

timestamp field 377 of the DID bank table record 370 may also be omitted in

embodiments where the access code association table 170 includes records

with these typesoffields.

For simplicity, the following description is directed to embodiments wherein an

access code association table 170 associates access codes with respective

callee identifiers, caller identifiers, timeout values, and timestamp values.

However, it will be appreciated that the processes described herein for

records in the access code association table 170 may additionally or

alternatively be applied to DID bank table records 370 in an analogous

manner.

AccessCodeGenerator

Referring back to Figures 1, 4, and 8 in the illustrated embodiment as

described above, the access server 14 transmits (at block 196 illustrated in

Figure 7) an access code request message 110 to the routing controller 30 in

order to obtain from the routing controller 30 an access code. When an

access code request message 110 is received at the access serverinterface

242, the processor 232 preferably authenticates the user by making various

enquiries of databases to whichit has access, to determine whetheror not the

passwordin the password field 114 of the access code request message 110

matches a passwordstored in the databasein association with the username

in the usernamefield 112. Various functions may be used to pass encryption

keys or hash codes back and forth to ensure thai the transmittal of passwords

is secure. If the user is successfully authenticated, the processor 232 then

preferably produces an access code.
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Referring to Figures 8 and 12, a process for producing an access code is

shown generally at 270. Essentially the process 270 determines whether the

access codein a given record (referred to below as the “currently addressed

record”) in the access code association table shown at 170 in Figure 10 is

within the local calling area identified by the local calling area identifier store

245, and whether the accesscodeis currently available for association with a

callee identifier. In order to produce an access code in responseto receiving

an access code request message (110) from the access server (14), the

processor 232 of the routing controller (30) preferably searches the poolof

access codesin the access code association table (170) to identify an access

code identifying a channel usable by the mobile telephone (12) to initiate a

call to the callee, using the process 270 until an available access codein the

local calling area identified by the local calling area identifier store 245 is

identified. The access code generator thus preferably selects an access code

from the pool of access codesin the access code association table (170), and

preferably selects an access codein a local calling area associated with the

mobile telephone(12).

Starting with the first record in the access code association table, the process

270 begins at block 272, which directs the processor 232 of the routing

controller (30) to determine whether the access code in the currently

addressed record of the access code association table 170 is associated with

the same local calling area as the mobile telephone (12) as identified by the

contents of the local calling area identifier store 245. If at block 272 the

access code of the currently addressed record is not associated with the

same local calling area as the mobile telephone (12), the process 270 ends,

the next record in the access code association table 170 is addressed, and

the process is repeated for the next record in the access code association

table.

However,if at block 272 the access code of the currently addressed record is

associated with the samelocal calling area as: the mobile telephone (12), orif

the access code request message 110 (illustrated in Figure 4) did not include
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a local calling area identifier, then the process 270 continues at block 274,

whichdirects the processor 232 to determine whether the access codeof the

currently addressed record is associated with a callee identifier. To do this,

the processor 232 determines whether the callee identifier field (177) of the

currently addressed record stores a “null” value that was assigned to it on

initialization, or whether the callee identifier field instead stores a callee

identifier. In other words the processor checks to see whether the currently

addressed record has already been in use.

if at block 274 the callee identifier field (177) of the currently addressed record

in the access code association table (170) does store a callee identifier and

not the “null” value that was assigned to the callee identifier field on

initialization (for example, records 174 and 178 in Figure 10), then the access
code of that record is associated with a callee identifier, and the process 270

continues at block 278, which directs the processor 232 to determine whether

the association of the callee identifier with the access code has expired. In the

illustrated embodiment, the codes at block 278 direct the processor 232 to

determine whether the sum of the contents of the timestampfield (182) and of

the timeout field (181) in the currently addressed record of the access code

association table 170 (shown in Figure 10) is less than the current time

represented by the clock 244. If at block 278 the sum of the timeout and

timestamp fields in the currently addressed record of the access code

association table 170 is less than the time represented by the clock 244, then

the association of the callee identifier with the access code is not expired and

the process 270 ends, the next record in the access code association table

(170) is addressed, and the process 270 is repeated for the next record in the

access code association table.

However,if at block 278 the sum of the contents of the timeout and timestamp

fields (181 and 182) in the currently addressed record of the access code

association table (170) is not less than the time represented by the clock 244,

then the association of the callee identifier with the access code has expired,

and the process 270 continues at block 276 which directs the processor 232
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to store the contents of the access codefield 173 of the currently addressed

record in the access code store 250 of the temporary memory 240 of the

routing controller 30.

Referring to Figures 8, 10, and 12, if at block 274 the callee identifier field in

the currently addressed record does not store a callee identifier but stores

instead the “null” value that was assigned to the callee identifier field on

initialization (for example, records 172, 176, and 180), then the access code

of that record is not associated with a callee identifier, and the process 270

continues at block 276, which directs the processor 232 to store the access

code from the access codefield 173 of the currently addressed record, in the

access codestore 250 in the temporary memory 240.

After the selected access codeis stored in the access code store 250 at block

276, the process 270 continues at block 280, which directs the processor 232

to store the callee identifier from the callee identifier store 246 in the callee

identifier field 177 of the currently addressed record, thereby creating an

association of the callee identifier with the selected access code.

The process 270 then continues at block 282, which directs the processor 232

to store the caller identifier from the caller identifier store 248 (which identifies

the mobile telephone 12 shown in Figure 1) in the caller identifier field 179 of

the currently addressed record of the access code association table 170,

therebyalso storing the caller identifier in association with the selected access

code.

The process 270 then continues at block 283, which directs the processor 232
to store the caller username from the caller username store 249 in the caller

username field 183 of the currently addressed record of the access code

association table 170, thereby also storing the caller usernamein association

with the selected access code.
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The process 270 then continues at block 284, which directs the processor 232

to store timeout and timestamp valuesin the timeout and timestampfields 181

and 182 of the currently addressed record of the access code association

table 170, thus further storing, in association with the selected access code, a

timestamp for use in determining when the usability of the access code to

initiate a call to the callee will expire. A default value, such as 10 minutes, for

example may be stored in the timeout field 181 of the currently addressed

record. Also, the current time indicated by the clock 244 is preferably stored

in the timestampfield 182 of the currently addressed record.

In alternative embodiments, the access code association table (170) might not

include fields for a caller identifier, caller username, a timeout, or a timestamp.

In these embodiments, one or more of blocks 282, 283, and 284 described

above are not necessary, and one or moreof the caller identifier store 248

and the caller username store 249 may be omitted.

In summary, the access code generator in the illustrated embodiment

responds to receiving an access code request message 110 illustrated in

Figure 4 from the access server(14) byfirst authenticating the user, and then

by searching through a pool of access codes, using the process 270 shownin

Figure 12, to identify an access code that is associated with the local calling

area identified by the local calling area identifier store (245) and that is not

previously and validly associated with another callee identifier. It will be

appreciated that in alternative embodiments, different data structures and

algorithms may be preferable for identifying an access code that meets the

aforementioned criteria. For example, in accordance with conventional

database design that is well-knownin the art, the records illustrated in the

access code association table 170illustrated in Figure 10 mayalternatively be

organized in a binary tree according to the value in the local calling area

identifier field 171, or in separate tables for respective local calling area

identifiers, for example, in order to enable a more efficient search of the

access code association table for an access code that satisfies the

aforementioned criteria. Therefore, the access code association table (170)
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and the process 270illustrated in Figure 12 are examples only, and one of

ordinary skill in the art will readily appreciate numerous alternative data
structures and algorithms.

Gateway

Referring to Figure 13, in this embodiment, the gateway (18) includes a

processorcircuit shown generally at 300, which includes a microprocessor

302. The processor circuit 300 also includes a program memory 304, a

memory 305, and an I/O port 306,all of which are in communication with the

microprocessor 302. The processor circuit 300 may include multiple

processors etc., and the aforementioned components of the processorcircuit

300 mayalternatively be combined.

The I/O port 306 includes a channel interface 308, which, in the illustrated

embodiment, is in communication with the channels 20, 22, and 24 that were

also illustrated in Figure 1. Where, as in the illustrated embodiment, the

channels 20, 22, and 24 are PSTN telephone lines in the PSTN network 29,

the channelinterface 308 may, for example, be a T1 port for communication

with one or more T1 lines(illustrated at 27 in Figure 1) of a PSTN service

provider, in a manner well-known in the art. The I/O port in the illustrated

embodimentalso includes an internet interface 309 for interfacing with the IP

network 26illustrated in Figure 1. The program memory 304 stores blocks of

codesfor directing the microprocessor 302 to carry out the functions of the

gateway (18). It has been found that the AS5350 Universal Gatewayavailable

from Cisco Systems, Inc. of San Jose, California may, for example, be

suitable as the gateway (18).

Referring back to Figure 1, and alsostill to Figure 13, whenacall is received

on one of the channels 20, 22, or 24, the microprocessor 302 causesthe I/O

port 306 to use the internet interface 309 to send a SessionInitiation Protocol

(SIP) Invite message to a pre-determined node with which the gateway 18 is

associated, whichin the illustrated embodimentis the first node 11. Generally,
the gateway 18 will be associated with a node that is geographically closest to
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the gateway, in order to minimize transmission times over the IP network 26.

In response to the SIP Invite message, the call controller 13 sends an RC

request messageto the routing controller 30 which makesvarious enquiries of

the database 23 to produce a routing messagethat is sent back to the call

controller 13. The call controller 13 then communicates with the media relay

28 to cause a communicationslink including an audio path (and a videopathif

a videophonecall) to be established through the media relay to the same

node, a different node, or to a communications supplier gateway as shown

generally at 34 to carry audio, and where applicable, video traffic to the call

recipient or callee.

Referring to Figure 14, an exemplary SIP Invite message is shown generally

at 310 and includes a caller identifier field 312, a callee identifier field 314, a

digest parameterfield 315, a call identifier field 316, an IP addressfield 317,

and a gateway UDPport field 318. Examples of valuesfor the fields in the SIP

invite message 310 are shownforillustration purposes only in Figure 14. The

caller identifier in the caller identifier field 312 is preferably in the form of the

telephone numberof the caller followed by the “@” symbol, which in turn is

followed by the IP address of the gateway (18) in the IP network (26). The

caller identifier may be determined by retrieving calling line identification

(CLID) information from the signal provided by the PSTN network (29) to the

gateway (18) for example. Wherethe caller identification information is not

available to the gateway (18), the caller identifier in the caller identifier field

312 preferably includes a pre-assigned number(such as 11111, for example)

indicating that the caller identification information was not available, followed

by the “@” symboland then bythe IP address of the gateway (18).

The callee identifier in the callee identifier field 314 is the access code

identifying the channel(20, 22, or 24 in the example of Figure 1) on which the

call was placed, and which wasreceived from the access server(14). In the

illustrated example, the access code is the PSTN telephone number 1-604-

345-1212 corresponding to the channel 20 illustrated in Figure 1, and to the
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access code stored in the access code field 173 of the record 172 in the

exemplary access codeassociation table 170 illustrated in Figure 10.

The digest parameterin the digest parameter field 315 is generated by the

gateway (18) and may uniquely identify the SIP session thatis initiated with

the SIP Invite message 310.

The call identifier in the call identifier field 316 is, in the illustrated

embodiment, a four-digit hexadecimal number generated by the gateway (18)

to identify the call, followed by the “@” symbol, which in turn is followed by the

IP addressof the gateway.

The IP addressin the IP addressfield 317 is the IP address of the gateway

(18) in the IP network (26), and the gateway UDP port numberin the gateway

UDP port field 318 includes a UDP port identifier identifying a UDP port at

which the audio/video path will be terminated at the gateway (18).

It should be noted that throughout the description of the embodiments of this

invention, the IP/UDP addressesofall elements such as the gateway(18)will

be assumed to be valid IP/UDP addresses directly accessible via the Internet

or a private IP network, for example, depending on the specific

implementation of the system. As such,it will be assumed, for example, that

the gateway (18) will have an IP/UDP addressdirectly accessible by the call

controllers and the media relays on their respective nodes, and those

addresses will not be obscured by Network Address Translation (NAT) or

similar mechanisms. In other words, the IP/UDP information contained in SIP

messages(for example the SIP Invite message or the RC Request message

which will be described below) will match the IP/UDP addresses of the IP

packets carrying these SIP messages.

It will be appreciated that in manysituations, the IP addresses assigned to

various elements of the system maybe in a private IP address space, and

thus not directly accessible from other elements. Furthermore,it will also be
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appreciated that NAT is commonly used to share a "public" IP address

between multiple devices, for example between home PCsand IP telephones

sharing a single Internet connection. For example, the gateway (18) may be

assigned an IP address such as 192.168.0.5. This address is located in so

called "non-routable" (IP) address space and cannot be accessed directly

from the Internet. In order for this device to communicate with other

computers located on the Internet, the IP address has to be converted into a

"public" IP address, for example 24.14.102.5 assigned by the Internet Service

Provider, by a device performing NAT, typically a router. In addition to

translating the IP address, NAT typically also translates UDP port numbers,

for example an audio path originating at the gateway (18) and using a UDP

port 12378 at its private IP address, may have be translated to a UDP port

23465 associated with the public IP address of the NAT device. In other

words, when a packet originating from the gateway (18) arrives at an Internet-

based node, the source IP/UDP address contained in the IP packet header

will be 24.14.102.5:23465, whereas the source IP/UDP addressinformation

contained in the SIP messageinside this IP packetwill be 192.168.0.5:12378.

The mismatch in the IP/UDP addresses may cause a problem for SIP-based

VoIP systems because, for example, a nodewill attempt to send messages to

a private address but the messageswill never get there.

Call Controller

Referring to Figure 15, the call controller (13) includes a processorcircuit

shown generally at 320. The processorcircuit 320 includes a microprocessor

322, program memory 324, and an I/O port 326. The program memory 324

and the I/O port 326 are in communication with the microprocessor 322. The

processorcircuit 320 may include a plurality of microprocessors,a plurality of

program memories, and a plurality of I/O ports to be able to handle a large

volume of calls. However, for simplicity, the processor circuit 320 will be

described as having only one microprocessor 322, program memory 324, and

/O port 326, it being understood that there may be more.
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Generally, the 1/O port 326 includes an input 328 for receiving messages such

as the SIP Invite message from the gateway (18) or from a VoIP telephone

(36 in Figure 1, for example). The I/O port 326 also has an RC request

message output 330 for transmitting an RC request messageto the routing

controller 30 of Figure 1, an RC message input 332 for receiving routing

messages from the routing controller 30, a gateway output 334 for

transmitting messages to the gateway 18 and/or 34 shown in Figure 1 to

advise the gateway 18 and/or 34 to establish an audio path, for example, and

a gateway input 336 for receiving messages from the gateway 18 and/or 34.

The I/O port 326 further includes a SIP output 338 for transmitting messages

to the gateway (18 and/or 34) or VoIP telephone (36, for example) to advise

the gateway 18 and/or 34 or IP telephoneof the IP addressesof the gateways

which will establish the audio/video path. The I/O port 326 further includes a

voicemail server input and output 340 and 342 respectively for communicating

with the voicemail server 19 shownin Figure 1.

While certain inputs and outputs have been shown as separate, it will be

appreciated that some maybe a single IP address and IP port. For example,

the messages sentto the routing controller (30) and received from the routing

controller (30) may be transmitted and received on the samesingle IP port.

The program memory 324 includes blocks of code for directing the

microprocessor 322 to carry out various functions of the call controller (13).

For example, these blocks of code includeafirst block 344 for causing the

processor circuit 320 to execute a SIP Invite to RC Request process to

produce an RC Request Message in response to a received SIP Invite

message.In addition, there is a Routing Message to Gateway message block

346 which causes the processorcircuit 320 of the call controller to produce a

gateway query messagein responseto a received routing message from the

routing controller (30).

Referring to Figures 15 and 16, the SIP Invite to RC Request process is

shown in more detail at 344. On receipt of a SIP Invite messageof the type
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shownin Figure 14, block 350 directs the processorcircuit 320 to produce an

RC Request Message. Block 352 then directs the processorcircuit 320 to

cause the RC Request Message to be sent to the routing controller 30

illustrated in Figure 1.

Referring to Figure 17, an exemplary RC request message is shown generally

at 360 and includesa caller identifier field 362, a callee identifier field 364, a

digest parametersfield 366, and a call identifier field 368. These fields may be

populated with the contents of the caller identifier field 312, callee identifier

field 314, digest parameterfield 315, and call identifier field 316 respectively

of the SIP Invite message 310 illustrated in Figure 14. In other embodiments,

the RC request message may further include a type field (not shown)

containing a type codeto indicate whetherthe call is from a third party or from

a system subscriber. Other variations of an RC request message are

explained in PCT Publication No. WO 2008/052340. A type field (not shown)

in the RC request message 360 may be advantageous in embodiments where

SIP Invite messages mayalso be received from an IP telephonethatis using

VoIP software to make a voice call. However, in the embodiments that are

illustrated herein, SIP Invite messages originate from the gateway (18), and

therefore a type designation is not necessary and may be omitted from the

RC request message 360. In embodiments where a SIP invite message may

be received from an IP telephone, the SIP invite to RC request process shown

in Figure 16 may require additional steps, asillustrated in Figure 5 of PCT

Publication No. WO 2008/052340.

RCRequest Message Handler

As illustrated in Figure 8, the program memory 234 includes an RC request

message handler 380 which directs the routing controller (30) to produce a

routing message in response to a received RC request message (360).

Referring to Figure 18A, the RC request message handler 380 begins with a

first block 382 that directs the RC processorcircuit (230) to separately store
the contents of the callee identifier field 364 and caller identifier field 362 of
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the RC request message (360) in the callee identifier store 246 and the caller

identifier store 248 respectively of Figure 8.

Block 384 then directs the RC processorcircuit (230) to use the contents of

the caller usernamestore 249 to locate and retrieve from the database (23) a

dialing profile 200 associated with the caller, as described above and

illustrated in Figure 9, for example. The retrieved dialing profile may then be

stored in the temporary memory 240, for example.

The RC request message handler 380 continues at block 386, which directs

the processorcircuit (230) of the routing controller to determine whether the

contents of the current number of concurrent calls field 222 of the dialing

profile 200 shown in Figure 9 are less than the contents of the maximum

numberof concurrent calls field 220 of the dialing profile for the caller and, if

so, block 388 directs the processor circuit to increment the contents of the

current number of concurrentcalls field 222 and the processorcircuit (230) is

directed to point A in Figure 18B. If the contents of the current number of

concurrent calls field 222 are equal to or greater than the contents of the

maximum number of concurrent calls field 220, then block 390 directs the

processorcircuit (230) to send an error message backto the call controller

(13) to cause the call controller to notify the caller that the maximum number

of concurrent calls has been reached and no further calls can exist

concurrently, including the presently requested call.

Assuming that block 386 allows the call to proceed, the RC processorcircuit

(230) is directed to perform certain checks onthe callee identifier in the callee

identifier field 246 in Figure 8. These checks are shownin greater detail in

Figure 18B.

Referring to Figure 18B, the RC processorcircuit (230) is directed toafirst

block 392 that causes it to determine whether a digit pattern of the callee

identifier includes a pattern that matches the contents of the international

dialing digits (IDD) field 208 in the dialing profile 200 (shown in Figure 9)
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associated with the caller. If so, then block 394 directs the RC processor

circuit (230) to set a call type code identifier variable maintained by the

processorto indicate that the call is an international call, and block 396 directs

the processor to produce a reformatted callee identifier by reformatting the

callee identifier into a predefined digit format. In this embodiment, this is done

by removing the pattern of digits matching the IDD field contents (208) of the

caller dialing profile 200 to effectively shorten the callee identifier. Then, block

398 directs the RC processorcircuit (230) to determine whether or not the

callee identifier has a length which meets criteria establishing it as a number

compliant with the E.164 Standard set by the ITU. If the length does not meet

these criteria, then block 400 directs RC processorcircuit (230) to send back

to the call controller (13) a messageindicating the length is not correct. The

process 380 is then ended. At the call controller 13, routines (not shown)

stored in the program memory 324 may direct the processorcircuit (320 of

Figure 15) to respond to the incorrect length message by transmitting a

message backto the mobile telephone (12 shown in Figure 1) to indicate that

an invalid number has beendialled.

If the length of the amended callee identifier meets the criteria set forth at

block 398, then block 402 directs the RC processorcircuit (230) to make a

database request to the database (23) to determine whether or not the

amendedcallee identifier is found in the DID field (373) of a record such as

shownin Figure 11 in the DID banktable. If at block 402 the RC processor

circuit (230) receives a response from the database (23) indicating that the

reformatted callee identifier produced at block 396 is found in the DID field

(373) of a record in the DID banktable, then the callee is a subscriber to the

system and the call is classified as a private network call by directing the

processor to block 404, which directs the RC processorcircuit (230) to copy

the contents of the corresponding usernamefield (371 in Figure 11) from the

callee DID bank table record (370 in Figure 11) into the callee identifier store

(246 in Figure 8). Thus, the RC processorcircuit (230) locates a subscriber

username associated with the reformatted callee identifier. The processor

(232) is then directed to point B in Figure 18A.
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Calls to Subscribers in Different Nodes

Referring back to Figure 1, as noted above, the gateway 18 is preferably

associated with a pre-determined node,whichin the illustrated embodimentis

the first node 11. Referring back to Figure 18A, block 406 directs the

processor (232 of Figure 8) to execute a process to determine whetheror not

the node associated with the reformatted callee identifier in the callee

identifier store (246 in Figure 8, which, at block 404, was set to be a

username ofthe callee) is the same nodethat is associated with the gateway

18 illustrated in Figure 1.

To do this, the processor (232) may, for example, identify a node associated

with the gateway (18) by using an IP address associated with the gateway to

determine a node identifier of the gateway. An IP address associated with the

gateway (18) may, for example, be obtained from either the caller identifier

field 362 or the call identifier field 368 of the RC request message 360

illustrated in Figure 17, as each of these fields includes a portion following an

“@" symbol that indicates an IP address of the gateway. In order to determine

a node identifier associated with the gateway (18) using the IP address

associated with gateway (18), the processor 232(illustrated in Figure 8) may

access a gateway node association table stored in the database 23

(illustrated in Figure 1).

Referring to Figure 19, an exemplary gateway node association table is

showngeneraily at 480. The exemplary gateway node association table 480

includes first and second records 482 and 484, each having a respective

gateway IP addressfield 486 and a respective node identifier field 488. It will

be appreciated that the exemplary gateway node association table 480 is an

example for illustration purposes only. The values in the gateway IP address

fields 486 are preferably initialized when a gateway (such as the gateway 18

illustrated in Figure 1) is installed as part of the system (10), and are

preferably updated as the IP addresses of the respective gateways may
changefrom time to time. The values in the nodeidentifier fields 488 are also
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preferably initialized when a gateway (such as the gateway 18 illustrated in

Figure 1) is installed as part of the system (10).

As indicated above, the reformatted callee identifier in the callee identifier

store (246 in Figure 8) was set at block 404 in Figure 18B to be a username of

the callee from the usernamefield 371(illustrated in Figure 11), and in this

embodiment, a prefix of the username of the callee preferably indicates a

node associated with the cailee. In the illustrated embodiment, the left-most

digit in the usernameof the callee is a continent code, which is a sufficient

prefix to identify a node associated with the callee. However, it will be

appreciated that in other embodiments, other prefixes or other information

mayidentify the associated node. Preferably, the values in the node identifier

fields 488 correspondto the prefixes of the usernamesin the usernamefields

371 (illustrated in Figure 11), so that the node associated with the callee is the

same node that is associated with the gateway18 illustrated in Figure 1 if the

prefix of the username of the callee matches the node identifier associated

with the gateway (18). Therefore, in the illustrated embodiment, if the

reformatted callee identifier in the callee identifier store (246 in Figure 8) is

2001 1050 8667, for example, then in the example of Figure 19, the node

associated with the callee is the same node as the node identified by the

continent code “2” that is associated with the gateway associated with the IP

address 20.14.102.5 in the record 482, but is not the same node as the node

identified by the continent code “5” that is associated with the gateway

associated with the IP address 104.12.131.12 in the record 484.

Referring back to Figure 18A,if at block 406 the prefix of the username ofthe

callee does not match the node identifier associated with the gateway (18),

then the call is a “cross-domain”call, and block 408 in Figure 18A directs the

processor (232 in Figure 8) to set a call type flag in the temporary memory

(240 in Figure 8) to indicate the call is a cross-domain call. Then, block 410 of

Figure 18A directs the processor (232 of Figure 8) to produce a routing

messageidentifying an address on the private network with which the callee

identified by the contents of the callee ID buffer is associated and to set a time
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to live for the call at a maximum value of 99999, for example. Routing

messagesand timeto live values, and also a method of determining the node

in the system with which the callee is associated, are further described in PCT

Publication No. WO 2008/052340. Once a routing message is produced at

block 410, block 412 directs the processor (232 in Figure 8) to cause the

routing message to be sent to the call controller 13 shownin Figure 1, and the

process ends.

Referring back to Figure 18B, if at block 392, the callee identifier stored in the

callee identifier store (246 in Figure 8) does not begin with an international

dialing digit, then block 414 directs the processor (232) to determine whether

or not the callee identifier begins with the same national dial digit code as

assigned to the caller. To do this, the processor (232) is directed to refer to

the retrieved caller dialing profile as shown in Figure 9. In Figure 9, the

national dialing digit code 206 is the number 1. Thus,if the callee identifier

begins with the number1, then the processor (232)is directed to block 416 in

Figure 18B.

Block 416 directs the processor (232 of Figure 8) to examine the callee

identifier to determine whether ornot the digits following the NDDdigit identify

an area codethat is the sameas anyof the area codesidentified in the local

area codesfield 212 of the caller dialing profile 200 shownin Figure 9. If not,

block 418 of Figure 18B directs the processor (232) to set the call type flag to

indicate that the call is a national call. If the digits following the NDD digit

identify an area code that is the same as a local area code associated with

the caller as indicated by the caller dialing profile, block 420 directs the

processor (232) to set the call type flag to indicate a localcall, national style.

After executing block 418 or 420, block 422 directs the processor (232) to

format the callee identifier into a pre-defined digit format to produce a re-

formatted callee identifier by removing the national dialled digit and

prepending a caller country code identified by the country code field 210 of

the caller dialing profile shown in Figure 9. The processor (232) is then
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directed to block 398 of Figure 18B to perform other processing as already

described above.

If at block 414, the callee identifier does not begin with a national dialled digit,

block 424 directs the processor (232) to determine whether the callee

identifier begins with digits that identify the same area code as thecaller.

Again, the reference for this is the retrieved caller dialing profile shown in

Figure 9. The processor (232) determines whetherornotthefirst few digits of

the callee identifier identify an area code corresponding to the contents of any

area code identifier stored in the local area code field 212 of the retrieved

caller dialing profile 200 (illustrated in Figure 9). If so, then block 426 directs

the processor (232) to set the call type flag to indicate that the call is a local

call. It should be noted that the call will not necessarily be a local call in every

case where thefirst few digits of the callee identifier identify an area code

corresponding to the contents of an area codeidentifier stored in the local

area codefield 212 (illustrated in Figure 9), and other determinations of when

a call is to be considered local may be appropriate. However, it has been

found that the determination described above for block 424 is satisfactory for

some purposes. Next, block 428 directs the processor (232) to format the

callee identifier into a pre-defined digit format to produce a reformatted callee

identifier by prepending the caller country code to the callee identifier, the

caller country code being determined from the country codefield 210 of the

retrieved caller dialing profile 200 shown in Figure 9. The processor (232)is

then directed to block 398 for further processing as described above.

If at block 424, the callee identifier does not start with the same area code as

the caller, block 430 directs the processor (232 of Figure 8) to determine

whether the numberofdigits in the callee identifier, i.e. the length of the callee

identifier, is within the range of digits indicated by the caller minimum local

numberlengthfield 214 and the caller maximum local numberlength field 216

of the retrieved caller dialing profile 200 shown in Figure 9, and whetherthere

is more than one area codeidentifier stored in the local area codefield 212 of

the retrieved caller dialing profile. If the numberofdigits in the callee identifier
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is within the aforementioned range and there is only one area codeidentifier

stored in the local area codefield (212), then block 432 directs the processor

(232) to set the call type flag to indicate a local call and block 434 directs the

processor (232) to format the callee identifier into a pre-defined digit format to

produce a reformatted callee identifier by prepending to the callee identifier

the caller country code (as indicated by the country code field 210 of the

retrieved caller dialing profile 200 shown in Figure 9) followed by the caller

area code as indicated by the local area code stored in the local area code

field 212 of the caller dialing profile 200 shown in Figure 9. The processor

(232) is then directed to block 398 of Figure 18B for further processing as

described above.

If at block 430, the callee identifier has a length that does notfall within the

range specified by the caller minimum local numberlength field (214 in Figure

9) and the caller maximum local number length field (216 in Figure 9), orif

there is more than one area codeidentifier stored in the local area codefield

212 of the retrieved caller dialing profile 200 illustrated in Figure 9, then block

436 directs the processor (232) to send an error message back to the call

controller (13), and the process ends.

In alternative embodiments, such as thoseillustrated in PCT Publication No.

WO 2008/052340, an additional block (402 in Figure 8B of PCT Publication

No. WO 2008/052340) may determine whether the callee identifier is a valid

username. However, in the embodimentdisclosed herein, the callee identifier

is assumedto be a telephone numberofthe callee, and not a username.

From Figure 18B, it will be appreciated that there are certain groups of blocks

of codes that direct the processor 232 in Figure 8 to determine whetherthe

callee identifier has certain features such as an international dialing digit, a

national dialing digit, an area code and a length that meet certain criteria, and

cause the processor 232 to reformat the cailee identifier stored in the callee

identifier store 246 in Figure 8, as necessary into a predetermined target

format including only a country code, area code, and a normal telephone

number, for example, to cause the callee identifier to be compatible with the
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E.164 number plan standard in this embodiment. This enables block 402 in

Figure 18B to have a consistent format of callee identifiers for use in

searching through the DID bank table records 370 of the type shownin Figure

11 to determine how to route calls to subscribers on the same system.

Effectively, therefore blocks 392, 414, 424, and 430 establish call

Classification criteria for classifying the call as a public network call or a

private networkcail. Block 402 classifies the call, depending on whetheror not

the formatted callee identifier has a DID bank table record, and this depends
on howthecall classification criteria are met.

Calls to Non-Subscribers

Not ail calls will be to subscribers, and this will be detected by the processor

232 of Figure 8 whenit executes block 402 in Figure 18B, and doesnotfind a

DID bank table record (370illustrated in Figure 11) that is associated with the

callee, in the DID bank table. When this occurs, the call is classified as a

public networkcall, by directing the processor (232) to point C in Figure 18C.

Referring to Figure 18C, block 438 directs the processor (232) to determine
whether the formatted callee identifier in the callee identifier store 246 in

Figure 8 corresponds to an access code in the access codefield 173 of a

record in the access code association table 170illustrated in Figure 10 thatis

associated with a callee identifier. Because the callee identifier in the callee

identifier store 246 in Figure 8 has been formatted as described above with

reference to Figure 18B, block 438 may involve determining whether an
access code in the access code field 173 of a record of the access code

association table 170(illustrated in Figure 10) matches the formatted callee

identifier in the callee identifier store 246 in Figure 8, and also whether a

callee identifier (as opposed to the “null” value assigned on initialization) is
stored in the callee identifier field 177 in association with the access code. As

noted above, for simplicity, this description is directed to embodiments

wherein an access code association table 170 associates access codes with

respective callee identifiers, caller identifiers, timeout values, and timestamp
values, although it will be appreciated that the processes described herein for
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records in the access code association table 170 may additionally or

alternatively be applied to DID bank table records 370 in an analogous

manner.

If at block 438 the formatted callee identifier in the callee identifier store 246 in

Figure 8 is the same as an accesscode in the access codefield (173) of a

record of the access code association table 170illustrated in Figure 10 thatis

associated with a callee identifier, then block 440 directs the processor (232)

to determine whether the caller identifier in the caller identifier store 248

(illustrated in Figure 8) is the same asthe calleridentifier in the caller identifier

field (179) of the record of the access code association table (170), and thus

whether the caller identifier in the caller identifier field (179) of the record of

the access code association table (170) identifies the mobile telephone

identified by the caller identifier in the caller identifier store 248. If not, then

block 442 directs the processor (232) to send an error message to the call

controller (13), and the process ends.

But if at block 440 the caller identifier in the caller identifier store 248

(illustrated in Figure 8) corresponds to the caller identifier in the caller

identifier field (179) of the record of the access code association table (170),

then the routing controller (30) will produce a routing message that will cause

the call controller to establish communication through the IP network (26) to

the callee in response to a call received at a channel (20, 22, or 24).

Preferably, block 444 includes codes that direct the processor (232) to

determine whetherthe association of the access codewith the callee identifier

has expired, and thus whetherthe usability of the access codeto initiate a call

to the callee has expired, in the manner described above for block 278 in

Figure 12. If at block 444 the association of the access code with the callee

identifier has expired, then block 442 directs the processor (232) to send an

error message to the call controller (13), and the process ends. Thus the

routing controller produces a routing message that causes the call controller

to establish the call only when the association of the access code with the

callee identifier has not expired.
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It will be appreciated that in alternative embodiments, one or more of the

caller identifier, timeout, and timestamp fields 179, 181, and 182 may be

omitted from the access code association table 170 illustrated in Figure 10,

and in these embodiments, one or more of the blocks 440, 442, and 444 may

also be omitted.

If at block 444 the association of the access code with the callee identifier has

not expired,or if one or both of blocks 440 and 444 is omitted, then block 446

directs the processor (232) to store the callee identifier from the callee

identifier field 177 of the record of the access code association table (170)in

the callee identifier store 246 illustrated in Figure 8. The processor (232)is

then directed to point A in Figure 18B to repeatthe stepsillustrated in Figure

18B using the callee identifier retrieved from the callee identifier field (177) in

the record of the access code association table (170).

However,if at block 438 the formatted calilee identifier in the callee identifier

store 246 in Figure 8 does not correspond to an access code in a record of

the access code association table 170 illustrated in Figure 10 that is

associated with a callee identifier, then block 448 of Figure 18B causes the

processor (232) to set the contents of the callee identifier store 246 of Figure

8 to be the newly formatted callee identifier, i.e., a number compatible with the

E.164 standard. Then, block 450 of Figure 18B directs the processor (232) to

generate a routing message identifying a gateway to the public network

usable by the call controller (13) to establish a “public system” call. In one

embodiment, block 450 includes codesthat, for example, direct the processor

(232) to search a database of route or masterlist records and to search a

database of supplier records to identify at least one supplier operable to

supply a communications link for the call, and to load a routing message

buffer with supplier information, time to live values, and timeout values. An

example of an implementation of these steps is described with reference to

blocks 410, 412, 560, 562, 563, 564, 566, and 571 in Figures 8B and 8Din

PCT Publication No. WO 2008/052340. Next, block 452 directs the processor
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