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US00618214.2B1 

(12) United States Patent (10) Patent No.: US 6,182,142 B1 
Win et al. (45) Date of Patent: Jan. 30, 2001 

(54) DISTRIBUTED ACCESS MANAGEMENT OF Primary Examiner—Viet D. Vu 
ttorney, Agent, or Firm—Hickman Palermo Truong INFORMATION RESOURCES 74). A A. Firm—Hickman Pal T 

eCKer, ; ristopher J. Palermo; Marce - & Becker, LLP; Christopher J. Pal Marcel K 
(75) Inventors: Teresa Win, Sunnyvale; Emilio Bingham 

Belmonte, San Francisco, both of CA (57) ABSTRACT 
(US) 

(73) Assignee: enCommerce, Inc., Santa Clara, CA Using a method for controlling access to information 
(US) resources, a single secure sign-on gives the user access to 

authorized resources, based on the user’s role in the orga 
(*) Notice: Under 35 U.S.C. 154(b), the term of this º: º º º stored . &l º patent shall be extended for 0 days. server. A user or a c lent or browser logs in to t € system. 

runtime module on the protected server receives the login 
- request and intercepts all other request by the client to use 

(21) Appl. No.: 09/113,609 a resource. The runtime module connects to an access server 
(22) Filed: Jul. 10, 1998 that can determine whether a particular user is authentic and 

7 which resources the user is authorized to access. User 
(51) Int. Cl." ….........…...... G06F 13/00 information is associated with roles and functional groups of 
(52) U.S. Cl. .......................... 709/229; 709/219; 709/227; an organization to which the user belongs; the roles are 

713/201 associated with access privileges. The access server con 
(58) Field of Search ..................................... 709/202, 203, nects to a registry server that stores information about users, 

709/217, 219, 223, 225, 229, 313, 227; roles, functional groups, resources, and associations among 
713/200, 201, 202 them. The access server and registry server exchange 

encrypted information that authorized the user to use the 
(56) References Cited resource. The access server passes encrypted tokens that 

U.S. PATENT DOCUMENTS º the users roles and authorization rights to the 
rowser or client, which stores the tokens in memory. The 

5,261,102 * 11/1993 Hoffman . user is presented with a customized display showing only 
5,845,267 * 12/1998 Ronen .................................... 705/40 those resources that the user may access. Thereafter, the 
5,918,013 * 6/1999 Mighdoll et al. ... 709/217 access server can resolve requests to use other resources 
5,944,824 * 8/1999 He .................. ... 713/201 based on the tokens without contacting the registry server. 
6,014,666 * 1/2000 Helland et al. .......................... 707/9 
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