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[] paper copy
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to cover the filing fee is enclosed.

[ ] A check in the amount of $

Please charge my Deposit Account No. 09-0461 in the amount of $1,048.00 to cover the filing fee.

™|  The Commissioner is hereby authorized to charge payment of the following fees associated with this ‘

communication or credit any overpayment to Deposit Account No. 09-0461.
[[] Any additional filing fees required under 37 CFR 1.16.
[ ]  Any patent application processing fees under 37 CFR 1.17.

Respectfully submitte

Robert W. Glatz
Registration No. 36,811

Correspondence Address:

USPTO Customer Number: 20792

Myers Bigel Sibley & Sajovec, P.A.

Post Office Box 37428

Raleigh, NC 27627

Tel (919) 854-1400

Fax (919) 854-1401
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Express Mail Label No. EL.085941687US !
Date of Deposit: December 14, 1998
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Patents, Washington, DC 20231.
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Michele P. McMahan
Date of Signature: December 14, 1998
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PROGRAMS ON A NETWORK

Date: December 14, 1998
Box Patent Application

Assistant Commissioner for Patents
Washington, DC 20231

APPLICATION FILED UNDER 37 CFR 1.41(c)
Sir:

The above identified application is being filed on behalf of the inventor(s),
David E. Cox, resident of Raleigh, North Carolina; Kent F. Hayes, Jr., resident of
Chapel Hill, North Carolina; David B. Lindquist, resident of Raleigh, North Carolina;
John R. McGarvey, resident of Apex, North Carolina; and Abdi Salahshour, resident of
Raleigh, North Carolina under the provisions of 37 CFR 1.41(c). A Declaration and Powér
of Attorney from the inventors will follow, 37 CFR 1.63.
Respectfully submitte

Robert W. Glatz
Registration No. 36,811
Myers Bigel Sibley & Sajovec '
P.O. Box 37428
Raleigh, NC 27627
Tel (919) 854-1400

Fax (919) 854-1401
CERTIFICATE OF EXPRESS MAILING

"Express Mail" mailing label number EL085941687US
" Date of Deposit December 14, 1998

1 hereby certify that this paper or fee is being deposited with the United States Postal Service
"Express Mail Post Office to Addressee” service under 37 CFR 1.10 on the date indicated above and is addressed to

Box Patent Application, ASSiWM Patents, Washington, DC 20231.
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Attorney Docket: 5577-130

METHODS, SYSTEMS AND COMPUTER PROGRAM PRODUCTS FOR
CENTRALIZED MANAGEMENT OF )
APPLICATION PROGRAMS ON A NETWORK

Cross Reference to Related Applications
‘ 0% 211,539

This application is related to the following application/;tjled concurrently
herewith: METHODS, SYSTEMS AND COMPUTER PROGRAM PRODUCTS
FOR MANAGEMENT OF CONFIGURABLE APPLICATION PROGRAMS ON
A NETWORK, Attorney Docket Number 5577-106. This application is also
related to United States Patent Application No. 09/072,597 filed May 5, 1998 and
entitled: Client-Server System for Maintaining a user Desktop Consistent with

Server Application User Access Permissions which is incorporated herein by

reference in its entirety.

Field of the Invention

The present invention relates to network management in general and in

particular to application program management on a computer network.

Background of the Invention

Traditional mainframe computer configurations provided for user interface
to the computer through computer terminals which were directly connected by
wires to ports of the mainframe computer. As computing technology has evolved, -

processing power has typically evolved from a central processing center with a

-~




number of relatively low-processing power terminals to a distributed environment
of networked processors. Examples of this shift in processing include local or
wide area computer networks which interconnect individual work stations where
each; workstation has substantial independent processing capabilities. This shift
‘may be further seen in the popularity of the Internet which interconnects many
proc}esso?s and networks of processors through devices such as, for example,
routers. This type of network environment is often referred to as a client-server
environment with client stations coupled to and supported by a server station.

In the modern distributed processing computer environment, control over
software, such as application programs, is more difficult than where a mainframe
operated by an administrator is used, particularly for large organizations with
numerous client stations and servers distributed widely geographically and utilized
by a large number of users. Furthermore, individual users may move from location
to location and need to access the network from different client stations at different
times. The networked environment increases the challenges for a network
administrator in maintaining proper licenses for existing software and deploying
new or updated applications programs across the network.

One approach to reducing software distribution and control problems is to
use an application server in which the application programs are installed and
maintained on a centralized server which supports a plurality of client stations
(sometimes referred to as a client/server application as contrasted to a desktop
application). In addition, the Systems Management Server (SMS) program from
Microsoft Corporation provides an ability to transmit an application program from
a server to a number of clients. The SMS system typically allows installation of
programs and associated icons at client stations for SMS-enabled applications. A
customized install generally must be created by a system administrator for each
different version to be installed. Furthermore, once installed at a client, a user
must typically use that specific client station. The application generally cannot be
automatically deleted from the client station's desktop or automatically upgraded
the next time the user starts the application. Similarly, the Tivoli Management

Environment (TME) 10™ system from Tivoli Systems, Inc. provides a software
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distribution feature which may be used to transmit a file package to client and
server stations on a network from a central Tivoli™ server.

" A further complication in network systems is that, typically, these systems
include combinations of network applications and native applications as well as
combinations of different connection types and hardware devices. As used herein
"native applications" refers to applications which are installed locally on a
workstation such that characteristics associated with the native application are
stored on the workstation. The combinations of network connections, differing
hardware, native applications and network applications makes portability of
preferences or operating environment characteristics which provide consistency
from workstation to workstation difficult. Furthermore, differences in hardware or
connections may create inefficiencies as users move from workstation to
workstation. For example, a user may, in a first session, access the network
utilizing a high speed connection and a workstation with a high resolution color
monitor to execute an application and then, in a later session, access the network to
execute the same application from a mobile computer with a monochrome display
and a low speed modem connection to the network. Thus, session content, such as
color display data or preferences associated with the application, which may have
been appropriate for the first session may be inappropriate or inefficient in a later
session.

Efforts to address mobility of users in a network have included efforts to
provide preference mobility such as, for eXample, Novell's Z.E.N.works™,
Microsoft's "Zero Administration" initiative for Windows® and International
Business Machines Corporation's (IBM's) Workspace On Demand™. However,
these solutions each typically require pre-installation of software at the workstation
to support their services. For example, Novell's Z.E.N. and IBM's Workspace On
Demand utilize a designer-supplied support layer in the operating system to enable.
their services. In addition to modifying the workstations operating system at
startup to setup tasks to customize the user's environment, the Microsoft Zero

Administration solution is typically limited to a homogeneous (Windows® only)




environment where the workstation and the server are utilizing the same operating
system.

~« Another approach to centralized management is the traditional mainframe
modél,l such as with the IBM 3270 system, or an X Windows environment.
HchQéf; in each of these approaches,r the client device is treated as a dumb
ternii,rlal with execution of the applications occurring at the server rather than the
client. Accordingly, the communication between the server and the client is
typically presenting characters for a display screen of the client and/or receiving
key strokes from the client. Windows Zero Administration, as described above, is
client rather than user oriented and installs applications on client stations which
does not fully support roaming by users. The JAVA™ environment utilized on the
Internet for web applications provides an ability for hardware independent
application developrhent but fails to provide an integrated framework for
presenting multiple independent applications to a user. While various web
applications, such as the Netscape Mission Control desktop, do allow personalizing
of a specific application display by a user, this capability is generally not managed
across applications for a user. Furthermore,.it typically associates personalized
screen information with an Internet address (and sometimes a "cookie" installed at
the client) which is associated with a client device rather than a user, therefore
limiting its ability to support roaming by use}s.

Each of these "mobility" systems typically do not address the full range of
complications which may arise in a heterogeneous network utilizing differing
devices and connections. The system typically will not present application choices
associated with the user and for which the user is authorized but instead present
information associated with the particular client workstation. Users would
typically have to manually define session characteristics at each differing
workstation they used in the network or maintain local characteristic definitions
which may be inappropriate for particular applications a user is executing and may ‘
substantially reduced the administrative convenience of a centrally controlled
network. Thus, these various approaches fail to provide a seamless integration of

application access and session characteristics across heterogeneous networks.
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Such solutions may, at most, reduce network administration only after initial
installation on each workstation. In addition, control over access by users is
difﬁgm}t to accomplish in a mobile environment.

Furthermore, these various approaches have, at most, only limited
capat;iiities to provide a uniform framework for deployment of new or updated
application programs from different software designers. To the extent software
distribution capabilities from a central location are pro;/idéd, such as with the TME
10T™ system, they typically require various steps in the installation process to
occur at different locations rather than allowing the entire process to be controlled

from a single point for an entire managed network environment. -

Summary of the Invention

Accordingly, it is an object of the present invention to provide methods,
systems and computer program products for centralized management of application
programs on a computer network.

It is a further object of the present invention to provide such methods,
systems and computer program products that are user based across various
hardware interface devices.

It is another object of the present invention to provide such methods,
systems and computer program products that provide for software deployment
from a central administrative server location across a plurality of client stations.

It is a further object of the present invention to provide such methods,
systems and computer program products that can accommodate various types of
hardware operating under different operating systems across client stations.

These and other objects are provided, according to the present invention, by
providing methods, systems and computer program products for management of
application programs on a network including a server supporting client stations.
The server provides applications on-demand to a user logging in to a client
supported by the server. Mobility is provided to the user and hardware portability
is provided by establishing a user desktop interface responsive to a login request

which presents to the user a desktop screen through a web browser interface. The
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desktop accesses and downloads selected application programs from the server
responsive to a request from the user, such as the selection of an icon associated
with the application program which is displayed on the user desktop screen at the
clien’ti - The application program is then provided from the server and executed at
the client. The application program may further be customized to conform to the
user's preferences and may also provide for license use management by
determining license availability before initiating execution of the application
program. Accordingly, applications are provided on-demand to users independent
of the device used to access the server.

Centralized control of software distribution is also provided for a network
management server managed computer network such as a Tivoli™ environment.
Application programs are distributed as file packages (packets) to on-demand
servers. A profile manager import call is included in the distributed file packet
along with an import text file containing the data required to properly install and
register the application program on the on-demand server and make it available to
authorized users. Settable on-demand server identifier fields are included to allow
a plurality of on-demand servers to receive a common file packet and properly
install and register the program for use locai‘ly.

In one embodiment of the present invention, a method for management of
application programs on a network including a server and a client is provided. A
plurality of application programs are installed at the server. The plurality of
application programs may be installed on a network drive accessible to the server.
A login request initiating a session is received from a user through an application
executing at the client. A user desktop interface is then established at the client
associated with the user responsive to the login request from the user. The desktop
interface includes a plurality of display regions associated with a set of the
plurality of application programs installed at the server for which the user is
authorized. The server receives a selection of one of the plurality of application
programs from the user desktop interface and provides an instance of the selected
one of the plurality of application programs to the client for execution responsive

to the selection.
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In a further embodiment, application management information for the
plurality of applications is maintained at the server and a plurality of display
regions associated with a set of the plurality of application programs for which the
user*‘ié authorized is included responsive to the application management
information. In a further embodiment of the present invention, application
launcher programs associated with each of the set of the plurality of application
programs for which the user is authorized are distributed to the client and
selections of programs are received from one of the application launcher programs
which is associated with the selected one of the plurality of application programs.
The application launcher programs may be provided as JAVA™ applets and the
user desktop interface may be provided as a web browser The application
management information may include configurable user preference information for
the plurality of application programs and a set of the configurable user preference
information associated with the user and the selected one of the plurality of
applicétion programs may be provided to the client for use in executing the
instance of the application program. The set of the configurable user preference
information may include both user preferences configurable by the user and user .
preferences not configurable by the user which are configurable by an
administrator. The user preference information may be updated responsive to
updates from the user and the administrator respectively.

In another embodiment of the present invention, the user desktop interface
is configured at the server responsive to an identifier of the user associated with the
login request so as to provide a configured user desktop interface. The configured
user desktop interface is then provided to the client for display. The user desktop
may be configured not to include display regions associated with any of the
plurality of application programs installed at the server for which the user is not
authorized.

In another aspect of the present invention, a license availability is
determined for the selected one of the plurality of application programs for the
user. License availability for the user desktop application itself may also be

determined. An unavailability indication is provided to the client responsive to the
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selection if the license availability indicates that a license is not available for the
user. The license availability may be determined by the one of the application
launcher programs associated with the selected one of the plurality of application
prog}a;ns which may obtain the license availability from a license management
server? ‘The license management servér may run on the same machine as the on
deménd application server.

In a further aspect of the present invention, eveﬁt'légging information is
received at the server from the instance of the selected one of the plurality of
application programs. The server provides the received event logging information
to a network management server associated with the server. In addition, event
logging information may be provided to the user desktop application.

In yet another aspect of the kpresent invention, methods are provided for
distribution of appliéation programs to a target station on a network from a
centralized network management server coupled to the network. The application
program to be distributed is provided to the systems (network) management server
and a source directory and a target directory for distribution of the application
program are specified. A file packet associated with the application program is
prepared including a segment configured to initiate registration operations for the
application program at the target station. The file packet is then distributed to the
target station or stations. In one embodimen';, the network management server is a
Tivoli™ server. The segment configured to initiate registration operations may
include an import data file and a call to an import program executing on the target
station.

In one embodiment of the software distribution aspect of the present
invention, the application program is provided as a JAVA™ applet and is
registered based on a Universal Resource Locator (URL) address accessible to a
browser application. The segment configured to initiate registration operations
includes a variable field into which the target station inserts its identification
during registration operations. The file packet may be distributed to a plurality of
target stations each having an identification which may be inserted into the variable

field at the target station.

7
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While the invention has been described above primarily with respect to the
method aspects of the invention, both systems and computer program products are
also provided. |

., Accordingly, the present invention provides for management of application
;prog;arlns in a network environment from a central location while allowing for user
preferences to be maintained independent of hardware location of the user along
with centralized distribution of new and/or updated application programs. This
provides for reduced costs and increased uniformity in deploying software in a
network environment. It further provides an essentially hardware transparent
ability for an individual user to interface to an on-demand server supported client
station while maintaining the user's personal preferences for each application

program.

Brief Description of the Drawings

FIG. 1 isja schematic diagram of a computer network with application
program manaéément according to an embodiment of the present invention;

FIG. 2 1s a schematic diagram of an on-demand server system according to
an embodiment of the present invention;

FIG.3 i a schematic diagram of the on-demand server system of FIG. 2
according to an embodiment of the present invention;

FIG. 4'is a flowchart illustrating operations for application program
distribution and execution according to an embodiment of the present invention;

FIG. 5 ié;l flowchart illustrating configuration operations for application
program distribution and execution according to an embodiment of the present
invention;

FIG. 6 is a flowchart illustrating user login operations for application
program distribution and execution according to an embodiment of the present
invention;

FIG. 7 is a flowchart illustrating application access operations for
application proéram distribution and execution according to an embodiment of the

present invention;
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FIG. 8 is a flowchart illustrating operations for application program
.

distribution and execution in a network management server environment such as a

Tivoli™ environment according to an embodiment of the present invention;

. FIGS. 9A,9B and 9C are flowcharts further illustrating operations for
application prog;am distribution and execution according to an embodiment of the
presen% 'invention; and

FIG. 10 isan illustration of an interface screen used in centralized software

deployment according to an embodiment of the present invention.

Detailed Description of Preferred Embodiments

The present invention now will be described more fully hereinafter with
reference to the accompanying drawings, in which preferred embodiments of the
invention are shown. This invention may, however, be embodied in many different
forms and should nof be construed as limited to the embodiments set forth herein;
rather, these embodiments are provided so that this disclosure will be thorough and
complete, and will fully convey the scope of the invention to those skilled in the
art. As will be appreciated by one of skill in the art, the present invention may be .
embodied as methods, systems or computer program products. Accordingly, the
present invention may take the form of a hardware embodiment, a software
embodiment or an embodiment combining sqﬁware and hardware aspects.

FIG. 1 illustrates an embodiment of a computer network including
configurable application program managemeht capabilities according to an
embodiment of the present invention. Computer network system 10 includes a
network management server such as a Tivoli™ server 20 and on-demand servers
22,22'. Asused herein, "on-demand" refers to a server delivering applications as
needed responsive to user requests as requests are received. System 10 further
includes client stations 24, 24', 26, 26'. As illustrated, on-demand servers 22, 22'
are connected to Tivoli™ server 20 over a first network segment 10'. Client
stations 24, 24' are served by on-demand server 22 and communicate over network
10". Similarly, clients 26, 26' are served by server 22' and communicate over

network 10'"". As schematically illustrated in FIG. 1, client stations 24, 24', 26,
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26' may be a variety of different hardware operating a variety of different operating
systems.

;. System 10, as illustrated in FIG. 1, is a centrally managed computer
network with Tivoli™ server 20 acting as the central administration station
executing network management software such as TME 10™ from Tivoli Systems,
Inc. Servers 22, 22" act as on-demand servers for their respective associated client
stations 24, 24", 26, 26' and provide for client/sefver application support. It is
further to be understood that networks 10', 10", 10'" may be separate physical
networks, separate partitions of a single physical network or may be a single

network. Furthermore, Tivoli™ server 20 may be configured to allow for direct

_ communication between server 20 and clients 24, 24', 26, 26'. In addition, a single

machine may be configured to include a client, an on-demand server and/or a
network (system) management Server.

As will be described further herein with reference to the flowcharts,
Tivoli™ server 20 provides a means for software distribution and management in
computer network system 10. Furthermore, on-demand servers 22, 22' each
provide an application management systém for managing configurable application
programs using both user and administrative preferences for various application
programs. More particularly, as described in. the embodiments herein, on-demand
servers 22, 22' are configured to operate within the eNetwork™ environment
available from International Business Machines Corporation (IBM). As will be
further discussed herein, the present invention provides for an integration of an on-
demand server as described herein in the IBM eNetwork™ environment with the
TME 10™ gystem to provide for centralized control of software applications
including the capability for supporting separate user and administration preference
parameters. However, while the present invention may be implemented in the
Tivoli™ environment, it is also suitable for use with other network management
environments. Configurable preference management (and license use
management) operations suitable for use with the present invention are described

in United States Patent Application No.q“[ 2“ $24 _(attorney docket number 5577-

S Padunt 6,334 Sy

Aow
106) entitled Methods, Systems and Computer Program Proﬁucts for Manageément
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of Configurable Application Progfarns on a Network, which is incorporated herein
by reference in its entirety.

, ‘FIG. 2 illustrates an embodiment of an on-demand server according to the
presen?invention. As shown in FIG. 2, the server system 22 of the present
invention includes client management server 204 and access to a storage device for
maintaining an application management database 208. While illustrated in FIG. 2
as an integrated part of system 22, database 208 may be a separate device so long
as it is available to server system 22. In the illustrated embodiment which will be
described herein, client management server 204 includes web server 206 providing
an interface to an administrator user such as that illustrated by administrator
console 200 and to users interfacing to the system through client stations such as
the illustrated user console \202. Database 208 acts as a central repository of
application management information, such as user, software, device, preference
and access control information, responsive to client management server 204.

Client management server capabilities may be further broken down within,
client management server 204. For example, client management server 204, may
be implemented in a JAVAT™ environment with various applets or servlets where
the term servlets generally refers to server-side JAVA™ programs each of which
provides a particular function. For example,’an application server servlet may
control user application access through client management server 204 by receiving
requests from web server 206. Various additional serviets could support
controlling access to database 208, providing centralized preference management,
centralized license use management and error logging and tracing.

User console 202 provides an end user client desktop. As will be described
further herein, thé desktop provides a task bar (to switch between active
applications) and a launch panel with icons for the applications that the user is
authorized to access. Pursuant to the control of client management server 204, the ‘
user desktop automatically provides icons for those applications that the user is
authorized to use including automatically adding icons for new applications that
the user is authorized to access when the new applications become available

without any action required on the part of the end user.
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Administrator console 200 provides a modified desktop interface for an

admiristrator authorized user. The administrator desktop is preferably provided by

“a configuration management servlet which allows a user with administrative

authqrif}} to modify system parameters and settings. Functions typically provided
throﬁgh the administrator console 200 could include adding or modifying users,
user groups, software, customizing applications for use;rs or groups, and granting or
denying application access to certain users or groups.

Independent software designers provide various applications configured to
benefit from the capabilities of server system 22. A software designer may utilize
a particular version of server system 22 which includes a tool kit of functions for
establishing preference management, license use management and error logging
and tracing aspects unique to the specific application being provided by the
software designer. The softwaré designer utilizes the tool kit of functions in
developing one or more JAVA™-based web applications (such as a word
processor, emulator, calendar program, etc.) where the on-demand server tool kit -
functions expand the application's capabilities by allowing implementation of
centralized preference storage and retrieval, centralized license tracking, and
centralized error and event reporting, and ceqtralized distribution for a particular
application. For each application, the software designer preferably produces both
an end-user application, used by typical end-ﬁsers, and an administrative or
configuration application, used only by administrators. The configuration
application allows configuration of preferences that end-users will not be allowed
to modify. The software designer also preferably provides a set of default
preferences for each application so that the application is usable with or without
any customization by administrators or end users.

A customer utilizing the server system 22 of the present invention may then‘ \
purchase applications from software designers who have provided on-demand
server capabilities in their applications. As will be further described with reference
to the flowcharts, an administrator then defines users and groups of users that will

have access to the applications installed on the server and installs the software

defining it to the database 208 on server system 22. The administrator may also
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then perform any desired customization of preferences (using the configuration
management application) for global defaults, specific groups, or specific users.
“The administrator further then may authorize certain groups or users to access the
appligéfibn. The database is updated so that when individual users next bring up
their end-user client desktop, they will be provided an icon that may be used to
launch the new application. -

The application may also be provided the capability to retrieve its
preferences (such as default fonts, target systems, screen colors, etc.) from the
server database 208, register licenses bthrough client management server 204 and
log any error events through client management server 204. The administrator
further can change preferences, monitor or enforce license usage, and diagnose
errors for any user from the configuration management application executing on
any support or client workstation such as console 200.

Administrator console 200 in the illustrated embodiment utilizes a JAVA™
capable browser, or desktop, for the user interface to interact with client
management server 204. The configuration framework for the system, enabled by
a JAVAT applet, identifies manageable components, preferably utilizing a
graphical tree representation of users/groups, application and machines. The -
administrator console 200 enables the definition and administration of users,
groups of users, applications and machines. Once defined, users may be granted
access to applications and the applications may be customized for user preferences,
group preferences, and system-wide default preferences. Similarly, machine -
configurations may be defined for network computers and managed personal
computers or other devices communicating over the network served by server

system 22.

User console 202 provides client access services which provide an interface -

to request execution of instances of an application on console 202 whether it is a
full function p’ersonal computing device or a network computer. Network
computers functioning as user console 202 are initialized by configuring network
access and then downloading a small kernel to initialize the operating environment

of the network computer 202. The network computer machine environment is then

»
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further customized based on device configuration information provided by a client
access services function. In a JAVAT™ environment, the client access services

funcﬁé)n is preferably provided by a browser application presenting a user desktop
xwindow. The applications (and associated application launchers) are also provided
as applets. It is further to be understood that, in the JAVA™ environment,
currently available web browser applications are known to those of skill in the art
which provide a user interface and allow hardware independent communication
such as that currently specified by Internet protocols. Thus, the application
launcher programs may be applets which display the icon which are associated
with a web browser Universal Resource Locator (URL) which points to the
location of the applet to be executed. Upon selection of the icon displayed by the
application launcher, the selected application is "launched" by requesting the URL
of the application from the on-demand server. Such requests may be made
utilizing conventional Hyper-Text Transfer Protocol (HTTP) communications or
other suitable protocols.

For both network computers or managed personal computers, once the
machine environmént is initialized, the user inay log on to the network client
management environment provided by server system 22 for authentication. User
authentication allows the selection of the appropriate context (individual, group,
default) for the desktop to be provided to console 202. For example, icon displays
may be selected for inclusion in the desktop based on whether a particular user is
an authorized user for the associated applications. In addition, any specific user
preferences for the desktop interface (to the network management environment of
the present invention) may be applied.

Referring now to FIG. 3, the network client management environment
provided by server system 22 will now be further described. Client management
server 204 provides for the centralized management of network client machine
preferences, application access and application preferences. Software services,
hosted by JAVA™ servlets operating on web servers, store and retrieve the
management information requested by clients or administrators through the -

framework architecture as illustrated in FIG. 3. The framework architecture of the
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illustrated embodiment of FIG. 3 leverages JAVA™ servlets on the client

management server 204 and JAVA™ applets and JAVAT™ beans on the client
interfaée in the administrator console 200 to maximize the ease with which new

elements may be managed. Management information is maintained in database

1208 through a network registry which may be based, for example, on the Lotus

registry (single-server) or Lightweight Directory Access Protocol (LDAP) for a
multiple-server environment, such as the IBM eNetwork™ Directory Server, to
support the distributed capabilities provided by server system 22.

As shown in FIG. 3, communications with client management server 204
are provided through applications including web server 206 and, either directly or
indirectly, with servlets 208. As illustrated in FIG. 3, there are 5 specific servlets
performing different network management functions. The configuration
management component 210 provides configuration tasks which are performed for
users, machines and applications. For user and group support, configuration
management component 210 preferably provides the ability to create, modify, and
delete users and groups of users aé well as the ability to configure services and
preferences for users in groups. Machine support preferably includes the ability to
configure preferences for client machines, groups of machines (optionally defined
by profiles) and machine platforms (for example, network stations or network
computers). Configuration management component 210 further provides login
support for user authentication and mapping to a user profile and software support
to configure the software (applets and applications) users and groups for access to
and the user preferences for those software applications.

The configuration management component supports the configuration
framework on the administration console 200 as well. This console provides a
common, centralized user interface on which configuration management tasks for
services for the particular server system 22 occur. When access to configuration
management is provided through a JAVA™-enabled web browser, access to
multiple servers is possible from a single administration station 200. The
configuration framework 224 preferably minimizes the costs of administering

services by maximizing the simplicity and consistency of the specific configuration
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tasks. The primary user of this component is typically the system administrator or
other§ with administrator authority.

" 'User authorization 212 provides control over which applications may be
accessed by a particular user or group. User authorization component 212
preferably provides security by authenticating users securely rather than
transmitting plain text passwords. Furthermore, client software rhay be provided
with the ability to verify the integrity of applets delivered from the server to insure
that they are free of viruses and have not been modified during delivery. Access to
various application applets may be controlled, consistent with the permissions
granted by administrators, using the configuration framework interface 224 at the
administration console 200. Access to the server system 22 through configuration
framework 224 may be limited to administrator authority users.

Hardware inventory component 214 provides for modification of
applications as necessary to adapt to the type of hardware and/or operating system
from which a user is requesting execution of an instance of an application (i.e.
device specific characteristics). System management component 218 provides
similar capabilities at a network management level. System management
componént 218 may further be provided to allow Tivoli™ ready system
administration by acting as an agent to extend Tivoli™ management and control to
clients supported by server system 22. As will be described further herein,
integration may provide for software distribution, event logging support, remote
operation and distributed monitoring through a network management server 20.
Examples of systems utilizing operating environment information to establish
preferences or modify content are described in United States Patent Application
No.oj 2’2«_{/ 524 (attorney docket number 5577-104) entitled Methods, Systems and
Computer Program Products for Management of Preferences in a Heterogeneous ‘
Computing Environment, and United States Patent Application No. p4/2/), £2
(attorney docket number 5577-108) entitled Methods, Systems and Computer
Program Products for Policy Based Network Control of Characteristics of User

Sessions, which are incorporated herein by reference in their entirety.
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Finally, license management component 216 may be utilized to monitor the
usage of applications executing as JAVAT™ applets to insure that the usage is
w1th1n specified guidelines. The license management component 216 may be
prov1ded as a JAVA™ bean which provides status information to a license
management JAVA™ servlet. The serviet then sends the approprlate management
information to a license management server which may be integrated within server
system 22 or maintained in a separate device. The license management component
216 thereby provides a convenient tool for tracking the usage of specified
applications.

As also shown in FIG. 3, administrator console 200 includes web browser
222 and configuration framework 224. Web browser 222 provides a base for
administrator console 200. Configuration framework 224 is preferably provided as
aJAVA™ applet. The console 200 thereby provides a common, centralized user
interface on which configuration management tasks for services for the particular
server system 22 occur. As described previously, by providing configuration
framework 224 interfacing through JAVA™_enabled web browser 222, access to
multiple server systems 22 is possible from a single administration console station
200. Client interface 202 is similarly provided as a desktop interface on the user:
console regardless of device type. Similarly to administrator console 200, client
interface 202 includes a JAVATM-enabléd web browser or desktop 226 which
provides, for example, an operating environment for network-client applications.
A given user may, therefore, move among various machines so long as the console
has access to the server system 22 which has the user's information. The available
applications on the user desktop 226 are defined by system server 22 as described
previously and will be further described with reference to the flowcharts. User
console 202 preferably accesses client management server 204 using JAVA™
beans and/or Application Program Interfaces (APIs). Client access component 228
is preferably provided by JAVA™ beans and APIs within the framework of the
network client environment provided by server system 22 allowing access to

configuration informatjon, license management and event logging.
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Operations of the present invention will now be described with respect to
the ﬂ?wcharts of FIGS. 4 through 9C. It will be understood that each block of the
flowchart illustrations, and combinations of blocks in the flowchart illustrations,
can be-implemented by computer program instructions. These program
instructions may be provided to a processor to produce a machine, such that the
instructions which execute on the processor create means for implementing the
functions specified in the flowchart block or blocks. The computer program
instructions may be executed by a processor to cause a series of operational steps
to be performed by the processor to produce a computer implemented process such
that the instructions which execute on the processor provide steps for
implementing the functions specified in the flowchart block or blocks.

Accordingly; blocks of the flowchart illustrations support combinations of
means for performing the specified functions, combinations of steps for performing
the specified functions and program instruction means for performing the specified
functions. It will also be understood that each block of the flowchart illustrations,
and combinations of blocks in the flowchart illustrations, can be implemented by |
special purpose hardware-based systems which perform the specified functions or
steps, or combinations of special purpose hardware and computer instructions.

Referring now to FIG. 4, operations for on-demand server system 22 will
now be further described. At block 230, server system 22 determines whether a
new software application has been received for installation on server system 22. If
so, configuration operations including setting up the users and software to be
managed are executed (block 232). At block 234, server system 22 determines if a
received request is the start of a new user session. Preferably, operations at block
234 are based on receipt at server system 22 of a communication from a client 202
which includes the user credentials from a login exchange performed locally at the
client station.

In one embodiment of the present invention, the operations at block 234 are
preceded by a user Qpening a browser at the client station and entering a designated
URL associated with establishing a user desktop interface. The appropriate URL

may be saved by the browser application using various techniques known to those
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of skill in the art. An application launcher associated with the user desktop

interface is then downloaded to the client station and executed by the browser. The

user ﬁe’sktop interface application launcher then obtains the user identification and

password, either from a memory location or by prompting the user. Only a portion
of the user desktop interface application launcher code need be initially
downloaded sufﬁciént to obtain the user information with additional associated
code downloaded subsequently during establishment of the user desktop interface
at the client.

If a user identification and password information is contained in the request
at block 234, user login operations are executed including bringing up a user
desktop and establishing the user's credentials and application access authorization,
based, for example, on stored ID and password information (block 236).
Additional session information may be determined from the login operations such
as configuration information related to the hardware and operating system in use
for the session. Finally, if it is determined that the request has been received from
an already logged in user at block 238 requegting execution of an application (as |
opposed to initial setup of a user desktop interface) application access management
operations are executed to bring up an instance of the managed application for the
user (block 240).

Referring now to FIG. 5, configuration operations from block 232 will now
be further described. To implement a new or updated software application, server
system 22 accepts definitions of the application that describe the location and
description of the application. This information may be provided by an impoﬁ file
containing location information such as path directories and file name definitions.
The server system 22 further accepts definitions of users and groups that will

access the system and the specific application (block 252). This information

similarly may be provided as an import file or entered by a user with administrator

authority. In addition, in the illustrated embodiment of the present invention,
server system 22 also accepts license policies describing the licensing
characteristics for the new application (block 254). The server system 22 further

accepts control specifications defining which users and groups are authorized to
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access the new or updated application (block 256). License policy and control
speciﬁcations may be obtained from an administrator at console 200 or obtained as
an impé)rt file. Finally, server system 22 updates database 208 to maintain the
input;ciéﬁ'nitions and specifications for the new or updated application in a format
accéssible to server system 22 (block 258).

Log in operations from block 236 of FIG. 4 will now be further described
with reference to the embodiment of the flowchart of FIG. 6. The server system
22 receives a request to initiate a user desktop interface from a user console 202 as
described above for an embodiment of the operations of block 234 (block 260). In
other words, in the JAVA™-based embodiment described above, an HTTP request
may be received by server system 22 requesting that a desktop instance be
executed for a user at user console 202. Note that the desktop application itself
may be structured and provided asa pre-defined application which has the same
managed characteristics as any other application provided in the network
management environment supported by server system 22. '

On receipt of a request to initiate an instance of a desktop application, the
server system 22 first confirms that identification and password information is
available (i.e., that the user successfully previously logged on and provided the
appropriate information previously or includéd the information in the request). If
the appropriate identification is not available, server system 22 obtains an
identification and password from the user for use in establishing the authorization
credentials of the user (block 262). Alternatively, in another embodiment, the
application Iaunéher code at the client may only communicate a request if a user
identification anci password have been successfully obtained, thereby not requiring
the operations of block 262. At block 264, the server system 22 checks the user's
credentials to see if the user is authorized to bring up the user desktop interface
application, preferably using the same authorization and checking procedures as
used by any other ma&nﬁged a{plication as described in United States Patent

attorney docket number 5577-106).

_ , A now WS Pated ) 329 S2p
If the user is not authorlzecf at block 264, an error 1’nessage is dlsplayed and

Application No.

processing stops (block 266). If the user is authorized, server system 22 processes
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a license request to determine if a license is available for the desktop application
(block 268). Ifno license is available at block 268, an error message is displayed
and processing stops (block 266). If a license is available, the server system 22
displays nthe desktop framework 226 (FIG. 3) suited for the particular user and
hardware device Being utilized by the user and further determines what other
applications the user is authorized to access and puts an icén for the authorized
applications on the user's desktop display (block 270). In addition, error and trace
log entries associated with the desktop application may be enabled for logging and
receipt by the server system 22 (block 270).

While, as described above, operations were identified as being performed at
server system 22, it is to be understand that functions may be divided differently
between server and client according to the teachings of the present invention. For
example, the user desktop interface application launcher at the client may,
responsive to the request to initiate a session, be provided the desktop application
program code and the appropriate code to obtain preferences and license
availability information. The operations as described for FIG. 6 may then be
executed, in part, at the client, and in part at the server where the data base
containing preference information and, optionally, license information is preferably
maintained. Accordingly, it is to be understood that the preference and license
information are preferably obtained by the application launcher which further
includes the application program itself for execution at the client. As with the
initial split in downloading code, the code for obtaining preference and license
information may be separately downloaded before the code for the application
program itself.

As used herein, the term "application program" generally refers to the code
associated with the underlying program functions, for example, Lotus Notes or a
terminal emulator program. However, it is to be understood that the application
program will preferably be included as part of the application launcher which will
further include the code associated with managing usage of the application
program on a network according to the teachings of the present invention. Further

it is to be understood that, as used herein, the term "application launcher program"
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may refer to the entire program provided by a software vendor or to merely a

portion thereof distibuted to a client to perform particular operations. For example,

~the épplication launcher program distributed to initially populate the user desktop

preferaxlb‘ly does not include the code associated with the underlying application
progfam and obtaining preferences which may only be distributed to the client later
when execution of the application program is requeste&; ‘The application launcher
program distributed to populate the user desktop may only include a URL and an
associated ICON and, possibly, code to allow obtaining of user identification and
password information. Memory usage on the client stations may thereby be
limited.

It is to be understood that, while the discussion herein is generally provided
with reference to a single application program, the present invention is directed to
management of a plurality of application programs available on a network
including a server and a client. Accordingly, the plurality of application programs
1s installed and accessible at the server system 22. A user desktop interface is then
established at the client which is associated with the requesting user responsive to a
login request from the user. The desktop interface includes a plurality of display
regions, such as icons, associated with a set of the plurality of application programs
installed at server system 22 for which the us:er is authorized. The determination of
which of the plurality of applications a user is authorized for may be based upon
application management information for the plurality of applications maintained at
server system 22.

Desktop display operations may be coordinated between system server 22
and client station 202. The user desktop interface is preferably configured at the
server system 22 responsive to an identifier of the user associated with the login
request so as to provide a configured user desktop interface. It is this configured
user desktop interface which is directed to a requesting user and presented in a
form appropriate for display by the client station 202 from which the user is
accessing the server system 22. Furthermore, as the desktop applicatiop itself may
be provided as an application launcher applet like any other application using the

methods of the present invention, the desktop itself may also be configured to
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include user preference characteristics unique to the user where it is desired to have
user ;c‘qnﬁgurable characteristics for the desktop interface.

Preferably, access control to applications is provided by not including
displg;'kr\égions_ associated with any of a plurality of application programs installed
at tHe server system 22 for which the user is not authorized. In other words, a user
logging in to system server 22 will be provided a user desktdp for display which
only includes icons for those applications for which the user is authorized. This
same configuration grouping may be provided regardless of the client station 202
on which the user is accessing the system.

Referring now to FIG. 7, application access operations from block 240 of
FIG. 4 will now be further described for a particular embodiment of the present
invention. The servér system 22 receives a request to initiate execution of an
instance of a managed application from a user (block 280). This may be provided,
for example, by a user clicking on an application icon on the user's desktop 226
(FIG. 3). The server system 22 then checks to determine if the user identification
information is available (i.e., if the user has successfully logged on and provided
the appropriate identification information) (block 282). If not, server system 22
obtains the user's ID and password and estab!ishes the credentials of the user for
use in authorization determination (block 283). It is to be understood that, where
the user brought up the desktop application, the system typically will have already
requested and obtained the user's credentials.

At block 284, the server system 22 checks the credentials of the user to
determine if the user is authorized to access the requested application. If the user is
not authorized for the particular application an error message is displayed and an
error code is returned to the application (block 286). Optionally, the application
program may be configured to allow it to proceed with executing an instance of the‘
application but the application will typically not be authorized to use system level
services of the system server 22 (such as error logging, retrieval of user preferences
or requesting a license) where the database 208 indicates to the server system 22
that the identified user is not authorized to use the application. In other words,

client management server 204 may be configured, based upon the properties
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provided by a software designer for a particular managed application, to initiate
execution of an instance of an application by a non-authorized user while otherwise
denying access to the application management capabilities supported by client
managément server 204.

Furthermore, it is to be understood that the application launchers for
individual application programs are preferrably distribl;lte'dr when the user desktop
is initiated (populated) and may only contain code required to obtain user
preferences and/or license information and the application program's executable
code from the server on-demand (i.e., when execution is requested by a user). This
minimizes the memory required at clients 24, 24, 26, 26'. Alternatively, the
application launcher may contain, at the client, all the executable code comprising
the application program itself before execution is requested. As the application
program supported by server system 22 may be executable via a variety of users
concurrently, server system 22 provides an instance of the selected one of the
plurality of application programs to populate the application launcher to client
station 202 for execution responsive to a selection of the application program from
the user. Alternatively, while it is not a preferred approach, the application
program code itself may be included in the application launcher at the time the user
desktop interface is populated allowing an instance of the application program to
be executed with less communication traffic between the network and the server
associated with the request to initiate an instance of the application program.

Preferably, the application launcher program, as described above, is
distributed for each authorized application program to the client station 202 at the
time of establishment of the user desktop interface without including all of the
executable code of each application as part of the application launchers at the time
of distribution. The application launcher applet then detects selection by the user
of the application program's associated icon from the user desktop interface at
client station 202 and requests an instance of the selected one of the plurality of
application programs associated with the icon from server system 22. The
appliéation launcher prograrh then populates client station 202 with the instance of

the selected application program for execution. Preferably, the appropriate
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configurable user preference information for the selected application program is
also obtained from the server system 22 for use in executing the instance of the
application program at the client station 202.

The user preference information is provided to client station 202 from
server ;ystem 22 for use in executing an instance of the application at the client
station 202. The configurable user preference information maintained by server
system 22 may include both user preferences conﬁgure;bie- By the user and those
not configurable by the user which are instead configurable by an administrator.
The user preferences may further be updated responsive to changes from the user
or administrator. Configurable preference management operations suitable for use
with the present invention are disclosed in United States Patent Application No.
oq(;n 529 (attorney docket number 5577-106).

R opow WS. Pudamt— (), 3ay4 Y8 o
If the requesting user is an authorized user for the requested application, the

server system 22 accepts a license request from the application (block 288). If no
licenses are available, the system may be configured to provide an error message
display and stop processing (block 286). The error message may take the form of.
an unavailability indication provided to client station 202 if the license availability
information obtained from a license management server, which may be system
server 22 or other another server on the netwgrk, indicates no licenses are available
for the requesting user. If a license is available, an instance of the requested
application is executed and error and trace logging operations are enabled to
receive error and trace log entries if they are sent from the application (block 290).
Server system 22, as described previously, may be configured to operate in a
Tivoli™ environment and forward error and trace log entries to the Tivoli™
enterprise management system 20.

As will be understood from the above description, the present invention
allows development and deployment of managed applications which are deployed .
to servers rather than to individual clients. Furthermore, the applications are
defined and access is controlled centrally which provides control over various
versions of software so that the latest software may always be served on-demand to

the end-users. Furthermore, users and user groups may be managed centrally

26




10

15

20

25

30

allowing users to roam from client station to client station while still maintaining
the same desktop, application access and preferences. Application preferences

themselves may be managed centrally for users and groups of users. Various

-applications can be created using the appropriate tool kit capabilities to provide for

centrafiiéd preferences, license use management and tracing and error logging.
Furthermore, the applications (including the configuration tool kit elements) may
be delivered in a platform independent format and run on JAVA™.enabled
browsers. In addition, as the desktop interface 226 is managed like other
applications, all available and authorized applications may be provided by sharing
a single login with a desktop application. Security may also be provided through
application management without requiring a secure domain in the web server.

The end-to-end software distribution aspect of the present invention will
now be described fufther with reference to FIGS. 8-10. As will be described, the
present invention provides for distribution of a new application program to a
number of users in an organization using an automated process for distributing
programs, preferably as JAVAT™ applets, to a set of workstations such as the on-
demand servers 22, 22' discussed previously. More particularly, the invention will
be described with respect to its application and implementation using a specific
network management approach provided by Tivoli Systems Inc. referred to as the
Tivoli Management Environment™. Howev;:r, it is to be understood that the
benefits of the software distribution aspects of the present invention may be
provided with any network management application having the ability to pass file
packets including the ability to commence initiation of operations on a remote
workstation by information included in the distributed file packet.

In the case of the Tivoli™ environment, the TME 10™ package provides
server and client software for distributing a software package from a server to a list
of Tivoli™ clients. TME 10™ further provides the ability to run pre- and post-
processing commands during the software distribution process. Furthermore, the
servers receiving distribution of the application from the Tivoli™ server are
provided with an on-demand server application, such as that previously described

with respect to the user preference aspects of the present invention, which
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application includes the ability to import the necessary definitional information and
create the appropriate files to install and register a transferred file packet
cont;}ining an application program on the local server in a manner which makes it
recognized and available to users at clients served by the server. For example, the
PMIr;iiSOrt applet of the eNetwork On—&emand server (version 1.0) from IBM
supports such a capability.

As illustrated in the embodiment of FIG. 8, opéfations begin when the
application software to be distributed is placed by a system administrator on a disk
or storage device accessible by Tivoli™ server 20 (FIG. 1). As will be described
further with reference to FIGS 9A-10, the application program source and
destination locations are specified at block 112. A pre-distribution program is
executed at the Tivoli™ server 20 if such a program has been specified (block
114). The applicatioh program software is then distributed by Tivoli™ server 20
to specified on-demand servers 22, 22' at block 116. In addition, the destination
servers 22, 22' may be provided user identification and password information
controlling access to the application program and any supporting database and may
further be notified as to which end users and/or clients 24, 24', 26, 26' should be
given access to the application program.

The software distribution operations at block 116 may be accomplished
using the software deployment capabilities, f:or example, of the TME 10™
package. Any specified after-distribution programs are executed as illustrated at
block 118. Typically, the after-distribution program is a program located on a
directory at the target on-demand server 22, 22' which is executed at the target
server. At block 120, the on-demand server 22, 22' updates the appropriate file and
configuration information to make the new application program available to users.
For example, on-demand server 22 may be configured to maintain a profile
management list identifying various application programs available for execution
by users at client stations 24, 24' including a designation of which applications are |
authorized with respect to individual users. Optionally, hardware client device
associated designation and preferences could be provided. These user and/or client

associated profile management lists may then be updated by on-demand server 22
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to include the new application program (block 120). Accordingly, when a user

subsequently communicates from a client 24 to server 22 (typically through a

browser application as described above) an icon will appear in the user's graphic

interface which the user may then select to initiate program execution. The new

application software package is therefore installed and ready for use on each

" designated on-demand server 22, 22'.

Accordingly, with a request from a single Tivoli™ server 20 location, an
administrator both sends a new application package to all supported on-demand
servers and installs the program and configures (registers) it to be available for use.
This may be accomplished without requiring any administrator log-in or operations
at the individual on-demand servers 22, 22' or client stations 24, 24', 26, 26'.

Operations as described with reference to FIG. 8, will now be further
described for a particular embodiment with reference to FIGS. 9A-9C and 10.
Operations related to creating a file package definition (corresponding to block 112
of FIG. 8) will first be described with reference to FIG. 9A. At block 130, the
custom file package set up task is initiated. At block 132, the file¢ package name
and source and target directory paths are specified as well as the before and after
programs and any import file definitions.

Operations at block 132 may be further understood by reference to the
example input screen for entering file package information shown in FIG. 10. As
shown in FIG. 10, the host name specifying the Tivoli™ server 20 having access
to the file package (configurable application program) is specified as "cowboys3."
The source path is designated as "d:\My_Applets" which designates, for example, a
CDROM drive connected to Tivoli™ server 20. A name is provided for the file
package to be distributed which in FIG. 10 is "Slick_Applets." The target path
specified in FIG. 10 is "c:\." This refers, for example, to the hard disk storage
device. It is to be understood that the target path destination refers to a directory
path on a receiving device which will be used for software package delivery at each
of the selected target on-demand servers 22, 22' receiving distribution of the

custom file package.“
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In FIG. 10, both a program to run before distribution
(d:\Check_DiskSpace.sh) and a program to run after distribution
(d:\M;"_Applets\My_Setup.sh) are specified. As discussed previously, the
Program to Run before Distribution entry identifies a path located on the host
Tivoli™ server 20 and the Program to Run after Distribution entry specifies a path
on the receiving on-demand server 22 22'. Accordingly, the My;Setup;sh program
should either be installed on each of the target on-demand servers in the designated
directory or be included in the distributed software package.

In the example of FIG. 10, an import file name
(c:\My_Applets\My_Applet_Import.txt) is further provided to allow for automatic
installation and registration of the new application program at each of the target
on-demand servers 22, 22'. As discussed previously, user ID and password
information are also available to limit execution of programs on the target on-
demand servers 22, 22' to administrators who have authority to initiate execution
of such programs. The last row of FIG. 10 illustrates a log file path designation
(d:\My_Logs\My_Setup.Log) allowing Tivoli™ server 20 to track the results of a
software distribﬁtion operation including defecting any errors in distribution.

Referring again to FIG. 9A, if any problems were encountered in creating
the file package definition at block 134, operations terminate.” Otherwise, at block
136, Tivoli™ server 20 determines if the source directory exists. If not, an error
message is issued at block 138.

At block 140, Tivoli™ server 20 determines if an import file name has been
specified such as the Import.txt file identified in the example of FIG. 10. If so, at
block 142, a PMImport command script is added to the package of information to
be distributed to the target on-demand servers 22, 22'. As discussed avae, the
PMImport command script is a particular technique for supporting execution of
installation and registration operations by on-demand servers 22, 22' supported by
the On-Demand Server™ from IBM by importing the definition of the distributed
software applets, as deﬁned in an import file, into the profile manager of an on-
demand server 22, 22" and registering the applets for use by authorized users.

However, it is to be understood that the benefits of the present invention may be

2
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provided with client/server application environments based on other operating
protocols. Finally, at block 144, the created file packdge definition is saved by
Tivoli™ server 20.

2 Referring now to FIG. 9B, file distribution operations from blocks 114 and
116 of FIG. 8 will be further descﬁbed. At block 150, the file package distribution
task is commenced at Tivoli™ server 20. If there are no packages to distribute at
block 152 and a request to close the task has been received at block 154, operations
terminate. Otherwise, operations loop back to block 152 until a package is
available for distribution. When a package is available for distribution, the
administrator is prompted at block 156 to determine if any changes are desired in
the file package before distribution. If so, any modifications are performed and
saved at block 158. At block 160, Tivoli™ server 20 again tests to determine if the
designated source directory from the file package definition exists and, if not,
issues an error message at block 162 and terminates file package distribution
operations.

At block 164, Tivoli™ server 20 determines if any before distribution
program has been designated and, if so, processes the before distribution program
at block 166. A before distribution program may be provided and executed at
block 166 for a variety of reasons. For example, Tivoli™ server 20 may check for
space availability on the storage devices on the target on-demand servers 22, 22' to
insure that sufficient space is available to accept distribution of the file packet
before transmission. Tivoli™ server 20 could further check to insure that the
required environment for distribution exists on the target on-demand servers 22,
22'. For example, different versions of the application launcher applet and
configuration manager applet for a given application program may be provided for
different types of hardware or operating systems to insure that the preferences
included are suitable for the target environment. The file package is then built and
distributed to the specified target servers 22, 22' at block 168.

Referring now to FIG. 9C, operations at the recipient on-demand server 22,
22' from blocks 118 and 120 of FIG. 5 will be further described. At block 170, the

recipient on-demand server 22 determines if any after distribution program has -
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been designated by the file package. If so, the after distribution program is
procgssed at block 172. Various installation, authorization, customization or clean
up oiﬁe‘rations may be provided depending upon the client/server and network
manag\ément software which is instélle;d and operational at the on-demand server
22. At block 174, on-demand server 22 determines if an import file name has been
designated and, if so, executes the necessary code to régi'stér the application
program at block 176. For the illustrated example, this is accomplished by a call to
PMImport to update the profile manager list of on-demand server 22. Appropriate
information associated with the application program being distributed to support
the profile management function of on-demand server 22 associated with the
application program being distributed should be included in the transmitted import
file for automatic op'erations to occur properly. For example, with the IBM On-
Demand Server™, the import file should include the name to be displayed in\the
on-demand server configuration tree and the URL of the applet. Additional
optional information may be included in the import file such as a URL identifying
icons for display, common fields, access control information and class information
where appropriate.

As can be seen from the example of FIG. 10, the designated Import.txt file
is on a path previously designated for the trarlsfer of the file package (the
c:\My_Applets directory). Therefore, it is to be understood that the file package
downloaded from Tivoli™ server 20 should not only include the application
launcher applet and the configuration management applet but the My_Applet
Import.txt file as well. Otherwise, the PMImport call may not be able to find the
designated file in the appropriate directory.

At block 178, on-demand server 22 determines if any registration error was
encountered and, if so, issues an error message at block 180 and terminates
operations. If refreshing of the application launcher is not required for the
particular file package distribution at block 182, operations for registration
terminate successfully. Otherwise, at block 184 the application launcher applet is
refreshed and displayed at block 184 before termination of package registration

operations.
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Refreshing and displaying operations may include importing the software
applets and registering them to be immediately available to users. The applet

launcher may be refreshed, for example by pressing the Refresh button or

‘ autotnatically without user input, to display the newly registered application icons.

Old icens may be deleted and new icons may be added to provide a user desktop
display corresponding to the application access control information for the user
stored at the on-demand server 22, 22'. Accordingly, all the users that are logged
onto on-demand servers 22, 22' may see the new application on their desktops and
start using them. The display refresh for a new application is preferably limited to
user's having access to the new application.

As will be appreciated by those of skill in this art, the above-described
aspects of the present invention in the figures may be provided by hardware,
software, or a combination of the above. Various components of the application
management system of the present invention may, in practice, be implemented by a
microcontroller including input and output ports and running software code, by
custom or hybrid integrated circuits, by discrete components or by a combination
of the above. Similarly, various of the operations may be implemented as software
programs, such as JAVAT™™ applets, executiflg on a workstation, such as servers 22,
22' or clients 24, 24', 26; 26". More generally, as described above, operations
according to the present invention may be realized in the hardware of existing on-
demand servers 22, 22' which, when so configured, provide an application
management system for a network according to the present invention.

In the drawings and specification, there have been disclosed typical
preferred embodiments of the invention and, although specific terms are empioyed,
they are used in a generic and descriptive sense only and not for purposes of

limitation, the scope of the invention being set forth in the following claims.
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THAT WHICH IS CLAIMED:

1. A method for management of application programs on a network

including a server and a client comprising the steps of:
_installing a plurality of application programs at the server;

réceiving at the server a login request from a user at the client;”’vg

establishing a user desktop interface at the client associated with the user
responsive to the login request from the user, the desktop interface including a
plurality of display regions associated with a set of the plurality of application
programs installed at the server for which the user is authorized;

receiving at the server a selection of one of the plurality of application
programs from the user desktop interface; and

providing an instance of the selected one of the plurality of application

programs to the client for execution responsive to the selection.

2. A method according to Claim 1 further comprising the steps of:

maintaining application management information for the plurality of
applications at the server; and

wherein the establishing step includes the step of including a plurality of
display regions associated with a set of the plurality of application programs for
which the user is authorized responsive to the application management

information.

3. A method according to Claim 2 wherein the establishing a user
desktop step includes the step of:

distributing application launcher programs associated with each of the set
of the plurality of application programs for which the user is authorized to the
client; and

wherein the receiving a selection step includes the step of receiving the
selection from a one of the application launcher programs which is associated with

the selected one of the plurality of application programs.
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4. A method according to Claim 3 wherein the maintaining step
includes the step of maintaining configurable user preference information for the
pluraﬁty of application programs at the server and wherein the providing an
instance step includes the step of providing a set of the configurable user
preference information associated with the user and the selected one of the

plurality of application programs to the client.

5. A method according to Claim 4 wherein the set of the configurable
user preference information includes user preferences configurable by the user and
user preferences not configurable by the user which are configurable by an
administrator and further comprising the step of updating the user preferences
configurable by the user responsive to updates from the user and updating the user
preferences not configurable by the user responsive to updates from the

administrator.

6. A method according to Claim 3 wherein the application launcher -
programs are JAVAT™ applets and the user desktop interface is a JAVA™ applet

executed by a web browser.

7. A method according to Claim 1 wherein the establishing a user
desktop step includes the steps of:

configuring the user desktop interface responsive to an identifier of the user
associated with the login request so as to provide associated information for the
user desktop interface; and

providing the user desktop interface and the associated information for the

user desktop interface to the client for display.

8. A method according to Claim 7 wherein the configuring the user
desktop step includes the step of configuring the user desktop interface not to
incluc_je display regions associated with any of the plurality of application programs

installed at the server for which the user is not authorized.
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. 9. A method according to Claim 1 wherein the receiving a selection
step 1s followed by the step of determining a license availability for the selected
one of the plurality of application programs for the user and wherein the providing
step includes the step of providing an unavailability indication to the client
responsive to the selection if the license availability indicates that a license is not

available for the user.

10. A method according to Claim 9 wherein the establishing a user
desktop step includes the step of distributing application launcher programs
associated with each of the set of the plurality of application programs for which
the user is authorized to the client and wherein the receiving a selection step
includes the step of receiving the selection from a one of the application launcher
programs which is associated with the selected one of the plurality of application
programs and wherein the step of determining a license availability includes the
step carried out by the one of the application launcher programs associated with the
selected one of the plurality of application programs of obtaining the license

availability from a license management server.

11. A method according to Claim 10 wherein the license management

server is the server.

12. A method according to Claim 1 wherein the plurality of application

programs are installed on a network drive accessible to the server.

13. A method according to Claim 1 further comprising the step of
receiving at the server event logging information from the instance of the selected ‘

one of the plurality of application programs.
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‘management SErver;

14. A method according to Claim 13 further comprising the step of

providing the received event logging information to a network management server
% .

_associated with the server.

15. A method for distribution of applicafion programs to a target station
on a network comprising the steps executed on a gentralized network management
server coupled to the network of:

providing an application program to bg¢ distributed to the network

specifying a source directory and A target directory for distribution of the
application program;

preparing a file packet associgted with the application program and
including a segment configured to jhitiate registration operations for the
application program at the target gtation; and

distributing the file packgt to the target station.

16. A method acgording to Claim 15 wherein the network management

server is a Tivoli™ gg

v

program executing-ofy the target station.

18. A method according to Claim 16 where the application program is
provided as a JAVA™ applet and wherein the application program is registered
based on a Univgrsal Resource Locator (URL) address accessible to a browser
application and/wherein the segment configured to initiate registration operations
includes a varjable field into which the target station inserts its identification

during registifation operations.
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19. A method according to Claim 18 wheiin the step of distributing
comprises the step of distributing the file packet to/a plurality of target stations
each héving an identification which may be insepted into the variable field at the

target station.

20.  Anapplication program disfribution system for distributing

application programs to a target station ¢gh a network executing on a centralized

network management server coupled tg the network, the system comprising:

means for preparing gfile packet associated with the application program,
the file packet including a s€gment configured to initiate registration operations for
the application program af the target station; and
means for distribtiting the file packet to the target station.
\$
A An application program management system for managing
application programs on a network includingv a server and a client comprising:
means for installing a plurality of application programs at the server;
means for receiving at the server a login request from a user at the client;
means for establishing a user desktop interface at the client associated with
the user responsive to the login request from the user, the desktop interface
including a plurality of display regions associated with a set of the plurality of
application programs installed at the server for which the user is authorized;
means for receiving at the server a selection of one of the plurality of
application programs from the user desktop interface; and
“means for providing an instance of the selected one of the plurality of

application programs to the client for execution responsive to the selection.
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22. A computer program product for distributing application programs -

to a target station on a network executing on a gentralized network management

“server coupled to the network, the computer program product comprising:

) a computer-readable storage mediym having computer-readable program

code means embodied in said medium, gaid computer-readable program code

means comprising:

computer readable program/code means for providing to the network

computer reaflable /, ogram code means for preparing a file packet

associated with the apptitation program, the file packet including a segment

configured to initiate rggistration operations for the application program at the

target station; and
computer regdable program code means for distributing the file packet to .
the target station.
\b
}3/. A computer program product for managing application programs on
a network including a server and a client, the computer program product
comprising: |
a computer-readable storage medium having computer-readable program
code means embodied in said medium, said computer-readable program code
means comprising:
computer readable program code means for installing a plurality of
application programs at the server;
computer readable program code means for receiving at the server a login
request from a user at the client;
computer readable program code means for establishing a user desktop
interface at the client associated with the user responsive to the login request from

the usér, the desktop interface including a plurality of display regions associated
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with a set of the plurality of application programs installed at the server for which
the user is authorized;

/computer readable program code means for receiving at the server a
selection of one of the plurality of app_ﬁcation programs from the user desktop
intefface; and

computer readable program code means for providing an instance of the
selected one of the plurality of application programs to the client for execution

responsive to the selection.
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METHODS, SYSTEMS AND COMPUTER PROGRAM
PRODUCTS FOR CENTRALIZED MANAGEMENT OF
APPLICATION PROGRAMS ON A NETWORK

¥

Abstract of the Disclosure

_Methods, systems and computer program products for managemem of
applicatién programs on a network including a server supporting client stations are
provided. The server provides applications on-demand to a user logging into a
client supported by the server. Mobility is provided to thev Vus.er and hardware
portability is provided by establishing a user desktop interface responsive to a
login request which presents to the user a desktop screen through a web browser
interface which accesses and downloads selected application programs from the
server responsive to a request from the user on the user desktop screen at the client.
The application program is then provided from the server and executed at the
client. The application program may further be customized to conform to the user's
preferences and may also provide for license use management by determining
license availability before initiating execution of the application program. Finally,
software distribution and installation may be provided from a single network

management SCIver.
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Patent and Trademark Office
Address: COMMISSIONER OF PATENTS AND THADEN’ARKS
Washington, D. C: 20231
B

¥ [ APPLICATION NUMBER [ FILING/RECEIPTDATE * - | FIRST NAMED APPLICANT |
: ‘ Pasld e AR B

- DATE MAILED:
/
. . ' NOTICE TO FILE MISSING PARTS OF APPLICATION |
SRR o o Filing Date Granted
S An Application Number and Filing Date have been assigned to this application.  The items indicated below, however, are missing. Appllcant' v

is given TWO MONTHS FRONi THE DATE OF THIS NOTICE within which to file all required items and pay fees lequlred belcw to avoid
abardonment. ‘Extensions of time may be ob.amed by filing a petition accompanied by the. extension fee under the provisions of 37 CFR-
1. 136(a) If any of items 1 or 3 through 5 are in ed as missing, the SURCHARGE set forth in 37 CFR 1, 16(e) of{] $65.00 for a small
entity in compliance with 37 CFR 1.27, or. $130.00° for a non-small entity, must also be timely submitted in reply to this NOTICE
to avoid abandonment.

. If al! required items on this form ar d w:thln the penod set ve, the total amount owed by applicant as a
[ small entity (statement filed) non-smal.‘ entity is $ h

O t. The statutory basic filing tee isr

0 missing. \ 3 ’
O insufficient. g E \ :
Applicant must submit $ : A to comp/ete the bas:c\\f/hng fee and/or file a small entity statement cialmmg
such status (37 CFR 1.27). \ : /
.0 2. Additional claim fees of $ : mcludmg any multiple dependent clalm fees, are requwed ¢
'$ for ~independent claims over 3.
$ ‘ for dependent claims over 20.
$ - for multiple dependent claim surcharge.
, B/Appllcant must either submit the additional claim fees or cancel additional claims for which fees are due.
3. The-edth or declaration: ; -

is missing or unexecuted.
.0 does not cover the newly submitted. items.
0 does not identify the application to which it applies.
[J does not include the city and state or foreign.country of applicant’s residence.
An oath or declaration in compliance with 37 CFR 1. 63, including residence information and ldentlfy/ng the appllcat:on by
the above Application Number and Filing Date is required.

Cl 4. The signature(s) to the oath or declaration is/are by a person other than inventor or person quallfned under 37 CFR 1.42,
1.43 or 1.47.
A properly signed oath or declarat/on in compliance with 37 CFR 1.63, identifying the application by the above
[: . Application Number and Filing Date, is required.

[ 5. The signature of the following joint inventor(s) is missing from the oath or declaratnon o

«and s:gned by the om/tted

An oath or declaration in com liance w:th 37 CER 1.63 Jisting.the.names of all mven% '
invent l%*atien*by*the aBovelpphiealion-Number-and Fiting: D 5

‘ s required since your. check was returned without payment (37 CFR 1 53 (m))
pt was mailed in error because your check was returned wnthout payment
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Attorney's Docket No. 5577-130 ) PATENT

IN THE UNITED STA AND TRADEMARK OFFICE

Inre: Cox,etal.
Serial No.: 09/211,528 3
Filed: December 14, 1998 e -
For: METHODS, SYSTEMS AND COMPUTER PROGRAM PRODUCTS FOR
CENTRALIZED MANAGEMENT OF APPLICATION PROGRAMS
ON A NETWORK

$0up Art Unit: 2762

February 22, 1999
BOX MISSING PARTS
Assistant Commissioner for Patents
Washington, DC 20231

SUBMITTAL OF DECLARATION
UNDER 37C.F.R. § 1.63

Sir:

Enclosed is a Declaration and Power of Attorney for the above identified
application which has been executed by the named inventors.

You are authorized to charge Deposit Account No. 09-0461 for the surcharge

of $130.00 under 37 C.F.R. § 1.16(e).
Respectfully submittc{d,%
Robert W. Glatz

Registration No. 36,811

Myers Bigel Sibley & Sajovec
Post Office Box 37428
Raleigh, North Carolina 27627
Telephone (919) 854-1400

Facsimile (919) 854-1401
CERTIFICATE OF MAILING

I hereby certify that this correspondence is being deposited with the United States Postal Service as first class mail in
an envelope addressed to: BOX MISSING PARTS, Assistant Commissioner For Patents, Washington, DC 20231, on

Michele P. McMahan
Date of Signature: February 22, 1999




I believe I am the original, first and sole inventor (if only one name is listed below) or an
original, first and joint inventor (if plural names are listed below) of the subject matter which
is claimed and for which a patent is sought on the invention entitled

METHODS, SYSTEMS AND COMPUTER PROGRAM PRODUCTS FOR
CENTRALIZED MANAGEMENT OF APPLICATION PROGRAMS
ON A NETWORK

the specification of which
[ ]1is attached hereto

OR
[ X ] was filed on December 14, 1998 as United States Application No. 09/211.528 or PCT

International Application Number and was amended on (if
applicable). » |

I hereby state that I have reviewed and understand the contents of the above-identified
specification, including the claims, as amended by any amendment referred to above.

I acknowledge the duty to disclose information which is material to patentability as defined in
Title 37 Code of Federal Regulations, § 1.56.

I hereby claim foreign priority benefits under Title 35, United States Code, § 119(a)-(d) or
§ 365(b) of any foreign application(s) for patent or inventor's certificate, or § 365(a) of any
PCT International application which designated at least one country other than the United
States of America, listed below and have also identified below any foreign application for
patent or inventor's certificate, or of any PCT International application having a filing date
before that of the application on which priority is claimed.

None [ ]1Yes[ ]No
Number Country MM/DD/YYYY Filed Priority Claimed
[ 1Yes[ INo
Number Country MM/DD/YYYY Filed Priority Claimed
[ ]Yes[ 1No
Number Country MM/DD/YYYY Filed Priority Claimed

Page 1




ENGLISH LANGUAGE DECLARATION CONTINUED

[ hereby claim the,benefit under Title 35, United States Code, § 119(¢) of any United States
provisional application(s) listed below.

~ None
Application Number(s) Filing Date (MM/DD/YYYY)
Application Numbet(s) Filing Date (MM/DD/YYYY)

I hereby claim the benefit under Title 35, United States Code, § 120 of any United States
application(s) or § 365(c) of any PCT international application designating the United States
of America, listed below and, insofar as the subject matter of each of the claims of this
application is not disclosed in the prior United States or PCT International application(s) in
the manner provided by the first paragraph of Title 35, United States Code, § 112,1
acknowledge the duty to disclose information which is material to patentability as defined in
Title 37, Code of Federal Regulations, § 1.56 which became available between the filing date
of the prior application and the national or PCT international filing date of this application

(37 C.FR. § 1.63(d)).

None
Appln. Serial No. Filing Date Status
Patented/Pending/Abandoned
Appln. Serial No. Filing Date ] Status
Patented/Pending/Abandoned
Appln. Serial No. Filing Date Status
Patented/Pending/Abandoned

[ hereby declare that all statements made herein of my own knowledge are true and that all
statements made on information and belief are believed to be true; and further that these
statements were made with the knowledge that willful false statements and the like so made
are punishable by fine or imprisonment, or both, under Section 1001 of Title 18 of the United .
States Code and that such willful false statements may jeopardize the validity of the
application or any patent issued thereon.
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Office connected therewith.

A. Bruce Clay .
Registration No. 32,121

Gregory M. Doudnikoff
Registration No. 32,847

Jeanine S. Ray-Yarletts
Registration No. 39,808

Timothy J. O'Sullivan
Registration No. 35,632

Robert W. Glatz
Registration No. 36,811

Send correspondence to:

Direct telephone calls to:

Facsimile:

ENGLISH LANGUAGE DECLARATION CONTINUED

POWER OF AT:I‘ORNEY: As a named inventor, I hereby appoint the following registered
attorney(s) to prosecute this application and transact all business in the Patent and Trademark

Edward H. Duffield
Registration No. 25,970

Jerry W. Herndon
Registration No. 27,901

Mitchell S. Bigel
Registration No. 29,614

Robert M. Meeks
Registration No. 40,723

Timothy J. O'Sullivan

Myers Bigel Sibley & Sajovec, P.A.
Post Office Box 37428

Raleigh, North Carolina 27627

Robert W. Glatz
(919) 854-1400

(919) 854-1401

Full name of first (sole) inventor: ~ David E. Cox

Residence:
Citizenship:

Post Office Address:

Inventor's )~
Signature: _@ﬂmg{&')@ Date: 1/2‘?/‘29

Raleigh, North Carolina -
United States of America

2004 Lacebark Lane
Raleigh, North Carolina 27613
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ENGLISH LANGUAGE DECLARATION CONTINUED

Full name of second inventor: Kent F. Hayes, Jr.

Inventor's y .

Signature: %f\-— % f Date: 2 l\o Iﬁ‘)
N - E%’“ﬁé '

Residence: : Chapel Hill, North Carolina

Citizenship: United States of America

Post Office Address: 9309 Bracken Lane.

Chapel Hill, North Carolina 27516

Full name of third inventor: David B. Lindquist

Inventor's ]« oV VA
Signature: M%;/\ Date: //27/7 7

Residence: Raleigh, North Carolina
Citizenship: United States of America
Post Office Address: 4001 Lake Spring Court

Raleigh, North Carolina 27613

Full name of fourth inventor: Johm R. ]

Inventor's '

Signature: / /4 Date: gg& / i 2 2 % ?
Residenc Apex, Nrth Carolina

Citizenship: United States of America

Post Office Address: 7113 Eastridge Drive

Apex, North Carolina 27502
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ENGLISH LANGUAGE DECLARATION CONTINUED

¥

Full name of fifth inventor: Abdi Salahshour

wexs ) GG, e Y4/9
Residence: Raleigh, North Caroliné
Citizenship: United States of America

Post Office Address: 2609 Jasper Lane

Raleigh, North Carolina 27613
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is given TWO MONTHS FROM THE DATE OF TH!S NOTICE within which to file-all required items and pay fees reqmred below to avoid .
abandonment. Extensions of time may be cbtained by filing a petition accompanied by the exténsion fee under the provisions of 37 CFR "
1 136(a) If any of items 1 or 3 through 5 are M as missing, the SURCHARGE set forth in 37 CFR 1.16(e) of [J $65.00 forasmall
entity in compliance with 37 CFR 1.27, or }77$130.00 for a non-small entity, must also be timely submitted in reply to this NOTICE
te avoid abandonment.

.- If ali required items on this form are within the penod s t above, the total amount owed by applicant asa

. Dsmall entity (statement flled) on-small entlty is T e axsaall
"D 1. The statutorybasncfnlmg fee sz L e

tus (37 CFR 1.27). . ' |
|nclud|ng any multnple dependent clalm fees are requ:red

$ for ' lndependent claims over 3. ’ . i

$ for - dependent claims over 20. : —

$ for multiple dependent claim surcharge.
Eva/Appl/cant must either submit the addmonal claim fees or cancel additional claims for which fees are due.

Th or declaration: : e
is missing or unexeéuted. : : SR :
"does not cover the newly submitted items. : B

[0 does not identify the application to which it applies. v
P [ doesnotinclude the cnty and state or foreign country of applicant’s residence.

"An oath or declaration’in compliance with-37 CFR 1.63, mclu&qg res:de@ce /nforngatlon apd /denWIngghe applicatio J,b_yr_m i
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}
-0 4. The signature(s} to the oath or declaration ls/are by a person other than inventor-or person quallfled under 37CFR 142, .
1.43 or 1.47. . '
- A properly signed oath or declaratlon in complfance with 37 CFR 1.63, identifying the application by the above
Application Number and Filing Date, is required.

(O 5. The signature of the followang joint mventor( ) is missing from the oath or declaration:

An oath or declarat/on in compliance with 37 CFR 1. 63 listing the names of all inventors and s:gned by the omitte
inventor(s), /dent/fymg this application by the above Appllcatlon Number and Filing Date, is required.
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Attorney's Docket No. 5577-130 PATENT

Inre: Cox etal.
Serial No.: 09/211,528
Filed: Decembér 14, 1998
For: METHODS, SYSTEMS ANN4 JRER
CENTRALIZED MANAGEMENEOHFAPPLICATION PROGRAMS ON
A NETWORK

March 8, 1999

Assistant Commissioner for Patents
Washington, DC 20231

INFORMATION DISCLOSURE STATEMENT
CITATION UNDER 37 C.F.R. § 1.97

Sir:

Attached is a list of documents on form PTO-1449 together with a copy of
each identified document. It is requested that these documents be considered by the
Examiner and officially made of record in accordance with the provisions of 37 C.F.R. §

1.97 and Section 609 of the MPEP.

/ SR

Robert W. Glatz® \_

Registration No. 36,811 REGE! VED
N . MAR 1 6 1999

Myers Bigel Sibley & Sajovec, P.A.

Post Office Box 37428 Group 2790

Raleigh, North Carolina 27627

Tel (919) 854-1400

Fax (919) 854-1401

CERTIFICATE OF MAILING

I hereby certify that this correspondence is being deposited with the United States Postal Service as first class mail
in an envelope addressed to: Assjistant Commissioner for Patents, Washington, DC 20231, on March 8, 1999.

Michele P. McMahan
Date of Signature: March 8, 1999




. Sheet _1 _of 1
FORM PTO-1449 -U.S. Department of Commerce Attorney Docket Number Serial No.
Patent and Trademark Office 5577-130 09/211,528
LIST OF DOCUMENTS CITED BY APPLI Applicant
Cox, et al.
[ 4
(Use several sheets if necgﬂssary) r%_: Filing Date Group
L = 7 &, 12/14/98 2 F62—
Cad 17 -’ i
U. S. PATENT DOCUMENTS % o/ >15¥
Examiner ~Document Filing Date
Initial Number Date Name Class Subclass if
- Appropriate
FOREIGN PATENT DOCUMENTS
Document Translation
Number Date Country Class Subclass Yes | No
OTHER DOCUMENTS (Including Author, Title, Date, Pertinent Pages, Etc.)
é' 1 http:/nf/pdc97/profiles and policies.htm "Guide to Microsoft Windows NT 4.0 Profiles and
F Policies” Pages 1-76
2 http://www/ietf org/htim.charters/acap-charter.html "Application Configuration Access Protocol
[ (acap)," 68 pages
3 IBM Network Station Manager for Windows NT Server 4.0, Chapter 5. Using the IBM Network
Station Manager, Pages 5-1 to 5-15
4 http://www.software.ibm.com/os/warp/library/sq202822 htm, "WorkSpace on-Demand Handbook,"
Chapters 2.3.1; 6.2; 6.3; 6.3.1; 6.3.3; 6.5 .
5 http://www triteal.com/SoftNC, Java Desktop Environment from Triteal," pages 1-2
6 http://java.sun.com/products/hot-javaviews/admin.html, "HotJava Views," pages 1-24
7 http://esuite.lotus.com/eSuite/eSuite, "The Right Work Environment for Network Centric
G’, b Computing," 24 pages

RECEIVED
MAR 16 1999

Group 2700

EXAMINER %‘N\«' /é‘/ [A-—" DATE CONSIDERED J / /o /

*EXAMINER Iniffal if reference codsidered, whether or not citation is in conformance with MPEP 606; draw line through citation if
t in conformance’and not considered. Include copy of this form with next commmunication to applicant.
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Application No. ) Applicant(s)
09/211,528 COXETAL.
Office Action Summary _
Examiner Art Unit
‘o Firmin Backer 2155

-- The MAILING DATE of this communication appears on the cover sheet with the correspondence address --
Period for Reply

A SHORTENED STATUTORY PERIOD FOR REPLY IS SET TO EXPIRE 3 MONTH(S) FROM
THE MAILING DATE OF THIS COMMUNICATION.

Extensions of time may be available under the provisions of 37 CFR 1.136 (a). In no event, however, may a reply be timely filed
after SIX (6) MONTHS from the mailing date of this communication.
- If the period for reply specified above is less than thirty (30) days, a reply within the statutory minimum of thirty (30) days will be considered timely.
- If NO period for reply is specified above, the maximum statutory period will apply and will expire SIX (6) MONTHS from the mailing date of this communication.
- Failure to reply within the set or extended period for reply will, by statute, cause the application to become ABANDONED (35 U.S.C. § 133).
- Any'reply received by the Office fater than three months after the mailing date of this communication, even if timely filed, may reduce any
earned patent term adjustment. See 37 CFR 1.704(b).

Status i
N  Responsive to communication(s) filed on 74 December 1998 .
2a)[] This action is FINAL. 2b)X This action is non-final.

3)[] Since this application is in condition for allowance except for formal matters, prosecution as to the merits is
closed in accordance with the practice under Ex parte Quayle, 1935 C.D. 11, 453 O.G. 213.

Disposition of Claims
4)[X] Claim(s) 1-23is/are pending in the application.
43) Of the above claim(s) 15-20 and 22 is/are withdrawn from consideration.

5[] Claim(s) _____is/are allowed.

8)[X Claim(s) 1-14.21 and 23 is/are rejected.

7)[J Claim(s) _____is/are objected to.

8)[ ] Claims ___ are subject to restriction and/or election requirement.

Application Papers
9)[C] The specification is objected to by the Examiner.
10)[] The drawing(s) filed on is/are objected to by the Examiner.
1) The proposed drawing correction filed on is: a)[_] approved b)[] disapproved.
12)[] The oath or declaration is objected to by the Examiner.

Priority under 35 U.S.C. § 119
13)[] Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d).
a)[JAIl b)[] Some *c)[ ] None of:
1.[J cCertified copies of the priority documents have been received.
2.[] certified copies of the priority documents have been received in Application No.

3.[] cCopies of the certified copies of the priority documents have been received in this National Stage -
application from the International Bureau (PCT Rule 17.2(a)).
* See the attached detailed Office action for a list of the certified copies not received.

14)[] Acknowledgement is made of a claim for domestic priority under 35 U.S.C. & 119(e).

Attachment(s)
15) [X] Notice of References Cited (PT0O-892) 18) [] Interview Summary (PTO-413) Paper No(s). .
16) Iz Notice of Draftsperson’s Patent Drawing Review (PTO-948) 19) D Notice of Informal Patent Application (PTO-152)

20) D Other:;

17) BX information Disclosure Statement(s) (PTO-1449) Paper No(s)

U.S. Patent and Trademark Office
PTO-326 (Rev. 9-00) Office Action Summary Part of Paper No. 5§




Application/Control Number: 09/211,528 Page 2
Art Unit: 2155

DETAILED ACTION
This is in response to a letter for patent filed on December 14™ 1998 in which claims 1-23 are

presented for examination. Claims 1-23 are pending in the letter.

Election/Restrictions
1. Restriction to one of the following inventions is required under 35 U.S.C. 121
L Claims 1-14, 21, 23, drawn to application management, classified in class 710,

subclass 33.
11. Claims 15-20, 22, drawn to distribution of application, classified in class 709,
subclass 223.
The inventions are distinct, each from the other because of the following reasons:
2. Inventions I and II are related as combination and subcombination. Inventions in this
relationship are distinct if it can be shown that (1) the combination as claimed does not require
the particulars of the subcombination as claimed for patentability, and (2) that the
subcombination has utility by itself or in other combinations (MPEP § 806.05(c)). In the instant
case, the combination as claimed does not require the particulars of the subcombination as
claimed because they are patentably distinct. The subcombination has separate utility such as
management of application program and application distribution. Management of application
could be application distribution. However, in this particular case, the inventive concept is

management of application program which is patentably distinct from application distribution




Application/Control Number: 09/211,528 Page 3
Art Unit: 2155 '

%

¢

3. Because these inventions are distinct for the reasons given above and have acquired a
separate status in the art as shown by their different classification, restriction for examination

purposes as indicated is proper.

4. During a telephone conversation with Robert W. Glatz on December 6th a provisional
election was made with traverse to prosecute the invention of group 1, claims 1-14, 21, and 23.
Affirmation of this election must be made by applicant in replying to this Office action. Claims
15-20, 22 withdrawn from further consideration by the examiner, 37 CFR 1.142(b), as being

drawn to a non-elected invention.

Claim Rejections - 35 USC § 103
1. The following is a quotétion of 35 U.S.C. 103(a) which forms the basis for all

obviousness rejections set forth in this Office action:

v

(a) A patent may not be obtained though the invention is not identically disclosed or described as set forth in
section 102 of this title, if the differences between the subject matter sought to be patented and the prior art are
such that the subject matter as a whole would have been obvious at the time the invention was made to a person
having ordinary skill in the art to which said subject matter pertains. Patentability shall not be negatived by the
manner in which the invention was made.

2. Claims 1-14, 21 and 23 are rejected under 35 U.S.C. 103(a) as being unpatentable over

Oh et al. (U.S. Patent 6,189,051) in view of Bladow et al. (U.S. Patent No. 6,115,040)

5. As per claim 1, Oh et al. teach a method for management of application programs on a
network including a server (server, 500) and a client (client (550) comprising the steps of:
installing a plurality of application programs at the server, receiving at the server a login request

from a user at the client (see abstract, fig. 1, 5, 8, 9, column 3 line 46-4 line 51, 5 lines 24-40),




Application/Control Number: 09/211,528 Page 4
Art Unit: 2155

receiving at the servér a selection of one of the plurality of application programs from the user
desktop interface, and providing an instance of the selected one of the plurality of application
programs to the cliéﬁt for execution responsive to the selection (see abstract, fig 7, column 4 line
29-5 line 40). Oh et al fail to teach the inventive concept of establishihg a user desktop interface
at the client associated with the user responsive to the login request from the user, the desktop
interface including a plurality of display regions associated with a set of the plurality of
application programs installed at the server for which the user is authorize. However, Bladow et
al teach an inventive concept of establishing a user desktop interface at the client associated with
the user responsive to the login request from the user, the desktop interface including a plurality
of display regions associated with a set of the plurality of application programs installed at the
server for which the user is authorize (see fig. 3, 4, column 6 line 40-7 line 31, 16 lines 1-50).
Therefore, it would have been obvious to one of ordinary skill in the art at the time the invention
was made to modify Oh et al.’s inventive concept to include establishing a user desktop interface
at the client associated with the user responsive to the login‘request from the user, the desktop
interface including a plurality of display regions associated with a set of the plurality of
application programs installed at the server for which the user is authorize because this would
have provide a flexible and modular approach to implementing each of the client applications as
need arises and yet at the same time provide tightly controlled routine environment for the

disparate client applications.

6. As per claim 2, Oh et al. teach a method further comprising maintaining application

management information for the plurality of applications at the server, and a plurality of display
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regions associated with a set of the plurality of application programs for which the user is
authorized responsive to the application management information (see abstract, fig. 1, 5, 8, 9,

column 3 line 46-4 line 51, 5 lines 24-40).

7. As per claim 3, Oh et al. teach a method wherein the establishing a user desktop includes
distributing application launcher programs associated with each of the set of the plurality of
application programs for which the user is authorized to the client; and receiving the selection
from a one of the application launcher programs which is associated with the selected one of the
plurality of application programs (see abstract, fig. 1, 5, 8, 9, column 3 line 46-4 line 51, 5 lines

24-40).

8. As per claim 4, Oh et al. teach a method wherein the maintaining step includes the step of
maintaining configurable user preference information for thle plurality of application programs at
the server and providing a set of the configurable user prefefence information associated with the
user and the selected one of the plurality of application programs to the client (see abstract, fig.

1, 5, 8, 9, column 3 line 46-4 line 51, S lines 24-40).

9. As per claim 5, Oh et al. teach a method wherein the set of the configurable user
preference information includes user preferences configurable by the user and user preferences
not configurable by the user which are configurable by an administrator and updating the user

preferences configurable by the user responsive to updates from the user and updating the user
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preferences not configurable by the user responsive to updates from the administrator (see

abstract, fig. 1, 5, 8, 9, column 3 line 46-4 line 51, 5 lines 24-40).

10.  As per claim 6, Oh et al. teach a method wherein the application launcher programs are
JAVATM applets and the user desktop interface is a JAVATM applet executed by a web

browser (see abstract, fig. 1, 5, 8, 9, column 3 line 46-4 line 51, 5 lines 24-40).

11.  Asperclaim 7, Oh et al. teéch a method wherein establishing includes the steps of:
configuring the user desktop interface responsive to an identifier of the user associated with the
login request so as to provide associated information for the user desktop interface, and
providing the user desktop interface and the associated information for the user desktop interface

to the client for display (see abstract, fig 7, column 4 line 29-5 line 40).

v

12.  Asper claim 8, Oh et al. teach a method wherein configuring includes configuring the
user desktop interface not to include display regions associated with any of the plurality of
application programs installed at the server for which the user is not authorized (see abstract, fig

7, column 4 line 29-5 line 40).

13.  As per claim 9, Oh et al. teach a method wherein receiving a selection is followed

determining a license availability for the selected one of the plurality of application programs for -

the user and providing an unavailability indication to the client responsive to the selection if the
license availability indicates that a license is not available for the user (see abstract, fig. 1, 5, 8, 9,

column 3 line 46-4 line 51, 5 lines 24-40)..

-
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14.  Asper claiﬁl 1 0, Oh et al. teach a method wherein establishing a user desktop includes
distributing application launcher programs associated with each of the set of the plurality of
application programs for which the user is authorized to the client and receiving the selection
from a one of the application launcher programs which is associated with the selected one of the
plurality of application programs and wherein the step of determining a license availability
includes the step carried out by the one of the application launcher programs associated with the
selected one of the plurality of application programs of obtaining the license availability from a

license management server (see abstract, fig 7, column 4 line 29-5 line 40)..

15.  As per claim 11, Oh et al. teach a method wherein the license management server is the

server (see abstract, fig 7, column 4 line 29-5 line 40)..

16.  As per claim 12, Oh et al. teach a method wherein the plurality of application programs
are installed on a network drive accessible to the server (see abstract, fig. 1, 5, 8, 9, column 3 line

46-4 line 51, 5 lines 24-40).

17.  As per claim 13, Oh et al. teach a method further comprising receiving at the server event
logging information from the instance of the selected one of the plurality of application programs

(see abstract, fig. 1, 5, 8, 9, column 3 line 46-4 line 51, 5 lines 24-40)..

18.  As per claim 14, Oh et al. teach a method further comprising providing the received event
logging information to a network management server associated with the server (see abstract, fig.

1,5, 8, 9, column 3 line 46-4 line 51, 5 lines 24-40).
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19.  Asper claim 21, Oh et al. teach an application program management system for
managing applicatic;n programs on a network including a server (server, 500) and a client (client
(550) comprising means for: installing a plurality of application proééms at the sérvé:r, receiving
at the server a login request from a user at the client (see abstract, fig. 1, 5, 8, 9, column 3 line
46-4 line 51, 5 lines 24-40) receiving at the server a selection of one of the plurality of
application programs from the user desktop interface, and providing an instance of the selected
one of the plurality of application programs to the client for execution responsive to the selection
(see abstract, fig 7, column 4 line 29-5 line 40). Oh et al fail to teach the inventive concept of
establishing a user desktop interface at the client associated with the user responsive to the login
request from the user, the desktop interface including a plurality of display regions associated
with a set of the plurality of application programs installec{'at the server for which the user is
authorize. However, Bladow et al teach an inventive concept of establishing a user desktop
interface at the client associated with the user responsive to‘the login request from the user, the
desktop interface including a plurality of display regions aséociated with a set of the plurality of
application programs installed at the server for which the user is authorize (see fig. 3, 4, column
6 line 40-7 line 31, 16 lines 1-50). Therefore, it would have been obvious to one of ordinary skill
in the art at the time the invention was made to modify Oh et al.’s inventive concept to include
establishing a user desktop interface at the client associated with the user responsive to the login
request from the user, the desktop interface including a plurality of display regions associated
with a set of the plurality of application programs installed at the server for which the user is

authorize because this would have provide a flexible and modular approach to implementing
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each of the client applications as need arises and yet at the same time provide tightly controlled

routine environment for the disparate client applications.

20.  As per claim 23, Oh et al. teach a computer product for managing application programs
on a network including a server (server, 500) and a client (client (550) comprising computer
readable program code for: installing a plurality of application programs at the server, receiving
at the server a login request from a user at the client (see abstract, fig. 1, 5, 8, 9, column 3 line
46-4 line 51, 5 lines 24-40) receivihg at the server a selection of one of the plurality of
application programs from the user desktop interface, and providing an instance of the selected
one of the plurality of application programs to the client for execution responsive to the selection
(see abstract, fig 7, column 4 line 29-5 line 40). Oh et al fail to teach the inventive concept of
establishing a user desktop interface at the client associated with the user responsive to the login
request from the user, the desktop interface including a plurality of display regions associated
with a set of the plurality of application programs installed at the server for which the user is
authorize. However, Bladow et al teach an inventive concept of establishing a user desktop
interface at the client associated with the user responsive to the login request from the user, the
desktop interface including a plurality of display regions associated with a set of the plurality of
application programs installed at the server for which the user is authorize (see fig. 3, 4, column
6 line 40-7 line 31, 16 lines 1-50). Therefore, it would have been obvious to one of ordinary skill
in the art at the time the invention was made to modify Oh et al.’s inventive concept to include |
establishing a user desktop interface at the client associated with the user responsive to the login

request from the user, the desktop interface including a plurality of display regions associated
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with a set of the plufality of application programs installed at the server for which the user s
authorize because this would have provide a flexible and modular approach to implementing
each of the client applications as need arises and yet at the same time provide tightly controlled

routine environment for the disparate client applications.

Conclusion
21.  The prior art made of record and not relied upon is considered pertinent to applicant's
disclosure. (6,105,063, 6,195,432, 5,634,010, 5,933,601, 6,202,206, 5,809,251, 5,655,081,
6,098,067, 6,158,010).

Any inquiry concerning this communication or earlier communications from the
examiner should be directed to Firmin Backer whose telephone number is 703-305-0624. The
examiner can normally be reached on Mon-Thu 8:30-6:00. '

If attempts to reach the examiner by telephone are unsuccessful, the examiner’s
supervisor, Sheikh Ayaz can be reached on 703-305-9648. :l‘he fax phone numbers for the
organization where this application or proceedirig is assigned are 703-305-3718 for regular
communications and 703-305-5352 for After Final communications.

Any inquiry of a general nature or relating to the status of this application or proceeding

should be directed to the receptionist whose telephone number is 703-305-3900.

ya

TAAANMMANN

DAVID W

irmin Backer PRIMARY EXAMINER
March 23, 2001
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AMENDMENT
Sir:

This Amendment is responsive to the Official Action ("Action") mailed March 28,
2001. As the amendments to the claims below are limited to the addition of new claims,
Applicants respectfully submit that a version of the amendments with the changes marked is .
not required. Applicants affirm the election of the Group 1 claims as patentability of the

claims in the respective groups does not depend on the patentability of claims in the other

group.

In The Claims: s /

Please cancel Claims 15-20 and 22 without prejudice for purposes of filing the Group

1I claims in a divisional application.

A

o Plcﬁsq add the following new claims: Y

’(32\4". (New) A system according to Claim %further comprising:
means for maintaining application management information for the plurality of
\ applications at the server; and
% wherein the means for establishing a user desktop includes means for including a
plurality of display regions associated with a set of the plurality of application programs for

which the user is authorized responsive to the application management information.
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& \
5. (New) A system according to Claim 2/(wherein the means for establishing a

user desktop includes:
means for distributing application launcher programs associated with each of the set
of the plurality of application programs for which the user is authorized to the client; and
wherein the means for receiving a selection includes means for receiving the selection
from a one of the application launcher programs which is associated with the selected one of
the plurality of application programs.

A N\

,26 (New) A system according to Claim }( wherein the means for maintaining
includes means for maintaining configurable user preference information for the plurality of
application programs at the server and wherein the means for providing an instance includes
means for providing a set of the configurable user preference information associated with the
user and the selected one of the plurality of application programs to the client.

\A

27 (New) A system according to Claim 26 wherein the set of the configurable
user preference information includes user preferences configurable by the user and user
preferences not configurable by the user which are configurable by an administrator and
further comprising means for updating the user preferences configurable by the user
responsive to updates from the user and updating the user preferences not configurable by the
user responsive to updates from the administrator.

AN \&

){ (New) A system according to Claim 25 wherein the application launcher
programs are JAVA™ applets and the user desktop interface is a JAVA™ applet executed by
a web browser.

1Y \J

}9’. (New) A system according to Claim }( wherein the means for establishing a
user desktop includes;

means for configuring the user desktop interface responsive to an identifier of the user
associated with the login request so as to provide associated information for the user desktop

interface; and

s
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means fofproviding the user desktop interface and the associated information for the
user desktop interface to the client for display.
% v

A }0/ (New) A system according to Claim ,’Z( wherein the means for configuring the
user desktop includes means for configuring the user desktop interface not to include display
regions associated with any of the plurality of application programs installed at the server for
which the user is not authorized.

X Y4

){ . (New) A system according to Claim 24 further comprising means for
determining a license availability for the selected one of the plurality of application programs
for the user and wherein the méans for providing includes means for providing an
unavailability indication to the client responsive to the selection if the license availability
indicates that a license is not available for the user.

25 24 -

/3’f. (New) A system according to Claim }f{ wherein the means for establishing a
user desktop includes means for distributing application launcher programs associated with
each of the set of the plurality of application programs for which the user is authorized to the
client and wherein the means for receiving a selection includes means for receiving the
selection from a one of the application launcher programs which is associated with the
selected one of the plurality of application programs and wherein the means for determining a
license availability includes means, associated with one of the application launcher programs
associated with the selected one of the plurality of application programs, for obtaining the
license availability from a license management server.

nb 15

2’,{ . (New) A system according to Claim }[ wherein the license management
server is the server.

2\ \é
)4'. (New) A system according to Claim ,2( wherein the plurality of application

programs are installed on a network drive accessible to the server.
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o) B \g

Z{ (New) A system according to Claim;/{fuﬂher comprising means for
receiving at the séfver event logging information from the instance of the selected one of the
plurality of application programs.

2 2%

)6 (New) A system according to Claim 35 further comprising means for
providing the received event logging information to a network management server associated
with the server.

Oy _ b

){. (New) A computer program product according to Claim ,%/ further
comprising:

computer readable program code means for maintaining application management
information for the plurality of applications at the server; and

wherein the computer readable program code means for establishing a user desktop
includes computer readable program code means for including a plurality of display regions ‘
associated with a set of the plurality of application proérams for which the user is authorized
responsive to the application management information.

2 ’ 2,0

)‘Sf (New) A computer program product according to Claim }/ wherein the
computer readable program code means for establishing a user desktop includes:

computer readable program code means for distributing application launcher
programs associated with each of the set of the plurality of application programs for which
the user is authorized to the client; and

wherein the computer readable program code means for receiving a selection includes
computer readable program code means for receiving the selection from a one of the
application launcher programs which is associated with the selected one of the plurality of
application programs.

34 3\

% (New) A computer program product according to Claim 38 wherein the
computer readable program code means for maintaining includes computer readable program

code means for maintaining configurable user preference information for the plurality of

o
o
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application programs at the server and wherein the computer readable program code means
for providing an instance includes computer readable program code means for providing a set
of the configurable user preference information associated with the user and the selected one
of the plurality of application programs to the client.
) 2V
&9( (New) A computer program product according to Claim )9/ wherein the set of
the confi gurable user preference information includes user preferences configurable by the
user and user preferences not configurable by the user which are configurable by an
administrator and further comprising computer readable program code means for updating
the user preferences configurable by the user responsive to updates from the user and
updating the user preferences not configurable by the user responsive to updates from the
administrator.
A NC
/Vl./ (New) A computer program product according to Claim %Nherem the
application launcher programs are JAVA™ applets and the user desktop interface is a
JAVA™ applet executed by a web browser.
'bg . \o _
4/2’. (New) A computer program product according to Claim %vherem the
compufer readable program code means for establishing a user desktop includes;
computer readable program code means for configuring the user desktop interface
responsive to an identifier of the user associated with the login request so as to provide
associated information for the user desktop interface; and
computer readable program code means for providing the user desktop interface and
the associated information for the user desktop interface to the client for display.
o\ »$
}/f. (New) A computer program product according to Claim %Nherein the
computer readable program code means for configuring the user desktop includes computer
readable program code means for configuring the user desktop interface not to include
display regions associated with any of the plurality of application programs installed at the

server for which the user is not authorized.
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/bf\ x Vo
}4. (New) A computer program product according to Claim){»f further comprising

computer readable program code means for determining a license availability for the selected
one of the plurality of application programs for the user and wherein the computer readable
program code means for providing includes computer readable program code means for
providing an unavailability indication to the client responsive to the selection if the license
availability indicates that a license is not available for the user.

%Y | 2

% (New) A computer program product according to Claim /44 wherein the
computer readable program code means for establishing a user desktop includes computer

readable program code means for distributing application launcher programs associated with

each of the set of the plurality of application programs for which the user is authorized to the

2

client and wherein the computer readable program code means for receiving a selection
includes computer readable program code means for receiving the selection from a one of the
application launcher programs which is associated with the selected one of the plurality of
application programs and wherein the computer readable program code means for
determining a license availability includes computer readable program code means,
associated with one of the application launcher programs associated with the selected one of
the plurality of application programs, for obtaining the license availability from a license
management server. |
A\ X

}6. (New) A computer program product according to Claim 45 wherein the
license management server is the server.

WO \e

ﬁ (New) A computer program product according to Claim }/ wherein the
plurality of application programs are installed on a network drive accessible to the server.

S\! \b

% (New) A computer program product according to Claim ,’}3/ further comprising
computer readable program code means for receiving at the server event logging information

from the instance of the selected one of the plurality of application programs.

H
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Vv - U\
M New) A computer program product according to Claim #8 further comprising
. p

computer readable program code means for providing the received event logging information

to a network management server associated with the server. i'—‘/

REMARKS

Applicants appreciate the thorough examination of the present application as is
evidenced by the Action. All the pending claims stand rejected under 35 U.S.C. § 103 as
being unpatentable over United States Patent No. 6,189,051 to Oh et al. ("Oh") in view of
United States Patent No. 6,115,040 to Bladow et al. ("Bladow"). Applicants respectfully
submit, however, that the claims are in condition for allowance, which is respectfully
requested. The present invention and the references relied on in the Action will first be
briefly discussed.

The Invention:

The present invention provides methods, systems and computer program products for
management of application programs on a network including a server supporting client
stations. The server provides applications on-demand to a user logging in to a client
supported by the server. Mobility is provided to the user and hardware portability is provided
by establishing a user desktop interface responsive to a login request which presents to the
user a desktop screen through a web browser interface. The desktop accesses and downloads
selected application programs from the server responsive to a request from the user, such as
the selection of an icon associated with the application program which is displayed on the
user desktop screen at the client. The application program is then provided from the server
and executed at the client. The application program may further be customized to conform to
the user's preferences and may also provide for license use management by determining
license availability before initiating execution of the application program. Accordingly,
applications are provided on-demand to users independent of the device used to access the
server.

In other words, a variety of application programs can be maintained at the server, and

‘an-instance of ‘a.‘seleeteﬂ”gr“ie of the application programs may be provided as needed to a user
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logged onto a client device. The provided instance of the application may then be executed at
the client device to process the request of the user. Thus, individual application programs are
provided to the user as needed where they are executed at a client device rather than having
the application program execute at the server responsive to a request from a user.
Furthermore, a customized user interface desktop is provided at the client device which
displays the applications the user is authorized to access.

The Oh Reference:

The Oh reference relates to systems and methods for manufacturing hard disk

masters. The systems and methods described in Oh are directed to computer system
manufacturing where programs need to be stored on different models of computers for sale to
customers. More particularly, when "a computer system is sold to a consumer, the hard disk
in which the programs are stored is installed therein. Therefore, it is necessary for a
computer manufacturer to copy programs into the hard disk of the computer.” (Oh, Col. 1,
lines 29-32). As described by Oh, the known methods, which relied on CDs and diskettes for
installation, were difficult to manage and included a high risk of errors due to the manual
nature of the process. (Oh, Col. 1, lines 36-43). Thus, Qh proposed downloading the
programs from a server computer to a client computer where a hard disk master is generated
which is used "for copying a hard disk loaded in a compﬁter system." (Oh, Col. 2, lines 10-
18). Oh further recognized that the contents of the "hard disk master [may] differ according
to the model" of the computer being manufactured. (Oh, Col. 2, lines 6-8). Thus, the system
of Oh downloads selected programs and drivers from the server to the hard disk master
manufacturing computer and executes an associated setup file provided by the server to
generate the hard disk master. (Oh, Col. 4, line 62- Col. 5, line 6; Col. 5, lines 34-40).

The Bladow Reference:

The Bladow reference relates to a graphical user interface for web enabled
applications. In particular, a system is provided for interfacing applications executing on a
client to web server based applications resources. Log-in based security procedures are
provided to control access to various server based resources by individual users. More
particularly, users are provided a "home page 250 which is download after the authentication

via the logon page. The home page 250 comprises icons 252a-h for each application services
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as well as an application tool bar 254 for invbking services." (Bladow, Col. 14, lines 46-49).
However, the server based resources are merely accessed by transmission of an "HTTPS
request" which is passed on to the server resource provider if the ﬁser is authorized to use the
resource. (Bladow, Col. 7, line 46 to Col. 8, line 27). The server then provides the "service
requested by the client." (Bladow, Col. 8, lines 30-38; Col. 9, lines 15-22). The data
generated by the service at the server is then translated to a client format and returned to the

requesting client. (Bladow, Col. 9, lines 22-33).

The Claims Are Patentable Over the Cited References:

Among other things, the Action asserts that Oh teaches "receiving at the server a
selection of one of the plurality of application programs from the user desktop interface, and
providing an instance of the selected one of the plurality of application programs to the client
for execution responsive to the selection.” (Action, p. 4). Applicants submit that Oh
provides no such disclosure or suggestion. Furthermore, Applicants submit that Oh cannot
properly be combined with Bladow in the manner relied on by the Action.

With respect to the recitation in Claim 1 of "rec€iving at the server a selection of one

of the plurality of application programs from the user desktop,” there is no such disclosure

or suggestion in Oh. In fact, the system of Oh, which is intended to allow creation of a hard
disk master, requests all of the programs which are to be provided in the hard disk master.
There would be no reason to request an individual program in the system of Oh as the object
is to generate the entirety of the hard disk image which is to be placed on the hard disk of
each of the computers being manufactured. Furthermore, no user desktop is needed to
provide the selection as there is no need to designate only individual application programs to
the server. Instead, all of the application programs associated with a particular hard disk
master (which in turn may be used in the manufacture of a particular model of computer), are
requested by the client computer, thus, requiring no such on demand request interface
providing for selection of a single application program.

Furthermore, the present invention recites in Claim 1 that "an instance of the selected
one of the plurality of application programs [is provided] to the client for execution

responsive to the selection.” In contrast, the programs provided from the server of Oh are

~—
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used to build a hard disk master, they are not executed. The hard disk master is, presumably,
then used to write the hard disk of computers sold to customers who may ultimately execute
the programs provided on the hard disk of their computers. In other words, Oh relates to an
application programming environment in which applications are installed in advance and
later run on individual computers, not to a client-server environment, such as recited in Claim
1, where instances of an application are provided to requesting users on demand only after
users have logged in and had their authority to use a program verified.

Bladow fails to overcome these deficiencies of Oh as it describes an environment in

which server resources accessed by an authorized user are executed at the server with the

results returned to the client. (Bladow, Col. 9, lines 18-33). Bladow does not disclose or
suggest providing an instance of such server resources to the client for execution by the
client. Therefore, as various of the recitations of Claim 1 are not taught by any of the cited
references, the pending rejection should be withdrawn. Claims 2-14 should also be allowed -
at least based on their dependency from Claim 1. Furthermore, Claims 21 and 23 are system
and computer program product claims corresponding to method Claim 1 and are allowable
for the same reasons discussed with reference to Claim 1.

The rejections should also be withdrawn as the 6h and Bladow references cannot
properly be combined in the manner relied on by the Action. To establish a prima facie case
of obviousness, the prior art reference or references when combined must teach or suggest all
the recitations of the claim, and there must be some suggestion or motivation, either in the
references themselves or in the knowledge generally available to one of ordinary skill in the
art, to modify the reference or to combine reference teachings. M.P.E.P. § 2143. The mere
fact that references can be combined or modified does not render the resultant combination
obvious unless the prior art also suggests the desirability of the combination. M.P.E.P. §
2143.01, citing In re Mills, 916 F.2d 680, 16 U.S.P.Q.2d 1430 (Fed. Cir. 1990). Asrecently -
emphasized by the Court of Appeals for the Federal Circuit, to support combining references,

evidence of a suggestion, teaching, or motivation to combine must be clear and particular,

and this requirement for clear and particular evidence is not met by broad and conclusory
statements about the teachings of references. In re Dembiczak, 50 U.S.P.Q.2d 1614, 1617
(Fed. Cir. 1999). In an even more recent decision, the Court of Appeals for the Federal
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Circuit has stated that, to support combining or modifying references, there must be
particular evidence from the prior art as to the reason the skilled artisan, with no knowledge
of the claimed ihvention, would have selected these components for combination in the
manner claimed. n re Kotzab, 55 U.S.P.Q.2d 1313, 1317 (Fed. Cir. 2000).

Respectfully, the Action fails to meet the requirements for a showing of obviousness

under § 103. First, as discussed above, the cited combination of references fails to teach all
of the recitations of the claims. Furthermore, there is no basis for combining the hard disk
master manufacturing system of Oh with the graphical user interface of Bladow. There is no
motivation or incentive to provide a substantially "real time" selection of individual
application programs as described in Bladow in the environment of Oh where a group of
programs are selected to generate a hard disk master for a particular model of computer. As
such, there is clearly no particular evidence in the cited art supporting the motivation alleged
by the Action of providing "a flexible and modular approach to implementing each of the
client applications as need arises." (Action, p. 4). Accordingly, the rejections should be

withdrawn for at least these additional reasons.

Various of the Dependent Claims Are Separately Patentable

As discussed above, each of the dependent claims is patentable based on its
dependence on Claim 1. In addition, various of the dependent claims are separately
patentable based on the recitations therein. For example, contrary to the assertion of the
Action, Oh does not teach distributing "application launcher programs associated with each
of the set of the plurality of application programs" as recited in Claim 3. To the extent this
rejection is maintained, Applicants respectfully request a citation by the Examiner of the

portions of Oh relied on for this rejection as Applicants can find nothing in the portions of Oh

cited in paragraph 7 of the Action on which the Examiner could be relying as support for the

rejection of Claim 3. Claims 4-6 depend from Claim 3 and are likewise allowable for the
reasons Claim 3 is allowable. Furthermore, as with the rejection of Claim 3, Applicants are
unable to identify what discussion the Examiner is relying on for the recitations related to the
"configurable user preference information" recited in Claim 4 and, thus, Applicants request

clarification from the Examiner of the basis for such rejections if they are not withdrawn.
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With respect to Claims 9-11, Applicants again can find no discussion of the "license
availability" recitations of these Claims in the cited portions of Oh or in Bladow. While
Bladow does discuss determining whether a user is authorized to access a resource, this is
distinct from the recitations of these claims related to verifying license availability. For
example, a user could be authorized to use an application but five instances of the application
may already be executing and the server may only have a five concurrent user license. Thus,
an authorized user could be denied an instance of a requested application because no license
is available. (See, e.g., Specification, p. 18, lines 1-9; p. 21, line 31 to p. 22, line 9).
Accordingly, these claims are also patentable for at least these additional reasons.

The Newly Added Claims Are Patentable
Newly added dependent Claims 24-36 are system claims depending on Claim 21

which correspond generally to Claims 2-14. Newly added dependent Claims 37-49 are
computer program product claims depending on Claim 23 which correspond generally to
Claims 2-14. Accordingly, these claims are patentable for the reasons discussed above with

reference to Claims 2-14.

Conclusion

The outstanding rejections have all been addressed by the remarks above and the
recitations of the pending claims are neither disclosed nor suggested by the cited combination
of references. Accordingly, Applicants respectfully request allowance of the of the present
application and passing the application to issue.

Respectfully submitted,

Robert W. Glat
Registration No. 36,811
Attorney for Applicant

Myers Bigel Sibley & Sajovec
P.O. Box 37428

Raleigh, North Carolina 27627
Telephone: 919/854-1400
Facsimile: 919/854-1401
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Response to Amendment

This is in response to an amendment file on June 4™, 2001 for letter for patent filed on
December 14™, 1998, in which claims 1-23 were presented for examination. In the amendment,
no claim has been amended, claims 15-20 and 22 have been canceled and claims 24-49 have

been added to the letter. Claims 1-14, 21, 23-49 are pending in the letter.

Response to Arguments

1. Applicant's arguments with respect to claims 1-14, 21, 23-49 have been considered but

are moot in view of the new ground(s) of rejection.

Claim Rejections - 35 USC § 103

2. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all

obviousness rejections set forth in this Office action:

M

(a) A patent may not be obtained though the invention is not identically disclosed or described as set forth in
section 102 of this title, if the differences between the subject matter sought to be patented and the prior art are
such that the subject matter as a whole would have been obvious at the time the invention was made to a person
having ordinary skill in the art to which said subject matter pertains. Patentability shall not be negatived by the
manner in which the invention was made.

3. Claims 1-14, 21, 23-49 are rejected under 35 U.S.C. 103(a) as being unpatentable over

Rose (U.S. Patent 5,708,709) in view of Win et al. (U.S. Patent No. 6,182,142)

4. As per claim 1, 21 and 23, Rose teaches a method for management of application

programs on a network including a server (information server, 104) and a client (client, 102) (see

fig 1) comprising installing (storing) a plurality of application programs (one or more
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application programs, 138, 140, 142) at the server (see abstract, fig. 1, column 3 line 1 1-46),
establishing a user &iesktop interface (user interface, 108) at the client associated with the user
responsive to the login request from the user, the desktop interface including a plurality of
display regions (ménu 192 on a display screen) associated with a set of the plurality of
application programs ( /ist of available application programs, 193) installed at the server for
which the user is authorized (see fig 7 column 6 line 40-7 line 45) receiving at the server a
selection of one of the plurality of application programs from the user desktop interface (see
column line 61-7 line 26), and providing an instance of the selected one of the plurality of
application programs to the client for execution responsive to the selection (see column line 61-7
line 26). Rose fails to teach the inventive concept of receiving at the server a login request from
the user at the client. However, Win et al teach an inventive concept of receiving at the server a
login request from the user at the client (see abstract, column 3 lines 7-14). Therefore, it would -
have been obvious to one of ordinary skill in the art at the fime the invention was made to
modify Rose’s inventive concept to include Winn et al’s concept of receiving at the server a
login request from the user at the client because this would ilave ensure that only authorized

users are able to access the system thereby enhance the security of the system.

5. As per claim 2, 24, 37, Rose teaches a method comprising maintaining application
management information for the plurality of applications at the server, and a plurality of display
regions associated with a set of the plurality of application programs for which the user is
authorized responsive to the application management information (see fig 7 column 6 line 40-7

line 45).
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6. As per claim 3, 25, 38, Rose teaches a method wherein the establishing a user desktop
includes distributing application launcher programs associated with each of the set of the
plurality of application programs for which the user is authorized to the client; and receiving the
selection from a one of the application launcher programs which is associated with the selected

one of the plurality of application programs (see fig 7 column 6 line 40-7 line 45).

7. As per claim 4, 26, 39, Rose teaches a method wherein the maintaining step includes the
step of maintaining configurable user preference information for the plurality of application
programs at the server and providing a set of the configurable user preference information
associated with the user and the selected one of the plurality of application programs to the client

(see fig 7 column 6 line 40-7 line 45).

8. As per claim 5, 27, 40, Rose teaches a method wherein the set of the configurable user
preference information includes user preferences configurable by the user and user preferences
not configurable by the user which are configurable by an administrator and updating the user
preferences configurable by the user responsive to updates from the user and updating the user

preferences not configurable by the user responsive to updates from the administrator (see fig 7

column 6 line 40-7 line 45).
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9. As per claim 6, 28, 41, Rose teaches a method wherein the application launcher programs
are JAVATM applets and the user desktop interface is a JAVATM applet executed by a web

browser (see fig 1, column 3 lines 29-4 line 17).

10.  Asper claim 7, 29, 42, Rose teaches a method includes configuring the user desktop
interface responsive to an identifier of the user associated with the login request so as to provide
associated information for the user desktop interface, and providing the user desktop interface
and the associated information for the user desktop interface to the client for display (see fig 7

column 6 line 40-7 line 45).

11.  Asper claim 8, 30, 43, Rose teaches a method wherein configuring includes configuring
the user desktop interface not to include display regions associated with any of the plurality of

application programs installed at the server for which the user is not authorized (see fig 7 column

6 line 40-7 line 45).

12.  Asperclaim 9, 31, 44, Rose teaches a method wherein receiving a selection is followed
determining a license availability for the selected one of the plurality of application programs for
the user and providing an unavailability indication to the client responsive to the selection if the
license availability indicates that a license is not available for the user (see fig 7 column 6 line

40-7 line 45).

13.  Asper claim 10, 32, 45, Rose teaches a method wherein establishing a user desktop
includes distributing application launcher programs associated with each of the set of the

plurality of application programs for which the user is authorized to the client and receiving the
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selection from a one of the application launcher programs which is associated with the selected
one of the plurality of application programs and wherein the step of determining a license
availability includes :che step carried out by the one of the application launcher programs
associated with the selected one of the plurality of application programs of obtaining the license

availability from a license management server (see fig 7 column 6 line 40-7 line 45).

14, Asper claim 11, 33, 46, Rose teaches a method wherein the license management server is

the server (see fig 7 column 6 line 40-7 line 67).

15, Asper claim 12, 34, 47, Rose teaches a method wherein the plurality of application
programs are installed on a network drive accessible to the server (see fig 7 column 6 line 40-7

line 67).

16.  As per claim 13, 35, 48, Rose teaches a method further comprising receiving at the server
event logging information from the instance of the selected one of the plurality of application

programs (see fig 7 column 6 line 40-7 line 45).

17.  As per claim 14, 36, 49, Rose teaches a method further comprising providing the received
event logging information to a network management server associated with the server (see

column 5 lines 31-6 lines 18).
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Conclusion

Any inquiry concerning this communication or earlier communications from the
examiner should be directed to Firmin Backer whose telephone number is 703-305-0624. The
examiner can normally be reached on Mon-Thu 8:30-6:00.

If attempts to reach the examiner by telephone are unsuccessful, the examiner’s
supervisor, Sheikh Ayaz can be reached on 703-305-9648. The fax phone numbers for the
organization where this application or proceeding is assigned are 703-305-3718 for regular
communications and 703-305-5352 for After Final communications.

Any inquiry of a general nature or relating to the status of this application or proceeding

should be directed to the receptionist whose telephone number is 703-305-3900.

v f )

Firmin Backeér

August 1, 2001 AYAZ SHEIKH
SUPERVISORY PATENT EXAMINER

TECHMOLOGY CENTER 2100
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AMENDMENT
Sir:

This Response is submitted to respond to the Official Action ("Action") mailed

August 13, 2001.
REMARKS

Applicants appreciate the thorough examination of the present application as
evidenced by the Action. All the pending claims stand rejeéted under 35 U.S.C. § 103 as
being unpatentable over United States Patent No. 5,708,709 to Rose ("Rose") in view of
United States Patent No. 6,1 82,1v42 to Win et al. ("Win"). Applicants respectfully submit,
however, that the claims are in condition for allowance, which is respectfully requested. In
particular, the cited references fail to teach or suggest, alone or in combination, establishing a

"user desktop interface at the client associated with the user" where the user associated

desktop displays regions associated with "a plurality of application programs at the server
p p

for which the user is authorized" as recited, for example, in Claim 1.

The Present Invention:

The present invention provides methods, systems and computer program products for

management of application programs on a network including a server supporting client

stations. The server provides applications on-demand to a user logging in to a client
supported by the server. Mobility is provided to the user and hardware portability is provided

by establishing a user desktop interface responsive to a login request that presents to the user

a desktop screen through a web browser interface. The desktop accesses and downloads
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selected applicatfq,n programs from the server responsive to a request from the user, such as
the selection of an icon associated with the application program which is displayed on the
user desktop scrcéh at the client. An "instance of the selected" application program is then
provided from the server for execution at the client. Thus, the application programs may be
maintained at the server and provided to client's when needed for execution.

As defined in the specification of the present application:

the term "application program" generally refers to the code associated with
the underlying program functions, for example, Lotus Notes or a terminal
emulator program. However, it is to be understood that the application program
will preferably be included as part of the application launcher which will further
include the code associated with managing usage of the application program on a
network according to the teachings of the present invention. Further it is to be
understood that, as used herein, the term "application launcher program" may
refer to the entire program provided by a software vendor or to merely a portion
thereof distibuted to a client to perform particular operations. For example, the
application launcher program distributed to initially populate the user
desktop preferably does not include the code associated with the underlying
application program and obtaining preferences which may only be distributed to
the client later when execution of the application program is requested. The
application launcher program distributed to populate the user desktop may only
include a URL and an associated ICON and, possibly, code to allow obtaining of
user identification and password information. Memory usage on the client
stations may thereby be limited.

v

(Specification, pp. 22-23)(emphasis added). Thus, the "application program" is an
application level software program, such as Lotus Notes, while the "application launcher
program" is provided to "initially populate the user desktop" and need not include the
application program code. In other words, the application launcher program interacts
with the desktop, such as a user browser interface, while an instance of the application
program is requested through the desktop but executes locally at the client as a separate
application from the browser interface. For eXample, Lotus Notes would not execute
within the browser window.

The present invention may, therefore, be used so that a variety of application
programs can be maintained at the server, and an instance of a selected one of the application
programs may be provided as needed to a user logged onto a client device. The provided

instance of the application may then be executed at the client device to process the request of
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the user. Thus, individual application programs are provided to the user as needed (on-
demand) where they are executed at a client device rather than having the application
program execute at the server responsive to a request from a user. Furthermore, a customized
user interface desktop is provided at the client device, which displays the applications the

user is authorized to access.

Claims 1, 21 and 23 Are Patentable Over the Cited References:
The rejections of independent Claims 1, 21 and 23 assert that Rose teaches all of the

recitations of the claims except "the inventive concept of receiving at the server a login
request from the user at the client." (Action, p. 3). However, the rejections rely on Win as
teaching "receiving at the server a login request from the user at the client." (Action, p. 3).

Applicants submit that Rose does not teach or suggest a "user desktop associated with the

user." Applicants further submit that Win does not teach or suggest such a user desktop
include "a plurality of display regions associated with a set of the plurality of application
programs installed at the server for which the user is authorized." Furthermore, the Rose
and Win references cannot properly be combined to arrive at the present invention in light of
the different problems addressed by these references an& the lack of motivation for the
combination. '

Rose is directed to managed distribution of licensed application programs stored on a
server where the server "maintains control over the program even after the program has been
distributed to a client computer." (Rose, Abstract). As described in Rose, for example, with
reference to Figure 2, trial versions of application programs may be selected for downloading
from the server to a client through a browser interface. (Rose, Col. 4, lines 10-17). In other
words, Figure 2 illustrates a display screen at the client showing application programs
available for downloading from the server. A selected trial version is then prepared, for
downloading to the client, which includes encryption and header information used for license
and usage control after delivery to the client. (Rose, Col. 5, lines 19-52).

The rejections of Claim 1 primarily rely on Figure 7 and the associated description in
Rose as teaching the present invention. However, as is clearly stated in Rose, Figure 7

displays application programs "downloaded to and stored on client computer 102." (Rose,
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Col. 6, lines 41-42). A selection of a program from the display of Figure 7 of Rose is a
selection of a locally stored program for execution as contrasted with the selection of an
application program for downloading from a server as illustrated in Figure 2 of Rose. Thus, a
selection of an application prograrh through Figure 7 of Rose does not result in the server
"providing an instance of the selected one of the plurality of application programs to the
client for execution" as recited in Claim 1. Furthermore, neither of the displays of Figures 2
or 7 of Rose are "associated with the user responsive to the login request from the user."
While the display of Figure 2 of Rose is established at the client by the server responsive to a
browser request from the client, it is simply a download options window not specific to a
particular user. The download options window is also not established responsive to a login
request as acknowledged by the Written Opinion. The display of Figure 7 of Rose is directed
to local (client) resident application programs and a selection from the display of Figure 7
does not initiate "providing an instance of the selected one of the plurality of application
- programs to the client for execution” as the application programs are client resident at the
time of the request. Thus, Claims 1, 21 and 23, and the claims that depend therefrom, should
be allowed for at least these reasons.

The deficiencies of Rose are not overcome by Win. Win relates to "controlling access
to information resources," not client-server environment on-demand application program
management. (See Win, Abstract). The managed resources are defined in Win as follows:

A Resource is a source of information, identified by a Uniform Resource Locator
(URL) and published by a Web server either in a static file formatted using Hypertext
Markup Language (HML) or in a dynamically generated page created by a CGI-based
program. Examples of resources include a Web page, a complete Web site, a Web-
enabled database, and an applet.
(Win, Col. 5, lines 21-27). Thus, the "resources" managed by Win are not "application
programs" as that term is defined in the present application in the excerpt reproduced above.
Similarly, no user desktop interface that includes "a plurality of display regions associated
with a set of the plurality of application programs" is taught or suggested by Win. It follows
that no selection received at the server of such an application program and no "providing an

instance of the selected" application program "to the client for execution" is taught or

suggested by Win. Instead, the only resource selected and provided in Win is a display for
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the user, such as a static HTML file or a "dynamically generated page created by a CGI-based
program" of the server. (Win, Col. 5, lines 21-27). Therefore Claims 1, 21, 23 and the
claims that depend from them are patentable for at least these reasons.

The rejections should also be withdrawn as the Rose and Win references cannot
properly be combined in the manner relied on by the Action. To establish a prima facie case
of obviousness, the prior art reference or references when combined must teach or suggest all
the recitations of the claim, and there must be some suggestion or motivation, either in the
references themselves or in the knowledge generally available to one of ordinary skill in the
art, to modify the reference or to combine reference teachings. M.P.E.P. § 2143. The mere
fact that references can be combined or modified does not render the resultant combination
obvious unless the prior art also suggests the desirability of the combination. M.P.E.P. §
2143.01, citing In re Mills, 916 F.2d 680, 16 U.S.P.Q.2d 1430 (Fed. Cir. 1990). As recently
emphasized by the Court of Appeals for the Federal Circuit, to support combining references,

evidence of a suggestion, teaching, or motivation to combine must be clear and particular,

and this requirement for clear and particular evidence is not met by broad and conclusory
statements about the teachings of references. In re Dembiczak, 50 U.S.P.Q.2d 1614, 1617
(Fed. Cir. 1999). In an even more recent decision, the éourt of Appeals for the Federal
Circuit has stated that, to support combining or modifying references, there must be
particular evidence from the prior art as to the reason the skilled artisan, with no knowledge
of the claimed invention, would have selected these components for combination in the
manner claimed. In re Kotzab, 55 U.S.P.Q.2d 1313, 1317 (Fed. Cir. 2000).

Respectfully, the Action fails to meet the requirements for a showing of obviousness

under § 103. First, as discussed above, the cited combination of references fails to teach all
of the recitations of the claims. Furthermore, there is no basis for combining the methods
and system for controlled downloading of trial versions of programs described in Rose with
the resource access management teachings of Win. This is particularly true as they are both
directed to distinct problems from the client-server application management environment of
the present invention. Thus, while Rose does relate to application program distribution from
a server, such operations are for providing trial versions to be repeatedly executed at a client.

In fact, the encryption and application builder aspects advanced as the invention in
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Rose are not even relevant to the environment of the present invention where instances of the
application programs are provided from a server "on-demand" each time execution is
requested by a user. Rose s, instead, merely a distribution approach for client resident
programs and one of skill in the art would not look to a reference directed to the problems of
such an environment for direction in the distinct art of server based "on-demand" application
programs. Win does not even relate to distribution of application programs but merely to
control of access to server based resources. Thus, there is no basis to combine Win and Rose
to arrive at the present invention. Accordingly, the rejections should be withdrawn for at

least these additional reasons.

Various of the Dependent Claims Are Separately Patentable

As discussed above, each of the dependent claims is patentable based on its
dependence on Claim 1, 21 or 23. In addition, various of the dependent claims are separately
patentable based on the recitations therein. For examplé, contrary to the assertion of the
Action, Rose does not teach distributing "application launcher programs associated with each
of the set of the plurality of application programs" as recited in Claims 3, 25 and 38. (See
also, claims 10-11 and the corresponding system and computer program product claims). To
the extent this rejection is maintained, Applicants respectfully request an explanation from
the Examiner of how the portions of Rose relied on for this rejection teach the recited aspects
of Claim 3 as Applicants can find nothing in the portions of Rose cited in paragraph 7 of the
Action on which the Examiner could be relying as support for the rejection of Claims 3, 25
and 38. Claims 4-6 depend from Claim 3 and are likewise allowable for the reasons Claim 3
is allowable as are the corresponding system and computer program product claims.
Furthermore, as with the rejection of Claims 3, 25 and 38, Applicants are unable to identify
what discussion the Examiner is relying on for the recitations related to the "configurable user
preference information" recited in Claims 4, 26 and 39 and, thus, Applicants request
clarification from the Examiner of how Rose teaches these aspects of the claimed invention if
the rejections are not withdrawn. Accordingly, these claims are also patentable for at least

these additional reasons.
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Conclusion

The outstanding rejections have all been addressed by the remarks above and the
recitations of the pending claims are neither disclosed nor suggested by the cited combination
of references. Accordingly, Applicants respectfully request allowance of the the present
application and passing the application to issue.

Respectfully submitte

A

Robert W. Glatz
Registration No. 36,811

Attorney for Applicant
Correspor|1dence| Address:
20792
PATENT TRADEMARK OFFICE
CERTIFICATE OF MAILING

I hereby certify that this correspondence is being deposited with the United States Postal Service as first class mail in an
_.envelope addressed to: Bo on-Fee Amendmept, Commissioner for Patents, Washington, DC 20231, on October 23, 2001.
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Michele P. McM’;lhan
Date of Signature: October 23, 2001
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Response to Request for Reconsideration

This is in response to a request for reconsideration file February 8™ 2002. Claims 1-14,

21, 23-49 are being reconsidered in this action.

Claim Rejections - 35 USC § 103

1. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all

obviousness rejections set forth in this Office action:

(2) A patent may not be obtained though the invention is not identically disclosed or described as set forth in
section 102 of this title, if the differences between the subject matter sought to be patented and the prior art are
such that the subject matter as a whole would have been obvious at the time the invention was made to a person
having ordmary skill in the art to which said subject matter pertams Patentability shall not be negatived by the -
manner in which the invention was made.

2. Claims 1-14, 21, 23-49 are rejected under 35 U.S.C. 103(a) as being unpatentable over

Rose (U.S. Patent 5,708,709) in view of Win et al. (U.S. Patent No. 6,182,142)

3. As per claim 1, 21 and 23, Rose teaches a method for management of application
programs on a network including a server (information server, 104) and a client (client, 102) (see
fig 1) comprising installing (sforing) a plurality of application programs (one or more
application programs, 138, 140, 142) at the server (see abstract, fig. 1, column 3 line 11-46),
establishing a user desktop interface (user interface, 108) at the client associated with the user
responsive to the login request from the user, the desktop interface including a plurality of
display regions (menu 192 on a display screen) associated with a set of the plurality of
application programs ( /ist of available application programs, 193) installed at the server for

which the user is authorized (see fig 7 column 6 line 40-7 line 45) receiving at the server a
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selection of one of thé plurality of application programs from the user desktop interface (see
column line 61-7 line 26), and providing an instance of the selected one of the plurality of
application programs to the client for execution responsive to the selection (see column line 61-7
line 26). Rose fails to teach the inventive concept of receiving at the server a login request from
the user at the client. However, Win et al teach an inventive concept of receiving at the server a
login request from the user at the client (see abstract, column 3 lines 7-14). Therefore, it would
have been obvious to one of ordinary skill in the art at the time the invention was made to

modify Rose’s inventive concept to‘ include Winn et al’s concept of receiving at the server a
login request from the user at the client because this would have ensure that only authorized

users are able to access the system thereby enhance the security of the system.

4. As per claim 2, 24, 37, Rose teaches a method comprising maintaining application
management information for the plurality of applications at the server, and a plurality of display
regions associated with a set of the plurality of application programs for which the user is
authorized responsive to the application management information (see fig 7 column 6 line 40-7

line 45).

5. As per claim 3, 25, 38, Rose teaches a method wherein the establishing a user desktop
includes distributing application launcher programs associated with each of the set of the
plurality of application programs for which the user is authorized to the client; and receiving the
selection from a one of the application launcher programs which is associated with the selected

one of the plurality of application programs (see fig 7 column 6 line 40-7 line 45).
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6. As per claim 4, 26, 39, Rose teaches a method wherein the maintaining step includes the
step of maintaining bonﬁgurable user preference information for the plurality of application
programs at the server and providing a set of the configurable user preference information
associated with the user and the selected one of the plurality of application programs to the client

(see fig 7 column 6 line 40-7 line 45).

7. As per claim 5, 27, 40, Rose teaches a method wherein the set of the configurable user
preference information includes user preferences configurable by the user and user preferences
not configurable by the user which are configurable by an administrator and updating the user
preferences configurable by the user responsive to updates from the user and updating the user
preferences not configurable by the user responsive to updétes from the administrator (see fig 7

column 6 line 40-7 line 45).

8. As per claim 6, 28, 41, Rose teaches a method wherein the application launcher programs
are JAVATM applets and the user desktop interface is a JAVATM applet executed by a web

browser (see fig I, column 3 lines 29-4 line 17).

9. As per claim 7, 29, 42, Rose teaches a method includes configuring the user desktop
interface responsive to an identifier of the user associated with the login request so as to provide -
associated information for the user desktop interface, and providing the user desktop interface

and the associated information for the user desktop interface to the client for display (see fig 7

column 6 line 40-7 line 45).
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10.  As per claim 8, 30, 43, Rose teaches a method wherein configuring includes configuring
the user desktop interface not to include display regions associated with any of the plurality of
application programs installed at the server for which the user is not authorized (see fig 7 column

6 line 40-7 line 45).

11.  Asperclaim 9, 31, 44, Rose teaches a method wherein receiving a selection is followed
determining a license availability for the selected one of the plurality of application programs for
the user and providing an unavailability indication to the client responsive to the selection if the
license availability indicates that a license is not available for the user (see fig 7 column 6 line

40-7 line 45).

12.  Asper claim 10, 32, 45, Rose teaches a method whérein establishing a user desktop
includes distributing application launcher programs associated with each of the set of the
plurality of application programs for which the user is authc;rized to the client and receiving the
selection from a one of the application launcher programs vs}hich is associated with the selected
one of the plurality of application programs and wherein the step of determining a license
availability includes the step carried out by the one of the application launcher programs
associated with the selected one of the plurality of application programs of obtaining the license

availability from a license management server (see fig 7 column 6 line 40-7 line 45).

13.  Asperclaim 11, 33, 46, Rose teaches a method wherein the license management server is

the server (see fig 7 column 6 line 40-7 line 67).
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14.  As per claim 12; 34, 47, Rose teaches a method wherein the plurality of application
programs are installed on a network drive accessible to the server (see fig 7 column 6 line 40-7

line 67).

15.  As per claim 13, 35, 48, Rose teaches a method further comprising receiving at the server
event logging information from the instance of the selected one of the plurality of application

programs (see fig 7 column 6 line 40-7 line 45).

16.  As per claim 14, 36, 49, Rose teaches a method further comprising providing the received
event logging information to a network management Server associated with the server (see

column 5 lines 31-6 lines 18).

Response to Arguments
17.  Applicant's arguments filed on February 8™, 2002 have been fully considered but they are
not persuasive.
a. Applicant argues that the prior arts (Rose and Winn) taken alone or in
combination fail to teach establishing a user desktop interface at the client associated
with the user responsive to the login request from the user, the desktop interface
including a plurality of display regions associated with a plurality of application
programs at the server for which the user is authorized. Examiner respectfully disagrees
with applicant characterization of the prior arts’ inventive concept. Examiner asserts that
the prior art taken alone or in combination teach the above inventive concept. In fact

Winn clearly disclosed in the abstract an inventive concept of using a method for

Y
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18.

controlling aécess to information resources, a single secure sign-on gives the user access
to authorized resources, based on the user's role in the organization. The information
resources are stored on a protected server. A user of a client or browser logs in to the
system. A runtime module on the protected server receives the login request and
intercepts all other request by the client to use a resource. The runtime module connects
to an access server that can determine whether a particular user is authentic and which
resources the user is authorized to access. User information is associated with roles and
functional groups of an organization to which the user belongs; the roles are associated
with access privileges. The access server connects to a registry server that stores
information about users, roles, functional groups, resources, and associations among
them. The access server and registry server exchange encrypted information that
authorized the user to use the resource. The access éerver passes encrypted tokens that
define the user's roles and authorization rights to the browser or client, which stores the
tokens in memory. The user is presented with a customized display showing only those
resources (application program) that the user may access. Applicants also argue that
the resources teach in Winn inventive concept is not application program as disclose in
their inventive concept. Examiner respectfully disagrees with applicant. Resources in the

art of computer can be broadly defined to include application program.

Conclusion

THIS ACTION IS MADE FINAL. Applicant is reminded of the extension of time

policy as set forth in 37 CFR 1.136(a).
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A shortened statutory period for reply to this final action is set to expire THREE
MONTHS from the mailing date of this action. In the event a first reply is filed within TWO
MONTHS of the mailing date of this final action and the advisory action is not mailed until after
the end of the THREE-MONTH shortened statutory period, then the shortened statutory period
will expire on the date the advisory action is mailed, and any extension fee pursuant to 37
CFR 1.136(a) will be calculated from the mailing date of the advisory action. In no event,
however, will the statutory period for reply expire later than SIX MONTHS from the mailing
date of this final action.

Any inquiry concerning this communication or earlier communications from the
examiner should be directed to Firmin Backer whose telephone number 1s 703-305-0624. The
examiner can normally be reached on Mon-Thu 8:30-6:00."

If attempts to reach the examiner by telephone are unsuccessful, the examiner’s
supervisor, Sheikh Ayaz can be reached on 703-305-9648. "The fax phone numbers for the
organization where this application or proceeding is assignéd are 703-305-3718 for regular
communications and 703-305-5352 for After Final communications.

Any inquiry of a general nature or relating to the status of this application or proceeding

should be directed to the receptionist whose telephone number is 703-305-3900.

irmin B
February 19, 2002

.
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BOX AF
Commissioner for Patents
Washington, DC 20231

RESPONSE AFTER FINAL
Sir:

This Response is submitted to respond to the Final Official Action ("Action") mailed
February 22, 2002.

REMARKS .

Applicants appreciate the thorough examination of the present application as
evidenced by the Action. All the pending claims stand rejected under 35 U.S.C. § 103 as
being unpatentable over United States Patent No. 5,708,709 to Rose ("Rose") in view of
United States Patent No. 6,182,142 to Win et al. ("Win"). The rejections appear to be
identical to those presented in the Official Action mailed August 13, 2001.

In the interest of brevity, Applicants will not repeat each of the arguments presented
in Applicants' October 23, 2001 response, however, so as to assure that a complete response
is provided, Applicants’ October 23, 2001 response is incorporated by reference herein in its
entirety. Thus, Applicants will focus the present response on the Final Official Action’s

"Response to Arguments” section.

The IDS Submitted May 31, 2001
In reviewing this file in preparation for responding to the Action, Applicants note that
they do not have a copy of the PTO-1449 submitted on May 31, 2001 showing consideration

of the references therein by the Examiner. A copy of the PTO-1449 and the stamped
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postcard showing receipt of the PTO-1449 and 27 references submitted therewith by the
Patent Office on June 4, 2001 is attached to this response for the Examiner's convenience.
Applicants request that the Examiner provide Applicants a copy of the PTO-1449 showing
consideration by the Examiner of all the listed references at the Examiner's earliest
convenience to insure listing of such references on any patent that may issue from the present

application.

Win Does Not Disclose Control of Access to Application Programs:

The present invention provides methods, systems and computer program products

for management of application programs on a network including a server supporting

client stations. The server provides applications on-demand to a user logging in to a
client supported by the server. Mobility is provided to the user and hardware portability
is provided by establishing a user desktop interface responsive to a login request that
presents to the user a desktop screen through a web browser interface. The desktop
accesses and downloads selected application programs from the server responsive to a
request from the user, such as the selection of an icon associated with the application
program which is displayed on the user desktop screen at the client. An "instance of the
selected" application program is then provided from the server for execution at the client.
Thus, the application programs may be maintained at the server and provided to clients
when needed for execution.

Based on the Response to Arguments section of the Action, which only discusses
Win, it appears that the Examiner agrees with Applicants that an "application program,”
as that term is used in the claims, is an application level software program, such as Lotus
Notes, while the "application launcher program” is provided to “initially populate the user
desktop" and need not include the application program code. In other words, the
application launcher program interacts with the desktop, such as a user browser interface,
while an instance of the application program is requested through the desktop but

executes locally at the client as a separate application from the browser interface.
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Despite this apparent agreement, the Examiner continues to assert that Win
discloses that the "user is presented with a customized display showing only those
resources (application program) that the user may access." (Action, p. 7)(emphasis in
original). The Action further states that the Examiner disagrees with Applicants that the
"Winn inventive concept is not application program as disclose [sic] in their inventive
concept." (Action, p. 7).

Applicants again submit that Win does not teach or suggest, among other things, such
a user desktop including "a plurality of display regions associated with a set of the plurality
of application programs installed at the server for which the user is authorized.” Win
relates to "controlling access to information resources,” not client-server environment on-
demand application program management. (See Win, Abstract). The managed resources are
defined in Win as follows:

A Resource is a source of information, identified by a Uniform Resource Locator
(URL) and published by a Web server either in a static file formatted using
Hypertext Markup Language (HML) or in a dynamically generated page created by a
CGl-based program. Examples of resources include a Web page, 2 complete Web
site, a Web-enabled database, and an applet.

(Win, Col. 5, lines 21-27)(emphasis addede). Thus, the "resources” discussed in Win, as
defined jn Win, are not "application programs" as that term is defined in the present
application. Instead, the only resource selected and provided in Win is "a source of
information, jdentified by a Uniform Resource Locator (URL) and published by a Web
server." (Win, Col. 5, lines 21-27).

The Examiner does not dispute that a "Resource,” as defined in the excerpt from Win

reptoduced above, does not include an "application program.” Instead, the Examiner asserts

that resources "in the art of computer can be broadly defined to include application program."

(Action, p. 7). Regardless of whether this statement by the Examiner is accurate, that is

simply not how resources are defined in Win. One of skill in the art, regardless of whether

they considered application programs a "resource” in the art of computers, would not

understand Win as disclosing or suggesting methods for managing application programs ina
" client-server environment. Thus, the Examiner's interpretation of Win is unsupportable as it

is directly contrary to statements made in Win itself. Accordingly, the rejections should be

Received from < 919 854 1401 > at 3125102 1:49:30 PM [Eastern Standard Time]




MAR. 25. 2002 1:5(0PM MBS&S 919 854-1401 NO. 3668 P. 4

Inre: Cox,etal

Serial No. 09/211,528
Filed: December 14, 1998
Page 4 ‘

withdrawn for at least these reasons.

As discussed previously, the rejections should also be withdrawn as the Rose and Win
references cannot properly be combined in the manner relied on by~ the Action. Rose relates
to downloading of trial versions of programs. Win, as noted above, does not. Instead, Win

relates to management of resources that are "a source of information, identified by a
Uniform Resourece Locator (URL) and published by a Web server.” Both Rose and Win

are also directed to distinct problems from the client-server application management
environment of the present invention. The rejections are based on applying a definition to the
"resources” of Win that is directly contrary to statements contained in Win to justify an
unsupportable combination.

The Examiner's reliance on a conclusory statement that resources "can be broadly
defined to include application programs” serves to point out, rather than overcome, the
deficiencies of the present rejections. Such a conclusory statement gif a possible
interpretation of resources cleatly does not provide clear and particular evidence to support
the combination of Rose and Win relied on for the rejeciions. This is particularly true as the
Examiner's interpretation of resources is contrary to the definition of the same contained in
Win. Thus, there is no basis to combine Win and Rose to arrive at the present invention.

Accordingly, the rejections should be withdrawn for at Jeast these additional reasons.

Conclusion

The outstanding rejections have all been addressed by the remarks above and the
remarks in Applicants' response of October 23, 2001, which has been incorporated herein by
reference. As noted in these remarks, the recitations of the pending claims are neither
disclosed nor suggested by the cited combination of references. Accordingly, Applicants
respectfully request allowance of the present application and passing the application to issue.

Respectfully submitted,

Robert W. Glatz
Registration No. 36,811
Attomney for Applicant
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Application No. o Applicant(s)
R . 11,52 X ET AL.
Advisory Action 09/211,526 co
Examiner Art Unit
David A Wiley 2158

—-The MAILING DATE of this communication appears on the cover sheet with the correspondence address --

THE REPLY FILED 25 March 2002 FAILS TO PLACE THIS APPLICATION IN CONDITION FOR ALLOWANCE.
Therefore, further action by the applicant is required to avoid abandonment of this application. A proper reply to a
final rejection under 37 CFR 1.113 may only be either: (1) a timely filed amendment which places the application in
condition for allowance; (2) a timely filed Notice of Appeal (with appeal fee); or (3) a timely filed Request for Continued
Examination (RCE) in compliance with 37 CFR 1.114.

PERIOD FOR REPLY [check either a) or b)]

a) D The period for reply expires months from the mailing date of the final rejection.

b) @ The period for reply expires on: (1) the mailing date of this Advisory Action, or (2) the date set forth in the final rejection, whichever is later. In
no event, however, will the statutory period for reply expire later than SIX MONTHS from the mailing date of the final rejection.
ONLY CHECK THIS BOX WHEN THE FIRST REPLY WAS FILED WITHIN TWO MONTHS OF THE FINAL REJECTION. See MPEP
706.07(f).

Extensions of time may be obtained under 37 CFR 1.136(a). The date on which the petition under 37 CFR 1.136(a) and the appropriate extension
fee have been filed is the date for purposes of determining the period of extension and the corresponding amount of the fee. The appropriate extension
fee under 37 CFR 1.17(a) is calculated from: (1) the expiration date of the shortened statutory period for reply originally set in the final Office action; or
(2) as set forth in (b) above, if checked. Any reply received by the Office later than three months after the mailing date of the final rejection, even if
timely filed, may reduce any earned patent term adjustment. See 37 CFR 1.704(b).

1.C] A Notice of Appeal was filed on . Appellant's Brief must be filed within the period set forth in
37 CFR 1.192(a), or any extension thereof (37 CFR 1.191(d)), to avoid dismissal of the appeal.

2. The proposed amendment(s) will not be entered because:

(a) ] they raise new issues that would require further consideration and/or search (see NOTE below);
(b) [ they raise the issue of new matter (see Note below);

(c) ] they are not deemed to place the application in better form for appeal by materially reducing or simplifying the
issues for appeal; and/or '

(d) ] they present additional claims without canceling a corresponding number of finally rejected claims.
NOTE: .
3.[]] Applicant's reply has overcome the following rejection(s):

4.[7] Newly proposed or amended claim(s) would be allowable if submitted in a separate, timely filed amendment
canceling the non-allowable claim(s).

5.4 The a)[] affidavit, b)[] exhibit, or ¢)IX] request for reconsideration has been considered but does NOT place the
application in condition for allowance because: See Continuation Sheet.

6.[] The affidavit or exhibit will NOT be considered because it is not directed SOLELY to issues which were newly
raised by the Examiner in the final rejection.

7..X For purposes of Appeal, the proposed amendment(s) a)[J will not be entered or b)[X] will be entered and an
explanation of how the new or amended claims would be rejected is provided below or appended.

The status of the claim(s) is (or will be) as follows:
Claim(s) allowed: ______

Claim(s) objected to:
Claim(s) rejected: 1-14,21 and 23-49.

Claim(s) withdrawn from consideration: ___

8.C] The proposed drawing correction filed on is a)[_] approved or b)] disapproved by the Examiner.
9.[] Note the attached Information Disclosure Statement(s)( PTO-1449) Paper No(s). .
10.[] Other: 5
DAVI LEY
PRIMARY EXAMINER

U.S. Patent and Trademark Office
PTO-303 (Rev. 04-01) Advisory Action Part of Paper No. 13
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Continuation of 5. does NOT place the application in condition for allowance because: The examiner disagrees with the applicants
arguments, the applicant fails to argue the primary reference Rose, and attacks the secondary reference Win. Win is only used to teach
the server login portion of the invention, while Rose is used to reject the majority of the claim.
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Inre: Cox et al. Group Art Unit: 2155
Serial No.: 09/211,528 Examiner: Backer, F.
Filed: December 14, 1998 ‘ Confirmation No.: 9791

For:  METHODS, SYSTEMS AND COMPUTER PROGRAM PRODUCTS FOR
CENTRALIZED MANAGEMENT OF APPLICATION PROGRAMS ON A

NETWORK
April 10, 2002
BOX AF RE CElvep
Commissioner for Patents ‘ o
Washington, DC 20231 APR 2 2 200

NOTICE OF APPEAL TO THE Teci7n9;0gy Cenfer;?m@
BOARD OF PATENT APPEALS AND INTERFERENCES
Sir:

Pursuant to 35 USC §134, 37 CFR 1.191, and MPEP §1205, the Applicants in the
above-identified patent application hereby appeal to the Board of Appeals from the final
Office Action dated February 22, 2002 and the Advisofy Action dated April 4, 2002 finally
rejecting Claims 1-14, 21, and 23-49.

X Enclosed is a check in the amount of $320.00 for the Appeal fee as provided
by 37 C.F.R. § 1.17(b). )

] Payment by credit card is requested. Form PTO-2038 is attached.

A petition for an extension of time under 37 CFR 1.136(a) and a check in the
amount of $ for the extension fee are enclosed.

]
[]  Also enclosed:
X

The Commissioner is authorized to charge any additional fees which may be
required, or credit any overpayment, to our Deposit Account No. 50-0220. A duplicate copy

of this sheet is enclosed.

04/19/2002 BABRAHAL 00000145 09211528
01 FC:119 320.00 op

Robert W. Glatz

Registration No. 36,811
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Box AF RECEIVED

Commissioner for Patents
Washington, DC 20231 MAY 2 1 2002
TRANSMITTAL OF APPEAL BRIEF N
(PATENT APPLICATION--37 C.F.R. §1.192)  1echnology Center 2100

1. Transmitted herewith, in triplicate, is the APPEAL BRIEF in this application, with
respect to the Notice of Appeal filed on April 10, 2002.

2. This application is filed on behalf of
] a small entity
A verified statement [_| is attached; [_] was already filed.

3. Pursuant to 37 C.F.R. § 1.17(c), the fee for filing.the Appeal Brief is:
[]  small entity $155.00
X]  other than small entity $310.00

K]  The Commissioner is hereby authorized to charge payment of the
Appeal Brief fee associated with this communication to IBM Deposit
Account No. 09-0461. '

Registration No. 36,811

Customer Number:

VRN

20792

PATENT TRADEMARK OFFICE

CERTIFICATE OF EXPRESS MAILING
Express Mail Label No.-.EV015809324US
Date of Deposit: May 16, 2002
I hereby certify that this correspondence is being deposited with the United States Postal Service “Express Mail Post
Office to Addressee” service under 37 CFR 1.10 on the date indicated above and is addressed to: BOX AF, Commissioner

fopPatents, Washington, D 0231.
3
Carey Gftgory




PATEN T

25 ADEM pS
IN TE UNITED STATES PATENT AND TRADEMARK OFFICE / %
Inre: Coxetal.. :
Serial No.: 09/211,528 Group Art Unit: 2158
Filed: December 14, 1998 Examiner: Wiley, D. } }%2/
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Date: May 16, 2002
BOX AF MAY 2 1 2002
Commissioner for Patents
Washington, DC 20231 Technology Center 2100

APPELLANTS' BRIEF ON APPEAL UNDER 37 C.F.R. §1.192

Sir:

This Appeal Brief is filed pursuant to the "Notice of Appeal to the Board of Patent
Appeals and Interferences" mailed 10 April 2002.

Real Party In Interest

The real party in interest is assignee International Business Machines Corporation,
Armonk, New York.

Related Appeals ’

Appellants are aware of no appeals or interferences which would be affected by the

present appeal.

Status of Claims

Appellants appeal the final rejection of Claims 1-14, 21 and 23-49, which, as of the
filing date of this brief, remain under consideration. These claims were finally rejected in the
Final Official Action of February 22, 2002 ("Final Action") and the Advisory Action of April
4, 2002 ("Advisory Action"). A copy of the claims as they stand on appeal is attached hereto
as Appendix A.

AR
Yanl baco
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Status of Amendments

The attached Appendix A presents Claims 1-14, 21 and 23-49 as they currently stand.

No amendments were submitted which were not entered.

Summary of the Invention

The claimed invention, as recited in Claims 1-14, 21 and 23-49, provides methods,

systems and computer program products for management of application programs on a

network including a server supporting client stations. The server provides applications on-
demand to a user logging in to a client supported by the server. Mobility and hardware
portability are provided by establishing a user desktop interface responsive to a login request
that presents to the user a desktop screen through a web browser interface. The desktop
accesses and downloads selected application programs from the server responsive to a request
from the user. For example, an icon associated with the application program, which is
displayed on the user desktop screen at the client, may be selected. An "instance of the
selected" application program is then provided from the server for execution at the client.
Thus, the application programs may be maintained at the server and provided to clients wheﬁ
needed for execution.

As defined in the specification of the present application:

the term ""application program" generally refers to the code associated with
the underlying program functions, for example, Lotus Notes or a terminal
emulator program. However, it is to be understood that the application program
will preferably be included as part of the application launcher which will further
include the code associated with managing usage of the application program on a
network according to the teachings of the present invention. Further it is to be
understood that, as used herein, the term "application launcher program" may
refer to the entire program provided by a software vendor or to merely a portion
thereof distributed to a client to perform particular operations. For example, the
application launcher program distributed to initially populate the user
desktop preferably does not include the code associated with the underlying
application program and obtaining preferences which may only be distributed to
the client later when execution of the application program is requested. The
application launcher program distributed to populate the user desktop may only
include a URL and an associated ICON and, possibly, code to allow obtaining of
user identification and password information. Memory usage on the client
stations may thereby be limited.
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(Specification, pp. 22-23)(emphasis added). In other words, the "application program" is
an application level software program, such as Lotus Notes, while the "application
launcher program" is provided to "initially populate the user desktop" and need not
include the application program code. The application launcher program interacts with
the desktop, such as a user browser interface, while an instance of the application
program is requested through the desktop but executes locally at the client as a separate
application from the browser interface. For example, Lotus Notes would not execute
within the browser window.

The present invention may, therefore, be used so that a variety of application
programs can be maintained at the server, and an instance of a selected one of the application
programs may be provided as needed to a user logged onto a client device. The provided
instance of the application may then be executed at the client device to process the request of
the user. Thus, individual application programs are provided to the user as needed (on-
demand) where they are executed at a client device rather than having the application
program executed at the server responsive to a request from a user. Furthermore, a
customized user interface desktop is provided at the client device, which displays the

applications the user is authorized to access.

Issues
1. Are Claims 1-14, 21 and 23-49 properly rejected under 35 U.S.C. § 103(a) as
being unpatentable over Rose (U.S. Patent No. 5,708,709) in view of Win et al. (U.S. Patent
No. 6,182,142)?

Grouping of Claims

For appeal, the claims may be grouped together as follows:

Group I: Claims 1-14, 21 and 23-49

Claims of Group I do not all stand or fall together as Appellants submit that
dependent Claims 3, 10-11, 25, 32-33, 38 and 45-46, which stand or fall together, are
separately patentable and dependent Claims 4-5, 26-27 and 39-40, which stand or fall

together, are separately patentable.
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Argument
I. Introduction

To establish a prima facie case of obviousness, the prior art reference or references
when combined must teach or suggest all the recitations of the claim, and there must be some
suggestion or motivation, either in the references themselves or in the knowledge generally
available to one of ordinary skill in the art, to modify the reference or to combine reference
teachings. M.P.E.P. § 2143. The mere fact that references can be combined or modified does
not render the resultant combination obvious unless the prior art also suggests the desirability
of the combination. M.P.E.P. § 2143.01, citing In re Mills, 916 F.2d 680, 16 U.S.P.Q.2d
1430 (Fed. Cir. 1990). As stated by the Court of Appeals for the Federal Circuit, to support
combining references, evidence of a suggestion, teaching, or motivation to combine must be

clear and particular, and this requirement for clear and particular evidence is not met by broad

and conclusory statements about the teachings of references. In re Dembiczak, 50
U.S.P.Q.2d 1614, 1617 (Fed. Cir. 1999). The Court of Appeals for the Federal Circuit has
also stated that, to support combining or modifying references, there must be particular
evidence from the prior art as to the reason the skilled artisan, with no knowledge of the
claimed invention, would have selected these components for combination in the manner
claimed. In re Kotzab, 55, U.S.P.Q.2d 1313, 1317 (Fed. Cir. 2000). Furthermore, when
relying on general knowledge to negate patentability, aﬁd Examiner must articulate and place
this knowledge on the record. See In re Sang Su Lee, 277 F.3d 1338,1345, 61 U.S.P.Q.2d
1430, 1435 (Fed. Cir. 2002).

IL. The Group I Claims Are Patentable Over Rose and Win

The Group I claims stand rejected as obvious in light of Rose and Win. Appellants
respectfully submit that the Group I claims are patentable for at least the reasons set forth
below. |

Claim 1 of the present application recites:

1. A method for management of application programs on a network
including a server and a client comprising the steps of:

installing a plurality of application programs at the server;

receiving at the server a login request from a user at the client;
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establishing a user desktop interface at the client associated with the user
responsive to the login request from the user, the desktop interface including a
plurality of display regions associated with a set of the plurality of application
programs installed at the server for which the user is authorized;
receiving at the server a selection of one of the plurality of application
programs from the user desktop interface; and
providing an instance of the selected one of the plurality of application
programs to the client for execution responsive to the selection.
(Emphasis added). Similar recitations are also found in independent Claims 21 and 23,
which are corresponding system and computer program product claims, respectively.
The rejection asserts that Rose teaches all of the recitations of Claims 1-14, 21 and
23-49 except that Rose fails to teach "the inventive concept of receiving at the server a login
request from the user at the client.” (Final Action, p.3). Win is relied on to provide the
missing teaching of the "inventive concept of receiving at the server a login request from the
user at the client.” (Final Action, p.3).
Respectfully, the Examiner has failed to meet the requirements for a showing of
obviousness under § 103. As discussed in more detail below, the cited combination of

references fails to teach all of the recitations of the claims. In particular, Rose does not teach

or suggest a "user desktop associated with the user." Furthermore, Win does not teach or

suggest such a user desktop include "a plurality of display regions associated with a set of the

plurality of application programs installed at the server for which the user is authorized."

The rejections should also be withdrawn as the Rose and Win references cannot properly be
combined in the manner relied on in the rejections to arrive at the present invention in light of
the different probiems addressed by these references and the lack of motivation for the
combination.

A. Rose Does Not Teach or Suggest a User Desktop Associated With the User

Rose is directed to managed distribution of licensed application programs stored on a

server where the server "maintains control over the program even after the program has been
distributed to a client computer." (Rose, Abstract). As described in Rose, for example, with
reference to Figure 2, trial versions of application programs may be selected for downloading
from the server to a client through a browser interface. (Rose, Col. 4, lines 10-17). In other

words, Figure 2 illustrates a display screen at the client showing application programs
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available for downloading from the server. A selected trial version is then prepared, for
downloading to tﬁe client, which includes encryption and header information used for license
and usage control after delivery to the client. (Rose, Col. 5; lines 19-52).

The rejections of Claim 1 primarily rely on Figure 7 and the associated description in
Rose as teaching the present invention. However, as is clearly stated in Rose, Figure 7
displays application programs "downloaded to and stored on client computer 102." (Rose,
Col. 6, lines 41-42). A selection of a program from the display of Figure 7 of Rose is a
selection of a locally stored program for execution as contrasted with the selection of an
application program for downloading from a server as illustrated in Figure 2 of Rose. Thus, a
selection of an application program through Figure 7 of Rose does not result in the server
"providing an instance of the selected one of the plurality of application programs to the
client for execution" as recjted in Claim 1. Furthermore, I;either of the displays of Figures 2
or 7 of Rose is "associated with the user responsive to the login request from the user."
While the display of Figure 2 of Rose is established at the client by the server responsive to a
browser request from the client, it is simply a download options window not specific to a
particular user. The download options window is also not established responsive to a login
request as acknowledged by the Final Action. The display of Figure 7 of Rose is directed to
local (client) resident application programs and a selection from the display of Figure 7 does
not initiate "providing an instance of the selected one of the plurality of application programs
to the client for execution” as the application programs are client resident at the time of the
request. Thus, the rejection of the Group I claims should be reversed for at least these
reasons.

B. The Resources Managed by Win Are Not Application Programs

The deficiencies of Rose are not overcome by Win. Win relates to "controlling access
to information resources," not client-server environment on-demand application program
management. (See Win, Abstract). The managed resources are defined in Win as follows:

A Resource is a source of information, identified by a Uniform Resource Locator
(URL) and published by a Web server either in a static file formatted using
Hypertext Markup Language (HML) or in a dynamically generated page created by a
CGI-based program. Examples of resources include a Web page, a complete Web
site, a Web-enabled database, and an applet.
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(Win, Col. 5, lines 21-27)(emphasis added). Thus, the "resources" managed by Win are not
"application programs" as that term is defined in the present application in the excerpt
reproduced above. Similarly, no user desktop interface that includes "a plurality of display
regions associated with a set of the plurality of application programs" is taught or suggested
by Win. It foillows that no selection received at the server of such an application program and
no "providing an instance of the selected" application program "to the client for execution” is
taught or suggested by Win. Instead, the only resource selected and provided in Win is a
display for the user, such as a static HTML file or a "dynamically generated page created by a
CGI-based program" of the server. (Win, Col. 5, lines 21-27). Therefore the rejections of the

Group I claims should be reversed for at least these reasons.

C. Examiner's Basis For Rejection Appears to Rely on an Unsupportable

Interpretation of Win

The Examiner asserts in the Final Action that Win discloses that the "user is
presented with a customized display showing only those resources (application program)
that the user may access." (Final Action, p. 7)(emphasis in original). The Final Action
further states that the Examiner disagrees with Applicants that the "Winn inventive concept is
not application program as disclose [sic] in their inventive concept." (Final Action, p. 7).

The Examiner does not dispute that a "Resource," as defined in the excerpt from Win
reproduced above, does not include an "application program." Instead, the Examiner asserts
that resources "in the art of computer can be broadly defined to include application program."
(Final Action, p. 7). Regardless of whether this statement by the Examiner is accurate, that is
simply not how resources are defined in Win. One of skill in the art, regardless of whether
they considered application programs a "resource” in the art of computers, would not
understand Win as disclosing or suggesting methods for managing application programs in a ‘
client-server environment. Thus, the Examiner's interpretation of Win is unsupportable as it
is directly contrary to statements made in Win itself. Furthermore, the Examiner's reliance on
general knowledge to negate patentability without properly articulating and placing this
knowledge on the record is not supportable. See In re Sang Su Lee, 277 F.3d 1338,1345, 61
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U.S.P.Q.2d 1430, 1435 (Fed. Cir. 2002). Accordingly, the rejections of the Group I claims
should be reversed for at least these reasons.
D. Rose and Win References Canneot Properly be Combined

There is also no basis for combining the methods and system for controlled
downloading of trial versions of programs described in Rose with the resource access
management teachings of Win. This is particularly true as Rose and Win are directed to
distinct problems from the client-server application management environment of the present
invention. For example, while Rose does relate to application program distribution from a
server, such operations are for providing trial versions to be repeatedly executed at a client.

In fact, the encryption and application builder aspects advanced as the invention in
Rose are not even relevant to the environment of the present invention, where instances of the
application programs are provided from a server "on-demand" each time execution is
requested by a user. Rose is, instead, merely a distribution approach for client resident
programs and one of skill in the art would not look to a reference directed to the problems of
such an environment for direction in the distinct art of éewer based "on-demand" application
programs. Win does not even relate to distribution of application programs but merely to
control of access to server based resources. Thus, there-is no basis to combine Win and Rose
to arrive at the present invention. Accordingly, the rejections of the Group I claims should be
reversed for at least these additional reasons.

E. Various of the Dependent Claims of Group I Are Separately Patentable

All of Group I claims are allowable for at least the reasons discussed above.
Furthermore, various of these claims are separately patentable. In particular, with reference
to Claims 3, 10-11, 25, 32-33, 38 and 45-46, Rose does not teach distributing "application
launcher programs associated with each of the set of the plurality of application programs."

Claims 4-6 depend from Claim 3 and are likewise allowable for the reasons Claim 3 s
allowable as are the corresponding system and computer program product claims. In
addition, with reference to Claims 4-5, 26-27 and 39-40, Rose does not teach "configurable
user preference information." Accordingly, these claims are also separately patentable for at

least these additional reasons.
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Appellantg further note that, despite specific requests from Appellants, the Examiner
failed to provide an explanation of how the cited portions of Rose, relied on in the Final
Action, support the rejections of Claims 3, 10-11, 25, 32-33, 38 and 45-46 or the rejections of
Claims 4-5, 26-27 and 39-40. Appellants fail to understand how the Examiner was able to
reach the conclusions relied on in the Final Action based on these excerpts.
III.  Conclusion

In light of the above discussion, Appellants submit that the cited reference
combination does not disclose or suggest all of the recitations of the claims that are at issue
on this appeal. Appellants further submit that the cited references may not be properly
combined to result in the recitations of the claims on appeal. Accordingly, Appellants submit
that the cited references do not render any of the pending claims obvious and, therefore,

request reversal of the pending rejections and allowance of all the claims.

Respectfully submjtted,
e

Robert W. blatz
Reglstratlon No. 36, 811]
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APPENDIX A

1. A method for management of application programs on a network including a
server and a client comprising the steps of:

installing a plurality of application programs at the server;

receiving at the server a login request from a user at the client;

establishing a user desktop interface at the client associated with the user responsive
to the login request from the user, the desktop interface including a plurality of display
regions associated with a set of the plurality of application programs installed at the server for
which the user is authorized;

receiving at the server a selection of one of the plurality of application programs from
the user desktop interface; and

providing an instance of the selected one of the plurality of application programs to

the client for execution responsive to the selection.

2. A method according to Claim 1 further comprising the steps of:

maintaining application management information for the plurality of applications at
the server; and

wherein the establishing step includes the step of including a plurality of display
regions associated with a set of the plurality of application programs for which the user is

authorized responsive to the application management information.

3. A method according to Claim 2 wherein the establishing a user desktop step
includes the step of:

distributing application launcher programs associated with each of the set of the
plurality of application programs for which the user is authorized to the client; and

wherein the receiving a selection step includes the step of receiving the selection from
a one of the application launcher programs which is associated with the selected one of the

plurality of application programs.
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4. A method according to Claim 3 whérein the maintaining step includes the step
of maintaining configurable user preference information for the plurality of application
programs at the server and wherein the providing an instance step includes the step of
providing a set of the configurable user preference information associated with the user and

the selected one of the plurality of application programs to the client.

5. A method according to Claim 4 wherein the set of the configurable user
preference information includes user preferences configurable by the user and user
preferences not configurable by the user which are configurable by an administrator and
further comprising the step of updating the user preferences configurable by the user
responsive to updates from the user and updating the user preferences not configurable by the

user responsive to updates from the administrator.

6. A method according to Claim 3 wherein the application launcher programs are
JAVA™ applets and the user desktop interface is a JAVA™ applet executed by a web

browser.

7. A method according to Claim 1 wherein the establishing a user desktop step
includes the steps of:

configuring the user desktop interface responsive to an identifier of the user
associated with the login request so as to provide associated information for the user desktop
interface; and

providing the user desktop interface and the associated information for the user

desktop interface to the client for display.

8. A method according to Claim 7 wherein the configuring the user desktop step
includes the step of configuring the user desktop interface not to include display regions
associated with any of the plurality of application programs installed at the server for which

the user is not authorized.
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9. A method according to Claim 1 wherein the receiving a selection step is
followed by the step of determining a license availability for the selected one of the plurality
of application programs for the user and wherein the providing step includes the step of
providing an unavailability indication to the client responsive to the selection if the license

availability indicates that a license is not available for the user.

10. A method according to Claim 9 wherein the establishing a user desktop step
includes the step of distributing application launcher programs associated with each of the set
of the plurality of application programs for which the user is authorized to the client and
wherein the receiving a selection step includes the step of receiving the selection from a one
of the application launcher programs which is associated with the selected one of the plurality
of application programs and wherein the step of determining a license availability includes
the step carried out by the one of the application launcher programs associated with the _
selected one of the plurality of application programs of obtaining the license availability from

a license management server.

11. A method according to Claim 10 wherein the license management server is the

SCIver.

12. A method according to Claim 1 wherein the plurality of application programs

are installed on a network drive accessible to the server.

13. A method according to Claim 1 further comprising the step of receiving at the
server event logging information from the instance of the selected one of the plurality of

application programs.

14. A method according to Claim 13 further comprising the step of providing the
received event logging information to a network management server associated with the

SErver.
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21.  An application program management system for managing application
programs on a network including a server and a client comprising:

means for installing a plurality of application programs at the server;

means for receiving at the server a login request from a user at the client;

means for establishing a user desktop interface at the client associated with the user
responsive to the login request from the user, the desktop interface including a plurality of
display regions associated with a set of the plurality of application programs installed at the
server for which the user is authorized;

means for receiving at the server a selection of one of the plurality of application
programs from the user desktop interface; and

means for providing an instance of the selected one of the plurality of application
programs to the client for execution responsive to the selection.

23. A computer program product for managing application programs on a network
including a server and a client, the computer program product comprising:

a computer-readable storage medium having computer-readable program code means
embodied in said medium, said computer-readable program code means comprising:

computer readable program code means for installing a plurality of application
programs at the server;

computer readable program code means for receiving at the server a login request
from a user at the client;

computer readable program code means for establishing a user desktop interface at the
client associated with the user responsive to the login request from the user, the desktop
interface including a plurality of display regions associated with a set of the plurality of
application programs installed at the server for which the user is authorized;

computer readable program code means for receiving at the server a selection of one
of the plurality of application programs from the user desktop interface; and

computer readable program code means for providing an instance of the selected one

of the plurality of application programs to the client for execution responsive to the selection.

24. A system according to Claim 21 further comprising:
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means for maintaining application management information for the plurality of
applications at the server; and

wherein the means for establishing a user desktop includes means for including a
plurality of display regions associated with a set of the plurélity of application programs for

which the user is authorized responsive to the application management information.

25. A system according to Claim 24 wherein the means for establishing a user
desktop includes:

means for distributing application launcher programs associated with each of the set
of the plurality of application programs for which the user is authorized to the client; and

wherein the means for receiving a selection includes means for receiving the selection
from a one of the application launcher programs which is associated with the selected one of

the plurality of application programs.

26. A system according to Claim 25 wherein the means for maintaining includes
means for maintaining configurable user preference information for the plurality of
application programs at the server and wherein the means for providing an instance includes
means for providing a set of the configurable user preference information associated with the

user and the selected one of the plurality of application programs to the client.

27. A system according to Claim 26 wherein the set of the configurable user
preference information includes user preferences configurable by the user and user
preferences not configurable by the user which are configurable by an administrator and
further comprising means for updating the user preferences configurable by the user
responsive to updates from the user and updating the user preferences not configurable by the.

user responsive to updates from the administrator.

28. A system according to Claim 25 wherein the application launcher programs
are JAVA™ applets and the user desktop interface is a JAVA™ applet executed by a web

browser.
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29. A system according to Claim 21 wherein the means for establishing a user
desktop includes;

means for configuring the user desktop interface responsive to an identifier of the user
associated with the login request so as to provide associated information for the user desktop
interface; and

means for providing the user desktop interface and the associated information for the

user desktop interface to the client for display.

30. A system according to Claim 29 wherein the means for configuring the user
desktop includes means for configuring the user desktop interface not to include display
regions associated with any of the plurality of application programs installed at the server for

which the user is not authorized.

31. A system according to Claim 21 further comprising means for determining a
license availability for the selected one of the plurality of application programs for the user
and wherein the means for providing includes means for providing an unavailability
indication to the client responsive to the selection if the license availability indicates that a

license is not available for the user.

32. A system according to Claim 31 wherein the means for establishing a user
desktop includes means for distributing application launcher programs associated with each
of the set of the plurality of application programs for which the user is authorized to the client
and wherein the means for receiving a selection includes means for receiving the selection
from a one of the application launcher programs which is associated with the selected one of
the plurality of application programs and wherein the means for determining a license
availability includes means, associated with one of the application launcher programs
associated with the selected one of the plurality of application programs, for obtaining the

license availability from a license management server.
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33. A system according to Claim 32 wherein the license management server is the

SErver.

34, A system according to Claim 21 wherein the plurality of application programs

are installed on a network drive accessible to the server.

35. A system according to Claim 21 further comprising means for receiving at the
server event logging information from the instance of the selected one of the plurality of

application programs.

36. A system according to Claim 35 further comprising means for providing the
received event logging information to a network management server associated with the

SErver.

37. A computer program product according to Claim 23 further comprising:

computer readable program code means for maintaining application management
information for the plurality of applications at the server; and

wherein the computer readable program code means for establishing a user desktop
includes computer readable program code means for including a plurality of display regions
associated with a set of the plurality of application programs for which the user is authorized

responsive to the application management information.

38. A computer program product according to Claim 37 wherein the computer
readable program code means for establishing a user desktop includes:

computer readable program code means for distributing application launcher
programs associated with each of the set of the plurality of application programs for which
the user is authorized to the client; and

wherein the computer readable program code means for receiving a selection includes

computer readable program code means for receiving the selection from a one of the
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application launcher programs which is associated with the selected one of the plurality of

application programs.

39. A computer program product according to Claim 38 wherein the computer
readable program code means for maintaining includes computer readable program code
means for maintaining configurable user preference information for the plurality of
application programs at the server and wherein the computer readable program code means
for providing an instance includes computer readable program code means for providing a set
of the configurable user preference information associated with the user and the selected one

of the plurality of application programs to the client.

40. A computer program product according to Claim 39 wherein the set of the
configurable user preference information includes user preferences configurable by the user
and user preferences not configurable by the user which are configurable by an administrator
and further comprising computer readable program code means for updating the user
preferences configurable by the user responsive to updates from the user and updating the

user preferences not configurable by the user responsive to updates from the administrator.

41. A computer program product according to Claim 38 wherein the application
launcher programs are JAVA™ applets and the user desktop interface is a JAVA™ applet

executed by a web browser.

42. A computer program product according to Claim 23 wherein the computer
readable program code means for establishing a user desktop includes;

computer readable program code means for configuring the user desktop interface
responsive to an identifier of the user associated with the login request so as to provide
associated information for the user desktop interface; and

computer readable program code means for providing the user desktop interface and

the associated information for the user desktop interface to the client for display.
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43. A computer program product according to Claim 42 wherein the computer
readable program code means for configuring the user desktop includes computer readable
program code means for configuring the user desktop interface not to include display regions
associated with any of the plurality of application programs installed at the server for which

the user is not authorized.

44. A computer program product according to Claim 23 further comprising
computer readable program code means for determining a license availability for the selected
one of the plurality of application programs for the user and wherein the computer readable
program code means for providing includes computer readable program code means for
providing an unavailability indication to the client responsive to the selection if the license

availability indicates that a license is not available for the user.

45. A computer program product according to Claim 44 wherein the computer
readable program code means for establishing a user desktop includes computer readable
program code means for distributing application launcher programs associated with each of
the set of the plurality of application programs for which the user is authorized to the client
and wherein the computer readable program code means for receiving a selection includes
computer readable program code means for receiving the selection from a one of the
application launcher programs which is associated with the selected one of the plurality of
application programs and wherein the computer readable program code means for
determining a license availability includes computer readable program code means,
associated with one of the application launcher programs associated with the selected one of
the plurality of application programs, for obtaining the license availability from a license

management server.

46. A computer program product according to Claim 45 wherein the license

management server is the server.
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47. A computer program product according to Claim 23 wherein the plurality of

application programs are installed on a network drive accessible to the server.

48. A computer program product according to Claim 23 further comprising
computer readable program code means for receiving at the server event logging information

from the instance of the selected one of the plurality of application programs.

49. A computer program product according to Claim 48 further comprising

computer readable program code means for providing the received event logging information

to a network management server associated with the server.
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APPELLANTS' BRIEF ON APPEAL UNDER 37 C.F.R. §1.192
Sir:

This Appeal Brief is filed pursuant to the "Notice of Appeal to the Board of Patent
Appeals and Interferences" mailed 10 April 2002.

Real Party In Interest

The real party in interest is assignee International Business Machines Corporation,
Armonk, New York.

Related Appeals
Appellants are aware of no appeals or interferences which would be affected by the

present appeal.

Status of Claims
Appellants appeal the final rejection of Claims 1-14, 21 and 23-49, which, as of the

filing date of this brief, remain under consideration. These claims were finally rejected in the
Final Official Action of February 22, 2002 ("Final Action") and the Advisory Action of April
4, 2002 ("Advisory Action"). A copy of the claims as they stand on appeal is attached hereto ‘

as Appendix A.
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Status of Amendments

The attached Appendix A presenfs Claims 1-14, 21 and 23-49 as they currently stand.

No amendments were submitted which were not entered.

]

Summary of the Invention
The claimed invention, as recited in Claims 1-14, 21 and 23-49, provides methods,

systems and computer program products for management of application programs on a

network including a server supporting client stations. The server provides applications on-
demand to a user logging in to a client supported by the server. Mobility and hardware
portability are provided by establishing a user desktop interface responsive to a login request
that presents to the user a desktop screen through a web browser interface. The desktop
accesses and downloads selected application programs from the server responsive to a request
from the user. For éxample, an icon associated with the application program, which is
displayed on the user desktop screen at the client, may be selected. An "instance of the
selected" application program is then provided from the server for execution at the client.
Thus, the application programs may be maintained at the server and provided to clients when
needed for execution. ‘ .

As defined in the specification of the present application:

the term "application program'' generally refers to the code associated with
the underlying program functions, for example, Lotus Notes or a terminal
emulator program. However, it is to be understood that the application program
will preferably be included as part of the application launcher which will further
include the code associated with managing usage of the application program on a
network according to the teachings of the present invention. Further it is to be
understood that, as used herein, the term "application launcher program" may
refer to the entire program provided by a software vendor or to merely a portion
thereof distributed to a client to perform particular operations. For example, the
application launcher program distributed to initially populate the user
desktop preferably does not include the code associated with the underlying
application program and obtaining preferences which may only be distributed to
the client later when execution of the application program is requested. The
application launcher program distributed to populate the user desktop may only
include a URL and an associated ICON and, possibly, code to allow obtaining of
user identification and password information. Memory usage on the client
stations may thereby be limited.
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(Speciﬁcation,,fpp. 22-23)(emphasis added). In other words, the "application program" is
an application 1&‘2:1 software program, such as Lotus Notes, while the "application
launcher program" is provided to "initially populate the user desktop” and need not
include the application program code. The application launcher program interacts with
the desktop, such as a user browser interface, while an instance of the application
program is requested through the desktop but executes locally at the client as a separate
application from the browser interface. For example, Lotus Notes would not execute
within the browser window. |

The present invention may, therefore, be used so that a variety of application . »
programs can be maintained at the server, and an ihstance of a selected one of the application
programs may be provided as needed to a user logged onto a client device. The provided
instance of the application may then be executed at the client device to process the request of
the user. Thus, individual application programs are provided to the user as needed (on-
demand) where they are executed at a client device rather than having the application
program executed at the server responsive to a request from a user. Furthermore, a
customized user interface desktop is provided at the client device, which displays the

applications the user is authorized to access.

Issues
1. Are Claims 1-14, 21 and 23-49 properly fejécted under 35 U.S.C. § 103(a).as
being unpatentable over Rose (U.S. Patent No. 5,708,709) in view of Win et al. (U.S. Patent
No. 6,182,142)?

Grouping of Claims

For appeal, the claims may be grouped together as follows:

Group I: Claims 1-14, 21 and 23-49 |

Claims of Group I do not all stand or fall together as Appellants submit that
dependent Claims 3, 10-11, 25, 32-33, 38 and 45-46, which stand or fall together, are
separately patentable and dependent Claims 4-5, 26-27 and 39-40, which stand or fall

together, are separately patentable.
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I Introduction

To establish a prima facie case of obviousness, the prior art reference or references
when combined must teach or suggest all the recitations of the claim, and there must be some
suggestion or motivation, either in the references themselves or in the knowledge generally
available to one of ordinary skill in the art, to modify the reference or to combine reference
teachings. M.P.E.P. § 2143. The mere fact that references can be combined or modified does
not render the resultant combination obvious unless the prior art also suggests the desirability
of the combination. M.P.E.P. § 2143.01, citing In re Mills, 916 F.2d 680, 16 U.S.P.Q.2d
1430 (Fed. Cir. 1990). As stated by the Court of Appeals for the Federal Circuit, to support
combining references, evidence of a suggestion, teaching, or motivation to combine must be

clear and particular, and this requirement for clear and particular evidence is not met by broad

and conclusory statements about the teachings of references. In re Dembiczak, 50

U.S.P.Q.2d 1614, 1617 (Fed. Cir. 1999). The Court of Appeals for the Federal Circuit has
 also stated that, to support combining or modifying references, there must be particular
evidence from the prior art as to the reason the skilled artisan, with no knowledge of the
claimed invention, would have selected these components for combination in the manner
claimed. In re Kotzab, 55, U.S.P.Q.2d 1313, 1317 (Fec:i. Cir. 2000). Furthermore, when
relying on general knowledge to negate patentability, and Examiner must articulate and place
this knowledge on the record. See In re Sang Su Lee, 277 F.3d 1338,1345, 61 U.S.P.Q.2d
1430, 1435 (Fed. Cir. 2002). |
I1. The Group I Claims Are Patentable Over Rose and Win

The Group I claims stand rejected as obvious in light of Rose and Win. Appellants
respectfully submit that the Group I claims are patentable for at least the reasons set forth
below. |

Claim 1 of the present application recites:

1. A method for management of application programs on a network
including a server and a client comprising the steps of:

installing a plurality of application programs at the server;

receiving at the server a login request from a user at the client;
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establishing a user desktop interface at the client associated with the user
responsive to the login request from the user, the desktop interface including a
plurality of display regions associated with a set of the plurality of application
programs installed at the server for which the user is authorized;
receiving at the server a selection of one of the plurality of application
programs from the user desktop interface; and
providing an instance of the selected one of the plurality of application
programs to the client for execution responsive to the selection.
(Emphasis added). Similar recitations are also found in independent Claims 21 and 23, |
\
which are corresponding system and computer program product claims, respectively. ‘
The rejection asserts that Rose tea‘cl}es all of the recitations of Claims 1-14, 21 and |
23-49 except that Rose fails to teach "the inventive concept of receiving at the server a login
request from the user at the client." (Final Action, p.3). Win is relied on to provide the
missing teaching of the "inventive concept of receiving at the server a login request from the
user at the client." (Final Action, p.3).
Respectfully, the Examiner has failed to meet the requirements for a showing of
obviousness under § 103. As discussed in more detail below, the cited combination of
references fails to teach all of the recitations of the claims. In particular, Rose does not teach

or suggest a "user desktop associated with the user." Furthermore, Win does not teach or

suggest such a user desktop include "a plurality of display regions associated with a set of the

plurality of application programs installed at the server for which the user is authorized."

The rejections should'als_o be Withdrawn as the Rose and Win references cannot properly be
combined in the manner relied on in the rejections to arrive at the present invention in light of
the different problems addressed by these references and the lack of motivation for the
combination.

A. Rose Does Not Teach or Suggest a User Desktop Associated With the User

Rose is directed to managed distribution of licensed application programs stored on a

server where the server "maintains control over the program even after the program has been
distributed to a client computer." (Rose, Abstract). As described in Rose, for example, with
reference to Figure 2, trial versions of application programs may be selected for downloading

from the server to a client through a browser interface. (Rose, Col. 4, lines 10-17). In other

words, Figure 2 illustrates a display screen at the client showing application programs
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available for déiyploading from the server. A selected trial version is then prepared, for
downloading to the client, which includes encryption and header information used for license
and usage con%l after delivery to the client. (Rose, Col. 5, lines 19-52).

The rejections of Claim 1 primarily rely on Figure 7 and the associated description in
Rose as teaching the present invention. However, as is clearly stated in Rose, Figure 7
displays application programs "downloaded to and stored on client computer 102." (Rose,
Col. 6, lines 41-42). A selection of a program from the display of Figure 7 of Rose is a
selection of a locally stored program for execution as contrasted with the selection of an
application program for downloading‘frbm a server as illustrated in Figure 2 of Rose. Thus, a.
selection of an application program through Figure 7 of Rose does not result in the server
"providing an instance of the selected one of the plurality of application programs to the
client for execution" as recited in Claim 1. Furthermore, neither of the displays of Figures 2
or 7 of Rose is "associated with the user responsive to the login request from the user."
~ While the display of Figure 2 of Rose is established at the client by the server responsive to a
browser request from the client, it is simply a download options window not specific to a
particular user. The download options window is also not established responsive to a login
request as acknowledged by the Final Action. The display of Figure 7 of Rose is directed to
local (client) resident application programs and a selectgon from the display of Figure 7 does
not initiate "providing an instance of the selected one of the plurality of application programs
to the client for execution" as the application programs are client resident at the time of the
request. Thus, the rejection of the Group I claims should be teversed for at least these
reasons.

B. The Resources Managed by Win Are Not Application Programs

The deficiencies of Rose are not overcome by Win. Win relates to "controlling access
to information resources," not client-server environment on-demand application program

management. (See Win, Abstract). The managed resources are defined in Win as follows:

A Resource is a source of information, identified by a Uniform Resource Locator

(URL) and published by a Web server either in a static file formatted using

Hypertext Markup Language (HML) or in a dynamically generated page created by a
CGl-based program. Examples of resources include a Web page, a complete Web
site, a Web-enabled database, and an applet.
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(Win, Col. 5, linés 21-27)(emphasis added). Thus, the "resources" managed by Win are not
"application pro rams" as that term is defined in the present application in the excerpt
reproduced ab"/o)ve. Similarly, no user desktop interface fhat includes "a plurality of display
regions associated with a set of the plurality of application programs" is taught or suggested
by Win. It follows that no selection received at the server of such an application program and
no "providing an instance of the selected" application program "to the client for execution" is
taught or suggested by Win. Instead, the only resource selected and provided in Win is a
display for the user, such as a static HTML file or a "dynamically generated page created by a
CGI-based progrém" of the server. (Win, Col. 5, lines 21-27). Therefore the rejections of the

Group I claims should be reversed for at least these reasons.

C. Examiner's Basis For Rejection Appears to Rely on an Unsupportable

Interpretation of Win )

The Examiner asserts in the Final Action that Win discloses that the "user is
presented with a customized display showing only those resources (application program)
that the user may access." (Final Action, p. 7)(emphasis in original). The Final Action
further states that the Examiner disagrees with Applicants that the "Winn inventive concept is
not application program as disclose [sic] in their inventive concept." (Final Action, p. 7).

The Examiner does not dispute that a "Resource," as defined in the excerpt from Win
reproduced above, does not include an "application program.” Instead, the Examiner asserts
that resources "in the art of computer can be broadly defined to include application program.”
(Final Action, p. 7). Regardless of whether this statement by the Examiner is accurate, that is
simply not how resources are defined in Win. One of skill in the art, regardless of whether
they considered application programs a "resource” in the art of computers, would not
understand Win as disclosing or suggesting methods for managing application programs in a
client-server environment. Thus, the Examiner's interpretation of Win is unsupportable as it |
is directly contrary to statements made in Win itself. Furthermore, the Examiner's reliance on
general knowledge to negate patentability without properly articulating and placing this
knowledge on the record is not supportable. See In re Sang Su Lee, 277 F.3d 1338,1345, 61
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U.S.P.Q.2d 14130"‘; 1435 (Fed. Cir. 2002). Accordingly, the rejections of the Group I claims
should be reve;jed for at ]east these reasons.
D. Rose and Win References Cannot Properly be Combined
There is also no basis for combining the methods and system for controlled
downloading of trial versiQns of programs described in Rose with the resource access -
management teachings of Win. This is particularly true as Rose and Win are directed to
distinct problems from the client-server application management environment of the present
invention. For example, while Rose does relate to application program distribution from a
server, such operations are for providing trial versions to be repeatedly executed at a client.
In fact, the encryption and application builder aspects advanced as the invention in
Rose are not even relevant to the environment of the present invention, where instances of the
application programs are provided from a server "on-demand" each time execution is
requested by a user. Rose is, instead, merely a distribution approach for client resident
programs and one of skill in the art would not look to a reference directed to the problems of
such an environment for direction in the distinct art of server based "on-demand" application
programs. Win does not even relate to distribution of application programs but merely to
control of access to server based resources. Thus, there is no basis to combine Win and Rose
to arrive at the present invention. Accordingly, the rejections of the Group I claims should be
reversed for at least these additional reasons.
E. Various of the Dependent Claims of Group I Are Separately Patentable
All of Group I claims are allowable for at least the reasons discussed above.
Furthermore, various of these claims are separately patentable. In particular, with reference
to Claims 3, 10-11, 25, 32-33, 38 and 45-46, Rose does not teach distributing "application
launcher programs associated with each of the set of the plurality of application programs."
Claims 4-6 depend from Claim 3 and are likewise allowable for the reasons Claim 3 is
allowable as are the corresponding system and computer program product claims. In |
addition, with reference to Claims 4-5, 26-27 and 39-40, Rose does not teach "configurable
user preference information." Accordingly, these claims are also separately patentable for at

least these additional reasons.
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Appella.xit; further note that, despite specific requests from Appellants, the Examiner
failed to provigé an explanation of how the cited portions of Rose, relied on in the Final
Action, support the rejections of Claims 3, 10-11, 25, 32-33, 38 and 45-46 or the rejections of
Claims 4-5, 26-27 and 39-40. Appellants fail to understand how the Examiner was able to
reach the conclusions relied on in the Final Action based on these excerpts.

III.  Conclusion

In light of the above discussion, Appellants submit that the cited reference
combination does not disclose or suggest all of the recitations of the claims that are at issue
on this appeal. Appellants further submit that the cited references may not be properly
combined to result in the recitations of the claims on appeal. Accordingly, Appellants submit
that the cited references do not render any of the pending claims obvious and, therefore,

request reversal of the pending rejections and allowance of all the claims.

Resp&ctfully submitted,

Robert W. Glatz
Registration No. 36,81

Custdmer Number:
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APPENDIX A
1. /A method for management of application programs on a network including a

server and a client comprising the steps of:

installing a plurality of application programs at the server;

receiving at the server a login request from a user at the client;

establishing a user desktop interface at the client associated with the user responsive
to the login request from the user, the desktop interface including a plurality of display
regions associated with a set of the plurality of application programs installed at the server for
which the user is authorized; k ‘ “

receiving at the server a selection of one of the plurality of application programs from
the user desktop interface; and

providing an instance of the selected one of the plurality of application programs to

the client for execution responsive to the selection.

2. A method according to Claim 1 further comprising the steps of:

maintaining application management information for the plurality of applications at
the server; and

wherein the establishing step includes the step of including a plurality of display
regions associated with a set of the plurality of application programs for which the user is

authorized responsive to the application management information.

3. A method according to Claim 2 wherein the establishing a user desktop step
includes the step of:

distributing application launcher programs associated with each of the set of the
plurality of application programs for which the user is authorized to the client; and

wherein the receiving a selection step includes the step of receiving the selection from

a one of the application launcher programs which is associated with the selected one of the

plurality of application programs.
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4. A !method according to Claim 3 whérein the maintaining step includes the step
of maintainingqéonﬁgurable user preference information for the plurality of application
programs at the server and wherein the providing an instance step includes the step of
providing a set of the configurable user prefereI{ce information associated with the user and

the selected one of the plurality of application programs to the client.

5. A method according to Claim 4 wherein the set of the configurable user
preference information includes user preferences configurable by the user and user
preferences not configurable by the user which are configurable by an administrator and
further comprising the step of updating the user preferences configurable by the user
responsive to updates from the user and updating the user preferences not configurable by the

user responsive to updates from the administrator.

6. A method according to Claim 3 wherein the application launcher programs are
JAVA™ applets and the user desktop interface is a JAVA™ applet executed by a web

browser.

7. A method according to Claim 1 wherein the establishing a user desktop step
includes the steps of: -

configuring the user desktop interface responsive to an identifier of the user
associated with the login request so as to provide associated information for the user desktop
interface; and

providing the user desktop interface and the associated information for the user

desktop interface to the client for display.

8. A method according to Claim 7 wherein the configuring the user desktop step
includes the step of configuring the user desktop interface not to include display regions
associated with any of the plurality of application programs installed at the server for which

the user is not authorized.
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9. A method according to Claim 1 wherein the receiving a selection step is
followed by th¢ step of determining a license availability for the selected one of the plurality
of application programs for the user and wherein the providing step includes the step of
providing an unavailability indication to the client responsive to the selection if the license

availability indicates that a license is not available for the user.

10. A method according to Claim 9 wherein the establishing a user desktop step
includes the step of distributing application launcher programs associated with each of the set
of the plurality of application programs for which the user is authorized to the client and
wherein the receiving a selection step includes the step of receiving the selection frém aone
of the application launcher programs which is associated with the selected one of the plurality
of application programs and wherein the step of determining a license availability includes
the step carried out by the one of the application launcher programs associated with the
selected one of the plurality of application programs of obtaining the license availability from

a license management server.

11. A method according to Claim 10 whereiil the license management server is the

SErver.

12. A method according to Claixﬁ 1 wherein the plurality of application programs

are installed on a network drive accessible to the server.

13. A method according to Claim 1 further comprising the step of receiving at the
server event logging information from the instance of the selected one of the plurality of

application programs.

14. A method according to Claim 13 further comprising the step of providing the
received event logging information to a network management server associated with the

server.
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21.  An application program management system for managing application
programs on afietwork including a server and a client comprising:

means for installing a plurality of application programs at the server;

means for receiving at the server a login request from a user at the client;

means for establishing a user desktop interface at the client associated with the user
responsive to the login request from the user, the desktop interface including a plurality of
display régions associated with a set of the plurality of application programs installed at the
server for which the user is authorized;

means for receiving at the server a selection of one of the plurality of application
programs from the user desktop interface; and

means for providing an instance of the selected one of the plurality of application
programs to the client for execution responsive to the selection.

23. A corhputer program product for managing application programs on a network
including a server and a client, the computer program product comprising:

a computer-readable storage medium having computer-readable program code means
embodied in said medium, said computer-readable program code means comprising:

computer readable program code means for instéllling a plurality of-application
programs at the server; ‘

computer readable program code means for receiving at the server a login request
from a user at the client;

computer readable program code means for establishing a user desktop interface at the
client associated with the user responsive to the login request from the user, the desktop
interface including a plurality of display regions associated with a set of the plurality of
application programs installed at the server for which the user is authorized;

computer readable program code means for receiving at the server a selection of one
- of the plurality of application programs from the user desktop interface; and
computer readable program code means for providing an instance of the selected one

of the plurality of application programs to the client for execution responsive to the selection.

24. A system according to Claim 21 further comprising:
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means for maintaining application management information for the plurality of A
applications af ‘the server; and

wherein the means for establishing a user desktop includes means for including a
plurality of display regions associated with a set of the plurélity of application programs for

which the user is authorized responsive to the application management information.

25. A system according to Claim 24 wherein the means for establishing a user
desktop includes:

means for distributing application launcher programs associated with each of the set
of the plurality of application programs for which the user is authorized to the client; and

wherein the means for receiving a selection includes means for receiving the selection
from a one of the application launcher programs which is associated with the selected one of

the plurality of application programs.

26. A system according to Claim 25 wherein the means for maintaining includes
means for maintaining configurable user preferencevinfprmation for the plurality of
application programs at the server and wherein the means for providing an instance includes
means for providing a set of the configurable user preférence information associated with the

user and the selected one of the plurality of application programs to the client.

27. A system according to Claim 26 wherein the set of the configurable user
preference information includes user preferences configurable by the user and user
preferences not configurable by the user which are configurable by an administrator and
further comprising means for updating the user preferences configurable by the user
responsive to updates from the user and updating the user preferences not configurable by the

user responsive to updates from the administrator.

28. A system according to Claim 25 wherein the application launcher programs
are JAVA™ applets and the user desktop interface is a JAVA™ applet executed by a web

browser.
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29. A system according to Claim 21 wherein the means for establishing a user
desktop includes; ‘
means for configuring the user desktop interface responsive to an identifier of the user
associated with the login request so as to provide associated information for the user desktop
interface; and
means for providing the user desktop interface and the associated information for the

user desktop interface to the client for display.

30. A system according to Claim 29 wherein the means for configuring the user
desktop includes means for configuring the user desktop interface not to include display
regions associated with any of the plurality of application programs installed at the server for

which the user is not authorized.

31. A system according to Claim 21 further comprising means for determining a
license availability for the selected one of the plurality of application programs for the user
and wherein the means for providing includes means for providing an unavailability
indication to the client responsive to the selection if the license availability indicates that a

license is not available for the user.

32. A system according to Claim 31 wherein the means for establishing a user
desktop includes means for distributing application launcher programs associated with each
of the set of the plurality of application programs for which the user is authorized to the client
and wherein the means for receiving a selection includes means for receiving the selection
from a one of the application launcher programs which is associated with the selected one of .
the plurality of application programs and wherein the means for determining a license
availability includes means, associated with one of thé application launcher programs
associated with the selected one of the plurality of application programs, for obtaining the

license availability from a license management server.
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33 A system according to Claim 32 wherein the license management server is the

SErver. e

34. A system according to Claim 21 wherein the plurality of application programs

are installed on a network drive accessible to the server;

35. A system according to Claim 21 further comprising means for receiving at the
server event logging information from the instance of the selected one of the plurality of

application programs.

36. A system according to Claim 35 further comprising means for providing the
received event logging information to a network management server associated with the

SCrver.

37. A computer program product accordiné to Claim 23 further comprising:

computer readable program code means for maintaining application management
information for the plurality of applications at the server; and

wherein the computer readable program code means for establishing a user desktop
includes computer readable program code means for including a plurality of display regions
associated with a set of the plurality of application programs for which the user is authorized

responsive to the application management information.

38. A computer program product according to Claim 37 wherein the computer
readable program code means for establishing a user desktop includes:

computer readable program code means for distributing application launcher
programs associated with each of the set of the plurality of application programs for which
the user is authorized to the client; and

wherein the computer readable program code means for receiving a selection includes

computer readable program code means for receiving the selection from a one of the
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application lau;éher programs which is associated with the selected one of the plurality of

application programs.

39. A computer program product according to Claim 38 wherein the computer
readable program code means for maintaining includes computer readable program code
means for maintaining configurable user preference information for the plurality of
application programs at the server and wherein the computer readable program code means
for providing an instance includes computer readable program code means for providing a set
of the configurable user preference information associated with the user and the selected one’

of the plurality of application programs to the client.

40. A computer program product according to Claim 39 wherein the set of the
configurable user preference information inéludes user preferences configurable by the user
and user preferences not configurable by the user which are configurable by an administrator
and further comprising computer readable program code means for updating the user
preferences configurable by the user responsive to updates from the user and updating the

user preferences not configurable by the user responsive to updates from the administrator.

41. A computer program product according to Claim 38 wherein the application
launcher programs are JAVA™ applets and the user desktop interface is a JAVA™ applet

executed by a web browser.

42. A computer program product according to Claim 23 wherein the computer
readable program code means for establishing a user desktop includes;

computer readable program code means for configuring the user desktop interface
responsive to an identifier of the user associated with the login request so as to provide
associated information for the user desktop interface; and

computer readable program code means for providing the user desktop interface and

the associated information for the user desktop interface to the client for display.




Inre: Cox et al.

Serial No. 09/211,528
Filed: December 14, 1998
Page 18 ‘.

43. A’Z computer program product according to Claim 42 wherein the computer
readable progrzfm code means for configuring the user desktop includes computer readable
program code means for configuring the user desktop interface not to include display regions
associated with any of the plurality of application programs installed at the server for which

the user is not authorized.

44, A computer program product according to Claim 23 further comprising
computer readable program code means for determining a license availability for the selected
one of the plurality of application programs for the user and wherein the computer readable
program code means for providing includes computer readable program code means for
providing an unavailability indication to the client responsive to the selection if the license

availability indicates that a license is not available for the user.

45. A computer program product according to Claim 44 wherein the computer
readable program code means for establishing a user désktop includes computer readable
program code means for distributing application launcher programs associated with each of
the set of the plurality of application programs for which the user is authorized to the client
and wherein the computer readable program code means for receiving a selection includes
computer readable program code means for receiving the selection from a one of the
application launcher programs which is associated with the selected one of the plurality of
application programs and wherein the computer readable program code means for
determining a license availability includes computer readable program code means,
associated with one of the application launcher programs associated with the selected one of
the plurality of application programs, for obtaining the license availability from a license

management server.

46. A computer program product according to Claim 45 wherein the license |

management server is the server.
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47. A computer program product according to Claim 23 wherein the plurality of

application pré’ygrams are installed on a network drive accessible to the server.

48. A computer program product according to Claim 23 further comprising
computer readable program code means for receiving at the server event logging information

from the instance of the selected one of the plurality of application programs.

49. A computer program product according to Claim 48 further comprising
computer readable program code means for providing the received event logging information

to a network management server associated with the server.
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Sir:

This Appeal Brief is filed pursuant to the "Notice of Appeal to the Board of Patent
Appeals and Interferences" mailed 10 April 2002.

Real Party In Interest

The real party in interest is assignee International Business Machines Corporation,
Armonk, New York.

Related Appeals

Appellants are aware of no appeals or interferences which would be affected by the

present appeal.

Status of Claims
Appellants appeal the final rejection of Claims 1-14, 21 and 23-49, which, as of the
filing date of this brief, remain under consideration. These claims were finally rejected in the
Final Official Action of February 22, 2002 ("Final Action") and the Advisory Action of April .
4,2002 ("Advisory Action"). A copy of the claims as they stand on appeal is attached hereto
as Appendix A.




Inre: Coxetal.

Serial No. 09/211,528
Filed: December 14, 1998
Page 2

2.
T

o‘; 7

Status of Amendments
The attached Appendix A presents Claims 1-14, 21 and 23-49 as they currently stand.

No amendmen‘%/ were submitted which were not entered.

Summary of the Invention

The claimed invention, as recited in Claims 1-14, 21 and 23-49, provides methods,

systems and computer program products for management of application programs on a

network including a server supporting client stations. The server provides applications on-
demand to a user logging in to a client supported by the server. Mobility and hardware
portability are provided by establishing a user desktop interface responsive to a login request
that presents to the user a desktop screen through a web browser interface. The desktop
accesses and downloads selected application programs from the server responsive to a request
from the user. For example, an icon associated with the application program, which is
displayed on the user desktop screen at the client, may be selected. An "instance of the
selected" application program is then provided from the server for execution at the client.
Thus, the application programs may be maintained at the server and provided to clients when

needed for execution.

-

As defined in the specification of the present application:

the term "application program" generally refers to the code associated with

the underlying program functions, for example, Lotus Notes or a terminal
emulator program. However, it is to be understood that the application program
will preferably be included as part of the application launcher which will further
include the code associated with managing usage of the application program on a
network according to the teachings of the present invention. Further it is to be
understood that, as used herein, the term "application launcher program" may
refer to the entire program provided by a software vendor or to merely a portion
thereof distributed to a client to perform particular operations. For example, the

application launcher program distributed to initially populate the user
desktop preferably does not include the code associated with the underlying

application program and obtaining preferences which may only be distributed to

the client later when execution of the application program is requested. The
application launcher program distributed to populate the user desktop may only
include a URL and an associated ICON and, possibly, code to allow obtaining of
user identification and password information. Memory usage on the client
stations may thereby be limited.
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(Specification, pi)’. 22-23)(emphasis added). In other words, the "application program" is
an application }pvel software program, such as Lotus Notes, while the "application
launcher progfé.m" is provided to "initially populate the user desktop" and need not
include the application program code. The application launcher program interacts with
the desktop, such as a user browser interface, while an instance of the application
program is requested through the desktop but executes locally at the client as a separate
application from the browser interface. For example, Lotus Notes would not execute
within the browser window.

The present invention may, therefore, be used so that a variety of application
programs can be maintained at the server, and an instance of a selected one of the application
programs may be provided as needed to a user logged onto a client device. The provided
instance of the application may then be executed at the client device to process the request of
the user. Thus, individual application programs are provided to the user as needed (on-
demand) where they are executed at a client device rather than having the application
program executed at the server responsive to a request from a user. Furthermore, a
customized user interface desktop is provided at the client device, which displays the

applications the user is authorized to access.

Issues
1. Are Claims 1-14, 21 and 23-49 properly rejected under 35 U.S.C. § 103(a) as
being unpatentable over Rose (U.S. Patent No. 5,708,709) in view of Win et al. (U.S. Patent
No. 6,182,142)? ‘

Grouping of Claims
For appeal, the claims may be grouped together as follows:

Group I: Claims 1-14, 21 and 23-49

Claims of Group I do not all stand or fall togéther as Appellants submit that
dependent Claims 3, 10-11, 25, 32-33, 38 and 45-46, which stand or fall together, are
separately patentable and dependent Claims 4-5, 26-27 and 39-40, which stand or fall
together, are separately patentable.
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L Introdg ction

To establish a prima facie case of obviousness, the prior art reference or references

Argument

when combined must teach or suggest all the recitations of the claim, and there must be some
suggestion or motivation, either in the references themselves or in the knowledge generally
available to one of ordinary skill in the art, to modify the reference or to combine reference
teachings. M.P.E.P. § 2143. The mere fact that references can be combined or modified does
not render the resultant combination obvious unless the prior art also suggests the desirability
of the combination. M.P.E.P. § 2143.01, citing In re Mills, 916 F.2d 680, 16 U.S.P.Q.2d
1430 (Fed. Cir: 1990). As stated by the Court of Appéals for the Federal Circuit, to support
combining references, evidence of a suggestion, teaching, or motivation to combine must be
clear and particular, and this requirement for clear and particular evidence is not met by broad
and conclusory statements about the teachings of references. In re Dembiczak, 50
U.S.P.Q.2d 1614, 1617 (Fed. Cir. 1999). The Court of Appeals for the Federal Circuit has
also stated that, to support combining or modifying references, there must be particular
evidence from the prior art as to the reason the skilled artisan, with no knowledge of the
claimed invention, would have selected these compone;lts for combination in the manner
claimed. In re Kotzab, 55, U.S.P.Q.2d 1313, 1317 (Fed. Cir. 2000). Furthermore, when
relying on general knowledge to negate patentability, and Examiner must articulate and place
this knowledge on the record. See In re Sang Su'Lee, 277 F.3d 1338,1345, 61 U.S.P.Q.2d
1430, 1435 (Fed. Cir. 2002). |

1L The Group I Claims Are Patentable Over Rose and Win

The Group I claims stand rejected as obvious in light of Rose and Win. Appellants
respectfully submit that the Group I claims are patentable for at least the reasons set forth
below. |

Claim 1 of the present application recites:

1. A method for management of application programs on a network
including a server and a client comprising the steps of:

installing a plurality of application programs at the server;

receiving at the server a login request from a user at the client;
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esfablishing a user desktop interface at the client associated with the user
respon%ve to the login request from the user, the desktop interface including a
plurality of display regions associated with a set of the plurality of application
programs installed at the server for which the user is authorized;
receiving at the server a selection of one of the plurality of application
programs from the user desktop interface; and
providing an instance of the selected one of the plurality of application
programs to the client for execution responsive to the selection.
(Emphasis added). Similar recitations are also found in independent Claims 21 and 23,
which are corresponding system and computer program product claims, respectively.
The rejection asserts that Rose teaches all of the recitations of Claims 1-14, 21 and
23-49 except that Rose fails to teach "the inventive concept of receiving at the server a login
request from the user at the client." (Final Action, p.3). Win is relied on to provide the
missing teaching of the "inventive concept of receiving at the server a login request from the
user at the client." (Final Action, p.3).
Respectfully, the Examiner has failed to meet the requirements for a showing of
obviousness under § 103. As discussed in more detail below, the cited combination of
references fails to teach all of the recitations of the claims. In particular, Rose does not teach

or suggest a "user desktop associated with the user." Furthermore, Win does not teach or

suggest such a user desktop include "a plurality of display regions associated with a set of the

plurality of application programs installed at the server for which the user is authorized."

The rejections should also be withdrawn as the Rose and Win references cannot properly be
combined in the manner relied on in the rejections to arrive at the present invention in light of
the different problems addressed by these references and the lack of motivation for the
combination.

A. Rose Does Not Teach or Suggest a User Desktop Associated With the User

Rose is directed to managed distribution of licensed application programs stored on a -

server where the server "maintains control over the program even after the program has been
distributed to a client computer." (Rose, Abstract). As described in Rose, for example, with
reference to Figure 2, trial versions of application programs may be selected for downloading
from the server to a client through a browser interface. (Rose, Col. 4, lines 10-1 7). In other

words, Figure 2 illustrates a display screen at the client showing application programs
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available for do(:vgloading from the server. A selected trial version is then prepared, for
downloading to the client, which includes encryption and header information used for license
and usage contr’gl after delivery to the client. (Rose, Col. 5, lines 19-52).

The rejections of Claim 1 primarily rely on Figure 7 and the associated description in
Rose as teaching the present invention. However, as is clearly stated in Rose, Figure 7
displays application programs "downloaded to and stored on client computer 102." (Rose,
Col. 6, lines 41-42). A selection of a program from the display of Figure 7 of Rose is a
selection of a locally stored program for execution as contrasted with the selection of an
application program for downloading from a server as illustrated in Figure 2 of Rose. Thus, a
selection of an application program through Figure 7 of Rose does not result in the server
"providing an instance of the selected one of the plurality of application programs to the
client for execution" as recited in Claim 1. Furthermore, neither of the displays of Figures 2
or 7 of Rose is "associated with the user responsive to the login request from the user."
While the display of Figure 2 of Rose is established at the client by the server responsive to a
browser request from the client, it is simply a download options window not specific to a
particular user. The download options window is also not established responsive to a login
request as acknowledged by the Final Action. The display of Figure 7 of Rose is directed to
local (client) resident application programs and a selection from the display of Figure 7 does
not initiate "providing an instance of the selected one of the plurality of application programs
to the client for execution" as the application programs are client resident at the time of the
request. Thus, the rejection of the Group I claims should be reversed for at least these
reasons.

B. The Resources Managed by Win Are Not Application Programs

The deficiencies of Rose are not overcome by Win. Win relates to "controlling access
to information resources," not client-server environment on-demand application program

management. (See Win, Abstract). The managed resources are defined in Win as follows:

A Resource is a source of information, identified by a Uniform Resource Locator
(URL) and published by a Web server either in a static file formatted using

Hypertext Markup Language (HML) or in a dynamically generated page created by a
CGl-based program. Examples of resources include a Web page, a complete Web
site, a Web-enabled database, and an applet.
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(Win, Col. 5, line; 21-27)(emphasis added). Thus, the "resources" managed by Win are not
"application prggrams" as that term is defined in the present application in the excerpt
reproduced above. Similarly, no user desktop interface that includes "a plurality of display |
regions associated with a set of the plurality of application programs" is taught or suggested
by Win. It follows that no selection received at the server of such an application program and
no "providing an instance of the selected" application program "to the client for execution" is
taught or suggested by Win. Instead, the only resource selected and provided in Win is a
display for the user, such as a static HTML file or a "dynamically generated page created by a
CGl-based program" of the server. (Win, Col.‘ 5, lines 21-27). Therefore the rejections of the

Group I claims should be reversed for at least these reasons.

C. Examiner's Basis For Rejection Appears to Rely on an Unsupportable
Interpretation of Win |
The Examiner asserts in the Final Action that Win discloses that the "user is
~ presented with a customized display showing only those resources (application program)
that the user may access." (Final Action, p. 7)(emphasis in original). The Final Action
further states that the Examiner disagrees with Applicarlts that the "Winn inventive concept is
not application program as disclose [sic] in their inventive concept." (Final Action, p. 7).

The Examiner does not dispute that a "Resource," as defined in the excerpt from Win
reproduced above, does not include an "application program." Instead, the Examiner asserts
that resources "in the art of computer can be broadly defined to include application program."
(Final Action, p. 7). Regardless of whether this statement by the Examiner is accurate, that is
simply not how resources are defined in Win. One of skill in the art, regardless of whether
they considered application programs a "resource" in the art of computers, would not
understand Win as disclosing or suggesting methods for managing application programsina
client-server environment. Thus, the Examiner's interpretation of Win is unsupportable as it
is directly contrary to statements made in Win itself. Furthermore, the Examiner's reliance on
general knowledge to negate patentability without properly articulating and placing this
knowledge on the record is not supportable. See In re Sang Su Lee, 277 F.3d 1338,1345, 61
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U.S.P.Q.2d 1436: 1435 (Fed. Cir. 2002). Accordingly, the rejections of the Group I claims
should be revegsed for at least these reasons.
D. Rose and Win References Cannot Properly be Combined

There is also no basis for combining the methods and system for controlled
downloading of trial versions of programs described in Rose with the resource access
management teachings of Win. This is particularly true as Rose and Win are directed to
distinct problems from the client-server application management environment of the present
invention. For example, while Rose does relate to application program distribution from a
server, such operations are for providing trial versions to be tepeatedly executed at a client.

In fact, the encryption and application builder aspects advanced as the invention in
Rose are not even relevant to the environment of the present invention, where instances of the
application programs are provided from a server "on-demand" each time execution is
requested by a user. Rose is, instead, merely a distribution approach for client resident »
programs and one of skill in the art would not look to a reference directed to the problems of
such an environment for direction in the distinct art of server based "on-demand" application
programs. Win does not even relate to distribution of application programs but merely to
control of access to server based resources. Thus, there is no basis to combine Win and Rose
to arrive at the present invention. Accordingly, the rejections of the Group I claims should be
reversed for at least these additional reasons.

E. Various of the Dependent Claims of Group I Are Separately Patentable

All of Group I claims are allowable for at least the reasons discussed above.
Furthermore, various of these claims are separately patentable. In particular, with reference
to Claims 3, 10-11, 25, 32-33, 38 and 45-46, Rose does not teach distributing "application
launcher programs associated with each of the set of the plurality of application programs.”

Claims 4-6 depend from Claim 3 and are likewise allowable for the reasons Claim 3 is.
allowable as are the corresponding system and computer program product claims. In
addition, with reference to Claims 4-5, 26-27 and 39-40, Rose does not teach "configurable
user preference information." Accordingly, these claims are also separately patentable for at

least these additional reasons.
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Appellants further note that, despite specific requests from Appellants, the Examiner
failed to provi“éi: an explanation of how the cited portions of Rose, relied on in the Final
Action, support the rejections of Claims 3, 10-11, 25, 32-33, 38 and 45-46 or the rejections of
Claims 4-5, 26-27 and 39-40. Appellants fail to understand how the Examiner was able to
reach the conclusions relied on in the Final Action based on these excerpts.
III.  Conclusion

In light of the above discussion, Appellants submit that the cited reference
combination does not disclose or suggest all of the recitations of the claims that are at issue
on this appeal. Appellants further submit that the cited references may not be properly
combined to result in the recitations of the claims on appeal. Accordingly, Appellants submit
that the cited references do not render any of the pending claims obvious and, therefore,

request reversal of the pending rejections and allowance of all the claims.

Respectfﬁlly submitted,
Nl
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APPENDIX A

1. J/A‘ method for management of application programs on a network including a
server and a client comprising the steps of:

installing a plurality of application programs at the server;

receiving at the server a login request from a user at the client;

establishing a user desktop interface at the client associated with the user responsive
to the login request from the user, the desktop interface including a plurality of display
regions associated with a set of the plurality of application programs installed at the server for
which the user is authorized;

receiving at the server a selection of one of the plurality of application programs from
the user desktop interface; and

providing an instance of the selected one of the plurality of application programs to

the client for execution responsive to the selection.

2. A method according to Claim 1 further éomprising the steps of:

maintaining application management information for the plurality of applications at
the server; and | ’

wherein the establishing step includes the step of including a plurality of display
regions associated with a set of the plurality of application programs for which the user is

authorized responsive to the application management information.

3. A method according to Claim 2 wherein the establishing a user desktop step
includes the step of:
| distributing application launcher programs associated with each of the set of the
plurality of application programs for which the user is authorized to the client; and
wherein the receiving a selection step includes the step of receiving the selection from
a one of the application launcher programs which is associated with the selected one of the

plurality of application programs.
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4, A method according to Claim 3 wherein the maintaining step includes the step
of maintaining/conﬁgurable user preference information for the plurality of application
programs at the server and wherein the providing an instance step includes the step of
providing a set of the configurable user preference information associated with the user and

the selected one of the plurality of application programs to the client.

5. A method according to Claim 4 wherein the set of the configurable user
preference information includes user preferences configurable by the user and user
preferences not configurable by the user which are configurable by an administrator and
further comprising the step of updating the user preferences configurable by the user
responsive to updates from the user and updating the user preferences not configurable by the

user responsive to updates from the administrator.

-6. A method according to Claim 3 wherein the application launcher programs are
JAVA™ applets and the user desktop interface is a JAVA™ applet executed by a web

browser. y

7. A method according to Claim 1 wherein the establishing a user desktop step
includes the steps of:

configuring the user desktop interface responsive to an identifier of the user
associated with the login request so as to provide associated information for the user desktop
interface; and

providing the user desktop interface and the associated information for the user

desktop interface to the client for display.

8. A method according to Claim 7 wherein the configuring the user desktop step
includes the step of configuring the user desktop interface not to include display regions
associated with any of the plurality of application programs installed at the server for which

the user is not authorized.
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9. A fnethod according to Claim 1 wherein the receiving a selection step is
followed by the’step of determining a license availability for the selected one of the plurality
of application programs for the user and wherein the providing step includes the step of
providing an unavailability indication to the client responsive to the selection if the license

availability indicates that a license is not available for the user.

10. A method according to Claim 9 wherein the establishing a user desktop step
includes the step of distributing application launcher programs associated with each of the set
of the plurality of appliéation programs for which the user is authorized to the client and
wherein the receiving a selection step includes the step of receiving the selection from a one
of the application launcher programs which is associated with the selected one of the plurality
of application programs and wherein the step of determining a license availability includes
the step carried out by the one of the application launcher programs associated with the
selected one of the pluraiity of application programs of obtaining the license availability from

a license management server.

11. A method according to Claim 10 wherein the license management server is the

SCIVeEr.

12. A method according to Claim 1 wherein the plurality of application programs

are installed on a network drive accessible to the server.

13. A method according to Claim 1 further comprising the step of receiving at the
server event logging information from the instance of the selected one of the plurality of

application programs.

14. A method according to Claim 13 further comprising the step of providing the

received event logging information to a network management server associated with the

SErver.
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21. An application program management system for managing application

programs on afietwork including a server and a client comprising:

means for installing a plurality of application programs at the server;

means for receiving at the server a login request from a user at the client;

means for establishing a user desktop interface at the client associated with the user
responsive to the login request from the user, the desktop interface including a plurality of
display regions associated with a set of the plurality of application programs installed at the
server for which the user is authorized; '

means for receiving at the server a selection of one of the plurality of application
programs from the user desktop interface; and

means for providing an instance of the selected one of the plurality of application
programs to the client for execution responsive to the selection.

23. A computer program product for managing application programs on a network
including a server é.nd a client, the computer program product comprising:

a computer-readable storage medium having computer-readable program code means
embodied in said medium, said computer-readable program code means comprising:

computer readable program code means for inst;llling a plurality of application
programs at the server; ’

computer readable program code means for receiving at the server a login request
from a user at the client;

computer readable program code means for establishing a user desktop interface at the
client associated with the user responsive to the login request from the user, the desktop
interface including a plurality of display regions associated with a set of the plurality of
application programs installed at the server for which the user is authorized;

computer readable program code means for receiving at the server a selection of one
- of the plurality of application programs from the user desktop interface; and
computer readable program code means for providing an instance of the selected one

of the plurality of application programs to the client for execution responsive to the selection.

24. A system according to Claim 21 further comprising:
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means fpf maintaining application management information for the plurality of
applications at /;;he server; and

wherein the means for establishing a user desktop includes means for including a
plurality of display regions associated with a set of the plurélity of application programs for

which the user is authorized responsive to the application management information.

25. A system according to Claim 24 wherein the means for establishing a user
desktop includes:

means for distributing application launcher programs associated with each of the set
of the plurality of application programs for which the user is authorized to the client; and

wherein the means for receiving a selection includes means for receiving the selection
from a one of the application launcher programs which is associated with the selected one of

the plurality of application programs.

26. A system according to Claim 25 wherein the means for maintaining includes
means for maintaining configurable user preference information for the plurality of
application programs at the server and wherein the means for providing an instance includes
means for providing a set of the configurable user preference information associated with the

user and the selected one of the plurality of application programs to the client.

27. A system according to Claim 26 wherein the set of the configurable user
preference information includes user preferences conﬁgurable by the user and user
preferences not configurable by the user which are configurable by an administrator and
further comprising means for updating the user preferences configurable by the user
responsive to updates from the user and updating the user preferences not configurable by the‘

user responsive to updates from the administrator.

28. A system according to Claim 25 wherein the application launcher programs
are JAVA™ applets and the user desktop interface is a JAVA™ applet executed by a web

browser.
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29.  #A system according to Claim 21 wherein the means for establishing a user
desktop includes;

means for configuring the user desktop interface responsive to an identifier of the user
associated with the login request so as to provide associated information for the user desktop
interface; and

means for providing the user desktop interface and the associated information for the

user desktop interface to the client for display.

30. A system according to Claim 29 wherein the means for configuring the user
desktop includes means for configuring the user desktop interface not to include display
regions associated with any of the plurality of application programs installed at the server for

4

which the user is not authorized.

31. A system according to Claim 21 further comprising means for determining a
license availability for the selected one of the plurality of application programs for the user
and wherein the means for providing includes means for providing an unavailability
indication to the client responsive to the selection if the license availability indicates that a

license is not available for the user.

32. A system according to Claim 31 wherein the means for establishing a user
desktop includes means for distributing application launcher programs associated with each
of the set of the plurality of application programs for which the user is authorized to the client

and wherein the means for receiving a selection includes means for receiving the selection

from a one of the application launcher programs which is associated with the selected one of

the plurality of application programs and wherein the means for determining a license
availability includes means, associated with one of the application launcher programs
associated with the selected one of the plurality of application programs, for obtaining the

license availability from a license management server.
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3. A System according to Claim 32 wherein the license management server is the
server. 7
34. A system according to Claim 21 wherein the plurality of application programs

are installed on a network drive accessible to the server:

35. A system according to Claim 21 further comprising means for receiving at the
server event logging information from the instance of the selected one of the plurality of

application programs.

36. A system according to Claim 35 further comprising means for providing the
received event logging information to a network management server associated with the

server.

37. A computer program product accordiné to Claim 23 further comprising:

computer readable program code means for maintaining application management
information for the plurality of applications at the server; and 4

wherein the computer readable program code means for establishing a user desktop
includes computer readable program code means for including a plurality of display regions
associated with a set of the plurality of application programs for which the user is authorized

responsive to the application management information.

38. A computer program product according to Claim 37 wherein the computer
readable program code means for establishing a user desktop includes:

computer readable program code means for distributing application launcher
programs associated with each of the set of the plurality of application programs for which

the user is authorized to the client; and

wherein the computer readable program code means for receiving a selection includes

computer readable program code means for receiving the selection from a one of the
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application ]auncher programs which is associated with the selected one of the plurality of

application prdérams.

39. A computer program product according to Claim 38 wherein the computer
readable program code means for maintaining includes computer readable program code
means for maintaining configurable user preference information for the plurality of
application programs at the server and wherein the computer readable program code means
for providing an instance includes computer readable program code means for providing a set
of the configurable user preference information associated with the user and the selﬁected one

of the plurality of application programs to the client.

40. A computer program product according to Claim 39 wherein the set of the
configurable user preference information includes user preferences configurable by the user -
and user preferences not configurable by the user which are configurable by an administrator
and further comprising computer readable program code means for updating the user
preferences configurable by the user responsive to updates from the user and updating the

user preferences not configurable by the user responsive to updates from the administrator.

41. A computer program product according to Claim 38 wherein the application ..
launcher programs are JAVA™ applets and the user desktop interface is a JAVA™ applet

executed by a web browser.

42. A computer program product according to Claim 23 wherein the computer
readable program code means for establishing a user desktop includes;

computer readable program code means for configuring the user desktop interface
responsive to an identifier of the user associated with the login request so as to provide
associated information for the user desktop interface; and

computer readable program code means for providing the user desktop interface and

the associated information for the user desktop interface to the client for display.




Inre: Cox et al.

Serial No. 09/211,528
Filed: December 14, 1998
Page 18

Py

43. A computer program product according to Claim 42 wherein the computer
readable progr% code means for configuring the user desktop includes computer readable
program code means for configuring the user desktop interface not to include display regions
associated with any of the plurality of application programs installed at the server for which

the user is not authorized.

44. A computer program product according to Claim 23 further comprising
computer readable program code means for determining a license availability for the selected
one of the plurality of application programs for the user and wherein the computer readable
program code means for providing includes computer readable program code means for
providing an unavailability indication to the client responsive to the selection if the license

availability indicates that a license is not available for the user.

45. A computer program product according to Claim 44 wherein the computer
readable program code means for establishing a user désktop includes computer readable
program code means for distributing application launcher programs associated with each of
the set of the plurality of application programs for which the user is authorized to the client
and wherein the computer readable program code means for receiving a selection includes
computer readable program code means for receiving the selection from a one of the
application launcher programs which is associated with the selected one of the plurality of
application programs and wherein the computer readable program code means for
determining a license availability includes computer readable program code means,
associated with one of the application launcher programs associated with the selected one of
the plurality of application programs, for obtaining the license availability from a license

management server.

46. A computer program product according to Claim 45 wherein the license

management server is the server.
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47. }f\’computer program product according to Claim 23 wherein the plurality of
application progfams are installed on a network drive accessible to the server.
7
48. A computer program product according to Claim 23 further comprising
computer readable program code means for receiving at the server event logging information

from the instance of the selected one of the plurality of application programs.

49. A computer program product according to Claim 48 further comprising
computer readable program code means for providing the recelved event loggmg information

to a network management server associated with the server.
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INFORMAL PATENT APPLICATION (PTO-152) which gives reason(s) why the oath or declaration is deficient.

8. X CORRECTED DRAWINGS must be submitted.
(@) X including changes required by the Notice of Draftsperson’s Patent Drawing Review ( PTO-948) attached
1) X hereto or 2) [] to Paper No. .
{b) [J including changes required by the proposed drawing correction filed —_ which has been approved by the Examiner.
(c) [ including changes required by the attached Examiner's Amendment / Comment or in the Office action of Paper No.

Identifying indicia such as the application number (see 37 CFR 1.84(c)) should be wfitten on the drawings in the top margin (not the back)
of each sheet. The drawings should be filed as a separate paper with a transmittal ietter addressed to the Official Draftsperson.

9. [[] DEPOSIT OF and/or INFORMATION about the deposit of BIOLOGICAL MATERIAL must be submitted. Note the
attached Examiner’'s comment regarding REQUIREMENT FOR THE DEPOSIT OF BIOLOGICAL MATERIAL.

Attachment(s)

1[] Notice of References Cited (PT0-892) 2[] Notice of Informal Patent Application (PTO-152)

3[X] Notice of Draftperson's Patent Drawing Review (PT0-948) 4[] Interview Summary (PTO-413), Paper No.___.

5[X Information Disclosure Statements (PTO-1449), Paper No. 6. 6["] Examiner's Amendment/Comment

7] Examiner's Comment Regarding Requirement for Deposit 8[] Examiner's Statement of Reasons for Allowance
of Biological Material 9[] Other '

AVI LEY
PRIMAR AMINER
U.S. Patent and Trademark Office

PTO-37 (Rev. 04-01) Notice of Allowability Part of Paper No. 16 .
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Form PTO 948 (Rev. 8-98) U.S. DEPARTMENT OF COMMERCE - Patent and Trademark Office  Application No. /)9/ 211.$2¢

NOTICE OF DRAFTSPERSON'S
PATENT DRAWING REVIEW

The drawing(s) filed (insert date) ) are:

A. T3 approved by the Draftspersoﬁ under 37 CFR 1.84 or 1.152.

B. £~ Tbjected to by the Draftsperson under 37 CFR 1.84 or 1.152 for the reasons indicated below. The Examiner will require

submission of new, corrected drawings when necessary. Corrected drawing must be sumitted according to the instructions on the back of this notice.
&

i

1. DRAWINGS, 37 CFR 1.84(a): Acceptable categories of drawings: © 8. ARRANGEMENT OF VIEWS. 37 CFR 1.84(i)
Biac k ink. Color. - ____ Words do.not appear on a horizontal, left-to-right fashion
MMMMMM Color dmw ings are not au,eﬁtablu until petiton is granted. when page is either upright or turned so that the top
__________ becomes the right side, except for graphs. Fig(s) __
. and noi bl rk ink not permitted. Fig(s) i 9. SCALE. 37 CFR 1.84{k)
1. PHO ,()(J RAPHS. 37 CFR 1.84 (b) ____ Scale not large enough to show mechanism without |
one set is quuxw Fig(sy crowding when drawing is reduced in size to two-thirds in ‘
1w not properly mounted (must use mvsm! board or reproduction. |
ouble-weight paper). Fig(sy Fig(s) |
ty (half-tone). Fig(s) _ 10. CHARACTER OF LINES, NUMBERS, & LETTERS. |
3 R. 37 CFR 1.84(g) 37 CFR 1.84(i) |
____________ Paper not flexible, strong, white, and durable. Lines, numbers & letters not uniformly thick and well
Figlsy defined, clear, durable, and black (poor line quality).
. asures, alierations, overwritings, interlineations, Fig(s) 9, L)
copy machine marks not accepted. Fig(sy 11. SHADING. 37 CFR 1.84(m)
T paper is not accepiable (ioc thin). ____ Solid black arcas pale. Fig(s}
“““““ _____ Solid black shading not permitted. Fxg(s) e
DOF PAPER. 37 CFR L84 Acceptable sizes: _____ Shade lines, pale, rough and blurred. Fig(s)
: U cin by 29 7 em (ﬂ”\] size Ad) 12. NUMBERS, LETTERS, & REFERENCE CHARACTERS.
(1.6 emby 279 em (8 1/2 x 11 inches) 37 CFR 1.84(p)
~! drawing shePts not the same size. ____ Numbers and reference characters not plain and legible.
Sheﬂ{'s) ‘ Fig(s) —
/V,_m—u : ,jm s 1ot 311 accepiable size. Fig(s) ____ Figure legends are poor. Fig{s) ___ .
\Z w CFR 1.84(g): Acceptable margins: ___ Numbers and reference characters not oriented in the
” - same direction as the view. 37 CFR 1.84(p)(1)
Top 2.5 om left 2.5cm Right 1.5 cm Bottom 1.0 cm : Fig(s)
SIZE: A4 Size ) ___ English aiphabet not used. 37 CFR 1.84(p)(2)
Top 2.5 em Left 2.5 cm Right 1.5 cm Bottom 1.0 cm Figs
SIZE: 81/2x 11 __ Numbers, letters and reference characters must be at least
Margins not acceptable. Fig(s) _.LL:? (O .32 cm (1/8 inch) in height. 37 CFR 1.84(p)(3)
o Top (1) __ o/ Left (L) : * Fig(s)
e Right(R) Bottom (B) 13. LEAD LINES. 37 CFR 1.84(q)
6. VIEWS. 37 CFR 1.84(h) ___ Lead lines cross each other. Fig(s) L
REMINDER: Specification may require revision to —~— Lgad lines missing. Fig(s)
correspond te drawing changes. . 14. NUMBERING OF SHEETS OF DRAWINGS. 37 CFR 1.84(1)
Partial views, 37 CFR 1.84(h)(2) _____ Sheets not numbered consecutively, and in Arabic numerals
___ Brackets needed to show figure as one entity. beginning with number 1. Sheet(s)
Fig(s) __ — 15. NUMBERING OF VIEWS. 37 CFR 1.84(u)
. Views not labeled sepdmtely or properly. _____ Views not numbered consecutively, and in Arabic numerals,
Fig(s) beginning with number 1. Fig(s) _ _
____Enlarged view not labeled separetely or properly. 16. CORRECTIONS. 37 CFR 1.84(w)
Fig(s) _ ____ Corrections not made from prior PT0O-948
7. SECTIONAL VIEWS. 37 CFR 1.84 (h)(3) dated -
__Hatching not indicated for sectional portions of an object. 17. DESIGN DRAWINGS. 37 CFR 1.152
Fig(s) — Surface shading shown not appropriate. Fig(s) —
___ Sectional designation should be noted with Arabic or ____ Solid black'shading not used for color contrast,
Roman numbers. Fig(s) Fig(s) ___ N
COMMENTS
REVIEWER {4z A/ DATE 0% / /ﬁ_/ TELEPHONE NO. (762 209 . £140, £

ATTACHMENT TO PAPER NO. \ﬁa




INFORMATION ON HOW TO EFFECT DRAWING CHANGES

1. Correction of Informalities--37 CFR 1.85

2

File new drawings with the changes incorporated therein. The application number or the title of the invention,
inventor's name, docket number (if any), and the name and telephone number of a person to call if the Office
is unable to match thg, drawings to the proper application, should be placed on the back of each sheet of
drawingsin accordance with 37.CFR 1.84(c). Applicant may delay filing of the new drawings until receipt of
the Notice of Allowability (PTOL-37). Extensions of time may be obtained under the provisions of 37 CFR
1.136. The drawing should be filed as a separate paper with a transmittal letter addressed to the Drawing
Processing Branch. :

2. Timing for Corrections

Applicant is required to submit acceptable corrected drawings within the three-month shortened statutory
period set in the Notice of Allowability (PTOL-37). If a correction is determined to be unacceptable by the
{3ffice, applicant must arrange to have acceptable corrections resubmitted within the original three-month
period to avoid the necessity of obtaining an extension of time and paying the extension fee. Therefore,
applicant should file corrected drawings as soon a possible.

#ailure to take corrective action within set (or extended) period will result in ABANDONMENT of the
Application.

%, Corrections other than Informalities Noted by the Drawing Review Branch on the Form PT(0-948
A1l changes to the drawings, other than informalities noted by the Drawing Review Branch, MUST be approved

by the examiner before the application will be allowed. No changes will be permitted to be made, other than
correction of informalities, unless the examiner has approved the proposed changes.

v
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office -
Address: COMMISSIONER OF PATENTS AND TRADEMARKS

Washington, D.C. 20231

WwWWw.uspto.gov

NOTICE OF ALLOWANCE AND FEE(S) DUE

20792 7590 7 08/13/2002
MYERS BIGEL SIBLEY & SAJOVEC l EXAMINER j ,
PO BOX 37428 WILEY, DAVID ARMAND |
RALEIGH, NC 27627
| ART UNIT CLASS-SUBCLASS j
2158 709-229000

DATE MAILED: 08/13/2002

L APPLICATION NO. | FILING DATE | FIRST NAMED INVENTOR | ATTORNEY DOCKET NO. | CONFIRMATION NO. ]
09/211,528 12/14/1998 DAVIDE. COX 5577-130 9791

TITLE OF INVENTION: METHODS, SYSTEMS AND COMPUTER PROGRAM PRODUCTS FOR CENTRALIZED MANAGEMENT OF APPLICATION
PROGRAMS ON A NETWORK

[ APPLN. TYPE l SMALL ENTITY | ISSUE FEE | PUBLICATION FEE | TOTAL FEE(S) DUE | DATE DUE
nonprovisional NO $1280 $0 $1280 11/13/2002

THE APPLICATION IDENTIFIED ABOVE HAS BEEN EXAMINED AND IS ALLOWED FOR ISSUANCE AS A PATENT.
PROSECUTION ON THE MERITS IS CLOSED. THIS NOTICE OF ALLOWANCE IS NOT A GRANT OF PATENT RIGHTS.
THIS APPLICATION IS SUBJECT TO WITHDRAWAL FROM ISSUE AT THE INITIATIVE OF THE OFFICE OR UPON
PETITION BY THE APPLICANT. SEE 37 CFR 1.313 AND MPEP 1308. .

THE ISSUE FEE AND PUBLICATION FEE (IF REQUIRED) MUST BE PAID WITHIN THREE MONTHS FROM THE
MAILING DATE OF THIS NOTICE OR THIS APPLICATION SHALL BE REGARDED AS ABANDONED. THIS STATUTORY
PERIOD CANNOT BE EXTENDED. SEE 35 U.S.C. 151. THE ISSUE FEE DUE INDICATED ABOVE REFLECTS A CREDIT
FOR ANY PREVIOUSLY PAID ISSUE FEE APPLIED IN THIS APPLICATIQN. THE PTOL-85B (OR AN EQUIVALENT)
MUST BE RETURNED WITHIN THIS PERIOD EVEN IF NO FEE IS DUE OR THE APPLICATION WILL BE REGARDED AS
ABANDONED.

HOW TO REPLY TO THIS NOTICE:
L. Review the SMALL ENTITY status shown above. If the SMALL If the SMALL ENTITY is shown as NO:
ENTITY is shown as YES, verify your current SMALL ENTITY
status:

A. If the status is changed, pay the PUBLICATION FEE (if required) | A. Pay TOTAL FEE(S) DUE shown above, or
and twice the amount of the ISSUE FEE shown above and notify the
United States Patent and Trademark Office of the change in status, or

B. If the status is the same, pay the TOTAL FEE(S) DUE shown B. If applicant claimed SMALL ENTITY status before, or is now
above. claiming SMALL ENTITY status, check the box below and enclose
the PUBLICATION FEE and 1/2 the ISSUE FEE shown above.

Q Applicant claims SMALL ENTITY status.
See 37 CFR 1.27.

II. PART B - FEE(S) TRANSMITTAL should be completed and returned to the United States Patent and Trademark Office (USPTO) with
your ISSUE FEE and PUBLICATION FEE (if required). Even if the fee(s) have already been paid, Part B - Fee(s) Transmittal should be
completed and returned. If you are charging the fee(s) to your deposit account, section "4b" of Part B - Fee(s) Transmittal should be
completed and an extra copy of the form should be submitted,

11 All communications regarding this application must give the application number. Please direct all communications prior to issuance to
Box ISSUE FEE unless advised to the contrary.

IMPORTANT REMINDER: Utility patents issuing on applications filed on or after Dec. 12, 1980 may require payment of
maintenance fees. It is patentee's responsibility to ensure timely payment of maintenance fees when due.

Page 1 0of4
PTOL-85 (REV. 04-02) Approved for use through 01/31/2004.



PART B - FEE(S) TRANSMITTAL

Complete and send this form, together with applicable fee(s), to: Mail Box ISSUE FEE
Commissioner for Patents
3 Washington, D.C. 20231
: Fax (703)746-4000

I
INSTRUCTIONS: This form should be used for transmitting the ISSUE FEE and PUBLICATION FEE (T requlredz’. Blocks 1 through 4 should be completed where
apéa_ropriate. All further correspondence including the Patent, advance orders and notification of maintenance fees will be mailed to the current correspondence address as
indicated unlgss conjrfgcted below or directed otherwise in Block 1, by (a) specifying a new correspondence address; and/or (b) indicating a separate "FEE ADDRESS" for
maintenance fee notifications.

WMNMWWF‘T_T—BW €EIDly Mark-up Wit any COITECtons or use BIOCK 1) Note: A certiticate of mailing can only be used for domestic mailings o} the
20792 7590 77 08/13/2002 Fee(s) Transmittal. This certificate cannot be used for any other
accompanying papers, Each additional paper, such as an assignment or
MYERS BIGEL SIBLEY & SAJOVEC formal drawing, must have its own certificate of mailing or transmission.
PO BOX 37428

Certificate of Mailing or Transmission

RALEIGH, NC 27627 I herebg certify that this Fee(s) Transmittal is being deposited with the
. United States Postal Service with sufficient postage for first class mail in an

envelope addressed to the Box Issue Fee address above, or being facsimile

transmitted to the USPTO, on the date indicated below.

(Depositor's name)

(Signature)

{Date)

[ APPLICATION NO. FILING DATE FIRST NAMED INVENTOR I ATTORNEY DOCKET NO. CONFIRMATION NO. I
09/211,528 12/14/1998 DAVID E. COX 5577-130 9791

TITLE OF INVENTION: METHODS, SYSTEMS AND COMPUTER PROGRAM PRODUCTS FOR CENTRALIZED MANAGEMENT OF APPLICATION
PROGRAMS ON A NETWORK

| APPLN. TYPE | SMALL ENTITY ] ISSUE FEE | PUBLICATION FEE | TOTAL FEE(S) DUE DATE DUE
nonprovisional NO $1280 $0 $1280 11/13/2002
| EXAMINER ] ART UNIT | CLASS-SUBCLASS
WILEY, DAVID ARMAND 2158 709-229000
é.F%h?nfg3§f correspondence address or indication of "Fee Address" (37 2. For printing on the patent front page, list (1)

the names of up to 3 registered patent attorneys 1

0 Change of correspondence address (or Change of Correspondence or agents OR, a!tematively, @) the name of a
Address form PTO/SB/122) attached. single firm (having as a member a registered

2
e .. attorney or agent) and the names of up to 2
0 "Fee Address" indication (or "Fee Address” Indication form :
PTO/SB/47; Rev 03-02 or n(lore recent) attached. Use of a Customer regt stered patent attorneys or agents. If no name 3
Number is required. is listed, no name wilt be printed.

3. ASSIGNEE NAME AND RESIDENCE DATA TO BE PRINTED ON THE PATENT (print or type)

PLEASE NOTE: Unless an assignee is identified below, no assignee data will appear on the patent. Inclusion of assignee data is only appropriate when an assignment has
been previously submitted to the%SPTO or is being submitted under separate cover. Completion of this form is NOT a substitute for fi ing an assignment.

(A) NAME OF ASSIGNEE (B) RESIDENCE: (CITY and STATE OR COUNTRY)
Please check the appropriate assignee category or categories (will not be printed on the patent) Qv individual Q corporation or other private group entity 1) government
4a. The following fee(s) are enclosed: 4b. Payment of Fee(s):
O Issue Fee &3 A check in the amount of the fee(s) is enclosed.
Q Publication Fee 0 Payment by credit card. Form PTO-2038 is attached.
. ; £ The Commissioner is hereby authorized by charge the required fee(s), or credit any overpayment, to
U Advance Order - #of Copies Deposit Account Number y (encFose an c?(tra copy(o this form). »

Commissioner for Patents is requested to apply the Issue Fee and Publication Fee (if any) or to re-apply any previously paid issue fee to the application identified above.

(Authorized Signature) (Date)

NOTE; The Issue Fee and Publication Fee (If required) will not be accepted from anyone
other than the apé)licam; a registered atgomeg/ or algent; or the assignee or other parfy in
interest as shown by the records of the United States Patent and Trademark Office.

This collection of information 1s required by 37 CFR 1.311. The information is required fo
obtain or retain a benefit by the public which is to file (and by the USPTO to process) an
application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.14. This collection is
estimated to take 12 minutes to complete, including gathering, preparing, and submitting the
completed application form to the USPTO, Time will vary depende upon the individual
case. Any comments on the amount of time you require to complete this form and/or
suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S.
Patent and Trademark Office, U.S. Department of Commerce, Washington, D.C. 20231. DO
NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO:
Comumissioner for Patents, Washington, DC 20231.

Under the Paperwork Reduction Act of 1995, n(;w%ersons are required to respond to a
collection of information unless it displays a valid OMB control number.

TRANSMIT THIS FORM WITH FEE(S)
PTOL-85 (REV. 04-02) Approved for use through 01/31/2004. OMB 0651-0033 U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE




UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER OF PATENTS AND TRADEMARKS
Washingwn, D.C. 20231
Www.uspto.gov

LAPPLICATION NO. ' FILING DATE ' FIRST NAMED INVENTOR l ATTORNEY DOCKET NO,. ] CONFIRMATION Noj
09/211,528 12/14/1998 DAVID E. COX 5577-130 9791 )
20792 7590 08/13/2002 L EXAMINER ]
MYERS BIGEL SIBLEY & SAJOVEC WILEY, DAVID ARMAND
PO BOX 37428
RALEIGH, NC 27627 L ART UNIT | PAPER NUMBER —l
UNITED STATES 2158

DATE MAILED: 08/13/2002

Determination of Patent Term Extension under 35 U.S.C. 154 (b)
(application filed after June 7, 1995 but prior to May 29, 2000)

The patent term extension is 0 days. Any patent to issue from the above identified application will include an
indication of the 0 day extension on the front page.

If a continued prosecution application (CPA) was filed in the above-identified application, the filing date that
determines patent term extension is the filing date of the most recent CPA.

Applicant will be able to obtain more detailed information by accessing the Patent Application Information
Retrieval (PAIR) system. (http://pair.uspto.gov)

Page 3 of 4
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER OF PATENTS AND TRADEMARKS
Washington, D.C. 20231
WwWw.uspto.gov

-

[ appicaTionno. [ FLNG DATE [ FIRST NAMED INVENTOR [ ATTORNEY DOCKETNO. | CONFIRMATION No. ]
09/211,528 12/ f"4/‘1998 DAVIDE. COX 5577-130 9791
20792 7590 08/13/2002 I EXAMINER |
MYERS BIGEL SIBLEY 'gz SAJOVEC WILEY, DAVID ARMAND
PO BOX 37428
RALEIGH, NC 27627 [ arTuwiT | PpAPERNUMBER
UNITED STATES 58

DATE MAILED: 08/13/2002

Notice of Fee Increase on October 1, 2002

If a reply to a "Notice of Allowance and Fee(s) Due" is filed in the Office on or after October 1, 2002, then the

amount due may be higher than that set forth in the "Notice of Allowance and Fee(s) Due" since there will be an increase
in fees effective on October 1, 2002. See Revision of Patent and Trademark Fees for Fiscal Year 2003; Notice of
Proposed Rulemaking, 67 Fed. Reg. 30634, 30636 (May 7, 2002). Although a change to the amount of the publication fee
is not currently proposed for October 2002, if the issue fee or publication fee is to be paid on or after October 1, 2002,
applicant should check the USPTO web site for the current fees before submitting the payment. The USPTO Internet

address for the fee schedule is: http://wwyv_,ugpto.ggv/mgig[howtgfeeg.htm.

If the issue fee paid is the amount shown on the "Notice of Allowance and Fee(s) Due," but not the correct amount

in view of the fee increase, a "Notice to Pay Balance of Issue Fee" will be mailed to applicant. In order to avoid
processing delays associated with mailing of a "Notice to Pay Balance of Issue Fee," if the response to the Notice of
Allowance and Fee(s) due form is to be filed on or after October 1, 2002 (or mailed with a certificate of mailing on or
after October 1, 2002), the issue fee paid should be the fee that is required at the time the fee is paid. If the issue fee was
previously paid, and the response to the "Notice of Allowance and Fee(s) Due" includes a request to apply a
previously-paid issue fee to the issue fee now due, then the difference between the issue fee amount at the time the
response is filed and the previously paid issue fee should be paid. See Manual of Patent Examining Procedure, Section
1308.01 (Eighth Edition, August 2001).

Effective October 1, 2002, 37 CFR 1.18 is proposed to be revised to change’the patent issue fees as set forth below. As
stated above, the final fees may be a different amount, and applicant should check the web site given above when paying
the fee. '

(a) Issue fee for issuing each original or reissue patent, except a design or plant patent:

By a small entity (Sec. 1.27(a))--$655.00
By other than a small entity--$1,310.00

(b) Issue fee for issuing a design patent:

By a small entity (Sec. 1.27(a))--$235.00
By other than a small entity--$470.00

(c) Issue fee for issuing a plant patent:

By a small entity (Sec. 1.27(a))--$315.00
By other than a small entity--$630.00

Questions relating to issue and publication fee payments should be directed to the Customer Service Center

of the Office of Patent Publication at (703) 305-8283.
Page 4 of 4
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Attorney Docket No. 5577-130 PATENT ﬁ i’ '(‘
IN THE UNITED STATES PATENT AND TRADEMARK OFFICE
Inre: Cox et al. Group Art Unit: 2158
Serial No.: 09/211,528 Examiner: David A. Wiley “
Filed: December'14, 1998 Confirmation No.: 9791

For: METHODS, SYSTEMS AND COMPUTER PROGRAM PRODUCTS FOR
CENTRALIZED MANAGEMENT OF APPLICATION PROGRAMS ON A
NETWO%K

September 5, 2002
Box ISSUE FEE
Assistant Commissioner for Patents
Washington, DC 20231
Attn: Drawing Review Branch

SUBMITTAL OF FORMAL DRAWINGS
Sir:
In response to the requirement for new drawings as set forth in Paper No. 16 in
the above application, there is enclosed herewith one set (9 sheets) of new formal drawings.
It is requested that these new drawings be substituted for the originally filed informal

drawings.

pegtfully submitted,

Robert W. Glatz
Registration No. 36,811

Myers Bigel Sibley & Sajovec
Post Office Box 37428
Raleigh, North Carolina 27627
Telephone (919) 854-1400
Facsimile (919) 854-1401

RECEIVED
NOV 0 7 2002

{ffice of Patent Publication
Diractor's 0ffice
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PART B - FEE(S) TRANSMITTAL %

it

Compilete ether with applicable fee(s), to: Mail Box ISSUE FEE A g
Commissioner for Patents 17 4 $
Washin D.C. 20231 ‘
En (703)7
| 0 T OF BT TCATION [2 Sleted wh

K sed for it th LK an o H pugh 4 be €O
ﬂmpn Allﬁxlhercmupondence hudin htent fication of maintenance fees : memdenee.ddwss
wed.?mleucmdbelowordlrectednd:erwm klby(l)mafyﬁ?nmo&fem@demﬁuxnﬂu(b)mdm?ngamw' ADDRBSS"f:

= UA-Up Wi hficaie 0 g can b or do ings of the
20792 7590 oanm Fee(:) Ttanlmma.l Tlns eomﬂcatc cannot be used for sy other

h such
MYERS BIGEL SIBLEY & SAJOVEC oo e, P ave s oo coraRem oF maiiog of Eansmsaion.
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. Environment)? in 1990 with subsequent upgrades connmnng

b /L(',@

A Common Desktop Environment for

Platforms Based on the UNIX®

| .Operatlﬂg System

 p.d - 4@94

User interface techndlogies from four compames have been combinedto

create & single UNIX desktop standard that provides a common look and
feel for end users and a common set of tools for system admmustrators

-and applratlon developers

by Brian E. Cripe, Jon A. Brewstér, and Dé.na'E. ‘Laurseh

Und) the early 1980s most users interacted with their com-
puters via character-mode interfaces—they tvped in com-
mands. What happened 1o change all this was the arrival of
proprietary window systems. HP's first window system was
embedded in the Integral Personal Computer.! By 1988 the
X Window System had been adopted as a standard for ma-
chines running the UNLX operating system. However, avail-
able user interface toolkits, such as HP's CXI widgets, were
proprietary. These toolkits provided items such as scroll bars

and pop-up menus, and they allowed software developers to -

create applicadons that had a consistent look and feel. By
1990 rwo stable toolkits had emerged, OSF/Mouf and Open-
Look.t

The stage was now set for proprietary user environments. -
A user environment is a collection of programs used by the

end user 1o manage files. invoke applications, and perform - -

routine tasks such as edit text files and send and receive
email. HP delivered its first version of HP VUE (Visual User

to this day.

in March of 1993 representatives from Hewlett-Packa.fd, IBM,
Sun Microsystems, and Novell agreed to create a common -
user environment for UNIX platforms (see the article on

_ page 50). This joint initiative resulted in the specification and

development of the Comumon Deskiop Environment (CDE).
CDE accomplishes rwo things: first. it adopts-OSF/Motif as -
the principal user interface toolkit for UNIX systems, and

second, it establishes this rich new environment and frame- g

work as a standard user environment.

CDE is based on the X Window System from the X Consor- .~ -

tium and the Motif graphical user interface from the Open
Sofiware Foundation. Fig. 1 shows how these xechnologles
fit together.

The X Window System (X).components include:

X server. This program wTites directly to the users display
hardware. .

Xlib. This is a library of function calls for communicating ‘
with the X server. Xlib deals with Jow-level concepts such as

" Upenioat i tne X Window Svsiem tanie.: 11pm Sup LArosysiems

rectangles, arcs, and fonts. It does not know about higher-:
‘leve] concepts such as menus and scroll bars (i.e., interface
widgets).

X protocol. This is the data stream that communicates
between Xlib and the X server. This data stream can be
passed across a network, which gives X the ability to run an
application on one system and display the user interface to
another system.

Xt This is the X toolkit, wtuch provides a fra.mework for
defining and integrating user interface widgets.

The Motf component is Xm, which is the Motif library that

- provides @ rich collecton of user interface widgets such as

dialog boxes, menus, buttons, scroll bars. and text editing
panes. ’

Diﬂ’eréntv Views of CDE

The rest of this article_prbx"ides an overview of CDE from -

three different perspectives: the end user who uses CDE but
does not care about its internal design. the software devel-

~ oper who is writing applications that need 10 be integrated

with CDE, and the system administrator who is responsible '
for managing systems that run CDE. .

Applications Coe

Xm {Motif)

Xiib/xi

. X Protocol

Fig. 1. COE arclmeciare
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End-User's View
Putting 1ogether a user enmvironment and application frame-
work such as CDE always forces one 10 be precise abowt

requircments. Many of the dnving inputs for the CDE project -

turmned out 10 be based on the following end-user require-
ments: - .
Complerencss. CUE needs 0 be & full-senvice environment
covering eventhing fmn;; iggm 10 logout. This includes se-
curinv and authentication. Windowing. application launching.
file management. email. and so.on. - R
Integration. CDE paris and services need 10 work together
seamlessly. For examplegft should be possible to mail a - o
meenng notice with 2 ¢alendar appointment in it. aliowing:
the recepients 10 add the eveni easily 1o their calendars. °
Also. CDE utilities need 10 use CDE APls te.g.. help. drag
and drop. eic.j not-only 1o be consistent with each other,
but Lo be showcase components showing the results of ‘
proper use. ' .
Compatibility. Previous applications need to continue 10
run. This is true for OpenLook. Motif. and terminal-based .
software. For HP VUE users. we were very interesied in
ensuring that conversion tools could be created 10 move
configuration information into CDE. \ T
Ease of use. The resulting environment needs to be guided
by a standard set of usability principles and tested for
usabilin: defects. This work took place at the early stages

and during every step of the CDE project.

Getting agreement on these fundamental end-user require-
ments was critical given the nature of our extended multi-
company development team. Many of the more difficult
project decisions required coming back 1o these basics. For
exampie.-the drag and drop architecture had o be reworked
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several Umes 1o accomplish the integration anibitions of the
tean.

The cover of this issue and Fig. 2 show a typical CDE user

interfuce. and Table ] lists all the end-user companens,
some of which are shownan Fig. 1

Basic End-User Tasks _
Tiw first thing a user does when approaching CDE s log in.
It 18 the CDE login senvice that authenticaies and authorizes

user aceess 10 the svstem. This gaiekeeper for the UNIX

svstem then invokes the basic session companents such as
the window manager and file manager. The user's prexious
session can also Le automatically restored. This allows
jtems such as running applications. color serungs. and the

“graphical deskiop arrangement 16 be retained from the logoul

of the previous session.

" Once the user is logged in. the file manager is used 10 find

and organize dauwa files. Files ¢an he dragged out of the file

-manager and dropped in many interesting places such as the

printer. Files can be moved and copied by dragging them
about. File icons can be placed on the main screen as if the
screen were a deskiop. A file's npe {document. spreadsheet.
image. etc.) can be determined by its icon. and vanous ope-

" specific actions can be invoked \ia a2 pop-up menu that is

made available for each icon. For example, editing a graphics

‘image and viewing that same image might require two

different applications and thus two different actions in the
pop-up actions menu. The file manager also allows different

“views of the file directories. such as a ree view {containment

hierarchy) and a full file properties \iew (size. secuniry.
etc.). Files can be found by manually browsing through the
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Compon'em

' ng'm Manager

Session
"Manager

Window
Manager

Workspace
Manager

Front Panel

Sryle Manager
File Manager

Applicauon
Manager

Text Editor
lcon Editor

Mailer

Calendar
Calculator

Terminal
Emuiator

Action Creator

Print Manager

Tabie |
" End-User Components

S f _ Function -
Graphical login and authentication
Vi

Logout 1o login session save and restore

X1 Lﬁ’mdows compliant window
manager B

Window grouping and task switching

Ubiquitous senvices access and work-
space switching -

Customization and configuration: - -
File manipulation services

Application discovery and launch
services

ASCI tex file editor
File type icon creator and editor

- Full MIME compliant multpart email
facility .
Personal and group time manager -
Financia17 logical, and scientific modes
\T220 tvpe »chaxﬁcler mode support

- Linking behavior to specific icons

Multprinter-aware print submission tool

directories or via a finding service that works with name or.

content ratching. A found file can then be automatically
placed on the deskiop.

Applications can be launched in a number of ways. Simply

doubleclicking a data file icon and allowing CDE to launch

the correct application with that data file as its argument is

usually the most convenient approach. However, sometimes

. running an application directly is more appropriate. The
applications themselves also show up as icons that can be
moved about, organized. and double-clicked for invocation.

These application icons are initially found in the application
manager. which is really just a file manager window- onto the
applications directory. A user can drag the application icons

into any other directory or even onto the deskiop. For im-
portant and commonly used applications. the icon can be
directly installed into the front panel for easy access.

The article on page 15 describes the data structures in-
volved in linking applications, icons, and actions Logether.

Task managemeni in CDE is much like any other windowing

environment in that it has various ways to control the win-

dowing behavior of the running applications. However, there

1s 2 major enhancement in CDE called workspaces. The

. multiple-workspace paradigm supported by CDE allows a
user to switch berween multiple screens full of application
windows. This allow's each collection of windows o be

treated as a group (the default is four workspaces). End users

can use workspaces 10 collect together groups of windows

for specific tasks. For example. one workspace could contain
all the windows associated with a remote system, while
another workspace could contain windows for the user’s
deskiop publishing tools. '

Workspace switching is very fast. rypically less than a few

‘tenths of a second, and is accomplished by pressing a single

button within the front panel. Each workspace has its oun
backdrop. which is usually color-coded.to match its bunon.
The workspaces are also named and can be created and
destroved at any time by the ‘user. )

The front panel is usually located at the bottom of the screen
(see Fig. 2). It is available in all workspaces and provides
access to imporiant and frequenty used senvices. These ser-
vices include: .

Clock and calendar functions

Personal file space (file manager access)

General application space (application manager access)
High-use application and data file access

Mail facilities

Workspace management controls

Printer access

CDE configuration controls

Help facilities

Trash can for deleting files

Screen locking and logout services.

The front panel i$ a unifving tool for collecting important

" services that are otherwise left scattered and hard to find. It

is also a distinctive visual feature known to the development
1eam as a signature visual in that it distinguishes the ma-
chine running CDE from other machines.

‘ End-User CDE Utilities

CDE has a number of utility programs that support specific

_end-user tasks. The following are some of these utilities.

Text Editor. This is a simple ASCII text editor that is neatly
integrated into CDE so that drag and drop, help, and general
Motif text behavior are seamlessly available to the end user.
Text formarting, spell checking, and cut and paste services
are also available.

Mailer. This is a highly integrated set of services that has full
drag and drop behavior with respect to folders, messages,
and attachments. The following scenario illustrates the ser-
vices integrated with the mailer.

The front panel’s mail icon is pressed, bringing up the user’s.
in-box. A message is dragged from the in-box to the front
panel’s printer icon. Another message is dragged to a mail
folder icon within 2 file‘manager for saving. A file is dragged

-from the file manager to the mail icon on the front panel for

sending. Finally, a message being read has a graphics anach-
ment that is double-clicked to invoke the graphics viewer.

Thus. from the CDE mailer the user can print a message,
save a message to a file, view the graphics in a2 message, and
compose and send a message.

Calendsr. The calendar facility is a personal tool for managing
time and to-do items. It is “group aware” so that the user
can examine and search {or meeting opportunities with col-
leagues. Individuals can control the privacy of their own
schedules. Meetings can be emailed viathe drag and drop

2t




mechanism. and the calendar view can be ﬂipped‘berween
day. week. month, and six-rnonth views. . :

Terminal. This 100l supporis character-mode applicationé
{some of which predate window svstems). The CDE terminal
emulator behaves like a DEC/AT220 terminal with minor
changes consistent with ANSI and 1SO standards. Full cut
and paste behavior with the rest of the deskiop is built in.
The core feature of this éhulator traces its ancestry back to
HP's Integral Personal Computer. which had HP's first win-
dowing svstem and thus HP's first terminal emulator for the
UNIX operating system. '

Software Developer’s View of CDE

To the sofrware developer. CDE is composed of rwo distinct
components: the X/Open‘! standard and CDE product imple-
mentations. The X/Open standard defines the components .
that must be present on any sysiem that claims to be CDE-

- compliant HP's CDE product. like CDE products from other

vendors. must support the interfaces defined by the X/Open
CDE standard. but may contain addidonal functionality. |
For example. many vendors have enhanced CDE to provide

backward compatibility with previous proprietary producr;. :

Sofrware developers should be cautious when using features
of a CDE product that are not part of the X/Open standard -
because they may not be portable to all CDE systems.

The major benefits that CDE provides to the developer are:
A single GUT toolkit (OSF/Motif) that is supported by all -
major UNIX vendors ' '

“Tools and libraries 1o help build an application

Mechanisms to integrate an application with the desktop
environment . ; .
Mechanisms to integrate applications with each other.

Table 0 lists the components available in CDE that enable
developers to integrate their applications into CDE.
Appendix A on page 11. contains a complete list of all the .
CDE APIs. which enable developers to build applications
based on CDE. ' :

 CDE defines three levels of application integration from

.

which the developer can choose: basic. recomumended. and
optional. Basic integration consists of the minimal integration
steps that allow a user to access an application from the
desktop environment instead of a command prompt in 2
terminal window. Recommended integration requires more
effort by the developer but allows the application to be fully
consistent with CDE and other CDE applications. The final
Jevel. optional integration. is nol necessary for most applica-
tions but is useful for applications that need 10 perform
specialized tasks. ‘

Basic Integration ‘ ‘ :
Basic integration allows an application and its daua files 10
be managed by CDE. This management includes:

Finding the application and invoking it using an icon in the
application manager A t ‘

Identifving the application’s data files with a unique icon
Loading a data file into the application by dragging and
dropping the file icon on the application icon

Invoking the application to print & data file by dragging and
dropping Lhe file icon on a printer con

Using the style manager 10 specify colors and fonts for the
apphcanon ‘ '

PN

Table I
- Developer Components

Component Purpose

Viewer. APL and administraton

.Help System
: tools

OSF/Motif version 1.2.3 plus some

Motif Toolkil
: 1.2.4 repairs

SpinBution and ComboBox

““{raken from Motif 2.0)

For adding termina! emulation to an
application

Custom Widgets

Terminal Widge1
Diksh A GUI dialoging and scripting facility

Drag’and drop conventions. proto-
cols. and APIs

A standard general-purpose message

Data Interchange

ToolTalk®
passing service that enables. tight
- integration berween separate appli-
cations and CDE components
Data Tvping AP] for access Lo the deskiop engine
‘ ‘ nping services
Actions API for access 10 the desktop
invocation services :
Font Guidelines Conventions for standard font
) interactions
lmemarjona.lizétion Overview and reconciliation of
. Guidelines relevant standards and style guides
ClienvServer - Network execution and distribution
Guidelines. model - A

» Locating infof‘rnation about the application in the help
manager.

-

‘Basic integration can be accomplished without any modifi-

" cations to the application’s source or executable files. The

steps for performing basic integration include:
« Defining an application group for the application manager
that will hold the applicadon
« Defining the application’s icons and giving them the correct
double click and drag and drop behavior by creating new
CDE actions and data types ' .
« Remoning color and font specifications from the applica-
tion's defaults file so that it will use the default colors and .
fonts specified by the CDE srvie manager
« Installing configuration files for the application in the stan-
dard file system locations and registering it with the deskiop
using the ciappintegraie command (This command is typically
invoked by the application’s installation seript.) .
Creating and installing any appropriate application informa-
tion as desktop help files.

Recommended Integration
Recomended integration includes additional sieps that are
necessary 10 make the application fully integrated into (DE
and consistent with other applications. This level of integra-
tion requires modifications to the application’s source code.
but in retumn it provides the following benefits:

« The user can access CONLext-Sensitive’ online help-from
within the application using the CDE help svsiem. To
achieve tus the applicaton st use the help svstem AL




.
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The application can achieve tight integration with other
applications using ToolTalk messages. For example. an editor
application that supports the media exchange message suite
can be used by other a_pplications for editing data objects.
To achieve this the application must use the ToolTalk
messaging API and suppom one or more of the standard
message suites.

‘The user can log out wnﬁ the application running and upon

login the application wfl be automatically restarted and
restored 10 its previous state. To achieve this the application

‘must be able to read and-wTile session flles that define the.

application’s state. and it must use the session management
API for controlling this behavior. _
The user can move data into or out of 2 running.application
using the drag and drop faciliry. To achieve thxs the apphca-
tion must use the drag and drop APL

The application user interface can be translated into other
languages without modifying the source code for the appli-
cation. To achieve thus the application must follow the -inter-
nationalization guidelines.

The applicaton can be dxsplaved on 2 remote wor}st.anon
or an X terminal and be assured of gemng the expected
fonts. To achieve this the application must-access its fonts
using the standard font names defined in the font guidelines.

Optional Integration .
Applications with unique needs may choose Lo use t.he
optional CDE integration facilities. Applications are not
required or expected to use any of these facilities, but some
applications will find them useful. These facilities include:
Additonal Motif widgets such as SpinBox and ComboBox
Data gping functions that enable an application to determine
the tvpe and auributes of files and other data itemsina
manner consistent with CDE and other applications
Acmon invocation functions that enable an apphcauon to
invoke other applications

Monitor and control functons for the placement of apphca~

tions-in the user’s workspaces ‘

A terminal emulator widget that can be used to add 2 con-
ventional UNIX command window to the application

A text editor widget that alows adding a text editing
window to.the application, which is more powerful than
the standard Motif text editor widget

An AP] 10 access calendar and scheduling capablhues
which is an implementation of the X.400 association calen-
daring and scheduling AP1 1.0

An enhanced version of I\om shell which provides access to
CDE APIs from an interpreted script language

More infonnation about these integration Lechmques can be
found in references 3 and 4. »

System Administrator’s View of CDE

CDE greatly simplifies the burden of a UNLX system admin-
istrator because it provides a consistent set of capabilities
and configuration mechanisms across virtually all UNIX
svsiems. Tasks that an administrator of a CDE system might
perform include configuring the behavior of CDE. adminis- -
tering CDE in a networked environment, and administering
apphcations.

Configuring CDE. CDE is a highly configurable environment.
Many of the customizations that a user can choose 10°do to

- configure a personal environment can also be done by a

.

- designed to work well in a highly nerworked environment. . - .

svstem administrator for all users. Some examples of pos-
sible configuration changes include the ability to:
Cusiomize the appearance of the login screen  ~

Modify the set of applications that get automatically started
when a user first logs in

Add or remove printer icons from the print manager
Customize the conients of the front panel

Lock all or poruons of the front panel so that they cannot be
modified by the user .

Customize the set of controls embedded in window frames
and modifv their behavior

Modify the menus available from the root window of the
display

Modify the kevboard bmdmgs and acceleraLor kevs used by
applications

Customize the default fonts. colors, and backdrops used bv

CDE and apphcauons

For more mformauon on any of these rasks see reference 4.

Admmxstermg CDE in & Networked Environment. CDE is

The architecture of the desktop Jets svstem administrators
distribute computing resources throughout the network.

-including applications. data files for applications, desktop

session services (desktop applications such as the login

" manager and file manager), and help services. Help data

files.can be put on a central help server.

. Typical tasks performed by the adnurusu-atof of a network

running CDE inciude:
Installing the operating system and CDE on a nerwork of i
systems. some of which might perform specialized tasks

" such as act as an application server

Configuring the login manager so that workstations or

X terminals have login access to the appropriate set of
systems

Configuring the distributed file system so that all systems
have.access to the necessary set of data files

Installing and configuring devices such as printers so that
they are accessible from the deskiop environment
Configuring application servers that run applications on
behalf of other systems in the network .
Configuring other servers such as daLabase servers or help
servers. :

CDE includes a2 number of daemons. System ‘administrators

often do not need to be aware of these daemons because
they are installed and configured automatically when CDE is

" installed. However. in some situations system administrators

may need 10 use the information in the manuals and man
pages 1o create some nontypical configurations.

These daemons include: _ .
diogin The Jogin manager. which provides login senvices

- to the workstation or X Lenninal

dispcd. The subprocess control daemon, which prondes
remote conunand invocation
rpe.ndbserver. The ToolTalk database server. which is used

" by the ToolTulk messaging svsiem and performs filename

mapping :
nsession. The ToolTalk message server. which provides
message pussing




o rpc.cmse. The calendar da(gmon which manages the calendar
databases. 4 :

More information-about theée daemons can be found in
reference 3. ,

/

Administering Apphcauoq;f The nerworking capabilities of
the HP-UX~ operating system. the X Window Syvstem. and
CDE can be used 1o create many different application-exe-
cution configurations. The simpiest configuration is local
application execution in which applications are instatled on
the local disk of a workstation and executed locally.

A variation of this configuration is to install appliéar.ions on
adisk on a central file server and then mount that disk on
other workstations. Each workstation accesses the applica-
tion's executable and configuration files across the network,
but executes them locally. This configuration reduces the
total amount of required disk space because multiple work-
stations are sharing a single copy of the application files.

Another approach is 1o use centralized. application servers.
This configuration uses the client/server-capabilities of the
X Window Svstem o execute the application on one system
and display its user mnerface on another workstaton or X
terminal.

Application servers are a good solution to the problem of
giving users access 1o applications that have special run-time
requirements. For example, if users need access to an appli-
cation that only runs on HP-UX 8.0, an HP-UX 6.0 application
server can be created and accessed from workstations run-
ning HP-UX 8.0.

CDE makes these distributed applicaton environments sim-
ple to use by representing all applications as icons in the
application manager. The user does not need o know or care
whether the application is installed locally or on a remote
application server. '

CDE also makes these distributed configurations easy 1o
create and administer. Applications are installed the same

way whether they will be used locally or accessed remotely:
When a workstation is configured to access another system
2s an application server, all of the applicadons on that system

_ that have been registered with CDE automatically become

available. The article on page 15 provides a more detailed
discussion about CDE application administration tools.

Summary
The HP VUE user -will find much to apprecxate in CDE. CDE
retains the best end-user features of HP VUE, such as work-
spaces and the iconic deskiop behavior. CDE adds many
hew end-user services, such as an integrated mailer and 2
calendar system. The system administrator gets a rich and

" new standard set of configuration options that also shares
much of the HP \'UE approach. A software developer has
optional access 1o a new programming framework to take
advantage of deep environment integration. Other than the
help facility, thése programuming services were not available
as pan of HP VUE.
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Appendix A: CDE Application Progra.mming Interfaces

This appendix lists the CDE libranes and header files thai contam the
CDE APIs

Desktop Services Library {libDtSvc) .
Desktop Initialization APls. The deskiop servizes library must be
nttialized with Diappiniualize{} of Dtinitiatize(i before an application can
use the APls for action invocation, 3ata typing. drag and 0:op. screen *
saving, SeSSI0N Management, or workspace management

sinclude <DUDLA>

Dit5). Miscehianeous deskiop definttions

DiApplniuaiize(3), Diininatize(3}. Deskiop services hibrary iniaiizaton -
funcuons. '

Action Invocation APls. These APls prowide applications access 1o the
deskiop action database to query action atiributes and 1o mvoke aclions.
The Dtactioninvoke(} function selects the correct geskiop aciion 10 mvoke
based on 115 arguments and actions in the database The D1Dbloadl} and
DiDbReloadNoufy() functions apply 10 the shared gatabase for acuons
anc daie 1ypes )

s #include <DYAction.h>

« DwacuontS). Action service definitions
« DlacuonCalibackProc{3): Noufies application that the status of an action

has changed

_ « DiActionDescription(3). Obtains the gescriptive 1ext for 3 given action

« DiActionExists(3); Determines if a stnng corresponds 10 an action r.ame
- DtAcionicon(3). Gets. the icon information for an action

« Diacuoninvoke(3) Invokes a COE action

« DtActionLabel(3!: Gets the Iocalizable labe! stnng for an acnon

« DiDbload(3) Loads the aclions and data types database

« DtDbReloadNotity(3): Regrsters callbacks for changes 10 actions and data

types database.

Data Typing APis. Data typing'APIs provide applications with access 10
the deskiop data lype dalabase 10 query gata lype atiributes and 10’
determine the daia type of files. bullers, and data.

* finclude <DUD1s.h>
« DtD1s(5). Provides data lyping defmmons




-« MiDisButterToAnributetist{3) Gets 2 list of dais anrioutes for a bye '

sream .
+ DiDisButterToAnributeValué3! Gets 2 singte daiz atribute vaive ior 2
bvie stream # ¥ .

» DiD1sBufferToDataType(3) Get( the datz type for & byte stream

« DtDwsDataToDataType(3). Getyxhe date type 1or 5 se: 0° caia -

» DiD1sDataTypelsAcuon(3) Dgtermines if the gaia type 1§ an action

+ DiDt1sDataTypeNames(3) Gets a8 hst of avaiianle dats types

» DiDisDataTypeToAnributeList(3). Gets a ist of attriputes for 2 data-type

+ DtD1sData TypeToAtributeValue(3l: Gets an attribute value for 2 specnfued

data type
« DtDisFite ToAttributeList(3) Gets & list of annbutes for a fite
« DiD1sFile ToAnributeValue(3): (ets 2 specifiec annbute value for a file
« DtDisFileToDataType(3) Gets a data type for & file '
« DiDisFindAntribute(3): Gets a specified kst of data types.
« DtDisFreeAnributeList(3); Frees a iist of data atiributes
» DtDtsFree AttributeValue(3): Frees & data attribute vaiue
« DiDsFreeDataType(3): Frees 2 data type pointer tc mermory
» DiDsFreeDataTypeNamest(3): Frees a hist of Gata type names
« DiDtsisTruel3): Rewrns a Boolean value associated with a string
« DiD1sLoadDataTypesi3): Loads and initializes the date types database
» DiDtsRelease(3): Frees memony associated with the dais types da'abase
. DIDtsSeXDaLaType(Zil Sets the data type of z directpry

Drag and Drop APls. The drag and drop APIs are 2 convenienceand .
policy Iayer on top of Motif 1.2 drag and drop. The drag and drop APIs
manage the configuration and appearance of drag icons. define a ransfer

protocol for buffers, enable animation upon drop. provide enumeration of

1argets for.text and file transfers, allow dual registration of 1ext widgets.
for tex1 and other data, and provide priontized drop formats.

* #finclude <DyDnd.h>

« D1Dnd(5}: Provides drag and drop definitions

» DiDndCreateSourcelcon{3): Creates a drag source icon
« DiDndDragStan(3l Initiates & drag

» DiDndDropRegister{3}: Specifies a drop sie

* DiDndDropUnregister(3): Deactivates a drop site.

Screen Saver APls.

« hinciude <DUSaverh>

« DiSaver(5). Provides screen saver defimitions )

« DiSaverGetWindows(3): Gets the hist of windows for brawmg by a'screen
saver apphcaton

Session Management APls.

* #include <DVSession.h> o

* DiSessioni5): Provides session managemeni services gefimtions

* DiSessionRestorePath(3). Gets a path name fa: the application’s state -
nformation filg

» DiSessionSavePath(3) Gels a path name for saving apphcauon sate
miormahon :

Workspace Managemient APls. The worksaa..e management APls
provide funclions 10 access anc modiy workspace atiributes and 1o
requesi notification of workspace changes

* #include <DUWsm.h>

* DiwsmiS5]: Workspace manager defmitions

* DiWsmAddCurrentWorkspaceCaltback(3) Adds 2 callba k10 be called
when the current workspace changes

* DiWsmaAddWorkspaceFuncuonsi3) Adds workspace funcuions lor a
wingdow

« DIWsmAddWorkspaceModifiedCallback{3). Adds 2 callback 10 be calied R
when any workspace ts changed

« DtWsmFreeWorkspacelnfol3) Frees workspace iformation

« DiwsmGetCurrentBackdropWindow(3!. Ges tne backdrop wm:.IOv\ fa
the cutren: workscace

» DMWsmGetCurrentWorkspace(31. Bets the current workspace

» DiWsmGetwWorkspacelinfol3) Gets oetailec workspace, nfarmation

» DiwsmGetWorkspacelisti3) Gets the names of ing currently defineg
workspaces - '

* DiwsmGetWorkspacesOttumed(3) Gels the worksaaces n which a
window resides _ .

« DiwsmQccupyAliWorkspaces(3!: Puts a window intG 3l workspaces

« DtwsmRemoveWorkspaceCallback(3) Removes 8 workspace callpack

e DthmHemoveWorkspaceFuncnons(Zﬂ Remaves 3 window's workspace

“function

"« DiWsmSetCurrentWorkspace(3) Sets the turrent workspace

* D1WsmSetWorkspacesOccupied(3): Sets the worksgaces n whizh a
wingow resiges * » :

Help Widget Library (libDthelp)
Help Utility APls. These APls are used 1o manage apohcation heip
« #include <DUHelg.h>
» DtHelp(S): Help services definitions
» DtHelpReturnSelectedWidgetldi3): Selects a widget o7 gadge: -
« DtHelpSeiCatalogName(3) Assigns the name of the message catalog 10 e
use fof help services : ' : %
HelpDialog Widget APL. The DiHetpDialog widget provides users with
the functionality for viewing and navigating structured online information
{CDE help:voiumes) This functionality includes text anc graphics render-
ng. embedded hypertext links, and various navigation methods 10 move
through onime help information. The widget supports rendering of COE
help volumes system manua! pages. text files, and character stnng values

« #include <DVHetpD|alng h>
. DxHelpDuanng) DtHelpDialog definitions

- = DiCreateHelpDialog(3): Creates a general DxHelpDnalog widget
« DiHelpDialog(3): The DiHelpDialog widget ciass

HelpQuickDialog Widget APls. The DtHelpQuickDialog widge: provides
_ users with the same functionality as the DtHelpDialog widget. The ditfer-
ence here is tnat the functiorality 1s for the quick diaiog widget

 #incluoe <DyHelpQuickD.h>

o DiHelpQuickD(S} DtHelpQuickDialog definttions

* DiCreaieHelpQuickDialogt3). Creates 2 DiHelpQuickDialog wioge:

« DiHelpQuickDialog(3i: The DiHelpQuickDialog widgei clacs

. DtHepoutckD»angGelChﬂdBl Gets the child of a DiHelpQuickDialog
widget- .

Terminal Widget Library {libDtTerm) .

Terminal Widget APls. The DiTerm widge! provides the core set ol -
funcuionality needec 10 emutate an ANS! X3.64-1978- and IS0

6428 1382(E)-style terminal. such as the DEC VT220 This functionaliny
ncludes text rendenng. scrolhng'_ matgsn anc 13b suppor:, escape se-
guence parsing, and the low-ievel, operating-system-specific interiace
requirec 10 allozate anc configure & pty Of siteams pseudolermina! de-
vice and write 10 the Sysiem's utmp device.

©  Finclude <DYTerm.h>
.+ D1iTermt5) DiTerm widget dehnmons
» DiCreateTerm{3! Creates a DiTerm widgel




« DiTerm(3}: DiTerm widge! ciass

« D:TermDisplaySend(3) Sends data t0 a DiTerm wiage:’s drsp-ay

"o DiTerminmalizel3); Prevents acc%leralors from being insialied on 3
DiTerm wigdoet

« DiTermSubprocReapl(3) Allaws 2 D( ]erm widge: 1¢ cleer up aher subaro-
cess 1erminalion

« DiTermSubprocSend(d). Sends Cata 10 3 DiTerm wicge:'s subpnocess.
Desktop Widget Library (libDtWidget)
Editor Widget APIs. The DiEditor widget supports creating and editing
text files. i gives applications running in the deskiop environment a
consistent method for editing text data The widget consssts of a scrolled
edit winoow for text. dialogs for finding and changing iext. and an pptional
status line Fditng operations. include finding and changing text. simple
formatung, spell checking. and undoing the previous editing operation. '

« #¥include <DVEditor.h>

« DiEditortS) Editor widget definitions

« DiCreateEdnor(3}: Creates 2 DiEditor choel

« Difditor(3) Difdnor wigget ciass

« DifditorAppend(3}: Appends data 10 a Dikdstor widget’

. DlEdncrAppendFromFlle(f!) Appends data from 3 fiie 110 3 DtEditor widget

« DiEdnorChange(31: Changes one or all oceurrences ot 3 sumg in 3 DtEdinor
widget

« DiEditarCheckForUnsavedChanges(3): Reparts whether text has been
edited

« DtEdnorClearSelection(3). Clears the pnmary selection in 3 DtEdnor wigdget

« DiEditorCopyToCiipboard(3). Copies the primary selection in 3 Dikditor
widget to the clipboard '

« DtEditorCunToClipboardi3l: Copies Ihe primary selection in 3 DtEdnor
widget 10 the clipboard and deletes the selecied text

« DifditorDeleteSelecunon(3): Deleles the pnmary selection in\the DxEdnor
widget

« DiEdorDeselect(3)' Deselects the current selection in 3 DiEditor widget

« DiEditorDisableRedisplay(3): Temporarily prevents visual update of 3
DiEdior widget

« DifditorEnableRedisplay(3]: Forces the visual update of a DtEditor widget

« DifditorFind(3] Searches for the next occurrence of 2 string in a DiEditor
wigget ‘

« DiEdnorFormat3)' Formats all or pant of the contents of 3 DiEditor widget

« DiEditorGetContentsi3) Retrieves the contents of a DiEditor widget

« DiEdnorGetinseruonPosition(3) Aetneves the position of the insen cursor In
3 DtEdnor wioget

= DiEditorGettastPositipn{3): Hexneves the positian of the lass character in
a DtEditor widget

« DiEdnorGetMessageTextFieldiD(3) Retrieves the widget ID of the message
1ext field in the DiEdror status line

 DiEdnorGerSueHints(3). Retrieves sing informanon from a DiEditor
widget '

. DiEdnor GoToline!3): Moves the insart curser for 2 DtEdnor widget 10 a
spectfiec hing '

+ DiEditorinsert{3} Inserts daia into a DiEditor. widgel

« DiEgitorinsenFromFile(3): Insens data from & file into & DiEditor wudgel

 DiEdnorinvokefindChangeDialog(3! stplays the DtEdnor widgel dialog
for searching and replacing text

» DiEduorinvokeFormatDialog(3) Displays the DiEditor wvdge: dialog for
choosing {ormarting options

* DiEditorinvokeSpeliDialog(3) Displavs the Difdrior widge: dnalog for -
checking 1ex: lor spelling errors

= DiEditorPasteFromClipboard(3) Insens the chpboard selection inio a
DiEditor wigget ‘

« DiEdnorRepiace(3) Repiaces 3 portion of the contents of 2 DiEdror wadget

» DidnorReplaceFromFile(3) ‘Replaces 2 portior: of the contents of 3
DiEditor widget with the contents of 2 file

+ DiEdnorReset(3). Resets 2 Difditor widget 10 its default siate

« DifdiorSaveContentsToFilet3)” Saves the conients of -2 DiEditor wioge: 1o
z fie’

» DiEdnorSelectAlli3) Selects all the textin 2 Didutor widget

o DiEditorSeiContents(3). Places data intc @ DiEditor winget

+ DifditorSetContentsFromFiléT3) Loads datz from 2 fiie inte 2 DtEdunor
widget

. DtEduorSetlnsemonPosman(Bl Sets lhe position of the nsent cursor in 3
DiEdnor widget

o DtEditorTraverseToEditor(3). Sets kevboard traversal 10 the edi: window
0! a DtEditor widget

+ DtEditorUndoEdit(3]: Undos the Ias‘ edn made 10.the text in a DtEditor
widget.

ComboBox Widget APIs. The DiComboBox widget is 2 combination of 3
TextField and @ List widge: that provude< 3 list of valid choices for the

- Textfietg Selecting an rtem from xms s aummaucany fills ir. the Tex1-

- Field with-that list rtem

* sinclude <DyComboBox.h>
« DiComboBox(5)' DiComboBox widget defimitions
» DiCreateComboBoxi3): Creates a DiComboBox widget

« DiComboBox(3): DiComboBox widget class

» DiComboBoxAdditem{3}; Adds an item to the ComboBox widget

» DtComboBoxDeletePos(3!: Deletes a DiComboBox iiem

« DitComboBoxSelectitem(3). Selects & DiComboBox 1lem
« DiComboBoxSetitem(3!: Sets an nem m the DtComboBox hst.

MenuButton Widget APls. The DtMenuButton widget is 2 command
widget that provides the menu cascading funcuionality of an XmCascade-
Button widget. DtMenuBuron can only be instantiatec outside a menu.

pane.

o #include <DUMenuButton.h> .
« DitMenuButiontSl: DiMenuBunon widgel definitions

« DiCreaieMenuBurion(3). Creates a DiMenuBution widget
+ DiMenuButton(3): DtMenuBution widge! class

_SpinBox Widget APis. The D:SpinBox widgel is @ user mleﬁace control
for incrementing and decrementing an associated TextField For examole.
it can be used to cycle thugh me months of the year or days of the
month,

* #include <DUSpinBox.h>

« DtSpinBox(5}; DiSpinBox wioge! defimions
« DiCreateSpinBox(3) Creates 3 DtSpinBox wioget

-« D1SpinBox(3): DtSpinBox widget class™ .

« DiSpinBoxAddliem(3] Adds an riem 10 the DtSpmnBox
« DtSpinBoxDeletePos(3) Deletes 2 DiSpnBox iem
« DiSpinBoxSethiem(3) Sets an iiem in the DtSpinBox hist

Calendar Library (libcsa)

Calendar APls. The Calendar APls incluge functions for nserting.’
deleting, ang modifying entries, funcnions for browsing and finding
entnies. and funcuions for catendar admintsization

» #include <csa/csa.h>

= csacsal5): Calendar and appoiniment services defintions

« esa_add_calendar{3): Adds 2 calendar 10 the caiendar service
» csa_add_entry(3) Aods an eniry (o the specified calendar




« csa_call_caltbacks(3}: Forces the invozation of the callback functions -
associated with the specrfied callback hists

+ csa_delete_catendar(3} Deleles 3 calendar from the calenda’ service

» csa_delete_entry(3): Deletes an entry from 2 calendar

« csa_treel3) Frees memory gliocatec by the calendar service

csa_tree_ume_search{3): 3eagches one ot more calendars {o: available

‘tree ume gy

esa_lisi_calendar_atributesi3); Lists the names of the catendar annbmes

associated with 3 calengar

csa_list_calendars{3): Lismlfﬁ]e calengars supported by a caiendar service

csa_hst_entries(3): Lnsts the calendar entries that maich all the auribute

search criteriz

csa_hst_entry_attributes{3}: Lists the names of the entry annbutes

associated with the specified entry

csa_list_entry_sequence(3): Lists the recurrning calendar emnes that are

associated with a calendar entry

csa_logoti{3):-Terminates 3 session with 2 caiendar

¢sa_logon(3]: Logs on to the calendar service and esxabhshes a session

with 3 caiendar

csa_look_upl3). Looks up calendar information

csa query_conﬁguranonlB) Determings mformanon about the installed

CSA configuration

csa_read_catendar_atributes{3); Reads and relums the calnnoar annbule

values for e calendar

csa_re ad_enxry_amubmeslz): Reads and returns the calendar entry

anribute values for a specified calendar entry ~

csa_read_nexi_reminder(3); Reads the next reminder of the given type in

the specmed calendar relative to a given time

« csa_register_ callback(3): Registers the callback functions 10 be invoked

when the specified type of update occurs in the calendar

csa_restore(3): Restores caiendar entnies from an archive file

csa_save(3): Saves calendar entries into.an archive file .

csa_unregister_callback(3}: Unregisters the specified callback functions

csa_update_calendar_atiributes(3); Updates the calendar annbules ‘

values for a calendar

csa_update_entry_auributes(3): Updaies me calendar emry atributes

csa_x_process_updates(3}: invokes a calendar app.ncanons calendar

event handier, .

.

.

ToolTalk Messaging Library (libtt)
ToolTalk Messaging APL This AP| provides funcuions for managing all
aspects of ToolTalk messaging.

sinclude <Tvm_c.h>
Tm_c(5): ToolTalk messaging definstions.

ToolTalk Toolkit APls. The ToolTalk toolkit APIs are a-set of highet-level
interiaces tc the ToolTalk messaging APis The ToolTalk 100tkit APIs facil-
nate use of the desklop message set and the-media exchange message
sel ‘ ' .

* sinclude <'ft/mk.h>

« Trmtk(S) ToolTalk toolkit definttions

« tudt_Get_Modified{3) Asks if any ToolTalk client has changes pending on
a fie ,

« ndi_Revert(3} Requests a ToolTalk client ¢ revena file-

« no1_Savel3). Requests a TooiTalk chent tc save a fiie

« ndi_close(3): Destroys & ToolTalk communization endpoint

« nid1_fite_event(3): Uses ToolTalk 10 announze anevent about & irie

« ndi_file_join{3); Regrsters+o abserve ToolTalk events on z file

« ndi_fite_notice{3): Creates and sends a standarg ToolTalk notice abou: 2
file T

o ugt_file_qun(3): Umegxsxers interest in ToolTalk events aboui & file

o nd:_file_requesti3) Creales and sends & siandard Too!Talk reguest about
afue : -

 1tdl_message_accept(3). Accems a3 contract 10 handie 3 ToolTaik request

« not_open(3): Creates 3 ToolTalk communication endpoint

» ndi_sender_imprint_on(3): Acts Jike 2 child of the specified tool

» Ttdt_session_join{3)" Joins a ToolTalk session

« di_session_quit(3): Quits 3 ToolTalk sesston

» mudi_subcontract_manage(3): Manages an outsianding reques:

Motif Toolkit Libraries {ibXm, libMrm, libUit}

Motif Widget APL. The COE Mouf Widget AP [Xm}consists of the Mouf
1.2 widget tibrary (libXm] with enhancements 1o existing functionality
and bug fixes. The COE Motif widget APl maintains source compatibility
and binary compatibility with Motif 1.2 applications. S

o #include <XmXmAlLh>

Motif Resource Manager APL. The Motif resource manager AP! {Mrm}
creates widgets based on definitions contained in user interface definition
files created by the user interface language {UIL] compiler. The Motif
fesource. manager interprets the output of the UIL compiler and generates
the appropriate argument lists for widget creation functions.

e finclude <Mrm/MrmAppLh>

e finclude <Mrm/MrmDeclsLh? : _
e finclude <Mrm/MrmPublic.h> s

Motif User Interface Language (UIL} APL. The Mouf UIL 1s & specr-
ficauan language for describing the initial user interface of a Mouf

application.

« £include <uil/Uil.h>

‘s sinclude <uill/UilDBDelh>

» ninclude <ull/UitSymDel.h>
» minclude <uiI/Ui|Sval.h>
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Disclosed is a method which addresses the probiem of easily managing which functions the user
can perform using Cooperative Processing-based solutions. This method provides an ¢asy and

centrally locaied method of allowing different users different capabilitics based op iheir character-

“istics that is defined on the server poruoa of this cooperative application.

" Typical midrange based Vapplications integrate with the platforms’ security mechanism 1o
determine what functions the user may perform.  This is typically information provided in the
user profile on the platform. This is similar to controlling access to menus by changing the user

 class in the 05/400* user profile. The user class determines (among other things) what options are

available on 0S/400 menus.

One of the problems with Cooperative Processing solutions is that this level of user =

* authority is not geacrally available on the Programmable Work Station (PWS). So although the

application may provide functions that system ;dmin_isr.ratofs will not want some users 10 be able

to perform, there is Do mechanism on the PWS that can ‘be used 1o tailor these options. - There-

fore the user on 2 PWS may have additional capability they would not have if they used. the
server platform directly, this is a security problem. :

Admimistrators need to be able to control access to the Graphic User Interface (GUI) or
multimedia application from a centralized point. One of the significant challenges of 2 Cooper-
ative Processing solution is management of each user’s PWS. Since the PWSs are distributed
across a potentially large area, the management of user capabiliues 10 ‘these GUI and multimedia

programs needs 10 be controlled from a.central location; otherwise, considerable time is spent’

managing these capabilities at cach user’s PWS.

This method provides a function for controlling access to functions of 2 GUI or multimedia

"interface. . :

The best place to do this is from the server itself. This gves administrators the capability 10
manage user capabilitics from a central locauon instead of cach and every user's PWS. Thus
would be a2 nontrivial task in large corporations where therc may de many PWSs located ia many
different iocatioms. - ' ‘ -

The techrique used by this method is based on a combinatioa of user class settings and user
authorities 1o specific server objects. This information is downloaded 10 the PWS when the user
starts the cooperative appiication. . A user profile is required as input when 2 cooperative proc:

_sssing job is started on the server. This user profile is used 1o reineve the user class from the user

profile and used to check user authorities 10, these specific server objects. These objects are used

only as a representative authority level (surrogate objscts) 1o specific functions of the cooperative .

applicauon.
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Administration of Graglji
Continued . S
v

. The remainder of/this section describes the implcmcntaﬁon used for this 05/400 cooperative
application. Althougy this description 1s specific 10 the 05,400, it can be used 10 2 mOre general
manner. ’ ' : ' BT '

For purposes of admministration, the inveation is broken down into the following manage-

able categones:
1. Work a::asi

2. Templates and links o
3. Other Ul and Multimedia objects

0S40 Graphical Operations -

HAVREL L. T

d as analogous 10 0S/400

" Work arsas, templates and objects - Work arcas can be viewe
k. Templates,

mepus in that they contain optons of actions a user can select 10 perform 2 1as
links, and ‘other Ul and multimedia objects’” support those options Of actions within the work
area. For example, in the figure, the work area is the
Operations - lcons (RCHASLFD). This work area is anajogous 10 the main menu of 2 standard
character based application. ~ Within this work arca arc other work areas (Operator,
Customization -and AS/400* Objects) and User Interface (UI) or multimedia -objects (Messages,

Message Sender...). The administrator must be able 10 control which users have capability 10

perform tasks using these work areas or objects. For example, many administrators would not
want all their users 1o have the capability of using the Operator work arcea since they could inad-
vertently (or advertently) downgrade sysiem performance by changing values incorrectly. In other
cases, the adrministrator may want the user to perform some Operator tasks (such as displaying
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e and Muitimedia Objects using Cooperative Processing —

Administration of Graphic User Interfac
Continued

£
status) without having ihe c'a]pability of changing these values. This level of control is requirsd 10
fix this problem in this environzment. o , | |

Access 10 work areas is controlled by the user class value in the 0§/400 user profile. Thus
iaformation is reneved based on the user profile ihat was used to stant the Cooperative Proc-
essing application. This information is accessed through an exisihg 05/400 A;ibﬁc‘a‘tion Program
Interface (API). For exarmple, this is the way 2o administrator would control which users are

capable of sesing the System S:atus work area.

Templatss, links and ‘other objects’ - Tcn;platcs.and‘ otner objects are controlled based on
user authonues 10 specific 0S/400 data areas. These data arcas are stored in QUSRSYS. There
is one 0S/400 data area for sach template and object that needs 10 be coptrolled by an adminis-

Administrators can use standard OS/400 security mechanisms, such as group profiles,

trator.
profile, 10 manage authority 10 these objects.’ If

authorization lists, or authonty based on a user
the objects do not exist, the authority is treated as *EXCLUDE.
Authority levels - Authorization is based on the user’s level of authonity to the data areas, 25

summarized by the following tables.

Authority definitions -

‘ Table 1. Administration: Template Authority Levels

l—i-\uthoriry ' Allowable actions
| “EXCLUDE Links and tcmplafcs are not displayed in the work arcas.. User has no A .
access. Link menu choices cannot be taken., ' P
L ~USE | Lipks are displayed and link menu choices can be taken (used). l
*CHANGE Links and templates arc displayed. Settngs views can be o.pcpcd and "
| sertings can be changed for both. New instances can be created from the -
& | templates. : ’ : ‘
Note: Users wath «ALLOBJ authority are auiomaticzﬂly authorized 1o ALL objects. \

Table 2. Administration: Other Ll and multimedia object authonry levels

Ll

|
l Authority \ Allowable actions
I -EXCLUDE I -Object 1s not displayed and cannot be used.”
*USE ! Obiject is displayed and can be used but cannot, be changcd or deleted. ; ,
' *CHANGE | Sertings view can be opened and object can be used, changesd and |
| l -delerzd g ’ ‘ S ‘ : -
. i
i Note: Users with *ALLOBJ zuthonty are automatically authornized 1o ALL objects. ] :

: Administration object identifiers - Al Ul and multimedia objects bave a key associated with
them for purposes of administration. Tois key is used in the Ul and multimedia objects as an

Vol 37 No. 09 September 1994 1BM ~echnical Disciosure Bulleun 677




Administration of Graphic User- interface and Multimedia Objects using /Cooperative ‘Processing —

Continued’ . ' - ’
_administration handie: This handle is the name. of the OS/400 data area that can have s

authority modified to control the PWS application. Therefore, the 0S/400 data area is a ‘repre-

sentative’ or surrogg&': for authority of the UT or multimedia objects

Some examples - Before the work area is displayed to the user the handle of that 6bjcct_ 15
used 1o determine the user’s capabiliies. Then the appropriate information can be displayed 10
the user. For instance, if a user’s class was "*USER’ and the "System Status” work area in the
figurs was assigned the handle “*SYSOPR’, then the ‘Systzm Status’ work area would not be: dis-
played when the user opened the main ‘AS/400 System’ work arca. '

As another example, if a user bad no authority to the OS/400 data area ‘QGYUSENDER’
and the object ‘Message Sender” was assigned the“handle ‘QGYUSENDER’, then the "‘Message
Sender’ object would not be displayed when the user opened the main ‘AS7400 System’ work
arza. If the user had “*USE’ authority to’ the OS/400 data area ‘QGYUSENDER'’ then the
‘Message Sender” object would be displayed when the user opened the main ‘AS/400 System’
work area but they could .not delete it or change its charactensucs. If, however, the user had
‘CHANGE' authority to the OS/400 data area ‘QGYUSENDER’ then the ‘Message Sendes’
" object would be displayed when the user opened the main "AS/400 System’ work area and they

could delete it or change it’s characteristics. o . ‘ \

As can be seen by the cxamblcs, the user's capabilities can be controlled 0 a very fine level.

* Trademark of IBM Corp.
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