
... 

. . 

F I G .U R E 5 . 12 . 

The maximum number a( 
subordinate containers is 50 

at each level in the tree. 
Beyond this number yau 
should consider adding 

another level in your tree to 
distribute your containers. 

F I G U R E 5. 13 

Another name for the 
[ROOT] object is 
ACME_TREE 

OU =LOCI 

OU=NORAD 

rh 

OU =LOC2 OU=LOC3 

CHAPTERS 

NETWARE DIRECTORY 
SERVICES T REE 

OU=LOC49 OU=LOCSO 

For synchronization efficiency do not exceed 
SO contain ers at each level in the tree. 

[ROOT] ( ACME_ TREE) 

OU=RIO 

rh 
OU=SYDNEY 

rh 
OU=CAMELOT 

rh 
OU=TOKYO 

rh 
The name of the tree should be a unique value on the network ,.vire because the tree 

uses SAP to broadcast to the client or workstations where the tree can be found. SAP 
bootstraps clients and all applications requiring NOS to find the NDS database very 
efficiently. If you need to tnstall more than one physical NOS tree make sure that the 
trees have different names. An exampl e of this important point is illustrated in 

Figure 5 .14 . 
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F I G U R E 5.14 

AC ME_TREE I 
You may have multiple trees 
on your network. Each NOS 

tree must hove a unique 
name such as ACME_ TREE I 

on Server I and 
ACME_TREE2 on Server2. 

ACME _TREE 2 
[Roon---

TIP 

( 
NOTE 

• 

-Server I 

• 
-

I 
Server 2 

The compan y name plu s _TREE is recomm end ed because it clearly idemifi es the tree 
SAP as an NDS tree when you display servers at a conso le. Be ca refu l not to make this 
name too long. Also, the SAP does not supp ort spaces in the nam e , w hich is advertised 
via SAP, and the NetWare 4. 1 INSTALL utility will not let you p lace spaces in th e tree 
name. 

The NOS tree always starts with the [ROOT] contain e r object. In 
most discussions, however, the [ROOT] object is not counted as a 
layer in the tree. 

The object class definition in the schema that d e fines the [ROOT] is 
the object class TOP. The [ROOT] object is the only instance of the 
object class TOP and for this reason TOP is known as an effective 
class . 
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The [ ROO T] object is parent to either the C=Countr y ancl/or 0 =0rg anization . Novell 
Consulting Ser.i ces recommend s that you use the 0=0 rganization below [ROOT] rather 
Lhan the C=Cou nt ry object. 

To Use or Not to Use the C=Country Object 
The C=Country designator is used to specify a particu lar country code based on the 

X.500 standa rd. Pub lic network prmiders , such as NetWare Conn ect Services (NCS) 
being offered with the cooperation of Novell, will make use of the Countr y object in 
their tree. The question often asked is, "If a compan y wants to connec t to a pub lic 
ser.rice provider, is it requir ed to use the C=Country code in Lhe NOS tree?" Most 
comp anies are not requir ed Lo use Lhe counuy object for their corporate tree . Instead, 
they can create a separate tree used for connecting to the public data network or th rough 

a client that can connect Lo multip le trees. 
If you choose to use the Country object, keep in mind that it will add an additional 

layer LO your NOS tree and it will also create some rather odd distingu ished names for 
your objects . Consider the example below in Figure 5.15. lf we were to add the Counny 
object to the ACME tree, which cou ntry do we choose? Do we use multiple count ry 
codes? For our exampl e, ACME is headqu artered p1imarily in CAMELOT; therefore, 

our Country object will be C=UK for England in this example. 
Lets look at some of the users contexts that would be created in othe r locations i.f we 

used only the C-UK COUNTRY designa tor. Abe Lincoln resides in the RlO location and 

so hi s context would be: 

CN=ALINCOLN.OU=AUDIT.OU=ADMIN.OU=RIO.O=ACME.C=UK 

User Sherlock Holmes in the TOKYO location would have the following context : 

CN=SHOLMES.OU=CRIME.OU=TOKYO.O=ACME.C=UK 

Now, if your nam es are supposed to adequately desc1ibe and ident ify a user 's location 

in the tree, these examples are a little con fusing and add more length to the comexl. 

Also, for some users who work in both the UK and the Uni ted States , it is difficult , if nor 

impossible, to de tenni ne where in the tree they belong. 
lf you have already implemented the Count ry object in your tree , not to worry. ll 

does not cause any serious consequences, but keep in mind the previous consid eration s. 
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F I G U R E 5.15 

The use of the Country 
objea can create some odd 

contexts in your tree. 

[ROOT] 

ll 

O=ACME 

OU-T OKYO OUaNORAD ~ , O
U=RIO OU=CAMELOT ~- -· -· 

J;~~ ii ":~u;;. -ij , -ij "" OU•C""' 

OU•:; ~<N ~ OU•C~ ~
8 

cN~"""" 

OU=FAC OU=AUDIT OU=MRKT 

~icN-~"'"" 

oi1e 
Name the O=Organixation for Your Company . h al Jeast I e 
Alter the IROOTI object al the top, you will provide the NDS tree wol DS trees. T1. 

0°0 rganization. At least one OaOrganization object is required for all ~organiZau
00 subsequent layers in the tree (the OUs) will be placed directly below the 0 - . co01P~i1Y 

YOU! J11e 
We recommend that you name the OaOrganization the same name as any na , 

or use an abbreviation. Most companies use an abbreviation ror the comp_ comP""
1 

b 

· · · h le ou1 ,,5e, ecause tt lS easter w en you are tyPing an object'.s context. For exam P · e,Y C• 

. d . . . l ~~ lS name A Cure for Mother Eanh, wh,ch " abbreVlated to A CME ln a m 
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lhe Orga~ization layer in lhe tree contains only one 0=0 rganization, wruch gives you a 
single obJecl Lo represent the entire companr Figure 5.16 shows how we have named 
our organization to represent our company name AOv!E. 

••i ..... 
M•i;IMitN 

[ROOT] 
ACM£· is representative of 
our e · ntire company and is 
used as . our organization 
nome in our NDS tree. 

.. 

Organization name 

OU=NORAD OU=RIO OU=CAMELOT OU=TOKYO OU=SYDNEY 

CONSULTING EXPERIENCE 

We recommend that you not name the O=Organization the same name that you 

used for the NDS tree. For troubleshooting purposes, the NDS tree should be 

named with the company name plus_ TREE, and the O=Organization should be named 

With just the company name or an abbreviated company name. Th e AC ME 

corporation would therefore be named O=ACME, with a tree name ACME_ TREE. 

Your company may want lo use more lhan one 0=0rga nization if your corporation 
has multiple companies that do not share the same network infrastructure. For example, 
the large conglomerate shown in Figure 5.17 uses multiple 0=0 rganization objects 
because there are two separate companies (separate network infrastructures) included 
in a single NOS tree. 

13 
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F I G U R E 5.17 

A large conglomerate 
company with multiple 
O=Organization objects 

SFO DAL 

O=ABC_INC 

ATL 

CONSULTING EXPERIENCE 

[ROOT] 

O=XYZ_INC 

NYC woe BOS 

A single NOS tree with t>No or more O=Organization objects is rarely used and is 

not usually recommended. This configuration is not often used bec ause one of 

the design goals is to represent the entire corporation in the single tree with the same 

organization name. 

Small Companies 

ln some cases the tree design can be finished very easily for small companies al this 
point because most servers, users, and other resources can be placed in th e Organization 
container without creating any mor e conta iners. If you are th e n etwo rk man ager 
responsible for all users, print ers, and servers, you can simpl y gro up everyo ne in the 
same container, which can be the Organization conlainer . 

Figure 5.18 shows how a tree design can be very simpl e for a small co mp any. If 
ACME had only a few servers in a single location , its tree cou ld appear as shown in Lhe 
figure. You may still want to subdivide the tree a litt le if you have sepa rate gro up s. 
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Small companies can group 
all their resources in the 

organization container if they 
have only a single network 
administrator managing all 

resources. 

8 
8 

@ 
~ a 

~ 
~ a 

CN=GWashington 

CN=KingArthur 

CN=ACME-SRV I 

CN=ACME-SRV I_SYS 

CN=ACME-SRV2 

CN=ACME-SRV2_SYS 

CHAPTER 5 

NETWARE DIRECTORY 
SERV ICE S TREE 

The Geographic Design:Top Layers of the Tree are the 
OU=Organizational Units 

As mentioned previously, the layer below the 0=0 rganization is the first layer or 
OU==Organizational Units in the NDS tree. This layer of OUs is the most imponant layer 
of the NDS tree because it represents the geographical locations of your company. Using 
your company WAN maps or WAN documentation you can carefully design the contents 
of this layer, which becomes the foundation for the entire tree. This method is often 
referred lO as the geographical design approach because you use your company's 
geographic or location inf01mation for the design at the top of the u-ee. 

The key to designing the top of the u·ee is to match the WAN infrastrncture or locations 
of your company with the first OU layers or containers. Based on our experience at 
many sites, the design of the top of the tree should be completely based on the WAN 
infrastructure. You will have a successful NOS tree design if you follow the guide1ine of 
representing the sites of your company with the top-most OUs. Figure 5 .19 and Figure 
5.20 illustrate how the top layer of the ACME tree is designed based on the physical 

WAN layout of the company 

JIS __ __. 
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1f you are a small company (no WAN, 5 servers or fewer) . you can simpl y use Lhe first 
Organization container you created to name your company . This cornainer will hold all 
your objects includin g p1imers, servers, and users . Admini stra tio n of a single conta iner 
is very easy and requires very liule maimenance. 

F I G U R E 5.19 

Physical WAN layout for 
ACME 

F I G U R E 5.20 

Top layer of the tree design 
for ACME. which is based on 
the physical or geographical 

WAN sites 

____ 2 __ 16 

Physical WAN Layout for ACME 

[ROOT] 

OU=NORAD OU"'RIO OU"'CA MELOT OU= TOKYO O U=SYDNEY 
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In genera l. it your com panr has mu!Liple geographic sites or locations , you should 
represe nt Lhe locat ions in Lhe NOS tree aL Lhe LOp of you r Lree. The organizational structure 
of depa n mc n Ls, divisions, and workgrou ps wil l b e placed unde r eac h of these loca tions. 
Keep in mind Lha l o ne of our des ign goals is Lo design a flexible tree in which changes 
arc.: easily made . As you migh 1 expect , there are a few exce ptions lO rhe p ractice of 

des igning geographica lly: 

Com panies wirh a single s ite or camp us-co nneCLecl network are not dependent 

upon Lhe geogra pllic design approac h . Since this configurati on does n OL have 

physical loca tions Lhat can be placed unde r o r created ns OUs . you \vill ski p the 
geograp hical design approach at the top of the Lree and proceed direct ly w the 
de partme ntal design approach. Some compan ies wiLh few serve rs and users 
may not need to create additiona l containers. Rather, Lhey can place all the NOS 

o~jec ts unde r the single O=Orga nization. 

For compan ies vvith WAN s ites or local.ions connected with very high speed 

links , suc h as T-3 or greater. the location OUs are less importa n t because the 

limitation o[ the \NAN has been removed. Thi s is because WAN speeds are 

approac hing LAN speeds. For the purpose of NOS tree design, the h igh-speed 

\,VAN connec tions really represen t LAN bandwid ths. However , we still 

reco mmend that you use the geograph ic design approach . See the section 

"Desi on Lhe Bottom I .eve! o[ the Tree'' later in Lhis chapter. 
b 

CONSULTING EXPERIENCE 

Many companies still choose to use geographic containers even though they have 

very high speed WAN links. One company, for examp le, has a metropolitan area network 

(MAN) running FDDI to connect 12 buildings together across a city. The basis for 

the company's decision to use geographic sites at the top of the tree was twofold . 

First, for administrative purposes, the company wanted a single administrator to support 

each site. The site s gave the tree a good place to break out security 

administration. Second, the company was installing an e-mail application on its servers 

at each geographic location . So, even though a company has high -speed links, 

it may still choose to design geographically. 
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When considering a campus network layout, such as a research park or univers ity. 
consider first the speed o[ Lhe links between the buildings or l1oors or the campus 
network. The locations in the campus net, ,vork, such as build ings. could be used Lo 
represent rnlnorsite.s in the network infrastructure and in the NDS tree. Th e bui ldings 
in the campus network can be useful container o~jects if they help urganize yo ur net work 
resources and the NDS tree. The ability LO effectively orga nize network resources is one 
of your design goals. The ACME tree NORAD location as shown in Figure 5.21 has used 

buildings named by function as its organizational units . Either design approa ch is 
acceptab le. You must detennine which one provides the best clescnpuon of }' OUr 

environment . 
If your company does not have a WAN infrastruclllre but on ly a LAN network, then 

you can skip the geographical design approach and go directly to the departme nt al 
design discussed later in this section. 

Regional Layer of Org(lnizational Units Helps Distribute the Location OUs 
In some cases, it will be necessary to place regional conta iners direc tly below the 

0=0rganization in the NDS tree to more fully distribute the total nurnber of locations or 
geographical sites. Placing Tegional OUs under the 0=0rganization, but before the actual 
location OUs, will inCTease NOS operating efficiency and give th e tree a closer pyramid 
shape. 

F I G U R E 5.21 

The ACME NORAD 
organization units are 
named based on their 

funaions, which ore also the 

building names such as 
OU=CHARITY. OU=lABS, 

and OU=PR. 

218 

Labs Building 
Includes Re.s:ti.1.rch 2nd 

Dovolopmont (V/R, 
Polluuon,:ind Nudoar) ,nd 

World Hcold, lnde>< 

Charicy 
Building 

~ ~ .,,,. 
Router ~O 'L 

~ <;11.\(.1!,t.O 

NORAD -Router __ 

F.DDI ~. ····· S12KBtoTokyo 
R.outc.r 

Router 

~ 
f\outrir 

- Backbon: ~ ,.1:~

11

=il=a ~~ -r 

~ 
Romer Rout.er-

Public 
Relations 
Building 
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As an e.,-xamplc , consider the com prmy ACM E as we change the \,YAN layom Lo include 

more offices or ciLies around Lhe wo rld . We are changing ACM Es \,VAN infrastructure 

on ly for th 1s example. Figure 5.22 illustrates Lhe oITices or ciLtes thaL are connec Led 
together via 56K links . Each of Lhe cities add ed Lo the VIAN layou t is connec ted LCl its 

apprnpriaLe regiona l hub . Using the WAN inf rnstrncture, \ve ha ve designed a new tree , 

whil h includ es regiona l OUs named North America (NA), South America (SA), Europe 

(EUR), Asia (AS1A), and Austrulia (AUST). these regiona l OUs group the appropriate 

cities and help keep the NOS tree design closer to a pyrami d shape. See Figure 5.23 for 

the new ACME tree based on regiona l comainers. Notice how the physica l vVAN la)'OUL 

in fi gur e 5.22 is dri ving the tree design in Figure 5.23. 
I [ yc>Ur network utilizes a WAN infrnstmcture ,vi.ch a numb er of physica l sires or 

offices, you may wanL Lo create regional contai ners based on those \VAN sites aL [he cop 
layer, w hich will help disuibute the individual offices. Having the regional OUs helps 

the NOS tree operate mo re elTiciemly durin g all phases of operation . 

F I G U R E 5.22 

Example of ACME with 
regions and cities. This ,s 
typically called a "hub 

and spoke" WAN 
infrastructure. 

Tokyo 
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F I G U R E 5.23 

Example of ACME tree with 
the regions and cities as the 

top layers 

, , 
OU~EA OU=Sf0 

OU =NA OU=SA 

4 ~ ~ ~ 
OU=LA OU=MEX OU=NORAD OU:CAM 

[ROOT] 

OU =EUR OU=ASIA OU =AUST 

~ ~ ~ °@ 6@ ~ 
OU=LON QU:YQI\)( OU=GEN OU=SYO OU=AUCK OU=Mu. 

OU=TOK OU=HK OU =SEOUL O U=SING 

Departmental Des ign:Top Layers Not Based onYourWAN 

. . 

, 
OIJ:O..'£ 

The departmental design approac h can be used most efficiently at the top of the tree 
only if your company does not have a WAN infrastructure or othe r locat ions to consider. 
If your company has only a LAN-based network , then you can skip the design of the top 
layers and go directly to the bottom layer design, which is based so lely on Lhe organizat ion 
of the company. 

If you have WAN links you may consider designing your NOS tree by placing the 
departments, divisions, and workgroups al the top of the tree and placing th e physical 
locations at the bottom. This method is often called the departmenta l design approach 
and is not recommended for a compa ny with a WAN infra structur e. Having the 
organizations placed at the top of the tree is a less efficient tree design because any 
change to the top organizations will ripple down the entire structure, including the sites 
locations below. 

Consider the example in Figure 5.24 in which we have designed the top of the tree 
organizationally with locations at the bottom. The first question you need Lo ask is 
where do most network changes occur? Most changes will occur in your organiza tion. 
Thats not to say that changes don 't occur in geographic sites as well, but the y are less 

_______ 2=2 ....... 0 ---~ 
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frequ ent . ll1erefore, whe n you make changes to the tree you want to impact as few 
people as possible. This is the third des ign goal of building flexibility into the tree design. 
ln tenns of other design elements, such as admin istration, partitions, rep licas, network 
resource placement , login sc1ipts, and bindery services, it is apparent that the organization 
layers at the bottom of the NOS tree more ade quately add ress these features. 

F I G U R E 5.24 

The ACME tree with 
organizations at the top and 

geographic sites on the 
bottom is a less nexib/e way 
to design a tree in a network 
with WAN links and multiple 
locations. This is not a good 

tree design. 

OU=HR 

[ROOT] 

OU=LABS OU=OPS OU=CRIME O U=A DM IN 

, ,4 ,!, 4 , .. I , 
,1, = 

, 
·-

MED FOOD SHELTER PEACE DIST AN 

N ~ • • 

R&D WH I 

-. 

CHARITY PR AUDIT MRKT 

WH ITE Bl UE 

VR POLL NUC NORAD RIO CAMELOT TOK\'O SYDNEY NORAD RIO CAMELOT TOKYO SYDNEY 

DESIGN THE BOTTOM LEVEL OF THE TREE 
You shou ld design the bottom level of the NOS tree along the organizational li.nes of 

your company by using your company:S organizational charts or similar docume nts. 
The bottom layers of the tree are made up of OU containers, which are based on the 
divisions, departme n ts, workgroups. and teams under each of the various locations 
defined at the top of the tree. Figure 5.25 shows the ACME organizat ion chart that we 

will use in our tree. 

IPR2017-01290 
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F I G U R E 5.25 

The ACME organization 
chart used in our NOS tree 

HUMAN 
RIGHTS 

Board of Directors 
forACME 

~ 

I OPERATION 
CRIME 

FIGHTIN G 

~ 
REST OFTHEACME ORGAN IZATIONA L CHART 

GOES HERE 

ADM INI ST RATION 

The bottom layers of the tree should repr esent the network reso urces locmed in the 
lAN network of the location or site. Since the l.AN supp orts a greater bandwidth or 
throughput of information than the WAN, the design of the bouom laye rs is extremely 
flexible. You, as the designer and adm inis trator, can shape th e bo u om of th e tree to meet 
your specific needs. 

We recommend that you design the bottom of the tree based on th e o rganizational 
chan documents because the users and admini strat ors are alrea dy fami liar with that 
type of layout. Remember that the bottom section is flexible if it is designed around 
organizations. You will discover throu gh experience that a tree des igned with the 
organizations at the bottom of the tree can more easily adapt to the changing requ irements 
of the corporation. Figure 5.26 shows the bottom layers o f the ACME tree based on the 
organizational charts for each ACME site. 

During the design of the bottom of the NDS tree, ensure th at th ere is a place for every 
user and network resource curr ently in your compan y Remember th at the prim ary goal 
in designing the NOS tree is to organize the ne twork resources, includin g th e users. 1f 
you do not have a place for all the users or network resources then you need to adju st 
your tree design. The bottom layers are typica lly the on ly ones affec ted. Refer back to 
Table 5.1 for the ACME resource list. This list has inform ation on serve rs and print ers 
and provides you with helpful infom1ation for placing resources in your tree . 
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The ACME tree with the 
bottom layers of OUs based 
on the organizational charts 

of the company 

OU •NOMO 

86 
- ~ 

C H APTERS 

NE T WARE D I REC TO RY 
SER V I C E S T R EE 

rd,.,, 
- ~ 

OUCSYONEY 

As mem ioned earlier, the botto m comainers or OUs in the tree are typica lly the 
d ivisions, depan mems, workgroups, and teams of your com pany Do no t include as 

comaine rs any individu als that appear as division or department heads in your companys 

organizational chan s. You simp ly want to ident ify the fun ctional groups or departm ents; 
the ind ividuals become the users in each container. 

The ACME Tree Design 
Not ice in Figure 5.27 that the top layers of the ACME tree are based solely on the 

WAN infrastructure and will remain fairly stable or constant. Once the WAN infrastructure 
for ACME is considered in the design, the des ign effon shifts to the bottom of the tree. 
The bottom of the tree is based on the organizational chart for ACME. Most of the 

net wo rk resources will be placed in the bottom of the tree. Figure 5 .2 7 illustrates a clear 

divis ion betwee n the top and bottom of the tree design phases in which the top is based 
on locations in the \ iVAN and the bottom is based on the companys organ izational 

infor mation after crossing into the LAN infrastructure. 
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F I G U R E 5.27 

The ACME tree has been 
designed and consists of two 
phases: the top and bottom 

of the tree. 

Placement of Network Resources 

TOP 
-based on 

WAN locations 

BOTTOM 
- based on 

organization 

The placement of the network resources, such as serve rs or primers , in the tree cou ld 
affect how you design the bottom layers. As you decide where Lo place the phys ica l 
network resources in the tree, you should consider the needs of the users who \,viii shar e 
these resources . If the network resou rces are orga ni zed according Lo divisions, 

depanments, and workgroup s, they should be placed in the same coma iner with the 
users. However, if the network resources offer services LO mul tiple departments in one 
site or location, you should place the resources in the location OU. 

The placement of the netw ork resources is an impottan t design co nsidera tion for th e 
bottom of the tree because the appropriate OUs or cont ainers need Lo exist to place 
resources. If the OUs or containers do not exist then they wi ll need to be created. 
Remember that one of the primary goals for designing the NOS tree is to organ ize your 
network resources. 

With your resource list in hand , you can p lace your resources in th eir appropriat e 

locations in the NDS tree. Below, we display illustra tion s of the ACME trees five main 

sites. Included with each of these illustrations are some examp les of how objects can be 

used in the ACME tree for the greatest impact and efficiency Figure 5.28 shows the 
NORAD subtr ee with its resources. 
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ACME NORAD Site 

OU=CHARrn' 

'8l Sir<iJWJ1n 

1:1. N OR-CHR-SRVI 

@ NOR-CHR-SRVI-SYS 

0 NOR-CHR -PSI 

8 HP4SI-PI 

~ 
le 

OU=NORAD 

El NO R-SRVI 

El NOR-SRVI-SYS 

OU=LABS 

i A6nstc tn 

@ LABS-SRVI 

El lABS-SRVI -SYS 

~ 
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OU=PR 

i8i DCLtrlce 

l:l NOR-PR-SRVI 

§1 NOR-PR-SRV I -SYS 

El NOR-PR-PS I 

e§:i HP4SI-P I 

8 HP4SI-PQI 
OU=R&D OU=WHI 

8 HP4SI-PQI 

~ CANONBJ-PI 

& CANONBJ-PQ I 

OU=POLL 

ta co, rwin 

8 HP4SI-PI 

~ HP4SI-PQ I 

OU=R&D 

i LDJVind 

ti. R&D-SRV I 

~ R&D-SRVI-SYS 

El R&D-PSI 

O U=VR 

ti MCurie 

8 HP4SI-P2 

Bi HP4SI-PQ2 

~ a !Newt on t ~ HP4SI-PJ 

~ HP4SI-PQJ 

i§i CB:ibbage 

i Ad, 

~ WHI-SRVI 

§ WHI-SRVI-SYS 

§1. WHI-SRV2 

g WHI-SRV2-SYS 

§ WHI-SRVJ 

@I W HI-SRVJ-SYS 

El W HI-PSI 

8 CANONBJ-PI 

i§i CANO NBJ-PQI 

At the NORAD site, as well as all other sites, we have placed a central server at the top 
OU=NORAD. This server will hold the master replica of the NORAD pa rtition and can 
also function as an e-mail server for this location . The same pro cess is repeated at all five 

sites . 
Notice that the namin g standards follow a very simple pattern based on our namin g 

stand ards document. Servers are always defined by unique names across the entir e tree 
because of th e SAP requir ement. Print ers and print queues, however, can have th e sam e 
name as long as they reside in different cont ainers, such as HP4 Sl-P l , found in both 
OU=CHA RlTY and OU=POLL containers. 
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In Figure 5.29, the RIO location shows the placemenL of resources in eac h of the 
departments. It is not necessary to place all users in your tree using d rawi ngs such as 
these. We have included a user in each location as an exampl e. The prim ary pu rpose in 

placing objects in this fashion is to determine their general placeme nt in the tree. This 
will give you a better under standin g of organizatio ns and their resourc es. 

F I G U R E 5.29 

ACME RIO Site 

OU=CHARJTY 

filSir-Pf!rvial 

El RIO,CHR,SRVI 

El RJQ.CHR-SRVI-SYS 

ID RIO,CHR, PSI 

8 HP-ISl,PI 

eb HP4Sl,PQ I 

OU =FAC 

rJi1 JM:.diwn 

@. FAC,SRVI 

@ FAC,SRVI-SYS 

8 HP-ISi.Pi 

8 HP4Sl,PQ I 

8 HPll/,P2 

~ fAC,PSI 

~ 
lei 

OU =RIO 

8 RIQ,SRVI 

0 RIO,SRVI-SYS 

OU=ADMIN 

a GWa1h1ngton 

tl ADMIN,SRVI 

kl ADMIN,SRVl,SYS 

cl ADMIN,SRV2 

tl ADMIN,SRV2,SYS 

D ADMIN,PSI 

t§J CANONBJ ·PI 

eh CANONBJ·PQ I 

OU=AUDIT 

i AUncoln 

g AUDIT-SRVI 

El AUDIT,SRV I ,SYS 

c§i HP4Sl,P I 

8 HP4Sl· PQI 

OU=MRK T 

OlJ =PR 

a DCl>rl<c 

l:l RIQ .Pf\.SRV I 

El RIO ,PR,SRV I ,SYS 

8 HP4Sl,PI 

8 HP1Sl,PQ I 

8 CANONBJ ,Pl 

8 CANONB J·PQ I 

i TJcffc~on 

g MRKT,SRVI 

0 MRKT-SRVI-SYS 

8 HPlll,Pl 

Bi HPllf.PQ I 

8 HPlll,P2 

8 HPlll,PQ2 

In addition to creating user and server objects , you will want to crea te some other 
objects as well. For the RIO location , as well as all major locat ions, you shou ld consider 
creating an organizational role object as the site admini strator. Grant superviso r 1ights at 
the site location , such as RIO, to the organiza tiona l role object. For examp le , create a 
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role called ADMIN_R IO . You can then move a user or two in as occu pants of the role. If 
you have multipl e admini strat ors managing organizations at the same site, you ma y 
wam to create separate roles for each department. 

Since CAMELOT is basically the center of activi ty for the ACME tree, you may want 
Lo maintain contro l ove r the ADM IN user object from this locat ion . Change the password 
frequently an d limit the number of user s vvho know the password . An exa mpl e of the 

CAMELOT site is show n in Figure 5.30. 

F I G U R E 5.30 

ACME CAMELOT Site 

OU=CHARITY 

a S,,G,Wud 

El CAM-CHR-SRVI 

El CAM-CHR-SRVI.SYS 

ti. CAM-CHR-PSI 

8 HPS-PI 

8 HPS-PQI 

OU=CA MELOT 

El CAM-SRVI 

l:l CAM-SRVI-SYS 

OU=OPS 

i KAnh ur 

§ Of'S.SRVI 

B Of'S.SRVI-SYS 

§ OPS-PSI 

8 CANONBJ-PI 

8 CANONBJ-PQI 

OU=FIN OU=DIST 

a Gumcverc 

l:l RN-SRVI 

l:l FIN-SRVI.SYS 

El FIN-SRV2 

El FIN-SRV2-SYS 

El FIN-SRV3 

@ FIN-SRV3-SYS 

El FIN-PSI 

El FIN-PS2 

8 HP4SI-PI 

8 HP4SI-PQI 

c9i HP4SI-PI 

8 HP4S1-PQ1 

a Merlin 

l:l OIST.SRV I 

ti. DIST-SRVI-SYS 

El D1ST-SRV2 

g 01ST-SRV2-SYS 

tl DIST-PSI 

8 HPIII-PI 

8 HPIII-PQI 

OU=PR 

i DEnelson 

El CAM-PR.SRVI 

§ CAM-PR-SRVI-SYS 

g CAM-PR-PSI 

8 HP~SI-PI 

8 HP~SI-PQI 
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You can also use directory map objects to simpli fy the adminis tration of your users. 
For example, the SYDNEY office uses directory maps in all their conta iner login scripts . 
As versions of their specialized software change, the SYDNEY site administ rato r changes 
only the pointer of the directory map object Lo the new software version. This au to­
matically enables all users in SYDNEY to see the new version of software because all 
container login scripts use the same d irectory map . An example of this site is shown in 
Figure 5.31. 

F I G U R E 5.31 

ACME SYDNEY Site 

228 

OU=CHARITY 

i Sirlancelot 

J:l SYD-CHR-SRV I 

Q SYD-CHR-SRVI-SYS 

51. SYD-CHR-PSI 

8 HP4SI-PI 

~ HP4S1-PQ1 

~ 
~ 

OU=SYDNEY 

El SYD-SRVI 

fil SYD-SRVI-SYS 

OU=HR 

i Ghand• 

ID HR-SRVI 

§ HR-SRVI-SYS 

0 HR-SRV2 

lit HR-SRV2-SYS 

0. HR-PSI 

e) HP4SI-PI 

8 HP4SI-PQI 

OU=MEDICAL OU=FOOD OU=SHELTER 

i ASchWcitz.er 

~ MED-SRVI 

9. MED-SRVI-SYS 

@. MED-SRV2 

@ MED-SRV2-SYS 

Eb HP4SI-P2 

8 HP4SI-PQ2 

i MTeresa 

lfil FOOD-SRV I 

@ FOOD-SRVI-SYS 

~ HP4SI-P3 

~ HP4SI-PQ3 

i FNightingale 

El SHELT-SRVI 

ID SHELT-SRV I-SYS 

ls. SHELT-SRV2 

cl SHELT-SRV2-SYS 

Bi HP4SI-P4 

8 HP4SI-PQ4 

OU=PR 

di) MCbM 

ID SYD-PR-SRVI 

El SYD-PR-SRVI-SYS 

l:1 SYD-PR-PS I 

8 HP4SI-PI 

Bi HP4SI-PQI 

OU=PEACE 

i Buddh a 

fil PEACE-SRV I 

El. PEACE-SRV I -SYS 

8 HP111SI-P I 

~ HPIIISI-PQ I 
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The TOKYO office has traveling users as shown in Figure 5.32. We will create an alias 
for th ese users at the top of the tree at O=ACME. With the alias in place a trave ling user 
suc h as DHOLIDAY in th e OU= THEFT onl y has to re memb er to log in as 
DHOLIDAY.ACME. This makes th e login process mu ch easier for users who travel but 
do not carry their own laptop . 

F I G U R E 5.32 

ACME TOKYO Site 

a Bt"bttl!'non 

D \110-SRVI 

8 VIQ.SRVI-S'r'S 

D VlQ..SR\/2 

8 VJO.SRVl-SYS 

Bi HP'4SI-PI 

8 HP'4SI-PQI 

OU • CHAAfTY 

a .. "" 
D TO K.CHR-SRV I 

B TOK-CHP.-SRV1 .m 

El 'TOK-CHR·SRV2 

El TOK-CHR-SRVl·ffi 

1:1 TQK.0,Hl.-P51 

Bl HP-4SI-PI 

& HP<g·PQI 

a""" .. 8 8LUE-SRV1 

El SLUE-SRVI -SYS 

cl BLUE-PSI 

Bi HAIi.Pi 

8 HPlll·PQ I 

~ 
la! 

OU= TO KYO !8~ § lOK-51\VIS,, 

QU irCRIME 

i-
i [)l,'V'J,~on 

8 CRlME-SRVI 

B CRJME-SRVl•ffi 

El CJUME-SAV2 

g CRIME-SRV2-M 

El CR.IMU''SI 

8H,.,_,. I 

8 HI'S-POI 

OU• PII 

a -8 WHITE-SRVI 

!:l W'HITT.SPNl-sYS 

8. WHITE-SRVl 

cl V'IHffE -SRVlS Y'S 

8 \.VH1Tf-PSI 

8 CANONSJ -PI 

8 CANONSJ-PQI 

OU= THEFT 

~

j oHol,d,y 
D THEFT-SRV I 

8 THITT-SRVI -SYS 

8 HNSI-Pl 

Bl HP 4SI-PQJ 

QU; CYBER OU=POL 

t a FRNd ti M"'"°" § CYBER-SRVI § POL-SRVI 

§. CYSER-SRVl ,ffi § POL-SRVI-SY'S 

8 HP\11,PI & H~SI-PI 

~ HPIII-PQI Bl HP-4St-PQI 

OU =RN 
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i lJom 

§ TOK-AN-SRVI 

§. T0 1(-AN-SRV1-SY'S 

8 HP .. S1-P2 

& HP4SI-PQ2 

8HP-4SI .PJ 

c9l HP'4SI-PQl 
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Creating Common Resource Container s 

Some companies prefer to group similar resources in the same co nLainers, such as a 
container for all servers, prin ters, and users. Keep in mind that this app roac h may work 
for smaller companies that do not have to group thousa nds of users in the same container 
or hundreds of servers together. This design approach wo rks best with smaller compani es 
that want to provide a simp le groupi ng of resources. 

DESIGN CONSIDERATIONS 
Some LAN adminis trators may try to design the NDS tree and simult aneo usly consider 

all the externa l factors that may affect the design of the tree. Conside 1-ing a ll the factors 
at once is difficult because the tree will shift and change as you atte m pt to co nsider all 
the design inputs. Some of the most popu lar distractions are bindery services, pani tioning, 
replication, and login scripts. 

Experience has shown that designing the tree is s imp le if you base the Lop layers of 
the tree solely on the WAN infrastructu re and the bonom layers accor din g to your 
organizational information. 

When you have comp leted your first dra ft design of the NOS tree, you are ready to 
apply some other design cons iderations as needed . This p rocess greatly sim plifies the 
tree design effort. It is interesting to note that the design considerations affect only the 
design of the bottom of the tree, not the top of the tree. This is accep tab le because the 
greatest flexibility for chan ges in the design is support ed at the bottom of the tree. 

Again, our approac h is to design the bottom level of th e NOS tree aligned entir ely to 
the organizations of your company You can then apply the design co nside rations as 
needed. The design consid erations tha t alTect the bottom of the tree are: 

230 

... Admini stration 

... NOS partitions and replicas 

... Login scripts 

... Bindery services 
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Remember that these design considel"ations apply only to the 

bottom of the tree; they do not altel" the top layers in the tree 

design. By reviewing each de sign consideration, you will see how they 
apply only to th e users and othel" network l"esourc e s that are 
contain e d in the bottom laye rs. 

Administration 

One of the most importan t design considerations is how the NDS tree is going to be 
man aged at your company. Are you going to manage the NDS tree as one Information 
System (IS) group (the cen tralized approach) or by several different IS groups or peopl e 
(the decentralized approach)? 

Centralized Manag ement The emire NDS tree is controlled by one group in the 
company. This group manages all the additions and deletions of the N DS objects, 
paniti oning, replication, and eve1ything else related to the NDS database. Figure 5.33 
shows how you can centrally manage your tree with one IS group having rights to the 
top of your tree and down . For more infom1ation regarding rights assignments , refer to 

Chapter 13. 

F I G U R E 5.33 

A centralized management 
approach with a single group 

having rights to the entire 
tree 

OU=NORAD 

rh 
OU=RIO OU=CAMELOT 

rh rh 

Supervisor object 
rights to the 
[ROOT] object 

OU=TOKYO O U=SYDNEY 

rh rh 

Dec entralized Management Portions of the NDS tree are delegated to individua ls or 

independent groups in the comp any for management. These individuals or group s may 

be admini strators for each depanm ent or site administrat ors responsible for all the network 

resources in a particular location. All subadmini strators should , however, adhere to 

your previous ly defined namin g standards. Figure 5.34 illustrates how you can set up 
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administration for the lower container s in your group . You wi ll have a centra l 15 staIT 
managing the upper layers of the tree, with other admin istrator s being respons ible for 
their respective containers. 

F I G U R E 5.34 

Creating a distributed 
administration approach by 

creating container 
administrators. Each 

subadministrator has rights 
to his or her own 

organizational unit. 

OU=NORAO ~ OU=R IO ~ OU=CAMELOT 'i U=TOKYO '1 OU=SYDNEY ~ 

r NOAADJS - ,,O _,S r CAMeWO_,S r rorn, _,s r S<ONff _,S 

lf the NDS tree is going to be centrally managed , it makes sense to funher the tree 
design to the bottom layers . The centra l team that provides adminis trati on has contro l 
of all the objects in the tree from top to bottom. 

However, if the tree is going to be decentra lly managed , each depan ment admi nistrator 
or site adminis trator will decide indepen dent ly how the tree is organized in that portion 
of the tree. The top administrators have full responsibi lity to crea te the tree down to the 
department or site and then relinqui sh cont rol at that layer to each of the indepe nd ent 
LAN administrators. Top adminis trators of the tree will still. want to give design guide lines 
and suggestions to the bottom adm inistrators on organi zing the lowe r containers and 
grouping network resources. The following is a list of suggestions that you can give your 
administra tors as guidelines. These ideas can also be mandated throu gh the use of access 
controls as explained in Chap ter 13. 
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Subadministrat ors will have sulTicient security over their contain er to create 
delete , or change all objects \'Vithin the ir sub contain er. ' 

Subadmini st rators will carefully determin e if more levels need to be created 
beneat h their contain er before making changes. 

Subadmini strators will do their pan to maintain the namin g stand ards as 
defined by the corporation. 

Subadmini strators will not further partition their OU without the assistance of 
the centra l IS departm ent nor will they be granted rights to do so. 

Subadmini strators will info1m the cemral IS staff before adding a new server 

into the corporate tree. 

The depth of the tree or numbe r of layers in the tree may be affected by whether your 
administra tion is centra lized or decentra lized. Remember , the recommendation is to 
build the NOS tree like a pyramid with fewer layers at the top and more layers at the 
bottom . Centr alized admini stration may imply that a tree designed flat and wide woul d 

be easier to administer. If your compan y has only a few servers and users, you can build 

a sha llow tree that is suited to centralized administration . 
This may not be possib le if your company is large with many servers , users, and 

geograp hic sites. ln this case you will need to design the NOS tree with more layers, 

which means a deeper tree. 
For decentr alized management of NOS trees, individua l admi nistrator s along with 

centra l administrators can determi ne the depth of their portion of th e tree. A1though 

there is no hard and fast rule regarding the total number of layers in the tree, the NOS 

tree is more flexible and easier for the user to find inform ation if the tree h as three to five 

layers. Typically, even the largest compani es can design a very usdu l tree 'v\lith five layers 

or fewer. Notice in Figure 5.35 that the ACME tree cons ists of five layers , no t includin g 

[ROOT]. 
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... 
F I G U R E 5.35 

The ACME tree consists of 
five layers, not including 

[ROOT). 

TIP 

OU=NORAD OU=RIO OU=CAMELOT OU : TOKYO OU=SYDNEY 

~- - -----~-----~--- --- ~ -

- --- - ---- ------ -- - - ~ 

L4 

LS 

There is a logical limit to the total number of layers in the tree you 
can access. For example, NOS has a limit of 255 characters for a 
distinguished name. Thus, the actual limit for the number of layers is 
dependent on the number of characters in th e names of your objects . 
If your OU names are long , your tree will not be able to have as many 
layers as it would with shorter OU names. For example, if all the OU 
names were just two characters then you would be able to have 5 I 
layers (OU=US , 256/5 = 51 ). We recommend that you give the OUs in 
your tree short, descriptive names. For more information on naming 
standards, see Chapter 4 . 

NOS Partitions and Replicas 

The next design cons ideration you need to addr ess is how you wil l split the NDS 
database into partitions. For this discuss ion , we will consider the size o f the part ition 
(total numb er of objects), the total numb er of replicas, and where in the tree the part ition 
is to be created. A container object is requir ed for th e creation of a pa rtit ion and is 
designated the root-most object of the paniti on . Figu re 5.36 shows a pa rtition root 
called NORAD in the NORAD facility The paniti on roo t is named NORAD beca use that 
is the starting point of that part ition. 
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A partition root object is 
named NORAD in the ACME 

tree. 
NORAD Partit ion 

~ 
OU=NORAD OU=RIO 
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OU=CAMELOT OU=TOKYO OU=SYDNEY 

Wh en deciding where to create a partition, you should follow the physical network 
infrastruc ture. Like the top layer of the tree, the partitions of the tree should represent 
the WAN, making each site or location its own partit ion. The benefit of partitioning the 
NOS databa se according to the WAN is that the infonn ation needed by the local users 
stays inside that location. We have partitioned each of the location organizational units 

by site as illustrated in Figure 5.37. 

F I G U R E 5.37 

Each site is its own partition 
and maintains its portion of 

the NDS database on its 
own servers within the site. 

OU=NORAD 

rh 
OU=RIO 

rh 

[ROOT] 

OU =CAMELOT OU=TOKYO OU =SYDNEY 

rh rh rh 

2 

• 

• 
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The size of your partitions and the total num ber of rep licas is a design co nsidera tion 
for the bottom of the tree. T)rpically, part itions range in size from 50 to 3 .500 objects. If 
the partition grows to be significantly larger than 3,500 objects you should proba bly 
split the partition in two. Therefore, in Figure 5.38 we have created ;J new partition 
called OPS unde r CAMELOT because tha t locations panition has grown beyo nd 3,500 
objects. More partitions in the tigh t places provide greater efficiency in yo ur tree design. 
Remember, a partition contains all Lhe objects in a defined subtr ee, not ju st th e objects 
in a single container. 

. . 

CONSULTING EXPERIENCE 

We are suggesting that NOS is more efficient using partition s less than 3,500 . 

Therefore, when your partitions reach this size you can begin to assess the need to split 

the partitions. Check your user and synchronization performance and use that 

as a guide. These recommendations are dependent upon the speed of your server 

hardware. We recommend that your server hardware be a Pentium class machine 

with 64MB of RAM. 

F I G U R E 5.38 

A new partition is created in 
the OPS department. /t is 
now a child partition of its 
parent named CAMELOT. 

6 

OU=NORAD 

rh 
OU= RIO 

rh 
OU=CAMELOT 

rt-i 
~ 

1(§ 
OU=OPS 

~ 

[ROOT] 

OU=TOKYO OU =SYDNEY 

r-h rh 

• 
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The next cons1dera uon 1s d1e Lota! number of replicas of a partiti on . 1[ Lhe number of 
replicas is greater than 10. consid er creatmg additional partitions to reduce the total 
number al rep licas. Nove ll recommends three replicas for each partition. T he ptim:lry 
reason you would need mure than three replicas of any partition is for bind e1y sen ices . 
Bindery se rvices require s a wr itable copy of the replica. Refer to 1.he "Bindery Services" 

secLion later in Lhis chapter. 
Decide who is respo nsible for the panilioni ng ol' the NDS tree. If you manage the tree 

cen trall y. all th e partitioning decisLons are mad e by Lhe cemral IS deparrmem . If the o-ee 

is decentralized then you may tum over the 1ights of pattitioning the tree co each of the 
l0cal site nr facility administrators. Whichever way you decide to handle partitioning, 

make sure )'OU decide before installation of Net Ware 4 .1 begins and mak e a company 

policy stating who will handle the partitioning. 

Login Scripts 
Another des ign considern Lion for the bmtom or the tree is des igni ng how the users 

\viii access t.he inlormation in the tree. The users ,vill p1imaril)' access NDS through r.he 
use of login sc,ipts. Remember, tbe users need login scr ipts to map nerw ork driv es and 

applications, cripLure to ptim queue s, and set other variables. Thus , the login SCJipts 
become a veTy important design consideration. T)rpically, the users ne eding the same 

login script will be grouped together in Lhe same OU contain er. Yon can then use tbe 

OU login script LO pro vide users access to the NOS tree , Figure 5.39 shows a container 

login sc1ipt that will be us ed by eve1yone in the container . 

F I G U R E 5.39 

All users execute the login 
script in the container where 

they reside. 
Login Script ) 

ForOU=FIN ~, 
--, 

OU=FIN 

~'­~ 
OU=OPS 

I 

~8 ~"'"'"" 

~ \ 

~· 
OU=D IST 

Login Script 
For0U"'D1ST 

- 8 Merlir 
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You will separate the users that need different login sc,ipLS for the same reason. As 
you design the login scripts for your users, you are in fact des igning the organ ization of 
the bottom level of the tree. 

Another strategy for organizing the login scripts is to have the same login scr ipt for all 
users and copy it to multiple containers . ln this mann er, the user placement in the tree 
is not affected. However, this strategy requi res that the network adm in istra tor be 
responsib le for keeping all copies of the login script the same. 

It is recommended that you use the OU container login scr ipt to replace the 
functionality of the NetWare 3 system login scr ipt. Th is will help you organ ize the 
bottom layers and containers in your tree. 

You can also make use of the profile login script whenever possib le for configu1in g 
the users for access to resources that are more global in natur e. The profile log in script 
enables you to span a single login script across mu ltiple OU co ntainers and ass ign it to 
specific users. For example, the container SYDNEY has a profile scri pt crea ted for the 
HR department , and its subord inate depa11ments of MEDICAL, FOOD, and SH ELTER 
as shown in Figure 5.40 all use the script. The script can reside in any com ainer, and 
users from any container can execute it. 

Through the login script, each user map s net work dr ives to the appropriate networ k 
server and establishes access LO speci fic network ap plications and se 1vices . Most login 
scripts depend on groups and directory map objects for the se chive mapp ings. These 
groups and directory map objects must be accessible so that any users needing them can 

find them during the login process. 
In order to simplify the mappin g to gene1ic networ k appli cations (ones neede d by all 

network users), it is appro priate to place the app lications in the same subd irect01y 
structure on all the servers. In other wo rds, use the same file structure for all servers. 
Then when a user maps the d1ive, he or she does not care wh ich se rver respo nd s. 

For example, assume that each network user needs to have drive mapp ings to both a 
word processor and spreadsheet software. These two so ftware packages are ins talled on 
all file servers in the same place on the file system (SYS:APPS\WP and SYS:APPS\QP RO). 
All servers tha t have a generic file system st ructure enable the use rs to map these 

applications regardless of their location or the server to which they are physically attached . 
An example of how you can standardize your file system is show n in Figure 5 .4 1. 
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A pro(,le script used by users 
from MEDICAL, FOOD, 

and SHELTER 

F I G U R E 5.41 

A standard (,le system on all 
your NetWare 4. I servers 
will make administration of 

your network easier. 

CHAPTERS 

NETWARE DIRECTORY 
SERVICES TREE 

···, , 
, -· 

OU=CHARITY , 
- · 

Pro~le \_ OU=MEDICAL 

~~l~ 1 
'-::5' ri: 
~ SYS:APPS/WP ¥ SYS,APPS/QPRO 

NOR-CHR-SRVI 

OU=SYDNEY 

i , - · -· 
OU=HR 

4 
OU=PR , 

----
OU=FOOD OU=SHELTER 

ra:- ra: 
~ SYS:APPS/WP 
~ SYS,APPS/QPRO 

LABS-SRVI 

Bindery Services 
NOS provides comp atibility with NetWare 2 and NetWare 3 using a feature ca11ed 

bind ery services . Th is feature allows binde1y versions of Net Ware app lications and oLher 

third-p arty software that requ ire the binde1y to access the NOS dat abase as if it ·were the 

binder y. For exampl e, a client can use the NETX shell (NetWare 3 client) to log in to a 

Net Ware 4.1 server and run any bind ery-based appli cation that may exist on the Net Ware 

4 .1 server. 
Binde1y services can be enabled throu gh the server SET Server Bindery Com exL 

comm and . The server can select one OU , O rganization , or Locality cont ainer or man y 

cont ainers as the bind ery context. The server bind ery context is simpl y the containers 

the server sees as the bind e1y. All the leaf objects in the NOS comainer(s) that are also 

objects in the Net Ware 3 bind e1y (for exampl e, users, group s, qu eues, p1i nt servers, and 
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profiles) are seen as objects throu gh the bindery app lication programming imerfaces 
(APis). The following figures show how you can set a serve r's bincle,y context (s). Figure 
5.42 shows how you can use the SERVMAN ut ility lo set the bincle1y contex t(s) . Figure 
5.43 shows how you can verify on a server that the binde1y co ntext(s) have been set. 

TIP 

Typing Set Bindery Context at a server shows th e string of contexts 
as valid or invalid. If you want to see only th e valid ( effectiv e and 
active) contexts you must type CONFIG at the se rve r consol e. 

F I G U R E 5.42 

Using the SERVMAN utility 
to set the server context at 

OU=CRIM£ 
OU=TOKYO. 

O=ACME 

F I G U R E S.43 

Typing SET BINDERY 
CONTEXT at a NetWare 

4. I server console will 
display a servers bindery 

context(s) if set 

40 

Director~ Ser vi ce s ParaM e t ers 

NDS c l ient NCP ret r ie s 
NDS exter na l reference l i f e span 
NOS in acti v ity s ~nc h r o n i zat io n i nterv a l 
NDS S!Jnchron i zati on re s trict i on s 
NDS s erver s s t at us 

Bi nder!J Context 

CRIME. TOKYO. ACME 

3 
192 
30 
OFF 
UP/ DOUN 

!
Se contexts by separating contexts with seMicolons. 

' Calso settable in STARTUP.NCF) St 
Vo 
Ne 

, Setting: OU=NCS.O=NOVELL 
ltaxlMu~ length: Z56 

J1UIPDEMO: s e t b in dcr!J co nt ext 
~ ind er!J Context: OU=NCS.O =NOVELL 
'1ax i "'un l engt h : 255 

Can be s et in t he s ta r t u p nc f fi l e 
Desc r ipt i o n : The Ne tUar e Di r ect ory Ser v i ces co n tai n er uhcrc b i n d ery 

ser vi ces ilre pr o vid e d . Set r,,u l t ipl e contex t s by se par i\t i n g 
co nte xt s with se nico l o n s . 

MUIPDEMO: 
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Bindery services in NetWare 4.1 lets you select up to 16 containers as the server 
bindery context. The major requir ement for bind ery services is that the serve r must 
store at least a read/w rite replica of the paniti on where the bind ery context is set. If a 
server has the maximum 16 bind ery contexts set , the server wo uld have to store 16 
separate rep licas ju st to supp on bind ery services on all cont e,'\:ts. Figure 5.44 shows 
how we have set multipl e binde1y context s on a server in TOKYO to sea rch th e 

organizational unit s of CRIME, BLUE, and \VHITE when a bind ery requ est is made. 

F I G U R E 5.44 

Multiple bindery contexts are 

separated by semicolons on 
a server in TOKYO, which will 
view the CRIME, BLUE, and 

WHITE containers as its 
bindery. 

Director~ Service s Pa ran eter s 

NDS c li en t NCP r etrie s 
NDS e xternal reference life s pan 
HDS inactiuit~ s ~nchronization interval 
NDS s ~nchronization re s triction s 
NDS se rve rs s tatu s 

Bindery Cont ext 

3 
192 
30 
OFF 
UP/DOUN 

CRIME. TOKYO.ACME:DLUE.CRIME.TOKVO.ACME:UHITE. CRIME. TOKYO.ACME 

As you can see, placing rep licas on servers to supp ort bindery services will increase 
the total numb er of replicas for each partition. This will affect the tree design because 

you may be forced to split a partition to redu ce the num ber of rep licas. Bindery services 
is the p1incipal reason for maintaining more than a few replicas of any pan ition. Refer 

back to the section "NOS Partitions and Replicas" earlier in this chapter. 

Another design consideration is that you should place all the clients or users requirin g 

bind ery services from a particular file server in the OU contain er where you have set the 

server bind e1y cont ext. This consideration can affect the NOS tree design at the bottom 

level because it may require you to combine users and resources of multipl e departm ents 

or workgroup into one OU. You may need to separate users from the resour ces they 

don't use for the same reason. In any event, the organization of the bottom layers of the tree 

may be affected because the users and resources need to be arranged for bind ery services. 
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( 
NOTE 

.. 

242 

Before you change the bottom of the tree design to accommodate 
bindery services, determine whether you even need bindery services 
for the servers. Remember, bindery services is an optional feature 
that does not have to be enabled at each server. You should determine 
if the clients are using NETX or applications that require bindery 
services . You could also identify the users and key applications and 
force them to use bindery services on specific servers . 

CONSULTING EXPERIENCE 

Here is a brief list of some of the applications you may encounter that make bindery 

calls. This is a brief list, and you need to check all your applications to determine 

if they require the bindery. 

• NetWare 3 Print Services 

... Backup Utilities 

• Host Connectivity Products 

... Menuing Systems 

• Network Management Utilities 

... Other NetWare 3-Based Applications and Utilities 
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"Good counselors lach no clients." Shakespeare 

NetWare 4.1 Network Client Software 
. . . . . 

The network client provides an extension to each network user Lo access the corporate 
resources on the servers. The network client is tasked to communicate with the desktop 
operating system and the netwo rk operati ng system and serves as a liaison between the 
two. U a desktop applica tion requires the use of network services, the client redirects the 
output to a server. If a server app lication needs to communicate with a client, it directs 
that communication to the network client i.n response to the client request. 

Because of the variety of clients that may exist in your network, your responsibility as 
a LAN administra tor will be to determine wha t type of client access is needed for a 
workstation to connect to Net Ware 4 .1, and to create the appropriate accessibllity to 
meet those needs . Providin g access to NOS will be accomplished through the different 
client software components available in conjun ction with NetWare login scripts. The 
client software provides access to NetWare 4.1, and the login script creates the 
environment for the user. 

The NetWare 4.1 client software is designed to supp ort connectiv ity to workstations 
includi ng DOS/Windows , OS/2, Macintosh, NT, and UNIX operat ing systems. Through 
various connections discussed in this chapter, you can connect to a NetWare 4.1 server 
and access files, app lications, and NetWare Direct01y Services. 

As a network designer , you will probably have most of your users running on the 
same desktop operating system , with a few exceptio ns tha t use other systems across 
your departments. As you design for user access to the NOS tree and NetWare 4.1 
servers, you should first begin by designing access (login sc1ipts and so on) for the 
majority of your user commun ity that uses the same operating system. You can then 
create your access designs for the less common ly used workstat ions on your network. 
You may also have some mobile users that requ ire special login scripts. 

This chapte r reviews the user login scripts for setting up user environments. We will 
review conta iner, profile, and user login scrip ts and how they can be used to meet any 

user need. Figure 12.1 illustrates the different client access mechan isms and will serve 
as the basis of our discussion. As shown in the diagram , client access can be broken 
down into mu ltiple categories. Each of these categories is discussed in this chapter. 
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The. com/>onents of client Type of 
accessibility for NetWare 4.1 Connection 

Networks are based on a 
v.ariety of connections, Workscadon 

workstation so~ware, Software 

services, login scripts, and 

Authenticated and Noc Authentica ted 
Licensed Not Licensed 

NETX 

Ct-tAPTE R 12 

U NDERSTAND ING AND 
MANAG I NG CLIENT 
A C C E S S 

Authenti cated 

VLM and 
32-bit Client 

users. Type of 
Servke 

Bindery NDS 

Login 
ScriptS 

Type of 
User 

User Script 
in Mail 

Directory 

System Script 
Conta iner LS. 

NET$LOG.DAT 
Profile LS. 
User LS. 

Network I Remme/ Mobile 

Desktop suppon is key Lo NetWare 4. l. A seiver cannol serve the user comm unity 
unless access is provided [or Lhe clients Lo communicate ·with NetWare servers across 
Lhe. entire network . This access requires speed and reliability for a11 users and muse 
make good use of limited memory at each workstation. Once a co1mection is made, Lhe 
logi.n script can set up the users environment. Chapcer 18 provides a list of curremly 
supponed clients v.rith their latest version of software_ 

WORKSTATION SOFTWARE 
The newest client software is Novells CHen!.32 architecture , which provides a 

connection for both DOS/Windows and Windows 95 users. Currently, the most common 
worksLation software used for coru1ecting to Net Ware 4.1 is the Net Ware DOS Requester, 
which suppo rts both DOS am.I Windows clients. The DOS Requester is actually a group 
of virtual loadable modules Lhal work together to provide clit:!nL connectivity to a Net Ware 
4.1 server. The great advantage of Lhis type of softv,1are is that you tan install only the 
VLM modules that are required for your useT envimnme.m. You can creme a standard 

con6gurntion for (he majority or your users. 
An imponant dilference between Lhe older NetWare 3 NETh.EXE shell aml the 

Net Ware DOS Requester is how each diem hanclles neLwork requests. Been use NETKEXE 
is a shell, all cal Is from an applicauon to the workstation operat\ngsystem are intercepted 

by the shell and then directed to either the network or to DOS. 

5 l 
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The NetWare DOS RequesLer, on the other hand , receives all calls from DOS through 
the DOS Redirector Interface known as lnt 2Fh. Therefore, any calls sent to this interrupt 
are always intended for the network. Each of these approaches has its advantages and 
disadvantages in terms of memory usage and perf onna nce. 

A visual exampl e of how the N ETX.EXE shell wo rks is found in Figure 12.2. 

F I G U R E 12.2 

A view of NETX.EXE routing 
operating system requests 

from an application 

LOCA L DRIVE 

NETWORK 

. . 

A visual exampl e of how the NetWare DOS Requ esLer receives the network requests 
from DOS is shovm in Figure 12.3. 

F I G U R E 12.3 

A view of Net Ware DOS 
Requester routing operating 

system requests from an 
application 

---- 5-8 ... 4'---" __ _ 

!PX and 
LAN DRIVER 

NETWORK 

LOCA L DRIVE 
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Two types of connections exist for NetWare 4 .1-th e NDS connection and a bindery 
services conn ection . The basic dilTerence between these Lwo conn ections is that a binde ry 
services conn ection is server cent ric. Server centric means that connect ions to multipl e 
servers require a usemam e and password at each server, and the login process is repeated 

at every server. 
With the NDS connection, on the other hand , you can have a single login to multiple 

Net Ware 4 .1 servers. A single login enables the user to enter their name and password 
once. Any add itional d1ive mappings to oLher NetWare 4. 1 servers will be hand led in 
the background by NDS. The greal benefit of the NDS connection is that admin istrators 
need to manage only a single user account if they are operating comp letely on Net Ware 

4 .1 servers. 

NDS Connect ions 
An NDS connection requires the use of the VLM client or the NetWare 32 -bit Client 

soflware for authent ication to a NetWare 4.1 se1ve r. An NDS connec Lion provides a 
secu rity mechani sm known as RSA encryp tion between the client and server to provide 
background authemication for a single sign-on to multipl e NetWare 4.1 servers. 

An NDS conn ection is said to be in one of three states: 

Conn ected bul not logged in 

Authen ticated 

li censed/ Auth enticated 

Conn ect e d but Not Logge d In This sta te occurs when a user has attached to a 

Ne t Ware 4 .1 serve r through either the NETX shell or the VlM client. An NDS 
conn ection tha t is nol logged in can exist for either NetWare 3 or NetWare 4.1 
users to the first at tached serve r. If a conn ection is made after walkin g the tree, 

Lhe slate can exist after the first attac hed server. 
For example, when a connection is neither auth enticated nor licensed , the users can 

navigate the NDS tree through the CX (Chan ge conteXt) com mand. They have attached 

to a server, but have not yet au thent icated. 

Auth enticate d Authentication is a process of proving identity to a se1ver. 1n NetWare 3, 
Lhis meant logging in . In Net Ware 4 .1, the aULhemication process happens as a "behind 

the scenes cask" al the client. 
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This type of connection indicates that a NetWare 4.1 server has established a users 
identity after the user has ente red a correct name and password. Auth entication occurs 
for both NetWare 3 and NetWare 4.1 users, bu t NetWare 4 .1 adds more security to this 
process. 

Authentication is invisible to the user. Durin g the login sequence, the user will enter 
a password when prompted, and the remaining process occurs behind the scenes. All 
sensitive data are never transmitted across the wire for security purposes. Authentication 
relies on encryption algorithms that are based on a publi c/private key system. 

After successful authentication has taken place, a process known as background 
authenticati on may occur if the users login script specifies conn ections to other servers. 
A conn ection to another NetWare 4.1 server, for example , does not require the user to 
reenter his password. However, all conn ections are authentica ted the same way; the 
process mak es no distinction between the first and subsequent server logins. 

Licensed A conn ection is said to be licensed when a user has made a request of the 
server, such as mapping a drive or capturing to a printer . Each user will cause the user 
license to decrement by one after a connection has been licensed . On ly an authent icated 
connec tion can be licensed. 

A comb ination of these states determine s what level a user currently has in a Net Ware 
4.1 environm ent. 

1f users are licensed and authen ticated, they can access NDS and file system information 
to the extent allowed by the ir rights. 

Additive Licensing 

Additive licensing increases the total num ber of licenses on any given Net Ware 4.1 
server. This enhancement enables administrators to more closely match the number of 
licensed users to their compan ys needs. A company that currently has a 100-user license 
can add a 25-user license to the NetWare 4.1 server to accommodate increased growth. 
NetWare 4.1 suppo rts 5, 10, 25 , 50, 100, 250 , 500, and 1000 user versions in any 
combination. 

Bindery Services Connections 

The Net Ware diem software provides compatibili ty to previous versions of NetWare 
through bindery services connec tions. This conn ection does not provide the capability 
of a single login to the network. For examp le, a client using the NETX.EXE shell or the 
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LOGlN/B op tion with VLMs to log in to a NetWare 4.1 server must ente r a usemame 
and password for that server. Additional conn ections to other Net Ware 4. 1 servers would 
require the user to enter ano ther usemame and password. 

Bindery services can be enabled on any Net Ware 4. 1 server through the SET BINDERY 
CONTEXT comma nd . The server can select one containe r or multip le containers in the 
NOS tree to set as the bindery conte,'Ct. All the leaf objects in the NDS con tainer(s) that 
are also objects in the NetWare 3 bindery (for examp le, users , groups , queues, print 

servers, and pro files) are seen as the bind ery. 
Bindery services in Net Ware 4.1 allows you to select up to 16 containers as the server 

binde ry context. Bindery services requires that the server store at least a read/write 

replica of the partitions ·where the binde1y context is set. 

LOGIN SCRIPTS 
Network users will execute login scripts to access NetWare 4.1 servers and othe r 

network resourc es. Traditionally, login scripts were used to establish the users network 
environm ent. Login scripts for NetWare 4.1 , however, are used to map network drives , 

map to applications, capture to printers and print queues, and set other imp ona nt 
environm ent va1iab les. Login SCJipt s are the standa rd mechanism for user access and 

may require careful consideration. 
W hen a user logs into the NetWare 4. 1 network or server, login scripts associated 

with the user are executed. There are two categories of login scripts available to the user 
of the Net Ware 4. 1 networ k-NO S login sCJipts and bindery-based login scripts . NOS 
login scripts sup port the Directory connections , and binde ry- based login scripts support 

the binde1y services connect ions. 
Our focus on login scripts in this chapter is to provide information on designing 

access to Net Ware 4.1, not to encompass every login script variable and comma nd . 
(Definitions and functions of all variables and command s are includ ed at the end of this 
chapter.) Well-designed login scripts will h elp you create e!Tective working environments 

for your users. 

It is recommended that you execute the login scripts befo re 
launching Windows 3.1. If there are users who access Windows 
immediately after they boot their workstations, you need to have 
them log in to the network, which runs the login scripts before 
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launching Windows 3.1. The exception to this tip is if you are running 
the new NetWare Client32 software that provides a W indows login 
utility. See Chapter 18 for more information on NetWare Client32. 

Login scrip ls execu te in a specific order as shown in the follow ing sequ ence of login 
script execu Lion for Net Ware 4 .1: 

• User logs in to a serve r. 

2 • Use r executes contain er scripl if availab le_ 

3 • User executes Profile if that user s Profile pro perty is set. 

4 • User executes User Scrip t if available . 

S • If user login script is not available , then Lhe user executes the default script. 

Bindery-based Login Scripts 

The bind ery-based login scripts tha t you may p lace in NetWare 4.1 are the same 
binde ry login scrip ts found in NetWare 2 and NetWare 3. These login scripts can be 
copied onto the NetWare 4.1 servers to pro vide bindery services sCJipts to your NETX.EXE 
clients. For examp le, a user attachin g to a NetWare 4.1 serve r with the NETX.EXE 
wor kstatio n software will have a binde ry connec tion and look for the system and user 

login sc1ipts on the server. The user script is in the SYS:MAlL d irectory, and the system 
login script would be placed in the SYS:PUBLIC directory as NET$LOG.DAT. Even if 
the user is using the VLM workstation soft ware and selects the LOGIN/B option, that 
user will be attached to the server as a bind ery conne ction. 

The system login sc1ipt is used for commands that aITecL all the bind ery-based users 
on that server. Command s that might be placed in the system login script include the 

com mand s for displaying messages, mappin g netwo rk d1ives and search drives, and 
setting environment variab les. The system login script is the best place to manage the 

mapping and capture statemen ts for all the bind ery users that ma y still exist on your 
NetWare 4.1 network. 

After a user success[ ully attaches to the server with a binde1y connection, the system 

login script will execute from SYS:PUBU aN ET$LOG . DAT if it exists . If Lhe user login 

see 
IPR2017-01290 

Ubisoft EX1008-2 Page 42



CH A PT ER 12 

UND ERSTAND ING A ND 
MAN A G I NG CLIEN T 
A C C E S S 

script is present it will execute from the SYS:MAIL\USERID subdirectory If the user 
login script does not exist then the default login script is executed. The default login 

script is hard coded into the LOGIN .EXE program. 
Figure 12.4 shows the order of execution for bindery-based login scripts . If you are 

familiar with Net Ware 3, notice that the bindery- based login scripts for NetWare 4.1 are 

executed in the same orde r. 

F I G U R E 12.4 

The bindery-based login 
scripts in NetWare 4. 1 are 
executed in the same order 
as NetWare 3 login scripts. 

LOGIN.EXE 

DEFAULT 
LOGIN SCRIPT ,,k-- ~ 
(LOGIN.EXE) 

SYSTEM LOGIN SCRIPT 
(SYS:PUBLIC/NET$LOG.DAT) 

USER LOGIN SCRIPT 
(SYS:MAIUUSERID) 

The individua l user login scripts are stored in each users mail subdirectories on the 
SYS volum e of any serve r whe re a binde ry accou nt exists. For example, user 
GWASHINGTON (with object 1D of 19000023) stores the bindery-based user login 

scripts in the SYS: MAIL \ 19000023 subdirect01y 
The individ ual user login script customizes the user environment to the specific 

needs of the user. The same commands placed in the system login scripts can also be 
placed in the ind ividual user login scripts. It is recommended that the user login scripts 

be used only in situations in which the system login script will no t suffice. 
The bindery- based login scripts are server centric, meaning that they are used only if 

a bindery user logs in to the server that is holding them. Because the login scripts are 
server-centric, there are not alot of design issues to consider. However, you should try to 
move all the users to the NDS login scripts as soon as possible so that you have fewer 

scripts to support . 
You can make changes to both the system and user login scripts using the NetWare 3 

SYSCON.EXE utility. You can also edit the NET$LOG.DAT fi.le (or any script) directly 

with any text editing program . Although the binde1y-based login scripts can be edited, 

any changes you make to the scripts are not automa tically synchronized to the 
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corresponding NOS login script s. You can use Novell's NETSYNC utility to synchronize 
login sc1ipts if you need to maint ain consistency between Net Ware 3 and NetvVare 4.1. 
Refer to Chapter 2 for more inf01mation on NETSYNC. 

NOS Login Scripts 

The login scrip ts used in NOS are d ifferem than those used by bind ery services. The 
NOS login scripts are a property or an object and are accessible on ly th rough an NOS 
connect ion . The only N OS objects that have the login script propert y are the container 
objects (O=Orga nizalion and O U=Organiz ationa l Uni t), p ro rile objects, and user objects. 

Users who obtain an NOS conn ection to the net wo rk and run LOG.EXE will execute 
the container login script in which the use rs reside. The containe r sc1ipt is roughly 
equivalent to the Net Ware 3 system login sc1ipt. After the container login script is executed, 
a profile login script can be executed if the user is assoc iated with one. The user may also 
have a user script, which is executed after the cont ainer and profile sc1ipts. If no user 
login script exists, the user will execute a default script. Again, the defau lt login script is 
hard code d in to the LOGIN.EXE progra m. 

Figure 12.5 shows the orde r of execu tion for the NOS login sctip ts. Notice the profile 
login script, which falls between the cont ainer and user login sc ripts. 

F I G U R E 12.5 
CONTA INER 

The order of execution for 
the NDS login scripts in 

NetWare 4./ 

LOGIN .EXE I LOGIN SCRIPT 

PROFILE 
LOGIN SCRIPT 

DEFAULT USER 
LOGIN SCRIPT LOGIN SCRIPT 

In order Lo mana ge the NOS login sctipts , you can use either the NWAOMIN or 

NETAOMIN utili ty that ships with Net Ware 4.1 . Wit h these utilities, you can create and 
ed it all the login sctip ts, except for the default login script. You can also add a profile 
login script for execu tion by selected users. An example of edi ting a login script is 

shown in Figure 12.6. ln this exampl e, the adm inistrator is edi ting a container login 
scrip t for the FAC container. 
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Adding or modifying on NDS 
login script can be done by 

using the NWADMIN utility. 

= NclWar e Administrator 

.Q=r.:~- - -·--= _. -.. o- .-..... ..,. 
Q 

Lnoln Ser lpt p 

~ l,og ln Script: 

jll .l_f flltlt U UtltlllltlUlttllJll!IUUltt l ._U ~ O·•UO •• 

; COIITAltlER LOGIII SCAJPT EXAMPU 
for OU• FAC.OU•AOMIILOU•AJO.O• ACMC 

; Creation 011tc; 12AMJS 
: R.c:vtsfons; 
1tftUJ_l'1111ot••u.>V••• • ••tttoou .. u 10• •• ••._.,,,o, u o1 

COMSPEC-C:1DOS\COMMAHD.COPA 
JtfM •• Uo defi\1111 ust:1 Jouin ,crlpt 
110 DEFAULT 
WRITE "Good Y.GRHTIIIG_TIME, %LOGlll _11AME." 
MAP UISPLAV OFF 
RfM - Mop th o root dr ive to SVS!PUDLIC and anut111:i drive to th e ho m 
MAP ROOT UISfRT S1:•SVS:IPUBLIC 
MAP ROOl 11:• "HOME DIRECTORY" 
RCM - Mop to the e .mea and oppllcatlon s erve, 

t;,- ;VJRflf 'Yuur E,mail server ts RIO-SRV1 and Chu •ppheeOon se rver Is f 

~ ;PAUSE 
MAP ROOT M:• RJO-SRV11SVS:EMAIL 
MAP ROOT W:,,fAC-SRV1\SVS:J1Pr>s 
REM - Capture to tht"J prfn1 queue 
/flCAPTURE ISERVER•FAC-SRV1 IO• HP4Sl,P0 1 ll.1 n!B lllff/Tl•1 

• tr ·1 I • 

I OIi-· 11, C1t1Cet J I Help J 

+ r 
.... 

,-• 
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•1: 
-

Maboli " ,!. 

I Fct-~~ le,IAddf .. :: ~ 
~Jo{, Caio,ioim ": 

Prt>lcr f"Ollnt 
~ 

Prr.lD.,_ 
~ 

I• 
Riol''3 to Fain! - j 

Dhc torit,, 

I ?tr,\~ j 
11 SeeA!.o j . 

l.ogr,Soc,, -
l'*uder Cl- - c F 

• 

NOS Co nt aine r Login Script Typically. Lhe NDS users needing the same neLwork 
resources will be grouped togeLher in Lhe same NOS container. These users wiU probably 
need similar d1ive mappin gs and capture sLaLements to esLahlish access Lo the aetwork 
resources wiLh which Lhe users are grouped. You can Lhen use the com::iiner login ~ctipt 
to provide users access to the NOS u·ee in ti tis fash ion . 

CONSULTING EXPERIENCE 

It is highly recom mended that you u.se the NOS container login script to replace the 

functionality of the NetWare 3 system login script. The containe r login script is stored 

as a property of the O=Organization object, the OU=Organ izational Unit object and 

other container objects . Maintaining one set of login scripts allows for easier administration . 

Afrer the LOGIN utility has authenticated a user Lo the NetWare 4. 1 network, the 
program chec:ks the comainer login sc:ripL in which I he user resides. If the container 
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login script e.xists it will Lhen be executed. NOS \.v1llsearch only the immediate comaine r 

( 0 or OU) in which the user is a member . If Lhe container login scripL is noL defined, the 

system wi.11 noL automatica lly sea rch higher in the tree for anothe r comaine r login script. 
for example . Figure 12. 7 shows the nser ]Madison in the ACME l.ree named under 

thecomainer0U=Ff\C.0U=ADM1N.0U=R l0.0=ACME.ThecontaineT0U=FACdoes 

not have a login scripl. There is, however, a contai ner login script defined higher in the 

rree al OU=ADMIN . The userJMadison is an occupant of QLJ,,,fAC an d will not execrne 

a container logm sclip L b~cause tJ1ere is not one c:urrently in FAC. The user ]Madison 
will not sea rch up the tree for a containe r login script. In oLher words , no other container 
login sc1ipts above the user JMadison will be executed. 

FIGURE 127 

Container login scripts are 
executed only for the 

immediate occupants of o 
container. In this example, 
the user JMadisoh will not 

have o container login script 

[ROOT] 

OU=NORAD OU=CAMELOT OU"TOKYO OU=SYDNEY 

OU=CHA.RITY OU=AOMIN OU-PR 

~.,____Container Login Script h defined for OU=ADMlf-l 

°@ . , 
OLl=FAC OU=AUDIT OU•MRK 'f -

~ ~ ------ no Container Login Script for OU=FAC 
~ IM.dlsco 

~ 
Th·e client softw;ire for user JMadison will noc execute 
a Container Login Script. 

The ND'.:> container login sc1ipt commands should establish the network environmen t 

of the users. These commands include the network drive mappings, p1imer and print 

queue captures , and other environment swings . The users m the con tainer are best 
managed by using the NOS container login sc lipt. 

The following is an examp le of a con tainer login script that we have just added for the 
O U=FAC wmainei· in the RlO location of ACME tree. 
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; *** *************"** * **************** * **"* *** >:-..-*******-..-*** 

CONTAINER LOGlN SCRIPT EXAMPLE 

for OU=FAC.OU=ADMIN.OU=RIO.O=ACME 

Creation Date : 12/8/95 

Revis i ons: 

·**************** **************************************** 
' 
COMSPEC=C:\OOS\COMMAND.COM 

REM - No default user login script 

NO_OEFAULT 

WRrTE "Good %GREETING_TIME. %LOGIN_NAME." 

MAP DISPLAY OFF 

REM - Map the root drive to SYS: PUBLIC and another drive to the 
home directory 

MAP ROOT [NSERT Sl: =SYS:\PUBLIC 

MAP ROOT H:="HOME DIRECTORY" 

REM - Map to the e-mai l and application server 

;WRITE "Your E-mail server is RI0-SRV1 and the application server 

is FAC-SRVl" 

;PAUSE 

MAP ROOT M:=RIO-SRVl\SYS:EMAIL 

MAP ROOT W:=FAC-SRVI\SYS:APPS 

REM - Capture to the print queue 

#CAPTURE /SERVER=FAC- SRVl /O=HP4SI-PQ1 /LI /NB /NFF /Tl=l 

The previousscripl can be created in either the NWADMlN utility or Lhe NETADMlN 

utility as shown in Figure 12.8. 
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F I G U R E 12.8 

Using the NWADM/N utility 
to create a script for the 

FAC container 

i= I NetWare Administ rator 

Q=l Ornanlutluni,I Unit : FAC 
Q 

Login Script 

A !,_ogin Script: 

............ ., ........................................... 
; COIITAIIIERLOGIII SCRJPT 
; for FACILITIES Container CAMELOT 
; Creation Date: 1211J/95 
; Revisions: 
•••• •••u 1u ,•ou11,ou1• •••• !tt ••tttu••rtt1•••••••••••• 

COMSPEC • C:11JOSICOMMAIIO.COM 
REM .. Uo default user login script 
110 DEFAULT 
\·./RITE "'Good ~\G REETIIIG_TIME, 'I. LOGlll_ltAME ."' 
MAP DISPLAY OFF 
RfM - Map the root driuc to SVS:PUBLIC end another driuc to the horn 
MAP ROOT IIISERT S1 :• SVS:\J'UBLIC 
MAP ROOT H:•"'HOME DIRECTORY"' 
REM -· Map to the e-mail and application ser ver 

~ 
j\'VRJTE '"Your E-mail se rucr Is JUO-SRV1 and th e application server is F 
;PAUSE 
MAP ROOT t.1:=RJO-SRV1\SVS:EMAIL 
MAP ROOT W:• FAC-SRV1\SVS:APPS 
RfM -· Capt ure to the print queue 
OCIIP TURE ISERVER• FAC-SRV1 /Q• IIP4SI-P01 it. 1 nm JIIFF /Tl • 1 

• I I I.• 

I OK ~ I Cancel 11 Help J 

II• ; 

;__~ -

Postl!!Addrc:s 
~ . ,-

I j .!. Maaio. 

I-

I, Fo,elgri EMIJIIAddr~-; j 
r 
I PlillJob ConflQ<.I;.,., J 

Printer Foons J J; Pro,t Device# 

II Pltnt Leyout j 
Rights tofios n 

Diec:I01le$ J , . -

J See Aho 

r-.. Log,r,S~ ] 
II ._,1•• 

NDS Profile Login Script Ir a user has a profile script assigned, it will be executed 
immediate ly after the container login sc1ipt. The profile login sc1ipt is optional and is 
used in spec ial cases or for groups with spec ial needs. The profile has the capability to 

include users that are in different containers in the tree. lts purpose is to assign additional 

environment sett ings that you may not want to assign to everyone in the profile. The 
sc1ip ts and the comm and s used in the pronle login script are identical to the NDS 
container login scrip ts. 

Because the profile login script is a special-purpose login sc1ipt it can provide you 
v.rith greater flexibility du1ing the login proce ss. Multiple users can be associated with 

the profile login script and they can reside in different containers in your tree. Figure 
12.9 shows the creatio n of a prorile login script through the NWADMIN utility. You can 

enable users to execute the pro file script by assigning individua l users to the script by 

mak ing the assignment to the user object at creation. This method can be accomplis hed 
through the NWADMIN or NETADMIN utilitie s as shown in Figur e 12.10. 
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Assigning an individual user 
ta execute a profile login 

script 

F I G U R E 12. 1 O 

Creation of a profile login 
script through NWADMIN 

l=I NctWare Administrat or 
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lr~ t ~ 

Q= - - -.- -~ • ---_ _.,._. 
D 

~ 

~ 

Login Sc ript 
II ~~ ,~ 

.n, ••••••o •••t •\.••••••••••••••uuu, ,u .,•10..u••_u ~ . 
11 j ; PROFILE SCRIPT FOR SELECTED USERS '- Envronm-erit 

; Ill CAMELOT 
; CREATIOII DATE: 121101'.lS 

11 j ; REVISIOII DA TE: LoginR-
.,11u» ,.11•u 1uu1 , ot tt u 11uuu11u,.111u,,-,. , u, 

' 
II 

Patt\ 'fOll! Restncoom j 
MAP ERRORS OFF 
MAP IIIS S16:• CAM-SRV1:V\OMIINJTILITIES 

It Laon Tinie Restf.cl.c)oo j MAP DISPLAY OH 
WRITE 
FIRE PHASERS 3 TIMES I OCWOO' AMett R~~ 
EXIT 'llMEHU SUBADMIII" 

II Mai16o;< j 
'i "°''91 Et,lell Addr~,it j 

• ll I ..• 
f rojlle : 

Pmt.Jol>ConfJgUJetioo ~ 
lcAMELOT.CAMfLOT,ACME I !!!1 Logi,,S a~ = ) 

~• 
lr otc 1 Ir~, I Ir Help I 

NetWa re Adminis trato r 

User: USER TEMPlATE 

Login Script 

; PROFILE SCRIPT FOR SELECTED USERS 
;Ill CAMELOT 
; CREATIOII DATE: 12110195 
; REVISIOH OATI:: 
;• •U u.1t.0• u1u, u 1.ui•u .•• •u .• • uu .u.uu .uuo • u • 

MAP ERRORS Of 
MAP IIIS S16:• C 
MAP DISPLAY 0 1 
WRITE 
FIRE PHASERS 3 
EXIT 'UMEIIU SU 

frofilc: 

Se lect ed Object s : 

!CAMELOT 

Current Context: CAMELOT.ACME 

fgj CAMELOT 

Direc t ory Context E.llter: 

!!irect ory Cont ext : 

11 .. .. 
"e CHARITY 

"e OPS 
"e PR 

I~ 

En~ 
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Typically, t.he profile login scrip t is used: 

.- For an enrirc com pany (if the company and tree are sma ll) 

To create a user environ ment based on location 

... For a special group ol users 

The profile sctipt is rep resented by the profil e object, wh ich can be plac ed anywhere 

in the D irectory tree. Using che profil e login sc1ipt to span all the users m t..he entire 
company is recommended only for small network s. A sma ll net work consist s of fewer 

than ten servers and is no t wide ly distributed over w1.de area links . We reco mmend 

usin g the profile loginsc1iptacrosssma ll networks only because this m ethod isexpensrve 
in tenns of the NOS traffic that will be genera ted Lo manage this objecL. 

The profile login scr ipt is also used to crea te a user envi ronment for a location. This 

method is sim ilar t.o simpl y using a contain er script, except. that yo u may wa nt LO create 

an environment for specific users within t.he contai ner. Users Lhat. are orga nized around 

a particular site, building , or Ooor can have specific envh-onmem set Lings based on th eir 

particular needs . With Lhe profile login scripr 1l ts not necessary to create floor or building 
containers in yo ur tree jus L to have a co mmon login sctip L. 

For example, you ha ve a specific seL or users in a bui ldin g and you want them to 

always map to the same e-ma il and applicatio ns servers. You may also have users on one 

floor who wam to capture to Lhe same primers . You can accomplish Lhese tasks using 

the proGle login script. Usmg the profile login script in this fashion ls cons idered Lo be a 
locatio nal use of the scr ipt. 

Figure 12 11 illustrates a profile login sctip t being u sed as a locational login script 

Lhat includes the co ntainers in the ACME tree helow the OU=ADM IN container in the 

RJO location . Specifically, the OU=FAC and. OU=AUDTT are in tht! same building and 
need similar envi ronm ern setLings . 

Th e profile login script c.:an also serve as a special-purpose login scnpt for a group of 

users. The group members can all be in Lhe same NDS conta iner or tJ1ey can span across 

a number of OUs. If the profile login script. makes assignments for users witl1in a single 

OU, then the profile login scripl is similar to a group ohjecL with its so le purpose of 
execuLing a script. 

IPR2017-01290 
Ubisoft EX1008-2 Page 50



C Ft APTER 12 

UNDER STANDING AND 
MA NAGING CLIENT 
A C C E S S 

F I G U R E 12.1 I 

The users in both the 
OU=FAC and OU=AUDIT 
containers ore using the 
same profile logi(I script 

c: 
1'1P 

OU"'NORAD OU=CAMELOT OU=TOKYO OU=SYDNEY , 
OU=PII. 

~ Profile Login Script 

~ 
OU=M;u/;T 

~a, ..... 

A more powerful use of Lhe profile login scri.pt is co span more than one NDS 
container . ln Figure 12.12, you will see three users in a different NDS container. 
These users are members o[ a special group of administrators who need specialized 
access to resources in Lhe NOS tree. When eacb user logs in to the neLwork, he 
receives the additional drive mapping lo perfonn various job functions. Users 
]Madison. ALincoln, and TJefferson are each associaled with the same proWe login 
script thal gives them the extra d1ive mappings. 

NOS User Login Script The NOS user login scripts are stored as a property in each 
of the user objects. Like the bindery-based user login script, the NOS user login script 
customizes the user enviromnent Lo the speclfic needs of thaL user. All the login scripL 
commands and va1iables can be used in the individual user login scripts. However, we 
strongly recommend Lhat user login scripts be used only when the commands i.n the 

container system login sc1ipt are not adequate. 

Most, if not all, scripting can be accomplished through containe r 
login scripts. For most large NetWare environments it is generally 
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unfeasible to implement user scripts because of the difficulty in 
maintaining them. As a network administrator you don't need the 
extra work. 

F I G U R E 12. I 2 

The users }Madison, 
AUncoln, and Tjefferson are 

each associated with the 
same profile login script 

OU=NORAD OU =RIO 

~ 
OU=CHARJTY OU=ADMIN OU=PI\ 

[ROOT] 

OU=CAMELOT OU=TOKYO OU=SYDNEY 

; ~ ~ 
OU=c c OU=tDIT OU=L KT ,,,-- Profile Login Script 

I i JM>d!son I i AlJncCM I i l)clferwn 

If you decide to let your users have persona l login scripts, keep in mind that maintaining 
all the users ' login scripts will be a difficult task. 

The following is an examp le of a user login script for ] Madison in the OU=FAC 
contain er in the RIO location of the ACME tree . These users sup port their own user 
login scripts and do not reque st the assistance of a network administrator. 

MAP DISPLAY OFF 

MAP ERROR OFF 

MAP F:=FAC-SRVl \SYS:USERS\J MADISON 

;*****EMAIL**** * 

SET EMAILUSER = "JMADISON" 

MAP M:=RIO-SRVl\SYS:POSTOFF 
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;*****PRINTERS***** 

#capture L=l O=HP4SI- PQ1 NB NFF TI=l 

:*****WINDOWS***** 

MAP ROOT W:=FAC-SRVl\SYS:APPS\ WINDOWS 

;***** BRIEF EDITOR FLAGS***** 

MAP S16:=FAC-SRV1\SYS:APPS\BRIEF 

SET BPACKAGES = "c:t;h:t.r" 

SET BPATH ="z:\\apps\\brief\\macros " 

SET BHELP " z : \\a pp s \ \ b r i e f \ \he l p '' 

SET BBACKUP = "c :\\backup" 

SET BFLAGS = "- i7 0 - u300 -1200 - Dega -k l M" 

S ET B F I L E = '"' 

SET BTMP = "c : \\t mp" 

SET BCC 

SET BCH 

"\"cl l e %s.c\ "" 

"\ "c l -c -Tc %s.h \ "" 

:***** WP***** 

MAP S16:=FAC-SRV1\SYS:APPS\ WP\6 .l 

SET WP= "/U=JM" 

;***** Misc. ***** 

MAP S16 :=FAC-SRV1\SYS:APPS\P ROGRAMS\BIN 

MAP 

CH APTER 12 
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Defau lt Login Script The default login script is executed only when the user login 

script does not exist. The default login script is hard coded into the LOGIN.EXE program 

and t1ies to create enough drive mappings to the server so that the user can function 

properl y The purp ose of the default login sCiipt is to back up the absence of a user login 

script. The default login script will execute even if you have a container or prohl e 

login scrip t. 
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If you do not want to run the defau lt scrip t, then you need to place the NO_DEFAULT 
comm and in the contain er login script or i.n a profile script. The container login sc1ipt 
can also have an EXIT comm and at the bouom of the script. The EXIT command 
prevents any other login script from runnin g, including the defau lt login script. 

The following com mands are execu ted as the default login scr ipt: 

WRITE "Good %GREETING_TIME, %LOGIN_NAME." 

MAP DISPLAY OFF 

MAP ERRORS OFF 

MAP *1: =%FILE_SERVER\SYS: 

MAP *l: =%FILE_SERVER\SYS:%LOGIN_NAME 

IF "%1" = "SUPERVI SOR" 1 1 "%1" = "ADMIN" THEN MAP 
*l:= %FILE_SERVER\SYS: SYSTEM 

MAP INS Sl :=%FILE_SERVER\SYS:PUBLIC 

MAP I NS 

S2:=%FILE_SERVER\SYS: PUBLIC\%MACHINE\%OS\%0S_VERSION 

MAP DISPLAY ON 

MAP 

6 

MOBILE ORTRAVELING USERS 

NetWare 4.1 lets the user log in and access resources from anywhe re in the network. 
This feature helps you to manage the mobile or traveling user more easily. In order to 
comp letely sup po rt traveling use rs and their specific computi ng requi rements, you will 
need to cons ider the fallowing questions: 

• 

.. 

• 

Does the user carry a laptop comp uter? 

Where is the user geograp hically located? 

Where is the users home office? 
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As users move from one location to another, they access the network and its resources 
dilTerently. Knowing how each user wants to access the network will help you set up the 
user environm ents. For exampl e, some users just wan t dial-in access to the network 
from remo te locations. These locations can range from their homes, hotel rooms , and 
even airplanes. Typically, this type of user dials into the networ k from a laptop or home 
comp uter. 

Some users may travel from one office to another and need full access to all the local 
network resources of the office they are visiting. Although the users need full access to 

the local resources, they still want the data from their home directory and server. 
Essentially, the definition of a traveling user is broken into two types: remo te users and 
mobile users. 

CONSULTING EXPERIENCE 

Your approach to designing access for NetW are 4.1 should be to first des ign for the 

majority of the users and then design for the traveling users . In order to design the 

access prop erly, you need to know how many users in the netwo rk are traveling user s. 

Then det ermine from the tota l number of traveling users how many are remote users 

and how many are tru e mobile users. 

Remote Users 
The remote users are the individuals who travel or carry a lapto p compu ter and 

simp ly access the network resources through dial-in. The remote user who takes a laptop 

on the road is usually self-contained, meaning that the laptop compu ter is configured 
with all the necessary applications software. The user can continu e to work when on the 
road and merely dials into the network to transfer e-mail messages, download files , or 
briefly access other resources. 

Remote users require less design considera tions for access because they will access 
the NDS tree only as needed for a conn ection to the network. Suppo nin g remo te users 
will not impact the design of the Directory tree or require you to create any special NDS 

objec ts. Users simply dial into specific predetenn ined access points in the network and 

use their norma l NDS context or location . After the nonn al login to the network , the 
users can download files and access other necessary resources. 
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Some remote users dial in just to transfe r the ir e-mail messages. Typically, a company 
may dedicate special phone lines for just the remote e-mail users. These lines may have 
their own security and access method and would no t affect the Directory tree access. 

If a remote user travels to another office and plugs his laptop computer into the 
network and wants access to all the local resource s, he has really become a mobile user. 
The design considerations for the mobile users are addressed in the following section. 

Mobile Users 
The mobile users are individua ls who travel from one office to anot her or from one 

computer to another. They expect full access to all the local network resources of the 
office they are visiting whi le maintaining the ab ility to access da ta from their home 
server. The mobile user may not carry a computer (laptop) with him , but expects to 
have a computer available at the other site. Some mobile users decide to carry laptop 
computers and plug them into the network when they arrive. Thus, the best definition 
of a mobile user is an individual who uses a comp uter on the network from a location 
that is away from his home office. 

Whether the user travels thousands of miles or across the building, the issues are the 
same for moblil e user s. The user wants access to the network applications, such as word 
processing, spreadsheets, e-mail , and priming from the local servers, but also wants to 
retrieve the data from his home server. The user wants these capa bilities to be as seamless 
as possible. 

CONSULTING EXPERIENCE 

User s who carry laptop comput ers to a new location are not considered mobile 

users if they do not need access to the local network resources . If the users are 

content to access their home resourc es across the network, then they are simply remote 

users. There are no special design considerations for remote users . Remem ber, 

NetWare 4.1 enables the users to login from anywhere on the network. A user 

simply looks for a network connection and logs in to the server at his home office. 

In orde r to supp ort the needs of the mob ile user, you need to answer the following 

questions: 
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• V..there is Lhe user geographically located? 

• Wh ere is the users home office? 
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Ther e are several mechani sms in NetWare 4 .1 to help you answe r each of these 
qu estions. These mechanisms include the NOS name context, alias objects , configu ration 
files, login scripts, login script variables, and environment vaii ables. 

NOS Name Conte xt The name contexl in NOS helps you determ ine where in the 
NDS tree the user belongs. The name context is important because NDS requi res it for 
eveiy user logging in to the network. The context can be set in Lhe users NET.CFG file 
or by typ ing the users full name during login as well. While a mobile users physical 
loca tion may change, his context will remain constam . 

If the mobile user has traveled without a laptop comput er, he expects to use any 
available comput er in the oliice he is visiting and log in to the network. The main issue 
with this scenario is how to detem1ine the users name context for login pu rposes. There 
are several ways to work around this problem. The mobile user can manually emer the 
context at the comput er console before login , you can create alias objects that po int to 
the user in his normal conte xt, and the name context of the alias can be set in the 

workstation configuration file. 

Manually Changing th e NOS Nam e Cont ex t The first option involves the mobi le 
user manually ente1ing his name context into the comput er he is using. This opt ion 
assum es that the user understands how to use the proper utilities and is familiar with 
their compl ete contex t in the NDS tree. The CX (Change conteXt) utility is used to set 

the users context before login . 
For example , the user JMadison in the ACME u-ee as shov.rn in Figure 12.13 would 

need to set his name context by typ ing: 

ex . FAC.ADMIN. RIO.ACME 

No tice the leading period in the CX comm and line. The leading period tells the 
utility that this is a distinguished name and to start at the [ROOT[ object when setting 

the name context. This is a liule easier than trying to figure out whe re your cunem 

context is set in the tree. 

The CX utility is stored in the LOGIN subdir ectory on the server. The user must 

have a conn ection to a server and be in the dircc t01y (typ ically the F: d1ive) or type 
the path before runnin g this utility. 
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The name context (or the 
user )Madison in the 

ACME tree 

OU=NORAD OU=RJO OU=CAMELOT 

~ 
OU=CHARITY OU =ADMIN OU=PR 

~ 
OU=FAC OU=AUDIT OU=MRKT 

L ~ Content for )Madison is: j i ]Mad ison FAC.ADMIN .RIO.ACME 

OU=TOKYO OU=SYDNEY 

Using an Alias Objec t t o He lp Set the Na m e Co nt ex t The second option that could 
help set the name context is the use of alias objec ts. U you have a small number of 
mobile users you can create an alias object below the O=Organization for each mobile 
user. The alias wou ld point to the user 's primary objec t in the appropria te container. 

The value of this strategy is that it creates a simple context for each of the mobile 
users. The users do not need to know where the context is or even how to set it. The 
users would simp ly enter the name of the alias objec t during the login process. 

For example, an alias object has been created for the user ]Madison in the ACME 
tree. Figure 12.14 shows that the alias object called ]MADISON was created directly in 

the 0=ACME container. The alias object points to the real object in the OU=FAC in the 
RIO location . When the user ]Madison wants to log in to the network from any site, he 
uses the name of the alias object as follows: 

LOGIN .J MADISON.ACME 
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An alias object called 
)MADISON has been 

created under the O=ACME 
container. 

( 
NOTE 

(alias obj ect) 
points to the objectJMad ison in OU =FAC 

OU=NORAD OU= RIO OU=CAMELOT OU=TOKYO OU=SYDNEY 

~ .. 
OU=CHARITY OU=ADMIN OU=PR 

~ 
OU=FAC OU=AUDIT OU=MRKT 

~ a JM,d;son (user object) 

No tice the leading period in the LOGIN command line before the name of the alias 
obj ect. The leading period instrncts the utility to start at the [ROOT] object when looking 

for the alias object. 
This method of using the alias object to support the mobUe users works well if you 

have a small numb er of mob ile users at your site. Setting up an alias object for each 

ind ividua l mob ile user is feasible if the total num ber is small. This method may nOL 
work if your mobile user population is high . You will need to determin e how man y alias 

objects you can manage. 

You can also use third-party utilities that search the tree for a user 
object and set the approximate context for your mobile user. You 
should consider these types of utilities when you have many mobile 

users. 

Using the Configuration Files to Set the Name Context The name cont ext for the 

user can be set usin g the standard workstatio n configuration file called NETCFG . The 
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NET.CFG file is read during Lhe loadin g of the worksLation cliem . The followLng is an 
exam ple or sening L.he name contexL for L.he user J Madison in th e ACME tree_ Within the 
NET.CFG file Lhere is a sectio n called ihe NetWnre DOS Reques ter where the NAJ\IIE 
CONTEXT= "OU.FAC.0U=ADM IN.0V=R l0.0=ACME". Users traveling to di[erent 
locations with their own not ebook or laptop will typically have the NET.CFG file set 
already. \Vhen th ey arrive on site and conn ect to the network. their name comext is 
resolved from setti ng in the NET.CFG !tie on the lapLOp. 

Link Support 

MemPool 6192 

Buffers 10 1580 

MAX STACKS 8 

Link Driver NEZOOO 

INT 5 

PORT 300 

MEM 00000 

rRAME Ethernet_802.2 

NetWare DOS Requester 

NAME CONTEXT= "OU=FAC.OU~ADMTN.OU=RJO.O=ACME" 

PR[FERRED SERVER= FAC-SRVl 

FJRST NETWORK DRIVE - F 

NETWARE PROTOCOL= NOS.BIND 

SHOW DOTS - ON 

us~ DEFAULTS ON 

PB BUFFERS = 10 
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You can use t.he PREFERRED SERVER variable in lhe NET.CFG file (in lhe NetWare 
DOS Requester sec1ion) to cmmecL the mobile user LO the server that has this users 
bindery context . If you force the user to conn ect ro the proper server using the 
PREFERRED SERVER variable, the user can log in using bindery services. This enables 
users mnning the older NETX.EXE workstation diem m participate i.n mobik computing 
i[ needed . For example, in the previous NET.CFG rile, the variable is set as PREFERRED 
SERVER = FAC-SRVl. This enables the user ]Madison Lo log in and access the server 
using bindery services i[ he is sLill mnning NETX.EXE. 

Login Scripts for Mobi le Users 
The two mechanisms for creating a mobile user loginsc1ipLare the login scripl variables 

and an environmem variable that can be called NW_SITE. 
The following is an example of a container 1ogi11 sclipt for mobile users . In Lhis 

e.,ample, we have defined a mobile scripl chat will allow I.he user to easily log into tllt:: 

network from any of the five major sites shown int.he ACME tree. The script demonstrates 
how a user is mapped to rhe local e-mail server and the local application server. -n1is 

login script is used as a container login script and also requires the NW _SlTE DOS 
environment vaiiable to be scL on the users workstation in the CONFlG.SYS file. 

;*~"7,****** ******************** ******* ***************** *** 

MOBfLE CONTAINER LOGIN SCRIPT 

for OU=FAC.OU=ADMIN.OU=RJO.O=ACME 

Creation Date: 10/8/95 

Revisions: 

;*** *~**************** *********~*~*********************~* 

REM Do not execute default script 

NO_DEFAULT 

lfri te "Good %GREETING_TI ME. %LOG1N_NAME" 

REM Map public drive to lo cal se rv er 

MAP S16:=SYS:\PUBLIC 

REM Map~ dr i ve to the user' s home se rver 
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MAP F: ="HOME_DI RECTORY" 

REM Map NetWare Dr i ves according to the NW_SITE variable 

IF <NW_SITE> == "NORAD" THEN BEGIN 

MAP ROOT M:= NOR-SRVl\SYS:MAIL 

MAP ROOT W:= NOR-SRVl\S YS:APPS\WP 

MAP ROOT Q:= NOR- SRVl\SYS:APPS\OPRO 

END 

IF <NW_SITE> -- "RIO" THEN BEGIN 

MAP ROOT M:= RI0-SRV1\SYS:MAIL 

MAP ROOT W:= RIO- SRVl\SYS:APPS\WP 

MAP ROOT O:= RI0 -SRV1\SYS:APPS\QPRO 

END 

IF <NW_SITE> -- "CAMELOT" THEN BEGIN 

MAP ROOT M:= CAM-SRVl\SYS:MAIL 

MAP ROOT W:= CAM- SRVl\SYS:APPS\WP 

MAP ROOT 0 := CAM- SRVl\SYS: APPS\QPRO 

END 

IF <NW_S ITE> -- "TOKYO" THEN BEGIN 

MAP ROOT M:= TOK- SRVl \SYS:MAI L 

MAP ROOT W:= TOK-SRVl\SYS:APPS\WP 

MAP ROOT 0: = TOK-SRVl\SYS:APPS\QPRO 

END 

IF <NW_SITE> -- "SYDNEY" THEN BEGIN 

MAP ROOT M:= SYD- SRVl\SYS:MAIL 

! 08 __ ___. 
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MAP ROOT W:= SYD- SRVl\SYS:APPS\WP 

MAP ROOT O:= SYD-SRVl\SYS: APPS\OPRO 

END 
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In the previous script you can specify the actual NOS volume object 
names instead of the server names for mapping drives. The drives 
M and W in our example default to searching in the bindery, which 
relies on SAP because we do not specify the NOS volume object 
names in the login script. 

NetWare Login Command Switches 
Table 12.1 lists the NetWare general login command switches and their syntaxes. 

T A B L E 12.1 COMMAND COMMAND SYNTAX PURPOSE 

NetWare Login Command 
Switches 

Genera l Login Commands LOGIN [File Server \] 
username [options] 

Log clients into 
NetWare se rvers with 
a bindery or NDS 
connection . 

/NS (No Script opt i0n) LOGIN /NS Executes a login 
without a login script . 

/C LS (Clear Screen opt ion) LOGIN /CLS Clear s screen before 
exec ution of the login 
script . 

/S (Script option) 

/B (Bindery option) 

!TR (Tree opti0n) 

LOGIN /S filename oi­
LOGIN /S 0bjectoa me 

E:xeGutes a login script 
contained in the text 
filename o r NOS 
object name . 

LOGIN /B Logs into a server 
using bindery serv ices. 

LOGIN (ffl treename Specifies a certain 
NOS tre e by its tree 
name for logging in. 

(continued) 
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( continued) 

COMMAND COMMAND SYNTAX PURPOSE 

/SWAP LOGIN /SWAP 

/? (help option) LOGIN/ ? 

Swaps LOGIN .EXE 
into Extended RAM if 
you use external 
commands from inside 
the login script. 

-- --
Provides a lielp soreen 

Login Script Commands 

There are many login script comm and s Lhat can be usec..l in any of the login scripts. 
Table 12.2 lists each login scripL comm and and iLs fun ction. 

T A B L E 12.2 

Login Script Commands 

___ --,.610 

COMMANDS FUNCTION 

ATTACH 

BREAK 

CLS 

Th e ATTACH command allows you to 
attach workstat ion to other NetWare 
servers. The ATTACH command only 
provides a bindery services connection to 
the selected server . This command enables 
you to have login scripts that are 
compatib le and coexist with previous 
vers ions of NetW are (spec ifically 
NetWare 2 and NetWare 3).Thi s 
comma nd no longer works on the 
command line for NetWare 4. 1 but is still 
provided in login scripts as a means of 
backward compatibility with NetWare 3 
scripts that may be migrated into 
NetWare 4.1 . 

The BREAK command has two settings, 
either ON or OFF.The ON setting 
enables you to execute your login scripts 
by pressing CTRL +C or CTRL +BREAK. 
The default setting is always OFF. 

Th e C LS command clears the workstation 
screen or display. It is functionally similar 
to the CLS command that you can 
execute from DOS. 
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COMMANDS FUNCTION 

COMSPEC 

CONTEXT 

#CHARACTER 

DISPLAY 

DOS BREAK 

Th e COMSPEC comman d specifies the 
subdirectory where DOS should load the 
command line proce ssor called 
COMMAND.COM. 

The CONTEXT command is a smaller.: 
,version of the GX.EXE-comm and line 
utility that enables you to set the 
workstation conte xt in the NDS tree. 
An example of using the CONliEXT 
command is as follows: 

CONTEXT .R&D.NORAD .ACME 

The # character provides externa l 
program execution. Fo r example , to 
execute the capture program from within 
a login script type the following: 

#CAPTURE L=I Q=HP4SI NB NFFTl=I 

You can enter a complete pathname / 
filename for the external program o r 
make sure that the proper drive mapping 
and search drives have been set. The# 
charac ter must be the first charact er on 
the line. 

The DISPLAY command enables you to 
shows the contents ef any file on the 
screen . The following syntax is used: 

DISPLAY [pathname]\filen ame 

The differen~e between this comma nd and 
the DISPLAY <mmmatld discussed later in 
this section is that this command shows ajl 
the characters in the file ineluding contro l 
codes and ESC seq ueflces. 

The DOS BREAK command has two 
set tings, either ON or OFF. The ON 
set ting enables you to terminate any DOS 
program that has been executed from the 
login script by pressing CTRL +C or 
CTRL +BREAK. The difference between 

(continued) 
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COMMANDS FUNCTlbN 

DOS SET, TEMP SET, or SET 

DOS VERIFY 

DRIVE 

EXIT 

this command and the BREAK command 
is that this command enables 
CTRL+BREAK checking for DOS .The 
BREAK command checks only 
CTRL +BREAK within the login script 
itself. 

These commands can be used to establish 
the DOS environment variables for the 
workstation and user. The syntax is as 
follows: 

[OPTION] [DOS) SET name = ''value" 

The [OPTION] parameter can be used or 
replaced with an optiona l keyword.Tile 
keywords are TEMP, TEMPORARY, 
LOCAL. which means that the variable is 
set only during the processing of the login 
sc ript . The variable is not set in DOS . 

The DOS VERIFY command has two 
settings. eit her ON or OFF. The ON 
setting means that the data copied to the 
local drive is written without errors. 

The DR IVE command specifies .yhich 
network drive will be used as the default 
drive. 

The EXIT comman d te lls the login script 
to terminate the processing of the login 
script and exit immedi ately.You can use 
the EXIT command in con junction with 
the following program name: 

EXIT [filename] 

The login scr ipt passes contro l to the 
program specified. 

You should place the EXIT command 
state ment as the last line in the individual 
login scr ipt .The EXIT command can be 
placed in system or contain er login scripts 
to guarantee that no individual user login 
scr ipts are executed . 
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COMMANDS FUNCTION 

FDISPLAY 

FIRE PHASERS 

GOTO 

IF .. I THE~ .. . ELSE 

INCLUDE 

The FDISPLAY command shows the 
contents of the specified text file on the 
screen .The following syncax is used: 

FDISPLAY [pathname]\filenarne 

Only the text or characters in the file are 
displayed. The control characters in the 
file are not shown . 

The FIRE PHASERS command produ<::es 
blasts that sound like you are firing a toy 
weapon.You can fire I to 9 phasers as 
dictated in the following syntax: 

FIRE PHASERS n TIMES (where n is the 
number of times) 

You typjcally use this command for special 
effects during the login process . 

The GOTO command enab les you to 
program the login script and jump or 
repeat specific locations in the login script. 
You can place labels in the login script to 
control the GOTO statements. 

The IF ... THEN ... ELSE command 
enables you to build conditional logic into 
the login scripts. This command lets you 
execute certain portions of the login 
scripts conditionally. 

The INCLUDE command enables you to 
direct the login scr ipt to specific files that 
you have predefined.The following syncax 
is used: 

INCLUDE [pathname]\ftlename 

The contents of the file specified in the 
INCLUDE statement are the next lines 
processed in the script.After the file has 
been processed , contro l is returned to the 
statement immediately following the 
INCLUDE statement in your login script. 

(continued) 
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COMMANDS FUNCTlo"N -

LASTLOGINTIME 

MACHINE 

MAP and MAP DISPLAY 

NO_DEFAULT 

PAUSE or WAIT 

PCCOMPATIBLE 

The LASTLOGINTIME comman d checks 
or displays the last date and time of login. 

The MACHINE command sets the 
har dware machin e cype. This variable 
receives its value from the LONG 
MACHINETYPE variable in the NET.CFG. 
Th e default value is IBM_ PC. 

The MAP command is equivalent to the 
MAP.EXE program. The command enables 
you to es tablish network drive mapping. 

The MAP DISPLAY comm and can be set 
to either ON or OFF. Th e ON setting 
shows all the drive mapping during the 
login proces s. The default is ON. The OFF 
setting will not show the drive mapping 
during the login procedure. 

The NO _ DEFAULT command disables the 
execution of the Default Login Script , 
which is part of the LOGIN .EXE program. 
Disabling the Default Login Script can be 
useful when you want to control all the 
driv e mapping for the user .T his includes 
the drive mapping to the SYS:PUBLIC 
sub directory. 

The PAUSE command causes the login 
script to stop exec ution until a key is 
pressed. This command is useful so that 
long messages can be read without 
scrolling off the screen. This command can 
also be helpful when debugging th e login 
scr ipt . 

The PCCOMPATIBLE command indicates 
that the workstation hardwar e is 

co mpatible with an IBM PC. For some 
workstations, if you do not Use this 
command, then so me NetW are utilities 
such as NETADMIN a nd FILER will not 
work. 
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Login Script Commands 
(continued) 

REMARK or REM 

WRITE 

The REMARK command docu ments t he 
lines or place comments in th e login scr ipt 
file. The use of comments will always 
improve t he readability and maintena nce 
of the scri pts. To place comments in the 
login scr ipts the follow ing syncax is used : 

REM [te xt] 

or 

* t ext 

or 

; te xt 

Tlie WRITE command displays text 
messages to the workstat ion screen 
during the login process. Th e following 

syntax is usedi 

W RFfE [te xt] 

You can use the semicolon (;) to join text 

rnessages together. 

Login Variables 
NetvVare 4.1 has always had the capab ility to use login vmiables in login SClipts to 

help you manage the login scripts and make them more efficient and llexible. Table 12.3 

lists the login sc1ipt va1iables and their definiti ons thal can be used to enhance your 

login scripts. Thes e va1iables can be used in Lhe login script to help you: 

" Build cond itional staLemems 

• Provide date and time [unctions 

• Establish DOS environment and wo rksta tion settings 

• Provide NDS properties Lo the user 
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Most of the variables can be disp layed using the \.VRlTE login scr ipt comma nd 
preced ing the variable. There are also some examp les provided in the use of these variables. 
In Table 12 .3, note tha t some of the Yariablcs have underscores in diem and some 

do not. 

T A B L E 12.3 

Conditional Statement Login 
Script Variables 

VARIABLE FUNCTION 

%ACCESS_SERVER 

%ERROR_ LEVEL 

Displays or checks if the access server is 
funct iona l (TRU E=functional, FALSE=not 
functional) . 

Displ ays o r checks the DOS error level.A 
value of O indicates that no DOS errors have 
occurred. For example, this variable can be 
used to check and see if a drive mapping was 
successful. 

%MEMBER OF "group" Tests to se e whether user is a member of the 
"group ."Ret urns TRUE or FALSE. 

%NOT MEMBER OF "grou p" Returns TRUE if the user is NOT a member 
of the "group." 

Table 12.4 lists the date and time login variab les. 

T A B L E 12.4 

Dote and Time Login Script 
Variables 

616 

VARIABLE FUNCTION 

%DAY 

%DAY_OF_WEEK 

%GREETING_ TIME 

%HOUR 

%HOUR24 

%MINUTE 

Displays time as day or night, using a.m. or 
p.m. 

Displays the current day value ranging from 
0 I to 31. 

Displays th e written day of the week . 

Displays time of day as morning, afternoon. 
or evening . 

Displays time of day in hours ranging from I 

co 12. 

Displays the hour in 24-hour time ranging 
from 00 to 23 . 

Disp lays the minutes ranging from 00 to 59. 
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VARIABLE FUNCTION 

%MONTH 

%MON'fH _ NAME 

%NDAY _OF_WEEK 

%SEG:0ND 

%SHORT_ YEAR 
--- -

%YEAR 

Displays month (from O I to 12). --- - ---
Bisplays name of th e month. 

Displays number of week day. --------
Displays the seconds ranging-from 00 -oo 59. 

Displays year in short format (92, 93, 94, 95, 
96, 97, and so on) . 

Displays year in full for.mat ( I 992, 1993, and 
so on). 

Any DOS environment variable can be used in a login script if you place angle brackets 
( < and >) around the variable. A common example of a DOS variable used in login 

scripts is: 

<COMSPEC> 

In order to use a DOS environment variable with login script commands, you need to 
add a percent sign (%) in front of the variable. For examp le, to map a drive to the 

COMSPEC DOS environment variab le type the following: 

MAP S16:=%<COMSPEC> 

The following list of DOS Environme nt and Workstation variables in Table 12.5 will 
help to set up the \NOrkstation for the specific network users. Some variables have more 

than one key word, which is shO\vn in parentheses. 

T A B L E 12.5 

DOS Environment and 
Workstation Variables 

VARIABLE FUNCTION 

%LAST_NAME Displays the user's last name (surname) in 
NetWare Directo ry Services, or full login 
name in bindery -based NetWare.This value 
returns t he same result as the SURNAME 
variable in the user properties. 

%LOGIN _ALIAS_CONTEXT Displays the context of the alias object user 
logged in with.This variable is valid only with 
NOS. 

(continued) 
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(continued) 

VARIABLE FUNCTION 

%LOGIN_CONTEXT 

%LOGIN_NAME 

%MACHINE 

%NEW_MAIL 

%OS 

%OS_ VERSION 

%P_STATION 
(PHYSICAL_STATION) 

%PASSWORD _EXPIRES 

%REQUESTER_ VERSION 
(optional names : 
NETWARE_ REQUESTER, 
REQUESTER) 

%REQUESTER_ CONTEXT 

%SHELL_ TYPE 
(SHELL_ VERSION) 

%STAT1GN (CONNECTIQN) 

Displays the context for the use r. Returns the 
context where user exists in the NOS tree . 
This variable works only with NetWare 4.1. 

Displays the user's login name .This returns 
the same resu lt as the CN variable In the 
user property list, although CN is 
multivalued. 

Displays the machine type of a workstat ion 
(IBM_ PC, and so o n). 

---Displays the status of the variable . 

Type of operat ing system on the wo rkstation 
(MSDOS, OS2 , and so on). 

Operating system version on the workstation 
(3.30, and so on).. 

Workstation 's node number shown as 
a I 2-digit hexadecimal. 

Displays the number of days before the user 
password will expire . 

Displays the vers ion of the VLM reques te r. 

Displays the context that is found in the 
workstation 's NETCFG f11e at the time of 
login. 

Version of the workstation's DOS shell ( 1.02, 
and so on) ; supports NetWa re 2 and 3 shells 
and NetWare 4 Requester for DOS. 

----
Displays the workstation address for that 
user. 

NetWare 4.1 extend s the list of login variables, as shown in Table 12.6, through the 
use of the user propert ies found in Net Ware Directory Services. 1f the property includes 
a space, enclose the name in quotation marks or replace the spaces with an underscore . 
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VARIABLE FUNCTION 

%ACCOUNT _BALANCE 

%ALLOW UNLIMITED CREDIT 

%BACKLINK 

Displays account balance 
information if being used . 

Displays whether unlimited credit 
has been assigned for that user . The 
value returned is ''Y" or "N" . 

Established for any user object in 
which there is an associated 
external reference on a different 
server . 

Used to emulate the bindery 
properties that are net represented 
by the ether user properties. --~----------

%CN 

%DESCRIPTION 

--~----
%EMAIL ADDRESS 

%E<.QUIVALENTTO ME 

%FACSIMILETELEPHONE NUMBER 

%FULL NAME 

%GROUP MEMBERSHIP 

%HOME DIREG:TORY 

Dis p I a y s the login name of the user 
who logs in to the network. 

l.i>isplays any value centained in the 
description property for the user. 

Displays the first value in the e-mail 
address property for the user. 

Displays only the first value in the 
list. 

Displays the first number in the fax 
number property for the user. 

~isplays the user 's full name value. 
This value is the property stored in 
NDS and the bindery if the server 
is bindery-based NetWare . Spaces 
are replaced with underscores . 

Displays the values of the 
membership attributes. 

Displays the complete path for the 
home directory property set for 
the user who has logged in. --~---------

%INITIALS Dis p I a y s the value of the user's 
middle initial property . ---~---- ------

%LANGUAGE Displays the current language being 
used by the user. 

( continued) 
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VARIABLE . . FUNCTION 

%L 

%LOCKED BY INTRUDER 

%LOGIN DISABLED 

%LGGlN GRACE LIMIT 

%LOGIN GRACE REMAINING 

%LOGIN INTRUDERATTEMPTS 

%LOGIN MAXIMUM SIMULTANEOUS 

Displays the first value of the 
location property for the user. 

Displays status of locked by 
intruder property. The val~e ,, 
returned is "Y" for yes or N 

for no. 

d. bl status.The 
Displays account ,sa e ··N" 
value returned is "Y" for yes or 

for no. 

h I gin graGe 
Displays the value of t e 0 

limit property. _ 

b f remaining 
Displays the num er 0 

grace logins for the user. 
f . correct 

Displays the number o ,n 
login attempts for the user. 

he ma,drnurn 
Displays the value of t , che 

fons ,or 
simultaneous connec 1 

user. f 
,.~~~--------~------ and time o %LOGIN TIME Displays both the date 

%MAILBOX ID 

%MAILBOX LOCATION 

%MESSAGE SERVER 

%MINIMUM ACCOU NT BALANCE 

%NETWORK ADDRESS 

, r the user. 
the login time 10 

ID for the 
Displays the mailbox 

user. f r 
x location o 

Displays the mailbo d es not 
S but 0 

the user. MH can, . der co 
have to , be installed in ~~o)( 
have a value for the ma• 

location. 
er or d fault serv 

Displays the e 
er name. message serv . . uf11 

of tlie rnrnrll'l 
Displays the value balan~e 

I orloW 
account ba anc;e 

limit . rk 
h sical netWO ber 

Displays the P Y ket nurn 
d nd soc 

address, no e, a. 
for the workstation, 
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VARIABLE FUNCTION 

%OBJECT CLASS 

%OU 

%PASSWORD ALLOW CHANGE 

Displays the base class for the user 
object. 

Shows the first value defined in the 
Department list for the user. 

Shows the value of this user 
property"Y" or"N ". 

%PASSWORD B(PIRATION INTERVAL Displays time in total seconds 
before the user password will 
expire. 

%PASSWORD MINIMUM LENGTH 

%PASSWORD REQUIRED 

Displays the minimum password 
length setting for the user. 

Displays the value of the password 
required. Displays or returns "Y" 
or"N". 

%PASSWORD UNIQUE REQUIRED Displays the property value of 
unique password required. Displays 
or returns "Y" or "N". 

%PHYSICAL DELIVERY GFPICE NAME Displays the value of the city 
property for the user. 

%POSTAL OFFICE BOX Displays the user's postal office box 
value if any. -------------%POSTAL CODE Displays the value of the user's 
postal zip code, if any. 

%POSTAL ADDRESS Displays the value of the users's 
postal address property, if any. 

-----~-----%PROFILE Displays the name of the profile 
object if the user is associated with 
a profile. 

L---------------
% REVIS 10 N Displays the value of the revision 

property for the user. The revision 
increments each time the user is 
accessed. 

Displays the value of the state or 
province property for the user. 

(continued) 
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VARIABLE FUNCTION 

%SA 

%SECURITY EQUALS 

%SEE ALSO 

%SERVER HOLDS 

%SURNAME (LAST _NAME) 

%TELEPHONE NUMBER 

%TITLE 

%U1D 

Displays the value of the street 
address for the user . 

Display s security equivalence 
assignments made for that user. 
Only displays the first value in the 
list. 

Displays the first value in the see 
also property for the user. ----Displays the number of accounting 
charges pending while the server 
performs a chargeable action. __ _. 

Disp lays the user·s surname 
property value, if any. User' s last 
name (surname) in NetWare 
Dir ectory Services, or full login 
name in bindery-based NetWare. 

Shows the user 's phone entered In 
his phone number property , Only 
displays the first value in the list. 

Displays the title for the user if one 
has been entered as a user 
property . Only shows the first value 
in the list. 

G>isplays a uniqu e user ID assigned 
to the user for use by UNIX clients 
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"Even in tile common ajjairs of life, in love..f1ienclship, ancl maniage.
1 
ho\V little secwily 

7wvc we wlien we trust our happiness in the Jwnds ~{ others!" William Hazlitt 

As networks become increasing ly more disLribl:lLed Lhe ex posure of inform ation has 
also increased. Th ererore, it makes se nse I.hat in large net.worked environments, you'll 

have to pay more attention Lo secu1i1.y and take measures to ensure Lhat your data is 
protected. 

Securing your network actually encompasses many areas of secmity includin g physical 

access. login, NOS, and file sys1.em restrictions . Other areas that can be classified wilhin 
the physical access caLegory includ e naLural disasters and hardwa re failures. Another 

area of secur ity violations is caused uninten tiona lly by users who have au thorized access 

and simply make mistakes. Comp m er viruses also pose a threaL to security and can be 
caused mtenlionally or unimemionally , 

Vvhile eac h of Lhese areas is imp onam. th e goa l is to secure your important daLa from 

Lheft, eavesdropp ing, o r desLrucLion. Eve1y organization may p lace greater emp ha sis on 

a particu lar aspect of secu rity depending on thesens iLivity of the data. Some organizaLions 

may attempt Lo en force all available aspects of secu 1i1.y, wh ile othercu mpanies may only 
concentrate on a few areas. As a ne twor k admi nistraLGr you mu st dec ide. along with 
your other managers what is an accep table leve l of security vers us risk for you r departme nt 

or componys da ta. Any level of security you implerm:nt is more than whar yon r users 

wi1l wnm because of additior1al bu rdens p laced on 1.heir ab ility to freely work on 
Lhe network. 

Some. companies may be especia lly prone Lo disasters because of their geographical 

location and natural weather conclitions . Othe r companies may be at a greater hardware 
tisk becanse they are runniJ1g their net. work in a facto1y or plant w here tJ1e possibiliLy of 
fire or other damage is greater. 

Thjs chapter discuss es these topics including securing the physical access Lo hardware, 
understanding the amhenLicat ion an d login process, and appl ying NOS restTictions. 

NOS restiicLions include secu 1i ty for objects and properlies as well as for the file sys1.em. 
These vario u s levels of securiLy are represe nt ed in Figure l3. l. 
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Security can be broken down 
into the categories o( 
physical security, login 

securhy, and NOS security. 
P.hyslcal 
Security 

• Serve "!' 
· Network 

lnfrastrtJGture 

Login 
Security 

• Authentlcatlon 

• RSA Encryption 

Designing a Security Model 

Netware Directory 
Service Security 

• Objects 
• Properties 

One u( the first steps to implementing securi ty for your environment is to design 

whaL is com monl y refen-ed to as a security model. A security m odel is basically your 
own companys road map for impl eme nting security. Consider the foLiowing questions 

when impl eme ntin g your security plan : 

.. What security threats do you have at your compa ny? 

You must evaluate all aspects of threats including your buildings age and 
emrance policies. Lhe geograp hic location , Lhe experience level of your users , the 

number of users , the age of your server hardware , and access points to your 
network from locations outside your company. Access points reEer lo gmeways 
or OLber routing de.vices connected to Lhe lmernet or other wide-area links. 

• Whal secmity do you currently usuall y have in place and what improvemems 

can be made? 

Most comp an ies usually have some fonn of network secU1ity in place. I[ your 
networ k is gro"vin g. or i r you have recent ly connec ted Lo the lnt eme t, vou , 
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..__ __ 

shou ld consider increasing your securiLy If your com pany is in the process of 
relocating to a new buildi ng you shou ld reevaluate your secutit y measures. 

• Whal are Lhe coslS associaLed wiLh increasing your secuti Ly? 

You have to take into accoun L wha L Lhe costs will be when increasing your 
securiLy Will your added security measures requi re more staff Lo assist wiLh this 
aspec L? Will the changes requir e the pur chase of newer, more expensive 
hardware such as tape back up s and virus protecLion software? How much more 
adm inistra tion time is needed to service each user? Wha l is Lhe cost of your 
dowmime if your network should have a failure? 

• Are you reviewing your securiLy processes on a con Linual basis? 

Each network adminis traLor should perform a regular secur ily check on the 
neLwork to detennine if new worksLations or any other new devices have been 
added to the network. A review \viii also de tennine if any security policies need 
Lo be modified based on any oLher changes that may have occun ed on the 
network. 

. . . .. 
Controlling Physical Access to Your Hardware 

NETWORK HARDWARE SECURITY 
One of the most basic aspects of providin g a secure network is to physically secure 

your serve rs and works tations. lf poss ible , your servers shou ld be protected in a locked 
room suc h as a data center or wi1ing closet. Many large comp anies already place servers 

in their data cent ers. Smaller compan ies may not have this option , bu t there are other 

steps that can be taken to help safeguard your servers as exp lained at the end of this 
section . 

NeLwork ad ministrato rs can to secure their physical netwo rks by encasjng their 

net work witing in conduit Lo prohibit intrusion. Again, your company and admin istrators 
mu st determin e if such an enormo us expe nse is needed to secure your particular data. 
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Mosl network administrators gomg to this length are prnbably considering installing a 
network LhaL is C2 compliant. For more infom1ation on a trnsted environment , you can 
refer co Novells ApplicaLion Notes Ap1il 1994 Special Edi.ti.on "Building and Auditing a 
Trusted Environment wi.th NetWare 4" and August 1994 "An lnLroduction to Novells 
Open Security ArchitecLure.'' At Lhe Lime of this writing NeLWare 4.1 was nearing C2 
compliance for NetWare 1+ .1 servers and workstations running NetWare client sofrware. 
For informaLion onsecuriLy and related LOpics you can also refer to the National Computer 
Security Center Document NCSC-TG-028., which is k-nown as the ''Orange Book." 

Network administralors may .also want to consider enabling auditing on various 
activities for servers that are designated as highly secme. For more information on the 
auditing functions using the AUDlTCON utility, see Chapter 2. There are also additional 
Lhi.rd-pany products that monitor network activity as well. 

You also should consider taking the following steps to secure your se.rvers: 

• Keep all servers in a data center or an air-conditioned locked room and 

lin1iL access to these areas. 

2 • Provide a tape backup for all servers on your netw9rk LO back up files as 
well as NDS. Restore data to a test directory to perim.licaliy check lhaL the 
restore procedure is working properly. 

3 • Remove DOS from Lhe fHe. server by typing REMOVE DOS at the server 

console 

4 • Use an auditing tool such as Novells AUDlTCON or another third-pany 
utility to Lrack events on highly sensit ive servers. 

5 • Lock Lhe me server console using MON1TOR.NLM and do not store Lhe 
password in the AUTOEXEC.NCF file. 

6 • Require passwords for pnnt servers that need to log in to rhe NetWare 4 l 

servers. 

7 • Periodically check comainers Lhat are under your responsibility for new 
objects. Investigate all new objects added to your containers . 
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8 • Carefu lly cont rol the use of RCONSOLE and its password. You can encrypt 
the RCONSOLE password for your AUTOEXEC.NCF by following these 

steps: 

a • At a NetWare 4.1 console type REMOTE ENCRYPT. 

b • You will then be prompted for an RCON SOLE passwor d Lo be encrypted. 

c • After ente ring the password , the file LDREMOTE.NCF will be created. 

d • You can call this file in your AUTOEXEC.NCF or copy the conte nts out of 
the file into your AUTOEXEC.NCF 

CONTROLLING PHYSICAL ACCESS TO WORKSTATIONS 
Workstations are more problematic to secure because some of your employ ees may 

use notebook computer s that are transported away from the office each day. Also, very 
few companies ever go to the bother of physically securing wo rkstation s to desks or 
tables . Even if your users have stationary compu ters, there is always the poss ibility that 
unauthoriz ed individuals will have access LO your data. 

You may also want to consider using a protocol analyzer such as Nove lls LANalyzer, 
which provides a feature known as "new station" alarm to notify netwo rk administrators 

when a new node address has been discovered on your network. This application could 
be run on a nightly basis to search for any new hardwar e that may have been added to 
your network. lL is usually quite easy for anyone to attach a notebook compu ter to your 
network infrastructure . 

You can also limit access to your servers throug h Nove lls station restriction and time 
restrictions procedures, which can be accomplis hed with the NWADMIN or NETADMlN 
utility These procedures limit a user to a particu lar works tation for logging in and also 
to specific Limes of the day 

8 

You should consider taking the following steps to secure your workstations: 

• Encourag e users not to leave their workstations unatt end ed while logged in 
to the network unless they are using password pro tected screen saver 
software. 

IPR2017-01290 
Ubisoft EX1008-2 Page 82



2 • 

3 • 

4 • 

5 • 

6 • 

7 • 

8 • 

9 • 

10 • 

e H A P.__J Ji R 13 

MANAGING NETWARE 
SECURIT Y 

Always log out of the network berore leaving your work location for 
the day. 

Keep office doors locked when not in use and workstations powered off if 
possible. 

Administrators especially shoL1ld noL leave their workstations unattended 
while. logged in wiLh supervisor tights to the tree, its containers1 or servers. 

At a minimum you should have an asset tag for each piece of hardware on 
your network in case of the.fl or other damage. 

Use an amivinis producL for your network that is loaded from the 
container login script. 

Carefully monitor the use oft.he ADMIN or any tree administrator user 
object password. Change the password frequenuy. 

Require periodk changes m users' passwords. Do not allow them Lo use 

the same password rwice. 

Have a company poltcy tbal no external diskettes are Lo be brought imo 
the workplace unless they a1:e scanned rm virnses first. 

Dial in access should be closely morutored ancl use automatic can back 

features built into remme software. 

Understanding the Login and Authentication Process 

Alter you have physica1ly secured )10'Ur servers, the NeLWare 4.1 login security is the 
nexL line of defense in network secrnity. The amhemication procedure vetifies that any 
requests the server receives are from legitimate cliems. The authemication process consists 
of the login and the authentication . NetWare 4.1 uses iLS O\:v'll authentication process 
that is com patible wit h NttV./are 3 as well. The mechani sm used to make the 
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authenticati on pro cess extre mely secure is known as encryp tion and is discussed later 
in this section. 

PASSWORD SECURITY ANDVERIFICATION 

The pu rpose in havin g a password is to prevent unautho rized access to your network 
resources . NetWare 4. 1 sec uri ty must be rein forced by all network users and 
admi nistrators practicing good password security. Any disclosure of passwo rds will allow 
a user to access that account to the extent of that users righ ts. Therefore, you can take 
nu merous precau tions to secure your netwo rk, but the human factor is always the 
bigges t threat Lo your secu rity. You can take some steps to help minimize the threat of a 
password breach in your security: 

630 

2 

3 

4 

• 

• 

• 

• 

Without exception , requir e a user password for all users . 

Always requir e pe1iodic cha nges of passwords for mobi le users dialing into 
your network or users who work from home. 

Users should never pos t their passwo rds anywhere . 

Users should be encouraged to avoid easy passwords suc h as family 
member name s, and so on. 

Through the NetWare 4.1 utilities you can do the following: 

2 

3 

4 

• 

• 

• 

• 

Requi re a minimum password length of five to eight characte rs . 

Enforce periodic change s of passwo rds . 

Enforce unique passwords . 

Frequently cha nge the password for your ADMIN or tree admini strator 
user objects. 
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NDS uses encryption to secure auth entication infom1ation that is being sent across 
Lhe network from one server to other servers or from a wor kstation to a server for 
authent ication purp oses. NetWare 4 .1 uses the RSA encryption technology to provide 
public and piivate key encryption. The encryption process produces transmissions across 
the network that are unread able except to the receiving entit)~ 

The public and private key encryption is also knovv11 as asymmetrical cryptograph y 
because there is a mathematical relationship between the two keys. If data is enc iyp ted 
with the o~jects public key, the receiving object will use its pii vate key Lo dec rypt the 
info1111ation. The publi c key can be read by any requesting object. The receiving objec t 
hold s the p1ivate key but never discloses il. Figure 13.2 shows the relationship betwee n 
the publi c and piivate keys during transmission of auth entication data . Keep in mind 
that on ly the server objects keep their ovm private key Users obtain their encrypted 
private key durin g the login process. This key is then dec1yp Led, used to generate a 

signatur e, and then discarded. 

F I G U R E 13.2 

The use of public and private 
key encryption of 

authentication data 

Text or Data 

~ Public Key 

ENCRYPTION 

·-- - - ---. Text or Data 
DECRYPTION 

i Private Key 

Directoiy Services uses enc1yp tion to ensure that auth entication Lnfonn ation is secure 
while it is being Lransmitted on the ,vire. There will always be a pu blic key/p1i vate key 

pair for each encrypted transac tion. To prevent intrusion duiin g a transmission by 

captu 1i ng and replaying encrypted messages, the Net Ware auLhemication process uses 

what is kn o\.\111 as a nonce value. A nonce value is a rand om value that is generated for 

each enc1yp ted transaction. The nonce value is associated only once with each encrypted 
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messag e. Because the nonce is us ed only once, iL will noL do an intruder any good to 
capture an encrypted message and auempL Lo imper so nate the sen der. 

Each transaction uses the network layer infrastructure to sen d and receive packets. 
This means tha t for auth entication !PX and NCP request s are made between a client and 
a serve r, but for NOS authentica tion the dat a is enc1yp ted before tran sm ission on the 
wi re. Kee p in mind that th e term "client " can mean a Directory Services server 
communica ting with another server. As discussed pre viously in Chapter 12, there are 
varying degrees of aut hentica tion access. We list them here again briefly. 

Connected but Not Logged In 

Thi s state is a client who has attached Lo a NeLWare 4 .1 server either through the 
NETX shell or the VLM client. lt could also be a OS server that does nOL use NETX or 
VLMs. A connected but nOL logged in slate can exist for either NetWare 3 or NetWare 
4.1 users to the first attached server or, if a conn ection is made for tree walking , after the 
first auached server. This state is seen in the MONITOR utility as NOT LOGGED IN 
and does not take a licensed connection. 

Authenticated 

Authentication is a process of proving identit y to a server . In NetWa re 3, this meant 
logging in . In NetWare 4.1, iL happen s as a "behind the scenes task" at the client and is 
called authenti cation. 

This type of conn ectio n indi cates that a NeLWare 4.1 server has establis hed a users 
ident ity after the client has enter ed a correct name and passwo rd to ob tain the enctypted 
private key Authent icat ion occurs for both NetWare 3 and NetWare 4.1 users, with 
Ne t Ware 4.1 add ing more secu rity to this process . The au thentication process includes 
creat ing a proof and a server ve1ifying that proof. Proof is constructed with the clients 
publi c key, signat ure, and credential and is built at the time of login. 

Licensed 

A conn ection is said to be licensed when a client has made a request of the server 

such as mappin g a d1ive or cap tu1i ng Lo a p1imer. At that time the client requests the 
server to license the connect ion. This vvill cause the license co unt on the server to be 

decremented by one. On ly an aULhenticated con nection can be licensed . 
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A combination of these states determines what level a user curr ently has in a Net Ware 

4 .1 environme nt. For exampl e, when a connection is neither authenticated nor licensed, 
users can navigate the NDS tree throu gh the use of the CX (Change conteXt) program 
(pr esumin g [PUBLIC] has the Browse right at the [ROOT] object of the tree) and the 
execution of the LOGlN .EXE utility as well. The y have attach ed to a server, but have not 

yet authent icated. 
lf a user is licensed and authenticated , he can access NDS and file system information 

Lo the extent allowed by his rights. 

The Change Connection State NCP call switches the connection 
betwe e n Not Licensed and Licensed . 

THE USER LOG IN 
Th e first step to auth enticating in a NetWare 4 .1 environm ent is the identification 

ph ase, also known as the login phase. When the client first logs in to a NetWare 4.1 

server he mu st estab lish his identity with the server and then proceed through the 
auth enticati on phase. This is accomplished by the client broad casting a Service Request, 
with the broadcast type Ox02 78 if the preferred tree is set on , or the broadcast type 
Ox0004 if the preferr ed server is set. A server or router that receives this request will 
reply with a response . The client will examin e the response and accept the first response 
with the correct tree/server being sought. This gets the client a connection to begin the 
tree walking (resolve name operation). NDS will then search the tree to find a writeable 
replica of the users object. The following steps then occur during login and authentication 

ph ases: 

Login Phas e 

2 

3 

4 

• Once a writeab le replica is found with the user object, the user is 

prompted for a name and password. 

• 

• 

• 

After successfully proving knowledge of the password, the client receives 

the encrypte d p1i vate key from the server. 

The private key of the client is used to generate a signature. 

The public key of the client is used to generate a credential. 
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S • The signatur e and credent ial are used Lo bui1d a proof that. is used later in 

th is sequence . 

Authentication Phase 

6 

7 

8 

9 

10 

11 

12 

• 

• 

• 

• 

• 

• 

• 

The public key attribute of the server is read by the requesti ng client . 

The proof previously generaLed is encrypted with the servers public key 
and sen t to the server. 

The serve r decrypts the proof with the servers private key. 

The proof is verified by the server through a mathematical compu tation of 
the clients public key and the client key stored on the server. 

If the proof is correct, then authe ntication is successful. 

The finished authentication requ est will then call Directory Services for the 
users security equiva lence vector. 

The login process is then passed back to Directory Services to execute the 
applicable login script and apply NOS access con trols. 

For more information on user login and authentication, refer to 
Novell's October 1994 Application Notes "Identification and 
Authentication in NetWare 4." 

Keep in mind that the clients password is never transmitted across the wire. Therefore, 
it is not possible for someo ne to capture a password packet on the wire. In addition, the 
authentication da ta is valid only during the current login session. lf a user terminates the 
session and then reconnects, the au thentication process is repeated. 

Another feature , known as Packet Signature, requires each packet to 
have a valid signature in order to be executed by the server . Packet 
signing makes it far more difficult for someone to forge NCP packets 
and send them on to the server for processing . 
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During Lhe initial login process a Net Ware client will identif y a hosting server . A.lLhough 
Lhe login process in Ne tWar e 4.1 is performed only once, Lhe authentica tion process 

may occur th roughout Lhe enlire session in orde r to enable services from other servers. 

Backgro und amhenticaLion is the ongoing idenLifrcaLion process Lhat occurs a[Ler the 
initial login . If a connecL ion needs to be made to o th er networ k services , authentication 

is done through Lhe proce ss of background authe nti cation. Background authentication 

can occur because the NeLWare 4.1 servers can verify Lhe pro of provtdecl by the client 

from the client's public key wit hou t ::tdcliLional user intervention. A server making a 

request of an other server is also cons idered a client. Keep it, mind that the proof is 
constrncled at rhe client using the signature , credential, and public key. 

vVhen a user logs out of the network, the Net Ware 4. 1 Ucense m an ager is notified 

and makes the license available to any oLher valida ted user needing a license. The logom 

includes destroying the service connection to all but one server along with all bindings 

that were part of the user connec tion. The authentication data is also destroyed on t.he 

workstation at logout. 

NDS Access Control 

NDS security acmally consists of two parts knovm as file 5)1Stern secuJiLy and object 

security. Both aspects of Net Ware 4.1 secunty work together to provide a flexible aod 

effective method for controlling access to your network. The file system security pro vides 

access control to files and direcLories. The obJecr secmi ty provides access <,:ontrol Lo 

NDS objects and associated operations. You must determine to wha t extent you wane to 

enable die many file system and NOS security features al your disposal . Ne t Ware is well 
regarded for providing a high degree of network security, and mu ch of th e secur ity 

administraLion happens by defau lt as exp lained later in this chapte r. 

The first step Lo und erstanding NetWare security is to begin vvith Lhe file system 

secrniry. The file system security consists o[ the-security LhaL was imroduced in prev10us 
versions of Net Ware. Your familiarity wi lh Lhe sccutiLy concepts in NetWarr 3 will be a 
greaL help to you in undersLancling security in NetWare LU . 
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UNDERSTANDING FILE SYSTEM SECU RITY 
Very little has changed in file system security from Net Ware 3. All the rules governing 

rights adminism1Lion are the same in NetWare 4.1. As an administrator you don't have 
Lo learn any new concepts to manage your Net Ware 4.1 files. However, if you are new to 
NeL Ware you will want to read this section and refer co Novells documentation on 
managing i:he file system. NetWare 4.1 does introduce some additional file system 
amibu1es thaL may be useful ror particular situmions. 

File system security basically consists of assigning Lrustec rights and file/clirecto1y 
attributes. The trustee nghLs assignments can be applied to any NDS obJecL including 
containers, user obJects, group obJecLs, and organ1zauona l roles. Table 13.1 shows the 
file system rights available m Net Ware 4. J . 

T A B L E 13 . 1 RIGHT DEFINITION 
File System Rights Access Cont ro l 

Supervisor 

Read 

Write 

Cre ate 

Erase. 

Modify 

File Scan 

File Attributes 

Adds/modifies r ights to files and directories. 

Enables all file and directory assignments to be 
made and grants all rights listed in this table 

Enables che trustee t o open, read, and execute 
application files 

Enables .the tru stee user to open, write to, and 
modify a file 

Enables the trustee to create subdirectories and 
files 

Enables the trustee co delete ,directortes and files 

Enables che trustee to modify, rename directories 
and files, and change file attributes 

Enables the trustee te> ,view file and directory names 
in the file system 

NetWare 4.1 file system secmity includes Lhe capabiliLy to manage access al ftle and 
direcLory levels just as iL did in previous versions of Net Ware A.Lllibutes control whaL 
actions can or cannoL be Laken on a file or directory. For certam files, such as application 
files on the network you may wam Lo make sure Lhey are flagged as Read Only and 
Shareable so LhaL no unintentional or Lntentional deletions occur. 
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Additional file and directo1y amibutes have been added to the Net Ware 4 file system 
to provide more functionality to Net Ware 4.1. These new file system amibuces are listed 
below in Table 13.2. Foi-a tomplete list of all anributes associated ·with NetWare 4.1 
files and directories, refer to Novells documentation. 

T A B L E 13.2 

New file system attributes 
that have been added ta 

NerWare 4 

ATTRIBUTE ABBREVIATION DEFINITION 

Compress Co 

ean't compress <::c 

Don 't Compress De 

Migrated M 

IDm 

Status accribuce chat indicates 
the file is compressed. 

Status attribute that ltidicatres 
the file cannot be fompressed 
beeause of limited sgace savings. 

Added co a directory. this 
attribute keeps all files Within 
the directory from being 
compressed. This attribute can 
also be added co a specific file. 

Added to directories or files, 
this attribUte aler,ts the file 
system to compress a file as 
soon as the-operating system 
can handle.the action. 

This status attribute indicates 
that the file has been migrated. 

Added to a directory, his 
attl'ibute will not allow files 
witl\in the directory to be 
rnigrace·d to secondary storage. 
~his att!'ibute can also be added 
to a speoifidile . 

For more information on administering file system secunty, refer to Novells NetWare 
4.1 manual Supe1vising the NeLwork. 
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UNDERSTANDING OBJECT SECURITY 
Your understandin g of NetWare 3 file system secu1ity will assisL you in mastering 

NetWare 4.1 because bOLh use the same Lerminology and the same rules. The rules for 
file system secutity in bo th versio ns of NetWa re are identical. NetWare 4.1 extends 
securit y to the NOS environment by adding access contro ls to all objects and properties 
fou nd in your tree . 

As shown below in Figure 13 .3, secu 1ity features in the NetWare 4 .1 environment 
are similar to that of Net Ware 3. 

F I G U R E 13.3 NETWARE3 NETWARE4 . I 

Security features between 
the two versions of NetWare 

are similar. 

BINDERY 

FILE & D IRECTORY RIGHTS 

NETWARE DIRECTORY 
SERVICES 

FILE & DIRECTORY RIGHTS 

638 

FILE ATTRIBUTES FILE ATTRIBUTES 

SUPERVISOR OPERATOR OBJECT & PROPERTY 
OBJECT RIGHTS ONLY RIGHTS 

SUPERVISOR USER ADM IN USER 

GROUP EVERYONE O=ORGANIZATION 

GUEST USER [PUBLIC] TRU STEE 

INHERIT RIGHTS MASK INHERITED RIGHTS FILTER 
(IRM) (IRF) 

DIRECTORY ENTRY TABLE DET, ACL (ACC ESS 
(DET) CONTROL LIST) 

The exceptio ns between NetWare 3 and NetWare 4. 1 are as follows: 

... 

• 

• 

Inherited Rights Filter (IRF) terminolo gy is used instead of Inherit ed Rights 
Mask (IRM). In NetWare 4.1, Lhe te1m lRF describes the opera tion of filtering 

ou t rights for a particul ar object. IRFs are explain ed in detail below. 

Net Ware Object classes have been expanded from four in Net Ware 3 to 
approximately 32 in Net Ware 4.1. 

The SUPERVISOR user is used only for bind ery requ ests in NetWare 4.1. 
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Another NDS user object (typically called ADMlN) is granted Sup ervisor obj ect 
rights at the [ROOT] of the tree. This user object is the functional equivalent of 
the Supervi sor found in NetWare 3 and has default Superviso r rights over all 
NDS objects in the tree as well as the file system for any NetWare 4.1 server 
insta lled . One other major dilference to note is that you cann ot filter Supervisor 
rights in the Net Ware 4. 1 file system, which is ju st like NetWare 3 . You can , 
howe ver, filter Supervisor rights in the NetWare Directory Services tree . 

• Guest is not automatically created in NetWare 4.1. The [PUBLIC] Trustee is 
similar to Guest by enabling users to see the NOS tree before loggin g in to a 
server. However, Guest is a real object and [PUBLIC! is not, so the similarities 

are few. 

• Group Everyone is not automatically created in Net Ware 4 .1. However, an 
equivalent feature is available by using either the [ROOT] object or 
O=Organization object. For example, O=ACME includes every object in the 
NDS tree and rights can be assigned to O=ACME, which all user s receive 

automatica lly. 

• Operators for print queu es found in NetWare 3 are now an attribu te of the 

Queue object found in NetWare 4.1 Directory Services. 

• Directory Entry Tables are still used to store file system trnstees in 
NetWare 4 .1. In add ition , NetWare 4.1 uses the Access Control List (ACL) to 

store NDS trustee information. 

Object Rights Defined 
Obj ect rights are simply 1ights granted to a particular object to access or manage 

anoth er object. In NetWare 3 servers the Supervisor object has rights to mana ge all 
other bind ery objects on the server. NetWare 4.1 has expanded on this concep t by 

allowing all NDS objects rights to other objects. As shown in Table 13.3 , NDS objects 

can receive many different rights. 
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T A B L E 13.3 

An object can receive many 
different object level rights to 
manage other objects in the 

Directory. 

NDS OB ECT OB ECT LEVEL RIGHTS 

Supervisor (S) 

Browse (B) 

Creat e (C) 

Del ete (D) 

Rename (R) 

Grants full privileges to t he trustee over an object and 
has comp lete acc ess to all the object's property rights. 

Enables a tru stee to see an NDS object In the tr ee 
du rihg a bro wse of the tree. 

Enables a tru stee to create objects below this object 
(app lies to conta iner objects only). 

Enables a trustee to de lete an object. Subordinat e 
objects must be deleted first if you are deleting a 
contai ner. 

Enab les a t ru stee to ren ame an object. 

An example of ho w object rights appear in the NWADMIN utility is shown in Figure 
13.4 belo w. 

F I G U R E 13.4 

An example of object rights 
as they are displayed in the 

NWADM IN utility 

= I NetW are Admini s trator 
Object Vlew Ontlo ns Ioo ls WJndow .tlelp 
=I !Roo t 
© [Root) 
L8J,AC ME = 

i-l"e CAMELOl Ass igned ObJec1s: 
"e NORAD c:i!l!MMI J 
"e RIO 
"e SYDNEY 
"e TOKYO 

'--£Admin 

Object Right s - Property Right s .. , -. D 'S!!!!~ ru ls~j l @ A!I Properties 
[8l Browse 0 ~e l ected Properties: 

18) Crca1e Acc ou nt Unhtnc c c!. 
(8) Delete Acco unt 01sublcd .... 
(8) Rename 

Account lt as EY.pu ati 
l\ cc ount Locke d 

~ 

~ 
Acc oun1 Rese t rim e • 

• I I I+ 

I OK f jr Cancel I 

Property Rights Defined 

11,-11~ 

l';:'H~ II 
II 

11 ~ective Rights- I 
Ii /ldd ""signment- I 
11 ~ lete ,Hslgnmomt I 

D Super uisor 

D Cor,1pa r c 

0Rcad 

Dwrtto 
D Add Self 

I ci,;..--1 

LE] 

Property righ ts enab le a truste e to view or change the values of a panicular objects 
prop erties . You can have rights to cen ain prope rties (selected prop erty rights) or to all 
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prop erties (all prop erty rights ) for a parti cular objec t. For examp le, the Sup ervisor right 

ove r an NOS object also grants Sup ervisor privi leges for alJ properties in that obj ect. All 
other right s assignments made at the object 1evel are not affected on the prop ert ies. In 

fact, Sup erviso r rights at the property level do not grant Superviso r rights at the object 
level. Only the reverse is true. Table 13.4 shows a list of the availab le propert y righ ts in 
NetWare 4.1. 

T A B L E 13.4 

NetWare 4.1 property rights 

PROPERTY RIGHT FUNCTION 

Supervisor (S) 

Comp are (C) 

Grants all rights co the object's properties . 

Enables a test for a value match and return s a true 
or false. Compare is a subset of read . If you have 
read/writes you automatica lly have Com pare rights 
at the property level. ---------Read (R) 

Write (W) 

Add/Remove Self (A) 

Return s a value (contents) of a property . Read 
contains the Compare right. 

Enables you co modify, add, change, and delete a 
property value. 

Enables you co add or remove yourse lf as a value of 
a prop erty. It is a subset of the wr ite right . If you 
have write rights co a property you automatically 
have the Add/Remove Self right. 

An example of how property rights are displayed in NWADMlN is shown in Figure 

13.5 below. 

The Access Control List 
The Access Cont rol li st (ACL) is a special prope rty of eve1y object. It can actually be 

considere d the most import ant mechanism for det erminin g NOS access. The Access 

Con trol List contains truste e assignme nts for an object and its properties . A user object , 
for examp le, with the wr ite right to the ACL of another user object has what is known as 

managed rights over that user object. This means that an object with the write right of 
any objects ACL can make any rights assignments to that object. 
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F I G U R E 13.5 

Property rights in the 
NWADMIN utility 

. . 
=1 NetWo re Adml nl s lrotor H• l l; 
Object Ylew Ou.lion s !oo ls Wi n dow He lp 

Q I (Roo t] 11- 1 · 11 
" © [Root) 

= M A Jl}DIIIM , 01118ftl:ltll01t61 L&i,ACME 
1-l"E CAMELO Ass igned Objec t s: 

I "E NORAD c:ililW'l!li J 
I• tffectl ue Righl a... "e RIO 

Ir 8.dd H slgnment- I "e SY DNEY 
"e TOKYO 

Ii D.elete osslgnm;;;;i'1 -,i Admln 

- o bject Rights - Property Rights 

• 11 I 0 Superul sor 0 A!I Propenle s D Superuls or 
D Browse ® ~elected Propenle s: 18] Compere 

D Create : •. • 18l'~d l 

D Delete Acco unt o,sablc d - O wrtte 
Accou nt Has Expi r at i D Ad d Self D Renome Acc.ount L ock ed 

'-
Account Re se t l im e + 

If Clear l ~ • It I ll• 

I OK I I Cencel l rn:J 

Each object can have an ACL. The ACL is a property value and contains three entries: 
the trustee ID. the type of access (object or propen y). and the actual rights assignment. 
Th is con cept is shown in Figure 13.6. 

F I G U R E 13.6 

Every object may have an 
Access Control Ust as one of 

its properties. 

642 

T RUST EE 
OBJECT ID 

0772 1429 

076 18424 

0 1099600 

ACC ESS CON T ROL LIST (AC L) 

TY PE OF ACC ESS RIGHTS 
(O BJECT OR PROPERTY) ASSIGNM ENT 

OBJECT [S ] 

OBJECT [ CR ] 

PROPERTY {S } 
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The ACL is extremely powerful, and its access should be closely controlled for every 
object on your network. Because the ACL is a property of an object, it can be modified 
by anyone who has write rights to the ACL property for the object. This means that 
someo ne with the write rights to the ACL can give rights assignments for that object. 

By defau lt, users do not receive write rights to their own ACL. 1n the NOS schema, 
some of the object classes specify a default ACL template. The default ACL template 
grants basic access contro l to newly created objects. If the object (for example, the 
organizationa l unit object) contains a default ACL template when created, it wou ld have 

inform ation in its ACL as shown in Table 13.5 below. 

T A B L E 13.S OB ECT NAME DEFAULT RIGHTS AFFECTED ATTRIBUTES PROPERTIES 

Container object default ACL [ROOT] Read Login script and print job configuration 

When a conta iner object is created, the [ROOT] object automa tically obtains the 
Read property right to the conta iners login script and print job configuration. 

The user class is another example of an object that receives a default ACL during 

initial creation. Its default ACL would appear as shown in Table 13.6 below. 

T A B L E 13.6 OB ECT NAME DEFAULT RIGHTS AFFECTED ATTR IBUTES PROPERTIES 

User object default ACL Read Message server 

Browse [Object rights] 

[ROOT] Read Group membership 

[ROOT] Read Network address 

[self] Read All attributes 

[self] Read/Write Login script 

[self] Read/Writ e Print job configuration 

Therefore, as was ment ioned earlier, access control is limited, and your default security 

is a closed-door approach. As a NetWare administrator , you must open up secu1ity 

doors (grant ing additional rights to admini strato rs) only when necessary. Otherwise, 

the majo1ity of your users receive by default sufficient access 1ights when they are created. 
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As we have stated earlier, an object may or may not have an ACL. 
If an object already has the effective right , the ACL is not created. 
For example, all objects have the default ACL that specifies that the 
ADMIN (or appropriate object) has object Supervisor rights to the 
us er object . If the ADMIN already has the Supervisor object right 
(and it do e s if it creates a user object), the default ACL is not created 
when the NDS user object is created . 

Learning the Rules of NDS Security 

The first step in unders tand ing NDS securit y is to understa nd the rules that govern it. 
Thi s sect ion 'vVill ou tline the concepts and rules for each area of securit y. With the 
groundwork in place we will then focus on some specific examp les and explain how 
security is imp lemented for each. 

NDS security uses the same tennin ology as file system secmi ty. In fact, your familiarity 
with NetWare 3 file system securi ty will provide you with a grea t founda tion for 
understand ing NetWare 4.1 security. The following concep ts wi ll be discussed and are 
shown in Figure 13.7: 

.. Trustee Assignmen ts 

.. Securi ty Equivalence 

.. Inheritance 

.. Inherited Rights Filter 

.. Effective Rights 
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The NDS security pyramid 
serves as a visual basis for 

unde rstanding the order and 
concepts of NOS security. 

TRUSTEE 
ASSIGNMENTS 

INHERITANCE 

INH ERITED RIGHTS FILTER. (IR.f) 

EFFECTIVE RIGHTS 

TRUSTEE ASSIGNMENTS 

Cl:IA ffTER 13 

MANAGING N ETWARE 

SECUR I TY 

A trustee assignment indicates Lhe Lights granted LO an objecL for a specific file, directory, 
object, or propeny. An object that has been granted 1ights to manage another object is 
said Lo be a trustee of that object. A trustee assignment is a direct, e"1Jlicit assignrnem or 
rights to a particular object. Sometimes you will hear d1e term explicit trustee assignment, 
which means the-same thing. A uu stee assignment is listed first i.n our pyTarnid diagram 
because it is the first point a l which lights assignments are made. lr is the basis lor all 
subsequent secu1ity assignments, such as security equivalence and inherirnnce. Sernrity 
always begins with a trus tee assignment For example. the use of a group object requires 
you Lo grant t.he group a trustee assignment that t.he members of the group receive 

through sernti Ly equivalence. 
The installation of NetWare 4.1, as another example, causes some defoulL trustee 

assignments (temp lates) to be made for user and server objects. As an administraLOr you 
vvill mos1 likely make aJcliLional tTUst.ee assignments for groups , conrainers, and other 
ad ministrators as explained in the follo,ving section. 

Default Trustee Assignm~nts for Users 
During Lhe installation of your first NetWare '-U server rhe ADMlN user object (if 

>;ou've named it tl1al) receives an e.xplit tl assignm ent of ob_iecL Supewisor at object 
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[ROOT ] as shown in Figure 13 .8 This assignment is the first trustee assignme nt made 
by the NetWa re 4.1 installat ion sof twa re and initia lly is the on ly object in the tree with 
object Supervisor rights at [ROOT]. 

The ADMIN object is just a user object like any other object, but it 
has been granted object Supervisor rights at [ROOT). It can be 
re named , deleted, and moved like any other user object . 

Also, during installation of NetWa re 4. 1, [PUBLIC] rece ives an obj ect trustee 
assignment of objec t Browse at object [ROOT]. W ith this righ t all users can browse the 
tree after attaching to a server before logging in. This ena bles users to use the CX command 
to browse the tree and disco ver objec t names once they have loaded the Net Ware client 
so ftwa re and have attached to a NetWare 4.1 server. Figu re 13.8 shows a graphic 
representatio n of the PUBLIC righ ts rece ived at the time of installation of Net Ware 4.1. 

F I G U R E 13.8 

This diagram shows the 
default trustee assignments 
mad e at the installation of 

NetWare 4.1. 

OU=NORAD 

~ 
OU=LABS 

[ ROOT] ---- [PUBLIC] 
.-..----ADMIN 

Object 
Rights 

[ B ] 
[S ] 

File 
Property System 

Rights Rights 

NetWare 4.1 Server Default Trustee Assignments 

The Net Ware 4.1 installat ion utilit y also makes trnstee ass ignm ents at the file system 

level. The ADM IN obje ct has object Sup ervisor 1ig h ts to the tree. The server object is in 
the tree and therefore has rights to your servers. Becaus e the ADMIN object has object 

6 
IPR2017-01290 

Ubisoft EX1008-2 Page 100



CHAPTER 13 

MANAG ING NETWARE 
SECUR I TY 

Supervisor rights to the server object, the ADMIN object also receives Supervisor rights 
to the NetWare file system of that server. This is the on ly instanc e in NetWare 4. 1 
security whe re object rights have an impact on file system rights. ln fact, any object with 
wii te rights on a servers ACL has Superviso r rights on the file system of that server . 

[PUBLIC] receives the Read prop erty right to the server objects Messaging Server 
property 1ight so that if the server is being used for the default login server, its property 
can be located. This assignment is in the template for the server object. 

The container object that the new server is installed into receives Read and File Scan 

rights to the servers \PUBUC directo1y This default access enables all users in the containe r 

Lo execute any files stored on the servers \PUBLIC directo1y 
The container also receives Create rights to the servers \lv1A1L directory. 
Figure 13.9 shows how these trustee assignments are made when a server object is 

first created. 

F I G U R E 13.9 

This example shows how 
trustee assignments are 
made for a server object 

during installation of 
NetWare 4.1. 

[ROOT] 

O=ACME 

OU=NORAD 

~ 
OU =l.ABS 

EJ ADMIN 
~ LABS-SRVI ___ ____ [PUBLIC) 

i LABS-SRVI_SYS 

~ AJBUC _ _ __ _ _ __ LABS 

~ LABS-SRVI_ VOL-- ---- [ROOT] 

Object 
Rights 

[S ] 

I File 
Property System 

Rights Rights 

(S ) 
{ R } 

Network 
Address 

(R F) 

{ R } 
Host Server Name 
H

1
ost Volume Na"\e 
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DefaultTrusteeAss ignme nts for Users 

When use r objects are crea ted they also rece ive some defaulL LrusLee assignments 
(refer back to the section on ACLs and defau lt ACL.s). These assignments grea tly reduce 
the amo unt of work requ ired by a NetvVare admin isLrator Lo set up user accou nts and 
p rovide for thei r access . Th e following access is aULomaLically grante d dur ing creaLion of 
a user objecl. 

For our pur poses lets assum e that a new user object has been crea ted in the TOKYO 

container. The new ly created use r objecL receives the Read and Compa re rights to All 

Prope rties by default. The All Properties is a category that is visible vvith eiLher NWADMIN 
or NETADMIN by selecting Rights to O ther Objects as shown in Figure 13.10. Having 
the Read righ t to All Properties allows the user to read the values of his or her own user 
propert ies. Th e Compa re righ t is a sub set of Read and ena bles the value of the property 
to be compa red with another value. 

F I G U R E 13. 10 

The user object 
SIRKAY.TOKYO.ACME 

receives by default the Read 
and Compare rights to All 

Properties for its own object 

=1 NetWarc Administr ator - [(Rootl) 
0 j Object View Ontion s Tool s ~indow Help 
© (Root] 
L.,'g.ACME 

f-°e CAMELOT 
C = Rlnhts tu Other Obltd1J- Uaer: SlRl<JIY 
" 

f-" Ass ign ed Objec ts: 

f-" CM111M·t2ti 

J I 
~ rectlue Rlgh1s ••• I f-" 

It 8 dd assi gnmem ,_ I 
IJelefo assig nm ent I 

Object Rights - Property Rights 

D Super uisor @ A!I Properties 0 Superv isor 
Oerowse 0 ~e lecte d Propertie s: D ~~.!l)pOr!' C 
D Crea1e I ock l\ ccou rH Ar. Pr + 18.J Read 

Doelete loq m Scnru 
,-
,_ Ow ,tte 

0Rcname 
l ogin T1r11r. i- 0 Add Self 1 oqm t mw Res tri ct, 

~ 
low Boloncc L11nrt ~ 

~ + I I I.• 

i;rT 
~ ~ ~ 

. . 
l.•1 1: 

1: 

I.• 

The user object is granted read and write right s to its own login scrip t and print job 

configu ration. These right s permi t the users to change Lheir own login script and prim 

_job configura tion if they want . Figure 13.11 show s these 1ights assigned along with the 
others when a user object is crea ted. 
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As was mentioned earlier, there are rules that govern the functiona lity of trustee 
assignments. Leaming these rules can make it much easier for you to understand and 

use NetWare security 

... Trustee assigrnnents flow down th e tree - A trustee assignment for objects 
and All Propeny rights flows down the tree unless it is blocked by an Inherited 
Rights Filter (IRF). The lRF is exp lained later in this chap ter. For example , if 
user SlRKAY were granted Supervisor rights to the TOKYO conta iner, these 

rights wou ld flow down to any subseque nt containers and objects below 
TOKYO unless an obje ct has an inherited 1ights filter . 

F I G U R E 13. 11 

Rights assignments are made 
when a user object is 

created. 

[ROOT] 

O=ACME 
File 

Object Property System 

Rights Rights Rights 

- [ B ] { R } 
All Prop<")' 

RJgha 

{ RW } 
Log;n_Scnp< 

Pnnt,_Job_Configunllon 

User 
OU=NORAD 

~ 

[PUBL 

'IJ I { R } I 
Network._Add.rcls 

Gro\Jp_Memb<nhlp 

IC] [ B ] { R } 
Oebult_Server 

OU•WIS 

t;:::~ 
[ el lASS.SI\VI_VOL 

,i User - - -

[ROO 

... An explicit trustee assignment at a lower level in the tree replaces all 
previous trustee assignments -As shown in Figure 13.12, user SlRKAY has 

been granted exp licit Create and Rename rights beginning at object TOKYO. 

This uu stee assignment flows down until it is blocked by an lRF or reassigned 

by anot her explic it assignment. In this example, we reassign the object the 
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BROWSE right at the OU=CRIME. This exp licit assignment will replace all 
other higher assignments at the OU=CRIME level in the tree. 

... Selected property rights override any assignment made in the All 
Properties category -At the time of user creation, a user object receives the 
Read property right to all of its own properties. Any selective assignment of a 
property right using the Selected Properties catego 1y will override anything 
assigned through the All Properties category For example, by default all users 
have the Read property right to all of their own user object prop erties. Notice 
also that a user also receives by default the read and write rights to his login 
script and print job con figuration. The fact that the read write is given again in 
the selected propertie s assignment indicates that it has oven-idden the previous 
assignment made in the All Properties category. 

.. • • • 4 

F I G U R E 13.12 

An explicit rights assignment 
made at a lower level in the 
tree will replace any previous 
explicit assignment made to 

that object 

[ROO T]--- SIRKAY 

O=ACME 

SIRKAY 

·· SIRKAY 
OU =TOKYO -----------

~ ------Qu ,;:.CPJME 

File 
Object Prop erty System 
Rights Rights Rights 

[ CR ] 

i 
[ CR ] 

i 
[ CR ] 

[B ] 

The Access Contro l List (ACL) property of every object stores trustee 
assignments to that object - Each object can conta in a prop erty known as 
the ACL. A user by default does not have wiite rights to its own ACL or to that 
of any other object. Keep in mind that some objects may not have ACLs if they 
already have the explicit right. 
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Do not grant users the write rights to any ACL , including their own 
user object , because the write right to the ACL controls all access to 
th at particula r object . 

For examp le, a user possessing the write right to a cont ainer ACL has the ability to 
make any changes to that objects ACL. The user could assign anyone Sup ervisor object 
rights to that container and could modify the obj ect as well. 

UNDERSTANDING SECURITY EQU IVALENCE 
Security equivalence simply means that an object can be equivalent in rights to ano ther 

objec t. The majority of rights assignments should be made by adminis trators through 
Lhe use of securi ty equivalence . It is quick and easy to use securi ty equivalence because 
you can deal with a large numb er of users rather than a single user at a time. Time is 
always a factor for network admini stra tors, and we recomm end that you assign securi ty 
equivalence to groups or containers as the best way to make righ ts assignm ents to large 

numb ers of peop le. 
To meet the needs of many users requiring the same rights to a directory or file, you 

can create a group , assign rights to the newly created group , and add members to the 
group . The members of the group are securi ty equivalent in rights to the group object. 
Therefore, any assignment made to a group will be received by its memb ers through 

securi ty equivalence. An example of this process is shown in Figure 13.13. 

F I G U R E 13.13 

An example of creating a 
group and granting rights to 
the group. The users receive 

rights through security 
equivalence. 

~ 
l€i 

OU=NORAD 

.el NOR-SRVI 

el NOR-SRVI_SYS 

Object 
Rights 

File 
Property System 

Rights Rights 

L Apps/WP - -- - W P_Group 

~A pps_Admln 

~WP _Group 

i User! 

i User2 

• User I and User2 added to WP _Group 
membership list 

(R F ) 

,s, 
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In add ition , a container functions mu ch the same way as a group except that the 
group is used in your login sc1ipts and a group can spa n multipl e containers. If all users 
in a con tainer access the same resources, it may no t be necessary to use groups. However, 
if you want to further differen tiate your environme m sett ing within a container, the 
group objec t is an effective way to go. 

Rules Governing Security Equivalence 

Because the use of securit y equ ivalence will be so comm on on your network, it is 
very impo rtant to unde rstand how NetWa re 4.1 securit y funct ions . You will save time as 
a ne twor k adm inistrator if you und erstand the rules that govern security equivalence. 

• 

• 

NOTE 

• 

• 

652 

Security equivalent rights cannot be masked - If you rece ive a securi ty 
equivalence, this assignment cannot be masked by an IRE 

Every object is security equivalent to all container objects that are part of 
its distinguished name . This security is known as implied secmity 
equivalence. - For exampl e, the user GUINEVERE.FIN.OPS.CAMELOT in 

the ACME tree is securi ty equi valent to every object in its name. Therefore, if 
you were to grant the containe r FIN rights to a particular e-mail server, user 
GUINEVERE would receive those rights through securi ty equiva lence. 

You cannot single out users to not receive rights granted to a 

container by using an IRF. If you grant rights to a container, all users 
in or subordinate to that cont a iner will a lways receive those rights . 

Every object is security equivalent to [ROOT] - Once a user has 
success fully logged in to a server, that use r is security eq uivalen t to [ROOT]. 

Every object is security equival ent to [PUBLIC] - [PUBLIC] with th e 

default righ ts of Browse enab les users to browse the tree before logging in to a 
server. Each user is securit y equivalent Lo [PUBLIC], and [PUBLIC] has been 

grante d Browse rights at object [ROOT] . This assignment can be changed if 
you like . 
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Be very careful with assigning rights to the [PUBLIC] trustee because of the security 

equivalence with all users since they do not need to be authenticated to receive those 

rights. The assignment of file system rights is nonfunctional when using the [PUBLIC] 

trustee. This means that you cannot grant access to files before the user has successfully 

logged in to the server. Generally. the use of the [PUBLIC] trustee for granting rights 

should be avoided. 

.. An object is security equivalent to all objects listed in its Security Equals 
property - An NDS object will keep a list (lmown as the Security Equals 

Prop erty) of all objects that it equals in rights. 

Keep in mind that when a user logs in to a Net Ware 4.1 server and auth enticates to 

the Directory, Directory Services creates what is lmown as a security equivalence vector 
that is stored in the connection table on the server. The security equivalence vector 
contains a list of that objects securi ty equivalencies and is created on every server that 

the client auth entica tes to. 

INHERITANCE 
Inheritance is the method by which rights to objects and files !low down to subordina te 

levels of the tree. As previous ly stated , eJ\.'Plicit trnstee assignments at a higher level in 
your tree will Row down. The rights you receive at lower levels withou t assignment are 
known as inh erited rights. Inherited rights include only the object rights and the All 

Prope rties rights. Selected property rights are not inherited. 

Sometimes there is the tendency to confuse security equivalence and 
inheritance. Keep in mind that inheritance is simply the way that 
previously granted rights flow down the tree to subordinate levels. 

Earlier in our discussion we mentioned that explicit 1ig hts, such as the ADM IN user 

object possess ing the Supervisor right at the [ROOT] objec t , flow down the tree. As 
shown in Figure 13.14, the Superv isor assignme nt continues to flow down the tree 
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unl ess lt is otherwise blocked or reassigned. Therefore, at each subsequent level in the 
tree the ADMIN objecct rights are being received through inheritance. 

Inh eri ted rights also now down ind epende ntly of other lights assignm ents, such as 
those obtained throug h securi ty equi valence . This mea115 that the rights received through 
inheritance are not affected by actions you may take on othere;,...l)lkit 1ights assignments . 
Th e. two operat e under separa te ru les. Do not miX up your secu rity rules. Figure 13.15 

shows how eA']Jlicit Lights assignme nts !low down independernly of security equivalence 
ngbts. 

. . 
F I G U R E 13 14 

File 
Inheritance of the Supervisor 
right at the second and third 

levels of the tree 

OU=NORAD 

~ 
ou~lA9s 

[ROOT]-- - ADMIN 

ADMIN 

Understanding Inherited Rights Filtet"s (IRFs) 

Object Prop ercy System 
Rights Rights Rights 

(S 

i 
] 

[S 

i 
] 

(S ] 
I 

[ C R] 

The filter known as the Inherited Rights Filter (lRF) is used to block inheritance. The 
lRF can be app lied to object 1ighLs, the All Properties category, and the Selected Properties 
categmy. 

( · 
NOTE 

654 

As mentioned earlier, you cannot place an IRF on rights received 
through security equivalence. You can apply the IRF only to object 
rights, the All Properties category, and the Selected Properties 
category. 

IPR2017-01290 
Ubisoft EX1008-2 Page 108



F I G U R E 13. 15 

The explicit assignment of 
the Supervisor right flows 

down the tree independ ently 
of the Browse right, which 
was received because user 

AUnco/n is security 
equivalent to the [PUBLJq 

trustee. 

OU=NOI\AD 

C H A e T E 1l IJ, 
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SECURITY 

Alincoln 

Object 
Rights 

Pro perty 
Rights 

File 
System 
Rights 

[ROO T ] (Explicit) [S 
-- - [PUBLtq [I B 

- H ALinceln Eifewve RiglsiliS> [SB 

] 
] 

~-- [ C R] 

AUncoln Effeqive Rights [ B.C R,] OU=lABS 

The IRF enables the Net Ware administrator to specify which rights can be inhemed 
from an object. It is easier to lmderstand the concept of the IRF if you compare it to a 
shell around an object. When you place an lRF on an object you are placing a shell 
around the object. The rights that are enabled in the lRF are the only 1ights that users 
will have to an object. for example, you could p1ace an [Rf' cif Browse on a server object 
in a container:. One user must maintain Supervisor rights over the object, however. All 
other users can inherit only the Browse right because of the lRF that is placed around 

Lhe senrer object. 

Inher ited AC Ls 
Each partiLion [ROOTl object comains a property knov,m as the. inherited Access 

Control List. f'or more information on the pa1tition [ROOT] object, re.fer to Chapter 6. 
The inherited ACL property contains me summation of ACLs from parent containers. 
Unless an lRF is in effect all objects in the partition wlil receive the 1ighLs contained in 

the inhe1ited ACL. NOS can then calculate tights for objects in its partiLion without 
having to wall< the Directmy tree. As changes Lo ACLs are 111ade to the Directory tree, 

NOS will updat e the multivalued inherited ACL property. 
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( 
NOTE 

The NDS janitor process has the responsib ility to mainta in the inherited ACLs by 
recalcu lating inheritance if any chan ges are made Lo the inher ited ACLs. For more 
inform ation on the jan itor process, refer lo Chapte rs 8 and 9. 

The ACL is both the trust e e assi g nments m ad e and th e filt e rs 
appli e d. The sam e attribute (property) nam e is used for both. 

Rules that Govern th e IRF 

... 

... 

... 

... 

The IRF cannot grant right s ; it only revokes previo usly assi gne d rights­
Keep in mind that the IRF is a shell wra pp ed around an objec t. 

You can enable an IRF for every Objec t, Property, File, and Directory - In 

most cases you will not need to use that many IRFs because the users default 
rights are limit ed to begin with. As shown in the scenarios at the end of the 
chapte r, most lRFs are used Lo prot ect servers and Lo separa te file system and 
NDS admini stration. 

The Superviso r Objec t/Property rights can be revoke d by an IRF -An lRF 

can be app lied Lo all objects, includ ing the server object. Therefore, you can 
limit a persons Sup ervisor access to a NetWare 4.1 file server by app lying an 
IRF Lo the server object. Remember that a user possessing the managed right 

(write right Lo the ACL) to a server objec t also has rights to the file system 
volum es for that server as well. 

The Supervisor File/D irectory rights cannot be revoked by an IRF - This 
feature is identi cal Lo NetWare 3 Supe rviso r rights in that any user that has 

Superviso r rights to a file system direc tly canno t have file system rights masked 
on that file server. 

UND ERSTAND ING EFF ECTIVE RIGHTS 
The last step in the secur ity pyramid is the calcu lation of effective 1ights. Effective 

right s are what an object can actually do after all ot her securi ty factors are calculated 
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against the object. The following sources are used in the calculati on of effective rights of 

one object to anoth er: 

... The objects ACL 

... The objects ex--plicit assignments 

... All secu1i ty equi valent access privileges 

For example , we will discuss an object A with access to object B using secu rity 

equivalence calculated at the time of authent ication. The rights wou ld be calculated as 

follows : 

• The sum of explicit assignments would be calculated back to panition root. 
Object B wou ld be calcu lated back to object Bs paniti on root. Of course, 

an IRF would negate some assignments . 

2 • Add in the inherit ed ACLs from partition root. 

3 • Object A receives all explicit and inherited ACLs to which A is security 

equivalent. 

UNDERSTANDING MANAGED RIGHTS 
Managed rights (or man agement rights) is a term used to describe an object (ADMlN, 

for examp le) th at has the write 1ight to an objects ACL. Managed rights means that the 

trustee has all power over an object and can mod ify anythin g pertaining to that object. 
For some operations in NOS you must have managed 1ights to perform that operation . 
Below is a list of NOS operat ions and the managed 1ights that are required to perfom1 

them: 

... All parti tion opera tions includi ng Create, Merge, Add replica, and Move Subtr ee 

require the trustee to have ·write rights to the target parti tion. The Merge 

opera tion requ ires managed rights to the [ROOT ] objects of bot h trees. 

... A schema modification requir es the m 1stee to have Wlite rights to the ACL of 

the Directory's [ROOT] object. 
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.. Any modifications to the following prope rties require write rights to that objects 
ACL: 

• Securi ty Equals 

• Group Membership 

• Profile Membership 

.. Backup requires managed rights on the object(s) being back ed up. 

.. The Add/Remove replica operation requires the following: 

.. Managed rights on the partition root 

• Managed rights on the target server 

Implementing NDS Security 
. . . . 

With an und erstanding of the basic concepts of security, we can now begin a discussion 
of how to use and implem ent NOS security for your network. Figure 13.16 is the basis 
for our security discussion. As stated earlier, the pyramid shown in this figure shows a 
very logical approach for understand ing NetWare 4.1 security Each section of the pyramid 

will now be explained with examp les on how you can implement security in your 
environme nt for the greatest benefit. 

For our examples we will refer to the ACME tree to implement security procedures 
throu ghout the entire organiza tion. The following scenarios will be discu ssed in terms 
of NetWare security All scena1ios make the assumpti on that you are an admin istrator 
\.vith object Supervisor rights at the [ROOT] of your tree. 
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The NOS security pyramid 
shows graphically the order 
in which rights are assigned. 

TRUSTEE 
ASSIGNMENTS 

INHERITANCE 

IN HERITED RIGHTS FILTER (IRF) 

EFFECTIVE RIGHTS 

CHAP ER ll 

MANAGING NETWARE 

SECURITY 

SECURITY REQUIRED TO INSTALL A NETWARE 4.1 SERVER 
UNDER THE OU=NORAD CENTER 

Security Concepts to Understand 

• Trustee Assignments 

• Security Equivalence 

As a temporary administra tor you are asked to install a NetWare 4.1 server in the 
NORAD container into the ACME tree. There are currently no administrators in your 

locaLion, and this server must be brought up immediately 

• Con tact your main administrator to obtain Create tights for the NORAD 

container . Supervisor rights at your container are needed to install a 

Net Ware 4.1 server into your own container or to add a partition replica to 

partition root. This can be accomplished in several ways as described in the 

following steps. 
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2 • The first way is to simply have the adm inistrator exp licitly grant you 
Superviso r rights Lo the NORAD container. This met.hod is difficult to track 
if many similar reques ts are made to the main NOS administrator. 

3 • The second and recomm ended way is to use NWADMIN or NETADMlN 
to create an organiza tion role in the NORAD location and grant the role 
Supervisor tights to the NORAD conta iner kn own as NORAD_ADMIN. 

4 • The main administra tor can then move you in temporarily as an adm inistrator 
so that you can install the NetWa re 4.1 server. A NetWare 4. 1 installation 
with an add replica will NOT comple te unless you have Supervisor rights to 
the cont ainer in wh ich the server is being installed . 

An example of this ent ire scenario is shown in Figure 13.17. 

. . . 
F I G U R E 13.17 

Rights necessary to install a 
server in the NORAD 

container 

Obj ect 
Rights 

[ROOT] 

O=ACME 

------- NORAD _ADMI f's (S 
OU= N ORAD 

~ ~NO RAD_AD MIN~ 

a User __-/ 
Made an occupant of this 
org anization al role 

File 
Property System 

Rights Rights 

] 

An examp le of an organizationa l role being created with NWADMIN is shown in 
Figu res 13.18, 13. 19, and 13.20 . 
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F I G U R E 13.19 

Assigning the necessary 
rights 
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F 1 G U R E 13.20 

Moving a user into the role 
as an occupant 
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SEC U RITY REQUIRED TO INSTALL AN APPLICATION ON 
YOUR NETWARE 4.1 SERVER INTHE CAMEL OT CONTAINER 
AND GRANT APPLICATION ACCESS TO YOUR USERS 

Se curity C o ncepts to understan d 

.. 
.. 

File System Trnstee Assignments 

Sup ervisor tights Lo a serve r object 

. . 
~ . 
~ 

,,. 

You are a file system admini strator in the CAM ELOT location responsible for installing 
all new applications on the locations file serve rs. 

• 

2 • 

You mu st h ave at a minimum the Create right to the APPS subd irecLOl)' on 
your NetWare 4.1, [or exampl e . ln most cases you will use Supervisor 
trustee rights to perfonn these operat ions. 

If you have Sup erviso r objec t 1ights over the file server object, you will also 
have Supe rvisor righ ts over the file system . 
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4 • Make sure that all executab le files related to this application are flagged as 
sha rable read only. Most application installations automatica lly do this for 
you, but it doesn 't hurt to check. 

5 • Create any sup port ing objects that may be needed such as groups or 
directory maps. This requir es Create rights at the conta iner. You may also 
need file system rights as well. 

6 • Consider using Nove lls Net Ware Application Manager to launch app lications 
as NOS objects from a users desktop. For more infom1ation on the NetWare 
App lication Manager, refer to Chapter 2. 

An examp le of this entire scenario is shown in Figure 13.21. 

F I G U R E 13.21 NetWare Administrator - Root I 
1!nttohf. Ot' 
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SECURITY PROCEDURES FOR GRANTING A N INDI V IDUAL 
RIGHTS TO MANAGE A HELP DESK CENTER AT T H E CAME LOT 
LOCATION 

Se curity Conc e pts to Understand 

.. Trnsree Assignments 

... Secu1ity EquiYalenc;:e. 

Your responsibility is to assist in managing a help desk a l the CAMELOT location. 

2 

3 

4 

s 

• Us ing NWADM IN or NETADMIN. <.:reale a se1ies of specialized 
organizational roles for your he.Ip desk at.lministraLion suc h as user 
administraLOrs. server adm inistrat ors, and tree ~tlministrato rs. Allhoug h 

curremly Directory Services does not enforce rights tu a spec ific object 

class, you can creme orga nizalio nal roles Lhat designme the se type of 
administra tors 

• 

• 

• 

• 

Assign Crev.te, De lete. and Rename rights to the user administrators role . 

Assign Superv isor nte system rights to the server admin istrators role [or 
eac h server in the comain er to be managed_ 

Crea te an organizational role at the Lop of you r tree with explicit Supervisur 
right s at !ROOT 1. Move the top help desk administrators into the 
organizationa l role as occupams. 

Make m.F assignments where appropriate LO !Jmit administrator access to 
certain areas of your system. 

Example s of this enLire scenano are shown in Figures 13.22 . L3.2J, and 13.24. 
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F I G U R E I 3.23 

Creating an organizational 
role for the server 

administrator 

.. = 
t ldcntifitotlon 

tlomc : 

• 

Olhcr !lame: 

Qccupan1; 

(!cscrlp11on: 

L,oca,tion: 

oee.anm enl: 

Iclophonc: 

EOM llumber: 

Other t1ame: 

Qccup11n1: 

!levcrlption: 

t..oca11on: 

DeR.orimcn1: 

1e1epho ne: 

Eax Hwnber: 

NclWore Ailmlnletiotor 

U1'c< __Admin.RJO.ACME 

;=::=====~!fl fg 
~!El 

Thia role hu the rights ncce"""'Y to create 
new uscrstn lhe RJO CQnh1inc r and below 

~IRJo==============:=;:;::~ [El 
~==== =====ig [(] 
~===========~IB ~ 
L------- -- ~ [d 

Ser uer_Admin.Labs.llORAD.ACME 

The role Js crested to manage scruers In the 
Lobs ore• of IIORJID 

l~HO=RA=D==== ========== =:lil: ~ 
slL•=bs=========::;!f!l ID 

18 ILl :==================;; 
L.__ ___ _ __ _....~ [g 

CH APTER 13 

MANAGING NETWARE 
SECUR TY 

L ldenlJ""ml(,o,, ] 
I! P-o:!<ilAdoe: j 
1, Mab,,c j 
11 rore,o,, EMIii Adc;_e;;; j 
11F.t\hvraf"ie><YNJO~ J 
jr 5,..~ j 

• 

• 
• 
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F I G U R E 13.24 

Creating an organizational 
role for the tree 
administrators 

or~~ ~ 

IT_ ldr.nllflc•tlnn 

Unme: 

Olhcr [omc; 

Qccupant: 

Q.e-scription; 

L,oco1ion: 

OeQ..u'\ment: 

I.ctcphonc: 

E,ax Uumber : 

NelW11re _Adm lnl 1,tni1or • nAoo tn 

- _ -o ,'(bna_, = : ::."lfte' Altinlii• 

Tree_Admln .ACMe 

~!M=•=ln::::A::::dml=nl::::st,::::0:::::10:::::rs======@~ ~ Q 
I MD 

I 
This role ls for lhe tnp IIOS ndmlnl strotors who ~ 
manage o1her oroantza11on .al tol es and handle 
por1itionlno operol ions '° 

!CAMELOT ~ [[) 
~==================:;;: 
\';::ts=======~§ \g 
':::==================~fut Q ._I _______ __....!§I ID 

ICOI( J jremt I IC"i§C I 
• I 

I Foi~E'M/1(~ j 
,~¢ l9~ •~dO r~ 

!I s~Mo j 

CREATION OF SUBADMINISTRATORS FOR EACH MAJOR 
LOCATION INTHEACMETREE 

Security Concepts to Understand 

... Trustee Assignments 

... Security Equivalence 

... lnhe1itance 

. ' 

You have been given the assignment co create subadministra tors [or each major location 
in the ACME network and assign indiV1duals Lo manage the network from that level 
down _ You cu1Tently manage the network with only the ADMlN user object. 

• 

666 

Using NWADMIN or NETADMlN, create an organizational role object in 
the containers NORAD, RlO. TOKYO , CAMELOT, SYDNEY, and TOKYO. 
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CH APTER 13 

MAN AGIN G N ETWAR E 
S E CUR IT Y 

2 • Using NWADMIN or NETADMlN, grant the newly created organizational 
role objects Supervisor rights to their respect ive containe rs. 

3 • Choose an administrator or administrators to part icipate. in Lhe 
organizational role and add them as role occupants using NWADM IN or 

NETADMIN. 

4 • Assign the ADM IN user expli.cil Superviso r tights to each or the 

organizationa l role objects . 

S • Using NWADMIN or NETADMIN, p lace an lrlhetited Rights Filter o[ 
Browse (and possibly Read) on each of the organiza tional roles to prohibit 
management of the role by the occupa n ts. 

6 • These new administrators . will have the power to create additional objects, 
including su bordina te containers , in their respective locations . The 
administrators have Supervisor rights at these lower levels in the tree. through 

inh eritance . 

An exam ple of this ent ire scenario is shown in Figure. 13.25 
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F I G U R E 13.25 

Creating organizational roles 
for each location in the 

ACME tree 

[ROOT] 

O=ACME 

, ----- NORAD _ADMIN 

OU=NORAD 

L ~ N ORAD _AD MIN 

, ----- RIO_ADMIN 
OU=RIO 

L ~RIO_ADMIN 

, --- CAMELOT _ADMIN 

OU=CAMELOT 

L ~ CAM ELOT _ADM IN 

, --- TOKYO_ADMIN 
OU=TOKYO 

L ~ TOK YO_ADMI N 

, ----- SYDNEY _ADMIN 
OU=SYDNEY 

L ~SYDN EY_ADMI N 

File 
Obj ect Prop e rty System 
Rights Rights Rights 

[ BCRD] 

[ BCRD] 

[ BCRD] 

[ BCRD] 

[ BCRD] 

CREATING A FILE SYSTEM ADMINISTRATOR AND AN NDS 
ADMINISTRATOR INTHE OU=TOKYO LOCATION 

668 

Security Concepts to Understand 

.. Trustee Assignme nts 

.. Security Equivalence 

.. In~erited Rights Filter 
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CH APTE R 13 

MANAG IN G NETWAR E 
SEC U RI T Y 

Administration in the TOKYO container is being broken out into Lwo responsibiliLies. 
One ind ividua l will hand le on ly the file system administration, while the other 
administrator will hand le NOS administration. Each must have separate rights. 

• Using NWADMIN or NETADMIN, create two organizational roles. Name 
the first role NDS_ADMIN and the second role Fl LE_ADMIN. 

2 • Using NWADMIN or NETADMIN, assign the NDS_ADMIN role 

Supervisor Rights Lo the TOKYO container. 

3 • Using NWADMIN or NETADMIN, assign the FILE_ADMIN role 
Superviso r rights to the server objects TOK-SRVl and TO K-SRV2. 

4 • Using NWADMlN or NETADMlN, place an Inherit ed Rights Filter ofBrowse. 
(and poss ibly Read) on the server objects TOK-SRVl and TOK-SRV2. 

An examp le of this entire scenario is shown in Figure 13.26 . 

F I G U R E 13.26 File 

Separating NDS and file 
system administration 

, ------- NDS_ADM IN 

OU=TOKYO 

~ NDS_ADMIN 

~ FILE_ADMIN I RF 
El .--a TOK-SRVI F1LE_AoM 1N 

~ WKSRVI ~~ 

el TOK-SRV2 IRF _ADM IN 

~ TOK-SRV2_SYS 

Object Property System 
Rights Rights Rights 

(S ] 

(B ] ( R ) 
[S ~ 

All Properties {S } 
1_/ 

[B R ] ( R ) 
All Prope rties 
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RIGHTS NECESSARYTO PERFORM PARTITIONING 
OPERATIONS AT DIFFERENT L EVE LS IN THE NDS TREE 
You have been made resp onsible for panitioning opera tions on the ACME network. 

You want to proh.ibiL all partitionmg operaLions excep t by you and ano ther administrator. 

2 

3 

• Using NWADMIN or NETADM IN, grant the other admi nistrators in their 
organizational roles all rights Lo Lheir respective con tainers except the 
Superviso r objecL 1ight. Gram Read and Create rights on the container ACl 
also. (Keep in mind th at othe r administrators will not be able to install 
NetWa.re 4.1 servers into the tree withom the Supervisor right to the 
container if Lhey are adding a rep lica. You can srram them the right 
temporarily to handle this situat ion or add the replica for them.) 

• 

• 

Crea te an organiza tiona l role for yourse lf and mher tree adminisrrators for 
partitioning operations called OR_PARTITIONS . 

l[ you have not already done so, grant the organizat iona l role exp licit object 
Supervisor 1ights to each container immediate ly subord inale to lROOTJ. 

An example of this en tirescena1io is shown in Figure 13.27 . 

___ __ 6""'7 _ __ _ 
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F I G U R E 13.27 

Rights needed to perform 
partitioning operations on 

the ACME tree 

[ROOT] 

OR_pARTITION S 

, --- NORAD _ADMIN 

OU=NORAD 

L ~ NORAD_ADMIN 

, ----- RIO_ADMIN 

OU=RIO 

L ~R IO_ADMIN 

, --- CAMELOT_ADMIN 

OU=CAMELOT 

L ~CAMELOT__ADMIN 

, ----- TOKYO_ADMIN 

OU=TOKYO 

L ~ TOKYO __ADMIN 

, ---SYDNEY _ADM IN 

OU =SYDNEY 

L U sYDNEY_ADM IN 

CH APTER 13 

MANAGING NETWARE 
SECURITY 

--- - - -
File 

Object Property System 
Rights Rights Rights 

[S ] 

[ BCRD] [ R ] 
ACL 

[ BCRD) [ R ] 
ACL 

[ BCRD] [ R ] 
ACL 

[ BCRD] [ R 
ACL 

] 

[ BCRD] [ R ] 
ACL 
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