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(19) United States

(12) Patent Application Publication (10) Pub. No.: US 2002/0010866 A1

 

McCullough et al. (43) Pub. Date: Jan. 24, 2002

(54) METHOD AND APPARATUS FOR Publication Classification
IMPROVING PEER-TO-PEER BANDWIDTH

BETWEEN REMOTE NETWORKS BY (51) Int. Cl.7 ........................... .. H04L 12/22; H04K 1/00
COMBINING MULTIPLE CONNECTIONS (52) U.S. Cl. ........... .. 713/201; 709/228WHICH USE ARBITRARY DATA PATHS

(76) Inventors: David J. McCullough, Upper (57) ABSTRACT
Brookfield (AU); VVayne Meissner,
Woolloowin (AU); Craig S.

Humphrey, A11Ch€11fl0W€f (AU); A method and apparatus for increasing peer-to-peer band-

Ch1‘i5t0Phe1‘ J- Biggsa Chapel Hill width between remote networks by combining multiple
(AU)9 Antonio Basilio Merenda> connections, which use arbitrary data paths, is disclosed.
Ch ape] Hm (AU) The apparatus is a gateway node, which can be a specifically

Correspondence Address: designed computer, open computer platform or extensions to
Claude A_ S_ Hamrick, Esq firmware resident in a router; gateway or remote access
()ppENHE1MER WOLFF & DONNELLY LLp server. The method includes origin authentication and data

1400 Page Mill Road confidentiality, packet fragmenting, sequencing directed-
Palo Alto, CA 94304 (US) routing, buifering, fragment encapsulation, packet re-assem-

bly, and additional encapsulation for traversal of firewalls.

(21) APPL N0‘ 09/7409494 Packet fragments transferred using the method can travel
along very diverse paths through intervening public or
private networks before arriving at the peer, which reas-

Related U_s_ Application Data sembles them. This eliminates the problems present in
current aggregation schemes used by prior art, which are

(63) Non-provisional of provisional application No. sensitive to the limitations in the infrastructure in the service
60/172,369, filed on Dec. 16, 1999. provider’s points of presence.

(22) Filed: Dec. 18, 2000
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