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context, owners of a process can be product managers, purchase agents, account

managers, customer service representatives, etc. An individual also may act as a

Participant (also termed a Member or Recipient). Members interact with one or more

specific tasks in a process, such as interviewing candidates, bidding on proposals,

participating in meetings, etc. The owner of a process can assign specific roles to the

participants. Owners may be participants also.

In one embodiment, with respect to groups, an Owner can add or remove

members lirom the group; carry out moderator options; exercise author rights over all

group messages; delete group messages; and exercise all Member privileges. A group

Member, in contrast, can send or receive group messages; invite others to join public

groups; unsubscribe from the group; and create a sub—group.

Notifications, in one approach, are alert messages that are sent to users when a

predefined activity has occurred in a process. For example, notifications may be issued as

a result of the following activities: Response to a building block by a user; change in

process or task status; change in process or task due dates; more than 50% ofpeople have

polled; more than 60% of users have confirmed for the meeting; and others. Reminders

are prompts sent to users. Examples of reminders include: Inform a user that a due date is

fast approaching; inform all users about an important process development; etc. Both

notifications and reminders generally are sent outside the context of a transportable

application, for example, by a separate e-mail message directed to the recipient. In

contrast, notes, as described herein, are text messages that are selectively embedded

Within a transportable application to draw something to the attention of the recipient when

the recipient opens the transportable application.

Notifications may be pull or opt-in notifications, or push notifications. Witli pull

notifications, a user defines (or sets rules) When to receive notifications and reminders.

The system automatically sends a notification if the specified definition is satisfied. With

push notifications, an owner sends notifications and reminders to users regardless of

Whether the user has requested for the same. Here the owner overrides the notification

preference of the recipient.

In one embodiment, notification processes are configured so that a participant

receives notifications on any updates immediately. In this approach, users have the option

to opt—in to receive any updates. The user receives a single notification on any updates

since the last read. In one specific approach, taking any of the following actions on a

process or task triggers delivery of a notification: Adding new tasks; response to building
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block; closing of tasks; closing ofprocesses; change in process status or due date; change

in task status or due date.

In one sub—approach, only the tasks for which a user is in the recipient list trigger

notification updates. If a different task changes, for which a user is not in the recipient

list, the user is not notified.

In another embodiment, notification processes are configured so that a participant

receives notifications on any updates to specific tasks immediately. Users can receive

notifications on any updates to a single task or group of tasks. A list ofactive tasks is

provided to the user fitom which the user can select tasks on which to be notified.

The notification processes also may be configured to send a process—level

reminder to all recipients. Specifically, the owner of the process can configure a

transportable application to send ad-hoc reminders everyone in a recipient list whenever

an important process event occurs. For example, assume that Michael is interviewing at

Alpha Company and an interview process transportable application is currently used for

scheduling interviews. A manager at Alpha receives information during the interview

process that Michael has a competing offer and needs to decide whether to accept it

within the next week. The manager, who is an owner of the transportable application, can

immediately notify all the participants that they should schedule interviews for Michael

and decide on the candidate. In a related approach, the notification processes are

configured to send process—level reminders to selected recipients in the recipient list.

In another embodiment, the system is configured to send a task level reminder to

all recipients in a recipient list. The owner of the task can send ad-hoc reminders to

everyone in a recipient list Whenever an important task event occurs. For example,

assume that an offer letter to candidate John Q. Public is under discussion in the “Offer

task” of a transportable application. The salary to be offered to the candidate is still under

discussion among the managers. However, the Director of Sales needs to provide the

sales headcount to the VP ofMarketing & Sales next week and as such needs to finalize

the offers quickly. She sends a notification to the participants in the “offer task” to come

to a consensus quickly on the offer and go further with the hiring. In a related feature, a

participant can send a task level reminder to select recipients among the recipients of the

transportable application.

Another feature provides scheduled process update notification. A user can

schedule to receive process update notifications periodically or on a specified date and

time. Periodic update options for the user to select are daily (options Within a day), and

weekly (options within a week). For example, assume that Bob is the Director ofBusiness

-35-
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Development at Alpha Company and his team is Working on new business deals with a

lot of startups. Bob would prioritize on his updates based on the importance ofthe deal.

So he schedules some deals for weekly updates while others for daily updates.

In another embodiment, the system is configured to send scheduled process “due

date” reminders to all users in a recipient list of a transportable application. In this

feature, the owner of a process can schedule specific "due—date” reminders to be sent to

everyone either at the process or at the task level. The owner can send the reminder either

on a particular date or a specified period before the due date (e.g., two days before, two

Weeks before, etc). For example, assume that a product management team has defined

new features for a particular product release and requires approval from other functional

areas (such as Engineering, Sales, Business Development etc.). The features need to be

frozen by a certain date so that development on the product can commence. The project

lead schedules a "due-date" reminder to be sent to everyone a week before the deadline to

ensure that the activities are completed by the due date.

In other features and embodiments, a participant or user can "opt~in" to receive

summary ofnotification changes; "opt—in" to receive selected notifications immediately;

send a scheduled task “due date” reminder to everyone in a recipient list; send a

scheduled task “due date” reminder to select recipients in a recipient list; and "opt—in“ for

a scheduled process due date reminder.

In one implementation approach for the foregoing features, the event-based

messaging system described herein is configured to enable building blocks and associated

notification event handlers to communicate. One or more events may issue as a result of

another event. Responses to events are carried out by a notification event handler that is

associated with each kind of response event. Response—based notifications are generated

by each such handler. Each notification is an event, and the each notification event

handler comprises logic that determines which users need to receive notifications and

when. In an embodiment, each event handler uses a notification API to generate a list of

users to notify, and the event handler then sends the list to an event daemon that

dispatches the notifications. As 3. result, an event-based messaging system facilitates

generating rule—based notifications in response to any change in any attribute of a

transportable application.

In one implementation ofresponse—based notifications, as outlined above, each

user may “opt in” to receive notifications at a task level and at a process level. Hence,

each user can subscribe to changes in particular tasks or to any change in the process.

Further, each user can associate a notification frequency value with each subscription.

-37-
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FIG. 7 is a flow diagram ofone embodiment of a process ofcarrying out

response-based notifications. In block 702, a response is issued to a building block of a

transportable application. For example, a first participant in a group collaboration or other

activity enters text, graphics, a button selection or some other value in response to a query

provided in a building block.

In block 704, in response, a database query is issued to obtain a list ofusers who

have requested notifications for the current building block. A notification time value is

obtained for each user in the list; the notification time value indicates when to notify each

individual on the list. In block 706, the list is passed to the parent object of the current

building block, which may be another building block or a container object, with a request

to carry out notifications.

In block 708, a list of recipients associated with the parent building block or

container object is retrieved and compared to the list of users who qualified for

notifications at the child building block level. Only those users who qualified for

notifications at the child building block level are then considered. For each user who

qualified, if that user has a notification time value that indicates a delayed notification is

necessary, then no action is taken since the child’s notification time overrides any

notification time that may be associated with the parent.

In block 710, for each user in the child notification list that qualifies for an

immediate notification, then a database query is carried out to determine that the user is

active in the system and does not have a notification already pending. This is done to

avoid duplicate notifications. If these tests result in a determination that the user is

entitled to a notification, then control is passed to block 712.

In block 712, a status Value for the user associated with the parent building block

or container is changed to Updated, and a current time value is stored in a notification

time value in the database.

In block 714, users in the recipient list of the parent block or container who did

not qualify for child level notifications are considered. The status value for each such user

is changed to Updated, and a current time Value is stored in a notification time value in

the database. In block 716, the notification message is dispatched to all qualifying users in

the parent and child notification lists.

1.5.2 Notifications Based on Rules and Attributes

In a related approach that is integrated with an event management system, each

building block can publish attributes about itself to the rest of the system, and publishes

event that alert the system when such attributes change. Further, users may create and

-83-
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store rules based on these attributes that cause such users to receive a notification when

the rules are satisfied. In addition, users may be notified at a particular time if a rule is

satisfied. For example, a user can be notified if a project status reaches “complete”, and

the user can also be notified if the project status is not “complete” one month after the

project began.

In one implementation approach, database 208 comprises a rules table having the

following columns: Rule ID; Block D); User ID; Attribute; Threshold value; Comparator;

Time flag indicating whether the rule is time-based; Event ID if the rule is time-based;

Action type. In one embodiment, the Rule ID field does not store a unique key value,

because the same Rule ID can encompass several rules that are evaluated simultaneously.

Database 208 further comprises an alert log table having the following columns:

Block D); User ID; Note; Read bit. An Alert Waiting bit is provided in a user status table.

Each block is associated with a presentAttributes method that returns one or more

attributes, types, comparators (if applicable}, and description Values for each attribute. An

interface is accessible from each transportable application with which a user can build the

rules and set threshold values and comparators. Each rule may be characterized in terms

ofBoolean Values, number comparisons (equals, less than, greater than), string equals

comparisons, etc. Using the interface, a user may edit the rules that have been created,

and attach a time value and recurrence period to a rule.

In response to a user creating a rule using the interface, a servlet of application

server 202 enters the rule into the database 208, and attaches a rules event to the building

block in which the rule was created. The rules event subscribes to attribute changes in the

building block. The servlet also deletes any old rules in the database for the same building

block.

Thereafter, when an attribute changes in the block, the rules event is invoked.

Processing the ruleslevent involves first retrieving all rules for that block from the

database 208, evaluating the rules as designed to result in creating and storing a list of

rule identifiers that evaluated to TRUE, and generating a rules-passed event that includes

the list.

Actions can subscribe to the rules—passed event. Each such action has an

associated rule ]D value. If a rule matching the associated rule ]D value is fulfilled, then

the action is executed.

An Alert Notification event object is provided and has a handler process that

determines if its rule has passed. If so, the handler sends a notification to the user if

needed, and records the notification in a notification log.

-39-
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In one approach for displaying notifications, when a user opens and reads a

transportable application, a flag message is displayed that informs the user that a new

notification exists. The flag message may be a hyperlink. The user selects the flag

message. In response, the system displays the notification in a pop-up dialog with which

the user may scroll through one or more notifications. Each alert then is marked as read.

1.6 Object Communications——Programmatic Methods

In one embodiment, system 200 uses two distinct types of internal communication

mechanisms. Non—event driven sharing of data is carried about in Building Block and

Container interactions and Container—to—Container communications. Event—driven

publish-subscribe exchanges are carried out between disparate objects Within the system.

Non—event—driven data sharing is used in cases in which communications require

detailed knowledge of the hierarchy ofobj ects or the need to transfer essentially the entire

data of such objects. In order to ensure the successful delivery of these communications,

a unique identification system is provided for all objects that will communicate within the

system. In one embodiment, each object in the system has a unique global identifier, as

described fiirther in this document in the section entitled “Directory Integration—Global

Object Identifiers.” Using global identifiers and associated mapping tables, container

objects for contained objects can be determined.

In an alternative embodiment, a global object identifier is associated only with

container objects. The relative position of a contained object within the container object

is used as a unique identifier of the contained object. As a result, each contained object is

accessed only through its immediate Container. For example, a poll Building Block

Within a task in a Process Container would have the id: <Process Container lD>_<task

index>_<poll BB index>, or alternatively, <Task Container lD>__<poll BB index>, if the

Process Container was not needed in order to deliver the message. A benefit of this

mechanism is that there could be ACLS applied on a particular Container that may affect

access to a contained object.

In one embodiment, a data—sharing communication mechanism is used in order to

aggregate data fiom multiple Building Blocks in order to form a composite view. For

example, in the case of a Poll Discussion, the Data Access Component for the poll

building block and the discussion building block are joined by a composite Building

Block in aparticular way in order to show both the poll and discussion data together. In

order to join such a composite view, the Container collects multiple Data Access

Components fiom the blocks and delivers them to the Composite Building Blocks.
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In one specific embodiment, containers or other objects in the platform implement

a Datasharinglnterface in order to achieve communication. The interface is defined as:

public interface Datasharinglnterface {

public DAC‘ getDataAccessComponent(RelativeID

target, Uni.queID requester, UserID user);

}

The Data Gathering Service Manager implements a DataGatheringInterface in

order to extract the DACS of the objects that a component may Want to access. This

interface is defined as:

private interface DataGatheringInterface {

public Vector gatherDataAccessComponents (UniqueID

requester, UserID user, UniqueID[] fromList);

}

In one example embodiment, the Data Gathering Service Manager loops through

each element in the fromList, determines the Container, sends the container to a

DataSharinglnterface and calls the getDataAccessComponent method with the Re1atiVe]D

of the specified Blocks. The Container implementing the Datasharinglnterface gathers

the appropriate DAC from the specified Block. This process allows Building Blocks

across Containers to share data, and also allows the sharing object to limit the amount of

data that should be sent out to the requester.

1.7 Object Communications—Event—Driven Methods ‘(Event Handling

System)

In one embodiment, the system described herein provides an event handling

service as represented by event processor 112 ofFIG. 1B, and event daemons 216 of

event service 146 ofFIG. 2B. In this embodiment, one or more event daemons 216 are

communicatively coupled to event service 146. The event service 146 is communicatively

coupled by link 218 to database server 208. The event daemons serve to offload certain

separable functions firom the application server 202. For example, in an embodiment,

event daemons are responsible for mail event queuing and handling, bounoed—mail

handling, and generating personalized transportable application content, based on a user’s

e—mail client profile.
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Alternatively, a generic event handling system is provided to enable different

components of the system to communicate. In one embodiment, an event handling system

enables the system to act when a specific event occurs within a transportable application,

- act when a specific event does not happen, and facilitates authoring rules to carry out the

foregoing. Actions may include generating notifications, generating reminders,

forwarding a transportable application, other automated actions, delivering a message to

subscribers, etc. In one embodiment, actions may comprise anything that can be carried

out programmatically. The event handling system may comprise an object fiarnework,

message format and implementation classes.

FIG. 17 is a block diagram illustrating elements of an event handling system, in

one example embodiment. Event handling system 1700 is hosted in application server

202 and comprises an event router fiarnework 1702, event broker framework 1704, and

event timer fiamework 1706. Event router framework 1702 performs message routing,

selects a transport mechanisms for messages that are sent, and serves as an entry point for

other components of the system that need to use events. Examples of transport

mechanisms include 1MS, HTTP posts, etc. Event broker framework 1704 performs rule

evaluation that involves the filtering of event messages and invoking action classes, and

can store event messages in a table of database 208. Event timer framework 1706 enables

creating event messages at a specified time, for processing time—based rules.

Events are programmatically represented by event messages. In general, event

messages contain information about what occurred and the state of objects that relate to

the event. Standard events include creating, updating, deleting, and changing the state or

status value of a transportable application. For example, an update event for the poll

building block may contain the building block identifier, the user name of the person who

added a response, the response value, the time and date of the response, the total number

ofresponses, and the total number of recipients. However, each building block may

generate any desired events having any desired data or content. Events maybe time-

based. For example, events are generated or created by invoking particular methods when

the prescribed time for an event arrives.

Bach building block has a method which, when called by another program

element, returns a list of events that it can generate. This enables other program elements

to identify and Subscribe to events.

In one specific embodiment, each event message comprises a header and a body.

The header comprises metadata, and the body comprises information that identifies the

container and building block that generated the event, the name of the event, etc. In one
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specific embodiment, the header comprises a fromDestination value that identifies the

originating system; a toDestination value that identifies a destination system for the

message; a message type value; a timestamp value that identifies a date and time at which

the event occurred; a message action value; and a tracking identifier value. The body

encapsulates another header (“inner header”) and inner body or payload that contains

event—specific data. Events and their data may be defined by an XML schema.

The message type value enables an event message to specify Whether it is a

system event, application event, etc. Examples of system events including replication

events, system administration events, initialization events, etc. Application events may be

events generated by transportable applications, connectors, groups, etc. Each event type

has a corresponding schema that defines the elements of the inner header and payload for

that event type.

Event messages may be persistent. Persistent event messages are stored in an

event table in the database 208. Events can be made persistent by programmatically

setting a “Persist” flag in the event message header. Alternatively, the event type

definition may specify that all event messages of that type are persistent.

In one embodiment, containers generate events that are published to the event

handling system. The event handling system applies rules to determine whether received

events should result in an action. If the rules are satisfied by the events or other data, then

actions result.

Rules may be associated with building blocks or containers. Rules may be saved

in association with a template of a transportable application.

Rules may be subject to author control or participant control. In rules with author

control, only users who are authors of a transportable application template can modify or

deactivate the rules. In rules with participant control, any participant who receives a

transportable application that is instantiated from a template having the rule can modify

the rule.

Rules may be designated as active or inactive. Active rules are visible within a

template of a transportable application and Within an active transportable application.

Each rule comprises an association with one event through a coarse-grain filter, a

fine—grain filter that has one or more conditions, zero or more constants, one or more

actions or handler. Rule constants can comprise a static string or may be defined as

reusable expressions.

Rule conditions may be created as coarse—grain filters or fine-grain filters. Coarse-

grain filters determine Whether a particular event message maps to or is associated with a

-93..
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pertinent set of rules for the event. Thus, coarse-grain filters carry out filtering only on a

header portion of an event message. Coarse—grain filters support, for example, static

strings or Wildcards for filtering events based on header elements. An example of a

coarse-grain filter is, "EventType=createResponseVoteRequest”. This filter would pass

only event messages that result fiom an end user issuing a vote in a poll building block.

The coarse-grain filter “SenderID=l222” would pass only event messages created as a

result of actions by a specific user (user “l222”).

A fine—grain filter is a filter that contains conditions used to decide Whether an

associated action should be fired or not for a particular rule; the action is invoked only if

all conditions in the filter are satisfied. Conditions in a fine—grain filter may be applied

against any data in a message or against dynamically retrieved data. Fine—grain filters

generally are defined by a custom class that implements an interface, or specific

programmatic expressions that invoke methods. In one embodiment, fine—grained filters

are defined as Xpath statements according to the format specified in the document

“xpathhtml” that is available at this writing in the “TR” folder of the “www.w3 .org”

directory and domain on the Internet. An example ofan Xpath statement is

"/message/body/poll/currentCountltext() > 5,” which states that the value of the variable

“currentCount” ofthe text() method of the poll building block shall be greater than “5”.

Actions are implemented as handler classes that can invoke any programmatic

method or routine. In general, the handler classes are implemented within a building

block that generates the events that include the actions associated with the handler

classes. In one embodiment, during rule editing, a rule author may select one of a

plurality of standard actions that are provided by a graphical rule editor. Alternatively,

custom actions can be created by preparing appropriate program code that is uploaded to

application server 202 and registered with the event handling system. Examples of

standard actions include: system action for notification; system action for closing a

transportable application; system action for unclosing a transportable application; system

action for updating a status field of a transportable application; system action for creating

a new page or transportable application based on a saved template; system action to

change a role for a particular user for a particular page; system action to rename a page;

system action to show a page; system action to hide a page; system action to open a page;

system action to close a page.

Rules may be defined in XML format and attached to a building block, a page, or

to a template for a transportable application. In one embodiment, rules may be created

using a graphical Rules Editor, which is accessible from the transportable application
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editor described herein, when building blocks, pages, or templates for transportable

applications are authored. The Rules Editor is also accessible from within a transportable

application that has been opened. Rule editing involves selecting a condition template

from a scope of available condition templates, providing values for variables in the

condition template, and selecting result actions. Rule editing may be canied out at any

time during the lifecycle of a transportable application template or instance.

Rules may be evaluated or “fire” one or more times.

In one specific embodiment, to carry out event—driven messaging, containers for

transportable applications or groups implement an EventHandler interface 340 ofFIG. 3.

In one embodiment, the EventHand1er interface is defined as:

public interface EventListener {

public void hanclleEvent (Message msg);

For containers of transportable applications in order to react to create, respond,

and edit events, and for GroupContainers to add, modify and delete members, and for

FolderContainers to add, modify or delete files, the following event handling process is

carried out. First, the appropriate event is passed to an EventManager that forwards the

event to a particular Action.Manager for the specific type of event, for example, a

ResponseActionManager. The ActionManager then calls a handleEvent method on the

appropriate EventListener. In these cases it is clear which object is intended to act on this

event. Accordingly, to require each container to subscribe to its create, respond, and edit

events is superfluous and therefore point—to—point messaging may be used as an

alternative. In point-to—point messaging, the ResponseActionManager calls the

handleResponseEVent, making the Container design easier.

For general event handling when Building Blocks are generating information

useful for other Building Blocks, a publish-subscribe model is used, in which objects

subscribe to certain events from the EventManager. Subscribers implement the

EventListener interface and handle the appropriate event.

Details of an embodiment of an event processing system are now provided. In one

embodiment, an event processing system comprises tables in a database that are

configured according to the database design and schema described herein, and

programmatic objects that implement functions of the API described herein.
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In general, in one approach, an Event Message may be published on many

occasions, which identify the type of the message. Every Message object has a specific

message type value (“MsgType”) associated with it. The specific message wpe will

trigger the proper action, associated with the message type. In one specific approach,

message type values are omitted, and each message provides attributes as name/value

pairs that are accessible in a global memory space.

In one embodiment, a database schema that supports message processing

compiises an attribute table and message table. The attribute table may have the following

structure:

Name Descri - tion

Message‘M’ Y
ME the Attribute

LUE the Attribute"*“““f :
Yes

PE

Field Field Required Key

es

Type of
the Attribute

The MSGJD and ATTRNAME fields are included in the primary key. The

ATTRTYPE field is used to store information about internal type of the attribute on the

app server side. This information is used to transfer the value ofthe attribute to the

required type.

The message table may have the following structure:

Field Field Required
Name Descri u tion

MSGTYP

E the Message
OBJID Id of the

gbject
OBJTYP Type of

E I the Olgj_ect
SENDER Id of the

ID ‘ sender, who postedthe messa e

SBNDER Type of
TYPE the Sender, which

posted the message

when message was
created
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the Message I ] R(3)
EJCPTEVI Expiratio DATE

11 time of this

message

The MSGDD field is the primary key. An index is created on the combined OBJID

and OBJTYPE fields. The STATUS field represents an internal parameter and is hidden

from the API. The STATUS field stores the result of database transaction and processing

of the event.

An example class structure that implements an appropriate API is set forth in

APPENDIX 1.

FIG. 17C is a flow diagram of a process of evaluating and acting on an event

message. In block 1720, a transportable application type message is created. 111 general,

block 1720 is carried out by a container object.

In block 1722, the event handling system determines how to route the event

message. For example, in block 1724, the event handling system determines whether the

event is synchronous or asynchronous. If the event is synchronous, then it is sent to a

message broker 1734 that is defined by the event broker framework 1704.

Message broker 1734 determines Whether the event is persistent, as shown by

block 1736. If so, then control passes to block 1738 in which the event is stored in the

database or otherwise made persistent. Thereafter, and if the event is determined as not

persistent at block 1736, control is passed to block 1740, in which one or more coarse-

grain filters are located. The filters are selected based on the message type, and applied to

the event message.

If the event message matches one of the coa.rse—gra'1n filters, then in block 1742,

one or more rules with fine—grain filters are retrieved. Rule constants are extracted from

the rules in block 1746. In block 1748, the fine-grain filters are applied to the event

message. If a match occurs, then in block 1744, the associated action is performed.

Referring again to block 1724, if the event message is asynchronous, then control

passes to block 1726 in which the event message is dispatched using a transport

mechanism. The event message is sent over a durable or non—durable topic, as

appropriate, as shown by block 1728, 1730, 1732. Thereafter, the event message is

processed at the message broker, as shown by block 1734, in the manner described above.

Concurrently, a notification message is received at block 1750, and in response a

notification is sent to the end user, at block 1752.

1.8 Object Communications——ExternaI Systems

-97.
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1.8.1 Enterprise Application Integration Using Connectors

According to one embodiment, mechanisms for enterprise application integration,

using connectors, are provided to enable the system to connect to existing (“legacy”)

applications of an enterprise that uses the system. The mechanism for connectivity may

use a synchronous or an asynchronous approach. In a synchronous approach the client

makes a request and waits for a response before it proceeds. Synchronous approaches can

use HTTP, HTTPS, RMI, CORBA. Asynchronous approaches do not have this limitation

and typically use asynchronous messaging implementations.

FIG. 18A is a block diagram ofa first enterprise application integration approach

that uses an asynchronous approach.

Application server 202 and other servers 1 802 that comprise the transportable

application system as described herein are cornmunicatively coupled using IMS 214 to an

adapter 1804. The adapter 1804 is communicatively coupled to an existing asynchronous

Enterprise Application Integration (EAI) bus 1806. Comniercially available examples of

EAI bus 1806 are produced by Vitria, TIBCO, IBM, WebMethods/Active, etc. The bus

1806 is cornrnunicatively coupled through one or more connectors 1808A, 1808B, 1808C

to corresponding legacy applications in the form of an enterprise application 1810, Web

server 1812, mainframe 1814, etc. In this example, adapter 1804, EAI bus 1806, and

connectors 1808A, 1808B, 1808C are compatible and generally are provided by one of

the foregoing vendors.

FIG. 18B is a block diagram of the system ofFIG. 18A wherein a custom

connector is used. The custom connector 1818 is substituted for JMS 214 and adapter

1804. In this configuration, an asynchronous solution is provided and use of J1\/IS is not

required. As a result, a particular IMS implementation is not required. The custom

connector 1818 may be created and implemented, for example, using a software

development kit (SDK) from the party that supplies the BAT bus 1 806.

FIG. 18C is a block diagram of an application—server centric integration approach

for providing a synchronous integration solution. In this approach, servers 202, 1802 are

communicatively coupled through one or more Java 2 Enterprise Edition (J2EE)

connectors 1820A, 1820B, 1820C to corresponding applications 1810, 1812, 1814. J2EE

connectors, as defined by Sun Microsystems, provide a standard architecture for

connecting Java 2 systems and applications to legacy information systems. Application

1810 may be Siebel, SAP, Peoplesoft, etc., or any other external application.
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Alternatively, in FIG. 18C 3. Java Connector Architecture (JCA) construct may be

used as connectors 1820A, 1820B, 1 820C. There may be multiple instances of a

connector for each external application.

- FIG. 1 SD is a block diagram of an enterprise application integration approach that

provides synchronous integration through one or more synchronous protocols. The

servers 202, 1802 are communicatively coupled to the legacy systems through the

synchronous protocols. Examples of such synchronous protocols include HTTP, RMI,

CORBA, SOAP, etc. In the case of CORBA, a bridge 1822 may be used to convert

CORBA messages and objects to Common Object Model (COM) format. >

FIG. 1813 is a block diagram of an enterprise application integration approach that

uses event-based communication. Application server comrnunicates through event

daemon 216 to event service 146. Within or in association with event service 146,

incoming event messages are passed to a Java object to XML converter 1832, yielding an

}fl\4L representation of the information in the daemons. The SML information is

transformed using engine 1836, with input from an XSL stylesheet 1838, to yield

transportable XML information. The transportable XIVIL information is passed to

transport adapter 1840, which outputs the XML information using one or more

synchronous protocols 1842. The synchronous protocols communicate with the legacy

systems as in FIG. 18D.

In operation, in one specific embodiment, as illustrated in the top halfofFIG.

18E, the application server 202 uses JMS point—to—point mode to generate events and

communicate them to event daemon 216. When the event daemon 216 processes an

event, event service 146 instantiates a Java object and uses converter 1832 to transform

the Java object into an XML string. It then uses this XML, transformation engine 1836,

and an XSL stylesheet 1838 associated with the Java object to output the expected XML

schema for a receiving partner system. The method of transport for the XML can be

HTTP, HOP, or SMTP.

Referring now to the bottom half ofFIG. 1813, the reverse occurs when an XML

message arrives fiom a partner system. For example assume that the transport mechanism

is HTTP. A servlet is invoked and uses transformation engine 1836 and the corresponding

XSL 1838 for that XML message to convert it to an XIVIL representation that is expected

by application server 202. An XML to Java object converter 1842 is then used to ‘

instantiate a corresponding Java object for the event daemon 216. The object is

encapsulated as an event message. An event handler for that object is then invoked froms

-99-
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event handling system 1830 when the event daemon processes the event. Each XML

message must have its own obj ect representation, XSL, and event handler.

This arrangement has the advantage that XML messaging is becoming the method

ofchoice for inter—operabi1ity between business-to—business systems that exchange data.

Application—server Vendors are coming out with their own Xl\rIL—based messaging

systems for such exchanges, e.g., WebLogic’s Collaborate.

In the approaches ofFIG. 18B, FIG. 18C, the disclosed connectors generally act

as gateways for external applications to create, retrieve, update and delete application

business objects of the system through an object interface mechanism. The connectors

also receive notifications for changes to such objects through the event management

system and notification system, or by polling. The connectors also enable application

server 202 and other components of the system to retrieve and update data from external

applications. In one specific embodiment, the connectors enable objects associated With

building blocks to retrieve and update objects that are hosted in external applications or

systems.

FIG. 18F is a block diagram ofproviding another embodiment of an enterprise

application integration approach. One or more enterprise applications 1810A, 181013,

1810C are connnunicatively coupled to JMS queues 214 either directly, as in the case of

application 1810A, or indirectly through an EAI bus 1806, as in the case of applications

181013, 1810C. The direct connected application 1810A has an adaptor 1840B that can

queue objects to the JMS queues 214, for receipt by a corresponding proxy adaptor

1840A of a connector fiamework 1854. EAI bus 1806 has a similar corresponding adapter

1841B and proxy adaptor 1 841A.

Adaptor 1841B and proxy adaptor 1841A may be configured to operate with any

desired EAI bus 1806 or similar product, e.g., WebMethods, Vitria, SeeBeyond, etc.

Connector framework 1854 communicates through an API 1852 to connector

building blocks 1850, which may be included in a transportable application to give that

application the ability to communicate with enterprise applications. The API 1852 may

provide create, read, update and delete functions for business objects and transportable

application objects. Such operations are subj ected to access controls as described herein.

In one embodiment, notifications and event rules can be set on connector building blocks

1850 to enable taking actions or creating other transportable applications when the

connector building blocks change or generate events. A generic connector building block

provides an XSL translation function equivalent to XSL transformation engine 1836 of

FIG. 1 8E, and can display connector data. One or more Extensible Style Documents

-100-
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(XSDS) describe the business objects ofthe enterprise applications in a manner equivalent

to XSL l 83 8.

Thus, the integration framework as described herein provides both direct

integration and integration through an existing EAI bus. As a result, adapters can be

constructed without platform changes. Both outbound and inbound operations are

supported. The fiamework provides the ability to programmatically create transportable

applications and add pages from enterprise systems. Business objects are described in

XSD’s rather than in source code. Adapter configuration information is described in

XML. Asynchronous messages, through the .Tl\/IS queues, are used for communication

with enterprise applications or an EAI bus.

A building block can synchronously query an enterprise application adapter for all

business objects matching given criteria. The building block. can synchronously request

data for a business object from the external system if the data is not found in the cache.

Further, an enterprise application can request the system to create a transportable

application using external data. The enterprise application can send a notification that a

business object has changed, causing the system to update the cache.

An advantage ofusing this approach is that the building blocks in general will not

need to store such objects persistently since the building blocks may retrieve a copy of the

external data, at any time, through the connectors, with less impact on performance than

ifpersistent storage is used.

Connectors as disclosed herein may conform to any appropriate communication

mechanism for external business objects. For example, the protocols proposed by

BizTalk.org, RosettaNet, EBXML, etc., may be used.

In one specific implementation, connectors are implemented in one or more

programmatic classes that conform to the following API description:

Connector class. Building blocks can retrieve any external business object as an

instance of a connector business object class. The connector business object class

provides methods to produce an XNIL representation of the object, modify the object, etc.

Building blocks can use XSL stylesheets to present the business objects through generic

HTML presenters or use custom presenters. The business objects may be implemented as

cached data access objects.

Subscribe method. Registers a subscription for a business object for later use.

Receives, as parameters, a name of a business object, and one or more name/value pairs

that identify an instance of the business object. Returns a key to identify the subscribed
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object; the key, which may be persistently stored, is passed to all other methods of the

connector class.

GetBizObj ect method. Retrieves abusiness object. Receives, as parameters, a

name of a business object and a key value. Returns the requested instance of the object.

unSubscribe method. Drops a subscription to a business object. Receives a name

of the business object and the key Value.

A Connector Business Object class provides a base class for all business objects,

and defines a getXMLString method, setXMLField method, update method, and

registerNotification method. The getXMLString method returns an XML string method of

a named business object. The setX1\/ILField method sets the XML field in a business

object based on a field name and a value for the field. The update method stores all

changes made to the business object through the setXlV.ILField method.

The registerNotification method registers a rule with the event handling system. It

receives, as parameters, an array of fine-grain filters that comprise Xpath expressions, and

an action to invoke when the filters are satisfied. The rule registered with the event

handling system is created using the specified list of fine-grain filters and the type of

event message that is generated by the connector system when the business object

changes.

1.9 Security Processes; Access Control

In one embodiment, a security framework is provided having a plurality of

security services and interface definitions. The security framework enables an end user to

configure and define security features to use when authenticating users and authorizing

them to access data. Thus, in this context, security and access control refer both to

authenticating users for access to the system as a whole, as Well as Verifying that a

particular authenticated user is authorized to retrieve or modify specific data in the

database.

The security framework also enables one user to develop transportable

applications with another party and have some of the data to be shared amongst the users

associated with that party. The security fiamework comprises a plurality of interfaces,

each ofwhich providing a contractual set of features and responsibilities to the consumers

of the interface.

In one embodiment, the security framework is implemented using access control

service 136 and security service 120. Access control processes applicable to the

embodiments described herein are described in co-pending application Ser. No.
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09/861,008, filed May 17, 2001, the entire contents ofwhich are hereby incorporated by

reference as if fully disclosed herein.

A GateKeeper interface provides a data consumer with the ability to retrieve and

configure information that defines relationships among security domains. This interface

provides information about the hosting domain and other domains that have a trusted

relationship with this domain. Also, specific users can be managed through this interface

so that only specific individuals Within an organization have access to data within a

hosting organization. i

A PortalGate interface provides a consumer with the ability to authenticate a user

using a username and password, SSL, PKI, etc. Further, the interface provides the

consumer with the ability to query whether a user is still valid, for example, by checking

to see if a user is still valid and has not been revoked. The interface also enables another

program element to query whether a user has access to a specific data object or object

instance.

An Access Control (AssetGuardian) management interface defines one or more

contracts between a consumer and an entitlements database. An entitlements database

stores information about users and what they have access to. In one embodiment, the

entitlements database is maintained separate from database 208 of FIG. 2A, to improve

security of the entitlements database.

A Security Provider interface provides components to control end-to-end security.

In one embodiment, a PKI enabler interface and an authorization interface each has an

implementation that can be defined by configuration Where each implementation

represents a way to access a PKI or an authorization scheme. Each ofthese

implementations can be loaded simultaneously so that one or more schemes can be used

at the same time.

Programmatic classes Within the security framework are configured to provide

security against intrusion. For example, the classes are typed as final to prevent a hacker

fiom providing implementations to an abstract class or extend and override a non—final

class with dangerous or risky code. Therefore, the security fiamework has its own

interfaces and extends other trusted interfaces in packages that are trusted, e.g., the

javasecurity package available from Sun Microsystems.

The data that the framework manages is composed ofhierarchies of assets. Assets

are defined as objects that exist in a department or an enterprise that need to be protected.

For example, assets include transportable applications, pages, building blocks, and objects

that encapsulate field data values for any ofthe foregoing. Each asset in a hierarchy can

-103-
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have permission assigned to it on behalf of a user. The mechanism by which an asset has

a user and permission composed for it is termed a security label. Since each asset in a

hierarchy can have its own label and levels of access can be applied across a hierarchy,

the labels are termed rnulti-level. Therefore, the security framework is a multi-level

security label system.

Contracts within the Security Framework may be defined using the Interface

Definition Language (lDL). IDL enables a framework to expose its interfaces and

contract data as well as error handling capabilities. In one embodiment, types of IDL

syntax that are used in the framework include IDL Exceptions, Structs, and Interfaces.

IDL Exceptions are defined so that generated Java source, or any other language that has

an lDL binding, will have error handling capabilities defined at the package level. IDL

structures are compiled into Java objects, which are typed as final. The security

fiamework composes the contract objects in its model package. The framework model

package defines the objects that are used in communications or invocation of interfaces’

methods. IDL Interfaces contain the methods that can be invoked as Well as the error-

handling signature, which completely defines the contract of the interface.

One important benefit to using IDL is that most application and transaction

servers use IDL as a Way to initially introduce interfaces and implementations into the

container. Another benefit is that the lDL to Java conversion process produces client and

server side stubs and skeletons so that an end to end implementation is more easily

created.

The Gatekeeper Interface contract states that of the security configuration for a

given security domain, which is determined at the organizational level, all parameters that

allow security integration across multiple domains can be retrieved. The interface, for

example, supports the retrieval of the CrossDomainList, which is a list ofX500

distinguished names (“DNS”) representing external organizations that have a trusted

relationship with this domain. Additionally, CrossDomainDN is a list interface list of all

the users (by the DN) who have trusted access to this domain. If this list is null then

normal authentication mechanisms are used to determine if a user has access to this

domain. Ifit is not then the intention of this managed list is to provide the users who can

access this domain. When the user DN is determined then it can be cross-referenced to the

list. Ifthe user DN is not present then the user’s authentication must fail vvlietlier they can

authenticate properly or not. A commercial example ofan authentication system that may

be used is WebLogic.
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An important contract of this interface is the management of the domain and

Whether it is a secure domain or not. The getMode() method informs the consumer of the

method if the domain represented by the interface is secure or not. In fact the value

returned is not a Boolean but a string, which contains definite values of“Secure”, “Not

Secure”, and options text for any granularity in between. In this way a security

administrator can define as many security levels as they require.

The PortalGate Interface provides the system with a trusted path. Vi/‘hen a user

authenticates to the security fiamework, by one of a variety ofmechanisms, a session is

established specifically for that user. Because IDL has been used to define the contract of

the interface the session trusted path can be managed in an ORB, Application server, or

transaction server container. Invoking a method in this interface checks operation that are

attempted after the user authenticates.

In one embodiment, four types of authentication mechanisms are provided. PKI

verification provides the framework with the ability to participate in a single sign on

arrangement with a PKI environment. To invoke such verification, an object or method

passes the name of the user, a digitally signed version of their name, and the symbol

PKI_VEREICATION as parameter values. SSL—only verification is like weak

verification, discussed below, in that the user name and password are passed as

parameters. It simply informs the fiamework that an SSL connection is being used to send

information to and from the interface. Certificate—based SSL verification is like PKI

verification in that the name of the user is passed in one parameter and their SSL

certificate is passed in another parameter. The certificate is then validated with the CA of

the SSL certificate (either Verisign, Cylinlc, or Entrust). Weak verification passes a name

and password as parameters and provides relatively low security.

Each data parameter is provided as a mutable type, e.g., a byte array, so that the

data within it can be deleted once it is used. A checkVerification() method returns true if

the user is still authenticated and has not been revoked from the environment. A first

checl<Guard() method checks to see if the user has access to a specific asset (either at the

type level or the instance level) given a specific permission. A second checkGuard() is

the same as the first except that the variable parameter allows the framework to accept

extra data to further scrutinize the access check. For example, an application component

may want to verify that a user not only has read permission to sales data but that they only

have access to the Northeast sales region and not any other. In this case the application

component can pass a value that is effectively a SQL Where clause or an XML document
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which describes the SQL Where clause. A getName() method returns the authenticated

users DN. This can be used for further checking or for personalization purposes.

For purposes of facilitating use of the AssetGuardian interface, all assets Within

the framework are contained Within an organizational hierarchy. The framework

composes and manages organization objects as X.500 organization obj ects. Within‘ the

organizational definitions there are users, roles, permissions, security labels, and security

preferences. The entire fiamework also has an audit trail, which is not bound, at an

organizational level.

Based upon organizational hierarchy roles, permissions, resultant security labels,

preferences, and assets exist at nodes within the tree. Assets themselves are hierarchical

structures in that they can represent complex types (such as containers, databases,

database tables, etc.). Each asset can have its own security label and each label can be

assigned a level. The security framework provides a LabelComparator interface and

implementation that provides for the interpretation of the level of a security label as it is a

applied to one or more assets.

The security provider interface allows the framework to dynamically load an

implementation that supports a Public Key Infrastructure vendor. PKI vendors support

encryption, decryption, digital signature, and signature Verification. They also provide

key management, certificate issuance and management, as Well as user authentication for

single sign on.

The interface supports S/MEVIE and non-S/IVIIME security operations as well as

the management of security recipients. Recipients in a security context are those persons

who have a public X509 encryption certificate and can have data of any sort encrypted

specifically for them. Operational the interface and its implementation manage a stack of

recipients, which is pushed before an operation occurs. When recipients are defined they

can have data encrypted for them. In the case of a signing operation the user who has a

connection to the PKI and managed through the connect method in this interface has their

private signing certificate used.

To apply access controls to transportable applications, in one specific

embodiment, the following processes are used. A transportable application is created as

otherwise described in this document. The transportable application is defined as an asset

having an asset identifier that is obtained by calling a method of the javasecurity

package. One or more access control definitions (or “labels”) are created by the author

using the "rnakeAccessControlLabelModel()” method of the javasecurity package. Each

access control definition identifies read, write, and update permissions. Each recipient has

-106-



   

              

            

            

 

               

                

            

             

    

           

               

             

            

            

            

           

             

              

            

               

               

             

   

            

             

              

               

                

              

               

             

                

               

              

Page 473 of 894

VVO 02/21413 PCT/US01/42041

his or her own access control definition that defines one or more limited permissions.

Thus, the intersection of the transportable application access control definition and the

recipient access control definition indicates whether a particular recipient can access an

application.

At the time a recipient attempts to open or read a transportable application that is

secured, the recipient is first prompted to log in to the system. The access control labels

are checked to identify the recipient’s individualized permissions. In one embodiment, a

checl<Asset method of the Asset Guardian interface is used. Access is denied when

permission is not allowed.

Access controls specifically applicable to database access are now described. In

general, in one embodiment, access to database 208 is restricted and is based on the role-

based permissions provided by the security framework for different object types. A Java

class encapsulates information needed to carry out an access control request or

Verification, including session identifier, user name, action type, and object type. This

information is used when calling an authentication API of the security framework.

Further, classes and methods responsible for access to containers and folders,

database queries or row selections, inserts, updates, and deletions are configured to carry

out access control verification on the objects that are the subject of such operations,

before carrying out such operations. Carrying out access control verification refers to

calling a method of the security fiamework that can determine whether a particular user is

authorized to access a particular named object or asset. Each such class and method is

provided with methods that can check for access authorization and generate exceptions if

access is denied.

In conjunction with access control each asset can have encryption and digital

signature attributes applied so that transactions based against the asset can be encrypted

and or digitally signed. For example, when a user is interacting with a transportable

application, each time that a client 120 generates a network request that includes data for

a field of a building block, the client can digitally sign the request. Upon receiving the

request, application server 202 can Verify the signature before the request is processed. In

one embodiment, each HTTP request that is generated by a client and that includes field»

data relating to a transportable application, page or building block is digitally signed.

Each HTTP request that is received at an application server 202 is checked to determine if

the request contains a digital signature. If so, the digital signature is extracted from the

request and verified. Ifverification is successfiil, the request is redirected to a service
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routine, i.e., processed normally by the application server. In one alternative, information

collected in the extraction process may be logged or stored in an audit trail.

Extracting digital signatures from an HTTP request stream may be implemented

using software systems that are commercially available from PrivateVVire. Verifying

digital signatures that have been extracted may be implemented using software systems

that are commercially available from Entrust, Inc.

Access controls may be modified as a result of events that are processed using the

event handling system described herein. For example, an action associated with an event

may be to modify an access control of a transportable application to become either

‘broader or stricter in some way, or to enable a new recipient to have access to the

transportable application.

In one embodiment, instance-scoped role—based access control is provided for

transportable application. Such control is “instance—scoped” because access controls are

determined and can be defined uniquely for each user for each instance of a transportable

application. Such a mechanism provides much more detailed access control, as compared

to class—scoped access control using J2EE mechanisms, which provides only method-

level checking per user per transportable application class. In one embodiment, when a

transportable application is authored, or after the transportable application becomes

active, an author can add, modify or delete users from access controls specified for the

transportable application and pages within the transportable application.

Access to JSPS and servlets in the system is controlled through membership of

users in roles. Roles may be “page—scoped,” that is, defined at the page level within

transportable application. Thus, access to instances of assets such as building blocks and

associated rule descriptors are determined based on the role that a user is assigned to for

the page instance on which the building block and rule descriptor instances are created.

In another embodiment, directory auto-registration is provided. Vvhen the system

has been configured with knowledge of the existence and location of a directory server, a

user may log in to the system using a user name, password or other credentials that are

stored in the directory server. After locating such credentials in the directory server at the

time of the user’s first 10gin, the system automatically registers those credentials in

database 208. Thereafter, the user can log in to the system without reference to the

directory server. In another feature, bulk user registration may be carried out by an

administrator, by loading a formatted file that contains the user information. Self-

registration is also facilitated.

1.9.1 Cluster-Specific Encryption and Request Routing
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In one embodiment, all message identifiers that are sent fiom the system to a

client are encrypted. In another embodiment, the encryption process associates each

message identifier with a processor cluster or database cluster that is responsible for

processing the message. Using such a process, a message identifier in a URL that is

meant for one cluster cannot be processed by another cluster. This is beneficial in the

event that a malicious user redirects the URL toward another cluster, e.g., by changing the

URL to point to the new cluster and keeping the same arguments, and the URL and the

message it carries are decrypted at the destination. In one encryption approach, a database

identifier or cluster identifier is embedded in the message in order to provide more

security. ,

In one past approach, the format for a message ID is <prefix>_<encrypted

message id>, where “prefix” is a number that determines the seed for the TWoFish

encryption algorithm. In one sub—approach, the seed Value may be hard—coded in program

source code for the functions that carry out the encryption process. A disadvantage of this

approach is that such code is installed on all client installations, so that all clients use the

same seed, or each new client installation will need a new software release. Moreover, a

message destined for one client could be redirected to another client’s cluster, and

because the system decrypts all messages that are received by the cluster a security

vulnerability exists. In this context, a “client installation” refers to a particular instance of

system 200 that is licensed to or used by an enterprise, organization or similar entity.

Therefore, in another approach, different seeds are used for encryption for

different client installations, and each incoming message is checked to see if it is meant

for the cluster. Ifnot, it is discarded. Each client is assigned a database ID, which is

unique. A global identifier replaces the message ID.

Further, in an improved approach, each client uses a different seed that is

determined by the database ID of the cluster and is derived fiom a base seed by addition

of the database ID to the base seed. Since the seed consists of 16 bytes, along time

interval must elapse before any two clients can get the same seed.

The prefix in the message contains the database ID. The database ID is also

present in the encrypted message ID in encrypted form. Thus, if a malicious user attempts

to change the database ID to another cluster in the hope that it would be a valid URL, it is

A most unlikely that the decrypted message will resolve to a valid global identifier. Even if

it does, the database ID component is highly unlikely to match the prefix, and therefore

the system would discard the message if the two do not match.
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In this approach, all incoming messages pass through a sanity check mechanism

wherein the system initially compares the prefix of the message with the database ID of

the originating client installation. lfthey do not match the message is discarded. lfthey

match, the message identifier is decrypted. The message identifier is a global identifier,

and since the global identifier contains the database identifier, the database identifier is

compared to the prefix and if they do not match, the message is discarded.

In another feature of this approach, to accommodate changes in the encryption

algorithm or methodology itself, a version Value is associated with each specific

encryption methodology. Each client may use its own encryption algorithm, and the

encryption version value is part of the prefix. In one embodiment, the format for the new

prefix is EV:DBId, where “EV” designates the encryption Version and “DBlD” is the

database identifier Value. The prefix may be transformed, e.g., by bit shifting, so that the

component values BV and DBID are not easily visible.

1.9.2 Sharing Transportable Application Data Among Multiple Sites

In one embodiment, the system described herein is a distributed system in which

multiple particular installations of the system can share transportable applications and

associated data. For example, different companies could each set up the system and

collaborate by sharing transportable applications and associated data.

In general, transportable application data is replicated at each of the participating

sites or installations, enabling the user to receive a consolidated View of interaction with

all sites. A user logs in to a portal home page and receives a View of all transportable

applications directed to that user, from any originating system. Each transportable

application is authored and updated only at one site. All portal operations are performed

on the home site of the user. Portal operations include viewing group lists, group archives,

and folder; and performing administrative functions such as assigning transportable

applications to folders. Operations other than portal operations are performed on the

home site of the respective object. Users can author transportable applications at any site.

Trust relationships are established among sites that participate in replication, using

elements of the security framework described herein. Each user is designated to have a

home site and all users are denoted as local or remote for a particular site. Data for a

particular user is always replicated at the home site, enabling the user to obtain a

consolidated, global View of all activity at the home site at all times. Accordingly, a user

may log in once to a home site and need not log in multiple times to different sites or

clusters.
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In operation, a user logs in to the system. The user is transparently redirected to an

application server 202 at a site that has home information about the user. At the home site,

the user is presented with a personalized portal view appropriate for the user. The

Personal Messages page and Group Archive pages present a list of all transportable

applications involving the user, including those that are remotely located.

When a link of a particular transportable application is selected, the user is re-

directed to the appropriate site, and information from that site is displayed in a new

window. Authentication to the new site is carried out by passing a digital certificate with

the user ’s security credentials to the new site, using the security framework, so that

multiple logins are not required. lfthe selected transportable application is remotely

located, the user can view and respond to it. The remote site recognizes that the user is a

remote user and configures links for buttons in the user interface to reference the user

home site. For example, the New Message link identifies a URL in the home site rather

than the remote site.

A user may also author a new transportable application based on a template that is

owned by a remotely located group. When such a template is selected, a new window is

opened from the remote site and the user is re—directed to the remote home location of the

group that owns the template. The new transportable application is authored at the remote

site, i.e., its data is stored at a database of the remote site.

All folders of the user and all administrative tasks relating to the folders are

carried out at the user ’s home site server.

Redirection, for the foregoing processes, is achieved by determining a URL of the

remote site to which redirection is occurring. Accordingly, all sites that are cooperating as

described above provide access to one another through a private TCP port in their

firewalls, or through a security mechanism of the security framework.

The replicated data includes certain metadata about all transportable applications

and groups that relate to the user. For example, for transportable applications that involve

a user and are remotely stored, a local or home site receives metadata including subject,

status, author name, updated timestamps, timestamp for the last time the user read the

transportable application, message attributes, etc., Such information is retrieved fiom

rows in a transportable application table of a database ofthe remote site. Metadata about

groups is also replicated, including group hierarchy and membership data, group folders

and content data, etc.

In one embodiment, objects that are replicated across sites, or across clusters of

servers at a co—located location that implement different sites, implement a Replicatable
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T interface. A replication manager receives a Replicatable interface as an argument and

transports it to one or more sites that need the object. The Replicatable interface includes

an export data method, apply data method, and methods to retrieve header information for

messages to be sent. The export data method outputs an array ofreplication data objects,

each corresponding to a single destination site. Each replication data object serves as a

container for the transport of objects across sites and encapsulates state and type

information.

The export data method is used at the home or master site of a replication event to

export a Version of the state of an object for reconstruction on a remote site. The apply

data method is used by an empty Replicatable object to import a state fiom the input

object. This allows a Replicatahle obj ect to be reconstructed on a remote site of a

replication transaction with the state tailored to that remote site. A replication status

object may be used to provide acknowledgment ofreplication messages. Replication is

carried out as data is updated. Sites communicate using XML messages that are sent over

HTTPS.

1.10 System Administration Processes

System administration processes may include a reporting function that presents

infonnation that analyzes interaction of recipients with transportable applications. Such

statistical data may be retrieved by or available to a server administrator, authors of

transportable applications, etc.

1.11 Using Transportable Applications in Business Processes and Workflow

In an embodiment, one or more transportable applications may be used to carry

out complex business processes and workflows. In one specific embodiment, a process

template designer mechanism enables a business process expert to create and publish

templates of a process framework. A template for a process framework can include a

general process description, process—specific fields (e.g., process status), templates of

component tasks for transportable applications, a Process Style comprising an association

of fonts, colors, images, layout, text that are applied to all building blocks and tasks of

transportable applications that make up the process; required, preordered starter-tasks,

and process-specific properties (e.g., notifications, access controls). The process template

serves as a guide for an author’s later design of a specific instance of a process. On—the—

ily editing of templates and authoring of a process transportable application can also be

initiated from Within the template designer mechanism.
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In one approach for implementation of the foregoing, a process designer uses a

Process Composer software tool to create a process template. Thereafter, the process

template may be retrieved and used during the authoring process to construct a process

transportable application and send it out to a list of recipients.

The process composer enables a user to identify, select, and include tasks in a

template for a process that has one or more transportable applications. Some such tasks

may be designated as starter tasks. A starter task is included when an author begins to

compose a process transportable application. A starter task may or may not be deemed

required by the process template creator. A template also may include one or more

“addable” tasks. An addable task is one that can be added to the process transportable

application after it has been sent to recipients.

T In one embodiment, a process template comprises a Java class that stores

information about a process. The process template class determines the types of tasks that

can be entered after a transportable application is sent, and also provides appropriate

process creation information at the time that an author creates a transportable application

based on the template.

The template class stores information identifying the types of tasks that are

allowed and which tasks are starter tasks. For starter tasks, the template class stores

Whether or not each task is a required task. Additionally, some meta information about the

overall process is stored, e.g., a process name, process description, and process style. In

one specific embodiment, a process template class has the following member variables

and corresponding accessor methods:

private String name;

private ObjectID authorID;

private String description;

private Vector styleIDs;

private boolean updatestyle;

private ObjectID templateID;

private Vector introFields; // vector of IntroFie1d

objects

private Vector requirecl'I'asks; // vector of ProcessTaSk

objects

private vector a1lowed‘I‘asks; // vector of ProcessTask

objects
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The process template class may also have the following methods:

public Void ProcessTemplate()

public void store (DBTrans transaction)

public void remove {DBTrans transaction)

public static void remove (DBTrans transaction, ObjectID

templateID)

public static ProcessTemp1ate getTemplate(ObjectID

templateID)

The ProcessTemplate class may have an empty constructor such that a Process

Servlet that creates the ProcessTemplate class is responsible to set the fields

appropriately. For example, the servlet parses the HTTP Request and sets the Values on

the ProcessTemplate object.

The store() method takes in a transaction value, which can be null, and writes the

object to the database. The method calls another method in a helper class to transform the

member variables into XML format. The remove() method deletes the ProcessTemplate

fiom the database. The transaction value can be null, in Which case it constructs its own

transaction and executes it. The static method removes the given template from the

database. The getTemplate() method retrieves the ProcessTemplate with the given

template identifier and passes it back to the calling method. It uses a helper class to

construct the ProcessTemplate object from the XML information in the database.

An IntroField class represents, at an abstract level, any additional introduction

field information the author wishes to provide, and the default Value for this field and

what kind ofgraphical user interface widget is used to display the field, e.g., drop—down,

radio button, text area. It has the following member Variables:

private String name;

private String defaultvalue;

private String inputType; //html type of input e.g.

text, textarea, etc.; use constants

private Vector sizelnfo; // vector of sizes we want for

the html components like width

private String options = “”; //additional options
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private Vector choices; // String Vector of choices for

drop down

private int position; //position on authoring page

A ProcessTask class represents a task from the process point of View and includes

a task ID Value and information about the task, eg., whether it is a starter task or an

allowed task. The ProcessTask object contains the following member variables and

appropriate accessor methods:

private ObjectID taskID;

private int position;

private String name; //

private boolean isstarter = false;

private boolean isRequired = false;

A ProcessXl\rILU1:i1s helper class aids in the Writing and retrieval of the process

XML to and from the database. It will implement an interface so that it can be passed

into the XML parser to provide the appropriate call back routines. Further, the helper

class includes the methods getXmlString and ProcessTemp1ate:

public static String getxmlstring (ProcessTemplate)

public static ProcessTemplate getProcessTemplate(String

xmlstring)

The getXn1lString method receives a P1-ocessTernplate object and returns an XML

representation of it, including all its member Variables. The ProcessTempIate method

receives a string ofXML text and returns a ProcessTemplate object.

In one specific embodiment, each process template is stored in database 208 in a

Process Template table that contains the following columns:

Name Null? Type

Templateflb Not Null V Number (19)

AuthorID Not Null Z Number(l 9)

Position Not Null 5 Number (3)

DCBJI, liotliufl \LAI{CEIAd2(1024)

DateCreated Not Null Date

Datelvlodified ’ Not Null Date
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Database 208 also comprises a table that associates styles and tasks with the

template so that the system can update them if any changes occur in the task templage or

the style. This table can be used by any object that requires a parent to child relationship,

and needs to update an object that is using it. In one specific embodiment, the style

association table comprises the following columns:

ParentlLD Number (19)

ParentType Number(4)

ChildID Number (19)

ChildType Number(4)

Creating a Process Template involves selecting one or more tasks that can be

used, certain attribute Values for the tasks, and related process information that applies to

all processes, such as the name and description of the process. In one specific

embodiment, a servlet (“ProcessTemplateServlet”) is used to save a process template to

database 208. The Process Template Servlet has action parameters such as save, open,

add, etc. Each action type will have a corresponding method to perform the appropriate

action. A form submitted to the servlet includes parameter values that can be used to

construct a process template object. In general, the servlet extracts parameters from the

HTTP request that submits the form to the servlet, and constructs a process template

object from them that can be written to the database 208.

The servlet then forwards a template creation request to a process template

designer server page. In an embodiment, a Java Server Page (JSP) is used. The process

template designer ISP iterates over the parameters from the form and displays them

correctly on the page. The JSP also implements the submissions to the

ProcessTemplateServ1et to move up, move down, delete, insert tasks, and carry out any

other defined operations.

The introductory fields may include various types of inputs and ordering. The

XML syntax can be extended to incorporate other information, e.g. specifying a

maximum number ofchoices for checkboxes.

Process templates may include rules that control, for example, issuance of

notifications in responses to changes to tasks in the process. In one approach, the rules are

represented as a vector of objects that are stored in association with the ProcessTemp1ate

object. Additionally, task level rules can be added to a task using the process composer,
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which stores the task-level rules as a vector of objects stored in association with a

ProcessTask object.

2.0 l\/[ULTIPLE—PART ELECTRONIC MESSAGES

In general, in one aspect, the present invention is directed to multiple—part

electronic messages. Each multiple-part electronic message comprises a plurality ofparts

that are associated as part of a single message. In one embodiment, a multiple—part

electronic message is distributed, viewed and updated as part of a group collaboration

application system. In this embodiment, one or more multiple-part electronic messages

may be configured to implement business processes such as information review,

planning, forecasting, etc. In another embodiment, multiple-part electronic messages are

transported as part of a client—server electronic communication system. For example, the

multiple—pa1t messages may be created using an e—mail client and communicated using an

e—mail transport server or related infrastructure. Thus, embodiments do not require

proprietary equipment or special modifications for transport within an existing or

“legacy” communication system.

Embodiments are not limited to e—mail as a communication media. The multiple~

part messages may be communicated using other data communication mechanisms such

as HTTP. Embodirnents also are not limited to display at conventional e—mail clients.

Multiple—part messages may be displayed using a personal digital assistant, Wireless

communication device, Internet appliance, etc.

FIG. 21A is a diagram of a first embodiment of a graphical user interface display

of a multiple—page electronic message.

According to this embodiment, a user interface display window 2100 is generated

by an e-mail processing application. The user interface display window 2100 includes a

toolbar 2101, a message header display pane 2102, and a message body display pane

2104. Toolbar 2101 displays one or more buttons, links or other user interface widgets for

selecting commands, options or tools of the e-mail processing application. Conventional

commands such as File, Edit, View, Insert, Format, Tools, Actions, and Help may be

provided for carrying out operations with respect to a message that is displayed in

Window 2100.

Toolbar 2101 also may include one or more buttons, links, or other user interface

widgets for taking messaging actions with respect to the displayed message. For example,

Toolbar 2101 may provide Reply, Reply To All, and Forward options. Selecting the

Reply option instructs the e-mail processing application to generate a new message in
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reply to the currently displayed message, directed only to the sender of the message.

Selecting the Reply To All option instructs the e—mail processing application to generate a

new message in reply to the currently displayed message, directed to the sender of the

message and all recipients of the message. Selecting the Forward option instructs the e-

mail processing application to generate a new message that is directed to a new recipient

and that includes a copy of the currently displayed message. In other embodiments

described herein, new messages are not generated, and reply content or forwarded content

is consolidated in the original message.

The message header display pane 2102 displays message header information. For

example, the message header display pane 2102 may display the name of the sender of

the message, the names of recipients, the subject of the message, the date that the message

was sent, etc.

Message body display pane 2104 comprises one or more message pages 2106,

2112, 2114, 2116, etc. In FIG. 21A, for purposes ofillustrating a simple example, four

message pages 2106, 21 12, 2114, 2116 are shown. However, in other embodiments, a

message may comprise any number ofmessage pages and message body display pane

2104 may include any number ofmessage pages.

Each message page comprises a page navigation region and a page body. For

example, a first message page 2106 comprises a page navigation region 2108 and a page

body 2110.

In one embodiment, each page navigation region is graphically displayed such that

the page navigation region is a contiguous part and integral with its associated page body.

Further, each page navigation region is graphically displayed such that every page

navigation region is selectable, using a graphical cursor that is movable using pointing

device such as a mouse, Whenever any particular page body is displayed.

For example, in the embodiment ofFIG. 21A, message pages 2106, 2112, 21 14,

21 16 are displayed as simulated overlays wherein the first message page 2106 appears to

be on top of a stack ofmessage pages. Although message page 2106 is the top message

page, the page navigation regions of all other message pages 2106, 2112, 2114, 21 16 are

Visible adjacent to message page 2106 and are selectable at any time during which

message page 2106 is displayed.

When a particular page navigation region is selected, the message page associated

with the selected page navigation region becomes fully visible. For example, if the

Bookings Pie Chart message page 2114 is selected, it becomes fully Visible and appears

to be the top page in a stack ofpages. The message body 21 10 ofmessage page 2106

-118-
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becomes hidden, although its page navigation region 2108 remains visible. Processing

operations to carry out such functions may be executed by a server that is

communicatively coupled with a client that is displaying the message window 2100,

according to processes that are described further herein.

Each page navigation region may carry a label that identifies the contents of the

message page that is associated with the page navigation region. For example, in FIG.

21A, the message displayed in window 2100 generally relates to a First Quarter Financial

Summary. A first message page 2106 presents Profit & Loss information, as indicated by

a “Profit & Loss” label in the page navigation region 2108 of the first message page. A

second message page is labeled “Balance Sheet,” and other message pages may have any

other desired labels. Such labels may comprise text, numeric values, graphic images,

icons, hyperlinks, or any other indicator element or other information.

The page navigation regions may be color-coded, for example, according to a

topical key, an order ofpriority, and industry—standard color arrangement, etc.

For purposes of illustrating an example, in FIG. 21A, the page navigation regions

are shown as arranged along a top edge of a message page. However, the page navigation

regions may be arranged along a bottom edge, left edge, right edge, or other side edge.

If a message has a plurality ofmessage pages, and message display window 2100

has insufficient space to display all the message navigation regions associated with the

message pages in a row, then the message body pane 2104 may comprise an indicator that

additional message pages and navigation regions are available for display and selection.

For example, message body pane 2104 can display an arrow, dot, or other icon adjacent to

the right—rnost message navigation region. Selection of the arrow, dot, or other icon

causes a server or other element to generate message body pane 2104 such that one or

more of the other message navigation regions are displayed, and such that previously

visible message navigation regions scroll or slide to the side, up or down to make room

for the newly displayed message navigation regions.

Using this configuration, an e-mail message is displayed in a structured fashion.

Its content may be organized so that one set ofrelated information is collected in a

particular page, and another set of related information is collected in another page.

Specific information is accessible simply by selecting a navigation region that

corresponds to the specific information. Extensive scrolling or searching for such specific

information becomes unnecessary.

FIG. 21B is a diagram ofa second embodiment of a graphical user interface

display of a multiple-page electronic message.
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In the embodiment ofFIG. 21B, message Window 2100 further includes a static

content pane 2105 that may display text notes, graphic images, banner advertisements, or

any other desired static content. In one embodiment, data for static content pane 2105 is

obtained fiom the static content region of electronic media that associated with a group

collaboration application.

FIG. 22A is a diagram of a third embodiment of a graphical user interface display

of a multiple—page electronic message.

A message display Window 2200 is provided in the embodiment ofFIG. 22A. As

in FIG. 21A and FIG. 21B, message display window 2200 may include a toolbar 2201, a

message header pane 2202, and a message body display pane 2204.

Optionally, in certain embodiments the message display window 2200 also

comprises a message toolbar 2207 that provides command options for generating and

Working with messages that are displayed in the message body display pane 2204. For

example, in one specific embodiment, message toolbar 2207 provides New, Forward,

Note to Author, Note to All, View Recipients, Edit, and Notifications command options.

Message toolbar 2207 may be implemented separate from toolbar 2201 in

embodiments that interoperate with unmodified e—mail processing applications. For

example, in an embodiment that interoperates with Microsoft Outlook as an e—mail

processing application, the toolbar 2201 is generated by Microsoft Outlook and controls

its functions, whereas message toolbar 2207 is generated as part of a displayed message

by a separate server. This arrangement enables use of the electronic media, group

collaboration applications, and multi—page electronic messages disclosed herein Without

modification of the e—mail processing application. Alternatively, the electronic media,

group collaboration applications, and multi-page electronic messages may be integral to

the email processing application, and the functions of toolbars 2201, 2207 maybe

combined in a single toolbar.

Operation of functions of toolbar 2207 are described further herein in connection

with a description of a server structure that may be used to implement the processes

described herein.

Selecting the New function from message toolbar 2207 is a request to generate a

new message that may contain one or more message pages. Selecting the Forward

function is a request to forward the currently displayed message, including all message

pages, to a new recipient. Selecting the Note to Author function is a request to create a

static note that is Visible only to the author of the currently displayed message when that
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author displays or re—displays the message. An example of such a note is action request

2284 ofFlG. 22C.

Message window 2200 ofFIG. 22A further includes one or more message pages

2206, 2214, 2216. Each message page has an associated message navigation region and a

message page body. For example, message page 2206 includes a navigation region 2208

and a page body 2210. In the embodiment ofFIG. 22A, each navigation region extends

laterally from its associated page body, such as to the left of the page body. Alternatively,

the navigation regions may extend to the right of the message body. Each navigation

region is arranged so that it is continuously visible whenever a particular page body is

displayed.

The page body may contain any desired text or graphics, or a combination thereof.

In the example of FIG. 22A, page body 2210 includes a page title 2220 and a text block

2222. Additionally or alternatively, there may be other text, graphics, icons, images,

hyperlinks to other resources, etc.

Page body 2210 may also comprise one or more dynamic content regions that

display dynamic content and are supported by one or more active application elements

that are executed by a supporting server. In one specific embodiment, page body 2210

comprises one or more application building blocks that have been selected from an

application starter set or library. Each building block comprises a pre-defined, self-

contained module of executable program instructions that can be linked together with

other building blocks to form a complete executable application.

Typically, each building block performs a discrete function, such as group

discussion; polling; interactive Web pages; file sharing; inline document viewing; table

generation; rating generation; surveys; approval lists; schedules; images; image galleries;

invitations; information fields; connections to external systems and applications; and

others. When a page containing a building block is selected using its navigation region, a

supporting server re—displays an image corresponding to the application with graphical

elements relating to the selected building block. Such graphical elements may include

headers, text, graphic images, radio buttons or other user input Widgets, as appropriate for

the function to which the building block relates.

FIG. 22B is a diagram of a fourth embodiment of a graphical user interface

display of a multip1e~page electronic message that includes a dynamic content region.

As in FIG. 22A, the embodiment ofFIG. 2213 includes a message display window

2200, toolbar 2201, a message header pane 2202, a message body display pane 2204, a ,

message toolbar 2207 that provides command options, and one or more message pages

-121-
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2206, 2214, 2216 each having an associated message navigation region and a message

page body. Message display Window 2200 also comprises a dynamic content region 2210

that contains dynamic information.

In the example of FIG. 22B, the dynamic content region 2210 is based on a

comment building block that facilitates gathering comments from a plurality ofmembers

of the group. As members of the group receive the message shown in message display

window 2200, each member may select dynamic content region 2210 and enter one or

more comments. The entered comments are stored in a database of a supporting server.

Whenever any other group member or other recipient receives the message, opens it, and

views message page 2206, the server obtains a then—current copy of the dynamic content,

such as all comments entered to date, and displays it as part of dynamic content region

22 1 0.

Dynamic content region 2210 operates as a discrete window within message page

2210. If the content associated with the dynamic content region 2210 overflows the

dynamic content region 2210 when it is displayed, a user may select a navigation tool

2212 to View additional content.

Likewise, ifnot all the content associated with a particular message page will fit

in the message page when it is displayed, the message page may include an indication that

other content can be obtained. For example, in FIG. 22B, message page 2206 has a

downwardly extending navigation region 2214 that displays a navigation tool 2216. By

selecting appropriate icons Within the navigation tool 2216, a user can instruct a

supporting server to retrieve and display different parts or additional parts of a message

page.

In one embodiment, if a message has a plurality ofmessage pages, additional page

navigation regions are displayed generally in a column arranged on the left edge or right

edge of the message display pane. In embodiments in which the elements in the message

display window are rendered based on source code in HTML, the message display

window has potentially infinite length. In these embodiments, the message display

window may include any number ofpage navigation regions. Ifnot all the message

navigation regions are viewable in on a screen display, the user can scroll the screen

display to View further page navigation regions.

Alternatively, to remove the need for scrolling, there may be a pre—defined

maximum number ofpages that appear in a message display Window at any one time.

1’;
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FIG. 22C is a diagram of a further embodiment of a graphical user interface

display of a multiple-page electronic message that includes an indicator of additional

pages.

As‘ in FIG. 22A, the embodiment ofFIG. 22B includes a message display Window

2200, toolbar 2201, a message header pane 2202, a message body display pane 2204, a

message toolbar 2207 that provides command options, and one or more message pages

2206, 2214, 2216 each having an associated message navigation region and a message

page body. Message display window 2200 also comprises a “more pages” navigation

region 2250, which is present when a message has a plurality ofmessage pages, and

message display Window 2100 has insufficient space to display all the message navigation

regions associated with the message pages in a row.

Selection of the “more pages” navigation region 2250 causes the server or other

element to re—generate message body pane 2104 such that one or more of the other

message navigation regions are displayed, and such that previously visible message

navigation regions scroll or slide to the side, up or down to make room for the newly

displayed message navigation regions. Such re—generation may result in removing the

“more pages” navigation region 2250 from the display.

The “more pages” navigation region 2250 may comprise an indicator that

additional message pages and navigation regions are available for display and selection.

For example, the region can display an arrow, dot, or other icon adj acent to the right—most

message navigation region.

FIG. 22D is a diagram of a further embodiment of a graphical user interface

display of a multiple—page electronic message.

The embodiment ofFIG. 22D includes a message display Window 2200, toolbar

2201, a message header pane 2202, a message body display pane 2204, and message

toolbar 2207 that provides command options. One or more message pages 2252, 2254,

2256 are provided, each having an associated message navigation region 2252A, 2254A,

2256A, and a message page body 2252B, 2254B, 2256B. Each of the message pages

2252, 2254, 2256 is displayed in an overlay manner such that one ofthe message pages,

e.g., message page 2252, appears to be the topmost message page, and such that other

message pages 2254, 2256, etc., appear to be stacked beneath the topmost message page.

In this arrangement, each message navigation region 2252A, 2254A, 2256A is

continuously visible and may be selected at any time. Vvhen a message navigation region

is selected, the corresponding message page is internally designated as the topmost
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message page, and the message body display pane 2204 is re—generated such that the new

topmost message page appears on top and its contents are visible.

In FIG. 22D, for purposes of illustrating a simple example, three (3) message

pages are shown. However, embodiments may comprise any number ofmessage pages.

3.0 LINKING AND AGGREGATING MESSAGES

According to one embodiment, the system and processes described herein

facilitate linking and aggregating messages, such as transportable applications.

FIG. 20 is a block diagram illustrating a plurality ofmessages that are linked

across different folders. In one embodiment, a persistent URL may be used to identify the

messages. In FIG. 20, non—underlined message labels identify messages (e.g. “Message

1”), and underlined message labels identify hyperlinks to other messages. Such links may

be used to hyperlink messages in the same folder. For example, message 1 of Inbox 1 is

linked to message 3 of Folder 1. Links may also associate messages in different folders,

such as message 10 ofFolder 4 that is linked to message 12 of Folder 5. Links may

associate messages in an “in—box” to messages in a folder, as in the case ofmessage 1 and

message 3. Links may associate messages in a folder and messages in an application, as _

in the case ofmessage 7 of Folder 3, which is referenced in Web Page 2050. One

message may contain links to multiple messages. For example, message 10 ofFolder 4

has links to message 11 and message 12.

The interconnection between messages enables serialized and parallel decision

making within a messaging system. Further, since the URL is not dependent upon the

position within the messaging system, such as within a folder or on a web page, the

position of the message may be changed without destroying the link between messages.

For example, message 9 may be moved from Folder 4 to Folder 5 and still maintain a link

fi'on1 Web page 2050.

Wrhen two or more messages are linked in the foregoing manner, they form a

message Web. In one embodiment, message webs are networks ofmessages that are

related by a topic or activity. Such networks aggregate knowledge that is generated within

a context of the activity. For example, message webs linked over a network can provide

information that does not require significant webmaster interaction or detailed internal

system knowledge. Moreover, a current status ofcontent or other attributes may be

captured within the message web. This allows the health or age ofthe content to be

communicated to a system administrator or other interested individual. Accordingly, the

most current or active information can be highlighted. The content ofmessages Within a

-124-
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message web may be involved in the same context and may include content modification,

process interaction, choice making, and activity launching among a group or participants.

The links may be configured to be unidirectional or bi-directional. For a

unidirectional link up, there is not a corresponding link at the destination back to the

source location of the unidirectional link. In a bi—directional link up, there may be a

corresponding link at the destination back to the source location of link creation.

FIG. 23A is a flowchart of a process for linking messages, according to one

embodiinent. In general, message links may be constructed manually by using user

actions to link to a message. Further, a URL of a message or message Web can be

presented to an end user, suitable for copying and linking. Message authors or recipients

can link messages. Ad hoc tasks may be served by letting a user connect steps within the

task. Ad hoc knowledge organization may be served by letting a user connect related

messages to each other. Message linking provides a streamlined mechanism for copying a

message’s URL to the clipboard and avoids obscure multiple step processes to locate a

message’s URL.

In block 2302, the process ofFIG. 23A begins when a recipient, author or other

user of a transportable application wishes to link one transportable application to another.

In block 2304 the user selects a Link function button within the message. The Link button

may be displayed, for example, as part of command buttons 282 ofFIG. 2C. In response,

in block 2306 the user is prompted to select a linking method. The prompt ofblock 2306

may be a dialog box or wizard. Block 2306 also may involve adding a List building block

to the transportable application, wherein items in the list of the building block comprise

references to linked messages. Thus, the List building block serves as a mechanism for

maintaining links to other messages.

In one method, the user may copy the URL ofanother message to the clipboard

provided by the operating system, in block 2308. Control returns to block 2304, and the

user then pastes the copied URL to a link field that is provided in the prompt ofblock

2306, as shown by block 2310. Alternatively, the user may select one or more messages

from a personal folder or list, or fiom a group folder or list, as shown by block 23 12. In

another alternative, the user may search for messages and select the right ones, as

indicated by block 2314; this may involve opening another window that has a personal

folder or list ofmessages. In another alternative, the user may drag a message from

another context into the current message or into the dialog box or Wizard, as in block‘

23 1 6.
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After selecting a linking method and a linked method, in block 23 1 8, the user is

prompted to change one or more link attributes, as appropriate. Such attributes may

include cross—linking, link labels, link description, access control, etc.

In block 2320, definitions ofmessages are modified to add links. In one

embodiment, block 2320 involves updating the List building block of the transportable

application to add a reference to the linked message. As a result, the selected messages

become linked, at block 2322. A user who opens the transportable application can View

the List building block and link to another message by selecting a message that is in the

list.

FIG. 23B is a flowchart of a process of automatically linking messages in another

embodiment. Linking ofmessages may occur automatically or indirectly as a result of

actions by a user within a task or as a result ofworkflow execution, e.g., as a part of

creating or performing a next step ofthe task. Such links way be constructed

automatically or indirectly by the application server 202. Thus, error rate can be reduced

by automatically linking messages together, Where steps or messages are related.

In block 2324, a Workflow process generates a new message that is related to the

current message. For example, block 2324 may comprise a first transportable application

generating another transportable application in response to an event that is generated by

user interaction with a page or building block. Alternatively, in block 2326, a workflow

or user event determines that a link is needed among two or more messages.

In block 2328, optionally, the user may be prompted to indicate whether the

messages should be linked. The prompt may take the form ofrequesting confirmation of a

proposed link ofmessages. If the user indicates that the messages should not be linked,

then in block 2330, no link is created. Alternatively, if the link is confirmed, then in block

2332 and block 2334 the user is optionally prompted to modify one or more link

attributes, as in block 23 l 8 ofFIG. 23A. Control then passes to block 2320 and block

2322, as in FIG. 23A.

Messages may be linked based on the message’s content or context. For example,

a name, electronic mail address, a group, or company name, may be used to recognize

and match a message with another message on an associated page or in an associated

folder, In another example, a message that is named similarly to another message with the

same or similar recipient list may be tied together to form a Message Web.

FIG. 23C is a flow diagram of a process of automatically creating message links

in response to a change in an object. Such automatic linking may relieve an author of

adding common links by hand.
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In block 2336, a change occurs to one or more objects to which automatic links

can be made. For example, a building block or page of a transportable application is

deleted, modified, renamed, or created. In block 2338, block 2342, and block 2346,

branch points are carried out in accordance with the kind of change that occurred. In

block 2338, if the object is deleted, then in block 2340, links are removed from messages

and from the list of links in the message. For example, the list building block of the

message is updated to delete links. In block 2342, if the object is edited or renamed, then

the list of automatically generated links is reviewed. For each link that is identified in the

list, the link is followed to the linked message. Any link in the list of linked messages that

contains the old name is updated with the new name, as shown by block 2344. If a new

object is created, as in block 2346, then in block 2348, its content is marked as changed.

A background task or process is scheduled and dispatched to look for references to the

new object.

As a result, affected links are changed, as shown by block 2352. If all the tests of

block 2338, block 2342, and block 2346 are negative, then any change that has occurred

is not relevant to linking, so no action is taken, as shown in block 2350.

FIG. 23D is a flow diagram ofa process of updating message links in response to

changes in message content. In block 2354, a change to one or more items ofmessage

content is detected. For example, a recipient of a transportable application updates the

application with new dynamic content, and in response, a building block ofthe

application generates an update event. In block 2356, the changed content is search to

identify one or more recognizable object references that could be the subject of a link to

another message. For example, the changed content is searched to identify an e—mail

address or user name, organization name, message title, etc.

In block 2358, if an e—mail address or user name is identified, a link is created to

instantiate an e—mail to the user. For example, an HTML “mailtoz” link may be created in

the List building block that references the user. In block 2360, if an organization name is

identified, a link to a Web page for that organization is created, e.g., in the List building

block. In block 2362, if a message title of another message or transportable application

that is known in the system is identified, then a link to that message is created, e.g., in the

List building block. In block 2364, if other linkable content is identified, then an

appropriate link to that content is created in the list. An example ofother linkable content

may be a digital song, an image, etc. In block 2366, the list of links is updated with any

link that has been created in the preceding steps.
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FIG. 23B is a flow diagram of a process of suggested message linking. In one

embodiment, message links may be suggested, and either accepted or denied by a user,

especially when adding a step to an ad hoc task. This combines the advantages ofmanual

and automatic message linking in order to enhance ad hoc task/data linking. Lists of

suggested links may be built into the logic built into a message web, or are provided in a

message tab (as in the aggregated content under a tabbed presentation), or are provided in

a message template, or are provided in a message web template. Templates can be used to

allow new instances of message tabs, messages, or message webs to be selected by a end

user. End users may create templates by using running instances of message tabs,

messages, or message Webs and saving their structure and optionally their content.

Templates may be categorized and shared with others. Ln one embodiment, the process of

FIG. 23B is useful to allow a user to optionally add a link to complete, enhance, continue,

or add to a current task. For example, a user may schedule an event in one task and once a

time is agreed upon for the event, may continue the task by enabling users in a group to

purchase tickets to the event.

In block 2370, a user finishes a step in a task that is defined as a message. For

example, a user completes providing input to a building block of a transportable

application. In response, in block 2372, the input is analyzed and the user is presented

with a list of other messages that are likely to following the completed step,‘ ordered by

context-determined relevance. For example, if the user has completed rating a job

applicant in a poll building block of a human resources transportable application, the

system determines that a salary offer application is likely to follow next. Therefore, the

user is presented with the salary offer application in the list. Alternatively, a new message

is created by the user, or automatically, While the user is in the context of another

message.

In either case, in block 2376, the user indicates whether to link the new message

with the original message, as by selecting a. user interface button. If the user requests

linking, as tested in block 2378, then automatic message linking is carried out, as

described herein in connection with FIG. 23B. Ifno linking is requested, then none is

carried out, as shown by block 2379.

When a user traverses a hyperlink fiom Within e—mail messages to a URL or Web

document, according to one embodiment, the Web page or other HTML content is

displayed within the e—mail client window, as in FIG. 12. The content may comprise on-

page navigations controls (Home, Back, Forward), since browser controls are not

provided in conventional e-mail clients.
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FIG. 24 is a flow diagram of a process of displaying HTML content in an e—mail

client with browser navigation features. In block 2402, the system is requested to display

a transportable application that contains a link to HTML content. In block 2404, the

system determines whether, in displaying the HTML content, it should spawn a browser

Window and display the content therein, or display the content Within the e—mail client

Window. Ifthe test ofblock 2404 is true, then in block 2406, the HTML message display

is supplemented with navigation functions that are normally available in a browser.

In one implementation, block 2406 involves displaying a Home button, which

causes the oiiginal page of the dynamic portion of the message to be shown, a Back

button, and a Forward button. FIG. 12 illustrates examples of such buttons. The Home

button is implemented as a self-referencing [R]; to the dynamic content portion of the

transportable application. The Back and Forward buttons are implemented as lavaScript

elements such that when each button is selected, Javascript is invoked to carry out the

functions. The Javascript elements link back to application server 202 to determine what

URL to load, based on a link traversal history that is maintained by that server. As shown

in block 2408, when a link is traversed, application server 202 is updated with the current

and next links in a link history that is associated with the current transportable

application. In block 2409, a next page of the transportable application is displayed.

Control flows back to block 2404 to render that page in the same manner.

In this configuration, browser controls may be used to navigate links within the

messaging system. Thus, a user can easily navigate between a current message and

another message, and then return to the current message. This navigation may occur

within the same Window.

FIG. 25A is a block diagram of a linked collection of related message Webs,

referred to herein as a message Web ring. Such rings may provide a complete list of

related message webs. A user may navigate through the ring searching for desired

information. Message Web rings may also provide a higher level of aggregation to

organize a project’s tasks. In the example ofFIG. 25A, a first message Web 2501

comprises messages 2510, 2512, 2514. Message 2510 is the home message of message

web 2501, which acts as the head of a message web ring that includes a second message

Web 2502 and a third message Web 2503. The second and third message webs 2502, 2503

each include respective message web home messages 2504, 2506. . Each message Web

home message 2510, 2504, 2506 has a Next link that identifies the next message Web in

the ring, and a Previous link that identifies the previous message web in the ring. The
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links among home messages 2510, 2504, 2506 form a ring in which message web 2501 is

the head and message Web 2503 is the tail.

In this configuration, linked messages may be navigated between multiple

applications. For example, a user may navigate Within an application between messages

or navigate between applications and then access multiple messages Within another

application. This allows aggregation ofmessages to be performed within a single

application or folder and also amongst other folders.

FIG. 25B is a flow diagram of a process of creating a message Web ring. In block

2520, a message web is created that resides Within an area, group, or project context that

may have other message webs. In block 2522, a test is carried out to determine whether

the current message Web is the first message web Within the current context. If so, then in

block 2524, the Next and Previous links of the current message Web are set to be equal

and to refer to the current message web.

Ifnot, then the current message web is threaded integrated into a ring structure

with other message webs, in a position between the head and tail of the ring, in block

2526. In particular, in one embodiment, the Previous link of the current message web is

set to the value of the Previous link of the home message of the tail message ofthe ring.

The Next link of the home message of the tail message web of the ring is set to point to

the home message of the current message Web. The Next link of the home message of the

current message Web is set to the home message ofthe head message of the ring. The

Previous link of that message is set to point to the new message Web. As a result, as

shown by block 2528, the message web ring’s head and tail are updated to include the

new message Web, and the ring is therefore updated, as indicated by block 2530.

FIG. 26A is a block diagram illustrating messages in a message web having

shared address lists. In one embodiment, a message web may share a list of addresses

among its member messages. Individual messages may have their unique addressees

extended or restricted in comparison to a shared list of addresses. Shared lists may be

reused, which can avoid initially generating an address list for each step in a task. Further,

a user can be easily added to an existing task by adding the user to a shared address list

and forwarding a message to the user within the message web. Access to the remainder of

the message web is then achieved by way of links and navigation tools as described

herein. Subsequent steps that are added will then include the added user.

In particular, a list ofrecipients of the message may be changed between linked

messages, such that a first set ofrecipients can be defined in one message and another set

ofrecipients can be defined in another message. For example, in FIG. 26A, in a first

-130-
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message 2601 the recipients are Bob, Carol, and Dave. However, in message 2603, which

is linked to message 2601, the recipients are defined as everyone in message 2601 plus

Harry. Thus, a recipient list may be shared between messages. Additionally, messages

may be configured to define business logic, other roles having the same sharing

relationship between messages. The link between message 2604 and message 2603

demonstrates one form of “side-bar” or private conversation that could occur within a

message web in which the link between messages is unidirectional.

FIG. 26B is a flow diagram of a process of generating a list of recipients of a

transportable application. In block 2605, a list ofusers is generated from a role

description. For example, an initial set of recipients of a transportable message, such as

message 2601, may be generated based on a role that comprises a set ofuser names.

Assume that the author of the message 2601 addresses the message to “Project X Group”

and that group name is associated with a set ofusers {Bob, Carol, Dave}. As a result, the

recipient list ofmessage 2601 is Bob, Carol ‘Dave.

In block 2606, the system determines if the list generated in block 2605 contains a

reference to another list. If so, in block 2608 the current recipient list is expanded to

include all recipients who are named in the referenced list, and duplicates are removed. In

block 2610, the system determines if the recipient list generated in block 2605 contains a

reference to an individual. If so, then the individual is added to the current recipient list,

and duplicates are removed. In block 2614, the system determines if the recipient list

generated in block 2605 includes instructions to exclude a user or list. If so, then in block

2616, the referenced list is expanded, and its members are removed from the list

generated in block 2605. If the list generated in block 2605 has more instructions, then

they are processed in similar manner. As a result, a new recipient list is generated, as

indicated in block 2620.

FIG. 27A is a block diagram illustrating that the content ofmessages that are

linked can be changed, with automatic propagation of changed content to linked

messages. This allows content to be targeted to certain groups and separated from other

groups. Changes to content may flow back, forth, and among linked message members.

The linking provides connections that workflow processes can use to identify targets and

sources of data that are needed within independent messages. Links used for sharing data

and role information may be made unavailable to the end user.

In the example ofFIG. 27A, a first message 2701 is linked by link 2702 to

message 2703. The Meeting Date value ofmessage 2701 is linked to a field

“Schedule.Choice.Best” ofmessage 2703, so that changes to that field are propagated to
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first message 2701. Message 2703 is also linked to message 2704 and sends the same

field Value to it. Thus, changes in message 2703 flow along links 2702, 2708 to other

messages in a message web.

FIG. 27B is a flow diagram of a process ofupdating data among linked messages

in a message web.

In block 2726, the system determines that a field of a transportable application has

been updated. For example, user input results in a change to a data entry field of a

building block. In block 2728, the system determines Whether any other system objects,

such as data objects, fields, or building blocks have subscribed to the field that has

changed. If so, then the subscribers are marked as needing to be refreshed, in block 2730.

For every subscriber needing to be refreshed, block 2732, control is passed to block 2724

to mark the subscriber field as no longer needing to be refreshed. The field is then

interpreted starting at block 2710. When all subscriber fields have been refreshed, control

passes to block 2734 in which the process ofFIG. 27B is complete.

In block 2710, a field definition and value Within a message are interpreted to

identify a link or other reference to other messages. In block 2712, the system determines

whether the field definition comprises a link to data in another field. If so, then in block

2714, the system Verifies that the linked field is updated, and fetches data from the linked

field. Block 2714 may involve dynamically retrieving field data from database 208. In

block 2716, the system tests whether the field definition contains an instruction to embed

data from another field. If so, then the embedded field is identified and tested to

determine if it is updated, as in block 2718. Data from the embedded field is fetched, and

the field definition property is cleared since the data is then embedded.

In block 2720, the system tests whether all data in the field definition has been

resolved to static form. Ifnot, then control is transferred to block 2712 to resolve any

remaining references. If so, then in block 2722, any business rules in the field definition

are applied to compute the final field Value.

Accordingly, data fiom one field of a message that is linked in a message web

may propagate to fields of other linked messages, automatically and in response to user

input or other actions that cause changes to data objects.

FIG. 27C illustrates one application of the processes ofFIG. 27A, FIG. 27B in

which a linked collection ofrelated messages are used to aggregate data from a child

message up to a parent message. The result may be displayed in any message of the tree

to show activity in the lineage of a tree. Messages 2742, 2744, 2746, 2748 participate in a

tree rooted at message 2740, which receives data values from all child messages and
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aggregates them. Message 2740 is used to collect donations fiom a group of recipients.

Similar donation collection messages may be created from any donation collection

message and sent to a different set of recipients. Each message shows the donations

committed to by its recipients, as well as the donations committed to by all its

descendants. Arrows show the flow of data up through the message hierarchy. Message

2740 is linked to and subscribes to donation fields of child messages 2742, 2744, 2746,

2748. Each such message may also be a message web.

FIG. 28A is a diagram of a graphical user interface display in which a

transportable application includes a plurality of tabs that switch between the content of

message web members. Transportable application 2800 comprises a header area 2802 and

a message web header 2804 having a plurality oftabs 2806. In the example ofFIG. 18A,

the tabs 2806 include an agenda tab link 2808, action items link, invitation link, poll link,

etc. Agenda link 2808 accesses an agenda that is presented Within the context of

transportable application 2800, e.g., in a display pane 2810. By clicking on one of the

tabs, the action items for that message content may be viewed or changed Without leaving

the context of the enclosing message. There may be different access control capabilities

for the content under each tab. Participants may link other message webs to header 2804

by selecting an Add New Tab link 2812. In response, the system prompts the user to

identify a message web to link,~as in FIG. 23A.

Thus, message web members that share a common address list may be aggregated

into a single message for purposes ofpresentation. Messages that are added, modified,

and deleted as parts of the message web are reflected in the aggregated presentation.

Some tasks are better navigated by direct access to steps instead of linear progression

from one step to the next. By aggregating message web members within a single

presentation, available members can be easily seen and accessed directly. Aggregated

message web presentations may also provide a per role control panel for a task such that

messages with diverse recipient or access control lists can be presented in an aggregated

manner.

FIG. 28B is a flow diagram of a process of adding tabs to a transportable

application of the type shown in FIG. 28A. In block 2812, a user action adds to a

collaboration activity Within a message. For example, assume that a recipient selects Add

New Tab link 2812 of FIG. 28A. In response, members are assigned to the new

collaboration, in block 2814. For example, the recipient list of the current transportable

application may be added to a message recipient list for the new collaboration. In block

2816, content for the new collaboration is created. In one embodiment, the content is
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created by prompting the user to select whether to extend the collaboration as a new part

of an existing message, or as a new message web member, as indicated by block 2818.

If a new message web member is requested, then in block 2822, a new message is

sent to the recipient list, and appropriate links are created to insert the new message into

the message web. If a new part of the same message is selected, then in block 2820, the

new content is added to the current message. Recipients of the current message notified

appropriately, and the new content is highlighted when such recipients read the message.

In either alternative, as shown by block 2824, the new message may be associated with a

new tab in the current message.

FIG. 28C illustrates a notification message of a message web. Message 2800 of

FIG. 28A is shown with New icons 2830, 2832 indicating areas that are new since the

time the user last looked at this message. The user may set conditions for such

notifications by selecting a Notifications link 2841. In response, the system displays a

dialog box 2840 having notification activation links 2842, 2844. The user may turn on

notifications relating to a particular message tab with notification activation link 2844 and

may turn on notifications about an entire message web with link 2842. When such

notifications are set, the icons 2830, 2832 are displayed when content of the page or

message web changes.

Thus, a single notification message serves to alert a user about changes or

additions spanning multiple messages within a message web. Individual changes or

additions across messages are highlighted within the notification message. The

notification message can be the message web home, any message web member, a digest

ofchanges within a message web, or a list ofmessage webs.

For example, assume a user working on a multiple step task wants to be kept

informed about changes within that task. By signing up for message web notifications, a

user cuts down on the number ofnotifications he receives by aggregating indications of

what has changed into a single notification message. The user does not get multiple

notifications corresponding to every change within the message web. No further

notification is sent until a user has looked at the changes indicated by a previous

notification.

Message Webs that are delivered to recipients may be received in an e-mail client

and identified by a special subject designation. For example, a special message that '

represents a message web may be displayed within the same containers, lists, or folder as

a regular email message. An icon representing the message could be different, and menu

functions available for the special message might be different from those available for a
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regular message. The message subject line may include a topical subject, appended with,

“— Message Web,” or a similar designation. Message Webs may take the place of

individual messages Within message folders. These may be individual messages, but a

special message may be referred to as the “Message Web Home”. Message Webs may

exist within the same folders as messages.

FIG. 29 illustrates a method for tracing deleted messages using links. In one

embodiment, a message deleted flom Within a message Web does not destroy the integrity

of the message Web; instead, message links are automatically repaired. Automatically

generated message placeholders may also be used in the place of deleted messages in

order to maintain the integrity of a message web. These placeholders can act as patch

panels, giving user options of where to link to, especially when the self-repair process

cannot definitively decide what the correct links are out of a broader set. Additionally,

links to a deleted message may be removed or disabled fi'om their source.

Within the Internet, broken links are an extremely common problem. By knowing

that message Webs form a unit, a manager can either rethread the ends of links pointing to

deleted messages or utilize a. placeholder message shell through which existing links can

traverse. The shell has little or no content other than the links from it that the previous

message contained. The shell can also offer suggestions, when the shell manager is not

sure ofwhat links are important. Links that are automatically deleted when a message is

deleted result in fewer broken links.

In block 2902, a message in a message web is marked for deletion. In block 2904,

the system determines What kind ofdeletion to carry out. In an embodiment, deletion may

involve complete elimination ofthe deleted message, or retaining a message shell as a

placeholder. If a placeholder is retained, then in block 2908, the content of the message is

deleted, and the existing message Web links are retained. Optionally, a summary or

decision portion of the message may be retained.

Ifthe message is completely eliminated, then in block 2906, all links from the

deleted message to other members within the same message web are identified. Each

message web member is visited and all links to the deleted message are identified. The

links are replaced with links to the next message in the message web, subject to access

control privileges and elimination of self—referencing links. The updated links are entered

in an automatically maintained link list. In block 2910, links to other message webs are

similarly updated. In block 2912, the deleted message is added to a list of deleted

messages or “dead URLs.” Optionally, a crawl of the Internet may be scheduled to Search
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for external links to the deleted message, since such links become “broken” upon deletion

ofthe message. As a result, the message is deleted.

FIG. 30 illustrates a message web map that may be used in a graphical user

interface of a messaging system that supports linked messages, in one example

embodiment. The user interface graphically depicts messages as connected to each other.

Applications containing multiple messages may also be linked together. In the example of

FIG. 30, a visualization of an entire message web available to a user is provided. With

such a message web map, a user can locate a message, jump directly to another message

(even ifnot directly linked), see What messages have new content (relative to the user),

and note the status of each message/step in a task or sub—task. Similarly, a map of other

applications and folders may be represented.

For example, FIG. 30 depicts a folder 3002 for a particular project that contains a

first message Web 3006 dealing with an upcoming status meeting. The message web 3006

comprises a home message 3010 and child messages 3012, 3014, 3016, 3018. Each such

message may be a transportable application as described herein. FIG. 30 also depicts a

previous message web 3004 and next message web 3008 in a Web ring. Thus, a user may

receive a graphical View of complex message relationships and related message Webs.

FIG. 31A, FIG. 31B, and FIG. 31C are diagrams of graphical user interface

displays that illustrate an example of a recruiting process using a message Web.

Assume that a user logs into the system and enters a name and password Via, for

example, a Web page. Once the password and user name are Verified by application

server 220, an electronic form or application editor is provided to the user. The user may

author a transportable application providing recruiting functions based on a template. The

user may specify one or more addresses, such as electronic mail addresses, for the

participants of the message Web in a field of the form. The user may also specify the

subject of the Message Web in a field. The form may also include a link that allows a user

to upload content into a static content region. Static content, for example, a candidate’s

resume may be uploaded from a tile residing on the user’s computer. The form may also

include buttons that allow the user to send the contents of the form to application server

220 and to first preview the content before it is sent to the server.

Once the user submits the form to the server, in response, the server sends a

transportable application 3100 (FIG. 23D) with the content specified in the form. In one

embodiment, transportable application 3 100 may include one or more static content

regions and dynamic content regions 3101, 3103, 3120, 3110, 3125, which include and
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capture content from regions ofthe electronic form. The regions may display headers,

introductory text, substantive content, graphics, etc.

The transportable application 3100 also includes tabs 3105, 3106 that are

associated with separate pages of the application. Tab 3105 specifies that transportable

application 3100 includes a ‘Discussion’. In this example, participants in the discussion

can add comments into an interface region 3 125. The tab 3106 allows one or more of the

participants to link the current “Discussion” to, for example, a “Schedule” which can be

used to set-up times to interview the candidate. A window 3160 may pop-up that allows a

participant to choose “Schedule.” Once the participant clicks on Schedule, the request is

sent to the server.

In response, the server generates a new electronic form for providing a schedule.

FIG. 31B illustrates an example electronic form 3900 that includes a region 3930 with

fields 3905, 3906, and 3907 for specifying the Time, Date, and Name of the participants.

The form 3900 may also include fields 3901 and 3902 and a dynamic content region

3903. The form 3900 may also include Send and Preview buttons 3941, 3942 that

function in a manner similar to the buttons described above. Further, the form 3900 may

include a link 3940 that enables a user to submit the content of the form to the server.

VVhen a participant presses the button 3940, the content of the form 3900 is sent to the

server.

The transportable application 3100 is then be updated to reflect the content of the

form 3900. FIG. 3 1C is a diagram of a screen display in which the transportable

application reflects such updates. A tab 3107 is added to the transportable application

3 100 to indicate that a “Schedule” has been initiated to interview the candidate. A

participant may reply to the Schedule using the interface region and may also View the

most current content in the dynamic region. The participants may use the tabs to navigate

between the Discussion and Schedule. Each time a participant navigates between the tabs,

the participant dynamically receives the most current content from the server.

A participant may add other transportable applications, pages or building blocks to

the transportable application. In this Way, multiple types ofapplications can be combined

using the same message without the need for multiple instances ofmessages or tedious

navigation through multiple message folders. Additionally, tabs similar may be added to

the transportable application that allow multiple transportable applications, pages, or

building blocks to be available, but marked as no longer active or useful to one or more of

the participants (“grayed out”).
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4.0 HARDWARE OVERVIEW

The approaches described herein may be implemented in hardware or sofiware, or

a combination thereof. In one embodiment, the approaches are implemented in computer

programs executing one or more programmable computers. The programmable

computers may be either general-purpose computers or special—purpose, embedded

systems. In either case, program code is applied to data entered with or received fi'om an

input device to perform the functions described and to generate output information. The

output information is applied to one or more output devices.

Each program is preferably implemented in a high level procedural or obj ect-

oriented programming language to communicate with a computer system. However, the

programs can be implemented in assembly or machine ‘language, ifdesired. In any case,

the language may be a compiled or interpreted language.

Each such computer program is preferably stored on a storage medium or device

(e.g., CD—ROM, hard disk, magnetic diskette, or memory chip) that is readable by a

general or special purpose programmable computer for configuring and operating the

computer when the storage medium or device is read by the computer to perform the

procedures described. The system also may be implemented as a computer-readable

storage medium, configured with a computer program, where the storage medium so

configured causes a computer to operate in a specific and predefined manner.

FIG. 19 is a block diagram that illustrates a computer system 1900 upon which an

embodiment of the invention may be implemented. Computer system 1900 includes a

bus 1902. or other communication mechanism for communicating information, and a

processor 1904 coupled with bus 1902 for processing information. Computer system

1900 also includes a main memory 1906, such as a random access memory (“RAM”) or

other dynamic storage device, coupled to bus 1902 for storing information and

instructions to be executed by processor 1904. Main memory 1906 also may be used for

storing temporary variables or other intermediate information during execution of

' instructions to be executed by processor 1904. Computer system 1900 further includes a

read only memory (“ROM”) 1908 or other static storage device coupled to bus 1902 for

storing static information and instructions for processor 1904. A storage device 1910,

such as a magnetic disk or optical disk, is provided and coupled to bus 1902 for storing

information and instructions.

Computer system 1900 may be coupled via bus 1902 to a display 1912, such as a

cathode ray tube (“CRT”), for displaying information to a computer user. An input

device 1914, including alphanumeric and other keys, is coupled to bus 1902 for

—l38—
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communicating information and command selections to processor 1904. Another type of

user input device is cursor control 1916, such as a mouse, a trackball, touch screen,

keypad of a cellular telephone or PDA, or cursor direction keys for communicating

direction information and command selections to processor 1904 and for controlling

cursor movement on display 1912. This input device typically has two degrees of

freedom in two axes, a first axis (e.g., x) and a second axis (e.g., y), that allows the device

to specify positions in a plane.

The invention is related to the use of computer system 1900 for collaborative

communications, multiple—part messages, and linking and aggregating messages.

According to one embodiment of the invention, collaborative communications, multiple-

part messages, and linking and aggregating messages is provided by computer system

1900 in response to processor 1904 executing one or more sequences of one or more

instructions contained in main memory 1906. Such instructions may be read into main

memory 1906 from another computer-readable medium, such as storage device 1910.

Execution of the sequences of instructions contained in main memory 1906 causes

processor 1904 to perform the process steps described herein. In alternative

embodiments, hard-Wired circuitry may be used in place of or in combination with

software instructions to implement the invention. Thus, embodiments of the invention are

not limited to any specific combination ofhardware circuitry and software.

The term ‘‘computer—readable medium” as used herein refers to any medium that

participates in providing instructions to processor 1904 for execution. Such a medium

may take many forms, includingibut not limited to, non—volatile media, volatile media,

and transmission media. Non-volatile media includes, for example, optical or magnetic

disks, such as storage device 1910. Volatile media includes dynamic memory, such as

main memory 1906. Transmission media includes coaxial cables, copper wire and fiber

optics, including the Wires that comprise bus 1902. Transmission media can also take the

form of acoustic or light waves, such as those generated during radio wave and infrared

data communications.

Common forms of computer—readable media include, for example, a floppy disk, a

flexible disk, hard disk, magnetic tape, or any other magnetic medium, a CD—ROM, any -

other optical medium, punch cards, paper tape, any other physical medium with patterns

ofholes, a RAM, a PROM, and EPROM, a FLASH-EPROM, any other memory chip or

cartridge, a carrier Wave as described hereinafter, or any other medium from which a

computer can read.
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Various forms of computer readable media may be involved in carrying one or

more sequences ofone or more instructions to processor 1904 for execution. For

example, the instructions may initially be carried on a magnetic disk of a remote

computer. The remote computer can load the instructions into its dynamic memory and

send the instructions over a telephone line using a modem. A modem local to computer

system 1900 can receive the data on the telephone line and use an infrared transmitter to

convert the data to an infrared signal. An infrared detector can receive the data carried in

the infrared signal and appropriate circuitry can place the data on bus 1902. Bus 1902

carries the data to main memory 1906, from which processor 1904 retrieves and executes

the instructions. The instructions received by main memory 1906 may optionally be

stored on storage device 1910 either before or afier execution by processor 1904.

Computer system 1900 also includes a communication interface 191 8 coupled to

bus 1902. Communication interface 19 1 8 provides a two-way data communication

coupling to a network link 1920 that is connected to a local network 1922. For example,

communication interface 1918 may he an integrated services digital network (“ISDN”)

card or a modem to provide a data communication connection to a corresponding type of

telephone line. As another example, communication interface 1918 may be a local area

network (“LAN”) card to provide a data communication connection to a compatible

. LAN. Wn‘eless links may also be implemented. In any such implementation,

communication interface 1918 sends and receives electrical, electromagnetic or optical

signals that carry digital data streams representing various types of information.

Network link 1920 typically provides data communication through one or more

networks to other data devices. For example, network link 1920 may provide a

connection through local network 1922 to a host computer 1924 or to data equipment

operated by an Internet Service Provider (“ISP”) 1926. ISP 1926 in turn provides data

communication services through the worldwide packet data communication network now

commonly referred to as the “Internet” 1928. Local network 1922 and Internet 1928 both

use electrical, electromagnetic or optical signals that carry digital data streams. The

signals through the various networks and the signals on network link 1920 and through

communication interface 1918, which carry the digital data to and from computer system

1900, are exemplary forms of carrier Waves transporting the information.

Computer system 1900 can send messages and receive data, including program

code, through the network(s), network link 1920 and communication interface 1918. In

the Internet example, a server 1930 might transmit a requested code for an application

program through Internet 1928, ISP 1926, local network 1922 and communication

-140-
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interface 1918. In accordance with the invention, one such downloaded application

provides for collaborative communications, rnu1tip1e—part messages, and linking and

aggregating messages as described herein.

The received code may be executed by processor 1904 as it is received, and/or

stored in storage device 1910, or other non-Volatile storage for later execution. In this

manner, computer system 1900 may obtain application code in the form of a carrier Wave.

4.0 EXTENSIONS AND ALTERNATIVES

In the foregoing specification, the invention has been described with reference to

specific embodiments thereof. It Will, however, be evident that Various modifications and

changes may be made thereto without departing from the broader spirit and scope of the

invention. The specification and drawings are, accordingly, to be regarded in an

illustrative rather than a restrictive sense.



Page 508 of 894

W0 02/21413 PCT/USO]/42041

APPENDIX 1——CLASS STRUCTURE AND API FOR EVENT HANDLING

Class Message

java . lang . Obj ect

+--co.zap1et.message.Message

public class Message

extends java.lang.Object

Class for implementing Messaging API - responsible for message content

Contains all data, related to the event message along with get/set methods,

providing access to this data The most proper way ofusing the Message class

functionality would be to instantiate the class and then add proper attributes, i.e name /

value pairs for this class:
==============================

Message msg = new Message (mag'I‘ype, obj ID, objType,

senderID, senderTy'pe, exp'I‘irne);

// adding name/value pairs here

msg.addAttr (AttrNa.me, Obj ect) ;

Java v1.1.8

Version:

1.0

Author:

Vlad Silvennan

See Also:

com . zaplet . db . Se1ectAttributesByMsgId

Message (java . lang . String msgType , com . zaplet . data . Obj ectID obj ID,
java . lang . String obj Type, com . zaplet . data . Obj ectID send:-:rID,
j ava . lang . String senderType , j ava .uti1 . Date expTime)

Constructor Used to initialize a Messa e
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.: 3
java . lang . obj ect value) 2‘

- adds atributes for the current messae I

%T V ’A”’T""(> ’
_s.-_../__-.,_..__s _ e

v °
com.zap1et.dat:ab I H j - W - M:

. . ".4
j. lang. string

__________ j____~d_k__H_______ A-O - ‘

E com. zaplet .data .01: get:ObjI) ,
‘ jectm _ $7! ‘ °‘-°'..°'5 _._s , ,

I 7 ‘ jva..lang.String
' .4.-A - 6th'4:isi

I . o gSendeID ( V ‘T " " Z " ‘V T’ V’
jectID etSenderID - ets the m senderID class variable 1

W java . lang . String

‘"""_”**”b‘._"'_";
‘ tus - ;_ the In status cassv _

- ersistent cable
main (j av . lang. String [1 args)

main() - main method provides functionality for unit testing of

state (java . util . Hshe at M
- Q - sets the m attr class variable

set:§'1'ime (java . util .Date expTime)

_ ,_ A ‘T . -ets the m . :_ .s ,, W-

setnsgrn (com. zaplet . data . obj ect ID msgID)
setMs ll 0 setsthem msID1c M

setldsggxge (java . lang . String msgtrype)
_; 1-*_~___~ « 1- — classble

___ v _ I

setobj 113 (com . zaplet . data . Obj ectID obj ID)
sct0b'lD — se the m ob'ID class varible )

setobjgae (java . lang. String obj Type)

b‘ 1 0 -= ,,_:.-.._s..
‘ setPers:I.stent(boo1ean persistent) =

set.Persistent() - sets the In _-ersistent class variable §

1 EK set-.SenderID (com . zaplet . data . Obj ect ID sender 4‘ID)

setSender1D - sets the m sender1D class variable_ _w:_fi

' setsendegrxge (java. lang . String sender'Iype)
, _ setSend ‘-0 -sets them ende pcs variable ‘fig;

setstatus (in_t status) 1

.__ setstatus - sets the m status class variable

clone, equal finalze getclass, hashcode, notify, notifyA13L,
tostring wait, wait, ait:
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L“sag
public Message (j ava . lang . String msg‘I‘ype ,

com. zaplet . data . Obj ectID obj ID ,

j ava.1ang . String obj Type ,

com . zaplet . data . ObjectID senderID,

java . lang . String sender'I'ype ,

java . util .Date expTime)

Constructor Used to initialize a Message

Parameters:

msgType - — String value of the Message type

obj ID - - int value of the object Id

obj Type - - String value of the object type

This value should be part ofnames, defined in ObjectType class

senderID - - value of the sender Id

sendeflrype - - String value of the sender type

This value should be part ofnames, defined in ObjectType class

exp‘I’ime - - expiration time for the current message

"T
public void set-.Msg:I:D (com. zaplet . data . Obj ectID msgID)

setMsgID() - sets the m_msg]D class variable

Parameters:

msgID - - the value to be set

getMsgID

public com. zaplet .data .ObjectID getnsgzn ()

getMsgIDO - gets the m__msg]D class variable
Returns:

msgID - the value ofthe class Variable

setMsgType

public void eetzmsgtrype (java . lang . string msgType)

setMsgType() - sets the m_msgType class vaziable
Parameters:

msgType - - the value to be set
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getMsgType

public j ava . lang . String getmsgtfype ()

getMsgType() — gets the m_msgType class variable

Returns:

msgType — the value of the class variable

set0bjID

public void setobj ID (com . zaplet . data . Obj ec:tID obj ID)

setObjID() - sets the m_objID class variable
Parameters:

obj ID - ~ the value to be set

getObjID

public com. zaplet . data . Obj ectID getobfi ID ()

getObjID() - gets the m__objID class variable
Returns:

objID - the value of the class variable

setObjType

public void setObj'I'y'pe (java . lang . String obj Type)

setObjType() - sets the m_0bjType class variable
Parameters:

obj Type — - the value to be set

getObjType

public java . lang . String getobjtrype ()

getObjType() - gets the m_objType class variable
Returns:

objType - the value of the class variable

setSenderID

public void setsendex-ID (com. zaplet . data . Obj ectID senderln)

setSenderID() - sets the m_senderID class variable
Parameters:

obj ID — - the value to be set

getSenderID

public com . zaplet . data . Obj ectID get:SenderID ()

-145-
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getSenderID() - gets the m_senderID class variable
Returns:

senderID — the value of the class variable

setSe11de1'Type

public void setSenderType (j ava . lang . String senderType)

setSenderType() - sets the m__senderType class variable
Parameters:

senderType - — the value to be set

getsenderType

pubiic java . lang . String getsender'I'y-pe ()

getSenderType() - gets the m_senderType class variable
Returns:

senderType — the value of the class variable

setstatus

public void setstatus (int status)

setStatus() - sets the m_stams class variable
Parameters:

status ~ — the value to be set

getStatus

public int getstatus ()

getStatus() — gets the m_status class variable
Returns :

status — the Value of the class variable

setExpTime

public void setExp‘I‘ime (j ava . util . Date expTime)

setExpTime() — sets the m_expTime class variable

Parameters:

expTime - - the value to be set

getExpTime

public java . util . Date g'etExpTime ()

getExpTime() - gets the m_expTime class variable
Returns:

expTime - the value ofthe class variable
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isPersistent

public boolean :i.sPersistent ()

isPersistent() - gets the m_persistcnt class variable
Returns:

rn_persistent — the value of the class variable

setPersistent

public void setPersistent (boolean persistent)

setPeIsistent() - sets the m_persistent class variable
Parameters:

m__persistent — - the value to be set

setAttr

public void setAttr (java .uti1 .Hashtable attr)

setAttr() — sets the m_attI class variable
Parameters:

attr - ~ the value to be set

getAttr

public java . util . Hashtable getAttr ()

getAttx() — gets the m__attr class variable
Returns:

attr — the Value of the class Variable

addAttr

public ‘void addAttr (java . lang . String name ,

java . lang . Obj ect Value)

throws MessageException

addAttr() - adds atributes for the cuntent message
Parameters:

name - the name of the attribute to be added to the name/value list

value - the value ofthe attribute to be added to the name/value list
Throws:

MessageException — - in case ofnull parameters

main

public static void main{java.1ang.String £1 args)

main() - main method provides fimgtionality for unit testing ofMessage class

-147-
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Class Messageservice

java.lang.Object

3

+-—com.zaplet.message.MessageService

public class MessageService

extends Object

Class for implementing Messaging API — responsible for services on Message data

Publishes/stores info about any object in the db

This class provides also transformation between internal objects used by the Zaplet

platform and standard data types, used by JDBC layer

Possible ways ofusing the MessageService are outlined below:

Message msg = new Message(msgType, objID, objType,

senderID, senderType, expTime);

tr:/{

// adding name/value pairs here

msg.addAttribute(AttrName1, Objectl);

msg.addAttribute(AttrName2, Objectz};

Now there are several choices:

1. we can just store the message and

all its attributes in the database

MessageService.publish(msg);

we can publish the message in the Db and

fire the action, associated with the message

The action should be implemented in the handle()

method of the class, specified by 'msgType'

Messageservice.publishAndFire{msg);
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// 3. we can just fire the action, specified by msg'I‘ype

// without storing the message in the database

msg.setPersistent: (false) .-

Messageservice .pub1is11AndFire (msg) ;

}

catch (MessageException me) {

// process MessageException here

Java v1.1.8

Version:

1.0

Author:

Vlad Silverman

See Also:

com . zaplet . db . Se1ectAttributesByMsgId

esagseice N R

f proected getfiandar (Strng ms)
1 static Message!-Iandler getHand1er() - get the name of the class, which should handle the currentV message

A protected ssimlisssai. (iiaiiij.-I query)
static int Get unique primary key id for an object, specified in the query

- ammeter.,__;

V7 i ‘YW ie1:ritDTrans tranr '5 m)
static int insertAtu'ibute(msg) — inserts all attributes (name/value pairs) of a

TA_ .__--,_ H. , . . .
private insertmessage (DbT Megei

L _ static int insertMessae msg - inserts a message in the daase

i
9

I
i
:l
2
I
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static void

'_ Mess 2
static void 2ub1:l.sh(Message mag)

| publisho - stores a new Message I
this method will verify first m_Persistent flag ofthe Message object and store

M°°infl1¢ **

; stiv gub1ishAndFre(essag mg) * T ’ * j
pub1ishAndFire() - activates the handle() method ofthe specific handler.

SEQUENCEQUERY

public static final string SEQUENCEQUERY-—.€—,,—---r-"""%v~:é-‘ .. -A. .. V . .. .. .. ,. . . »—,—-—r~ ,—- '1-,—‘s—~,——-'~.'.':!—‘—-~4—,,,"%,v~—~—«— :~:~.—:———»--~___.a.-

Messagesee ‘H
public Messageservice ()

public static void publish (Message mag)

throws Messageflxcegtion

pu’o1ish() — stores a new Message

this method will verify first m_Persistent flag of the Message object and store the Message in the Db only if

this flag is true

Parameters:

mag - - a Message object

Throws:

Mess§geExceptio - - in case ofone ofdb lransactions failed

insertMessage

private static int insertmessage (DbTrans trans ,

Message msg)

i.nsertMessage(msg) - inserts a message in the database
Parameters:

trans - - database transaction
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msg - - a Message object

Returns:

inserted number of rows

insertAttributes

private static int insertAttributes (Db'I‘rans trans ,

Me s s age msg)

insertAttribute(msg) - inserts all attributes (name/Value pairs) of a message in the database
Parameters:

trans - — database transaction

msg — - a Message object

Returns:

inserted number ofrows

publishAndFire

public static void publishAndF:i_re (Message msg)

throws MessageExceEtion

pub1ishAndFire() — activates the handle() method of the specific handler.

Handler is associated with the type of the current message. Before calling the handler this method will store

the Message object in the database
Parameters:

msg - — the Message object

Throws:

Messagelixcegtion — — in case the event message ca11‘tbe fired. Possible reason for this - the handle
can't be found

getflandler

protected static MessageHandler get!-Iandler (String msgType)

throws Messagelaxcegtion

getHandler() — get the name of the class, which should handle the current message

The name of the class is related to the type of the message
Parameters:

msgType - - the type of the message

Returns:

MessageHandler — returns an object which implements MessageHandIer interface
Throws:

MessageBxceptio - - in case the handler can't be found
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getUniqueId ‘

protected static int get'£J'n:'LqueId(String query)

throws Me s sageExcegtion

Get unique primary key id for an object, specified in the query parameter. Use the database

sequencer

Parameters:

query ~ - a SQL query string 0’: get next id

Returns:

int - the next id number

Throws:

MessageEXce_3ption — - in case ofDB communication failure

main

public static void main(String{] args)

throws Excegtion

- main method provides functionality for unit testing of MessageSerVice class

This procedure instantiates a new message and sets message type of the current

message to the I-IandlerTest class located in com.zap1et.message package Three attributes

ofdifferent types are added to the current message After firc() method will be called on

the current message the handle() method of the Hand1erTest class will be executed This

method is implemented just for testing purposes It will print out the names, values and

types of all attributes, associated with the current message

Class Systemliandler

java . lang. Obj ect

+— -com. zaplet .message . Systemfiandler

public class Systemflandler

extends java.lang.Object

implements Messagehlandler

Class for implementing Messaging API Contains handle method
Since:

Java V1. 1.8

Version:

1.0

See Also:

Message
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1

*“*“"“ -
E Constructoed to initialize a S ternl-Iandler

handle (Message msg)
handleo gets the list of all observers of the current message, i.e gets the list of all messages,

associated in the current message for every associated message acivates the fire method, which in turn: 3
e if it is - ersistent activates the handle of the associated messa

clone, equals, finalize, getclass, ascode notif, notifyAl1, H?
ltost, waait, wait

"
publ i c Systemfiandler ( )

.,—.—v - W ,. ~» -... 7. w ..~;.«..-rConstructor Used to initialize a SystemHandler

public void handle (Message msg)

handle() gets the list ofall observers of the current message, i.e gets the list of all messages,

associated in the current message for every associated message acivahes the fire method, which in turn:

stores associated message if it is persistent activates the handle of the associated message

Specified by:

handle in interface Mesgggflandler

Parameters:

msg - Message object

Interface Messagel-Iandler

All Known Implementing Classes:

StemH r

public interface Messageliandler

Iterface for Messaging API Contains methods to be implemented by every

specific Handler class

Since:
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Java v1.1.8

Version:

1.0

See Also:

com . zaplet . db . Se1ectAtt:ributesBy‘MsgId

handle method

handle

public void handle (Message msg)

handle method

Parameters:

msg - - a Message obj ect
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CLAEVIS

What is claimed is:

l. A method for processing a request to display an electronic message, the

method comprising the computer-implemented steps of:

generating first message data, wherein the first message data defines at least a first

message portion and one or more selection regions for one or more other message

portions of a multiple-part electronic message having a plurality ofmessage portions;

providing the first message data to a client;

receiving from the client a request for a second portion of the electronic message

selected from among the other message portions;

generating second message data Which, when processed at a user interface of the

client, causes the client to display the second portion of the electronic message; and

providing the second message data to the client.

2. A method as recited in Claim 1, wherein generating first message data

further comprises the steps of generating first message data that defines a plurality of )

message portions each having a corresponding selection region and that defines a message

user interface region that comprises all corresponding selection regions and the first

message portion.

3. A method as recited in Claim 1, wherein the first message data includes

user interface definition data which, when processed at the user interface, causes the user

interface to display the first portion ofthe electronic message in a first panel.

4. A method as recited in Claim 3, wherein the user interface definition data

includes data which, when processed at the user interface, causes the user interface to

display a first identifier of the first portion of the electronic message in the first panel.

5. A method as recited in Claim 4, wherein the first identifier indicates

content of the first portion ofthe electronic message.
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6. A method as recited in Claim 3, wherein generating the first message data

and generating the second message data further comprises the steps ofgenerating second

user interface definition data which, when processed at the user interface, causes the user

interface to display a plurality of continuously Visible selection regions, each associated

with a different portion of the mu1tiple—part message and the first portion of the electronic

message.

7. A method as recited in Claim 6, wherein the second user interface

definition data comprises data which, when processed at the user interface, causes one or

more other identifiers to be displayed in association with the continuously visible

selection regions to identify corresponding portions ofthe electronic message.

8. A method as recited in Claim 1, wherein the first message data comprises

selection region definition data which, when processed at the user interface of the client,

causes the client to display a plurality of selection regions that extend outwardly laterally

from the first portion of the electronic message.

9. A method as recited in Claim 1, wherein the first message data comprises

selection region definition data which, when processed at the user interface of the client,

causes the client to display a plurality of selection regions that extend outwardly upwardly

from the first portion of the electronic message.

10. A method as recited in Claim 1, wherein the second message data

comprises selection region definition data which, when processed at the user interface of

the client, causes the client to display a plurality of selection regions that extend

outwardly downwardly fiom the first portion of the electronic message.

1 1. A method as recited in Claim 1, wherein the first message data and the

second message data comprise one or more hypertext markup language (HTML)

instructions.
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12. A method as recited in Claim 1, wherein the first message data comprises

selection region definition data which, when processed at the user interface ofthe client,

causes the client to display a toolbar of functions for manipulating the multiple-part

electronic message Within a user interface panel that contains the first message portion.

13. A method as recited in Claim 1, wherein the first message data fiirther

comprises one or more executable application building blocks, and further comprising the

steps of:

executing the one or more application building blocks to result in creating and

storing one or more then—current dynamic data Values as part of the first message portion;

providing the one or more dynamic data Values to the client as part of the first

message portion.

14. A method as recited in Claim 1, further comprising the steps of:

retrieving one or more then-current dynamic data values from a database;

rendering the dynamic data. Values as part of the first message portion;

providing the one or more dynamic data values to the client as part of the first

message portion.

15. A method as recited in Claim 1 , wherein the step of generating first

message data comprises the steps of generating first message data that defines at least a

first message page, one or more selection regions for one or more other message pages of

a multiple—page electronic message having a plurality ofmessage pages, and a plurality of

sub-pages of the first message page.

16. A method as recited in Claim 15, filrther comprising the steps of:

receiving a selection of a sub-page of the first message page;

generating third message data that defines the selected sub-page of the first

message page and Which, when processed at the user interface, causes the user interface

to display the selected sub-page of the electronic message;

providing the third message data to the client.
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17. A method providing a mu11:[ple—part electronic message, the method

comprising the computer-implemented steps of:

generating first message data that defines a multiple-part electronic message and

includes at least a first message portion and one or more selection regions for one or more

other associated message portions;

providing the first message data to a first client;

receiving a request to forward the multiple—part electronic message to a recipient;

in response to receiving the request, generating second message data to the

recipient that defines the multiple-part electronic message; and

providing the second message data to the second client.

18. A method of asynchronously dynamically updating information of a

multiple—part electronic message, the method comprising the computer—implemented steps

of:

generating first message data, wherein the first message data defines at least a first

message portion having a dynamic content region and one or more selection regions for

one or more other message portions of a mu1tiple—part electronic message having a

plurality of message portions;

providing the first message data to a first client;

receiving one or more asynchronous updates to the dynamic content region;

generating second message data that defines the first message portion, the

dynamic content region including the one or more updates, and the one or more selection

V regions; and

providing the second message data to a second client.

19. A method as recited in Claim 18, further comprising the steps of:

receiving a selection of a second portion of the electronic message selected from

among the other message portions;

retrieving then—current dynamic content for a second dynamic content region of

the second portion ofthe electronic message;

generating third message data that defines the second portion of the electronic

message and that includes the then-current dynamic content for the second dynamic

content region;
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- providing the third message data to the client.

20. A method for processing data at auser interface comprising the computer-

implemented steps of:

receiving a request to display an electronic message;

in response to receiving the request to display an electronic message, requesting a

first portion of an electronic message;

receiving first message data; and

processing the first message data to cause the first portion of the electronic

message to be displayed on the user interface.

21. A method as recited in Claim 20, further comprising the computer-

implemented steps of:

receiving a request to display a second portion of the electronic message;

in response to the request to display a second portion of the electronic message,

requesting the second portion of the electronic message;

receiving second message data; and

processing the second message data to cause the second portion of the electronic

message to be displayed on the user interface.

22. A method as recited in Claim 20, further comprising the computer-

implemented steps of:

receiving user interface object data; and

processing the user interface object data to cause a user interface object to be

displayed on the user interface;

and wherein the step of receiving a request to display a second portion of the

electronic mail message receiving second message data includes detecting user

manipulation of the user interface object.

23. A method as recited in Claim 20, wherein the method further comprises the

computer-implemented steps of:

receiving user interface object data; and
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processing the user interface object data to cause a user interface object to be

displayed in association with a second portion of the electronic mail message that is not

displayed concurrently with the first portion of the electronic mail message.

24. A method as recited in Claim 20, wherein the first portion of the electronic

mail message is displayed on a panel.

25. A data processing apparatus compiising:

a memory device configured to store electronic message data;

a processor communicatively coupled to the memory device; and

one or more sequences of instructions in the memory device which, when

‘ executed by the processor, cause the processor to carry out the steps of:

generating first message data, wherein the first messagedata defines at least a first

message portion and one or more selection regions for one or more other message

portions of a multiple-part electronic message having a plurality ofmessage portions;

providing the first message data to a client;

receiving from the client a request for a second portion of the electronic message

selected from among the other message portions;

generating second message data Which, when processed at a user interface of the

client, causes the client to display the second portion of the electronic message; and

providing the second message data to the client.

26. An apparatus for processing a request to display an electronic message,

comprising:

means for generating first message data, wherein the first message data defines at

least a first message portion and one or more selection regions forone or more other

message portions ofa multiple-part electronic message having a plurality ofmessage

portions;

means for providing the first message data to a client;

means for receiving from the client a request for a second portion ofthe electronic

i message selected from among the other message portions;

means for generating second message data Which, when processed at a user

interface of the client, causes the client to display the second portion of the electronic

message; and
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means for providing the second message data to the client.

27. A computer—readable medium comprising one or more sequences of

instructions for processing a request to display an electronic message, which instructions,

when executed by one or more processors, cause the one or more processors to carry out

the steps of:

generating first message data, wherein the first message data defines at least a first

message portion and one or more selection regions for one or more other message

portions of a multiple—part electronic message having a plurality ofmessage portions;

providing the first message data to a client;

receiving from the client a request for a second portion of the electronic message

selected from among the other message portions;

generating second message data which, when processed at a user interface of the

client, causes the client to display the second portion of the electronic message; and

providing the second message data to the client.

28. A method for associating related electronic messages in computer storage,

the method comprising the computer-implemented steps of:

creating and storing a first transportable application;

receiving user input requesting creation of a link fi'om the first transportable

application to another transportable application;

receiving user input that selects a second transportable application from among a

plurality ofpreviously created transportable applications; and

creating and storing a link from the first transportable application to the second

transportable application.

29. A method as recited in claim 28, wherein the step ofcreating and storing a

link comprises the steps of:

creating and storing an asynchronously dynamically updated list ofreferences to

other transportable applications in association with the first transportable application;

creating and storing a reference to the second transportable application in the list

of references.
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30. A method as recited in claim 28, wherein the step ofcreating and storing a

link comprises the steps of:

creating and storing an asynchronously dynamically updated List building block

in association with the first transportable application;

creating and storing a reference to the second transportable application in the list

building block.

31. A method as recited in Claim 28, wherein the step ofreceiving user input

that selects a second transportable application comprises the steps of receiving user input

that copies a URL of the second transportable application and receiving user input that

pastes the URL into the first transportable application in a region associated with the list.

32. A method as recited in Claim 28, wherein the step ofreceiving user input

that selects a second transportable application comprises the steps of receiving user input

that drags a representation of the second transportable application into the first

transportable application in a region associated with the list.

33. A method as recited in Claim 28, filrther comprising the steps of applying

one or more access controls to the link, wherein the access controls specify that one or

more users or groups may not access the second transportable application using the link.

34. A method of associating related electronic messages in computer storage,

the method comprising the computer—i1nplen1ented steps of:

creating and storing a first transportable application;

automatically creating and storing a second transportable application as a‘ result of

a Workflow process or event associated with the first transportable application; and

creating and storing a link from the first transportable application to the second

transportable application.

35. A method as recited in claim 34, wherein the step of creating and storing a

link comprises the steps of:

creating and storing an asynchronously dynamically updated list ofreferences to

other transportable applications in association with the first transportable application;

~l 62-
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creating and storing a reference to the second transportable application in the list

ofreferences.

36. A method as recited in claim 34, wherein the step of creating and storing a

link comprises the steps of:

creating and storing an asynchronously dynamically updated List building block

in association with the first transportable application;

creating and storing a reference to the second transportable application in the list

building block.

37. A method as recited in Claim 34, further comprising the steps of

prompting a user associated with the first transportable application to confirm

whether to link the first transportable application to the second transportable application;

and

carrying out the step of creating and storing a link only in response to receiving

user input that confirms that the first transportable application should link to the second

transportable application.

38. A method as recited in Claim 34, further comprising the steps of applying

one or more access controls to the link, wherein the access controls specify that one or

more users or groups may not access the second transportable application using the link.

39. A method for associating related electronic messages in computer storage,

the method comprising the computer—implemented steps of:

creating and storing a first transportable application;

creating and storing a link from the first transportable application to a second

transportable application;

determining that a prograrnrnatic object associated with the first transportable

application is new, updated or deleted;

in response thereto, modifying the link in accordance with the new, updated or

deleted object.
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40. A method as recited in Claim 39, wherein the step ofmodifying the link in

response to an updated object comprises the steps of identifying all other transportable

applications that are linked to the first transportable application and that reference the

updated object, and modifying all references to the updated object.

41. A method as recited in Claim 39, wherein the object comprises a content

element of the transportable application, and further comprising the steps of searching the

content element for one or more recognizable object references, and creating one or more

links relating to the recognizable object references in a list of automatically generated

links.

42. A method as recited in Claim 41, wherein the object reference comprises

an e-mail address or user name, and wherein the step of creating links relating to the

object references comprises creating a mail link in the list Which, when selected by a user,

generates an e-mail message to the address or user name.

43. A method as recited in Claim 41, wherein the object reference comprises a

Uniform Resource Locator, and wherein the step ofcreating links relating to the object

references comprises creating a URL link in the list which, when selected by a user,

generates a display of a hypertext document identified by the URL.

44. A method as recited in Claim 41, wherein the object reference comprises a

title of a third transportable application, and wherein the step of creating links relating to

the object references comprises creating a link in the list to the third transportable

application.

45. A method ofassociating related electronic messages in computer storage,

the method comprising the computer—irnp1emented steps of:

receiving user input associated with completing a task in a first transportable

application;
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generating a list of one or more other transportable applications that are likely to

follow the first transportable application in a Workflow or business process associated

with the first transportable application, based on relevance of the other transportable

applications to a context ofthe first transportable application;

requesting user input that specifies whether to link one or more ofthe other

transportable applications to the first transportable application; and

creating and storing one or more links from the first transportable application to

one or more of the other transportable applications.

46. A method ofdisplaying a message that contains an embedded HTML

document, comprising the computer—impleniented steps of:

receiving a transportable application, which comprises an embedded HTML

document, in an e—mail client application;

displaying the embedded HTML document in a graphical window ofthe e-mail

client application;

displaying one or more graphical navigation buttons in association with the

graphical window;

receiving user input that selects one or more of the graphical navigation buttons;

and

displaying one or more other HTML documents in the graphical Window in

response to the user input.
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47. A method as recited in Claim 46, wherein each of the graphical navigation

buttons is associated with client—eXecutable computer program code, and wherein the step

of displaying one or more other HTML documents comprises the step of executing one or

more instructions of the computer program code that are associated with one ofthe

selected graphical navigation buttons that is selected by the user input.

48. A method as recited in Claim 46, wherein each ofthe graphical navigation

buttons is associated with client-executable JaVaScript code, and wherein the step of

displaying one or more other HTML documents comprises the step of executing a portion

of the JaVaScript that is associated with one of the selected graphical navigation buttons

that is selected by the user input.

49. A method of associating a plurality of sets of related electronic messages in

computer storage, the method comprising the computer-implemented steps of:

creating and storing a first set of a plurality of linked transportable applications;

creating and storing a second set of a plurality of linked transportable applications;

designating a first transportable application among the first set as a home

transportable application for the first set;

designating a second transportable application among the second set as a home

transportable application for the second set;

creating and storing, in association with the home transportable application of the

first set, a next link that identifies the home transportable application of the second set;

creating and storing, in association with the home transportable application of the

second set, a previous link that identifies the home transportable application of the first

set.
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50. A method as recited in Claim 49, wherein the first set comprises a first

message Web, the second set comprises a second message Web, and the links among the

first message Web and the second message Web associate the first message Web with the

second message web in a message web ring.

51. A method as recited in Claim 49, further comprising the steps of:

creating and storing a third set of a plurality of linked transportable applications

having a third home transportable application;

modifying the next link and the previous link ofthe first set and second set such

that the third set of transportable application is logically inserted between the first set and

the second set.

52. A method of generating a list of recipients for a first message that is linked

to a second message, comprising the computer-implemented steps of:

creating and storing a first transportable application that is linked to a second

transportable application;

creating a first recipient list in association with the first transportable application,

wherein the first recipient list identifies one or more users or groups to Whom the first

transportable application is directed;

creating a second recipient list in association with the second transportable

application, wherein the second recipient list comprises at least one reference to the first

recipient list;

automatically resolving the at least one reference into a second list of one or more

users or groups to whom the second transportable application is directed.



   

              

                

             

               

             

      

              

            

             

  

              

           

            

 

           

            

              

      

           

        

         

       

         

             

          

   

             

             

Page 534 of 894

W0 02/21413 PCT/USO1/-I-2041

53. A method as recited in Claim 52, wherein the second recipient list further

comprises at least one expression that identifies one or more users or groups to add or

delete from the referenced first recipient list, and furtller comprising the steps of

automatically determining a second list of one or more users or groups to Whom the

second transportable application is directed by resolving the at least one reference and

applying the at least one expression.

54. A method ofpropagating data from a first message to a second message

that is linked to the first message, comprising the coinputer—implemented steps of:

creating and storing a first transportable application that is linked to a second

transportable application;

creating and storing a reference, in a first data field of the first transportable

application, to a second data field of the second transportable application;

determining that the first data field of the second transportable application is

changed;

automatically creating and storing the second data field of the second

transportable application in the first data field of the first transportable application.

55. A method as recited in Claim 54, wherein the steps ofdetermining and

automatically creating comprise the steps of:

determining Whether the first data field of the first transportable application

comprises a link to a second data field;

verifying that the second data field comprises up-to-date data;

retrieving data fiorn the second data field;

storing the retrieved data in the first data field.

56. A method as recited in Claim 55, further comprising the steps of:

determining Whether any other transportable applications are subscribed to the

first data field;

carrying out the step of automatically creating and storing the second data field

only for each transportable application that is subscribed to the first data field.
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- CREATED BY LAST MODIFIED

7. NEW PAGE MATT SMITH 6/15/01 02:25 PM PST

Name: NEW PAGE

Description: NEW PAGE
Version: 1

Author: Matt Smith

Created: 3/16/01 02:56 pm pst
Modified: 3/16/01 02:56 pm pst
Location:

_ - I! ll
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.-lg

Zaplet Application Builder - @ E
This tool allows you to create a Zaplet Application by combining ‘T
Zaplet Pages. Fill in the information below and pick Add Page to T ‘
add pages to the application. To modify an existing Zaplet p
Application. click Open at the bottom of the window. Click a page's ;
name to view or modify its settings, or click Edit to modify the A
page itself.

Name: New Application ” «-1954
(Name can be changed when using Save As")

This appears kl the Applicati Selection dialog box and 1
helps users select the appropriate Application) ‘

_9L5_2

Introduction Settings
These settings determine what information will appear in the
introduction area at the top of the message. More Info...

960

Custom fields:(0ptionall Name of status field:(Opti
Field label: Required

62U 9 ?
f’ Possible settings for status field:

Default Pages __
These Pages will be part of any Zaplet Message sent using this
Application Template. Pages marked as required cannot be deleted
from a Message. More Info...

[Add Page}/9534

Optional Pages E
These are Pages that the author (and possibly recipients) can
choose from when adding a Page to the Zaplet Message. These will i
be listed on the Add Page screen. More Info... A

[Add Page}/95914
9 Allow authors to add Pages from outside this list

FIG. 9D
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Version: 2 .

Author: Matt Smith

Created: 1/09/01 07:43 PM PST

Modified: 1/09/01 08:10 PM PST

Location:

FIG. 10B

Ellwlot P090 Md! - lficmolt Internet wow
 

Zaplet Page Builder _ IE?

This tool allows you to create or edit a Zaplet Page. Pages
cannot be sent alone but can be added to Zaplet Applications.
To view or edit an existing page template, Click Open. When you

haze finishid creating or editing a page, click Save As to namean save I

Name: New Page ,--—--a1012
(Name can be changed when using "Save As”)

I°°‘°‘°""“°"‘ —“_i
This appears in the Page Selection dialog box ad 1016
helps users Telect the apprte Poe)

Introduction: T

(This text appears at ep of the Page. The uthor
will be able to change this text.)

SUBSTITUTE SHEET (RULE 26)
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flZqietPogoBtdider-Ilierosolt Intanetzxpiac arm
—

Zoplet Survey Page Builder IE!
This tool allows you to create or edit a Zaplet Survey Page.
Pages cannot be sent alone but can be added to Zaplet

applications. To view or edit an existing page template, Click Open.en you have finished creating or edi ing a page, click Save As
to name and save it.

Name: New Page ,_:g22
(Name can be changed when using "Save As”)

Description:

(This appears in the Page Selection dialog box and 1026
he rs seit th appropte Page) ii

Introduction:

(s text appears at the top of the Page and ides
recipients on how to use it.) 1023

r-’ 1030

Survey Options: III Make recipient responses monymous "at!0 Allow recipients to change responses until the s y is closed

FIG. 10C
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Istructios f recipients:
ma

IKE
Ye Another ser IE

D Include linked comment secti
(Shows rticint cornments‘)m1"16

FIG. 11A

fiuaveup §lioveDovnI xfl
Name Date/Time 1-2 of 2

Sgge User Mar 27, 2000 4: 25 PM
This is a sample comment.

Another User Mar 28; 2000 10:48 PM

This is another sample comment.

@ ‘ File Sharing |

Description of shared files: optiond)

0 Enable File Versioning'\7134

[éms_*1_f1'_<z§:-I\n35

FIG. 110
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[ -ttach e... 5
Image Nome:(ired)

No Images have been uploaded. Click on the

Add Image button to begin uploading.

Field Values

 ”5‘

FIG. 1 111-‘

SUBSTITUTE SHEET (RULE 26)



Page 564 of 894

W0 02/21413 PCT/US0l/42041

EGTBI
NOTE: Accepts _only HTML (Min and .html) files.

_ [Upload file...] (required)

Instructions

Heasemterflieadchssofflrewebpugeynuwoddilcetodisploymdmtauctfifln
in your Zuplet message: (required)

(0.9. htlpzll nmzapletconl/)

FIG. 11H
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9 Edit ew nsert Format ools Actions i_lel i

wlieplv Fofleplv to AI <>&For!<Ird '5 > 0' 9° A3 E! i
From: Steve Evans Sent: Wed 8/2/00 7:47 PM i
To: Steve Evans '

CIHZ/Z0OM

@(0riginaI Author) Josh McFarland writes:Dovid-here's the working Erototype I promisedyou. As you can see. this one has both forward. back and home( a as you back to

1204 thrznaggirfitgygitselbuttons. This iteration will display a link for those users without _ 0 a

Back 7307 5 Tell a friend about Zoplets! Print vet.

flfiegard (9 @ T, g ‘‘ Zap:1tdD£s::ussi:1n ltrea' ‘ -1en

7205 USA room eskTOPnews searcho the site 0 the web Mesh commentsHome Discuss your
views today!

1202 OU H .1

Inside

m

C-
an
co

d
-1
c
—|
rn

an
I
[11
ITI
-4

33
c
l''''
m

N

92

7272 newsletters 08/02/2000-Udated 10: 47 PM ET building block 3%. so we
also do this tv ut the

Talk here mam" hm
Natlonllne F0|'d 'd0i|'|9 ,
Washington EV. after mild St Q9!d—&@£'§ 6/29Io‘AJl111§?)fi

FIG. 12
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Select Invitation stge...] (required)
Eveni Title: (required)

Brief Description: (required)

 |

Event etos:(rem)

{Tflw Z W “H -I
Date: (required) -

(e.g., Monday, 10/12/99)
Duration:(requ‘red)

: l

(e.g., 7am-5pm)
Location: (required)

{ '

Address: (requied) iI

RSVP By: (ed)

(e.g., Monday, 10/12/99)

FIG. 13A

lfilRecipients can vote for: ?

iifil

Include "0ther' answer choice and let participants write-in.
ote optionsz?

D Allow participants to change their vote
CI Allow participmts to vote anonymously

oil results available to porticiponts:?

Omafi Omar voting OAfter pol closes OfleverNote: thorconalwa seeresults

FIG 13C
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SIHZ/Z0OM
fiuove Up § Mwe Down 2: Datete

(For each time slot. wu specify the exact date, time and duration.)
OFree-form *

(For each time slot. you can bps anythhg you wish.)
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4 Allow recipients to suggest new dates & times
Note: The total number of tine slots. entered by author or recbient. is limited to five. It'0ZI’IIOSfl/13:1

FIG. 13D
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Instructions: WW
Name your table. Then either click Im art to populate the the table with a file or enter
column names and data directly into e table below. Recipients can add/edit rows and data.

Ifha“ l

<Clunme <0 up Column lf__ll{

FIG. 13E .
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SIHZ/Z0OM

I Include '0th answer choice and let participants write-in.
Results Presentation Graph

- Pie Chat Oflar Chart

DH you Allow more than one
choice. we suggest you choose
the bar chart to present -
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+Insert Building Block

@-'onse

Recipients will see:
0 Single-line text box
0 liulti-line comment «ea

+Insert Building Biock

FIG. 14B
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Rating Scale:
Minimum: 1

. 7444

“°’‘"““"‘ W’ _/-1446
D Show N/A option

Enter rating labels: (optional)

Questions or items to rate: (1 requirey-1452
|Add 5 Entries Remove 5 Entries

Swwwwmawwr
—~—————j———=———#

. |

(e.g., Lcommunicotions Skills 2.Technico| Skills 3.0vero|l)
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_I,£Q2 BBDAO _

gg BUILDING BLOCK

7

ggg BUILDING BLOCK % 1.514 RDAO §,§._;.§
STORED

£22 BUILDING BLOCK
PROCEDURES

fifi CDAO

_ 1,520 DA TA ACCESS
OBJECTS
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FIG. 16

1§Q2

RECEIVE REQUEST TO PRE.S‘!:7VTA VIEW

FORWARD REOUEST TO CONTAINER THAT CONTAINS

THE BUILDING BLOCK ASSOCIA TED WITH THE VIEW

7606'

FORWARD REOUEST TO BUILDING BLOU((S)

1

INVOKE BUILDING BLOCK ACTION METHOD

0

RECEIVE PRESENTATION DA TA OB..ECT FROM

BUILDING BLOCK METHOD

fl

FORWARD PRESENTATION DA TA OBJECT TO PRESENTER

THAT IS REGISTERED FOR THE CURRENT ACTION
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APPLICA HON SERVER 2_o2 " -

EVENT ROUTER FRAMEWORK 1702

EVENT BROKER FRAMEWORK 1704

EVENT UMER FRAMEWORK 1706

FIG. 17B

EVENT MESSAGE Z710

HEADER 7772

BODY 7774

' INNER HEADER 7776

PAYLOAD 1218

SUBSTITUTE SHEET (RULE 26)
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077-IER $YS'7EM

SERVERS

202

APPLICA HON

SERVER

1520A

J2EE CONNECTOR

16292
J2EE CONNECTOR

LCM
J2EE CONNECTOR

__. EXISTING CUSTOMER
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SERVER

FIG. 18D
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FIG. 18F
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WEB PAGE

F 20 USER 7 EMAIL FOLDERS . SHARED GROUP 1 EMAIL FOLDERS CH-'lZ/Z0OM

MESSAGE J MEESAQEA. MESSAGE 9 ME§$AQ£ 19,
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File Edit View Insert Format Tools Actions. Help
Reply Reply To All Forward

Sent: Mon Nov 1 2000 6:42PM

cc:

Subj: First Quarter Financial Summary

2114

Balance Bookings Amy's
Sheet Pie Chart Comments

FIG. 21A‘

SUBSTITUTE SHEET (RULE 26)
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File Edit View Insert Format Tools ‘Actions Help 2702
Reply Reply To All Forward

Finance Team Sent: Mon Nov 1 2000 6:42PM

' Richard Roe

. ': First Quarter Financial Summary

John and Team, .

Here is a pro forma summary of our financial results for
the first fiscal quarter. Please add your comments and
I will finalize this.

Thanks,
Richard

2108 2112 277 21054

Balance Bookings Amy's
Sheet Pie Chart Comments

FIG. 21B
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File Edit View Insert Format Tools Actions Help
Reply Reply To All Forward

l;lflLForward Ngte to Author Note to All View Recigpients §_d_i_t Notification (M
2204

2205 ._f
2220 2

Profit 8: Loss For First Quarter 2000

Bookings 2214 .
Pie Chart

This is a text area that can contain any
Amy's combination of text, with rich text editing and
Comments formatting, graphics, images, and other

multimedia items, that the user wants.

H

2210

FIG. 22A
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File Edit View Insert Format Tools Actions Help
Reply Reply To All Forward

: Finance Team Sent: Mon Nov 1 2000 5:42PM

From: Richard Roe

fig! Forward Note tg Authg Note to All ‘flew Recipgients g_q_i; Notification On

2220

Profit 8c Loss For First ‘Quarter 2000

Bookings 2214
Pie Chart

This is a text area that can contain any
combination of text, with rich text editing and

comments formatting. graphics. images. and other
multimedia items, that the user wants.

Comments To Date On Financials

Enter Response
Richard Roe 11/01/00 1:07PM
I think this shows what we can do if we wont.
Carol Smith 11 /O1 /00 12:52PM

The Number for Asia-Pacific looks wrong to me.
Paul Peterson 10/30/00 03:25PM

Europe's revenue is understated by 10%.
1-3 OF 12 Next>>

(<) 1 of 5 (>)

FIG. 223
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File Edit View Insert Format Tools Actions Help

Reply Reply To All Forward 2202

New Forward Note to Author Note to All View Rgfi‘exits Edit ilotificolion (GI)
H

2220

Profit 8: Loss For First Quarter 2000

2214 .

This is a text area that can contain any
combination of text. with rich text editing and
formatting, graphics, images, and other
multimedia items, that the user wants.

2215

(<) 1 of 5 (>)

FIG. 220
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File Edit View Insert Format Tools Actions Help
Reply Reply To All Forward ‘ 2202

To: Finance Team Sentz, Mon Nov 1 2000 6:42PM

From: Richard Roe

cc:

. Subj: First Quarter Financial Summary

i_~le_\N_\|:<:vIard flute to Author Note to All View Rem’giants _l-‘=<_'J_i_t Notification (On!
' 2207

2252 2252A 2254 2254A

Profit 8: Loss

Bookings Pie Chart

Amy's Comments

Brian's Comments

I wonder if we need to restate the Alpha
account revenue in view of the

cancellation of the'last contract?

--Brion

2204 FIG. 220
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COPY URL T0 PASTE URL T0 PICK MESSA&'S FROM SEARCH FOR DRAG MESSAGE /'7?0M

CLIPBDARD MESSAGES AND PICK 077-IER CDNIEXT 0NTO

77-IE RIGHT ONES IHIS MESSAGE

2308 _ , 2310 2.374
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- LINK LABELS 2313
- LINK DESCRIPTION ""
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FIG. 23A
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QIHZ/Z0OMWRKFLDW CLWEPA TES A NEW MESSAGE WORKFLDW DR USER EVENT DEIERMINES A
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2.326

. use/z opno/vAu>' N0

ASKED IF THESE SHOULD 90 ’2’§§§’”"
BE LI?Nl(ED' --

USER DPTIONALLY

GIVE CHANCE TO ADJUST

LINKS PR?0PERUES

2324 2.328

CHANCE LINK ATTRIBI/7ES AS APPROPRIATE:
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FIG. 23B
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2336'
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SOME CHANGE TO MESSAGE OONIENT

MAIL ADDRESS 0.

OR USE? NAME ORGANIZA HON NAME O17-IE7? LINKABLE CONIENT
QOREAIELINK T0 MAIL TO CREAIEA LINK TO A CREATEA WK TO OREATEA LINK TO

ME PAGE F0? THAT IHATNESSAGE IHAT OONIENT

ORGANIZA HM ORGANIZA HON (GROUP,
COMPANK OEPARNBVIZ
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THE USER FINISHES A 31!?’ IN A TASK ' SHOW MESSAGE M77! UN/(S

WISH IS DEFINED AS A MESSAGE ' gggz

IHE USER IS P/eEsEN2ro mm A usr or NEW

MESSAGES IHATARE uxar ro rouow ms

FINIS-/ED sr£P. ORDERHJ. er cavrsxr WM MESSAGE
DETERMINE) /eE1EvANcE - WW WWWW5

umrs IHAT REPLACE

PAGE Nor SPAM

2374 A NEW MESSAGE IS CREAIED uHIl.E IN ms WEW WINDOW

. comrxr OFANOIHER MESSAGE ~

A usm CONJROL INn1cA7Es smemm ro LINK '5”/’PlE‘4-W WAVIGA 770”
RINCTIONS USUALLY AVAILABLE

7245 NEW MESSAGE mm M ORIGINAL WIN moms IN HM
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N0 no NOT LINK
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FIG. 25A ’

2&2
.2..‘3_Q§

MESSAGE WEB2 MESSAGE “E33
(MESSAGE M-.'B RING TAIL)

'2‘5'0‘4 NEXT
PREVI

%
NEXT -

A

[I T\‘\\

. 
2517 '
MESSAGE WEB 1

(MESSAGE WEB RING HEAD)

FIG. 27O

2.2%

oavA1I01vs(rHIs GROUP): 35
DONATIONS (ALI. cwwnsw): $12,345

27 g 2744
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Electronic Acknowledgement Receipt

EFS ID: 10916443

Application Number: 13111734

Handheld Electronic Device and Associated Method Providing Time Data in aTitle of Invention: . .
Messaging Environment

First Named Inventor/Applicant Name: Gerhard D. Klassen

Filer Authorized By: Brett Joseph Slaney

Attorney Docket Number: 70314/00568

Receipt Date: 09—SEP—2011

Application Type: Utility under 35 USC111(a)

Payment information:

Submitted with Payment no

File Listing:

Document Document Description File Size(Bytes)/ Multi Pages
Number Message Digest Part /.zip (ifapp|.)
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Multipart Description/PDF files in .zip description

Document Description  
Transmittal Letter 1 2

Information Disclosure Statement (IDS) Form (SB08)

Information:

12665346
11144-US-CNT3_Foreign_Ref1.F ' Rf

orelgn eerence pdf 778188l0be5e00lff0d9d3c18e1 787baddf ‘
9191

Information:

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO ofthe indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

lfa new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this

Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

lfa timely submission to enter the national stage ofan international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/E0/903 indicating acceptance of the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

lfa new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number

and ofthe International Filing Date (Form PCT/R0/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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Application No. 13/111,734

IN THE UNITED STATES PATENT & TRADEMARK OFFICE

Appl. No.: 13/111,734

Applicant: KLASSEN, Gerhard D. et al.

Filed: May 19, 2011

Title: Handheld Electronic Device and Associated Method Providing Time Data in a
Messaging Environment

Art Unit: 2457

Examiner: LAI, Michael C.

Docket No.: 70314100568

Mail Stop Amendment
U.S. Patent & Trademark Office

Commissioner for Patents

P.O. Box 1450

Alexandria, VA 22313-1450

Dear Sir:

FIRST SUPPLEMENTAL

INFORMATION DISCLOSURE STATEMENT

Pursuant to the duty to disclose under 37 CFR §1 .56, Applicant submits herewith a Form

PTOlSBI08 listing references of which the Applicant is aware and which are brought to the attention

of the Examiner. in accordance with 37 CFR §1.98(a)(2), a copy of each foreign patent document

and non—patent reference document listed in the enclosed Form PTOISB/08 is submitted herewith.

Pursuant to 35 USC §120, this application relies on the earlier filing date(s) of the following

prior application(s):

Serial Number Filing Date

10/944,925 September 20, 2004

The filing of this IDS shall not be construed as a representation that a search has been

made, an admission that the information cited is, or is considered to be, material for patentability, or

that no other material information exists. This filing shall not be construed as an admission against

interest in any matter.

This IDS is being submitted pursuant to 37 CFR 1.97(c)) prior to the issuance of a final

action or a Notice of Allowance. Applicant hereby certifies that each item of information contained in

the present Information Disclosure Statement was cited in a communication from a foreign Patent

221474991
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Application No. 13/1 11,734

Office in a counterpart foreign application not more than 3 months prior to the filing of the present

Statement. Accordingly, no fee is believed to be due for consideration of the documents submitted

herewith.

Applicant respectfully requests consideration of the items listed and requests the Examiner

to return a copy of the attached Form PTO/SB/08 after being marked as being considered by the

Examiner.

Respectfully submitted.

,°/ //

BLAKE,~CASSELS & Grutvoon LLP
199 Bay Street
Suite 2800, Commerce Court West

Toronto, Ontario, M5L 1A9
Canada

Tel 41 6-863-251 8

Fax 41 6-863-2653

BSLf]m

(/) encl.

22147499.]
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UNITED S'1:m~:s PATENT AND TRADEMARK OFFICE UI\'l'I'El') STATFS DEPARTMEVT OF COMMERCE
United States Patent and Trademark Olfice
Addrcu. COMMISSIONER FOR PATENTS

Po. Box 1450 _ _
22313-I450wwwuzpmgov

13/111,734 05/19/2011 Gerhard D. Klassen 70314/00568
CONFIRMATION NO. 6081

91704 PUBLICATION NOTICE

Blake, Cassels & Graydon LLP
199 BAY smear , suns 4ooo IIIIIIIIIIIIIIIIIIIII I II I I II I IIIIIIIIIIIIIIIIII!IIIII'II!IIII!!lII'
TORONTO, ON M5L 1A9
CANADA

TitIe:HandheId Electronic Device and Associated Method Providing Time Data in a Messaging Environment

Publication No.US—201 1—0216072—A1

Publication Date:09/08/201 1

NOTICE OF PUBLICATION OF APPLICATION

The above-identified application will be electronically published as a patent application publication pursuant to 37

CFR 1.211, et seq. The patent application publication number and publication date are set forth above.

The publication may be accessed through the USPTO's publically available Searchable Databases via the
Internet at www.uspto.gov. The direct link to access the publication is currently http://wvvw.uspto.gov/patft/.

The publication process established by the Office does not provide for mailing a copy of the publication to

applicant. A copy of the publication may be obtained from the Office upon payment of the appropriate fee set forth
in 37 CFR 1.19(a)(1). Orders for copies of patent application publications are handled by the USPTO's Office of

Public Records. The Office of Public Records can be reached by telephone at (703) 308-9726 or (800) 972-6382,
by facsimile at (703)305-8759, by mail addressed to the United States Patent and Trademark Office, Office of
Public Records, Alexandria, VA 22313-1450 or via the Internet.

In addition, information on the status of the application, including the mailing date of Office actions and the
dates of receipt of correspondence filed in the Office, may also be accessed via the Internet through the Patent

Electronic Business Center at www.uspto.gov using the public side of the Patent Application Information and
Retrieval (PAIR) system. The direct link to access this status information is currently http://pair.uspto.gov/. Prior to
publication, such status information is confidential and may only be obtained by applicant using the private side of
PAIR.

Further assistance in electronically accessing the publication, or about PAIR, is available by calling the Patent
Electronic Business Center at 1-866-217-9197.

Office of Data Managment. Application Assistance Unit (571) 272-4000, or (571) 272-4200, or 1-888-786-0101



Page 610 of 894

UNI'I'ED STATES PATENT AND TRADEMARK OFFICE
UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Olfloe
Addnsz COMJVIISSIONER FOR PATENTS

P. 0. Box 1450
Alttia. Virginia 22313-1450wwwiusplagov

APPLICATION NO. FILING DATE FIRST NAMED INVENTOR ATTORNEY DOCKET NO. CONFIRMATION NO.

13/1 1 1,734 05/19/20] 1 Gerhard D. Klassen 70314/00568 6081

91704 7590 D8/091201 1

Blake, Cassels & Graydon LLP
199 BAY STREET , SUITE 4000
COMMERCE COURT WEST

TORONTO, ON MSL [A9
CANADA

NOTIFICATION DATE DELIVERY MODE

08/09/201 1 ELECTRONIC

Please find below and/or attached an Office communication concerning this application or proceeding.

The time period for reply, if any, is set in the attached communication.

Notice of the Office communication was sent electronically on above-indicated "Notification Date" to the

following e-mail address(es):

rimpatent@blakes.com
brett.slaney@blakes.com
portfolioprosecution@rim.com

PPOL-90A (Rev. 04/07)
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Application No. App|icant(s)

13/111,734 KLASSEN ET AL.

Office Action Summary Examine, Art Unit

MICHAEL C. LAI 2457

-- The MAILING DA TE of this communication appears on the cover sheet with the correspondence address --

Period for Reply

A SHORTENED STATUTORY PERIOD FOR REPLY IS SET TO EXPIRE Q MONTH(S) OR THIRTY (30) DAYS,
WHICHEVER IS LONGER, FROM THE MAILING DATE OF THIS COMMUNICATION.

Extensions of time may be available under the provisions of 37 CFR 1.136(a). In no event, however, may a reply be timely filed
after SIX (6) MONTHS from the mailing date of this communication.

— If NO period for reply is specified above, the maximum statutory period will apply and will expire SIX (6) MONTHS from the mailing date of this communication.
— Failure to reply within the set or extended period for reply will, by statute, cause the application to become ABANDONED (35 U.S.C. § 133).

Any reply received by the Office later than three months afterthe mailing date ofthis communication, even iftimely filed, may reduce any
earned patent term adjustment. See 37 CFR 1.704(b).

Status

1) Responsive to communication(s) filed on 19 May 2011.

2a)I:I This action is FINAL. 2b)IZ This action is non—final.

3)I:l Since this application is in condition for allowance except for formal matters, prosecution as to the merits is

closed in accordance with the practice under Ex parte Quayle, 1935 C.D. 11 , 453 O.G. 213.

Disposition of Claims

4) Claim(s) 1 is/are pending in the application.

4a) Of the above claim(s) is/are withdrawn from consideration.
is/are allowed.

1- 4 is/are rejected.

is/are objected to.

are subject to restriction and/or election requirement.

Application Papers

9)Xl The specification is objected to by the Examiner.

10)Z| The drawing(s) filed on 19 May 2011 is/are: a)lZ accepted or b)I:| objected to by the Examiner.

Applicant may not request that any objection to the drawing(s) be held in abeyance. See 37 CFR 1.85(a).

Replacement drawing sheet(s) including the correction is required if the drawing(s) is objected to. See 37 CFR 1.121 (d).

11)|:I The oath or declaration is objected to by the Examiner. Note the attached Office Action or form PTO—152.

Priority under 35 U.S.C. § 119

12)|:I Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119( )—(d) or (f).

b)|:l Some * c)|:| None of:

Certified copies of the priority documents have been received.

Certified copies of the priority documents have been received in Application No.j

Copies of the certified copies of the priority documents have been received in this National Stage

application from the International Bureau (PCT Rule 17.2( )).

* See the attached detailed Office action for a list of the certified copies not received.

Attachment(s)

1) Notice of References Cited (PTO-892) 4) D Interview Summary (PTO-413)
2) D Notice of Draftsperson’s Patent Drawing Review (PTO-948) Paper N0(5)’M-3" DaT9-j
3) Information Disclosure Statement(s) (PTO/SB/08) 5) I:I Notice °I I“f°rmaI paler“ APPIIC?-W0“

Paper No(s)/Mail Date 7/22/2011. 6) D Other: .
U 8. Patent and Trademark Office

PTOL-326 (Rev. 08-06) Office Action Summary Part of Paper No./Mail Date 20110725
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Application/Control Number: 13/111,734

Art Unit: 2457

1.

DETAILED ACTION

This office action is responsive to communication filed on 5/19/2011. Claims 1-24

have been examined.

Priority

. This application is a continuation of U.S. Patent Application No. 10/944,925 filed

on September 20, 2004, now Patent No. 7,970,849, which claims the benefit of

U.S. Provisional Application No. 60/504,379, filed on September 19, 2003.

Specification

. The disclosure is objected to because of the following informalities: reference to

US Patent No. 7,970,849 should be provided in the "Cross Reference to Related

Applications” section.

Claim Rejections - 35 USC § 101

. 35 U.S.C. 101 reads as follows:

Whoever invents or discovers any new and useful process, machine, manufacture, or composition of matter,
or any new and useful improvement thereof, may obtain a patent therefor. subject to the conditions and
requirements of this title.

. Claims 17-24 are rejected under 35 U.S.C. 101 because the claimed invention is

directed to non-statutory subject matter.

Claims 17-24 recite the limitation of “computer readable medium” in line 1.

The broadest reasonable interpretation of a claim drawn to a computer readable

medium typically covers forms of non—transitory tangible media and transitory

propagating signals per se in view of the ordinary and customary meaning of

computer readable media, particularly when the specification is silent. See
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Application/Control Number: 13/111,734 Page 3

Art Unit: 2457

MPEP 2111.01. These claims are rejected under 35 U.S.C. § 101 as covering

non-statutory subject matter. See In re Nuijten, 500 F.3d 1346, 1356-57 (Fed.

Cir. 2007) (transitory embodiments are not directed to statutory subject matter)

and Interim Examination Instructions for Evaluating Subject Matter Eligibility

Under 35 U.S.C. § 101, Aug. 24, 2009; p. 2.

Suggestion: narrow the claims to cover only statutory embodiments to avoid a

rejection under 35 U.S.C. § 101 by adding the limitation “non—transitory” to the

claims (e.g., non—transitory computer readable storage medium).

Claim Rejections - 35 USC § 102

. The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that

form the basis for the rejections under this section made in this Office action:

A person shall be entitled to a patent unless —

(e) the invention was described in (1) an application for patent, published under section 122(b), by another
filed in the United States before the invention by the applicant for patent or (2) a patent granted on an
application for patent by another filed in the United States before the invention by the applicant for patent,
except that an international application filed under the treaty defined in section 351 (a) shall have the effects
for purposes of this subsection of an application filed in the United States only if the international application
designated the United States and was published under Article 21(2) of such treaty in the English language.

. Claims 1-5, 9-13, and 17-21 are rejected under 35 U.S.C. 102(e) as being

anticipated by Appelman et al. (US 7,181,497 B1, hereinafter Appelman).

Regarding claim 1, Appelman discloses a method of displaying an instant

message conversation on an electronic device [see at least Fig. 7, User 1 ; Fig.

16, the user], the instant message conversation comprising a plurality of instant

messages exchanged between the electronic device and a second electronic

device [see at least Fig. 7, User 2; Fig. 16, mroe1934], the method comprising:
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receiving a plurality of incoming instant messages from the second

electronic device, each incoming instant message having an incoming textual

portion [see at least Figs. 16, 18, “F>” (from) messages; col. 9, lines 35-48];

transmitting a plurality of outgoing instant messages to the second

electronic device, each outgoing instant message having an outgoing textual

portion [see at least Figs. 16, 18, “T>” (to) messages; col. 9, lines 23-34];

associating each instant message with a corresponding time stamp [see at

least Figs. 16, 18; col. 9, lines 23-48];

displaying the incoming textual portion of at least one of the incoming

instant messages along with a respective time stamp, the incoming textual

portion of each displayed incoming instant message being horizontally

aligned at a same first horizontal position [see at least Figs. 16, 18, “F>”

(from) messages; col. 9, lines 35-48]; and

displaying the outgoing textual portion of at least one of the outgoing

instant messages along with a respective time stamp, the outgoing textual

portion of each displayed outgoing instant message being horizontally aligned

at a same second horizontal position, the second horizontal position being

different from the first horizontal position [see at least Figs. 16, 18, “T>” (to)

messages; col. 9, lines 23-34].
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Regarding claim 2, Appelman further discloses displaying an incoming

symbol with each displayed incoming instant message [see at least Figs. 16, 18,

“F>” (from) is the incoming symbol; col. 9, lines 35-48].

Regarding claim 3, Appelman further discloses displaying an outgoing symbol

with each displayed outgoing instant message [see at least Figs. 16, 18, “T>” (to)

is the outgoing symbol; col. 9, lines 23-34].

Regarding claim 4, Appelman further discloses wherein at least one first time

stamp is displayed adjacent to its corresponding incoming instant message [see

at least Figs. 16, 18, “13:20:27”; col. 9, lines 35-48].

Regarding claim 5, Appelman further discloses wherein at least one second

time stamp is displayed adjacent to its corresponding outgoing instant message

[see at least Figs. 16, 18, “13:20:05”; col. 9, lines 23-34].

Regarding claim 9, Appelman discloses an electronic device for displaying an

instant message conversation, the instant message conversation comprising a

plurality of instant messages exchanged between the electronic device [see at

least Fig. 7, User 1; Fig. 16, the user] and a second electronic device [see at

least Fig. 7, User 2; Fig. 16, mroe1934], the electronic device comprising:

a display [Fig. 1, 107, and Fig.6];

a memory [Fig. 1, 109]; and

a processor [Fig. 1, 121] electronically coupled with the display and the

memory, the processor configured to:
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receive a plurality of incoming instant messages from the second

electronic device, each incoming instant message having an incoming textual

portion [see at least Figs. 16, 18, “F>” (from) messages; col. 9, lines 35-48];

transmit a plurality of outgoing instant messages to the second electronic

device, each outgoing instant message having an outgoing textual portion

[see at least Figs. 16, 18, “T>" (to) messages; col. 9, lines 23-34];

associate each instant message with a corresponding time stamp [see at

least Figs. 16, 18; col. 9, lines 23-48];

display the incoming textual portion of at least one of the incoming instant

messages along with a respective time stamp, the incoming textual portion of

each displayed incoming instant message being horizontally aligned at a

same first horizontal position [see at least Figs. 16, 18, “F>" (from) messages;

col. 9, lines 35-48]; and

display the outgoing textual portion of at least one of the outgoing instant

messages along with a respective time stamp, the outgoing textual portion of

each displayed outgoing instant message being horizontally aligned at a

same second horizontal position, the second horizontal position being

different from the first horizontal position [see at least Figs. 16, 18, “T>” (to)

messages; col. 9, lines 23-34].

Regarding claim 10, Appelman further discloses wherein the processor is

further configured to display an incoming symbol with each displayed incoming
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instant message [see at least Figs. 16, 18, “F>" (from) is the incoming symbol;

col. 9, lines 35-48].

Regarding claim 11, Appelman further discloses wherein the processor is

further configured to display an outgoing symbol with each displayed outgoing

instant message [see at least Figs. 16, 18, “T>” (to) is the outgoing symbol; col.

9, lines 23-34].

Regarding claim 12, Appelman further discloses wherein at least one first

time stamp is displayed adjacent to its corresponding incoming instant message

[See at least Figs. 16, 18, “13:20:27”; col. 9, lines 35-48].

Regarding claim 13, Appelman further discloses wherein at least one second

time stamp is displayed adjacent to its corresponding outgoing instant message

[see at least Figs. 16, 18, “13:20:05”; col. 9, lines 23-34].

Regarding claim 17, Appelman discloses a computer readable medium

comprising computer executable instructions embedded thereon for execution by

a processor of an electronic device for displaying an instant message

conversation upon a display of the electronic device, the instant message

conversation comprising a plurality of instant messages exchanged between the

electronic device [see at least Fig. 7, User 1; Fig. 16, the user] and a second

electronic device [see at least Fig. 7, User 2; Fig. 16, mroe1934], such that when

executed, the processor:
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receives a plurality of incoming instant messages from the second

electronic device, each incoming instant message having an incoming textual

portion [see at least Figs. 16, 18, “F>” (from) messages; col. 9, lines 35-48];

transmits a plurality of outgoing instant messages to the second electronic

device, each outgoing instant message having an outgoing textual portion

[see at least Figs. 16, 18, “T>" (to) messages; col. 9, lines 23-34];

associates each instant message with a corresponding time stamp [see at

least Figs. 16, 18; col. 9, lines 23-48];

displays the incoming textual portion of at least one of the incoming instant

messages along with a respective time stamp, the incoming textual portion of

each displayed incoming instant message being horizontally aligned at a

same first horizontal position [see at least Figs. 16, 18, “F>” (from) messages;

col. 9, lines 35-48]; and

displays the outgoing textual portion of at least one of the outgoing instant

messages along with a respective time stamp, the outgoing textual portion of

each displayed outgoing instant message being horizontally aligned at a

same second horizontal position, the second horizontal position being

different from the first horizontal position [see at least Figs. 16, 18, “T>” (to)

messages; col. 9, lines 23-34].

Regarding claim 18, Appelman further discloses computer instructions such

that when executed cause the processor to display an incoming symbol with
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each displayed incoming instant message [see at least Figs. 16, 18, “F>” (from)

is the incoming symbol; col. 9, lines 35-48].

Regarding claim 19, Appelman further discloses computer instructions such

that when executed cause the processor to display an outgoing symbol with each

displayed outgoing instant message [see at least Figs. 16, 18, “T>” (to) is the

outgoing symbol; col. 9, lines 23-34].

Regarding claim 20, Appelman further discloses wherein at least one first

time stamp is displayed adjacent to its corresponding incoming instant message

[see at least Figs. 16, 18, “13:20:27”; col. 9, lines 35-48].

Regarding claim 21, Appelman further discloses wherein at least one second

time stamp is displayed adjacent to its corresponding outgoing instant message

[see at least Figs. 16, 18, “13:20:05”; col. 9, lines 23-34].

Claim Rejections - 35 USC § 103

. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all

obviousness rejections set forth in this Office action:

(a) A patent may not be obtained though the invention is not identically disclosed or described as set forth in
section 102 of this title, if the differences between the subject matter sought to be patented and the prior art
are such that the subject matter as a whole would have been obvious at the time the invention was made to
a person having ordinary skill in the art to which said subject matter pertains. Patentability shall not be
negatived by the manner in which the invention was made.
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9. Claims 6-8, 14-16, and 22-24 are rejected under 35 U.S.C. 103(a) as being

unpatentable over Appelman et al. (US 7,181,497 B1, hereinafter Appelman) as

applied to claim 1, and in view of Yamada (US 6,889,063 B2, hereinafter

Yamada).

Regarding claim 6, Appelman discloses the method of claim 1 but is silent

about detecting an interruption in the instant message conversation; and

refraining from displaying a time stamp associated with a next one of an

incoming instant message and an outgoing instant message if the interruption is

less than a predetermined duration of time. However, Appelman teaches

displaying time stamp on messages [see at least claim 1] and Yamada teaches

displaying an in—absence incoming call message on a display if the user of the

cellular phone does not answer an incoming call [read as detecting an

interruption, see the abstract]. Yamada further discloses starting a timer with a

predetermined period of time at the same time the in—absence incoming call

message is displayed. When the timer does not expire, no alert

tone/vibration/light is outputted to alert the user to the in-absence incoming call

[see Figure 2 and col. 2 line 7 through col. 3 line 22, only when the timer expires,

an alert tone/vibration/light is outputted to alert the user to the in—absence

incoming call]. Thus it would have been obvious to a person with ordinary skill in

the art at the time the invention was made to incorporate Yamada’s teaching into

Appelman’s method in order to alert the user only when the timer expires before

next message by refraining from displaying a time stamp associated with a next
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one of an incoming instant message and an outgoing instant message if the

interruption is less than a predetermined duration of time [see the abstract].

Regarding claim 7, Appelman discloses the method of claim 1 but is silent

about refraining from displaying at least one of the corresponding time stamps.

However, Appelman teaches displaying time stamp on messages [see at least

Fig. 12, item 624] and Yamada teaches displaying an in—absence incoming call

message on a display it the user of the cellular phone does not answer an

incoming call [read as detecting an interruption, see the abstract]. Yamada

further discloses starting a timer with a predetermined period of time at the same

time the in-absence incoming call message is displayed. When the timer does

not expire, no alert tone/vibration/light is outputted to alert the user to the in-

absence incoming call [see Figure 2 and col. 2 line 7 through col. 3 line 22, only

when the timer expires, an alert tone/vibration/light is outputted to alert the user

to the in—absence incoming call]. Thus it would have been obvious to a person

with ordinary skill in the art at the time the invention was made to incorporate

Yamada’s teaching into Appelman’s method in order to alert the user only when

the timer expires before next message by refraining from displaying at least one

of the corresponding time stamps [see the abstract].

Regarding claim 8, Appelman and Yamada disclose the method of claim 7,

including wherein the refraining is performed if an amount of time that has lapsed

between the at least one corresponding time stamp and a previous

corresponding time stamp is less than a predetermined duration of time
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[Yamada, see Figure 2 and col. 2 line 7 through col. 3 line 22, only when the

timer expires, an alert tone/vibration/light is outputted to alert the user to the in-

absence incoming call]. See claim 6 for motivation.

Regarding claim 14, Appelman discloses the electronic device of claim 9 but

is silent about wherein the processor is further configured to: detect an

interruption in the instant message conversation; and refrain from displaying a

time stamp associated with a next one of an incoming instant message and an

outgoing instant message if the interruption is less than a predetermined duration

of time. However, Appelman teaches displaying time stamp on messages [see

at least Fig. 12, item 624] and Yamada teaches displaying an in-absence

incoming call message on a display if the user of the cellular phone does not

answer an incoming call [read as detecting an interruption, see the abstract].

Yamada further discloses starting a timer with a predetermined period of time at

the same time the in-absence incoming call message is displayed. When the

timer does not expire, no alert tone/vibration/light is outputted to alert the user to

the in-absence incoming call [see Figure 2 and col. 2 line 7 through col. 3 line 22,

only when the timer expires, an alert tone/vibration/light is outputted to alert the

user to the in-absence incoming call]. Thus it would have been obvious to a

person with ordinary skill in the art at the time the invention was made to

incorporate Yamada’s teaching into Appelman’s electronic device in order to alert

the user only when the timer expires before next message by refraining from

displaying a time stamp associated with a next one of an incoming instant
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message and an outgoing instant message if the interruption is less than a

predetermined duration of time [see the abstract].

Regarding claim 15, Appelman discloses the electronic device of claim 9 but

is silent about wherein the processor is further configured to refrain from

displaying at least one of the corresponding time stamps. However, Appelman

teaches displaying time stamp on messages [see at least Fig. 12, item 624] and

Yamada teaches displaying an in-absence incoming call message on a display if

the user of the cellular phone does not answer an incoming call [read as

detecting an interruption, see the abstract]. Yamada further discloses starting a

timer with a predetermined period of time at the same time the in-absence

incoming call message is displayed. When the timer does not expire, no alert

tone/vibration/light is outputted to alert the user to the in-absence incoming call

[see Figure 2 and col. 2 line 7 through col. 3 line 22, only when the timer expires,

an alert tone/vibration/light is outputted to alert the user to the in-absence

incoming call]. Thus it would have been obvious to a person with ordinary skill in

the art at the time the invention was made to incorporate Yamada’s teaching into

Appelman’s electronic device in order to alert the user only when the timer

expires before next message by refraining from displaying at least one of the

corresponding time stamps [see the abstract].

Regarding claim 16, Appelman and Yamada disclose the electronic device of

claim 15, including wherein the processor refrains from displaying the at least

one of the corresponding time stamps if an amount of time that has lapsed
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between the at least one corresponding time stamp and a previous

corresponding time stamp is less than a predetermined duration of time

[Yamada, see Figure 2 and col. 2 line 7 through col. 3 line 22, only when the

timer expires, an alert tone/vibration/light is outputted to alert the user to the in-

absence incoming call]. See claim 14 for motivation.

Regarding claim 22, Appelman discloses the computer readable medium of

claim 17 but is silent about computer instructions such that when executed cause

the processor to: detect an interruption in the instant message conversation; and

refrain from displaying a time stamp associated with a next one of an incoming

instant message and an outgoing instant message if the interruption is less than

a predetermined duration of time. However, Appelman teaches displaying time

stamp on messages [see at least Fig. 12, item 624] and Yamada teaches

displaying an in—absence incoming call message on a display if the user of the

cellular phone does not answer an incoming call [read as detecting an

interruption, see the abstract]. Yamada further discloses starting a timer with a

predetermined period of time at the same time the in-absence incoming call

message is displayed. When the timer does not expire, no alert

tone/vibration/light is outputted to alert the user to the in-absence incoming call

[see Figure 2 and col. 2 line 7 through col. 3 line 22, only when the timer expires,

an alert tone/vibration/light is outputted to alert the user to the in—absence

incoming call]. Thus it would have been obvious to a person with ordinary skill in

the art at the time the invention was made to incorporate Yamada’s teaching into
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Appelman’s computer readable medium in order to alert the user only when the

timer expires before next message by refraining from displaying a time stamp

associated with a next one of an incoming instant message and an outgoing

instant message if the interruption is less than a predetermined duration of time

[see the abstract].

Regarding claim 23, Appelman discloses the computer readable medium of

claim 17 but is silent about comprising computer instructions such that when

executed cause the processor to refrain from displaying at least one of the

corresponding time stamps. However, Appelman teaches displaying time stamp

on messages [see at least Fig. 12, item 624] and Yamada teaches displaying an

in—absence incoming call message on a display if the user of the cellular phone

does not answer an incoming call [read as detecting an interruption, see the

abstract]. Yamada further discloses starting a timer with a predetermined period

of time at the same time the in—absence incoming call message is displayed.

When the timer does not expire, no alert tone/vibration/light is outputted to alert

the user to the in-absence incoming call [see Figure 2 and col. 2 line 7 through

col. 3 line 22, only when the timer expires, an alert tone/vibration/light is

outputted to alert the user to the in-absence incoming call]. Thus it would have

been obvious to a person with ordinary skill in the art at the time the invention

was made to incorporate Yamada’s teaching into Appelman’s computer readable

medium in order to alert the user only when the timer expires before next
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message by refraining from displaying at least one of the corresponding time

stamps [see the abstract].

Regarding claim 24, Appelman and Yamada disclose the computer readable

medium of claim 23, including wherein the computer instructions that when

executed cause the processor to refrain from displaying at least one of the

corresponding time stamps are executed if an amount of time that has lapsed

between the at least one corresponding time stamp and a previous

corresponding time stamp is less than a 5 predetermined duration of time

[Yamada, see Figure 2 and col. 2 line 7 through col. 3 line 22, only when the

timer expires, an alert tone/vibration/light is outputted to alert the user to the in-

absence incoming call]. See claim 22 for motivation.

Conclusion

Examiner’s Note: Examiner has cited particular columns and line numbers in

the references applied to the claims above for the convenience of the applicant.

Although the specified citations are representative of the teachings of the art and

are applied to specific limitations within the individual claim, other passages and

figures may apply as well. It is respectfully requested from the applicant in

preparing responses, to fully consider the references in entirety as potentially

teaching all or part of the claimed invention, as well as the context of the passage

as taught by the prior art or disclosed by the Examiner. In the case of amending

the claimed invention, Applicant is respectfully requested to indicate the

portion(s) of the specification which dictate(s) the structure relied on for proper
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interpretation and also to verify and ascertain the metes and bounds of the

claimed invention.

Any inquiry concerning this communication or earlier communications from

the examiner should be directed to Michael C. Lai whose telephone number is

(571) 270-3236. The examiner can normally be reached on M-F 8:30 - 5:00

EST.

If attempts to reach the examiner by telephone are unsuccessful, the

examiner’s supervisor, Ario Etienne can be reached on (571) 272-4001. The fax

phone number for the organization where this application or proceeding is

assigned is 571-273-8300.

Information regarding the status of an application may be obtained from

the Patent Application Information Retrieval (PAIR) system. Status information

for published applications may be obtained from either Private PAIR or Public

PAIR. Status information for unpublished applications is available through

Private PAIR only. For more information about the PAIR system, see http://pair-

direct.uspto.gov. Should you have questions on access to the Private PAIR

system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-

free). If you would like assistance from a USPTO Customer Service

Representative or access to the automated information system, call 800-786-

9199 (IN USA OR CANADA) or 571-272-1000.

Michael C. Lai

Art Unit 2457

Phone: (571) 270-3236
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/MICHAEL C LA|/

Examiner, Art Unit 2457
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(43) International Publication Date
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(26) Publication Language:
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(30) Priority Data:
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(81) Designated States (unless otherwise indicated. for every
kind ofnational protection available): AE, AG, AL, AM,

(54) Title: WIRELESS HEADSET WITH INTEGRATED DISPLAY

(57) Abstract: A wireless headset with an integral display is provided,
the headset capable of communicating via a wireless network to a cellular
telephone, cellular telephone adaptor, land-line telephone, land-line telephone
adaptor, computer, personal digital assistant, or other device capable of
communicating via the wireless network. The wireless headset of the invention
includes an input transducer (e.g., a microphone), an output transducer (e.g.,
a speaker), a wireless networking subsystem and a controller/controller
interface. The headset may also include means for attaching the headset to the
user in order to allow hands-free operation. The integral display, fabricated
using any of a variety of suitable technologies, allows headset and system
information to be displayed (e.g.. battery levels, signal levels, call status, caller
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(e.g., headset volume, voice dialing, ting mode, roaming mode, etc.). The
integral display can also provide added functionality to the headset (e.g., phone
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WIRELESS HEADSET WITH INTEGRATED DISPLAY

BACKGROUND OF THE lNVENTlON

The need for hands—free communication devices began soon after

telephones were first invented. For example, early telephone operators

used headsets that included. a speaker and a microphone that could be

wired or patched into a switchboard, the headset allowing hands-free

operation. In the decades that followed, other methods of allowing hands-

free operation emerged, ranging from telephone handset cradles that

allowed the user to comfortably cradie the handset between the users head

and shoulder, to speaker phones that allowed absolute hands-free

operation as tong as the user was within the aiiowable range of the phone’s

speaker and microphone. More recently, short range wireless telephones

have provided people with the freedom to roam ‘unconnected’ within a

timited range of a base unit (e.g., around the home or office) while the

advent of cellular telephones and networks have substantially increased

this freedom, allowing people to roam untethered over both national and

intemationai regions.

While great progress has been made in the development of communication

systems, only recently with the advent of Bluetooth and similar open

specification technologies have developers been given the freedom to

design short range, wireless devices that can connect to a variety of

different networks and systems while offering worldwide compatibility. One

type of device resulting from the deveiopment of these technologies is a

wireless headset that can connect to any similarly enabled device or

system. When used with a cellular phone that is enabled/adapted for use

with one of these technologies (e.g., Bluetooth), the user of such a headset

is able to talk freely, unencumbered by wires or cables, while taking

advantage of the many benefits of a cellular phone. Unfortunately these

headsets tend to be difficult to program and configure and offer the user
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very limited functionality. Typically the headset is only provided with

volume controls, an LED status indicator, and a simple multifunction button

that may only allow the user to answer and end a call.

Accordingly, what is needed in the art is a wireless headset with expanded

functionality. The present invention provides such a headset.

SUMMARY OF THE lN\/ENTiON

The present invention provides a wireless headset with an integral display,

the headset capable of communicating via a wireless network to a cellular

telephone, cellular telephone adaptor, land—line telephone, land—line

telephone adaptor, computer, personal digital assistant, or other device

capable of communicating via the wireless network. The wireless headset

of the invention includes an input transducer (e.g., a microphone), an output

transducer (e.g., a speaker), a wireless networking subsystem and a

controller/controller interface. Preferably the headset also includes means

for attaching the headset to the user in order to allow hands-free operation.

The integral display, fabricated using any of a variety of suitable

technologies, allows headset and system information to be displayed (e.g.,

battery levels, signal levels, call status, caller identification, incoming call

alert, current time, current date, elapsed use time, etc.). The integral

display can also be used to aid headsetlsystem configuration (e.g., headset

volume, voice dialing, ring mode, roaming mode, etc.). The integral display

can also provide added functionality to the headset (e.g., phone lists, text

messages, calendar functions, appointment and/or task lists, etc.).

A further understanding of the nature and advantages of the present

invention may be realized by reference to the remaining portions of the

specification and the drawings.
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BRIEF DESCRIPTION OF THE DRAWINGS

Fig. 1 is a frontal view of a generic headset that includes a display in

accordance with the invention;

Fig. 2 is a back view of the generic headset shown in Fig. 1;

Fig. 3 illustrates a headset with an integral boom member that includes a

display in accordance with the invention;

Fig. 4 is a frontal View of a headset with a foldable boom member and a

display in accordance with the invention, the foldable boom member

located in the folded position;

Fig. 5 is a back view of the headset shown in Fig. 4;

Fig. 6 is a frontal view of the headset of Fig. 4 with the foldable boom

member located in the un-folded position;

Fig. 7 is a back view of the headset shown in Fig. 6;

Fig. 8 is a block diagram of the electronics of a preferred embodiment of a

headset according to the invention; and

Fig. 9 illustrates the block diagram of the eiectronics of another preferred

embodiment of the invention.

DESCRIPTION OF THE SPECIFIC EMBODIMENTS

Figs. 1 and 2 illustrate the front (Fig. 1) and back (Fig. 2) surfaces of a

generic headset 100 that includes the display means 103 of the present
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invention. Although headset 100 can be used to communicate with any

peripheral electronic device in which hands-free operation is desired,

preferably headset 100 is used with a device that enables both voice and

hearing data transfer (e.g., a computer with voice synthesis and voice

recognition capabilities), still more preferably headset 100 is used with a

communications system, and still more preferably headset 100 is used with

a cellular telephone.

Although headset 100 may use any of a variety of means of attaching to a

user (e.g., headband, earpiece, etc.) and thus allowing hands-free

operation of the headset, preferably headset 100 includes an earpiece 105

(e.g., an ear hook) that is coupled to the user’s ear, or a portion thereof.

More preferably, earpiece 105 fits around a portion of the user’s ear.

Earpiece 105 is coupled to body 107 of the headset, body 107 housing the

various electronic components necessary to provide functionality to headset

100. Attached to the back ‘surface of body 107 is an output transducer 109

(e.g., a speaker). Also coupled to body 107 is an input transducer 111

(e.g., a microphone), which, in this embodiment, is located at the end of a

boom member 113.

It will be understood that the present invention is not limited to use with a

headset of the design shown in Figs. 1 and 2. For example, it can be used

with a headset such as that illustrated in Fig. 3 in which the shape of body

portion 301 provides an integral boom 303 to which input transducer 111 is

attached (note that input transducer 111 is located on the other side of

boom 303 and therefore is not visible in this figure). Alternately, the

invention can be used with a headset such as that shown in Figs. 4-7. Figs.

4 and 5 show front and back views, respectively, of a headset 400 that

includes a folding boom member 501, member 501 shown in its folded

position in Figs. 4 and 5. Figs. 6 and 7 show front and back views,
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respectively, of headset 400 with boom member 501 in its unfolded

position.

Display 103 can be used to provide the user with various types of

information depending upon the design goals for the specific headset. The

design goals are primarily based on the expected headset use, desired

headset functionality, display size, display resolution, allowable headset

power drain, and the processing capabilities of the headset on—board

processor (also referred to as a controller or an interface controller).

Examples of information that can be displayed on display 103 are headset

battery level, headset signal level, call status (e.g., dialing, in use, etc.),

caller identification, current time/date, and timer information such as

elapsed time associated with a particular call. Display 103 can also be

configured to flash or otherwise visually indicate an incoming call.

Assuming that the information is provided to the headset processor, display

103 can also display the battery level of the base unit (e.g., cell phone,

dongle, etc.) and the signal strength of the base unit (e.g., cell phone).

Additionally, display 103 can be used during headset configuration (e.g., to

adjust or set the ring mode, ring loudness, headset volume, display mode,

voice dialing, time, date, etc.) or to provide additional headset functionality

(e.g., phone lists, text messages, diaiing using virtual numeric keypad or

phone list dialing). Additionally, display 103 can be touch sensitive, thus

providing a touch screen for data input (e.g., phone numbers into a phone

list, dialing using a virtual numeric keypad).

in addition to providing visual feedback to the user for a variety of headset

functions as noted above (e.g., incoming calls, time/date/timer information,

caller ID, battery and signal strength, etc.), display 103 can dramatically

simplify the process of configuring or otherwise modifying the functionality

of the headset. As opposed to the user (or technician) relying on an

instruction manual and either flashes from an on—board light emitting diode
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(LED) or beeps from an on-board sound processor, the user/technician can

be provided with on-board written instructions and textuai and/or graphical

prompts. Thus, for example, the user or technician can easily navigate

through a menu system presented on display 103 simply by using one or

more input means (e.g., keys, buttons, switches, etc.) preferably located on

the outside of the headset body. Preferably the input means includes at

least one function key and a pair of volume keys (e.g., “+” and “-”), thus

simplifying menu navigation. Examples of input means include keys/buttons

115 on headset 100, keyslbuttons 305 on headset 300 and keys/buttons

403 on headset 400.

Fig. 8 is a high—level block diagram of the electronics of a preferred

embodiment of a headset according to the invention. As shown, system

800 includes a wireiess networking module 801 that provides short distance

(e.g., on the order of 30 feet) wireless communications between the

headset (e.g., a headset such as those shown in Figs. 1-7) and a

correspondingly enabled peripheral electronic device 802. Preferably

peripheral electronic device 802 is a cellular telephone that communicates

data (e.g., voice communications) via a ceilular network 803 to other

devices 804. As cellular telephones and cellular telephone networks are

well know in the art, further description will not be provided herein. Short

distance wireless networking module 801 includes a transceiver 805 and

can utilize any of a variety of networking technologies and protocols, as

long as the selected system provides suitable networking capabilities

between system 800 of the headset and device 802. Examples of suitable

technologies and standards include Bluetooth and lEEE802.11. As such

technologies and standards are well know in the art (see, for example, the

specifications found at www.bluetooth.com,

www.standards.ieee.org/getieee802/802.1 1 .htmi and

www.grouper.ieee.org/groups/802/11/, all of which are incorporated herein

by reference), further description will not be provided herein. Module 801,
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which is coupled to an appropriate antenna 806, controls the

communication of signals between output transducer 109 and input

transducer 111 of the headset and device 802.

Although device 802 is preferably a cellular telephone, the present

invention can be used equally well with other types of network enabled

devices (e.g., celtular teiephone adaptors, land-line telephone, land—line

telephone adaptor, computers, personal digital assistants or PDAS, etc.).

System 800 includes at least one controller (e.g., processor, micro-

controller, application specific integrated circuit or ASIC, etc.) and controller

interface (for purposes of illustration, shown as a single module 807).

Controller/controller interface 807 may be either within networking moduie

801, within system 800 but separate from module 801 (as shown), or within

both. Controller/controller interface 807 can be used to program and/or

modify module 801's programming as well as program and/or modify the

functionality of the headset. Preferably one or more keys or switches or

other input means 809 are coupled to controller/controller interface 807,

thus providing a straightforward means of configuring the system and thus

the headset. An interface port 811 (e.g., a serial port or universal serial

bus) may also be coupled to controller/controller interface 807, thus

allowing the system andlor the graphical user interface (i.e., GUI) presented

on display 103 to be configured via an external device such as a computer.

in accordance with the invention, display 103 is coupled to

controller/controller interface 807. As such, display 103 can be used in

conjunction with input means 809 to configure the headset in general, and

module 801 in particular. For example, display 103 can be used to

graphically display ring modes, ring volume, headset volume, headset

information, signal strength, battery status, charge level, etc. Display 103

can also be used to display information received from device 802, for
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example caller identification, text messages, calendaring functions,

personal phone book information, appointment and/or task lists, etc.

System 800 also includes a power sub-system 812, typically coupled to a

charger port 813, power sub—system 812 providing power for the headset

electronics.

.9

Fig. 9 illustrates the high-level block diagram of the electronics of another

preferred embodiment of the invention. As shown, system 900 includes a

wireless networking module 901 which utilizes Bluetooth technology to

provide communications between the headset and a Bluetooth enabled

device 902. Preferably device 902 is a cellular teiephone that

communicates data (e.g., voice communications) via a cellular network 903

to other devices 904. Module 901 includes a transceiver 905 coupled to an

appropriate antenna 907. Module 901 may also include a coder/decoder

(i.e., CODEC) 909 for encoding and decoding signals that are to be

communicated between output transducer 109 and input transducer 111 of

the headset and device 902. Module 901 also includes the various circuits

and processors to control transceiver 905 (e.g., link manageri911 which

carries control information and baseband processor 913).

ln this embodiment, controller/controller interface 807 is located within

module 901 and input means 809 is comprised of a pair of volume

keys/buttons 915 and a function key/button 917. Volume keys/buttons 915,

function keylbutton 917 and controller/controller interface 807, preferably in

combination with display 103, are used to program and/or modify module

901's programming and control the interface of the headset with the

network module. Examples of functions that are preferably controlied in

this manner include the volume of the received and/or transmitted signals,

ring volume, status indicators, headset status, network status, and roaming

capabilities. The use of display 103 in conjunction with the input means
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and the controller interface allow graphical and/or textual display of these

functions. For example, bar charts can be used to display network signal

strength, headset power, headset volume and ring volume while textual

messages are used to communicate ring mode, status, headset

information, etc. Additional input means 809, such as a switch 919 coupled

to an extendable boom member, can be used in conjunction with

controller/controller interface 807 to control headset power. A switch 921,

for example coupled to a folding earhook and used in conjunction with

controller/controller interface 807, can be used to control the headset

status.

As in the previous embodiment, display 103 can also be used to display

information either received from device 902 or stored within memory

resident within the headset (not shown). Examples of such information

include caller lD, text messages, calendars, phone book information, etc.

Display 103 preferably uses liquid crystal display (LCD) technology,

although other types of technology can be used. For example, display 103

can use light emitting polymers (LEP), electroluminescent (EL) or active

matrix electroluminescent (AMEL) technology, organic thin film transistors

(organic TFT), active matrix organic light emitting diodes (AMOLED),

amorphous silicon integrated displays (ASlD), pliable display technology

(PDT) or any other display technology that can provide a suitable resolution

in the desired display size.

As will be understood by those familiar with the art, the present invention

may be embodied in other specific forms without departing from the spirit or

essential characteristics thereof. Accordingly, the disclosures and

descriptions herein are intended to be illustrative, but not limiting, of the

scope of the invention which is set forth in the following claims.
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WHAT IS CLAWIED IS:

1. A wireless headset comprising:

a housing;

an input transducer coupled to said housing;

an output transducer coupled to said housing;

a wireless networking module adapted to transmit first signals via a short

distance wireiess network to a peripheral electronic device and to receive

second signals via said short distance wireless network from said

peripheral electronic device, wherein said first signals are initially received

by said input transducer, and wherein said second signals are output by

said output transducer after receipt by said wireless networking module;

and

a display means coupied to said housing, said display means capable of

displaying text.

2. The wireless headset of claim 1, wherein said input transducer is a

microphone.

3. The wireless headset of claim 1, wherein said output transducer is a

speaker.

4. The wireless headset of claim 1, wherein said peripheral electronic

device forwards said first signals via a long distance communication

network and wherein said second signais are transmitted to said peripheral

electronic device via said long distance communication network.

5. The wireless headset of claim 4, wherein said long distance

communication network is a cellular telephone network.
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6. The wireless headset of claim 1, wherein said peripheral electronic

device is a cellular teiephone.

7. The wireless headset of claim 1, wherein said wireless networking

module is a Biuetooth enabled networking module and said peripheral

electronic device is a Bluetooth enabled cellular telephone.

8. The wireless headset of claim 1, wherein said wireless networking

module is a Bluetooth enabled networking module, said peripheral

electronic device is a cellular telephone, and wherein said wireless headset

system further comprises a Bluetooth enabled adaptor, said adaptor

coupled to said peripherai electronic device and providing Bluetooth

enablement to said peripheral electronic device.

9. The wireless headset of claim 1, further comprising a boom member with

a base end and a distal end, said base end coupled to said housing and

said input transducer located proximate said distal end.

10. The wireless headset of claim 1, wherein said display means is capable

of displaying headset status information.

11. The wireless headset of claim 10, wherein said headset status

information includes at least one of headset battery level, headset signal

level, call status, caller identification, time, elapsed time, and date.

12. The wireless headset of claim 1, wherein said display means is capable

of indicating an incoming call.

13. The wireless headset of claim 1, wherein said display means is capable

of displaying peripheral electronic device status information.
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14. The wireless headset of claim 13, wherein said peripheral electronic

device status information includes at least one of peripheral electronic

device battery level and peripheral electronic device signal level.

15. The wireless headset of claim 1, wherein said display means is capable

of displaying configuration feedback information.

16. The wireless headset of claim 13, wherein said configuration feedback

information includes at least one of text configuration instructions, graphical

configuration feedback, ring mode, ring volume, headset volume, display

mode, voice dialing, time and date.

17. The wireless headset of claim 1, wherein said display means is capable

of displaying a phone list.

18. The wireless headset of claim 1, wherein said display means is capable

of displaying a text message.

19. The wireless headset of claim 1, wherein said display means is a touch

sensitive display.

20. The wireless headset of claim 1, wherein said display means is selected

from the group of display means consisting of liquid crystal displays, light

emitting polymer displays, eiectroluminescent displays, active matrix

electroluminescent displays, organic thin film transistor displays, active

matrix organic light emitting diode displays, amorphous silicon integrated

displays, and pliable display technology displays.

21. The wireless headset of claim 1, further comprising at least one

controller and a controller interface.
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22. The wireless headset of ciaim 1, further comprising means for attaching

said wireless headset to a user.

23. The wireless headset of claim 22, wherein said attaching means is an

earpiece.

24. A wireless headset comprising:

a housing;

a wireless networking module adapted to transmit first signals via a short

distance wireless network to a peripheral electronic device and to receive

second signals via said short distance wireless network from said

peripheral eiectronic device;

a microphone coupled to said housing and coupled to said wireless

networking module, wherein said first signals are initially received by said

microphone;

a speaker coupled to said housing and coupled to said wireless networking

module, wherein said second signals are output by said speaker after

receipt by said wireless networking module; and

a liquid crystal display capable of displaying text.

25. A wireless headset comprising:

a housing;

a Bluetooth enabled wireless networking module adapted to transmit first

signals via a short distance wireless network to a Bluetooth enabled cellular

telephone and to receive second signals via said short distance wireless

network from said Bluetooth enabled cellular telephone wherein said

Bluetooth enabled cellular telephone forwards said first signals via a cellular

telephone network and wherein said second signals are transmitted to said

Bluetooth enabled celiular teiephone via said cellular telephone network;



   

 

           

          

    

            

           

          

 

           

    

            

  

 

 

           

      

             

          

        

        

             

           

      

        

          

      

Page 657 of 894

WO 2004/064362 PCT/DKZOO4/000012

14

a microphone coupled to said housing and coupled to said Bluetooth

enabled wireless networking module, wherein said first signals are initially

received by said microphone;

a speaker coupled to said housing and coupled to said Bluetooth enabled

wireless networking module, wherein said second signals are output by

said speaker after receipt by said Bluetooth enabled wireless networking

module;

a controller and a controller interface coupied to said Bluetooth enabled

wireless networking module; and

a display coupled to said controller interface, said display capable of

displaying text.

26. The wireless headset of claim 25, said Bluetooth enabled cellular

telephone further comprising a Bluetooth adaptor.

27. The wireless headset of claim 25, wherein said display is capable of

displaying at least one of headset status information, Bluetooth enabied

cellular telephone status information, incoming call status, configuration

feedback information, phone list information, and text messages.

28. The wireless headset of claim 25, wherein said display is selected from

the group of displays consisting of liquid crystal displays, light emitting

polymer displays, electroluminescent displays, active matrix

electroluminescent displays, organic thin film transistor displays, active

matrix organic light emitting diode displays, amorphous silicon integrated

displays, and pliable display technology displays.
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USE OF PRESENCE AND LOCATION INFORMATION

CONCERNING WIRELESS SUBSCRIBERS FOR INSTANT

IVIESSAGING AND MOBILE COMMERCE

INTRODUCTION

[0001] The present invention relates generally to the field ofwireless communications.

More particularly, the present invention relates to enablement of instant messaging and

location-based mobile commerce across Internet and diverse Wireless network

infiastructures.

BACKGROUND OF THE INVENTION

[0002] There are two major technical fields that have shown explosive growth over the

past few years: the first is wireless communications and the second is use of data services,

particularly the Internet. The growth ofwireless communications has been astounding.

Twenty years ago, there was Virtually no use ofwireless communications devices such as

cellular phones. In contrast, the market penetration for wireless devices in the U.S. in

1999 was 32 percent. The current forecast is that 80 percent of the US. population will be

Wireless subscribers by 2008. Likewise, current and expected adoption of data services is

phenomenal. Interestingly, Wireless communications and data services are beginning to

converge.

[0003] An example of this convergence is found in Instant Messaging (or “IM”).

Originally an Inten1et—based text communication technology, IM will soon be integrated

with wireless networks. It remains to be seen how smoothly this integration will proceed.

Presence detection is an important element of any IM solution because an essential aspect

of the IMI technology is the detection ofwhether the members of each l1\«I user’s buddy list

are present on the network. Although presence detection was fairly straightforward in the

Internet environment, when the various wireless networks are to be integrated into the E4

phenomenon presence is no longer so easy to establish comprehensively.

[0004] Thus, what is needed is an infrastructure technology to enable mobile EM services

and provide for effective mobile buddy lists.

[0005] Another potential benefit of the integration ofwireless networks with fixed IP

networks, such as the Internet, is mobile commerce (also referred to as m-commerce).
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Thus far, mobile commerce has been severely limited. To date, mobile commerce has

typically been subscriber—initiated, with the subscriber using a handset to locate a product

or service. This approach is consistent with E-911 implementations, where the subscriber

initiates a call that requires location information. However, for mobile commerce to be

broadly successful this paradigm needs to be inverted. This inversion occurs because

wireless devices (telephone handsets, personal digital assistants, etc.) are not suitable for

“Window shopping.” Merchants should have the ability to initiate promotions — on a

permission-oriented basis — just as they do with other media.

[0006] In the next three years, the number ofm-commerce providers is expected to grow

from almost zero to more than 18,000 Worldwide. In addition, traditional retailers will

also seek to engage mobile customers. The current model ofbi-lateral agreements cannot

scale to meet the demands of m—cornrnerce, messaging, and traditional retail. A

centralized gateway, where subscriber information can be sold (on a permission—oriented

basis) to firms that require such information, would be an advantageous advance

[0007] Thus, What is needed is a centralized gateway Where subscriber information can be

sold, on apermission—oriented basis, to commercial firms.

[0008] The availability of location information concerning the wireless handsets is

_ important to the enablement of mobile commerce. Although handset location information

is not strictly required for mobile commerce to occur, it certainly facilitates the

establishment of an effective m-commerce campaign.

[0009] Wireless carriers worldwide are preparing to offer location-based services to their

subscribers. At the heart of these services is the Position Determining Equipment (PDE)

which determines the location of a wireless device. The available PDE solutions employ

several distinct methods of location determination: triangulation ofRF signals among base

stations; RF fingerprinting; and, embedded GPS in the Wireless device. Regardless of the

method employed, the PDE’s most critical interface is to the Mobile Positioning Center

(MPC), which routes emergency 911 Voice calls and their associated location information

to the local Public Safety Access Point (PSAP). The PDE also has an interface to a

Location Proxy Server (LPS), which makes location information available to non-

emergency third parties outside the wireless network.
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[0010] There is a trend in the industry to combine the MPG and the LPS into a single

platform: both systems route voice calls With embedded location information to third

parties. However, there are good reasons that this conventional trend should be reversed

and the MPG and LPS should be decoupled. Whereas the MPC performs the proven,

stable function of routing emergency calls to the PSAP, the LPS is expected to evolve

rapidly to accommodate the massive demands of Internet-based businesses and services.

Perhaps most iinportantly, the LPS must accommodate mercl1ant—initiated transactions,

which should become a significant aspect ofmobile commerce but cannot be provided by

Voice call—driven MPC technology. In the same way that I-Iome Location Registers

(HLRS) have been decoupled from MSCS ~ allowing “intelligence” to be decoupled fiorn

switching fabric — the LPS should be decoupled from the l\/[PC and allowed to evolve into

a highly intelligent engine responsible for making wireless Internet access relevant,

personal, and timely.

[0011] A number of companies (e.g., FolloWap, Openwave, Signalsott, CTMotion,

Air2Web, AirFlash, Ericssorfs “Oz,” InfoSpace, WindWire, OpenGrid, Aether Systems,

724 Solutions, MessageVine, Lucent, Nortel, Nokia, Quickdot, Xypoint, Cellpoint, just to

name a few) currently promise technologies that will provide some form of ll\4 or m-

commerce solutions for wireless handsets to communicate with Internet—connected users.

However, none of these companies have been able to develop a system that integrates

presence determination, location detennination, Instant Messaging, and mobile commerce.

[0012] Thus, what is needed is a an infrastructure technology that allows the integration of

presence determination, location determination, Instant Messaging, and mobile commerce.

SUMNIARY OF THE INVENTION

~ [0013] Accordingly, one aspect of the present invention is the integration ofpresence

determination, location determination, Instant Messaging, and mobile commerce into a

functionally seamless system. This integrated Presence, Location, Instant messaging, and

Mobile commerce (or “PLIM”) system may be implemented as an added component of a

wireless provider’s network.

{D014} Alternatively, a further aspect of the invention is the integration ofpresence

determination, location determination, Instant Messaging, and mobile commerce as a

-3-
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centralized gateway that may be attached to the networks of a large number ofwireless

providers.

[0015] The gateway arrangement according to this aspect of the invention facilitates a

business model that represents a step forward from today’s practices, in which individual

wireless carriers are entering into bi-lateral agreements with specific Internet content

providers. The PLIM gateway generates revenues fiorn Internet services that require real-

time information about Wireless subscribers in order to conduct m—comrnerce or offer

advanced messaging services. The gateway may then share the revenue generated through

the sale of subscriber information with the participating wireless carriers that host the

subscribers.

[0016] The PL]1\/I gateway makes wireless subscriber presence, location, and profile

information available on a 100% permission-oriented basis to Internet services. The PLM

gateway obtains subscriber information through direct electronic connections into wireless

carrier networks. These connections are non—intrusive and pose no risks to the wireless

carriers. Raw data collected from cairiers is formatted and cached inside the PLIM

gateway, and made available to registered Internet services through an electronic Internet-

based interface.

[0017] Another aspect of the present invention is the enabling of true merchant initiated

mobile commerce. This is made possible due to the integration of location information

with a facility to manage marketing campaigns and a subscriber privacy management

database. This ensures that the mobile commerce is conducted so that merchants obtain

efficient marketing service and subscribers are subject only to marketing that they have

expressly consented to.

[0018] Additionally, another aspect of the invention is the implementation ofnetwork

optimization and perforrnance measurement features to enable network operators to

measure the performance and increase the efficiency of their networks.

[0019] It is an obj ect of the present invention to provide integration, for one or more

wireless networks, ofpresence information, location information, Instant Messaging, and

mobile commerce.
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[0020] It is another object of the present invention to provide integration of Instant

Messaging and mobile commerce as a central gateway servicing the needs of multiple

Wireless networks.

[0021] It is yet another object of the present invention to provide integration of Instant

Messaging and mobile commerce as a dedicated system servicing the needs of only a

single wireless network.

[0022] It is still another object of the present invention to enable merchant initiated mobile

commerce by integrating information about Wireless subscribers’ location, presence, and

privacy choices.

[0023] Additional objects and advantages ofthe present invention will be apparent in the

following detailed description read in conjunction with the accompanying drawing figures.

BRIEF DESCRIPTION OF THE DRAWINGS

[0024] Fig. 1 illustrates a block diagram view of the architecture of a PLIM system

according to the present invention.

[0025] Fig. 2 illustrates the flow of signals via the PLIM system of the present invention

when subscriber-initiated location-sensitive Web browsing is practiced.

[0026] Fig. 3 illustrates the flow of signals via the PLIM system of the present invention

when merchant—initiated mobile commerce is practiced.

[0027] Fig. 4 illustrates an initial registration process for effecting subscriber

provisioning.

[0028] Fig. 5 illustrates a preference selection process for effecting subscriber

provisioning.

[0029] Fig. 6 illustrates an updating process for maintaining subscriber provisioning.

[0030] Fig. 7 illustrates a carrier specific PLIM server implementation.

[0031] Fig. 8 illustrates a PLIM system implemented as a centralized gateway.

[0032] Figs. 9 and 10 illustrate a system for network optimization and performance

measurement, according to a further embodiment of the present invention.
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DETAILED DESCRIPTION OF THE INVENTION

[0033] One embodiment of the present invention is a computing platform that facilitates

communications for wireless subscribers of a wireless network. The computing platform

includes a presence module that maintains data concerning network presence of the

wireless subscribers, as well as a location proxy module that maintains location data

concerning physical location of the wireless subscribers. It also includes an instant

messaging module connected to provide instant messaging service for the wireless

subscribers utilizing the data concerning network presence. To enable mobile commerce,

the computing platform further includes a campaign manager module connected to provide

commercial message transmission to one or more of the wireless subscribers selected

based on the data concerning network presence and the data concerning physical location.

[0034] Another aspect of the computing platform is a privacy database containing records

ofdata permission settings corresponding to individual ones of the wireless subscribers.

The data permission settings of the privacy database are used as a further basis on which

the wireless subscribers are selected to be provided commercial message transmission.

[0035] Another aspect of the computing platform is that the presence module also

maintains data concerning network presence ofnon-wireless instant messaging

subscribers.

[0036] Another embodiment of the present invention is a network gateway for collecting

presence information and location information concerning wireless subscribers ofplural

Wireless networks, and for facilitating instant messaging and mobile commerce. The

network gateway includes a presence module that maintains data concerning network

presence of the wireless subscribers, as well as a location proxy module that maintains

location data concerning physical location of the wireless subscribers. It also includes an

instant messaging module connected to provide instant messaging service for the Wireless

subscribers utilizing the data concerning network presence. To enable mobile commerce,

the network gateway further includes a campaign manager module connected to provide

commercial message transmission to one or more of the wireless subscribers selected

based on the data concerning network presence and the data concerning physical location.
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[0037] The present invention also encompasses process embodiments for the conduct of

mobile commerce. One process embodiment includes receiving a request from an

approved merchant for current location information concerning a mobile subscriber, and

verifying via a privacy database that the subscriber has given permission for the merchant

to access the requested information. The process further includes obtaining current

location information concerning the mobile subscriber from position determining

equipment associated with a wireless network, and providing the subscriber’s current

location information to the merchant. By this process, the merchant is free to transmit to

the subscriber personalized content based on the subscriber’s current location information.

[0038] The integrated Presence Location Instant messaging and Mobile commerce (PLIM)

system according to the present invention provides two salient advantages to a wireless

carrier. One is the enabling ofWireless instant messaging with “mobile buddy list”

capability. The second is enabling ofmerchant—initiated mobile commerce. These

applications hold great promise for immediate and untapped sources of revenue for

Wireless carriers.

[0039] llvl is a revenue generating service. Instant messaging is a popular —— perhaps

indispensable — Internet service that wireless subscribers will pay to receive on their

mobile devices. Even for carriers who do not bill separately for the ll\/I service, the

additional message traffic and airtime represent significant sources ofnew revenue on

their existing infiastructure.

[0040] Enablement ofmobile commerce (or “m commerce”) is also a revenue generator.

A PLIM system according to the present invention makes subscriber presence, location,

and interest infonnation available to merchants who desire to initiate transactions with ,

Wireless subscribers. Carriers can generate multiple streams of revenue from the sale of

presence and location information, as well as activate lucrative mobile commerce

agreements with strategic partners.

[0041] In addition, the ability to offer the PLl1\/I as a gateway, independent of a single

network, allows several important advantages. Most importantly, it provides a virtual

“one stop shop” so that merchants, customers, and network operators can establish a

business relationship with a single entity that provides a seamless interface.

-7-
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[0042] A PLIM system according to the present invention offers significant additional

advantages to Wireless carriers in terms ofnetwork optimization and performance

measurement. Through its Presence Server, the platform allows other network elements to

function more efficiently. For example, by indicating that a subscriber’s phone is OFF,

the PLJM system eliminates unnecessary and resource-consuming SMS delivery re-

attempts. Similarly, the PLTM system can signal the Positioning Determining Equipment

when a subscriber has registered in a different market, allowing the equipment to rapidly

“re—locate” the subscriber.

[0043] The present invention ensures that mobile commerce is conducted in such a Way

that subscriber privacy is not compromised. The PLIM system provides for a 100% opt—in

service. Subscriber information is firewalled inside the carrier’s iietwcrk, or inside a

centralized gateway, depending on implementation options. Subscriber information is not

provided to any third patty Without explicit permission. Subscribers have the ability to

establish and change their pennissions and preferences easily and frequently using both

PC and wireless interfaces.

[0044] Referring to Fig. 1, a block diagram of the architecture of a PLll\/I system 1 10

according to the present invention is illustrated. One element of a system according to the

present invention is the Presence Server 112. The Presence Server 112 determines

whether a mobile device is ON or OFF in real-time. The Presence Server 112 inter-

operates with system databases to allow sophisticated presence management.

[0045] Another element of a system according to the present invention is the Location

Proxy Server (LPS) 114. The LPS 114 makes subscriber location, as determined by third

party equipment (e.g., PDE), available to merchants and other external entities under

controlled conditions. An additional element of a system according to the present

invention is the IM Server 116. The ]1\»f[ Server 116 allows the Wireless networks to send

and receive instant messages from common ll\/I platforms.

[0046] Another element of a system according to the present invention is the mobile

commerce Campaign Manager 118. The Campaign Manager 118 allows Wireless carriers

to automatically deliver targeted messages and e-coupons on behalf ofmobile commerce

merchants.
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[0047] Each of these elements 112, 114, 116, 118 may be implemented on separate

servers, but need not be to practice the present invention. Conceptually, the Presence

‘Server 112, the Location Proxy Server 114, the IM Server 116, and the Campaign

Manager 118 may be implemented as software modules that may execute on separate

physical machines, or on a single physical machine, at a common location, or remotely

from one another, depending on operational convenience. In other words, these elements

of the present invention are not dependent on the specifics ofhardware implementation to

provide the functions that make the present invention useful.

[0048] The integrated Presence Server 112, according to the present invention, determines

the network presence of a wireless subscriber or IM user. The Presence Server 112

determines if a mobile phone or other mobile device is ON or OFF. It also determines if

an Internet-based IM user is ONLINE or OFFLINE. The Presence Server 112 makes

network presence information available between Wireless networks and the Internet.

[0049] The simplest use of the Presence Server 112 is the instant messaging buddy list.

Because the Presence Server 112 is able to determine if a Wireless device is ON or OFF,

traditional IM buddy lists can be extended to indicate Whether “mobile buddies” are ON or

OFF. Likewise, WAP applications and embedded software in the handset can indicate

whether buddies are ONLINE at their PCS or at their Wireless devices.

[0050] The buddy list is an integral part of the PM experience — it allows one to send

messages to buddies who are online and therefore able to receive them instantly. But the

buddy list is becoming a valuable application in its own right. It is useful to know if

buddies, co—worl~:ers, staff, and others are ONLINE or have their phones ON. Particularly.

in mobile applications, merely knowing that a device is ON or OFF has intrinsic value.

[0051] The Presence Server 112 according to the present invention does much more than

power the buddy list. It enables “presence management” in a world Where there are many

ways to be online, and individuals may carry several different wireless devices. Presence

management allows subscribers to direct calls, messages, and data traffic to particular

devices. Presence management extends well beyond ON or OFF information: subscribers

may wish to indicate “ON-busy” or “ON—rneeting” or “ON—emergency on y” or any

number of other personal settings. Subscribers may even desire for their presence

-9-
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information to be presented differently to different outside parties, for example “ON-busy”

for co—Workers but “ON-available” for spouse or supervisor. Moreover, Presence

management preferences may change at different times of the day, and on different days of

the Week.

[0052] Presence information is also usefiil internally for the wireless network to

streamline operations. One example involves the Short Message Service Center (SMSC)

134. The SMSC 134 does not know if a mobile device is ON or OFF, and therefore must

employ a complex, n1ulti—day message delivery and re—delivery algorithm to ensure that

messages are delivered successfully. Using the PLl1\/I system 110 according to the present

invention, the SMSC 134 can query the Presence Server 112 before attempting to send a

message, eliminating inefficient retry attempts.

[0053] Another example involves the Position Determining Equipment (PDE) 130 that

many wireless carriers are expecting to deploy in the near future. Network-based PDE

devices need to know the market where the subscriber is operating before they can locate

the subscriber. If a subscriber moves from one market to another (for example, during a

business trip), the PDE does not know Where to begin searching for the subscriber. Using

the present invention, the PDE can query the Presence Server to obtain market presence

information, and then rapidly locate the subscriber.

[0054] The Presence Server communicates with other components of the PLIM system

platform as Well as external network elements in the wireless network.

[0055] Witlnii the PLIM system platform, the Presence Server communicates with the

Instant Messaging (EM) Server, the Campaign Manager, the Privacy Database, and the

Network API components. The IM Server queries the Presence Server to determine if a

subscriber’s phone is ON or OFF so that accurate “mobile buddy list” information is

available for the IM clients. The Campaign Manager queries the Presence Server to know

if a particular subscriber’s phone is ON or OFF before attempting to send a targeted

mobile commerce message. The Presence Server queries the Privacy Database to ensure

that an external entity requesting subscriber presence information is authorized to receive

the information. Presence information is made available to approved external entities via

“push” or “pull” through the Network API.
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