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PERIPHERAL DEVICE WITH INTEGRATED SECURITY FUNCTIONALITY

William P. Bialick

Mark J. Sutherland

Janet L. Dolphin-Peterson

 

Thomas K. Rowland

Kirk W. Skeba

Russell D. Housley

CROSS~REFERENCE TO RELATED APPLICATION 

This application is related to the commonly owned, co-

pending United States Patent Application entitled “Modular

Security Device," by William P. Bialick, Mark J. Sutherland,

Janet L. Dolphin-Peterson, Thomas K. Rowland, Kirk W. Skeba
and Russell D. Housley, filed on the same date as the present
application and having Attorney Docket No. SPY-003, the

disclosure of which is incorporated by reference herein.

BACKGROUND OF THE INVENTION

1. Field of the Invention

This invention relates to a peripheral, often portable,

device (as well as the methods employed by such a peripheral

device, and systems including such a peripheral device anda

host computing device with which the peripheral device

communicates) that can communicate with a host computing

device to enable one or more security operations to be

performed by the peripheral device on data stored within the

host computing device, data provided from the host computing

device to the peripheral device, or data retrieved by the

host computing device from the peripheral device.
2. Related Art

Computing capability is becoming increasingly portable.

In particular, there are more and more portable peripheral

devices that are adapted for communication with a host

computing device (e.g., desktop computer, notebook computer

or personal digital assistant) to enable particular

  



9

 

 
 

 

10

15

20

25

30

- 2 -

functionality to be achieved. These portable peripheral

Gevices can take a variety of physical forms (e.g., PCMCIA

cards, smart cards, CD~ROMs) and can perform an assortment of

functions (e.g., storage, communications and cryptography).

However, while portable computing affords a number of

advantages, it has a significant disadvantage in that the

computational environment (including the portable peripheral

devices, the host computing devices in which they are used,

and any other computational devices that communicate with

those devices) is more susceptible. to security breaches,

i.e., unauthorized access to, or modification of, programs

and/or data resident within the environment. Consequently,

cryptographic devices and methods have been developed for use

with such computational environments (as well as other~

computational environments) to enable increased levels of

environment security to be obtained.

FIG. 1 is a block diagram of a prior art system for

enabling a host computing device to provide secured data to,

and retrieve secured data from, a portabl@ device. In

FIG. 1, a system 100 includes a host computing device 101 and

a portable device 102. The host computing device 101 and

portable device 102 are adapted to enable communication

between the devices 101 and 102. The host computing

device 101 includes a security mechanism 10la (which can be

embodied by appropriately configured hardware, software

and/or firmware, such as, for example, a general purpose

microprocessor operating in accordance with instructions of

one or more computer programs stored in a data storage device

such as a hard disk) which can be directed to perform one or

more cryptographic operations.

In the system 100, if it is desired to provide secured

data from the host computing device 101 to the portable

device 102, the host computing device 101 causes the security

mechanism 101a to perform appropriate cryptographic

operations on data before the data is transferred to the

 



10

 

 
 

 

10

15

20

25

30

35

= 3 =

portable device 102. Similarly, the host computing

device 101 can receive secured data from the portable

device 102 and perform appropriate cryptographic operations
on the data to convert the data into a form that enables the

data to be accessed and/or modified by a person who is
authorized to do so.

A significant deficiency of the system 100 is that the

security mechanism 101la is itself typically not adequately

secure. It is commonly accepted that the components

{including hardware, software and/or firmware) of most host

computing devices are inherently insecure. This is because

the system design of host computing devices is, typically,

intentionally made. open so that components made by different

manufacturers can work together seamlessly. Thus, an .

unauthorized person may obtain knowledge of the operation of

the security mechanism 10la (e.g., identify a cryptographic

key), thereby enabling that person to gain access to, and/or
modify, the (thought to be secured) data.

FIG. 2 is a block diagram of anothergprior art system
for enabling a host computing device to provide secured data

to, and retrieve secured data from, a portable device. In

FIG. 2, a system 200 includes a host computing device 201, a

portable device 202 and a security device 203. The host

computing device 201, the portable device 202 and security

device 203 are adapted to enable communication between the

devices 201 and 202, and between the devices 201 and 203.

The security device 203 includes appropriately configured

hardware, software and/or firmware which can be directed to

perform one or more cryptographic operations.

In the system 200, if it is desired to provide secured

data from the host computing device 201 to the portable

device 202, the host computing device 201 first causes data

to be transferred to the security device 203, where

appropriate cryptographic operations are performed on the
data. The secured data is then transferred back to the host

10
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computing device 201, which, in turn, transfers the secured

data to the portable device 202. Similarly, the host

computing device 201 can receive secured data from the

portable device 202 by, upon receipt of secured data,

transferring the secured data to the security device 203,

which performs appropriate cryptographic operations on the

data to convert the data into a form that enables the data to

be accessed and/or modified by a person who is authorized to

do so, then transfers the unsecured data back to the host

computing device 201.

The system 200 can overcome the problem with the

system 100 identified above. The security device 203 can be

constructed so that the cryptographic functionality of the

device 203 can itself be made secure. (Such a security

Gevice is often referred to as a security "token.") An
unauthorized person can therefore be prevented (or, at least,

significantly deterred) from obtaining knowledge of the

operation of the security device 203, thereby preventing (or

significantly deterring) that person fromgaining access to,
and/or modifying, the secured data.

However, the system 200 may still not always ensure

adequately secured data. In particular, unsecured data may

be provided by the host computing device 201 to the portable

device 202 if the host computing device 201 - whether through

inadvertent error or deliberate attack by a user of the host

computing device 201, or through malfunction of the host

computing device 201 - fails to first transfer data to the

security device 203 for appropriate cryptographic treatment

before providing the data to the portable device 202.

Additionally, the system 200 requires the use of two

separate peripheral devices (portable device 202 and security

device 203) to enable the host computing device 201 to

exchange secured data with the portable device 202. For

several reasons, this may be inconvenient. First, both

devices 202 and 203 may not be available at the time that it
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is desired to perform a secure data exchange (e.g., one may

have been forgotten or misplaced). Second, even if both

devices 202 and 203 are available, it may not be possible to
connect both devices 202 and 203 at the same time to the host

computing device 201, making use of the devices 202 and 203

cumbersome and increasing the likelihood that unsecured data

is provided by the host computing device 201 to the portable

device 202. ,

SUMMARY OF THE INVENTION

A peripheral device according to the invention can be

used to communicate with a host computing device to enable

one or more security operations to be performed by the

peripheral device on data stored within the host computing

device, data provided from the host computing device to the

peripheral device (which can then be, for example, stored in

the peripheral device or transmitted to yet another device),

or data retrieved by the host computing device from the

peripheral device (e.g., data that has been stored in the

peripheral device @F, transmitted to the péripheral device
from another device. In particular, the peripheral device
can be adapted to enable, in a single integral peripheral

device, performance of one or more security operations on

data, and a defined interaction with a host computing device

that has not previously been integrated with security

operations in a single integral device. The defined

interactions can provide a variety of types of functionality

(e.g., data storage, data communication, data input and

output, user identification), as described further below.

The peripheral device can be implemented so that the

peripheral device can be operated in any one of multiple

user-selectable modes: a security functionality only mode, a

target functionality mode, and a combined security and target

functionality mode. The peripheral device can also be

implemented so that the security operations are performed in-
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line, i.e., the security operations are performed between the

communication of data to or from the host computing device

and the performance of the defined interaction. Moreover,

the peripheral device can be implemented so that the security

functionality of the peripheral device is transparent to the

host computing device.

A peripheral device according to the invention can

advantageously enable application of security operations to a

wide variety of interactions with a host computing device.

In particular, a peripheral device according to the invention

can accomplish this without necessity to use two peripheral

devices: one that’ performs the security operations and one

that performs the defined interaction. This can, for

example, minimize the possibility that the device adapted to

perform the defined interaction will be used with the host

computing system without proper application of security

operations to that interaction. Moreover, the provision of

in-line security in a peripheral device a@cording to the

invention enables a more secure exchange of data between a

host computing device and the peripheral device, overcoming

the problems identified above in previous systems for

performing security operations on data exchanged between such

devices. Additionally, implementing a modular device

according to the invention so that the performance of

security operations by the modular device is transparent can

reduce or eliminate the need to modify aspects of the

operation of the host computing device (e.g., device drivers

of the host computing device}, making implementation and use

of a data security system including the modular device
simpler and easier. Thus, the possibility that a user wiil

use the system incorrectly (e.g., fail to apply security

operations to an interaction with the host computing device,

or apply the security operations incorrectly or incompletely)

is reduced. Making the security operations transparent can

also enhance the security of those operations.

13
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BRIEF DESCRIPTION OF THE DRAWINGS

FIG. xis a block diagram of a prior art system for
enabling a host computing device to provide secured data to,

and retrieve secured data from, a portable device.
5 FIG. 2 is a block diagram of another prior art system

for enabling a host computing device to provide secured data

to, and retrdeve secured data from, a portable device.
PIG. 3A is a block diagram of a system according to the

invention. oo
10 FIG. 3Bis a perspective view of a physical

implementationof the system of FIG. 3A according to one

embodiment pt the invention.
FIG. 4 is a block diagram of a peripheral device

according to,dan embodiment of the invention.

15 FIG. 5° is a flow chart of a method, according to an

embodiment ofthe invention, for initiating use of a system

according tg/the invention.
FIG. 6 is a block diagram of a system, according to an

embodiment of the invention, illustratingoperation of the
20 system during a method according to the invention as in

FIG. 5.

FIG. 7 is a flow chart of a method, according to an

 
embodiment of the invention, for using a peripheral device

according to“the invention.
25 FIG. 8 “is a block diagram of a peripheral device

according tof another embodiment of the invention.
FIG. 9A i's a block diagram illustrating the flow of data

through the interface control device of FIG. 8.
FIG. 9B is a block diagram of a particular embodiment of

30 an interface control device for use in a peripheral device

according to the invention.

DETAILED DESCRIPTION OF THE INVENTION

FIG. 3A is a block diagram of a system 300 according to 
the invention. The system 300 includes a host computing

14
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device 301 and a peripheral device 302 that communicate via a

communications interface 303. Herein, "peripheral device”

can refer to any device that operates outside of a hosta carrieAart device and that is connected to the host
a 5 olarrareein device. The peripheral device 302 includes a“z

security mechanism 302a that enables security operations

(examples of which are described in more detail below) to be

performed on data that is stored within the host computing

device 301, data that is transmitted from the host computing

10 sevess sf pesebeces devic&or data that is transmitted
from 4 device to the host computing device 301. As
explained in more detail below, the peripheral device 302

OW

CA

also provides additional functionality (referred to herein as

"target functionality") to the system 300, such as, for

15 example, the capability to store data in a solid-state disk

storage device, the capability to enable communications from

the host computing device 301 to another device, the

capability to accept biometric input to effable user

authentication to the host computing device 301, and the

20 capability to receive and read a smart card inserted into the

peripheral device 302.

Generally, the communications interface 303 can be any

 
embodied by any of a variety of communication interfaces,

such as a wireless communications interface, a PCMCIA

25 interface, a smart card interface, a serial interface (such

as an RS-232 interface), a parallel interface, a SCSI
interface or an IDE interface. Each embodiment of the

communications interface 303 includes hardware present in

each of the host computing device 301 and peripheral device

30 302 that operates in accordance with a communications

protocol (which can be embodied, for example, by software

stored in a memory device and/or firmware that is present in

the host computing device 301 and/or peripheral device 302)

appropriate for that type of communications interface, as
35 known to those skilled in the art. Each embodiment of the

15
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communications interface 303 also includes mechanisms to

enable physical engagement, if any, between the host

computing device 301 and peripheral device 302.

Generally, the security mechanism 302a can be configured

to perform any electronic data security operation (herein,

referred to simply as "security operation”) including, for

example, operations that provide one or more of the basic

cryptographic functions, such as maintenance of data

confidentiality, verification of data integrity, user

authentication and user non-repudiation. Particular security

operations that can be implemented in a peripheral device

according to the invention are described in more detail
below. .

The security mechanism 302a can be, for example,

embodied as a security token. Herein, "security token"

refers to a device that performs security operations and that

includes one or more mechanisms (such as, for example, use of

a hardware random number generator and/or“*protected memory)

to provide security for the content of those operations.

FIG. 3B is a perspective view of a physical

implementation of the system 300 of FIG. 3A, according to one

embodiment of the invention. In ric. 3, the peripheral
device 302 is embodied as a card 312 that can be inserted

into a corresponding slot 313 formed in a portable

computer 311 that, in FIG. 3B, embodies the host computing

device 301. Often a peripheral device according to the

invention is a portable device, such as the card 312 shown in

FIG. 3B. Herein, "portable device" can refer generally to

any device that is capable of being easily: carried by hand.

FIG. 4 is a block diagram of a peripheral device 400

according to an embodiment of the invention. The peripheral

device 400 includes security functionality 401, target
functionality 402 and a host interface 403 that are formed

together as part of a single physical device. For example,

the security functionality 401 and target functionality 402

16
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can be enclosed in a single, card-like housing (designated in

FIG. 4 by the numeral 404) conforming to a PCMCIA card or
smart card standard.

The peripheral device 400 can have a number of

advantageous characteristics. The peripheral device 400 can

be implemented in a manner that enables the security

operations of the security functionality 401 to be performed

in a manner that is transparent to a host computing device

(and, depending upon the particular implementation of the

peripheral device 400, to a user of a system including the

peripheral device 400) of a system according to the

invention, so that the host computing device (and, perhaps,

user) is aware only of the presence of the target

functionality 402. Additionally, the peripheral device 400

can be implemented so that security operations are performed

"in-line," i.e., the security operations are performed
between the communication of data to or from the host

computing device and the performance of the target

functionality provided by the peripheral @evice. Further,

the peripheral device 400 enables a wide variety of secure

target functionality to be easily provided to a host

computing device.

FIG. 5 is a flow chart of a method 500, according to an

embodiment of the invention, for initiating use of a system

according to the invention, The method 500 enables an aspect

of the invention in which the presence of security

functionality as part of a peripheral device is not detected

by a host computing device, thus making the security

functionality transparent to the host computing device and,

depending upon the particular manner in which the security

functionality is implemented, to a user of the system.

FIG. 6 is a block diagram of a system 600, according to

an embodiment of the invention, illustrating operation of the

system 600 during a method according to the invention such as

the method 500 of FIG. 5. The system 600 includes a host
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computing device 601 and a peripheral device 602. The host

computing device 601 includes a display device 603a (e€.g., a

conventional computer display monitor) and user input

device 603b (e.g., a keyboard, mouse, trackball, joystick or

other appropriate device), referred to collectively

hereinafter as user interface device 603. The host computing

device 601 also includes, mounted within a housing 604, a
processing device 605, a memory device 606, an input/output

(I/O) device 607 for enabling communication with the user

interface device 603, and an input/output (1/0) device 608

for enabling communication with peripheral device 602. The

devices 605, 606, 607 and 608 can each be implemented by

conventional such devices and can communicate with each other
via a conventional computer bus 609, as is well known and

understood. The peripheral device 602 includes security
functionality 611, a memory device 612, an input/output (1/0)

device 613 for enabling communication with the host computing

device 601 and target functionality 614. The security

functionality 611, memory device 612, I/O device 613 and
target functionality 614 can each be implemented by

conventional devices and can communicate with each other via

a conventional computer bus 615, as is well known and

understood. The host computing device 601 and the peripheral

device 602 are. shown in simplified form in FIG. 6 to

facilitate clarity in illustration of this aspect of the

invention; as described in more detail below and as

understood by those skilled in the art, the host computing

device 601 and the peripheral device 602 can - and typically
will - include other devices not shown in FIG. 6.

Returning to FIG. 5, use of a system according to the

invention begins when, as shown by step 501, a user of the

system connects a peripheral device according to the

invention to a host computing device. Such connection can

occur in any manner that enables the peripheral device to

communicate with the host computing device. Frequently, this
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will occur as a result of a physical connection of the

peripheral device to the host computing device. (In general,

such physical connection can occur either before or after the

host computing device begins operating; however, in the

former case, subsequent steps of the method 500 ~ with the

exception of, depending upon the implementation of the

peripheral device, the step 503.- cannot be performed until

the host computing device begins operating.) For example,

the peripheral device can be embodied in a card or disk

(e.g., a card conforming to a PCMCIA form factor as

established by the appropriate standard) that is inserted

into a corresponding socket formed in the host computing

device. Or, the peripheral device can be embodied in a

housing from which a cord extends, a plug of the cord being
inserted into a mating receptacle formed in the host

computing device. However, such physical connection need not

necessarily occur; the peripheral device can also be

connected to the host computing device by any type of

wireless communication for which the host,computing device
contains an appropriate interface.

Once connection between the peripheral device and the

host computing device is made, the host computing device

detects the presence of the peripheral device, as shown by

step 502. Such detection of the presence of a peripheral

device is typically enabled as a standard aspect of the

operating system software of the host computing device.

Typically, once the presence of a new peripheral device

is detected by the operating system software of the host

computing device, the operating system software (or companion

software program) also identifies the type of the peripheral

device. This can be accomplished, for example, by a standard
software device driver (hereinafter, "host driver") for

devices of the type that use the host computing device

interface that is being used by the peripheral device 602.

In FIG. 6, the host driver is shown stored in the memory
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section 606a of the memory device 606 of the host computing

device 601. (The Card Services or Socket Services programs

that often are bundled with the Windows95™ operating system

software for use in performing various "housekeeping"

functions associated with a PCMCIA interface are @® examples

of such drivers.) However, in the method 500, before the

operating system software can perform such identification,

the peripheral device according to the invention suspends

operation of this aspect of the operating system software, so

that the peripheral device can establish its identity, as

shown by step 503, and explained further below. As will be

apparent from that explanation, performance of the step 503

advantageously enables the peripheral device to assume”the

identity of the target functionality that is part of the

peripheral device. Since, as described elsewhere herein, a

peripheral device according to the invention can include a

variety of types of target functionality, the peripheral

device can take a variety of identities.

The particular manner in which operation of the

operating system software is suspended so that the peripheral

device can establish its identity can depend on the

characteristics of the operating system software and/or the

device interface. However, for many combinations of

operating system software and device interface, the operating

system software waits for confirmation that the device

connected to the device interface is ready for further

interaction with the operating system software before the

operating system software seeks to identify the type of the

device connected to the interface (the standard for PCMCIA

interfaces, for example, specifies such operation). In such

cases, the peripheral device can be configured to delay

informing the operating system software that the peripheral

device is ready for further interaction until the peripheral

device has established its identity.

The following description of one way in which the
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step 503 can be implemented can best be understood by

reference to the system 600shown in FIG. 6. One way in
which the operating system software of a host computing
device can identify the type of a peripheral device is to

access a known memory section of a memory device of the

peripheral device, as established by an interface standard

developed for that type of peripheral device, that stores

data representing the type of the peripheral device. This is

true for a variety of types of peripheral devices, such as,

for example, peripheral devices that conform to the PCMCIA

standard. (The PCMCIA standard, for example, includes a

specification, called the Card Information Structure, that

defines, among other things, a location in a portion of

memory of a PCMCIA card, denoted as “attribute memory", that

stores data identifying the type of the PCMCIA card.) In the

system 600, the peripheral device 602 is such a device. The

memory section of the memory device 612 of the peripheral

device 602 which the host computing devic@ 601 seeks to

access is shown in FIG. 6 as the memory section 612a, and the

data stored therein is referred to herein as "peripheral
device identification data."

The peripheral device 602 can be implemented so that the

peripheral device 602 assumes the identity of the target

functionality 614 (whether or not the security functionality

of the peripheral device is also being used). This enables

the host computing device 601 to interact with the peripheral

device 602 as though the peripheral device 602 were a device

of the type of the target functionality 614, without

recognizing that security functionality 611 is present that

may be performing security operations. Thus, the need to

modify aspects of the operation_of the host computing device

(e.g., the host device driver)¥ts reduced or eliminated,
making implementation and use of a data security system

including the peripheral device 602 simpler and easier.

Since use of the data security system is easier (e.g., a user
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need not provide input to cause the host driver to be

appropriately tailored to enable desired interaction with a

security device), the possibility that a user will use the

system incorrectly (e.g., fail to apply security operations

to an interaction with the host computing device, or apply
the security operations incorrectly or incompletely) is
reduced.

Though, as shown in FIG. 6, the peripheral device 602

includes security functionality 611 and target

functionality 614, the system 600 can be operated so that
only the security functionality 611 is used. The peripheral
device 602 and peripheral device driver (discussed below) can
be implemented so that, when the peripheral device 602 is
operated in that way, the peripheral device identification

data stored in the memory location 612a identifies the

peripheral device 602 as a security device.

Returning to FIG. 5, after the peripheral device has

established its identity, the host computing device
identifies the peripheral device, as shown by step 504. This

can be implemented as part of the host driver, as indicated
above.

Qnce the host computing device has identified the

peripheral device (and other host computing device operating

system software operations concluded, if applicable), the

user can begin using the peripheral device (in particular,

the security functionality of the peripheral device), as

shown by step 505 of the method 500. Such use can be enabled

by one or more software programs (referred to collectively

hereinafter as a "peripheral device driver," though such

programs can include programs in addition to those

conventionally termed "drivers," such as programs

conventionally termed "applications") that are executed by

the host computing device.

The use of a separate driver to control and interact

with the security functionality of a peripheral device  
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according to the invention can be advantageous because it

reduces or eliminates the need to modify the host driver. As

a practical matter, such modification of the host driver can

likely only be accomplished by requiring a user to interact

with a standard host driver to appropriately modify the
standard host driver. This is undesirable because the user

may forget to modify the driver or modify the driver

incorrectly or incompletely.
The peripheral device driver can have previously been

installed on a data storage device (e.g., hard disk) of the

host computing device (in FIG. 6, the peripheral device

driver is shown stored in the memory section 606b of the

memory device 606 of the host computing device 601), or can

be made accessible to the host computing device via an

appropriate interface (such as a floppy disk drive, CD-ROM

drive or network connection) at a time when the user wishes

to initiate interaction between the host computing device and

the peripheral device. Additionally, whet a peripheral

device according to the invention is used with a host

computing device which utilizes operating system softwarechat supports the reatureOTRcorres to as "plug
and play", it is also possible to store the peripheral device

Griver in a memory device of the peripheral device and

configure the peripheral device so that, when the peripheral

Gevice is connected for the first time to a particular host

computing device, the host computing device automatically

provides the user with the opportunity to instruct the host

computing device to cause the peripheral device driver toa be

transferred from the peripheral device to the host computing
device.

FIG. 7 is a flow chart of a method 700, according to an

embodiment of the invention, for using a peripheral device

according to the invention. It is to be understood that the

method 700 shown in FIG. 7 is not the only way to enable the

aspects of use of a peripheral device according to the

53>
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invention that are illustrated in FIG. 7; as can be readily

appreciated by those skilled in the art, such aspects can be

implemented using any of a variety of other appropriate

methods. Further, the use of a peripheral device according

to the invention can include aspects not illustrated in

PIG. 7; likewise, such use may not include some of the

aspects illustrated in FIG. 7. The method 700 of FIG. 7 is

shown merely to aid in the illustration of certain aspects of
the invention, and should not be interpreted as restricting

the manner in which a peripheral device according to the
invention can be used.

To begin using a peripheral device according to the

invention, a user instructs the host computing device to

begin execution of the peripheral device driver, as shown by
step 701 of the method 700, the user having obtained

knowledge of the appropriate command to begin execution of

the peripheral device driver in any appropriate manner (e.g.,

from a user manual accompanying the peripheral device driver

and/or the peripheral device). In general, the steps of the

method 700 occur as a result of operation “of a peripheral
device driver; however, operation of the host driver may be

necessary or desirable to enable some aspects of the

method 700 (e.g., execution of a transaction, as in

steps 708, 712 and 715).

As indicated above, a peripheral device according to the

invention can be implemented so that the host driver cannot

detect the presence of the security functionality of the

peripheral device. In such case, the peripheral device

driver enables the detection of the security functionality,

as shown by step 702 of the method 700. This can be

accomplished by including instructions as part of the

peripheral device driver that, when the peripheral device

driver first begins executing, cause the peripheral device

driver to access a predefined location of a memory device of

the peripheral device (in FIG. 6, the memory section 612b)
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for data that identifies whether the peripheral device is a

device having security functionality that is compatible with

the peripheral device driver. If the peripheral device is

such a device, then the peripheral device driver can enable

the user to make use of the security functionality of the

peripherai device. Further, the peripheral device driver can

be implemented, as shown in FIG. 7, so that, if the proper

security functionality is not detected, execution of the

peripheral device driver terminates, preventing use of the

peripheral device. Alternatively, the peripheral device

driver can be implemented so that, if the proper security

functionality is not detected, the target functionality of

the peripheral device can be used without the security

functionality of the peripheral device. .
A peripheral device according to the invention can, in

general, be operated in one of three modes: 1) a mode in

which only the security functionality is used, 2) a mode in

which both the security functionality and the target

functionality are used, and 3) a mode in ighich only the
target functionality is used. The user can be enabled to,

via the peripheral device driver, select any one of the three

modes of operation. However, in some applications, it may he

desirable to inhibit operation in one or two of the modes.

In particular, it may be desirable to prevent operation of

the peripheral device in the last of the above-listed modes,

i.e., a mode in which the security functionality is not used,

if it is desired to ensure that use of the target

functionality can only occur with the application of one or

more security operations. This could be accomplished by

implementing the peripheral device driver so that the option

to operate in that mode is not presented to the user, or the

peripheral device could be configured during manufacture to

prohibit operation in that mode. For example, if the target

functionality is embodied as a communications device or a

memory device, it may be desirable to ensure that unencrypted

25
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data cannot be transferred via the communications device or

stored in the memory device, whether done inadvertently or on

purpose.

In the method 700, all three of the above-listed modes

are available for use. In the step 703 of the method 700, a

 
determination is made as to whether the security

functionality is to be used. (As noted above, such use may
be required.) If yes, the peripheral device is operated in

one of the first two modes above (security functionality

only, or security functionality plus peripheral

functionality); if no, the third mode is used (peripheral

functionality only).

The peripheral device driver can be implemented so that
the user must successfully enter an acceptable access code

(e.g., a password or PIN) before the user is enabled to use
the peripheral device. In particular, it can be desirable to

require an access code before enabling a user to use the

security functionality, thus establishing a layer of security

that protects the integrity of the security operations
themselves. In the method 700, as shown by the step 704, an
acceptable access code must be entered by the user before the

security functionality of the peripheral device can be used.

An access code can be entered, for example, by inputting the

access code in a conventional manner using a user interface

device (e.g., keyboard) of the host computing device. Or, an

access code can be entered using particular embodiments of

target functionality (such as a biometric device, discussed

in more detail below) that is part of the peripheral device

according to the invention.

Advantageously, an access code can be used not only to

controi access to the security (or other) functionality of

the peripheral device, but also to identify a "personality"

of the user. Each personality is represented by data that

establishes certain characteristics of operation of the

peripheral device, such as, for example, restrictions on
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operation of the peripheral device (e.g., limitations on the

types of security operations that can be performed) or

specification of operating parameters or characteristics

(e.g., cryptographic keys or specification of a particular

incarnation of a type of security algorithm, such as a

particular encryption algorithm). A single user can have

multiple personalities: each personality might, for example,
correspond to a different capacity in which a user acts.

Data representing personalities and corresponding user access

codes can be stored in a memory device of the peripheral
device.

Upon receipt of an acceptable access code, the

peripheral device driver controls the host computing device
to present a user interface that enables the user to effect

desired control of the peripheral device, and, in particular,
to use the peripheral device to perform security operations,

as described below. (If access codes are also used to

identify personalities, upon receipt of an acceptable access

code, the peripheral device driver can algo access and
retrieve the data representing the corresponding personality,

so that the operation of the peripheral device can be

controlled accordingly.) The user interface for enabling a

user to operate the peripheral device can be implemented in

any of a variety of well known ways (e.g., as a graphical

user interface) using methods and apparatus that are well

Known to those skilled in the art. Generally, the user

interface enables the user to perform any functionality that

is provided by the peripheral device, as described in more
detail elsewhere herein.

As indicated aboye, a peripheral device according to the

invention can vetonues in any of three modes. Once an
acceptable access code has been entered, the peripheral

device driver can enable the user to select one of the three

modes, as shown in step 705 of the method 700.

(Alternatively, as mentioned above, it may be desirable to  
27
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present the user only with the option of choosing the

security functionality only mode or the security

functionality plus peripheral functionality mode, so as to

eliminate the possibility that the user will effect an

unsecured use of the target functionality.) If the security

functionality only mode, or the, security functionality plus

pertpheral functionality mode, is selected, then the user

interface (and the underlying peripheral device driver)

enables the user to input all desired or required

instructions regarding the security operations to be

performed for a particular "transaction" (e.g., a storage of

data in a memory device, a transmission of data by a

communications device, or an exchange of data with a smart
card reader device), as shown by steps 706 and 710 of the

method 700. For example, the user interface can enable the

user to select data to which security operations are to be

performed, specify the application of particular security

operations to data, or specify parameters ,or other
information required for a particular security operation. If

the security functionality plus peripheral functionality

mode, or the peripheral functionality only mode, is selected,

then the user interface and peripheral device driver enable

the user to input all desired or required instructions

regarding use of the target functionality for the

transaction, as shown by steps 707 and 711 of the method 700.

For example, if the target functionality is embodied as a

memory device, the user interface can enable the user to

specify a name for the stored data. Or, for example, if the

target functionality is embodied as a communications device,

the user interface can enable the user to specify a

destination (e.g., an electronic mail address) for the data.

Once the user has provided instructions in steps 706

and 707, in step 710, or in step 711, the transaction is

executed, as shown by step 708 or step 712 of the method 700.

After execution of the transaction, the user can be allowed
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to execute further transactions, as shown by step 709 of the

method 700. It is also possible for the user to begin using

another personality (by entering an appropriate access code),

as shown by step 709 of the method 700. Eventually, use of

the peripheral device ends, as shown by step 718 of the
method 700.

The peripheral device and associated peripheral device

driver can be implemented so that it is possible to use, only

the security functionality of the peripheral device. ae
peripheral device can be used in this manner to, for example,

encrypt or decrypt data stored on the host computing device

by receiving the data from the host computing device,

encrypting or decrypting the data as appropriate, then

returning the encrypted or decrypted data to the host

computing device.

As indicated above, the peripheral device and associated

peripheral device driver can be implemented so that it is

possible to use only oneics functionality of the
peripheral device, even without entering &n appropriate

access code. In the method 700, such operation is shown by

the steps 714, 715 and 716, which function in the same manner

as steps 711, 712 and 709, described above. Using the

peripheral device in this way can be useful, for example,

when the target functionality is embodied as a biometric

device, as described further below, that is used to perform

user authentication. In particular, if the biometric device

is to be used as the mechanism to enter the access code in

step 704, operation in this mode may be necessary (depending

on the capabilities of the bigmetric device) to enable such
use of the biometric device.the step 717 can also enable
use of the security functionality to begin by causing a

prompt for an appropriate access code to appear (step 704).

Again, eventually, use of the peripheral device ends (step

718).

As described above, a peripheral device according to the
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invention that includes security functionality and target

functionality can be implemented so that the host computing

device is not aware of the presence of the security

functionality. It may also be desirable to shield the user

from knowledge of the presence of the security functionality

and cause predetermined security operations to be performed

automatically. This may be desirable so that, for example,

it is not necessary for the user to provide input regarding

the performance of security operations, thus eliminating the

possibility that the user will neglect to provide such input,

or will provide the input incorrectly or incompletely. Or,

it may be desirable to make security operations transparent

to users to enhance the security of those operations, since,

if the performance of such operations is unknown, there will

be no attempt to defeat the security provided by those

operations. If such is the case, the peripheral device

driver can be implemented so that the peripheral device can

operate only in the security functionality plus peripheral

functionality mode (steps 710, 711, 712, 714, 715, 716

and 717 of the method 700 cannot be performed) and so that no

indication (@.g., presentation of a user interface display

that allows input of instructions regarding the performance

of security operations, as in step 706 of the method 700) is

given of the presence of the security functionality of the

peripheral device. Rather, the user would simply be

presented with options regarding operation of the target

functionality (step 707 of the method 700). In such an

implementation, the peripheral device driver can be

implemented to automatically cause one or more predetermined

security operations to be performed based upon a user-

specified interaction with the target functionality, or the

peripheral device can be configured to cause such security

operations to be performed any time a specified interaction

with the target functionality occurs.

A significant advantage of a peripheral device according
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to the invention is that the peripheral device can be

implemented so that any of a variety of types of target

functionality can be included as part of the peripheral

device. In particular, as described in more detail below,

the peripheral device includes an interface control device

which enables and manages communications between and among
the host computing device, a cryptographic processing

device that is part of the peripheral device, and target

functionality that is also part of the peripheral device.

The interface control device can be adapted to provide an

appropriate interface for each type of target functionality.

Thus, in general, any desired target functionality can be

used with a peripheral device according to the invention, so
long as the target functionality is implemented so as to
enable communication with an interface of the type presented.
Those skilled in the art of data communications can readily

understand how to implement such communication with target

functionality in view of the detailed sooteTaO
embodiment of a peripheral device according to the invention,
and, in particular, an interface control device of such a

peripheral device.

For example, target functionality of a peripheral device

according to the invention can be embodied as a memory device

adapted to enable non-volatile storage of data. In general,

any such memory device can be used to embody such target

functionality. More particularly, a solid-state disk storage

device (e.g., NAN flash memory device) can advantageously be

used. Illustratively, a memory device that can be used to

embody target functionality in a peripheral device according

to the invention can be a compact flash memory device, such
as an ATA format flash disk drive. Other solid-state disk

storage devices, such as SCSI disks and IDE disks can be 

used. The construction and operation of memory devices in

general, as well as those identified particularly above, is

well understood by those skilled in that art, so that,
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together with an understanding of the required communication

capability between the target functionality and the interface

control device, a memory device for use with the invention

can be easily constructed and operated. A peripheral device

according to the invention that includes a memory device that

embodies the target functionality can be used, for example,

to securely store data in a manner that enables a user of the

data to easily carry the data with them wherever they go.

Target functionality of a peripheral device according to

the invention can also be embodied as a communications device

adapted to enable communication between the host computing

device and a remote device. In general, any such

communications device can be used to embody target

functionality. A communications device that can be used to

embody target functionality in a peripheral device according

to the invention can include, for example, a data

communications modem (such as, for example, a conventional

telephone line modem, an ISDN modem, a cable modem, or a

wireless modem) or a LAN transceiver (eitker wired or

wireless and, in the latter case, operating in, for example,

the infrared or radiofrequency spectrum). The construction

and operation of communication devices in general, as well as

those identified particularly above, is well understood by

those skilled in that art, so that, together with an

understanding of the required communication capability

between the target functionality and the interface control

device, a communication device for use with the invention can

be easily constructed and operated. A peripheral device

according to the invention that includes a communications

device that embodies target functionality can be used, for

example, to encrypt electronic mail before transmission to an

addressee. Or, such a peripheral device can be used, for

example, to encrypt data files that a person wishes to

securely transfer between a computing device at the person's

place of work and a computing device at the person's home.
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Target functionality of a peripheral device according to

the invention can also be embodied as a biometric device,

which is defined herein as any device that is adapted to

receive input data regarding a physical characteristic of a

person based upon a physical interaction of the person with

the device. In general, any such biometric device can be

used to embody target functionality. Biometric devices that
can be used in a peripheral device according to the invention

can include, for example, a fingerprint scanning device, a

retinal scanning device or a faceprint scanning device.

In addition to conventional computational devices for

storing and/or manipulating digital data, a biometric device

includes a sensor for sensing the physical characteristic,
and an analog-to-digital converter to transform the analog

data representing the sensed characteristic into digital

data. For example, a fingerprint scanning device includes a

sensor upon which a person can place a finger, the sensor

sensing the fingerprint of the finger, the content of the

sensed fingerprint being converted into digital data by the
device. Similarly, a retinal scanning device includes a

sensor which can be placed proximate to a person's eye, the

sensor sensing characteristics of the eye such as blood

vessel pattern or iris pattern, the device translating the

content of the sensed characteristics into digital data. The

construction and operation of biometric devices in general,

as well as those identified particularly above, is well

understood by those skilled in that art, so that, together

with an understanding of the required communication

capability between the target functionality and the interface

control device, a biometric device for use with the invention

 
can be easily constructed and operated. Fingerprint scanning

devices and retinal scanning devices that can readily be

modified for use with the invention, i.e. to communicate with

an interface control device according to the invention, are

known to those skilled in that art. For example, fingerprint
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scanning devices such as those available from Identix

Incorporated of Sunnyvale, California can be used ina

fingerprint scanning device for use with the invention.

A peripheral device according to the invention that

includes a biometric device that embodies the target

functionality can be used, for example, to enable user

authentication to a host computing device before allowing

access to particular data stored on the host computing

device. Such user authentication can be accomplished by

using a biometric device to obtain biometric data from a user

and comparing the biometric data to an appropriate library of

biometric data representing a predetermined group of people
(e.g., authorized users). The library of data can be stored

in a memory device of the peripheral device. ,
When a peripheral device including a fingerprint

scanning device is embodied as a card adapted to be inserted

into a slot of a host computing device (e.g., a slot

conforming to a PCMCIA standard), it may be useful to make
the peripheral device relatively long, so that a portion of

the card on which the sensor is positioned can extend from

the slot of the host computing device, thereby enabling

fingerprints to be scanned while the peripheral device is

inserted in the host computing device. Similarly, for a

fingerprint scanning device, retinal scanning device or

faceprint scanning device, it may be desirable to form the
device so that the sensor is connected to the remainder of

the device via an appropriate communication line, thus

providing some range of movement of the sensor while the

peripheral device is inserted in the host computing device,

thereby facilitating use of the device.

A biometric device can be used in different ways with a

system according to the invention, depending upon the

capabilities of the biometric device. Using known apparatus

and methods, a "smart" biometric device can be implemented

with the capability to detect the presence of an input to the
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sensor, and, upon such detection, initiate acquisition of the

biometric data and performance by the peripheral device of

the appropriate data comparison. Such a biometric device can

be used to perform user authentication as in step 704 of the

method 700 above. Alternatively, the biometric device may be

"stupid" and require that a user initiate the data

acquisition and authentication process. Such a biometric

device can be used to perform user authentication ina

peripheral device that allows operation without entry of a

proper access code, as in steps 714 and 715 of the
method 700.

Target functionality,of a peripheral device according to

the invention can be also, embodied as a smart card reader
device adapted to communicate with a smart card, such as, for

example, a smart card compliant with the ISO 7816 standard.

Such a device can be implemented by adapting a conventional

smart card reader, the construction ceeee which iswell known to those skilled in that art, jet a

communications interface that enables the smart card reader

to communicate with the interface control,device. A
peripheral device according to the invention that includes a

smart card reader device can be used to provide security

features to a smart card reader, or add to existing security
features of a smart card reader.

It is to be understood that the examples given above are

merely illustrative, not exhaustive, of the ways in which a

peripheral device according to the invention can be used.

Many more possibilities exist.

FIG. 8 is a block diagram of a peripheral device 800

according to another embodiment of the invention. The

peripheral device 800 includes a cryptographic processing

device 801, an interface control device 802, a first memory
device 803, a second memory device 804, a real-time

clock 805, a host computing device input/output (1/0)

interface 806 and target functionality 807.
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The host computing device I/O interface 806 enables

communications between the peripheral device 800 and a host

computing device. The electrical and mechanical

characteristics of the I/O interface 806, as well as the

protocol used to enable communication via the interface 806,
are established in any manner that conforms to the industry

standard specifications for an interface of that type. For

example, a peripheral device according to the invention can

be adapted for insertion into a PCMCIA slot of a host

computing device. In such a peripheral device, the
electrical and mechanical characteristics and communications

protocol for the host computing device I/0 interface 806 are

established in conformance with the appropriate PCMCIA.
standards.

The cryptographic processing device 801 can be adapted

to perform security operations. Generally, the cryptographic

processing device 801 can be embodied by any processor

capable of performing the cryptographic operations desired to

be provided by the peripheral device 800. In one embodiment

of the peripheral device 800, the cryptographic processing

device 801 is a special purpose embedded processor, embodied

on a single integrated chip and designated as MYK-82 (and

also referred to by the name Capstone), which includes an

ARM6™ processor core and several special purpose
cryptographic processing elements that have been developed by

the Department of Defense. The construction and operation of

the Capstone chip is known by those skilled in the art of

cryptographic processing.

The first memory Gevice 803 can be a non-volatile data

storage device which can be used to store computer programs

and persistent data. The first memory device 803 can be

implemented by any appropriate such device (of which there

are many conventional, readily available incarnations), such

as, for example, a conventional flash memory device.

The second memory device 804 can be a volatile data

 

36



37

  
10

15

20

25

30

35

= 30 =

storage device that can also be a rapidly accessible data

storage device in which frequently used data and program

instructions can be stored during operation of the peripheral

device 800. The second memory device 804 can also be

implemented by any appropriate such device (of which there

are many conventional, readily available embodiments), such

as, for example, a conventional random access memory (RAM)
device.

The real-time clock 805 enables the creation of time

stamps, which can be used in a number of security operations.

Advantageously, the time stamps created by the real-time
clock 805 are more secure than those that could otherwise be

produced by the relatively insecure clock of a host computing

device. The real-time clock 805 includes a conventional
battery backup device that maintains power to the real-time
clock 805 when the peripheral device 800 is not in use (i.e.,

when power is not supplied to the peripheral device 800), so

that the correct time is continuously preserved within the

peripheral device 800. The real-time clock 805 (including

battery backup) can be embodied by any conventional such
device, such as the DS1302 clock available from Dallas

Semiconductor of Dallas, Texas.

In the peripheral device 800, the interface control

device 802 mediates the interaction between the host

computing device, the target functionality 807 and the

cryptographic processing device 801. In one embodiment of

the peripheral device 800, the interface control device 802

is a conventional field-programmable gate array (FPGA) that

is programmed to perform the functions that it is desired to

implement with the interface control device 802, as described

in more detail below. The interface control device 802,

under control of the cryptographic processing device 801, can

be adapted to enable the peripheral device 800 to assume the

identity of the target functionality 807, as discussed above.
The interface control device 802 also enables the in-line
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cryptography aspect of the invention, since the interface
control device 802 controls the flow of data between the host

computing device and the target functionality 807.

FIG. 9A is a block diagram illustrating the flow of data

through the interface control device 802 of FIG. 8. Data

transferred from a host computing device enters the

peripheral device 800 (not demarcated in FIG. 9A) through the
host computing device I/O interface 806. The interface

control device 802 presents the data to a cryptographic

processing device interface 808 (not shown in FIG. 8).

Depending on the configuration of the interface control

device 802, as determined by operation of the peripheral

device driver and/or by settings established during the
manufacture of the peripheral device 800, the data may or may

not be processed by the cryptographic processing device 801
(FIG. 8). Typically (or, in some cases, necessarily), as

discussed in more detail above, cryptographic processing will
eccur. The interface control device 802 then causes the data

to be transferred to the target functionality 807. Data

being transferred from the target functionality 807 to the
host computing device follows a similar path in the reverse

direction. When the target functionality 807 is not present

or is not being used, data transferred from the host

computing device, after being presented to the cryptographic

processing device interface 808 and being processed by the

cryptographic processing device 801, is caused to be

transferred back to the host computing device I/O interface

806 (and, from there, to the host computing device) by the
interface control device 802.

FIG. 9B is a block diagram of a particular embodiment of

an interface control device 910 for use ina peripheral
device according to the invention. As shown in FIG. 9B, the

host computing device communicates via a PCMCIA interface and

the target functionality is embodied by a compact flash

memory device. Those skilled in the art will readily
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appreciate how the interface control device 910 can be

modified for use with other host computing device interfaces

and/or target functionalities.
The interface control device 910 includes sets of

configuration registers 911. The data stored in the

configuration registers 911 establish operating

characteristics of the interface control device: in

particular, the content of the configuration registers

enables the interface control device to present to the host

computing device a desired identification of the peripheral

device, and determines whether data passing through the

peripheral device must be subjected to security operations.

A set of configuration registers is maintained for the
host computing device I/O interface, the eryptographic ”

processing device interface, and the target functionality

interface. In particular, the content of the host computing

device T/O interface configuration registers is such that the

interaction of the host computing device with the peripheral

device is the same as if the security funétionality were not
present (unless the data security system is operating in

security functionality only mode). The content of the target

functionality interface registers reflects the presence of

the security functionality. The cryptographic processing

device interface registers bridge the gap between the other

two sets of registers.

The remainder of the functional blocks of the interface

control device 910 shown in FIG. 9B perform functions and

operate in a manner that can readily be understood by those

skilled in the art from the designation and interconnection
of those blocks in FIG. 9B.

In general, the security functionality of a peripheral

device according to the invention can be configured to

perform any cryptographic operation, as well as other,

related mathematical operations. A configuration of the

security functionality that enables a particular
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cryptographic or mathematical operation can be produced, for

example, by using appropriate existing cryptographic

software, application-specific hardware, or combination of

the two, as known by those skilled in the art of producing

cryptographic devices. Following is a description of

exemplary cryptographic and mathematical operations that can

be implemented as part ofa security functionality of a
peripheral device according to the invention. These

cryptographic and mathematical operations are well-known and

can readily be implemented in a peripheral device according

to the invention by a person of skill in the art of

cryptography.

For example, a peripheral device according to the
invention can implement one or more cryptographic key

exchange operations. Any key exchange operation can be

implemented, such as, for example, the Department of Defense

Standard, the RSA, the Diffie-Hellman, and the X9.42 (ANSI

Banking Standard) key exchange algorithms.

A peripheral device according to the*invention can also
implement one or more hash operations. Any hash operation

can be implemented, such as, for example, the FIPS 180-1

(SHA-1), the Message Digest 2 (RSA), and the Message Digest 5

(RSA) algorithms.

A peripheral device according to the invention can also

implement one or more digital signature operations. Any

digital signature operation can be implemented, such as, for

example, the FIPS 186 (DSA - 512, 1024) and the RSA Signature

(512, 768, 1024, 2048) algorithms.

A peripheral device according to the invention can also

implement one or more key wrapping operations for both

symmetric and asymmetric keys. A key wrapping operation can

ensure that plaintext keys are not accessible external to the

peripheral device. Any key wrapping operation can be

implemented.

A peripheral device according to the invention can also

40

 



41

 
 
  10

15

20

25

30

- 34 -

implement one or more symmetric encryption operations. Any

symmetric encryption operation can be implemented, such 4s,
for example, the FIPS 185 (implemented completely in

hardware), the DES (including 3DES, EDE3, CBC and ECB), the
RC-2 and the RC-4 algorithms.

  

A peripheral device according to the invention can also

implement one or more asymmetric (public key) encryption

operations. While asymmetric encryption operations underlie
the key exchange operations described above, asymmetric key

operations can also be used independently in a peripheral
device according to the invention for bulk encryption. Any

asymmetric encryption operation can be implemented, such as,

for example, the RSA and Diffie-Hellman algorithms.

A peripheral device according to the invention canalso
implement one or more exponentiation operations, which are

required in many cryptographic operations. Any

exponentiation operation can be implemented. Since

pestpheset exponentiation requires a significant amount of
processing time relative to other mathematical operations, it
can be desirable to implement an exponentiation operation in

dedicated hardware. In one embodiment of a peripheral device

according to the invention, the security functionality of the

peripheral device includes a full 1024 bit exponentiator
implemented in hardware.

Various embodiments of the invention have been

described. The descriptions are intended to be illustrative,

not limitative. Thus, it will be apparent to one skilled in

the art that certain modifications may be made to the

invention as described above without departing from the scope

of the claims set out below. ,

41



42

We claim:

 

  

 
1. A peripheral device, comprig‘ing:

security means for enablivig one or more security

operations to be performed data;

5 target means for enaling a defined interaction

with a host computing @é

means for enabling communiga~tion between the

 the target ans;

abling co ion with a host
10

 
 

 
 

 
 

 
 
 
 
 
 

 

5 2. A peripheral device as in Claim 1, wher

arget means comprises means for non-volatilely

3. A peripheral device as in Claim™1, wherein the

target means comprises means for enabling communication

between the host computing device and a remgte device.
 

20 4, A peripheral device as in Clainf1, wherein the

target means comprises a biometric devige.

 
5. A peripheral device as in aim 1, wherein the

target means comprises means for communicating with a smart
card.

25 6. A peripheral device ag in Claim 1, further

comprising means for mediating/communication of data between

the host computing device and the target means so that the

communicated data must firs¥ pass through the security means.

7. A peripheral deyice as in Claim 1, further

 



43

 
 

- 36 -

comprising means for providing to a host mputing device, in

response to a request from the host computing device for

information regarding the type e peripheral device,

information regarding the fungfion of the means for enabling

 

10

20

25

il
B. A peripheral device, comprising:é

security means for enabling one or more security

operations to be performed on data;

target means for enabling a defined interaction

with a host computing device;

means for enabling communication between the

security means and the target means; .
means for enabling communication with a host

computing device; and

means for mediating communication of data between

the host computing device and the target means so that

the communicated data must first pasg through the
security means.

2 i
d. A peripheral device as in Claim B wherein the

target means comprises means for non-volatilely storing data.

15 if
1. A peripheral device as in Claim 9, wherein the

target means comprises means for enabling communication

between the host computing device and a remote device.

4 }é
i. A peripheral device as in Claim gy, wherein the

target means comprises a biometric device.

96 i
i. A peripheral deviceas in Claim 2%, wherein the

target means comprises means for communicating with a smart
card.

13. A peripheral devxte as in Claim 8, further

a?
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comprising means for providing to a host computing Alevice, in

response to a request from the host computing deyéAce for

information regarding the type of the peripher device,

information regarding the function of the meafis for enabling

5 a defined interaction with a host computing/device.

14. A peripheral device, comprisin
security means for enabling e or more security

operations to be performed on data;

target means for enabli a defined interaction

10 with a host computing devigé;

means for enabling gommunication between the

security means and the target means;
means for enabla#ng communication with a host”

computing device; And

15 means for oviding to a host computing device, in|
response to a/request from the host computing device for

information/fregarding the type of the peripheral device,

informatién regarding the function of the means for
enabliwg a defined interaction with a host computing

 20

23 at
38. A peripheral device as in Claim ”, wherein the

 
target means comprises means for non-volatilely storing data.

a oYa ; ,
Be. A peripheral device as in Claim a, wherein the

target means comprises means for enabling communication

25 between the host computing device and a remote device.

Br at
<7. <A peripheral device as in Claim JA, wherein the

target means comprises a biometric device.

34 at
Ie. A peripheral device as in Claim i, wherein the

target means comprises means for communicating with a smart
30 card.
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19. A peripheral device, comprjcging:

security means for enabYing one or more security

operations to be performéd on data;

a solid-state d#sk storagg device for storing data;
5 means for engbling co fication between the

security means And the so i State disk storage device;
and

means Aor enabling communication with a host

  
 

  

0 20. A peripheral device A Claim 1, wherein the

solid-state disk stor evice comprises an ATA format flash
764

ZL disk drive.

 
 
 
 
 
 
 
 

21. A peripheral device, compry#Sing:

security means for enabl4ing one or more security

15 operations to be performe
with a remote

 
 device;

means for enagli A on between the

security means j ommunication means; and

20 means f enabling communication with a host 
 

 
 

 
 

22. A peripheral device as inc m 21, wherein the
ireless communication means c ises a wireless modem.

A’
25 wireless commu

23. A periphe device as in Claim 21, wherein the

ication means comprises a wireless LAN

 

 
24. A peripheral device, comp ing:

security means fore one or more security

30 a biometric i eceiving input data
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regarding a physical characteristic ofa person based

upon a physical interaction of t person with the

peripheral device;

means for enabling between the

5 security means and t biometr evice; and
means for en 
 

ling communication with a host

 

  
 
 

25. A peripheral device as in Claim 24, wherein the

fi Llometric device comprises a fingergrint scanning device.
10 26. A peripheral devi as in Claim 24, wherein the

biometric device compris a retinal scanning device.

27. A peripheral device, comprising:

security means for enabli one or more security

operations to be performed on Alata;

15 means for communicating fwith a smart card;

means for enabling comfunicatiom® between the

security means and the smaft card communication means; and

means for enabling /communication with a host

20 computing device.

28.

 25

security #perations to be performed on data;

target means for enabling a defined

interacf~ion with a host computing device;

30 mgans for enabling communication between the

security means and the target means;
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means for enabling co ieation with a host

computing device; and

means for oper ing the security

means and/or th arget means/to the host computing
onse to an instruction from the host 
 

Gevice in reUr

26
28. A data security system, comprising:

a host computing device including one or more

device interfaces adapted to enable communication with

10 another device;

a peripheral device, comprising:

security means for enabling one or more

security operations to be performed on data;

target means for enabling a defined .

15 interaction with a host computing device; and

means for enabling communication between the

security means and the target means;

means for enabling communication with a host

computing device; and *

20 means for mediating communication of data

between the host computing device and the target

means so that the communicated data must first pass

through the security means.

hfe 30. A data security system, compris#ng:
25 a host computing device inclyding one or more

 
 
 
 

 

 

device interfaces adapted to enable communication with

another device;

a peripheral device, mprising:

security means/for enabling one or more

30 security operatiows to be performed on data;

target meaps for enabling a defined

interaction w#th a host computing device; and

or enabling communication between the
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security means and the target means;

means for enabling commundcation with a host

computing device; and

means for providing te a host computing

5 device, in response to a/request from the host

computing device for igfformation regarding the type

of the peripheral deyice, information regarding the

function of the meghs’ for enabling a defined

 

10 3. For use in a peripheral device adapted for
communication with a host computing device, performance of

one or more security operations on data, and interaction with

a host computing device in a defined way, a method comprising

the steps of: *

15 receiving a request from a host computing device

for information regarding the type of the peripheral

device; and

providing to the host computing device, in response

to the request, information regardin@® the type of the
29 defined interaction.

 
  
 

  
  

 
 

32. For use in a peripheral device adapted for

1a ommunication with a host computing device, performance of
4 one or more security operations on d , and interaction with

@ nost computing device in a defi

25 the steps of:

d way, a method comprising

receiving an instauction from a host computing

device regarding opération of the peripheral device; and

performng curity operations and/or the defined

interaction response to the instruction from the host

30 computing
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PERIPHERAL DEVICE WITH INTEGRATED SECURITY FUNCTIONALITY

William P. Bialick

Mark J. Sutherland

  
 

Janet L. Dolphin-~Peterson
Thomas K. Rowland

Kirk W. Skeba

Russell D. Housley

ABSTRACT

The invention enables a peripheral device to communicate

with a host computing device to enable one or more security

operations to be performed by the peripheral device on data

stored within the host computing device, data provided from

the host computing device to the peripheral device (which can

then be, for example, stored in the peripheral device or

transmitted to yet another device), or data retrieved by the

host computing device from the peripheral device (e.g., data

that has been stored in the peripheral device, om transmitted
to the peripheral device from another devid@. In

particular, the peripheral device can be adapted to enable,

in a single integral peripheral device, pér formance of one or
more security operations on data, and a defined interaction

with a host computing device that has not previously been

integrated with security operations in a single integral

device. The defined interactions can provide a variety of

types of functionality (e.g., data storage, data

communication, data input and output, user identification),
ac-deseribed-turtherbetew. The peripheral device can also

be implemented so that the security operations are performed

in-line, i.e., the security operations are performed between

the communication of data to or from the host computing

device and the performance of the defined interaction.

Moreover, the peripheral device can be implemented so that

the security functionality of the peripheral device is

transparent. to the host computing device.
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SQ:UNITED. STAT __ DEPARTMENT OF COMMERCE+|Patent and Trademark Office
Address: COMMISSIONER OF PATENTS AND TRADEMARKS

Washington, OC. 20231 
 

APPLICATION NUMBER FILING/RECEIPT. DATE

Oa soa /o?P BISLICKE

 
FIRST NAMED APPLICANT ATTORNEY DOCKET NO./TITLE

Ws   

 
err

  
 DATE MAILED:

 
NOTICE TO FILE MISSING PARTS. OF APPLICATION

Filing Date Granted

An Application Number and. Filing Date have been assigned to this application. However, the items indicated below are missing. The
required items and feesidentifiad below mustbetimelysubmitted ALONG WITH THE PAYMENTOF A SURCHARGEfor items.1 and
3-6 only of $. Pac for a large entity small entity in compliance with 37 CFR 1.27. The surchargeis-setforth in
37 CFR 1.16(e). Applicant is given TWO MONTHS FROM THE DATEOFTHIS NOTICEwithin whichtofile all required items and pay
any fees required above to avoid. abandonment. Extensions of time may be obtained byfiling a petition accompanied by the extension

fee underthe provisions of 37 CFR 1.136(a).

Wa required items on this form are filed within the period set POsphefotacarhount owed byapplicant asawt

 
   

  

|jarge entity (1 smal! entity (verified statementfiled), is $
. Thestatutory basicfiling fee is:

“GFmissing.
(1 insufficient.
Applicant must submit $

statementclaiming such status (37 CER 12Q0

 

 =

  
 to complete the basic filing fae and/orfile a verified smail entity

’ Eo Additional claim fees of $ [Le GA , including any multiple dependentclaim fees, are required.: Applicant musteither submit the additional claim tees or cancel additional claims for which fees are due. 
e  3. The oath or declaration:

(1 is missing.
(1 does not cover the newly submitted items.
[] does not identify the application to whichit applies:

doesnot include the city and state or foreign country of applicant's residence.
An oath ordeclaration in compliance with 37 CFR 1. 68, including residence information and identifying.the application by

f the above Application NumberandFiling Date is required.

“ 4. Theheysignatura(s) to the oath or declaration is/are:. missing.
Q by a person other than inventoror person qualified under 37 CFR 1.42, 1.43, or 1.47.
A properly signed oath or declaration in compliance with 37 CFR 1.63, identifying the application by the above
Application Number andFiling Date, is required.

C]_ 5. The signature of the followingjoint inventor(s) is missing from the oath or declaration:

 

    

 
 
 

An oath or declarationlisting the namesofall inventors and signed by the omitted inventor(s), identifying this application by
the above Application Numberand Filing Date, is required.

O 6.A$ : processing fee is required since your check was returned withaut. payment (37 CFR 1.21(m)):
(1 7. Your filing receipt was mailed in error because your check wasreturned without payment.

8. The application does not comply with the Sequence Rules.

See atiached “Natice to Comply with Sequence Rules 37 CFR .1.821-1.825,”9. OTHER:

Direct the response and any questions aboutthis notice to “Attention: Box Missing Parts.”

 
 
 

    
Acopy of this notice MUSTbe returnedwith the response. 
 CustomerSanics CCenter

initial Patent Examination’Division (703) 308-1202

FORM PTO-1533 (REV.7-96) PART 3-OFFICE COPY _+,#0:8, GPO: 1906-4ola.a6i40515 5
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os IN THE UNITED STATES PATENT AND TRADEMARK OFFICE
=o
==Applicants: William P. Bialick et al.SS.
De."
oisAssignee: Spyrus, Inc.=woSS

==o;itle: Peripheral Device With Integrated Security
Functionality

Serial No.: 08/869,305 Filed: June 4, 1997

Examiner: Unknown Group Art Unit: ~2202

Attorney Docket No.: SPY-004

Milpitas, California
January 5, 1998

Box Missing Parts
Assistant Commissioner for Patents
Washington, D. C. 20231

RESPONSE TO NOTICE TO FILE MISSING PARTS OF APPLICATION -
‘ FILING DATE GRANTED

In response to the "Notice to File Missing Parts of

Application - Filing Date Granted" mailed by the United States

Patent and Trademark Office on November 4, 1997, the following
documents are enclosed to complete the filing of the above-

referenced patent application:

1. Declaration and Power of Attorney for Patent

Application, signed in counterpart by the inventors in

compliance with 37 CFR 1.63;

2. (Copy of Notice to File Missing Parts of Application -

Filing Date Granted; and

3. Verified Statement Under 37 CFR 1.9(£) and 1.27(c)

Claiming Small Entity Status by Assignee.
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 Enclosed is a check (Check No. 1155) in the amount of

$961.00 for:

“., Statutory basic filing fee - $395.00;

2. Additional claim fees - $501.00; and

3. Surcharge for filing declaration on a date later than

the filing date of the application - $65.00.

It is hereby submitted that the enclosed documents complete

the filing of the above-referenced patent application and justify

the filing date of June 4, 1997. This document is being

submitted in duplicate. If there are any questions regarding

this Response, please ‘telephone Applicants’ undersigned attorney

at (408) 945-9912.

1 hereby certify that this correspondence is being
deposited with the United States Postal Service as
first class mail in an envelope addressed to:
Assistant Commissioner for Patents, Washington,
O.C. 20231, om January 5, 1998.

~5- “D/
Date Signature

76

Respectfully submitted,

Baud R: balm
David R. Graham
Reg. No. 36,1590
Attorney for Applicants
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IN _THE UNITED STATES PATENT AND TRADEMARK OFFICE

Applicants: William P. Bialick et al.

Assignee: Spyrus, Inc.

Title: Peripheral Device With Integrated Security
Functionality

~ Serial No.: 08/869,305 Filed: June 4, 1997

Examiner: Unknown Group Art Unit: 2202

SPY-004Attorney Docket No.:

, Milpitas, California
January 5, 1998

Box Missing Parts
Assistant Commissioner for Patents
Washington, D. C. 20231

RESPONSE TO NOTICE TO FILE MISSING PARTS OF APPLICATION -
FILING DATE GRANTED

Sir:

In response to the “Notice to File Missing Parts of

Application - Filing Date Granted" mailed by the United States

Patent and Trademark Office on November 4, 1997, the following

documents are enclosed to complete the filingof the above-

referenced patent application:

Declaration and Power of Attorney for Patent1,

Application, signed in counterpart by the inventors in

compliance with 37 CFR 1.63;

2. Copy of Notice to File Missing Parts of Application -

Filing Date Granted; and

3. Verified Statement Under 37 CFR 1.9(f) and 1.27(c)

Claiming Small Entity Status by Assignee.
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Enclosed is a check (Check No. 1155) in the amount of

$961.00 for:

wi. Statutory basic filing fee - $395.00;

2. Additional claim fees - $501.00; and

3. Surcharge for filing declaration on a date later than

the filing date of the application --.$65.00.

It is hereby submitted that the enclosed documents complete

the filing of the above-referenced patent application and justify

the filing date of June 4, 1997. This document is being

submitted in duplicate. If there are any questions regarding

this Response, please telephone Applicants’ undersigned attorney

at (408) 945-9912.

I hereby certify that this correspondence is being
deposited with the United States Postal Service as
first class mail in an envelope addressed to:
Assistant Commissioner for Patents, Washington,
D.C. 20231, on January 5, 1998.t

l 5-99Date Signature

Respectfully submitted,

Boat R. keabeanns
Davi@® R. Graham
Reg. No. 36,150
Attorney for Applicants
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1= , :
= DECLARATION A... POWER OF ATTORNEY FOR PAiuNT APPLICATION
a /
Vana below named inventor, I hereby declare that: ~ “3oD
1
=egresidence, post office address and citizenship are as stated belo
Selfacent to my name.

I believe I am the original, first and sole inventor (if only one name is
listed below) or an original, first and joint inventor (if plural names are
listed below) of subject matter (process, machine, manufacture, or
composition of matter, or an improvement thereof) which is claimed and for
which a patent is sought by way of the application entitled: Peripheral
Device With Integrated Security Functionality

which (check) [ ] is attached hereto.
[.] and is amended by the Preliminary Amendment attached

hereto. oe
{X] was filed on June 4, 1997, as Application

Serial No: 08/869,305.
{ ] and was amended on (if applicable).

I hereby state that I have reviewed and understood the contents of the
above-identified application, including the claims, as amended by any
amendment referred to above.

I acknowledge the duty to disclose to the United States Patent and
Trademark Office information known to me to be material to the examination
of this application in accordance with Title 37, Code of Federal
Regulations, § 1.56(a).

I hereby claim the priority benefit under Title 35, United States Code,
§ 119 of any foreign application(s) for patent or inventor's certificate
listed below and have also identified below any foreign application for
patent or inventor's certificate for the same invention having a filing
date before that of the application on which priority is claimed:

 

Prior Foreign Application({s} Priority Claimed

N/A ¢ Yes No
(Number) (Country) (Date Filed)

. Yes No
(Number) (Country) (Date Filed)

I hereby claim the priority benefit under Title 35, United States Code,
§§ 119 and 365(a) of any international patent application(s), listed below,
that do not designate the United States, but do designate at least one
country other than the United States, and have also identified below any
such international application for the same invention having a filing date
before that of the application on which priority is claimed:

 

 

Prior International Application(s) Priority Claimed

N/A Yes No
(Number) (Date Filed)

. Yes No
(Number) (Date Filed)

1
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SetEe ~

“yeBBEEhereby claim the pric.tty benefit under Title 35, United States Code,
ES 19(e) of the United States provisional patent application(s) listed
| ow and, insofar as any subject matter of the claims of this application

mot disclosed’ in such prior United States provisional application(s) in
=o manner provided by the first paragraph of Title 35, United States Code,

§ 112, I acknowledge the duty to disclose material information as defined
in Title 37, Code of Federal Regulations, § 1.56(a) which became available  .
between the filing date of the prior provisional application(s) and the
national or PCT international filing date of this application:.

N/A
(Appl. Ser. No.) (Date Filed) (Status-patented, pending, abandoned)

 

(Appl. Ser. No.) (Date Filed) (Status-patented, pending, abandoned)

 

I hereby claim the priority benefit under Title 35, United States Code,
§ 120 of the United States patent application(s) listed below and, insofar
as any subject matter of the claims of this application is not disclosed in
such prior United States application(s) in the manner provided by the first
paragraph of Title 35, United States Code, § 112, I acknowledge the duty to
disclose material information as defined in Title 37, Code of Federal
Regulations, § 1.56(a) which became available between the filing date of
the prior application(s) and the national or PCT international filing date
of this application:

N/A
(Appl. Ser. No.) (Date Filed) (Status-patented, pending, abandoned)

 

 

(Appl. Ser. No.) (Date Filed) (Status-patented, pending, abandoned)

I hereby claim the priority benefit under Title 35, United States Code,
§§ 120 and 365(c) of any international patent application(s), listed below,
that designate the United States and have also identified below any such
international application for the same invention having a filing date
before that of the application(s) on which priority is claimed, and,
insofar as any subject matter of the claims of this application is not
disclosed in such prior international application(s) in the manner provided
by the first paragraph of Title 35, United States Code, § 112, I
acknowledge the duty to disclose material information as defined in Title
37, Code of Federal Regulations, § 1.56(a) which became available between
the filing date of the prior international application(s) and the national
or PCT international filing date of this application:

 

 

Prior International Application(s) Priority Claimed

N/A Yes No
(Number) (Date Filed)

Yes No
(Number) (Date Filed)

2
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I hereby appoint the fo..owing attorney, with full ZJower of substitution,
to prosecute this application and to transact all business in the United
States Patent and Trademark Office connected therewith: David R. Graham,
Reg. No. 36,150.

Please address all correspondence regarding this application to David R.
Graham, 1337 Chewpon Avenue, Milpitas, California 95035.

Please direct all telephone calls regarding this application to David R.
Graham at telephone number (408) 945-9912.

I hereby declare that all statements made herein of my own knowledge are
true and that all statements made herein on information and belief are
believed to be true; and further that these statements were made with the
knowledge that willful false statements and the like so made are punishable
by fine or imprisonment, or both, under Title 18, United States Code, §
1001 and that such willful false statements may jeopardize the validity of
the application or any patent issued thereon.

 
Inventor's signature Date
Full name of inventor William P. Bialick
Residence Clarksville, Maryland Citizenship US
Post Office Address 7150 Moorland Drive

Clarksville, Maryland 21029-1735

  
 

Inventor's signature VE: pate /SfeeFT7_
Full name of inventor Mark

Residence Milpitas, California Citizenship US
Post Office Address 1209 Eagle Ridge Wa

Milpitas, Califonia 95035-7817

 

 
 

 
Inventor's signature Date
Full name of inventor Janet L. Dolphin-Peterson *®
Residence Belvedere, California Citizenship US
Post Office Address 296 Beach Road

Cali nia 94920-2472

   
 

Belvedere

Inventor's signature Date _/2-/f- 9?
Full name of inventor Thomas K. Rowland
Residence Los Gatos, California Citizenship US
Post Office Address P.O. Box 33157

Los Gatos, California 95031-3157

Inventor's signature Date
Full name of inventor Kirk W. Skeba
Residence Fremont, Califonia Citizenship US
Post Office Address 400 Calistoga Circle

Fremont, California 94536-7629 

 Z :
Inventor's signature _. / Date _2o L?7
Full name of inventor Russell D. Housle
Residence Herndon, Virginia Citizenship US
Post Office Address 918 Spring Knoll Drive

Herndon, Virginia
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 Berepy appoint the : lowing attorney, with ful ower of substitution,=?prosecute this application and to transact all wusiness in the United
gates Patent and Trademark Office connected therewith: David R. Graham,

=" No. 36,150.ww
3easc address all correspondence regarding this application to David R.

Graham, 1337 Chewpon Avenue, Milpitas, California 95035.

Please direct all telephone calls regarding this application to David R.
Graham at telephone number (408) 945-9912.

I hereby declare that all statements made herein of my own knowledge are
true and that all statements made herein on information and belief are
believed to be true; and further that these statements were made with the
knowledge that willful false statements and the like so made are punishable
by fine or imprisonment, or both, under Title 18, United States Code, §
1001 and that such willful false statements may jeopardize the validity of

the application or any tent Lith,thereon.Inventor's signature Lie Date (2/14 /¢7Full name of inventor William P.Bialick©“Loca
Residence Clarksville, Mar“MarylandSCSCitizenship US
Post Office Address 7150 Moorland Drive

Clarksville Mar land 21029-1735

Date WSgee G7

Residence Milpitas, California Citizenship US
Post Office Address 1209 Eagle Ridge Wa

Milpitas, Califonia 95035-7817

 

 

 

 
 
 
 

Inventor's signature Date
Full name of inventor Janet L. Dolphin-Peterson
Residence Belvedere, California

Post Office Address 296 Beach Road_Belvedere

 
* citizenship US 

nia 94920-2472

  
 

Inventor's signature
Full name of inventor Thomas K. Rowland

Residence Los Gatos California

Date  /a2-/f- 7?

Citizenship US 

 

 

Post Office Address Box 33157

s Gatos, California s5g3- 3157Inventor's signature Ay Date’ virsQrFull name of inventor Kirk We Skeba
Residence Fremont, Califoniasssss—~—SCitizenship US 
Post Office Address 400 Calistoga Circle

Fremont, California 94536-7620

Li, Joh.
f

Inventor's signature 2. : Date 20 fee 1777
Full name of inventor Russell D. Housle
Residence Herndon, Virginia Citizenship US
Post Office Address 918 Spring Knoll Drive

Herndon, Virginia
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i>mereby appoint the f...lowing attorney, with fuli power of substitution,
etprosecute this application and to transact all business in the United~~ tes Patent and Trademark Office connected therewith: David R. Graham,
SS g. No. 36,150.==_,

B==i@ase address all correspondence regarding this application to David R.
Graham, 1337 Chewpon Avenue, Milpitas, California 95035.

Please direct all telephone calls regarding this application to David R.
Graham at telephone number (408) 945-9912.

I hereby declare that all statements made herein of my own knowledge are
true and that all statements made herein on information and belief are
believed to be true; and further that these statements were made with the
knowledge that willful false statements and the like so made are punishable
by fine or imprisonment, or both, under Title 18, United States Code, §

1001 and that such willful false statements may jeopardize the validity of
the application or any patent issued thereon.
 

Inventor's signature Date
Full name of inventor William P. Bialick
Residence Clarksville, Maryland Citizenship US 
Post Office Address 7150 Moorland Drive

: Clarksville, Maryland 21029-1735
 
 
 pate _/¥fec(7_

Residence Milpitas, California Citizenship USPost Office Address 1209 Eagle Ridge Wa
Milpitas, Califonia 95035-7817

Date jo - Dec- 77
Citizenship US

  
 
 
 

 
 
 
 

 
 

Inventor's signature _
Full name of inventor
Residence Belvedere, {
Post Office Address 296 Beach Road *

Belvedere,Cali nia 94920-2472

Al:Inventor's signature
Full name of inventor Thomas K. Rowlf&nd
Residence Los Gatos, California
Post Office Address P.O. Box 33157 =

Los Gatos, California 95931-3157

 

 
 pate _/2-/F- 7?

Citizenship US 

 

 
Inventor's signature Date
Full name of inventor Kirk W. Skeba
Residence Fremont, Califonia Citizenship US 
Post Office Address 400 Calistoga Circle

Fremont, California 94536-7620

f

Inventor's signature CLL Boul. Date_Zo M77
Full name of inventor Russell D. Housle
Residence Herndon, Virginia Citizenship US
Post Office Address 918 Spring Knoll Drive

Herndon, Virginia

 
 

 
 

3
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 96/21/10TL Old"S'nOfset IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

Applicants: William P. Bialick et al.

Assignee: Spyrus, Inc.

Title: Peripheral Device With Integrated Security
. Functionality

Serial No.: 08/869,305 Filed: June 4, 1997

Examiner: | Unknown Group Art Unit: Unknown

Attorney Docket No.: SPpy-004

San Jose, California

Assistant Commissioner for Patents

Washington, D. C. 20231

VERIFIED STATEMENT UNDER 37 CFR 1.9(f) AND 1.27 (c)
CLAIMING SMALL ENTITY STATUS BY ASSIGNEE

 

Sir:

I declare that I am an official empowered to act on, behalf
of the concern identified above as assignee.

Exclusive rights to the above invention as described in U.S.
patent application Serial No. 08/869,305, filed June 4, 1995 have
been conveyed to and remain with the above concern.

For purposes of paying reduced fees under Section 41 of
Title 35 of the United States Code with red&rd to this invention,
I declare that the above concern qualifies as a small business
concern as defined in 13 CFR 121.12 and reproduced in 37 CFR
1.9(d), namely, the concern's number of employees, including
those of its affiliates, does not exceed 500 persons and the
concern has not assigned, granted, conveyed, or licensed, and is
under no obligation under contract or law to assign, grant,
convey or license, any rights in the invention to any person who
could not be classified as an independent inventor under 37 CFR
1.9(c) if that person made the invention, or to any concern which
would not qualify as a small business concern under 37 CFR 1.9(@)
or a nonprofit organization under 37 CFR 1.9(e).

I acknowledge my duty to file, in this application or
patent, notification of any change in status resulting in loss of
entitlement to small entity status prior to paying, or at the
time of paying, the earliest of the issue fee or any maintenance
fee due after the date on which status as a small entity is no
longer appropriate per 37 CFR 1.28(b).
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I further declare that all statements made herein of my own

knowledge are true, that all statements made on information and
belief are believed to be true, that these statements are made
with the knowledge that willful false statements and the like so
made are punishable by fine or imprisonment, or both, under
Section 1001 of Title 18 of the United States Code, and that such
willful false statements may jeopardize the validity of this
application, .or any patent issued thereon.

Signature: : K hn ONze Date: Novem be, US 49 °7
Official's Name: Kevin O'Neill, Esq.
Official's Title: Corporate Secretary
Concern's Name: Spyrus, Inc.
Concern's Address: _2460 North First Street, Suite 100

San Jose, CA 95131
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 * ént-and Trademark OfficeLg ft Address: COMMISSIONER OF PATENTS AND. TRADEMARKS
£ : Washington, D.C..20231

 
  
  

 
   

  
FIRST NAMED APPLICANT “ ATTORNEY DOCKET NOJTITLE

  
  

 
BPA "DATE MaiLeD:

NOTICE TO FILE MISSING PARTS OF APPLICATION

ee ey ee Filing DateGranted 4 “ iy
ha

doer iad Re : * rey os hae 54st

 

An Application. Number and Filing Date have been assigned to this application. However, the items indicated below are missing.- The
requiréd items and fees identified below must be timely submitted ALONG WITH THE: PAYMENT OF A SURCHARGEforitems 1-and3-6 only of $ oe foraCl]large entity smallentity.in compliance with 37 CFR.1.27. The surchargeis setforth in
37 CFR 1.16(e). Applicant is given TWO MONTHS FROMTHE DATE OF. THIS'NOTICEwithin whichtofile-all required items and pay
any fees required aboveto avaid abandonment: Extensionsof time:may be obtained byfiling.a petition accompanied by the extension
fee underthe provisions of 37 CFR 1.136(a}.

if all required items on this form até filed withinthe period set Te: pe fptatamiount owed by: applicant asa.

  
    
  

 
large entity C-small entity(verified stafement filed),is. $.

ds the Statutory basic. filing feeis:\ Amissing.
 

  
 

 
 

 
 
  
 

a
e . Additional claimfeesof $ ia

f Applicant must either submit theladditional lal
C} 3. The oath or declaration:

is. missing.
(1 does not cover the newly submitted items.

does. not identify the application to-which..it: applies.
: does not include thecity and.state or foreign countiy‘of ‘applicant's residence. ,

An eath or declaration in compliance with.37 GFR:1. 63,.including. residence information andidentifying the application by,.the above Application Number and. Filing Date is required.

4. Tertanaturets) to the oath or declaration is/are:: missing...

i] by a persén otherthan inventor'orparsoit‘qualiiod under 372.CER 1:42, 1.43, of 1.47.
A properly signedoath or declaration in-compliance with 387 CFR 1.63, identifying the application by the above
Application NumberandFiling Date, is required.

5. The signature of the following joint inventor(s) is missing from the oath or declaration:

 
 
 
   

   
 
 

 

‘An oath or declaration listing the names ofall inventors and signed.by the omitted inventor(s), identifying this application by

the above Application Numberand Filing Date, is required.6.A$ _. Processing fee-is required since.your check was retumed without payment (37 CFR 1.24(m)):
7. Your filing receiptwas mailed:in-arror because your check wasreturned without:tpayment.. :
8..The application: dogs:not'comply with the Sequence: Rules;

“Seeattached "Notice to Comply, with: Sequence Rules 37 OFA111.821- 1.625."
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Customer Service Center :
Initial Patent Examination Division (703) 308-1202
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&EENauaer2-COPY.T0 BE RETURNED: WITH. RESPONSE: "U.S: GPO? 1996-404-496/40515 
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

nts William P. Bialick et al.

Assignee: Spyrus, Inc. 11 -aa
Title: Peripheral Device With Integrated Security

Functionality

Serial No.: 08/869,305 Filed: June 4, 1997 RECEIVED
Examiner: Unknown Group Art Unit: ~2202 OCT 13 1998

Attorney Docket No.: SPY-004 GROUP 2100
OOMilpitas, California

October 6, 1998

Assistant Commissioner for Patents
D.C. 20231

INFORMATION DISCLOSURE STATEMENT
WITH CERTIFICATION UNDER 37 C.F.R. 81.97 (e) (1)

 

Washington,

Sir:

Pursuant to 37 C.F.R. § 1.56, § 1.97 and § 1.98, Applicants

(copies enclosed) listed on the enclosed Formbring the documents

PTO-1449 to the Examiner's attention in the above-identified

application. These documents were cited by the European Patente

Office in the International Search Report (copy enclosed) for the

corresponding PCT Application No. PCT/US98/11052.

Citation of these documents shall not be construed as an

admission that the documents are necessarily prior art with

Also, citation of theserespect to the instant invention.

documents shall not be construed. as an admission that the

er is considered to be,information disclosed therein is,

§ 1.56(b).material to patentability as defined in 37 C.F.R.
LD

The undersigned hereby certifies in accordance S7S
that each item of information eG a

“GOK
oe
am

2
an
he

with 37 C.F.R. §1.97(e) (1)
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contained in this information disclosure statement was cited ina

communication from a foreign patent office in a counterpart

foreign application not more than three months prior to the

filing of this information disclosure statement.

L hereby certify that this correspondence is being
deposited with the United States Postal Service asfirst class mail in an envelope addressed to:
Assistant Commissioner for Patents,
washington, D.c. 20231, on October 6 4998,

16-446 Raw he bashaenDate Signature
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Respectfully submitted
and certified by,

Pauid 8 healyon,
David R. Graham
Reg. No. 36,150
Attorney for Applicants
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This file wrapper was thoroughly reviewed by
our technical staff. The PCT Search Report is
missing from thisfile.

This has been brought to your attention so that
you will know it has not been overlooked.
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pack a # of
A 0 SHEET 1 OF 1

ATTORNEY DOCKET NO.; _SPY-004 SERIAL NO.: 08/869, 305
APPLICANTS: William P, Bialick et al.

FILING DATE: June 4, 1997 GROUP ART UNIT: 2202

EXAMINER'S PATENT NUMBER|ISSUE DATE INVENTOR(S) CLASS SUB-CLASS FILING DATE
INITIALS

5,457,590 10/10/95 Barrett et al. 360 6/11/91

esen

 
 
 

 
  

  

wT TS 
i FOREIGN PATENT DOCUMENTS

EXAMINER'S DOCUMENT PUBLICATION NAME(S) COUNTRY TRANSLATION?

INITIALS NUMBER DATElves|no|: YES

PAG [womens [ower|woretotfeestx{>

| [EAL|vo szvosee6|srs0vse |

SUB-CLASS FILING DATE

Examiner: itiat if citation considered, whether or not citation is in conformance with MPEP §609. Draw line through citation
if not in conformance and not considered, Include copy of this form with next communication to the applicant.

 
Form PTO-1449
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICEINTHEUNITEDSTATESPATENTANDTRADEMARKOFFICE
ts: William P. Bidlick et al.

Peripheral Device With Integrated Security

r,
  

Spyrus, Inc. 
Functionality

Serial No.: 08/869,305 Filed: June 4, 1997

Examiner: Unknown Group Art Unit: Unknown

Attorney Docket No.: SPyY-004

Milpitas, California
August 11, 1997

Assistant Commissioner for Patents
Washington, D. C. 20231

INFORMATION DISCLOSURE STATEMENT 

Sir:

Pursuant to 37 C.F.R. § 1.56, § 1.97 and § 1.98, Applicants

bring the documents (copy of the U.S. Patent enclosed) listed on

the enclosed Form PTO-1449 to the Examiner's attention in the

above-identified application. Citation of these documents shall

not be construed as an admission that the docunents are
necessarily prior art with respect to the instant invention.

Also, citation of these documents shall not be construed as an

admission that the information disclosed therein is, or is

considered to be, material to patentability as defined in 37

C.F.R. § 1.56(b).

I hereby certify that this correspondence is being Respectfully submitted,deposited with the United States Postal Service as

first class mail in an envelope addressed ta: f . RAssistant Commissioner for Patents, AWashington, D.C. 20231, on August 11, 1997. ‘

£-|[-T) By - P b [ David R. Graham
Date Signattre Reg. No. 36,150

Attorney for Applicants
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ndepet A Ss SHEET 1 OF 4
U.S. DEPT OF COMMERCE - PATENT ANi -RADEMARK OFFICE ATTORNEY DOCKET Nb.:. SPY-004 SERIAL NO.: 08/869,305

INFORMATION DISCLOSURE CITATION APPLICANTS: William P. Bialick et al.

FILING DATE: dune 4, 1997 GROUP ART UNIT: Unknown 
ExaMiner'€79 acos ISSUE DATE INVENTOR(S) CLASS. SUB-CLASS FILING DATEra

 
|613/96|capstoctat.stgtmwers

EXAMINER'S
INITIALS

COMMONLY OWNED, CO-PENDING U.S. PATENTAPPLICA]APPLICA ,LONS
EXAMINER'S SERIAL NUMBER|ATTORNEY APPLICANT (S) CLASS SUB-CLASS FILING DATE
INITIALS DOCKET NO.

|AA| cara, 120 Witbian P. Bialick eta PT evar

OTHER DOCUMENTS

g staas
Examiner: Initial if citation considered, whether or not citation is in conformance with MPEP §609, Draw Line through citation
if not in conformance and not considered. Include copy of this form with next communication to the applicant.

Form PTO-1449
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UNITED STATE: =PARTMENT OF COMMERCE
|.Patent andTradeniark Office

“<“Addrese:. COMMISSIONER OF PATENTS AND TRADEMARKS
: Washington, D.C. 20231

“APPLICATION NO. FILING DATE FIRST:NAMED INVENTOR ATTORNEY DOCKET NO.~

 
 
 

: ART UNIT PAPER NUMBER
 

 
. * fo

 DATE MAILED:

Pleasefind below and/or attached an Officecommunication concerning this application or
proceeding. oo 7

Commissioner of Patents and Trademarks

PTO-90C (Rev. 2/95) 4 File Copy
“U.S, GPO; 1998-437-638/80022
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OU/ 867, B0S~
 

| Application No. Applicant(s)  
Office Action Summary | Examiner Group Art Unit   

 
--The MAILING DATE of this communication appears on the cover sheet beneath the correspondence address---

Period for Response
A SHORTENED STATUTORY PERIOD FOR RESPONSEI$ SET TO expiretL22.2._-MontHs) FROM THE
MAILING DATE OF THIS COMMUNICATION.

 
- Extensions of time may beavailable under the provisions of 37 CFR 1,136(a): In no-event, however, may a response be timely tiled after SIX (6) MONTHS

from the mailing date of this communication.
* - If the period for response specified aboveis less than thirty (30) days, a:responsewithin the statutory minimum ofthirty (30) days will be considered timely.

- NO period ‘for responseis specified above, such period shail, by default, expire SIX (6) MONTHSfrom the mailing date of this communication .
L Failure to respond within the set or extended period for responsewill, by statute,-cause the application to become ABANDONED(35 U.S.C. § 133).

Status

orfesponsive to. communication(s)filed on Ockrles, B 27.
This action is FINAL,

Since this application is in condition for allowance exceptfor formal matters, prosecution as to the merits is closed in
accordance with the practice under Ex parte Quayle, 1935 C.D. 1 1; 453 O.G. 213.

 

  

 

 

 

 

 

Disposition of Claims

Ennis i- 3Z/ is/are pending in the application.
Of the above claim(s} is/are withdrawn from consideration.

LJ Claim(s) is/are allowed,a ah 24-11 Claims)44 it, 4, LLLPIL, aL, Z £27, BOcfare rejected, <6
LI] Claim(s) é t Z hn ‘J is/are objected to. 
 - . : /~ auck 2-7

ofClaim‘s) 2, 254 26 , 4 ? Le, jz, AS, fb 165 12,re aiken tiction orelection& “requirement.

Application Papers 9
© Seethe attached Notice of Draftsperson’s Patent Drawing Review, PTO-948. .
(3 The proposed drawing correction, filed on is Olapproved OC) disapproved.
(J The drawing(s) filed on_____....###=§==-__ is/are objected to by the Examiner.
C The specification is objected to by the Examiner.
C) The oath or declaration is objected to by the Examiner.

Priority under 35 U.S.C. § 119 {a)-(d) 
™ Acknowledgmentis madeof a claim for foreign priority under 35 U.S.C. § 11 9{a)-(d).

All = Some* None of the CERTIFIED copiesof the priority documents have been
C] received.

(1 received in Application No. (Series. Code/Serial Number) _+
CI receivedin this national stage applicationfrom the International Bureau (PCT Rule 1 7.2(a)).

  
 

    
*Certified copies. not received:

| “Ss” / fnformation Disclosure Statement(s), PTO-1449, Paper No(s). : Interview Summary, PTO-413
lotice of References Cited, PTO-892 CiNotice of Informal Patent Application, PTO-152

(4 Other

 

 
  

  © Notice of Draftsperson’s Patent Drawing Review, PTO-948

 
Office Action Summary

 
U. 8, Patent and Trademark Office

PTO-326 (Rev. 3-97) *U.S. GPO: 1997-447-381/62710 Part of Paper No. Ss
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Application/Control Number: 08/869,305 Page 2
Art Unit: 2785

1. This application contains claims directed to the following patentably distinct species of the

claimed invention:first,second,third,fourthspeciesoftargetmeans.

Applicant is required under 35 U.S.C. 121 to elect a single disclosed species for prosecution on

the merits to which'the claims shall be restricted if no generic claim is finally held to be allowable.

Currently, the target means is generic.

Applicant is advised that a response to this requirement must include an identification of the

species that is elected consonant with this requirement, and a listing of all claims readable thereon,

including any claims subsequently added. An argumentthat a claim is allowableor that all claims are

generic is considered nonresponsive unless accompanied by an election.

Upon the allowance of a generic claim, applicant will be entitled to consideration of claims to

additional species which are written in dependent form or otherwise includeall the limitations oftan

allowed generic claim as provided by 37 CFR 1.141. If claims are added after the election, applicant

must indicate Which are readable upon the elected species. MPEP § 809.02(a).

Should applicant traverse on the groundthat the species are not patentably distinct, applicant
should submit evidence or identify such evidence now of record showing the species to be obvious

variants or clearly admit on the record that this is the case. In either instance, if the examiner finds one of

the inventions unpatentable over the prior art, the evidence or admission may be used in a rejection

under 35 U.S.C. 103(a) of the other invention.

2. During a telephone conversation with Mr. Vavid R. Graham (Reg. No. 36160) on November

6, 1998, a provisional election was made with traverse to prosecute the invention ofthe first species,

claims 1, 4, 6, 7, 8, 11, 13, 14, 17, 24-26, 28, 29, 30, 31 and 32. Affirmation of this election must be

made by applicant in responding to this Office action, Claims 2, 3, 5, 20, 9, 10, 12, 15, 16, 18, 19-20, 21-
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Application/Control Number: 08/869,305 Page 3
Art Unit: 2785

23 and 27 are withdrawn from further consideration by the examiner, 37 CFR 1.142(b), as being drawn to

a non-elected invention.

3. Applicant is reminded that upon the cancellation of claimsto a non-elected invention, the

inventorship must be amended in compliance with 37 CFR 1.48(b)if one or more of the currently named

inventors is no longer an inventor ofat least one claim remainingin the application. Any amendment of

inventorship must be accompanied bya diligently-filed petition under 37 CFR 1.48(b) and by the fee

required under 37 CFR 1.17(h).

4. The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that form the basis

tor the rejections under this section made in this Office action:

A person shall be entitled to a patent unless --

(e) the invention was described in a patent granted on an application for patent by another filed in the United States before
the invention thereof by the applicant for patent, or on an international applicatign by another who hasfulfilled the
requirements of paragraphs (1), (2), and (4) of section 371(¢)ofthis title before the invention thereof by the applicant forpatent,

5. Claims 24-26 are rejected under 35 U.S.C. 102(e) as being anticipated by Noviset al (5,770,849

hereinafter Novis).

a. As per claim 24:

Novis teaches a peripheral device [10], comprising:

(1) security means [86]-fer-enabling-ene-ormoreseeurity-operationstobe

perfermed-on-data ;

(2) a biometric device [14 (col. 3, lines 36-44; col. 9, lines 28-36}for
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Application/Control Number: 08/869,305 Page 4
Art Unit: 2785

(3)

(4)

means [16] for enabling communication between.

(a) the security means [86] and

(b) the biometric device [14],

[which communication is for transferring captured user characteristic

from biometric 14 to the security means 86 for authentication thereat

(col. 9, lines 26-37] ; and

means [95] for enabling communication with a host computing device

[96].

db. As per claim 25 or 26:

Novis teaches that his biometric device comprises either:

qd) a fingerprint scanning device[in order to input biometric identifier such

as a finger print (col. 3, lines 37-40)] or

(2) a retinal scanning device[in order to input biometric identifier such as a

retinal scan (col. 3, lines 37-40)]. *

6. The following is a quotation of 35 U.S.C. 103(a) which formsthe basis for all obviousness

rejections set forth in this Office action:

(a) A patent maynot be obtained though the invention is not identically disclosed or described as set forth in section 102 of
this title, if the differences between the subject matter sought to be patented and the prior art are such thal the subject matter
as a whole would have been obvious at the time the invention was made to a person having ordinary skill in the art to which
said subject matter pertains. Patentability shall not be negatived by the manner in which the invention was made.

7, This application currently names joint inventors. In considering patentability of the claims under

35 U.S.C. 103(a), the examiner presumesthat the subject matter of the various claims was commonly

owned atthe time any inventions covered therein were made absent any evidence to the contrary.
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 Application/Control Number: 08/869,305 Page 5
Art Unit; 2785

Applicant is advised of the obligation under 37 CFR 1.56 to point out the inventor and invention dates of

eachclaim that was not commonly owned at the time a later invention was made in order for the

examiner to consider the applicability of 35 U.S.C. 103(c) and potential 35 U.S.C. 102(f) or (g) prior art

under 35 U.S.C. 103(a).

8. Claims 1, 8, and 14 are rejected under 35 U.S.C. 103(a) as being unpatentable over Novis et al

(5,770,849 her

a. As per claims i, 8, and 14:

ii.

Novis teaches a peripheral device, comprising:

()

(2)

(3)

(4)

security means [86] for enabling one or more security operations to be

performed on data; °

target means [14 (col. 3, lines 36-44, col. 9, lines 28-30) for capturing

biometric input} for enabling a defined interaction with a host computing

device; *

means [16] for enabling communication between

(a) the security means and

(b) the target means ,

[which communication is for transferring captured user characteristic

from biometric 14 to the security means 86 for authentication thereat

(col. 9, lines 26-37];

means [95] for enabling communication with a host computing device

[96].

Applican’t s admitted prior art teaches:
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 Application/Control Number: 08/869,305 Page 6
Art Unit: 2785

 

 

Q)

(a) [either] the security means [86] and/or the target means [14] to

(b) the host computing device [96]

host computing device.

iii. It would have been obvious to a person ofordinary skill in the art at the time the

invention was made to maitain, (even when the security device 203 and the target

device 202 of applican’t admitted art are implemented in a single unit), the

foroperably 

 

(a) [either] the security means [86] and/or the target means [14] to .

(b) the host computing device [96]

 
iv. This is because the admitted prior works fine.

b. As per claim 4, 11 or 17:

Novis teachesthat his target means 14 comprises a biometric device [col. 3, lines

41-44].

c.Asperclaims32and31:

These claims do not teach or cover more than those which are covered by claims

1, 8 and 14 and thus are similarly rejected with the samerationale applied

thereto.

d. As per Jaims 28, 29 and 30:
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 Application/Control Number: 08/869 ,305 Page 7
Art Unit: 2785

Using the above rejected claims 1, 8 and 14 with a host computer device would

have been obvious to a person ofordinary skill in the art. This is because

peripheral devices are to be use with host device.

9. Claims 6, 7, and 13 are objected to as they depend on rejected claims.

10. The prior art made of record and not relied upon is considered pertinent to applicant's disclosure.

lt. Any response to this action should be mailed to:

Commissioner of Patents and Trademarks

Washington, D.C. 20231

or faxed to:

(703) 308-9051, (for formal communications intended for entry) .

(703)305-9724 (for informal or draft communications, please label
"PROPOSED"or "DRAFT")

Hand-delivered responses should be brought to Crystal P&k I, 2121 Crystal Drive,
Arlington. VA., Sixth Floor (Receptionist).

12. Any inquiry concerning this communication gr earlier communications from the examiner should
be directed to Examiner Ly Hua whose telephone numberis (703) 305-9684. The examiner can normally
be reached on Monday to Friday from 9:30 AM to 6:00 PM.

If attempts to reach the examiner by telephone are unsuccessful, the examiner's supervisor, Mr. Robert
W. Beausoliel, Jr., can be reached on (703) 305-9713. The fax phone numberfor this Group is (703)
305-9724.

Any inquiry of a general nature orrelating to the status of this application or proceeding should be
directed to the Group receptionist whose telephone numberis (703) 305-3900,

LY V. HUA
PATENT EXAMINER

ART UNIT 2785
L. Hua

November 20, 1998
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      Application No. Applicants)

Notice of References Cited
carhiner GroupArt Unit p of, 278.5 |eLok

U.S. PATENT DOC! JM ENTS
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Ala

b

  IiFOREIGN PATENT DOCUMENTS

/ COUNTRY

  
 

DATE CLASS|SUBCLASS 1*]|pocuMENTNo.
LN]
9|  

 
  

 

 

[ate
NON-PATENT DOCUMENTS 
 DOCUMENT(Including Author, Title, Source, and Pertinent Pages) DATE

Ee  

  
* A copyof this reference is not-being funished with this Office action.

(See Manualof Patent Examining Procedure, Section 707.05(a).) éU.S. Patent and Trademark Office Part of Paper No. ,
PTO-892 (Rev.9-98}

*U.S. GPO: 1997-417-381/62700
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. GU AFRESH
Attorney Docket No.: SPY-004

 ES PATENT AND TRADEMARK OFFICE

March 11, 1999 agceve?
  

Assistant Commissioner for Patents 9 4 1099Washington, D.C. 20231 whe
97M

Re: Applicants: William P. Bialick et al. Gros
Assignee: Spyrus, Inc.
Title: - Peripheral Device With Integrated Security

Functionality .
Serial No.: 08/869,305
Filed: June 4, 1997
Examiner: L. Hua
Group Art Unit: 2785

Transmitted herewith are the following documents in the above-
identified application:

(1) Response to Office Action (16 pages);
(2) Check for $63.00 (Check No. 1385);
(3) Return receipt postcard; and
(4) This sheet in duplicate.

The fee is calculated as follows (small entity status is claimed):

CLAIMS AS AMENDED

 

Claims Highest
After Number Additional

Amendment Paid For Claims Rate Fee

Total Claims: 39-32 = 7% x $9 =§ 63.00

Independent Claims: 8 - 12 = 0 x $38 = 5 0.00

First filing of one or more multiple
dependent claims ($270 total fee) $ 0.00

Fee for Petition for Extension of Time ( months) S 0.00

TOTAL FEE: $ 63.00

I hereby certify that this correspondence is being Respectfully submitted,deposited with the United States Postal. Service as
first class mail in an envelope addressed to:
Assistant Commissioner for Patents, Washington, .
D.C. 20231, on March 11, 1999. . ‘

3 : David R. Graham3-49 Reg. No. 36,150
Date Signature Attorney for Applicants

1337 Chewpon Ave.
Milpitas, CA 95035
Tel. No.: (408) 945-9912
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Attorney Docket No.: SPY-004
PED, |©}

IN THAQUNITED SPATES PATENT AND TRADEMARK OFFICE

wes 5 Fimarcn 11, 1999
xVY Patents RECEIVEDAssistant Commi

Washington, D.C. UAR 9 A 1999
Re: Applicants: William P. Bialick et al. 700Assignee: Spyrus, Ine. ?groveTitle: - Peripheral Device With Integrated Securi :

Functionality
Serial No.: 08/869,305
Filed: June 4, 1997
Examiner: L. Hua
Group Art Unit: 2785

Transmitted herewith are the following documents in the above-
identified application:

Response to Office Action (16 pages);
Check for $63.00 (Check No. 1385);
Return receipt postcard; and
This sheet in duplicate.

1
2
3
4

The fee is calculated as follows (small entity status is claimed):

CLAIMS AS AMENDED

Claims Highest
After Number Additional

Amendment Paid For Claims Rate Fee
*

Total Claims: 39 - 32 = 7° xX $9 = 6 63.00

Independent Claims: 8 - 12 = 0 x $38 =5 0.00

First filing of one or more multiple
dependent claims ($270 total fee) $ 0.00

Fee for Petition for Extension of Time ( months) S Q.00

TOTAL FEE: $ 63.00

1 hereby certify that this correspondence is being Respectfully submitted,deposited with the United States Postal: Service as
first class mail in an envetope addressed to:
Assistant Commissioner for Patents, Washington, .
0.C, 20237, on March 11, 1999, ¢

3 ‘ David R. Graham .~{f-99 Reg. No. 36,150
Date Signature Attorney for Applicants

1337 Chewpon Ave.
Milpitas, CA 95035
Tel. No.: (408) 945-9912
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EN THE UNITED STATES PATENT AND TRADEMARK OFFICE

Applicants: William P., Bialick et al.

tionality| MeSerial Kg: ogffeo, 305 Filed: June 4, 1997 rest
meee 2 mw wp 24 099 av
Examiner: . Hua Group Art Unit: 2785

Attorney Docket Na.:

 
 

SPyY-004 or 91
Milpitas, California
March 11, 1999

Assistant Commissioner for Patents
Washington, D.C. 20231

  RESPONSE  TO OFFICE ACTION

Sir: 
Please enter the following response to the Office Action

dated December 11, 1998, in the above-identified application
 

 IN THE SPECIFICATION

At page 5, line 19, del or" and substitute --
, ’

  
   
   

e
line 20, after /device" (first occurrence),

insert --or input to the peripheral
t

device b

  At page 8, line 4, deléte

 

"computational" and substitute

~-computing--;

line 5, deletes "computational" and substitute

--computing--.;

ORAP/AASST RAGDS)—goOUO04S Ubbbdd05

64.00 OF

- 1 =—
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line 10, deléte "another" and substitute --the

peripheral--;

after "device" {second occurrence),

: . insert --302--;

line 11, deléte"another" and substitute --the

peripheral--;

. aaa (first occurrence),i insert --302--.

i At page 9, line 22, delete "3a" and substitute --3B--.

 
te At page 13, line 5, delete "an".

__ At page 14, line 32, after ")", insert -to enable

fr performance of security operationsf-.
- , At page 16, line 21, delete "colloquially" and siStitute

--informally--.

At page 20, line 31, delete "implemented" and substitute

--operated--.

At page 22, line 9, delete "This" and sustitute a

~-The->-;

line 18, aotces "peripheral" and substitute
 --target--;

. line 30, after "device.", insert -J(Of course,

4 in this case, security functionality,

i l.e., user authentication, is used as
artofthestep715)FO

> a
At page 24, line 18, after "below", insert --(see FIGS. 8,

9A and 9B)--.

-2-
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At page

At page

At page

At page

Please cancel Claims 1, 19, 21,

28,

29,

33,

34,

line

line

line

line

line

13, delete "be";

after "also", nek. bee;
18, sere aren and substitute

--to Provider=~
5, after "806", insert -~,--.

7, ae1e€e “a (first occurrence) and
substitute --the--.

18, deléte "peripheral".

IN THE CLAIMS

24, 27 and 28.

Please amend the claims as follows:a

2. (Amended) A peripheral device as in Claim [1] lv
wherein the target means comprises means for non-volatilely

storing data.

3. (Amended) A peripheral device as in Claim [1] é,

+

4 wherein the target means comprises means for enabling
communication between the host computing device and a remote

device.

4. (Amended) A péripheral device as in Claim [11 A,

wherein the target means comprises a biometric device.

106
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!
5. (Amended) A peripheral device as in Claim [1] &

wherein the target means comprises means for communicating with a

smart card.

IZ. (Amended) A peripheral device [as in Claim 1],
[further] comprising:

security means for enabling one or more security

operations to be performed on data;

target means for enabling a defined interaction with a

host computing device;

means for enabling communication between the security

means and the target means;

U means for enabling communication with a host computing
device;

means for operably connecting the security means and/or

the target means to the host computing device in response to

an_instruction from the host computing device; and

means for mediating communication df data between the

host computing device and the target means so that the

communicated data must first pass through the security

means.

i
C7. (Amended) A peripheral device [as in Claim i],

[further] comprising: ,

security means for enabling one or more security

operations to be performed on data;
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target means for enabling a defined interaction with a

host computing device: ”

means for enabling communication between the security

means and the target means;

means for enabling communication with a host computing

device;

means for operably connecting the security means and/or

Y the target means to the host computing device in response to
an_ instruction from the host computing device; and

means for providing to a host computing device, in

response to a request from the host computing device for

information regarding the type of the peripheral device,

 
' . information regarding the function of the target means [for

| enabling a defined interaction with a host computing

device].
 

   
 
 

 
 

 

13. (Amended) A peripheral device as inc im 8, further

fomprising means for providing to a host puting device, in 
lg response to a request from the host mputing device for

information regarding the type_sf the peripheral device,

information regarding the nection of the target means [for

enabling a defined ing@raction with a host computing device].

By. (Amended) A peripheral device, comprising:
security means for enabling one or more security

operations to be performed on data;
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target means for enabling a defined interaction with a

host computing device;

means for enabling communication between the security -

means and the target means;

means for enabling communication with a host computing

device; and

means for providing to a host computing device, in
response to a request from the host computing device for

information regarding the type of the peripheral device,

information regarding the function of the target means [for

enabling a defined interaction with a host computing

device].
 

iA 13
we. (Amended) A peripheral device as in Claim [1] 3%.

wherein the solid-state disk storage device comprises an ATA

format flash disk drive.
 

1 Ze le
2é. (Amended) A peripheral device as irClaim [21] 28%

wherein the wireless communication means comprises a wireless

modem.

1G%Ee (Amended) A peripheral device as in Claim [21] 2%,
wherein the wireless communication means comprises a wireless LAN

transceiver. 
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gd. (Amended) A peripheral device as in Claim (24]!tyr,
wherein the biometric device comprises a fingerprint scanning

% device.

a. , , 4
26. (Amended) A peripheral device as in Claim [24} A,

wherein the biometric device comprises a retinal scanning device.
 

" 37
20. (Amended) A data security system, comprising:

a host computing device including one or more device

interfaces adapted to enable communication with another

device:

 
a peripheral device, comprising:

security means for enabling one or more security

operations to be performed on data; ”

| : target means for enabling a defined interaction

q with a host computing device; and
means for enabling communication between the

security means and the target means;

means for enabling communication with a host

computing device; and

means for providing to a host computing device, in

response to a request from the host computing device

for information regarding the type of the peripheral

device, information regarding the function of the

target means [for enabling a defined interaction with a

hostcomputing devicel.é ?
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Ee (Amended) For use in a peripheral device adapted for
communication with a host computing device, performance of one or

more security operations on data, and interaction with a host

computing device in a defined way, a method comprising the steps

of:

communicating with the [receiving an instruction from

Los ‘al host computing device to exchange data between the host

\0 computing device and [regarding operation of] the peripheral
device; [and]

{performng] performing one or more security operations

and the defined interaction [in response to the instruction

from the host computing device] on the exchanged Gata; and

mediating communication of the exchanged data between

the host computing device and the peripheral device so that 

the exchanged data must first pass through means for

 erforming the one or more security operations. 

+

Please enter the following new claims:

Cx (New) A peripheral device as in clain®. , Wherein the
target means comprises means for non-volatilely storing data.

gy 6
Be (New) A peripheral device as in Claim 7, wherein the

target means comprises means for enabling communication between

the host computing device and a remote device.

Bw. (New) A peripheral device as in Claim 7, wherein the

target means comprises a biometric device.
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 (P36. (New) A peripheral device as in Claim 7, wherein the
target means comprises means for communicating with a smart card.

3 . . WA .BT. (New) A peripheral device as in Claim% wherein the
means for non-volatilely storing data further comprises a solid-

state disk storage device.

(0 1S
BS. (New) A peripheral device as in Claim 30, wherein the

means for enabling communication between the host computing

device and a remote device further comprises wireless

communication means.

ge a5
Bw. (New) A peripheral device as in Claim 14%, wherein the

means for non-volatilely storing data further comprises a solid-

state disk storage device. -

oe) ab
AO. (New) A peripheral device as in Claim Bf. wherein the

solid-state disk storage device comprises an ATA format flash*

disk drive.

aa ae
at. (New) A peripheral device as in Claim 1, wherein the

means for enabling communication between the host computing

device and a remote device further comprises wireless

communication means.

ap aq
ME. (New) A peripheral device as in Claim ar, wherein the

wireless communication means comprises a wireless modem.
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“he aii(New) A peripheral device as in Claim at, wherein the

wireless communication means comprises a wireless LAN

transceiver.

3B go
‘ ff. (New) A peripheral device as in Claim 47, wherein the

biometric device comprises a fingerprint scanning device.

. 34 a
A. (New) A peripheral device as in Claim #7, wherein the

biometric device comprises a retinal scanning device.
 

iIN_THEABSTRACT

Line 17, delete "or" and substitute --,--.

Line 18, after "device" (second occurrence), one. Yr
?.

input to the peripheral device by a persony-.

“ Line 26, acre€s *," (third occurrence). Line 27, delete "as described further below".

 
REMARKS

Claims 1-32 were filed and are pending. Claims 2, 3, 5, 9,

10, 12, 15, 16, 18-23 and 27 were not examined, since directed to

species that were not provisionally elected for examination by

| the Examiner. Claims 24-26 were rejected under 35 U.S.C. § 102.

\ Claims 1, 4, 8, 11, 14, 17 and 28-32 were rejected under
35 U.S.C. § 103. Claims 6, 7 and 13 were objected to as

\ dependent on a rejected claim. Claims 1, 19, 21, 24, 27 and 28
have been canceled. Claims 2-7, 13, 14, 20, 22, 23, 25, 26, 30

and 32 have been amended. Claims 33-45 have been added.

= 10 =
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Reconsideration and allowance of Claims 2-18, 20, 22, 23, 25, 26,

29-32, and allowance of Claims 33-45 is requested.
 In the Office Action, the Examiner stated:

This application contains claims directed to the
following patentably distinct species of the claimed
invention: first, second, third, fourth species of
target means.

Applicant is required under 35 U.S.C. 121 to elect a
single disclosed species for prosecution onthe merits
to which the claims shall be restricted if no generic
claim is finally held to be allowable. Currently, the
target. means is generic.

Applicant is advised that a4 response to this
requirement must include an identification of the
Species that is elected consonant with this
requirement, and a listing of all claims readable
thereon, including any claims subsequently added. An
argument that a claim is allowable or that all claims
are generic is considered nonresponsive unless

accompanied by an election.

Upon the allowance of a generic claim, applicant will,
be entitled to consideration of claims to additional
species which are written in dependent form or
Otherwise include all the limitations of an allowed

generic claim as provided by 37 CFR 1.141. I£ claims [|
are added after the election, applicant must indicate i!
which are readable upon the elected species. MPEP § A
809.02(a). ; 4
Should applicant traverse on the ground that the
species are not patentably distinct, applicant should
suomit evidence or identify such evidence now of record
showing the species to be obvious variants or clearly
admit on the record that this is the case. In either
instance, if the examiner finds one of the inventions
unpatentable over the prior art, the evidence or
admission may be used in a rejection under 35 U.S.C.
103(a) of the other invention,

During a telephone. conversation with Mr. [Dlavid R.
Graham (Reg. No. 36,160 [{sic]}) on November 6, 1998, a
provisional election was made with traverse to
prosecute the invention of the first species, claims,
1, 4, 6, 7, 8, 11, 13, 14, 17, 24-26, 28, 29, 30, 31
and 32. Affirmation of this election must be made by
applicant in responding to this Office action. Claims
2, 3, 5, 20, 9, 10, 12, 15, 16, 18, 19-20, 21-23 and 27
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are withdrawn from further consideration by the
examiner, 37 CFR 1.142(b), as being drawn to a non-
elected invention.

Applicants confirm the provisional election to prosecute the

invention of the first species (i.e., the species in which the

target means can be embodied by a biometric device), originally

pending claims 1, 4, 6-8, 11, 13, 14, 17, 24-26 and 28-32

readdble thereon. Applicants have added Claims 33-45. Claims

35, 44 and 45 are also readable on the invention of the elected
first species. Claims 33, 37, 39 and 40 are readable on the

invention of the species in .which the target means can be

embodied by means for non-volatilely storing data. Claims 34, 38

and 41-43 are readable on the invention of the species in which

the target means can be embodied by means for enabling

communication between the host computing device and a remote

device. Claim 36 is readable on the invention of the species in

which the target means can be embodied by means for communicating

with a smart card. «
However, in view of the above amendments and the remarks

below, Applicants contend that all pending claims, including
those readable on non-elected species, are either an allowable

generic claim (i.e., Claims 6, 7, 8, 13, 14 and 29-32) or are

dependent on an allowable generic claim (i.e., Claims 2-5, 9-12,

15-18, 20, 22, 23, 25, 26 and 33-45).

The Examiner further stated in the Office Action that

"Claims 6, 7, and 13 are objected to as they depend on rejected

claims,” i.e., Claims 6, 7 and 13 would be allowable if rewritten

in independent form to include the limitations of the base claim

=_ 12 ~
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and any intervening claims. Claims 6, 7 and 13 have been

rewritten in.this manner and are therefore in condition for

allowance. (Claims 7 and 13 have also been amended to simplify a

recitation of the target means.) Further, Claims 2-5 have each

been amended to depend upon Claim 6 and are therefore allowable

as dependent. on an allowable claim. Additionally, new Claims 33-

36 each depend upon Claim 7 and are therefore allowable as

dependent on an allowable claim.

Before amendment, Claim 6 recited "[a] peripheral device as

in Claim 1, further comprising means for mediating communication

of data between the host computing device and the target means so

that the communicated data must firstpass through the security

means" (emphasis added). Since Claim i was rejected under 35

U.S.C. § 103 as unpatentable over Novis et al., the above-"

emphasized recitation in Claim 6 is apparently the basis for

allowability of Claim 6. Claims 8 and 29 were also rejected

under 35 U.S.C. § 103 as unpatentable over Novis et al. However,
Claims 8 and 29, like Claim 6, recite "means for mediating

communication of data between the host computing device and the

target means so that the communicated data must first pass

through the security means." Therefore, Applicants submit that

Claims 8 and 29, like Claim 6, are allowable. Further, Claims 9-

12, which each depend upon Claim 8, are therefore allowable as

dependent on an allowable claim. Additionally, Claims 20, 22,

23, 25 and 26, which have been amended so that each depends

either directly or indirectly upon one of Claims 9-11, are also

allowable as dependent on an allowable claim. Similarly, new

- 13 -
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Claims 37 and 38, which depend upon Claims 9 and 10,

respectively, are allowable as dependent on an allowable claim.

Before amendment, Claim 7 recited "[a] peripheral device as

in Claim 1, further comprising means for providing to a host

computing device, in response to a request from the host

computing device for information regarding the type of the

peripheral device, information regarding the function of the

“means for enabling a defined interaction with a host computing

device" (emphasis added). Since Claim 1 was rejected under 35

U.S.C. § 103 as unpatentable over Novis et al., the above-

emphasized recitation in Claim 7 is apparently the basis for

allowability of Claim 7. Claims 14 and 30 were also rejected

under 35 U.S.C. § 103-’as unpatentable over Novis et al. However,

before amendment, Claims 14 and 30, like Claim 7, recited “means

for providing to a host computing device, in response to a

request from the host computing device for information regarding

the type of the peripheral device, information regarding the

function of the means for enabling a definedinteraction with a
host computing device." (Claims 14 and 30 have been amended,

like Claim 7, to simplify a recitation of the target means.)

Therefore, Applicants submit that Claims 14 and 30, like Claim 7,

are allowable. Further, Claims 15-18, which each depend upon

Claim 14, are therefore allowable as dependent on an allowable

claim. Additionally, new Claims 39-45, which each depend upon

one of Claims 15-17 either directly or indirectly, are also

allowable as dependent on an allowable claim.
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Claim 31 recites "“[{flor use in a peripheral device adapted

for communication with a host computing device, performance of

one or more security operations on data, and interaction with a

host computing device in a defined way, a method comprising the

steps of: receiving a request from a host computing device for

information regarding the type of the peripheral device; and

providing to the host computing device, in response to the

request, information regardingthe type of the defined

interaction (emphasis added). The above-emphasized part of

Claim 31 recites functionality similar to that of allowable

Claims 7, 13, 14 and 30. Therefore, Applicants submit that

Claim 31 is allowable.

As amended, Claim 32 recites "“[flor use in a peripheral

device adapted for communication with a host computing device,

performance of one or more security operations on data, and

interaction with a host computing device in a defined way, a

method comprising the steps of: communicating with the host

computing device to exchange data between thé host computing

device and the peripheral device; performing one or more security

operations and the defined interaction on the exchanged data; and

mediating communication of the exchanged data between the host

computing device and the peripheral device so that the exchanged

data must first pass through means for performing the one or more

security operations" (emphasis added). The above-emphasized part

of Claim 32 recites functionality similar to that of allowable

Claims 6, 8 and 29. Therefore, Applicants submit that Claim 32
is allowable.
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 Claims 1, 19, 21, 24, 27 and 28 have been canceled, thereby

obviating the rejections of those claims.

In view of the foregoing, Applicants submit that Claims 2-

18, 20, 22, 23, 25, 26 and 29-41 are in condition for allowance.

CONCLUSTON

Claims 1-32 were pending. Claims 2, 3, 5, 9, 10, 12, 15,
“16, 18-23 and 27 were not examined, since directed to species

that were not provisionally elected for examination by the

Examiner. Claims 1, 4, 8, 11, 14, 17, 24-26 and 28-32 were

rejected. Claims 6, 7 and 13 were objected to. Claims 1, 19,

21, 24, 27 and 28 have been canceled. Claims 2-7, 13, 14, 20,

22, 23, 25, 26, 30 and 32 have been amended. Claims 33-45 have

been added. In view of the foregoing, it is requested that

Claims 2-18, 20, 22, 23, 25, 26 and 29-45 be allowed. If the

Examiner wishes to discuss any aspect of this application, the

Examiner is invited to telephone Applicants' undersigned attorney¢

at (408) 945-9912.

1 hereby certify that this correspondence is being Respectfully submitted,deposited with the United States Postal Service as
first class mail in an envelope addressed to:
Assistant Commissioner fer Patents, Washington, f
D.C. 20231, on March 11, 1999. ‘

3-{/-99 We IP LA, ( David R. GrahamBate Signature Reg. No. 36,150
Attorney for Applicants
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March 12, 

sistant Commissioner for Patents
Washington, D.C. 20231

William P.
Spyrus, Inc.

Re: Applicants:
Assignee:
Title: -

Functionality
‘Serial No.: 08/869,305
Filed: June 4, 1997
Examiner: L. Hua
Group Art Unit:

 
2785

ua 8/96, 305
IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

CMU QAO
Attorney Docket No.: SPY-004

1999

Bialick et al.

Peripheral Device With Integrated securif¥ECEIVED

MAR 23 1999

Group 2700

Transmitted herewith are the following documents in the above-
identified application:

Return receipt postcard.

CLAIMSaSSAMENDED

) Supplemental Response to Office Action (3 pages); and

fee is calculated as follows (small entity status is claimed):

 

Claims Highest
After Number Additional

Amendment Paid For Claims Rate Fee

Total Claims: 39 - 39 = 0 xX $9 =65 0.00

Independent Claims: 9 - 12 = o* x $38 =6§ 0.00

First filing of one or more multiple
dependent claims ($270 total fee) $ 0.00

Fee for Petition for Extension of Time ( months) $ 0.00

TOTAL FEE: $ 0.00

I hereby certify that this correspondence is being
deposited with the United States Pastal Service as
first class mail in an envelope addressed to:
Assistant Commissioner for Patents, Washington,
D.C. 20231, on March 12 1999.

Pe. Naydk heabuerDate Sign
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Respectfully submitted,

Lid Pe bakin
David R. Graham
Reg. No. 36,150
Attorney for Applicants
1337 Chewpon Ave.
Milpitas, CA 95035
Tel. No.: (408) 945-9912
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RFE UNITED STATES PATENT AND TRADEMARK OFFICE

William P. Bialick et al. £3)Spyrus, Inc. bj
Peripheral Device With Integrated Security

 

 

Functionality

Serial No.: 08/869,305 Filed: June 4, 1997 :

Examiner: . L. Hua Group Art Unit: 2785 bile :
Attorney Docket No.: SPyY-004

Milpitas, California
March 12, 1999

Assistant Commissioner for Patents
Washington, D.c. 20231

 SUPPLEMENTAL RESPONSE TO OFFICE ACTION

Sir:

Please enter the following supplemental response to the

Office Action dated December 11, 1998, in the above-identified

application. A Response to Office Action was previously

submitted by Applicants on March 11, 1999 (hereinafter, the

"previous Office Action response"), respondifig to that Office

Action.

IN_THE CLAIMS

Please amend the claims as follows: 
2

PY, (Twice Amended) A peripheral device [as in Claim 8],
{further} comprising:

 security means for enabling one or more securit

operations to be performed on data; 
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target means for enabling a defined interaction with a

host computing device;

‘means for enabling communication between the security

means and the target means;

means for enabling communication with a host computing

device;

means for mediating communication of data between the

host computing device and the target means so that the

communicated data must first pass through the security
means; and

means for providing to a host computing device, in

response to a request from the host computing device for

information regarding the type of the peripheral device,

information regarding the function of the target mears. 

REMARKS

In the previous Office Action response, Applicants stated

that Claim 13 had been rewritten in independent form to include
the limitations of the base claim and any intervening claims and

was, therefore, in condition for allowance. However, Claim 13

was inadvertently not amended in that way in the previous Office

Action response. Claim 13 has been amended herein as indicated

above.
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 Claims 2-18, 20, 22, 23, 25, 26 and 29-45 are pending.

Allowance of Claims 2-18, 20, 22, 23, 25, 26 and 29-45 is

requested. If the Examiner wishes to discuss any aspect of this

application, the Examiner is invited to telephone Applicants’

undersigned attorney at (408) 945-9912.

I hereby certify that this correspondence is being Respectfully submitted,
! deposited with the United States Postal Service as

first class mail in an envelope addressed ta: < fAssistant Commissioner for Patents, Washington, ‘
D.c. 20231, on March 12, 1999. .moee

F~ [2-49 hy, t p g f David R. Graham
Date Signature Reg. No. 36,150

. gittorney for Applicants
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WARSIN THE UNITED STATES PATENT AND TRADEMARK OFFICE

Bialick et al. #7
RECEIVED

APR 05 1999

 

 
ice With Integrated Security

Filed: June 4, 1997 Group 2700

Group Art Unit: 2785

Milpitas, California
March 24, 1999

Assistant Commissioner for Patents
Washington, D.C. 20231

INFORMATION DISCLOSURE STATEMENT
WITH CERTIFICATION UNDER 37 C.F.R. §1.97(e) (2)

Sir: % .

Pursuant to 37 C.F.R. § 1.56, § 1.97 and § 1.98, Applicants

bring the documents (copies enclosed) listed on the enclosed Form

PTO-1449 to the Examiner's attention in the above-identified

application. Citation of these documents siiall not be construed
as an admission that the documents are necessarily prior art with

respect to the instant invention. Also, citation of these

documents shall not be construed as an admission that the

information disclosed therein is, or is considered to be,

material to patentability as defined in 37 C.F.R. § 1.56(b).

The undersigned hereby certifies in accordance with 37 CFR

§1.97(e) (2) that no item of information contained in this

information disclosure statement was cited in’ a communication

from a foreign patent office in a counterpart foreign application
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or, to the knowledge of the person signing the certification

after making reasonable inquiry, was known to any individual

Gesignated in §1.56(c) more than three months prior to the filing

of this information disclosure statement.

I hereby certify that this correspondence is being Respectfully submitted,
deposited with the United States Postal Service as
first class mail in an envelope addressed to: . cAssistant Commissioner for Patents,
Washington, D.C. 20231, on March 24, 1999. “oe

3-24-99 f ‘ David R. GrahamReg. No. 36,150
Attorney for Applicants

Bate Signature
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U.S. OEPT OF COMMERCE - PATENT ’A.. TRADEMARK OFFICE ATTORNEY DOCKET Noe: SPY-004 SERIAL NO.: 08/869, 305

INFORMATION DISCLOSURE CITATION APPLICANTS: William P, Bialick et_al.

(Use several sheets if necessary) FILING DATE: June 4, 1997 GROUP ART UNIT: 2785

| U.S, PATENTS
EXAMINER'S PATENT NUMBER INVENTOR(S) FILING DATE

raw 5,694,335 1es2/or Hyolebergat 5,297,206|3/22/94
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EXAMINER'S DOCUMENT COUNTRY TRANSLATION?
INITIALS NUMBER 

COMMONLY OWNED, CO-PENDING U.S. PATENT APPLICATIONS

EXAMINER'S SERIAL NUMBER|ATTORNEY APPLICANT (S) CLASS SUB-CLASS FILING DATE
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OTHER DOCUMENTS
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sa] ;|UNITED STATES DEPARTMENT OF COMMERCEé Patent and Trademark OfficeAddress: COMMISSIONER OF PATENTS AND TRADEMARKS
Washington, D.C. 20231

FIRST NAMED APPLICANT ATTORNEY DOCKET NO. 
" APPLICATION NUMBER FILING DATE
 

 PS BEIT ENOTES

Lean AGO? [aaronparznnoween—]
‘ RAPAPI ART UNIT reei  

 

 DATE MAILEBS- 415:

 This is a communication from the examinerin charge of your application. O73SCOMMISSIONER OF PATENTS AND TRADEMARKS

NOTICE OF ALLOWABILITY

Alt claims being allowable, PROSECUTION ON THE MERITS IS (OR REMAINS) CLOSEDinthis application. {If nat included herewith (or

Oe mailed), a Notice of Allowance and Issue Fee Due or other appropriate communication will be mailed in due course. This communication is responsive to WI is; 1B) 30,[The aliowed claim(s) is/are _<@--48) 29,22,23, 26, Le, Quad. 27-45" . 11999,
[J The drawingsfiledonar acceptable. 
Li Acknowledgementis made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d). 

  CJ Alt Some* |i None of the CERTIFIED copiesof the priority documents hava been
 

LC received. 
(_] ‘received in Application No. (Series Code/Serial Number)
 

_] received in this national stage application from the International Bureau (PCT Rule 17.2(a)).
 

“Certified copies not received:

LJ Acknowledgementis made of a claim for domesticpriority under 35 U.S.C. § 119(e).

A SHORTENED STATUTORY PERIOD FOR RESPONSEto comply with the requirements noted below is set to EXPIRE THREE MONTHS

FROM THE “DATE MAILED?”ofthis Office action. Failure to timely comply will result in ABANDONMENT of this application. Extensions oftime may be obtained under the provisions of 37 CFR 1.136(a). 
{"] Note the attached EXAMINER’S AMENDMENTor NOTICE OF INFORMALAPPLICATION, PTO-152, which disclosesthat the oath ordeclaration is deficient. A SUBSTITUTE OATH OR DECLARATION !S REQUIRED.

(Applicant MUSTsubmit NEW FORMAL DRAWINGS
(because the originally filed drawings were declared by applicantto be informal. 

_| including changes required by the Notice of Draftperson’s Patent Drawing Review, PTO-948,attached hereto or to Paper No.
 
O including changes required by the proposed drawing correction filed on , which has been approved

by the examiner.  
including changes required by the attached Examiner’s Amendment/Comment.

 

Identifying indicia such as the application number(see 37 CFR 1.84(c)) should.be written on the reverse side of the drawings.
The drawings should befiled as a separate paperwith a transmittal letter addressedto the Official Draftperson.

“] Notethe attached Examiner’s comment regarding REQUIREMENT FOR THE DEPOSIT OF BICLOGICAL MATERIAL.

 
Any responseto this letter should include, in the upper right hand corner, the APPLICATION NUMBER (SERIES CODE/SERIAL NUMBER).
If applicant has received a Notice of Allowance and Issue Fee Due, the ISSUE BATCH NUMBERand DATEof the NOTICE OFALLOWANCEshould alsobeincluded.
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PTOL-a37(Rev. 10/95) . | WW U.S, GOVERNMENT PRINTING OFFICE: 1997—429-299
 

127



128

. THE APPLICATION IDENTIFIED-ABOVEHAS:5 BEEN :

“II: All: communications regarding this applicationmust:gi

EEE A. DEB) ye

TITLE OF PRETPHERbaiINVENTION

 
 
 

 

 YER RECOF
 

D. NDIS ALLOWED FOR ISSUANCEAS A PATENT.PROSECUTION ON THEMERITSISCLOSED. pny

‘THE ISSUE FEE. MUST BE PAID.WITHIN.THREEMONTHS.FROMTHEMAILING DATE OF THIS NOTICE OR THIS
APPLICATION SHALL BE REGARDEDAS ABANDONED:‘T 1S: TATUT IRYPERIOD CANNOT BE EXTENDED.

HOW TO RESPONDTO THIS NOTICE:
1. Review the SMALL ENTITY. status shown above.

lf the SMALL ENTITY is shown as YES, verify your Ifthe SMALL ENTITY is shown as NO:
current SMALL ENTITY status: . : :

 
 

A.If the status is changed, pay twice the amount-of the.:| : : .
FEE DUE shown above and notify the Patent™and:..-}: A:Pay FEE DUE shown above, or
Trademark Office of the changein status,or .

B. If the’status is the same, paylhe: FEE DUE shown’
above.

 
 
 

verified statement of Small Entity Status before, or with,
“payment:of 1/2. the.FEE DUE shown above.

Il: Part B-Issue Fee TransmittayShould be completedand:iret euto the: Patent.andTrademark Office (PTO) with your
ISSUE FEE. EveniftheJSSUE: FEE has alfeady.been'p: charge to-depositaccount; Part B Issue Fee Transmittal: -
should be completed:and returned.lf yourarechargin JEFEE.toyour. deposit account, section “4b” of Part.

B-Issue Fee.Trapsmittal should beahandanextracopy of the form:shouldbe submitted.
 

 
 

 
 

| ationnumber and batch number,
Please direct:all communications: prioF to'issuanc 
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

AApplicants: William P. Bialick et al. V7
2Dgpvrus, Inc.

 

 
 

 

j eTitle: 5 a“Peripheral Device With Integrated Security
1 Bunctionality

Filed: June 4, 1997

Examiner: Group Art Unit: 2785

Batch No.: u04 Allowed: June 7, 1999

“Attorney Docket No.: SPyY-004

Milpitas, California
June 16, 1999

Box Issue Fee

Assistant Commissioner for Patents RECEIVE™
Washington, D.C. 20231

CWUN 2 4 1999SUBMISSION OF FORMAL DRAWINGS

Publishing Division
Sir: 11

In a Notice of Allowability dated June 7, 1999, in the

above-identified application, Applicants were required to submit

formal drawings. Applicants submit herewith nine (9) sheets of

formal drawings consisting of FIGS. 1, 2, 3Am@3B, 4, 5, 6, 7, 8,

9A and 9B. The Official Draftsperson is requested to telephone

Applicants' undersigned attorney at (408) 945-9912 if there are

any questions or problems with the enclosed formal drawings.

I hereby certify that this correspondence is being Respectfully submitted,deposited with the United States Postal Service as
first class mail in an envelope addressed to: «
Assistant Commissioner for Patents, Washington,
0.C, 20231, on June 16, 1999. .

wife & ‘ David R. Graham
Date Signat Reg. No. 36,150

Attorney for Applicants

1008869305
A
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IN_THE UNITED STATES PATENT AND TRADEMARK OFFIC! Lad

 Applicants: William P. Bialick et al.

Assignee: Spyrus, Ine.

Title: Peripheral Device With Integrated Security
Functionality

Serial No.: 08/869,305 Filed: June 4, 1997

Examiner: L. Hua Group Art Unit: 2785 RECEIVED
Batch No.: vo4 Allowed: June 7, 1999 DEC 07 1999

Attorney Docket No.: SPY-004 Group 2700

Milpitas, California
September 7, 1999

Box Issue Fee
Assistant Commissioner for Patents
Washington, D.C. 20231

PETITION UNDER 37 C.F.R. § 1.97(d) (2) 

Sir:

In view of the allowed status of the above-referenced

application, pursuant to 37 C.F.R. § 1.97(d) (2), Applicants

hereby request consideration of the accompanying Information

Disclosure Statement. Enclosed is a check (Check No. 1461) for

$130.00 for the petition fee under 37 C.F.R. § 1.17(1). This 
Petition is being submitted in duplicate.

I hereby certify that this correspondence is being Respectfully submitted,deposited with the United States Postal Service as
first class mail in an envelope addressed to: t
Assistant Commissioner for Patents,
washington, D.C. 20231, on September 7, 1999. ~

7~-) “47 Nig a R f f David R. GrahamDate Sighatilre Reg. No. 36,150
Attorney for Applicants
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE f l{  

 
 

 

Applicants: William P. Bialick et al.

Assignee: Spyrus, Inc.

Title: Peripheral Device With Integrated Secur}
Functionality

Serial No.: 08/869, 305 Filed: June 4, 1997 DEC 077 1999
Examiner: L. Hua Group Art Unit: 2785 .... Group: 2700
Batch No.: ~ Uyo4 Allowed: June 7, 1999

* Attorney Docket No.: SPy-004
 
 

Milpitas, California
September 7, 1999

Box Issue Fee RECEn,Assistant Commissioner for Patents “IVED
Washington, D.C. 20231 SEP j( D7INFORMATION DISCLOSURE STATEMENT Peigyes. 999

WITH CERTIFICATION UNDER 37 C.F.R. §1.97(e) ((2708 Oi
 

 ian

Sir: -

Pursuant to 37 C.F.R. § 1.56, § 1.97 and § 1.98, Applicants

bring the documents (copies enclosed) listed on the enclosed Form

 ! PTO-1449 to the Examiner's attention in the above-identified
application. Citation of these documents shall not be construed
as an admission that the documents are necessarily prior art with

respect to the instant invention. Also, citation of these

documents shall not be construed as an admission that the

information disclosed therein is, or is considered to be,

material to patentability as defined in 37 C.F.R. § 1.56(b)$%
3 130:

The undersigned hereby certifies in accordance with a CFR
§1.97(e) (2) that no item of information contained in this
information disclosure statement was cited ina commmnicdion

09/14/1999ASHIFERS O1FCsi2e2
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from a foreign patent office in a counterpart foreign application

or, to the knowledge of the person signing the certification

after making reasonable inquiry, was known to any individual

designated in §1.56(c) more than three months prior to the filing

of this information disclosure statement, except for U.S. Patent

No. 4,709,136 to Watanabe.

I hereby certify that this correspondence is being
deposited with the United States Postal Service as
first class mail in an envelope addressed to:
Assistant Commissioner for Patents,
Washington, D.C. 20231, on September 7, 1999.

«tal tush Bebeabuea)—§
 
 

141

Respectfully submitted
and certified by,

aae
David R. Graham
Reg. No. 36,150
Attorney for Applicants
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_. SHEET 1 OF 1

U.S. SEPT OF COMMERCE - PATENT & ; TRADEMARK OFFICE ATTORNEY DOCKET NU.:  SPY-004 SERIAL NO.: 08/869, 305
INFORMATION DISCLOSURE CITATION APPLICANTS: William P, Bialick et al, 

(Use several sheets if necessary) FILING DATE: June 4, 1997 GROUP ART UNIT: 2785   
U.S. PATENTS|

INITIALS

Pa|arossiss|vivzerée|votanase(ge138|fase[aresso|
dit[some[se[onan\,mf»oe

SSEL719196||s,ero.s8[ayer|wooneyeea

 
 2/28/95

suszu,ise|o/ai9s|custafenetaarsss|rans
aTY
|CO|5.cu0,302|esrzvor|winingsetfee|satis

  
  

 

 

 
  

EXAMINER'S
INITIALS

PUBLICATION
DATE
  
 

| OTHER DOCUMENTS
EXAMINER'S AUTHOR(S), TITLE, PUBLICATION, DATE, PERTINENT PAGES, ETC.INITIALS

EXAMINER: Ly U DATE CONSIDERED: L ft
Examiner: initia if citation considered, whether or not citation is in conformance with MPEP §609. Draw line through citation
if not in conformance and not considered. Include copy of this form with next communication to the applicant.

Form PTO-1449
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. ee dans as was
PART B—ISSUE FEE TRANSMI”“SL

Complete and mail this form, togethr wn. applicablefees; to: - Box:ISSUE FEE
Assistant Commissioner tor. Patents
Washington, D.C, 20231  

MAILING INSTRUCTIONS:This form should -be used for transmitting the-{SSUE-FEE.:Blacks 1 se
through 4 should be completed where appropriate. Ail further correspondence including the Issue Fee NoteThlecortticata amaglee This reseefordomeste
Receipt, the Patent, advance orders and notification of maintenancefeeswillbe mailed tothecurrent|‘for any other accompanying papers. Each additional paper, suchas an
correspondence addressasindicated unless correctad below ordirected otherwisejin Block 1, by (a)|:assignment or formal drawing, must have its owncertificate of mailing...
specifying a new correspondence address; and/or(b) indicating a separate:“FEE-ADDRESS"for
maintenancefeenotifications. Certificate of Malling
CURRENT CORRESPONDENCE ADDRESS (Nate: Legibly mark-up with any corrections or use Bladk 1) of hereby certify that this Issue Fee Transmittal is being deposited withthe United States Postal Service with suffictent postageforfirst class

mail inan envelope addressed to the Box Issue Fee address above on
tha date indicated below. 

 
Davin R sham (Depositor's name)

Bw; % Pp FAi BANG A Aare (Signature)

September 7, 1999 (Date) .
APPLICATION NO. FILING DATE TOTAL GLAIMS EXAMINER AND GROUPART UNIT DATE MAILED

 
 
 

 

First Named.
Applicant

TITLE OF
INVENTION

  

 TCE WITH TM PATTY FUNCT TONAL TTY

ATTY'S DOCKET NO. CLASS-SUBCLASS BATCH NO. APPLN, TYPE SMALL ENTITY FEE DUE DATE DUE

yf om CELL SEO ca| Lita WTEL. ity    HES] (res   
1. Change of correspandence addressor indication of “ Fee Address” (87 CFR 1.963). 2. For printing on the patent front page, list: :

Usa of PTO form(s) and Customer Numberare recommended,but-not required. (1) the namesof upto 3 registered patent=4Day id R.Grahamattorneys or agents OR,alternatively, (2)
Change of correspondence address (or Change of Correspondence Address form _|.the. name. of. -a single. firm. (naving asa

PTO/SB/122)attached. member a registered atlomey or agent) 2: and the names of up to 2 registered patent
(9 “Fee Address”indication (or.“Fee Address”Indication form PTO/SB/47) attached. attomeys or agents.If no nameis listed, no

 
 
 

 
namewill. be printed,

Pi « 3

3. ASSIGNEE NAME AND RESIDENCE DATA TO BE PRINTED ON THE PATENT(print or type) 4a; The following fees are enclosed (make check payable to Commissioner
PLEASE NOTE: Uniess an. assigneeis identified below, no assignee data will appear on the patent. of Patents and Trademarks):
Inclusion of assignee data is only appropiate when an assignment has been previously submitted to O% issue Feethe PTO or is being submitted under separate cover. Completionof this form is NOT a subsititue for .
filing an assignment: {X) Advance Order- # of Copies_jQ
(AVNAMEOF ASSIGNEE Spyrus, Inc. 4b. The follawing fees or deficiency in these fees should be chargedto:

(B) RESIDENCE: (CITY & STATEOR COUNTRY) Santa Clara, California peposit account NuMBER 50-0840 ,(ENCLOSE AN EXTRA COPY OF THIS FORM) 
Please check the appropriate assignee category indicated below (will.nat be printed on the patent)  

 
  

Issue Fee

0 individual CJ corporationor otherprivate group entity. [_} government C0 Advance Order - # of Copies
‘The COMMISSIONER OF PATENTS AND TRADEMARKS[S requested to apply theIssue Fee to the application identified above, os
  (Authorized Signature) 
 
 

  
NOTE;TheIssue Fee will not be accepted. from anyone otherthan the applicant; a registered attorney
or.agent; or the assignee orother party In interest as-shownby the records of the. Patent and
Trademark Office.

Burden Hour Statement: This form is estimated to take-0.2 hours to complete: Timewill vary
depending on the needsofthe individual case. Any comments onthé amount of time required
to complete this form should be sentto the Chief Information Officer,-Patent.and Trademark
Office, Washington, D.C. 20231. D0.NOT, SEND FEES.OR COMPLETEDFORMS TO THIS -

ADDRESS. SEND FEES:AND-THIS.FOR! oO: Box: {issue Fee, Assistant. Commissioner forPatents, Washington D.C. 20231

Under the Paperwork Reduction Act of 1995; n srsons are» required to respond to a collection
of information unlessit displays a'valid-OMB:control number.

 RECEIVED

SEP 1.7 1999

Publishing Division
orres/Allowed Files °°"

  

 
 
 
 
 

 
 

 

4/1992TIRAKE©G000015908869305
ye tk

TRANSMIT THIS FORM WITH FEE & mm
PTOL-85B (REV.10-96) Approved for use. through 06/30/99. OMB 0651-0033: - Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE
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PART B—ISSUE FEE TRANSMI = ER., aN
Complete and mail this form, together wits applicable fees, to: Box ISSUE FEE go:

Assistant Commissionerfor Patents oi
Washington, D.C. 20231 SP 14 288 &

&
MAILING INSTRUCTIONS:This form should be used fortransmitting the ISSUE FEE. Blocks t Loree 

thi rough 4 should be completed where appropriate.. All furthercorrespondence including the Issue Fee wotngeaftheloves BAAbacliy fanonlybeusedfordomestic
Receipt, the Patent, advance orders and notification of maintenance feeswill be mailed to the current|for any other accompanying papers. Each additional paper, such as an
correspondence addressas indicated unless corrected below or directed otherwisein Block.1, by (a)|assignmentor formal drawing, must have its owncertificate of mailing.
specifying a new correspondence address; and/or (b) indicating a separate “FEE ADDRESS?”for
maintenance fee notifications. Certificate of Mailing
CURRENT CORRESPONDENCE ADDRESS(Note: Legibly mark-up with any corrections or use Block 1} I hereby cerilfy that this Issue Fee Transmittal is being deposited with

the United States Postal Service with sutticient postage forfirst class
Bs mail in an envelope addressed to the Box Issue Fea address above on 

 
the date indicated below.

David. aham (Depositor's name)

| ‘ ) fp q° Madad Ku fA diac (Signature) :
September 7, 1999 (Date)

APPLICATION NO, TOTAL CLAIMS” EXAMINER AND GROUP ART UNIT DATE MAILED

AM4 S87 Hula, ob Oe

 
 

  esa?  

 

 

 

First Named -
Applicant

TITLE OF ce o
INVENTION WITH IN)

ATTY'S DOCKET NO. CLASS-SUBCLASS BATCH NO. APPLN. TYPE SMALL ENTITY FEEDUE . DATE DUE

PY «tha Fianeti ooo titre WPL ity mes, fi Cee ete?  

1. Change of correspondence address or indication of “ Fee Address" (37 CFR 1.363). 2. For printing on the patentfront page,list
Use of PTO form(s) and Customer Number are recommended, but not required. (1) the namesof up to 3 registered patent =+Dayv id R.Graham

attorneys or agents OR, altematively, (2)
(J Changeof correspondence address (or Change of Correspondence Address torm|the name of a single firm (having as a
PTO/SB/122)attached. member a registered attorney or agent) 2 :and the namesofupto 2 registered patent
(“Fee Address"indication (or “Fea Address” indication form PTO/SB/47) attached. attorneys or agents. If no narae is listed, noname will be printed. 3

3. ASSIGNEE NAME AND RESIDENCE DATA TO BE PRINTED ON THE PATENT(print or type}
PLEASE NOTE:Uniess an assignee is identified below, no assignee data will appear on the patent.

inclusion of assignee data is only appropiate when an assignment has been previously submitted to 0% Issue Feethe PTO or is being submitted under separate cover. Completion ofthis farm is NOT a subsititua for
filing an assignment. J Advance Order - # of Coples_1g
{A)NAME OF ASSIGNEE Spyxrus, Inc.

4a. Tha following fees are enclosed (make chack payable to Commissioner
of Patents and Trademarks):

 
4b: The following fees or deficiency in these fees should be charged to:

(8) RESIDENCE: (CITY & STATE ORCOUNTRY) Santa Clara, California peposm accountnumBen_ 50-0840
(ENCLOSE AN EXTRA COPY OF THIS FORM)

Issue Fee
©) Advance Order- # of Copies

The COMMISSIONER OF PATENTS AND TRADEMARKSIS requested to apply the Issue Fee to the application identified above.
(Authorized Signature)

 
Please checkthe appropriate assignee category indicated below (will not be printed on the patant)
(C1 individual C1 cosporation or other private group entity government

   
     

  
 
   
  

 
 
 

  
 

NOTE; The Issue Fee will not be accepted irom anyone other than the applicant; a registered attormey
of agent; or the assignee or other party In Interest as shownby the records of the Patent andTrademark Offica.

8urden Hour Statement: This form is estimated to take 0.2 hours to complete. Time will. vary
depending onthe needsofthe individual case.. Any comments on the amountof time required
to compiete this form should be sent to the Chief Information Officer, Patent and Trademark
Office, Washington, D.C. 20231. DO NOT SEND FEES OR COMPLETED FORMS TOTHIS
ADDRESS. SEND FEES AND THIS FORM TO:Box Issue Fea, Assistant Commissioner for
Patents, Washington D.C. 20231x

RECEIVED
Sep 17 1999

Publishing Onis”
Corres/Alowed Files. i

Underthe Paperwork Reduction Act of 1995, no persons are required to respond to a collection
ofinformation unlessit displays a valid OMB control number.

TRANGRIT TRIS FORM WITH FEE
PTOL-858 (REV.10-96) Anomyed for use through 06/30/99, OMB 0651-0033 Petant and Trecomerk (flee 1.8 DEPARTMENT OF CORMIER
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: aia No. f Wo|UNITED STATES -ARTMENT OF COMMERCE
‘ : Patent and Trademark Office

é Address; COMMISSIONER OF PATENTS AND TRADEMARKS

 

Stareg of Washington, D.C. 20231

APPLICATION NO.|FILING DATE FIRST NAMED INVENTOR ATTORNEY DOCKET NO.

Oe/0a/o7  BIALICK rr Ey= Cel

LMZL/1246 od
4 HUA. L

 
oy

ART UNIT PAPER NUMBER

DATE MAILED: fe
Te/1é/o9

  
Please find below and/or attached an Office communication concerning this application or
proceeding.

Commissionerof Patents and Trademarks

PTO-90C (Rev. 2/95) 1- File Copy
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wt OF
iO Ane04/69, 305 fv UNITED ST’“S$ DEPARTMENT OF COMMERCE |

Patent and ..ademark OfficeS$

Ln é Address: COMMISSIONER OF PATENTS AND TRADEMARKS
Stares OF Washington, D.C. 20231

«

 
va

“pare maiebe*
 

Please find below and/or attached an Office communication concerning this application or
proceeding. :

Commissioner of Patents and Trademarks

The Examiner hereby informs the Applicant(s) that the Information Disclosure Statement Under

37 C.F.R. 1.97(c) (1) filed on September 13, 1999, has been received, (i) matched up with its ~

associated Application No._08/869,305 after the Notice of Allowance (mailed on June 7, 1999,

and (ii) entered. The references have been considered by the Examiner as indicated in the copy of
initialed Form PTO-1449 attached herewith.

Attachement: Form PTO-1449

? Mh
Ly V. Hua
Patent Examiner
Art Unit 2785

L. Hua

December 14, 1999

PTO-90C (Rev. 2/95) 1- File Copy
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This file wrapper was thoroughly 
reviewed by our technical staff. There 
is no paper # 13 listed on the table of 
contents of the file wrapper. The 
paper has been voided.

This has been brought to your 
attention so that you will know it has 
not been overlooked.
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This file wrapper was thoroughly 
reviewed by our technical staff. There 
is no paper # 14 listed on the table of 
contents of the file wrapper. The 
paper has been voided.

This has been brought to your 
attention so that you will know it has 
not been overlooked.
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The file was thoroughly reviewed 
by our staff. Paper # 15 is missing 
in this file.
This has been brought to your 
attention so that you will know it 
has not been overlooked.
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The file was thoroughly reviewed by
our staff. Correspondence Address
Change dated 06/25/2008is missing
in this file.

This has been brought to your

attention so that you will knowit has
not been overlooked.
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EFS ID: 21563316

Application Number: 08869305

International Application Number:

Confirmation Number: 5587

Title of Invention: PERIPHERAL DEVICE WITH INTEGRATED SECURITY FUNCTIONALITY

First Named Inventor/Applicant Name: WILLIAM P. BIALICK

Customer Number: 23676

es
Filer; Robert Rose

Filer Authorized By:

Attorney Docket Number: 18835 _
Receipt Date: 21-FEB-2015

Filing Date: 04-JUN-1997

Time Stamp: 15:22:00

 
 

Application Type: | Utility under 35 USC 111(a) 4
Paymentinformation:

Submitted with Payment no |
File Listing:

me PagesPart /.zip| (ifappl.)

Assignee showing of ownership per 37 1224058

D t . : ile Si
ocumen Document Description File Name File Size(Bytes)/Number

1 CFR373, 373-6088802. pdf no 1

Message Digest

439254522ebeft 1611 Ib2d07Md0a 1221fds
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Information:
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 902057
2 Powerof Attorney SPEX-SB80.pdf 1bbafh@37024dda0592e27671220b93bde744 

Warnings: 
Information:

Total Files Size {in bytes} 2126115
This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable.It serves as evidenceof receipt similar to a
Post Card, as described in MPEP 503.

 

New Applications Under 35 U.5.C. 111
If a new application is being filed and the application includes the necessary componentsfora filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown onthis
AcknowledgementReceipt will establish the filing date of the application. A

National Stageof an International Application under 35 U.S.C. 371
If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and otherapplicable requirements a Form PCT/DO/E0/903 indicating acceptanceofthe application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as eiving Office
Ifa new international application is being filed and the international application includes the necessary componentsfor
an international filing date (see PCT Article 11 and MPEP 1210), a Notification of the International Application Number
andofthe International Filing Date (Form PCT/RO/105)will be issued in due course, subject to prescriptions concerning
national security, and the date shownon this AcknowledgementReceiptwill establish the internationalfiling date of
the application,
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PTOASB/80 71-08}

Approved for use through 11/30/2014. ORB 0661-0035.
U,S, Patent and Trademark Office; U.S, DEPARTMENT OF COMMERCE

Under the Paperwors Reduction Act of 1995, no persans are required to respond to 2 collection of information unless it displays a vatid OMB contral nureber.

POWER OF ATTORNEY TO PROSECUTE APPLICATIONS BEFORE THE USPTO  

 
 | hereby revoke all previous powers of attorney given in theapplication identified in the altachedstatement under37 CFR 3.73{b).

| hereby appoint:

E ly] Practitioners associated with the Customer Number. 103877
i oR C] Practtioner{s) named below (if more than fen patent practitioners are to be named, then a customer number must be used):

any and aff patent applications assigned only to the undersigned according fa the USPTO assigninent records or assignment documents
attached to this form in accordance with 37 GFR 3.73(b).

Please change the correspondence address for the application Wenlified in the attached statement under 97 CFR 3,73{b} to:

The address associated with Customer Number: | 103877 |
OR

Finn or
individual Mame
 
 

  

 
Country

j i Telephones " EmailLL. . |
Assignee Name and Address:

i SPEX Technologies, inc,
1860 HARTOG DRIVE
SAN JOSE CA 95131

 

A copy ofthis form, together with a statement under 37 CFR 3.73{b) {Form PTO/SBIS6 or equivalent) Is required to be
filed in each application in which this form is used, The statement under 37 CFR 3.731b) may be completed by ane of
the practitioners appointed in this form if the appointed practitioneris authorized to act on behalf of the assignee,
andmust identify the application. in which this Powerof Attomey Is to be filed.

SIGNATUREof Asgi of Recerd
= is authorized to.act on behalf of the avsignee

Signature , ot , 2/19/2015

| Name Tom Hakel : Telephone (408) 392-9131
Tale President
This collection of information ts required oy 37 CFR 1.31, 1.32 and 1.33, The informetion is required to obtain or retain 3 benatt by the public which Ip to fie (andby the USPTO to process) an appécation. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 4.17 ang 4.14. This coltectinn is estimated lo take 3 minutes
fo.compiete, including gathering, preparing, and submitting the completed application form to the USPTO. Time wil vary ckpendiag upon the individuat case. Any
comments on the amount of time. you require to complete this form and/or suggestions for veducing-this-burien, should.bs sent to the Chief information Officer,
{.&. Patani and Trademark Office, US. Deparimant of Commerce, P.O. Box 1450, Alewandria, VA 22313-1450. DO NOT SEND FEES. OR COMPLETED
FORMS TO THIS AODRESS. SEND TO: Commissionerfor Patents, P.O. Box 1450, Alexandria, VA 22343-1460.

 

ifyou need-.assistance in conipleting fhe forn, calf 1B00-PTO-9199 and select option 2.

153

 
 



154

 
 

PTO/SBI96(07-09)
Approved for use through 07/21/2012, OMB-0654-9034

U.S. Patent and Trademark Office, US. DEPARTMENT OF COMMERCE
Underthe Paperwork Reduction Act of 1895, no persons are required to respond to a collection of information unlessit displays a valid DMB control number.

STATEMENT UNDER 37 CFR 3:73(b}

ApplicantPatent Owner; SPEX TECHNOLOGIES
Application No./Patent No,; 5088802 Filed/(ssue Date: 07/11/2000
Titled: PERIPHERAL DEVICE WITH INTEGRATED SECURITY FUNCTIONALITY

  

 

| SPEX Techologies,Inc. _a corporation
(Name of Assignee) (Type of Assignee, e.g., corporation, partnership, university, government agency,etc.
 

siates thatit Is:

 4. I the assignee of the entire right, title, and interest in;

2. Cc] an assignee of less than the entire right, title, and interest in
(The extent (by parcentage) of its ownership interest is Wy, OF 

3. | the assignee of an undivided interestin the entirety of (a complete assignment fram one ofthe joint inventors was made)
—

the patent application/patentidentified above, by virtue of either:

A. |_|  Anassignment from the inventor(s) of the patent application/patentidentified above. The assignment was recorded in
the United States Patent and Trademark Office atReel , Frame _. or for which @copy therefore is attached.

   
 

 

{ OR

B. [sti A chain of title from the inventor(s), of the patent application/patentidentified above,to the current assignee as follows:
4.From: BIALICK,et al. to. Spyrus, inc.

The document was recorded in the United States Patent and Trademark Office at

Reel 008942 . Frame 0204 . or for which a copythereofis attached.

2. From: Spyrus, inc. To: SPEX Technologies, inc.
The document was recordedin the United States Patent and Trademark Office at

Reel 034971 , Frame 0298 , of for which a copy thereof is attached.
3. From: To:

The document was recorded in the United States Patent and Trademark Office at

Reel , Frame , of for which a copy thereofis attached.

CI Additional documents in the chain oftitle are listed on a supplemental sheet(s}.

r As required by 37 CFR 3.73(b)(1)(i}, the documentary evidence of the chain oftitle from the original ownerto the assignee was,of concurrently is being, submitted for recardation pursuant to 37 CFR 3.11.

[NOTE: A separate copy (i.e., a true copy of the original assignment document(s)) must be submitted to Assignment Division in
accardance with 37 CFR Part 3, to record the assignmentin the records of the USPTO. See MPEP 362.08]

The under ned (whoseiitleis,oa.below)is authorized to act on behaif of the assignee. 

 

"eesyoe” 02/19/2015
Signature . ~ Date

| Robert Rose Attomey of record
Printed or Typed: Name Title

‘This coifection ofinformation is required by 37 CFR 3.73(b). The information Is required to obtain or retain a benefit by the public whichis to file (and by the USPTO to
process) an application, Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 4.14 and 1.14. This collection is estimated to take 12 minutes to complete, including
gathering, preparing, and submitting the completed. application form to the USPTO. Time will vary depending upon ike individual case, Any comments onthe amountoftime
you require to complete this forma and/or suggestions for reducing this burden, should be sentto the Chief information Officer, U.S. Paten! and Trademark Offic, LS.
Department of Commerce, P.O. Box 1480, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADORESS. SEND TO: Commisstoner
for Patents, P.O, Box 1450, Alexandria, VA 22313-4456.

if you need assistance in completing the fort, call t-800-PTO-9199 and ssiect option 2.
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PTO/SB/S6 (07-09)
Aaprovedfor use through 07/31/2012. OMB 0654-0031

U.S. Patent and Trademark Office, U.S. DEPARTMENT OF COMMERCE
_Under the Paperwork Reduction Act of 1995, ro perscns are required to tespond toa collection of information untassft Gispla Sa valid CMB contra} number.

STATEMENT UNDER 37 CFR 3.73(b)

Applicant/Paient Owner: SPEX TECHNOLOGIES
Application No,/Patent No.; 8088802 ____ Filed/issue Date; 07/11/2000
Titled: PERIPHERAL DEVICE WITH INTEGRATED SECURITY FUNCTIONALITY

 
  

SPEX Techologies,Inc. _a corporation
iF (Nameof Assignee) {Type of Assignee, ¢.g., corporation, partnership,university, government agency,etc.

states thatit is:
 

4. [pe] the assigneeof the entire right, title, and interestin;
 

  an assigneeofless than the entire right, title, and interest in
(The extent (by percentage)of its ownership interest is AY or

 

'3 im the assignee of an undivided interestin the entirety of (a complete assignmentfrom oneofthe jaint inventors was made)
the patent application/patentidentified abave, by virtue ofeither:

A.
E] An assignmenifrom the inventor(s) of the patent application/patent identified above. The assignment was recorded in

the United States Patent and Trademark Office atReel _ or for which a
copy therefore is attached. ~OR  

 
 

iB. bs] A chain of title from the inventor(s), ofthe patent application/patentidentified above,to the current assignee asfollows:
i 1. From: BIALICK, et al. to: Spyrus, Inc.

The document was recorded in the United States Patent and Trademark Office at

Ree| 908942 . Frame 0204 , _or-for which a capy thereof is attached.

2. From: Spyrus, Inc. To: SPEX Technologies, Inc.
The decument was recorded in the United States Patent and Trademark Office at

Reel 034971 , Frame 0298 ; of for which a copy thereofis attached.

3. From: To:

The document was recorded in the United States Patent and Trademark Office at

Reel ; Frame » orfor which a copy thereofis attached. 

  
 

Additional docurmenisin the chain oftitle are listed on a supplemental sheet(s).

C] As required by 37 CFR 3.78(b}(1)(i), the documentary evidence of the chain oftitle from the original ownerto the assignee was,or concurrently is being, submitted for recordation pursuant to 37 CFR 3.11.

[NOTE: A separate copy (Le., a true copyof the original assignment document(s)) must be submitted to Assignment Division in
accordance with 37 CFR Part 3, to record the assignmentin the records of the USPTO. See MPEP 302.08]

The eae (whosetitleSSbelow) is authorized ta act on behalf of the assignee.wea!wns

Signature

i Robert Rose Attomey of record
Printed: or Typed Name Title

This collection of information is requirad by 37 CFR 3.73(0}. The information Is required to obtain of ratain a benefit by the public whichis fofile (and by the USPTO to
process) an application, Confidentiality is governed by 35 U.S.C. 122 and 87 CFR 1.14 and 1.14. This collection is estimated fo take 12 minutes to compiete, including
gathering, preparing, and submilting the completed application form to the USPTO. Time will vary depending upon the individual case. Any commenis on the amount of time
you require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief information Officer, U.S. Patent end Trademark Oftice, U.S.
Department of Commerce, P.O. Box 1480, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND.TO: Commissioner
for Patents, P.O. Box 1450, Alexandria, VA 22313-1450,

> 02/19/2015
Bate

 

If you need assistance in completing the form, cal! 1-800-PTQ-3799 and select option 2.
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 UNITED STATES PATENT AND TRADEMARK OFFICE UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Oftice
Address. BOIBSIONER FOR PATENTS:

oe
Alexandria, Vinginia 22313-1450were septa gow

 
  

APPLICATION NUMBER PILING OR 371(C) DATE FIRST NAMED APPLICANT ATTY. DOCKETNO/TTLE
08/869,305 06/04/1997 WILLIAM P. BIALICK 18835

CONFIRMATION NO, 5587
23676 POWEROF ATTORNEY NOTICE
Leech Tishman Fuscaldo & Lampl

isttey 6. steton Ug.eaHEL100 Corson Street
Third Floor
PASADENA, CA 91103-3842

Date Mailed: 03/02/2015

NOTICE REGARDING CHANGE OF POWEROF ATTORNEY

This is in response to the Powerof Attorneyfiled 02/21/2015.

* The Powerof Attorney to you in this application has been revoked by the assignee who hasintervened as
provided by 37 GFR 3.71. Future correspondencewill be mailed to the new address of record(37 CFR 1.33).

/dtvernon/

 

Office of Data Management, Application Assistance Unit (571) 272-4000, or (571) 272-4200, or 1-888-786-0101

page 1of 1
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Case @:16-cv-01790 Document4 Filed 09/27/15 Page lofi Page Ib #155

AO 120 (Rev. 08/10

Mail Stop 8 REPORT ON THE
Director of the U.S. Patent and Trademark Office FILING OR DETERMINATIONOF AN

TO:

P.O. Box 1450 ACTION REGARDING A PATENT OR
Alexandria, VA 22313-1450 TRADEMARK 

In Compliance with 35 U.S.C, § 290 and/or 15 U.S.C. § 1116 you are hereby advised that a court action has been
filed in the U.S. District Court Central District of California on the following

( Trademarks or (4 Patents. ( [] the patent action involves 35 U.S.C. § 292.):
DOCKET NO. DATE FILED U.S. DISTRICT COURT

8:16-cv-01790 9/27/2016 Central District of California

PLAINTIFF _ DEFENDANT
SPEX Technologies,Inc. Kingston Technology Corporation, etal.

 

 

PATENT OR DATE OF PATENT

6,[16088802802 7/11/2000 SPEX Technologies, Inc.
6,003,135 12/14/1999 SPEXTechnologies, Inc. 

Tu the above—entitled case, the following patent(s)/ trademark(s) have been included:
DATE INCLUDED INCLUDED BY

(J Amendment C) Answer (] Cross Bill (J Other Pleading
PATENT OR DATE OF PATENT

TRADEMARK NO. OR TRADEMARK HOLDER OF PATENT OR TRADEMARK  
 
 
 

In the above—entitled case, the following decision has been rendered or judgementissued:
DECISION/JUDGEMENT

 (BY) DEPUTY CLERK

Copy 1—Uponinitiation of action, mail this copy to Director Copy 3—Uponterminationof action, mail this copy to Director
Copy 2—Uponfiling document addingpatent(s), mail this copy to Directer Copy 4—Case file copy
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 Application or Docket Number  PATENT APPLICATION FEE DETERMINATION RECORD
Effective October 1, 1997
 

  
 

 
 
 

 CLAIMS ASFILED - PART I SMALLENTITY OTHER THAN

  (Column 1) (Column 2 TYPE [_] OR SMALL ENTITY

aNUMBERFILED NUMBER EXTRA 
 
 
 

  
———FEETOTALPTOTALCLAIMS|= minus 20 =

INDEPENDENT CLAIMS minus 3 =
MULTIPLE DEPENDENT CLAIM PRESENT

  
   

  
 

 
 

* If the difference in column 1 is less than zero, enter “0” in column 2

 
 

CLAIMS AS AMENDED- PART Il OTHER THAN
(Column 1) “(Column 2) (Cotumn3) SMALLENTITY OR SMALL ENTITY
CLAIMS HIGHEST

REMAINING NUMBER PRESENT
AFTER PREVIOUSLY EXTRA

MENDMENT PAID FOR

pesqlm[sa T.

FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM

  

  

 
 

  
 ADDI-

TIONAL   

 

RATEj|TIONAL
FEE

on fez—_J
os [wee|_|
on are[
osOR apoit.i

 
feAMENDMENTA
   

  
 ADDIT. "FEE
  (Golumn 1) (Column 2) (Column 3)

CLAIMS HIGHEST
REMAINING NUMBER

  
PRESENT

EXTRAAFTER PREVIOUSLY
AMENDMENT   tesfaqfm
le

FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM

AMENDMENTB
 

   
 
 

 

 
  (Column 1} (Column 2) (Golumn 3)

CLAIMS HIGHEST
REMAINING NUMBER

AFTER PREVIOUSLY
AMENDMENTes

FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM

  

  
PRESENT

EXTRA 

  

 AMENDMENTC
 
 

  
 
 

wilt theentry in column 1 is less than the entry in column 2, write “0” in column 3. TOTAL* If the “Highest Number Previously Paid For” IN THIS SPACEis less than 20, enter “20.” OR
lf the “Highest Number Previously Paid For’ IN THIS SPACEis less than 3, enter “3.” ADDIT. FEE
The “Highest Number Previously Paid For” (Total or Independent} is the highest numberfound in the appropriate box in column1.

FORM PTQ-875 (Rev. 8/97}
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AM PTO-447A, Staple to Front of Application U.S. DEPARTMENT OF COMMERCE

“ee APPLICATION TRANSFER REQUEST «=> {NTS TRADEMARKoFFICE
. 2 ) >. «Section |. APPLICATION TRANSFER REQUEST Date 3 (798 S.N. & O67 7d

ee oe Tao
TO: Receiving A.U. 27S Class/sub* BPYUE Examiner. - “ - eo

FROM: Originating AU. 3a¥2 Cassisub 242 ExaminerZA?Paro

 

 
REASON: Ls ; ef 1 Requestfor Reconsideration. Ns enceyff7 ye CLG ol tywv? Hy (Return to Classification)

Section Il. DISPOSITION BY RECEIVINGA.U. Date —.____..___...— Ex'r

Accepted (keepin receiving A.U.)

Not Accepted [7] Forwardto____ Classification Group

C2 Return to Originating A.U.———— _______—_Nvonalassification issue only:
REASON: C1 Restriction

C] Other

—— ae

SectionIll. DISPOSITION BY_—_____ Classification Group. Date

C) Transfer Approved-Forward toA.U.ss.Class/sub Classifier

( Transfer Disapproved-Forward to Originating A.U. Concurring
Classifier

REASON: Nonclassification issue raised: [ Restriction

*& U.S. GPO: 1996-420-308
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3. 5,815,407, Sep. 29, 1998, Method and device for inhibiting the
operation of an electronic device during take-off and landing of an
aircraft; James R. Huffman, et al., 244/76R, 183, 191; 340/945, 959, 960,
971; 395/182.12, 182.2, 182.22, 750.02, 750.03;
701/5, 9, 14, 15, 16 [IMAGE AVAILABLE]

US PAT NO: 5,815,407 [IMAGE AVAILABLE} L8: 3 of 10
US-CL-CURRENT: 244/76R, 183, 191; 340/945, 959, 960, 971; 395/182.12,

182.2, 182.22, 750.02, 750.03;
701/5, 9, 14, 15, 16

DETDESC:

DETD(29}

The voice synthesizer 162 is either permanently integrated in the
electronic book ox is a removable accessory. To facilitate removability,
the voice synthesizer 162 can be tmbeds veneriwoard
QXwayROMOTAncabaint SCeptMOnbyes Alternatively,
the voice synthesizer 162 can comm AEEEENSopBOCESSOEy] via
an accessory interface bus 163. In a similar manner, the RF modem 160
and/or the second touchscreen 132 can communicate with the processor 152
via the accessory interface bus 163.
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Text Input HTML page ‘ . bttp://151.207.162,4:457/cgi-bin/text_io

lof

lus PAT No: 5,532,463 [IMAGE AVAILABLE] L3: 3 of 4
US-CL-CURRENT: 235/380; 395/186

\Process and memory card (1) for making secure the writing of sensitive

 

 
 

 
 
 

ABSTRACT:

data into the EEPROM data storage memory (2) of the card, consisting, during   

11/12/98 3:23 PM
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11. 5,406,619, Apr. 11, 1995, Universal authentication device for use
over telephone lines; Akhteruzzaman, et al., 379/93.02; 235/380, 382;
340/825.34; 379/144; 380/23, 28 [IMAGE AVAILABLE]

US PAT NO: 5,406,619 [IMAGE AVALLABLE} L1l6: 11 of 12
DETDESC:

DETD (12)

The UA being proposed also differs from the various kinds of smart
cards already available. Smart cards are typically used in
financial service transactions but can also be used in a number of areas.
‘Chaumn,” D., Schaumuller-Bichl, I, (Ed.) SMART CARD 2000; The
Future of IC Cards. North-Holland, 1989.) (McCrindle, J. Smart

‘Cards, IFS Ltd. (Springer-Verlag) 1990.) (Bright, R. SMART
CARDS: Principles, Practice, Applications. Ellis Horwood Ltd. (John
Wiley distrib.) 1988.) Smart ecards are usually equipped with a
microprocessor and an adequate amount of memory and can do a host of
asks such as authentication and recording of transactions as well as
recall of past transactions etc. However, smart cards {whether of
the contact variety or contactless variety) require a special reader
station for power and communication with the remote system (banking
etc.). Even the. so-called “active cards" which have sealed-in batteries
require a reader station or at least a data interface in order to
communicate directly with a remote system. The UA on the other hand can
operate over any ordinary voice phone primarily because of the
embedded tone detector and tone generator equipment.
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US PAT NO: 5,606,420 [IMAGE AVAILABLE] L5: 2 of 6

DETDESC:

ETD (4)

On an upper face of the camera main body 1 are provided various kinds of
cperable members as follows, An operation mode changeover switch 8 is
adapted for changing one operation mede to another among the following four
modes. "OFF" mode, "RECORD" mode, "REPRODUCTION" mode and "PRINT"
mode. A protect switch 9 is adapted for preventing already stored images
jfrom being inadvertently erased by an operator. A multi-image output switch
10 is adapted for outputcing a plurality of stored images as one multi-image.

iA flash mode changeover switch 11 is adapted for changing one flash mode
to another among the following three modes, "non-flash (OFF) mode,"
j'automatic flash (AUTO) mede," "forcible flash (ON) mode." A date setting
switch 12 is adapted for allowing a state where a photographing date can be
jsec. A photographing mode changeover switch 13 is adapting for changing a
photographing mode from one photographing mode to another among the
ifollowing three modes. "SINGLE" mode. "SELF-TIMER" mode and
ICONTINUOUS” mode each time it is turned on, "SINGLE" mode is a
iphotographing mode in which a single frame of photograph is obtained each
jtime the release start button 7 is pressed. "SELF-TIMER"” mode is a
photographing mode in which the photographing operation is executed with
the use of a self-timer. "CONTINUOUS" mode is a photographing mode in
jwhicn a plurality of frames of photographs are continuously obtained at a
predetermined speed while the release start button. . . is adapted for
jreversing (DOWN) the stored images one by one each time it is turned on. A
macro/binary photographing mode changeover switch 16 is slidable in a
lateral direction of the camera and adapted for changing from a
Inacrophotographing mode to a binary photographing mode, and vice versa by
being slid. An indicator 17 comprises, for example, a liquid crystal display
(LCD), and is adapted for displaying a date. a frame number ina .
photographing or printing operation, and other set modes thereon. A
jmemory card inlet 18 is formed in the shape of a slit, and adapted for
inserting an external storage medium (hereinafter referred to as a memory
card} to the camera main body 1 therethrough. Television (TV) output
lcerminals 19 are provided in specified positions on a front.
=>
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jl. 5,696,970, Dec. 9, 1997, Architecture for implementing PCMCIA card
jservices under the windows operating system in enhanced mode; David A.
\Sandage, et al., 395/681, 282, 682, 685, 710, 828, 833 [IMAGE AVAILABLE]

US PAT NO: 5,696,970 [IMAGE AVAILABLE] L5: 1 of 6

jDETDESC:
(DETD (38)

To . . : (For .a list of the Card Services functions, see PC Card Services
jInterface Specification, Release 2.00, September 1992, Personal Computer
Memory Card International Association) Therefore, a Windows application
that needs access to a Card Services function can simply call 601 the
lappropriate. . . provided in the Card Services DLL 51. More information on
the C function library is provided in the copending application "Protected

Mode C Binding for PCMCIA Card Services Interface", Serial No. 040,214,
filed concurrentiy with this application. Since not every Windows application
Will utilize the Card Services functions in the Card Services DLL 51, a
jprotected mode INT 1A software interrupt interface into CardServices is
jJalso provided by the present invention. The INT 1A interface into.

 
3.° 5,590,306, Dec. 31, 1996, Memory card management system for writing data
with usage and recording codes made significant; Mikio Watanabe, et al.,

“WL1/115; 348/233; 364/DIG.1; 711/100, 103, 154, 165 [IMAGE AVAILABLE]

US PAT NO: 5,590,306 [IMAGE AVAILABLE} L5: 3 of 6

DETDESC:

{DETD (60)

The digital electronic still camera 52, to which the above-mentioned
memory card 801 is mounted, is a still picture photographing device, as
shown in FIG. 8, which photographs a field by an. . . picking-up device 56
through an optical lens system 54 to store the image data representative of

ithe field in a memory card 801. The picking-up device or image sensor 56°+
joroduces an output, which is in turn subjected to signal processing, such.

64. The camera 52 has a console and display 66, which receives various
jmanual instructions such as exposure, data compression mode and write
jprotect designations, and also indicates the state of the system to the
ser, such as alarm indicative of the state in. . » a control unit which
mot only controls the entire operations of the camera 52 but also writes data
Jin the memory card 801.

j ¢

5. 5,282,247, Jan. 25, 1994, Apparatus and method for providing data
security in a computer system having removable memory; Peter T. McLean, et
al., 380/4, 3, 23, 25 [IMAGE AVAILABLE]

{US PAT NO: 5,282,247 [IMAGE AVAILABLE] Lo: 5 of 6

ABSTRACT:
A computer system having a memory card for storing data that is capable
of being removed and reinserted and also having the capability of
|safeguarding the data stored thereon. A passward is stored on the memory
jeard. The memory card is set in a secure mode to prevent
lunauthorized access to the data stored on the memory card. Once the
jmemory card is set in secure mode, it remains in secure mode,
leven when removed from the computer system and subsequently inserted back
jinto that or another computer system. Access to the data is permitted when
the memory card is set in secure mode only if a valid password is
lprovided to the memory card.
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Text Input HTML page

SUMMARY:

lpsum(18)

jstoring it on the memory card. An authorized user can set the memory
card in a secure mode. Once the memory ecard is set in secure

lvalid password is provided. In other words, data cannot be read from,
Ico, nor erased from the memory card if it is in the secure mode,
unless it is fizst unlocked by supplying it with a valid password. The
memory card remains in secure mode, even when removed from the

computer system. Once the memory card is set in a secure mode, it can
loa set back in a non-secure mode only if a valid password is provided.
SUMMARY:

|BSUM(19)
a

The passwords can be encoded to provide another level of security.
Furthermore, the memory card can be designed to shut off if it is in
secure mode and the password is not provided.
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The safeguarding measure is implemented by selecting a unique password and

mode, access to the data stored on the memory card is denied uniess the

computer system and subsequently inserted back into the same or a different

The .  .  . the serial number of a computer system. In one embodiment of
the present invention, multiple passwords are stored on the memory eaxd,

odand a pre-determined number of passwords are required in order to uniock it.
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US PAT NO: 5,771,349 [IMAGE AVAILABLE] L3: 1 of 2
US-CL-CURRENT: 395/188.01;.380/4, 25; 395/187.01

DETDESC:

DETD (161)

Part of the high speed memory system is an arbitration circuit 838 that
manages contention for the address and data ports of the memory chips
that comprise the memory banks of the high speed memory system 800. The
details of the arbitration circuit are not critical to the invention and
can be conventional, but in the preferred embodiment, the arbitration
circuit is implemented with a field programmable gate array. This
FPGA has as outputs all the data, address and control lines of the
static RAM chips in the memory system SIMM, and has as inputs all the
lines of whatever number of ports are implemented in the memory system.

DETDESC: .

DETD (192)

Of course, in another alternative embodiment, the functions of FIGS. 10
and 11 could all'be performed by a single microprocessor. Arbitration of
contention for the ports of the shared high speed memory is accomplished
in the subgenus of embodiments represented by FIGS. 8-11 in the same
manner as it was accomplished in the subgenus of embodiments represented
by FIG. 7. Specifically, a,fj rol ate array (not shown) like
FPGA 838 in FIG. 7 can be included as part of the high speed memory
system and used to monitor for contention on the address, data and
control pins of the memory chips in the high speed memory and award
contro) thereof to one of the microprocessors.ontre- eperec: microproces.
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   US PAT NO: 5,293,424 [IMAGE AVAILABLE] L6:; 6 of 10
JUS-CL-CURRENT: 380/23; 235/380, 382; 380/24   

 

 

{SUMMARY:  

  
 
 

 
 
 
 
 
 
 
 

 
 

 

iBsUM(18)

According to the present invention, each memory chip is constructéd to
Jinclude security control logic circuits. In the preferred embodiment,
these circuits include a non-volatile lock memory, a non-volatile lock
storage enable element and a volatile access control memory, each being
loadable under the control of the microprocessor. More specifically, the
microprocessor first loads a lock value into the non-volatile lock memory and
resets the lock storage enable element inhibiting access. Thereafter, the
microprocessor loads the access control memory as specified by the
jconfiguration information. Such information is loaded only after the
microprocessor has determined that the user has successfully performed a
predetermined authentication procedure with a host computer. The security
logic circuits of each memory enable the reading of information stored in

e jselected addressed blocks of the flash memory as a function of the
configuration information loaded into the:memory chip's access control
memory. Periodically, the user is required to successfully perform an

“authentication procedure with the host computer, and the user is allowed to
continue reading information as allowed by the access control memory. In
jthe preferred embodiment, the host computer is coupled to the memory card
through a standard interface such as the interface which conforms to the
Personal Computer Memory Card International Association (PCMCIA) standards.

 

 

=>
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3. 4,795,898, Jan. 3, 1989, Personal memory card having a contactless
interface using differential data transfer; Howard L. Bernstein, et al.,
235/487, 390, 488, 492, 493 [IMAGE AVAILABLE] :

US PAT NO: 4,795,898 [IMAGE AVAILABLS] L12: 3 of 3

SUMMARY :

BSUM(6)

With the advent of recent advances in microelectronics, however, it is
now possible to put a vast amount of computing power and memory right in
the card to produce a "smart card" or "personal memory
ecard". The card could, therefore, carry personal identification
data to virtually eliminate fraudulent use--such data as personal
characteristics, driver license, social security number, personal
identification numbers, and even a voice print. The card could

. @lso carry the account numbers of all of the owner's charge accounts, thebalances of all of the accounts, the credit limits of all of the
accounts, and other such personal data as, for example, the sizes of
family members for clothing purposes, personal telephone directories,
atc. The types of personal data are limited only by one's imagination.
=> d cim(l) 3

US PAT NO: 4,795, 898 [IMAGE AVAILABLE) L12: 3 of 3
CLAIMS:

CLMS (1)

What is claimed is:

1. A pasgandbe: becoeawd including mememywmemes for storing data ,amdewy
4pREsesso Sis for processing data, the data card comprising:

emoweyoubpuyumedis operably connected to the processor means for
communicating with at least one reader/writer station, the processor
means interpreting commands and processing data from the reader/writer
station, the processor means being operably connected to and
communicating with the memory means and formatting data for transfer
botn to the reader/writer station and to the memory means, the
input/output means including capacitive coupling means for @
differentially transferring data from the reader/writer station to the
data card and from the data card to the reader/writer station;

‘energy coupling means for receiving magnetic energy transmitted from the
reader/writer station and for converting the magnetic energy into
electric energy for energizing the memory means and the processormeans; and

the capacitive coupling means and the energy coupling means providing in
combination a complete communication interface between the data cardand the reader/writer station.
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 1. 5,666,412, Sep. 9, 1997, Secure access systems and methods utilizing two
aceess cards; Doron Handelman, et al., 380/4m; 235/382; 340/825.31; 380/6m,
16m, 20m, 21m, 25m; 395/186 [IMAGE AVAILABLE]

2, 5,623,637, Apr. 22, 1997, Encrypted,data_storage.card ingludips smaxteand.
Adntegrated.cizeuit forstoring an access password,and,,.@nciyption..keysrMichael F. Jones, et al., eT 380/23m, 25m; 395/188.01, 833; 711/103,115 [IMAGE AVAILABLE]

sé3. 5,442,704, Aug. 15, 1995, Se em,memorymcandm with programmed
controlled,securitvmaccess..aohirol,; Thomas 0, Holtey, "380 /2si;"238/380IMAGE AVAILABLE] :

 

4. 5,426,762, dun. 20, 1995, System for determining a truth of software in
an information processing apparatus; Katsuya Nakagawa, 711/115; 364/918.7,
940, DIG.2; 380/3m [IMAGE AVAILABLE]

5. 5,293,424, Mar. 8, 1994, Sequremamemosym.candm, Thomas 0. Holtey, et
al., 380/23m; 235/380, 382; 380/24m [IMAGE AVAILABLE]

6. 5,282,247, Jan. 25, 1994, Apparatus and method for providing datasecurity in a computer system having removable memory; Peter T. McLéan, et
al., 380/4m, 3m, 23m, 25m [IMAGE AVAILABLE]

7 §,237,609, Aug. 17, 1993, Portable secure semiconductor SoreStep"Masatoshi Kimura, 380/3m; 235/S80P°SH6723m, 25m, 49m TIMAGEAVAT:

8. 5,146,499, Sep. 8, 1992, Data processing system comprising

authentification means viz a viz a smart card, an electronic circuit for useiW'SUGH “System, "and" a"procedure for “fmpl@Menting such authentification;Bernard Geffrotin, 380/23m; 235/380; 380/25m [IMAGE AVAILABLE]

 

9. 4,864,618, Sep. 5, 1989, Automated transaction system with modular
printhead having print authentication feature; Christopher B. Wright, et al.,
380/51m; 340/825.34; 364/917.5, 917.7, 918, 918.1, 918.3, 918.4, 918.52,
918.7, 918.8, 929.2, 930, 930.41, 933.9, 940, 940.81, 949.71,.953, 953.3,
15:47:10 COPY AND CLEAR PAGE, PLEASE .12 NOV 1998 15:47:14 U.S. Patent & Trademark Office PO008
DIG.2; 380/23m [IMAGE AVAILABLE]

10, 4,802,218, Jan. 31, 1989, Automated transaction system; Christopher B.
Wright, et al., 380/23m; 235/375, 380, 487, 492; 380/25m, Sim (IMAGE AVAILABLE]

11, 4,771,461, Sep. 13, 1988, Initialization of cryptographic variables in
an EFT/POS network with a large number of terminals; Stephen M. Matyas,
380/24m, 25m, 48m [IMAGE AVAILABLE]
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5. 5,754,655, May 19, 1998, System for remote purchase payment and
‘remote bill payment transactions; Thomas S$. Hughes, et al., 380/24;
235/380; 705/17; 902/24 [IMAGE AVAILABLE}

US PAT NO: 5,754,655 (IMAGE AVALLABLE] — L16: 5 of 12
LAIMS:

CLMS (1)

What is claimed is:

 

 payment transactions with a remotecomprising:
a QWERTY alphabetic keyboard for entering alphabetic information
integral to the.terminal;

a numeric keypad for entering numeric information integral to the
terminal;

a display integral to the terminal;

a cellular phone integral to the terminal for communication with theremote host;

an earphone for receiving voice integral to the terminal and coupledto the cellular phone;
a wticrophone for transmitting voice integral to the terminal and
coupled to the cellular phone;

a modem integral to the terminal coupled to the ‘cellular phone for
providing for data communication to the remote host computer via
the cellular phone;

a slot for inserting cards integral to the terminal;
a dentatedebiemanburetareasmenniegBal kemmimak and
adjacent to the siot for reading information from credit, debit and
smart cards inserted in the slot and for writing a new balance
to a smart card inserted in the slot, wherein the information
includes 4 a&senwdchemteiveg- and an issuer identifier for credit, debit
and smart cards and in addition includes a balance for a
smart card;

enfisansudeupenarypting; and ’
controi means integral to the terminal for operating the terminal, the
control means coupled to the QWERTY alphabetic keyboard, the numeric
keyboard, the display, the modem, the credit/debit/smart card
reader, and the means for encrypting;

wherein the modem and the cellular phone communicate with the remote
host computer te transfer the information and an entered encrypted
personal identification number (PIN) to the remote host computer
and also transfers data for a transaction, including a payee
identifier, an amount of payment, and if the transaction is a purchase
transaction, an item identifier, and if the transaction is a bill
payment transaction, a bill identifier, and the remote host
computer causes a debit to a credit card account, if the usef usesa credit card account, a fund transfer from a debit card
saccount, if the user uses a debit eard account, and a new balance
to be written on a smart card, if the user uses a smart
ecard. .

 

 

CLAIMS:

CLMS (6)

6. A method fer allowing a user to conduct remote purchase and bill
payment transactions with a remote host computer using a portable
terminal including a QWERTY alphabetic keyboard for entering alphabetic
information integral to the terminal, a numeric keypad for entering
numeric information integral to the’ terminal, a display integral to the
terminal, a cellular phone integral to the terminal for communication
with the remote host, an. earphone for receiving voice integral to
the terminal and coupled to the cellular phone, a microphone for
transmitting voice integral to the terminal and coupled to the
cellular phone, a modem integral to the terminal coupled to the cellular
phone for providing for data communication to the remote host
computer via the cellular phone, a slot integral to the terminal, a
credit/debit/smart card reader integral to,.the terminal and
adjacent to thé slot for reading information from credit, debit and
smart cards inserted in the slot and for writing.a new balance to
a smart card inserted in the slot, means for encrypting, and
control means integral to the. terminal for, operating the terminal, the
control means coupled to the QWERTY alphabetic keyboard, the numeric
keyboard, the display, the modem, the credit/debit/smart card
reader, and the means for encrypting, the method comprising the steps of:
the user inserting into the slot a credit ecard, debit ecard, or
smart card;

reading information from the inserted credit card, debit card or
smart card using the credit/debit/smart card reader
adjacent to the slot, the information including a user identifier and a
issuer identifer and if a smart card is inserted, a balance;

the user entering a personal identification number (PIN), if the user
inserts a debit card or smart card;

encrypting the entered personal identification number;
communicating with the remote host computer using the modem and
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sending to the remote host computer the read information, the
encrypted PIN, and « ys for a transaction, including a pa“?
identifier, an amoui. .of payment, and if the transaction a purchase
transaction, an item identifier, and if the transaction is a bill
payment transaction, a bill identifier; and

the remote host computer causing a debit to a credit card
account, if the user uses a credit eard account, a fund transfer
from a debit gard account, if the user uses a debit card
account, and a new balance to be written on a smart card, ifthe user uses a smart card.

175

 



176

 
11. 5,406,619, Apr. li, 1995, Universal authentication device for use
over telephone lines; Akhteruzzaman, et al., 379/93.02; 235/380, 382;
340/825.34; 379/144; 380/23, 28 [IMAGE AVAILABLE]

gs PAT NO: 5,406,619 [IMAGE AVAILABLE] L16: 11 of 12
DETDESC:

DETD (12)

Tne UA being proposed also differs from the various kinds of smart
cards already available. Smart cards are typically used in
finaneial service transactions but can also be used in a number of areas.
(Chaum, D., Schaumuller-Bichl, I. (Ed.) SMART CARD 2000: The
Future of IC Cards. North-Holland, 1989.) (McCrindle, J. Smart
Cards, IFS Ltd. (Springer-Verlag) 1990.) (Bright, R. SMART
CARDS:: Principles, Practice, Applications. Ellis Horwood Ltd. (Jonn
Wiley distrib.) 1988.) Smart cards are usually equipped with a
microprocessor and an adequate amount of memory and can do a hest of
sasks such as authentication and recording of transactions as well as
recali of past transactions etc. However, smart cards (whether of
she contact variety or contactless variety) » LEA:

wi for power and communication with the remote system (banking
etc,}. Even the so-called "active cards" which have sealed~in batteries

SPONeORUeEamosor at least a data interface in order to
communicate directly with a remote system. The UA on the other hand can
operate over any ordinary voice phone primarily because of theembedded tone detector and tone generator equipment.
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2. 4,798,322, Jan. 17, “1989, Cardreader. wratey station for use with a
sonememonyseaed, using differential data transfer; Howard L.Bernstein, et al., 235/487, 380, 449, 451, 492 [IMAGE AVALLABLE }

  

US PAT NO: 4,798,322 [IMAGE AVAILABLE} L12: 2 of 3
SUMMARY:

BSUM(€)

With the advent of recent advances in SRROeEeebeenYas, however, it is
now possible to Spt aiyaStamount: sponpuningupowes™arrd«menonycrdght
the card to produce * emirecawrna™ ome i sieht
warda’’s* The card could, therefore, carry personal identification
data to virtually eliminate fraudulent use--such data as pensonal

pQnarackesySELes , driver license, social security number, personal
identification numbers, andeeveniaryronmeMmemes. The gard could
also cagry the aécount numbers of all of the owner's charge accounts, the
balances of all of the accounts, the credit limits of all of the
accounts, and other.such personal data as, for example, the sizes ‘of

* family members for clothing purchases, personal telephone directories,
etc. The types of petwonabvdate GVTSAeUNhywonetemimaginetieny
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4. 5,770,849, Jun. 23, 1998, Smart card device with pager and visual
image display; Scott R. Novis, et al., 235/492, 487 [IMAGE AVAILABLE}

US PAT NO: 5,770,849 (IMAGE AVAILABLE] L1é: 4 of 12
DETDESC:

DETD (5)

During operation of smart card device 10, more specifically

the conducting of transactions with a host database, sAMAbeeit
 erat womant»eardy

devicayOsthesksenagnbens security information, such as a PIN code,
whicn could be input as a series of unique numbers or letters in visual
display 14 using controls ae or as

 
 

 
 
“described) when “fabricated. as a high resolution touch sensitive panel, is
capable of not only displaying data but also acting as the biometric

input device for more’ secure applications. When utilizing device
inancial Setting:ie i 
 
 , transmits a

S s dards
er @. The transaction packet once received by the host. database
1s verified and processed by the host database, transmitting
confirmation back te smart card device 10, which subsequently
records the information on smart Gard [3 and provides a visual
image thereof. There is proVidedas&part of electronics 16 a central
processing unit (CPU), such as a portable consumer computer device,
which serves as the heart of the system. The transmission of information
from smart card device 10 to the host database utilizes
wireless technology, more specifically communications transceiver 17,
such as a4 two-way pager device, capable of transmitting and receiving
the information utilized during the transaction. There is. provided within
housing 11 of smart card device 10 a speaker/microphone 18 as
part of communications transceiver 17.

 

DETDESC:

DETD(31}

A user interface 85 is provided to allow the user to communicate with
cpu 75 and, ultimately, the smart card. User interface 85
includes various buttons and controls for operating visual display 14 (in
this embodiment). Generally, user interface 85 includes at least an
OFF/ON control and means, such as a cursor for pull-down menus,
advance/reverse images, etc., to control the views being genefated by
visual display 14. Associated with user interface 85 is a security
circuit 86 which generally will allow operation of smart card
device 10 only in response to some secret information known only to
the smart card owner, e.g. a PIN number, biometric input,
some internal circuit that matches an internal circuit of the smart
card, etc. as well as the completion of specific tranSactions in
response to verification of security information by the host
database. To this end, user interface 85 may include one or more buttons
(generally similar to controls 19 of FIG. 1} which must be properly
operated by the user to activate smart card device 10.
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US PAT NO: 5,742,683 [IMAGE AVAILABLE] u20: 5 of 10
JS-CL-CURRENT: 380/23, 3
DETDESC:

DETD (7)

The vault is housed in a PCMCIA I/O device, or card, 30 which isaccessed through a PCMCIA controller 32 in PC 12. A PCMCIA card is a
credit card size peripheral oF adapter that conforms to the
standard specification of the personal Computer Memory CardInternational Association. Referring now to FIGS. 2 and 3, the PCMCIA
card 30 includes a4 microprocessor 44, redundant non-volatile
memory (NVM) 46, clock 48, an encryption module 50 and anaccounting module 52. The vault includes an interface 56 thatcommunicates with the host processor 22 through PCMCIA controller 32.
The encryption module 50 may implement the NBS Data Encryption
Standard (DES) or another suitable eneryption scheme. In the
preferrec embodiment, eneryption module 50 is a software module. Itwill be understood that encryption module 50 could alsa he a separate
device, such as a separate chip connected to microprocessor 44.Recounting module 52 may be EEPROM that incorporates ascending and
descending registers as well as postal data, such as.
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 US PAT NO: 5,835,604 [IMAGE AVAILABLE] L20: 1 of 10
US-CL-CURRENT: 380/51, 23, 25, 46, 49, 55

DETPESC:

DETD {7}

The vault is housed in a PCMCIA I/O device, or ecard, 30 which is
accessed through a PCMCIA controller 32 in PC 12. A PCMCIA card is a
credit card size peripheral or adapter that conforms to the
standard specification of the personal Computer Memory Card
International Association. Referring now to FIGS. 2 and 3, the PCMCIA
card 30 includes a microprocessor 44, redundant non-volatile
memory (NVM) 46, clock 48, an encryption module 50 and an
accounting module 52, The vault includes an interface 56 that
communicates with the host processor 22 through PCMCIA controller 32.
The eneryption module 50 may implement the NBS Data Eneryption
Standard (DES} or another suitable eneryption scheme. In the
preferred embodiment, eneryption module 50 is a software module. It
will be understood that aneryption module 50 could also be a
separator device, such as a separate chip connected to microprocessor

44. Accounting module 52 may be BEPROM that incorporates ascencing anddescending registers as well as postal data, such as.
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uS PAT NO: 5,473,692 [IMAGE AVAILABLE] L260: 8 of 10
US-CL-CURRENT: 380/25, 4, 23, 30
DETDESC:

DETD(16}

Although the hardware agent 120 is implemented as 4 peripheraldevice on the system bus 130 for greater security, it is contemplatedthat the hardware agent 130 could be implemented in several other ways at
the PC platform level sucn as, for example, as a disk controller or
PCMCIA card to automatically decrypt and/or enerypt information
being inputted and outputted from a hard disk. Another alternativeimplementation would be for the hardware agent to be one component of amuiti-chip module including the host processor as discussed below.Furthermore, even though the hardware agent is described in connection
with PC platforms; it is contemplated. .. - such as a fax machine,printer and the like or on 4 communication.path between a computer and
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