“n voteg
Subclass |-

ISSUE CLASSIFICATION |

6088802

AR

PATENT DATE PATENT

NUMBER

HORESUZ

JuL 11 2008

=3

‘suBclAss 200

GRO EXAMINER
. |

[

e

oreign priority claimed O yes a0 | s STATE OR | SHEETS | TOTAL | INDEF. | FILING FEE ATTORNEY'S
5 USC 119 conditions met COUNTRY | DRWGS. | GLAMS | CLAMS | RECEIVED DOCKET NO.
FILED
-

U.S. DEPT. OF COMM./ PAT. & TM—PTO-436L (Rev.12-94) . |

PARTS OF APPLICATION
FILED SEPARATELY

Vi
10, ’g 7 4//87;67
Applications Examiner

NOTICE OF ALLOWANCE MAILED |

CLAIMS ALLOWED

Total Claims Print C@g\
g e
14 g ~ . g
o - // - ([ /f : Assistant Examiner  / =9 5 (7
) ISSUE FEE V{a”[i (:é oz DRAWING
Amount Due Date Paid. . LY V. HUA Sheets Drwg. | Figs. Drwg. | Print Fig.
. . ] z]
/ oo | / o
40,05, q/ | L{/W RIMARY EXAMINER 7 /1 [
‘ ‘ ISSUE ,
BATCH
Primary Examiner | NUMBER Lk C)(\(

Label

PREPARED FOR ISSUE

Area

WARNING:

The information disclosed herein may be restricted. Unauthorized disclosure,

be prohibited

KINGSTON 1002




PATENT APPLICATION

mp il!\lIltllﬂMILllﬂledglll\ll\l\W
i"_ CONTENTS “MD:d“

1. Appl:catlon __Z____ pgeers // ' j ‘/) -l

/';\4

/Nl el M [ Tea - LT

/é e - Gt Fee— | —/ PG

,‘;’4: 1»@—‘5: 0. 9%
'5 P;«MM
4o 67324 %m ‘ (2 4/ PF
3/95/?9 M ,/j;"/;’;sz, %
Aoler. ﬁ L,M M/ﬁ /85,1998

.. ﬁg » %f% ;-7
fﬂmﬂu}*/ hops3,2%
12, 4’{;,{',&/( . . /,7{/;,97'

13..

4/1// 20 1a.

e DRI o5 lo=H=5 7

,‘»«.15‘ S -
17. )
18.
19.

20.

21.
22,
23.
24, o ) ) :—
25. o
26.
27.
28.
29,
30.
31. _

(FRONT)




Staplé Issue Slip Here

1" s
POSITION ID NO. DAT
CLASSIFIER . L / \/_j\ﬁ ;;/
EXAMINER de2de LA
TYPIST P
VERIFIER
CORPS CORR.
SPEC. HAND 79 4/ 3 (//‘
PIIVE TP N
FILE MAINT. w2l | ald |
DRAFTING T
INDEX OF CLAIMS
Dy
Claim Ao W\ Date Claim Date
B | o ok =
g :51\@1\_‘5’_ 25
A1 e
NV 51
Z2l2 |+ = 52
2lalyl= 53
$l4 V4 .*;17 54
|35 | ¥ =) 55 ;
L G 1= 56
[ Adle[= 57
v HERIME 58
49 4= 59
Sl +]= 60
W 61 !
Bat s : |
2 | = 63
Al /= 64 {
% 15F = 65 [l
o 16 | f| = 66
ST = 67
4518 —\—i:: 68
T 69
TEIEE 70
RSVEd 7
7122 L= 72
[l 23| &)= 73
s 74
RN 75
z\j26 | VI = 76
|| )j 77
. 78
5;% 1/// = SYMBOLS i
37180\ /] = 80
Aole) /= M 81 i J
EZIEZIA j + ol 82 |
2 22 ; E veremnsnene. NON-eleCted 22 1
FAES = [0 T —— S';?eecalled 85
[6]36 = 86
1337 = 87
16 %35 = 88
E = 89
127 40 = )
‘@[ 41 = 91
= | o2 |
5043 | = \ o [
33]44 = i 94 |
45 = 1 95 '
46 - 96 l
47 97
148 98
) 99 [
50 [ oo T |
(1 FFT INSINF)

3




— A STAPAI..E AREA; N i L\i'fm\iOVEVHflMENT PRTlNG OFFICE: 1998-440-769
= ) ‘ ) ~ — M
PATENT NUMBER . . . ORIGINAL CLASSIFICATION
- - CLASS SUBCLASS
- A 260
I CROSS REFERENCE(S)

A_PPLICATIO?EHIAL NUMBER

08/°§ 708

CLASS

SUBCLASS
{ONE SUBCLASS PER BLOCK)

APPLICANT'S NAME (PLEASE PRINT)

/5

0/ 202~

BIALICK €1 AL

IF REISSUE, ORIGINAL PATENT NUMBER

INTERNATIONAL CLASSIFICATION

(r

A< 'Y ¢7 |
/

GROUP

/

ART UNIT

/

27 KS ﬁTEn\?xmuis/R (PLEASE ﬁzrjl;- :2 PRINT FULL NAME)

ASSISTANT EXAMINER (PLEASE STAMP OR PRINT FULL NAME)

PTO 270
(REV. 5.91)

ISSUE CLASSIFICATION SLIP ¢

U.S. DEPARTMENT OF COMMERCE
PATENT AND TRADEMARK OFFICE




- SEARCHED
Class @Sub. . Date Exmr.
397 | /88.01 ////b/m LU
15700 | e 7| 04
[ \ise | hfnfs| 404
3%0 4 | popp| ol
25
| 77 -
n |wo | 6hf| Bt
7y |20/
715|202 / /
u,{p[{;dlzgeﬂf&g; é,/)f/«?? %}M
Abaabove
Sub el §se q
L (lass| 38>
INTERFERENCE SEARCHED
Class Sub. Date -Exmr.
73 | 200 | of2fog |0l
o o Z/Z/fé’ o &
207 | 202 é/q,/é; o

SEARCH NOTES
Date Exmr.
Guks 174 | el
#P3 Wrofog| Codl




h

0

riv

T

— Attorney Docket No.: SPY-004
=
,;g IN THE UNITED STATES PATENT AND TRADEMARK OFFICE
="
gs—_,-—s—\co’ 3
= une 4, 1997
A=
==

Assistant Commissioner for Patents
Washington, D. C. 20231
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Assistant Commissioner for Patents, Washington,
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Receipt No. EF 557 934 406 US
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PERIPHERAL DEVICE WITH INTEGRATED SECURITY FUNCTIONALITY
William P. Bialick

Mark J. Sutherland
Janet L. Dolphin-Peterson

Thomas K. Rowland
Kirk W. Skeba
Russell D. Housley

CROSS-REFERENCE TO RELATED APPLICATION

This application is related to the commonly owned, co-
pending United States Patent Application entitled "Modular
Security Device," by William P. Bialick, Mark J. Sutherland,
Janet L. Dolphin—Péterson, Thomas K. Rowland, Kirk W. Skeba
and Russell D. Housley, filed on the same date as the éresent
application and having Attorney Docket No. SPY-003, the
disclosure of which is incorporated by reference herein.

BACKGROUND OF THE INVENTION
1. Field of the Invention

This invention relates to a peripheral, often portable,
device (as well as the methods employed by such a peripheral
device, and systems including such a peripheral device and a
host computing device with which the peripheral device
communicates) that can communicate with a host computing
device to enable one or more security operations to be
performed by the peripheral device on data stored within the
host computing device, data provided from the host computing
device to the peripheral device, or data retrieved by the
host computing device from the peripheral device.
2. Related Art

Computing capability is becoming increasingly portable.
In particular, there are more and more portable peripheral
devices that are adapted for communication with a host
computing device (e.g., desktop computer, notebook computer
or personal digital assistant) to enable particular
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functionality to be achieved. These portable peripheral
devices can take a variety of physical forms (e.g., PCMCIA
cards, smart cards, CD-ROMs) and can perform an assortment of
functions (e.g., storage, communications and cryptography) .

However, while portable computing affords a number of
advantages, it has a significant disadvantage in that the
computational environment (including the portable peripheral
devices, the host computing devices in which they are used,
and any other computational devices that communicate with
those devices) 1s more susceptible. to security breaches,
i.e., unauthorized access to, or modification of, programs
and/or data resident within the environment. Consequently,
cryptographic devices and methods have been developed for use
with such computational environments (as well as other-
computational environments) to enable increased levels of
environment security to be obtained.

FIG. 1 is a block diagram of a prior art system for
enabling a host computing device to provide secured data to,
and retrieve secured data from, a portabl® device. 1In
FIG. 1, a system 100 includes a host computing device 101 and
a portable device 102. The host computing device 101 and
portable device 102 are adapted to enable communication
between the devices 101 and 102. The host computing
device 101 includes a security mechanism 10la (which can be
embodied by appropriately configured hardware, software
and/or firmware, such as, for example, a general purpose
microprocessor operating in accordance with instructions of
one or more computer programs stored in a data storage device
such as a hard disk) which can be directed to perform one or
more cryptographic operations.

In the system 100, if it is desired to provide secured
data from the host computing device 101 to the portable
device 102, the host computing device 101 causes the security
mechanism 10la to perform appropriate cryptographic
operations on data before the data is transferred to the
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portable device 102. Similarly, the host computing

device 101 can receive secured data from the portable

device 102 and perform appropriate cryptographic operations
on the data to convert the data into a form that enables the
data to be accessed and/or modified by a person who is
authorized to do so.

A significant deficiency of the system 100 is that the
security mechanism 10la is itself typically not adequately
secure. It is commonly accepted that the components
(including hardware, software and/or firmware) of most host
computing devices are inherently insecure. This is because
the system design of host computing devices is, typically,
intentionally made. open so that components made by different
manufacturers can work together seamlessly. Thus, an _
unauthorized person may obtain knowledge of the operation of
the security mechanism 10la (e.g., identify a cryptographic
key), thereby enabling thatiperson to gain access to, and/or
modify, the (thought to be secured) data.

FIG. 2 i1s a block diagram of anothereprior art system
for enabling a host computing device to provide secured data
to, and retrieve secured data from, a portable device. In
FIG. 2, a system 200 includes a host computing device 201, a
portable device 202 and a security device 203. The host
computing device 201, the portable device 202 and security
device 203 are adapted to enable communication between the
devices 201 and 202, and between the devices 201 and 203.
The security device 203 includes appropriately configured
hardware, software and/or firmware which can be directed to
perform one or more cryptographic operations.

In the system 200, if it is desired to provide secured
data from the host computing device 201 to the portable
device 202, the host computing device 201 first causes data
to be transferred to the security device 203, where
appropriate cryptographic operations are performed on the
data. The secured data is then transferred back to the host

10
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computing device 201, which, in turn, transfers the secured
data to the portable device 202. Similarly, the host
computing device 201 can receive secured data from the
portable device 202 by, upon receipt of secured data,

5 transferring the secured data to the security device 203,
which performs appropriate cryptographic operations on the
data to convert the data into a form that enables the data to
be accessed and/or modified by a person who is authorized to
do so, then transfers the unsecured data back to the host

10 computing device 201.
The system 200 can overcome the problem with the
system 100 identified above. The security device 203 can be
constructed so that the cryptographic functionality of the
device 203 can itself be made secure. (Such a security
15 device is often referred to as a security "token.") Aﬁ
unauthorized person can therefore be prevented (or, at least,
significantly deterred) from obtaining knowledge of the
operation of the security device 203, thereby preventing (or
significantly deterring) that person fromqgaining access to,
20 and/or modifying, the secured data.
However, the system 200 may still not always ensure
adequately secured data. In particular, unsecured data may

be provided by the host computing device 201 to the portable
device 202 if the host computing device 201 - whether through

25 inadvertent error or deliberate attack by a user of the host
computing device 201, or through malfunction of the host
computing device 201 - fails to first transfer data to the
security device 203 for appropriate cryptographic treatment
before providing the data to the portable device 202.

30 Additionally, the system 200 requires the use of two
separate peripheral devices (portable device 202 and security
device 203) to enable the host computing device 201 to
exchange secured data with the portable device 202. For
several reasons, this may be inconvenient. First, both

35 devices 202 and 203 may not be available at the time that it

11
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is desired to perform a secure data exchange (e.g., one may
have been forgotten or misplaced). Second, even if both
devices 202 and 203 are available, it may not be possible to
connect both devices 202 and 203 at the same time to the host
computing device 201, making use of the devices 202 and 203
cumbersome and increasing the likelihood that unsecured data
is provided by the host computing device 201 to the portable
device 202. '

SUMMARY OF THE INVENTION

A peripheral device according to the invention can be

used to communicate with a host computing device to enable
one or more security operations to be performed by the
peripheral device on data stored within the host computing
device, data provided from the host computing device td the
peripheral device (which can then be, for example, stored in
the peripheral device or transmitted to yet another device),
or data retrieved by the host computing device from the
peripheral device (e.g., data that has been stored in the
peripheral device %;ltransmitted to the p&ripheral device
from another devic‘ﬂt In particular, the peripheral device
can be adapted to enable, in a single integral peripheral
device, performance of one or more security operations on
data, and a defined interaction with a host computing device
that has not previously been integrated with security
operations in a single integral device. The defined
interactions can provide a variety of types of functionality
(e.g., data storage, data communication, data input and
output, user identification), as described further below.
The peripheral device can be implemented so that the
peripheral device can be operated in any one of multiple
user-selectable modes: a security functionality only mode, a
target functionality mode, and a combined security and target
functionality mode. The peripheral device can also be

implemented so that the security operations are performed in-

12
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line, i.e., the security operations are performed between the
communication of data to or from the host computing device
and the performance of the defined interaction. Moreover,
the peripheral device can be implemented so that the security
functionality of the peripheral device is transparent to the
host computing device.

A peripheral device according to the invention can
advantageously enable application of security operations to a
wide variety of interactions with a host computing device.

In particular, a peripheral device according to the invention
can accomplish this without necessity to use two peripheral
devices: one that performs the security operations and one
that performs the defined interaction. This can, for
example, minimize the possibility that the device adapted to
perform the defined interaction will be used with the host
computing system without proper application of security
operations to that interaction. Moreover, the provision of
in-line security in a peripheral device a®cording to the
invention enables a more secure exchange of data between a
host computing device and the peripheral device, overcoming
the problems identified above in previous systems for
performing security operations on data exchanged between such
devices. Additionally, implementing a modular device
according to the invention so that the performance of
security operations by the modular device is transparent can
reduce or eliminate the need to modify aspects of the
operation of the host computing device (e.g., device drivers
of the host computing device), making implementation and use
of a data security system including the modular device
simpler and easier. Thus, the possibility that a user will
use the system incorrectly (e.g., fail to apply security
operations to an interaction with the host computing device,
or apply the security operations incorrectly or incompletely)
is reduced. Making the security operations transparent can
also enhance the security of those operations.

13
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BRIEF DESCRIPTION OF THE DRAWINGS

FIG. Iﬂis a block diagram of a prior art system for
enabling a host computing device to provide secured data to,
and retrievéﬁsecured data from, a portable device.

FIG. 2(is a block diagram of another prior art system
for enabling a host computing device to provide secured data
to, and retrieve secured data from, a portable device.

FIG. 3A is a block diagram of a system according to the
invention. ///

FIG. 3B/is a perspective view of a physical
implementation of the system of FIG. 3A according to one
embodiment ﬁ% the invention.

FIG. 4 is a block diagram of a peripheral device
according to &dn embodiment of the invention.

FIG. 5 is a flow chart of a method, according to én
embodiment of the invention, for initiating use of a system
according t?ffhe invention.

FIG. 6 is a block diagram of a system, according to an
embodiment of the invention, illustrating’operation of the
system during a method according to the invention as in
FIG. 5. ' (

FIG. 7 is a flow chart of a method, according to an
embodiment of the invention, for using a peripheral device
according tof%he invention.

FIG. 8‘3; a block diagram of a peripheral device
according to;agother embodiment of the invention.

FIG. 9A fé a block diagram illustrating the flow of data
through the fnterface control device of FIG. 8.

FIG. 9B is a block diagram of a particular embodiment of
an interface control device for use in a peripheral device
according to the invention.

DETATLED DESCRIPTION OF THE INVENTION

FIG. 3A is a block diagram of a system 300 according to
the invention. The system 300 includes a host computing

14
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device 301 and a peripheral device 302 that communicate via a
communications interface 303. Herein, "peripheral device"
can refer to any device that operates outside of a host
A& °§;§R§;§§£;§aa; device and that is connected to the host
P78 5 é%%%ﬂ%%éééﬁ%ﬁ device. The peripheral device 302 includes a

L
security mechanism 302a that enables security operations

(examples of which are described in more detail below) to be

performed on data that is stored within the host computing

device 301, data that is transmitted from the host computing
10}g§vicq 501 @%:;gg%;:é devic%?lor data that is transmitted
from g device to the host computing device 301. As

explained in more detail below, the peripheral device 302

(2=
[z

also provides additional functionality (referred to herein as
"target functionality") to the system 300, such as, for

15 example, the capability to store data in a solid-state disk
storage device, the capability to enable communications from
the host computing device 301 to another device, the
capability to accept biometric input to effable user
authentication to the host computing device 301, and the

20 capability to receive and read a smart card inserted into the
peripheral device 302.

Generally, the communications interface 303 can be any

embodied by any of a variety of communication interfaces,
such as a wireless communications interface, a PCMCIA

25 interface, a smart card interface, a serial interface (such
as an RS-232 interface), a parallel interface, a SCSI
interface or an IDE interface. Each embodiment of the
communications interface 303 includes hardware present in
each of the host computing device 301 and peripheral device

30 302 that operates in accordance with a communications
protocol (which can be embodied, for example, by software
stored in a memory device and/or firmware that is present in
the host computing device 301 and/or peripheral device 302)
appropriate for that type of communications interface, as

35 known to those skilled in the art. Each embodiment of the

15
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communications interface 303 also includes mechanisms to
enable physical engagement, 1f any, between the host
computing device 301 and peripheral device 302.

Generally, the security mechanism 302a can be configured
to perform any electronic data security operation (herein,
referred to simply as "security operation") including, for
example, operations that provide one or more of the basic
cryptographic functions, such as maintenance of data
confidentiality, verification of data integrity, user
authentication and user non-repudiation. Particular security
operations that can be implemented in a peripheral device
according to the invention are described in more detail
below. -

The security mechanism 302a can be, for example,
embodied as a security token. Herein, "security token"
refers to a device that performs security operations and that
includes one or more mechanisms (such as, for example, use of
a hardware random number generator and/or*protected memory)
to provide security for the content of those operations.

FIG. 3B 1s a perspective view of a physical
implementation of the system 300 of FIG, 3A, according to one
embodiment of the invention. In FIG.j;K, the peripheral
device 302 is embodied as a card 312 that can be inserted
into a corresponding slot 313 formed in a portable
computer 311 that, in FIG. 3B, embodies the host computing
device 301. Often a peripheral device according to the
invention is a portable device, such as the card 312 shown in
FIG. 3B. Herein, "portable device" can refer generally to
any device that is capable of being easily carried by hand.

FIG. 4 is a block diagram of a peripheral device 400
accerding to an embodiment of the invention. The peripheral
device 400 includes security functionality 401, target
functionality 402 and a host interface 403 that are formed
together as part of a single physical device. For example,
the security functionality 401 and target functionality 402

16
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can be enclosed in a single, card-like housing (designated in
FIG. 4 by the numeral 404) conforming to a PCMCIA card or
smart card standard.
The peripheral device 400 can have a number of

5 advantageous characteristics. The peripheral device 400 can
be implemented in a manner that enables the security
operations of the security functionality 401 to be performed
in a manner that is transparent to a host computing device
(and, depending upon the particular implementation of the

10 peripheral device 400, to a user of a system including the
peripheral device 400) of a system according to the
invention, so that the host computing device (and, perhaps,
user) is aware only of the presence of the target
functionality 402. Additionally, the peripheral device 400

15 can be implemented so that security operations are performed
"in-line," 1.e., the security operations are performed
between the communication of data to or from the host

computing device and the performance of the target

functionality provided by the peripheral &evice. Further,

20 the peripheral device 400 enables a wide variety of secure
target functionality to be easily provided to a host
computing device.

FIG. 5 is a flow chart of a method 500, according to an
embodiment of the invention, for initiating use of a system
25 according to the invention. The method 500 enables an aspect
of the invention in which the presence of security
functionality as part of a peripheral device is not detected
by a host computing device, thus making the security
functionality transparent to the host computing device and,
30 depending upon the particular manner in which the security
functionality is implemented, to a user of the system.

FIG. 6 is a block diagram of a system 600, according to
an embodiment of the invention, illustrating operation of the
system 600 during a method according to the invention such as

35 the method 500 of FIG. 5.  The system 600 includes a host

17
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computing device 601 and a peripheral device 602. The host
computing device 601 includes a display device 603a (e.g., a
conventional computer display monitor) and user input

device 603b (e.g., a keyboard, mouse, trackball, joystick or
other appropriate device), referred to collectively
hereinafter as user interface device 603. The host computing
device 601 also includes, mounted within a housing 604, a
processing device 605, a memory device 606, an input/output
(I/0) device 607 for enabling communication with the user
interface device 603, and an input/output (I/0) device 608
for enabling communication with peripheral device 602. The
devices 605, 606, 607 and 608 can each be implemented by
conventional such devices and can communicate with each other
via a conventional computer bus 609, as is well known and
understood. The peripheral device 602 includes securiéy
functionality 611, a memory device 612, an input/output (I/0)
device 613 for enabling communication with the host computing
device 601 and target functionality 614. The security
functicnality 611, memory device 612, I/O.device 613 and
target functionality 614 can each be implemented by
conventional devices and can communicate with each other via
a conventional computer bus 615, as is well known and
understood. The host computing device 601 and the peripheral
device 602 are- shown in simplified form in FIG. 6 to
facilitate clarity in illustration of this aspect of the
invention; as described in more detail below and as
understood by those skilled in the art, the host computing
device 601 and the peripheral device 602 can - and typically
will - include other devices not shown in FIG. 6.

Returning to FIG. 5, use of a system according to the
invention begins when, as shown by step 501, a user of the
system connects a peripheral device according to the
invention to a host computing device. Such connection can
occur in any manner that enables the peripheral device to

communicate with the host computing device. Frequently, this
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will occur as a result of a physical connection of the
peripheral device to the host computing device. (In general,
such physical connection can occur either before or after the
host computing device begins operating; however, in the
former case, subsequent steps of the method 500 - with the
exception of, depending upon the implementation of the
peripheral device, the step 503.- cannot be performed until
the host computing device begins operating.) For example,
the peripheral device can be embodied in a card or disk
(e.g., a card conforming to a PCMCIA form factor as
established by the appropriate standard) that is inserted
into a corresponding socket formed in the host computing
device. Or, the peripheral device can be embodied in a
housing from which a cord extends, a plug of the cord Qeing
inserted into a mating receptacle formed in the host
computing device. However, such physical connection need not
necessarily occur; the peripheral device can also be
connected to the host computing device by any type of
wireless communication for which the host,computing device
contains an appropriate interface.

Once connection between the peripheral device and the
host computing device is made, the host computing device
detects the presence of the peripheral device, as shown by
step 502. Such detection of the presence of a peripheral
device is typically enabled as a standard aspect of the
operating system software of the host computing device.

Typically, once the presence of a new peripheral device
is detected by the operating system software of the host
computing device, the operating system software (or companion
software program) also identifies the type of the peripheral
device. This can be accomplished, for exaﬁple, by a standarad
software device driver (hereinafter, "host driver") for
devices of the type that use the host computing device
interface that is being used by the peripheral device 602.

In FIG. 6, the host driver is shown stored in the memory
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section 606a of the memory device 606 of the host computing
device 601. (The Card Services or Socket Services programs
that often are bundled with the Windows95™ operating system
software for use in performing various "housekeeping"
functions associated with a PCMCIA interface are er examples
of such drivers.) However, in the method 500, before the
operating system software can perform such identification,
the peripheral device according to the invention suspends
operation of this aspect of the operating system software, so
that the peripheral device can establish its identity, as
shown by step 503, and explained further below. As will be
apparent from that explanation, performance of the step 503
advantageously enables the peripheral device to assume the
identity of the target functionality that is part of the
peripheral device. Since, as described elsewhere herein, a
peripheral device according to the invention can include a
variety of types of target functionality, the peripheral
device can take a variety of identities.

The particular manner in which operation of the
operating system software is suspended so that the peripheral
device can establish its identity can depend on the
characteristics of the operating system software and/or the
device interface. However, for many combinations of
operating system software and device interface, the operating
system software waits for confirmation that the device
connected to the device interface is ready for further
interaction with the operating system software before the
operating system software seeks to identify the type of the
device connected to the interface (the standard for PCMCIA
interfaces, for example, specifies such operation). In such
cases, the peripheral device can be configured to delay
informing the operating system software that the peripheral
device is ready for further interaction until the peripheral
device has established its identity.

The following description of one way in which the
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step 503 can be implemented can best be understood by
reference to the system 600 shown in FIG. 6. One way in
which the operating systgﬁ software of a host computing
device can identify the type of a peripheral device is to
access a known memory section of a memory device of the
peripheral device, as establishéd by an interface standard
developed for that type of peripheral device, that stores
data representing the type of the peripheral device. This is
true for a variety of types of peripheral devices, such as,
for example, peripheral devices that conform to the PCMCIA
standard. (The PCMCIA standard, for example, includes a
specification, called the Card Information Structure, that
defines, among other things, a location in a portion of
memory of a PCMCIA card, denoted as "attribute memory", that
stores data i1dentifying the type of the PCMCIA card.) In the
system 600, the peripheral device 602 is such a device. The
memory section of the memory device 612 of the peripheral
device 602 which the host computing devic& 601 seeks to
access 1is shown in FIG. 6 as the memory section 612a, and the
data stored therein is referred to herein as "peripheral
device identification data."

The peripheral device 602 can be implemented so that the
peripheral device 602 assumes the identity of the target
functionality 614 (whether or not the security functionality
of the peripheral device is also being used). This enables
the host computing device 601 to interact with the peripheral
device 602 as though the peripheral device 602 were a device
of the type of the target functionality 614, without
recognizing that security functionality 611 is present that
may be performing security operations. Thus, the need to
modify aspects of the operation_of the host computing device
(e.g., the host device driverf¢§s reduced or eliminated,
making implementation and use of a data security system
including the peripheral device 602 simpler and easier.

Since use of the data security system is easier (e.g., a user
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need not provide input to cause the host driver to be
appropriately tailored to enable desired interaction with a
security device), the possibility that a user will use the
system incorrectly (e.g., fail to apply security operations
to an interaction with the hostAcomputing device, or apply
the security operations incorrectly or incompletely) is
reduced.

Though, as shown in FIG. 6, the peripheral device 602
includes security functionality 611 and target
functionality 614, the system 600 can be operated so that
only the security functionalif§‘6ll is used. The peripheral
device 602 and peripheral device driver (discussed below) can
be implemented so that, when the peripheral device 602 is
operated in that way, the peripheral device identification
data stored in the memory location 612a identifies the
peripheral device 602 as a security device.

Returning to FIG. 5, after the peripheral device has
established its identity, the host comput;hg device
identifies the peripheral device, as shown by step 504. This
can be implemented as part of the host driver, as indicated
above.

Once the host computing device has identified the
peripheral device (and other host computing device operating
system software operations concluded, if applicable), the
user can begin using the peripheral device (in particular,
the security functionality of the peripheral device), as
shown by step 505 of the method 500. Such use can be enabled
by one or more software programs (referred to collectively
hereinafter as a "peripheral device driver," though such
programs can include programs in addition to those
conventionally termed "drivers," such as programs
conventionally termed "applications") that are executed by
the host computing device.

The use of a separate driver to control and interact
with the security functionality of a peripheral device
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according to the invention can be advantageous because it
reduces or eliminates the need to modify the host driver. As
a practical matter, such modification of the host driver can
likely only be accomplished by requiring a user to interact

5 with a standard host driver to appropriately modify the
standard host driver. This is undesirable because the user
may forget to modify the driver or modify the driver
incorrectly or incompletely.

The peripheral device driver can have previously been

10 installed on a data storage device (e.g., hard disk) of the
host computing device (in FIG. 6, the peripheral device
driver is shown stored in the memory section 606b of the
memory device 606 of the host computing device 601), or can
be made accessible to the host computing device via an

15 appropriate interface (such as a floppy disk drive, CD-ROM
drive or network connection) at a time when the user wishes
to initiate interaction between the host computing device and
the peripheral device. Additionally, whef a peripheral
device according to the invention is used with a host

20 computing device which utilizes operating system software
that supports the feature;gggg;;g;;izgrreferred to as "plug
and play", it is also possible to store the peripheral device

driver in a memory device of the peripheral device and

configure the peripheral device so that, when the peripheral
25 device is connected for the first time to a particular host

computing device, the host computing device automatically

provides the user with the opportunity to instruct the host

computing device to cause the peripheral device driver to be

transferred from the peripheral device to the host computing
30 device.

FIG. 7 is a flow chart of a method 700, according to an
embodiment of the invention, for using a peripheral device
according to the invention. It is to be understood that the
method 700 shown in FIG. 7 is not the only way to enable the

35 aspects of use of a peripheral device according to the
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invention that are illustrated in FIG. 7; as can be readily
appreciated by those skilled in the art, such aspects can be
implemented using any of a variety of other appropriate
methods. Further, the use of a peripheral device according
to the invention can include aspects not illustrated in

FIG. 7; likewise, such use may not include some of the
aspects illustrated in FIG. 7. The method 700 of FIG. 7 is
shown merely to aid in the illuétration of certain aspects of
the invention, and should not be interpreted as restricting
the manner in which a peripheral device according to the
invention can be used.

To begin using a peripheral device according to the
invention, a user instructs the host computing device to
begin execution of'the peripheral device driver, as shown by
step 701 of the method 700, the user having obtained
knowledge of the appropriate command to begin execution of
the peripheral device driver in any appropriate manner (e.g.,
from a user manual accompanying the peripheral device driver
and/or the peripheral device). In general, the steps of the
method 700 occur as a result of operation*of a peripheral
device driver; however, operation of the host driver may be
necessary or desirable to enable some aspects of the
method 700 (e.g., execution of a transaction, as in
steps 708, 712 and 715).

As indicated above, a peripheral device according to the
invention can be implemented so that the host driver cannot
detect the presence of the security functionality of the
peripheral device. 1In such case, the peripheral device
driver enables the detection of the security functionality,
as shown by step 702 of the method 700. This can be
accomplished by including instructions as part of the
peripheral device driver that, when the peripheral device
driver first begins executing, cause the peripheral device
driver to access a predefined location of a memory device of
the peripheral device (in FIG. 6, the memory section 612b)
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for data that identifies whether the peripheral device is a
device having security functionality that is compatible with
the peripheral device driver. If the peripheral device is
such a device, then the peripheral device driver can enable
the user to make use of the security functionality of the
peripheral device. Further, the peripheral device driver can
be implemented, as shown in FIG. 7, so that, if the proper
security functionality is not detected, execution of the
peripheral device driver terminates, preventing use of the
peripheral device. Alternatively, the peripheral device
driver can be implemented so that, if the proper security
functionality 1s not detected, the target functionality of
the peripheral device can be used without the security
functionality of the peripheral device. )

A peripheral device according to the invention can, in
general, be operated in one of three modes: 1) a mode in
which only the security functionality is used, 2) a mode in
which both the security functionality and the target
functionality are used, and 3) a mode in yhich only the
target functionality is used. The user can be enabled to,
via the peripheral device driver, select any one of the three
modes of operation. However, in some applications, it may be
desirable to inhibit operation in one or two of the modes.

In particular, it may be desirable to prevent operation of
the peripheral device in the last of the above-listed modes,
i.e., a mode in which the security functionality is not used,
if it is desired to ansure that use of the target
functionality can only occur with the application of one or
more security operations. This could be accomplished by
implementing the peripheral device driver so that the option
to operate in that mode is not presented to the user, or the
peripheral device could be configured during manufacture to
prohibit operation in that mode. For example, if the target
functionality is embodied as a communications device or a

memory device, it may be desirable to ensure that unencrypted
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data cannot be transferred via the communications device or
stored in the memory device, whether done inadvertently or on
purpose.

In the method 700, all three of the above-listed modes
are available for use. 1In the step 703 of the method 700, a
determination is made as to whether the security
functionality is to be used. (As noted above, such use may
be required.) If yes, the peripheral device is operated in
one of the first two modes above (security functionality
only, or security functionality plus peripheral
functionality); if no, the third mode is used (peripheral
functionality only).

The peripheral device driver can be implemented so that
the user must successfully enter an acceptable access code
(e.g., a password or PIN) before the user is enabled té use
the peripheral device. In particular, it can be desirable to
require an access code before enabling a user to use the
security functionality, thus establishing a layer of security
that protects the integrity of the securiEy operations
themselves. In the method 700, as shown by the step 704, an
acceptable access code must be entered by the user before the
security functionality of the peripheral device can be used.
An access code can be entered, for example, by inputting the
access code in a conventional manner using a user interface
device (e.g., keyboard) of the host computing device. Or, an
access code can be entered using particular embodiments of
target functionality (such as a biometric device, discussed
in more detail below) that is part of the peripheral device
according to the invention.

Advantageously, an access code can be used not only to
control access to the security (or other) functionality of
the peripheral device, but also to identify a "personality"
of the user. Each personality is represented by data that
establishes certain characteristics of operation of the

peripheral device, such as, for example, restrictions on
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operation of the peripheral device (e.g., limitations on the
types of security operations that can be performed) or
specification of operating parameters or characteristics
(e.g., cryptographic keys or specification of a particular
incarnation of a type of security algorithm, such as a
particular encryption algorithm). A single user can have
multiple personalities: each personality might, for example,
correspond to a different capacity in which a user acts.

Data representing personalities and corresponding user access
codes can be stored in a memory device of the peripheral
device.

Upon receipt of an acceptable access code, the
peripheral device driver controls the host computing device
to present a user interface that enables the user to effect
desired control of the peripheral device, and, in partfcular,
to use the peripheral device to perform security operations,
as described below. (If access codes are also used to
identify personalities, upon receipt of an acceptable access
code, the peripheral device driver can alip access and
retrieve the data representing the corresponding personality,
so that the operation of the peripheral device can be
controlled accordingly.) The user interface for enabling a
user to operate the peripheral device can be implemented in
any of a variety of well known ways (e.g., as a graphical
user interface) using methods and apparatus that are well
known to those skilled in the art. Generally, the user
interface enables the user to perform any functionality that
is provided by the peripheral device, as described in more
detail elsewhere herein.

As indicated aboye, a peripheral device according to the
invention can befggggégéﬂée& in any of three modes. Once an
acceptable access code has been entered, the peripheral
device driver can enable the user to select one of the three
modes, as shown in step 705 of the method 700.

(Alternatively, as mentioned above, it may be desirable to
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present the user only with the option of choosing the
security functionality only mode or the security
functionality plus peripheral functionality mode, so as to
eliminate the possibility that the user will effect an

5 unsecured use of the target functionality.) If the security
functionality only mode, or the, security functionality plus
peripheral functionality mode, is selected, then the user
interface (and the underlying peripheral device driver)
enables the user to input all desired or required

10 instructions regarding the security operations to be
performed for a particular "transaction" (e.g., a storage of
data in a memory device, a transmission of data by a
communications device, or an exchange of data with a smart
card reader device), as shown by steps 706 and 710 of the

15 method 700. For example, the user interface can enable the
user to select data to which security operations are to be

performed, specify the application of particular security

operations to data, or specify parameters or other
information required for a particular security operation. If
20 the security functionality plus peripheral functionality
mode, or the peripheral functionality only mode, is selected,
then the user interface and peripheral device driver enable

the user to input all desired or required instructions
regarding use of the target functionality for the

25 transaction, as shown by steps 707 and 711 of the method 700.
For example, if the target functionality is embodied as a
memory device, the user interface can enable the user to
specify a name for the stored data. Or, for example, if the
target functionality is embodied as a communications device,

30 the user interface can enable the user to specify a
destination (e.g., an electronic mail address) for the data.

Once the user has provided instructions in steps 706

and 707, in step 710, or in step 711, the transaction is
executed, as shown by step 708 or step 712 of the method 700.

35 After execution of the transaction, the user can be allowed
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to execute further transactions, as shown by step 709 of the
method 700. It is also possible for the user to begin using
another personality (by entering an appropriate access code),
as shown by step 709 of the method 700. Eventually, use of
the peripheral device ends, as shown by step 718 of the
method 700.

The peripheral device and associated peripheral device
driver can be implemented so that it is possible to use ,only
the security functionality of the peripheral device. ;?hés—
peripheral device can be used in this manner to, for example,
encrypt or decrypt data stored on the host computing device
by receiving the data from the host computing device,
encrypting or decrypting the data as appropriate, then
returning the encrypted or decrypted data to the host
computing device.

As indicated above, the peripheral device and associated
peripheral device driver can bg implemented so that it is
possible to use only theiﬁ%gggﬁefﬁi functionality of the
peripheral device, even without entering &nh appropriate
access code. In the method 700, such operation is shown by
the steps 714, 715 and 716, which function in the same manner
as steps 711, 712 and 709, described above. Using the
peripheral device in this way can be useful, for example,
when the target functionality is embodied as a biometric
device, as described further below, that is used to perform
user authentication. In particular, if the biometric device
is to be used as the mechanism to enter the access code in
step 704, operation in this mode may be necessary (depending
on the capabilities of the bigmetric device) to enable such
use of the biometric devicef%’%he step 717 can also enable
use of the security functionality to begin by causing a
prompt for an appropriate access code to appear (step 704).
Again, eventually, use of the peripheral device ends (step
718) .

As described above, a peripheral device according to the
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invention that includes security functionality and target
functionality can be implemented so that the host computing
device is not aware of the presence of the security
functionality. It may also be desirable to shield the user
from knowledge of the presence of the security functionality
and cause predetermined security operations to be performed
automatically. This may be desirable so that, for example,
it is not necessary for the user to provide input regarding
the performance of security operations, thus eliminating the
possibility that the user will neglect to provide such input,
or will provide the input incorrectly or incompletely. Or,
it may be desirable to make security operations transparent
to users to enhance the security of those operations, since,
1if the performance of such operations is unknown, there will
be no attempt to defeat the security provided by those
operations. If such is the case, the peripheral device
driver can be implemented so that the peripheral device can
operate only in the security functionality plus peripheral
functionality mode (steps 710, 711, 712, 714, 715, 716

and 717 of the method 700 cannot be performed) and so that no
indication (e.g., presentation of a user interface display
that allows input of instructions regarding the performance
of security operations, as in step 706 of the method 700) is
given of the presence of the security functionality of the
peripheral device. Rather, the user would simply be
presented with options regarding operation of the target
functionality (step 707 of the method 700). In such an
implementation, the peripheral device driver can be
implemented to automatically cause one or more predetermined
security operations to be performed based upon a user-
specified interaction with the target functionality, or the
peripheral device can be configured to cause such security
operations to be performed any time a specified interaction
with the target functionality occurs.

A significant advantage of a peripheral device according
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to the invention is that the peripheral device can be
implemented so that any of a variety of types of target
functionality can be included as part of the peripheral
device. 1In particular, as described in more detail below,
the peripheral device includes an interface control device
which enables and manages communications between and among
the host computing device, a cryptographic processing

device that is part of the peripheral device, and target
functionality that is also part of the peripheral device.

The interface control device can be adapted to provide an
appropriate interface for each type of target functionality.
Thus, in general, any desired target functionality can be
used with a periphéral device according to the invention, so
long as the target functionality is implemented so as to
enable communication with an intefface of the type presented.
Those skilled in the art of data communications can readily
understand how to implement such communication with target
functionality in view of the detailed descé%?%f%gégéfégrg?ﬂgazﬁ>
embodiment of a peripheral device accordigg to the invention,
and, in particular, an interface control device of such a
peripheral device.

For example, target functionality of a peripheral device
according to the invention can be embodied as a memory device
adapted to enable non-volatile storage of data. 1In general,
any such memory device can be used to embody such target
functionality. More particularly, a solid-state disk storage
device (e.g., NAN flash memory device) can advantageously be
used. Illustratively, a memory device that can be used to
embody target functionality in a peripheral device according
to the invention can be a compact flash memory device, such
as an ATA format flash disk drive. Other solid-state disk
storage devices, such as SCSI disks and IDE disks can be
used. The construction and operation of memory devices in
general, as well as those identified particularly above, is
well understood by those skilled in that art, so that,
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together with an understanding of the required communication
capability between the target functionality and the interface
control device, a memory device for use with the invention
can be easily constructed and operated. A peripheral device
according to the invention that includes a memory device that
embodies the target functionality can be used, for example,
to securely store data in a manner that enables a user of the
data to easily carry the data with them wherever they go.
Target functionality of a peripheral device according to
the invention can also be embodied as a communications device
adapted to enable communication between the host computing
device and a remote device. In general, any such
communications device can be used to embody target
functionality. A communications device that can be used to
embody target functionality in a peripheral device according
to the invention can include, for example, a data
communications modem (such as, for example, a conventional
telephone line modem, an ISDN modem, a cable modem, or a
wireless modem) or a LAN transceiver (eitker wired or
wireless and, in the latter case, operating in, for example,
the infrared or radiofrequency spectrum). The construction
and operation of communication devices in general, as well as
those identified particularly above, 1s well understood by
those skilled in that art, so that, together with an
understanding of the required communication capability
between the target functionality and the interface control
device, a communication device for use with the invention can
be easily constructed and operated. A peripheral device
according to the invention that includes a communications
device that embodies target functionality can be used, for
example, to encrypt electronic mail before transmission to an
addressee. Or, such a peripheral device can be used, for
example, to encrypt data files that a person wishes to
securely transfer between a computing device at the person's

place of work and a computing device at the person's home.
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Target functionality of a peripheral device according to
the invention can also be embodied as a biometric device,
which is defined herein as any device that is adapted to
receive input data regarding a physical characteristic of a
person based upon a physical interaction of the person with
the device. 1In general, any such biometric device can be
used to embody target functionaiity. Biometric devices that
can be used in a peripheral device according to the invention
can include, for example, a fingerprint scanning device, a
retinal scanning device or a faceprint scanning device.

In addition to conventional computational devices for
storing and/or manipulating digital data, a biometric device
includes a sensor for sensing the physical characteristic,
and an analog-to-digital converter to transform the anélog
data representing the sensed characteristic into digital
data. For example, a fingerprint scanning device includes a
sensor upon which a person can place a finger, the sensor
sensing the fingerprint of the finger, the content of the
sensed fingerprint being converted into dfgital data by the
device. Similarly, a retinal scanning device includes a
sensor which can be placed proximate to a person's eye, the
sensor sensing characteristics of the eye such as blood
vessel pattern or iris pattern, the device translating the
content of the sensed characteristics into digital data. The
construction and operation of biometric devices in general,
as well as those identified particularly above, is well
understood by those skilled in that art, so that, together
with an understanding of the required communication
capability between the target functionality and the interface
control device, a biometric device for use with the invention
can be easily constructed and operated. Fingerprint scanning
devices and retinal scanning devices that can readily be
modified for use with the invention, i.e. to communicate with
an interface control device according to the invention, are
known to those skilled in that art. For example, fingerprint
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scanning devices such as those available from Identix
Incorporated of Sunnyvale, California can be used in a
fingerprint scanning device for use with the invention.

A peripheral device according to the invention that
includes a biometric device that embodies the target
functionality can be used, for example, to enable user
authentication to a host computing device before allowing
access to particular data stored on the host computing
device. Such user authentication can be accomplished by
using a biometric device to obtain biometric data from a user
and comparing the biometric data to an appropriate library of
biometric data representing a predetermined group of people
(e.g., authorized users). The library of data can be stored
in a memory device of the peripheral device. ’

When a peripheral device including a fingerprint
scanning device is embodied as a card adapted to be inserted
into a slot of a host computing device (e.g., a slot
conforming to a PCMCIA standard), it may 2@ useful to make
the peripheral device relatively long, so that a portion of
the card on which the sensor is positioned can extend from
the slot of the host computing device, thereby enabling
fingerprints to be scanned while the peripheral device is
inserted in the host computing device. Similarly, for a
fingerprint scanning device, retinal scanning device or
faceprint scanning device, it may be desirable to form the
device so that the sensor is connected to the remainder of
the device via an appropriate communication line, thus
providing some range of movement of the sensor while the
peripheral device is inserted in the host computing device,
thereby facilitating use of the device.

A biometric device can be used in different ways with a
system according to the invention, depending upon the
capabilities of the biometric device. Using known apparatus
and methods, a "smart" biometric device can be implemented

with the capability to detect the presence of an input to the
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sensor, and, upon such detection, initiate acquisition of the
biometric data and performance by the peripheral device of
the appropriate data comparison. Such a biometric device can
be used to perform user authentication as in step 704 of the
method 700 above. Alternatively, the biometric device may be
"stupid" and require that a user initiate the data
acquisition and authentication process. Such a biometric
device can be used to perform user authentication in a
peripheral device that allows operation withcout entry of a
proper access code, as in steps 714 and 715 of the

method 700.

Target functionality,of a peripheral device according to
the invention can be alsofembodied as a smart card reader
device adapted to communicate with a smart card, such as, for
example, a smart card compliant with the ISO 7816 standard.
Such a device can be implemented by adapting a conventional
smart card reader, the construction and.%éizézisaégf which is
well known to those skilled in that art, a
communications interface that enables the smart card reader
to communicate with the interface controlqdevice. A
peripheral device according to the invention that includes a
smart card reader device can be used to provide security
features to a smart card reader, or add to existing security
features of a smart card reader.

It is to be understood that the examples given above are
merely illustrative, not exhaustive, of the ways in which a
peripheral device according to the invention can be used.
Many more possibilities exist.

FIG. 8 is a block diagram of a peripheral device 800
according to another embodiment of the invention. The
peripheral device 800 includes a cryptographic processing
device 801, an interface control device 802, a first memory
device 803, a second memory device 804, a real-time
clock 805, a host computing device input/output (I/0)
interface 806 and target functionality 807.
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The host computing device I/0 interface 806 enables
communications between the peripheral device 800 and a host
computing device. The electrical and mechanical
characteristics of the I/O interface 806, as well as the
protocol used to enable communication via the interface 80@
are established in any manner that conforms to the industry
standard specifications for an interface of that type. For
example, a peripheral device according to the invention can
be adapted for insertion into a PCMCIA slot of a host
computing device. In such a peripheral device, the
electrical and mechanical characteristics and communications
protocol for the host computing device I/0 interface 806 are
established in conformance with the appropriate PCMCIA.
standards.

The cryptographic processing device 801 can be adapted
to perform security operations. Generally, the cryptographic
processing device 801 can be embodied by any processor
capable of performing the cryptographic omerations desired to
be provided by the peripheral device 800. In one embodiment
of the peripheral device 800, the cryptographic processing
device 801 is a special purpose embedded processor, embodied
on a single integrated chip and designated as MYK-82 (and
also referred to by the name Capstone), which includes an
ARM6™ processor core and several special purpose
cryptographic processing elements that have been developed by
the Department of Defense. The construction and operation of
the Capstone chip is known by those skilled in the art of
cryptographic processing.

The first memory device 803 can be a non-volatile data
storage device which can be used to store computer programs
and persistent data. The first memory device 803 can be
implemented by any appropriate such device (of which there
are many conventional, readily available incarnations), such
as, for example, a conventional flash memory device.

The second memory device 804 can be a volatile data
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storage device that can also be a rapidly accessible data
storage device in which frequently used data and program
instructions can be stored during operation of the peripheral
device 800. The second memory device 804 can also be
implemented by any appropriate such device (of which there
are many conventional, readily available embodiments), such
as, for example, a conventional random access memory (RAM)
device. .

The real-time clock 805 enables the creation of time
stamps, which can be used in a number of security operations.
Advantageously, the time stamps created by the real-time
clock 805 are more secure than those that could otherwise be
produced by the relatively insecure clock of a host computing
device. The real—fime clock 805 includes a conventional
battery backup device that maintains power to the real-time
clock 805 when the peripheral device 800 is not in use (i.e.,
when power is not supplied to the peripheral device 800), so
that the correct time is continuously preserved within the
peripheral device 800. The real-time clock 805 (including
battery backup) can be embodied by any co;ventional such
device, such as the DS1302 clock available from Dallas
Semiconductor of Dallas, Texas.

In the peripheral device 800, the interface control
device 802 mediates the interaction between the host
computing device, the target functionality 807 and the
cryptographic processing device 801. In one embodiment of
the peripheral device 800, the interface control device 802
is a conventional field-programmable gate array (FPGA) that
is programmed to perform the functions that it is desired to
implement with the interface control device 802, as described:
in more detail below. The interface control device 802,
under control of the cryptographic processing device 801, can
be adapted to enable the peripheral device 800 to assume the
identity of the target functionality 807, as discussed above.
The interface control device 802 also enables the in-line
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cryptography aspect of the invention, since the interface
control device 802 controls the flow of data between the host
computing device and the target functionality 807.

FIG. 9A is a block diagram illustrating the flow of data
through the interface control device 802 of FIG. 8. Data
transferred from a host computing device enters the
peripheral device 800 (not demarcated in FIG. 9A) through the
host computing device I/0 interface 806. The interface
control device 802 presents the data to a cryptographic
processing device interface 808 (not shown in FIG. 8).
Depending on the configuration of the interface control
device 802, as determined by operation of the peripheral
device driver and/pr by settings established during the
manufacture of the peripheral device 800, the data may or may
not be processed by the cryptographic processing devicé 801
(FIG. 8). Typically (or, in some cases, necessarily), as
discussed in more detail above, cryptographic processing will
occur. The interface control device 802 then causes the data
to be transferred to the target functionality 807. Data
being transferred from the target functiogality 807 to the
host computing device follows a similar path in the reverse
direction. When the target functionality 807 is not present
or is not being used, data transferred from the host
computing device, after being presented to the cryptographic
processing device interface 808 and being processed by the
cryptographic processing device 801, is caused to be
transferred back to the host computing device I/0 interface
806 (and, from there, to the host computing device) by the
interface control device 802.

FIG. 9B is a block diagram of a particular embodiment of
an interface control device 910 for use in a peripheral
device according to the invention. As shown in FIG. 9B, the
host computing device communicates via a PCMCIA interface and
the target functionality is embodied by a compact flash
memory device. Those skilled in the art will readily
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appreciate how the interface control device 910 can be
modified for use with other host computing device interfaces
and/or target functionalities.

The interface control device 910 includes sets of
configuration registers 911. The data stored in the
configuration registers 911 establish operating
characteristics of the interfacé control device: in
particular, the content of the configuration registers
enables the interface control device to present to the host
computing device a desired identification of the peripheral
device, and determines whether data passing through the
peripheral device must be subjected to security operations.

A set of configuration registers is maintained for the
host computing device I/0 interface, the cryptographic’
processing device interface, and the target functionality
interface. 1In particular, the content of the host computing
device I/0 interface configuration registers is such that the
interaction of the host computing device with the peripheral
device is the same as if the security fungtionality were not
present (unless the data security system is operating in
security functionality only mode). The content of the target
functionality interface registers reflects the presence of
the security functionality. The cryptographic processing
device interface registers bridge the gap between the other
two sets of registers.

The remainder of the functional blocks of the interface
control device 910 shown in FIG. 9B perform functions and
operate in a manner that can readily be understood by those
skilled in the art from the designation and interconnection
of those blocks in FIG. 9B.

In general, the security functionality of a peripheral
device according to the invention can be configured to
perform any cryptographic operation, as well as other,
related mathematical operations. A configuration of the
security functionality that enables a particular
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cryptographic or mathematical operation can be produced, for
example, by using appropriate existing cryptographic
software, application-specific hardware, or combination of
the two, as known by those skilled in the art of producing
cryptographic devices. Following is a description of
exemplary cryptographic and mathematical operations that can
be implemented as part of;? secﬁrity functionality of a
peripheral device according to the invention. These
cryptographic and mathematical operations are well-known and
can readily be implemented in a peripheral device according
to the invention by a person of skill in the art of
cryptography.

For example, a peripheral device according to the
invention can implement one or more cryptographic key
exchange operations. Any key exchange operation can be
implemented, such as, for example, the Department of Defensek
Standard, the RSA, the Diffie-Hellman, and the X9.42 (ANSI
Banking Standard) key exchange algorithms.

A peripheral device according to the?invention can also
implement one or more hash operations. Any hash operation
can be implemented, such as, for example, the FIPS 180-1
(SHA-1), the Message Digest 2 (RSA), and the Message Digest 5
(RSA) algorithms.

A peripheral device according to the invention can also
implement one or more digital signature operations. Any
digital signature operation can be implemented, such as, for
example, the FIPS 186 (DSA - 512, 1024) and the RSA Signature
(512, 768, 1024, 2048) algorithms.

A peripheral device according to the invention can also
implement one or more key wrapping operations for both
symmetric and asymmetric keys. A key wrapping operation can
ensure that plaintext keys are not accessible external to the
peripheral device. Any key wrapping operation can be
implemented.

A peripheral device according to the invention can also
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implement one or more symmetric encryption operations. Any
symmetric encryption operation can be implemented, such as,
for example, the FIPS 185 (implemented completely in
hardware), the DES (including 3DES, EDE3, CBC and ECB), the
RC-2 and the RC-4 algorithms.

A peripheral device according to the invention can also
implement one or more asymmetric (public key) encryption
operations. While asymmetric encryption operations underlie
the key exchange operations described above, asymmetric key
operations can also be used independently in a peripheral
device according to the invention for bulk encryption. Any
asymmetric encryption operation can be implemented, such as,
for example, the RSA and Diffie-Hellman algorithms.

A peripheral device according to the invention caﬂ.also
implement one or more exponentiation operations, which are
required in many cryptographic operations. Any
exponentiation operation can be implemented. Since
pexriphexad exponentiation requires a sign%;icant amount of
processing time relative to other mathematical operations, it
can be desirable to implement an exponentiation operation in
dedicated hardware. In one embodiment of a peripheral device
according to the invention, the security functionality of the
peripheral device includes a full 1024 bit exponentiator
implemented in hardware.

Various embodiments of the invention have been
described. The descriptions are intended to be illustrative,
not limitative. Thus, it will be apparent to one skilled in
the art that certain modifications may be made to the
invention as described above without departing from the scope’
of the claims set out below. '
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We claim:

1. A peripheral device, compriging:

security means for enabliyg one or more security
data;
ing a defined interaction

operations to be performed
5 target means for eng
with a host computing @é

means for enablj

10
means, for operably ¢bonnecting the security means
e target means to the host computing device in
respofse to ah instruction from the host computing
5 2. A peripheral device as in Claim 1, whereAn the

arget means comprises means for non-volatilely
/s
3.

t target means comprises means for enabling compwunication

A peripheral device as in Claim®l, wherein the

between the host computing device and a remgte device.

20 4., A peripheral device as in Clain/ 1, wherein the

target means comprises a biometric devide.

5. A peripheral device as in aim 1, wherein the

target means comprises means for copmunicating with a smart

card.

25 6. A peripheral device ag in Claim 1, further

comprising means for mediating/ communication of data between
the host computing device and the target means so that the
communicated data must firsy¥ pass through the security means.

7. A peripheral deyice as in Claim 1, further

42




10

15

20

25

_36-
comprising means for providing to a host mputing device, in
response to a request from the host cenmputing device for
information regarding the type e peripheral device,

information regarding the fungfion of the means for enabling

U

g. A peripheral device, comprising:

/

security means for enabling one or more security
operations to be performed on data;
target means for enabling a defined interaction
with a host computing device;
means for enabling communication between the
security means and the target means; A
means for enabling communication with a host
computing device; and
means for mediating communication of data between
the host computing device and the target means so that
the communicated data must first pasg through the
security means.
Vo "
#. A peripheral device as in Claim ﬁﬂ wherein the
target means comprises means for non-volatilely storing data.
15 i
}61 A peripheral device as in Claim ﬁﬂ wherein the
target means comprises means for enabling communication
between the host computing device and a remote device.
M 1
¥{. A peripheral device as in Claim @, wherein the
target means comprises a biometric device.

o I
Q}Z. A peripheral device as in Claim 8, wherein the
target means comprises means for communicating with a smart

card.

13. A peripheral devite as in Claim 8, further

575
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comprising means for providing to a host computing Mdevice, in
response to a request from the host computing devAce for
information regarding the type of the peripher device,
information regarding the function of the meafs for enabling

5 a defined interaction with a host computing/device.

14. A peripheral device, comprisin
security means for enabling e Oor more security
operations to be performed on dgta;
target means for enabli a defined interaction
10 with a host computing devigé;
means for enabling gommunication between the
security means and the target means;
means for enabling communication with a host”
computing device; A&nd
15 means for oviding to a host computing device, in
response to a/frequest from the host computing device for
information/regarding the type of the peripheral device,
informatién regarding the function of the means for

enablipxg a defined interaction with a host computing

20
Qﬁ 4

5. A peripheral device as in Claim }4, wherein the

target means comprises means for non-volatilely storing data.
-5 94
) . . . . .
}Bﬁ A peripheral device as in Claim L4ﬂ wherein the
target means comprises means for enabling communication
25 between the host computing device and a remote device.
39 24
T. A peripheral device as in Claim }4, wherein the
target means comprises a biometric device.
24 a4
'18. A peripheral device as in Claim }4, wherein the
target means comprises means for communicating with a smart
30 card.
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19. A peripheral device, compriging:

security means for enabfing one or more security
operations to be performéd on data;
a solid-state gisk storagg device for storing data;
5 means for engbling co ication between the
security means @4nd the so f state disk storage device;
and

means for enabling communication with a host

0 20. A peripheral device i Claim 1, wherein the
solid-state disk stor evice comprises an ATA format flash

16
&d disk drive.

21. A peripheral device, compri¥sing:
security means for enabldng one or more security
15 operations to be performe

with a remote

device;
means for enapli 4 on between the
security means i ommunication means; and
20 means f enabling communication with a host

22. A peripheral device as in C m 21, wherein the

ireless communication means c ises a wireless modem.

47

25 wireless commu

23. A periphe device as in Claim 21, wherein the

fcation means comprises a wireless LAN

24. A peripheral device, comp ing:

security means for e one or more security
operations to be performed An Adata;

30 a biometric
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regarding a physical characteristic of~a person based

upon a physical interaction of t person with the

peripheral device;
means for enabling between the

security means and t biometr evice; and

means for en

ling communication with a host

25. A peripheral device as in Clgdfm 24, wherein the
iometric device comprises a fingexyrint scanning device.
26. A peripheral devi as in Claim 24, wherein the
biometric device compris a retinal scanning device.

27. A peripheral device, comprifsing:

security means for enabli one or more security
operations to be performed on fata;

means for communicating/with a smart card;

means for enabling compfiunicatioft between the
security means and the smaftt card communication means;
and

means for enabling/communication with a host

computing device.

28.

security ¢perations to be performed on data;

target means for enabling a defined
interac¥ion with a host computing device;

mgans for enabling communication between the
securjty means and the target means;
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means for enabling co ication with a host
computing device; and

means for oper ing the security
means and/or th arget means/to the host computing

onse to an instruction from the host

device in re

Ul

%;% A data security system, comprising:
a host computing device including one or more
device interfaces adapted to enable communication with
10 another device;
a peripheral device, comprising:
security means for enabling one or more
security operations to be performed on data;
target means for enabling a defined "
15 interaction with a host computing device; and
means for enabling communication between the
security means and the target means;
means for enabling communication with a host
computing device; and «
20 means for mediating communication of data
between the host computing device and the target

means so that the communicated data must first pass

through the security means.

/AQzAL 30. A data security system, comprising:

2551 a host computing device inclyding one or more

device interfaces adapted to engble communication with
another device;
a peripheral device, mprising:
security means/for enabling one or more
30 security operatiops to be performed on data;
target meaps for enabling a defined
interaction wfth a host computing device; and

or enabling communication between the
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security means and the target means;
means for enabling commundcation with a host
computing device; and
means for providing t¢’ a host computing
5 device, in response to a/fegquest from the host
computing device for formation regarding the type
of the peripheral device, information regarding the
function of the meghs for enabling a defined

interaction with /3 host cemputing device,

10 ‘éﬁ% For use in a peripheral device adapted for
communication with a host computing device, performance of
one or more security operations on data, and interaction with
a host computing device in a defined way, a method comprising
the steps of: N

15 receiving a request from a host computing device

for information regarding the type of the peripheral
device; and

providing to the host computing device, in response
to the request, information regardin8 the type of the

20 defined interaction.

32. For use in a peripheral device adapfed for

communication with a host computing devigef, performance of

one or more security operations on d , and interaction with
a host computing device in a defi

25 the steps of:

d way, a method comprising
receiving an insgruction from a host computing
device regarding opé€ration of the peripheral device; and
performng curity operations and/or the defined
interaction response to the instruction from the host

30 computing
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PERIPHERAL DEVICE WITH INTEGRATED SECURITY FUNCTIONALITY
William P. Bialick

Mark J. Sutherland
Janet L. Dolphin-Peterson

Thomas K. Rowland
Kirk w. Skeba
Russell D. Housley

ABSTRACT

The invention enables a peripheral device to communicate
with a host computing device to enable one or more security
operations to be performed by the peripheral device on data
stored within the host computing device, data provided from
the host computing device to the peripheral device (which can
then be, for example, stored in the peripheral device or
transmitted to yet another device), or data retrieved By the
host computing device from the peripheral device (e.g., data
that has been stored in the peripheral dev%ﬁg)ef transmitted
to the peripheral device from another device§. 1In
particular, the peripheral device can be adapted to enable,
in a single integral peripheral device, pgrformance of one or
more security operations on data, and a defined interaction
with a host computing device that has not previously been
integrated with security operations in a single integral
device. The defined interactions can provide a variety of
types of functionality (e.g., data storage, data
communication, data input and output, user identificationb/
ac—deseribed—-further—borew. The peripheral device can also
be implemented so that the security operations are performed
in-line, i.e., the security operations are performed between
the communication of data to or from the host computing
device and the performance of the defined interaction.
Moreover, the peripheral device can be implemented so that
the security functionality of the peripheral device is
transparent to the host computing device.
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UNITED STAT __ DEPAR‘I'MENT OF COMMERCE

Patent and Trademark Office

Address: COMMISSIONER OF PATENTS AND TRADEMARKS
Washington, D.C. 20231

/g /a7 BIALTOK i

|
i . .

; I APPLICATION NUMBER I FILING/RECEIPT DATE I . FIRST NAMED APPLICANT I ATTORNEY DOCKET NO./TITLE
‘ .

I

t

T i

NET

DATE MAILED: ‘

| B NOTICE TO FILE MISSING PARTS OF APPLICATION
| Filing Date Granted

| An Application Number and.Filing Date have been assigned to this application. However, the items indicated below are missing. The
| required items and fees identified below must be timely submitted ALONG WITH THE PAYMENT OF A SURCHARGE for items 1 and
: 3-6 only of $_ D joraDd large entity (J small entity in compliance with 37 CFR 1.27. The surcharge is set forth in
37 CFR 1.16(e). Applicant is given TWO MONTHS FROM THE DATE OF THIS NOTICE within which to file all required items and pay
any fees required above to avoid abandonment. Extensions of time may be obtained by filing a petition accompanied by the extension
fse under the provisions of 37 CFR 1.136(a).

If all required items on this form are filed within the period set above, the totalamount owed by appllcanf asa
\ﬂ?&rge entity (] small entity (verified statement filed), is $ ‘ﬁ;’_#;.
I 1. The  statutory basic filing fee is:
- missing.
O insufficient.
Applicant must submit $
. statement claiming such status (37 CFR 1 207

/ /2. Additional claim fees of $ g o { 255 , including any multiple dependent claim fees, are required.
Applicant must either submit the additional claim fees or cancel additional claims for which fees are due.
“{J 3. The oath or declaration: . *
O is missing.
[0 does not cover the newly submitted items.
O does not identify the application to which it applies.
] does not include the city and state or foreign country of applicant’s residence.
An oath or declaration in compliance with 37 CFR 1. 63, including residence information and identifying the application by
the above Application Number and Filing Date is required.
\Eéj 4. J hersignature(s) to the oath or declaration is/are:
missing.
0 by a person other than inventor or person qualified under 37 CFR 1.42, 1.43, or 1.47.
A properly signed oath or declaration in compliance with 37 CFR 1.63, identifying the application by the above
Application Number and Filing Date, is required.

[J 5. The signature of the following joint inventor(s) is missing from the oath or declaration:

to complete the basic filing fee and/or file a verified small entity

T

An oath or declaration listing the names of all inventors and signed by the omitted inventor(s), identifying this application by
the above Application Number and Filing Date, is required.

0 6AS$ processing fee is required since your check was returned without payment (37 CFR 1.21(m)):
[ 7. Your filing receipt was mailed in error because your check was returned without payment.

[0 8. The application does not comply with the Sequence Rules.
See attached “Notice to Comply with Sequence Rules 37 CFR 1.821-1.825.”

O 9. OTHER:
Direct the response and any questions about this notice to “Attention: Box Missing Parts.”

A copy of this notice MUST be returned with the response.
N

i A
Cusfomer SeNlce Center
initial Patent Examination/Division (703) 308-1202
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—
%E IN _THE UNITED STATES PATENT AND TRADEMARK OFFICE
)
=== Applicants: william P. Bialick et al.
ed—— N
\—m
':3===_':_" Assignee: Spyrus, Inc.
='ﬂ
=]
==OTitle: Peripheral Device With Integrated Security
Functionality
Serial No.: 08/869,305 Filed: June 4, 1997
Examiner: Unknown Group Art Unit: 2202
" JAttorney Docket No.: SPY-004

Milpitas, California
January 5, 1998

Box Missing Parts
Assistant Commissioner for Patents
Washington, D. C. 20231

RESPONSE TO NOTICE TO FILE MISSING PARTS OF APPLICATION -
" FILING DATE GRANTED

In response to the "Notice to File Missing Parts of
Application - Filing Date Granted" mailed by the United States
Patent and Trademark Office on November 4, 1927, the following
documents are enclosed to complete the filing of the above-

referenced patent application:

1. Declaration and Power of Attorney for Patent
Application, signed in counterpart by the inventors in
compliance with 37 CFR 1.63;

2.  Copy of Notice to File Missing Parts of Application -
Filing Date Granted; and

3. Verified Statement Under 37 CFR 1.9(f) and 1.27(c)

Claiming Small Entity Status by Assignee.
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Enclosed is a check (Check No. 1155) in the amount of

$961.00 for:

‘l. Statutory basic filing fee - $395.00;
2. Additional claim fees - $501.00; and
3. surcharge for filing declaration on a date later than

the filing date of the application - $65.00.

It is hereby submitted that the enclosed documents complete
the filing of the above-referenced patent application and justify
the filing date of June 4, 1997. This document is being
submitted in duplicate. If there are any questions regarding
this Response, please ‘telephone Applicants' undersigned attorney

at (408) 945-9912.

1 hereby certify that this correspondence is being Respectfully submitted,
deposited with the United States Postal Service as

first class mail in an envelope addressed to: N
Assistant Commissioner for Patents, Washington,
D.C. 20231, on January 5, 1998. ¢

<

~5- / David R. Graham
Date Signature Reg. No. 36,150
Attorney for Applicants
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

Applicants:
Assignee:

Title:

. Serial No.:

Examiner:

Attorney Docket No.:

William P. Bialick et al.

Spyrus, Inc.
Peripheral Device With Integrated Security
Functionality

Filed: June 4, 1997

08/869,305
Unknown Group Art Unit: 2202
SPY-004
. Milpitas, California
January 5, 1998

Box Missing Parts
Assistant Commissioner for Patents

Washington,

D. C. 20231

RESPONSE TO NOTICE TO FILE MISSING PARTS OF APPLICATION -

Sir:

FILING DATE GRANTED

In response to the "Notice to File Missing Parts of

Application - Filing Date Granted" mailed by the United States

Patent and Trademark Office on November 4,

1997, the following

documents are enclosed to complete the filinJ'of the above-

referenced patent application:

1.

Declaration and Power of Attorney for Patent
Application, signed in counterpart by the inventors in
compliance with 37 CFR 1.63;

Copy of Notice to File Missing Parts of Application -

Filing Date Granted; and
and 1.27(c)

Verified Statement Under 37 CFR 1.9(f)

Claiming Small Entity Status by Assignee.
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Enclosed is a check (Check No. 1155) in the amount of

$961.00 for:

C 1. Statutory basic filing fee - $395.00;
2. Additional claim fees - $501.00; and
3. Surcharge for filing declaration on a date later than

the filing date of the application --$65.00.

It is hereby submitted that the enclosed documents complete
the filing of the above-referenced patent application and justify
the filing date of June 4, 1997. This document is being
submitted in duplicate. If there are any questions regarding
this Response, please telephone Applicants' undersigned attorney

at (408) 945-95912.

I hereby certify that this correspondence is being Respectfully submitted,
deposited with the United States Postal Service as

first class mail in an envelope addressed to: .
Assistant Commissioner for Patents, Washington, ,e .
D.C. 20231, on January 5, 1998. “‘M ‘i

A

! ~5o (i.z / Davi@ R. Graham
Date Signature Reg. No. 36,150
Attorney for Applicants
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SD==u
P==na DECLARATION A.... POWER OF ATTORNEY FOR PAL...T APPLICATION
E%{na below named inventor, I hereby declare that: - 5
OO =

gggﬁresidence, post office address and citizenship are as stated belo
=g Facent to my name. -

I believe I am the original, first and sole inventor (if only one name is
listed below) or an original, first and joint inventor (if plural names are
listed below) of subject matter (process, machine, manufacture, or
composition of matter, or an improvement thereof) which is claimed and for
which a patent is sought by way of the application entitled: Peripheral
Device With Integrated Security Functionality

which (check) [ ] is attached hereto.

[ '] and is amended by the Preliminary Amendment attached
hereto. =

[X] was filed on June 4, 1997, as Application
Serial No. 08/869,305.

[ 1 and was amended on (if applicable).

I hereby state that I have reviewed and understood the contents of the
above-identified application, including the claims, as amended by any
amendment referred to above.

I acknowledge the duty to disclose to the United States Patent and
Trademark Office information known to me to be material to the examination
of this application in accordance with Title 37, Code of Federal
Regulations, § 1.56(a).

I hereby claim the priority benefit under Title 35, United States Code,

§ 119 of any foreign application(s) for patent or inventor's certificate
listed below and have also identified below any foreign application for

patent or inventor's certificate for the same invention having a filing

date before that of the application on which priority is claimed:

Prior Foreign Application(s) Priority Claimed
N/A * Yes No
(Number) (Country) (Date Filed)

. Yes No
(Number) (Country) (Date Filed)

I hereby claim the priority benefit under Title 35, United States Code,

§§ 119 and 365(a) of any international patent application(s), listed below,
that do not designate the United States, but do designate at least one
country other than the United States, and have also identified below any
such international application for the same invention having a filing date
before that of the application on which priority is claimed:

Prior International Application(s) Priority Claimed
N/A Yes No
(Number) (Date Filed)
. Yes No
(Number) (Date Filed)
1
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==lhereby claim the pric. ity benefit under Title 35, United States Code,

== T19(e) of the United States provisional patent application(s) listed

=={ow and, insofar as any subject matter of the claims of this application

%mot disclosed in such prior United States provisional application(s) in

___8 manner provided by the first paragraph of Title 35, United States Code,
§ 112, I acknowledge the duty to disclose material information as defined
in Title 37, Code of Federal Regulations, § 1.56(a) which became available
between the filing date of the prior provisional application(s) and the
national or PCT international filing date of this application:._

N/A
(Appl. Ser. No.) (Date Filed) (Status-patented, pending, abandoned)
(Appl. Ser. No.) (Date Filed) (Status-patented, pending, abandoned)'

I hereby claim the priority benefit under Title 35, United States Code,

§ 120 of the United States patent application(s) listed below and, insofar
as any subject matter of the claims of this application is not disclosed in
such prior United States application(s) in the manner provided by the first
paragraph of Title 35, United States Code, § 112, I acknowledge the duty to
disclose material information as defined in Title 37, Code of Federal
Regulations, § 1.56(a) which became available between the filing date of
the prior application(s) and the national or PCT international filing date
of this application:

N/A
(Appl. Ser. No.) (Date Filed) (Status-patented, pending, abandoned)
(Appl. Ser. No.) (Date Filed) (Status-patented, pending, abandoned)

I hereby claim the priority benefit under Title 35, United States Code,

§§ 120 and 365(c) of any international patent application(s), listed below,
that designate the United States and have also identified below any such
international application for the same invention having a filing date
before that of the application(s) on which priori®y is claimed, and,
insofar as any subject matter of the claims of this application is not
disclosed in such prior international application(s) in the manner provided
by the first paragraph of Title 35, United States Code, § 112, I
acknowledge the duty to disclose material information as defined in Title
37, Code of Federal Regulations, § 1.56(a) which became available between
the filing date of the prior international application(s) and the national
or PCT international filing date of this application:

Prior International Application(s) Priority Claimed
N/A Yes No
(Number) (Date Filed)
Yes No
(Number) (Date Filed)
2
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I hereby appoint the fo..owing attorney, with full _ower of substitution,
to prosecute this application and to transact all business in the United
States Patent and Trademark Office connected therewith: David R. Graham,
Reg. No. 36,150.

Please address all correspondence regarding this application to David R.
Graham, 1337 Chewpon Avenue, Milpitas, California 95035.

Please direct all telephone calls regarding this application to David R.
Graham at telephone number (408) 945-9912.

I hereby declare that all statements made herein of my own knowledge are
true and that all statements made herein on informatien and belief are
believed to be true; and further that these statements were made with the
knowledge that willful false statements and the like so made are punishable
by fine or imprisonment, or both, under Title 18, United States Code, §
1001 and that such willful false stateménts may jeopardize the validity of
the application or any patent issued thereon.

Inventor's signature Date
Full name of inventor William P. Bialick
Residence Clarksville, Marvland Citizenship US

Post Office Address 7150 Moorland Drive
Clarksville, Maryland 21029-1735
Inventor's signature

‘ . Date /f/@é‘ ?7
Full name of inventor Mark Sutherland
Residence Milpitas, California Citizenship US
Post Office Address 1209 Eagle Ridge Way

Milpitas, Califonia 95035-7817

Inventor's signature Date
Full name of inventor Janet L. Dolphin-Peterson *
Residence Belvedere, California Citizenship US

Post Office Address 296 Beach Road
Belvedere, Califfrnia 94920-2472

Inventor's signature ,\ﬁw Date [X-/F-57

Full name of inventor Thomas K. Rowlhnd
Residence Los Gatos, California | Citizenship US
Post Office Address P.0. Box 33157

Los Gatos, California 95031-3157

Inventor's signature Date
Full name of inventor Kirk W. Skeba
Residence Fremont, Califonia Citizenship US

Post Office Address 400 Calistoga Circle
Fremont, California 94536-7620

—
Inventor's signature M M—, Date 20 fetqg 1977

Full name of inventor Russell D. Housley /.
Residence Herndon, Virginia / Citizenshi<ns1:XMLFault xmlns:ns1="http://cxf.apache.org/bindings/xformat"><ns1:faultstring xmlns:ns1="http://cxf.apache.org/bindings/xformat">java.lang.OutOfMemoryError: Java heap space</ns1:faultstring></ns1:XMLFault>