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[571 ABSTRACT

An electronic cash protocol including the steps of using a
one-way function f,(x) to generate an image f,(x,) from a
preimage x,; sending the image f,(x,) in an unblinded form
to a second party; and receiving from the second party a note
including a digital signature, wherein the note represents a
commitment by the second party to credit a predetermined
amount of money to a first presenter of the preimage x; to
the second party.

30 Claims, 2 Drawing Sheets
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1
UNTRACEABLE ELECTRONIC CASH

BACKGROUND OF THE INVENTION

The invention generally relates to electronic cash systems.

The ultimate intuitive goal of an electronic cash system is
to combine the best features of physical cash (privacy.
anonymity, unforgeability) with the best features of elec-
tronic commerce (speed, ease and potential security of
transport and storage). The fundamental difficulty with
attempting to implement anonymous electronic cash,
however, is simple to state: if the possessor of an electronic
“coin” is not identified in two successive transactions, then
how is he or she to be prevented from acting as if the first
transaction never occurred, and spending the same coin
again. The first proposed solution to this problem was
presented by Chaum, Fiat and Naor (see D. Chaum, A Fiat
and M. Naor, Untraceable Electronic Cash, Proc. CRYPTO
*88, Springer-Verlag (1990). pp. 319-327.), and was based
on the premise that it would be sufficient for such “double
spending” to be detected. and the spender identified. upon
presentation of the same ‘“electronic coin” twice to the
central bank. This premise has also been used in a number
of other proposed solution. all with the advantage that the
bank need not be involved in each transaction. Practically
speaking. however, this premise has enormous drawbacks.
Fraudulent transactions are detected only long after they
have taken place. and if the perpetrator can be confident of
not being brought to justice (either by being inaccessible or
by managing to use someone else’s identity and cash), then
he or she can double-spend at will.

However, if such fraudulent use of electronic cash is to be
prevented. then some authority must somehow be involved
in each transaction as it occurs, so as to be able to recognize
and alert targets of double-spending. How, then. is anonym-
ity to be preserved. One approach is to rely on tamper-
resistant hardware to force spenders to behave “honestly”
(ie.. not to double-spend) (see, for example, S. Even, O.
Goldreich and Y. Yacobi, Electronic Wallet, Proc. CRYPTO
’83. Plenum Press (1984), pp. 383-386.). Schemes based on
this premise are, however, extremely “brittle”. If anyone
ever succeeds in tampering with the hardware, then not only
is that person capable of double-spending. but anyone.
anywhere who obtains (e.g. purchases, perhaps) the infor-
mation hidden in the hardware can spend arbitrarily high
amounts at will. Current tamper resistance technology is far
from being dependable enough to be trusted to thwart such
an enormous risk.

Another approach is cryptographic. For example, under
certain very strong cryptographic assumptions, it is possible
to construct protocols that create “blinded” cash—
information which can be recognized later as valid cash. but
cannot be connected with any particular run of the protocol.
(See. for example, D. Chaum. Privacy Protected
Payments—Unconditional Payer and/or Payee
Untraceability. SMART CARD 2000: The Future of IC
Cards—Proc. IFIP WG 11.6 Int’l Conf., North-Holland
(1989). pp. 69-93; and D. Chaum, Online Cash Checks,
Proc. EUROCRYPT ’89, Springer-Verlag (1989). pp.
288-293.)

SUMMARY OF THE INVENTION

We present a simple, practical online electronic cash
system based on the assumption of a metwork in which
anonymous, untraceable communication is possible. In
general, the invention uses two simple primitives, namely a
one-way function and a signature scheme. These are both
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well known in the art; and descriptions can be found in
publicly available literature on cryptography. e.g. Applied
Cryptography, Bruce Schneier. John Wiley & Sons, Inc.
(1994). The anonymity of spenders as well as guaranteeing
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unforgeable and cannot be spent more than once.

In general, in one aspect. the invention is an electronic
cash protocol including the steps of using a one-way func-
tion f,(x) to generate an image f,(x,) from a preimage x,;
sending the image f{x,) in an unblinded form to a second
party; and receiving from the second party a note including
a digital signature. The received signed note represents a
commitment by the second party to credit a predetermined
amount of money to a first presenter of the preimage x, to
the second party.

Preferred embodiments include the following features.
The electronic cash protocol also includes sending the
preimage x, to a third party as payment for purchase of
goods or services from the third party. Alternatively. it
further includes selecting a second preimage x,; using a
second one-way function f;(x) to generate a second image
f,(x,) from the second preimage x,; sending the first pre-
image x, and the unblinded form of the second image f.(x,)
to the second party; and receiving from the second party a
note including a digital signature. the note representing a
commitment by the second party to credit the predetermined
amount of money to a first presenter of the second preimage
X, to the second party. In both cases. f,(x) and f,(x) are the
same function. In the latter case. the sending of the first
preimage x, and the unblinded form of the second image
f,(x,) to the second party is performed anonymously and the
second party is a bank.

Also in preferred embodiments. the protocol includes the
steps of concatenating a signature key of a third party with
the first preimage x, to form a block of information; encrypt-
ing the block of information by using an encryption key of
the second party to generate an encrypted block of infor-
mation; and sending the encrypted block of information to
the third party.

In general, in another aspect, the invention is an electronic
cash protocol including the steps of receiving a first preim-
age x, from a first party. wherein the preimage x, produces
a first image f,(x,) when processed by a first one-way
function f,(x) and there being associated with said first
preimage X, a commitment by a second party to credit a
predetermined amount ofmoney to a first presenter to the
second party of said first preimage Xx,; selecting a second
preimage X, ; using a second one-way function f,(x) to
generate a second image f, (X,) from the second preimage
X,; sending the first preimage x, and an unblinded form of
the second image f,(xX,) to the second party; and receiving
from the second party a note including a digital signature.
wherein the note represents a commitment by the second
party to credit the predetermined amount of money to a first
presenter of the second preimage X, to the second party.

In general. in yet another aspect. the invention is an
electronic cash protocol including the steps of receiving
from a first party an encrypted block of information, wherein
the block of encrypted information was generated by first
concatenating a public signature key of a second party with
a first preimage x, to form a block of information and then
encrypting the block of information by using an encryption
key of a third party; selecting a second preimage X,; using
a second one-way function f,(x) to generate an image f(x,)
from the preimage x,; forming a message including the
encrypted block of information along with the image f(x,) in
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an unblinded form; sending the message to the third party;
and receiving from the third party a signed note including a
digital signature, wherein the note represents a commitment
by the third party to credit a predetermined amount of money
to a first presenter of the preimage x, to the third party.

In general. in still another aspect. the invention is an
electronic cash protocol including the steps of receiving
from a first entity an unblinded form of an image f,(x,) that
was generated by applying a one-way function f,(x) to a
preimage X,; generating a message which contains a com-
mitment to credit a predetermined amount of money to a first
presenter of the preimage x,; signing the message with a
digital signature; and sending the message along with the
digital signature to the first party.

In preferred embodiments, the electronic cash protocol
also includes subsequently receiving the preimage x, from a
third party; checking a database for the preimage x,; if the
preimage X, is not found in the database, crediting the third
party with the predetermined amount of money; and adding
the preimage x, to the database. Alternatively. the protocol
includes subsequently receiving the preimage X; and an
unblinded image f(x,) from a third party, wherein the
unblinded image f,(x,) was generated by applying a one-
way function f,(x) to a preimage x,; checking a database for
the preimage x,; if the preimage x, is not found in the
database. generating a signed note including a digital
signature. wherein the note represents a commitment to
credit the predetermined amount of money to a first pre-
senter of the preimage X,; and adding the preimage x, to the
database.

Also in preferred embodiments. the invention features
receiving a message from a second party, wherein the
message was generated by concatenating an encryption key
of a third party with a first preimage x, to form a block of
information, by encrypting the block of information by
using a first encryption key to generate an encrypted first
block, and by concatenating an unblinded image f(x,) to the
encrypted first block of information, wherein the unblinded
image f,(x,) was generated by using a one-way function
f,(x) to generate an image f (X,) from a preimage x,. It
further features decrypting the encrypted first block of
information; generating a note including a digital signature,
wherein the note represents a commitment to credit a
predetermined amount of money to a first presenter of the
preimage X,; and sending the note to the second party.

In general, in yet another aspect, the invention is an
electronic cash protocol including the steps of sending an
unblinded image f,(X,) to a second party. wherein the
unblinded image f, (X, ) was generated by applying a
one-way function f,(x) to a preimage x,; receiving a signed
note from the second party, wherein the unblinded note
includes a digital signature and represents a commitment to
credit the predetermined amount of money to a first pre-
senter of the preimage Xx,; and in response to receiving the
unblinded note from the second party, authorizing the deliv-
ery of goods and/or services to a third party.

The invention offers a simple, incxpensive way of doing
cash-like transactions where the item of exchange (i.c.. the
withdrawn coin) has the properties of actual cash. For
example, it is: (1) more or less anonymous; (2) secure; (3)
inexpensive to use; and (4) easy to carry around and
exchange.

Parties are protected against a dishonest bank’s reneging
on withdrawn coins by the fact that they keep secret the
value x, for a particular coin until it is spent. As long as a
particular coin f(x,) is deposited publicly and non-
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anonymously. the bank can be required to honor it unless it
can supply the associated x,. Of course. the bank can renege
on an anonymously exchanged coin f(x,) during the actual
exchange. by claiming upon receiving x, that the coin has
already been spent. However, the bank cannot possibly
know who is being cheated by such a “dine and dash” ploy.
and is therefore vulnerable to monitoring and public expo-
sure.

Finally. banks themselves are protected against counter-
feiting by the security of the digital signature scheme used
to sign electronic coins. Moreover. they are protected against
*“double-spending” (or *“double deposit™) by their ability to
store X, values for coins in perpetuity.

Other advantages and features will become apparent from
the following description of the preferred embodiment and
from the claims.

BRIEF DESCRIPTION OF THE DRAWING

FIG. 1 is a diagram of a non-anonymous withdrawal
protocol;

FIG. 2 is a diagram of an anonymous exchange protocol;

FIG. 3 is a diagram of an anonymous purchase protocol;

FIG. 4 is a diagram of a non-anonymous deposit protocol;

FIG. 5 is a diagram of an anonymous alternate payment
protocol;

FIG. 6 is a diagram of an anonymous or non-anonymous
“drop” payment or money order protocol; and

FIG. 7 is a diagram of an encrypted money order protocol.

DESCRIPTION OF THE PREFERRED
EMBODIMENTS

The ability to communicate anonymously is in some sense
necessary a priori if anonymous cash transactions are to
occur, since information about a party’s communications
will obviously reveal information about the party’s business
dealings. In practice, the anonymity of communication may
be based on nothing more than confidence that the telephone
company safeguards the confidentiality of its system.
Alternatively, parties may place trust in one or more “anony-
mous remailers” to obscure identities of the parties , or rely
on an implementation of one of the other techniques from
the publicly available literature.

Suppose, not only that communications between parties
are anonymous with respect to third parties. but also that the
communicating parties are anonymous to each other. (In
typical implementations. the latter condition is a natural
consequence of the former, barring self-identification.) A
simple, somewhat anonymous electronic cash protocol in
such a setting is shown in FIG. 1.

In the following descriptions of various protocols (see
FIGS. 1-7), we generally refer to three parties, namely, a
Customer 10, a Vendor 20, and a Bank 30. Customer 10 is
of course generally representative of the payor and Vendor
20 is generally representative of the payee. It should be
understood, however, that these designations are chosen for
purposes of clarity and that they are not meant to limit the
scope of the invention. It would be just as valid to have
referred to them as Party A, Party B and Party C.

In the figures, the different entities are represented by
blocks and the transfers of information from one entity to
another are indicated by lines interconnecting the appropri-
ate blocks. Each line represents a transfer of certain infor-
mation from one entity to another in the direction indicated
by an arrow at the end of the line. The information that is
transferred is summarized symbolically below the lines.
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