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[57] ABSTRACT

A method and apparatus for sending paging signals and
messages to individuals within a building and accepting
responses to the messages. Messages may be initiated by
electronic mail. incoming telephone calls. incoming Fax
messages, or other sources. Data is sent via radio to a
communications unit carried by the individual and displayed
visually together with possible responses. Each unit trans»
mits its identity and responses or original messages when
desired via coded infrared light (or, in an alternative embodi-
ment, ultrasound) to one or more remote stations located in
rooms or along corridors of the building. A remote station

relays data to a central station via wire or optical fiber, which
tracks the location of units and delivers messages. Commu-
nication units are clipped to the clothing of users and can be
incorporated into a corporate employee identification badge.
The hybrid radio~in£rared light approach combines the
broad, reliable characteristics of radio communication with

the ability of infrared light to allow each unit to be located.
This allows highly reliable delivery of messages via an
acknowledgement and retransrnissiort protocol, two-way
cornmtmication with the individual. and capabilities {such as
those for transferring incoming telephone calls) that require
the location of the individual to be known.

25 Claims, 26 Drawing Sheets
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1

PERSONAL PAGING, CONIMUNICATIONS,
AND LOCATING SYSTEM

CROSS-REFERENCE TO RELATED
APPLICATIONS

This application relates to a copending application sub-
mitted by Craig A. Will entitled “Control of Miniature
Persona] Digital Assistant Using Menu and Thumbwheel,”
Ser. No. 08.-"423,690, filed Apr. 18, 1995. The application
also relates to a copending application submitted by Craig A.
Will entitled “Wireless Personal Paging, Communications,
and Locating System", Ser. No. 08l‘200.065, filed Feb. 22,
1994, now U.S. Pat. No. 5,479,408, issued Dec. 26, 1995.

FIELD OF THE INVENTION

This invention relates generally to electronic communi-
cation systems for sending signals selectively to portable
receivers that provide an indication or alarm to specific
individuals that is humanly perceptible, and further to sys-
tems that indicate the location of individuals. It relates to the

transmission of message data encoded as digital pulses
modulating a radio wave to portable receivers, and also
relates to the transmission of message data, identification,
and location information using digital pulses optically, par-
ticularly by infrared light, and acoustically. particularly by
ultrasound. The invention further relates to the indication of

incoming calls from a telephone PBX system and the
forwarding and transfer of such calls.

More specifically, the invention relates to a system for
communicating with individuals in a building using digitally
encoded radio in one direction and either inflated light or
ultrasound in the other, with users receiving paging indica-
tions and messages and being able to acknowledge and
respond to messages and to originate messages, with the
system also tracking the location of and providing commu-
nications to allow users to transfer incoming telephone calls
remotely.

BACKGROUND OF THE INVENTION

A frequent dilhculty in an office or similar environment is
communicating with a particular individual when they are
not in their office but still in the building. This results not
only in “telephone tag" where people continue hack-andw
forth attempts to return telephone calls, but also in its
physical analog where one person visits the oflice ofanother.
only to find that person to be gone.

One solution to this problem has been the increasingly
widespread use of paging receivers, and such devices have
become more and more miniaturized. Devices have been

constructed, for example, that are the size of a credit card or
that are included as part of a watch. Such systems, however,
are typically one-way. transmitting only atclephone number,
perhaps an additional short numeric code, or possibly abricf
alphanumeric message, and are designed for use outside a
building.

Within a building, there have been two general directions
that system designs have taken. One is the use of radio
paging systems within a building, which may be configured
to allow receipt of electronic mail messages or to allow users
to be notified that they have a call that they can then ask to
he transferred to a nearby extension. For example, the Hagl
invention (U.S. Pat. No. 5,151,930) transmits the fact of the
incoming call and the telephone extension of the calling

5,588,009
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party by radio to a paging receiver, which indicates to the
user that the call has come in and displays the number. The
user then locates a telephone instrument and dials a code
identifying the user, resulting in the incoming call being
transferred to that instrument.

The other direction is the use of automatic personal
locating systems that dctcnnirle where in a building an
individual is, and that can automatically route a telephone
call to the nearest extension. For example, the Ward inven-
tion (U.S. Pat. No. 3,439,320) describes a system that uses
ultrasonic sound (using a different frequency for each per-
son) to track the location of individuals in a building so that
telephone calls may be routed to them. A number of varia-
tions exist using different media. Thus, the Shipley inven-
tions (U.S. Pat. Nos. 4,601,064 and 5,062,151) track the
location of individuals that carry devices that repeatedly
transmit a digital identifying code via infrared light that is
then received by remote sensors installed in individual
rooms of a building, with a central computer that polls the
remote sensors and determines the location of an individual.

Telephone calls can then, if desired, be automatically for-
warded to the individual by the PABX system. The indi-
vidual can, using a switch on the identification device, turn
off the forwarding action at a given time if it would be
inconvenient.

These approaches have a number of drawbacks. One-way
radio paging signals can fail to deliver a messages if the user
is in an especially noisy environment, is in a “dead spot”
resulting from metal shielding or other interference, or goes
outside the range of the transmitter. While these ditficulties
can be prevented by repeating all transmissions multiple
times, this approach does not make efficient use of band-
width and can also result in considerable delay in receipt of
a paging signal or message. One-way communication also
does not allow an originator to know whether a message has
in fact been received by a user and read, or allow the user
to respond. One-way systems that indicate to a user only that
a call has come in require the user to find a telephone and
dial suflicient digits to cause the call to be transferred, and
typically require the caller to be placed on held during this
process, which may be annoying to the caller if the person
being paged does not respond or takes a long time to do so.

Systems that automatically track the location of individu-
als and automatically transfer incoming telephone calls to
that location tend to be intrusive, because they necessarily
cause a transfer even in circumstances that might be inap-
propriate {such as transferring a call to an individual who is
in an oficc of someone he or she does not know well or who

is in a group meeting that might be disturbed).

The above difliculties are solved by the invention dis-
closed here (and related inventions) by its provision of both
(1) two-way communication and (2) automatic tracking of
the location of the individual. This combination allows

responses to be sent which are chosen from a set provided
with the original message, from a preprograrruned set, or
composed by the user. Selection or composition of responses
is made easy by use of a thumbwhecl that allows display of
messages and responses and their choice by pressing a single
key (as is described in a copending application). The com-
munication and tracking system also makes possible the
transfer of incoming telephone calls remotely by means of
selection from a menu.

The present invention provides both two-way communi-
cation and tracking by making use of a hybrid communica-
tion systcm with radio used for transmitting data to the user,
and infrared light (or, in an alternative embodiment, ultra»
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sonic sound) used for receiving data from the user. This
hybrid system makes eifective use of the strengths of each
form of communication. Radio is used in one direction for

broad coverage, ease of implementation, and relative reli-
ability, while infrared light {or ultrasound) is used in the
other direction (for acknowledgements, responses, original
messages. and location tracking) because of its low power
requirements, simplicity of design, small size of the neces-
sary electronics, low cost, and its ability to determine the
location of individuals (since infrared light and ultrasonic
sound do not pass through walls). Radio is also desirable
because its use could allow the design of a paging receiver
that works both with conventional paging systems when
outside the building and, in addition, with the system
described here when inside the building, using the same
components.

The use of this hybrid mix of communication media
required the design of a communication protocol to fit the
characteristics of the two media. The radio medium is

characterized by good but not perfect reliability, and mod-
erate to substantial capacity, depending upon availability of
particular bands and whether the station is licensed or
unlicensed. The system is particularly applicable for use in
the recently allocated 1,900 Mb: band for personal commu-
nications services for unlicensed use in a building. The
infrared medium has somewhat limited capacity in this
context because of the need for data to be transmitted

repeatedly and because of the need to minimize drain on the
battery and to minimize conflict with other nearby commu-
nication units. Ultrasound has a naturally low capacity
resulting from its susceptibility to interference from echoes
as the signal bounces off walls. floor, and ceiling. Both
infrared, and, to a lesser extent, ultrasound, have somewhat
variable reliability as the user moves from one room to
another and as the unit changes position and orientation in
that environment. Infrared and ultrasound, are, of course,
desirable because they do not easily penetrate walls and
ceilings and thus allow reliable identification of the location
of the unit.

One example of the requirements for the protocol is
illustrated by the fact that unlike more conventional proto-
cols where data is transmitted and an acknowledgement
signal is expected immediately if the data has been correctly
received, with this protocol data must be sent without
waiting for immediate acknowledgement of previous pack-
ets, with data broken down into packets with assigned
sequence numbers and both data and acknowledgement
packets containing the appropriate numbers. This is neces-
sary because with a hybrid system, one direction can be
reliable at a time when the other is not, and vice-versa. Other

characteristics of the protocol include modifying the rate of
repeated transmissions from units and polling to and trans-
missions from remote stations depending on the probability
of expected responses and the user of indicators to signal to
the user the status of the communication links, particularly
when communication is being impeded.

SUMMARY OF THE IINTVENTION

The goal of the method and apparatus disclosed here is to
provide a communications system that can send paging
signals and brief messages to individuals within a building
or complex of buildings, accept and deliver responses to
these messages, and identify the location of individuals
witltin the building.

Individuals communicate with a central communications

station by means of a miniature communications unit carried

20

30

40

45

65

29

4

by the individual that is typically about the size of a credit
card and can be integrated into a wearable plastic corporate
identification badge. The communications unit displays
messages visually and can provide a visual andfor auditory
alarm indicating the receipt of a message. Users can view
messages and select or compose responses by means of a
thumbwhcel rotating cylinder and key. The unit consists of
a microprocessor, a memory, a radio antenna and receiver, a
speaker, a visual display, an infrared diode emitter, a thum-
bwheel and key, and visual and auditory indicators.

Communication from the central communications station

to each individual unit is carried out by frequency-shift-
keyed digital radio, with a single radio transmitter and
antenna typically used for a single building or building
complex. Communication from each unit to the central
communications station is carried out by a combination of
infrared light and wire or optical fiber. Remote communi-
cation stations that include an infrared light sensor are
installed in individual rooms of the building and along
corridors, and data is sent from the unit first to a remote
station by infrared and then forwarded to the central station
by wire or optical fiber.

The communications system is integrated into the tele-
phone and electronic mail systems typically found in an
office environment. A message may be generated as a result
of a telephone ringing signal, the leaving of a voicemail
message, or the receipt of an electronic mail message (either
messages specifically intended to be sent to the remote unit
or messages directed to the user's normal electronic mail
address, the latter particularly if the sender or topic of the
message matches a description provided by the user).

The system allows others (if desired by a user) to deter-
mine the current physical location of the user by sending an
appropriate “location query” electronic mail message, with
the originator automatically receiving a rerum message
indicating the last known location of the user. The system
also allows information from the personal locating system to
control the forwarding of an incoming telephone call to an
appropriate extension.

While users can compose any response to a message or an
original message, the miniaturization of the communications
unit tends to make character entry laborious, and the system
is designed on the assumption that responses usually involve
the selection of preprogrammed responses included in the
message, preprograrnmed responses that can be selected
from the memory of the unit, or very brief responses
composed letter by letter. Examples of possible responses
include “Message read and understood”, “Will d ", “Will
call you back in 5 minutes", “Will call you tomorrow", etc.
Responses are preferably selected or composed by means of
a thurnbwheel and single key, which takes up little space.
The thunlbwheel and key interface is described in detail in
the copending application entitled “Control of Miniature
Personal Digital Assistant Using Menu and 'I'huInbwhecl."

The system uses a communication protocol designed for
the special characteristics of a hybrid radio-infrared light
system. It is assumed that the radio link is usually highly
reliable, but that occasional errors and outages may occur
due to electromagnetic interference, metal shielding, or
movement of the user outside of the range of reception.

Messages are lrartsrnitted or held at any given moment
depending upon the status of the communication unit and the
priority of the message. Units are in one of five status states:
(1) Receiving and Responding; (2) Not Receiving but
Responding; (3) Not Receiving or Responding; (4) Receiv-
ing but Not Responding; or (5) Not Responding, depending
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upon the conditions of the last response received from a unit.
Thus, for example, Ring messages {resulting from incoming
telephone calls) are not transmitted to a unit that is Not
Receiving or Responding (and thus likely out of the build-
ing), but if caller identification information is available for
the call, the message is stored so that the user is informed of
the call upon returning to the building.

Data transmitted both to and from the comrnunieations

unit is error checked, with correct receipt ensured by retrans-
mission. Howcvcr, because the communications medium is

different [radio versus infrared light) in different directions,
it is frequently the case that at any particular time, the
communications circuit is reliable in only one direction.
Instead of the usual transmission-actmowlodge-or—tiincont-
retransmission protocol. data is sent in the form of short
packets, with each packet given a sequence number. Packets
continue to be sent even without acltnowiedgement if there
is reason to believe that a unit may be receiving. Acknowl-
edgements are sent with the corresponding packet sequence
number when each packet has been received. If an acknowl-
edgement has not been received from a unit under conditions
that suggest that such an acknowledgement would have been
received if the original packethad been received correctly,
that packet is retransmitted. Acknowledgements are them-
selves acknowledged by a packet sent to the unit via radio
that results in reducing the amount of data the unit must
repeatedly transmit, and consequently reducing the possi-
bility of conflict due to overlapping transmissions between
different units near the same remote station, and reducing
battery drain. Units autonomously and repeatedly transmit
an identification signal via infrared together with any
acknowledgements or input data that may be queued, with
intervals between transmissions varying to reduce coniiict
between units.

If a user has initiated a response or original message but
it has not been successfully transmitted from the unit, the
unit indicates this by turning on a “Communications
Trouble" indicator to indicate that the infrared signal is not
being received, so that the user can change the position or
orientation of the unit to reestablish contact. The indicator is

similarly turned on if packet sequence numbers indicate that
a message should have been received but has not so that the
central station can more quickly become aware of this and
retransmit it.

An alternative embodiment of the system uses ultrasound
rather than infrared light as the communications medium for
sending data from the communications unit to the remote
station.

In a second alternative embodiment, data is not transmit-
ted autonomously from the communication unit, but in
response to a poll received via radio.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 shows a block diagram of the hardware for the
communications system, showing the central communica-
tions station, PABX system, electronic mail server, radio
transmitter, some of the remote receiving stations, and one
of the communication units carried by users.

FIG. 2 shows the configuration of infrared detectors and
associated remote comrnunications stations in difierent

rooms of a building and along a corridor, with each detector
and station shown as a circle.

FIG. 3 is a block diagram that shows the hardware
architecture of the communications unit.
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FIG. 4 shows a from view of the physical layout of the
remote communications unit.

FIG. 5 is a rear view of the unit, showing an additional
infrared emitter optional corporate and employee identifi-
cation information and a clip for attaching the unit to the
user's clothing.

FIG. 6 is a side view of the unit, showing the infrared
emitters (or ultrasonic transducers) liquid crystal display and
clip.

FIG. 7 shows the format of a message sent to the
communications unit and how it is broken down into packets
for transmission.

FIG. 8 shows the format of a Data packet.

FIG. 9 shows the format of an Input Acknowledgement
Packet.

FIG. 10 shows the format of an “AcltAck" or “acknowl-

edgement of an a.ck.nowledgement” packet.
FIG. 11 shows the format of a Confirm Data packet.
FIG. 12 shows the format of packets sent from the

communications unit to one or more remote stations via

infrared light.
FIG. 13 shows the format for a Poll packet that is sent

from the central communications station over a wire or

optical fiber link to all remote communications stations.

FIG. 14 shows the formats of a packet sent from a remote
station via the wire or optical fiber circuit in response to a
poll.

FIG. 15 shows the format of message text sent from the
Central Station to a Communications Unit, including par-
ticularly the responses that can be selected to that message.

FIG. 16 shows the format of a message defining prepro-
grammed responses, messages, and email addresses.

FIG. 17 shows a flowchart of the software architecture for
the central communications station.

FIG. 18 shows a flowchart of the software module in the

central communications station that processes incoming
electronic mail messages.

FIG. 19 shows a flowchart of the first pan of the com-
munications software for the central station that processes
packets received from the remote station.

FIG. 20 shows a flowchart of part of the communications
software for the central station that processes the part of
packets from the remote station that contain input data. _

FIG. 21 shows a flowchart of the pan of the communi-
cations software for the central station that selects and sends

Data and other nonpoll packets to communications units via
radio.

FIG. 22 shows a flowchart of the real-time clock interrupt
module.

FIG. 23 shows the format of the Unit Status List.

FIG. 24 shows the Message to Unit Queue, which holds
messages to be sent to units.

FIG. 25 shows the data structure of the Packet to Unit

Queues, including Queues A, B, C, D, E, F, and G.
FIG. 26 shows the data structure ofPoll Queues A, B, and

C

FIG. 27 shows the data structures for the Email Incoming
Message Queue, the Email Incoming Message Archive, and
the Email Outgoing Message Queue.

FIG. 28 shows the data structures for the maps between
email addresses and unit IDs and channeis.

FIG. 29 shows the data structure for the Input Data from
Unit Queue, which holds packets received from a commu-
nications unit.
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FIG. 30 shows the data structures that hold the prepro-
grarnrncd responses, messages, and email addresses.

FIG. 31 shows the data structures for the Time Event

Queue.

FIG. 32 shows the layout of the lamps, display and cursor,
key, and thumbwheel on the front side of the remote unit.

FIG. 33 shows a variety of displays illustrating different
situations and the interface presented in each situation.

FIG. 34 shows a flowchart of the architecture of the
software for the communications unit.

FIG. 35 shows a flowchart of the part of the software
module in the communications unit devoted to processing
incoming packets that have been received by the unit via
radio.

FIG. 36 shows a flowchart of the part of the software in
the communications unit that processes displayable incom-
ing Data packets that have been received.

FIG. 3'! shows a flowchart of the first part of the clock
interrupt software for the microprocessor in the communi-
cations unit.

FIG. 38 shows a flowchart of the last pan of the clock
interrupt software for the microprocessor in the communi-
cations unit.

FIG. 39 shows the data structure for the Incomplete
Message Packet Map.

FIG. 40 shows the data structure for the Packets Unas-

signed to Messages List, used in the software in the com-
munications unit.

FIG. 41 shows the data structures for the Packet Text List.

FIG. 42 shows the data structure for the Display Memory
and the associated Display Window.

FIG. 43 shows the data structures for the Input Data
Queue, Packet Acknowledge Queue, and Unit Transmission
Buffer.

FIG. 44 shows a flowchart of the software for the micro-

processor in the remote communications station.

DESCRIPTION OF THE PREFERRED
EMBODIMENT

FIG. 1 shows a block diagram of the hardware for the
communications system, showing the central communica-
tions station, PABX system, electronic mail server, radio
transmitter, some of the remote receiving stations, and one
of the communication units carried by users.

The central communications station 3, which consists of
a 16-bit microprocessor. memory, a 1 khz real-time clock,
and appropriate communication interfaces, transmits mes-
sages in the form of digital bitstreams by means of the
frequency-shift-keyed radio transmitter 4 and antenna 5. A
message is received by communications unit 6. which
dccodcs it, enters the messages into its internal memory, and
displays the message visually and turns on visual indicators
andfor auditory alarms, as appropriate. The unit will also
generate an acknowledgement for each message that is sent
to the central station.

Each communications unit 15 transmits an identification

code in the form of digitally encoded infrared light, which
is received and stored by one or more remote stations 7, 8,
and 9 receiving it. Other data, such as acknowledgements of
received messages, responses, or original messages are also
included with the identification signal when available. The
central station periodically polls, by means of a two-way
wire or optical fiber communication circuit, each remote
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station and receives in return the identification code and any
additional data that the station has received from one or
more communication units. Each remote station consists of

one or more photodiode infrared detectors, an analog«to-
digital converter, a microprocessor, memory, and serial
cornmnnications interfaces.

The two primary sources of messages are the electronic
mail network and incoming telephone calls. An incoming
electronic mail message is transmitted by a remote work-
station through an electronic mail server 1 and to the central
communications station 3, which transmits the message via
radio 4 to the appropriate communications unit 6. The user
can, if desired, choose a response that will be trarisrnirted
back to the originator of the message.

An incoming call to the user's extension enters the PABX
system control 2, with the call indication, extension number
called, calling number and any further identification of
caller, if available, passed to the central communications
station 3 and then transmitted by radio 4 to the communi-
cations unit 6.

The user may select a response, which is passed by
infrared light to a remote station 7 (with a code added to
identify the remote station), with the response sent to the
central cornmunications station 3 and then to the PABX

control 2, which can, if desired, initiate a call transfer, eidtcr
to a receptionist, to a voicemail system, to the extension
where the user is located, or to another extension.

(In an alternative embodiment, ultrasound is used instead
of infrared light for communication from the communica-
tions unit 6 to the remote stations 7, 8, and 9. In this case
each remote station has an ultrasonic microphone and appro-
priate signal processing hardware instead of a photodiode
infrared detector. In the remainder of this application, ref-
erences to “infrared light" can generally be interpreted as
meaning “infrared light or, in an alternative embodiment,
ultrasound")

FIG. 2 shows the configuration of infrared detectors and
associated remote communications stations in difierent

rooms of a building and along a corridor, with each detector
and station shown as a circle. Station 15, for example, is
installed in an oflicc, while station 16 is installed in a
corridor. Infrared detectors may be mounted on walls or on
the ceiling, and more than one detector may be used in a
given room to provide more reliable coverage.

FIG. 3 is a block diagram that shows the hardware
architecnirc of the communications unit.

All of the integrated circuits in the communications unit
are especially miniature, lightweight, and have low power
consumption. The radio signal broadcast from the central
communications station is picked up by the antenna 21 and
passed to the radio receiver 22 and to the frequency-shift-
keyed detector 23. The radio signal has a frequency of
approximately 1,900 Mhz, using the band recently assigned
for unlicensed use in buildings for personal communications
services. (Until this band becomes fully available more
conventional bands can be used). The output of the FSK
detector is applied to a shift register and associated logic 24
which converts the 4300 birlsecond bit serial data to S-bit

parallel form before providing it to the microprocessor 25,
generating an interrupt when each character is received.

The microprocessor itself 25 is a 8-bit processor. A
Colpitts crystal oscillator 26 operating at 3.932 Mhz pro-
vides a real-time clock signal directly to the microprocessor
at this frequency and also to frequency dividing counters 27
that provide a 76.8 khz (16 times the 4800 bitfsecond bit
rate) clock signal to the asynchronous character receiver
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{shift register) 24, a 38.4 lrhz clock signal to an asynchro-
nous character transmitter 28, and a 1.2 khz clock signal to
the microprocessor for use as a clock generating an interrupt
for use with timing of the thumbwheel position encoder and
auditory and visual indicators. The thumbwheel position is
sampled 18.75 times per second. (A different clock fre-
quency is provided for t.he transmitter 28 in the case of
ultrasonic transmission).

Associated with the microprocessor is a programmable
read only memory (PROM) 30 with 4K bytes of storage, and
a random access memory (RAM) 29 with 8K bytes of
storage. The PROM contains the program for the micropro-
cessor while the RAM contains messages after conversion to
digital codes, information extracted front the messages for
display to the user, and other infomtation.

Software in the microprocessor extracts information to be
displayed, which is placed into a memory and causes char-
acters to be displayed on the liquid crystal display 31. The
display also includes indicators indicating that a message is
available and its priority. Lamps 33 and 39 also indicate
when there is a Ring or Urgent message or indicate the status
of the communications circuit. In addition, an auditory bit,
audio amplifier, and speaker 37 can provide an auditory
alarm. A thumbwhcel 32 allows the user to display messages
and responses that are stored in memory. The thumbwheel is
sampled by an encoder 33 that sends a 10-bit representation
of its Phsidon to the microprocessor. A user may also press
the control key 34 to send a response to a message. to
transmit a message, to select a command, or to delete a
message.

Data from the communications unit is sent at a rate of

38,400 hits per second, with the microprocessor sending
each B-bit character to the asynchronous transmitter 28,
which sends each bit to a driver 35 and to an infrared emitter

diode 36. {More than one emitter may be used to provide
coverage in different directions). (in the alternative embodi-
ment using ultrasound, the driver and infrared light emitter
is replaced by an ultrasonic frequency synthesizer, pulse
encoder, amplifier, and ultrasonic transducer.)

When an auditory signal is desired to alert the user, the
microprocessor produces it by toggling an Auditory Output
Bit at an auditory signal rate that is amplified by an opera-
tional amplifier and speaker 37.

FIG. 4 shows a front view of the physical layout of the
remote communications unit. At the very top left are infrared
diode emitters 40, and 41 (replaced by one or two ultrasonic
transducers in the alternative embodiment using ultrasound).
Lamp 42 at the top indicates when a Ring or Urgent message
has been received, with the lamp flashing at a rate of two
flashes per second indicating a Ring and the lamp flashing at
a rate of one flash every two seconds for 20 seconds, then
turning solid, indicating an Urgent message. At the far right
is the Communications lamp 43. which indicates the status
of the communications circuits. If the lamp is turned on for
any significant period of time, it indicates trouble. If a user
has sent input data (i.e., responded to a message) but has not
received an acknowledgement of it, the lamp is solidly on.
If the unit has failed to receive data and no response from the
unit has been received recently, the lamp is also turned on.
In contrast, a momentary flicker (150 mS) of the lamp
indicates a successful transmission from the unit. lust below

is the liquid crystal display 44, with a marl: at the center left
of the display that serves as a cursor 45 indicating the
response being selected or the message being deleted. Below
the display is an optional identification photo 46, included
when the communications unit is incorporated into a cor-
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porate-identification badge. At the bottom left is a speaker 47'
capable of emitting sounds in the sonic range to server as an
auditory alarm. At the bottom center is a key 48 used for
deleting messages, for sending a response that has been
selected, for executing preprogrammed commands, and for
making other selections depending upon the context. At the
bottom right is a thumbwheel-—a small cylinder 49 that can
be rotated either up or clown by the user’s thumb that is used
to control the display of messages, responses, and other
information.

FIG. 5 is a rear view of the unit, showing an additional
infrared emitter 51, optional corporate and employee iden-
tification infomtation 52 and a clip 53 for attaching the unit
to the uscr’s clothing. An access plate 54 for replacing the
battery is also shown.

FIG. 6 is a side view of the unit, showing the infrared
emitters (or ultrasonic transducers) 51, 40, and 41. liquid
crystal display 44, and clip 53.

FIG. 7 shows the format of a message sent to the
communications unit and how it is broken down into packets
for transmission. The upper part of the figure shows the
message text, which begins with an STX 71, followed by a
7-bit channel number '72 (assigned when the first packet in
the message is placed in the queue for transmission}, the
actual text of the message 73, ending with an EOM '74.

The message text may include special characters desig-
nating specific situations, such as the receipt of a Fax,
voicemail message, or Print job, that causes indicators in the
communications unit to be displayed. If the entire message
stored in the Email Incoming Message Archive is not
contained in the message, an ASCIIETB character just
before the EDM indicates this.

The message text is broken up into from 1 to 8 packets,
depending upon the length of the message, with the example
shown a message with 3 packets. Each packet can hold a
maximum of 42 data characters. The bottom part of the
figure shows how the message text 73 is divided up and
placed into packets 75, 76, and 77, with header and error
check infonnation added to the beginning and end of each
packet.

FIGS. 8-11 show the data formats associated with the

transmission of data in packets from the central communi-
cations station to the communication units and in the return
direction.

FIG. 8 shows the format of a Data packet. The packet
begins with an ASCII start-of-header (SOH) character 78,
with the higher order bit {which is sent last) set to 0. All data
in the figures showing packet fomtats show T-hit characters
for simplicity; however, each character transmitted is actu-
ally 8 bits in length (plus start bit and stop bit for a total of
10 bits}. The 8th (higher order) bit is set to 1 except in two
cases: An 5011 character and an ASCII end-of-transmission

(EDT) character. The character following the SOH character
in the Data packet contains 2 bits designating the packet type
79 (00 if Data, 01 if Input Data Acknowledgement, 10 if
Ack.Acl<, and 11 if Not Responding). 'I‘wo following bits in
the character are used to indicate the priority of the packet
80 (Ring. Urgent. High, or Normal). The remaining 3 bits of
this character and the 7 bits of the following character
contain a lfltbit identification field 81 designating the com-
munications unit. The two characters following that 82
contain a 14-bit Packet Sequence Number (7 bits in each
character), followed by from 1 to 42 data characters 83, a
7'-bit cyclic redundancy check [CRCJ 34, and an EDT 85.
The first 2 bits of the Packet Sequence Number are the same
as the packet priority. A data packet thus has a total of from
8 to 49 characters.
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FIG. 9 shows the format of an input Acknowledgement
Packet. This packet is received by the unit via radio. There
are two forms of this packet: I.nputAck and Utu'tAck. An
InputAe‘lt acknowledges an Input Data packet sent by the
unit. A UnitAck acknowledges the ID sent by the unit if
input data is not sent. The packet begins with an SOH
character 87, with the following character consisting of the
following fields: A 2-bit field indicating the packet type 88
(Data, Input Data Acknowledge, AckAck, or Not Respond-
ing), a bit 89 indicating whether this is an InputAck or
UnitAck, an unused bit 90, and 3 bits 91 for the upper 3 bits
of a 10-bit identification field designating the communica-
tions unit. The following character contains the remaining it‘
hits 92. of the unit ID, and the character following that 93 a
’.-’-bit input Packet Number, a packet sequence number for
the input data packet that is being acknowledged. The
character after that 94 is a CRC and the character following
that is an HOT 95.

FIG. 10 shows the format of an “AckAck" or “acknowl-

edgement of an acknowledgement” packet. This packet is
received by the unit via radio, and its purpose is to cause the
termination of repeated transmissions of acknowledgements
from the communications unit. The packet begins with an
SOH character 97, with the following character consisting of
the following fields: A 2-bit field indicating the packet type
93 (Data, Input Data Acknowledge, or AcltAck), 2 unused
bits 99, and 3 bits 100 for the upper 3 bits of a 10-bit
identification field designating the communications unit.
The following character contains the remaining '3' bits 101 of
the unit ID, and the two characters following that 102 and
103 a 14-bit Packet Sequence Number for the data packet for
which an acknowledgement has been received. The charac-
ter after that is a CRC I04 and the character following that
105 is an EUT.

FIG. 11 shows the format of a Confirm Data packet. This
packet is sent via radio to the communications unit at
frequent intervals to confirm that all Data packets sent
[except Ring packets) have been received by the unit. The
packet begins with an SOH character 106, with the follow-
ing character consisting of the following fields: A 2-hit field
indicating the packet type 107 (11 if Confirm Data), 2
unused bits 108, and 3 bits for the upper 3 bits of a 10-bit
ID field 109 designating the cornmunicatious unit. The
following character contains the remaining 7 bits of the unit
ID. The following two characters contain the last packet
sequence number transmitted for the Urgent priority 110, the
next two the same for the High priority 111, and the next two
the same for the Normal priority 112. The following char-
acter 113 contains the time since a response has been
received by the unit, in tenths of a second. The character
following that 114 contains a CRC, and the final character
115 an l-30'1"‘.

(In an alternative embodiment in which transmission from
the communications unit is initiated in response to a poll
from the central station rather than autonomously, a new
type of packet, the Unit Poll packet, is defined. This packet
uses essentially the same format as the Confirm Data packet
used in FIG. 11. In this case, both Confirm Data and Unit

Poll packets have a Packet Type of ll as identified in field
109. However, bits from field 110 unused in the primary
embodiment are used to designate whether the packet is a
Confirm Data or a Unit Poll packet. with 00 indicating a
Confirm Data packet and 01 indicating a Unit Poll packet.)

FIG. 12 shows the format of packets sent from the
communications un.it to one or more remote stations via

infrared light.

The top diagram in the figure shows the general structure
of the packet, including an SOH character 116, a 3-character
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headerlil) sequence 117, an acknowledge sequence 118 of 1
or 2 characters, input data 119 of 3 to 32 characters, a CRC
character 120 and an BOT character 121. The acknowledge
sequence and input data sequence are optional, as indicated
by the bits set in the header.-'ID sequence.

The diagram. just below shows details of the headeriID
sequence. The first character consists of the following fields:
A 2-bit field 122 indicating the acknowledgement type (00
indicates that no acknowledgement is being transmitted, 10
indicates that a single packet is being acknowledged, while
11 indicates that more than one packet, in a continuous
sequence, is being acknowledged), a 1-bit field 123 indicat-
ing whcther or not input data is being transmitted, 1 bit that
is unused 124, and 3 bits of the l0-bit unit ID code 125. The
second character consists of a single 7-bit field with the
remaining T bits of the ID code. The third character contains
a 7'-bit field 126 containing a number representing the
calculated reliability of the radio transmission being
received by the unit.

The two diagrams below the headcrlID sequence show the
two alternative formats for sending an acknowledgement of
a data packet received by the unit. In one format 128 a single
data packet is acknowledged (with a two-character sequence
containing the 14-bit packet sequence number of the data
packet}. In the other format a continuous sequence of
packets is acknowledged, with the first two characters con-
taining the 14-bit packet sequence numbers 129 of the
beginning packet being acknowledged and a I-bit field in the
third character 13-0 containing the length of the sequence
being acknowledged.

The next diagram shows the format of an input data
sequence, including a 7-bit Input Packet Number 131 in the
first character of the input data packet, a 7-bit channel
number 132 referring to the original packet that this is a
response to {with the number set to 0 if this is an original
message and 1 if a response to a message from the I-‘ABX
control) and 1-20 characters of data 133.

A specific form of the Input Data Sequence 131, 132, and
133 includes as data only a single ASCII DEL character,
indicating that the user has deleted the message referred to
by the channel number and that the channel number should
be dcassigncd and the message deleted from the Email
Incoming Message Archive. Another form has two DEL
characters in succession, indicating an Undelete—that is the
previous Delete command is to be reversed.

The next two sequences show the input data formats.
There are two formats, :3 two-character compressed fixed
length sequence, and a variable length sequence. The two-
character sequence consists of an ASCII character 136
indicating the type of code, followed by a 7-bit character 137
indicating the particular code. The ASCII characters used for
indicating code type are ENQ, BEL. BS, HT, and VT.

If the type character 136 is an ENQ, this is a Response
Code. If the 7-bit code that follows 137 is front 0 to 19, the
response indicates one of the responses (with 0 referring to
the first response, I to the second, etc.) included with the
message sent to the unit. If the code 137 is from 21 to 127,
the response indicates one of the preprogramrned responses
in the Preprogrammed Response List. If the code is 20, it
indicates that the user has selected the *MORE* response to
obtain more of the email message. (The Preprograrrtrned
Response List, Preprogrammed Message List. and Prepro-
grarnrned Emaii Address List are contained in data structures
in both the Central Station and Communications Unit.) If the

type character 13-6 is a BEL, this is a response but using one
of the preprogrammed messages in the Preprogrammed
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Message List, as indicated by the code 0-127. If the type
character is an HT, this is a command code, with the code as
indicated by the code character 0-127 and retrieved from a
hard-coded Command List. If the type character is aVT, this
is an Email Address code, with the code as indicated by the
code character 0-127 and retrieved from the Prepro-
grammcd Email Address List. Multiple addresses can be
used by providing additional character sequences. If the type
character is a BS. this is an original message, with the
message as indicated by the code 0-12’? and retrieved from
the Preprogrammed Message List. The message will be sent
to the email address sent in the same or previous transmis-
sion of input data.

If the type character is a F, S0, or SI, this is a variable-
lcngth (uncompressed) sequence, which consists of a type
character 138, 1 to 30 characters of text 139, followed by an
ETX character 140. An FF indicates a composed response,
50 a composed message, and S1 at composed Email Address.
Multiple email addresses can be used by using additional
character sequences.

FIG. 13 shows the format for a Poll packet that is sent
from the central communications station over a wire or

optical fiber link to all remote communications stations. The
Poll packet is 5 characters in length, and includes an SOH
character 151. a 4-bit unused field 152, the 10-bit address of
the remote station ID 153 (different than the ID of the
communication units), with 3 bits in one character and 7 in
tile other. a 7-bit CRC character 154 and an EOT character
155.

FIG. 14 shows the formats of a packet sent from a remote
station via the wire or optical communications circuit in
response to a poll.

The top two diagrams show the two possible forms of the
packet. One is a single NAK character 161, indicating that
the station has not received any signals from any unit for a
timeout period [the last 4096 seconds, somewhat more than
an hour}. The other begins with an SCH character 162 and
has a subpacket for each unit that it has received a signal for
within the timeout period [two are shown in the HQ, 163
and 164), a CRC character 165, and an BOT 166.

Each subpacket consists of the fields shown: A 2-character
Header.-‘ID sequence 171, a 2—charactcr elapsed time
sequence 172, and ACK sequence of 1 or 2 characters 173,
Input Data of 3 to 22 characters 174, a Signal Reliability
field 175 1' bits in length (from the same field in the Header
ID sequence from the unit), 3. Signal Amplitude field 176
(indicating the amplitude of the infrared signal as received
from the unit at the remote station), and an ETX character
17?.

The I-leader.-‘ID sequence consists of a 2-bit Ack Type field
178 (00 if no acknowledgement transmitted, 01 if a single
packet is being acknowledged, 10 if a sequence of packets
is being acknowledged), a 1-bit field indicating whether
input data is being transmitted 179, 1 bit that is unused 180,
and 3 bits of the 10-bit Unit ID code 181. The second

character consists of a single 7-bit field with the remaining
7 bits of the ID code.

The Elapsed Time sequence consists of 2 characters 182
and 183, with each character holding 7 bits of a 14-bit code
representing the elapsed time in seconds (0-4095) since the
remote station has received a packet from a given commu-
nications unit.

The ACK and Input Data sequences are formatted as
shown in FIG. 12.

FIG. 15 shows the format of message text sent from the
Central Station to a Communications Unit, including par-
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ticularly the responses that can be selected to that message.
The message text 191 is followed by an ETX character 192,
then the first response 193. with successive responses 195
and 197 separated by ETX characters 194 and 196, and with
the final response followed by an EOM character 198. Note
that there is a maximum of 20 responses for any message.
The message text, and particularly, responses are fomtatted
with newline characters terminating each physical line,
should the text or response exceed the capacity of a single
line. An ETX character terminates a. response or message
text and also terminates the physical line. If there are no
responses, the message is tennirtated by an EOM. {A new-
line character is an ASCII carriage return.)

FIG. 16 shows the format of a message defining prepro-
grammed responses, messages, and email addresses. This
data is sent from the central station to the communications

unit to define the preprogrammed responses, messages. and
email addresses that can be selected by the user. The
definition character 201 is an ASCII ENQ, BS, or VT,
depending upon whether a set of responses, messages, or
email addresses are being defined, respectively. Following
that are the separate responses 202, 204, and 206, separated
by an ETX character 2.03 and 205, and terminated by an
EOM character 20?. As above, responses are formatted with
newline characters terminating each physical line, should

the response or message exceed the capacity of a single line.
An ETX or EOM character tenninates a response or mes-
sage and also terminates the physical line.

FIG. 17 shows a flowchart of the software architecture for
the central communications station. Software is divided into

a number of difierent modules, of four difierent types: (1)
PABX modules for processing messages to and from the
PABX related to telephone calls; (2) Email modules for
processing messages received via the electronic mail system
or sent through that system; (3) Communications modules
for handling the transmission of data to the cornmunicatiort
units via radio and for handling communication with remote
stations, including the receipt of acknowledgements and
input data and necessary polling and other functions; and (4)
A clock module that initiates certain events at appropriate
times. ln all cases a module- is entered as the result of a

particular test being passed; if the test is not passed control
is passed to the next test. When a module has completed
processing program control passes to the first test 211.

A test is first made 211 of whether an incoming message
has been received from the PABX Control. An interrupt
service routine receives characters that constitute messages
from the PABX, which can be either a message reporting an
incoming call or a message reporting that a particular
extension has gone on-hook or off-hook. When the last such
character in a message has been received a flag is set
indicating to the main program that a message has been
received, and the PABX module is then called 212 to process
it. An incoming call message will result in any additional
caller ID information that may be available at the central
station being added and result in the creation of 3 list of
extensions that the user could transfer a call to. The message
created for transmission to the unit is then placed in the
Message to Unit Queue, and the first packet of that message
placed in one of the Packet to Unit Queues. An on-hook or
olT—hook message is not sent to the communications unit, but
changes the Extension On-Hook List, which records the
on.I'ofl°-hook status of each extension, which is used in
evaluating whether a given extension might be available for
transferring a call.

A test is then made 213 of whether a message has
completed transmission to the PABX. If so, a test is made
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214 of whether another message is available to be sent to the
PABX. If yes, that transmission is initiated 215.

A test is then made 217 to see if an electronic mail

message has been received over the local area network
connecting the central station with computer workstations. If
so. a module is called to process 218 the received email
message. An interrupt service routine receives each charac-
ter from the network, with the end of a message resulting in
a flag being set indicating that a message is available to the
main program in a butter memory. Electronic mail intended
for a communications unit is sent to a pseudoaddress similar
to the normal address of a user. For example, if a user's
address is "peterson@cogdes.com", the user‘s communica-
tion unit address might be "peterson%pager@cogdescorn”,
with all such messages forwarded by email system to the
central station. If such a message has arrived, the central
station looks up the address to see if it is a legitimate user;
if not an error message is returned to the originator of the
message. If the user exists, the entire message is placed in
the Email Incoming Message Archive. The message is then
processed to extract only the most significant information
(Stripping off most of the header data) and also to extract
only the first part of long messages. in addition, if the sender
has indicated a set of responses for the communications unit
user to choose from, these are extracted, formatted, and

added to the message. The resulting message, together with
the unit ID. is placed in the Message to Unit Queue and the
first packet of the message extracted and placed in the
appropriate Packet to Unit Queue depending upon its pri-
ority. Dctails of this can be found in F1G. 18 and the
associated text.

A test is then made 220 to see if an outgoing electronic
mail message has completed transmission (and another can
be sent). Ifyes, a test is made 221 to see if another message
is available (in the Email Outgoing Message Queue) to be
sent. If yes, the message is initiated 222. An electronic mail
message transmission is initiated by the central station in the
following way: The message is placed in a buffer memory
and the first character in the message transmitted to the
electronic mail interface hardware. The completion oftrans-
mission of each character causes an interrupt handler to
obtain the next character and transmit it, with the handler
setting a flag when the message has been completely sent.
When a new message is to be sent, the message that has been
in the queue the longest is selected.

A test is then made 223 of whether a response has been
received (to a previously transmitted Poll packet) from a
remote station. If so, a module is called 224 to process it and
send another Poll packet. If the response is a successfully
error checked packet, a subpacket for each communications
unit that sent a response is extracted. For each acknowl-
edgement included in the subpacltet, the original packet is
deleted from the appropriate Packet to Unit Queue, an
Acl-tAck (acknowledgement of an acknowledgement) packet
is placed in the appropriate Packet to Unit Queue, and, if
there is another packet in the original message, that Packet
is also placed in a Packet to Unit Queue. If input data is
included in the subpacket, that data is routed to the appro-
priate destination (email servcr, PABX, or other communi-
cations unit), and an Input Acknowledge packet placed in the
appropriate Packet to Unit Queue. If message has been
deleted from the unit memory, that message is also deleted
from the Email Incoming Message Archive, and the channel
is deassigned. {The information is saved in a temporary store
in case the user performs an Undclete operation). If a unit
was previously not receiving or responding (i.e., likely out
of the building). Data packets that were on hold because of
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this tagged to be selected and sent. After the response from
that station has been processed. or if the response is a NAK
character or a timeout has occurred before a successfully
error checked packet has been received, a new poll packet is
selected and initiated. Details can be found in FIGS. 19 and
20.

A test is then made 225 of whether a packet has completed
transmission to the unit via radio. A packet to be sent is then
selected from those in the Packet to Unit Queues, or, if the
queues are all empty, a short dummy packet is sent to a
dummy unit address. The packet selected depends on a
calculation of the relevant urgency of transmitting difi’erent
packages in queues with different priorities (which are
related to the priority of the packet, Ring, Urgent, High, or
Normal). The status of the communications unit—whether it
is receiving data and responding, whether it is not respond-
ing and not likely to be receiving (because of being out of
the building)—is also a factor, as is the priority of the packet,
with Ring packets, for example, not transmitted if the unit is
out of the building. A selected packet is fomtatted and sent
226 and the polling frequency increased for those stations
likely to be near the unit. For more details, see FIG. 21.

(In an alternative embodiment, in which transmission are
not made automatically under the control of a timer in each
unit, but are made in response to a Poll packet transmitted
from the central station to the unit by radio, the selection of
a packet to send includes these unit poll packets, as opposed
to station poll packets described elsewhere and sent via wire
or optical communication).

Finally, a test is made 227 of whether a clock event has
occurred. The "time Event Flag is first tested to see if another
second has elapsed. If so, that flag is cleared and the Clock
Event Queue is tested to see if one or more events are to be
executed at the current time.

lfthc event is a Station Poll Queue ‘Timeout (meaning that
a given station has remained in a particular Poll Queue for
the prescribed length of time), the given queue and station
ID are retrieved, and the appropriate item moved from one
queue to another. If the queue the item is being moved to is
Queue B, the item in the Clock Event Queue has its queue
changed to B, its time set to 900 seconds after the current
time. and the item moved to the end of the queue. If the
queue the item is being moved to is Queue C, the entry in
the Time Event Queue is deleted.

If the event is a Unit ID Response Timeout, the Unit
Status field in the Unit Status List is updated (to indicate that
the unit is not responding), and Packet to Unit Queues are
checked for packets addressed to that unit that have the
Waiting for Aclt bit set. For each such packet, the Waiting for
Ack bit is set to 0. If the status of the unit is Not Receiving
or Not Responding, the Hold bit is set to 1. If there are one
or more Data packets with Hold bits set, a Confirm Data
packet is moved from Packet to Unit Queue G to Packet to
Unit Queue F, if it is not already in Queue F.

After processing the clock event 228, program control
returns to the start of the program.

FIG. 18 shows a flowchart of the software module in the

central communications station that processes incoming
electronic mail messages. Incoming email arrives through
the Email Server as a result of it being addressed to a
pseudoaddrcss (e.g., “peterson%pagcr”) associated with the
user‘s normal email address (e.g.. “pcterson”). This may be
a result of the originator of the message sending the message
specifically to the communications unit (using the pseudoad-
drcss) or the originator sending a message to the normal
message address with a copy to the communications unit. It
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may also result from the user's workstation having email
software set up to forward certain messages automatically.
This may be all messages from a certain sender, all with
certain keywords in the subject line andfor text, messages
with a certain (e.g., urgent) priority, or a combination of the
above.

A test is first made 231 of whether the email address is

legitimate by looking it up in the Email Address to Unit ID
Map. If the address is not found, a response message is
generated 241 to the sender indicating that a communica-
tions unit is not active for that address, the response message
placed in the Email Outgoing Message Queue, and the
module is done.

If the email address is legitimate, a test is made 232 of
whether the message is a request for the user’s present
location, a maintenance message from the user or system
administrator, or a message intended for a user. (A location
request message has ‘‘%l’‘ as the first 2 characters in the
message text, and no other characters, while a maintenance
message has “%$" as the first 2 characters in the message
text, and no other characters on that line.)

If the message is a location request, the present location
of the communications unit and the time the unit last

responded is looked up in the Unit Status List 2.33, a
response email message containing this information is sent
to the originator, and the module is done. (If the user has set
privacy mode, the response says only “Privacy Mode Set").

If the message is a maintenance message, the user's or
system administrator's password (contained in encrypted
form in the message) is checked and, if the originator has the
appropriate privileges, the appropriate changes are made
234, a response message sent 235 verifying the changes, and
the module is done. Changes to and queries of tables that
define users, user IDS, telephone extensions, and locations
and telephone extensions near remote stations are made
using a simple set of commands contained in email mes-
sages that can be originated at any workstation connected
via the email server to the system. Users can also define
preprogrammed responses, messages, and email addresses,
and set parameters, in this way.

If the message is intended for a user's communications
unit, the first 2048 byes of the message are entered 236 into
the Email Incoming Message Archive, which allows users
access to substantial parts of most messages. While most
traffic is likely to involve very short messages, there are
situations (such as a user stuck in a meeting) where a user
may want to read a longer message via the communications
unit.

The most significant information in the incoming message
is then extracted 237 and packed into the first message to the
unit (up to 128 bytes if it is the first part of an incoming
message; up to 336 bytes if a user has requested more data
from a message stored in the Email Incoming Message
Archive). This is done by identifying separate lines in the
header message and taking only the text in the subject line,
the email address of the sender, message text, and the
signature at the end of the message. In addition, canned
responses that have been added to the message by the sender
(either by the person originating the message or by a
software rnessage-sending tool that automatically appends
appropriate responses) are extracted, tagged appropriately,
and added to the end of the extracted text. The first such

response is identified by a “!" character in the first colutnn
of the line. When this character is found, the remaining
characters on the same line are considered the first response,
and each following line (with a newline character. defined as
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an ASCII carriage return, indicating a new line) containing
an additional response. A priority is then assigned 238 to the
message, either Urgent, High, or Normal. An Urgent priority
is given when it is specified by the originator of the message
(with % Urgent as the first text of the message indicating
this). The user can also cause messages from certain email
addresses to be sent as Urgent. Messages sent to the com-
munications unit directly are given a High priority, while
messages forwarded from the user’s workstation are given a
Normal priority. Other criteria for assigning priority levels
are also possible, and such criteria could be modified by the
user. Examples include the length of the message, priority
codes that are part of the email header, specific words
indicating topics of particular interest, etc.

A charmel number is then assigned 239 for this particular
message. This is done by scanning the Channel to Email
Address Map until an unassigned channel is found, and
assigning that channel to the incoming message. The
Assigned Bit is set to indicate that the channel is being
assigned, the email address of the message originator is
entered, and a pointer to the Incoming Email Message
Archive that designates the beginning of the message is
entered. all in the Channel to Email Address Map.

The compressed form the message (with the channel
number the first byte after the STX) is then placed 240 in the
Message to Unit Queue. and the first part of the message (up
to 42 characters) defined as the first packet and placed in the
appropriate Packet to Unit Queue, depending upon the
priority of the message.

FIG. 19 shows a flowchart of the first part of the com-
munications software for the central station that processes
packets received from the remote station.

A test is first made 251 of the form of the response from
the station. There are three options: (1) A packet has been
received and successfully error checked; (2) A NAK char-
acter has been received; and (3) A Station Response Timeout
has occurred [identified by testing the Station Response
Timeout Flag) before one of the above has been received.

If the response is a packet with a correct error check,
control passes to point 1.

At point 1, the next unit subpacket is extracted 252 from
the packet, and the unit ID for that subpacket is also
extracted.

The station ID, current time, signal reliability, and signal
amplitude is then saved 253 in the Unit Status List for the
unit involved and the station the response was received
from.

A test is then made 254 of the Unit Status. obtained from
the Unit States List. If the status has changed from that
stored, and the new status is Receiving and Responding, the
Packet to Unit Queues are scanned for packets for the unit
that are on hold, the Hold tag is removed 255 from any such
packets, and control passes to point 2. Otherwise. control
passes immediately to point 2.

At point 2, a test is made 256 of whether an acknowl-
edgement sequence is included in the unit subpaeket. If yes.
control passes to point 3. If an acknowledgement sequence
is not included, a test is made 257 of whether sufiieient time
has elapsed [i.e., a timeout) since the transmission of the
packet for an acknowledgement to be expected. If yes, the
“Wait for Aek” tag bit is removed 258 from any such packets
(to allow then to be retransmitted if the Hold bit is not on).
If the new unit status is Not Receiving but Responding, the
Hold bit is also set for those packets with High or Normal
(but not Urgent) priority, so that an attempt to transmit will
not be made until the unit status has changed. Control then
passes to step 259.
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If a unit response timeout is not presently in the Time
Event Queue, a unit response timeout request is then entered
259 in the Time Event Queue, with the time set to the current
time plus 90 seconds. If a request is already in the queue, its
time is reset to the current time plus 90 seconds. Program
control then passes to point 5 in FIG. 20.

At point 3, the packet number of a packet needing
acknowledgement is extracted 261 from the subpacltet
(including intervening packet numbers if a sequence of
numbers is specified). An Ack.Ack packet for each acknowl-
edgement data packet is then placed 262 in Packet to Unit
Queue C. In addition, each original packet is deleted 263
from its original Packet to Unit Queue. If another packet is
contained in the message, that packet is extracted and
entered 264 in the appropriate Packet to Unit Queue.

A test is then made 265 of whether there are more

acknowledgements in the subpacket. Ifyes, control passes to
point 3. If there are no more acknowledgements in the
subpacltet, a test is rrtadc 266 of whether there are other
packets still waiting (in Hold mode) that have not been
acknowledged. If yes, the Data Confirm packet for the unit
is moved 268 to Packet to Unit Queue F if it is not in that

queue already. Control then passes to step 257. If no, the
Data Confirm packet is moved 267 to Packet to Unit Queue
G if it is not in that queue already. Control then passes to step
257.

If the response from the station in test 251 is a NAK or
some response other than a successfully error checked
packet after the timeout period of 50 mS (indicated by the
Station Response Timeout Flag being set), control passes to
point 4.

At point 4, the next Poll packet to be sent is first selected
271. This is done as follows: There are three queues (Poll
Queues A, B. and C) that hold poll requests, with each
remote station ID entered into one of the queues at any given
time. depending upon the activity of units near each station.
For each queue. a pointer indicates the “next” station ID in
the queue, which is the station for which the greatest amount
of time has passed since being polled. (This pointer is reset
to the top of the queue after the bottom ID in the queue has
been polled—the queue is circular. with stations continuing
to be polled as long as they are not specifically removed
from the queue.) For each of the three queues, the next
station is retrieved, including the time that a poll was last
sent to that station. A calculation is then made of the

“urgency” for each of the three stations, with urgency a
measure of the extent to which not sending a poll would
result in allowing performance to lag behind what is
expected for a particular queue. The calculation is made with

the following formula: urgency: mm,!tt,p,_,g,,,,, where tmm,
is the actual time elapsed since the last poll was sent to the
given unit and t,,,,,,,,e,, is a parameter selected based on the
time that a poll is likely to be in the given queue. While

t,,,p,m,, for each queue varies depending upon the data rate
of the wire or optical fiber transmission line and the number
of units, typical values are 50 mS for P011 Queue A, 500 mS
for Poll Queue B, and 1000 mS for Poll Queue C.

After the calculation is made for the next item in each

queue, the queue with the greatest urgency value is selected
and a poll packet is formatted for the appropriate item in that
queue and sent 272 to the corresponding station. Actual
transmission of the packet is done by an interrupt service
routine, which interrupts after each character is sent. After
transmission of the E01" character, the central station dis-

ables the wire or optical fiber transmit interrupt, clears the
communications receive interface. and enables receive inter-
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rupts, to allow the interrupt routine to process incoming
characters of the response. The Station Response Timer and
the Station Response Timeout Flag are then cleared.

The module is then done and control passes to the start of
FIG. 1'7.

FIG. 20 shows a flowchart of part of the communications
software for the central station that processes the part of
packets from the remote station that contain input data.

At point 5, a test is made 281 of whether input data is
included in the unit subpackct. If not. control passes to point
6. If input data is included in the unit subpacket, control
passes to step 287.

At point 6, a test is made 282 of whether a delete message
sequence is included in the unit subpacket. If not, control
passes directly to step 283. If yes, control passes to step 285.

The status of the unit is then set 283 to Receiving and
Responding or Not Receiving but Responding, as appropri-
ate

A test is then made 284 of whether another unit subpacket
is in the response. If yes, control passes to point 1 in FIG.
19. If not, control passes to point 4 in FIG. 19.

At step 285, a channel number is extracted from the unit
subpackct, and that channel number used to delete the
corresponding original message from the Message to Unit
Queue and the Email Incoming Message Archive. The
channel number is then deassigncd from use by clearing the
Assigned Bit in the Channel to Email Address Map for the
corresponding channel.

A test is then made 286 of whether more messages should
be deleted. If yes. control passes to step 285. If not, control
passes to step 283.

At step 287, input data is extracted for one message. The
message channel number indicates the message involved.

An Input Acknowledge packet containing the Input
Packet Number is then sent 288 by placing it in Packet to
Unit Queue C.

A test is then made 289 of the Input Packet Number by
comparing it with the Last Packet Received number (which,
unlike the case of the packet numbers used for output data,
is the same for all priorities). The comparison is made
modulo 128, with a received number considered greater than
a last packet received number if it is between 1 and 63
above, modulo 128, the last packet received. (Thus, if the
last packet received was 125, and the new packet just
received had a number of 3, the new packet would be
considered greater than the last packet received and thus not
a duplicate). If the number of the packet just received is less
than or equal to that of the last packet received, it is
considered a duplicate and is ignored, with control passing
to step 294. A received packet number is considered less
than a last packet received number if it is between 1 and 63
below modulo 128, the last packet received. If the number
of the packet just received is greater than that of the last
packet received, the input packet is processed.

A test is then made 290 of whether the input data is a
request for more data from an email message only part of
which was sent to the communications unit. If yes, another
message and packet is formatted and placed 295 in the
Message to Unit Queue and the appropriate Packet to Unit
Queue. Control then passes to step 294. If the input data is
not a request for more data, the email address for the input
data is then determined 291. If the input data is a response
(either a response selected from those provided with the
message, a preprogrammed response, or an original message
sent as a response), the channel number is used to look up
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the corresponding email address of the sender of the mes—
sage in the Channel to Email Address Map. If the input data
is an original message, it either contains a 7-bit code that is
convened to an email address by looking it up in the
Preprogrammed Email Address List, or it contains the actual
email address.

If the message or response is in compressed forrn, it is
expanded 292. FIG. 12 describes the format of dilferent
forms of compressed and uncompressed messages and
responses. In the case of compressed responses the text is
obtained by using a code to look up the expanded form ofthe
response in an appropriate table. which replaces the codes
before transmission of the message or response to its des-
tination.

The resulting text after expansion and the addition of the
electronic mail address of both the destination and originator
is placed 293 in the Email Outgoing Message Queue.
However, if the email address is another communications

unit, the message is not placed in the Email Outgoing
Message Queue but, instead, placed in the Email Incoming
Message Archive and Email Incoming Message Queue.

A test is then made 2.94 of whether there is input data for
more messages in the unit subpacket. If yes. control passes
to point test 287. If no, control passes to point 6.

FIG. 21 shows a flowchart of the part of the communi-
cations software for the central station that selects and sends

Data and other nonpoll packets to communications units via
radio.

When started, the module first selects 301 the next packet
to be sent. This is done as follows: There are seven queues:
(Packet to Unit Queues A, B, C, D, E. F, and G) that hold
packets, with an incoming message, such as that from a
workstation via electronic mail, an incoming telephone call
from a PABX system, or a message indicating that a FAX
has come in, broken down into packets, with each packet
placed in one of the Packet to Unit Queues depending upon
the priority of the message. Packets that acknowledge input
data from communication units (Input Acknowledge pack-
ets), or that acknowledge acknowledgements of Data pack-
ets (AekAcl< packets) are also placed in one of the queues
(Queue C). A Data Confirm packet for each communications
unit is entered in either Packet to Unit Queue F or G,
depending upon the circumstances. At any given time, a
Data Confirm packet for each unit is contained in either
Queue F or Queue G.

To select the next packet to he sent, the oldest packet in
each queue is retrieved (but ignoring packets marked as
“Hold” or "Wait for Ack“) and a calculation is made of the
"urgency” of sending that packet, with urgency a measure of
the extent to which not sending the data packet would result
in allowing performance to lag behind what is expected for
a particular queue.

The urgency calculation is made as follows: urgency:

t,,,,,,,,,.*'t,_,,m,,_,,,., where t,,,,,,,,, is the actual time elapsed since
the packet was entered into the queue, and t,,,,m,,,_, is a
parameter selected for each queue so as to allocate priority
between the queues and that generally reflects the amount of
time a packet is normally expected to be in each queue.
Typical values are 50 ms for Queue A (Ring), 500 ms for
Queue B (Urgent), 1 second for Queue C (Input Aclt, and
AckAck) 5 seconds for Queue D (High), 10 seconds for
Queue E (Normal), 60 seconds for Queue F (Data Confirm.
expected acknowledgement), and 600 seconds for Queue G
(Data Confirm, no expected acknowledgement). These val-
ues can vary depending upon the data rate of the radio circuit
chosen, the number of units in the system, and the average
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level of Lraific per unit. In making the calculation. only Data
packets that have the ‘‘Hold’' and “Wait for Ack" bits set to
0 are considered. The packet to be sent is that packet from
the queue that has the highest urgency measure, except that
in making this decision. urgency values for packets in
Queues F and G are set to a maximum value if they exceed
that value (to avoid these latter queues from taking too much
capacity ir1 pealt load periods).

(In the alternative embodiment in which units are polled,
an urgency calculation is also made for packets in the Unit

Poll Queues A to C. These queues have a t,_,,,,,,,,,,,, value of
100, 500, and 2000 1118, similar to that of the (Station) Poll
Queues, with the Station ID field replaced by Unit ID fields.
Unit IDs are moved in the Unit Poll Queues according to
events in a ruanrtor similar to that of the entries in the

(Station) Poll Queues so as to decrease response delay when
Irafiic is sent. In addition, after the selection of a new packet,
a test is made of whether the packet selected is a Unit Poll
packet. If so, control is transferred immediately to point 1,
causing the packet to be sent regardless of the status of the
unit.)

After a packet has been selected, a test is made 302 of the
status of the unit that the packet is to be sent to. There are
five possible status states: Receiving and Responding, Not
Receiving but Responding, Not Receiving or Responding
(i.e., out of building), Receiving but not Responding (i.e., in
a room with no infrared sensor) and Not Responding (not
responding and unclear why}. For purposes of this module,
these are collapsed into two states, depending upon whether
the unit is Receiving (Receiving and Responding, Receiving
but Not Responding. or Not Responding) or Not Receiving
{either Not Receiving but Responding or Not Receiving or
Responding).

If the unit is Receiving. the packet is formatted and the
first character is transmitted 393 to initiate the interrupt
handler. If the packet is a Data packet, the Wait for Aek bit
is set and the packet remains in the queue. Data Confirm
packets also remain in the queue. If the packet is an Input
Acknowledge or Aelt.Ack packet, the packet is removed
immediately from the queue. If the packet just initiated is a
Data packet and the next packet from the same message is
available, it is placed 304 into the appropriate Packet to Unit
Queue.

If the packet is a Data packet. the frequency of polling of
stations likely to be near the communication unit is
increased 305. This is done by looking up the unit in the Unit
Status List and locating those stations that the unit has
recently communicated with (the 10 stations as defined in
the description of the Unit Status List data structure in FIG.
23). Each such station is moved to the highest priority
polling queue, Poll Queue A. if it is not there already. The
current time is also associated with the station entered into

the queue and. if a station is already in Queue A, the time for
that station is replaced with the current time. An entry is then
made for the station and queue in the Time Event Queue,
specifying a timeout time of the current time plus 90
seconds. The module is then done and control passes to test
211 in FIG. 1'7.

If the status of the unit is Not Receiving, a further test is
made 306 of the priority of the packet. If it is Ring, :1 further
test is made 307 of whether Caller ID information is

included in the packet. If yes, Packet to Unit Queue D is
searched 308 to see if there are any other packets that are
exactly the same (i.e., with the same Caller ID inforntation}
as the selected packet, and in which the timing indicates they
are simply additional rings of the same call. If so, the
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selected packet is removed from the queue. If there are no
such duplicate packets, the packet priority is changed to
High and the packet removed from Packet to Unit Queue A
and placed in Packet to Unit Queue D, and the Hold bit set
so it will not be transmitted until a response is received from
the unit {this provides a message to the user that a call was
received, but not in real time). The module is then done.

If there is no Caller ID information, the Ring packet is
removed 309 from the queue (resulting in the Ring being
ignored) and the module is done.

If the packet priority resulting from test 306 is Other
(Urgent, High or Normal). the packet is tagged 310 as Held,
and the module is done.

FIG. 22 shows a flowchart of the real—time clock interrupt
module. The clock causes an interrupt every 1 ms, resulting
in execution of the interrupt module. The Station Response
Timer, a memory location which measures the time elapsed
after a station poll packet has been sent, is first incremented
321. The resulting value is then tested 322. If it is 50 ms, the
Station Response Timeout Flag is set 323, indicating that 50
mS has elapsed with no response from the given station. If
not, control passes directly to step 324.

The Second clock, a memory location which provides a
clock with one-second resolution, is then incremented 324.
The result is then tested 325. If the result is 1000 1118, the

Time of Day clock, a memory location which represents the
absolute time and which has a resolution of 1 second, is then

incremented 326, and the Time Event Flag is set 327, so that
the main program will check the Time Event Queue. The
Second clock is then cleared. The interrupt routine t.l'1en
dismisses.

FIGS. 23-31 show the data structures of the lists and

queues used in the software for the microprocessor in the
central communications station.

FIG. 23 shows the format of the Unit Status List. This list,
for each unit, holds the unit ID code 330 (10 bits), the Unit
Status 331 (3 hits), the last Packet Sequence Number (14
bits) for output data packets of 4 different priorities 332, 333,
334, and 335, the last Input Packet Number (1? bits) for input
data packets 336, and information from up to 10 stations
(with three shown, 33?, 338, and 339) that have reported a
response from the unit.

The Unit Status field 331 has five possible states: Receiv-
ing and Responding, Not Receiving but Responding,
Receiving but Not Responding, Not Receiving or Respond-
ing, and Not Responding. Receiving and Responding means
that the last response received from the unit reported a radio
received signal reliability above a threshold value, and that
the response was received within a timeout period (e.g., 120
seconds). Not Receiving but Responding means that the last
response received from the unit reported a radio received
signal reliability below the threshold value, and that the
response was received within a timeout period. Not Rec:-.iv~
iug or Responding means that a response has not been
received within the timeout period and that the last response
was near an exit to the building [and the unit is presumed out
of the building). Receiving but Not Responding means that
a response has not been received within the timeout period
and that the last response was near an area with no infrared
sensors. Not Responding means that a response has not been
received within the timeout period but there is no evidence
the unit is in an unsensed area or out of the building.

The data structure for each station associated with a unit

consists of the station ID 349, the time of last contact with

that station 341 (14 hits). the reliability of the radio signal
received by the unit 342 (7 bits), and the amplitude of the
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infrared signal from the unit received by that station 343 (7
bits).

The stations are ordered such that the most recent contact
with the station is listed first, the next most recent contact
second, etc. However, only time dificrences greater than a
threshold time are considered in performing this ordering:
stations reporting time differences less than this are consid-
ered to have received the signal at the same time. This
threshold takes into account the maximum time between

successive repetitions of a signal from a unit and the
dilference in the time to poll different stations {e.g., 30
seconds). In addition, for those stations receiving the last
signal at the same time, according to this rule, the stations
are listed in order of strength of the received signal from the
unit, with the strongest signal iisted first, etc. A single station
is only listed once, with the most recent contract (or stron-
gest, if there is no time difierence according to the above
rule) listed.

FIG. 24 shows the Message to Unit Queue, which holds
messages to be sent to units. For each message in the queue
the data structure consists of the unit ID 351 and the text 352

of the message [with the first character in the message an
STX and the second character the channel number assigned
to the message). Each message in this queue is eventually
broken down into packets and copied to one of the Data
Packet Queues.

FIG. 25 shows the data structure of the Packet to Unit

Queues, including Queues A, B, C, D, E. F, and G. These
queues hold Data, Input Acknowledge, AckAck, and Con-
firm Data packets that are waiting to be transmitted to a unit.
Each queue has the same structure {not all fields are neces-
sarily used), which consists of a Unit [D code 361 (10 hits).
a Hold bit 362, a Wait for Ack bit 363, a count of the number
of transmissions attempted 364, a pointer to text 365 {to the
Message to Unit Queue), and the Packet Sequence Number
366 (14 bits) entered when the packet is sent, and used to
process the Acknowledgement when it is received.

The Hold bit is normally 0 but is set to I when the packet
is to be held until a response has been received from the unit.
The Wait for Ack bit is normally 0 but is set to I when the
packet has been transmitted and the central station is waiting
for it to be acknowledged.

Queue A is for Ring Data packets, Queue B for Urgent
Data packets, Queue C for Input Acknowledge and AckAck
packets, Queue D for High priority Dara packets, Queue E
for Normal priority Data packets, Queue F for Confirm Data
packets for which data has been sent and an acknowledge-
ment not received after an expected time, and Queue G for
Confinn Data packets for which all acknowledgements have
been received.

FIG. 26 shows the data structure of Poll Queues A, B, and
C. Each queue contains a station ID code 371 and the time
372 the station was entered in that queue. Also associated
with each queue is a single pointer for that queue 373
indicating which item in the queue is next in turn to be
trarrsrnitted. The dilferent queues, together with the poll
selection algorithm, result in stations being poiled at differ-
ent frequencies, with stations in Queue A being polled at the
highest frequency. Any station in the system is in one and
only one queue at a given time. The time the station was
entered in the queue is used to move the stations from a
queue to a queue of lower priority after a given period of
time.

{In the alternative embodiment in which units are polled,
Unit Poll Queues A to C are used, with the same fonnat as
shown here for what would then be termed Station Poll

Queues, except that the Station ID is replaced by a Unit ID.)



40

5,588,009

25

FIG. 27 shows the data structures for the Email Incoming
Message Queue, the Email Incoming Message Archive, and
the Email Outgoing Message Queue. The Email Incoming
Message Queue contains electronic mail messages received
through the Email Server that are waiting to be processed.
Each item in the queue includes an email address 381 and
message text 382. The Email Incoming Message Archive
contains die complete message and holds it until the user
deletes it at the communications unit. Each item in the

message includes an email address 383, a pointer 384 to the
next text byte that has not yet been copied to the Message to
Unit Queue, and message text 385. The Email Outgoing
Message Queue contains responses and messages waiting to
be sent via the Email server to an email destination. Each

item in the queue includes the destination email address 386,
the originatofs email address 387, and the text of the
message 388.

FIG. 28 shows the data structures for the maps between
email addresses and unit IDs and channels. The Email

Address to Unit ID Map allows conversion of an Email
Address 401 to the corresponding unit ID 402, while the
Unit ID to Email Address Map allows conversion of the Unit
ID 403 to the corresponding Email Address 404. The Chan-
nel to Email Address Map allows a chaiutel nuinbcr 405 sent
by the communications unit to be translated to an email
address 407 for a response to be sent, without the commu-
nications unit using an actual email address. An additional
Assigned Bit field 406 indicates whether a particular channel
is assigned or not, and another field 408 contains a pointer
to the Email Incoming Message Archive. indicating the
message involved. Note that channels 0 and 1 are not
assigned in this way, being permanently reserved for original
message transmissions (0) or communication with the
PABX (1). The channel number is also included in a Delete
message sent by the unit when the user has deleted a
message, causing the message in the Email Incoming Mes-
sage Archive to be deleted and the channel dcassigned.
Space is also provided to hold all information from a Delete
operation in case the user reverses it with an Undcletc.

FIG. 29 shows the data structure for the Input Data from
Unit Queue, which holds packets received from a commu-
nications unit. This structure consists of the 10-bit ID of the

unit the packet is from 409, the 7-bit channel number 410,
the 7-bit Input Packet Number 411. and the input text 412.

FIG. 30 shows the data structures that hold the prepro-
grammcd responses, messages, and email addresses. These
include the Preprogrammed Response List (consisting, for
each entry, of a '.-'—bit code 421 and the text for the response
422}, the Prcprogrammed Message List (consisting, for each
entry, of a 7-bit code 423 and the text of the message 424),
the Preprogrammcd Email Address List (consisting, for each
entry, of a 7-bit code 425 and an email address 426).

FEG. 31 shows the data structures for the Time Event

Queue. This includes, for each entry, the absolute time of the
future event 42?, the type of event 428 (0 for Station Poll
Queue Timeout, l for Unit Response Timeout), the Queue
involved 429 (a particular Station Poll Queue or Packet In
Unit Queue, and an ID field 430 containing either the Unit
ID or station ID, as appropriate.

FIG. 32 shows the layout of the lamps, display and cursor,
key, and thumbwheel on the front side of the remote unit.

The RingfUrgent lamp 42 begins flashing at a rate of two
flashes per second when a Ring packet is received, but then
turns off after 4 flashes. The lamp also begins flashing at a
rate of one flash every two seconds when an Urgent message
is received, with the lamp turning to solid after 20 seconds.
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If selected by the user, indicators will also be presented
auditorily by means of the speaker 47. The Communications
lamp 43 indicates the status of the communications circuits.
If the lamp is turned on for any significant period of time, it
indicates trouble. If a user has sent input data (ie, responded
to a message) but has not received an acknowledgement of
it, the lamp turns solidly on. In addition, if Data (other than
Ring) packets are found to be missing and the unit has not
responded recently, the lamp will also be turned solidly on.
In contrast, a momentary flicker of the lamp indicates that
the circuit is working, with a single short flicker (150 m3)
indicating a successful transmission of input data from the
unit.

The action resulting from the key 48 depends on the
location of the cursor 45 (represented as an arrow) relative
to the text being displayed by the LCD 44. If the cursor is
pointing to received message text, that message is deleted.
(If the user deletes a message in error, selecting the “Unde-
lete” command afterward will restore the message}. If the
cursor points to a response, that response is sent. If the
cursor points to a command, that command is executed. If
the cursor points to a preprograrnmed message, that message
is sent after prompting for an email address.

The thumbwheel 49 is rotated by the user’s thumb to
move the display window (i.e., that text actually displayed
at any one time) up and down in the display memory. The
“distance” covered by a particular degree of rotation
depends upon the speed of rotation——rapid rotation results in
more movement than does slower rotation.

FIG. 33 shows a variety of displays illustrating difierent
situations and the interface presented in each situation.
Display 451 indicates a typical message, with the example
shown having the message aligned by the user with the
thumbwheel so that the top lint: of the message is displayed
at the top of the display field. The beginning and end of the
message are indicated by right and left angle brackets, while
responses that have been sent along with the message are
displayed on each line surrounded by square brackets. The
responses are chosen by the sender or software associated
with origination of the message and are optional. If no
responses are provided or none are appmpriate, the user can
choose from a set of preprogrammed responses or compose
a response letter by letter. To respond to a message by
choosing one of the responses received from a message, the
user simply orients the display using the thumbwheel so that
the desired response is to the right of the cursor, and presses
the key. (Alternatively, instead or in addition to a cursor, the
line the cursor is pointing to could display the characters in
reverse, white on black, or with some similar distinctive

form.) If one of the responses is “*MORE*", it indicates that
additional data is available in the original message beyond
that displayed. Selecting this response will cause transmis-
sion of this data to the communications unit. Just after the

list of responses received with each message are two addi-
tional selections: “Go to responses" and “Go to messages".
Pressing the key when the cursor points to either of these
will cause the menu of preprogrammed responses or mes-
sages to be displayed, as appropriate.

Display 452 shows the top line that is displayed when a
user moves the thumbwheel to the highest position in the
Display Memory. (Another way to get there is by reversing
the rotation of the thumbwheel twice in rapid succession.)
The top two lines display status indicators, with one or more
of the indicators shown displayed at a given time, as
appropriate. If “High” is displayed it indicates that one or
more of the unread messages has a priority of High. if
“Voicemail" is displayed it indicates that the user has one or
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more unheard voicemail messages. The user can either call
the central voicemail system from a local telephone to listen
to them or send a message asking that the messages be
transcribed and sent to the communications unit. If “Fax" is

displayed it indicates that a Fax message is waiting for the
user. A message will also be received indicating which
machine the Fax is at if there is more than one machine, and,
optionally, a set of responses. If “Unread" is displayed, one
or more messages have been received but not displayed by
the user. Similarly, if “Print" is displayed it indicates that a
print job is waiting for the user. If “Rcvr” is displayed it
means that the received signal reliability has been less than
100% over the last N minutes, where N is typically 2. If
"'I‘rans" is displayed it means that a transmission from the
unit has not been received by a remote station for the last N
minutes, where N is typically 2. (The user can'tell this from
receipt of a Confirm Data packet). “OK” means that the
signal reliability has been 100% since receipt of the last
packet successfully transmitted to the specific unit, or since
receipt of a Confirm Data indicating that all packets sent
have been received. Below the status indicators are menu

selections that cause the display to move to a particular point
appropriate to a specific goal. This is simply a shortcut to
reach these menus; the same eifect can also be achieved by
moving the thumbwheel to move the display window
through the display memory.

Display 453 shows an example of a display where a Ring
message arrival has interrupted the normal display. This
display is set by the user to display for a fixed period of time
(eg, 30 seconds) and then disappear if no action by the user
is taken within this period. The second line indicates the ID
(extension number and name) of the calling party, if known.
The two lines at the bottom indicate the current location of

the communications unit [room number, extension, person
or department associated with extension). Lines 3-5 have
the following menu selections: The “Send to Voicemail"
selection transfers the caller immediately to the voicemail
system to take a message, while the “Transfer to Ext”
selection will cause the incoming call to be routed to the
indicated extension the communications unit is nearest to.

The “Transfer to New Ext" selection will display a different
menu, not shown, that allows a variety of other options for
allowing the user to transfer to an extension other than the
one the user is nearest, including arranging for the caller to
be placed on hold until the transfer is made. These options.
when chosen, will result in a new message from the Central
Station displayed as a Ring interrupt on the LCD verifying
the action, such as ‘Transfer to X5410 accepted."

Display 454 shows examples of preprograrnrned
responses that can be selected by the user and sent. The user
orients the desired response so it is to the right of the cursor
and presses the key. The last selection in this list (“Return to
display") does not send a response but causes a redisplay of
the last message to be displayed. The display will also
redisplay the last message after any response is sent.

Display 455 shows examples of preprogramrned original
messages that can be selected by the user, with each message
enclosed in curly brackets. If this display is entered by
selecting the “Go to messages" selection from a displayed
message, the message will be sent as a response to that
message. Otherwise, selection of the message (by pressing
the key) will result in the display of a menu of electronic
mail addresses. When that selection is made (again with the
key) the message will be sent. One of the choices from the
menu of electronic mail addresses allows the user to corn-

pose an email address letter by letter. If none of the canned
messages is appropriate, the user selects the first item on the
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list (“Go to compose message") which allows messages to
be composed letter by letter.

Display 456 shows the list of individual characters and
associated commands that can be selected to compose a
message or email address. The composed material is dis-
played at the top of this part of the display memory, as
shown in the example ‘This is text of message”. Each letter
is selected by pressing the key; the message is sent when
Done is selected. “Clear” will erase the composed message
and allow the user to start over. “Backspace” erases one
letter.

Another display, not shown in a figure, allows the user to
choose one or more commands to be executed that control

operation of the remote communications unit. Some param-
eters for operation an: set by the user using the thumbwheel
and key; other parameters are set at the central communi-
cations stalion by a user addressing an email message (from
a workstation) appropriately to a utility program that sets
such parameters, with the email message containing the
appropriate information.

The following are examples of commands that can be
selected by the user at the unit:

“Beep if message rcvd" causes an auditory alarm if any
message has been received.

“Beep if Urg msg" causes an auditory alarm if an Urgent
message has been received.

“Flash if Ring" causes the Ring;‘Urg lamp to flash if a
Ring message has been received.

“Beep if Ring” causes an auditory alarm if a Ring
message has been received. “Menu if Ring" causes a
display of the user's location and the menu (shown as
453) to be displayed when a ring message has been
received to allow the user to transfer the call to a nearby
extension.

“I_ocate" prompts for an email address and returns the last
known location of the unit associated with diet address.

“Set privacy Mode" turns oil’ the “locate" command
(which allows other users to determine the last known
location of a user) for this user.

Other commands allow a user to define new responses to
be added to the menu, new original messages, and new email
addresses.

FIG. 34 shows a flowchart of the architecture of the
software for the communications unit. Software is divided

into five primary modules: (1) A module for processing
packets that have been received from the central station; (2)
A module for redisplaying message and menu text when the
thumbwhecl has been moved; (3) A module for processing
presses of the key on the communications unit; (4) A module
for transmitting a packet from the unit; and (5) Amodule that
changes indicators such as the lamps and auditory alarm at
specific times to provide appropriate flashing or beeping
effects. In addition, clock and communications interrupt
modules, not shown in the figure, provide support to the
above software.

At the start of the module, a test is made 461 of whether
a packet has been received by the unit from the central
station via radio. Such a packet is detected by an interrupt
service routine that processes incoming characters from the
unit communications interface, which generates an interrupt
for each received character. the internipt handler looks for an
SOH character, placing received characters into a bufier
when an SOH has been detected. When an EDT character is

received, the handler sets a flag indicating that a packet is
ready to be processed.

If a packet has been received, the packet processing
module 462 is called, resulting in different actions depend-
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ing on whether the packet is a Data, Input Acknowledge,
AckAck, or Confirm Data packet. Details are described in
FIGS. 35-36 and the associated text. In general, packets are
first error checked and the Unit ID compared with the
internal ID of the unit and ignored {except for use in
computing signal reliability statistics} if an error is detected
or if the packet is for another unit. A Data packet is entered
into memory. displayed, and an indicator alarm triggered,
depending upon the packet priority and other factors. An
Input Acknowledge packet causes an Input Data packet that
the unit has been holding to be deleted, and an AckAck
packet causes an Acknowledge packet that the unit has been
holding to be deleted. Receipt of either causes the unit to
transmit immediately if there is input data or acknowledge-
ments remaining in the Input Data Queue or Packet
Acknowledgement Queue after the above deletions. A Con-
firm Data packet, if there is missing received data, causes an
indicator light to turn on to alert the user that the unit must
be reoriented in direction or moved in position to allow data
from the unit to be received.

If a packet has not been received, a test is made 463 of
whether the Lhumbwheel has moved. An interrupt handler is
used. with a clock tick every 0.83333 mS resulting {after a
software divide-by-64 counter) in the thumbwhecl position
being checked every 53.33 mS and, if it has moved beyond
a threshold allowable drift, a flag is set indicating that the
window in the display memory should be moved, and a
value for the amount of movement calculated. Details of the

software for monitoring the thurnbwhecl and calculating the
velocity and distance of movement of the thumbwheel and
the resulting movement 464 of the display text, as well as the
software for displaying the text, are contained in a copend-
ing application entitled “Control of Miniature Personal
Digital Assistant Using Menu and thumbwhee ."

If the thumbwheel has not moved, a test is made 465 of

whether the key has been pressed. If yes, the appropriate
action is taken 466, depending upon the location of the
cursor in the displayed text and the context. This action may
be to display different text, to execute a oonunand that
changes a local parameter (e.g., silencing the auditory
alarm), or to execute a command or select a response that
results in input data being transmitted to a remote station and
then to the central station. If a response is selected a
subpacket is formatted with an appropriate response
sequence, including an Input Packet Number and a channel
number indicating the destination address of the response.
This sequence number is entered after incrementing the
current Input Packet Number saved as a variable. The
channel number is that found in the Display Memory
associated with the message the response is to. If an original
message is selected a subpacket is formatted in the same
manner as described above. Either a channel number or the

text of an email address is sent, depending upon whether the
address is in the prcprogrammed list or composed by the
user. Any such input data is held in the Input Data Queue
until the next transmission of an input packet. If input data
has been generated. the Transmit Flag is set so dial the
packet will be transmitted immediately.

If a key has not been pressed. a test is made 467 of
whether it is time for a transmission to be made from the

unit. This is done by testing the state of the Transmit Flag.
This flag is set (as indicated above) by a key press that
results in input data that needs to be sent, the receipt of a
non—Ring Data packet (resulting in an Ack that needs to be
sent), by a timer that sets the flag at regular intervals, or by
the receipt of an Input Ack orAcl-tAck packet when data still
remains to be sent. The average time between intervals
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varies depending upon the receipt of data packets, the
generation of input data, and the passage of time. There are
three difierent intervals: A "short interval" results in trans-

missions being made at an interval from 10-25 seconds,
with the exact time determined by adding 10 to a 4-bit.
random number. A “medium” interval is from 26-57 sec-

onds, determined by adding 26 to a 5-bit random number. A
“long” interval is from 58-121 seconds, determined by
adding 58 to a 6-bit random number. The entry of input data
results in transmission at short intervals, after the initial
transmission which is done immediately. The receipt of a
Data, Input Ask, or AckAclt packet results in transmission at
medium intervals (if the unit is not already transmitting at
short intervals), after the initial transmission donc immedi-
ately. After a unit has transmitted at short intervals for 5
minutes, it proceeds to transmit at medium intervals (if there
has been no additional activity). After a unit has transmitted
at medium intervals for 10 minutes, it proceeds to transmit
at long intervals [if there has been no additional activity).
Increasing the time between transmissions reduces drain on
the battery in the unit, and also, together with random
determination of the time between transmissions, reduces
the likelihood of collisions between transmissions of differ-

ent units in the same room. (In the alternative embodiment
in which polling of units is done by radio, the unit does not
transniit autonomously in the manner described above, but
transmits only when a poll packet has been received.)

When a unit transmits, it selects the first sequence of input
data from the Input Data Queue, and the first acknowledge-
ment (or sequence, if continuous) from the Packet Ac.lcnowl-
edgement Queue. This data is entered, along with the Unit.
ID, into the Unit Transmission Buffer, according to the
format shown in FIG. 12, and the transmission of that buffer
initiated 468. If Input Data is being transmitted the Com-
munications State variable is set to 3 to indicate that the

Input Data Timer is on, and the Input Data ‘Timer is set to 20
seconds. The same clock interrupt handler that is used for
periodically checking the position of the thumbwheel is also
used, by means of software counters, to measure the time
between transmission intervals as well as the time to change
the visual and auditory indicator states, as described below.

[In the alternative embodiment in which polling is done
by radio, the Transmit Flag is similarly set by input data
entered, the receipt of a packet resulting in an Ack, or the
receipt of an Input Aclc or AckAclt packet when data still
remains to be sent. However, the Transmit Flag is not set by
a timer in the unit in the absence of other activity, but is set
by the receipt of a Poll packet by radio.)

[fit is not time to transmit, a test is made 469 of whether
it is time to change the indicators, including the Ring;'Urgent
lamp, the Communications lamp, or the auditory alarm.
These operations 470 are performed by the clock interrupt
hmtdlcr, and details are shown in FIG. 37.

After each event has been processed, control is passed to
the start of the module, with the sequence of tests ensuring
that the highest priority tasks are performed first.

FIG. 35 shows a flowchart of the part of the software
module in the communications unit devoted to processing
incoming packets that have been received by the unit via
radio.

A test is first made 481 of whether the Unit ID in the

packet matches the internal ID of the unit and that the packet
successfully passes an error check (by comparing the
received cyclic redundancy check with one computed from
the received data). If the unit ID does not match or if an error
is found, the packet is not used. A calculation is then made
482 of the received signal reliability and the packet process-
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ing module is done. If the reliability drops below a certain
threshold, the “Rcvr“ indicator is turned on, and “OK" is
turned oil’ if it was previously on. (Signal reliability is based
on the proportion of packets received with a correct error
check. regardless of the unit ID, as a function of the total
number of packets received over a window of the last 120
seconds.) If there are no errors and the Unit ID is correct, a

calculation is made 483 of the received signal reliability, and
a test is then made 434 of the packet type.

If the packet is a Data packet, 21 test is made 485 of the
status of the received packet, in the sense of how it should
be processed, with this status determined largely by the
sequence number of the packet number and its relationship
with the last packet received for the given priority (referred
to as the LPRGP). A packet is “Displnyable” if the received
packet has a sequenoe number exactly one above the
LPRGP, or if it has a sequence number more than one above
the LPRGP (implying one or more missed packets) and the
packet is the first packet in a message. A packet is “Unas-
signed to Message" (meaning that it cannot be identified as
belonging to a particular message) if it has a sequence
number more than one above the LPRGP and the packet is
not the first packet in a message. A packet is a “Retrans-
mittcd Missing Packet“ if the sequence number is less tha.n
the LPRGP. If the packet has a sequence number exactly
matching the LPRGP, it is a duplicate copy of a previously
received packet and is ignored.

If the received packet is Displayable, it is placed 436 in
the appropriate item in the Incomplete Message Packet Map
{determined by searching the map for an item in which the
sequence number fits, or creating a new item if the packet is
the first in a message). The received packet number is then
stored in the LPRGP as its new value, and control passed to
point 1 in FIG. 36 so that the packet can be displayed or
otherwise acted upon.

If the received packet is a Rctransn-titted Missing Packet,
the Incomplete Message Packet Map is searched 487 to see
if the packet unambiguously fits in a map item. If yes, the
packet is entered 488 into that item (or a new item created
if the packet is the first in a message). The Packets Unas-
signed to Messages List is then searched to see if there are
packets that can be fit into the Incomplete Message Packet
Map as a result of the most recent ent.ry. If so, those packets
are moved 489 to the map.

A test is then made 490 of whether there are new

displayable packets in the map item just modified. If yes,
control passes to point 1 in FIG. 36 so that they can be
displayed. If not, the module is done.

If the received Retransrnitted Missing Packet does not fit
in the map item {test 487}, control passes to step 491.

If the received packet is Unassigned to Message (resulting
from the packet not having a previous packet received and
not being a first packet in a message, and thus unable to be
stored in the Incomplete Message Packet Map), the packet
is entered 491 in the Packets Unassigned to Messages List,
and the module is done.

If the packet type is Confirm Data, :1 test is made 492 of
whether a packet is missing (as indicated by either packet
sequence numbers for one or more priorities contained in the
Confirm Data packet, not matching the unit’s LPRGP, or
noncontinuous packet numbers of received packets). If yes.
and, in addition, a response has not been received for a
threshold time period (30 seconds for Urgent packets, 120
seconds for others), the unit must successfully respond
before that packet will be retransmitted, and thus the Com-
munications lamp is turned solidly on 493 (by setting the
Communications State to 1 and the Communications Lamp
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Bit to l) to indicate to the user that the unit should be moved
in orientation or position so as to reestablish contact. The
module is then done. If no packets are missing, the module
is done immediately.

If the packet type is AckAck, the packet sequence number
contained in the AckAek packet is removed 494 from the
Packet Acknowledgement Queue. (If the packet sequence
number is not in the list the packet is ignored as redundant.)
Control then passes to step 495.

If the packet received is an Input Acknowledge, the
relevant packet is deleted 496 from the Input Data Queue. In
addition, the Input Data State is set to 0, turning oil" the
associated timer.

A test is then made 495 of whether there is input remain-
ing—-—either input data or acknowledgements—in either the
Packet Acknowledgement Queue or Input Data Queue. after
the above deletions have been made. If yes, the Transmit
Flag is set 496 so that the unit will transmit irnrnediately.

If the Communications lamp is on, it is turned oil’ 49?. If
the lamp is not on, and only if an Input Ack was received,
it is set to flicker for 150 1315 (by setting the Communications
State to 2 and the Communications Timer to 180), indicating
in either case that the central station has received input data
from the unit. The module is then done.

If the packet type is Input Acknowledge, the indicated
input packet in the Input Data Queue is deleted 498. In
addition, the “0I(" indicator is turned on if the Rcvr
indicator is also oil", and the “Trans” indicator turned oil‘, if
previously on. The Transmit Received Timer is also set to 0.
Control is then passed to step-495. If the indicated input
packet is not in the Input Data Queue, the Input Acknowl-
edge packet is ignored as redundant.

FIG. 36 shows a flowchart of the part of the software in
the communications unit that processes displayable incom-
ing Data packets that have been received.

A: point 1, a test is made 511 of the priority of the packet.
If the priority is Ring (indicating an incoming telephone
call}, a further test is made 512 of whether this is the first

packet in the message (indicated by an STX as the first
character in the text field). If yes, a further test is made 513
of whether the entire message is contained in the first packet.
If no, the message is not displayed at this time, and the
module is done. If yes, a further test is made 514 of whether
the message is a normal Ring message or a Ring Followup
message, which is identified with an ASCII SUB character
just after the channel number. If the message is a Ring
Followup message, control is passed to step 519. If the
message is a nortnal Ring, the Ring State is set 515 to 8 to
start the Ringl‘Urgent lamp flashing. The Auditory (or vibra-
tory) Alarm State variable is also set to 8 to initiate it, if

appropriate. A test is then made 516 of whether a Ring
Interrupt Display is being displayed at the present time. If
no, control passes to step 519. If yes, a test is made 517 of
whether the Ring message is from the same caller as the
Ring Interrupt being displayed. If yes, the time that the
present Ring Interrupt Display will be displayed is extended
518 (by setting the Ring Interrupt State to 1 and the Ring
Interrupt Timer to be 30 seconds from the present time), and
the module is done. If no, the Ring Interrupt is displayed 518
for the new call, and the module is done.

The Ring Interrupt Display will be ntaintnined until either
the user selects a response, 30 seconds have elapsed. a Ring
followup message has been received, or a new Ring packet
has been received for a difierent incoming call than that just
displayed.

If the received packet is not the first packet in the message
(test 512), a further test is made 520 of whether previous
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packets in the same message have been received. If yes,
control passes to step 514. If no, the just—receivcd packet is
discarded 521. (If a Ring packet is lost. other packets in the
same message are discarded, with the unit then waiting until
the next Ring). The module is then done.

If the packet priority is Urgent, a further test is made 522
of whether the received packet is the first packet in the
message. If yes, the Urgent State is set 523 to 22 to initiate
the lamp blinking, and the Auditory Alarm State set to 8 if
appropriate. In addition, the “Unread" message variable is
set. Control then passes to step S24. If this is not the first
packet in the message, control passes immediately to step
524.

The packet is then entered 524 into the display memory.
If the message has a special character indicating that this
announces that 21 Fax, Voicemail message, or Print job is
available, the appropriate text is entered into the Display
Memory to allow the appropriate indicator to be turned on.
if the character just before the EOM is an ETB, indicating
that there is additional data, a “*MORE*" response is
provided to the user as an option. The packet number of the
received packet (note that its first 2 bits consist of the packet
priority) is then placed 525 in the Packet Acknowledgement
Queue. The Transmit Flag is then set 526 so as to initiate
transmission of the Unit Trarisniission Buifer immediately.
The module is then done.

If the packet priority is High or Normal, a further test is
made 527 of whether the received packet is the first in the
message. If yes, the "High" andfor “Unread" message vari-
able is set 528, as appropriate, and control passed to step
524. If the received packet is not the first in the message,
control is passed immediately to step 524.

FIG. 37 shows a flowchart of the first part of the clock
interrupt software for the microprocessor in the communi-
cations unit.

An interrupt occurs every 0.83333 mS, resulting in execu-
tion of the clock interrupt software. Once initiated, a test is
first made 531 of whether the thumbwheel has moved

beyond a certain threshold level. This is done by first
checking a Thumbwheel Timer, which ranges from 0-63. If
it is 0. the thumbwheel movement is calculated and the timer
reset to 63. If not, the Thumbwheel Timer is decremented.

This results in checking the thumbwheel position every
53.333 mS. If the thumbwheel moved, the Thumbwhecl
Movement Flag is set 532 so that the main program can
respond to the movement.

The Transmit Timer, which holds the time remaining until
the next transmission from the unit, is then decrement-ed by
an appropriate amount 533, and the result tested 534. If the
result is 0, the Transmit Flag is set 535, indicating to the
main program that a transmission should be initiated. (Steps
associated with the Transmit Timer and Flag are left out in
the alternative embodiment in which transmissions result

from a received poll rather than an elapsed time interval).
A test is then made 536 of the Auditory Alarm State. This

variable is 0 if the alarm has not been initiated, from 1 to 7
if it has, and 8 if the initiation has just been requested by the
main program. Each of the states I-—’}' represent time inter-
vals in which the alarm is sounding or silent, with the
intervals having the following lengths: Sounding for 50 m5.
silent for 150 mS, sounding for 50 mS, silent for 750 m8,
sounding for 50 m5, silent for 150 m3, and sounding for 50
mS (for states it through 1, respectively). If the Auditory
Alarm State variable is 8, control is passed to point 1. If it
is 0. control passes to step 551. If it is from 1 to 7, the
Auditory Alarm Tuner is decrernented 537 and the result
tested 538. If the result is 0 (end of alarm interval}, control
is passed to point 1.
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At point 1, the Auditory Alarm State variable is decre-
Inented 539, the Auditory Alarm Timer is set to the maxi-
mum value for the new state (depending upon the time
interval for that state), and the Soundinglsilent Flag is set to
l or 0 depending upon whether the new state is sounding or
silent, respectively. Control then passes to step 540. If the
result of test 538 is greater than zero, indicating that time
still remains in that alarm interval, and the Soundingfsilent
Flag indicates Sounding, the state of the Auditory Output Bit
is toggled 540 (so as to create an on-off square wave with a
period of 1.66’? mS, resulting in an audio frequency of 600
hz plus harmonics). (Alternative embodiments might use a
different sound pattern for difierent events, e.g., Ring, sec-
ond ring for same caller, Urgent, etc., with a clock interrupt
routine based on that shown here). Control then passes to
step 551.

A test is then made 551 of the Ring Indicator State. Ifthe
Ring Indicator State variable is 8, control passes to point 2
to initiate a Ring indicator cycle.

At point 2, a test is made of whether the Urgent State is
nonzero (indicating that an Urgent message is pending). If
yes, the display indicating it is put on hold 552. This is done
as follows: If the Urgent State is 1, indicating that the lamp
is solidly on, the Urgent Hold State is set to 2, indicating a
solid hold. If the Urgent State is 2 to 22, indicating that the
lamp is in its blinking stage, the Urgent Hold State is set to
1, indicating a blinking hold. The R.ing;‘Urgent Lamp Bit is
then set to 0, Control then passes to step 555.

If the Ring Indicator State is 1-7, the Ring Indicator
Timer is decremented 553, and the value after decrementing
tested 554. If the result is greater than 0, control passes to
point 4 in FIG. 38. If the result is 0, the Ringe‘Urgent Lamp
Bil is toggled 555, the Ring Indicator State is decremented
556, and the Ring Timer is set 557 to 300, representing a
value of 250 m5. Control then passes to point 4 in FIG. 38.

If the Ring Indicator State (test 551) is 0. ringing is not
occurring, and control passes to point 3 in FIG. 38.

FIG. 38 shows a flowchart of the last part of the clock
interrupt software for the microprocessor in the communi-
cations unit.

At point 3, a test is made 561 of whether a Ring Interrupt
is pending, by testing the Ring Interrupt State. If it is 1 (yes,
pending), the Ring Interrupt Timer is decrernented 562. A
test is then made 563 of the value of the Ring Interrupt
Timer. If the result is 0, the old display is restored 564 (from
the appropriate location in the Display Memory), and the
Ring Intemlpt State set to 0. Control then passes to step 565.
If the Ring Interrupt Timer is greater than 0, conuol passes
immediately to step 565. If the result of the test 561 of the
Ring Interrupt State is 0, control also passes immediately to
step 565.

A test is then made 565 of whether the Urgent indicator
has been put on hold. (This is done by testing the Urgent
Hold State. which is 2 if on hold from a solidly on lamp, 1
if on hold from a blinking lamp state, and 0 if not on hold.)
If it is on hold, being solidly on, the Ringfllrgent Lamp Bit
is turned on 566, the Urgent State is set 567 to 1, and control
passes to point 4. If the Urgent indicator has been put on
hold from a blinking state, the Urgent State is set 568 to 22,
to reinitiate the blinking cycle from the beginning, and
control passed to step 572.

If the Urgent indicator has not been put on hold, a test is
made 569 of the Urgent State. If the Urgent State is 0 (no
Urgent message pending) or 1 {lamp solidly on), control is
passed to point 4. If the Urgent State is from 2 to 21
(representing intervals of on-off toggling every 1 second,
resulting in a 1 sec on-—l see off duty cycle every 2
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seconds), the Urgent Timer is deercmented 570 by 1, and a
further test made 571 of the value of the Urgent Timer after
such decrementirtg. If it is greater than 0, then the interval is
not over, and control is passed to point 4. If the Urgent Time:
is 0, then the interval has expired, the Urgent State variable
is decremented 573, the Ring!Urgcnt Lamp Bit is toggled
574 (to turn the lamp on if previously olf and vice-versa),
and the Urgent Timer is set 575 to a value of 1200. (This
represents 1000 m5, with each tick of the 0.83333 mS clock
causing the timer to be decremented by 1). Control is then
passed to point 4.

If the Urgent State is 22 (Urgent just initiated), the
Ring.-‘Urgent Lamp Bit is set 572 to off (to make sure), and
control passed to step 573.

At point 4, a test is made 585 of the Communications
State. If it is set to 2 (flicker), indicating that a single flicker
is being displayed, the Flicker Timer is decretnentcd and, if
the result is 0, the flicker has ended and the Communications
State and Communications Lamp Bit are set 586 to 0. If the
Communications State is set to 1 [input data sent), indicating
that the Input Data Timer is on, the Timer is decrcmcntod
587 and the result tested 588. It is 0, the Communications
Lamp Bit is set 539 to be solidly on. The module is then done
and the interrupt is dismissed. If the Input Data Timer is
greater than 0, the module is also done. if the Communica-
tions State (tcst 585) is 0, the interrupt is dismissed imme-
diately. Also included in the interrupt module (but not shown
in the figure) is code for determining whether an Input
Acknowledge packet (either an InputAck or UnitAck) has
been received within a timeout period. Each clock interrupt
causes a Transmit Received Timer to be incremented, and a
test is made to see if the timer is greater than a timeout
period, e.g., 180 seconds. If yes, the “Trans” indicator is
displayed. and the “OK" indicator is turned of, if previously
on. Similarly, a Signal Received Timer is incremented and
used to determine whether a reliable signal has been
received for at least the last 120 seconds. If not, the “Rcvr"
indicator is turned on. and “OK" is turrted oil’, if previouslyon.

FIGS. 39-43 show the data structures used in the software
for the communications unit.

FIG. 39 shows the date structure for the Incomplete
Message Packet Map. Each item in the Map contains infor-
mation available about packets related to a specific message
that is incomplete (i.e., all packets in the rnessagc—a first
packet, a last packet, and all intervening packets—have not
been received). An entry is made in the Map only if the first
packet in the message has been received; otherwise, a packet
is entered in the Packets Unassigned to Messages List. This
implies that the first packet entered into the Map for each
message is the first packet in that message. Each item in the
Map consists of a priority for the message 601, a “packet
slot" (e.g., 602) for each of the 3 packets that can potentially
be in a message (0 through 7), and the sequence number for
the first packet 603 (14 bits). Each packet slot, in turn,
expanded as indicated by the snow, consists of 3 Received
Hit 604. which is set to either 1 or 0 depending on whether
the corresponding packet has been received or not, and an
indirect pointer 605 to the Packet Text List. which contains
the actual text received for each message. (The pointer
references the address of a pointer in the Pointer List that
contains the actual address in the Packet Text List). During
error-free transmission the first packet and any number of
succeeding packets may be received (Received Bit set to 1}
while following packets have not been received (bit set to 0).
If a packet has been received, however, and any packet slot
preceding it (i.e., to the left in the diagram) has its Received
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Bit set to 0, the associated packet is missing. Note that the
channel number for each message is stored in the Packet
Text List in the first packet received for that message, just
after the STX character.

Also associated with the Map (but not shown in a figure)
are four 14-bit counters, one for each packet priority. known
as the LPRGP (Last Packet Received for Given Priority).
This contains the packet sequence number for the last packet
received for each priority.

FIG. 40 shows the data structure for the Packets Unas-

signed to Messages List, used in the software in the com-
munications unit. This list holds those packets that have
been received but have not been assigned to a message in the
Incomplete Message Packet Map because there is no infor-
mation, or the information is ambiguous, about their rela-
tionship to a particular message. The list consists of the
following fields for each received packet: The priority 606,
the packet sequence number 60’? (14 bits), and a pointer 608
to the Packet Text List.

FIG. 41 shows the data structures for the Packet Text List.

This contains the text of packets being tracked by the
Incomplete Message Packet Map and Packets Unassigned to
Messages List. The upper part of the figure contains the text
itself (612, 614, and 616), with packets placed in the Packet
Text List in the order in which they are received, with each
text packet beginning with an SOH (611, 613, and 615), and
ten-nirtated 617 by either an SOH (indicating the start of a
following packet) or an ETB (if no packet follows). The
lower part of the figure contains a 16-bit pointer for each
packet that indicates the address of the beginning of the
packet. When a packet with N bytes is removed from the list
the remaining text in the list is moved up by N bytes to take
the place of the deleted packet and the pointers recalculated
appropriately.

FIG. 42 shows the data structure for the Display Memory
and the associated Display Window. The Display Memory
621 contains all of the information that can be displayed by
the unit, in the order that a user might view it by rotating the
thumbwhecl. At any given time, only a narrow window
(equal to the size of the display) is visible, with data
transferred from the Display Memory to the Display Witt-
dow 622 (a small buffer memory that is part of the LCD and
which drives the display) whenever the thumbwheel is
moved. The information contained in the Display Memory
includes status indicators and the top—lcvcl menu (see the
description of the unit interface), all text of the received
messages, text of preprograrnmed responses, text of prepro-
grammcd messages, text and data for the Compose opera-
tion, tcxt of electronic mail addresses, and text of com-
mantis.

Also shown is a Pointer List 623, which contains 10-bit
addresses pointing to the beginning of each of the significant
areas of memory, in bytes. A pointer is included for each of
3 priorities of received messages (Urgent, High, and Nor-
mal) and for each of the areas shown in the display memory
diagram 621. (The Status Indicator area begins at address 0).
Within a message priority. messages are stored in the Dis-
play Memory in the order of receipt of the first packet. Each
message has been formatted at the central station to fit into
specific lines (with a maximum of 20 character per line).
Each message begins with (iusl after the STX character) a
nondisplayed character that contains the channel number.
Each physical line of text is terminated by a newline
character. The message itself is terminated by an ASCII ETX
(or a BEL if the full message has not been received). Each
response included with the message is then terminated by an
ETX. (Ifthe response extends across more than one physical
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line each line is terminated by a newline character). The last
response is terminated by an EOM, with the EOM appearing
at the end of the message even if there are no responses.

Preprograrnrned Responses. Messages, Addresses, Com-
mands, and the Compose Menu are coded similarly, with
each physical line terminated by a newline character if the
response extends across a single physical line, and each
response terminated by an ETX. The Compose Menu also
includes space for holding a response composed by the user.

FIG. 43 shows the data structures for the Input Data
Queue, Packet Acknowledge Queue, and Unit Transmission
Buffer.

Each cum! in the Input Data Queue consists of the channel
number for the message 631, a tag 632 indicating whether
the input data is in the form of actual text or compressed text
using a code, and a pointer (10 bits) to the actual input text
or the actual code in the display memory.

Each entry in the Packet Acknowledgement Queue con-
sists of the 14-bit Packet Sequence Number 634 for the
packet being acknowledged.

The Unit Transmission Buifer consists of the current input
packet being (repeatedly) transmitted, and consists of a
packet header 635, unit ID 636, data 63’? (either input data,
an acknowledgement, or both), error check 638 and EOT
639. {An alternative embodiment would allow either input
data or an acknowledgement, but not both, or, at the other
extreme, multiple input packets and acknowledgement pack-
ets, with the transmission capacity and reliability in both
directions and battery capacity determining the optimum
design).

FIG. 44 shows a flowchart of the software for the micro-

processor in the remote communications station.
At the start of the module, a test is made 641 of whether

a packet has been received from a communications unit via
infrared light (or ultrasound). This is done by checking the
Packet Ready flag, a flag that is set by an interrupt service
routine when a complete packet has been received. The
interrupt service routine does this by first looking for an
SOH and, when it is found. placing each received character
in a buffer until an EOT is received, at which time the flag
is set. The interrupt service routine, in addition to sampling
the data, also measures the amplitude of the infrared signal
received and, when an EOT is received, appends that mea-
surement to the packet, in the form of an 7-bit character
placed just before the ETX character, as indicated in FIG.
14.

If a packet has been received via infrared, art error check
is computed 642 for the packet. If the error check is not
successful, the packet is thrown away, the Packet Ready flag
is cleared and control passes to the stan of the module.

If the error check is successful, the packet [including
signal amplittlde measure) is placed 643 in the Received
Packets Queue, with only one such packet for each unit
being held. If a second packet is received from the same unit,
the first is discarded and replaced by the more recent packet.
Control then passes to the start of the module.

If a new infrared packet has not been received, a test is
made 644 of whether a Poll has been received from the

central station on the wire or optical communications circuit.
If yes, a further test is made 645 of whether a packet has
been received from one or more units via infrared (i.e., is a
response packet available to be sent?) since the last Poll. If
not, a NAK character is transmitted 646 to the central station
via the communications circuit. and control is passed to the
start of the module. If yes. the received packets for each unit
are combined together (but leaving out the CRC character
for each packet and adding a new CRC computed for the
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combined packet being transmitted) and the packet trans-
mission initiated 647 by placing it in a bul.I"er and transmit-
ting the first character. The combined packet also includes a
field with the elapsed time since the last response was
received from the unit, the strength of the signal when the
packet was received, and a field with a measure of the
reliability of the radio signal being received by the unit.
Control is then passed to the start of the module. As each
character completes transmission, an interrupt is generated
and an interrupt handler obtains a new character from the
buffer and transmits it. During this period incoming char-
acters from the communications circuit are ignored. When
the entire packet is transmitted, the interrupt handler
resumes processing received characters from the circuit.

If a poll has not been received, control passes to the start
of the module.

I claim:

1. A method for transmitting a message to an individual,
comprising the steps of:

originating said message addressed to said individual;
transmitting the message to a central communications

station;
receiving and storing the message at said central com-

munications station;
creating a packet containing data from the message;
transmitting said packet to a communications unit

carried by the individual by the steps of:
(1) computing an error checking code and adding

said code to the packet;
(2) adding a code to the packet identifying said

communications unit;

(3) transmitting the packet by means of radio to the
communications unit;

(4) receiving the packet at the communications unit;
(5) computing an error checking code:
(6) detcrtuirtiug whether the packet has been cor-

rectly received by comparing the error checking
code computed at the communications unit with
the error checking code contained in the packet;

(7) constructing a packet at the communications unit
comprising a code identifying the communica-
tions unit;

(3) adding a code identifying and thus acknowledg-
ing thc received packet to said packet constructed
at the cornmunications unit, should the received

packet contain a correct error checking code;
(9) transmitting the packet constructed at the com-

munications unit from the communications unit

via a medium selected from the group consisting
of infrared light and ultrasonic sound to one or
more of a plurality of remote stations, should the
received packet contain a correct error checking
code;

(10) receiving the packet constructed at the commu-
nications unit from the communications unit at a

remote station and temporarily storing it;
(1 1) transmitting the packet constructed at the com-

munications unit from said remote station. by
means of a communications circuit via a medium

selected from the group consisting of wire and
optical fiber, to said central station;

repeating the steps of creating the packet containing
data from the message and transmitting the packet to
a communications unit carried by the individual,
until all data in the message has been transmitted
from the central station to the communications unit;

displaying said message to the individual.
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2. The method of claim 1, wherein the step of transmitting
the packet from the communications unit comprises the
steps of:

transmitting a poll packet from the central station con-
taining a code identifying the communications unit;

receiving said poll packet at the communications unit;

transmitting the packet from the communications unit.
3. The method of claim 1, wherein the step of transmitting

the packet to the communications unit comprises the steps
of:

determining a priority for each incoming message, with at
least one level reserved for incoming telephone calls;

assigning said priority to each packet the message is
broken up into, with each packet containing a code
indicating the priority;

allocating capacity of the radio communications channel
such that messages with higher priority are given
preference;

providing a humanly perceptible signal to the user at the
communications unit when messages of particularly
high priority have been received.

4. The method of claim 1, further comprising the steps of:
transmitting a packet from the central station to each

communications unit containing a sequence number for
the last packet transmitted containing message text;

receiving said packet containing said sequence number at
the communications unit;

determining whether packets containing message text
have been transmitted to the communications unit but

not received by the unit;
providing a humanly perceptible signal to the user when

it has been determined that a packet containing mes-
sage text has not been received.

5. The method of claim 1, wherein the step of transmitting
the packet from the remote communications station com-
prises the steps of:

transmitting a poll packet from the central station to the
remote station;

receiving said poll packet at the remote station;
transmitting a packet from the remote station to the

central station in response to said poll packet that
contains those packets received from communication
units since the receipt of the last poll packet at the
remote station.

6. The method of claim 1, wherein a plurality of packets
is transmitted from the central station to the communications

unit before an acknowledgement is received for any of the
packets.

7. The method of claim 6, wherein transmission of a
packet from the central station comprises the steps of:

assigning a sequence number to the packet;
transmitting the packet to the communications unit with

said sequence number included as part of the packet;
receiving the packet and checking the packet for errors at

the communications unit;

transmitting a response from the communications unit
containing an acknowledgement of the original packet.
with the acknowledgement containing the sequence
number of the Original packet.

8. The method of claim 7, wherein transmission of the
packet comprises the steps of:

transmitting a packet containing a sequence number to the
communications unit;

waiting for a predetermined length of time for a response
from the communications unit containing an acknowl-
edgement with the corresponding sequence number;
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removing the packet from a queue of packets. to be
transmitted should an acknowledgement be received;

ignoring any further acknowledgements that are received
for packets already removed from said queue ofpackets
to be transmitted;

retransmitting the packet to the communications unit.
should an acknowledgement with the proper sequence
number not be received within the predetermined
length of time.

9. The method of claim 8, wherein retransmission of an
unacknowledged packet comprises the steps of:

determining the identity of the remote station last receiv-
ing a packet from the communications unit;

determining the time of receipt of said packet from the
communications unit;

computing the probability that the unit is likely to receive
the retransmitted packet if it is transmitted at the time
the probability is computed at;

retransmitting the packet if the probability of receipt is
above a certain threshold value.

10. The method of claim 1, wherein the step of transmit-
ting the packet from the communications unit comprises the
steps of:

transmitting the packet from the communications unit;

waiting for a specified period of time until the next
transmission of the packet; in which the above steps are
carried out repeatedly.

11. The method of claim 10, wherein the time delay before
Ihe next transmission of the packet is determined by the
steps of:

determining the time since the last receipt of a packet with
message text;

computing a time delay such that the frequency of
repeated transmissions decreases as the time since the
last receipt of a packet with message text increases.

12. The method of claim 10, wherein the step of trans-
mitting the packet from the communications unit comprises
the steps of:

transmitting the packet from the communications unit;
transmitting a packet from the central station to die

communications unit acknowledging the acknowledge-
ment of the original packet;

receiving said packet acknowledging the acknowledge-
ment at the communications unit;

removing the sequence number of the acknowledged
packet from the list of packets for which acknowledge-
merits will be sent.

13. The method of claim 10, wherein the repeated trans-
mission of the packet from the communications unit con-
tinues with the packet containing the unit identification code
alone, should all received packets have been acknowledged.

14. A method for transmitting a message to an individual
and returning a response to the originator of said message,
comprising the steps of:

originating the message addressed to said individual;

transmitting the message to a central communications
station;

receiving and storing the message at said central commu-
nications station;

creating a packet containing data from the message;

transmitting said packet to a communications unit carried
by the individual by the steps of:
(1) computing an error checking code and adding said

code to the packet;
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(2) adding a code to the packet identifying said corn-
munications unit;

(3) transmitting the packet by means of radio to the
communications unit;

(4) receiving the packet at the communications unit;
(5) computing an error checking code;
(6) determining whether the packet has been correctly

received by comparing the error checking code com-
puted at the communications unit with the error
checking code contained in the packet;

(7) constructing a packet at the communications unit
comprising a code identifying the communications
unit;

(8) adding a code identifying and thus acknowledging
the received packet to said packet constructed at the
communications unit, should the received packet
contain a correct error checking code;

(9) transmitting the packet constructed at the commu-
nications unit from the communications unit via a

medium selected from the group consisting of infra-
red light and ultrasonic sound to one or more of a
plurality of remote stations, should the received
packet contain a correct error checking code;

(10) receiving the packet from the communications unit
at a remote station and temporarily storing it;

(1 1) transrnitting the packet originating from the com-
munications unit from said remote station, by means
of a communications circuit via a medium selected

from the group consisting of wire and optical fiber.
to said central station;

repeating the steps of creating the packet containing data
from the message and transmitting the packet to a
communications unit carried by the individual, until all
data in the message has been transmitted from the
central station to the communications unit;

displaying said message to the individual;

accepting a response message by the individual at the
communications unit in response to the received mes-
sage;

transmitting said response message from the communi-
cations unit by means of a medium selected from the
group consisting of infrared light and ultrasonic sound
to one or more of a plurality of remote stations;

receiving the response message at a remote station and
temporarily storing the response message;

transmitting the response message from said remote sta-
tion by means of a communications circuit via a
medium selected from the group consisting of wire and
optical fiber to the central station;

receiving the response message at the central station;

transmitting the response message from the central station
to the originator of the message;

receiving the response message by the originator of the
message.

15. The method of claim 14, wherein the step of trans-
mitting the response message comprises the steps of:

transmitting the response message from the communica-
tions unit;

waiting for a specified period of time until the next
transmission; in which the above steps are carried out
repeatedly.

16. The method of claim 14, wherein the step of trans-
mitting a response message comprises the steps of:

selecting said response message from a set of prepro-
grammed responses;
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encoding the response message as a numerical index to
said set of preprogrammed responses rather than the
text itself.

17. The merited of claim 14, wherein transmitting the
message and accepting a corresponding response message
comprises the steps of:

assigning a channel number to each message received at
the central station;

transmitting the message from the central station to the
communications unit, with said channel number con-

tained in the message;

transmitting the response from the communications unit
to the central station, with the channel number con-
tained in the response;

converting the channel number to an electronic mail
address identifying the originator of the message;

transmitting the response to the originator of the message
by use of said electronic mail address.

18. The method of claim 14, further comprising the steps
of:

displaying a prepnograrnmed response to the user at the
comrnunications unit;

editing the text of the response by the user at the com-
munications unit:

transmitting the modified response to the central station to
update the corresponding list of preprogranuned
responses stored at the central station.

19. The method of ciaim 14, wherein the step of trans-
mitting the response message comprises the steps of:

transmitting the response message from the communica-
tions unit, with the response message containing a
sequence number identifying the particular response
message;

receiving the response message with corresponding
sequence number at the remote station and forwarding
it to the central station;

receiving the response message with corresponding
sequence number at the central station;

transmitting a packet from the central station to the
Communications unit acknowledging the response mes-
sage that contains the corresponding sequence number;

ignoring further copies of the response message, as indi-
cated by the sequence number, that may be received at
the central station.

20. The method of claim 19, wherein the step of trans-
mitting the response message comprises the steps of:

transmitting the response message from the communica-
tions unit;

waiting a specified period of time after transmission;

providing a humanly perceptible signal to the user of the
communications unit, should an acknowledgement of
the response message fail to be received within said
specified period of time.

21. The method of claim 14. further comprising the steps
of:

initiating a message requesting that a physical iocation be
provided for the comrnunications unit assigned to an
individual;

transmitting said message to the central station;

determining the last known location of the communica-
tions unit assigned to said individual;

transmitting a reply message to the initiator of the request
containing the location of the communications unit.
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22. The method of claim 21, wherein the step of trans-
mitting the reply message to the initiator of the location
request comprises the steps of:

determining whether the communications unit for which
the request has been received has had a privacy mode
selected by the user;

transmitting a message to the initiator of the location
request indicating that said privacy mode has been

selected, rather than indicating the location of the 10
communications unit, should the privacy mode be
selected.

23. The method of claim 14, further comprising the steps
of:

transmitting part of the message stored at the central
station to the communications unit;

displaying the part of the message received at the corn-
munications unit to the user. together with a response
that, when chosen, requests additional text from the
message;

choosing said response requesting additional text by the
user;

transmitting a code representing the response together
with identification of the message from the communi-
cations unit to a remote station and then to the central
station:

transmitting additional text from the message from the
central station to the communications unit;

displaying additional message text to the user.
24. The method of claim 23, further comprising the steps

of:

the user performing an action at the communications unit
communicating his or her intention of deleting a mes-
sage;
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deleting the part of said message received by the com-
munications unit from its memory;

transmitting a code indicating a deletion request, together
with identification of the message to be deleted, from
the communications unit to the remote station and then

to the central station;

deleting the message stored at the central station.
25. The method of claim 24. wherein the deietion of the

message comprises the steps of:

deleting the pan of the message received by the commu-
nications unit from its memory while saving the mes-
sage in a temporary memory;

deleting the message stored at the central station, while
saving the message in a temporary memory;

selecting a command by the user communicating the
intention of reversing the deiete action;

restoring the portion of the message received by the
communications unit that had been deleted by obtain-
ing the text from said temporary memory in the com-
munications unit;

transmitting a code representing said reversing of the
delete action to the remote station and then to the

central station;

restoring the message in the central station that had been
deleted to its original state by obtaining the message
text from said temporary memory in the central station.
the message text from said temporary memory in the
central station.


