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1. Status of this Memo

This memo defines a simple protocol by which management information
for a network element may be inspected or altered by logically remote
users. In particular, together with its companion memos which

describe the structure of management information along with the

initial management information base, these documents provide a
simple, workable architecture and system for managing TCP/IP-based
internets and in particular the Internet.

This memo specifies a draft standard for the Internet community.
TCP/IP implementations in the Internet which are network manageable
are expected to adopt and implement this specification.

Distribution of this memo is unlimited.
2. Introduction

As reported in RFC 1052, IAB Recommendations for the Development of
Internet Network Management Standards [ 1], the Internet Activities
Board has directed the Internet Engineering Task Force (IETF) to

create two new working groups in the area of network management. One

group is charged with the further specification and definition of

elements to be included in the Management Information Base (MIB).

The other is charged with defining the modifications to the Simple

Network Management Protocol (SNMP) to accommodate the short-term

needs of the network vendor and operations communities, and to align

with the output of the MIB working group.

The MIB working group has produced two memos, one which defines a

Structure for Management Information (SMI) [ 2] for use by the managed
objects contained in the MIB. A second memo [ 3] defines the list of
managed objects.

The output of the SNMP Extensions working group is this memo, which

incorporates changes to the initial SNMP definition [ 4] required to
attain alignment with the output of the MIB working group. The

changes should be minimal in order to be consistent with the IAB’s

directive that the working groups be "extremely sensitive to the need

to keep the SNMP simple." Although considerable care and debate has

gone into the changes to the SNMP which are reflected in this memo,
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the resulting protocol is not backwardly-compatible with its

predecessor, the Simple Gateway Monitoring Protocol (SGMP) [ 5].
Although the syntax of the protocol has been altered, the original

philosophy, design decisions, and architecture remain intact. In

order to avoid confusion, new UDP ports have been allocated for use

by the protocol described in this memo.
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3. The SNMP Architecture

Implicit in the SNMP architectural model is a collection of network
management stations and network elements. Network management
stations execute management applications which monitor and control
network elements. Network elements are devices such as hosts,
gateways, terminal servers, and the like, which have management
agents responsible for performing the network management functions
requested by the network management stations. The Simple Network
Management Protocol (SNMP) is used to communicate management
information between the network management stations and the agents in
the network elements.

3.1. Goals of the Architecture

The SNMP explicitly minimizes the number and complexity of management
functions realized by the management agent itself. This goal is
attractive in at least four respects:

(1) The development cost for management agent software
necessary to support the protocol is accordingly reduced.

(2) The degree of management function that is remotely
supported is accordingly increased, thereby admitting
fullest use of internet resources in the management task.

(3) The degree of management function that is remotely
supported is accordingly increased, thereby imposing the
fewest possible restrictions on the form and
sophistication of management tools.

(4) Simplified sets of management functions are easily
understood and used by developers of network management
tools.

A second goal of the protocol is that the functional paradigm for
monitoring and control be sufficiently extensible to accommodate
additional, possibly unanticipated aspects of network operation and
management.

A third goal is that the architecture be, as much as possible,
independent of the architecture and mechanisms of particular hosts or
particular gateways.

3.2. Elements of the Architecture

The SNMP architecture articulates a solution to the network
management problem in terms of:
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(1) the scope of the management information communicated by
the protocol,

(2) the representation of the management information
communicated by the protocol,

(3) operations on management information supported by the
protocol,

(4) the form and meaning of exchanges among management
entities,

(5) the definition of administrative relationships among
management entities, and

(6) the form and meaning of references to management
information.

3.2.1. Scope of Management Information

The scope of the management information communicated by operation of
the SNMP is exactly that represented by instances of all non-

aggregate object types either defined in Internet-standard MIB or

defined elsewhere according to the conventions set forth in
Internet-standard SMI [ 2].

Support for aggregate object types in the MIB is neither required for
conformance with the SMI nor realized by the SNMP.

3.2.2. Representation of Management Information

Management information communicated by operation of the SNMP is
represented according to the subset of the ASN.1 language [ 6] that is
specified for the definition of non-aggregate types in the SMI.

The SGMP adopted the convention of using a well-defined subset of the
ASN.1 language [ 6]. The SNMP continues and extends this tradition by
utilizing a moderately more complex subset of ASN.1 for describing

managed objects and for describing the protocol data units used for
managing those objects. In addition, the desire to ease eventual

transition to OSI-based network management protocols led to the

definition in the ASN.1 language of an Internet-standard Structure of
Management Information (SMI) [ 2] and Management Information Base
(MIB) [ 3]. The use of the ASN.1 language, was, in part, encouraged

by the successful use of ASN.1 in earlier efforts, in particular, the

SGMP. The restrictions on the use of ASN.1 that are part of the SMI
contribute to the simplicity espoused and validated by experience

with the SGMP.
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