US006182146B1

a2 United States Patent

10y Patent No.: US 6,182,146 B1

Graham-Cumming, Jr. 45) Date of Patent: *Jan. 30, 2001
(549) AUTOMATIC IDENTIFICATION OF 5,719,942 * 2/1998 Aldred et al. c.ocoveverereecrnccne 709/228
APPLICATION PROTOCOLS THROUGH 5,734,865 * 3/1998 Yu ... ... 709/250
DYNAMIC MAPPING OF 5,734,887 * 3/1998 Kingberg et al. .......cccoevevennnnn. 707/4
APPLICATION-PORT ASSOCIATIONS 5,787,253 * 7/1998 McCreery et al. .............. 395/200.61
(75) TInventor: John Graham-Cumming, Jr., Menlo (List continued on next page.)
Park, CA (US)
(73) Assignee: Compuware Corporation, Farmington Primary Examiner—Mehmet B. Geckil
Hills, MI (US) Assistant Examiner—William C. Vaughn, Jr.
(74) Antorney, Agent, or Firm—Blakely, Sokoloff, Taylor &
(*) Notice:  This patent issued on a continued pros- Zafman
ecution application filed under 37 CFR
1.53(d), and is subject to the twenty year (57) ABSTRACT
Iljgt:a t)(zt;: rmprovisions of 35 U.S.C. A system, method, and software product dynamically deter-
’ mine network applications associated with any ports being
Under 35 U.S.C. 154(b), the term of this used by packets on a network, allowing the packets to be
patent shall be extended for 0 days. properly routed, counted, and reported according to their
applications. In one embodiment, an application-port map-
) ping table stores static associations or mappings between
(21)  Appl. No.: 08/884,396 applications and ports, as defined by a standards body or
(22) Filed: Jun. 27, 1997 other source. The application-port mapping table is dynami-
. cally updated during runtime to reflect dynamic associations
(51) Int. CL7 .o GO6F 15/173; GO6F 15/16 between applications and ports as extracted from packet
(52) US.CL . 709/238, 709/224, 709/231, data. The associations are identified by a packet analysis
709/235; 709/238; 709/239; 709/245; 709/246; module which performs a two step verification of an appli-
709/248; 709/250; 370/389; 370/392; 370/400; cation for a packet. In a first step, the packet analysis module
370/401; 370/402; 370/469 applies the ports from a packet to the application-port
(58) Field of Search ... 395/200.68, 200.61, mapping table to obtain a first application identifier. In a
395/200.78, 200.65; 370/401, 392, 402, second, separate step, the packet analysis module applies
400, 389, 469; 709/238, 231, 248, 235, identification logic to the packet to identify an application
250, 224, 226, 239, 245, 246 based on packet data. The second step may be used for each
packet or only where the packet is not identified by the
(56) References Cited application-port mapping table. If a second application is
US. PATENT DOCUMENTS stlllccessﬁully identified, the packte){ artl)alysdi(si module updates
e the application-port mapping table by adding a new asso-
5,519,867 5/1996 Moeller et al. ..c.ccoceeerreunnee 709/107 ciation between the second identified application, and a port
5,537,417 7/1996 Sharma et al. .. .. 709/228 of the packet. To keep the application-port mapping table

5,566,336
5,636,371
5,640,394

10/1996 Futatsugi et al.

6/1997

Schrier et al. ..

.. 395/701
... 709/250
.. 370/389

current, the table is periodically scanned to remove associa-
tions which have expired; alternatively, an association is
removed when an end of sequence packet for its application

is detected.

*
*
*
*
* 6/1997
*
*
*
*

5,640,399 6/1997 Rostoker et al. .. 370/392
5,649,105 7/1997 Aldred et al. ... .. 709/220
5,684,800 * 11/1997 Dobbins et al. ....c.ccceveeueneee 370/401
5,708,659 1/1998 Rostoker et al. .....cccevveuenee. 370/392

o1
INVOKE

CPackelSource

() TO OBTAIN

PACKET

0
TRAVERSE
| CapplcationMaps FOR

cat
APBLICATION
IDENTIFIER

o7
SET FIRST 4PP. ID TO
RETURNED YALUE

11 Claims, 6 Drawing Sheets

i
SECOND APP. ID -
UNKNCWN?

E3
CREATE NEV/
Chppicationhlap for
SEGOND APP. 1D,
FORT ASSOCIATION

G2
CREATE NEW
CAppitcationPacket

PASS
CtpplicationPackat TO
'APPLICATION

e
SIRST APP. 1D =
UNKNOWN?

27
DISCARD PACKET
OR PASS TO
DEFAULT
APPLICATION

Find authenticated court documents without watermarks at docketalarm.com.



https://www.docketalarm.com/

US 6,182,146 Bl

Page 2
U.S. PATENT DOCUMENTS 5,883,945 * 3/1999 Richardson, Ir. et al. .......... 379/189
5,995,608 * 11/1999 Detampel, JIr. et al. .. 379/205
5,797,041 = 8/1998 Yasue et al. i 710/52 6,061,349 * 5/2000 Coile et al. .ovrrrrrrrrrrrrrvrvrnnens 370/389
5,835,710 * 11/1998 Nagami et al. .

. 395/200.8

5,838,920 * 11/1998 Rosborough ... .. 709/224 * cited by examiner

DOCKET

_ ARM

Find authenticated court documents without watermarks at docketalarm.com.



https://www.docketalarm.com/

U.S. Patent

Jan. 30, 2001

Sheet 1 of 6

US 6,182,146 B1

TCP Header for HTTP Protocol

Source Port =80 Destination Port
32 bit Sequence Number
32 bit Acknowledgment Number
Flags Window
Checksum Urgent Pointer
FiG. 1

TCP Header for HTTP Protocol for Port 8080

DOC KET

_ ARM

Source Port = 8080 Destination Port
i 32 bit Sequence Number
32 bit Acknowledgment Number
Flags Window
Checksum Urgent Pointer
FIG. 2

Find authenticated court documents without watermarks at docketalarm.com.



https://www.docketalarm.com/

U.S. Patent Jan. 30, 2001 Sheet 2 of 6 US 6,182,146 B1
102
APPLICATION
IDENTIFIER
MODULE
APPLICATION
PACKET IDENTIFIER
2
RAW 207
PACKET 100
106 110
NETWORK DATA 201 R PACKET 21 PACKET WITH
PACKET SOURCEJ ANALYSIS APPLICATION
MODULE IDENTIFER

APPLICATION|  paTp

108

STATIC
APPLICATION-PORT
MAPPING DATA

DOC KET

_ ARM

IDENTIFIER
204

PORT

203’

APPLICATION-
PORT
MAPPING TABLE

FIG. 3

112
DYNAMIC /
APPLICATION-PORT
ASSOCIATIONS

205

Find authenticated court documents without watermarks at docketalarm.com.



https://www.docketalarm.com/

U.S. Patent Jan. 30, 2001 Sheet 3 of 6 US 6,182,146 B1

300

\

ADDRESSABLE MEMORY 303
304

102
APPLICATION

IDENTIFIER MODULE

100
PACKET
ANALYSIS MODULE

104 106
APPLICATION-PORT
MAPPING TABLE PACKET SOURCE
306 308

NETWORK INTERFACE fe—» Y NETWORK
| 302 4

‘ OPERATING SYSTEM
] 301

| CPU

FIG. 4

DOC KET

A R M Find authenticated court documents without watermarks at docketalarm.com.



https://www.docketalarm.com/

Nsights

Real-Time Litigation Alerts

g Keep your litigation team up-to-date with real-time
alerts and advanced team management tools built for
the enterprise, all while greatly reducing PACER spend.

Our comprehensive service means we can handle Federal,
State, and Administrative courts across the country.

Advanced Docket Research

With over 230 million records, Docket Alarm’s cloud-native
O docket research platform finds what other services can't.
‘ Coverage includes Federal, State, plus PTAB, TTAB, ITC
and NLRB decisions, all in one place.

Identify arguments that have been successful in the past
with full text, pinpoint searching. Link to case law cited
within any court document via Fastcase.

Analytics At Your Fingertips

° Learn what happened the last time a particular judge,

/ . o
Py ,0‘ opposing counsel or company faced cases similar to yours.

o ®
Advanced out-of-the-box PTAB and TTAB analytics are
always at your fingertips.

-xplore Litigation

Docket Alarm provides insights to develop a more
informed litigation strategy and the peace of mind of

knowing you're on top of things.

API

Docket Alarm offers a powerful API
(application programming inter-
face) to developers that want to
integrate case filings into their apps.

LAW FIRMS

Build custom dashboards for your
attorneys and clients with live data
direct from the court.

Automate many repetitive legal
tasks like conflict checks, document
management, and marketing.

FINANCIAL INSTITUTIONS
Litigation and bankruptcy checks
for companies and debtors.

E-DISCOVERY AND

LEGAL VENDORS

Sync your system to PACER to
automate legal marketing.

WHAT WILL YOU BUILD? @ sales@docketalarm.com 1-866-77-FASTCASE




