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Path:

Date:

Revision:

Changes:

HM-DD~!!

08-26-91
08-02-91
06-05-91
05-05-91
D5*31'9l

/

static char rtp_d11_p_c [] = “@(#)rtpmd11_p.c

rtp_dl1_p.c

[description]

Copyright (c) 1991 Concord Communications Inc.
All rights reserved.

/home/hawk4fmalibuftrakker_db/monitor/rtp/SCCS/s.rtp_d11_p.c

8/26/91

1-7

WHO

KR
DPD
KHJ
DPD
KMJ

#include <stdio.h>

fiinclude <cci_std.h>

#include "system.h"

Description of change. (latest first)

moved llc parse so that if error, wou1dn‘t inc frames
always do a get for the destination mac address
changed check for min pkt size to > 13
moved counts for collisionsferrors to chip counts
forced vars into registers and mimumized globalvar E00833

1.7" -a
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finglude
iinclude
.fih¢1fide
iincihde
finclfide
finqlflde
finclude

"add:ess.h"
<sys/types.h>
7Ksyfi[socket.h>

cbsdda/sys/time.h>
"uti1.h"
"kuser.h"
“fibuf.h"

fjfgéf unix.
fiinclude <sys/cci.h>

  
Lfie HA

 

fefidif .
iinéluge “1anuti1.h"
finfilude "gpu.h"
iinclude Ulané82596.h"
fificlude "mtm”if.h”
fincluqé "ntm;in.h"

‘}igc}hde "mtm_if_ethér.h"
fiholude" :"a1arms.h"
#iné1ude* fisF3ts.h“

_fihG1udc""$taLq;d11.h"
.finp1pde "ém;ct;1.h"
fificlflde “ttp.h“

./w . _
# MAC and LLC Headers and Data Structures
i/:‘ '

3'Haqfiddress' mac_sr¢_addr;
Hflacfiddreés mac_dst_addr;

'.[¥ "T .. . .
~;#-Frame defin;t1qns

% lb? *HINDBTfl ‘ 45
flflé lb? fHAXDATfij . 1500

Lie pnrn 15bd4a
. ....
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/* _
*.LLC frame masks
*/

iderine I_HASK 0x01
.¥defi|_'1_e; U___I-IA_Bl{’ 03:10
fdefine PF_HfiSK ' Uxef
#dgfine'IG;HASK oxfe
fdefiine RESP;BIT 0x01

/in

*/

}define.I:BRhHE' oxoo

-fifiéfine RR;E3A¥E ~ 0301'
- . ,#fiéf§né R3Q;FRRfiE 0309

.-:#déffifi'e. .'Bri'IR;rRAHE .oxo5

_fi£d¢fing Ui;FgAME,; ‘OX0:
r“?§¢f1n§ aAaua;Pg¢Hz Oxéf
_¥idefifi6 DI9c;§RaHE -0x43
;#ciéfin.e" 0x763
:-'£a.=,-'x:;1n-e- Qxof
 - T~Ft=dé‘r;ih.e:%"

TH‘-aglso
A [define T§$_ Baum -0x23

“/F-iiaiin-iserlz .
:*1E_«.I»C.,;%l1r;15¢1!1; -

 

# LLC frame command types with p/f w 0

; /* infigrmation transfer 4.byte header #1

J Ii‘superyfsqfiy;qommands/responses=4 byte header */

M-/firuhnhmhérggI¢§mmanqs/response 3 byte header */

fldefine HAX_LLC~LEHGTH 1513 /* includes mac header and 4 byte FCS */

:;.7fdéfifie xxplrhhnzf-.oxar /* response is additibna1‘3 bytes long a;
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' _ » I ,’a‘tir1L1r:=t:-_tn'z1'cM

:_;-_*«.-I~I_ia_'._a€1i=.-'_':':.. :c1é_fi‘hii:_ions
/5

   

T"'iexi‘<i!‘-érstr { 

 F§<.é‘M'~'1..r'.er-’».:°~
' “Hat: dri;-._s_s:

u

LLc_1xco_.pdu == #67,-
LLC__‘A(‘-.‘1_-_pc’_4u< = :27;
LLC___x'ic_1__1_$‘duH1ength = :03;
_11QMxid;fdrmat;id a #81;
11c_:_xid_'_type1 ' = #01;
l1c_xid;fiYP$2 E #02;
l1c;x1d;fiype3 = #04;
1-1°;t0‘9919.}.1?it = #30;

'].*].c_seq‘_pt‘_rnask' = §6F,-

ir_c1;xd;__s1;a’t:us_,;mask -—- tor;
Ai;-_cmcI_9k - = #00;
1r_cmd_r5 = #01;
ir_cdq_ue = IDS;
‘it end ‘pa = #06;
—ir:¢md:ip = #07,
-1'.7:_'c,m_d;'un -= #09;
1i:___cmd___i_t'. # for‘;

-ir_-_:_:ap;':,31:atu£:r_ma|3}: =- fro;
.1'r__1_:sp_._ok = ton;
irjtsp rs r= no;
ir'_r$PZm.3‘ = :30:
_ir_r'$p‘_:_-)f1r- -= #40;
‘i'r_r.é',1i_ue '= #50;
-.ir_r.sp_=-ip - = #70:

_ . ~ir_rsp;u;r- Ta‘ 1'90:
¥_'.;ip;rsp;it = #F0,

1:1

_ _f$.;

dst adgilr-,' f.*re‘st per 8.02.2/3 specsitf
V .5-rc:a'c_1dr;
5].ri.-_ngt._h,-
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struct l1c_headefstr {
u_char dsap:
n_pha: asap;
uéphat contrpl;
u_phar 11c_fiata[HAX_LLC_pATA]; /* actual start of 11c data*/
}:

struct,snap_héader5tr {
uwchar dsap;
u_char ssap;
u_char contrpl;
u_char urq_cdde[3]; /* protpcol id OR origin code *1
u short ethgr_type; /* there may be a org code that *1
}?

struct d11_fra
' stpuct

Etruct

upphar
,}i

mestr {

maq_headapstr
11u_h&aderstr
fbs[4]; '

fdéfine HAC;HBhDER $123
. #d‘e'g:' ihe , x.LcTr{j_a:§_:'m_rz3s1zt::
#def1n¢.sNh§«LLc uagngnisxzs

*J
‘$'Lobal—data‘i

'f|ex€é;q.uint32

'-' -‘ #.<Iie'.t_ihe-t 'sH_.APZIJTé¢ZH'E.ADERZDIFF
' idggine NQVELD;flEADER;SIflE

stphcturea

myrpfiddrj

/* specifices this fiE1d'to_be the EtherType *{

/irest per 802;2/3 specs*lmac header;
{*302.2 specaif1lc:header;

-14 ]fisizeof(mac_headerstr)*1
3 - ]*sizepf(l1c_peaderstr)if

B ffsizeo£(snapFh¢adersbr)3/ '
SNAP_LLC;HEADER_SIZE%LLC'HEADER_SIZE'

2 ' {*NOVELL only Has 1 BSA? and DSAP*[

d11;1ength;
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static U1nt32

static
static
static

static
static

StatsAddrEntry
statsnllsegment
StatsProtcco1Entry

StatsAddrEntry
Statsnllsegment

static StatsPrctoco1Entry

static
static
static

static
static
static

static
static
static

Statshddrfintry
statsnllsegment
statsProtoco1Bntry

Statsnddrfintry
statsbllnddr
StntsProtcco1Entry

StatsAddrEntry
Statsbllkddr
statsProtoco1Entry

static $tatshddrEntry
static

it

statsDia1ogEntry

* Hacros for D11 statistics
* These use the macros
*1

fidefine dll stats frames {'\
stets_?rames—{DLL_SEGMENT,

{define d11_stats_hytes { \
3bats¥bftes (data_1ength,

11c_pratcco1;

*this#segFaddr_ptr;
*this_seg_stats_ptr;
*this_seg_protcco1_ptr;

*erc_seg_addr_ptr;
*src_seg_stats_ptr;
*erc_seq_protaco1_ptr;

*dst_seg_addr_ptr;
*dst_seg_stats_ptr;
*dst_seg_prctoco1_ptr;

*src_pode_addr_ptr;
*src_noda_stats_ptr;
*src_node_ptotaco1_ptr;

kdst_node_sédr_ptr;
*dst node_stats_ptr;
idst:noda_protoc01_ptr;

*dia1D9‘___&ddr__ptr ;
*dia1og_stats_ptr;

defined in stats.h

IJLL_NODE, DLL_PAIR, DLL__PRDTOCOL)} }

DLL_sscHsN1-, DLL_iTODE, DLL__P1uR, DLL_PRoTocoL); }

Petitioners'm|-E.)("10‘O9 F—’ag”e 13 H
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ifdcfine d].lW5tats___errors { \
$tatS___er'r0rs (oI.L__sE:GMauT, DLL__NODE, DLL__PAIR, DLL_PROTOCOL); 1

#define dli atatsflbcasts { \

 

stat.-:.__Bcasts (DLL_sEGr«1Bm:, DLL_NODE, nLL_p.n1n, DLLWPROTOCOL); }

fidefine d1l_stats_mcasts { \
-atats_mcasts (_DLL_sEGMENT, DLL_NOI)E, DLI._PAIn, DLLMPROTOCOL); }

fidefine d11mstat5_enat { \
statsfienet (DLL__SEGMEN'1‘, DLL_N

#define d11_statsfi1lc { \
stats_11u (DLL__SEGMENT, DLL_NO

fidefine d11Hstats_protoco1 { \
stats_protoco1 (DLL#SEGHENT, D

#dofine dll stat$_Qff sags { \
stats_off_5cgs (BLL_sEsumrr, D

fidefine d1l_5tqts_transit5 { \
stats_transits {DLLHSEGMENT, D

fidefine d11_stats“co11isions I \
stats_po111sions {DLL_SEGHENT,

fideflne dll stats_a1ighment { \

ODE, DLLWPAIR, DLL__1=RoTocoL); )

DB, |JLL__PAIR, DLLAEPROTOCOL}; }

LL_NODE, DLLHPAIR, DLLMPROTOCOL); }

LL-_NODE, DLL___PhIR, oLL__m2oToco1.'),- }

LL_NODB, DLLHPAIR, DLL_PRoTocoL),- }

DLL-_H,0DI.‘, DLL_PAIR, DLI.-mPRO‘I'0COL); }

stats_§lignment (DLL_5EGMENT, DLL_NODE, DLL_PAIR, DLL_PRbTOCQL); }

fdefine dll statsmrunts { \
stats_runts (DLL_SEGMEHT, DLIL

/atikfitfiwk***ifi***i**fi*k***iiiitiik

NODE, DLL_PAIR, DLL_PROTOCOL); }

ii-In-{rt-klhkfl-A\1uI-!d:'I':i:|\'ir'lI-kiittkiii¢*in|'***'lilfi****
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Data Link Layer Parse Routine

Function

Input
Output.'l-3‘.-!1-H‘!.|-‘.I-I-

 
 

Uint32 rtp_dllHparse (layer_ptr, data_length)

char
Uint32

register
register
register
register

register
register
register
register
/* stats

 
Parse data link layer frame

pointer to the frame, length of frame
objects updated, next layer parse routine called

*1ayer_ptr;
data_length;

adjusted_data_1ength, 1, result;
protocol; *uint32_ptr;

*frame_p
j=0XFFFF;

Uint32
Uint32

struct dllfiframestr
Uint16

tr;

struct ether_arp flea;short

struat inmaddr
struct mbuf

*wp1. *wp2:

_ _addr;
*mbuf_ptr;

alarm data can not be put in register so added *uint32_ptr */
stats_a1arm_data;

dst ip

Alarmuserbata

a set up local variables

result = GOOD:

freme_ptr m (struct dll_framestr *)layer_ptr;

macw5rc_addr
mac_dstHeddr

 

 
= frame_ptr—>mac_header.3rc_addr;

frame_ptr->mac_peader.dst_addr;

Petitioners‘ EX1009 Page 15
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 * Test for the broadcast address
*1

1 = 0;
while {i<(sizeof(struct etheruaddr)/2))

{

j E= frame_ptr~>mao_header.dst_addr.douh1o_byte5[i];
i++;
)

rtp_broadcaat = (j == 0xFFFF);

/-k
* Test for a multicast address
*1

if (rtp__broadcast: == FALSE)
if (frame_ptr->mac_header.dst_addr.bytes{O} & 0301}

rtp_mu1ticast = TRUE;

1* this test prevents all src & dst error counts if arc and or protocol is unknown */
if (datawlength > 13)

{
if ( (Emonctrl.hcastflodefinable) && (rtp broadcast {E rtpumultioast) )

d11_src_node_addr_ptr = src_node_a§dr_ptr = stat5_d11_lookup_addr
(&nac_src_addr);else

d11_§rc_node_addr_ptr = src_node_addr_ptr = stats_d11flqet_addr (&mac_src_addr);

if (d11_src_node_addr_ptr)
{
dll src hode_stats_ptr = src_node_stats_ptr = (statsnllhddr *)

src node_nddr:ptr:>stats_ptr;
' d11_src_seg_addrHptr'm src_aog_addrhptr = stats_d11_qet_segnent

(srcmnodefiaddr_ptr—>addrass.segnentl);
' if (src_5eg_addr_ptr 1= NULL)

Petitioners‘ EX1009 Page 16
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10

tstatsnllsegment *)
H

d1l_src"seg_stats_ptr 2 src_seg_statsmptr
src_seg_addr_ptr~>stats_ptr;else

d1l”srcHsegHstats_ptr G src_5eg_5tatsmptr = NULL;
}

else

{
dll src nodeMStats_ptr = sro node statsmptr = NULL;
dl1:5rc:5eg_addr_ptr = src_sEg_ad§r_ptr a NULL;
dl1#src_seg_stats_ptr " 5rc_seq_stats_ptr = NULL;
}

[R
if ( (EmonCtrl.bcastNodeEnable) && (rtp_broadcast {I rtp_mu1tiGast) )

d11_dst_node“addr_ptr = dst_node_addr”ptr = stats_d11_1ookup_addr
(&mac_dsthaddr);else

d1lHdst_node_addr_ptr = dst_nDde_addrmptr = statsHdllFgetHaddr (&mac_dstmaddr);
%

I f*** always do a get on the destination node ***f
d1l4dst_node_addrHptr = dst_node‘addt_ptr = stats_d11_get_addr (&mac“dst_addr);

if (dl1_dst_nodewaddr_ptr)
{

dll dst node 5tats_ptr = dst_node_statsfiptr
dst node addr_ptr+>stats_ptr;

” " dl1_dstmseg_addr_ptr = dst_seg_addr_ptr = stats_dll_get_segment
(dst nodehfiddr_ptr->address.seqmentl);

_ if (d5§_seg“addr_ptr 3= NULL)
d11_dst_segmstats_ptr u dsthsegwstatsnptr = (StatsD11Segment *)

dst_seg_addr_ptr~>stats_ptr;else

(StatsD11Addr *)

dll_dst%5eg_5tat3_ptr m dstM§eq_stats_ptr u HULL;
}

else
{
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dll dst node:5tat5_ptr = dst_node_statsMptr = NULL;
dll:dst:éeg_Eddr_ptr =
dll;dst;$egHst&ts_ptr
}II-

dat"§eg_addr_ptr
dst_seg;stats_ptr

I] = NULL;
= NULL;

* Don't allocate-a dialog structure for a broadcast or multicastit

dll dialog addr_p
tr =if ( (lmonctrlgbcastnialogfinable) && (rtp_broadcast E; rtpfimulticast) )

tr :.dia1og'addr;p
“ atats:d11+1ookup_dla1ogfi(&mac_srcHaddr, &mac_dst_addr);else

dll.dialog addr ptr = dialog fiddr_ptr =
" stats:d11_§et_d1a1og (&EacHsrc_addr, &mac”dst_addr);

if (dialog addr;ptr 1= NULL )

-dll dIQlogHstats_ptr = dialog_stats”ptr =
d1a1og_addr_pEr~>stats_ptr;else

1
else

d11_dialog_statsHptr =

{ ‘
d11;this;s¢g_addr“ptr
fi11_$rc_se§;@dd§_P§¥
fi11_d3p;sEq;afldr;ptr .
Adll_thi§"se§}s§ats;ptr
#11 sr9;s%9;sta§$;Ptr
d;1 dsh4seg;§tats;ptr-
61.1‘ t!.1.i.‘s‘l‘*'=1:é§:_1=s.-=atot9<>l1,.r’tr

_d11;s;c;ggg;px¢to¢p1Hpt:*
dl1'ds£;seg;prqt9cQ1;ptr

H

1 flliflH

  0flilfl

(statsnialogfintry *)

dialaq;stats_ptr = NULL;

thi5_seg~addr;ptr = NULL;
src_seg_addrHptr = NULL;
dst_s¢q;addr;ptr = NULL:
this;seg;stats;ptr = NULL;

-érg;ség_Etats;ptr = HULL;'
dsh_B¢ggstats4ptr_ : NULL;

%'thig ség;prptoco1 pt? #‘uuLL;
src_-5ei<§;I=E<5’&<?’=i°.1__'1:=tr
dst sé§;pro§bé91;ptr
src'nodeJ5tats;ptr

1
1

"flat-n dg:statsfiptr

‘Nagy;
NULL:

TNULL:
= NULL;

HNEH
= s:c.hd§§;pt¢toco1;ptr = HULL;
w d$t7hoaé:prdtoccl;pt£ é HULL}

qla1og;éEats;ptt = NULL;'
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if (this seg_addr ptr = stats dll get_segment (mySegmehtId))
d11:this__seg:stats___ptr = 1':n1E:_seggst.atsJatr = {staitsnllsegment *3

this_seg_addr_ptr—>stats_ptr;else

dll_this_segHstats“ptr w this_5eg_5tatsHptr = NULL;

/*
n the address records and set the 10 second samplei Update age timers i

* rate so that the event manager will calculate rates on the statistics.
*/

stats_update_age“timors;
statsusetHrate_105;

fi
* handle BAD frame statisticsit
I

mbuf_ptr = dtom(frame“ptr);
if (mbuf_ptr~>rov_status)

{
1* receive frame errors detected if
if (mbuf_ptr->rcv;status & RS_COLLI5ION)

}* collision error detecte
/* THESE ARE NOW COUNTED BY THE CHIP

d11 stats_po11isions;
d11:stat5_err0rs;

d - do not parse or send to HTHfiRCV if

*-I
goto macwbad;
}

else if (mbuf_ptr->rcv_status E (RS_CRC_ERR + RS_ALIN_ERR)}

fii CRC and or allignmont error det
d11“stats_p1ignment;
d11_stats_errors;
goto mac_hnd;
}
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acted ~ do not parse or send to HTH_RCV */
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Ii
*else if (mbufmptr—>rcv_status a Rs_cRC_ERR}*
in
*
1.-
*
in

*2
else

/*

*1

{
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* CRC error detected ~ do not parse or send to nTM_RCv t
d11_stats_crc;
dl1_statsMerror5;
goto macmbad;
}

if (mhufHptr->rcvMstatus E RS_SHORTHERR)
I

d11_stats_runts;
d11_stats_errors;
goto maeflhad;
} I* end if *1
/* end if if

'* Determine if the frame is for this station

for (i=sizeof{struct ether addr); i==o; i——)
if (frame_p

else

/it

{

rtp“for_this_station = YES;
}

{

rtpmfor_this_station = N0;
break;
}

* Determine if the frame is from another monitor1-

if (src;node*3tats”ptr is NULL)
{

/* runt frame detected — do not parse or send to HTM_RCv if

tr~>mac_he§der.dst_addr.bytes{iM1] == ts_addr.ether_addr_octat[i~1])
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if ((rtp_for_this_statio == N0} && (srcWnode_addrMptr—>flags & HibMon1tor))
rtp_from_anothermnonitor = YES;

} .

[1
* Check for etharnet or 802.3/302.2. Parse 302.2 if necessary.
* Set the protocol type based on the ethernet type or the dsap.
*/

d11_1ength = HAC_flEADER_SIZE;
adjusted_datah)ength = data_1ength — MAC_HBADER_SIZB:

frame_ptr->mac_haader.length = ntohs(frameflptr->mac_header.length);

if ( (ftame_ptr—>mad_peader.length >= HAXDATh)
: ((frame_ptre>maq_header.length == XEROXHPUP)
&& (adjusted_dataH1ength != XEROx_PUP) }
} ((frame_ptr—>mac_header.length == PUP_ADDR_TRANS)
&& (adjusted_fiata_1ength != PUP_ADDR_TRAHS)))
{

/* ethernet frame if
dllwstatsmanet;
protocol a frame_ptr—>mac"header.1ength:
}

else /* 802.2 frame *1
(

if (frame_ptr—>mac_header.length < 3)

d11_statsmerrors;
goto mac_bad;
1

if (frame_ptr—>mac*header.length < HIHDATA )
adjusted_data_1ength = frame_ptr~>maq_header.1ength;

d11_atatg_11c;
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protocol m 1lq_protoco1;
}

/*.* Do some statlstlcs

a] '
d11_stats_f:amqs;
dll-stats_bytes; /* if this frame is truncated this count will be wrong if
d11:états_oEE;segs;
d11;stats_transits;

E
EE

i

i

15

resuit u rtpH11c_parse (frame_ptr, adjusted_data_1ength); *1-

! if K(r_t:p__bro_a'c1cast == TRUE)
!I
I

{ =
d11_stats;bCasts;
}

if (rtp_m_u1ticaé.t: =2 TRUE)
{ _
d11_stats_mcasts;
}

I; 7.‘ 1* . .. . . . =.
t «y # Find $tat1st1cs structure for the protocol dlstributlon stat15t1cs

.' I -'F/ .
. if (src;node_stats_ptr != NULL)

{ : . . ‘d11_5rc;poqq_p;otqcq1_ptr = s:c_node_protoco1_ptr = stats_get_protoco1
= .(gg:g;hodefistats_ptrh2proEoco1Q,protoco1);

U _ 1”‘_.*g1se.
II

d11_src;node_protoco1_ptr m src_node_protoco1_ptr NULL;

‘inf’;-(dé;1'; -:n,ode_S1;.a_1_'.s_.ptr‘ s= NULL)
t :_3Vd1Iodst;fipfie_p:dt9po1;ptr = dst_nod¢_protoco1_ptr = stat5;get;protoc0l
"§q5"fidH§_stats;ptr—)p:otocolq,protocol);_ -

.= lsé 7, _ T ' - ' ' ' .
. 9._-_d1l_d6t;nodg4pjotgco1;ptr ='dst_nodé;protoco1_ptr = NULL;
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if (this_seg_stats_ptr lu NULL)

_ 611_this_seg_protqqo1_ptr = this_seg;protoc01_ptr
{Qth1s_5ag“stats_ptr—>ptdtoco1Q,protocol);
else '

II
stats_get_protoco1

dl1_thi$_seg_protoco1_ptr K thisHseg_protoco1“ptr : NULL;

if (src_5eggstats;ptr l= HULL)
dll arc seg_protocb1_ptr = src_5egHprotoco1hptr

(&$rc_aeg_stEt5#ptr—>protoco1Q,protocb1);else ‘

stats_get_protoco1
13

d11;src_seg_protoco1_ptr = §rc_segMprotoco1fiptr NULL;

if (dat_seg_stats_pt: ;= NULL) _
' d11_dst_52gmprotoco1;ptr = dst_seg,protoco1_ptr

(&dst_seg;5tats_ptr—>protoco1Q,protoco1T;
else _

d11_fist_5gg_protoco1_ptr 5 dst_seg_protoco1_ptr

II
statsflget_protoco1

 
II

NULL;

i

'* Keep pr§tuco1.diatribution statistics.
*-Piss the protbcol as alarm data in case an alarm occurs

2 .‘*/

stats_a1arm_data.1ength = 4:
7* _ .
*‘rep1acefi_thi5
*=bg¢py (aprotocol, stats;a1arm_data.data, 4);
#-with‘ ~

.fi/ .
uint32;ptr ='EntatsWa1arm_data.length;

"(iii-_r_1t.3'2_-ptri+_+;_
gu;nt32_p;;,= protocol;

‘ ”Sfidt5;ppotdco1; 
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/1
* Parse next protocol
*1

switch (protocol)
(
case DDD_IP:

if (result =n GOOD)
result = rtp_ip_parse {layer_ptr + dll_1cngth, datafilength - dllwlength);

break;

case ARP:

if (result == GOOD)
{

ea = (struct cther_arp *)(1ayer_ptr + dllmlength);
ALIGN_LONG(ea~>arp_tpa[0],dst_lp_addr.s_addr);
if (dst_ip_addr.s_addr == myIpAddr)

rtp_for“thismstation = TRUE;
}

break;

default:
break;

}

1* . . . .
a Determlne 1E th1s frame 15 truncated
*1

if {nbuf_ptr~>rcv_status & (nS_RES_ERR + RS_TRUNCATBD))
{
1* truncated frame - can be parsed but should not be sent to HTH_Rcv if
rtp for this_5tation = rtp”from_another_ponitor = N0;
/*'Tncrement segment count? *1
}

return (result);

mac;bad:
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/* __ ' . =
* Determine if this frame is truncated
*/

if (mbu_E_ptr'-5-rcv_status .9. (RS___RES__ERR + RS__TRU'NCA'I'E-DJ)
{ . ‘ .
/* trunbsted frame - can be parsed but should not be sent to HTK_RCV */
rtQ_£Gr_this_station = rtp_from;another_monitor H No;
/* increment segment count? */
}
return (BAD);

}

. I_**_*_*'**************'*********fi*********“*****‘I*tfi**t**‘I"I'******I'**********'I**

_* LLC-Parse-Routine
l .

"* Function Parse 802.2 frame

k Ifiput pointer to the frame, length of fréme
.*. Qutput objects updated
+:/ r

' - _*tJ'int32_ :rtp_‘-11c'_:;aa;sé (frame_Ptr. data_1-ength)

4 _struct ;d11;frqmestr *£rame;ptr;
Iuinfijz data;1ength;

*snsp_ptr;
' t¥P$7

“IF.-'=AlP_'33'-‘CF
isap;dst;
*sa§_pair;
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It

is Get ‘protocol type I
I

*I

_11c+proto¢o1 3 frame_ptr—>11q_header.asap a IG_MAsK; /iclear command/raspon5e-bit*/

dl1_1ength += LLC_HEADBR_sIZE;

switch (I1c_ptotoCo1) i
{ .
case LLQ_HULL_LSAP:

break;

/* case LLq;GLoBAL: not supported if testing asap */

casé LLq_HGT:
 break;

/* dase LLC;GROUP_HGT: not supported if testing ssap i/

case LLq;SHAfiPATH_CONTRoL: ,
break;

«'_f; _ M M case LLc;non_IP:
'-' - ' break;

case LLC_BsTAP:
'"* bgeaki

.-«.=ei:*=j_a., ?:fiLQ_§fifiHAY;NETHGT:
b..r_«a-auc; -

  -cfis§; :
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.I* '

' ‘if (1_=;_,~a;ne_.fa_t-,_§—:>~‘1‘1c heac1_e}:.contz:o1 5 1 MASK) H To is Informatioh frame a/ _

snatch .<tv_.tsé>%

_case LLC_EIA_RS511:
break;

bre§k;

case LL¢;SHAP: _
snap;ptr = (struqt snap headerstr *) &frame_ptr~>11c_header;
IIc_ptotoco1 = snap_ptr:>etherHtypa;
d_1_1_.1engt11 +u SNiLP__LLC_H.EADER__DIFF‘;
bréak;

7 E

case LLC PROWAY: i
9

case-LLc_ISO:
break:

defau1t:
gdto 11c_pad;

3 Ggt frame_type
.*I ‘ E

,/i 5gpé§fii§of§'orAUnnumbergd frgE§,‘¢1ear pf bit *I
'—typé2é3frfine;ptr—$1lcfiheader.contro1 & PP;HASK;

{

"case I4FRHHE=
fif‘{I1d;protogQ1.E= LLG;SNAP}
4 d11;1ength++;Jbf  

» ~ca¢¢_i-;ég_\ngr__1:_-;T _ =
‘ 5 if-( _fi:otOco1 != LLC”SHAP)   
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d11_length++;
break;

case REJ FRAME:

if T11c_protoco1 E= LLC_SNAP)
d1l_length++;

break;

case RNR_FRAHE:
if (1lc_protoco1 E= LLC_SHAP)

dl1_1ength++;
break;

/* unnumbered commands/response 3 byte header */
case UI_FRAHE:

break;

case SABHEMFRAHE:
break;

Base DISq_FRAHE:
break;

case Uh_FRAHE:
break;

case DMHFRAHE:
break;

case FRHR_FRnHE: /* has a additional 5 byte inf°rmati°“ field */
/I IHPORTANT FRAME TYPE FOR SEEING PROBLEMS DO SOHETHIHG WITH THE 5 BYTES */

if (1lc_protoco1 l= LLC_3NAP)
d1l_1ehgth += 5;

goto 11c_done;

/* also unnumbered i/
case TEsT_ERAME:
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goto l1c_dona;

.Case xID_FRAHB: ffi response is additional 3 bytes long *1
if (frame_ptr—>11c_header.asap a RE5P_BIT) /* as (11c_protoco1 != LLC"SHAP) */

d1l_1ength += 3;
goto 11c_done;

default:

goto l1cHdone;
}

11c_qood:
return (GOOD);

llcmdone:
return (DONE);

11c bad:

return (BAD);
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‘_:'_.:Ii"=-|-..l-'I.-‘|I-";-l-I»IF!|Fll-)FIl-5l-ll-3Il-I-I(-Il-Il-II-II-$1-"I-:(-:|-‘I;
rtp_icmp_p.c

fdescriptiqnj

Copyright (c) 1991 Cpncord Communications Inc.
All rights reserved.

Path: /home/hawk4/malibu{trakker_db/manitorfrtpfsecs]5.rtp;icmp_p.c

Date: 8/26/91

Revision: 1.5

Changes:

Description of change. (latest first)._______-_..................,...a«....4.....................-..............,........__..a_‘_--

stopped parsp_of middle or Last fragment
Fixed icmp off segment bug,
Addéd-error counting to deét-unreagh, tfime qxppedad,

' 9aram—proh1emi and paran'problem dption macros

- O6-:2‘2.—9,1 -KR
u6e2o4s1_ DPD
0s—12~91 [KR

 s_L-atic .cha_r."I:tp;_.i<2ElP_P_° [3 = "€'(#)rtp_icmp__p-G 1-5";

.t#ihc1udé_é$tdi9.h>

”'ihcin§gt59ét_5td.h>

 

i

!

Fixed udp ptr into source quench qata
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finclude "uti1.h"

flinclude "rtp.h"

/-k

*1
/*
StntsAddrEntry
Statslcmpsegment

: 5tatsAddrEntry
E statsIcmpSegment

Statshddrfintry
Statslcmpsegment

StateAddrEntry
StatsIcmpAddr

StatsAc1d1:Entry
E Statslcmphddr

Stat5AddrEnt:y
Statsnialogzntry
*/

/i

13

3i

 

fiinclude "kuser.h”
finclude "protoco1s.h“
iinclude "stats.h"
finclude "stat5_icmp.h"

fiinclude “rtp_ip.h”
fiinclude Urtpmudp.h"
finclude "rtp_icmp.h"

StntaProtocolEntry

 

fiinclude <bsd43/sys/time.h>

* Local Data Structures

*this_seg_addrMptr;
*this_seg_stats_ptr;
*this_segHprot6co1_ptr;

*src_seg_addr_ptr;
*srcWseg_statsHptr;

*dst_seg_addr_ptr;
*dst_5eg_5tat3_ptr;

*srcmnode_addrhptr;
*src_nodeHstats_ptr;

*dst_node_addr_ptr;
*dstMnode_statsuptr;

*dia1og_addr_ptr;
*d1alog_stats_ptr;
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* Macros for ICHP statistics
* These use the macros defined in atnts.h
*/

fldefine 1cmp_statsfiframes { \
5tats_frames (ICHP_SEGHENT, rcMP_NonE, ICHP_PAIR, ICH_PRQTDCOL); }

{define iump;stat5_bytes { \
stats_bytes (length, ICHP_SEGHEHT, ICMP_HODE, ICH+PAIR, ICMPHPROTOCOL): }

§define icmp_statsmerrors { \
stats_errOrS (ICHPMSEGMEHT, IcHP_HoDE, ICHPMPAIR, IcHP_PRoTocoL); }

{define icmp_stats_pff_seqs { \
stats_off_seg5 (ICHP_SEGMEHT, ICHP_NODE, ICH?_PAIR, ICMPMPROTOCOL); }

fdeflhe icmp_atatsmtranaits { \
stats_transits (ICHP_SEGHENT, I(1HP__,HODE, ICHP__PAIR, ICHP_PRO_TOCOL); }

idefiné icmp_stats_echo_reply {\ _
stats for_segs (echokeply, echoneplykate, ICHP SEGMENT, AL ECHO REPLY, NULL); \
stats:fdr_rcv;pode (rcvachoneply, rcvachoneplynatéf IcHP_noDE,“aL_REv_£cHQ_nEpLu, NULL);

5tatg“fp:_xmt_node (xmtBchoReply, xmtfichoncplynate, IcHP_NODE, AILfiHT_ECHQ_REPLY, NULL);
}

idefine icmnflstats_unreach net { \
stats_for_segs (destfihrflet, destunrfietflate, ICHP_SEGHEHT, AL;UHREACH_HET, NULL); \ f
statsHfor_rcv;node {rcvDestUnrNet, rcvbestuhrfletkate, ICHP_fl0DE,=hL_RCV_UNREACH_NET, 5

NULL);\ %
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stuts_forHxmt_node (xmtnestunrflet, xmtDestUnrHetRate, ICHP_HODE, AL_XHT_UflREACH_H£T,
mJL_L) ; }

Fdafine icmp_stats unreach_host { \stat5_for"seqS _ (destunruost, destUnrHostRate, ICHRHSEGHENT, AL_UNRBACH_HOST,HULL); \
stats for_rcv_node {:cvDestUnrHost, rcvDestUnrHastRate,

IcMP_:to’fiE, AL_Rcv_uHnEAcI'I__1Ios'r, HULL) ; \
stats for xmt node (xmtnestunrflost, xmtDestUnrHQstRate, ICMP_NODE,

nL_xm-_t”nmEic1{jiosT,nuLL); }

fidefine icmp_stats_unreach_protocol { \
stats_for#sags (destUnrProtoco1, destUnrProtocolRate, \

ICHP asenmr, AL_u1IRP.1-mu PROTOCOL, NULL); \
stats_for_rcv_node (rcvDestUfiFProtuco1, rcvDestUn?Protoco1Rate, \ICTIP NUDE, AL HCV UNREACH PROTOCOL, NULL); \

stats_forMxmt“node (xmtDe5tUn?Protoco1T xmEDestUnrFrotoco1Rate, \
ICHP___NODE,. AL_XI-1T__UNREACH__PROTOCOL, HULL): }

fidefine 1cmpAstat5_unrcachHport { \stats_Eo:_scgs {de5tUhrPort, destUnrPortRate, ICHP_SEGHENT, AL_UHREACH_FORT, NULL);
stats for rcv nade {rcvDestUnrPort, rcvDestUnrPortRate,

reap“); 0133 , AE_11cV_UHRBAcH_PoaT , HULL) ; \
stats for xnt node (xmtDestUnrPort, xntDestUnrPortRate, ICMP“NODE,

.nL__)u-:T__fn_mEKc1:_’15onT,ImL1.) ; }

idefine icmp_stats“unreach“need frag { \statswforgsegs rgmtRate, ICMPh5EGHEHT, hQ_UNREACH_?RAG,
HULL}; \

stgts_for_;cv_nude
(rcvDestUnrFrqmt,rcv

(destUnrFr§mt, destUnrF

De5tUnrPrgntRate,ICHP_flODE,AL_RCV_UflREACH_FRAG,HULL);\
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stats_for_3mt_node (xmtnestunrfrgut, xmtDestUnrFrgmtRate,IcHR NODE,
M;__XHTfiUHREACH_FRAG,NULL) ; } "

idefine iomp_statsHunraachwsrc_fai1 { \
stats_fur_5egs (destunrsrckuute,destUnrSrcRouteRate, \

ICI‘-[P SEGMENT, AL UNREACH SRC FAIL, HULL); \

stats_for_rcv;node (rovDe5tUn?SrcRoute, rEvDéstUnFSrb§outeRate, \
' ' ICMPWHDDE, ALHRCV u1e9.rJac’H sac FAILJIULL) ,-\

5tats_for_xmt"node (xmtDestUnrSrcRoute, KfiEDe5tUnr§rcR3uteRate, \
ICHP__NODE, AL._XHT___UHREACH_SRC__FAIL,HULL),7 }

fidefine icmpmstats_unreach_net_unknown { \
Statswfur_segs (destUnrNetUnknown, destunrnetunknownnate, \

ICHP SEGHEHT, AL URREACH NET UHKHOHN, NULL); \

stats_forHrcv_node (rovDestUfirHetUnknownT rcvDesEUnffietUnknownRate, \
ICHP IIODE, 1\L___RCV.UIlREACH. Hm-_U1n<1IoI-HI , NULL) ;\

stats__for#_xmt__node (xmtnestunfiaetunxnown, fitnestufirnetunknownnate, \
10}-iP__NODE, 1\L_}'.l'l'J.‘_UHREACI-I__HE‘I‘_I.l'NKNOHN, HULL); }

fdefiine icmp_5tatsHunreach”host_unknown { \
stats_for_segs (destunrflostunknown, destuntflostunknownnate, \

ICHP SEGMENT, AL UHREACH_HOST UNKNOWN, NULL); \

stats_for rcv_node (rcvDastUnFBostUnknownT rcvnesEUnrH3stUnknownRata, \" 1ruLL);\
1c-n1r_1eom:, .AL_ncv_mraEAcu_HosT_UmcNoH1I_,

stats Eor_xm§Mnode (xmtnestunrflostunknown, xmtbestvnrfloatUnkndwnRate, \
‘ ICHP__NDDE, AL__)3«lT__UllRP.hCH_HOST__UIiKNOWN, HULL); }

idefina icmp_statE_unreach_ho5t_isolated { \
stats_fo:fisegs (destunrfiéstlaolated, deatUnrHpstIso1atedRate( \

' ICHP.,SEGMENT, AI:_UN'RE'J\C_!H !{_()ST__ISOLRTEI), NULL); \ E‘
statsV£or_rcv_node (rcvDestUnrHostIsu1ated, rcynestunrflostlsolatgdnate, \ =

ICH NUDE, AL_RCV UNREACH HOST ISOLATED, HULL};\ ,
stats_for__)mt_noc1e {mtnast-.unF1:or._t1so1atadT mtoesiunrnfistiaolatednate, \

IcMP_2:om:, 1|L__xH‘1;UNREACHfiHOST_ISDLA'I'E:D, NULL); }
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fdefine icnp_5tatsAunreachHnet_prohibited { \
stats_for_seg5 (destUnrNetPr0hib1tefl, destUnrHetProhib1tedRate, \

1CHF_SE:Gi-IEHT, AL_UNREACH_}{ET_PROHIBITED, NULL); \
stats_for#xcv_node (rcvDestUn:HetProh1bited, rcvnestUnrRetProhibitedRate, \

ICl{P__NODE, 1\L__RCV__lJH‘REACH__NE'I'_PROHIBI'I‘ED, -NULL} ; \
stats_fiormxmt_nade (xmtDestUnrHetProhibited, xmtDestUnrNetProhibitednate, \

Icz-sp_non3, AL_xH'I'__U}TREi\CI{__NE‘I‘_PROHIEITED, HULL); )

fidefine icmp_statsWun:each_hostfiprahibited { \
Stat5_for_seg5 (destunruastrrohibitcd, destUnrHdstProhibitedkate, \

ICI{P__SEGl-!E_I{T, I\L__UNREACII_l!0ST_PROI!IBITED, NULL); \
stats_for_rcvFnude (rcvDestUnrHostProhibited, rcvnnstunrH9stProhibitedRate, \

ICMP__HODE, 1\L_RCV__UNREACII__IIOST_PROHIBITED, l{ULL);\
5tatsWfor_xmt”nade (xmtDe5tUnrHostProhibited, xmtDestUnrHostProhlbitedfiate,

Icr-IPWHODE, P.L__XH'I'_UNREAC}{__H05T_PROHIBITED, HULL); }

fdefine icmp_5tat5 unreach net tos . \
stats_for_segs " (destUnrNEtTo5, destUnrHetTosnate, \

ICHI'__SE2GHEHT, AL_UNREhCH_HETfi'I‘OS, NULL); \_
stats for rcq_node {rcvDestUnrNetTos,_rcvDe5tUnrNetTosRnte, \

" " IC‘HP_NODE,, 1'\L_RCVHUNREACH__!lET__T0S, 1:'U1.L);\
stats_for xmt_node (xmtDestUnrNetTas, xmtDestUnrHetTosRate, \

" 1cr_»:P_¢uoDr:_, ?\L_XHT_U1iREACH_IiET_TOS, HULL) ; }

fdafine icmp_stats_unreach“hast_to5 { \
stats“for_;eg5 (destUnrHostTo5, destUnrHbstTosRate, \

ICHP_SEGMEHT, AL_UNREhCH_fl0ST_TOS, NULL); \
stats for rcvwnode (rcvDestUnrBostTos, rQvDestUnrHostTosRate, \

” " ICMP__NODB, AL__RCV_U'HREACH__lIOST__TOS, NULL) ,-\
stats_fo:Hxmtmnode (xmtDestUnrHostTos,'xmtDe5tUnrHostTosRate, \

‘ ICMPWNODE, AI.:_._X}-l'I‘__.U}lRI-l;E\CH__}{0ST__TOS-, NULL); }

EE

Ei
E
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édefine icmp_sbats”5rc_guen:h { \
stat5Hfor_segs (srcquench, srcQuenchRate, ICHP_sEGHENT, hL_SRC_QUBNCH, NULL); \
5tats_for_rcv_node {rcvSrcQuench, rcvSrcQuenchRat¢, ICHP_NODE, ALLRCV_SRC“QUEHCH,NULL);\
stats”for_xmt_node (xmtSrcQuench, xmt5rcQuenchRatc, ICHP_NODE, nLL3HT"SRc_QUEHCH,NULL);

}

Edefine icmp_5tatsfiredirect { \ _
(redir, ):e'_cli_rRa|_:e. ICHF SEGMENT, AL REDIR, HULL); \statsfifor_segs _ _ _

stats_for_nodes (redir, redirnata, ICHP_NODE, hL“REDIR,HULL); }

fidefine icnp_stats_redirectHnet { \
stats Eorusegs (redirflet, rediruetnate, ICMP SEGHEHTL AL_nEDIR NET, NULL); \
'stats:Eor_rcv_node frcvnedirflet, L-cvnedirnecnatei ICHE-‘__NODE:, M..__Hc?_n_EoIt1__NET,1nJLL);\
stats_£or"xmt_node (xmtnedirflet, xmtfledirfletaate, ICMP_NDDE, AL_xHT_REDIR_HET,NULL); )

#define icmp_statsmredirect host { \ ostRate, ICMP saennuw, BL REDIR HOST, HULL); \statsHfor_scgs (redirfiost, redirfi _ w _ _ _
stats_£or_rcv_node {rcvRcdirHuSt, rcvRedirHostRate, ICHP_HODB, AL_RCKflRBD1R_H05T,HULL);\
statsmfor_xmt_node (xntRedirflost, xmtRedirflo5tRate, ICHP_NODE, hL;XHI_REDIR#HOST,NULL);

}

fidefina icmn_stats redirect net tos { \
sta\:s_fo1_:__seg5 ‘ treclirfietvl-Es, redi.rHetTosRate, 1cm=_s}:GHEwr, AI.-_REDiR_NE"I'_'I'0S, NULL);

\
' stats for rcv node (rcvRedirHetTos, rcvRedirNetTosRate,

ICHP_fiODE,AEhRCV_REDIRHfiET_TOS,NULL};\ _Astats_ror_xmp_noae (xmtRadirNetTo5, xmtRedirNetRate, 1CHP_BODB, ALLXHT_REDIR_HET,NULL);
}
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fldefine icmp_statsfire
_ statsdforwsegs

NULL) ; \ '

stats for_;cv_no

fdefine icmpdstats_t1
stats_forwsegs

NULL): \
stat5_for_nodes

\
icmp_statsmerrors;

idefine icmp_stats_ti
stats_far_segs

stats_for_segs

stats_fiorflrcv_node (rev

{define icmp_5tats_t1

direct_ho5t_to5 {
(redirHostTos, re

stats_for_xmt_node (xmtRe

_ de (rcvfichoneq,
stats_for_xmt_node (xmtEchoReq,

me_px
(time

(time

}

meTexceeded_in_trans { \
(b1meExceededInTrans

stat5_fop_rcv_node (rovTi

stats“forMxmt_node (xmtTi

stat5_fior_rcv_node {rcvTi

RedirHo5tTos,

me_exceeded_in_;eass {
(timeE

\
dirflostTosRate,

ICI-lP_NODE.dirHostTos,

ICHP_NODE,

fdefine icmp_ptatsHecho { \
stats f0r_seg5 (echoReq, echoReqRate, ICHP_§EGHrovEchoReqRate, ICH

xmtEchoReqRate, ICH

Ceeded { \
Exceeded, timeExceudedRate,

Exceeded, timeExceededRate,

it, t

ICMP__SEGHBNT, AL_'I'IHE‘._I-3
meExceededInTransit. rc

ICMPHNODE, AL__RCV__TIME
meExceededInTransit,
ICHP_HODE, AL_xH'n_'rmE_E

\
tinefixceexceededInRaass, _

H‘P._EXCICHP_SEGHEHT; AL_TI
menxceededlnneas

ICHP_NoDE, AL#RCv

rcvRedirHostTosRate, \
nL_ncv#RBD1'n__nosT_Tos. NULL) ;\

xmtRedirHastTosRate, \

AL_XHT_RBDIR_HOST_TOS, NULL); }

imaExceededInTransitRate, \
KCEEDED__IH
VTimesxceededlnTransitRate,

_EXCEEDED__IN__TRhHS, NULL); \
xmtT1meExceededInT;ansitkate,

XCEEDED_IN_TRRHS, HULL); }

B. rcvTimgExceed
HTIl§EH£XCEEDED_1H__REA

 

IC]'~{P_SEGHE'.NT, AL_REDIR_#HOST_4'I'0S,

-am‘, AL_EcHo, HULL); \
p_1:om:. AL_Rcvj‘c: Ho, HULL) ;\
P__ll0DE, AL__X}I'I‘_ECHO, HULL}; ;.

ICI-fP_SEGHENT, AL_‘TIHE__EKCEEDED ,

ICI-IP__HODE, AL_‘I‘IHE_EXCEEDED, NULL) ;

mans, NULL); \

\

dedInReassRat9, \
EEDED”IH_RE.ASS, NULL); \

edInReassRata,_\
ss, NULL); \
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xmtTimeExceededInReass, xmtTimeExceededInR9§ssnate, \stats_for_xmtmnode { _
ICHP_NODE, AL_Xwt_TIHE_EXCEBDED_INMflEAss, NULL); }

idefine icmpHstats_param { \
stats_for_segs (paramPro
stats_for_rcv_node (rcvParamPrOb

NULL)-\ .
sta£sHfor_xmt_node (xmtParamProblem, xmtParamPrab1emRate; ICHP_HODB, A1L3HT_PARAH,

HULL); \
icmp_statsvprrors; }

blem, paramProh1emRate, ICHTMSEGHENT, ALLPARAH, NULL); \
lem, rcvParamProb1emRate, ICHP_fl0DE,AL_RCV_PARAH,

Edefine icmp"statsFparom_pption { \
stats_for_5eg5 (paramProb1emOption, paramrroblemoptionkate, \

mm: sscmau-r, J\L_PARAHHOPTIOH, HULL); \
ramvfoblemoption, rcvParamProblgmo§tiQnRate, \
ICMP MODE,hILRCV_PARhM_0PTI0H, HULL);\

stats_for_xmt_node (xmtParamPfqb1em0ption, xmtParamProb1eu0pt16nRabe, \
IC)-£P_NODE, AL_X'H‘I'_PARM{__0PTION, HULL); \

stats_for_rcv_node (rcvPa

icmp_stats_errors; }

#define icmp_Btatg_time§tamp { \ _stats_for_segs (t1mestampReq, timestampneqnate, ICHPfiSEGMEHT, AL;TIHESTAH; NULL}; \
5tatswforH;cv_node {rcvT1mestanpReq, rcvTimestampReqRate, ICHP_floDE,AL_RCVfiTIHESTAH,

HULL.) :\ _
stata_for_xnt_node (xmtT1me5tampReq,

NULL}: }

xmtTimestampReqRaté, ICME_NODE, AL_XHT"EIHSTAHP,

fdefina 1cmp#5tats_timegtampmreply { \
stats__foJ:__seg5 (tmestampkeply. timestampkepltmate. \ICHP SEGHEHT, AL_TIHESThHP REPLY, HULL); \ -

rcvTimesE§mpRep1y, rcvTimeatémp§ep1yRate, \stats_forH;cv”node { _ICE-iP_IIODE,AL_RC!V___TIHESTAM;P__REPL!, NULL); \
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stats_f0r_xntmnodc (xmtTi

stats_fdrwxmt_node (
AL_xI-IThHnsK_RBPLv , NULL) ; 3

/iiikkiikiiiiifit

i Internet control Hessaga

1 Function Parse ICHPw

* Input
* Output
*1

Uintaz rtpHicmp_parse (la
char
Uintaz

mestampReply.

stats_for_xmt_node (xmtAddrM

mask reply { \

xmtfiddrflaskaeply,

 

xmtTime

ICMI‘__HODE, M.-_}-€H‘I‘__'I‘Il«1

itiitiiiiiiiiiiiiiiiiiiiIitittiktiiiifii

e ?rotoco1

frame

pointer t9 the ICHP message,
objects updated _

yer_ptr, length)

*1ayer_ptr;
length;

askfleq, xmtAddrMaskReqRate,

 \5tampRep1yRato,
NULL); }ESTAHPHREPLY,

fdefiine icmp_statswma5k { \stats_£or_segs iaddrnaskneq, addrHaakReqRata, ICNP_SEGHENT, AILHASK, HULL); \5tats_for_rcvHnode (rcvnddrHaskReq, rcvAddrMaskReqRate, ICHP#NODE,h1LRCV_HASK, NULL}; \
xcmrwuons, nL_xw13_M.nsK. HULL); }

ICE-!iPfiSEGHENT, AL__!-h\SK__R.EPLY,idefine icmp_stats_ "stats_for_segs (addrHaskReply, addrHaskRep1yRate,
NULL): \

stata_for_rcv_nQde (rcvhddrmaskfleply,TGVAddrHaskReplyRate,ICHP NODE,hL“RCV’flhSK_REPLY,NUhL)1 \xmtAddrHaskReplyRate, ICHPVHODE,

**ii**i*ii***i*llit

Parse Routine

length-of the message
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register Uint32
register struct
register struct
register etruct
Alarmuserbata

register statssddrsntry
register StatsIcnpSegment
register StatsProtoco1Entry

register statsnddrrntry
StatsIcupSegmentregister

register
register

register statshddrfintry
register Statsrcnphddr

register statseddrflntry
register Statsrcmphddr

register Statshddrfintry
register stateDia1ogEntry

register 5tatsA
register statshddrflntry

statshddrsntry
Statslcmpsegment

 

i, result;

icmp *message_ptr;
udphdr *udp_ptr;
ip *ip ptr;

staEs_s1arrLfiata;

tdialog

ddrfintry

/t If this is a middle or last fragment, th
* It's already been done (or will he).

HIDDLE_FRAGHENT} 1: (ipmsegfltype == LAST_FRAGHEHT))*/
if ((iP_se9_tYPe ==

{
goto icmp_fione;
U

*this_seg_eddr_ptr:
*this_seg_stats_ptr;
*this_seg_protoco1_ptr;

*src_segfladdr_ptr;
*src_seg_stats_ptr;

*dst_seq_addr_ptr;
*dst_seg_stats#ptr;

*src_node4addr~ptr;
*srq_nodefistats_ptr;

*dst_nede_addr_ptr;
*dst_node_statsiptr;

_addr_ptr;
idia1og_5tats“ptr;

*ipHdst_addrgptr;
iipHsrcHaddr_ptr;

ere’s no header to parse.
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/+
i set up local Variables
*4
result = GOOD;

message_ptr = (struct icmp *) 1ayer_ptr;

/a
9 Find all the statistics records
1/

icmpwthisHsag“addrmptr = NULL;
icmp_src_seq_addr;ptr = NULL;
icnpHflatmseg_addr_ptr = NULL;
icmp_this_seg_stats_ptr = NULL;
icmp_src_segfistats_p§r = NULL;
icnpHdstH5eg_stats_ptr = NULL;
icmp_§rcflnode_stats_ptr 5 NULL;
icmp_dst_node_stats_ptr : NULL;
icmp_dia1ogHstats_ptr = HULL;

_ _addr_ptr = stats_icmp_get_addr (aip_src_addr);
if (Tcmp_src_node_addr_ptr != NULL)

{
icnp arc_node_stats_ptr = (statslcmpnddr *) icmp_srcHnode“addr_ptr->stats_ptr;
icmp:src“seg”addr_ptr = stats“iomp“Qet_S99EEnt

(icmpflsrc_noda_pddr_ptr->address.segnentl);
}

else
I
/itii IF GLOBAL IP POINTERS IHPLEHENTED DON'T NEED TO DO LOOKUP *****I
if (iQ_5rq_addrfiptr = (statsAddrEntry k)stats_ip_1ookup_addr(&ip_src_addr))

icmp src seg_addr_ptr = statsw1cmpHgat_segmant
ddreas.seqment1);

icmp src node

. } -
if {iémp src,seg_addr;ptr E= NULL) !icmE_5;cMsag_fitats_ptr = (statslcmpseqment *) iomp“srq_seg_addr_ptr~>5tatB_ptr3
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§cmpTd5t_noda_addr_ptr = statsm1cmgdget_addr (&ip_d5tmaddr);
1f (1cmp_dstwnode_addr"ptr I= NULL)

{

icmp_dstmnode_stats_ptr = (StatsIcmpnddr *] icmp_dst”node_addr_ptr~>stats_ptr;
icmp_dst_5eg;add;_ptr = stats_icmp_get_seqment

(icmp_d5twnodq_addr_ptr~>address.seqmcntl);
}

else
I

/**** IF GLOBAL IP POINTERS IHPLEHEHTED DON'T NEED TO DO LOOKUP *****f
if (1p_dst_addr_ptr = (statsnddrfintry *)stats_ip_1ookup_addr(&ip_dst_addr))

icmp_dst_seg_addr_ptr = stats_1cmp_get_segment
{1p_dst_addrmptr~>addres5.segmentl);

}

if (icmpwdst_seg_addr_ptr != NULL)
icmp_dst_scg_stats_ptr = (stateIcnpsegment *) icmp_dst_seg_addx_ptr->5tats_ptr;

icmp#this_seg_addp_ptr = stats_icmp_qet_segment (myscgmentld);
if (icmp_thi5_seg_addr_ptr I: NULL)

icmp_this_;eg_stats_ptr = (statsIcmpSegment *) icnp_this_seg_addr_ptr->statg_ptr;

icmp dia1og_addr_ptr = 5tat$_iCmp_qet_fiia1og (&ip_src_addr, aippdsthpddr);
if {Tqmg_dia1og_addr_ptr != NULL)

icmpqdia1og_stats_ptr = (StatsDia1ogEntry *) icmp_dia1og_addr_ptr~>stats_ptr;

ft
* Set up pointers for segment, address, and dialog statistics used by the common nacros
*/

th1s_peg_addr_ptr
this_seg_stats"ptr

H
icmn_this_seg_addr%ptr;
icmp_th1E_fieg_5tats_ptr;

icmp_§rc#seg'addr_ptr;src_5eg addr#ptr _
icmp_src_seg_stats_ptr;sr¢_seg:stats_ptr EH
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H

dst segmaddrfiptrH icmp_dst_neg_addr_ptr;
dSt"seg_5tats_ptr 1cmp_dst_segHstats_ptr;

II

src node addrAptr_ H icmp_src_node_addrmptr;
srq_node_stats_ptr_ icmpHsrcHpode_stats_ptr;[EII

dst node addr_ptrh _ icmp dst node_addr_ptr;
dst_node_stats_ptr icnp:d5t:noda“stat5_ptr;HII

dialog_add:_ptr
dia1oq_stats_ptr

icmp_dia1og_addr_ptr;
icnp_dialog_stats_ptr;IfIi

1*
* Update the age timer in each address structure. Set the 10 second sample
* rate indicator for the event manager 50 it will calculate rates.
-+=/

stat5_ppdate_aga_timers;
stat3_set_;atefi10s;

/*
* Do common Statistics
*/

icmp_statsmframes;
icmp_5tats_bytea;
icmp_stats_oEE_segs;
icmpm5tat5_transits;

/i
i Check the length of the ICHP message
*I' .

if (length < ICHPMHINLEN)
goto icmp_bad;

 

Petitioners‘ EX1009 Page 43

 

 



Petitioners' EX1009 Page 44

/it

 

* Save the message type in the dialog stats, then process it
#1

if {icmpHdia1og_stats_ptr != NULL)
Stat5_saVe_prbtocol_in_dia1og (icmp_dia1og”stat5_ptr, mes5age_ptr->1cmp"type);

switch (messaqg_ptr—>icnp_type}

case ICHP_ECHOREPLY:
icmp_stata_ebho_reply;
break ,- /* IcMP_E'cHo_REPLY */

case I C_HP___UHRE.hCH:
Switch (message_ptr—>1cmp_code)

{
If

* Check the unreachable code
*/

case ICHP UNREACH NET:

C353

case

C352

case

CBSE

icmp:stats_pfireach_net;
break;
ICHPHUNREACHHHOST:
icmp stnt5_unreach host;
breai; " —
ICHP___U'NRE:ACHF__PRO'.1'OCOL :
icmp_stats_pnreach_protoco1;
break;

ICI-[P__UNREACH__PORT :
icmp_stats_unreach_port;
break; _
IcHp_1nmEAc1|-_nBED1=m.G :
icmpfistatsHunreach_neefl_frag;
break;
ICHP_'_[lHREACH__SRCFAIL:
icmp_stats_unreach_src_fa11;
break;
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3B  
case ICi'[P__UHRE.3nCIl_NETUlIKHOI-IN:

icmg_stats_unreach_net_unknown;
break;

case ICHP_UHREACi{HH0S‘1‘UTlKH0HIi:
icmp stats_pnreach_host unknown;
breafi; H

case ICHPfiUNREACH_HOSTISOLATED:
icmp_statswunreach_host_jso1atcd;
break; _

case ICHR_UHRBACH_NETPROHIBITED1
icmpgstatsflunreach_net_pr0hibited;
break;

case ICHP___Ull“RE!\CH_HOSTPROHIBITED:
icmp_statshunreach_host_prohibited;
break;

case ICH@wUNREACH_RETTOS$
iomp_stats_unreachHnet_tos;
break;

case ICH'P_U}IRE1'lCl{__H'.OSTI‘0S:
icmp_5tats_unreach"hos§_tos;
break;

default:
break:

}
break; /* ICHP_UNREACH */

case ICHP sRcQUEHcH=
icmfi:stats_src_quench:
if (length >é(n + sizeoftstruct ip) + 3} )

{
1ayer_ptr a (char *) &m¢ssage_ptr»>icmp_ip;
ip_ptr = (struct ip *) 1a¥er_ptr;
1ayerAptr a 1ayar_ptr + (1p_ptr—>ip_h1 << 2};
udp_ptr = (struct udphdr *) 1ayar_ptr;
srcquenchnata.ip_src_addr a ALIGN(1p_ptr~>1p_5rcJ; §

Petitioners‘ EX1009 Page 45



Petitioners' EX1009 Page 46

 

 
ErcQuenchData.ip dst add: = ALIGN(ip_ptr->ip_dat);
srcQuenchData.prEtoc31
srcQuenchData.srcHport
srcQuenchData.dst_port
srcQuenchData.datahptr

lllllli
if {srcQuenchData.protoco1 == UDP_PROToCoL)

‘ {

§tp_udp_src_quench ();

if (srcQuenchData.protoco1 == TCP_PROTOCOL)
{
rtp_tcp_src_quench (1;
}

}
break; /* ICHP_SRCQUBNCH */

case ICMP_REDIRECT:‘A

£cmpHstats_redirect;*

séitch (message ptr—>icmp_code)
c{:ase ICI-1P__REl)IRECT~_llE"J.‘:

1cmp_stats_;edirect_net;
break;

case ICHP_REDIRECT_H0sT:
ibmg_stats_redirect_host;
break;

case ICHP_REDIRECT_flCSNET:
icmp_stats_redirect_net_tos;
break;

case ICHP_REDIRECTMTDSHOST:
iomp_stats_redirect_host_tos;
break;

(Uint32) ig;ptr~>1p_p;
(Uint32) udp_ptr~>uh_sport;
(U1nt32) udg_ptr->uh_fiport;
(Uint32 *) ipkptr;
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1

break; /* ICHP_REDIRECT */

case ICHE_ECHO:
icnp_stats_gcho;
break; /* ICHP_ECHO */

case ICE-[P__TIHJ'lCEBD:
/a
icmp“statsMtime_exceeded;
*/
switch {message_ptr~>icmp_code)

{

/* _* Check the tlma exceeded code
*2

case ICMP_TIHXCEED_IHTRANS:
icmp“statsHtime_exceeded_in_trans;
break;

case ICHE;TIMXCEEQ_REASS:
icmp_stdts_time_exceeded_in_reass;
break;

default:
break;

}

break; /* ICHP_TIHXCBED */

case ICHBHPARAH:
switch {message_ptr—>icmp_code)

{
case ICHPKPARAM_0P‘1‘ION:
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break;
}

default:
{

icmp_stats_param;
break;
}

break; I* ICHP_PARAH */

case ICMP_TSTAHP:
icmp_stats_timestanp;
break; /* IcMP_TsThHP */

case ICHPHTSTAHPRBPLY3
ic!Inp__5 |:ats___t imestaIr_1p_re'p1y,-
break; /* ICHP_TSTAHPREPLY */

case 1CHP_H.ASKREQ:
icmphstatsmmask;
break; f* ICH_HASKREQ */

case ICHP"flASKREPLY:
i(mpmstats_mask_rep1y:
break ,- /* ICHP_H1|SKR£PLY w /

icmp_dbne:
return (DONE) _:

 

icmp#atats_param_option; 
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icmp__bad:

3‘.crup_stats_errors;
return (BAD) ;
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Copyright (c) 1991 Concord Commuhications Inc,

/homé/hawk4/ma1ibu/trakker_db[monitor/rtp/sqcsls.rtp_ip_p.c

/* _
* rtP_1P_P-Gt

* [description]*
*
t
#
t
i:

* Path:
w

* Date: 8/23/91w
* Revision: 1.9
*
a

* Changes:x
* HH—DD~YY WHO
g ______ __ ---
*

* OH-15“91 KR
*

* 07-15~91 DPD
* 06-19-91 DPD
w

# 0E—1B"91 KR
* 06~1B—91 DPD
* 06-05-91 DPDi:

* 05-31~91 KHJ
*
I

static char rtpHip_p_c [J 3 “@(#}rtp_1p_p.c

fiinclude <stdio.h>

Description of change.

'a|.‘

(latest first)

set rtp_net;mu1tLcast or rtp_net_broadcast when necessaryfixed some run over lines

if duplicate mac, don't write over the mac address
dqp’t call stats check_for_dup1icate_1p if rtp_proadcast

or rtp multicast for destination node
stopped par§e if don‘t frag and non-zero offset
enabled checks for duplicate in
sét mib address type when putting mac addr into

1p addr struct
forced vars into registers

1.9";
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flincludfi <cGiM5td.h$

_ ¥inq1ude‘"syatem.h"
iincluae <aY$ltypes.h'>
#inc1ude'<bsd43/sys/Eine.h>
f_1n§:_1ude '.'Liti1.h"
finqludg "kusergh"
linclude "stat5.h"
jfinclude U5tatsMd11.h"
'f1hd1uda-"sEatship.h"
-iinclude "J'.1‘|Lh"
{include "rtp.h“
#1nc1ude "gtpHd11,h"
{include "rtp_ip.h"

*

'* IP monlforing

.*/

* IF
=7* Global IP data structures

T if ,
ubu;ht32 ‘ip_src"aqgr;

- 3 ui_n_t32 _ip__c1st_nd_dr';
;—Uififi32 ip*seg_type;

[t j. , A .
_ f Local Datd*structures
V'i"*]s/‘- ,u - T

~ "cat-1-:2’ $.t.§‘tsAd!irEI1.trY
fat1¢"5t,ts1P$e9méht,

ti¢"statsPrqtoco13nt:ry

*this;seq;addr_ptr;
* tTi_.‘l Ii‘-_'_.E'._,éLc_f_~_'_r=‘._t‘_’le1t‘_.:=:I__}.')_l'.J.-';'
*this_seg;prhtocoL;ptr;

  
 
 
 
 

 

 
 
 

 

 
 
 
 

 
 
 
 

 
 
 

 
 
 

 

l***_**I\'***********i****I***)i**iiiiiiiiiiI'*i*****"************I'******‘I‘*‘*¢
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static Statsnddrfintry *src_seq_addr_ptr;
static Statslpsegment *5rc_seg_stats_ptr;
static StatsProtoco1Entry *srcmsegHpr¢toco1_ptr;

static StatsAddrEntry *dst_seg_addr_ptr;
static Statslpsegment *dst_seg_statshptr;
static StatsProtoco1Entry *dst”5eq_protoco1_ptr;

static Statsnddrflntry *src_node_addr_ptr;
static StatsIpAddr *src_node_stats”ptr;
static StatsProtoco1Entry *src_fiode_protoco1_ptr;

static statsAddrEntry *d5t_node_addr_ptr;
static statsIpAddr _ *dst_node_5tats_ptr;
static StatsProtoco1Entry *dst_nodeMprotaco1_ptr;

*dia1og_addr_ptr;
*dia1uq_stats_ptr;

static Statshddrfintry
static Statsbialogfintry

fa
w Macros for IP statistics
* These use the macros defined in stats.h
*/

fdefine ipfl5tats_frame5 { \

fdefine lpmstats bytes [ \

fidefine ipmstats hdr_hytes { \

{define ip_statS errors { \

  
 

 

 
 
 

 
 

 
 

 
 
 
 

 
 

 
 

 

 

stats_rrames (IP_SEGHEHT, IPWHODE, IRMPAIR, IP_PRoTocoL); ]

stat5_bytes”{1ength, IP_$EGHEHT, IPHHODE, IP_PAIR, IP_PROTOCDL); }

stats_hdr_b?tes (ip_pdx_1ength, IP_5EGMBNT, IP_HODE, IP_PAIR, IP_pROToCOL)y }

stats_errorE (IP__SEGHEN_'1‘, IP__}!0DE, IP__P}1IR, IP_PROTOCOL),' 1
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fidetine 1p_stats_bcasts { \ _

stats_bcasts (IP___SEGHEN'I.‘, 1p_nom2, IP_PAIR,. Ipmpnomcon); }

#define ipHstats_ncasts { \
s.t;ats__mcasts (IPHSEGMENT, 1P_1:oDE, IPMPAIR, IFHPROTOCOL); }

fdefine 1p"stats_protoco1 { \
stats_protoco1 (IP_SEGHENT, IP_HODE, IP_PAIR, IR_PROTOCOL}; }

fidefine ip_statc"gffmseg6 { \
stats__off__£naqs (IP_SI-JGHENT, IPHHODE, IP_PAIR, IP_PROTCICOL); }

idefine ipmstats transits { \
statsmtransIts {IP_SEGMENT, IP_flODE, IPMPAIR, IP_PRoTOCOL); }

§define ip_atats_fragments { \
stats_fragments (IR_SEGHENT, IP_NODE, IPAPAIR, IPHPROTOCOL); }

f******'§****'********1l*******fi*i**i‘*****if§***i“*'kk'i-"F'******'H‘l*i**********'Iiik

* Do option processing on a datagram
*1

Uint32 rtp_ip_doopEions (datagram_ptr)

struct ip klatagramflptr;

register u_char i, ficp;
register Uint32 opt, optlen, cnt, off, code;

cp = (u_char *)(datag§am_pt: + 1};
ant = (datagram_ptr~>1p_h1 << 2) — sizeqf (struct ip);
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/* Process each option if

f0? (é Cnt > 0; cnt —= bptlen, cp += optlen)
'gpt = cp[IPOPT_0PTYAL];
if (opt == xpoyrflnon)

break;
if (opt == IPOPTHHOP)

optlen u 1:
else

{
optlen = cp[IPOPT OLEHII
if (optlen <= 0 :T optlen > ant}

{

 

code = &cp[IPOPT GLEN] - (u_char kjdatagramuptr;
goto ip_uptions_Ead;
}

}
switch (opt)

{
default:

brcak;

case IPOPT_L$RH:
case IPOP2_SSRR:

break;
case IPOPTHRR:

break;
case IPOPT_TS:

break;
}

1

ipHoption5_good:
return (GOOD);

ip_opt1ons_bad:
return (BAD);
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l%'It‘l*ii-ickii 1-iiiiitttiitiiittiiitifiilktrzititittfiiirtiflkkktkiidritilirtiiititii‘R

% Internet Protocol Parse Routine1!:

Function Parse IP frameis
t

% Input3%
is

pointer to the datagram, length of the datagram
Output objects updated, next layer parse routine called

I

Uintjz rtp_ip_parse (1ayer_ptr, length)

char *1ayer_ptr;
Uint32 length:

{
register Uint32 i, result, *uint32_Ptr5
register Uintaz protocol;
register struct ip *dataqram#ptr;
register Uint32 1;Lhdr_1ength;
Alnrmuserneta stats_a1arm_data;

/* .
i set up local varlables
*/

result H GOOD;

1p_5sg__type = HO'l'.‘_A_PR}\GHEHT;

datagram_ptr = (etruct ip *) 1eyer_ptr;

1p_hdr_1ength E datagramLptr->ip_h1 << 2;
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protocol = (Uint32)datagramfiptr—>ip_p;

FALSE;
FALSE;

rtp_net_proadcast
rtp_fiet_mu1ticast

/'1!
* For alignment reasons, the ip addresses cannot be defined as long within
* the frame structure. Since it's easier to handle them as long, convert them.
*/

ip_srcHaddr = (datagranLptr—>ipHsrc{o] << 24} + (datagramfiptr->ip”src[1] << 16) +
(datagram_ptr~>ip~src{2] << 3} + dataqram_ptr->iR_src[3};

ip_dst_addr = (datagram_ptr—>ip_dst{0] << 24) + (datagramHptr—>ip_dst[1] << 16) +
(datagramnptr—>ip_dst{2} << 8) + datagram_ptr—>ipqdst[3};

/3|‘
* Test for the broadcast address
*/ .

if (RTP#IPmCLhSSA (ip_dst_addr}}
{
if ( {(ip_dst_addr & RTPmIP_CLASSR_HOST) == 0) :3

((ig_dst_eddr & RTP_JP_CLA5SA_HOST) == RTP_IP_CLhSShhHOST) )
rtp_net_broadcast = TRUE;

}

else if (RTR_IF;CLhSSB (ip_dst_addr))
( .
if s: ((ip_dat__ac1dr 5 R’.'II'P_IPHCLASSB__H0ST) == D) :3

((ip_dst"addr & RTP_IR_CLASSB_HOST) == RTP_IP_CLASSBHflO3T) )
rtp~petfibroadcast = TRUE;

}

else if {RTP_IPhCLhS$C (ip_dst_addr))
{
if ( ((ipwdst_addr & RTP_IP_CLASSCmHOST) =a 0) ::
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/it

((19 dst addr &

 

RTP IP;CLASSC_HO5T) n= nTP_1P_pLAssc_Hosrf )
rtpHfiet_Eroadca5t ="TRUE;

f Test for a multicast address
* Class D addresses are used for multiaast,
*/

else if (RTPAIP_CLASSD (ip;dst_addr))
rtp_net”multicast = TRUE;

/A
* Find all statistics tecords
Fl

i
in" H _. _ H
(StatsIpAddp'fi) src_nodg_addr;ptr~>stats_ptr;

1

src node_stats_ptr

p srQ.seg_addr ptr4fi

if'(ip_srcmnode_pddt_ptr = src_nodg_pddr_ptr = stats_jp_get_addr {&1p_src_addE))
= srq node stats ptr =

src seq-addr ptr =

sE§ts;Tp;qgt_sé§mént (5rc:nodE_add?_ptr~>address.segment1);

if (éfq;ség_éfi¢r;fitr 2; NULL)
fip;§:c_seg;statséptr = src_seg_stats_ptr~= (statslpseqment i)

g;addf;ptt&>stats'ptr} elss'ts;c_se

‘- .}
‘else

{,
.1

.1: 1‘

',' ip$sr9;seq;s_ats_ptr m s;c_seg_stats;ptr = NULL;

p are nodg#stats_ptr
,ipZ§:bZséd>a9drsptt “ §:c;se9;addr_btr
~iP_Er9; Qq:sbats;ptr

 

.f (;p‘"Et»fio§e;adgr;ptr 2 dst;node;gd¢r;ptr =

=~src"n0de_stats;ptr = NULL;
_ =?HULL;

=’src_séq;5tflts_ptr.F NULL;

staEa_ip_qet;§ddr (&ip;dé§ fight)!
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{
ip dst node_5tats"ptr 2 dst_node_stats_ptr = (statslpnddr *)

dStmnodE_ad3r_ptr—>stats_ptr;
ippdst seq_addr_ptr = dstwseq_addr_ptr =
5tats_Ip_getM5egment (dnt_node_addrHptr~>address.segmentl);
if (dst_seg#addrhptr 2= NULL)

lp_dst_5eg_§tatsHptr : dst_seg_stats_ptr = (statslpsegment *)
dstfiseg_addr_ptr->stats_ptr; .else H

NULL;
ll

ip_dst_segwstats_ptr dstfiseg_stats_ptr
}

else
{
ip_dst_node_stats_ptr = dst_nodq_stats_ptr a NULL;
ip_dstHseg_addr_ptr = dst;seg_addr_ptr = NULL;
ip_dSt_Beq_§tuts_ptr = dst_seg_stats_ptr u NULL;
1

if (ip_th1aHseg_addr_ptr = this_seg_addr_ptr = statsM1p_get_sagment (mySeqmcntId))
ip this_seg_stats_ptr = this_seg_stats_ptr = (stntslpsegnent *)

this_se§maddr_ptr~>stats_ptr;else

ip_thi5wfieg_stats_ptr n this_seg_stats_ptr = HULL:
atats_ip_get_dia1og (Eip_sré_addr.

II

if (ip dialoq_addr_ptr = dia1og_addr_ptr
aip_dsEHhddr)) _

ipfldialog_stats_ptr = d1a1cg_stats_ptr = (statsnialogfintry *)
dia1oq_addr_ptr—>stats_ptr;else

ip_dia1og_stats_ptr.# dialog_stats_ptr NULL;

1*
* Update the age timer i
* gample period so that the event ma
%/ l

atats4update_age_timers;

n each address structure and set the 10 second rate
nager will calculate rates.
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stats_set_rute"10s;

in

* Set the last mac address seen for the ip address
*1

if (src_nodeHaddr_ptr != NULL)

if (stats_check for duplicatehip

{

srcwnode_addr_ptr—>address.macAddresB1 =

}

if (dst;node_addr_ptr != NULL)

ipHntats_frames;
ip stats_byte5;
j.p'_'stats__hdr_bytes;
ip;;tat5_off;seg5;

?&srE_node_addr_ptr—>address, &mac_src_addr) == FALSE)

src_node_addrfiptr—>address.addres5Type {# HibHacAddress1;mac_src_addr;

if ((rtpHbroadca5t == FALSE) && {rtp_mu1ticast == FALSE))

(&dst_nude_addE;ptr->addresS, &mac_fi5t_addr) == FALSE)

{
if (statS_check_forfidup1icate ip

{

dst_node_addr_ptr->address.addresaType :u Hibuacnddressl;
dst_node_addr_ptr->address.macAddress1 = mac_dSt_addr;

}
}

}

/* _
* Do some stat1st1cs
*1
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ip_statsmtransits;

/t
* Count broadcasts and multicasts
*/

if (rtp not broadcast)
ip:staEBwbcasts;

if (rtp_nat_mu1ticast}
ip_stats_mcasts;

*

# Determine if the frame is for this station
*x

if (ip_dst_addr == mylphddr)
rtp_for_this_station = YES;

n

* Determine if the frame is from another monitor
*/

if (src_nodg_addr_ptr E= HULL)
{ .
if { (rtp_fu1;fihi5 station 2: No} a& (srchnodg_addrhptrv>f1ag5 & Hibflonitor) )

rtp_from_anotfier_monitor = YES;
}

/a
t Find statistics structure for the protocol distribution statistics
*/

if (sro_node_stats_ptr l= HULL)
ip;src;node_protoco1“ptr = src_node_protoco1_ptr =
stats get_protocol {&srC;pode_atatsmptr->protoco1Q, protocol);
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else

iE_srq_node_protoco1_ptr m src_node#protoco1_ptr = HULL;

ir'(dst“node“stats_ptr != NULL)
ip_dstmhofi9_protoco1_ptr u dst_node_protoco1_ptr é
statS_q¢t;prot9cO1 (&d5t_nodo_stats_ptr~>protoco1Q, protocol);

glse
ip_dst_pode_protoCDl_ptr = dst_node”protoco1;ptr - NULL;

if (this_segwstats_pfir != NULL) _
ip_phis_seg_protuco1_ptr = this_5eg_protoco1_ptr =
stats_qet_prothco1 (&thi5*seg_statq;ptr—>protocO1Q. protocol};

also '
ip_this#sag_protoco1_ptr = this_seg_protoco1_ptr = NULL;

if (src_§eg"stats_ptr 5? NULL)
- ip_src;seg;protoco1#ptr = srcH5eg_prdtoco1_ptr =

_ stats_get_protoco1 (&src_seq;stato_ptr~>protoco1Q, protocol);
Else ,

' -ip_s:o_seg;protoco;_ptr =-src_seg#protoco1;ptr = NULL;

if (d§t;$eg_5taté;ptr 1= NULL)
' -ip;d§t_ség;protoco1Eptr w dst_seg_ppotoco1_ptr =

_ stat5uget;protOco1 (ad5t_seg_statg_ptr—>protoco1Q, protocol);
elsé -M” . .

" "ip_d$t_segflprotoco1_ptr'= dst_5eq#protocol_ptr = NULL;

,'u ___
i Keep pfQEbco1'fliEtrihution statisticg.
*:p§ss-the‘ppotOCo1 as'a1arm data in case an-alarm occurs

'”*fh.T .-=5-fl»
'n5£ tg;a1g;m'qata.1angth = 4;

“r.r=i‘za'1at=-ie.5c1.‘;"". . .
A fiqopyp(&protqqo1, $tats_a1arm_data.data, 4);

- _ tn n* =“ ' _ ' = 

 

54

 
I
:

E
%
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y

}g  
F
i

t

*/
uint32;ptr w (Uint32 *)stats_a1arm_data.data;
*uint32_ptr =.prdtoco1;
iphstats_protocd1:

1* ,
* Check the header length for the following problems:
* 1; hdr length < minimum length
* 2. hdr length is ok but frame is truncated*

3*] _.
if ( (lp hdp_1ength < s1zeo£(struct ip) ) :§

( (Ip_hdr;1ength > length) && (length < 5
(ip_hdr_1ength > datagramflptr->ip_1en) I
(dat_agrau_vpl:r—>:’Lp_1en < ip'_hdr__.1-sngth) )

{ '. . V *
ip_stats;errors;
gpto ipflhad;
}

;*

*1
i:‘eip_n

-it::i-..':|-“':k-it-1-1-’u-1-

* Process the éptions

drfllength >_sizeof(struct ip))
rtp_ip;dddptions'(datagran;ptr);

cfiéck,for:fragmentation

.032 Q = ms? ffagnent, 1 = don't fragment
Hp; 0 : 1d5t.frggfiént, 1 =_mdte fragments
1rnor:set=br

V‘ 5°‘;-‘: ,éy=knoW

ZIF Hm sre set, the message is fragmenté
I};E;gg;t§p¢,a§prbfifiate1y for hi hér layer parse

uhéther-to parse a protdcol header;

 
55

to < minimum length

3,4. hdr length in frams is inconsistent with total frame length field of hdr

izeof(struct ip)) ) :|I

3
routines
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if ( {datagram_ptr—>ip_off 5 Dxlfff) E} (datagram_ptr->1p_off & IR_HF) )

{
if ( (datagram_ptr->ip_off a OXIFFF) um 0 )

ip_seg_typa = FIRSTLPRAGHENT;

else if (datagramLptr->ip_off & IP_HF)
ip_seg_type = HIDDLE_FRAGHENT;

else

ip_seg_type = LAST_FRhGHENT;

ip_statsmfragments:
}

it { (dataqram_ptr~>ipHoff & oxlfffj && {datagramLptr—>ip_off &'IP_DF) )
{
ip_stats_errors;
goto ip_bad;
}

a

* Parse the next protocol
*/

switch (protocol)
{
case ICHP_PROTOCOL:

result = rtpMicmp_parse (1ayer_ptr + ip_hdr_1ongth,
datagram_ptr->ip_1en — ip_hdr_1enqth);

break;

case UDE_PROTOCOL:
result = rtp_udp_parse (layerwptr + ip“hdr_1ength,

datagram_ptrr>1ph1en — ipwhdrulength);
break;

case TcP“?ROT0c0L:
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result

break;

default:

break;
)

return (result);

ip_bad: _
return (BAD);

ip_done:
retuxn (DORE);
}

rtpmtcp_parSe (layer_p

 
tr + 1p_hdr_1ength. _
datagram_ptr—>ip_1en — 1p_hdr_1enqth);
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rtp#nfs_p.c

[description]

Copyright (c) 1991 Concord Communications Inc.
-All rights reserved.

Path: /homejhawkd/malibu/trakker_db/monitor/rtp/SCCS/s.rtp_nfs_p.c

Date: 8/26f91

fl-"l-‘I|-3lr1-Il-fi-l-I-I-l-l-I-1-
* Revision: 1.14
*
i-

* Changes:t

* HM—DD-YE HHO Description of change. (latest first)
* —————— ~— —-— ———————————————————— —~~ ------------—-—--------i

i 03-15-91 KR changed mount parse to check for non—zero return code in rsp
* O7~22-91 KR changed port references to protocol
i added check for HFS_oUTsTANDING status when searching for

xid
'5 06~24~91 KR moved off_seg count to within call checks

w 06-21-91 DPD fixed off segment bug
* O6-18-91 KR changed read and write byte macros to use byte_count instead
1 length from rpclnfo
1 added flow control counts
* 06-15-91 added unlink of file system on unsuccessful mount
t 06~1o~91 KR added checks for bad cred and verf lengths
e o6—10w91 KR file system to unmount was being set up from server instead of
i client file system link. Although dequeue would have
a

* active file system link would've been freed, resulting in
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* a utlb miss when reused.

* 06-06-91 KR Added unlink of file system on unmount
*/

E static char rtpflnfs_p_c [} = "@(#)rtp_nfs_p.c 1.14";

#include <stdio.h>

#include <cci”5td.h>

#inc1ude <sys/typas.h>
finclude "system.h"
flinclude "uti1.h"
finclude "kuser.h"
#inc1ude "protoco1s.h"
fiinclude "stat5.h"
fiinclude "5tatsHrpc.h"

§ #include “statsHhfs.h"
finclude "rtp.h"
Finclude "rtp_ip.h"
#inc1ude “rtp_rpc.h"

/* . .* NF5 Definltlons
‘H

enum nfs_op {
HFS__HULI. — 0,

I }IFS__GE‘I'A'£"I‘R = 1,
’ NT-‘S SETNITR = 2,

HFS:R00'I‘ = 3,
HFS_LO0KUP = 4,
1lFS_R]-IADLINK = 5,
NPS__RE:_\D = G,
m=s_wRI:rEcAcH1a: 2 7,
NFS#WRITE = 8,
HFS CREATE = 9,

1 
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ehum

up-s_R£_uovr:
NFS__REl_mME
NFS_'_L‘Ik_I1(
N1"$_,,S.‘:.'i,'lLI,“K.
NFS_}lKL"vIR
NFS_Rl-{DIR
If~IFS__REhlI)DIR
NFSHSTATFS
‘H

nfsfistat {
NF.$_0.K. -
HFSE_RR_Pl3RH
l_‘{FSERR_HOENT
RP_S1_3fRR_IO
NFSERR;flXIO
HFSKRR BCCES

‘I

»Il'F'SERR EXIST

Hr‘sBi=’R-"NoDHv
IIFSERR HQTDIR‘
NFSl_§RR"ISD1R

1
5
I

‘rrEsE,RR':'ra:c:
KIT.‘-5E1?13'310§PC '
Iirsmxa Iz0'F.3_

1!

3.2,

14:
15,

xj:'17sg1gn:}ggg)gg:roo1.bHG '
3{E53¥1R;1{QTE?4PT¥

"IlF‘SER,I-‘.3 1 nor-
1

: !iFSE_RR1' 5'1.‘3\LE
I
I

1 mssgxm mus»
H

A‘ ""I1:,f$.;1’~':1:y'1_Je '(

H
H

1!
[E

II
15

|l'11lll|l[1!
I!

II

115$:

10,
11,

13,

15,
17

= 27,-

= 30,

-= 55,
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NFBL1-Z =. 3,
H_FCH1'( = 4,
NFLNK : 5
H

struct nfs_£hand1e {
Byte fhandle{HFs_FHSIzE];
13

struct nEs_tineva1 {
Uint32 seconds;
Uint33 usecondn;
}i

struct nfsmfnttr {
enum hfismftype type;
Byte mode[4];
Byte n11nk[4];
Byte uid[43;
Byte gid[4];
Byte size[4];
Byte b1ocksize[4];
Byte rdev[4};
Byte b1ocks[4];
Byte fs1d[4];
Byte fi1eid[4];
struct nfs_tineva1 atime;
struct nfs_timeva1 mtimeg
atruct nf5_timeva1 chime;
H

struot nfs_sattr {
U1nt32 mode;
Uint32 uid;
Uint32 gid;
Uint32 size;
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struct nfsmtimeval atime;
struct nfs_timeva1 mtime;
}F

struct nfsfifilename {
Byte lengthfd]; ‘
Byte fi1ename[NFS_flAxNnHLEN];
}i

struct nfS_path {
Byte length[d};
Byte path[NFS"MAxPATHLEH]
}i

struct nEs_attrstat {
struct nEs_fattr attributes;
}i

struct nfs dirop_args {
struct nfs_fhand1e dir:
struct nfs_fi1ename name;
}i

struct nfs_dirop result {
struct nfswfhandle file;
struct nfs_fattr attributes;
}F

struct nfs_read_args {
struct nfsufhandle file:
Byte offset[4];
Byte countldlt
nyte tuta1_count[4];
Ii

struct nrs_write_ar9s {
struct nfs_fhandla file:

 

52

/* if stat = NFs_ox */

1+ if stat = NFSHDK r;
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Byte beginoffset[d};
Byte oEfset[d];
Byte tota1count{4];
Byte writemlengthtdj;
}:

struot nfs_readdrasu1t {
Byte statusfd];
struct nfsmfiattr attributes;
Byte read__lengt.h[4] ,1
}.‘

/* . .. .
* Mount protocol def1n1t;ons
*1

enum mount_op {
HOUHTpROC_flULL
I-{OUHTPROC I-INT
HOUHTPROC DU}-[P
HOUHTPRDC LTMNEI‘

HOUHTPROC UMNTALL
H0UNTPR0C_ExPGRT
}:

struet mount_args {
Byte 1§ngth[43:
Byte d1rpath;
)3

struct mountmreply {
Byte statusfdjg
struct nfsuihandle handle;
}i

I

II ll1||1I1lE]l L}

It
s Local NFS data structures
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 */

static Statsnqdrflntry
static Statsflfssegment

static stat5AddrEnbry
static Statsflfssegment

static StatsAddrEntry
static Statsflfssegment

5tatic'StatsAddrEntry
static 5tat5HE5Addr

static Stat5AddrEntry
static Statsflfsnddr

static StatsAddrEntry

static StatsAddrEntry
static StutsAddrEntry

[*

*1

{define nE5”$tats_op5 ( \
5tats_Eor_sags
stats#for;node5
5tat5_for_dia1og

stat5_Eor_segs
stats_for;nodes

static StatsNfsDia1ogEntry

(

I

gdeflne nfs_stats_read_ops(

*this_scg_addr_ptr;
*this_segH§tats_ptr;

*src_seg_addr_ptr;
*src_seg_stats;ptr;

*dst_seg"addr_ptr;
*d5tH;eg_stats_ptr;

*src_node_addr_ptr;
*src_node_stats_ptr;

*dst_node_addr_ptr;
*dst_node_5tat5_ptr;

*dia1og_addr_ptr;
*dia1og_stats_ptr;

*ip_erc”addr_ptr;
*ip_fisc_addr_ptr;

* Macros for RPS statistics
* These use the macros defined in stats.h

ops, opRate, HFS_SEGHENT, ALHOPS, 0); \
(ops, bpRate, NFS_NODE, AL;OFS, O); \

ops, opRate, flFS_PAIR, ALWOPS, D); }

{ \
readops, roadopnate, RPS SEGMEHT, hL_READ_pPs, U); \

(readops, raad0pRateT'HFSHfl0DE, hILEEADLpPS,
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5tats_for_dia1cq (readops, readopkate, NFS_PAIR, nLLREAD_OPS, 0); }

#define nfs_stats_yrite_up5 { \
stat5Hfor_segs (uriteops, write0pRate, NFS_SEGHENT, AL_HRITE_0PS, D); \
stats_for_nodes (writeops, writeopnate, HFS_fi0DE, AL_HRITELpPS, D); \
stat5_for_dia1og twriteops, wr1teOpRate, NFS_fhIR, ALLflRITE_0Ps, 0); }

fidefine nfs_stats_write_cache_ops ( \
stats_for sags (writecacheops, writecacheopkate, NFs_sEGHEHT,

1'\LHWRITE_ChCHE OPS, O); \
stataufor nodes

nL_W'RITE__CACHE ops, 0); \
stats_for dialog (writecacheops, writecacheopkate, NFSHPAIR, AL_WRITEHCAcHE_0PS,

0)? }

I

(writecacheops, writeCache0pRate. NFS_fi0DE,
1

I

#define nfs_statsHbytes { \ r
5tat5_hytes_for_seg5 (length, bytes, bytenata, HFS SEGMENT, AL BYTES, 0); \
statsHbytes_for_node5(length, bytes, byteRate, NFS:NODE, AL_BYTEs, 0); }

fidefinc nfs_statshread_bytes { \
5tats_hytes_for_sogs (bytq_count, readnytes, readflyteflate, \

- NFB_SEGlE-iBN'1‘, Al.-_RE2\DHB!TES, To); \
s'r.ats__byte5__for_n<':ades(bytewcount, readBytes, readfiyte-Rate, \

NI-'S__HODI-J, 1\L__READ_B‘£‘I‘ES, on \
stats_bytes_for_dia1og(byte_count, readaytea, readByteRata, \

NFSWPAIR, AL__RE'.AD__B!TES, 0); }

idefine nfs_stats_write_bytes { \
5tats_bytes;f0r_segs (byte_count, writesytes, wrltenytanate, \

N,FS__SEGHENT, I-.L_l-lRITE__T:!TES, O); \
stats bytes_for_nodes(byte_count, yriteflytea, wr1teByteRate, \

“ m=s,__uonr:, nL_I-mI'1'EHmrTEs. 0); \
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#def1nc nEs_5tats_off_seq \

#define nfs_stats_rexmts { \
stats_for_segs
stats_fot"nodcs
stats_fOr_d1a1og

#define nf5_stats_f10w_ctr1s { \
stntsMfor_acgs (flowctrls,
atats_for_nodes
stats_for_dialog

fldafine nfs_stats_errors { \
5tats_for_segs (errors, errorflate,
stats_for_nodes

{define nfa_§tatshrpc_m1smatch { \
stats_for_segs (rpcstats.versionHismatch,

stat5_for”nodes
ups noun, AL RPC vrsasxon,

stats"for_dialog(rpcflisngtch, rpcfiismEtchRate,

fldefine nfs_stats_;pc auth bad#cred { \

5tats_£ormnode5

stats_for;flia1og(rpoAuth§ai1, rpcKuthFai1Rate,

flowctzrmate, NFs__sEG1~:1=:nT, AL_FLow_c_:*rRLs, 0); \
(flowctrls, flowctrlnate, HFS HODE, AL PLOH_CTRLS, 0);

statsWbytes_for_dia1og(byte_count, writenytes, writeflytekate, \
nr's__PaIR, ALHHRITEWBYTES, 0); } ‘

stats_off_segs {HFS_SEGMENT, HFS_fl0DE, NFSHPAIR, 0)

(rexmts, rexmtkate, NFS_SEGMEHT, fiL“REXHTS, 0); \
(rexmts, rexmtnate, HFS_NODE, hL_fiERHTS, D); \

(re:-zmts, 1‘e)cratRate, NF-‘S__PhIR, .hL_RF2XI-FPS, D); }

\

(flowctrla, rlowctrmate, NFs__PnIn'.' AL__FLOW:CTRLS, 0); }

NFS_SEGHEHT, ALHERRDRS, 0]; \
(errors, errorRate, NPS_NODE, ALLERRORS, 0); }

rpcstats.vers1onMismatchRate, \
HFS__SEGHENT, hI.__RPC_VERSIOH, 0); \

(rpcstats.versionHismatch, rpcstats.versionHismatchRate, \0): \

NFS_PhIR, ALLRPC_YERSI0N, D); }

stats_for_§eqs {FbcsbEts.authuaqcred, rpcstats,authBadCredRate, \
NFS_SEGHENT, AL_RPC_DnD_cRED, 0); \

(rpcStats.authBadCred, rpcstats.authBadcredRate, \
NFS NUDE, AL RPCHBhD_CRED, 0)’ \

IIFSLPAIR. M._RPc__BnD_cREu, 0); }
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fdefine nfs_stats_rpc_auth"rejaoted_cred { \
stats_for_seqs (rpcstats.authnejectedcred, rpcstats.authRejectedCredRate, \

N1’-‘S_SEGHENT, AL_RPC__RE‘.JEC.‘I'___CRED, 0); \
(rpcstats.authkejecteflcred, rpcstats.authnejectedcredkate, \

HFS NUDE, AL npc REJECT cman, 0); \ _
AL_n1=c_RE:r2c1-_cRED, 0); )

stats_for_nodes

stats_for_d1a1og (rpcAuthFaT1, rpcAuEhFaT1Rate,_hFS_PAIR,

'#define nfs_statsmrpc_auth_bad_verf { \
stat5_for_§eg5 (rpcStats.authBadUerf, rpcstats.authBadVerfRate, \

}u'FS_SEGHEN'l‘, AL__RPC__BAD__VERF, Q); \
(rpcStat$.authBadUerf, rpcstatfi.authBadVerfRate, \

NFS noun, AL_RPC BhD___VERF, 0); \
stats_£or_dia1ug (rpcAuthFaT1, rpcAuthFaI1Rate, HFS_pAIR, RILflPC_BAD“VERF, 0}; }
statswforflnodes

fdafine nfsHstats"rpc_auth_rejectedwverf { \ _
(rpcstats,authfiejectedverf, rpcsbats.authRejectedVerfRate, \5tats_for_§egs

HFS__SEGHENT, .'ALHRPC__REJECT_VERl'-‘,_ 0); \
(rpcstats.authRejectedVerf, rpcstats.authRejectedVarfRnte, \_

V NFS_NODE, AL_RPC_REJECT__VERF, 0}‘; \ ‘
(rpcAuth_Fai1, I:pcAu|:hFai1Rate, NFS___PAIR, AL_HRPC__RBJECT_VERF, 0); }

stats_for_podes

stats_£or_dia1ng

fldafine nfs_stats_rpc_auth_too_Heak { \
5tats_forvpegs (rpcStats.authTooHeak, rpcstats.authTooWeakRate, \

1ws__s::s:-uarrr, J\L__RPC_AUTH_HEI.K,- 0); \ _
(rpcstats.authToQHeak, rpcstats.authTooHeakHaté, \

mas NODE, KL_R.PC mrrH_mazu<, 0); \
(rpc:mthFa‘£1, rpcAuthFaI1Rate, NI’-‘S_PB'IR, hL___RPC__._AUTH___HE_l}\K. 03,- ;.

stats_£or_nodes

stats_for_d1a1og

:;3 fidefine nfs_gtats_rpa_auth_other { \
stats;fior_segs (rpc5tats.autnOther, rpcStats.authOtherRata, \

' NFS SEGMENT, AL RPC AUTH OTHER, 0); \
(rpcSt3ts . authot:he’E, ri§cs_taFs . authothernate, \

N1’-‘S' NUDE, AL_R_PC JsUTH__0THI.-f:R, 0); \ _ _
[rpcAuthI-’aI1, rpcautm=aI1Rate, N1-*s__1=A112, AL RPC_AIJTH__'_OTHER, 0); }

statSmfop_n0des

statsifoxwdialog
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  fdefine nf5_5tats_;pc_prog_pnavai1 { \
stats_for_segs (rpcStats.progUnavai1, rpcStats-progUnflVai1Rate. \

HE'S_SEGHEIlT, AL__RPC__P1'tOG__U}IAVAIL, O}; \
(rpcstats.prugUnavai1, rpcstats.progUnava11Rate, \

NI-‘S___NODE, AL_RPC__PROGwUNAVhIL, 0); \ _
stats_for_d1a1og (rpcPrdqramFai1, rpcProgramFai1Rate, NF5_PAIR, AL_RPC_PROGHUNAVAIL,

0)} }

fdafine nfs_stats_ypcWprag_mi5match { \
atatsflforflsegs (rpcstats.progversionflismatch, rpcstats.progVersionHismatchRate, \

IlFS_SEGHENT, AL npc PIlOG__'J'ERSICIN, 0); \
stats for nodes (rpcstats.progVersIunHTsnatch,

rpcstats.p?ogV3rs1onH1smatchRata, \
HE'S NUDE, AL RPC Page VERSION, 0) ; \

stats___for_dia1og (zpcprograifivail, rp"é1=ro<3ra_nrTa“11nate, ::Fs_1=nm, 1\L_RPC_PRGG__VERSION,
0): }

idefine nfs_stats_rpc“proa“unavai1 { \
atats_for_segs frpcStats.procUnava11, rpcstats.procUnavai1Rate, \

nrs_sEGME_NT, J\L_RPC_PROC__UNAVAIL, 0); \
(rpcstats.prccUnavai1, rpcstats.procUnavai1Rate, \

HE'S HODE, AL RPC! 1:-noc UNAVAIL, 0); \
stat3_for_dia1cng (rpcprografit-‘ail, rpE'pro§ram1-"E'i1Rate, n1=s__PAIn, AL__RPC__PROC___UNAVAIL,

0): }

fdefina nfs_5tats_;po_prac_garbage_args { \
statsmEor_segs (rpcstats.procGarbageArg5, rpcstats.procGarbagehrgsRate, \

NFSHSEGHENT, _AL__RPC__PROC_GI\R.BAGE, D); \
trpustats.pruccarhagenrgs, rpcstats.procGarbageArgsRate, \

NFSHNODE, AL__RPC__PROC__GhRBI\GE, 0); _\
(rpcPrugramFai1, rpcProgramFai1nate, NPSMPAIR, ALLRPC~PR0c_GARBAGE,

stats_forMnodes

stats_for#node5

§tatsNfor_nodes

stats_fior_dia1og

gfiefine nfswstatsflmount fail { \state.'_£or_'segs (fiountrailures, mountFai1u‘re‘Rate, NFS_SEGl-TENT, AL__HOInPr_FhILUF£S,

Petitioners‘ EX1009 Page 77



Petitioners' EX1009 Page 78

 
69

  

 
 
 

 
 
 

 
 
 
 

 
 
 

 

 

stats_for~nodes (mountFai1urcs, mountFai1ureRate, HFs_NODE, AL_HOUNT;FAILURES,
0): r

fdefine nfs_atats_9rrHpern { \
stats_for_segs (nEsErrPerm, nfsErrPermRate, HES SEGHENT, AL HES ERR_PERH, 0); \
stats_for_nodes (nfsErrPerm, nfsErrPermRateT HFS_HODE, XL_NFS_ERR_PERH, D); \
statsHfor_dia1og (nfsnccessErr, nfshccessfirrkate, HFS_PAIR, AL_HFS_ERR_PERH, D); }

fidefine nfs_statsHerr_nu_ent { \
5tat5_fDr_segs (nfsfirrnofint, nfsErrNoEntRatc, HFSHSEGMENT, AlLHFS_ERR_NO_EHT, D): \

stats_for_nodes (nfsErrNoEnt, nfaErrNoEntRate, HFs_NODE, ALLNFs_BRR_N0_ENT, 0);

stats_fur_dia1og (nfsUserErr, nfsuserfirrnate, NFS_PAIR, AL_HFS_ERR_H0~EflT, U}; }

fdefina nfs_stats_err#io { \
stats_fior_segs (nfsfirrlo, nfsErrIORate, HES SEGMENT, AL_NFSHERR_IO, 0}; \
stats_for_nndes (nfsErrI0, nf5ErrIORateT NFSHHODE, AL_NFS_ERR_ID, 0); \
atats_for_dia1og (nfsHardErr, nfsHardErrRate, NFSMPAIR. AL_HFS“ERR_ID, 0); }

idefinc nf5_stats_err_nx1a { \
stats_for_5eqs (nfsErrNXIO, nfsEr:NXIORate, RPS SEGHEHT, AL HES_ERR;NXIO, 0}; \
stats_forHnodes (nfsErrHXIO, nfsErrNXIORateT NFS_HDDE, KL_NF$HERR_NXI0, U); \
stats_for_dialog (nfsuserfirr, nfsUserErrRate, NFSWPAIR, A1LfiFS_ERR_HxIo, 0); }

idefine nf§_stats_err_acces5 ( \
statsw£or_aeg5 (nfsErrAccess, nf5ErrAcce55Rate, NFS_SEGHENT, Ap_HFS“BRR_AcCESS, U);

stats_for_nodes {nfsErrAccess, nEsErrAccessRate, NFS_NODE, ALLfiFS_ERR_ACCESS,
0)‘ \ M . .

’ stats_forWdia1og (nfsAccessErr, nfsAccessErrRate, HFS_PAIR, AL_NFS_ERR_AccEsS, 0); }

{define nEsHatatsMarr_9xist { \_7 _ .
stats_forwsegs (nfsflrrfixlst, nfsErrEx;stRate, HFSwSEGHENT, ALLfiFsHERR_ExIST, 0); \
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stats_for_podes (nfsErrExist, nfsErrExistRate, NFS_NODE, Ah"NPS_ERK_EXIST, D);
\

stats_for_dia1og (nfsUserErr, nfsUserErrRate, HFS_PA1R, ALLfiFS_ERR_EXIST, 0); }

fdefine nfs_stats err no dew { \
stats_for_;eEs _(nfsErruoDev, nfsErrNoDevRate, NFS_sEGHENT, AL_HFS_ERR_N0_DEv, D); \

stats_forkpodes (nfsErrNoDav, nfsErrNoDevRate, HFSMNODB, AL_NFSHERR_NQ~DEV, 0);

stats for_dia1og (nfsuserfirr, nfsUserErrRate, NFS_PAIR, AL_NPS_£RR_No_DEV, 0); }

#define nfs_stats_grr_notMfiir { \
statsHfor_segs {nfsErrHotDir, nEsErrNotDirRate, NFS_SEGHENT.

0); \
stats_for_nodes

0): \

AL_NFS_ERR_H0T%DIR,V

(nfsErrNutDir, nfsErrNotDirRate, HFS_NODE, Ay_NFs_ERn_uoT;DIR,

stats_for_d1a1og {nfsU9erErr, nfsU5erErrRate, HFSHPAIR, A1LpFs_ERR_N0T;DIR, 0); }

#def1na nfs”stats_err_is dir { \
stats_f0rHsegs (fiEsErrIsDir, nfsErrIsDirRatc. NFS_SEGHENT, nILflFs_ERR_IS"DIR, 0); \

stats_for”node3 (nfsErrIsDir, nfsErrIsDirRate, HFs_NoDE, ALfiNFS_ERR_IS_DIR, 0);
\ . ..

stat5_for_dia1og (nfsUserErr, nfsUserErrRate, NFS;PAIR, AL_flFS_ERR_IS_DIR, 0); }

idefina nfs_stat5_err_fbig { \_ ‘ _ ' _
stats for_segs (nfsfirrfbig. nf5ErrFB1gRate, NFS SEGHBNT, AL_HFS_hRR;FBIG, 0); \
stats”torhnodea (nfsEprFBig, nfsnrrraignatef NFs_noDE, nL_NFs_ERn_raIG, 0); \
Statswfor dialog {nfsResourceErr, nfsResourceErrRate, NFS_PAIR, hL_flFS_ERR_FBIG, 0);

}

fdefine nfs_Stat5_err_no space { \
stats_formsegs (n?sErrHoSpace,

0)! \
stats_for_nodes

AL;flFS"ERR_NO"SPACE, 0}; \

nfssrrflospacenate, NFS_§EGHENT, hLhHFS_BRR_H0_5PACE,

(nf5ErrHoSpace, nfsflrrflospacenate, NFS_fi0DE,
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stats_for_dia1og (nfsRe5ourceErr, nfsResourceErrRate, NFS_PnIR, h1LuFS_ERRflHO_SPACE,
0}; }

fdefine nfs_stats_err_roEs { \
stats_for¥segs (nfsErrROFS, nfsErrROFSRate, NFS SEGMENT, AL_HF5 ERR R035, 0); \
statsmfox.-_noaea (nfaErrROFS, nrssrrnorsaatef1zss_HonE, AL_nFs_EfiR_Rot~*s, 0); \
stats_forHdia1og (nfskccessfirr, nf5Acce5sErrRate, NFS_PAIR, AL_NFS_ERR_ROFS, 0); }

§define nfs_stats_err_name_too_1ong { \
5tats_fnr_segs (nfsErrHameTuoLong, nfsErrflameTooLongRate, \

1l[~‘S__SEGHENT, 1\L__HFS__ERR__HAHE_TOO"LOHG, 0) ,- \
(nfsErrNameTooLong, nfsErrNameTqoLongRate, \
NFS_NODE, AL_HFS_ERR"NAHE_T00MLDNG, 0); \

(nfsUserErr, nfsUserErrRate, NFS_PAIR, AL_NFSuERR_flAHE;TOO_LOHG,

statsHfor*nodes

5tat5_f0I_dialDg
0): }

{define nfs_stats_crr"not_ampty { \
stats_formsegs (nfsflrrnotfimpty, nfsEtrNotEmptyRate, NFS_SEGHEHT,

ALhN.!':'5_ERR__HDT_E.'J’{PTY . 0) ;\
stats_for_node5

AL__I{FS__ERREN0T__BI-IPT‘x', 0) ,-\
stats_for_dia1og (nfsuserfirr,

(nfsErrNotEmpty. nEsErrNotEmptyRate, HFS_BODE,

nfsUse1:ErrRate, ‘!H:"S_P.|\IR, AL_!lFS_ERRHN0T_E‘.H'13‘I‘Y, 0); }

fdefine nfsNstats_err_dquota { \
3tats_for_segs (nfsErrDQuota,

(nfsflrrnouota, nfsErrDQuotaRate, NFs_fl0DE, A1LflFS_BRR_DQUDTA,

nfsErrDQuotaRate, NFSHSEGHEHT, ALHNFS_ERR_DQUoTA, 0);

stat5_for_nodes
0);\

stats_for_dia1og
0):}

.#define nfs_stat5Herr_sta1e { \
5tatE_forwsegs (nfsEr;Sta1e,

(nfsErrSta1e, nfsErrSta1eRate, HFS_HODB, AL_HFSH£RR_STALE, O);

(nfsnesourcafirr, nfsnesourcefirraate, NFSHPAIR, hL_NFSHERR_DQUoTA,

nfsErrSta1eRate, HFSHSEAGHENT, hL__NFS_ERR__5TAL'E, 0); \

stats_for_nodes
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nfshccessflrrnate, NFS_'PAIR, AL_-_NFS____ERI'l_-_$TAL'_E:. 0); }

FS_'S1’-JG!-IENT, AL_'HFS_ERR_HFLUSH, 0)-;

AL_m-s3-:1m_urLusH ._-.

stats_for_dia1og (nfsnccessflrr,

:‘ ‘ fdefifie nfs“;tats;err_uflush { \
f . StfitSfifOr+EEgE (nfsE:rHFlush, nfsficrfirlushfiate, N
: stats4Eor_nodes -(nfsErrWF1ush, nfsErrHF1ushRa£e, HFS_NODE, Al£flFS_ERR_HFLUSH,
%= 03- \ ' "
“ '? stats_forwdia1og (nfsResourceErr, n[sResourceErrRate, NFS_PfiIR,
' 0):}

ffifittiiiiitiiiihiiiW“ '

.* NFS parse routine

.+.«,r. - -

uintnz rtp;nfs_parse (1ayep#ptr, length) 
*1ayar_ptr;

6.1".“ . .
Ui_nt'.I2 T length:

ifiiitiiiiiiiiihtiiiiiiiikkkiiiiiiktiiiiiiiiiitiii

register Ecol xid_found, rep1y_uk; _i, re§u1t,'data_1ength, hyte_count,
_ féqister Uintnz

fiount;§tatgq;
régisfter Ui-nt_3__2

*rp¢ info4ptr;
raqister~RPqInfo ; A _
rggi$§ef stfitsutsstate. . _ *nfs#gtate;ptp;
re"-:i.i'=5.‘.3‘~‘-"rt-.*3*"-‘IL"‘.1.<""'-. T!.fS_*"T.i5.°.-.ar95 »“"f.9.;'-'F1_~¥'-‘.3'_P‘=.:’%‘F

' ' "cg,n£ :;§qg_resu1t *h£s;read_resu1  hr;
 'P°9n 4P 9

‘ I'.|'J1;_o'u'x}’_t:'?x;ep1y_pt
- *fIfIs;;fIa1_e__ra':.'*e-3:9

*fi1e;syst¢fi_11

'uifi§fifitZi¢p1y..
E§Fi1“wys§em
.aEi1?Sy§temLihk

 

p;indox, p_1ast, p+paSt;

t;ptr;

Ff"
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register Uint32 nfs_statu5; 3
register StatsnddrEntry *ip_src_addr_ptr; ‘
register StatsAddrEntry tip_dst_addr_ptr; i

A1armUserData stats_a1arm_data; 3

/w i
* set up local variables
*/

result = GOOD;
rpc_info;ptr = &rpcInfo;

/* . T . .
*_F1nd statistlcs records
*/

if (rpc_info_ptr—>d1rection == RPC_CnLL)
{

nfs_src"node_addr;ptr = src#node_addr_ptr = 5tats_nf§Mgét_c1ient(&ip_srcHaddr};
nf5_d5t_node_addr_ptr = dst_node_a¢dr?ptr = stats_nfs_getTaerver(&ip_dsb_addr}; 3
nfs_dia1og_addr_ptr = dia1og_addr"ptr = statsfinEs_get_d1a1og(&ip_dst_addr, g

&ip_srcHpddr); ‘ =
} .

else i
{

nfs_srq_nodeMaddr_ptr
nfs_dst_pode_addr_ptr
nf5_fi1a1og_addr_ptr

&ip_dst_addr);

atats_nEs_get_server(&1p_src_§ddr);
5tat5_nfs_get_c1ient(&ip_dst_afidr};
stats_nfs_get_dia1og(&ip_srcfladdr,

él
src_nod¢_addr_ptr
dst_node_addr_ptr
dia1og_nddr_ptr

It
1![I

if (src_node_addr_ptr != NULL)
[

nfs srcfinode_stats_ptr = src_node_stat5_ptr =
" (statsflfsfiddrt)nfs_srq_node_addrmptr—>stats_ptr:

nf5_srcM5eg_addr_ptr = srcm5eg_addr_ptr n 3
5tats_nfs_qetksegment (nfs_srcLnoda_pddr_ptré>address.seqmentl);
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  }

I
nfa arc node stats ptr = src node Etntsflptr a HULL;
{#51 1? GLOBAL IFPOIIITBRS fHP_Lfi1=.u'rr-:0 Don-rr NEED To Do LDOKUP nut]
if (ipfisrc addr_ptr = (statshddrtntry t)stats_ip_1ookupHaddr(&ip_src_pddr))

else

_ st§tsHfifs_get_segment7(ifi:src“Eddr_ptr—>address,segnant1};
alse '

}

if (nfs_§rc_seg_pddr ptr != NULL)
nfs"src_seg_sta¥s_ptr = src;3egHatatsflptr =

(statsflfssegment *} nfs_5rc_aegwaddr_ptr->stats_ptr;
HULL;

nfa_srcHseg_addr_ptr = src_seg_addr#ptr $ NULL;

else 1|

nf5"arq_seg_stats”ptr = src_seg_stats_ptr

if (dst;node#addr_ptr != NULL)
{
nfs_dst_node_statsFptr = dst_nudu_stata_ptr =

nfs dst_node_add:Hptr->stats_ptr;(statsflfshddr *) _
nfs dst sag addr ptr = dst neg addr-ptr = r—>address.segment1);

" St§ts_fif5_gEt_BeqmenE_(nfE_dEt:node_§ddr_pt

{ .
nfs dst_node_stats;ptr H dst_nade_stats_ptr = NULL;
{**:* IF GLOBAL IP POIHTERS IHPLEMEHTED DON'T REED TO DO LOOKUP *****{
if (ip_dstHaddrHptr = (statsAddrEntry *)st§tswip_1ookup_addr(&ip_gstfladdr))

nfs_fist_aegfladdr"ptr = dstfi§eg_addr_pt: =
5tats_nf5HgBt_segment (ip_dst*hddr;ptr->address.segmant1);

elée _
nfB”fist"seg_addrfiptr = dst_§eg_addr_p;r m NULL;

if (nfs_dst_sag_pddr_ptr I= HULL}
nfs dat_sag_stats“ptr = dst_fieg_§tats_ptr =
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(statsflfs
else

nfs_dst_seg_5t

nf$flthis_seg_addr‘p
if (this_seg_addr_p

nEs_this_seg_s
fstatsnfs

else

nf5Hthis_seg_s

if (dia1og_addr_ptr
, nfs_dia1og_5ta

fstatsflfis
else

nEs_dia1ng_sta

if (dia1og_5tats_pt
nfSH5tate_pttelse

nfs_state_ptr

/it

75

segment *) nfs_d5t_5egHaddr_ptr—>stats_ptr;

ats_ptr = dst*segustats_ptr = NULL;

tr = this_geq_pddr”ptr s statsHnEs_qet_seqment (mysegmentld);
tr ls NULL) '
tatsuptr = this_seg_stats_ptr 2
Segment *) nfs_thismseg_addr_ptr~>stats_ptr;

tats_ptr = thisMseg_stat5Fptr = NULL;

$= NULL)

tB_ptr = dia1Uq%$tat5#ptr :
Dialogfintry *) nfs_dia1cg_addr“ptr—>stats_ptr;

ts_ptr u dia1og”5tats;ptr = NULL;

r != HULJJ
m (statsfifsstate *) dia1og“stats_ptr~>state_ptr5

HULL;
ll

* Update the age timer in each address structure and set_the 10 second rate
* sample period so that the event manager will calculafe rates.
*/

stats_update_aga_t1mers;
stats;set_;ate_10s;

/is
* Do some statistics
*/

nf5Hstats_hytes;

/it
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* If cred or verf length is bad, count error and get out
* Should this be moved so that some processing takes place (e.g. dequeue of file system)?

-/
if ( (rpo_infq“ptr—>ored_1ength > RPC_AUTH_LEHGTH) §
RPCmhUTH_LENGTH) }

E (rpc_info_ptr—>verf_1ength >

{
goto nfs_bad;
}

Set up pointer to the nfs history
Get index to last recorded event
Note that histx points to the next entry to store history into.

"index = current history index to store into
p_1ast = last history index written to

I-I-I-1-X-I-I-#
‘-..

xid_found = FALSE; _
if (nfs_state_ptr Eu HULL)

é index = nEs_statemptr—>hi5tx;
p”1ast = (nfs_§tate_ptr—>histx == 0) ? HFS_flISTORY_EflTRIES - 1 :
" nfs_state_ptr->histx ~ 1;

p_past = p_1ast;

/* , ' _ , _1 check for a retransmission and save this event in history for the dialog 1E it is
a call.

*I
if (rpo_info_ptr—>direotion == RPCHCALL)

%or (i=0; L<NFS_HI5TORY_BNTRIES; i++)
{
if ( (nfs_state ptr—>history[p_paSt3.xid =n rpc info_ptr->xid) aa

(nfs_statE_ptr—>history[p_pust].status F=_HFS_OUTsTANDING) )
{
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 nf5_atats_rexmts;

break;
I

pmpast = (p_past =3 0) ? HFS_HISTORY_ENTRIES —'1 : p_past — 1;
}

rpc_inEo_ptr—>xid;
rpc_1nfo;ptr—>ca11Hproc;
NFS OUTSTANDING;

' NULL;

nfs_state_ptr—>history[prindex].xid
nEs_;tata_ptr->hisbory{p_index}.ca11hpruc
nEs~statefiptr—>historyipwindexy.status
nfs_state"ptr—>histary{p_1ndex}.ptr
nfa_stateHptr->histx

HF5_HISTORY ENTRIES) ? 0 :
p_index +~1;

}

nI:n 2

IIII ([p_index + 1) ==

E
E

E
F
r

/* . ...
-$2 1 Set the_statun in the h1story entry 1f th1s 15 a reply.i If the xid of this reply matches that of a call in the history, mark

* the called HFSHANSHERED and remember the call by setting p_past.
*/

else
{
for (i=0; :l<NFS_HIS'I‘ORY_EN'1‘RIES; i++}

{
if ( (nfs_5tate_ptr«>history[p_past}.xid 2: rpc_in£o_ptr—>xid) &&

(nfs_state_ptr->histoty[p_past].status == NFS_0UTSTANDING) 1
{ .
nfs_state_ptr—>h1story[p_past].status m NFs_pHsHERED;
xid_found = TRUE;
break;
}

p_past n (p_past fifi O) ? NFS_flISTORIdENTRIES - 1 : p_paat — 1;
}
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/-it
1 If this is the mount protocol, handle it.

 

*1
if {rpc_infomptr—>protoco1 =u HOUNT_PORT)

{

1* . .
* Determine 1f this is a call or a reply. E
*1 - 2

if (rpcwinEo_ptr—>direetion == RPC_¢hLL) E
nfa_state_ops;
nfs_stats_pff_5eqi 2
switch (rpc_info_ptr—>ca11_proc)

{
/* . .

* If mounting a f11e, make sure it*s an the statsNEsFi1eSystemQ and
* linked to the server, then link it to the client mounting it by doing
* a get. Remember the file system so that it can it can be unlinked if

the = ,* mount request fails. §*

ave;
case HOUNTPROC_flmT: _

mount_ptr = (stxuct mountwargs #) rpc_inEo_ptr->usar_ptr;
byte4count = nLIGH(mountHptr~>1ength);
if ( (mount_ptr £= NULL) &&'(byte_count != 0) && (nfs_etate_ptr !=

NULL} ) {
nfs_stateMptr—>hietory[p_1ndex].ptr =

_ {Uint32 *) statswnfs_get_fi1e_system ‘
(dst_nqde_addr_ptr, _ Esrc_node_@ddrHptr, hyte&count, {HfsFi1eSystem *)
&mount_ptr->dirpath)F

break;
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It

* It unmounting a file, lockup the file and remember it in the
* history so that it can be unlinked if necessary when the response comes

in.
-I

case HOUHTPROCQUHT:
muuntwptr = (struck mount_args *) rpc"info_ptr—>user_ptr;
bytemcounh = ALIGH(mount_ptr—>length);
if { (mount_ptr != NULL) as (byte_count != 0) && (nfs_state_ptr In

HULL) )
{

nfs_state_ptr—>history[pfiindex].ptr =
(uintaz *) stats_nfe_1ookup_Ei1e_5ystem (dst_node_addr_ptr,

src_podewaddr_ptr, byte#count, (flfsfilesystem *)
&mountHptr—>d1rpath);

}
break;

case HOUNTPROC_UHHTALL:
case HOU}lTPROC_NIILL:
case flOUNTPROC_DUMP:
case HOUNTPROCwEXPORT:

break;

default:
break;

} /* ca11_proc */
} /* RPC;ChLL *f

/+
1 It's a mount reply
*1
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else

{
rep1y_pk = FALSE;
switch,(rpc"info_ptr—>rep1y_status)

{
case RPC_HSG_ACCEPTED:

switch (rpc_info“ptr->rep1y_gode){
can so. RPC_SUCCfISS:‘fir

1* Check to make sure the mount code is ok
*/

rep1y_Dk = TRUE;
it (rpc_info_ptr~>user_length > 0 )

{
mnunt_rep1y_ptr = (struct mount_rep1y *)

rpc_info_ptr~>user_ptr; mount_statu5 = ALIEN{mount"xep1y_ptr—>5tatus);
if (11ount__5tatLlS !-'= O)

[
rep1y_ok = FALSE;
}

}
break;

Gas e RPC__PF.OG_UNAVAI L:
nfs_stats_:pc_prog_nnavQ11;
break;

case n9c_pRoG_nIsHATCH:
nfséstats_rpc_prog_misnatch;
break;

case RPC_PROq_UNAVAIL:
nfs_stats_;pcHproc_pnavai1;
break;

case RPC_GARBAGE“ARGS: _
nfs_stats_rpc_proc_garbageHargs;
break; '

case RPC_SYSTE'H__ERR:
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default:

break;

C359 RPC HSG DENIED:

{

break;

} ft reply_pode */
break; /* RPC_Hsq_AcCEPTED */

sw1§bh Tfpc_infoHptr—>rep1y_code)

case RJE'C__HISHATC}{:
nfs_stats_rpc_mismatch;

case RPCfiAUTH_ERROR:
switch (rpcflinfohptr—>rnply_auth_5tatus)

{
case RPc_AUTH_BnDcRED:

nfsflstats_rpc_auth_had_cred;
break;

case RPC_AUTH_REJECTEDCRED:
nfs_stats_rpc_auth_rejected_cred;
break;

case RPC_AUTfl_BADVERF:
nfs_stats_rpcwauth_bad“verf;
break;

case IlPC_AU’1‘H___REJECTEDVERF:
nf5_stats_rpc_auth_rejeoted_verf;
break;

case RPCLAUTH_TOOHEAK:
nfs_stats_rpc_auth_too_weak;
break;

default:
break;

} /1 replyflcode if
break;

default:
break;

}
break; /*.RPC_HSG_DEHIED W]

Petitioners‘ EX1009 Page 90

 

 
 

 
 

 

 
 

 
 
 

 

 
 
 
 
 
 

 



Petitioners' EX1009 Page 91

 
default:

nfs stats mount_fai1;
got3 nfs_Bad;
break;

} /* replymstatus */

if (xid_tound)
{
if (rep1y_u1-c)

{
;x

* system being unmounted.
*/

{

(dst_node_statsrptr != NULL)){
file sy5tem_1ink ptr

nfs_5tate_ptr—>hi3tory[p_past].ptr);

{

sizebf(StatsNfsFi1esystemLink)};

J }
3 {I HOUHTPROCWHNT *1

 

  
 
 

 
 

 
 
 

 
 

 

 
 

 
 
 
 

 

* If this is an umount response, get rid of the c1ientFs link to the file

if (nfs_state_ptr—>history[p_past].ca11_proc =: HOUNTPROC_UHNT)

if ((nEs_state_ptr->history[p_past}.ptr != NULL) aa

mstatsHn£s_13okup_fi1c_systeq_link (d9t_node_5tats_ptr,
(StatsNfsFi1eSystem *)

if (fi1eHaysten_1ink_ptr 1= NULL)

FBRemqm (&dst"node_stat5Mptr->filasystenq,
(PFBQentry_type) file sy5tem_1inkuptr);

stats_dea11ocate (fi1qflsyatem_1Ihk_ptr,
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83

* If this is an unmount all response, get rid of all the links to the file

* systems for this client.
gf

else if (nEsfistate"ptr—>history[p_pant}.ca11_proc #* HOUNTPROCHUHTALLJ{

if (dst_node_stats_ptr != NULL)
{

£i1e_systenH1ink_ptr =
(StatsH£sFileSystemLink *)

d5t_nodeH5tat5_ptr->fi1eSystemQ.pFlink;

while (fi1e_systemh1ink_ptr 1= HULL){

if (fi1gflsystem_1ink_ptr—>fi1e_systemflptr->5erverIpAddr ==

{

FBRemqm (&src_node_stata ptr—>fi1esyatemQ,
(PFBQentry_type) fI1ehsyStem_l1nk“ptr);

stats_fiea11acate
(fi1e_system_1ink_ptr,

ip_src_addr)

sizeof(StatsNfsFi1eSystemLink));
J

filehgystem_link_ptr =
{StatsNfsFi1esy5temLink *)

file_system_linkhptr->1ink.pFlink;
}

}
}

/* ..
* If thls 13 a reply to a successful mount, mark the file system in use.*I

else if (nfs_statc_ptr~>history{p_past].ca11_proc =2 HoUNTPROQ”HflT){

if (nfs_state_ptr—>history[p_past].ptr I= HULL){
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84

nfs_fi1e_sy5tem tr =
(Stat:NfsF;1eSystem-*5nfs_state_ptr—>history[p_past].ptr;

nfs_fi1e_systemLptr~>status = NFS_FILE"Ifl"U3E;
}

J /1 H0UH'].‘PROC__U'HN'1‘ALL */

1 2* rep1y,_ok */

i-

* If this is a reply to an unsuccessful mount, get rid of the
* client's link to the file system. check to see if the file
* system should ho discarded. If so, uhlink it
* from the server and dequeue it from stntsNfsFi1esystenQ.
* count the number of failed mount requests.
a

f
I

(nfsfistate_ptr—>history{p_past}.ca11Hproc == MOUHTPROCMHMTJ
{

nfs_statg_nountmfai1;
nfs fi1e_system_ptr # (StatsNfsFi1eSystem *)

nfs_state_ptr»>history[E;past].ptr;

if (nfs*fi1e"system_ptr != NULL)
{

if (dst_nude_stats_ptr 1: NULL}
{

fi1e_aystem_1ink_ptr =
stats_nfsHlDokup_fi1e_system_1ink (dst_node_stats_ptr,

nfs_file_system_ptr);

if (fi1e_system“1ink_ptr !: HULL)
{

FBRemqm (&dst_node_stat5_Ptr~>fi1eSystemQ,
(PFBQentry_type} fi1e_system_1ink_ptr);
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5tata_daa11ocate (fi1e_systen_1ink_ptr,

sizeoE(StatsN£sFi1eSystemLink))3
}

}

if (nfs_f11eHsystem;ptr—>5tatus 1= NFs_FILE_IN_UsE)
{
if (src_node”5tat5_ptr §= HULL)

(
file_system_1ink_ptr =

stats_nfs_1ookupMfi1e_system_1ink
(Grc_node"stats_ptr,

nfs_Ei1eMsystem_ptr);
if (fi1e_syatem__1inkH_pt:r l= HULL)

{ .
FBRemqm (&src_nodg_sta;s_ptr«>fi1esystamQ,

(PFBQentry_type)

fi1aWsystem_1ink_ptr)}
statsfdeqllocate (fi1e_gystem_1inkHptr,

sizeof(StatsNfsFi1eSystemL1nk));

}

stats"nfs_dea11ocate_fi1e_;ystem (srq_nodq_addr_ptr,
dst_node_addr_ptr,

nf5m£i1e_systemLptr);

}

} /* HODHTPROC_HmT if

gqto nfs_bad;
} /* not rep1y_ok */
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} I* REPLY */
} /* H0UNT_PORT */

{
fa

} /1 Ixid and nfs__st_ate_ptr */

* If this is the nfs protocol handle it.

else if (rpc_info_ptr—>protoco1 == NF5_?0RT)

* Determine if this is a call or a reply.
*2

if (rpc_1nfo_ptr—>d1rectian == RPC_ChLL)
{
nfs_stnts_pps;
nfsHsteEs_off_seg;
switch (rpc“inEo_ptr~>ca1lhproc)

{
case NFS READ:

CBSE

nfs:stats_read_ops;
break:

NFS_HRITECACHE:
nfs stats write cache ops;

  
 
 

 
 
 

 
 

 
 
 

 
 

 
 
 

nfs:yrite:ptr =_(struEt nfs_write_args *} rpc_info_ptr->user_ptx;
byte_count = ALIGN(nfs_yritc_ptr~>write_1ength);
nfs_stats_yrite_bytes;
break:

NFS_HRITE:
nfs stats_writg_ops:
nfs:krite_ptr = (struck nfa_write_args *) rpc_inEo_ptr—>user_ptr;
byte count = ALIGN(nfs_write_ptr~>writemlength);
nfs_§tats_writewbytes;
break; 
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case
case
case
case
case
case
case
case
case
case
case
case
case
case
case

HF3_NULL:
flFS_GETNTrR:
HFS_5ETATTR:
NFs_ROQT:
NFS_LDOKUP:
HFS_READLINK:
NFS_CREATE:
NFS_REHOVE:
NFS_3EHAHE:
NFS_LINK:
NFS_SYHLINK:
NPS_H£DIR:
urs_3n1n:
NFs_RBADD1n:
HFS_STATFS:
break;

default:

}
break;

goto nfs_good;
}

else
{
Ii

* It's a reply
*I

switch (rpc_infqHptr
{
case R2C;flSG_ACcEPTED:

switch (rpq_in£o_ptr—>rep1y_code)
{
case RPC_SUCCESS:

break;
case RPC_PROG_UNAVAIL:

nfa_3tats_9rrors;

 

->rep1y_status)

 

B7
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nf3_stats_;pcHprog_pnavail;
goto nfE_pad;
break;

case RPqmPROG_HISHATCH:
nfs_stats_grrors;
nfs_stats_rpc_prog_miSmatch;
goto nfs_had;
break;

case RPC_PROC_UNAVAIL:
nEs_stats_rpcHprocWpnava11;
goto nfswbad;
break;

case RPCL§ARBAGELfiRGS:
nfs_stats_;pc_proc_garhage_args;
goto nfs_bad;
break;

case RPC_S!STEM_ERR:
default:

goto nfs_bad;
break;

}
break; /* RPC_HSG_ACCEPTED */

case RPc_nsG_nEuI£o:
switch (rpq_info_ptr->rep1y_code)

{
case RPC_flISHATCH:

nfshstat5_rpc_pismatch;
break;

case RPc_AUTH_ERROR:
switch (rpc_info_ptr—>rep1y_puthmstatus)

{

case RPC_AUTH_BADCRED:
nfs_stats_;pc_auth_bad_cred;
break;

case RPCflAUTH;REJECTEDCRED:
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nfs_stat5_rpc_authHrejected_cred;
break;

case RPC___J\UTH_BADVERF:
n£345tats_rpc_auth_bad_verf;
break;

case RPC___AUTH_REJ ECTEDVERF:
nEq_stats_rpcuauth_rejected_verf;
break;

case RPC RUTH TODHEAK:

nEs:stat§_rpc_auth_too_weak;
break:

default:
break;

}
break;

default:
break;

}
goto nEs_bad;
break; I* RPc_HsG_DENIED if

default:

goto nfs___bad,'
break;

}

nfs_status m ALIGH(rpc_info_ptr->userhptr};
switch (nfs_§tatuB)

{
case NFS_OK:

if (xid_found)

13: { .‘ if (nfs_stath"ptr->history[p_past].ca11_proQ == NF5d£EnD)(
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rpc_1nfo_ptr—>user_ptr;

C358

case

C358

case

C339

C556

case

case

case

case

 

 

90

nEs_read_resu1t_ptr w (struct nfs_readmresu1t *)

nfa_§tats_;eadflbytes;
}

}
goto nfs_good;
break;

NFSBRRWPERH:
nfs;stats_arr_perm;
break;
NFSERRflNOBHT:
nfs_statsHerr_nofient;
break;
NFSERR_IO:
nfsHstats_grr_io;
break;
NF$ERR"fiXIO:
nfs_stat5_errmpxio;
break;
NFSERRhfiCCES:
nfs_stats_arr_aouess;
break;
NFSERRHEXIST:
n£s_stats_errMexist;
break: '
NFSERR_HODEV:
n£s_stats_grr_po_dev;
break;
ursaan_noTnIR:
nts_stats_err_not_dir;
break;
NPsERR_IsDIR:
nfs_stats_err_js_dir;
break;
NFSERR_FBIG:

byte count = ALIGN(nfs_readfiresu1t_ptr->read_1ength);
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 nfs_staEs__err__fb:'.g;

break;
case NESBRR_NOSPC:

n£s_gtat5_err_no_§pace;
break; .

case NFSERR;ROFSi
3‘ ' . - ‘ nfa__s'I:_ats__err_ro£s;
Q, break;

‘ case NFSEREHHAHETOOLONG:
_ pfs;stats_err_name;too_1ong;

,' 4 break; .’ case NFSERR_NQTEHPTY:
" nfs;stats"err_not_empty;

brjéak; '
caag'NESERR_DQUOT:

'nEs_stats;prr_dquota;
break; ,

case NFSBRR;sTALE:
*nfS_stats_err_sta1e;

'~ bneaig; 7
case‘ Nksrzkigwrnustl:

nf§_stats_9rr_wf1ush;
br¢ak;'

aerauytr7 break;
}

goto n1Es_bad;'
} ‘

-igg;g;n (resu1fi)i

 

Petitioners‘ EX1009 Page 100



Petitioners' EX1009 Page 101

 
return (DONE);

nfs bad:

nf§:5tats_errors;
return (BAD);
}

i

*1

void rtp_nf5_srcfiquench (J

fiegister SrcQuenchData *5:

srcQuenchData_ptr : fisrcquen

statsHnfs_lookup_ptrs (&srcQ

nE$_statswf1ow_ctr1s;
}

 
 

 
 
 
 

 
 
 
 

 

{‘ Iikiiiikiitfitiitiiitkkttkkiiiitiifiii**t**kkt*iiiiifkfiifiiiifitiikiikiifikiihi

t Process an icmp source quench

cguenchuatawptr;

chbata;

uenchData ptr->ip_5rc_addr, srcQuenchData_ptr—>src_port,
&srcQuencfiData_ptr~>ip_dst_addr, srCQuenchData_ptr~>dat_port};
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 A'I-l-A!I-l>.Il-l-1l-l4I-‘-l-it-ll-ll-Ii-It-I-1-H-3|-:|-'1-H-1.‘.
rtp_pm§p_p.c

[description]

93‘

Copyright (C) 1991 Concord Communications Inc.

Date: 8/8/91

' Revision: 1.1

"Changes:

All rights reserved.

.'Path:' /home/hawkd/malibu/trakker_db/monitor/rtp/SCCS/s.rtp_pmap»p.c

Description of change. (latest first}.............—_—_-...-.-.‘...u..-.——_._........ _ _ u — — — _ _-__...........
--............._.__—

static char rtp_pmap_p_c [] = "@(f)rtp_pmap;p.c 1.1";

fifinclnde <stdio.h>

_.fincludé <qc1_std.h>

- .iin
:f¥n
fig;nc;uda,"kuser h"

  
oludé "sysfiém+h“

Iii-_u_-_1 -nu.

"pfoE6do1s;h"
n"é‘atsjh". ‘

_ "ét€Es;1p:hfl
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fiinclude
finclude
fincluda
#include

[i

*/
#define PHAP_NULL
fdefihe PHAP_sET
{define PHAP_UNSET
iqefine Pun? GETPDRT
fidefine 1=;~ux1=:DuHP
{define PMAP_CALLIT

*

* Mapping as it appears in the Pmfip

“Etats;pmap.h”
HI-[;p_h1:
"rtp_rpc.h"
"rtpHpmap.h"

* Pmap protocol definitions

U'ln§'.:-in}!-‘D

*1‘
struct pmap_msg;mapping_type {

Byte proqram_number[4]:
Byte vers1on[4};
Byte traneport_protoco1[4];
Byte port[4}:
13

struct pmap_psg_rep1y_type {
Byte rep1y[4];
}}

Ii
* Pmap data structures
*/

Pmapuete
StatsPma

pmepnata;

pping *dbq_mapping_ptr;
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protocol message

/* ignored in the request */

{* For debugging purposes */
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fililriri-ii-1-I'lltkifiiuiufiitiiiikiiii'i:i*1\*iiiifiiiiikiikfiiiiiiiP:'kl:t**-k~k*:i*fitt1'‘I

* Parse the port map protocol in order to associate ports with
* particular protocols.
*r

Uint32 rtp”pmap_perse (1ayer_ptr, length)

char
Uintaz

register Rpolnfo
register Pmapneta
register struct pmap_msg_mapp1ng_type
register Bool
register statsPnapping
register struot pmap_m59”rep1yHtyps
register Uintaz

protocol;
register Uint32

rpc_info_ptr * firpclnfo;
pmap_data;ptr s &pmapData;

switch (rpc_info_ptr—>direetion}
{
case RPCHCALL:

/A
* Save this in the history so that the
* comes in.
*/

mapping;ptr

*1eyer_ptr;
length;

*rpe_infq_ptr;
*pmap_data_ptr;

*mapping_ptr;
xid_found;
*PNfiPPin9_PtF:
*pnap_rep1y~ptr;

1, histx, program_number. version,

pmap_r-zply:

reply can be recognized when it
If this is a get, set or unset, save the mapping too.

= (struot pmap_msg#mappinq_type *) rpc_inEo_ptr->user_ptr;
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pmap_fiatfi pt:->histx;hietx _
{(histx + 1) == PHAP_HIsTonv_EnTRIEs) ? opmap_data_ptr—>h1stx IIII

 
PHAP_OUTSTnHDIHG;_tr->history[histx].5tatus

pmap_data_ptr~>histury[histx].pmap_proc
pmap_data_ptr->history[histx].ip_addr_ptr
pmap_flatd_ptr—>history{histx3.xid

pmap_data_p

switch (rpc_info_ptr—>ca11_proc)

case PHAP_GETPORT:
case PHAP_SET:
ce5o PHAPhUNSET:

pnap_dataMptr—>history{histx].programHnumber
rogram_number);
pmap_data_ptr—>history{histx].vers1on

—>version);
pmap_data_ptr~>history[histx].transport_protoco1=

ALIGN{mapping_ptr—>transport_protocol3;
break;

ALIGN(mapping_ptr—>p

ALIGN(mapping_ptr

default:
break;

break;

case RPC_REPLY:

t walk back through the history entries.
structure

*tr—>histx =n 0)_1' 'histx = (pmapndata

pmap_fiataEptr—>hietx — 1;

rb¢_1nfo_ptr~>ca11_proc;
= ip_srownodq_addr_p

rpc_info_ptr->x1d;

If the destination ip address

* and xid of this reply matches that of a call in the history, mark it
PHAP_AHSWERED.

* If the reply is for a get, set, or unset, process it.

PHAP_HISTORY”ENT8IES — 1
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histx + 1;

C1’;
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NE'1‘\s'0RK MONITORING

Ferdinand Engel, Kendall S. Jones,

Kat}; Robertson, David M. Thompson and
Gerald White..,:1i:5E:E:H0.
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 xidmfound u FALSE;
i = 0;
while (i != PHAP_HISTQRY_EHTRIES)

{
if ( (pmapgdata_ptr—>histury{histx}.xid =3 rpc;info_ptr->xid) &&

(pmap_data_ptr->historyfhistx].ip_addr_ptr == ipHdst_pude_addr_ptr)
Edi

(pnaR_data_ptr~>history[histx].5tatus #3 PHAILpUTsTANDIHG) )
I

pnap_data_ptr—>histcry{histx].status = PHhP_hNSWERED;
2-.‘id___found = TRUE ;
break;

‘ }
1-H-; '
histx = (hist:-: == 0] ? Ph‘AP_‘_HISTOR‘r.'fEl!TRIES - 1 1 histx — 1;
}

if (xid_found)
{
1* _

* If there was really no address structure for the node that sent the
request,

* don't process any further. Need both the ip addr and xid for
identification.

‘I
if (pmap_uatu_ptr—>history[histx].ip_addr_ptr e=_HULL)

goto pnap_done;

1*
* If this is an unsuccessful reply, just exit.
*1

if ( (rpc_infoMptr~>rep1y_status l= RPC_HSG_gcCEPTED) 5:
(rpc_1nfo_ptr->rep1y_code 1= RPG_SUCCESS) )
goto pmap_bad;

It
* The reply for a get is a port number or 0 if unsuccessful.

Petitioners‘ EX1009 Page 108

 

E

EE

[



Petitioners' EX1009 Page 109

otherwise.

number

request.

pmap_data_pt

 

98

* The reply for a set or unset is a boolean, TRUE is successful, FALSE

i FALSE == 0. If unsuccessful, just exit.
*/

pmap_rep1y_ptr = (struot pmap_msg_rep1yHtype *) rpo_info_ptr—>userHptr;
pmap_rep1y = ALIGN(pmap_rep1yHptr->rep1y);
if (pmap_rep1y =2 0)

goto pmap_bad;

fi
* It this is a successful reply to a get request, then if the program

* is not in the table of those to be monitored or if there's no ip address

otherwise, look up the mapping in the 1p structure.
n't do anything, If it isn't, try "to get
0 this for the node replying to the get

structure, exit.
If it's already recorded, do
a port mapping structure. D

1'
I-
‘ll-

*1
if (pmap_data_ptr->hietory[histx].pmap_proc := PHAP;pETPORT)

{
programgnunber pmap_data_ptr~>history[histx].program_number;

pmap_data_ptr->history[histx].vere1on;version _

protocol statswprogramtprogram_numher, version);

U

JIH

if (protocol == 0)
goto pmap_done;

if (ipmsrq_node_addr_ptr == NULL)
goto pmap_done;

if (stats_pmap_1ookup (ip_arc_pode_addr_ptr, pmap_rep1y.

r~>history[histx].transport_protoco1} 3
goto pnap_good;

e_addr_ptr, pmap_rep1y,pmapping_ptr H state_pmap_get (ip_src_nod
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pmapHdata_ptr~>history[histx].transport4protocol);
if (pmapping_ptr)

{

pmapping_ptr->porh = pmap_rep1y;
pmapping_ptr—>protoco1 = protocol;
pmappinq_ptr->proqrom t proqtam_number;= version;
pmapping_ptr-bversiun
pnapping_ptr—>transport protocol

= pmap4data_ptr—>hTstoryEhistx].transpo:t_protoco1;
}

qoto pmapLgood;
}

*

* If this is a succes
i get request above,

do the some as for the
sful reply to a set request, sourced the set request.
but do it for the node that

*2
if (pmap_oata_ptr~>hiatory[histx].pmap_proc =n PMAP"sET)

{
proqram_number = pmap_data;ptr->history[histx].progran_number;
version = pmap_data_ptr—>history{histx1.version;
protocol = stats_program(program_nunber, version);
if (protocol == 0)

goto pmap_oone;

if (ip_dst_node_addr_pt: =n NULL)
qoto pmap_done;

.addr_ptr, pmap_rep1y,if (stats*pmap_1ookup (ip_dst_podeH_pnap_data_ptr->hiatory[histx].transport_protooo1)

goto pmap_good;

pmapping_ptr = 5tats_pmap‘get {ip_dst“node_pddr_ptr, pmap_rep1y.
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pmapwdata_ptr~>history[histx].transport_protoco1);
if (pmappinguptr)

{

pmapping_ptr->pprt = pmap_;ep1y;
pmappingflptr~>protpco1 = protocol;
pmapping_ptr~>program = program_number;
pmappingMptr~>version = version;
pmapp1ngwptr->transpurt_protQco1

2 pmap_data_ptr—>history{histx].transport_protoco1;
)

qotu pmafi_good;
}

/*
* If this is a successful reply to an-unset request, remove the mapping
* from the ip address that sourced the unset request.
*1

if (pmap_dataHptr->hietoryfihistx].pmap_proc == PHAPWDHSET)
{
stats_pmap_dea11ocate (ip_§st_node_addrFptr, pmapnreply,

data_ptr—>history[histx].transport_protoco1);PmaP_
}

}
break;

default:
gdto pmaQ_bad;
break}

}

E? pmap_guod:return (Go0D};
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pn1ap_ba.d:
return (BAD);

HEW:\nrm9.rpmap_§one:

}
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rtp_rpc$p.c

[description]  
Copyright (c) 1991 Concord Communications Inc.

' All rights reserved. _ ' 9

Path: /hone/hawk4/nalibu/trakker_db/monitor/rtp]SCCS/5.rtpmrpc_p.c

Date: 8/26j91

Revision: 1.7 J
E
EE
2

E
i

***¥*rrwiw1w11r1+w»$Hw++»w5 Changes:

HH—DD—YY WHO Description of change. (latest first)

D8~26—91 KR Needed to check vcrf Length before accéssinq
07-23-91 KR Added port mapper call
o6«1n—91 KR Aflded check for bad length on verf and cred
OS-14-91 KR Created

I

-static char rtp_rpc_p_c [1 = "E(#)rtp_rpc_p.c 1.7";

fiinclude <stdio.h>

#include <c¢i_std.h>

iinclude "system.h”

3

finclude ”uti1.h" 3

fiinclude "kuser.h"
E

§
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$lnc1udo‘¢protoco1s.h“ifiqlude "£tp.h"
iinoludg Pstats.h"
iinclude Fatats_rpc.h"
iincludo ”rtp_rpc.h0

/g
* Global structures

Rpcinfo rpclnfo;

fi'I'I"I'****i***i#ifiii*fi*‘i*******'I'*****iii*****ktiflitiiififlkfiiiifiiiii1:

1 Remote Procedure Call parse routine
T *1 r 7
Uint32 rtp#rpc_parse (1ayer_ptr, length, protocol, transEer_protooo1)

char- *1ayer_ptr;
Uint32 length;
Uintaz protocol}
U1nt32 transfér_protoco1;

‘{ - _
register RpoInfo *rpc_1nfo_ptr;
regiater_s:ruct,rpc_msg *rpc_£rame;ptr;result,-residual;

,D1nt32

fr GQOD? 7
V ,. jtr ; (_a't,i:u<_=t -3-"P.°_ms9 *) 1a.yer_ptra

' :_pt;;:j&rpo1nfd;, , T
' pc;1fl£o;ptr,;éi;ed£(RggInfo)};

'—>prQtqco1;¥ipr9t090L;
r>§rahs§er;protoco1_m transfer;protoco1;   
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ii
* Align all 32-bit integers to avoid a bus error
*/

rpcHinfo_ptr—>xid = ALIGH(rpc_£rameHptr—>xid);
rpc_info_ptr~>direction = ALIGN(rpc”rrame_ptr~>dire¢tion);

i

* Set up all field in the rpcInEo structure. The next level parse
* routine will actually handle most of the fields.
+/ .
switch {rpc_inEo_ptr~>direction}

{
case RPC CALL:

rpc:info_ptr—>ca1lflversion
rpc_info_ptr—>call_prog
rpc“infO_ptr—>ca11Hyers
rpc_info_ptr~>ca11_proc
rpc info_ptr—>credwlangth
rpc:info_ptr—>cred_ptr

ALIGN{rpc_frame_ptr->rpc.call.rpcvers);
ALIGN(:pc_frame_ptr->rpc.ca11.prog};
ALIGN(rpc_frame_ptr—>rpc.ca11.vers);
ALIGH(rpc_frame_ptr->rpo.ca11.proc)3
ALIGN(rpc_frame_ptr->rpc.ca11.cred.length);
&rpc_frame_ptr—>rpc.ca11.cred;

flllfillflll
/*

* Check the field length to see if it's too big, and, if so,
* pass on to next layer for counting, but don't continue to
* parse
*/

if (rpc_info_ptr->cred_1ength > RPC_AUTH_LENGTH)
goto rpc_hand_off;

XDH_RESIDUAL(rpc_inf0_ptr~>cred_1ength); '
rpcWinfo_ptr->verE_ptr = (etruct :pc_opaque_auth *)

(rpc_frame_ptr—>rpc.cal1.cred.body + rpc_inEoHptr—>cred_length + residual);

ALiGN(rpc_in£o_ptr—>verf_ptr->1ength):rpc_info_ptr->verf_1ength
[1
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105

* Check the field length to see if it's too big, and, if so,
* pass on to next layer for counting, but don't continue to
* parse .
*/

if (rpc_infoNptr->verf_1ength > RPC#AUTH_LEHGTH)
goto rpc_hand_oEf;

 

KDH RE$IDUAL(rpc_info ptr—>verf#1ength); ;!

rpc:info_ptr->user_pt? = (Byte i)
(rpc_1nEo ptr—>verf tr—>body + rpcMinEo_ptr—>verf_1ength + residual);

rpc info ptr—>fiser_1engt =
— length - ( (Uint32)rpc_info_ptr~>user_ptr — (Uint32)rpc_frama_ptr };

break;

case RPCLREPLY:
rpc_in£o_ptr—>rep1y_status = ALIGN(rpc_frame_ptr—>rpc.rep1y.stat);
switch (rpcm1nfo_ptr—>rep1y_status)

{
case~RP¢_flSGMACCEPTED:

rpc_in£o_ptr~>verf_ptr = &rpc_frame»ptr->rpc.reply.rep1y.accept.verf;

rpofifinfo_ptr—>verf_1ength = ALIGN(rpc_info_ptr~>verf_ptr—>length);
/t

* Check the field length to see if it's too big, and, if 50,
pass on to next layer for counting, but don't continue to

* parse
*/

I-

if (rpo_inEo_ptr—>creq_length > RPC_AUTH”LENGTH)
goto rpc_handh9ff;

XDH_RESIDUAL(rpq_infouptr—>ver£_1ength);
rpcwinfo ptr~?u5er_ptr = (Byte*)

(rpo_info4ptr~>verffiptr—>body + rpq_info_ptr->Verf_iength +
residual};

E

!
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rpc“info_ptr—>rep1yHpode = ALIGH(rpc#info_ptr->user_ptr);
rpcM1nfoHptr->user_ptr += 4;  

 
 
 

 
 

 
 
 
 

 
 
 
 

 

  

if (rpqflinfoMptr—>rep1yEpode == RPCwPROG_HISHATCH)
{
rpc_info_ptr->rep1y_vers1on_1uw = ALIGH(rpc_info_ptr->uSerHptr);

rpc_info_ptr—>user“ptr +a 4;
rpc“iufo_ptr—>rep1y_yersion_high = ALIGN(rpc_infa_ptr—>user_ptr);

rpc_info_ptr->user_ptr += 4;
}

break;

case RPC_flSG_DENIED:
rpc_inEo_ptr—>rep1y~code :

ALIGN(rpcwframehptr*>rpc.rep1y.rep1y.reject.stat);
rpc_info_ptr~>us2r_ptr = (Byte *)

&rpcmframeHptr~>rpc.rép1y.r¢p1y.rejbct.rejec
it (rDCHinfa_ptr—>rep1yHcode == Rpc_HIsHnTcH)

{
rpc_info_ptr—>rep1y_versian_1ow =

t_data;

ALIGN(rpc frame_ptr—>rpc.rep1y.reply.reject.rejectHdata.versions-ION}I
” rpc_infoHptr->rep1yHversion_high =

ALIGH(rpc_frameHptr—>rpc.rep1y.rep1y.reject.rajactm§ata.varsions.high);
rpc_info_ptr~>uaerHptr += 3;
I .

else if (rpc_infoMptr—>rep1y_cnda == RPC_AUTH”ERROR)
rpc_info_ptr—>rep1y_auth_status «

ALIGH(rpc_framewptr—>rpc.reply.reply.reject.rejecb_data.stat);
rpc_infO_ptr~>user_ptr += 4;

break;

defau1t:r
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break;
}

rpc_inEo“ptr~>qser length =
length ~— ( (uInt32):pc_in

break:

default:

goto rpcwbad;
break;

}

1*
* Hand off the message
*1

rpc_hanq_off:

switch (protocol)
{
case HAPPER PORT:

resultyfi ¥tp_pnap_par5e
break:

case-NFS_PORT:
case HOUNT_PDRT%

result = rtp_nfs_parse
break;

default:
break;

}

return (result):

(1ayer_ptr, length, protocol,

10?

fo_ptr->userwptr — (U1nt32}rpc_frame_ptr );

(1ayer_ptr, length);

transEer_protooo1);
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rpc_qood:
return {GOOD};

rpcwhadfi
return (BAD);

rpc“done:
return (DONE);

}
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I
rtp_tcp_p.c

  

Copyright (C) 1991 Concord Communications Inc.

Path:

Date:

Revision:

changes:

it
t
*
J:
i
i
a
+
1
it
1
in
x
w

t 07~22~91

rtp_rpc_par5et
n

* 06-27-91

stats_count
# 06~20-91

state
III
i
* 06-19-91
* O6-18“91
* O6-14-91
i

x 06—12"91

%
in
*

* [description]*
it
‘R
‘It

All rights reserved.

[home/hawk4/malibu/trakker_db/monitor]rtp/SCCS/s.rtp_tcp“p.c

8/8f91

1.13

'i'f!{G

_KR
if

KR

KR

EE-Ea‘

._........__...—....___._..a_....._———-..«..-.

lookup protocol via state_port_to_protoco1 and called

fixed some Line overruns
nfs or port mapper

changed tcpmStat5_off_§eg macro to test stats ptr prior to

changed 1ook_for_data to call set_eeq_numbers on entering data

changed proce$5_data to check 1ast_1ength_5ent for p
and to return if data_1ength =m 0

added dialog counting of connection retries
changed off sag count to check seg addr records instead of node
moved Set of tcpfiprotocol up so that stata_tCp_getkfiia1og could

use it to set app1icationProtoco1
added error nacro cal; to rxmt, out of order, after close,
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‘4-l-

Ii-!d-)I-l-:n'.-I-l-
I

static char rtpMtcp_p_p [] =

fiinclude

fiincludo

Einclude
fiinclude
Finclude
fiinclude
#inc1ude
iinclude
§inc1ude
Sinclude
éinclude
#include
{include
#include
finclude

/wiiiiiitfiiI*#*i*Eiiiilitifltttfitktiitthit1

* TCP monitoring
=~/

06"07“91 KR

06"04—91
06"03“91- KHJ

06-O3~9l DPD

 

KR

<stdio.h>

<ccifistd.h>

"system.h"
<sys{typas.h>
<bsd43fsysftime.h>
"u\:i1.h"
”kuser.h"
“in.h“
"stats.h“
"stats_ip.h”
"stats_tcp.h"
urtp.hu
"rtp d11.h“
nrtp:ip_hn
"rtp_tcp.h"

 

moved failed connection macro to 5tat$Htcp.h

moved active connection macros to stats_tcp.h
added tcp_stat5"reverse 5uccessfu1_connect1ons macro

Fixed on/segftransit count-bug

 

110

after window, and rot macros
added missing calls to $tats_for_seg and stats_bytas_for"3eq

added call to stats_ye11_known_port

‘nnd forced vars inEo registers

"G(#)rtp_tcp_p.c 1.13";

fiiiiiikiitiiiiifliiilt
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/Ii

* state history.
* If they are,
i and may come
*1

* The following constants are used by tcpflst
They shouldn't be set greater than HAX_TCP_HISTORY.

the state machine will look at an entry more than once

 

  
ate to look back into the

to the wrong conclusion.

fidofine HAX_LOOK_POR_BEXHT LO

/1
* TCP Events

*/
édefine EV unknown
§define EV_SYN
§define EV_R$T
fidefine EV_ACK
fdéfine EV_FIH
idefine EV_DATA

1*
* TCP States

*1
#define STHUNKHOHN
_#define ST CONNECTING
#detine SIrDATA
fidefine sI:cLOSING
iderine ST CLOSED

’-.fl&IL-|‘Ml-‘C3

J-.0319!-‘Ch
fldefine ST:IHACTIVE 5

k

* Global TCP data structures
*/

etruct tcphdr

u_char

*tcp_ptr;
tcp_f1ags;

;* entries to search for rexmit *1
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*Uint32
Uint32
uintaz

‘ Uintflz
Uint32

/‘i

*1

we

in

-S‘ tsfcbbddr

Sfi S
S 
 

.ise.at_ic';'Iste¢s.nddrEnt'ry
' }statipjsfiat§1qpsegment
'_N$tgtic-Stat:Protoco1Entry

? .tafc¥atié Q-StatéadEIr.Entry'
I gqatidjstatgigpsggment

fspnticfspatgpjotopolfintry

, _=-._t6t—~'-c=.=-'StaIt5=A_qd:Entfiv‘
'?—+static?fiE§§sIc§5¢9ment

'Tstfitic\stgfis§rotocp1Bntry

;,étatic'§ "§sA¢argn;ry

bfiE§tbqb;§fitry

 
tcp_src_port;
tcpwgst;pbrt;
tcp_seq;
tcp_ackr .
tcp_yindofi;
top_protdco1;

5 Global TCP data struc£ures

:* Local TOP data structures

*this_§§g;addr_ptr:
*this_seg;stat5_ptr;
#thia;aeg;protoco1_ptr;

fsrc_égg;pddr_ptr;
*s:cé$eg;stats_ptr;
*Src_§eg;proto¢o1;ptr;

-+dst_é§g_addr_p:r;
id5tQsgg;statS;ptr;
*dst;seg;proto¢b1_ptr;

*srp_npde_qddr_ptr;
?*5r°;n9fi%_§tnts;ptr;
#ércQnod§;pr9toc¢1_ptr;

idst_nQflE¥a§dr;ptr;
*d$t;nfi§ _§t§ts_ptt;
*dst;n0@e;P¥qfioc¢1_Dtr:»
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static Statahddrflntry *5rc socket_addr_ptr:
static StatsTcpSocket *src:socket_stats#ptr;

static statsAddrEntry *dst_socket_addr_ptr;
static StatsTcp5ocket id5t_socket_9tats_ptr;

static StatsAddrEntry *dia10g_uddr;ptr;
static Statsnialogfintry *dia1oq_statsmptr;

static stutshddrfintry *ipfldst_addr_ptr;
static statsAddrBntry *ip_src_fiddr_ptr;

static TcpConnection3tateType tconnection Stateflptr:
static TcpsncketStateType *src_staEe_ptr;
static TcpSocketStateTypa tdstmstatafiptr;

/x
* Macros for TCP statistics
* These use the macros defined in stat5.h  *1

#define tcpfi5tats_frames { \ Estats_for_segs (frames, framekate, TCP_SEGHEHT, AL_FRAMEs, 0); \_ g
stats_for_podes (comnon.trames, common,frameRate, TCPMNODE, Afl_ERAHES, Q): \ E gstats_for#rcv_node (comnon.rcvFrame5, common.rcvFrameRate, TcP_fi0DE, ALLR¢v_FRAHES, 5

0)‘ \' statsmfor_xmthnode (common.xmtFrames, common;xmtPrameRate, TCP;fi0DE, AL_XHT_FRAHES,
0)‘ \’ stats for_Eockets (cOmmnn.frames, common.frameRate, TCP_SOCKET, AILERAHES, 0); \

mmon.rcvFrame5, common.rcvFrameRate, \
5tats:for_rcv_sqcket (co TCP_SOCKET, AL_Rcv FRAMES, 0); \
stats_for_3mt_socket (common.xmtFrames, commo3}xmtFraméRate, \

TCPHSOCKBT, J\L_XMT_FR.A1-iE2S, 0); \
(packets, packetRate, TCPHPAIR, AL_FRhHES, 0); }fitatgfiformdialug
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§define tcp_stats_bytes { \
atats_bytesHfor_;egs
stats;bytes_forHnode5

AlLfiYTES, ); \ _
5tats_rcv_byte5Hf0r_node (length, common.rcvByteg, common.rcvnyteRate, \

TCP_HODB, AL RCV_BYTES, 0}; \
(length, cdmmon.xmtByten, commoh.xmtByteRate, \

TCP_NODE, BLMXHTWBYTES, 0); \
(length, common.hytes, ppmmon.byteRate; \

TCPHSOCKET, ALHBYTES, 0); \
cummon.rcvBytés, comnon.rcvByteRate,\

TCPHSOCKET, AL_RCV_BYTES, 0); \
common.xmtDytes, conmon.xmtDyteRate,\

Tcp_socxET, hL_XMT_BYTES, 0); \
(length, bytes, bytenate, TCPWPAIR, AL_BHTES, 0); }

(length, bytes, bytenate, Tcp_sscHEgT, AL;B!TES, 0); \
(length, common.bytes, conmdn.byteRate, TcP_NODE,

stats_xmt_pytesWformnode

statsMbytes_fior_sockets

stats_rcv_bytes_forHsocket (length,

statS_xmt_hytes_forHs0cket (length,

stats_bytesnfor_fiialog

fldefine tcp_stat5_errors { \
stats_for"seg5 (errors, errornate, TcP_SEGMENT, ALMERRQRS, D); \ _
stat5_for_node5 (commun.error5, conmon.arrorEate, TCP;HoDE, AL_ERRpRs, 0); \
stats_for_rcv_node (common.rcvErrnrs, common.rcvErrorRate, TCP_HoDE, ALLBcV_ERR0RS,

05' K _ .
’ stats_for_xmt;node (common.xmtErrors, common.xmtErrorRate, TCP_HODE, nQ_KMT_ERRORS,

0)‘ \ . .
' stats_for_dia1oq (errors, errorkate, TCPMPAIR, ALHERRORS, 0); \

ket {connon.rcvFrames ,common.rcvFrameRate; \stats_for_rcvF5oc
TCP_50CKET, ALLRCV_rRAHES, 0}; \

stats_for_xmtMsocket (common.xmtFrames, common.xmtFrameRate, \
' TCP_SOCKET. ALLfiHTL£RAHES, Q); \

statsnfor_sockets (common.errora, common,errorRate, TCP_SOCKET, AL_ERRORS, 0); }

idefine tcp_stat5_off_seg5 ( \
if ( (src_seg_addr#ptr 1: HULL) && (dst_seg_addr_ptr l= NULL) J { \

if ( src_seg_addr_ptr->address.scgmentl I: dst_aeg_addr_ptr—>address.segmentl) {
n;rcv0ffScga,_conmon.rcvoffSegRate, \
TCP MODE, A1;fiCv_pFF_5EG, 0); \

statsmfor_xmt_node (common.xEt0ffSegs, common.xm

\
stats_for_ycvHnode (comma

toffsegnate, \
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TC? NUDE, AL_XHT_OFF_SEG, D); \

if (src_flseg_:-:tat5_ptr e= rmni) \
stats_count (&srcfi;egMstats_ptr—>xntOffsegs, \

&src_seq_stats_ptr—>xmt0ffSegRate, \
src_seg_addr_ptr, TCPMSEGHEHT, ALMXHT 0FF~SEG, 0); \

if (d5t_seq_stats_ptr != NULL] \ '
statsmcount (&dst_seg_5thts_ptr—>rcv0ffSeqs, \

&d5t_seg_stats_ptr—>rcv0ffsegnate, \ H
dE:t__segF_addr__ptr, Tc:p_sEc:MEHT, ALMRcv_or'E_sEG, 0); \

Stat$_forfircV_socket (common.rcvOffSegs, common.rcv0fESegRate; \TCP socxm, AL RCU OFF SE6, 0); \
ket {common.xHt0ffsegs, conmon.xEt0ffSegRate, \stats_for_xmt_soc TCP_SC)CKB‘1', AL XH‘1‘_OFF__SEG, 0); \

}\
}\

}

fdefine tcp_stats transits { \.-stats._transiEs (TCP___SEG}-IEIIT, TCP_lIODE, TCP__P1\IR, TCPHAPPLNPROTOCOL); }
fidefine tcp”stat5Hr1ow_ctr1s { \stats_for_segs (flowctrls, f1oHCtr1Rate, TCP_SEGHENT, ALHFLDW_CTRLS, 0); \stats_forrnodes {comnon.f1ouctr1s, common.f1owCtr1Rate, TCP_NODE, AL_FLDw_pTRLS,

(commcn.E1owCtrls, common.tlowCtr1Rate, TcP_SocEET,D):\
stats f0r_suckets

2\I.u_!’-‘LON crELs, 0) ; \5tEtss._for_dia1og f1owCtrlRate, TCP__1‘-‘AIR, AL__FLOH__C‘I‘RLS, 0); }(flouctrls,

fldcfine tcp_stats“hdr_bytes { \stat5Hbytes_for_seg5 {tcpHhdrfi1ength, hdrflytes, hdrflyteflate, \TCP SEGMENT, AL;HDR BYTES, 0)} \

stat5mrcv_bytes_far_node (tcpwhdr_IEngbh, common.rcVHdrBytes, common.rcvHdrByteRate,
\ TCP__1IODE, AL___RCV__l'lDI?._B‘.{'1‘ES, o); \

stats_xmt_bytea_formnode (tcp_hdrH1ength, common.xntHdrBytas, common.xmtHdrByteRate,
\ TCP_NODE, M.-_)'.t»1T__HDR__B‘iTES, o); \
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stat5_rcv_bytes_for_socket (tcpghdr_1ength, common.rcvHdrBytes,

common.rcvHdrByteRate, \
'I‘CP___SOCKET, AI-__RCV_HDR__B‘ITES, 0); \

stats xmt bytes_Eor_§ocket (tcp_hdr_lehgth, common.xmtHdrBytes,
common.xmtfidrB§teRatu, \

TCP_SOCKE‘I', nL__xH'r_HDn_Bm'E5,. :1); }

Edefine tcpmstats_fragmentS { \
stats for_segs (frgmts, ErgmtRate, TCP SEGMENT, AL FRAGHENTS, 0); \
stats:for__‘nodes (common.rrgmts, comEon.frgmtRatE, TCP__}l0DE, ALMPRAGMENTS,

0); \
stats_for_:cvwnode (common.rcvFrgnts, common.rcvFrqmtRate, TCP_NODE,

hL_RCVMFRAGHENTS, 0);\ '
5tats_for_xmt_node

AL_XHT_FRAGHEHTS, 0};\
statswfor_5ockets

(common.xmtFrgmts, common.rcvFrgmtRate, TcP_HODE,

(conmon.frgmts, common.frgmtRatc, TcP*s0cKET, RLLPRAGHENTS, 0);

\ stats for rcv socket (common.rcvFrqnts, common.rcvPrgmtRate, \
“ “ “ TC_P___SOCKE‘.'I‘, AL_RCV__FRhGHEH'I‘S, 0); \

stats for xmt socket (common.xmtFrgnts, common.xmtFrgmtRate, \
‘ ‘ ‘ TCP_SOCKE‘.T,. AL_XHT__PRhGMEN'I_‘S, 0); \

(fragments, fragmentRate, TCP_PAIR, AL FRAGHBNTS, 0); }stats_forfldia1og

#define tcp_stntsWrexmt { \stats for_segs (rexmts, T8XmtRfitE, TC? SEGHEHT, BL REXHTS, O); \
stats:for_nodes (common.1'a:-ants, cofion.rexmt;_:at'é, 'I‘CP_Il0DE, m:._n2xm.-s, 0); \
statsMfor_rcv_node (common.rcvRexmts, common.rcvRexmtRate, TCPHHODE, hL_RCV_fiExHTS,

0}‘ \I stats#Eor;xmt_node (comm0n.xmtRexmt5, common.xmtRexmtRate, TCPAfi0DE, AL_XHT_R£xHTS,
0)‘ \I stats_for_sockets (common.rexmts, conmon.rexmtRate, TCP_SOCKET, AL_FRAGHENT5, 0);
\

stats_forflrcv_5ocket (common.rcvRexmts, common.rcvRexmtRate, TCP_SOCKET,
1=xL_1<<:x_r._ju:xm-s , 0) ,- \ _

stats for_xmt_§ocket (common.xmtRexmt5,
AL_'xn':c_RExH'Ts. 0) r \

common.xmtRexmtRate, TCP_S0cKBT,
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5tat5_for_fiia1oq (rexmts, rexmtRate, TCP#EA1R, ALHREXMTS, 0}; \
tcpfistatsmerrors; }

#define tcp_stats_rexmt_bytes { \
statn_bytesMEop_segs (data_1ength, rexmtflytes, rexmtflytefiate, \

TCP_SEG!-IEHT, AI’. RBxM'r_mi'r1=:s, 0); \
stats rcv bytesMfor_node {data_1ength, common.rcVRexmtBytes,

common.rcv§exmEByteRata, \
TCP NODE, AILRCU Rm-LMT_BvTEs, 0); \

stata Xmt bytes for*node (datawlenfith, common.xEtRexmtBytes,
common.xmt§exmEByteR§te, \

TCP MODE, AL__XHT REXHT mm-:5, 0}; \

statsgxcv bytes for_socket fdatamlenfith, common.rEvRexmEBytes,
common.rcvRexmEByteR§te, \

TCP SOCKET, r.L RCV RBI-{HT BYTES, 0}; \

stats xmt_bytés_for_socket (data_1en§th, commonTxmtEexmtB?tes,
common.xntEexmtByteRate, \ _

" TCP_SOCKET, fiL_XHT_RBXNTLfl¥TES, 0); }

fdefina tcp_st.tswkeep_a1iveb { \. _
stats for sags (keepnlxves, keephlxveflate, TCP_SEGHEHT, AQ_KEEPwALIVES, 0}; \
stats‘forFrcvunode (common.rcvKeepn1ive5, common.rcvKeepn1iveRate, \

‘ “ 'I'CP___NODE, AL__Rcv_1<Er:P__At.Iv£s, 0); \
{common.xmtKeepA1ives, common.xmtKeepA11veRate,

TCP noun, AL X1-i'I‘__KEEP ALIVES, 0); \
stats_for_xmt_node \

n.rEvKeepA11Ves, conm3n.rovKeepA1iveRate, \

\
stats for rcvHsocket{commo _

‘ “ 'I‘CP_+SOCKET, AL_HRCV__I~{EEP__A.LIVES, 0}; \
stats_for_xmtAsocket{common.xntKeepA1ives, common.xmtKeepA11veRate,

'I‘CP__5OCKET, A1._xuT__I<BE1[_ALIvEs, n); }

idefine tcp_stats_windou_pro§as { \ __ _
5tats_£or_segs (w1ndowProhes, windouProbeRate, TCP_SEGHENT, AL_HINDOH_PROBEfi,

0)-
’ stats_fpr_rcv“nude {comm0n.rcVHind0HPr0bes, common.rcvWindowProbeRate, \
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TCP_NODE, AL__RCV_H'INDOI-JMPROBES, 0); \
(common.xmtwindowProbes, common.xmtWindowProbeRate, \

TCP_NpDE, ALLfiHT_WIHDOW_PR0BES, O); \
s§ats_for_rcvfisocket (common.rcvHindowP:obes, common.rcvwindowProbeRate, \

TCRéSOCKET, nLHRcvuHINDow_PRoBES, 0); \
stats_£orflxmt_socket (common.xmtWindowProbes, common.xmtwindouProbeRate, \

TCP__SOCKE‘I‘, AL___XHT__HIND0WHPR0l3ES, 0); }

5tats_for_xmt_node

fdefine tcp_stats_out_of_order { \
statsHfor_segs (outflforder, outflforderflate, TCP_SEGHENT, AL;0UT“0F_ORDER, 0); \

(commQn.rcU0utOf0rder, common.rcuout0f0rdurRate, \
TCP___NODE , J\L_RCV%0U‘I‘___0F__0RDER, O} ; \

stats_for_xmt_node (cammon.xmtoutoforder, common.xmt0ut0f0rderRate, \
TCP_HODE, AL XHTmOUTmOF_9RDER, 0); \

Statsgfor_rcq_socket(common.rcvout0f0rHer, common.rcuoutofordernate, \
\

5tat5_for_rcv_node

TcP_SoCKET, ALLRcV_0UT#0EgoRDER,o);\
stats_for_3mtm5ockct(common.xmtoutoforder, common.xmtoutofordernate,

'1‘CP___SOCKE'I', AL__X]‘1'1‘H_0UT__0F_0RDER, 0),’ \
tcp#stat5_errors; }

#define tcp_§tats_after_uindow { \ _
5tats_for_segs (afterwindow, afterW1ndowRate, TCPHSEGHEHT, AL_AFTER_HINDOW, O);

\ stats for rev node (conmon.rcvnfterHindow, common.rcvAfterHindowRate, \
"' " “ Tc1>_uonr:, ALMT-'.CV_Al~‘TER__WIHD0W, o);\

[conmon.xmtAfterHindow, common.xmtAfterWindowRate, \
'I‘CP_-«NOD!-2, hL__XH'I'__M“I'ER___HIHDOW, 0); \

stats for rcv socket (conmon.rcvhfterWindow, common.rcvnfterwindounate, \
“ " ” TCP_SOCKET, AL__RCVMAFTER___H'IND0w, 0),-\

stats for xmt_socket (conmon.xmthEterHindow, common.xmtAftarWindowRate, \
'" " "1'cP__socK1=:I', 2\LHXHT_nFTE3R_WIND0'H, 0); \ '

stats_forHxmt_node

tcp_stats“errors; }
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common.rcvhfterwindowfiytenate, \
TCP_NODE, AL_RCV_AFTER_W1NDOH_BYTES, 0); \

stats(xmt_bytes~far_node (extraflytes, common.xmthfterwindowflytes, \common.xmtAfterwindowByteRate, \
TCPMNODE, nLLXHT_AFTER_HIflDOH_BYTES, 0}; \

statsflrcvmbytes_for_socket (extrafiytes, common,rcvnfterwindowfiytes,\common.rcvnfterWindoHByteRate. \
TCP_SOCKET, AL_Rcv_APT£n_fiINnow_BuTBS, 0); \

stats“xmt_bytes_£or_socket (extraflytes, common.xmtafterflindowfiytes, \common.xutafterwindouaytekate, \
TCP_SOCKET, AL_XHT_AFTER_HINDOW_BYTBS, 0}; }  

fdefine tcp_stats_afterHclose ( \stats_for_segs (afterclose, aftercloseflate. TCP_SEGHENT, AL_AFTER_CLOSE, D); \
stats for rev node (common.rcvAfterC1ose, common.rcvnEterC1oseRate, \

‘ ” " TCP”HODE, ALLRCV_AFTERmCLDSE, o);\
stats for xmt node (common.xmtAfterC1ose, common.xmtAfterCIoseRate, \

“ “ “ TCP noun. nL_xnT_nrTBn CLOSE, 0); \

stats for rcv_sockat (common.rEvAftgrC1ose, comnofi.rcvAfterC1oseRate, \
" ” TcP_s0cKET, AL_Rcv_nFTER_CL05E. D);\

n.xmtAEterc1oae, common.xmthftercloseflate, \
stat5"for_xmt“socket (commaTCP_SOCKET, nL_XHTHAFTER_CL0SE, 0}; \
tcp_stats_grrors; }

fidefine tcp_stats_urg { \
stats for_segs (urgs, urqRate, TcP_SEGHEHT, AL_URG, D); \(connon.rcvUrgs, common.rcvUrqRate, TCP_HODE, AL_RCq_URG, 0); \
stats:for_xcv_node

(common.xmtUrgs, cnmmon.xmtUrgRate, TCP_fi0DE, AL_xHTmURG, 0); \statsHfor_Xmtmnode
cvUrgRate, TCP_SOCKET, Ay_RCVHURG, O);

stats for_rcV_socket (common.rcvUrgs, common.r

stats fornxmt_socket (common.xmtUrgs, common.xmtUrgRate, TCPWSDCKET, hL_XHT_pRG, 0);

 

Petitioners‘ EX1009 Page 130



Petitioners' EX1009 Page 131

  

 
 
 
 

 
 

 
 
 

  
 

 
 
 
 

 

 
 
 

 
 

idefine tcp_$tat5fir5ts { \
stats_for_segs
stats_form;cv_node (commdn.rCVR5ts,

stats_for_xmt_node (common.xmtRsts,

stats_for_rcv_socket (common.rcvRsts,
\

xmtRsts, comm0n.xmtRstRate, TCRHSOCKET, AL_xHT”RST, 0);stats_forHxmt_sooket (common.

tcp_atats_errors; }

#define tcp_stats_segfisuccessfu1_ponnections ( \
stat5_jorHsegs (successfulconnections,

fdefine tcp_stuts_§ucceesful_connections { \
stats for rcv node

common.rcv§uccEssfE1ConnectionRate, \

stats_forwxmt_node
common.xmtsuccessfulconnectionnate, \

 
(rats, rstnate, TCPfi5EGHEHT, AL_RST, Q); \common.rcvRstRate, TCPfifiGDE, AlLRCV_RST, 0); \

common.xmtRstRate, TCPWNODE, AL_XHTHfiST, 0); \

common.rcvRstRate, TCP*SOCKET, AL_RCVfiRST, 0);

sugcessfulcunnectionkate, \
TCP_SEGNENT, AL_$UCCESSFULLC0NNECTIOHS, 0); }

(common.rcvsuccessfulconnections,

TCPHHODE, AL_RCV”SUCCBSSFUL_COHNECTIONS, 0); \
(common.xmtsuccesstulconnections,

TcP_noDE, AL XHT succEs5FuL_coNNEcTIoNs, 0); \
stats_forHrcv_5uoket (common.rcvSu

common.rcvsuccessfulconneotionRate, \

cces5?u1C3hnections,

TCP socxaw, AL RCV_SUCCESSFUL_CONNECTIOHS, 0); \

stats“for»xmt_socket (c
common.xmtsuccessfulconnectionnate, \

ommon.xfitsuccessfuibonnections,

TcP_socKET, AL_XHT_SUCCESSFULLQONHECTIOHS, 0); }

fldefine tcp_stats_raverBe_5uccessfu1 connections { \
statg_for_rcvHnode I

common.xmtsgccessfu1ConnectionRate, \
(common.xmESucces5fulConnections,

TCP NODE, AL XHT SUCCBSSFUL_COHNECTIONS, D); \
stat$_Eor#xmt;node

common.rcvsuccessfulconnectionnate, \
(common.rEvSuccessTh1c3nnections,
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statswfior rcv socket (common.xE
TCP HODE, ALLRCVHSUCCESSFULWCONNECTIOHS, 0)} \

tsuccessfulconnections;

common.xmtSuccEssfE1Connectionkate, \

stats for xmt socket (common.rEvsuccessfu1con

TCP SOCKET,

common.rcvEuccEssf31ConnectionRate, \

fidefine tcp_5tats_connect
stats_for_segs

stats_for_rcv;pode

stats_for_xmt_n0du

stats_fnr_ycv_socket (comma

stats_for_xmt_sucket (comma

if (dia10g_5tats_ptr
dia1oq_statsuptr

idefine tcpwstats pr
stats_pro

{kirkk

otocol { \
tocE1 (TCP_SEGHENT,

i Process the TCP options
*1

(common.

{common.xEtConne

Tcpnsocxsm,

ion_retries { \
fconnectionketries,

TCP_SEGHEflT,
rcvconnectinfiketries,_conmon.rcvConnec

TCP NODE, AL_RCVfiCOHNECTION_RETRIES, O); \
ctionRetrie$, common.xmtConnectionRetryRate,

TCP uona, AL_XHT_connEcT1on_nETRIns, 0); \

tfiiiifiiittiiiiitliikkkitiiitfiikfiitiitfiikiitittt

U1nt32 tcpmdooptions (optiona_lenqth)

Uint32 optionsfllength;

1* eg ister Llwchar iup;

nsrEvConnectionRetries, qomnon.rcv
TCP Hons, AL_RCVHCOHNECTI0H_RETRIES, 0); \
n.xEtConnectionRetxies,
TCP_HDDE, AL_xMT_c0HuECT;oN_RETRIEs, 0); \

!= NULL) \ _ I
~>transport.connect1onRetr1es++; }

 
AL”XHT_SUQCE5$FUL_CONNECTIOHS, a); \

nectiong,

A[LBCV_SUCCESSFUL_C0NNECTI0NS, 0); }

connectionRetryRate, \
nL#CONNECTIONflRETRIBS, 0); \tionRetryRate,

ConnectionRetryRate, aF/a-”/
common.xmtConnéctionRetryRate,

TCP_HODE, TCP“PAIR, tcp_protocp1}; }

*t*t*£%iiki**i***#*iiil
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Opt, Optlen, Cnt;

register uflshort t_naxseg;
register int

cp n (u_phar *) (&tcpHptr~>th_urp + 2);
cnt = optiona_1ength;

/in
* Process each option
*1

for {; cnt > 0; cnt -= optlen, cp += optlen) 3
{
OPC “ °D{0]3
if (opt =:-——» TCPOPTWEOL)break;

if (op =-= 'ICPOP‘I‘_H0‘P)
optlen = 1;

else

{
aptlen = Cp{1};
if (optlen <= 0)

break;
}

switch (opt)
{
default:

break;

case TCPOPKLHAXSEG:
if (optlen l= #)

continue;

if (!(tcpfiflags & TH_S!N))
continue}

t_naxseg ¢ *(u_short i)(cp + 2};
t maxaeg = ntohs((uflshort)t_maxseg);
bgeak;

 

5a

35
5.a

!
E
[

Petitioners‘ EX1009 Page 133 1



Petitioners' EX1009 Page 134

 

 

123

}

top_options_good:
return (GOOD);

tcp_option5_bad:
return (BAD);
}

/'*'Pst‘icfriri:ir'A t1\-A-ki'k*'lrkt-**ir:ii:'k-.I:-3:5:itiiififiiiiiiikfiifiiigititiiriikicfi-iii-ktiiiiit“X

k TCP parse routine. See pages 65-76 of the
* protocol specification dated September, 1981.
*/

Uint32 rtp_tcp_parse (1ayer_ptr, length)

char *layer_ptr;
Uint32 length;

{ .register Uint32 result, protocol, tcp_ndr_lehgth, data_length,optiono_1ength, initiator, *uint32_ptr;
Alarmuserbata stats_a1armwfiata;

/* ,
* Set up local variables
*1

result # GOOD;

(ip_3eg_type == HIDDLE_FRAGHBNT)
9
fi Ho_header to parse. It's already been done (or will be). *1

if ( 1} (lpmsegwtype =# LA5T_FRAGHENT))

/* Should count fragments here... *}
goto tcp_done;
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}

tcp_ptr = (struct tcphdr *) 1ayer_ptr;
tcp_hdr_Length = tcp_p
topgflags = tcp_ptr~>thHf1ags;

;*
* Convert fields to local representation.
* Don't bother with checksum or urgent ptr.
*/

tcp_srcwport
tcp~flSt_pOFt

ntohs (tcpAptr»>th_sport);
ntchs (tcp_ptr~>th_dpcrt);I!E!II

tcp_window ntohs (tcp_ptr~XEh_win);

/* _
* For allgnnent reasons, the tcp sequence number and ack number
x as well as the ip source and destination addresses cannot be
* defined as longs within the frame structure. The ip addresses
* have already been converted. Convert the seq and ack numbers now.
*/

tcpWseq m (tcp_ptr—>thksaq[o] << 24) + (tcpfiptr~>th_seq[1} <4 16) +
(tcp_ptr->th_seq{2] << 3) + tcp_ptr~>thw5eq[3];

(tcp ptr->th_dck{U} << 24) + (tcp_ptr—>th ack[1] << 16) +tcp_ack = _ I "
(t¢p_ptr—>th_ack{2} << 3) + tcp_ptr—>th_ack[3];

I * . . .
a Determine protocol. If neither port is known, lump these stats in with the other
* unknown port stats.*

’ etats_port_to_prctoco1 (ip_dst_nodeWaddr_ptr, tcp_ptr->th_dport,tcp_protoco1 s
TOP PROTOCOL};

_Lf Ttcp_protoco1_ 5: UNKNOW]I__POR‘I‘) ‘pHsrc4node_addr%ptr, tcp_ptr~>th_sport,top_protoco1 2 5tats_port_to_prot0cO1 (1
TCP_PROTOCOL); -
protocol = tcp_protoco1;
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tcp_connectionHstate_ptr 2 connectionWstatq_ptr = NULL;
I! H

if (t¢p#src_node_addr_ptr src_node_addr_ptr statsmtcp_getRaddr (5ip_arc_addr))
(

tcp_src node stats_ptr = src_node_stats‘ptr = (StatsTcpAddr *)
srcfinodé_add§_ptr—>stat5_ptr;

tcpFsrc_seg_addr_ptr = src_segVgddr_ptr
5tats_tcp_gethseqment

(5rc_node_addr_ptr->addrqss.seqmentl);)
else

{

top src node_stats_ptr m src_nodeh5tat5_ptr = NULL;
/Hit ff GLOBAL IP POIHTER5 I1-‘IPLEHEPITED DON'T nman To Do‘ LOOKUP *****,r
if (ip_src_addr_ptr s (statsnddrsntry *)stats_ip_1ookup_addr(aip_src_addr)3

tcp_src_seg_addr_ptr : src_5eg_addr_ptr =
' stats_tcp_get_segmeht

(ip_srcmaddr”ptr->addre5s.segmentl);else

3

if (srcnseg_addr_ptr != NULL)
tcp src seg_stat5uptr n srq_seg_§tatsVptr = (StatsTcpSeqment *)

5rc_segfi;ddr:ptr—>5tat5_ptr;else

tcp_src#5eg_addr_ptr = srcmseg_addr#ptr = NULL;

tcg_srcwseg_stats“ptr = srcMseg_stats_ptr = NULL;

if {tcpmdet_nade_addr_ptr = dst_pode_§ddr_ptr = statsMtcp_gut_addr {&ip_dst*addr))
{
top dst node stats_ptr = dst_node_stat5_ptr

dst node:a<1dE_ptr5>stats_ptr;
— tcp dst seg_addr_ptr = dst_;egWaddf_PtT =

— W’ Stats_tcpHget_segment

(dat_node_addr_ptr~>addre3s.segment1)}
}

I'|
(5tatsTcpAddr *)

else
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{
tcp dst node stats_ptr a dst_node_stats ptr = NULL;
/**¥i 1% GLDEAL 1p poxnmsas 1upLEHsnTED“nou'T NEED TO no LOOKUP tiitkx
if (ip_d5tHaddr_ptr W (StatsAddrEntry *1stats_ipfi1ookupMaddr(&ip dstwfiddry)

tcp_dstWseg_addr_ptr = dst_seg_addr_ptr = "
statsHtcp_get_segment

 

(ipHdst_addr_ptr—>address.scgmentl);else

tcp_dst_seg_addr_ptr = dst_seg_addr_ptr = NULL;
}

if (dstfi5eg_addr“ptr is NULL)
tcp_dst_seg_stats ptr = dstflseg stats_ptr

dst”segfiaddr_ptr—>stat§_ptr; — ‘else

(statsTcpSegment *)

tcp“dst_seg#stats_pt: = dst_seg_5tatsHptr a NULL;

if (tcp_src_socket_addr_ptr = 5rc_socket addr_ptr —
stats tcpAget_socket (&ip_src_addr, tcp_srcmport))

tcp_srcmsocket_stats_ptr = src_socket:statshptr =
(StatsTcpSocket *) 5rc_socket_addr_ptr»>stats_ptr;

else

tcp_srcHsocket;stat5_ptr = src_socket_statsHptr = NULL;

if (tcp_dst_5ocket_addr_ptr H d5t_socket addr_ptr =
stats_tcp_getH5Ocket (&ip_dst_addr, tcp_dst_port))

tcp_d5twsocket_5tats_ptr 3 dst_socket_ptats_ptr =
{StatsTcpsocket 1) dst_fioCket*addr_ptr—>statB_ptr;

else [I

tcp_dst_socket_stats_ptr dstHHocket_§tatsfP§r = NULL;

tcp_thi§_5eg"stat5_ptr = this_5eg~stat5_ptr = (StatsTcpSegmént
i)thia_segfladdr_ptr->statfi_ptrI
else

if (tcp_this segmaddr ptr = thi5_seg"addr_ptr 2 atat5_tcp_get_segment (mySegnentId)j

tcp_this_segHstats_ptr w thi5_5eg_gtatsHptr = NULL;

if (tcp_dialog_addr_ptr = dia1og_addr_ptr :
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5tutsmtcp_get_dia1og (&ip"src addr, tcpfisrc
tcp_dia19g_stats_ptr

dia1og_addr#ptr—>stat5 ptr;
else "

/*

* Set the 10 second rate sample period in the s
* event manager will calculate rates.
*/

statsuupdate_age_tiners;
stats_update_socket_age_timer5:
stats_set_rate_10s;
stats”set_socket_rateH1O5;

/t
* Set the last man address seen
*1

if (src node addrflptr != HULL)

* Update the age timer in each address structur_

 
port, &ip dst addr, tcp_dstwport))

= dTa1og_statsqpt? = (Stats51a13qEnt:y *)

tbp_dia1og_stats_ptr = dia1og_stats_ptr = NULL;

2.

tatistics structures so that the

srE nbdE addr_ptr~>address.macAddress1 = macH5rc_addr;
if (dst Eoda_Eddr_ptr 3: NULL)

dsE node_addr ptr~>addres5.macAddress1 m maoudst_addr;
1: (src_Eocket add? ptr a= NULL)

src socke€;addE”ptr—>address.macAddress1 =
if (dst_§ocketMaddrfiptr 1= HULL)

dst_socket_addr_ptr—>address.machddress1 =

[n
+ Do some stats
*/

tcpmstats_frnmcs;
tcp#stats_bytes;

mac_5rc_addr;

macfidst_addr;
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tcp_statsmhdr_bytes;
tcp_statsmo£f_segs;
tcp_stats_transits:

if (ip_saq_typc In N0THA_FRAGHENT)
{

tcp_stats_fragments;
}

t

t Find statistics structures for the protocol disfirjbution statistics
*/

if (src_noderstats_ptr l= NULL)
tcp_src_node_protoco1_ptr = sra_nnde_pretoco1”ptr v

stats_get_pratoco1 (&9rc“nodeHstats_ptr~>protoco1Q, tcp_protoco1);else

tcpusrcmnodeflprotoco1_pcr = src”node_pratoco1_ptr = NULL;

if (dst_node_stat5#ptr != NULL)
tcpMdst_node~protoco1_ptr = dstwnode"prntocu1_ptr =

stats_qet_prntoco1 (&dst_nade_statsHptr~>prctocolg, tcp_protoco1);
else

tcbHdst_node_protocoldptr = dst_nodeMprotoco1fiptr = NULL;

if (this_seg_stats_ptr E: NULL)
tcp_this_seg_protoco1_ptr = this_seg_protocol_ptr n

' stats_getHprotoco1 (&this_seg_stats_ptr—>protoc01Q, top protocol);else

tCp_th1$_5eg_p:Dtoc01_ptr = this_seg”protocol_ptr = flUhL;

if (src_seq;statsMptr 1= NULL)
tcp_src_seq_protoco1_ptr = src_seg_protoco1“p:r :

stats”qet_protocol (&5rcmBeg_3tats_ptr—>protOco1Q,
a NULL;

tcp_protoco1);
else

tCp_Src_SegAprotoco1_ptr = src_seg_protoco1_ptr
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if (d5t#seg_5tutswptr != NULL}

tcp dst_seg"protocol_ptr = d5t_5eg_protocol“ptr =
stat5_get_protoco1 (&dst_5eg_atats_ptr->protoco1Q,'tcp_protoco1);

 

 
 

 
 
 
 

 
 

 
 
 
 
 

 
 

 

else

tcphdst"seg_protocol_ptr = dstm5eq_protoco]_ptr = HULL;

/:
* Keep protocol distribution statistics.
* Pass the protocol as alarm data in case an alarm occurs.
*/

stats_alarmLdata.1ength = A;
uintazhptr 2 (Uint32 *)stats_u1arm“data.data;
*uint32 ptr = tcp_protoco1;
tcp_staEsWpr0toco1;

ft
* Check the length and header length for the following problems:
* 1. length < minimum length (frame truncated, can't parse}
* 2. hdr length < minimum length
* 3. hdr length > length
x 4. ha: length is inconsistent with iength
*/

if { (length < sizeof(struct tophdr))
(tcp_hdrHlenqth > length) 1
( (top hdr_length > sizeof{struct tcphdr)) aa _ E

(iongth 4 tcp_hdr_length) ) )

tcp_5tats_orrors;
goto tcp_bad:
)

/* ._ _
* Go through the options
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I
I

Ea
*1

if (tcp_hdrm1ength > sizeof(struct tcphdrij
' t0p_d0nptions (tcp_hdr_1ength — sizeof(5truct tcphdr));

ft Count frames that have urgent data *1
if (tcp_f1ags & THfiURG}

{
topfistatsfiurg;
}

{it
* Advance past the tcp header
*/

datamlength = length H tcgmhdrfilength;

t

In set up pointers to top state information and pass through the state machine
*1

if (dia1ogM5tuts_ptr != NULL)
{
tcp connection_state_ptr = connection“%tatq_ptr =

_ (TcpConnectionStataType R) dia1og_stats_ptr->transport.state_ptr;

if ((ip src addr == dia1ogmaddr_ptr—>address.netAddress1.u.iphddressl &&
(tcfi_srE;port == dia1og_addrwptr—>address.port1])

{
initiator = 1; .
tap src_statefiptr = src state_pt aconnection state_ptr—>tcp1:

1' =

tcp:dst_state_ptr dst_state_ptr w aconnection_state_ptr->tcp2;
1

else
{
initiator = 2}
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src state ptrtcp_srq_state_ptr M _
dstHstatn_ptrtcp_fist_stata_ptr

}
I!II IIII

/1

  
 

aconnectionHstate_ptr->tcp23
EconnectionH5tate_ptr—>tcp1;

* Set the event code and call the state trakker.
*1

src_stateHptr->currenthevent = Ev;}nnuunnn

if (tcp_f1aqs E TH_ACK}
src_5tatefiptr~>currentmevent EV_ACK;

ll

if (data_;ength > 0)
srcflstate_ptr~>curront_cVGnt = EV_DATn:

if (tcp_flags L TH_S¥N}
src_5tate_ptr—>currentHevent = Ev_S¥N;

if (tcpflfilags a TH_FIN)
src_state_ptr—>current_event = EV_FIN;

if (tcp_E1ags & TQ_RST)

tcp_stats_r5ts;
5rc_statg_ptr~>currentwevcnt = Ev_RsT;
}

result = rtp_tcpMstate (data_length, initiator):

if {result i= GOOD)
return (result);
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*/
switch (tcp_protoco1)

{ .
Case FTP PORT:

 

132

[*.Ee5u1t = rtpwftp_parse {1ayer_ptr + tcg_hdr_1er*th, data_length,
TCPfiPROTOCOL); *{

break;

case TELNET_PORT:
/* result =

TCEflPROTOCOL)p *;
break;

case SHTP_PDRT:
/* result =

TCP_PROTOCDL); *1
break;

case HOUHT_PDRT:
case NFS PORT:

case HAP§ER_PORT:
result m rtp“rpc_parse

break;

default:
break;

}

return (result);

tcp_good:
return (GOOD):

tcp_done:
return (DONE);

rtp«te1net_parse (1ayer_ptr + tcp_hdr_1ength, data_}ength,

rtpHsmtp_parse (1ayer_ptr + tcp_hdr_1ength, data_1ength,

‘(iayer_ptr + tcp_h6rM1ength, data_1cngth, TCP_PROTOCOL);
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tcQ_bad:
return (BAD);
}

/fiiilkkiiiiiiiii**i*!%iiiiiitk***i*!iktti*Ii**fi*i**itiiiiiiiiiiiiiiiifiin

i If the-RST is being sent in response to a SYN, the RST is valid if
* the ACK field acknowledges the sin. In all other cases, the EST is
a valid if its sequence number is in the window. This routine checks
i for a valid reset and returns GOOD, BAD, or HOT;KNOHN.*

Uint32 va1id_reset {)
{
return (GOOD);
}

Iiiiitt1

* set all seq numbers for the first time base

i*ktifiiiitiifitflitiiiiiiiifiifiikllitlitiitik****ii*ii*t*ikk*l*#*t

d on the ones in the frame.

*I
Uintaz‘set_init1a1_seq%numbers (data_1ength)

luintsz data_1ength;
{ , . . T
$rc;state_pt;#?nax_seq_$ent = tcpmfieqz
grc-5t¢te_pt;e;1agt 1ength_sent;= data_1ength;
5rcfétate;ptr—§mhx;aCk;§ént = tcp_ack;

J‘srd:state;p§r~>1ast‘window_sent = tap window;
Tsr1é:g_='t.ex*f4.<~=.I’t’"-' -- _. V
TTsfc=state_ptr%?min wihd6y;sent-_ tcp;window;

 

max fiifidowupént = tcpifiindow;

src7s;ate_btr—>snfi7h11=:-tcp_seq:
T st¢*statq;p:r~ssn¢:w12-F tcp_pck:
"te€\Irn» <c:To<.:,z_nA)_-; '- -=
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t

*/
Uint32 1ook_for_data (data_1ength, pfllast)

Uintaz datamlength, p_1ast;

p past a p_1ast;
i? (Src“statamptr~>indicatUr == 1}

{
nodal = 1;
node: = U;
}

else
{
nodel = 0;
node: = 1;
}

i = 0; _
while (3'.<'l‘CP__H.AX_HIS'I‘0RY)

{
i++;

{
case EV_ACK:
case EVNDATA:

fttitiitiiiiittiitiiiiittttiiitiiwtiiitinxtititttttnttiigiakitntattiii

  
 

 
 

 

 
 

 
 

 

* Look back into the state history and try to make a decision about
* the connection state based on the activity. If each node has
* sent at least 2 ack or data frames, assume they're in data state.

register Uiht32 1, nodal, nodez, syn_count, 5yn_initiator, p_past;

switch {connection_state_ptr->history[p_past].event)
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if (connection"state_ptr—>historY[p_past].initiator w: 1)
:2 'hode1++;
3; else

node2++;
if ( (nodal > 1) && (nodez > 1) )
goto doné_1ooking_for_data;
break;

It

?I
case EVHSYN:
case EV_FIN:
case EVWRST:

goto done_1ooking_fop_data;
break;

default:

 

 
 
 
 

 
 

 
 

break;
}

p_past = (p_past == 0) ? TCRMHAX_HISTORY — 1 :
1

‘ddng_1ooking;for_data:

if (_(node1 5'1) aa (node; > 1) 3
{ .

std state_ptr4>current_state = ST;DATA;
dst_staté_ptrr>current state = ST DATA;

tcp_st§ts_aqtiye_connactions;
tqp stat$;sgg_succeS5fu1_pohneation5;

;set_Initia1;séq_nunbers (data_iength);

- .syn.E_i_fniti§it9r._ . '+ 0:
,98¥n_9§UPF5= “F

* Ddn't go to data state if there's a syn, fin or rat in there.

p_pa5t — 1:

dlafdq'§tats;ptr>>tran§port.state": Connactionstatenata;

_]t:Tr§itoifiétérn1ne which side initiated the connection *1
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p_past = p_last;

i = 0' _

while ' (.i<TCP__HAx_HISTOR‘£ ;
{
i++;
switch (connection_stateHptr-bhistory[p_past}.event)

{
case EV_SYN:

if (syn_count > 0 )
{
if (syn_initiator 1=

connection_stateHptr~>history[pmpafit].initiator){
syn_count = 2;

syn_initiator = connection_state_ptr»>history[p_pastj.1nitiator;

break;
}

}
else

{
syn count m 1;

syn_in1tIator = connection_5tate_ptr~>history[p_past].initiator;
}

break;

default:
break;

3

p_past = (p%past == 0} ? TCP“MAXLflIST0RY — 1 : p_past — 1:
} i

if (5yn_cOunt > 1}
{

 
E
E;
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flialogwstats_ptx—>transport.initiator = syn_initiator;
if (src_state_ptr—>1ndicator == syn_initiat3r)

{ .
tcp_stats_successfulwconnectinns;
} 1

else

/* . . . .
* Reverse so that Jnltlator gets the right statistic adjusted.
*/ _

{ a
tcp_statséreverseflsuccessfulwconnections;
}

}
else

{ n I x
dia1og_stats_ptr—>transpcrt.initiator = Connectionlnitiatorunhnown;
}

}

return (GOOD);
}

/*kktttttifliiiifiifiiiitil*fi'At.i'k*ttttttfit*tt1:‘kt‘ki:'k'k'kR*‘k'ktfl'l'*'k*I*fi:§'l*#i'*i*

* Look back into the state history and see if this frame is a rexmt.*

1|-at-I-I-"H-s:«
I

Uin

Do this by finding data transmitted by the same node. If tha seq
number in the state history is >= to that of this transmission,
this is either out of order or it's a retransmission; Note
that the sequence number space range
is 0 — 31132.
in the space of a small number of transmissions.

Even though this applies to bytes, it won't wrap
If it aid, this

routine could be modified to check asks from the other node.

t32 1ook_for;rexnt (data_1ength, p_1ast)
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Uint32 data_1ength;
Uint32 pulast;

{
register Uint32 i, p_past;

p_pa5t = pH1ast:

E

E

E

1 = 0;
while {i<rLP.X_dLOOK_FOR_RBXMT)

{
i++;
if ( {connection state_pbr~>history{p”past].data length > 0) an

iI
3
§

(cdnnectinn:5tate_ptr~>hi5tory{pfipast].initTator m= src_;tate_ptr—>indicator) &&
{connection_state_ptr—>history[p_past}.seq >= tcp#suq) )

{
tcp_stat5_rexmt;

tcpHstats_rexmtHbytes;
goto dona_1ooking;
}

p_pa5t 2 (p_past =: O) ? TCP_HAX”HISTORY "1 : p_past - L;
}

dcne_1ooking:

return (GOOD);
}

/ii:kfitiiiifiitiiiiiiiiikiiiiiiifiiitiktiiiiiiiiiiiiiiitkkiiiiiiiiikiiii*

i Examine data
*/

Uint32 pro;ess_data (data_1ength, p_1ast)
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vinb32 data_1ength, g_Jast;

register Uint32 extrafiytes;

if (data_1ength_== D}
‘ return (GOOD);

/‘k
* Remember the largest amount of data the peer has sent into the window.
*1

if (data_1ength > src_state ptr—>max data sent)
srchstute_ptr—>nax_dat3_sant : datamiength;

/«
* If this seq < or = max seq sent, and if data was sent, consider this a
* retransmission. Additional checking should actually be done for out or
* order V5. rexmt and for overlapping data.
*1

if ( (SEQ#LEQ (tcp_seq, src_state_ptr->nax_5eq_sent))&&
(src~5taté_ptr—)laSt_1cngth_58nt I: 0) )

{

tcp“stats_rexmt;
tcp_5tats_rexmtfihytes;

}

I * . . .
* Remember the data transfer wlth the h1qhest sequence number and xts length.
1} =else

{

src_state_ptr—?max_seqHsent n tcp_seq:
srcfistate;ptr->1ast_1ength_sent 2 data_1ength;
}
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1&0

* The sender shou1dn‘t send more than the window offered_by its peer.
* The window size was set when the peer sent a window update.
* Note that if we missed a window update, this count will be in error.
*/

if (datafilenqth > dSt_state_ptr»>1ast;fllndaw_sent)
{
Bxtrafiytes = data_1ength « dst_statehptr—>1ast_window_sent;
tcp_stats_afteI;yindow;
tcpmstats"afterflwindow_bytea;
return (GOOD);
}

}

fgt*i***i*tkttaa1kt*ati**aiant*+*iq*x&*k*§1tiitttiwifiktiktiiiitkittiiin

* Process window and the ack sequence number
*/

Uintaz process_ock ()

 
{
if ((tcp_E1ags E TH_hCK} == 0)return;

rt.a If the sequénce numher of the last window update cs this one and
a if the ack sent in tho last window update <w this one
i and if this window > last one, (Should this check be done?)
* update the window information.
*1

if ( (sEQ_LT{dst_stateAptr->snd_w11, tcp_seq) :} dst*state_ptr—>snd;w11 == tcp_seq sa
(SE-;2_L'1'(dstHs.tate_ptr—>snd_w12, tcp___ac}c) 5: c]5t_statewptr->snd_w12 xx tcp____o.cl-I &&Se" '
tcp_w1ndow > dst_state_ptr~>1ast_yindow_

{

* To keep track of pure window updates:
h if (data_1ength == 0 &&
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/kiiifiiiikkiii
i
k
k
t
i

 
* dst_state_ptr->snd_w12 an tcp___aCk ac. tcp__uindow >

dstkstate__pt1;'—>1ast#w:i.ndow_sent)
* tcp_stats_vindow_update,-
*/

dst_$tateHptr~>1aSt_Hlnduq_sent H tcpuwindow;
dst“state_ptr—>snd”w11 = tcpwseq;
dstmstete pt1:—>snd._w1z = tcp_ rzk;
if (tcp_wTndow > dst_5tate_p_:—>nex_windou_sent)

dst_stategptr->maxkw1ndow_sent e tcp_window;
if (tcp_yindow < dst_etate_ptr—>niqJwindow_sent)

dst#state_ptr—>min_window_5ent e tCp_flind0W;
i

* Set the last advertised receive window in the dialog stats
*/

if (dst state ptr—>indioator == 1)
di31og_sFets"ptr~>traneport.addr1_yindow ~ tcp_yindow;else

}

dia1og_etatsHptr—>transport.addr2_winqow = tcp_window;

if ( SEQ_DT (srcfistate_ptr->max"ack_sent, tcp_ack) )
5rc_etate_ptr~>mux_e¢k_sent = tcp_aek;

'TCP State Tracker

objectives of the TCP State Tracker:

iifiifiiiitlitiiifitiiikikfikiiiiikifikfitiiiiik**i£iiii*iiiit*

1) Keep history of evante and state transitions per connection
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2) Detect data transfer state so that seq tracking can begin
3) Count inconsistencies but maintain tracking while falling into

an appropriate state (e.g. uhknown).I-II-H-)4-Ir
I

static unsigned tcpMstate_tab1e {7]{6] =
{
/+

ST__,_INAC"I‘IVE
ST CLOSED '

STLQLOSING : " : I
ST__DA‘1‘A t 1 3

ST__CONNEC‘1‘ING E : : 1
S?HUYKNDWH : 3 3 : i

33'-ATES } 5 I 1 _ E .

EVERT5 I
*/
/*EV__U1lKNOHN*/ { 0 0, 0, 0, 4. 5 }.
f*EV___SYN*/ 1: 21 3: 3: 6: 1 }.r
/ugv#Rs1*/ 11, 11, 11, 11, 7, 11 3,
1 rev ACKH
/*IiV:FIN*/
/*E's[_DATA*/
/*EV_CLOSETIHE*]{ o
}P

Uiht32 rtp_tcp_state {data_1ength, initiator)

U1nt32 data_1ength, initiator;

I .
register Uintaz actxon, result, p_index, p_1ast;
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 result GOOD;

action = tcp_state_tah1eEsrcH5tate_ptr—>current_event][5rc_state_ptr—>current_5tate};

E

E

 

Get indices to last recorded events and current events
Note that hietx points to the next entry to store history into.

p_index = current pair history index
pulast = last pair history index

I
p_indcx = connection_state_ptr—>histx;
p_1ast = (connection_state_ptr—>histx we 0) ?

TCP_Hnx_HISTORY - 1 : connection_5tate_ptr—>h1stx — 1;

*H"l'D-I-I-HI

gw
* Save this event in history for the connection.
*1

connection etate_ptr->history[p_index].state = src_5tate_ptr—>currentHstate;
connectinn:state_ptr->hi5tory{p_index].event — srcgstate_ptr~>current_event;
connection_state_ptr—>history{p_index].data41ength = data_1cnqth;
connection_state”ptr->historyfpéindex].5eq = tcp_seq; '
connect1on_statn_ptr->history[p_index1.ack = tcp_ack:
connection stateHptr~>history[pmindcx].f1ugs = tcp_f1ag5;
oonnection_state'ptr—>history[p_index].initiator = initiator;_
connection:sta.te:ptr->hista»: = ((p_1ndex + 1) == 'J:cp_nAx_H1sTom') :2

0 : p__-‘mde:-c + 1;

switch (action)
{

case 0:

/% Unknown event *1
break;
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C658 1 :

cars EH1:
H

* syn detected

Ignore the syn if the segment contains rst.

it.

* Assume the connection is starting up.i:
it

Initialize rcv seq number variables, enter connecting state,
* and process other fields of the segment.*

src state ptr->currentHstate : ST_CoNNBCTING;
diH1og_stats_ptr

set_initial_seq_numhers (data_1enqth)
—>transport.state = Connectionstateconnectinq;n

I

/k Check for acx and update window info.* Process urg.

*/

/* Data may be sent on syn.
* (e;g. it has not yet sent a syn),

window is, so we should not check
dst*s rcv window.

case 2:

/* Duplicate syn *i
top_stats;connection”retries;
goto casegl;
break; '

If we haven’t seen anything from the dst
we can't Know what the dst's rcv

the amount of data sent against thei
*

i if {dst_state“ptr»>current_state =z ST_pNRHOHH)i
*
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case 3:

/* out of crder */
it (dia1og_etats_ptr-

tcp_5tats_decrQactiVe connections;
~ S‘I‘__U1lKNDHN ;

>transport.state == Connectionstatebata)

srcwstateflptr—>current_stutE —
dialog statsmptr—>transport.state = Connectionstateunknoun;

tCp>StaE5_put_of_0rder;
break;

case -S: A
src_state_ptr~>current_state = STNUHKHOWN;
dialqg Statswptr->ttansport.stata = Connectionstateunknoun;
tcp_st3ts_aftermc1ose;
break;

case 5:
;~>current state = ST_UNKNOHH;sr¢_statg_pt I _

dia1og_stats_ptr—>tran$p0rt.state = Connectionstateunknown;
break;

case 6:

src_state_ptr->currenL_state = sT;p0NHECT1HG;
dia1og_5tats_ptr~>transport.state = Connectionstateconnecting;
tcp_stat6_afterMc1ose;
break;

case 7:

tcpuutats_after_c1ose;

oase.11:
1* Reset detected *f _
switch ( result = va11d;xeset() )
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  {
case GOOD:

if (dia1oq_atats_ptr—>transport.state == connectionstatenata)
{
tcp_stats_decr_active#connactions;
}

if (dia1og_§tat5_ptr«>transport.state == Connectionstatecunnectlng)
I

tcpWstats_fiailedficonnections;
}

src state_ptr->current_state ST CLOSED;
dst:statemptr—>currentflstate ST:CLOSED;

dia1oq_5tatsmptr->transport.state = connectionstateclosed;
dia1ug_5tat5_ptr—>transport.c1oseReason fl ConnectionC10seRst;

break;

HH

case BAD!

break;

case HOT_KNOHN:
break;

}

break;

caseL21:
lpok_fpr_data (data_1ength, p_1a5t);
break;

case 22:
src state ptr~>current state = ST UNKHOWN;
d151og;sEats_ptr->trafi$port.statg = Connectionstateunknown;

1pokHfor_data (data_1ength. D_1aSt):
break;
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Case 23:

/+
* state = DATA, ack detected

*1
p:ocess_ack (1;

break;

case 24:

/* State s clusingg ask detected if
proces5_ack (3;

break; '

ranamit-of the last unacked dataft
um FTP, which* NOTE: Sending the

* packet is character
* assumes that the cost per packet > cos

fin bit with a rat
istic of the TCP implementation fr

t per byte.

*1

case 31:

/* State = unknown, fin detected ifif (dia1og_stats_ptr—>transport.state m: connectionstatenata)
{
tcpHstats_decr”active_ponnections;
}

stewstate_ptr->current_state = ST_pLoSIHG;dia1og_stats_ptr->tran$port.state = Connectionstateclosing;
break;

case 32:

/* State = closing‘ fin datected if
/I Duplicate fin */break;
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S

case #1:

/* State = unknown, data detected *f
1ouk_for_fiata (data_1ength, p last);
break; "

case 43:

/* State a data, data detected *f
processflack ();
proces5_data (datafilength, pfilast);

break;

case 44:
/* State a closing, data detected *1
tcp_stats_outHof#order;

diaTog_stat5_ptr->transport.state =
break;

default:
stat5_mOn_fib_prob1em;

break;

done:

return (result);

break;

case 54:
are 5tate#ptr—>current_state = STFCLOSED;Connection

 

 
 
 
 
 
 

 
 

 
 
 

 
 
 
 

 

 

 

  

StateClo§ed;
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Ritiiitilkii
 

/ifitiiifiiiiiiifiitiiilitiitttfiktiiiiifikiitiiiiiiiiitttiiitiitti

* Process an icmp source quench
.*l

void rtp_tcp_5rc_quench ()

{
register srcquenchnata *srcQuenchData_ptr;

srcQuenchData_ptr = &srcQuenchData;
srcquenchnatn ptr—>srcflporb,uenchbata ptr—>ipHsrc addr, _srcuuenchnata_ptr—>dst_port);stat5~tcpm1ookup_ptrs(fisrcq H fl&srcQuenchDatamptr—>ip_dst_addr,

tcp_stats_f1ou_ctr1s;

if ( (srcQuenchData_ptr->src_port =5
(srcQuenchpata_ptr->dstfiport m= HoUNT_PORT
(srcQuenqhData_ptr->src_port == HFShPORT) 3
(srcQuenchData_ptr—>dst_port == NFS_PORT) )
{

rtp_nfs_src;quench {);
}

HOUNTWPORT) 1'
lilI
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I
rtp_udp_p.c

[description]

Path:

Date:

Revision: 1.10

changes:

a
*
-t
1
i
*
i
i
‘ll
*
I‘:
t
it
1
i
*
t
it
‘I
*
x
i

* 08—26—91 KR

t 07-23-91 KR
rtpHrpa_parsa if*

* O6~2?-91 KR
stats$count

* O6~25~9l KR

ipfidst_addr_ptr* 06~1B-91 KR
of nodes+
i
1 06~1d"91 KR
i
-A

O6"07-91 KR

 

[home/haHk4/mallbu

8/26/91

Copyright (C) 1991 Concord Conmunicatl
All rights reserved.

changed src quench to use 5tats_portntc_p

 

150

ans Inc.

fttakkerfldb/mcnitorfrtplsccs/5.rtp_udp_p.c

rotocol

call stat5_port_to_protoco1 to get protocol and call

protocol is nfs or port mapper
changed udp_stats”cf

Added check for HULL around access of 1

Changed off seq macro

Hade ptrs static
Added rtp_udph5rc_guench

Moved set of udp_proto
use it to set app

Added call to stats_ye

n

E_seg macro to test stats ptr prior to
p_src;pddr_ptr and

to use sag addr records for checks intcad

col up so that stats_tcp_get_dia1oq cbuld
1icationProtocc1 field
1LHknown_port
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 i 06-03-91 DPD Fixed onlsegjtransit count bugI

‘I
1.10“;

static char rtp_pdpHp_c [1 5 "@(#)rtpHudp_p.c

iinclude <stdio.h>

fiinclude <cci_std.h>

iinclude "system.h"
fiinolude <sys/types.h>
iinclude <bsd43jsys/tine.h>
ilinclude "util . h"
tinclude "kuser.h“
fihclude "1n.h“
#inc1ude "stats.h"
#inc1ude "stats_ip.h“
fincluda "stats_udp.h“
#inq1ude "rtp.h“
iincludo "rtp_d11.h"
finclude "rtp_ip.h“
finclude "rtp_udp.h"

iiilciii-I-iticiii--Iii-ii!‘k**ititiciiiifiiiiiiitiiiti-*I
/*****a***sia**aa

* UDP monitoring
w

i:

* Global UDP data structures
*/

strucp udphdr *udp_pt:;
uintjz udp_src_port;
Uintflz udp_dst_port;

 

Petitioners‘ EX1009 Page 154



Petitioners' EX1009 Page 165

 

UihC32

[is

udp_protoco1;

* Local UDP data structures
1/

static
static
static

static
static
static

static
static
static

static
static
static

static
static
static

static
static

Static
static

static
static

StatsnddrEntry
Statsudpseqment
StatsProtoco1Entry

statshddrfintry
StatsUdpSegment
5tatsProtocclBntry

Statshddrfintry
Stat5UdpSegmeht
StatsProtcco1Entry

statshddrEntry
StatsUdpAddr
Statsfirotocclfintry

Statshddrfintry
Stat5UdpAddr
5tatsProtocn1Entry

StatsAddrEntry
Statsudpsocket

Statskddrfintry
Statsvdpsccket

5tatsAddrEntry
statsnialcgnntry

tthisusegwaddruptr;
*this_5eg“stats_ptI;
#thiswseg*protccc1_ptr;

*src_seg_addr_ptr;
*src“seg_stats_ptr;
*src_seg_protoco1_ptr;

*dst_seg_addr_ptr;
*dst_seg_stats_ptr;
*dst;Seg_prot0c01_ptr;

*src_node_addr_ptr;
*src_nodemstats_ptr;
*src_noda_protoco1_ptr;

*dstApodefladdr_ptr;
*dst_nodc_stats_ptr;
*fist;podcmprotoco1_ptr;

*src_sucketFpddr_ptr;
tsrc#socketqstats_ptr;

*dst_sucket_addr_ptr;
*dst_socket_stats_ptr;

*dia1cgwsddr_ptr;
*dia1og_stats_ptr;

 

152
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static Statshddrfintry
static StatshddrEntry

[ii
* HGCITOS
* These use the macros
*1

#define udp_sta
stat5_for_segs
atats_for_nodes
stats_for_rcvFnode

stats“for_

AL Rc1i_Fm\i1'Es ,
* stats for_xmt_soc

AL an-rr Fmfias,
— sEats_for“fiialoq

fldefine udp_stats”byte5 { \
.stats_bytesM£ur_§egs
stgta_bytes_for_nodes

statsHfor_xmt_node

stats fOr_snCket5

 

 
 

*ip_src_addrflptr;
*lp_dSt"addr_ptr;

for UDP statistics
defined in 5tats.h

ts_frames { \
(frames,
(common.Irames,
{common.rcvFrames,

frameRate, UDP_SEGHENT, AL_FRAHBS, 0]: \
cummon.frameRate, UDP_NODE, AL FRAMES, 0); \

common. rcv1~"::au:.a1=ca_gte. U'DI'__N05E, hI._RCV_F'R.M-l}.‘.S ,

common.xntFrameRate, UDP_HODE. hL_xHT_FRAHES,

UD1-‘__SUCl_(F.‘I‘, nL_rR.rmE.s, 0); \
UDPHSOCKET‘,

(common.xmtFrame5,

common.framdRate,
(uommoh.frames, common.rcvFrameRate,

rcv_socket {conmun.rcvPxames,
0): \ ket (common.xmtFrames, commun.xmtFrameRate, UDP_s0CKET,
0) ‘ \ .' (packets, packetnate, UDI-’__‘PhIR. AL_FRm-ms, u), }

(length, bytes, byte-Rate, um-__sF.£:H_r:uT, nnwuxwzs, 0); \
(length, common.bytes, common.byteRate, UDP_flDDE,

\ (length, common.rcvBytas. commGn.r¢vByteRate, \
UDP__NODE, ALWRCVMBYTES, 0}; \

(length, common.xmtBytes, conmoh,xmtByteRatu, \
stats_xmtHhytes“for_node unpdnons, 1\L__XHT__BYTES_. 0); \
stata;bytes_for_5ockets (length, conmon.bytes, common.byteRate, \UDP_SOCK'E'P, AL_B!'rEs,_ o_),- \_
stats_pcv_bytes_for_socket (length, conmon.rcvBytes, conmbn.rcvByteRate, \um? socxm-, M. acv Drugs, .0}; \ \

statsuxmt_byte§_

stats_hytés“for_dia1og

 

£or_socket (length, coEmon.xmtBytEs, Eommon.xmtByteRate,UDP SDCKET, AL#XHT BYTES, OT; \BL BYTEG, 0): }
(length, by'Eea, bytaaate, iJ‘nP_Pn_1R, fl
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AL__ERRORS, 6) ; \
UDP IIODE, _A_L__ER.RORS, 0); \fdefine udphstats_errors { \

UDF;flODE, hLMRCV_ERR0R5,stats_for“5egs (errors,
stat5“for_nodcs (common.errors,rcvfirrors, common.

errornate, UDP_SEGHEHT,
common.errorRate, _

rcvnrrornate,

stats“forHrcv_pode (common.0): \ _stats_forHxmt_node (common.xmtErrors, conmon.xmtErrorRate, UDP_NoDE, AL_XHT_ERRORS,0); \ 'stats for_sockets (comnon.errors, common.errorRate, UDP_s0CKET, AL_ERRORS, 0); \rcvFrameRate, UDP_fi0CKET,
stats“-for rcv_soc)-.et {common.rcvFtames, common-

A1.__Rcv__F%x-:s,”o}; \
5taus_for_xmt_socket (common.xmtFrames,

ALF_XHT__!'-‘RA!-IRS, 0); \
stat5_for_dia1og

commbn.xmtFrameRate, UDP_SOCKET,

(errors, errorRate, UDP_PA1R, ALMERRORS, 0}, )

#define udp_stats_offmsegs (.\ .if ( (src_segHaadr_ptr != NULL) && {dst_segfiaddr_ptr 1= NULL) ) { \if ( 3rc_segHaddr_ptr->address.segmentl != dst"seg_addr_ptr~>address.segment1) {
\ stats for_rcvHnode (common.rovOf£Segs, common.rcvoftSegRate, \' UDP__Ii0DE,, AL_RCV___OFI-‘__SEG. .0}; \

n.xmtoffsegs, conmQn.xmt0ffSegRate, \
statsmfor_xmt_node (commaunP_1IoDE,- I\L__7'fHT__OFI~‘__SEG, 0); \
if (srcHseg_stats_ptt != NULL) \statswcount (as:c_seqfl5tats_ptr—>xmto£fsegs, \Esrc_5eg_;tats‘ptr->xmt0tf5egRate,_\src seg_addrAptr, UDP_SEGHENT, AL_XHT;pFF_SEG, 0); \
if (dstflseg statshptr I; HULL) \stats ptrr>rcvOffEcgs, \

stats_cdunt (&dst_seg_ hEdst_segF§tats_ptr—>rcVOff8egRate, \dst_5eg_ad¢r_ptr, UDP_sEGHENT, ALuRCV_9FF_SEG, 0); \‘.rcvOftSegRate, \

stats_for_rcvfi§ocket (commoh.rcv0Efs¢gs, commonuuv SOCKET, AL_RCV__0FP“_SEG, 0); \
common.xmt0ff5ogRate, \

t_socket (common.xEt0fEsegs, xHT_pFF_sEG, 0); \stats_fnr_xm UDP_fi0CKBT, AL_

}\
)\
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Fdefine udp_stats_firans1ts { \HEHT, UDPHNUDE, UoP_PAm, uDP_At-PL_PR0TocoL); )
stats_transits (UDP_SEG

fdefine udp_§tatsHf1ow_ctr15 ( \_ _5tats_for_seg5 (flowctrls, f1owCtr1Rate, UDP_SEGHENT, hL_FLOWF¢TRLS, 0); \flowctrls, common.f1owCtr1Rate, UDPflfloDE, AL_FLDH_CTRLS,
stat5_for;nodes (common.

common.f1owCtr1Rate, UDP_s0CKET,0)-\
' stats_for sockets (c0mm0n.flowCtrl5,

AL__FLOW_CTRLS ,"“o) ; \stats tor dialog uup PAIR, AL mow CTRL9 0); ),,., ._ _.,. ,_ _. I‘(flowctrls, f1owctr1Rate,

UoP_sE<;Man'T, ALHFRAGHENTS, 0); \fldefine udphstats fragments { \ mmon. frqmtRat.e, UDP_NODE, hL__FRAGl-IENTS,stats_£or_5éEs (frgmts, frgmtnate,
stats_£or_pode5 (common.rrgmts, co

common.rcvFrgmtRate, uDP_NODE,O)‘\
I stats for rqv node (common;rcvFrgmts,

AL_Rcv_FRr{éHB.N"Ts , E) ; \stats tor_xmt node (comuon.xmtFrqmts,
n:.__xwrP_maEHa:ms, ‘61 _; \

stats_:orHsockets (comnon.frgmts, common.

common.rcvFrgmtRate, UDPmfl0DE,

Ergmtnata, UDP__SOCKET, AI.-_FIlAGHB_N'I‘S, 0};

common.rcvFrgmtRate, UDPMSOCKET,
stats for_rcv_oocket (common.rcvFrguts,

ALhRcv_FaAEu_mws , 0) ;\statsflfor_xmt_§ocket (common.xmtFrgnts, common.
m.__:o~{*r__-FIIAGHEH-rs , 0) ; \

stats“forHdia1og

xmtFrgmtRate, UDP_§OCKET,

(fragments, fragmentRate, UDP_PAIR, hL_FRAGHENTS, 0), }

ats protocol { \ udp_protoco1); }
tocB1 (UDP__SEGHENT,fdefine udp_§t

stats_pro
unp_uoor:, UDP__PAIR,
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‘I’

* UDP parse rautihe
*1

uintaz rtp_ndp;patSe (1ayer_ptr,
*1ayer_p|:r;

length)

char

Uintaz length;
{ Uint32 result, protocol, datamlength, initiator;

Alarmusernata etats_a1arm”fiata:

1* = '
* Set up Local variables
*1

result 3 GOOD;

ype == HIpDLE_FRAGHEHT) :} {1p_sug_type == LAST_FRAGHENT))
{
[i No header to parse. It's already been done (or will be). if
[* Should connt.fragments here... *[
goto,udp_done}
}

udp_ptr =

if ((ip_eeg;t

(struct udphdr *) 1ayer_ptp;

H
* Convert fields
-i Dbn't bother_w

:- +1" 4% . .
ugp_s:c_po:t élntohs (udp_ptr—>uhwsQprt);

-Jqdp;dep"pegt s ntehs:jgdpfiptr—>uh_flQort);,
' §ete;1ehgth'=Antehs,(udp;ptr#>uh;u1en} — sizeo

-to lecal representation.
ith'checksum or urgent ptr,

E(struct udphdr);

  
<

:;":!:.* .. - ‘ V

E‘
E

E
E
E2

E

E5
E2

i!

iIiI
!
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* Determine protocol. If neither port is known, lump these stats in with the
* other unknown port stats.
*/

Udpmprctocol = statshport_toFprotoco1 (ip_dst_node_addrnptr, udp_dst_port, UDP_PROTOCOL);
if (udp_protocol == UHKNOwH_PORT)

udp protocol = stats_port_to_protooo1 (ip_src_node_addr_ptr, udp_src_port,
unP_pRoT6coL);
protocol = udp_protoco1;

/1'
* Find all statistics records
*/

udp_this_segwoddr_ptr = NULL;
udp_sro_seg_addr_ptr = NULL;
udpmdst_5eg_addr_ptr = NULL;
udp_thisWseg_stats_ptr = NULL;
udp_src_seg stats_ptr = NULL;= NULL;
udp;dst_seg:stats_ptr
udp_th1s_seg_protoco1_ptr = NULL;
udp src 5eqflprotoco1_ptr = NULL;
udp:dst:seg_protoco1_ptr NULL;
udpfisrc_node_stats_ptr = NULL;
udp_dst_pode stats_ptr = NULL;= NULL;
udp_src sockfit stats_ptr

sockat"stats_ptr NULL;udp_dst _
udp src nodo_protoco1_ptr = NULL;
udp:dst:node_protocol_ptr
udp_dia1og_stats_ptr

I n

udp_src_node_oddr_ptr = stats_udp“get_sddr (&ig_src_addr);
if (udp_src_node”addr_ptr != NULL)

{ - .
udp_src"node_stats_ptr = (statsudphddr *) udp_src_node_addr_ptrv>5tats_ptr;
udp sro seg_oddr_ptr = stats udp_get_segment

(udp_src:hodE“addr_ptr->address.sEgment1);
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}

{

/* get segment id from ip structure ifif (ip_src_addr_ptr = (5tatshddrEntry *)stata_LpH1ookup_addr (&1p_src_;ddr))
udp_src_§eg;addr_ptr = stat5_udprget;segnent

{ip_srcHaddr_ptr—>address.segment1);
}

if (udpH5rc_Eeg_addrhptr 5% NULL)udp_5rc“sEg_§tats_ptr = (statsudpsegment *3 udp_src_seg_addr_ptr->stats_ptr;

else

udp_dst_node_addr_ptr = stats_udp_get#addr {&ip“dstfiaddr);
if (udp_dst_node;pddr_ptr l= NULL)

{
udp_fistWnudeMstats_ptr = (5tat5UdpAddr *) udp_dstAnodemaddr_ptr->stats_ptr;
udp_flst_seg#addr;ptr ?_StfltS_UdpHqEt_SEgmEnt

(udp_fist_node”addr_ptr->address.segmentl)5
}

else
{
/* get segment id from ip structure */if (ip”dst_gddr_ptr = (statshddrfintry t)stats_ip_1ookup_addr (&ip_dst_addr))

udp_dat_peg_addrwptr = stats_pdp_getwseguont
(1p_dst_addr_ptr~>addrB5s.segment1);

}
if (udp_d5tHsegHaddr_ptr 3: NULL) _ _udpmd5t_aeg_gtat5_ptr = (statsudpsegment *) udp_dsp#segmaddr_ptr->5tat5_ptr;

_ptr — st&tsPudp_get_socket (&ip_src_addr,'udp_src_port);udp_src_socket_nddr
if (uap_srckpooket_addr_ptr la HULL)udp_src_5ockat_stats_ptr = (statsudpsocket *} udp_src_souket_pfldf_PtF'>fitfltfimptrE
nap dgt 5gckec_add: ptr = stat5Hudp_get_spcket (&ip_dst_addr, udp_gst_port);
if ?udp:dst socxet_?=iddr_ptr-1== HULL) t *) udp_dst_socket_gddr_ptr->stats_ptr;

udp_dst_socket_atats_ptr = (statsudpsocke

udpflthis_sag_pddrflptr # stats_udp_get_segment (myseqmentldj;
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if (udp_th1sHseg_addr_ptr != NULL)
udp_this_:eg_stats_ptr = (stétsudp

f***** FIX FOR UDP DIALOGS:
iiiii
taiai

ttttt]

 
 
 

dialogs are now kept as we1l~known socket + ip addr {port =

if (udp_protoco1 == udp_ptr~>uhAdport)

udp_dia1og_addr_ptr H
stats_pdpHgetHflia1og (&ip$src#addr,

}
else

{ if (udp_protoco1 mm udp_ptr->uh_5port)
udp_fi1a1bg_addr_ptr ~

stats;pdpMgetH
else

udp_dia1og_pddr_ptr = NULL;
}

if (udp_flia1oq;addr_ptr Em
udp_d1a1og_stats”ptr

Ii

*/
this_aeg_addr_ptr
this_seg_ptats_ptr

srcMsegflnddr_ptr
src”seg_§tats_ptr

1 set up pointers for segment, address,
=:

x::
=:

NULL)
(statsnialogfln

udp_th1s_seg_addr_ptr;
udp_thiswseq_5tat;_ptr;

udp_src_seg_addr“ptr:
udp_src_seg_stats_ptr:

dialog (&ip#5rc_addr, udp_5rc#port,

 
Segment #) udp_thi5_5eq_addr_ptr—>stats_ptr:

iiiii

0) icfikii

0, &ipHdst_addr, udp_dst_port);

&ip_dst;addr, 0};

try *) udpwd1a1og”addr_ptr->stats_ptr;

and dialog statistics used by the common macros
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dstMseg_a&dr_ptr
d5t*segm5tatsMptr H

src_node_addr_ptr
sroflnode_stats_ptr

II

T]

dct_node”addr_ptr
dstEnodeustats_ptr

src_socket_gddr_ptr
src_socketm5tats_ptr

!II1

dst_socket_addr_ptr
dst_socket_stats_ptr

ll1':

dialog_add;_ptr
dialogwstatsfiptr

H

[a
1 Update the age t
* Set the 10 secon
* event manager mil
*/

stat5“update_age,timers;
stata“upfiate_socEet_agefitimers;
stats"set_;atefi10s;
Stat5_Set_§0Cket“rate#¢05F

[i
* Set

*1
if (udp_src~

udp.src node_ad
if (udpfifi __ _

dst node addrhptrudp_ __ _
if (udp_src_socket_addrFptr !=

udp_srcHn
udp_srcHn

udp_d
udpddst

= udp_dst_seg_addr_ptr;
2 udpHfist#seg_stats_ptr;

ode_addr_ptr:
ods_stat5_ptr;

st nude“addr_ptr;

udp_src_soqk
udpmsrcHsoék

':nodéustats_ptr;

udp_qst_socket_addr_ptr;
udpHfist_s0cket”stats_ptr;

et_addr_ptr;
etHstat5_ptr;

 

 

 

 
 

udp_dla1og_addr_ptr;

iuer in each addte
d rate sample period in t
I calculate rates.

the last mac address seen

node_addrflpEr 3: NULL)
dr_ptr->addre5s.

“st Bode Eadr_ptr != NULL)~>address.machddress1 —
HULL)

udp_d1a1og_stats_ptr;

as strucLure.

machddressl =

he statistics structures so
that the

mao_src_addr;

nacHdst_gddr;
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udp src socket_pddr ptr->address.nacAddress1 = mac_src_addr;
if (udp_Est__Eocket_addr_ptr is _NULL)

udp_flst_socket_addr_ptr—>address.mackddressl = mac_dst_addr;

ft
* Do some stats
*1

udp_atatsHframes;
udpH5tats_bytes;
uc1p_stats__oE1_E__segs;
udp__statsfl_transits;

if (ip_seg_typa f== NoT_A“FRAGrdEHT)
{
udp__stats_fraqments;
}

/* . .* Find statistics structures for the protocol distribution statistics
*1

if (udp_src_npde_stats_ptr !=-. NULL)
udp src_noc1e__pro'_toco1_ptr =H stats_get_protoco1 (&udpHsrc_Lnode__s.tats__ptr-:-protocolq, udp_protoco1);

if (udp_da.t__node_stats_ptr != NULL)
udp__dst__node_p1:otoco1__ptr =stats get_protoco1 (Ssudphd5t__nodc___!3tats_ptr->protoco1Q, udp__protoco1};

if (udp__this se§_stats ptr != NULL)
1
i

EE
2

udp_thi'.-§__5eg__prot'5co1_ptr =-statsflgetfiprotocol (audpflthisHseq__stats__ptr->p::otoco1Q, udp_protbco1);
if (udp__srcr._seg__stats_ptL' !=*- NULL)

udp_sI:c_seg_protoco1_ptr =-5tats_getFpr0toco1 (E¢udp__5rc_seg_stuta__ptr->protocolQ. I-IdP_P1‘0tDI‘-'01);
if (udpflds_t__se_g__stats_ptr != NULL}

udp_dst___5egF_p::otoGO,l_p!;r =
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udpfprotocol);

  

 

 
 
 

 
 
 
 

 
 

stats_getflprotoco1 (&udp_§stmseg_stats_ptr—>protoco1Q,

fa ribution statistics used by the comnon maords
* Set up pointers for the protocol dist

srq_seg;protoco1‘ptr udfi:sro_seg_pd5t_seg_¢rotoco1_ptr udp_§st seg"protoco1_fitr;
src_node_protoco1uptr udp src:nodemprotoco1_ptr;
dsthnode_protoco1_ptr uoco1_ptr;

El.1LII1|1|
udp:fl5t_node_pro

it 1 distribution statistics.in case an alarm occurs.t-Keep protoco
* Pass the pro
*!

statsHa1arm*data.leng
bcopy (&udp_protoco1,
udp_stats_prototol;

tocol as alarm data

th = 4;

statswa1arm_dnta.data, 4),

3

i check the header length
*1

if [langth < 5izeof(5truct udphdr))

}

ft
* Parse the next layer
~'=r

3; E
thisMseg_protoco1_ptr udp thi5_seg_protocQ1Aptr;rotoco1_ptr;

I
I
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switch (udp_protoco1)
(
case HAPPHR_PORT:
case MDU1l'I'__POR'1‘:
case RPS PORT:

rasfilt = rtpmrpcwparse (1ayer_ptr + 5udpkprotocol,
break;

default:
break;

}

return (result);

udpugood:
return (GOOD);

UdRJdOfiE3
return (DONE);

udp_bad:
return (BAD);
}

;****aut*at**t*1q**¢*tt¢x*Att*&*wi+ta****At*it

* Process an icmp source quencha If it's for mount or nfs, pass it up to be counted.
*1

void rtp_udp_sro“guénch {)
*srcQuanchData_ptr;

protocol;
{
register SrcQuenchData
register Uint32

 

153

izeof(struct udphdr), data_1ength,
unpupuorocon);

tiikxithiiititik
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II
SrcQuenChData_ptr

 
asrcquenchnata:

enchData.src_part,
stata_udpw1ookup_ptrs(&srcQuenohData.ip_src_addr, srcqu _&srcQuanchData.ip_dst_addr, srcQuehchData.dst;port);

udpHstats_flow_ptr1s;

protocol H stats_port_to_protoco1

if (prqtocol n= UNKROHNHPDRT)
protocol = stats_port_to#pro

UDP__PRO'I‘0COL) ;

if ( (protocol =r H0UNT_P0RT) ::
(

rtp_nfs_src_quench ()5
}

(ip"5rc_gddr_ptr, srcQuénchData.5rc_port, UDP_PRDTOCOL);

tocol (ip_fist_addr_ptr, srcQuenchData.dst_port,

(protocol fig HFSNPORT} }
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Copy:

Path:

Date:

Revision:

H—DD4YY

03-25-91
01-23-91

Q1—21—91
01-13-91

'01-14~91
01-01-91

*
it
I’
I’
*
E
t
*
i
*
in
IE
is
1*
1|:

* changes:'1
it
i
1
1-
‘k
‘I:
1
it

t .
1 10-29-90
* 1
i
A‘

I

iificlude

  

 

 
rtp.c - Real Time Parse task implementation.

ight (c) 1990 Concord communications Inc.
All rights reserved.

[home/hawkd/ma1ibu/trakker_fibfmonitorlrtpjScCs[s.rtp.c
3/26/91

1.12

5fiQ¢1ude “cc1“3fid.h"
_f;n¢1ude‘U$ystam,h"
1fihq1fide'<sys ,

' <b5d43}sys[time.h>
/t1'P_as'- 11>

Description of changé.

changed not to free nbuf if handed off to em
removed UNIX syitch
added rtp_broadca5t and rtp_mu1ticast
removed SEHSOR_BOX conditionals, and added

fr&me_ptr to'rtp local variab1es.(itdef UNIX)
Set stats_start_time at start of parse
Scheduled EH if-frame is from another monitor
Put under source control

Created

géatic char rtQ_c {] 2 “@{f)rtp.c 1.10";
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Ifdefine HAX_FRAHES_PERHRTPH?ASK_SCHED

 

finclude -isrys/cci.h>
{include “uti1.h"
finclude Ekusér.h“
finplufie "mbu£.h"
finclude "1anut11.h"
{include “rtp,h“
{include “stats.h"
iinclude “nt_m__rcv.h*.' 10

E

* Global Variables
*/

B601 4rtp_forflthi5_stat1on;
B061 rpp;from;another_ponitor;
B901 rtp_broadpast;
B001 rtp_mu1tica5t;

itttiiiiiiiiitiiiitfktitiiiiit*

* rbp_init ()it

* Real Time Parser Task
* Called from the kernel tag
*2’

Uin't32 rt‘.p__in1i: Q

Uintaz a;

'1: ( _(a =_ rtp_d11 ii1it() ) -u= arm )
,goto-endértp;inTt}

iitttiiiiiiiikiiiiiiitiiiiitkikl

  
 
 

 
 

 
 

 
 

 

 
 
 

 

ikiikiiiki

initializgtipn routine.
k upon startup.
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if ( (a = rtpfiarp init() ) a: BAD )
goto end_rtpHifiTt;

if ( (a = rtp“ip_init() ) =2 BAD )
goto end_ytp Lnit;

if g (a = rt-,p_Icmp_init() ) -—-= arm }
goto end”rtp_in1t; == BAD )

if ( (a = rtpfltcp init() )
goto endHrtp_inIt;

if ( (a = rtpHndp_init() )
qotq end_:tpflin1t;

if ( (a e rtp_ftp_1n1t() ) == BAD }
goto end rtpflinit; B1113)

if ( (a = EtpHte1net“1nit(} 3 ==

== am: 3

goto end_rtp_init;
if ( (a 2 rtpHsmtp_init(} ) == DAD )

goto end_rtpHinit;
if ( (a = rtp nfe init() ) == BAD )

goto end_rtBmifiIt;

end_rtp_init:
return (a);

}

fixttijttttittihtitittitititttxitx*

* rtp ()*

* Real Time Parse routine.* Called from the kernel main loop (scheduler) when.
1 there are frames queued on the 1
*x

void rtp ()

( a, datawlength;Uint32

iiiiitiiiiitiiiiikiiikiitkiikiiiiliifii

anHrcv_frane_q.
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Uint32 1; *itm;
ITMfiType
struct rtp_£rame_type tframewptr;

for (i=0; i<1~1Ax_BR1\HEs_PEILRTp_TAsx_sc11En; 1++)
{

/* i Get the frame to be parsed off the lan_rcv#frameAq
*/ ame4remqh(lan_rcv_frame_g_ptr)3= (struct mbuf *)frmhuf frame_ptr == NULL)

11‘ (ifibufflframeflptrreturn;

rtp_fqrHthiS_station = no;
rtpHjrom“another_monitnr = H0;
rtp_broadcast = N0:
rtp_mu1ticast = NO;

monggettimeofday (astatsfistartfltime, 0};
It

* Parse the frame
*4 truct rtp_£rame_type *) mted(mbuf“£rame”ptr, char *1;

frame#ptr : {B
data_1ength 5 mbuf_frame_ptr->tota1#1en;
a = rtp_Q11_parse (framehptr, data_1ength};

her task on an ITM or
frame routine.

recover its

1* Pass the frame to anot
# resources via the return_*

* NOTE:
* when tracing is added, the trace task may neeit as well as to the E3
* and the frame passed to* If this nccurs, the frame may need to be copied,
* not appear on two task queues,
*1

d to be sehedulefi
S or the HTH task.

since it should
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R

? If the from is
* Task and pass the frame to it.
* and rtp_Eorkfih
* don't talk to each other.
*1

{
if (rtp_for_thi

 
 

from another monitor, schedule the Event ManagerHota that rtp_from ancther monitor
t both he sat, éfnce monItor'sis station should no rs below as a safeguard.The check appea

if (rtp_frum*another~ponitor)
{
if (rtp_for_this_station =: no)

r 1f (itm)
* {
1 1tm—>type » PARSEMEVEHT;
*- itn->mEufPtr = mbufmErame_ptr;
* sendfiitm(itn, EH_task);
* }
* else
* {

t frame_;eturn fmbuffl£rame_ptr);
* }
*1

ng line comes out when the above goes in if
/* The tollowi

mbuE”framehptr);frame_return (

s~station)
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 f* Build ITH and queue it to the HTM_RCV_tasK *1
itn = get_itm();
if (itm)
{

itn->type = RCV_LAHmWS_flSG;
itm—>mBufPtr = mbuf_frane_ptr;
send_itm(itm, HTH_RCV_task);

}
else
{

dropped_flTHHRCV_frume5++;
frame_return (nbuf_ErameHptr);

}

}

if ( (rtpHfor_fihis_station) 1: (rtpHfrOm_another_monitor})
{}

else

{
framu_return (mbuf”frama_ptr);

}
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G

Il-‘H-3|-)0-Ifli-ll-1-I-|(>!Q-yb1.*j.;5)..y,3¢.‘.;..‘.,,,,¢.
I|-l-H-3l-i~i-1I-.5'14v'!l-II-l-

stat5.h

 
[description]

copyright (c)

Path:

Date:

Revision:

Changes:

H~DD—YY

07—3D-91
07—16'91

O7~22-91

07"15-91
0?"08-91
U6-18-91

ecks
06—12*91
06-10~91

O6—O5~91
O6~04"9I

05~31-91

1990 Concord Communications Inc.
All rights reserved.

/homa/hawk4/malibu;trakker_dbJmonitorjinclude/sccs/s.stats.h

3/9/91

1.75

WHO Description of change.

DPD added high to statsflucketflate
DPD changed 5tatsWcheck;fior_dup1icate ip to return Uint32
KR added port mapper stuff, inc1udInq stats_program and

stats_porthto_protcco1, and protoco1_specif1c_ptr to
Statahddrfintry

DPD changed stats_cheqk“Eor_dup1icate_ip to return U1nt32
KR fixed off scg naéro yet again
KR changed nff seq macro use seq addr instead of node addr for

1:3 added UNKNOH1-g_sEcHEHr_1n
DPD added alarmsscnt to StatsHonitprType

and removed-from Statsnialuqfintry
DPD added statsRntosHotDone and b1t_ass;qnments
KR fixed input param for stats_deor_count“for_nodes

added statsHfsFi1eSystemQ
mm added E1-I__RA'1iE_;r1m:__:&:1N
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‘k
'1'
t
‘L’
fr
5:
i
i
i
*
*
i
‘I:
i:
i
-i
I
it
‘k
i
‘R

st

 
 

 

at
9:
i:
i
1
i
fit
-A
i
u
-A
*
t

can
R

05-31—91
o5—31—91
05-23-91
o5—ia—91
05-15-91
o5—1u—91
o4—29~s1

Od—26—91

o4~23—91
o4~12—91
o3—2a—91
o3—2a—91
03~2o—91

O3~12*91

ats_ip_getfistatsU2“2B—91
D2-26*91
U2-2l*91

02~20~91
02-19"91
O2-lB*91
02-15*91
U2“07"91

O2—05~91

01-31-91
O1-29“9l

stants
01"28-91

KR
DPD
DPD
DPD
DPD
KR
DPD

DPD
DPD
DPD

KR

DPD

KR

KR

DPD
DPD
DPD

DPD

DPD

KR

DPD

removed rpc stuff
added support for nfs
changed EH_flATE_TIME to 60 seconds
added stato_check_for_dupiicatenip import
added imports for non-opaque addr pair routines
added Statskpc and Hts queues
added imports for statscetsegfiostnctivefl and

statsGetAddrHostActiV£0
removed stats mih macros and replaced with routines
added STATS_DLLHH0DE and STATS_IP_HODE
added stats_non“ohip_dropped macro
removed UNIx conditional around parse control
added UNIX conditional around parse control
added stats well known port declaration

added §tartTime and lastTime to Statshddrfintry
removed 1astTime and startTime from Statsnialogfintry
added stats;update_aqe_timers
added-mysegmentld
added socket-maoros
added statsTopnddrQ and statsudpnddrq

removed imports of stats_d11_getmstats.and

added monitor stats -
added HAX_LhYER_PROTOCQLS
added stats_ptr to StatsDia1ogEntry

deleted Haxwrcpflhxsmont
added default parse control Eor addresses.
nodifiod getHibEatePerS to support low rates.
put low back inremoved low, low_thld and sample period from all tables.
added icmp queues, error oodes

moved D11 macros to stats#d1l,h and moved dialog. protocol,
and sorts for "most active“ in

fixed stets_error macro
added common macros, added prototyping, deleted unused

 
 

fixed bug in GetHacAddrIndexFromOid
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01~26-91
01-25—91
01"24*9l
01-23-91
D1w21—91

S'at5AddrEntry
01-16-91
01-10-91

0l"l0“9l

01-03-91
01-07-91
0l*U3~91
12-25-90
12-06“90
10-29*90

3|'3l'Il'1-ii-H-II-ll-I-1’-It-#1-lv#r"'1ti-1-3i-I1-$
#ifndef statsflh
#define stats_h

DPD
DPD
DPD

man
KR

DPD

DPD
KR
DPD
KR
KHJ
KHJ

fiinclude "cci_std.h"
#inc1ude “address.h"
finclude "kuser.h"
flinclude "uti1.h"
finclude "protocols .11"

#include "mib_defs.h"
iinclude "mib;uonitcr.h"
finclude "snmpd.h"
finclude "a1arms.h"

 

173

added import of statscalcfiates
added GetMacAddrsFromOid macro
added structures for alarms
completed dialogs
added dialogs

removed rato_type and added seconds_start_t1me to

added GetHachddrIndexFrom0id macro
added link to StatBProtoco1Entry and Statsbialogfintry and

StatsUdpTcpDia10gEntry _
changed Statsprotocolfintry frame and frame_ratQ types

added bucket start time and count to StatsBuckctRate.
and modified "getfiib" rate and bucket macros.

removed alarm related idefines.
added DeviceType and Mibnddrsss in statsnddrEntry
added imports of stats rate routines
split stats.h according to protocol type
corrected ifdef statsup usage
Put under source control

initial
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fiinclude "bsd431sys1time.h"
iinclude "seg_fif1ts,h"
{include "noda_fif1ts.h"

It
* Common Statistics Definitions1:

{define UnKnowN_sEGHENT_1n

It
* Error codes for monflpanicit

fldefine STATSfiPTRS_HOT_EQUAL 0

/*
x 01D Deflnltxons
*/

fdefina SEGHEHT
fidefine ADDRESS

NH

{define SEGflEHD
idefine ADDR END
idefine HFS_5EGF£ND
#def1ne NF5_fiDDR;fiND

1

I-:n—-.1

éaerine STAmS_DI1LfiODE
édefine STATSHIPHNODE
idefine STATSHflFS_$ERVER 3

NH

#define‘STATS_DLL_LAYER
idefine STATS_IPFLAYER
fidefine STATSMICHP_LhYER 3
fdefine 5TATS_TCP;LhYER
iaerine sTATs_uDp_LAvER

LT1J:-M}--I

  

  
 

 
 
 

 
 

 
 
 

 
 
 

 
 
 
 
 
 

1* nfs *1
1* nfs *1

1* d11 node request *1
1* ip nude request *1

1* nfc server request *1

1: illllayer reque:t*71p aver re uea
1* icmp layerlrequegt *1 ‘

1* top layer request *1
1* udp layer request *1
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fdafine s'rm:s*m=s_L1w ER

 

 
6 /* nfs layer request */

fidefine PARSE"CDNTR0L_ADDRNDEFAULT 0

#define PARSEHCONTR0y_DEFhULT
\

HibParseSmtp + \

fdefine
idefine
idefine
§define
{define
fdefine
Sdefine
fdefino
fidefine
idefine
fidefine

Import
Import

/* end

Import

Import
Import
Import
Import
Import

Hibparsenll + MibParsenrp + HibParseIp + Hibvarseudp +

MibParseTop + HibParseFtp + HihParseTc1net +

HibParseNfs + HibParseIcmp

_H.m-{_LA'iER__PROTOCOLS 300
MAX__SRG 1
Maxmum>_nnnR 0
MAX_UDP__PAIRS o
HI\X_‘1‘CP_SOCKETS 54
MAXwICPwCONNECTi0NS 64
Iv£?sX_COllIlf:<2‘£'__HISTORIES 1o
l'U'\K__COmIEC'I'HHI5T0RYflEtlTRIES 1_o
EH AGB_IIHB 300 /* seconds */
EH:‘RATE_'I‘IME
EH_R1\'1‘E_TIH n_HIN

struck timeval
struct timeval

60 /t seconds *{
10 [* seconds fif

start time;

end_tTme;

of to be deleted *{

HibTime0fDay

Uintsz
Uint32
Uintaz
Uint32
Uintflz

monhstartupFtime;

stats_tiny_gize;
statsHvery_sma11_aize;
stats_sna11wsize;
stats_nedium_size;
stata_1arqe_size:
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Inport uintaz

Import Qhuad_type
Import Qhead_type
Import Qhead_type
Import Qhead_type
Import Qhead_type
Import Qheadfitype

Import Uint32
Import Uint32

stats_very_1argeHsize;

statsTinyQ;
statsUerySma11Q;
statsSma11Q;
statsuediumo:
stat5LnrgeQ;
statsVeryLargeQ;

stats_max_q_count;
stats q count;

Impcrt Uint32 statsfiaEesuotnone;

{define STATS_DLL_hDDR_RhTE Bite
gaerine STAT5_DLL PhIR_RATH n1t1Bit:
§de£ihé sTATs"IP finDR_RATE
idesine SThTS:IP:PAIR_RATH Bit:
fidefine—STATS_ICMP_ADDR_RATE nit;
gdetine swnws ICHP_PAIR_RATB nits
{define STATS:TCP_ADDRHRhTfi Bits
§define 5TATS_TCP_SOCKET_BflTE nit?
gdetine STATS_ECP_PAIR“RhTE Bits
sdétine swnws unp ADDR;EATE 31:9
idetine sTATs‘unP‘socx

ET RATE Bitlfl

fidefine sTATs"unP:pAIR RETE Bitll
gdetiue sTATs"Nrs_sEavER RATE nit12
fdefihe sTATs'fiFs_cLIEnT:nATE Bit13
fideflne STATS:HFS_PAIR;£ATE nitxa

#

* Statistics Constants
*/

§define STnTS_BUCKETS$PBR”RATE 12
#define sTATS_flUcKE1_HIDTH son
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]* seconds if

 

Petitioners‘ EX1009 Page 139



Petitioners' EX1009 Page 190

 

 
iderine sTATs_?RoTocoLs_pEn_D1ALoc

/1
* Statistics Types
*/

typedef struct statu_count32Hfiype
{
Uint32 count;
U1nt32 running_count;
Uint32 high_fih1d;
} Stat5Count32;

typedef struct 5tats_meter_type
{
Uintaz current;
Uint32 high;
Uintaz low;
Uint32 highflthld;
} Btatsfieter;

typedef struct 5tats_avcrage_metcr_type
{
Uint32 current;
Uint32 high;
Uintaz low;
Uint32 h1gh_th1d;
} statsnveragefleter;

typadef struct atats_percent_type
{
Uintflz current:
Uintaz high;
Uint32 low;
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 Uint32 hiqh_th1d;
} StatsPerc'.ent;

typedef struct stats_rate_va1ue
{
Uint32 count;
Uint32 time;
} statsnatevalue;

typedef struct stats_xo11inq#rate_type
{
Statskatevalue current;
StatsRateVa1ue high;
Statskatevalue low;
Uint32 high_th1d;
Uint32 count;
Uintaz type;
} statskollingkate;

typedef Statskollingkate StatsRatcPerS;
typedef StatsRo11ingRata Stat5RateParH;

typadef struct stats_bucketHratemtype

! Uint32 index;Uint32 rate[STATS_BUCKETsMPEflHRATE1; /* 12 5—min count buckets */statsnatevalue maxArate{STATS“pUCKETSflPER_RATE]; /* 12 5-min max rate buckets if
Uintaz cdunt; /t partial count

over the bucket */uintzz bucketfltime; /i start time for the
count ifStatsRateVa1ue high; 1* high rate over the current
buéket ti
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} Statsflucketnatc;

tyfiedef struct stats"addrFentry_type _

port mappings ff
} Sta;sh¢drEntry;

l* .
x Va1ue5_for nm_contro1 field of StatsAddrEutry
3/

fldéfine $TATSmRnTE_1OS Bite
adefiine STATS RnTn_6os BitlBit2
fiderine STATS:RATE_HOUR

i* . .
w structures used in alarm prbcessxng
*/

typedef struct {

*protoco1_;pecific_ptr;

 

  
 

 

 
 
 
  

 

 

 
 

 
 
 

 

 
 

 
 

 
 

 
 

fin
* address Table Entry
*

* Portions of this type are set from the HibParseContro1 type
ii I

seEonds_start_tima:

/* Used by ip for

Faqentrymtype link;
struct stats addr_entry_type *hash_1ink;
MibAddress — address;
UintJ2 flags;
MibDeviceType type;
U1nt32 pacse_contro1;
Uintaz on control;
Uint32

Uin|‘.32 ata_rt'.'I‘ir:1e;
Uint32 1astTime:
U1nt32 #statsfiptr; _
Uintnz
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 StatsCount32

} Alarmcountaz;

typedef struct {

} A1armUserData;

Statskollingkate value;

} A1armRo11ingRate;

typedef %truct {
Uint32 length;
Byte data[HAx_nr.ARH_pATn] ,-

 
 

 
 

 
 

 
 

 
 

 
 
  

 
 

 
 
 

 
 
 

 

/1
* Protocol entry definitions
*/

typedef struct stats_protoco1_9ntry_type
{
struct stats_protoco1_entry_type *link:
Uint32 ‘ protocol;
Statscountaz frames;
5tatsRatePers frameuate;
} StatsProtoco1Entry;

ft
* Dialug entry definitions
*1

typndef struct stats_transport$type {
Uint32 lnxtiatorg
Uint32 cnnnectionfletries;
Uintaz transportfrutocol;
Uint32 app1icationProtoco1;
uintaz addr1_window;
Uint32 addr2‘window;
Uint32 state}
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typedef struct statswfl

tYP

;*
* Honitor Statistics
*1

 
 Uint32

Uint32

} StatsTransportType;

{
Uint32
Uint32
Statscountaz
statsRateParS
Statscountsz
StatsRatePers
Statscountflz
Statsflatepers
Statscountflz
StatsRatePerS
Statscountaz
StatsRatePerS
StatsCaunt32
StatsRatePerS
statsTransportType

} statsnialogsntryj

Fflqentry type
5tatSAdd§Entry
} Statsbialoqbink;

closeneason;
*5tate_Dtr;

ia1ogHentry_type

 

  
 

 
protocolfintries;
protocols

packets;
packetnate;
bytes;
bytenate;
errors;
errorflute;
fragments;
fragmentRate;
rexmts;
rexmtfiate;
Elouctrls;
f1ouCtr1Rate;
transport;

edef struct d1a1og_1ink_fiype {link;

[STATS_PROTOCOLS_PERflDIhLOG];

idia1og_addr_ptr;
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typedef struct {

typedef struct stats_nonitor_type
{
Statscountaz
StatsHatePerS
Statscountaz

Stat5RatePers
Statscountsz
StatsRatePerS
Statscountjz
StatsRatePerS
5tatsCount32
StatsRatePerS
Stutscountaz
statsRateP&rs
Statscountsz
StatsRatePers
Statscountaz
statsRatéPers
Statacountaz
Statscountjz
Statscountaz
Statscountsz
Statscountsz
} SthtsHonitorType;

Uint32

} Count#;

typedef struct {Uint32

} Time_;

chipDropped;
chipDroppedRate;
dllnropped;
d11Dr0ppedRate;
ipbrcpped;
ipDroppedRate;
icnpDropped;
icmpDroppedRate;
tcpbropped;
tcpnroppcdflata;
udpnropped;
udpDr0ppedRata;
arpDropped;
arpnroppednate;
nfsbropped;
nfsDroppedRate;
dbProh1em;

cpuutilizatiqn;
memoryutilization;
discardodhlarms;
alarmssent;

/* These structures are used by the Hostkctive
typedef struct {

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 

 routines *1

va1[HIB_fiAX_HOST_ACTIVE];

va1[MIB"MAX_HOST_ACTIVE];
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statsnddrnntry waddr { HI l3___HJ'\K__1-IOSTWACTIVE] ;
} Addr__;

typedat struct stats we11_known_portsdtype {
Uint32 Eount;
U1nt3 2 port [w3LL_K1:owH_poRTs__couuT3 ,-
} statsWe11KnownPorts;

typadef struct stats_programsfientry_type {
Uint32 program_number;
Uint32_ version:
uintaz protocol;
} Statsprogramfintry;

typedef struct stats_programs_type {
uintaz count;
StatsProgramEntry entry{PROGRAH_c0UHT];
} 5tat5Pr0grams;

ft
* Global Routines
*1

Import Uint32
Import DQentry_type
Import void
Import StatsProtoco1Entry
Import StotsProtocolEntry
Import void
Uint32);
Import Bool
Import U1nt32
Import U1nt32

statg init ();

*stats_getnprotoco1

stats:port_to_pro

Import void stat5_count

Import void atats_decr

 

 

stats:a1locate (Uint32);
statsudeallocate ();

*5tats_1ookup_protocoL (Qhead_type t, Uint32);
(Qhead_type 1, Uint32);

' dialog (statsnialogflntry *,
stat5_SaVe_protocol_} _

stats we11_known_port (Uint32);
stats progFam (Uint32, Uint32); _tocol (statshddrEntry *, Uint32. Uint32);

(statscountaz *, Statsnollinqkate *,
statsaxddrnntvpy t, U1nt:s2, Uint'J2, Byte *3;

(statscountaz *, StutsRo;1ihgRate *,StatsAddrEntry *, Uintfla, Uint32, Byte *);
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Import void
Import void

Uintaz,

Import void
Import void

Import VarBind

uintaz);
Import Varflind

Import Varflind
Import Varnind

Import varnind
Import Varfiihd
Import varnind
*)i

Import void

Import void
Import void
Import void

Import void

Import void stats_count_bytes (statscountflz *,

 

StatsRo11inqRate i, Uintaz,
statshddrflntry *, Uintjz, Uint32, Byta t);

statsRates (Uint32);
statscalcnates(statsRatePerS *, StatsBucketRate *,

Uint32, Statshddrfintry *, Uiht32,

U1nt32, Alarmusornata *);
stataflubble (Count_ *, Tinefl *, Addr_ *, uintaz);
statssort (uintzz, uintaz, Statahddrflntry *,

Count *, Time_ F, Addr_ *, Uint32);
*statsGetDia1ogsQ (oxn *,—StatshddrEntry a,StatsD1a1ogLink *, Uint32,

*stntnGetP:otoco10 (CID *, 5tatsProtoco1Entry *,
Uintaz, StatsRatePer5 *);

*stat5GetsegHostAotive0 (DID *, Uint32, FBQhead_type t);
*statsGetAddrHostActiveD (DID *, Uint32, Ffioheadfltype i);

*makemvb_from_int (DID *, Uint32);
*make_vp_fromHrate (DID *, StatsRatoVa1ua i);
tmake_vb_from_rates (OID *, StatsRateva1ue *, StatsRateva1ue

statsMnew_node_a1arm (Hibhddress k);

statsGetHibCount32 {statscountsz *, Hibcountaz i);
statsGetHihRatePerS(StatsRataPerS *, HibRatePerS *);
statsGetHibCoflntRate (StatsCount32 *,HihCount32 *,

StatsRatePers *,

HihRatePer5 h);

statscetflibshortcountkate (StatsCount32 *,Hibshortcountaz *,

5tatsRatePers *,
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*)_ HibShorbRatePerS1'

Import void statacetflibshortcountflucket (statscountaz -,Hibshortcountflz *,

Stat5BucketRate *,

H1bEucketRate *,
statsRatePers t);

(DID *, Statshddrfintry A‘
lnport VarBind *ntatsGetAddrPair

_ Statsnialogfintry *,U1nt32);
statssethddrvair (DID *, Statsnialogfintry *,

0bject$yntax i, uintaz);
Statsflddrfintry *,

Statsnialogfintry *,

Import Uint32

Import Varfllnd *statsGetAddrPairTh1d (DID *,
StutsDia1ogEntry *,Uint32)~

' statsSetAddrPairTh1d (010 «; objectsyntax *, uintnz};Import Uintaz

statsfioheckwfioruduplicateuip (HibAddres$ *, Hachddress i);
Import Uint32

Uintaz, varfinjtry t, Uint32};
Import Varflind *statsGetNodes (010 *, DID *,

ft
* Global Data Structures
*1

Import struct timaval stat5_startmtine;

Import Uintaz mySegmentId;

Import Statahddrnntry statsnonitorhddr;statsflonitor;
Import statsHonitorType
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Import FBQhead_type statsD]1SegQ;
Import FBQhead_typa statslpsegq;
Import FBQheadmtypa gtatg1cmps¢gQ;
Import FBQhead_type statsudpsogq;
Import Fflgheadfitype statsTcpsegQ;
Import FBQhqad_type statsNfsSegQ;

Import FBQhoadmtype statsfiacgddrq;
Import FBQhead_typa statslphddrq;
Import Ffioheadfitype 5tatsIcmpAddrQ;
Import PBQnead_type statsUdpnddrQ;
Import Fflqheadfltype statsTcpAudrQ;
Import FRQhead_type statsflfsclientog

Import PBQhead_type statsUdpSQcketQ;
Import FBQhend_type 5tatsTop5ocketQ;
Import Fnqheaqfitype statsnfsservero;

Import Fflqheadwtype statsbllnialoqq;
Import FBQhead_typo statslpoialogo;
Import PBQhuad_type otatslcmpnialogq;
Import fBQhead_type statsudpoiqlogo;
Import FBQhead_type statsTcpDia1QgQ;statsflfsnialogq;
Import PBQhead_type

Import FaQhead“type 5tat5NfsFi1eSystcoQ;
Import iibhddress atatsDf1tAddr;
Import unsigned char *stats0ctetPEr;
Import Hihsegmantbofaults mibsegnefaults:mibflodenefaults;
Import Hibfiodenefaults

Import Varflind *stotsVbPtr;
monitor_gmt;

Import struct tm non1tor_t1cks;
Import struct timaval
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5tatsNe11KnownPorta;
Import StatsHe11KnounPorts statsPrograms;
Import statsProqrams

fa
1 Statistics Hacros
*1

/* min */
fidefine min(x, y) \

X c y ? x : y

litikflfiiiifitk 11-nutfirima:zhtwiuiruutixasrtiidctat-Auuweue-ktittttiir

137

itiiiiti

stats_start_time.tv;5ec; \

tats_start_timc.tv_sec; \

5tats"start_time.tv_5ec; \

*

* Common macros for updating statistics
*1

/* . .
* Macro to hit the age txmer 1n each address structure
*/

fidefine stat5_updateHageHtiners \
{\

if (this_seg_addr_ptr 1= NULL) \
thisHseq_addr_ptrH>1astTime =

if (src_segHaddr_ptr is NULL) \
src_seg_addrvptrv>1astTime m 3

if (dst_seg_addr_ptr != NULL) \dst_seg_addr_ptr—>1a5tTime : stats_startfltime.tvHsec; \
if (src~pode_§ddr_ptr is NULL) \src_node_addr_ptr~>1astTime m stats_start_time.tv_sec; \
if (dst_node_addr#ptr != NULL) \

datflnode_addr_ptr->1astTime =
if (dia1o'g“ac1c1r__pt: 1-: NULL) \dia1og_addr_ptx—>1astTime n 5tats_Gtart“time.tV_5ec; \

}
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fdefine 5tats_ppdatem5ocket_pge"timers \
{\ .

if (src_socket_addrFphr in NULL) \
srcmsécketMadd:_ptr—>1a5tTima —

if (d5t_socket_addx_ptr Lu HULL) \
dst_socketfiaddr_ptr->1asETime =

}

;*
i Macro for setting the 10 aecon
A manager. On seeing this set,
* statistics in the structure.
*/

fidefine stats_sat;:ate_;os \
{\

if ( (src;pude_addr_ptr .

 

 
— stuts_startmtime.tvnsec; \

atnts“5tart_time.tv_sec: \

d sample rate indicator used by the event
the event manager calculates rates for

i# HULL) aa (srcwnodenstatsnptr 1: HULL) ) \
{ \

_ptr—>em_pontro1 & STATS_RATE_1OS) —— 0} \it {(src_nude_addr
{ Y
src_node_addr_ptr—>emflcontro1 +=
src node_addr_ptr->seconds_sturt#tima ¢
M"

} \ _
if ( (dstwnode_addr_ptr l=

{ \
if ((d5t_nodg_addr_ptr

STATS_RATB_10S; \
stata”ataIt_time.tv_sec; \

HULL) && (dst_node_stat3“ptr l= NULL) ) \

—>em_pontro1 & STATS_RATBm1DS) == 0) \
{ \

control += STATS_RATE_10S; \dst node_addrMptr~>em
dst’node_addruptr->5eEonds_start_tine —
} \-

} \
if ( (thi5_§eg_addrwptr 1: HULL) && (thiafiseggstatswptr != NULL) } \

{ \
if ((this_seq_addr_ptr->em_contro1 & ST

{ \

statsflstart"time.ty_sec; \

ATS_RhTE“1OS) == 0) \
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th1s_segwaddr_ptr-bemmco
this_seg_addr“ptr—>5econ
} \

} \
if { (dst_sag_addr_ptr != NU

(dst_segwstats_ptr !=
(dst_seg_addr_ptr E: t

 
ntrol += s'rA'r$;_Rn'ra_1os; \
ds_5tartHtine = stats”start_t1me.tvgsec; \

LL) && \
NULL.) ea \
his_seg_addrfiptr) ) \

(\
if ((dst_5eg_addr_ptr->gm_contro1 a STATS_RhTEh1DS) == 0) \

(\ -
dst_seq_addr“ptr—>enwcontro1 += STATs_RaTE_10S; \ds§_5eq_addr_ptr—>secondsHstart_time = 5tats_start_t1me.tv_sec; \
} \

} \
‘% NULL) && \

if ( (src_seg_addr"ptr .
(src_seg_statsuptr 2: NULL) && \
(src_5eg#addr_ptr != thLs_seg_§ddrhptr) ) \

I \
if ((src_seg_addrHptr~>emHcontro1 & sThT5H3ATE_10s) == 0} \

{ \
$rc_seq_fiddr_ptr~>emmcontrol += STATS"RATEm1OS; \n>seconds_start_time w stats_start_time.tv_sec; \src seg_addr_ptr

} \ } ‘P
if ( (d1a1og_;ddr_ptr 1: NULL) an (dia1og_stats_ptr I= NULL) ) \

§f\((dia1og_addr_ptr->enLpontro1 E STATSflEATEm105 == 0 ) \
gig}og_addrfiptr->em_contro1 += STATs_RATE_105; \
dia1og_addr_ptr»>5econds_start"time = stats_start_time.tv_sec; \

} \ } \

fdefine stats_se
{\

t_socket_;ate_105 \
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/“Ir
* Hacro t
‘I

fidefine stats_forMrcv%
{ \

-k

# Macro to update xm

t_pode(xntStat,
*/

Fdafine stats_for_xm

_{ \

if ( (firc_socket_fiddr_ptr
{ \
if ((3rcgsocket_addr_ptr“>emncontx91

( \
are socketmaddrwptr E
src:5ocket_a
} \

} \
if ( (dst_§ocketFaddr_

{ \
if ((dst_sockat“addr_pt

{ \
d5t_socket_@ddrmptr—>en_cuntro1 +=
dstHSocketFaddr_ptr—
} \

} \

node

if (dst_node_stats_pt
stats_count (ads

if (srcrna

0 update rcv statistics for a node

 

190

!= NULL) && (src#socket;5tat5_ptr l= NULL} ) \

a 5ThTS_RATE_10S) == 0) \

~>em control += STATS_RhTE_10S; \
ddr_ptr->secondsmstartwtime = stats_start_time.tv_sec; \

ptr an nunny as (d5t_§ocket_stats_ptr := NULL) 3 \
r~>am_contro1 & STATSHfiATE_10S) == 0) \

SThTS_RATB_10S; \
>seconds“5tartfitina = stats“start_time.tvHsec; \

(rcvstat, rcvstatfiate, NODE, ALARM, ALARH;DhT&_PTR} \
r In HULL) \
t node#5tats_p_ tr—>rcvstat, &d3t_node statswptr->rcvStatRatB, \
dstMnode_addr_ptr, NUDE, ALARM,

ALAflfi"pATA_PTR); \

t statistics for a node

xmtStatRate, NUDE, ALARM, ALRRH_DATA_PTR) \

de_stats_ptr ifl NULL) \
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stat5_count (&src_node_stats_ptr~>xmtstat,srcHnode__addr_ptr, name, 1xLARr1,"ALmé.H_nnm_p1-R); \

1*
* Hacro to update rcv byte statis
*/

Edefine stats”rcvHbytes_forfino
A1.m:zH_nA'rA_PTR} \

ties for a node

de(byte#count, rcvstat, rcv5tatRate, HODE, ALARM,

{ \
if (dst_nqde_stat5_ptr 1: NULL) \

statsHcount_hytes (Edst_nodeHstats_ptr—>rcvStat, \8dst_node_stats_ptr~>rcvStatRate,-bytemcount,
dstwnodewaddrwptr, \ MODE, ALARM, ALhRHKDhTA_PTR); \

}

!* _stat1st1cs for a node
1 Haste to update xmt byte
H fine stuts_xmt"bytas_for_n0de(byteHgount, xmtstat, xmtStatRate, NODE, ALARM,fde

r=I.AR14_nNrrL_)a'.rR} \
{ \

if (src~nodeMstats_ptr != NULL) \stats count_bytes {&src_pode_stats_ptr—>xmtStat, \# &src_node_5tats#ptr~>xmtStatRate, byta_count,

srcfinodeHaddr_ptr, \ noon, ALARM, ALAR1-1__DA'I‘A_PTR); \

}

/* _ .a same statxstic for both nodes
* Macro to update th
t/‘ _idéfine 5tats_£or_podes[Etat, statflate; HODE, ALARM, ALARH_DATA_PTR) \ 
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asrc node_stats‘ptr->xmtStatRate, \
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{ \
if (5rC_node_stats_p

stats_count (

if (dst_node

/'1}
* Macro to i
*/

fdafine stat5“count_for_nodes
{\

if (ds N _
stats_pount (adst node

/it
*

fidefine st
(\

if (src nod

if (emu node statsrptr 1'tdno
dstmnode_addr_ptr, NOD

dst_no

it (src_n0de#5tats_ptr
stats_pount (asrcunodsrc n

* Macro to decrement a no

ats_fiacr*pount_fot_podes(stat,
NULL) \

nts_ptr~>stat, NULL, \
ddr_ptr, MODE, ALARM, ALARH_DATA_PTR); \

stEts_dEcr (ads

fl e_statsmptr !=
stats deer (&src_node_st" src node_a

= NULL) \

daHstatsmptr—?stut, NULL, \

tr l= NULL) \

&src“nodeHstat5_pt
srcHnode_addr_ptr,

stat5_ptr 1: NULL) \
statswcEunt [&dst_nodefistats_ptr

de_addr_ptr,

ls uum.) \

r—>5tat, &arc_node_stat5_p

(stat, MODE. nmrm, ALP.RJvl_DAT}'1.r_PTR) _

 

  
tr—>etatRate, \

NODE, ALAm»1, ALARM m.'I'A__PI'R); \

~>stat, &dst“node_5tats_ptr~>statRata, \
NUDE, ALARM, hJmRM_DATA_9TR}; \

ncrement a node statistic with no rate \

e_stats_ptr~>stat, HULL, \
ode_addr_ptr, NUDE, \

t node_stats ptr E3 NULL) \
5tatE_ptr->£tat, NULL, \

d‘.-3t._no7:1'e_ia6.dr_ptr«, nooa, nuum,

ALARM, ALJ\RH__DPa.TA_PTR) ;

A1J'sRHmDATA_PTR) ; \

da statistic with no rate

2:003, ALARM. ELI.-ARH_D1\'I‘1\_PTR) \

E, ALARM, hLhRH_DhTA“PTR); \
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Ferdinand Enge], Kergdall 5. Jones,
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fa

* Haste to update the same byte statistic for both nodes
*/

fidefine 5tat5_bytesmfor_nodes(byte_uount, stat, 5tatRate, NODE, ALARH, ALARfl"DATA_PTR) \
{ \

if (srcfinodefistatsfiptr In NULL) \
stats_count_bytes (&src_nddc_stat5_ptr~>stat, &src_noda_5tats_ptr—>5tatRate,

bytemcount,\
s:c_node_addr_ptr, HODB, ALARH, ALARH_DATA_PTR); \

if (dsthnodeHstatsWptr != NULL) \
stats_count_bytes(adst_node”stats_ptr—>stat, &dst_node_stnts_ptr->statRata,

byte_count \
’ dst_nude_pddr_ptr, noun, ALARM, ALARH_DATA;PTR); \

}

/1-
* Hacro to update rcv statistics for a socket
*/

fdefiue stats_jor*:cv_socket(rcvstat, rcvstatnate, SOCKET, ALARM, ALARH_pATA_PTR) \
{ \ . .

if (dst 5ocket_stats_ptr != NULL) \
stEts_count (fidst_soCket_5tatshptr->rcVStat, &dst"socketHstats_ptr->rcVStatRate,

\
dst__5ocket_addr__ptr, socxm-, nmuuq, ALARHHDRTAHPTR); \

}

."* .
a Macro to update xmt statistics for a socket
*/

gdefing 5tat5_for_xmt_socket(xmtstat, xmtStatRate, SOCKET, ALARM, ALARfl_DATA_PTR) \
C \

if (src_socket_stats_ptr != NULL) \
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statswcount (asrc_socket_5tats_ptr—>xmtStat, &src_socket_statskptr->xmtstatnate,
\

src_sucket_addr ptr, SOCKET, ALARM, ALARH DATA PTR}; \
} _ _ H

I* T
* Macro to update rcv byte statistics for a socket
*/

{define
stats_rcv_bytes_fcr_socket(byte_count,rcvStat,rcvStatRate,SOCKBT,ALARH,hLhRH_DhTA PTR) \
{ \ ”

if (dst_5ocketH5tatskptr != NULL} \
stats_count_byte5 (&dst_socket_stats_ptr~>rcvStat, \

&dst_sucket_5tats_ptr—>rcv5tatRate, byte count,
dst_socxet_addrfiptr, \ "

SOCKET, ALARM, ALhRH_DATA_PTR); \
}

/* . .
* Macro to update xmt byte stat1st1cs for a socket
*1’

fldefine _ _
5tats_xnt_bytesHforflsocket(byte_count,xmtStat,xmtStatRate,SOCKET,ALARH,ALARH_DATA”PTR) \
{ \

if {src_socket_statswptr l= NULL) \
statsHcount_bytes (&src_socket_stats_ptr—>xmtStat, \

&src_5ocket_stats_ptr—>xmtstatnate, byte_count,
srcWsocket_addr_ptr, \

}
SOCKET, ALARM, ALARH_nATA_pTR); \

/* _
* Hacro to update the same statlstic for both sockets
*/
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{define stats_for_§ockets(stat, statRate. SOCKET, ALARM, ALhRH_DhTA_PTR) \
{ \

if (src_sacketH5tats_ptr I: HULL] \
statswcount (&srcHsogk9t_statshptrv>stat, Esrc#s0¢ket_5tatfi_ptr->§tatRate, \

src“sockat_addr;ptr, SOCKET, ALARM, nLARH_DhTA_PTR); \
if (d5t_5ocket_Btatsflptr Is HULL} \

stats_count (adstfisocket_stats_ptr—>stat, adstfisocket_stats_ptr~>5tatRate, \
dst_socketmaddr_ptr, SOCKET, ALARM. ALARMHDhTA_DTR}; \

} .

ii’ 1 5
* Hacro to update the same byte 5tat1st1c for both sockets
if _

fidefine 5tats_byte5_formsockets{byte_count, stat, statRate, SOCKET, ALARM, ALARH_DATh_PTR)
\
{ \

if (src_aocket_statsHptr != NULL) \

5tats_count_bytes(&srcmscckat_5tats“ptr—>stat,a5rc_socket_statsMptr~>statRate,byte_count,\

3rchsocket__addL‘__pt1:, SOCKET, ALARM, A].J\RH___DA']‘I.__PTR); \
ifi (dst_soCketHstats_ptr 2: NULL) \

5tats_c0unt_byteE(&dst_5ocket_statB_ptr->stat,&d5t_socketHstats_ptr->StatRate,byte_count,\

dst_scscxet_addr'_ptr, socxacr, A_LAR!_-1, 1\LARH__DATA___PTR}; \

I-

* Hacro to update statistic for segments
*1

#define stats_for_segs(statr statnate, SEGMENT, ALARM, hLARH_DATA_PTR) \
f \

if (tnis#seg_statséptr !# HULL) \
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stats_count (&thi5_seg_stats_ptr~>stat, &this_seg"stats_ptr->statRate, \
this_seg_addr_ptr, SEGMENT, ALARM, ALARHHDATA_PTR); \

\
if ( (srcH5eq_stats_pt: 1= NULL) £5 \

(src_seg_addr;ptr In this_seg_addt_ptrJ ) \
5tatS_Count (85rcHseg_stat5_ptr~>5tat, asrc_gegH5tats_ptr->statRate, \

src_seg_addr_ptr, SEGMENT, ALARM, ALARHgDhTAMPTR): \
\

if ( (dst_seg_stat5_ptr != NULL} && \
(dst_sequaddr_ptr In this_seg_addr_ptr) ) \

stats_count (6dst_seg_statsAptr~>stat, &dst_5eg_stats_ptr~>statRate, \
dstHsegmadd:_ptr, SEGMENT, ALARM, hLARH_DATA_PTR); \

}

/-it
* Macro to decrement a segment statistic
*1

#define stats_decr_for_segs(stat, statRate, SEGHEHT, ALARM, ALARH;pATA_PTR) \
{

if (this_seg_5tats_ptr != NULL) \
stats#flocr (athis seq_statsnptr—>stat, &this_seg_stats_ptr—>statRate, \

tnis__seg_addr_ptr, szeumrr, ALARH,’ALnRH__DATA_pTn),- \

if ( (5rc_segmstats“ptr != NULL) && \
(src_seg#addrHptr != thisPseg_addrmptr) ) \

stats deer (&src_aegWstats_ptr»>5tat, Esrc_seqMstats_ptr->statRate, \
' src_seg“addrflptr, SEGMENT, ALARH, ALnRM_DATA_PTR); \

if ( (d5t_seg_statsmptr I: NULL) 55 \
{dst”seg#addr_ptr != this_seg_addrMptr) ) \

stats deer (&dst_segHstatsHptr—>stat, &dst_segmstats_ptr—>statkate, \
" dst_scg_§d6rMptr, SEGMENT, ALARM, ALARH;DATA_PTR): \

/'k
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* Macro to increment
*/

idefine stat5#count_£0rHscgs(stat, SEGMENT,

 
 

 
 
 

 a Segment statistic that doesn't have a rate

ALARM, ALARH_DATA_PTR) \

{§this_seg_stats_ptr—>stat, NULL, \
thisH5eg_addr_ptr, SEGMENT, ALARM, ALARHflDATA_PTR); \

(arc seg_addr:ptr != this_segHaddrrptr) ) \
(&ércw§eg_atats ptr—>stat, NULL,

src_seg_pddE;ptr, SEGMENT, ALARM, ALhRH_DhTAHPTR); \

(dst segmaddr_ptr 1: this segwaddr ptr) ) \
(adst_segmstatE;ptr—>stHt, HULL. \

dst_scg_3ddr_ptr, SEGMENT, ALARH, hLARH_DATA¢PTR); \

( \
if {thisHseg_stats ptr la NULL) \

stats_count

if ( (BrcHseg_stat5 ptr E= NULL) && \

statS:b0uht

\
if ( (dstfiseg_stat5_ptr ln NULL) && \

5tat5:count

}

ft
* Hacrc to decrement
*/

fidefino stats"decr_pount_for_segs(stat,
{

stats_decr

if ( (src_segwst
(arc“seg_§

stat5_decr

segment statistic that doesn't have a rate
‘:21

sncnnnm, ALARH, ALARH_DATA_PTR) \

if (this”seg_stats ptr 1= HULL} \
(Ethis_seg_stats_ptr~>stat, HULL, \

this_seg_addr_ptr, sgausuw, ALARM, ALhRH_DATA_PTR): \

atsrptr != NULL) && \
ddr_ptr != this_seg_addrFptr) ) \

(asrc#seg_stats_ptr~éstat, HULL, \
5rc_5eg~addrAptr, SEGMENT, ALARM, ALARH_DATA_PTR); \

if ( (dstwseg stats ptr 1: NULL) && \
(dst sag

stats:decr

addr—ptr l= this_ _seg_addr_ptr) } \
(&dst_seg_;tats“ptr->stat, HULL, \
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d5t_seg_addr_ptr, SEGMENT, ALARM, ALARH_DATA_PTR): \

/t
* Macro to update byte statistic for segments
*2

#define stat5_byte5_for_segs(byte_count, stat, statRate, SEGMENT, ALARM, ALARH_DATA”PTR) \

{ \
if (th15_segHstats_ptr != NULL) { \

stats_count_bytes(&this_seg_stats_ptr~>stat, \
&this_scg_stats_ptr—>statRate, byte_pount,

thi5_scg_addr*ptr,\

} \
if ( (srq_seg_stats_ptr 1= NULL) §& \

(5rc_seg_addr_ptr 1: this_seg_addr_ptr) ) ( \
statsmcountubytes(asrc_seg_stats_ptr~>stat, \

&src_seq_stats_ptr->statRate, byte_count,

sscnaur, ALARM, ALARH_DATA_PTR); \

sxc_seg_addr_ptr, \

} \ . .
if { (dstHseg_stats_ptr != NULL} ea \

(dat_segfladdr_ptr 1= thisksegmaddrkptr) 3 { \
atat5_count_bytes(&dst_seg_stats_ptr->stat, \

&ds§_5eg_stats_ptr~>statRate, bytG_count.

SEGMENT, ALARM, ALARM_DATA_PTn); \

dst_seg_addr_ptr, \ _ __
SEGMENT, ALARM, ALARHHDATA_PTR); \

} \
}

/* V . .
* Macro to update statistlc for a dialog
if

ffiefine stutsmfiormdlalogfstat, statnate, PAIR, ALARM, ALARH_DATA‘PTR) \
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{ \

if (dia1og_stats_ptr In NULL) \
Stats_count (&dia1c'Iq__5tats_ptr-bstat, 5dia1og_statsEptr->-statkate. \

dia1og_addr_ptr, PAIR, ALARM, ALAnHWDATA_PTR); \
}

!* _
* Macro to update byte statistic for a dialogifI

fdefine statsHbytes#for“dia1og(bytehcount, stat, statnate, PAIR, ALARH, ALARHmDhTA_PTR) \

{ \
if (dialog_stats_ptr != HULL) \

stat5_count“bytes(&dia1og_stata_ptr—>stat, \
&dia1ogMstats_ptr->StatRate, byteflcount,

dia1ogfiaddr_ptr. \
PAIR, ALARM, ALARM_DATAmPTR); \

}

/* _ _
* macro to update frame statlstxcs
*/ . '7

fdefine statsHframes(SEGHEHT, HODE, PAIR, PROTOCOL) \
i \

stats_for_5egs (frames, framenatn, SEGMENT, AL_FRAHES, 0); \
stats_forfinodes (frames, frameRate, MODE, ALMFRAHES, 0); \
stats_for“rcv_node (rcvFrames. rcvfiraueuate, NUDE, ALLRCV_FRAHEs, O); \
stats_fdr_xmtHnode (xmtFrame5, xmtFrameRate, HODE, AL#XHT_FRAH£S, 0): \
stats_forPdla1dg (packets. packetRate. PAIR. hL_PRAHES. O); \

}

/u
t Macro to update byte statistics
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*1
{define stt1tsHbytes(byteh_c-aunt, sacnrm, HCIDE, PAIR, PROTOCOL) \
{ \

5tats_hyte5_for_segs (bytemcount, bytes, byteRate, SEGHEHT, AILBYTES, O}; \
5tats_bytes_for_node5 (byteficount, bytes, byteRate, NUDE, AL_BYTES, 0); \
stats_;cv_bytesHfor_node (bytedcount, rcvflytes, rcvByteRate, NUDE, AL_RCE_BYTES, 0);

\
statswxmtfibytesHforHnude (byte_count, xmtaytes, xmtByteRate, NODE, An_xHT_B!TEs, 0);

\
stats_bytes_for_dia1og (byte#count, bytes, byteRate, PAIR, AL_BYT£S, 0); \

}

/*
* Macro to update hdr byte statistics
*/

fldefine stats"hdr_byte5(byte_Count,-SEGHENT, N005, PAIR, PROTOCOL) \
{ . '

stats_yyte5_for_segs (byteflcount, hdrflytes, hdrfiyteflate, SEGHEHT, AL_HDR_B!TES,
0): \

stats_;cvMbytes_for_node {byte_count,
rcvndrfiytes,rcvHdrByteRate,NODE,AL_RCv_HDRmBYTES,0); \

stats_xmt_bytes_fop_node_(byteflcount,
xmtHdrByte5,xmtHdrByteRate,HODE,AL_XHT_HDR_BYTES;0); \

}

/i
* Hacro to count errors
*/

fdafine $tatS_Err0I5{SEGHEHT, NUDE, PAIR, PROTOCOL) \
{ \

stats for_sQgS (errors, errorRate, SEGMENT, AL_ERROR5, 0); \
stats—for nodes (errors, errornato, MODE, AL_ERRORS, 0); \
5tats"for—rcv_node trcvfirrors, r¢VErrorRate, HODB, Ay_RCvHERRQRS, 0): \
stats_for:xatHnode {xntErEors, xmtErroIR&te, HODE, AL_xHT_BRRORS, 0); \
5tats:forud1a1og (errors, errorRate, PAIR, Ap_ERRons, 0); \
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ji-
* Hacros to count off segment statistics

 

*/
fdefine Stat5#Dff_SEgs(SEGHENT, MODE, PAIR, PROTOCOL) \

201

{ \
if { (srcHseq"addruptr 1= HULL) aa (ds§_segfladdr_ptr 1” NULL) ) ( \

if ( 5rc_segHaddr_ptr->address.seguentl 1= dstMseg_addr‘ptr—>addres5.segment1) {
\

stats_for_rcv_node (rcvoffsegs, rcv0ffSegRate, NODE, AL_RCV_OFFmSEG, 0); \

stats_forHxmt_node (xmtoffsegs, xmtoffsegkate, NODE, AL_xMT_0FF_sBG, 0): \

if (sr¢flseq_stats_ptr != NULL) \
stats count (&src_seg_stats_ptr->xmt0ffscgs, \

&src_seq_5tats_ptr->xmto£fSegRate, _
_ src_sgg_addrHptr, SEGMENT, Ap_xMT_QFF_SEG, 0); \

if {dstf5eg_5tats“ptr !# HULL) \
stats_pount (&dst_seg_5tatsmptr7>rcv0ffSegs, \

kdst_segmstats_ptrf?rcv0E£SegRate, \
dst*seg_addr_ptr, SEGMENT, AL_RCV_pFF_SEG, 0); \

}\
}\

}

fldefine 5tats_socket_off_segs(SOCKET) \

if ( (srcEseg_addr
if ( src_5eg_addrHptr—>addres5.5egment1 l=

ptr £= NULL) && (dst_seg_addr_ptr != NULL} ) { \
dst_segWaddr_ptr->nddress.aegmentl} {

\ . _
stats_forHrcv_sookct (rcvoffsegs, rcvOffSegRate, SOCKET, AL;Rcv_oFE_sEG,

 

atats_for_xmt_socket {xmt0ffSegs, xmtoffsegfiate, SOCKET,
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/i
* Macro to count transits
*/

idefine statswtfansits(SEGMENT, HODE, PAIR, PROTOCOL) \
{ \

if ( (this_seg_addr_ptr != HULL) as \
(srcWseg_addr_ptr != NULL) && \

‘(dst_seg_add;_ptr i= HULL) ) { \
1f ((this_5eq_addr_ptr—>address.segmentl l= \

src_5eg_addr_ptr~>address.seguent1) an \
(thishsegfladdrkptr—>addre5s.segnentl In \

dst_5eg_addr_ptr~>address.segment1) ) { \
if (this“segQ5tats_ptr ta NULL} { \

statswcount (5this_seg_gtats_ptr->transits, \
Ethism5eg_statsflptr->tran3itRate, \
this_seg_addr_ptr, SEGMENT, ALLTRAHSIT, 0); \

} \
} \

} \
}

;*
* Hacro to count broadcasts
u

#define stat5_bCaStS{SEGHENT, NODE, PAIR, PROTOCOL) \
{ \

stats_for_segs (beasts, bcastRate, SEGMENT, AL_BcAST, D); \
stats“forWxmt_node (xmtacasts, xmtncastRate, NODE, AL_BCRST, 0); \

Petitioners‘ EX1009 Page 217

 

  

 
 
 
 
 
 
 

 
 
 
 
 

 
 
 
 

 



Petitioners' EX1009 Page 218

  
 
 
 

 
 
 

 
 

 
 
 

 

 
 

 

 
 

 
 

  
/i

* Macro to count multicasts
‘I

idefine stats_mcasts(sEGMENT, MODE, PhIR, PROTOCOL) \
{ \

stats_fOr_segs (mcasts, mcastkate, SEGMENT, hL_HCAST, 0); \
5tats_for_xmt_node (xmtucasts, KmtHoastRate, MODE. NLLHCAST, 0); \

}

It
* Macro to count collisions
*/

idafina stats_co11isions(SEGMENT, NUDE, PAIR, PROTOCOL) \
{

if (thia_;eg_statsHptr J= NULL) \
stats count (athis aog_statsHptr—>cu11isions,

&this_seq_stats:ptr~>co1lisi3nRate, \
this_aeqHaddr_ptr, SEGMENT, ALLCOLLISION, 0); \

}

‘I1:
* Macro to count alignment errors
*/

fidefine stats“alignment(SEGHENT, MODE, PAIR, PROTOCOL) \
{

if (this segMstats_ptr |= NULL) \
stats_cOunt (&this_5eg“stats ptr~>a1ighmentErrors, \

&this_seg_staEs ptr«>aIignmentErrorRata, thls_seg_nddrHptr, \
SEGMENT, ALLALI§NHENT, O); \

It
i Macro to count ethernet frames
*2
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fdefine stats_enét(SEGHENT, NUDE, PAIR, PROTOCOL} \
{ \

stats_for_nodes (enetFrames, enetFrameRate, NUDE. AL_ENET_FRAHE5r 0)? \
statsmfor_segs (anetPranas, enetFrameRate, SEGMENT, AL_EHET_FRhHES, 0); \

}

it
* Macro to count 802.2 frames
*1 .

{define stat5i1lc:(SEGHENT_. HODE, PAIR, PROTOCOL) \
{ \

statsmfotunudes (11cFranes, 11c:FrameRate, MODE, nL__LLC__FRAIvlES, 0); \
stat:-:_for_$egs: (11cFrar.1r_-5, l1c:FrameRate, SEGHERT, hL__I;IaC__.FRAHES. 0): \

}

ii
* Macro to count runt frames
*1

Edefine statsfirunt5(SEGMENT, NODB, PAIR, PROTOCOL) \
{ \ .

stats_for_nodes (runtFrnmes, runtFrameRate, NUDE, AU_RUHT_FRhHES, 0); \
stat$_for_segs (runtPrames, runtFrameRate, SEGMENT, AL_fiUNTHFRAHES, 0); \

} .

[9
* Macro to count fragments
*l

§de£ine 5tats_frugments(SEGHEHT, noun, PAIR, PROTOCOL) \
{ \

stats for Begs (frgnts, frgmfiflateg SEGMENT: HL;FRhGHENTS. 0)? \
stat5:for nodes (rrgnts, frgmtflate, noun, RL_FRAGHEHTS, 0); \
statsffor rcfiflnode (rcvPrgmts, rcvFrqmtRate, NUDE, ALHRCV_FRAGHEHTS, 0)
stats forMxmt“node'(xmtFrgmt5, xmtFIgmtRate, HODE, AL_XHT;fRAGHENTS, 0)
5t'.al:s:for__dia1og (fragments, fragmehtflate, PAIR, J\L_FRAGHE'!I‘I‘S, ,0); \

I
I
I

5 \: \
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/1'

1 Macro ta count protocol distribution statisticsE
I

idefine st:1t5“_protocol(SEGHENT, HODE, PAIR, PROTOCOL) \
{ \

if (srO_nOde_protoco1_ptr != NULL) { \
statsflcount (&src_nOde_prOtoco1mptr~>frames, &srcunOde_protoco1nptr~>frameRatc,

\

*)&statsHa1arm_data); \
} \

if (dst_node"protoco1_ptr 1: NULL) { \
5tatfi_count (aastHnoda_protoco1_ptr—>frames, Ed5tfinodeAprotoc01_ptr—>frameRate,

5rc_node»addr_ptr, PROTOCOL, ALLFRAHES, (Byte

\

*)&5tats_a1amQ“data); \
} \

if ( (srcisegHpr0toco1_ptr In NULL) && \
(srd_scq_protoco1fiptr In this_seg“protoco1nptr) ) { \

stats_count (&src_seg_protOcO1#ptr—>franes, &5rc_seg_protoco1_ptr->frameRate,\
srq_5eg_addr;ptr, PROTOCOL, hL_FRhHES, (Byte

dst_node_addr_ptr, PROTOCOL, nL_PRAHES, (Byte

i)&stats_a1armHdata); \
} \

if (this_seg*protoco1_ptr != NULL) { \
statskcount(&this seg¥protoco1_ptr~>franes,Ethis seg_protoco1_ptr—>£ranORate,\

thT5_segHaddrmptr, PROTOCOL, Ap_PEnHEs, {Byte
*)&stats_a1arm_data}; \

} \
if ( (dstmseg_protocO1”ptr l= NULL) L5 \

(dst_5eg;protocol_ptr != thi5_Beg"pr0tOcO1“ptI) ) { \
stats count (&d5tHseg_protoco1_ptr—>frames, &dst_seg_protoco1_ptr~>frameRate,\

“ dst;§eg_addr_ptr, PROTOCOL, hp_FRhHES, (Byte
*)&stats_a1arm“data)F \

} \
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stats_savaWprotoco1_in_dia
‘.4

It
* Macros for Monitor Statistics

*1

idefine stats mon_d11“dropped \

20$

(dia1og"stats_ptr, protocol); \

statsmcofint (&stataHonitor.dllnropped, 0, &statsMonitorLddr, \
HONITORQALARM, ALmDLL_DROPPED, 0)

fidefine stats mon_ip_dr9pped \
stats_doUnt {&statsHanitor.ipnropped, O, &statsMonitorAddr, \

HoNITonmAL=~.R1~5, ALAIPWDROPPED, 0)

fdefine stats_mon_1cmpfidroppad \
stats_count (&statsHonitor.icmpbropped, D, &stat5MonitorAddr, \

H0:II'I.‘OR__ALh]RH, AL__1cm>_Dno1=P£o, 0)

3'-‘define stats mon__tcp_droppecl \
atats_coUnt {&statsHonitor.tcpDropped, 0, &stat5Hon1torAddr, \

HONITOR_ALF\RH, AL_TCP__DROPPED,. 0}

fdefine stats mon_udp_d:oppEd \
statsAcoUnt (&stataHnnitur.udpDropped, 0, Estatsfionitorhddr. \

HONI'I‘C|R__I\LA.RH , hLWUDP_DR0PPED, O)

;c'1efine stats.Wmon_arP_d1.'0ppec1 \
statsficount {&stat5Honitor.arpDropped, 0,

astatsfionitornddr, \

HON‘ I'I.‘0l’t__ALAP.H, AL_AR_P__DI1OPPED , (1)

!define stats_monmfif5_Qropped \
stats_count (&statsHonitor.nfsnroppad, 0,

fistatsflonltorhddr, \

HON'ITOR__ALARH, AL__N'FS__DROPP.‘E.‘D, o)
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fdefine stat5_mon_gb_prob1em \
statsHcount (&statsHonitpr.dbProb1em, 0. Estatsfionitoraddr, \

MoHrron__AmnH, h1'.._Dl3_PROBI.uEH, 0)

idefine stats_mon_cpu_ut11ization \
stats_pount (astatsuonitor.cpuutilization, 0, astatsflonitorhddr, \

HoNIT<>R_1\L.nm-1, m.._cpu_u-r1LI zmxon, 0}

fidefine statswmonfidiscarded_a1arms \
stats_count (&5tatsHon1toridiscardedhlarms, 0, &statsHonitorAddr, \

HONITOR__i'\L1\RH, AL_DISCARDEDHa\LRRHS , 0)

{define Statsfimon__cpu__uti1ization \
stats_count (&stat5Honitor.cpuutilization, 0, Estatsfioniturkddr, \

MONITORHALARH, ALLCPU_UTILIZATIDH, 0)

{define stats“mun_chip_dropped \
stats_count_bytes (sstatsfionitor.chipbropped, astatsflonitor.chipbroppednate, \

driver_counts—>droppea_packcts, Estatsflonitornddr, \
HONITOR__ALMu-I, AL__CHI P__DROPPED, 0)

#endif f* stats_h if
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5tats_d11.h — [description]

203

Copyright (c) 1990 concord communications Inc.

’Path:

Date:

Revision:

All rights reserved.

/home/hawk4lmalihuftrakker_do/monitorlincludefsccsj5.stats_d11.h

6/5/91

1.30

WHO Description of change. (latest first)

DPD added imports for thld gets/sets
KR added statsD11AgeAddr
DPD added import of stats_d1l_qet_stats
DPD general clean-up.
DPD changed import of statsnllnialogfiate.
DPD moved D11 macros from stats.h
KR moved common macros to stats.h, deleted unused constants

DPD added import of stat5D11Dia1ogRate
KR added on sag, off seq, and transit changes
KR added runtFrames, enatFIames, and JloFranes

DPD d11_countHprotnco1 now passes protocol in user data
KR added dialogs _
KR changed field names to match those in mib include files

changed macros to set em_contro1 and time
KR added protocol table support
DPD removed gdefines related to alarms to a1arms.h
KR removed StataMacAddrEntry
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* O1-03-91 DPD
* KR initial*

*/

fiifndef stats_d11_h
idefine stats_d11_h

finclude <cci_Std.h>
{include “address.h"
#inc1ude "ku5er.h"
finclude "snmpd.h"
flinclude "a1arms.h"
iincludu "stats.h“

gdefine MhX_HAC_ADDR 54
#define HAx_nLL_PAIRs 64
#define MAC_HASH_TABLE"SIZE 15
idefine DLL”DIALOG_HASfl_TABLEuSIZE 16

[i
* D11 Statistics
*1

/* _
* segment Stat1at1cs
*1

typadef struct stats_d1luseqment_tYPE
{
Btatscount32 frames;
5tat5RatePerS framoRate;

added imports of dll rate routines
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$tatsBucketRate

Statscountaz
StatsRateP&rs
5tatsBucketRate

Stat5Count32
Statsfiaterers
Statsaucketfiate

Statscountiz
Stat5RatePerS
StatsBucketRate

Statscountaz

StatsRatePerS
Statsaucketnate

StatsCount32
StatsRateFerS
StatsBucketRate

Statscountaz
StatsRatePerS
Statssucketfiate

$tatsCount32
Stat5RatePar5
statsflucketflate

Statscuuntaz
StatsRatePerS

Statscountaz
StatsRatePerS

Statscount32

frameauckets;

bytes;
bytGRate]

hytefluckets;

errors;
errorRate;

errorfiuckets;

rcvoffsegs;
rcvoffseqfiate;

rcv0ffSegBuckets;

xmtoffsegs;
xmtoffsngkate;

xmtoffsegfluckets;

transits;
transitRate;

transitfluckets;

hca5ts;
bcastflate;

hcastBuckets;

mcasts;
muastnate;

mcastfluckets;

collisions;
collisiohflate;

a1ignmentErrors;
a1ignnentErrorRate;

enetFramés;
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 It

StaE5RatePexs

statscofingsz
Statsfiatepers

Statscountaz
StatsRatePérS

Qheadhtype

} Statébllsegment;

* Address Statistics
F!

I
Statscountaz
Stat§R¢§gPe:$
Statsnucketnqte
statgcaghtaz
stat$RateP§rS
StatsC6unt32
staténatéyers

.S:a£sCouht32
Stat5RaEePers
gtatfifiqcketflate
StataCdupt32
Stat$RatgPerS
-stapégountiz
,sta£sRatePets

'StatsQ$unE32
 .?stat$Rate?grs

‘3StatgBy¢kétEptq

enetFrameRate;

11cFramés;
11cFramcRate;

runtFrqmés;
runtPrameRate;

protocolq;

typadef atruct stnt5Hd11_addr_type

frames;
framenate;

framenuckets;
rcvFrames;
rcvFrhméRate;
xmtF:ames;
xmtPrameRnte;

‘bytes;
byteflate;

bytenuckets;
rcvfiytesi
tcyfiyyéfinto:
xmtaytes;
xmtByteRata;

errors;
errornate; ,

errorflucketsg
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StatsCnunt32
StatsRatePerS
Statscountaz
StatsRatePerS

StatsCount.32
Stats-Ra_tePerS
Statsnucketkate

StatsCount32
5tatsRatePerS
statsBuckatRate

Statscountflz
5tatsRatePerS
StatsBucketRate

Sbaiacountflz
statsRate?ers
Stntsfiucketflata

stntscountaa
Stat5RatePerS

Statscguntifi
StatsRatePerS

StatsCount32
StatsRatePérS

Qhead_type
FBQhead_type

} StatsD11Addr;

 
rcvfirrors;
rcvErrorRate;
xntErfo:a;
xmtErrorRate;

rcvoffsegs;
rcvoffsegflate;

rcvOff5egBuCkets;

xntcffsegs;
xnt0ffSegRate;

xmtoffsegnuckets;

xntflcasts;
xntflcastflate;

xmtncastauckets;

xntMcast$;
xmtHcastRate:_

xmtflcastauckéts;

enetFrames;
enetFrameRate;

11cFrames;
llcrraneflate;

runtframes;
runtFrameRate;

ptotDco1Q;
dialogQ; /* Queue of StatsDia1oqLink types */
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III

 

* Global Data Structures
*1

Import
Import
Import

Import
Import
Import

Import
Import

Import
Import

Import

Import
Import

statsnddrfintry
Statsflllsegment
StatsProtoco1Entry

$tat5AddrEntry
Statspllsegment
StatsProtoco1Entry

StatsAdflrEntryStat5D11Addr

Statsnddrfintry
statsnialogfintry

Stat5Protoco1Entry

Stgtfifiqdrfintry
Statshddrfintry

Fnuentryfitype
FBQentry_type

Import Vfirflind
,Import Vafflind
Ifiport Vfirplnq
Importnvarnind

Import‘Uiht32

/*t

Athport U1nt32

tf_%;Loca1‘data structures

 

.*(*statsQotD11Segp[5

 

*d11_this“seg_addr_ptr;
*dl1_thi5_seg_statB_ptr;
*d11_this_seg_protoco1_ptr;

*d11_src_scg addr_ptr, *d11 dst seq add: ptr;
*d11_src;sog:stats_ptr, *d1I_dsE_se§_étaEs ptr;
*dl1“5rq;aeg_protoco1_ptr, *d11mfl5t”aeg_pr5toco1Wptr;

*d11msyc_noflehaddr_ptr, *d11_dst_node_addr ptr;
*d11"srcHnode_stats_ptr, *d11_dst_node_stats_ptr;

id11_dia1og_addr_ptr;
*d11Mflia1og_stats_ptr;

id11_srcHncdE_protocol_ptr, idl1_dst_node_protoGol_ptr;

*nac_ha5pfltab1e[HACfiHASHHTABLE_SIZE];
td1a1oq_fiash_tab1e[DLL_DIALOG_HASH;¢nBLE_sIZE];

tstatsflaxtbllhddrfintry;
*statsNextD11PairEntry;

*(*statsGétD11Seg[5] J

x(§stat_:scetI)11_1\dd:{7%;
*(*statgGetD11Addt0[?])

(*statsSetD11seqt5l) ():
(*stat5setD11Adur{7}) (y;
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*2
Import Uint32
Import Statshddrfintry
Import Statshddrfintry
Import Uintaz
Import Statsnddrfintry
Import

lit

Statsnddrfintry

* Global Routines
*/

Import
Import
Import
Import
Import
Import
Import
Import
Import
Inport

Import

Import
Import

Import

U1nt32
Statshddrflntry
StataAddrEntry
StatsnddrEntry
Statohddrfintry
statsnddrfintry

Stat5Protoco1Entry *stats 311 get_p

nac_hash;
fimac hash_1ink;
*pre?ious mac_ha5h_1ink;
dia1og_ha§h;
*dia1og_hoshfl1ink;
*preViou5_dialog_hash_link;

stats dll init {);
*stat§_d1I gat_segment (Uint32);
*stats_d1l:1ookup_segment (pintazj;
istats dll allocate addr (HacAddresst);

(fiachddress 1);
r (Hacnddress 1);

*statB:fill:getmaddr—
*stats d1l_1ookup”addrotoco 1

tstatsnllhddr t, Uintaz);
StatsProtoco1Entry tstats"H11“lookupHprotoco1 fstatsnllnddr *; UintJ2);
StatsAddrEntry
StatsAddrEntry

StatsAddrEntry

Varaind
Varflind

Varnind
Uint32);
Import Varflind

U1nt32);
Import Varfiind

Uint32);
Import Varfiind
Uint32};

*stat§4d1Tmget dialog
*5tats_31141ookUp_flia1og (fiaohddress k, Hfichddresa t);

*stat5Hd11flget_parso

(flachddress *, Hachddress i); \

(flachddress 1};

*5tatsGetD11 (OID t, 010 t, uLnt32, varsntry *, uintsa);
*5tatsGetDll0 (OID *, OID t, Uint32, varantry t, Uint32);

*getDl1SegSun

igetnllsegsumo

*getD11SegVa1

*getD11SegVa10

(OID x,

(010 t,

(010 *,

(OID *a

OID *, Ulntjz, Varfintry 1,

OID *, Uint32, Varfintry *.

OID *, U1nt32, Varfintry *,

OID *, Ulnt32, Varfintry *,
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 Uintaz);

IWP°rt Varflind *getD1lSegProtoco1
U1nt32);

I?P°rt V3fBind *getD11SegProtoco1OU1nt32);
Import Varaind *qotD]1SagHostActive
Uintaz);
Import varaind *gatD11SegHostActive0
Uintfifi):
Import Varnind kqetD11SegTh1d
Uintaz);
Import Varflind *qetD11SegTh1d0
Uint32);

Import varBind *gctD11AddrSum
Uint32);
Import Varflind *qctD11nddrSum0
Uint32);
Import Varfiind *qotD11nddrVa1
Uint32);
Import Varflind tgatnllnddrvalo
Uint32};
Import Varflind *getD11AddrProtoco1
uintaz); _
Import varsind tgetnllnddrvrotocolo
Uint32);
Import Varflind *getD]1hddrHosthctive
Uint32);
Import varflind *gotD11RddrHostActive0
Uint32);
Import VarBind *getD11nddrPa1r
Uint32);
Import Varflind *getD11AddrPair0
U1nt32);
Import varflind figctD11nddrTh1d

- Uint32);
Import varflind *gatD11RddrTh1dO

(010

(oxn

(010

(OID

(010

(010

(OID

(OID

(OID

(oro

(OID

(OID

(OID

(OID

(OID

 
*; OID *, U1nt32, Varfintry *,

*. OID t, Uint32, varantry *.

i oIn *, Uint32, varsntry i,

*, OID *, Uint32, varzntry *,

. OID t, Uint32, varEntry *,

(OID *, OID *. U1nt32, VarEntry *,

*, OID *, Uint32, Varfintry i,

*, OID 1, Uint32, Vnrflntry *,

*, OID *, Uint32, VarEntry *,

*, OID I, Uint32, Varfintry t,

* OID *, Uint32, VarEntry *,

t, OID #, Uint32, varfintry *,

* OID *, Uint32, Varfintry *,

*, OID *, Uint32, Varsntry «,

* OID *, Uint32, Varfintry *,

*, OID *, Uintnz, VarEntry t,

OID * OID * Uint32 Varfintr iI I r Y r

(010 *, oro *, uintaz, VarEntry *,
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Import varflind
Uintaz);
Imgort Varflind
ULht32);

Import Uintaz
Import Uint32
Import Uintaz
Import Uint32
Import Uint32

Import Uint32
Import Uint32
Import Uintaz
Import Uint32
Import Uint32
Import Uintflz
Import Uint32

Import void

Import void
*)i
Import void
5tatsD1a1aqEntry *);

Import void
Import void
Import void

Import void
Import void

Import Uintaz

ft

 

*getD11AddrPairTh1d

*getDl1AddrPairTh1dO

sgtflllsegsum
setnllsaqval
setD11SegProtoco1
setflllfiégnostnctive
setD1lSeqTh1d

setollhddrsum
setflllhddrval

setDl1AddrProtoco1
setnllhddrflosthctive
setD11AddrPair
setDl1hddrTh1d
setD11AddrPairTh1d

setD11AddrDf1t5

setbllsegnflta

setD11AddrPairDE1ts (HibDlIAddrPairDefau1ts *

statsollsegkate (Uint32)
5tatsD11hddrRate {Uint32)
statsD11Dia1o9Rate (Uint32}

(010

(019

(OID
(OID
(010
(DID
(010

(010
(DID
(010
(010
(010
(010
(019

(mibnllaadrueraults t, Statsnlladdr *3;

(HibD11ScgDefau1tS *, Statsbllsegment

IF!-I-1'5?‘-Div31-Bl-1-I-$ -.-.-.~-.-.-.-.-.-.-.~.
u..-n-.

DID *,

DID

OID
DID
DID
OID
DID

OID
OID
DID
QID
OID

01D01D

3F‘l-I-S-'1!-I-atii-M-1-$39 ..-.-.-.-.-.-.-.-.-ax

Uintflz,

Uint32,

Uint32,
uintnz,
uintsz,
uintaz,
Uint32,

Uintgz,
Uint32,
Uint32,
Uint32,
Uint32,
Uintaz,
Uint32,

statsnllngenialog (StatsAddrEntry i};
statsDl1AgcAddr (5tntsAddrEntry i);

utats_d11_getHstats fstatshddrfintry i);

 

Varsntry *,

Varfintry *,

objectsyntax
objectsyntax
objectsyntax
Objectsyntax
objectsyntax

objectsyntax
Objectsyntax
Objectsyntax
Objectsyntnx
Objectsyntax
Objectsyntax
objectsyntax

I
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* D11 macros
*/

/* GctHachddrFrom0id — gets a mac address from the and of the DID */
zfdefiine GetHaI:!AC_1drFrornOic1{Bource, desk) \
for (i = 0; i < 5; i++) { \
dest.bytes{i] = source—>oid_ptr[source«>1cngth - 6 + i}; }

/* GetMachddrsFromoid — gets a mac address pair from the and of the DID R]
idefina GetHacAddr5From0id(scurca, destl, dcsta) \
for (i = 0; i < 6; i++) { \
dcst1.hytes{i] sourcc—>oid_ptr[source—>1ength - 12 + i}; \
dest2.bytes[i] source—>0id_ptr[source->1ength ~ 6 + 1]; ) \I!I1

mac address from the end of the OID
and the index which follows */

fidefine GetHacAddrIndexFrom0id(source, dest, indx] \
far (1 = D; i < 6; j++) {.\
dest.hytes[i] 2 source—>o1d_ptr[source—>1ength - 7 + 1]; } \
ind:-:1 " tsource—>oid_ptr{source->1ength — 1]

/* GetHaCAddr1ndexFrom0id — gets a

Fendif It stats_dl1_h */

Petitioners‘ EX1009 Page 232



Petitioners' EX1009 Page 233

 

  

 

'--..

**5****+*itIsw1ms15.»+»mwu11wnw
'-..

 

Path:

Date:

Revision:

Changes:

05~D6—91
O4-10-91
03*16"91
O3-12*91
03~L1—91
O2-06'91

stats_icmp.h

[description]

Copyright (C) 1991 Concord Communications Inc.
All rights reserved,

  
/hone/hawk4fma1ibu[trakker_db/nonitorfinclude/SCCS/S.Etats“icnp.h

5/5/91

1.10

WHO

DPD
DPD

DPD
DPD

fifndef stats icnp_h
Edefine stats:icnpHh

finclude "cci_std.h“
fiinclude “address.h"
éinclude "uti1.h"

Description of change. (latest

added statsNaxtIcmpAddrEntry

first)............ _ _ _ — _ _ _ ....~

added imports for thld gets/sets
Added statslcmphgehddr
Added imports for gets and sets
Cleaned up Statslcnpnddr
Created
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iinclude ”kuser.h“
tinclude ”stats.h"

 

 

  
  

/at
3 Following are to be deleted
*!

sclefine MAX_ICH.P_)\DDJ-I 15
fdefme r4Ax%1cHp_pAIus 15  
 

  
   

§definn ICHP__}{ASll__TABLE_SIZE 1:.
idefine IcMP_nIhLoG_HAsH_TABLB_sIZE 16

/¢
* ICMP Statisticsit
I  

  

  
Iv:

 

   

  
   

* Segment Statistics
*/

typndef struct statsfiicmp_segment_type{
Statscountflz frames;
StatsRatePerS ErameRate;
StatsBucketRate frameauckets;

  
  
 

StatsCount32 bytes;
StatsRateParS byteRate:
Stat5BucketRate bytefluckets;  
 
  

Statscount32 errors;
StaisRatePerS errorkate;
StatsBucketRate errorfiuckets;

  

  Sta’:sCount32 rcvoffsegs;
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StatSRatePerS
StatsBucketRate

Stntscountzz
Statsflaterers
StutsBucketRate

Stat$Count32
StatSRatePerS
StatsBucketRate

stacscountaz
StatsRatePers
Statscountiz
StatsRatePers

statscountflz
Statsnatepers
statscountflz
statsfiaterers
Statscountflz

statsRatePerS
statscountaz
StatsRatePer5
statscount32
Stat5RatePerS
statscountfiz
StatsRatePers
StatsCount32

tatsRatePerS
Statscountflz
StatsRatePerS
Stat5Count32
StatsRatePerS
StataCount32
statsRatePers
Statscount32

 
rcvfiffsegkate;

rcvoffsegnuckets;

xmtflffsegs;
xnt0ffsegRate;

xmtoffsegauckets;

transits;
transitRato;

transitBuckets;

echukeq;
echoReqRate;
cchofleply;
echoRep1yRate;

de5tUnrNat;
destUnrNetRate;
destunrfiost;
destunrflostnate;
destunrprotocol;
destUnrProtoco1Rate;
destunrport;
de5tUnrPortRate;
destUnrFrgmt;
destUnrFrgmtRate;
dastunrsrcnoute;
destUnrSrcRouteRatc;
destunrfletunknown;
destUnrNetUnknoHnnate:
destunrflostunknowng
da5tUnrHostUnknownRate;
destUnrHostIso1ated;
destUhrHostIso1atedRate;
de5tUnrHetProhibited;
de5tUnrHatProhibitedRate;
destUnrH6stProhibited;
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StatsRatePerS
Stat5Count32
StatsRatePerS
Stats¢ount32
StatsRatePerS

statsCount32
StatsRatePerS

Statscountzz
StatsRatePerS
Stat5Count32
StutsRatePerS
StatsCount32
StatsRatePerS
Statscountfiz
statsnatepers

Stat5C0unt32
StatsRatePerS
StatsCount32
StatsRatePerS

Stat5Count32
StatsRateEers
Statscountaz
StatsRatePerS

Statscountflz
StatsRatePerS
Statscountaz
StatsRataFerS

longer used ifStatscnuntflz
StatsRatePerS
Statacountaz

 

 destUnrHu5tPrbhibit2dRate;
destUnrNetTos;
de5tUnrHetTu5Rate;
destUnrHostTo5;
destUnrHostTosRate;

srcfluench;
sr¢QuénchRnte;

redirflet;
redirfietkate;
rcdirflostj
redirHostRate;
redirNetTos;
redirHetTo5Rata;
redirHostTos;
redirHostTosRatu;

timeExceededInTransit;
timufixcaededInT:ansitRate;
timaExceededInReass;
tineExceededInReas5Rate:

paramvroblen;
paramProb1emRate;
paramproblemoption;
paramProblem0ptionRate;

timestampneq:
tinestampfleqfiata;
timestampfleply;
tima5tampRep1yRate;

addrflaskfleq;
addrHaskReqRate;
addrMuskReply;

 

/* information req/reply no
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StatSRatePorS 

 

 
 
 
 
 
 
 
 

 

 
 
 
 
 
 

 

 

 
 
 

 

 
 

} Statslcnpsegment;

;*
* Address Statistics
*/

{
StatsCount32
StatsRatePetS
Stfltsfiucketkate
Statscountzz
StatsRatePerS
StatsCount32
Stat5RatePerS

StatsCount32
StatsRatePerS
StatsBuuketRate
StatsCount32
StatsRatePerS
statscountaz
statsRatePerS

StatsCount32

StatsRa§ePerS
statsnucketflate

statscpuntgz
Statsflatevers
statscountaz

statsR§tePers

Statscountaz
StatsRatePerS

addrfiaskneplyflate;

typedef struct stats_icmp_addr;type

frames;
framaflate;

framenuckcts;
rcvFrame5;
rcvFrameRate;
xmtFrames;
xmtFrameRate;

bytes;
byteRate;

bytanuckets;
rcvflytes;
rcvByteRate;
xutfiytes;
xntflytenate;

errors;
errorRate;

errornuckets;
rcvfirrors;
rcvErrorRate;
xmtfirrors;
xmtfirrorkata;

rcvoffsegs;
rcv0ffScqRate;
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StatsCount32
StatsRatePerS
statsflucketfiate

Statscountfiz
StntsRatePerS
statsCouht32
StatsRatePerS

Statscountaz
StatsRatePerS
statscountaz

StatsRatePerS
Statscouhtaz
stat5RatePerS

Statscountsz
StataRataPerS
statscpuntaz
StatsRatePérS
Statscountflz
StatsRntePerS
Statscountflz
StatHRntePcrS
StatsCount32
statsRatePers
Statscountflz
Stat5RatePerS
statscountsz
3tatsRatePerS
StatsCount32

StatsRatePerS
Statscountflz
statsRatePerS
statscauntaz
statsRatePcrS

 
statsnucketflate

 

xmtoffsegs;
xmtoffsegkate;

rcvOfESegBucket5;

  
xmtoffsegfluckets;

rcvEchoReq;
rcvEchoReqRate:
xmtEchoReq;
xmtEchoRaqRate;
echcfleply;
echoneplynate;
rcvEchoRep1y:
rcvEchoRep1yRate;
xmtEchoRep1y;
xmtEchoRep1yRate;

rcvnestflnrflet;
rcvDestUnrNetRate;
rcvnestvnruost;
rcvDe5tUnrHostRate;
rcvDestUnrProtoco1:
rcvDestUnrProtoco1Rate;
rcvDestUnrPort;
rcvDe5tUnrPortRate:
rcvDestUnrFrgmt;
rovDestUnrFrgmtRatc;
rcvDestUnr5rcRoute;
rcVDe5tUnrSroROuteRate;
rcvnestunrfletflnknown;
rcvDe5tUnrHetUnknownRate;
rcvnestunrnostunknoun;
rcvDestUnrHostUnknownnute;
rcvDestUnrHostIEo1ated:
zcvneatunrfloatlsolatodflata;
rcvnestunrfletprohlbited;
rcvnustUnrNetProhib1tedRate;
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Statscountflz
Stat5RatePerS
statscountaz
StatsRatePerS
Statscountaz
StatsRatePerS

Statscountaz
5tatsRatePers
Stat5C0unt32
StatsRatePers

Statscountaz
StatsRatePerS
Statscountfiz
StatsRatePerS
StatsCount32
Stat$RatePerS
3tatsCount32
StatsRatePorS
StatsCuunt32
StatsRatePers

StatsCount32
StatsRatePerS

-Stat5Count32
5tatsRatePerS
StatsCount32
StatsRatePers
StatsCount32
statsflatevers
Statscountlz
tatsRatePer5

Statscountfiz
StatsRatePerS

statscountaz
StatsRatePers
Stat5Count32

 rcvDestUnrHostProhibited;
revuestUnrHostProhibitedRate;
rcvDestUnrHetTos;
rcvDestUnrHetTosRate;
rcvDestUnrHostTos;
rcvDestUnrHostTosRate;

 xmtDestUnrHet;
xntDestUnrHetRate;
xntnestunrflostj
xntDestUnrHostRate;
xmtDestUnrProtqcol;
xmbDestUnrProtoco1Rate;
xntDestUnrPort;
xmtDestUnrPoxtRate;
xntDestUnrFrgmt;
xmtDe5tUnrFrgmtRate;
xntDE5tUnrSrcRoute;
xmtueatunrsrcfloutenate;
xmtnestunruetflnknown:
xmtDestUnrNetUnknownRate;
xmtnestunrflostunknown;
xmtnestvnrflostunknownRate;
xmtDe5tUnrHustIso1ated;
xmtDe5tUnrHa5tIsolatedRata;
xmtnestunrnetprahibited;
xmtDestUnrHetProh1bitedRate;
xmtnestunrflosbprohibited;
xmtDeatUnrHostProhibitedflate;
xmtDestUnrNetTos;
xmtDe5tUnrNetTdsRate;
xmtDestUnrHostTos;
xmtDcstUnrHostTosRate;

  
 
 

 
  

      

  
  

 rcvsrcquench;
rcvSrcQuenchRate;
xmt5rcQuench;  
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Stat5RatePerS

Stat5COunt32
statsRaEePers
statécountflz
Stat5RaEePerS
statsqountaz
5tatsRatePers
Statscountflz
StatsRatePerS
Statécbhntaz
statsnatepers
Statscountaz
StatsRatePers
stat§C§uflE32
5tatsRatePerS
StatsCount32
StatsRhtePérS

scatscountaz
statanatepers
Statscounhzz
statsnatépcrs
StatsCount32
StatERat%?9r5
StatsC¢unt32
StataRatePerS

statéQ§upt32
Statgnatcfiers

-Statacountfiza
'stat$R§p¢Pér$
'$tat9Couht32”

.'$¢fitS“#t9P°F$

xmtsrcQuenchHate;

rcvRedirNet;
rcVRad1rHetRate;
rcvRed1rHost;
rcVRédi;HOstRate;
tcvRed1rfletTos;
rcvRed1rNetTosRate;
rcvRédirhostTo5;
rcvRedirHo5tTosRate;
xmtkeditflgt;
xmtaedirnetnate;
xmtkedirflostg
XmtRedirflostRate:
xmtRedirNetTos;
xmtRadirHetTosRate;
xmtngdiruostmos;
xmtRedirflostTp5Rate;

rcvTimeExceeded1nTransit;
rcvT1neBxceededInTransitRatc;
rcvrinefixceededlnneass;
rcvTiheExcegdedInRea5sRate;
xmtTimeExceededInTransit;
xmtTimeBxceededInTransitRate;
xmtT1meEk¢eédedInReass;
xmtTineExceededInnéassfiate;

rovPqramP:ob1ea;
xgvparamfiroblenkate;
tcvRarqmPfob1emQption;
rpvPardmPtob1em0ptionkate;
xmtP§rayPr9b1en;
xmtparanrroblennate;
xhtPar§fiProbIeh0ption;
xmtParamPrcb1emOptiqnRate;
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StatsCount32

StatsRatePerS
StatsC0unt32

StatsRatoPerS
Statscountfiz
StatsRatePorS
StatsCountJ2
statsRatePerS

StatsCount32
StatsRatePerS
StatsCount32
Stat6RatePer3
statscountaz
StatsRatePers
Stat5Count32
StatsRatePerS

FBQhcad_type

} Stats1cmpAddr;

;a
r Global Data Structures

*1
Import Statsnddrfintry
Import Statslcmpsegment

Import 5tatsAddrEntry
Import statsIcmpSeqnent

Import Statshddrfintry
Import StatsIcmpAddr

rcvTimastampReq;

rcVTimestampReqRate;
xmtTimestampReq;
xmtTimestanpRaqRate;
rcvTimestampRep1y;
rcvTimestanpRep1yRate;
xmtTimestampRep1y;
xutTimestampRep1yRate;

rcvAddrHaskReq;
rcvnddtfiaskfleqflate;
xmtAddrHaskReq;
xntnddrfiaskfleqflate;
rcvnddrfiaskfleply;
rcvAddrMaskRep1yRate;
xmthddrflaakfieply;
xmtAddrHa5kRep1yRate;

dialogq; /# Queue at StatsUia1ogLink types if

ticmp_tnis_seg_addr_ptr;
#icmp_thia_seg_stats_ptr;

*icmp_src_seg_addr_ptr, *icmp_dst_;eg_addr_ptr;
k1cmp_srcHgagHstatsHptr, iicmp_dst_seg_stats_ptr;

*icnp_src_node"addr;ptr, *icmp_dst_node_addr_ptr;
kicnp_src_node_stats_ptr, *iCmpHd5tHnode_5tat5_ptr;
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Import statshddrantry *icmp_dia1og_addr_ptr;
Import StatsDia1ogEntry #icmp_dia1og_stats"ptr;

Import FBQentry_type *statsNextIcmpAddrEntry;
Import FDQentry_type *statsNoxtIcmpPairEntrY;

Import Vnrnind *(*statsGetIcmpSug[5])
Import VarBind *(*statsGetIcmpSeg0[5])
Import Varaind *(*statsGotIcmpAddr[7])
Import varflind *(*statsGetIcmpAddr0{?})

Import Uint32 (*statsSetIcmpSog[5)) {);
Import U1nt32 (*statsSetIcmpAddr[7]) (1;

Import Statsnddrnntry *icmpHhash_tab1o[ICHPmHAsH_ThBLE_SIZE];
Import Statshddrfintry *iCmp4Qia1Ug_fia5hmtable[1CHP_DIALflG“HASHmTABLE_SIZE3;

*

/* Local data structures:1:

Import Uint32 icmp_hash;
Import Statsnddriintry *icmp_hash_r1inJ-c;
Import StatsAddrEntry *icmp_prev1ous(hasmA1ink;
Import Uint32 icmp_dial09__hae=h:
Import statshddrEntry ticmp_dia1og;fiash_1ink;
Import 5tatsAddrEntry iicmp"previous_dia1og_hash_1inx;

/1
* Global Routines
*/

Import-Uint32 stats_1ompminit ()F _ I
Import statshddrfintry *statsmIcmp_get_5egmcnt (U1ntJz);
Import 5tatsAddrEntry istats_1cmp_1ookupWsegment (U1nt32);
xmport statgAqdrEntry kstats_icmp_a11ocate_addr (Uint32 i);
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Import
Import
Import
Import

Import
Import

Etatshddrfintry
StatsAddrEntry
StatsAddrEntry
statshddrfintry

Varnind
Varfiind

(uintaz 1);
(UInt32 *);
(U1ntJ2 *, Uintaz *);

istatsflicmpfigetfladdr
tstats_iomp_1ookup_addr
tstats icnpMget_dialoq

*statsM:Cmp~1ookup(dialog (Uint32 t, uLnt32 t);

istatscetlcnp (OID i, OID *, uintaa, Varfintry *, Uint32);
istatsGetIcnp0 [OID *, OID *, uintzz, UarEntry *, U1nt32);

Import Varfilnd
uintnz);
Import Varflind
Uint32);
Import Varfiind
Uintaz):
Import Varfiind

-Uintaz);
Import Varnind
Uintaz);
Import Varaind
Uint32);
Import Varnind
Uint32);
Import Varnind
uint32);
Inport Varnind
Uint32);
Import varaind
Uint32);

Import Varflind
Uint32);
Import Varnind
Uint32);
Import Varnind
Uint32);

*getIcmpSegsum

*getIcmpSegSum0

*gotICmpSegVa1

*getIcmpSegVa1O

*getIcmpSegProtoco1

*qetIcmpScgProtoco1o

*getIcmpSegHostActive

*getIcmpSegHostActive0

*getIcmpSegTh1d

*gotIompSegTh1dO

*getICmpAddrSum

*getIcmpAddrSum0

igetlcmpnddrval

(010

(orn

(urn

(DID

(DID

(OID

(OID

(DID

(oxn

(OID

(OID

(CID

w, oro 1,

010 t,

OID

DID

orn

DID

orn-

oxn +,

(DID *, DID *, Uint32, Varfintry *,

*, OID *,

*, OID t,

*, OID *, Ulnt32, Varfintry R,

*, OID *,
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Uint32, Varfintry *,

Uintaz, varnntry *,

Uint32, Varfintry

Uintaz, Varzntry

Uint32, Varfintry

Uint32, varfintry

Uintsz, Varfintry

Uintaz, Varnntry

ulntaz, Varzntry *,

uintaz, varfintry *,

uintaz, Varflntry *,
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Import varnina *getIcmpAddrVa1O {OID 1, 010 «, Uint32, varrntry *,
Uint32);

IEP:Tt)VfirBind *getIcmpAddrProtoco1 (OID *, OID t, Uint32, Varzntry *,U1n 32 ;

I?P°Ft VarBind *getIcmpAddrProtoco10 [OID *, OID *, Uintfiz, Varfintry 1,U nt32);

Import Varnind tgetlcmpaddrflosthctive (OID *, OID *, Ujnt32, Varfintry I,
Uint32);
Import Varflind *getIcmpAddrHostIu:t_ive0 (OID *, OID V, Uint:32, Varflntry *,
Uil'|t32) ‘ '
Import éaraind *getIcmpAddrPair gorn :, orn w, uintaz, varrntry w,
Uint32);
Import Varaind *getIcmpAddrPairO (OID *, OID *, Uintaz, Varfintry *,
U1nt32) ‘
Import Garnind *getIcmpnddrTh1d (OID *, OID i, uintaz, Vnrfintry i,
U1nt32);
Import Varnind *getIc:mphdd):'I‘h1dO {OID *, OID *, Uint32, Va.rEntry *,
Uint32);
Import varnind *getIcmpAddrPairThld (o1n t,-010 a, uint32, varfintry ;'
u1nt32)-
Import &arflind *qetIcmpAddrPairTh1d0 (OID *, OID *, Uint32, VarEntry *,
Uintaz); -

Import Uint32 setlcmpsegsun ' (OID 3, OID *, U1nt32, Objectsyntax *);
Import Uint32 setlcmpsegval (OID *, OID *, uintaz, objectsyntax 1);
Import U1nt32 setIcmpSegProtoco1 (OID *, OID *, Uint32, ohjactsyntax *3;
Inport Uint32 seticmpsegflosthctive (OID *, OID *, Uintsz, Objectsyntax *),
Inport Uint32 5etIcmpSagTh1d (OID t, OID t, U1nt32, Objeotsyntax t);

Import Uint32 setlcmphddrsum (OID *, OID *, Uintsz, Objectsyntax i);
Inport Uint32 setlcmpnddrval (OID 1, OID *, Uint32, objectsyntax t);
Inport Uint32 5etIcmpnddrProtoco1 (OID *, OID *, U1nt32, Objactsyntax *);
Import uintnz setlcmpnddrflostnctive (OID *, DID *, Ulnt32, Objectsyntax *};
Import Uint32 setIcmpnddrPair (OID *, OID *, Uint32, Objeutsyntax R};
Import Uint32 setIcmpAddrTh1d (OID *, DID *, U1nt32, Ohjaotsyntax *);
Import Uint32 setIcmphddrPa1rTh1d (OID *, OID *, U1nt32, Objectsyntax i);   
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Import Void setIcnphddrDElts (HibIcmpAddrDefau1t5 *, StataIcmpAddr
i)-
Import void setlcmpsegvflts (flibrcmpsegbefaulta i, Statslcmpsegment
*);
Import void 5etIcmpAddrPairDf1ts (HibIcmpAddrPairDofaults i,
5tatsDia1ogEntry t);

Import void 5tat:IcmpSegRate (Uint32);
Import void statsIcmpAddrRate (Uint32};
Import void statslcmpbialoguate (uintflz);

Import void statslcmphgenialog (StatsAddrEntry *1;
Import void statslcnphgehddr (statshddrfintry *);

Import U1nt32 , stat5Aicmp_get“stats (statsAddrEntry *);

fiendif /* stats_icmp_h
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Date:

Revision:

Changes:

HH~DD-YY

O4-10-91
03-1E*91
03~13—91
O3-12-91
O3"11~91
02-2B“9l
02—D5-91
01'31"91

0l—OH—91
01-07~91

'8
i
i
‘k
1
‘I
'8
"R
"R
‘I
1-
*
it
-A
-I:
it
i'
‘k
*

'1-
‘R

9:
*-
i'
*
t
I
‘A
‘k
*
i

I

 

stats_ip.h ~ {description}

Copyright (c) 1990 Concord Communications Inc.
All rights reserved.

/h0Ee/hafikd/malihuftrakker_dh/monitor/include/SCCS/s.stats ip.h

6f5/91

1.19

WHO

DPD
KR
DPD
DPD
DPD
DPD
DPD
KR

DPD
KR

fiifndef stats_ip_h
{define s.=.tats_1p_h

-KR

Description of change.

added imports for thld gets/sets
added statsIpngeAddr
fixed bug in 'GetIpAddr' macros
added import of stat5"ip_get_stats
added flowctrls and frgmt buckets to Statslphddr
general c1ean—up
added IP macros
added real stuff

removed [defines related to alarms to a1arm5.h
removed StatsIpAddrEntry

initial
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{include "cci_std.h"
flnclude “addre5s.h"
{include “uti1.h“

{include "kuser.h"
finclude "stuts.h"

It
* Following are to be deleted
*/

ficlefine H.M(__IP_ADDR 32
{define HAX_1P_PAIRs 32

aiderine IP__!lASH__'I'.?\BLE_z':‘-IZE 15
sci-zrine IP_DIALOG_HhSH___T.?\BLE_SI2.E 15

1* .t IP Statistics

1; .

/* . .
* Segment Statastzcs
a; ‘

typedef struct statshipgseguentmtype
{
StatsCount32 frames;
statsRatePerS framenate;
stat5BucketRate framenuckets;

Statscountaz bytes;
StatsRateParS bytekate;
Statsflucketnate bytefluckets;

StatsCount32 errors;
StatsRatePers errorRate;
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  Statsauckétnato errornuckets;
  

  
    

Stat$CuuntJ2 rcvofrsegs;
StatsRatePer5 rcvoffseqfiata;
Statsaucketnate rcvoffseqfiuckets;
  

  
  

Statscountflz xmtoffseqs;
statsRatcPets xmtoffsegnate;
statsflncketnate xutoffsegfluckets;
 

  
  

StatsCount32 transits;
statsRateP9rS transitRate;
stats3ucketRate trans1tBuCkets;
 

    
    

statscountzz flowctrls;
StatsRatePerS flowctrlnate;
Statsaucxetkate flowctrlnuckets;
 
  
  

StatsCount32 beasts;
5tatsRataPerS bcastnate;
statsfiucketflate bcastfluckets;
  
    
  

Statscountflz mcasts:
StatsRatePerS ncastRate;
StatsBucketRate ucastauckets; . 

  
statscountaz frgmts;
StutsRatePerS frgmtkata;
Statsnucketnate frqmtuuckcts; 

  statscountaz hdrBytes;
StatsRatePerS hdrnytenate;

    Qhendfltype protoco1Q;

} StatsIpSegment;
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/* .
* Address Statistics
‘I

typedef struct stats_jp_addr_typa
{
5tatsCount32
StatsRatcPnrS
Statsflucketnate
Staascountaz
5tat$RatePerS
StatsCount32
StatsRatePerS

StatsCount32
StatSRatePerS
Statsfiucketflate
Stat$Count32
Stat6RatePerS
statscountaz

StatsRatePorS

Statssountsz

StatsRatePerS
Statshucketkate
StatsCount32
StatsRatePerS
StatsCount32
StatsRatePerS

statsCount32
statsRatePer5
StatsBucketRate

stausCount32
statsRatcPers

frames;
frameflate;

framefluckets;
rcvfranesf
rcvFrameRate;
xmtFrames;
rwtPrameRate;

E. :'tv.‘.*:‘.,-
njfekate;

nytenuckets;
rcVBytes;
rcvbytenate;
xmtfiytes;
xmtByteRate;

F.3‘t'D1'S ;
errorRate;

errornuckets;
rcvfirrors;
rcUBrrorRate;
xmtfirrors;
xmtErrorRate;

rcvoffsegs;
rcvoffsegnate;

rcvoffsegfluckets;

xmtoffsegs;
xmt0ftSegRate;
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Stat5BucketRate

StatsCount32
statsRatePers
statsnucketnate

StatsCount32
StatsRatePerS
Statsflucketnate

Statécountaz
stat5RateParS
Stat5BucketRate

Stat5Count32
StatsRatePerS
Statscountaz
$tatsRatePerS

Statscountsz
StatsRatePerS
Statssucketnate
Statscountflz
StatsRatePerS
StatsCount32
StatsRatePerS

Qheflfl_type
FBQhondfitype

} Statslphddr:

*

a Global Data Structures

 

 
flowctrls;
£1owctr1Rate;

flowctrlfiuckets;

xntncasts;
xmtficastnate;

xmtflcastfiuckets;

xmtHcasts;
xmtncastnateg

xmtHca5tBucket5;

rcvfldrflytes;
rcvHdrByteRate;
xmtfldrsytes;
xmtHdrByteRate;

frgmts;
frgmtnute;

frqmtfluckets;
rcvFrgmts:
rcvFrgmtRate;
xmtFrgmts;
xmtFrqmtRate;

protoco1Q;
dialoqo; /* Queue of
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*1
Import ‘tatahddrfintry
Import statsIp3ogment
Import 5tatsProtoco1Entry

Import statsAddrEntry
Import atatslpsegment
Import 5tatsPrOtooolEnt:y

Import StatsAddrEntry
Import Statslphddr

Import Statshddrflntry
Import Statsnialogflntry

Import StatsBrotocolEntry

Import 5tatsAddrEntry
Import StatsAddrEntry

Import FBQentryhtype
Import FBQentry_type

Import Varflind
Import varBind
Import Varflind
Import Varflind

lmport Uint32
Import Uint32

/it
* Local data structures

*/
Import Uint32 

 
*1p_this_seg_addr_ptr:
*ip_this_5eg_§tat5_ptr;
*ip_this_5eg_protoco1_ptr;

*ip_sroHsogfladdr_ptr, *ip_dst_seg_addr_ptr;
*ip_5rc_5eg_Btatsmptr, *ip_dst_scg_stats_ptr;
*ip_s:oHseg_protoco1_ptr, *ip_dst_seg_protoco1"ptr:

*ipisrcfinode_addr_ptr, *ip_dst#node_addr_ptr:
*ip_Src_node_5tats_ptr, *ipHdst"nodcHstats_ptr;

-*ip dialog add: ptr;
*ip:fiia1oq_stats;ptr;

*ip_src_node_protoco1_ptr, *ipndst_nodePprotoool_ptr;

iipfihashfitablefIP#HASH_TABLE_S1ZE 1 ;
*ip__d,1'.alog_ha5h_tab1o[IP_DIALOGAfl1\S}!fiTJ\BLE__SIZE] ;

*statsHextIpAddrEntry;
*statsNextIpPairEntry;

*(*statsGet1pSeg[5}) (
*(*statsGetIpSegOf5])
*(*statsGetIpAddr[7])
*(*atatsGetIpAddr0[7]

((*statssetIp5eg[53}
(*statsSetIpAddr[7])

ipJhash;
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Import
Import
Import
Import
Import

/I’

Statsnddrfintry
StatsAddrEntry
uintaz
Statshddrfintry
StatsAddrEntry

* Global Routines
-/

Import
Import
Import
Import
Import
Import
Import
Import
Import
Import

Import

Import
Import

Import

Import

Import

Import

Import

Uintaz
Statshddrfintry
Stutsaddrfintry
Statshddrfintry

Statshddrfintry
Statshddrfintry

Statsaddrfintry
StatsAddrEntry

StatsAddrEntry

varflind
Varaind

varaind

Varflind

VarBind

Varflind

Varfiind

iip hashm1in';
*ip_previous_hash_1ink;
ipmdialog_hash;
*ip dialog hash link;
iip:prev1oEs_fli31ogHhash_1ink;

stato_ipminit ();
*statsAipMgetmsegment (Uint32};

istats ip_1ookup_§eqment (Uint32};
*stat5:ip_a1locatefiaddr (Uint32 k);
*5tats_ip_getHaddr
*statsH1p_1ookupHaddr

stat5Prot0colEntry *stats_ip_get_protocu1
5tat5Protoco1Entry *5tats#ip_1ookup+p:otUco1 (

istats ip_get d1a1oq

|Uiht32 *);
(Uint32 r);
(5tatsIpAddr *, Uint32};

StatsIphddr *, Uint32};
{Uint32 *, Uint32 w);

i5tats_Ip_lookEpwdialog (UintJ2 *, Uint32 +1;

*stats_ip_get_parse (Uint32 *);

*5tatsGetIp (010 *, DID *, Uint32, varnntry *, uintzz);

igetlpsegsum

*getIpScgSum0

tgetlpsegval

*qetIpSegVa1O

*getIpSegProtocol

(DID *,

(OID

(OID

{CID

(010

OID *,

01D *,

010 *,

DID *,

DID *,

Uint32,

Uint32,

uintaz,

U1nt32,

Uint32,

Varfintry 1,

varfintry t

Varfintry *,

VarEntry‘*

VarEntry *,

istatscetlpo (DID *, OID 1, Uintnz, Varfintry *, Uintaz),

-

 

23?

Uint32):

Uint32);

Uint32);

Uint32);

uintaz);
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Import

Import

Import

Import

Import

Import

Import

Import

Import

Import

Import

Import

Import

Import

Import

Import

Import

Import

Varflind

Varfllnd

Varnind

Varnind

Varflind

Varnind

VarBind

Varaind

Varaind

VarBind

VarBind

Varfiind

VarBind

Varflind

Varnind

VarBind

Varflind
U1nt32);

Varnind

 

*getIpSegProtocol0

*getIpSegHOSthCtive

*qetIpSegH0sthctive0

*gEtIpSegTh1d

*getIpSegTh1dO

igetlphddrsum

*getIpAddr5um0

iqatlphddrval

*getIpAddrva10

*getIpAddrPr0tuc01

iggtIpAddrProtoc010

igetlphddrflosthctive

igetIpAddrMostActiVeO

igetlphddrvair

*getIpAddrPair0

*gBtIpAddrThld

*getIpAddrTh1do

*getIpAddrPairTh1d

(010

(010

(010

(OID

(DID '

(010

(010

(010

(010

(010

(010

(010

(010

(010

(010

(OID

, 010 t,

i, 010 t,

t, 010 t,

n, 010 *,

a, 010 t,

1, 010 *,

a, 010 *,

1, 010 i,

s, 010 *,

1, 010 *,

, OID *,

Uint32,

uintaz,

Uintlz,

Uint32,

uintaz,

U1nt32,

uintzz,

Uint32,

Uint32,

Uint32,

Uint32,

u1nt32,

Uint32,

Uint32,

Uint32,

uintaz,

varEntry *,

Varflntry *,

Varfintry *,

varfintry *,

Varflntry *,

UarEntry *,

Uarfintry 1,

VarEntry *,

Varfintry i,

varfintry 1,

Varfintry *,

Varfintry *,

VarEntry *,

varzntry i,

Varfintry *,

Varfintry *,

238

uintazy;

Uintazi;

uintaz);

Uintazj;

Uint32);

Uintaz);

uintaz);

uintazy;

Uint32);

uint32);

U1nt32);

Uintazj;

Uintaz);

Uintaz);

Uintaz);

Uint32];

(010 t, 010 w, uintaz, VarEntry *,

(010 i, 010 *, Uint32, varfintry i, Uint32);
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Import Varfiind

Import uintaz
Import Uint32
Import Uint32
Import Uint32
Import Uintflz

Import Uint32
Import Uint32
Import Uint'.32
Import Uint32
Import uintaz
Import Uintaz
Import Uint32

Import void
Import void
Import void
5tatsDia1oqEntry i);

Import void
Import void
Import Void

Import void
Import void

Import Uintaz

/i
* IP Haoro's
*1

/i GetIpAddrFromOid - gets a ip address from the end of the DID */

iqetIpAddrPairTh1d0

uctlpsoqsum
aatIDSegVa1
setIpSegProtoco1
setlpseqfiostnctive
5etIpSegTh1d

setlpnddrsum
setIphddrVal
setIpAddrProtocol
setlphddruosthctive
setIpAddrPair
setIpAddrTh1d
5etIpAddrPairTh1d

satlpfiddrbflts
setlpseqnflts

(OID *,

(urn
(OID
(OID
(010
(010

(OID
(OID
(010
(010
(CID
(oxn
(OID

l!"D‘.‘-1'l-|'.'-1'.‘-)'.-!-1'1-I-I-‘SP -.-.-.-.-.

019 *,

0:0
010

pxn
OID
OID

OID
OID
OID
OID
OID
OID
OID

Uintfifi,

Uint32,
Uintaz,
Uintaz,
Uint32,
Uintsz,

i-I-II-I-$ --n-.-.
U1nt32,
uintaz,
uintaz,
Uintaz,
uintaz,
Uint32,

, Uintjz,
l‘>l-#v10->i-H-H- -.~.u-.--u
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varfintry *, Uintaz);

Objectsyntax
Objectsyntax
Ohjcctsyntax
Dhjectsyntax
ohjectsyntax

#-I.9-3%I- -..-..-..-up-ha
Objectsyntax
Ohjeotsyntax
objectsyntax
objactsyhtax
objectsyntax
Ohjectsyntax
Objectsyntax

In1-III-IIIfl -no-..-...-..a-_-.4-.—-..an_—-.4-.p-up ----u-u.w.-uw.an
(fliblphddrbefaults *, Statslphddr s);
tnihlpseguefaults t, StatsIpSegment i);

setIpAddrPairDf1ts (HibIpAddrPuirDefau1ts *,

statslpsegflate (uintaz);
stutstphddrnate (UintJ2);
statsIpD1alogRate (Uint32);

statsIphgeDia1og (statshddrflntry 1);
(StatsAddrEntry *);statslphqehddr

5tats_ip"getMstats (statsnddrfintry *);
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Idefine cetIp1\ddrFromo1c1(.-aource, dost) \
dest = (sourca~>oid_ptr{source—>1ength - 1}) + \
(source->oid_ptr[source—>1ength — 2] << 3} + \
(source—>oidmptr[source~>1ength » 3] << 16) + \
(source«>nid_ptr[source—>1ength ~ 4] << 24};

/* GetIphddrsFromoid » gets a ip address from the and of the 01D */
idefine GetIpAddrsFrom0id(source, dest1, dest2) \
destl = (source~>o1d"ptrfsource—>length ~ 5]) + \
(sourca—>o1d#ptr[source->1ength - 6} << 8) + \
(source»>oidmptr{source—>1ength — 7} << 16} + \
(source—>oid_ptr[squrce«>length — 8} << 24); \
dest2 = (source->oid_ptr[source->1ength ~ 1]) + \
(source—>oidmptr[nource—>1ength — 3] << H) + \
(source~>oid_ptr[source—>1ength — 3} << 16) + \
(source~>oid_ptr[saurce->1ength ~ 4} << 24);

/i Get1phddrIndexFromoid ~ gets a ip address from the end of the OID */
#define GetIpRddrIndexFromOid(source, dest, indx) \
dest = (source->oid"ptr[5ource—>length « 2]) + \
(source~>oid_ptr[source->1ength ~ 3] << 8) + \
(source—>oid_ptr[source—>1ength — 4] << 16) + \
(source—>oid_ptr[source—>1ength ~ 5] << 24); \
indx : source—>oLdHptr[source->1ength - 1]

fendif /* stats__ip__h */
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stat5“nES.h

(description)

All rights reserved.

Date: 8/8/91

Revision: 1.15

Changes:

_.._._.......___ .n-.- ....--........ ..... ......_..~—....

ir
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I:
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i
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A
i:

I

iifndef etata_nfsfih

 
Copyright (c) 1991 concord Communications Inc.

Path: /home/hawkd/ma}ibu/trakker_db/monitor]incLude/SCCS/s.statsfinfs.h

Description of change. (lafest first)

Hoved NFS VERSION to protoc0ls.h07*E5~91 KR _
06-18-91 KR Added flowctrls to dialog

Added stats_nfsH1onkup_ptrs
D6-11—91 Kn Added status field to file system type

and stats_nEe_dea11ocate_fi1e_eyatem .
06~0?-91 KR Moved program numbers to 5tats.h
06«06~91 KR Added ptr to history
06-05-91 KR Added dialogs
06-04~9i KR Added file system defs and file hash extorns
06-02-91 KR Added state stuff
05—31-91 DPD Added support for sump getjset and rates
05—08~91 KR Created
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2¢2

fdefine stat5_nfs_h

finclude "cci std.h"
finclude "add?ess.h"
Finclude “uti1.h“
fiinclude "kuser.h"
finclude "stats.h"

#define NFSHFHSIZE J2
ardetine NFS_HAXDA‘1‘A ‘ 3192
fldetine HFS_HAXHAHLEN 255
§dafine NFs_MAxpATnLEu 1024
fdefina HFSHCGOKIESIZE &

#define STATS#HFS_FILE_SYSTEMELENGTH 54

fidetine NFS SERVERmHASH_TABLEHSIZB 43
{define NFs:cL1EHT_HAsH_TABLE_sI2E 43
#define NFS_DIALOG_HA8H_TABLE”SI2E 43
fidefine NFSHrILELHASHhTABLE_SIZE 43

#define HF$_HISTORY_EHTRIES B

fidefino NFS_fiNSHERED
fidefine NFS_0UTSTAHDING OF‘140gdetine NFS$FILE_INmUSE
fdefino NFS_FILEHNEW

/i.‘
i Following are to be deleted
*1
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fdefine NF$_HAXwADDR 32
fidefine uEs_MAx_rAIRs 33
/* and of to bé deleted */

 

/i

*/NFS Segment statistics1

typedef struct stats_nEs_segment_type
{
StatsCount32 ops;
statsRatePerS opnate;
Statsnucketkate opfluckets;
Statscountaz readops;
StatsR&tePe:S readOpRate;
StatsCount32 writoops;
StatsRatePgrS writeOpRate;
Statscountpzu writecacheops;
statsRfitePerS uriteCache0pRate;

statscpuntgz bytes;
StatsRatePerS byteflate;
StatsBuqketRate bytefluckets;
Stats¢qunt32 readflytes;
StatsRatePefS readflyteflate;
statscountsz Hritenytes;
5tatsRatePerS writeByteRate;

StatsCount32 rcvoffsags;
statsRateFerS rovoffsegkate;
Statsnucketkate rcvoffsegfluckets;

Stat5Count32 xmtoffsegs;
StatsRatePerS xmtoffisegnate;
Stat5BucketRate xmt0ff$cgBuckets;
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Statscountaz
StatsRatePerS’
StatsBucketRate

StatsCount32StatsRdtePer-
Statsnuoketkaue

Statsgount32
Stat$RatePerS
statsfiucketkate

StatsCount32_
Stat5RatePers

StatscQgnt32
Stat§RatePérS
StatsBucketRate

StatSRpc

Stntscountflz
StatsRatePerS

Stat$Count32
StatsBa§ePers
statscquntsz

Z-_spatsRa;e9ers
-5tatspdunt32—
statéRate?érS‘

é 'Stat§dofint32
BtatéRatePerS
_Stat§¢pfi§§32'

'fStatsRateBer3
scaeépoungaz.

-f$t3F$R”féPérS
=gtatscayn:32

transits;
transitnate;

transitBuckets;

flauctrlsg
f1owCtr1Rate;

flowctrlnuckets;

rexnts;
rexmtnate;

rexmtBuckQts;

frgmts;
frgmtRate;

errors;’
errorRate;

errarBuckets;

rpcstats;

mountrailuresg
mountfailurekata;

nfsErrPerm:
nfs$riPermRate;
nfsErrNoEnt;
n£SHrrBdEntRate;
nfsfirrlo;

'n£5Efr10Rét¢;
nfisfitruxro:
nfsfirxfixlonate;
nfsfitrhccess:
nf$EtxAqcessRate;
nfsfirgflxist:
nEs$rrBxis§Rate;
nfafinrfiopev;
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StqtsRatePe:S nfsflrrfionevnate;
Statscountaz nfssrrflotuir;
StatsRatePerS nfsfirrfiotnirnata;

5tataCount32 nfsflrrlsbir;
StatsRatePerS nfsflrrlsnirhatc;
statscountaz nfsErrFBig;
statsRatePerS nEsBrrFBigRate;
StatuCount32 nf5ErrHoSpace;
StatsRatePerS nfsErrHo$paceRate;
Statscountnz nfsErrROFs;
StatsRatePer5 ' n£sBrrROFSRatc;
StataCount32 nfsErrNameT0oLong;
5tat3RatePerS nfsErrNameTooLongRato;
statscountflfl nfsErrNotEmpty;
StatERatePerS nfsErrNoLEmptyRate;
Statscountaz nfsErrDQu0ta;
StatsRatePerS nfsErrDQuotaRate;
Statscountflz nfsErrSta1e;
$tatsRatePerS nf5ErrSta1eRatc;
Statscountaz nfsErrWF1ush;
StatsRatePerS nfsErrHF1ushRatc;

FBQhead_type filesystemq;

} Statsflfssegment;

/* _ _
1 NFS Address Statist1o5
*/

typedef struct stuts_nEs_addrHtype

éintsz hfsLouVersion;
Uint32 nfsflighversion;
Uintaz rpcLowversion;
Uint32 rpcflighvérsion;
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u1nt32
u1nt32

Statscountaz
StatsRatePer5
Statssucketkate
Statacountsz
StatsRatePer5
statscountnz
StatsRatePerS
Statsconntaz
StatsRatePors

statscountaz
5tatsRatePerS
StatsBucketRate
Statscountflz
StatsRatePerS
Statscountaz
StatsRatePers

Statscountlz
StatsRatePerS
statsBucketRate

Statscountaz
3tatsRataPerS
StatsBucketRate

StatsCount32
5tatsRatePerS
Statsaucketflate

statscountaz
StatsRat2Per$
Statsnucketnate

mountnowversion;
mountflighvcrsion;

OPS:
opRate;

,0pBuckehs;
readops;
read0pRate;
uriteops;
Hriteqpfiate;
writecacheops;
uritecacheopnate;

bytea;
hyteRate;

bytefluckets;
reudflytes;
readfiytenate;
writéflytes;
uriteflytenate;

errors;
errorflate;

errorfluckets:

rcvoffsegs;
rcv0fESegRate;

rcvoffsegauckets;

xntoffseqsy
xmtoffsegkate;

xmtoflfsegfiuckets;

Elowctrls;
flowctrlkate;
f1owctr1BucRets;
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StatsCount32
StatsRatePerS
StatsCount32
statsRatePer5

StatsCount32
StatsRatePerS
Statssucketnate

statsflpc

StatsCount32
StatSRatePerS

5tat5C0unt32
StatsRatePerS
Statscountaz
StatsRatePer5
Statscountiz
Statsflatebers
5tatsCount32
StatsRatePerS
StatsConnt32
StatsRatePerS
statscountaz
statsRatePerS
Statscount32
Statsflaterars
Statscountflz
StatsRatePers
statsCount32
StatsRatePerS
statsCount32
5tatsRatePer$
StatsCount32
StatsRateperS
Statscquntflz

  rcvrrgmts;
rcvFrgmtRate;
xmtFrgmts;
xmtFrqmtRata;

rexmts;
regmtnate;
rékmtfluckets;

rpcstats;

n9untFai1ures;
mountFai1uraRate;

nfsErrPerm;
hfsBrrPermRate;
nfsfirruoflnt;
nEsErrHoEntRate;
'nfsErrIo;
nfs£rrIORate;
nfssrrflxlo;
nfsfirrflxlokate;
nf5ErrAcces$;
nfsErrAccéssRate;
nfsErrExist;
nfsfirrfixistflatej
nfsErrHoDeV;
nfsnrrfionevflate;
nfsErrHotDir;
nfsErrNotDirRate;
nfsErrIsDir;
nfSErrIsDirRate;
nfsErrFBiq;
nfsErrFBigRate;
nfsErrNospace;
nfsErrNoSpaceRate;
nfsE:rROFS;
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StatsRatePerS nfsErrRoFSRate;
3

statscountlz nfsErrHamaTouLong;
Stat5RatePer5 nfsErrNameTpoLongRate;
Statscountaz nf5ErrNotEmpty;
StatsRatePers nfsErrNotEmptyRate;
statscountaz nfsErrDQuota;
5tatsRatePerS nfsErrDQuotaRate;
statscountfiz nfsErr5ta1e; 3
5tatsRatePer3 nf3ErrSta1eRate;
Statscountaz nfsErrHFlush;
StatsRatePerS nfsErrHF1uahRate;

FBQhead type dia1ogQ; /* Queue of statsnlaloghink typea */
FBQhaad_type fi1eSystenQ; /* Queue of StatsNfsFi1eSystemL1nk types */

} Statsflfshddr;

typedef struct nfs_history_entry
{
Uint32 xld;
Uintflz cal1_prnc;
Uint32 status; /* HFS_ANSWERED or NFS_0UTSTAHDIHG */
Uintsz iptr; /* If unnuunt, ptr to staEsNfsFi1eSystemLink to unlink

on reply */
} Statsflfsnistaryflntry;

typedef struct statsgnfs_state
i .
uintaz h1stx:_
StatsHEaHiptoryEntry history[HFS_HISTOR¥_EHTRIES];
} statsflfsstatey
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weak

StatsC0unt32
StatsRatePerS
StatsCount32
StatsRatePerS
statscountaz
StatsRatePerS
Statscountfiz
StatsRatePerS
Statscountaz
StatsRatePerS
sbatscountfiz
5tatsRatePers

Statscountaz
StatsRatePerS
StatsCount32
Stat6RatePerS

StatsCount32
Stat5RatePerS

StatsCount32
StatsRatePerS

statscountaz
*1
statsRatePerS

Stat5Count32

handle *1
StatsRatePerS

Statscountflz
StatsRataPerS

typedef struct Stats_nf5wdia1og"entryHtype {
OPS}
opRate;
readops;
readOpRate;
writeops;
write0pRate;
writecachanps;
writecacheopkate;
readflytes;
readfiytenate;
Hritcaytca;
uriteflytekate;

rexmts;
rexmtfiate;
flowctrls:
flowctrlkatei

rpcProgramFai1;
rpcProgramFai1Rate;

rpcflismatch;
rpcHismatchRate;

rpcnuthFai1;

rpeAuthFailRate;

nfshccessfirr;

nfshccessErrRatc;

nf5HardErr;
nfsHardErrRata;

 
 
 
 
 
 
 
 
 
 
 

 

 
 
 

 

 
 

 
 

 
 
 

 

 

/I prog unavail or mismatch; */
/* pron unavail or bad args 1/

/* wrong version number of rpc */

/1 bad or rejected cred or verf; or auth too

/i not owner, no access, read only, or stale

/w hard error, (e.g. disk error), i]
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StatsCount32

*1
Statsnatepers

statscountaz
device, if

StatsRatePerS

not empty if

Statsflfsstate

 

  

250

nfsResou:ceErr; /1 tile too big, nu space, over quota,

nfsResourceErrRate; /* or write cache flushed */

nfsuserfirr; /* no entry or dir, file exists, no

nfsUserErrRate; /* not dir, is dir, name too long, dir

istate ptr;
} Stataflfsoialoqfintry;

* flfs file entry

* If we start keeping statistics on file systems, StatsHf5Fi1eSysten should probably
* become a variation of Statshddrfintry...
*/

typedef struct {
Byte filesystem[NPs_HAxPATHLEN};
} HfsFi1eSystem;

typedef struct stats_nE5_fi1e_system (
. FBQentry_type

Uint32

uFs_FILa_nEw */

link‘

‘Status; /* nFs_PILE_IH_UsE or

struct stats_nfsHfi1e_system *hash_1ink;Uint32
Uint32
Byte

serverIpAddr;
fi1eSystemLength;

flle5ystem[5TATS_RFS_FIL&MSYSTEH_LENGTH];
'} Stat5Nf5Fi1eSysteu;

typédef struct fi1eHsysteu*1ink_type {
FBQentryhtype

 

link}

Petitioners‘ EX1009 Page 267

 



Petitioners' EX1009 Page 268

statsNfsFi1aSystem
} statsNfsFi1eSystemLink;

/it
* Global Data Structures

*1
Import
Import

Import
Import
Import

Import
Import

Import
Import

Import
Import
Import
Import

Import
Import
Import

Import
Import
Import

Import
Import
Import

 

Statsfiddrfintry
Statsflfssegment

Statsnddrfintry
Statsflfssegment
statsProtoco1Entry

Stat5AddrEntry
Statsflfshddr

StatsAddrEntry
StatsNfsDia1ogEntry

statshqdrfintry
Statskddrfintry
Statahddrfintry
Stat5NfsFileSystem

Uintaz

StatsAddrEntry
Statshddrfintry

Uintaz
Statsadfirflntry
Statshddrfintry

UintJ2
StatsnddrEntry
StatsAddrEntry

 
*fi1eHsystem_ptr;

*nEsHthis_seg_addr_ptr;
*nf5_thi5_5egH5tnt5_ptr;

*nEo_src_seq_;ddr_ptr, *nfs_d$t_seg_addr_ptr;
inEs_src_seq_stats_ptr, *nEs_dst_seg_stats_ptr;
*nEs_srcHseg_protoco1_ptr, infs_dst_aeg_protoco1_ptr;

*nfs_src_nodehaddr_ptr, *nfs_dst_nodefiaddr_ptr;
*nfs_src_node_stats;ptr, *nfsWdst_node_stats_ptr;

*nfsfidia1og_addr_ptr;
*nfs_dia1og_stats_ptr;

*nfs_fic1:‘Lent__hash_tab1e[llFSHCLIE!{_'1‘_1I.P-Sli_TABLE__SI2.E] ;
*nEs_server_hash_tab1e{NFS_SERVER_HASH_TABLE_SIZE];
*nfs.Wdia1og_hash___tab1e{ NFShDI1\L0_G__HASH_TABI.E_SI2E] ; I
*nfs_filemhashHtab1e[HFS_FILE_HASH_TABLE“SIZE];

nfa_clientnhaah;
*nfs_o1ientWhash_1ink;
*nfs_previous_client_hash_lihk;

nfs_server_hash;
*nf5userver_hash;1ink;
infsmprevious_serverNhash_1ink:

nfs d1a1og_hash;
*nfE;dialog~hash_1ink;
in£s_provious_dia1og_hash_1ink;
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Import
Inport
Inport

 
 
 

 
 

 

 
 
 
 
 

 
 
 
 

 
 
 
 
 

 

Import
Inport
Import

Import
Import
Import
Import

Import
Import

/E

*1
Import

Import
Import
Import
Import
Import

Import
Import
Import
Import

Import

U1nt32

Stat5Nt5Fi1e5ystem
StatsN£sFi1eSystem

FBQentry_type
FBQentrY\type
FBQentry_typo

Varflihd
Varnind
Varaind
Uaraind

Uint32
Uint32

* Global Routines

Uintfla

StatsAddrEntry
Statshddrfintry
$tatsAddrEntry
Statshddrfintry
Uint32

StatsAddrEntry
Statshddrfintry
StatshddrEntry
Statsnddrfintry

StatsNfsFi1esystem
*,StatshddrEntry *,

HfsFi1eSy5tem *);

nf5_£i1e_hash:
*nfs_f11e_hash link;
*nf5_provious_fi1e"hash_1ink;

+statoflextflfsservurflntry:
tstatsflextflfsclientfintry5
*statsNextHEsPairEntry;

*(fistatscetnfsseg[nrs_sac_Eno]) (
i{jstatscetfifssogb[HFs_SEGwEND])
1(istatgcetflfshddr[NP5_ADDR_END])
i(*statsGotH£5Addr0[NFSWADDRHEND]

)

}

(3StatssetflfSSeg{NFS_SEG_EHD}) ( ;
(istatsfietfifshddr[HF5~ADDR_END]) ();

statsHnfs_init ();

*stats_nfs_getHsegmeht
*stats_nfsflget_o1iont
flstats_nfs_get“server
*stats_nfs_get;dia1og

stats_pfS_getHstats

fistats nfs_1ooxup segment

(uintaz);
(U1nt32 t);
tuxntaz a);
(Uint32 *a Uint32 *1:

(5tatéhddrEntry h};

{u1nt32);
*stats:nfs_lookup:c1ient (uintgz i);
fistatsHnfs_1ookup_server (Uint32 i);
*stats_nfs_1ookupHdia1og (Uint32 *, Uint32 *);

fistats_nrsHget_fi1o_system (StatsAddrEntry

Uintaz,
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Import statsHfsFi1eSystam
Statsnddrfintry 1,

NfsFi1aSystem *);

statsNEsFi1esystemLink

StatsMfsFi1eSyatem t};
void
StatsAddrEntty 1,

StatsHfsFi1eSystem *3;

Import void
Import void
Import void

Import Varfiind
Uintaz);
Import Varflind
Uintflzj;

Import VarBind
Uint32};
Import Varfiind
Uint32);
Import Varfiind
Uintaz);
Import VarBind
,Uint32);
Import Varflind
Uintaz);
Import Varfiind
Uintaz);

%stats_nfs_1ookup_fi1e_system (5tatsAddrEntry *.
Uintflz,

*5tats_nfsw1uokupfifi1e_;y5temH1ink (statsflfshddr *,

statswnfswdea11ocate_fi1efisystem (statshddrfintry *,

statsflfshgeclient
statsHfsAgeserver
statsflfshgenialog

*BtatsGetNfs

*StatSGetNfs0

*getNfsSegSum

igetflfsseqsumo

iqetflfaseqval

igatfifsseqvalo

igetNfs5eqHostActServer

(statsnddrfintry t);
($tatsAddrEntry i);
(StatsAddrEntry i);

{DID *, OID i, Uintaz, varfintry *,

(oxn *, oxn *, U1nt32, VarEntry t;

(OID *, DID *, Uint32, Varfintry *,

(010 t 010 *, UintJ2, varantry i,

goxn *, 010 t,'uint32, varnntry t,

(OID i, OID *, Uintaz, VarEntry *,

(DID t, OID 1, Uint32, VarEntry 1.

figetflfssegflostnatservero {OID *, DID *, Uintaz. Varnntry *,
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Import Varflind *getHfssegHostActc1ient (OID *, OID *, Uint32, varfintry *,
u1nt32)-
Import éarfiind *getHfsSegHo5tAotC1ient0 (OID *, OID *, Uint32, Varfintry *,
Uint32)~
Import GarBind igetflfssegservers (OID t, OID *, Uintsz, varfintry *,
Uint32}'
Import Garuind igetflissegserverso (OID t. OID *, Uint32, varnntry *.
Uint32);
Import Uarflind *getHf5SegTh1d (DID *, OID *, Uint32, Varflntry *,
Uint32);
Import Uarnind *gEtN[5SegThldO (OID *, OID *, Uint32, Varfintry
é, Uint32);

Import varaind *getNfsServerSun (OID t, oxn 1, Uintaz,
varfintry *, Uintaz};
Import Uaraind igetflfsserversuno (OID *, OID *, Uintaz,
varfintry *, Uint32); _
Import Varflind igetflfssorverval (OID i, oro t, uintaz,
Varfintry *. uintaz);
Import Varflind figetflfsservervalo (OID 1, OID *, Uintfiz,
varEntry *, uintaz); _ I
Import Varflind *getHfsServorflosthctclient (OID *, OID *, U1nt32,
Varfihtry *, Uintaz};
Import Varnind
varfintry *, Uintsz);
Import VarBind
ointzz); . ,
Import Varaind *getNfsServerF1lesystemso (OID *, OID *, U1ntJ2,
Varfintry *,_Uint32); _
Import Varfllnd *getNfsSerVerTh1d {OID *, OID *, Uintaz, Varfintry *,
Uint32}: _
Import Varaind *getHf5ServerTh1dO (OID *, OID *, U1nt32, Varfintry *,
uintaz);

Import vargind igetflfsclientsum (OID *, OID *, U1nt32, Varfintry *,
Uint32};

*getNfsServerHostActC1iento (orn *, OID t, uintaz,

igetHfsSerVefFile5ystems (010 t, OID *, U1nt32, VarEntry i,
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Import varnind
Uintsz);
Import Varnind
U1nt32);
Import Varflind
Uint32);
Import Varaind
1, uintsz);
Import varBind
*, Uintaz);
Impdrt Varflind
Uintaz);
Import Varnind
varEntry *, Uint32);
Import Varflind
Uintaz);
Import Uarflind
Uint32);

Import varaind
Uintazjg
Import Varnind
Uint32);
Import Varflind
Uint32);
Import Varnind
Uint32);

Import varhind
Uint32);
Import Varnind
Uintaz);
Import Varflind
Uint3 2) ;
Ifiport Varflind
Uint32);

agetflfsclientsumo

iqetfifsclientval

*qetHfsC1ientva10

 
_ 255

(OID i, OID *, Uint32, varzntry t.

(010 *, OID i, Uint32, varsntry i,

(010 I, OID *, Uintzz, UarEntry *,

tqetflfsclientflosthctserver (010 A, 010 *, Uint32, varzntry

tgetfifsclientfiosthctservero {OID *, 01D *, Uintaz, varfintry

*getNEsC1ientFi1esystcms (OID *, OID *, Uintflz, Varflntry *,

*getNfsC1ientFi1eSystem50

*getNfsC1iant'I‘h1d

*qetNfsC1ientTh1dO

*getN£sServerPair

*getNfsServerPa1r0

*getNf5ServerPaiITh1d

*getNfsserverPa1rThLd0

*g¢tnf5C1ientPair

*getHf5ClientPair0

*getNf5C1ientPairTh1d

*getNf5C1ientPairThld0

(oin s, orn *, Uifitaz,

(DID *, OID i, Uint32, Varfintry i,

{DID *- OID *, Uintaz, Varfintry *,

(OID 1, OID I, U1nt32, Varflntry *,

(OID *, OID 1, Uint32, Varfintry *,

{o1D *. oxn t. uintaz, Varfintry *,

(OID *, OID it, Uintfli, Variintry i,

(DID 1, OID *, Uint-.32, varflntry *,

(019 &, DID *, Uintaz, varzntry w,

(010 t 010 a, uintaz, Varfintry n,

{DID *, OID *, Uintaz, Varfintry *,
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Import Uint32
*): _
Import U1ntJ2
*):
Import Uint32
*):
Import Uint32
*):
Import Uint32
*):
Import Uintaz
*}:

Import U1nt32
Objectsyntax t);
Import Uint32
ObjoctSyntax_*);
Import uintaz
Objactsyntax *);
Import Uint32
Objectsyntax *):
Import Uint32
objectsyntax t);

Tmpott Uint32
-objoctsyntax i);
Import Uint32
ohjeotsyntax *);
Import Uint32
Objeotsyntax *):
Import u1nt32
objectsyhtax *1;
Import uintaz
objectsyntax i);

Import_Uint32
objectsyntax *):

 

setfifssegsum
-.

setflfssegval
-

setHfsSegHostAotServar {OID *, OID

sotHfsSegHostActC1ient (OID K, OID *,

 
256

(OID *, OID *, Uint32; Objectsyhtax

(OID *, OID * Uint32, Dbjectsyntax

* uintaz, Objectsyntax

Uint32, Objectsyntax

* Uint32, Dbjectsyntax
setflfssagservers (OID *, OID ,

setNfsSegTh1d (OID t, OID w, uintsz. objeotsyntax

Setfifsserversum (OID i, OID *, Uint32,

setflfsserverval (OID *, OID *, Uint32,

setfifsserverflosthctclient (OID *, OID *5 Uint32,

setfifsServerF11a§y5tem (OID t, OID *, uintaz,

setNfsServerTh1d (OID #, OID 1, uintsz,

setflfscliehtsum (OID *, OID *, Uint32,

setufsclientval (OID *, OID *, Ulnt32,

setfltsclientuostnctserver (OID w, OID i, Uint32,

setHfsC1ientFileSystem (OID *, OID *, Uint32,

setHfaC1ientTh1d (OID *, OID *, Uint32,

(oxn *, OID 1, uintaz,setflfsservernair
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Import Uint32
Ohjectsyntax i);

Import Uint32
objectsyntax i);
Import uintaz
objectsyntax *);

Import void
Statsflfsnddr *};
Import void
Statsflfshddr *1;
Import void
Statsfifssegment *3;
Import void

Import void
Import void
Import void
Import void

[is

i5%i&%%$*3
dst”seg_stats_ptr
this_5eg_addr_ptr
src_seq_addr_ptr
srcHseg_stats#ptr
d5t_geg_addr_ptr
this_aeg_stats_ptr
src_nodeHaddr_ptr

5etNfsServerPairTh1d

setufsclicntrair

setHfsC1ientPairTh1d

setfifsserveruflts

sctNEsC1ientDflts

setHfsSegDf1ts

setHEsAddrPairDf1ts

statsnfssegflate
statsflfshddrnate
stat5HfsSockctRate
statsflfsflialogflate

For HES, look up the following data structures:
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(OID *, OID *, U1nt32,

(OID %, OID *, Uint32,

(010 *, 010 *, Uint32,

(flibflfsnddrnefaults 1,

tflibflfshddroefaults 1,

(uibflfssegnefaults *,

(uibnrsnddrpqirneraults *,
statsursnialogfintry

(uintzz);
(Uint32);
(uintsz);
(Uint32);

ikiiiiifiiifikiiliiiikkiiikfiiiiiiiiiitiiititIiiflikiiiiiiiikiiii
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258

* srcHnode_stat5_ptr
t dst_node"addr_ptr
* dstflstats_addr_ptr
* dia10gmaddr_ptr
1 dia1oq_gtat5éptr*

I ip_fi5t_addr, dst_port) { \{define stats_nfs“lUokup_ptr5(ip_5rqhaddr, src_port,

if ( (src_port == MOUHT_PORT) :} (src_po;t == n§s_ponT) ) { \
dLa1ogmaddr_ptr = gtats_nf5_1¢gkup_d1a1og (1p_5rc_addr, 1p#dst_addr); \

tr = stats hfs_1ookup server (ipwsrc addr): \  src_node_addr_p _ _ _ _ fl
dst_node_add:_ptr = stats_n:s_1ookup_c11ent (1p_src_addr}i } \

else ( \
dia1oq_addrkptr = statBunfs_1ookup~dia1og (ip dstfladdr, ip_src_addr); \
dst:noda:addrrptr = 5tata:nfs_1dokup_server (ip:src:addr}; } \

if (src_nude_addr_ptr != NULL) { \ _src node stats_ptr = tstatsflfsnddr 1) src-._node_’acldr_ptr->st:ata_pl:r; \
srd:seg_Eddr ptr a state nfs_1ookup$segment

(src nude addr_ptrm>ad3res5.5egmenE1)3 } \
_e1aé—{ \

arc node_stats_ptr = NULL; \ _
ip_§rc_addr_ptr = (statsAddrEntry *) stats_ipw1ookup_addr (1
src_seg_addp”ptr = stats_nfs_1uokup_segment (1p_src_addr_ptr

p_src_addr); \
->addresa.segment1);

} \

if (src_seg_addr tr 1= NULL) \src_seg_sta s_ptr = (statsfifssegment I) src“seg_addr_ptr->stats_ptr: \
else \

src_seg_stats_ptr = NULL; \
\

fif {dst_node_addr_ptr != HULLJ { \dst_node_stats_ptr = (statsufsnddr *) dst_node_qddr_ptr—>atats_ptr; \
dst seg;addr_ptr = stats nEs_1ookup_segment

(dst_n9de”udd?_ptr->addres3.sogmenE1); } \
else { \

src node addruptr u stats nfs_1opkup_c1icnt (Tp src addrg} \

 

1

3

E
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d5t_nude_stats_ptr = NULL; \
ip_dst_gddruptr = (statsnddrfintry *} stat5_ip_1ookupHaddr (ip_dat"addr); \
dst_seg_addr_ptr m Stats_nEsH1ookup_segment (ip_dst_addr_ptr->address.seqment1);

} \

\ C
1E (dstHseg_addrAptr != NULL) \

dst_sag_5tats_ptr m (statsHEssegment +) dst_seg_addr_ptr->statBFptr; \
else \

d5t_5eg_statsFptr = HULL; \
\

this_seg_addr_ptr = stats_nfs_1ookupwsegment (mySegmentId); \
if (this_seg“addrmptr != NULL) \

thisH5eg_statsflptr = (fitatsflfssegment *) thiswseg_addrHptr->stats_ptr; \
\

if (dia1og_addr_ptr 2: NULL) \ I
dia1og_stats*ptr = [statsnfsnlalogfintry *) d1a1oq_addrHptr~>stats"ptr; )

fendif ii stats_nfs_h */
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stats_pmap.h

{description}

Path:

Date:

Revision: 1.1

Changes:

1H*DD'YY WHO
l'§i-#'1l'1V3l"71-1'11-li-I1-i-1|-i-SfiK-H-fl-5-iii-1-I-‘L
#ifndef stats_pmap_h
#define statswpmnpflh

/F
* Format of struotu
h These are placed
1 The qi

*2

typedef struct pmapp
PflQentry_type

 

Copyright (c)

8/BI91

260

1991 Concord Communications Inc.
All rights reserved.

Description of change. flatest first)

/home/hawké/malibu/trakker_db/mun

in a queue assoqiat
ueue is pointed to from pro

the statsAddrEntry type.

inq_type {
11 n};;

taco

itorfinclude]SCCS/s.atats_pmap.h

‘--

re used to keep a port to program napping
ed with the ip address.

1_specif1c_ptr in
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Uint32 port;
Uintnz protocol;
Uint32 program;
Uint32 version;
Uintzz transpurtmprotocol;
} StatsPmapping;

Import StatsPmapping kstats_pmap~1ookup (Sta
Import StatsPmapping #stats_pmapLget (Sta
Import void stats_pmapgdea1locate (Sta

gendif [i stats_pmapHh */

 

  

 
 

 

  
tsnddrfintryi, uinbéz, Uint32);
tsAddrEntry*, Uint32, UintJ2);
tshddrnntryt, uintaz, Uintaz);
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101:

112.

112,

utility?
GDP: poor, see p. 10-12 (I), you have to be assertive, and
you don't even have to prove it in the application, as long
as you can prove it later. and you only have to be right on
one use, not all that are asserted in the appln.
(If there is a potential, than go ahead, but the appln has
to be corrected by refiling.)UOG: none
Abs:

assuming Search has been dona, no problem.

asnuming search has been done and they are unknown protein,
no problem at all.

If it is a "known" protein, then there might be some
problem. hmqen:

1st: gov to gage. Too broad (Can be corrécted, e.g.,
separate whole seq. from epitopo seq.) .

how to use? No disclosure at all. A big problem, but
can be corrected by refilinq, if you want to bet on its
potential use.

ugittgn gagoriptio . Fine.

Qgst mode. Fine.

2nd: no definition of opitope
(a related problem, “substantially identical" is
defined and not used.)

**** didn't claim Ab
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Path:

Date:

HH~DDrY! HHO-..-.-.-.-- _.....

 

stats_xpc.h

[de5cription§

 
copyright (5) 1991 concord communications Inc.

All rights reserved.

/hone/hawk4/ma11bu/trakkerWdb/monitor/includefsccs/5.stats_xpc.h

515/91

Revision: 1;3

Changes:

o5—29-91 KR created

#ifndéf'stats;rpc_h

_‘¥ifi¢1ud§-
finclude

'iifig1ufi§
-: #ind1u¢é‘

._f1n¢1yqéj
'; éiinelude

—[{ific1u§e
-':i'n'¢..1ud~*+ %
$inu1ud§_

  

'd¢finé stats;:pc¢h

"cc_1;s"t:d; n"
“address.h“
'¥kuser.h"
‘nuti14h"
vmib#ders,h"

‘r'.'i*.§_1.'l'1—.-‘:':1'c_:i1i,t<;o1-' . nu
_ nfiBd.h"
flalaifiskh"
Kbsgfii/:ys[tiue.h"

Dascriptian of change. (latest first)
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/it
1 Remote Procedure Call

*/
typedef struct 5tats_rpc_

Statscountfiz
5tatsRatePers
5tatsCount32
StatsRatePerS
StatsCount32
5tatsRatePerS
Statscount32
StatsRatePerS
StatsCount32
5tatsRatePerS
statscountzz
5tatsRatePerS
statscountflz
Stat5RatePer5
StatsCount32
StatsRatePer3
statscountflz
StatsRatePer5
StatsCount32
statsRatePerS
StatsCount32
StatsRatePerS
} Statskpc;

fendif 1* stats_rpc”h */

statistics

tune {
versionflismatch;
v0r51onHisnatchRate;
authfladcred;
authfladcredflate;
authRejectedCred;
authRéjectadCrodRate;
authuadvert;
authaadverfnatc;
authRejectedVerf;
authRejcctedVerfRate;
authTooHeak;
authTooWeakRatE;
authother;
authothérkate;
progunavail;
progUnavai1Rate;
proqversionHismatch;
pragversianflismatchnate;
procunavail;
pr¢cUnavai1Rate;
prucaarbaqehrgs;
procGurbagcAIgsRate;

263
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I-I-wu-ac»:-we:2-shx-I-1-wtit->(-air:-at-u.:g.:+u.a.,¢.,1.,;,;.,;.,‘.,.,,_,_._,,,,,_
stats_tcp.h

{description}

26¢

copyright (c) 1991 concord Communications Inc.

Path:

Date:

Revision:

Changes:

All rights reserved.

/homefhnHk4/malibuJtrakkerwdbjmonitorj5nclude/SCCSIS.statS_tcp.h

5/11/91

npo
KR
KR

npn
KR
090
xx

Description of change. {latest first)_____mnu_--w-n-___mn

added failed cohnection macros .
added buckets to eeg and addr for successful, failed

and conn retries. _

added state_tcp 1ookup_ptrs and nctive_conncctions macros
added common data structure for addresses and sockets

and added macros needed for pockets
added missing counters in StatsTcpSegment and StutsTcpnddr
changed sequence number variables in TcpsocketStateType
added tcpmprotocol
added imports for thld gets/set
Added socket pointers and lookup and get routines
Added macro's and imports for gets and sets
Created
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iifndef stats_tcp h
fidefine stats_tcp:h

#1nc1ude "cci_std.h"
iinclude "addres5.h“
flinclude "uti1.h"
iinclude “kuser.h"
fiinclude "stats.h"

/an
* Following are to be deletedi

I
#define TCE_MAX#ADDR 32
idefine TCP_MAX_PAIRS 32

[A and of to be deleted if

idefine TCP_CLD3ELflAIT_TIHE 120
gdetine=Tcp_HAsg;rABLE_s1zn 43
#def1ne TCP_DIhLDG_flASH_TABLB#SIZE 43
#define TCPHS0CKET_HASHmTABLE_SIZE 48
gdefine TCP_MAK_HISTORY 32

i

* TCP Saqment Statisticsie

typedef struct stats_tcp_segment_typa
{
Statscountfiz frames;
StatsRatePar$ framekate;
Statsaucketnate framefiuckets;

StatsCount32 bytes;

 

265

/* In seconds i]
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StatsRataPerS
StatsBucketRate

Statsconntflz
StatsRataPerS
Statsflucketkatu

StatsCount32
5tatsRatePerS
Statsaucketflate

Statscountfiz
StatsRatePerS
Stat5BucketRate

Statscounpaz
Stetsnateveps
StatsEucketRate

3tatscount32

StatsRatePerS
StatsBucketRate

StatsCount32

StatsRatePe:S
statsEucketRate

Stutscountaz
StatsRatePerS
Statsflucketflhte

Statscountna
Statsnate?ers

statsCounc32
BtateRatePers

byteflato;
byteauékets;

errors;
errornate;

errorfiuckets;

rcvoffsegs;
rcvoffsagnate;

rcvoffsegfluckets;

xntoffsegsg
xntoffsegfidteg

xmtoffseqnuckets;

transits;
transicflate;

transitfluckets;

flgactrls;
flowctrlaate;

flowctrlfluckets;

frgnts;
frgmtnate;

frgmtfluckets:

rexnts;
rexmtRate;

rexmtauckets;

hdrBytes;
hdrbyteflate;

rexntflytes;
rexmtfiytefiatag

266
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StatsCuunt32
StatsRatePers

StatsCount32
StatsRatePerS

Statscountsz
StatsRatePerS

statscountsz
StatsRatePerS

statscountsz
StatsRatePerS

Stat5Count32
StatsRatePerS

Statscountaz
StatsRatePers

StatsQount32StatsRatePérS
statsfluckatnata

StatsCount32
StatsRatePerS
StatsnuckatRatc

StatsCount32
statsRatePerS
statsnugketflate

Statscountzz

Qhead_type

keepAliVes;
keephlivenate;

windowPrpbes;
winduwProbeRate;

outofordar;
outoforderkate;

afterwindow:
afterwindownate;

afterclose;
aftercloseflate;

urgs;
urgRate;

rsts;
rstkate;

successfulconnections;
successfu1ConnectionRate;

 

successfulconnectionBuckets;

connactionRetries;
connectionRetryRate;

conncgtlonRetryBuckets;

failedconncqtions;
failedconnectionkate;

failédconnectionfluckets;

activeconnections;

protoco1Q;
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It

} Stat5Tcp5egment;

* TCP Address/Socket Common Statistics
*1

{
statsCount32
StatsRatePfir5
5tat5BuckatRate
StatsCount32
5tatsRatePerS
StatsCount32
5tatsRatePerS

Statscountaz
StatsRatePerS
stat5BucketRate
Stat5Count32
Stat5RatePerS
StatsCount32
statsRatePer3

Statscountaé
Stat3RatePerS
statsBuckétRate
StatsCount32
StatsRatePerS
StatECount32
stntsRatePerS

StatsCount32
Statsnatefiers
StntsDucketRate

 

typcdef struct stat5_tcpficommon_type

frames;
frameflate;

framefluckets;
rcvFrame5;
rcvFrameRate;
xmtFrames;
xmtFrameRate;

bytes;
byteflate;

bytefiuckets;
rcoaytes;
roVByteRate;
xmtByte$;
xmtByteRate;

errors;
errorRate;

errorfluckats;
rcvfirrurs}
rcvarrotnate;
xmtErrors;
xmtErrorRatu;

rcyoffseqs;
rcvOffsegRate;

ycvoffseguuckets;
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statscountlz
Stat5RatePerS
statsnucketflate

StatsCount32
statsRatePers
Statsnucketfiate

Statscountflz
StatsRatePer$
Statscountsz
StatsRatePers

statscountaz
StatsRatePerS
Statsnucketkate
statscountaz
StatsRatePerS
statscountaz
StatsRatePers

Statscount32
Stat5RatePerS
Statsfluoketkate
Statscountaz
statsRatcPerS'
StatsCaunt32
StatsR&tePerS

statscountaz
Stat5RatePerS
StatsCount32
StatsRatePerS

Statscountaz
StatsRatePerS
StatsCount32

 xmtoffsegs;
xmtoffsegflate;

xmtoffsegnuckets;

flowctrls;
flowctrlfiateg
flowctrlnuckets;

rcvfldrflytes;
rcvHdrByteRate;
xmtfldrflytesz
xmtHdrByteRate;

frgmts;
frgmtkate;

Ergntnuckete;
rcvFrgmts;
rcvFrgmtRate;
xmtFrgmts;
XmtFfgmtRfitc;

rexmts;
rexmtRabe;

rexntfluckets;
rcvnexmts;
rcvRexmtRate;
xmtRexmts;
xntnexmtnate;

rcvnuxmtnytes;
revRexmtByteRate;
xmtflexmtnytes;
xmtnexmtaytekate;

rcvKaepA1ives:
rcvKeepALlveRatc;
xmtkaaphlives;
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StntsRatePerS

statsCount32
StatsR§tePers
Stdtscount32
StatsRatePerS

statscountaz

'$tnt5RhtePerS
statscouptiz
Stat5RataPerS

Stntscountflz
StaEsRatePars
StatsQount32
StatsRatePer5

lstatsqountazStatsRataPers

.sEfitécount32
StafisfiatePe;$

seatscouhtaz
statsfiatgpars
SE%ts¢éunt32
statsRatePers

'StatsCount32
Stat$3atePerS
Stat$Coun:32
statsRat¢Pers

‘$'='+51=I‘-?C°ui1t32 T
StatsRataPer5

' §'E5Es,i2.bi1fi5531
A “skfitgkatepérs

xmtxeepnlivenate;

  
rcvHindowProbes;

rcvwindouflrobanate;
xmtWindoHProbeS§
xmtWindowProbenate;

rcvoutoforder;
rcvoutoforderkateg
xmtoutofordery
Xmtoutofordernate;

rcvnfterwinduu;
rcvhfterwindownate;
xmtnfterwlndow;
xmtnfterwindownateg

rcvhfterwindounytas;
rcvhfterwindowfiytefidte;
xmtnfterwfindowgytés;
xmthfterwindowfiytenate;

rqynfterclose;
rcvhftercloseflate;
xmghftayclosé;
xmtAfterC1useRate;

rqvUrgs;
rcvflfgnates
xmturgs;
xmtUrgRate;

rcvnsts;
‘rcyRstRate;

xmwsts;
xntnstnateg
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statscountaz
StatSRatePerS
StatsBuoketRate
Statscountfiz
Stat5RatePerS
statsnucketnate

statscountflz
statsRatePerS
Statsflucketflate
StatsCount32
StatsRatePerS
Statsfiucketflate

Statscountaz
StatsnatePerS

StatsBucKetRate
StatsCount32
S§atsRatePers
Statsfiucketnate
} StatsTcpCommon;

;*
* TCP Address Statistics
*/

typedef struct 5tats_tcp_addr_type{
StatsTcpConnon
statscountfiz

FBQheadMtype
Qhead type
} sta'€s.TcpAc_1dr;

rcvsuccessfulconnectlons;
rcvsuccessfu1ConnectionRate;

rcvsuccessru1CdnnectionBuckets;

xmtsuccessfulconnections;
xmtsuccessfu1ConnectionRate;

xmtsuccessfu1ConnectionBuckets;

rnvConnectionRetries:
rcvConnectionRetryRatc;

rcvconnectionRetryBuckets;
xmtconnectionnetries;
xmtconnectionketrynate;

xmtconnectionRetryBuckets;

rcvrailedconnectionsz
rcvPai1edconneut1onRate:

rcvFailedcnnnectionauckets;
xmtFa11edConnect1ons;
xmtFai1edConneotionRate;

xutFai1edConnectionfluckets;

common;
activéconneutions;
dialogc;

protocolq;
/* Queue of Statsnialogbink types *1

 

271
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ft
% TCP Socket Statistics
*/

typedef struct stats_tcp“socket_type
{
stat5TcpConmon common;
FBQhead_typu dinlugq; /* Queue of Statsnialogbink types 1/
} StatsTcpSoCket;

/it
* Definitions for TCP state tracking. The Statsnialogsntry state_ptr
* points to a structure of type TcpConnectionStateType.
v=/

typedef struct tCp"state_history_cntry
I .
Uint32 state;
Uint32 event;
Uint32 data;1ength;
Uintaz seq;

Uint32 flags;
Uint32 initiator; l* 1 or 2 if

U1nt32 ack; ' _ ,3

 

 
 

 
 
 

 
 

 

} Tcpstateflistoryfifitry;

struct tGp“B9cket_state_typctypedef
I .
Uint32 indicator;
Uint32 current_state;
uint32 current_pvent;

uintaz maxHack;sent; /* highest seq number naked */
Uintaz max;seq_sent; /* highest seq nun sent — used to recognize

rexmts */
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Uintuz

*/

Ulnt32
Uintfla

Uint32
UintJ2
Uintiz
Uint32
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1ast_1ength_§ent; 1* length of data in pkt with highést seq nun

maxmfiata sent; /* most sent into paer's window ti
1ast_y1n3ow_sent;
Dax_uindow#sent;
nin_window_sent;
snd_w1L;
snd_w12;

[* window update seq seq nuhig
/* window update seq ack nun */

} TcpSocketStateType;

typedof struct tcp_Connecti0n“state_typa
{
TcpSocketStateType tcpl;
TcpSocketstateType tcpz;
Uint32 histx;
TcpStateH15toryEntry history[TCPHHAX_HISTORY];

) TcpConnectLonStateType;

/i
* Global Data Structures
H

Import Statshddrfintry
Import Stat5TCpSegnent
Import StatsProtoCo1Entry

Import Statshddrflntry
Import 8tatsTcpSegment
Import StatsProtoco1Ent:y

Import Statshddrsntry
Import StatsTcpAddr

*tcp_th1s_seg_addr_ptr;
*tcp_this_segfi5tatswptr;
ttcp_th1s_seg_prutocolwptr;

*tcp_src_5eg_addr_ptr, *tcp_dstwseg“addr_pt;;
*tcp_src_seg_stats_ptr, *tcp_dst_§eg_stats_ptr;
*tcp_src_seg_protoco1_ptr, *tcp_flst_seg"prutoco1_ptr;

*tcp_src_nodo_addr_ptr, *tcp_dst_node_addr_ptr;
ttcp_src_nade_stats_ptr, *tcp_dat;node_stats_ptr;

Petitioners‘ EX1009 Page 291

 



Petitioners' EX1009 Page 292

Import
Import

Import
Import

Import

Import
Import
Import
Import

Import
Import
Import

Import
Import
Import

Import
Import
Import
Import

Import
Import

/vi

Statsnddrflntry
StatsTopSocket

Statshddrfintry
5tatsDia1ogEntry

StatsProtoco1Entry

Uintaz

 

 
itcp"srcmsocket_addr_ptr, ttcp”dst_socket_pddr_ptr;
itcp_src_socket_stats_ptr, *tcp¥dst_gockat_stats_ptr;

*tcp_dia10g_addr_ptr;
*tcp"dia1og_stats_ptr;

*tcp_5rc_node_protoco1"ptr, itcp_dst_node_protoco1_ptr;

tcp protocol;
TcpconneotionStateType *tcp_confiection_statewptr;
TopSocketStateType
Tcpsocketstatemype

Statsnddrfintry
StatsAddrEntry
statsnddrfintry

?BQentry_type
Psqentryfltype
FBQentry_type

Varflind
varnind
VarB1nd
Varflind

Uintaz
Uintaz

* Local data structures
*/

*tcp_src#5tateHptr;
*tcpHdst"5tate_ptr;

ktcp_ha5h_tub1e{TCP_HASH_TnBLE_SIZE];
*tcp_sockct_haSh_tab1e{TCPHS0CKET_HASH_ThBLE_SIZE];
*tcp_dia1og_hash_tab1e[TCP_DIALOG_HASH_EABLE_SIZE];

*$tatsNextTcpnddrEntry;
#statsNextTcp$ocketEntry;
*statsNextTcpPairEntry;

*{tstatsGetTcpseg0[5])
*(*statsGetTcpnddr[7])
*(*stat5GetTcpAddr0{7]

((*statsSetTopSeg{5])
(*statsSetTcpAddr[7])
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Import Uint32 tcp_hash;
Import Statsnddrfintry *tcp_hash_1ink;
Import StatsAddrEntry

Import Uintaz top socket hash;
Import statshddrfintry
Import statsAddrEntry

Import Uintaz tcp dialog hash;
Import Statskddrflntry
Import Stat:AddrEntry

1* _
* Global Rout1nes
*/

Import Uint32 stats_tcpHinit ();

*stats_tcp_getfisegnont
*stat5_tCp_get_addr
*stats_tcpMget_sQCket
*stats_tcp_get_dia1og

Import StatsAddrEntry
Import Statskddrfintry
Import statsnddrtntry
Import Statsnddrfintry
Uint32):
Import StatsProtooo1Entry
Import Uint32

*stats_tcp_get_protoco1
statsHtop_get_stats

Import StatsAddrEntry _
Import Statshddrfintry *stats__t;cp_1ookup addr
Import StatsAddrEntry
Import statshddrfintry
U1nt3Z)i
Import 5tatsProtoco1Entry

5tatsTcpAgeAddr
Import Void statsTcpAgeSocket
Import void

*stats tcp_lookupHsegment

*stats_tcp_1ookupwprot¢col

itop_preViou5_hash_1ink;

*toB_socket_hash_1ink;
*tcp_previous_socketHhash_1ink;

*tcp_d1a1o§_hash“l1nk;
*tcp_previou5_dialogwhashwlink;

(Uint32);
(Uint32 t);

.{U1nt32 *, Uint32);
(Uint32 *, uintaz, Uint32 *,

(StataTcpAddr *, uintazj:
fstatshddrfintry *};

(flintflzl;
(Uint32 w);

*5tats_tcp_1ookup:socket (Uint32 i, uintag);
*stats_tcp_1ookupHdia1og (Uint32 *, Uint32, Uint32 *,

{StatoTcphddr i, Uint32):

(StatoAddrEntry i);
(statsAddrEntry *);
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Import void

Import Varflind
Uint32);
Import varnind
Uintaz);

Import VarBind
Uint32);
Import'varBind
Uint32};
Import varaind
uintaz);
Import Varfiind
Uint3Z);
Import Varnind
Uintaz);
Import VarB1nd
Uint32);
Import Varaind
Uint32);
Import VarBind
Uint12};
Import Varfiind
Uint32);
Import VarBind
1, Uint32];

Import Varflind
Uintjz);
Import Varflind
uintaz);
Import Varfiind
Uintaz);

-Import Varaind
Uint32);

statsTcpAgeDia1og

*5tat5GetTcp

*Stat5GetTcpO

*getTcpSeg5um

*getTcpSegSum0

igetTcpSagVa1

*getTcpSegVa1o

*getTcpSegProtoco1

*getTcpSegProtoco10

*getTcpSeqH0stActivo

*getTcpSeqHostnctive0

*getTcp5eqTh1d

*qetTcp3egTh1d0

igetTcpAddrSum

tgetTcpAddrSum0

*gotTcpAddrVa1

*getTcpAddrVa10

(statsAddrEntry t);

(DID

(019

(010

(010

(010

(019

(CID

(010

"(O19

(o1n

(DID

(010

(o1n

(OID

(010

 

*, OID *, Uint32, Varfintry *,

* OID t, Uintflz, varfintry *,
I

#, 019 *, Uint32, varnntry *,

t 010 *, Uintnz, Varfintry *,

OID *, uintaz, varantry *,

* OID *, Uint32, Varfintry *,

*, OID *. Uipt32, Varflhtry *,

*, DID *, Uint32, Varflntry A,

*, o1n é, uintaé. varentry *.

*, OID t, Uint32. varEntry *,

*, OID *, U1nt32, Varfintry i,

(OID *, OID i, Uint32, VarEntr_ Y

* DID *, Uint32, varEntry *,

* 010 *, Uint32, VarEntry 1,

* OID *, Uintaz, varfintry *,

* OID *, Uintlz, Varfintry *,
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Import varflind
U1nt32);
Import Varaind
Uintaz);
Import varaind
uintaz);
Import Varflind
Uintfiz);
Import Varflind
uintaz);
Import Varflind
uintazy;
Import varaind
uintaz);
Import Varflind
uintaz);
Import Varfiind
uintaz);
Import Varnind
Uint32);

Import Uihtflz
*3: ,
Import U1nt32
*)i _
Import U1nt32
*1:
Import Uintaz
*1}
Import Uint32
*)?

Import Uint32
*3: _
Import U1nt32
*1:

*gctTcpAddrProtoco1

*getTcpnddrProtoco1O

*getTGpAddrHo5tActive

*getTcpAddrM0stActiveo

*getTcpAddrPair

*getTcphddrPair0

*getTcpAddrThld

*getTCpAddrThld0

*getTcpAddrPairThld

*getTcpAddrPairTh1dG

setTcpSegSum

setTcpSegVa1

setTcpSegProtoco]

satTcpSegMostActive

setTcpSegTh1d

setTopAddrSum

setTcphddrVa1

(010

(010

(010

(010

(010

(010

(010

(010

(010

(010

(010

(010

(010

(010

(010

(010

(OID
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OID

OID

OID

OID

OID

OID

OID

OID

OID

OID

OID

OID

Old

OID

OID

OID

OID

Uint32,

Uint32,

Uint32,

Uintflz,

Uint32,

Uint32,

Uint32,

Uintfiz,

U1nt32,

Uint32,

Uint32,

Uint32,

Uint32,

Uint32,

Uint32.

Uintaz,

Uint32,

 
Varfintry *,

Varflntry *,

Varfintry *,

VarEntry *,

Varfintry *,

VarEntry *,

VarEntry *,

Varflntry 1,

varfintry *,

VarEntry *,

0bjectSyntax

Objectsyntax

Objectsyntux

objectsyntax

Objeotsyntax

objactsyntax

objeotsyntax
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lmport U1nt32 setTcpaddrProtoao1 (OID *, OID *, Uintaz, Dbjectsyntax
*)i V
Import Uint32 5etTcpAddrHostActive (OID *, OID *, Uint32, Objeutsyntax A
w)-
Iméort Uint32 setTcpAddrPair (OID *, OID t, Uint32, objectsyntax
a)» '
Iméart Uint32 setTcpAddrTh1d (OID *, DID *, Uint32, ohjectsyntax
a)- .
Imfaort Uint'J2 5et‘1‘c:pAdc'i:*Pai1'Thld (om *, um *, Uint32, objectsyntax
*):

Import void setTcpAdfirDf1ts (HibTcpAddrDaEau1ts *,
5tat5TcpCommon *1; ,
Import void setTcpSeqDf1ts (MibTcp5egDefaults *,statsTcpsegment #1; _ _ _ E
Import void _ setTcphddrPa3TDE1ts (HLbTcpnddrPa1rDefau1ts *, E
Stat5DLa1oqEntry *); E

Import void ' statsrépseguece {Uint32),- [
Import vqid statsTcpAddrRate (u§nt32); 5
Import void statsTcpSocketRate (U}nt32):
Import void statsTcpDialogRate (U}nt32);

L

/* :
* TCP Hacro's ;
if 1

* GetTcpSocketProm01d — gets a ip gddress from the and of the OID */
édefina GetTcpSoaketFromoid(sgurcc, 1p_addr, tcp_port) \
ip_addr = (source—>qidfiptr{source—>1ength - 2]) + \
(source—>o}d#ptr{source->1ength — 3] << 8) + \
(source—>oLd_ptr[Eource—>1enqth — 4} << 16) + \
[source >oid_ptr[source—>1ength_e 5] << 2d); \
tcp“p¢rt = source—>oidmptr[sourCe—>1ength — 1}

/1 GetTcpSonket5Frbn01d - gets a ip address from the and of the OID *[

i

1

1
E

1
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idefine GetTcpSockutsFrom0id(source, ip_addr1, tcpfiportl, ipdaddrz, tcp_port2) \
ip_nddr1 = (source»>oid ptr[source—>1ength ~ 7]) + \
(source->oidfiptr{source:>1ength — 8] << 3) + \
(SO|,l;.‘ce~—>nid_ptr[source~>1eng'th ~ 9] << 15; + \
(source->oid_ptr[source—>1angth_— 10] << 24); \
tcpfiportl = source->oid_ptr[source«>1angth ~ 6];
ipfladdrz = (sourca->oid_ptr[sQurce~>1ength — 2])
(source->oiq_ptr[source—>1ength - 33 << 3) + \
(Bource~>oid_ptr[aource—>1ength - 43 << 16) + \
(source->o1dhptr[source->1ength ~ 5] << 24); \
tcp_port2 M source~>oid_ptr[source->1ength - 1]

\+

 

  
 
 
 
 
 
 
 
 
 

\

/A GetTopsocketIndexFromQid - gets a ip address from the end of the OID if
fdefine GetTcpSouketIndexFrom0id(source, ip_aadr, tcp_port, indx) \
ip_addr = (sourca—>oid_ptr[sourca~>1ength — 3]} + \
(source~>oid_ptr[source->1ength — 4] << B) + \
Qsource~>oidmptr[source—>1¢ngth - 5] << 16) + \
(source~>oid_ptr[source->1ength - 5] << 24); \
tcp_port = source—>oid_pt:[source—>length — 2); \
indx = source—>oid_ptr[source->1ength - 1]

I**********t******k***************t'l’*****"**‘*i********k**i*i**IV*‘i

For Tcp, look up the folldwing data structures:

dst_seg~statsuptr
this_seg_addr_ptr
src_sequpddr_ptr
src_seg_§tats_ptr
dst_5ag;pddf_ptr
this_seg”statsfiptr
src_node_addr_ptr
src nodgWstats_ptr
dst:hadeHaddr_ptr
d5t_stats_addr_ptr

1Ewwaw1n1w+n
The invoker
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src_socketfiaddr_ptr
src~sacket_5tats_ptr
dst_5ocket_adfir_pt:
dst_socket;stats_ptr
dia1og_addr“ptr
dia1og_stats_ptrII-it'll-II-In-3+

'--..
;define.stgts_tcpw1ookuphptrs(ipfl5rc_addr, srcflpurt, ip#dst_addr, dSt_port) { \

§rcflnode_addr_ptr = stats_tcp_1ookup_addr (ip_src_addr); \
if (sfc_nnde;addr_ptr != NULL) \

{ \ .
src nude St3tE_ptr 2 (5tatsTcpAdd: *) srcHncde_addr_ptr—>statsHptr; \
sfc:seg_Kddr;ptr n statsHtcp_lookup_segment

(srcmnodé_addr_ptr->address.5agmentL); ) \
else \

{ \ .
src node stats ptr ; NULL; \ _“ addr (ip srcmaddr}; \
ipH§r¢#dEflr_ptr = (StatsAddrEntry *) Stat5uipT1n0kup__ _
5rc_seg_addr_ptr = stat5_tcpH1ookupWsegment (1p_src_addr_ptr—>addru5s.seqmentl)I

\
if (src_sggWaddr_ptr != NULL} \ .

src_seg_stqtB_ptt = (statsTcpSegment #) src"5eg_aodr_ptr—2stats_ptr; \
else \ _

srcwseg_stats(Dtr = NULL; \
\

dst nude add: pt: = stats tcpwlpokupwgddr (1p_flst_addr); \
if T_as:_i1“ode_Eddr_ptr' := FULL} \

{ \ .
dst_node_stats_ptr = (StatsTcpAddr *) dstMnode_addr_ptr—>sta§s_ptr; \
dst seg_addr_ptr = stats_tcp_lD0kUpW5GqflEnt

(dst_nqde_add?_ptI->addres5.Séquentlj; } \
else \ *

{ \
dst node_;tat5 ptr = NULL; \
1p__a'st_ac1c1r_ptE = (Stat-:fl\ddrEntry *3 sta_|:s_ip__10Dkl1P___ad€1l.' (ip_dst,uaddr): \
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2B1

dst“finq_addr_ptr = stat5Htcp_1ookup_segment (ip_fist_addr_ptr—>address.sagmentl);

 

} \
\

1f {dst#;r ‘r_ptr In NULL} \
d5t_g. ,tskptr = (statsTcpsegment *) dst“seq_addr<ptr—>stats_ptr; \

else \

dst_5eg_btats_ptr 2 NULL; \
\

5rc socket addr_ptr = Stats“tcp_lookupH5ncket (ip_src_addr, arc;port); \
if Tsrc_soEket_addr_ptr != NULL) \

Brc_socketfistat5_ptr = (StatsTcpSocket *) src_socketHaddr_ptr~>stats_ptr; \
\

dst socket addr_ptr = Stats_tcp*l0okup_5ocket (1p_dstkaddr, dst_port); \
if ~fdst__scIEke|:_addrr_ptr l= NULL)" \

dst_nocket_stats_ptr = (StatsTcpSocket *) dst#socket_addr_ptr—b5tat5Hptr; \

this_seg_addr ptr = stats tcp%1ookup_segment (mysegmentId]; \
if (En1s_;eg_3ddr_ptr 2= fiunn) \

this_seg_stats_ptr 2 {Stat5TcpSegment *) this_seg_addr_ptr—>stat5_ptr; \

dia1og_addx_ptr = \
stats tcp lookup dialog (ipHsrc_addr, srC_port, ip_&st_addr, dst_port); \
if (dIa1b§Maddr_Etr := NULL) \

dia1og;stnts_ptr w (statnDia1ogEntry *) dia1og_addr_ptr->stats_ptr; }

idefine tcp stats_adt1ve_connections { \
statsuEount_£or_segs (activecohnections, TCPhSEGHENT, hy4ACTIVE_CONNECTIONS,

NULL)‘ \
;tata_guunt_for_nodes tactiveconncctions, TCP_HODE, AL;ACTIVE_COHHECTIOHS, NULL); }

fdefine tcp_stats_decr_active_connectioqs { \ ‘
5tats%fiecr_count_Eo:flsegs (act1veConneot1ons, TCF_SEGMENT, AL_hCTIVE_CONNBCTIONS,

NUIJ): .
J fingfs dec:*count_for_nodes (activacannections, TCP_HODE, AL_LCTIVE_COHNECTIONB,

NULL); }
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fdefine tcp_statsHfai1ed_ponnections { \

stats_for_segs (failedconnections, failedconnectionflata, \
TCP SEGMENT, AL FAILED_CONHECTIOHS, NULL); \

statsnfor_rcv_node (common.rEvFai1edconnEctiuns, comnon.rcvPai1edconncctionRate, \

TCP HODE, AL RCV FAILEn_coNuEcT1oNs, NULL); \
statsfifor_xmtmnpda (cofimon.xmtFEi1éficonnections, common.xmtraileqconnectionaate, \

TCP HODE, AL XHT FAILED CONNECTIONS, NULL); \
stats_forHrcv_socket (common.rEvFailedC3nneEtions,fibomnon.rcvPai1edConnectionRate, \

TCF_SOCKET, ALgRCV”PAILED_COHHECTIONS, NULL); \
5tats_for_gmt_socket (common.xmtFa11edConnect1ons, common.xmtFai1cdC0nnectionRate, \

TCPMSOCKET, Ap_xMT_rA1LED_couHEcTIons, HULL}; }

iendif /* statsHtcp_h */
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Path:

Date:

stat5_udp.h

[description]

Copyright (c) 1991 Concord communications Inc.
All rights reserved.

/home/hawkdjmalibuftrakker_dh/monitor/includefsccs/5,stats_udp.h

6/19[91

Revision: 1.7

Changes:

06-18091 KR
o5—14—91 DPD
05-07-91 npn
04-25-91 KR

fifndef 5tats#udp;h
idefine 5tatsrudp_h

fiinclude
fiinplude
fiinclude
finclude
fiinclude

"sci std.h”
"add?ess.h"
"uti1.h"
“kuser.h"
“atats.h"

Description of change. {latest first)

added stats_udp_1o&aup_ptrs
added Getudpsocketnddrfromoid hacru
added common data structure tor addresses and sockets
Created
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/i
* Following are to be deleted
*/

#define un1=__HAx_m)DR 32
}define UDP_HAx_PAIRS 32

J* and of to be deleted *1

fdetine uD?_fiLQE_TABl£_S1ZE AB
fi'de_fiue UDP_:DIAL0GHIiAS}{__TABLE‘__5'I2E 43
fidefine uD1>_sqcxE‘r_:1As11;1'ABLE_s123 an
édefine UDP$HnX_HISTORY 32

/+
k UDP Segment Statistics
*/

typedaf struct stats_pdp“segmentfitype

statscountaz frames;
StatsRatePerS framekate;
statsnucketflate ' framenuckets;

Statscountflz bytes;
statsflatevers bytenate;
Statsaucketkate bytefiuokets;

statscquntaz errors;
ScatsRatePerS errorkate;
Statsflucketflate errorBuckets;

Scatscountflz révpffsegs;
StatsRatePerS rcvoffsegflate;
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Statsnupketfiate

Statacouhtfiz
$tatsRatéParS
Statsnucketkate

Statscountaz
StatSR§tePérS
statsnucketflate

Statscountlz
5tatsRatePerS
StatsBucketRate

statscquntaa
StatsRataPerS
StatsBuCketRate

Qhead_type

} Statsudpsegment;

I?

rcvoffscgfluckets;

xmtoffsegs;
xmtoffsegaate;

xntoffsegfluckets;

transits;
transitnate;

transitfiuckets;

flnwcirls:
flowctrlnate;

flowctrlfluckets;

frgnts;
frqmtkate;

frgmtfluckets;

protoco1Q;

*_UDP Address/Socket Common statistics
*1

typgdef struck stata_udp_pomnon_type{
staqscouncaz
Stai:sRat‘e'P.'¢r.$
Statsfluqkgtnate
spatscohnpaz

“Stat5Rat9P§rS
_ «Sta§SCduht32

.StatsRateEar5

frames;
franekate;

ffiamafluckets;
-rcvftahes;
rcvrramgnate;
xmtrfnmfié}
xmtFraméRata;
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;aé¢;aT .
, "pxtgauckfitfls

'i!tBYtEfi}‘
kfithytanatez

'er;ora7-
err9rR§te:

_5,érrotBuqkets;
rpfififrdxg;
-rcvfirfiornate;
‘xatE€I9té:
gmtfirrgrflate;

rGF§fiI$89E;
r‘cv0.t‘_f‘Se_i';Ra.t_e;

'§bvdEE5cgBuckets;
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nohlion; _
" T ]:i,rotDc_<_>lQ:"

didldgfl; I?"

Petitioners‘ EX1009 Page 305



Petitioners' EX1009 Page 306

2:. .j.4...,.g.__v_:_.?;_.

0?
ma '
, Kegdall S. Jones,
David H. IHGEPSDH and

DR
21
"2

HETHQRR1nan
é R05

Ger’ d H
E .1
hits

 

Petitioners‘ EX1009 Page 306



Petitioners' EX1009 Page 307

tl!|Y3‘£ 12}? {‘.i.\''[
J .-»sz_.-<.x._. :--..

 
l.U1K:.‘l IE5! C|L’H|
n‘ 5-Zw:-.:-.‘s-1:-es v.

 

  
NETWORK HUNITORING

Ferdinand Eng:-.1, Kendall S. Jones.

Kary Robertson. David M. Thompson and
Gerald Hhiize
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Import Statshddrfintry
Import Statsudpsocket

Import Statsnddrfintry
Import StatsDia1oqEntry

Import statsProtoco1Entry

Import Uintaz

Import Statsnddrfintry
Import statshddrfintry
Import Statsnddrzntry

Import FBQentry“type
Import rBQontry_type
Import FBQehtry_type

Import Uarflind
Import varnind
Import Varnind
Import Varnind

Import Uint32
Import Uint32

I:
* Local data structures
*/

Import Uint32

 

293

iudp_srchsocket_addr_ptr, *udp_dst_sooket_addr_ptr;
iudphsrcusocketmstat5_ptr, *udp_dst_sooket"stats_ptr;

*udp_dia1ogHaddr_ptr;
*udp_dia1ogHstats_ptr;

iudpmsrc“nodo_protoco1_ptr, tudpfldst_node_protoco1Hptr;

udp_protoco1;

*udpfihaSh_tab1e[UDPfiHA5HATABLfi_SIZE};
*udp_5oc}:e|:__ha5'.h__tab1e [UDP_SOCl<1=2‘1‘___}£1\S1l_TABLE_SI Zl-'.'] ;
*udP_dia1oq__ha5h_table[UDP__DIAIDG_HA5H__TABLE__SIZE] ;

*statsHextUdpAddrEntry;
*statsRextUdpSocketEntry;
*statsflaxtUdpPairEntry;

*(*statsGetUdpSeg{5]) (
*(*statsGatUdpSegO{5]}
*(*5tatsGetUdphddr{7]}
*(*statsGetUdphddro{7])

):
U
0'

( ans-1» I’

(*stats5etUdpSeg[5]) ();
(*statsSetUdpAddr[7]) ();

udp_hash;
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Import Statshddrfintry *udp_hush_link;
Import StatsAddrEntry *udphpreviou5Ahash_1ink;

Import Uint32 udp_5oCket_hash;
Import statshddrfintry *udp_oocket_hash_1ink;
Import statshddrEntry *udp_prev1ou5_sooket_ha5h_Jink;

Import Uint32 udp_dia1oq_hash;
Import StatsAddrEntry #udp_dia1og_hash_1ink;
Import StatsAddrEntry *udp_previousfldialog_hashfl1ink;

fa
* Global Routines

*1
Import Uintsz stats_udp_init {);

Import Statshddrfintry *stats_udp_get_seqment (Uint32);
Inport StatsAddrEntry *stats_udp_get_addr (Uint32 *); _
Import Statshddrnntry *5tats_udp_qet_Socket (Uint32 *, U1nt32);
Import StatsAddrEntry *stats_udp_get_dialog (Uint32 *, Uint32, Uint32 *,
uint32)-
Import étatsProtoco1Entry *stat5_udp#getfiprotoco1 (statsudpnddr *, Uint32);
Import Uint32 stats_udp_qet_stats (statshddrfintry *);

Import Statshddrzntry *stats_udp_1ookup_segment (UInt32);
Import StatsAddrEntry *9tat5_udP_1°0kUD_3ddr - (U1Ht32‘*]i
Import Statsnddrfintry *statsHudp¥lookup_socket (U1nt32 #, U1nt32);
Import Statsnddrfintry *atats_udp_1ookup_dia1og (Uint32 *, U1nt32, U1nt32 *,
Uint32)'
Import étatsProtocolEntry iStat5_udp_1ookup_protoCo1 tstatsudphddr *, Uint32);

Import vqid statsUdpAqeAddr (statshddrfintry R);
Impcrt vo1d statsUdphge5ocket (StatsAddrEntry *);
Impcrt void statsudphgebialog {StatsAddrEntry 1);
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Import varnind
Uint32);
Import Varnind
Uint32);

Import Varflind
Uint32};
Import VarBind
Uintaz);
Import Varflind
Uintaz);
Import Varfiind
Uintaz);
Import VarBind
Uintaz);
Import Varfiind
Uint32);
Import Varnind
U1nt32);
Import Varfiind
Uint32);
Import Varfiind
Uint32);
Import Varnind
*, Uintaz);

Import varnind
Uintsz);
Import varnind
Ujntaz);
Import Varnind
Uintaz);
Import Varfiind
Uint32); _
Import VarB1nd
Uintaz);

 

iotatocatudp

*stat5GetUdp0

*getUdpScgSum

*getUdpSeg$umO

*getUdpSegVa1

*getUdpSegVa1O

*getUdpSegProtoco1

*getUdpSegPr0tOC010

tgetudpsegfiostnctive

*getUdp3egHostAot1ve0

figetUdpsegTh1d

' *getUdpSegTh1d0

*getUdpnddr5um

*getUdpAddrSum0

*getUdpAdflrVa1

igetudphddrvalo

*getUdpAddrProtocol

   

(013 *, oto *,

(010 +, 010 t,

(010 *, DID *,

(DID *, oxo *,

(oIn *, DID *,

(010 t, oxo t,

(oIn A, OID 1,

(DID *, OID *,

(CID *, DID *,

(DID *, DID *,

(010 *, 010 *,

Uintaz, VarEntry *,

Uintaz, Varflntry *,

Uintaz, VarEntry *,

Ulntaz, VarEntry *,

Uint32, VarEntry *,

uintaz, varfintry *,

Uint32, VarEntry *,

Uint32, Varfintry *,

Ulntnz, Varfintry *,

Uint32, Varfintry *,

Uint32, Varfintry *,
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(OID *, OID *, uintaz, Varflntry

(oxo *, oro *,

(DID t, orn *,

(010 i, DID *,

(OID *, OID *,

(010 *, 010 k,
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uintaz, Varflntry i,

Uintflz, VarEntry *,

uintaz, VarEntry *,

Uintflz, Varzntry *,

Uintaz, Varfintry *,
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é

Import Varflind
U1nt32);
Import Varflind
Uint32);
Import varnind
Uint12);
Import Varnind
Uintaz);
Import Varfllnd
Uintsz);
Import Varflind
uintnz);
Import Varaind
Uint32);
Import VarB1nd
Uint32);
Import Varflind
Uint32);

Import Uint32
*}:
Import Uint32
*1: .
Import Uint32
«)-
Iméort Uint32
*}§
Import Uintaz
*}P

Import Uint32
*H
Import UintJ2
*1:
Import Uint32
*3;

  

tgetUdpAddrProtooo10

igetudphddrflosthdtive

(010

(CID

*qetUd nddruostnctiveo (orb

*qetudpAddrPa1r

*getUdphddrPair0

*getUdpAddrTh1d

*getUdpAddrTh1d0

*getUdpAddrPairThld

*getUdphddrPairTh1d0

sotUdpSeqSum

5etUdpSegVa1

setUdpSegProtoco1

setudpsegflosthctive

setUdpSeqTh1d

setudpnddrsum

setudphddrval

setUdpAddrProtoco1

(OID

(oxn

(oxu

(oxn

(019

(010

(OID

(010 .

{OID

(DID

(010

(CID

(019

(urn

OID t,

urn t,

UID t,

010 1,

010 4,

OID *,

orn 1,

010 i,

010 *,

OID *,

OID t,

010 t,

010 t,

010 r,

OID i,

010 n,

OID *,

Uintaz,

U1nt32,

Uint32,

Uintflz,

uintaz,

Uintnz,

uintaz,

Uintsz,

Uint32,

Uint32,

Uint32,

Uint32,

U1nt32,

U1nt32,

Uintaz,

Uint32,

Uint32,
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varfintry *,

varsntry *,

Varfintry *,

Varfintry *.

VarEntry *,

Varfintry *,

Varflntry *,

Varfintry *,

Varflntry *,

Objectsyntax

Objectsyntax

Objectsyntax

Ohjectsyntax

Ohjectsyntax

Objectsyntax

ohjeotsyntax

objectsyntax
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*, OID *, Uint32, Objectsyntax

*, OID *, Uint32, Dbjectsyntax
I

i

(flibudphddrnefaults *,

(HibUdP%egDafau1ts *,

* OID *, Uint32, objectsyntax

, OID *, Uint32, Objectsyntax

(HibUdpAddrPairDefau1ts *,

 
 
 
 

 

 
 

 
 

 
 
 
 

 

 

Import U1nt32 setfidphddrflosthchivc (010
a)-
Inéort Uint32 setudpAddrPair (DID
*)i
Import Uint32 setUdpAddrTh1d (OID
+3-
Infiort Uint32 setUdpAddrPairTh1d (OID
*) ; -

Import void setudpnddrnflts
statgudpcommon t);
Import vo id setudpsegnflts
StataUdpSegment *);
Import void setUdpAddrPairDf1ts
Statsnialogsntry *);

Import void statsUdpSegRate
Import void 5tatsUdphddrRate
Import void statsudpsocketflatestataUdpDia1ogRate
Import void

/* _* UDP Hacro's
tr

ft GetUdpSocketFromOid — gets a ip addrgss from the and
#define GetUdpsocketFromOid(source, ipwaddr, udp_port) \
ipflfiddr = (5ource—>o1d_ptr[source->1ength — 2]) + \
(source—>o1d#ptr[source~>1ength — 3} << 8) + \
{source->oid_ptr[source—>1ength - 4] << 15) + \
(sour¢e->oidfiptr[sou§ce->1ength ' 5] << 24): \
udp_port = aource—>o1d_ptr[source->1ength — 1}

]* GetUdpSocketAddrFromOid kl

(Uint32);
(U1nt32};
(Uint32):
(Uint32);

of the OID */

idefine GetUdpSocketnddrFrom0id(source, ip_addr1, udp_port1, ipfiaddrz) \
1E_addr1 = (source—>oid_ptr[source—>1ength — 6]} + \
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(source->oid_ptr[source—>1enqth ~ 7] << 8) + \
(source—>oid_ptr[source->1ength — 8] << 15) + \
(source—>oid_ptr[source~>1unqth — 9} << 24); \
udp_port1 = sourcu~>oid_ptr{source«>1ength ~ 5
ip_addr2 = (source—>oid ptr[source—>1enqth — 1
(source—>oid_ptr{source:>1ength — 21 << 8) + \
(source—>oid_ptr{source—>1angth — 3} <4 16) + \
(source->oidFptr{source->1ength — 4} << 24)

/* GetUdpSocketsFrom0id ~ gets a ip
fldefine GatUdpSocketsFromOid(source _
ip_addr1 = (Source->oid_ptr[Source->1ength — 7]) + \
(5ourca~>oid_ptr[source—>1ength - 3] << 3) + \
(sour¢e—>oidhptr[sou;ce—>1ength ~ 9] << 15) + \
(sourcc~>oid_ptr[source—>1ength - 10] << 24}; \
udp_port1 = source->oid_ptr[source~>1ength — G]; \
iphaddrz = (source->oid_ptr{source—>1ength — 2]} + \
(5ource—>oid_ptr[source—>1ength — 3} << 3) + \
(souroe~>oid_ptr[source—>1ength — 4] << 15) + \
{source->oid_ptr[soutce—>1ength — 51 << 24); \
udp_part2 = nourceu>oid_ptr[source->1ength - 1]

/% Getudpsocketindexfronoid ~ gets a ip

ip_addr = (source—>oid_ptr[5ource»>1ength 4'31) + \
(source—>o1d“ptr{suurce~>1ength - 4} << 3) + \
(sourca->oid_ptr[source->lgngth ~ 53 << 16) + \
(source—>oid_ptr{source—>1ength ~ 6} << 24}; \
udpmport = sourco~>oid“ptr{source—>1ehgth — 2]; \
indx = source—>oid_ptr{source—>1ength — 1]

/**¢-it

t For udp, luck up the following data structures:t

 

address from the end of the OID */
, ip addrl, udp_port1, ip_addr2, udp_port2) \

address from the end of the OID if

Fdefine GetUdpsocketIndexFroh01d(source, ip addr, udp port, indx) \

ktitiifiitfikliiiifi*R**fi£fii*kit&iiii*iiiiiikttkiiii*i**ifiii*i*
The invoker

 
293
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dst_5egwstats_ptr
thisH5eg_addr_ptr
src_peg;addr;ptr
src_seq_stats_ptr
dst_seg_addr_ptr
th is__5eq__s tatsflptt
src node_addr_ptr
src nodeHstats_ptr
dst node_addrHptr
dat stats_addr_ptr
src socket_addr"ptr
arc socket_stats_ptr
dstfisqckethaddr_ptr
dst_socket_statsHptr
dia1og_addr_ptr
dia1og"stats_ptr

E
I
1
1www+wwww»11+1w-i» I

*/
Fdetine stat5_udp“1ookup_ptrs(ipHsrc_addr, srchport, ip_dstHaddr, dst_port) { \

src_nodeMaddr_ptr = stat5_pdp_1ookup_addr (ip_srcMaddr); \
if (src_node_addr_ptr != NUIJJ \

{ \ .
arc node statsflptr = (statsudpnddr *) srcmnodefiaddr_ptr->5tat5_ptr; \
5rc:seg_§ddr;ptr = StatS_udp410okup_segment

(src_node_addr_ptr—>address.segment1); } \
else \ ‘

f \
srcAnude_stats_ptr = NULL; \
ip_src_addr_ptr = (statsnddrfintry *) stats_ip lockup addr {ip_src_addr); \
src_seg_addr_ptr = stats_udp_1ookup_segment (Tp_src_Eddr_ptr—>address.sagnentl);

,4-'-1
if (arc_segHpddr_ptr != NULL) \ _

src_seq_stat6_ptr = (Stat5UdpSegment *) 5rc“seg_addr_ptr—>5tats_ptr; \
else \

src_segHstatsHptr = NULL; \

dst_node_addr_ptx = stats_udp_1ookupwaddr (ip"dst_addr); \
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if (dst“nuda_addr_ptr != NULL) \

{\
dst node_stats_ptr = (statsudpnddr *) dst_node_addr_ptr->stats_ptr; \
dstmscg addr_ptr = stutg_udp_1ookup_segmant

(dst“nodemadd?;ptF~>address.segment1); } \

} \

fendif /9 stats_udp_n */

else \
{ \
dstmnode_stat5Wptr = NULL; \ .
ip d5t_addr_ptr = (StatsAddrEntry *) 5tats_ip loukupwaddr (1p_flst_addr); \
d§E_segHaddr_ptr = statsHudp_1ookup_segmant (Tp_dst_addr_ptr->address.5egment1};

if {dsthsegMaddr_ptr l= NULL) \
d5t_5ogfistats_ptr = {Stat5UdpSegment *) dst_seg_add;_ptr~>stats_ptr; \

else \
dSt_5egMstatS_ptr a NULL; \

src socket_addr ptr = stats udp_lookupM5ocket (ip_src_addr, src_port); \
if —(‘src#socket__'5ddr___ptr := :”wI..L) \

src_socket_stats_ptr = fstatsudpsocket *) srq_sockethaddrHptr—>stats_ptr5 \

dst socket_addrHptr m statsMudp_1ookup_socket (ip_d5t_gddr, dst_port); \
1: ‘(dst_socxet_adar_ptx := NULL) \

dst_socketHstats_ptr u (statsudpsocket *) d5t_socket_addr_ptr—>stats_ptr; \

this seq addr ptr : stats udp“1ookup_segment {mySegmentId); \
if (Ehis:seg_Eddr_ptr 1= FULL) \

thisHaeg_stats_ptr = (statsudpsegment t) th1s_seg_addr_ptr->stats_ptr; \

dia1og_addr_ptr = \
stats udp_1aokup#dialog (iR_src_addr, src_port, ip_dst_addr, dst_port); \
if (dIa1og__addr_ptr 1«.= HULL) \

dia1og_stats_ptr = (statsbinlogfintry *) dia1og_addr_ptr~>statswptr; }
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Path:

Dafie:

Revision:

Changes:

HH~DD~YY

as-1nL91d

06405fi91

o6eQ1-91

I

.‘FVfli-IiW$¥¥hIItE1iIiI4$#twn»It
stats_d11_a.c

{description}

 

 
Copyright (c) 1991 Concord Communications Inc.

All rights reserved.

/home/hawk4fmalibujtrakkerfldbfmdnitorfstats/SCCS/s.stat5md11_a.c

a/1:/91

1.6

WHO

DPD

DPD
npn

linclude tstdio.h> '

‘:#inc1ude <ceL_std;h$

:1ne1ua$ usys£am.h"
-§;np1ude'Qéddie§ewh“

Description of change. {latest first)____u__~____---F___u—--____—~u—uu——_—n-psuuuu_

Added rate calculations in statsnllsegnate and
statsbllhddraate for runt, 11c, and enet frames

Fixed aging bug
Fixed rate bug

:_static char stats_d11_a_o [J = "E(f)statsHd11_a.c 1.6";
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finclude <ays/types.h>
finclude <sys/socket.h>
Finclude <b§d43/sys[time.h>
fiinclude <;usr/include/b5d43/time,h>
fiinclude “uti1;h"
Finclude “kuser.h"
fincludg ?nbuE.h"
fiifdgf uhix
iinclude <sys/Cci.h>
fiendif
finclude "1anuti1.h"
fiincluqe "mtmLin.h"
finglude "rtp.h"
fiincluqe "a1arms.h“
finclude "nib_d11.h"
Finclude "mib_def5.h"
flinclude "stats.h"
flinclgde “stat5_d11.h"
fiincluda "stat5_pib.h"
fincluda "snmpd.h"
finolude "mih_nlarms.h"
#inc1udé "em_ctr1.h"

/iztifiifiikiiitififiikiiicticitiiliii-itiiiliitiiiti#*%::ki{':'c*

* Given a DLL dialog, deternine if it shoul
* get rid of it.‘E
I

void statsnllhgepialog (dialog_addr_ptr)

statsAddrEntry *dia1oq_addr_ptr;

register Uint32
register Statshddrflntry

297

ktiitttitkkittttfiktktt

d be aged out, and, if so,

xdialogwhash;
*xdia1ogHhash_1ink:
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register Statshddrflntry

 
ixprevious_dia1og_hash_1ink;

register StatsDia1ogLink *dia1og_1ink_ptr;
register $tat5AddrEntry
register statanllhddr
struct timeval
Uifit32

if (monctrl.d11Dia1ogAqeTime
return;

if (dia1ogfladdr_ptr w= NULL)
return;

*addr_recprd“ptr;
*d11_statsfiptr;
curr¢ntHtime;

i:

as: Q)

mon_gettimeo£day (&current_tine, 0);

if (currant_tima.tv_seu - dia1bg_addr_ptr—>1a3tTime < monctrl.d11Dia1ogAgeTimer)
return;

1*
R Time to chuck this dialog. Remove it from the dialog hash table.

* Look up the dialog in order to set dia1og_hash, previouswfiia1og_hashm1ink
* and dia1og_hash“1ink.
*I

addr_récord;ptr m statsWd11_1ookup_Qia1og (Edia1oq_add:_ptr->address.macAddre5s1,

adialogmaddr ptr—>uddress.macAddress2);
if (addr_record_ptr 1= dia1og_addrmptr)

{

return;
}

xdia1og_hash = dialog hash;

mon;panic tfinfitask, STATS_PTRS_NOTuEQUAL, “5tatsDl1AgeDia1og: ptrs not equal");

xdialdg hash link = dia1og_hash_1ink;
xpreviofis_di31ogAhash_11nk = preVious_dia1og"hash_1ink;
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if ( (xprevious_fiia1ogflhash_link == NULL) an {xdialoq_hashr1ink~>hash_1ink =2 NULL) )
dia1ogHha5h_tab1e{xdialoquhash] a NULL;else
{

if (xprevious_flia1oq_hash_1ink != NULL)
Xpreviou5_dia1ogmhash_link->hashH1ink = xdia1ag;hash_1ink—>hash_1ink:else

if (xdialog_hash_1ink—>hashH1ink != NULL)
dialog_hashfltah1e[xdialogmhash] n xdia1og_hash_link—>ha5h_1ink;

}

/*
* Remove the dialog from the dialoge for each of the mac addresses
t and deallocate the structure that was on the dialogq which pointed
* to the dialog.
*1

addr_;ecord_ptr = statsHd11_1ookupwaddr (adia1og_addr_ptr—>addre5s.macAddres51);
for (130; i<2; i++)

{
if (addr_re¢ordfiptr != NULL)

{
d11<stats_ptr = (statsbllhddr *) addr_record_ptr—>statsHptr;
if (a11_stats_ptr is NULL)

E

dia1oq_1ink_ptr = (StatsDia1ogLinK *) d11fistats_ptr->dia1ogQ.pB1ink;
while (dia1og_1ink_ptr 1: NULL)

{

if (dia1og_1ink_ptr—>dia1og_afldr_ptr == dialog_addrflptr)break‘

dia1og_11ni_ptr u (statsnialagbink *) dialogfllink_ptr—>1ink.pF1ink;
}

if {diaiog_1ink_ptr != NULL)
{
Fflkemqm (&d11_statsfiptr~>dia1ogQ, (pFBQantry_type) dia1og_1ink"ptr);
stats_dea11o¢ate (dia1og_1ink_ptr, s1zeof(5tatsDia1ogL1nk));
}
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}
addr_record_ptr
}

stats_d11_}ookup_addr {ad1a1oq_addrHptr->address.macnddress2);
ll

 

 
 

 
fir

* Remove the qialog from the statsnlloialoqq and deallocate the structures
* ‘associated with the dialog.
*/

FBRemqm (astatsbllnialogg, (PFEQnntry_type) dia1og_addr“ptr);

  if (dia1ogHaddr_ptr~>statsflptr != NULL)
statshdeallocate (dia1og_nddr_ptr->stat5“ptr, aizcoffstatsoialogfintry} );  

  statsmdeallocate (dia1og_addr_ptr, sizeof(StataAddrEntry) ); 
 } 

 
  lfiiiiiiliiifiifiitfikliiIifiktiilliiitkiiiiiiiiiiiiIuiatitktiiiiiiiiirii-Icikiiiliitttiii*

* Determine if address statistics should be aged out, and, if so, get rid of it.
*1

void atatsullfigehddr (addr_ptr)

  
 

 

 

 
 

statshddrnntry *addr_ptr;

register StatsDia1ogLink *dia1og_1inkHptr;
register StatsD11Addr *statH_ptr;
struot timeval cnrrent_t1nei

if (nonCtr1.d11NodengeTimer == 0]
return;

if (addr_ptr ‘== H-UIJL)
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return;

stats_ptr = (statsbllhddr *) nddr_ptrw>stats_ptr;

nonmgettimeofday (&current_t1na, 0};

if (current_time.tv_sec - addr_ptr—>1astTime < monCtr1.d11HadeAgeTimef)
return:

/* - 0 0
* Time to chuck these stats. Not the address — Just the stats.
*2’

1* I
* Remove the dlalog links from the stats and deallocate the stats.
-/

if {stats_ptr 1: NULL)
{
d1a1ogn1ink_ptr = (statsnialoqbink *) FBRemqh (Estatsfiptr—>d1a1ogQ);
while (dia1og_1ink_ptr != NULL)

{
stats deallocate (dia1og_1ink_
dialofiplinkfiptr = (statsbialog

ptr, sizeoE(5tatsDia1ogLink)};
Link *1 Ffikenqh (&statsflptr—>dia1ogQ);

}

stats_dea1lucate (stats_ptr, s1zeuf(StatsD11Addr) );

addr_ptr->stats_ptr = NULL;
}

}

/+
iiitictittiahtiiiiaikktikiiit-ii-kiiiitiiiiiiikiittiitiiit-ii$i***fif*********i|\*iiii
zlr

1‘:
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* DLL rate routines%
*

i

fiiiiifiiiiiiikkkiitiiikiittfitiitiiikiiitkitfiktkiiitiiiiiiiifiiiittiitiiiiiikkkii
*/

/i
* 5tatsD11Protoco1Rate
«-2

Void statsD11Protoco1Rate (dllwprotocol ptr, dl1_addr_ptr, rate_type, tine)
5tatsProtoco1Entry *d11:protocol_ptr;
StatshddrEntry *d11_addr_ptr;
Uint32 rate_type;
Uihtflz time;

{
Alarmuserbata d1l_a1armHdata;

while (d11_protoco1_ptr l= HULL)
{ +

* Pass the protocol as alarm data in case an alarm occurs
ix

d11_a1arn_data.1ength = 4;
hC°PY {5¢11_protoco1_ptr—>protoco1, d11_a1arm_data.data, 4);

stat5Ca1oRates(&d1l_protoco1_ptr->frameRate, HULL,
rate_type, (statshddrfintry i]d11_addr_ptr,
DLL PROTOCOL, AL FRAHES, time, HULL);

d11_protoco1_ptr = d11_§rotoco1_ptr-§1inR; 
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/*
* statsD1lSegRate
*/

void statsnllsegkate (rata_typa)
Uint32

{

 
xate;type;

register Statsnllsegment *d11 seg_ptr;
register Statshddrfintry
struct timeval

register StatsProtoco1Entry

[i get the current time i]

_*d11_segmaddrHpt:;
current_time;
*d11_protoc0l"ptr;

monggettimeofday(&curIent_time, 0);

d11_seg_addr_ptr = (statsaddrfintry *) statsD1]5egQ.pFlink;

while (d11_seg_addr_ptr £= NULL)
{

if ?d11mseg_ptr 1= NULL)
d11 seg_ptr = tstatsollscgment i) dll_Scg_flddrHptr->stat5_ptri

if ((current_time.tv_sec — d11_seg_addr_ptr—>seconds_start_fiime) >=
monctr1.rateTimer)

{

DLL_SEGHENT,

statscalcaates(&d11_seg_ptr->frameRatc, Edll_seg_ptr~>framcBuckets,
rateutype, (StatsAddrEntry *)d11_seg_addr_ptr,

AL FRAMES. current time.tv_sec, NULL};
statsCa1cRates(&d11_5e§_ptr—>byteRate[#5d11 Beg ptr->byteBuckets,

DLL_SEGHENT,
rate_type, {statsaddrflnfry ?)d11_segHaddr_ptr,

AL BYTES, current time.tv sec, HULL);
statsCa1cRates(&d11_se§_ptr<>errorRatE, &d1l Eeg_ptr—>errorBuckats,

DLL_ssGHEnT,
 

rate_typé, {statsAddrEnt?y *)d11_segHaddr_ptr,

ALLERRORS. current_time.tQ"sac, HULL);
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DLL_SEGMEHT,

DLLHSEGMENT.

DLL__SEGr4iBH‘l‘.

DLL__S BGHEHT,

DLL_SEGHEN'I',

DLL__SEGHE‘.NT,

DLL__SEGMEN‘I',

DLI.-__SE.GHEH'I‘,

304

statsCa1uRates(&d11_seg_ptr->rcv0ffsegnate, &d11_aeq_ptr—>rcvoffsegauckets,

rate_type} (statsAddrEntry *)d11Mseg_addr_ptr,

AL#RCV_OFF"SEG, current_tine.tv_sac, HULL);
statsCa1uRates(Edl1_seg_ptr->xmt0ffSegRate, &d11_seq_ptr~>xnt0ffSegBuckets,

ratg_type, (statshddrfintry *)d11“seg_addr_ptr,

_ AL_xMT;0FF_SEG, current_tine.tv_sac, NULL);
Statscalckates[&d11“segfiptr—>transitRate, ndllwseg ur—>tranaitBuckets,

ratg_type, (statshddrfintry *)d LHseg_addr_ptr,

ALLTRAHSIT, current_time.tv_sec, NULL);
statSCnlcRutaS(&d11_seq_pt:->bcastRate, adl1w§cg_ptr->bcastBucket5,

rate_type, (statsAddrEntry *)d1L_seg_addr_ptr,

AL_BCAST, current_time.tv_sec, HULL);
statscalcflates(&d11_seg_ptr—>mcastRate, ad11Hscg_ptr—>mcastBuoket5,

ratewtype, (statshddrfintry *)d11_aag“addr_ptr,

. AL HCAST, current time.tv_sec, NULL);
statscalcnates(Ed11_sa§Fptr->co11i5iofiRate, NULL,

rate_type, (statsaddrfintry *)d11gseq_addr_ptr,

AL_COLLISION, current_time.tv_sec, NULL);
statscalcnates(&d11_sag;ptr->a1ignmentBrrorRata, HULL,

rate_type, (statsnddrfintry *)d11_segmaddr_ptr,

AL_ALIGNHEHT, current_time.tv_sec, NULL);

statscalckatas{adl1_seg_ptr—>enetFrameRate, NULL,
rata;type, (StntsAddrEntry *)dl1_seg;addr_ptf,

AL_BNB1MFRAHES, current_fi1me.tv"sep, HULL);
statsCa1cRates(fidl1_seg_ptr—>1lcFrameRate, HULL,
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rato_type, (StatsAddrEntry i)d11”seg_addr_ptr,
DLL_SBGHBNT,

AL LLC FRAHES, current time.tv_sec, HULL):
statscalcuates{Edl1_se§rpt?->runtFrameBateT HULQ,

rate_type, (statshddrfintry *)d11“seg_addr_ptr,
DLL_SEGHEHT,

ALHRUHT_FRAHES, current_time.tv_sec, HULL);

/* calculate the rates on the protocolo */
d11_protoc91Wptr = (StatsProtoco1Entry *) d11_seg:ptr~>protoco1Q.pP11nk;
statsnllvrotbcolnate {d11_protaco1_ptr, d11_sqg_addr_ptr,

rate_type, current tine.tVmseq);
d11_seg_§ddr_ptr—>seconds“start_time}

5tatsD1lDia1ugRate (rate_type3;

= current"EIne.tv_§ec;

}
d11usqg“addr_ptr 5 ($tatshddrEntry *)d11useg_addr_ptr">1ink}pPl1nk;

I
}

[It
i statsnllhddrnato
*/

void statsD11AddrRate (rate_type)
uihtaz rate;tYpe:

{ — — .
reg15ter‘StptsD11Addr *d1}éaddr_ptr;

registg; FpQphtry_type *9DtEY_PtTF
regis;erVFpQéntry;typeM *nextfientry_ptr;
register Stgtghddrfintry *d11Fhntry;pt:;

lgop count;re9ister_Uiht32
current-tIme:dtfubtjtimeval

register-statsProtoco1Entry td11wp;3to¢o1_ptr;

/* Qflt tfié'¢urreht time ‘I
mon_gettimed£d;y(&curren§_time. 0):
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1oop_count = O;

jiifiik Aging iiiiif
if fistatsnextnllnddrfintry In NULL)

entry_ptr E statsNextDl1hddrEntry; /* pick up where we left off *1else
{

/* only age styuctures if we've processed them all #1
entry_ptr statsHacAddrQ.pFlink;
while (entry_ptr in HULL)
{

next_entry_ptr entry_ptr->pF1ink;
atatsnllkgehddr ((statsAddrEntry *) entryfiptr);
entry_ptr F naxt_entrywptr;

}

entryfiptr statsHacAddrQ.pF1ink;
}
lflrltllt AGING inhlcinf

while ((entry_ptr != NULL) && (1oop_cuunt < stats_q#countj}

dl1_pntry_ptr H {StatsAddrEntry *)entry_ptr;
if ({(d1l_entry_ptr->em_control & rate_type) [= 0)

ea (dll_entry_ptr—>stats_ptr Eu NULLJ)
{

(StatsDllAddr *)dl1_entry_ptr~>stats“ptr;d11maddr_ptr

if ((current_tlme.tv_sec ~ dll_entry"ptr—>seconds_start_tlne) >=
nonCtrl.rateTimer)

{
statsCa1cRates(&d1l#addr ptr~>framcRate, &dll addr_ptr->franaBuckats,

rate:type, (StatsAddrBntr§ *)dl1_gntry_ptr,
DLL_HODE, AL_PRAHBS, cu:;entHfiine.tv_5ec, NULL);

ctatsCa1cRates(ad11_pddt_ptr—>rcvFrameRate,"HULL,
rate_type, (statsnddrEntfy *)d11_entry_ptr. 
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DLL_flODE, AL RCV_FRAHES, currentFtine.tv_sec, NULL);
stutscalcnates(ad11_padr_ptr~>xaErramenata, NULL,

ratefltype, fstatsnddrflntry *)d11_entry_ptr,
DLL¥NODE, ALLXHT4FRAHES, currentwtine.tv_sec, NULL};

.statsCa1cRntea(&dl1_addrHptr:>bytaRata, &¢l1 addr;ptr—>hyteBuckets,
rate_type, {statshddrEnt§y i)d11mentry;ptr,
DLL NQDE, AL BYTES, current_time.tv_sec, NULL);

statsCa1cRate5(&a1luadG?_ptr->rc?ByteRate, nupng
rate_§ype, (StatsAdd_Entty *)d11_enhry4p:;,
DLL nova, AL RCV BYTES, current_tima.tv_se¢, NULL);

statscalcnates(aal1_aad?;ptr»>xm€3y:Egato, NULL,
rate_type, [statsaddrfintxy *)d11_antry#ptr,
DLL_HODE, Ah_XHTwBYTES, currentHtimé.ty_seo, HULL):

statsCa1cRates(&d11_addr_ptr—>errorhate, Edll addr ptr->errorBuckets;
rhte_type, (StatsAddrEntr? !}dT1_entry_ptr,
DLL NUDE, AL ERRORS, current;time.tv_sec, NULL}:

statsca1cRates(§d11_addE;ptr—>ruVErtorRate, NULL,
rate_type, (statsAddrEntry *)d11_¢ntry_ptr,
DLL MODE, AL_RCV_ERRORS, current time.tvHsec, HULL);

statscalcnates(ad11_addF_ptr—>xmtErrornate, NULL,
rate_type, (statsnddrzntry *)d11_gntry_ptr,
DLL“NODE, nLLXHT_ERR0R5, currenthtime.tv_sec, NULL);

statscalcnates(&d11_addr_ptr—>rcv0ffSe9Rate

,&d1ldaddrwptr->rcv0ffSegBuckets,
ratefitype, (statshddrfintry *)d11_entry_ptr,
DLL HODE, Ah&RCV”OFF_SEG, currentwtime.tv_sec, HULL};

statscalcflates(Edl1_§dd?_ptr—>xmtOffSegRate,
&d11_addr_ptr->xmt0ffSegBuckets,

rate_type, (StatsAddrEntry *)d11_entry_ptr,
DLL_NODE, Ah XHT OFF SE6, current_t1me.tv sec, HULL);

statscalckates(ad11_addr_ptr->xmEEca§tRaEé, &d11_addrHptr->xmYBcastBuckets,

rute_typo, {StatsAddrEntry i)d11wentryuptr,
DLLLHQDE, AILBCAST, current_t1ne.tv“sec, NULL);
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statsCa1cRates(&d11_addr_ptr->xmtHcastnate, adl1_addr_ptr~>xmtHca5tBuckets,

rate_type, (statsaddrflntry *)d11Hentry_ptr,
DLL_HODE, ALLHCAST, current_time.tg_sac, NULL);

statscalcflates(adl1_addr_ptr—>enetFraneRate, HULL,
ratentypé, (statshddrfintry *)d11Ment:y_ptr,
DLL_NoDE, Ay_EHET_PRAHBs, current_time.tv_sec, HULL);

stat5Ca1cRates(adl1Haddr_ptr—>11cFrameRate, NULL.
rate_type, (statsfiddrfintry i)d11_entry_ptr,
DLLFNODE, AL_LLC_FRAHES, current_tine}tv_sac, HULL);

5tutsCa1cRatés(ad11_addr_ptr~>runtFrameRate, HULL,
ratewtype, (StatsAddrBntry *)d11mentry_ptr,
DLL_HODE, AL*RUHT“FRAMES, current»tine.tvHsec, NULL);

/# calculate the rates on the protoco1Q if
d11_protoco1_ptr m (statsprotocolfintry 1) d11_addr_ptr—>protoco1Q.pF1ink:
5tatsDl1ProtocolRate (d11_protoco1Mptr, dll_ent;y_ptr,

rate_type, current_time.tv_sec);

d11_entryuptr—>secondsHstartMtime = currentmtime.ty_5ec;
1ooR_count++;
}

}
entry_ptr = entry_ptr->pP1inH;

}

stat5HextD11AddrEntry = entrywptr;

if (statsHextD1lAddrEntry l= NULL)
statsRatesHotDone 3= STATSfDLLLADDRMRATE;

}

/+
# statsDllDia1ogRate‘A

— /
void statsnllnialogfiate (ratentype)
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Uintsz rata_type;

register Statsbialogantry td11_dia1og_ptr:
ragister FBQcntry_type ientrymptr;
register FBQentry_type *naxt_ehtry_ptr;
register $tat3AddrEntry *d11_¢ntry_ptr;
register Uint32 loop caunt;
struct timeval current_tIne;

/* get the current time */
mon_gettimeofflay(acurrentwtime, 0);

if (statsHextD11PairEntry l= HULL)
entry_ptr = statsNextD11PairEntry; /* pick up where we left off ifelse

{
/t only age structures if we've processed then all *1
entry_ptr = statsD1lDia1ogQ.pF1ink;
while (entry"ptr l= NULL)
{ .

next_entry ptr = entryfiptr->pF1ink;
statsD11Ag3Dia]og {(5tatsAddrEntry *) entry_ptr);
entrymptr K next_entry_ptr;

}

entry_ptr = statsD11DialogQ.pF1ink;
} .

1oop_count = 0;
while ({entry_ptr != NULL) && (1nop_count < stats_q_c0unt})
{

d11 entpy_ptr = (statsAddrEntry *)entry_ptr;
if T((d1l_entry_ptr->em_contro1 & rateqtype) I= O)

&& (d11_entry_ptr->stats_ptr l= NULL))

(statsD1a1ogEntry *)dl1_entry_ptr—>stata_ptr;
ll

d11_dia1og_ptr
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if ((current_time.tv_sec — d11_entryMptr—>seconds_start_time) >=
monCtr1.rateTimer)

{
statsCa1aRates(&d11_dia1og_ptr~>packetRate, HULL,

rate__type, (statsnddrentry *)d1].__entry"_ptr,
DLp_Pn1R, ALWFRAHES, current_t1mc.tv_sec, HULL);

statsca1cRates(&d11_dia1oq_ptr~>byteRate, NULL,
ratemtype, (statshddrfintry *}d11_entry_ptr,
DLy_PAIR, ALLBYTES, currentmtimc.tv_sec, NULL);

statsCa1cRates(&d11udia1og_ptr~>errorRate, HULL.
rata_type, (StatsAddrEntry *]dl1_entry_ptr,
DLL_PAIR, AL_HRRORS, currcntMtime.tvmsec, HULL}:

statsCa1cRates(ad11mdia1og_ptr->rragmentflate, NULL,
rate_type, (statsAddrEntry i)d11_entry_ptr,
DLLNPAIR, AL~FRAGHEHTS, currentHtime.tv_sec, NULL);

statscalcnates(&d11#dia1oq_ptr->rexntRate, HULL,
rate_type, (statsnddrfintry *)d11_gntry_ptr,
DLL_FA1R, AL_RExMTS, current_time.tv_sec, NULL);

statsCa1cRates(&d11_dia1oq_ptr—>f1owCtr1Rate, HULL,
rate_type, (StatsAddrEntry i)d11_entry_ptr,
DLL_PAIR, AL“FLOH_CTRLS, current_time.tv;soc, HULL};

d11_entry_ptr—>seconds_;tart_time 2 current_t1me.tv_sec;

loop_count++;

} }
antryhptr m entry_ptr—>pF1i"k;

}
stutsNextDl1Pa1rEntry H ehtry_ptr;

if (statsHéxtD11PairEntry £= NULL)
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statskatesflotoone = S'I‘ATSfiDLL__PAI R_RBTEF
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stats_d1lfip.C

[description]

Path: /home/hawkd/mal

Date: 8f23/91

Revision: 1.6

Changes:

HH—DD-YE WHO Descr

08—15~91 KR If ma

06-12-91 KR Chang

1-!-I-lrfl-I-I-1»il-I-I-SF!-1-I-I-WI’!-I-fl-III}
I

static char stats_d11HpHc [] =

{include <stdio.h>

#ihc1ude <cci_std.h>

finolude “system.h“
finclude "addr&5s.h"
{include <sys]typgs.h>
{include <sys/5ocket.h> 

 
 

 
 

Copyright (0) 1991 Concord Communications Inc.
All rights reserved.

ibu}trakkermdb/munLtor/stats/SCCS/s.stata_d11_p.c

iption of change. (latest first) -

c addr is mcast or beast, set seq id to mysegmentid so
frames to them won't be counted as xmt off seq
ed segment id default for mac addresses

"B(f)stat$_d11_p.c 1.6";
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{include <bsd43/sys]t1me.h>
flinclufie </usr/include/bsda3/time.h>
Finclude "uti1.h"
alincluda "kuser.h"

iinclude "mhuf.h"
fitdef unix
iinclude <sys/cci.h>
rendif
finolude "1anuti1.h"
#inc1ude "mtm_in.h"
fincfiude "rtp.h"
finclude "a1arms.h"
finclude "mibud11.h“
iinclude "mib def5.h"
iinclude "staEs.h"
flinclude "stat5_d11.h“
Iinclude "stuts_mib.h"
fiinclude “snmpd.h"
fiinclude “m1p_a1arms.h"
{include "em#ctrl.h"

ft
* Global data structures
*1

statsnfldrfintry *dl1_thi5Hseg_addrHptr, *d11_src_geg_addr_ptr, id11_dst_seg_addr_ptr;

Stat$D11Segment *d11Hthia“aegM5tata“ptr, *d11”src_seg_statS_ptr,
*d11_flst_segHstatsdptr;

Statshddrfintry imac hashfltab1é[HnCAHASH_TnBLE_SIZE};
Statsaddrfintry *d11:srcMnodg_addr_ptr, td11#dst_node_addr_ptr:
Statsbllnddr *d11H§rc“node_stats_ptr, *d11_dst_node_acats_ptr;
Sta§sProtoco1Entry *d11_srcHnode_protobo1_ptr, id11_fist_node_protaco1_ptr;

Petitioners‘ EX1009 Page 333



Petitioners' EX1009 Page 334

5tat5Prot0co1Entry *d11_thi5_segfiprotoco1_ptr;

314

statspratocoltntry tdl}_src_seg_protoco1“ptr, *d11_dst_seq_protoco1Aptr;

StatsAddrBntry
Statsnddrfintry *dL1fifiia1og_addr ptr;
statsDia1oqEntry *d11_dia1og_statE_ptr;

Machddress thiswsrc_macdaddr;
Machddress this_dst;nac#addr;

/+
* Local data structures
*/

Uint32 mac_hash;
$tatsAddrEntry *mncMhash_1ink;
Statshddrfintry *pKevious_nac_hash_1iuk;
Uintaz dialogflhash;
Scatshddrflntry *dia1og_hashH1ink;
Statshddrfintry *previous_dia1og_hash_1inx;

id ia1og_hash_tab1eLnLL__nIALoG_:msH_'mBLE_sIzE; ,-

"k*'.i%'i.'iiiitiikittiifitfififitifiRfliiktiiiiitilflti-liuic-k:’ri1'titfi1li-*l:**1livliilui-Qrlrilfi*

* Look for the segment address structure.
* If no match is found, HULL is returned.
~‘/

Statsadfirfintry *stats~dl1_lockup_5egment (segment)

Uint32 segment;

register StatsAddrEntry *segHaddImptr;
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5eg_addr_ptr = (statshddrflntry *) statsD115eqQ»pF1ink;

while {segfiaddrflptr t= NULL)
{

if (seg_addrhptr—>address.segmentl =w segment)
break;

seguaddr_ptr w (statsfiddrfintry *)5eg"addr ptr—>1ink.pF11nk;
} _

return (segHaddrHptr};

/iialkiiriiiiiikitiitiiiiifiikttittirikitiiiilikiiiitftkttihiiikkiiiifiifiiiifi*

* Find the structure for keeping D11 segment statistics for the given
* segment. If one is not found, attempt to allocate one.
*/

StatshddrEntry *statsWd11_get_segment (segment)

Uint32 segment;

register StatsAddrBntry *seg_addr_ptT:
register StatsD11Segmant *segPstats_ptr;

seg_addr_ptr u 5tat5_d11_1ookup_segnent (segment);

/2!
* If not found, try to allocate a structura for this segment
* If one can't be obtained, count this as a drop.i

if (seg_addr_ptr == NULL)
{ . A . -
Sag addr$ptr = (statshddrfintry *} stats_a11ocate ( s1zaof(StatahddrBntry) );
if Tseg_addr_ptr l= NULL)
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I
seq addr ptr—>nddress.addressType = Hibsognentl;
sag:addr:ptr->addra5s.segmentl = segment;
5eg_addrRptr->parae_contro1 = monCtr1.sagParseCtrl;
Ffllnsqt (astatsnllsego, (PFBQentry_type) seg_addr_ptr);
)

{
stats moq_d11 dropped;
returfi (NULL)?
}

 

 
 
 
 

 
 
 

}
 

 /R
* If there's an address structure, see if there's a statistics Structure
* for D11 attached, if not and parse control allows, allocate one.
H

if (seg;addr_ptr != NULL)
{
5eg_stats_ptr = (statsnllsegment *) seg_addr_ptr~>stats_ptr;
if (sag~stats_ptr == HULL)

},
* If D11 parsing is onabled, allocate D11 statistics structure if
i one has not already been allocated. If one can't be obtained, count
i this as a drop.
*1

if (5§g_addr_ptr—>parse_control & H1bParseD11) ¢
{

segMstats_ptr = (Stat5D1lSegment *)‘stats_a11ocate (sizoof
(statsbllsegment) };

if (5egHstats_ptr == HULL)
stats_mon_fi1l_dropped:

else

I . _
seg_addr_ptr~>stats_ptr = (U1nt32 *) seg_stats_ptr;
aeg_stats_ptr~>frameRate.type = STnTSHRATE_10S;
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seg_stats_ptr->hyteRate.type = STATs_RATQ_1OS;
$pg_stats_ptr->errotRatc.type = STATS_RATQ_1OS;
seg_stat5#ptr->rcVOffSEgRate.type = STATS_RATB_10S;
segwstats_ptr->xmt0ffSegRata.type = STATS_RATE_10s;
seg_stats_ptr->transitflate.type = STAT5HRATE"10S;
seg_stat5_ptr->bca5tRate.type = STATSHRATBMIOS;
seg_stats_ptr—>ncastRate.typo = sTATS_RATEH1Ds;
seg_stats4ptr~>co11isionRate.type = STATS RATE_1Ds;
seg_stats_ptr—>a1ignmentErrorRate.type m ETATS RATE_10s;
segmstat5_ptr~>enetFrameRate.type = STATS_RATE:1DS;
seg_stats_ptr—>11cFtameRate.type a STAT5_RATE_10s;
seg_stat5wptr~>runtFrameRaté.type : STATS_RATE_10S;
Initqh (&seg_stats_ptr—>prDtoco1Q);

setnllsegnflts (amibsegnefaults.mibD1lSeqDefaults, segH5tats_ptr);
}

}

return (seg_addr_ptr);
}

/**g**gg*g*g¢*¢¢ann**iiii;A+iiit**ii*+i+i++***§**agiaiiitkgntiuttittttit1‘:

Find the mac address record.
A 3 word mac address hash is done and a pointer to the Eirst
statsnddrfintry with um same hash is found. Structures with the
same hash are linked. The link must he walked and the mac address

compared with the mac addreaa in each of the structures until a match
* is found. If no match is found. HULL is returned.
*/

StatsAddrEntry tstats_d11H1ookup"addr (mac_addr)

Naoaddress Imac_addr;
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Uint32 i;

/1
i Compute mac address hash to get index into hash table
*/

macmhash = mac_addr—>doub1eflbyte5[0] + mac_addr~>doub]e_bytes[1] +
maG_addr—>doub1e_bytes[2];
macmhash : {(mac_hash + ((mnq_hash & Oxffoo) >> 8}) 5 (HAC“HASH"ThBLE#SIZE - 1));

previous_macwhash_1ink = NULL;
macMhash_1ink = (statshddrfintry *) macfihash_tab1e[mac_hash];

/i
* Walk linked list for exact entry
=~/

while (macHhash_1ink 12 NULL}
{
if ( (mac”hash_link—>addre5s.nacAddress1.doub1e_bytes[2] an

mac_addr->duub1q_bytes[2]} G5
{mac hash_;ink->addre3s.macAddress1.duub1c_bytes[1] ==

"mac_addr->doub1c_bytes[1]) as ,
(mac hash”1ink~>addresa.mucAddrcsa1.doub1e_bytes[0] mm

"mac_addr->duub1e_bytesE0]1 )
return (macwhashfllink);else

i . . .
preVLous_mac_hash_l1nk n nac_hash"11n';
mac_ha5h_1ink m macMhash_1ink—>haah_1ink;
}

}

/*
t No entry found.
*/
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return (NULL);
}

  
 

 

 
 
 
 
 

 

 
 

  

/icicki-iri Aifcirili:i:I\-:9:-Ai*iriki!i3E1\‘f‘l: kiiiilirii-iiiililiiiiiiri-itiiiii-iiiiiiiiiilicik

W Allocate a stats structure if parse control is turned on.
*;

Uint32 stats_dl1_get_stats {mnc_addr_recordfiptr)

Stat5AddrEntry *macHaddr_record_ptr;

register statsullhddr ‘ *d11_addr_stats_ptr:

if ((maq_addr_record_ptr != NULL) aa (mac_addr;recordHptr—>stats_ptr a= HULL))

{ ii
i If parse control is turned on for D11, allocate a structure for D11
* address statistics and initialize it.
‘*1

if (maq_addr_record_ptr->parsc_contru1 g HibParseD11)
{ ‘ .

mac_addr_record_ptr—>stats_ptr = [Uint32 *) stats_a11ocute
(E-izcof (Sta.t'sD11I\ddr) ) ;

d11_addr_Etats_ptr = (StatsD11Addr *) macHaddr_record_ptr—>5tats_ptr;
if {d11Haddr_stats_ptr l= NULL)
I
d11_addr_stats_ptr—>frameRate.type = 5TATS_RATE_10S;

d11_addr_stats_ptr->rcvFrameRate.type = STATS_RATE_10s;
d1L%addr_stats_ptr—>xmtFrameRate.type = sTATS_RATE_10S;
d11Hfiddr_stats¥pt:—>byteRate.type = STATS_fiATE_;05;
dL1_addr_stats;ptr—>rcvEyteRate.type = STATS_RATE_105;
a11uaddr_stats_ptr—>xmtByteRate.type = STATS;3ATB_105;
d11;addr_stats_ptr—>errorRate.type = STATs_fiATE_10S;
d11__ay;1drH5ta.ts__ptI:—>rcvBrr:orRut.e-. type = S'1‘.l\TS_.l'lATE_1DS;
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d11_addrmstatsHptr—>xntErrorRata.type = 5TATS_RATEH1US;
d11_addr_stats”ptr~>rcv0ffSegRate.type fi STnTS_RATE_1QS;
d11fiaddr_statsflptr—>xmtOffSegRate.type n STATS_RATEh1DS;
d11_addr_statgmptr~>xmtBcastRate,type 2 sTATS_RATE_10S;
d11Haddr_statsmptr—>xmtHcastRate.typo = STATS_RATE_10S;
Initqh (&d11_addrHstat5_ptr->prOt9CO1Q)F
Ffllnitqh tadl1_addr_stats_ptr~>dia1ogQ);

setD11AddrDf1ts (&mibNodeDefau1t5.mibD11AddrDefaults,
d11_addrfistats_ptr):}

also
return (FALSE);

}
}
return (TRUE);

/fliiittififittfififiitfitfit*1!-lkkiririck-l:~ki:iirlit-iii-lsicii-Aiahizti:-A-tkiitttiiI:-liiiiiitisiiit

* Generate a new node alarm for this mac address
*2

void stat5_d11_pew_nnde_a1arm {mac_addr)

Hachddress *mac_addr;

register Hibhddress *m1b_uddress;

mlbAaddress = (flihhddresa *)mon_cache_ma11oc(sizeof(HibAddre5s));
if (nih_addre5s.== HULL)

return; I

hzero(m1p_addre5s, sizeof(H1bAddress));

{s got the address Of the node that's alarming if
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mih_addres5—>addressType w HibHacAdaress1;
mlbfiaddress->machddre5s1.d0ub1e_hytes{2] = mac_addr->doub1e_bytea[21
mib_addres5~>nacflddress1.doub1e_bytes{1] m macmaddr->doub1e"bytes{1]
mibwaddress->nachddress1.doub1e_hytes{0] = mac_addr->d0ub1e_bytes[0} -..-..-..
stnts”newflnode_a1arm (nibuaddress);

/tkittiklitiikitiitiéiiiiiiiitwitiitiititttivifliiiiiiiiiiiiiiiiitiiiiiiia

I Initialize the structure for keeping dll address statistics for the
* g1von dll address.
*/

StatsAddrEntry *5tats_d11_init_pddr (mac_addr)

Hachddress *mac_addr;

register Statsnddrfintry

;+
* Try to allocate a statistics structure for this address.
i If one can't be obtained, count this as a drop.
*1

nac”addrHrecord_ptr n (statshddrfintry *)stats_a11acate (sizeof (StntshddrEntry)_);
if (nac_addr_recorq_ptr := NULL)

{
stats_puh_dl1_drOpped;
return (NULL);
}

else
{
mac addr recordwptr~>hash link = NULL;
mac:addr:record_ptr—>addrEss.addres5Type r Hibflachddressl + Hibscgmentl;

*mac_addr_record_ptr;
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nac_addr—>dduBIe_bytas[21;

macmaddr—>douB1e_b§tes[1];
 

 
naq_addr-fidoufileflpytes[0];

 
 

 
 

 

 
 
 

 
 
 
 
 
 
 
 

 
mac addr_recqrd_ptr—>address.macAddress1.doub1e_bytes[2]

nae nddr recordwptr~>address.machddressl.dauble_bytes[1]

I]

I1

nac addr record tr~>address.macAddress1.doub1e_bytes[0]

if (rtp_broadca5t §{ rtp_mu1ticast) _
maG_addr;;ecord_ptr—>address.5egment1 = mySagmentId;else

mac addr_rccord ptr->address.segment1 = UHKNOHN SEGHBHT_ID;
nac_addr:record_ptr~§parsefipontrol m monCtr1.nodePar§ectr1;
Ffllnsqt [&statsHacAddrQ, (PFBQentry_type) mac_addr_recOrd“ptr);
}

1* _
* if parse control 15 turned on, but a structure qan*t be obtained,
* statsHicmp_get_stats will return FALSE, so count this as a drop.
*/

if (statsmd11_getHstats (mac_addr_recordHptr) == FALSE)
stat5_ponwd11_droppnd;

/*
* Put this mac address record into the hash table.
* Variable hash was set when statsmd11Wloukup_addr_was executed.
a} _

if { nacWhash_tab1e{macéhash] :2 NULL)
nac_hash_table[mac_hash] w mac_addr_pecord_ptr;

else _
I
In

* Find the last structure qf the hash link
*/

macHhash_1ink = mac_hash“tab1e[mac_hash];

while (mac_haGh_1iuk->hash_11nk l= NULL)
mac_hash_11nk u mac_hash_1ink—>hash“1ink;
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mac_hash_1ink~>h§sh#1ink = mac_addr_record_ptr;
}

return (nac_addr_record_ptr);

/kiitttflkttiiitiiikikiiiikkiiikikiikfiiiiiifiiiiitiiifiiiiitkkiiikiiiifliiiki

* Find the structure for keeping d11 address statistics for the given
* mac address. If one not found, attempt to allocate one.
*/

statsAddrEntry *stat5_dl1_get_parse (mac_addr)

Hacnddress *mac_addr;

register statsAddrEntry *macHaddr_record_ptr;

mac_addr_record_ptr e 5tats_d11Hl0okup“addr (mae_addr);

if (macfiaddr_recard_ptr == NULL)
mac_addr_record_ptr = statsmd11_in1t_addr (mac_addr);

return (maq_addrH:ecord_ptr);
}

Itiiit!fitttlkiitiiiiifiiiiiiiiikiiiiifiitiiiikiiiiiiifiitikiifiiiiiifikiiiiiik

k Find the structure for keeping dll address statistics for the given
a mac address. If one not found, attempt to allocate one.
“I

StatsAddrEntry *statsmd11_get_addr (mac_addr}
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Hacflddrcss *mao_addr;  

 
 

 
 

 
 
 

 
 

 
 
 

 
 

 
 
 

register StatenddrBntry *mac_addr_recordhptr;

mac"addrHrecordHptr = stats_d11_1ookup_addr (mac_addr);

if (mac_addr_recordwptr == NULL)
{
stut5_fl11mnewHnodq_a1arm (mac;addr);
mac_addr_recordWptr = 5tats_d11_initHaddr [mac_addr);
}

if (statsFfl11_get_5tats (macfladdr_record_ptr) as FALSE)
stats_monWd11_dropped:

else

return (macHaddr_recordmptr};
}

[*1-**dnH.*).;.a.¢.*t*t*iinliii-+ gtats c]]_]_ lookup diglog tk_i-izhii-atA-kattakttttti-kittiiiik-it*

* Finfl a dll dialog given 2 nae addresses.
* If the dialog is not found, HULL is returned.
*/

StutsAddrEntry *stats_d11_lookupHdia1og {mac_addr1, mncwaddrz)

Hachddress *mac_pddr1, *mac_addr2;
{

register Uint32 xdla1og_hash;
register StatsnddrEntry *xd1a1og_hash_1ink;
register statsAddrEntry *xprevious_dia1og_hashn1ink;

/i
1 compute hash-function on both MAC addresses
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 */

xdia1og_hash fi mac_add:1->doub1efibytes{O} + nac_addr1~>doub1e_pytes[1] +
macfipddrl->doub1e_bytes[23 + mac_addr2->doub1e_bytes{D] +
mac_addr2-?d0ub1e“bytes[1] + macfladdrz->doub1eHbyte5[2];

xdia1og_hash = ((xdia1og*hash + ((xdia1og;hnsh & Oxffoo) >> 3)) a
{DLL“DIhLOGfiHnSH_TnBLEwSIZE ~ 1));

xpreviousfifiia1oq_hash_1ink = NULL;
xd1a1og_hash_link = (StatsAddrEntry *) dia1og_hash_tableExdialogflhashj;

I‘ =
a Walk linked liat for exact entry*
/

while txdialbgflhashglink in nunnp
{. . .
if {{(xdia1og_hash 1ink~>address.macAddress1.doubleMbytes[2] xa

macfladdzl~>doub1eflbytesf21) &&
(xdia1og_ha5h_1ink~>address.macAddress1.doub1e_bytes[1} ==

mac_addr1—>doub1e_bytes[1]) Ea
(xdialog hash_1ink—>addres5.machddressl.doub1Q_bytes[0] an

maoMaddr1~>doub1e_b§tes[D]) aa
(xdialoq hashH1inR—>address.machddressz.doub1e_bytes[2} =£

maa_addr24>d¢qb1e_b§tes[2]) &&
(xdialog hash link->addre55.maCAddress2.doub1e_bytes{1] ==

maa“addr2—>doub1e_b§tes[T3) as
(xdialog hash link->address.macAddress2.doub1e_bytes{o} an

maq_addr2->ddfib1e_b§tes[5})):{

(txdialog hash 1ink—>addross.macAddre5s1.doub1e_bytes{2] wfi
mac_addr2->doub1e_h§tes[3]) E8

(xdialog hasn_1ink->address.machddressl.doub1e_bytes{1} ==
ma.:_ada.r2~>doub1e_b§tes{1.1g ea

(xdialog hash 11nk~>address.macAddre5s1.doub1e_bytes[0] ==
mac addr2~>doub1emb§tes{3}) &&

~ (xdialag hash link->address.macAddress2.doub1e_bytas[2} ==
mac_addr1—>ddub1eflb§te5I5]J &&
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(xdia1ogHhash_1ink->addreas.macAddres52.douh1e bytesfx}

macfiaddr1—>doub1eLbyte5[1]) && "
(xdia1og_hash 1ink—>address.macAddre552.doub1e bytes[0]

mac”addrl~>doub1e_bytes[5}) )) " '
{
break;
}

else

{
xprevious_dia1og hash link = xdia1og_hash link;
xc1ia1og_hasn_1inE s: xaia1og_hasn_11nL:->na‘§h_1ink;
}

HH

}

dia1og_ha3h = xdialog hash;
dia1ogmhash_1ink = xdTa1ogHhashH11nk;
previousfldialogmhashfilink = xprevious_dia1og_ha5h_1ink;

return (xdia1og_hashh1ink);
}

lgfgigfiigiggggigakgixfiiti 5tat5 d11 ggt dialgg ikkttiiiiktitiiIkitjtitiiiliiiit

* Find or allocate an dll dialog given 2 dll addresses.
* If the dialog is not found, attempt to allocate a structure.
*/

Statsnddrflntry *stat5_dlL_get_dia1og (mac_addr1. mac_Addr2]

Hachddress imacmaddrl, *macHaddr2;

register statsnddrxntry idia1oq_addr_ptr;
register Statsnialoqfintry *dia1og_stats"ptr;
register Statsnialoghink *d1a1og_1ink;
register StatsAddrEntry imac_addr1_record_ptr, *naa_afldr2_;ecord_ptr; 
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register Statsflllhddr Rmacmaddrl stats ptr, imac addr2 stats ptr;
register Uint32 parse_contro1; fi' " H

dialogwaddrfiptr 2 stats/d11_1ooKupAd1fl1og (mac addrl, mac addrz);
if (dia1ug_addr_ptr l= HULL} “ ‘

return (dia1og_addr;ptr};

/w
* Check parse control for the dll addresses.
*/

mac_addr1Hrecordhptr 2 5tat5_d1l_19Okup_addr (mac_addrJ);
mac_addr2_record_ptr = stats_d11H1o0kup_addr (maq_addr2);

if ( {mac_addr1_record_ptr == NULL) 2: [mac_addr2_record_ptr == NULL) )
return (NULL);

if (mac”addr1_record_ptr In NULL)
par5e_contro1 = maC_addr1hre¢ord%ptr->parHe_contro1;

if (mac addr2 record_ptr l= NULL)
pa§se_cofitro1 in mac_addr2urecordmptr->parge_cdntrol;

/* .
* If dll is turned on for these mac addresses, allocate structures
w for the dialog. If can't get them, count this as a drop.
*1 .

if ((parne_gontro1 & HibParseD11) != HibParseD1l)
return (NULL);

/*
a Try to allocate structures for thig dialog.
k If they can‘t be obtained, count this as a drop.I

I , .
dia1ag_eddr_ptr = (statsnddrfintry *) stats_a11ocate (s1zeof (statshddrfintryj );
if (dialog_addrdptr == EULL)

{
stats_monHd11_gropped;

E1
E

E
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return (NULL);
)-

d1alugw5tats_ptr = (StatsDia1ogEntry t) stats_a11ocate {sizeof (statsnialoqfintry) );
if (d1a1og_statsHptr == NULL){

stats deallocate (dia10g_addr_ptr, sizeof(StfitsAddrEntry) };
stats:monmfi11;dropped;
return (NULL);
}

/~*__* Initialxza the structures
*1 = NULL;

dialog afldr_ptr—>hash link a Hibflachddressl + Hibuachddrassz;
dia1o§:addr#ptx~>addrEss.addre3sType

dia1og_adQr#ptr—>address.macAddress1.doub1eubytes[2]= ma¢_addr1~>dcub1e;pytes[2];
flia1og_addr_ptr—>address.macAddres$1.doub1e_bytes[1]= macfiaddrl->dQgb1eépytqa[1];
q1a1og_addrMptr~>address.macAddress1.doub1eHbytes[D]: mac_addr1->doub1e;hyte3[O];
dia19g;§ddr;ptr4>address.macAddre$s2.doub1e_hyteS[2}= macflgddr2—>doub1e_byt§s[2];
a1g;og;gddr_ptr«>address.macAddpes52.doub1e_hytes[1]= macM§ddr2~>doub1é;by:9s[1];

,a1g;og_aadr;ptr—>qqdress.macAddress2.doub1e_bytes(0]= mac_pddr2~>douh1e;§y;¢s[0];
_dia1og_§dflr;ptr->parsemgontrpl ' parseflcontroli
d1h1og;addr;ptr~>sta;tTfime stqt5_fi§§rt;tine;tv_aec;
‘dia1o§éaddx_ptr->1astTime sta;£;st§rtfi;ing,tv_agc;
’¢1a1¢.g_aaa;_15tr->stats_ptr (nintsz 1} di'a1og__2_ta1:s_'ptr,-

11

ll[11!

FB_Insqt (&'statsD1lDi_ai_ogQ, (PFBQen!:.ry__t_ype) dia1og__adax_per)-;

_diagogéstgts;ptr¥?pacKétRate.type STATS”RATE_10S;
dia1pg;§ta;g;pt;+>bytaRate.type STATS_flATE“10S;

- d1_a1Og_;sta134S_;pt;i‘_-?erJ§'Q_1.’Rate. type S'I_‘AfI'S_RA‘1'E_10_5 ,-
_a1_;;gog:_s{:_'e'1_1=:_éB'__",'J_\‘-.17_'."'?’1.5T-"§91§|V‘Ei1tl‘ls':lta. t‘.}'p_a = smTs_Ra_TE;;1_os;

_ ~~q1aicgngtatg;ptr—gre3mtnatg.type7 STATS;3ATB_10S;
' (.3; _;|_&?g_iata1:,aJ)tr->flowctrlkate.typa = STA'1‘S___R1\TE__10S,°

ItIE11ll
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setD11AddrPairDf1ts (amibflmdenefaults.mibD11AddrPairDefau1ts, d1a1og#5tats_ptr}:

[uh
I Link the dialog statistics into the dialog queue for each mac address stats.
*f

if (mac_adGr1_rccord_ptr != NULL)1

if [mac_addr1_recorfl_ptr—>5tats_ptr l= HULL)
{
dia1og_addr_ptr—>address.addresaType }= Hihsegmentl}
dialog addr put->address.segment1 = mac addrl reCOrd_ptr->addres5.segmentl;
mac_adEt1_sEats_ptr = (statsnllhddr *) Eac_ad3r1_recordflptr—>stat6_ptr:
dialog link = (StatsDia1ogLink *}5tahs_a11ocate(s1zeof(StatsDiu1oqLink));
if (d1E1og_1ink != NULL)

{
dialog_1ink—>dia1og_addr#ptr = dialog_addr_ptr;
Ffllnsqt (Emacfladdr1_statsrptr->dia1ogQ, (PFBQentryMtype}dia1Gg_;ink);
}

}
I

if (mac_addr2_rccord"ptr E: HULL) ,
( .
if (macraddr2_re¢ord_ptr~>stats_ptr l= HULL)

éialog add; ptr->addre3s.addressType {= Hibsegmentz;
dia1og:addr:ptr~?address.segmentz = mac_addr2_;ecord_ptr—>address.segmentl;
mac addr2.stats_ptr = istatsnllnddr *) mac_addr2_;ecord_ptr—>stats_ptr;
diaTbg Lifik = (Sta§sDia1ogLink *)stat5_a11ocate(sizeof{StatsD1a1ogL1nk));
if (di§1og;link 1; NULL)

{
dialag_1ink*bdia1pg_addr_ptr = dia1og_addr_ptr; _ _
FBIn5m: {am:c_j1C1d1f2_5tats__ptr->di31°9Q. (PFBQentr:-'_type)d1a1o9_1mk::
J‘
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dialog hash table.gr

kupfldialog war executed.
* Put the new dialog add:
W Variable hash was set u
*1

if (dia1og_hash_tab1e[dialogwhashj fit NULL)
dia1og_hash_tab1e[dia1og;hash] = dialog_addr_ptt;

ess structure in the
p when state_fil1_loo

else
{
;*

* Find the last structure of the hash link.
+/

d1a1og_hash_1ink = dialoq_hash_tab1e[flialoguhash];
while (dialog_hash*1ink—>hash_link 1: NULL)

dialogfihushhlink : dia1og_hash_1ihk—>hash_link;

dialoquhashfl1ink~>hash_1ink = dia1og_addr_ptr;
}

return (dia10qfiaddr*ptr);
}

/iiiiiitittiittiittikfiitl getflllfiddrflfltg itiiiiilitiittiiiiitiiltiiiitli

i set a11 address thresholds from downloaded defaults:

ix
void setbllhddrnflts (mib_dl1_addr_de£s, dl1_statsmaddr_ptr)

Hibollnddrnefnults imib_Q1l_addrAdefs;
Statsbllhddr #dl1_stats_addrflptr;

{
dll stats_addrHptr—>rcvFrames.highmth1d =' nib dll add: de£s~>d11AddrRcvFrameHighThld;

dl1_etatswadd:;ptl:-:>rcvFrame§ateThiqh:t'h.]d —mio_dll_addrHdefs—>dl1AddrRcvFrameRateHighTh1d;
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d11Mstats_addr_ptr—>rcvBytea.high_th1d =

nip_d1lmaddrwdefis->d11AddtRcvByteHighTh1d;
d11_stat5_§ddr_ptr—>rcvBytpnatc.high thld =

n1b_d11_addE_de:5->d11AddrncvByteRateHighwhld;

d1lnstatsmaddrmptr->rcuErrors.highflthld.=
nib_d11_addf_defs->d11AddrRcvErrorHighTh1d;

d11_stats_addr_ptr->rcvErrorRata.highgthld =
mibwdllpaddrfipeEs—>d11nddrRcvErrorRnteHighThld;

d11H5tatsk§ddr#ptr->xmtFrame5.high_th1d 3
nibudllwaddrmdefs~>d11AddrxmtFraneH1ghThid;

d11_5tat5“addr_ptr~>xmtFrameRate.high_th1d = '
nib_d11_addr_fiefs->d11AddrxmtFrameRateH1ghTh1d;

d11 stats addr ptr—>xmtBytes.hiqh_th1d = _
” " ” nibfldl1HaddrHdef&—>d11AddrXmtBytGHighTh1d;

d11_stats_addr_ptr->xmtByteRat2.high_th1d =
mib_d11_addr_deEs—>d1lnddrXmtBytaRataH1qhTh1d;

d1l_5tats addr_ptr—>xmtErrors.high_th1d =
“ mibmdl1_addr_defs->d11AddrxmtBrforHighThld;

d11 stats_addr;ptr—>xmtErrorRate.high_th1d =
fl nib_d11_addr_fieEs~>d11AddrXmtErrorRateH1ghTh1d;

dllgfitats addr_ptr*>rcv0ffSag5;high_th1d_= _
” mib_d11_addr_fiefs->d11AddrRcv0EfSegHighTh1d;

d11&5tatsWaddr_ptr—>rcv0ff5egRate.highfithld = I
mib_g11_addr_gefs—>d11AddrRcvoEfseqRateflighTh1d;

dll stats addr_ptr—>xntOffSegs.high_th1d 3
" H m1bHd1lpaddrfldeis—>d11AddrXmtOffSegHiqhTh1d;

an stats_adc1r_ptr~>mto££segRate.high;_th1<1 =
“ uib_d11_addr_ders—>d11Addrxmto££segRateHighTh1d;

d11 stats_addr¥ptr~>xmtBcasts.high thlfi =
‘ nibLfi1lwa3drudefs—>d11AddrXmtBcastHighTh1d;
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