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[57] ABSTRACT 

A method for enabling power to all or portions of a computer 
system based upon the results of a two-piece user verifica­
tion process that is completed as part of a secure power-up 
procedure. At some point during the secure power-up 
procedure, the computer user provides an external token or 
smart card that is coupled to the computer through special­
ized hardware. The token or smart card is used to store an 
encryption algorithm furnished with an encryption key that 
is unique or of limited production. The computer user is then 
required to enter a plain text user password. Once entered, 
the user password is encrypted using the encryption algo­
rithm contained in the external token to create a system 
password. The system password is compared to a value 
stored in secure memory. If the two values match, the 
power-on sequence is completed and power to the computer 
system and/or secured computer resources is enabled. If the 
two values do not match, power to the entire computer 
system and/or secured computer resources is disabled. The 
two-piece nature of the authorization process requires the 
presence of both the user password and the external token in 
order to generate the system password. 
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