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DIGITAL COMPUTER SYSTEM SECURITY
DEVICE

CLAIM OF PRIORITY

This application make reference to, incorporates the same
herein, and claims all benefits accuring under 35 U.S.C.
§119 from an application Entitled Digital Computer System
Security Device earlier filed in the Korean Industrial Prop-
erty Office on Dec. 30, 1995 and assigned Ser. No.
95-68217.

FIELD OF THE INVENTION

The present invention relates to a security device for a
computer system, more particularly, to the security device
which can be operated under a different operating system.
The present invention allows a computer system to interface
with an input/output device or a file in a normal state while
the security device protects the computer system.

BACKGROUND OF THE INVENTION

The notion of controlling access to computer peripherals
via a separate operating system is not new. For example,
U.S. Pat. No. 5,434,562 for a Method For Limiting Com-
puter Access to Peripheral Devices to Reardon discloses the
use of user operated hardware switches to deny access to
peripheral devices. Access to the switches can not be over-
ridden by the computer. The purpose of this arrangement is
to prevent unauthorized users or computer viruses from
gaining an access to peripheral devices. Reardon 562,
however, appears to contain solely mechanical switches
without any software to operate them.

Another example is found in U.S. Pat. No. 5,202,997 for
a Device For Controlling Access to Computer Peripherals to
Arato. A microprocessor requests the user enter a valid
identification code in order to gain access to a peripheral.
When the user inputs an unauthorized code, the micropro-
cessor will deny access to the peripheral. Arato is an
example of software being used to provide security access to
computer peripherals.

A similar example is found in U.S. Pat. No. 5,481,253 for
an Automotive Security System to Phelan et al. discloses an
anti-theft system includes a microprocessor based control
module that enables operation of solenoids of the power
circuits of the car only if a proper identification code is
entered.

Finally, U.S. Pat. No. 5,311,591 for a Computer System
Security Method And Apparatus For Creating And Using
Program Authorization Information Data Structures to Fis-
cher discloses a program authorization information required
to gain access to various terminals. This is to prevent viruses
from potentially destroying devices by moving from termi-
nal to terminal. The co-signatory authority may be required
in one embodiment as a security measure to prevent unau-
thorized access to devices.

What is needed is a hardware switching security device
that is controlled by software operated under a different
operating system so that access to and from peripheral
devices may be controlled.

SUMMARY OF THE INVENTION

It is an object of the present invention to provide a
security device for a digital computer system, operated
under a different operating system by using hardware, that
protects a computer system while allowing it to interface in
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These and other objects may be achieved by having a
security device for a digital computer system having a
peripheral device and peripheral device control means that
includes a security user input/output means which displays
the contents stored to the peripheral device and receives
information for the protection of the peripheral device, a
security system control means which is connected to the
security user input(output means, and protects and controls
the peripheral device, a security control means which is
connected to the security system control means, the periph-
eral device control means and the peripheral device, and
protects the peripheral device from being controlled by the
peripheral device control means.

BRIEF DESCRIPTION OF THE DRAWINGS

A more complete appreciation of the invention, and many
of the attendant advantages thereof, will be readily apparent
as the same becomes better understood by reference to the
following detailed description when considered in conjunc-
tion with the accompanying drawings in which like refer-
ence symbols indicate the same or similar components,
wherein:

FIG. 1 is a schematic diagram of a digital computer
system security device in accordance with the preferred
embodiment of the present invention;

FIG. 2 is a security schematic diagram of a hard disk drive
of the digital computer system security device in accordance
with the preferred embodiment of the present invention;

FIG. 3 is a security schematic diagram of a LAN port of
the digital computer system security device in accordance
with the preferred embodiment of the present invention;

FIG. 4 is a security schematic diagram of a keyboard/
mouse of the digital computer system security device in
accordance with the preferred embodiment of the present
invention; and

FIG. § is a security schematic diagram of a serial port of
the digital computer system security device in accordance
with the preferred embodiment of the present invention.

DETAILED DESCRIPTION OF THE
INVENTION

In order to protect computer system from an unauthorized
access, a screen locking system which interrupts the input of
a keyboard and a mouse and a key locking system which
restricts the operation of the computer system if the user
does not press a set key when booting is used.

Many operating systems are used in one computer system
because of the increase of the uses and applications for the
computer. Under these systems, the above protecting meth-
ods are generally used.

In the above prior art, if the protector is not removed, the
user can not use the entire computer system. Also, the above
method which is used under one operating system can not be
used in another operating system.

A preferred embodiment of the present invention will
become apparent from a study of the following detailed
description with reference to the accompanying drawings.

As shown in FIG. 1, the security device for a digital
computer system having peripheral devices 10 and periph-
eral device controller 20 which controls the peripheral
devices 10, includes a security user input/output unit 30
which displays the contents of peripheral devices 10 and
receives information for the protection of the peripheral
devices 10, a security system controller 40 which is con-
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