10

15

20

25

30

Marked-Up Substitute Specification
Attorney Docket No. 6936-47-CON-DIV-CON-3

wireless modems, the communication channel 18 is the air through which the transmission
signal 38 travels between the transceivers 10, 14.

By way of example, the DMT transmitter 22 shown in FIG. 1 includes a quadrature
amplitude modulation (QAM) encoder 42, a modulator 46, a bit allocation table (BAT) 44,
and a phase scrambler 66. The DMT transmitter 22 can also include a bit scrambler 74, as
described further below. The remote transmitter 30 of the remote transceiver 14 comprises
equivalent components as the DMT transmitter 22. Although this embodiment specifies a
detailed description of the DMT transmitter 22, the inventive concepts apply also to the
receivers 34, 263¢ which have similar components to that of the DMT transmitter 22, but
perform inverse functions in a reverse order. '

The QAM encoder 42 has a single input for receiving an input serial data bit stream
54 and multiple parallel outputs to transmit QAM symbols 58 generated by the QAM
encoder 42 from the bit stream 54. In general, the QAM encoder 42 maps the input serial bit-
stream 54 in the time domain into parallel QAM symbols 58 in the frequency domain. In
particular, the QAM encoder 42 maps the input serial data bit stream 54 into N parallel
quadrature amplitude modulation (QAM) constellation points 58, or QAM symbols 58,
where N represents the number of carrier signals generated by the modulator 46. The BAT 44
is in communication with the QAM encoder 42 to specify the number of bits carried by each
carrier signal. The QAM symbols 58 represent the amplitude and the phase characteristic of
each carrier signal.

The modulator 46 provides functionality associated with the DMT modulation and
transforms the QAM symbols 58 into DMT symbols 70 each comprised of a plurality of
time-domain samples. The modulator 46 modulates each carrier signal with a different QAM
symbol 58. As aresult of this modulation, carrier signals have phase and amplitude
characteristics based on the QAM symbol 58 and therefore based on the input-bit stream 54.
In particular, the modulator 46 uses an inverse fast Fourier transform (IFFT) to change the
QAM symbols 58 into a transmission signal 38 comprised of a sequence of DMT symbols
70. The modulator 46 changes the QAM symbols 58 into DMT symbols 70 through
modulation of the carrier signals. In another embodiment, the modulator 46 uses the inverse

discrete Fourier transform (IDFT) to change the QAM symbols 58 into DMT symbols 70. In
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one embodiment, a pilot tone is included in the transmission signal 38 to provide a reference
signal for coherent demodulation of the carrier signals in the remote receiver 34 during
reception of the transmission signal 38.

The modulator 46 also includes a phase scrambler 66 that combines a phase shift
computed for each QAM-modulated carrier signal with the phase characteristic of that carrier
signal. Combining phase shifts with phase characteristics, in accordance with the principles
of the invention, substantially scrambles the phase characteristics of the carrier signals in the
transmission signal 38. By scrambling the phase characteristics of the carrier signals, the
resulting transmission signal 38 has a substantially minimized peak-to-average (PAR) power
ratio. The phase scrambler 66 can be part of or external to the modulator 46. Other
embodiments of the phase scrambler 66 include, but are not limited to, a software program
that is stored in local memory and is executed on the modulator 46, a digital signal processor
(DSP) capable of performing mathematical functions and algorithms, and the like. The
remote receiver 34 similarly includes a phase sevasablesdescrambler 66' for use when
demodulating carrier signals that have had their phase characteristics adjusted by the phase
scrambler 66 of the DMT transceiver 10.

To compute a phase shift for each carrier signal, the phase scrambler 66 associates
one or more values with that carrier signal. The phase scrambler 66 determines each value for
a carrier signal independently of the QAM symbols 58, and, therefore, independently of the
bit value(s) modulated onto the carrier signal. The actual value(s) that the phase scrambler 66
associates with each carrier signal can be derived from one or more predefined parameters,
such as a pseudo-random number generator (pseudo-RNG), a DMT carrier number, a DMT
symbol count, a DMT superframe count, a DMT hyperframe count, and the like, as described
in more detail below. Irrespective of the technique used to produce each value, the same
technique is used by the DMT transmitter 22 and the remote receiver 34 so that the value
associated with a given carrier signal is known at both ends of the communication channel
18.

The phase scrambler 66 then solves a predetermined equation to compute a phase
shift for the carrier signal, using the value(s) associated with that carrier signal as input that

effects the output of the equation. Any equation suitable for computing phase shifts can be
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used to compute the phase shifts. When the equation is independent of the bit values of the

input serial bit stream 54, the computed phase shifts are also independent of such bit values.

In one embodiment (shown in phantom), the DMT transmitter 22 includes a bit
scrambler 74, which receives the input serial bit stream 54 and outputs data bits 76 that are
substantially scrambled. The substantially scrambled bits 76 are then passed to the QAM
encoder 42. When the bit scrambler 74 is included in the DMT transmitter 22, the operation
of the phase scrambler 66 further assures that the transmission signal 38 has a Gaussian
probability distribution and, therefore, a substantially minimized PAR.

FIG. 2 shows embodiments of a process used by the DMT transmitter 22 for adjusting
the phase characteristic of each carrier signal and combining these carrier signals to produce
the transmission signal 38. The DMT transmitter 22 generates (step 100) a value that is
associated with a carrier signal. Because the value is being used to alter the phase
characteristics of the carrier signal, both the DMT transmitter 22 and the remote receiver 34
must recognize the value as being associated with the carrier signal. Either the DMT
transmitter 22 and the remote receiver 34 independently derive the associated value, or one
informs the other of the associated value. For example, in one embodiment the DMT
transmitter 22 can derive the value from a pseudo-RNG and then transmit the generated value
to the remote receiver 34. In another embodiment, the remote receiver 34 similarly derives
the value from the same pseudo-RNG and the same seed as used by the transmitter (i.e., the
transmitter pseudo-RNG produces the same series of random numbers as the receiver
pseudo-RNG).

As another example, the DMT transmitter 22 and the remote receiver 34 can each
maintain a symbol counter for counting DMT symbols. The DMT transmitter 22 increments
its symbol counter upon transmitting a DMT symbol; the remote receiver 34 upon receipt.
Thus, when the DMT transmitter 22 and the remote receiver 34 both use the symbol count as
a value for computing phase shifts, both the DMT transmitter 22 and remote receiver 34
"know" that the value is associated with a particular DMT symbol and with cach carrier

signal of that DMT symbol.
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Values can also be derived from other types of predefined parameters. For example, if
the predefined parameter is the DMT carrier number, then the value associated with a
particular carrier signal is the carrier number of that signal within the DMT symbol. The
number of a carrier signal represents the location of the frequency of the carrier signal
relative to the frequency of other carrier signals within a DMT symbol. For example, in one
embodiment the DSL communication system 2 provides 256 carrier signals, each separated
by a frequency of 4.3125 kHz and spanning the frequency bandwidth from 0 kHz to 1104
kHz. The DMT transmitter 22 numbers the carrier signals from 0 to 255. Therefore, "DMT
carrier number 50" represents the 51st DMT carrier signal which is located at the frequency
of 215.625 kHz (i.e., 51 x 4.3125 kHz).

Again, the DMT transmitter 22 and the remote receiver 34 can know the value that is
associated with the carrier signal because both the DMT transmitter 22 and the remote
receiver 34 use the same predefined parameter (here, the DMT carrier number) to make the
value-carrier signal association. In other embodiments (as exemplified above with the
transmitter pseudo-RNG), the DMT transmitter 22 can transmit the value to the remote
receiver 34 (or vice versa) over the communication channel 18.

In other embodiments, other predefined parameters can be used in conjunction with
the symbol count. One example of such a predefined parameter is the superframe count that
increments by one every 69 DMT symbols. One exemplary implementation that achieves the
superframe counter is to perform a modulo 68 operation on the symbol count. As another
example, the DMT transmitter 22 can maintain a hyperframe counter for counting
hyperframes. An exemplary implementation of the hyperframe count is to perform a modulo
255 operation on the superframe count. Thus, the hyperframe count increments by one each
time the superframe count reaches 255.

Accordingly, it is seen that some predefined parameters produce values that vary
from carrier signal to carrier signal. For example, when the predefined parameter is the DMT
carrier number, values vary based on the frequency of the carrier signal. As another example,
the pseudo-RNG generates a new random value for each carrier signal.

Other predefined parameters produce values that vary from DMT symbol 70 to DMT

symbol 70. For example, when the predefined parameter is the symbol count, the superframe

Page 288 of 567



10

15

20

25

Marked-Up Substitute Specification
Attorney Docket No. 6936-47-CON-DIV-CON-3

count, or hyperframe count, values vary based on the numerical position of the DMT symbol
70 within a sequence of symbols, superframes, or hyperframes. Predefined parameters such
as the pseudo-RNG, symbol count, superframe count, and superframe can also be understood
to be parameters that vary values over time. Any one or combination of the predefined
parameters can provide values for input to the equation that computes a phase shift for a
given carrier signal.

In one embodiment, the phase scrambling is used to avoid clipping of the
transmission signal 38 on a DMT symbol 70 by DMT symbol 70 basis. In this embodiment,
the DMT transmitter 22 uses a value based on a predefined parameter that varies over time,
such as the symbol count, to compute the phase shift. It is to be understood that other types of
predefined parameters that vary the values associated with carrier signals can be used to
practice the principles of the invention. As described above, the transceivers 10, 14 may
communicate (step 110) the values to synchronize their use in modulating and demodulating
the carrier signals.

The DMT transmitter 22 then computes (step 115) the phase shift that is used to
adjust the phase characteristic of each carrier signal. The amount of the phase shift combined
with the phase characteristic of each QAM-modulated carrier signal depends upon the
equation used and the one or more values associated with that carrier signal.

The DMT transmitter 22 then combines (step 120) the phase shift computed for each
carrier signal with the phase characteristic of that carrier signal. By scrambling the phase
characteristics of the carrier signals, the phase scrambler 66 reduces (with respect to
unscrambled phase characteristics) the combined PAR of the plurality of carrier signals and,
consequently, the transmission signal 38. The following three phase shifting examples, PS
#1-PS #3, illustrate methods used by the phase scrambler 66 to combine a computed phase

shift to the phase characteristic of each carrier signal.
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Phase Shifting Example #1
Phase shifting example #1 (PS #1) corresponds to adjusting the phase characteristic of

N><z

the QAM-modulated carrier signal associated with a carrier number N by 3, modulo

(mod) 2. In this example, a carrier signal having a carrier number N equal to 50 has a phase
50x % 2
5 | shift added to the phase characteristic of that carrier signal equal to 3 (mod 2m)= 3 =.
The carrier signal with a carrier number N equal to 51 has a phase shift added to the phase
Vs

X —
characteristic of that carrier signal equal to 51 3 (mod2m)=n. The carrier signal with the

carrier number N equal to 0 has no phase shift added to the phase characteristic of that carrier
signal.
10
Phase Shifting Example #2
Phase shifting example #2 (PS #2) corresponds to adjusting the phase characteristic of

(N +M)xZ
the QAM-modulated carrier signal associated with a carrier number N by 4 mod

2m, where M is the symbol count. In this example, a carrier signal having a carrier number N
15 equal to 50 on DMT symbol count M equal to 8 has a phase shift added to the phase
(50 + 8)x = z
characteristic of that carrier signal equal to 4 (mod 2n)= 2 . The carrier signal with

the same carrier number N equal to 50 on the next DMT symbol count M equal to 9 has a

b2
(50+9)x—
phase shift added to the phase characteristic of that carrier signal equal to 4 (mod
37
2m) =4 .

20  Phase Shifting Example #3
Phase shifting example #3 (PS #3) corresponds to adjusting the phase characteristic of

(Xv) xz,mod 2r,
the QAM-modulated carrier signal associated with a carrier number N by

11
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where XN is an array of N psecudo-random numbers. In this example, a carrier signal having
a carriecr number N equal to 5 and XN equal to [3, 8, 1,4, 9, 5, . . .] has a phase shift added

(9)x z (mod2rx)= 3
to the phase characteristic of the carrier signal that is equal to 6 2 (Note

that 9 is the 5th value in XN.) The carrier signal with a carrier number N equal to 6 has a

phase shift added to the phase characteristic of the carrier signal equal to

4 hY/4
5)x— d27z)=—
()><6(mo ) 6

It is to be understood that additional and/or different phase shifting techniques can be
used by the phase scrambler 66, and that PS #1, #2, and #3 are merely illustrative examples
of the principles of the invention. The DMT transmitter 22 then combines (step 130) the
carrier signals to form the transmission signal 38. If the transmission signal is not clipped, as
described below, the DMT transmitter 22 consequently transmits (step 160) the transmission

signal 38 to the remote receiver 34.

Clipping of Transmission Signals

A transmission signal 38 that has high peak values of voltage (i.c., a high PAR) can
induce non-linear distortion in the DMT transmitter 22 and the communication channel 18.
One form of this non-linear distortion of the transmission signal 38 that may occur is the
limitation of the amplitude of the transmission signal 38 (i.e., clipping). For example, a
particular DMT symbol 70 clips in the time domain when one or more time domain samples
in that DMT symbol 70 are larger than the maximum allowed digital value for the DMT
symbols 70. In multicarrier communication systems when clipping occurs, the transmission
signal 38 does not accurately represent the input serial data bit signal 54.

In one embodiment, the DSL communication system 2 avoids the clipping of the
transmission signal 38 on a DMT symbol 70 by DMT symbol 70 basis. The DMT transmitter
22 detects (step 140) the clipping of the transmission signal 38. If a particular DMT symbol

70 clips in the time domain to produce a clipped transmission signal 38, the DMT transmitter

12
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22 substitutes (step 150) a predefined transmission signal 78 for the clipped transmission
signal 38.

The predefined transmission signal 78 has the same duration as a DMT symbol 70
(e.g., 250 ms) in order to maintain symbol timing between the DMT transmitter 22 and the
remote receiver 34. The predefined transmission signal 78 is not based on (i.¢., independent
of) the modulated input data bit stream 54; it is a bit value pattern that is recognized by the
remote receiver 34 as a substituted signal. In one embodiment, the predefined transmission
signal 78 is a known pseudo-random sequence pattern that is casily detected by the remote
receiver 34. In another embodiment, the predefined transmission signal 78 is an "all zeros"
signal, which is a zero voltage signal produced at the DMT transmitter 22 output (i.c., zero
volts modulated on all the carrier signals). In addition to easy detection by the remote
receiver 34, the zero voltage signal reduces the power consumption of the DMT transmitter
22 when delivered by the DMT transmitter 22. Further, a pilot tone is included in the
predefined transmission signal 78 to provide a reference signal for coherent demodulation of
the carrier signals in the remote receiver 34 during reception of the predefined transmission

signal 78.

After the remote receiver 34 receives the transmission signal 38, the remote receiver
34 determines if the transmission signal 38 is equivalent to the predefined transmission signal
78. In one embodiment, when the remote receiver 34 identifies the predefined transmission
signal 78, the remote receiver 34 ignores (i.c., discards) the predefined transmission signal
78.

Following the transmission of the predefined transmission signal 78, the phase
scrambler 66 shifts (step 120) the phase characteristic of the QAM-modulated carrier signals
(based on one of the predefined parameters that varies over time). For example, consider that
a set of QAM symbols 58 produces a DMT symbol 70 comprising a plurality of time domain
samples, and that one of the time domain samples is larger than the maximum allowed digital
value for the DMT symbol 70. Therefore, because the transmission signal 38 would be
clipped when sent to the remote receiver 34, the DMT transmitter 22 sends the predefined

transmission signal 78 instead.

13
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After transmission of the predefined transmission signal 78, the DMT transmitter 22
again attempts to send the same bit values that produced the clipped transmission signal 38 in
a subsequent DMT symbol 70'. Because the generation of phase shifts in this embodiment is
based on values that vary over time, the phase shifts computed for the subsequent DMT
symbol 70" are different than those that were previously computed for the DMT symbol 70
with the clipped time domain sample. These different phase shifts are combined to the phase
characteristics of the modulated carrier signals to produce carrier signals of the subsequent
DMT symbol 70" with different phase characteristics than the carrier signals of the DMT
symbol 70 with the clipped time domain sample.

DMT communication systems 2 infrequently produce transmission signals 38 that
clip (e.g., approximately one clip every 107 time domain samples 70). However, if the
subsequent DMT symbol 70' includes a time domain sample that clips, then the predefined
transmission signal 78 is again transmitted (step 150) to the remote receiver 34 instead of the
clipped transmission signal 38. The clipping time domain sample may be on the same or on a
different carrier signal than the previously clipped DMT symbol 70. The DMT transmitter 22
repeats the transmission of the predefined transmission signal 78 until the DMT transmitter
22 produces a subsequent DMT symbol 70' that is not clipped. When the DMT transmitter 22
produces a DMT symbol 70' that is not clipped, the DTM transmitter 22 transmits (step 160)
the transmission signal 38 to the remote receiver 34. The probability of a DMT symbol 70
producing a transmission signal 38 that clips in the time domain depends on the PAR of the
transmission signal 38.

For example, the following phase shifting example, PST #4, illustrates the method
used by the phase scrambler 66 to combine a different phase shift to the phase characteristic

of cach carrier signal to avoid the clipping of the transmission signal 38.

14

Page 293 of 567



10

15

20

25

Marked-Up Substitute Specification
Attorney Docket No. 6936-47-CON-DIV-CON-3

Phase Shifting Example #4

Phase shifting example #4 (PS #4) corresponds to adjusting the phase characteristic of

Z (M + N)

the carrier signal associated with a carrier number N by 3 , mod 27, where M is
the DMT symbol count. In this example, if the DMT symbol 70 clips when the DMT symbol
count M equals 5, the predefined transmission signal 78 is transmitted instead of the current
clipped transmission signal 38. On the following DMT symbol period, the DMT count M
equals 6, thereby causing a different set of time domain samples to be generated for the
subsequent DMT symbol 70, although the QAM symbols 58 used to produce both DMT
symbols 70, 70" are the same.

If this different set of time domain samples (and consequently the transmission signal
38) is not clipped, the DMT transmitter 22 sends the transmission signal 38. If one of the
time domain samples in the different set of time domain samples 70 (and consequently the
transmission signal 38) is clipped, then the DMT transmitter 22 sends the predefined
transmission signal 78 again. The process continues until a DMT symbol 70 is produced
without a time domain sample 70 that is clipped. In one embodiment, the transmitter 22 stops
attempting to produce a non-clipped DMT symbol 70' for the particular set of QAM symbols
58 after generating a predetermined number of clipped DMT symbols 70'. At that moment,
the transmitter 22 can transmit the most recently produced clipped DMT symbol 70" or the
predetermined transmission signal 78.

The PAR of the DSL communication system 2 is reduced because the predefined
transmission signal 78 is sent instead of the transmission signal 38 when the DMT symbol 70
clips. For example, a DMT communication system 2 that normally has a clipping probability
of 10-7 for the time domain transmission signal 38 can therefore operate with a 10-5
probability of clipping and a lower PAR equal to 12.8 dB (as compared to 14.5 dB). When
operating at a 10-5 probability of clipping, assuming a DMT symbol 70 has 512 time-domain
samples 70, the DMT transmitter 22 experiences one clipped DMT symbol 70 out of every

10°
E, or 195 DMT symbols 70. This results in the predefined (non-data carrying)

transmission signal 78 being transmitted, on average, once every 195 DMT symbols.
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Although increasing the probability of clipping to 10 results in approximately a 0.5%
(1/195) decrease in throughput, the PAR of the transmission signal 38 is reduced by 1.7 dB,
which reduces transmitter complexity in the form of power consumption and component
linearity.

While the invention has been shown and described with reference to specific
preferred embodiments, it should be understood by those skilled in the art that various
changes in form and detail may be made therein without departing from the spirit and scope
of the invention as defined by the following claims. For example, although the specification
uses DSL to describe the invention, it is to be understood that various form of DSL can be
used, e.g., ADSL, VDSL, SDSL, HDSL, HDSL2, or SHDSL. It is also to be understood that
the principles of the invention apply to various types of applications transported over DSL
systems (e.g., telecommuting, video conferencing, high speed Internet access, video-on

demand).

16

Page 295 of 567



Marked-Up Substitute Specification
Attorney Docket No. 6936-47-CON-DIV-CON-3

Abstract

A system and method that demodulatessesassbiss the phase characteristic of a
carrier signal are described. The scrambling of the phase characteristic of each carrier
signal includes associating a value with each carrier signal and computing a phase shift
for cach carrier signal based on the value associated with that carrier signal. The value is
determined independently of any input bit value carried by that carrier signal. The phase
shift computed for each carrier signal is combined with the phase characteristic of that
carrier signal so as to substantially scramble the phase characteristic of the carrier signals.

Bits of an input signal are modulated onto the carrier signals having the substantially

scrambled phase characteristic to produce a transmission signal with a reduced PAR.
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System and Method for Descrambling the Phase of Carriers in a Multicarrier
Communications System

Related Application

This application is a Continuation of U.S. Application No. 13/439,605, filed April 4,
2012, which is a Continuation of U.S. Application No. 13/284,549, filed October 28, 2011,
now U.S. Patent No. 8,218,610, which is a continuation of 11/860,080, filed September 24,
2007, now U.S. Patent No. 8,073,041, which is a divisional of U.S. Application No.
11/211,535, filed August 26, 2005, now U.S. Patent No. 7,292,627, which is a continuation
of U.S. Application No. 09/710,310, filed on November 9, 2000, now U.S. Patent No.
6,961,369, which claims the benefit of the filing date of copending U.S. Provisional
Application, Serial No. 60/164,134, filed November 9, 1999, entitled "A Method For
Randomizing The Phase Of The Carriers In A Multicarrier Communications System To
Reduce The Peak To Average Power Ratio Of The Transmitted Signal," each which are
incorporated by reference herein in their entirety.

Field of the Invention

This invention relates to communications systems using multicarrier modulation.
More particularly, the invention relates to multicarrier communications systems that lower
the peak-to-average power ratio (PAR) of transmitted signals.

Background of the Invention

In a conventional multicarrier communications system, transmitters communicate
over a communication channel using multicarrier modulation or Discrete Multitone
Modulation (DMT). Carrier signals (carriers) or sub-channels spaced within a usable
frequency band of the communication channel are modulated at a symbol (i.c., block)
transmission rate of the system. An input signal, which includes input data bits, is sent to a
DMT transmitter, such as a DMT modem. The DMT transmitter typically modulates the
phase characteristic, or phase, and amplitude of the carrier signals using an Inverse Fast
Fourier Transform (IFFT) to generate a time domain signal, or transmission signal, that

represents the input signal. The DMT transmitter transmits the transmission signal, which is a
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linear combination of the multiple carriers, to a DMT receiver over the communication
channel.

The phase and amplitude of the carrier signals of DMT transmission signal can be
considered random because the phase and amplitude result from the modulation of an
arbitrary sequence of input data bits comprising the transmitted information. Therefore,
under the condition that the modulated data bit stream is random, the DMT transmission
signal can be approximated as having a Gaussian probability distribution. A bit scrambler is
often used in the DMT transmitter to scramble the input data bits before the bits are
modulated to assure that the transmitted data bits are random and, consequently, that the
modulation of those bits produces a DMT transmission signal with a Gaussian probability
distribution.

With an appropriate allocation of transmit power levels to the carriers or sub-
channels, such a system provides a desirable performance. Further, generating a transmission
signal with a Gaussian probability distribution is important in order to transmit a
transmission signal with a low peak-to-average ratio (PAR), or peak-to-average power ratio.
The PAR of a transmission signal is the ratio of the instantaneous peak value (i.e., maximum
magnitude) of a signal parameter (¢.g., voltage, current, phase, frequency, power) to the time-
averaged value of the signal parameter. In DMT systems, the PAR of the transmitted signal is
determined by the probability of the random transmission signal reaching a certain peak
voltage during the time interval required for a certain number of symbols. An example of the
PAR of a transmission signal transmitted from a DMT transmitter is 14.5 dB, which is
equivalent to having a 1E-7 probability of clipping. The PAR of a transmission signal
transmitted and received in a DMT communication system is an important consideration in
the design of the DMT communication system because the PAR of a signal affects the
communication system's total power consumption and component linearity requirements of
the system.

If the phase of the modulated carriers is not random, then the PAR can increase
greatly. Examples of cases where the phases of the modulated carrier signals are not random
are when bit scramblers are not used, multiple carrier signals are used to modulate the same

input data bits, and the constellation maps, which are mappings of input data bits to the phase
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of a carrier signal, used for modulation are not random enough (i.c., a zero value for a data
bit corresponds to a 90 degree phase characteristic of the DMT carrier signal and a one value
for a data bit corresponds to a -90 degree phase characteristic of the DMT carrier signal). An
increased PAR can result in a system with high power consumption and/or with high
probability of clipping the transmission signal. Thus, there remains a need for a system and
method that can effectively scramble the phase of the modulated carrier signals in order to
provide a low PAR for the transmission signal.

Summary of the Invention

The present invention features a system and method that scrambles the phase
characteristics of the modulated carrier signals in a transmission signal. In one aspect, a value
is associated with each carrier signal. A phase shift is computed for each carrier signal based
on the value associated with that carrier signal. The value is determined independently of any
input bit value carried by that carrier signal. The phase shift computed for each carrier signal
is combined with the phase characteristic of that carrier signal to substantially scramble the
phase characteristics of the carrier signals.

In one embodiment, the input bit stream is modulated onto the carrier signals having
the substantially scrambled phase characteristic to produce a transmission signal with a
reduced peak-to-average power ratio (PAR). The value is derived from a predetermined
parameter, such as a random number generator, a carrier number, a DMT symbol count, a
superframe count, and a hyperframe count. In another embodiment, a predetermined
transmission signal is transmitted when the amplitude of the transmission signal exceeds a
certain level.

In another aspect, the invention features a method wherein a value is associated with
each carrier signal. The value is determined independently of any input bit value carried by
that carrier signal. A phase shift for each carrier signal is computed based on the value
associated with that carrier signal. The transmission signal is demodulated using the phase
shift computed for each carrier signal.

In another aspect, the invention features a system comprising a phase scrambler that
computes a phase shift for each carrier signal based on a value associated with that carrier

signal. The phase scrambler also combines the phase shift computed for each carrier signal
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with the phase characteristic of that carrier signal to substantially scramble the phase
characteristic of the carrier signals. In one embodiment, a modulator, in communication with
the phase scrambler, modulates bits of an input signal onto the carrier signals having the
substantially scrambled phase characteristics to produce a transmission signal with a reduced
PAR.

Description of the Drawings

The invention is pointed out with particularity in the appended claims. The
advantages of the invention described above, as well as further advantages of the invention,
may be better understood by reference to the following description taken in conjunction with
the accompanying drawings, in which:

FIG. 1 is a block diagram of an embodiment of a digital subscriber line
communications system including a DMT (discrete multitone modulation) transceiver, in
communication with a remote transceiver, having a phase scrambler for substantially
scrambling the phase characteristics of carrier signals; and

FIG. 2 is a flow diagram of an embodiment of a process for scrambling the phase
characteristics of the carrier signals in a transmission signal.

Detailed Description

FIG. 1 shows a digital subscriber line (DSL) communication system 2 including a
discrete multitone (DMT) transceiver 10 in communication with a remote transceiver 14 over
a communication channel 18 using a transmission signal 38 having a plurality of carrier
signals. The DMT transceiver 10 includes a DMT transmitter 22 and a DMT receiver 26. The
remote transceiver 14 includes a transmitter 30 and a receiver 34. Although described with
respect to discrete multitone modulation, the principles of the invention apply also to other
types of multicarrier modulation, such as, but not limited to, orthogonally multiplexed
quadrature amplitude modulation (OQAM), discrete wavelet multitone (DWMT) modulation,
and orthogonal frequency division multiplexing (OFDM).

The communication channel 18 provides a downstream transmission path from the
DMT transmitter 22 to the remote receiver 34, and an upstream transmission path from the
remote transmitter 30 to the DMT receiver 26. In one embodiment, the communication

channel 18 is a pair of twisted wires of a telephone subscriber line. In other embodiments, the
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communication channel 18 can be a fiber optic wire, a quad cable, consisting of two pairs of
twisted wires, or a quad cable that is one of a star quad cable, a Dieselhorst-Martin quad
cable, and the like. In a wireless communication system wherein the transceivers 10, 14 are
wireless modems, the communication channel 18 is the air through which the transmission
signal 38 travels between the transceivers 10, 14.

By way of example, the DMT transmitter 22 shown in FIG. 1 includes a quadrature
amplitude modulation (QAM) encoder 42, a modulator 46, a bit allocation table (BAT) 44,
and a phase scrambler 66. The DMT transmitter 22 can also include a bit scrambler 74, as
described further below. The remote transmitter 30 of the remote transceiver 14 comprises
equivalent components as the DMT transmitter 22. Although this embodiment specifies a
detailed description of the DMT transmitter 22, the inventive concepts apply also to the
receivers 34, 26 which have similar components to that of the DMT transmitter 22, but
perform inverse functions in a reverse order.

The QAM encoder 42 has a single input for receiving an input serial data bit stream
54 and multiple parallel outputs to transmit QAM symbols 58 generated by the QAM
encoder 42 from the bit stream 54. In general, the QAM encoder 42 maps the input serial bit-
stream 54 in the time domain into parallel QAM symbols 58 in the frequency domain. In
particular, the QAM encoder 42 maps the input serial data bit stream 54 into N parallel
quadrature amplitude modulation (QAM) constellation points 58, or QAM symbols 58,
where N represents the number of carrier signals generated by the modulator 46. The BAT 44
is in communication with the QAM encoder 42 to specify the number of bits carried by each
carrier signal. The QAM symbols 58 represent the amplitude and the phase characteristic of
each carrier signal.

The modulator 46 provides functionality associated with the DMT modulation and
transforms the QAM symbols 58 into DMT symbols 70 ecach comprised of a plurality of
time-domain samples. The modulator 46 modulates each carrier signal with a different QAM
symbol 58. As a result of this modulation, carrier signals have phase and amplitude
characteristics based on the QAM symbol 58 and therefore based on the input-bit stream 54.
In particular, the modulator 46 uses an inverse fast Fourier transform (IFFT) to change the

QAM symbols 58 into a transmission signal 38 comprised of a sequence of DMT symbols
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70. The modulator 46 changes the QAM symbols 58 into DMT symbols 70 through
modulation of the carrier signals. In another embodiment, the modulator 46 uses the inverse
discrete Fourier transform (IDFT) to change the QAM symbols 58 into DMT symbols 70. In
one embodiment, a pilot tone is included in the transmission signal 38 to provide a reference
signal for coherent demodulation of the carrier signals in the remote receiver 34 during
reception of the transmission signal 38.

The modulator 46 also includes a phase scrambler 66 that combines a phase shift
computed for ecach QAM-modulated carrier signal with the phase characteristic of that carrier
signal. Combining phase shifts with phase characteristics, in accordance with the principles
of the invention, substantially scrambles the phase characteristics of the carrier signals in the
transmission signal 38. By scrambling the phase characteristics of the carrier signals, the
resulting transmission signal 38 has a substantially minimized peak-to-average (PAR) power
ratio. The phase scrambler 66 can be part of or external to the modulator 46. Other
embodiments of the phase scrambler 66 include, but are not limited to, a software program
that is stored in local memory and is executed on the modulator 46, a digital signal processor
(DSP) capable of performing mathematical functions and algorithms, and the like. The
remote receiver 34 similarly includes a phase descrambler 66' for use when demodulating
carrier signals that have had their phase characteristics adjusted by the phase scrambler 66 of
the DMT transceiver 10.

To compute a phase shift for each carrier signal, the phase scrambler 66 associates
one or more values with that carrier signal. The phase scrambler 66 determines cach value for
a carrier signal independently of the QAM symbols 58, and, therefore, independently of the
bit value(s) modulated onto the carrier signal. The actual value(s) that the phase scrambler 66
associates with cach carrier signal can be derived from one or more predefined parameters,
such as a pseudo-random number generator (pseudo-RNG), a DMT carrier number, a DMT
symbol count, a DMT superframe count, a DMT hyperframe count, and the like, as described
in more detail below. Irrespective of the technique used to produce cach value, the same
technique is used by the DMT transmitter 22 and the remote receiver 34 so that the value
associated with a given carrier signal is known at both ends of the communication channel

18.
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The phase scrambler 66 then solves a predetermined equation to compute a phase
shift for the carrier signal, using the value(s) associated with that carrier signal as input that
effects the output of the equation. Any equation suitable for computing phase shifts can be
used to compute the phase shifts. When the equation is independent of the bit values of the
input serial bit stream 54, the computed phase shifts are also independent of such bit values.

In one embodiment (shown in phantom), the DMT transmitter 22 includes a bit
scrambler 74, which receives the input serial bit stream 54 and outputs data bits 76 that are
substantially scrambled. The substantially scrambled bits 76 are then passed to the QAM
encoder 42. When the bit scrambler 74 is included in the DMT transmitter 22, the operation
of the phase scrambler 66 further assures that the transmission signal 38 has a Gaussian
probability distribution and, therefore, a substantially minimized PAR.

FIG. 2 shows embodiments of a process used by the DMT transmitter 22 for adjusting
the phase characteristic of each carrier signal and combining these carrier signals to produce
the transmission signal 38. The DMT transmitter 22 generates (step 100) a value that is
associated with a carrier signal. Because the value is being used to alter the phase
characteristics of the carrier signal, both the DMT transmitter 22 and the remote receiver 34
must recognize the value as being associated with the carrier signal. Either the DMT
transmitter 22 and the remote receiver 34 independently derive the associated value, or one
informs the other of the associated value. For example, in one embodiment the DMT
transmitter 22 can derive the value from a pscudo-RNG and then transmit the generated value
to the remote receiver 34. In another embodiment, the remote receiver 34 similarly derives
the value from the same pseudo-RNG and the same seed as used by the transmitter (i.e., the
transmitter pseudo-RNG produces the same series of random numbers as the receiver
pseudo-RNG).

As another example, the DMT transmitter 22 and the remote receiver 34 can each
maintain a symbol counter for counting DMT symbols. The DMT transmitter 22 increments
its symbol counter upon transmitting a DMT symbol; the remote receiver 34 upon receipt.
Thus, when the DMT transmitter 22 and the remote receiver 34 both use the symbol count as

a value for computing phase shifts, both the DMT transmitter 22 and remote receiver 34
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"know" that the value is associated with a particular DMT symbol and with cach carrier
signal of that DMT symbol.

Values can also be derived from other types of predefined parameters. For example, if
the predefined parameter is the DMT carrier number, then the value associated with a
particular carrier signal is the carrier number of that signal within the DMT symbol. The
number of a carrier signal represents the location of the frequency of the carrier signal
relative to the frequency of other carrier signals within a DMT symbol. For example, in one
embodiment the DSL communication system 2 provides 256 carrier signals, each separated
by a frequency of 4.3125 kHz and spanning the frequency bandwidth from 0 kHz to 1104
kHz. The DMT transmitter 22 numbers the carrier signals from 0 to 255. Therefore, "DMT
carrier number 50" represents the 51st DMT carrier signal which is located at the frequency
of 215.625 kHz (i.e., 51 x 4.3125 kHz).

Again, the DMT transmitter 22 and the remote receiver 34 can know the value that is
associated with the carrier signal because both the DMT transmitter 22 and the remote
receiver 34 use the same predefined parameter (here, the DMT carrier number) to make the
value-carrier signal association. In other embodiments (as exemplified above with the
transmitter pseudo-RNG), the DMT transmitter 22 can transmit the value to the remote
receiver 34 (or vice versa) over the communication channel 18.

In other embodiments, other predefined parameters can be used in conjunction with
the symbol count. One example of such a predefined parameter is the superframe count that
increments by one every 69 DMT symbols. One exemplary implementation that achieves the
superframe counter is to perform a modulo 68 operation on the symbol count. As another
example, the DMT transmitter 22 can maintain a hyperframe counter for counting
hyperframes. An exemplary implementation of the hyperframe count is to perform a modulo
255 operation on the superframe count. Thus, the hyperframe count increments by one each
time the superframe count reaches 255.

Accordingly, it is seen that some predefined parameters produce values that vary
from carrier signal to carrier signal. For example, when the predefined parameter is the DMT
carrier number, values vary based on the frequency of the carrier signal. As another example,

the pseudo-RNG generates a new random value for each carrier signal.
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Other predefined parameters produce values that vary from DMT symbol 70 to DMT
symbol 70. For example, when the predefined parameter is the symbol count, the superframe
count, or hyperframe count, values vary based on the numerical position of the DMT symbol
70 within a sequence of symbols, superframes, or hyperframes. Predefined parameters such
as the psecudo-RNG, symbol count, superframe count, and superframe can also be understood
to be parameters that vary values over time. Any one or combination of the predefined
parameters can provide values for input to the equation that computes a phase shift for a
given carrier signal.

In one embodiment, the phase scrambling is used to avoid clipping of the
transmission signal 38 on a DMT symbol 70 by DMT symbol 70 basis. In this embodiment,
the DMT transmitter 22 uses a value based on a predefined parameter that varies over time,
such as the symbol count, to compute the phase shift. It is to be understood that other types of
predefined parameters that vary the values associated with carrier signals can be used to
practice the principles of the invention. As described above, the transceivers 10, 14 may
communicate (step 110) the values to synchronize their use in modulating and demodulating
the carrier signals.

The DMT transmitter 22 then computes (step 115) the phase shift that is used to
adjust the phase characteristic of each carrier signal. The amount of the phase shift combined
with the phase characteristic of each QAM-modulated carrier signal depends upon the
equation used and the one or more values associated with that carrier signal.

The DMT transmitter 22 then combines (step 120) the phase shift computed for each
carrier signal with the phase characteristic of that carrier signal. By scrambling the phase
characteristics of the carrier signals, the phase scrambler 66 reduces (with respect to
unscrambled phase characteristics) the combined PAR of the plurality of carrier signals and,
consequently, the transmission signal 38. The following three phase shifting examples, PS
#1-PS #3, illustrate methods used by the phase scrambler 66 to combine a computed phase

shift to the phase characteristic of each carrier signal.
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Phase Shifting Example #1
Phase shifting example #1 (PS #1) corresponds to adjusting the phase characteristic of

N><z

the QAM-modulated carrier signal associated with a carrier number N by 3, modulo

(mod) 2. In this example, a carrier signal having a carrier number N equal to 50 has a phase
50x % 2
shift added to the phase characteristic of that carrier signal equal to 3 (mod 2m)= 3 =.
The carrier signal with a carrier number N equal to 51 has a phase shift added to the phase
Vs
characteristic of that carrier signal equal to 51 : 3 (mod2n)=n. The carrier signal with the
carrier number N equal to 0 has no phase shift added to the phase characteristic of that carrier

signal.

Phase Shifting Example #2

Phase shifting example #2 (PS #2) corresponds to adjusting the phase characteristic of

(N +M)xZ
the QAM-modulated carrier signal associated with a carrier number N by 4 mod
2m, where M is the symbol count. In this example, a carrier signal having a carrier number N
equal to 50 on DMT symbol count M equal to 8 has a phase shift added to the phase
(50 + 8)x = z

characteristic of that carrier signal equal to 4 (mod 2n)= 2 . The carrier signal with

the same carrier number N equal to 50 on the next DMT symbol count M equal to 9 has a

b2
(50+9)x—
phase shift added to the phase characteristic of that carrier signal equal to 4 (mod
37
2m) =4 .

Phase Shifting Example #3
Phase shifting example #3 (PS #3) corresponds to adjusting the phase characteristic of

(Xv) xz,mod 2r,
the QAM-modulated carrier signal associated with a carrier number N by

10
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where XN is an array of N psecudo-random numbers. In this example, a carrier signal having
a carriecr number N equal to 5 and XN equal to [3, 8, 1,4, 9, 5, . . .] has a phase shift added

(9)x z (mod2rx)= 3
to the phase characteristic of the carrier signal that is equal to 6 2 (Note

that 9 is the 5th value in XN.) The carrier signal with a carrier number N equal to 6 has a

phase shift added to the phase characteristic of the carrier signal equal to

4 hY/4
5)x— d27z)=—
()><6(mo ) 6

It is to be understood that additional and/or different phase shifting techniques can be
used by the phase scrambler 66, and that PS #1, #2, and #3 are merely illustrative examples
of the principles of the invention. The DMT transmitter 22 then combines (step 130) the
carrier signals to form the transmission signal 38. If the transmission signal is not clipped, as
described below, the DMT transmitter 22 consequently transmits (step 160) the transmission

signal 38 to the remote receiver 34.

Clipping of Transmission Signals

A transmission signal 38 that has high peak values of voltage (i.e., a high PAR) can
induce non-linear distortion in the DMT transmitter 22 and the communication channel 18.
One form of this non-linear distortion of the transmission signal 38 that may occur is the
limitation of the amplitude of the transmission signal 38 (i.c., clipping). For example, a
particular DMT symbol 70 clips in the time domain when one or more time domain samples
in that DMT symbol 70 are larger than the maximum allowed digital value for the DMT
symbols 70. In multicarrier communication systems when clipping occurs, the transmission
signal 38 does not accurately represent the input serial data bit signal 54.

In one embodiment, the DSL communication system 2 avoids the clipping of the
transmission signal 38 on a DMT symbol 70 by DMT symbol 70 basis. The DMT transmitter
22 detects (step 140) the clipping of the transmission signal 38. If a particular DMT symbol
70 clips in the time domain to produce a clipped transmission signal 38, the DMT transmitter
22 substitutes (step 150) a predefined transmission signal 78 for the clipped transmission

signal 38.

11
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The predefined transmission signal 78 has the same duration as a DMT symbol 70
(e.g., 250 ms) in order to maintain symbol timing between the DMT transmitter 22 and the
remote receiver 34. The predefined transmission signal 78 is not based on (i.¢., independent
of) the modulated input data bit stream 54; it is a bit value pattern that is recognized by the
remote receiver 34 as a substituted signal. In one embodiment, the predefined transmission
signal 78 is a known pseudo-random sequence pattern that is casily detected by the remote
receiver 34. In another embodiment, the predefined transmission signal 78 is an "all zeros"
signal, which is a zero voltage signal produced at the DMT transmitter 22 output (i.e., zero
volts modulated on all the carrier signals). In addition to easy detection by the remote
receiver 34, the zero voltage signal reduces the power consumption of the DMT transmitter
22 when delivered by the DMT transmitter 22. Further, a pilot tone is included in the
predefined transmission signal 78 to provide a reference signal for coherent demodulation of
the carrier signals in the remote receiver 34 during reception of the predefined transmission
signal 78.

After the remote receiver 34 receives the transmission signal 38, the remote receiver
34 determines if the transmission signal 38 is equivalent to the predefined transmission signal
78. In one embodiment, when the remote receiver 34 identifies the predefined transmission
signal 78, the remote receiver 34 ignores (i.c., discards) the predefined transmission signal
78.

Following the transmission of the predefined transmission signal 78, the phase
scrambler 66 shifts (step 120) the phase characteristic of the QAM-modulated carrier signals
(based on one of the predefined parameters that varies over time). For example, consider that
a set of QAM symbols 58 produces a DMT symbol 70 comprising a plurality of time domain
samples, and that one of the time domain samples is larger than the maximum allowed digital
value for the DMT symbol 70. Therefore, because the transmission signal 38 would be
clipped when sent to the remote receiver 34, the DMT transmitter 22 sends the predefined
transmission signal 78 instead.

After transmission of the predefined transmission signal 78, the DMT transmitter 22
again attempts to send the same bit values that produced the clipped transmission signal 38 in

a subsequent DMT symbol 70'. Because the generation of phase shifts in this embodiment is

12
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based on values that vary over time, the phase shifts computed for the subsequent DMT
symbol 70" are different than those that were previously computed for the DMT symbol 70
with the clipped time domain sample. These different phase shifts are combined to the phase
characteristics of the modulated carrier signals to produce carrier signals of the subsequent
DMT symbol 70" with different phase characteristics than the carrier signals of the DMT
symbol 70 with the clipped time domain sample.

DMT communication systems 2 infrequently produce transmission signals 38 that
clip (e.g., approximately one clip every 107 time domain samples 70). However, if the
subsequent DMT symbol 70" includes a time domain sample that clips, then the predefined
transmission signal 78 is again transmitted (step 150) to the remote receiver 34 instead of the
clipped transmission signal 38. The clipping time domain sample may be on the same or on a
different carrier signal than the previously clipped DMT symbol 70. The DMT transmitter 22
repeats the transmission of the predefined transmission signal 78 until the DMT transmitter
22 produces a subsequent DMT symbol 70' that is not clipped. When the DMT transmitter 22
produces a DMT symbol 70' that is not clipped, the DTM transmitter 22 transmits (step 160)
the transmission signal 38 to the remote receiver 34. The probability of a DMT symbol 70
producing a transmission signal 38 that clips in the time domain depends on the PAR of the
transmission signal 38.

For example, the following phase shifting example, PST #4, illustrates the method
used by the phase scrambler 66 to combine a different phase shift to the phase characteristic

of each carrier signal to avoid the clipping of the transmission signal 38.

13
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Phase Shifting Example #4

Phase shifting example #4 (PS #4) corresponds to adjusting the phase characteristic of

Z (M + N)

the carrier signal associated with a carrier number N by 3 , mod 27, where M is
the DMT symbol count. In this example, if the DMT symbol 70 clips when the DMT symbol
count M equals 5, the predefined transmission signal 78 is transmitted instead of the current
clipped transmission signal 38. On the following DMT symbol period, the DMT count M
equals 6, thereby causing a different set of time domain samples to be generated for the
subsequent DMT symbol 70, although the QAM symbols 58 used to produce both DMT
symbols 70, 70" are the same.

If this different set of time domain samples (and consequently the transmission signal
38) is not clipped, the DMT transmitter 22 sends the transmission signal 38. If one of the
time domain samples in the different set of time domain samples 70 (and consequently the
transmission signal 38) is clipped, then the DMT transmitter 22 sends the predefined
transmission signal 78 again. The process continues until a DMT symbol 70 is produced
without a time domain sample 70 that is clipped. In one embodiment, the transmitter 22 stops
attempting to produce a non-clipped DMT symbol 70' for the particular set of QAM symbols
58 after generating a predetermined number of clipped DMT symbols 70'. At that moment,
the transmitter 22 can transmit the most recently produced clipped DMT symbol 70" or the
predetermined transmission signal 78.

The PAR of the DSL communication system 2 is reduced because the predefined
transmission signal 78 is sent instead of the transmission signal 38 when the DMT symbol 70
clips. For example, a DMT communication system 2 that normally has a clipping probability
of 10-7 for the time domain transmission signal 38 can therefore operate with a 10-5
probability of clipping and a lower PAR equal to 12.8 dB (as compared to 14.5 dB). When
operating at a 10-5 probability of clipping, assuming a DMT symbol 70 has 512 time-domain
samples 70, the DMT transmitter 22 experiences one clipped DMT symbol 70 out of every

10°
E, or 195 DMT symbols 70. This results in the predefined (non-data carrying)

transmission signal 78 being transmitted, on average, once every 195 DMT symbols.

14
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Although increasing the probability of clipping to 10 results in approximately a 0.5%
(1/195) decrease in throughput, the PAR of the transmission signal 38 is reduced by 1.7 dB,
which reduces transmitter complexity in the form of power consumption and component
linearity.

While the invention has been shown and described with reference to specific
preferred embodiments, it should be understood by those skilled in the art that various
changes in form and detail may be made therein without departing from the spirit and scope
of the invention as defined by the following claims. For example, although the specification
uses DSL to describe the invention, it is to be understood that various form of DSL can be
used, e.g., ADSL, VDSL, SDSL, HDSL, HDSL2, or SHDSL. It is also to be understood that
the principles of the invention apply to various types of applications transported over DSL
systems (e.g., telecommuting, video conferencing, high speed Internet access, video-on

demand).

15
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Abstract

A system and method that demodulates the phase characteristic of a carrier signal
are described. The scrambling of the phase characteristic of cach carrier signal includes
associating a value with each carrier signal and computing a phase shift for cach carrier
signal based on the value associated with that carrier signal. The value is determined
independently of any input bit value carried by that carrier signal. The phase shift
computed for each carrier signal is combined with the phase characteristic of that carrier
signal so as to substantially scramble the phase characteristic of the carrier signals. Bits
of an input signal are modulated onto the carrier signals having the substantially

scrambled phase characteristic to produce a transmission signal with a reduced PAR.
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U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application asa
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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Attorney Docket Number | 6936-47-CON-DIV-CON-3

Application Data Sheet 37 CFR 1.76

Application Number

SYSTEM AND METHOD FOR DESCRAMBLING THE PHASE OF CARRIERS IN A MULTICARRIER
COMMUNICATIONS SYSTEM

Title of Invention

The application data sheet is part of the provisional or nonprovisional application for which it is being submitted. The following form contains the
bibliographic data arranged in a format specified by the United States Patent and Trademark Office as outlined in 37 CFR 1.76.

This document may be completed electronically and submitted to the Office in electronic format using the Electronic Filing System (EFS) or the
document may be printed and included in a paper filed application.

Secrecy Order 37 CFR 5.2

Portions or all of the application associated with this Application Data Sheet may fall under a Secrecy Order pursuant to
[ ] 37CFR52 (Paper filers only. Applications that fall under Secrecy Order may nhot be filed electronically.}

Inventor Information:
Inventor 1

Legal Name

Prefix| Given Name Middle Name Family Name Suffix|
Marcos C. Tzannes

Residence Information (Select One) (s) US Residency (0 Non US Residency () Active US Military Service

City | Orinda ‘ State/Province ‘ CA ‘ Country of Residence i ‘ us

Mailing Address of Inventor:

Address 1 2 Madrone Place

Address 2

City Crinda | State/Province ‘ CA
Postal Code ‘ 94563 ‘ Country | us

All Inventors Must Be Listed - Additional Inventor Information blocks may be

generated within this form by selecting the Add button. Add

Correspondence Information:

Enter either Customer Number or complete the Correspondence Information section below.
For further information see 37 CFR 1.33(a).

[] An Address is being provided for the correspondence Information of this application.

Customer Number 62574

Email Address jvick@sheridanross.com | | AddEmail |  [Remove Email

Application Information:

. . SYSTEM AND METHOD FOR DESCRAMBLING THE PHASE OF CARRIERS IN A MULTICARRIER
Title of the Invention COMMUNICATIONS SYSTEM
Attorney Docket Number| 6936-47-CON-DIV-CON-3 | Small Entity Status Claimed
Application Type Nonprovisional
Subject Matter Utility
Suggested Class (if any) |Sub Class (if any) ‘
Suggested Technology Center (if any)
Total Number of Drawing Sheets (if any) 2 Suggested Figure for Publication {if any)
EFS Web22.3
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Application Data Sheet 37 CFR 1.76

Attorney Docket Number

6936-47-CON-DIV-CON-3

Application Number

Title of Invention

SYSTEM AND METHOD FOR DESCRAMBLING THE PHASE OF CARRIERS IN A MULTICARRIER
COMMUNICATIONS SYSTEM

Publication Information:

[] Request Early Publication (Fee required at time of Request 37 CFR 1.219)

Request Not to Publish. | hereby request that the attached application not be published under

[] 35U.5.C. 122(b} and certify that the invention disclosed in the attached application has not and will not be the
subject of an application filed in another country, or under a multilateral international agreement, that requires
publication at eighteen months after filing.

Representative Information:

Representative information should be provided for all praclitioners having a power of attorney in the application. Providing
this information in the Application Data Sheet does not constitute a power of attorney in the application (see 37 CFR 1.32).
Either enter Customer Number or complete the Representative Name section below. If both sections are completed the customer

Number will be used for the Representative Information during processing.

Please Select One:

@ Customer Number ‘ O US Patent Practitioner ‘ O Limited Recognition (37 CFR 11.9)

Customer Number

62574

Domestic Benefit/National Stage Information:

This section allows for the applicant to either claim benefit under 35 U.S.C. 119(e), 120, 121, or 365(c) or indicate
National Stage entry from a PCT application. Providing this information in the application data sheet constitutes the

specific reference required by 35 U.S.C. 119(e) or 120, and 37 CFR 1.78.

Prior Application Status | Pending
Application Number Continuity Type Prior Application Number Filing Date (YYYY-MM-DD)
Continuation of 13/439605 2012-04-04
Prior Application Status | Patented
Application - Prior Application Filing Date Issue Date
Number Continuity Type Number (YYYY-MM-DD) Patent Number (YYYY-MM-DD)
13/439605 Continuation of 13/284549 2011-10-28 8218610 2012-07-10
Prior Application Status ‘ Patented ‘ Remove
Application - Prior Application Filing Date Issue Date
Number Continuity Type Number (YYYY-MM-DD) Patent Number (YYYY-MM-DD)
13/284549 Continuation of 11/860080 2007-09-24 8073041 2011-12-06
Prior Application Status ‘ Patented ‘ Remove
Application - Prior Application Filing Date Issue Date
Number Continuity Type Number (YYYY-MM-DD) Patent Number (YYYY-MM-DD)
11/860080 Division of 11/211535 2005-08-26 7292627 2007-11-06

Prior Application Status ‘ Patented

Remove
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Application Number

SYSTEM AND METHOD FOR DESCRAMBLING THE PHASE OF CARRIERS IN A MULTICARRIER

Title of Invention | -\ mUNICATIONS SYSTEM

et T contmutyTipe | Pyt [ FaDe T ptentumber | o am o0)
11/211535 Continuation of 09/710310 2000-11-09 6961369 2005-11-01
Prior Application Status | Expired
Application Number Continuity Type Prior Application Number Filing Date (YYYY-MM-DD)
09/710310 non provisional of 60/164134 1999-11-09

Additional Domestic Benefit/National Stage Data may be generated within this form 3
by selecting the Add button.

Foreign Priority Information:

This section allows for the applicant to claim benefit of foreign priority and to identify any prior foreign application for which priority is
not claimed. Providing this information in the application data sheet constitutes the claim for priority as required by 35 U.S.C. 119(b)
and 37 CFR 1.55(a).

| Remove |
Application Number Country | Filing Date (YYYY-MM-DD}) Priority Claimed
(O Yes (& No
Additional Foreign Priority Data may be generated within this form by selecting the
Add button. Add

Authorization to Permit Access:

[[] Authorization to Permit Access to the Instant Application by the Participating Offices

If checked, the undersigned hereby grants the USPTO authority to provide the European Patent Office (EPQ),

the Japan Patent Office (JPQ), the Korean Intellectual Property Office (KIPQ), the World Intellectual Property Office (WIPQO),
and any other intellectual property offices in which a foreign application claiming priority to the instant patent application

is filed access to the instant patent application. See 37 CFR 1.14(c} and (h). This box should not be checked if the applicant
does not wish the EPO, JPO, KIPO, WIPQ, or other intellectual property office in which a foreign application claiming priority
to the instant patent application is filed to have access to the instant patent application.

In accordance with 37 CFR 1.14(h)}{3), access will be provided to a copy of the instant patent application with respect

to: 1) the instant patent application-as-filed; 2) any foreign application to which the instant patent application

claims priority under 35 U.S.C. 119{(a)-(d) if a copy of the foreign application that satisfies the certified copy requirement of
37 CFR 1.55 has been filed in the instant patent application; and 3) any U.S. application-as-filed from which benefit is
sought in the instant patent application.

In accordance with 37 CFR 1.14(c), access may be provided to information concerning the date of filing this Authorization.

Applicant Information:

Providing assignment information in this section does not substitute for compliance with any requirement of part 3 of Title 37 of CFR
to have an assignment recorded by the Office.
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Application Number

SYSTEM AND METHOD FOR DESCRAMBLING THE PHASE OF CARRIERS IN A MULTICARRIER

Title of Invention | -\ mUNICATIONS SYSTEM

Applicant 1

If the applicant is the inventor {(or the remaining joint inventor or inventors under 37 CFR 1.45), this section should not be completed.
The information to be provided in this section is the name and address of the legal representative who is the applicant under 37 CFR
1.43; or the name and address of the assignee, person to whom the inventor is under an obligation to assign the invention, or person
who otherwise shows sufficient proprietary interest in the matter who is the applicant under 37 CFR 1.46. If the applicant is an
applicant under 37 CFR 1.46 (assignee, person to whom the inventor is obligated to assign, or person who otherwise shows sufficient
proprietary interest) together with one or more joint inventors, then the joint inventor or inventors who are also the applicant should be

identified in this section.

(® Assignee {0 Legal Representative under 35U.S.C. 117

O Person to whom the inventor is obligated to assign. |O Person who shows sufficient proprietary interest

If applicant is the legal representative, indicate the authority to file the patent application, the inventor is:

Name of the Deceased or Legally Incapacitated Inventor :|

If the Assignee is an Organization check here.

Organization Name TQ DELTA, LLC

Mailing Address Information:

Address 1 805 LAS CIMAS PARKWAY

Address 2 SUITE 240

City AUSTIN State/Province TX
Country i| us Postal Code 78746
Phone Number Fax Number

Email Address

Additional Applicant Data may be generated within this form by selecting the Add button. Add

Signature:

NOTE: This form must be signed in accordance with 37 CFR 1.33. See 37 CFR 1.4 for signature requirements and
certifications

Signature |/Jason H. Vick/ Date (YYYY-MM-DD)| 2012-12-18
First Name | Jason H. Last Name | Vick Registration Number | 45285
Additional Signature may be generated within this form by selecting the Add button. Add
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Application Number

SYSTEM AND METHOD FOR DESCRAMBLING THE PHASE OF CARRIERS IN A MULTICARRIER

Title of Invention | -\ mUNICATIONS SYSTEM

This collection of information is required by 37 CFR 1.76. The information is required to obtain or retain a benefit by the public which
is to file (and by the USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.14. This
collection is estimated to take 23 minutes to complete, including gathering, preparing, and submitting the completed application data
sheet form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you require to
complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and
Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR
COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your submission of the attached form related to
a patent application or patent. Accordingly, pursuant to the requirements of the Act, please be advised that: (1) the general authority for the collection
of this information is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited is voluntary; and (3) the principal purpose for which the information is
used by the U.S. Patent and Trademark Office is to process and/or examine your submission related to a patent application or patent. If you do not
furnish the requested information, the U.S. Patent and Trademark Office may not be able to process and/or examine your submission, which may
result in termination of proceedings or abandonment of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1.

The information on this form will be treated confidentially to the extent allowed under the Freedom of Information Act (5 U.S.C. 552)
and the Privacy Act (5 U.S.C. 552a). Records from this system of records may be disclosed to the Department of Justice to determine
whether the Freedom of Information Act requires disclosure of these records.

A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence to a court, magistrate, or
administrative tribunal, including disclosures to oppoesing counsel in the course of settlement negotiations.

A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a request involving an
individual, to whom the record pertains, when the individual has requested assistance from the Member with respect to the subject matter of
the record.

A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need for the information in
order to perform a contract. Recipients of information shall be required to comply with the requirements of the Privacy Act of 1974, as
amended, pursuant to 5 U.S.C. 552a(m).

A record related to an International Application filed under the Patent Cooperation Treaty in this system of records may be disclosed,
as a routine use, to the International Bureau of the World Intellectual Property Organization, pursuant to the Patent Cooperation Treaty.

A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of National Security
review (35 U.8.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(c)).

A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services, or his/her designee,
during an inspection of records conducted by GSA as part of that agency’s responsibility to recommend improvements in records
management practices and programs, under authority of 44 U.S.C. 2804 and 2906. Such disclosure shall be made in accordance with the
GSA regulations governing inspection of records for this purpose, and any other relevant (i.e., GSA or Commerce) directive. Such
disclosure shall not be used to make determinations about individuals.

A record from this system of records may be disclosed, as a routine use, to the public after either publication of the application pursuant
to 35 U.8.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 1561. Further, a record may be disclosed, subject to the limitations of 37
CFR 1.14, as a routine use, to the public if the record was filed in an application which became abandoned or in which the proceedings were
terminated and which application is referenced by either a published application, an application open to public inspections or an issued
patent.

A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law enforcement agency, if the
USPTO becomes aware of a violation or potential violation of law or regulation.
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DECLARATION (37 CFR 1.63) FOR UTILITY OR DESIGN APPLICATION USING AN
APPLICATION DATA SHEET (37 CFR 1.76)

Title of | System and Method for Descrambling the Phase of Carriers in a Multicarrier
Invention | Communications System

As the below named inventor, | hereby declare that:

This declaration P
is directed to- @ The attached application, or

D United States application or PCT international application number

filed on

The above-identified application was made or authorized to be made by me.

| believe that | am the original inventor or an original jointinventor-of a claimed invention In the application

{ hereby acknowledge that any willful faise statement made in this declaration is punishabte under 18 1).S.C. 1001
by fine or imprisonment of not more than five (5) years, or both.

WARNING:

Petitioner/applicant is cautioned to.avoid submitting personal information in documents filed in a patent application that may
contribute to identity theft. Personal information such as social security numbers, bank aceount numbers, or credit card numbers
{other than a check or credit card authorization form FTO-2038 submitied for payment purposes) is never required by the USPTO
1o support a petition or an application. If this type of personal information is included in documents submitted to the USPTQ,
petitioners/applicants should consider redacting such personal information from the documents before submitting them to the
USPTOC: Petitioner/applicant is advised that the record of a patent application is available to the pubtic after publication of the
application (uniess a nonh-publication request in compliance with 37 CFR 1.213(a) is made in the application} or issuance of a
patent. Furthermore, the record from an abandoned application may also he available to the public if the application is
referenced in a published application or an issued patent {see 37 CFR 1.14). Checks and credit card authorization forms
PTO-2038 submitted for payment purposes are not retained in the application file and therefore are not publicly available.

LEGAL NAME OF INVENTOR

Inventer: Marcos C. Tzannes sl Date {Optional) :

Signature: /%

Note: An application data sheet (PTO/SB/14 or equivalent), including naming the entire inventive enfity, must accompany this form or must have
beer previpusly filed. Use an additional PTO/AIA/Q1 form for each additional inventor

This collaction of infarmation is required by 35 U.8.C. 115 and 37 CFR 1.63. The informaticn is required to cbtain or retain-a benefit by the public which.is to' file (ahd
by the USPTO to process} an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.1 and 1.14. This collaction is estimated to-take 1 minute to
complete, including gathering, preparing, and submitting the compieted application form to the USPTO. Time will vary depending uporthe individual case: Any
comments on the amount of tims you require to complete this form and/or suggestions for reducing this burden, should be sent ta the Chief Information Officer, U.S.
Fatent and Trademark Office, U.S. Depariment of Commerce, P.0O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TQ
THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.

If you need assistanice in completing the form, call 1-860-PT0-9199 and sefect oplion 2.
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lApplication Number

13/718,016

Filing Date

December 18, 2012

First Named Inventor

Marcos C, Tzannes

JArt Unit

Examiner Name

WILLIAMS, Lawrence

Sheet I 1 | of [ 4 lAttorney Docket Number 6936-47-CON-DIV-CON-3
U.S. PATENT DOCUMENTS
Examiner | Cite | Document Number Publication Date Name of Patentee of Pages, Columns, Lines, Where
Initials* No." | Number-kind Code ? kv MM-DD-YYYY Applicant of Cited Document | Relevant Passages or Relevant
Figures Appear
1 3898566 08-05-1975 Switzer et al.
2 3955141 05-01-1976 Lyon et al.
3 4069392 01-17-1978 Goldenberg et al.
4 4358853 11-09-1982 Qureshi
5 4985900 01-01-1991 Rhind et al.
6 5381449 01-10-1995 Jasper et al.
7 5682376 10-28-1997 Hayashino et al.
8 5694395 12-02-1997 Myer et al.
9 5748677 05-01-1998 Kumar
10 5870016 - 02-09-1999 Shrestha
11 5937010 08-10-1999 Petranovich et al.
12 5991262 11-23-1999 Laird et al.
13 6128350 10-03-2000 Shastri et al.
14 6256355 07-03-2001 Sakoda et al.
15 | 6366555 04-02-2002 Gatherer et al.
16 | 6507585 - 01-01-2003 Dobson
17 6519292 02-11-2003 Sakoda et al.
18 | 6590860 07-8-2003 Sakoda et al.
19 | 6704317 03-01-2004 Dobson
20 |[6757299 06-29-2004 Verma
21 6961369 11-01-2005 Tzannes
22 6967997 11-22-2005 Humphrey
23 7257168 08-14-2007 Goldstein et al.
24 7286614 10-23-2007 Goldstein et al.
25 7292627 11-06-2007 Tzannes
26 7471721 12-30-2008 Tzannes
27 7610028 10-27-2009 Cimini, Jr. et al.
28 7769104 08-03-2010 Tzannes
29 8073041 12-06-2011 Tzannes
30 8090008 01-03-2012 Tzannes
31 8218610 07-10-2012 Tzannes
32 2005/0141410 06-30-2005 Zhang et al.
33 |2006/0092902 05-04-2006 Schmidt
34 2006/0140288 06-29-2006 Holden
Examiner Date
Signature Considered
*EXAMINER: Initial if reference is considered, whether or not citation is in conformance and not considered. Include copy of this

form with next communication to applicant.
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IApplication Number 13/718,016
INFORMATION DISCLOSURE Filing Date December 18, 2012
STATEME NT BY APPLICANT First Named Inventor Marcos C. Tzannes
Art Unit
Examiner Name WILLIAMS, Lawrence
Sheet | 2 | of I 4 IAttorney Docket Number 6936-47-CON-DIV-CON-3
35 12010/0190507 07-29-2010 Karabinis et al
36 |2012/0069878 03-22-2012 Tzannes
37 12012/0195353 08-02-2012 Tzannes

FOREIGN PATENT DOCUMENTS

Examiner Cite [ Foreign Patent Document Publication Date |Name of Patentee or Pages, Columns, T
Jlnitials“ No.' MM-DD-YYYY  |Applicant of Cited Lines, Where
Country Code®; Number?; Kind Document Relevant
Code® (if known) Passages or
Relevant Figures
Appear
38 |EP 0584534 03-02-1994 |ALCATEL ITALIA
39 [EP 0719004 06-26-1996 |[MATSUSHITA
ELECTRIC IND CO
LTD
40 |GB 2330491 04-21-1999 |BRITISH
BROADCASTING
CORP
41 |JP H10(1998)-084329 03-31-1998 |NIPPON HOSO (Translated
KYOKAI lAbstract and
partial
translation)
42 |JP H08(1996)-321820 12-03-1996 |MATSUSHITA (Translated
ELECTRIC IND CO Abstract)
LTD
43 WO 98/32065 07-23-1998 |FORTRESS
TECHNOLOGIES
. INC
44 |WO 99/22463 05-06-1999 |[MOTOROLA INC
45 |WO 99/29078 06-10-1999 ([TELIA AB
OTHER ART (Including Author, Title, Date, Pertinent Pages, etc.)
Examiner Cite
Initials* No.!
Examiner Date
Signature Considered
*EXAMINER: Initial if reference is considered, whether or not citation is in conformance and not considered. Include copy of this

form with next communication to applicant.
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IApplication Number 13/718,016
INFORMATION DISCLOSURE Filing Date December 18, 2012
STATEMENT BY APPLICANT Firat Namad frvantor arcos C. Tzanmes
lArt Unit
Examiner Name WILLIAMS, Lawrence
Sheet I 3 | of | 4 Attorney Docket Number 6936-47-CON-DIV-CON-3
46 |BAUML et al., "Reducing The Peak-To-Average Power Ratio Of Multicarrier Modulation By
Selected Mapping," Electronics Letters, GB, IEE Stevenage, Vol. 32(22), Oct. 24, 1996, pp. 2056-
2057, XP000643915 ISSN: 0013-5194
47 |{HENKEL, "Analog Codes for Peak-to-Average Ratio Reduction," in Proceedings 3rd ITG Conf.
Source and Channel Coding, Munich, Germany, Jan. 2000, 5 pages
48 |NARAHASHI et al., "New phasing scheme of N multiple carriers for reducing peak-to-average
power ratio," Electronics Letters, Aug. 1994, Vol. 30(17), pp. 1382-83
49 |TELLADO et al., "Revisiting DMT's Peak-to-Average Ratio," Antwerp, Apr. 20-24, 1998, pp. 1-14
50 [TELLAMBURA, "A coding technique for reducing peak-to-average power ratio in OFDM," In the
Proceedings of Global Telecommunications Conference, IEEE, Nov. 1998, pp. 2783-2787
51 [TELLAMBURA, "Phase optimisation criterion for reducing peak-to-average power ratio in OFDM,"
Electronics Letters, Jan. 1998, Vol. 34(2), pp. 169-170
52 VAN EETVELT et al., "Peak to average power reduction for OFDM schemes by selective
scrambling," Electronics Letters, Oct. 1996, Vol. 32(21), pp. 1963-64
53 |Invitation to Pay Additional Fees for International (PCT) Patent Application No, PCT/US00/30958,
mailed March 23, 2001 (Attorney Ref. No. 6936-47-PCT)
54 [Invitation to Restrict or to Pay Additional Fees for International (PCT) Patent Application No.
PCT/US00/30958, mailed Nov. 14, 2001 (Attorney Ref. No. 6936-47-PCT)
55 |Copy of Annex to Form PCT/ISA/206 for PCT/US00/30958, Mar. 23, 2001, 3 pages (6936-47-
PCT)
66 [international Search Report for International (PCT) Patent Application No. PCT/US00/30958,
mailed Jun. 12, 2001 (Attorney Ref. No. 6936-47-PCT)
57 |International Preliminary Examination Report for International (PCT) Patent Application No.
PCT/US00/30958, completed March 4, 2002 (Attorney Ref. No, 6936-47-PCT)
58 |Written Opinion for International (PCT) Patent Application No. PCT/US00/30958, mailed Dec. 18,
2001 (Attorney Ref. No. 6936-47-PCT)
59 INotification of Reasons for Refusal (inciuding translation) for Japanese Patent Application No.
2001-537217, date of dispatch, Mar. 3, 2008 (Attorney Ref. No. 6936-47-PJP)
60 |Decision of Refusal (including translation) for Japanese Patent Application No. 2001-637217, date
of dispatch, Nov. 4, 2008 (Attorney Ref. No. 6936-47-PJP)
61 |Notice of Preliminary Rejection (translation only) for Korean Patent Application No. 7005830/2002
dated Nov. 22, 2006 (Attorney Ref. No. 6936-47-PKR)
Examiner Date
Signature Considered

*EXAMINER: Initial if reference is considered, whether or not citation is in conformance and not considered. Include copy of this
form with next communication to applicant.
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Application Number 13/718,016
INFORMATION DISCLOSURE Filng Date December 18, 2012
STATEMENT BY APPLICANT First Named Inventor Marcos C. Tzannes
Art Unit
Examiner Name WILLIAMS, Lawrence
Sheet [ 4 | of ‘ 4 Attorney Docket Number 6936-47-CON-DIV-CON-3
62 |Official Action for U.S. Patent Application No. 09/710,310, mailed May 4, 2004 (Attorney Ref. No.
6936-47)
63 |Notice of Allowance for U.S. Patent Application No. 09/710,310, mailed Jul 5, 2005 (Attorney Ref.
No. 6936-47)
64 |Notice of Allowance for U.S. Patent Application No. 11/211,535, mailed Sep. 6, 2007 (Attorney
Ref. No. 6936-47-CON)
65 |Notice of Allowance for U.S. Patent Application No. 11/860,080, mailed Oct. 17, 2011 (Attorney
Ref. No. 6936-47-CON-DIV)
66 |Notice of Allowance for U.S. Patent Application No. 13/284,549, mailed March 20, 2012 (Attorney
Ref. No. 6936-47-CON-DIV-CON})
67 [Notice of Allowance for U.S. Patent Application No. 13/439,605, mailed Sept. 14, 2012 (Attorney
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Background of the invention

The present invention relates to a method of reducing the peak power of the signal at the output of the
transmit filter of a digital link, e.g. a microwave one. Such reduction allows to minimize the effects of the
transmit channel nonlinearity, including in it eventual noniinearities of the transmit amplifier.

State of the art
The present digital transmission systems iry to obtain high spectral efficiencies through gradually more

complex modulation formats. The higher spectral efficiency is counterbalanced by the need of increasing
the transmitted power to obtain a prefixed BER (Bit Error Rate: number of wrong bits to total number of bits
ratio) value at the receiver. The power delivered by the transmitter generally is limited by the final power
amplifier, which has a greatly nonlinear behaviour.
Therefore a serious problem arises with regard to the best exploitation of the nonlinear part of the input-
output characteristic of the "channel”, including in the latter the final amplifier of the transmitter. At present
the problem is faced in one of the following ways (see e.g. the papers of G. Karam, H. Sari, "Analysis of
predistortion, equalization and ISI cancellation techniques in digital radio systems with nonlinear transmit
amplifier”, IEEE Transaction on Communications, vol. 37, n. 12, Dec. 1989):

1) data predistortion: one tries to modify the constellation used for driving the nonlinear amplifier through

a signal such as to obtain the desired constellation at its output;

2) analog signal predistortion: a nonlinear circuit having a characteristic opposite to the one of the above-

defined "channel”, is inserted in the path of the analog signal;

3) channel equalization and nonlinear cancellation of the ISI: the receive equalizer tries to cancel the

interferences connected with nonlinearity from the present signal sample (through a suitable nonlinear

combination of pre- and post-cursors);

4) use of "circular" consteliations so as fo reduce the ratio between the peak power and the average

power of the not-filtered signal.
All the above solutions, under special circumstances, can provide unsatisfactory features. In particular the
first three ones are not much efficient in the presence of hard limiter characteristic of the transmitter final
amplifier; the last one gives rise to gains anyway slight which can be not sufficient in case of reception filter
with very narrow band.

Summary of the invention

It is an object of the invention to individuate a base-band system which - at parity of other conditions -
reduces the peak power of the filtered signal, i.e. at the input of the nonlinear channel defined above.
It has been found, inter alia, that such reduction is to advantage of radio relay systems links, e.g. allowing
the use of smaller antennas or the transmission over longer path sections.
The outstanding features of the invention are set forth in the claims while the various aspects and
advantages of the invention will become more apparent from the following description (not limiting).

General solution
The basic idea of the invention is based upon the possibility (other conditions such as minimum
distance between transmitted points, average transmitted power, efc. being equal) of avoiding transmission
of sequences which a high peak power of the filtered signal is associated with, replacing them with more
suitable ones (i.e. with a lower peak power of the filtered signal).
The possibility of carrying out this replacement is given by the increasing of the dimension of the alphabet
of the transmitted points. In reception the unwanted sequences, suppressed in transmission, are recon-
stituted in their original form.
By reducing in this way the peak power of the filtered signal it is possible to exploit in a much more
efficient manner the nonlinear characteristic of the above-defined "channel”.
Fig. 1 illustrates the schematic block diagram of a generic digital transmission system (blocks I, II, IV, V,
VI, VI, IX, X) in which blocks Hl and VIlI, subject of this invention, are inserted. In particular, fig. 1 shows:
- the DATA SOURCE (ref. 1) which provides the numeric sequence to be transmitted at its output;
- an ENCODER/MODULATOR block (ref. II) which receives at the input the numeric sequence to be
fransmitted and carries out the standard encoding operations designed for BER reduction (block,
convolutional, Trellis Code Modulation, etc., type encoding) and medulation operations, providing at its
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oufput one of the points of the constellation o be transmitted;

- a PRE block (ref. lll), subject of the invention along with block VI, which eliminates from the
transmission the unwanted sequences in terms of peak power of the filtered signal, i.e. of the signal at
the output of block IV described below;

- the transmission filter HTx (f) (ref. IV) which provides at its output the analog signal to be transmiited;

- a NONLINEAR DISTORTION block (ref. V) representing an unwanted nonlinear distortion on the signal
path. It can be due to the nonlinear characteristic of the final amplifier of the fransmitter (as it happens
e.g. in microwave links) or, more in general, to a nonlinear behaviour of the information channel;

- the information channel proper (ref. VI) identified as "LINEAR CHANNEL", which ouiputs a signal
constituted by the signal at its input added to and/or combined with disturbances of various kind;

- the reception filter HRx (f) (ref. VII) which receives the signal from the transmit channel and carries out
a suitable filtering;

- a PRD block (ref. VIII), subject of the invention along with block Iil, which reconstitutes the signal in its
original form containing the unwanted sequences suppressed in fransmission by block llI;

- a DECODER/DEMODULATOR block (ref. IX) which receives the outgoing signal from block Vil
demodulates it and carries out the above-mentioned standard decoding operations, providing the user
with the numeric sequence subject of the transmission;

- the USER (ref. X) which receives the numeric sequence.

In an advantageous and therefore preferred embodiment, blocks PRE (lil) and PRD (Vill) in accordance
with the invention are realized in the form of digital encoders. As an example, fig. 2 shows a block diagram
illustrating how it is possible to realize the PRE in case of a radio relay system transmission using a
quadrature amplitude modulation (QAM). Let M be the points of the two-dimensional constellation to be
transmitted in the conventional case (hereinafter "standard” constellation) and MR be the redundance points
necessary for the encoding (carried out in PRE) subject of the invention; the resulting constellation is
composed of (M + MR) points (hereinafter "expanded” constellation).

Typically: 1 < (M+MR)M <1.2.
In fig. 2 there is shown the preferred embodiment of PRE; it includes:

- A delay element T (ref. XIll) which receives as its input the last two-dimensional element of the block
of N outgoing two-dimensional symbols from Xll and outputs it with a delay equal to one channel
symbol interval. Such output will be indicated as "state" of the machine in the following.

- A map identified as "(M+MR) MAP" (ref. Xl) which receives at its input a block of N symbols of the
"standard” constellation and provides (M+ MR} blocks of N two-dimensional symbols of the "ex-
panded” constellation. Each output block is relative to a particular "state™ of the system and
represents the best sequence to be fransmitted (in the presence of that particular "state” of the
machine) in terms of peak power of the filtered signal.

- A multiplexer "MUX" (ref. Xll) having (M+ MR) inputs and one output which, on the basis of the
"state™ at the output of block Xlil selects (among the M + MR present at its input) the suitable block of
N symbols to be provided at the output.

It remains to be defined what is the meaning of "best sequence in terms of peak power of the filtered
signal”. According to one particular aspect - even if not limiting - of the invention, the calculation is
arranged as follows. Let hTX(f) be the impulse response of the transmission filter IV of fig. 1, T the symbol
time, d® (k=1,2,..., (M+MR) ) the "state” of the system, Ci = (ci, ci+1, ..., cN-1) the generic block of N
two-dimensional symbols, the "weight" w of block Ci = (ci, ci+1, ..., cN-1) given the state d(k), can be
defined as the quantity:

(k) (k) N-1 z
wid L Ci) = max hTHE(ta-T) o + 2 RTH(Eo+IT) cj (1)
~NT<t<NT j-u

then meaning that the best sequences Ci (in terms of peak power of the filtered signal) are those having a
lower "weight" w(d™, Ci).

The PRD can be realized through a circuit quite similar to the one shown in fig. 2 for PRE; its
description in terms of block diagram (being within the reach of those skilled in the art, in the light of what
has been set forth hereinbefore) will be omitted for conciseness' sake.

Reference has been made to specific embodiments represented in figs. 1 and 2 for simplicity and
illustrative clearness reasons; therefore it is evident that these are susceplible to those variations,
modifications, replacements and the like which, being within the reach of those skilled in the art, naturally
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fall within the sphere and the spirit of the scope of the invention.
The following possible variants are here mentioned by way of an example:

in equation (1) a "state" constituted by several two-dimensional symbals could be envisaged;

blocks Xi and XII of fig. 2 could be replaced by a combinatory algebra, thus fransforming the structure
of PRE into a convolutional one.

N could be taken great enough to be able to eliminate in fig. 2 the reaction through block XliI thus
transforming the structure of PRE into a "block™ structure.

Claims

1.

Method of fransmitting and receiving numerical signals in which:

- in fransmission, data from a numeric or numerized source are modulated, the modulated signal is
filtered and transmitted through a nonlinear channel (where the nonlinearity may be due to the
nonlinear characteristic of the final amplifier of the transmitter, or more in general to a nonlinear
behaviour of the transmit channel proper),

- in reception the received signal is filtered and demodulated in order to reconstruct the transmitted
numeric sequence

characterized in that:

- in fransmission, the unwanted sequences in terms of peak power of the filtered signal are
eliminated from the modulated signal before filtering and replaced with suitable sequences,

- in reception, the received and filtered signal is restored in its original form (i.e. containing the
unwanted sequences suppressed in transmission) and then sent to the demodulator.

Method according to claim 1, characterized in that:
- the link is a digital, radio relay system link and uses a quadrature amplitude modulation (QAM),
- the replacement of said sequences is carried out through a base-band digital encoder.

Method according to claim 2, characterized in that a "recurring” coding, i.e. using previously transmit-
ted symbols for individuating the symbol to be transmitted, is used.

Method according to claim 3, characterized in that the individuation of the sequences to be replaced is
carried out on the basis of equation (1) or of relations equivalent thereto.

Method substantially as hereinbefore described and represented.

System for implementing the method of the preceding claims, including:
- in fransmission, a data source, an encoder/modulator, a transmit filter and a nonlinear ampilifier;
- in reception, a filter and a decoder/demodulator,
characterized in that:
- in transmission, an encoder for reducing the peak power of the filtered signal is inserted upstream
of the transmit filter,
- in reception, a decoder for reducing the peak power of the filtered signal is inserted downstream
of the receive filter.

System according to claim 6, characterized in that the decoder is of "recurrent”™ type.
System according to claim 7, wherein the encoder comprises at least a map and a multiplexer.

System according to claim 8, characterized in that the map generates the sequences to be transmitted
on the basis of equation (1) or of relations equivalent thereto.
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responding symbol respectively. Arithmetic processing
which is reverse to that on a transmission side is per-
formed on a receiving side, whereby distortion of
received data is removed. Thus, the OFDM signal can
be transmitted with no waveform distortion on a data
component of each symbol on the frequency axis after
Fourier transformation even if a reflected wave is super-
posed on a direct wave due to a multipath.
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Description
BACKGROUND OF THE INVENTION
Field of the Invention

The present invention relates to an orthogonal fre-
quency division multiplexing (hereinafter referred to as
OFDM) transmission method, and more specifically, it
relates to a method of transmitting data between a trans-
mission side and a receiving side through a wire or wire-
less transmission path with an orthogonal frequency
division multiplex signal including symbols of prescribed
lengths and guard intervals of prescribed lengths which
are arranged between the symbols.

Description of the Background Art

As well knownin the art, an OFDM fransmission sys-
tem is adapted to divide coded data and sort the same
into at least hundreds of carriers, for multiplexing and
transmitting the data. In relation to digital sound broad-
casting for movable terminals or terrestrial digital televi-
sion broadcasting, communication through an OFDM
signal is recently watched with interest. The OFDM sig-
nal can transmit a large quantity of data at a high speed
while its characteristics are hardly deteriorated by
reflected waves even if no waveform equalizer is pro-
vided. Further, this signal hardly causes a crossfire to
another service since its signal waveform is close to that
of a random noise.

A transmission system employing such an OFDM
signal is disclosed in "Suitable for Mobile Receiving of
OFDM Digital Broadcasting Employing at least Hun-
dreds of Carriers” by Hajime Fukuchi of the Communi-
cations Research Laboratory, the Ministry of Posts and
Telecommunications of Japan, "Data Compression and
Digital Modulation”, Nikkei Electronics Books, issued on
October 1, 1993, pp. 207 to 222.

Fig. 13 is a block circuit diagram showing the struc-
ture of a conventional transmitter 5 for an OFDM signal
which is disclosed in the aforementioned literature, and
Fig. 14 illustrates the structure of an OFDM signal which
is transmitted from the transmitter 5 shown in Fig. 13.
Referring to Fig. 13, the transmitter 5 comprises a serial-
to-parallel converter 52, an inverse Fourier transformer
53, a parallel-to-serial converter 54, a digital-to-analog
converter 55, and a low-pass filter 56. Referring to Fig.
14, (a), (b) and (c) show direct, reflected and composite
waves of the OFDM signal respectively, and (d) shows a
time window W.

The serial-to-parallel converter 52 of the transmitter
§is supplied with an input symbol train. The input symbol
train is formed by digitally modulated fransmission data,
and each transmission symbolincludes a plurality of data
values. The digital modulation is performed by QPSK
(quadriphase phase shift keying) modulation or 16 QAM
(quadrature amplitude modulation). The serial-to-paral-
lel converter 52 serial-to-parallel converts the input sym-
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bol train in every symbol, to obtain a plurality of symbol
trains of a lower speed. The degree of parallelism is iden-
tical to the number (such as 512, for example, in the
range of tens to thousands) of a plurality of carriers,
which are orthogonal in phase to each other, employed
in the inverse Fourier transformer 53. Due to this opera-
tion, the serial-to-paraliel converter 52 outputs a group
of carrier modulation signals for deciding the amplitudes
and phases of the plurality of carriers which are
employed in the inverse Fourier transformer 53.

The inverse Fourier transformer 53 allots the carrier
modulation signals to the respective carriers which are
lined up on the frequency axis in every symbol so that
data for one symbol is transformed to a multiplex signal
on the frequency axis, and collectively performs inverse
Fourier transformation on the signals, thereby transform-
ing the same to a multiplex signal (parallel digital signal
in this stage) on the time axis.

The parallel-to-serial converter 54 parallel-to-serial
converts the multiplex signal on the time axis, thereby
forming a OFDM signal. The digital-to-analog converter
55 converts the OFDM signal to an analog OFDM base-
band signal. The low-pass filter 56 limits the band of the
OFDM baseband signal, so that no channel-to-channel
interference is caused by aliasing.

Following the aforementioned series of operations,
the transmitter 5 outputs the OFDM signal including
guard intervals Gm and symbols Sm to the transmission
path, as shown in Fig. 14. A demodulator (not shown)
carries out signal processing which is reverse to that of
the modulator 5 on the OFDM signal received through
the transmission path, to reproduce an output symbol
train which is identical to the input symbol train.

The so-called multipath is caused on the transmis-
sion path. Therefore, the receiver receives direct waves
of the OFDM signal transmitted from the transmitter and
reflected waves which are time-delayed from the direct
waves in superposition. If a reflected wave (see (b) in
Fig. 14) by the multipath is superposed on a direct wave
(see (a) in Fig. 14) in the symbol Sm, for example, an
interference part am with the guard interval Gm of the
reflected wave is caused on a front end part of the symbol
Sm of a composite wave (see (c) in Fig. 14), while an
interference part pm with a symbol Sm-1 of the reflected
wave is caused on a front end part of the guard interval
Gm. At this time, the interference part m which is dis-
placed from the time window W exerts no influence on
Fourier transformation of the symbol Sm. However, the
interference part am is caused in the time window W
while the data component of the guard interval Gmis "0",
and hence waveform distortion is disadvantageously
caused on the data component of each symbol Sm on
the frequency axis after the Fourier transformation.

On the other hand, a time delay is caused in the
OFDM signal before the same reaches the receiver from
the transmitter, due to delay characteristics of the trans-
mission path, deviation in sampling timing resuiting from
mismatching between clocks of the digital-to-analog
converter on the transmission side and an analog-to-dig-
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ital converter on the receiving side, and the like. In the
receiver, therefore, the time window W must disadvanta-
geously be adjusted on the time axis.

The carrier modulation signals which are outputted
from the serial-to-parallel converter 52 may not be out of
phase with each other, but may be completely in phase
with each other. For example, the carrier modulation sig-
nals are completely in phase with each other when a
silent state is transmitted in excess of one symbol period
in digital sound broadcasting or when a monochromatic
picture is fransmitted in excess of one symbol period in
terrestrial digital television broadcasting. Also inthe case
of tfransmitting a sounding state or a multicolor picture,
the carrier modulation signals tend to be completely in
phase with each other in a digital modulation system
such as the QPSK modulation or the 16 QAM, due to a
limited number of signal points which are out of phase
with each other.

When the carrier modulation signals are completely
in phase with each other as described above and these
signals are subjected to inverse Fourier transformation,
nodes of the respective carriers match with each other
on the time axis and addition/increase parts are concen-
trated to one portion on the time axis, and hence the
OFDM signal has an impulsive signal waveform on the
time axis, to cause power concentration. Figs. 15(a) to
15(d) show this situation.

Referring to Fig. 15(a), a group of n carrier modula-
tion signals for modulating n carriers which are orthogo-
nal to each other respectively are completely in phase
with each other on a complex plane. Referring to Fig.
15(b), the n carriers which are modulated by the n carrier
modulation signals shown in Fig. 15(a) are multiplexed
on the time axis. When the carrier modulation signals are
thus completely in phase with each other, the OFDM sig-
nal becomes an impulsive waveform signal. Referring to
Fig. 15(c), on the other hand, a group of n carrier mod-
ulation signals for modulating n carriers which are
orthogonal 1o each other respectively are at random in
phase on a complex plane. Referring to Fig. 15(d}, then
carriers which are modulated by the n carrier modulation
signals shown in Fig. 15(c) are multiplexed on the time
axis. When the carrier modulation signals are thus com-
pletely out of phase from each other, the OFDM signal
is enenly diffused on the time axis, and becomes a ran-
dom waveform signal.

As hereinabove described, the OFDM signal has an
impulsive waveform to extremely increase the maximum
power when the carrier modulation signals are com-
pletely in phase with each other, and hence the OFDM
signal is disadvantageously readily influenced by nonlin-
earity of the transmitter, the receiver, a relay amplifier
such as a satellite or a CATV included in the transmission
path and the like. In this case, the dynamic ranges of the
transmitter, the receiver, the relay amplifier and the like
may be increased to exert no influences of nonlinearity
on the impulsive OFDM signal, while the cost for the
transmitter, the receiver, the relay amplifier and the like
is disadvantageously increased in this case.

10

15

20

25

30

35

40

45

50

55

SUMMARY OF THE INVENTION

Accordingly, an object of the present invention is to
provide a method of transmitting an OFDM signal which
causes no waveform distortion in a data component of
each symbol on the frequency axis after Fourier trans-
formation even if a reflected wave is superposed on a
direct wave through a multipath, and a transmitter and a
receiver therefor.

Another object of the present invention is to provide
a method of transmitting an OFDM signal which can
readily adjust a time window on the time axis even if a
time delay is caused in the OFDM signal before the same
reaches a receiving side from a transmission side, and
a transmitter and a receiver therefor.

Still another object of the present invention is to pro-
vide a method of transmitting an OF DM signal which can
reduce an influence of nonlinearity on the OFDM signal
in a low-priced structure, and a transmitter and a receiver
therefor.

A first aspect of the present invention is directed to
a methed of transmitting an orthogonal frequency divi-
sion multiplex signal in every symbol of a prescribed
length from a transmission side to a receiving side
through a wire or wireless transmission path, and the
method comprises:

a first step of transforming a carrier modulation
signal group deciding the phases and amplitudes of a
plurality of carriers which are orthogonal to each other
on the frequency axis to the orthogonal frequency divi-
sion multiplex signal on the time axis by performing
inverse Fourier transformation in every symbol; and

a second step of adding front and rear guard inter-
vals, including data which are identical to those of rear
and front end parts of each symbol of the orthogonal fre-
quency division multiplex signal, to front and rear parts
of the symbol respectively and transmitting the same to
the receiving side.

According to the first aspect of the present invention,
as hereinabove described, the front and rear guard inter-
vals including the data which are identical to those of
parts of each symbol are added to the front and rear
parts of the symbol in fransmission of each symbol of the
OFDM signal, whereby all data components in a single
symbol interval which are lined up on the time axis can
be reproduced on the receiving side even if a time win-
dow in the Fourier transformation is slightly displaced
from the symbol interval of the received signal. There-
fore, it is not necessary to correctly coincide the time win-
dow with the symbol interval even if a time delay is
caused in the OFDM signal before the same reaches the
receiving side from the transmission side, whereby the
time window can be readily adjusted on the time axis.
Even if a symbol interval of a direct wave is superposed
with a guard interval of a reflected wave due to a multi-
path, further, amplitude/phase distortion of each data
component appearing on the frequency axis after the
Fourier fransformation on the receiving side is homoge-
neous in every symbol. Therefore, such waveform dis-
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tortion can be readily removed from data components on
the frequency axis of one symbol interval on the receiv-
ing side by simple arithmetic processing such as multi-
plication or addition.

In a preferred embodiment of the aforementioned
first aspect, the carrier modulation signal group is com-
plex-multiplied by a reference complex signal group on
the frequency axis, so that the complex multiplication
result is transformed to an OF DM signal and transmitted
to the receiving side. On the receiving side, on the other
hand, the OFDM signal which is transmitted from the
transmission side is transformed to a receiving carrier
modulation signal group so that this receiving carrier
modulation signal group is complex-divided by the refer-
ence complex signal group on the frequency axis. Even
if atime delay is caused in the OFDM signal between the
transmission side and the receiving side, therefore, mod-
ulated data can be obtained on the receiving side with
no influence by the time delay.

As to the reference complex signal group for com-
plex-multiplying the carrier modulation signal group, a
result of complex multiplication which is carried out in
advance of a constant symbol may be empioyed with
respect to each symbol of the carrier modulation signal
group.

Alternatively, the reference complex signal group
may be prepared from a complex signal group having a
predetermined specific pattern with signals which vary
inphase atrandom. Inthis case, a complex multiplication
result which is obtained in a third step is ordinarily trans-
formed to an OFDM signal, while the reference complex
signal group is periodically transformed to an OFDM sig-
nal. Thus, the absolute reference phases of the respec-
tive signals of the carrier modulation signal group are
random values, whereby the OFDM signal obtained by
the inverse Fourier transformation can be suppressed
from time concentration of power. Thus, it is not neces-
sary to increase the dynamic ranges of the transmitter,
the receiver and the transmission path but influences
exerted by nonlinearity of the transmitter, the receiver
and a relay amplifier on the OFDM signal canbe reduced
through a low-priced structure.

A second aspect of the present invention is directed
to a transmitter for an orthogonal frequency division mui-
tiplex signal, which is an apparatus for transmitting the
orthogonal frequency division multiplex signal to a
receiving side in every symbol of a prescribed length
through a wire or wireless transmission path, and the
transmitter comprises:

amemory part storing a reference complex signal
group;

a complex multiplication part, complex-multiply-
ing a carrier modulation signal group deciding the
phases and amplitudes of a plurality of carriers which are
orthogonal to each other on the frequency axis, by the
reference complex signal group stored in the memory
part on the frequency axis, for outputting a transmission
carrier modulation signal group;

aninverse Fourier transformation part performing
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an inverse Fourier operation on the transmission carrier
modulation signal group which is outputted from the
complex multiplication part in every symbol thereby
transforming the transmission carrier modulation signal
group to the orthogonal frequency division multiplex sig-
nal on the fime axis;

aguard interval addition part adding frontandrear
guard intervals, including data which are identical to
those of rear and front end parts of each symbol of the
orthogonal frequency division multiplex signal outputted
from the inverse Fourier transformation part, to front and
rear parts of the symbol respectively; and

a transmission part transmitting the orthogonal
frequency division multiplex signal having the added
front and rear guard intervals to the receiving side in
every symbol.

In a preferred embodiment of the aforementioned
second aspect, the memory part stores a complex mul-
tiplication result of the complex multiplication part which
is precedent to a constant symbol as the reference com-
plex signal group.

In another preferred embodiment of the aforemen-
tioned second aspect, the memory part stores a prede-
termined complex signal group as the reference complex
signal group. On the other hand, the complex multiplica-
tion part complex-multiplies the carrier modulation signal
group by the reference complex signal group which is
stored in the memory part on the frequency axis and out-
puts the result. Further, the inverse Fourier fransforma-
tion part ordinarily transforms the complex muiltiplication
result which is outputted from the complex multiplication
part to an orthogonal frequency division multiplex signal
in every symbol, and periodically transforms the refer-
ence complex signal group which is outputted from the
memory part to an orthogonal frequency division multi-
plex signal.

According to the aforementioned second aspect, the
memory part may hold an oufput of a pseudo-noise sig-
nal generation part generating a pseudo-noise signal or
that of a frequency sweep signal generation part gener-
ating a frequency sweep signal as the reference complex
signal group.

A third aspect of the present invention is directed to
a receiver for an orthogonal frequency division multiplex
signal, which is an apparatus for receiving the orthogonal
frequency division multiplex signal transmitted from a
transmission side in every symbol of a prescribed length
through a wire or wireless transmission path, and the
receiver comprises:

a Fourier transformation part performing a Fourier
transformation operation on the orthogonal frequency
division multiplex signal on the time axis in every symbol
thereby transforming the orthogonal frequency division
multiplex signal to a receiving carrier modulation signal
group on the frequency axis;

a memory part storing the receiving carrier mod-
ulation signal group which is outputted from the Fourier
transformation part in every symbol as a receiving refer-
ence complex signal group; and
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a complex division part complex-dividing the
receiving carrier modulation signal group which is out-
putted from the Fourier transformation part by the receiv-
ing reference complex signal group which is stored in the
memory part on the frequency axis.

A fourth aspect of the present invention is directed
to a methed of transmitting an orthogonal frequency divi-
sion multiplex signal from a transmission side to a receiv-
ing side in every symbol of a prescribed length through
a wire or wireless fransmission path, and the method
comprises:

a first step of forming a carrier modulation signal
group for deciding the phases and amplitudes of a plu-
rality of carriers which are orthogonal to each other on
the frequency axis in every symbol;

a second step of generating a complex signal
group having a predetermined specific pattern with sig-
nals varying in phase at random;

a third step of complex-multiplying the carrier
modulation signal group by the complex signal group on
the frequency axis in every symbol, thereby randomizing
phases of respective signals of the carrier modulation
signal group; and

a fourth step of ordinarily transforming the carrier
modulation signal group having the signals which are
randomized in phase in the third step to an orthogenal
frequency division multiplex signal on the time axis by
inverse Fourier transformation in every symbol, and peri-
odically transforming the complex signal group o an
orthogonal frequency division multiplex signal by inverse
Fourier fransformation, for transmitting the same to the
receiving side respectively.

The foregoing and other objects, features, aspects
and advantages of the present invention will become
more apparent from the following detailed description of
the present invention when taken in conjunction with the
accompanying drawings.

BRIEF DESCRIPTION OF THE DRAWINGS

Fig. 1 is a block diagram showing the structure of a
transmitter 1 according to a first embodiment of the
present invention;

Fig. 2 is a block diagram showing the structure of a
receiver 2 according to the first embodiment of the
presentinvention;

Fig. 3 illustrates the structure of an OFDM signal
which is transmitted from the transmitter 1 shown in
Fig. 1;

Fig. 4 illustrates operations of a memory 14 and a
complex multiplier 13 shown in Fig. 1;

Fig. 5 illustrates operations of an envelope wave
detector 23 and a synchronous reproducer 24 of the
receiver 2 with respect to the OFDM signal which is
outputted from the transmitter 1 shown in Fig. 1;
Fig. 6 illustrates operations of a memory 26 and a
complex divider 27 shown in Fig. 2;

Fig. 7 illustrates comparative results of a simulation
for comparing a conventional system and the system
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according to the first embodiment with each other in
relation to influences exerted by delayed waves by
multipaths;

Fig. 8 illustrates results of a simulation for comparing
the conventional system and the system according
to the first embodiment with each other in relation to
influences exerted by time delays through transmis-
sion paths etc.;

Fig. 9 is a block diagram showing the structure of a
transmitter according to a second embodiment of
the present invention;

Fig. 10 illustrates the situation of a complex multipli-
cation of a carrier modulation signal group by a com-
plex signal group in a complex multiplier 13 shown
in Fig. 9;

Fig. 11 illustrates operations of a memory 14 and
the complex multiplier 13 shown in Fig. 9;

Fig. 12 is a signal structural diagram showing the
structure of an OFDM signal which is transmitted
from the transmitter shown in Fig. 9;

Fig. 13 is a block diagram showing the structure of
a conventional transmitter 5 for an OFDM signal;
Fig. 14 illustrates the structure of the OFDM signal
which is transmitted from the transmitter 5 shown in
Fig. 13; and

Figs. 15(a) to 15(d) are signal waveform diagrams
showing the relations between phase states of car-
rier modulation signal groups allotied o carriers
which are orthogonal to each other and OFDM sig-
nals respectively.

DESCRIPTION OF THE PREFERRED EMBODI-
MENTS

With reference to the drawings, description is now
made on embodiments of a method of transmitting an
OFDM signal, and a transmitter and a receiver employed
therefor according to the present invention.

Fig. 1 is a block diagram showing a transmitter 1
according to a first embodiment of the present invention,
Fig. 2 is a block diagram showing the structure of a
receiver 2 according to the first embodiment of the
present invention, and Fig. 3 illustrates an exemplary
structure of an OFDM signal which is employed in the
present invention. Referring to Fig. 3, (a) and (b) show
direct and reflected waves of the OFDM signal respec-
tively and (c) and (d) show direct and reflected waves of
the OFDM signal causing time delays respectively, while
(e) shows a time window W.

The transmitter 1 shown in Fig. 1 and the receiver 2
shown in Fig. 2 are connected with each other through
a transmission path (not shown) such as a coaxial cable
or an optical fiber cable. The transmitter 1 and the
receiver 2 are employed in a digital CATV system, for
example. The transmitter 1 is adapted to transmit picture
data for multiple channels of a television, for example, to
the receiver 2 through an OFDM signal.

Referring to Fig. 1, the transmitter 1 comprisesa car-
rier modulation signal generator 12, a complex multiplier
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13, a memory 14, an inverse Fourier transformer 15, a
guard interval insertion part 16, a synchronizing signal
multiplexing part 17, a digital-to-analog converter 18,
and a low-pass filter 19.

The carrier modulation signal generator 12 of the
transmitter 1 receives transmitted digital data (bit stream
signal) to be transmitted to the receiver 2. The carrier
modulation signal generator 12 digital-modulates the
inputted transmitted digital data and serial-to-parallel
converts the same in every symbol interval, thereby con-
verting the data to a carrier modulation signal group
including n (512, for example, inthe range of tens to thou-
sands) carrier modulation signals for modulating n carri-
ers which are orthogonal to each other. The digital
modulation is performed by QPSK modulation or 16
QAM. The carrier modulation signal group in this stage
is similar to that outputted from the serial-to-parallel con-
verter 52 (see Fig. 13) of the conventional transmitter.
The carrier modulation signal group which is outputted
from the carrier modulation signal generator 12 is sup-
plied to the complex multiplier 13. The memory 14 can
store such a carrier modulation signal group D'm output-
ted from the complex multiplier 13 for one symbol. When
a carrier modulation signal group Dm is inputted in the
complex multiplier 13, the memory 14 outputs a carrier
modulation signal group D'm-1, which is precedent fo
one symbol, stored therein to the complex multiplier 13
as a prescribed reference complex signal group. The
complex multiplier 13 complex-multiplies the inputted
transmission signal group Dm by the reference complex
signal group D'm-1 which is precedent by one symbol on
the frequency axis, thereby forming the following carrier
modulation signal group:

D'm (D'm = Dm x D'm-1)

Assuming that Dmlk]real represents the real
number part of a k-th (k = 1, 2, ..., n) carrier modulation
signal of the carrier modulation signal group, including n
carrier modulation signals, which is inputted in the com-
plex multiplier 13 and Dmlklimag represents the imagi-
nary number part thereof while D'm-1[k]real represents
the real number part of the k-th carrier modulation signal
which is stored in the memory 14 and D'm-1[k]imag rep-
resents the imaginary number part thereof, the complex
multiplier 13 carries out multiplication processing as to
the real and imaginary number parts of each carrier mod-
ulation signal, for outputting:

D'm[k]real = Dm[KJreal x D'm-1[k]real
D'mlklimag = Dm[klimag x D'm-1[k]imag

The memory 14 stores the carrier modulation signal D'm
(including D'm[k]real and D'm[klimag) of the real and
imaginary numbers outputted from the complex multi-
plier 13. As shown in Fig. 4, the memory 14 and the com-
plex multiplier 13 repeatedly execute the aforementioned
operations.

15

20

25

30

35

40

45

50

55

The inverse Fourier transformer 15 successively
allots the respective carrier modulation signals included
in the carrier modulation signal group D'm which is out-
putted from the complex multiplier 13 to the respective
carriers which are lined up on the frequency axis in every
symbol interval, collectively performs inverse Fourier
transformation thereon, and further performs parallel-to-
serial conversion, thereby transforming the carrier mod-
ulation signal group multiplexed with the respective data
components on the frequency axis to an OFDM signal
D'mt multiplexed with the respective data components
on the time axis.

The guard interval insertion part 16 temporarily
stores the digital OFDM signal D'mt which is outputted
from the inverse Fourier transformer 15 in its internal
buffer in every symbol interval. Then, the guard interval
insertion circuit 16 adds front and rear guard intervals
Ghm and Gemto front and rear parts of each symbol Sm
(see Fig. 3). Time lengths tg1 and tg2 of the front and
rear guard intervals Ghm and Gem are prescribed in
consideration of time difference between direct and indi-
rect waves due to a multipath caused in the transmission
path and time delays resulting from sampling deviation
between the digital-to-analog converter 18 of the trans-
mitter 1 and an analog-to-digital converter 22 of the
receiver 2. Further, the front and rear guard intervals
Ghm and Gem include data D'emt and D'hmt which are
identical to those of rear and front end parts Sem and
Shmof the corresponding symbol Smrespectively. Thus,
the substantial symbol length is extended to
tg1 + ts + tg2 . The guard interval insertion part 16 suc-
cessively outputs the data D’'emt, D'm and D'hmt through
the front guard interval Ghm, the symbol Smand the rear
guard interval Gem.

The synchronizing signal multiplexing part 17 multi-
plexes a synchronizing signal on the OFDM signal to
which the guard intervals are added on the time axis in
every symbol in order to indicate the breakpoint of the
symbol, and ouiputs the signal to the digital-to-analog
converter 18. The synchronizing signal is formed by a
periodically known nonmodulated carrier, a suppression
signal etc. with respect to the OFDM signal, as shown at
(a) in Fig. 5, for example.

The digital-to-analog converter 18 converts the
OFDM signal of the digital data, to which the guard inter-
vals and the synchronizing signal are added, outputted
from the synchronizing signal multiplexing part 17 to an
analog OFDM baseband signal. The low-pass filter 19
limits the band of the OF DM baseband signal, so that no
channel-to-channel interference is caused by aliasing.

As the result of the aforementioned series of opera-
tions, the transmitter 1 outputs the OFDM signal includ-
ing the guard intervals and the synchronizing signal to
the transmission path.

Referring to Fig. 2, the receiver 2 comprises a low-
passfilter 21, the analog-to-digital converter 22, an enve-
lope detector 23, a synchronous reproducing part 24, a
Fourier transformer 25, a memory 26, a complex divider
27, and a transmission data reproducer 28.
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The low-pass filter 21 removes unnecessary spec-
tral components of a high-frequency region from the
OFDM signal which is received through the transmission
path.

In consideration of a time delay At caused by the
multipath or the delay characteristics of the transmission
path, the OFDM signal which is received in the receiver
2 is represented by ZD'mt, where Z represents the signal
delay as follows:

Z = expj2nicAt

The analog-to-digital converter 22 converts data
ZD'emt, ZD'mtand ZD'hmt which are included inthe front
guard interval Ghm, the symbol Sm and the rear guard
interval Gem of the analog OFDM signal respectively to
those of a digital OFDM signal.

The envelope detector 23 envelope-detects the
OFDM signal, thereby outputting an envelope detection
signal shown at (b) in Fig. 5 in every symbol. The syn-
chronous reproducing part 24 outputs a reference timing
signal shown at (c) in Fig. 5in every symbol on the basis
of the envelope detection signal outputted from the enve-
lope detector 23. This reference timing signal is inputted
in the Fourier fransformer 25 and the memory 26.

The Fourier transformer 25 observes the OFDM sig-
nal which is outputted from the analog-to-digital con-
verter 22 in synchronization with the reference timing
signal through the time window W (see (e) in Fig. 3) of
the same length as the symbol length ts, thereby extract-
ing only necessary data parts of the respective symbols.
The Fourier transformer 25 further performs Fourier
transformation operations on the exiracted data parts,
thereby transforming the OFDM signal on the time axis
to a receiving carrier modulation signal group on the fre-
quency axis.

The memory 26 stores the receiving carrier modu-
lation signal group which is outputted from the Fourier
transformer 25 for one symbol. When the transmitter 1
transmits data D'm, the memory 26 stores data ZD'm as
corresponding data. The data ZD'm is obtained by add-
ing a time delay Z caused by the multipath or the trans-
mission path to the data D'm, as follows:

ZD'm = D'm x expj2rfcAt

The memory 26 outputs the data ZD'm to the complex
divider 27 in synchronization with the reference timing
signal. The complex divider 27 establishes synchroniza-
tion, and then complex-divides data ZD'm+1 of a symbol
Sm+1 which is outputted from the Fourier transformer 25
by the data ZD'm held in the memory 26. Namely, the
complex divider 27 performs the following operation:

ZD'm+1/ZD'm = D'm+1/D'm = Dm+1
As shown in Fig. 6, the Fourier transformer 25, the mem-

ory 26 and the complex divider 27 repeatedly execute
the aforementioned operations.
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As hereinabove described, a relative time delay is
caused between the direct and reflected waves shown
at(a) and (b} in Fig. 3, due to the multipath. Further, spe-
cific time delays are caused in the direct and reflected
waves, due to the difference in sampling timing between
the digital-to-analog converter 18 of the transmitter 1 and
the analog-to-digital converter 22 of the receiver 2 (see
(c) and (d) in Fig. 3). These time delays are not taken
into consideration in the Fourier transformer 25 as to the
reference timing signal, and hence positions of the
receiving side time window W on the time axis are dis-
placed from the symbol intervals of the received signal,
as shown at (&) in Fig. 3.

Even if the time window W is displaced from correct
symbol intervals in the Fourier transformer 25 of the
receiving side, however, the data observed through the
time window W include all data ZD'mt on the time axis
which must be originally included in one symbol interval
since the front and rear guard intervals Ghm and Gem
include the data ZD’emt and ZD'hmt respectively. There-
fore, the time delays and superposition of the reflected
waves appear as uniform amplitude/phase distortion in
every data component on the frequency axis. When the
time delays and the characteristics of the reflected waves
are uniform, the values of the amplitude/phase distortion
in the respective symbol intervals are equal to each
other. According to this embodiment, the complex divider
27 complex-divides the data ZD'm+1 of the symbol
Sm+1 which is outputted from the Fourier transformer 25
by the data ZD'm held in the memory 26, thereby cance-
ling the data delay Z and obtaining the original carrier
modulation signal group Dm+1 with no delay. Namely,
the amplitude/phase distortion is canceled by the follow-
ing operation of the complex divider 27:

ZD'm+1/ZD'm = D'm+1/D'm = Dm+1

Thus, data Dm having no phase/amplitude distortion can
be obtained as to each symbol.

According to this embodiment, as hereinabove
described, the guard intervals including the data which
are identical to those of the front and rear end parts of
each symbol are added to the front and rear parts of the
symbol respectively for transmitting the data, whereby all
data components in one symbol interval which are lined
up on the time axis can be reproduced on the receiving
side as to both of the direct and reflected waves in the
time window W. Therefore, the respective data compo-
nents appearing on the frequency axis after the Fourier
transformation are uniform in amplitude/phase distortion
even if the reflected waves are superposed on the direct
waves by the multipath to result in superposition of the
symbol intervals of the direct waves and the guard inter-
vals of the reflected waves. Therefore, waveform distor-
tion can be readily removed from the receiving carrier
modulation signal group on the frequency axis of one
symbol interval by executing proper operations (multipli-
cation and division) on the transmission and receiving
sides.
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According to this embodiment, further, demodulated
data can be obtained with no time delay even if a time
delay is caused in the OFDM signal between the trans-
mission and receiving sides, by complex-multiplying and
complex-dividing the receiving carrier modulation signal
group by the prescribed reference complex signal group
on the frequency axis. Consequently, it is not necessary
to correctly coincide the time window with the symbol
interval.

The transmission data reproducer 28 demaps signal
points of the receiving carrier modulation signal group
Dm which is outputted from the complex divider 27 on a
complex plane and decides the signal points, thereby
obtaining a receiving digital signal group which is identi-
cal in value to the transmission digital signal group of the
transmitter 1. As hereinabove described, phase distor-
tion and amplitude distortion are removed from the
receiving carrier modulation signal group Dm. Therefore,
the transmission data reproducer 28 can correctly and
readily determine the original data from the mapping
positions on the complex plane.

The inventors have made simulations of comparing
the system according to this embodiment with the con-
ventional system with respect to influences exerted by
waves delayed by multipaths and those exerted by time
axis delays respectively through a calculator. Each sim-
ulation was executed on such conditions that the carrier
number was 512, only data of a 256-th carrier had an
amplitude "1" and a phase "0", and all data of the remain-
ing carriers were "0".

Fig. 7illustrates the results of the simulation for com-
paring the system according to this embodiment with the
conventional system as to the influences exerted by
waves delayed by multipaths. Referring to Fig. 7, (a), (b),
(c) and (d) show data distortion states in the case of
transforming direct, indirect, composite and composite
waves in the conventional system to signals on the fre-
quency axis by Fourier operations respectively. On the
other hand, (e}, (f}, (g) and (h) show data distortion states
in the case of converting direct, indirect, composite and
composite waves in the system according to this embod-
iment to signals on the frequency axis by Fourier opera-
tions respectively.

Inthe conventional system, nodatais insertedin any
guard interval (see a1 at (b) in Fig. 7), and hence aninter-
ference part o2 appears in a time window W of the com-
posite wave (see (c) in Fig. 7). When the composite wave
is transformed to a signal on the frequency axis by a Fou-
rier operation in the time window W, therefore, the spec-
trum of the data of the 256-th carrier is spread and the
data of the remaining carriers, which must have originally
been "0”, are distorted. Thus, the transmission data
reproducer 28 readily causes an erroneous determina-
tion. Further, the transmission data reproducer 28 also
readily causes erroneous determinations as to other car-
riers. In the system according to this embodiment, on the
other hand, data are inserted in the guard intervals and
hence no influences are exerted on the data of the
remaining carriers.
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Fig. 8 illustrates the results of the simulation for com-
paring the system according to this embodiment with the
conventional system as to the influences exerted by time
delays caused by transmission paths eic. Referring to
Fig. 8, (a) shows a spectrum obtained under such con-
ditions that only the data of the 256-th carrier had an
amplitude "1" and a phase "0", and (b) shows a signal
waveform in the case of transforming the data at (a) to a
signal on the time axis by an inverse Fourier operation.
Referring to Fig. 8, further, () and (d) show data distor-
tion states in the case of transforming composite and
composite waves causing time delays in the conven-
tional system to signals on the frequency axis by Fourier
operations respectively. On the other hand, (e) and (f)
show data distortion states in the case of transforming
composite and composite waves causing time delays in
the system according to this embodiment to signals on
the frequency axis by Fourier operations respectively.

Inthe conventional system, no datais inserted inany
guardinterval (see a1 at(c) in Fig. 8), and hence an inter-
ference part o2 appears in a time window W of the com-
posite wave, similarly to the case shown at (¢) in Fig. 7.
When the composite wave is transformed to a signal on
the frequency axis by a Fourier operation in the time win-
dow W, therefore, the spectrum of the data of the 256-th
carrier is spread and the data of the remaining carriers,
which must have originally been "0", are distorted, as
shown at (d) in Fig. 8. Thus, the transmission data repro-
ducer 28 readily causes erroneous determinations also
as to other carriers. In the system according to this
embodiment, on the other hand, data are inserted in the
guard intervals and hence no influences are exerted on
the data of the remaining carriers.

Fig. 9 is a block diagram showing the structure of a
transmitter 3 according to a second embodiment of the
present invention. In the transmitter 3 shown in Fig. 9,
portions corresponding to those of the transmitter 1
shown in Fig. 1 are denoted by the same reference
numerals, to omit redundant description. As fo the
embodiment shown in Fig. 9, itis to be noted thata mem-
ory 14 holds an outiput of a specific pattern generator 31,
i.e., a complex signal group DO having a predetermined
specific pattern with signals which mutually vary in phase
at random. Such a complex signal group DO can be
formed by a pseudo-noise signal generator comprising
a PN series pseudo-random signal generator for gener-
ating a pseudo-random signal which is at a level between
zero and 1 and a multiplier for multiplying the pseudo-
random signal by 2r for generating a unit vector signal
in a phase having a random value in the range of zero to
2n and an amplitude of 1, for example. Alternatively, the
complex signal group DO can be formed by a frequency
sweep signal generator for generating a known fre-
quency sweep signal in a phase having a random value
in the range of zero to 2n.

A complex multiplier 13 complex-multiplies data Dm
of each symbol interval by data DO on the frequency axis
every time data Dm is inputted for forming data D'm
{D'm = Dm x DO ), thereby randomizing mutual phases
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of respective carrier modulation signals included ina car-
rier modulation signal group to specific patterns.

Fig. 10 illustrates a complex multiplication operation
in the complex multiplier 13. In particular, (a) in Fig. 10
shows arrangement of signal points which can be taken
by the carrier modulation signals when 16 QAM is
employed as a modulation system, (b) shows a unit vec-
tor i whose phase varies at random, and (c) shows a car-
rier modulation signal whose phase is randomized to a
specific pattern.

Referring to (a) in Fig. 10, itis assumed thata carrier
modulation signal included in a carrier modulation signal
group which is allotted to one carrier is arranged at a sig-
nal point A on a complex plane. The signal A has a real
number part of 3 and an imaginary number part of 1. It
is also assumed that the unit vector i has a phase angle
of 3n/4 at this time. A carrier modulation signal A’ shown
at (c) in Fig. 10 is obtained as the result of a complex
multiplication. The carrier modulation signal A" has areal
number part of - 2.8 and an imaginary number part of
1.4, and takes a signal point which is not present in the
arrangement of the 16 QAM. Thus, the phase of the unit
vector i varies at random, and hence the complex multi-
plier 13 outputs a carrier modulation signal group having
signals whose phases are mutually randomized to an
inverse Fourier transformer 15 even if respective carrier
modulation signals included in a carrier modulation sig-
nal group which is outputted from a carrier modulation
signal generator 12 are in phase with each other.

The complex multiplier 13 repeats such an operation
for a prescribed period. Further, the complex multiplier
13 periodically outputs only the data DO. Fig. 11 shows
a series of such operations. Assuming that SO repre-
sents a symbol in which the data DO is inserted, the
transmitter 3 periodically outputs the data DO of the sym-
bol S0 while outputting data Dm of a symbol Sm in other
case, as shown in Fig. 12. The inverse Fourier trans-
former 15 allots the carrier modulation signal group D'm
torespective carriers which are lined up on the frequency
axis in every symbol, and collectively performs inverse
Fourier fransformation and parallel-to-serial conversion
thereon, thereby converting the same to a digital OFDM
signal. Consequently, absolute reference phases of the
carrier modulation signal group are at random values in
the range of zero to 2r whereby the OFDM signal out-
putted from the inverse Fourier transformer 15 can be
suppressed from power concentration. Thus, it is not
necessary to increase the dynamic ranges of the trans-
mitter 3 and a receiver but influences exerted on the
OFDM signal by nonlinearity of the transmitter, the
receiver, a relay amplifier etc. can be reduced through a
low-priced structure. The remaining circuit blocks in the
transmitter 3, i.e., those from a guard interval insertion
part 16 to a low-pass filter 19, operate similarly to those
in the transmitter 1.

The guard interval insertion part 16 inserts a data
component DO which is identical to that of a rear end part
of the symbol S0 in a corresponding front guard interval,
while inserting a data component which is identical to
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that of a front end part of the symbol S0 in a correspond-
ing rear guard interval, similarly to the case of the symbol
Sm.

When the transmitter 3 shown in Fig. 9 is employed,
a receiver of the same structure as the receiver 2 shown
in Fig. 2 can basically be employed. In this case, how-
ever, a memory 26 of the receiver stores receiving data
ZDO of a reference complex signal group DO which is
stored in the memory 14 of the transmitter 3.

Also in the embodiment shown in Fig. 9, an effect
similar to that of the aforementioned first embodiment
can be attained. Namely, amplitude/phase distortion of
areceiving carrier modulation signal group appearing on
the frequency axis after Fourier transformation is entirely
uniform even if reflected waves are superposed on direct
waves by a multipath and symbol intervals of the direct
waves are superposed with guard intervals of the
reflected waves, and can be removed by simple opera-
tions (multiplication and division). Further, demodulated
data can be cbtained with no influence by a time delay
even if such a time delay is caused in the OFDM signal
between the transmission and receiving sides, whereby
a time window can be readily adjusted on the time axis.

While the data are transmitted through wire trans-
mission paths in the aforementioned embodiments, the
present invention is not restricted to this but data may
alternatively be transmitted through a wireless transmis-
sion path. While television picture data for muiltichannels
are carried on the respective carriers in the aforemen-
tioned embodiments, picture data for one channel may
alternatively be time-shared and sequenced in a parallel
manner, to be allotted fo respective carriers. Further,
voice data, text data or the like may be carried on the
respective carriers, in place of the picture data. In addi-
tion, the present invention may alternatively be carried
out in another system such as LAN or WAN, in place of
the CATV.

While the reference complex signal group outputted
fromthe memory 14is periodically inputted in the inverse
Fourier transformer 15 through the complex multiplier 13
in the transmitter 3 shown in Fig. 9, the reference com-
plex signal group may alternatively be directly inputted
in the inverse Fourier transformer 15.

While the transmitter 3 shown in Fig. @ employs the
complex signal group DO including signals having a pre-
determined specific pattern and phases which mutually
vary at random as the reference complex signal group to
be included in the carrier modulation signal group, fur-
ther, the reference complex signal group to be included
in the carrier modulation signal group may alternatively
be formed by a complex signal group including signals
having a predetermined specific pattern which are in
phase with each other under a situation causing no
power concentration in the OFDM signal. Also in this
case, amplitude/phase distortion can be removed by
simple operations (multiplication and division), similarly
to the first embodiment.

Although the present invention has been described
and illustrated in detall, it is clearly understood that the
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same is by way of illustration and example only and is
not to be taken by way of limitation, the spirit and scope
of the present invention being limited only by the terms
of the appended claims.

Claims

1.

A method of transmitting an orthogonal frequency
division multiplex signal from a fransmission side to
a receiving side in every symbol of a prescribed
length through a wire or wireless transmission path,
said method comprising:

a first step of transforming a carrier modula-
tion signal group deciding the phases and ampli-
tudes of a plurality of carriers being orthogonal to
each other on the frequency axis to said orthogonal
frequency division multiplex signal on the time axis
by performing inverse Fourier transformation in
every symbol; and

a second step of adding front and rear guard
intervals, including data being identical to those of
rear and front end parts of each symbol of said
orthogonal frequency division multiplex signal, to
front and rear parts of said symbol respectively and
transmitting the same to said receiving side.

The method of transmitting an orthogonal frequency
division multiplex signal in accordance with claim 1,
further comprising a third step of complex-multiply-
ing said carrier modulation signal group by a refer-
ence complex signal group on the frequency axis,

said first step being adapted to transform a
complex multiplication result being obtained in said
third step to said orthogonal frequency division mul-
tiplex signal.

The method of transmitting an orthogonal frequency
division multiplex signal in accordance with claim 2,
wherein said third step is adapted to complex-mulii-
ply each said carrier modulation group by a result of
complex multiplication, being carried out in advance
of a constant symbol, serving as said reference com-
plex signal group with respect to each said symbol
of said carrier modulation signal group.

The method of transmitting an orthogonal frequency
division multiplex signal in accordance with claim 2,
further comprising a fourth step of generating a com-
plex signal group having a predetermined specific
pattern with signals varying in phase at random,

said third step employs said complex signal
group being obtained in said fourth step as said ref-
erence complex signal group with respect to each
said symbol of said carrier modulation signal group,
and

said first step ordinarily transforms said com-
plex multiplication result being obtained in said third
step to said orthogonal frequency division multiplex
signal, while periodically transforming said refer-
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ence complex signal group to said orthogonal fre-
quency division multiplex signal.

The method of transmitting an orthogonal frequency
division multiplex signal in accordance with claim 2,
further comprising:

a fifth step of transforming said orthogonal
frequency division multiplex signal being transmitted
from said fransmission side to a receiving carrier
modulation signal group corresponding to said car-
rier modulation signal group in every symbol of said
prescribed length, and

a sixth step of complex-dividing said receiv-
ing signal group being obtained in said fifth step by
a prescribed reference complex signal group on the
frequency axis.

A transmitter for an orthogonal frequency division
multiplex signal, being an apparatus for transmitting
said orthogonal frequency division multiplex signal
1o a receiving side in every symbol of a prescribed
length through a wire or wireless transmission path,
said transmitter comprising:

memory means storing a reference complex
signal group;

complex multiplication means complex-multi-
plying a carrier modulation signal group deciding the
phases and amplitudes of a plurality of carriers being
orthogonal to each other on the frequency axis by
said reference complex signal group being stored in
said memory means on the frequency axis, for out-
putting a transmission carrier modulation signal
group;

inverse Fourier transformation means per-
forming an inverse Fourier operation on said trans-
mission carrier modulation signal group being
outputted from said complex multiplication means in
every symbol thereby transforming said transmis-
sion carrier modulation signal group to said orthog-
onal frequency division multiplex signal on the time
axis;

guard interval addition means adding front
and rear guard intervals, including data being iden-
tical to those of rear and front end parts of each sym-
bol of said orthogonal frequency division multiplex
signal outputted from said inverse Fourier transfor-
mation means, to front and rear parts of said symbol
respectively; and

transmission means transmitting said orthog-
onal frequency division multiplex signal having
added said front and rear guard intervals to said
receiving side in every symbol.

The transmitter for an orthogonal frequency division
multiplex signal in accordance with claim 6, wherein
said memory means stores a complex multiplication
result of said complex multiplication means in
advance of a constant symbol as said reference
complex signal group.
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The transmitter for an orthogonal frequency division
multiplex signal in accordance with claim 6, wherein
said memory means stores a predetermined com-
plex signal group as said reference complex signal
group,

said complex multiplication means complex-
multiplies said carrier modulation signal group by
said reference complex signal group being stored in
said memory means on the frequency axis for out-
putting the same, and

said inverse Fourier transformation means
ordinarily transforms a complex multiplication result
being outputted from said complex multiplication
means to said orthogonal frequency division multi-
plex signal in every symbol, while periodically trans-
forming said reference complex signal group being
outputted from said memory means to said orthog-
onal frequency division multiplex signal.

The transmitter for an orthogonal frequency division
multiplex signal in accordance with claim 8, wherein
said memory means holds an output of pseudo-
noise signal generation means generating a
pseudo-noise signal as said reference complex sig-
nal group.

The transmitter for an orthogonal frequency division
multiplex signal in accordance with claim 8, wherein
said memory means holds an output of frequency
sweep signal generation means generating a fre-
quency sweep signal as said reference complex sig-
nal group.

A receiver for an orthogonal frequency division mul-
tiplex signal, being an apparatus for receiving said
orthogonal frequency division multiplex signal being
transmitted froma transmission side in every symbol
of a prescribed length through a wire or wireless
transmission path, said receiver comprising:

Fourier transformation means performing a
Fourier transformation operation on said orthogonal
frequency division multiplex signal on the time axis
in every symbol, thereby transforming said orthogo-
nal frequency division multiplex signal to a receiving
carrier modulation signal group on the frequency
axis;

memory means storing said receiving carrier
modulation signal group being outputted from said
Fourier transformation means every constant sym-
bol as a receiving reference complex signal group;
and

complex division means complex-dividing
said receiving carrier modulation signal group being
outputted from said Fourier transformation means
by said receiving reference complex signal group
being stored in said memory means on the fre-
quency axis.
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12. A method of transmitting an orthogonal frequency

division multiplex signal from a transmission side to
a receiving side in every symbol of a prescribed
length through a wire or wireless transmission path,
said method comprising:

afirst step of forming a carrier modulation sig-
nal group for deciding the phases and amplitudes of
a plurality of carriers being orthogonal to each other
in every symbol on the frequency axis;

a second step of generating a complex signal
group having a predetermined specific pattern with
signals varying in phase at random;

a third step of complex-multiplying said car-
rier modulation signal group by said complex signal
group in every symbol on the frequency axis, thereby
randomizing the phases of respective signals of said
carrier modulation signal group; and

a fourth step of ordinarily transforming said
carrier modulation signal group having said signals
being randomized in phase in said third step to said
orthogonal frequency division muliplex signal on the
time axis by performing inverse Fourier transforma-
tion in every symbol while periodically transforming
said complex signal group to said orthogonal fre-
quency division multiplex signal by inverse Fourier
transformation, for transmitting the same to said
receiving side respectively.
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DIGITAL BROADCAST SYSTEMS

This invention relates to digital broadcast systems
such as digital audio broadcast (DAB) and in particular to
a system which enables digital broadcasts from two or more
different broadcasters to be combined in a single broad
band transmission.

The Eureka-147 DABR system which has been proposed as
a practical implementation of digital audio broadcasting
operates by using a coded orthogonal frequency division
multiplexed (COFDM) system. In this, a large number of
carriers are spread over a broad frequency band to carry
digital data. Each carrier is meodulated with the data sc
as to carry two bits of data by using quadrature phase
shift keying (QPSK). Groups of these carriers are then
transformed to the time domain by a Fast Fourier transform
to produce what is known as a DAB symbol. A plurality of
these symbols are assembled and between them are able to
carry data from a large number of channels. The symbols
are transmitted together in a DAB frame or multiplex
comprising a series of symbols and which commences and
terminates with a null symbol for synchronisation. A
typical transmission bandwidth of 1.53 MHz can typically
accommodate 5 or 6 channels.

Satellite delivery of digital broadcasts is seen as
an attractive option for international broadcasters
because it provides coverage of large areas at relatively
low costs.

Because a Eureka-147 DAB ensemble carries not just
one but several audio channels or other services, several
co-operating broadcasters would need to share an ensemble
between them. This can be relatively easily accomplished

at a national level where there are both naticnal and
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local broadcasters by leaving free symbols in national
broadcasts into which local brocadcasters can insert data.
These would typically be combined at a single site and can
then be transmitted over the relevant area.

Where it is desired to combine broadcasting over a
number of different countries, e.g. UK, France, Germany
and Austria, and transmit them as a single DAB ensemble
over all of those countries, the combination at a single
terrestrial uplink site becomes impractical because of the
cost of terrestrial data lines.

One solution is to use a dedicated satellite with an
on-board processor to which all the broadcasters transmit.
The satellite then combines all the data and produces a
single DAB ensemble from this. The problem with this, of
course, 1s that a dedicated satellite has to be launched
in order for the system to become operational.

A preferred embodiment of the present invention
provides a system in which a number of different
broadcasters each transmit a section of a COFDM ensemble
from an uplink site to a conventiocnal satellite in time
division multiplex slots. The satellite then amplifies
and frequency shifts the received signals before
transmitting them over its area of coverage. No on-board
processing is involved other than would be used for a
conventional radio transmission. Each uplink site would
need to be adequately synchronised to the others so that
the resulting composite COFDM signal appeared seamless
when transmitted by the satellite. This can easily be
achieved using the global position system (GPS}.

The invention is defined with more precisicn in the

appended claims to which reference should now be made.
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The invention will now be described in detail by way
of example with reference to the accompanying drawings in
which:

Figure 1 shows schematically a number of uplink sites
transmitting signals to a conventional satellite in time
division multiplex (TDM) slots for retransmission over the
satellite’s area of coverage in an embodiment of the
invention;

Figure 2 shows schematically the combination of DAB
symbols from three different uplink sites in accordance
with an embodiment of the invention;

Figure 3 shows schematically the different slant path
lengths from two European cities to a satellite in
geostationary orbit;

Figure 4 shows the differential range for a satellite
in geostationary orbit;

Figure 5 is a graph showing the relationship between
differential path length and the distance moved by the
satellite;

Figure 6 is a histogram showing relative timings
between 2 GPS receivers; and

Figure 7 is a block diagram of an uplink site of the

type shown in Figure 1.

It is envisaged that in an embodiment of this
invention a multiplexed uplink system would involve two or
more uplink sites of the type shown in Figure 1. These
can be receiving one or more signals, coding them with
COFDM and transmitting them in preassigned time slots to a
satellite. Each uplink site provides a portion of the
COFDM signal directly to the satellite. The multi carrier
nature of the Eureka DAR signal with its frequency and

time interleaving means that mapping of a particular bit
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pair onto a particular carrier is very complex. Whilst it
would be technically possible to identify which carriers
are associated with each uplink contribution, it would
then be necessary to be able to suppress each carrier on
an individual basis. This would be considerably more
difficult than switching all of the carriers on and off
simultaneously at single symbol boundaries. As will be
seen, this is not a severe constraint and greatly
simplifies the handover process.

A time division multiplex system of the type
embodying the present invention regquires a fairly radical
rethink of the reguirements of the DAB transmission chain.
The TDM system requires complete shutdown of the
transmitters RF output at frequent and regular intervals.
At present there is no structure to enable the COFDM
generator to switch off all the carriers at selective
times. Inserting zeros into the multiplex is not the
solution since the carriers are phase modulated and this
would generate a symbol representing a digital zero.
Therefore, TDM operation produces a requirement for a 3-
stage control of the COFDM transmitter output, a digital
one, a digital nought, and a suppressed carrier. This can
be done in two ways.

In the first method, the symbols which are not going
to be transmitted from the specified uplink are filled
with dummy data and the RF output of the COFDM generator
is switched off for the duration of the other
contributions. As the contributing uplink sources only
need to switch at a symbol boundary, this option is
relatively simple. 2 small amount of logic is required to
count through the symbols of each frame and switch at the

appropriate time.
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The second method is to configure the multiplexer and
COFDM generator internally to switch off the unwanted
carriers for the required time. The configuration is
controlled from the multiplexing unit and a new interface
to the COFDM generator. A new control mechanism would be

required if the multiplexer was to be able to control

‘adequately the COFDM generator. This requires access to

the software on both devices.

In the TDM uplink arrangement, the transition points
between the separate uplink signals as received at the
satellite deserve special consideration. Apart from the
problems of synchronisation, there is the problem
introduced by the use of differential QPSK modulation.
The receivers which are proposed for use with the signal
decode each symbol in the ensemble with reference to the
phase of the previous symbol (except for the first symbol
of every transmission frame which is the fixed reference
symbol). This is transmitted by uplink station number 1,
the master, and is shown in Figure 2.

The other uplink sites are called slaves. Data
uplinked by these slave stations cannot be differentially
decoded from the beginning because the previous symbol
will originate from a different uplink site and will
therefore have no useful phase relationship. Because of
this, the first symbol of a slave contribution cannot be
differentially decoded to provide any useful data.
However, its phase state does then become the reference
for the second symbol, thereby allowing the remaining
symbols from that uplink contribution to be decoded as
normal.

To solve this problem, a dummy phase reference symbol
is inserted at the start of each slave contribution as

shown in Figure 2. The multiplexer can easily be
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configured to insert a dummy service component occupying
just a single symbol which it fills with random data or
any other data. As the system is differentially
modulated, the following symbol will be demodulated with
reference to the dummy symbol.

The system of Figure 2 shows three multiplex uplink
sites carrying contributions of 128 K-bits/s and 64 K-
bits/s as part of a TDM arrangement. The lower line of
the diagram shows how the dummy phase reference signals
inserted by each slave uplink site become part of the
overall composite signal received and retransmitted by the
satellite.

Loss of the first symbol of each uplink contribution
is not a great prcblem. In Mode III DAB there is a low
data-rate per symbol and this means that only 384 bits are
lost for each slave uplink. This amounts to just under
0.7% per symbol and an arrangement using 10 geographically
separate uplink sites (i.e. one master and nine slaves)
would reduce the user capacity by only 6.25%.

Although a transitional dummy phase reference symbol
cannot be used to carry any useful data, it may be used
for carrying status information between uplink sites (by
using a non-standard receiver).

The composite signal transmitted from the satellite
will be the combined result of the several different
uplink stations. However, it must not exhibit any
artefacts of its TDM origination. Three fundamental

parameters which must be kept as constant as possible are:

1. synchronisation
2. uplink frequency
3. power level.

Page 376 of 567



1c

20

25

30

The handover between uplinks must not create overlaps
or gaps in the signal, the power level must be constant
throughout the transmission frame, and the frequency for
each uplink must be the same so as not to create any
discontinuity. That is to say, the final signal reaching
the receiver must appear to be the result of a single
transmission chain, rather than the combination of several
contributing uplinks.

At the handover point between contributing uplinks,
the timing error needs to be accurate to within a fraction
of a symbol duration. For Mode III DAB the total symbol
duration is 156 microseconds, (which includes a guard
interval of 31 us). Any “data collision” arising from a
mis-aligned uplink would probably cause the loss of some
data from both uplinks. In addition, such a data
collision would increase the input power to the satellite
by 3 dB. Given the finite power capability of a satellite
transponder, and the fact that it is likely to be
operating close to saturation, this could affect other
users of the transponder or even drive the HPA into an
overload condition.

A lack of data at the appropriate time could also
create problems. In particular, the Eu-147 system uses
the null symbol for coarse synchronisation in the time
domain, therefore a data gap in the composite signal could
be misinterpreted as a null symbol, thereby causing
complete synchronisation failure at the receiver,
resulting in none of the services on that multiplex being
received. Therefore, it is also equally important that a
contributing uplink does indeed fill its allocated time-

slot.
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Various factors must be considered and corrected for
to insure that the uplink contributions arrive at the
satellite’s input antenna at the exact time required.

An uplink site suitable for use in the present
invention is shown in figure 7. 1In this particular
example the uplink site is combining two local audio
signals for uptransmission to a satellite. Each audio
signal is first fed to an MPEG audio coder 12. This
compresses the audio data. It is next synchronised in a
sub-multiplexor unit 14 which receives a synchronising
signal from a global positioning system (GPS) clock
receiver 16 which receives the GPS signal via an antenna
18. The multiplexor audio signal is then passed to a
buffer delay 20 which feeds them at appropriate intervals
to a COFDM modulator 22. This produces a frame of COFDM
symbols.

These symbols are supplied to an IF switching unit
24. This counts through the earth COFDM symbols in the
frame in response to a clock signal which is supplied by
the COFDM modulator 22 in its I/Q bus. The switching by
the IF switching unit 24 makes sure that only symbols
containing data relating to the two audic signals 10 are
passed to an upconverter and high power amplifier 26 which
then sends them to an antenna 28 for transmission to the
satellite of Figure 1.

It will thus be appreciated that the system of Figure
1 comprises six uplink units similar to that of Figure 7.
Four of these are handling only one audio signal, one is
handling two audio signals and a final one is handling
three audio signals. Each will be synchronised by its GPS
clock receiver unit 16 and thus will insert audio data in

symbols at different time periods to those used by other
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uplink stations such that at the satellite a complete
frame of data will be received.

If a more sophisticated receiver is used, the dummy
symbol could carry other information. The first portion
could be used as the phase reference. For example, a
specific data pattern could be included. This could then
be monitored by the various uplink sites to aid
synchronisation of uplink contributions.

The dummy symbol could also be used as a data channel
to feed back, to the uplink site providing the first
contribution for each frame, information to go into the
Fast Information Channel (FIC) which the first transmitter
compiles and which describes the structuxe of the frame.
Thus, it describes which symbols contain data for each
channel and, clearly, which symbols are dummy symbols.

Thus, the data is fed to the transmitter compiling
the FIC via the satellite. No land line is required.

Other data which could be included in the dummy
symbol are an audio channel for communication between the
uplink sites or additicnal data for various commercial
services.

Furthermore, at each uplink site a receiver can be
provided to monitor the timing and freguency of the dummy
symbol it transmitted to the satellite. This can then be
used to adjust the timing and fregquency of the signal

provided by the transmitter.

Slant Path Length Compensation

The uplink stations will be located at arbitrary locations
on the Earth’s surface and will all experience different
path lengths to the satellite. 1In order to create a

seamless composite DAB signal the uplink sites with short
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path lengths will need compensating delays so that their
contributions do not arrive too early.

Given the orbital location of the satellite, and the
latitude and longitude of the uplink station, the path
length can be readily calculated. Taking a European

example, as illustrated in Figure 5:

For a satellite at: 10.2° East
Uplink 1: Lisbon 39°N 9°W
Uplink 2: Bergen 61°N S5°E.

The nominal difference in the slant path range
between the two earth stations and the satellite is
1,749 km, which corresponds to a delay of 5.83 ms.

This could easily be compensated for by delaying the
transmission from the Lisbon uplink site (which is closer
tc the satellite) by an equal amount. (This then allows
the placement of the contributing signal at any point in
the DAB transmission frame.)

The maximum possible slant path length would be
experienced by an earth station on the very edge of the
uplink coverage zone where the elevation angle is lowest.
It is generally accepted that a minimum earth station
antenna elevation angle of 5 degrees is required, and at
such a location this gives a maximum possible slant path
length of around 41,130 km (corresponding tc a one-way
propagation time of 138 ms). On the other hand, the
shortest possible slant path distance would be from an
earth station exactly at the sub-satellite point at a
range of 35786 km, corresponding to a delay of 120 ms.
The location of any uplink site can therefore be

compensated for using a delay of no more than 18 ms, the
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exact figure depending on its geographical location
relative to the satellite.

The BBC COFDM generator (CD2M/44) has a built in
compensating delay of up to 4 ms, adjustable in increments
of 488 ns, while the Marconi-Eddystone COFDM generator can
manage a delay of up to 476 ms, adjustable in steps of
approximately 1 us.

While the difference in the slant path length is the
obvious (and major) consideration in synchronising the
uplink stations, there are several other factors which
affect the accuracy of the timing of each contribution.
Some effects will create a common variation in the
propagation delay between all the earth stations and the
satellite, causing the whole DAB signal to arrive at the
incorrect time. Other effects will cause differential
errors which adversely change the synchronisation between
the uplinked contribution signals.

Although termed “Geostationary”, a satellite in GEO
orbit will always have a tendency to wander a little, due
to the Earth’s gravitational irregularities, the influence
of the Sun and Moon and solar pressure. These
perturbations in the satellite’s intended position
complicate the uplinking of a TDM based system. As the
satellite wanders about, the path length from the
geographically separate contributing uplink sites will
obviously vary. The normal satellite station keeping
tolerance is usually quoted as +/-0.05° in each plane,
corresponding to maintaining the satellite’s position
within a cube of sides approximately 80 km. This movement
can therefore give the calculated slant path length an
error of around +/- 40 km.

If this path length variation was identical for every

uplink site then each uplink contribution would arrive at
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the satellite slightly ‘early’ or ‘late’ but would
maintain its place in the DAB frame. The whole broadcast
signal would then arrive a few micrcseconds ‘'late’ or
‘early’ but there would be no overall effect on
synchronisation between the uplinks.

But, while the path length change between wvarious
uplink sites and the satellite is indeed largely the same,
any station keeping error will usually create a small but
significant differential change in these path lengths,
which means a synchronisation error would be introduced
between the various signals arriving at the satellite.
This is illustrated in Figure 4 where d; and d, are the
original distances from the uplink sites to the satellite,
and A, and A, are the changes in distance due to corbital
drift. If A, is then different to A, then a
synchronisation error will be introduced.

Satellite station keeping errors can be resolved into

three orthogonal planes - latitudinal - i.e. North/South,
longitudinal - i.e. East/West, or radial - i.e. towards or
away from the Earth. The magnitude of the differential

change varies widely depending on the satellite’s plane of
movement, the location of the uplink sites and the
magnitude of the error in the satellite’s station keeping.

The maximum possible differential range would be
between two uplinks at the extreme (5° elevation) and
opposite edges of a glcbal uplink coverage zone, with the
satellite moving in the same plane. This would give a
differential timing change of 1 us/km of satellite
movement. In practice, very few uplink sites operate at
these extremes and it is likely that most would be within
a couple of thousand miles of each other.

Taking the Bergen/Lisbon/EMS example again, the

nominal path length difference was shown to be 1,749 km

Page 382 of 567



10

2C

25

30

corresponding to a 5.83 ms fixed delay. Figure 5 shows
the differential distance variation between the Bergen and
Lisbon uplink paths for variations of the orbital position
over the range +/- 0.05° or +/- 40 km in each of the three
planes.

For a change in the satellite’s latitude, Lisbon,
being further south than Bergen, experiences a smaller
rate of change of path length than Bergen, and at the
extremes the error can be +/- 1344 metres, corresponding
to +/- 4.5 us (which at 0.06 us is a long way short of the
thecretical maximum shown above}. For a change in the
satellite’s lcongitude a similar magnitude of differential
error is experienced, while for a radial change in
position, both uplink sites experience very similar
changes, resulting in little differential error.

The maximum change in timing would therefore occur
when the satellite is at its maximum latitudinal error,
and maximum longitudinal error and maximum radial error,
combined with two uplink sites located in the same plane
as the satellite’s positional error. For uplink sites
exclusively within Europe and a satellite station-keeping
accuracy of +/- 0.05°, this would result in a maximum
variation of around +/- 10 us, equivalent to +/-3 km. For
worldwide uplinking the error could reach +/- 20 km (+/-
67 us).

Slant path calculations are generally based on the
assumption that the Earth is a uniform sphere. In reality
it is an irregular ellipsoid, with a polar radius of
6256.74 km, and an egquatorial radius of 6278.12 km,
meaning the Earth is slightly ‘wider’ E-W than it is
*tall’ N-S. While slant path length calculations
generally use an average figure for the radius, this is

not accurate enough for the TDM application. In addition,
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the ‘radius’ of the Earth varies along any circumference
due to further irregularities in the gecdetic sphere.
Therefore, if the Earth is incorrectly assumed to be a
regular sphere, then the slant path distance may be in
error by perhaps +/- 10 km, equivalent to a timing error
of +/- 33 us.

Several gecdetic models have been proposed to
approximate the Earth’s shape, with GPS for example using
“WGS 84". This enables errors due tc ellipsoid geometry
to be reduced to just a few metres.

The Earth station’s height above sea level can also
contribute toc a timing error if it is located near the
sub-satellite point. Mexico City, the uplink location for
our first Eu-147 DAB satellite tests, is at an altitude of
around 2 km above sea level.

Each of the contributing uplinks will need to be
synchronised to a common time reference. The Global
Positioning System (GPS) is a relatively low cost method
of global timekeeping and can provide synchronisation to
an accuracy of around 1 us anywhere in the world. With
this application in mind, a pair of GPS based master
reference clocks were tested and a histogram produced is
shown in Figure 6.

The samples were taken over a period of several
weeks, at irregular intervals cf at least 15 minutes. As
can be seen, there is a distinct fixed offset between the
two receivers (an average of 130 ns) but excluding this
offset, around 97% of the results show the receivers to be
within 175 ns of each other. While the standard GPS
specification provides a dithered signal accurate to
within +/-340 ns of GPS time/UTC for 95% of the time, the
affect of the GPS receiver's flywheel circuitry smooths

out the short term phase noise giving a better result.
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While the antennas of the two GPS receiver used for
the test were located only 0.3 metres apart, the
manufacturers claim that similar results would be obtained
if the receivers were thousands of miles apart.

The effect of the ionosphere varies depending mainly
on sunspot activity, time of day, and path length through
the ionosphere (which in turn depends on the satellite’s
elevation angle). The error contribution for the downlink
path at 1.5 Ghz is likely to be less than 20 metres and
will be common to all contributions. Atmospheric
refraction on the uplink paths (typically 14 Ghz) is
likely to be less than 1 metre (3 ns) and so will have a
negligible affect on any particular uplink contribution.

Even a transparent transponder satellite will
experience a small throughput delay, due mainly to
filtering. This delay will be common to all
contributions.

It has been shown above that there are several
factors which will influence the accuracy which is
achievable from a slant path distance calculation, and
these are summarised in the table below. Some factors
only cause an overall delay to the composite signal which
is of little importance. Others (marked with a *) create
a synchronisation error which may need to be compensated

for. The figures given are ‘typical worse case’ examples.

Parameters: Distance Time
Error Error
1. Irregular ellipsoid geometry
of Earth 10 km 33 us
2. Height of earth station 2 km 6.7 us
a.s.l.
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3. Atmospheric refraction 20 metres 67 ns
{downlink @ 1.5 Ghz)

4. Satellite processing delay 1 km 3.3 us

R

Station keeping accuracy 80 km 266 us
of satellite
[Differential error due to 6 km* 20 us*]
station keeping]

6. Synchronisation clock 300 metres* 1 us*

*Differential errors 6.3 km 21 pus

(creating synchronisation errors)

Therefore, under poor conditions the timing change
between two uplink stations in widely separated locations
could be double this figure at 42us.

While several factors cause a delay common across all
uplinks this can be compensated for with a fixed delay,
but the time-varying differential error due to satellite
drift and GPS receiver clock error will always remain and,
depending on the uplink location, this could be
significant. Using DAB transmission Mode III the guard
interval is only 31 us, and in a hybrid satellite /
terrestrial gap filler system, the erosion of the guard
interval due to synchronisation errors would be
particularly detrimental.

While the fixed components can all be compensated for
by using the programmable internal delay of the COFDM
generator, the time varying components may need to be
eliminated by some form of closed loop control system
based cn the composite broadcast signal received at each
slave uplink site as discussed earlier.

In a single uplink application the up-converter which

mixes the signal to its final uplink fregquency need not be
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particularly stable as the receiver’s AFC is capable of
compensating for some error. However, in the COFDM uplink
multiplexing system, the receiver’s AFC and phase
reference circuitry operate only on the first symbol of
the DAB frame, and therefore only “tune in” to the master
station. Switching to a different signal (i.e. a slave
contribution) part way through the frame means a step
change in the frequency, and any frequency difference
gives rise to a loss of ruggedness of the signal.
Therefore, each uplink site must emplcy a highly stable
up-converter. The fact that Eu-147 uses differential
coding is of benefit here, as it is the phase change
between symbols which is important rather than absolute
phase. A frequency reference with a short term (1000
seconds) fregquency accuracy of <5 in 10%® is typically
available from GPS clock receives which could assist in

frequency matching of all slave stations.

Doppler Shift

Geostationary satellites do not normally create any
significant doppler shift of their own due to their fixed
orbit (but a mobile terrestrial receiver will experience
some doppler shift due to its own velocity unless the
satellite is directly overhead). However, doppler shift
may be a problem during a repositioning manoceuvre (when
compensating for corbital drift), when the satellite may
have to move many kilometres in a short period of time.

The frequency shift is caused by two components. The
frequency of the uplink transmission (typically at Ku
band, 14 Ghz) will appear to be slightly altered, while
the freguency of the downlink (broadcast signal) will also
change, and in the same direction, compounding the

problem. However, because doppler shift is proportional
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to frequency, the uplink accounts for around 90% of any
frequency change. A fixed frequency error throughout the
transmission frame is not a problem as it can be tracked
by the AFC circuitry in the consumer’s receiver. But in
an uplink multiplexing arrangement, the doppler could
create a step change in frequency part way through the
frame, thereby degrading the quality of the slave
contributions.

As the satellite undergces its repositioning
manceuvre, each uplink signal may experience a different
doppler shift, the magnitude of which will vary with the
direction of movement of the satellite. The difference
between the frequency shifts of the transmissions from the
individual uplink sites depends on their geographical
separation {(in a similar way to the change in time
synchronisation with satellite movement) .

Again, the frequency change is dependant on the
satellite’s velocity {(i.e. speed and direction) and the
geographical location of the uplink sites. The worse case
situation would be between two uplinks at the extreme (5°
elevation) and opposite edges of a global uplink coverage
zone, with the satellite moving in the same plane. This
could create a frequency step of approximately 15V Hz,
where V is the velocity in metres/sec, {(however this is a
rather extreme and unlikely case). Monitoring the
freguency transmitted by the satellite at each uplink site
enables automatic feedback control of the uplink
transmission to be achieved.

Repositioning is only likely to occur every few weeks
and it may be possible to request that it happens at a
convenient time of the night when audience figures are low

(e.g. 04.00 am).
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For a power limited system such as this where the
link margin may well be just 2 dB, it is wvital that the
downlink power budget is maximised, and so the satellite
must operate at its optimum power output. This requires
that the power level of each contribution to the COFDM
transmission frame should be matched to within a fraction
of a dB when it arrives at the satellite’s input antenna.
Gain compensation for incorrect uplink power levels will
not be possible at the satellite, and so each uplink site
will have the responsibility of ensuring that its own
power level matches that of the master station.

The signal levels received at the satellite will
depend on several factors - nominal uplink power setting,
amplifier efficiency, transmitting antenna misalignment,
eguipment ageing, satellite receiving antenna gain
variation with direction, spreading loss (due to the
geographical location of the uplink site). In addition to
these “fixed” variables the effect of atmospheric
attenuation, and in particular the affects of lccal rain
can change the effective uplink power level by 1 or 2 dB
in only a few seconds.

The simplest way of achieving a constant envelope
would be to monitor the broadcast signal at each slave
site, and adjust the local uplink power as reguired. This
would then take into account all the above variables and

can be done automatically with a feedback loop.

MULTIPLEX CONFIGURATION AND THE FAST INFORMATION CHANNEL
In a normal single transmission chain system, the
multiplex can be reconfigured dymamically, with the
corresponding Multiplex Configuration Information (MCI)
being signalled in the Fast Information Channel (FIC). 1In

the TDM uplinking system it is not possible to time
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multiplex the FIC data and so the master uplink station
alone would provide the FIC and hence the MCI. This leads
to some limitations in the way the multiplex can be
reconfigured. For the multiplex to operate correctly it
is essential that the data supplied by the MCI matches the
actual configuration transmitted by each of the slave
uplink sites.

The simplest method is obviously for all parties to
agree on a semi-permanent multiplex configuration. The MCI
will therefore conly need to be changed on the rare
occasion when a radical reconfiguration is required, and a
suitable scheme could be developed to ensure that all
parties complied with the pre-agreed changes.

Where a multiplex reconfiguration is limited to an
internal change at one uplink site only, so that the
capacity transmitted from that site (i.e. the total number
of symbols) remained constant, only the master and that
particular slave site need to make any changes. However,
a multiplex reconfiguration may require a change in the
total capacity contributed by a particular site, and this
would involve notifying the other affected sites of the
impending change.

When the total number of symbols per frame
transmitted by an uplink is to change, a complicatiocon
arises. The multiplex reconfiguration is not an instant
event due to the affect of the time interleaving process,
and to comply thoroughly with the Eu-147 specification,
would regquire that some of the data would continue to
originate from the first uplink even after the second
uplink had started toc contribute to its newly acguired
symbol. The mapping of bits onto carriers and the

necessary switching is extremely complex and while such a
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scheme would not be impossible to implement, the benefits
would be perhaps marginal.

It is worth noting that while terrestrial DAR will
experience roughly the same change in demand across all
services through the day, for satellite DAB the situation
is different. The different time zones covered by a
single beam could mean that a particular service aimed
primarily at the eastern edge of its coverage may require
a larger proportion of the multiplex at the peak listening
time of the day, and a few hours later may wish to
relinquish some of its capacity to an uplink site
primarily serving the western edge of the downlink beam as
this region approaches its own peak listening time.

One of the disadvantages with any TDMA like scheme is
that the transmission equipment must be rated for the peak
power levels, even though the average power output may be
relatively low. For example, the normal RF power
requirement for a DAB uplink, supplying a full multiplex,
is typically around 10 Watts. However, the amplifier
would need to be backed off by several dB from saturation
(to prevent non-linear distortion), and so will need to be
rated at around 30 Watts. A single uplink of 128 kbits/s
contributing to the 1.152 Mbits/s DAB multiplex will only
be cperating at 11% duty cycle - in this case with an
average power of 1.1 Watts but even so the amplifier used
must still be rated at 30 Watts.

For each of the specified DAB operating modes, the
carrier spacing is approximately proportional to the
transmitting frequency. This means that the affects of
oscillator phase noise and doppler shift, which scale with
frequency, also remain constant. While for DAB Mode III
the carrier spacing of 8 kHz is adequate for the

transmitting frequency of around 1.5 Ghz, the uplink
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frequency is likely to be several times greater than this,
with most uplinks operating at around 6 Ghz (C-band) and
14 Ghz (Ku-band). Any phase noise in the up-converter
therefore contributes to a degradation of the DAB signal,
and so this component must be carefully chosen.

With any time multiplexed system it is wvital that
every contributing source is operating correctly
synchronised so that it only transmits during its
allocated period, otherwise errors will occur. It was
pointed out in the section describing timing accuracy that
a data collision may not only cause a data loss, and in
severe cases may also cause amplifier overload or a
reduction in available power for other users of the
transponder.

In particular, the first few data bits of every MPEG
audic frame carry the very important MPEG header bits used
for audio frame synchronisation. This data is mapped into
the first symbol of the DAB audioc frame, and so even a one
symbol overlap due to an incorrect configuration may cause
a complete loss of audio for the second contribution.
(Although the ETSI standard uses a 16-bit time
interleaving process to shuffle the data around between
frames, it does not change the relative position of the
data within the frame, making the data particularly
sensitive to frame rate effects).

In the Eu-147 system, the null symbol is essential
for coarse synchronisation in the time domain and so if a
slave uplink fault condition creates a gap, this can be
misinterpreted as a null symbol, thereby preventing the
receiver from acguiring synchronisation, and therefore
resulting in non of the services on that multiplex being

received.
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In the event of a slave uplink being unable to
provide a correctly timed signal at the correct frequency
and with an appropriate power level it would be wise for
it to drop out immediately, and be replaced by the master
uplink for the duration of the fault. Therefcore the
master uplink station needs the flexibility to allow it to
cover for fault conditions at any of the slave sites.

The cost of the additional eguipment reguired to
implement a time division multiplexed uplink, as described
is relatively small. On the top of the usual eguipment
required for a ‘hub’ earth station (multiplexer, COFDM
generator, upconverter and power amplifier), the only two
extra pieces of equipment required for TDM operation are
the GPS master clock receiver, costing around £2,000 and
an RF switching unit, which if manufactured commercially

would cost approximately £2,000.
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CLAIMS

1. A method for transmitting a multi-carrier
signal having a regular frame structure and symbol rate
comprised of contributions from a plurality of different
transmitters comprising the steps of:

a) transmitting the contributions from each
transmitter to a central transmitter in preassigned time
slots;

b) retransmitting the thus received contributions
as a single signal over a predetermined area of coverage;
and

c) inserting at the start of each contribution a
dummy symbol for use as a phase reference for demodulating

succeeding symbols in that contribution.

2. A method according to claim 1 in which the
central transmitter comprises a satellite in geostationary
orbit and the plurality of transmitters comprise earth

based transmitters.

3. A method according to claim 1 in which the
central transmitter comprises a stratospheric platform in
geostationary orbit and the plurality of transmitters

comprise Earth based transmitters.
4. A method according to claim 2 or 3 including
the step of providing a timing reference signal tc each

earth based transmitter.

5. A method according to claim 4 in which the step

of providing a timing reference comprises detecting a
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global timing signal transmitted by a glocbal positioning

system {(GPS).

6. A method according to claim 2 or 3 comprising
the step of providing common frequency reference signals

to each Earth based transmitter.

7. A method according to any preceding claim
including the step of delaying transmission of signals
from each Earth station to the satellite in dependence on

the position on the Earth’s surface of each Earth station.

8. A method according to claim 7 including the
step of monitoring at each Earth station the COFDM signal
from the satellite and adjusting the delay applied to
transmissions from the Earth station to compensate for any

timing errors caused by other factors.

S. A method according to c¢laim 8 in which timing
errors are caused by the relative position and velocity of

the satellite or stratospheric platform.

10. A method according to any preceding claim
including the step of monitoring at each transmitter the
timing and frequency of the contribution supplied by that
transmitter after re-transmission by the central
transmitter, and adjusting the timing and frequency of the
signal to be transmitted in dependence on the received

signal.

11. A method according to claim 10 in which the

dummy symbol includes a predetermined pattern of data
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which are used for monitoring the timing and frequency of

signals received at each transmitter.

12. A method according to any preceding claim in
which at least part of the dummy symbol is used to

transmit data to dedicated receivers.

13. A method according to claim 12 in which the
data for dedicated receivers is used as data for voice

communication channel between Earth stations.

14. A method according to any preceding claim in
which at least part of the dummy symbol is used as a data
channel to supply data to the transmitter providing the
first contribution in each frame of data for inclusion in

an information signal defining the structure of the frame.
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(57)Abstract:

PROBLEM TO BE SOLVED: To prevent production of distortion by spreading a reference phase
of each carrier of the frequency orthogonal division multiplex (OFDM) system and changing the
amplitude of each carrier of the OFDM without giving effect on transmitted information so as to
suppress a peak level of signals.

SOLUTION: After multiplying a complex code series ejsk (Sk=pk2, p is an optional real number
not being zero, 0<k<N, N is a total carrier number) with an input coded signal, inverse FFT is
applied to the product to generate an OFDM modulation signal and it is transmitted. At a
receiver side, a complex code series ejsk (Sk is the same as above) is multiplied with a signal
resulting from FFT processing to a received signal and an OFDM demodulation signal is
obtained. The information relating to the ejsk required for demodulation is included in the input
coded information, or sent in advance from the transmitter side to the receiver side through
other transmission line. Thus, the reference phases of each carrier of the OFDM are hardly
arranged and the level of transmission signals is suppressed and the resulting signal is sent,
then an operating point of amplifiers is set higher.
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* NOTICES *

JP0 and INPIT are not responsible for any
damages caused by the use of this translation.

1.This document has been translated by computer. So the translation may not reflect the original
precisely.

2.x%%% shows the word which can not be translated.

3.In the drawings, any words are not translated.

CLAIMS

[Claim(s)]
[Claim 1]In the transmitting side, it is a complex code sequence to an input encoded signal.

[External Character 1]
el Sx

(= the signal which they generated the OFDM modulation signal here and transmitted to it as
reverse FFT of Sk:pkz, the arbitrary real numbers whose p is not zero, 0 <=k<=N, and the N was

carried out after they carried out the multiplication of total number of careers) here, and carried

out FFT of the input signal in the receiver —— a complex code sequence [External Character 2]
g i 3 x

A transmission method of an OFDM modulation signal carrying out the multiplication of (Sk is the
same here to said Sk), and acquiring an OFDM demodulation signal.

[Claim 2]Said complex code sequence required for an OFDM recovery [ in / on a transmission
method of the OFDM signal according to claim 1, and / a receiver ] [External Character 3]

- 8K
e

the arbitrary real numbers Sk=pk2 and whose p are not zero here. A transmission method of an

OFDM modulation signal, wherein 0 <=k<=N and N include the information about the total number
of careers in said input encoded signal or transmit it to a receiver beforehand from the
transmitting side in transmission lines other than the transmission line for OFDM transmission
concerned.

[Claim 3]t is a complex code sequence to an input encoded signal at least. [External Character

4]
eiSt

(— the OFDM sending set which Sk=pk2, the arbitrary real numbers whose p is not zero, 0

<=k<=N, and N are provided with the means which carries out the multiplication of total number
of careers) here, and is characterized by things.
[Claim 4]It is a complex code sequence to a signal which carried out FFT of the input signal at

least. [External Character 5]
o =i S x

(— the OFDM receiving set which Sk=pk2, the arbitrary real numbers whose p is not zero, 0

<=k<=N, and N are provided with the means which carries out the multiplication of total number
of careers) here, and is characterized by things.

[Claim 5]In a transmission method of an OFDM modulation signal which generates a modulating
signal of either BPSKOFDM and a QPSKOFDM modulating signal, and is transmitted, After
carrying out the multiplication of two or more constants which make equal amplitude of positive
[ of a phase which said one of modulating signals can take ], and a negative ingredient in an

http://www4.ipdl.inpit.go.jp/cgi-bin/tran_web_cgi_ejje?atw_u=http://www4.ipdl.inpit.g... 08/03/06
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amplitude peak period of one of said modulating signals according to a value of an input encoded
signal, respectively, A transmission method of an OFDM modulation signal characterized by
carrying out reverse FFT, generating an OFDM modulation signal, and making it transmit.

[Claim 6]In an OFDM sending set which generates a modulating signal of either BPSKOFDM and
a QPSKOFDM modulating signal, and transmits, An OFDM sending set which is provided with a
means which carries out the multiplication of two or more constants which make equal amplitude
of positive [ of a phase which said one of modulating signals can take at least ], and a negative
ingredient in an amplitude peak period of one of said modulating signals according to a value of
an input encoded signal, respectively, and is characterized by things.

[Translation done.]
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* NOTICES *

JPO and INPIT are not responsible for any
damages caused by the use of this translation.

1.This document has been translated by computer. So the translation may not reflect the original
precisely.

2 x¥%* shows the word which can not be translated.

3.In the drawings, any words are not translated.

DETAILED DESCRIPTION

[Detailed Description of the Invention]

[0001]

[Field of the Invention]ln a broadcasting satellite, in order to use the generating electric power
by a solar cell, the output of a relay amplifier has restriction, but. This invention, A transmission
method and an OFDM sending set of a frequency rectangular cross division multiplex
(OFDM:Orthogonal Frequency Division Multiplexing) modulating signal suitable for using it for
digital broadcasting in such a satellite system (as opposed to a ground system), etc., It is related
with a receiving set.

[0002]

[Problem(s) to be Solved by the Invention]Conventionally, there are phase modulations, such as
BPSK and QPSK, in the modulation method of each career of OFDM. In these modulation
methods, the reference phase of each career by which multiplex was carried out is constant,
and, in the case of BPSK, in the case of a binary and QPSK, the phase which each modulating
signal can take is restricted with four value. Therefore, in the phase of each career, by this
method, the peak of amplitude may occur on a set or the OFDM time base signal which becomes
empty.

[0003]For example, in the relay amplifier for broadcast, while generating electric power and
amplifier efficiency have restriction, in order to secure the rate of a service period, and the rate
of a place, it is used near the saturation region. In order to secure the rate of a service period,
and the rate of a place also in digital broadcasting using an OFDM modulation method, to take
the high operating point of an amplifier is desired. However, it is one side, and if the high
operating point is taken in this way, in the amplitude peak of an OFDM modulation signal, it will
become easy to generate distortion.

[0004]In the situation which has restriction in the above generating electric power and amplifier
efficiency, the purpose of this invention is to suppress the amplitude peak of an OFDM signal
and to perform little transmission in the high operating point.

[0005]

[Means for Solving the Problem]lt is going to control an amplitude peak of a signal by diffusing a
reference phase of OFDM each career, or changing amplitude of OFDM each career, without
affecting information which should be transmitted in this invention, in order to attain the above—
mentioned purpose. In order to make diffusion of these reference phases thru/or change of
amplitude perform, in this invention, the multiplication of the specific signal (S) is carried out so
that an input encoded signal may not be affected at transmitted data (a case where it amends by
a receiver so that it may not be affected is included), OFDM modulation is performed based on
it, and each career is transmitted.

[0006]When carrying out signal (S) multiplication and diffusing a reference phase of each career
now, a phase of each career becomes difficult to gather and can be transmitted by suppressing a
peak of amplitude. In this case, in a receiver, the multiplication of the signal (S*) corresponding
to a signal (S) which carried out multiplication at the above—mentioned transmitting side is
carried out to an OFDM demodulation signal, and right information is restored.

[0007]When each career does not have information in amplitude directions, such as BPSK and
QPSK, in carrying out the multiplication of the signal (S) at the transmitting side, transmission
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which suppressed a signal peak is performed by choosing a signal (S) which carries out
multiplication so that amplitude of a career with which phases produce an amplitude peak
together, and a career with an ingredient of an opposite phase may be enlarged —— things can be
carried out. Here, since multiplication of a signal (S) can be performed only by calculation by a
discrete time, it can respond flexibly with software.

[0008]That is, a transmission method of this invention OFDM modulation signal is a complex

code sequence to an input encoded signal in the transmitting side. [External Character 6]
i Sx
e

(— a signal which they generated an OFDM modulation signal here and transmitted to it as
reverse FFT of Sk=pk2, the arbitrary real numbers whose p is not zero, 0 <=k<=N, and the N was

carried out after they carried out the multiplication of total number of careers) here, and carried
out FFT of the input signal in a receiver —— a complex code sequence [External Character 7]

-i gk
e

The multiplication of (Sk is the same here to said Sk) is carried out, and the OFDM demodulation

signal was acquired.

[0009]Said complex code sequence which needs the transmission method of this invention
OFDM modulation signal for the OFDM recovery in a receiver [External Character 8]

e i 3

the arbitrary real numbers Sk=pk2 and whose p are not zero here. 0 <=k<=N and N include the

information about the total number of careers in said input encoded signal, or transmitted it to
the receiver beforehand from the transmitting side in transmission lines other than the
transmission line for OFDM transmission concerned.

[0010]this invention OFDM sending set is a complex code sequence to an input encoded signal

at least. [External Character 9]
e i S«

(Sk=pk2, the arbitrary real numbers whose p is not zero, 0 <=k<=N, and N are provided with the

means which carries out the multiplication of total number of careers) here
[0011]this invention OFDM receiving set is a complex code sequence to the signal which carried

out FFT of the input signal at least. [External Character 10]
- 3K
e

(Sk=pk2, the arbitrary real numbers whose p is not zero, 0 <=k<=N, and N are provided with the

means which carries out the multiplication of total number of careers) here

[0012]A transmission method of this invention OFDM modulation signal, In a transmission
method of an OFDM modulation signal which generates a modulating signal of either BPSKOFDM
and a QPSKOFDM modulating signal, and is transmitted, After carrying out the multiplication of
two or more constants which make equal amplitude of positive [ of a phase which said one of
modulating signals can take ], and a negative ingredient in an amplitude peak period of one of
said modulating signals according to a value of an input encoded signal, respectively, Reverse
FFT is carried out, an OFDM modulation signal is generated, and it was made to transmit.
[0013]In an OFDM sending set which this invention OFDM sending set generates a modulating
signal of either BPSKOFDM and a QPSKOFDM modulating signal, and transmits, It has a means
which carries out the multiplication of two or more constants which make equal amplitude of
positive [ of a phase which said one of modulating signals can take at least ], and a negative
ingredient in an amplitude peak period of one of said modulating signals according to a value of
an input encoded signal, respectively.

[0014]

[Embodiment of the Invention]With reference to an accompanying drawing, this invention is
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code series (input encoded signal).
[External Character 11]

X

*¥k%k — To the signal which carried out the parallel conversion, it is an example of a numerals
system. [External Character 12]

S«

(book specification preceding paragraph shows one embodiment of the OFDM sending set by this
invention which only carries out the multiplication of (having expressed with S)), and is

transmitted. This embodiment is an embodiment which diffuses a phase to BPSKOFDM and

controls a signal peak.
20015]In drawing 1, it is a code sequence as an input encoded signal. [External Character 13]

X

Direct in the serial/parallel conversion machine 1 — Carry out a parallel conversion and it is
made a parallel signal, Furthermore, an OFDM modulation signal is acquired from an output
terminal of the converter 3 via reverse FFT circuit (Invers Fast Fourier Transform circuit) 2 and
the parallel serial change machine 3. It is a process of the usual OFDM modulation signal

[0016]0n the other hand, a code sequence which the multiplier 4 is inserted, respectively
between each parallel line between the serial/parallel conversion machine 1 and the reverse FFT

Character 14]
Xy

Code sequence [External Character 15]
S«

Multiplication is performed in between and the multiplication result is supplied to reverse FFT
circuit 2. The composition of drawing 1is [ in / are an example and / this invention ] a code
sequence. [External Character 16]

Xx

It is alike and a code sequence. [External Character 17]
S«
What is necessary is just the composition by which multiplication is carried out to **#¥*¥* and it

is not necessary to follow circuit arrangement shown in drawing 1.
[0017]Here, it is an input code sequence. [External Character 18]

Xx

It is a code sequence of ** and the binary (—either 1 or 1 is taken) of N pieces, and is a code
sequence. [External Character 19]

S«

kiR [External Character 20]
X x

A complex code sequence at least for ** to diffuse a phase [External Character 21]
i Sx
e
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It comes out. Sk is a known series beforehand in a receiver, for example, the time delay of each

career is proportional to frequency — as [Equation 1]
S« =p k?

However, the arbitrary real numbers whose p is not zero, 0 <=K<=N, and N are the total numbers
of careers.
In this way, the input code sequence of a binary [External Character 22]

X

A compound code sequence for ** and phase diffusion [External Character 23]
i S«
e

Multiplication is mutually carried out by the multiplier 4. The OFDM modulation signal by which
phase diffusion was carried out as a result of multiplication
I;Extemal Character 24]

Tx

It is obtained by the output terminal of the %k parallel serial converter 3.

modulating-signal generate time mentioned above.
[External Character 25]

S«

An example of a constellation of each career of a modulating signal a time (the usual
BPSKOFDM) of not carrying out multiplication and when multiplication is carried out by this

was suppressed from drawing 2 and drawing 3.

[0019]A signal which carried out FFT of the input signal with which drawing 4 received a signal
(that is, phase diffusion was carried out and transmitted) transmitted by an above-mentioned
method

EExtemaI Character 26]

R x

It is alike and is a complex code sequence. [External Character 27]

L3

S«

(-~ this specification preceding paragraph — only (S*) =~ a table — the bottom —~) = carrying
out multiplication —— a right received code series [External Character 28]

X x

One embodiment of an OFDM receiving set by this invention to restore is shown.

[;Extemal Character 29]
R«

Direct in the serial/parallel conversion machine 5 — A parallel conversion is carried out, it is
made a parallel signal, and an OFDM recovery is further carried out in FFT circuit 6. It is a
complex code sequence to this OFDM demodulation signal to which it restored. [External
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Character 30]
S«

Each multiplier 7 for carrying out multiplication is arranged between FFT circuit (fast Fourier
Transform circuit) 6 and the parallel serial conversion circuit 8.
[0021]Complex code sequence [External Character 31]

S«

It is a complex code sequence at ** and the transmitting side at the time of OFDM modulation.
[External Character 32]
g ! S«

The signal with which phase diffusion also of the receiver was carried out since murltiplication
was carried out and phase diffusion of the modulated wave was carried out will be received, and
it is a right received code series as it is. [External Character 33]

X

Specifically at the code sequence for carrying out reverse correction of it becoming impossible
to restore, it is a complex code sequence. [External Character 34]
g =i 3 x

(Sk is a known series beforehand in a receiver, for example, is Sk=k2;, however 0<=K<=N(N: total
number of careers)). A code sequence restored eventually [External Character 35]

X

It is a code sequence of 1 or 1 [ =] of k *x*,
[0022] Thereby, it is an input signal.
I;External Character 36]

Rx

FFT is carried out by FFT6 through the ** serial/parallel conversion 5, and it is inputted into the
multiplication terminal of the multiplier 7. On the other hand, it is a code sequence of a reverse
correction sake about phase diffusion. [External Character 37]

- ®

S«

In ksfksokkk, it is known beforehand and is inputted into a multiplication terminal of the multiplier
7. In an output multiplier, it is a received code series of a binary (-1, 1). [External Character 38]

X«

It **xx*x% and is taken out via the parallel serial converter 8.
[0023]The complex code sequence which is needed above by a receiver for a right OFDM

recovery [External Character 39]
- S x
e

It must be transmitted to a receiver in **¥ and a certain form. This is a complex code sequence.
[External Character 40]

e—in

The very thing is not transmitted but information which it can reproduce by a receiver should
just be sent. As a transmission method, it is made to contain in an input encoded signal at the
transmitting side, and transmits in a transmitted symbol, or may transmit in a transmission line
different from it.

[0024]A code sequence used in this invention when performing OFDM modulation and a recovery
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by drawing 1 and drawing 4, respectively [External Character 41]
S«

l;ExtemaI Character 42]
S«

*k —— a transmission code series a peak is still more apt to break off even if this changes a
transmission code series for every symbol by a known method at the transmitting side, and
transmits by performing phase diffusion and it is made to carry out reverse correction by a
receiver, although it was considered as a regularity (it does not change) thing in time [External
Character 43]

X

Being spread is possible.

[0025]In consideration of the case where the amplitude of each career of an OFDM signal has
information in the above—mentioned example (actually, in BPSKOFDM of the above-mentioned

example, it does not have, but in the case of the multiple value QAMOFDM, it has information), it
is the transmitting side and is a complex code sequence. [External Character 44]

S«

Since multiplication is carried out, and the topology will be lost if phase diffusion is carried out, in
order to recover this, it is a receiver, and it is a complex code sequence. [External Character 45]

- N «

Sk

Multiplication was carried out.

[0026]0n the other hand, in BPSKOFDM and QPSKOFDM, there is information only in the phase

of each career and it does not have information in the amplitude direction of each career. Then,
in BPSKOFDM, it is drawing 1, for example. [External Character 46]

Sk

It carries out and is a transmission code series. [External Character 47]

Xx

case N/(2N () of %* 1, and a case of 1 [-1-—- N/(2N 2) —— the multiplication of the constant
shall be carried out to a transmission code series (equivalent to an input encoded signal),
respectively It is here, and N is symbol length and N1 and N2 is in a symbol, respectively.
[External Character 48]

Xx

It is the number of ** 1 and—1. By carrying out like this, it is a transmission signal.
[External Character 49]

Tx

Since a size of an ingredient 1, —1 or positive, and negative becomes equal at a *¥kx¥* peak
period, a peak of amplitude can be suppressed and transmitted like the above-mentioned
example. In this case, in a receiver, since it does not have information in an amplitude direction
of each career, reverse correction of career diffusion for right decoding is not needed.

[0027]

[Effect of the Invention]According to this invention, as explained above, also in the amplifier
which has restriction in generating electric power, such as satellite broadcasting, it has the
purpose of securing a hour rate and the rate of a place, and even if it makes it operate in the
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higher operating point, it becomes possible to carry out little distorted OFDM transmission,

[Translation done.]
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(57) Abstract:

PURPOSE: To effectively remove waveform distortion
occurred in a data component on the frequency axis
of respective symbols by means of a multipath and the
like at the time of transmitting an OFDM signals.

CONSTITUTION: In a transmission device 1, a com-
plex multiplier 13 complex-multiplies a carrier modula-
tion sighal group by a complex number signal group
which has a previously decided special pattern and
in which the phase changes at random. An inverse
Fourier transformer 15 executes inverse Fourier trans-
form against the output of the complex multiplier 13,
and transforms a digital signal multiplexed on the fre-
quency axis into the OFDM signal of a time axis. A
guard time insertion part 16 adds front guard time to

the front parts of the respective symbols of the OFDM
signal and rear guard time to rear parts. Data simi-
lar to the trailing end part of the corresponding sym-
bol is included in front guard time, and data similar to
the front end part of the corresponding symbol is in-
cluded in rear guard time. The OFDM signals to which
front guard time and rear guard time are added are
transformed into analog signals and are transmitted to
a reception-side. The reception-side executes a pro-
cessing inverse to a transmission-side and therefore
distortion owing to time delay is removed.
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IMPROVED NETWORK SECURITY DEVICE
Related Application

This patent claims the benefit of U.S. Provisional Patent Application
Serial Number 60/033,995 entitled "Improved Network Security Device”, filed
on January 3, 1997 for Dr. Aharon Friedman and Dr. Eva Bozoki. This patent
application is directed to improvements in the invention described in U.S. Patent
Application Serial No. 08/529,497 entitled “Network Security Device” and filed
on September 18, 1995. The contents of these two documents are

incorporated herein by reference.

Field of the Invention

The present invention is directed to improvements in a network security
device that is connected between a protected computer("the client") and a
network and/or a protected local area network {(LAN) and a wide area network

(WAN) as well as a method for using the network security device.

Background of the Invention

A. Network Architecture

An Internet communications network 100 is depicted in FIG. 1 including five
transmit or backbone networks A,B,C,D, and E and three stub networks R, Y, and
Z. A "backbone” network is an intermediary network which conveys
communicated data from one network to another network. A "stub" network is
a terminal or endpoint network from which communicated data may only initially
originate or ultimately be received. Each network, such as the stub network R,
inciudes one or more interconnected subnetworks |, J, L, and M. As used herein,
the term "subnetwork” refers to a collection of one or more nodes, e.qg., (c,w}, (d),
(a}, (b,x,y), (q,v), (r,2), (s,u), (e, f,g),(h,i), k1, (m,n), and (0o,p), interconnected by
wires and switches for local internodal communication. Each subnetwork may be
alocal area network {or "LAN"). Each subnetwork has one or more interconnected
nodes which may be host computers ("hosts"} u,v,w,X,y,z (indicated by triangles)
or routers a,b,c,d,e,f,g,h,i,j k,I,m,n,0,p,q,r,s (indicated by squares}. A hostis an

endpoint node from which communicated data may initially originate or ultimately
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be received. A router is a node which serves solely as an intermediary node
between two other nodes; the router receives communicated data from one node
and retransmits the data to another node. Collectively, backbone networks, stub
networks, subnetworks, and nodes are referred to herein as "Internet systems”.

FIG. 2 shows a block diagram of a host or router node 10. As shown, the
node may include a CPU 11, a memory 12 and one or more |/O ports {or network
interfaces) 13-1, 13-2,. . ., 13-N connected to a bus 14. lllustratively, each 1/O
port 13-1, 13-2,. .., 13-N is connected by wires, optical fibers, and/or switches
to the /O port of another node. The /O ports 13-1, 13-2,. . ., 13-N are for
transmitting communicated data in the form of a bitstream organized into one or
more packets tc another node and for receiving a packet from another node. If thé
host 10 is a host computer attached to a subnetwork which is an Ethernet, then
the host will have an I/O port which is an Ethernet interface.

A host which initially generates a packet for transmission to another node
is called the source node and a host which ultimately receives the packet is called
a destination node. Communication is achieved by transferring packets via a
sequence of nodes including the source node, zero or more intermediary nodes,
and the destination node, in a bucket brigade fashion. For example a packet may
be communicated from the node w to the node ¢, to the node d, to the node b,
and to the node x.

An exemplary packet 40 is shown in FiG. 3A having a payload 41 which
contains communicated data (i.e., user data) and a header 42 which contains
control and/or address information. Typically, the header information is arranged
in layers including an [P layer and a physical layer.

The IP layer typically includes an IP source address, an IP destination
address, a checksum, and a hop count which indicates a number of hops in a
multihop network. A physical layer header includes a MAC (Media Access
Controljaddress (hardware address) of the source and a MAC address of the
destination.

The user data may include a TCP (Transfer Control Protocol) packet
including TCP headers or a UDP (User Data Protocol) packet inciuding UDP

headers. These protocols control among other things, the packetizing of
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information to be transmitted, the reassembly of received packets into the
originally transmitted information, and the scheduling of transmission and reception
of packets (see e.g., D. Commer, "internetworking With TCP/IP", Vol. 1 (1991},
D. Commer and D. Stevens, "Internetworking With TCP/IP", Vol. 2 (1991)).

As seen in FIG. 3B, in an exemplary Internet protocol {IP), each node of the
Internet 100 is assigned an Internet address (IP address) which is unique over the
entire Internet 100 such as the Internet address 30 for the nocde y shown in FIG.
3B. See, Information Sciences institute, RFC 791 "Internet Protocol”, September,
1981. The IP addresses are assigned in an hierarchical fashion; the internet (IP}
address 30 of each node contains an address portion 31 indicating the network of
the node, an address portion 32 indicating a p)articu!ar subnetwork of the node,
and a host portion 33 which identifies a particular host or router and discriminates
between the individual nodes within a particular subnetwork.

in an Internet system 100 which uses the IP protocol, the IP addresses of
the source and destination nodes are placed in the packet header 42 {see FIG. 3A)
by the source node. A node which receives a packet can identify the source and
destination nodes by examining these addresses.

In an Internet system, it is the IP address of a destination that is known, and
the physical address (i.e., MAC address) to be placed in the MAC frame header is
to be determined. If the destination host is on the same local area subnetwork
{and this is easily determined by observing that the network part in both the source
and destination IP addresses is the same), then the destination address that is to
go into the MAC header destination address field is simply the physical address of
the destination host. The MAC destination address may be found by means of the
ARP (Address Resolution Protocol) which comprises having the source host
broadcast an ARP request packet with the IP address of the destination host and
having the destination host respond with its hardware {(MAC) address. This MAC
address may be placed in the MAC frame (physical layer) headers.

B. Encryption Techniques

Eavesdropping in a network, such as the Internet system 100 of FIG. 1, can

be thwarted through the use of a message encryption technique. A message
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encryption technique employs an encipherment function which utilizes a number
referred to as a session key to encipher data (i.e., message content). Only the pair
of hosts in communication with each other have knowledge of the session key, so
that only the proper hosts, as paired on a particular conversation, can encrypt and
decrypt digital signals. Three examples of encipherment functions are (1) the
National Bureau of Standards Data Encryption Standard (DES) (see e.g., National
Bureau of Standards, "Data Encryption Standard”, FIPS-PUB-45, 1377), (2) Fast
Encipherment Algorithm (FEAL){see e.g., Shimizu and S. Miyaguchi, "FEAL-Fast
Data Encipherment Algorithm," Systems and Computers in Japan, Vol. 19, No. 7,
1988 and S. Miyaguchi, "The FEAL Cipher Family”, Proceedings of CRYPTO 90,
Santa Barbaré, Calif., Aug., 1990); and (3) International Data Encryption
Algorithm (“IDEA") (see e.g., X. Lai, "On the Design and Security of Block
Ciphers,” ETH Series in Information Processing, v.1, Konstanz: Hartung - Gorre
Verlag 1992). One way to use an encipherment function is the electronic
codebook technique. In this technique a plain text message m is encrypted to
produce the cipher text message c¢ using the encipherment function f by the
formula c=f(m,sk} where sk is a session key. The message c can only be
decrypted with the knowledge of the session key sk to obtain the plain text
message m =f{c,sk).

Session key agreement between two communicating hosts may be achieved
using public key cryptography. (See e.g., U.S. Patent Nos. 5,222,140 and
5,299,263).

Before diécussing public key cryptographic techniques, itis useful to provide
some background information. Most practical modern cryptography is based on
two notorious mathematical problems believed (but not proven) to be hard {i.e.,
not solvable in polynomial time, on the average). The two problems are known as
Factorization and Discrete-Log. The Factorization problem is defined as foliows:

input: N, where N =pq where p and g are large prime numbers

Output: p and/or q.

The Discrete-Log problem is defined as follows:

input: P,g,y, where y=g* mod P, and P is a large prime number

Output: X.
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{The Discrete-Log problem can be similarly defined with a composite
modulus N =pq). .

Based on the Factorization and Discrete-Log problems, some other problems
have been defined which correspond to the cracking problems of a cryptographic
system.

One system of such a problem which has previously been exploited in
cryptography (see, e.g., H.C. Williams, "A Modification of RSA Public-Key
Encryption”, [EEE Transactions on information Theory, Vol. IT-26, No. Nov. 6,
1980) is the Modular Square Root problem, which is defined as follows:

Input: N,y, where y=x? mod N, and N =pg, where p and q are large primes

Output: x.

Calculating square roots is easy if p and g are known but hard if p and g are
not known. When N is composed of two primes, there are in general four square
roots mod N. As used herein, z=V' x mod N is defined to mean that x is the
smallest integer whereby z?=x mod N.

Another problem is known as the Composite Diffie-Hellman (CDH) problem,
which is defined as follows:

Input: N, g, g*mod N, g* mod N, where N=pq and p and q are large primes.

Output: g mod N.

It has been proven mathematically that the Modular Square Root and
Composite Diffie-Hellman problems are equaliy difficult to solve as the above-
mentioned factorization problem {see, e.g., M.0O. Rabin, "Digitalized Signatures and
Public Key Functions as Intractable as Factorization”, MIT Laboratory for Computer
Science, TR 212, Jan. 1979; Z. Shmuely, "Composite Diffie-Hellman Public Key
Generating Schemes Are Hard To Break"”, Computer Science Department of
Technion, Israel, TR 356, Feb. 1985; and K.S. McCurley, "A Key Distribution
System Equivalent to Factoring”, Journal of Cryptology, Vol. 1, No. 2, 1988, pp.
95-105).

In a typical public-key cryptographic system, each user | has a public key P,
{e.g., a modulus N} and a secret key S, (e.g., the factors p and gq). A message to
user | is encrypted using a public operation which makes use of the public key

known to everybody (e.g., squaring a number mod N). However, this message is
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decrypted using a secret operation {e.g., square root mod N} which makes use of

the secret key {e.g., the factors p and qg}.

C. Network Security Devices

At present, existing network security products are categorized into two
classes: (1) firewalls, such as Janus and ANS, and {2) software products, such as
encrypted mail, secured http, one time password, etc.

A firewall is a dedicated computer, usually running a Unix operating system.
It acts as a filter for incoming and outgoing communications. The firewall is placed
as a router between the local area network (LAN) and the outside world. The
decision whether to pass a packet is made based on the source and/or destina'tion
{P address, and the TCP port number. Some firewalls also have the ability to
encrypt data, provided that both sides of the communication employ the same
brand of firewall. Some firewalls have a personal authentication feature.

Software products are based on the premise that the computer on which
they are installed are secure, and protection is only needed outside on the
network. Thus, such software products can easily be bypassed by breaking into
the computer. A typical scheme is when an intruder implants a "Trojan Horse™” on
a computer which sends him an unencrypted copy of every transaction.
Sometimes, it is even done as a delayed action during the off-hours when the
computer is not likely to be supervised.

in addition, there are authentication products designed to maintain the
integrity of the computer against intrusion. These products are based on the
premise that the products are 100% secure. Once the product is compromised,
it becomes totaily ineffective. Somstimes, careless use by one user may
jeopardize all other users of the product.

Firewalls are more effective in maintaining network security. However they
are very expensive. Their price range is between $10,000 and $50,000, plus the
price of the hardware. They require a high level of expertise to install and
maintain. The most sophisticated and effective firewalls require a specially trained

technician or engineer for their maintenance. The special training cost is up to
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$10,000 per person, and the salary adds $60,000 to $120,000 or more per
annum to the cost.

Firewails have to be constantly maintained, modified, and monitored in order
to yield reasonable security. They only cover the TCP part of the Internet Protocol
and not the UDP part. Thus, they do not provide security to NFS {Network File
Services) and many client/server applications.

The firewall is a full service computer which can be logged into for
maintenance and monitoring. Thus, it can be broken into. Once a firewall is
compromised it loses its effectiveness and becomes a liability rather than a
security aid. Firewalls only protect the connection between a LAN and a WAN
{Wide Area Network). It does not protect against intrusion into a particular host
from within the LAN.

In view of the foregoing, it is an object of the present invention to provide
a network security device which overcomes the shortcomings of the prior art
network security devices. '

It is another object of the present invention to provide a hardware device to
provide network security for individual hosts attached to a network.

It is a further object of the present invention to provide a hardware device

to provide network security for a locai area network connected to a wide area
network.

Summary of the Invention

The present invention provides improvements to the Network Security
Device described in U.S. Patent Application Serial Number 08/529,497. These
improvements include (1) modifications in the device which adapt it to protect a
LAN, (2) improved key generation, {3} an improved key exchange algorithm, and
{4) improved packet handling procedures which provide double integrity checks.

A preferred embodiment of the inventive network security device comprises
a first network interface connected to a protected client, a second network

interface connected to a portion of a network, and a processing circuit connected

to both interfaces.
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A communication from the protected client goes from the client, to the first
interface, to the processing circuit, to the second interface and into the network.
Similarly, a communication received from the network goes from the second
interface, to the processing circuit, to the first interface and to the protected
client.

A preferred embodiment of the present invention has four keys associated
with it:

(1) a static {permanent) private key;

(2) dynamic (changing) private key;

{3) a static public key; and

(4) a dynamic public key.

In a preferred embodiment, the public keys are exchanged between two network

security devices in order to establish a common secret key. The common secret

. key is the key which is used to encrypt/decrypt all messages between two

particular devices. This key should not be transmitted.

The static keys are permanent keys unique to each device. The dynamic
keys have a predetermined lifespan and are replaced periodically, such as every 24
hours. Preferably, the static keys are generated using a seed derived from the
host’s IP address, MAC address of the network interface connected between the
protected host and the network security device, and the security device's serial
number. Preferably, the dynamic keys are generated using seeds derived from
current date and time information.

Packets received from the protected client are encrypted using an
encipherment function such as IDEA, FEAL, or DES before being transmitted via
the network to a destination. Similarly encrypted packets received from a
destination are decrypted. Such encryption and decryption requires a common
session key to be possessed jointly by the protected client and the destination (the
destination being a protected client of another network security device located
someplace else in the network).

The common crypto key (i.e., the common secret key) is obtained using a
public key cryptography technique. To aid in the key exchange, the network

security device maintains two databases. A static database (SDB) contains
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information about secured hosts or nodes in the network. A secured host or node
is a host or node that is protected by a network security device. Each entry in the
static database contains information about a particular secured host, i.e., the host
IP address, time entered in the database, and the host’s permanent public key.

A dynamic data base (DDB) contains information about secured and
unsecured hosts. Each entry in the dynamic database includes a host's IP address,
the time that the host’s dynamic key was generated, a flag indicating whether or
not the host is secured, a flag indicating whether the host is in transition (i.e., in
the middle of a key exchange), and a pointer to a common secret session key.

The protocol used by the network security device of host i to agree on a
common crypto key with a network security device of host j is as follows.

Consider a communication from host i to host j. The communication arrives
at the network security device of host i from hosti. The network security device
checks if host j is in the dynamic database. If host jis in the dynamic database,
it is determined if the dynamic database has a common crypto key for
communication between host i and host j. If there is such a common session key,
the communication from host i is encrypted using the common crypto key and
transmitted to host j. If there is no common crypto key, then host i sends the
dynamic part of its public key P, to host j and host j replies by sending the dynamic
part of its public key P, to host i. The exchange of dynamic parts of the public
keys may be encrypted using the static part of the public keys, which may be
obtained from the static databases at host i and host j. The common crypto key
is then calculated according to a Diffie-Hellman technique.

Because the dynamic keys of each network security have a particular
lifespan, such as 24 hours, there may be a time difference between times when
two device’s keys expire. Thus, it is possible that one device’s dynamic key may
expire before the packet is received. One way to prevent this occurrence is to
take into account this time difference. The DDB may correct the time difference
between the time the packet was sent and the time the packet is received. Also,
the DDB time generation entry indicates to the network security device when the

other party’s dynamic key expires. Thus, when a communication between the

Page 441 of 567



10

15

20

25

30

WO 98/32065 PCT/US97/24201

nodes is initiated, it may be determined whether a new dynamic key exchange is
warranted, rather than attempting to use an expired common dynamic key.

Note that this assumes that there is an entry for host j in the static database
of host i. If there is not, the exchange of dynamic public keys is preceded by an
exchange of static public keys and the forming of a database entry for host jin the
static database at host I. Moreover, if there is no entry for host j in the dynamic
database of host |, such an entry will be generated before the dynamic key
exchange.

A packet received by the network security device and the connected host
is preferably processed in the following manner. The IP and MAC headers from
the packet are copied into a new IP packet. The client host’'s physical éddress
(e.g., the MAC address of the network interface between the client and the
network security device) is replaced with the network security device’'s MAC
address (e.g., the MAC address of the network interface between the network
security device and the network}. The new IP packet includes a proprietary header
and proprietary tail. Information about the packet is stored in the proprietary tai,
including check sum information. The data and proprietary tail are then encrypted.
The proprietary header is then filled in, including check sum information for the
encrypted data. This packet is then transmitted into the network.

This processing method provides a double integrity check. The check sum
which was calculated after encryption is checked by the receiver before
decryption, providing an integrity test of the encrypted data in transit. The check
sum in the proprietary tail was calculated before encryption and checked by the
received after decryption. This checksum provides a means of strong
authentication because the static and dynamic keys used to encrypt the checksum
are known only to the two communicating hosts. This check sum will differ if the
common secret key is not identical on both sides and also provides an integrity
test of the actual data. Note that if the check sum is replaced with a secured hash
function, after the packet is encrypted, it becomes a digital signature. It

should be noted that encryption takes place at the IP level so that TCP and UDP

packets are encoded.

10
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In short, the inventive network security device has a number of significant
advantages.

Like a firewall, the inventive network security device is a hardware/software
combination in a preferred implementation. However, it is a sealed "box™ and
cannot be logged into. Hence, it cannot be compromised the way a firewall can.
It is much cheaper than a firewall. Thus, each node in the LAN can be equipped
with it. This way, it provides protection inside the LAN as well as outside. The
network security device works directly at the IP level. It therefore, covers all types
of IP protocols and requires no special configuration to different network

applications. Thus, the inventive network security device is maintenance free.

Brief Description of the Drawings

The present invention is described with reference to the following figures:

FIG. 1 schematically illustrates an Internet system.

FIG. 2 schematically illustrates the architecture of a host in the network of
FIG. 1.

FIGs. 3A and 3B illustrate the format of a packet transmitted in the network
of FIG. 1.

FIG. 4A illustrates a network security device for use with a host in the
network of FIG. 1 in accordance with an embodiment of the present invention.

FIG. 4B illustrates a network security device for use with a LAN in
accordance with an embodiment of the present invention.

FIG. b illustrates an entry in a static database maintained by the network
security device of FIG. 4.

FIG. 6 illustrates an entry in a dynamic database maintained by the network
security device of FIG. 4.

FIG. 7 is a flow chart illustrating an activation method used by the network
security device of FIG. 4.

FIG. 8 is a flowchart illustrating a key exchange method used by the

network security device of FIG. 4.

FIG. 9 is a flow chart illustrating an IP packet handling aigorithm utilized by
the network security device of FIG. 4.

11
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FIG. 10 illustrates an IP packet received from a connected host by the
network security device and an IP packet transmitted from the network security

device into a network.

FIG. 11 is a flowchart illustrating a method of processing the packets of FIG.
10.

Detailed Description of the Invention

Overview of the Invention

FIG. 4A schematically illustrates a network security device for protecting a
host according to an embodiment of the invention. The security device 400
compr‘csés a first interface 402 which is connected to the client host 404.
Specifically, the interface 402 is connected to a network interface in the client
host 404 (e.g., an interface 13 of Fig. 2) via a cable or wire 406. The security
device 400 comprises a second interface 408 which is connected to a portion of
a network 100. Illustratively, the interface 408 is connected to an Ethernet so
that the interfaces 402, 408 are Ethernet interfaces such as SMC Elite Ultra
Interfaces.

FIG. 4B schematically illustrates a network security device 400’ for
protecting a LAN according to an embodiment of the invention. As seen in FIG.
4B, a network security device 400’ according to the invention is connected
between a LAN 450, such as an Ethernet network {including, for example, a file
server 452 and a workstation 454}, and a router 456 which routes
communications between the LAN 450 and a WAN 100, such as the Internet. As
discussed in detail below, several modifications are made in the Network Security
Device to adapt it for use in protecting a LAN. As also seen in FIG. 4B, network
security devices may be arranged in a cascaded topology. Note that workstation
454 is associated with a network security device 400.

Returning to FIG. 4A, a CPU 410 is connected to the interfaces 402, 408.
The CPU is, for example, an Intel 486 DX 62-66 or Pentium. Alternatively, the
processing circuit may be implemented as one or more ASICs (Application Specific
integrated Circuits) or a combination of ASICs and a CPU. A static memory 412

(e.g., flash EEPROM) is also connected to the CPU 410 and a dynamic memory

12
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416 (e.g., RAM) is connected to the CPU 410. An optional encryption module
418 may be provided to perform encryption and iarge number arithmetic
operations. The encryption unit may be implemented as a programmable logic
array. Alternatively, the encryption module 418 may be omitted and its function
may be carried out using a software program which is executed by the CPU 410.
However, because certain encryption functions are calculation intensive, it may be
preferable to separate the encryption functions from other functions of the
Network Security Device 400.

The software executed by the CPU 11 preferably has three components: (1)
operating system, (2) networking system, and
(3) key computation algorithms. The operating system and the networking system
may both be part of a Unix-like kernel. The key computation algorithms reside in
memory and are signaled into action by the networking system. The operating
system is a lobotomized Linux system with all drivers taken out except the RAM,
disk, and Ethernet interfaces. The networking system is for communication, key
exchange, encryption, configuration, etc. In a preferred embodiment, the key
computation software may run independently of the other software. This shifts
the computationally intensive task of key computation away from the operating
system and networking system.

The CPU 410 maintains two databases. One database is a static database
{SDB) 412 preferably stored in a permanent memory, such as a Flash ROM 412.
FIG. 5 illustrates one entry in the SDB 412. The SDB may have an entry for the
client host as well as other hosts. As seen in FIG. 5, the static database entry
500 contains permanent information about the network security device 400 and
other secured nodes in the network. The static database entry 500 may include
the following information about another secured node: the other node’s IP address
502, time that this other node was entered into the database 504, the node’s
permanent public key 506, and a pointer to the static common key shared by the
network security device 400 and the other node’s device 508. The static

database 500 may also contain the IP address and the serial number of the

connected host 510.
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A second database is a dynamic database (DDB) 416, which may be stored
in a volatile memory, such as a RAM. FIG. 6 illustrates one entry in the DDB 416.
As seen in FIG. 6, the dynamic database entry 600 contains information about
secured and unsecured nodes, i.e., the other node’s IP address 602, the time a last
packet was sent from that other node 604, a time the other node’s dynamic key
was generated 606, a pointer to a common secret key shared with that node, time
last updated, a secured flag indicating whether the node is secured (e.g., has its
own network security device) 602, and a transition flag indicating whether the
node is in transition (i.e., in the middle of a key exchange).

Briefly, a preferred embodiment of the present invention operates in the
following manner. The interface 402 is put in a promiscuous mode. In t‘his mode,
the interface 402 passes all communications from the client host 404 that are
sensed on the cable 406 to the CPU 410. The network connection is via the
interface 408 which is set to the same IP address as the client 404. The network
security device 400 responds to the Address Resolution Protocol by sending its
own (rather than the client’s) MAC address. This adds a level of security by
blocking attempts to bypass the device 400 using the Ethernet protocol.

Received communications are checked to see if they are from a secured
host. First, the DDB entry 600 is checked to determine if there is a current
dynamic common key shared with the node sending the communication. If ves,
this key is used to encrypt and decrypt subsequent packets. If no, if these nodes
have communicated previously, a dynamic key exchange is performed. ifitis the
first time these nodes have communicated, a static key exchange is performed to
obtain a static dynamic key. This static key is used to encrypt and decrypt the
dynamic key exchange communications.

Activation and Initialization

In a preferred embodiment, the network security device 400 is a sealed box
which cannot be logged into. The network security device 400 senses the IP
{and/or MAC) address of the client host 404 and locks itself to it. Once the
network security device is locked to the address, the client 404 is prevented by

the network security device 400 from changing its {P (and/or MAC) address.
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Preferably, before the network security device 400 is placed into service,

it is activated. The role of activation is to allow or disallow burning the host’s 404
IP address into an entry 500 in the static database 412. As discussed above, the
SDB 412 may have an entry 500 for the connected client host.
The network security device’s serial number (element 510) and the time of
activation (element 504) may also be burned into the static database entry 500.
As discussed below, these values may be used to generate a seed for the network
security device’s static private key.

FIG. 7 is a flowchart 700 illustrating a preferred activation method. First,
an “activation packet” containing an activation string in the payload may be sent
from a connected computer, such as' a host 404, through the network security
device 400 (step 702). The packet is received by the device 400, which
determines whether it has been activated (step 704}. If it has not been activated,
the IP address and other information are written into the flash memory (step 706),
as described above, and an acknowledgment packet is returned to the computer
(step 708). The device 400 may also generate a confirmation message for display
on a monitor of the connected computer {step 710). The Address Resolution
Protocol (ARP) is the protocol which is used to resolve an IP address into a
matching Ethernet machine (MAC) address which is the actual address to which
the network interface responds. As discussed above, the inventive network
security device uses ARP (Address Resolution Protocol) to configure itself and hide
the client host. The manner in which the network security device processes an
ARP request is described in related application Serial No. 08/529,497, the
contents of this description are incorporated herein by reference.

Key Calculation

A preferred embodiment of the present invention has four keys associated
with it:

{1) a static (permanent) private key;

(2} dynamic (changing) private key;

(3) a static public key; and

(4) a dynamic public key.
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In a preferred embodiment, the private keys are 128 bits long and are known only
to that network security device. in a preferred embodiment, the public keys are
512 bits long and are revealed to others. Public keys, as described above, are
exchangedb between two network security devices in order to establish a 128 bit
long common secret key. The common secret key is the key which is used to
encrypt/decrypt all messages between two particular devices. The common secret
keys should never be transmitted.

In a preferred embodiment, the keys are generated when the device 400 is
turned on. As described in detail below, the static keys are permanent keys
unique to each device and the dynamic keys have a predetermined lifespan and are
repla'ced periodically, such as every 24 hours.

Static Keys

Keys are generated using a “seed”, or number, which is then processed to
generate a key. The seed for a randomily generated static private key for a
particular network security device 400 is derived from the device’s |P-address,
MAC-address, serial number, and a time-stamp. The seed may be determined in

the following manner:

seed = IP + MAC, + MAC, + serial + time
where:
MAC, is the low four bytes of the device’s six byte MAC address;
MAC, is the high two bytes of the MAC address.
Using this seed, a private key (preferably 128 bits iong), is then randomly
generated using a random number generator, such as the GNU Multiple Precision
library copyrighted by Free Software Foundation Inc. (1996), Boston,
Massachusetts, 02111. If the box is non-activated, the seed is the present time,
thus it will be different every time the box is turned-on. On the other hand, for
activated boxes, the static private key is a property of the box, it will not change
by turning the box on/off.
Dynamic Keys

The dynamic private key is randomly generated at predetermined intervals.

For example, dynamic keys may be generated every 24 hours. Preferably, the

dynamic keys are derived from a random seed obtained from seconds, minutes,
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and hours of the present time. The dynamic secret key may be processed from
the seed using a random number generator, such as the GNU Multiple Precision
library

Public Keys

The static and dynamic public keys are calculated from the private keys
according to the equation:

X, = g*{mod n)
where:
X, is the public key;
X; is the private key;
and g and n prime numbers which are preferably installed in each network security
device.

Key Exchanges

The first time a client 404 or LAN 450 sends a message to another network
security device, a protocol is executed by which the two devices (i} exchange
static public keys {unencrypted), (ii) generate a static common key, and then (iii)
exchange dynamic public keys encrypted with their static common key. ARG
8 is a flowchart 800, illustrating the key exchange algorithm.

Consider the case where the host client wants 1o send a communication to
a node in the network whose IP = A. When the communication arrives at the
network security device of the host client the dynamic data base 416 (DDB) is
checked to determine if there is an entry 600 for node A in the dynamic data base
(step 702).

Note that the DDB includes an entry for a “secured” flag 612 and a
"transition” flag 614. The secured flag indicates the current security status

between the two network security devices. Preferably, the secured flag may be

in one of five states:

0O = unsecured
1 = secured
2 = other party was secured, but now does not respond to dynamic key

exchange request (i.e., other party has an entry in the SDB 500 but
no current entry in the DDB 600)
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3 = the device’s dynamic key has expired and must renegotiate all
dynamic keys
4 = cannot allocate key storage for the other party’s key

The transition flag 614 indicates the status of a key exchange. Preferably, the
transition flag maybe in one of four states:
O not in transition

i < N waiting to receive a dynamic public key packet

N+ 2 waiting for a dynamic common key calculation
-i = -N waiting for static public key packet
-(N + 2) waiting for a static common key calculation

where N is the maximum number of tries, and i is the actual numbér of tries. As
discussed in detail below, if there is no entry 600 in the DDB 416, the SDB 412
is searched for an entry 500 corresponding to node A.

The database searches return:
(i) a transition flag; and
(ii) and a reference to the entry number in the database.
The "transition” and "secured" flags in the DDB may then be set accordingly. The
following table sets out possible outcomes of a DDB/SDB search.

Possible Outcomes of Database Search.

Need dynamic | Need static Not asking Comments
key key for any key
have
nothing to
decrypt
with
Trans 1 -1 0
18
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Need dynamic | Need static | Not asking Comments
key key for any key
have
nothing to
decrypt
with
Return 0] O O have nothing to
en/decrypt with
(no entry in DDB)
i+ 1) i+ 1) use st-key to
en/decrypt
+{i+ 1) use dyn-key to
en/decrypt
-(DB size + have st-key in DB, but
i+ 1) no dyn-key response
{do not encrypt, but
use st-key to decrypt)

Where DB size is the number of entries i for node A in the entry number in the
dynamic database.

Returning to FIG. 8, if there is an entry for node A in the dynamic data base,
a check is made to see if a common dynamic key for node A and the protected
client has expired (step 803).

If, for example, there is an entry for node A and the secured flag = 1, then
node A is secured. Thus, the common dynamic key has not expired and the
packet is encrypted using the session key and an encipherment function such as
IDEA (step 806).

If the common dynamic key has expired, the dynamic data base entry for
the node IP=A has a secured flag = 3 and the transition flag is i<N (step 804)
which means a key exchange is taking place.

The exchange of the dynamic parts of the public keys of the host client and
the node with IP = A proceeds as follows. The host client (i.e., the source) sends
its dynamic public key and IP address to the node with IP=A (the destination)
{step 808) and waits for a reply (step 810). The dynamic public key of the host
may be encrypted with the static public key of the node with IP=A. The reply is
the dynamic public key of the destination node with IP=A. This may be encrypted
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with the static public key of the host client. Steps 808 and 810 may be repeated
several times, such as three times.

If no reply is received (step 812) from the destination, the source network
security device sets the secured flag to 2 and the transition flag to O (step 814}
in the DDB entry for the destination. If the packet to be encrypted originated from
the host (step 816), the packet may be dropped (step 818}). If the packet
originated from another party, the network security device may try to decrypt the
packet using the static private key(step 820).

If a reply is received, the transition flag for the destination node in the DDB
entry 600 of the network security device of the host is set to N+ 2 (step 822),
i’ndicating that the common dynamic key is being calculated. Then a common
dynamic (crypto) key for the source and destination is calculated by the network
security device of the source (step 824) using, for example, a Diffie-Heliman
technique as described above. The common session key is then entered into the
DDB entry 600 of the source network security device (step 826) and the transition
flag for this DDB entry is marked O (step 828)because the transition is complete.
The secured flag = 1.

The exchange of dynamic public keys and the calculation of a common
crypto key assumes that there is an entry for the destination node with IP=A in
the static data base 412 (SDB) of the source network security device and in the
dynamic data base 416 of the scurce network security device. That is, that these
two network security devices have communicated before. If these entries do not
exist {(i.e., these two devices have not previously communicated), they may be
created prior to the dynamic public key exchange (steps 708-722 described
above).

If there is no DDB entry for ncde 1P =A (step 802}, an entry is created (step
830), the secured flag = 0, and the transition flag is marked -i=-N (step 832).
The SDB 500 is checked to determine if the source network security device has
an entry for node IP=A (step 834).

If there is such an entry, proceed with the dynamic key exchange (steps

808-822), the secured flag is set to 1 and the transition flag is set as described
above.
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If there is no entry for node A in the SDB, then the netwaork security device
400 sends its static public key in a key-packet to node A and drops the original IP-
packet (step 836). The device waits a predetermined time, such as five seconds,
for a reply (step 838). Steps 836 and 838 may be repeated several, e.g., three
times. While waiting for a resbonse, the transition flag is -i=-N. If a reply is
received (step 840), an entry is created in the SDB (step 842), the secured flag =
1 and the transition flag is O. When the static key is received, the network
security device calculates a common static key using its static key and a standard
Diffie-Hellman technique. The transition flag is set to -(N+2). Once the static
common key is calculated, it is used to encrypt the dynamic key exchange {steps
808-822). The inventive device preferably uses the well-known Diffie-Hellman key
exchange protocol.

If no reply is received, the secured flag = 2 and the transition flag in the
entry in the DDB is O because the transition off (step 814).

Both the static and the dynamic key request maybe repeated N, times at
not less then t,,,. time intervals {in a preferred embodiment they are set to 8 tries
and 2 ms, respectively). Note that entries in the SDB are burned in and are
permanent. Entries in the DDB may be volatile, that is, the entries may be
overwritten or lost if the device 400 is turned off.

Note that if the second flag for another node is set at either 2, 3, or 4, the
network security device will continue to attempt a dynamic key exchange every
predetermined period, such as every five minutes.

Expiration of the Dynamic Keys and Synchronization

As indicated above, the dynamic keys have a predetermined lifespan. For
example, new dynamic keys may be generated every 24 hours. When the lifespan
expires, all of the dynamic common key entries, which were calculated using an
expired dynamic key, for other nodes are incorrect. Thus, all secured flags in the
DDB are marked as secured=3. When the dynamic key of a network security
device’s 24 hours expires, a new dynamic key is generated. The secured flag is
then changed back to 1 {(or 2) when the next packet (sent to or received from that

IP-address) initiates a successful dynamic key exchange.
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Because the dynamic keys of each network security device have a particular
lifespan, such as 24 hours, there may be a time difference between times when
two device’s keys expire. For example, if two devices in different time zones are
both programmed to generate new dynamic keys at midnight, there may be several
hours difference between key expiration times. Thus, it is possible that one
device’s dynamic key may expire during a communication. Also, because Internet
communications are connectionless, that is, the receiving party does not have to
be connected to the sending party when the packet is transmitted, one or the
other party’s dynamic key may have expired before the packet is received.

One way to prevent this occurrence is to take into account this time
difference. Referring back to FIG. 6, the DDB entry 600 contai‘ns an entry "time
generated” 606, which indicates the time that the other device’s dynamic key was
generated. This is done by correcting the "time generated” entry by the time
difference between the time the packet was sent (the time stamp entry 604 in the
DDB entr\}) and the time the packet is received (the present time).

Also, the time generated 606 entry indicates to the network security device
400 when the other party’s dynamic key expires. Thus, when a communication
between the nodes is initiated, it may be determined whether a new dynamic key
exchange is warranted, rather than attempting to use an expired common dynamic
key.

During a dynamic key exchange, one party may have received the other
party’s dynamic key. The other side, however, may be calculating the common
dynamic key and sending dynamic key requests encrypted with the static common
key. To avoid having to drop the packet, if a received packet cannot be decrypted
with a dynamic key, the device tries to decrypt the packet using the static key.
As aresult, the packet is dropped only if the packet cannot be decrypted with the
static key, that is, if it is an illegal packet.

Receiving a Key Packet

When a network security device receives an iP-packet containing another
party’s static or dynamic public key (sent either as a reply to a key-request or as
an initiation for a key exchange), the public key is extracted from the packet and

sent to either the CPU 410 or the encryption module 418 for further processing.
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There the shared secret key is calculated from the device’s own private key and
the other party’s just received public key.

As discussed above, these tasks are calculation-intensive, and it may -be
preferable to provide a separate structure, such as the encryption module 418, so

that the throughput of the entire device is not affected.

Packet Prdcessi_ng

Fig. 9 is a flowchart 900 illustrating a packet handling algorithm utilized by
the inventive network security device. lllustratively, the packet arrives with the
source address IP=C (step 901). The packet may arrive from the connected host
at interface 402 or from the network at interface 408.

First consider the case w:here the packet arrives from the host at interface
402. If the packet carries an ICMP (Internet Control Message Protocol) or IGMP
{Internet Gateway Message Protocol) identification (step 902), the packet is
passed to the interface 408 without encryption. However, the source MAC
address in the packet is transiated to the MAC address of interface 408 (step
904). ICMP and IGMP Packets are not addressed to a destination host. Rather
these packets are utilized by intermediate entities in the network, e.g., routers, for
various functions. The source IP address is checked to make sure that it is the
same as the entry burned into the SDB 412 for the connected host. This prevents
an adversary from posing as the connected host to gain access to secure
communications. This is called preventing "IP spoofing” and is described in detail
in U.S. Patent Application Serial No. 08/529,487. The discussion of preventing
IP spoofing is incorporated herein by reference.

If the destination to which the packet is addressed is insecure, the packet
is dropped (step 906, 908). The device may be in a secured/unsecured mode
(special order}. In such case the packet will be sent unchanged.

Next, it is determined if the packet contains a part of a message that has
been fragmented (step 910). If the packet contains a fragment, the fragments are
collected (step 9212} and the message is encrypted (step 914). The encryption
takes place using the common session key and an encipherment function. If the

encrypted message is too long for the particular LAN (step 3186), it is fragmented
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{step 918). An encrypted packet is then transmitted to interface 408 for
transmission into the network 100 (step 920).

An encrypted packet carries a signature in the protocol part of the IP header.
This indicates that the packet is encrypted. The IP address of a packet is not
encrypted, otherwise the packet could not be routed through the network.

The case where the packet arrives via the network at interface 408 is now
considered. If the packet is an ICMP or IGMP packet {step 940) no decryption is
necessary and the packet is sent to the first interface 402 (step 942). If the packet

is a key exchange packet (step 944) the packet is processed according to the key

exchange protocol (step 946). If the packet is not encrypted (step 948) the packet

is dropped (step 950). The device may be in a secured/unsecured mode {special
order}. In such a case the packet will be sent to the client unchanged. If the
packet is encrypted but the network security device does not have the key (step
952), the key exchange protocol is carried out (step 954) and the packet is
dropped (step 956). If the key is available in the dynamic data base of the
network security device, the packet is decrypted {(step 958) and sent to interface
402 (step 960).

For packets received from the network the MAC address of the network
security device is translated into the MAC address of the client. For packets
received from the protected client, the MAC address of the client is translated into
the MAC address of the network security device.

Outgoing Packets

As discussed above, the network security device 100 receives an IP-packet
on the first interface 402, processes it, and sends it onto network 100 via the
second interface 408.

FIG. 10 illustrates an 1P packet 1010 (IP,) received from host 404, an IP
packet (IP,,) 1010 prepared by the network security device 400, and an encrypted
IP,. packet 1030 transmitted by the second interface 408. As seen in FIG. 10,
the IP,, packet 1000 includes a MAC header 1002, containing the host’'s 404 MAC
address, an IP header 1004, containing the host’s IP address, and a payload 1006
containing data. The IP_, packet 1010 includes a MAC header 1012 containing

the network security device's MAC address, an IP header 1014 containing the
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host’s 404 IP address, a proprietary header 1016, a payioad 1118 containing the

data, and a proprietary tail 1020. Preferably, the data in the payload 1118 is

compressed and the proprietary tail 1120 includes packet length, protocol

fragment, and checksum information. The encrypted 1P, packet 1030 preferably

has evérything after the proprietary header 1016 encrypted, including the
compressed data 1018 and the proprietary taii 1020.

FIG. 11 is a flowchart 1100 illustrating the processing of IP,, and IP_,.

{a)

(b)
(c)

(d)
(e)

(g)

(h)

(i)

()

Packet [IP,, 1000 is received from the host 404 at the
first interface 402 (step 1102).

The IP and MAC headers are copied from {P, to IP_, (step 1104).
The destination MAC address in IP,, is replaced by the client’s MAC-
address (step 11086).

Skip over the proprietary-header (step 1108}).

Compress the data from IP,, to IP,, {step 1110). Preferably, the data
is compressed using the LZRW1 compression algorithm.

Save original length, protocol, frag-info from IP,, into the proprietary
tail (step 1112).

In the IP_, header, set do not frag =off, and set IP_ -protocol = 99
(indicating proprietary protocol) (step 1114).

Calculate the checksum and save it in the proprietary tail 1120(step
1118).

Encrypt everything from after the proprietary header until the end of
P, (step 1118).

Fill the proprietary-header in IP,,; set protocol = 191 (encrypted
packet} and calculate the header-checksum {step 1120).

Incoming Packets

For incoming packets, steps {(b)-{j) are performed in reverse order.

Double Integrity Checks

The method illustrated in FIG. 11 provides a double integrity check. The

checksum in the proprietary-header on the sender’s side is calculated after the

encryption and checked on the receiver’s side before decryption, thus providing an

integrity test of the encrypted data in transit.
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The checksum in the proprietary-tail on the sender’s side is calculated before

encryption and checked on the receiver’'s side after decryption. This checksum
provides strong authentication because the static and dynamic keys used -to
encrypt the checksum are known only by the two communicating devices. {Strong
authentication is where one can prove it knows a secret without revealing the
secret.) By using a decrypted checksum that agrees with the packet proves the
sender and receiver share the same key.

If the encrypted tail checksum is replaced with a secure hash function, such
as the well-known MD5 algorithm, after the packet is encrypted, it becomes a
digital signature. Where the tail checksum is encrypted with a static common key,
it verifies that the dynamic public key originated from' the sender, thus
authenticating the sender. When the tail checksum is encrypted with a dynamic
common key, it also verifies that the packet originated from the sender,
authenticating that the packet originated from the sender.

Modifications for Use With LANS

Referring again to FIG. 4B, the network security device 400’ may be
modified to protect a LAN 450 instead of a single host. These modifications are
described below. In this illustrative embodiment, the network security device may
protect a Ciass-C LAN having up to 254 clients (i.e., workstations 454, server
452, etc.), but other LAN types, such as Class-A and Class-B, are also
contemplated by the invention.

During activation, the IP address burned into the flash memory 412 is the
Class-C post of the client LAN’s IP address. A default MAC address, such as Oxf
may also be burned into the flash memory 412. This default MAC address is used
in the static key generation. Recall that the MAC address is used in the static key
seed generation.

A LAN-type network security device 400’ may build a MAC-table 460 which
contains its clients’ IP and MAC addresses. This table serves two functions. First,
it prevents IP spoofing of any of the LAN device’s 400’ clients. Thus, if a packet
is received on the first interface 402 that does not have an {P or MAC address of

one of the nodes in the LAN, that packet is dropped.
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Second, it facilitates the delivery of packets to clients connected to the LAN
450. This permits packets to be sent from one protected client to another without
the packet appearing at the second interface 408.

In short, a unique network security device has been disclosed. Finally, the
above described embodiments of the invention are intended to be illustrative only.
Numerous alternative embodiments may be devised by those skilled in the art

without departing from the scope of the following claims.
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CLAIMS

I claim:

1.

A network security device configured to protect at least one particular node,

the node having a first physical layer address and an Internet address and

which communicates via a network, comprising:

a. a first interface connected to the at least one particular node and
having said first physical layer address of the node;

b. a second interface connected to the network and having a second
physical layer address, and

c. a processing circuit connected to said first and second interfaces,
said processing circuit:

(1} for a packet received at said first interface from said one
particular node and the packet having a header containing a
source address that is the Internet address of the at least one
particular node and said first physical layer address of said one
particular node, the circuit configured to:

A. replace the first physical layer address contained in the
received packet header with the second physical layer
address;

B. determine a checksum verifying the packet and saving
the determined checksum in the packet; and

C. encrypting the packet including the checksum, but
leaving the Internet address unencrypted and its position

in the packet header unchanged;

(2) for a packet received at said second interface from said
network and the packet having a header containing a
destination address that is the Internet address of the at least
one particular node and said second physical layer address of

said second interface, the circuit configured to:

A. decrypt the packet including a received checksum
B. determine if the checksum verifies the packet; and
28

Page 460 of 567



10

15

20

25

30

WO 98/32065 PCT/US97/24201

C. replace the second physical layer address contained in
the received packet header with said first physical layer
address of said at least one particular node before said
packet is transmitted to the at least one particular node,
and leaving the Internet address unencrypted and its

position in the packet header unchanged.

The network security device of claim 1, wherein the processing circuit is
further configured to:
a. for a packet received at the first interface:
(1) determine a second checksum verifying the encrypted packet;
and
(2) save the second checksum in an unencrypted portion of the
packet; and
b. for a packet received at the second interfaée:
(1) determine if the second checksum verifies the encrypted

packet.

A method for transmitting a packet into a network comprising the steps of:
a. generating a packet having a header containing a first media access
control (MAC) address, an |IP address of a destination, and user data,
b. in a network security device which does no routing and is connected
to said network, translating said first MAC address into a second

MAC address of said network security device,

c. determining a checksum for the packet and saving the checksum in
the packet
d. encrypting the user data and the checksum, but not the IP address

and retaining as unchanged said |P address and its position in said

header, and

e. transmitting said packet into said network.
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The method of claim 3, further comprising the steps of:
a. determining a second checksum for the packet, including the
encrypted user data and checksum;

b. saving the second checksum in an unencrypted portion of the packet.

A network security device connected between: (1} a node having an

infemet address and {2) a communication network, the device comprising:

(a) a first interface connected to at least one node, the first interface
having a first media access control (MAC) address;

{b) a second interface connected to the communication network and
having a second MAC address;

(c) a processor connected to the first and second interfaces, the
processor configured to:
(1) receive a packet from the first interface, the packet having a

transport layer header, a network layer header, and the first

MAC address; the processor configured to:

A. replace the first MAC address with the second MAC
address in the received packet,

B. determine a first checksum verifying the received packet
and save the first checksum in the packet;

C. encrypt the received transport layer header and the first
checksum, and to not encrypt the received network
layer header; and to transmit the packet to the second
interface; and

(2) receive a packet from the second interface, the packet having
an encrypted transport layer header and second checksum, an
unencrypted network layer header, and the second MAC
address; the processor configured to:

A. replace the second MAC address with the first MAC
address in the received packet;

B. decrypt the packet including the transport layer header

and the second checksum; and
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C. to transmit the packet to the first interface.

A method for generating a secret key for a network security device

configured to protect at least one host, the secret key being unique to that

network security device, the method comprising the steps of:

a. deriving a seed based on at least one of an Internet protocol {IP} and
physical layer address of the at least cne host; and

b. generating a random number based on the seed.

The method of claim 6, wherein the step of deriving the seed further
comprises deriving' the seed according to:
seed = IP + MAC, + MAC, + serial + time
where:
IP = an IP address for the host;
MAUC, is a least significant portion of a physical layer address of the host;
MAC, is a most significant portion of host’s physical layer address;
serial is a serial number of the network security device; and

time is a time the seed is derived.

The method of claim 6, wherein the step of generating a random number
further comprises supplying the seed to a random number generator and

using an output of the random number generator as the secret key.

A method for synchronizing a key exchange between a first network
security device having a first dynamic key and a second network security
device having a second dynamic key, said first and second dynamic keys
having a predetermined lifespan and in which at least a first dynamic key of
the first network security device may expire before being received by the
second network security device, the method comprising:

a. inciuding with the first dynamic key a time stamp indicating a time

that the dynamic key was transmitted and a time that the dynamic

key was generated;
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the second network security device receiving the first dynamic key,
time stamp, and time the first dynamic key was generated;
maintaining in the second network security device a database
containing the received time stamp and time the first dynamic key
was generated; and

determining a difference between a time indicated in the received
time stamp and a current time; and

correcting the time that the first dynamic key was generated by the

determined difference.

A network security device configured to protect a local area network (LAN)

having a plurality of nodes, each node having a physical layer address and

an Internet address, the LAN being in communication with a second

network, the network security device comprising:

a.

a first interface connected to the LAN;

a second interface connected to the second network and having a

second physical layer address, and

a processing circuit connected to said first and second interfaces,

said processing circuit including a table of physical layer and Internet

addresses of each of the plurality of nodes in the LAN;

(1 for a packet received at said first interface from one of the
plurality of nodes in the LAN and the packet having a header
containing a source address that is the Internet address of the
one of the plurality of nodes, a physical layer address of the
one of the plurality of nodes, and a destination address, the
circuit configured to:

A. determine if the destination address is an Internet
address of another node in the LAN;
i. if so, transmit the packet to the destination node
using the first interface;
ii. if not, then replace the first physical layer address

contained in the received packet header with the
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11.

second physical layer address; and encrypt the
packet leaving the Internet address unencrypted
and its position in the packet header unchanged;
(2) for a packet received at said second interface from said

network and the packet having a header containing a

destination address that is the Internet address of one of the

plurality of nodes and said second physical layer address of
said second interface, the circuit configured to:

A. decrypt the packet;

B. replace the second physical layer address contained in
the received packet header with said physical layer
address of said one of the plurality of nodes before the
packet is transmitted to the one of the plurality of

particular nodes.

The network security device of claim 10, wherein when a packetis received
on the first interface, the processing circuit is further configured to compare
at least one of the physical layer address and the Internet address in the
received packet with the physical layer and internet addresses in the table
to determine whether the packet originated from one of the plurality of

nodes and, if not, dropping the packet.
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In a messaging system having a plurality of simulcasting
base transmitters (104), a plurality of pseudorandom sequence
generators (216) are provided (402) for the plurality of base
transmitters. The plurality of pseudorandom sequence generators
are arranged (403) to ensure that they generate a plurality of
pseudorandom sequences having sub—sequences that are different
from one another during concurrent transmissions by the plurality
of base transmitters. A cancellation-affecting parameter of the
plurality of base transmitters is adjusted (404, 406, 408) in
accordance with the plurality of pseudorandom sequences during
the simulcast transmission from the plurality of base transmitters
to limit intervals of carrier cancellation. In addition, a controller
(512) controls (1106) at least two transmitters (702) to transmit at
least two simulcast signals (902, 904) during a time period. The at
least two simulcast signals produce intersymbol interference at a
receiver. At least one of the transmitters changes (1108) its output
amplitude during a portion of the time period, thereby altering the
intersymbol interference during the portion of the time period.
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LIMITING AN INTERVAL OF CARRIER CANCELLATION AND REDUCING ERRORS CAUSED BY INTERSYMBOL
INTERFERENCE DURING A SIMULCAST TRANSMISSION
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Field of the Invention

This invention relates in general to radio communication systems,
and more specifically to a method and apparatus in a messaging system
for limiting an interval of carrier cancellation and for reducing errors
caused by intersymbol interference during a simulcast transmission.

Background of the Invention

Radioc messaging systems have utilized simulcast transmissions
from multiple transmitters for providing radio coverage to large
geographic areas. During a simulcast transmission a receiver positioned
midway between two transmitters often can receive signals from both
transmitters. The resultant instantaneous sum of the two signals
depends upon their relative phase, and can be either larger or smaller
than either signal alone. For example, if the two signals are substantially
equal in amplitude and phase at the receiver, their resultant sum will be
about twice the amplitude of either signal alone. If, however, the two
signals are substantially equal in amplitude and 180 degrees out of phase,
their resultant sum can be so small as to be undetectable by the receiver,
due to destructive cancellation of the two signals.

Modern messaging systems utilize forward error correcting codes
and bit interleaving to allow messages to be transmitted successfully in
the presence of brief fades and noise bursts. Thus, an error-free message
can be received even in the presence of intervals of destructive
cancellation, provided that the intervals of destructive cancellation are
sufficiently brief. To ensure that the intervals of destructive cancellation
are sufficiently brief, the prior art messaging systems have employed a
technique of permanently offsetting the carrier frequencies of adjacent
transmitters with respect to one another by a small, fixed amount, e.g., 15
to 100 Hz.

A problem with the technique of permanently offsetting the carrier
frequencies of adjacent transmitters is that it requires additional system
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planning and effort in setting up the radio messaging system.
Furthermore, the technique can cause difficulties when adding new
transmitters to an existing system, because the frequency offsets of many
of the existing transmitters may have to be readjusted. In addition, some
specific frequency offsets between adjacent transmitters, e.g., 200 Hz, are
known to cause a higher word error rate, and should be avoided.

Good simulcast transmission has always required some form of
delay equalization or launch time synchronization to ensure that the
transmissions from different transmitters begin at the same time. For
low speed data, having the transmissions begin at the same time has
usually been sufficient. For the high speed data which is becoming more
prevalent today, having the transmissions begin at the same time is
necessary, but not sufficient. The reason is that differential transmission
delay introduced in the air links can become a significant fraction of the
symbol period when the symbol rate is high. When differential
transmission delay becomes a significant fraction of the symbol period,
intersymbol interference can occur when two or more simulcast signals
arrive at the receiver with similar amplitudes. Such intersymbol
interference can cause a high error rate in the received signal.

Thus, what is needed is a method and apparatus for limiting the
intervals of destructive cancellation during simulcast transmissions. The
method and apparatus preferably will limit the intervals of destructive
cancellation without utilizing the prior art technique of permanently
offsetting the carrier frequencies of adjacent transmitters with respect to
one another.

What is further needed is a method and apparatus that can reduce
errors caused by intersymbol interference during a simulcast
transmission when two or more simulcast signals are received at similar
amplitudes with different transmission delays. The method and
apparatus preferably will operate without requiring a custom tuning
adjustment during installation and system setup.

Summary of the Invention

An aspect of the present invention is a method in a messaging
system having a plurality of base transmitters, the method for limiting an
interval of carrier cancellation at a reception point during a simulcast
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transmission. The method comprises the step of providing a plurality of
pseudorandom sequence generators for the plurality of base transmitters,
the plurality of pseudorandom sequence generators arranged to ensure
that they generate a plurality of pseudorandom sequences having sub-
sequences that are different from one another during concurrent
transmissions by the plurality of base transmitters. The method further
comprises the step of adjusting a cancellation-affecting parameter of the
plurality of base transmitters in accordance with the plurality of
pseudorandom sequences during the simulcast transmission from the
plurality of base transmitters.

Another aspect of the present invention is a base transmitter in a
messaging system having a plurality of base transmitters, the base
transmitter for limiting an interval of carrier cancellation at a reception
point during a simulcast transmission. The base transmitter comprises a
transmitter element for transmitting a message, and a processing system
coupled to the transmitter element for controlling the transmitter
element to transmit the message. The base transmitter further comprises
an input interface coupled to the processing system for receiving the
message; and a pseudorandom sequence generator coupled to the
transmitter element, the pseudorandom sequence generator arranged to
ensure that it generates a pseudorandom sequence having sub-sequences
that are different from those generated in other ones of the plurality of
base transmitters during concurrent transmissions by the plurality of base
transmitters. The transmitter element is arranged such that the
pseudorandom sequence generator adjusts a cancellation-affecting
parameter of the transmitter element in accordance with the
pseudorandom sequence during the simulcast transmission from the
base transmitter.

A third aspect of the present invention is a method in a messaging
system having a plurality of base transmitters, the method for limiting an
interval of carrier cancellation at a reception point during a simulcast
transmission. The method comprises the step of providing a plurality of
pseudorandom sequence generators for the plurality of base transmitters,
the plurality of pseudorandom sequence generators arranged to generate
a plurality of pseudorandom sequences having sub-sequences that have
more than a predetermined probability of being different from one
another during concurrent transmissions by the plurality of base
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transmitters. A parameter of the plurality of pseudorandom sequences is
optimized according to a characteristic of a communication protocol
utilized by the messaging system. The method further comprises the step
of adjusting a cancellation-affecting parameter of the plurality of base
transmitters in accordance with the plurality of pseudorandom sequences
during the simulcast transmission from the plurality of base transmitters.

A fourth aspect of the present invention is a method in a wireless
communication system for reducing errors caused by intersymbol
interference in at least two simulcast signals transmitted during a time
period. The at least two simulcast signals are received at similar
amplitudes and have different transmission delays with respect to one
another. The method comprises the steps of transmitting the at least two
simulcast signals from a corresponding at least two transmitters, and
changing an output amplitude of at least one of the at least two
transmitters during a portion of the time period, thereby altering the
intersymbol interference during the portion of the time period.

A fifth aspect of the present invention is a transmitter in a wireless
communication system for reducing errors caused by intersymbol
interference in at least two simulcast signals transmitted during a time
period. The at least two simulcast signals are received by a receiver at
similar amplitudes and have different transmission delays with respect to
one another. The transmitter comprises a transmitter element for
transmitting a first simulcast signal sent simultaneously with at least a
second simulcast signal from another transmitter, and a modulator
coupled to the transmitter element for changing an output amplitude of
the transmitter during a portion of the time period, thereby altering the
intersymbol interference at the receiver during the portion of the time
period.

A sixth aspect of the present invention is a controller in a wireless
communication system for reducing errors caused by intersymbol
interference in at least two simulcast signals transmitted during a time
period. The at least two simulcast signals are received at similar
amplitudes and have different transmission delays with respect to one
another. The controller comprises a network interface for receiving a
message from a message originator, and a processing system coupled to
the network interface for processing the message. The controller further
comprises a base station interface coupled to the processing system for
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controlling a transmitter to transmit one of the at least two simulcast
signals. The processing system is programmed to control the transmitter
to change an output amplitude of the transmitter during a portion of the
time period, thereby altering the intersymbol interference during the
portion of the time period.

Brief Description of the Drawings

FIG. 1 is an electrical block diagram of a messaging system in
accordance with the present invention.

FIG. 2 is an electrical block diagram of an exemplary inplementation
of a base transmitter in accordance with the present invention.

FIG. 3 is a diagram depicting amplitude and relative phase of two
carriers offset in frequency in accordance with the present invention.

FIG. 4 is a flow chart depicting operation of the messaging system in
accordance with the present invention.

FIG. 5 is an electrical block diagram of an exemplary wireless
communication system in accordance with the present invention.

FIG. 6 is an electrical block diagram of an exemplary controller in
accordance with the present invention.

FIG. 7 is an electrical block diagram of an exemplary base station in
accordance with the present invention.

FIG. 8 is a timing diagram depicting intersymbol interference in a
prior art wireless communication system.

FIG. 9 is a timing diagram depicting reduced intersymbol
interference in the wireless communication system in accordance with
the present invention.

FIG. 10 is an exemplary protocol diagram in accordance with the
present invention.

FIG. 11 is a flow diagram depicting operation of the exemplary
wireless communication system in accordance with the present

invention.
Detailed Description of the Drawings

Referring to FIG. 1, an electrical block diagram of a messaging system
in accordance with the present invention comprises a plurality of
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subscriber units 102, which communicate by radio with a fixed portion of
the radio system, comprising a plurality of base transmitters 104 and a
plurality of controllers 110. The base transmitters 104 are coupled via
communication links 106 to the plurality of controllers 110 for control by
and communication with the plurality of controllers 110 utilizing well-
known techniques. The controllers 110 are coupled to a home controller
120 via communication links 122, 124, and via a conventional
communication network 108 for receiving selective call messages from
the home controller 120. The home controller 120 and the controllers 110
preferably communicate by utilizing a well-known protocol, e.g., the
Telocator Network Paging Protocol (TNPP), the Wireless Messaging
transfer protocol (WMtp™), or the InterPaging Networking Protocol
(IPNP). It will be appreciated that, alternatively, the home controller 120
and the controller 110 can be collocated. The home controller 120 is
preferably coupled via telephone links 126 to a public switched telephone
network 112 (PSTN) for receiving the messages from message originators
utilizing, for example, a telephone 114 or a personal computer 116 to
originate the messages. It will be appreciated that, alternatively, other
types of communication networks, e.g., packet switched networks, local
area networks, and the Internet can be utilized as well for transporting
originated messages to the home controller 120. The hardware of the
home controller 120 is preferably similar to the Wireless Messaging
Gateway (WMG™) Administrator! paging terminal, while the hardware
of the controllers 110 is preferably similar to that of the RF-Conductor!™
message distributor, both manufactured by Motorola, Inc. of Schaumburg,
IL. The hardware of the base transmitters 104 is preferably similar to that
of the Nucleus® and RF-Orchestra!® transmitters manufactured by
Motorola, Inc. It will be appreciated that other similar hardware can be
utilized as well for the home controller 120, the controllers 110, and the
base transmitters 104. It will be further appreciated that the present
invention can be applied to both one-way and two-way selective call
messaging systems.

The protocol utilized for transmitting the messages between the base
transmitters 104 and the subscriber units 102 is preferably similar to Motorola's
well-known FLEX™ family of digital selective call signaling protocols. These
protocols utilize well-known error detection and error correction techniques

and are therefore tolerant to bit errors occurring during transmission,

-6-

Page 482 of 567



WO 99/22463 PCT/US98/22801

10

20

25

30

provided that the bit errors are not too numerous in any one code word. It
will be appreciated that other similar messaging protocols can be used as well.

Referring to FIG. 2, an electrical block diagram depicts an exemplary
inplementation of the base transmitter 104 in accordance with the present
invention. The base transmitter 104 comprises an antenna 204 for
emitting a radio signal comprising a message. The base transmitter 104
further comprises a conventional transmitter element 208 coupled to the
antenna 204 for transmitting the message, and a processing system 206
coupled to the transmitter element 208 for controlling the transmitter
element 208 to transmit the message. The processing system is further
coupled to a conventional pseudorandom sequence generator 216, which
is also coupled to the transmitter element 208. The pseudorandom
sequence generator 216 is arranged to ensure that it generates a
pseudorandom sequence having sub-sequences that are different from
those generated in other ones of the plurality of base transmitters during
concurrent transmissions by the plurality of base transmitters, as
described further below. Preferably, the pseudorandom sequence
generator 216 is further arranged to provide a pseudorandom sequence
identical to that of other base transmitters of the plurality of base
transmitters, but initialized, concurrently with the other base
transmitters, with a seed value different from that of the other base
transmitters. It will be appreciated that, alternatively, the pseudorandom
sequence generator 216 can be arranged to provide a pseudorandom
sequence that is different from that of other base transmitters 104 of the
plurality of base transmitters by, for example, enabling different feedback
taps on the pseudorandom sequence generators 216 associated with

different base transmitters 104. In addition, the pseudorandom sequence

generator 216 preferably has at least a predetermined minimum number
of stages, e.g., 20 stages. This preference facilitates allowing the base
transmitters 104 to be concurrently initialized with different seed values
226 derived, for example, from the serial number of the base transmitters
104. It also will be appreciated that, alternatively, the pseudorandom
sequence generator 216 can be incorporated into the processing system
206, where its functions can be performed in software.

The transmitter element 208 is arranged such that the
pseudorandom sequence generator 216 adjusts a cancellation-affecting
parameter of the transmitter element 208 in accordance with the
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pseudorandom sequence during a simulcast transmission from the base
transmitter 104. More specifically, the transmitter element 208 preferably
includes a conventional frequency modulator (not shown) coupled to the
pseudorandom sequence generator 216 such that the pseudorandom
sequence generator 216 adjusts the carrier frequency of the base
transmitter 104 in accordance with the pseudorandom sequence. In the
simplest case, the pseudorandom sequence generator 216 cooperates with
the transmitter element 208 to adjust the carrier frequency of the base
transmitter 104 to one of two levels, e.g., +50 Hz, about a predetermined
nominal carrier frequency. It will be appreciated that, alternatively, the
pseudorandom sequence generator 216 and the transmitter element 208
can be arranged to adjust the carrier frequency to one of N predetermined
levels in accordance with the pseudorandom sequence, N being an
integer greater than unity. It will be further appreciated that,
alternatively, the transmitter element 208 can be arranged such that
another cancellation-affecting parameter of the base transmitter 104, e.g.,
the carrier phase or the carrier amplitude, is adjusted in accordance with
the pseudorandom sequence, through well-known techniques. It also
will be appreciated that, alternatively, the transmitter element 208 can be
arranged such that the pseudorandom sequence generator 216 adjusts at
least two cancellation-affecting parameters selected from a group of
cancellation-affecting parameters consisting of the carrier frequency, the
carrier phase, and the carrier amplitude. In addition, it will be
appreciated that the pseudorandom sequence may have to be filtered to
prevent instantaneous shifts of the cancellation-affecting parameter(s).

Preferably, the pseudorandom sequence generator 216 is further
arranged to optimize a parameter of the plurality of pseudorandom
sequences according to a characteristic of the communication protocol
utilized by the messaging system, such that the intervals of destructive
cancellation will exist only long enough to potentially destroy, i.e., change
the value of, less than a predetermined number of bits, e.g., two bits, of a
given (interleaved) code word, which will fall within the error correction
capability of the protocol. This essentially moves the bit errors around,
distributing them randomly such that the forward error correction is very
likely to correct all the errors caused by the intervals of destructive

cancellation.
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For example, consider the FLEX protocol, which uses (32,21) BCH
code words interleaved such that there are 5 ms intervals between bits
corresponding to the same code word. Each block of interleaved code
words lasts 160 ms. Consider the case of no dithering and no frequency
offsets and a 1 Hz frequency error between two adjacent FM transmitters.
The interval of destructive cancellation may last on the order of 100 ms,
which will destroy most code word bits (exceeding the forward error
correction capability) in 1 or 2 interleaved blocks of the transmission, yet
leaving another 4 or 5 interleaved blocks error free. In this condition
little benefit is derived from the forward error correction. Now consider
the use of pseudorandom frequency dithering in accordance with the
present invention, e.g., = 50 Hz about a nominal frequency, with the
duration of each dither set to 7.5 ms, for example. An interval of
destructive cancellation lasting 7.5 ms and repeating no more frequently
than every 160 ms will destroy, on average, 3/4 bit from each code word.
If a random phase difference between two signals generates an interval of
destructive cancellation with a probability of 0.1 (as derived further
below), then, on average, a destructive phase condition will occur 1.6
times per code word in each block, advantageously allowing a greatly
increased benefit from forward error correction coding.

Again referring to FIG. 2, the processing system 206 is further
coupled to a conventional clock 202 for generating a timing signal for the
base transmitter 104. The accuracy of the timing signal preferably is
sufficient to maintain synchronization of the pseudorandom sequence
generator 216 within a small time tolerance, e.g., 100 microseconds,
between resynchronizations of the pseudorandom sequence generator
216. It will be appreciated that, alternatively, the timing signal can be
derived from a Global Positioning Satellite (GPS) receiver. The
processing system 206 is also coupled to a conventional input interface
214 for receiving the message via the communication link 106.

The processing system 206 comprises a conventional processor 210
and a conventional memory 212. The memory 212 includes locations for
storing messages 222 received through the input interface 214 and,
preferably, a pseudorandom sequence seed value 226 derived, for
example, from a serial number uniquely assigned by the factory to the
base transmitter 104. The memory 212 also includes software elements
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for message processing 224 and pseudorandom sequence synchronization
228 in accordance with the present invention.

Referring to FIG. 3, a diagram 300 depicting amplitude (represented
by length) and relative phase (8) of two carriers Al, A2 offset in frequency
in accordance with the present invention and received by a receiver at a
reception point between two of the base transmitters 104. Assume, for
example, that the frequency of the carrier A2 is higher than that of the
carrier Al. The resulit is that the phase of A2 is changing faster with time
than that of Al. Periodically, the relative phase 8 at the receiver is such
that A2 enters the shaded area defined as the zone of destructive
cancellation 302. The zone of destructive cancellation 302 preferably is
defined, by way of example, to correspond to

09t <6< 1.1m.

As 0 traverses 21 for each full revolution, one can conclude that for a
fixed, nonzero frequency difference between Al and A2 the probability
that A2 is in the zone of destructive cancellation 302 at a randomly
chosen instant of time is P = 0.1. For a pseudorandomly varied
frequency difference between Al and A2 in accordance with the present
invention the probability that A2 is in the zone of destructive
cancellation 302 at a randomly chosen instant of time is also P = 0.1.
The instantaneous power at the receiver is

P(t) = (A1+A2cos(8))2 + (A2sin(0))2.

If Al = A2 =1, the average power is 2.0. At0.9n and 1.1x the
instantaneous power is approximately 0.1. Thus, within the defined zone
of destructive cancellation 302 the instantaneous power is approximately
13 dB or more below the average power. While there is no way to
prevent the two carriers Al and A2 from entering the zone of destructive
cancellation 302, it is highly desirable to minimize their stay in the zone,
as is advantageously accomplished in accordance with the present
invention, as described further below. It will be appreciated that,
alternatively, other exemplary ranges of 6 can be utilized to define the
zone of destructive cancellation 302.
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FIG. 4 is a flow chart 400 depicting operation of the messaging system
in accordance with the present invention. The flow chart 400 begins with
providing 402 the pseudorandom sequence generators 216 for the base
transmitters 104. After the messaging system is powered up, the
processing systems 206 access the seed values 226 corresponding to each of
the base transmitters 104. The processing systems 206 then load 403 the
seed values 226 and simultaneously restart the pseudorandom sequence
generators 216. The restarting of the pseudorandom sequence generators
216 is preferably synchronized by the communication protocol to recur,
for example, at the top of each hour. Concurrently restarting the
pseudorandom sequence generators 216 periodically in this manner with
different seed values 226 advantageously allows identical-sequence
pseudorandom sequence generators 216 to be utilized for the base
stations, while ensuring that the pseudorandom sequences contain sub-
sequences that are different from one another during concurrent
transmissions by the base transmitters 104 (due to the sequences being
offset from one another by the different seed values 226). It will be
appreciated that, alternatively, the pseudorandom sequence generators
216 can comprise different-sequence pseudorandom sequence generators
to ensure that the pseudorandom sequences generated thereby are
different from one base transmitter 104 to the next.

Next, the processing systems 206 preferably begin adjusting the
carrier frequencies 404 of the corresponding transmitter elements 208
according to the pseudorandom sequences. Alternatively, the processing
systems 206 can adjust another cancellation-affecting parameter, such as
the carrier phases 406 and/or the carrier amplitudes 408 in addition to, or
in lieu of, adjusting the carrier frequencies. For the case of frequency or
phase adjustment, the processing systems 206 preferably are programmed
to ensure a uniformly distributed phase between 0 and 2r. The
processing systems 206 also check 410 whether it is time to resynchronize
the pseudorandom sequence generators 216. If so, the flow returns to step
403. If not, the flow returns to the appropriate ones of the adjusting steps
404, 406 and 408.

Simulations in accordance with the present invention have
demonstrated that by continuously adjusting a cancellation-affecting
parameter of the base stations in accordance with the present invention,
the intervals of destructive carrier cancellation advantageously are
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limited in length and are randomly dispersed throughout the interleaved
transmission blocks of the communication protocol, thereby substantially
reducing the word error rate. The simulations have further
demonstrated that no other carrier frequency offsetting technique is
needed to meet performance objectives. In addition, by randomizing the
starting points of the pseudorandom sequences through the use of seed
values derived from a random number source, which can include the
base station serial numbers, no additional system planning effort is
required for adjusting the base stations relative to one another to limit
carrier cancellation.

FIG. 5 is an electrical block diagram of an exemplary wireless
communication system in accordance with the present invention, comprising
a fixed portion 502 including a controller 512 and a plurality of base stations
516, the wireless communication system also including a plurality of receivers
522. The base stations 516 preferably communicate with the receivers 522
utilizing conventional radio frequency (RF) signals for sending simulcast
transmissions in accordance with the present invention, as will be explained
further below. The base stations 516 are coupled by communication links 514
to the controller 512, which controls the base stations 516.

The hardware of the controller 512 is preferably a combination of the
Wireless Messaging Gateway (WMG™) Administrator! paging terminal, and
the RF-Conductor!™ message distributor manufactured by Motorola, Inc., and
includes software modified in accordance with the present invention. The
base stations 516 comprise a transmitter preferably similar to the RF-Orchestra!
transmitter, modified in accordance with the present invention, and can
include, in two-way wireless communication systems, the RF-Audience!™
receiver manufactured by Motorola, Inc. The receivers 522 are preferably
similar to the Advisor Gold™ and Pagefinder™ wireless communication
units, also manufactured by Motorola, Inc. It will be appreciated that other
similar hardware can be utilized as well for the controller 512, the base stations
516, and the receivers 522.

Each of the base stations 516 transmits RF signals to the receivers 522 via
an antenna 518. The RF signals transmitted by the base stations 516 to the
receivers 522 (outbound messages) comprise selective call addresses
identifying the receivers 522, and voice and data messages originated by a
caller, as well as commands originated by the controller 512 for adjusting
operating parameters of the radio communication system.
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The controller 512 preferably is coupled by telephone links 501 to a public
switched telephone network (PSTN) 510 for receiving selective call message
originations therefrom. Selective call originations comprising voice and data
messages from the PSTN 510 can be generated, for example, from a
conventional telephone 511 or a conventional computer 517 coupled to the
PSTN 510. It will be appreciated that, alternatively, other types of
communication networks, e.g., packet switched networks, the Internet, and
local area networks, can be utilized as well for transporting originated
messages to the controller 512.

The over-the-air protocol utilized for the transmissions is preferably
selected from Motorola's well-known FLEX™ family of digital selective call
signaling protocols. These protocols utilize well-known error detection and
error correction techniques and are therefore tolerant to bit errors occurring
during transmission, provided that the bit errors are not too numerous. It
will be appreciated that other suitable protocols can be used as well. It will be
further appreciated that, while one embodiment for practicing the present
invention is a one-way wireless communication system, the present
invention is applicable also to a two-way wireless communication system.

FIG. 6 is an electrical block diagram depicting an exemplary
controller 512 in accordance with the present invention. The controller
512 comprises a network interface 618 for receiving a message from a
message originator via the telephone links 501. The network interface
618 is coupled to a processing system 610 for controlling and
communicating with the network interface 618. The processing system is
coupled to a base station interface 604 for controlling and communicating
with the base stations 516 via the communication links 514. The
processing system 610 is also coupled to a conventional clock 630 for
providing a timing signal to the processing system 610. The processing
system 610 comprises a conventional computer 612 and a conventional
mass medium 614, e.g., a magnetic disk drive, programmed with
information and operating software in accordance with the present
invention. The mass medium 614 comprises a subscriber database 620,
including information about the receivers 522 controlled by the controller
512. The mass medium 614 also includes a message processing element
622 for programming the processing system 610 to process messages for
the receivers 522 in a conventional manner. In accordance with the
present invention, the mass medium 614 also includes a transmitter
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output amplitude control element 624 for programming the processing
system to control the transmitter 702 (FIG. 7) of the base stations 516 to
change an output amplitude of the transmitter 702 during a portion of a
time period during which simulcast transmissions are sent, thereby
altering the intersymbol interference during the portion of the time
period.

FIG. 7 is an electrical block diagram of an exemplary base station 516
in accordance with the present invention. The base station 516 comprises
the antenna 518 for radiating a signal comprising a message. The antenna
518 is coupled to a transmitter 702 for transmitting the message. The
transmitter 702 preferably comprises a conventional frequency shift keyed
(FSK) transmitter element 708 for transmitting a first simulcast signal
sent simultaneously with at least a second simulcast signal from another
transmitter 702 (as coordinated by the controller 512 through well-known
techniques). It will be appreciated that, alternatively, other types of
transmitter elements for demodulating other types of modulated signals
can be utilized as well for the transmitter element 708. The transmitter
702 further comprises a conventional amplitude modulator 703 coupled
to the transmitter element 708 for changing an output amplitude of the
transmitter 702 during a portion of the time period of the first simulcast
signal, thereby altering the intersymbol interference at the receiver
during the portion of the time period. The transmitter 702 is coupled to a
processing system 706 for processing the message and for controlling the
transmitter 702 in accordance with the present invention. A
conventional controller interface 714 preferably is also coupled to the
processing system 706 for interfacing with the controller 512 via the
communication link 514 through well-known techniques. In addition, a
conventional clock 707 is coupled to the processing system 706 for
providing a timing signal thereto.

The processing system 706 comprises a conventional processor 710
and a conventional memory 712. The memory 712 comprises software
elements and other variables for programming the processing system 706
in accordance with the present invention. The memory 712 includes a
transmitter control element 722 for controlling the transmitter 702
through well-known techniques. In addition, the memory 712 includes a
message processing element 724 for programming the processing system
706 to process the message in a conventional manner. The memory 712
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further comprises a transmitter output amplitude control element 726 for
cooperating with the modulator 703 to control the output amplitude of
the transmitter 702 in accordance with the present invention, as described
further below.

FIG. 8 is an exemplary timing diagram 800 depicting intersymbol
interference in a prior art wireless communication system. The diagram
800 depicts amplitude versus time of a first signal 802 from a first
simulcast transmitter and a second signal 804 from a second simulcast
transmitter, the second signal 804 identical to, but delayed with respect to,
the first signal 802. When the first and second signals 802, 804 are
received by a receiver at nearly the same amplitudes, e.g., less than 4 dB of
difference, the received signal 806 can comprise indeterminant areas 808
where the received bit cannot be decoded. When the indeterminant areas
808 occupy more than about 50% of the symbol period (corresponding to a
differential delay of 25% of the symbol period), receiver sensitivity begins
to be reduced slightly. When the indeterminant areas increase to 100% of
the symbol period (corresponding to a differential delay of 50% of the
symbol period), receiver sensitivity is reduced to zero.

FIG. 9 is an exemplary timing diagram 900 depicting reduced
intersymbol interference in the wireless communication system in
accordance with the present invention. The diagram 900 depicts
amplitude versus time of a first signal 902 and a second signal 904. A
"nominal” value of the amplitude of the first and second signals is
represented by the dashed lines 910. Note that during a portion of the
time period of the first and second signals 902, 904, the amplitude is
changed above and/or below the nominal value, preferably by adjusting
the output amplitude of the transmitter 702 by the modulator 703 under
control of the processing system 706, in accordance with the present
invention. When the nominal values of the first and second signals 902,
904 would be received by a receiver at nearly the same amplitudes, the
advantageous effect of changing the output amplitudes of the first and
second signals 904, 904 is demonstrated by the decoded signal 906. Note
that the indeterminant areas 908 advantageously are reduced in number
compared to the diagram 800. The reason for the reduced number of
indeterminant areas 908 is that when the amplitudes of the first and
second signals 902, 904 are different by more than about 4 dB, receiver
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"capture” causes one of the signals to dominate, and the intersymbol
interference goes away.

FIG. 10 is an exemplary protocol diagram 1000 in accordance with the
present invention. This protocol is used by the controller 912 to
communicate to the base station 916 how the transmitter 702 is to change
its output amplitude during simulcast transmissions. The diagram 1000
comprises a synchronization portion 1002 for synchronizing the base
station 916 with the communications of the controller 912, using well-
known techniques. The diagram 1000 further comprises a type indication
1004 for indicating the message type, e.g., output amplitude control
command. In addition, the diagram 1000 includes a command 1006 for
controlling the output amplitude configuration of the base station
transmitter 702. This protocol advantageously allows the base station 916
to be reconfigured from time to time with regard to how it changes the
output amplitude of its transmissions in accordance with the present
invention. As an alternative, the base station 916 can be pre-
programmed, either in the field or during manufacture, with fixed
instructions as to how the transmitter 702 should change its output
amplitude during simulcast transmissions.

FIG. 11 is a flow diagram 1100 depicting operation of the exemplary
wireless communication system in accordance with the present
invention. The diagram 1100 preferably begins with the controller 912
communicating with the base station 916 to control 1102 the transmitter
1102 to change the output amplitude of its transmissions during a portion
of the time period of each simulcast transmission. Simulations have
shown that relatively small changes in the output amplitude, e.g. about
+0.5 dB, can produce a sizable, e.g., two to one, improvement in word
error rate. Alternatively, the transmitter 1102 can be arranged 1104
during installation and setup, or during manufacture, to change the
output amplitude during a portion of the time period of each simulcast
transmission. However the transmitter 1102 is programmed, the
controller 912 then controls the base stations 916 to send a simulcast
transmission. The transmitter 1102 then performs 1106 according to its
programmed instructions for changing the output amplitude. Preferably,
the transmitter 1102 changes the cutput amplitude as a predetermined
function of time, in synchronism with the symbols transmitted by the
transmitter 1102.
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In one embodiment, the transmitter 1102 is arranged such that the
output amplitude of a central portion of each symbol does not change,
while the output amplitude of non-central portions of the symbol do
change. This technique exploits the fact that with normally encountered
differential delay characteristics, intersymbol interference occurs
primarily in the non-central portions of the symbols. In another
embodiment, the transmitted signal comprises an error correcting code
that can correct a predetermined number of errors in a code block, and the
transmitter 1102 changes the output amplitude according to a
pseudorandom sequence having a predetermined number of states, e.g.,
two states, during a transmission of the code block. In this embodiment,
it is preferred that the transmitters 1102 in the wireless communication
system utilize pseudorandom sequences that are offset from one another,
so that different transmitters 1102 do not adjust their output amplitudes
identically at every step of the sequence. In yet another embodiment, the
transmitter 1102 is arranged to repeat a change to the output amplitude
for a number of symbols, wherein the number of symbols is determined
from an encoding characteristic employed by the wireless communication
system, e.g., the length of an error correcting code block.

Regardless which embodiment in accordance with the present
invention is used, an overall objective is to reduce errors due to
intersymbol interference. When used with an error correcting code, the
present invention often can reduce the number of received errors
sufficiently to change an uncorrectable number of errors into a correctable
number of errors, thereby advantageously salvaging a message which
would otherwise have been corrupted.

Thus, it should be clear from the preceding disclosure that the
present invention provides a method and apparatus for limiting the
intervals of destructive cancellation during simulcast transmissions. The
method and apparatus advantageously limits the intervals of destructive
cancellation without utilizing the administratively difficult prior art
technique of permanently offsetting the carrier frequencies of adjacent
transmitters with respect to one another. In addition, the present
invention provides a method and apparatus that advantageously reduces
errors caused by intersymbol interference during a simulcast
transmission when two or more simulcast signals are received at similar

amplitudes with different transmission delays. The method and
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apparatus operates without requiring a custom tuning adjustment during

installation and system setup.
Many modifications and variations of the present invention are

possible in light of the above teachings. Thus, it is to be understood that,
within the scope of the appended claims, the invention can be practiced
other than as described herein above for the exemplary embodiments.

What is claimed is:
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CLAIMS

1. A method in a messaging system having a plurality of base
transmitters, the method for limiting an interval of carrier cancellation at
a reception point during a simulcast transmission, the method
comprising the steps of:

providing a plurality of pseudorandom sequence generators
for the plurality of base transmitters, the plurality of pseudorandom
sequence generators arranged to ensure that they generate a plurality of
pseudorandom sequences having sub-sequences that are different from
one another during concurrent transmissions by the plurality of base
transmitters; and

adjusting a cancellation-affecting parameter of the plurality
of base transmitters in accordance with the plurality of pseudorandom
sequences during the simulcast transmission from the plurality of base
transmitters.

2. A base transmitter in a messaging system having a plurality of
base transmitters, the base transmitter for limiting an interval of carrier
cancellation at a reception point during a simulcast transmission, the base
transmitter comprising:

a transmitter element for transmitting a message;

a processing system coupled to the transmitter element for
controlling the transmitter element to transmit the message;

an input interface coupled to the processing system for
receiving the message; and

a pseudorandom sequence generator coupled to the
transmitter element, the pseudorandom sequence generator arranged to
ensure that it generates a pseudorandom sequence having sub-sequences
that are different from those generated in other ones of the plurality of
base transmitters during concurrent transmissions by the plurality of base
transmitters,

wherein the transmitter element is arranged such that the
pseudorandom sequence generator adjusts a cancellation-affecting
parameter of the transmitter element in accordance with the
pseudorandom sequence during the simulcast transmission from the

base transmitter.
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3. The base transmitter of claim 2, wherein the transmitter
element is further arranged such that the pseudorandom sequence
generator adjusts a carrier frequency of the base transmitter.

4.  The base transmitter of claim 2, wherein the transmitter
element is further arranged such that the pseudorandom sequence
generator adjusts a carrier phase of the base transmitter.

5.  The base transmitter of claim 2, wherein the transmitter
element is further arranged such that the pseudorandom sequence
generator adjusts a carrier amplitude of the base transmitter.

6. The base transmitter of claim 2, wherein the transmitter
element is further arranged such that the pseudorandom sequence
generator adjusts at least two cancellation-affecting parameters selected
from a group of cancellation-affecting parameters consisting of a carrier
frequency, a carrier phase, and a carrier amplitude.

7.  The base transmitter of claim 2, wherein the pseudorandom
sequence generator is further arranged to optimize a parameter of the
plurality of pseudorandom sequences according to a characteristic of a
communication protocol utilized by the messaging system.

8.  The base transmitter of claim 2, wherein the pseudorandom
sequence generator is further arranged to provide a pseudorandom
sequence identical to that of other base transmitters of the plurality of
base transmitters but initialized, concurrently with the other base
transmitters, with a seed value different from that of the other base
transmitters.

9. The base transmitter of claim 2, wherein the pseudorandom
sequence generator is further arranged to provide a pseudorandom

sequence that is different from that of other base transmitters of the
plurality of base transmitters.
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10. The base transmitter of claim 2, wherein the pseudorandom
sequence generator has at least a predetermined minimum number of

stages.

11. The base transmitter of claim 2,
wherein the transmitter element is further arranged to
adjust the cancellation-affecting parameter to one of N predetermined
levels in accordance with the pseudorandom sequence, N being an
integer greater than unity.

12. A method in a messaging system having a plurality of base
transmitters, the method for limiting an interval of carrier cancellation at
a reception point during a simulcast transmission, the method
comprising the steps of:

providing a plurality of pseudorandom sequence generators
for the plurality of base transmitters, the plurality of pseudorandom
sequence generators arranged to generate a plurality of pseudorandom
sequences having sub-sequences that have more than a predetermined
probability of being different from one another during concurrent
transmissions by the plurality of base transmitters, wherein a parameter
of the plurality of pseudorandom sequences is optimized according to a
characteristic of a communication protocol utilized by the messaging
system; and

adjusting a cancellation-affecting parameter of the plurality
of base transmitters in accordance with the plurality of pseudorandom
sequences during the simulcast transmission from the plurality of base

transmitters.

-21-

Page 497 of 567



10

20

25

30

WO 99/22463 PCT/US98/22801

13. A method in a wireless communication system for reducing
errors caused by intersymbol interference in at least two simulcast signals
transmitted during a time period, the at least two simulcast signals
received at similar amplitudes and having different transmission delays
with respect to one another, the method comprising the steps of:

transmitting the at least two simulcast signals from a
corresponding at least two transmitters; and

changing an output amplitude of at least one of the at least
two transmitters during a portion of the time period, thereby altering the
intersymbol interference during the portion of the time period.

14. A transmitter in a wireless communication system for reducing
errors caused by intersymbol interference in at least two simulcast signals
transmitted during a time period, the at least two simulcast signals
received by a receiver at similar amplitudes and having different
transmission delays with respect to one another, the transmitter
comprising;:

a transmitter element for transmitting a first simulcast signal
sent simultaneously with at least a second simulcast signal from another
transmitter; and

a modulator coupled to the transmitter element for changing
an output amplitude of the transmitter during a portion of the time
period, thereby altering the intersymbol interference at the receiver
during the portion of the time period.

15. The transmitter of claim 14, wherein the modulator is arranged
to change the output amplitude in synchronism with a symbol

transmitted from the transmitter.

16. The transmitter of claim 14, wherein the modulator is arranged
to change the output amplitude as a predetermined function of time.
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17. The transmitter of claim 14,
wherein the modulator is arranged to change the output
amplitude in synchronism with a symbol transmitted from the
transmitter, such that the output amplitude of a central portion of the
symbol does not change, while the output amplitude of non-central
portions of the symbol do change.

18. The transmitter of claim 14,
wherein the first simulcast signal comprises an error
correcting code that can correct a predetermined number of errors in a
code block, and
wherein the modulator is arranged to change the output
amplitude according to a pseudorandom sequence having a
predetermined number of states during a transmission of the code block.

19. The transmitter of claim 14, wherein the modulator is arranged
to repeat a change to the output amplitude for a number of symbols,
wherein the number of symbols is determined from an encoding
characteristic employed by the wireless communication system.

20. A controller in a wireless communication system for reducing
errors caused by intersymbol interference in at least two simulcast signals
transmitted during a time period, the at least two simulcast signals
received at similar amplitudes and having different transmission delays
with respect to one another, the controller comprising:

a network interface for receiving a message from a message
originator;

a processing system coupled to the network interface for
processing the message; and

a base station interface coupled to the processing system for
controlling a transmitter to transmit one of the at least two simulcast
signals,

wherein the processing system is programmed to control the
transmitter to change an output amplitude of the transmitter during a
portion of the time period, thereby altering the intersymbol interference
during the portion of the time period.
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{57) Abstract

The present invention simplifies known data scramblers by making use of the synchronisation frames, normally used for measuring
channel characteristics, as a source of pseudo-random data which can be combined with incoming user data. The present invention has
particular application to multi-carrier transmission systems which employ DMT, or OFDM. Many of these transmission systems send
known data, usually referred to as synchronisation frames, to measure channel characteristics such as signal to noise ratio. The known data
contained in a synchronisation frame is selected to have a suitable statistical distribution, e.g. pseudo-random. In the data scrambler of the
present invention, user data bits are combined with the known synchronisation frame data using an exclusive-OR function. This results in
a statistically and computationally efficient scrambling of the user data.
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Improvements in, or Relating to, Data Scramblers

The present invention relates to data scramblers and descrambilers,
suitable for use with a multi-camrier transmission system, multi-carrier transmission
systems incorporating data scramblers and de-scramblers, and methods for

scrambling and descrambling data in multi-carrier transmission systems.

Most telecommunications transmission systems are designed to give
optimum performance when uncorrelated data is transmitted over them.
Unfortunately, user data is not usually uncorrelated and may, for example, include
relatively long strings of binary “0"s, or “1"s. If such data is transmitted over a
transmission system intended for uncorrelated data, it can resuilt in saturation, i.e.
too large a dynamic range, synchronisation drift, etc.. This problem has long been
recognised by telecommunications engineers and the conventional solution is to

scramble the incoming user data so that it behaves as though it was uncorrelated
data.

Known data scramblers employ an algorithm to combine user data with a

random data string, thereby producing an uncorrelated data stream for
transmission.

The present invention simplifies known data scramblers by making use of
the synchronisation frames, normally used for measuring channel characteristics,

as a source of pseudo-random data which can be combined with incoming user
data.

The present invention has particular application to muiti-carrier transmission
systems, including copper based transmission systems such as ADSL, VDSL and
HDSL which employ DMT, and/or radio based transmission systems employing
OFDM. Many of these transmission systems send known data, usually referred
to as synchronisation frames, to measure chanpel characteristics such as signal
to noise ratio. The known data contained in a synchronisation frame is selected

to have a suitable statistical distribution, e.g. pseudo-random. In a typical DMT
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system, used at the present time, the known synchronisation frame data compriseé
two bits per sub-carrier. In other words, a predetermined 4-QAM signal is
transmitted on each sub-carrier.

In the present invention, user data bits are combined with the known
synchronisation frame data bits, typically the two most significant bits, using an
exclusive-OR function. This results in a statistically and computationally efficient
scrambling of the user data.

According to a first aspect of the present invention, there is provided a data
scrambier, for use in a multi-carrier transmission system in which synchronisation
frame data is pericdically transmitted from a transmitter to a receiver to measure
transmission channel characteristics, characterised in that combiner means are

provided to combine user data with frame synchronisation data.
Said combiner means may have a XOR function.
Said frame synchronisation data is pseudo random.

Said combiner means may be adapted to combine said user data with the
two most significant bits of a synchronisation frame.

According to a second aspect of the present invention, there is provide a
data descrambiler, for use in a multi-carrier transmission system in which
synchronisation frame data is periodically transmitted from a transmitter to a
receiver to measure transmission channel characteristics, and fransmitted data is
scrambled using a data scrambler as claimed in any of claims 1 to 4, characterised

in that combiner means are provided to combine received data with frame
synchronisation data.

Said combiner means may have a XOR function.

Said frame synchronisation data may be pseudo random.
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Said combiner means may be adapted to combine said received data with
the two most significant bits of a synchronisation frame.

According to a third aspect of the present invention, there is provided a
multi-carrier transmission system in which synchronisation frame data is
periodically transmitted from a transmitter to a receiver to measure transmission
channel characteristics, characterised in that said transmission system

incorporates a data scrambler as set forth in any preceding paragraph, connected
to said transmitter.

Said receiver may be connected to a data descrambler as set forth in any
preceding paragraph.

Said multi-carrier transmission system may employ DMT.
Said multi-carrier transmission system may employ OFDM.

Means may be provided for transmitting frame synchronisation data from
said data scrambler to said data descrambler.

According to a fourth aspect of the present invention, there is provided, In
a multi-carrier transmission system in which synchronisation frame data is
periodically transmitted from a transmitter to a receiver to measure transmission
channel characteristics, a method of scrambling user data prior to transmission,

characterised by combining user data with frame synchronisation data.

User data maybe combined with frame synchronisation data by mean of
an XOR function.

Said frame synchronisation data may be pseudo random.

Said user data may be combined with the two most significant bits of a
synchronisation frame.
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According to a fifth aspect of the present invention, there is provided, In a
multi-carrier transmission system in which synchronisation frame data is
pericdically transmitted from a transmitter to a receiver to measure transmission
channel characteristics, a method of descrambling received data which has been
scrambled by a scrambling method as set forth in preceding, characterised by
combining received data with frame synchronisation data.

Received data may be combined with frame synchronisation data using an
XOR function.

Said frame synchronisation data may be pseudo random.

Said received data may be combined with the two most significant bits of
a synchronisation frame.

Said multi-carrier transmission system may employ DMT.
Said multi-carrier transmission system may employ OFDM.

Embodiments of the invention will now be described, by way of example,
with reference to the accompanying drawing, in which:

Figure 1 illustrates data scramblers and descramblers, according to the

present invention, in a multi-carrier transmission system

In order to facilitate an understanding of the present invention a giossary

of terms used in the description of the present invention is provided below:

A/D: Analogue to Digital
ADSL: Asynchronous Digital Subscriber Line
D/A: Digital to Analogue
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DMT: Digital Multi Tone

FFT: Fast Fourier Transform

HDSL: High bit rate Digital Subscriber Line
IFFT: Inverse Fast Fourier Transform

OFDM: Orthogonal Frequency Division Multiplex
QAM: Quadrature Amplitude Modulation
VDSL: Very high bit rate Digital Subscriber Line
XOR: Exclusive OR

Figure 1 shows a transmitter and receiver, in a multi-carrier transmission
system, linked by a communications channel. The communications channel may
be a copper pair (VDSL etc.), or a radio channel (OFDM). Incoming user data,
intended for transmission over the communications channel, is passed via a sync
frame switch, to a XOR gate. The sync frame switch permits one of the inputs to
the XOR gate to be switched between user data and a string of “0"s. The second
input to the XOR gate receives the known synchronisation frame data. When the
string of “0"s is passed to the XOR gate, the output from the XOR gate is the
synchronisation data, i.e. the *known data” appears at the output of the XOR gate.

The incoming user data will almost certainly be far from random, i.e. it will
be highly correlated. The incoming user data is combined with the “known data”
in the XOR gate. The “known data” is pseudo random, i.e. uncorrelated. The
output from the XOR gate will, therefore, also be uncorrelated, i.e. will itself be
pseudo-random. This data has the necessary properties to permit good
transmission over the transmission channel.

The scrambled data is then passed to the receiver where it is first
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processed by an Inverse Fast Fourier Transform unit, IFFT, converted from parallél
form to serial form, passed to a digital to analogue convertor, D/A, prior to QAM
modulation and transmission over the channel. Details of the multiplexing
techniques and modulation techniques used in multi-carrier transmission systems
will be familiar to those skilled in the art and are not described in detail in this
patent specification.

The signal received from the transmission channel is demodulated and
demultipiexed in the receiver by, inter alia, an A/D convertor, a serial to parallel
convertor, and a fast Fourier transform unit FFT. The received data is, of course,
scrambled. The received scrambled data is passed to the XOR gate, where it is
combined with the "known data”, i.e. the same data that was mixed into the signal
in the transmitter. The output from the XOR gate will contain the user data, ora
string of “0"s depending on the setting of the sync frame switch in the transmitter.
The sync frame switch in the receiver is used for synchronisation purposes, i.e.
when the receiver is properly synchronised with the transmitter, and a sync frame
is transmitted, rather than user data, the output from the XOR gate will be a string
of “0"s. Details of transmitter and receiver synchronisation in multi-carrier systems
will be well known to those skilled in the art.

It should, however, be noted that synchronisation frame data is stored in
both the transmitter and receiver, so the receiver always has prior knowledge of
the "known data” used by the transmitter.

In summary, the present invention scrambles user data by mixing that data
with known data normally used in a synchronisation frame, typically the two most
significant bits of the synchronisation frame data, using an exclusive-OR function.
This results in both statistically and computationally efficient scrambling.
Descrambling is achieved by the reverse process, i.e. combining the received

scrambled data with the same known data used for scrambling in an exclusive-OR
function.

The present invention results in a much improved statistical distribution of

modulated sub-carriers, in a multi-carrier tfransmission system, compared to the
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case where no scrambling is used for correlated, or null data situations.

As synchronisation data must be present in a multi-carrier receiver and
transmitter for use in the synchronisation process, the scrambling technique of the

present invention does not increase system complexity.

Transmission of the known data is very simple because it only needs to be
combined with a string of “0"s.

The scrambler of the present invention can be used in all transmission
systems that measure channel characteristics by sending known data from
transmitter to receiver and use OFDM, DMT, or related multiplexing techniques to
spread out the transmitted data over a number of sub-carriers, i.e. muiti-carrier
transmission techniques.
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CLAIMS

1. A data scrambler, for use in a multi-carrier transmission system in which
synchronisation frame data is periodically transmitted from a transmitter to a
receiver to measure transmission channel characteristics, characterised in that

combiner means are provided to combine user data with frame synchronisation
data.

2. A data scrambler, as claimed in claim 1, characterised in that said combiner
means has a XOR function.

3. A data scrambler, as claimed in either claim 1, or claim 2, characterised in
that said frame synchronisation data is pseudo random.

4. A data scrambler, as claimed in any previous claim, characterised in that
said combiner means is adapted to combine said user data with the two most
significant bits of a synchronisation frame.

5. A data descrambiler, for use in a multi-carrier transmission system in which
synchronisation frame data is periodically transmitted from a transmitter to a
receiver to measure fransmission channel characteristics, and transmitted data is
scrambled using a data scrambler as claimed in any of claims 1 to 4, characterised

in that combiner means are provided to combine received data with frame
synchronisation data.

6. A data descrambler, as claimed in claim 5, characterised in that said
combiner means has a XOR function.

7. A data descrambiler, as claimed in either claim 5, or claim 6, characterised
in that said frame synchronisation data is pseudo random.

8. A data descrambler, as claimed in any of claims 5 to 7, characterised in
that said combiner means is adapted to combine said received data with the two
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most significant bits of a synchronisation frame.

9. A multi-carrier transmission system in which synchronisation frame data
is periodically transmitted from a transmitter to a receiver to measure transmission
channel characteristics, characterised in that said transmission system
incorporates a data scrambler as claimed in any of claims 1 to 4, connected to said
transmitter.

10. A multi-carrier transmission system, as claimed in claim 9, characterised in
that said receiver is connected to a data descrambler as claimed in any of claims
5to 8.

11. A multi-carrier transmission system, as claimed in claim 10, characterised
in that said multi-carrier transmission system employs DMT.

12. A multi-camier transmission system, as claimed in claim 10, characterised
in that said multi-carrier transmission system employs OFDM.

13. A multi-carrier transmission system, as claimed in any of claims 10 to 12,
characterised in that means are provided for transmitting frame synchronisation
data from said data scrambler to said data descrambler.

14. In a multi-camrier transmission system in which synchronisation frame data
is periodically transmitted from a transmitter to a receiver to measure transmission
channel characteristics, a method of scrambling user data prior to transmission,
characterised by combining user data with frame synchronisation data.

15. A method, as claimed in claim 14, characterised by combining user data
with frame synchronisation data by mean of an XOR function.

16. A method, as claimed in either claim 14, or claim 15, characterised by said
frame synchronisation data being pseudo random.

17. A method, as claimed in any of claims 14 to 16, characterised by combining
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said user data with the two most significant bits of a synchronisation frame.

18. In a multi-carrier transmission system in which synchronisation frame data
is periodically transmitted from a transmitter to a receiver to measure transmission
channel characteristics, a method of descrambling received data which has been
scrambled by the method claimed in any of claims 14 to 17, characterised by
combining received data with frame synchronisation data.

19. A method, as claimed in claim 18, characterised by combining received
data with frame synchronisation data using an XOR function.

20. A method, as claimed in either claim 18, or claim 19, characterised by said
frame synchronisation data being pseudo random.

21. A method, as claimed in any of claims 18 to 20, characterised by combining
said received data with the two most significant bits of a synchronisation frame.

22. A method, as claimed in any of claims 14 to 21, characterised by said multi-
carrier transmission system employing DMT.

23. A method, as claimed in any of claims 14 to 21, characterised by said multi-
carrier transmission system employing OFDM.
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information throughput improvement
3. Claim : 39

error correction
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(iii) recalls that claims relating to inventions in r

established need not be the subject of inter

Date of mailing
(Day/month/year) 14.11.2001
Applicant's or agent’s file reference REPLY OR within 1 month(s)
081513-49 PAYMENT DUE from the above date of mailing
—igxt;:né—t'l;hai applic—;mon No. International filing date (day/month/year)} Priority date (day/month/year)
PCT/US00/30958 09/11/2000 09/11/1899
International Patent classification (IPC) or national Patent classification:
H04L27/26
Applicant
AWARE, INC.
1. This International Examining Authority

considers that the international application does not comply with the requirements of unity of
invention (Rule 13.1, 13.2 and 13.3) for the reasons indicated in the Annex.

ons claimed in the international application as indicated in

espect of which no international search report has been
national preliminary examination (Rule 66.1 (e)).

this Authority appear to relate to the main invention.

2. Consequently the applicant is hereby invited, within the time limit indicated above, to restrict the claims as
suggested under item 3, below, or to pay the amount indicated below:
eur 1533.00 001 eur 1533.00
X =
Fee per additional invention number of additional inventions total amount of additional fees
The applicant is informed that, according to Rule 68.3 (c), the payment of any additional fee may be made
under protest, i.e. a reasonned statement to the effect that the international application complies with the
requirement of unity of invention or that the amount of the required additional fee is excessive.
3. If the applicant opts to restrict the claims, this Authority suggests the restriction possibilities indicated in the
Annex, which in its opinion would be in compliance with the requirement of unity of invention.
4. In the absence of any response from the applicant, this Authority will establish the international preliminary

examination report on those parts of the international application indicated in the Annex which, in the opinion of

Name and mailing adress of the
international preliminary examination authority:

—_ European Patent Office
9

Tel. +49 89 2399 - 0 Tx: 523656 epmu d
Fax: +49 89 2399 - 4465

Authorized officer

Pajatakis, E

Telephone No. +49 89 2399-8898

D-80298 Munich
Form PCT/IPEA/405 (July 1992)
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INVITATION TO RESTRICT
OR TO PAY ADDITIONAL FEES International application No. PCT/US00/30958

1. Independent Claims 1, 20 and 37 are directed to scrambling the phase
characteristics of carrier signals. This is done by phase shifting a carrier signal by
an amount computed from a value which is independent from any input bit value
carried by the carrier signal.

On the other hand independent Claim 39 is directed to avoiding demodulation
errors due to clipping of transmitted signals as result of non linear distortions. This
is done by comparing received DMT symbols with a bit-value pattern. DMT

symbaols matching the bit-value pattern are discarded.

2.  Thus, the application comprises two groups of independent claims with different
features which are based on different concepts.

3. If a further fee is not paid, the examination will be carried out on the invention
mentioned first in the claims.

Form PCT/IPEA/405 (Annex, Sheet 1) (July 1992)
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Annex to Form PCTNSA/206 . )
CSMMUNICATION RELATING TO THE RESULTS ntemational Application No
OF THE PARTIAL INTERNATIONAL SEARCH PCT/US 00/30958

1.The present communication is an Annex to the invitation to pay additional fees (Form PCT/ISA/206). It shows the
results of the international search established on the parts of the international application which relate to the invention
first mentioned in claims Nos.:

2 This ehta il s 3L vaRihe intemational search report which will be established according to Article 18 and Rule 43,

3.If the applicant does not pay any additionat search fees, the information appearing in this communication will be
considered as the result of the intemational search and will be included as such in the international search report.

4.1f the applicant pays additional fees, the international search report will contain both the information appearing in this
communication and the results of the international search on other parts of the intemational application for which such
fees will have been paid.

C. DOCUMENTS CONSIDERED TO BE RELEVANT

Category ° | Citation of document, with indication,where appropriate, of the relevant passages Relevant to claim No.
X EP 0 719 004 A (MATSUSHITA ELECTRIC IND CO 1-3,
LTD) 26 June 1996 (1996-06-26) 6-12,20,
21,
24-30,
37,38

column 3, tine 28 - line 46
column 14, line 39 - line 55
Y column 16, 1ine 4 ~ line 6 13

Y WO 99 29078 A (BAHLENBERG GUNNAR 13
; HAAKANSSON SIWERT (SE); LJUNGGREN LIS
MARIE (SE) 10 June 1999 (1999-06-10)
page 5, line 18 - line 23

X BAUML R W ET AL: T"REDUCING THE 1,2,4,5,

PEAK-TO-AVERAGE POWER RATIO OF " 20,22,
MULTICARRIER MODULATIONBY SELECTED 23,37,38
MAPPING"

ELECTRONICS LETTERS,GB,IEE STEVENAGE,
vol. 32, no. 22,

24 October 1996 (1996-10-24), pages
2056-2057, XP000643915

ISSN: 0013-5194

page 2056, right-hand column, paragraphs
7,8 —page 2057, left-hand column,
paragraph 3

A WO 98 32065 A (FORTRESS TECHNOLOGIES INC) 8-12,

23 July 1998 (1998-07-23) 26-30
page 16, line 30 —page 17, line 3
- /_....
m Further documents are listed in thecontinuation of box C. E Patent family members are listed in annex.

° Speclal categories of cited docu ts :
Special categories of ci men “T* later document published after theintemational filing date

or priority date and not in conflict with theapplication but

*A" document defining the general state of theart which is not i inci i -
considered to be of particular relevance : fr::?:nﬁh;:ndersland the principle or theoryunderlying the

"E" earller document but published on or after theinternational *X* document of particular relavance; the claimedinvention
filing date cannot be considered novel or cannot be considered to

‘L* document which may throw doubts on prierity chim(s) or involve an inventive step when the document istaken alona
which'is cited to establish the publicationdate of another *Y" document of particular retavance; the claimedinvention
citation or other special reason (as specified) cannot be considered to involve an inventive step when the

" di 1t referting to an oral disclosure, use, exhibition or document is combined with ane or more othersuch docu-

other means ments, such combination being cbvious to aperson skilled

*P* document published prior to the intemationalfiling date but in the art.

later than the priority date claimed

"&° document member of the same patent family

Fom PCTASA/206 (Annex, first sheet) {July 1992)

page 1 of 2
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Annex to Form PCT/ISA/206
« COMMUNICATION RELATING TO THE RESULTS
OF THE PARTIAL INTERNATIONAL SEARCH

Intemational Application No

PCT/US 00/30958

C.(Continuation) DOCUMENTS CONSIDERED TO BE RELEVANT

Category ° | Citation of document, with indication,where appropriate, of the relevant passages Retevant to claim No.
A WO 99 22463 A (MOTOROLA INC) 8-12,
6 May 1999 (1999-05-06) 26-30

page 7, line 29 - line 32

Form PCTASA/206 (Annax, continuation shest)(Juty 1892)

page 2 of 2
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Patent Family Annex

Intemational Application No
information on patent family members y

PCT/US 00/30958

. !!' £

Patent document Publication Patent family Publication

cited in search report date member(s) date
EP 0719004 A 26-06-1996 dJP 8321820 A 03-12-1996
. us 5682376 A 28-10-1997
W0 9929078 A 10-06-1999 SE 9704497 A 04-06-1999
W0 9832065 A 23-07-1998 AU 5811598 A 07-08-1998
: EP 0951767 A 27-10-1999
W0 9922463 A 06-05-1999 US 6044276 A 28-03-2000
us: 6061574 A 09-05-2000

Form PCT/ISA/206 {patent family annex) (July 1992)
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P ZENT COOPERATION TREATY

From the INTERNATIONAL SEARCHING AUTHORITY PCT
To:

NOTIFICATION OF TRANSMITTAL OF
TESTA, HURWITZ & THIBEAULT, L.L.P. THE INTERNATIONAL SEARCH REPORT
Attn. Rodriguez, M. A.

. OR THE DECLARATION
High Street Tower H

125 High Street
Boston, Massachusetts 02110 (PCT Rule 44.1)
UNITED STATES OF AMERICA

Date of mailing
(day/month/year)
year) 12/06/2001
Applicant's or agent's file reference
AWR-017PC FOR FURTHER ACTION See paragraphs 1 and 4 below
International application No. International filing date
PCT/US 00/ 30958 (day/month/year)  (9/11/2000

Applicant

AWARE, INC.

1. [X The applicant is hereby notified that the Internaticnat Search Report has been established and is transmitted herewith.

Filing of amendments and statement under Article 19:
The applicant is entitled, if he so wishes, to amend the claims of the International Application (see Rule 46):

When? The time limit for filing such amendments is normally 2 months from the date of transmittal of the
International Search Report; however, for more details, see the notes on the accompanying shest.

Where? Directly tothe International Bureau of WIPO
34, chemin des Colombettes
1211 Geneva 20, Switzeriand
Fascimile No.: (41-22) 740.14.35

For more detailed instructions, see the notes on the accompanying sheet.

2. E The applicant is hereby notified that no International Search Report will be established and that the declaration under
! Article 17{2)(a) to that effect is transmitted herewith.

3. | With regard to the protest against payment of {an) additional fee(s) under Rule 40.2, the applicant is notified that:

D the protest together with the decision thereon has been transmitted to the International Bureau together with the
applicant’s request to forward the texts of both the protest and the decision thereon to the designated Offices.

E] no decision has been made yet on the protest; the applicant will be notified as soon as a decision is made.

4. Further action(s): The applicant is reminded of the following:

Shortly after 18 months from the priority date, the international application will be published by the International Bureau.
If the applicant wishes to avoid or postpone publication, a notice of withdrawal of the international application, or of the
priority claim, must reach the International Bureau as provided in Rules 90bis.1 and 305is.3, respectively, before the
completion of the technical preparations for international publication.

Within 19 months from the priority date, a demand for international preliminary examination must be filed if the applicant
wishes to postpone the entry into the national phase until 30 months from the priority date (in some Offices even later).

Within 20 months from the priority date, the applicant must perform the prescribed acts for entry into the national phase
before all designated Offices which have not been elected in the demand or in a later election within 19 months from the
priority date or could not be elected because they are not bound by Chapter 1.

Name and mailing address of the International Searching Authority Authorized officer

European Patent Office, P.B. 5818 Patentlaan 2 .
NL-2280 HV Rijswijk Guido Benker
BB el (+31-70) 340-2040, Tx. 31 651 epo nl,
_ %27 Fax: (+31-70) 340-3016

Form PCT/ASA/220 (July 1998)

Page 531 of 567



NOTES TO FORM PCT/ISA/220

These Notes are intended to give the basic instructions concerning the filing of amendments under article 19. The
Notes are based on the requirements of the Patent Cooperation Treaty, the Regulations and the Administrative Instructions
under that Treaty. In case of discrepancy between these Notes and those requirements, the latter are applicable. For more
detailed information, see also the PCT Applicant's Guide, a publication of WIPO.

In these Notes, "Article”, "Rule", and "Section" refer to the provisions of the PCT, the PCT Regulations and the PCT
Administrative Instructions, respectively.

INSTRUCTIONS CONCERNING AMENDMENTS UNDER ARTICLE 19

The applicant has, after having received the international search report, one opportunity to amend the claims of the
international application. It should however be emphasized that, since all parts of the international application (claims,
description and drawings) may be amended during the international preliminary examination procedure, there is usually
no need to file amendments of the claims under Article 19 except where, e.g. the applicant wants the latter to be published
for the purposes of provisional protection or has another reason for amending the claims before international publication.
Furthermore, it should be emphasized that provisional protection is available in some States only.

What parts of the international application may be amended?
Under Article 19, only the claims may be amended.

During the international phase, the claims may also be amended (or further amended) under Article 34 before
the International Preliminary Examining Authority. The description and drawings may only be amended under
Article 34 before the International Examining Authority.

Upon entry into the national phase, all parts of the international application may be amended under Article 28
or, where applicable, Article 41.

When? Within 2 months from the date of transmittal of the international search report or 16 months from the priority
date, whichever time limit expires later. It should be noted, however, that the amendments will be considered
as having been received on time if they are received by the International Bureau after the expiration of the
applicable time limit but before the completion of the technical preparations for international publication
(Rule 46.1).

Where not to file the amendments?

The amendments may only be filed with the International Bureau and not with the receiving Office or the
international Searching Authority (Rule 46.2).

Where a demand for international preliminary examination has been/is filed, see below.

How? Either by cancelling one or more entire claims, by adding one or more new claims or by amending the text of
one or more of the claims as filed.

A replacement sheet must be submitted for each sheet of the claims which, on account of an amendment or
amendments, differs from the sheet originally filed.

All the claims appearing on a replacement sheet must be numbered in Arabic numerals. Where a claim is
canceiied, no renumbering of the other claims is required. In alf cases where claims are renumbered, they must
be renumbered consecutively (Administrative Instructions, Section 205(b)).

The amendments must be made in the language in which the international application is to be published.

What documents must/may accompany the amendments?
Letter (Section 205(b)):
The amendments must be submitted with a letter.

The letter will not be published with the international application and the amended claims. It should not be
confused with the "Statement under Article 19(1)" (see below, under "Statement under Article 19(1)").

The letter must be in English or French, at the choice of the applicant. However, if the language of the
international application is English, the letter must be in English; if the language of the international application
is French, the letter must be in French.

Notes to Form PCT/ISA/220 (first sheet) (July 1998)
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NOTES TO FORM PCT/ISA/220 (continued)

The letter must indicate the differences between the claims as filed and the claims as amended. It must, in
particular, indicate, in connection with each claim appearing in the international application (it being understcod
that identical indications concerning several claims may be grouped),whether

()  the claimis unchanged;

(ii)  the claim is cancelled;

(i) the claim is new;

(iv) the claim replaces one or more claims as filed;

(v} the claim is the result of the division of a claim as filed.

The following examples illustrate the manner in which amendments must be explained in the
accompanying letter: ‘

1. [Where originally there were 48 claims and after amendment of some claims there are 51]:
"Claims 1 to 29, 31, 32, 34, 35, 37 1o 48 replaced by amended claims bearing the same numbers;
claims 30, 33 and 36 unchanged; new claims 49 to 51 added.”

2. [Where originally there were 15 claims and after amendment of all claims there are 11]:
"Claims 1 to 15 replaced by amended claims 1 to 11.”

3. [Where originally there were 14 claims and the amendments consist in cancelling some claims and in adding
new claims}:
"Claims 1 to 6 and 14 unchanged; claims 7 to 13 cancelled; new claims 15, 16 and 17 added.” or
"Claims 7 to 13 canceiled; new claims 15, 16 and 17 added; all other claims unchanged.”

4. [Where various kinds of amendments are made]:
"Claims 1-10 unchanged; claims 11 to 13, 18 and 19 cancelled; claims 14, 15 and 16 replaced by amended
claim 14; claim 17 subdivided into amended claims 15, 16 and 17; new claims 20 and 21 added.”

"Statement under article 19(1)"” (Rule 46.4)

The amendments may be accompanied by a statement explaining the amendments and indicating any impact
that such amendments might have on the description and the drawings (which cannot be amended under
Article 19(1)).

The statement will be published with the international application and the amended claims.
It must be in the language in which the international application is to be published.
It must be brief, not exceeding 500 words if in English or if transiated into English.

It should not be confused with and does not replace the letter indicating the differences between the claims
as filed and as amended. It must be filed on a separate sheet and must be identified as such by a heading,
preferably by using the words "Statement under Article 19(1)."

It may not contain any disparaging comments on the international search report or the relevance of citations
contained in that report. Reference to citations, relevant to a given claim, contained in the international search
report may be made only in connection with an amendment of that claim.

Consequence if a demand for international preliminary examination has already been filed

If, at the time of filing any amendments and any accompanying statement, under Article 19, a demand for
international preliminary examination has already been submitted, the applicant must preferably, at the time of
filing the amendments (and any statement ) with the International Bureau, also file with the International
Preliminary Examining Authority a copy of such amendments (and of any statement) and, where required, a
translation of such amendments for the procedure before that Authority (see Rules 55.3(a) and 62.2, first
sentence). For further information, see the Notes to the demand form (PCT/IPEA/401).

Consequence with regard to transiation of the international application for entry into the nationat phase

The applicant's attention is drawn to the fact that, upon entry into the national phase, a translation of the
claims as amended under Article 13 may have to be furnished to the designated/elected Offices, instead of, or
in addition to, the translation of the claims as filed.

For further details on the requirements of each designated/elected Office, see Volume 1l of the PCT Applicant's
Guide.

Notes to Form PCT/ISA/220 (second sheet) {July 1998)
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F 'ENT COOPERATION TREATY

PCT

INTERNATIONAL SEARCH REPORT

(PCT Article 18 and Rules 43 and 44)

Applicant's or agent's file reference FOR FURTHER see Notification of Transmittal of International Search Report
(Form PCT/ISA/220) as well as, where applicable, item 5 below.

AWR-017PC ACTION

International application No. International filing date (day/month/year) (Earliest) Priority Date (day/month/year)

PCT/US 00/ 30958 09/11/2000 09/11/1999

Applicant

AWARE, INC.

This International Search Report has been prepared by this International Searching Authority and is transmitted to the applicant
according to Article 18. A copy is being transmitted to the International Bureau.

This International Search Report consists of a total of 6 sheets.
m It is also accompanied by a copy of each prior art document cited in this report.

1. Basis of the report
a. With regard to the language, the international search was carried out on the basis of the international application in the
language in which it was filed, unless otherwise indicated under this item.
the international search was carried out on the basis of a translation of the international application furnished to this
Authority (Rule 23.1(b)).

b. With regard to any nucleotide and/or amino acid sequence disclosed in the international application, the international search
was carried out on the basis of the sequence listing :

contained in the international application in written form.

filed together with the internationai application in computer readable form.
fumished subsequently to this Authority in written form.

furnished subsequently to this Authority in computer readble form.

the statement that the subsequently furnished written sequence listing does not go beyond the disclosure in the
international application as filed has been furnished.

the statement that the information recorded in computer readable form is identical to the written sequence listing has been
furnished

L1 OO

Certain claims were found unsearchable (See Box I).

Ell

Unity of invention is lacking (see Box I).

4.  With regard to the title,
D the text is approved as submitted by the applicant.
m the text has been established by this Authority to read as follows:
PAR REDUCTION BY CARRIERS PHASE RANDOMIZATION IN MULTICARRIER COMMUNICATIONS

5. With regard to the abstract,

D the text is approved as submitted by the applicant.

‘E the text has been established, according to Rule 38.2(b}), by this Authority as it appears in Box Ill. The applicant may,
. within one month from the date of mailing of this international search report, submit comments to this Authority.

6. The figure of the drawings to be published with the abstract is Figure No. 1
E] as suggested by the applicant. [:[ None of the figures.
IX} because the applicant failed to suggest a figure.
D because this figure better characterizes the invention.

Form PCTASA/210 {first sheet) (July 1998)
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INTEI ATIONAL SEARCH REPORT

national Application No

PCT/US 00/30958

A. CLASSIFICATION OF SUBJECT MATTER
TP 7 H0aL 27726

According to International Patent Classification (IPC) or to both national classification and IPC

B. FIELDS SEARCHED

IPC 7 HO4L

Minimum documentation searched (classification system foliowed by classification symbols}

Documeniation searched other than minimum documentation 1o the exient that such documents are included in the fields searched

Electronic data base consulted during the international search (name of data base and, where practical, search terms used)

EPO-Internal, INSPEC, COMPENDEX, WPI Data, PAJ

C. DOCUMENTS CONSIDERED TO BE RELEVANT

page 5, line 18 - line 23

; HAAKANSSON SIWERT (SE); LJUNGGREN LIS
MARIE (SE) 10 June 1999 (1999-06-10)

—/—

Category ° | Citation of document, with indication, where appropriate, of the relevant passages Relevant to claim No.
X EP O 719 004 A (MATSUSHITA ELECTRIC IND CO 1-3,
LTD) 26 June 1996 (1996-06-26) 6-12,20,
21,
24-30,
37,38
column 3, 1ine 28 — line 46
column 14, line 39 - 1ine b5
Y column 16, line 4 - line 6 13-15,
18,19,
31,32,
35,36
Y WO 99 29078 A (BAHLENBERG GUNNAR 13

Further documents are listed in the continuation of box C.

Patent family members are listed in annex.

* Special categories of cited documents :

*A* document defining the general state of the art which is not
considered to be of parlicular relevance

*E* earlier document but pubiished on or after the international
filing date

*L* document which may throw doubts on priority claim{s) or
which is ciled to estabiish the publication date of another
citation or other special reason {as specified)

*O" document referring to an oral disclosure, use, exhibition ar
other means

"P* document published pricr to the international filing date but
iater than the priority date ctaimed

s

e

g

later document published after the international filing date
or priority date and not in conflict with the application but
cited to understand the principle or theory underlying the
invention

" document of paticular relevance; the claimed invention

cannot be considered novel or cannot be considered to
involve an inventive step when the document is taken alone

document of particular relevance; the claimed invention
cannot be considered to involve an inventive step when the
document is combined with one or more other such docu—
ments, such combination being obvious to a person skilled
inthe art.

document member of the same patent family

Date of the actual completion of the international search

25 May 2001

Date of mailing of the international search report

Name and mailing address of the ISA
European Patent Office, P.B. 5818 Patentlaan 2
NL — 2280 HV Rijswijk
Tel (+31-70) 340-2040, Tx. 31 651 epo nl,
Fax: {(+31-70} 340-3016

Authorized officer

Farese, L

Form PCT/ASA/210 (second sheet) (July 1952)

page 1 of 2
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INTE® "ATIONAL SEARCH REPORT

|

rnational Application No

PCT/US 00/30958

C.(Continuation) DOCUMENTS CONSIDERED TO BE RELEVANT

Category °

Citation of document, with indication,where appropriate, of the relevant passages

Relevant to claim No.

Y

EP 0 584 534 A (ALCATEL ITALIA)
2 March 1994 (1994-03-02)

page 2, line 44 - 1ine 50
page 3, line 2 - 1ine 4
page 3, line 31 - 1ine 35

GB 2 330 491 A (BRITISH BROADCASTING CORP)
21 April 1999 (1999-04-21)

page 5, Tast paragraph -page 6, Tine 3
figure 2

BAUML R W ET AL: "REDUCING THE
PEAK-TO-AVERAGE POWER RATIO OF
MULTICARRIER MODULATIONBY SELECTED
MAPPING”

ELECTRONICS LETTERS,GB,IEE STEVENAGE,
vol. 32, no. 22,

24 October 1996 (1996-10-24), pages
2056-2057, XP000643915

ISSN: 0013-5194

page 2056, right-hand column, paragraphs
7,8 —-page 2057, left-hand column,
paragraph 3

WO 98 32065 A (FORTRESS TECHNOLOGIES INC)
23 July 1998 (1998-07-23)

page 16, line 30 -page 17, line 3

WO 99 22463 A (MOTORCLA INC)

6 May 1999 (1999-05-06)

page 7, line 29 - 1ine 32

14,15,
18,19,
31,32,
35,36

39

1,2,4,5,
20,22,
23,37,38

8-12,
26-30

8-12,
26-30

Form PCT/SA/210 {continuation of second sheet) {July 1892}

page 2 of 2
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international application No.

INTERNATIONAL SEARCH REPORT PCT/US 00/30958

Box1 Observations where certain claims were found unsearchable (Continuation of item 1 of first sheet)

This International Search Report has not been established in respect of certain claims under Article 17(2){a) for the following reasons:

1. D Claims Nos.:

because they relate to subject matter not required to be searched by this Authority, namely:

2. D Claims Nos.:

because they relate to parts of the international Application that do not comply with the prescribed requirements to such
an extent that no meaningful International Search can be carried out, specifically:

3.1 Claims Nos.: .
because they are dependent claims and are not drafted in accordance with the second and third sentences of Rule 6.4(a).

Box Il Observations where unity of invention is lacking (Continuation of item 2 of first sheet)

This international Searching Authority found multiple inventions in this international application, as follows:

see additional sheet

1. m As all required additional search fees were timely paid by the applicant, this International Search Report covers all
searchable claims.

2. D As all searchable claims could be searched without effort justifying an additional fee, this Authority did not invite payment
of any additional fee.

3. D As only some of the required additional search fees were timely paid by the applicant, this International Search Report
covers only those claims for which fees were paid, specifically claims Nos.:

4. D No required additional search fees were timely paid by the applicant. Consequently, this International Search Report is
restricted to the invention first mentioned in the claims; it is covered by claims Nos.:

Remark on Protest D The additional search fees were accompanied by the applicant’s protest.

No protest accompanied the payment of additional search fees.

Form PCT/ISA/210 (continuation of first sheet (1)) (July 1998)
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International Application No. PCTAS 00 30958

FURTHER INFORMATION CONTINUED FROM PCT/ASA/ 210

This International Searching Authority found multiple (groups of)
inventions in this international application, as follows:

1. Claims: 1-13,20-30, 37-38

carrier phase scrambling

2. Claims: 14-19,31-36

information throughput improvement

3. Claim : 39

error correction
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INTE

"ATIONAL SEARCH REPORT

Information on patent family members

rnational Application No

PCT/US 00/30958

Patent document

Publication

Patent family

Publication

cited in search report date member{s) date

EP 0719004 A 26-06-1996 JP 8321820 A 03-12-1996
us 5682376 A 28-10-1997

WO 9929078 A 10-06-1999 SE 9704497 A 04-06-1999

EP 0584534 A 02-03-1994 IT 1259012 B 11-03-1996
DE 69326298 D 14-10-1999
DE 69326298 T 23-03-2000
JP 6164664 A 10-06-1994
NO 932469 A 28-01-1994
us 5493587 A 20-02-1996

GB 2330491 A 21-04-1999 NONE

WO 9832065 A 23-07-1998 AU 5811598 A 07-08-1998
EP 0951767 A 27-10-1999

WO 9922463 A 06-05-1999 us 6044276 A 28-03-2000
us 6061574 A 09-05-2000

Form PCT/ISA/21C (patent family annex) (July 1992)
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-national application No.

INTERNATIONAL SEARCH REPORT PCT/US 00/ 30958

Box lll TEXT OF THE ABSTRACT (Continuation of item 5 of the first sheet)

A system and method that scrambles the phase characteristic of a
multicarrier signal are described. The scrambling of the phase
characteristic of each carrier signal includes associating a value with
each carrier signal and computing a phase shift for each carrier signal
based on the value associated with that carrier signal. The value is
determined independently of any input bit value carried by that carrier
signal. The phase shift computed for each carrier signal is combined
with the phase characteristic of that carrier signal so as to

scramble the phase characteristic of the carrier signals. Bits of an input
signal are modulated onto the carrier signals having a scrambled phase
characteristic to produce a transmission signal with a reduced PAR.
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. FOR FURTHER ACTION  preliminary Examination Report (Form PCT/IPEA/416)
081513-49
International application No. International filing date (day/month/year) Priority date (day/month/year)
PCT/US00/30958 09/11/2000 09/11/1999
International Patent Classification (IPC) or national classification and IPC
H04L27/26
Applicant
AWARE, INC.

1. This international preliminary examination report has been prepared by this International Preliminary Examining Authority
and is transmitted 1o the applicant according to Article 36.

2. This REPORT consists of a total of 6 sheets, including this cover sheet.

O This report is also accompanied by ANNEXES, i.e. sheets of the description, claims and/or drawings which have
been amended and are the basis for this report and/or sheets containing rectifications made before this Authority
(see Rule 70.16 and Section 607 of the Administrative Instructions under the PCT).

These annexes consist of a total of sheets.

3. This report contains indications relating to the following items:

Non-establishment of opinion with regard to novelty, inventive step and industrial applicability

Reasoned statement under Article 35(2) with regard to novelty, inventive step or industrial applicability;

Certain defects in the international application i

I X Basis of the report
[ Priority
m X
Iv. O Lack of unity of invention
v K
citations and explanations suporting such statement
vi O Certain documents cited
v O
vill O Certain observations on the international application

Date of submission of the demand

06/06/2001

Date of completion of this report |

04.03.2002

Name and mailing address of the intemational
preliminary examining authority:
European Patent Office

.0)» D-80298 Munich
Tel. +49 89 2399 - 0 Tx; 523656 epmu d

Fax: +49 89 2399 - 4465

Authorized officer

Pajatakis, E

Telephone No. +49 89 2399 8898

Form PCT/IPEA/409 (cover sheet) (January 1994)
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_ L. Basis of the report

1. With regard to the elements of the international application (Replacement sheets which have been furnished to
the receiving Office in response to an invitation under Arlicle 14 are referred to in this report as “originally filed”
and are not annexed to this report since they do not contain amendments (Rules 70.16 and 70.17)):
Description, pages:

1-17 as originally filed

Claims, No.:

1-39 as originally filed

Drawings, sheets:

1/2-2/2 as originally filed

2. With regard to the language, all the elements marked above were available or furnished to this Authority in the
language in which the international application was filed, unless otherwise indicated under this item.

These elements were available or furnished to this Authority in the following language: , Whiéh is:

[0 the language of a translation furnished for the purposes of the international search (under Rule 23.1(b)).
[ the language of publication of the international application (fmder Rule 48.3(b)).

[0 the language of a transiation furnished for the purposes of mtemaﬂonal preliminary examination (under Rule
55.2 and/or 55.3).

3. With regard to any nucleotide and/or amino acid sequence disciosed in the international application, the
international preliminary examination was carried out on the basis of the sequence listing:

contained in the international application in written form.

filed together with the international application in computer readable form.

furnished subsequently to this Authority in written form.

furnished subsequently to this Authority in computer readable form. \1

The statement that the subsequently furnished written sequence listing does not go beyond the disclosure in
the international application as filed has been furnished.

O Oooooao

The statement that the information recorded in computer readable form is identical to the wntten sequence
listing has been furnished. ‘
4. The amendments have tesulted in the cancellation of: !

[0 the description, pages:
O the claims, Nos.:

Form PCT/IPEA/409 (Boxes I-VIIl, Sheet 1) (July 1998)
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\ O the drawings, sheets:

5. O This report has been established as if (some of) the amendments had not been made, since they have been
considered to go beyond the disclosure as filed (Rule 70.2(c)):

(Any replacement sheet containing such amendments must be referred to under item 1 and annexed to this
report.)

6. Additional observations, if necessary:

. Non-establishment of opinion with regard to novelty, inventive step and industrial applicability

1. The questions whether the claimed invention appears to be novel, to involve an inventive step (to be non-
obvious), or to be industrially applicable have not been examined in respect of:

0 the entire international application.

claims Nos. 20-36.

because:

O the said international application, or the said claims Nos. relate to the following subject matter which does
not require an international preliminary examination (specify):

i

[ the description, claims or drawings (indicate particular elements below) or said claims Nos. are so unclear
that no meaningful opinion could be formed (specify):

\

¥ the claims, or said claims Nos. 20-36 are so inadequately supported by the description that no meaningful
opinion could be formed.

0 no international search report has been established for the said claims Nos. .

2. A meaningful international preliminary examination cannot be carried out due to the failure of the nucleotide
and/or amino acid sequence listing to comply with the standard provided for in Annex C of the Administrative

Instructions: X

[0 the written form has not been furnished or does not comply with the standard. .
[0 the computer readable form has not been furnished or does not comply with the standard. ‘1

- i

V. Reasoned statement under Article 35(2) with regard to novelty, inventive step or industrial épplicability;
citations and explanations supporiing such statement .

1. Statement

Novelty (N) Yes: Claims 4,5,7-18,39

Form PCT/IPEA/409 (Boxes I-Viil, Sheet 2) (July 1998)
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No:

Inventive step (IS) Yes:
No:

Industrial applicability (1A) Yes:
No:

2. Citations and explanations
see separate sheet

Form PCT/IPEA/A09 (Boxes {-VIIi, Sheest 3) (July 1998)
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Claims
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v Reltem Hli
Non-establishment of opinion with regard o novelty, inventive step and
industrial applicability

1.  According to the description (page 3, lines 10-16, page 4, lines 4-10) the phase
characteristics of the modulated carrier sighals are scrambled by combining the
phase shift computed for each carrier signal with the phase characteristic of
that carrier signal. As this essential feature is missing from Claims 20-36, their
scope comprises embodiments in which phase scrambling is carried out without
the above feature which are not supportied by the description, see also Guidelines
I, 4.3.

2. The application comprises multiple independent claims of the same category and
does not therefore meet the requirement of conciseness, Article 6.

Re ltem V
Reasoned statement under Article 35(2) with regard to novelty, inventive step or
industrial applicability; citations and explanations supporting such statement

1.  The subject-matter of Claim 1 is not new, Article, 33(2)

D1 = BAUML R W ET AL: '‘REDUCING THE PEAK-TO-AVERAGE POWER
RATIO OF MULTICARRIER MODULATIONBY SELECTED MAPPING®
ELECTRONICS LETTERS,GB,IEE STEVENAGE, vol. 32, no. 22, 24 QOctober
1996 (1996-10-24), pages 2056-2057, XP000643915 ISSN: 0013-5194 discloses
a method for scrambling the phase characteristics of the carrier signals in a
muiticarrier modulation system. The method comprises associating each carrier
signal V() with a value ¢, determined independently of any input bit value (page
20586, right col., last but one paragraph). A phase shift e® is computed for each
carrier signal and combined with the phase characteristic of that carrier signal so
as to substantially scramble the phase characiteristics of the plurality of the carrier
signals (page 2056, right col., equation 4). [
2. All features of Claim 1 are also known from D2 = EP-A-0 719 004 (col. 14, line 39
- col. 15, fig. 9).

Form PCT/Separate Sheet/409 (Sheet 1) (EPO-Aprit 1997) i
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v 8. The above finding also applies to Claim 37 which corresponds to Claim 1.

4. The additional features of the dependent claims do not add anything new or
inventive o the above-mentioned independent claims because these features are
either known from the above prior art (reduced peak-to-average power ratio,
varying value with each carrier, pseudo-random pattern) or common measures
(using symbol and frame counts).

5. The subject-matter of Claim 39 is new and involves an inventive step, Article
33(2)(3).

5.1 Claim 39 relates to a method for communicating in a multicarrier system
comprising receiving a transmission signal comprising DMT symbols each having
a bit-value pattern.

Such a method is known from D3 = EP-A-0 584 534.

5.2 The underlying problem is avoiding demodulation errors due to clipping of
transmitted signals as result of non linear distortions.
3
This problem is solved by comparing received DMT symbols with a bit-value
pattern. DMT symbols matching the bit-value pattern are discarded.

5.3 Neither the problem not the solution is suggested by the prior art relevant for this
invention.

In D3 high power bit-value patterns, which could cause nonlinear distortions, are
not clipped but replaced with different patterns using an enhanced alphabet. At
the receiver those patterns are restored to the original patterns. Thus, D3 leads on
a different way which is recovering high power patterns rather than discarding
them. }

\
GB-A-2 330 49 does not relate to treating bit patterns which can cause non linear
distortions. A dummy symbol is inserted at the start of each frame in order to
provide a phase reference for differential encoding.

Form PCT/Separate Sheet/409 (Sheet 2) (EPO-April 1997) |
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(PCT Rule 66)

Date of mailing

(day/month/year) 18.12.2001
Applicant's or agent's file reference REPLY DUE within 1 month(s) and 15 days
081513-49 from the above date of mailing
International application No. International filing date (day/month/year) Priority date (day/month/year)
PCT/US00/30958 09/11/2000 09/11/1999
International Patent Classification (IPC) or both national classification and IPC
HO04L27/26
Applicant
AWARE, INC.

1. This written opinion is the first drawn up by this International Preliminary Examining Authority.

2. This opinion contains indications relating to the following items:

X

Basis of the opinion

Priority

Non-establishment of opinion with regard to novelty, inventive step and industrial applicability
Lack of unity of invention

<
X OXIMO

Reasoned statement under Rule 66.2(a)(ii) with regard to novelty, inventive step or industrial applicability;
citations and explanations supporting such statement

vl O Certain document cited
Vil O Certain defects in the international application
Vil O Certain observations on the international application

3. The applicant is hereby invited to reply to this opinion.

When? See the time limit indicated above. The applicant may, before the expiration of that time limit,
request this Authority to grant an extension, see Rule 66.2(d).

How? By submitting a written reply, accompanied, where appropriate, by amendments, according to Rule 66.3.
For the form and the language of the amendments, see Rules 66.8 and 66.9.

Also: For an additional opportunity to submit amendments, see Rule 66.4.
For the examiner's obligation to consider amendments and/or arguments, see Rule 66.4 bis.
For an informal communication with the examiner, see Rule 66.6.

If no reply is filed, the international preliminary examination report will be established on the basis of this opinion.

4. The final date by which the intemational preliminary
examination report must be established according to Rule 69.2 is: 09/03/2002.

Name and mailing address of the international Authorized officer / Examiner
preliminary examining authority: . .
— & European Patent Office Pajatakis, E
g))’ D-80298 Munich Formalities officer (incl. extension of time limits)
Tel. +49 89 2399 - 0 Tx: 523656 epmu d Barrio Baranano. A
Fax: +49 89 2399 - 4465 Telephone No. +49 89 2399 8621
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Re ltem Il
Non-establishment of opinion with regard to novelty, inventive step and
industrial applicability

1. According to the description (page 3, lines 10-16, page 4, lines 4-10) the phase
characteristics of the modulated carrier signals are scrambled by combining the
phase shift computed for each carrier signal with the phase characteristic of
that carrier signal. As this essential feature is missing from Claims 20-36, their
scope comprises embodiments in which phase scrambling is carried out without
the above feature which are not supported by the description, see also Guidelines
1, 4.3.

2. To meet the requirement of conciseness, Article 6, a single independent claim in
each category should be filed for the first invention.

Re item V
Reasoned statement under Rule 66.2(a)(ii) with regard to novelty, inventive step
or industrial applicability; citations and explanations supporting such statement

1. The subject-matter of Claim 1 is not new, Article 33(2)

D1 = BAUML R W ET AL: 'REDUCING THE PEAK-TO-AVERAGE POWER
RATIO OF MULTICARRIER MODULATIONBY SELECTED MAPPING'
ELECTRONICS LETTERS,GB,IEE STEVENAGE, vol. 32, no. 22, 24 October
1996 (1996-10-24), pages 2056-2057, XP000643915 /SSN: 0013-5194 discloses
a method for scrambling the phase characteristics of the carrier signals in a
multicarrier modulation system. The method comprises associating each carrier
signal V(p) with a value ¢, determined independently of any input bit value (page
2056, right col., last but one paragraph). A phase shift e is computed for each
carrier signal and combined with the phase characteristic of that carrier signal so
as to substantially scramble the phase characteristics of the plurality of the carrier
signals (page 2056, right col., equation 4).

2. All features of Claim 1 are alsc known from D2 = EP-A-0 719 004 (col. 14, line 39
- col. 15, fig. 9).

Form PCT/Separate Sheet/408 (Sheet 1) (EPO-April 1997)
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3. The above finding also applies to Claim 37 which corresponds to Claim 1.

4. The additional features of the dependent claims do not add anything new or
inventive to the above-mentioned independent claims because these features are
either known from the above prior art (reduced peak-to-average power ratio,
varying value with each carrier, pseudo-random pattern) or common measures
(using symbol and frame counts).

Form PCT/Separate Sheet/408 (Sheet 2) (EPO-April 1997)
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. Basis of the opinion

1. With regard to the elements of the international application (Replacement sheets which have been furnished to
the receiving Office in response to an invitation under Article 14 are referred to in this opinion as “originally filed”):

Description, pages:

1-17 as originally filed
Claims, No.:
1-39 as originally filed

Drawings, sheets:

1/2-2/2 as originally filed

2. With regard to the language, all the elements marked above were available or furnished to this Authority in the
language in which the international application was filed, unless otherwise indicated under this item.

These elements were available or furnished to this Authority in the following language: , which is:

[0 the language of a translation furnished for the purposes of the international search (under Rule 23.1(b)).
[0 the language of publication of the international application (under Rule 48.3(b)).

O the language of a translation furnished for the purposes of international preliminary examination (under Rule
55.2 and/or 55.3).

3. With regard to any nucleotide and/or amino acid sequence disclosed in the international application, the
international preliminary examination was carried out on the basis of the sequence listing:

contained in the international application in written form.

filed together with the international application in computer readable form.
furnished subsequently to this Authority in written form.

furnished subsequently to this Authority in computer readable form.

OooOooao

The statement that the subsequently furnished written sequence listing does not go beyond the disclosure in
the international application as filed has been furnished.

O

The statement that the information recorded in computer readable form is identical to the written sequence
listing has been furnished.

4. The amendments have resulted in the cancellation of:

[0 the description, pages:
O the claims, Nos.:

Form PCT/IPEA/408 (Boxes I-VIll, Sheet 1) (July 1998)
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O the drawings, sheets:

5. O This report has been established as if (some of) the amendments had not been made, since they have been
considered to go beyond the disclosure as filed (Rule 70.2(c)):

(Any replacement sheet containing such amendments must be referred to under item 1 and annexed to this
report.)

6. Additional observations, if necessary:

Ill. Non-establishment of opinion with regard to novelty, inventive step and industrial applicability

1. The questions whether the claimed invention appears to be novel, to involve an inventive step (to be non-
obvious), or to be industrially applicable have not been and will not be examined in respect of:

[0 the entire international application,

claims Nos. 20-36,

because:
O the said international application, or the said claims Nos. relate to the following subject matter which does

not require an international preliminary examination (specify):

O the description, claims or drawings (indicate pariicular elemenis below) or said claims Nos. are so unclear
that no meaningful opinion could be formed (specify):

X the claims, or said claims Nos. 20-36 are so inadequately supported by the description that no meaningful
opinion could be formed.
O nointernational search report has been established for the said claims Nos. .

2. A written opinion cannot be drawn due to the failure of the nuclectide and/or amino acid sequence listing to
comply with the standard provided for in Annex C of the Administrative Instructions:

O the written form has not been furnished or does not comply with the standard.
O the computer readable form has not been furnished or does not comply with the standard.

V. Reasoned statement under Rule 66.2(a)(ii) with regard to novelty, inventive step or industrial applicability;
citations and explanations supporting such statement

1. Statement
Novelty (N) Claims 1-3,6,19,37,38

Inventive step (IS) Claims 1-19,37,38

Form PCT/IPEA/408 (Boxes I-VIll, Sheet 2) (July 1998)
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Industrial applicability (1A) Claims

2. Citations and explanations
see separate sheet

Form PCT/IPEA/408 (Boxes I-VIll, Sheet 3) (July 1998)
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If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

In Re the Application of: Marcos C. Tzannes
Serial No.: 13/718,016
Filed: December 18, 2012

) Group Art Unit:

)

)

)
Atty. File No.: 6936-47-CON-DIV-CON-3 g

)

)

)

)

Confirmation No.: 4520
Examiner: WILLIAMS, Lawrence

INFORMATION DISCLOSURE
STATEMENT

Entitled: “System and Method for Descrambling
the Phase of Carriers in a Multicarrier

Communications System Electronically Submitted

Commissioner for Patents
P.O. Box 1450
Alexandria, VA 22313-1450

Dear Sir:

The references cited on attached Form PTO-1449 are being called to the attention
of the Examiner.
X Copies of the cited non-patent and/or foreign references are enclosed herewith.
] Copies of the cited U.S. patents and/or patent applications are enclosed herewith.
X Copies of the cited U.S. patents/patent application publications are not enclosed in
accordance with 37 C.F.R. § 1.98(a).
] Copies of the cited references are not enclosed, in accordance with 37 C.F.R.
§ 1.98(d), because the references were cited by or submitted to the U.S. Patent and
Trademark Office in prior application Serial No. filed ,

which is relied upon for an earlier filing date under 35 U.S.C. § 120.
= To the best of applicants’ belief, the pertinence of the foreign-language references
are believed to be summarized in the attached English translation/abstracts and/or in the
figures, although applicants do not necessarily vouch for the accuracy of the translation.
X Examiner’s attention is drawn to the following related applications:
o Serial No. 13/439.605 filed April 4, 2012 (Attorney Ref. No. 6936-47-CON-
DIV-CON-2)
o Serial No. 13/284.549 filed Oct. 28, 2011, U.S. Patent No. 8,218,610 (Attorney
Ref. No. 6936-47-CON-DIV-CON)
o Serial No. 11/860,080 filed Sept. 24, 2007, U.S. Patent No. 8,073,041 (Attorney
Ref. No. 6936-47-CON-DIV)
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e Serial No. 09/710,310 filed Nov. 9, 2000, U.S. Patent No. 6,961,369 (Attorney
Ref. No. 6936-47)

o Serial No. 11/211,535 filed Aug. 26, 2005, U.S. Patent No. 7,292,627 (Attorney
Ref. No. 6936-47-CON)

» Serial No. 11/863,581 filed Sept. 28, 2007, U.S. Patent No. 7,471,721 (Attorney
Ref. No. 6936-47-CON-2)

e Serial No. 12/255,713 filed Oct. 22, 2008, U.S. Patent No. 7,769,104 (Attorney
Ref. No. 6936-47-CON-3)

o Serial No. 12/783.725 filed May 20, 2010, U.S. Patent No. 8,090,008 (Attorney
Ref. No. 6936-47-CON-4)

e Serial No. 13/303,417 filed Nov. 23, 2011 (Attorney Ref. No. 6936-47-CON-5)

[] Other:

Submission of the above information is not intended as an admission that any item

is citable under the statutes or rules to support a rejection, that any item disclosed
represents analogous art, or that those skilled in the art would refer to or recognize the
pertinence of any reference without the benefit of hindsight, nor should an inference be
drawn as to the pertinence of the references based on the order in which they are presented.
Submission of this statement should not be taken as an indication that a search has been
conducted, or that no better art exists.

It is respectfully requested that the cited information be expressly considered
during the prosecution of this application and the references made of record therein,

FEES

W 37 CFR 1.97(b): No fee is believed due in connection with this submission, because the information disclosure statement
submitted herewith is satisfied by one of the following conditions (“X” indicates satisfaction):

Within three months of the filing date of a national application other than a continued prosecution
application under 37 CFR 1.53(d), or

D Within three months of the date of entry into the national stage of an international application as set
forth in 37 CFR 1.491 or

D Before the mailing date of a first Office Action on the merits, or

D Before the mailing of a first Office action after the filing of a request for continued examination under
37CFR 1.114.

Although no fee is believed due, if any fee is deemed due in connection with this submission, please charge such fee to
Deposit Account 19-1970.

Page 560 of 567




37 CFR 1.97(c): The information disclosure statement transmitted herewith is being filed after all the above conditions (37
CFR 1.97(b)), but before the mailing date of one of the following conditions:

(1) a final action under 37 C.F.R. 1.113 or

(2) a notice of allowance under 37 C.F.R. 1.311, or

(3) an action that otherwise closes prosecution in the application,
This Information Disclosure Statement is accompanied by:

A Certification (below) as specified by 37 C.F.R. 1.97(e). Although no fee is believed due, if any fee is deemed
due in connection with this submission, please charge such fee to Deposit Account 19-1970.

D Please charge Deposit Account 19-1970 in the amount of $180,00 for the fee set forth in 37 CF.R. 1.17(p) for
submission of an information disclosure statement. Please credit any overpayment or charge any underpayment to Deposit
Account 19-1970,

37 CFR 1,97(d): This Information Disclosure Statement is being submitted after the period specified in 37 CFR 1.97(c).

This information Disclosure Statement includes a Certification (below) as specified by 37 C.F.R. 1.97(¢)
AND

D Applicants hereby requests consideration of the reference(s) disclosed herein. Please charge Deposit Account
19-1970 in the amount of $180.00 under 37 C.F.R. 1.17(p). Please credit any overpayment or charge any underpayment to
Deposit Account 19-1970. Election to pay the fee should not be taken as an indication that applicant(s) cannot execute a
certification.

Certification (37 C.F.R. 1.97(e))
(Applicable only if checked)

The undersigned certifies that:

[] Each item of information contained in this information disclosure statement was
first cited in any communication from a foreign patent office in a counterpart foreign
application not more than three months prior to the filing of this statement. 37 C.F.R.
1.97(e)(1).

] A copy of the communication from the foreign patent office is enclosed.

OR

[_] No item of information contained in this information disclosure statement was
cited in a communication from a foreign patent office in a counterpart foreign
application, and, to the knowledge of the undersigned after making reasonable
inquiry, no item of information contained in this Information Disclosure Statement
was known to any individual designated in 37 C.F.R. 1.56(c) more than three months
prior to the filing of this statement, 37 C.F.R. 1.97(e)(2).

Date:

Respectfully submitted,

SHERIDAN ROSS P.C.

By//Z///
son H. Vick
Registration No. 45,285
1560 Broadway, Suite 1200
Denver, Colorado 80202-5141

)i Nae /2 (303) 863-9700
S
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PTO/AIAIB0 {07-12)

Approved for use through 11/30/2014. OMB 0661-00356

U.S, Patent and Trademark Office; U.S DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1895, no persons are required to respond to a collection of Information unless it displays a valld OMB control number,

POWER OF ATTORNEY TO PROSECUTE APPLICATIONS BEFORE THE USPTO

| hereby revoke all previous powers of attorney given in the application identified in the attached statement
under 37 CFR 3,73(c).

| hereby appoint:

Zz;clitloners assoclated with Customer Number: 6 2 57 4

l:l Practitioner(s) named below (If more than ten patent practitioners are to be hamed, then a customer number must be used).

Name Registration Name Registration
Number Number

As attorney(s) or agent(s) to represent the undersigned before the United States Patent and Trademark Office (USPTOY) in connection with
any and all patent applications assigned only to the undersigned according to the USPTO assignment records or assignments documents
attached to this form in accordance with 37 CFR 3,73(c).

Please change the correspondence address for the application Identified in the attached statement under 37 CFR 3,73(c) to:

E The address associated with Customer Number; 62574
OR

Flrm or
Individual Name

Address

City State Zip

Country

Telephone Email

Assignee Name and Address: TQ DELTA, LLC
806 Las Cimas Parkway, Suite 240
Austin, Texas 78746

A copy of this form, together with a statement under 37 CFR 3.73(c) (Form PTO/AIA/98 or equivalent) is required to be
Filed In each application in which this form is used, The statement under 37 CFR 3.73(c) may be completed by one of
The practitioners appointed in this form, and must identify the application in which this Power of Attorney is to be filed.

SIGNATURE of Asslgnee of Record
The Individual whose signature and title is supplied below is authorized to act on behalf of the assignee

Signature |~ a4 /@i,c’____\ Date o/ Y / I
Name Mark K. Roche Telephone 512-609-1810
Title Managing Director

This callection of information Is required by 37 CFR 1,31, 1.32 and 1.33, The information Is required to obtaln or retaln a benefit by the public which Is to file (and
by the USPTO to process) an application, Confidentlality Is governed by 36 U,S.C, 122 and 37 CFR 1.11 and 1,14, This collection Is estimated to take 3 minutes
to complete, including gathering, preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the Individual case. Any
comments on the amount of time you require to complete this form and/or suggesilons for reducing this burden, should be sent to the Chief Information Officer,
U.8, Patent and Trademark Office, U.S. Department of Commerce, P,O. Box 1460, Alexandrla, VA 22313-1450, DO NOT SEND FEES OR COMPLETED
FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P,O. Box 1450, Alexandria, VA 22313-1450,

If you need assistance in completing the form, call 1-800-PTO-9199 and select option 2,
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Electronic Acknowledgement Receipt

EFS ID: 14499499
Application Number: 13718016
International Application Number:
Confirmation Number: 4520

Title of Invention:

SYSTEM AND METHOD FOR DESCRAMBLING THE PHASE OF CARRIERS IN A
MULTICARRIER COMMUNICATIONS SYSTEM

First Named Inventor/Applicant Name:

Marcos C. Tzannes

Customer Number:

62574

Filer:

Jason Vick/Joanne Vos

Filer Authorized By:

Jason Vick

Attorney Docket Number:

6936-47-CON-DIV-CON-3

Receipt Date: 18-DEC-2012
Filing Date:
Time Stamp: 13:57:00

Application Type:

Utility under 35 USC 111(a)

Payment information:

Submitted with Payment no
File Listing:
Document .. . File Size(Bytes)/ Multi Pages
Number Document Description File Name Message Digest | Part/.zip| (if appl.)
347859
Sattement_under_373c_w_PO
1 yes 3

A.pdf

1b3a6129¢40494d8d6605c6d7ab16576a4
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Multipart Description/PDF files in .zip description
Document Description Start End
Assignee showing of ownership per 37 CFR 3.73. 1 2
Power of Attorney 3 3
Warnings:
Information:
Total Files Size (in bytes):I 347859

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111
If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR

1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application asa
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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PTO/AIA/96 (08-12)

Approved for use through 01/31/2013, OMB 0651-0031

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid OMB control number.

STATEMENT UNDER 37 CFR 3.73(c)
Applicant/Patent Owner: TQDELTA, LLC

Application No./Patent No.: _13/718,016 Filed/Issue Date: December 18, 2012

Titled: SYSTEM AND METHOD FOR DESCRAMBLING THE PHASE OF CARRIERS IN A MULTICARRIER COMMUNICATIONS SYSTEM
TQ DELTA, LLC _a Corporation

(Name of Assignee} (Type of Assignee, e.g., corporation, partnership, university, government agency, etc.)

states that, for the patent application/patent identified above, it is (choose one of options 1, 2, 3 or 4 below):
1. The assignee of the entire right, title, and interest.

2. D An assignee of less than the entire right, title, and interest (check applicable box):

[_| The extent (by percentage) of its ownership interest is %. Additional Statement(s) by the owners
holding the balance of the interest must be submitted to account for 100% of the ownership interest.

D There are unspecified percentages of ownership. The other parties, including inventors, who together own the entire
right, title and interest are:

Additional Statement(s) by the owner(s) holding the balance of the interest must be submitted to account for the entire
right, title, and interest.

3. |:| The assignee of an undivided interest in the entirety (a complete assignment from one of the joint inventors was made).
The other parties, including inventors, who together own the entire right, title, and interest are:

Additional Statement(s) by the owner(s) holding the balance of the interest must be submitted to account for the entire
right, title, and interest.

4, D The recipient, via a court proceeding or the like (e.g., bankruptcy, probate), of an undivided interest in the entirety (a
complete transfer of ownership interest was made). The certified document(s) showing the transfer is attached.

The interest identified in option 1, 2 or 3 above (not option 4) is evidenced by either (choose one of options A or B below):

A. D An assignment from the inventor(s) of the patent application/patent identified above. The assignment was recorded in
the United States Patent and Trademark Office at Reel , Frame , or for which a copy
thereof is attached.

B. A chain of title from the inventor(s), of the patent application/patent identified above, to the current assignee as follows:

1. From: Marcos C. Tzannes To: AWARE, INC.
The document was recorded in the United States Patent and Trademark Office at
Reel 010877 , Frame 0307 , or for which a copy thereof is attached.
2. From: AWARE. INC. To! TQ DELTA, LLC

The document was recorded in the United States Patent and Trademark Office at
Reel 029154 , Frame 0937 , or for which a copy thereof is attached.

[Page 1 of 2]
This collection of information is required by 37 CFR 3.73(b). The information is required to obtain or retain a benefit by the public which is to file (and by the USPTO to
process) an application, Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.11 and 1.14, This collection is estimated to take 12 minutes to complete, including
gathering, preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount
of time you require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and Trademark
Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450, DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND
TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450,

If you need assistance in completing the form, call 1-800-PT0-9199 and select option 2.
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PTO/AIA/96 (08-12)

Approved for use through 01/31/2013. OMB 0651-0031
U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid OMB control number.

\

STATEMENT UNDER 37 CFR 3.73(c)

3. From: To:
The document was recorded in the United States Patent and Trademark Office at
Reel , Frame , or for which a copy thereof is attached.
4, From: To:
The document was recorded in the United States Patent and Trademark Office at
Reel , Frame , or for which a copy thereof is attached.
5. From: To:
The document was recorded in the United States Patent and Trademark Office at
Reel , Frame , or for which a copy thereof is attached.
6. From: To:

The document was recorded in the United States Patent and Trademark Office at

Reel , Frame , or for which a copy thereof is attached.

D Additional documents in the chain of title are listed on a supplemental sheet(s).

As required by 37 CFR 3.73(c)(1)(i), the documentary evidence of the chain of title from the original owner to the
assignee was, or concurrently is being, submitted for recordation pursuant to 37 CFR 3.11.

[NOTE: A separate copy (i.e., a true copy of the original assignment document(s)) must be submitted to Assignment
Division in accordance with 37 CFR Part 3, to record the assignment in the records of the USPTO. See MPEP 302.08]

The undersigned (whose title is supplied Eglgvy)is,auihorized to act on behalf of the assignee.

— — December 18, 2012
,/Sii@ure// Date
Jason H. Vick 45,285

Printed or Typed Name

Title or Registration Number

[Page 2 of 2]
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PTO/SB/06 (09-11)

Approved for use through 1/31/2014. OMB 0651-0032
U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid OMB control number.

Substitute for Form PTO-875

PATENT APPLICATION FEE DETERMINATION RECORD APP'iCa;i%”/;quo%‘?gumber

Filing Date
12/18/2012 | [ To be Mailed

ENTITY: []tARGE [X] smALL [] MicrO

APPLICATION AS FILED - PART I

(Column 1) (Column 2)
FOR NUMBER FILED NUMBER EXTRA RATE ($) FEE ($)
[ sasic Fee
(37 CFR 1.16(a), (b), or (c)) /A /A N/A
D SEARCH FEE N/A N/A N/A
(37 CFR 1.16(K), (i), or (m))
|:| EXAMINATION FEE
(37 GFR 1.16(0), (p), or (q)) N/A N/A N/A
TOTAL CLAIMS . N
(37 CFR 1.16(i)) minus 20 = X $ =
INDEPENDENT CLAIMS . N
(37 CFR 1.16(h)) minus 3 = X $ =
If the specification and drawings exceed 100 sheets
0 of paper, the application size fee due is $310 ($155
‘ZF;PCL;E{/'}-:'GON SIZE FEE for small entity) for each additional 50 sheets or
( 18(5)) fraction thereof. See 35 U.S.C. 41(a)(1)(G) and 37
CFR 1.16(s).
e
[ MULTIPLE DEPENDENT CLAIM PRESENT (37 CFR 1.16())
_—
* If the difference in column 1 is less than zero, enter “0” in column 2. TOTAL
APPLICATION AS AMENDED - PART Il
(Column 1) (Column 2) (Column 3)
CLAIMS HIGHEST
= 12/18/2012 /F\‘Eyé\F'{N'NG gg:\zﬂ\%g%sw PRESENT EXTRA RATE ($) ADDITIONAL FEE ($)
E AMENDMENT PAID FOR
= | mgeem e Minus | -+ 20 - 1 x s31 31
4 B EE s | 3 -0 x 5125 0
<§E D Application Size Fee (37 CFR 1.16(s))
_—
|:| FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM (37 GFR 1.16()))
TOTAL ADD’L FEE 31
(Column 1) (Column 2) (Column 3)
CLAIMS HIGHEST
REMAINING NUMBER
AFTER PREVIOUSLY PRESENT EXTRA RATE ($) ADDITIONAL FEE ($)
AMENDMENT PAID FOR
Total N i o
. ?e(?)) (37 CFR Minus - X -
Independent . :
(37 GER 1.16(1) Minus = X $ =

D Application Size Fee (37 CFR 1.16(s))
_—

AMENDMENT

D FIRST PRESENTATION OF MULTIPLE DEPENDENT GLAIM (37 GFR 1.16(j))

* |f the entry in column 1 is less than the entry in column 2, write “0” in column 3.
** If the “Highest Number Previously Paid For” IN THIS SPACE is less than 20, enter “20”.
*** If the “Highest Number Previously Paid For” IN THIS SPACE is less than 3, enter “3”.

TOTAL ADD’L FEE

LIE
/ROSA WEST/

The “Highest Number Previously Paid For” (Total or Independent) is the highest number found in the appropriate box in column 1.

?his collection of information is required by 37 CE& 1.16. ?he information is required to obtain or retain a benefit by the public which is to file (and by the USPTO to

process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.14. This collection is estimated to take 12 minutes to complete, including gathering,

preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you

require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and Trademark Office, U.S.

Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS

ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.
If you need assistance in completing the form, call 1-800-PTO-9199 and select option 2.
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