
c12) United States Patent 
Dabbs, III et al. 

(54) METHOD AND APPARATUS FOR EFFICIENT 
AND DETERMINISTIC GROUP ALERTING 

(75) Inventors: James M. Dabbs, III, Stockbridge, GA 
(US); Brian Claise, Alpharetta, GA (US) 

(73) Assignee: Critical Response Systems, Inc., 
Norcross, GA (US) 

( *) Notice: Subject to any disclaimer, the term of this 
patent is extended or adjusted under 35 
U.S.C. 154(b) by 0 days. 

This patent is subject to a terminal dis­
claimer. 

(21) Appl. No.: 13/154,138 

(22) Filed: Jun. 6, 2011 

(65) Prior Publication Data 

US 2011/0299403 Al Dec. 8, 2011 

Related U.S. Application Data 

(63) Continuation of application No. 11/303,025, filed on 
Dec. 16, 2005, now Pat. No. 7,969,959. 

(60) Provisional application No. 60/636,094, filed on Dec. 
16, 2004. 

(51) Int. Cl. 
H04W4100 (2009.01) 

(52) U.S. Cl. ..................... 370/349; 455/519; 455/404.1; 
455/410; 340/7.46; 340/539.1; 340/442; 340/445; 

340/441; 370/390; 370/310; 709/206; 709/207 

(58) Field of Classification Search ............... 455/404.1, 
455/410, 519; 370/349, 310, 390; 340/7.46, 

340/539.1, 442, 441, 445; 709/206, 207 
See application file for complete search history. 

111111 1111111111111111111111111111111111111111111111111111111111111 
US008199740B2 

(10) Patent No.: US 8,199, 740 B2 
(45) Date of Patent: *Jun. 12, 2012 

(56) References Cited 

U.S. PATENT DOCUMENTS 

5,278,539 A 
5,835,860 A 
6,304,649 B1 
6,529,735 B1 
6,710,702 B1 
6,714,636 B1 
6,804,332 B1 
7,337,146 B2 * 
7,657,253 B2 * 
7,808,378 B2 * 

111994 Lauterbach et a!. 
1111998 Diachina 
10/2001 Lauzon eta!. 
3/2003 De Brito 
3/2004 Averbuch eta!. 
3/2004 Baiyor eta!. 

10/2004 Miner et a!. 
2/2008 Heelan eta!. ................... 705/52 
2/2010 Lewis ........................ 455/412.2 

10/2010 Hayden ......................... 340/506 

(Continued) 

OTHER PUBLICATIONS 

M 1520, Product Brochure, Critical Response Systems™, Copyright 
2005, 2 pages, www.critresp.com. 

(Continued) 

Primary Examiner- Pierre-Louis Desir 
(74) Attorney, Agent, or Firm- Roylance, Abrams, 
Berdo & Goodman, LLP 

(57) ABSTRACT 

A system and method are provided for reliable, wireless 
group alerting in a system having a database, switch, wireless 
network, and a plurality of intelligent mobile receivers, and 
preferably employing a modified two-way paging based on 
ReFLEX™ protocol information service (IS) messages and a 
novel ALOHA command for multicast acknowledgement 
from mobile receivers. An encrypted message is broadcast to 
a group address and received by a selected number of the 
mobile receivers. The network replies to the sender with 
detailed information about the individual members in the alert 
group. Each of the mobile receivers in the group then 
acknowledges the common message back to the system, 
decrypts the message, displays it to the user, and allows the 
user to respond. The system employs centralized manage­
ment to simplify the roles of the mobile users and adminis­
trators, minimizing configuration and operational human 
errors that would otherwise result in confusion or lost mes­
sages. 

21 Claims, 7 Drawing Sheets 

General Electric Co. 1002 - Page 1f 

 

Find authenticated court documents without watermarks at docketalarm.com. 

https://www.docketalarm.com/


U.S. PATENT DOCUMENTS 

US 8,199,740 B2 
Page 2 

2006/0273893 A1 * 12/2006 Warner ......................... 340/531 

2001/0010490 A1 * 
2002/0177428 A1 
2003/0153343 A1 
2004/0087300 A1 
2004/0180654 A1 
2005/0157720 A1 
2005/0198183 A1 
2006/0105740 A1 
2006/0178128 A1 

8/2001 Bellin .......................... 340/7.46 
2010/0146057 A1 * 6/2010 Abu-Hakima et al ........ 709/206 

1112002 Menard eta!. 
8/2003 Crockett et a!. 
5/2004 Lewis 
9/2004 Chen 
7/2005 Chandhok eta!. 
9/2005 Zilliacus eta!. 
5/2006 Puranik 
8/2006 Eaton eta!. 

OTHER PUBLICATIONS 
M 1501, Product Brochure, Critical Response Systems™, Copyright 
2005, 3 pages, www.critresp.com. 
"Mobile Data and Paging for First Responders", Sparkgap™. Copy­
right 2004, 2 pages, www.tga.com. 

* cited by examiner 

General Electric Co. 1002 - Page 2f 

 

Find authenticated court documents without watermarks at docketalarm.com. 

https://www.docketalarm.com/


U.S. Patent Jun.12,2012 Sheet 1 of7 US 8,199,740 B2 

10 

I 
14 WIRELESS NETWORK 

20 
18 RECEIVER DATABASE 15 I 

Q 
CLIENT 

11 

SWITCH i ' • era: 
MOBILE RECEIVER 16~ a a 

!81 !81 ~ 
16 

FIG.1 

18 

I 
22 26 24 
I I I 

RECEIVERS MEMBERSHIP GROUPS 
PK PERSONALADDRESS PK, FK2 GROUPADDRESS l-...+ PK GROUPADDRESS 

CRYPTOKEY PK, FK1 PERSONALADDRESS NAME 
PARAMETERS cc CRYPTOKEY 

FIG. 2 

General Electric Co. 1002 - Page 3f 

 

Find authenticated court documents without watermarks at docketalarm.com. 

https://www.docketalarm.com/


U.S. Patent 
Jun. 12, 2012 

Sheet 2 of7 

20' 

1'\.~n 
"0~"0 

0 
0 
0 

• 0 
0 

• • • 

FIG. 3 

~ 12' g ,...__ __ ..._ c,__--§~ ... .......__ 
CAD CLIENT 

CONNECT 
SPARKGAP SERVER 

REQUEST 1 (LOGINJ ~ 
RESPONSE 1 ~ ..... 

REQUEST2 '-

RESPONSE 2 ~ -- EVENT 
EVENT 

- EVENT 

FIG. 4 

10' 

I 

US 8,199, 740 B2 

-

General Electric Co. 1002 - Page 4

f 

 

Find authenticated court documents without watermarks at docketalarm.com. 

https://www.docketalarm.com/


;I 
GPS/AVL 

0 

;I 
GPS/AVL 

0 

;I 
GPS/AVL 

0 
~(Bl 

~ ~ 

;I 
GPS/AVL 

0 

D ~ 

;I 
GPS/AVL 

Q 

(9)~ 

;I 
GPS/AVL 

0 

10" 

I 
;I 

GPS/AVL 

0 
~ -- on 

~ ~ob:J(9) D ~ ~ (9) 

;I 
GPS/AVL 

D 
.... j __ 

~ 
L,( p 

MODEL2100 
RX1- t 9 
RX2-

1 

RECEIVER 

TX--~ 
~ 
TRANSMITIER 

FIG. 5 

REDUNDANT 
(OPTIONAL) 
SPARK GAP 

SERVER 
12'a 

-.....!.-

TANDEM ~-___r 
LINK PRIMARY 

(OPTIONAL) SPARKGAP 
SERVER 

12'b 

~16 

-... J ... 

14' 
-....!.-

9-1-1 CENTER 

20 

~ 
00 
• 
~ 
~ 
~ 
~ = ~ 

2' 
:= .... 
N 
~ 

N 
0 .... 
N 

rFJ 

=­('D 
('D ..... 
(.H 

0 ..... 
-....l 

d 
rJl 

"'010 

""""' \C 
\C 
~ 
~ = = N 

General Electric Co. 1002 - Page 5f 

 

Find authenticated court documents without watermarks at docketalarm.com. 

https://www.docketalarm.com/


Real-Time Litigation Alerts
	� Keep your litigation team up-to-date with real-time  

alerts and advanced team management tools built for  
the enterprise, all while greatly reducing PACER spend.

	� Our comprehensive service means we can handle Federal, 
State, and Administrative courts across the country.

Advanced Docket Research
	� With over 230 million records, Docket Alarm’s cloud-native 

docket research platform finds what other services can’t. 
Coverage includes Federal, State, plus PTAB, TTAB, ITC  
and NLRB decisions, all in one place.

	� Identify arguments that have been successful in the past 
with full text, pinpoint searching. Link to case law cited  
within any court document via Fastcase.

Analytics At Your Fingertips
	� Learn what happened the last time a particular judge,  

opposing counsel or company faced cases similar to yours.

	� Advanced out-of-the-box PTAB and TTAB analytics are  
always at your fingertips.

Docket Alarm provides insights to develop a more  

informed litigation strategy and the peace of mind of 

knowing you’re on top of things.

Explore Litigation 
Insights

®

WHAT WILL YOU BUILD?  |  sales@docketalarm.com  |  1-866-77-FASTCASE

API
Docket Alarm offers a powerful API 
(application programming inter-
face) to developers that want to 
integrate case filings into their apps.

LAW FIRMS
Build custom dashboards for your 
attorneys and clients with live data 
direct from the court.

Automate many repetitive legal  
tasks like conflict checks, document 
management, and marketing.

FINANCIAL INSTITUTIONS
Litigation and bankruptcy checks 
for companies and debtors.

E-DISCOVERY AND  
LEGAL VENDORS
Sync your system to PACER to  
automate legal marketing.


