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10 1. Introduction
11 This document provides a complete description of the HTTP Distribution and Replication Protocol
12 (DRP). The goal of the DRP protocol is to significantly improve the efficiency and reliability of data
13 distribution over HTTP. Here is a more detailed list of goals:
14
15 ¢ Provide a widely applicable mechanism for the efficient replication of data and content.
o Improve the efficiency and reliability of caching servers and proxies.
16 ¢ Significantly improve the efficiency of subscription-based data and content distribution.
17 o Improved reliability and versioning for the distribution of mission-critical applications and data.
18 o Create an interoperability standard for replicating content between clients and servers from
19 different vendors.
o Keep the protocol simple to avoid incompatibilities.
20 ¢ Provide functionality that is complementary to existing standards.
21 ¢ Provide functionality that is backward compatible with existing HTTP servers and proxies.
o) ¢ Provide functionality that can be deployed anywhere where HTTP is available today.
23 The HTTP Distribution and Replication Protocol was designed to efficiently replicate a hierarchical set
24 offilestoa large number of clients. No assumption is made about the content or type of the files; they
25 are simply files in some hierarchical organization.
26
27 After the initial download a client can keep the data up-to-date using the DRP protocol. Using DRP the
client can download only the data that has changed since the last time it checked. Downloading only
28 the differences is much more efficient because data typically evolves slowly over time, and because
29  changes are usually restricted to only a subset of the data. One of the goals of the DRP protocol is to
30  avoid downloading the same data more than once.
31 o . : . . :
32 The data that is distributed can consist of more than just HTML pages; it can consist of any kind of
code or content. The DRP protocol provides strong guarantees about data versioning. This is a
33 requirement for distributing mission critical applications, because getting the correct version of each
34  component is a necessary to ensure a complete application will work correctly. Correct file versioning
35 using existing HTTP requests is problematic because there is currently no reliable mechanism for
identifying a particular version of a file.
36
37 The DRP protocol uses content identifiers to automatically share resources that are requested more
38  than once. This eliminates redundant transfers of commonly used resources. The content identifiers
39  used in the DRP protocol are based on widely accepted checksum technology.
40 The DRP protocol uses a data structure called an index, which is currently specified using the
41 eXtensible Markup Language (XML). Because the index describes meta data, we anticipate using the
42 Resource Description Framework (RDF), in a future version of the DRP protocol specification. XML
43  isused in the interim because the RDF standard was not finalized at the time of writing.
44 . _ Y .
45 The DRP protocol relies on existing HTTP/1.1 functionality to achieve better performance when
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1 replicating files, and it is backward compatible with existing HTTP/1.0 and HTTP/1.1 proxies so that it
o) can be deployed immediately. To further improve the download efficiency and caching behavior of
3 HTTP, the proposal introduces new HTTP header information that may become part of the core HTTP
protocol specification in the future. Because the DRP protocol is layered on HTTP, it will benefit from
4 ongoing efforts in the HTTP-NG working group.
5
6 The DRP protocol is based on technology which was originally developed, implemented, and deployed
7 by Marimba Inc. Although it was originally designed for software distribution, it is widely applicable
in many different areas, and it enables the large scale automatic distribution of software, data, and
8 content to many different clients.
9
10 2. The HTTP Distribution and Replication Protocol
11
12 2.1 Content Identifiers
13
14 The DRP protocol uses content identifiers to identify individual pieces of content. A content identifier
is a token that can be used to uniquely identify any piece of data or content. It can also be used to
15 determine whether two pieces of content are identical with great accuracy.
16
17 A content identifier consists of one or more Uniform Resource Identifiers (URI) separated by commas.
18 The URIs are combined together into a single content identifier and form a globally unique identifier.
19 Here is the syntax of a content-identifier:
20
21
o) content-identifier = URI ( "," URI )~*
23
24 Typically a checksum algorithm is used to generate a content identifier for a piece of content. One of
25 the checksum algorithms which can be used is the Message Digest algorithm from RSA. The MD5
26 algorithm is a well-known algorithm for computing a 128-bit checksum for any file or object. See
27 http://www.rsa.com/pub/rfc1321.txt for details on the implementation of the MD5 algorithm.
28 The likelihood of two different files producing the same MDS5 checksum is very small (about 1 in
29 2764), and as such, the MD5 checksum of a file can be used to construct a reliable content identifier
30 thatis very likely to uniquely identify the file. The reverse is also true. If two files have the same MD5
31 checksum, it is very likely that the files are identical.
32 It is possible to define a Universal Resource Name (URN), which is a kind of URI, for a 128-bit MD5
33 checksum:
34
35
36 MD5-URN = "urn:md5:" base64-number
37
38
39 Another checksum algorithm used in the DRP protocol is the SHA algorithm from the National
40 Institute of Standards and Technology. It is similar to the MD5 algorithm but its checksums are 160
bits long, and have different properties. See http://csrc.nist.gov/fips/fip180-1.txt for details on the
41 implementation of the SHA algorithm.
42
43  Hereis how a URN is created using a 160-bit SHA checksum:
44
45 |
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1
2 SHA-URN = "urn:sha:" base64-number
3
4 Both MD5 and SHA based URIs use base64 encoding to encode the checksum of the content. The
5 base64 algorithm encodes each 3 bytes of the checksum in 4 characters containing 6 bits of
6 information each. The details of the base64 encoding algorithm are part of the MIME specification.
7
8 Note that a base64 number can include '/' and '+' characters. Although these characters are treated
specially in the URN syntax specification, it is not necessary to escape them when used in a checksum
9  URN.
10
11 If a content identifier contains a URI that refers to a well known checksum algorithm such as MD5 or
12 SHA, it is possible to verify the integrity of the content. If none of the URIs in the content identifier
refer to a known checksum algorithm, the content identifier should be treated as an opaque string that
13 can be used for addressing purposes only.
14
15 Here are some examples of valid content identifiers:
16
17
18 urn:md5: FNG4c6MJILADEY1rcoGb4pQ==
;g urn:md5: HUXZLQOLMul/KZ5KDcJPcOA==
21 urn:sha:thvDyvhfIglvFe+A9MYgxAfmlgb=
22 http://www.acme.com/images/foo.gif,urn:md5:FNG4c6MJILADEY1rcoGb4pQ==
23
24 http://www.acme.com/Example/,urn:x-version:5
25 ftp://www.acme.com/Hello%20World
26
27 In applications where the possibility of duplicates for a given URN is unacceptable, content identifiers
28 can be generated with the required uniqueness by using multiple appropriate URIs. If for example
29 version numbers are used, it is important to further qualify the content identifier in order to make it
30  globally unique. This can be achieved by including the URL of the object to which the version number
3] applies in the content identifier.
32 A content identifier is often embedded in an HTTP header, and therefore the URIs in the content
33 identifier are not allowed to contain reserved characters such as spaces or comma characters. All
34  reserved characters should be encoded as specified in the URI specification.
35
36 2.2 Index Format
37 To describe the exact state of a set of data files, the DRP protocol uses a data-structure called an index.
38 An index not only describes the hierarchical structure of the files, but it also describes the version, size,
39 and type of each file. An index is a snapshot of the state of a set of files at a particular moment in time.
40
41 An index is typically stored in memory as a tree data structure, but in order for clients and servers to
communicate this information over HTTP, an index can be described using XML. The index DTD
42 used by the DRP protocol is specified in Appendix A. Using this DTD, here is an example of an index
43 that describes a hierarchical set of files:
44
a5 |
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1
2 <?XML VERSION="1.0" RMD="NONE"?>
3 <index>
4
5 <file path="home.html" size="12345" id="urn:md5:PEFjWBDv/sd9%alS9BYuXOw=="/>
6 <file path="layerl.js" size="32112" id="urn:md5:W25YCu3toJt3ZsDsHIZmpg=="/>
7 <dir path="images">
8
9 <file path="acme.gif" size="4532" id="urn:md5:+hbZN5XfU6QAJBIRF1/KSQ=="/>
10 <file path="banner.gif" size="10452" id="urn:md5:tr3X+oN3r9kqvsiyDSSjjg=="/>
11 </dir>
12
13 <dir path="java/classes">
14 <file path="Scroll.java" size="14323" id="urn:md5:xjBkgWouS6p6FTUMIkx/Zg=="/>
15
16 <file path="gui.jar" size="540321" id="urn:md5:tcUzwODKut3SiTpmpAsi8g=="/>
17 </dir>
18 </index>
19
20
21 2.3 Index Retrieval
22
23 A DRP index is retrieved given a URL to the index. The index can be stored in any file and can be
retrieved using a normal HTTP GET request. The mime type of the index file allows clients to treat the
24 indexasa special file which provides meta information about other files. The client can use the index
25  to automatically download the files that are specified.
26
27 The index file can be an ordinary file on an HTTP server, but it can also be generated dynamically.
Note that the index isn't necessarily generated from a file system, it could also represent hierarchical
28 data from a different source such as a database.
29
30  Once the initial download is complete, a client can update the content by downloading a new version
31 of the index, and comparing it against the previous version of the index. Because each file entry in the
index has a content identifier, the client can determine which files have changed and so determine the
32 minimal set of files that need to be downloaded in order to bring the client up-to-date.
33
34 Index Base URL
35
The index file is typically located in the root directory of the file hierarchy it describes. In that case the
36 ypically ry y
base URL of the files in the index is the same as the base URL of the index itself. The index file should
37 not be listed in the index itself.
38
39  Anindex can also explicitly specify a different absolute or relative base URL using the base attribute
40 of the index tag. This allows an index to describe files that are located in a different directory, or even
on a different server.
41
42 For example, if the index is loaded from the following URL:
43
44
45
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