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[57] ABSTRACT 

The present invention provides a method and system that 
enables software-on-demand and software subscription ser
vices based on a dynamic transformation filter technology. 
The invention is also useful in the distribution of other 
electronic material. The apparatus utilized in this invention 
does not create any intermediate storage of decrypted mate
rial that is under the protection of this technology. Instead, 
the apparatus is implemented as a virtually integral part of 
the operating system that monitors and "filters" all read, 
write, and open/execute access to and from the 1/0 devices, 
such as a hard drive. As the protected material is being 
accessed for read, write or open/execute, the transformation 
filter positions itself in the critical path which is required for 
loading the material through the low level file system layer 
to the high level application layer. The material enters the 
transformation filter in its encrypted state. The transforma
tion filter decrypts the material in real-time as it goes 
through, and hands over the material in its original state to 
the upper level operating system component to fulfill the 
access requests. Because the need for intermediate storage is 
eliminated, the decrypted material in its original state is only 
visible to integral parts of the operating system components 
and not to other system users. As a result, security is 
significantly improved over prior art systems. 

20 Claims, 4 Drawing Sheets 
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