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[57] ABSTRACT 

The present invention provides a method and system that 
enables software-on-demand and software subscription ser­
vices based on a dynamic transformation filter technology. 
The invention is also useful in the distribution of other 
electronic material. The apparatus utilized in this invention 
does not create any intermediate storage of decrypted mate­
rial that is under the protection of this technology. Instead, 
the apparatus is implemented as a virtually integral part of 
the operating system that monitors and "filters" all read, 
write, and open/execute access to and from the 1/0 devices, 
such as a hard drive. As the protected material is being 
accessed for read, write or open/execute, the transformation 
filter positions itself in the critical path which is required for 
loading the material through the low level file system layer 
to the high level application layer. The material enters the 
transformation filter in its encrypted state. The transforma­
tion filter decrypts the material in real-time as it goes 
through, and hands over the material in its original state to 
the upper level operating system component to fulfill the 
access requests. Because the need for intermediate storage is 
eliminated, the decrypted material in its original state is only 
visible to integral parts of the operating system components 
and not to other system users. As a result, security is 
significantly improved over prior art systems. 

20 Claims, 4 Drawing Sheets 

102 103 

Local 
Application 

Local 
Application 

Network 
Application 

107 108 

Transformation Filter 

105 

File System Drivers Network File System Drivers 

106 

1/0 Devices 

IPR2017-00184 
UNIFIED EX1011

f 

 

Find authenticated court documents without watermarks at docketalarm.com. 

https://www.docketalarm.com/


U.S. Patent 

101 

Local 
Application 

Nov. 23, 1999 

107 

102 

Local 
Application 

Sheet 1 of 4 5,991,402 

103 

Network 
Application 

108 

OS File System Manager Network Service Provider 

Transformation Filter 

105 

File System Drivers Network File System Drivers 

106 

1/0 Devices 

FIG. 1 

f 

 

Find authenticated court documents without watermarks at docketalarm.com. 

https://www.docketalarm.com/


U.S. Patent Nov. 23, 1999 Sheet 2 of 4 5,991,402 

201 

203 202 

PE fE 

205 206 207 208 

A c F D 
(LICENSE (CLIENT APP) (TRANSFORMATION (PRODUCT 
MANAGER) FILTER) DATA) 

210 209 

210 

FIG. 2 

f 

 

Find authenticated court documents without watermarks at docketalarm.com. 

https://www.docketalarm.com/


U.S. Patent Nov. 23, 1999 

307 

Dp 
(PROFILE DATA) 

Pu 
{UNIQUE ID GENERATION) 

UNIQUE ID 

D 
{PRODUCT DATA) 

PEs 

312 

313 

306 

309 

(UNIQUE KEY GENERATION+ 2ND 
ENCRYPTION) 

310 

ME 
(UNIQUELY 

ENCRYPTED MATERIAL) 

DL 
(LICENSE+ 

USAGE DATE) 

311 

308 

Sheet 3 of 4 

302 

301 

M1 
(PRE-INSTALL 

MATERIAL) 

P1 
(USER INSTALLATION PROCESS) 

314 

303 304 

5,991,402 

306 

A 
(LICENSE 
MANAGER) 

C F 
(CLIENT APP) (TRANSFORMATION 

FILTER) 

FIG. 3 

f 

 

Find authenticated court documents without watermarks at docketalarm.com. 

https://www.docketalarm.com/


U.S. Patent Nov. 23, 1999 Sheet 4 of 4 5,991,402 

402 

SYSTEM 1/0 REQUESTS 

MONITOR 1/0 REQUESTS 416 TRANSFORMATION FILTER 

REQUESTS TO OPEN/EXECUTE/READ FILE 

GET FILE + LICENSE INFO 403 

No No 

SECURITY MONITOR 408 

KEY GENERATION 409 

DECRYPTING 41 0 
TRANSFORMATION 

HAND-OVER 413 

FIG. 4 

414 

LAUNCH CLIENT 1--­

APPLICATION 

415 

Yes LAUNCH LICENSE 
MANAGER 

f 

 

Find authenticated court documents without watermarks at docketalarm.com. 

https://www.docketalarm.com/


Real-Time Litigation Alerts
	� Keep your litigation team up-to-date with real-time  

alerts and advanced team management tools built for  
the enterprise, all while greatly reducing PACER spend.

	� Our comprehensive service means we can handle Federal, 
State, and Administrative courts across the country.

Advanced Docket Research
	� With over 230 million records, Docket Alarm’s cloud-native 

docket research platform finds what other services can’t. 
Coverage includes Federal, State, plus PTAB, TTAB, ITC  
and NLRB decisions, all in one place.

	� Identify arguments that have been successful in the past 
with full text, pinpoint searching. Link to case law cited  
within any court document via Fastcase.

Analytics At Your Fingertips
	� Learn what happened the last time a particular judge,  

opposing counsel or company faced cases similar to yours.

	� Advanced out-of-the-box PTAB and TTAB analytics are  
always at your fingertips.

Docket Alarm provides insights to develop a more  

informed litigation strategy and the peace of mind of 

knowing you’re on top of things.

Explore Litigation 
Insights

®

WHAT WILL YOU BUILD?  |  sales@docketalarm.com  |  1-866-77-FASTCASE

API
Docket Alarm offers a powerful API 
(application programming inter-
face) to developers that want to 
integrate case filings into their apps.

LAW FIRMS
Build custom dashboards for your 
attorneys and clients with live data 
direct from the court.

Automate many repetitive legal  
tasks like conflict checks, document 
management, and marketing.

FINANCIAL INSTITUTIONS
Litigation and bankruptcy checks 
for companies and debtors.

E-DISCOVERY AND  
LEGAL VENDORS
Sync your system to PACER to  
automate legal marketing.


