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200 
INTERCEPT, IN A NQNINTRUSIVE MANNER, A OAT A ACCESS 

TRANSACTION BETWEEN A USER APPLICATION AND A DATA 
REPOSITORY HAVING DATA ITEMS 

203 

42 Claims, 12 Drawing Sheets 

DETERMINE IF THE INTERCEPTED DATA ACCESS TRANSACTION 
CORRESPONDS TO A SECURITY POLICY, THE SECURITY POLICY INDICATIVE 

OF RESTRICTED DATA ITEMS IN THE DATA REPOSITORY TO WHICH THE USER 
APPLICATION IS PROHIBITED ACCESS 

204 
SECURITY POLICY HAS RULES, EACH OF THE RULES INCLUDING AN 

OBJECT, A SELECTION CRITERIA AND AN ACTION, THE ACTION 
INDICATIVE OF THE RESTRICTED DATA ITEMS 

DENY 

208 
IDENTIFY DATA ITEMS CORRESPONDING TO THE ATTRIBUTES, EACH OF 
THE ATTRIBUTES ASSOCIATED WITH AN OPERATOR AND AN OPERAND 

209 
226 APPLYING AN OPERATOR SPECIFIED FOR THE DATA ITEM 

TO THE OPERAND SPECIFIED FOR THE DATA ITEM 
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100 
INTERCEPT, IN A NONINTRUSIVE MANNER, A DATA ACCESS 

TRANSACTION BETWEEN A USER APPLICATION AND A DATA 
REPOSITORY HAVING DATA ITEMS 

101 
NONINTRUSIVE MANNER IS UNDETECTABLE TO THE USER 

APPLICATION AND UNDETECTABLE TO THE DATA REPOSITORY 

,,. 
102 

DETERMINE IF THE INTERCEPTED DATA ACCESS TRANSACTION 
CORRESPONDS TO A SECURITY POLICY, THE SECURITY POLICY 

INDICATIVE OF RESTRICTED DATA ITEMS IN THE DATA REPOSITORY TO 
WHICH THE USER APPLICATION IS PROHIBITED ACCESS 

,, 
103 

LIMIT, BASED ON THE SECURITY POLICY, THE DATA ACCESS 
TRANSACTION 

, 
104 

MODIFY THE DATA ACCESS TRANSACTION SUCH THAT DATA 
INDICATIONS IN THE DATA ACCESS TRANSACTION CORRESPONDING 

TO RESTRICTED DATA ITEMS, ACCORDING TO THE SECURITY POLICY, 
ARE ELIMINATED FROM THE RESULTING DATA ACCESS TRANSACTION 

Fig. 2 
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200 
INTERCEPT, IN A NONINTRUSIVE MANNER, A DATA ACCESS 

TRANSACTION BETWEEN A USER APPLICATION AND A DATA 
REPOSITORY HAVING DATA ITEMS 

202 
ESTABLISH A PROXY TO THE 

DATA REPOSITORY ON 
BEHALF OF THE USER 

203 
DETERMINE IF THE INTERCEPTED DATA ACCESS TRANSACTION 

CORRESPONDS TO A SECURITY POLICY, THE SECURITY POLICY INDICATIVE 
OF RESTRICTED DATA ITEMS IN THE DATA REPOSITORY TO WHICH THE USER 

APPLICATION IS PROHIBITED ACCESS 

204 
SECURITY POLICY HAS RULES, EACH OF THE RULES INCLUDING AN 

OBJECT, A SELECTION CRITERIA AND AN ACTION, THE ACTION 
INDICATIVE OF THE RESTRICTED DATA ITEMS 

206 
ALLOW 

207 
DENY 

ACCESS 
ALLOW 

ACCESS 

MODIFY 

+ 
208 

IDENTIFY DATA ITEMS CORRESPONDING TO THE ATTRIBUTES, EACH OF 
THE ATTRIBUTES ASSOCIATED WITH AN OPERATOR AND AN OPERAND 

• 209 
226 APPLYING AN OPERATOR SPECIFIED FOR THE DATA ITEM 

TO THE OPERAND SPECIFIED FOR THE DATA ITEM 

• Fig. 4 
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