APPENDIX R

The Trojan Room Coffee Pot

A (non-technical) biography

by Quentin Stafford- Fraser

Several people have asked about the origins of the Trojan Room coffee pot. It started back in the dark days of
1991, when the World Wide Web was little more than a glint in CERN's eye. [ was working on ATM networks in
a part of the Computer Lab known as the Trojan Room, (a name which, perhaps, causes some amusement to
American readers). There were about fifteen of us involved in related research and, being poor, impoverished
academics, we only had one coffee filter machine between us, which lived in the corridor just outside the Trojan
Room. However, being highly dedicated and hard-working academics, we got through a lot of coffee, and when
a fresh pot was brewed, it often didn't last long.

Some members of the 'coffee club' lived in other parts of the building and had to navigate several flights of stairs
to get to the coffee pot; a trip which often proved fruitless if the all-night hackers of the Trojan Room had got
there first. This disruption to the progress of Computer Science research obviously caused us some distress, and
so XCoffee was born.

In the Trojan Room there were several racks of simple computers used in the testing of
our networks. One of these had a video frame-grabber attached and was not being used
at the time. We fixed a camera to a retort stand, pointed it at the coffee machine in the
corridor, and ran the wires under the floor to the frame-grabber in the Trojan Room.
Paul Jardetzky (now working in California) then wrote a 'server' program, which ran on
that machine and captured images of the pot every few seconds at various resolutions,
and I wrote a 'client' program which everybody could run, which connected to the
server and displayed an icon-sized image of the pot in the corner of the screen. The
image was only updated about three times a minute, but that was fine because the pot
filled rather slowly, and it was only greyscale, which was also fine, because so was the coffee.

This system only took us a day or so to construct but was rather more useful than anything else I wrote while
working on networks. It also made a better topic of conversation at dinner parties than ATM protocols. The first
published record of XCoffee came when Bob Metcalfe wrote about it in Comm Week on 27th January 1992 after
visiting the lab, and inspired by this success, there was talk of other monitoring applications using low-frame-
rate video. Systems such as XSandwichVan and XPrinterOutputTray were mooted, but the elderly frame grabber
eventually gave up the ghost, Paul and I moved on to other things, and the Trojan Room coffee pot would have
sunk into obscurity had not Daniel Gordon and Martyn Johnson resurrected the system, treated it to a new frame
grabber, and made the images available on the World Wide Web. Since then, hundreds of thousands of people
have looked at the coffee pot, making it undoubtedly the most famous in the world.

I don't think the coffee's any better, though.

Quentin Stafford-Fraser

First published May 1995. See the Coffee Pot Timeline
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APPENDIX T
Using the Rio Receiver (and other unimportant info)

Chris Uriarte, chrisjur@cju.com
Originally Published: November 22, 2001; Last Updated: January 5, 2001
This review was featured on Slashdot on November 23, 2001. View the article, comments and flames here.

[Update: January 2002: Since this article hit Slashdot, I've received a number of emails from some helpful
people. I had the opportunity to chat with a member of the Rio development team that worked on the original
product. It appears that SonicBlue is working hard to add new features to the client software and firmware. Two
months after purchasing the Rio, I still love it and my friends are still jealous.]

What is it?

The RIO receiver is a small devices that allows you to play your digital MP3 and WMA music through any
stereo system. It attaches to an Ethernet network or a HPNA (phone line) network, allowing it to access digital
music files stored on a Windows PC. It's manufactured and sold by SonicBlue [http://www.sonicblue.com], the
people who bought the Rio [http://www.riohome.com] line of digital music equipment from Diamond. The same
device is re-branded and sold by Dell [http://www.dell.com] as the Dell Digital Audio Receiver The street price
for the unit is about US$200. You can find out more about it at its website
[http://www.riohome.com/products/receiver.htm]. Here's a picture for your viewing enjoyment:

(Picture Says: "Click me for a giant-sized view")

What are the tech specs?
Without going into the nitty gritty details, here's some tech specs on the unit:

Unit measures 9"x9"x3"; contains small LCD screen, a few buttons and a jog dial on the front.

74MHz ARM?7 Cirrus processor

Runs a tiny version of Debian Linux

4MB of DRAM

512KB of flash memory

CS8900 based 10MB ethernet interface

Broadcom HPNA interface. HPNA is some ass-backwards networking setup that allows you to run data
over your home phone lines - be afraid, be very afraid! [Update: December 2001: OK, I admit, I was too
harsh on the HPNA. A lot of people have written me to say that the HPNA works just fine.]

¢ One set of standard RCA audio output jacks

e One set of standard speaker connectors

Why buy it?
The advantage of purchasing the unit is that it gives you access to your digital audio collection through any
stereo in your house that's close enough to a phone line or ethernet port on your home network.

Why I bought it.

Let me set the stage by saying that I have over 500 CDs and that I am addicted to music. One day, I realized
something important: my music collection was taking over my life. It was getting too large to handle and my
fickle nature makes me want to listen to many different types of music in a relatively short period of time. CDs
tend to get stale very quickly when they are in my CD player. After having, what alcoholics sometimes refer to
as, "a moment of clarity", I realized that it was time to get my act together. I discovered that my car contained 70
CDs - it was a $30,000 CD holder that happened to also be able to get me back and forth to work. There were
about 100 CDs laying around in my home office and about 30 in my office at work. There were numerous CDs
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stuck in changers and players and CD holder and travel pouches and attache bags and just about everywhere |
could put them. I was out of control. My girlfriend was about to stage an intervention when I told her that I was
going to buy a third CaseLogic car visor CD holder - which I somehow thought I could rig into place, despite
the fact that my car, like most others, only has two sun visors. It was bad, and I needed help. One day, I had a
vision - If I made my music collection digital, I could access it from anywhere - my stereo, my car (through a
car MP3 player), on the road (through a portable MP3 player), at the office, etc. I really hated my trusty Sony
CD 200-disc changer, which I know has swallowed a number of CDs that I've been looking for the last 5 years. |
had a dream about being able to "dial up" my music - without having to know which slot it lived in or figuring
whether it was even in my house at all. I thought the Rio Receiver could help me fill these dreams. (I know, It's
sad. One day I'll seek professional help.)

Where to buy it.

When I was first searching for it (November 2001), the unit was somewhat difficult to find. There were only
about five online retailers carrying it, and most were out of stock. I settled on the dependable, but expensive,
Crutchfield [http://www.crutchfied.com], where I purchased it for $179. Note that I have seen street prices as
low as $156. Check out CNET's price comparison service [http://shopper.cnet.com/] to try to hunt one down.

What do you get with it?
The box it's packaged in is roughly the size of a toaster over. Open it up and you'll find:

¢ the Digital Audio Receiver itself

e Home PNA adapter card - (Note: It appears that some models do no include the PNA adapter. That's
good...avoid it at all costs)

Remote Control

2 "AA" batteries

one 6" RCA stereo patch cord

one 6'6" telephone cord (probably only included if you get the HPNA card)

one 12' 6" telephone cord (ditto)

one 6' 6" AC power cable

one CD containing the necessary server software installation and owner's manuals

lots of cardboard, styrofoam, plastic, foam and other things that kill the environment. Crutchfield is also
sure to pack the receiver box in a larger box small enough to hold a child - however, the child would never
survive after suffocating from the grotesque amount of styrofoam peanuts inside.

It comes with a "quick start" sheet, which is good enough to actually get it up and running pretty quickly. The
full documentation is on the CD-ROM, or available on the Rio website in the Support section. However, the full
documentation is scarce on juicy details, although worth a quick read.

Setting it Up

Assuming that you already have an Ethernet network in place, all you need to do is the following:

1. Install the Windows software. Reboot (of course). Run the software and specify drives and directories
that contain your MP3 and WMA files. Sit back for a minute and let it catalog your files.

2. Plug the unit in. Hook up the RCA jacks to your stereo. Plug Ethernet cable in the back. Turn the unit
on.

3. Select your artist/album/playlist from the LCD screen and start playing music.

The whole setup process literally took me less than 10 minutes, most of which was spent chasing runaway
styrofoam peanuts across my hardwood floors.

What does the Windows Software Do?
Yes, you must - I repeat - you MUST use the Windows software for this thing to work (see notes on the Linux
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hack below, however). The software is not exactly what I would call "feature filled". The software has two
purposes in life:

1. Catalog the digital music files on your computer system.
2. Communicate with the Digital Audio Player.

That's it. And you don't have options to play with those two either. It is truly as if SonicBlue had a meeting and
said, "What is the absolute, minimal amount of work we can do to make this piece of software work?". It then
appears that they took that list of minimums and cut it in half. It is barebones, to say the least.

Those who own other Rio products may be use to getting some type of CD ripping or digital file management
software with players. This, however, doesn't include anything like that.

The Windows software, dubbed the "Audio Receiver Manager", doesn't actually allow you to manage anything.
It does manage to discretely sit in your system tray and is loaded when you startup and log into windows. Since
I always keep my main computer on and logged in, it's not a big deal to me, however, the audio manager will not
start until you log into windows (i.e. enter your username password, if you get prompted for one). I'd like to see
this made into a Windows NT/2000 service for the next release. [Update: November 25, 2001: Scott Alfter
wrote me to tell me about FireDaemon [http://www.firedaemon.com], which essentially turns any Windows
program into a WinNT/2000 service. I downloaded it and got it running in under a minute. It works great with
the Rio Audio Receiver Manager and solves the problem I described above. ]

Basically, you tell the software where on your system to look for MP3/WMA/M3U files. You have the ability to
specify entire drives, which can be very slow, or individual folders. You must update the database every time
you want to make new music available to your receiver. During the import process, the Audio Manager must
stop playing music - apparently it has difficulty walking and chewing gum at the same time.

Here's some screenshots of the Windows program:
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(Click for larger images)

A Note on Image 2 above: The Audio Manager shows that it imported about 1500 tracks and 120 playlists in 16
seconds. This particular import was run on a folder of MP3s that was already imported, so it ran rather quickly.
When I first ran the import on this folder, it actually took close to 40 seconds to import all the tracks (not bad at
all). However, this was done on a rather speedy Athlon 1.33Ghz with 768MB RAM and 7200 RPM drives. Your
mileage may vary. The Rio documentation, for example, shows a screenshot of an import that was smaller,
which took a considerably longer amount of time.

Things that particularly suck about the Windows-based Audio Receiver Manager software:

e [t is pretty much un-configurable. Choose your DHCP range and choose your folders to scan, that's it.

e There's no sort of "preferences" available to save your settings, which would be nice. Even though I only
search for MP3s under one directory (D:\MP3, for example), it always defaults to search the entire C: and
D: drives. I then have to remove and re-select D:\MP3 EVERY TIME. This is maddening.
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e Somehow, SonicBlue thought it would be helpful to have this thing search your MusicMatch and
RealJukebox playlists - I can certainly see the value to this feature. However, you don't have the ability to
disable searching these programs and the internal track lists and playlists are imported from these
programs every time you update your database. This causes duplicate track and artist names to appear on
your Receiver. For example, if you tell the receiver to search D:\MP3 for your of your tracks and you have
previously imported the track names into Real Jukebox, all your tracks will be duplicated when you bring
them up on the Receiver's LCD. This is fine if you want to "manage" all your music from RealJukebox,
but I don't. Even after removing the tracks and playlists from RealJukebox, there were still dupes....I
finally just uninstalled RealJukebox (it's a piece of junk, anyway). If you use MusicMatch, it will only
import your MusicMatch playlists, which can be handy at times - but it's all or nothing....if you create
playlists in MusicMatch, they will ALL show up on the Receiver, as you don't have any choice to exclude
specific playlists.

¢ As mentioned before, the software sits in the system tray and is launched from your Startup folder.
Therefore, if your machine reboots or you log out of Windows 2000/NT/XP, the Audio Manager software
is not running - so no music for you.

Playing your Music From the Receiver

When it comes down to doing what it is meant to do, the Rio Receiver does a very good job. It's very easy to
navigate through your music collection, even if you have a large number of tracks, artists and albums. I have
close to 150 albums worth of digital music and I can easily find what I'm looking for in a few seconds.

Music selection is done using a simple jog-dial knob on the front of the unit. You have the ability to search for
music by artist, album, song title, genre or m3U playlist. All this information is determined by the ID3 tags
[http://www.id3.org] contained within your MP3 files - therefore, it's VERY important that all of your MP3 files
are embedded with at least the artist, album and song title. (See my "Tips and Tricks" below for details on this).
The Rio DOES NOT CARE about the organization of your directory structure - all it wants to know is the
contents of your ID3 tags.

Overall Quality and Performance

Overall, the sound quality is very good. Of course, sound quality greatly depends on the bitrate used to encode
your digital music files. I encode all my MP3s at 192 bits using LAME [http://www.mp3dev.org/mp3/] - the
quality is excellent. The Receiver just takes a digital stream of the music files over the network and decodes it,
so there is no loss in quality due to the network transfer or any weird types of streaming protocols. At 192bits,
no one can tell that the music is sourced from am MP3 file.

The unit has a 10-second buffer, just in case there are any network slowdowns. I wanted to figure out just what it
would take to make the thing stop or skip or do whatever it may do if the network gets really busy. So I wrote a
simple Perl script to transfer a 200MB file between my Windows box and my Linux box over HTTP using 15
simultaneous threads (i.e. 15 downloads occuring at the same time). This is, of course, way more than what |
normally see on my home LAN, which is usually just comprised of me and my girlfriend surfing the web
(mostly me, of course). I should note that my home network uses a NetGear 10/100 Hub (not a switch) and a
Linksys 10MB in the Living room - so the effective throughput will never exceed 10MB (not including protocol
overhead). With 2 Skinny J's The Whammy playing in the background, I started the network torture test. Despite
the fact that my Linux box's four-year-old hard drive protested, the Rio Receiver didn't skip a beat (no pun
intended). So I think you can be pretty sure that this thing will work well, even in a busier network environment.

Did you say it runs Linux?

Yes, it runs Linux. Many people tend to get very aroused about this these days. I am a Linux advocate, as I like
to advocate any technology that helps you work or play better, but I'm not a Linux zealot. But for the more
curious, the unit has already been hacked, although it appears to be a bit more difficult to do than it should be.
Jeff Mock has put together a wonderful collection of information [http://www.mock.com/receiver/] related to
hacking the Receiver. Even though I was greatly tempted see what you can do with the thing, I figure I bought it
to do what it does best - play music. I'm happy with its feature set and don't feel the need to crack it open. If this
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unit gets more popular and there are a number of good hacks available out there, you may see more people
trying ot hack it.

What Operating Systems Does it Work With? (Do I have to use Windows?)

The Rio Audio Receiver Manager software officially supports Windows98, 98SE, 2000 and ME. Although not
listed, I'm sure it also works on XP, as the application nothing more than simple HTTP and UDP server. [Update
(November 25, 2001): My friend, Roy Tucker, confirms that the Audio Receiver Manager software runs on XP.
So blame him when it blows up your PC.] It will not run on Windows95 or WindowsNT 4.0.

There are a few efforts underway to make the unit work with non-Windows servers. The first is a home-grown
project put together by Jeff Mock [http://www.mock.com/receiver]. Jeff has done an excellent job at reverse
engineering the Rio's protocols and has put together a number of scripts that allow you to use a Linux machine
as the file server. At this time, his software does not support playlists, but after looking at the code and the
protocols, it is probably an easy thing to add Be aware, though, installation of Jeff's code is not a trivial task
you need to have knowledge about Linux, Apache and Perl and there's not a lot of "HOW-TO" documentation
available (who has time to document, anyway?...especially for open-source projects that don't pay the bills?). It
took me about 40 minutes, but I got Jeff's scripts running. Again, he did a great job with this.

Second, there's an open source project called Digital Audio Server [http://sourceforge.net/projects/das/], which I
have not tried out. It looks as if it might be a bit more complete and simpler to use than Jeff's solution.

There's a third project called Jreceiver [http://sourceforge.net/projects/jreceiver/], which is open source servlet-
based audio server built to support network-based MP3 players like the Rio. However, it appears to be quite
immature at this time. It's completely servlet-based, but does not support Tomcat, which is a major drawback, in
my opinion.

Are there competitors?

Yes, in fact there is one generally-available competitor that I am aware of: The Turtle Beach Audiotron
[http://www.audiotron.net/audiotron.asp]. I like this particular product a lot. Had it not been for the Rio's
attractive $150 street price, [ probably would have bought the Audiotron. There are a few major differences in
the way that these boxes operates. First, the Audiotron is a full-size (but thin) stereo rack component, so it can
blend nicely into your existing system. Second, the Audiotron accesses music over a simple SMB share, so you
can simply export a folder from your Windows or UNIX box and make it available to the Audiotron. There's no
server-side software required. Third, you can actually READ the LCD display on the Audiotron from a distance
greater than 10 inches. Forth, the Audiotron has a TOSLINK optical output, which is nice to have. Last, but not
least, the Audiotron comes with a suite of useful software, including a web-based front-end. The street price for
the Audiotron, however, is about double the price of the Rio. You can read Rob Malda's review of the Audiotron
on Slashdot [http://slashdot.org/article.pl?sid=01/10/12/1423233].

Tips, Tricks and Things to Be Aware Of

e Use ID3 Tags - as mentioned before, the Rio gets all it's track, artist and album info from the ID3 tags
embedded in the MP3 file, so make sure you ID3 tag your MP3s. The easiest way to ID3 tag your MP3s is
to do it when you rip them from the CD using a good ripping program with CDDB/FreeDB integration
(Check out Audiograbber [http://www.audiograbber.com-us.net]). If have existing MP3s that are not
tagged, MusicMatch [http://www.musicmatch.com] does a good tagging job for no cost. Musicmatch will
also identify all the MP3s on your system that are not tagged.

¢ Use RealJukebox or simple file system management - the Rio Audio Receiver Manager WILL import
all tracks and playlists you have setup in RealJukebox and you don't have any say over it. Therefore, you
should manage your MP3s through RealJukebox or not use RealJukebox at all. If you search for MP3s on
your hard drives AND have a RealJukebox tracklist built, you will get duplicate track entries when you
bootup the Rio. [Update, November 25, 2001: If you delete RealJukebox from your system, the playlists
will not be removed in the un-install process. Therefore, you need to manually go into the RealJukebox
directory (e.g. C:\Program Files\RealJukebox) and remove all the folders. Note that if you are running the
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Rio Audio Receiver Manager, you will get a sharing violation when you try to remove these folders, so
shut the Rio software down first]

¢ Listening to Full Albums - There's only one way to listen to full albums the way they were intended to
be heard on the CD: create an m3u playlist for the album. If you simply choose "Albums" through the Rio
controls, it will list out the unique album names on the system (without the artist name attached to it). If
you choose an album, the Rio plays through tracks in the album in alphabetical order - not in the order
they appear on the CD. The solution is to create an m3u playlist for each album and then access the album
through the "Playlists" option on the Receiver. Again, a good CD ripping program should create these
playlists for you when the rip is complete.

e Album Playlists help if they include Artist Names - Some CD ripping programs will create m3u
playlists and name the file after the album you just ripped. The Rio displays playlists according to their
file system name. Therefore, if you don't have the artist name in the playlist file name, you may have a
tough time identifying and finding the album playlist your are looking for. The solution is to name your
playlists in some format like "Artist-Album.m3u". Sadly, my favorite software, Audiograbber, does not let
you configure the file name format of the playlists. So I wrote a Perl script that goes through your MP3
directories and renames the playlists to "Artist-Album.m3u" format IF you organize your MP3's in the
following fashion:

+/MP3-Root-Directory
+/Artist-Name
+/Album-Name
/Track.mp3
/Track.mp3
/Track.mp3
etc.

I think this is the typical way most people organize their MP3's, so the Perl script may be helpful. Also,
since | think Playlists are so important, [ wrote a Perl script that hunts out any album directories that DO
NOT contain playlists and prints them out for you. (BTW, if you didn't know this already, you need to
install Perl [http://www.cpan.org] on your machine for these to work).

e The LCD Screen is Small - You need to be pretty close to the unit to read the LCD, so choosing tracks
from a distance is impossible. This used to piss me off, but I figured that with the old way, I would have to
dig out another CD anyway (and chances were that CD I was looking for was MIA).

¢ Tiny Gaps Between Songs - the Rio inserts an every-so-tiny gap between tracks...so small you don't
really notice it. I consider this a good thing. For live albums and albums with songs that continue onto the
next track without a gap, everything sounds like it did on the CD...the Rio does an excellent job with this.
I tested Jerry Seinfeld's I'm Telling You For the Last Time (a live comedy album), 311's Live album (a live
concert album) and Rx Bandit's Progress (a traditional studio album where the first 5 tracks flow into the
next track) - all of them sounded great. [Update: January 2002: A kind reader points out the the small
gaps are actually encoded into the MP3 files and points to a discussion here regarding gapless playback]

Final Thoughts and Impressions

At $150 street price, this thing is a no-brainer. Despite some of my gripes, it does what its supposed to do and
does it well. I highly recommend it. I no longer require a CD player in my den. Everything gets ripped to MP3
and then played on the Rio. If you already have a home network in place and a lot of digital music, it's pretty
much just plug-and-play. I've already enjoyed using the Rio for the short time that I've had it and I'm sure that |
will get much more enjoyment out of it in the future. Good job, SonicBlue.

For the tech weenies:

How does it work? (Warning: very useless technical information follows...you may want to stop here.)

Given my particular background, I was more interested in how the Receiver actually gets music from the central
PC. After further analysis, I became convinced that the great Rube Goldberg was the chief architect of Rio. I
thought the whole thing could have been made a lot simpler, especially compared with the file-sharing
simplicity of the Turtle Beach Audiotron (see "Competitors" above).
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So I set out to determine the protocols used between the Receiver and the Windows server. I figured that if
could reverse engineer these protocols, I could write my own server software to circumvent the lack of features
in Rio version - including getting the server to run on Linux. So I started running Etherpeek sniffs of my
network and began analyzing the traffic flow between the Receiver and my PC. I was about a half hour into it
when I first discovered Jeff Mock's great "Hacking the Rio Receiver" page [http://www.mock.com/receiver].
Jeff did a far better job that I did in my first 30 minutes, so I used his notes to compare what I sniffed (btw, Jeff,
your 100% right on...awesome work). The result of Jeff's sniffing efforts produced a set of scripts that allow you
to run a Linux version of the server software (available for download on his site).

Basically, the protocol is simple, but there's a lot of little steps to actually get to the point where the music starts
playing. Here's a quick overview:

¢ When the box boots, it sends out a DHCP request ("please, someone give me an IP address"). The Rio

Audio Manager software on the PC responds to DHCP requests only for the RIO. This is based totally on
MAC address, as [ was able to send a spoofed DHCP request using the Rio's MAC from my Linux box.
FYT, on the Windows side, I always limit the DHCP IP scope to exactly 1 address, which essentially gives
the Rio a static IP. [Update: January 2002: Rio's developers have told me that there the software isn't
looking for a MAC address, but a magic cookie contained in the Rio's DHCP request packets. I was able
to get a response from the Audio Manager software only after completely capturing and replaying the Rio
DHCP request from my Linux box. However, a DHCP request MAC src spoof from my Linux box did not
work, which supports this fact.] Jeff relies on the OS to do the DHCP stuff - not his server software. You
can, however, configure dhcpd to always dish out the same IP to a single MAC address, if you so desire.
After the Receiver is happy with it's IP address, it sends out an SSDP request on UDP 21075 ("someone
please tell me where my server is") with the request string "“upnp:uuid:1D274DB0-F053-11d3-BF72-
0050DA689B2F\n{Source MAC Address}\n". The Audio Manager responds with the IP address and port
of the Windows server. It tends to use TCP Port 12078 on the server side. It actually sends back an URL
to an .xml file (http://serverip:12768/descriptor.xml)...the important part is the port 12768, which will be
used as the status port between the receiver and server.

The receiver actually does an NFS mount of /tftpboot on the server and grabs a basic Linux file system -
sort of like an XTerm. It then reboots a second time, this time bootstrapping with the downloaded kernel.
Jeff points out something interesting that I initially missed: the Receiver does an NFS mount of /tftpboot -
it does NOT use TFTP to download the boot image from /tftpboot, as you would normally see with
diskless clients.

When you first scroll through a list - such as "Artists", the box issues a HTTP query to the app port
specified in the SDDP response that looks something like: "GET /query?artist=". The server responds with
an HTTP response with a standard HTTP 200 header, Content-type, Content-length, etc. a a response
string that looks like "ArtistA.1=61,0,0:ArtistB.1=32,0,0......etc." You can start to see that the software
assigns a unique index number to each item in the list, starting with 1, assigned in alphabetical order. Once
you select an artist, for example, it will then make a subsequent query for the tracks associated with that
artist ("http://10.0.0.25:12078/results?_extended=1&artist=Artist" ). The server returns a similar list of
tracks, each also having a unique track ID number. Once a track is selected, using its unique ID number,
the Receiver asks for the tags associated with the mp3 file ("http://10.0.0.25:12078/tags/240", for
example).

From that point on, it's time to actually play the music. This accomplished by streaming the data over
HTTP, gracefully shooting a flow of TCP PSH's and ACK's across your network. The receiver requests
the unique track id over HTTP a la http://10.0.0.25:12078/content/240.

While alive and active, the Receiver and the server software start to miss each other and send UDP status
packets out to each other about every five seconds. Basically, the server says "State? (What's going
down?)" and the receiver replies with it's current state, which includes its MAC address, the current song
it's playing and an associated timecode.

It should be noted that once you sniff the format of these queries, you can simply just insert them into any
old web browser to see the results the server sends back. Type in "http://10.0.0.25:12078/query?artist=",
for example, and you'll get a list of all the artists in the database. Doing something like
"http://10.0.0.25:12078/query?artist=c" returns all artists starting with C - this might be useful in building

Roku, Inc. Exhibit 1009



APPENDIX T

some type of music search engine or something. Doing something like "http://10.0.0.25:12078/results?
_extended=1&artist=Ash" will return all songs associated with the artist Ash. To see all playlists, it sends
"http://10.0.0.25:12078/content/100? _extended=1" and to view a specific playlist, it sends
"http://10.0.0.25:12078/content/5¢90? extended=1", where 5¢90 represents the unique playlist ID it was
sent when it queried all the playlists. You get the drift....this isn't exactly rocket science. Given this simple
protocol, you can easily write a browser-based frontend to the Windows-based Audio manager software.

I figured that if I wanted to write a web-based front-end for the Audio Manager software, I would need to figure
out which port the server is running on. So I created a trivial perl script that mimics the Receiver, sending out a
direct SSDP query to the Windows server, which is happy to return the all-important port number that the server
software happens to be running on. Once you have that port, you can issue any of the HTTP queries above via a
regular web browser or with any piece of code you may just create. Interesting note: by sending out the SSDP
request from my Linux box, the Linux box now shows up as a "New Audio Receiver" in the Audio Receiver
Software. This causes the server software to send my Linux box a UDP "status" query every five seconds (too
bad my Linux box isn't answering).

Lots more that can be done with this...if you have the time and can think up a good use for it.
As a side not, if you're looking for a front-end to your MP3 collection and you're using Apache, take a look at

Lincoln Steins's Apache::MP3 [http://www.modperl.com/Songs/], for use with mod perl. I use it and love it. It
gets me access to my entire music collection anywhere that [ have an Internet connection.
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Method and Apparatus for Universally Accessible Command and Control

Information in a Network

Technical Field

The present invention relates to the field of network systems, and more
particularly, to home network having multiple devices connected thereto.

Background Art
A network generally includes a communication link and various devices

with communication capability connected to the communication link. The
devices include computers, peripheral devices, routers, storage devices, and
appliances with processors and communication interfaces. An example of a
network is a home network for a household in which various devices are
interconnected. A usual household can contain several devices including
personal computers and home devices that are typically found in the home.
As such the term "device" typically includes logical devices or other units
having functionality and an ability to exchange data, and can include not only
all home devices but also general purpose computers. Home devices include
such electronic devices as security systems, theater equipment, TVS, VCRs,
stereo equipment, and direct broadcast satellite services or (DBSS), also
known as digital satellite services (DSS), sprinkler systems, lighting systems,
micro waves, dish washer, ovens/stoves, washers/dryers, and a processing
system in an automobile.

In general, home devices are used to perform tasks that enhance a
homeowner's life style and standard of living. For example, a dishwasher
performs the task of washing dirty dishes and relieves the homeowner of
having to wash the dishes by hand. A VCR can record a TV program to allow
a homeowner to watch a particular program at a later time. Security systems
protect the homeowner's valuables and can reduce the homeowner's fear of
unwanted entry.
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Home devices, such as home theater equipment, are often controlled
using a single common control unit, namely a remote control device. This
single common control unit allows a homeowner to control and command
several different home devices using a single interface. Thus, may
manufacturers have developed control units for controlling and commanding
their home devices from a single interface.

One drawback associated with using the remote control unit to
command and control home devices is that it provides static and command
logic for controlling and commanding each home device. Another drawback
associated with using remote control units is that known remote control units
cannot control a plurality of diverse devices, and more particularly, cannot
control a plurality of devices having different capabilities to communicate with

each other in order to accomplish tasks or provide a service.

In conventional network systems a user provides commands using a
remote control unit or device control panel. Once the user ceases, there is no
controller unit or device in the network to provide commands for automatic
operation. After a user initially controls and commands a first set of devices,
conventional systems do not provide a mechanism for the first set of devices
to automatically communicate with a second set of devices in the network as
necessary in order to accomplish tasks without direct user control and
command of the second set of devices. Further, conventional systems do not
provide an efficient method for various network devices to obtain information
about other network devices in the network for command and control.

There is, therefore, a need for a method and a system which provides
dynamic control and command devices in a home network. There is also a
need for such a method and system to provide the ability to control a plurality
of diverse devices having different capabilities to communicate with each
other in order to accomplish tasks or provide a service. There is also a need
for such a method and system to provide the ability for various network
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devices to automatically command and control other various network devices.
There is also a need for such a method and system to provide universally

accessible command and control information for inter-device communication.

Summary of the Invention
The present invention satisfies these needs. In one embodiment the

present invention provides a method and system for performing a service on
a home network, by: connecting a first and a second home device to the
home network; providing a database including a plurality of application
interface description data objects, where each application interface
description data object includes information in a structured format for
commanding and controlling of a home device by one or more other home
devices connected to the network; the second home device accessing a first
application interface description object for the first home device in the
database; the first home device accessing a second application interface
description object for the second home device in the database; sending
control and command data from the first home device to the second home
device utilizing the second application interface description object over the
network; and sending control and command data from the second home
device to the first home device utilizing the first application interface
description object over the network. Whereby, the first and second home
devices perform said service.

In one version of the invention, the first home device stores first
application interface data therein, and the second home device stores second
application interface data therein. The database is formed by querying the
first and second home devices to transfer said application interface data for
the first and second home devices to the database device. The database can
be stored in a database device and connected to the network for universal
access by network devices. In that case, the first application interface
description object for the first home device can be provided from the data
base to the second home device over the network. Further, the second
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application interface description object can be provided from the data base to
the first home device over the network.

Further, three or more home devices can be connected to the network,
wherein at least one home device accesses the database to query the
application interface description objects of a plurality of home devices for
sending command and control data to the plurality of home devices over the
network. Each application interface description object can include data in a
structured format. The structured format can include XML format.

Brief Description of the Drawings
These and other features, aspects and advantages of the present

invention will become better understood with regard to the following
description, appended claims and accompanying drawings where:

Figure 1 shows a block diagram on an embodiment of a network
according to one aspect of the present invention;

Figure 2 shows the block diagram of Figure 1 in an example device
control and communication scenario;

Figure 3 shows a block diagram of an example home network system
according to the present invention which includes a plurality of client and
server devices;

Figure 4 shows a block diagram of example embodiments of a client
device and a server device of Figure 3;

Figure 5 shows example embodiments of client devices;

Figure 6 shows example embodiments of server devices;

Figure 7 shows a block diagram of two example networked server
devices capable of communication with, and control of, one another;

Figure 8 shows a block diagram of an example architecture of an
audio/video (A/V) model including examples of a source server device, a sink
server device and a client device in a network;

Figure 9 shows another example audio/video (A/V) model;

Figure 10 shows an example capabilities data table for a network
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device;

Figure 11 shows an example attribute data table for a network device;

Figure 12 shows an example,configuration of building blocks for
generating command messages among networked devices;

Figure 13 shows another example configuration of the building blocks
of Figure 12 for generating command messages;

Figure 14 shows three examples of interaction among networked client
and server devices;

Figure 15 shows an example block diagram for definitions of API
extensions of networked device interfaces;

Figure 16 shows an example architecture for a server device
application accessing the interface description document of another server
device;

Figure 17 shows another example inter-device control architecture
between a controller server device and a controllied server device,

Figure 18 shows an embodiment of an XML protocol providing a Web
standard common middleware layer in a communication stack at the APl level
between networked devices;

Figure 19 shows another embodiment of server device to server device
command and control architecture;

Figure 20 shows the relationship between a device interface library and
consumer electronics definition data base for home devices;

Figure 21 shows hierarchal form of an embodiment of a device
interface definition;

Figure 22 shows an example of layers in device interface definition of
Figure 21;

Figure 23 shows a command transmission and interpretation process
between a sender and receiver device; and

Figure 24 shows an example table of a partial list of packet types and
formats for providing translation services according to an aspect of the
present invention.
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Detailed Description of the Invention

In one aspect, the present invention provides inter-device
communication in a network such as a home network. As home devices
become more intelligent and can share information, inter-device
communication allows a user to interconnect devices in a network to take
advantage of the information sharing capabilities of those devices. As such,
inter-device communication plays a crucial role in affording a user with the
ability to fully and flexibly utilize the networked devices.

Referring to Figure 1, in an embodiment of the present invention, a
network 10 includes at least one client device 12 and at least one server
device 14 interconnected via a communication link 16. The communication
link 16 can include a 1394 serial bus providing a physical layer (medium) for
sending and receiving data between the various connected home devices.
The 1394 serial bus supports both time-multiplexed audio/video (A/V) streams
and standard IP (Internet Protocol) communications. In certain embodiments,
a home network uses an IP network layer as the communication layer for the
home network. However, other communication protocols could be used to

provide communication for the home network.

Each client device 12 may communicate with one or more server
devices 14 in the network 10. Further, each server device 14 may
communicate with one or more other server devices 14, and one or more
client devices 12, in the network 10. Each client device 12 can include a user
communication interface including input devices such as a mouse and
keyboard for receiving user input, and a display for providing a control user
interface for a user to interact with the networked devices. The user interface
can include a graphical user interface (GUI) display 18 for providing
information to the user. Referring to Figure 2, as defined herein, each server
device 14 provides a service for the user, except control user interface, and
each client device 12 provides control user interface for user interaction with
the network 10. As such, only client devices 12 interact directly with users,
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and server devices 14 interact only with client devices 12 and other server
devices 14. Example services can include MPEG sourcing/sinking and
display services.

Figure 3 shows a block diagram of an example home network 10 that -
includes a plurality of client devices 12 and a plurality of server devices 14.
Each server device 14 may include hardware as a resource in the network for
providing services to the user. Further, each server device 14 may store a
server or service control program 20 for controlling the server hardware, and
include a graphical control object (GCO) user interface description 22 for user
interface with the server control program 20 as shown in Figure 4.

For control between a controliing client device 12 and a controlled
server device 14, the client device 12 accesses the GCO 22 of the server
device 14 by, for example, transferring the GCO 22 from the server device 14
to the client device 12 over the network. The client device 12 then uses the
transferred GCO 22 to create a control user interface GUI 18 for the user to
communicate with the control program 20 of the server device 14 from the
client device 12 over the network. The user provides command and control to
at least the control program 20 of the server device 14 from the client device
12.

Storing the GCO 22 of each server device 14 in the server device itself
may reduce the processing and storage requirements of the client devices 12
in networks with several server devices 14. Further, storing the GCOs 22 in
the server devices 14 may allow each server device 14 to provide its own GUI
look and feel to the user, and allows for modification or updating of the GCOs
22 without modifications to client devices 12.

Referring to Figure 4, to provide command and control between a

client device 12 and the server device 14, in one embodiment, the client
device 12 can include a renderer 24 for displaying a GUI 18 using a GCO 22
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stored in the client device 12 or transferred to the client device 12 over the
network from a desired server device 14. For example, in an initial device
selection phase, the client device 12 can fetch the GCO 22 of at least one
server device 14 over the network, and the renderer 24 displays a GUI 18
using the GCO 22 for controlling the server device 14. Preferably, the GUI 18 -
is customized to the server device 14 and can include a built-in command set

for controlling the server device 14.

In addition, the GUIs 18 of various server devices 14 may include
commonalities such as: (1) a common GCO model type for the client device
renderer 24 to display GUIs 18, (2) common communication protocols for
transferring the GCOs 22 from various server devices 14 to the client device
12, and (3) common communication protocols for GUI interaction from the
client device 12 to the control program 20 of the corresponding server device
14, wherein the client device 12 does not require a built-in knowledge of a
particular server device 14 being controlled.

Referring still to Figure 4, a server device 14 may include one or more
server control programs 20 to control the server hardware for providing a
service. The GUI interface 18 from the GCO 22 of the server device 14
provides interface to the server device control programs 20. The server
device 14 may also include control state data 26 indicating the control status
of the server device 14 and server device hardware in providing a requested
service.

For example, the control state data 26 can include the status of control
information in the GUI 18 for the server device 14, such as timer setup for a
recording action in a VCR server device. The control state data 26 is stored
in the controlled server device 14, and displayed to a user through the GUI 18
of the server device 14 at the controlling client device 12, for user control of
the server device 14. Preferably, the controlling client device 12 for displaying
the GUI 18 of the server device 14 does not retain knowledge of the control
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state data 26 for the controlled server device 14.

Each server device 14 can be controlled by one or more client devices
12. As such, the control state data 26 stored in the server device 14 includes
status of the information in the GUI 18 of the server device 14 at each of the -
controlling client devices 12. For example, when the user controls a server
device 14 using a first client device 12, upon completion of the user control,
the information in the GUI 18 of the server device 14 at the first client device
12 is saved by the server device 14 in the control state data 26 of the server
device 14.

Alternatively, while the user is interacting with the GUI 18 of the server
device 14 at the first client device 12, the control state data 26 of the server
device 14 is updated with the information in the GUI 18 of the server device
14 at the first client device 12, and upon completion of user control, the
control state data 26 is retained in the server device 14. When the user
controls the server device 14 using a second client device 12, the control
state data 26 is made available to the user via the GUI 18 of the server device
14 at the second client device 12 for further control. The user can also use
the first client device 12 at a later time to control the server device 14,
whereupon the control state data 26 is made available to the user via the GUI
18 of the server device 14 at the first client device 12 for further control. The
server device 14 can also include a clock 28, or maintains the current time, to
allow time delay action based on time or clock input from a user, as described
below.

A client device 12 and a server device 14 can be physically bundied
together as one unit such as a DTV. In that case, the server device 14
includes a control program 20 for controlling the server hardware, and the
client device 12 provides control user interface to the server control program
20 for control and command of at least the server hardware. Figure 5 shows
examples of client devices 12 that may include: (1) a PDA(RemoteC) for
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displaying a GUI, (2) a DTV(STB) for displaying a GUI and including a sink
server comprising audio and/or video program streak destination server, and
(3) a PC for displaying a GUI and including at least one server device for
providing multiple services. Hardware and executables in a DTV or PC client
device can also be controlled by other client devices. Figure 6 shows
example server devices 14, including: (1) a DVDP SmartCard as a source
server device, (2) an Audio Amplifier as a sink server device, (3) a DVCR as
either a source or a sink server device, and (4) a Management Server for
managing remote server devices. The Management Server can be included
in a DBS-STB, Cable TV-STB, or ATSC-STB, for example. Such devices
include a Management Server for local control or management of the internal
workings of the STB. Further, external servers accessed through an external
network can be utilized by local client devices for services such as

Video-on-Demand, Enhanced-TV, and Internet commerce, for example.

Referring to Figure 7, communication and control between two server
devices 14 is accomplished by the control programs 20 of the server devices
14 communicating command and control data therebetween. A server device
14 can control one or more other server devices 14 over the network. And, a
server device 14 can be controlled by one or more server devices 14, and by
one or more client devices 12. Further, a user can utilize a client device 12 to
control and command a first set of server devices 14, and the first set of
server devices 14 can automatically command and control a second set of
server devices 14 without user involvement, as necessary to perform services
to the user.

For example, for automatic time-delay operation, a user can "log on" to
a client device 12 to control a first set of server devices 14 and specify
desired services. The user then "logs off" from the client device 12. The first
set of server devices 14 perform communication and control among
themselves, and at a later time, one or more of server devices 14 in the first
set automatically control a second set of server devices 14 as necessary to
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collectively provide the desired services without user involvement.

Figure 7 shows example embodiments of two server devices 14
capable of communication with, and control of, one another. Each server
device 14 includes a control program 20, a clock 28 and control state data 26
described above. Each server device 14 can also include a GCO 22 for the
server device 14 to be directly controlled by a client device 12. However, a
GCO 22 does not need to be included in a server device 14 that is not
directly controlled by a client device 12 and only communicates with other
server devices 14. Each server device 14 also includes a command
language (CL) interface 30 and a library of commands. The library of
commands includes the commands that the server device 14 utilizes to send
and receive information for providing its service. However, a command
language is not necessary for user control as shown in Figure 4 and
described above.

Figure 8 shows an example audio/video (A/V) model including a source
server device 14, a sink server device 14 and a client device 12 in the
network. The source server device 14 includes a control program 20 for
controlling data stream source hardware 32 of the source server device 14,
and the sink server device 14 includes a control program 20 for controliing
data stream sink hardware 34 of the sink server device 14. in an example
operation, a user utilizes the client device 12 to control the source server
device 14 to start the data stream source hardware 32, and to control the sink
server device 14 to start the data stream sink hardware 34. Upon initiation of
data transfer from the data stream source hardware 32 to the data stream
sink hardware 34, the user can relinquish the client device 12. Alternatively,
the user can program the initiation of the data transfer for a future time and
relinquish the client device 12. Thereafter, the data stream source hardware
32 of the source server device 14 and the data stream sink hardware 34 of
the sink server device 14 automatically initiate the data transfer at the time
programmed by the user.
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For example, the data stream source hardware 32 can include a
Tuner-Access Device such as a Direct Broadcast Satellite (DBS). ADBS is a
multi-channel alternative to cable television .and provides cable-like television
programming directly from satellites on small (18 inch to 3-foot diameter)
satellite dishes. With DBS, several standard analog television signals are
digitally compressed onto a single satellite transponder thereby allowing up to
200 or more channels receivable with a dish pointed at a fixed position in the
sky. The data stream sink hardware 34 can include a Digital Video Cassette
Recorder (DVCR) which comprises s digital VCR that is able to decode
compressed digital video signals on playback. The user provides command
and control data including "time-delay record" event data for the DVCR and a
"time-delay select a program” event data for the Tuner-Access Device. After
the time-delay, the Tuner-Access Device selects the desired program, and
sources program data to the DVCR which receives and records the program

data without further control actions from the user.

Figure 9 shows another example audio/video (A/V) model including at
least a source server device 14 SERVERH1, a sink server device 14 SERVER2
and a client device 12 in the network 10. The client device 12 includes a
session manager 36 with a user interface for displaying selection information
for a user to select and control the server devices 14 SERVER1, SERVER2
and other server devices 14 such as SERVER3 and SERVER4 (not shown).
The selection information can include iconic symbols designated as Serv1,
Serv2, Serv3 and Serv4 in the session manger 36 for a user to select the
server devices 14 SERVER1, SERVER2, SERVER3 and SERVERA4,
respectively. The source sever device 14 SERVER1 can include a DVCR
and the sink server device 14 SERVER2 can include a 1/2DTV.

In one example operation, upon selection of the server devices 14
SERVER1 and SERVER?Z, the client device 12 transfers the GCO 22 of each
server device 14 to the client device and displays a corresponding GUI 18 for
each of the server devices 14 SERVER1 and SERVER2. The user can
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interact with the GUI 18 of each server device 14 to provide command and
control to the corresponding server device 14 for service. Each server device
14 can provide service alone or in combination with other server devices 14.
Further, the session manager 36 transfers control state data 26 between the
GUIs 18 of the server devices 14 in the client device 12 as necessary for the
corresponding server devices 14 to perform a service. Based on the user
command and control information, two or more of the server devices 14 can
communicate command and control information therebetween to provide a
user requested service.

The session manager 36 can include a software agent which functions
to access and display available home network services provided by various
server devices 14 in the network 10. The software agent can additionally
match the capabilities of various server devices 14 in the network 10 and
display selection information for only those server devices 14 that have
compatible capabilities. Further, the session manager 36 can match the
selections made in the GUI 18 of one server device 14 to the selections in
GUI 18 of another server device 18 to help the user provide meaningful

command and contro! information to the server devices 14.

In another example operation, the session manager 36 executes the
software agent which searches the network and discovers the server devices
14 connected to the network. The software agent also accesses capabilities
data stored in each server device 14 to determine the capabilities of the
server devices 14 and provide information about those capabilities to the
user. The session manager 36 then displays the selection icons Serv1,
Serv2, Serv3 and Serv4 for the server devices SERVER1, SERVER2,
SERVERS3 and SERVER 4 as shown in Figure 9.

The session manager 36 initially enables all the selection icons Serv1,

Serv2, Serv3 and Serv4 to allow the user to select from among all four
selection icons. After the user selects the server device SERVER?1 by clicking
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on the Serv1 selection icon, the session manager 36 determines that the
server devices SERVER3 and SERVER 4 are incompatible in capability with
the server device SERVER1. As such, the session manager 36 disables the
selection icons Serv3 and Serv 4 for seNer devices SERVER3 and
SERVER4, respectively. The user can then click on the icon Serv2 to
command and control the server device SERVERZ2.

As the user interacts with the GUI 18 of a selected server device 14,
control and command information input by the user into each GUI 18 provide
additional capabilities information which affect further server device selections
by the user. For example, if a VCR server device 14 is selected, further
action by the session manager 36 in enabling or disabling selection icons for

other server devices 14 is affected by a user decision to play or record.

Each server device 14 in the network has one or more service
capabilities as discussed above by way of example with reference to the
server devices in Figure 9. Each service capability includes sourcing or
sinking of information. For example, a TV has the sinking capability of
receiving video and audio streams, a VCR device can source (transmit) and
sink (receive) video and audio signals, and a PC may be able to transmit and
receive video, audio and data. Each sourcing capability has a
complementing, and compatible, sinking capability. Similarly, each sinking
capability has a complementing, and compatible, sourcing capability. For
example, a video output capability of one device is complemented by a video
input capability of another device.

Since each device 14 can be a source or sink for several different
services on the network, each device 14 stores a capabilities data table
(Capabilities Table 1) as shown by example in Figure 10. The first column of
Table 1 identifies the service capabilities of a device 14, and the second
column identifies whether the device 14 is a source or a sink for a
corresponding service in the first column. Using the capabilities data Table 1,
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new services can be implemented while maintaining compatibility with older
devices. For example, if a new service is developed that is compatible with
an older service, both the new and the old service can be entered into the
capabilities data Table 1 for a device implementing the new service, whereby
the implementing device remains compatible with older devices using the old

service.

In one implementation, a Device Manager conducts a matching or
comparison of device source and sink services. For example, the Device
Manager can be impiemented as a software agent to compare the capabilities
or properties of various devices 14 and locate devices 14 with matching
capabilities. For example, in a case where the service is a media stream from
a first device 14 across the network to a second device 14, the Device
Manager compares the capabilities of the first and second devices 14 to
assist the user in making a sensible selection of the second device 14 which
is compatible with the capabilities of the first device 14. The following is an
example list of service capabilities for an embodiment of a server device 14:

Stream_format_video_dv
Stream_format_video_mpeg2tpt
Stream_format_video_dsstpt
Stream_format_video_mpeg2pes
Stream_format_video_mpeg210801-tpt

Each device 14 can further store an attribute data table (Attribute
Table 2) including pertinent attributes of the device, shown by example in
Figure 11. A name and a value define each attribute within Table 2. Though
character lengths are shown in Table 2, they are not required. The attribute
data is available to other devices 14 on the network 10 to facilitate
interoperability and to store device information. For example, a Device Page
as described below uses the Attribute Table 2 to store the device name.
Other fields can be added to the attribute data Table 2 as necessary.

In the user-to-client device control model described above, attribute

data can be displayed on the GUI page of the server device 14 at the client
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device 12. Alternatively, a second level device information home page can be
utilized to display said attribute data. Further, the attribute data in the form of
a text or Extensible Markup Language (XML) file can be accessed by a
software agent. For the device-to-device control model, the attribute data for
the controlled device is stored in the device interface application interface.

The Device Location attribute field in the Attribute Table 2 is used to
store the location or group for each device 14. The Device Type attribute
field specifies the device type, such as VCR, DVD, DTV, Camcorder, PC,
Security System, etc. for the particular device 14. The Device Type attributes
field is used to select a default device icon to represent the device within the
Device Page if the device itself does not supply one. The Attribute Table 2
can include multiple entries for the Default Source and the Default Sink
attributes fields. Each such entry represents a different default source or sink
device 14 for each data type handled by the device 14.

Preferably, the capabilities and attributes data are packaged into
structured data using a hierarchical language. This provides a common
method of retrieving the capabilities and attributes data that are used for other
purposes such as in GCO transfer and server device-to-server device control.
As an example, the attributes data can include the following structured data
format:

<DEVICEATTRIBUTES>
<ATTRIBUTE name=DeviceManufacturer value="Samsung
Inc.">
<ATTRIBUTE name=Manufacturer URL
value=www.samsung.com>
<ATTRIBUTE name=Manufacturericon value="logo.gif">
<ATTRIBUTE name=DeviceName value="Samsung DSS">
<ATTRIBUTE name=DeviceModel! value="SCH1900">
<ATTRIBUTE name=DeviceType value=DDS>
<ATTRIBUTE name=DeviceLocation value="Livingroom">
<ATTRIBUTE name=Devicelcon value="device.gif">
<ATTRIBUTE name=DeviceAddress value=105.144.30.17>
</DEVICEATTRIBUTES>
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As an example, the capabilities data can include the following
structured format:

<DEVICECAPABILITIES>
<CAPABILITY type=MPEG?2 value=Source>
<CAPABILITY type=MPEG2 value=Sink>
<CAPABILITY type=MPEG3 value=Source>
<CAPABILITY type=MPEG3 value=Sink>
- </DEVICECAPABILITIES>

An application interface language is utilized to allow different server
devices 14 to perform device-to-device control, including sever device-to-
server device control. The application interface language includes command
languages, and can be described using XML, as detailed below. The control
program 20 of one server device 14 remotely controls the control program 20
of another server device 14 over the network, without using GUIs 18 or user
involvement. An example of device-to-device control is automatic operation.
A user initially provides control through a client device 12 for a desired
service, and subsequently two or more server devices 14 automatically
communicate and control one another without further user interaction to

provide the service.

Referring to Figures 12 and 13, preferably a standard application
interface language is utilized to allow interoperability among various control
programs 20 in various server devices 14. In one embodiment, the standard
application interface language includes the following building blocks: (1)
functional specification of service 40 such as in a service function database,
(2) a block where elements of a message are composed 42, (3) industry
standard format 44, (4) message compression 46, and (5) message string
construction 48 to output structured message data.

Figure 12 shows an example configuration of the building blocks to
perform the function of generating command messages. Each message item
is composed from the functional specification of service and standardized by

selecting an industry standardized compressed form (Hex) label for the
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message item. A group of such message items are assembled to create a
complete command string. Existing command languages such as CAL and
AV/C operate as shown in Figure 12. However, such command language
mechanisms specify binary or hex code messages and system opération on
physical devices on the physical interface, and are based on hardware
specifications. Therefore, such command languages may be less desirable
for a network layer based control mechanism where a control system
specification includes naming, addressing, device capability discovery,
communication language and command messages at the application level
software level, where one software application program 20 in a controller
device 14 locates and controls another software application 20 program in a
controlled device 14 over the network 10. Said control mechanism is more
suitable for devices such as digital appliances including appliances (e.g.,
DVCR) as well as multi-purpose, multi-application devices such as

computers.

Figure 13 shows a preferred example configuration of the building
blocks of Figure 12 to perform the function of generating command
messages. In Figure 13, the positions of the industry standard format 44 and
the message compression 46 are different than in Figure 12. A number of
textual standard forms are selected from the functional specification service
40 to make a complete message. Later the message may be compressed by
a lower layer of the protocol stack. Figure 13 represents a method of
performing service or device command and control for consumer electronics
(CE). Message composition can be defined by the XML standard syntax and
compression can be performed by another protocol layer such as HTTP. A
command interface language is utilized at the application software 20
interface level, rather than lower hardware levels. As such, the network
protocol stack is governed by commands in said language, and each of a
controller device 14 and controlled device 14 can be viewed as integrated
components of the network for message transmission therebetween.
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Referring to Figure 14, three different instances of interaction among
client devices 12 and server devices 14 are shown. In the first instance "A", a
human user communicates with a remote service application "S". The user
utilizes a browser in a client device 12 as the user interface, wherein the
browser controls service programs 20 in the service application "S" and
receives response in Hyper Text Markup Language (HTML) or XML formats.
A secondary server is included with the browser to accept XML based
asynchronous command message postings. For example, for a DVCR the
secondary server 14 can accept command messages such as "VCR FAILED:
TAPE BROKE." A software agent including a browser can be utilized to
display the command messages for a user in the browser's GUI for later
attention by the user and control of the DVCR. Preferably, an XML based
client device 12 includes an HTTP1.1 server capability to respond to
command initiated elsewhere for server device to server device command
and control.

In the second instance "B", the user is replaced by a software client
control program 50. The software client control program 50 generates XML
based command postings to the service application "S" and receives back
XML command postings. And, in the third instance "C", the software client
control program 50 is replaced by an application such a server device control
program 20, wherein commands and responses are exchanged between two
service applications 20. In that regard, instance "B" is a special case of
instance "C" with a null service.

An application interface language based on XML is used for control
between a first server device 14 and a second sever device 14 (device-to-
device or service-to-service) for devices or services that are world wide web
(Web) enabled and Internet enabled. The application interface language is
based on the Web standard, middleware layer. In one embodiment, device-
to-device control includes remotely controlling the control program 20 or

‘Application, in one server device 14 from another server device 14 in the
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network 10. As such, the interfaces (API) to such Applications 20 are made
available over the network using AP| extensions. Preferably, the API
extensions utilize a standard format, such as an XML-based interface, to
provide overall interoperability. |

Referring now Figure 15, there is shown block diagram definitions of
API extensions for a first Application A, designated as Service A, and a
second Application B, designated as Service B, communicating over the
network 10. For example, the Service A can be the control program for a first
server device A in the network, and the Service B can be the control program
for a second server device B in the network. The server device B sends
commands to the server device A. For this example, the first and second

service devices A and B can include CE devices.

Referring to the API extensions for the Service A, the first upper-most
block 52 provides a comprehensive definition or data base of CE objects and
methods using English words to describe CE devices. The comprehensive
definition or data base can also be in C, XML or other formats capable of
representing objects and their respective methods. The comprehensive
definition or data base utilizing XML is termed XCE definition. The second
block 54 provides a format for representation of an API in XML form for all
devices 14, designated as an interface data type definition INTERFACE.DTD.

A software agent, designated as Tool A, utilizes a subset of the XCE
definition for Service A, and uses the interface data type INTERFACE.DTD
for Service A to create an XML form document, INTERFACE-A.XML. The
document INTERFACE-A. XML describes the objects and methods supported
by the Service A according to the document type definition INTERFACE.DTD
for Service A. Other data type definitions can also be used to create the
INTERFACE-A.XML document.

The software Tool A also creates a look-up table 56 to convert from
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XML messages from Service B on the network interface, to API definitions for
Service A, programmed in C for example, and complied to executable binary.
Preferably, the look-up table 56 is created at compile time, whereby during
run-time, incoming XML form method messages (commands) from Service B
are converted to the API format created by the complied application C code
for Service A. The look-up 56 table provides run-time translation of XML
object method calls from Service B into device native language calls for
Service A. The look-up table 56 is complied with the device control program
20 for local execution on the server device A for Service A.

The INTERFACE-A. XML can be used by Service A for validity checks
if it encounters an error in a received message. The INTERFACE-A. XML can
also be used by a foreign Application such as Service B to determine the
message format for Service A before communicating with Service A.

Further, if a message from Service B to Service A causes an error, Service B
can access the INTERFACE-A. XML document to diagnose the error.

Referring to the API extensions for the Service B, the first block 58
provides a comprehensive definition or data base of CE objects such as the
XCE definition for Service A above. The next block 60 provides a language
definition for making XML form method (command) calls to remote API
services or devices such as the API for Service A. The language definition is
a document type definition Method Request CALL.DTD which describes
interaction with objects on the network.

A software agent, designated as Tool B, utilizes at least a subset of the
objects and methods in the XCE definition for Service B and the CALL.DTD
document, to generate a look-up table 62 for converting commands from a
complied C program code for Service B into XML form method requests. As
such, the look-up table 62 provides conversion between a method invoked by
Service B (e.g., "PLAY") and the XML document or message that carries the
method call across the network interface to Service A, for example. The
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subset of the XCE definition used by software Tool B depends on the extent
and nature of use of the network. For example, the subset can be selected to
provide global or restricted use of all available services on a home network.

Therefore, the APl extensions pfovide for communication between
various devices on the network using XML. in the example above, the
program code 20 for Service B generates method calls to an API, and the API
calls are converted to XML form to comply with the Web/Internet standard
XML for inter-device communication. The XML method calls (messages) are
sent to Service A over the network, and Service A reconverts the XML
method calls from the network interface to program code API definitions for
Service A. This conversion and re-conversion provides Web/Internet
compatibility for diverse devices in the network with program code APls which
would otherwise require binary compatibility between different devices.
Examples of the XML interface biocks utilizing the block diagrams in of Figure
15 are shown below.

"""" interface.ded

rules for describing an object interface in xml

<!ELEMENT paramater #PCDATA>
<!ATTLIST paramater

Type CDATA #REQUIRED

>
<!ELEMENT method (#PCDATA, (parameter)+)>
<!ELEMENT method (#PCDATA, (method)+)>

interface.h

example object interface in c

/* object */

typedef struct Stream {
int id;
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/* methods */

void StreamPlay (int id,
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int speed) ;

void StresmStop (int id);

APPENDIX U
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interface.xml

the same object in xml using ruels of interface.dtd

<object>Stream
<method>Play
<parameter type="int"s>id</parameter>

<parameter type="int"s>speed</parameter>

</method>

<method>Stop
<parameter type="int">id</parameters>
</method>

<ocbjects>

call.dtd

rules for describing a ¢ function call in xml

< ! ELEMENT
<!ATTLIST

<! ELEMENT
< | ELEMENT
< ! ELEMENT

parameter
parameter
value

>

method
object
call

#PCDATA>

CDATA #REQUIRED

(#PCDATA,

(#PCDATA) >

(parameter) +) >

(object,method) >

controller.c
example controller command in c

call.xml
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the same command in xml using call.dtd

<!-- example to play a stream -->

<call>
<object>Stream</object>
<method>Play</method>
parameter value="500">speed</parameter>
</call>

Further, the above provides examples of interface definitions
INTERFACE.DTD and CALL.DTD used to create description documents of
available services, INTERFACE. XML, described above. The CALL.DTD
definition includes a rule set for generating method call or function call
message such as XML Remote Procedure Call (RPC) or XMLRPC
messages. The CALL.DTD definition describes an output interface of a
controller service 14. In a home network, for example, INTERFACE. XML
represents the services available on the home network. The available
services are a subset of the entire services in the CE space.

In a One-Touch-Record (OTR) scenario, a user is in control of a
Tuner-Access-Device such as a Satellite STB. The user controls the tuning
using an Electronic Program Guide (EPG) such as a graphical user interface
representation of program listings. OTR record provides the user with a
service including selection of a future program from the EPG for recording
without the user accessing the VCR graphical user interface to program the
VCR for a Time Delayed Recording. OTR automates the control of the VCR.
Below is an example control list of actions in OTR.XML: (1) StreamOpen =
play the selected program stream output to the network from a Satellite STB;
for OTR this control is local to the STB device; (2) StorageOpen = open a
storage service; and (3) StorageRecord = Send the Record command across
the network to the VCR.
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rules for describing a ¢ function call in xml

< ! ELEMENT parameter
<!ATTLIST parameter
value
>
< ! ELEMENT method
< ! ELEMENT object
< ! BELEMENT call

#PCDATA>
CDATA #REQUIRED
(#PCDATA,

(#PCDATA) >
(object,method) >

(parameter) +) >

interface.dtd

example for describing an object interface in xml

< ! ELEMENT parameter
<!ATTLIST parameter
value
>
< | ELEMENT method
< | ELEMENT object

#PCDATA >

CDATA #REQUIRED

(#PCDATA,
(#PCDATA,

(parameter) +) >
method+) >

interface.xml

this document describes various CE services offered -a
subset of the whole CE space.

<?xml version="1.0"?>

<!DOCTYPE interface SYSTEM "interface.dtd">

<object>Stream
<method>Open
<parameter
<parameter
</method>
<method>Close
<parameter
</method>
</object>
<object>Control
<methods>Set
<parameter
<parameter
</method>
</object>

<object>Storage
<method>Open
<parameter

type="int">id</parameters>
type="int">channel</parameter>

type="int">id</parameter>

type="int">id</parameter>
type="int">level</parameter>

type="int">id</parameter>
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<parameter
</method>
<method>Record
<parameter
</method>
<method>Play
<parameter
<parameter
</method>
<method>Stop
<parameter
«</method>
<method>Close
<parameter
</method>

</object>’

<object>Display

<method>Open
<parameter
<parameter
</method>
<method>Render
<parameter
</method>
<method>Blank
<parameter
</method>
<method>Control
<parameter
<parameter
<parameter
</method>
<method>Close
<parameter
</method>

</object>

*/

_26-

type="int">channel</parameter>

type="int">id</parameter>

type="int">id</parameter>
type="int">speed</parameter>

type="int">id</parameters

type="int">id</parameter>

type="int">id</parameter>
type="int">channel</parameter>

type="int">id</parameters>

type="int">id</parameter>

type="int">id</parameter>
type="int">cid</parameter>
type="int">level<«/parameter>

type="int">id</parameters>

an xml representation of one touch record

¢ representation:

StreamOpen (100,2);/*

StorageOpen (24,2);/* open a storage service */
StorageRecord (24);/* record the stream */

APPENDIX U
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play a stream (pushed by satellite feed

<?xml version="1.

o"?>

<!CODTYPE interface SYSTEM "call.dtd">
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<calls>
<object>Stream</object>
<method>Open</method>
<parameter value="100">id</parameter>
<parameter value="2">channel</parameter>
</calls
<call> :
<object>Storage</object>
<method>0Open</method>
<parameter value="100">id</parameter>
<parameter value="2">channel</parameter>
</calls
<calls>
<object>Storage</object>
<method>Record</method>
<parameter value="100">id</parameter>
</call>

As discussed above in relation to Figure 15, a first device B can
access the INTERFACE.XML document of a second device A to examine the
device capabilities and API interface details of the second device A and
determine supported functionality and command details of t'he second device
A. In particular, the first device B can determine overlapping, and therefore
useable, methods supported by first device B and the second device A.
Figure 16 shows an example wherein a first server device B including an
Application B accesses the INTERFACE-A. XML document of a second server
device A including an Application A. The first server device B includes a
INTERFACE-B.XML document for comparison with that of a INTERFACE-
A.XML document in the second server device A.

In one scenario, the first server device B wishes to control the second
sever device A in the network. The INTERFACE-A. XML document of the
second device A is transferred from the second server device A to the first
server device B and used by Application B to query the capabilities and API
interface methods of the second server device A. This allows the first server
device B to control the second server device A utilizing XML remote
procedure calis XMLRPC. In another scenario, the first server device B
performs the above steps after attempting to communicate with the second
server device A at least once, and failed to establish communication. Yet in
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another scenario the first server device B queries the INTERFACE-A. XML
document in the second server device A remotely without transferring the
INTERFACE-A XML document to the first server device B.

Upon examining the contents of the INTERFACE-A.XML document,
the first server device B can create commands for sending to the second
server device A in XML format as described above. Generally, the first server
device B can interpret at least a portion of the contents of the INTERFACE-
A.XML document that overlaps with a subset of the XCE definition used by
the first and second server devices B and A as described above. If the first
server device B is unable to interpret a portion of the contents of the
INTERFACE-A. XML document, then the first server device B can ignore that
portion, or fetch an application to assist it in interpreting that portion, by
translation as described further below.

Referring to Figure 17, another example device-to-device or inter-
device control between a controller server device 14 and a controlled server
device 14 is shown. The controller device 14 includes a controller application
E and the controlled device 14 includes an application executable C. The
controlled device 14 further includes INTERFACE-A. XML, the application
interface description A of the application C. Application E accesses the
application interface description A in the controlled device 14 to query the
capabilities and APl interface methods of the controlled server device 14.
Application E then commands and controls application C using XML remote
procedure calls to control hardware or service D of the controlled device 14.
A scheduler device can be a case of a controller device 14, driven by time of
day such as Time-Delay-Record controller in a VCR.

In a first example, the application E accesses the application interface
description A by remote query over the network. In a second example, the
application E accesses the application interface description A by transferring
a copy of the application interface description A from the controlled device 14
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to the controller device 14. The application E then queries the interface
description A locally. In a third example, the application interface description
A is transferred to a library device 64 which provides library space for
interface descriptions, and the application E remotely queries the interface
description A in the library. The library device 64 stored the address (URI) of
the associated applications available for direct control action and responses.

Referring to Figure 18, the XML protocol provides a Web standard
common middleware layer in a communication stack 66 at the API level
between applications 20 of various devices 14 in the network. In each device
14, applications at the top of the communication stack send and receive
communication messages over the network, and communicate with software
layers in the device stack that locally control the device hardware or service
software for the device.

A first XML layer API, designated as XML Layer OUT 68, is used for
sending messages, and a second XML layer API, designated as XML Layer
IN 70, is used for receiving messages. The XCE definition and the XML
definition of a method call, namely the document type definition CALL.DTD
described above, are used to create the XML Layer OUT 68. Further the
XCE definition and the XML definition for a method call, namely document
type definition INTERFACE.DTD described above, are used to create the
XML Layer IN 70. For example a controller application utilizes the XML Layer
OUT 68 and a controlied application utilizes the XML Layer IN 70.

Referring to Figure 19, another embodiment of server device-to-server
device command and control architecture is shown. An XML-based control
architecture is utilized for device-to-device (service to service) control for Web
and Internet enabled devices or services. A first device A can remotely
control an application 20 in a second device B over the network using XML
command messages. The interface to each device includes interfaces to the
applications in the device, and is described in XML format. Said interfaces
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can be extended and made available on the middleware layer for retrieval and

interpretation by other devices over the network, as described further below.

Each of the server devices A and B includes hardware and software
for controlling other server devices over the network and for being controlled
by other server devices over the network. In Figure 19, the home network
device A is a controller device or module, and the home network device B is a
controlled device or module. Each of the devices A and B includes a local
Device XML Interface 72 comprising an interface document
INTERFAéE.XML and a document type definition INTERFACE.DTD. The
INTERFACE.XML document includes a description of the objects, methods
and parameters supported by the corresponding device 14. The
INTERFACE.DTD document can be used for validity checks specific to the
XML interface of the device, as described above.

Each of the devices A and B also includes an XML parser 74,
comprising program code for parsing and validating XML messages, such as
XML interface and XMLRPC commands. The XML parser 74 is similar to
said XML Layer IN 70 described above with reference to Figure 18. Further,
each of the devices A and B includes an XMLRPC encoder and decoder
(codec) 76 for encoding method names and parameters of an outgoing call in
an XMLRPC message, and for decoding an incoming XMLRPC message
after it is parsed, to retrieve the method name and parameters therein. The
XMLRPC codec 76 is independent of the device XML interface 72 and of the
device-to-device control architecture, thereby allowing use of different
XMLRPC formats without changing other aspect of the device to device
control architecture.

An Interface Fetcher comprising program code, is utilized by each of
the devices A and B to fetch the device interface of another device directly
from another device or from a home network Interface Library 80. When a
device 14 is a controller device, a controller application program code 82 in
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the controller device 14 effects command and control of other devices 14 over
the network, by supervising software and hardware in the controlier device 14
such as the XML parser 74, the interface fetcher 78 and the XMLRPC codec
76. When a device 14 is a controllied device, a controlled application program
code 84 in the controlled device 14 supervises software and hardware in the
device 14 for the device 14 to be controlled by other devices 14. A Home
Network Device Web server 86 in each of the devices A and B manages
communication between the devices over the network. An XML to Native
Lookup Table 88 in each of the devices A and B is used by the controlied
application 84 to convert information in XMLRPC messages (e.g., method
name, parameters name and type) to native interface of the device (e.g.,
native method name, parameters name and type). Said table 88 is not used
when the names of methods and parameters in XML messages and the
native interface of the device are the same.

Each of device the devices A and B further includes one or more
Handlers 90, wherein each Handler 90 includes a pointer from within the
controlled application 84 to a native implementation of one specific device
functionality. In most devices, native implementations of device functionality
include binary code at run-time. The binary code can be generated from
higher level languages at compile time, including C and Java, for example.
As such, consumer electronics manufacturers can add more Handlers 90 for
new functions without affecting existing Handlers and function
implementations. A hardware service 92 in each of the devices A and B
includes native implementations of device functions. Each of the devices A
and B also includes a Native Interface 94 which comprises the API of native
implementation of the device functions.

Further, a Network Object Request Broker such as a Home Network
Object Request Broker (HNORB) 79 and Interface Library (IL.) 80 provides a
middleware layer 98 for the home network 10. As shown in Figure 19, the
middleware layer 98 can be located in a third device 96 or in a separate
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control hub. The HNORB 79 includes a software agent for use by one device
14 to discover the existence of other devices 14 connected to the network 10.
The HNORB software agent organizes device names into a naming
hierarchical tree structure, organizes device interfaces into said searchable
Interface Library, and provides device interfaces to a device requesting
interface information.

The middieware layer, comprising the HNORB 79 and the IL 80, can
be connected directly to the Internet, such that selected home devices can be
accessed ffrom outside of a local home network 10. The middleware layer 98
in one local home network can be connected to the middleware layer 98 in
other local home networks over the Internet to provide an integrated network
comprising two home networks 10. In that case, authorized users with the
appropriate stream encryption can access a DVD changer in the user's
primary home, from a TV in the user's secondary home to play a video and
view it on the TV.

To use the Interface Library 80, at least one HNORB&IL should be
running on the local home network 10. More than one HNORB&IL. may also
be available. For example, a cable modem, several DTVs, and a central
home hub can all have their own HNORB&IL software agents. To locate the
HNORBA&IL, a device 14 sends a broadcast message over the local home
network. The first HNORB&IL to respond to the device 14 is utilized by the
device 14. Once a HNORBA&IL is located, the device 14 and the HNORB&IL
can establish a point-to-point Transmission Control Protocol (TCP) or User
Datagram Protocol (UDP) connection for registration, interface request and
fetch, and device lookup services. If a UDP protocol is not available, a TCP
protocol can be used for high bandwidth connections such as |IEEE 1394.
HTTP-based XMLRPC can also be utilized for device to HNORB&IL
communications. For example, a device 14 can remotely call a "register"
method of HNORB to pass the device interface as one or more parameters,
or, a XMLRPC call can retrieve a partial or entire device interface from the IL

Roku, Inc. Exhibit 1009



10

15

20

25

30

APPENDIX U

WO 99/57837 PCT/KR99/00221

-33-

as a XMLRPC response or return value.

As aforementioned, more than one HNORB&ILs can run in a local
home network 10 simultaneously, wherein each HNORB&IL recognizes a
subset of available devices and one HNORB&IL can communicate with other
HNORBA&ILs to locate the devices 14 it cah not find. Multiple HNORB&ILs on
one local home network 10 can locate each other automatically by using
broadcasting messages, such as UDP or TCP. In this case, multiple HNORBs
construct a distributed object request broker, while multiple Interface Libraries
80 construct a distributed interface library. To provide fault tolerance, if one of
the HNORBA&IL should terminate unexpectedly, all devices registered with this
HNORBA&IL are notified and said devices can automatically register with
another available HNORB&IL.

Each device interface has an associated consistent, unique logical
name. Other devices can use said consistent, unique, logical name to
recognize and access a device, even after said device's location or real
network address has changed. The mapping of the logical names and real
device addresses are handled by a software agent for naming service in
HNORB. Preferably, a standardized naming method is utilized. More
preferably, a hierarchical naming structure is used to organize device names
into a hierarchical tree. This hierarchical structure can be expressed using "/",
similar to that in a file system. The structure can be generated by different
methods, such as by different service types as a home/MPEG2/TV; or by
different locations, such as home/livingroom/VCR. Several naming trees may
coexist for performance and efficiency.

In the example command and control between the controller server
device A and the controller server device B in Figure 19, the middleware layer
98 is in the third device 96 or can be in a separate central hub. The grayed
blocks show the device elements used for the specific command and control
process depicted in Figure 19. In an example operation scenario, after the

Roku, Inc. Exhibit 1009



10

15

20

25

30

APPENDIX U

WO 99/57837 PCT/KR99/00221

-34-

devices A and B become available and accessible over the network, each
device registers/submits itself and its XML interface to the central HNORB
and IL middleware layer 98. If a central HNORB and IL middleware layer is
not available, then each device broadcasts a message over the local home
network to announce itself. |

The controller application 82 of the device A attempts to query all or
part of the device interface of the controlled device B. If an Interface Library
80 is not available, the controller device A can request and fetch the device
interface c;f the controlled device B directly from the controller device B by first
sending a request to device B over the network, and then receiving the XML
interface of device B from the device B. However, if an Interface Library 80 is
available, the controller device A can request all or part of the device interface
of the controlled device B from the Interface Library 80. The software agent
of HNORB obtains the XML device interface of the device B from the
Interface Library 80 structure and sends it back to the controller device A.

Once the controller device A receives the XML device interface of the
controlled device B, the controller application of device A uses the XML
parser 74 of device A to parse and interpret the device interface of the device
B. The XMLRPC codec 76 of device A then generates desired XMLRPC
command messages using the parser results. The XMLRPC command
messages are sent to the controlled device B over the network. Upon
receiving said XMLRPC command messages, the controlled application 84 of
device B uses the XML parser 74 of device B to parse and interpret the
received XML command messages. The XMLRPC codec 76 of device B then
decodes the parser results to obtain the method call information in the
command message, including a method name and parameters for the device
B functions to perform requested services.

The controlled application 84 of device B then uses the XML to Native
Lookup Table 88 and Handlers 90 in the device B to access and launch the
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native function implementations of device B through the native interface of
device B. If a function generates any responses or return values, said
responses or return values are encoded into XML or XMLRPC messages and
sent to the controller device A. Further, the middieware layer HNORB and IL
can provide the controller device A with a reference to the controlled device
B, whereby the device A can generate remote calls to the device B native
functions just as calls to the local device A native function.

Preferably, a standard XMLRPC format is utilized so that all devices
can interpret and decode RPC calls over the network. Because the device
interface of a controlled device 14 can be queried and examined by a
controller device 14, preferably a simplified XMLRPC format with sufficient
device interface information is utilized to improve efficiency. The following
example shows two possible formats of XMLRPC calls for One Touch Record
(OTR) and Time Delayed Record (TDR) operations.

EXAMPLE |
XML RPC call, example format including detailed tag and interface
information:
1. Example of OTR call:
<?xmi version="1.0"?>
<call>
<object>DVCR1.record</object>
<method>timeDelayedRecod</method>
<parameters>
<parameter>
<name>channel</name>
<value><int>4</int></value>

</parameter>
<parameter>
<name>recordTime</name>
<value><time>2:10:30</time></value>
</parameter>
</parameters>
</call>

2. Example of TDR call:
<?xml version="1.0"?7>

<call>
<object>DVCR1.record</object>
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<method>oneTouchRecod</method>
<parameters>
<parameter>

<name>channel</name>
<value><channelName>NBC</channelName></va

ue>

</parameter>

<parameter>
<name>startTime</name>
<value><datetime.is08601>19990401T19:05:35</
datetime.is08601></vaiue>

</parameter>

<parameter>
<name>recordTime</name>
<value><time>2:00:00</time></value>

</parameter>

</parameters>
</call>
EXAMPLE |

XML RPC call, example format with reduced tags and interface information:
1. Example of OTR call:
<?xml version="1.0"7>
<call>
<object>DVCR1.record</object>
<method>timeDelayedRecod</method>
<parameter value="4">channel</parameter>
<parameter value="2:10:30"> recordTime </parameter>

</call>

2. Example of TDR call:
<?xml version="1.0"?>

<call>
<object>DVCR1.record</object>
<method>oneTouchRecod</method>
<parameter value="NBC">channel</parameter>
<parameter
value="19990401T19:05:35">startTime</parameter>
<parameter value="2:00:00">recordTime</parameter>
</call>

Referring to Figure 20, device interfaces for home devices 14 are
based on an industry standard structured data base 100 using standardized
vocabulary. Interface data for new interfaces and vocabulary can be added
to the data base 100. A comprehensive definition or database of CE objects,
methods and parameters using English words to describe all CE devices is

Roku, Inc. Exhibit 1009



10

15

20

25

30

APPENDIX U

WO 99/57837 ‘ PCT/KR99/00221

_37-

termed a CE data base 102. The comprehensive definition or database can
be in C, XML or other formats capable of representing objects and their
respective methods and parameters. The comprehensive definition or
database utilizing standardized XML vocabularies is termed XCE definition or
data base 104. |

Controller and controlied applications 82, 84 are programmed using a
standard interface subset of the XML based XCE data base 104. Each
device interface is stored with said applications 82, 84 in XML form. Although
the XCE data base 104 need not be in XML, said subset interface produced
at compile time is in XML in an embodiment of the invention, as described
above in reference to Figure 15.

In Figure 20, for embedded appliances 14, the information designated
as 'Manufacturer' information is built-in to the appliances 14 at manufacture
time, and the information designated as 'Home Network' is part of the
operational run time aspects of the appliance in the network. Device XML
interfaces 72 designated as 7 ... N for N devices 14, are branches of the data
in a standardized XCE data base 104. A Home Network Interface Library
(HNIL) 106 provides a collection of the device interfaces of available devices
14 connected to the home network. The Home Network Interface Library 106
is a subset of the totality of the XCE data base 104.

in Figure 16, a device interface was transferred from a device Ato a
device B for an Application B in device B to examine the contents of the
interface for the device A. As detailed above, a device interface includes a
description of the objects, methods, parameters supported by a device, and is
referred to as INTERFACE-A.XML for a device A for example. A Device XML
interface 72 is a device interface in XML format. The content of the XCE
data base 104 is a service oriented structure which provides device
interfaces.
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Referring to Figure 20, the XCE database 104 also includes a
standardized XCE Interface Document Type Definition (DTD) for CE devices,
which provides a standardized set of rules for using XML to represent CE
devices 14. The DTD or its subsets can be used for validity checks. A
software agent designated as Manufacturer Tool 108, filters and utilizes a
subset of the standardized XCE definition 104 for a specific CE device, and
uses the standardized XCE Interface DTD to generate an XML device
interface 72 of the CE device, for example INTERFACE. XML and
INTERFACE.DTD. The document INTERFACE.XML includes a description
of the objects, methods and parameters supported by a specific device
according to the standardized XCE Interface DTD. The document
INTERFACE.DTD is a subset of the standardized XCE Interface DTD, and
can be used for validity check for the XML interface of the device. Other
document type definitions can also be used to create the INTERFACE. XML
document.

The XML interfaces 72 of the‘CE devices, including said XML interface
document and said DTD document, are stored in a universally accessible
library such as the home network Interface Library 106. A software agenf
110 collects the device interfaces 72 of all accessible devices 14 over the
network and places them into the searchable structured Interface Library 106
along with the device name/address information. The Interface Library 106
is a subset of the XCE database 104 and the process of generating the
Interface Library 106 is similar to that of rebuilding part or all of the XCE
database 104. The Interface Library 106 can function as a collection of device
interfaces 72 of all devices 14 in the home network, or as a cache depending
on availability of storage space, wherein only the most recently used device
interfaces 72 are stored therein. In cases where a device 14 updates its
device interface 72 due to an event, such as disk change in a DVD player,
part of the device interface 72 is updated based on an event service.

Referring to Figure 21, preferably the device interface definition 72 of
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each device 14 has a hierarchical form. This is because for a home device
14, the device interface definition 72 can be lengthy. Typically, one or few
functions such as a single function for Time Delayed Recording, are
accessed at a time, and therefore only a small portion of the device interface
72 is used. Rather than rendering the entire device interface 72, it is more
efficient to render only a portion of he device interface 72. By using
hierarchical device XML interface, a controller device 14 can request partial
device interface 72 of a controlled device 14 by specifying the desired
function categories or functions in a request for the XML device interface from
the controlied device 14 or from the HNORB and IL middleware layer 98. In
the latter case, the HNORB and IL middleware layer 98 sends back the
desired portion of the device interface 72.

Referring to Figure 21, the hierarchical device interface structure can
include four layers, including: (1) a first layer 112 for XML interface of each
home network, listing current available devices, (2) a second layer 114 for
general XML interfaces of each device, listing function categories, (3) a third
layer 116 for specific XML interface of each function category for a device,
and (4) a fourth layer 118 for specific XML interface of each function in a
function category. Inside the home network, only the three lower layers 114,
116 and 118 are utilized, and outside the home network the first layer 112 is
utilized.

Figure 22 shows said layers 112, 114, 116, 118 and corresponding
interface examples. The interface in each layer is linked to upper or lower
layer (if available) through links such as XLink or XPointer, which provide two-
way linking. XLink includes a package of hyperlinking functionality that has
two parts: (1) an XLink component which allows links in an XML documents to
be recognized as such, and (2) an XPointer component which allows links to
address into precise sub-parts of an XML document. As such, XLink governs
how links are inserted into XML documents, wherein the link may point to
data such as a GIF file. Further, XPointer governs a fragment identifier that
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can go on a URL when linking to an XML document, from anywhere (e.g.,
from an HTML file).

In a typical command and control model for a server device 14 to
control another server device 14 according to the present invention, a first
device 14 attempts to query the device interface of a second device 14 at the

~ second interface layer 114. After selecting function categories (FC), the first

device 14 queries the interface layer 116 of a specific function category in the
second device 14, such as Record Category. Further, the first device 14 can
query the i}mterface layer 118 of a specific function, such as OTR or TDR, to
make calls to said functions. The hierarchical or tree structure makes finding
of an interface function more efficient and saves network bandwidth. An
example interface file structure and layers can be: |

First layer 112 - HN1.xml

Second layer 114 - VCR1.xml

Third layer 116 -  VCR1_RecordCategory.xml

Fourth layer 118 - VCR1_RecordCategory OTR.xml

Similarly, the home network Interface Library 106 is preferably
hierarchical and can be structured in a variety of ways such as by different
service type of devices or by different locations such as rooms. Said
hierarchical structure is the interface of a local home network 10 to other
home networks or the Internet.

An example hierarchical device interface definition 72 which can be
implemented in XML syntax is shown below.

consumer (document_ file, doc)
+----document_file<server home.dtd, server_ auto.dtd>
+----doc (services_home, server_ auto, server samsung web_site,
avc_commands, cal_commands, ,)
+----gervices_home (xml_utility, client, server av, lighting,
comms, hvac, utility, security, appliances, convenience,,)
+----xml_utility (download DTD_ file,,)
+----client (acknowledge, attention, error, post_message,
sound, stop schedule, stop_all,,)

Roku, Inc. Exhibit 1009



10

15

20

25

30

35

40

45

50

55

APPENDIX U

WO 99/57837 PCT/KR99/00221
-41-
+-~=--gound (alarm, ring, buzz,,)
+~----server_av {(controls_gen, source, sink)
+--~--controls_gen (ping, process_infor, setup,,)
+----process_info (s/w_id, h/w_id)
+----h/w_id (ser_no, manuf, model, class,,)
4+----g/w id (ser_no, exe name, versiom,,)
+--~-getup (clock,,)
+--=-~clock (hours, minutes, seconds)
+----gource (service_id, media, rate, protocol,
stream_ format, controls_av,,)
+----sink (service_id, media, rate, protocol, stream format,
controls av,,)
+~----gervice id (url,,)
+-~---media (tpt_stream, ram, disk, tape,,)
+----disk (name, number,,)
+-~---rate<value>
+----protocol (61883/1394, UDP/IP/Ethernet,,)
+----61883/1394 (isoch_ch no)
+-~--gtream format (video, audio,,)

+~---~video (dv, mpeg2tpt, dsstpt, mpeg2pes,
mpegl0801l-tpt, )
+----audio (mpeg3, ac-3, midi,,)
+controls_av (flow_control, tune, timer record,
ui_control, ,)
+----timer_ record (tune, flow_control)
+----flow control (play, stop, goto, record,,)
+----play (time_params)
+----record (time_ params)

+----time_params (now, start, duration, end,,)

+~----tune (send_epyg, channel,,)
+----channel (number, id, time params,,)
+----ui_control (display, acoustic)
+----display (brightness, contrast, color/tint,
horiz_size, vert_size,,)

4+==-=-=acoustic (volumn, base, treble, balance, fade,)

+----lighting (sensors, lights, send_epg)
+----sensors (living room, sky,,)
+----lights (rooms_up, rooms_down, yard,,)
+-=---rooms_up (bedl, bed2, bed3, bed4,,)
+----bedl (lamp, dimmer,,)
+~~=-~-dimmer<value:>
+----rooms_down (family, kitchen, living, dining, soho,
garage, , )
+----yard (front, back)
+----comms (homehub, intercom, telco,)
+---~-homehub (send device_list, send configuration,
send snmp_wib, ,)
+----intercom ()
+----telco ()
4+----hvac (controls gen, controls_havc,,)
+----controls_hvac (a/c, heat, temp, humidity,)
+-~--~temp (low, high, hysteresis,,)
+--~--utility (meters, energy mgmt,,)
+----meters (water, gas, electric,,)
+----water<value>, gas<value>, electricc<value>

Roku, Inc.

Exhibit 1009



10

15

20

25

30

35

40

APPENDIX U

WO 99/57837 PCT/KR99/00221

42-

+----security (sensors, send_epg, alarm,,)
+~----gensors (peripheral, motion,,)
+----peripheral (rooms up, rooms_down, ,)
+----motion (room_down, yard,,)
+----appliances (microwave, range, oven, fridge, freezer,
coffee, toaster, washer, dryer, water heater,,)
+----microwave (send epg, controls,,)
+---~-fridge (temp,,)
+----water_ heater (temp)
+-~---convenience (window, curtain_open, door/gate, pool/spa,
bath, fountain, lift, jacuzzi,,)
+----curtain_open<value>
+----gerver_auto (message, server_ auto_ford_explorer 98,,)
+----gserver auto_ford explorer 98 (mileage, maintenance,,)
+--~--mileage <data>
+----maintenance <data>
+----gserver_ samsung web_ site (message, service, help,,,)
+----avc_commands<, , ,command_string,,,>
+----gervice_id url,,)
+cal commands<,,,command string,,,>
+----gervice_id (url,,)

Said hierarchical device interface definition 72 can include the following fields:

'document file' name, provides name of the document type
definition (DTD) file that can be used by an XML parser 74 for verification of
legality and correctness of the XCE database 104 or part of the XML version
of the XCE database 104. There can be several DTD files for different parts
of the XCE structure, wherein said DTDs are different from the document type
definitions for the RPC.CALL and INTERFACE.DTD for communication.

'doc' name, provides the top level name of the area of coverage
of capabilities, attributes, communication and control interface.

'Services_home', provides area for home automation, consumer
electronics, utility, etc.

'Server_auto', for an automobile in the garage and shows
message interface available for one or more automobile types. For example,
server_auto_ford_explorer_98' is the interface for a particular automobile.
This allows access to mileage and maintenance interfaces of the automobile,
and can also be used for remote access by an automobile manufacturer or
garage for direct checking and remote diagnostics, for example.

'server_samsung_web_site', provides for communicating with a

manufacturer Web site outside the home. Includes interface for message,
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service, help, etc.

'AVC_commands' and 'CAL_commands', provides for legacy
devices capable of interpreting AV/C and CAL languages, for example. This
portion of the structure identifies commands in said languages, where the
commands are tagged and carried in XML. As such, the contents are not
XCE (Web) objects, and protocol converter applications can be utilized to
interface to the original CAL or AV/C application software.

In the above description, 'Services_home' provides the main structure
including A/V consumer electronics. A branch of the structure is expanded in
detail for a particular example of a video services sink, and stream destination
(e.g., DVCR) control interface. The control interfaces in a typical home
network can include:

'xm|_utility', provides details for supporting utility network
functions such as downloading an updated DTD file, interface file, program
file, etc.

‘client’, describes the interface details of a client device 12
including a Web browser. For example 'acknowledgment' indicates the
controller's acceptance of acknowledgment of a message or command sent
out.

'server_av', provides control and capacity interfaces for all audio
and video services available, including STB, DVCR, DTV, DVD, AUDIO, etc.

'lighting', provides an interface to a home automation lighting
controller, and includes sensors, lights, etc.

'comms', provides control interfaces to communications devices,
typically for utility purposes or remote management of the devices' set-up or
parameters, or for restoring configurations.

'hvac', provides interfaces for remote control of the HVAC
system, and can be used for control of said system from outside the home by
the utility company, for example, to turn the home's HVAC system off during
peak load periods of the day. Further, said interface can be used for
controlling the HVAC system from within the home, by an appliance for device
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based controller to provide a more sophisticated control mechanism than
thermostat control.

‘utility’, provides interface for reading utility meters for the home,
for example.

'security’, provides interface for security sensors and alarm
settings. As such, using the interface, applications running on a home
network device can have access to the sensor and detector devices around
the home for monitoring and controlling of the those devices.

‘appliances', provides interfaces for kitchen, utility and general
home appliances, including, for example, providing remote control or
monitoring temperature settings or other controls and parameters from a
controller device. In one scenario, a microwave appliance can scan bar code
information on the packaging of a food item and access a manufacturer
database to obtain cooking time of the food for a given microwave system
type. Such integration of appliances using device to device command and
control provides many control scenarios for providing services such as
automatically pausing a dishwasher and muting a TV when a phone is picked
up in the kitchen or family room.

‘convenience’, provides interfaces to devices for providing
convenience services such as interface to a curtain, window, blinds or
whirlpool controllers, for example.

In the above description, 'server_av' is part of the structure for the
control interfaces for A/V appliances offering A/V stream service, and is
subdivided into 'controls-gen', 'source' and 'sink' capabilities.

'controls-gen', provides interface for device manufacturer
attributes and general utility interfacing such as ping testing the presence of
the device. Further, manufactured-in attributes such as software and
hardware identification and version information can also be included. A
device supplying this interface returns data providing name or identification
for said software without effecting any control actions. An interface to set the
time of day clock can also be included.

'sink’, provides interface for the media stream service devices.
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The structure is organized based on service offered (i.e. video stream record
and replay) rather than particular device names such as VCR. For example,
a Tuner and a DVD player are both video program stream sources for the
network with video program formats, and can be controlled, such as started
and stopped. Differences in control of particular devices are addressed by
the lower layers of the definition structure.

'source’ provides interface similar to the 'sink’ interface.

Referenced above, 'service_id' or 'application_interface_id' includes
the name, address or Web address or URL location of one or more devices
14. Because the XCE database 104 comprises the totality of agreed upon
interfaces, typically a Dynamic Host Configuration Protocol (DHCP) software
agent executes to assign an address and a default name to each device, and
the address and a default name are added the interface of the service or
device. The software agent 110 then collects device interfaces 72 which
include subset or 'device partial XCE' definitions from all the devices locally
connected to the home network to generate a 'network partial XCE'".
Additional relevant external interfaces can be added to the structure for
external control. For example 'service_id' can be a name/address in a
received structure or in a network Interface Library 106 including entries from
the software agent according to the device interfaces of the devices
connected to the network. Thereafter, a user can search for a service in the
database and access an application whose interface includes a particular
data branch of the library using said name/address. As such, the network can
include multiple identical services distinguished by said name/address
information.

'media’, provides interface for the type of media including, for example,
transport stream from a tuner, RAM from a PC DRAM, disk for CD or DVD,
and tape. The media can be named and identified, and a controller device
can search the XCE data base to identify the media currently provided on the
network. When a new media such as DVD disk is provided on the network,
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that portion of the device interface 72 identifying the program material on the
disk is changed accordingly. As such, the entire device interface 72 need not
be transferred and only the relevant portion is transmitted to the XCE data
base. On receipt of an attention signal, the library software agent 110 can
fetch the new update and place it in the proper place in the interface library
106. The addition of the disk media is similar to adding a service to the
network or connecting another appliance to the network.

'rate', provides a value for data stream rate for a device interface, such
as 6 Mbits/Sec or 19.2 Mbits/Sec, for example.

'protocol’, identifies the protocol used for said data stream. If more
than one protocol is provided, for example 61883/1394 or UDP/IP, then a
desired protocol can be selected.

'stream_format', provides packet format and/or compression standard
for digital stream audio and video split. If more than one format is provided, a
desired format can be selected via an interface message. A controlier
application 82 can examine the available formats to determine if there are
compatible ones.

‘controls_av', provides the main control interface for A/V media
appliance.

'Flow_control', provides data stream controls such as: PLAY, STOP,
GOTO, RECORD, etc as methods for a particular device. The methods do
not change for embedded appliance, except for PC software, for example.
The controls can include time parameters for delayed operation.

"Tuning', provides interface for tuning control. A controller device 14
can send a request to the interfaces of a controlied device 14 to send back an
Electronic Program Guide (EPG) data structure described above.

'Ul control', provides control interface to a controlled application 84 to
control adjustments for display such as brightness and contrast, and for
audio, such as volume and bass.

‘Timer_record' provides interface for set-up data for a controller
application 82 to implement delayed time recording. Direct channel tune
information and flow control (time_aparams) information can be utilized.

Roku, Inc. Exhibit 1009



10

15

20

25

30

35

40

45

APPENDIX U

WO 99/57837 PCT/KR99/00221

47-

The above description can apply equally to client devices 12. An
alternative syntax XCE definition or database for the CE space can be
utilized. The alternative syntax XCE data base includes full service
descriptions including home automation, appliances and automobile, for
example. In cases where a service object provides flexibility and parameters
for control, a control method is utilized to control the object as desired.
Example commands in the AV/C and CAL command languages including
binary and hex data strings are shown below.

consumer {(document file, doc)
+-~-~-document_file<server home.dtd, server_auto.dtd-
+--~-~-doc (avc_commands, cal_commands, services_home,
server_auto,
server_samsung web_site, server_auto_ford explorer 98,,)

+----avc_commands<. ..command string...>
+=-~--cal_commands<...command_string...>
+----gservices_home (client, av, lighting, comms, hvac,

utility, security,
appliance, convenience,,)
+----xml_utility (download DTD_files,,)
4+--~--client (acknowledge, attention, error,
post_message, sound,
stop_schedule, stop_all,,)

+--~-gound (alarm, ring, buzz,,)
+----server_av (source, sink)
+----gource (service id, media, rate, protocol,

stream_format,
controls_gen, controls_av,,)

+-~--sink (service_ id, media, rate, protocol,
stream_format,
controls, ,)
+----service_id (url,,)
+----media (tpt_stream, ram, disk, tape,,)
+----disk (name, number,,)
+-~~-rate<value>

+----protocol (61883/1394,
UDP/1P/Ethernet,,)
+----61883/1394 (isoch_ch no)
+----stream_format (video, audio,,)
+--~~-video (dv, mpeg2tpt, dsstpt,

mpeg2pes,
mpegl080i-tpt, )
+~-=-=-~audio (mpeg3, ac-3, midi,,)
+~----controls_gen (ping, process_info,
setup, ,)
+----controls_av (flow_control, tune,
timer_ record,
ui_control,,)
"4+----process_info (s/w_id, h/w_id)

Roku, Inc. Exhibit 1009



10

15

20

25

30

35

40

45

30

55

APPENDIX U

WO 99/57837 PCT/KR99/00221
-48-
+~---h/w_id (ser no, manuf, model,
class,,)
+----s/w_id (ser no, exe_name,
version,,)
+----setup (clock,,)
4+--~-clock (hours, minutes,
seconds)
+----time record (tune, flow_control)
+--~-flow_contrel (play, stop, goto,
record, ,)
+~---play (time_params)
4+----record (time params)
+-~---tune (send_epg, channel,,)
+----channel (number, id,
time_ params, ,)
+----time_params (now,
start, duration, end,,)
+--~--ui_control (display, acoustic)
+---~display (brightness,
contrast,
color/tint, horiz_ size, vert size,,)
+----acoustic (volume, bass,
treble,
balance, fade,)
+----lighting (screen, light, send _epg)
+----gsensors (living room, sky,,)
+----lights (rooms_up, rooms_down, yard,,)
+~-~-rooms_up (bedl, bed2, bed3, bed4,,)
+----rooms_down (family, kitchen, living, dining,
soho,
garage, ,)
+----yard (front, back)
+----bedl (lamp, dimmer,,)
+~~--~dimmer<value>
4+----comms (netman, intercom, telco,)
+----netman (send_device_list,
send_configuration,
send_snmp_mib, ,)
+----intercom ()
+-~--telco ()
+----hvac (controls_gen, controls hvac,,)
+----controls_hvac (a/c, heat, temp, humidity,)

+---temp (low, high, hysteresis,,)
+----utility (meters, energy mgmt,,)

+----meters (water, gas, electric,,)
+----water<value>, gas<value>,
electric<value>
+----gsecurity (sensors, send_epg, alram,,)
+----gsensors (peripheral, motion,,)
+----peripheral (rooms_up, rooms_down,,)
+~-~--motion (rooms_down, yard,,)
+----appliances (microwave, range, over, fridge,

freezer, coffee, toaster,
washer, dryer, water-heater,,)
+----microwave (send epg, controls,,)
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+----fridge (temp,,)
+----water-heater (temp)
+----convenience (window, curtain_open, door/gate,

pool/spa, bath,
fountain, lift,,)

+---~-curtain_open <value>
+----gerver_auto (message, mileage, maintenance,,)
+-~=--mileage<date>
+----maintenace<data>

In another aspect, the present invention provides for use of existing
command language implementations for device-to-device command and
control in a network. Devices can include internal objects and APls which, at
run time, create binary strings according to existing transport mechanisms. in
that case, in order to provide XML remote procedure calls (XML RPC) from
one device 14 to another device 14 in the network, the exiting application
interface implementation is replaced with calls to the XML service API. As
such, the original implementation is equivalent to a wrapper for the XML
service API. Figure 18 also shows applications created using other command
languages such as CAL or AV/C in dashed lines, with their interface
implementations replaced with a wrapper in the XCE/XML service API.
Examples for changing from CAL command language to XML RPC format are
shown below.

existing implementation:

void DeviceCALCommand (int command) {

/*

create CAL formatted byte string to represent this

object/method and output to the wire

*/

CreatCALFormattedByteString (command) ; /* different for
every protocol */

SendCALByteString () ; /* different for every protocol

wrapping the XML Service API call:

void DeviceCALCommand (int command) {
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/-k
replace CAL implementation with calls to the XML
ServiceAPI

*/ _ ) ..
CreateXMLMessage (command) ; /* always the same */
sendXMLMessage () ; : /* always the same */

Referring to Figure 23, in another aspect, the present invention
provides a standard command protocol and control language translation for
inter-device communication between disparate devices in a network. For
different devices to share information, the information must be in a format that
a requesting device can interpret. And, for a device 120 to control another
device 22, the two devices must use a common language in order to interpret
one another's commands. The present invention provides a common
identification format for data and command protocols.

In one embodiment, a method of common presentation or packaging of
data and command protocol is provided, whereby a receiving device 122 can
determine the native format of transmitted data. If the receiving device 122
can interpret that native format, then it can accept the data directly.
Otherwise, the receiving device 122 can request a translator device 124 or
application to translate the data into a desired format which the requesting
device 122 can interpret. The translator device 124 or application determines
the native format of the original data, translates the data into said desired
format, and sends the translated data to the requesting device 122.

The requesting device 122 then processes that data as though the
data had originally been provided in the requesting device's native language
format by the sending device 120. The requesting device 122 can also send
a response back to the sending device 120 in the requesting device's native
format, or send a response by proxy through the translator device 124 or
application for translation into the native format of the sending device 120.
The translation method can be utilized for information including command
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protocols, data files and audio/video streams.

For devices that do not utilize the common format described above, the
present invention provides for translation of data including command
protocols to, and from, such non-compliant devices. For example, when a
non-compliant device 120 sends data to a compliant device 122, the
compliant device 122 can translate the data based on a determination of the
native format of the data. For example, the compliant device 122 can
examine the data for particular bit patterns within the data. When a compliant
device sends data to a known non-compliant device, the compliant device can
translate the data before transmission based on a determination of the native

format of the non-compliant device.

An example implementation can be for a home network which supports
the IP and HTTP protocols. The home network can be connected to the
Internet to obtain applications and services of various types for desired
functionality. As such, the common format method can be made compatible
with Internet protocols and procedure for operation over the Internet and the
home network.

One example of providing a common data format is utilizing XML to
create a package for the data for transmission over the home network. The
data can include command protocol, streaming audio or video, graphics or
applications. The data is 'wrapped' with a standard header identifying the
native format of the data and contents of the package, in XML form. The
header allows unique identification of the data type the data portion of the
XML code, whereby the data can be translated if necessary and provided to
appropriate applications upon receipt.

Under the Web standard, the identification process is performed by
browsers using file name extensions to identify the type and contents of a file
transmission. The browsers then launch appropriate plug-in modules to
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process the file. In the home network, XML is utilized to identify data
transmissions which provides all home network transmissions over IP with a
common identification method as described above.

Alternatively, a software layer can be provided in the home network
protocol stack to uniquely identify the contents of all data transmissions over
the home network. The software layer can be used instead of XML. The
common format and identification principles of the present invention apply
equally in either embodiment using XML or said software layer as
identification methods.

In Figure 23, upon reCeipt of a data package transmission, the
receiving device 122 examines the XML identity header of the data package
to determine the format of the data therein. If the data is in a format
recognizable by the device 122, the XML identity header information is
discarded and the device processes the data directly. Otherwise, the device
122 converts the received XML package into an XML transiation request
package and sends the request package and the data to the translation
server device 124.

The translation server device 124 translates the data and converts the
translated data into an XML translation response package. The translation
server 124 then transmits the response package back to the requesting
device 122. In case of a translation error, the translation server 124 can
provide a translation response error condition to the requesting device 122.
Upon receiving the translated data, the requesting device 122 processes the
translated data in the response package.

Example of an XML data package or packet can be:
<IDENTITY type=format=AV/c>...packet data ...<\IDENTITY>

Example of a translation request package or packet can be:
<TRANSLATION REQUEST type=Command format=CAL>
<IDENTITY type=Command format=AV/C>...packet data
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..</IDENTITY>
<\TRANSLATION REQUEST>

Example of a translation request package or packet can be:
<TRANSLATION RESPONSE type=Command
format=CAL>...packet data ...
<\TRANSLATION RESPONSE>

Example of a translation response error condition package or packet
can be.
<TRANSLATION RESPONSE type=Command
format=CAL>...packet data ...
<ERROR condition=Unrecognized command>Translation could
not be performed<|ERROR>
<\TRANSLATION RESPONSE>

Further, Table 3 in Figure 24 includes a partial list of package or
packet types and formats.

To provide translation services, a translation server 124 is identified in
the network during network configuration in a manner similar to that of DHCP
servers. The translation server 124 broadcasts its IP address to all devices in
the network for a period of time after the network is configured. All devices
120, 122 compatible with the translation services store the IP address of the
translation server 124 as it is broadcast over the network during network boot

up.

Alternatively, the requesting device 122 can broadcast a translation
request over the home network. All translation servers 124 in the network
that receive the translation request can respond to the translation request by
sending a translation response to the requesting device 122. The requesting
device 122 then selects one translation server 124 among the responding
translation servers. In one example, the requesting device 122 selects the
first translation server 124 that responds to the translation request. In
another example, the translation servers 124 can negotiate among
themselves and/or with the requesting device 122 for the selection of a
translation server 124 for satisfying the translation request.
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In another embodiment of the invention, multiple translation servers
124 are utilized to fulfill all translation requests. For example, a single
translation server 124 may not have the capability to translate all requests. In
such cases, it is necessary to identify the address of each translation server
124 and the type of translation service each translation server 124 can
provide. Each device 120, 122 can store a list of all translation server IP
addresses and a corresponding list of the types of translation services each
translation server 124 provides, and optionally the associated translation
application.

For efficiency, if a sending device 120 wishes to send data to a
receiving device 122 which is known to use a different native format than that
of the sending device 120, the sending device 120 can send the data to the
receiving device 122 by proxy through a translation server 124. The sending
device 120 transmits a command to the translation server 124 similar to the
translation request command and includes the address of the receiving

device 122 as the destination for the translated data.

In cases where a receiving device 122 requires translation of a data
stream, the sending device 120 can route the data stream directly to a
translation server 124, and the translation server 124 in turn transmits the
translated data to the receiving device 122 as described above. Alternatively,
the sending device 120 can send the data stream to the receiving device 122,
and the receiving device 122 then routes the data stream to the translation
server 124 for translation and return of the translated data back to the
receiving device 122.

In the description herein, the control mechanism is based on the
Hypertext Transfer Protocol (HTTP 1.1) which provides an application-level
protocol for distributed, collaborative, hypermedia information systems. HTTP
is a generic, stateless, object-oriented protocol in wide use for many tasks. A
feature of HTTP is the typing and negotiation of data representation, allowing
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systems to be built independently of the data being transferred. Preferably,
the network protocol used by devices and applications on the home network
is IP (Internet Protocol). However, other protocols can also be utilized.

Although the present invention has been described in considerable
detail with regard to the preferred versions thereof, other versions are
possible. Therefore, the appended claims should not be limited to the
descriptions of the preferred versions contained herein.
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What is claimed is:
1. A method for performing a service on a home network, the
method comprising the steps of: |

(@) connecting a first home device to the home network;

(b)  connecting a second home device to the home network;

(c) providing a database including a plurality of application
interface description data objects, each application interface description data
object including information in a structured format for commanding and
controlling of a home device by one or more other home devices connected
to the network;

(d) the second home device accessing a first application
interface description object for the first home device in the database;

(e) the first home device accessing a second application
interface description object for the second home device in the database;

) sending control and command data from the first home
device to the second home device utilizing said application interface
description object for the second home device over the network; and

(9) sending control and command data from the second
home device to the first home device utilizing said application interface
description object for the first home device over the network;

whereby the first and second home devices perform said service.

2. The method of claim 1 wherein the structured format includes
XML format.

3. The method of claim 1 wherein step (c) includes connecting a
database device to the network, wherein the database device stores said
database.

4. The method of claim 3 wherein;

(i) the first home device stores the first application interface
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data therein;

(i)  the second home device stores the second application
interface data therein; and

(i)  step (c) includes an initial step of forming said database
by steps including querying the first and second home devices to transfer said
application interface data for the first and second home devices to the
database device.

5. The method of claim 1 wherein step (d) includes providing the
first application interface description object for the first home device from the
database to the second home device over the network.

6. The method of claim 1 wherein step (e) includes providing the
second application interface description object for the second home device

from the data base to the first home device over the network.

7. The method of claim 1 further comprising connecting three or
more home devices to the network, wherein at least one home device
accesses the database to query the application interface description objects
of a plurality of home devices for sending command and control data to the
plurality of home devices over the network.

8. The method of claim 1 wherein each application interface
description object includes data in a structured format.

9. A network system for providing a service, comprising:
(a) aphysical layer, wherein the physical layer provides a
communication
medium than can be used by devices to communicate with each other;
(b) first home device;
(¢) asecond home device;

(d) adatabase including a plurality of application interface
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description data objects, each application interface description data object
including information in a structured format for commanding and controlling of
a home device by one or more other devices connected to the network;
wherein:

the second home device includes application control means for
accessing a first application interface description object for the first home
device in the database and sending control and command data from the
second home device to the first home device utilizing said first application
interface description object; and

the first home device includes application control means for
accessing a second application interface description object for the second
home device in the database and sending control and command data from
the first home device to the second home device utilizing said second
application interface description object;

whereby the first and second home devices perform said service.

10.  The network system of claim 9 wherein the structured format
includes XML format.

11.  The network system of claim 9 further comprising a data base
device storing said database.

12.  The network system of claim 11 wherein:

(i) the first home device stores first application interface
description object therein;

(i)  the second home device stores second application
interface description object therein; and

(i)  said database base device forms said date base by
querying the first and second home devices to transfer said first and second
application interface description objects, respectively, to the database device.

13.  The network system of claim 9 wherein the control application
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means of the second home device obtains the first application interface
description object for the first home device from the database.

14.  The network system of claim 9 wherein the control application
means of the first home device obtains the second application interface
description object for the second home device from the data base.

16.  The network system of claim 9 further comprising three or more
home devices, wherein at least one home device accesses the database to
query the application interface description objects of a plurality of home
devices for sending command and control data to the plurality of home
devices over the network.

16. The network system of claim 9 wherein each application
interface description object includes data in a structured format.

17.  The network system of claim 9 wherein the structured format
includes XML format.
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FIG. 9

Full A/V Control Model 12

18\\ -
Session Manager
HUMAN N
18
fput \\ \ servl serv2 /
(servd| | serva | |CLIENT(eg 1/2 DTV)
| S J | P A
Control—-
/'_\ ~
AN
servl serve
fetch control |- cobr;trczl cc:)qt.r(gl ~J._ fetch control
object (GUI) .-~ [ A °PJ€C oIt K] . object (GUI)
/’/ / \ \\\\
// 22 / \\ 22 \\\
I’ '/ \ \\
I" / “l
! / Control— :
i\ / —Control ;'
SERVER 1 SERVER 2
(data source (datazsgxkv
eg DVCR) DATA eg 1/2 DTV)
6=~ . S and Control | _______ S .| 28
State ¢ 1 Clock ! | P *)' State | | Clock }1 S
b e I _b.\ (I K I |
Control - / <8 26/ Control- -

) |

14 10 14

Roku, Inc. Exhibit 1009



WO 99/57837

APPENDIX U

PCT/KR99/00221
10 / 24
FIG. 10
Table 1: Capabilities Tavble
Service Sink/Source
Service A Sink
Service B Source
Service C Source
Service D Sink
Roku, Inc. Exhibit 1009



APPENDIX U

PCT/KR99/00221

WO 99/57837

11 / 24

FIG. 11
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FIG. 12
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FIG. 15
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FIG. 18
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FIG. 19
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FIG. 20
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FIG. 24

Table 3: Example Formats and Types

Type Format
command CAL, AV/C, X-10
. jpeg. gif, bitmap,
image tiff
English, French,
language ate

video_stream

mpege

avi, quickime,

video_clib mpeg
text html, plain
audio wav, aiff
d, pdf,
application msworc. P

postscript, gzip
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A Digital Video Library for Classroom Use

Wayne Wolf, Bede Liu, Andrew Wolfe,
Margaret Martonosi
Department of Electrical Engineering
Princeton University

Abstract

Moving images, stored in the form of digital video,
present a great many challenges to the designers of
digital libraries since the source material is not stored
in word form. In present-day analog film and video
libraries, librarians and patrons must resort to very
primitive tools to find information of interest. Digital
video provides the opportunity to greatly improve
access to moving image material, but new techniques
are required for searching video collections, present-
ing the information contained in large collections in
useful summaries, and in databases for annotating the
material found in the library. This paper summarizes
the new techniques being developed for digital video
libraries by the Princeton Deployable Video Library
(PDVL) project, a video library we are building to
support education and research.

keywords: video library, video browsing, video anno-
tation, scene transition graph

1 Introduction

The moving image is an important source of informa-
tion for scholars and students. Moving images record
historical events, comprise a literature of feature
films, record scientific experiments, and perform
many other functions. Film and analog video are
much harder to manipulate than books. As a result,
film libraries often have fewer accessions, are less
fully used, and provide less circulation of materials
than the book collections of libraries. Digital video
promises to radically transform the cataloging,
retrieval, and search of moving image records. How-
ever, making moving images truly easy to handle
requires a new class of video understanding and
manipulation tools which are much more powerful
than the VCR controls provided by today’s digital
video interfaces. The goal of the Princeton Deploy-
able Video Library (PDVL) project is to develop the
next generation of digital library tools which provide
powerful video understanding mechanisms at cost that
allows such systems to be deployed in education and
related disciplines.

The next section describes the requirements of educa-
tional users on digital video libraries. Section 2 sur-

250

Yiqing Liang
Advance, Inc.

veys the architecture of the system we are
constructing. Section 3 surveys the techniques we
are developing for navigation, browsing, referenc-
ing, and annotation.

2 Educational uses of video libraries

In a digital library, the user has direct access to the
full collection, not just cataloging information.
Books which have been electronically captured pro-
vide characters and words as powerful abstractions
to which text search algorithms can be applied.
Image recognition provides some powerful tools
which are of use in extracting information from
video programs. Moving images add the dimension
of time to images-—not only must we consider a
sequence of images in a single shot, but we must
consider the construction of the video program as a
collection of discrete shots. In order to solve the
needs of library patrons, a digital video library must
be able to take advantage of all the media which con-
tain relevant information: the moving images, the
audio track, bibliographic information, notes, and the
knowledge of the librarians and patrons. The search
for relevant video information can be divided into
two phases: users navigate through a large collec-
tion of video programs to identify the few which
may contain material of interest; they then browse
through individual programs to determine their con-
tents and identify relevant sections. Patrons also
need to refer to the sections of video programs they
identify as relevant and to annotate their selections.
The goal of our digital video library project is to
make moving image material a first-class element in
critical thinking-—the equal of text, which can be
perused, analyzed, and quoted as well as written.

The PDVL project’s aim is to create a testbed system
which demonstrates new tools which make advances
in navigation, browsing, reference, and annotation.
Our first tests of PDVL will be on academic users.
Moving images are primary source material for dis-
ciplines ranging from political science to literature:

e news coverage of political events and politicians
is one of the most important sources of informa-
tion on politics;

Roku, Inc. Exhibit 1009
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FIGURE 1. Hardware architecture of PDVL.

® psychology courses use video to record experi-
ments and study subjects;

e literature courses study films both for their own
content and as how they relate to the books from
which they were adapted;

e historians use movies ranging from newsreels to
popular entertainment as recordings of the time
and culture which made them.

We are starting with users interested in political sci-
ence and news as a sample domain’. Video is a very
important source of material for political science
because many appearances of politicians, both public
and private, are recorded on film and videotape. In
an era when so much political discourse takes place
over television, politics cannot be fully understood
without the examination of video source material.
Some of the most important historical documents o f
this century, such as the Kennedy-Nixon debates and
the Zapruder film of the Kennedy assassination, are

Meat
Puppet
Theater

card
catalog
manager

analyzer

addendum

moving image documents. Political science and
news have several advantages as a test domain for
our library: we have access to both historical and
current material; the domain is of interest to scholars
at Princeton and to potential test audiences at high
schools; and since U. S. copyright law places appear-
ances of the President of the United States in the
public domain, Presidential libraries provide a valu-
able source of available material.

Our research effort is still in its early phases and we
do not yet have all the answers to these problems.
However, we have identified some key problems:
how to help patrons find what they want, how to refer
to pieces of a video, how to do all this cheaply
enough that we can afford to deploy the system. We
have also developed some techniques which point
the way to the answers to these questions. Section 4
describes an algorithm we have developed which can
automnatically extract a summary from a complex
video program. The summary is sufficiently compact

video

hierarchical
storage
manager

FIGURE 2. Software architecture of PDVL.
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to fit a half-hour program on a single computer
screen. We believe that such summaries are critical
in allowing users to quickly scan a long video pro-
gram and understand its overall content. We also
believe that summaries are critical for content-based
searches of large video collections, since eliminating
redundant or unnecessary video material greatly
increases the efficiency of the complex algorithms
required for visual search. The search requirements
for a digital video library for educational use are
complex—patrons will want and need to use many
different types of information, including traditional
cataloging information, sound track and closed-cap-
tioning information, and visual information, to find
the material of interest to them. The architecture of
the video library must accommodate cataloging
information of many forms. It must also provide
searching facilities for all the different components
of the video programming. Since we are unlikely to
have perfect feature-extraction algorithms for either
audio or video track information in the near future,
the library mechanisms must make it easy for the
human patron to make the final selection of material,
based on an initial search conducted by the available
algorithms.

While traditional libraries do not have to provide
annotation facilities to patrons, digital libraries must
provide annotation mechanisms compatible with
their content access mechanisms. While well-under-
stood standards like SGML exist for text annotation,
we have no such notation schemes available for digi-
tal video, so the creation of library-compatible anno-
tation schemes is a key problem in the development
of video library systems.

Since we are interested in educational uses of video
programs, we are particularly interested in facilities
which allow both teachers and students to select and
annotate video material and incorporate that material
into comprehensive lessons. The ability to refer into
and out of a clip is important to courseware develop-
ment. A reference into a video clip may serve as a
table of contents into the clip. References into a clip
are also useful when a text accompanying the video
makes reference to the video: a political science
report may refer to different parts of a political
speech video at different parts of the report; an on-
line manual may refer to successive steps in a video
of a mechanical operation. References out of a clip
are equally important: one clip may refer to a similar
action in another clip; a sequence in a clip may refer
to an auxiliary text, such as a set of specifications for
a part used in an operation.

A digital video library system which provides anno-
tation facilities allows a community of users—both
teachers and students—to create a pentimento of
notes and links to material. The curriculum devel-
oper creates the initial set of links between video,

APPENDIX V

sound, and textual material. The teacher may enrich
that material by adding a new set of annotations and
links. The student may make one set of annotations
which represent personal notes, and another set of
links and notes when writing a report on the curricu-
lum material. The teacher may then comment on the
student’s report with another set of links, which may
refer to both the student’s notes and the original
material.

We believe that many of the mechanisms we propose
are useful in business and entertainment as well. For
example, many businesses want to make and use
video transcripts of both public and private meetings.
In order to make those transcripts useful, they want
to search, browse, annotate them, and include impor-
tant segments in reports passed onto others. The abil-
ity to refer to a video library, find, and annotate
interesting material would be useful to financial ana-
lysts who study stockholders’ meetings, managers
who want to record internal meetings, etc. Consum-
ers also want to be able to navigate through a large
collection of programming to find material of inter-
est, cut and paste multimedia material into personal
collages, and in general interact with the material
rather than be passive viewers. However, we believe
that our educational testbed is a particularly appro-
priate and useful domain in which to develop digital
video library techniques. Political scientists have
very aggressive requirements for video libraries—
they require large collections, they want powerful
search techniques, and they need to perform detailed
analysis of certain works. Furthermore, the tools
developed for digital video libraries will allow us to
teach students how to critically interpret news cover-
age on television, transforming them from passive
viewers of news to active, critical students of the
media.

3 PDVL architecture

PDVL is designed to be a classroom- or campus-size
system. We believe that the most important problems
in digital video libraries can be addressed using local
user populations; in fact, given the computational
requirements of digital video, using a small user
population may be the only way to acquire workload
statistics from actual use. Since local networks have
higher throughputs and lower latencies than wide
area networks, testing our system.on a local user
population lets us focus on the core problems of
summarizing and manipulating moving images.

As shown in Figure 1, PDVL is a client-server sys-
tem. Video storage is distributed across the network:
some videos and annotations may be stored on local
machines (either on magnetic disk or CD-ROM),
videos in current general use will be stored on a file
server’s magnetic disks, and lower-cost storage will
provide backup of other material. We are using per-
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FIGURE 3. A scene transition graph extracted from a network news program.

sonal computers as the clients to reduce system
deployment cost.

Figure 2 shows the software architecture of PDVL.
We are relying on standards and existing software
tools to the extent possible to make deployment eas-
ier and allow us to concentrate on problems unique
to video libraries. The file system and hierarchical
storage are fairly standard. We store videos in MPEG
format; each film may have one more addendum files
which keep indexing and annotation information. We
are designing the card catalog manager to provide
cataloging information based on annotation files of
the same format used by patrons to annotate videos,
giving us a seamless system for describing personal
and library-wide descriptions of videos. Our video
analyzer extracts information from videos: some of
this information may be stored in the file system to
provide general-purpose summaries of video pro-
grams, while other information may be extracted on
the fly for a particular query. Our navigation and
browsing tool, Meat Puppet Theater!, presents sum-
maries and the results of queries prepared by the
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video analyzer, providing a non-linear video inter-
face to the programs in the collection.

4 Video library tools

Given the wide range of possible queries of interest
to library patrons, we believe that semi-automated
methods of search are most likely to provide useful
information to patrons in the next generation of
video library systems. Our goal is to develop video
understanding algorithms which can extract useful
indexing information from videos; patrons will then
be presented with a ranked list of programs and can
select the material they want based on the presenta-
tion of visual, audio, and textual summaries of the
programs.

1. “Meat puppet” is television industry term for
news anchors who read the news but are not skilled
reporters.
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Many of our techniques for browsing and navigation
rely on key-frame summaries. Key frames are rep-
resentative of the action in longer shots. The story
board is a traditional, direct representation of key
frames in linear order. However, by applying a com-
bination of image and temporal analysis, we can
summarize the program by identifying story struc-
wre. Figure 3 shows a scene transition graph? auto-
matically extracted from network coverage of the
1992 Democratic National Convention. The scene
transition graph is extracted in several steps summa-
rized in Figure 4: the video analyzer first segments
the video into shots and selects one key frame per
shot; the key frames are then clustered according to
visual similarity (we currently use a combination of
color histogramming and first-moment of luminance
as the clustering metric); we then build a graph in
which clusters are nodes and a directed edge con-
nects two clusters which include temporally contigu-
ous shots; we then analyze the graph to identify story
structure. The result of analysis is a hierarchy of
scene transition graphs, with smaller graphs provid-
ing more abstract views of the overall program and
larger graphs providing more detailed information.

Graph structure as well as visual content are impor-
tant in summarizing the content of video programs,
since many programs use the juxtaposition of images
to deliver information. For examples, cycles of all
sizes are important structures in scene transition
graphs: an interview consisting of two talking heads
will appear as a pair of nodes connected in a cycle; a
longer story segment will often appear as a large
cycle, as an establishing shot is used to introduce the
subject (such as the shot of the podium and audience
in the Democratic National Convention) as well as to
denote the transition to another subject at the end of
that segment.

Our analysis of scene transition graphs provides very
concise summaries of video programs. A summary
of a program can often be viewed on a single screen
so that the patron can browse and select the part of
the program of direct interest. We also use summa-
ries in navigation, since analysis reduces the repre-
sentation of the program to a handful of key frames.
Rather than search for visual information on the
complete content of a large set of video programs,
we first search over scene transition graph summa-
ries, saving substantial amounts of computation
time. For example, by reducing a long interview to a
pair of heads, we can quickly search over a large col-
lection of interviews to find the interview with the
person being sought; we can also exclude from the
search scene transition graph structures which don’t
have the structure of an interview, interviews which
do not fall within a certain length, and other criteria.
We also plan to explore how to take advantage of
sound in identifying useful sections of video pro-
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grams. We are investigating the effectiveness of com-
mercial, speaker-independent speech recognitions
systems for keyword spotting. We are also analyzing
how more general properties of the sound track, such
as the absence of sound, the presence of background
music, and changes in speaker help patrons identify
clips of interest in length video programs.

select
key
frames

:

cluster

extract
graph
structure

FIGURE 4. The scene transition graph
extraction process.

The scene transition graph is a powerful tool for
summarizing a long, complex video program—the
algorithm has reduced 30 minutes of convention cov-
erage to a graph which can fit on a single SVGA
computer screen, while retaining a clear view of the
content and structure of the program. The scene tran-
sition graph is a much more concise representation
of a program than the storyboards used in film pro-
duction. A storyboard, which is a succession of key
frames which make up a scene, is linear. In contrast,
the scene transition graph construction algorithm
first eliminates visual redundancy by folding key
frames with similar visual content into a single node;
the graph edges describe complex story structure in a
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small amount of space and in an easy-to-follow form.

Scholars and students need annotation for both private and
public use. Annotations must be able to refer to particular
points within videos, to cross-link videos, and to refer to exter-
nal textual and audio documents. Patrons want to be able to
point to items in single frames or sequences of frames, add tex-
tual or audio notes, relate one frame or clip to another clip, and
to embed videos in documents. Useful types of annotation and
hyperlinks include:

e links from a separate text document into a given point into
the video;

e links from a given point in the video to a point in a separate
text document;

e annotations which are not part of a separate document;

e drawings on the video, which may be used to point to or
highlight certain features;

e additional sound tracks which provide narration or other
commentary.

All these types of annotations refer to specific parts of the
video, not merely the video as a whole. The annotation system
must provide access control—some notes are personal which
- the patron does not want released until publication, while other
annotations are meant to be shared with others. Annotations
must also be layerable—consider, for example, a teacher using
annotations to correct the annotations made by a student about
the contents of a news program. We also plan a seamless sys-
- tem in which cataloging information is a form of publicly-
available annotation.

5 Conclusions

Moving image source material presents many challenges for
digital libraries since the content is kept in multiple media. We
are building the Princeton Deployable Video Library as a test-
bed to demonstrate the utility of next-generation digital video
library tools—we believe that video library tools cannot be
evaluated without testing on significant user populations. We
are developing interactive methods to allow patrons to navigate
through large video collections and find the material of interest
to them—our tools extract summaries of programs which can
be scanned by patrons much more quickly than they could
view the complete programs. We are also developing annota-
tion tools to make moving images first-class elements in digital
libraries. Our overall goal is to transform scholars and students
from passive viewers of film and television into active users
who manipulate and analyze moving images, just as they
manipulate and analyze texts today. We believe that the next
generation of video library systems will provide powerful tools
for library patrons and librarians.

255

APPENDIX V

Acknowledgments

The Princeton Deployable Video Library project is supported
by the ARPA CAETI program.

References

! Bede Liu, Wayne Wolf, Sanjeev Kulkarni, Andrew Wolfe,
Hisashi Kobayashi, Fred Greenstein, Ira Fuchs, Arding Hsu,
Farshid Arman, and Yiqing Liang, “The Princeton Video
Library of Politics,” in Proceedings, Digital Libraries ‘94,
Texas A&M University, 1994, pp. 215-216.

2 Minerva Yeung, Boon-Lock Yeo, Wayne Wolf, and Bede
Liu, “Video browsing using clustering and scene transitions on
compressed sequences,” in 1995 SPIE Conference on Multime-
dia Computing and Networking, SPIE, 1995,

Roku, Inc. Exhibit 1009



APPENDIX W

HOME PAGE  TODAY'S PAPER | V DEO | MOST POPULAR | U.S.Edition SUBSCRIBENOW 111 og In | Register Now | Help

Ehe New York Times Business Day Search AllNYTimes.com =

WORLD US. NY./REGION BUSINESS TECHNOLOGY SCIENCE HEALTH SPORTS OPINION ARTS STYLE TRAVEL JOBS REALESTATE AUTOS

:15“'“ International = DealBook = Markets Economy Energy Media Technology Personal Tech Entrepreneurship = Your Money

Cut in Fiber Cable Disrupts Internet Traffic Nationwide

By SARA ROBINSON MOST EMAILED RECOMMENDED FOR YOU
Published: September 30, 1999

-

. IPhone 7 and Wireless Headphones:

Internet traffic across the United States was severely disrupted FACEBOOK Analyzing Apple’s Announcements

yesterday when a gas company in Ohio accidentally sliced through a TWITTER

fiber cable with a backhoe. 2. Ferguson Protest Leader Darren Seals
GOOGLE+ Found Dead in Vehicle

The cut, which occurred around noon Eastern Time about 30 miles EMAIL

east of Cleveland, slowed traffic to the point that data transmissions SHARE 3. Donald Trump’s Donation Is His Latest

were taking 20 to 50 times longer between the East and West Coasts Brush With Campaign: Fand Rules
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more severe disruptions and were forced to shut down. REPR NTS 4. Hillary Clinton Says Donald Trump Doesn’t

Measure Up on Foreign Policy

While fiber cuts are not uncommon, the size of the cable that was cut yesterday -- a
bundle of fibers carrying 40 gigabits, or 40 billion bits, of data a second -- is extremely
rare, said Bill Woodcock, network architect for Zocalo, a regional Internet service provider
in Northern California.
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Obama’s Asia Trip

6. Nancy Pelosi Urges Paul Ryan to Ban
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The traffic most affected was data that would normally travel through the fibers that were Assess the Polls

cut. This traffic was rerouted to other parts of the global network, but the net effect was
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Corporate customers whose internal networks used the severed cable, Mr. Woodcock said, Loneliness

"might not be able to access their corporate data base or retrieve mail from their mail

server."

. The Gift of Clinton
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The GTE Corporation, which owned portions of the cable that was cut, estimated last
night that the cable would be repaired by 9 P.M. Eastern time. When that deadline passed,
though, officials at some affected companies said they were being told that thunderstorms It;gg o ?ndx;v&"gf;? les
in Ohio were making it difficult to offer accurate estimates concerning when the repairs

I Log In Register Now What's This? | Don’t Show
would be completed.

It was not clear which Internet service providers, or I.S.P.'s, own or lease the fiber that was
cut. Several service providers can own strands of fiber that run through the same cable, or
one company can own it and lease portions of it to other I.S.P.'s.

Some of the fiber belonged to GTE, which purchased it two years ago from Qwest. "The
majority of our Internet customers are still up -- they are seeing degraded performance,
but they are still up,"” said Vaughn Harring, a spokesman for GTE Internetworking, the
Internet division of GTE.

He added, though, that some customers' service had degraded so far that they were
effectively off line.

Many reports issued by Internet service providers said that some of the fiber was owned by
a division of MCI Worldcom, but the company would not confirm that.
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"It is not impacting MCI Worldcom," a spokesman for that company said, adding that the
cut was not affecting customers of MCI Worldcom's Uunet subsidiary either.

Dave Rand, senior vice president and chief technical officer for the Internet service
provider Abovenet said that his company's traffic was down about 20 percent, mostly
because of problems with other I.S.P.'s. Abovenet's traffic from San Jose, Calif., to Chicago,
he said, was down to 25 percent of its normal capacity.

"It's not as bad as it could be," Mr. Rand said.
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