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Method and System for Managing Authentication Attempts 

The purpose of this invention is to take effective action to manage invalid authentication 
attempts through pattern analysis and the use of a separate communication channel to 
communicate with Users in real time. Invalid authentication attempts could include 
fraudulent or abusive situations as well as a lack of User knowledge. 

The identification and management of authentication attempts can be improved in a 
uriique way by having a real time communication channel with the end user that is 
separate from the channel being used for authentication. An example of this is where 
Internet users are a) identified by their cell phone numbers and may b) access the internet 
from many different physical locations. The invention allows for authentication issue 
detection to be extended with superior action compared to prior art, utilizing the separate 
communication channel to communicate directly with the User. This allows the 
authenticating authority to take more proactive action on a more automatic basis with the 
ability to distinguish fraud or abuse attempts from user problems aided by the separate 
communication channel. 

Brief Description of the Drawings 

Preferred embodiments of the present invention will now be described by way of 
example only with reference to the attached figures herein. 

Figure 1 is a system block diagram of a system for managing attempted illegitimate 
authentication attempts in accordance with another embodiment of the invention. 

Figure 2 and 3 are a flow chart of a method for managing attempted illegitimate 
authentication attempts in accordance with another embodiment of the invention. 

Detailed Description of the Invention 

Referring to Figure 1, the system for managing authentication attempts is generally 
located at 35. The System 35 includes an Authentication Server 25, which, for example, 
could be a RADIUS server. The System also includes a User Database 40, which could 
be many different standards and products. The System also includes an Event Database 
45 which is used to store information about authentication events such as User ID, 
location .of authentication attempt, time of attempt, if password matched User ID. The. 
Location Database 50 stores information about the geographic coordinates of access 
locations and the type of access location (e.g. airport). The System also contains an 
Application 30 which can interface with the databases, the Authentication Server and the 
Cellular Network 55. The System may be contained in any kind of computer that has 
suitable processing power, RAM, Disc capacity and communications ports. The 
computer may run any OS that is compatible with the applications 25, 30, 40, 45, 50. 
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Users requiring authentication are equipped with internet devices such as a computer, a 
notebook computer, a PDA or a WLAN enabled cell phone 15. Such devices must be 
able to support internet communication protocols. 

These devices are attempting to access the internet from various locations. The access 
could be via wireless or wired network. The internet equipment 20 at the location is able 
to block access to the internet until the device 15 has been authenticated. The Internet 
equipment communicates with the Authentication Server 25 to pass information about the 
User to the Authentication Server 25. The Internet equipment will not permit the Device 
to access the network until it has been advised to do so by the Authentication Server. This 
often takes the form of an "authentication accept" message. 

The Authentication Server interfaces to the User Database 40 to compare the User ID and 
password offered by the Internet Device 15 with that stored in the User Database 40. The 
Authentication Server passes information about the authentication attempt to the 
Application and receives a message back from the application indicating if 
Authentication can proceed. If the authentication may proceed, the Authentication Server 
will communicate with the Internet equipment to inform the equipment that access may 
be permitted. This often takes the form of an "authentication accept" message. 

The Application 30 receives information about authentication attempts, referred hereafter 
as "events", from the Authentication Server 25. 

The Application 30 may: 
a) Record the event in Even Database ( 45) 
b) Retrieve and analyse information about events when a new even occurs. The 

Application searches the database and compares the event to criteria. The criteria 
may include: 

1) Authentication attempt when the same User ID has been used to successfully 
authenticate an internet access, and said internet access is still active. 

2) Authentication attempt when an attempt using the same User ID occurred 
from a different location, and the time between the attempts would not allow a 
legitimate Internet user to travel from the first location to the second. When 
locations are established, the geographic coordinates (such as UMT 
coordinates) must be determined. The geographic coordinates are stored in 
the Location database (50). When an authentication attempt occurs, the 
Application will search the Location database to determine the geographic 
location of the current attempt and the geographic location of the most recent 
successful attempt. The time of most recent successful attempt will be 
obtained by searching the Event database. 

3) Multiple authentication attempts using a cellular number (irrespective of 
location of attempts) within a time period, where the number of attempts and 
the duration of the time period indicate atypical use. 

4) Multiple authentication attempts from a given location (irrespective of cellular 
number) within a time period, where the number of attempts and the duration 
of the time period indicate atypical use. 
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The Application 30 may make use of a separate communications channel, in this case a 
cellular network 55, to communicate with a legitimate user via a device they possess, in 
this case a cellular phone 60. 

The Application 30 may perform one or more of the following actions depending upon 
criteria that may be established in the Application. 

1) Automatic action to change the password and inform the legitimate user of the new 
password. The Application 30 would generate a new password and then a) store the 
new password in the User Database 40 and b) send the new password to the cellular 
phone via the Cellular Network 55 using SMS or IVR methods, along with a message 
explaining the reason a new password is being sent. 

2) Automatic action to suspend the account and distribution of passwords. The 
Application 30 would place the User ID on a Block List in the User database. The 
Block List would over-ride other Authentication server functions to authenticate, 
create a new account, or create and distribute new password to the cellular phone 60. 

3) In the case of 2) above, or otherwise, automatic action to contact the Internet user via 
their cellular phone and request them to take/not take action, including requesting 
them to initiate contact with the service provider. Such contact could be via the 
Cellular Network 55 using SMS or IVR methods to the legitimate User's cellular 
phone 60. 

4) Notification to personnel so that they may initiate manual action to contact the 
Internet user via a phone call or SMS message to their cellular number. If contact 
cannot be made between personnel and the User, and a suitable explanation given by 
the User, then the account may be suspended or law enforcement agency contacted. 
If there is a suitable explanation, assistance may be offered to the legitimate user. 

Some or all of the functions of the Application may be distributed and be associated with 
the Authentication Server or other applications such as a web server not necessarily part 
of this system. 

The Event database functions maybe provided in a separate database or combined with 
other databases that may be part of a system. 

The Location database functions maybe provided in a separate database or combined with 
other databases that may be part of a system. 

The implementation of the invention could have a logical flow as depicted in Figure 2 
and Figure 3. This is an example of how a system could function, and others are 
possible, considering other factors and combinations of these factors and other factors in 
the decisions. 

The method starts with an attempt to access the internet at a location (105). Equipment at 
the location will capture the request and forward it to a centralized Server (11 0) making 
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