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(57) ABSTRACT

This invention discloses a system of remote user authenti-
cation to an authentication server, with a telephone interface
to the authentication server that only receives routed calls
that have originated from a cell phone in a cellular network
and a call handling logic function which routs only those
calls to the authentication server over the interface that have

originated from a cell phone with a subscriber identity
module (SIM) card and for which the cellular company
maintains an individual subscriber identification data. In a

diflerent embodiment a remote user authentication system
has different interfaces and different authentication pro-
cesses that correspond with a telephone network interface
and with a cellular telephone company network interface,
enabling the authentication system to have different methods
of authentication depending upon which interface a remote
user connection authentication request originated from. The
method uses the SIM card of a cell phone as a “something
you have” factor as part of a two-factor authentication
mechanism to an authentication server. The telephone net-
work uses a call back feature.
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