
United States Patent 

US007142840B1 

(12) (10) Patent N0.: US 7,142,840 B1 
Geddes et a]. (45) Date of Patent: Nov. 28, 2006 

(54) METHOD AND SYSTEM FOR 6,636,733 B1* 10/2003 Helferich ............... .. 455/412.2 
MULTI-NETWORK AUTHORIZATION AND 6,782,080 B1* 8/2004 Leivo et a1. 379/9304 
AUTHENTICATION 2002/0112170 A1* 8/2002 Foley et a1. .............. .. 713/184 

2002/0177433 A1* 11/2002 Bravo et a1. .............. .. 455/411 

(75) Inventors; Martin Geddes’ Overland Park’ KS 2003/0096626 A1* 5/2003 Sabo et a1. 455/466 
(Us); Farm Weaver, Spring H111, KS 2003/0158960 Al* 8/2003 Engberg ................... .. 709/237 
(Us). Piyush Jethwa Overland Park 2004/0141508 Al* 7/2004 Schoeneberger et a1. 370/401 
KS (Us). Christophe’r Ginn Missiol’l 2004/0250085 Al* 12/2004 Tattan et a1. .............. .. 713/186 

KS (US); Von McConnell, LeaWood, 
KS (US); David Anderson, Seattle, WA OTHER PUBLICATIONS 
US 

( ) Young, “Authentication With SMS,” Wireles Review (Jun. 15, 
(73) Assigneez sprint spectrum L1)” Overland Park’ 2001). (WWWWirelessrevieW.com/ar/Wirelessiauthentication>sms/ 

KS (US) 
* cited b examiner 

( * ) Notice: Subject to any disclaimer, the term of this y 
patent is extended or adjusted under 35 Primary ExamineriDanh Cong Le 
U.S.C. 154(b) by 302 days. 

(57) ABSTRACT 
(21) Appl. N0.: 10/370,238 

(22) Filed: Feb‘ 20, 2003 A system for authentlcatmg and/orauthonzmg users of a 
servlce mcludes one commun1cat1on mterface W1th an access 

(51) Int Cl communication channel and another communication inter 
' ' face With a con?rmation communication channel. Requests H04M 3/16 2006.01 

(52) U 5 Cl ( 455/4)n_ 455/410 455/418_ for a user to access a service are received over the access 
' ' ' """""""""" " ’ ’ ’ communication channel, and con?rmation codes for the user 

58 F M f Cl _? _ 3759 @3214’ 379/9302’4750 59/421317 are received over a trusted con?rmation channel, such as an 
( ) 1e 0 4sg/szllocztézn4legrc7l 155 200f SMS text messaging system. Con?rmation codes may be 

’ 709’/237f 379/93 64 93’ 02 ’93 03’ received from the user requesting access to the service or by 
S 1, _ ?l f ’ 1 ' £111,‘ ’ ' a third party acting as a gatekeeper to the service. The 
ee app lcanon e or Comp ete Seam lstory' system tests the validity of received con?rmation codes, and 

(56) References Cited enables the user to access the service if a valid con?rmation 

U.S. PATENT DOCUMENTS 

6,430,407 B1 

RECEIVE ACCESS 
REQUEST 
Q 

I 
LOCATE CONFIRMATION 

ADDRESS 
5.2 

I 
SEND CONFIRMATION 

REQUEST 
M 

I 
RECEIVE CONFIRMATION 

MESSAGE 
i6. 

8/2002 Turtiainen 

VALID 
CONFIRMATION 

CODE? 
§ 

YES 

ENABLE ACCESS 
5!! 

code is received. 

19 Claims, 4 Drawing Sheets 

DENY ACCESS 
& 

TWILIO, INC.  EX. 1005 
Page 1

f 

 

Find authenticated court documents without watermarks at docketalarm.com. 

https://www.docketalarm.com/


U.S. Patent Nov. 28, 2006 Sheet 1 of4 US 7,142,840 B1 

Syn?" 

TWILIO, INC.  EX. 1005 
Page 2

f 

 

Find authenticated court documents without watermarks at docketalarm.com. 

https://www.docketalarm.com/


U.S. Patent Nov. 28, 2006 Sheet 2 0f 4 US 7,142,840 B1 

ACCESS CHANNEL cog?fb'l’?g?o'“ 
INTERFACE INTERFACE 

1_4 2s 

BUS 
g2 

SERVICE ACCESS 
USER DATA CONTROL LOGIC CONTROL 
STORAGE 2a LOGIC 

g2 — 12 

TWILIO, INC.  EX. 1005 
Page 3

f 

 

Find authenticated court documents without watermarks at docketalarm.com. 

https://www.docketalarm.com/


U.S. Patent Nov. 28, 2006 Sheet 3 0f 4 US 7,142,840 B1 

FIGURE 3 

RECEIVE ACCESS 
REQUEST 

4_0_ 

I 
LOCATE CONFIRMATION 

ADDRESS 
5; 

I 
SEND CONFIRMATION 

REQUEST 
it! 

I 
RECEIVE CONFIRMATION 

MESSAGE 
i5 

YES A 

VALID 
CONFIRMATION 

CODE? 
Ag 

OFFER 
RETRY? 

52 

YES NO 

ENABLE ACCESS DENY ACCESS 

TWILIO, INC.  EX. 1005 
Page 4

f 

 

Find authenticated court documents without watermarks at docketalarm.com. 

https://www.docketalarm.com/


TWILIO, INC.  EX. 1005 
Page 5

U.S. Patent Nov. 28,2006 Sheet 4 of 4 US 7,142,840 B1

on»mo_>mmmn_m:<s_o.5<mummo_>mm_mom:<s_o.5<flwmo_>mmmn_m._.<_2OHD<

wmm:o_u_

an0.004._Om_._.ZOOmo_>mmm
8

Qmo<mo_.m<h<Qmum:am0.00:.._Om_._.ZOQmmmooa.

TWILIO, INC. EX. 1005

Page 5
f 

 

Find authenticated court documents without watermarks at docketalarm.com. 

https://www.docketalarm.com/


Real-Time Litigation Alerts
  Keep your litigation team up-to-date with real-time  

alerts and advanced team management tools built for  
the enterprise, all while greatly reducing PACER spend.

  Our comprehensive service means we can handle Federal, 
State, and Administrative courts across the country.

Advanced Docket Research
  With over 230 million records, Docket Alarm’s cloud-native 

docket research platform finds what other services can’t. 
Coverage includes Federal, State, plus PTAB, TTAB, ITC  
and NLRB decisions, all in one place.

  Identify arguments that have been successful in the past 
with full text, pinpoint searching. Link to case law cited  
within any court document via Fastcase.

Analytics At Your Fingertips
  Learn what happened the last time a particular judge,  

opposing counsel or company faced cases similar to yours.

  Advanced out-of-the-box PTAB and TTAB analytics are  
always at your fingertips.

Docket Alarm provides insights to develop a more  

informed litigation strategy and the peace of mind of 

knowing you’re on top of things.

Explore Litigation 
Insights

®

WHAT WILL YOU BUILD?  |  sales@docketalarm.com  |  1-866-77-FASTCASE

API
Docket Alarm offers a powerful API 
(application programming inter-
face) to developers that want to 
integrate case filings into their apps.

LAW FIRMS
Build custom dashboards for your 
attorneys and clients with live data 
direct from the court.

Automate many repetitive legal  
tasks like conflict checks, document 
management, and marketing.

FINANCIAL INSTITUTIONS
Litigation and bankruptcy checks 
for companies and debtors.

E-DISCOVERY AND  
LEGAL VENDORS
Sync your system to PACER to  
automate legal marketing.


